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Resource Access Management Release Notes-Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Release notes

This topic describes the release notes for Resource Access Management (RAM) and provides links to the

relevant references.

September 2021

Feature

Alibaba Cloud services that
support RAM

Alibaba Cloud services that
support STS

August 2021

Feature

Cloudsso

Release

Description
P date

RAM is available for Cloud

2021-09
Governance Center.

STS is available for Cloud

2021-09
Governance Center.

Description GRS

date
Cloud SSO is integrated with
Alibaba Cloud Resource
Directory to provide unified
multi-account identity
management and access
control. You can use
CloudSSO to centrally
manage users of an
enterprise who need to
access Alibaba Cloud
resources and assign access
permissions on the
accounts in a resource
directory to the users. You
can also configure settings
to implement single sign-on
(SS0) access to Alibaba
Cloud resources from an
identity provider (IdP). You
need to configure the
settings only once.

2021-08

Region References
Alibaba
Cloud

N/A services
that
support
RAM
Alibaba
Cloud
services

N/A
that
support
STS

Region References

China

hanghai
fasndazz ai) What is
- CloudSs0?
(Silicon
Valley)
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Resource Access Management

Feature

Alibaba Cloud services that
support RAM

Alibaba Cloud services that
support STS

April 2021

Feature

Alibaba Cloud services that
support RAM

Alibaba Cloud services that
support STS

March 2021

Description

RAM is available for Machine
Translation.

RAM is available for
CloudssoO.

STS is available for Machine
Translation.

STS is available for
CloudSSo0.

STS is available for Simple
Application Server.

STS is available for
Application Real-Time
Monitoring Service.

STS is available for
Enterprise Distributed

Application Service.

STS is available for Fraud
Detection.

Description

RAM is available for Alibaba
Cloud Public DNS.

STS is available for Alibaba
Cloud Public DNS.

Release
date

2021-08

2021-08

Release
date

2021-04

2021-04

Region References

Alibaba
Cloud
services
that
support
RAM

N/A

Alibaba
Cloud
services
that
support
STS

N/A

Region References

Alibaba
Cloud
services
that
support
RAM

N/A

Alibaba
Cloud
services
that
support
STS

N/A
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Feature

FIDO U2F

September 2020

Feature

Alibaba Cloud services that
support RAM

Alibaba Cloud services that
support STS

July 2020

Description

FIDO Universal 2nd Factor
(FIDO U2F) is a widely used
multi-factor authentication
(MFA) protocol that is
created by the FIDO Alliance.
U2F security keys are a type
of MFA device that supports
the U2F protocol. For more
information, visit the official
website of FIDO Alliance

After a U2F security key is
enabled, two authentication
factors are required when a
RAM user logs on to Alibaba
Cloud.

1. First factor: Enter the
username and
password of the RAM
user.

2. Second factor: Plug
the U2F security key
into a USB port on a
computer and tap the
key to complete the
logon process.

Description

RAM is available for the Tag
service.

STS is available for the Tag
service.

Release Region
date o
2021-03 All regions
Release Redion
date 9
2020-09 N/A
2020-09 N/A

References

® What is
multi-
factor
authentic
ation

® Enable an
MFA
device
for a RAM
user

References

Alibaba
Cloud
services
that
support
RAM

Alibaba
Cloud
services
that
support
STS
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Resource Access Management

Feature

Resource group-based
authorization in the RAM
console

June 2020

Feature

Alibaba Cloud services that
support RAM

Version rotation of custom
policies

May 2020

Feature

Configuration of the
maximum role session
duration

March 2020

Description RESCEC
date

A RAM user, RAM user group,

or RAM role can be granted

permissions in the RAM or

Resource Management

console. The permissions on

the resources of an Alibaba

Cloud account orona

specific resource group can

be granted. The

permissions of a RAM user,

RAM user group, or RAM role

can also be revoked.

2020-07

Release

Description
P date

RAM is available for Time
Series Database (TSDB) for
InfluxDB.

2020-06

When you modify a custom
policy that has five versions
in the RAM console, the
earliest version that is not in
use can be replaced with
the latest version.

2020-06

Description Release
date
The maximum role session
duration can be configured
in the RAM console. The
configuration applies when
you log onto the console
by using role-based SSO or
when you use the console
or call an APl operation to
assume a RAM role.

2020-05

Region References

All regions None

Region References

Alibaba
Cloud
services
that
support
RAM

N/A

Manage
custom
policy
versions

All regions

Region References

Specify the
maximum
session
duration for
a RAM role

All regions
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Feature

Alibaba Cloud services that
support RAM

Alibaba Cloud services that
support STS

Service-linked role

Configuration of the
maximum role session
duration

February 2020

Feature

Alibaba Cloud services that
support STS

January 2020

Description

RAM is available for
AnalyticDB for MySQL.

STS is available for Elastic
High Performance
Computing (E-HPC).

Service-linked roles are
provided by Alibaba Cloud
RAM. Service-linked roles
can be used to simplify the
process of authorizing an
Alibaba Cloud service to
access other services and
use a specific feature.
Alibaba Cloud RAM provides
service-linked roles for such
scenarios.

A new parameter named

MaxSessionDuration is
provided in APl operations
to specify the maximum
session duration of a RAM
role.

Description

STS is available for Dynamic
Route for CDN (DCDN).

Release
date

2020-03

2020-03

2020-03

2020-03

Release
date

2020-02

Region

N/A

N/A

All regions

All regions

Region

N/A

References

Alibaba
Cloud
services
that
support
RAM

Alibaba
Cloud
services
that
support
STS

Service-
linked roles

® (reateRol
e

® UpdateR
ole

® AssumeR
ole

® AssumeR
olewithS
AML

References

Alibaba
Cloud
services
that
support
STS
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Rel
Feature Description cease Region References
date
Alibaba
Cloud
Alibaba Cloud services that STS is available for services
) . 2020-01 N/A
support STS ApsaraVideo Live. that
support
STS
December 2019
L Release .
Feature Description Region References
date
Alibaba
Cloud
Alibaba Cloud ices that RAM i ilable for S i
ibaba Cloud services tha . |s.ava| able for Server 2019-12 N/A services
support RAM Migration Center (SMC). that
support
RAM
November 2019
. Release i
Feature Description Region References
date
A user credential report that
contains the details of your
Alibaba Cloud account and Generate
RAM users can be generated and
) and downloaded in the RAM . download
User credential report o 2019-11-15 All regions nes
console. The details include user
logon passwords, credential
AccessKey pairs, and multi- reports
factor authentication (MFA)
devices.
Alibaba
Cloud
Alibaba Cloud services that STS is available for Hybrid 2019-11 N/A services
support STS Backup Recovery (HBR). that
support
STS
October 2019
o Release .
Feature Description date Region References
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Feature

Alibaba Cloud services that
support RAM

Alibaba Cloud services that
support STS

September 2019

Feature

Enabling or disabling of
console logons for RAM
users

Alibaba Cloud services that
support RAM

June 2019

Release

Description
P date

Region

RAM is available for ID

Verification for Financial

services. 2019-10 N/A
RAM is available for

AnalyticDB for PostgreSQL.

STS is available for Cloud
Enterprise Network.

2019-10 N/A

STS is available for E-
MapReduce.

Release

Description
P date

Region

The access of RAM users to
the console can be enabled
and disabled. You can retain
the password, MFA, and
other logon settings when
you disable the access of
RAM users to the console.
You can also clear console
logon settings.

2019-09-09 All regions

RAM is available for Logic
Composer.

2019-09 N/A

References

Alibaba
Cloud
services
that
support
RAM

® Alibaba
Cloud
services
that
support
STS

® RAM
authentic
ation

Alibaba
Cloud
services
that
support
STS

References

Manage
console
logon
settings for
a RAM user

Alibaba
Cloud
services
that
support
RAM

> Document Version: 20211228

11


https://www.alibabacloud.com/help/doc-detail/28630.htm#concept-ofk-yt2-xdb
https://www.alibabacloud.com/help/doc-detail/135527.htm#concept-ofk-yt2-xdb
https://www.alibabacloud.com/help/doc-detail/66120.htm#concept-hp4-vcz-sdb
https://www.alibabacloud.com/help/doc-detail/135527.htm#concept-ofk-yt2-xdb
https://www.alibabacloud.com/help/doc-detail/116399.htm#task-188762
https://www.alibabacloud.com/help/doc-detail/28630.htm#concept-ofk-yt2-xdb

Release Notes-Release notes Resource Access Management

. Release .
Feature Description Region References
date
The configuration of user- Overview of
Auxiliary domain names for based SSO can be simplified )
) . ) 2019-06-28 All regions user-based
user-based SSO by using auxiliary domain 550
names.
April 2019
. Release )
Feature Description date Region References

Alibaba Cloud supports
Security Assertion Markup
Language (SAML) 2.0-based
SSO. This feature is also

SSO
SSO known as identity 2019-04-04 All regions )
. overview
federation. SSO can be
implemented between an
enterprise identity service
and Alibaba Cloud.
November 2018
. Release )
Feature Description Region References
date
The RAM console is RAM
RAM console 2018-11-15 All regions documenta
updated. tion
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