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NAT Gateway FAQ-Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}

> Document Version: 20220429



NAT Gateway FAQ-Table of Contents

Table of Contents

1.Billing FAQ St e e e 05
2.FAQ about Internet NAT gateways -——————-——-—————————— 06
3.FAQ about upgrading standard Internet NAT gateways to enha..———--- 09
4.FAQ @bOUt DNAT e 14
5.FAQ about SNAT - 15
6.Guide for troubleshooting === mma e st cniam 2 18

> Document Version: 20220429



NAT Gateway FAQ-Billing FAQ

1.Billing FAQ

This topic provides answers to some frequently asked questions about the billing of NAT Gateway.

e How amlcharged for using NAT gateways?
e What metering methods do pay-as-you-go NAT gateways support?

e Why am|still charged for an EIP and an Internet NAT gateway after | disassociated the EIP fromthe
Internet NAT gateway?

How am | charged for using NAT gateways?

e To enable Internet access for an Internet NAT gateway, you must associate an elastic IP address (EIP)
with the Internet NAT gateway. You are charged for using Internet NAT gateways and EIPs that are
associated with the Internet NAT gateways. For more information, see Billing of Internet NAT
gateways.

e VPC NAT gateways are billed on a pay-as-you-go basis. For more information, see Billing of VPC NAT
gateways.

What metering methods do pay-as-you-go NAT gateways support?

Pay-as-you-go Internet NAT gateways and pay-as-you-go VPC NAT gateways support the pay-by-CU
metering method. You are charged based on the resources that a NAT gateway consumes. The fees
vary based on the billing cycle. For more information, see the following topics:

e Billing of Internet NAT gateways
e Billing of VPC NAT gateways

Why am | still charged for an EIP and an Internet NAT gateway after |
disassociated the EIP from the Internet NAT gateway?

You are still charged for the EIP and the Internet NAT gateway because you did not release the EIP and
delete the Internet NAT gateway after you disassociated the EIP fromthe Internet NAT gateway. To
stop the billing, release the EIP and delete the Internet NAT gateway. For more information, see Release
a pay-as-you-go EIP and Delete an Internet NAT gateway.
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2.FAQ about Internet NAT gateways

This topic provides answers to some frequently asked questions about Internet NAT gateways.

e Why amlunable to purchase Internet NAT gateways in some zones?

e Why amlunable to purchase NAT service plans in the NAT Gateway console?
e How many Internet NAT gateways can | create with an Alibaba Cloud account?
e How many Internet NAT gateways can | create in a virtual private cloud (VPC)?
e How many EIPs can | associate with an Internet NAT gateway?

e Why does the outbound bandwidth of an EIP fail to reach the maximum bandwidth after | associate
the EIP with an Internet NAT gateway?

e Why amlunable to associate EIPs in the NAT Gateway console?
e Canlspecify the same EIP in an SNAT entry and a DNAT entry?

e (Canan ECS instance use SNAT to access services that use DNAT to receive external requests if the
same enhanced Internet NAT gateway is used for SNAT and DNAT?

e CanlImodify the vSwitch and private IP address of an Internet NAT gateway?

Why am | unable to purchase Internet NAT gateways in some zones?

Internet NAT gateways are unavailable in some zones due to insufficient resources. You can purchase
Internet NAT gateways in other zones of the same region. Internet NAT gateways can provide cross-
zone services. An Elastic Compute Service (ECS) instance in a zone can use an Internet NAT gateway in
another zone of the same region.

wWhy am | unable to purchase NAT service plans in the NAT Gateway
console?

If you did not purchase a NAT service plan before January 26, 2018, you must associate an EIP with your
Internet NAT gateway before the Internet NAT gateway can access the Internet. For more information,
see Associate an EIP with an Internet NAT gateway.

How many Internet NAT gateways can | create with an Alibaba Cloud
account?

The number of Internet NAT gateways that you can create with an Alibaba Cloud account is unlimited.
How many Internet NAT gateways can | create in a virtual private
cloud (VPC)?

The number of Internet NAT gateways that you can create in a VPC is based on the type of NAT
gateway.

e You can create only one standard Internet NAT gateway in a VPC. The quota cannot be increased.

e You can create up to five enhanced Internet NAT gateways in a VPC. To increase the quota, submit a
ticket.

How many EIPs can | associate with an Internet NAT gateway?

By default, each Internet NAT gateway can be associated with at most 20 EIPs.
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You can navigate to the Quota Management page to request a quota increase. For more information,
see Manage quotas.

wWhy does the outbound bandwidth of an EIP fail to reach the
maximum bandwidth after | associate the EIP with an Internet NAT
gateway?

The maximum number of concurrent connections supported by an Internet NAT gateway is limited by
the number of EIPs that are associated with the Internet NAT gateway. If only one EIP is associated with
the Internet NAT gateway, the maximum number of concurrent connections that the Internet NAT
gateway supports is 55,000.

For example, you deployed multiple ECS instances in a VPC. The ECS instances use an Internet NAT
gateway to access the same destination IP address and port on the Internet. The bandwidth that is
used by the ECS instances is higher than 2 Gbit/s. To avoid packet loss caused by the limit on concurrent
connections for each EIP, we recommend that you associate four to eight EIPs with the Internet NAT
gateway and create an SNAT IP address pool. For more information, see Create an SNAT IP address pool.

Why am | unable to associate EIPs in the NAT Gateway console?

If you purchased a NAT service plan before January 26, 2018, you can associate only public IP addresses
in the NAT service plan with the Internet NAT gateway. To associate EIPs with the Internet NAT
gateway, performthe following operations based on the metering method of your NAT service plan.

e [f the NAT service planis billed on a pay-by-bandwidt h basis, you can convert the public IP addresses
to EIPs inthe NAT Gateway console. For more information, see Convert a NAT service planto an EIP
bandwidth plan.

e [f the NAT service planis billed on a pay-by-data-transfer basis, submit an application to be included
in the whitelist. Then, convert the public IP addresses to EIPs. For more information, see Convert a
NAT service planto an EIP bandwidth plan. You can join the DingTalk group 35128151 and submit an
application in the group.

Can | specify the same EIP in an SNAT entry and a DNAT entry?

The type of Internet NAT gateway determines whether you can specify the same EIP in an SNAT entry
and a DNAT entry.

e Forstandard Internet NAT gateways, you cannot specify an EIP in both an SNAT entry and a DNAT
entry.

e Forenhanced Internet NAT gateways, you can specify an EIP in both an SNAT entry and a DNAT
entry.

Can an ECS instance use SNAT to access services that use DNAT to
receive external requests if the same enhanced Internet NAT
gateway is used for SNAT and DNAT?

No.

An ECS instance cannot use SNAT to access services that use DNAT to receive external requests if the
same enhanced Internet NAT gateway is used for SNAT and DNAT in a VPC.

If youwant an ECS instance to access services that use DNAT to receive external requests in the same
VPC, we recommend that you create another enhanced Internet NAT gateway and create SNAT and
DNAT entries on different Internet NAT gateways.
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Can | modify the vSwitch and private IP address of an Internet NAT
gateway?

No, you cannot modify the vSwitch or private IP address of an Internet NAT gateway in the console. For
more information, see Switch to another Internet NAT gateway in the same VPC.
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3.FAQ about upgrading standard
Internet NAT gateways to enhanced
Internet NAT gateways

FAQ about upgrading standard Internet NAT gateways to enhanced Internet NAT gateways

This topic provides answers to some frequently asked questions about how to upgrade standard
Internet NAT gateways to enhanced Internet NAT gateways.

Does Alibaba Cloud charge an upgrade fee if lupgrade a standard Internet NAT gateway to an
enhanced Internet NAT gateway?

Does the upgrade have negative impacts on my workloads?
Can Iroll back an upgrade?

After a standard Internet NAT gateway is upgraded to an enhanced Internet NAT gateway, are the
configurations and public IP addresses of the standard Internet NAT gateway changed?

When does Alibaba Cloud discontinue standard Internet NAT gateways? Can | continue to use my
standard Internet NAT gateways after Alibaba Cloud discontinues them?

How can lupgrade a standard Internet NAT gateway to an enhanced Internet NAT gateway?
What are the differences between enhanced Internet NAT gateways and standard Internet NAT
gateways?

Do enhanced Internet NAT gateways support cross-zone disaster recovery?

How can lupgrade a standard Internet NAT gateway that is associated with NAT service plans?

Why am lunable to find the upgrade option for upgrading my standard Internet NAT gateway in the
console?

Why is a new security group created after my standard Internet NAT gateway is upgraded to an
enhanced Internet NAT gateway?
What are the permissions required for upgrading a standard Internet NAT gateway?

Multiple ENIs are attached to an ECS instance, and an EIP is associated with one of the ENIs. Why do |
fail to access the EIP of the ECS instance after | upgrade my standard Internet NAT gateway to an
enhanced Internet NAT gateway?

Why am l unable to obtain monitoring data by calling the CloudMonitor API after | upgrade a
standard Internet NAT gateway to an enhanced Internet NAT gateway?

Afterlconvert a NAT service plan to an EIP bandwidth plan, why am I unable to collect the original
metrics?

Does Alibaba Cloud charge an upgrade fee if | upgrade a standard
Internet NAT gateway to an enhanced Internet NAT gateway?

No. You can upgrade a standard Internet NAT gateway to an enhanced Internet NAT gateway free of
charge.

After a pay-as-you-go Internet NAT gateway is upgraded, the billing cycle changes from daily to
hourly. However, the total cost does not change. For example, before a small-sized Internet NAT
gateway is upgraded, the unit price is CNY 12/day. After the small-sized NAT gateway is upgraded,
the unit price is CNY 0.5/hour (CNY 0.5/hour x 24 hours = CNY 12/day).

After a subscription Internet NAT gateway is upgraded, the billing remains unchanged.
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Does the upgrade have negative impacts on my workloads?

It takes approximately 5 minutes to upgrade a standard Internet NAT gateway to an enhanced Internet
NAT gateway. During the upgrade process, the NAT gateway may experience one or two transient
connections that last a few seconds. The service resumes after your workloads are reconnected.

Canlroll back an upgrade?

e The system monitors the process when you upgrade a standard Internet NAT gateway to an
enhanced Internet NAT gateway. If an exception occurs during the upgrade, the systemrolls back
the upgrade.

e [f an exception occurs afterthe upgrade is completed, you can contact technical support to
downgrade the enhanced Internet NAT gateway to a standard Internet NAT gateway. For more
information, see Contact us.

After a standard Internet NAT gateway is upgraded to an enhanced
Internet NAT gateway, are the configurations and public IP
addresses of the standard Internet NAT gateway changed?

The configurations of the elastic IP addresses (EIPs), SNAT rules, and DNAT rules of the standard

Internet NAT gateway remain unchanged during the upgrade. You do not need to modify the
configurations after the Internet NAT gateway is upgraded.

If the standard Internet NAT gateway to be upgraded is associated with NAT service plans, the public
IP addresses provided by the NAT service plans are converted to EIPs. The bandwidth limit and billing
method remain unchanged after the NAT service plans are converted to EIP bandwidth plans. Only the
NAT service plans are converted to EIP bandwidth plans. The IP addresses, SNAT rules, and DNAT rules
remain unchanged. For more information, see Upgrade notes for standard Internet NAT gateways that are
associated with NAT service plans.

When does Alibaba Cloud discontinue standard Internet NAT
gateways? Can | continue to use my standard Internet NAT gateways
after Alibaba Cloud discontinues them?

Alibaba Cloud discontinued standard Internet NAT gateways in November 2020. Standard Internet NAT
gateways are no longer updated. However, you can continue to use your purchased standard Internet
NAT gateways. Enhanced Internet NAT gateways are highly scalable and provide advanced features.
To improve how you can manage your services, we recommend that you use the following methods to
upgrade your standard Internet NAT gateways:

e Upgrade a standard Internet NAT gateway

e Upgrade a standard Internet NAT gateway at a scheduled time

If you encounter problems during the upgrade process, see Contact us.

How can | upgrade a standard Internet NAT gateway to an enhanced
Internet NAT gateway?

You can use one of the following methods:

e Immediately upgrade a standard Internet NAT gateway to an enhanced Internet NAT gateway inthe
console. For more information, see Upgrade a standard Internet NAT gateway.

e (Create aschedule to upgrade a standard Internet NAT gateway to an enhanced Internet NAT
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gateway in the console. We recommend that you set the scheduled time to off-peak hours. For more
information, see Upgrade a standard Internet NAT gateway at a scheduled time.

What are the differences between enhanced Internet NAT gateways
and standard Internet NAT gateways?

Enhanced Internet NAT Standard Internet NAT
ltem References
gateway gateway
Whether a vSwitch must
be associated when
you Yes No
create or upgrade an
Internet NAT gateway
Whether an IP address
. Create and manage
must be assigned from
. Yes No Internet NAT gateways
a vSwitch to an Internet
NAT gateway
Associating a vSwitch
with an Internet NAT Supported Not supported
gateway
Deploying multiple .
proying P Deploy multiple Internet
Internet NAT gateways Supported Not supported NAT gateways in one
in the same virtual PP PP VEC 9 y
private cloud (VPC)
Pay-by-CU Supported Not supported
Billed on an hourly basis Supported Not supported
. . . Pay-as-you-go
Billed on a daily basis Not supported Supported
Processing TCP, UDP,
S orted Not s orted
and ICMP fragments upp upp
. Monitor and maintain
Metrics 22 4
Internet NAT gateways
Network traffic Supported Not supported \d/iaetv;/ (t;(r)al]lc:cctg:jogitoNr/Lr}g
monitoring (TOP ECS) PP PP y
gateways
Elastic Compute Service
(ECS) instances use
SNAT to access DNAT
Not supported Supported None

services that belong to
the same Internet NAT
gateway

Specifying the same EIP
for both SNAT and Supported Not supported
DNAT entries

Associate an EIP with an
Internet NAT gateway
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Do enhanced Internet NAT gateways support cross-zone disaster
recovery?

Yes.

When you create an enhanced Internet NAT gateway or upgrade a standard Internet NAT gateway to
an enhanced Internet NAT gateway, you need to specify only the vSwitch for the primary zone. You do
not need to specify the vSwitch for the secondary zone. When the primary zone is down, the enhanced
Internet NAT gateway automatically performs cross-zone disaster recovery.

How can | upgrade a standard Internet NAT gateway that is
associated with NAT service plans?

NAT service plans cannot be associated with enhanced Internet NAT gateways. You can create a
schedule to upgrade a standard Internet NAT gateway that is associated with NAT service plans in the
console. You can also convert the NAT service plans to EIP bandwidth plans before you upgrade the
standard Internet NAT gateway. For more information, see How can | upgrade a standard NAT gateway
to an enhanced NAT gateway?

why am | unable to find the upgrade option for upgrading my
standard Internet NAT gateway in the console?

The upgrade option is unavailable in the console if your standard Internet NAT gateway is included in
an upgrade blacklist due to one of the following reasons:

e DNAT IP mapping or SNAT is configured on your standard Internet NAT gateway for accessing an EIP
in a DNAT entry on the same gateway.

e AnECS instance in the VPC where your standard Internet NAT gateway is deployed has multiple ENIs
and EIPs are associated with the ENIs.

e The total bandwidth of the NAT service plans and the EIPs that are associated with your standard
Internet NAT gateway exceeds the limit, which is 5 Gbit /s.

If your standard Internet NAT gateway does not meet the preceding conditions, you can contact
Alibaba Cloud to remove your Internet NAT gateway fromthe blacklist. Then, you can upgrade the
Internet NAT gateway in the console. For more information, see Contact us. If your standard Internet
NAT gateway meets one of the preceding conditions, you can also contact Alibaba Cloud to assist you
with the upgrade.

Why is a new security group created after my standard Internet NAT
gateway is upgraded to an enhanced Internet NAT gateway?

When you create an enhanced Internet NAT gateway, you must associate a vSwitch with the enhanced
NAT gateway. The vSwitch assigns a private IP address to the Internet NAT gateway and creates an ENI
in the VPC where the NAT gateway is deployed. The vSwitch also creates a security group and
associates the security group with the ENI. You are not allowed to modify this security group.

What are the permissions required for upgrading a standard Internet
NAT gateway?
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NAT Gateway must create an ENIin the VPC where the standard Internet NAT gateway that you want
to upgrade is deployed. To create an ENlin the VPC, you must create the required service-linked role for
NAT Gateway. After you create the service-linked role, NAT Gateway creates only one ENIand one
security group. No other operations are performed. For more information, see Service-linked roles for NAT
Gateway.

Multiple ENIs are attached to an ECS instance, and an EIP is
associated with one of the ENIs. Why do | fail to access the EIP of the
ECS instance after | upgrade my standard Internet NAT gateway to
an enhanced Internet NAT gateway?

Multiple ENIs are attached to an ECS instance, and an EIP is associated with one of the ENls. Different
ENIs are used to forward the inbound and outbound traffic of the ECS instance. After you upgrade your
standard Internet NAT gateway to an enhanced Internet NAT gateway, the network traffic of the ECS
instance is blocked. To avoid this issue, you must modify the route of the ECS instance before you
upgrade the standard Internet NAT gateway to an enhanced Internet NAT gateway. Make sure that

the inbound and outbound traffic of the ECS instance is forwarded by using the same ENI. For more
information, see Configure routes for a secondary ENI that is bound to an instance that runs an Alibaba Cloud
Linux 2 or CentOS 7 operating system.

wWhy am | unable to obtain monitoring data by calling the
CloudMonitor API after | upgrade a standard Internet NAT gateway
to an enhanced Internet NAT gateway?

Enhanced Internet NAT gateways support more metrics than standard Internet NAT gateways and
some metrics use different names fromthose supported by standard Internet NAT gateways.
Therefore, you cannot collect monitoring data from an enhanced Internet NAT gateway if you specify
the names of metrics supported by standard Internet NAT gateways when you call the DescribeMetricList
operation. You must specify the names of metrics supported by enhanced Internet NAT gateways
when you collect monitoring data from an enhanced NAT gateway. For more information, see
Monitoring metrics of Enhanced NAT gateways.

After | convert a NAT service plan to an EIP bandwidth plan, why am |
unable to collect the original metrics?

Afteryou convert a NAT service plan to an EIP bandwidth plan, the metrics supported by the NAT
service plan become invalid. You can view the metrics supported by the EIP bandwidth plan. For more
information, see Metrics for EIP bandwidth plans.

Contact us

If you have questions about NAT gateway upgrades, contact technical support in the DingT alk group
35128151.
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4.FAQ about DNAT

This topic provides answers to some frequently asked questions about DNAT.

e How many DNAT entries can ladd to a NAT gateway?
e Why amlunable to find an existing EIP fromthe EIP list when | create a DNAT entry?

e (Canlcreate DNAT entries for ECS instances that are assigned EIPs?

How many DNAT entries can | add to a NAT gateway?
By default, you can add up to 100 DNAT entries to a NAT gateway.

You can navigate to the Quota Management page to request a quota increase. For more information,
see Manage quotas.

Why am | unable to find an existing EIP from the EIP list when |
create a DNAT entry?

Before you create a DNAT entry, make sure that a NAT gateway is created and elastic IP addresses
(EIPs) are associated with the NAT gateway. For more information, see Create and manage DNAT entries.

Can | create DNAT entries for ECS instances that are assigned EIPs?
No.

Before you can create DNAT entries for the ECS instances, you must disassociate the EIPs fromthe ECS
instances. For more information, see Disassociate an EIP from a cloud resource and Create and manage DNAT
entries.

@ Note If anECS instance is associated with an EIP and DNAT is configured for the ECS instance,
the ECS instance preferentially uses the associated EIP to communicate with the Internet.
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5.FAQ about SNAT

This topic provides answers to some frequently asked questions about the SNAT feature provided by
NAT Gateway.

e How many SNAT entries can ladd to a NAT gateway?

e How many EIPs can | specify in one SNAT entry of an Internet NAT gateway?

e Canlcreate an SNAT IP address pool for SNAT entries of Internet NAT gateways?

e How can | configure the ECS instances in a VPCto use the same EIP to access the Internet?

e Why amlunable to find an existing EIP fromthe EIP list when | create an SNAT entry on an Internet
NAT gateway?

e [f the source CIDR blocks of multiple SNAT entries overlap, how does the system determine the
priorities of the SNAT entries?

e [f an ECS instance is assigned a static public IP address and configured with an SNAT entry, what can |
do if Iwant the ECS instance to preferentially use the EIP specified in the SNAT entry to access the
Internet?

e If an ECS instance is associated with an EIP and configured with an SNAT entry, what can I do if |want
the ECS instance to preferentially use the EIP specified in the SNAT entry to access the Internet?

e If an ECS instance is configured with DNAT IP mapping and an SNAT entry, what canldo if Iwant the
ECS instance to preferentially use the EIP specified in the SNAT entry to access the Internet?

How many SNAT entries can | add to a NAT gateway?

By default, you can add up to 40 SNAT entries to a NAT gateway.

You can navigate to the Quota Management page to request a quota increase. For more information,

see Manage quotas.

How many EIPs can | specify in one SNAT entry of an Internet NAT
gateway?
By default, you can specify at most 64 elastic IP addresses (EIPs) in one SNAT entry and you cannot

increase the quota.

Can | create an SNAT IP address pool for SNAT entries of Internet
NAT gateways?

Yes, you can create an SNAT IP address pool for SNAT entries of Internet NAT gateways. For more
information, see Create an SNAT IP address pool.

EIPs in an SNAT IP address pool have the following limits:

e The maximum bandwidth of each EIP associated with a standard NAT gateway cannot exceed 200
Mbit /s.

e The maximum number of concurrent connections to each EIP is 55,000.
We recommend that you associate the EIPs in an SNAT IP address pool with the same EIP bandwidth
plan. This prevents service interruptions that are caused when a single EIP reaches its maximum

bandwidth. To fully utilize your EIP bandwidth plan and avoid port conflicts caused by insufficient EIPs,
we recommend that you add EIPs to the SNAT IP address pool based on the following rules:

e Forstandard Internet gateways: If the maximum bandwidth of the EIP bandwidth planis 1,024
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Mbit /s, specify at least five EIPs in each SNAT entry.

e Forstandard NAT gateways: If the maximum bandwidth of the EIP bandwidth plan is higher than
1,024 Mbit /s, specify at least one more additional EIP for each incremental 200 Mbit /s.

How can | configure the ECS instances in a VPC to use the same EIP to
access the Internet?

You can configure an SNAT entry for Elastic Compute Service (ECS) instances in a virtual private cloud
(VPQ). Then, the ECS instances can access the Internet by using the specified EIP. If an ECS instance is
assigned a public IP address (assigned a static public IP address, associated with an EIP, or configured
with DNAT IP mapping), the ECS instance preferentially uses the public IP address instead of the EIP to
access the Internet. For more information, see Configure ECS instances that are assigned static public IP
addresses to use the same elastic IP address (EIP) to access the Internet, Configure ECS instances that are

associated with EIPs to use the same NAT IP address to access the Internet, and Configure ECS instances that
configured with DNAT IP mapping to use the same NAT IP address to access the Internet.

wWhy am | unable to find an existing EIP from the EIP list when |
create an SNAT entry on an Internet NAT gateway?

Before you create an SNAT entry, make sure that a NAT gateway is created and the EIP is associated
with the NAT gateway. For more information, see Create and manage SNAT entries.

If the source CIDR blocks of multiple SNAT entries overlap, how does
the system determine the priorities of the SNAT entries?

The system determines the priorities of SNAT entries based on longest prefix match.

e Forexample, if you create an SNAT entry for an ECS instance, the subnet mask for the source CIDR
blockis /32 ,whichis the longest prefix. Therefore, the SNAT entry has the highest priority.

e For SNAT entries that you create for other resources, such as vSwitches, VPCs, and custom CIDR
blocks, the system determines the priorities of the SNAT entries based on the subnet mask length for
the source CIDR block. An SNAT entry with a longer subnet mask length for the source CIDR block has
a higher priority.

If an ECS instance is assigned a static public IP address and
configured with an SNAT entry, what can I do if | want the ECS
instance to preferentially use the EIP specified in the SNAT entry to
access the Internet?

You can performthe following steps: Create an elastic network interface (ENI), associate the ENIwith
the ECS instance, convert the static public IP address to an EIP, and then associate the EIP with the ENL.
This way, the ECS instance preferentially uses the EIP in the SNAT entry to access the Internet. The ECS
instance uses the ENIto receive requests fromthe Internet. For more information, see Configure ECS

instances that are assigned static public IP addresses to use the same elastic IP address (EIP) to access the
Internet.

If an ECS instance is associated with an EIP and configured with an
SNAT entry, what can | do if | want the ECS instance to preferentially
use the EIP specified in the SNAT entry to access the Internet?
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You can performthe following operations: Create an ENI, associate the ENI with the ECS instance,
disassociate the EIP fromthe ECS instance, and then associate the EIP with the ENI. This way, the ECS
instance preferentially uses the EIP in the SNAT entry to access the Internet. The ECS instance uses the
ENIto receive requests fromthe Internet. For more information, see Configure ECS instances that are
associated with EIPs to use the same NAT IP address to access the Internet.

If an ECS instance is configured with DNAT IP mapping and an SNAT
entry, what can | do if | want the ECS instance to preferentially use
the EIP specified in the SNAT entry to access the Internet?

You can performthe following operations: Create an ENI, associate the ENIwith the ECS instance,
remove the DNAT IP mapping entry, and then create a new DNAT entry to map the EIP onthe NAT
gateway to the ENL. This way, the ECS instance preferentially uses the EIP in the SNAT entry to access
the Internet. The ECS instance uses the ENIto receive requests fromthe Internet. For more information,
see Configure ECS instances that configured with DNAT IP mapping to use the same NAT IP address to access the
Internet.
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6.Guide for troubleshooting

This topic describes common faults of NAT gateways and provides solutions.
e Troubleshoot connection failures:

o An Elastic Compute Service (ECS) instance specified in a DNAT entry cannot be accessed overthe
Internet

o ECS instances attached to a newly created vSwitch in a VPC cannot use SNAT to access the
Internet

o ECS instances in a vSwitch cannot access the Internet when multiple NAT gateways exist in a VPC

e Troubleshoot abnormal traffic: Exceptions such as connection timeouts and slow download speeds
occur when a client accesses the Internet

An Elastic Compute Service (ECS) instance specified in a DNAT entry
cannot be accessed over the Internet

The issue may arise due to one of the following causes:

e The rules of the security group to which the ECS instance is added do not allow Internet access to
the private port specified in the DNAT entry.

Check whether the security group rules allow Internet access to the private port specified in the
DNAT entry. If the security group rules do not allow Internet access to the private port specified in
the DNAT entry, add a rule to allow Internet access to the private port. For more information, see 7/l
REHHN.

Youcanrunthe telnet <private IP address of the ECS instance> <private port> command on

other ECS instances in the same virtual private cloud (VPC) to check whether the private port
specified in the DNAT entry is accessible.

o If the following message is returned, the private port is accessible.

Connected to <private IP address of the ECS instance>

o If the following message is returned, the private port is inaccessible.

unable connect to remote host: Connection timed out

If the private port cannot be accessed over the VPC, it cannot be accessed over the Internet.

e The route table does not contain a custom route whose destination CIDR blockis 0.0.0.0/0 and
whose next hop is the NAT gateway.

The ECS instance specified in the DNAT entry requires a route that points to the NAT gateway to
return a response. Check whether the systemroute table or customroute table contains a 0.0.0.0/0
route that points to the NAT gateway. If the route does not exist, add one. For more information,
see Add routes to a route table.

ECS instances attached to a newly created vSwitch in a VPC cannot
use SNAT to access the Internet
ECS instances attached to a newly created vSwitch in a VPC cannot use SNAT to access the Internet,

but ECS instances attached to other vSwitches in the same VPC can use SNAT to access the Internet.
The issue may arise due to one of the following causes:
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e Existing SNAT entries of the NAT gateway do not include the CIDR block of the newly created
vSwitch.

A NAT gateway does not automatically create an SNAT entry for a newly created vSwitch. You must
check whether the CIDR block of the newly created vSwitch is included in the existing SNAT entries of
the NAT gateway. If the CIDR block of the vSwitch is not included in existing SNAT entries, the ECS
instances that are attached to the vSwitch cannot access the Internet. You must create an SNAT
entry for the vSwitch. For more information, see Create and manage SNAT entries.

e The newly created vSwitch is associated with a customroute table, but the custom route table does
not contain a custom route whose destination CIDR blockis 0.0.0.0/0 and whose next hop is the NAT
gateway.

Check whether the custom route table contains such a route. If the route does not exist, add one. For
more information, see Add routes to a route table.

ECS instances in a vSwitch cannot access the Internet when multiple
NAT gateways exist in a VPC

The issue arises when the following conditions are met: Only the system route table is used in the VPC.
The route table contains only one custom route whose destination CIDR blockis 0.0.0.0/0 and whose
next hop is one of the NAT gateways. The CIDR block of the vSwitch is not included in the SNAT entries
of the NAT gateway that the preceding route points to.

e [f you do not require multiple NAT gateways, we recommend that you delete the NAT gateways that
are not needed and add SNAT entries to the remaining NAT gateways.

e [f you require multiple NAT gateways, see Deploy multiple Internet NAT gateways in one VPC.

Exceptions such as connection timeouts and slow download speeds
occur when a client accesses the Internet

Exceptions such as connection timeouts and slow download speeds occur when a client, such as an
application on an ECS instance, accesses the Internet. You can troubleshoot the issue by using one of
the following methods:

e [f the monitoring data shows that exceptions occur occasionally and are not caused by the following
two reasons, you can enable the traffic monitoring feature to identify the source of exceptions. This
improves troubleshooting efficiency when multiple ECS instances are used. For more information, see
View traffic monitoring data collected by NAT gateways.

o If you use a pay-by-specification NAT gateway, check whether the number of concurrent
connections, the rate of new connections, or other metrics exceed the upper limits of the
specification. For more information, see View monitoring data. if connections are dropped because
the upper limits are reached, we recommend that you upgrade the specification of your NAT
gateway.

o View the monitoring data to check whether packets are dropped because the maximum bandwidth
value of the EIP associated with your NAT gateway is exceeded. For more information, see View
the monitoring data of EIPs that are associated with NAT gateways. If packets are dropped due to
bandwidth limits, we recommend that you increase the maximum bandwidth value of the EIP.

e [f multiple ECS instances that run Linux access a server that runs Linux by using the NAT gateway, TCP
connection requests may be dropped by the Linux kernel, and this may lead to connection timeouts
or failures. We recommend that you disable the Linux net.ipv4.tcp_tw_recycle option on the server or
the Linux net.ipv4.tcp_timestamps option on the client.
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