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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes the best  pract ices for using Server Migration Center (SMC) in different scenarios.

Background informationBackground information
SMC is a migration platform developed by Alibaba Cloud. You can use SMC to migrate your servers to
Alibaba Cloud. SMC provides mult iple features and benefits to simplify data migration. For more
information, see What is SMC?.

ScenariosScenarios
You can use SMC to migrate servers in the following scenarios.

Scenario Description

Migrate servers to Alibaba Cloud
SMC allows you to migrate servers that run various versions of
Windows or Linux operating systems to Alibaba Cloud from
data centers, on-premises VMs, or other cloud platforms.

Migrate between two ECS instances

To migrate between two ECS instances, you can also copy a
custom image from a region to another within an Alibaba
Cloud account, or share a custom image to a different Alibaba
Cloud account. However, if you want to shrink disks, you can
use SMC to migrate between two ECS instances.

Use the SMC plug-in of Cloud Assistant to
import the information of a source server

If you have installed a Cloud Assistant client on your server,
you can use the built-in SMC plug-in to import the server
information in a convenient and efficient manner.

Use the Windows GUI version of an SMC
client

If your server uses Windows, you can use the Windows GUI
version of an SMC client to import the server information.

Migrate incremental data from a source
server

If you want to synchronize data changes from your server to
Alibaba Cloud, we recommend that you perform an
incremental migration.

Migrate source servers to Container
Registry

SMC allows you to migrate servers to Container Registry. You
can use SMC to migrate containerized applications to
Container Registry at low costs. Containerized applications are
distributed applications that are automatically managed and
deployed with high agility and low security risks. Application
containerization improves resource usage and reduces
computing costs.

Migrate servers to ECS instances
SMC allows you to migrate servers to ECS instances. After you
purchase an ECS instance, you can migrate your server to the
ECS instance.

Migrate servers over a VPC

If your server can connect to a virtual private cloud (VPC) from
your data center, VM, or cloud host, we recommend that you
migrate the server over a VPC. Compared with migration over
the Internet, migration over a VPC is more efficient and stable.

1.Overview1.Overview
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Estimate the t ime required for migration
and test the data transfer speed

You can estimate the migration duration and the data transfer
rate.

Enable multi-threaded transfer
acceleration

You can enable multithreading data transfer to utilize the
maximum bandwidth. This improves transfer efficiency in
high-bandwidth scenarios.

View source servers and migration tasks

You can view the status of each source server or migration
task on the Overview page of the SMC console. This allows
you to identify and troubleshoot issues that may occur during
migration.

Use tags to manage migration sources
and migration tasks

A tag is a key-value pair that consists of a tag key and a tag
value. Tags are used to identify resources. You can use tags
to group migration sources and migration tasks for easy
searching and batch operations.

Use tags to implement fine-grained
access control

You can use tags to control the permissions of Resource
Access Management (RAM) users and Security Token Service
(STS) roles so that different users can be granted different
access and operation permissions on cloud resources.

Install GRUB on a Linux server

SMC allows you to migrate a Linux server to Alibaba Cloud.
However, for earlier operating systems, such as CentOS 5, Red
Hat 5, and Debian 7, you must upgrade GRUB to version 1.99 or
later. For Amazon Linux, you must upgrade GRUB to version
2.02 or later.

Scenario Description
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Server Migration Center (SMC) allows you to migrate servers that run various versions of Windows or
Linux operating systems to Alibaba Cloud. Servers can be deployed in data centers, on-premises virtual
machines (VMs), or on other cloud platforms. This topic describes the preparations and procedure of
migrating servers to Alibaba Cloud by using SMC.

ContextContext
SMC allows you to migrate data from servers in data centers, on-premises VMs, and third-party cloud
platforms to Alibaba Cloud. Supported VMs include VMware, Xen, KVM, and Hyper-V. Third-party cloud
platforms can be Amazon Web Services (AWS), Microsoft  Azure, Google Cloud Platform (GCP), and
Tencent Cloud. Before you migrate a server, complete the following preparations on the server based
on its operating system:

Prepare for the migration of a Windows-based server to Alibaba Cloud

Prepare for the migration of a Linux-based server to Alibaba Cloud

After you complete the preparations, you can start  the migration. For more information, see Migrate a
server to Alibaba Cloud.

In addit ion, you can use SMC to migrate data between Alibaba Cloud Elast ic Compute Service (ECS)
instances. For more information, see Migrate between two ECS instances.

Prepare for the migration of a Windows-based server to AlibabaPrepare for the migration of a Windows-based server to Alibaba
CloudCloud
Before you migrate a Windows-based server, perform the following operations on the server:

Create snapshots to back up data.

Make sure that the system t ime of the server is the same as the standard t ime of the region where
the server resides.

Make sure that the server has access to the following URLs and ports:

SMC endpoint:  https://smc.aliyuncs.com:443 .

Ports 8080 and 8703 that are required to connect to the intermediate instance during the
migration process.

Not e Not e During the migration process, SMC creates, starts, stops, and releases the
intermediate instance  No_Delete_SMC_Transition_Instance . The default  security group of
the intermediate instance allows access to ports 8080 and 8703. Both ports are the migration
service ports of the intermediate instance.

Make sure that the Volume Shadow Copy Service (VSS) is enabled.

Check whether the QEMU Guest  Agent is installed. If  the QEMU Guest  Agent is installed, you must
uninstall it . For more information, see What can I do if  Windows server migration stops in the "Prepare
For Rsync Disk 0" stage?

Check the validity of your application licenses. After you migrate the server to Alibaba Cloud, the
application licenses that are associated with the underlying hardware may become invalid.

2.Migrate servers to Alibaba2.Migrate servers to Alibaba
CloudCloud
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Perform a more detailed check on the server based on its type.

If  you migrate data from a physical server, check its virtualized applications. Elast ic Compute
Service (ECS) instances of Alibaba Cloud do not support  built-in virtualized applications. After the
migration, software such as VMware Workstat ion Pro, VirtualBox, and Hyper-V is not supported
because such software can be used only on a physical server.

If  you migrate a server from AWS, Azure, or GCP, you need to check the network environment.

For information about how to perform migration across regions outside the Chinese mainland,
see Migrate a server to Alibaba Cloud across regions outside the Chinese mainland.

If  a virtual private cloud (VPC) is available, we recommend that you perform migration over the
VPC. Compared with migration over the Internet, migration over a VPC is more efficient  and
stable.

If  you migrate data from a Windows-based cloud server, check whether the QEMU Guest  Agent VSS
Provider service is installed.

If  the QEMU Guest  Agent VSS Provider service is installed, f ind the uninstall.bat script  in the C:\Prog
ram Files (x86)\virt io\monitor directory and run the script  to uninstall the service.

Prepare for the migration of a Linux-based server to Alibaba CloudPrepare for the migration of a Linux-based server to Alibaba Cloud
Before you migrate a Windows-based server, perform the following operations on the server:

Create snapshots to back up data.

Make sure that the system t ime of the server is the same as the standard t ime of the region where
the server resides.

Make sure that the server has access to the following URLs and ports:

SMC endpoint:  https://smc.aliyuncs.com:443 .

Ports 8080 and 8703 that are required to connect to the intermediate instance during the
migration process.

Not e Not e During the migration process, SMC creates, starts, stops, and releases the
intermediate instance  No_Delete_SMC_Transition_Instance . The default  security group of
the intermediate instance allows access to ports 8080 and 8703. Both ports are the migration
service ports of the intermediate instance.

Check Security-Enhanced Linux (SELinux). You need to check whether SELinux is disabled on the
Community Enterprise Operating System (CentOS) and Red Hat operating systems. If  SELinux is
enabled, you can disable it  by using one of the following methods:

Run the set enf orce 0set enf orce 0 command to disable SELinux temporarily.

Modify the /etc/selinux/config file to set   SELINUX  to disabled to disable SELinux permanently.
For more information, see Enable or disable SELinux.

Check the version of GRand Unified Bootloader (GRUB). You must use GRUB V2.02 or later for earlier
versions of operating systems such as CentOS 5, Red Hat 5, Debian 7, Amazon Linux, and Oracle Linux.
For more information, see Install GRUB on a Linux server.

Check the validity of your application licenses. After you migrate the server to Alibaba Cloud, the
application licenses that are associated with the underlying hardware may become invalid.

Perform a more detailed check on the server based on its type.

Best  Pract ices··Migrat e servers t o Al
ibaba Cloud
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If  you migrate data from a physical server, check its virtualized applications. Elast ic Compute
Service (ECS) instances of Alibaba Cloud do not support  built-in virtualized applications. After the
migration, software such as VMware Workstat ion Pro, VirtualBox, and Hyper-V is not supported
because such software can be used only on a physical server.

If  you migrate a server from AWS, Azure, or GCP, you need to check the network environment.

For information about how to perform migration across regions outside the Chinese mainland,
see Migrate a server to Alibaba Cloud across regions outside the Chinese mainland.

If  a VPC is available, we recommend that you perform migration over the VPC. Compared with
migration over the Internet, migration over a VPC is more efficient  and stable.

If  you migrate data from an Amazon EC2 Linux instance, check cloud-init  configurations.

Cloud-init  is developed to init ialize cloud instances across platforms. However, the cloud-init
service configurations of AWS and Alibaba Cloud are not cross-compatible. Instances that are
migrated from AWS to Alibaba Cloud may fail to start  and the network may fail to connect. We
recommend that you use the cloud-init  configurations of Alibaba Cloud on the Amazon EC2
instance. For more information, see Install cloud-init. You can also uninstall cloud-init  from the
Amazon EC2 instance.

If  you migrate data from a Linux-based Google Cloud VM, make sure that cloud-init  is installed. For
more information, see Install cloud-init .

If  you migrate data from a Linux-based UCloud VM, check whether the Linux kernel is customized by
UCloud.

If  the Linux kernel is customized by UCloud, the Linux instance may fail to be started or stopped in
the ECS console after the migration. This is because some Linux kernels are incompatible with
Alibaba Cloud. You can change the Linux kernel. For example, if  your server runs CentOS, you can
change the kernel to an official one. For technical support, see Contact us.

Migrate a server to Alibaba Cloud across regions outside the ChineseMigrate a server to Alibaba Cloud across regions outside the Chinese
mainlandmainland
To migrate an Amazon EC2 instance, Azure VM, or Google Cloud VM to Alibaba Cloud and create ECS
instances based on a custom image, perform the following steps:

1. Migrate a server to Alibaba Cloud across regions outside the Chinese mainland. Select  ECS Image as
the dest ination image type. For more information, see Migrate a server to Alibaba Cloud.

If  an AWS EC2 instance resides in the United States, you can migrate the instance to an Alibaba
Cloud region in the United States. For information about regions and region IDs, see Regions and
zones.

2. After the migration is complete, copy the custom image to the dest ination Alibaba Cloud region.
For more information, see Copy a custom image.

3. Create ECS instances by using the custom image. For more information, see Create an ECS instance by
using a custom image.

By default , root logon by using Secure Shell (SSH) is disabled in Amazon EC2 Linux instances. You
can log on to Alibaba Cloud ECS instances by using an AWS account and SSH key.

Migrate a server to Alibaba CloudMigrate a server to Alibaba Cloud
Before you start  the migration, create an Alibaba Cloud account. For more information, see Before you
begin.

1. 
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You can use Server Migration Center (SMC) to migrate servers in data centers, on-premises virtual
machines (VMs), or third-party cloud platforms to Alibaba Cloud. You can also migrate an Alibaba Cloud
ECS instance to another ECS instance within the same Alibaba Cloud account or across different Alibaba
Cloud accounts. This topic describes how to use SMC to migrate between two ECS instances within an
Alibaba Cloud account or across different Alibaba Cloud accounts.

PrerequisitesPrerequisites
Make sure that you have created an Alibaba Cloud account, completed real-name verificat ion,
act ivated Activate Resource Access Management (RAM), and authorized SMC to access your cloud
resources. For more information, see Before you begin.

ContextContext
To migrate between two ECS instances, you can also copy a custom image from a region to another
within an Alibaba Cloud account, or share a custom image to a different Alibaba Cloud account. For
more information, see Copy a custom image and Share or unshare a custom image.

When you use SMC, you are charged only for the Alibaba Cloud Elast ic Compute Service (ECS) resources
that you use during migration. For more information, see Billing.

Usage notesUsage notes
If  you migrate a server for the first  t ime, we recommend that you perform a test  migration. Before the
migration, take note of the information in the following table.

Item Description

Account

If you migrate between two ECS instances across different Alibaba
Cloud accounts, you need to download and install an SMC client on the
source ECS instance. Then, you need to enter the AccessKey pair of the
Alibaba Cloud account that owns the destination ECS instance.

Data security
To prevent data loss, we recommend that you create snapshots for
your cloud disk. For more information, see Create a snapshot of a disk.

Network

In the following cases, a network environment may affect the
migration speed:

If you perform migration across regions outside the Chinese
mainland, the network may become unstable.

If a VPC is available, we recommend that you perform migration over
the VPC. Compared with migration over the Internet, migration over
a VPC is more efficient and stable.

ScenariosScenarios
Migration between two ECS instances has the following scenarios:

Migrate between ECS instances across different Alibaba Cloud accounts

3.Migrate between two ECS3.Migrate between two ECS
instancesinstances
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In this scenario, you can migrate between two ECS instances across different Alibaba Cloud accounts.
The ECS instances can reside in the same region or different regions. For example, you can migrate an
ECS instance that belongs to Alibaba Cloud account A to another instance that belongs to Alibaba
Cloud account B.

Migrate between ECS instances within the same account

In this scenario, you can migrate between two ECS instances within the same Alibaba Cloud account.
The ECS instances can reside in the same region or different regions. For example, you can migrate
between an ECS instance and an ECS image or another instance within Alibaba Cloud account A.

In this scenario, you can also scale in the cloud disk of an ECS instance by migrating the instance to a
custom image or another instance that has a smaller cloud disk. This is because ECS does not support
the scale-out of system disks or data disks. For more information, see Shrink a disk.

Step 1: Download an SMC client and upload it  to the source ECSStep 1: Download an SMC client and upload it  to the source ECS
instanceinstance
Before the migration, you need to download an SMC client  and upload it  to the source ECS instance.

1. Log on to the SMC console by using the Alibaba Cloud account that owns the dest ination ECS
instance. In the upper-right corner of the page, move the pointer over Download Lat est  SMCDownload Lat est  SMC
ClientClient  and right-click Copy linkCopy link.

Not ice Not ice You must dist inguish the Alibaba Cloud accounts that own the source and
destination ECS instances.

2. Log on to the source ECS instance and download an SMC client.

Windows ECS instance: Copy the download URL of the SMC client  package and paste it  in the
browser to download an SMC client.

Linux ECS instance: Run the wgetwget  command to download an SMC client. Example: wgetwget
ht t ps://p2v-t ools.oss-cn-ht t ps://p2v-t ools.oss-cn-
hangzhou.aliyuncs.com/smc/Alibaba_Cloud_Migrat ion_T ool.z iphangzhou.aliyuncs.com/smc/Alibaba_Cloud_Migrat ion_T ool.z ip.

3. Decompress the compilat ion of SMC client  packages.

Select  one of the following methods to decompress the SMC client  package based on the
operating system of the source ECS instance:

Windows ECS instance
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i. Use the decompression tool provided by Windows or a decompression tool installed on the
source ECS instance to decompress the compilat ion of SMC client  packages  Alibaba_Cloud_Mi
gration_Tool.zip .

Not e Not e The decompressed package shown in the following figure is for reference
only. For more information, see Step 1: Import  the information of a migration source.

ii. Decompress the client  package that is compatible with the operating system of your source
ECS instance.

In this topic,  go2aliyun_client2.5.8_windows_x86_64.zip  is used as an example.

Not e Not e For information about the SMC client  package, see Step 1: Import  the
information of a migration source.

Linux ECS instance

i. Run the following command to decompress the compilat ion of SMC client  packages:

unzip Alibaba_Cloud_Migration_Tool.zip

Not e Not e Make sure that the unzip ut ility is installed on the source ECS instance. For
example, you can run the yum -y inst all unz ipyum -y inst all unz ip command to install the unzip ut ility in
CentOS 7.

ii. Run the following command to decompress the SMC client  package:

Decompress the client  package that is compatible with the operating system of your source
ECS instance. In this topic,  go2aliyun_client2.5.8_linux_x86_64.zip  is used as an example.

unzip go2aliyun_client2.5.8_linux_x86_64

Step 1: Import the information of the source ECS instanceStep 1: Import the information of the source ECS instance
Run the SMC client  on the source ECS instance and import  the information of the instance to the SMC
console. For more information, see Step 1: Import the information of a migration source.
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Not ice Not ice Do not close the client  until the migration is complete. Otherwise, the source ECS
instance will be disconnected from the SMC console and the migration fails.

1. Enter the SMC client  directory and run the SMC client.

Windows ECS instance: Use one of the following methods to run the SMC client:

To run the Windows GUI version, double-click the go2aliyun_gui.exe file.

To run the Windows CLI version, double-click the go2aliyun_client.exe file.

Not e Not e When you run the program, you must click OKOK to confirm that you have the
administrator privilege.

Linux ECS instance:

In the directory of the go2aliyun_client  file, run the following commands:

cd go2aliyun_client2.5.8_linux_x86_64 
chmod +x go2aliyun_client
./go2aliyun_client

2. Enter the AccessKey pair of the Alibaba Cloud account that owns the dest ination ECS instance.

Not ice Not ice You must dist inguish the Alibaba Cloud accounts that own the source and
destination ECS instances.

Windows ECS instance

If you use the Windows GUI version, enter the AccessKey ID in the Access IdAccess Id field, enter the
AccessKey secret  in the Secret  KeySecret  Key field, and then click Start . For more information, see Use
the Windows GUI version of an SMC client.

If  you use the Windows CLI version, enter the AccessKey ID and AccessKey secret, and then
press Enter.   

Linux ECS instance

Enter the AccessKey ID and AccessKey secret, and then press Enter.   

The following prompts may appear:
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If  no snapshot dependency is installed on your source ECS instance, the following prompt
appears, as shown in the following figure. Decide whether to install one based on whether you
need to enable block replicat ion.

If  you need to enable block replicat ion for the migration, enter yes to automatically install a
snapshot dependency.

If  you do not need to enable block replicat ion for the migration, enter no.

Not e Not e If  the snapshot dependency fails to be installed, do not enable block
replicat ion when you create a migration task. Otherwise, the migration may fail.

The rsync tool is installed in most mainstream migration sources. If  rsync is not installed on the
source ECS instance, the SMC client  displays a prompt. Enter yes to install rsync, as shown in
the following figure.

If  SELinux is enabled on the source ECS instance, you are prompted to disable SELinux. Enter ye
s to disable SELinux, as shown in the following figure.

3. Check whether the information of the source ECS instance is imported.

If   Import Source Server [s-bxxxxxxxxxxxx] Successfully!  appears, the information of the
source ECS instance has been imported to the SMC console.

If   Error  or  Goto Aliyun Not Finished!  appears, the information of the ECS instance has
failed to be imported, as shown in the following figure. We recommend that you find the root
cause of the issue, and then run the client  again. For more information, see SMC FAQ.

Step 2: Create and start a migration taskStep 2: Create and start a migration task
1. Log on to the SMC console by using the Alibaba Cloud account that owns the dest ination ECS

instance.

Not ice Not ice You must dist inguish the Alibaba Cloud accounts that own the source and
destination ECS instances.

2. In the left-side navigation pane, click Migrat ion SourcesMigrat ion Sources.

3. Find the source ECS instance, and click Creat e Migrat ion JobCreat e Migrat ion Job in the Act ionsAct ions column.

4. In the Creat e Migrat ion JobCreat e Migrat ion Job panel, read the instruct ions and set  the parameters for the migration
task. For more information, see Step 1: Import the information of a migration source.
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Not e Not e We recommend that you select  VPC as the network type when you create a
migration task. Compared with migration over the Internet, migration over a VPC is more
efficient  and stable.

What's nextWhat's next
After the migration is complete, perform the following steps based on your needs:

If  you migrate an ECS instance to an ECS image, create an ECS instance based on the image. For more
information, see Create an ECS instance by using a custom image.

If  you migrate an ECS instance to an ECS instance, view the dest ination ECS instance in the ECS
console.

Not e Not e After you migrate between two ECS instances, the application licenses that are
associated with the underlying hardware may become invalid.
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If  you have installed a Cloud Assistant client  on your source server, you can use the SMC plug-in to
import  the information of the source server in a convenient and efficient  manner. This topic describes
how to use the SMC plug-in to import  the information of a source server in Linux and Windows.

PrerequisitesPrerequisites
The preparations for using SMC are completed. For more information, see Before you begin.

A Cloud Assistant client  later than 2.2.1.107 is installed on the source server.

If  your source server is an ECS instance, a Cloud Assistant client  is installed by default . You can call
the DescribeCloudAssistantStatus API operation to view the version of the Cloud Assistant client
installed on the ECS instance. If  you are using an early version of Cloud Assistant, you must upgrade
the client  to a version later than 2.2.1.107. For more information, see Upgrades or disable upgrades
for the Cloud Assistant client.

If  your source server is not an ECS instance, you must manually install a Cloud Assistant client  later
than 2.2.1.107. For more information, see Install the Cloud Assistant client.

ContextContext
To ensure stable migration, we recommend that you exclude directories that store dynamic data, such
as the data directories of large databases. Then, you can stop the services that are running on the
server and start  the migration task. For information about how to exclude directories that store
dynamic data without stopping services, see Step 1: Import the information of a migration source.

Not e Not e If  the data stored on the source server is required after migration, you can save the
data and upload it  to the dest ination server.

Import the information of the source server in LinuxImport the information of the source server in Linux
1. Run the following command to view the list  of Cloud Assistant plug-ins and make sure that the

plug-ins are available:

acs-plugin-manager -l

The following command output indicates that the  smc-client-plugin  plug-in is available.

4.Use the SMC plug-in of Cloud4.Use the SMC plug-in of Cloud
Assistant to import theAssistant to import the
information of a source serverinformation of a source server
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2. Run the following command to import  the information in Linux:

acs-plugin-manager -e -P smc-client-plugin -p --accessid=<AccessKey ID>,--secretkey=<Ac
cessKey Secret>,--nocheckversion

<AccessKey ID> and <AccessKey Secret> indicates the AccessKey pair of your Alibaba Cloud
account. Make sure that you have created an AccessKey pair. For more information, see Create
AccessKey pairs.

The following command output indicates that the information of the source server is imported.

After the information of the source server is imported, SMC automatically generates a record for
the migration source. You must create and start  a migration task for the migration source in the
SMC console. For more information, see Step 2: Create and start a migration task.

Import the information of the source server in WindowsImport the information of the source server in Windows
1. Go to the installat ion directory of the Cloud Assistant client.

If  your source server is an ECS instance, the default  installat ion directory of the Cloud Assistant
client  is C:\ProgramData\aliyun\assist\<Cloud Assistant version number>, for example,  C:\Prog
ramData\aliyun\assist\2.1.1.140 .

Not e Not e The  C:\ProgramData  folder is hidden. Therefore, you must show hidden
folders in advance. You must also ensure the data security of this folder to prevent system
exceptions caused by unintentional errors.

If  your source server is not an ECS instance, you must go to the installat ion directory of the Cloud
Assistant client.

2. In the installat ion directory of the Cloud Assistant client, press the Shift  key and right-click the
blank area at  the same t ime. Then, click Open command window hereOpen command window here.
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3. Run the following command to view the list  of Cloud Assistant plug-ins and make sure that the
plug-ins are available:

acs-plugin-manager.exe -l

The following command output indicates that the  smc-client-plugin  plug-in is available.

4. Run the following command to import  the information in Linux:

acs-plugin-manager.exe -e -P smc-client-plugin-win -p --accessid=<AccessKey ID>,--secre
tkey=<AccessKey Secret>,--nocheckversion

<AccessKey ID> and <AccessKey Secret> indicates the AccessKey pair of your Alibaba Cloud
account. Make sure that you have created an AccessKey pair. For more information, see Create
AccessKey pairs.

Then, a command window appears. The following command output indicates that the information
of the source server is imported.

After the information of the source server is imported, SMC automatically generates a record for
the migration source. You must create and start  a migration task for the migration source in the
SMC console. For more information, see Step 2: Create and start a migration task.
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You can use the Windows GUI version of a Server Migration Center (SMC) client  to migrate Windows
servers to Alibaba Cloud. The sett ings for the SMC client  on the GUI are the same as those on the CLI.
The Windows GUI version is compatible with the CLI version.

Daemon modeDaemon mode
In daemon mode, you can import  migration source information by using the SMC client. Then, you can
log on to the SMC console to complete the migration. You only need to configure Access IdAccess Id and
Secret  KeySecret  Key. For more information, see Migration process.

The following figure shows the Windows GUI in daemon mode.

Menu items on the GUIMenu items on the GUI

5.Use the Windows GUI version5.Use the Windows GUI version
of an SMC clientof an SMC client
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The following figure shows the menu items of the Windows GUI client.

The following table describes the menu items.

No. Section Description

1 Top navigation bar

Consists of the Conf igConf ig, LogsLogs , ViewView , HelpHelp, and LanguageLanguage menus.

Conf igConf ig:

Click RsyncRsync to set the bandwidth limit for data transmission.
Unit: KB/s.

Click Save User Conf igSave User Conf ig  to save the current settings for batch
operations.

Click Clear Client  Dat aClear Client  Dat a to init ialize the client configuration file.

LogsLogs :

Click Open Log FileOpen Log File to open the migration log file.

Click Open Logs DirOpen Logs Dir to find the path of the migration log file.

ViewView : Select Hide Progress LogHide Progress Log to hide the Progress LogsProgress Logs
column.

HelpHelp: Obtain online documentation or the version information of
the SMC client.

LanguageLanguage: Select the display language of the GUI.
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2
Custom configuration
section

Allows you to configure Access Id and Secret Key.

Access IdAccess Id: Enter the AccessKey ID.

Secret  KeySecret  Key: Enter the AccessKey secret.

Not eNot e

Create an AccessKey pair in advance. For more
information, see Obtain an AccessKey pair.

The settings you configure are written to the user_config.j
son file of the SMC client.

3
Task progress and logs
section

Allows you to view the task progress or troubleshoot issues as
prompted after you run the SMC client.

No. Section Description
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SMC allows you to migrate incremental data from source servers to Alibaba Cloud. You can specify the
time interval between incremental migration tasks. Incremental migration reduces the service downtime
and the total t ime of migration. This topic describes the best  pract ices for incremental migration.

PrerequisitesPrerequisites
Incremental migration is supported by SMC client  V2.0.0 and later. Therefore, we recommend that you
use SMC client  V2.0.0 and later to import  the information of the migration source.

The information of the server is imported to the SMC console. For more information, see Step 1:
Import  the information of a migration source.

ContextContext
Make sure that the SMC client  is running during migration. If  data transfer is interrupted, you can
restart  the client  and the migration task to resume migration.

Each incremental migration task creates an intermediate instance to facilitate the migration process.
The intermediate instance incurs a small fee. For more information, see Pay-as-you-go. The
intermediate instance is released only when the incremental migration task is in the ExpiredExpired state or
when the task is deleted.

(Optional) Step 1: Exclude dynamic data directories(Optional) Step 1: Exclude dynamic data directories
To ensure stable migration, we recommend that you exclude dynamic data directories, such as data
directories of large databases. Then, you can stop the services on the source server and start  the
migration task. Skip this step if  you do not need to exclude dynamic data directories from migration.

To exclude dynamic data directories, perform the following steps. You do not need to stop the services
that are running on the source server.

1. Log on to the source server.

2. Configure the SMC client  and exclude dynamic data directories.

For more information, see How do I exclude files or directories from a migration task?.

Step 2: Create and start an incremental migration taskStep 2: Create and start an incremental migration task
You can perform the following steps to exclude dynamic data directories. You do not need to stop
your services that are running on the source server.

1. Log on to the SMC console.

2. In the left-side navigation pane, click Migrat ion SourcesMigrat ion Sources.

3. Find the source server from which you want to migrate data. Click Creat e Migrat ion T askCreat e Migrat ion T ask in the
Act ionsAct ions column.

4. On the Creat e Migrat ion T askCreat e Migrat ion T ask page, turn on the Aut omat ic Increment al Synchronizat ionAut omat ic Increment al Synchronizat ion
switch, and set  the Synchronizat ion Int ervalSynchronizat ion Int erval and Upperlimit  of  Reserved ImagesUpperlimit  of  Reserved Images parameters.
Set  other parameters based on your needs and then click OKOK.

6.Migrate incremental data6.Migrate incremental data
from a source serverfrom a source server
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You can specify the following parameters. For more information, see the "Migration task
parameters" table in the Step 2: Create and start a migration task topic.

Synchronizat ion Int ervalSynchronizat ion Int erval: Specify the t ime interval between two consecutive incremental
migration tasks. Minimum value: 1 hour. Maximum value: 7 days.

Upperlimit  of  Reserved ImagesUpperlimit  of  Reserved Images: Specify the maximum number of reserved images. Valid
values: 1 to 10. Each incremental migration task generates new images. If  the total number of
generated image files exceeds the upper limit , the earliest  unused images are deleted.

Met hod t o RunMet hod t o Run: Select  a method to run the migration task. In this example, Run NowRun Now is
selected.

The migration task immediately starts after it  is created. Then, the migration task enters the
Finished or InError state.

i. The first  incremental migration task migrates all data except the excluded directories and files,
and generates a full image. You can use this image to create an instance for verificat ion.

ii. After the first  incremental migration task is completed, SMC migrates incremental data and
generates images at  specific points in t ime based on the specified synchronizat ion int ervalsynchronizat ion int erval.

Not e Not e The image generated for each incremental migration task is a full image of the
source server at  a specific t ime. The image includes the incremental data and all migrated
data.

In the image names that are generated during incremental migration,  CYCLE_X  indicates that
the image is generated by the Xth incremental migration task. For example, if  an image name
contains CYCLE_2, it  indicates that the image is generated by the second incremental migration
task, as shown in the following figure.

Step 3: Stop the services on the source server and run anStep 3: Stop the services on the source server and run an
incremental migration taskincremental migration task
After you stop the services on the source server, perform the following steps to skip the excluded data
directories and run an incremental migration task again:

1. Log on to the source server. Stop the services that run on the source server and skip the excluded
data directories.

2. In the SMC console, manually run the incremental migration task or wait  for the task to
automatically run. To manually run the incremental migration task, perform the following steps:

i. On the Migrat ion T asksMigrat ion T asks page, find the incremental migration task.
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ii. Click the  icon and then choose Manual Increment al Migrat ionManual Increment al Migrat ion in the Act ionsAct ions column.

iii. In the St art  Migrat ion T askSt art  Migrat ion T ask message, click OKOK.

ResultResult
On the Migrat ion T asksMigrat ion T asks page, wait  until the task is completed.

If  the migration task is in the Wait ingWait ing state, the migration succeeded and you can obtain the image
that was generated during the migration. This image contains all the data of the first  full migration
and each subsequent incremental migration of the source server.

If  the migration task is in the InErrorInError state, the migration has failed. You must check logs to fix the
issue, and then restart  the task. For information about common errors and solut ions, see SMC FAQ.

What's nextWhat's next
After you obtain the latest  full image, you can perform the following operations:

Create an instance to verify the image:

i. On the Migrat ion T asksMigrat ion T asks page, find the migration task and click Creat e Inst anceCreat e Inst ance in the Act ionsAct ions
column.

ii. On the Cust om LaunchCust om Launch tab, the ImageImage sect ion shows the latest  full image. Configure other
parameters based on your needs and purchase the instance. For more information, see Create an
instance by using the wizard.

iii. Connect to the instance and check the system of the dest ination server. For more information,
see How can I check my system after migrating a Windows server? or How can I check my system
after migrating a Linux server?

Stop the incremental migration task:

Not e Not e You can pause an incremental migration task only when the task is in the SyncingSyncing or
Wait ingWait ing state.

i. On the Migrat ion T asksMigrat ion T asks page, find the migration task, and click the  icon in the Act ionsAct ions

column.
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ii. Click PausePause.

iii. In the St op Migrat ion T askSt op Migrat ion T ask message, click OKOK.

Delete the incremental migration task:

i. On the Migrat ion T asksMigrat ion T asks page, find the migration task, and click Delet eDelet e in the Act ionsAct ions column.

ii. In the Delet e Migrat ion T asksDelet e Migrat ion T asks message, click OKOK.
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SMC allows you to migrate servers to Container Registry. You can use SMC to migrate containerized
applications to Container Registry at  low costs. Containerized applications are distributed applications
that are managed in an automatic manner and deployed with high agility and low security risks.
Application containerization improves resource usage and reduces computing costs. This topic
describes how to migrate a server to Container Registry.

PrerequisitesPrerequisites
A Linux operating system is installed and used on the server.

Container Registry is act ivated and a container image repository is created. For more information, see
Create a repository and build images.

A Resource Access Management (RAM) role is created for the intermediate instance that is generated
by SMC for migration. The following parameters are used to configure the RAM role. For more
information, see Create a RAM role for a trusted Alibaba Cloud service.

Trusted Entity Type: Select  Alibaba Cloud ServiceAlibaba Cloud Service.

Role Type: Select  Normal Service RoleNormal Service Role.

Select  Elast ic Comput e ServiceElast ic Comput e Service.

A custom policy is created for the RAM role of the intermediate instance. The policy grants the
minimum permissions that are required to migrate a server to Container Registry. The following
example shows a sample policy. This policy is attached to the RAM role. For more information, see
Create a custom policy and Grant permissions to a RAM role.

{
    "Statement": [
        {
            "Effect": "Allow",
            "Action": [
                "cr:GetAuthorizationToken",
                "cr:PushRepository",
                "cr:PullRepository",
                "cr:CreateRepository"
            ],
            "Resource": "*"
        }
    ],
    "Version": "1"
}

The information of the server is imported to the SMC console. For more information, see Step 1:
Import  the information of a migration source.

7.Migrate source servers to7.Migrate source servers to
Container RegistryContainer Registry
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Not iceNot ice

The SMC client  V2.3.0 and later support  server migration to Container Registry. You can
use these SMC clients to import  the information about the source server. Download the
latest  version of the SMC client.

Make sure that the SMC client  is running during migration. If  data transfer is interrupted,
you can restart  the client  and the migration task to resume migration.

ContextContext
For information about Docker container images, see Terms.

During migration, SMC creates an intermediate instance. The intermediate instance incurs a small fee.
For more information, see Pay-as-you-go.

SMC releases the intermediate instance after the migration task enters the FinishedFinished or ExpiredExpired state,
or when the task is deleted.

(Optional) Step 1: Exclude dynamic data directories(Optional) Step 1: Exclude dynamic data directories
To ensure stable migration, we recommend that you exclude dynamic data directories, such as data
directories of large databases. Then, you can stop the services on the source server and start  the
migration task. Skip this step if  you do not need to exclude dynamic data directories from migration.

To exclude dynamic data directories, perform the following steps. You do not need to stop the services
that are running on the source server.

1. Log on to the source server.

2. Configure the SMC client  and exclude dynamic data directories.

For more information, see How do I exclude files or directories from a migration task?

Step 2: Create and start a migration taskStep 2: Create and start a migration task
You can perform the following steps to exclude dynamic data directories. You do not need to stop
your services that are running on the source server.

1. Log on to the SMC console.

2. In the left-side navigation pane, click Migrat ion SourcesMigrat ion Sources.

3. Find the source server from which you want to migrate data. Click Creat e Migrat ion T askCreat e Migrat ion T ask in the
Act ionsAct ions column.

4. On the Creat e Migrat ion T askCreat e Migrat ion T ask page, set  the container image parameters.

Best  Pract ices··Migrat e source serve
rs t o Cont ainer Regist ry

Server Migrat ion Cent er

28 > Document  Version: 20220708

http://p2v-tools.oss-cn-hangzhou.aliyuncs.com/smc/Alibaba_Cloud_Migration_Tool.zip
https://www.alibabacloud.com/help/doc-detail/60744.htm#concept-2047796
https://www.alibabacloud.com/help/doc-detail/40653.htm#Pay-As-You-Go
https://www.alibabacloud.com/help/doc-detail/121707.htm#concept-610474/section-9xm-osd-b9i
https://smc.console.aliyun.com/


Set the following parameters to configure the container image: For more information about other
parameters, see Step 2: Create and start  a migration task.

T arget  Image T ypeT arget  Image T ype: the type of the dest ination image. Select  Cont ainer ImageCont ainer Image.

NamespaceNamespace: the namespace of the dest ination image. For more information, see

Reposit ory NameReposit ory Name: the name of the repository where the dest ination image is stored. For more
information, see Create a repository and build images.

VersionVersion: the version of the dest ination image.

RAM RoleRAM Role: the RAM role that is attached to the intermediate instance. For more information, see

The migration task immediately starts after it  is created. Then, the migration task enters the
Finished or InError state.

If  the migration task enters the Finished state, the task is completed and a container image is
generated.

If  the migration task enters the InErrorInError state, the task fails. You can check the logs to
troubleshoot the failure. Then, restart  the migration task. For information about common errors
and solut ions, see SMC FAQ.

Step 3: Verify the container imageStep 3: Verify the container image
After you migrate the source server to Container Registry, a container image is created. Perform the
following steps to verify the container image. A container image on which NGINX is deployed is used as
an example.

1. Create a Kubernetes cluster in the Container Service for Kubernetes (ACK) console. For more
information, see Create an ACK dedicated cluster.

2. Log on to the ACK console.

3. In the left-side navigation pane, click Clust ersClust ers to view the created Kubernetes cluster.

4. In the Act ionsAct ions column, click Applicat ionsApplicat ions.

5. On the Deployment sDeployment s tab, click Creat e f rom ImageCreat e f rom Image.

Set the following parameters. For information about other parameters and operations, see Create
a stateless application by using a Deployment.
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i. In the Basic Inf ormat ionBasic Inf ormat ion step, set  the following parameters:

NameName: the name of the application. Set  the value to nginx.

ReplicasReplicas: the number of application replicas. Set  the value to 1.

T ypeT ype: the type of the application. Set  the value to Deployment sDeployment s.

ii. Click NextNext .

iii. In the Cont ainerCont ainer step, set  the following parameters:

Image NameImage Name: Click Select  ImageSelect  Image to select  the container image that is generated after the
migration is completed. If  the container image repository and the Kubernetes cluster are
deployed in the same region, you can use the Virtual Private Cloud (VPC) endpoint  of the
container image to pull the image.

Image VersionImage Version: Click Select  Image VersionSelect  Image Version to select  the version of the container image
that is generated after the migration is completed.

Set  Image Pull SecretSet  Image Pull Secret : This parameter is required if  the container image is a private image.
You can also use a plug-in to pull the image. This method does not require a secret  key. For
more information, see Use the aliyun-acr-credential-helper component to pull images
without a password.

PortPort : Add port  80.

St artSt art : Enter the /sbin/init/sbin/init  command.

iv. Click NextNext .

Best  Pract ices··Migrat e source serve
rs t o Cont ainer Regist ry

Server Migrat ion Cent er

30 > Document  Version: 20220708

https://www.alibabacloud.com/help/doc-detail/159703.htm#task-2456294


v. In the AdvancedAdvanced step, create a service to access the application.

Use the example values in the following figure when you set  the required parameters.

6. Click Creat eCreat e.

7. After the service is created, click View Det ailsView Det ails to view the application status.

8. In the left-side navigation pane, click ServicesServices. On the Services page, view the Ext ernal EndpointExt ernal Endpoint
of the service.

9. You can use a browser to access the external endpoint.
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Server Migration Center (SMC) allows you to migrate servers to Elast ic Compute Service (ECS) instances.
After you purchase an ECS instance, you can migrate your source server to an ECS instance. This topic
describes how to migrate a server to an ECS instance.

PrerequisitesPrerequisites
The migration preparations are complete. For more information, see Before you begin.

An ECS instance is created. Make sure that the instance has no data or the data of the instance has
been backed up by using images, snapshots, or other resources.

WarningWarning

After a migration task is created, all original data on the dest ination ECS instance is
deleted. If  the ECS instance contains important data, we recommend that you select  ECS
Image as the dest ination image type, and then create an ECS instance by using a custom
image.

If  you migrate data from an ECS instance, you must make sure that the source ECS
instance and the dest ination ECS instance are different. Otherwise, the migration may fail
and data in the cloud disk of the source instance may be lost.

The information of the server is imported to the SMC console. For more information, see Step 1:
Import  the information of a migration source.

Not e Not e Make sure that the SMC client  is running during migration. If  data transfer is
interrupted, you can restart  the client  and the migration task to resume the migration.

The operating system of the ECS instance is the same as that of the server.

The number of data disks attached to the ECS instance is greater than or equal to that of the data
disks attached to the server. Otherwise, you must attach more data disks to the ECS instance. For
more information, see Attach a data disk.

The size of the system disks and data disks attached to the ECS instance is greater than or equal to
that of the system disks and data disks attached to the server. Otherwise, you must scale up the
data disks and system disks. For more information, see Overview.

ProcedureProcedure
1. Log on to the SMC console.

2. In the left-side navigation pane, click Migrat ion SourcesMigrat ion Sources.

3. Find the source server from which you want to migrate data. Click Creat e Migrat ion T askCreat e Migrat ion T ask in the
Act ionsAct ions column.

4. On the Creat e Migrat ion T askCreat e Migrat ion T ask page, set  the required parameters.

Set  the following parameters to configure the ECS instance. For information about other
parameters, see Step 2: Create and start  a migration task.

8.Migrate servers to ECS8.Migrate servers to ECS
instancesinstances
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T arget  Image T ypeT arget  Image T ype: Select  ECS Inst anceECS Inst ance.

T arget  Inst anceT arget  Inst ance: Select  an ECS instance based on your needs. After you select  an ECS instance,
the disk information of the instance is displayed.

T ag and Net work (Opt ional)T ag and Net work (Opt ional): By default , the value of the Net work T ypeNet work T ype parameter is the
VPC that the ECS instance resides.

The migration task immediately starts after it  is created. Then, the migration task enters the
Finished or InError state.

If  the migration task enters the FinishedFinished state, the task is completed and you can view the ECS
instance.

If  the migration task enters the InErrorInError state, the task failed. You must check logs to
troubleshoot the failure and restart  the migration task. For information about common errors
and solut ions, see SMC FAQ.

Related informationRelated information
CreateReplicationJob
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If  your server can connect to a virtual private cloud (VPC) from your data center, virtual machine, or
cloud host, we recommend that you migrate data over a VPC. Compared with migration over the
Internet, migration over a VPC is more efficient  and stable.

PrerequisitesPrerequisites
A server is connected to a VPC by using VPN Gateway, Express Connect, or Smart  Access Gateway
(SAG). For more information, see Connect a data center to a VPC.

Ports 8703 and 8080 are configured on the firewall of your server. This ensures that data can be
transferred between the server and the intermediate instance.

ContextContext
The following table lists the scenarios where you can migrate servers over a VPC. The table also
provides the solut ions for these scenarios.

Scenario Solution

Your server cannot access the Internet.
Connect the server to a VPC by using VPN Gateway, Express
Connect, or SAG, configure a proxy server, and then use the
proxy server to access SMC.

Your server can access the Internet and
you can migrate the server to SMC over
the Internet. However, you want to
increase the data transfer rate.

Connect the server to a VPC by using VPN Gateway, Express
Connect, or SAG. Then, specify VPC as the network type when
you create a migration task. Compared with migration over the
Internet, migration over a VPC is more efficient.

Migration processMigration process
Migration process:

1. Download the SMC client  package and install the SMC client  on the source server.

2. Run the SMC client  on the source server and use the proxy server to import  the information of the
source server to the SMC console. For more information about proxy servers, see Forward proxies.

3. Create a migration task, specify VPC as the network type, and then start  the task.

4. SMC creates resources based on the task configurations and migrates data from the source server
to Alibaba Cloud over a VPC.

5. During the migration, the proxy server replaces the source server and receives instruct ions from the
SMC console. For example, if  an error occurs during the migration task, SMC stops the migration and
sends an error log to the SMC client.

Perform the following steps during the migration:

1. Create a proxy server in the VPC used to access the source server.

Not e Not e If  your source server can access the Internet, skip this step.

You can deploy a proxy server on the cloud by using the image of a forward proxy provided by
Alibaba Cloud. After the proxy server is deployed, you must ensure that it  is connected to the
source server and can access the SMC console (  smc.aliyuncs.com ). To obtain the image of a

9.Migrate servers over a VPC9.Migrate servers over a VPC
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forward proxy, you can join the technical support  group on DingTalk. For more information, see
Contact  us.

2. Download and install an SMC client  on the source server, and import  the information of the source
server to the SMC console.

For more information, see Step 1: Import  the information of a migration source. Before you import
the information of the source server, take note of the following items:

If you do not need a proxy server, you can directly import  the information of the source server.

If  you need a proxy server, you must configure the proxy server information in the configuration
file of your SMC client. Then, you can run the client  to import  the information of the source
server. In the following example, Linux is used to show the procedure of configuring the proxy
server:

a. In the  go2aliyun_client  directory, run the following command to open the  client_data
  f ile:

vim client_data

b. Find the parameters of  proxy , as shown in the following figure.

c. Set  the  ip_port  parameter to the IP address and port  number of the proxy server.

Example:

"proxy": {
    "ip_port": "172.31.**.**:8080",
    "user_pwd": ""
}

After the configuration is complete, press the Esc key, enter  :wq , and then press the
Enter key to save and exit  the configuration file.

3. In the SMC console, import  and run the migration task.

For more information, see Step 2: Create and start  a migration task. When you create a migration
task, you must set  Net work T ypeNet work T ype to VPCVPC, and specify a VPC and vSwitch. Make sure that the VPC
can be connected to the source server.
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Forward proxiesForward proxies
If  your source server cannot be accessed over the Internet, you must migrate the server over a private
network. Make sure that the source server meets the following condit ions:

The server is connected to a VPC by using VPN Gateway, Express Connect, or SAG.

A proxy server is configured for the source server and the information of the source server is imported
to the SMC console.

This sect ion describes forward proxies.

A forward proxy is a proxy server that is located between a client  and a server. If  the client  cannot
access the server over the Internet, a proxy server can be configured to communicate with the client
and then send requests to the server. After the server receives the requests, it  sends responses to the
proxy server. Then, the proxy server sends the responses to the client.

A forward proxy has the following benefits:

Allows clients to access data resources on the Internet.

Caches Internet data that clients frequently access. When such data is accessed for the second t ime,
it  can be directly retrieved from the cache. This increases the resource access efficiency for the
clients.

Grants access permissions to clients and ensures data security on client  computers.

Hides client  information and stores access logs when clients access Internet resources.

Related informationRelated information
What is SMC?

SMC FAQ
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You can est imate the t ime required for a migration task based on the migration period. The migration
period is divided into three phases: pre-migration, migration, and post-migration. The migration period
is proport ional to the number of servers that you want to migrate and the volume of data. We
recommend that you perform a test  migration to est imate the t ime required for a migration task. This
topic describes how to est imate the t ime required for migration and how to test  the data transfer
speed.

ContextContext
If  you need to migrate a server, Server Migration Center (SMC) first  creates an intermediate instance for
your account. Then, the system transfers data from the source server to the intermediate instance and
creates an Elast ic Compute Service (ECS) image for the intermediate instance. Therefore, the migration
time is the sum of the data transfer t ime and the t ime needed to create an image. For more
information, see Est imate the t ime required for migration.

During a migration process, the speed of data transfer from the source server to the intermediate
instance is the primary factor that determines the migration t ime. For more information, see Test  the
data transfer speed.

In some cases, errors may occur.

The following table lists the possible causes and solut ions if  the data transfer speed is lower than
the measured speed.

Possible cause Solution

The source server and the intermediate
instance are in different regions or
countries. Data transfer across regions
and countries is sometimes slower than
that in the same region.

Check whether the network for the source server is the same
as that for the intermediate instance in the destination
Alibaba Cloud region. If the problem is caused by cross-
region transfer, you can perform the following steps:

Migrate the source server to Alibaba Cloud by generating
an image in the same region, and then copy the image to
the destination region. For more information, see Copy a
custom image.

Check whether the problem stems from the network
service provider.

10.Estimate the time required10.Estimate the time required
for migration and test the datafor migration and test the data
transfer speedtransfer speed
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The outbound bandwidth of the source
server and the inbound bandwidth of the
intermediate instance are used for
migration. The bandwidth of the
intermediate instance is limited. By
default, the maximum inbound public
bandwidth is 100 Mbit/s. Therefore, the
maximum transfer speed over the
Internet is 100 Mbit/s by default.

To resolve this error, you can use one of the following
methods:

Method 1: Find the intermediate instance or destination
instance in the ECS console. Convert the public IP address
of the instance to a pay-as-you-go elastic IP address (EIP).
Increase the peak bandwidth of the pay-as-you-go EIP to
200 Mbit/s. You are charged for upgrading the peak
bandwidth of a pay-as-you-go EIP. For more information,
see Convert the public IP address of a VPC-type instance
to an EIP and Modify the bandwidth of an EIP.

Not e Not e If the public IP address of an instance is
converted to a pay-as-you-go EIP, the IP address
cannot be restored to its init ial state. Therefore, you
must manually release the pay-as-you-go EIP after
the migration to prevent additional charges. For more
information, see Release a pay-as-you-go EIP.

Method 2: If the source server can access a virtual private
cloud (VPC) network in an Alibaba Cloud region, we
recommend that you perform migration over the VPCVPC
net worknet work. Compared with migration over the Internet,
migration over a VPC is more efficient and stable. You can
use VPN Gateway, Express Connect, and Smart Access
Gateway to connect a migration source to a VPC. For more
information, see Connect a data center to a VPC.

The source server has performance
bottlenecks. For example, limited CPU,
memory, and disk performance result  in
poor SMC transfer efficiency.

Improve the performance of the source server. You can
improve the CPU, memory, and disk performance.

By default, the SMC client uses a single-
threaded data transfer model, which may
have bottlenecks in some network
environments.

Enable multi-threaded transfer acceleration to maximize
bandwidth utilization. For more information, see Enable
multi-threaded transfer acceleration.

Possible cause Solution

This sect ion describes the solut ions to low outbound bandwidth.

If  the outbound bandwidth of the source server is low, for example, lower than 10 Mbit/s, you can
modify the Compression LevelCompression Level parameter in the Advanced Set t ings (Opt ional)Advanced Set t ings (Opt ional) sect ion. A high
compression rat io improves transfer efficiency.

Not e Not e The examples in this topic are for reference only.

Estimate the t ime required for migrationEstimate the t ime required for migration
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The following figure shows how to est imate the t ime required for migration. Take note of the
following information:

A snapshot is created at  a speed of about 30 MB/s.

For information about how to test  the network speed, see Test  the data transfer speed.

If  a server has an actual disk usage of 10 GB and an outbound bandwidth of 10 Mbit/s, you can use the
following method to est imate the migration t ime:

1. Convert  units.

Actual data volume: 10 GB = 10 × 1024 = 10240 MB

Actual network speed: 10 Mbit/s = 10/8 = 1.25 MB/s

2. Calculate the data transfer t ime.

Data transfer t ime: 10240/1.25 = 8192 seconds = 2.27 hours

3. Calculate the t ime required to create an image.

Image creation t ime: 10240/30 = 341 seconds = 0.09 hours

4. Calculate the t ime required for migration.

Migration t ime: 2.27 + 0.09 = 2.36 hours

Test the data transfer speedTest the data transfer speed
The speed of data transfer from the source server to the intermediate instance is determined by the
outbound bandwidth of the source server and the inbound bandwidth of the intermediate instance. By
default , the inbound bandwidth of the intermediate instance is 100 Mbit/s. You can submit  a t icket  to
increase the bandwidth.

For example:

Assume that the outbound bandwidth of the source server is 50 Mbit/s and the inbound bandwidth
of the intermediate instance is 100 Mbit/s. The actual transfer speed is limited by the source server
and does not exceed 50 Mbit/s.

Assume that the outbound bandwidth of the source server is 150 Mbit/s and the inbound bandwidth
of the intermediate instance is 100 Mbit/s. The actual transfer speed is limited by the source server
and does not exceed 100 Mbit/s.

Not e Not e The instance bandwidth of 1 Mbit/s displayed in the ECS console is the outbound
bandwidth of the intermediate instance. The 1 Mbit/s bandwidth does not affect  the actual
migration speed because the inbound bandwidth of the intermediate instance is used during
migration.

To test  the transfer speed by using iPerf, perform the following steps:
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1. Create a pay-as-you-go ECS instance in the dest ination Alibaba Cloud region.

2. In the ECS instance, perform the following steps:

i. Install iPerf.

ii. Start  iPerf as a server.

iii. Add a rule to the security group of the instance to allow traffic on the ports required by iPerf.

3. On the source server, perform the following steps:

i. Install iPerf.

ii. Start  iPerf as a client. Set  the IP address of the dest ination server to the public IP address of
the pay-as-you-go instance created in Step 1.

Example of how to perform a transfer speed test on a Linux instanceExample of how to perform a transfer speed test on a Linux instance
A CentOS 7 instance is used in the following example. The operations may vary with the version of your
operating system.

1. Create a pay-as-you-go CentOS 7 instance in the dest ination Alibaba Cloud region.

2. Add an inbound rule to the security group of the ECS instance to allow traffic on the ports required
by iPerf.

The default  port  for iPerf, TCP 5001, is used in this example.

3. Connect to the CentOS 7 instance.

4. In the CentOS 7 instance, perform the following steps:

i. Run the following command to install iPerf:

yum -y install iperf3

ii. Run the following command to start  iPerf as a server:

iperf3 -s

5. On the source server, perform the following steps:

i. Download and install iPerf.

ii. Run the following command to start  iPerf as a client:

Replace  <Instance IP address>  in the command with the public IP address of the created
instance.

iperf3 -c <Instance IP address> -i 1 -d  

6. Wait  until the iPerf test  is complete, and then record the test  results.

Example of how to perform a transfer speed test on a WindowsExample of how to perform a transfer speed test on a Windows
instanceinstance
A Windows Server 2008 instance is used in the following example. The operations may vary with the
version of your operating system.

1. Create a pay-as-you-go Windows Server 2008 instance in the dest ination Alibaba Cloud region.

2. Add an inbound rule to the security group of the ECS instance to allow traffic on the ports required
by iPerf.

The default  port  for iPerf, TCP 5001, is used in this example.

Best  Pract ices··Est imat e t he t ime re
quired for migrat ion and t est  t he da
t a t ransfer speed

Server Migrat ion Cent er

40 > Document  Version: 20220708



3. Connect to the GPU-accelerated instance.

4. In the Windows Server 2008 instance, perform the following steps:

i. Download and install iPerf.

ii. Open Command Prompt.

iii. Run the  cd <directory where iPerf is located>  command to go to the tool directory.

iv. Run the  iperf3.exe -s  command to start  iPerf as a server.

5. On the source server, perform the following steps:

i. Download and install iPerf.

ii. Run the following command to start  iPerf as a client:

Replace  <Instance IP address>  in the command with the public IP address of the created
instance.

iperf3.exe -c <Instance IP address> -i 1 -d

6. Wait  until the iPerf test  is complete, and then record the test  results.

Related informationRelated information
Create an instance by using the wizard

Add a security group rule

Connection methodsGuidelines on instance connection
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By default , the SMC client  uses the single-threaded data transfer model, which may have bott lenecks in
some network environments. You can enable mult i-threaded transfer acceleration to maximize
bandwidth ut ilizat ion and improve transmission efficiency in high-bandwidth scenarios. SMC client
V1.5.1.7 and later support  mult i-threaded transfer acceleration.

ContextContext
Enabling mult ithreading increases CPU and bandwidth consumption on the source server. The more the
threads, the more resources are consumed. Therefore, you must determine the number of threads
based on the CPU cores and bandwidth condit ions of the source server.

In a network environment with single-stream limit  or low bandwidth, mult i-threaded transfer may be
not as efficient  as single-threaded transfer. If  condit ions permit, upgrade the CPU of the source server
to improve transmission efficiency.

ProcedureProcedure
1. 

2. Go to the directory of the SMC client.

3. Open the client_data file and configure the parameters required for mult ithreading.

You only need to set   extra.rsync.multi_threads.number  to a value greater than or equal to 2
to enable mult ithreading. The following figure shows that four threads have been configured for
the SMC client.

Mult ithreading parameters

Parameter Type Description

extra.rsync.multi_threads.number
Intege
r

The number of threads.

If this parameter is set to 0 (default value),
multithreading is disabled.

If this parameter is set to a value greater than
or equal to 2, multithreading is enabled.

extra.rsync.multi_threads.mode
Intege
r

The multithreading mode. This is a reserved
parameter that does not need to be modified.

Default value: 0.

11.Enable multi-threaded11.Enable multi-threaded
transfer accelerationtransfer acceleration
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extra.rsync.multi_threads.bandwidth_li
mit

Intege
r

The maximum bandwidth of each thread. Unit:
KB/s.

The default value is 0, which indicates unlimited
bandwidth.

Parameter Type Description

4. Close the client_data file and perform migration.

For detailed steps on how to use SMC for a migration, see Migration process.
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You can view the status of each source server or migration task on the Overview page of the Server
Migration Center (SMC) console. This allows you to identify and troubleshoot issues that may occur
during migration.

View source servers and migration tasksView source servers and migration tasks
1. Log on to the SMC console.

2. In the left-side navigation pane, click OverviewOverview.

3. View source servers and migration tasks.

You can click source servers or migration tasks that are in a specific status to view the detailed
information.

View source servers in a specified time periodView source servers in a specified time period
SMC allows you to view the number of imported or migrated source servers of a specified t ime period.

1. Log on to the SMC console.

2. In the left-side navigation pane, click OverviewOverview.

3. By default , the Migrat ion sourceMigrat ion source sect ion displays a line chart  of imported and migrated source
servers of the last  31 days.

4. In the upper-right corner, select  a t ime period to view the number of imported and migrated source
servers.

12.View source servers and12.View source servers and
migration tasksmigration tasks
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Tags are used to categorize resources. Each tag consists of a key-value pair. You can use tags to group
migration sources and migration tasks for easy searching and batch operations.

ContextContext
To help you manage an increasing number of migration sources and migration tasks, Server Migration
Center (SMC) allows you to attach tags to the specified migration sources and migration tasks based on
your needs. After you attach tags to migration sources and migration tasks, you can filter migration
sources and migration tasks by tag to perform management operations.

For more information, see Best practices for tag design.

LimitsLimits
Each tag consists of a key-value pair. The following limits apply to tags:

The keys of tags that are attached to the same migration source or migration task must be unique. If
two tags attached to the same migration source or migration task have the same key but different
values, the tag attached later overwrites the previously attached tag. For example, if  a migration
source is attached the  department:MD  tag and then attached the  department:FD  tag, the  dep
artment:MD  tag is automatically detached.

You can attach up to 20 tags to each migration source or migration task. Tags are case-sensit ive.

If  you delete all migration sources or migration tasks that a tag is attached to, the tag is
automatically deleted.

After a tag is detached from a migration source or migration task, the tag is automatically deleted if
it  is not attached to another migration source or migration task.

The following limits apply when you create a tag:

The key is required and can be up to 64 characters in length. It  cannot start  with aliyun or acs:, or
contain http:// or https://. We recommend that you keep the key short.

The value is optional and can be up to 128 characters in length. It  cannot start  with aliyun or acs:,
or contain http:// or https://. We recommend that you keep the value short.

Attach tags to a migration source or migration taskAttach tags to a migration source or migration task
You can attach tags to a migration source only after you import  the migration source. You can attach
tags to a migration task when or after you create the migration task. In this example, tags are attached
to an imported migration source and an exist ing migration task.

1. Log on to the SMC console.

2. In the left-side navigation pane, click Migrat ion SourcesMigrat ion Sources or Migrat ion T asksMigrat ion T asks.

3. Find the migration source or migration task to which you want to attach tags, move the pointer

over the  icon in the Migrat ion Source T agMigrat ion Source T ag or Migrat ion T ask T agMigrat ion T ask T ag column, and then click

EditEdit .

13.Use tags to manage13.Use tags to manage
migration sources andmigration sources and
migration tasksmigration tasks
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You can also attach tags to a migration task when you create it . For more information, see Step 2:
Create and start  a migration task.

4. In the Edit  T agEdit  T ag dialog box, configure one or more tags.

You can enter tag keys and tag values, or select  exist ing tag keys and tag values.

Not e Not e A maximum of 20 tags can be attached to each migration source or migration task.

5. Click OKOK.

After you attach tags to the migration task, move the pointer over the  icon in the Migrat ionMigrat ion

T ask T ag T ask T ag column to view the tags.

Not e Not e To detach a tag from the migration task, move the pointer over the  icon and

click EditEdit . In the Edit  T agEdit  T ag dialog box, click xx next  to the tag.

Filter migration sources or migration tasks by tagFilter migration sources or migration tasks by tag
After you attach tags to migration sources or migration tasks, you can filter migration sources or
migration tasks by tag and perform management operations.

1. Log on to the SMC console.

2. In the left-side navigation pane, click Migrat ion SourcesMigrat ion Sources or Migrat ion T asksMigrat ion T asks.

3. On the Migrat ion SourcesMigrat ion Sources or Migrat ion T asksMigrat ion T asks page, click T agT ag.

4. Select  a tag key and a tag value.

The migration sources or migration tasks that contain the specified tag are displayed on the page.

Not eNot e

You can select  only tag keys. In this case, all migration sources or migration tasks that
are attached the tag keys are displayed.

To remove a selected tag, click xx next  to the tag.
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After you attach tags to your Server Migration Center (SMC) resources, you can use the tags to
categorize and control access to the resources. This topic describes how to use tags to control the
permissions of Resource Access Management (RAM) users and Security Token Service (STS) roles so that
different users can be granted different access and operation permissions on cloud resources.

PrerequisitesPrerequisites
A RAM user is created by using your Alibaba Cloud account. For more information, see Create a RAM user.

ContextContext
Tags are used to identify and categorize cloud resources. RAM manages the access and operation
permissions of RAM users on cloud resources based on permission policies. You can use tags as
condit ions in RAM policies to implement fine-grained access control on resources.

The following figure shows how to use tags to manage the access and operation permissions of RAM
users on cloud resources. The process is called tag-based authentication.

Not e Not e You can attach tags to SMC resources such as migration sources and migration tasks.
You can attach tags to migration sources only after they are created. For more information, see Use
tags to manage migration sources and migration tasks.

ScenariosScenarios
The scenarios in this topic are used to describe how to perform tag-based authentication.

14.Use tags to implement fine-14.Use tags to implement fine-
grained access controlgrained access control
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For example, you need to grant a RAM user the permissions only on the SMC resources to which the
smc:test  tag is bound, as shown in the following figure.

Scenarios:

Scenario 1: You can create migration tasks only if  the  smc:test  tag is attached to the tasks.

Scenario 2: You can modify, delete, and attach tags only to the resources to which the  smc:test 
tag is attached.

Step 1: Create a custom policy and attach the policy to the RAM userStep 1: Create a custom policy and attach the policy to the RAM user
In this step, a custom policy is created in the RAM console. You can also call the CreatePolicy operation
to create a custom policy. For more information, see Configure the policy.

1. Use your Alibaba Cloud account to log on to the RAM console.

2. In the left-side navigation pane, choose PermissionsPermissions >  > PoliciesPolicies.

3. On the PoliciesPolicies page, click Creat e PolicyCreat e Policy.

4. On the Creat e PolicyCreat e Policy page, click the JSONJSON tab.

5. Configure the policy.

A policy contains a set  of permissions. Each policy includes a version number and one or more
individual statements. Each statement includes the following elements: Effect, Act ion, Resource,
and Condit ion. The Condit ion element is optional. For more information, see Policy elements and
Policy structure and syntax.

i. Modify the policy as needed and click Next : Edit  Basic Inf ormat ionNext : Edit  Basic Inf ormat ion.

You can configure mult iple tag-based condit ions for cloud resources in the  Condition 
element of the custom policy to restrict  operation permissions. The following table describes
supported tag-based authentication condit ions.

Tag-based authentication
condition

Description

Server Migrat ion Cent er Best  Pract ices··Use t ags t o impleme
nt  fine-grained access cont rol

> Document  Version: 20220708 49

https://www.alibabacloud.com/help/doc-detail/28716.htm#doc-api-Ram-CreatePolicy
https://ram.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/93738.htm#concept-xg5-51g-xdb
https://www.alibabacloud.com/help/doc-detail/93739.htm#concept-srq-fbk-xdb


 acs:RequestTag 

Specifies that a specific tag must be included in each API
request.

If an API request does not include tag-related parameters, the
acs:RequestTag condition cannot be used. Otherwise, the
authentication fails.

 acs:ResourceTag 

Specifies that a specific tag must be attached to the specified
resource.

If an API request does not include a resource ID, you cannot use
the acs:ResourceTag condition. Otherwise, the authentication
fails.

Tag-based authentication
condition

Description

Not e Not e When you configure a policy, you can use the  acs:RequestTag  or  acs:Reso
urceTag  condit ion based on whether you need to specify the resource ID and whether
tags can be included in the API request. For more information, see Tag-based
authentication of requests to different API operations.
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{
    "Statement": [
        {
            "Action": "smc:CreateReplicationJob",
            "Condition": {
                "StringEquals": {
                    "acs:RequestTag/smc": "test"
                }
            },
            "Effect": "Allow",
            "Resource": "*"
        },
        {
            "Action": "smc:*",
            "Condition": {
                "StringEquals": {
                    "acs:ResourceTag/smc": "test"
                }
            },
            "Effect": "Allow",
            "Resource": "*"
        },
        {
          "Action": [
                "*:TagResources",
                "*:UntagResources"  
             ],
            "Effect": "Deny",
            "Resource": "*"
        },
        {
            "Action": [
                "*:List*",
                "*:Describe*"
            ],
            "Effect": "Allow",
            "Resource": "*"
        }
    ],
    "Version": "1"
}

The preceding policy can provide access control for the following scenarios.

Scenario Policy
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Scenario 1: You can create
migration tasks only if the  s
mc:test  tag is attached to
the tasks.

{
    "Statement": [
        {
            "Action": "smc:CreateReplicationJob",
            "Condition": {
                "StringEquals": {
                    "acs:RequestTag/smc": "test"
                }
            },
            "Effect": "Allow",
            "Resource": "*"
        },
        {
            "Action": [
                "*:List*",
                "*:Describe*"
            ],
            "Effect": "Allow",
            "Resource": "*"
        }
    ],
    "Version": "1"
}

Scenario Policy
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Scenario 2: You can modify
and delete only the resources
to which the  smc:test  tag
is attached.

{
    "Statement": [
        {
            "Action": "smc:*",
            "Condition": {
                "StringEquals": {
                    "acs:ResourceTag/smc": "test"
                }
            },
            "Effect": "Allow",
            "Resource": "*"
        },
        {
          "Action": [
                "*:TagResources",
                "*:UntagResources"
            ],
            "Effect": "Deny",
            "Resource": "*"
        },
        {
            "Action": [
                "*:List*",
                "*:Describe*"
            ],
            "Effect": "Allow",
            "Resource": "*"
        }
    ],
    "Version": "1"
}                                                  

Scenario Policy

ii. In the Basic Inf ormat ionBasic Inf ormat ion sect ion, enter a policy name in the Name field, and then click OKOK.

6. Attach the policy to the RAM user.

i. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

ii. Attach the policy to the RAM user.

For more information, see Grant permissions to a RAM user.

Step 2: Check whether the policy is in effectStep 2: Check whether the policy is in effect
1. Log on to the SMC console or OpenAPI Explorer as a RAM user.

In this step, the SMC console is used.

2. Check whether the policy is in effect.

Perform the following operations:

Create a migration task:

You can create a migration task for a migration source to which you attach the  smc:test 
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tag.

You cannot create a migration task for a migration source to which you do not attach the
smc:test  tag. You are prompted that you do not have the permission to create the migration
task.

Delete a migration source:

You can delete a migration source to which you attach the  smc:test  tag.

You cannot delete a migration source to which you do not attach the  smc:test  tag. You
are prompted that you do not have the permission to create the migration task.

Tag-based authentication of requests to different API operationsTag-based authentication of requests to different API operations
After policies that contain tag-based condit ions are attached to a RAM user, requests made by the
RAM user to API operations are authenticated based on the tags specified in the policy condit ions. The
following table describes various cases in which requests to different API operations are authenticated
based on tags.

API operation Authentication description

CreateReplicationJob

You do not need to specify the resource ID in a request. The request is
matched against the  acs:RequestTag  policy condition.

If the request contains no tags from the policy condition, the
authentication fails.

If the request contains tags that match or include the tags from the
policy condition, the authentication succeeds.
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ModifyReplicationJobAttribute

You must specify the resource ID in a request. The request is matched
against the  acs:ResourceTag  policy condition.

If the tags attached to the resource do not match the tags specified
in the policy condition, the authentication fails.

If the tags attached to the resource match the tags specified in the
policy condition, the authentication succeeds.

If you update tags for the resource and the request contains the
new tag of the resource, the authentication succeeds only when the
tag matches the tags specified in the policy condition. Otherwise,
the authentication fails.

StartReplicationJob,
StopReplicationJob, and
DeleteSourceServer

You must specify the resource ID in a request. The request is matched
against the  acs:ResourceTag  policy condition.

If the tags of the resource do not match the tags specified in the
policy condition, the authentication fails.

If the tags of the resource match the tags specified in the policy
condition, the authentication succeeds.

API operation Authentication description
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