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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Server Load Balancer (SLB) supports only cert if icates in the PEM format. Before you upload a cert if icate,
make sure that the cert if icate content, cert if icate chain, and private key meet the corresponding
format requirements.

Certificates issued by a root CACertificates issued by a root CA
If  the cert if icate was issued by a root cert if icat ion authority (CA), the received cert if icate is the only one
that needs to be uploaded to SLB. In this case, the website that is configured with this cert if icate is
regarded as a trusted website and does not require addit ional cert if icates.

The cert if icate must meet the following format requirements:

The cert if icate must start  with  -----BEGIN CERTIFICATE-----  and end with -----END CERTIFICATE-
----.

Each line (except the last  line) must contain 64 characters. The last  line can contain 64 or fewer
characters.

The cert if icate content cannot contain spaces.

Certificates issued by an intermediate CACertificates issued by an intermediate CA
If  the cert if icate was issued by an intermediate CA, the received cert if icate file contains mult iple
cert if icates. You must upload both the server cert if icate and the required intermediate cert if icates to
SLB.

The format of the cert if icate chain must meet the following requirements:

The server cert if icate must be put first  and the content of the one or more required intermediate
cert if icates must be put underneath without blank lines between the cert if icates.

The cert if icate content cannot contain spaces.

Blank lines are not allowed between the cert if icates. Each line must contain 64 characters. For more
information, see RFC1421.

Cert if icates must meet the corresponding format requirements. In most cases, the intermediate CA
provides instruct ions about the cert if icate format when cert if icates are issued. The cert if icates must
meet the format requirements.

The following sect ion provides a sample cert if icate chain:

    -----BEGIN CERTIFICATE-----
    -----END CERTIFICATE-----
    -----BEGIN CERTIFICATE-----
    -----END CERTIFICATE-----
    -----BEGIN CERTIFICATE-----
    -----END CERTIFICATE-----

Public keys of certificatesPublic keys of certificates
SLB supports the following public key algorithms:

RSA 1024

RSA 2048

RSA 4096

1.Certificate requirements1.Certificate requirements
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ECDSA P-256

ECDSA P-384

ECDSA P-521

RSA private keysRSA private keys
When you upload a server cert if icate, you must upload the private key of the cert if icate.

An RSA private key must meet the following format requirements:

The private key must start  with  -----BEGIN RSA PRIVATE KEY-----  and end with -----END RSA
PRIVATE KEY-----, and these parts must also be uploaded.

Blank lines are not allowed in the content. Each line (except the last  line) must contain 64 characters.
The last  line can contain 64 or fewer characters. For more information, see RFC1421.

You may use an encrypted private key. For example, the private key starts with  ----BEGIN PRIVATE
KEY-----  and ends with -----END PRIVATE KEY-----, or starts with  -----BEGIN ENCRYPTED PRIVATE
KEY-----  and ends with -----END ENCRYPTED PRIVATE KEY-----. The private key may also contain
 Proc-Type: 4,ENCRYPTED . In this case, you must first  run the following command to convert  the

private key:

openssl rsa -in old_server_key.pem -out new_server_key.pem

Cert ificat e management ··Cert ificat
e requirement s
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When you configure an HTTPS listener, you can use a cert if icate from Cert if icate Management Service or
upload a third-party server cert if icate and cert if icat ion authority (CA) cert if icate to .

supports the following cert if icates:

Cert if icates issued and hosted by Alibaba Cloud Cert if icate Management Service: After you purchase
a cert if icate from Cert if icate Management Service, you will be notified when the cert if icate is about
to expire. You can renew the cert if icate with one click.

Client  CA cert if icates are not supported.

Third-party cert if icates: To upload a third-party cert if icate, you need the public key and private key
files of the cert if icate.

Server cert if icates and client  CA cert if icates are supported.

Before you create a cert if icate, take note of the following rules:

If  you want to use a cert if icate in mult iple regions, you must select  all of the required regions when
you create the cert if icate.

Each region supports at  most 100 server cert if icates.

Each region supports at  most 100 client  CA cert if icates.

This topic describes how to use a cert if icate from Alibaba Cloud SSL Cert if icates Service when you
specify a cert if icate for Classic Load Balancer (CLB) instances. To provide reliable HTTPS services,
Alibaba Cloud SSL Cert if icates Service offers digital cert if icates that are issued by different authorit ies.
This prevents eavesdropping, tampering, and man-in-the-middle (MITM) attacks. You can use Alibaba
Cloud SSL Cert if icates Service to manage the lifecycle of different cert if icates and efficiently deploy
cert if icates.

PrerequisitesPrerequisites
To use a cert if icate from SSL Cert if icates Service, you must log on to the SSL Cert if icates Service
console. Then, you can purchase a cert if icate or upload a cert if icate issued by a third party to SSL
Cert if icates Service.

ContextContext
For more information, see SSL Cert if icates Service.

ProcedureProcedure
1. 

2. 

3. In the left-side navigation pane, choose CLB (Formerly Known as SLB)CLB (Formerly Known as SLB) >  > Cert if icat esCert if icat es.

2.Create a certificate2.Create a certificate
2.1. Overview2.1. Overview

2.2. Use a certificate from Alibaba Cloud2.2. Use a certificate from Alibaba Cloud
SSL Certificates ServiceSSL Certificates Service

Server Load Balancer Cert ificat e management ··Creat e a c
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4. On the Cert if icat esCert if icat es page, click Creat e Cert if icat eCreat e Cert if icat e.

5. In the Creat e Cert if icat eCreat e Cert if icat e panel, select  Alibaba Cloud Cert if icat esAlibaba Cloud Cert if icat es, select  the region where the
cert if icate is deployed, and select  the resource group to which the cert if icate belongs. Then, select
the cert if icate from the Cert if icates drop-down list .

Cert if icates cannot be deployed across regions. If  you want to deploy a cert if icate across regions,
you must specify the regions where you want to deploy the cert if icate.

6. Click Creat eCreat e.

Related informationRelated information
UploadServerCert if icate

This topic describes how to upload a third-party cert if icate. You must obtain the public key or private
key file of the cert if icate before you can upload a third-party cert if icate.

PrerequisitesPrerequisites
Before you upload a third-party cert if icate, make sure that the following requirements are met:

A server cert if icate is purchased.

A CA cert if icate and a client  cert if icate are generated. For more information, see Generate a CA
cert if icate.

ProcedureProcedure
1. 

2. 

3. In the left-side navigation pane, choose CLB (Formerly Known as SLB)CLB (Formerly Known as SLB) >  > Cert if icat esCert if icat es.

4. On the Cert if icat esCert if icat es page, click Creat e Cert if icat eCreat e Cert if icat e.

5. In the Creat e Cert if icat eCreat e Cert if icat e panel, select  Upload T hird-part y Cert if icat eUpload T hird-part y Cert if icat e.

6. After you select  Upload T hird-part y Cert if icat eUpload T hird-part y Cert if icat e, configure the cert if icate.

Parameter Description

Cert if icat e NameCert if icat e Name

Enter a name for the certificate.

The name must be 1 to 80 characters. The name can contain only letters,
digits, hyphens (-), forward slashes (/), periods (.), underscores (_), and
asterisks (*).

Resource GroupResource Group Select the resource group to which the certificate belongs.

Cert if icat e T ypeCert if icat e T ype

Select the type of certificate that you want to upload.

Server Cert if icat eServer Cert if icat e: For HTTPS one-way authentication, only the server
certificate and the private key are required.

CA Cert if icat eCA Cert if icat e: For HTTPS mutual authentication, both the server
certificate and the CA certificate are required.

2.3. Upload a third-party certificate2.3. Upload a third-party certificate

Cert ificat e management ··Creat e a c
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Public KeyPublic Key
Cert if icat eCert if icat e

Paste the contents of the server certificate or CA certificate into the field.
The public key certificate contains the public key and signature information.

SLB instances use NGINX certificates obtained from a certificate provider. In
most cases, NGINX certificates are suffixed with .pem, and some certificates
may be suffixed with .crt.

Click ExampleExample to view the valid certificate formats. For more information,
see Certificate requirements.

Parameter Description

Server Load Balancer Cert ificat e management ··Creat e a c
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Privat e KeyPrivat e Key

Paste the private key of the server certificate into the field. In most cases,
NGINX certificates are obtained from a certificate provider and are suffixed
with .key.

Click ExampleExample to view the valid certificate formats. For more information,
see Certificate requirements.

SLB supports the following private key formats:

-----BEGIN RSA PRIVATE KEY-----
Private key (Base64 encoded)
-----END RSA PRIVATE KEY-----

and

-----BEGIN EC PARAMETERS-----
Private key (Base64 encoded)
-----END EC PARAMETERS-----
-----BEGIN EC PRIVATE KEY-----
Private key (Base64 encoded)
-----END EC PRIVATE KEY-----

Not iceNot ice

A private key is required only when you upload a server
certificate.

Regions that support Elliptic Curve (EC) keys:

UK (London)

China (Qingdao)

China (Hohhot)

China (Chengdu)

Japan (Tokyo)

India (Mumbai)

Australia (Sydney)

Malaysia (Kuala Lumpur)

US (Silicon Valley)

US (Virginia)

Germany (Frankfurt)

UAE (Dubai)

Parameter Description

Cert ificat e management ··Creat e a c
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RegionRegion

Select the region where you want to deploy the certificate.

A certificate cannot be used across regions. If you want to use the certificate
in multiple regions, select the regions where you want to use the certificate.

Parameter Description

7. Click Creat eCreat e.

Related informationRelated information

ReferencesReferences
UploadCACert if icate

UploadServerCert if icate
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When you configure an HTTPS listener, you can use a self-signed CA cert if icate. You can also use the CA
cert if icate to sign a client  cert if icate.

Generate a CA certificate by using OpenSSLGenerate a CA certificate by using OpenSSL

1. Run the following commands to create a ca folder in the  /root  directory and then create four

subfolders under the ca folder:

sudo mkdir ca
cd ca
sudo mkdir newcerts private conf server

The newcerts folder is used to store the digital cert if icate signed by the CA cert if icate.

The private folder is used to store the private key of the CA cert if icate.

The conf folder is used to store the configuration files used for simplifying parameters.

The server folder is used to store the server cert if icate.

2. Create an openssl.conf file that contains the following information in the  conf  directory:

 [ ca ]
 default_ca = foo
 [ foo ] 
 dir = /root/ca
 database = /root/ca/index.txt
 new_certs_dir = /root/ca/newcerts
 certificate = /root/ca/private/ca.crt
 serial = /root/ca/serial
 private_key = /root/ca/private/ca.key
 RANDFILE = /root/ca/private/.rand
 default_days = 365
 default_crl_days= 30
 default_md = md5
 unique_subject = no
 policy = policy_any
 [ policy_any ]
 countryName = match
 stateOrProvinceName = match
 organizationName = match
 organizationalUnitName = match
 localityName = optional
 commonName = supplied
 emailAddress = optional

3. Run the following commands to generate a private key:

cd /root/ca
sudo openssl genrsa -out private/ca.key

The following figure shows the command output.

3.Generate a CA certificate3.Generate a CA certificate

Cert ificat e management ··Generat e 
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4. Run the following command, enter the required information as prompted, and then press Enter to
generate a .csr f ile.

sudo openssl req -new -key private/ca.key -out private/ca.csr 

Not eNot e

Common Name specifies the domain name of the Classic Load Balancer (CLB) instance.

5. Run the following command to generate a .crt  f ile:

sudo openssl x509 -req -days 365 -in private/ca.csr -signkey private/ca.key -out privat
e/ca.crt

6. Run the following command to set  the init ial sequence number of the CA key. The key can be any
four characters:

sudo echo FACE > serial

7. Run the following command to create a CA key library:

sudo touch index.txt

8. Run the following command to create a cert if icate revocation list  for removing the client
cert if icate:

sudo openssl ca -gencrl -out /root/ca/private/ca.crl -crldays 7 -config "/root/ca/conf/
openssl.conf"

Output:

Using configuration from /root/ca/conf/openssl.conf

Sign the client certificateSign the client certificate

1. Run the following command to create the  users  directory in the  ca  directory to store client

keys:

sudo mkdir users

2. Run the following command to create a client  key:

sudo openssl genrsa -des3 -out /root/ca/users/client.key 1024

Not eNot e

When you create the key, enter a passphrase to prevent unauthorized access. Enter the same
password twice.

3. Run the following command to create a .csr f ile for the client  key:

Server Load Balancer Cert ificat e management ··Generat e 
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sudo openssl req -new -key /root/ca/users/client.key -out /root/ca/users/client.csr

Enter the passphrase in Step 2 and other required information as prompted.

Not eNot e

A challenge password is the password of the client  cert if icate. Note that the challenge
password is not the password of the client  key.

4. Run the following command to use the CA key to sign the client  key:

sudo openssl ca -in /root/ca/users/client.csr -cert /root/ca/private/ca.crt -keyfile /r
oot/ca/private/ca.key -out /root/ca/users/client.crt -config "/root/ca/conf/openssl.con
f"

Enter y when you are prompted to confirm the following two operations.

5. Run the following command to convert  the cert if icate to a PKCS12 file.

sudo openssl pkcs12 -export -clcerts -in /root/ca/users/client.crt -inkey /root/ca/user
s/client.key -out /root/ca/users/client.p12

Enter the passphrase of the client  key as prompted and press Enter. Then, enter the password used
to export  the client  cert if icate. This password is used to protect  the client  cert if icate and is
required when the client  cert if icate is installed.

6. Run the following commands to view the generated client  cert if icate:

 cd users
 ls

Cert ificat e management ··Generat e 
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Server Load Balancer (SLB) supports PEM cert if icates only. Cert if icates in other formats must be
converted to the PEM format before they can be uploaded to SLB. We recommend that you use Open
SSL for conversion.

Convert DER to PEMConvert DER to PEM
DER: This format is usually used on a Java platform. The cert if icate file suffix is generally . der, . cer, or .
crt .

Run the following command to convert  the cert if icate format:

openssl x509 -inform der -in certificate.cer -out certificate.pem

Run the following command to convert  the private key:

openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem

Convert P7B to PEMConvert P7B to PEM
P7B: This format is usually used in a Windows server and Tomcat.

Run the following command to convert  the cert if icate format:

openssl pkcs7 -print_certs -in incertificate.p7b -out outcertificate.cer

Convert PFX to PEMConvert PFX to PEM
PFX: This format is usually used in a Windows server.

Run the following command to extract  the cert if icate:

openssl pkcs12 -in certname.pfx -nokeys -out cert.pem

Run the following command to extract  the private key:

openssl pkcs12 -in certname.pfx -nocerts -out key.pem -nodes

4.Convert the certificate format4.Convert the certificate format
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This topic describes how to replace a cert if icate with a new cert if icate. We recommend that you
replace cert if icates before they expire to avoid service interruption.

ProcedureProcedure
1. Click the ID of the Server Load Balancer (SLB) instance for which you want to replace the cert if icate

and select  the List enerList ener tab.

2. Find the HTTPS listener for which you want to replace the cert if icate and click ManageManage
Cert if icat eCert if icat e in the Act ionsAct ions column.

3. On the Manage Cert if icat eManage Cert if icat e page, select  Add Server Cert if icate.

You can also select  Creat e Server Cert if icat eCreat e Server Cert if icat e or Purchase Cert if icat ePurchase Cert if icat e. For more information
about how to create a server cert if icate, see Overview.

4. On the Advanced Set t ingsAdvanced Set t ings tab, click Modif yModif y and select  whether to enable mutual authentication
and TLS security policy. For more information, see Add an HTTPS listener.

5. Click OKOK.

6. On the Cert if icat esCert if icat es page, find the expired cert if icate and click Delet eDelet e.

7. In the message that appears, click OKOK.

Not e Not e If  the cert if icate is associated with another listener, it  cannot be deleted.

Related informationRelated information
Add an HTTPS listener

Replace mult iple cert if icates at  a t ime

5.Replace a certificate5.Replace a certificate
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This topic describes how to replace mult iple expired cert if icates at  a t ime. You can replace addit ional
cert if icates and cert if icates for listeners.

ProcedureProcedure
1. 

2. 

3. In the left-side navigation pane, choose CLB (Formerly Known as SLB)CLB (Formerly Known as SLB) >  > Cert if icat esCert if icat es.

4. On the Cert if icat esCert if icat es page, find the cert if icate that you want to replace and click ReplaceReplace in the
Act ionsAct ions column.

Not e Not e Only cert if icates associated with at  least  one listener or addit ional cert if icate can
be replaced.

5. On the Replace Server Cert if icat eReplace Server Cert if icat e page, replace the cert if icate.

The following table describes the parameters.

Parameter Description

Replace Mode: Creat e and Replace Cert if icat eCreat e and Replace Cert if icat e

Select Certificate Source: Alibaba CloudAlibaba Cloud
Cert if icat esCert if icat es

Set RegionRegion and Resource GroupResource Group, and select a
certificate from Cert if icat esCert if icat es .

Select Certificate Source: Upload T hird-part yUpload T hird-part y
Cert if icat eCert if icat e

Upload a third-party certificate. For more
information, see Upload a third-party certificate.

Replace Mode: Replace wit h Saved Cert if icat eReplace wit h Saved Cert if icat e

Server Cert if icat e f or ReplacementServer Cert if icat e f or Replacement
Select a server certificate from the list  of existing
certificates.

6. Click ReplaceReplace.

7. Click View Cert if icat eView Cert if icat e. On the Cert if icat esCert if icat es page, you can check whether the cert if icates for the
listeners or addit ional cert if icates are replaced with the new one.

6.Replace multiple certificates at a6.Replace multiple certificates at a
timetime
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This topic provides answers to some frequently asked questions about cert if icate upload failures.

How can I resolve the Invalid Parameter error when I create a cert if icate?

How can I resolve the Invalid Format error when I create a server cert if icate?

How can I resolve the Cert if icate Chain Not found error when I create a cert if icate?

How can I resolve the Invalid Format error when I specify a private key?

How can I resolve the Invalid Format error when I specify a public key?

How can I resolve the Cert if icate Not Found error when I associate a server cert if icate with an HTTPS
listener?

How can I resolve the Invalid Parameter error when I create aHow can I resolve the Invalid Parameter error when I create a
certificate?certificate?
On the Cert if icat esCert if icat es page, after I click Creat e Cert if icat eCreat e Cert if icat e, select  Alibaba Cloud Cert if icat esAlibaba Cloud Cert if icat es, and
then click Creat eCreat e, the message Invalid paramet er.Invalid paramet er. appears.

The error may be caused by one of the following reasons:

The content of the public key is invalid.

The format in which the cert if icate is encoded is not supported.

To check whether the content of a public key is valid, upload the cert if icate to a Linux server and run
the following command:

openssl x509 -noout -text -in myprivate.pem

If  the following error is returned, it  indicates that the content of the public key is invalid.

If  the following message is returned, it  indicates that the content of the public key is valid.

Alibaba Cloud supports cert if icates encoded in RFC4648 Base64. To prevent upload failures, make
sure that your cert if icate is encoded in the format supported by Alibaba Cloud.

IssueIssue

CauseCause

SolutionSolution

7.FAQ about certificate upload7.FAQ about certificate upload
failuresfailures
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How can I resolve the Invalid Format error when I create a serverHow can I resolve the Invalid Format error when I create a server
certificate?certificate?
On the Cert if icat esCert if icat es page, after I click Creat e Cert if icat eCreat e Cert if icat e, select  Upload T hird-part y Cert if icat eUpload T hird-part y Cert if icat e,
and then click Creat eCreat e, the message T he specif ied Server Cert if icat e f ormat  is invalid. Check t heT he specif ied Server Cert if icat e f ormat  is invalid. Check t he
f ormat  and t ry again.f ormat  and t ry again. appears.

The content of the private key is invalid.

To check whether the content of a private key is invalid, upload the cert if icate to a Linux server and run
the following command:

openssl rsa -in myprivate.key -check

If  the following error is returned, it  indicates that the content of the private key is invalid.

If  the following message is returned, it  indicates that the content of the private key is valid.

IssueIssue

CauseCause

SolutionSolution

How can I resolve the Certificate Chain Not found error when I createHow can I resolve the Certificate Chain Not found error when I create
a certificate?a certificate?
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On the Cert if icat esCert if icat es page, after I click Creat e Cert if icat eCreat e Cert if icat e, select  Upload T hird-part y Cert if icat eUpload T hird-part y Cert if icat e,
and then click Creat eCreat e, the message No cert if icat e chain is f ound.No cert if icat e chain is f ound. appears.

In most cases, a cert if icate file obtained from a cert if icate provider contains a cert if icate issued by an
intermediate cert if icat ion authority (CA) and your cert if icate. This is also known as a cert if icate chain.
Before you upload a cert if icate, you must verify that the cert if icate chain is valid.

Contact  the CA that issues the cert if icate to verify the cert if icate chain.

IssueIssue

CauseCause

SolutionSolution

How can I resolve the Invalid Format error when I specify a privateHow can I resolve the Invalid Format error when I specify a private
key?key?
On the Cert if icat esCert if icat es page, after I click Creat e Cert if icat eCreat e Cert if icat e, select  Upload T hird-part y Cert if icat eUpload T hird-part y Cert if icat e,
and then enter the content of a private key, the message T he f ormat  of  t he privat e key cont ent  isT he f ormat  of  t he privat e key cont ent  is
invalid.invalid. appears.

The error may be caused by one of the following reasons:

The format of the RSA private key cert if icate is invalid. The RSA private key must start  with  -----BEG
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IN RSA PRIVATE KEY-----  and end with  -----END RSA PRIVATE KEY----- .

The content of the ellipt ic curve (EC) private key cert if icate is not found. An EC private key cert if icate
consists of two sect ions. The first  part  starts with  -----BEGIN EC PARAMETERS-----  and ends with
 -----END EC PARAMETERS----- . The second part  starts with  -----BEGIN EC PRIVATE KEY----- 

and ends with  -----END EC PRIVATE KEY----- .

If  the format of the RSA private key cert if icate is invalid, upload the cert if icate to a Linux server and
run the following command to convert  the format:

openssl rsa -in myprivate.key  -out  myprivate.pem

If  the content of the EC private key is not found, contact  the CA that issues the cert if icate to verify
the private key.

IssueIssue

CauseCause

SolutionSolution

How can I resolve the Invalid Format error when I specify a publicHow can I resolve the Invalid Format error when I specify a public
key?key?
On the Cert if icat esCert if icat es page, after I click Creat e Cert if icat eCreat e Cert if icat e, select  Upload T hird-part y Cert if icat eUpload T hird-part y Cert if icat e,
and then enter the content of a public key, the message T he f ormat  of  t he cert if icat e cont ent  isT he f ormat  of  t he cert if icat e cont ent  is
invalid.invalid. appears.

The format of the public key content is invalid. It  must start  with  -----BEGIN CERTIFICATE-----  and
end with  -----END CERTIFICATE----- .

Contact  the CA that issues the cert if icate to verify the public key.

IssueIssue

CauseCause

SolutionSolution

How can I resolve the Certificate Not Found error when I associate aHow can I resolve the Certificate Not Found error when I associate a
server certificate with an HTTPS listener?server certificate with an HTTPS listener?
When I configure an HTTPS listener, after I select  a server cert if icate in the SSL Cert if icat esSSL Cert if icat es step, the
message T he cert if icat e does not  exist .T he cert if icat e does not  exist . appears.
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The HTTPS listener of the Classic Load Balancer (CLB) instance is created by using an Alibaba Cloud
account. The cert if icate is created by using an Alibaba Finance Cloud account. Therefore, the system
cannot identify the cert if icate that you uploaded.

Use the same account to create the CLB instance and upload the cert if icate.

IssueIssue

CauseCause

SolutionSolution
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