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Server Load Balancer Monitoring- Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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Server Load Balancer .
metrics

1.Monitoring and alerting metrics

This topic lists major metrics for Server Load Balancer (SLB) Layer 4 and Layer 7 protocols and provides
corresponding descriptions. You can set the thresholds of metrics, and create alert rules to trigger
alerts.

Precautions

e (Callthe Cloud Monitor APIto query monitoring data fromthe last 31 days.

e Set Project to acs_slb_dashboard, and set the data sampling period to 60 seconds. The Period
parameter can be set only to a multiple of 60.

e Set the Dimensions parameter to a JSON string. Example: [{"instanceId":"lb-bplr92vzpemy099f****

*k1Y

In Dimensions, instanceld specifies the ID of the SLB instance, port specifies the port number of the
SLB instance, and vip specifies the service address of the SLB instance.

Layer 4 protocol metrics

Metric Description Unit Dimension Statistics
The number of Average
HeathyServerCoun ’
; 4 healthy ECS Count instanceld Minimum, and
instances. Maximum
The number of Average,
UnhealthyServerCo . L
unt 4 unhealthy ECS Count instanceld Minimum, and
instances. Maximum
The number of
outbound packets instanceld, port Average,
PacketTX Count/Second ) ! ’ Minimum, and
sent per second and vip )
Maximum
on a port.
The number of Averade
inbound packets instanceld, port, . 9e,
PacketRX . Count/Second . Minimum, and
received per and vip .
Maximum
second on a port.
The amount of . Average,
. . . instanceld, port, L
TrafficRXNew data received per bit/s and vi Minimum, and
second on a port. P Maximum
The amount of instanceld. port Average,
TrafficTXNew data sent per bit/s and vi +port, Minimum, and
second on a port. P Maximum
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Metric

ActiveConnection

InactiveConnection

Description Unit

The number of
active connections
to an SLB instance
on a port, which
indicates the
number of
connections that
clients set up to
access the SLB
instance.

It indicates the
number of TCP
connections that
are inthe

EST ABLISHED
state. If persistent
connections are
used, a
connection can
transfer multiple
file requests
simultaneously.

Count

The number of
inactive
connections to an
SLB instance on a
port, which
indicates the
number of idle
connections to
the SLB instance.

It indicates the
number of TCP
connections that
are not inthe
ESTABLISHED
state. You can run
the netstat -
an command to
view the
connections for
both Windows
and Linux
instances.

Count

Dimension

instanceld, port,

and vip

instanceld, port,
and vip

Statistics

Average,
Minimum, and
Maximum

Average,
Minimum, and
Maximum
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metrics
Metric Description Unit Dimension Statistics
The number of
new TCP
connections Average
. established instanceld, port, . 9¢,
NewConnection . Count . Minimum, and
between clients and vip Maximum
and an SLB
instance within a
statistical period.
The number of instanceld. port Average,
MaxConnection established TCP Count and vi »port, Minimum, and
connections. P Maximum
The number of
connections instanceld, port Average,
DropConnection Count/Second Y ’ Minimum, and
dropped per and vip )
Maximum
second.
The number of
inbound packets instanceld, port Average,
DropPacketRX Count/Second o ’ Minimum, and
dropped per and vip .
Maximum
second.
The number of Average
outbound packets instanceld, port, . 9¢,
DropPacketTX Count/Second ) Minimum, and
dropped per and vip .
Maximum
second.
The amount of
inbound traffic instanceld, port Average,
DropTrafficRX bit/s . ! ’ Minimum, and
dropped per and vip )
Maximum
second.
The amount of
outbound traffic instanceld, port Average,
DropTrafficTX bit/s ! ’ Minimum, and
dropped per and vip .
Maximum
second.
The number of
. . . Average,
InstanceActiveCon active connections . .
. Count/Second instanceld Minimum, and
nection per second on an .
. Maximum
instance.
The number of
connections Average,
InstanceDropConn . L
ection dropped per Count/Second instanceld Minimum, and
second on an Maximum
instance.
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Server Load Balancer

per second.

metrics
Metric Description Unit Dimension Statistics
The number of
inbound packets Average,
InstanceDropPacke . L
tRX dropped per Count/Second instanceld Minimum, and
second on an Maximum
instance.
The number of
outbound packets Average,
InstanceDropPacke P . . 9
X dropped per Count/Second instanceld Minimum, and
second on an Maximum
instance.
The amount of
. inbound traffic Average,
InstanceDropTraffi . . L 9
CRX dropped per bit/s instanceld Minimum, and
second on an Maximum
instance.
The amount of
. outbound traffic Average,
InstanceDropTraffi . . L 9
TX dropped per bit/s instanceld Minimum, and
second on an Maximum
instance.
The number of
. . . Average,
InstancelnactiveCo idle connections . L
. Count/Second instanceld Minimum, and
nnection per second on an .
. Maximum
instance.
The maximum
number of
Average,
InstanceMaxConne concurrent . .
. ) Count/Second instanceld Minimum, and
ction connections per .
Maximum
second on an
instance.
The number of
. Average,
InstanceNewConn new connections . L
; Count/Second instanceld Minimum, and
ection per second on an .
. Maximum
instance.
The number of
request packets Average,
InstancePacketRX received by an SLB Count/Second instanceld Minimum, and
instance per Maximum
second.
The number of
ackets sent by Average,
InstancePacketTX P ) Count/Second instanceld Minimum, and
an SLB instance .
Maximum
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Metric

InstanceT rafficRX

InstanceT rafficT X

InstanceMaxConne
ctionUtilization

InstanceNewConn
ectionUtilization

Description

The traffic
consumed to
access an SLB
instance from the
Internet.

The traffic
consumed by an
SLB instance to
access the
Internet.

The maximum
utilization of
connections.

The utilization of
new connections.

Layer 7 protocol metrics

Metric

Qps

Rt

StatusCode2xx

Description

The queries per
second (QPS)
through a port,
which indicates
the number of
HTTP and HTTPS
requests
processed per
second.

The average
latency of
requests on a
port, which
indicates the
average response
time of an SLB
instance.

The number of
2xx status codes
returned by an SLB
instance to the
client through a
port.

Unit

bit/s

bit/s

%

%

Unit

Count/Second

Count/Second

Dimension

instanceld

instanceld

instanceld

instanceld

Dimensions

instanceld, port,
and vip

instanceld, port,
and vip

instanceld, port,
and vip

Statistics

Average,
Minimum, and
Maximum

Average,
Minimum, and
Maximum

Average,
Minimum, and
Maximum

Average,
Minimum, and
Maximum

Statistics

Average

Average

Average
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Metric

StatusCode3xx

StatusCodedxx

StatusCode5xx

StatusCodeOther

UpstreamCodedxx

UpstreamCode5xx

UpstreamRt

Description

The number of
3xx status codes
returned by an SLB
instance to the
client through a
port.

The number of
4xx status codes
returned by an SLB
instance to the
client through a
port.

The number of
5xx status codes
returned by an SLB
instance to the
client through a
port.

The number of
other status
codes returned by
an SLB instance to
the client through
a port.

The number of
4xx status codes
returned by
backend servers
to an SLB instance
through a port.

The number of
5xx status codes
returned by
backend servers
to the client
through a port.

The average
latency of
requests sent by
backend servers
to the proxy
through a port.

Unit

Count/Second

Count/Second

Count/Second

Count/Second

Count/Second

Count/Second

Dimensions Statistics

instanceld, port,

Average
and vip 9

instanceld, port,

Average
and vip 9

instanceld, port,

Average
and vip verag

instanceld, port,

Average
and vip verag

instanceld, port,

. Average
and vip 9

instanceld, port,

. Average
and vip 9

instanceld, port,

Average
and vip 9
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Metric

InstanceQps

InstanceRt

InstanceStatusCod
e2xx

InstanceStatusCod
e3xx

InstanceStatusCod
e4xx

InstanceStatusCod
e5xx

InstanceStatusCod
eOther

InstanceUpstream
Codedxx

Description

The queries per
second (QPS) on
an instance, which
indicates the
number of HTTP
and HTTPS
requests
processed per
second.

The average
response latency
of aninstance.

The number of
2xx status codes
returned by an SLB
instance to the
client.

The number of
3xx status codes
returned by an SLB
instance to the
client.

The number of
4xx status codes
returned by an SLB
instance to the
client.

The number of
5xx status codes
returned by an SLB
instance to the
client.

The number of
other status
codes returned by
an SLB instance to
the client.

The number of
4xx status codes
returned by
backend servers
to an SLB
instance.

Unit

Count/Second

ms

Count/Second

Count/Second

Count/Second

Count/Second

Count/Second

Count/Second

Dimensions

instanceld

instanceld

instanceld

instanceld

instanceld

instanceld

instanceld

instanceld

Statistics

Average

Average

Average

Average

Average

Average

Average

Average
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metrics
Metric Description Unit Dimensions Statistics
The number of
5xx status codes
InstanceUpstream returned b
P y Count/Second instanceld Average
Code5xx backend servers
to an SLB
instance.
The average
latency of
requests sent
InstanceUpstream .
Rt from backend ms instanceld Average
servers of an SLB
instance to a
proxy.
InstanceQpsUtiliza The QPS Average,
. P e % instanceld Minimum, and
tion utilization. .
Maximum

12
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2.Monitoring
2.1. View monitoring data in the console

You can use Cloud Monitor to view the monitoring data of a Server Load Balancer (SLB) instance, such as
the number of connections, number of packets, and traffic.

Procedure

1. Log onto the SLB console.

2. OntheInstances page, select the region in which the SLB instance that you want to view resides.

3. Find the SLB instance and click the monitoring icon .

4. Select the monitoring metrics that you want to view.

Server Load Balanc...

Create Instance. Selectatag V' Zones: Al FuzzyMatch V| Enteraname. IDor, IP address  'Q ¢ = & ®

Health

nstance Name/ID P Address 7 Status T Monitoring ek Port/Health Check/Backend Server v Actions
ec
aut — Configure Listener
Ib-1 g i , sptets v Active @ HTTPS: 443 ©  Abnormal Default Server Group 1 v Add Backend Servers
- Address
he tag is not set. Moraw.
Monitored Instance(auto_named_slb/Ib- ) X

Alarm Rules (<}
Dimension: Instance ™ Statistics: Average Duration: 6 hours ¥ Oct 17, 2019 05:45:44 0ct 17,2019 11:45:44  [H

Oct 17, 2019, 05:46:00 Oct 17, 2019, 06:46:00 Oct 17, 2019, 07:46:00 Oct 17, 2019, 08:46:00 Oct 17, 2019, 09:46:00 Oct 17, 2019, 10:46:00

A Active Connections Count(item(s nactive Connections Count(item(s)) " Max Concurrent Connections Count(item(s @

The following table lists the monitoring metrics of SLB instances.

Monitoring metric Description

o Inbound Traffic: the amount of traffic consumed to access an
SLB instance.

Traffic
©o QOutbound Traffic: the amount of traffic consumed by an SLB
instance to access the Internet.
o Inbound Packets: the number of request packets received per
second.
Packets

o Qutbound Packets: the number of response packets sent per
second.
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Monitoring metric

Concurrent Connections

New Connections

Dropped Traffic

Dropped Packets

Dropped Connections

Description

o Active Connections Count: the number of TCP connections that
are in the ESTABLISHED state. If persistent connections are used, a
connection may transfer multiple file requests simultaneously.

o |nactive Connections Count: the number of TCP connections that
are not in the ESTABLISHED state. You can runthe netstat -an
command to view the connections for both Windows and Linux
instances.

o Maximum Concurrent Connections Count: the total number of
TCP connections.

The average number of new TCP connections established between
clients and SLB instances in a statistical period.

o Dropped Inbound Traffic: the amount of inbound traffic dropped
per second.

o Dropped Outbound Traffic: the amount of outbound traffic
dropped per second.

o Dropped Inbound Packets: the number of inbound packets
dropped per second.

o Dropped Outbound Packets: the number of outbound packets
dropped per second.

The number of connections dropped per second.

Metrics specific to Layer 7 (HTTP or HTTPS) listeners

Layer-7 QPS

Response Time (Listener)

HTTP Status Code
2XX/3XX/4XX/5XX/0ther
HTTP Status Codes
(Listener)

HTTP Status Code 4XX/5XX
(Server)

Response Time (Server)

The number of HTTP or HTTPS requests that can be processed per
second.

The average response time of an SLB instance.

The number of HTTP response codes returned by listeners.

The number of HTTP response codes returned by backend servers.

The average response time of backend servers.

2.2. View monitoring data by calling API

operations

14
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T his topic describes how to view the monitoring metrics and detailed monitoring data of an SLB
instance by calling the CloudMonitor APl operations.

Prerequisites

Note that SLBis the product label that has been configured in CloudMonitor.

Context
The procedure is as follows:

1. You can call the DescribeProjectMeta operation to query the namespace of SLB in CloudMonitor.

2. (Optional)You can call the DescribeMetricMet alList operation to query the descriptions of SLB time
series metrics that are supported in CloudMonitor. For more information, see Monitoring and
alerting metrics.

3. View monitoring metrics.

o You can call the DescribeMetricLast operation to query the up-to-date monitoring data of a
specified metric for SLB.

o You can call the DescribeMetriclList operation to query the monitoring data of time series metrics
for an SLB instance within a specified time period.

This topic takes the QPS metric as an example. The SLB instance ID is lb-bp1r92vzpemy099*****, and a
Layer-7 listener has been configured.

DescribeProjectMeta

You can call this operation to query the namespace of SLB in CloudMonitor. For more information, see
DescribeProjectMeta.

1. Set the value of the request parameterLabelsto [{"name":"product", "value":"s1B"}] ,and
keep all other parameters as default.

Sample requests

http (s) ://[Endpoint]/? Action=DescribeProjectMeta
&Labels=[{"name":"product","value":"SLB"}]

&<Common request parameters>

2. Based onthe returned parameters, the value of Namespace in CloudMonitoris  acs slb_dashboa
rd

Sample responses:
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"PageSize": 30,
"RequestId": "75B895A2-62A4-411E-871C-0EED97CCOD26",
"PageNumber": 1,
"Total": 1,
"Resources": {
"Resource": [
{
"Description": "SLB",
"Labels": "[{\"name\":\"product\",\"value\":\"SLB\"}, {\"name\":\"produc
tCategory\", \"value\":\"slb\"}, {\"name\":\"groupFlag\", \"value\":\"true\"}, {\"name\":\"

cnName\", \"value\":\"SLB\"}, {\"name\":\"enName\", \"value\":\"Server Load Balancer\"}]",

"Namespace": "acs slb dashboard"

}I
"Code": 200,

"Success": true

DescribeMetricMetalist

You can call this operation to query the descriptions of time series metrics that are supported in
CloudMonitor. For more information, see DescribeMetricMetalist.

1. Set the value of the request parameter Namespace to acs slb dashboard ,and keep all other
parameters as default.

Sample requests

http(s) ://[Endpoint]/? Action=DescribeMetricMetalist
&Namespace=acs_slb dashboard

&<Common request parameters>

2. You can view the time series metrics of SLB based on the returned parameters. Check whether the
Qps parameter is returned in this example.

Sample responses:

"TotalCount": 53,
"RequestId": "789846B4-56FC-4681-998C-5B7DBDFBE28F",

"Resources": {
"Resource": [
{
"MetricName": "ActiveConnection",
"Periods": "60,300",
"Description”: "Number of active connections on the port",
"Dimensions": "userId, instanceld,port,protocol”,
"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count\"}, {\"name\":\"mi

nAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"}, {\"na
me\":\"is alarm\",\"value\":\"true\"}1",

"Unit": "Count",
"Statistics": "Average,Minimum,Maximum",
"Namespace": "acs_slb dashboard"
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"MetricName": "DropConnection",
"Periods": "60,300",
"Description": ""

"Dimensions": "userId, instanceld,port,protocol”,

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"

}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit" : "Counts/s"
"Statistics":"Average,Minimum, Maximum",

"Namespace": "acs_slb dashboard"

"MetricName": "DropPacketRX",

"Periods":"60,300",

"Description": "",

"Dimensions": "userId, instanceld,port,protocol”,

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"
}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "DropPacketTX",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userld, instanceld,port,protocol",

"Labels": "[{\"name\":\"alertUnit\",\"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"

}, {\"name\":\"is alarm\",\"value\":\"true\"}1",

"Unit": "Count/s",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_ slb dashboard"

"MetricName": "DropTrafficRX",

"Periods": "60,300",

"Description": "",

"Dimensions": "userId, instanceld,port,protocol”,

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"bits/s\"}, {\"name\":\"m

inAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"}, {\"n

ame\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "bits/s",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "DropTrafficTX",
"Periods": "60,300",
"Description": "",

"Dimensions": "userId, instanceld,port,protocol”,
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"Labels": "[{\"name\":\"alertUnit\", \"value\"

:\"bits/s\"}, {\"name\":\"m

inAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"}, {\"n

ame\":\"is alarm\",\"value\":\"true\"}]",
"Unit": "bits/s",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "GroupTrafficRX",
"Periods": "60",

"Description”: "",
"Dimensions": "groupId",

"Labels": "[{\"name\":\"alertUnit\", \"value\"

:\"bits/s\"}, {\"name\":\"m

inAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"groupId\"}, {

\"name\":\"is alarm\",\"value\":\"true\"}]",
"Unit": "bits/s",
"Statistics": "Average,Minimum,Maximum, Sum",

"Namespace": "acs_slb dashboard"

"MetricName": "GroupTrafficTX",

"Period": "60",

"Description”: "",

"Dimensions": "groupId",

"Labels": "[{\"name\":\"alertUnit\", \"value\"

:\"bits/s\"}, {\"name\":\"m

inAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"groupId\"}, {

\"name\":\"is alarm\",\"value\":\"true\"}]",
"Unit": "bits/s",
"Statistics": "Average,Minimum,Maximum, Sum",

"Namespace": "acs_slb _dashboard"

"MetricName": "HeathyServerCount",
"Periods": "60,300",

"Description": "Number of healthy ECS instances",

"Dimensions": "userId, instanceld,port,vip",

"Labels": "[{\"name\":\"alertUnit\", \"value\"

:\"Count\"}, {\"name\" : \"mi

nAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"}, {\"na

me\":\"is alarm\",\"value\":\"true\"}]",
"Unit": "Count",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InactiveConnection",
"Periods": "60,300",

"Description”: "Number of inactive connections on the port",

"Dimensions": "userId, instanceld,port,protocol”,

"Labels"™: "[{\"name\":\"alertUnit\", \"value\"
nAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\"
me\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_slb dashboard"

:\"Count\"}, {\"name\" :\"mi

,\"value\":\"port\"}, {\"na

18
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"MetricName": "InstanceActiveConnection",
"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_slb dashboard"

"MetricName": "InstanceDropConnection",
"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceDropPacketRX",
"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\",\"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_ slb dashboard"

"MetricName": "InstanceDropPacketTX",

"Periods": "60,300",

"Description": "",

"Dimensions":"userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\" :\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit" : "Counts/s"
"Statistics":"Average,Minimum, Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceDropTrafficRX",
"Periods":"60,300",
"Description”: "",

"Dimensions":"userId, instanceId",
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inAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instanceId\"

}, {\"name\":\"is alarm\",\"value\":\"true\"}]",
"Unit":"bits/s"
"Statistics":"Average,Minimum, Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceDropTrafficTX",
"Periods":"60,300",

"Description”: "",

"Dimensions":"userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\"

:\"bits/s\"}, {\"name\":\"m

inAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instanceId\"

}, {\"name\":\"is alarm\",\"value\":\"true\"}1",
"Unit":"bits/s"
"Statistics":"Average,Minimum, Maximum",

"Namespace": "acs_slb dashboard"

"MetricName": "InstanceInactiveConnection",
"Periods":"60,300",
r

"Description":

"Dimensions":"userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",
"Unit" : "Counts/s"
"Statistics":"Average,Minimum, Maximum",

"Namespace": "acs_slb_dashboard"

"MetricName": "InstanceMaxConnection",
"Periods":"60,300",
""’

"Description":

"Dimensions":"userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",
"Unit" : "Counts/s"
"Statistics":"Average,Minimum, Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceMaxConnectionUtilization",

"Periods":"60,300",

"Description": "Maximum connection utilization",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"3\"}, {\"name\":\"minAle

rtPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\",\"value\":\"instanceId\"}, {\"

name\":\"is alarm\",\"value\":\"true\"}]",
llUnit" : "%",
"Statistics":"Average,Minimum, Maximum",

"Namespace": "acs_slb dashboard"

20
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"MetricName": "InstanceNewConnection",
"Periods":"60,300",
"Description”: "",

"Dimensions":"userId, instanceId",
"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit" : "Counts/s"
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_slb dashboard"

"MetricName": "InstanceNewConnectionUtilization",

"Periods":"60,300",

"Description": "New connection utilization",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"%\"}, {\"name\":\"minAle

rtPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instanceId\"}, {\"

name\":\"is alarm\",\"value\":\"true\"}]",

"Unit" : "%"’
"Statistics":"Average,Minimum, Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InstancePacketRX",
"Periods":"60,300",
"Description”: "",
"Dimensions":"userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\",\"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit" : "Counts/s"
"Statistics":"Average,Minimum, Maximum",

"Namespace": "acs_ slb dashboard"

"MetricName": "InstancePacketTX",

"Periods":"60, 300",

"Description": "",

"Dimensions":"userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit" : "Counts/s"
"Statistics":"Average,Minimum, Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceQps",

"Periods":"60,300",

"Description”: "",

"Dimensions":"userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/s\"}, {\"name\":\"
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minAlertPeriod\",\"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instanceId\

"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",
"Unit" : "Counts/s"
"Statistics":"Average",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceQpsUtilization",
"Periods":"60,300",
"Description":"QPS utilization",

"Dimensions":"userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\",\"value\":\"$\"}, {\"name\":\"minAle

rtPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instanceId\"}, {\"

name\":\"is alarm\",\"value\":\"true\"}]",
"Unit" . "%",
"Statistics":"Average,Minimum, Maximum",

"Namespace": "acs_slb dashboard"

"MetricName": "InstanceRt",
"Periods":"60, 300",
"Description": "",

"Dimensions":"userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"ms\"}, {\"name\":\"minAl
ertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instanceId\"}, {\

"name\":\"is alarm\",\"value\":\"true\"}]",
"Unit": "msll’
"Statistics":"Average",

"Namespace": "acs_slb_dashboard"

"MetricName": "InstanceStatusCode2xx",
"Periods":"60,300",
"Description”: "",

"Dimensions":"userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\", \"value\":\"true\"}]",
"Unit": "Count/Second",
"Statistics":"Average",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceStatusCode3xx",
"Periods": "60,300",
"Description”: "",

"Dimensions":"userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\", \"value\":\"true\"}]",
"Unit": "Count/Second",
"Statistics":"Average",
"Namespace": "acs_slb dashboard"
}y
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"MetricName": "InstanceStatusCodedxx",
"Periods":"60,300",
"Description": ""

"Dimensions":"userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name
\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/Second",

"Statistics":"Average",

"Namespace": "acs slb dashboard"

s
{

"MetricName": "InstanceStatusCodeb5xx",

"Periods":"60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name
\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan
ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/Second",

"Statistics":"Average",

"Namespace": "acs slb dashboard"

}I
"Code": 200,

"Success": true

DescribeMetricLast

You can call this operation to query the up-to-date monitoring data of a specified metric for SLB. T his
example queries the up-to-date monitoring data of the Qps metric for Layer-7 protocols. For more
information, see DescribeMetricLast.

The monitoring items and monitoring metrics for Layer-4 and Layer-7 protocols are different. For more
information, see Monitoring and alerting metrics.

1. Inthe request parameters, set the Qps parameter.
In this example, configure the following parameters and keep all other parameters as default.
o MetricName: the name of the monitoring metric. In this example, set the value to Qps.

o Dimensions: the dimension map that is used to query the monitoring data of the specified
resource. In this example, set the valueto [{"instanceId":"1b-bplr92vzpemyQ99f*****xm}]

o Namespace: the namespace of the service. In this example, set the value to
acs_slb_dashboard.

Sample requests
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http(s) ://[Endpoint]/? Action=DescribeMetricLast
&MetricName=Qps

&Namespace=acs_slb dashboard
&Dimensions=[{"instanceId":"1lb-bplr92vzpemyQ99f***x*x1}]

&<Common request parameters>

2. You can view the up-to-date Qps data based on the returned parameters.

Sample responses:

{

"RequestId": "BOEEDSA2-7FE2-4A0C-B5E9-3D961F86DCO9D",

"Period": "60",

"Datapoints": "[{\"timestamp\":1586248680000, \"userId\":\"16884015959*****\" \"inst
anceId\":\"1b-bplr92vzpemy099f*****\" \"port\":\"80\", \"protocol\":\"http\", \"vip\":\"1
21.43. **, **\" \"Average\":0}]",

"Code": "200",

"Success": true

DescribeMetricList

You can call this operation to query the monitoring data of the time series metrics for SLB within a
specified time period. For more information, see DescribeMetricList.

1. Set the request parameters to query the Qps data within a specified time period.
In this example, configure the following parameters and keep all other parameters as default.
o MetricName: the name of the monitoring metric. In this example, set the value to Qps.

o Namespace: the namespace of the service. In this example, set the value to
acs_slb_dashboard.

o Dimensions: the dimension map that is used to query the monitoring data of the specified
resource. In this example, set the value to [{"instanceId":"1lb-bplr92vzpemyQ99f*****xm}]

o StartTime: the start time. The start time must not be equalto orlater than the end time. In this
example, set the valueto 2020-03-28 00:10:00

Supported formats:

m UNIX timestamp: This value is a UNIX timestamp representing the number of seconds that have
elapsed since the epoch time January 1, 1970, 00:00:00 UTC.

m Time format: This value is in the YYYY-MM-DDT hh:mm:ssZ format.

o EndTime: the end time. The supported format is the same as that of the start time. In this
example, set the valueto 2020-03-28 00:11:00

Sample requests

http(s)://[Endpoint]/? Action=DescribeMetricList
&MetricName=Qps

&Namespace=acs_slb dashboard
&Dimensions=[{"instanceId":"1lb-bplr92vzpemyQ99f***x**m}]
&StartTime=2020-03-28 00:10:00

&EndTime=2020-03-28 00:11:00

&<Common request parameters>
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2. You can view the Qps data within a specified time period based on the returned parameters.

Sample responses:

{

"RequestId": "DFFOA853-0E37-4108-A9AF-5B3D609BD489",

"Period": "e60Q",

"Datapoints": "[{\"timestamp\":1585325460000, \"userId\":\"168840159596****\" \"inst
anceId\":\"1lb-bplr92vzpemy099f***x**x\" \"port\":\"80\", \"protocol\":\"http\", \"vip\":\"
121.43. **_ **\" \"Average\":0}]",

"Code": "200",

"Success": true

2.3. View monitoring data through the SDK

This topic describes how to view the metrics and detailed monitoring data of a Server Load Balancer
(SLB) instance by using the CloudMonitor SDKs for Java and Python.

Prerequisites

Note that SLB is the product label that has been configured in CloudMonitor.

Context

The procedure is as follows:
1. You can call the DescribeProjectMeta operation to query the namespace of SLB in CloudMonitor.

2. You can call the DescribeMetricMet alList operation to query the descriptions of time series metrics
provided by CloudMonitor for SLB.

3. View monitoring metrics.

o You can call the DescribeMetricLast operation to query the up-to-date monitoring data of a
specified metric for SLB.

o You can call the DescribeMetricList operation to query the monitoring data of time series metrics
for SLB within a specified time period.

Python

This topic takes the QPS metric as an example. The SLB instance ID is lb-f8zbff0i07sv4qr1****, and a
Layer-7 listener has been configured.

The sample code for querying the QPS metric through the SDK for Python is as follows:

from aliyunsdkcms.request.v20190101 import DescribeProjectMetaRequest, DescribeMetricMetali
stRequest, \
DescribeMetricLastRequest, DescribeMetricListRequest
from aliyunsdkcore.client import AcsClient
import json
if name =="' main ':
#1. Initialize the SDK
ACS CLIENT = AcsClient (
'LTAI4FicMB86BTPDyP******!' = 4 vyour—-access—-key-id
'VRj7d6LO12ZyFyfYTWYzGkO*****"' = # your-access-key-secret

'cn-heyuan', # your-region-id
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)
# Product labels. Specify the SLB label to query SLB monitoring data.
labels = "[{\"name\":\"product\",\"value\":\"SLB\"}]"

# Monitoring dimensions. In this example, query the monitoring data of the backend serv

er.
dimensions = "[{\"instanceId\":\"1lb-f8zbff0i07svAqrl******x\"}]"
# Specify a time range as needed
startTime = "2020-04-08 11:39:30"
endTime = "2020-04-08 11:50:30"
# The interval at which the monitoring data is collected
period = "60"
# 2. You can call the DescribeProjectMeta operation to query the SLB namespace
describeProjectMetaRequest = DescribeProjectMetaRequest.DescribeProjectMetaRequest ()
describeProjectMetaRequest.set Labels (labels)
describeProjectMetaResponse = ACS CLIENT.do action with exception (describeProjectMetaRe
quest)

describeProjectMetaResponse json = json.loads (describeProjectMetaResponse)

namespace = describeProjectMetaResponse json['Resources']['Resource'] [0] ['Namespace']

print ("SLB Namespace: ", namespace)

# 3. You can call the DescribeMetricMetalist operation to query the time series metrics
available for SLB in CloudMonitor

describeMetricMetalistRequest = DescribeMetricMetalistRequest.DescribeMetricMetalistReqg
uest ()

describeMetricMetalistRequest.set Namespace (namespace)

describeMetricMetalistRequest.set PageSize (100)

describeMetricMetalistResponse = ACS CLIENT.do action with exception (describeMetricMeta
ListRequest)

describeMetricMetalistResponse json = json.loads (describeMetricMetalistResponse)

metricMetaListResources = describeMetricMetalistResponse json['Resources']['Resource']

print (metricMetalListResources)

# For example, query the ActiveConnection metric (number of active connections on the p
ort)

metricName = "Qps" # Set the monitoring metric

# 4. You can query the up-to-date monitoring data of a specified monitoring metric

describeMetricLastRequest = DescribeMetricLastRequest.DescribeMetricLastRequest ()

describeMetricLastRequest.set Namespace (namespace)

describeMetricLastRequest.set MetricName (metricName)

describeMetricLastRequest.set Dimensions (dimensions)

describeMetricLastRequest.set Period(period)

describeMetricLastResponse = ACS CLIENT.do action with exception(describeMetricLastRequ
est)

describeMetricLastResponse json = json.loads (describeMetricLastResponse)

print ("The up-to-date monitoring data: \n", describeMetricLastResponse json['Datapoints

# 5. You can query data of a specified metric within a specified time period
describeMetricListRequest = DescribeMetricListRequest.DescribeMetricListRequest ()
describeMetricListRequest.set Namespace (namespace)
describeMetricListRequest.set MetricName (metricName)
describeMetricListRequest.set Dimensions (dimensions)
describeMetricListRequest.set Period (period)
describeMetricListRequest.set StartTime (startTime)
describeMetricListRequest.set EndTime (endTime)
describeMetricListResponse = ACS CLIENT.do action with exception (describeMetricListRequ
est)

print (describeMetricListResoonse)
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describeMetricListResponse json = json.loads (describeMetricListResponse)
print (describeMetricListResponse json)
print ("Monitoring data within the specified time period: \n", describeMetricListRespons

e json['Datapoints'])

Java

This topic takes the QPS metric as an example. The SLB instance ID is lb-f8zbff0i07sv4qr1****, and a
Layer-7 listener has been configured.

The sample code for querying the QPS metric through the SDK for Java is as follows:

package com.aliyun.cms;
import com.aliyun.CommonConfig;
import com.aliyuncs.DefaultAcsClient;
import com.aliyuncs.IAcsClient;
import com.aliyuncs.cms.model.v20190101.*;
import com.aliyuncs.exceptions.ClientException;
import com.aliyuncs.profile.DefaultProfile;
import com.google.gson.Gson;
import java.util.List;
public class DescribeSLBMonitorData {
public static void main(String[] args) {
// 1. Initialize the SDK
DefaultProfile profile = DefaultProfile.getProfile (
"cn-hangzhou", // The ID of the region
CommonConfig.ACCESSKEY ID,// Your AccessKey ID
CommonConfig.ACCESSKEY SECRET);// Your AccessKey secret
IAcsClient client = new DefaultAcsClient (profile);
Gson gson = new Gson();

// Product labels. Specify the SLB label to query SLB monitoring data.

String labels = "[{\"name\":\"product\",\"value\":\"SLB\"}]1";

// Monitoring dimensions. In this example, query the monitoring data of the SLB ins
tance.

String dimensions = "[{\"instanceId\":\"1lb-f8zbff0i07svAqgrl**x****x\"}]",

// Specify a time range as needed

String startTime = "2020-04-08 11:39:30";

String endTime = "2020-04-08 11:50:30";

// The interval at which the monitoring data is collected

String period = "60";

DescribeSLBMonitorData describeSLBMonitorData = new DescribeSLBMonitorData () ;

// 2. You can call the DescribeProjectMeta operation to query the SLB namespace

DescribeProjectMetaRequest describeProjectMetaRequest = new DescribeProjectMetaRequ
est();

describeProjectMetaRequest.setLabels (labels) ;

DescribeProjectMetaResponse describeProjectMetaResponse = describeSLBMonitorData.de
scribeProjectMeta (describeProjectMetaRequest, client) ;

DescribeProjectMetaResponse.Resource projectMetaResource = describeProjectMetaRespo
nse.getResources () .get (0) ;

String namespace = projectMetaResource.getNamespace () ;

System.out.printf ("SLB Namespace: %$s\n", namespace) ;

// 3. You can call the DescribeMetricMetalist operation to query the time series me

trics available for SIB in CloudMonitor
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DescribeMetricMetalistRequest describeMetricMetalistRequest = new DescribeMetricMet
alistRequest () ;

describeMetricMetalistRequest.setNamespace (namespace) ;

describeMetricMetalistRequest.setPageSize (100) ;

DescribeMetricMetalistResponse describeMetricMetalistResponse = describeSLBMonitorD
ata.describeMetricMetalist (describeMetricMetalistRequest, client);

List<DescribeMetricMetalistResponse.Resource> metricMetalListResources = describeMet
ricMetalistResponse.getResources () ;

System.out.println (gson.toJdson (metricMetalListResources)) ;

// For example, query the ActiveConnection metric (number of active connections on
a port)

String metricName = "Qps"; // Set the monitoring metric

// 4. You can query the up-to-date monitoring data of a specified monitoring metric

DescribeMetricLastRequest describeMetricLastRequest = new DescribeMetricLastRequest

describeMetricLastRequest.setNamespace (namespace) ;

describeMetricLastRequest.setMetricName (metricName) ;

describeMetricLastRequest.setDimensions (dimensions) ;

describeMetricLastRequest.setPeriod (period) ;

DescribeMetricLastResponse describeMetricLastResponse = describeSLBMonitorData.desc
ribeMetricLast (describeMetricLastRequest, client);

System.out.printf ("The up-to-date monitoring data: \n%s", describeMetricLastRespons
e.getDatapoints()) ;

// 5. You can query data of a specified metric within a specified time period

DescribeMetricListRequest describeMetricListRequest = new DescribeMetricListRequest

describeMetricListRequest.setNamespace (namespace) ;
describeMetricListRequest.setMetricName (metricName) ;
describeMetricListRequest.setDimensions (dimensions) ;
describeMetricListRequest.setPeriod (period) ;
describeMetricListRequest.setStartTime (startTime) ;
describeMetricListRequest.setEndTime (endTime) ;
DescribeMetricListResponse describeMetricListResponse = describeSLBMonitorData.desc
ribeMetricList (describeMetricListRequest, client);
System.out.printf ("\n Monitoring data within the specified time period: \n%s", desc
ribeMetricListResponse.getDatapoints()) ;
}
Jx*
* You can retrieve information about the connected cloud services, including descripti
ons, namespaces, and labels.
*/
private DescribeProjectMetaResponse describeProjectMeta (DescribeProjectMetaRequest requ
est, IAcsClient client) {
try {
// Send a request by calling the SDK
return client.getAcsResponse (request) ;
} catch (ClientException e) {
e.printStackTrace () ;
// If an error occurs while calling the SDK, a runtime error is returned

throw new RuntimeException() ;

}
/**

* Query up-to-date monitoring data of a specified monitoring metric
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*/
private DescribeMetricLastResponse describeMetriclast (DescribeMetricLastRequest request
, IAcsClient client) {

try {
// Send a request by calling an SDK
return client.getAcsResponse (request) ;

} catch (ClientException e) {
e.printStackTrace () ;
// 1If an error occurs while calling the SDK, a runtime error is returned

throw new RuntimeException() ;

}
/**
* Query the time series metrics supported by CloudMonitor
2
private DescribeMetricMetalListResponse describeMetricMetalist (DescribeMetricMetalListReq
uest request, IAcsClient client) {
try {
// Send a request by calling the SDK
return client.getAcsResponse (request) ;
} catch (ClientException e) {
e.printStackTrace () ;
// If an error occurs while calling the SDK, a runtime error is returned

throw new RuntimeException () ;

}
Jx*
* Query the monitoring data of time series metrics of cloud services within a specifie
d time period
*/
private DescribeMetricListResponse describeMetricList (DescribeMetricListRequest request
, IAcsClient client) {
try {
// Send a request by calling the SDK
return client.getAcsResponse (request) ;
} catch (ClientException e) {
e.printStackTrace () ;
// 1If an error occurs while calling the SDK, a runtime error is returned

throw new RuntimeException() ;

Responses

The returned parameters are as follows:

SLB Namespace: acs_slb dashboard
[{'MetricName': 'ActiveConnection', 'Periods': '60,300', 'Description': 'Number of act
ive connections on the port', 'Dimensions’': 'userld, instanceld, port,protocol’, 'Labels':

'[{"name":"alertUnit", "value":"Count"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metr

icCategory", "value":"port"}, {"name":"is alarm", "value":"true"}]', 'Unit': 'Count’', 'Stat
istics': 'Average,Minimum, Maximum', 'Namespace': 'acs_slb dashboard'}, {'MetricName' :
'DropConnection', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,insta
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nceld, port,protocol’, 'Labels': '[{"name":"alertUnit", "value":"Count/Second"}, {"name": "mi

nAlertPeriod", "value":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is alarm", "va

lue":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace
Ug 'acs_slb dashboard'}, {'MetricName' : 'DropPacketRX"', '"Periods': '60,300"', 'Descrip
tion': '', 'Dimensions': ‘'userld,instanceld,port,protocol’', 'Labels': '[{"name":"alert

Unit","value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name": "metricCategor

y","value":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics'

'Average,Minimum, Maximum', 'Namespace' : 'acs_slb dashboard'}, {'MetricName' : 'DropPa
cketTX', 'Periods': '60,300', 'Description': '', 'Dimensions': ‘'userld,instanceld,por
t,protocol’, 'Labels': '[{"name":"alertUnit", "value":"Count/Second"}, {"name" :"minAlertPer

iod","value":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is alarm", "value":"tru

e"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs
slb dashboard'}, {'MetricName' : 'DropTrafficRX"', '"Periods': '60,300"', 'Description':
'', 'Dimensions': ‘'userlId,instanceld,port,protocol’, 'Labels': '[{"name":"alertUnit","v

alue":"bits/s"}, {"name":"minAlertPeriod", "value":"60"}, {"name": "metricCategory", "value": "po

rt"}, {"name":"is alarm","value":"true"}]', 'Unit': ‘'bits/s', 'Statistics': 'Average,Min
imum, Maximum', 'Namespace': 'acs_slb dashboard'}, {'MetricName' : 'DropTrafficTX', 'Per
iods': '60,300', ‘'Description': '', 'Dimensions': ‘'userld,instanceld,port,protocol’,

'Labels': '[{"name":"alertUnit", "value":"bits/s"}, {"name" :"minAlertPeriod", "value":"60"}, {
"name":"metricCategory", "value":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'bi
ts/s', 'Statistics': 'Average,Minimum, Maximum', 'Namespace': 'acs_slb dashboard'}, {'M
etricName': 'GroupTrafficRX', 'Periods': '60', 'Description': '', 'Dimensions': 'gro
upId', 'Labels': '[{"name" :"alertUnit", "value":"bits/s"}, {"name":"minAlertPeriod", "value"

:"60"}, {"name": "metricCategory", "value":"groupId"}, {"name":"is alarm", "value":"true"}]', '

Unit': ‘'bits/s', 'Statistics': 'Average,Minimum,Maximum,Sum', 'Namespace': 'acs slb da
shboard'}, {'MetricName': 'GroupTrafficTX', '"Periods': 'e0"', 'Description’': LA 'Dim
ensions': 'groupId', 'Labels': '[{"name":"alertUnit", "value":"bits/s"}, {"name" :"minAlert

Period", "value":"60"}, {"name" :"metricCategory", "value":"groupId"}, {"name":"is alarm", "value

":"true"}]', 'Unit': 'bits/s', 'Statistics': 'Average,Minimum,Maximum,Sum', 'Namespace':
'acs_slb dashboard'}, {'MetricName': 'HeathyServerCount', 'Periods': '60,300', 'Description
': 'Number of healthy ECS instances', 'Dimensions': 'userId, instanceld,port,vip', 'Labels':

'[{"name" :"alertUnit", "value":"Count"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metr
icCategory", "value":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count', 'Statist
ics': 'Average,Minimum,Maximum', 'Namespace': 'acs_slb dashboard'}, {'MetricName': 'Inactiv
eConnection', 'Periods': '60,300', 'Description': 'Number of inactive connections on the po
rt', 'Dimensions': 'userId,instanceld,port,protocol', 'Labels': '[{"name":"alertUnit", "valu

e":"Count"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value" :"port"}

,{"name":"is alarm","value":"true"}]', 'Unit': 'Count', 'Statistics': 'Average,Minimum,Maxi
mum', 'Namespace': 'acs_ slb dashboard'}, {'MetricName': 'InstanceActiveConnection', 'Period
s': '60,300', 'Description': '', 'Dimensions': 'userlId,instanceId', 'Labels': '[{"name":"al

ertUnit","value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name": "metricCate
gory","value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Stati
stics': 'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'Insta
nceDropConnection', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instancel
d', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPeriod", "value

"

:"60"}, {"name": "metricCategory", "value":"instanceId"}, {"name":"is alarm", "value":"true"}]'

, 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboa
rd'}, {'MetricName': 'InstanceDropPacketRX', 'Periods': '60,300', 'Description': '', 'Dimen
sions': 'userId,instancelId', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name

":"minAlertPeriod", "value":"60"}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is

_alarm", "value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Nam
espace': 'acs_slb dashboard'}, {'MetricName': 'InstanceDropPacketTX', 'Periods': '60,300',
'Description': '', 'Dimensions': 'userId,instanceId', 'Labels': '[{"name":"alertUnit","valu

e":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":
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"instancelId"}, {"name":"is alarm","value":"true"}]', 'Unit': '"Count/s', 'Statistics': 'Avera
ge,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceDropTraffic
RX', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceId', 'Labels': '

[{"name" :"alertUnit", "value":"bits/s"}, {"name":"minAlertPeriod", "value":"60"}, {"name":"metr
icCategory","value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'bits/s', '
Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': '
InstanceDropTrafficTX', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,insta
nceId', 'Labels': '[{"name":"alertUnit","value":"bits/s"}, {"name":"minAlertPeriod", "value":

"60"}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is alarm","value":"true"}]',

'Unit': 'bits/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs_slb dashboard'
}, {'MetricName': 'InstanceInactiveConnection', 'Periods': '60,300', 'Description': '', 'Di
mensions': 'userId,instanceId', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"n

ame":"minAlertPeriod", "value":"60"}, {"name" :"metricCategory", "value":"instanceId"}, {"name":

"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', '
Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceMaxConnection', 'Periods': '60,30
0', 'Description': '', 'Dimensions': 'userId,instanceId', 'Labels': '[{"name":"alertUnit","

value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name": "metricCategory", "val

ue":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'A
verage,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceMaxConn
ectionUtilization', 'Periods': '60,300', 'Description': 'Maximum connection utilization', '
Dimensions': 'userId, instanceId', 'Labels': '[{"name":"alertUnit","value":"%"}, {"name":"min

AlertPeriod", "value":"60"}, {"name" :"metricCategory", "value":"instanceId"}, {"name":"is alarm

", "value":"true"}]', 'Unit': '$', 'Statistics': 'Average,Maximum,Minimum', 'Namespace': 'ac
s_slb dashboard'}, {'MetricName': 'InstanceNewConnection', 'Periods': '60,300', 'Descriptio
n': '', 'Dimensions': 'userId,instanceId', 'Labels': '[{"name":"alertUnit","value":"Count/S

econd"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":"instanceId

"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,
Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceNewConnectionUtilizati
on', 'Periods': '60,300', 'Description': 'Utilization of new connections', 'Dimensions': 'u
serld, instanceId', 'Labels': '[{"name":"alertUnit","value":"%"}, {"name":"minAlertPeriod","v

alue":"60"}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is alarm", "value":"true

"}1', 'Unit': '$', 'Statistics': 'Average,Maximum,Minimum', 'Namespace': 'acs_slb dashboard
'}, {'MetricName': 'InstancePacketRX', 'Periods': '60,300', 'Description': '', 'Dimensions'
'userId, instanceId', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"min

AlertPeriod", "value":"60"}, {"name" :"metricCategory"”, "value":"instanceId"}, {"name":"is alarm

","value":"true"}]"', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace
': 'acs_slb dashboard'}, {'MetricName': 'InstancePacketTX', 'Periods': '60,300', 'Descripti
on': '', 'Dimensions': 'userId,instanceId', 'Labels': '[{"name":"alertUnit","value":"Count/

Second"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":"instancel

d"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum
,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceQps', 'Periods': '60,
300', 'Description': '', 'Dimensions': 'userlId,instanceId', 'Labels': '[{"name":"alertUnit"

,"value":"Count/s"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value"

:"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': '"Count/s', 'Statistics': 'Aver
age', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceQpsUtilization', 'Periods'
'60,300"', 'Description': 'QPS utilization', 'Dimensions': 'userId,instanceId', 'Labels':

'[{"name" :"alertUnit", "value":"$"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" :"metricCa

tegory", "value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': '$', 'Statistic
s': 'Average,Maximum,Minimum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceR
t', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceId', 'Labels': '[

{"name" :"alertUnit","value":"ms"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricCat

egory","value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'ms', 'Statistic
s': 'Average', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceStatusCodeZxx', '

Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceId', 'Labels': '[{"nam
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er:valertunit’, "value:"Count/second”}, { "name” : "mlnAlertreriod’, "value :"ou"}, { name": "metr
icCategory", "value":"instanceId"}, {"name":"is alarm", "value":"true"}]', 'Unit': 'Count/Seco
nd', 'Statistics': 'Average', 'Namespace': 'acs_slb dashboard'}, {'MetricName': 'InstanceSt
atusCode3xx', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceId', 'L
abels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"

}, {"name": "metricCategory", "value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Uni

t': 'Count/Second', 'Statistics': 'Average', 'Namespace': 'acs slb dashboard'}, {'MetricNam
e': 'InstanceStatusCodedxx', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,
instanceId', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPerio

d","value":"60"}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is alarm", "value":

"true"}]', 'Unit': 'Count/Second', 'Statistics': 'Average', 'Namespace': 'acs slb dashboard
'}, {'MetricName': 'InstanceStatusCodebxx', 'Periods': '60,300', 'Description': '', 'Dimens
ions': 'userld, instanceId', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name"

:"minAlertPeriod", "value":"60"}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is

alarm","value":"true"}]', 'Unit': 'Count/Second', 'Statistics': 'Average', 'Namespace': 'ac
s_slb dashboard'}, {'MetricName': 'InstanceStatusCodeOther', 'Periods': '60,300', 'Descript
ion': '', 'Dimensions': 'userId, instancelId', 'Labels': '[{"name":"alertUnit","value":"Count

/Second"}, {"name" :"minAlertPeriod", "value":"60"}, {"name": "metricCategory", "value":"instance

Id"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/Second', 'Statistics': 'Average',
'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceTrafficRX', 'Periods': '60,300',
'Description': '', 'Dimensions': 'userId,instanceId', 'Labels': '[{"name":"alertUnit","valu

e":"Mbits/s"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "unitFactor", "value":"1048576"
}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Uni
t': 'bits/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs_slb dashboard'}, {
'MetricName': 'InstanceTrafficTX', 'Periods': '60,300', 'Description': '', 'Dimensions': 'u
serld, instanceId', 'Labels': '[{"name":"alertUnit","value":"Mbits/s"}, {"name":"minAlertPeri

od","value":"60"}, {"name" :"unitFactor", "value":"1048576"}, {"name" : "metricCategory", "value":

"instancelId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'bits/s', 'Statistics': 'Averag
e,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceUpstreamCode
4xx', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId, instanceId', 'Labels':

'"[{"name":"alertUnit", "value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, { "name

":"metricCategory","value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Cou
nt/Second', 'Statistics': 'Average', 'Namespace': 'acs_slb dashboard'}, {'MetricName': 'Ins
tanceUpstreamCode5xx', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instan
celd', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPeriod", "va

lue":"60"}, {"name":"metricCategory"”, "value":"instanceId"}, {"name":"is alarm","value":"true"

}1', 'Unit': 'Count/Second', 'Statistics': 'Average', 'Namespace': 'acs_slb dashboard'}, {'
MetricName': 'InstanceUpstreamRt', 'Periods': '60,300', 'Description': '', 'Dimensions': 'u
serld, instanceId', 'Labels': '[{"name":"alertUnit","value":"ms"}, {"name":"minAlertPeriod","

value":"60"}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is alarm", "value":"tru

e"}]', 'Unit': 'ms', 'Statistics': 'Average', 'Namespace': 'acs slb dashboard'}, {'MetricNa
me': 'MaxConnection', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId, instanc
eld,port,protocol', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAle

rtPeriod", "value":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is alarm", "value"

:"true"}]', 'Unit': 'Count/Second', 'Statistics': 'Maximum,Minimum,Average', 'Namespace': '
acs_slb dashboard'}, {'MetricName': 'NewConnection', 'Periods': '60,300', 'Description': 'N
umber of new connections on the port', 'Dimensions': 'userId,instanceld,port,protocol', 'La
bels': '"[{"name":"alertUnit", "value":"Count"}, {"name":"minAlertPeriod", "value":"60"}, {"name
":"metricCategory","value":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count',6 '
Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs_ slb dashboard'}, {'MetricName': '
PacketRX', 'Periods': '60,300', 'Description': 'The number of inbound packets received per
second on a port', 'Dimensions': 'userId,instanceld,port,protocol', 'Labels': '[{"name":"al

ertUnit","value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name" :"metricCate
gory","value":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics'
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'Periods': '60,300', 'Description': 'The number of outbound packets sent per second on a po
rt', 'Dimensions': 'userId,instanceld,port,protocol', 'Labels': '[{"name":"alertUnit","valu

e":"Count/Second"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":

"port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Min
imum,Maximum', 'Namespace': 'acs_slb dashboard'}, {'MetricName': 'Qps', 'Periods': '60,300'
, 'Description': '', 'Dimensions': 'userId,instanceld,port,protocol', 'Labels': '[{"name":"

alertUnit", "value":"Count/s"}, {"name":"minAlertPeriod", "value":"60"}, {"name": "metricCategor

y","value":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': '
Average', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'Rt', 'Periods': '60,300', 'Des
cription': '', 'Dimensions': 'userId, instanceld,port,protocol', 'Labels': '[{"name":"alertU

nit","value":"ms"}, {"name":"alertDefault", "value":"ms"}, {"name" :"minAlertPeriod", "value":"6
0"}, {"name":"metricCategory", "value":"port"}, {"name":"is alarm","value":"true"}]', 'Unit':

'', 'Statistics': 'Average', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'StatusCode2
xx', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId, instanceld,port,protocol
', '"Labels': '[{"name":"alertUnit","value":"Count/s"}, {"name":"minAlertPeriod", "value":"60"
}, {"name" :"metricCategory", "value":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'C
ount/s', 'Statistics': 'Average', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'Status
Code3xx', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceld,port,pro
tocol', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPeriod","v

alue":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is alarm","value":"true"}]"',

'Unit': 'Count/Second', 'Statistics': 'Average', 'Namespace': 'acs slb dashboard'}, {'Metri
cName': 'StatusCodedxx', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,inst
anceld,port,protocol', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"min

AlertPeriod", "value":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is alarm", "val

ue":"true"}]', 'Unit': 'Count/Second', 'Statistics': 'Average', 'Namespace': 'acs_slb dashb
oard'}, {'MetricName': 'StatusCodebxx', 'Periods': '60,300', 'Description': '', 'Dimensions
': 'userId, instanceld,port,protocol', 'Labels': '[{"name":"alertUnit","value":"Count/Second

"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":"port"}, { "name":

"is alarm","value":"true"}]', 'Unit': 'Count/Second', 'Statistics': 'Average', 'Namespace':
'acs slb dashboard'}, {'MetricName': 'StatusCodeOther', 'Periods': '60,300', 'Description':
''", 'Dimensions': 'userId,instanceld,port,protocol’, 'Labels': '[{"name":"alertUnit","value

":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":"

port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/Second', 'Statistics': 'Average
', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'TrafficRXNew', 'Periods': '60,300', '
Description': 'The amount of data received per second on a port', 'Dimensions': 'userId, ins
tanceld, port,protocol', 'Labels': '[{"name":"alertUnit","value":"Mbits/s"}, {"name":"minAler

tPeriod","value":"60"}, {"name" :"unitFactor", "value":"1048576"}, {"name" : "metricCategory", "va
lue":"port"}, {"name":"is alarm", "value":"true"}]', 'Unit': 'bits/s', 'Statistics': 'Average
,Minimum, Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'TrafficTXNew',6 'Perio
ds': '60,300', 'Description': 'The amount of data sent per second on a port', 'Dimensions':
'userId, instanceld,port,protocol', 'Labels': '[{"name":"alertUnit","value":"Mbits/s"}, {"nam
e":"minAlertPeriod","value":"60"}, {"name" :"unitFactor", "value":"1048576"}, {"name" : "metricCa
tegory", "value":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'bits/s', 'Statistics
': 'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'UnhealthyS
erverCount', 'Periods': '60,300', 'Description': 'Number of ECS instances that have errors'
, 'Dimensions': 'userId,instanceld,port,vip', 'Labels': '[{"name":"alertUnit","value":"Coun

t"}, {"name":"minAlertPeriod", "value":"60"}, {"name" :"metricCategory", "value":"port"}, { "name"

:"is alarm","value":"true"}]', 'Unit': 'Count', 'Statistics': 'Average,Minimum,Maximum', 'N
amespace': 'acs_ slb dashboard'}, {'MetricName': 'UpstreamCoded4xx', 'Periods': '60,300', 'De
scription': '', 'Dimensions': 'userId,instanceld,port,protocol’', 'Labels': '[{"name":"alert

Unit","value":"Count/s"}, {"name":"minAlertPeriod", "value":"60"}, {"name": "metricCategory","v

alue":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': '"Count/s', 'Statistics': 'Avera
ge,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'UpstreamCode5xx', '
Periods': '60,300', 'Description': '', 'Dimensions': 'userId, instanceld,port,protocol', 'La
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bels': '[{"name":"alertUnit","value":"Count/s"}, {"name":"minAlertPeriod", "value":"60"}, {"na
me":"metricCategory", "value":"port"}, {"name":"is alarm", "value":"true"}]', 'Unit': 'Count/s
', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName
': 'UpstreamRt', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceld,p
ort,protocol', 'Labels': '[{"name":"alertUnit","value":"ms"}, {"name":"minAlertPeriod", "valu
e":"60"}, {"name" :"metricCategory", "value":"port"}, {"name":"is alarm","value":"true"}]', 'Un
it': 'ms', 'Statistics': 'Average', 'Namespace': 'acs_ slb dashboard'}]

The up-to-date monitoring data:

[{"timestamp":1586318940000, "userId":"18576685985*****" "instanceId":"1lb-£f8zbff0i07sv4qrl*
*HkAFN Mport":"8090", "protocol": "http", "vip":"47.115. **. **" "Ayerage":0}]
b'{"RequestId":"16064EB5-909D-40E3-BB9B-AB287E801ABL", "Period":"60", "Datapoints":" [{\\"time
stamp\\":1586317200000, \\"userId\\":\\"18576685985*****\\" \\"instanceId\\":\\"1b-£8zbff0i0
Tsvagr****xxx\\" \\"port\\":\\"80\\", \\"protocol\\" :\\"http\\", \\"vip\\":\\"47.115. **_  **\\
", \\"Average\\":0}, {\\"timestamp\\":1586317260000, \\"userId\\":\\"18576685985*****\\" \\"in
stanceId\\":\\"1b-f8zbff0i07svaqrl*****\\" \\"port\\":\\"80\\", \\"protocol\\":\\"http\\", \\
"vip\\":\\"47.115. **_ **x\\" \\"Average\\":0}, {\\"timestamp\\":1586317320000, \\"userId\\":\
\"18576685985***x*x*x\\" \\"instanceId\\":\\"1b-£f8zbff0i07sv4aqrl*****\\", \\"port\\":\\"80\\", \
\"protocol\\" :\\"http\\", \\"vip\\":\\"47.115. **. **\\" \\"Average\\":0}, {\\"timestamp\\":1
586317380000, \\"userId\\":\\"18576685985*****\\" \\"instanceId\\":\\"1lb-£8zbff0i07sv4qrl***
AN\, AN\ "port\\":\\"80\\", \\"protocol \\" :\\"http\\", \\"vip\\":\\"47.115. **. **\\", \\"Avera
ge\\":0}, {\\"timestamp\\":1586317440000, \\"userId\\":\\"18576685985*****\\" \\"instanceId\\
":\\"1b-f8zbff0i07svA4qrl*****\\" \\"port\\":\\"8090\\", \\"protocol\\" :\\"http\\", \\"vip\\":
\N\"47.115. **. *#*\\",\\"Average\\":0}, {\\"timestamp\\":1586317500000, \\"userId\\":\\"185766
85985*xx**\\" \\"instanceId\\":\\"1b-£8zbff0i07sv4qrl*****\\" \\"port\\":\\"8090\\", \\"prot
0col\\":\\"http\\", \\"vip\\":\\"47.115. **_ **x\\" \\"Average\\":0}, {\\"timestamp\\":1586317
560000, \\"userId\\":\\"18576685985*****\\" \\"instanceId\\":\\"1lb-£8zbff0i07sv4qgrl*****\\",
AN\ "port\\":\\"8090\\", \\"protocol\\" :\\"http\\", \\"vip\\":\\"47.115. **. **\\",\\"Average\\
":0}, {\\"timestamp\\":1586317620000, \\"userId\\":\\"18576685985*****\\" \\"instanceId\\":\\
"1b-£8zbff0i07svAqrl*****\\" \\"port\\":\\"8090\\", \\"protocol\\" :\\"http\\", \\"vip\\":\\"4
7.115. **. *#*\\",\\"Average\\":0}, {\\"timestamp\\":1586317680000, \\"userId\\":\\"1857668598
5****kF\\" \\"instanceId\\":\\"1b-£8zbff0i07svaqrl*****\\" \\"port\\":\\"8090\\", \\"protocol
AN AN"REEP\\", AN\N"vip\\":\\"47.115. **. **\\" \\"Average\\":0}, {\\"timestamp\\":15863177400
00, \\"userId\\":\\"18576685985*****\\" \\"instanceId\\":\\"1b-f8zbff0i07svaqgrl*****\\" \\"p
ort\\":\\"8090\\", \\"protocol \\" :\\"http\\", \\"vip\\":\\"47.115. **_ **x\\" \\"Average\\":0}
, {\\"timestamp\\":1586317800000, \\"userId\\":\\"18576685985*****\\" \\"instanceId\\":\\"1lb-
£8zbf£0107sv4grl*****\\" , \\"port\\" :\\"8090\\", \\"protocol\\" :\\"http\\", \\"vip\\":\\"47.11
5. **_ **\\" \\"Average\\":0}]","Code":"200", "Success":true}"

{'RequestId': '16064EB5-909D-40E3-BB9B-AB287E801ABl', 'Period': '60', 'Datapoints': '[{"tim
estamp":1586317200000, "userId":"1857668598503****" "instanceId":"1lb-f8zbff0i07svAqrl****xxn
, "port":"80", "protocol”:"http", "vip":"47.115. **, **" "Ayerage":0}, {"timestamp":15863172600
00, "userId":"185766859850****" "instanceId":"1b-f8zbff0i07sv4qrl****", "port":"80", "protocol
":"http","vip":"47.115. **, **" "Ayerage":0}, {"timestamp":1586317320000, "userId":"185766859
8ox**x*xx" "instanceId":"1lb-£8zbff0i07sv4qrl*x****" "port":"80","protocol”:"http","vip":"47.11
5. **, **" "Ayerage":0}, {"timestamp":1586317380000, "userId":"18576685985*****" "ingtanceId"
:"1b-£8zbff0i07sv4qrl*****" "port":"80", "protocol":"http","vip":"47.115. **, **" "Ayerage":
0}, {"timestamp":1586317440000, "userId":"18576685985*****" "ingtanceId":"1b-£f8zbff0i07sv4qrl
FRAKAN Mport":"8090", "protocol":"http", "vip":"47.115. **, **" YAyerage":0}, {"timestamp":158
6317500000, "userId":"18576685985*****" "instanceId":"1b-£f8zbff0i07svAqrl*****" "port":"8090
", "protocol”:"http", "vip":"47.115. **., **" "Avyerage":0}, {"timestamp":1586317560000, "userId"
:"18576685985*x*x**" MingtanceId":"1b-£f8zbff0i07svAqrl*****" "port":"8090", "protocol":"http"
,"vip":"47.115. **, **" V"Ayerage":0}, {"timestamp":1586317620000, "userId":"18576685985* FxA*xn
,"instanceId":"1b-£8zbff0i07sv4qrl*****" "port":"8090", "protocol":"http", "vip":"47.115. **.
**" "Average":0}, {"timestamp":1586317680000, "userId":"18576685985*****" "ingtanceId":"1lb-f8
zbf£01i07sv4qrl*****" "port":"8090", "protocol":"http","vip":"47.115. **, **" "Ayerage":0}, {"

34 > Document Version: 20211216



Server Load Balancer Monit oring- Monit oring

timestamp":1586317740000, "userId":"18576685985*****" "instanceId":"1b-f8zbff0i07sv4qgrl*****
", "port":"8090", "protocol":"http", "vip":"47.115. **. **" "Ayerage":0}, {"timestamp":15863178
00000, "userId":"18576685985*****" "ingtanceId":"1lb-f8zbff0i07sv4qrl*****" "port":"8090", "pr
otocol":"http","vip":"47.115. **. **" "Ayerage":0}]', 'Code': '200', 'Success': True}
Monitoring data within the specified time period:

[{"timestamp":1586317200000, "userId":"18576685985*****" "ingtanceId":"1lb-f8zbff0i07sv4qrlqg
FrAFN Mport":"80", "protocol”:"http", "vip":"47.115. **., **" "Avyerage":0}, {"timestamp":158631
7260000, "userId":"18576685985*****" "ingtanceId":"1b-£f8zbff0i07sv4qrl*****" "port":"80", "pr
otocol":"http","vip":"47.115. **, **" "Ayerage":0}, {"timestamp":1586317320000, "userId":"185
76685985****x+" "ingstanceld":"1b-£8zbff0i07sv4qrl*****" "port":"80", "protocol":"http", "vip":
"47.115. **, **" "Ayerage":0}, {"timestamp":1586317380000, "userId":"18576685985* **x*" "insta
nceld":"1lb-£f8zbff0i07sv4qrl*****" "port":"80", "protocol":"http", "vip":"47.115. **. **" "Ave
rage":0}, {"timestamp":1586317440000, "userId":"18576685985*****" "instanceId":"1b-£f8zbff0i07
sv4qgrl**x**" "port":"8090", "protocol":"http", "vip":"47.115. **, **" "Ayerage":0}, {"timestam
p":1586317500000, "userId":"18576685985**x**" "instanceId":"1b-£8zbff0i07sv4qrl*****" "port"
:"8090", "protocol":"http", "vip":"47.115. **. **" "Average":0}, {"timestamp":1586317560000, "u
serId":"18576685985*****" "instanceId":"1lb-f8zbff0i07sv4grl*****" "port":"8090", "protocol":
"http", "vip":"47.115. **, **" "Ayerage":0}, {"timestamp":1586317620000, "userId":"18576685985
FAxxAM VYinstanceId":"1b-£8zbff0i07svAqrl*x****" "port":"8090", "protocol”:"http", "vip":"47.11
5. **, *x*" "Ayerage":0}, {"timestamp":1586317680000, "userId":"18576685985*****" "ingtanceId"
:"1b-£8zbff0i07sv4qrl*****" "port":"8090", "protocol":"http", "vip":"47.115. **, **" "Ayerage
":0}, {"timestamp":1586317740000, "userId":"18576685985* **x*" "ingtanceId":"1lb-f8zbff0i07sv4q
rlxxxxx" M"port":"8090", "protocol":"http", "vip":"47.115. **. **" "Average":0}, {"timestamp":1
586317800000, "userId":"18576685985*****" "instanceId":"1lb-£f8zbff0i07sv4qrl*****", "port":"80
90", "protocol":"http", "vip":"47.115. **. **" "Average":0}]
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3.Alerting

3.1. Set alert rules in the CloudMonitor
console

This topic describes how to set alert rules. After you activate the CloudMonitor service, you can
configure alert rules for Classic Load Balancer (CLB) instances in the CloudMonitor console.

Context

@ Note If alistenerora CLB instance is deleted, its alert rules are also deleted.

Procedure

1. Logonto the CLB console.

2. Select the region where the
CLB
instance is deployed.

3. Onthelnstances page, find the CLB instance that you want to manage and click

inthe Monitoring column.

C) Notice Make sure that a listener is configured and the health check feature is enabled
forthe CLB instance.

4. Inthe Monitored Instance panel, click Alert Rules to go to the CloudMonitor console.
5. Onthe Threshold Value Alert tab of the ClounMonitor console, click Create Alert Rule.

6. Configure an alert rule. For more information, see Create a threshold-triggered alert rule.

3.2. Set alert rules by calling the Cloud
Monitor API

This topic describes how to call the Cloud Monitor APIto set alert rules for the metrics of Server Load
Balancer (SLB).
Prerequisites

e S|Bisthe product labelthat has been configured in Cloud Monitor.
e The namespace of SLB in Cloud Monitoris acs slb dashboard .Formore information about how to
obtain the value, see DescribeProject Met a.

Context
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The following figure shows the process to set alert rules by calling the Cloud Monitor APL.

PutContact PutContactGroup DescribeMetricRuleList

DescribeMetricMetalList PutResourceMetricRule

The following section describes the process:

1. (Optional)Call the DescribeMetricMet aList operation to query the descriptions of SLB time series
metrics that are supported in Cloud Monitor. For more information, see Monitoring and alerting
metrics.

2. Callthe PutContact operationto create or modify an alert contact.
3. Callthe PutContactGroup operation to create or modify an alert contact group.

4. Callthe PutResourceMetricRule operation to set an alert rule for a performance metric of a
resource.

5. Call the DescribeMetricRuleList operationto query a list of alert rules.

For example, assume that a TCP listener has been configured for the lb-bp1rbwvouuyipbc*** instance.
The following section describes how to set rules to trigger Critical, Warn, and Info alerts when the
number of unhealthy ECS instances exceeds the specified thresholds.

DescribeMetricMetalist

You can call this operation to query the descriptions of time series metrics that are supported in Cloud
Monitor. For more information, see DescribeMetricMetalList.

1. Set the value of the request parameter Namespace to acs slb dashboard ,and set other
parameters to default values.

Sample requests:

http(s) ://[Endpoint]/? Action=DescribeMetricMetalist
&Namespace=acs_slb dashboard

&<Common request parameters>
2. View the time series metrics of SLB based on the returned parameters. Check whether the Qps
parameter is returned in this example.
Sample responses:
{

"TotalCount": 53,
"RequestId": "789846B4-56FC-4681-998C-5B7DBDFBE28F",

"Resources": {
"Resource": [
{
"MetricName": "ActiveConnection",
"Periods": "60,300",
"Description”: "Number of active connections on the port",
"Dimensions": "userId, instanceld,port,protocol”,
"Labels": "[{\"name\":\"alertUnit\",\"value\":\"Count\"}, {\"name\":\"mi

nAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"}, {\"na

me\":\"is alarm\",\"value\":\"true\"}1",

"Unit": "Count",
"Statistics": "Average,Minimum,Maximum",
"Namespace": "acs_slb dashboard"

bo
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"MetricName": "DropConnection",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceld,port,protocol”,

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"

}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_slb dashboard"

"MetricName": "DropPacketRX",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userld, instanceld,port,protocol”,

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"

}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "DropPacketTX",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userld, instanceld,port,protocol”,

"Labels": "[{\"name\":\"alertUnit\",\"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"

},{\"name\":\"is alarm\",\"value\":\"true\"}1",

"Unit": "Count/s",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_slb dashboard"

"MetricName": "DropTrafficRX",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceld,port,protocol”,

"Labels": "[{\"name\":\"alertUnit\",\"value\":\"bits/s\"}, {\"name\":\"m

inAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"}, {\"n

ame\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "bits/s",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "DropTrafficTX",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceld,port,protocol”,

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"bits/s\"}, {\"name\":\"m
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inAlertPeriod\",

\"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"}, {\"n

ame\":\"is alarm\",\"value\":\"true\"}]",

inAlertPeriod\",

\"name\":\"is al

inAlertPeriod\",

\"name\":\"is al

nAlertPeriod\", \

me\":\"is alarm\

nAlertPeriod\", \

me\":\"is alarm\

"Unit": "bits/s",
"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "GroupTrafficRX",

"Periods": "60",

"Description”: "",

"Dimensions": "groupId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"bits/s\"}, {\"name\":\"m
\"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"groupId\"}, {
arm\", \"value\":\"true\"}]",

"Unit": "bits/s",

"Statistics": "Average,Minimum,Maximum, Sum",

"Namespace": "acs_slb dashboard"

"MetricName": "GroupTrafficTX",

"Periods": "60",

"Description": "",

"Dimensions": "groupId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"bits/s\"}, {\"name\":\"m
\"value\":\"60\"}, {\"name\":\"metricCategory\",\"value\":\"groupId\"}, {
arm\", \"value\":\"true\"}1",

"Unit": "bits/s",

"Statistics": "Average,Minimum,Maximum, Sum",

"Namespace": "acs slb dashboard"

"MetricName": "HeathyServerCount",

"Periods": "60,300",

"Description": "Number of healthy ECS instances",

"Dimensions": "userId, instanceld,port,vip",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count\"}, {\"name\":\"mi
"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"}, {\"na
", \"value\":\"true\"}1",

"Unit": "Count",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InactiveConnection",

"Periods": "60,300",

"Description”: "Number of inactive connections on the port",
"Dimensions": "userId, instanceld,port,protocol”,

"Labels": "[{\"name\":\"alertUnit\",\"value\":\"Count\"}, {\"name\":\"mi
"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"port\"}, {\"na
" \"value\":\"true\"}1]",

"Unit": "Count",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_slb dashboard"
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"MetricName": "InstanceActiveConnection",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name
\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan
ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_slb_dashboard"

"MetricName": "InstanceDropConnection",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name
\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan
ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceDropPacketRX",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name
\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan
ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_slb dashboard"

"MetricName": "InstanceDropPacketTX",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name
\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan
ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceDropTrafficRX",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"bits/s\"}, {\"name\":\"m
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}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "bits/s",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceDropTrafficTX",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"bits/s\"}, {\"name\":\"m
inAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instanceId\"
}, {\"name\":\"is alarm\",\"value\":\"true\"}1",

"Unit": "bits/s",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_slb dashboard"

"MetricName": "InstanceInactiveConnection",

"Periods": "60,300",

"Description": "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name
\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan
ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceMaxConnection",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userlId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name
\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan
ceId\"}, {\"name\":\"is alarm\", \"value\":\"true\"}]",

"Unit": "Count/s",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceMaxConnectionUtilization",

"Periods": "60,300",

"Description”: "Maximum connection usage",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"%\"}, {\"name\":\"minAle
rtPeriod\",\"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instanceId\"}, {\"
name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "§",

"Statistics": "Average,Maximum,Minimum",

"Namespace": "acs_slb dashboard"
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"MetricName": "InstanceNewConnection",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name
\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan
ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_slb _dashboard"

"MetricName": "InstanceNewConnectionUtilization",

"Periods": "60,300",

"Description": "New connection usage",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"%\"}, {\"name\":\"minAle
rtPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instanceId\"}, {\"
name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "s&",

"Statistics": "Average,Maximum,Minimum",

"Namespace": "acs slb dashboard"

"MetricName": "InstancePacketRX",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name
\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\",\"value\":\"instan
ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs_slb dashboard"

"MetricName": "InstancePacketTX",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name
\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan
ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",

"Statistics": "Average,Minimum,Maximum",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceQps",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/s\"}, {\"name\":\"

minAlertPeriod\", \"value\":\"60\"}, {\"name\" :\"metricCategory\", \"value\":\"instanceId\
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"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/s",
"Statistics": "Average",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceQpsUtilization",
"Periods": "60,300",

"Description":"QPS usage",
"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"$\"}, {\"name\":\"minAle

rtPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\",\"value\":\"instanceId\"}, {\"

name\":\"is alarm\",\"value\":\"true\"}]",

llUnit": "%",
"Statistics": "Average,Maximum,Minimum",

"Namespace": "acs_slb dashboard"

"MetricName": "InstanceRt",

"Periods": "60,300",

"Description": "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\",\"value\":\"ms\"}, {\"name\":\"minAl

ertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instanceId\"}, {\

"name\":\"is alarm\",\"value\":\"true\"}]",

l'Unit": llmsll’
"Statistics": "Average",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceStatusCode2xx",
"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/Second",
"Statistics": "Average",

"Namespace": "acs slb dashboard"

"MetricName": "InstanceStatusCode3xx",

"Periods": "60,300",

"Description”: "",

"Dimensions": "userId, instanceId",

"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

bo
{

"Unit": "Count/Second",
"Statistics": "Average",

"Namespace": "acs_slb dashboard"
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"MetricName": "InstanceStatusCodedxx",
"Periods": "60,300",

"Description”: "",
"Dimensions": "userId, instanceId",
"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan

ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/Second",
"Statistics": "Average",
"Namespace": "acs slb dashboard"
by
{
"MetricName": "InstanceStatusCode5xx",
"Periods": "60,300",
"Description”: "",
"Dimensions": "userId, instanceId",
"Labels": "[{\"name\":\"alertUnit\", \"value\":\"Count/Second\"}, {\"name

\":\"minAlertPeriod\", \"value\":\"60\"}, {\"name\":\"metricCategory\", \"value\":\"instan
ceId\"}, {\"name\":\"is alarm\",\"value\":\"true\"}]",

"Unit": "Count/Second",

"Statistics": "Average",

"Namespace": "acs slb dashboard"

}I
"Code": 200,

"Success": true

PutContact

You can call this operation to create an alert contact. If you have already added an alert contact, you
can call this operation to modify the alert contact. For more information, see PutContact.

1. Inthe request parameters, set the name and contact information of the alert contact.
In this example, configure the following parameters and set other parameters to default values:
o ContactName: the name of the alert contact.

o Channels.Mail: the email address of the alert contact. After you add or modify an email
address, the recipient receives an email that contains an activation link. The system adds the
recipient to the list of alert contacts only after the recipient activates the email address.

Sample requests:

http(s)://[Endpoint]/? Action=PutContact
&ContactName=doctest
&Channels.Mail=test@example.com

&<Common request parameters>

2. Checkwhetherthe alert contact is created based on the returned parameters.

Sample responses:
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"RequestId": "SOE26BC3-B211-4713-9608-EESCE2EABTEL",
"Code": "200",

"Success": true

PutContactGroup

You can call this operation to create an alert contact group and modify an existing alert contact group.
For more information, see PutContactGroup.

1. Inthe request parameters, set the name and description of an alert contact group, and the names
of the alert contacts in the group.

In this example, configure the following parameters and set other parameters to default values:
o ContactGroupName: the name of the alert contact group.
o Describe: the description of the alert contact group.

o ContactNames: the names of the alert contacts in the group.

Sample requests:

http(s)://[Endpoint]/? Action=PutContactGroup
&ContactGroupName=doctestgroup
&ContactNames.l=doctest

&Describe=SLB alert contact group

&<Common request parameters>

2. Check whetherthe alert contact group is created based on the returned parameters.

Sample responses:

{
"RequestId": "B8B88837-99A4-4F0D-B445-5E9C072D154D",

"Code": "200",

"Success": true

PutResourceMetricRule

You can call this operation to configure an alert rule for a performance metric of a resource. For more
information, see PutResourceMetricRule.

1. Inthe request parameters, set the alert threshold for the number of unhealthy ECS instances.

In this example, configure the following parameters and set other parameters to default values.
Parameter Description
Ruleld The ID of the alert rule.

The namespace of SLB. Set the value to

Namespace acs_slb_dashboard.
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Parameter

MetricName

Resources

ContactGroups

Escalations.Critical.Statistics

Escalations.Critical.ComparisonOperator

Description

The names of metrics. You can query the result
according to DescribeMetricMetalist or set the
parameter according to Monitoring and alerting
metrics.

In this example, the metric that indicates the
number of unhealthy ECS instances is
UnhealthyServerCount.

The resources to be associated with the alert

rules. If you want to associate SLB instances with
the alert rule, specify the instances inthe [{"in
stanceId":"lb-bplrbwvouu*****x"}] format.

The alert contact group. Separate multiple
groups with commas (,).

The method that is used to collect statistics
about Critical alerts. Valid values:

o Average: the average value
© Minimum: the minimum value

o Maximum: the maximum value

The comparison operator of the threshold for
Critical alerts. Valid values:

o GreaterThanOrEqualToThreshold: greater than
or equal to the threshold

o GreaterThanThreshold: greater than the
threshold

o LessThanOrEqualToThreshold: less than or
equal to the threshold

o LessThanThreshold: less than the threshold

o NotEqualToThreshold: not equal to the
threshold

o GreaterThanYesterday: greater than the metric
value at the same time yesterday

o LessThanYesterday: less than the metric value
at the same time yesterday

o GreaterThanLastWeek: greater than the metric
value at the same time last week

o LessThanLastWeek: less than the metric value
at the same time last week

o GreaterThanLastPeriod: greater than the metric
value in the last monitoring cycle

o LessThanLastPeriod: less than the metric value
in the last monitoring cycle

46

> Document Version: 20211216


https://www.alibabacloud.com/help/doc-detail/162313.htm#concept-2473605

Server Load Balancer

Monitoring- Alerting

Parameter

Escalations.Critical.Threshold

Escalations.Critical.Times

Escalations.wWarn.Statistics

Escalations.warn.ComparisonOperator

Escalations.warn.Threshold

Escalations.warn.Times

Description

The threshold for triggering Critical alerts.

The number of times that the metric value
consecutively exceeds the threshold before a
Critical alert is triggered.

The method that is used to collect statistics
about Warn alerts. Valid values:

o Average: the average value
© Minimum: the minimum value

o Maximum: the maximum value

The comparison operator of the threshold for
Warn alerts. Valid values:

o GreaterThanOrEqualToThreshold: greater than
or equal to the threshold

o GreaterThanThreshold: greater than the
threshold

o LessThanOrEqualToThreshold: less than or
equal to the threshold

o LessThanThreshold: less than the threshold

o NotEqualToThreshold: not equal to the
threshold

o GreaterThanYesterday: greater than the metric
value at the same time yesterday

o LessThanYesterday: less than the metric value
at the same time yesterday

o GreaterThanLastWeek: greater than the metric
value at the same time last week

o LessThanLastWeek: less than the metric value
at the same time last week

o GreaterThanLastPeriod: greater than the metric
value in the last monitoring cycle

o LessThanLastPeriod: less than the metric value
in the last monitoring cycle

The threshold for triggering Warn alerts.

The number of times that the metric value
consecutively exceeds the threshold before a
Warn alert is triggered.
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Parameter Description

The method that is used to collect statistics
about Info alerts. Valid values:
Escalations.Info.Statistics © Average: the average value
o Minimum: the minimum value

o Maximum: the maximum value

The comparison operator of the threshold for
Info alerts. Valid values:

o GreaterThanOrEqualToThreshold: greater than
or equal to the threshold

o GreaterThanThreshold: greater than the
threshold

o LessThanOrequalToThreshold: less than or
equal to the threshold

o LessThanThreshold: less than the threshold

©o NotEqualToThreshold: not equal to the
threshold

Escalations.Info.ComparisonOperator o GreaterThanYesterday: greater than the metric
value at the same time yesterday

o LessThanYesterday: less than the metric value
at the same time yesterday

o GreaterThanLastWeek: greater than the metric
value at the same time last week

o LessThanLastWeek: less than the metric value
at the same time last week

o GreaterThanLastPeriod: greater than the metric
value in the last monitoring cycle

o LessThanLastPeriod: less than the metric value
in the last monitoring cycle

Escalations.Info.Threshold The threshold for triggering Info alerts.
The number of times that the metric value

Escalations.Info.Times consecutively exceeds the threshold before an
Info alert is triggered.

Sample requests:
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http(s) ://[Endpoint]/? Action=PutResourceMetricRule
&ContactGroups=doctestgroup

&MetricName=UnhealthyServerCount

&Namespace=acs_slb dashboard
&Resources=[{"instanceId":"lb-bplrbwvouuyipbc*****}]
&Escalations.Critical.Statistics=Minimum
&Escalations.Critical.ComparisonOperator=GreaterThanOrEqualToThreshold
&Escalations.Critical.Threshold=100
&Escalations.Warn.Statistics=Average
&Escalations.Warn.ComparisonOperator=GreaterThanOrEqualToThreshold
&Escalations.Warn.Threshold=30
&Escalations.Info.Statistics=Maximum
&Escalations.Info.ComparisonOperator=30
&Escalations.Info.Threshold=30

&<Common request parameters>

2. Check whether the alert rule is created based on the returned Success value.

Sample responses:

{
"Message":"",
"RequestId":"C65BO0B84-DDE8-4DCA-8663-5836773102D4",
"Success":true,
"Code":"200"

DescribeMetricRuleList
You can call this operation to query a list of alert rules. For more information, see DescribeMetricRulelist.

1. Inthe request parameters, specify the SLB namespace and alert metrics to query detailed
information about the alert metrics.

In this example, configure the following parameters and set other parameters to default values:
o Namespace: Set the namespace of SLBto acs_slb_dashboard.
o MetricName: Specify the alert metrics to be queried.

Request parameters:

http(s) ://[Endpoint]/? Action=DescribeMetricRulelist
&Namespace=acs_slb dashboard
&MetricName=UnhealthyServerCount

&<Common request parameters>

2. View the details of the alert metrics specified in this example based on the returned parameters.

Sample responses:
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"RequestId": "F249E314-1763-4662-A347-BD54C739191E",

"Total": 1,
"Alarms": {
"Alarm": [

{
"GroupName": "",
"SilenceTime": 86400,

"ContactGroups": "doctestgroup",
"NoEffectivelInterval": "",
"MailSubject": "${serviceType}-${metricName}-${levelDescription} notifi

cation (${dimensions})",
"RuleId": "123",
"SourceType": "METRIC",
"Period": 300,

"Dimensions": "",
"EffectiveInterval": "",

"Namespace": "acs slb dashboard",
"AlertState": "INSUFFICIENT DATA",
"GroupId": "",

"MetricName": "UnhealthyServerCount",

"EnableState": true,

"Escalations": {
"Critical™: { },
"Info": {
"ComparisonOperator": "LessThanThreshold",

"Times": 3,
"Statistics": "Average",
"Threshold": "3"
}y
"Warn": {
"ComparisonOperator": "GreaterThanThreshold",
"Times": 3,
"Statistics": "Average",
"Threshold": "10"

}l

"Webhook": "™,
"Resources": "[{\"instanceId\":\"lb-bplrbwvouuyipbc*****\"}]",
"RuleName": "UnhealthyServerCount"

b
"Code": "200",

"Success": true

3.3. Set alert rules by using Cloud Monitor
SDKs
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T his topic describes how to use Cloud Monitor SDKs to set alert rules for the metrics of Server Load
Balancer (SLB).

Prerequisites

e SIBisthe product label that has been configured in Cloud Monitor.

e The namespace of SLBin Cloud Monitoris acs_slb dashboard .Formore information about how to
query the namespace, see DescribeProject Met a.

Context

The following figure shows the procedure to set alert rules by calling Cloud Monitor APl operations.

PutContact PutContactGroup DescribeMetricRuleList

DescribeMetricMetalist PutResourceMetricRule

The following section describes the process:

1. (Optional)Call the DescribeMetricMetalist operation to query the descriptions of SLB time series
metrics that are supported in Cloud Monitor. For more information, see Monitoring and alerting
metrics.

2. Callthe PutContact operation to create or modify an alert contact.
3. Callthe PutContactGroup operation to create or modify an alert contact group.

4. Callthe PutResourceMetricRule operation to set an alert rule for a performance metric of a
resource.

5. Call the DescribeMetricRuleList operation to query a list of alert rules.

Python

For example, assume that a TCP listener has been configured for the lb-bp13hithhod4aoxc*****
instance. The following section describes how to set rules to trigger Critical, Warn, and Info alerts when
the number of unhealthy ECS instances exceeds the specified thresholds.

from aliyunsdkcms.request.v20190101 import DescribeMetricMetalistRequest, PutContactRequest
, PutContactGroupRequest, \
PutResourceMetricRuleRequest, DescribeMetricRuleListRequest
from aliyunsdkcore.client import AcsClient
import json, uuid
if name == "' main ':
# 1. Initialize the SDK.
ACS CLIENT = AcsClient(
'LTAI4FicM86BTPDyP*****' 4 your-access-key-id
'VR)7d6LO12ZyFyfYTWYzGk0e*****"' 4 your-access-key-secret
'cn-hangzhou', # your-region-id
)
# The namespace.
namespace = "acs_ slb dashboard"
# 2. Query the descriptions of time series metrics that are supported in Cloud Monitor.
describeMetricMetalistRequest = DescribeMetricMetalistRequest.DescribeMetricMetalistReqg
uest ()
# Set the namespace.
describeMetricMetalistRequest.set Namespace (namespace)
# The number of records on each page. Default value: 30.

describeMetricMetalistRequest.set PageSize (100)
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describeMetricMetalistResponse = ACS CLIENT.do action with exception (describeMetricMeta
ListRequest)

print (json.loads (describeMetricMetalListResponse) )

# 3. Create an alert contact.

putContactRequest = PutContactRequest.PutContactRequest ()

# The name of the alert contact.

putContactRequest.set ContactName ("doctest")

# The description of the alert contact.

putContactRequest.set Describe ("doctest")

# The email address of the alert contact.

putContactRequest.set ChannelsMail ("test@example.com")

putContactResponse = ACS CLIENT.do action with exception (putContactRequest)

print (json.loads (putContactResponse) )

# 4. Create an alert contact group.

putContactGroupRequest = PutContactGroupRequest.PutContactGroupRequest ()

# The name of the alert contact group.

putContactGroupRequest.set ContactGroupName ("the default alert contact group")

# The description of the alert contact group.

putContactGroupRequest.set Describe ("the default alert contact group")

putContactGroupRequest.set ContactNamess (["doctest"])

putContactGroupResponse = ACS CLIENT.do action with exception (putContactGroupRequest)

print (json.loads (putContactGroupResponse) )

# 5. Set an alert rule for a performance metric of a resource.

putResourceMetricRuleRequest = PutResourceMetricRuleRequest.PutResourceMetricRuleReques

# The ID of the alert rule.
putResourceMetricRuleRequest.set Ruleld (uuid.uuidl ())
# The name of the alert rule.

putResourceMetricRuleRequest.set RuleName ("alert rule for unhealthy SLB backend servers

# The alert contact group. Separate multiple groups with commas (,) .

putResourceMetricRuleRequest.set ContactGroups ("the default alert contact group")

# Set the namespace of SLB to acs_slb dashboard.

putResourceMetricRuleRequest.set Namespace (namespace)

# The metric name, which is UnhealthyServerCount in this example. UnhealthyServerCount
measures the number of unhealthy ECS instances.

putResourceMetricRuleRequest.set MetricName ("UnhealthyServerCount")

# The resources to be associated with the alert rule.

putResourceMetricRuleRequest.set Resources (" [{'instancelId':'lb-bpl3hithhod*******!}]m)

# Set Critical alerts.

# The method that is used to collect statistics about Critical alerts. Average: average
value.

putResourceMetricRuleRequest.set EscalationsCriticalStatistics ("Average")

# The comparison operator of the threshold for Critical alerts. GreaterThanOrEqualToThr
eshold: greater than or equal to the threshold.

putResourceMetricRuleRequest.set EscalationsCriticalComparisonOperator ("GreaterThanOrEqg
ualToThreshold")

# The threshold for triggering Critical alerts.

putResourceMetricRuleRequest.set EscalationsCriticalThreshold("2")

# The number of times that the metric value consecutively exceeds the threshold before
a Critical alert is triggered.

putResourceMetricRuleRequest.set EscalationsCriticalTimes (5)

# Set Info alerts.

# The method that is used to collect statistics about Info alerts. Average: average val
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ue.

putResourceMetricRuleRequest.set EscalationsInfoStatistics ("Average")

# The comparison operator of the threshold for Info alerts. GreaterThanOrEqualToThresho
1d: greater than or equal to the threshold.

putResourceMetricRuleRequest.set EscalationsInfoComparisonOperator ("GreaterThanOrEqualT
oThreshold")

# The threshold for triggering Info alerts.

putResourceMetricRuleRequest.set EscalationsInfoThreshold("1")

# The number of times that the metric value consecutively exceeds the threshold before
an Info alert is triggered.

putResourceMetricRuleRequest.set EscalationsInfoTimes (5)

# Set Warn alerts.

# The method that is used to collect statistics about Warn alerts. Average: average val
ue.

putResourceMetricRuleRequest.set EscalationsWarnStatistics ("Average")

# The comparison operator of the threshold for Warn alerts. GreaterThanOrEqualToThresho
1d: greater than or equal to the threshold.

putResourceMetricRuleRequest.set EscalationsWarnComparisonOperator ("GreaterThanOrEqualT
oThreshold")

# The threshold for triggering Warn alerts.

putResourceMetricRuleRequest.set_EscalationsWarnThreshold("1")

# The number of times that the metric value consecutively exceeds the threshold before
a Warn alert is triggered.

putResourceMetricRuleRequest.set EscalationsWarnTimes (5)

putResourceMetricRuleResponse = ACS CLIENT.do action with exception (putResourceMetricRu
leRequest)

print (json.loads (putResourceMetricRuleResponse) )

# 6. Query the alert rules.

describeMetricRulelListRequest = DescribeMetricRuleListRequest.DescribeMetricRulelistReqg
uest ()

# Set the namespace of SLB to acs slb dashboard.

describeMetricRuleListRequest.set Namespace (namespace)

# Set the alert metrics that you want to query.

describeMetricRulelListRequest.set MetricName ("UnhealthyServerCount")

describeMetricRulelistResponse = ACS CLIENT.do action with exception (describeMetricRule
ListRequest)

print (json.loads (describeMetricRulelListResponse))

Java

For example, assume that a TCP listener has been configured for the lb-bp13hithhod4aoxc*****
instance. The following section describes how to set rules to trigger Critical, Warn, and Info alerts when
the number of unhealthy ECS instances exceeds the specified thresholds.

package com.aliyun.cms;

import com.aliyun.CommonConfig;

import com.aliyuncs.DefaultAcsClient;

import com.aliyuncs.IAcsClient;

import com.aliyuncs.cms.model.v20190101.*;
import com.aliyuncs.exceptions.ClientException;
import com.aliyuncs.profile.DefaultProfile;
import com.google.gson.Gson;

import java.util.ArravList;
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import java.util.List;

import java.util.UUID;

public class CreateMetricRuleDemo {

public static void main(String[] args) throws ClientException {

itor.

// 1. Initialize the SDK.
DefaultProfile profile = DefaultProfile.getProfile (
"cn-hangzhou", // The ID of the region.
CommonConfig.ACCESSKEY ID,// Your AccessKey ID.
CommonConfig.ACCESSKEY SECRET);// Your AccessKey secret.
IAcsClient client = new DefaultAcsClient (profile);
// The namespace.
String namespace = "acs_slb dashboard";
Gson gson = new Gson() ;
// 2. Query the descriptions of time series metrics that are supported in Cloud Mon

DescribeMetricMetalistRequest describeMetricMetalistRequest = new DescribeMetricMet

alListRequest () ;

// Set the namespace.

describeMetricMetalistRequest.setNamespace (namespace) ;

// The number of records on each page. Default value: 30.
describeMetricMetalistRequest.setPageSize (100) ;

DescribeMetricMetalistResponse describeMetricMetalListResponse = client.getAcsRespon

se (describeMetricMetalistRequest) ;

System.out.println (gson.toJson (describeMetricMetalistResponse)) ;

// 3. Create an alert contact.

PutContactRequest putContactRequest = new PutContactRequest();

// The name of the alert contact.

putContactRequest.setContactName ("doctest") ;

// The description of the alert contact.
putContactRequest.setDescribe ("doctest") ;

// The email address of the alert contact.

putContactRequest.setChannelsMail ("test@example.com") ;

PutContactResponse putContactResponse = client.getAcsResponse (putContactRequest) ;
System.out.println (gson.toJdson (putContactResponse)) ;

// 4. Create an alert contact group.

PutContactGroupRequest putContactGroupRequest = new PutContactGroupRequest () ;
// The name of the alert contact group.
putContactGroupRequest.setContactGroupName ("the default alert contact group");
// The description of the alert contact group.
putContactGroupRequest.setDescribe ("the default alert contact group");

// The contacts in the alert contact group.

List<String> contactNames = new ArrayList<>();

contactNames.add ("doctest") ;
putContactGroupRequest.setContactNamess (contactNames) ;

PutContactGroupResponse putContactGroupResponse = client.getAcsResponse (putContactG

roupRequest) ;

System.out.println (gson.toJdson (putContactGroupResponse)) ;
// 5. Set an alert rule for a performance metric of a resource.

PutResourceMetricRuleRequest putResourceMetricRuleRequest = new PutResourceMetricRu

leRequest () ;

// Generate a UUID that is in all lowercase letters and contains no hyphens (-) as

the unique ID of the alert rule.

String uuid = UUID.randomUUID() .toString() .replace("-", "").toLowerCase();
// The ID of the alert rule.

54

> Document Version: 20211216



Server Load Balancer Monitoring- Alerting

putResourceMetricRuleRequest.setRuleld (uuid) ;

// The name of the alert rule.

putResourceMetricRuleRequest.setRuleName ("alert rule for unhealthy SILB backend serv
ers");

// The alert contact group. Separate multiple groups with commas (,) .

putResourceMetricRuleRequest.setContactGroups ("the default alert contact group"):;

// Set the namespace of SLB to acs_ slb dashboard.

putResourceMetricRuleRequest.setNamespace (namespace) ;

// The metric name, which is UnhealthyServerCount in this example. UnhealthyServerC
ount measures the number of unhealthy ECS instances.

putResourceMetricRuleRequest.setMetricName ("UnhealthyServerCount") ;

// The resources to be associated with the alert rule.

putResourceMetricRuleRequest.setResources (" [{\"instanceId\":\"1lb-bpl3hithhod4aoxc**
*ERXN"LIMN) 5

// Set Critical alerts.

// The method used to collect statistics about Critical alerts. Average: average va
lue.

putResourceMetricRuleRequest.setEscalationsCriticalStatistics ("Average") ;

// The comparison operator of the threshold for Critical alerts. GreaterThanOrEqual
ToThreshold: greater than or equal to the threshold.

putResourceMetricRuleRequest.setEscalationsCriticalComparisonOperator ("GreaterThanO
rEqualToThreshold") ;

// The threshold for triggering Critical alerts.

putResourceMetricRuleRequest.setEscalationsCriticalThreshold("2") ;

// The number of times that the metric value consecutively exceeds the threshold be
fore a Critical alert is triggered.

putResourceMetricRuleRequest.setEscalationsCriticalTimes (5) ;

// Set Info alerts.

// The method that is used to collect statistics about Info alerts. Average: averag
e value.

putResourceMetricRuleRequest.setEscalationsInfoStatistics ("Average") ;

// The comparison operator of the threshold for Info alerts. GreaterThanOrEqualToTh
reshold: greater than or equal to the threshold.

putResourceMetricRuleRequest.setEscalationsInfoComparisonOperator ("GreaterThanOrEqu
alToThreshold") ;

// The threshold for triggering Info alerts.

putResourceMetricRuleRequest.setEscalationsInfoThreshold("1") ;

// The number of times that the metric value consecutively exceeds the threshold be
fore an Info alert is triggered.

putResourceMetricRuleRequest.setEscalationsInfoTimes (5) ;

// Set Warn alerts.

// The method that is used to collect statistics about Warn alerts. Average: averag
e value.

putResourceMetricRuleRequest.setEscalationsWarnStatistics ("Average") ;

// The comparison operator of the threshold for Warn alerts. GreaterThanOrEqualToTh
reshold: greater than or equal to the threshold.

putResourceMetricRuleRequest.setEscalationsWarnComparisonOperator ("GreaterThanOrEqu
alToThreshold") ;

// The threshold for triggering Warn alerts.

putResourceMetricRuleRequest.setEscalationsWarnThreshold ("1") ;

// The number of times that the metric value consecutively exceeds the threshold be
fore a Warn alert is triggered.

putResourceMetricRuleRequest.setEscalationsWarnTimes (5) ;

PutResourceMetricRuleResponse putResourceMetricRuleResponse = client.getAcsResponse

> Document Version: 20211216 55



Monitoring- Alerting Server Load Balancer

(putResourceMetricRuleRequest) ;
System.out.println (gson.todson (putResourceMetricRuleResponse)) ;
// 6. Query the alert rules.
DescribeMetricRulelListRequest describeMetricRuleListRequest = new DescribeMetricRul
eListRequest () ;
// Set the namespace of SLB to acs slb dashboard.
describeMetricRulelListRequest.setNamespace (namespace) ;
// Set the alert metrics that you want to query.
describeMetricRuleListRequest.setMetricName ("UnhealthyServerCount") ;
DescribeMetricRulelistResponse describeMetricRuleListResponse = client.getAcsRespon
se (describeMetricRuleListRequest) ;

System.out.println (gson.toJdson (describeMetricRulelListResponse)) ;

Responses

The following responses are returned:

{'TotalCount': 53, 'RequestId': '96E7FB37-8BD5-48C3-AEOC-CBCO3F8B7FD7', 'Resources': {'Reso
urce': [{'MetricName': 'ActiveConnection', 'Periods': '60,300', 'Description': 'the number
of active connections on a port', 'Dimensions': 'userId,instanceld,port,protocol’', 'Labels'

'"[{"name" :"alertUnit", "value":"Count"}, {"name" :"minAlertPeriod", "value":"60"}, {"name": "me

tricCategory", "value":"port"}, {"name":"is alarm", "value":"true"}]', 'Unit': 'Count',6 'Stati
stics': 'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'DropC
onnection', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceld,port,p
rotocol', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPeriod",

"value":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is alarm", "value":"true"}]'

, 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboa
rd'}, {'MetricName': 'DropPacketRX', 'Periods': '60,300', 'Description': '', 'Dimensions':
'userId, instanceld, port,protocol', 'Labels': '[{"name":"alertUnit","value":"Count/Second"},

{"name" :"minAlertPeriod", "value":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is

_alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Nam
espace': 'acs_slb dashboard'}, {'MetricName': 'DropPacketTX', 'Periods': '60,300', 'Descrip
tion': '', 'Dimensions': 'userId,instanceld,port,protocol', 'Labels': '[{"name":"alertUnit"

,"value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "v

alue":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': '"Count/s', 'Statistics': 'Avera
ge,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'DropTrafficRX', 'Pe
riods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceld,port,protocol’', 'Labe
1s': '"[{"name":"alertUnit", "value":"bits/s"}, {"name":"minAlertPeriod", "value":"60"}, {"name"
:"metricCategory”, "value":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'bits/s', '
Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': '
DropTrafficTX', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId, instanceld,po
rt,protocol', 'Labels': '[{"name":"alertUnit","value":"bits/s"}, {"name":"minAlertPeriod","v

alue":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is alarm","value":"true"}]"',

'Unit': 'bits/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs_slb dashboard'
}, {'MetricName': 'GroupTrafficRX', 'Periods': '60', 'Description': '', 'Dimensions': 'grou
pId', 'Labels': '[{"name":"alertUnit","value":"bits/s"}, {"name":"minAlertPeriod","value":"6

O"},{"name":"metricCategory","value":"groupld"},{"name":"is_alarm","value“:“true"}]', 'Unit

': 'bits/s', 'Statistics': 'Average,Minimum,Maximum,Sum', 'Namespace': 'acs_slb dashboard'}
, {'MetricName': 'GroupTrafficTX', 'Periods': '60', 'Description': '', 'Dimensions': 'group
Id', 'Labels': '[{"name":"alertUnit","value":"bits/s"}, {"name":"minAlertPeriod", "value":"60

"}, {"name":"metricCategory", "value":"groupId"}, {"name":"is alarm","value":"true"}]', 'Unit'
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'bits/s', 'Statistics': 'Average,Minimum,Maximum,Sum', 'Namespace': 'acs slb dashboard'},
{'MetricName': 'HeathyServerCount', 'Periods': '60,300', 'Description': 'the number of heal
thy ECS instances', 'Dimensions': 'userld,instanceld,port,vip', 'Labels': '[{"name":"alertU

nit","value":"Count"}, {"name":"minAlertPeriod", "value":"60"}, {"name" :"metricCategory", "valu
e":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count', 'Statistics': 'Average,Mi
nimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InactiveConnection', 'Pe
riods': '60,300', 'Description': 'the number of inactive connections on a port', 'Dimension
s': 'userld, instanceld,port,protocol', 'Labels': '[{"name":"alertUnit","value":"Count"},{"n

ame":"minAlertPeriod", "value":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is al

arm","value":"true"}]', 'Unit': 'Count', 'Statistics': 'Average,Minimum,Maximum', 'Namespac
e': 'acs_slb dashboard'}, {'MetricName': 'InstanceActiveConnection', 'Periods': '60,300', '
Description': '', 'Dimensions': 'userId,instanceId', 'Labels': '[{"name":"alertUnit", "value

":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":"

instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Averag
e,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceDropConnecti
on', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceId', 'Labels': '

[{"name":"alertUnit", "value":"Count/Second"}, {"name" :"minAlertPeriod", "value":"60"}, {"name"
:"metricCategory", "value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Coun
t/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricN
ame': 'InstanceDropPacketRX', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId
,instanceId', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPeri

od", "value":"60"}, {"name":"metricCategory", "value":"instancelId"}, {"name":"is alarm", "value"

:"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs s
1b dashboard'}, {'MetricName': 'InstanceDropPacketTX', 'Periods': '60,300', 'Description':
'', 'Dimensions': 'userld,instanceId', 'Labels': '[{"name":"alertUnit","value":"Count/Secon

d"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":"instanceId"}, {

"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maxi
mum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceDropTrafficRX', 'Periods':
'60,300"', 'Description': '', 'Dimensions': 'userId,instanceId', 'Labels': '[{"name":"alertU

nit","value":"bits/s"}, {"name":"minAlertPeriod", "value":"60"}, {"name": "metricCategory", "val

ue":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'bits/s', 'Statistics': 'Av
erage,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceDropTraf
ficTX', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceId', 'Labels'

'[{"name":"alertUnit", "value":"bits/s"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" :"m
etricCategory"”, "value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'bits/s'
, 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName'

'InstanceInactiveConnection', 'Periods': '60,300', 'Description': '', 'Dimensions': 'user
Id, instanceId', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPe

riod","value":"60"}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is alarm", "valu

e":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs
_slb dashboard'}, {'MetricName': 'InstanceMaxConnection', 'Periods': '60,300', 'Description
': '', 'Dimensions': 'userId,instancelId', 'Labels': '[{"name":"alertUnit","value":"Count/Se

cond"}, {"name":"minAlertPeriod", "value":"60"}, {"name" :"metricCategory", "value":"instanceId"
},{"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,M
aximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceMaxConnectionUtilizatio
n', 'Periods': '60,300', 'Description': 'the maximum connection usage', 'Dimensions': 'user
Id, instancelId', 'Labels': '[{"name":"alertUnit","value":"%"}, {"name":"minAlertPeriod", "valu
e":"60"}, {"name" :"metricCategory", "value":"instanceId"}, {"name":"is alarm","value":"true"}]
', 'Unit': '$', 'Statistics': 'Average,Maximum,Minimum', 'Namespace': 'acs_slb dashboard'},
{"MetricName': 'InstanceNewConnection', 'Periods': '60,300', 'Description': '', 'Dimensions
': 'userId,instancelId', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"mi
nAlertPeriod", "value":"60"}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is alar
m","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespac

e': 'acs_slb dashboard'}, {'MetricName': 'InstanceNewConnectionUtilization', 'Periods': '60
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,300"', 'Description': 'the usage of new connections', 'Dimensions': 'userld,instanceId', 'L
abels': '"[{"name":"alertUnit","value":"%"}, {"name":"minAlertPeriod", "value":"60"}, {"name":"
metricCategory", "value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': '%', 'S
tatistics': 'Average,Maximum,Minimum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'I
nstancePacketRX', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceId'
, 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPeriod", "value":

"60"}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is alarm","value":"true"}]',

'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboard
'}, {'MetricName': 'InstancePacketTX', 'Periods': '60,300', 'Description': '', 'Dimensions’'
'userld, instanceId', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"min

AlertPeriod", "value":"60"}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is alarm

","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace
': 'acs_slb dashboard'}, {'MetricName': 'InstanceQps', 'Periods': '60,300', 'Description':
'', 'Dimensions': 'userId,instanceId', 'Labels': '[{"name":"alertUnit","value":"Count/s"}, {

"name" :"minAlertPeriod", "value":"60"}, {"name":"metricCategory", "value":"instanceId"}, {"name

":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average', 'Namespace': 'a
cs_slb dashboard'}, {'MetricName': 'InstanceQpsUtilization', 'Periods': '60,300', 'Descript
ion': 'QPS usage', 'Dimensions': 'userId,instanceId', 'Labels': '[{"name":"alertUnit","valu

e":"$"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":"instanceIld

"}, {"name":"is alarm","value":"true"}]', 'Unit': '%', 'Statistics': 'Average,Maximum,Minimu
m', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceRt', 'Periods': '60,300', 'D
escription': '', 'Dimensions': 'userId,instancelId', 'Labels': '[{"name":"alertUnit","value"

:"ms"}, {"name" :"minAlertPeriod", "value":"60"}, {"name": "metricCategory", "value":"instanceId"

}, {"name":"is alarm","value":"true"}]', 'Unit': 'ms', 'Statistics': 'Average', 'Namespace':
'acs_slb dashboard'}, {'MetricName': 'InstanceStatusCode2xx', 'Periods': '60,300', 'Descrip
tion': '', 'Dimensions': 'userId,instancelId', 'Labels': '[{"name":"alertUnit","value":"Coun

t/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":"instanc

eId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/Second', 'Statistics': 'Average'
, 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceStatusCode3xx', 'Periods': '60
,300', 'Description': '', 'Dimensions': 'userId,instanceId', 'Labels': '[{"name":"alertUnit

","value":"Count/Second"}, {"name" :"minAlertPeriod", "value":"60"}, {"name": "metricCategory","

value":"instancelId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/Second', 'Statist
ics': 'Average', 'Namespace': 'acs_slb dashboard'}, {'MetricName': 'InstanceStatusCode4xx',
'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceId', 'Labels': '[{"na

me":"alertUnit","value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name": "met

ricCategory", "value":"instanceId"}, {"name":"is alarm", "value":"true"}]', 'Unit': 'Count/Sec
ond', 'Statistics': 'Average', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceS
tatusCodebxx', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,instanceId', '
Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60

"}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is alarm", "value":"true"}]', 'Un

it': 'Count/Second', 'Statistics': 'Average', 'Namespace': 'acs_ slb dashboard'}, {'MetricNa
me': 'InstanceStatusCodeOther', 'Periods': '60,300', 'Description': '', 'Dimensions': 'user
Id, instanceld', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPe

riod","value":"60"}, {"name":"metricCategory", "value":"instanceId"}, {"name":"is alarm", "valu

e":"true"}]', 'Unit': 'Count/Second', 'Statistics': 'Average', 'Namespace': 'acs slb dashbo
ard'}, {'MetricName': 'InstanceTrafficRX', 'Periods': '60,300', 'Description': '', 'Dimensi
ons': 'userld,instanceId', 'Labels': '[{"name":"alertUnit","value":"Mbits/s"}, {"name":"minA

lertPeriod", "value":"60"}, {"name" :"unitFactor", "value":"1048576"}, {"name" : "metricCategory",

"value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'bits/s', 'Statistics':
'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceTraff
icTX', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userld,instanceId', 'Labels':

'[{"name":"alertUnit", "value":"Mbits/s"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" :"un
itFactor","value":"1048576"}, {"name" :"metricCategory", "value":"instanceId"}, {"name":"is ala

rm", "value":"true"}]"', 'Unit': 'bits/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespac
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e': 'acs_slb dashpoard'}, {'MetricName': 'lnstanceUpstreamCode4xx', 'Periods': 'bU,300', 'D
escription': '', 'Dimensions': 'userId,instancelId', 'Labels': '[{"name":"alertUnit","value"

:"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":"1i

nstanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/Second', 'Statistics': 'Av
erage', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceUpstreamCode5xx', 'Perio
ds': '60,300', 'Description': '', 'Dimensions': 'userId,instanceId', 'Labels': '[{"name":"a

lertUnit", "value":"Count/Second"}, {"name" :"minAlertPeriod", "value":"60"}, {"name":"metricCat

egory","value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/Second',
'Statistics': 'Average', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'InstanceUpstrea
mRt', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId, instanceId', 'Labels':

"[{"name" :"alertUnit", "value" :"ms"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricC

ategory","value":"instanceId"}, {"name":"is alarm","value":"true"}]', 'Unit': 'ms', 'Statist
ics': 'Average', 'Namespace': 'acs_slb dashboard'}, {'MetricName': 'MaxConnection', 'Period
s': '60,300', 'Description': '', 'Dimensions': 'userId,instanceld,port,protocol’', 'Labels':

'"[{"name":"alertUnit", "value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, { "name

":"metricCategory", "value":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/Sec
ond', 'Statistics': 'Maximum,Minimum,Average', 'Namespace': 'acs slb dashboard'}, {'MetricN
ame': 'NewConnection', 'Periods': '60,300', 'Description': 'the number of new connections o
n a port', 'Dimensions': 'userId,instanceld,port,protocol', 'Labels': '[{"name":"alertUnit"

,"value":"Count"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":"

port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count', 'Statistics': 'Average,Minimu
m,Maximum', 'Namespace': 'acs_slb dashboard'}, {'MetricName': 'PacketRX', 'Periods': '60,30
0', 'Description': 'the number of inbound packets over a port per second', 'Dimensions': 'u
serId, instanceld, port,protocol', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"

name":"minAlertPeriod", "value":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is a

larm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Names
pace': 'acs slb dashboard'}, {'MetricName': 'PacketTX', 'Periods': '60,300', 'Description':
'the number of outbound packets over a port per second', 'Dimensions': 'userId,instanceld,p
ort,protocol', 'Labels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPer

iod", "value":"60"}, {"name" :"metricCategory", "value":"port"}, {"name":"is alarm", "value":"tru

e"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs slb da
shboard'}, {'MetricName': 'Qps', 'Periods': '60,300', 'Description': '', 'Dimensions': 'use
rId, instanceld, port,protocol’', 'Labels': '[{"name":"alertUnit","value":"Count/s"}, {"name":"
minAlertPeriod", "value":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is alarm",6"
value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average', 'Namespace': 'acs slb dashboa
rd'}, {'MetricName': 'Rt', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId,in
stanceld, port,protocol’, 'Labels': '[{"name":"alertUnit","value":"ms"}, {"name":"alertDefaul

t","value":"ms"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value":"p

ort"}, {"name":"is alarm","value":"true"}]', 'Unit': '', 'Statistics': 'Average',6 'Namespace
': 'acs_slb dashboard'}, {'MetricName': 'StatusCode2xx', 'Periods': '60,300', 'Description'
'', 'Dimensions': 'userId,instanceld,port,protocol’', 'Labels': '[{"name":"alertUnit","val

ue":"Count/s"}, {"name":"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "value": "por

t"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average', 'Name
space': 'acs_slb dashboard'}, {'MetricName': 'StatusCode3xx', 'Periods': '60,300', 'Descrip
tion': '', 'Dimensions': 'userId,instanceId,port,protocol', 'Labels': '[{"name":"alertUnit"

,"value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name" : "metricCategory", "v

alue":"port"}, {"name":"is alarm","value":"true"}]', 'Unit': '"Count/Second', 'Statistics': '
Average', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'StatusCode4xx', 'Periods': '60
,300', 'Description': '', 'Dimensions': 'userId,instanceld,port,protocol’', 'Labels': '[{"na

me":"alertUnit", "value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"}, {"name": "met

ricCategory", "value":"port"}, {"name":"is alarm", "value":"true"}]', 'Unit': 'Count/Second"',

'Statistics': 'Average', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'StatusCodebxx',
'Periods': '60,300', 'Description': '', 'Dimensions': 'userId, instanceld,port,protocol’', 'L
abels': '[{"name":"alertUnit","value":"Count/Second"}, {"name":"minAlertPeriod", "value":"60"
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ount/Second', 'Statistics': 'Average', 'Namespace': 'acs _slb dashboard'}, {'MetricName': 'S
tatusCodeOther', 'Periods': '60,300', 'Description': '', 'Dimensions': 'userId, instanceld,p
ort,protocol', 'Labels': '[{"name":"alertUnit", "value":"Count/Second"}, {"name":"minAlertPer

iod", "value":"60"}, {"name" :"metricCategory", "value":"port"}, {"name":"is alarm", "value":"tru

e"}]', 'Unit': 'Count/Second', 'Statistics': 'Average', 'Namespace': 'acs_slb dashboard'},
{'MetricName': 'TrafficRXNew', 'Periods': '60,300', 'Description': 'the amount of data rece
ived over a port per second', 'Dimensions': 'userId,instanceld,port,protocol', 'Labels': '[

{"name" :"alertUnit", "value":"Mbits/s"}, {"name" :"minAlertPeriod", "value":"60"}, {"name":"unit

Factor","value":"1048576"}, {"name" :"metricCategory", "value":"port"}, {"name":"is alarm", "val

ue":"true"}]', 'Unit': 'bits/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs
_slb dashboard'}, {'MetricName': 'TrafficTXNew', 'Periods': '60,300', 'Description': 'the a
mount of data sent over a port per second', 'Dimensions': 'userId,instanceld,port,protocol’
, 'Labels': '[{"name":"alertUnit","value":"Mbits/s"}, {"name":"minAlertPeriod", "value":"60"}

, {"name" :"unitFactor", "value":"1048576"}, {"name" : "metricCategory", "value" :"port"}, {"name" :"
is_alarm","value":"true"}]', 'Unit': 'bits/s', 'Statistics': 'Average,Minimum,Maximum', 'Na
mespace': 'acs_ slb dashboard'}, {'MetricName': 'UnhealthyServerCount', 'Periods': '60,300',
'Description': 'the current number of unhealthy ECS instances', 'Dimensions': 'userId, insta
nceld,port,vip', 'Labels': '[{"name":"alertUnit","value":"Count"}, {"name":"minAlertPeriod",

"value":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is alarm", "value":"true"}]'

;, 'Unit': 'Count', 'Statistics': 'Average,Minimum,Maximum', 'Namespace': 'acs slb dashboard
'}, {'MetricName': 'UpstreamCodedxx', 'Periods': '60,300', 'Description': '', 'Dimensions':
'userId, instanceld,port,protocol', 'Labels': '[{"name":"alertUnit","value":"Count/s"}, {"nam

e":"minAlertPeriod", "value":"60"}, {"name":"metricCategory", "value":"port"}, {"name":"is alar

m","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Minimum,Maximum', 'Namespac
e': 'acs_slb dashboard'}, {'MetricName': 'UpstreamCode5xx', 'Periods': '60,300', 'Descripti
on': '', 'Dimensions': 'userId,instanceld,port,protocol', 'Labels': '[{"name":"alertUnit","

value":"Count/s"}, {"name":"minAlertPeriod", "value":"60"}, {"name": "metricCategory", "value":"

port"}, {"name":"is alarm","value":"true"}]', 'Unit': 'Count/s', 'Statistics': 'Average,Mini
mum,Maximum', 'Namespace': 'acs slb dashboard'}, {'MetricName': 'UpstreamRt', 'Periods': '6
0,300', 'Description': '', 'Dimensions': 'userId,instanceld,port,protocol', 'Labels': '[{"n

ame":"alertUnit","value":"ms"}, {"name" :"minAlertPeriod", "value":"60"}, {"name" : "metricCatego

ry","value":"port"}, {"name":"is_alarm", "value":"true"}]', 'Unit': 'ms', 'Statistics': 'Aver
age', 'Namespace': 'acs slb dashboard'}]}, 'Code': 200, 'Success': True}

{'RequestId': '653C4634-C32B-4858-B2BA-BAFC22DAF8FF', 'Code': '200', 'Success': True}
{'RequestId': 'O88D3BFF-DCED-4892-AE1D-468120BB6D74', 'Code': '200', 'Success': True}
{'Message': '', 'RequestId': 'l149A6CBC-1182-4749-8AD6-F55C563B9020', 'Code': 200, 'Success'

True}

{'RequestId': '3E6ED37E-F5F3-472D-AF4D-8117329EAEC5', 'Total': 1, 'Alarms': {'Alarm': [{'Gr
oupName': '', 'SilenceTime': 86400, 'ContactGroups': 'the default alert contact group', 'No
EffectiveInterval': '', 'MailSubject': '${serviceType}-${metricName}-${levelDescription}not

ification (${dimensions})', 'RuleId': 'edcOelae-7ef8-1lea-bf2d-54ee75d07c7c', 'SourceType':

'METRIC', 'Period': 300, 'Dimensions': '', 'Effectivelnterval': '', 'Namespace': 'acs slb d
ashboard', 'AlertState': 'OK', 'GroupId': '', 'MetricName': 'UnhealthyServerCount', 'Enable
State': True, 'Escalations': {'Critical': {'ComparisonOperator': 'GreaterThanOrEqualToThres
hold', 'Times': 5, 'Statistics': 'Average', 'Threshold': '2'}, 'Info': {'ComparisonOperator
': 'GreaterThanOrEqualToThreshold', 'Times': 5, 'Statistics': 'Average', 'Threshold': '1'},
'Warn': {'ComparisonOperator': 'GreaterThanOrEqualToThreshold', 'Times': 5, 'Statistics': '
Average', 'Threshold': 'l'}}, 'Webhook': '', 'Resources': '[{"instanceId":"lb-bpl3hithhod4a
oxcxx*x*m} 11— 'RuleName': 'alert rule for unhealthy SLB backend servers'}]}, 'Code': '200',

'Success': True}
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