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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes the bandwidth limits of pay-as-you-go Classic Load Balancer (CLB) instances in
differentregions.

Not eNot e

The bandwidth limits of internal-facing CLB instances are 5 Gbit/s in all regions.

For each pay-by-bandwidth CLB instance, the inbound bandwidth limit  is the same as the
outbound bandwidth limit .

The bandwidth limit  of a pay-by-data-transfer CLB instance indicates the upper limit  of
data transfer rate and is used only for reference. The peak bandwidth is not guaranteed.

The bandwidth limit  of a pay-by-bandwidth CLB instance indicates the peak bandwidth and
is a guaranteed value.

When CLB instances compete for resources, the peak bandwidth of pay-by-bandwidth CLB
instances is guaranteed but the peak bandwidth of pay-by-data-transfer CLB instances may
be limited.

Region Bandwidth limit

China (Qingdao) 5 Gbps

China (Hangzhou) 5 Gbps

China (Beijing) 5 Gbps

China (Shanghai) 5 Gbps

China (Shenzhen) 5 Gbps

China (Zhangjiakou) 5 Gbps

China (Hohhot) 5 Gbps

China (Hong Kong) 2 Gbps

US (Virginia) 1 Gbps

US (Silicon Valley) 2 Gbps

Japan (Tokyo) 1 Gbps

Singapore (Singapore) 5 Gbps

Australia (Sydney) 1 Gbps

Malaysia (Kuala Lumpur) 5 Gbps

1.Bandwidth limits in different1.Bandwidth limits in different
regionsregions
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UAE (Dubai) 500 Mbps

Germany (Frankfurt) 1 Gbps

India (Mumbai) 5 Gbps

Region Bandwidth limit

Common Configurat ions··Bandwidt h l
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API Inspector is an experimental feature that allows you to view the API call that  corresponds to each
operation in the console. API Inspector can automatically generate API code snippets for each
programming language. You can debug the API code snippets by using Cloud Shell and OpenAPI
Explorer.

FeaturesFeatures
API Inspector is integrated with OpenAPI Explorer and Cloud Shell to provide an integrated API learning
and debugging solut ion with the following features:

Automatic recording: You can obtain relevant API calls by performing corresponding operations in
the console. For more information, see Automatic recording.

Code generation: The system automatically generates API code snippets with preset  parameters for
different programming languages. You can directly run the API code snippets. For more information,
see Code generation.

Online debugging: You can use OpenAPI Explorer and Cloud Shell to debug the code snippets
without the need to build a developing environment. For more information, see Online debugging
with OpenAPI Explorer and Online debugging with Cloud Shell.

Enable API InspectorEnable API Inspector
Perform the following operations to enable API Inspector:

1. Log on to the Classic Load Balancer (CLB) console.

2. Click  in the lower-right corner.

Automatic recordingAutomatic recording
The following example describes how to use the automatic recording feature in a scenario where you
want to modify the name of a CLB instance in the console.

1. Click the ID of the CLB instance that you want to manage and click the Inst ance Det ailsInst ance Det ails tab.

2. In the Basic Inf ormat ionBasic Inf ormat ion sect ion, click EditEdit  to modify the name of the CLB instance.

3. Click OKOK.

4. Click  on the right of the page to view the API call that  corresponds to the operation.

You can select  Hide Describe ClassHide Describe Class to view core API operations.

Code generationCode generation
After the API call that  corresponds to the operation is recorded, click the name of the API. Then, the
system generates the API code snippets with preset  parameters in the following formats: Python, Java,
Go, Node.js, PHP, and CLI.

2.API Inspector2.API Inspector
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Not e Not e Click  to copy the code snippet in a specific format. You can directly run the code

snippet.

Online debugging with OpenAPI ExplorerOnline debugging with OpenAPI Explorer
After the API call that  corresponds to the operation is recorded, click OpenAPI ExplorerOpenAPI Explorer to go to the
OpenAPI Explorer page and debug the code snippet.

Not e Not e Click  to view relevant documentation and parameters.

Online debugging with Cloud ShellOnline debugging with Cloud Shell
After the API call that  corresponds to the operation is recorded, expand the details about the API call

and click  to debug the code snippet with Cloud Shell.

Not e Not e When you use Cloud Shell for debugging, we recommend that you create and
associate an Object  Storage Service (OSS) bucket to store common scripts and files. In this case, you
are charged for using OSS. You can also choose not to use OSS.

Run a command in the following format to debug CLB API with Cloud Shell:

aliyun slb actionName --parameter1value1 --paramter2value2...

In this example, the API operation SetLoadBalancerName is performed to modify the name of the SLB1
instance. Therefore, run the following command:

aliyun slb SetLoadBalancerName --RegionId cn-hangzhou --LoadBalancerName SLB1 --LoadBalance
rId lb-bp1b6c719dfa08exfuca5

The following value is returned:

null

Common Configurat ions··API Inspect
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This topic describes how to manage global traffic over local load balancing services by using Global
Traffic Manager (GTM) to accelerate access across regions and enable cross-region disaster recovery
and intelligent resolut ion.

Global Traffic ManagerGlobal Traffic Manager
Server Load Balancer (SLB) provides the local and global load balancing features according to the
geographical posit ioning of its application. The local load balancing feature balances server groups in
the same region, whereas the global load balancing feature balances server groups that are in different
regions and have different network architectures.

Mult i-line intelligent DNS resolut ion

GTM uses intelligent DNS resolut ion to resolve domain names and uses health checks to check the
running status of application services. This way, GTM directs access requests to the most appropriate
IP addresses and provides fast  and smooth access for users.

Cross-region disaster recovery

GTM allows you to add IP addresses of different regions to different address pools and perform
health checks. You can set  the default  address pool to Address Pool AAddress Pool A  and the failover IP address
pool to Address Pool BAddress Pool B in the access policy configurations. This enables the failover of application
services between primary and secondary instances.

Accelerated access across regions

You can use GTM to direct  user access from different regions to different IP address pools, which
enables group-based user management and group-based access to improve user experience of
application services.

Deployment of Global Traffic ManagerDeployment of Global Traffic Manager
This sect ion shows how to perform global load balancing by using GTM and SLB. A website with the
aliyundoc.com domain name is used in the example. Most  users of this website are located in Singapore
and mainland China.

Step 1: Purchase and configure ECS instancesStep 1: Purchase and configure ECS instances
Purchase and configure at  least  two ECS instances for each region in which the users of the application
service reside.

In this example, two ECS instances are purchased in each of the China (Beijing), China (Shenzhen), and
Singapore regions. A stat ic web page is built  on each ECS instance.

Example of the ECS instance in the China (Beijing) region

Example of the ECS instance in the China (Shenzhen) region

Example of the ECS instance in the Singapore region

Step 2: Purchase and configure SLB instancesStep 2: Purchase and configure SLB instances

3.Implement cross-region load3.Implement cross-region load
balancing by using Globalbalancing by using Global
Traffic ManagerTraffic Manager
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1. Create an Internet-facing SLB instance in each of the China (Beijing), China (Shenzhen), and
Singapore regions. For more information, see Create a CLB instance.

2. Add listeners for the created SLB instances, and add the configured ECS instances to backend
server groups. For more information, see Configure a CLB instance.

Example of the SLB instance in the China (Beijing) region

Example of the SLB instance in the China (Shenzhen) region

Example of the SLB instance in the Singapore region

Step 3: Configure GTMStep 3: Configure GTM
1. Purchase a GTM instance.

i. Log on to the Alibaba Cloud DNS console.

ii. In the left-side navigation pane, click Global T raf f ic ManagerGlobal T raf f ic Manager.

iii. On the Global T raf f ic ManagerGlobal T raf f ic Manager page, click Creat e Inst anceCreat e Inst ance.

iv. Set  Edit ion, Quantity, and Duration.

v. Click Buy NowBuy Now.

After the instance is purchased, the system allocates a CNAME record.

2. Configure the GTM instance.

i. On the Global T raf f ic ManagerGlobal T raf f ic Manager page, click the ID of the instance or click Conf igureConf igure in the
Act ionsAct ions column.

ii. In the left-side navigation pane, click Global T raf f ic ManagerGlobal T raf f ic Manager.

iii. On the Global Set t ingsGlobal Set t ings tab, click EditEdit  to configure the instance.

Set  the following parameters and use the default  values for the remaining parameters.

Instance Name: The instance name is used to identify the application service for which the
instance is used.

Primary Domain: The primary domain name is used to access the application service. In this
example, aliyundoc.com is used.

Alert  Group: When an exception occurs in GTM, the system notifies contacts in an alert
contact  group that you configured in Cloud Monitor.

iv. Click Conf irmConf irm.

3. Create address pools.

i. On the Address Pool Conf igurat ionsAddress Pool Conf igurat ions tab, click Creat e Address PoolCreat e Address Pool.

Common Configurat ions··Implement  
cross-region load balancing by using
Global Traffic Manager
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ii. In the Creat e Address PoolCreat e Address Pool panel, configure the address pool.

In this example, three address pools are created. Each address pool accommodates the
addresses of one of the three SLB instances.

Address Pool Name: Enter a name of the address pool. Example: China North_Beijing, China
East_Shenzhen, or Singapore.

Address: Enter the public IP address of the SLB instance that belongs to the specified
region.

iii. Click Conf irmConf irm.

4. Configure health checks.

In this example, health checks are configured for the three created address pools.

i. On the Address Pool Conf igurat ionsAddress Pool Conf igurat ions tab, click EditEdit  to the right of the Health Check switch.

ii. Configure health check parameters.

The locations of monitoring nodes are displayed in the Monit oring NodeMonit oring Node sect ion. Select  a
monitoring node based on the region of the address pool.

5. Configure access policies.

In this example, different access policies are added for the three regions.

i. On the Access PolicyAccess Policy tab, click Add Access PolicyAdd Access Policy.

Server Load Balancer
Common Configurat ions··Implement  
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ii. In the Add Access PolicyAdd Access Policy panel, configure the access policy.

Configure corresponding default  address pools for different access regions, and set  an
address pool of another region as the failover address pool.

Select  an access region. When users in this region access the application service, the address
pool configured for the access policy is matched.

The DNS Request  Sources parameter of at  least  one access policy must be set  to GlobalGlobal.
Otherwise, the application service is inaccessible in some regions.

6. Configure CNAME access.

i. Log on to the Alibaba Cloud DNS console.

ii. Find the domain name aliyundoc.com and click Conf igureConf igure in the Act ionsAct ions column.

iii. On the DNS Set t ingsDNS Set t ings page, click Add RecordAdd Record.

iv. On the Add RecordAdd Record page, direct  the aliyuntest.club domain name that is accessed by end
users to the CNAME record of the GTM instance.

v. Click Conf irmConf irm.

Step 4: Perform a testStep 4: Perform a test
Remove the backend servers that are attached to the SLB instance in the China (Beijing) region so that
the SLB service becomes unavailable.

Visit  the website to determine whether it  can be accessed normally.

Common Configurat ions··Implement  
cross-region load balancing by using
Global Traffic Manager
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Not e Not e It  can take up to two minutes for GTM to make a judgment after it  detects that your
server is down. For example, if  you set  the monitoring frequency to one minute, it  can take up to
three minutes for failover to take effect.

Server Load Balancer
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Anti-DDoS Origin can mit igate DDoS attacks for Elast ic Compute Service (ECS), Classic Load Balancer
(CLB), Web Application Firewall (WAF), and Elast ic IP Address (EIP). Anti-DDoS Origin is integrated with
the preceding services. You can use Anti-DDoS Origin without the need to change IP addresses. In
addit ion, no limits of Layer 4 ports or Layer 7 domain names are imposed on Anti-DDoS Origin.

OverviewOverview
By default , Anti-DDoS Origin (Basic Edit ion) is enabled for CLB free of charge. Anti-DDoS Origin (Basic
Edit ion) provides a maximum bandwidth capacity of 5 Gbit/s. All data from the Internet is f iltered by
Alibaba Cloud Security before the data is transferred to CLB. Alibaba Cloud Security filters out and
mit igates DDoS attacks such as SYN flood, UDP flood, ACK flood, ICMP flood, and DNS flood attacks.

Anti-DDoS Origin adopts passive scrubbing as a major protect ion policy and act ive blocking as an
auxiliary policy to mit igate DDoS attacks. Anti-DDoS Origin uses conventional technologies such as
reverse detect ion, blacklists, whitelists, and packet compliance. These technologies allow protected
resources to work as expected under attack. The following figure shows the network topology of Anti-
DDoS Origin.

Anti-DDoS Origin (Basic Edit ion) sets thresholds for scrubbing and blackholing based on the bandwidth
of Internet-facing CLB instances. When the inbound traffic reaches the threshold, scrubbing or
blackholing is triggered:

Scrubbing: When the system detects attacks that match specific models or a large number of attacks
from the Internet, Alibaba Cloud Security automatically scrubs the attacks through packet filtering,
traffic thrott ling, and packet thrott ling.

4.Anti-DDoS Origin (Basic4.Anti-DDoS Origin (Basic
Edition)Edition)

Common Configurat ions··Ant i-DDoS 
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Blackholing: When the system receives a large number of attacks that exceed the threshold, all
requests are dropped to ensure security.

Thresholds are calculated based on the following rules:

The outbound bandwidth of a CLB instance determines the threshold. A greater outbound
bandwidth value specifies a higher threshold.

The blackholing threshold is determined by your security credit  score.

Not e Not e However, your security credit  score does not affect  the scrubbing threshold.

Calculate the thresholdsCalculate the thresholds
You can perform the following steps to calculate the thresholds.

1. CLB provides a recommended threshold based on the bandwidth resources that you purchase for
your CLB instances.

Not e Not e If  you purchase a pay-by-data-transfer CLB instance, the outbound bandwidth
equals the maximum bandwidth supported by the region where the CLB instance is deployed.
All regions in mainland China support  a maximum bandwidth capacity of 5 Gbit/s. For more
information, see Peak bandwidth limits.

The correlat ion between the CLB bandwidth and scrubbing threshold (bit/s)

When the CLB bandwidth value is less than 100 Mbit/s: Default  scrubbing threshold (Mbit/s) =
120

When the CLB bandwidth value is greater than 100 Mbit/s: Default  scrubbing threshold
(Mbit/s) = CLB bandwidth value × 1.2

Correlat ion between the CLB bandwidth and scrubbing threshold (packet/s)

Scrubbing threshold (packet/s) = CLB bandwidth value/500 × 150000

Bandwidth values are measured in Mbit/s.

Correlat ion between the CLB bandwidth and blackholing threshold (bit/s)

When the CLB bandwidth value is less than 1 Gbit/s: Default  blackholing threshold (Gbit/s) = 2

When the CLB bandwidth value is greater than 1 Gbit/s: Default  blackholing threshold (Gbit/s)
= Max {CLB bandwidth value × 1.5, 2}

2. Alibaba Cloud Security calculates the final thresholds based on the recommended thresholds,
security credit  score, and resources in each region.

Alibaba Cloud Security evaluates the rules of thresholds (bit/s and packet/s).

The minimum value of the threshold is 1000 in Mbit/s and 300000 in packet/s.

If  the threshold calculated by CLB is less than the preceding minimum value, the minimum value
prevails.

If  the threshold calculated by CLB is greater than the preceding minimum value, the threshold
calculated by CLB prevails.

Alibaba Cloud Security determines the blackholing threshold based on your security credit  score.

Server Load Balancer Common Configurat ions··Ant i-DDoS 
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Grant read-only permissions to a RAM userGrant read-only permissions to a RAM user
Perform the following steps to grant a RAM user the read-only permissions on Anti-DDoS Origin (Basic
Edit ion).

Not e Not e You must use your Alibaba Cloud account to grant the read-only permissions to a RAM
user.

1. Log on to the RAM console with your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. On the UsersUsers page, find the RAM user in the User Logon Name/Display NameUser Logon Name/Display Name column and click
Add PermissionsAdd Permissions.

4. On the Syst em PolicySyst em Policy tab, select  AliyunYundunDDosFullAccessAliyunYundunDDosFullAccess in the Aut horizat ion PolicyAut horizat ion Policy
NameName column to add it  to the Selected list . Then, click OKOK.

View thresholdsView thresholds
Perform the following steps to view thresholds:

1. Log on to the CLB console.

2. In the left-side navigation pane, choose Inst ancesInst ances >  > Inst ancesInst ances.

3. Select  the region where the CLB instance is deployed and move the pointer over the Alibaba Cloud
Security icon to view the scrubbing threshold (bit/s and packet/s) and blackholing threshold. For
more information, go to the Anti-DDoS console

Scrubbing threshold (bit/s): When the inbound data per second exceeds this value, scrubbing is
triggered.

Scrubbing threshold (packet/s): When the inbound packets per second exceed this value,
scrubbing is triggered.

Blackholing threshold: When the inbound data per second exceeds this value, all requests are
dropped.

Common Configurat ions··Ant i-DDoS 
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