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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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An ordinary account is an independent Alibaba Cloud account that is not included in a resource
directory by a management account. This topic helps you get started with Cloud Config by using an
ordinary account.

ProcedureProcedure
The following figure shows the steps to get started with Cloud Config by using an ordinary account.

The following table describes the steps to get started with Cloud Config by using an ordinary account.

Category Step Description

Basic
operations

Step 1: Authorize Cloud
Config to access your
resources

Before you use Cloud Config, you must authorize Cloud Config
to access your resources.

Step 2: View the
resource list

You can view and manage the resources within your account.

Step 3: Create a
compliance package

You can create a compliance package based on a compliance
package template. After you create a compliance package, you
can view the compliance evaluation results of associated
resources based on the specified rule.

Advanced
operations

Step 4: Create a rule
(Optional)

You can create rules by enabling managed rules provided by
Cloud Config to audit specified resources.

Step 5: Set the
monitoring scope
(Optional)

By default, Cloud Config monitors all supported types of
resources. You can specify the types of resources to be
monitored by Cloud Config.

Step 6: Configure
resource delivery
(Optional)

You can specify an Object Storage Service (OSS) bucket to
receive the scheduled resource snapshots and resource change
logs within your account.

Step 7: Subscribe to
resource events
(Optional)

You can specify a Message Service (MNS) topic to receive the
resource non-compliance events and resource change logs
within your account.

Step 1: Authorize Cloud Config to access your resourcesStep 1: Authorize Cloud Config to access your resources
1. Log on to the Cloud Config console.

2. In the Authorize step, click AllowAllow to create the service-linked role that authorizes Cloud Config to
access your resources.

1.Quick start for ordinary accounts1.Quick start for ordinary accounts
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Not e Not e Cloud Config needs 2 to 10 minutes to scan your resources and generate a
resource list .

Step 2: View the resource listStep 2: View the resource list
1. Log on to the Cloud Config console.

2. In the left-side navigation pane, choose Resources > Global ResourcesGlobal Resources.

3. On the ResourcesResources page, enter a resource ID or set  f ilter condit ions to search for the specified
resource.

You can enter a resource ID to search for the specified resource.

You can filter the resources based on the resource type, region, compliance status, and resource
status to search for the specified resource with high efficiency.

4. Click the resource ID in the Resource ID / Resource Name column.

5. On the Det ailsDet ails tab, view the basic information, core configurations, and latest  compliance
evaluation results of the resource.

In the Basic Inf ormat ionBasic Inf ormat ion sect ion, you can view the ID, name, type, and tags of the resource, the
time when the resource was created, and the region and zone where the resource resides.

In the Conf igurat ion Det ailsConf igurat ion Det ails sect ion, you can click View JSONView JSON to view the core configurations
in the JSON format.

In the Most  Recent  Evaluat ionMost  Recent  Evaluat ion sect ion, you can view the latest  compliance evaluation result  of
the resource.

Step 3: Create a compliance packageStep 3: Create a compliance package
1. Log on to the Cloud Config console.
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2. In the left-side navigation pane, click Compliance PackageCompliance Package.

3. On the Compliance PackageCompliance Package page, click Enable Compliance PackageEnable Compliance Package in the upper-right corner.

4. In the Basic Inf ormat ionBasic Inf ormat ion step, specify the name and risk level of the compliance package. Then,
click NextNext .

5. In the Select  a ruleSelect  a rule step, select  Compliance Package T emplat eCompliance Package T emplat e, RulesRules, or Managed ruleManaged rule from
the drop-down list . After that, select  one or more rules from the rule list . If  you select  ComplianceCompliance
Package T emplat ePackage T emplat e, select  a compliance package template from the drop-down list  that
appears. Then, click NextNext .

6. In the Rule Set t ingsRule Set t ings step, set  the Rule NameRule Name, Risk LevelRisk Level, and Descript ionDescript ion parameters and click
FinishFinish.

Step 4: Create a rule (Optional)Step 4: Create a rule (Optional)
1. Log on to the Cloud Config console.

2. In the left-side navigation pane, click RulesRules.

3. On the RulesRules page, click Creat e RuleCreat e Rule.

4. On the Creat e RuleCreat e Rule page, search for a managed rule based on the rule name, tag, evaluation logic,
or risk level.

5. Click Apply RuleApply Rule.

6. In the Propert iesPropert ies step, set  the Rule Name, Risk Level, and Descript ion parameters. Then, click NextNext .

The Rule Name, Risk Level, and Trigger Type parameters have default  values. You can change the
values of the Rule Name and Risk Level parameters.

7. In the Assess Resource ScopeAssess Resource Scope step, keep the default  resource type and click NextNext .

8. In the Paramet ersParamet ers step, click NextNext .

If  the managed rule has an input parameter, you must set  an expected value for the input
parameter.

9. In the Modif yModif y step, click NextNext .

For managed rules that allow you to modify the remediation sett ings, you can select  the check box
next to Modif yModif y and set  the remediation method, remediation type, and parameters involved. For
more information, see Configure automatic remediation or Configure manual remediation.

10. In the Preview and SavePreview and Save step, check the configurations and click SubmitSubmit .

11. Verify that the rule is created.

Click View Det ailsView Det ails. On the page that appears, you can view the rule details on the Rule Det ailsRule Det ails,
ResultResult , and Correct ion Det ailsCorrect ion Det ails tabs.

Click Ret urn t o Rule ListRet urn t o Rule List . In the RulesRules list , you can view the status of the created rule in the
Status column. In normal cases, the rule is in the Act iveAct ive state.

Step 5: Set the monitoring scope (Optional)Step 5: Set the monitoring scope (Optional)
1. Log on to the Cloud Config console.

2. In the left-side navigation pane, choose Set t ingsSet t ings >  > Monit oring ScopeMonit oring Scope.

3. On the Monit oring ScopeMonit oring Scope page, click the EditEdit  icon in the upper-right corner.

4. Specify the types of resources to be monitored.

If  you select  All Support ed Resource T ypesAll Support ed Resource T ypes, Cloud Config monitors all supported types of
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resources that belong to your Alibaba Cloud account. If  a new service is integrated with Cloud
Config, the resource type of the service is automatically added to the monitoring scope.

If  you select  Cust om Resource T ypesCust om Resource T ypes, you can specify the types of resources to be monitored.
In this case, Cloud Config monitors only the specified types of resources that belong to your
Alibaba Cloud account.

5. Click OKOK.

6. In the Email Verif icat ionEmail Verif icat ion dialog box, click Get  Verif icat ion CodeGet  Verif icat ion Code.

Alibaba Cloud sends a verificat ion code to the email address that is bound to your account.

7. Enter the verificat ion code in the Verif icat ion CodeVerif icat ion Code field and click OKOK.

Step 6: Configure resource delivery (Optional)Step 6: Configure resource delivery (Optional)
1. Log on to the Cloud Config console.

2. In the left-side navigation pane, choose Delivery ServicesDelivery Services >  > Deliver Logs t o OSSDeliver Logs t o OSS.

3. On the Deliver Logs t o OSSDeliver Logs t o OSS page, turn on OSS Set t ingsOSS Set t ings.

4. Set  the required parameters to specify an OSS bucket to store resource data.

The following table describes the parameters.

Parameter Description

SelectSelect
Accept ableAccept able
Cont entCont ent

The type of resource data to be delivered to the OSS bucket. Valid values:

Scheduled Snapshot sScheduled Snapshot s : the scheduled resource snapshots. Cloud Config
delivers scheduled resource snapshots to the OSS bucket at 00:00:00 and
12:00:00 every day.

Hist orical Conf igurat ion ChangesHist orical Conf igurat ion Changes : the resource change logs. Cloud Config
delivers resource change logs to the OSS bucket when the configurations of
resources change.

RegionRegion The region where the OSS bucket resides.

BucketBucket

The name of the OSS bucket. The bucket name must be unique.

If you select Creat e BucketCreat e Bucket , you must specify a bucket name.

If you select Select  Bucket sSelect  Bucket s , you must select an existing bucket from the
Bucket drop-down list.

Server-sideServer-side
Encrypt ionEncrypt ion

Specifies whether and how to encrypt objects in the OSS bucket. This parameter
must be set if you select Creat e BucketCreat e Bucket .

Valid values:

NoNo

AES256AES256

KMSKMS

5. Click OKOK.

Step 7: Subscribe to resource events (Optional)Step 7: Subscribe to resource events (Optional)
1. Log on to the Cloud Config console.
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2. In the left-side navigation pane, choose Delivery ServicesDelivery Services >  > Deliver Dat a t o Message ServiceDeliver Dat a t o Message Service.

3. On the Deliver Dat a t o Message ServiceDeliver Dat a t o Message Service page, turn on MNS Set t ingsMNS Set t ings.

4. Set  the required parameters to specify an MNS topic to receive resource data.

The following table describes the parameters.

Parameter Description

SelectSelect
Accept ableAccept able
Cont entCont ent

The type of resource data to be delivered to the MNS topic. Valid values:

Hist orical Conf igurat ion ChangesHist orical Conf igurat ion Changes : the resource change logs. Cloud Config
delivers resource change logs to the MNS topic when the configurations of
resources change.

Non-compliance Event sNon-compliance Event s : the resource non-compliance events. If a resource is
evaluated as non-compliant, Cloud Config delivers the resource non-compliance
event to the MNS topic.

MNS RegionMNS Region The region where the MNS topic resides.

T opic NameT opic Name

The name of the MNS topic. The topic name must be unique within your Alibaba
Cloud account in the specified region.

If you select Creat e a t opic in t he accountCreat e a t opic in t he account , you must specify a topic name.

If you select Select  an exist ing t opic f rom t he accountSelect  an exist ing t opic f rom t he account , you must select an
existing topic from the Topic Name drop-down list.

MaximumMaximum
Message Siz eMessage Siz e
(Byt e)(Byt e)

The maximum length of the message body that can be received by the topic. Unit:
byte. Valid values: 1024 to 65536. Default value: 65536.

Not e Not e We recommend that you set this parameter to a value greater
than or equal to 8192. Otherwise, the message delivery may fail due to the
length limit.

Enable LoggingEnable Logging
Specifies whether to store the operation logs of the MNS topic in the associated
Log Service Logstore. Operation logs are generated when messages are received,
forwarded, and deleted.

Minimum RiskMinimum Risk
Level of  t heLevel of  t he
Event s t oEvent s t o
SubscribeSubscribe

The lowest risk level of the events to which you want to subscribe. Valid values:

All Risk LevelsAll Risk Levels

High RiskHigh Risk

Medium RiskMedium Risk

Low RiskLow Risk

For example, if you select Medium RiskMedium Risk, Cloud Config delivers non-compliance
events at the Medium RiskMedium Risk and High RiskHigh Risk levels. Non-compliance events at the
Low RiskLow Risk level are ignored.
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Resources t oResources t o
SubscribeSubscribe

The types of the resources whose events you want to subscribe to. Valid values:

All Support ed Resource T ypesAll Support ed Resource T ypes : subscribes to the events of all supported
types of resources. If a new service is integrated with Cloud Config, the resource
type of the service is automatically added to the monitoring scope.

Cust om Resource T ypesCust om Resource T ypes : subscribes to the events of the specified types of
resources.

RecipientRecipient
Address f orAddress f or
Large FilesLarge Files

The OSS bucket that is used to receive the large messages that Cloud Config
delivers to the MNS topic.

If you set this parameter, a message that Cloud Config delivers to the MNS
topic is automatically transferred to the specified OSS bucket when the
message size exceeds 64 KB.

If you leave this parameter empty, the excess part of a message that Cloud
Config delivers to the MNS topic is automatically truncated when the message
size exceeds 64 KB.

Not e Not e The RegionRegion and AccountAccount  parameters are automatically set
based on the settings in the Cont ent  and Recipient  AddressCont ent  and Recipient  Address  section. You
need only to select the destination bucket.

Parameter Description

5. Click OKOK.
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A management account is an Alibaba Cloud account that enables a resource directory and manages all
member accounts. This topic helps you get started with Cloud Config by using a management account.

ProcedureProcedure
The following figure shows the steps to get started with Cloud Config by using a management
account.

The following table describes the steps to get started with Cloud Config by using a management
account.

Category Step Description

Basic
operations

Step 1: Authorize Cloud
Config to access your
resources

Before you use Cloud Config, you must authorize Cloud Config
to access your resources.

Step 2: Create an
account group

You can use a management account to create an account
group and add all or some member accounts in your resource
directory to the account group. This way, you can manage the
resources, compliance packages, and rules of multiple member
accounts in an account group in a centralized manner.

Step 3: View the
resource list

You can use a management account to view the resources of
all member accounts in a specified account group.

Step 4: Create a
compliance package

You can use a management account to create a compliance
package based on a compliance package template for a
specified account group. After you create a compliance
package, you can view the compliance evaluation results of
associated resources based on the specified account and rule.

Advanced
operations

Step 5: (Optional)
Create a rule

You can create rules based on the managed rules that are
provided by Cloud Config and use the created rules to audit
specified resources.

Step 6: (Optional)
Configure delivery
settings

You can use a management account to specify an Object
Storage Service (OSS) bucket to receive the scheduled resource
snapshots and the logs of resource configuration changes of
the management account and its member accounts. Only
management accounts are authorized to configure the delivery
settings of resource data. No member accounts have the
relevant permissions.

2.Quick start for management2.Quick start for management
accountsaccounts
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Step 7: (Optional)
Subscribe to resource
events

You can use a management account to specify a Message
Service (MNS) topic to receive the resource non-compliance
events and the logs of resource configuration changes of the
management account and its member accounts. Only
management accounts are authorized to configure the delivery
settings of resource data. No member accounts have the
relevant permissions.

Category Step Description

Step 1: Authorize Cloud Config to access your resourcesStep 1: Authorize Cloud Config to access your resources
1. Log on to the Cloud Config console.

2. In the Authorize step, click AllowAllow to create the service-linked role that authorizes Cloud Config to
access your resources.

Not e Not e Cloud Config needs 2 to 10 minutes to scan your resources and generate a
resource list .

Step 2: Create an account groupStep 2: Create an account group
1. Log on to the Cloud Config console.

2. In the left-side navigation pane, click Account  GroupAccount  Group.

3. On the Account  GroupAccount  Group page, click Creat eCreat e.

4. On the Creat eCreat e page, configure a name and descript ion for the account group, and then click AddAdd
MemberMember.

5. Specify member accounts from the resource directory and click OKOK.
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6. Click SubmitSubmit .

In the Account  GroupAccount  Group list , f ind the account group that you created. If  the status of the account
group is Creat edCreat ed, the account group is created. You can also view the name, descript ion, member
account quantity, type, and creation t ime of the account group.

Step 3: View the resource listStep 3: View the resource list
1. Log on to the Cloud Config console.

2. In the left-side navigation pane, choose Resources > Global ResourcesGlobal Resources.

3. On the Global ResourcesGlobal Resources page, click the required account group tab.

4. On the account group tab, enter a resource ID or set  f ilter condit ions to search for the specified
resource.

You can enter a resource ID to search for the specified resource.

You can filter the resources based on the resource type, region, compliance status, and resource
status to search for the specified resource with high efficiency.

5. Click the resource ID in the Resource ID / Resource Name column.

6. On the Det ailsDet ails tab, view the basic information, core configurations, and latest  compliance
evaluation results of the resource.

In the Basic Inf ormat ionBasic Inf ormat ion sect ion, you can view the ID, name, type, and tags of the resource, the
time when the resource was created, and the region and zone where the resource resides.

In the Conf igurat ion Det ailsConf igurat ion Det ails sect ion, you can click View JSONView JSON to view the core configurations
in the JSON format.

In the Most  Recent  Evaluat ionMost  Recent  Evaluat ion sect ion, you can view the latest  compliance evaluation result  of
the resource.

Step 4: Create a compliance packageStep 4: Create a compliance package
1. 

2. 

3. On the Compliance PackageCompliance Package page, click the tab of the account group for which you want to
enable a compliance package.

4. On the account group tab, click Enable Compliance PackageEnable Compliance Package in the upper-right corner.

5. 

6. 

7. In the Rule Set t ingsRule Set t ings step, set  the Rule NameRule Name, Risk LevelRisk Level, and Descript ionDescript ion parameters and click
FinishFinish.

Step 5: (Optional) Create a ruleStep 5: (Optional) Create a rule
1. Log on to the Cloud Config console.

2. In the left-side navigation pane, click RulesRules.

3. On the RulesRules page, click the required account group tab.

4. On the account group tab, click Creat e RuleCreat e Rule.

5. On the Creat e RuleCreat e Rule page, search for a managed rule based on the rule name, tag, evaluation logic,
or risk level.
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6. Click Apply RuleApply Rule.

7. In the Propert iesPropert ies step, set  the Rule Name, Risk Level, and Descript ion parameters. Then, click NextNext .

The Rule Name, Risk Level, and Trigger Type parameters have default  values. You can change the
values of the Rule Name and Risk Level parameters.

8. In the Assess Resource ScopeAssess Resource Scope step, keep the default  resource type and click NextNext .

9. In the Paramet ersParamet ers step, click NextNext .

If  the managed rule has an input parameter, you must set  an expected value for the input
parameter.

10. In the Modif yModif y step, click NextNext .

For managed rules that allow you to modify the remediation sett ings, you can select  the check box
next to Modif yModif y and set  the remediation method, remediation type, and parameters involved. For
more information, see Configure automatic remediation or Configure manual remediation.

11. In the Preview and SavePreview and Save step, check the configurations and click SubmitSubmit .

12. Verify that the rule is created.

Click View Det ailsView Det ails. On the page that appears, you can view the rule details on the Rule Det ailsRule Det ails,
ResultResult , and Correct ion Det ailsCorrect ion Det ails tabs.

Click Ret urn t o Rule ListRet urn t o Rule List . In the RulesRules list , you can view the status of the created rule in the
Status column. In normal cases, the rule is in the Act iveAct ive state.

Step 6: (Optional) Configure delivery settingsStep 6: (Optional) Configure delivery settings
1. Log on to the Cloud Config console.

2. In the left-side navigation pane, choose Delivery ServicesDelivery Services >  > Deliver Logs t o OSSDeliver Logs t o OSS.

3. On the Deliver Logs t o OSSDeliver Logs t o OSS page, turn on OSS Set t ingsOSS Set t ings.

4. Set  the required parameters to specify an OSS bucket to store resource data.

You can create an OSS bucket within the management account, or select  an exist ing OSS bucket
that belongs to the management account or a member account. The OSS bucket stores the
resource data of the management account and member accounts of the relevant resource
directory.

To deliver resource data to an OSS bucket that belongs to the management account, select
Creat e BucketCreat e Bucket  or Select  Bucket sSelect  Bucket s, and then set  the required parameters. The following table
describes the parameters.

Parameter Description

SelectSelect
Accept ableAccept able
Cont entCont ent

The type of resource data to be delivered to the OSS bucket. Valid values:

RegionRegion The region where the OSS bucket resides.

BucketBucket

The name of the OSS bucket. The bucket name must be unique.

If you select Creat e BucketCreat e Bucket , you must specify a bucket name.

If you select Select  Bucket sSelect  Bucket s , you must select an existing bucket from the
Bucket drop-down list.
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Server-sideServer-side
Encrypt ionEncrypt ion

Specifies whether and how to encrypt objects in the OSS bucket. This parameter
must be set if you select Creat e BucketCreat e Bucket .

Valid values:

NoNo

AES256AES256

KMSKMS

Parameter Description

To deliver resource data to an OSS bucket that belongs to a member account, select  SelectSelect
Bucket s f rom Ot her Ent erprise Management  Account sBucket s f rom Ot her Ent erprise Management  Account s, and then set  the required
parameters. Before you set  the parameters, make sure that the member account has an available
bucket. The following table describes the parameters.

Parameter Description

Select  Accept ableSelect  Accept able
Cont entCont ent

The type of resource data to be delivered to the OSS bucket. Valid
values:

T he ARN of  t he bucketT he ARN of  t he bucket
t hat  belongs t o t het hat  belongs t o t he
dest inat ion accountdest inat ion account

The ARN of the bucket within the member account. The ARN consists
of the following information: the ID of the region where the bucket
resides, the ID of the member account, and the name of the bucket.
You can select the region from the Region drop-down list, the
member account from the Member Accounts drop-down list, and the
bucket from the Bucket drop-down list.

T he role ARN t hatT he role ARN t hat
belongs t o t hebelongs t o t he
dest inat ion accountdest inat ion account

The ARN of the role to be assumed by the member account. The ARN
consists of the following information: the ID of the member account
and the service-linked role for Cloud Config. You can select the
member account from the drop-down list  and use the default
service-linked role.

5. Click OKOK.

Step 7: (Optional) Subscribe to resource eventsStep 7: (Optional) Subscribe to resource events
1. Log on to the Cloud Config console.

2. In the left-side navigation pane, choose Delivery ServicesDelivery Services >  > Deliver Dat a t o Message ServiceDeliver Dat a t o Message Service.

3. On the Deliver Dat a t o Message ServiceDeliver Dat a t o Message Service page, turn on MNS Set t ingsMNS Set t ings.

4. Set  the required parameters to specify an MNS topic to receive resource data.

You can create an MNS topic within the management account, or select  an exist ing MNS topic that
belongs to the management account or a member account. The specified MNS topic receives the
resource data of the management account and member accounts of the relevant resource
directory.

To deliver resource data to a topic that belongs to the management account, select  Creat e aCreat e a
t opic in t he accountt opic in t he account  or Select  an exist ing t opic f rom t he accountSelect  an exist ing t opic f rom t he account , and then set  the
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required parameters. The following table describes the parameters.

Parameter Description

SelectSelect
Accept ableAccept able
Cont entCont ent

MNS RegionMNS Region The region where the MNS topic resides.

T opic NameT opic Name

The name of the MNS topic. The topic name must be unique within your Alibaba
Cloud account in the specified region.

If you select Creat e a t opic in t he accountCreat e a t opic in t he account , you must specify a topic name.

If you select Select  an exist ing t opic f rom t he accountSelect  an exist ing t opic f rom t he account , you must select
an existing topic from the Topic Name drop-down list.

MaximumMaximum
Message Siz eMessage Siz e
(Byt e)(Byt e)

The maximum length of the message body that can be received by the topic.
Unit: byte. Valid values: 1024 to 65536. Default value: 65536.

Not e Not e We recommend that you set this parameter to a value greater
than or equal to 8192. Otherwise, the message delivery may fail due to the
length limit.

EnableEnable
LoggingLogging

Specifies whether to store the operation logs of the MNS topic in the associated
Log Service Logstore. Operation logs are generated when messages are
received, forwarded, and deleted.

Minimum RiskMinimum Risk
Level of  t heLevel of  t he
Event s t oEvent s t o
SubscribeSubscribe

The lowest risk level of the events to which you want to subscribe. Valid values:

All Risk LevelsAll Risk Levels

High RiskHigh Risk

Medium RiskMedium Risk

Low RiskLow Risk

For example, if you select Medium RiskMedium Risk, Cloud Config delivers non-compliance
events at the Medium RiskMedium Risk and High RiskHigh Risk levels. Non-compliance events at the
Low RiskLow Risk level are ignored.

Resources t oResources t o
SubscribeSubscribe

The types of the resources whose events you want to subscribe to. Valid
values:

All Support ed Resource T ypesAll Support ed Resource T ypes : subscribes to the events of all supported
types of resources. If a new service is integrated with Cloud Config, the
resource type of the service is automatically added to the monitoring scope.

Cust om Resource T ypesCust om Resource T ypes : subscribes to the events of the specified types
of resources.
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RecipientRecipient
Address f orAddress f or
Large FilesLarge Files

Parameter Description

To deliver resource data to a topic that belongs to a member account, select  Select  anSelect  an
exist ing t opic f rom ot her ent erprise management  account sexist ing t opic f rom ot her ent erprise management  account s, and then set  the required
parameters. Before you set  the parameters, make sure that the member account has available
topics. The following table describes the parameters.

Parameter Description

SelectSelect
Accept ableAccept able
Cont entCont ent

T he ARN of  t heT he ARN of  t he
t opic t hatt opic t hat
belongs t o t hebelongs t o t he
dest inat iondest inat ion
accountaccount

The ARN of the topic within the member account. The ARN consists of the
following information: the ID of the region where the topic resides, the ID of the
member account, and the name of the topic. You can select the region from the
Region drop-down list, the member account from the Member Accounts drop-
down list, and the topic from the Topic Name drop-down list.

T he role ARNT he role ARN
t hat  belongst hat  belongs
t o t het o t he
dest inat iondest inat ion
accountaccount

The ARN of the role to be assumed by the member account. The ARN consists
of the following information: the ID of the member account and the service-
linked role for Cloud Config. You can select the member account from the drop-
down list  and use the default service-linked role.

Minimum RiskMinimum Risk
Level of  t heLevel of  t he
Event s t oEvent s t o
SubscribeSubscribe

The lowest risk level of the events to which you want to subscribe. Valid values:

All Risk LevelsAll Risk Levels

High RiskHigh Risk

Medium RiskMedium Risk

Low RiskLow Risk

For example, if you select Medium RiskMedium Risk, Cloud Config delivers non-compliance
events at the Medium RiskMedium Risk and High RiskHigh Risk levels. Non-compliance events at the
Low RiskLow Risk level are ignored.

Resources t oResources t o
SubscribeSubscribe

The types of the resources whose events you want to subscribe to. Valid
values:

All Support ed Resource T ypesAll Support ed Resource T ypes : subscribes to the events of all supported
types of resources. If a new service is integrated with Cloud Config, the
resource type of the service is automatically added to the monitoring scope.

Cust om Resource T ypesCust om Resource T ypes : subscribes to the events of the specified types
of resources.

RecipientRecipient
Address f orAddress f or
Large FilesLarge Files
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5. Click OKOK.
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A member account is an Alibaba Cloud account in a resource directory. This topic helps you get started
with Cloud Config by using a member account.

ProcedureProcedure
The following figure shows the steps to get started with Cloud Config by using a member account.

The following table describes the steps to get started with Cloud Config by using a member account.

Category Step Description

Basic
operations

Step 1: Authorize Cloud
Config to access your
resources

Before you use Cloud Config, you must authorize Cloud Config
to access your resources.

Step 2: View the
resource list

You can view and manage the resources within your account.

Step 3: Create a
compliance package

You can create a compliance package based on a compliance
package template. After you create a compliance package, you
can view the compliance evaluation results of associated
resources based on the specified rule.

Advanced
operations

Step 4: Create a rule
(Optional)

You can create rules by enabling managed rules provided by
Cloud Config to audit specified resources.

Step 1: Authorize Cloud Config to access your resourcesStep 1: Authorize Cloud Config to access your resources
1. Log on to the Cloud Config console.

2. In the Authorize step, click AllowAllow to create the service-linked role that authorizes Cloud Config to
access your resources.

3.Quick start for member accounts3.Quick start for member accounts
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Not e Not e Cloud Config needs 2 to 10 minutes to scan your resources and generate a
resource list .

Step 2: View the resource listStep 2: View the resource list
1. Log on to the Cloud Config console.

2. In the left-side navigation pane, choose Resources > Global ResourcesGlobal Resources.

3. On the ResourcesResources page, enter a resource ID or set  f ilter condit ions to search for the specified
resource.

You can enter a resource ID to search for the specified resource.

You can filter the resources based on the resource type, region, compliance status, and resource
status to search for the specified resource with high efficiency.

4. Click the resource ID in the Resource ID / Resource Name column.

5. On the Det ailsDet ails tab, view the basic information, core configurations, and latest  compliance
evaluation results of the resource.

In the Basic Inf ormat ionBasic Inf ormat ion sect ion, you can view the ID, name, type, and tags of the resource, the
time when the resource was created, and the region and zone where the resource resides.

In the Conf igurat ion Det ailsConf igurat ion Det ails sect ion, you can click View JSONView JSON to view the core configurations
in the JSON format.

In the Most  Recent  Evaluat ionMost  Recent  Evaluat ion sect ion, you can view the latest  compliance evaluation result  of
the resource.

Step 3: Create a compliance packageStep 3: Create a compliance package
1. Log on to the Cloud Config console.

Quick St art ··Quick st art  for member 
account s

CloudConfig

20 > Document  Version: 20211229

https://config.console.aliyun.com
https://config.console.aliyun.com


2. In the left-side navigation pane, click Compliance PackageCompliance Package.

3. On the Compliance PackageCompliance Package page, click Enable Compliance PackageEnable Compliance Package in the upper-right corner.

4. In the Basic Inf ormat ionBasic Inf ormat ion step, specify the name and risk level of the compliance package. Then,
click NextNext .

5. In the Select  a ruleSelect  a rule step, select  Compliance Package T emplat eCompliance Package T emplat e, RulesRules, or Managed ruleManaged rule from
the drop-down list . After that, select  one or more rules from the rule list . If  you select  ComplianceCompliance
Package T emplat ePackage T emplat e, select  a compliance package template from the drop-down list  that
appears. Then, click NextNext .

6. In the Rule Set t ingsRule Set t ings step, set  the Rule NameRule Name, Risk LevelRisk Level, and Descript ionDescript ion parameters and click
FinishFinish.

Step 4: Create a rule (Optional)Step 4: Create a rule (Optional)
1. Log on to the Cloud Config console.

2. In the left-side navigation pane, click RulesRules.

3. On the RulesRules page, click Creat e RuleCreat e Rule.

4. On the Creat e RuleCreat e Rule page, search for a managed rule based on the rule name, tag, evaluation logic,
or risk level.

5. Click Apply RuleApply Rule.

6. In the Propert iesPropert ies step, set  the Rule Name, Risk Level, and Descript ion parameters. Then, click NextNext .

The Rule Name, Risk Level, and Trigger Type parameters have default  values. You can change the
values of the Rule Name and Risk Level parameters.

7. In the Assess Resource ScopeAssess Resource Scope step, keep the default  resource type and click NextNext .

8. In the Paramet ersParamet ers step, click NextNext .

If  the managed rule has an input parameter, you must set  an expected value for the input
parameter.

9. In the Modif yModif y step, click NextNext .

For managed rules that allow you to modify the remediation sett ings, you can select  the check box
next to Modif yModif y and set  the remediation method, remediation type, and parameters involved. For
more information, see Configure automatic remediation or Configure manual remediation.

10. In the Preview and SavePreview and Save step, check the configurations and click SubmitSubmit .

11. Verify that the rule is created.

Click View Det ailsView Det ails. On the page that appears, you can view the rule details on the Rule Det ailsRule Det ails,
ResultResult , and Correct ion Det ailsCorrect ion Det ails tabs.

Click Ret urn t o Rule ListRet urn t o Rule List . In the RulesRules list , you can view the status of the created rule in the
Status column. In normal cases, the rule is in the Act iveAct ive state.
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