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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yle  Descript ion  Example

 Danger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:

Resetting will result  in the loss of user
configuration data.

 Warning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ings   > Net work > Set  net work 
t ype .

Bold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic provides an overview of the vulnerability f ixing feature of Security Center. You can use
Security Center to detect  and fix common vulnerabilit ies with a few clicks. You can enable Security
Center to automatically scan servers for vulnerabilit ies on a regular basis. You can also manually perform
quick scan tasks to scan servers for vulnerabilit ies. You can view the overall security status of your
assets. If  vulnerabilit ies are detected, you can use the vulnerability f ixing feature to fix the
vulnerabilit ies.

Context
When you fix a Linux software vulnerability in the Security Center console with a few clicks, the YUM
utility of Linux automatically downloads, installs, and deletes the patch that is required to fix the
vulnerability. The YUM utility of Linux deletes the patch three days after the vulnerability is f ixed. No
manual operations are required.

When you fix a Windows system vulnerability in the Security Center console with a few clicks, the
Security Center agent automatically downloads, installs, and deletes the patch that is required to fix
the vulnerability. No manual operations are required. If  the Security Center agent does not delete the
patch three days after the vulnerability is f ixed, you can manually delete the patch package. For more
information, see How do I delete the patch that is required to fix a Windows system vulnerability from the
directory of the Security Center agent?

Limits
The following symbols are used in the table:

√: indicates that the feature is supported.

×: indicates that the feature is not supported.

Vulnerability type Feature
Basic
edition

Anti-virus
edition

Advanced
edition

Enterprise
edition

Ultimate
edition

Linux software
vulnerability

Vulnerabil
ity
detection

√ √ √ √ √

Vulnerabil
ity fixing

× × √ √ √

Windows system
vulnerability

Vulnerabil
ity
detection

√ √ √ √ √

Vulnerabil
ity fixing

× × √ √ √

Web-CMS vulnerability

Vulnerabil
ity
detection

√ √ √ √ √

Vulnerabil
ity fixing

× × √ √ √

1.Vulnerabilities
1.1. Overview
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Urgent vulnerability

Vulnerabil
ity
detection

√ √ √ √ √

Vulnerabil
ity fixing

× × × × ×

Application vulnerability

Vulnerabil
ity
detection

× × × √ √

Vulnerabil
ity fixing

× × × × ×

Vulnerability type Feature
Basic
edition

Anti-virus
edition

Advanced
edition

Enterprise
edition

Ultimate
edition

Not e   Security Center can detect  urgent vulnerabilit ies and application vulnerabilit ies, but
cannot fix these types of vulnerabilit ies. If  you want to fix these types of vulnerabilit ies, you must
log on to the server on which the vulnerabilit ies are detected and manually fix the vulnerabilit ies
based on the fix suggestions that are provided on the details pages of the vulnerabilit ies.

Supported operating systems of vulnerability detection and
vulnerability fixing

Operating system Version

CentOS
CentOS 5, CentOS 6, CentOS 7, and CentOS 8. For CentOS 5, CentOS 6, and
CentOS 8, Security Center can detect and fix only the vulnerabilit ies that are
disclosed before their respective end of life (EOL) date.

Redhat
Redhat 5, Redhat 6, Redhat 7, and Redhat 8. For Redhat 5 and Redhat 6,
Security Center can detect and fix only the vulnerabilit ies that are disclosed
before their respective EOL date.

Ubuntu

Ubuntu 12, Ubuntu 14, Ubuntu 16, Ubuntu 18, Ubuntu 20, and Ubuntu 21.
For Ubuntu 12, Ubuntu 14, and Ubuntu 16, Security Center can detect and
fix only the vulnerabilit ies that are disclosed before their respective EOL
date.

Windows Server
Windows Server 2008, Windows Server 2012, Windows Server 2016, and
Windows Server 2019. For Windows Server 2008, Security Center can detect
and fix only the vulnerabilit ies that are disclosed before the EOL date.

Alibaba Cloud Linux Alibaba Cloud Linux 2.1903 and Alibaba Cloud Linux 3.

Anolis OS Anolis OS 7.9 and Anolis OS 8.

Easily exploitable vulnerabilit ies
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The Show only real risk vulnerabilit ies  switch is added to the upper-right corner of the vulnerability
list  on the Vulnerabilit ies page. After you turn on the switch, Security Center displays only the
vulnerabilit ies whose urgency score is high in the vulnerability list . After you turn off the switch, Security
Center displays all vulnerabilit ies in the vulnerability list .

After you turn on the switch, Security Center automatically analyzes vulnerabilit ies on your system, and
detects and displays easily exploitable vulnerabilit ies. In addit ion, the Vulnerabilit ies page displays only
vulnerabilit ies whose urgency score is greater than or equal to 13.5. If  you want to view only
vulnerabilit ies whose urgency score is high, we recommend that you turn on the switch.

Not e   The urgency score of a vulnerability helps you determine whether to immediately fix
the vulnerability. If  the urgency score of a vulnerability is greater than or equal to 13.5, the
vulnerability is crit ical and must be immediately fixed. For more information, see Priorit ies to fix
vulnerabilit ies.

Vulnerability statistics
You can log on to the Security Center console and view vulnerability stat ist ics in the upper part  of the
Vulnerabilit ies  page.

Recommended Fix (CVE) (marked 1 in the preceding figure)

Vul Servers (marked 2 in the preceding figure)

Fixing (marked 3 in the preceding figure)

Fixed Today (marked 4 in the preceding figure)

Total Fixed (marked 5 in the preceding figure)

Disclosed Vulnerabilit ies (marked 6 in the preceding figure)

Latest  System Vul Time (marked 7 in the preceding figure)

Recommended Fix (CVE)

Securit y Cent er Precaut ions·Vulnerabilit ies
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Click the number below Recommended Fix (CVE) to go to the Recommended Fix (CVE) panel. In the
panel, you can view all types of vulnerabilit ies with the high priority. For more information about how to
fix vulnerabilit ies, see View and handle Linux software vulnerabilit ies, View and handle Windows system
vulnerabilit ies, View and handle Web-CMS vulnerabilit ies, View and handle application vulnerabilit ies, and View
and handle urgent vulnerabilit ies.

Vul Servers
Click the number below Vul Servers to go to the Server(s) tab of the Asset s  page. On the Server(s)
tab, you can view the details about the servers on which vulnerabilit ies are detected.

Fixing
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Click the number below Fixing to go to the Fixing panel. In the panel, you can view the list  of
vulnerabilit ies that are being fixed and the fix progress.

Fixed Today
Click the number below Fixed T oday  to go to the Fixed T oday  panel. In the Fixed Today panel, you
can view information about the assets affected by the vulnerabilit ies that are fixed on the current day.

You can perform the following operations in the panel:

View relat ed processes : Click the  icon in the Relat ed process  column to view the processes

or service systems that may be affected when Security Center fixes the vulnerability.

View t he det ails about  t he Alibaba Cloud vulnerabilit y library     : Click a CVE ID in the Vul (cve)
column to view details about the vulnerability in the Alibaba Cloud vulnerability library.
If  mult iple vulnerabilit ies are detected on an asset, the number of vulnerabilit ies is displayed in the
Vul (cve) column. If  you want to view the details about a vulnerability, move the pointer over the
displayed CVE ID and click the CVE ID.

View t he det ails about  a vulnerabilit y f ix     : Click Det ails  in the Act ions  column to view the
descript ions and risks of the vulnerability f ix.

Undo a vulnerabilit y f ix  : If  you have created a snapshot for an asset, you can undo the fixes of
vulnerabilit ies on the asset. To undo a fix, click Undo Fix in the Act ions  column, select  the snapshot
that you have created, and then click OK.

Not e   The snapshot of an asset  allows you to undo the fixes of the Linux software
vulnerabilit ies and Windows system vulnerabilit ies that are detected on the asset.

Total Fixed
Click the number below T ot al Fixed   to go to the T ot al Fixed   panel. In the Total Fixed panel, you can
view information about the assets affected by vulnerabilit ies that are fixed.

Disclosed Vulnerabilit ies
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Click the number below Disclosed Vulnerabilit ies  to go to the Det ect able Vulnerabilit ies    panel. In
the Detectable Vulnerabilit ies panel, you can view the list  of and details about the vulnerabilit ies that
can be detected by Security Center. The details include CVE IDs, vulnerability names, vulnerability
detect ion methods, and vulnerability disclosure t ime. In the panel, you can also enter a CVE ID or
vulnerability name above the vulnerability list  to search for a specific vulnerability. This way, you can
check whether the vulnerability can be detected by Security Center. You can click the CVE ID of a
vulnerability to view details about the vulnerability in the Alibaba Cloud vulnerability library.

Latest System Vul Time
View the t ime when a vulnerability scan task was last  performed below Latest  System Vul Time.

Not e   If  you want to manually scan newly purchased Elast ic Compute Service (ECS) instances
at an unscheduled t ime, click Scan now to start  the scan task. For more information, see Use the
quick scan feature.

Security Center supports automatic periodic scan tasks and manual scan tasks. This topic describes how
to run a manual scan task.

Context
If  you want to run a scan task on a server at  an unscheduled point  in t ime, you can click Scan now in
the Security Center console to start  a manual scan task.
For more information about the intervals at  which automatic tasks scan for different types of
vulnerabilit ies, see Vulnerability detection cycle.

You can configure an automatic periodic scan task. For more information, see Configure vulnerability
settings.

Limits
The following table describes the check items that are supported by each edit ion of Security Center.

1.2. Use the quick scan feature
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Not e   The following symbols are used in the table:

×: This edit ion does not support  this check item.

√: This edit ion supports this check item.

〇: The Basic and Anti-virus edit ions of Security Center support  only the automatic
detect ion of vulnerabilit ies. These edit ions do not support  quick scan for vulnerabilit ies or
fixing of vulnerabilit ies. Before you can use Security Center to run manual scan tasks, you
must upgrade Security Center to the Advanced, Enterprise, or Ult imate edit ion. If  you want
to use Security Center to fix detected vulnerabilit ies, you must upgrade Security Center to
the Advanced, Enterprise, or Ult imate edit ion.

Vulnerabilit ies

Linux software
vulnerabilit ies

〇 〇 √ √ √

Windows system
vulnerabilit ies

〇 〇 √ √ √

Web-CMS
vulnerabilit ies

〇 〇 √ √ √

Application
vulnerabilit ies

× × × √ √

Urgent vulnerabilit ies √ √ √ √ √

Procedure
1. 

2. 

3. On the Vulnerabilit ies  page, click Scan now.

Before you click Scan now, click Set t ings   in the upper-right corner of the page. In the Set t ings 
panel, click Manage to the right of each check item and check whether the servers that you want
to scan are displayed in the Assets sect ion.

4. In the Scan f or vulnerabilit ies   dialog box, select  the type of vulnerabilit ies that you want to scan
for and click OK.

Securit y Cent er Precaut ions·Vulnerabilit ies
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Not e   After you click Scan now, Security Center scans all protected assets. The t ime
required to complete the scan is approximately 30 minutes. Wait  until the scan is complete. You
can refresh the page to view the most recent stat ist ics.

After the scan is complete, you can click a tab on the Vulnerabilit ies page to view the most recent
scan results. For more information about vulnerability scan results, see Vulnerability stat ist ics.

Security Center can detect  Linux software vulnerabilit ies and allows you to fix the vulnerabilit ies with a
few clicks. This topic describes how to view and handle Linux software vulnerabilit ies.

Limits
The and edit ions of Security Center detect  but do not fix vulnerabilit ies. To use Security Center to fix
vulnerabilit ies with a few clicks, you must purchase the , , or edit ion. For more information about the
features supported by different Security Center edit ions, see Features.

View the basic information about a vulnerability
1. 

2. 

3. On the Vulnerabilit ies  page, click the Linux Sof t ware   tab.

4. On the Linux Sof t ware   tab, view the Linux software vulnerabilit ies that are detected by Security
Center. In most cases, the name of a Linux software vulnerability starts with USN, RHSA, or CVE.

View vulnerabilit ies

View t he priorit ies of  vulnerabilit ies and t he number of  af f ect ed asset s         
The priorit ies of vulnerabilit ies are displayed in different colors in the Affected Assets column.
The number in each row of the column indicates the total number of the assets affected by a
vulnerability. The following list  describes the relat ionship between colors and priorit ies:

Red: High

Orange: Medium

Gray: Low

1.3. View and handle Linux software
vulnerabilities
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Not e   We recommend that you fix the vulnerabilit ies that have the High priority at  the
earliest  opportunity.

Add vulnerabilit ies t o t he whit elist   
On the Linux Sof t ware   tab, select  one or more vulnerabilit ies that you want to add to the
whitelist  and click Add t o Whit elist    below the vulnerability list . After you add the vulnerabilit ies
to the whitelist , Security Center no longer generates alerts for the vulnerabilit ies.

Vulnerabilit ies that are added to the whitelist  are removed from the vulnerability list  on the
Linux Sof t ware   tab. You can click Set t ings   in the upper-right corner of the page to view the
vulnerabilit ies in the Vul Whit elist   sect ion.
If  you want Security Center to detect  and generate alerts for a vulnerability that is added to the
whitelist , select  the vulnerability in the Vul Whitelist  sect ion in the Set t ings   panel and click
Remove.
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Fix mult iple vulnerabilit ies at  a t ime   
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If  you fix mult iple vulnerabilit ies at  a t ime, Security Center automatically identifies affected
assets and fixes the vulnerabilit ies on these assets. On the Linux Sof t ware   tab, you can select
the vulnerabilit ies that you want to fix at  a t ime and click Bat ch Repair . In the Bat ch Repair
dialog box, view the affected assets, select  Creat e snapshot s aut omat ically and f ix      or Skip
snapshot  backup and f ix direct ly   , and then click Fix Now.

Not ice

You can select  the vulnerabilit ies only on the current page. A total of 10, 20, or 50
vulnerabilit ies can be displayed on each page. Therefore, you can fix up to 50
vulnerabilit ies at  a t ime.

For outdated or commercial operating systems, you must manually upgrade the
operating systems to fix vulnerabilit ies. Security Center cannot fix mult iple
vulnerabilit ies that are detected on the operating systems at  a t ime. After you use
the Batch Repair feature to fix the vulnerabilit ies, Security Center ignores the
vulnerabilit ies. If  you use one of the following operating systems, you must upgrade
your operating system to fix mult iple vulnerabilit ies at  a t ime:

Red Hat 5, Red Hat 6, Red Hat 7, and Red Hat 8

CentOS 5

Ubuntu 12

The system may fail to fix a vulnerability. Before you click Fix Now, we recommend
that you select  Creat e snapshot s aut omat ically and f ix      to create a snapshot of
the system. For more information about Elast ic Compute Service (ECS) snapshots, see
Snapshot overview.

You are charged based on the billing methods of the snapshot service.For example, if
the size of the system disk is 40 GB, the fees for snapshot storage are USD 0.005 per
day. For more information, see Snapshots.
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Search f or vulnerabilit ies 
On the Linux Sof t ware   tab, you can search for vulnerabilit ies by using or combining the
following methods:

Search for vulnerabilit ies by priority. The priority can be High, Medium, or low.

Search for vulnerabilit ies by status. The status can be Handled or Unhandled.

Search for vulnerabilit ies by Asset  group , VPC, or T ags .

Enter the name or Common Vulnerabilit ies and Exposures (CVE) ID of a vulnerability in the
search box.

Not e   If  you search for vulnerabilit ies by name, fuzzy match is supported.

Export  vulnerabilit ies 

In the upper-right corner of the Linux Sof t ware   tab, you can click the  icon to export  and

save all detected vulnerabilit ies to your computer. The exported file is in the Excel format.

Not e   The t ime that is required to export  the vulnerabilit ies varies based on the size of
vulnerability data.

View and handle vulnerabilit ies
1. 

2. 

3. On the Vulnerabilit ies  page, click the Linux Sof t ware   tab.

4. On the Linux Software tab, f ind the vulnerability that you want to view. Click the vulnerability name
in the Vulnerabilit y  column or Fix in the Act ions  column. The panel that shows the vulnerability
details appears.

5. In the panel, view and handle the vulnerability.

Precaut ions·Vulnerabilit ies Securit y Cent er
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You can perform the following operations:

View vulnerabilit y det ails 

On the Det ail  tab, view all vulnerabilit ies that are associated with the vulnerability and all
assets that are affected by the vulnerability. You can also analyze all vulnerabilit ies and
handle mult iple vulnerabilit ies at  a t ime.

On the Pending vulnerabilit y  tab, view the assets that are affected by the vulnerability.
You can view all assets that are affected by the vulnerability and the status of the
vulnerability that affects specific assets. You can fix a vulnerability, ignore a vulnerability, or
add a vulnerability to a whitelist . You can also verify or undo a vulnerability f ix.

On the Detail tab, click an asset  in the Af f ect ed Asset s     column to go to the Vulnerabilit ies
tab of the Asset s  page. On this tab, you can view the information about all Linux software
vulnerabilit ies that are associated with this asset.

View t he det ails about  t he Alibaba Cloud vulnerabilit y library    

Securit y Cent er Precaut ions·Vulnerabilit ies
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On the Det ail  tab, click the ID of a vulnerability that you want to fix in the CVE ID column to go
to the Alibaba Cloud vulnerability library.

This library displays detailed information about the vulnerability, including the vulnerability
descript ion, basic information, and solut ion.

View vulnerabilit y priorit ies 
Vulnerability priorit ies are marked in different colors:

Red: High

Orange: Medium

Gray: Low

Not e   We recommend that you fix the vulnerabilit ies that have the High priority at  the
earliest  opportunity.

View t he processes relat ed t o vulnerabilit y f ixes    

On the Pending vulnerability tab, click the  icon in the Relat ed process  column to view the

processes that are related to the vulnerability. In the panel that appears, you can view the
processes or business systems that may be affected by the vulnerability f ix.

View t he vulnerabilit y st at us   
The status of a vulnerability can be Handled or Unhandled.

Handled

Handled: The vulnerability is f ixed.

Ignored: The vulnerability is ignored. Security Center no longer generates alerts on this
vulnerability.

Not e   You can use snapshots to undo a vulnerability f ix for a Handled vulnerability.
After you undo a vulnerability f ix, the status of the vulnerability changes to Unhandled.
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Unhandled

Unf ixed : The vulnerability is to be fixed.

Fixing: The vulnerability is being fixed.

Fix Failed: Security Center failed to fix the vulnerability. The file that contains the
vulnerability data may have been modified or does not exist .

Handled (T o Be Rest art ed)   : The vulnerability is f ixed. You must restart  the system for the
fix to take effect.

Verif ying : The vulnerability has been fixed. If  a system restart  is required, you can verify the
fix after you restart  the system.

Handle t he vulnerabilit ies of  t he af f ect ed asset s       
On the Pending vulnerability tab, you can fix or ignore a vulnerability. You can also verify or undo
a vulnerability f ix.

Not e   If  you want to handle the vulnerability on all affected assets, select  all affected
assets and perform the required operations. To select  all affected assets with a few clicks,
you can select  the check box next  to Vulnerabilit y .

You can perform the following operations based on your business requirements:

Fix vulnerabilit ies
Fix vulnerabilit ies based on the following scenarios:

The Fix button is available
Select  one or more associated vulnerabilit ies and click Fix. Security Center can automatically
create snapshots and fix vulnerabilit ies. You can select  Creat e snapshot s aut omat ically   
and f ix  or Skip snapshot  backup and f ix direct ly    based on your business requirements.

Not e

The system may fail to fix a vulnerability. Before you click Fix Now, we
recommend that you select  Creat e snapshot s aut omat ically and f ix      to
create a snapshot of the system. For more information about Elast ic Compute
Service (ECS) snapshots, see Snapshot overview.

You are charged based on the billing methods of the snapshot service.For
example, if  the size of the system disk is 40 GB, the fees for snapshot storage are
USD 0.005 per day. For more information, see Snapshots.
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The Fix button is dimmed
The button is dimmed in the following scenarios:

For outdated or commercial operating systems, you must manually upgrade the operating
systems to fix vulnerabilit ies.

Not e   If  you use one of the following operating systems, you must upgrade
your operating system to fix vulnerabilit ies:

Red Hat 5, Red Hat 6, Red Hat 7, and Red Hat 8

CentOS 5

Ubuntu 12

Linux software vulnerabilit ies may fail to be fixed due to issues, such as insufficient  disk
space on your server or unauthorized access to files. Before you fix Linux software
vulnerabilit ies in the Security Center console, you must manually handle the issues on the
server. The following list  describes these issues and solut ions:

The disk space is smaller than 3 GB.

The apt-get or APT/YUM process is running.
Solut ion: Wait  until the process is complete, or manually stop the process. Then, fix the
vulnerability again in the Security Center console.

Insufficient  permissions to run the APT, YUM, or RPM command.
Solution: Check and manage access permissions on the files. We recommend that you
set file permissions to 755, and make sure that the file owner is the root user. Then, fix
the vulnerability again in the Security Center console.

Not e   After you set  f ile permissions to 755, the file owner has the read, write,
and execute permissions on the file. Other users and the user group to which the
file owner belongs have read and execute permissions on the file.

To view server issues, move the pointer over the Fix button. The suggestions are provided
by Security Center.

Rest art  t he syst em   
After you fix Linux kernel vulnerabilit ies, you must restart  the system. You can use one of the
following methods to restart  the system:

(Recommended) Click Rest art   on the Detail tab.

Not e   If  the system has vulnerabilit ies that are in the fixing or verifying state, you
cannot restart  the system. In this case, if  you click Rest art  , an error message appears.
The error message indicates that the system restart  fails. Before you restart  a system,
make sure that no vulnerabilit ies are in the fixing or verifying state.

Run the required command in the Linux system.
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Verif y a vulnerabilit y f ix  
Select  a vulnerability or mult iple associated vulnerabilit ies and click Verif y  to check whether
the vulnerabilit ies are fixed.
After you click Verif y , the St at us   of the vulnerability changes to Verif ying . The fix can be
verified after several seconds.

Ignore a vulnerabilit y

Find the vulnerability that you want to ignore, click the  icon in the Act ions  column, and

then select  Ignore. In the dialog box that appears, enter the descript ion for the ignore
operation and click OK. After a vulnerability is ignored, Security Center no longer generates
alerts for the vulnerability.
Search for Handled vulnerabilit ies, f ind the vulnerability that is ignored, and then click the
vulnerability to go to the panel that shows the vulnerability details. In the panel, move the

pointer over the  icon in the Status column to view the descript ion of the ignore operation.

Not e   The state of this vulnerability changes to Ignored. If  you want Security Center
to generate alerts on an ignored vulnerability, f ind the vulnerability in the Handled
vulnerability list  and click Unignore in the panel.

Undo a vulnerabilit y f ix 
Find the vulnerability for which you want to undo the fix, click Rollback in the Act ions
column. In the Rollback dialog box, select  the snapshot that you want to use to undo the fix
and click OK.

Search f or af f ect ed asset s    
On the Pending vulnerability tab, you can search for affected assets by vulnerability priority, VPC
name, asset  group, vulnerability status, server IP address, or server name. The vulnerability priority
can be high, medium, or low. The vulnerability status can be handled or unhandled.

Not e   If  you search for affected assets by server IP address or name, fuzzy match is
supported.

Export  af f ect ed asset s    

In the upper-left  corner of the Pending vulnerability tab, click the  icon to export  and save

all affected assets to your computer. The exported file is in the Excel format.

Not e   The t ime that is required to export  the vulnerabilit ies varies based on the size of
asset  data.

Description of the panel that shows the vulnerability details

Parameter Description

CVE ID

The CVE ID of the vulnerability. The CVE system provides a reference method for
publicly known information-security vulnerabilit ies and exposures. You can use CVE IDs,
such as CVE-2018-1123, to query relevant information about vulnerability fixes in
databases that are compatible with CVE. This way, security issues can be resolved.
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Impact

The value of the Impact parameter is a Common Vulnerability Scoring System (CVSS)
score. The CVSS score follows the widely accepted industry standard and is calculated
by using the formula that depends on several attributes of the vulnerability. This
score is used to determine the severity of the vulnerability.
The following list  describes the severity rating scale in CVSS v3.0:

0: none

0.1 to 3.9: low

Vulnerabilit ies that cause local DDoS attacks

Vulnerabilit ies that have minor impacts

4.0 to 6.9: medium

Vulnerabilit ies that affect users only when the system and user interacts

Vulnerabilit ies that attackers can exploit  to perform unauthorized operations

Vulnerabilit ies that can be exploited after attackers change local configurations
or obtain the required information

7.0 to 8.9: high

Vulnerabilit ies that attackers can exploit  to indirectly obtain permissions on your
server and application systems

Vulnerabilit ies that attackers can exploit  to read, write, download, or delete files

Vulnerabilit ies that cause sensit ive data leaks

Vulnerabilit ies that cause service interruptions or remote DDoS attacks

9.0 to 10.0: crit ical

Vulnerabilit ies that attackers can exploit  to directly obtain permissions on your
server

Vulnerabilit ies that attackers can exploit  to directly obtain sensit ive data and
cause data leaks

Vulnerabilit ies that cause unauthorized access to sensit ive data

Vulnerabilit ies that cause large-scale impacts

Af f ect ed Asset s   
The details about assets that are affected by the vulnerability, including the public
and private IP addresses of the assets.

Priorit y

The vulnerability priority. The following items describe the priorit ies:

High
We recommend that you fix high-priority vulnerabilit ies at the earliest opportunity.

Medium
You can fix medium-priority vulnerabilit ies based on your business requirements.

Low
You can fix or ignore low-priority vulnerabilit ies based on your business
requirements.

Parameter Description
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Det ails

In the panel, find a vulnerability and click Det ails   in the Act ions   column to view the
details about the vulnerability.

Fix Command: the command that you can run to fix the vulnerability.

Impact  descript ion  :

Sof t ware  : the version of the software on the current server.

Cause: the reason why the software has the vulnerability. In most cases, the
vulnerability is detected due to the outdated version of the software.

Pat h : the path of the software on the server.

Caut ion : important notes, prevention tips, and references for the vulnerability.

Parameter Description

Security Center can detect  and fix Windows system vulnerabilit ies. This topic describes how to view and
handle Windows system vulnerabilit ies.

Context
Security Center synchronizes security updates from the Microsoft  official website in real t ime. This
allows Security Center to effect ively detect  high-risk vulnerabilit ies and generate alerts. This also
prevents attackers from exploit ing Windows system vulnerabilit ies that compromise the security of your
servers.

Not e   The and edit ions of Security Center detect  but do not fix vulnerabilit ies. To use
Security Center to fix vulnerabilit ies with a few clicks, you must purchase the , , or edit ion. For more
information about the features supported by different Security Center edit ions, see Features.

View the basic information about a vulnerability
1. 

2. 

3. 

4. On the Windows Syst em  tab, view and handle all Windows system vulnerabilit ies that are
detected by Security Center.

You can perform the following operations on the tab:

View vulnerabilit y det ails 

1.4. View and handle Windows system
vulnerabilities
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In the vulnerability list  of the Windows Syst em  tab, you can view vulnerability details.

View vulnerabilit y priorit ies 
The priorit ies of vulnerabilit ies are displayed in different colors in the Affected Assets column.
The number in each row of the column indicates the total number of the assets affected by a
vulnerability. The following list  describes the relat ionship between colors and priorit ies:

Red: High

Orange: Medium

Gray: Low

Not e   We recommend that you fix vulnerabilit ies that have the High priority at  the
earliest  opportunity.

Add vulnerabilit ies t o t he whit elist   
On the Windows Syst em  tab, you can select  vulnerabilit ies and click Add t o Whit elist    to add
them to the whitelist . After you add the vulnerabilit ies to the whitelist , Security Center no longer
generates alerts for the vulnerabilit ies.

After you add vulnerabilit ies to the whitelist , these vulnerabilit ies are removed from the
vulnerability list  on the Windows Syst em  tab. You can click Set t ings   in the upper-right corner
of the page to view these vulnerabilit ies in the Vul Whit elist   sect ion.
If  you want Security Center to detect  and generate alerts for a vulnerability that is added to the
whitelist , select  the vulnerability in the Vul Whitelist  sect ion in the Set t ings   panel and click
Remove.
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Search f or vulnerabilit ies 
On the Windows Syst em  tab, you can search for vulnerabilit ies by using or combining the
following methods:

Search for vulnerabilit ies by priority. The priority can be High, Medium, or low.

Search for vulnerabilit ies by status. The status can be Handled or Unhandled.

Search for vulnerabilit ies by Asset  group , VPC, or T ags .

Enter the name or Common Vulnerabilit ies and Exposures (CVE) ID of a vulnerability in the
search box.

Not e   If  you search for vulnerabilit ies by name, fuzzy match is supported.

Export  vulnerabilit ies 
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On the Windows Syst em  tab, you can click the  icon to export  and save all detected

Windows system vulnerabilit ies to your computer. The exported file is in the Excel format.

Not e   The t ime that is required to export  the vulnerabilit ies varies based on the size of
vulnerability data.

View vulnerability details and handle vulnerabilit ies
1. 

2. 

3. 

4. In the Vulnerabilit y  column, click the name of the vulnerability that you want to handle, or click Fix
in the Act ions  column of the vulnerability that you want to handle to go to the panel that shows
the vulnerability details.

In the panel, you can view the details about vulnerabilit ies on the Det ail  tab. You can also view the
number of unhandled vulnerabilit ies and affected assets on the Pending vulnerabilit y  tab.

5. In the panel, view and handle vulnerabilit ies.

You can perform the following operations:

View vulnerabilit y det ails 

On the Det ail  tab, you can view all the affected assets and vulnerabilit ies related to the
vulnerability. You can also analyze and handle mult iple related vulnerabilit ies at  a t ime.

On the Pending vulnerabilit y  tab, you can view the assets that are affected by the
vulnerability.
You can view the assets affected by the vulnerability and the status of the vulnerability. You
can fix or ignore a vulnerability. You can also verify a vulnerability f ix or add a vulnerability to
the whitelist .

View vulnerabilit y priorit ies 
For more information about the priorit ies of Windows system vulnerabilit ies, visit  the Microsoft
official website. Vulnerability priorit ies are marked in different colors:

Red: High. The equivalent severity at  the Microsoft  official website is Crit ical  or Import ant  .

Orange: Medium. The equivalent severity at  the Microsoft  official website is Moderat e .

Gray: Low. The equivalent severity at  the Microsoft  official website is Low.

Not e   We recommend that you fix the vulnerabilit ies that have the High priority at  the
earliest  opportunity.

View vulnerabilit y st at us  

Handled

Handled: The vulnerability is f ixed.

Ignored: The vulnerability is ignored. Security Center no longer generates alerts on this
vulnerability.
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Unhandled

Unf ixed : The vulnerability is to be fixed.

Fixing: The vulnerability is being fixed.

Fix Failed: Security Center failed to fix the vulnerability. The file that contains the
vulnerability data may have been modified or does not exist .

Verifying: After you start  the verificat ion, the state of the vulnerability changes to Verifying.

Handle t he vulnerabilit ies of  t he af f ect ed asset s       
You can fix or ignore a vulnerability. You can also verify a vulnerability f ix or add a vulnerability to
the whitelist .

You can perform the following operations:

Fix vulnerabilit ies
Fix vulnerabilit ies based on the following scenarios:
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The Fix button is available
Select  one or more associated vulnerabilit ies and click Fix. Security Center can automatically
create snapshots and fix vulnerabilit ies. You can select  Creat e snapshot s aut omat ically   
and f ix  or Skip snapshot  backup and f ix direct ly    based on your business requirements.

Not e

The system may fail to fix a vulnerability. Before you click Fix Now, we
recommend that you select  Creat e snapshot s aut omat ically and f ix      to
create a snapshot of the system. For more information about Elast ic Compute
Service (ECS) snapshots, see Snapshot overview.

You are charged based on the billing methods of the snapshot service.For
example, if  the size of the system disk is 40 GB, the fees for snapshot storage are
USD 0.005 per day. For more information, see Snapshots.

The Fix button is dimmed
If the disk space of a server is insufficient  or the Windows Update service is running, the
vulnerabilit ies fail to be fixed and the Fix button is dimmed. To fix the vulnerabilit ies, you
must handle the issues on the server. To view the server issues and solut ions provided by
Security Center, move the pointer over the Fix button. You must manually handle the
following issues:

The Windows Update service is running.
Solution: Wait  for a few minutes and try to fix the vulnerabilit ies again. Alternatively,
terminate the Wusa process on the server and try to fix the vulnerabilit ies again in the
Security Center console.

The Windows Update service is disabled.
Solut ion: Start  Task Manager of the server and enable the Windows Update service. Then,
try to fix the vulnerabilit ies again in the Security Center console.

The server disk space is less than 500 MB.
Solution: Resize or clear the disk. Then, try to fix the vulnerabilit ies again in the Security
Center console.
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Verif y a vulnerabilit y f ix  
Select  a vulnerability or mult iple associated vulnerabilit ies and click Verif y  to check whether
the vulnerabilit ies are fixed.
After you click Verif y , the St at us   of the vulnerability changes to Verif ying . The fix can be
verified after several seconds.

Add vulnerabilit ies t o t he whit elist   
On the Windows Syst em  tab, you can select  vulnerabilit ies and click Add t o Whit elist    to
add them to the whitelist . After you add the vulnerabilit ies to the whitelist , Security Center no
longer generates alerts for the vulnerabilit ies.
After you add vulnerabilit ies to the whitelist , these vulnerabilit ies are removed from the
vulnerability list  on the Windows Syst em  tab. You can click Set t ings   in the upper-right
corner of the page to view these vulnerabilit ies in the Vul Whit elist   sect ion.
If  you want Security Center to detect  and generate alerts for a vulnerability that is added to
the whitelist , select  the vulnerability in the Vul Whitelist  sect ion in the Set t ings   panel and click
Remove.

Ignore a vulnerabilit y

Find the vulnerability that you want to ignore, click the  icon in the Act ions  column, and

then select  Ignore. In the dialog box that appears, enter the descript ion for the ignore
operation and click OK. After a vulnerability is ignored, Security Center no longer generates
alerts for the vulnerability.
Search for Handled vulnerabilit ies, f ind the vulnerability that is ignored, and then click the
vulnerability to go to the panel that shows the vulnerability details. In the panel, move the

pointer over the  icon in the Status column to view the descript ion of the ignore operation.

Not e   The state of this vulnerability changes to Ignored. If  you want Security Center
to generate alerts on an ignored vulnerability, f ind the vulnerability in the Handled
vulnerability list  and click Unignore in the panel.

Search f or af f ect ed asset s    
On the Pending vulnerability tab, you can search for affected assets by vulnerability priority, VPC
name, asset  group, vulnerability status, server IP address, or server name. The vulnerability priority
can be high, medium, or low. The vulnerability status can be handled or unhandled.

Not e   If  you search for affected assets by server IP address or name, fuzzy match is
supported.

Export  af f ect ed asset s    

In the upper-left  corner of the Pending vulnerability tab, click the  icon to export  and save

all affected assets to your computer. The exported file is in the Excel format.

Not e   The t ime that is required to export  the vulnerabilit ies varies based on the size of
asset  data.

References
The "0x80240017 104 (Patch Not Applicable)" error is returned when you fix Windows system vulnerabilit ies. How
do I handle the issue?
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Security Center can detect  and fix Web-CMS vulnerabilit ies. The feature of Web-CMS vulnerability
detect ion monitors website directories and identifies common website builders. This feature compares
vulnerability f iles with the vulnerability library to detect  the vulnerabilit ies in website builders. This topic
describes how to view and handle Web-CMS vulnerabilit ies.

Context
The feature of Web-CMS vulnerability detect ion obtains information about the latest  Web-CMS
vulnerabilit ies and patches, and delivers the patches. This allows you to detect  and fix Web-CMS
vulnerabilit ies at  the earliest  opportunity. This feature detects vulnerabilit ies in a t imely manner, f ixes
vulnerabilit ies, and applies patches to fix mult iple vulnerabilit ies at  a t ime.

Not e

The and edit ions of Security Center detect  but do not fix vulnerabilit ies. To use Security
Center to fix vulnerabilit ies with a few clicks, you must purchase the , , or edit ion. For more
information about the features supported by different Security Center edit ions, see
Features.

After you fix Web-CMS vulnerabilit ies in the Security Center console, the fixes immediately
take effect. You do not need to verify the fixes.

For more information about the Web-CMS vulnerabilit ies that can be detected by Security Center, see
Web-CMS vulnerabilit ies that can be detected.

View the basic information about a vulnerability
1. 

2. 

3. 

4. On the Web CMS tab, view the information about all Web-CMS vulnerabilit ies detected by Security
Center.

You can perform the following operations on the tab:

View vulnerabilit y inf ormat ion  

View vulnerabilit y priorit ies 
All Web-CMS vulnerabilit ies can cause serious damage. This is confirmed by Alibaba Cloud security
engineers. Therefore, the priorit ies of detected Web-CMS vulnerabilit ies are High and marked in
red.

1.5. View and handle Web-CMS
vulnerabilities
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Not e   We recommend that you fix Web-CMS vulnerabilit ies at  the earliest  opportunity.

Handle t he vulnerabilit ies det ect ed by Cloud Firewall   
Security Center uses the Cloud f irewall Support s Virt ual pat ches     tag to indicate a
vulnerability detected by Cloud Firewall. You can click the tag or Prot ect ion   in the Act ions
column to go to the Cloud Firewall console to fix the vulnerability. For more information, see
Vulnerability protection.

Add a vulnerabilit y t o t he whit elist   
On the Web CMS tab, you can select  the vulnerability you want to add to the whitelist  and click
Add t o Whit elist   . After you add a vulnerability to the whitelist , Security Center no longer
generates alerts on this vulnerability.

The vulnerability that is added to the whitelist  is removed from the vulnerability list  on the Web
CMS tab. You can click Set t ings   in the upper-right corner of the page to view the vulnerability in
the Vul Whit elist   sect ion.
If  you want Security Center to detect  and generate alerts for a vulnerability that is added to the
whitelist , select  the vulnerability in the Vul Whitelist  sect ion in the Set t ings   panel and click
Remove.
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Fix mult iple vulnerabilit ies at  a t ime   
If you fix mult iple vulnerabilit ies at  a t ime, Security Center automatically identifies affected
assets and fixes the vulnerabilit ies on these assets. On the Web CMS tab, you can select  the
vulnerabilit ies that you want to fix and click Bat ch Repair . In the Bat ch Repair  dialog box, view
the assets that are affected by the vulnerabilit ies and click Fix Now.

Not e   You can select  the vulnerabilit ies only on the current page. A total of 10, 20, or
50 vulnerabilit ies can be displayed on each page. Therefore, you can fix a maximum of 50
vulnerabilit ies at  a t ime.

Search f or vulnerabilit ies 
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On the Web CMS tab, you can search for vulnerabilit ies by severity level, asset  group,
vulnerability status, or vulnerability name. The severity level can be high, medium, or low. The
vulnerability status can be handled or unhandled.

Not e

Export  vulnerabilit ies 

On the Web CMS tab, you can click the  icon to export  and save all detected vulnerabilit ies

to your computer. The vulnerabilit ies are exported to an Excel f ile.

Not e   The t ime that is required to export  the vulnerabilit ies varies based on the size of
vulnerability data.

Handle vulnerabilit ies
1. 

2. 

3. 

4. In the Vulnerabilit y  column, click the name of the vulnerability that you want to handle, or click Fix
in the Act ions  column of the vulnerability that you want to handle. The panel that shows the
vulnerability details appears.

You can view the details of the vulnerability, number of unhandled vulnerabilit ies, and information
about affected assets.

5. In the panel, view and handle the vulnerability.

You can perform the following operations:

View vulnerabilit y det ails 
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View vulnerabilit y det ails 
The panel displays all the affected assets and vulnerabilit ies associated with the vulnerability.
You can analyze all the related vulnerabilit ies and handle mult iple vulnerabilit ies at  a t ime.

On the Det ail  tab, you can view the brief introduction and solut ion to this vulnerability.

On the Pending vulnerabilit y  tab, you can view the assets that are affected by this
vulnerability.
You can view the assets affected by the vulnerability and the status of the vulnerability. You
can fix or ignore a vulnerability. You can also verify a vulnerability f ix or add a vulnerability to
the whitelist .

On the Det ail  tab, click an asset  in the Af f ect ed Asset s     column to go to the Vulnerabilit ies
tab of the Asset s  page. On this tab, view the information about all Web-CMS vulnerabilit ies
associated with this asset.

View vulnerabilit y priorit ies 
All Web-CMS vulnerabilit ies can cause serious damage. This is confirmed by Alibaba Cloud security
engineers. Therefore, the priorit ies of detected Web-CMS vulnerabilit ies are High and marked in
red.

Not e   We recommend that you fix Web-CMS vulnerabilit ies at  the earliest  opportunity.

Search f or vulnerabilit ies 
On the Pending vulnerability tab, you can search for affected assets by vulnerability priority, VPC
name, asset  group, vulnerability status, server IP address, or server name. The vulnerability priority
can be high, medium, or low. The vulnerability status can be handled or unhandled.
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Not e   If  you search for affected assets by server IP address or name, fuzzy match is
supported.

Not e   Fuzzy match is supported for vulnerability search by server IP address or name.

View vulnerabilit y st at us  

Handled

Handled: The vulnerability is f ixed.

Ignored: The vulnerability is ignored. Security Center no longer generates alerts on this
vulnerability.

Invalid: The vulnerability cannot be detected. You may have already deleted the file that
contains the vulnerability.

Unhandled

Unfixed: The vulnerability is not fixed.

Fixing: The vulnerability is being fixed.

Fix Failed: Security Center failed to fix the vulnerability. The file that contains the
vulnerability may have been modified or does not exist .

Verifying: Security Center is checking whether the vulnerability is f ixed.

Handle t he vulnerabilit ies of  t he af f ect ed asset s       
You can fix or ignore a vulnerability. You can also verify a vulnerability f ix or add a vulnerability to
the whitelist .
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Fix vulnerabilit ies
Click Fix in the Act ions column to fix one or more associated vulnerabilit ies at  a t ime. In the
Repair dialog box, click Fix Now.

Not e   To prevent service interruptions, we recommend that you back up the data in
your system before you fix the vulnerability.

Verif y : If  you fix a vulnerability by using methods rather than Security Center, you must click
Verify. After the verificat ion, the status of the vulnerability is updated. If  you fix a Web-CMS
vulnerability by using Security Center, the fix immediately takes effect. You do not need to
verify the fix.

Ignore a vulnerabilit y

Find the vulnerability that you want to ignore, click the  icon in the Act ions  column, and

then select  Ignore. In the dialog box that appears, enter the descript ion for the ignore
operation and click OK. After a vulnerability is ignored, Security Center no longer generates
alerts for the vulnerability.
Search for Handled vulnerabilit ies, f ind the vulnerability that is ignored, and then click the
vulnerability to go to the panel that shows the vulnerability details. In the panel, move the

pointer over the  icon in the Status column to view the descript ion of the ignore operation.

Not e   The state of this vulnerability changes to Ignored. If  you want Security Center
to generate alerts on an ignored vulnerability, f ind the vulnerability in the Handled
vulnerability list  and click Unignore in the panel.

Export  af f ect ed asset s    

In the upper-left  corner of the Pending vulnerability tab, click the  icon to export  and save

all affected assets to your computer. The exported file is in the Excel format.

Not e   The t ime that is required to export  the vulnerabilit ies varies based on the size of
asset  data.

Web-CMS vulnerabilit ies that can be detected
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Type Item

74CMS

Multiple SQL injection vulnerabilit ies in 74CMS

Privilege escalation vulnerability in 74CMS

SQL injection vulnerability in 74CMS

Arbitrary file deletion vulnerability in 74CMS v4.1.15

Arbitrary file read vulnerability in the latest version of 74CMS

DedeCMS

Variable overwrite vulnerability in DedeCMS

Arbitrary file upload vulnerability in DedeCMS

Reinstallation vulnerability in DedeCMS

Injection vulnerability in DedeCMS

File upload vulnerability in DedeCMS

Password resetting vulnerability in DedeCMS

Vulnerability of arbitrary user logon from the frontend caused by
cookie leaks in DedeCMS

SQL injection vulnerability caused by session variable overwrite in
DedeCMS

Vulnerability of arbitrary file upload at the backend in DedeCMS

SQL injection vulnerability in DedeCMS

Template SQL injection vulnerability in DedeCMS

SQL injection vulnerability caused by cookie leaks in DedeCMS

Payment plug-in injection vulnerability in DedeCMS

Arbitrary file deletion by registered users in DedeCMS V5.7

CSRF protection bypass vulnerability in DedeCMS V5.7

Arbitrary file upload by common users in DedeCMS
select_soft_post.php

Arbitrary file upload vulnerability in DedeCMS V5.7 SP2 (CVE-2019-8362)

Code execution vulnerability in Discuz

MemCache + ssrf permission acquisit ion vulnerability (GetShell) in
Discuz
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Discuz
Backend SQL injection vulnerability in Discuz

Arbitrary attachment download caused by privilege escalation
vulnerabilit ies in Discuz

Arbitrary file deletion vulnerability in Discuz

Encrypted message forgery vulnerability caused by authcode function
defects in Discuz

Discuz!Command execution vulnerability in the backend database
backup feature of Discuz

ECShop

Code injection vulnerability in ECShop

Password retrieval vulnerability in ECShop

Injection vulnerability in ECShop

ECShop backdoor

Arbitrary user logon vulnerability in ECShop

Backend SQL injection vulnerability in ECShop

SQL injection vulnerability in ECShop

Vulnerability of overwrit ing variables in the ECShop installation
directory at the backend

Code execution caused by SQL injection vulnerabilit ies in ECShop

Secondary injection vulnerability in ECShop

Backend permission acquisit ion vulnerability in ECShop (GetShell)

Backend file download vulnerability in ECShop 2.7.3

FCKEditor Arbitrary file upload vulnerability in FCKeditor

Joomla!

Remote code execution (RCE) vulnerability caused by malformed
deserialized packet injection in Joomla!

Unauthorized user creation vulnerability in Joomla! (CVE-2016-8870)

Core SQL injection vulnerability in Joomla! 3.7.0

SQL injection vulnerability in Joomla!

Injection vulnerability in PHPCMS

AuthKey leak vulnerability in PHPCMS

Type Item
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PHPCMS

Wide byte injection vulnerability in PHPCMS v9

Arbitrary file read vulnerability caused by frontend code injection in
PHPCMS

Permission acquisit ion vulnerability caused by some logic issues in
PHPCMS (GetShell)

AuthKey leak caused by AuthKey generation algorithm issues in PHPCMS

SQL injection vulnerability in PHPCMS v9.6.2

common.inc RCE vulnerability in PHPCMS 2008

RCE vulnerability in template cache of PHPCMS 2008

phpMyAdmin

Deserialized injection vulnerability in phpMyAdmin

CVE-2016-6617 SQL injection vulnerability in phpMyAdmin

Permission acquisit ion vulnerability caused by checkPageValidity
function defects in phpMyAdmin version 4.8.1 and earlier (GetShell)

phpMyAdmin 4.8.5

PHPWind

GET request CSRF vulnerability in PHPWind v9 task center

Permission acquisit ion vulnerability caused by MD5 padding
vulnerabilit ies in PHPWind v9 (GetShell)

Backend SQL injection vulnerability in PHPWind

Cross-site scripting (XSS) injection into UBB tag attributes in PHPWind

ThinkPHP5

Medium-risk permission acquisit ion vulnerability caused by cache
function design flaws in ThinkPHP 5.0.10-3.2.3 (GetShell)

High-risk RCE vulnerability in ThinkPHP 5.0

ThinkPHP 5.1.X <=5.1.30.RCE vulnerability in ThinkPHP 5.1.X (X less than
or equal to 30)

High-risk Request.php RCE vulnerability in versions earlier than ThinkPHP
5.0.24

Arbitrary file upload vulnerability in WordPress

IP address verification vulnerability in WordPress

WP_Image_Editor_Imagick instruction injection vulnerability in
WordPress

Type Item
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WordPress

XSS vulnerability in the bbPress plug-in of WordPress

Mailpress RCE vulnerability in WordPress

DOS vulnerability caused by arbitrary directory traversal in the backend
plug-in update module of WordPress

SQL injection vulnerability caused by arbitrary user logon to the
backend plug-in of WordPress

Username enumeration vulnerability in versions earlier than WordPress
4.7.1 (CVE-2017-5487)

SQL injection vulnerability in WordPress

XSS vulnerability in WordPress

Content injection vulnerability in WordPress

RCE vulnerabilit ies caused by the sitename field in WordPress Mail

SQL injection vulnerability in the Catalogue plug-in of WordPress

Arbitrary file deletion vulnerability in WordPress

Permission acquisit ion vulnerability caused by multiple defects, such as
Author permission path traversal in WordPress (GetShell)

Type Item

The application vulnerability detect ion feature can detect  common application vulnerabilit ies. This
topic describes how to view and handle application vulnerabilit ies.

Limits
Security Center can detect  application vulnerabilit ies, but it  cannot fix the detected application
vulnerabilit ies. You must manually fix the vulnerabilit ies on your servers by following Suggest ions  on
the Det ail  tab.

Security Center provides two modes to scan application vulnerabilit ies: Web Scanner and Sof t ware 
Component  Analysis . The two modes have the following limits:

Web Scanner: scans only the servers that can access the Internet and have the Security Center
agent installed. The servers can be Elast ic Compute Service (ECS) instances or the servers that are
not deployed on Alibaba Cloud.

Sof t ware Component  Analysis   : scans the servers that have the Security Center agent installed.
The servers can be ECS instances or the servers that are not deployed on Alibaba Cloud.

View the basic information about a vulnerability
1. 

1.6. View and handle application
vulnerabilities
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2. 

3. 

4. On the Applicat ion  tab, view all the application vulnerabilit ies that are detected by Security
Center.

You can perform the following operations on the tab:

Search f or vulnerabilit ies 
On the Application tab, you can search for vulnerabilit ies by severity level, vulnerability status,
scan mode, asset  group, virtual private cloud (VPC) name, or vulnerability name. The severity level
can be high, medium, or low. The vulnerability status can be handled or unhandled. The scan
mode can be web scanner or software component analysis. You can also search for
vulnerabilit ies by server IP address or server name.

View vulnerabilit ies

View vulnerabilit y scan modes
Security Center scans for application vulnerabilit ies based on the following methods:

Web Scanner: inspects network traffic to detect  vulnerabilit ies in your system. For example,
you can use this method to scan for SSH weak passwords and remote command execution.

Sof t ware Component  Analysis   : identifies software versions to detect  vulnerabilit ies in your
system. For example, you can use this method to scan for vulnerabilit ies of Apache Shiro
authorization and Kubernetes kubelet  resource management.

View t he priorit ies of  vulnerabilit ies and t he number of  af f ect ed asset s         
The priorit ies of vulnerabilit ies are displayed in different colors in the Affected Assets column.
The number in each row of the column indicates the total number of the assets affected by a
vulnerability. The following list  describes the relat ionship between colors and priorit ies:

Red: High

Orange: Medium

Gray: Low
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Not e   We recommend that you fix the vulnerabilit ies that have the High priority at  the
earliest  opportunity.

Add vulnerabilit ies t o t he whit elist   
On the Applicat ion  tab, you can select  one or more vulnerabilit ies and click Add t o Whit elist 
to add them to the whitelist . Security Center no longer generates alerts on the vulnerabilit ies
that are added to the whitelist .
Vulnerabilit ies that are added to the whitelist  are not displayed in the vulnerability list  on the
Applicat ion  tab. If  you want to view these vulnerabilit ies, you can click Set t ings   in the upper-
right corner of the Vulnerabilit ies page and find the vulnerabilit ies in the Vul Whit elist   sect ion.
If  you want Security Center to detect  and generate alerts for a vulnerability that is added to the
whitelist , select  the vulnerability in the Vul Whitelist  sect ion in the Set t ings   panel and click
Remove.

Export  vulnerabilit ies 

On the Applicat ion  tab, you can click the  icon to export  and save all detected

vulnerabilit ies to your computer. The vulnerabilit ies are exported to an Excel f ile.

Not e   The t ime that is required to export  the vulnerabilit ies varies based on the size of
vulnerability data.
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View vulnerability details and handle vulnerabilit ies

Not e

1. 

2. 

3. 

4. In the Vulnerabilit y  column, click the name of the vulnerability that you want to handle, or click Fix
in the Act ions  column of the vulnerability that you want to handle to go to the panel that shows
the vulnerability details.

5. In the panel, view and handle the vulnerability.

You can perform the following operations:

View vulnerabilit y det ails 
The panel displays all the affected assets and vulnerabilit ies associated with the vulnerability.
You can analyze and handle mult iple vulnerabilit ies at  a t ime. You can view the following
information:

On the Detail tab, you can view the associated vulnerabilit ies, descript ions, impacts, and
characterist ics.

On the Pending vulnerabilit y  tab, you can view the assets that are affected by this
vulnerability.
You can view the assets affected by the vulnerability and the status of the vulnerability. You
can also verify a vulnerability f ix, add a vulnerability to the whitelist , ignore a vulnerability, or
restore an ignored vulnerability.

Click an asset  in the Af f ect ed Asset s     column to go to the Vulnerabilit ies  tab of the Asset s
page. Then, click the Applicat ion  tab to view the information about all application
vulnerabilit ies associated with this asset.
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View t he det ails about  t he Alibaba Cloud vulnerabilit y library    
On the Det ail  tab, f ind the vulnerability that you want to view and click CVE ID to go to the
Alibaba Cloud vulnerability library. On the page that appears, view details about the vulnerability,
including the vulnerability descript ion, basic information, and solut ion.

View vulnerabilit y st at us  
The status of a vulnerability can be Handled or Unhandled.

Handled

Handled: The vulnerability is f ixed.

Ignored: The vulnerability is ignored. Security Center no longer generates alerts on this
vulnerability.

Unhandled

Unf ixed : The vulnerability is to be fixed.

Verifying: After you start  the verificat ion, the state of the vulnerability changes to Verifying.

Not e   By default , all the unhandled vulnerabilit ies are displayed in the application
vulnerability list .

Verif y vulnerabilit y f ixes  
After you manually fix a vulnerability based on the Suggest ions  that are displayed on the
Det ail  tab, click Verif y  to check whether the vulnerability is f ixed. Find the vulnerability for which
you want to verify the fix and click Verif y  in the Act ions column.
After you click Verify, the state of the vulnerability changes to Verif ying . It  takes several
seconds to verify the vulnerability f ix.
The following list  shows the two possible results:

Verificat ion succeeded: The state of the vulnerability changes to Fixed. You can view the
vulnerability in the Handled vulnerability list .

Verificat ion failed: The state of the vulnerability changes to Unf ixed . This indicates that the
vulnerability has not been fixed. We recommend that you troubleshoot the issue and handle
the vulnerability at  the earliest  opportunity.

Ignore vulnerabilit ies
If  you do not want Security Center to generate alerts on some vulnerabilit ies, you can ignore
these vulnerabilit ies. Select  the vulnerability that you want to ignore and click Ignore in the
Actions column. Security Center no longer generates alerts on this vulnerability.

Not e   The state of this vulnerability changes to Ignored. If  you want Security Center
to generate alerts on an ignored vulnerability, f ind the vulnerability in the Handled
vulnerability list  and click Unignore in the panel.

Handle t he vulnerabilit ies det ect ed by Cloud Firewall   
Security Center uses the Cloud f irewall Support s Virt ual pat ches     tag to indicate a
vulnerability detected by Cloud Firewall. You can click the tag or Prot ect ion   in the Act ions
column to go to the Cloud Firewall console to fix the vulnerability. For more information, see
Vulnerability protection.

Application vulnerabilit ies that can be detected
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Vulnerability type Check item

Weak passwords in
system services

OpenSSH services

MySQL database services

Microsoft SQL Server (MSSQL) database services

MongoDB database services

FTP, VSFTP, and ProFTPD services

Memcache cache services

Redis caching services

Subversion control services

Server Message Block (SMB) file sharing services

Simple Mail T ransfer Protocol (SMTP) email delivery services

Post Office Protocol 3 (POP3) email reception services

Internet Message Access Protocol (IMAP) email management services

Vulnerabilit ies in system
services

OpenSSL heartbleed vulnerabilit ies

SMB

Samba

Brute-force attacks against weak passwords

RSYNC

Anonymous access to sensit ive data

Brute-force attacks against password-based authentication

Brute-force attacks against VNC passwords

Brute-force attacks against pcAnywhere passwords

Brute-force attacks against Redis passwords

phpMyAdmin weak passwords

Tomcat console weak passwords

Apache Struts 2 remote command execution vulnerabilit ies

Apache Struts 2 remote command execution vulnerability (S2-046)

Apache Struts 2 remote command execution vulnerability (S2-057)
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Vulnerabilit ies in
application services

Arbitrary file uploads in ActiveMQ (CVE-2016-3088)

Arbitrary file reads in Confluence

CouchDB Query Server remote command execution

Discuz!Brute-force attacks against administrator weak passwords

Unauthorized access to Docker

Remote code execution in Drupal Drupalgeddon 2 (CVE-2018-7600)

ECshop code execution vulnerabilit ies in logon endpoints

Unauthorized access to Elasticsearch

Elasticsearch MvelRCE CVE-2014-31

Elasticsearch Groovy RCE CVE-2015-1427

Expression Language (EL) Injection in Weaver OA

Unauthorized access to Hadoop YARN ResourceManager

Path traversal in JavaServer Faces 2

Java deserialization in JBoss EJBInvokerServlet

Anonymous access to Jenkins Manage (CVE-2018-1999001 and CVE-2018-
1999002)

Unauthorized access to Jenkins

Jenkins Script Security Plugin RCE

Unauthorized access to Kubernetes

SQL injection vulnerabilit ies in the MetInfo getPassword interface

SQL injection vulnerabilit ies in the MetInfo logon interface

Arbitrary file uploads in PHPCMS 9.6

PHP-CGI remote code execution vulnerabilit ies

Actuator unauth RCE

ThinkPHP_RCE_20190111

Server-side request forgery (SSRF) in WebLogic UDDI Explorer

SSRF in WordPress xmlrpc.php

Vulnerability type Check item
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Brute-force attacks against the Zabbix web console

OpenSSL heartbleed detection

Unauthorized access to the WEB-INF directory in Apache Tomcat

Vulnerability type Check item

Security Center detects high-risk urgent vulnerabilit ies that are recently exposed on the Internet. You
can check whether your assets are affected by these vulnerabilit ies at  the earliest  opportunity. This
topic describes how to view and handle urgent vulnerabilit ies.

Context
The feature of urgent vulnerability detect ion provides the following benefits:

Allows you to specify vulnerability severit ies before detect ion.

Sorts urgent vulnerabilit ies by disclosure t ime.

Detects urgent vulnerabilit ies and shows the detect ion progress.

Generates alerts for urgent vulnerabilit ies and shows the details of affected assets and alerted
vulnerabilit ies in real t ime.

Shows the priorit ies to fix urgent vulnerabilit ies and provides suggestions on vulnerability f ixes.

Checks whether an urgent vulnerability is f ixed.

Not e   Security Center detects urgent vulnerabilit ies and provides suggestions on vulnerability
fixes. However, it  does not allow you to fix the detected urgent vulnerabilit ies with a few clicks.
You must manually fix an urgent  vulnerabilit y   on the affected servers based on Suggest ions  in
the panel that shows the vulnerability details.

Limits
Security Center detects urgent vulnerabilit ies only on Alibaba Cloud Elast ic Compute Service (ECS)
instances. Security Center cannot detect  urgent vulnerabilit ies on the servers that are not deployed on
Alibaba Cloud or the servers in data centers.

Procedure
1. 

2. 

3. 

4. On the Emergency tab, view both the historical and recent urgent vulnerabilit ies. Check whether
your assets are affected by these vulnerabilit ies.

You can perform the following operations:

Det ect  vulnerabilit ies  
Security Center allows you to detect  urgent vulnerabilit ies by using the following methods:

1.7. View and handle urgent
vulnerabilities
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Det ect  all vulnerabilit ies wit h a f ew clicks    
Click Scan now below Lat est  Syst em Vul T ime    . In the Scan f or Vulnerabilit ies   dialog box,
select  Emergency and click OK. Then, Security Center scans all your servers to detect  urgent
vulnerabilit ies. For more information, see Use the quick scan feature.

Immediat ely det ect  a single vulnerabilit y   
In the vulnerability list , f ind the vulnerability that you want to detect  and click Check Now in
the Act ions column. After you click Check Now, the detect ion progress is updated in real t ime.

Perf orm periodic det ect ion    (Periodic detect ion is supported only by the , , and edit ions.)
In the Set t ings   panel, configure Emergency vul(s) Scan Cycle. By default , the detect ion period
for urgent vulnerabilit ies is 00:00:00 to 07:00:00. You can set  Emergency vul(s) Scan Cycle to 3
Days, One week, Two weeks, or Stop. For more information, see Configure vulnerability settings.

Not e   If  your servers are deployed in a private network or urgent vulnerability
detect ion is not required, you can set  Emergency vul(s) Scan Cycle to Stop. However, your
servers may be attacked in various ways. We recommend that you set  Emergency vul(s)
Scan Cycle to a value other than Stop. This way, Security Center detects urgent
vulnerabilit ies on your servers in a t imely manner.

If  a vulnerability is detected, the number of affected assets is displayed and highlighted in red in
the Risks column of the vulnerability. You can click the name of the vulnerability to go to the
panel that displays the vulnerability details. In the panel, you can view the vulnerability details
and handle the vulnerability.

Not e   A vulnerability for which you never perform a scan task is displayed as
Uninspect ed  in the Risks column. If  you never perform quick scan tasks or click Check Now
in the Act ions  column, all urgent vulnerabilit ies are displayed as Uninspect ed  in the Risks
column. Security Center discloses high-risk urgent vulnerabilit ies that are exposed on the
Internet but does not automatically detect  these vulnerabilit ies. We recommend that you
regularly check the urgent vulnerability list  and specify the period for automatic detect ion or
manually scan for urgent vulnerabilit ies.

Search f or vulnerabilit ies 
On the Emergency tab, you can search for vulnerabilit ies by detect ion mode, risk status, or
vulnerability name. The detect ion mode can be Version or Network Scan. The risk status can be
Risk or No risk.
The following list  describes the detect ion modes:

Version: Security Center collects information about software versions to detect  and analyze
vulnerabilit ies on your assets in a private network.

Net work Scan : Security Center uses web scanners to detect  vulnerabilit ies on your assets in
the Internet. No manual configurations are required.

Export  vulnerabilit ies 

On the Emergency tab, you can click the  icon to export  and save all urgent vulnerabilit ies

that are detected on your assets to your computer.

Not ice   If  no urgent vulnerabilit ies are detected on your assets, the export  icon is
dimmed.
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View t he vulnerabilit y st at us of  af f ect ed asset s        

Category Status Description

Handled

Handled The vulnerability is fixed.

Fix failed
Security Center failed to fix the vulnerability. The file that contains
the vulnerability may have been modified or does not exist.

Ignored
The vulnerability is ignored. Security Center no longer generates
alerts for this vulnerability.

Invalid The vulnerability has not been detected in the last seven days.

Unhandled

Unfixed The vulnerability is not fixed.

Verifying

After you manually fix a vulnerability, you can click Verif y  in the
Act ions   column to check whether the vulnerability is fixed. After
you click Verify, the status of the vulnerability changes to
Verif ying  from Unf ixed .

View t he priorit ies t o f ix urgent  vulnerabilit ies     
Priorit ies to fix vulnerabilit ies are classified into high, medium, and low based on vulnerability
severit ies, t ime when vulnerabilit ies are detected, and server status.

Not e   We recommend that you fix vulnerabilit ies that have the High priority at  the
earliest  opportunity.

Handle urgent  vulnerabilit ies 
Security Center detects urgent vulnerabilit ies and provides suggestions on vulnerability f ixes.
However, it  does not allow you to fix the detected urgent vulnerabilit ies with a few clicks. You
must manually fix an urgent  vulnerabilit y   on the affected servers based on Suggest ions  in
the panel that shows the vulnerability details.
You can perform the following operations:

View Suggest ions  in the panel that displays the vulnerability details and manually fix the
vulnerability on the affected servers.

Verif y : Check whether the vulnerability is f ixed.

Ignore: Ignore the vulnerability. Security Center no longer generates alerts for the
vulnerability.

Not e   The state of this vulnerability changes to Ignored. If  you want Security Center
to generate alerts on an ignored vulnerability, f ind the vulnerability in the Handled
vulnerability list  and click Unignore in the panel.

Handle t he vulnerabilit ies det ect ed by Cloud Firewall   
Security Center uses the Cloud f irewall Support s Virt ual pat ches     tag to indicate a
vulnerability detected by Cloud Firewall. You can click the tag or Prot ect ion   in the Act ions
column to go to the Cloud Firewall console to fix the vulnerability. For more information, see
Vulnerability protection.
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References
Why are the results different when Security Center scans multiple t imes for fastjson urgent vulnerabilit ies?

How often does Security Center detect vulnerabilit ies?

What are the differences between baselines and vulnerabilit ies?

What do I do if I cannot enable the vulnerability detection feature for a server on the Assets page?

Security Center can detect  container image vulnerabilit ies. This helps you detect  high-risk system and
application vulnerabilit ies to ensure the security and reliability of container images. This topic describes
how to view and handle container image vulnerabilit ies.

Context
Before you can view and handle container image vulnerabilit ies, you must enable container image scan.
Container image scan is a value-added feature of Security Center and must be separately purchased.
Only users of the ,, , and edit ions can purchase container image scan.

Scan for container image vulnerabilit ies
Scan images

View container image vulnerabilit ies
View image system vulnerabilit ies

Fix container image vulnerabilit ies
You cannot fix container image vulnerabilit ies with a few clicks. To fix container image vulnerabilit ies,
you must perform operations on container images based on the detect ion results of image system
vulnerabilit ies.

Not e   We recommend that you handle vulnerabilit ies in container images at  the earliest
opportunity based on the information provided by Security Center. The information includes fixing
commands, impact descript ions, and paths to malicious files.

After you fix container image vulnerabilit ies, you must perform a quick scan task on the Image Securit y
page. Then, you can view the latest  status of the vulnerabilit ies and check whether the vulnerabilit ies
are fixed.

Security Center allows you to configure vulnerability sett ings. You can enable or disable automatic scan
for each type of vulnerabilit ies, and enable vulnerability scan for specific servers. You can also specify
the scan cycle, specify the number of days after which a detected vulnerability is automatically
deleted, and remove vulnerabilit ies from the whitelist . This topic describes how to configure
vulnerability sett ings.

Context

1.8. View and handle container image
vulnerabilities

1.9. Configure vulnerability settings
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You can select  mult iple vulnerabilit ies from the list  of Linux software vulnerabilit ies, Windows system
vulnerabilit ies, Web-CMS vulnerabilit ies, or application vulnerabilit ies. Then, you can add the selected
vulnerabilit ies to the whitelist  at  a t ime. After you add vulnerabilit ies to the whitelist , Security Center no
longer detects these vulnerabilit ies. You can also remove vulnerabilit ies from the whitelist  in the
Set t ings   panel based on your business requirements.

Procedure
1. 

2. 

3. 

4. In the Set t ings   panel, configure the parameters based on your business requirements.

The following table describes the parameters.

Parameter Description

Linux Sof t ware 

Turn on or turn off the switch to enable or disable the scan for
Linux software vulnerabilit ies. After you turn on the switch, you can
click Manage on the right to add or remove servers that you want
to scan for Linux software vulnerabilit ies.

Windows Syst em

Turn on or turn off the switch to enable or disable the scan for
Windows system vulnerabilit ies. After you turn on the switch, you
can click Manage on the right to add or remove servers that you
want to scan for Windows system vulnerabilit ies.
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Web CMS

Turn on or turn off the switch to enable or disable the scan for
Web-CMS vulnerabilit ies. After you turn on the switch, you can click
Manage on the right to add or remove servers that you want to
scan for Web-CMS vulnerabilit ies.

Emergency

Turn on or turn off the switch to enable or disable the scan for
urgent vulnerabilit ies. After you turn on the switch, you can click
Manage on the right to add or remove servers that you want to
scan for urgent vulnerabilit ies.

Applicat ion
Turn on or turn off the switch to enable or disable the scan for
application vulnerabilit ies.

YUM/APT  Source
Conf igurat ion 

Turn on or turn off the switch to specify whether to preferentially
use YUM or APT sources of Alibaba Cloud to fix vulnerabilit ies.

Not e   Before you fix a Linux software vulnerability, you
must specify a valid YUM or APT source. If you specify an invalid
YUM or APT source, the vulnerability may fail to be fixed. After
you turn on the switch, Security Center automatically selects a
YUM or APT source of Alibaba Cloud. This improves the success
rate of vulnerability fixing. We recommend that you turn on
YUM/APT  Source Conf igurat ion   .

Emergency vul(s) Scan Cycle

Specify the scan cycle for urgent vulnerabilit ies. Valid values:

3 Days

One week

Two weeks

Stop

Not e

Only users of the , , and editions of Security Center can
specify the Emergency vul(s) Scan Cycle parameter.
By default, the scan period for urgent vulnerabilit ies is 0
0:00:00 to 07:00:00.

If your servers are deployed in a private network or
urgent vulnerability detection is not required, you can
set Emergency vul(s) Scan Cycle to St op .

Your servers may be attacked in various ways. We
recommend that you set Emergency vul(s) Scan Cycle to
a value other than Stop. This way, Security Center
detects urgent vulnerabilit ies on your servers in a t imely
manner.

Parameter Description
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Applicat ion Vul(s) Scan
Cycle

Specify the scan cycle for application vulnerabilit ies. Valid values:

3 Days

One week

Two weeks

Not e   Only users of the and editions of Security Center
can specify the Applicat ion Vul(s) Scan Cycle  parameter. By
default, the scan period for application vulnerabilit ies is 00:00:
00 to 07:00:00.

Ret ain Invalid Vul f or  

Specify the number of days after which a detected vulnerability is
automatically deleted. Valid values:

7Day(s)

30Day(s)

90Day(s)

Not e   If you do not handle a detected vulnerability and
the vulnerability is no longer detected in multiple subsequent
detection, the vulnerability is automatically removed from the
Vulnerabilit ies page after the specified number of days. If
vulnerabilit ies of the same type are detected, Security Center
still generates alerts.

Vul scan level

Specify priorit ies for the vulnerabilit ies that Security Center detects.
Valid values:

High

Medium

Low

Not e   Security Center detects and displays only
vulnerabilit ies that have the priorit ies specified by the Vul scan
level  parameter. If you set this parameter to High and
Medium, Security Center detects only vulnerabilit ies that have
High and Medium priorit ies. On the Vulnerabilit ies   page, only
vulnerabilit ies that have High and Medium priorit ies are
displayed.

Parameter Description
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Vul Whit elist

Manage the vulnerability whitelist. You can perform the following
operations:

Add whit elist  rules   : Click Add rules  on the right. In the
AddVulnerabilit y rule  panel, configure a whitelist  rule based
on a specific type of vulnerabilit ies.

Edit  whit elist  rules    : Click Edit  on the right of the vulnerability
that is added to a whitelist  rule. In the panel that appears,
modify the Rule scope and Not e  parameters.

Remove vulnerabilit ies f rom t he whit elist     : Click Delet e  on
the right of a vulnerability to remove the vulnerability from the
whitelist. After you remove the vulnerability from the whitelist,
Security Center can detect the vulnerability and generate alerts
for the vulnerability.

Parameter Description

After the vulnerability sett ings are configured, Security Center detects vulnerabilit ies on your
servers based on the configurations.

Related information
How often does Security Center detect  vulnerabilit ies?

What are the differences between baselines and vulnerabilit ies?

What do I do if  I cannot enable the vulnerability detect ion feature for a server on the Assets page?

This topic provides effect ive and reliable solut ions to software vulnerabilit ies.

Not e   The solut ions provided in this topic can be used to fix vulnerabilit ies detected in
operating systems, network devices, databases, and middleware on servers.

Procedure for fixing software vulnerabilit ies
Expert ise on software security is required to fix software vulnerabilit ies on your servers. You must
perform the following steps to fix software vulnerabilit ies:

Bef ore t he f ix  

Check all assets on the server and log on to Security Center to check the vulnerabilit ies on the server.

Determine the vulnerabilit ies that need to be fixed. You can fix vulnerabilit ies at  separate t imes based
on your business requirements. For example, you can select  vulnerabilit ies to be fixed based on the
business status, server resource usage, and impacts caused by vulnerability f ixes.

Upload vulnerability patches to the staging environment, test  the compatibility and security of these
patches, and then generate a test  report. A test  report  must include the vulnerability f ix result , f ix
duration, patch compatibility, and impacts caused by the vulnerability f ix.

Use the backup and recovery system to back up the data on the server in case of exceptions. For
example, you can use the snapshot feature of ECS to create a snapshot of the ECS instance.

During t he f ix 

Upload vulnerability patches to the server and use the patches to fix vulnerabilit ies. This task requires
a minimum of two administrators. One administrator is responsible for vulnerability f ixes and the other

1.10. Fix software vulnerabilities
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one is responsible for recording the operations. Exercise caution when you fix vulnerabilit ies.

Follow the system vulnerability list  to upgrade the system and fix vulnerabilit ies.

Af t er t he f ix   

Validate the vulnerability f ixes on the server. Make sure that the vulnerabilit ies are fixed and that no
exception occurs on the server.

Generate a vulnerability f ix report  based on the entire vulnerability f ix process and archive the
relevant documents.

Risk prevention
To make sure that the server runs properly during the vulnerability f ix process and minimize the
possibility of exceptions, perform the following operations:

Develop a vulnerabilit y f ix plan 
Research the operating system and applications of the server and develop an applicable plan. The
feasibility of the plan must be discussed and verified in a staging environment. Make sure all
operations in the vulnerability f ix plan are performed and do not have negative impacts on the server.

T est  t he vulnerabilit y f ix plan    
You must use a staging environment to verify the feasibility of your vulnerability f ix plan. Make sure
that the plan does not have negative impacts on the online business system to be fixed.
Requirements for the staging environment:

The operating system and database system in the staging environment must be the same as those
in the online business system.

The application system in the staging environment must be the same as that in the online business
system.

We recommend that you use the last  full backup of the online business system as the test  data.

Back up t he business syst em 
Back up the entire business system, including the operating system, applications, and data. Then,
check whether the backup data can be used to restore the system. If  your system encounters an error
or data loss, the system backup is used to restore the system. This ensures business stability. We
recommend that you allow Security Center to automatically create snapshots to quickly back up your
business system before you fix vulnerabilit ies.

Not e   Security Center automatically creates a system snapshot of your server only if  the
vulnerability to be fixed is a Linux software vulnerability or a Windows system vulnerability.

This topic describes the possible causes and solut ions to vulnerability f ix failures that occurred in the
Security Center console.

Overview

1.11. Troubleshoot vulnerability fix
failures
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Vulnerability f ixes may fail due to various causes, such as an outdated system, incompatibility between
the patch and the server, or a poor network connection. This topic covers the common causes of
vulnerability f ix failures. If  the cause of a vulnerability f ix failure is not mentioned in this topic, we
recommend that you search the Internet for more information about the specific vulnerability to
troubleshoot the failure.

Scenarios
You can reference this topic to troubleshoot fix failures for the following vulnerabilit ies:

Linux software vulnerabilit ies

Windows vulnerabilit ies

Web-CMS vulnerabilit ies

Possible causes that lead to fix failures of Windows and Linux
software vulnerabilit ies
If  the system prompts that a fix failed when you fix a Windows or Linux software vulnerability in the
Security Center console, see the following table to troubleshoot the failure.

Not ice   We recommend that you identify the cause of a fix failure by following instruct ions in
the table f rom t op t o bot t om     .

Possible cause Description Solution

The network
connection is
abnormal.

If a network connection error
occurs on your server, the
vulnerability fix may fail.

Troubleshoot the network connection error.

The Security Center
agent of the server on
which the vulnerability
is detected is
disconnected from
Alibaba Cloud.

If the Security Center agent is
disconnected from Alibaba
Cloud, the vulnerability fix may
fail. Network connection errors
on the server, high CPU
utilization, or high memory usage
may cause the Security Center
agent to disconnect from Alibaba
Cloud.

Troubleshoot the Security Center agent
disconnection. For more information, see
Troubleshoot why the Security Center agent
is offline.

The disk or memory
space of the server on
which the vulnerability
is detected is
insufficient.

If the disk does not have
sufficient space, Security Center
cannot download the patch
package that is required to fix
the vulnerability.

To troubleshoot this failure, perform the
following steps:

1. Increase the storage space of the server
or delete unnecessary files from the
server.

2. Check whether the server can provide
sufficient space. If yes, fix the
vulnerability again in the Security Center
console. For more information, see
Linux software vulnerabilit ies and
Windows vulnerabilit ies.
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No permissions are
granted to read or
write the disk file
system of the server
on which the
vulnerability is
detected.

If you do not have the read and
write permissions on the disk file
system, Security Center cannot
download the patch package
that is required to fix the
vulnerability.

To troubleshoot this failure, perform the
following steps:

1. Obtain the read and write permissions
on the disk file system.

2. After you obtain the permissions, fix the
vulnerability again in the Security Center
console. For more information, see
Linux software vulnerabilit ies and
Windows vulnerabilit ies.

Linux vulnerability:
Configuration errors
occur in the system
update source for the
server on which the
vulnerability is
detected.

If configuration errors occur in
the system update source or the
YUM repositories are not up-to-
date, Security Center cannot
install the update as expected.

To troubleshoot this failure, perform the
following steps:

1. Reconfigure the system update source.
The following methods are available:

Log on to the and open the
Vulnerabilit ies page. In the upper-
right corner of the page, click
Set t ings   . In the panel that appears,
select Priorit y t o use Alibaba  
Cloud source for YUM/APT  Source
Conf igurat ion  .
After you select the option, Security
Center automatically uses the YUM or
APT source of Alibaba Cloud to
download the update and fix the
vulnerability. This increases the
success rate of vulnerability fixes.

Make sure that the YUM repositories
are up-to-date.

2. Fix the vulnerability again in the Security
Center console. For more information,
see Linux software vulnerabilit ies.

Linux vulnerability:
The RPM database is
corrupted.

If the RPM database is corrupted,
Security Center cannot install the
software package that is
required to fix the vulnerability.

To troubleshoot this failure, perform the
following steps:

1. Run the  rm -f /var/lib/rpm/_db.*
  command to delete the RPM lock file.

2. Run the  rpm -rebuilddb  command
to rebuild the RPM database.

Not ice   This command may take
a long time to run.

Possible cause Description Solution
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Windows
vulnerability: The
prepatch for the
vulnerability is
missing.

If the prepatch for the
vulnerability is missing, the
vulnerability fix may fail.

To troubleshoot this failure, perform the
following steps:

1. Install the prepatch.

2. After the prepatch is installed, fix the
vulnerability again in the Security Center
console. For more information, see
Windows vulnerabilit ies.

Windows
vulnerability: The
Windows Update or
Windows Modules
Installer service is
disabled on the server
on which the
vulnerability is
detected.

If the Windows Update or
Windows Modules Installer
service is disabled, Security
Center cannot download the
patch package that is required to
update the server system.

To troubleshoot this failure, perform the
following steps:

1. Enable the Windows Update and
Windows Modules Installer services.

2. Fix the vulnerability again in the Security
Center console. For more information,
see Windows vulnerabilit ies.

Windows
vulnerability: Errors
occurred during the
downloading and
installation of the
patch package that is
required to fix the
vulnerability.

If the patch package is not found
or is incompatible with the server
operating system, the
vulnerability fix may fail.

To troubleshoot this failure, perform the
following steps:

The patch package is not found.
Download the patch package again. Then,
fix the vulnerability.

The patch package is incompatible with
the server operating system.
Log on to the Security Center console and
ignore the vulnerability on the
Vulnerabilit ies   page.

Another patch is being installed.
You cannot install two patches at the
same time. We recommend that you fix
the vulnerability after the current patch is
installed.

Windows
vulnerability: Other
errors occur on the
server.

None.

To troubleshoot this failure, perform the
following steps:

Reset Windows Update components. For
more information, see Windows Update -
additional resources.

Possible cause Description Solution

Possible causes that lead to fix failures of Web-CMS vulnerabilit ies
If  the system prompts that a fix failed when you fix a Web-CMS vulnerability in the Security Center
console, see the following table to troubleshoot the failure.

Not e   We recommend that you identify the cause of a fix failure by following instruct ions in
the table f rom t op t o bot t om     .
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Possible cause Description Solution

The network
connection is
abnormal.

If a network connection error
occurs on your server, the
vulnerability fix may fail.

Troubleshoot the network connection error.

The Security Center
agent of the server on
which the vulnerability
is detected is
disconnected from
Alibaba Cloud.

If the Security Center agent is
disconnected from Alibaba
Cloud, the vulnerability fix may
fail. Network connection errors
on the server, high CPU
utilization, or high memory usage
may cause the Security Center
agent to disconnect from Alibaba
Cloud.

Troubleshoot the Security Center agent
disconnection. For more information, see
Troubleshoot why the Security Center agent
is offline.

The disk or memory
space of the server on
which the vulnerability
is detected is
insufficient.

If the disk does not have
sufficient space, Security Center
cannot download the patch
package that is required to fix
the vulnerability.

To troubleshoot this failure, perform the
following steps:

1. Increase the storage space of the server
or delete unnecessary files from the
server.

2. Check whether the server can provide
sufficient space. If yes, fix the
vulnerability again in the Security Center
console. For more information, see
Web-CMS vulnerabilit ies.

Third-party security
software is installed
on the server on which
the vulnerability is
detected.

If security software, such as
SafeDog, is installed on the
server and you have optimized
directory permissions or modified
relevant settings by using the
software, the system account
may not have permissions to
write the files in the  www 
directory and its subdirectories.
As a result, the vulnerability fix
may fail.

Check whether the system account has the
read and write permissions on the  www 
directory and its subdirectories. If no,
manually grant the permissions to the
system account.

The vulnerability file
does not exist.

If the vulnerability file is deleted,
Security Center prompts that the
fix failed.

To troubleshoot this failure, perform the
following steps:

1. Check whether the vulnerability file is
deleted from the specific server
directory, which can be obtained from
the vulnerability details in the Security
Center console.

2. If the vulnerability file is deleted, ignore
the vulnerability. For more information,
see Ignore a vulnerability.

References
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We recommend that you fix vulnerabilit ies at  the earliest  opportunity. Before you fix vulnerabilit ies,
make sure that you understand the preparations and risk prevention measures. For more information,
see Fix software vulnerabilit ies.

For more information about vulnerability f ixes, see Vulnerability fixing.

Precaut ions·Vulnerabilit ies Securit y Cent er

61 > Document  Version: 20220704

https://www.alibabacloud.com/help/doc-detail/84890.htm#concept-hg5-vpq-32b
https://www.alibabacloud.com/help/doc-detail/116480.htm#concept-efn-32q-3gb/section-91y-2kl-3km


The baseline check feature checks the configurations of server operating systems, databases, software,
and containers. The feature also provides descript ions of check results and suggestions on security
hardening. You can use the feature to harden the security of your assets, reduce the risks of intrusion,
and meet the requirements for security compliance.

Baselines
Baselines describe the minimum requirements for security pract ices and compliance checks. The baseline
check feature checks various configurations of operating systems, databases, and middleware, such as
the configurations for weak passwords, account permissions, identity authentication, password policies,
access control, security audit , and intrusion prevention. Security Center can check baseline
configurations for threats to ensure security. The threats include weak passwords, unauthorized access,
vulnerabilit ies, and configuration risks. Security Center can also check baseline configurations against
the standards for classified protect ion compliance or the Center for Internet Security (CIS) standards to
ensure compliance. You can use Security Center to check baseline configurations for more than 30
common versions of operating systems and for more than 10 types of databases and middleware. This
way, you can help your enterprise meet various compliance requirements.

Description
The baseline check feature checks various configurations of operating systems and services, such as the
configurations for weak passwords, account permissions, identity authentication, password policies,
access control, security audit , and intrusion prevention. The feature also provides check results and
suggestions on handling detected risks. The services include databases, software, and containers. For
more information, see Baselines.

Security Center automatically checks all the assets within your Alibaba Cloud account from 00:00 to
06:00 every two days based on the default  baseline check policy. You can create custom baseline check
policies. You can also create custom weak password dict ionaries and specify baseline check levels. The
check levels are high, medium, and low. For more information, see Create baseline check policies.

Limits
The baseline check feature is a value-added feature of Security Center. Only users of the Advanced,
Enterprise, and Ult imate edit ions can purchase and enable the feature. If  you use the Basic or Anti-virus
edit ion, you must upgrade Security Center to the Advanced, Enterprise, or Ult imate edit ion before you
can use the baseline check feature. For more information about how to upgrade Security Center, see
Upgrade and downgrade Security Center.

The following table describes the types of baselines that are supported by each edit ion.

Type Basic edition
Anti-virus
edition

Advanced
edition

Enterprise
edition

Ultimate
edition

Weak
password

√

High risk
exploit

2.Baseline check
2.1. Overview
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× ×

×

√ √Best security
practice

Container
security

Classified
protection
compliance

Custom
baseline

Type Basic edition
Anti-virus
edition

Advanced
edition

Enterprise
edition

Ultimate
edition

Not e

Users of Security Center Advanced can use only the default  baseline check policy to run
baseline checks. The users cannot create standard or custom baseline check policies.

Users of the Enterprise and Ult imate edit ions of Security Center can use all baselines that are
provided by the baseline check feature. The users can create standard and custom baseline
check policies. The users can also edit  and delete the baseline check policies that they
create. The default  baseline check policy cannot be deleted. If  the Enterprise or Ult imate
edit ion of Security Center detects baseline risks on Linux servers based on the Alibaba Cloud
standards and the Mult i-Level Protect ion Scheme (MLPS) standards, Security Center
automatically fixes the risks.

Baselines

Category
Check standard and
description

Involved operating system
and service

Fixing description
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Weak password

Checks whether weak
passwords are configured
for your assets by using a
method other than brute-
force logons. The method
does not lock your
account, which prevents
your workloads from
being interrupted.

Not e   Security
Center detects weak
passwords by
comparing the hash
value that is read by
the system with the
hash value that is
calculated based on
the weak password
dictionary. If you do
not want to enable
the system to read
the hash value, you
can remove the
baseline that detects
weak passwords from
your baseline check
policy.

Operating systems
Linux and Windows

Databases
MySQL, Redis, SQL
Server, MongoDB, and
PostgreSQL

Applications
Tomcat, FTP, Rsync, and
SVN

You must fix the baseline
risks at the earliest
opportunity. This way, you
can prevent weak
passwords from being
exposed on the Internet. If
weak passwords are
exposed on the Internet,
your assets can be
attacked, and data
breaches can occur.

High risk exploit

Baselines that are used
to check for
unauthorized access
Check whether
unauthorized access
risks exist in your
services. This prevents
intrusions and data
breaches.

Baselines that are used
to check for other high
configuration risks
Check whether high risks
exist in the
configurations of your
services. This prevents
vulnerabilit ies such as
remote file read and
remote command
execution.

Memcached, Elasticsearch,
Docker, CouchDB,
ZooKeeper, Jenkins,
Hadoop, and Tomcat

Category
Check standard and
description

Involved operating system
and service

Fixing description
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Best security
practice

Alibaba Cloud standards
Check whether risks exist
in the configurations
based on the Alibaba
Cloud standards of best
security practices. The
configurations involve
account permissions,
identity authentication,
password policies, access
control, security audit, and
intrusion prevention.

Operating systems

CentOS 6, CentOS 7,
and CentOS 8

Red Hat 6 and Red
Hat 7

Ubuntu 12, Ubuntu
14, and Ubuntu 16

Debian 8

Alibaba Cloud Linux 2

Windows Server 2008
R2, Windows Server
2012 R2, Windows
Server 2016, and
Windows Server 2019

Databases
MySQL, Redis, MongoDB,
SQL Server, and Oracle
Database 11g

Applications
Tomcat, IIS, NGINX, and
Apache

We recommend that you
fix the detected risks.
Security Center can
reinforce the security of
your assets based on the
standards of best security
practices. This prevents
attacks and malicious
modifications to the
configurations of your
assets.

Container
security

Alibaba Cloud standards
Check whether the
Kubernetes master nodes
contain risks based on the
Alibaba Cloud standards
of best practices for
container security.

Docker

Kubernetes cluster

Category
Check standard and
description

Involved operating system
and service

Fixing description
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Classified
protection
compliance

The standards of MLPS
level 2 and MLPS level 3
Check configurations
based on the baselines
for MLPS compliance for
servers. The baseline
checks meet the
standards and
requirements for
computing environment
that are proposed by
authoritative
assessment
organizations.

CIS standards
Check configurations
based on the baselines
for Center for Internet
Security (CIS)
compliance for
operating systems.

Operating systems
involved in MLPS
compliance

CentOS 6, CentOS 7,
and CentOS 8

Red Hat 6 and Red
Hat 7

Ubuntu 12, Ubuntu
14, and Ubuntu 16

SUSE 10, SUSE 11, and
SUSE 12

Debian 8

Alibaba Cloud Linux 2

Windows Server 2008
R2, Windows Server
2012 R2, Windows
Server 2016, and
Windows Server 2019

Operating systems
involved in CIS
compliance

CentOS 6 and CentOS
7

Ubuntu 12, Ubuntu
14, and Ubuntu 16

Debian 8

Alibaba Cloud Linux 2

Windows Server 2008
R2, Windows Server
2012 R2, Windows
Server 2016, and
Windows Server 2019

We recommend that you
fix the detected risks
based on the compliance
requirements for your
business.

Custom baseline

Checks configurations
based on custom
baselines for CentOS Linux
7. You can specify or edit
custom baselines in a
custom baseline check
policy based on your
business requirements.

CentOS 7

We recommend that you
fix the risks that are
detected based on the
custom baselines that you
specify. Security Center
can reinforce the security
of your assets based on
the standards of best
security practices. This
prevents attacks and
malicious modifications to
the configurations of your
assets.

Category
Check standard and
description

Involved operating system
and service

Fixing description
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Security Center provides default  baseline checks. Security Center performs baseline checks on a server
to detect  risks and defects in the baseline configurations and applications of the server. If  risks and
defects are detected during baseline checks, Security Center generates alerts and provides fixing
suggestions. This topic describes all baseline checks.

Category Baseline check Description
Number
of check
items

Zabbix login weak
password baseline

Checks weak passwords that are used to log on to
Zabbix.

1

Samba login weak
password detection

Checks weak passwords for users of Samba
databases.

1

ElasticSearch login weak
password baseline

Checks weak passwords that are used to log on to
Elasticsearch servers.

1

Activemq login weak
password baseline

Checks weak passwords that are used to log on to
ActiveMQ.

1

RabbitMQ login weak
password baseline

Checks weak passwords that are used to log on to
RabbitMQ.

1

OpenVPN weak
password detection in
Linux system

Checks common weak passwords of OpenVPN
accounts in Linux operating systems.

1

Jboss6/7 login weak
password baseline

Checks weak passwords that are used to log on to
JBoss 6 and JBoss 7.

1

Jenkins login weak
password baseline

Checks weak passwords that are used to log on to
Jenkins. This baseline check provides more samples
to detect weak passwords than its earlier version.

1

Proftpd login weak
password baseline

Checks weak passwords that are used to log on to
ProFTPD. This baseline check provides more samples
to detect weak passwords than its earlier version.

1

Influxdb login weak
password baseline

Checks weak passwords that are used to log on to
InfluxDB databases. This baseline check provides
more samples to detect weak passwords than its
earlier version.

1

Weblogic 12c login
weak password
detection

Checks weak password for users of WebLogic Server
12c.

1

Openldap login weak
password baseline

Checks weak passwords that are used to log on to
OpenLDAP.

1

2.2. Baseline checks
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Weak
password

VncServer weak
password check

Checks common weak passwords that are used to
log on to the VNC service.

1

pptpd login weak
password baseline

Checks weak passwords that are used to log on to
PPTP servers.

1

Oracle login weak
password detection

Checks weak passwords for users of Oracle
databases.

1

svn login weak
password baseline

Checks weak passwords that are used to log on to
Subversion (SVN) servers.

1

rsync login weak
password baseline

Checks weak passwords that are used to log on to
rsync servers.

1

MongoDB Weak
Password baseline

Checks weak passwords for the MongoDB service.
MongoDB 3.x and 4.x support this baseline check.

1

PostgreSQL DB login
weak password
baseline

Checks weak passwords that are used to log on to
PostgreSQL databases.

1

SQL Server DB login
weak password
baseline

Checks weak passwords that are used to log on to
Microsoft SQL Server databases.

1

Mysql DB login weak
password
baseline(Windows
version)

Checks weak passwords that are used to log on to
MySQL databases. This baseline check is suitable
only for Windows operating systems.

1

Apache Tomcat Console
weak password
baseline

Checks weak passwords that are used to log on to
the Apache Tomcat console. Apache Tomcat 7, 8,
and 9 support this baseline check.

1

Ftp login weak
password baseline

Checks weak passwords that are used to log on to
FTP servers and anonymous logons to FTP servers.

1

Redis DB login weak
password baseline

Checks weak passwords that are used to log on to
Redis databases.

1

Windows system login
weak password
baseline

Checks weak passwords that are used to log on to
Windows Server operating systems. This baseline
check provides more samples to detect weak
passwords than its earlier version.

1

Linux system login weak
password baseline

Checks weak passwords that are used to log on to
Linux operating systems. This baseline check
provides more samples to detect weak passwords
than its earlier version.

1

Category Baseline check Description
Number
of check
items
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Mysql DB login weak
password baseline

Checks weak passwords that are used to log on to
MySQL databases. This baseline check provides
more samples to detect weak passwords than its
earlier version.

1

MongoDB Weak
Password
baseline(support
version 2. X)

Checks weak passwords for users of the MongoDB
service.

1

Unauthori
zed
access

Influxdb unauthorized
access high exploit
vulnerability risk

Checks InfluxDB vulnerabilit ies that can be exploited
by attackers to implement unauthorized access.

1

Redis unauthorized
access high exploit
vulnerability risk

Checks Redis vulnerabilit ies that can be exploited by
attackers to implement unauthorized access.

1

Jboss unauthorized
access high exploit
vulnerability risk

Checks JBoss vulnerabilit ies that can be exploited by
attackers to implement unauthorized access.

1

ActiveMQ unauthorized
access high exploit
vulnerability risk

Checks ActiveMQ vulnerabilit ies that can be
exploited by attackers to implement unauthorized
access.

1

RabbitMQ unauthorized
access high exploit
vulnerability risk

Checks RabbitMQ vulnerabilit ies that can be
exploited by attackers to implement unauthorized
access.

1

OpenLDAP unauthorized
access vulnerability
baseline (Linux)

Checks OpenLDAP vulnerabilit ies that can be
exploited by attackers to implement unauthorized
access.

1

Kubernetes-Apiserver
unauthorized access to
high-risk risks

Checks Kubernetes API server vulnerabilit ies that can
be exploited by attackers to implement
unauthorized access.

1

LDAP unauthorized
access high exploit
vulnerability risk
(Windows)

Checks LDAP vulnerabilit ies that can be exploited by
attackers to implement unauthorized access.

1

rsync unauthorized
access high exploit
vulnerability risk

Checks rsync vulnerabilit ies that can be exploited by
attackers to implement unauthorized access.

1

Mongodb unauthorized
access high exploit
vulnerability risk

Checks MongoDB vulnerabilit ies that can be
exploited by attackers to implement unauthorized
access.

1

Category Baseline check Description
Number
of check
items
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Postgresql
unauthorized access to
high-risk risk baseline

Checks PostgreSQL vulnerabilit ies that can be
exploited by attackers to implement unauthorized
access.

1

Jenkins unauthorized
access high exploit
vulnerability risk

Checks Jenkins vulnerabilit ies that can be exploited
by attackers to implement unauthorized access.

1

Hadoop unauthorized
access high exploit
vulnerability risk

Checks Apache Hadoop vulnerabilit ies that can be
exploited by attackers to implement unauthorized
access.

1

CouchDB unauthorized
access high exploit  risk

Checks Apache CouchDB vulnerabilit ies that can be
exploited by attackers to implement unauthorized
access.

1

ZooKeeper
unauthorized access
high exploit  vulnerability
risk

Checks Apache ZooKeeper vulnerabilit ies that can be
exploited by attackers to implement unauthorized
access.

1

Docker unauthorized
access high vulnerability
risk

Checks Docker vulnerabilit ies that can be exploited
by attackers to implement unauthorized access.

1

Memcached
unauthorized access
high exploit  vulnerability
risk

Checks memcached vulnerabilit ies that can be
exploited by attackers to implement unauthorized
access.

1

Elasticsearch
unauthorized access
high exploit  vulnerability
risk

Checks Elasticsearch vulnerabilit ies that can be
exploited by attackers to implement unauthorized
access.

1

Container

CIS standard-
Kubernetes(ACK) node
security inspection
inspection

Checks the baseline against the Center for Internet
Security (CIS) standard. This standard is suitable for
enterprise users who have professional security
skills. This baseline check provides a variety of check
rules, which allows you to reinforce the security of
your system based on business scenarios and
requirements.

52

CIS standard-
Kubernetes(ACK) Master
node security inspection
inspection

Checks the baseline against the CIS standard. This
standard is suitable for enterprise users who have
professional security skills. This baseline check
provides a variety of check rules, which allows you
to reinforce the security of your system based on
business scenarios and requirements.

8

Category Baseline check Description
Number
of check
items
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Container
security

Alibaba Cloud
Standard-Kubernetes-
Node security baseline
check

Checks the baseline against the Alibaba Cloud
standard of best practices for Kubernetes Master.

7

Alibaba Cloud
Standard-Kubernetes-
Master security baseline
check

Checks the baseline against the Alibaba Cloud
standard of best practices for Kubernetes Master.

18

Alibaba Cloud Standard
-DockerSecurity Baseline
Check

Checks the baseline against the Alibaba Cloud
standard of best practices for Docker.

17

Alibaba Cloud
Linux/Aliyun Linux 2
Benchmark

Checks the baseline against the Alibaba Cloud
standard of best practices for Alibaba Cloud Linux 2.

15

Alibaba Cloud Standard
- CentOS Linux 6
Security Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for CentOS Linux 6.

15

Alibaba Cloud Standard
- CentOS Linux 7/8
Security Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for CentOS Linux 7 and
CentOS Linux 8.

15

Alibaba Cloud Standard
- Debian Linux 8/9/10
Security Baseline

Checks the baseline against the Alibaba Cloud
standard of best practices for Debian Linux 8,
Debian Linux 9, and Debian Linux 10.

15

Alibaba Cloud Standard
- Red Hat Enterprise
Linux 6 Security Baseline
Check

Checks the baseline against the Alibaba Cloud
standard of best practices for Red Hat Enterprise
Linux (RHEL) 6.

15

Alibaba Cloud Standard
- Red Hat Enterprise
Linux 7/8 Security
Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for RHEL 7 and RHEL 8.

15

Alibaba Cloud Standard
- Ubuntu Security
Baseline

Checks the baseline against the Alibaba Cloud
standard of best practices for Ubuntu.

15

Alibaba Cloud Standard
- Windows Server 2008
R2 Security Baseline
Check

Checks the baseline against the Alibaba Cloud
standard of best practices for Windows Server 2008
R2.

12

Category Baseline check Description
Number
of check
items
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Best
security
practice

Alibaba Cloud Standard
- Windows 2012 R2
Security Baseline

Checks the baseline against the Alibaba Cloud
standard of best practices for Windows Server 2012
R2.

12

Alibaba Cloud Standard
- Windows 2016/2019
Security Baseline

Checks the baseline against the Alibaba Cloud
standard of best practices for Windows Server 2016
and Windows Server 2019.

12

Alibaba Cloud
Standard-SQL Server
Security Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for SQL Server 2012.

17

Alibaba Cloud Standard
- Memcached Security
Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for memcached.

5

Alibaba Cloud Standard
- MongoDB version 3.x
Security Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for MongoDB.

9

Alibaba Cloud Standard
- Mysql Security Baseline
Check

Checks the baseline against the Alibaba Cloud
standard of best practices for MySQL. MySQL 5.1 to
MySQL 5.7 support this baseline check.

12

Alibaba Cloud Standard
- Oracle 11g Security
Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for Oracle Database 11g.

14

Alibaba Cloud
Standard-PostgreSql
Security Init ialization
Check

Checks the baseline against the Alibaba Cloud
standard of best practices for PostgreSQL.

11

Alibaba Cloud Standard
- Redis Security Baseline
Check

Checks the baseline against the Alibaba Cloud
standard of best practices for Redis.

7

Alibaba Cloud Standard
- Anolis 8 Security
Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for Anolis 8.

15

Alibaba Cloud Standard
- Apache Security
Baseline Check

Checks the baseline of middleware against the
standards of CIS and Alibaba Cloud.

19

Alibaba cloud standard
- CouchDB security
baseline check

Checks the baseline against the Alibaba Cloud
standard for Apache CouchDB.

5

Category Baseline check Description
Number
of check
items
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Alibaba Cloud Standard
- ElasticSearch Security
Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for Elasticsearch.

3

Alibaba Cloud Standard
- Hadoop Security
Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for Apache Hadoop.

3

Alibaba Cloud Standard
- IIS 8 Security Baseline
Check

Checks the baseline against the Alibaba Cloud
standard of best practices for Internet Information
Services (IIS) 8.

8

Alibaba Cloud Standard
- Influxdb Security
Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for InfluxDB.

5

Alibaba Cloud Standard
-Jboss6/7 Security
Baseline

Checks the baseline against the Alibaba Cloud
standard of best practices for JBoss 6 and JBoss 7.

11

Alibaba Cloud Standard
- Kibana Security
Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for Kibana.

4

Alibaba Cloud Standard
- Kylin Security Baseline
Check

Checks the baseline against the Alibaba Cloud
standard for Kylin.

15

Alibaba Cloud Standard
-Activemq Security
Baseline

Checks the baseline against the Alibaba Cloud
standard of best practices for ActiveMQ.

7

Alibaba Cloud Standard
- Jenkins Security
Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for Jenkins.

6

Alibaba Cloud Standard
- RabbitMQ Security
Baseline

Checks the baseline against the Alibaba Cloud
standard of best practices for RabbitMQ.

4

Alibaba Cloud Standard
- Nginx Security Baseline
Check

Checks the baseline against the Alibaba Cloud
standard of best practices for NGINX.

13

Alibaba Cloud Standard
- Windows SMB Security
Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for Windows SMB.

2

Alibaba Cloud Standard
- SUSE Linux 15 Security
Baseline Check

Checks the baseline against the Alibaba Cloud
standard of best practices for SUSE Linux 15.

15

Category Baseline check Description
Number
of check
items
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Alibaba Cloud Standard
- Apache Tomcat
Security Baseline(on
windows)

Checks the baseline of middleware against the
standards of CIS and Alibaba Cloud.

8

Alibaba Cloud Standard
- Uos Security Baseline
Check

Checks the baseline against the Alibaba Cloud
standard of best practices for UOS.

15

Alibaba Cloud Standard
- Zabbix Security
Baseline

Checks the baseline against the Alibaba Cloud
standard of best practices for Zabbix.

6

Alibaba Cloud
Standard-Apache
Tomcat Security
Baseline

Checks the baseline of middleware against the
standards of CIS and Alibaba Cloud.

13

Alibaba Cloud
Linux/Aliyun Linux 2 CIS
Benchmark

Checks the baseline against the CIS standard. This
standard is suitable for enterprise users who have
professional security skills. This baseline check
provides a variety of check rules, which allows you
to reinforce the security of your system based on
business scenarios and requirements.

178

CIS CentOS Linux 6 LTS
Benchmark

Checks the baseline against the CIS standard. This
standard is suitable for enterprise users who have
professional security skills. This baseline check
provides a variety of check rules, which allows you
to reinforce the security of your system based on
business scenarios and requirements.

196

CIS CentOS Linux 7 LTS
Benchmark

Checks the baseline against the CIS standard. This
standard is suitable for enterprise users who have
professional security skills. This baseline check
provides a variety of check rules, which allows you
to reinforce the security of your system based on
business scenarios and requirements.

197

CIS CentOS Linux 8 LTS
Benchmark

Checks the baseline against the CIS standard. This
standard is suitable for enterprise users who have
professional security skills. This baseline check
provides a variety of check rules, which allows you
to reinforce the security of your system based on
business scenarios and requirements.

164

Category Baseline check Description
Number
of check
items
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CIS
complianc
e CIS Debian Linux 8

Benchmark

Checks the baseline against the CIS standard. This
standard is suitable for enterprise users who have
professional security skills. This baseline check
provides a variety of check rules, which allows you
to reinforce the security of your system based on
business scenarios and requirements.

155

CIS Ubuntu Linux 14 LTS
Benchmark

Checks the baseline against the CIS standard. This
standard is suitable for enterprise users who have
professional security skills. This baseline check
provides a variety of check rules, which allows you
to reinforce the security of your system based on
business scenarios and requirements.

177

CIS Ubuntu Linux
16/18/20 LTS
Benchmark

Checks the baseline against the CIS standard. This
standard is suitable for enterprise users who have
professional security skills. This baseline check
provides a variety of check rules, which allows you
to reinforce the security of your system based on
business scenarios and requirements.

176

CIS Microsoft Windows
Server 2008 R2
Benchmark

Checks the baseline against the CIS standard. This
standard is suitable for enterprise users who have
professional security skills. This baseline check
provides a variety of check rules, which allows you
to reinforce the security of your system based on
business scenarios and requirements.

274

CIS Microsoft Windows
Server 2012 R2
Benchmark

Checks the baseline against the CIS standard. This
standard is suitable for enterprise users who have
professional security skills. This baseline check
provides a variety of check rules, which allows you
to reinforce the security of your system based on
business scenarios and requirements.

275

CIS Microsoft Windows
Server 2016/2019 R2
Benchmark

Checks the baseline against the CIS standard. This
standard is suitable for enterprise users who have
professional security skills. This baseline check
provides a variety of check rules, which allows you
to reinforce the security of your system based on
business scenarios and requirements.

275

SUSE Linux 15 Baseline
for China classified
protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for SUSE Linux Enterprise Server 15. This
checks whether your asset environments comply
with the classified protection requirements.

18

Alibaba Cloud Linux 3
Baseline for China
classified protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for Alibaba Cloud Linux 3. This checks
whether your asset environments comply with the
classified protection requirements.

19

Category Baseline check Description
Number
of check
items
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Alibaba Cloud
Linux/Aliyun Linux 2
Baseline for China
classified protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for Alibaba Cloud Linux 2. This checks
whether your asset environments comply with the
classified protection requirements.

19

China's Level 3
Protection of
Cybersecurity - Bind
Compliance Baseline
Check

Checks the baseline against the standard of MLPS
2.0 level 3 for Bind. This checks whether your asset
environments comply with the classified protection
requirements.

4

CentOS Linux 6 Baseline
for China classified
protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for CentOS Linux 6. This checks whether
your asset environments comply with the classified
protection requirements.

19

CentOS Linux 7 Baseline
for China classified
protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for CentOS Linux 7. This checks whether
your asset environments comply with the classified
protection requirements.

19

CentOS Linux 8 Baseline
for China classified
protection of
cybersecurity - Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for CentOS Linux 8. This checks whether
your asset environments comply with the classified
protection requirements.

19

IIS Baseline for China
classified protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for Oracle. This checks whether your
asset environments comply with the classified
protection requirements.

5

China's Level 3
Protection of
Cybersecurity - Informix
Compliance Baseline
Check

Checks the baseline against the standard of MLPS
2.0 level 3 for Informix. This checks whether your
asset environments comply with the classified
protection requirements.

6

China's Level 3
Protection of
Cybersecurity - Jboss6/7
Compliance Baseline
Check

Checks the baseline against the standard of MLPS
2.0 level 3 for JBoss 6 or JBoss 7. This checks
whether your asset environments comply with the
classified protection requirements.

5

MongoDB Baseline for
China classified
protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for MongoDB. This checks whether your
asset environments comply with the classified
protection requirements.

6

Category Baseline check Description
Number
of check
items
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China's Level 3
Protection of
Cybersecurity -SQL
Server Compliance
Baseline Check

Checks the baseline against the standard of MLPS
2.0 level 3 for SQL Server. This checks whether your
asset environments comply with the classified
protection requirements.

4

Equal Guarantee Level
3-MySql Compliance
Baseline Check

Checks the baseline against the standard of MLPS
2.0 level 3 for MySQL. This checks whether your
asset environments comply with the classified
protection requirements.

5

Equal Guarantee Level
3-Nginx Compliance
Baseline Check

Checks the baseline against the standard of MLPS
2.0 level 3 for NGINX. This checks whether your asset
environments comply with the classified protection
requirements.

3

China's Level 3
Protection of
Cybersecurity - Oracle
Compliance Baseline
Check

Checks the baseline against the standard of MLPS
2.0 level 3 for Oracle. This checks whether your
asset environments comply with the classified
protection requirements.

12

Level 3-PostgreSql
compliance baseline
check

Checks the baseline against the standard of MLPS
2.0 level 3 for PostgreSQL. This checks whether your
asset environments comply with the classified
protection requirements.

4

China's Level 3
Protection of
Cybersecurity - Red Hat
Enterprise Linux 6
Compliance Baseline
Check

Checks the baseline against the standard of MLPS
2.0 level 3 for Red Hat Enterprise Linux 6. This checks
whether your asset environments comply with the
classified protection requirements.

19

China's Level 3
Protection of
Cybersecurity - Red Hat
Enterprise Linux 7
Compliance Baseline
Check

Checks the baseline against the standard of MLPS
2.0 level 3 for Red Hat Enterprise Linux 7. This checks
whether your asset environments comply with the
classified protection requirements.

19

Redis Baseline for China
classified protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for Redis. This checks whether your asset
environments comply with the classified protection
requirements.

4

SUSE Linux 10 Baseline
for China classified
protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for SUSE Linux Enterprise Server 10. This
checks whether your asset environments comply
with the classified protection requirements.

19

Category Baseline check Description
Number
of check
items

Precaut ions·Baseline check Securit y Cent er

77 > Document  Version: 20220704



Operating
systems
involved
in MLPS
complianc
e

SUSE Linux 12 Baseline
for China classified
protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for SUSE Linux Enterprise Server 12. This
checks whether your asset environments comply
with the classified protection requirements.

19

SUSE Linux 11 Baseline
for China classified
protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for SUSE Linux Enterprise Server 11. This
checks whether your asset environments comply
with the classified protection requirements.

19

Ubuntu 14 Baseline for
China classified
protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for Ubuntu 14. This checks whether your
asset environments comply with the classified
protection requirements.

19

Waiting for Level 3-
Ubuntu 16/18/20
compliance regulations
inspection

Checks the baseline against the standard of MLPS
2.0 level 3 for Ubuntu 16, Ubuntu 18, and Ubuntu 20.
This checks whether your asset environments
comply with the classified protection requirements.

19

China's Level 3
Protection of
Cybersecurity -
Websphere Application
Server Compliance
Baseline Check

Checks the baseline against the standard of Multi-
Level Protection Scheme (MLPS) 2.0 level 3 for
WebSphere Application Server. This checks whether
your asset environments comply with the classified
protection requirements.

7

Weblogic Baseline for
China classified
protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for Oracle WebLogic Server. This checks
whether your asset environments comply with the
classified protection requirements.

5

China's Level 3
Protection of
Cybersecurity -
Windows Server 2008 R2
Compliance Baseline
Check

Checks the baseline against the standard of MLPS
2.0 level 3 for Windows Server 2008 R2. This checks
whether your asset environments comply with the
classified protection requirements.

19

Windows 2012 R2
Baseline for China
classified protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for Windows Server 2012 R2. This checks
whether your asset environments comply with the
classified protection requirements.

19

Windows 2016/2019
Baseline for China
classified protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for Windows Server 2016 R2 and 2019 R2.
This checks whether your asset environments
comply with the classified protection requirements.

19

Category Baseline check Description
Number
of check
items
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Alibaba Cloud
Linux/Aliyun Linux 2
Baseline for China
classified protection of
cybersecurity-Level II

Checks the baseline against the standard of MLPS
2.0 level 2 for Alibaba Cloud Linux 2. This checks
whether your asset environments comply with the
classified protection requirements.

15

CentOS Linux 6 Baseline
for China classified
protection of
cybersecurity-Level II

Checks the baseline against the standard of MLPS
2.0 level 2 for CentOS Linux 6. This checks whether
your asset environments comply with the classified
protection requirements.

15

CentOS Linux 7 Baseline
for China classified
protection of
cybersecurity-Level II

Checks the baseline against the standard of MLPS
2.0 level 2 for CentOS Linux 7. This checks whether
your asset environments comply with the classified
protection requirements.

15

Debian Linux 8 Baseline
for China classified
protection of
cybersecurity-Level II

Checks the baseline against the standard of MLPS
2.0 level 2 for Debian Linux 8. This checks whether
your asset environments comply with the classified
protection requirements.

12

Redhat Linux 7 Baseline
for China classified
protection of
cybersecurity-Level II

Checks the baseline against the standard of MLPS
2.0 level 2 for Red Hat Enterprise Linux 7. This checks
whether your asset environments comply with the
classified protection requirements.

15

Linux Ubuntu 16/18
Baseline for China
classified protection of
cybersecurity-Level II

Checks the baseline against the standard of MLPS
2.0 level 2 for Ubuntu 16 and Ubuntu 18. This checks
whether your asset environments comply with the
classified protection requirements.

19

Windows 2008 R2
Baseline for China
classified protection of
cybersecurity-Level II

Checks the baseline against the standard of MLPS
2.0 level 2 for Windows Server 2008 R2. This checks
whether your asset environments comply with the
classified protection requirements.

12

Windows 2012 R2
Baseline for China
classified protection of
cybersecurity-Level II

Checks the baseline against the standard of MLPS
2.0 level 2 for Windows Server 2012 R2. This checks
whether your asset environments comply with the
classified protection requirements.

12

Windows 2016/2019
Baseline for China
classified protection of
cybersecurity-Level II

Checks the baseline against the standard of MLPS
2.0 level 2 for Windows Server 2016 R2 and 2019 R2.
This checks whether your asset environments
comply with the classified protection requirements.

12

Debian Linux 8/9/10
Baseline for China
classified protection of
cybersecurity-Level III

Checks the baseline against the standard of MLPS
2.0 level 3 for Debian Linux 8, Debian Linux 9, and
Debian Linux 10. This checks whether your asset
environments comply with the classified protection
requirements.

19

Category Baseline check Description
Number
of check
items
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China's Level 3
Protection of
Cybersecurity - Kylin
Compliance Baseline
Check

Checks the baseline against the standard of MLPS
2.0 level 3 for Kylin. This checks whether your asset
environments comply with the classified protection
requirements.

19

China's Level 3
Protection of
Cybersecurity - uos
Compliance Baseline
Check

Checks the baseline against the standard of MLPS
2.0 level 3 for UOS. This checks whether your asset
environments comply with the classified protection
requirements.

19

China's Level 3
Protection of
Cybersecurity - Anolis 8
Compliance Baseline
Check

Checks the baseline against the standard of MLPS
2.0 level 3 for Anolis 8. This checks whether your
asset environments comply with the classified
protection requirements.

19

Custom
baseline

Alibaba cloud standard
Ubuntu custom security
baseline check

Checks the custom baseline against the Alibaba
Cloud standard of best practices for Ubuntu 14,
Ubuntu 16, Ubuntu 18, and Ubuntu 20.

62

Windows custom
baseline

The custom template that contains all baseline
check items related to Windows. You can select
baseline check items and configure parameters for
baseline check items by using the template. This
helps best suit  your business requirements.

63

CentOS Linux 6 custom
baseline

The custom template that contains all baseline
check items related to CentOS Linux 6. You can
select baseline check items and configure
parameters for baseline check items by using the
template. This helps best suit  your business
requirements.

47

CentOS Linux 7/8
custom baseline

The custom template that contains all baseline
check items related to CentOS Linux 7 and CentOS
Linux 8. You can select baseline check items and
configure parameters for baseline check items by
using the template. This helps best suit  your
business requirements.

53

Category Baseline check Description
Number
of check
items

Security Center allows you to create baseline check policies. You can run baseline checks on your assets
to detect  baseline risks based on baseline check policies. This topic describes how to create baseline
check policies.

Prerequisites

2.3. Create baseline check policies
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Context
Security Center checks all the assets within your Alibaba Cloud account from 00:00 to 06:00 every two
days based on the def ault  baseline check policy  . You can click Edit  in the Act ions column in the
right area of Def ault   in the Manage Policies panel of the Baseline Check page to go to the Check
Policy panel. In the Check Policy panel, you can view the baselines that are included in the def ault
baseline check policy in the Check It ems  sect ion. Weak password

If the def ault  baseline check policy   cannot meet your requirements for baseline checks, you can click
Add st andard policy  and Add cust om policy  to create standard and custom baseline check
policies. In this case, you can specify the baselines that are not included in the def ault  baseline check 
policy.

Not e   Only users of the Enterprise and Ult imate edit ions can create st andard  and cust om
baseline check policies. Users of Security Center Advanced can run baseline checks only based on
the def ault  baseline check policy  .

The following table describes the baseline types, number of baselines, Security Center edit ions, and use
scenarios that are supported by different types of baseline check policies. The policies are default
baseline check, standard baseline check, and custom baseline check policies.

Policy
Security
Center
edition

Baseline
type

Number of
baselines

Modificatio
n

Use scenario

Default
baseline
check policy

Advanced,
Enterprise,
and
Ultimate

High risk
exploit

Container
security

Best
security
practices

Weak
passwor
d

Greater
than or
equal to 70

Not
supported.

The default baseline check
policy provided by Security
Center is used to check
whether risks exist in the
configurations of your
assets based on the
following types of
baselines: high risk exploit,
container security, best
security practice, and weak
password.
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Standard
baseline
check policy

Enterprise
and
Ultimate

High risk
exploit

Container
security

Classified
protectio
n
complian
ce

Best
security
practices

Weak
passwor
d

Greater
than or
equal to
120

You can
modify
policy
parameters.

Compared with the default
baseline check policy,
standard baseline check
policies support one more
baseline type: classified
protection compliance. For
the baseline types that are
supported by the two types
of policies, standard
baseline check policies
support more baselines. In
addition, you can modify
policy parameters. You can
create standard baseline
check policies based on
your business requirements.
For more information, see
Create a standard baseline
check policy.

Custom
baseline
check policy

Enterprise
and
Ultimate

Custom
baselines
for
operating
systems

Greater
than or
equal to 50

You can
modify
policy
parameters.
You can
also modify
the
parameters
of some
baselines.

Custom baseline check
policies are used to check
whether risks exist in the
configurations of your
assets based on the
custom baselines for
operating systems. You can
create custom baseline
check policies and modify
the parameters of baselines
based on your business
requirements. For more
information, see Create a
custom baseline check
policy.

Policy
Security
Center
edition

Baseline
type

Number of
baselines

Modificatio
n

Use scenario

Security Center provides default  rules to detect  weak passwords based on Alibaba Cloud threat
intelligence. You can also create custom rules to detect  weak passwords based on your business
requirements. For more information, see Create custom rules to detect  weak passwords.

Create a standard baseline check policy
Compared with the default  baseline check policy, standard baseline check policies support  one more
baseline type: classified protect ion compliance. For the baseline types that are supported by the two
types of policies, standard baseline check policies support  more baselines. In addit ion, you can modify
policy parameters. You can create a standard baseline check policy to check baseline configurations of
your assets in a more comprehensive manner.

1. 

2. 

3. 
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4. In the Manage Policies panel, click Add st andard policy .

5. In the Check Policy panel, configure the parameters.

The following table describes the parameters.

Parameter Description

Policy Name The name of the policy.

Schedule
The interval at which baseline checks are performed. Valid values: 1
day, 3 Day(s), 7 Day(s), and 30 Day(s).

Det ect ion t ime  
The time range during which baseline checks are performed. Valid
values: 00:00 - 06:00, 06:00 - 12:00, 12:00 - 18:00, and 18:00 - 24:00.

Check It ems 
The baselines that you want to use. For more information, see
Baselines.

Servers

The server groups on which you want to run baseline checks based on
the policy.

Not e   By default, newly purchased servers belong to All
Groups  >    Def ault  .To apply the policy to newly purchased
servers, you must select Def ault  . For more information about how
to add or modify a server group, see Manage asset groups.

6. Click Ok. The standard baseline check policy is created.

Security Center runs baseline checks on your assets based on the policy that you create.

Create custom rules to detect weak passwords
You can create custom rules based on the default  rules that are provided by Security Center to detect
weak passwords. You can use custom rules to better meet your business requirements and detect  weak
passwords in a more comprehensive manner.

1. 

2. 

3. 

4. In the Cust om Weak Password Rules  sect ion, create custom rules to detect  weak passwords.

You can use one of the following methods to create custom rules:

Upload rules by using the weak password template.

a. Click Download next  to Template.

b. Configure rules in the downloaded template based on your business requirements and save
the template.
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c. Click Import  File  to upload the template. Custom rules to detect  weak passwords are
created.
Security Center checks whether weak passwords are configured for your assets based on the
custom rules.

Not e   Before you upload the template, make sure that the following requirements
are met:

The size of the file does not exceed 5 KB.

Each line in the file contains only one weak password. Otherwise, Security Center
cannot accurately detect  weak passwords.

The file contains up to 2,000 weak passwords.

Create a custom dict ionary of weak passwords.

a. Click Cust om weak password dict ionary   next  to Weak password.

b. In the Cust om weak password dict ionary   panel, configure the parameters.

Parameter Description

Domain The domain name of your asset.

Company name The name of your enterprise.

Keyword The passwords that you want to add to the dictionary.

Weak password dictionary
You do not need to configure this parameter. This weak
password dictionary is provided by Security Center based on
Alibaba Cloud threat intelligence.

c. Click Generat e and Import  . The custom dict ionary of weak passwords is created.
Security Center checks whether weak passwords are configured for your assets based on the
created custom dict ionary of weak passwords.

Create a custom baseline check policy
You can create a custom baseline check policy to check whether risks exist  in the configurations of your
assets based on the custom baselines for operating systems.

1. 

2. 

3. 

4. In the Manage Policies panel, click Add cust om policy .

5. In the Check Policy panel, configure the parameters.
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The following table describes the parameters.

Parameter Description

Policy Name The name of the policy.

Schedule
The interval at which baseline checks are performed. Valid values: 1
day, 3 Day(s), 7 Day(s), and 30 Day(s).

Det ect ion t ime  
The time range during which baseline checks are performed. Valid
values: 00:00 - 06:00, 06:00 - 12:00, 12:00 - 18:00, and 18:00 - 24:00.
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Check It ems 

The baselines that you want to use. For more information, see
Baselines.

Not e   You can modify the parameters of some custom
baselines based on your business requirements.

Servers

The server groups on which you want to run baseline checks based on
the policy.

Not e

You can apply only one custom baseline check policy to the
servers that belong to the same server group. If a server
group is selected for a custom baseline check policy, you
can no longer select the server group for the Servers
parameter when you create a custom baseline check policy.

By default, newly purchased servers belong to All Groups
>    Def ault  . To apply the policy to newly purchased servers,
you must select Def ault  . For more information about how
to add or modify a server group, see Manage asset groups.

Parameter Description

6. Click Ok. The custom baseline check policy is created.

Security Center runs baseline checks on your assets based on the policy that you create.

Manage a baseline check policy
After you create a baseline check policy, you can configure Baseline level based on your business
requirements. You can also click Edit  or Delet e  to modify or delete a baseline check policy.

In the lower part  of the Manage Policies panel, you can configure Baseline level. Valid values: High,
Medium, and Low.
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In the Manage Policies panel, you can click Edit  or Delet e  in the Act ions  column for a policy to
modify or delete the policy.

Not e   You cannot restore a policy after you delete it .

In the Manage Policies panel, you can find the def ault  baseline check   policy and click Edit  in the
Act ions  column to modify the server groups to which the policy is applied.

Not e   You cannot delete the default  baseline check policy or modify the baselines of the
default  baseline check policy. You can only modify the server groups to which the default
baseline check policy is applied.
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Operations
After you create a baseline check policy, you can use Security Center to check whether risks exist  in your
assets based on the baseline check policy. For more information, see Run a baseline check.

The Advanced and Enterprise edit ions of Security Center provide the baseline check feature to detect
baseline risks on your servers. This topic describes how to run a baseline check.

Prerequisites

A custom policy for baseline checks is created. For more information, see Create baseline check
policies.

Not e   Only the Enterprise edit ion of Security Center supports custom policies for baseline
checks. If  no custom policies are created, Security Center runs baseline checks based on the
default  policy. The default  policy does not cover all check items. Therefore, the items that you
want to check may not be included in the policy.

Context
For more information about check items, see Baselines.
The baseline check feature supports manual checks and periodic checks that run automatically.

Periodic and aut omat ic checks  : periodic checks that run automatically based on the default
policy or custom policies. The default  policy automatically starts a baseline check at  00:00:00 every
second day.

2.4. Run a baseline check
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Manual checks: If  you have created or modified a custom policy, you can select  it  in the Select
Policy drop-down list  on the Baseline Check page, and click Check Now to start  a manual check.
Manual baseline checks allow you to scan for baseline risks in real t ime.

Run a manual baseline check
1. 

2. 

3. In the Select  Policy  drop-down list , select  a policy to run a manual check.

4. Click Check Now.

You can view the task progress and detailed check results.

The progress is updated in the View Progress sect ion in real t ime.

You can click View Progress to view the task details, including the number of servers that
complete the check, number of servers that fail the check, and causes of check failures. You can
click View Solut ion  to view the solut ions on how to handle failures.

You can click Ref resh  to update the progress.

View baseline risks in the result  list .
After the baseline check is completed, the result  is displayed on the Baseline Check page.
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Not e   If  the number in the Failed It ems/Af f ect ed Servers     column is not 0, baseline
risks have been detected on your servers.

What's next
After you run a baseline check, you can view and manage detected risks on the Baseline Check page.
For more information, see View baseline check results and handle baseline risks.

After you complete a baseline check, you can view the baseline check results and handle the baseline
risks that are detected on your assets on the Baseline Check page. This topic describes how to view
baseline check results and handle baseline risks that are detected on your assets.

Context
After you enable the baseline check feature, Security Center runs a baseline check on all your assets
based on the def ault   baseline check policy. You can also create custom baseline check policies based
on your business requirements. For more information about custom baseline check policies, see Create
baseline check policies.

Not e

Prerequisites
A baseline check is complete. For more information, see Run a baseline check.

View baseline check results
1. 

2. 

3. On the Baseline Check page, view baseline check results.

The Baseline Check page displays the overview of a baseline check policy and the list  of baseline
check results.

Overview of a baseline check policy
In the upper part  of the Baseline Check page, you can select  a baseline check policy from the
Select  Policy  drop-down list . After you select  a baseline check policy from the drop-down list ,
the information such as Checked Servers, Check It ems , Weak Passwords, and Last  Pass
Rat e  is displayed on the right. You can click View Progress to view the progress of the baseline
check task.
The following table describes the parameters in the upper part  of the Baseline Check page.

Parameter Description

2.5. View baseline check results and
handle baseline risks
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Select  Policy
The baseline check policy whose check results you want to view.
You can select an existing baseline check policy from the drop-
down list.

Checked Servers
The number of servers on which the baseline check runs based on
the selected baseline check policy. The servers are specified in the
baseline check policy.

Check It ems 
The number of check items specified in the selected baseline
check policy.

Weak Passwords

The number of weak password risks that are detected based on
the selected baseline check policy. You can click the number
below Weak Passwords  to view the list  of weak password risks
that are detected.

Not ice   Weak password risks are of the High severity.
We recommend that you fix the high-risk items on which weak
passwords are detected at the earliest opportunity.

Last  Pass Rat e 

The pass rate of the check items that are specified in the selected
baseline check policy in the last baseline check. The following list
describes the meaning of the color for the number below Last
Pass Rat e :

Green: high pass rate of check items.

Red: low pass rate of check items. We recommend that you go
to the details of each check item and fix the detected baseline
risks.

Parameter Description

List  of baseline check results
In the list  of baseline check results, you can view the details of the baseline check results.

a. In the list  of baseline check results, click the name of a baseline to go to the baseline details
panel.
In the baseline details panel, view the information such as affected assets, Passed It ems  in
the baseline, and At -Risk It ems   in the baseline.

b. In the baseline details panel, f ind an affected asset  and click View in the Act ions  column.
The At -Risk It ems   panel appears.
In the At -Risk It ems   panel, you can view all baseline risks that are detected on the asset.

c. In the At -Risk It ems   panel, f ind a risk item whose details you want to view and click Det ails
in the Act ions  column. In the message that appears, you can view information about the risk
item, including Descript ion , Result , and Suggest ion .
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d. (Optional)In the upper-right corner of the list  of baseline check results, click the  icon. In

the Select  Baseline Export  T ask    dialog box, select  an export  method and click Export  to
export  the list  of baseline check results.
You can select  one of the following export  methods to export  the result  for the weak
password baseline check:

Weak password plaint ext  export   : exports plaintext.

Weak password desensit izat ion export   : exports the check result  after the weak
passwords in the result  are masked.

Handle detected baseline risks
1. 

2. 

3. In the list  of baseline check results, click the name of a baseline.

4. In the panel that appears, f ind a server and click View in the Act ions  column.

5. In the At -Risk It ems   panel, handle the baseline risks that are detected on the server.

Repair
Security Center allows you to fix only the baseline risks that are detected on a Linux server based
on the Alibaba Cloud standards or the Mult i-Level Protect ion Scheme (MLPS) standards. If  a
baseline risk is detected on a Linux server based on the Alibaba Cloud standards or the MLPS
standards, you can fix the baseline risk in the Security Center console. Otherwise, you must log on
to the server to modify the configurations of the server on which the baseline risk is detected.
After you modify the configurations, you can verif y  whether the baseline risk is f ixed.

Fix baseline risks in the Security Center console

a. In the At -Risk It ems   panel, f ind the check item based on which baseline risks are detected
and click Repair in the Act ions  column.
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b. In the Fix Risks f or Asset s   dialog box, configure the parameters.
The following table describes the parameters.

Parameter Description

Fixing Met hod

The method that you use to fix a baseline risk.

Not e   The method varies based on the type of the
baseline risk. You can configure this parameter based on
your business requirements.

Bat ch Handle
Specifies whether to handle the same baseline risk for
multiple assets at a t ime.

Risk prot ect ion 

Specifies whether to create snapshots for your system data.

Not ice   Security Center may fail to fix baseline
risks. If this issue occurs, your business may be affected.
Before you fix baseline risks, we recommend that you
create a backup for your system. If Security Center fails
to fix the risks, you can use the backup to roll back your
system to a snapshot before you fix the risks. This helps
ensure that your workload runs as expected.

Automatically create snapshots and repair: If you select
this option, configure the Snapshot  name  and Snapshot
save t ime  parameters and click Fix Now .

Not e   You are charged for the usage of
snapshots. You can click View billing inst ruct ions  
to view the billing methods of the snapshot service.

Repair directly without creating snapshot backup: If you
do not want to create snapshots before you fix the
baseline risks, you can click Fix Now .

c. Click Fix Now.

Log on to a server to fix baseline risks
In the At-Risk Items panel, f ind a risk item and click Det ails  in the Act ions  column. In the
message that appears, you can view the information about the risk item provided by Security
Center. The information includes Descript ion , Result , and Suggest ion . Then, log on to the
server on which the baseline risk is detected and modify the configurations that cause the
baseline risk based on the information provided in Suggest ion .

Whit elist
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If  you trust  the check item whose status is Failed, you can add the check item to the whitelist .
Then, you can ignore the alerts that are generated on the check item. After you add the check
item to the whitelist , the check item is ignored. For more information, see Add a check item to the
whitelist.

Not e   If  you want to add mult iple check items to the whitelist , you can select  the
check items and click Whit elist   in the lower-left  corner.

6. Check whether a baseline risk is f ixed.

In the At -Risk It ems   panel, f ind a check item and click Verif y  in the Act ions  column. Then, check
whether the baseline risk on servers is f ixed. If  the baseline risk is f ixed, the number of At -Risk
It ems  decreases, and the status of the check item changes to Passed.

Not e   If  you do not perform manual verificat ion, Security Center automatically checks
whether the baseline risk is f ixed based on the detect ion interval that is specified in your
baseline check policy.

What to do next
Rollback
If you want to fix baseline risks for an Elast ic Compute Service (ECS) instance, we recommend that you
create a snapshot for the ECS instance before the fix. This way, you can roll back the instance if  a
service interruption error occurs because the baseline risks failed to be fixed. To perform the rollback,
you can find the instance in a baseline details panel and click Rollback in the Act ions  column. In the
Rollback dialog box, select  the snapshot that you created before you perform the fix and click OK.
Then, the configurations of the instance are rolled back based on the snapshot.

Remove
If you want a check item in the whitelist  to trigger alerts, you can remove the check item from the
whitelist . After you remove a check item from the whitelist , the check item triggers alerts.
In the At -Risk It ems   panel, f ind a check item that you want to remove from the whitelist  and click
Remove in the Act ions  column. In the Reason f or Ignore  dialog box, click OK. You can also remove
mult iple check items from the whitelist  at  a t ime. To remove mult iple check items, select  the check
items and click Remove below the check item list .

You can add a check item that is provided by the baseline check feature to the whitelist . After you add
a check item based on which baseline risks are detected to the whitelist , Security Center no longer
generates alerts on the check item. If  you trust  the check item, you can add the check item to the
whitelist . Then, you can ignore the alerts that are generated on the check item. This topic describes
how to add a check item on which alerts are generated to the whitelist .

Procedure
1. Log on to the Security center console.

2. In the left-side navigation pane, click Prot ect ion   > Baseline Check.

3. In the Baseline column, click the name of a baseline whose check item you want to add to the
whitelist .

2.6. Add a check item to the whitelist
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4. Find the asset  on which alerts are generated and click View in the Act ions  column to view
detected baseline risks.

5. In the At -Risk It ems   panel, f ind the check item based on which baseline risks are detected and click
Whit elist   in the Act ions  column.

To add mult iple check items to the whitelist  at  a t ime, select  the check items that are in the Failed
state and click Whit elist   in the lower-left  corner.

6. In the Reason f or Ignore  dialog box, enter remarks for adding the check item to the whitelist . If
you want to ignore alerts that are generated on the check item on all servers, select  check
whet her bat ch processing is required  .

The remarks are displayed in the check item list . You can trace and analyze the check item based on
the remarks.
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Not e   To view the remarks of a check item that is added to the whitelist , f ind the check
item and move the pointer over Ignored in the Status column.

7. Click OK.
After the check item is added to the whitelist , the check item is displayed on the last  page of the
check item list , and the status of the check item changes to Ignored.

What to do next
View the check items that are added to the whitelist
In the At -Risk It ems   panel, select  Ignored from the drop-down list  to view the check items that are
added to the whitelist .

Remove a check item from the whitelist
If  you want to enable the alert ing feature for a check item that is added to the whitelist , you can
remove the check item from the whitelist .
In the At -Risk It ems   panel, f ind the check item and click Remove in the Act ions  column. You can
also select  the check item and click Remove in the lower-left  corner of the check item list . In the
Cancel ignore operat ion  dialog box, click OK to remove the check item from the whitelist .
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Security Center provides the configuration assessment feature to detect  risks in the configurations of
your Alibaba Cloud services. This topic describes the configuration assessment feature and the
supported check items.

Background information
Security Center checks the following configurations of your Alibaba Cloud services to detect  risks:
identity authentication and permissions, network access control, data security, log audit , monitoring
and alert ing, and basic security protect ion. If  risks are detected, Security Center provides solut ions for
the risks.

Not e   The and edit ions of Security Center support  a limited number of check items. The , , and
edit ions support  all check items. If  you use the or edit ion and want to use the configuration
assessment feature to check all items, upgrade Security Center to the , , or edit ion. For more
information about the check items that each edit ion supports, see Check items.

You can view the number of enabled check items in Checked it ems enabled  on the Cloud Plat f orm 
Conf igurat ion Assessment    page.

Check items
The following table describes the check items that each edit ion of Security Center supports. Security
Center has the following edit ions: , , , , and . The following symbols are used to indicate whether a
check item is supported:

×: The check item is not supported.

√: The check item is supported.

Check item Type Description and , , and

3.Cloud platform configuration
assessment
3.1. Overview
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Alibaba Cloud
account
security -
AccessKey pair

Identity
authentication
and
permissions

Checks the AccessKey pair of your
Alibaba Cloud account. Your Alibaba
Cloud account has full permissions on
your resources. To prevent the loss
caused by AccessKey pair leaks, we
recommend that you do not create an
AccessKey pair for your Alibaba Cloud
account or use the AccessKey pair in day-
to-day operations.

Not ice   The results of this
check are delayed. If you disable the
AccessKey pair, the results of the
check are updated on the following
day.

× √

Alibaba Cloud
CDN - real-
time log push
feature

Log audit

Checks whether the real-time log push
feature is enabled for Alibaba Cloud
CDN. Alibaba Cloud CDN is integrated
with Log Service to deliver log data to
Log Service in real t ime. You can analyze
real-time logs to identify and locate
issues.

× √

PolarDB -
backup
configurations

Data security

Checks whether the automatic backup
feature is enabled for PolarDB. Database
backups reinforce security and allow you
to restore data when an error occurs in
your database. PolarDB provides the
automatic backup feature. We
recommend that you enable the
automatic backup feature to create a
backup on a daily basis.

× √

PolarDB - SQL
Explorer

Log audit

Checks whether the SQL Explorer feature
is enabled for PolarDB. PolarDB supports
the SQL Explorer feature. This feature
provides value-added capabilit ies, such
as security audit and performance
diagnosis. We recommend that you
enable the SQL Explorer feature.

× √

Check item Type Description and , , and
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OSS -
authorization
policies

Identity
authentication
and
permissions

Checks the authorization policies of
Object Storage Service (OSS). OSS
supports three types of access control
policies: access control lists (ACLs),
Resource Access Management (RAM)
policies, and bucket policies. When you
configure bucket policies, we
recommend that you do not grant the
read and write permissions or full
permissions to anonymous users.

× √

SLB - logging Log audit

Checks whether the logging feature is
enabled for Server Load Balancer (SLB).
SLB provides the logging feature that
records Layer 7 requests. This feature
collects details about requests that are
sent to SLB. The details include the
request t ime, client IP address, network
latency, request path, and server
response. We recommend that you
enable the logging feature.

× √

Container
Registry -
repository
permission
configurations

Data security

Checks whether a Container Registry
repository is set to private. Container
Registry supports public and private
repositories. Public repositories allow
anonymous users to download images
over the Internet. If images in a
repository contain sensit ive information,
we recommend that you set the
repository to private.

× √

Container
Registry -
security scans

Basic security
protection

Checks whether the security scan feature
is enabled for Container Registry.
Container Registry supports security
scans for Linux base images. Security
scans can detect system vulnerabilit ies
and risks in base images. We recommend
that you scan all images. If new versions
of the base images are obtained, we
recommend that you perform security
scans on the new versions.

× √

ECS - security
group policies

Network
access control

Checks the policies of Elastic Compute
Service (ECS) security groups. We
recommend that you grant minimum
permissions to users. If you set 0.0.0.0/0
for a service, requests from all IP
addresses are allowed. For example, you
can set 0.0.0.0/0 for port 80, 443, 22, or
3389.

× √

Check item Type Description and , , and
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OSS - bucket
server-side
encryption

Data security

Checks whether the data encryption
feature is enabled for OSS buckets. OSS
supports server-side encryption to
ensure the security of data that is
persistently stored in OSS. We
recommend that you enable server-side
encryption to protect sensit ive data.

× √

OSS - bucket
hotlink
protection

Network
access control

Checks whether the hotlink protection
feature is enabled for OSS buckets. The
OSS hotlink protection feature checks
the Referer header to deny access from
unauthorized users. We recommend that
you enable this feature.

× √

ApsaraDB RDS
- cross-region
backup
configurations

Data security

Checks whether the cross-region backup
feature is enabled for ApsaraDB RDS
instances. ApsaraDB RDS for MySQL
provides the cross-region backup
feature. This feature automatically
synchronizes on-premises backup files to
OSS buckets in another region. This
implements geo-disaster recovery. We
recommend that you enable the cross-
region backup feature.

× √

ApsaraDB for
Redis - backup
configurations

Data security
Checks whether the data backup feature
is enabled for ApsaraDB for Redis
instances.

× √

ApsaraDB for
Redis - SSL
encryption

Log audit

Checks whether SSL encryption is
enabled for ApsaraDB for Redis
instances. ApsaraDB for Redis 2.8
standard master-replica instances,
ApsaraDB for Redis 2.8 master-replica
cluster instances, and ApsaraDB for Redis
4.0 master-replica cluster instances
support SSL encryption. We recommend
that you enable SSL encryption to
reinforce the security of data in transit.

× √

ApsaraDB for
MongoDB - log
audit

Log audit

Checks whether the log audit feature is
enabled for ApsaraDB for MongoDB
instances. This feature records all
operations that you perform on the
databases of ApsaraDB for MongoDB
instances. Log audit helps you perform
fault analysis, behavior analysis, and
security audit on the databases. You can
also obtain the information about data
consumption. We recommend that you
enable the log audit feature for
ApsaraDB for MongoDB instances.

× √

Check item Type Description and , , and
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ApsaraDB for
MongoDB - SSL
encryption

Data security

Checks whether SSL encryption is
enabled for ApsaraDB for MongoDB
instances. We recommend that you
enable the SSL encryption feature to
reinforce the security of ApsaraDB for
MongoDB instances.

× √

ApsaraDB for
MongoDB -
backup
configurations

Data security

Checks whether the automatic backup
feature is enabled for ApsaraDB for
MongoDB instances. Database backups
reinforce security and allow you to
restore data when an error occurs in your
database. ApsaraDB for MongoDB
provides the automatic backup feature.
We recommend that you enable the
automatic backup feature to create a
backup on a daily basis.

× √

CloudMonitor -
agent status

Monitoring and
alerting

Checks the status of ECS instances.
CloudMonitor helps you monitor Alibaba
Cloud resources and web applications.
To monitor the status of ECS instances
and send alerts when exceptions occur,
we recommend that you install the
CloudMonitor agent on your ECS
instances.

× √

VPC - DNAT
management
port mapping

Network
access control

Checks whether a port is open to the
Internet.
When you create a destination network
address translation (DNAT) rule for a
Network Address Translation (NAT)
gateway deployed in a virtual private
cloud (VPC), we recommend that you do
not open internal management ports to
the Internet. Do not open all ports or
important ports, such as port 22, 80,
443, 1433, 3306, 3389, or 8080, to the
Internet.

× √

Check item Type Description and , , and
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Alibaba Cloud
- two-factor
authentication

Identity
authentication
and
permissions
for Alibaba
Cloud
accounts

Checks whether two-factor
authentication is enabled for your
Alibaba Cloud account. If you use only
password authentication, attackers may
use methods such as brute-force attacks
to obtain the password to your Alibaba
Cloud account. We recommend that you
enable two-factor authentication that
requires both password and SMS
verification to prevent the loss caused by
password leaks.

√ √

RAM users -
MFA

Identity
authentication
and
permissions
for RAM users

Checks whether multi-factor
authentication (MFA) is enabled for RAM
users.

√ √

Alibaba Cloud
Security -
agent status

Basic security
protection

Checks the installation of the Server
Guard agent. You must install the Server
Guard agent on your servers before
Server Guard can protect your servers. If
the Server Guard agent is not installed
on your servers, your servers are
vulnerable to risks, such as webshells,
trojans, remote logons, and brute-force
attacks.

√ √

Alibaba Cloud
Security -
back-to-origin
configuration
checks for
Anti-DDoS Pro
or Anti-DDoS
Premium

Network
access control

Checks whether Anti-DDoS Pro or Anti-
DDoS Premium allows requests from
only Web Application Firewall (WAF)
back-to-origin IP addresses. After you
use Anti-DDoS Pro, Anti-DDoS Premium,
or WAF, we recommend that you hide
the IP address of the origin server to
prevent attacks.

√ √

Alibaba Cloud
Security -
back-to-origin
configuration
checks for
WAF

Network
access control

Checks whether WAF allows requests
from only WAF back-to-origin IP
addresses. After you use Anti-DDoS Pro,
Anti-DDoS Premium, or WAF, we
recommend that you hide the IP address
of the origin server to prevent attacks.

√ √

Security Center
- detection of
AccessKey pair
leaks

Monitoring and
alerting

Checks whether the AccessKey pair leak
detection and account security features
of Security Center are enabled.

√ √

Check item Type Description and , , and
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ECS - public
key
authentication

Identity
authentication
and
permissions

Checks whether ECS instances that run
Linux operating systems are associated
with Alibaba Cloud SSH key pairs. SSH
public key authentication is more secure
and convenient than SSH password
authentication. We recommend that you
use SSH public key authentication.

√ √

ECS - storage
encryption

Data security
Checks whether encryption is enabled for
disks on ECS instances.

√ √

ECS -
automatic
snapshot
policies

Data security

Checks whether the automatic snapshot
feature is enabled for ECS instances. The
automatic snapshot feature reinforces
the security of ECS instances and
supports disaster recovery.

√ √

SLB - whitelist
configurations

Network
access control

Checks the access control configurations
of SLB instances. The configurations
include whether access control is
enabled for HTTP and HTTPS services
and whether 0.0.0.0/0 is added to the IP
address whitelist.

√ √

SLB - open
ports

Network
access control

Checks whether ports of SLB instances
are unnecessarily open to the Internet.

√ √

SLB - health
status

Monitoring and
alerting

Checks whether SLB backend servers are
available.

√ √

SLB -
certificate
validity checks

Monitoring and
alerting

Checks whether your SLB certificate
expires.

√ √

OSS - bucket
permissions

Data security
Checks whether the OSS bucket ACL is
set to privat e .

√ √

OSS - logging Data security
Checks whether the logging feature is
enabled for OSS.

√ √

OSS - cross-
region
replication

Data security
Checks whether the cross-region
replication feature is enabled for OSS.

√ √

ApsaraDB RDS
- whitelist
configurations

Network
access control

Checks whether a whitelist  is configured
for ApsaraDB RDS and whether the
whitelist  contains 0.0.0.0/0. If the
whitelist  contains 0.0.0.0/0, requests
from all IP addresses are allowed. We
recommend that you configure the
whitelist  to allow requests only from
specific IP addresses.

√ √

Check item Type Description and , , and
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ApsaraDB RDS
- database
security
policies

Data security

Checks whether the SQL audit, SSL
encrypted transmission, and transparent
database encryption features are
enabled for ApsaraDB RDS instances.

√ √

ApsaraDB RDS
- database
backup

Data security
Checks whether the database backup
feature is enabled for ApsaraDB RDS
instances.

√ √

ApsaraDB for
Redis -
whitelist
configurations

Network
access control

Checks whether a whitelist  is configured
for ApsaraDB for Redis and whether the
whitelist  contains 0.0.0.0/0. If the
whitelist  contains 0.0.0.0/0, requests
from all IP addresses are allowed. We
recommend that you configure the
whitelist  to allow requests only from
specific IP addresses.

√ √

AnalyticDB for
PostgreSQL -
whitelist
configurations

Network
access control

Checks whether a whitelist  is configured
for AnalyticDB for PostgreSQL and
whether the whitelist  contains 0.0.0.0/0.
If the whitelist  contains 0.0.0.0/0,
requests from all IP addresses are
allowed. We recommend that you
configure the whitelist  to allow requests
only from specific IP addresses.

√ √

SSL
Certificates
Service -
validity checks

Data security

Checks whether your SSL certificate
expires. If your SSL certificate expires,
you are not allowed to use the
certificate.

√ √

PolarDB -
whitelist
configurations

Network
access control

Checks whether a whitelist  is configured
for PolarDB and whether the whitelist
contains  0.0.0.0/0 . If the whitelist
contains 0.0.0.0/0, requests from all IP
addresses are allowed. We recommend
that you configure the whitelist  to allow
requests only from specific IP addresses.

√ √

ActionTrail -
logging

Log audit

Checks operation logs in OSS or Log
Service.
To trace high-risk operations, we
recommend that you activate
ActionTrail, store operation logs in OSS
or Log Service, and set proper access
permissions.

√ √

Check item Type Description and , , and
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ApsaraDB for
MongoDB -
whitelist
configurations

Network
access control

Checks whether a whitelist  is configured
for ApsaraDB for MongoDB and whether
the whitelist  contains  0.0.0.0/0 . If
the whitelist  contains 0.0.0.0/0, requests
from all IP addresses are allowed. We
recommend that you configure the
whitelist  to allow requests only from
specific IP addresses.

√ √

Apsara Devops
- Codeup
security

Basic security
protection

Checks the status of code in Codeup and
analyzes whether the code is secure
from the following aspects: access
control, member behavior, and code
content. Codeup provides suggestions
on security configurations based on the
check results.

√ √

RAM -
excessive
authorization

Identity
authentication
and
permissions

If you want to grant permissions to a
RAM user, a RAM user group, or a RAM
role, follow the principle of least
privilege. This prevents excessive
authorizations. The following list
describes the principals that can be
checked by using the check item:

The principal to which the
AdministratorAccess policy is
attached.

The principal to which a custom policy
is attached. The custom policy grants
all permissions on all resources.

X √

OSS - bucket
versioning

Data security

OSS allows you to configure versioning
for a bucket to protect objects that are
stored in the bucket. After you enable
versioning for a bucket, data that is
overwritten or deleted in the bucket is
saved as a previous version. After you
configure versioning for a bucket, you
can recover objects in the bucket to any
previous version to protect your data
from being accidentally overwritten or
deleted.

× √

Check item Type Description and , , and

Related information
Perform configuration checks on cloud services

View the check results of configuration assessment for your cloud services and handle the detected
risks

3.2. Perform configuration checks on
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The configuration assessment feature allows you to manually run configuration checks and enable
automatic checks on your cloud services. This topic describes how to manually run configuration checks
on your cloud services and how to specify a detect ion cycle for automatic checks.

Context
You can use the configuration assessment feature to manually run configuration checks on your cloud
services. You can also use the feature to specify a detect ion cycle for automatic checks. The feature
helps you monitor the security status of your cloud services and handle detected risks at  the earliest
opportunity.

Manual checks
If  you want to immediately check whether the configurations of your cloud services contain risks,
perform the following operations to run manual checks:

1. 

2. 

3. On the Cloud Plat f orm Conf igurat ion Assessment      page, click Scan now to check whether the
configurations of all your cloud services contain risks and obtain the number of affected assets.

Not e   Wait  until the configuration check on all cloud services is complete.

Automatic checks
By default , Security Center automatically runs configuration checks during  24:00 - 06:00  every two
days. If  the default  configurations for automatic checks do not meet your business requirements, you
can specify the detect ion cycle and t ime for automatic checks.

1. 

2. 

3. 

4. In the Set t ings   panel, configure the Detect ion Cycle, Detect ion Time, and Risk Check Item
parameters.

5. Click OK.
Security Center automatically runs checks against  the selected check items based on the detect ion
cycle and t ime that you specify.

What's next
After the check is complete, you can go to the Cloud Plat f orm Conf igurat ion Assessment      page to
view the check results and handle the detected risks. For more information, see View the check results
of configuration assessment for your cloud services and handle the detected risks.

3.2. Perform configuration checks on
cloud services

3.3. View the check results of
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You can handle the detected configuration risks on the Cloud Platform Configuration Assessment page
in a centralized manner. This topic describes how to view the check results of configuration assessment
for your cloud services. This topic also describes how to handle the configuration risks that are
detected on your cloud services.

Context
For more information about the configuration risks that can be detected by Security Center, see Check
items.

Prerequisites
Configuration checks are run on your cloud services. For more information, see Perform configuration
checks on cloud services.

View check results
1. 

2. 

3. On the Cloud Service Check page, view the check results of configuration assessment for your
cloud services.

You can perform the following operations:

View the overall information
The sect ion in the upper part  of the Cloud Plat f orm Conf igurat ion Assessment      page
displays the overall information. You can view the pass rate of check items in Pass Rat e . You can
move the pointer over the lines below Pass Rat e  to view the numbers of check items at
different severity levels. The red line indicates high-risk items, the orange line indicates
medium-risk items, the blue line indicates low-risk items, and the green line indicates passed
check items.

View risk items

You can click a type of best  security pract ice in the All Check It ems  sect ion. In the list  of
check items, view the check items that are related to the security best  pract ice.

3.3. View the check results of
configuration assessment for your
cloud services and handle the
detected risks
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You can also use the filters above the list  to search for check items that you want to view. The
filter condit ions include the severity level and the status of check items.

Not e   Lines in different colors indicate different severity levels. The following list
describes the mappings between the colors and the severity levels:

Import ant  : red. The risk item poses major threats to your assets. We recommend
that you handle the risk item at the earliest  opportunity.

Medium: orange. The risk item causes damage to your assets. You can handle the
risk item at your convenience.

Low: gray. The risk item causes less damage to your assets. You can handle the risk
item at your convenience.

View details of a risk item
Find a risk item and click the name of the risk item or Det ails  in the Operat e  column. In the
details panel of the risk item, you can view the following information: Check It em Descript ion  ,
Solut ion , and Ref erence .

Handle the detected configuration risks of your cloud services
1. 

2. 

3. On the Cloud Plat f orm Conf igurat ion Assessment      page, handle the detected configuration
risks of your cloud services.

You can perform the following operations based on your business requirements:

Fix risks
In the Risks sect ion of the details panel of a risk item, click the instance ID of the cloud service on
which risks are detected to go to the console of the cloud service. Then, fix the risks in the cloud
service based on the information provided in the Solut ion  and Ref erence  sect ions of the
details panel of the risk item.

Verify the fixing of risks

If you have modified the configuration of an instance based on the information provided in
the details panel of a risk item that affects the instance, you can find the instance and click
Verif y  in the Operat e  column to check whether the new configuration contains risks. If  the
configuration does not contain risks, the instance is removed from the list  in the Risks sect ion.

If  you have modified the configurations of all instances that are affected by the risk item, you
can find the risk item in the check item list  on the Cloud Plat f orm Conf igurat ion   
Assessment  page and click Verif y  in the Operat e  column to check whether the new
configurations contain risks. If  no configurations contain risks, the status of the risk item
changes to Passed.

If  you want to verify the fixing of mult iple risk items, select  the risk items and click Verif y
below the check item list . In the message that appears, click OK.

Add a risk item to the whitelist
If  you identify a risk item as a false posit ive, you can find the risk item in the check item list  on the
Cloud Plat f orm Conf igurat ion Assessment      page and click Whit elist   in the Operat e  column
to add the risk item to the whitelist . The status of the risk item changes to Whit elist  . Risk items
that are in the Whit elist   state are not counted in the total number of risk items.
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Not e   After you add a risk item to the whitelist , the risks that are detected for the risk
item are no longer reported in subsequent configuration checks. We recommend that you do
not add risk items to the whitelist  unless necessary.

You can remove a risk item from the whitelist . To remove a risk item from the whitelist , f ind the
risk item in the check item list  on the Cloud Plat f orm Conf igurat ion Assessment      page and
click Remove in the Operate column.
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The feature of container image scan detects and identifies high-risk system vulnerabilit ies, application
vulnerabilit ies, malicious samples, configuration risks, and sensit ive data in images. It  also provides
suggestions on how to handle these issues and end-to-end vulnerability management. This makes
image vulnerability f ixes easier.

Background information
Container image scan is a value-added feature of Security Center and must be separately purchased.
Only users of the ,, , and edit ions can purchase container image scan.

Not e   Users of the edit ion can upgrade Security Center to the , , , or edit ion to purchase
container image scan. Users of the edit ion can upgrade Security Center to the , , or edit ion to
purchase container image scan.

Supported regions
Only the Container Registry instances in the following regions support  container image scan: China
(Hangzhou), China (Shanghai), China (Beijing), China (Shenzhen), China (Hong Kong), and Singapore
(Singapore).

Items that can be detected

Item Detection Fixing Remarks

Image system
vulnerability

Supported Supported

We recommend that you fix image
system vulnerabilit ies at the earliest
opportunity based on the fixing
commands and impact descriptions
provided by Security Center.

Image application
vulnerability

Supported Not supported

We recommend that you fix image
application vulnerabilit ies at the earliest
opportunity based on the fixing
commands and impact descriptions
provided by Security Center.

Image baseline
risk

Supported Not supported

We recommend that you handle image
baseline risks at the earliest opportunity
based on the baseline check details
provided by Security Center.

Malicious image
sample

Supported Not supported

We recommend that you handle
malicious file samples at the earliest
opportunity based on the information
provided by Security Center. The
information includes paths to malicious
files.

Supported operating systems and versions

4.Image security scans
4.1. Overview
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Operating system Version

Red Hat 5, 6, and 7

CentOS 5, 6, and 7

Ubuntu 12.04, 14.04, 16.04, 18.04, and 18.10

Debian 6, 7, 8, 9, and 10

Alpine
2.3, 2.4, 2.5, 2.6, and 2.7

3.1, 3.2, 3.3, 3.4, 3.5, 3.6, 3.7, 3.8, 3.9, 3.10, 3.11, and 3.12

Amazon Linux
Amazon Linux 2

Amazon linux AMI

Oracle Linux 5, 6, 7, and 8

SUSE Linux Enterprise Server

5, 6, 7, 8, 9, and 10

10 SP4

11 SP3

12 SP2

12 SP5

Fedora Linux 2X and 3X

openSUSE

10.0

Leap 15.2

Leap 42.3

References
View security information about containers

Use threat detection on Kubernetes containers

Use the runtime security feature to monitor ACK clusters and configure alerts

To use the feature of container image scan, you must purchase and enable this feature. This topic
describes how to purchase and enable container image scan.

Context
Container image scan is a value-added feature of Security Center and must be separately purchased.
Only users of the ,, , and edit ions can purchase container image scan.

If  you purchase container image scan, you are charged base on the quota specified by Container Image
Scan. For more information about billing details, visit  .

4.2. Enable container image scan
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Not e   Users of the edit ion can upgrade Security Center to the , , , or edit ion to purchase
container image scan. Users of the edit ion can upgrade Security Center to the , , or edit ion to
purchase container image scan.

Procedure for users of Security Center
1. 

2. 

3. On the page that appears, click Immediat e purchase .

4. Click Buy Advanced, Buy Ent erprise , or Buy Ult imat e Edit ion   .

In addit ion to all the features that the Ent erprise  edit ion supports, the Ult imat e   edit ion also
supports net work t opology of  cont ainers    , t hreat  det ect ion f or Kubernet es cont ainers       ,
and t hreat  det ect ion during cont ainer runt ime      . If  you have high requirements for container
security, we recommend that you click Buy Ult imat e Edit ion   . For more information about the
features that each edit ion supports, see Features.

5. After you click Buy Advanced, Buy Ent erprise , or Buy Ult imat e Edit ion   , configure the
parameters, including Cont ainer Image Scan .

We recommend that you set  Cont ainer Image Scan  to the number of images for which you want
to detect  container vulnerabilit ies during the subscript ion period. Security Center identifies an
image based on a unique digest  value. If  the digest  value of an image does not change, the quota
specified by Container Image Scan is deducted only by one from the first  scan. If  the digest  value
of an image changes and the image is scanned again, the quota specified by Container Image Scan
is deducted again. The quota is deducted by one each t ime the digest  value changes. For example,
if  you want to scan 10 images and the total number of t imes the digest  values of the images
change is expected to be 20 within the subscript ion period, set  Cont ainer Image Scan  to 30. This
indicates that the value of Container Image Scan equals the number of images you want to scan
plus the number of t imes the digest  values change.
References:

For more information about the billing details, see Billing.

For more information about how to configure the parameters on the buy page, see Purchase
Security Center.

Not e   If  you want to use only container image scan of Security Center, you can set
Edit ion to and Cont ainer Image Scan  to an appropriate value.

6. Click Buy Now and complete the payment.

Procedure for users of all paid editions
If  you use Security Center , you must upgrade Security Center to the , , or edit ion and specify Container
Image Scan before you can enable container image scan. If  you use the , , or edit ion of Security Center,
you must specify Container Image Scan before you can enable container image scan. For more
information, see Upgrade and downgrade Security Center.

4.3. Add image repositories to
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Before you can use Security Center to scan images, you must add an image repository to Security
Center. This topic describes how to add image repositories to Security Center.

Prerequisites
The feature of container image scan is enabled. For more information, see Enable container image scan.

Image repositories that can be added to Security Center
The following types of image repositories can be added to Security Center:

Image repositories of Container Registry

Third-party image repositories: Harbor repositories and Quay repositories

Add an image repository of Container Registry to Security Center
Container Registry has Enterprise Edit ion and Personal Edit ion. You can synchronize the information
about the images in the image repositories of both Container Registry Enterprise Edit ion and Container
Registry Personal Edit ion to Security Center. However, Security Center can scan the images only of
Container Registry Enterprise Edit ion.

After you configure access to a Container Registry Enterprise Edit ion instance over a virtual private
cloud (VPC), the image repositories of the instance are added to Security Center. For more information,
see Configure access over VPCs.

Add a third-party image repository deployed on a public cloud to
Security Center
If  your third-party image repository is deployed on a public cloud, perform the following steps to add
the image repository to Security Center:

1. 

2. 

3. On the Image Securit y  page, click Int egrat e   in the T hird-part y Image Warehouse   sect ion.

4. In the Int egrat e image reposit ory    panel, configure the parameters.

The following table describes the parameters.

Parameter Description

4.3. Add image repositories to
Security Center
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Privat e reposit ory t ype  

The type of the third-party image repository. Valid values: harbor
and quay.

Not e   Specify Private repository type based on the type
of your image repository.

Version

The version of the third-party image repository. Valid values:

V1: If the version of the image repository is 1.X.X, select this
option.

V2: If the version of the image repository is 2.X.X or later, select
this option.

Communicat ion T ype 
The protocol that you want Security Center to use to communicate
with the third-party image repository. Valid values: ht t p    and
ht t ps   .

Net work T ype 
The network type of the third-party image repository. Valid values:
Public  and VPC.

RegionId
The ID of the region in which the third-party image repository
resides.

IP

The IP address of the third-party image repository.

Not e   If the third-party image repository is deployed on
a hybrid cloud, you must configure the IP parameter.

Domain The domain name of the third-party image repository.

Speed limit

The number of images that can be added to Security Center per
hour. Default value: 10. Valid values:

5

10

30

50

200

500

1000

Unlimit ed

Not ice   If you add a large number of images per hour,
your services may be adversely affected. In most cases, we
recommend that you do not set this parameter to Unlimit ed .

Parameter Description
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Username The username used to access the third-party image repository.

Password The password used to access the third-party image repository.

Parameter Description

5. Click Next .
The third-party image repository is added to Security Center. Then, you can click Scan Set t ings   on
the Image Securit y  page to view the information about the added image repository in the panel
that appears.

Add a third-party image repository deployed on a hybrid cloud to
Security Center
If  your third-party image repository is deployed on a hybrid cloud that is composed of VPCs and data
centers, you must configure traffic forwarding rules and then add the image repository to Security
Center. To add the image repository, perform the following steps:

1. Specify an ECS instance and configure traffic forwarding rules to forward the traffic dest ined for
the ECS instance to an on-premises server on which the third-party image repository resides.

In the following command examples, the traffic on Port  A of the ECS instance is forwarded to Port
B of the on-premises server that uses the IP address of 192.168.XX.XX.

Command examples for CentOS 7

Use firewall-cmd:

firewall-cmd --permanent --add-forward-port=port=<Port A>:proto=tcp:toaddr=<192.168
.XX.XX>:toport=<Port B>

Use iptables:

a. Enable port  forwarding.

# echo "1" > /proc/sys/net/ipv4/ip_forward                                     

b. Configure port  forwarding.

# iptables -t nat -A PREROUTING -p tcp --dport <Port A> -j DNAT --to-destinatio
n <192.168.XX.XX>:<Port B>

Command example for Windows

netsh interface portproxy add v4tov4 listenport=<Port A> listenaddress=* connectaddre
ss=<192.168.XX.XX> connectport=<Port B> protocol=tcp

2. Add the third-party image repository to Security Center.

Make sure that you set  IP to the CIDR block of the vSwitch within the VPC for which you configured
forwarding rules. For more information, see Add a third-party image repository deployed on a
public cloud to Security Center.

What to do next
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You can view the information about the images that are protected by Security Center on the Asset s
page.

Security Center provides the feature of container image scan. You can use the feature to check whether
vulnerabilit ies and malicious samples exist  in your images. This helps ensure a secure runtime
environment for your images. This topic describes how to scan images.

Prerequisites
A Container Registry Enterprise Edit ion instance is purchased or a third-party image repository is
added to Security Center. For more information, see Create a Container Registry Enterprise Edit ion
instance and Add image repositories to Security Center.

Cont ainer Image Scan  is set  to an appropriate value.

Context
Vulnerabilit ies may exist  in the basic system software, middleware, web applications, and databases
that are in your images. The vulnerabilit ies include mining trojans and backdoor programs, which pose
threats to your assets. Security Center allows you to immediately scan images or configure a cycle to
scan for image vulnerabilit ies. For more information, see Immediately scan images and Configure a cycle
to scan for image vulnerabilit ies.

4.4. Scan images
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Not ice   If  your images have been changed, the number of t imes specified by Cont ainer
Image Scan is deducted when you scan images. An image is considered changed when the digest
value of the image changes. Before you scan images, make sure that Cont ainer Image Scan  is set
to an appropriate value.

Immediately scan images
To immediately scan images, click Scan Now on the Image Securit y  page. In the One-Click Scan
dialog box, select  the type of the images that you want to scan and click OK. The following types of
image repositories can be scanned:

ACR: If  you select  acr in the dialog box, Security Center checks whether vulnerabilit ies and malicious
samples exist  in your Container Registry Enterprise Edit ion instance that is created in the Container
Registry console.

Harbor: If  you select  harbor in the dialog box, Security Center checks whether vulnerabilit ies and
malicious samples exist  in the Harbor image repositories that you added to Security Center.

The scan takes approximately 1 minute. You can refresh the Image security scan tab and view the scan
results in the list  of image vulnerabilit ies after 1 minute.

Configure a cycle to scan for image vulnerabilit ies
To scan your assets for image vulnerabilit ies and malicious samples on a regular basis, perform the
following operations to configure a scan cycle:

1. 

2. 

3. In the upper-right corner of the Image Securit y  page, click Scan Set t ings  .

4. In the Scan Set t ings   panel, configure the parameters.

The following table describes the parameters.
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Parameter Description

Number of  Aut horiz at ions   
Consumed/T ot al 
Aut horiz at ions  

The number of image scans that are performed and the total
number of image scans that are allowed. If the number of image
scans that are allowed is about to be used up, you can click
Expand to specify Container Image Scan on the
Upgrade/Downgrade page based on your business requirements.

Scan cycle

The cycle at which you want to scan your images. Valid values:

3 Days

One week

T wo weeks

St op

Scan Scope

The scope of images that you want to scan. To select the scope,
perform the following steps:

i. Click Manage on the right of Scan Scope.

ii. In the Image management  dialog box, select the image
repository that you want to scan.

iii. Click OK.

Scan T ime Range

The period in which you want to scan for image vulnerabilit ies. Valid
values:

Last  day

Last  3 days

Last  7 days

Last  15 days

Last  20 days

Last  90 days

Last  180 days

Last  365 days

Vulnerabilit y ret ent ion  
durat ion

The retention period for detected vulnerabilit ies. The detected
vulnerabilit ies are deleted after the specified retention period. Valid
values:

30 days

60 days

90 days

180 days

After the parameters are configured, Security Center scans your images based on the
configurations.

Manage image repositories
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You can click the Image reposit ory  tab in the Scan Sett ings panel to view the Container Registry
Enterprise Edit ion instances that support  container image scan and the third-party image repositories
that you added to Security Center. The Container Registry instances use the image repositories of the
ACR type. The third-party image repositories are of the Harbor type.

Not e   Security Center automatically adds Container Registry Enterprise Edit ion instances
within your account to the image repository list . You cannot remove the Container Registry
Enterprise Edit ion instances from the image repository list .

If  you want to scan the third-party image repositories that are not displayed on the Image repository
tab, you can click Int egrat e image reposit ory    to go to the Integrate image repository panel and
add your third-party image repositories to Security Center. For more information about the
parameters in the Int egrat e image reposit ory    panel, see Add image repositories to Security
Center.

If  you do not want to scan a third-party image repository that is displayed on the Image repository
tab, you can click Remove in the Operat ion  column for the image repository. In the message that
appears, click OK to remove the image repository.

Not e   The default  image repositories that are displayed on the image repository tab
cannot be deleted. The types of the default  image repositories are acr and defaultAcr.

Configure baseline checks for images
After you configure a cycle to scan your images for vulnerabilit ies, you can also configure baseline
checks for the images.

1. 

2. 

3. In the upper-right corner of the Image Securit y  page, click Scan Set t ings  .

4. In the Scan Set t ings   panel, click the Baseline Conf igurat ion Management    tab.

5. Click Management  to the right of Conf igurat ion Scope  .

6. In the Baseline check scope panel, select  the baselines that you want to check.

Not ice   The baselines that are specified for the Accesskey Leakage Det ect ion   and
Password leakage check parameters below Configuration Scope are the same as those in
the Access Key Leakage and Password leakage sect ions in the Baseline check scope
panel. If  you select  baselines in the Access Key Leakage and Password leakage sect ions in
the Baseline check scope panel, the switches for the Accesskey Leakage Det ect ion   and
Password leakage check parameters below Configuration Scope are turned on. You do not
need to configure these parameters. You can also turn on or off the switches for the
Accesskey Leakage Det ect ion   and Password leakage check parameters to enable or
disable the baseline checks.

7. In the lower-part  of the panel, click OK.
After the configurations are complete, Security Center scans your images and checks the baselines
of the images.

What's next
After Security Center scans your images, you can view the scan results. For more information, see View
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image scan results.

Security Center provides the feature of container image scan to detect  system vulnerabilit ies,
application vulnerabilit ies, baseline risks, and malicious image samples in your images, and displays the
detected risks by category. This way, you can view the overall security status of your images. This topic
describes how to view the risks in your images.

Prerequisites
Container image scans are performed. For more information, see Scan images.

Context
You can use container image scan to detect  only image system vulnerabilit ies, image application
vulnerabilit ies, baseline risks, and malicious image samples. You cannot use this feature to fix the
vulnerabilit ies. We recommend that you handle risks in containers at  the earliest  opportunity based on
the information provided by Security Center. The information includes fixing commands, impact
descript ions, and paths to malicious files.

View image system vulnerabilit ies
1. 

2. 

3. On the Image Securit y  page, click the Image Syst em Vul  tab.

4. On the Image Syst em Vul  tab, view the detected image system vulnerabilit ies.

You can perform the following operations:

View vulnerabilit ies
View the vulnerability names, vulnerability characterist ics, number of affected images, and last
scan t ime.

View vulnerabilit y priorit ies 
The priorit ies of vulnerabilit ies are displayed in different colors in the Affected Assets column.
The number in each row of the column indicates the total number of the assets affected by a
vulnerability. The following list  describes the relat ionship between colors and priorit ies:

Red: High

Orange: Medium

Gray: Low

Not e   We recommend that you fix the vulnerabilit ies that have the High priority at  the
earliest  opportunity.

Search f or vulnerabilit ies 
On the Image Syst em Vul  tab, f ilter vulnerabilit ies by vulnerability priority, instance ID,
repository name, namespace, digest, or vulnerability name. A vulnerability priority can be high,
medium, or low.

4.5. View image scan results
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Not e   You can search for vulnerabilit ies by repository or vulnerability name. Fuzzy
match is supported.

View vulnerabilit y det ails 
Find the vulnerability that you want to view and click View in the Operation column. On the page
that appears, perform the following operations based on your business requirements:

View t he det ails about  t he Alibaba Cloud vulnerabilit y library    
Click the CVE ID to go to the Alibaba Cloud vulnerability library.

This library displays detailed information about the vulnerability, including the vulnerability
descript ion, basic information, and solut ion.
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View f ixing commands and impact  descript ions  
Click Det ails  to view the fixing commands and impact descript ions.

Fix Command: the fixing command.

Impact  descript ion  :

Sof t ware  : the image version.

Cause: the reason why the image is exposed to this vulnerability. In most cases, the
reason is that the current version is outdated.

Pat h : the path of the image on the server.

Image Layer: the image layer on which the vulnerability is detected.

Caut ion : important notes, prevention t ips, and references for the vulnerability.

Not e   Security Center does not support  quick fixes of image system vulnerabilit ies.
You can manually locate and fix the vulnerabilit ies based on the fixing commands and
impact descript ions. After you fix an image system vulnerability, click Scan Now on the
Image Securit y  page to update the vulnerability status on the Image Syst em Vul  tab.

Export  t he list  of  image syst em vulnerabilit ies     

You can click the  icon in the upper-right corner of the vulnerability list  to export  the list  of

image system vulnerabilit ies with a few clicks.

View image application vulnerabilit ies
1. 

2. 

3. On the Image Securit y  page, click the Image Applicat ion Vul  tab.

4. On the Image Applicat ion Vul  tab, view the detected image application vulnerabilit ies.

You can perform the following operations:

View vulnerabilit y announcement s 
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You can view vulnerability names, vulnerability characterist ics, number of affected images, and
last  scan t ime.

View vulnerabilit y priorit ies 
The priorit ies of vulnerabilit ies are displayed in different colors in the Affected Assets column.
The number in each row of the column indicates the total number of the assets affected by a
vulnerability. The following list  describes the relat ionship between colors and priorit ies:

Red: High

Orange: Medium

Gray: Low

Not e   We recommend that you fix the vulnerabilit ies that have the High priority at  the
earliest  opportunity.

Filt er vulnerabilit ies 
On the Image Applicat ion Vul  tab, f ilter vulnerabilit ies by vulnerability priority, instance ID,
repository name, namespace, digest, or vulnerability name. A vulnerability priority can be high,
medium, or low.

Not e   You can search for vulnerabilit ies by repository or vulnerability name. Fuzzy
match is supported.

View vulnerabilit y det ails 
Find the vulnerability that you want to view and click View in the Operation column. On the page
that appears, perform the following operations based on your business requirements:

View t he det ails about  t he Alibaba Cloud vulnerabilit y library    
Click the CVE ID to go to the Alibaba Cloud vulnerability library.
This library displays detailed information about the vulnerability, including the vulnerability
descript ion, basic information, and solut ion.

View t he f ixing commands and impact  descript ions   
Click Det ails  to view the fixing commands and impact descript ions.

Fix Command: the fixing command.

Impact  descript ion  :

Sof t ware  : the image version.

Cause: the reason why the image is exposed to this vulnerability. In most cases, the
reason is that the current version is outdated.

Pat h : the path of the image on the server.

Image Layer: the image layer on which the vulnerability is detected.

Caut ion : important notes, prevention t ips, and references for the vulnerability.

Export  t he list  of  image applicat ion vulnerabilit ies     

You can click the  icon in the upper-right corner of the vulnerability list  to export  the list  of

image application vulnerabilit ies with a few clicks.

View the results of image baseline checks
1. 
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1. 

2. 

3. On the Image Securit y  page, click the Image Baseline Check tab.

4. On the Image Baseline Check tab, view the results of image baseline checks.

You can perform the following operations:

Filt er t he result s of  image baseline checks   
You can use the filter above the results of image baseline checks to search for results by severity.
The severity can be Import ant  , Medium risk, or Low. You can also enter search condit ions in the
search box above the results of image baseline checks to search for results by baseline name or
type.

View t he result s of  image baseline checks  
In the results of image baseline checks, you can view the information such as Baseline
Name/Cat egory , Af f ect ed Mirrors   , Lat est  scan t ime   , First  Scan T ime  , and St at us  .

View t he det ails about  t he result  of  an image baseline check     
In the results of image baseline checks, you can find a baseline and click Det ails  in the
Operat ion  column to view the details about the result . You can view information such as the
addresses and versions of the images that are affected by the baseline, and the number of
baseline risks detected on the images. You can find an image and click Det ails  in the Operat ion
column. In the At -Risk It ems   panel, you can view the details about the risk items of the image.

Export  t he result s of  image baseline checks   

You can click the  icon in the upper-right corner of the results of image baseline checks to

export  the results with a few clicks.

View malicious image samples
1. 

2. 

3. On the Image Securit y  page, click the Image Malicious Sample tab.

4. On the Image Malicious Sample tab, view the detected malicious image samples.

Not ice   A malicious image sample may change the memory attributes from readable and
writable to readable and executable or modify the network proxy sett ings to intrude into your
server. We recommend that you handle the malicious image samples at  the earliest
opportunity.

You can perform the following operations:

Filt er malicious image samples
In the upper-left  corner of the list  of malicious image samples, select  Urgent , Suspicious, or
Not ice  to query malicious image samples. You can also filter malicious image samples by instance
ID, repository name, namespace, digest, or malicious sample name.

View malicious image samples
In the list  of malicious image samples, you can view the sample names, number of affected
images, f irst  scan t ime, last  scan t ime, and processing status.

View t he det ails about  a malicious image sample  
Find the malicious image sample whose details you want to view and click Det ails  in the
Operat ion  column.
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Export  t he list  of  malicious image samples   

You can click the  icon in the upper-right corner of the sample list  to export  the list  of

malicious image samples with a few clicks.
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This topic provides answers to some frequently asked questions about Security Center features. The
features include vulnerability f ixing, baseline check, and configuration assessment.

FAQ about  Linux sof t ware vulnerabilit ies   

How do I manually detect  Linux software vulnerabilit ies on my servers?

How do I view the current software version and vulnerability details?

How do I update kernel 3.1* to kernel 4.4 on Ubuntu 14.04?

Do I need to restart  my server after I f ix a vulnerability?

What do I do if  Security Center continues to send a vulnerability alert  to me after I update the
kernel?

What do I do If  no update is released for the software package that has a vulnerability?

How do I view the parameters of Linux software vulnerabilit ies?

FAQ about  vulnerabilit y f ixes  

How do I f ix vulnerabilit ies?

I want to fix mult iple vulnerabilit ies at  a t ime in the Security Center console. What is the fixing
order?

I fail to create a snapshot when I f ix a vulnerability. Why? What do I do?

Why does Security Center continue to send alerts to me after I f ix vulnerabilit ies? What do I do?

What do I do if  the "An error occurred while obtaining the permission. Check the permission and try
again." message appears when I f ix a vulnerability?

Why are the records of the detected vulnerabilit ies st ill displayed in the Security Center console
after the Security Center agent is disabled or disconnected from Alibaba Cloud?

How do I delete a Windows patch from the directory of the Security Center agent?

Can Security Center detect  Elast icsearch vulnerabilit ies?

How do I handle a connection t imeout between my server and the YUM repository of Alibaba
Cloud?

The "Invalid token" error message appears when I f ix a vulnerability. What do I do?

What do I do if  Security Center fails to verify the fix of a system vulnerability?

Can Security Center automatically verify the fix of a vulnerability that requires a system restart?

Why does the state of a vulnerability remain unchanged when I verify the vulnerability f ix?

Why does Security Center fail to roll back a fix for a vulnerability?

FAQ about  vulnerabilit y scans 

What do I do if  I cannot enable the vulnerability detect ion feature for a server on the Assets page?

Are my workloads affected when Security Center scans for urgent vulnerabilit ies?

Why are the results different when Security Center scans mult iple t imes for fast json urgent
vulnerabilit ies?

How often does Security Center detect  vulnerabilit ies?

Can Security Center detect  system- and application-layer vulnerabilit ies?

FAQ about  baseline checks

What do I do if  Security Center fails to verify a fixed baseline check risk?

5.FAQ
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What are the differences between baselines and vulnerabilit ies?

How do I manually detect Linux software vulnerabilit ies on my
servers?
You can use command lines to manually detect  Linux software vulnerabilit ies on your servers. For more
information, see How do I manually detect Linux software vulnerabilit ies?

We recommend that you use the feature provided by Security Center to detect  Linux software
vulnerabilit ies. This feature automatically detects vulnerabilit ies in a t imely manner on a regular basis.

How do I view the current software version and vulnerability details?
Security Center compares the software version on your server with the software version that has
Common Vulnerabilit ies and Exposures (CVE) to determine whether your server contains software
vulnerabilit ies. To view vulnerability details of the current software version, you can use one of the
following methods:

View t he current  sof t ware version and vulnerabilit y det ails in t he Securit y Cent er console        
Log on to the . In the left-side navigation pane, choose Precaut ion  > Vulnerabilit ies . On the
Vulnerabilit ies page, you can view the system software version and vulnerability details. For more
information about Linux software vulnerabilit ies, see How do I view the parameters of Linux software
vulnerabilit ies?.

View det ails of  t he current  sof t ware version on your server     
You can run a command to view details of the current software version:

Cent OS
Run the  rpm -qa | grep xxx  command.  xxx  specifies the name of the software package. For
example, you can run the  rpm -qa | grep bind-libs  command to view the version details of
the  bind-libs  software package.

Ubunt u and Debian
Run the  dpkg-query -W -f '${Package} -- ${Source}\n' | grep xxx  command.  xxx 
specifies the name of the software package. For example, you can run the  dpkg-query -W | grep
bind-libs  command to view the version details of the  bind-libs  software package.

Not e   If  the specified software package is not found, run the  dpkg-query -W 
command to view all the software that is installed on your server.

After you obtain the version details of the software, compare the version details with the details of
the Linux software vulnerabilit ies detected by Security Center. In the details of a vulnerability,
Sof t ware   and Cause indicate the version of the current software and the reason based on which
Security Center determines that your server has the vulnerability.

Not e   After you update a piece of software, Security Center may collect  the remaining files
of the old software version and generate a vulnerability alert  on the remaining files. In this case,
we recommend that you ignore this alert . Also, you can run the  yum remove  or  apt-get remov
e  command to delete the software package of the old version. Before you delete the package,
make sure that the old software version is no longer required by your workloads or applications.

How do I update kernel 3.1* to kernel 4.4 on Ubuntu 14.04?

Precaut ions·FAQ Securit y Cent er

127 > Document  Version: 20220704

https://www.alibabacloud.com/help/doc-detail/87200.htm#concept-ej5-py4-r2b


Not ice   Risks may arise when you update the kernel version. We recommend that you follow
the instruct ions provided in Fix software vulnerabilit ies.

To update kernel 3.1* to kernel 4.4 on Ubuntu 14.04, perform the following steps:

1. Run the  uname -av  command to confirm that the kernel version is 3.1*.

2. Run the following commands to check whether the latest  kernel update package is available:

apt list | grep linux-image-4.4.0-94-generic
apt list | grep linux-image-extra-4.4.0-94-generic

3. If  no package is available, run the  apt-get update  command to obtain the latest  update
package.

4. Run the following commands to install the latest  update package:

apt-get update && apt-get install linux-image-4.4.0-94-generic
apt-get update && apt-get install linux-image-extra-4.4.0-94-generic

5. After the update package is installed, restart  the server to load the kernel.

6. After the server is restarted, run the following commands to verify the update:

Run the  uname -av  command to query the current kernel version.

Run the  dpkg -l | grep linux-image  command to query the details of the current kernel.

Do I need to restart my server after I fix a vulnerability?
Windows servers:
After you fix a Windows system vulnerability in the Security Center console, you must restart  your
server to validate the fix.
This applies to all servers that run Windows.

Linux servers:
After you fix a Linux kernel vulnerability in the Security Center console, you must restart  your server to
validate the fix. This applies if  one of the following condit ions are met:

Your server runs Linux, and the vulnerability that you fix is a Linux kernel vulnerability.
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On the Linux Sof t ware   tab, the vulnerability that you fix is tagged with Rest art  Required  . You
can perform the following steps to go to the Linux Software tab: Log on to the . In the left-side
navigation pane, choose Precaut ion  > Vulnerabilit ies .

What do I do if Security Center continues to send a vulnerability alert
to me after I update the kernel?
This issue may occur if  the remaining files of the old kernel version exist . If  you confirm that the alert  is
triggered due to the remaining files of the old kernel version, you can ignore this alert  or delete the
remaining files. To fix this issue, you can perform the following steps:

1. After the kernel is updated, run the  uname -av  and  cat /proc/version  commands to view
the current kernel version. Make sure that the current kernel version meets the requirement that is
described in the vulnerability details.

2. Run the  cat /etc/grub.conf  command to query the configuration file. Make sure that the
current system uses the latest  kernel version.

3. Security Center determines whether your server contains Linux software vulnerabilit ies based on the
kernel version. If  your system contains the Redhat Package Manager (RPM) package of the old
kernel version, the package is detected by Security Center, which then generates an alert . Make sure
that your system does not contain the RPM package of the old kernel version. If  your system
contains the RPM package of the old kernel version, delete the package.

Not e   Before you delete the RPM package of the old kernel version, make sure that the
current system uses the latest  kernel version. We recommend that you create a snapshot of
your system before you delete the RPM package of the old kernel version. If  exceptions occur,
you can use the snapshot to restore your system.

If you do not want to delete the RPM package of the old kernel version, you can perform the following
steps to ignore the alerts that are generated on the old kernel version. Before you ignore the alerts,
make sure that the current system uses the latest  kernel version.

1. Log on to the Security Center console.

2. In the left-side navigation pane, choose Precaut ion  > Vulnerabilit ies .

3. Click the Linux Sof t ware   tab, f ind the required vulnerability, and then click the vulnerability name.
The panel that displays the vulnerability details appears.

4. In the Act ions column, click the  icon and select  Ignore.

What do I do If no update is released for the software package that
has a vulnerability?
Perform the following operations based on your business requirements:

You may receive one of the following messages when you update software to fix a vulnerability:

Package xxx already installed and latest version
Nothing to do
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or

No Packages marked for Update

In this case, wait  until an official update of the software package is available.
The following software packages do not have available updates:

Gnutls

Libnl

MariaDB

After you update the software package to the latest  version, the software package may st ill fail to
meet the version requirement that is described in the Security Center console.
In this case, check whether the operating system version of your server is supported. For example,
since September 1, 2017, CentOS 6.2 to 6.6 and CentOS 7.1 are no longer supported. If  your
operating system version is not supported, we recommend that you ignore the vulnerability in the
Security Center console or update the operating system of your server. If  you ignore the vulnerability,
the risk may st ill exist .

How do I view the parameters of Linux software vulnerabilit ies?
You can log on to the , choose Precaut ion  > Vulnerabilit ies , and then click the Linux Sof t ware   tab
to view Linux software vulnerabilit ies that are detected on your assets. You can click the name of a
specific vulnerability to go to the details page. The following list  describes the parameters of Linux
software vulnerabilit ies:

Vulnerabilit y
The notice name of a Linux software vulnerability. The name starts with CVE, RHSA, or USN. Example:
RHSA-2016:2972: vim security update.

Impact
The vulnerability impact score, which is based on the open criteria Common Vulnerability Scoring
System (CVSS). The score indicates the severity of a vulnerability, which allows you to priorit ize the
vulnerability.

CVE ID
The CVE ID of a vulnerability. Example: CVE-2016-XXXX. The CVE system provides a reference method
for public information-security vulnerabilit ies and exposures. You can query the information about
vulnerability f ixes from all databases that are compatible with CVE to solve security issues.

Priorit y
The priority of a vulnerability. Valid values: High, Medium, and Low.
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Not e   The vulnerability priority in the preceding figure is Medium. You can fix the
vulnerabilit ies based on your business requirements.

The following vulnerabilit ies have the High priority:

Vulnerabilit ies that attackers can exploit  to obtain permissions on the operating system of your
server.

Vulnerabilit ies that attackers can exploit  to obtain sensit ive data and cause data leaks.

Vulnerabilit ies that can cause unauthorized access to sensit ive data.

Vulnerabilit ies that can cause large-scale impacts.

The following vulnerabilit ies have the Medium priority:

Vulnerabilit ies that attackers can exploit  to indirectly obtain permissions on the operating
system of your server and applications.

Vulnerabilit ies that attackers can exploit  to read, write, download, or delete files.

Vulnerabilit ies that can cause sensit ive data leaks.

Vulnerabilit ies that can cause workload disruption or remote denial-of-service attacks.

The following vulnerabilit ies have the Low priority:

Vulnerabilit ies that affect  users only during system and user interact ions.

Vulnerabilit ies that attackers can exploit  to perform unauthorized operations.

Vulnerabilit ies that attackers can exploit  after the attackers change the configurations of on-
premises machines or obtain important information.

Vulnerabilit ies that can cause on-premises denial-of-service attacks.

Vulnerabilit ies that have minor impacts.

Impact  descript ion 
The information about the current version of the software, the reason based on which the
vulnerability is detected, and the path of the vulnerability program on your server.
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In the panel that displays the details of a vulnerability, you can click Det ails  in the Act ions column to
view the impact descript ion of the vulnerability.

The impact descript ion includes the following items:

Sof t ware  : the current version of the software. In the preceding figure, the version of mariadb-libs
is 5.5.52-1.el7.

Cause: the reason based on which the vulnerability is detected. In most scenarios, the reason is
that the software is outdated. In the preceding figure, the vulnerability is detected because the
version of mariadb-libs is earlier than 1:5.5.56-2.el7.

Pat h : the path of the vulnerability program on your server. In the preceding figure, the path of
mariadb-libs is /etc/ld.so.conf.d/mariadb-x86_64.con.

Act ions
You can perform the following operations on a detected Linux software vulnerability:

Fix: Fix the vulnerability.

Verify: Check whether the vulnerability is f ixed.

Ignore: Ignore the vulnerability.

For more information, see View and handle Linux software vulnerabilit ies.

How do I fix vulnerabilit ies?
Security Center can detect  Linux software vulnerabilit ies, Windows system vulnerabilit ies, Web-CMS
vulnerabilit ies, application vulnerabilit ies, and urgent vulnerabilit ies. However, Security Center can fix
only Linux software vulnerabilit ies, Windows system vulnerabilit ies, and Web-CMS vulnerabilit ies.
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Log on to the . In the left-side navigation pane, click Vulnerabilit ies. On the Vulnerabilit ies  page, find
the Linux software vulnerability, Windows system vulnerability, or Web-CMS vulnerability that you want
to fix and click Fix in the Act ions column. You can create a snapshot before you fix a Linux software
vulnerability or Windows system vulnerability. After you fix a vulnerability, the status of the vulnerability
that requires a system restart  changes to Handled (T o Be Rest art ed)   . You must restart  your server as
instructed before you check whether the vulnerability is f ixed.

For urgent vulnerabilit ies and application vulnerabilit ies, you can manually fix the vulnerabilit ies based
on the fix suggestions that are provided in the vulnerability details panel. After you fix a vulnerability,
you can check whether the vulnerability is f ixed on the Vulnerabilit ies page.

I want to fix multiple vulnerabilit ies at a t ime in the Security Center 
console. What is the fixing order?
Linux software vulnerabilit ies and Web-CMS vulnerabilit ies are fixed based on the order of vulnerabilit ies
on the vulnerability list  in the Security Center console. For specific Windows system vulnerabilit ies, pre-
patches are required before Security Center can fix the vulnerabilit ies. When mult iple Windows system
vulnerabilit ies are fixed, vulnerabilit ies that require pre-patches are fixed before other vulnerabilit ies.
Other vulnerabilit ies are fixed based on the order of vulnerabilit ies on the vulnerability list  in the Security
Center console.

I fail to create a snapshot when I fix a vulnerability. Why? What do I
do?
When you fix a vulnerability, you may fail to create a snapshot due to the following reasons:

A RAM user is used to fix the vulnerability: If  the RAM user does not have the permissions to create a
snapshot, the Security Center console prompts that you cannot create a snapshot. We recommend
that you use an Alibaba Cloud account to create a snapshot. For more information about RAM users,
see Overview of RAM users.

Your server is not deployed on Alibaba Cloud: You can create snapshots to fix vulnerabilit ies only
when your server is deployed on Alibaba Cloud.

Why does Security Center continue to send alerts to me after I fix
vulnerabilit ies? What do I do?
This issue occurs because your server is not restarted and the restart  is required after you fix
vulnerabilit ies. The vulnerabilit ies refer to Linux kernel vulnerabilit ies in this situation. To restart  your
server, go to the panel that displays vulnerability details and click Rest art   in the Act ions column. After
your server is restarted, you can click Verif y  in the Act ions column. If  the status of the vulnerability
changes to Handled, the vulnerability is f ixed.

What do I do if the "An error occurred while obtaining the
permission. Check the permission and try again." message appears
when I fix a vulnerability?
This issue occurs because your account does not have permissions to manage the file required to fix the
vulnerability. We recommend that you find the vulnerability that you want to fix in the Security Center
console and click the vulnerability name. In the panel that appears, view the details of the vulnerability
and check whether the owner of the file is the root user. If  the owner is not the root user, you must
change the owner to the root user. Then, you can go back to the to fix the vulnerability.
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Why are the records of the detected vulnerabilit ies still displayed in
the Security Center console after the Security Center agent is
disabled or disconnected from Alibaba Cloud?
The records of detected vulnerabilit ies are displayed in the Security Center console after the Security
Center agent is disabled or disconnected from Alibaba Cloud.

After the Security Center agent is disabled or disconnected from Alibaba Cloud for more than three
days, all detected vulnerabilit ies become invalid. In this case, you cannot perform operations on the
vulnerabilit ies. For example, you cannot fix the vulnerabilit ies or delete the records of the vulnerabilit ies.

If  you do not renew Security Center within seven days after Security Center expires, your data is
released and deleted, and the detected vulnerabilit ies are no longer displayed.

How do I delete a Windows patch from the directory of the Security
Center agent?
If  you use the Security Center agent to fix a Windows system vulnerability, the Security Center agent
automatically downloads, installs, and deletes the patch. If  the Security Center agent does not delete
the patch three days after the vulnerability is f ixed, perform the following steps to manually delete the
patch:

1. Log on to the .

2. In the left-side navigation pane, click Set t ings  .

3. Optional. Disable client  protect ion for the Security Center agent.
If  client  protect ion was never enabled, skip this step and go to the next  step.
If  client  protect ion is enabled, all process files in the directory of the Security Center agent are
protected. In this case, Security Center rejects your requests to delete or download a process file
from the directory of the Security Center agent.

4. Log on to your server as an administrator.

5. Find the patch and manually delete the patch.
The path of the patch is C:\Program Files (x86)\Alibaba\Aegis\globalcfg\hotfix.

Can Security Center detect Elasticsearch vulnerabilit ies?
Yes, Security Center can detect  Elast icsearch vulnerabilit ies.

You can perform the following steps: Log on to the . In the left-side navigation pane, choose
Precaut ion  > Vulnerabilit ies  and click the Applicat ion  tab. Then, check whether Elast icsearch
vulnerabilit ies exist .

Not e   Only the and edit ions of Security Center can detect  application vulnerabilit ies. If  you
use the , , or edit ion and want to detect  application vulnerabilit ies, you must upgrade Security
Center to the Enterprise edit ion.

How do I handle a connection timeout between my server and the
YUM repository of Alibaba Cloud?
If  a connection t imes out, the following error message appears:

[Errno 12] Timeout on http://mirrors.aliyun.com/centos/6/os/x86_64/repodata/repomd.xml: (28
, 'connect() timed out!')
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Make sure that the DNS sett ings of your server are correct, and wait  a while. If  the issue persists, submit
a t icket  to contact  after-sales service.

The "Invalid token" error message appears when I fix a vulnerability.
What do I do?
If  you receive the Invalid t oken  error message in the Security Center console, you can refresh the
current page and log on to the console again.

Not e   You can press Ctrl+F5 to forcibly refresh the current page.

What do I do if Security Center fails to verify the fix of a system
vulnerability?
To fix this issue, perform the following steps:

1. Check the version information of the vulnerability.

2. Check whether the system uses the YUM repository of Alibaba Cloud.

3. Check whether the fix is verified after a system update.

Not e   You must restart  the system after you update the kernel.

4. Check whether the dest ination version of the software update is earlier than the version
recommended by Security Center. A later version is required.

If  the issue persists, we recommend that you update the operating system.

Can Security Center automatically verify the fix of a vulnerability
that requires a system restart?
No, Security Center cannot automatically verify the fix of a vulnerability that requires a system restart .

If  a vulnerability is f ixed and a system restart  is required to verify the fix, the state of the vulnerability is
Handled (T o Be Rest art ed)   . Security Center scans for vulnerabilit ies on a daily basis. After you fix
vulnerabilit ies of this type, Security Center no longer detects these vulnerabilit ies. In this case, Security
Center retains the information about these vulnerabilit ies for three days. Make sure that networks can
work as expected and no other factors can affect  vulnerability detect ion. After three days, the
vulnerability information is deleted.

Why does the state of a vulnerability remain unchanged when I
verify the vulnerability fix?
After you run the command generated by Security Center to fix a Linux software vulnerability, the Linux
software is updated. The new software version meets the requirement described on the
Vulnerabilit ies  page of the Security Center console. However, when you click Verif y  in the panel that
displays the details of the vulnerability, the state of the vulnerability does not change to Fixed.

To handle this issue, perform the following steps:

Check the priorit ies of the vulnerabilit ies that are detected by Security Center
Perform the following steps:

i. Log on to the Security Center console.

ii. In the left-side navigation pane, choose Precaut ion  > Vulnerabilit ies .

iii. On the Vulnerabilit ies  page, click Set t ings   in the upper-right corner.
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iv. In the Set t ings   panel, view Vul scan level.

If  you do not select  a specific priority, Security Center does not automatically update the information
about the vulnerabilit ies that have the priority. You can select  priorit ies based on your business
requirements.

Check whether the version of the Security Center agent is outdated
If the version of the Security Center agent on your server is outdated, Security Center may not be
able to detect  vulnerabilit ies. If  the Security Center agent is not automatically updated, we
recommend that you manually install the latest  version. For more information, see Install the Security
Center agent.

Check whether the Security Center agent is disconnected from Alibaba Cloud
If the Security Center agent on your server is disconnected from Alibaba Cloud, you cannot verify the
fix for the vulnerability. We recommend that you troubleshoot the issue and ensure that the Security
Center agent is connected to Alibaba Cloud. For more information, see Identify why the agent is offline.

Why does Security Center fail to roll back a fix for a vulnerability?
To handle this issue, perform the following steps:

1. Make sure that the Security Center agent on your server is connected to Alibaba Cloud. If  the
Security Center agent is disconnected from Alibaba Cloud, troubleshoot the issue. For more
information, see Identify why the agent is offline.

2. Check whether the files related to this vulnerability are manually modified or deleted.

Not e   If  the related files are manually modified or deleted after the vulnerability is f ixed,
Security Center cannot roll back the fix.

What do I do if I cannot enable the vulnerability detection feature
for a server on the Assets page?
In the upper-right corner of the Vulnerabilit ies  page, click Set t ings  . In the Sett ings panel, you can
select  the servers for which you want to enable the vulnerability detect ion feature. In the following
figure, "Scan-Disabled: 4" indicates that Security Center cannot detect  Linux software vulnerabilit ies for
four servers. To enable Security Center to detect  Linux software vulnerabilit ies for the servers, click
Manage.

Are my workloads affected when Security Center scans for urgent
vulnerabilit ies?
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Security Center checks whether your assets contain urgent vulnerabilit ies based on the preliminary
detect ion principle. Security Center sends one or two TCP request  packets to the IP addresses of all
your Elast ic Compute Service (ECS) or Server Load Balancer (SLB) instances. The packets do not contain
malicious behavior. The feature of urgent vulnerability detect ion was tested on millions of IP addresses
and showed highly stable and reliable performance. However, test  environments cannot cover all
scenarios. Therefore, unknown risks may st ill occur. For example, if  the business logic of some websites is
vulnerable, one or two TCP request  packets may cause the server to fail. In this case, your business
system may be at  risk.

Why are the results different when Security Center scans multiple
times for fastjson urgent vulnerabilit ies?
Whether fast json vulnerabilit ies can be detected is based on whether JAR packages are loaded. A web
server loads JAR packages in dynamic mode or stat ic mode. In dynamic mode, fast json vulnerabilit ies can
be detected only if  JAR packets are running. Therefore, the scan results are different. We recommend
that you scan for fast json vulnerabilit ies mult iple t imes to improve the accuracy of scan results.

How often does Security Center detect vulnerabilit ies?
Security Center can detect  vulnerabilit ies such as Linux software vulnerabilit ies, Windows system
vulnerabilit ies, Web-CMS vulnerabilit ies, urgent vulnerabilit ies, and application vulnerabilit ies. You can fix
the detected vulnerabilit ies. The following table lists the default  scan cycle and scan mode for
vulnerabilit ies of each type.

Type

Linux
software
vulnerabilit i
es

An automatic
scan every two
days

An automatic
scan every day

An automatic
scan every day

An automatic
scan every day

An automatic
scan every day

Windows
system
vulnerabilit i
es

An automatic
scan every two
days

An automatic
scan every day

An automatic
scan every day

An automatic
scan every day

An automatic
scan every day

Web-CMS
vulnerabilit i
es

An automatic
scan every two
days

An automatic
scan every day

An automatic
scan every day

An automatic
scan every day

An automatic
scan every day

Application
vulnerabilit i
es

Not supported Not supported Not supported

An automatic
scan every
week. The
automatic scan
cycle can be
modified.

An automatic
scan every
week. The
automatic scan
cycle can be
modified.

Urgent
vulnerabilit i
es

Not supported Not supported

Not supported.
You can
specify a scan
cycle to
perform
periodic scans.

Not supported.
You can
specify a scan
cycle to
perform
periodic scans.

Not supported.
You can
specify a scan
cycle to
perform
periodic scans.
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If  you want to enable or disable scans for vulnerabilit ies of a specific type, or modify the scan cycles for
application vulnerabilit ies and urgent vulnerabilit ies, click Set t ings   in the upper-right corner of the
Vulnerabilit ies page. For more information, see Configure vulnerability settings. If  you want to immediately
scan for vulnerabilit ies on your assets, you can use the quick scan feature that is provided by Security
Center. For more information, see Use the quick scan feature.

After the vulnerability detect ion is complete, choose Precaut ion  > Vulnerabilit ies  in the to view the
detect ion results and handle vulnerabilit ies if  vulnerabilit ies are detected.

Can Security Center detect system- and application-layer
vulnerabilit ies?
Yes, Security Center can detect  system- and application-layer vulnerabilit ies.

What do I do if Security Center fails to verify a fixed baseline check
risk?
To handle this issue, perform the following steps:

Check whether the version of the Security Center agent is outdated
If the version of the Security Center agent on your server is outdated, Security Center may fail to
verify a fixed baseline risk. If  the Security Center agent is not automatically updated, we recommend
that you manually install the latest  version. For more information, see Install the Security Center agent.

Check whether the Security Center agent is connected to Alibaba Cloud
If the Security Center agent on your server is disconnected from Alibaba Cloud, Security Center
cannot verify a fixed baseline risk. Make sure that the Security Center agent on your server is
connected to Alibaba Cloud. For more information, see Identify why the agent is offline.

What are the differences between baselines and vulnerabilit ies?
Baselines describe the minimum security requirements for system configurations and management.
Baselines include service and application configurations, configurations for operating system
components, permission sett ings, and system management rules. The baseline check feature of Security
Center provides security checks for your operating systems, databases, software, and containers. This
feature supports the following baseline types: weak passwords, account permissions, identity
authentication, password policies, access control, security audit , and intrusion prevention. This way, you
can improve system security based on the check results and suggestions provided by Security Center.
For more information about check items, see Baselines.

Baseline check is a value-added feature of Security Center. Only users of the , , or edit ion can use this
feature. Users of the or edit ion must upgrade Security Center to the Advanced or Enterprise edit ion to
use this feature. For more information about upgrades, see Upgrade and downgrade Security Center.
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