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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yle  Descript ion  Example

 Danger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:

Resetting will result  in the loss of user
configuration data.

 Warning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ings   > Net work > Set  net work 
t ype .

Bold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}

Securit y Cent er Operat ion·Document  convent ions

> Document  Version: 20220613 I



Table of Contents
1.Create a security report 

2.Task management 

2.1. Overview 

2.2. Create a task 

2.3. View the details of a task 

3.Use the container signature feature 

4.Use the multi-account control feature 

05

08

08

09

12

14

17

Securit y Cent er Operat ion·Table of Cont ent s

> Document  Version: 20220613 I



Security Center provides the security report  feature. You can create security reports and specify the
email addresses to which security reports are sent on a regular basis. This way, you can monitor the
security status of your assets at  the earliest  opportunity. This topic describes how to create a security
report.

Procedure
1. 

2. 

3. On the Report s  page, click Creat e Report  .

Not ice   In addit ion to the exist ing default  security report, you can create up to nine
security reports.

4. On the Add report  page, configure the parameters.

The following table describes the parameters.

Parameter Description

Report  Name  The name of the security report.

Report  T ype 

The type of the security report. Valid values:

Daily

Weekly

Mont hly

Cust om

If you set this parameter to Custom, you must set Dat a
Collect ion Period  to a t ime range in which the security statistics
are collected for the report.

Report  T ime 

The time range during which the security report is sent.

Not e   The interval between the start t ime and the end
time must be greater than or equal to 2 hours.

Dat a Collect ion Period 

The time range during which the security statistics are collected for
the report. This parameter is required only if you set the Report
Type parameter to Cust om . You can set this parameter to a t ime
range within last 30 days.

Language
The language of the content in the security report. Valid values:
Simplif ied Chinese  and English.

1.Create a security report
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Recipient

The email address that is used to receive the security report. If you
want to enter multiple email addresses, press Enter after each
input.

Not e   You must enter an email address that is verified.
To verify an email address, perform the steps that are provided
in the verification email.

Parameter Description

5. Click Next  to go to the report  details page.

6. In the left-side sect ion of the report  details page, select  the items whose stat ist ics you want to
include in the security report.

The items include Issue Resolved, Asset s , Alert s , Vulnerabilit ies , Baseline check, and At t ack  .

7. Click Save. The security report  is created.
You can view the security report  that you create on the Report s  page. By default , a newly created
report  is enabled. Security Center sends the security report  to the specified email addresses within
the t ime range that you specified for the Report  T ime   parameter.

What to do next
On the Report s  page, you can perform the following operations based on your business requirements:

Immediat ely send a securit y report 

After you create a security report  whose stat ist ics are collected in a custom t ime range, you can click
Send Now. Then, Security Center immediately sends the security report  to the recipients that you
specify.

Not e   You cannot perform this operation on daily, weekly, and monthly security reports.

St op sending a securit y report 

By default , a newly created report  is enabled. Security Center sends the security report  to the
specified email addresses within the t ime range that you specified for the Report  T ime   parameter. If

you no longer require the security report, you can click the  icon below the report. The security

report  is no longer sent to the specified email addresses.

Modif y, clone, or delet e a securit y report  

You can modify, clone, or delete an exist ing security report.

You can click Edit  below a security report  to modify the basic information and content of the
security report.

Not e   The Report  T ype   parameter of the default  security report  is set  to Daily. You
cannot modify the Report  T ype   parameter of the default  security report.

You can click Clone below a security report  to clone the security report.

Operat ion·Creat e a securit y report Securit y Cent er
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You can click Delet e  below a security report  to delete the security report. A deleted security
report  cannot be recovered. Proceed with caution.

Not e   The default  security report  cannot be deleted.

Export  a securit y report 

You can click Export  below a security report  to download the report. The report  is saved as an HTML
file.

Securit y Cent er Operat ion·Creat e a securit y report
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Security Center provides automatic orchestrat ion and response capabilit ies on the Playbook page. This
allows you to orchestrate the logic of repetit ive tasks in the response to security events into automatic
processing policies and helps you reinforce the security of your system. After you create an automatic
vulnerability f ixing task, the task automatically runs on the assets that you select. This topic describes
the operations that you can perform on the tabs such as Policy Center and Task Management.

Background information
You can create only automatic vulnerability f ixing tasks on the Playbook page.

Operations on the Policy Center tab
The Policy Cent er  tab displays the template policy named Aut omat ic bat ch vulnerabilit y f ixing    
policies that is provided by Security Center. This template policy can be used to automatically fix
vulnerabilit ies on mult iple servers. To create policies by using this template policy, perform the
following operations: In the Act ions column, click Clone. A policy is created and is added to the My
Policy tab.

Operations on the My Policy tab
The My Policy tab displays information about created policies. The information includes the names,
types, modes, creation t ime, and last  update t ime. On the tab, you can create tasks by using an exist ing
policy. For more information, see Create a task.

Operations on the Task Management tab
The T ask Management   tab displays the information about created tasks. The information includes
the names, the number of t imes that the tasks have been executed, modes, creation t ime, end t ime,
and task status. On the tab, you can view the details of the created tasks. For more information, see
View the details of a task.

2.Task management
2.1. Overview

2.2. Create a task

Operat ion·Task management Securit y Cent er
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You can quickly create an automatic vulnerability f ixing task by using an exist ing policy on the My Policy
tab of the Playbook page. After you create a task, the task automatically fixes the vulnerabilit ies that
are detected on the selected servers from the specified start  t ime. This helps you reinforce the security
of your system. This topic describes how to create a task.

Prerequisites

The policy that is used to create a task is added to the My Policy tab.

Context
The tasks that are created on the Playbook page can fix Linux software vulnerabilit ies, Windows system
vulnerabilit ies, and Web-CMS vulnerabilit ies.

Procedure
1. 

2. 

3. 

4. On the My Policy tab, f ind the required policy and click Creat e  in the Act ions column.

5. On the Creat e  page, configure the following parameters.

2.2. Create a task
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Parameter Description

T ask Name  The name of the task.

Operat ion·Task management Securit y Cent er
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Asset  List

The assets on which you want to run the task. You can select an asset, asset
groups, or multiple assets from asset groups. You can use one of the
following methods to select the assets:

Select asset groups from the Asset  Groups   list. All assets in the selected
groups are automatically selected. You can clear one or more selected
assets in the Asset s   list  on the right.

Enter an asset name in the search box above the Asset s   list  to search for
specific assets. Fuzzy match is supported. Select the assets on which you
want to run the automatic vulnerability fixing task from the search results.

Not e   The task runs only on the assets that you selected in the
Asset s   list.

Vulnerabilit ies   on
the Linux software,
Windows, and Web-
CMS tabs

The vulnerabilit ies that are detected on the assets you selected. You can
perform the following operations to select the vulnerabilit ies that you want
to fix: Click the Linux sof t ware  , Windows , or Web-CMS tab and select the
vulnerabilit ies.

Not e   You can select up to 200 vulnerabilit ies to fix.

Not if icat ion  

The notification method. Valid values: DingT alk robot s    and Email . After
the system runs the task, the system sends you notifications by using the
notification method that you specify.

DingT alk robot s   : Select the DingTalk chatbots that are used to send
notifications. You can also click Add DingT alk Chat bot    to add a new
DingTalk chatbot. For more information about how to add a DingTalk
chatbot, see Add a DingTalk chatbot.

Email: Enter the email addresses that are used to receive notifications.
Separate multiple email addresses with commas (,).

Execut ion T ime 

The time when the task automatically runs. Valid values:

Execut e : After you create the task, the system immediately delivers the
task to the Security Center agent. Then, the agent automatically runs the
task.

Cust om T ime  : You must specify St art T ime    and EndT ime  to define a
maintenance window. After you create the task, the system delivers the
task to the Security Center agent and the agent automatically runs the
task during the maintenance window. Vulnerabilit ies are fixed by using
patches.

Parameter Description

6. Click Creat e .
If  you set  Execut ion T ime   to Execut e  , the status of the task is Progressing after the task is
created. If  you set  Execut ion T ime   to Cust om T ime  , the status of the task is Wait ing  after the
task is created.

Securit y Cent er Operat ion·Task management
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Not e   You can cancel the tasks that are in the Wait ing  state on the Playbook page. To
cancel a task, you must find the task and click Cancel in the Act ions column.

Result
After you create a task, a Creat ed  message appears, and you are redirected to the T ask
Management  tab.

What's next
After the task runs, you can view the task details on the T ask Management   tab. For more information
about how to view task details, see View task details.

After you create a vulnerability f ixing task, you can view the task details. The details include the servers
on which the task runs and the notificat ion sett ings.

Procedure
1. 

2. 

3. On the Playbook page, click the T ask Management   tab.

4. In the task list , f ind the required task and click Det ails  in the Act ions column.

5. On the task details page, view the details of the task on the Asset  List  , Not if icat ion   , and Ot hers
tabs.

You can click the Asset  List  , Not if icat ion   , or Ot hers  tab to view detailed information about the
task. The following table describes the information displayed on each tab.

Tab Description

Asset  List

Displays the following information about the task: Asset s  , Vulnerabilit y
Name, and Lat est  Scan T ime   .

Not if icat ion  

Displays the notification methods of the task. The methods include
DingT alk Robot s    and Not if icat ion Email    .

2.3. View the details of a task

Operat ion·Task management Securit y Cent er

12 > Document  Version: 20220613

https://www.alibabacloud.com/help/doc-detail/148659.htm#task-2376071


Ot hers

Displays the Log and Policy Flow  of the task.

Log: displays the task status, number of processes, numbers of failed
and successful processes, and status of each step.

Policy Flow : displays the flowchart of the task that fixes multiple
vulnerabilit ies.

Tab Description

Securit y Cent er Operat ion·Task management
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The container signature feature supports signing container images and verifying container image
signatures. This feature ensures that only trusted container images are deployed and prevents
unauthorized images from being started. This reinforces your asset  security.

Prerequisites
You must complete the following operations before you can use the container signature feature:

A customer master key (CMK) is created by using Key Management Service (KMS). The CMK is based on
an asymmetric encryption algorithm.

Not ice   Only asymmetric key algorithms support  the container signature feature. When you
create a KMS CMK, set  Key Spec to RSA_2048 and Purpose to Sign/Verify. For more information
about the key algorithms supported by KMS CMKs, see Descript ion of encryption algorithms
supported by KMS.

If  this is the first  t ime that you use the container signature feature, you must grant Security Center
the required permissions to access relevant Alibaba Cloud services.

Procedure
1. 

2. 

3. (Optional)On the Cont ainer Signat ure   page, click the Wit ness  tab to create a witness.

If  you have created a witness, skip this step and go to Step 4.

Otherwise, click Creat e a wit ness   on the Wit ness  tab. In the panel that appears, configure the
parameters and click OK.

The following table describes the parameters.

Parameter Description

3.Use the container signature
feature

Operat ion·Use t he cont ainer signat
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Witness
Enter the name of the witness. When you configure a security policy, you
must select a witness to enable the container signature feature for the
required container. We recommend that you enter an informative name.

Select a certificate

Select the KMS CMK that you created from the certificate list.

Not e   Only asymmetric key algorithms support the container
signature feature. When you create a KMS CMK, set Key Spec to RSA_20
48 and Purpose to Sign/Verify. For more information about the key
algorithms supported by KMS CMKs, see Description of encryption
algorithms supported by KMS.

Description Enter the description of the witness.

Parameter Description

4. Create a security policy.

On the Securit y Policy  tab, click Add Policy. In the panel that appears, configure the parameters
and click OK.

The following table describes the parameters.

Parameter Description

Policy Name

Enter the name of the security policy. When you configure a security policy,
you must select a witness to enable the container feature for the required
cluster.

We recommend that you enter an informative name.

Witness
Select the witness that you created from the witness list.

For more information about how to create a witness, see Step 3.

Application Cluster
Select the cluster group for which you want to enable the container
signature feature. Then, select the required Clust er Namespace .

Policy Enabled

Turn on the switch. The policy is automatically enabled after it  is created.

Not e   The switch is turned off by default. In this case, the policy
does not take effect after it  is created.

Note Enter the description of the security policy.

What's next
After you create and enable a security policy for a container, the container signature feature takes
effect  on the container that you select  when you configure the security policy. The container image
based on which the container is created is labeled as T rust ed Image  .

Securit y Cent er Operat ion·Use t he cont ainer signat
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Not e   The feature that displays trusted signature labels is not available.

Operat ion·Use t he cont ainer signat
ure feat ure
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The mult i-account control feature allows you to manage mult iple cloud accounts and resource
accounts of your enterprise in a centralized manner. You can configure protect ion sett ings for members
of your enterprise and view the risks that are detected in the resources of the members in real t ime. This
topic describes how to use the mult i-account control feature.

Prerequisites
A resource directory is enabled. For more information, see Enable a resource directory.

A member is created in the resource directory or joins the resource directory. For more information,
see Create a member and Invite an Alibaba Cloud account to join a resource directory.

Context
Security Center can be integrated with the Resource Directory service of Resource Management as a
trusted service. Then, you can use Security Center to manage the members of your resource directory in
a centralized and structured manner.

You can use the management account of your resource directory or a delegated administrator account
to add other Alibaba Cloud accounts of your enterprise to your resource directory for centralized
management.

After you specify a member as a delegat ed administ rat or account    , the member is authorized by the
management account of your resource directory to perform the following operations: access and
manage the organization and the members of your resource directory from Security Center, and view
the risks that are detected in the resources of the members. For more information, see Management
account  and Manage a delegated administrator account.

Add a delegated administrator account
Before you can add members to your resource directory, you must specify a member as a delegated
administrator account.

1. Log on to the Resource Management console by using the management account of your resource
directory.

2. In the left-side navigation pane, choose Resource Direct ory  > T rust ed Services  . On the page
that appears, specify a member as a delegated administrator account for Security Center.

After you specify a delegated administrator account, the delegated administrator account can be
used to perform management operations in a trusted service on behalf of the management
account. In this topic, Security Center is the trusted service.

For more information, see Add a delegated administrator account.

Not e   You can add a maximum of five delegated administrator accounts for Security Center.

Add members
You can use the management account of your resource directory or a delegated administrator account
to add members for centralized management.

4.Use the multi-account control
feature
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1. 

2. In the left-side navigation pane, choose Operat ion  > Mult i-account  Cont rol   .

3. On the Mult i-account  Cont rol    page, click Add.

4. In the Add panel, select  an account from the Select  account .   drop-down list .

Not e   The members in the drop-down list  are the same regardless of whether you use
the management account of your resource directory or a delegated administrator account.

5. (Optional)Select  When a new account  is creat ed, t he account  is added t o t he list  of      
managed account s by def ault .    Newly created accounts are automatically added to the

Operat ion·Use t he mult i-account  co
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member list .

6. Click OK.
You can view the added member in the member list  of the Mult i-account  Cont rol    page.

Configure protection settings for a member
You can use the management account of your resource directory or a delegated administrator account
to configure sett ings for a member without the need to log on to the Security Center console as the
member. You can configure the Security Center agent installed on the assets that belong to the
member, specify vulnerabilit ies for detect ion, and configure baseline check policies for the assets.

1. 

2. In the left-side navigation pane, choose Operat ion  > Mult i-account  Cont rol   .

3. In the member list  of the Mult i-account  Cont rol    page, click Set t ings   in the Act ions  column of
an member.

4. In the Set t ings   panel, configure parameters in the following steps for the member.

i. Client  management

The following table describes the sect ions in the Client  management step.

Section Description References

Proact ive Def ense 

Proactive defense automatically intercepts
common viruses, malicious network
connections, and webshell connections.
Proactive defense also allows you to use bait
to capture ransomware.

Use proactive
defense

Webshell
Det ect ion 

Webshell detection scans servers and web
directories for webshells and trojans at regular
intervals. Security Center generates alerts for
detected webshells and displays alerts only
when webshell detection is enabled.

Use the webshell
detection feature

K8s T hreat
Det ect ion 

The feature of threat detection on Kubernetes
containers checks the security status of running
container clusters and detects security threats
and attacks in the container clusters at the
earliest opportunity.

Use threat detection
on Kubernetes
containers

Dynamic adapt ive
t hreat  det ect ion   
capabilit y

If a high-risk intrusion is detected on your server
after the adaptive threat detection feature is
enabled, the Security Center agent on your
server automatically runs in Safeguard Mode
For Major Activit ies mode. The mode enables all
protection rules and security engines, which
helps detect intrusions in a more
comprehensive manner.

Use adaptive threat
detection
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nt rol feat ure

> Document  Version: 20220613 19

https://www.alibabacloud.com/help/doc-detail/111847.htm#concept-tst-13z-dhb
https://www.alibabacloud.com/help/doc-detail/197281.htm#task-2019695
https://www.alibabacloud.com/help/doc-detail/197294.htm#task-2019696
https://www.alibabacloud.com/help/doc-detail/197284.htm#task-2019844


Alarm aggregat ion
swit ch

The feature of automatic alert correlation
analysis automatically aggregates multiple
alerts generated on the intrusions that may be
launched by the same attacker. For example,
alerts on attacks from the same IP address or
service, or on the assets of the same user can
be aggregated. After you enable the feature,
you can handle alerts that have the same
characteristics with a few clicks. The feature
allows you to handle alerts in an efficient
manner.

Enable automatic
alert correlation
analysis

Prot ect ion Mode 

The Security Center agent is a local plug-in
provided by Security Center. Before you can use
Security Center to protect your servers, you
must install the Security Center agent on your
servers. Security Center provides multiple
protection modes. This allows the Security
Center agent to run in different modes to meet
security requirements in different scenarios.

Manage protection
modes

Client  Prot ect ion  

The client protection feature blocks malicious
operations that attempt to uninstall the
Security Center agent. The feature ensures that
Security Center provides stable protection
capabilit ies.

Use the client
protection feature

Client  engine

After you turn on the switch in the Client engine
section, Security Center detects webshells and
viruses only by using the engines of Alibaba
Cloud. We recommend that you turn on the
switch only when the network connections of
your servers in data centers are limited.

None

Section Description References

ii. Click Next .

iii. Vulnerabilit y management

You can enable or disable automatic scan for each type of vulnerabilit ies, and enable
vulnerability scan for specific servers. In addit ion, you can configure the scan cycle and scan
method, and specify the number of days after which a detected vulnerability is automatically
deleted. For more information, see Configure vulnerability sett ings.

iv. Click Next .

v. Baseline inspect ion

The baseline check feature allows you to configure baseline check policies for the member.
You can use baseline check policies to check whether risks exist  in the baseline configurations
of the assets that belong to the member. For more information, see Create baseline check
policies.

5. After you complete the configurations, click Det ermine .
Security Center enables the features that are supported by the Security Center agent for the
member, and performs baseline checks for the member, and scans the assets that belong to the
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member for vulnerabilit ies based on the configurations.

View the risks detected in the resources of a member
You can view the risks detected in the resources of a member that is displayed in the member list  of the
Mult i-account  Cont rol    page and manage the member by using the management account of your
resource directory or a delegated administrator account.

1. 

2. In the left-side navigation pane, choose Operat ion  > Mult i-account  Cont rol   .

3. In the account list  of the Mult i-account  Cont rol    page, view the risks that are detected in the
resources of a member and manage the member.

View the risks detected in the resources of a member

You can view the information about a member. The information includes the security score of the
assets that belong to the member, the details about the alerts that are generated on the
assets, and the vulnerabilit ies and baseline risks that are detected on the assets.

Manage a member

Click View to go to the Resource Direct ory  page in the Resource Management  console. On
the Resource Direct ory  page, you can view directory information about all assets, create
members, invite members, or upgrade a resource account to a cloud account.

Click Delet e  to remove the member from the member list .
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