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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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Log Service
ew

1.Log analysis overview

Log Service provides the log analysis feature. This feature works together with the log search feature and is
implemented by using the SQL synt ax.

Syntax

Each query statement consists of a search statement and an analytic statement. The search statement and the
analytic statement are separated by a vertical bar (]). A search statement can be executed alone. However, an
analytic statement must be executed together with a search statement. You can use the log analysis feature to
analyze data that meets specified search conditions in a Logstore. You can also use the feature to analyze all
datain a Logstore.

@ Note Analytic statements are not case-sensitive.

e Syntax

Search statement|Analytic statement

Statement Description

A search statement specifies one or more search conditions, and then
returns the logs that meet the specified conditions.

A search statement can be a keyword, a numeric value, a numeric value
range, a space character, or an asterisk (*). If you specify a space character or
an asterisk (*) as the search statement, no conditions are specified and all
logs are returned. For more information, see Search syntax.

Search statement

An analytic statement is used to aggregate or analyze all log data or the log

Analytic statement o o .
vt data that meets the specified search conditions in a Logstore.

e Example

* | SELECT status, count(*) AS PV GROUP BY status

Syntax description

Log Service allows you to analyze logs by using the standard SQL-92 syntax. When you use an analytic statement
in Log Service, take note of the following points:

e Youdo not need to add a semicolon (;) at the end of the analytic statement to specify the end of the
statement.

e [f you do not want to use an SQL nested subquery, you do not need to specify a FROM or WHERE clause in the
analytic statement. By default, all log data of the current Logstore is analyzed.

e You can use an SQL nested subquery to perform complex data analysis. If you want to use an SQL nested
subquery, you must specify a FROM clause.

* | SELECT sum(pv) FROM (SELECT count(*) AS pv FROM log GROUP BY method)

e [f youwant to use a string in an analytic statement, you must enclose the string in single quotation marks ("').
Strings that are not enclosed or enclosed in double quotation marks ("") indicate field names or column names.
For example, 'status' indicates the status string, and status or "status" indicates the status log field.

e A column name that you specify in the analytic statement can contain only letters, digits, and underscores ().
The column name must start with a letter.

> Document Version: 20220510 9
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If you specify a column name that does not comply with the SQL-92 syntax when you collect logs, you must
specify an alias for the column name when you configure indexes. For more information about how to configure
indexes, see Configure indexes.

) Notice

Aliases are used only for SQL analysis. T he original column names are used for storage. You

must use the original column names in search statements and use aliases in analytic statements.

Enable Search

Key Name

Type Alias

I client-ip |

o v

Limits

ltem

Number of
concurrent analytic
statements

Data volume

Method to enable

Resource usage fee

Applicable scope

Returned result

Standard SQL
Each project supports a maximum of 15
concurrent analytic statements.

For example, 15 users can concurrently
execute analytic statements in all Logstores
of a project.

Each shard supports only 1 GB of data for a
single analytic statement.

By default, Standard SQL is enabled.

Free of charge.

You can analyze only the data that is written
to Log Service after the log analysis feature
is enabled.

If you want to analyze historical data, you
must reindex the historical data. For more

information, see Reindex logs for a Logstore.

By default, an analytic statement returns a
maximum of 100 rows of data.

If you want to view more data, use a LIMIT
clause. For more information, see LIMIT
clause.

Include

Case o Chinese
Delimiter:
Sensitive SmiEE(?)

® ) (1D @ x

Enable
Analytics

Delete

Dedicated SQL

Each project supports a maximum of 150
concurrent analytic statements.

For example, 150 users can concurrently
execute analytic statements in all Logstores
of a project.

An analytic statement can scan a maximum
of 200 billion rows of data at the same time.

A switch is provided for you to manually
enable Dedicated SQL. For more information,
see Enable Dedicated SQL.

You are charged based on the actual CPU
time. For more information, see Billable
items.

You can analyze only the data that is written
to Log Service after the log analysis feature
is enabled.

If you want to analyze historical data, you
must reindex the historical data. For more
information, see Reindex logs for a Logstore.

By default, an analytic statement returns a
maximum of 100 rows of data.

If you want to view more data, use a LIMIT
clause. For more information, see LIMIT
clause.

10
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ltem

Size of a field value

Timeout period

Number of decimal
places in the value
of a double-type
field

Standard SQL

The log analysis feature can analyze a
maximum of 16,384 bytes (16 KB) of data in
the value of each field. If the size of a field
value exceeds 16 KB, the excess content is
not analyzed.

You can change the maximum size for each
field value when you configure indexes. Valid
values: 64 to 16384. Unit: bytes. For more
information, see Configure indexes.

The maximum timeout period for a single
analytic statement is 55 seconds.

The value of a double-type field can contain
a maximum of 52 decimal places.

If the number of decimal places is greater
than 52, the accuracy of the field value is
compromised.

Analysis methods

) Notice

Dedicated SQL

The log analysis feature can analyze a
maximum of 16,384 bytes (16 KB) of data in
the value of each field. If the size of a field
value exceeds 16 KB, the excess content is
not analyzed.

You can change the maximum size for each
field value when you configure indexes. Valid
values: 64 to 16384. Unit: bytes. For more
information, see Configure indexes.

The maximum timeout period for a single
analytic statement is 55 seconds.

The value of a double-type field can contain
a maximum of 52 decimal places.

If the number of decimal places is greater
than 52, the accuracy of the field value is
compromised.

e [f you want to use the log analysis feature, you must turn on Enable Analytics forthe required fields
when you configure indexes. For more information, see Configure indexes.

e Log Service provides reserved fields. For more information about how to analyze reserved fields, see
Reserved fields.

e Use the Log Service console

Log onto the Log Service console. On the Search & Analysis page of a Logstore, specify a time range and
execute a query statement. For more information, see Query and analyze logs.

e (Callthe APl or use an SDK

Call the GetLogs or GetHistograms operation to query and analyze logs.

Analytic functions and syntax

This section lists the analytic functions and syntax that are supported by Log Service.

e SQLfunctions

o Aggregate function

o String functions

o Date and time functions

o JSON functions

o Regular expression functions

o Interval-valued comparison and periodicity-valued comparison functions

o Array functions and operators

o Map functions and operators

o Mathematical calculation functions

o Mathematical statistics functions
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Data type conversion functions
Security check functions
Window functions

IP functions

URL functions
Approximate functions
Binary functions

Bitwise functions
Geospatial functions

Geo functions

Color functions
HyperLogLog functions
Comparison operators
Logical operators

Unit conversion functions
Window funnel function
Lambda expressions

Conditional expressions

Machine learning syntax and functions

o

o

o

Smooth functions

Multi-period estimation functions
Change point detection function
Maximum value detection functions
Prediction and anomaly detection functions
Sequence decomposition function
Time series clustering functions
Frequent pattern statistical function
Differential pattern statistical function
Request URL classification function
Root cause analysis function
Correlation analysis functions

Kernal density estimation functions
Time series padding function

Anomaly comparison function

SQL syntax

o

o

o

o}

EXCEPT clause
EXISTS clause
GROUP BY clause
HAVING clause
INSERT INT O clause
INTERSECT clause
JOIN clause

LIMIT clause

ORDER BY clause

12
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o

UNION clause
UNNEST clause
VALUES clause
o WITH clause

o

o

Sample analysis results

The following figure shows a sample dashboard that displays the analysis results. For more information, see
Visualization overview.

@ Website Audit Center TimeRange v (JRefresh v  (DReset Time () Alerts  «f Share  "Full Screen  « Subscribe  # Edit

PV 1 Hour(Relative) H UV 1 Hour(Relative) H request success ratio 1 Hour(Relative) H request_length 1 Hour(Relative) H body bytes_sent 1 Hour(Relative)

93.05 % 30.37 MB 30.26 MB

status distribution | Hour(Relalive) upstream_status distribution 1 Hour(Relafive)

3&59%/

®205 ® 402 ® 301 ® 204 ® 404 ® 306 ® 401 @ 303 @ 400 @ 202 @ 307 ® 206 @ 304 @ 501 @ 207 @ 201 ® 206 ©307 @202 ® 401 ® 201 ® 403 © 301 ® 204 @ 205 ® 402 @ 400 ® 203 @ 304 @ 207 @ 501 @ 303
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2.Reserved fields

When you collect logs or ship logs to other cloud services, Log Service adds log sources and timestamps to the
logs in the form of key-value pairs. These fields are reserved in Log Service. This topic describes the reserved fields
of Log Service.

) Notice

e When you add Logtail configurations or call APl operations to write log data, you cannot set the
names of fields (keys) to be the same as those of reserved fields. If the names are the same, inaccurate
queries or other issues may occur due to duplicate field names.

e Log Service does not ship fields that are prefixed by  tag

e You are charged forthe fields that you add for logs based on the pay-as-you-go billing method. If
you enable the indexing feature for the fields, you are also charged a small fee for index traffic and
storage. For more information, see Pay-as-you-go.

Field Type Index and log analysis settings Description

® Indexsettings: The _ time
field is specified by using the from
and to parameters in API
operations. You do not need to

Integer (UNIX create an index for this field. The time when log data is written to

a Logstore. This field can be used to
ship, query, and analyze logs.

time
T o timestamp) e Log analysis settings: If you turn
on the Enable Analytics switch for
a column, the log analysis feature
is enabled forthe  time

field by default.

® |ndex settings: If you enable the
indexing feature, Log Service
creates anindex forthe  sourc
e  field by default. The index is
of the text type. No delimiter is

specified for the indexes. To query ) )
logs based on the index on this The machine from which logs are

collected. This field can be used to
ship, query, analyze, and consume
logs.

__source String field, you can enter source:127.
0.0.1 or _ source :127.0.0
.1

® Log analysis settings: If you turn
on the Enable Analytics switch for
a column, the log analysis feature
is enabled forthe = source
field by default.

14 > Document Version: 20220510


https://www.alibabacloud.com/help/doc-detail/48220.htm#t13014.html

Log Service Index and query-Reserved fields
Field Type Index and log analysis settings Description
® |ndex settings: If you enable the
indexing feature, Log Service
creates anindex forthe _ topic
field by default. The index is Cof ] "
of the text type. No delimiter is The.top|c of alog. | y"‘f specity a
. ) topic for a log, Log Service adds a
specified for the indexes. To query L
. ) topic field to the log. The key of the
logs based on the index of this e
) . . ) field is topic and the value
_ topic String field, you canenter _ topic  :X . = ;
- of the field is the topic content. This

extract oth L
- - be deserialized
ers

tag : cl i
String

ient ip

String, which can

into aJSON map

® | og analysis settings: If you turn
on the Enable Analytics switch for
a column, the log analysis feature
is enabled forthe  topic
field by default.

This field does not exist in logs. You
do not need to create an index for
this field.

® |ndex settings: If you enable the
indexing feature, Log Service
creates indexes for all fields by
default. The indexes are of the
text type. No delimiter is specified
for the indexes. Exact match and
fuzzy match are supported for log
queries that are based on the
index field.

® | 0g analysis settings: By default,
the log analysis feature is disabled
for the column indicated by this
field. To enable the log analysis
feature for this field, you must
create anindex forthe  tag
_ client ip  field and turn on
the Enable Analytics switch.

field can be used to ship, query,
analyze, and consume logs. For more
information, see Log topic.

This field is the same as the

__extract others  field. We

recommend that you use the

__extract others field.

The public IP address of the machine
from which logs are collected. This
field is a system tag. If you enable
the Log Public IP feature, Log Service
adds this field to each raw log that
is collected from the log source. This
field can be used to query, analyze,
and consume logs. When you
execute SQL statements to analyze
this field, you must enclose this field
in double quotation marks (""). For
more information, see Tags and Log
Public IP.
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Log Service

Field Type

String, which can
be converted to
an integer in the
UNIX timestamp

tag : re

ceive time

format
_tag ] i
th_ String
tag  : X
- T String
stname

Index and log analysis settings

® |ndex settings: If you enable the
indexing feature, Log Service
creates indexes for all tags by
default. The indexes are of the
text type. No delimiter is specified
for the indexes. Exact match and
fuzzy match are supported for log
queries that are based on the
index field.

® | 0g analysis settings: By default,
the log analysis feature is disabled
for the column indicated by this
field. To enable the log analysis
feature for this field, you must
create anindex forthe  tag
__receive time  field and
turn on the Enable Analytics
switch.

® |ndex settings: If you enable the
indexing feature, Log Service
creates anindex forthe  tag
: path  field by default. The
index is of the text type. No
delimiter is specified for the index.
To query logs based on the index
of this field, you canenter  tag
_ i path XXX

® | 0g analysis settings: By default,
the log analysis feature is disabled
for the column indicated by this
field. To enable the log analysis
feature for this field, you must
create anindex forthe  tag
__path  field and turn on the
Enable Analytics switch.

® |ndex settings: If you enable the
indexing feature, Log Service
creates anindex forthe  tag
: hostname field by default.
The index is of the text type. No
delimiter is specified for the index.
To query logs based on the index
of this field, you canenter  tag
_:_ hostname_ :XXX

® | 0g analysis settings: By default,
the log analysis feature is disabled
for the column indicated by this
field. To enable statistics for this
field, create anindexonthe  t
ag_: hostname  field and
enable the log analysis feature.

Description

The time when Log Service receives a
log. This field is a system tag. If you
enable the Log Public IP feature, Log
Service adds this field to each raw
log that is collected from the log
source. This field can be used to
query, analyze, and consume logs.
For more information, see Tags and
Log Public IP.

The path to the log files collected by
Logtail. Logtail automatically adds
this field to logs. This field can be
used to query, analyze, and consume
logs. When you execute SQL
statements to analyze this field, you
must enclose this field in double
quotation marks ("").

The hostname of the machine from
which Logtail collects logs. Logtail
automatically adds this field to logs.
This field can be used to query,
analyze, and consume logs. When
you execute SQL statements to
analyze this field, you must enclose
this field in double quotation marks

(un)'

16
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Field Type
raw lo
— T R String
_ raw String

Index and log analysis settings

You must create and configure an
index of the text type for this field
and enable the log analysis feature
based on your business
requirements.

You must create and configure an
index of the text type for this field
and enable the log analysis feature
based on your business
requirements.

Description

The raw logs that fail to be parsed.
If you disable the Drop Failed to
Parse Logs feature, Logtail uploads
raw logs that fail to be parsed. The
key of this field is
and the value of this field is the log
content. This field can be used to
ship, query, analyze, and consume
logs. For more information, see Drop
Failed to Parse Logs.

_ raw _log

The raw logs that are parsed. If you
enable the Upload Raw Log feature,
Logtail uploads the raw logs in the

_ raw__field together with the
parsed logs. This field can be used in
log audit and compliance check
scenarios. This field can be used to
ship, query, analyze, and consume
logs. For more information, see
Upload raw log.
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3.Data types

When you configure indexes, you can set the data type of afield to text, long, double, or JSON. T his topic
describes the data types of fields and provides some examples.

Text type

To query and analyze log data of the string type, you must set the data type of the related fields to text when
you configure indexes. You must also turn on the Enable Analytics switch for these fields.

@ Note

__time__field is set to text.

e Sample log entry

1 02-02 11:36:03

@17 78 | 1612236963 nginx_access_log

tag_ :_ client_ip_ :47 166

body_bytes_sent :2636
client_ip:1 39

host :www.mk.mock.com

By default, after you turn on the Full Text Index switch, the data type of all fields except the

http_user_agent :Mozilla/5.@ (X11; Linux x86_64) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.@.10884.9 Safari/536.5

region :cn-shanghai

remote_addr :119 34
remote_user :5Sxritx

request_length :1771

request_method :GET

request_time ;34

request_uri :/request/path-2/file-7
status :268e

e Index configurations

Field Search

body_bytes_sent

client_ip

host

http_user_agent

region

remote_addr

remote_user

request_length

requesi_method

request_time

request_uri

status

Enable Search

Key Name
oe e
long v
text v ()
text v ()
long v
text v ()
long v
long v

e Query statements

Automatic Index Generation

Enable
Analytics DSt

@ x
(D @ x
D @ x
D @ x
D @ x
® N OF
D @ x

@ x
D @ x

@ x
D @ x

@ x

Include

Chinese
Delimiter: @

"=(gP@& <> ntr
=007 @8 <>/nitr
- =007 @8&<=/Anitr

"= ?@8&<>/\n\tr

"=(NgP@8&<>/\n\tr

0007 @< ntr

"= ?@8&<>/\n\tr

- "=0N0? @8> ntr

o To query the log entries that do not contain GET requests, execute the following search statement:

not request method :

GET

18
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o To query the log entries that start with cn, execute the following search statement:

cn*

o To collect the statistics on the distribution of clients, execute the following query statement:

* | SELECT ip_to province(client ip) as province, count (*) AS pv GROUP BY province ORDER BY pv

Long and double types

You can query the value of a field by using a numeric range only after you set the data type of the field to long

ordouble.

e If the value of a log field is an integer, we recommend that you set the data type of the field to long when you

configure indexes.

e [f the value of a log field is a floating-point number, we recommend that you set the data type of the field to

double when you configure indexes.

) Notice

e If you set the datatype of afield to long and the actual field value is a floating-point number, the

field cannot be queried.

e If you set the data type of afield to long or double and the actual field value is a string, the field

cannot be queried.

e If you set the data type of afield to long or double, you cannot use asterisks (*) or question marks (?)

to performfuzzy searches.

e [f the value of afield is an invalid numeric value, you can query data by using the not key > -1000000
search statement. This not key > -1000000 search statement returns the log entries whose value of
the field is an invalid numeric value. -1000000 can be replaced by a valid value that is smaller or equal

to the smallest valid value of the field in your log entries.

e Sample log entry

1 02-0211:36:03 +-+  (E17 78 | 1612236963  nginx_access_log
_tag : client ip  :47 166
body_bytes sent :2636
client_ip :1° 59

host :www.mk.mock.com

http user agent :Mozilla/5.8 (X11; Linux x86_64) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/12.@.1884.% Safari/536.5

region :cn-shanghai

remote_addr :11% 34
remote_user :Sxritx

request_length :1771

request_method :GET

request_time :34

request_uri :/request/path-2/file-7
status :260

e Index configurations

> Document Version: 20220510

19



Index and query-Data types Log Service
Enable Search
Include Enable

body_bytes_sent

client_ip

host

http_user_agent

region

remote_addr

remote_user

request_length

request_method

request_time

request_uri

status

Key Name

e Query statements

long

text

text

text

text

text

text

long

text

long

text

long

Type

Alias

Case
Sensitive

@
@
@
®
@
@

@ )
@

Chinese  Analyties Do

@ x
~aresore | (JD @D %
"=00G?@&<>Fnttr () () X
IO N O
~rresems | (D @D X
e | (D @D X
" =0l3?@3 <>/ ntr () () X

@ x
~aresore | (HD @D X

@ x
- "EOIG?@8 >kt () () x

@ x

Delimiter: @

o To query the log entries whose request duration is greater than 60 seconds, execute the following search

statement:

request_time > 60

o To query the log entries whose request duration is greater than or equal to 60 seconds and less than 200

seconds, execute one of the following search statements:

request time in [60 200)

request_time >= 60 and request_time < 200

o To query the log entries whose response status code is 200, execute the following search statement :

status = 200

JSON type

If the value of afield is in the JSON format, you can set the data type of the field to JSON when you configure
indexes.

You can set the data type of afield in JSON objects to long, double, or text based on the field value, and turn
on the Enable Analytics switch. After you turn on the switch, Log Service allows you to query and analyze fields

in JSON objects.

For partially valid JSON-formatted data, only the valid parts can be parsed in Log Service.

The following example shows an incomplete JSON log entry. Log Service can parse the conctent.remote_addr,
content.request.request_length, and content.request.request_method fields.

content: {

remote_addr:"192.0.2.0"

request:

{
request_length:"73"
request _method:"GE

20
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) Notice

e Log Service allows you to configure indexes for leaf nodes in JSON objects. However, you cannot
configure indexes for child nodes that contain leaf nodes.

e You cannot configure indexes for fields whose values are JSON arrays. In addition, you cannot
configure indexes for fields in a JSON array.

e [f the value of afield is of the Boolean type, you can set the data type of the field to text when you
configure indexes.

e The format of a query statement is Search statement | Analytic statement .Inan analytic
statement, you must enclose a field name by using double quotation marks ("") and enclose a string by
using single quotation marks (*').

e Sample log entry

The following figure provides an example of aJSON log entry. This log entry contains the reserved fields of Log
Service. This log entry also contains the class, latency, status, and info fields. The value of the info field is a
JSON object that contains multiple layers.

1 02:0211:06:61 [Q [¥) -+ ©®192.168.3.220 Hizbp147rho7zeexuhjj3jsz | =/var/log/json.txt | 1612235214

class :central-log
info: {}
methodName : "getProjectInfo™
SUCCess : true
IP: []
8: "192.8.2.8"
1: "283.@.113.8"
usedTime : 70
param: {}
projectName : "projectal”
requestId : "d3fBc96a-51b8-4166-a858-f4175dde7323"
result : {}

message : “successful”
code : "2@@"
data: []

{}

Region : "cn-shanghai”
CreateTime : "2628-86-88"

{}
Region : "cn-shanghai”
CreateTime : "28208-86-88"

latency :68
status : 286

e Index configurations
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Field Search Automaiic Index Generation

Enable Search

Key Name Include Enable Delete

§ Case . Chinese  Analytics
Delimiter:
Rl Allas sensitive @

class text () "= (00?@&<=nr () () hed
info json () = (07@&<> it ( ) () X
methodName texi () x
param_projectName text () X
param.requestid text () e
result.code long () X
result message text () e
success text () x
usedTime long () X
latency long () X
status long () e

In the preceding figure, you must take note of the following limits:

[e]

o

The values of IP and data fields are JSON arrays. Therefore, you cannot configure indexes for the IP and data
fields. You cannot query and analyze data by using these two fields.

The region and CreateTime fields are in a JSON array. Therefore, you cannot configure indexes for the region
and CreateTime fields. You cannot query and analyze data by using these two fields.

e Query statements

o

To query the log entries whose value of the usedTime field is greater than 60 seconds, execute the following
search statement:

info.usedTime > 60
To query the log entries whose value of the success field is true, execute the following search statement:
info.success : true

To query the log entries whose usedTime field value is greater than 60 seconds and the projectName field
value is not project01, execute the following search statement:

info.usedTime > 60 not info.param.projectName : projectOl

To calculate the average duration that is used to obtain the details of the current project, execute the
following query statement:

methodName = getProjectInfo | SELECT avg("info.usedTime") AS avg_ time

22
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4.Configure indexes

Indexes are used in a storage structure to sort one or more columns of log data. You can query and analyze log
data only after you configure indexes. Query and analysis results vary based on index configurations. Therefore,
you must configure indexes based on your business requirements. If you configure both full-text indexes and field
indexes, the configurations of the field indexes take precedence.

Prerequisites

Logs are collected. For more information, see Log collection methods.

) Notice

e Afteryou enable the indexing feature, you are charged for the index traffic and storage space
occupied by indexes. For more information, see Billable items.

e The indexing feature takes effect only onthe log data that is written after you configure indexes. If
you want to query and analyze historical data, you must use the reindexing feature. For more
information, see Reindex logs for a Logstore.

e By default, indexes are configured for specific reserved fields in Log Service. For more information, see
Reserved fields. No delimiters are specified forthe indexes of the  topic  and _ source
fields. When you search for the fields, only exact match is supported.

e [f you want to search forthe fields that are prefixed with __tag__, you must configure field indexes.
Full-text indexes are not supported.

Index types

The following table describes the index types supported by Log Service.
Index type Description

Log Service splits an entire log into multiple words based on specified delimiters to
create indexes. In a search statement, the field names (keys) and field values (values) are
both plain text. For example, the search statement error returns the logs that
contain the keyword error

Full-text index

After you configure field indexes, you can specify field names and field values in the
Key:Value format to search for logs. For example, the search statement
level:error returns the logs whose 1level field value contains error

Field index
If you want to use the analysis feature, you must configure field indexes and turn on

Enable Analytics for the required fields. If you turn on Enable Analytics, no additional
index traffic is generated, and no additional storage space is occupied.

Configure full-text indexes
1.

2.

3.

4. Go to the index configuration page.

o If you have not enabled the indexing feature, click Enable on the search and analysis page of the
Logstore.
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]
&l s gy 9 Data Transformation (4 @ <
v 1 # | select Status, count(1) as ¢ group by Status order by c desc &0 15 Minutes(Relative) ~ Search & Analyze O~ "mi\l

500

u_-_._-_-_-_._._. | ESSCUURS S———

17:08:48 17:10:45 17:12:45 17:14:45 17:16:45 17:18:45 17:20:45 17:22:45

Log Entriesi7,787 Search StatusiThe results are accurate.

o If you have enabled the indexing feature, choose Index Attributes > Attributes on the search and

analysis page of the Logstore.
0

onssjogEJ Data Transformation[4 Wl index Attributes~  SaveasAlet~  SaveSearch @ €

V1% | select _topic_,comnt(l) as ¢ group by _topic_ order by c dese . utes(Relative) ~ [N o B ,'.,S:l

400 Disable

Reind
) m_w B B =B LB . semlls

17:07:47 17:09:45 17:11:45 17:13:45 17:15:45 17:17:45 17:19:45 17:21:45

5. Inthe Search & Analysis panel, configure the following parameters and click OK.

@ Note Theindex configurations take effect within 1T minute.

Parameter Description

If you turn on LogReduce, Log Service automatically aggregates text logs that have
LogReduce the same pattern during log collection. This way, you can obtain the overall
information about logs. For more information, see LogReduce.

Full Text Index If you turn on Full Text Index, the full-text indexing feature is enabled.

Specifies whether searches are case-sensitive.

o If you turn on Case Sensitive, searches are case-sensitive. For example, if a log
contains internalError ,Yyou can search forthe log only by using the keyword

Case Sensitive internalError

o If you turn off Case Sensitive, searches are not case-sensitive. For example, if a
log contains internalError ,Yyou can searchforthe log by using the keyword
INTERNALERROR Or internalerror

Specifies whether to distinguish between Chinese content and English content in
searches.

o Afteryouturnonlinclude Chinese, if a log contains Chinese characters, the
Chinese content is split based on the Chinese grammar. The English content is split
based on specified delimiters.

Include Chinese
(]) Notice When the Chinese content is split, the write speed is reduced.
Proceed with caution.

o If you turn off Include Chinese, all the content in a log is split based on specified
delimiters.
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Parameter Description

The delimiters that are used to split the content of a log into multiple words.
Supported delimiters include , "";=() []1{}2@s<>/:\n\t\r . \n indicates a
line feed, \t indicates atab character,and \r indicates a carriage return.

For example, the content of alogis /url/pic/abc.gif

o If you do not specify a delimiter, the log is regarded as a single word  /url/pic/
abc.gif .Youcan searchforthe log only by using the keyword /url/pic/abc.
Delimiter gif orbyusing /url/pic/* to perform afuzzy search.

o If you set the delimiter to a forward slash (/), the content of the log is split into
the following three words: url , pic ,and abc.gif .Youcansearchfor
the log by using the keyword url , abc.gif ,or /url/pic/abc.gif ,oOr
by using pi* to perform afuzzy search.

o If you set the delimiter to a forward slash (/) and a period (.), the content of the
log is split into the following four words:  url , pic , abc ,and gif

The maximum length of a field value that can be retained for analysis. Default value:
2048. Unit: bytes. The default value is equal to 2 KB. You can change the value of the

Maximum Statistics Field Length parameter. Valid values: 64 to 16384.
Maximum Statistics

Field Length
g Q) Notice If the length of a field value exceeds the value of this parameter,

the field value is truncated, and the excess part is not involved in analysis.

Configure field indexes

1.
2.
3.
4. Go to the index configuration page.

o If you have not enabled the indexing feature, clickEnable on the search and analysis page of the
Logstore.

L]
&1 arn. g 2 Data Transformation [ 8 <

v 1 * | select Status, count(1) as ¢ group by Status order by c desc &0 15 Minutes(Relative) ~ Search 8 Analyze O~ ";S;

500

u_-_._-_-_-_._._. | ——

17:08:48 17:10:45 17:12:45 17:14:45 17:16:45 17:18:45 17:20:45 17:22:45

Log Entries:7,787 Search StatusThe results are accurate.

o If you have enabled the indexing feature, choose Index Attributes > Attributes on the search and
analysis page of the Logstore.

O
£ 0ss_log g Data Transformation [~ HlIndex Attributes > SaveasAlert> = SaveSearch 3
V1% | select _topic_comnt(l) as ¢ group by _topic_ order by o dese . utes(Relative) ~ [ SRV 22 -jﬂ\l

400 Disable

Reind
) m_w B B =B LB . sealls

17:07:47 17:09:45 17:11:45 17:13:45 17:15:45 17:17:45 17:19:45 17:21:45

5. Inthe Search & Analysis panel, configure the following parameters and click OK.

@ Note The index configurations take effect within 1T minute.
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Parameter

Key Name

Type

Alias

Case Sensitive

Delimiter

Description

The name of the log field. Example: client_ip.

@ Note

o If you configure an index for a tag field, you must set the Key Name
parameter inthe __tag_ :KEY format. For example, you can set the
parameterto __tag_ : receive_time__. Different tag fields are
supported. For example, a tag field can indicate a public IP address or a
UNIX timestamp. For more information, see Reserved fields.

o When you configure an index for a tag field, numeric data types are not
supported. You must set the Type parameter for each tag field to text.

The data type of the log field value. Valid values: text, long, double, and json. For
more information, see Data types.

@ Note If afield is of the long or double type, you cannot configure the
Case Sensitive, Include Chinese, or Delimiter parameter.

The alias of the field. Example: ip.

An alias is used only in analytic statements. You must use the original field name in
search statements. For more information, see Column aliases.

Specifies whether searches are case-sensitive.

o If youturn on Case Sensitive, searches are case-sensitive. For example, if a log
contains internalError ,you can searchforthe log only by using the keyword

internalError

o If you turn off Case Sensitive, searches are not case-sensitive. For example, if a
log contains internalError ,you can search forthe log by using the keyword
INTERNALERROR Or internalerror

The delimiters that are used to split the content of a log into multiple words.
Supported delimiters include , "";=() []1{}?@s<>/:\n\t\r . \n indicates a
line feed, \t indicates atab character,and \r indicates a carriage return.

For example, the content of alogis /url/pic/abc.gif

o If you do not specify a delimiter, the log is regarded as a single word  /url/pic/
abc.gif .You cansearchforthe log only by using the keyword  /url/pic/abc.
gif orbyusing /url/pic/* to perform afuzzy search.

o If you set the delimiter to a forward slash (/), the content of the log is split into
the following three words: url , pic ,and abc.gif .Youcansearchfor
the log by using the keyword url , abc.gif ,or /url/pic/abc.gif ,oOr
by using pi* to perform afuzzy search.

o If you set the delimiter to a forward slash (/) and a period (.), the content of the
log is split into the following four words:  url , pic , abc ,and gif
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Parameter

Include Chinese

Enable Analytics

Maximum Statistics
Field Length

Description

Specifies whether to distinguish between Chinese content and English content in

searches.

o After youturnoninclude Chinese, if a log contains Chinese characters, the
Chinese content is split based on the Chinese grammar. The English content is split
based on specified delimiters.

g Notice When the Chinese content is split, the write speed is reduced.
Proceed with caution.

o If you turn off Include Chinese, all the content in a log is split based on specified
delimiters.

Before you can use the analysis feature, you must turn on Enable Analytics.

The maximum length of a field value that can be retained for analysis. Default value:
2048. Unit: bytes. The default value is equal to 2 KB. You can change the value of the
Maximum Statistics Field Length parameter. Valid values: 64 to 16384.

Ej) Notice |If the length of a field value exceeds the value of this parameter,
the field value is truncated, and the excess part is not involved in analysis.

Index traffic descriptions

Afteryou configure indexes, index traffic is generated.

Index type

Full-text index

Field index

Description

All field names and field values are stored as text. The field names and field values
are both included in the index traffic.

The method that is used to calculate index traffic varies based on the data type of a
field.

e text: Field names and field values are both included in the index traffic.

® |ong and double: Field names are not included in the index traffic. Each field value
is counted 8 bytes in the index traffic.

For example, if you configure an index of the long type for the status field and
the field value is400, the string status is not included in the index traffic, and the
400 value is counted 8 bytes in the index traffic.

e json: Field names and field values are both included in the index traffic. The
subfields that are not indexed are also included. For more information, see How
do | calculate index traffic for a JSON field?

o If asubfield is not indexed, the index traffic is calculated by regarding the data
type of the subfield as text.

o If asubfield is indexed, the index traffic is calculated based on the data type of
the subfield. The data type can be text, long, or double.
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5.Query and analyze logs

Afterindexes are configured, you can query and analyze the logs that are collected on the query and analysis
page in real time.

Prerequisites

e Logs are collected. For more information, see Data collection overview.

e Indexes are configured. For more information, see Configure indexes.

Procedure
1.

2
3.
4. Enter a query statement in the input field.

A query statement consists of a search statement and an analytic statement in the format of Search
statement|Analytic statement. For more information, see Search syntax and SQL syntax.

5. Click 15 Minutes(Relative) to specify the time range for the query statement.

You can select arelative time, select a time frame, or customize a time range. However, the time range that
you can specify is only accurate to the minute at most. If you want to use a time range that is accurate to the
second, you must specify the time range in the analytic statement. Example: * | SELECT * FROM log WHERE
__time >1558013658 AND _ time < 1558013660

@ Note The query and analysis results may contain logs that are generated 1 minute earlier or later
than the specified time range.

6. ClickSearch & Analyze to view the query and analysis results.

Manage query and analysis results

Log Service displays query and analysis results in a log dist ribution histogram, on the Raw Logs tab, and on the
Graph tab. Log Service allows you to perform operations on the results. For example, you can configure alerts and
create saved searches.

@ Note When you execute a query statement, only 100 lines of data is returned by default. You can use a
LIMIT clause to specify the number of lines that can be returned. For more information, see LIMIT clause.

e Log distribution histogram

The log distribution histogram shows the distribution of returned logs in different periods of time.

e o] BEIREPIECREIRR A Scorch & Analyze G~ N

100 Start At:Feb 24, 2022, 14:24:00
End Time:Feb 24, 2022, 14:24:30

Occurrences:129

141615 141805 14:20:15 The search results are accurate. 14:26:15 14:28:15 14:30115

3327 The results are accurate.

o When you move the pointer over a green rectangle, you can view the period of time that is represented by
the rectangle and the number of returned logs within the period.

o If you click a green rectangle, you can view log distribution at a finer-grained level. In addition, you can view
the returned logs within the period of time onthe Raw Logs tab.

e Raw Logstab
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The Raw Logs tab displays the logs that are queried. You can clickthe Table orRaw Data tab to view the
logs and perform the following operations:

Raw Logs Graph LogReduce

Quick Analysis : | bl New Line @D Time ¢+ L & Items per page: 20V - 2 3 4 - 692 > [Goto Page  View
Search by field Q 1 Feb23, 152446 & [A [ - > @O o | Hizvp z
antent - v content: {}

@timestamp : "2022-@2-237T07:24:45.736Z"
@metadata » Gmetadata: [}
status : "OK”
content v query : "POST /logstores/general-db-logstore/shards/1b”
@metadata.beat BES: "http"
» host: {}
content v > gent: {}
» url: {}

metadata type

@ Uz » http: {}

o Quick Analysis: You can analyze the distribution of a field within a period of time. For more information, see
Quick analysis.

You can clickthe : iconto specify whether to show the names or aliases of fields. You can create aliases

when you configure indexes. For example, if the alias of host_name is host, host is displayed in the Quick
Analysis list after you select Show Field Aliases.

@ Note If afield does not have an alias, the name of the field is displayed in the Quick Analysis list
even if you select Show Field Aliases.

o Context query: Onthe Raw Data tab, you canfind a log and clickthe [Q] icon to query the context

information about the log in the raw log file. For more information, see Context query.

@ Note Youcan perform context query only on the logs that are collected by Logtail.

o LiveTail: Onthe Raw Data tab, you canfind a log and click the [ icon to monitor logs in real time and

extract important information fromthe logs. For more information, see LiveT alil.

@ Note You can use LiveTail only onthe logs that are collected by Logtail.

o Tag Configurations: On the Raw Data tab, you can clickthe (&; icon and select Tag Configurations to

hide less important fields.

2 Feb23 15:24:44 [ [Q [ - > | ®17 .28 Bizb dtutz

¥ content : {}
@timestamp : "2822-82-23T787:24:43.826Z"
> @metadata: {}
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o Column Settings: Onthe Table tab, you can clickthe icon and select Column Settings to specify the

columns that you want to display in the table. The column names are field names, and the column content is
field values.

Column Settings X

Default Configurations +Add

Configuration Details

Q Ente Q

¥ _source_ __tag_:_receive_tim

_tag_+_receive_time_ m _topic_

= 1/2items 33items

n Coneel

o JSON Configurations: Onthe Table orRaw Data tab, you can click the icon and select JSON
Configurations to specify the level for JSON expansion.

o Event Settings: Onthe Table orRaw Data tab, you can clickthe icon and select Event Settings to
configure events for raw logs. For more information, see Configure events.

o Log Download: Onthe Table orRaw Data tab, you can clickthe icon to download logs. You can specify

the tool that is used to download logs and the range of logs to download. For more information, see % H

e Graphtab

Afteryou execute a query statement, you can view the query and analysis results on the Graph tab.

o View query and analysis results: Log Service renders the results of the query statement to charts. Log Service
provides various types of charts, such as tables, line charts, and column charts. For more information, see
Chart overview.

o Add a chart to a dashboard: Log Service provides dashboards on which you can analyze data in real time.
You can clickAdd to New Dashboard to save the query and analysis results as a chart to a dashboard. For
more information, see Visualization overview.

o Configure interactive events: Interactive events are important for data analysis. You can use interactive
events to switch between the levels of data dimensions and the analysis granularities to obtain more
detailed information. Interactive events include events to open a Logstore, open quick analysis, open a
dashboard, open trace analysis, open trace details, and customize an HTTP link. For more information, see
Configure a drill-down event for a chart.

e LogReducetab

On the LogReduce tab, you can click Enable LogReduce to cluster similar logs during log collection. For more
information, see LogReduce.

e Alerting

On the query and analysis page, you can choose Save as Alert > New Alert to configure alerts based onthe
query and analysis results. For more information, see Configure an alert in Log Service.

e Saved search

On the query and analysis page, you can click Save Search to save a query statement as a saved search. For
more information, see Saved search.
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6.Enable Dedicated SQL

Dedicated SQL is a paid feature that is provided by Log Service. You can use the Dedicated SQL feature to analyze
log data by using SQL statements. Compared with the Standard SQL feature, which you can use for free, the
Dedicated SQL feature has no limits on the number of concurrent operations or the amount of datato be
analyzed.

Context

If you use the Standard SQL feature to analyze a large amount of log data that is generated over a period of
time, Log Service cannot scan all log data in a single query. To ensure timeliness, Log Service limits the amount of
datathat is scanned in each shard and returns some inaccurate results. In this case, we recommend that you
increase the number of shards to increase computing resources. However, after you increase the number of
shards, only new data that is written to the shards can be read for scanning. Historical data cannot be read for
scanning. The number of consumers also increases.

To resolve this issue, Log Service provides the Dedicated SQL feature. The Dedicated SQL feature can efficiently
analyze log data and is not subject to the resource limits that compromise the performance of the Standard SQL
feature. For more information, see Limits.

® Note The Dedicated SQL feature and the Standard SQL feature are both available. You can choose
between the features based on your business requirements.

Advantages

You can use the Dedicated SQL feature to analyze log data by using SQL statements. The Dedicated SQL feature
has the following advantages over the Standard SQL feature:

e The Dedicated SQL feature can analyze hundreds of billions of data records with high perf ormance.

e The Dedicated SQL feature allows up to 100 concurrent operations in each project. The Standard SQL feature
allows only 15 concurrent operations.

e The Dedicated SQL feature is allocated exclusive resources. The performance of the Dedicated SQL feature is
not affected by traffic bursts from other users.

Scenarios
The Dedicated SQL feature is suitable for the following scenarios:

e You need to analyze data with high performance. For example, you need to analyze data in real time.

e You need to analyze data that is generated over a long period of time. For example, you need to analyze data
that is generated over a month.

e You need to analyze a large amount of data. For example, you need to analyze terabytes of data every day.

e You need to analyze data by using more than 15 concurrent SQL statements and display the analysis results
based on multiple metrics from multiple dimensions.

Procedure

1.
2.
3.

4. Clickthe <% icon.

Afteryou enable the Dedicated SQL feature, you can use this feature to query and analyze log data by using
SQL statements. For more information, see Query and analyze logs.
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) Notice If you enable the Dedicated SQL feature for a Logstore of a project, the analysis and query
operations in other Logstores of the project are not affected.

SDK examples

e Use Log Service SDK forJava to use Dedicated SQL
e Use Log Service SDK for Python to use Dedicated SQL
e Use Log Service SDK for Node.js to use Dedicated SQL
e Use Log Service SDK for PHP to use Dedicated SQL
e Use Log Service SDK for C++ to use Dedicated SQL

FAQ
e How do | enable the Dedicated SQL feature by calling an APl operation?

You can enable the Dedicated SQL feature by calling the GetLogs operation. When you call this operation, you
can use the powerSgl or query parameter to specify whether to enable the Dedicated SQL feature. For more
information, see GetLogs.

e How do | obtain the amount of CPU time that | use?

After you perform analysis and query operations, you can obtain the amount of CPU time that you use inthe
Log Service console. The following figure shows an example.

-
v 1 *|select status, count(*) as pv group by status order by pv desc SO 1 Week(Relative) ™ Search & Analyze '~ HESCA]

@ 5QL enhancement is enabled. Take note of the costs that are incurred for resource consumption. View Billing Standards ~ Set CUs of SQL-dedicated Instance

120k

0
09-09 09-10 09-11 09-12 09-13 09-14 09-15 09-16

Log Entries:3,133,753 Search Status:The results are accurate. Scanned Rows:3,133,753 Search Time:1,869ms |:0.557s JQuel y Results:22(By default, 3 maximum of 100 rows of data is returned for each query. Use the LIMIT clause if
e Canlcontrolthe cost of the Dedicated SQL feature?

Yes, you can modify the number of CUs to control the cost of the Dedicated SQL feature. To modify the
number of cores, go to the Project Overview page of your project and change the value of the CUs of SQL-
dedicated Instance parameter.

Project Overview Operations Log

Endpoints References

Internal Same- n .
region Endpoint cn-chengdu-intranet.log.aliyuncs.com Public Endpoint en-chengdu.log.aliyuncs.com

Internal Cross-

region Endpoint cn-chengdu-sharelog.aliyuncs.com

Basic Information

Region China (Chengdu) Description No results found.
Global »

Acceleration Unopened Created At Jul 30, 2021, 11:23:01
Custom Endpoint  None gg{?\'ccgtigmsta nee 1000

e What are the fees of the Dedicated SQL feature when | execute a query statement once?

The fees of the Dedicated SQL feature vary based on the amount of data on which you execute query
statements. The following table provides examples.
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Amount of data Average cost per
Query statement .
(rows) execution (USD)

* | select avg(double 0) from stress sl mill 4 billion 0.004435

* | select avg(double 0), sum(double 0), max(double 0), -

) N N ) - 4 billion 0.006504
min (double 0), count (double 0) from stress sl mill

* | select avg(double 0), sum(double 1), max(double 2), -

) - - ) - 4 billion 0.013600
min (double 3), count (double 4) from stress sl mill

* | select key 0 , avg(double 0) as pv from stress sl mi .

- = . - - 4 billion 0.011826

11 group by key 0 order by pv desc limit 1000

* | select long 0, avg(double 0) as pv from stress sl mi -

- ~ o - 4 billion 0.011087

11 group by long 0 order by pv desc limit 1000

* | select long 0, long 1, avg(double 0) as pv from stre
ss_sl mill group by long 0,long 1 order by pv desc limit 0.3 billion 0.010791
1000

* | select avg(double 0) from stress sl mill where key 0 -

= —— = 4 billion 0.00007

='key 987'
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/7.Query
7.1. Search syntax

This topic describes the search syntax of Log Service. You can configure query conditions by using the search

syntax.

Search types

A search statement specifies one or more query conditions and returns the logs that match the specified
conditions. Searches are classified into full-text searches and field-specific searches based on the indexing
method, or classified into exact searches and fuzzy searches based on precision.

@ Note

e [f you configure both full-text indexes and field indexes, the configurations of the field indexes take

precedence for operations.

Before you can specify a numeric range to query logs based on a field, you must set the data type of
the field to double or long in the index configurations. If you do not set the data type of the field to
double or long or the syntax of the numeric range is invalid, Log Service performs a full-text search,
and the search result may be different fromthe expected result. For example, if you execute the own
er id>100 search statement and the data type of the owner_id field is not double or long, logs that
contain owner_id, >, and 100 are returned. In this example, the greater sign (>) is not a delimiter.

If you change the data type of afield fromtext to double orlong in the index configurations, you can
use only the equal sign (=) to query the logs that are collected before the change takes effect.

e Full-text searches and field-specific searches

Field-specific
search

Search type Description Example

After you configure full-text indexes, Log Service splits a

log into multiple words by using the delimiters that you PUT and cn-shanghai : returns
Full-text search specify. You can specify keywords and rules in a search the logs that contain the keywords
statement to query logs. The keywords can be field PUT and cn-shanghai.

names or field values.

. . . request time>60 and request
After you configure field indexes, you can query logs by - =

specifying field names and field values in the key:value
format. You can perform basic searches or combined
searches based on the data types of fields in the index
configurations. For more information, see Data types.

method:Ge* : returns the logs in
which the value of the request_time
field is greater than 60 and the
value of the request_method field
starts with Ge.

e Exact searches and fuzzy searches

Search type Description Example

o host:example.com : returns
the logs in which the value of the

Exact search Complete words are used for searches. host field is example.com.

o  PpUT : returns the logs that
contain the keyword PUT.

34
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Search type

Fuzzy search

Operators

Description Example

You can add an asterisk (*) or a question mark (?) as a
wildcard character to the middle or end of a word in a
search statement when you perform a fuzzy search. The
word must be 1to 64 characters in length. If a word
contains a wildcard character, Log Service searches all
logs and obtains up to 100 words that match the word.
Then, Log Service returns the logs that contain one or
more of these words. If you specify more accurate
words, the search result is more accurate.

@ Note

o You cannot add an asterisk (*) or a question
mark (?) to the start of a word.

o  addr* : obtains 100 words
that start with addr from all logs,
and returns the logs that contain

o The long and double data types do not one or more of these words.
support asterisks (*) or question marks (?) in
fuzzy searches. You can specify a numeric
range when you perform a fuzzy search.
Example: status in [200 299].

0  host:www.yl* :obtains 100
words that start with www.yl
from the values of the host field
in all logs, and returns the logs
that contain one or more of these

A fuzzy search is performed based on samples by using words.

the following mechanism: For more information, see Fuzzy

o If you enable the field indexing feature and specify a match.
field to query logs, Log Service obtains random
samples from the indexed data of the field for
scanning and returns results. Log Service does not
perform full-text scans.

o If you enable the full-text indexing feature and you do
not specify a field to query logs, Log Service obtains
random samples from the full-text indexed data and
returns results. Log Service does not perform full-text
scans.

The following table describes the operators that are supported for search statements.

® Note

e The in operatoris case-sensitive. Other operators are not case-sensitive.

e Log Service supports the following operators: sort, asc, desc, group by, avg, sum, min, max, and
limit. If you want to use these operators as keywords, you must enclose the operators in double
quotation marks ("").

e The following list shows the priorities of operators in descending order:

i. Colons(:)

ii. Double quotation marks ("")

iii. Parentheses ()

iv. and, not

V. or
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Operator Description

The and operator. Example: request method:GET and status:200

If no syntax keywords exist among multiple keywords, the keywords are evaluated by

and using the and operator. For example, GET 200 cn-shanghai is equivalent to GET

and 200 and cn-shanghai
or The or operator. Example: request method:GET or status:200

The not operator. Examples: request method:GET not status:200 and not
status:200

not

This operator is used to increase the priority of the query conditions that are enclosed in
() parentheses (). Example:  (request method:GET or request method:POST) and
status:200

This operator is used for field-specific searches based on the key:value format. Example:
request method:GET

If a field name or a field value contains reserved characters such as spaces and colons
(1), you must enclose the field name or field value in double quotation marks ("").
Example: "file info":apsara

This operator is used to enclose a syntax keyword. If a syntax keyword is enclosed in
double quotation marks (""), the keyword is converted to an ordinary character. For
example, "and" returns the logs that contain and. In this case, and is not an

n

operator.

In a field-specific search, the words that are enclosed in double quotation marks ("") are
considered as a whole.

The escape character. This character is used to escape double quotation marks ("").

Double quotation marks ("") can indicate themselves only after they are escaped. For

example, if the content of alogis instance id:nginx"01" ,you can execute the
instance id:nginx\"01\" statement to search for the log.

The wildcard character. This character is used to match zero, one, or multiple characters.
Example: host:aliyund*c

* @ Note Log Service searches all logs and obtains up to 100 words that match
the specified conditions. Then, Log Service returns the logs that contain one or more
of these words and match the query conditions.

The wildcard character. This character is used to match a single character. Example:

host:aliyund?c

This operator is used to query the logs in which the value of a specified field is greater
than a specified numeric value. Example: request time>100

This operator is used to query the logs in which the value of a specified field is greater
than or equal to a specified numeric value. Example: request time>=100

This operator is used to query the logs in which the value of a specified field is smaller
than a specified numeric value. Example: request time<100
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This operator is used to query the logs in which the value of a specified field is smaller
<= e .
than or equal to a specified numeric value. Example: request time<=100
This operator is used to query the logs in which the value of a specified field is equal to a
specified numeric value. Equal signs (=) and colons (:) have the same effect on fields of
- the double or long data type. For example, request time=100 is equivalent to
request time:100
This operator is used to query the logs in which the value of a specified field is within a
specified numeric range. Brackets [] indicate a closed interval, and parentheses () indicate
an open interval. A space is used to separate two numbers in a numeric range. Examples:
in request time in [100 200] and request time in (100 200]
@ Note The characters of in must be in lowercase.
This operator is used to query the logs of a specified log source. Wildcard characters are
supported. Example:  source :192.0.2.%*
source (]> Notice The _source__field is a reserved field in Log Service. This field can be
- - abbreviated to source. If you configure a custom source field, the custom field
conflicts with the reserved field source in Log Service. If you want to search for the
custom field, you must use Source or SOURCE in the search statement.
t This operator is used to query logs by using metadata. Example:
—ta9__ __tag : receive time :1609837139
topic This operator is used to query the logs of a specified log topic. Example:

_ topic_ :nginx_access_log

Examples of search statements

If you execute a search statement on different logs based on different index configurations, the statement
returns different results. The examples in this section are provided based on the following sample log and index

configurations.

Sample log

An NGINX access log is used as the sample log.
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1 02-2114:37:58 5] -

.8.1 | nginx_acce:
body_bytes_sent :1366
client_ip : 21%.'F 5 79

host :www. e u

http_host : om
http_user_agent :Mozilla/5.8 (Windows NT 6.8; WOW64) ApplelebKit/535.11 (KHTML, like Gecko) Chrome/17.E 56 Safari/535.11
http_x_forwarded_for :21¢ d 217

instance_id :1-81
instance_name :instance-82
network_type :vlan
owner_id : owner-@1

referer :wm - emm
region :cn-shanghai
remote_addr :19 188
remote_user :k3gh_
request_length : 19161
request_method :GET
request_time :45
request_uri :/request/path-2/file-7
scheme :https
server_protocol :HTTP/2.8
s1bid :s1b-81

status :200

Index configurations

Before you can execute a search statement, make sure that indexes are configured. For more information, see

Configure indexes.

Key Name

dlient_ip
host

hitp_user_agent
http_s_forwarded for
instance_id
instance_name
network_type
owner_id

referer

region

remote_addr
remote_user
request_length
request_method
request_time
request_uri

scheme

status

city

Enable Search
- e e
Type Alias il Delimiter: @
- » » @ x
ot v O = 0007@8 <> At O () X
text v W  mezene  (JP @D X
- » » @
et v W mezenee (JP @D X
text v ()  "=0I0P @8> Aokt () () X
et v () =000P@E<> Mokt () () X
v W ovezenee (JP @D X
v (@ RESIEEVETIEEG N R
text v () =000 @B A\t () () X
- > » @ x
et v O = 0007@8& < Anhir O () X
. @
- o » @ x
- @
text v W  mezene  (JP @D X
text v W mezene (JP @D X
long v @
text v () = 0D@&< > A () () X

Common search examples

Expected search result

Logs that record successful GET
requests (status codes: 200 to 299)

Search statement

request method:GET and status in [200 299]
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Expected search result

Logs that record GET requests and in
which the source region of the
requests is not the China (Hangzhou)
region

Logs that record GET requests or
POST requests

Logs that do not record GET
requests

Logs that record successful GET
requests or successful POST requests

Logs that record failed GET requests
or failed POST requests

Logs that record successful GET
requests (status codes: 200 to 299)
and in which the request duration is
less than 60 seconds

Logs in which the request duration is
equal to 60 seconds

Logs in which the request duration is
greater than or equal to 60 seconds
and is less than 200 seconds

Logs in which the request_time field
is empty or the value of the field is
an invalid number

Logs that contain the request_time
field and in which the value of the
field is @ number

Logs that contain and

Search statement

request method:GET not region:cn-hangzhou

request method:GET or request method:POST

not request method:GET

(request _method:GET or request method:POST) and status in [200
299]

(request method:GET or request method:POST) not status in [200
299]

request method:GET and status in [200 299] not

request time>=60

request time:60

request time=60

request time>=60 and request time<200

request time in [60 200)

request time:* not request time > -10000000000

status > -1000000000

"and"

@ nNote

operator.

In this search statement, and is a common string but not an

> Document Version: 20220510

39



Index and query- Query

Log Service

Expected search result Search statement

"request method":PUT

Logs in which the value of the

request method field contains PUT @ Note The name of the request method field contains spaces. You
must enclose the field name in double quotation marks ("") in a search

statement.

__topic_ :HTTPS or _ topic :HTTP

Logs whose topic is HTTPS or HTTP

@ Note The _tag

tag_ : client ip :192.0.2.1

: client ip  field is a reserved field in

Log Service. The field indicates the IP address of the host from which logs

Logs that are collected from the
192.0.2.1 host

are collected. For more information, see Reserved fields.

If alog is processed by using the data transformation feature or a Logtail

plug-in, the key in a tag field is converted to a common key. If you want
to search for the log, you must enclose the name of the tag field in
double quotation marks ("") in the search statement. Example:

" tag : client ip ":192.0.2.1
Logs in which the remote_user field not remote user:""
is not empty
Logs in which the remote_user field remote user:""
is empty

Logs in which the value of the not request_user:"null"

remote_user field is not null

Logs that do not contain the not remote user:*

remote_user field

Logs that contain the remote_user remote_user:*
field

Logs in which the value of the city not city:Shanghai

field is not Shanghai

Advanced search examples

e Fuzzy searches
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Expected search result Search statement

Logs that contain certain words. The
words start with cn.

@m*

Logs in which the value of the region

region:cn*
field starts with cn. g

region:"cn*"

@ Note Inthis search statement, cn* is a complete word.
Examples:

o If the content of alogis region:cn*,en and the delimiter is

Logs in which the value of the region a comma (,), Log Service splits the log content into  region ,

field contains cn*
cn* ,and en .Youcan use the search statement to search

for the log.

o If the content of alogis region:cn*hangzhou , Log Service
considers cn*hangzhou as a whole. Therefore, you cannot
use the search statement to search for the log.

Logs that contain certain words. The
words start with mozi, end with la,

- mozi?la
and include one character between
moziand la.
Logs that contain certain words. The
words start with mo, end with la, .
mo*la

and include zero, one, or more
characters between mo and la.

Logs that contain certain words. The
words start with moz or sa.

moz* and sa*

You cannot use a search statement to search for the logs. You can use the
LIKE clause in an SQL statement to search for the logs. For more information,

Logs in which the value of the region  gee Use the LIKE clause to implement fuzzy match.
field ends with hai.
* | select * from log where region like '%hai'

o Delimiter-based searches

Log Service splits the content of a log into multiple words based on the delimiters that you specify. The
delimitersare , '";=() [1{}2@e<>/:\n\t\r .If youdo not specify delimiters, Log Service considers the value of

each field as a whole. In this case, you can search for a log only by using a complete string or a fuzzy search. For
more information about how to specify delimiters, see Configure indexes.

For example, the value of the http_user_agent field is Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.2 (KH
TML, like Gecko) Chrome/192.0.2.0 Safari/537.2

o If you do not specify delimiters, Log Service considers the field value as a whole. In this case, you cannot
search forlogs by usingthe http user agent:Chrome Search statement.
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o If you specify delimiters, Log Service splits the field value into  Mozilla , 5.0 , Windows , NT , 6.1 ,
AppleWebKit , 537.2 , KHTML , 1like , Gecko , Chrome , 192.0.2.0 , Safari , and 537.2
The delimitersare , '";=() [1{}?@s<>/:\n\t\r .Inthiscase, you can searchforlogs by usingthe nhttp use
r agent:Chrome Search statement.

Expected search result Search statement

Logs in which the value of the

http_user_agent field contains http_user_ agent:Chrome

Chrome

Logs in which the value of the http user agent:"Linux Chrome"

http_user_agent field contains Linux

and Chrome http user agent:Linux and http user agent:Chrome

Logs in which the value of the
http_user_agent field contains http user agent:Firefox or http user agent:Chrome

Firefox or Chrome

Logs in which the value of the
request_uri field contains request uri:/request/path-2
/request/path-2

Logs in which the value of the
request_uri field starts with
/request and does not contain /file-
0

request uri:/request* not request uri:/file-0

7.2. Phrase search

This topic describes the syntax and limits of the phrase search feature and provides usage examples.

Overview

D Notice Only the following regions support the phrase search feature: Russia (Moscow), UK (London),
Philippines (Manila), and Malaysia (Kuala Lumpur).

Log Service uses the word segment ation method to query specific logs. For example, the search statement  abc
def returnslogsthat contain abc or def .Inaddition, the results are sorted in random order and the
specified phrases cannot be exactly matched. Log Service allows you to use the phrase search feature to perform
exact phrase searches.

Afteryou send a request to query logs that contain a phrase, Log Service performs the following steps:

1. Execute the non-phrase part of a search statement to query logs. For example, if you execute the search
statement #"/92//docvalue" ,Log Service first executesthe "/92//docvalue" statement.

@ Note Up to 10,000 logs can be returned by the phrase search statement in Step 1. This prevents
Log Service from handling an excessive amount of data within a short period of time.

2. Query the logs that match the search condition fromthe preceding search results, and then return the final
search results.

Syntax
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Field-specific search

key:#"abc def"

Full-text search

#"abc def"

Limits

The results of a phrase search can be paged only forward or backward based on the sequence of page
numbers. Random redirection is not supported.

After you perform a phrase search, the log distribution histogram shows the distribution of non-phrase search
results.

Fuzzy match is not supported in phrase searches.

In a phrase search statement, you must enclose the phrases that you want to match within a pair of quotation
marks ( “").

The NOT operatoris not supported in phrase search statements. Example: not #"abc def"

Analytic statements are not supported in phrase searches. Example: #"abc" | select *** .The quick analysis
feature is not supported when you perform phrase searches.

Examples

Query the logs that contain  redo index/1

If you execute the non-phrase part of the search statement "redo index/1" ,Log Service searches forlogs
that contain specific keywords based on full-text indexes.

v

“redo_index/1" SO  15Minutes(Relative)

Rawlogs ~ Graph  LogReduce

@ et @ Tme S s 2 v 2[5 ][« ][ s

4 Apr13,00:42:08

Skl U B AT bk
terfredo_index/318/privatelink_co2_endpoint_service Ib_agg_in/1/check_points/latest_1641538980075167624_1647417507014374 np_1647417

5 Apr13,00:42:08

>

>tev|/ redo_index/14912/meta-host-journald-log/1//data/1641536627747455685_1_43895309_44108086

If you execute the phrase search statement #"redo index/1" ,Log Service searches for logs that contain the
complete phrase redo index/1

v #"redo_index/1" ©O 15 Minutes(Relative

Rawlogs ~ Graph  LogReduce

B Newtine @) Time * lams parpoges | 190V

8Apr 13, 00:42:08

mismmdan: dd ml g 7
s

g s g s bt e Tndexy fpresto_mon tor/17//data/ 1641536646626552239_1_2186_2206

9Apr 13, 00:42:08

rge.cpp

/17//data/1641536646026552239_1_2188_2206

rf/redo_index/17presto_moni

7.3. LiveTail

This topic describes how to monitor and analyze log data by using LiveT ail.
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Prerequisites

Log datais collected by Logtail. For more information, see Use Logtail to collect data.

) Notice LiveTail can monitor and analyze only the log data that is collected by Logtail.

Context

In online O&M scenarios, you may need to monitor log data in real time and extract crucial information fromthe
latest log data to troubleshoot exceptions. If you use a traditional 0&M method, you must run the tail -f
command on each server to query log data. if you want to narrow the scope of the command output, you must
runthe grep orgrep -v command to filter the log data by keyword. To simplify online O&M operations, Log
Service provides LiveT ail in the Log Service console. You can use LiveT ail in the Log Service console to monitor and
analyze log data in real time.

Benefits

e Log entries are monitored in real time and can be filtered by keyword.
e Log entries are collected and indexed based on the collection configuration.

e The content of log fields is segmented into words. The word segmentation feature allows you to query
contextual log entries that contain specific words.

e You can query a specified log entry fromthe log file that contains the log entry. This way, you can monitor the
log entry in the log file in real time without the need to log onto a server.

Procedure

4. Clickthe Raw Logs tab. On the Raw Logs tab, click the Raw Data button. Then, clickthe [ icon for a log

entry to start LiveTail.

5. Inthe LiveT ail section, view log entries.
AfterLiveTail is started, the log entries that are collected by Logtail are displayed in the LiveT ail section in
real time. By default, the latest log entries are displayed at the bottom of LiveTail section. You can view the
latest log entries without the need to scroll down. A maximum of 1,000 log entries can be displayed. if more
than 1,000 log entries are collected, the LiveT ail section is automatically refreshed to display the latest 1,000
log entries.
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32
0
10:39:47 10:39:57 10:40:07 10:40:17 10:40:27
Source Type] Common _. * Machine Namef: | hn * File Name | /elC @ Siop LiveTail - Enable
> Content w
50 ;ttp_refejer - B ) C
: name3.phpname3.phpname5.phpname2.phpname3.phpname5.phptest.htminamel.phpnamed.phpnamel.phpname6.phpnamet.phpnamed.phpname
ed.p
http 17.36 keep_q
rem fime_sec: 0
resp
_ra
"nan *4.phpname]
ed.p 2 fvar/vwanwy
244
_ SO
51 http,
: na ed.phpname
ed.p
http, 17,36 keep_q
rem ftime_sec: 0
resp i oy . I L
More operations
Operation Description
You can enter one or more strings in the Highlight field.
Highlight strings The specified strings are highlighted in the LiveT ail
section.
You can enter one or more strings in the Filter By field.
Filter log entries by string The LiveT ail section displays only the log entries that
contain the specified strings.
You can select one or more fields from the Filter by
Filter log entries by field Field drop-down list. The LiveT ail section does not

Stop LiveTail

display the log entries that contain the specified fields.

You can click Stop to stop LiveT ail. After LiveT ail is
stopped, the LiveT ail section is no longer refreshed. You
can analyze the log entries in the LiveTail section to
troubleshoot exceptions.

7.4. LogReduce

This topic describes how to use the LogReduce feature of Log Service. You can enable the feature, view log
clustering results and raw logs, adjust clustering precision, and compare the number of log entries in different

time periods.

Context
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The LogReduce feature allows you to cluster similar logs and extract patterns fromthe logs. The feature
supports text logs of multiple formats. You can use the feature to locate errors, detect anomalies, roll back
versions, and perform other O&M operations in DevOps scenarios. You can also use the feature to detect network
intrusions to ensure data security. In addition, you can save log clustering results as charts to a dashboard, and
then view the clustered data in real time.

Benefits

e You can cluster logs of multiple formats, such as Log4jlogs, JSON-formatted logs, and single-line logs.
e Hundreds of millions of log entries can be clustered in seconds.

e Log data can be clustered in multiple modes.

o Raw log entries can be retrieved based on pattern signatures.

e You can compare log patterns of different time periods.

e You can adjust the clustering precision of logs.

Indexes

If you enable the LogReduce feature, the size of indexes increases by 10% of the raw log size. For example, if the
size of raw log data is 100 GB per day, the size of indexes increases by 10 GB.

Size of indexes generated

Raw log size Index percentage SleeEslEe Index size
100 GB 20% (20 GB) 100 * 10% 30 GB
100 GB 40% (40 GB) 100 * 10% 50 GB
100 GB 100% (100 GB) 100 * 10% 110 GB

Enable the LogReduce feature of a Logstore
1.
2.
3.
4. Enable the LogReduce feature of a Logstore.
i. Choose Index Attributes > Attributes.
If the indexing feature is not enabled, clickEnable.
ii. Inthe Search & Analysis dialog box, turn on the LogReduce switch.
iii. (Optional)Configure a whitelist or blacklist to filter fields.
You canfilter logs by keyword. Logs that are filtered based on keywords are automatically clustered.

iv. Click OK.

View log clustering results and raw logs

1. Onthe Search & Analysis page, enter a search statement in the search box, and then clickSearch & Analyze.

@ Note Youcanuse only search statements to filter logs. However, you cannot use analytic
statements to analyze logs because the LogReduce feature cannot cluster analysis results.

2. Clickthe LogReduce tab to view the log clustering results.

You can also clickAdd to New Dashboard to save the log clustering result to a dashboard.
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Raw Logs LogReduce @D Graph

Number Count Pattem

Parameter

Number

Count

Pattern

tem Count: Many ————— Little

............................ HTTRHA" =

Description
The sequence number of a log cluster.

The number of log entries of a pattern. The log entries are obtained in the
current time range.

The log pattern. Each log cluster has one or more sub-patterns.

o Move the pointer over a value in the Count column to view the sub-patterns of the corresponding log
cluster. You can also view the percentage of each sub-patternin the log cluster. Click the plus sign (+) next
to the value to expand the sub-pattern list.

o Click a value in the Count column. You are redirected to the Raw Logs tab. On this tab, you can view the
raw logs of the corresponding pattern.

Adjust the precision of log clustering

On the LogReduce tab, you can drag the Pattern Count slider to adjust the clustering precision.

e If you drag the slider towards Many, you can obtain a more precise log clustering result with more detailed

patterns.

e If youdrag the slider towards Little, you can obtain a less precise log clustering result with fewer detailed

patterns.

Compare the number of log entries that are clustered in different time

periods

1. Onthe LogReduce tab, clickLog Compare.

2. Set atime range, and then click OK.

For example, assume you set the time range to 15 minutes when you perform a query, and select 1 Day for
Log Compare. The start time and end time for log comparison are displayed. The time range is 15 minutes.
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1 *= | select v.signature, v.pattern, v.count, v.count_compare, v.diff from (select compare_log_reduce(3, 8640@) as v from log) order by el - ]
v.diff desc limit 1eee log_reduce(precision)
B N
0
10:17:22 10:19:15 10:21:15 10:23:15 10:25:15 10:27:15 10:29:15 10:31:15
Log Entries:0 Search Status:The results are accurate.
Raw Logs LogReduce = Graph Pattern Count: Many ":)— Little
+7.687 i 15Mi
; . - Kind:Event apiVersion-audit k8s io/v1betal metadata:{"creationTimestamp™-"2019-04-11T¢  SMinutes 15Minutes LHour JitiD: * stage:ResponseComplete
i A 3TET%  requestURIY %/ == k8s.iof == seours sk
114 kind:Event apiversion:audit k8s.io/v1betal metadata.{"creationTimestamp™"2019-04-11TL  30Days * . * auditiD: *
5 a0t S oe- stage:ResponseComplete requestURI:/apis *** timeout=32s verb-get user:{'usemame™"s ) sourcelPs["127.0.0.1] 2
i 2,85
A401%  responsestatus{metadata™(},"code™ 200} requestReceivedTimestamp:2019-04-11T02: = Start Time:  2019-04-10 10:17:15 tations:
{"authorization k8s.io/decision™"allow","authorization k8s io/reason™ ™} 5
End Time:
- kind:Event apiversion:audit k8s.io/v1betal metadata:{"creationTimestamp"."2019-04-11TC 1itiD: * stage:ResponseComplete
2289
5 N . requestURI/apifv1inamespaces/ ® / * / **==* verb.gef user.{'username’"system; = * W * "] objeciRef.{"resource™" *
- ANew  "’namespace™’ * " ’mame’" *** "  apVersion""v1"} responseStatus:{'metadata™[}," * ¢ Px = _* stageTimestamp:2012-04-
1MT02: %% % ‘authorization ki rrealiow”, kS8 I0/reason™™]
+1,301
. . . kind:Event apiVersion-audit k8s.iofv1betal metadata:{"creationTimestamp®"2019-D4-11T02: * : * "} level: * timestamp:2019-04-11T02: * - * auditiD: * stage-ResponseComplete
- A New requestURI /apis/ * KSs.io/ * / =*==== zuthorization k8s o/ *
Parameter Description
Number The sequence number of a log group.
Pre Count The number of log entries of a pattern that are obtained in the time range
re_CLoun P
- specified by Log Compare.
Count The number of log entries of a pattern. The log entries are obtained in the
oun
current time range.
Diff The difference between the number of log entries that are specified by the
I
Pre_Count and Count parameters and the growth rate.
Pattern The log pattern.

Examples

You can use query statements to obtain clustered log data.

e Obtain log clustering results.

o Query statement

* | select a.pattern, a.count,a.signature, a.origin signatures from (select log reduce(3) as a f

rom log) limit 1000

® Note
statement.

o Parameter settings

When you view log clustering results, you can click Copy Query to obtain the query

In the query statement, the log_reduce(precision) function indicates the clustering precision. Valid values: 1
to 16. A smaller value indicates a higher clustering precision and more patterns. Def ault value: 3.
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o Returned fields

You can view the clustering details on the Graph tab.

Parameter

pattern

count

signature

origin_signatures

Description
The log pattern.

The number of log entries of a pattern. The log entries are obtained in the
current time range.

The signature of the log pattern.

The secondary signature of the log pattern. You can use this signature to
query corresponding raw data.

e Compare the number of log entries that are clustered in different time periods.

o Query statement

* | select v.pattern, v.signature, v.count, v.count compare, v.diff from (select compare log red
uce (3, 86400) as v from log) order by v.diff desc limit 1000

@ Note When you use Log Compare to compare log clustering results in different time periods, you
can click Copy Query to obtain the query statement.

o Parameter settings

Modify parameter settings in the compare_log_reduce(precision, compare_interval) function.

m The precision parameter indicates the clustering precision. Valid values: 1to 16. A smaller number indicates
a higher clustering precision and more patterns. Default value: 3.

m The compare_interval parameter indicates the time difference between the two time ranges when the
number of log entries are compared. The value is a positive integer. Unit: seconds.

o Returned fields

Parameter

pattern

count_compare

count

diff

signature

Description
The log pattern.

The number of log entries of a pattern that are obtained in the time range
specified by Log Compare.

The number of log entries of a pattern. The log entries are obtained in the
current time range.

The difference between the number of log entries that are indicated by the
count and count_compare fields.

The signature of the pattern.

Disable LogReduce of a Logstore

You can disable LogReduce if you no longer need to use it.

1. Onthe Search and Analysis page of the Logstore for which you want to disable this feature, choose Index

Attributes > Attributes.

2. Turn off the LogReduce switch.

3. Click OK.
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7.5. Context query

This topic describes how to query the contextual log entries of a specified log entry in the Log Service console.

Prerequisites

e Logs are collected by Logtail. For more information, see Logtail overview.
@ Note The context query feature is supported only for log data that is collected by Logtail.

e The indexing feature is enabled and configured. For more information, see Configure indexes.

Context

To perform a context query, you must specify a source server, source file, and a log entry whose context you
want to query. You can obtain the log entries before or after the specified log entry that is collected fromthe
log file of the server. This helps you identify and resolve errors.

Scenarios

For example, an online-to-offline (020) website records the steps of an order into log entries on the server. These
steps include: log on to the website, browse products, select a product, add the product to the shopping cart,
place an order, pay for the order, deduct the order amount, and generate the order.

If an order fails, the 0&M engineers must locate the cause at the earliest opportunity. If a traditional context
query method is used, the O&M engineers must be authorized by an administrator to log on to each server where
the 020 application is deployed. After authorization is complete, the 0&M engineers must search the servers one
by one for the related application log entries based on the order ID. Then, the O&M engineers can locate the
failure cause based on the application log entries.

In Log Service, the 0&M engineers can perform the following steps to locate the failure cause.

1. Install Logtail on the server. Create a machine group and configure a log collection file in the Log Service
console. Then, enable Logtail to upload incremental log entries to Log Service.

2. Onthe search and analysis page in the Log Service console, specify a time range and find the log entry that
records the failure based on the order ID.

3. Afteryou locate the log entry, scroll up until other related log entries are found, for example, a log entry
that records a credit card payment failure.

e [ lf_,--:l\l“.
— )
i_ Application logs in each machine i i logstore:app_log | I LogService web console i
"Machine A Machine B Machine C ™. e " 1. KeyWords Search
/ applog app.log app.log } | (.
1 1 1
| 1 o 2. Context
H [ | 2 2 | i View
|| ——— 3 —— — VI
B : 4 : { MachineC
| ! 2 ! lo i
Co | I | | o i app.log ;
! N+1 N+1 N+1 | | e i i i
| - ] | | |
; : | |
! H 1 1
Aol ) | | —

e e e Upload Logs --------------="" Tsom——moo—om———o
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Benefits

You do not need to change the format of application log entries.

You can query the context of a log entry froma log file that is collected from a server in the Log Service
console. You do not need to log onto the serverto query the context.

You can specify a time range to locate suspicious log entries before you perform a context query inthe Log
Service console. This improves troubleshooting efficiency.

You do not need to worry about data loss that is caused by insufficient server storage or log file rotation. You
can view log data history in the Log Service console at any time.

Procedure

—_

> woN

. Enter a query statement, select a time range, and then clickSearch & Analyze.

5. Onthe Raw Logs > Raw Data tab, find the log entry whose context you want to query and click [l .

6. Onthe page that appears, scroll up and down to view the contextual log entries.
o To scroll up, clickOld.
o To scroll down, click New.
o To highlight a keyword, enter the keyword in the Highlight field.

o Tofilterout fields, click Filter By. In the dialog box that appears, select the fields in the right pane and
click Delete. After the fields are filtered out, the fields are removed fromthe log entries that are displayed
in the Context View pane.

Context View S

6] Filter Field

Old

No Content

[2020-03-17 17:53:53]bil
[2020-03-17 17:53:53]bil
[2020-03-17 17:53:53]bil
[2020-03-17 17:53:53]bil

o Ly

+
-

7.6. Saved search

If you need to frequently view the result of a query statement, you can save the query statement as a saved
search. Log Service provides the saved search feature to save the required data query and analysis operations.
You can use a saved search to quickly perform query and analysis operations.

Prerequisites

The indexing feature is enabled and indexes are configured. For more information, see Configure indexes.

Create a saved search

1.
2.
3.

>
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4. Enter a query statement in the search box, specify a time range, and then click Search & Analyze.

A guery statement consists of a search statement and an analytic statement in the format of Search
statement|Analytic statement. For more information, see Search syntax and SOL syntax and functions.

5. ClickSave Search in the upper-right corner of the page.

6. Inthe Saved Search Det ails panel, set the required parameters. The following table describes the
parameters.

Saved Search Details X

+ Saved Search Name  stage

Atributes

Variable Neme: Default Value: Matching Mode:
stage stage Global Match v X

| SELECT S{stage), COUNT(") o5 number GROUP BY S(stage} LIMIT 10

Parameter Description
Saved Search Name The name of the saved search.

To perform drill-down analysis, select the required content of the query
statement in the Query field, and click Generate Variables to generate a
placeholder variable.

o Variable Name: the name of the placeholder variable.
o Default Value: the content that you select from the Query field.

o Matching Mode: the match mode. You can use the match mode to
replace the default value by triggering a drill-down event. Valid values:
Global Match and Exact Match.

® Global Match: matches all words that are the same as the selected
keyword in the query statement as variables.
® Exact Match: matches the selected keyword in the query statement as
Variable Config avariable.

For example, when you configure drill-down analysis for a chart, you set
Event Action to Open Saved Search for the chart, and specify the saved
search. The Variable of the chart is the same as the Variable Name of
the saved search. When you click the chart value, you are redirected to the
saved search. The Default Value of the placeholder variable is replaced
by the chart value that triggers the drill-down event. Then, the new query
statement is executed. For more information, see Configure a drill-down
event for a chart.

@ Note Before you set Event Action to Open Saved Search,
you must create a saved search and configure variables.

7. Click OK.
Afteryou create a saved search, clickthe .-/ icon next to the search box on the Search & Analysis page of

the Logstore, and click the name of the saved search to quickly perform query and analysis operations.

Modify a saved search
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1. Inthe left-side navigation pane, choose Resources > Saved Search.
2. Inthe Saved Search list, click the saved search that you want to modify.
3. Enter a query statement and clickSearch & Analyze.

A guery statement consists of a search statement and an analytic statement in the format of Search
statement|Analytic statement. For more information, see Search syntax and SOL syntax and functions.

4. ClickModify Saved Search in the upper-right cormner of the page.
5. Inthe Saved Search Details panel, modify the required settings and click OK.

Obtain the ID of a saved search

Afteryou create a saved search, you can use the ID of the saved search to embed the saved search page to a
self-managed web page. For more information, see Customize the Ul of embedded pages.

1. Inthe left-side navigation pane, choose Resources > Saved Search.
2. Inthe Saved Search list, click the saved search from which you want to obtain the ID.
3. Obtain the ID of the saved search in the URL.

C' @ sls.console.aliyun.com/lognext/project/ius 01/savedsearch,{savedsearch—‘ 0318 | B a % a
E (=) AlibabaCloud & workbencn s Expenses Tckets 1P Enterprise  Support  App A w oo @
mans 01 switen | @ Cﬂ st x
® Saved Search & test Data Transformation[7 ~ Jj}indexAttributes > SaveasAlert~  Modity Saved Search & &
Q - v 1 *|select COUNT(* (5] 2 BERCIVIRSSCEISE search & Anayze G~ \"*-
test -

7.7. Quick analysis

The quick analysis feature of Log Service allows you to perform a query with ease. You can use this feature to
analyze the distribution of a field over a period of time.

Prerequisites

Indexes are configured for specified fields. The analytics switch is turned on for these fields. For more information,
see Configure indexes.

For example, if a log entry contains the request_method and request_time fields, you can configure indexes for
the two fields. The following figure shows the configurations.

e

Enable Search

Key Name Include Enable Delete

Case Chinese Analytics
li Delimiter:
ype Alias - elimiter o

request_method text ™ request_method =P @8& <> AN\t

Features

©
©

e Allows you to analyze the first 100,000 log entries that are returned for a query.

@ Note When you perform a quick analysis during the selected time range, the first 100,000 log entries
are returned. If you use a saved search to query all data in a Logstore, you must delete the Limit 100000
clause.

e Groups fields of the TEXT type and provides statistics about the top 10 groups.
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e Generates approx_distinct statements for fields of the TEXT type.

e Supports histogram-based statistics about the approximate distribution of fields of the LONG and DOUBLE
type.

Histogram-based statistics groups sampling data and calculates the average value of each group.

e Searches forthe maximum, minimum, average, or sum of fields of the LONG and DOUBLE type.

e Generates a query statement based on a quick analysis.

Procedure
1.
2.
3.

4. Onthe Raw Logs tab, click the destination field in the Quick Analysis column.

Raw Logs Graph LogReduce

Quick Analysis Erawpata | NewLine @D Time ¢ ltems per page: 20V - 23 4 = 146 | > Goto Page| View
Search by field Q 1 Mar 31, 17:32:48

body_bytes_sent o body_bytes_sent :1203
client_ip :

client_ip v host :www.z

host - http_host : m

http_user_agent :Mozilla/5.8 (X11; Ubuntu; Linux x86_64; rv:14.8) Gecko/26106161 Firefox/14.8.1
hitp_user_agent -

http x_forwarded for :1 | e Lem L

o Provide grouping statistics for fields of the TEXT type and approximate distribution histogram-based
statistics for fields of the LONG and DOUBLE type. For more information, see TEXT type or LONG and
DOUBLE types.

o Provide query statements.

Clickthe € icon next to the destination field. You are redirected to the Graph tab. A query statement for
grouping statistics is provided in the search box.
o Calculate the number of unique values of a field.

In the Quick Analysis column, click Count Distinct Values under the destination field. You can obtain the
number of unique values of the s{keyName} field.

o Display field names or aliases

Clickthe : iconto specify whetherto display field names or aliases. Aliases can be set when you configure

indexes. For example, if you set the alias of host_name to host, host is displayed in the Quick Analysis
column after you select Show Field Aliases.

@ Note I you do not set an alias for a field, the field name is displayed after you select Show Field
Aliases.

TEXT type
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The quick analysis feature provides grouping statistics for fields of the TEXT type. If you use this method, the first
100,000 log entries are grouped and the ratios of the top 10 groups are returned. For example, you can obtain
the following result based on grouping statistics of request_method. The GET method is the most common
request method.

Quick Analysis

request_method

GET
| 54.25%
POST
| a7.26%
PUT
L} 4.62%
DELETE

3.87%

|
ocsna] [E]a

LONG and DOUBLE types

e Display approximate distribution by using histograms.

The number of field values of the LONG and DOUBLE types is large. The preceding grouping analytics method is
not suitable for the LONG or DOUBLE type. Log Service assigns field values into 10 buckets and displays the
approximate distribution of the values in a histogram. The following figure shows the approximate distribution
of the request_time field. T his distribution of field value indicates that most of the request periods are

distributed around 1.346 ms.

e Quick analysis on the maximum value, minimum value, average and sum of fields.

Quick Analysis

| request_method

| request_time

0.05624418604651162
] 12.82%

0.17316

] 11.18%
0.2693174603174603

] 9.39%
0.38196774193548383

u 9.24%
0.47996721311475415

] 9.09%
0.5410303030303031

1 4.92%
0.6143384615384616

| 9.69%
0.7168356164383561

- 10.88%
0.8185332203389831

] B.79%
0.937
14.01%

|
v o 5] ]

You can click Max under a field to search for the maximum value, Min to search for the minimumvalue, Avg to

calculate the average value, and Sum to calculate the sum of fields.

7.8. Reindex logs for a Logstore
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Log Service allows you to reindex logs for a Logstore after you modify the current indexing rules or when you
need to configure indexes for historical logs. You can reindex logs in a specified time range for a Logstore based
on the latest indexing rules. This topic describes how to reindex logs for a Logstore in the Log Service console.
Limits

e You can reindex only the logs that are generated in the last 15 minutes to 30 days.

e You can create a maximum of 10 reindexing tasks.

e You can run only one reindexing task at a time.
Billing

e Reindexing incurs indexing fees and storage fees. Indexing fees are charged only once and storage fees are
charged on an hourly basis. For more information, see Billable items.

e Afteryou delete a reindexing task, the new index data is also deleted and no more storage fees are incurred
forthe deleted index data.

Procedure
1.

ClickIndex Attributes > Reindex.

In the Reindex Logstore dialog box, click Create T ask.

o v A W N

In the dialog box that appears, set the Task Name, Start Time and End Time parameters, and then click
OK.

The Start Time is the time when Log Service starts to receive logs. The End Time is the time when Log
Service stops receiving logs. The start time and end time must be in the last 15 minutes to 30 days.

Afteryou create the task, you can view the reindexing progress. When the progress reaches 100%, the
reindexing task is completed.

What to do next

Afteryou create a reindexing task, you can perform the following operations:
e Stop the reindexing task

Inthe Reindex Logstore dialog box, click Stop to stop the reindexing task.
) Notice Afteryou stop the task, it can be deleted, but cannot be restarted. Proceed with caution.

e Delete the reindexing task

In the Reindex Logstore dialog box, click Delete to delete the reindexing task.

) Notice Afteryou delete the reindexing task, the new index data is also deleted. Proceed with
caution.

7.9. Configure events

Log Service allows you to configure drill-down events for raw logs to visualize logs and obtain more log det ails.
You can configure default events and advanced events. This topic describes how to configure events for raw logs
inthe Log Service console.

Prerequisites
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e The indexing feature is enabled and configured. For more information, see Configure indexes.

e A Logstore is created if you configure an advanced event to open a Logstore. For more information, see Create
a Logstore.

e A saved searchis created if you configure an advanced event to open a saved search. For more information, see
Saved search.

Placeholder variables are configured in the destination saved search if you configure variables. For more
information, see Set a placeholder variable.

e A dashboard is created if you configure an advanced event to open a dashboard. For more information, see
Create a dashboard.

Placeholder variables are configured in the destination dashboard if you configure variables. For more
information, see Set a placeholder variable.

e AnHTTP linkis created if you configure an advanced event to open a customHTTP link.

Context

Drilling is an essential feature in data analysis. This feature allows you to view more details by moving to different
layers of data. Drilling includes rolling up and drilling down. Drilling down allows you to move to deeper data
layers to gain an insight into data. This way, you can extract more value from data and make informative
decisions. Log Service allows you to configure default events and advanced events to analyze raw logs.

Configure default events

When you configure default events, you can add conditions to query statements by using the AND and OR
operators or create new query statements.

Onthe Table orRaw Data tab, click a field value. The Def ault dialog box appears. The following figure shows
the operations that you can perform.

1 Apr21,18:43:27 B [Q [ - > | @ Bizastckpfjj7wvz 1619000011
activity id:
computer name :i73stckpfjj7wvz
¥ event_data:
Bin;r‘y: "¢ Default )063002F0031000000"
parami : "M Add to Query

param2 : "< gy de from Query

[EVREVIRN

event_id :7636 Adqd Search
kernel_time :0

keywords :[clas Advanced

@

level :Informat |ogst

log name :Syste quicksea

message :The Ne ppgest le stopped state.
message error: pnink
opcode :

For example, the query statement you entered in the searchboxis * | SELECT status as dim, count(l) as c
group by dim . If you click the value 203.0.113.1 in the host field, the query statement in the search box varies
based on the event action you select.

Event action Description Result
Append the keyword that you click to the * and host: "203.0.113.1" | SELECT
Add to Query query statement by using the AND operator status as dim, count(l) as c group by
and query the data. dim

. * not host: "203.0.113.1" | SELECT
Exclude from Append the keyword that you click to the

i status as dim, count(l) as c group by
Query query statement by using the NOT operator.

dim
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Event action Description Result
Delete the query statement from the search

Add Search box and create a query statement by using * and host: "203.0.113.1"
the specified keyword.

Configure advanced events

You can configure advanced events for log fields to analyze logs at a deeper level. You can configure an
advanced event to open a Logstore, saved search, dashboard, or a customHT TP link.

Onthe Table orRaw Data tab, click r, and then click Event Settings to go to the Advanced Event Settings

window.
FHTable | ERawData | New Line() Time + & ©
1 Apr21,18:13:27 [ [Q'[») - > ~ Tag Configurations 619000011

activity id: Column Settings

computer_name :i73stckpfjj7wvz

¥ event data: {} JSON Configurations

Binary : "4E@065007400530065€
paraml : "Network Setup Servi

Event Settings Q02F0e31000000

param2 : "stopped"”

@ Note Youcan configure up to 10 advanced events for each log field.

4. Onthe Raw Logs tab, click Table orRaw Data. Then, click >:5 and Event Settings to goto the

Advanced Event Settings window.

5. Inthe Advanced Event Settings window, click the field for which you want to add the advanced events,
and click Add Event.

6. Inthe Event Settings section, set the required parameters.

You can configure an advanced event to open a Logstore, saved search, dashboard, or a custom HT TP link.
The following table describe the parameters.

o Open Logstore

Set the event actionto open a Logstore. The following table describe the parameters.

Parameter Description
Configuration Name The name of the advanced event.
Event Action Select Open Logstore.

If you turn on this switch, the specified Logstore is opened in a new tab

Open in New Tab when the advanced event is triggered.
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Parameter

Time Range

Select Logstore

Inherit Filtering Conditions

Filter

Variable

o Open Saved Search

Description

The time range that is used to query the data in the specified Logstore.
Valid values:

= Default: The time range that is used to query the data in the Logstore
to which you are redirected. The default time range is 15 Minutes
(Relative).

= Use Query Time: The time range that is used to query the data in the
Logstore to which you are redirected. This time range is the same as
the time range specified to query raw logs.

= Relative: The time range that is used to query the data in the
Logstore to which you are redirected. This time range is accurate to the
second.

® Time Frame: The time range that is used to query the data in the
Logstore to which you are redirected. This time range is accurate to the
minute, hour, or day.

The name of the Logstore to which you want to be redirected. When an
advanced event is triggered, you are redirected to the Logstore page.

If you turn on the Inherit Filtering Conditions switch, the filtering
conditions of the current query are synchronized to the destination
Logstore by using the AND operator.

If you enter a filter statement on the Filter tab, the filter statement is
synchronized to the destination Logstore by using the AND operator.

The filter statement can contain fields that you specify in the Optional
Parameter Fields field. For example, if youclick ${ topic } ,the
variable is appended to the query statement of the destination Logstore
by using the aAND operator.

Not supported.

Set the event action to open a saved search. The following table describes the parameters.

Parameter

Description

Configuration Name The name of the advanced event.

Event Action

Open in New Tab

Select Open Saved Search.

If you turn on this switch, the specified saved search is opened in a new tab when
the advanced event is triggered.

The time range of the data that the saved search queries. Valid values:

m Default: The time range of the data that the saved search queries is the default

time range of a Logstore. The default time range is 15 Minutes (Relative).

= Use Query Time: The time range of the data that the saved search queries is

Time Range

the same as the time range specified when you query raw logs.

m Relative: The time range of the data that the saved search queries is accurate

to the second.

= Time Frame: The time range of the data that the saved search queries is

accurate to the minute, hour, or day.
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Parameter Description
Select Saved Search The name of the saved search to which you want to be redirected.

If you turn on the Inherit Filtering Conditions switch, the filtering conditions of

Inherit Filtering the current query are synchronized to the saved search to which you are redirected.
Conditions The filtering conditions are appended to the saved search by using the aND
operator.

If you enter a filter statement on the Filter tab, the filter statement is appended
to the destination saved search by using the AND operator.

The filter statement can contain fields that you specify in the Optional
Parameter Fields field. For example, if you click ${ topic } ,the variableis
appended to the query statement of the destination saved search by using the 2
ND operator.

Filter

Log Service allows you to modify a saved search by using variables. If you configure
a variable that is the same as a variable in the saved search, the configured variable
replaces the variable in the saved search. Click Variable to go to the Variable tab
and configure variables.

® Note

= |f you configure variables for the event, you must first configure
placeholder variables for the saved search to which you want to be
redirected. For more information, see Set a placeholder variable.

= You can add a maximum of five dynamic variables and five static
variables.

® Dynamic variables: The field value that you click to trigger the event is used as
the variable for the query.

= Variable: The name of the dynamic variable. For example, the placeholder
Variable variable that you specify in the saved searchis dynamic ip

= Variable Value Column: The column where the variable value is located. For
example, if you select ~ source

the value of the _ source  field replaces the placeholder variable in the
destination saved search.
® Static variables: The static variable that you specify is used for the query.

® Variable: The name of the static variable. For example, the placeholder
variable that you specify in the saved searchis static ip

m Static Value: The value of the static variable that is used to replace the
placeholder variable in the destination saved search. For example, 203.0.11
3.1

indicates that the value 203.0.113.1 of the static ip field replaces
the placeholder variable in the destination saved search. Logs whose
placeholder variable value is  203.0.113.1 are queried.

o Open Dashboard

Set the event action to open a dashboard. The following table describes the parameters.
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Parameter Description
Configuration Name The name of the advanced event.
Event Action Select Open Dashboard.

. If you turn on this switch, the specified dashboard is opened in a new tab when the

Open in New Tab s
advanced event is triggered.

The time range that is used to query for the dashboard to which you are redirected.

Valid values:

= Default: The time range that is used to query for the dashboard to which you
are redirected is the default time range. The default time range is 15 Minutes
(Relative).

® Use Query Time: The time range of the chart on the destination dashboard is
the time range of the chart that is specified on the source dashboard when the
event is triggered.

Time Range

m Relative: The time range that is used to query for the dashboard to which you
are redirected. This time range is accurate to the second.

= Time Frame: The time range that is used to query for the dashboard to which
you are redirected. This time range is accurate to the minute, hour, or day.

Select Dashboard The name of the dashboard to which you want to be redirected.

If you turn on the Inherit Filtering Conditions switch, the filtering conditions of

Inherit Filtering the source dashboard are synchronized to the destination dashboard when the

Conditions L
event is triggered.
If you enter a filter statement on the Filter tab, the filter statement is
synchronized to the destination dashboard.
Filt The filter statement can contain fields that you specify in the Optional
ilter

Parameter Fields field. For example, if you click ${ source } ,onlythe logs
that containthe ${_ source } fields are displayed in the destination
dashboard.
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Parameter

Variable

o OpenHTTP Link

Description

The variables that you configure are synchronized to the destination dashboard
when the event is triggered. Click Variable to go to the Variable tab and configure
variables.

@ Note

= |f you configure variables for the event, you must first configure
placeholder variables for the chart of the destination dashboard to
which you want to be redirected. For more information, see Set a
placeholder variable.

® You can add a maximum of five dynamic variables and five static
variables.

® Dynamic variables: The field value that you click to trigger the event is used as
the variable to query.

Variable: The name of the dynamic variable. For example, the placeholder
variable that you specify in the destination dashboard is dynamic ip

Variable Value Column: The column where the variable value is located. For
example, if you select ~ source

the value of the _ source  field replaces the placeholder variable in the
destination dashboard.

® Static variable: The static variable that you specify is used for the query.

® Variable: The name of the static variable. For example, the placeholder

variable that you specify in the destination dashboard is static ip

Static Value: The value of the static variable that is used to replace the
placeholder variable in the destination dashboard. For example, 203.0.113.
1

indicates that the value 203.0.113.1 of the static ip field replaces
the placeholder variable in the destination dashboard. Logs whose
placeholder variable valueis  203.0.113.1 are queried.

Set the event actionto open a customHTTP link.

m The pathinthe HTTP linkis the path of the destination file.

m [f you add an optional parameter to the path and click a field value to trigger the advanced event, the
added parameter is replaced by the field value. At the same time, you are redirected to the new HTTP

link.

Parameter
Configuration Name

Event Action

Protocol

Description
The name of the advanced event.
Select Custom HTTP Link.

The protocol type that is used to access the custom HTTP link. You can
select HTTP or custom protocol.

62
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Parameter Description
The address to which you want to be redirected.
i For example, if you enter www.example.com/s?wd=${sls project} |,
Enter Link -

Use System Variables

Transcoding

Optional Parameter Fields

Example

you are redirected to this address after the event is triggered. The
${sls_project} parameter is replaced by the name of your project.

If you turn on the Use System Variables switch, you can insert variables
that are provided by Log Service into the HTTP link. The variables are
${sls_project}, ${sls_dashboard_title}, ${sls_chart_name}, ${sls_chart _title},
${sls_region}, ${sls_start_time}, ${sls_end_time}, ${sls_realUid}, and
${sls_alivid}.

If you turn on the Transcoding switch, the HTTP link is encoded.
If you add an optional parameter to the path, the parameter is replaced

by the field value when you click a field value to trigger the advanced
event.

The following example describes how to store access logs in a Logstore named accesslog. In this example, a
saved search is created to query the page view (PV) distribution of IP addresses and request methods. On the Raw
Logs page, set the advanced event forthe remote_addr field to open a saved search. Then, click remote_addr.
You are redirected to the saved search to view the PV distribution.

Raw log entry:

__source :127.0.0.1
__tag : receive time :1613759995
__topic_ :nginx_access_log

body bytes_sent:5077

host :www.example.com

http referer:www.example.com

http user agent:Mozilla/5.0 (X11; CrOS 1686 12.0.742.91) AppleWebKit/534.30 (KHTML, like Gecko) Chrom

e/192.0.2.2 Safari/534.30

http x forwarded for:192.0.2.1
remote addr:192.0.2.0

remote user:gp 02

request length:3932

request method:POST
request_time:35

request uri:/request/path-2/file-4
status:200

time local:19/Feb/2021:18:39:50

upstream response time:0.09

Procedure

1. Query the PV distribution of requests whose request method is POST and status code is 200. Create a saved
search named PV Distribution of IP Addresses and Request Method. The following example shows the

query statement and query result:

* and request method: POST and status: 200

hod as method group by ip,method order by ip desc

| select count (*) as pv, remote addr as ip,request met
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pv ip method
1 99 18 POST
1 99 16 POST
1 98 a7 POST
! 38 ' POST
1 98 8 POST

1 98 77 POST

2. Setthe method and status2 variablesinthe query statement. The following example shows the query

statement:

* and request method: ${method} and status: ${status2} | select count (*) as pv, remote_addr as ip

,request method as method group by ip,method order by ip desc

. Onthe Raw Logs tab, set the advanced event for the remote_addrfield to Open Saved Search and set the

following parameters.
o Select Quick Query: Select PV Distribution of IP Addresses and Request Method.
o Filter: You do not need to specify the parameters on this tab.

o Variables: Set the key of a static variable to status2 and the value to 400. Set the key of a dynamic variable
to method and the value to request_method.

. Onthe Raw Logs tab, choose remote_addr > PV Distribution of IP Addresses and Request Method.

In the raw log entry, the request_method is GET and the status is 404.

computer name :i73stckpfjj7wvz

¥ event data:

Default

Binary : "4 IV63002FOA3 1000000 "
paraml : "I Add to Query

param2: "< yclude from Query

N A O

event _id : 7036 Add Search

kernel time :o

keywords :[clas Advanced

o

level :Informat |ogst

log name :Syste quicksea

message :The Ne pgtest le stopped state.
message error : p .y

opcode :

5. Clickthe name of the saved search. The following query statement is displayed in the window that appears:

* and request method: GET and status: 400 | select count(*) as pv, remote_ addr as ip, request meth

od as method group by ip,method order by ip desc

6. View the query result of the saved search.

In this example, the value of the static variable status2 is 400, which indicates the status field. The value of
the request_method field is GET and the dynamic value of the variable method is GET. The result of the saved
search shows the PV distribution of IP addresses whose request method is GET and status code is 400.
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For example, the value of the request_method field is PUT. The result of the saved search shows the PV
distribution of IP addresses whose request method is PUT and status code is 400.

pv ip method
1 1 GET
1 £ GET
1 ET
1 GET
1 GET
1 GET
1 GET
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8.Analysis grammar

8.1. SQL functions
8.1.1. Function overview

This topic describes the functions and operators that are involved in SQL analysis.

Aggregate functions

Function

arbitrary function

avg function

bitwise_and_agg function

bitwise_or_agg function

bool_and function

bool_or function

checksum function

count function

count_if function

every function

geometric_mean function

kurtosis function

map_union function

max function

Description

Returns a random not-null value of the x field.

Returns the average of the values of the x field.

Returns the result of the bitwise AND operation on the values of the x field.
Returns the result of the bitwise OR operation on the values of the x field.

Checks whether all logs meet the specified condition. If all logs meet the
specified condition, the function returns true.

This function is equivalent to the every function.

Checks whether a log that meets the specified condition exists. If a log that
meets the specified condition exists, the function returns true.

Returns the checksum of the values of the x field.
Returns the number of logs.

Returns the number of logs. This function is equivalent to the count(*)
function.

Returns the number of logs whose value of the x field is not null.
Returns the number of logs that meet the specified condition.

Checks whether all logs meet the specified condition. If all logs meet the
specified condition, the function returns true.

This function is equivalent to the bool_and function.

Returns the geometric mean of the values of the x field.

Returns the excess kurtosis of the values of the x field.

Returns the union of the specified maps. If multiple input maps have the same

key, the value of the key in the returned union is extracted from one of the
maps at random.

Returns the maximum value of the x field.

Returns the n largest values of the x field. The function returns an array.

Returns the value of the x field that corresponds to the maximum value of the

y field.
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mﬁf&%function

min function

min_by function

skewness function

sum function

String functions

Function
chr function
codepoint function

concat function

from_utf8 function

length function
levenshtein_distance function

lower function
lpad function

ltrim function
normalize function

position function
replace function

reverse function

rpad function

Description

Returns the values of the x field that correspond to the n largest values of the
y field. The function returns an array.

Returns the minimum value of the x field.

Returns the n smallest values of the x field. The function returns an array.

Returns the value of the x field that corresponds to the minimum value of the
y field.

Returns the values of the x field that correspond to the n smallest values of
the y field. The function returns an array.

Returns the skewness of the values of the x field.

Returns the sum of the values of the x field.

Description

Converts an ASCIl code to characters.

Converts characters to an ASCIl code.

Concatenates multiple strings into one string.

Decodes a binary string into a UTF-8 encoded string. Invalid UTF-8 sequences
are replaced with the default replacement character U+FFFD.

Decodes a binary string into a UTF-8 encoded string. Invalid UTF-8 sequences
are replaced with a custom string.

Returns the length of a string.

Returns the minimum edit distance between x and y.

Converts the characters in a string to lowercase letters.

Left pads a string to a specified length by using a specified character and
returns the result string.

Removes spaces from the start of a string.

Normalizes a string to normalization form C (NFC).

Returns the position of a specified substring in a string.

Replaces the matched characters in a string with specified characters.

Removes the matched characters from a string.

Returns a string in reverse order.

Right pads a string to a specified length by using a specified character and
returns the result string.
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Function

rtrim function

split function

split_part function

split_to_map function

strpos function

substr function

to_utf8 function
trim function

upper function

Date and time functions

Function

current_date function
current_time function
current_timestamp function
current_timezone function

date function

date_format function

date_parse function

from_iso8601_date function

from_iso8601_timestamp function

from unixtime function

Description
Removes spaces from the end of a string.
Splits a string by using a specified delimiter and returns a set of substrings.

Splits a string by using a specified delimiter and returns a set of substrings.
The number of substrings that can be generated is specified by limit.

Splits a string by using a specified delimiter and returns the substring at a
specified position.

Splits a string by using the first specified delimiter, and then splits the string
by using the second specified delimiter.

Returns the position of a specified substring in a string. This function is
equivalent to the position(sub_string in x) function.

Returns the substring at a specified position in a string. The length of the
substring is specified.

Returns the substring at a specified position in a string.
Converts a string to a UTF-8 representation.
Removes spaces from the start and end of a string.

Converts the characters in a string to uppercase letters.

Description

Returns the current date.

Returns the current time and time zone.
Returns the current date, time, and time zone.
Returns the current time zone.

Returns the date part of a datetime expression.

Converts a timestamp expression to a datetime expression in a specified
format.

Converts a datetime string to a timestamp expression in a specified format.

Converts a date expression in the ISO 8601 format to a common date
expression.

Converts a datetime expression in the ISO 8601 format to a timestamp
expression.

Converts a UNIX timestamp to a timestamp expression that does not contain a
time zone.

Converts a UNIX timestamp to a timestamp expression that contains a time
zone.
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Function

localtime function

localtimestamp function

now function

to_iso8601 function

to_unixtime function

day function

day_of_month function

day_of_week function

day_of_year function

dow function

doy function

extract function

hour function

minute function

month function

quarter function

second function

timezone_hour function

timezone_minute function

Description

Converts a UNIX timestamp to a timestamp expression that contains a time
zone. In the timestamp expression, the values for hours and minutes indicate
the offset of the time zone.

Returns the local time.

Returns the local date and time.

Returns the current date and time.

This function is equivalent to the current_timestamp function.

Converts a date expression or a timestamp expression to a datetime
expression in the ISO 8601 format.

Converts a timestamp expression to a UNIX timestamp.
Returns the day of the month from a datetime expression.

This function is equivalent to the day_of_month function.

Returns the day of the month from a datetime expression.

This function is equivalent to the day function.

Returns the day of the week from a datetime expression.

This function is equivalent to the dow function.

Returns the day of the year from a datetime expression.

This function is equivalent to the doy function.

Returns the day of the week from a datetime expression.

This function is equivalent to the day_of_week function.

Returns the day of the year from a datetime expression.

This function is equivalent to the day_of_year function.

Returns the specified field from a datetime expression. The field can be a date
or atime.

Returns the hour of the day from a datetime expression. The 24-hour clock is
used.

Returns the minute of the hour from a datetime expression.
Returns the month of the year from a datetime expression.
Returns the quarter of the year on which a specified date falls.
Returns the second of the minute from a datetime expression.
Returns the offset of the time zone in hours.

Returns the offset of the time zone in minutes.
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Function

week function

week_of_year function

year function

year_of_week function

yow function

date_trunc function

date_add function

date_diff function

time_series function

JSON functions

Function
json_array_contains function
json_array_get function
json_array_length function

json_extract function

json_extract_scalar function

json_format function
json_parse function

json_size function

Description
Returns the week of the year on which a specified date falls.

This function is equivalent to the week_of_year function.

Returns the week of the year on which a specified date falls.
This function is equivalent to the week function.
Returns the year of a specified date.

Returns the year of a specified date from a time expression that is specified in
the ISO week date system.

This function is equivalent to the yow function.

Returns the year of a specified date from a time expression that is specified in
the ISO week date system.

This function is equivalent to the year_of_week function.

Truncates a datetime expression based on the time unit that you specify. The
expression can be truncated based on the millisecond, second, minute, hour,
day, month, or year.

Adds N to the value of the x field based on the unit that you specify.

Returns the difference between two time expressions. For example, you can
calculate the difference between x and y based on a specified time unit.

Adds a value to the field that has no value returned in the specified time
window.

Description

Checks whether a JSON array contains a specified value.

Returns the element that corresponds to an index in a JSON array.

Returns the number of elements in a JSON array.

Returns a set of JSON values from a JSON object or a JSON array.

Returns a set of scalar values from a JSON object or a JSON array. The scalar
values can be of the string, integer, or Boolean type. This function is similar to
the json_extract function.

Converts JSON data to a string.

Converts a string to JSON data.

Returns the number of elements in a JSON object or a JSON array.

Regular expression functions
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Function Description

Extracts the substrings that match a specified regular expression from a

specified string and returns an array of all matched substrings.
regexp_extract_all function . " .

Extracts the substrings that match a specified regular expression from a

specified string and returns an array of substrings that match the nth

capturing group in the regular expression.

Extracts the first substring that matches a specified regular expression from a
specified string and returns the substring.

regexp_extract function ) . .
Extracts the substrings that match a specified regular expression from a
specified string and returns the first substring that matches the nth capturing
group in the regular expression.

regexp_like function Checks whether a specified string matches a specified regular expression.

Removes the substrings that match a specified regular expression from a
specified string and returns the substrings that remain.

regexp_replace function
Replaces the substrings that match a specified regular expression in a
specified string and returns the result string.

Splits a specified string into multiple substrings by using a specified regular

regexp_split function . )
9exp_sp expression and returns an array of the substrings.

Interval-valued comparison and periodicity-valued comparison functions
Function Description

Compares the calculation result of the current time period with the calculation
result of atime period n seconds before.

compare function
Compares the calculation result of the current time period with the calculation
results of time periods n1, n2, and n3 seconds before.

Compares the calculation result of the current time period with the calculation
result of a time period n seconds before.

) Notice The query and analysis results of the ts_compare function
ts_compare function must be grouped by the time column by using the GROUP BY clause.

Compares the calculation result of the current time period with the calculation
results of time periods n1, n2, and n3 seconds before.

Array functions and operators

Function Description

Subscript operator Is used to retrieve the element at position x from an array.
array_agg function Returns an array that is created from all values in x.
array_distinct function Removes duplicate elements from an array.

array_except function Returns the difference of two arrays.
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Index and query- Analysis grammar

Log Service

Function

array_intersect function

array_join function

array_max function

array_min function

array_position function

array_remove function

array_sort function

array_transpose function

array_union function
cardinality function

concat function

contains function

element_at function

filter function

flatten function

reduce function

reverse function

sequence function

shuffle function

slice function

Description

Returns the intersection of two arrays.

Concatenates the elements of an array by using a specified delimiter and
returns a string. If the array contains a null element, the null element is
ignored.

Concatenates the elements of an array by using a specified delimiter and
returns a string. If the array contains a null element, the null element is
replaced with null_replacement.

Returns the maximum value in an array.

Returns the minimum value in an array.

Returns the position of a specified element in an array. Positions start from 1.
If the specified element does not exist, the function returns 0.

Removes a specified element from an array.

Returns an array of elements that are sorted in ascending order. If the array
contains a null element, the null element is placed at the end.

Transposes a matrix and returns a new two-dimensional array that is created
from the elements in the matrix. The elements are located by using the same
indexes.

Returns the union of two arrays.

Returns the number of elements in an array.

Returns the concatenation of multiple arrays.

Checks whether an array contains a specified element. If the array contains the
specified element, the function returns true.

Returns the element at positiony in an array.

Filters elements in an array based on a lambda expression and returns
elements that meet the expression.

Transforms a two-dimensional array into a one-dimensional array.

Sums each element in an array by using a lambda expression and returns the
result.

Returns an array of elements that are sorted in reverse order.
Returns an array of elements within a specified range. The elements are
consecutive and incremental. The incremental step is 1, which is the default

value.

Returns an array of elements within a specified range. The elements are
incremental. The incremental step is a custom value.

Returns a random permutation of elements in an array.

Returns a subset of an array.
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Log Service

Index and query- Analysis grammar

Function

transform function

zip function

zip_with function

Description

Transforms each element in an array by using a lambda expression.

Merges multiple arrays into a two-dimensional array. Elements that have the
same position in the input arrays form a new array in the two-dimensional

array.

Merges two arrays into a single array by using a lambda expression.

Map functions and operators

Function

Subscript operator

cardinality function

element_at function

histogram function

histogram_u function

map function

map_agg function

map_concat function

map_filter function

map_keys function

map_values function

multimap_agg function

Description

Is used to retrieve the value of a key from a map.

Returns the size of a map.

Returns the value of a key in a map.

Groups query and analysis results and returns data in the JSON format.

Groups query and analysis results and returns data in multiple rows and
multiple columns.

Returns an empty map.

Returns a map that is created by using two arrays.

Returns a map that is created by using x and y. x is the key in the map. y is the
value of the key in the map. If y has multiple values, a random value is
extracted as the value of the key.

Returns the union of multiple maps.

Filters elements in a map based on a lambda expression and returns a new
map.

Returns an array that consists of all the keys of a map.

Returns an array that consists of all the values of a map.

Returns a multimap that is created by using x and y. x is the key in the
multimap. y is the value of the key in the multimap, and the value is of the

array type. If y has multiple values, all the values are extracted as the values of
the key.

Mathematical calculation functions

Function

abs function

acos function

asin function

atan function

Description

Calculates the absolute value of x.

Calculates the arc cosine of x.

Calculates the arc sine of x.

Calculates the arc tangent of x.
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Index and query- Analysis grammar

Log Service

Function
atan2 function

cbrt function

ceil function

ceiling function

cos function

cosh function
cosine_similarity function
degrees function

e function

exp function

floor function
from_base function
In function

infinity function
is_nan function
log2 function
log10 function

log function

mod function

nan function

pi function

pow function

power function
radians function

rand function

random function

Description

Calculates the arc tangent of x divided by y.
Calculates the cube root of x.

Rounds x up to the nearest integer.

This function is an alias of the ceiling function.
Rounds x up to the nearest integer.

Calculates the cosine of x.

Calculates the hyperbolic cosine of x.

Calculates the cosine similarity between x and y.

Converts an angle in radians to its equivalent in degrees.

Returns the value of e, which is the base of the natural logarithm.

Raises e to the power of x.

Rounds x down to the nearest integer.
Converts x to a base-y number.

Calculates the natural logarithm of x.

Returns a value that represents positive infinity.
Determines whether x is Not a Number (NaN).
Calculates the base-2 logarithm of x.
Calculates the base-10 logarithm of x.
Calculates the base-y logarithm of x.
Calculates the remainder of x divided by y.
Returns a value that is NaN.

Returns the value of t to 15 decimal places.
Raises x to the power of y.

This function is an alias of the power function.
Raises x to the power of y.

Converts an angle in degrees to its equivalent in radians.
Returns a random number.

Returns a random number in the range [0,1).

Returns a random number in the range [0,x).
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Log Service

Index and query- Analysis grammar

Function

round function

sign function

sin function

sqrt function

tan function

tanh function

to_base function

truncate function

width_bucket function

Description

Rounds x to the nearest integer.

Rounds x to the nearest decimal with n decimal places.
Returns the sign of x. Valid values: 1, 0, and -1.
Calculates the sine of x.

Calculates the square root of x.

Calculates the tangent of x.

Calculates the hyperbolic tangent of x.

Converts x to a base-y string.

Removes the fractional part of x.

Divides a numeric range into buckets of equal width and returns the bucket
number of x.

Returns the bucket number of x in the range of buckets that are specified by
an array.

Mathematical statistics functions

Function

corr function

covar_pop function

covar_samp function

regr_intercept function

regr_slope function

stddev function

stddev_samp function

stddev_pop function

variance function

var_samp function

var_pop function

Description

Returns the coefficient of correlation between x and y. The return value is in
the range of [0,1].

Returns the population covariance of x and y.
Returns the sample covariance of x and y.

Returns the y-intercept of the line for the linear equation that is determined by
the (x,y) pair.

Returns the slope of the line for the linear equation that is determined by the
(x,y) pair.

Returns the sample standard deviation of x. This function is equivalent to the
stddev_samp function.

Returns the sample standard deviation of x.
Returns the population standard deviation of x.

Returns the sample variance of x. This function is equivalent to the var_samp
function.

Returns the sample variance of x.

Returns the population variance of x.

Data type conversion functions
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Index and query- Analysis grammar Log Service

Function Description

Converts x from one data type to another.

cast function If the cast function fails to convert a value, the query that calls this function is
terminated.

Converts x from one data type to another.

If the try_cast function fails to convert a value, the function returns NULL. The
query that calls this function can process the NULL value and continue to run.

try_cast function
@ Note A log may contain dirty data. When you query logs, we

recommend that you use the try_cast function. This way, conversion
failures do not cause your queries to fail.

typeof function Returns the data type of x.

Security check functions

Function Description

security_check_ip function Checks whether an IP address is secure.
security_check_domain function Checks whether a domain name is secure.
security_check_url function Checks whether a URL is secure.

wWindow functions

Function Description

. You can use all aggregate functions as window functions. For more
Aggregate functions . . ) .
information about aggregate functions, see Aggregate function.
Calculates the cumulative distribution of each value in a partition. The result is
obtained by using division. The numerator is the number of rows whose field
values are smaller than or equal to the field value of the specified row. The
specified row is also counted. The denominator is the total number of rows in
the partition. The calculation is based on the order of the rows in the partition.
The return value is in the range of (0,1].

cume_dist function

Calculates the rank of each value of a specified field in a partition. If two
values are the same, they are assigned the same rank. The ranks are
consecutive. For example, if two values are assigned the same rank of 1, the
next rank is 2.

dense_rank function

ntile function Divides the rows in each partition into n groups based on a specified order.
percent_rank function Calculates the percentage ranking of each row in a partition.

Calculates the rank of each value of a specified field in a partition. If two
values are the same, they are assigned the same rank. The ranks are not
consecutive. For example, if two values are assigned the same rank of 1, the
next rank is 3.

rank function
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Log Service

Index and query- Analysis grammar

Function

row_number function

first_value function

last_value function

lag function

lead function

nth_value function

IP functions

Function

ip_to_city function

ip_to_city _geo function

ip_to_country function

ip_to_country_code function

ip_to_domain function

ip_to_geo function

ip_to_provider function

Description

Calculates the rank of each value of a specified field in a partition. Each value is
assigned a unique rank. The ranks start from 1. For example, if three values are
the same, they are assigned the ranks of 1, 2, and 3.

Returns the value of a specified field in the first row of each partition.

Returns the value of a specified field in the last row of each partition.

Returns the value of a specified field in the row that is at the specified offset
before the current row in a partition. If no row exists at the specified offset
before the current row, the value that is specified by default_value is returned.
Returns the value of a specified field in the row that is at the specified offset
after the current row in a partition. If no row exists at the specified offset

after the current row, the value that is specified by default_value is returned.

Returns the value of a specified field in the row that is at the specified offset
from the beginning of a partition.

Description
Identifies the city to which an IP address belongs.

The function returns the Chinese name of a city.

Identifies the city to which an IP address belongs.

The function returns the administrative region code of a city.

Identifies the longitude and latitude of the city to which an IP address belongs.
The function returns the longitude and latitude of a city. Each city has only one
set of coordinates.

Identifies the country or region to which an IP address belongs.

The function returns the Chinese name of a country or region.

Identifies the country or region to which an IP address belongs.

The function returns the code of a country or region.

Identifies the country or region to which an IP address belongs.
The function returns the code of a country or region.
Checks whether an IP address is a private or a public address.

Identifies the longitude and latitude of the location to which an IP address
belongs.

Identifies the Internet service provider (ISP) of an IP address.

Identifies the state to which an IP address belongs.

The function returns the Chinese name of a state.
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Index and query- Analysis grammar

Log Service

m&_igﬁovince function

ip_prefix function
is_prefix_subnet_of function
is_subnet_of function
ip_subnet_max function
ip_subnet_min function

ip_subnet_range function

URL functions

Function

url_encode function
url_decode function
url_extract_fragment function
url_extract_host function
url_extract_parameter function
url_extract_path function
url_extract_port function
url_extract_protocol function

url_extract_query function

Approximate functions

Function

approx_distinct function

approx_percentile function

Description

Identifies the state to which an IP address belongs.

The function returns the administrative region code of a state.
Returns the prefix of an IP address.

Checks whether a CIDR block is a subnet of a specified CIDR block.
Checks whether an IP address is in a specified CIDR block.

Returns the largest IP address in a CIDR block.

Returns the smallest IP address in a CIDR block.

Returns the range of a CIDR block.

Description

Encodes a URL.

Decodes a URL.

Extracts the fragment from a URL.

Extracts the host from a URL.

Extracts the value of a specified parameter in the query string from a URL.

Extracts the path from a URL.

Extracts the port number from a URL.

Extracts the protocol from a URL.

Extracts the query string from a URL.

Description

Estimates the number of distinct values in the x field. The standard error is
2.3%, which is the default value.

Estimates the number of distinct values in the x field. The standard error is a
custom value.

Returns the approximate histogram of x based on the number of histogram
columns that are specified by the bucket parameter. The returned result is of
the JSON type.

Returns the approximate histogram of x based on the number of histogram
columns that are specified by the bucket parameter. The returned result is of
the JSON type. You can specify a weight for x.
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Log Service

Index and query- Analysis grammar

Function

numeric_histogram function

approx_percentile function

Binary functions
Function

from_base64 function
from_base64url function

from_big_endian_64 function
from_hex function

length function

md5 function

to_base64 function
to_base64url function

to_hex function
to_big_endian_64 function
shal function

sha256 function

sha512 function

xxhash64 function

Bitwise functions

Description
Returns the approximate histogram of x based on the number of histogram
columns that are specified by the bucket parameter. The returned result

contains multiple rows and columns.

Sorts the values of x in ascending order and returns the value that is
approximately at the specified percentile.

Sorts the values of x in ascending order and returns the values that are
approximately at percentile01 and percentile02.

Sorts the values of x in ascending order based on the products of the values
of x and the weight and returns the value of x that is approximately at the
specified percentile.

Sorts the values of x in ascending order based on the products of the values
of x and the weight and returns the value of x that are approximately at
percentile01 and percentile02.

Sorts the values of x in ascending order based on the products of the values

of x and the weight and returns the value of x that is approximately at the
specified percentile. You can configure the accuracy of the returned results.

Description

Decodes a Base64-encoded string into a binary number.

Decodes a Base64-encoded string into a binary number by using URL reserved
characters.

Converts a binary number in big endian to a bigint value.

Converts a hexadecimal number to a binary number.

Returns the length of a binary number.

Computes the MD5 hash value for a binary number.

Encodes a binary number into a Base64 string representation.

Encodes a binary number into a Base64 string representation by using URL
reserved characters.

Converts a binary number to a hexadecimal number.

Encodes a bigint value into a binary number in big endian.

Computes the SHA-1 hash value for a binary number.

Computes the SHA-256 hash value for a binary number.

Computes the SHA-512 hash value for a binary number.

Computes the xxhashé4 hash value for a binary number.
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Index and query- Analysis grammar

Log Service

Function

bit_count function
bitwise_and function
bitwise_not function

bitwise_or function

bitwise_xor function

Geospatial functions
Function

ST_AsText function
ST_GeometryFromText function
ST_LineFromText function
ST_Polygon function

ST_Point function

ST_Boundary function

ST_Buffer function

ST_Difference function

ST_Envelope function

ST_ExteriorRing function

ST_Intersection function

ST_SymbDifference function

ST_Contains function

ST_Crosses function

ST_Disjoint function

ST_Equals function

Description
Returns the number of bits 1 in x in binary representation.

Returns the result of the bitwise AND operation on x and y in binary
representation.

Returns the result of the bitwise NOT operation on x in binary representation.

Returns the result of the bitwise OR operation on x and y in binary
representation.

Returns the result of the bitwise XOR operation on x and y in binary
representation.

Description

Returns the well-known text (WKT) representation of a geometry.

Returns a geometry from the specified WKT representation.

Returns a line string from the specified WKT representation.

Returns a polygon from the specified WKT representation.

Returns a point from the specified WKT representation.

Returns the closure of the combinatorial boundary of a geometry.

Returns a geometry that represents all points whose distance from the
specified geometry is less than or equal to the specified distance.

Returns a geometry that represents the point set difference of two specified
geometries.

Returns the bounding rectangular polygon of a geometry.

Returns a line string that represents the exterior ring of a geometry.

Returns a geometry that represents the point set intersection of two specified
geometries.

Returns a geometry that represents the point set symmetric difference of two
specified geometries.

Returns true if no points of the second geometry lie in the exterior of the first
geometry and at least one point of the interior of the first geometry lies in the

interior of the second geometry.

Returns true if two specified geometries have several interior points in
common.

Returns true if two specified geometries do not share any portion of the two-
dimensional space.

Returns true if two specified geometries represent the same geometry.
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Log Service

Index and query- Analysis grammar

Function

ST_Intersects function

ST_Overlaps function

ST_Relate function

ST_Touches function

ST_Within function

ST_Area function

ST_Centroid function

ST_CoordDim function

ST_Dimension function

ST_Distance function

ST_EndPoint function

ST_IsClosed function

ST _IsEmpty function

ST_IsRing function

ST_Length function

ST_NumPoints function
ST_NuminteriorRing function
ST_StartPoint function

ST_X function

ST_XMax function

ST_XMin function

ST_Y function

ST_YMax function

ST_YMin function

Description

Returns true if two specified geometries share a portion of the two-
dimensional space.

Returns true if two specified geometries share space and have the same
dimension but are not completely contained by each other.

Returns true if two specified geometries have a spatial relationship.

Returns true if two specified geometries have at least one point in common
but their interiors do not intersect.

Returns true if the first geometry is completely inside the second geometry.

Calculates the projected area of a geometry on a two-dimensional plane by
using the Euclidean distance method.

Returns the point value that represents the mathematical centroid of a
geometry.

Returns the coordinate dimension of a geometry.

Returns the inherent dimension of a geometry. The inherent dimension must
be less than or equal to the coordinate dimension.

Returns the minimum distance between two geometries.

Returns the last point of a line string.

Returns true if the start point of a line string coincides with the end point.
Returns true if a geometry is empty.

Returns true if a line string is closed and simple.

Calculates the projected length of a line string on a two-dimensional plane by
using the Euclidean distance method. If multiple line strings exist, the function
returns the sum of the lengths of the multiple line strings.

Returns the number of points in a geometry.

Returns the number of interior rings in a geometry.

Returns the first point of a line string.

Returns the X coordinate of a specified point.

Returns the maximum first X coordinate of a geometry.

Returns the minimum first X coordinate of a geometry.

Returns the Y coordinate of a specified point.

Returns the maximum first Y coordinate of a geometry.

Returns the minimum first Y coordinate of a geometry.

Returns a Bing tile based on the X coordinate, Y coordinate, and zoom level.
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Index and query- Analysis grammar Log Service

bing_tile function e
Function Description

Returns a Bing tile based on the quadtree key.

bing_tile_at function Returns a Bing tile based on the latitude, longitude, and zoom level.
bing_tile_coordinates function Returns the X and Y coordinates of a Bing tile.

bing_tile_polygon function Returns the polygon format of a Bing tile.

bing_tile_quadkey function Returns the quadtree key of a Bing tile.

bing_tile_zoom_level function Returns the zoom level of a Bing tile.

Geo functions
Function Description

geohash function Encodes latitudes and longitudes by using the Geohash algorithm.

Color functions

Function Description

Returns a part of an ANSI bar chart. You can configure the width parameter to

specify the width of the ANSI bar chart. However, you cannot configure the

high_color and low_color parameter to specify the colors for the chart. The

default values of the high_color and low_color parameters are used. The

default value of the low_color parameter is red and the default value of the

high_color parameter is green. In addition, you can configure the x parameter
bar function to specify the length of the part that is returned by the function.

Returns a part of an ANSI bar chart. You can configure the width parameter to
specify the width of the ANSI bar chart. You can also configure the high_color
and low_color parameters to specify the custom colors for the chart. In
addition, you can configure the x parameter to specify the length of the part
that is returned by the function.

Converts a color string to a color type.
Returns a color between high_color and low_color based on the portions of

high_color and low_color. The portions are determined by the proportion of x

lor functi
colortunction between high and low.

Returns a color between high_color and low_color based on the portions of
high_color and low_color. The portions are determined by y.

Returns results by using color rendering. If the Boolean expression evaluates to
true, the function returns a green tick. If the Boolean expression evaluates to
render function false, the function returns a red cross.

Returns results by using custom color rendering.

rgb function Returns a color value based on an RGB value.

HyperLogLog functions
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Log Service

Index and query- Analysis grammar

Function

approx_set function

cardinality function

empty_approx_set function

merge function

Comparison operators

Operator

Relational operators
all operator

any operator

between operator

distinct operator

like operator

some operator
greatest operator

least operator

null operator

Logical operators
Operator
AND operator
OR operator

NOT operator

Unit conversion functions

Function

Description

Estimates the number of distinct values in the x field. The maximum standard
error is 0.01625, which is the default value.

Converts HyperLogLog data to bigint data.

Returns a null value of the HyperLogLog type. The maximum standard error is
0.01625, which is the default value.

Aggregates all HyperLogLog values.

Description

Is used to compare x with y. If the specified condition is met, true is returned.

If x meets all conditions, true is returned.

If x meets one of the conditions, true is returned.

If x is betweeny and z, true is returned.

If x is not equal toy, true is returned.

If x is equal to y, true is returned.

Is used to match a specified character pattern in a string. The string is case-
sensitive.

If x meets one of the conditions, true is returned.

Is used to obtain the greater value of x and y.

Is used to obtain the smaller value of x and y.

If x is null, true is returned.

If x is not null, true is returned.

Description

If both x and y evaluate to true, true is returned.

If either x or y evaluates to true, true is returned.

If x evaluates to false, true is returned.

Description
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wWindow funnel functions

Function

convert_data_size function

format_data_size function

parse_data_size function

to_data_size_B function

to_data_size_KB function

to_data_size_MB function

to_data_size_GB function

to_data_size_TB function

to_data_size_PB function

format_duration function

parse_duration function

to_days function

to_hours function

to_microseconds function

to_milliseconds function

to_minutes function

to_most_succinct_time_unit function

to_nanoseconds function

to_seconds function

Description

Converts a measurement from the current unit to the optimal unit. The system
automatically determines the optimal unit and returns a measurement in the
optimal unit. The returned result is of the string type. For example, you can

convert 1,024 KBto 1 MB and 1,024 MB to 1 GB.

Converts a measurement from the current unit to a specified unit. The returned
result is of the string type.

Converts a measurement in byte to a measurement in a specified unit. The
returned result is of the string type.

Converts a measurement from the current unit to a measurement in byte. The
returned result is of the decimal type.

Converts a measurement from the current unit to a measurement in byte. The
returned result is of the double type.

Converts a measurement from the current unit to a measurement in KB. The
returned result is of the double type.

Converts a measurement from the current unit to a measurement in MB. The
returned result is of the double type.

Converts a measurement from the current unit to a measurement in GB. The
returned result is of the double type.

Converts a measurement from the current unit to a measurement in TB. The
returned result is of the double type.

Converts a measurement from the current unit to a measurement in PB. The
returned result is of the double type.

Converts atime interval in seconds to a readable string.
Converts a time interval to a time intervalinthe 0 00:00:00.000 format.
Converts atime interval to a time interval in days.

Converts a time interval to a time interval in hours.

Converts a time interval to a time interval in microseconds.

Converts a time interval to a time interval in milliseconds.

Converts a time interval to a time interval in minutes.

Converts a time interval from the current unit to the optimal unit. The system
automatically determines the optimal unit and returns a time interval in the
optimal unit.

Converts atime interval to a time interval in nanoseconds.

Converts a time interval to a time interval in seconds.
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Function

window_funnel function

Lambda expressions

Description

Searches the event chain in the sliding time window and counts the maximum
number of consecutive events that occurred in the event chain.

Log Service allows you to define a lambda expression in an analytic statement and pass the expressionto a
specified function. For more information, see Lambda expressions.

Conditional expressions

Expression

CASE WHEN statement

IF function

COALESCE function

NULLIF function

TRY function

8.1.2. Aggregate function

Description

Categorizes data by using conditions.

Categorizes data by using conditions.

Returns the first not-null value based on multiple expressions.

Compares the values of two expressions. If the values of the two expressions are
equal, null is returned. Otherwise, the value of the first expression is returned.

Evaluates an expression to capture errors. This helps the system continue to query

and analyze data.

An aggregate function calculates the values of a field and returns a single value. T his topic describes the syntax
of aggregate functions. This topic also provides examples on how to use aggregate functions.

The following table describes the aggregate functions that are supported by Log Service.

) Notice

Function
arbitrary function

avg function

bitwise_and_agg function

bitwise_or_agg function

bool_and function

bool_or function

Syntax

arbitrary()

avg()

bitwise_and_agg()

bitwise_or_agg()

bool_and(boolean
expression)

bool_or(boolean
expression)

Description
Returns a random, non-null value of the field.
Calculates the average of the values of the field.

Returns the result of the bitwise AND operation on the
values of the field.

Returns the result of the bitwise OR operation on the
values of the field.

Checks whether all log entries meet the specified
condition. If all log entries meet the specified condition,
the function returns true.

This function is equivalent to the every function.

Checks whether a log entry that meets the specified
condition exists. If a log entry that meets the specified
condition exists, the function returns true.
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Function

checksum function

count function

count_if function

every function

geometric_mean function

kurtosis function

map_union function

max function

max_by function

min function

min_by function

skewness function

sum function

arbitrary function

Syntax
checksum()

count(*)

count(1)

count()

count_if(boolean
expression)

every(boolean expression)

geometric_mean()

kurtosis()

map_union()

max()

max(,n)

max_by(,)

max_by(,,n)

min()

min(,n)

min_by(,)

min_by(,,n)

skewness()

sum()

Returns an arbitrary, non-null value of the field.

Description

Calculates the checksum of the values of the field.

Counts the number of log entries.

Counts the number of log entries. This function is
equivalent to the count(*) function.

Counts the number of log entries that contain the field
whose value is not null.

Counts the number of log entries that meet the specified
condition.

Checks whether all log entries meet the specified

condition. If all log entries meet the specified condition,
the function returns true.

This function is equivalent to the bool_and function.
Calculates the geometric mean of the values of the field.
Calculates the excess kurtosis of the values of the field.
Returns the result of the union operation on the specified
maps. If multiple input maps have the same key, the
function selects an arbitrary input map from these input
maps to be in the output map.

Queries the largest value of the field.

Queries the nlargest values of the field. The function
returns an array.

Queries the value of that is associated with the largest
value of the field.

Queries the values of that are associated with the n
largest values of the field.

Queries the minimum value of the field.

Queries the nsmallest values of the field. The function
returns an array.

Queries the value of that is associated with the smallest
value of the field.

Queries the values of that are associated with the n
smallest values of the field. The function returns an array.

Calculates the skewness of the values of the field.

Calculates the sum of the values of the field.
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arbitrary ()

Parameter Description

The value of this parameter can be of any data type.

The data type of the return value is the same as the data type of the parameter.
Returns an arbitrary, non-null value of the request_method field.
e Query statement
* | SELECT arbitrary(request method) AS request method
e Query result

request_method

GET

avg function

Calculates the average of the values of the field.

avg ()

Parameter Description

The parameter can be of the double, bigint, decimal, or real data type.

Data of the double data type.
Return the projects whose average latency of a defined item s greater than 1,000 microseconds.

o Query statement

method: PostLogstoreLogs | SELECT avg(latency) AS avg latency, Project GROUP BY Project HAVING avg

_latency > 1000

e Query result
avg_latency Project

3223.4162679425835 datalab-14 61-cn-chengdu

bitwise_and_agg function

Returns the result of the bitwise AND operation on the values of the field.

bitwise and agg()
Parameter Description
The parameter can be of the bigint data type.

Data of the bigint data type. The result represents a binary.

Returns the result of the bitwise AND operation on the values of the request_time field.
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e Query statement

* | SELECT bitwise_and agg(status)
e Query result
_cold

0

bitwise_or_agg function

Returns the result of the bitwise OR operation on the values of the field.

bitwise or agg()

Parameter Description

The parameter can be of the bigint data type.

Data of the bigint data type. The result represents a binary.

Returns the result of the bitwise OR operation on the values of the request_time field.
e Query statement

* | SELECT bitwise or agg(request length)
e Query result

_colo

16383

bool_and function

Checks whether all log entries meet the specified condition. If all log entries meet the specified condition, the
function returns true. This function is equivalent to the every function.

bool and(boolean expression)

Parameter Description

boolean expression The parameter can be a boolean expression.

Data of the boolean data type.
Checks whether the value of the request_time field is less than 100 in all log entries. Unit: seconds. If the value of
the request_time field is less than 100 in all log entries, the function returns true.

e Query statement

* | SELECT bool and(request time < 100)
e Query result

_col0

true
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bool_or function

Checks whether a log entry that meets the specified condition exists. If a log entry that meets the specified
condition exists, the function returns true.

bool or (boolean expression)

Parameter Description
boolean expression The parameter can be a boolean expression.

Data of the boolean type.

Checks whether a log entry in which the value of the request_time field is less than 20 exists. Unit: seconds. If a
log entry in which the value of the request_time field is less than 20 exists, the function returns true.

o Query statement

* | SELECT bool or (request time < 20)
e Query result
_col

true

checksum function

Calculates the checksum of the values of the field.

checksum ()

Parameter Description

The value of this parameter can be of any data type.

Data of the string data type. The result is Base64-encoded.
e Query statement

* | SELECT checksum(request method) AS request method
e Query result

request_method

NDXFdgnd8GE=

count function
Counts the number of log entries.

e Countsthe number of log entries.
count (*)
e Countsthe number of log entries. This function is equivalent to the count (*) function.

count (1)
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e Counts the number of log entries that contain the field whose value is not null.

count ()

Parameter Description

The value of this parameter can be of any data type.

Data of the integer data type.
e Example 1: Counts the page view (PV) of a website.

o Query statement

* | SELECT count (*) AS PV
o Query result
PV

2008

e Example 2: Counts the number of log entries that have the request_method field whose value is not null.
o Query statement

* | SELECT count (request method) AS count
o Query result
count
1954
count_if function
Counts the number of log entries that meet the specified condition.

count_if (boolean expression)

Parameter Description

boolean expression The parameter can be a boolean expression.

Data of the integer data type.

Count the log entries that have the request_uri field whose value ends with  file-0

e Query statement

* | SELECT count if (request uri like '$file-0') AS count
e Query result

count

1934

geometric_mean function

Calculates the geometric mean of the values of the field.
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geometric mean ()

Parameter Description

The parameter can be of the double, bigint, or real data type.

Data of the double data type.

Calculates the geometric mean of request times.
e Query statement

* | SELECT geometric mean(request time) AS time
e Query result

time

39.4431232086882308

every function

Checks whether all log entries meet the specified condition. If all log entries meet the specified condition, the
function returns true. This function is equivalent to the bool_and function.

every (boolean expression)

Parameter Description

boolean expression The parameter can be a boolean expression.

Data of the boolean datatype.
Checks whether all request times are less than 100 seconds. If all request times are less than 100 seconds, the

function returns true.
e Query statement

* | SELECT every (request time < 100)
e Query result
_col0

true

kurtosis function

Calculates the excess kurtosis of the values of the field.

kurtosis ()

Parameter Description

The parameter can be of the double or bigint data type.

Data of the double data type.
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Calculates the excess kurtosis of a set of request time.

e Query statement

*| SELECT kurtosis(request_time)
e Query result

kurtosis

-3.000699825017186

map_union function

Returns the result of the union operation on the maps that parameter specifies. If multiple maps have the same
key, the function selects an arbitrary input map from these input maps to be in the output map.

map_union ()

Parameter Description

The parameter can be of the map data type.

Data of the map data type.

Perform a union operation on the maps of the etl context field and returns a map. if multiple input maps have
the same key, the function selects an arbitrary input map fromthese input maps to be in the output map.

e Field example

etl context: ({
project:"datalab-148****6461-cn-chengdu"
logstore:"internal-etl-log"
consumer group:"etl-83****4d1965"
consumer:"etl-b2d40ed****c8d6-291294"
shard id:"0" }

e Query statement

* | SELECT map union(try cast(json parse(etl context) AS map (varchar,varchar)))

e Query result

_col0

{“consumer_group™:"etl-83d54e 11965","shard_id™:"0","project™:"datalab-1¢ B
61-cn-chengdu”,"logstore”:"internal-etl-log”,"consumer™:"etl-13b0a&7 1 5ff 81b3199-78110
67

max function
Queries the largest value of the field.

e Returns the largest value.

max ()

e Returns the n largest values.

max (,n)
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Parameter Description
The value of this parameter can be of any data type.
n The value must be a positive integer.

The data type of the return value is the same as the data type of the parameter.

e Example 1: Queries the longest request duration.

o Query statement

* | SELECT max(request time) AS max request time
o Query result

max_request_time

80.0

e Example 2: Queries the 10 longest request durations.

o Query statement

* | SELECT max(request time,10) AS "top 10"
o Query result
top 10
[80.0,80.0,80.0,80.0,80.0,79.0,79.0,79.0,78.0,78.0]
max_by function

The following list shows the syntax that is supported by the max_by function.

e Queries the value of the field that is associated with the largest value of the field.

max by (,)

e Queries the values of the field that is associated with the nlargest values of the field.

max_by (,,n)

Parameter Description

The value of this parameter can be of any data type.

The value of this parameter can be of any data type.

n The value must be a positive integer.

The data type of the return value is the same as the data type of the parameter.
e Example 1: Queries the time of the orderthat has the highest value.

o Query statement

* | SELECT max_ by (UsageEndTime, PretaxAmount) as time
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o Query result
time
1625731025

e Example 2: Queries the request methods of the 3 requests that have the longest request durations.

o Query statement

* | SELECT max by (request method, request time,3) AS method
o Query result

method

['POST","POST","POST"]

min function
Queries the minimum value of the field.

e Returns the minimum value.
min ()

e Returns the n minimum values. The function returns an array.

min (,n)

Parameter Description

The value of this parameter can be of any data type.

The value must be a positive integer.

The data type of the return value is the same as the data type of the parameter.

e Example 1: Queries the shortest request duration.
o Example

* | SELECT min(request time) AS min request time
o Query result
min_request_time

10.0

e Example: Queries the 10 shortest request durations.

o Query statement

* | SELECT min(request time,10)
o Query result

_col0

[10.0,10.0,10.0,10.0,10.0,11.0,12.0,12.0,13.0,13.0]
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min_by function
The following list shows the syntax that is supported by the min_by function.

e Queries the value of the field that is associated with the smallest value of the field.
min by (,)

o Queries the values of the field that is associated with the nsmallest values of the field. The function returns an
array.

min by (,,n)

Parameter Description
The value of this parameter can be of any data type.
The value of this parameter can be of any data type.
n The value must be a positive integer.

The data type of the return value is the same as the data type of the parameter.

e The following query statement returns the request method of the request that has the shortest request
duration:

o Query statement

* | SELECT min by (request method, request time) AS method
o Query result
method

GET

e The following query statement returns the request methods of the requests whose request durations are the
three shortest request durations:

o Query statement

* | SELECT min by (request method, request time,3) AS method
o Query result
method

['POST","POST","POST"]

skewness function

Calculates the skewness of the values of the field.

skewness ()

Parameter Description

The parameter can be of the double or bigint data type.

Data of the double data type.
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Calculates the skewness of the request times.

e Query statement

*| SELECT skewness (request time) AS skewness
e Query result
skewness

0.0004294441602043965

sum function

Calculates the sum of the values of field.

sum ()

Parameter Description
The parameter can be of the double, bigint, decimal, or real data type.
The data type of the return value is the same as the data type of the parameter.
Calculates the daily inbound traffic of the website.

e Query statement

* | SELECT date trunc('day', time ) AS time, sum(body bytes sent) AS body bytes sent GROUP BY ti
me ORDER BY time

e Query result
time body bytes sent

2021-07-06 00:00:00.000 3925728

8.1.3. String functions

This topic describes the syntax of string functions. T his topic also provides examples on how to use the functions.

The following table describes the string functions that are supported by Log Service.

) Notice

Function Syntax Description

chr function chr() Converts an ASCll code to characters.
codepoint function codepoint() Converts characters to an ASCIl code.
concat function concat(,...) Concatenates multiple strings into one

string.

Decodes a binary string into a UTF-8-
encoded string. Invalid UTF-8 sequences
are replaced with the default replacement
character U+FFFD.

from_utf8()

from 11+fQ fiinrtinn
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length function

levenshtein_distance
function

lower function

lpad function

ltrim function

normalize function

position function

replace function

reverse function

rpad function

rtrim function

split function

split_part function

split_to_map function

strpos function

from_utf8(,replace_string)

length()

levenshtein_distance(,)

lower()

lpad(,length,lpad_string)

ltrim()

normalize()

position(sub_string in)

replace(,sub_string,replace_string)

replace(,sub_string)

reverse()

rpad(,length,rpad_string)

rtrim()

split(,delimeter)

split(,delimeter,limit)

split_part(,delimeter,part)

split_to_map(,delimiter01,delimiter02)

strpos(,sub_string)

Decodes a binary string into a UTF-8
encoded string. Invalid UTF-8 sequences
are replaced with a custom string.

Returns the length of a string.

Returns the minimum edit distance
between and .

Converts the characters in a string to
lowercase letters.

Left pads a string to a specified length by
using a specified character and returns the
result string.

Removes space from the start of a string.

Transforms a string by using the NFC
normalization form.

Returns the position of a specified
substring in a string.

Replaces the matched characters in a
string with specified characters.

Removes the matched characters from a
string.

Returns a string in reverse order.

Right pads a string to a specified length
by using a specified character and returns
the result string.

Removes spaces from the end of a string.

Splits a string by using a specified
delimiter and returns a set of substrings.

Splits a string by using a specified
delimiter and returns a set of substrings.
The number of substrings that can be
generated is specified by limit.

Splits a string by using a specified
delimiter and returns the substring at a
specified position.

Splits a string by using the first specified
delimiter, and then splits the string by
using the second specified delimiter.

Returns the position of a specified
substring in a string. This function is
equivalent to the position(sub_string in)
function.
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Function Syntax Description

Returns the substring at a specified

substr(,start . .
( ) position in a string.

substr function . e
Returns the substring at a specified

substr(,start,length) position in a string. The length of the
substring is specified.

Converts a string to a UTF-8

to_utf8 function to_utf8() ;
representation.
. . . Removes spaces from the start and end
trim function trim() )
of a string.
) Converts the characters in a string to
upper function upper()

uppercase letters.

chr function

The chr function converts an ASCll code to characters.

chr ()
Parameter Description
The value of this parameter is an ASCIl code.
The varchar type.

Check whether the first letter in the value of the region field starts with the letter c. In the following query
statement, the value 99 is an ASCIl code and represents the lowercase letter c.

e Sample field

region:cn-shanghai

e Query statement

* | SELECT substr(region, 1, 1)=chr(99)
e Query and analysis results

_col0

true

codepoint function

The codepoint function converts characters to an ASCll code.

codepoint ()

Parameter Description

The value of this parameter is of the varchar type.

The integer type.
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Check whether the first letterin the value of the region field starts with the letter c. In the following query

statement, the value 99 is an ASCll code and represents the lowercase letter c.
e Sample field

upstream status:200

e Query statement

* | SELECT codepoint (cast (substr(region, 1, 1) AS char(l))) =99
e Query and analysis results
_cold

true

true

concat function

The concat function concatenates multiple strings into one string.

concat (,...)
Parameter Description
The value of this parameter is of the varchar type.
The value of this parameter is of the varchar type.
The varchar type.

Concatenate the values of the region and request_method fields into one string.
e Sample field

region:cn-shanghai
time local:14/Jul/2021:02:19:40

e Query statement

* | SELECT concat (region, '-',time local)
e Query and analysis results

_colo

cn-shanghai-14/Juli2021:01:16:30

cn-shanghai-14/Julf2021:01:16:30

from_utf8 function

The from_utf8 function decodes a binary string into a UTF-8 encoded string.

e Invalid UTF-8 sequences are replaced with the default replacement character U+FFFD.

from utfs8 ()

e Invalid UTF-8 sequences are replaced with a custom string.
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from utf8(, replace string)

Parameter Description
The value of this parameter is of the binary type.

The value of this parameter is the custom string that you want to use. You can

replace_strin . -
place_ g specify a single character or a space.

The varchar type.

e Decode the binary string 0x80 into a UTF-8 encoded string and replace invalid UTF-8 sequences in the result
with the default replacement character U+FFFD. U+FFFD is displayed as €.

o Query statement

* | SELECT from utf8(from base64 ('0x80"'))
o Query and analysis results
_cold

904

e Decode the binary string 0x80 into a UTF-8 encoded string and replace invalid UTF-8 sequences in the result
with 0.

o Query statement

* | SELECT from utf8(from base64('0x80'),'0")
o Query and analysis results
_col0
0D4
length function
The length function returns the length of a string.

length ()

Parameter Description

The value of this parameter is of the varchar type.

The bigint type.
Calculate the length of the value of the http_user_agent field.
e Sample field

http user agent:Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.2 (KHTML, like Gecko) Chrome/22.0.121
6.0 Safari/537.2

e Query statement

* | SELECT length (http user agent)

e Query and analysis results
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_col0

127

levenshtein_distance function

The levenshtein_distance function returns the minimum edit distance between two strings.

levenshtein distance(,)

Parameter Description

The value of this parameter is of the varchar type.

The value of this parameter is of the varchar type.

The bigint type.
Query the minimum edit distance between the value of the instance_id field and the value of the owner_id field.

e Sample field

instance id:i-01

owner id:owner-01

o Query statement

* | SELECT levenshtein distance (owner id,instance id)
e Query and analysis results

_cold

lower function

The lower function converts the characters in a string to lowercase letters.

lower ()
Parameter Description
The value of this parameter is of the varchar type.
The varchar type.

Convert the characters in the value of the request_method field to lowercase letters.
e Sample field

request method:GET

e Query statement

* | SELECT lower (request method)

e Query and analysis results
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_col0

get

lpad function

The lpad function left pads a string to a specified length by using a specified character and returns the result
string.

lpad(, length, lpad string)

Parameter Description
The value of this parameter is of the varchar type.

The value of this parameter is an integer that specifies the length of the result
string.
e [f the length of a string is less than the value of the length parameter, the
length string is padded by using the specified character from the start of the
string.

e |f the length of a string is greater than the value of the length parameter,
only the n characters in the string are returned. n is specified by length.

The value of this parameter is the character that you want to use to pad a

lpad_string string

The varchar type.

Pad the value of the instance_id field to 10 characters. If the value length is less than 10 characters, use 0 to pad
the value fromthe start of the value.

e Sample field

instance id:i-01
e Query statement

* | SELECT lpad(instance id,10,'0")
e Query and analysis results

_colo

000000i-01 A~

ltrim function

The ltrim function removes spaces fromthe start of a string.

ltrim()
Parameter Description
The value of this parameter is of the varchar type.
The varchar type.

Remove spaces fromthe start of the value of the region field.
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e Sample field

region: cn-shanghai

® Query statement

* | SELECT ltrim(region)
e Query and analysis results
_colo

cn-shanghai

normalize function

The normalize function transforms a string by using the NFC normalization form.

normalize ()

Parameter Description
The value of this parameter is of the varchar type.
The varchar type.
Transform the schén string by using the NFC normalization form.

e Query statement

* | SELECT normalize ('schon')
e Query and analysis results

_col0

schén

position function

The position function returns the position of a specified substring in a string.

position(sub_string in )

Parameter Description
sub_string The value of this parameter is the substring whose position you want to query.
The value of this parameter is of the varchar type.
The integer type. Valid values start from 1.
Query the position of the cn substring in the value of the region field.

e Sample field

region:cn-shanghai

e Query statement
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* | SELECT position('cn' in region)
e Query and analysis results
_colD

1

replace function

The replace function removes the matched characters from a string or replaces the matched characters in a string

with specified characters.

e The following function removes the matched characters from a string.

replace (,sub_string)

e The following function replaces the matched characters in a string with specified characters.

replace (,sub_string,replace string)

Parameter Description

The value of this parameter is of the varchar type.

sub_string The value of this parameter is the substring that you want to match.

The value of this parameter is the substring that you want to use to replace

/. trii
repiace_string the matched substring.

The varchar type.

e Example 1: Replace cn in the value of the region field with China.

o Sample field
region:cn-shanghai
o Query statement
* | select replace(region,'cn', 'China')

o Query and analysis results
_col0
China-shanghai

China-shanghai

e Example 2: Remove cn- from the value of the region field.
o Sample field
region:cn-shanghai
o Query statement

* | select replace(region, 'cn-"'")

104
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o Query and analysis results

_col0

shanghai

reverse function

The reverse function returns a string in reverse order.

reverse ()

Parameter

The varchar type.

Description

The value of this parameter is of the varchar type.

Reverse the characters in the value of the request_method field.

e Sample field

request method:GET

e Query statement

* | SELECT reverse (request method)

e Query and analysis results

_col0

TEG

rpad function

The rpad function right pads a string to a specified length by using a specified character and returns the result

string.

rpad (, length, rpad_string)

Parameter

length

lpad_string

The varchar type.

Description
The value of this parameter is of the varchar type.

The value of this parameter is an integer that specifies the length of the result

string.

e |f the length of a string is less than the value of the length parameter, the
string is padded by using the specified character from the end of the string.

e |f the length of a string is greater than the value of the length parameter,
only the n characters in the string are returned. n is specified by length.

The value of this parameter is the character that you want to use to pad a
string.
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Pad the value of the instance_id field to 10 characters. If the value length is less than 10 characters, use 0 to pad
the value fromthe end of the value.

e Sample field

instance i1d:i-01
e Query statement

* | SELECT rpad(instance id,10,'0")
e Query and analysis results

_colo

i-01000000

rtrim function

The rtrim function removes spaces fromthe end of a string.

rtrim()

Parameter Description

The value of this parameter is of the varchar type.

The varchar type.

Remove spaces fromthe end of the value of the instance_id field.
e Sample field
instance id:i-01
e Query statement
* | SELECT rtrim(instance_id)
e Query and analysis results

_col0

i-01

split function
The split function splits a string by using a specified delimiter and returns a set of substrings.

e The following function splits a string by using a specified delimiter and returns a set of substrings.
split (,delimeter)

e The following function splits a string by using a specified delimiter and returns a set of substrings. The number
of substrings that can be generated is specified by /imit.

split(,delimeter,limit)

Parameter Description
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Parameter Description
The value of this parameter is of the varchar type.
delimeter The value of this parameter is the delimiter that you want to use.
limit The value of this parameter is a positive integer. The value specifies the
number of substrings that can be generated.
The array type.

e Example 1: Use a forward slash (/) to split the value of the request_urifield into four substrings and obtain a
set of the substrings.

o Sample field

request uri:/request/path-1/file-9
o Query statement
* | SELECT split (request uri,'/"')
o Query and analysis results
_cold

[*","request”,"path-2","file-2"]

e Example 2: Use a forward slash (/) to split the value of the request_urifield into three substrings and obtain a
set of the substrings.

o Sample field

request uri:/request/path-1/file-9
o Query statement

* | SELECT split(request uri,'/',3)
o Query and analysis results

_col0

[*""request”,"path-1/file-9"]

split_part function

The split_part function splits a string by using a specified delimiter and returns the substring at a specified
position.

split part(,delimeter,part)

Parameter Description

The value of this parameter is of the varchar type.
delimeter The value of this parameter is the delimiter that you want to use.

part The value of this parameter is a positive integer.

The varchar type.
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Use a question mark (?) to split the value of the request_urifield and obtain the first substring, which is a file path.
Then, measure the number of requests that correspond to each path.

e Query statement

* | SELECT count(*) AS PV, split part(request uri, '?', 1) AS Path GROUP BY Path ORDER BY pv DESC

LIMIT 3

e Query and analysis results

PV Path
4355 frequest/path-1/file-2
4328 frequest/path-1/ile-1
4296 frequest/path-2/file-3

split_to_map function
The split_to_map function splits a string by using the first specified delimiter, and then splits the string by using
the second specified delimiter.

split to map(,delimiter0l,delimiter02)

Parameter Description

The value of this parameter is of the varchar type.

delimeter07 The value of this parameter is the delimiter that you want to use.

delimeter02 The value of this parameter is the delimiter that you want to use.

The map type.
Use a comma (,) and a colon (:) to split the value of the time field to obtain a value of the map type.
e Sample field
time:upstream response_ time:"80", request time:"40"
e Query statement
* | SELECT split to map(time,',',':')
e Query and analysis results
_colo

{"request_time""\"40V™ "upstream_response_time":"\"80\""}

{"request_time""\"40\"","upstream_response_time":"\"80\""}

strpos function

The strpos function returns the position of a specified substring in a string. This function is equivalent to the

position function.

strpos (, sub string)
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Parameter Description
The value of this parameter is of the varchar type.
sub_string The value of this parameter is the substring whose position you want to query.

The integer type. Valid values start from 1.

Query the position of the letter Hin the value of the server_protocol field.
e Query statement

* | SELECT strpos (server protocol, 'H')
e Query and analysis results

_colo

substr function
The substr function returns the substring at a specified position in a string.

e The following function retumns the substring at a specified position in a string.
substr (,start)

e The following function returns the substring at a specified position in a string. The length of the substring is
specified.

substr (,start, length)

Parameter Description

The value of this parameter is of the varchar type.

The value of this parameter is the start position from which you want to

tart
st extract a substring. Valid values start from 1.
length The value of this parameter is the length of the substring.
The varchar type.

Extract the first four characters (HTTP) from the value of the server_protocolfield. Then, measure the number of
requests that use the HTTP protocol.

e Sample field

server protocol:HTTP/2.0

e Query statement

* | SELECT substr (server protocol,1,4) AS protocol, count(*) AS count GROUP BY server protocol
e Query and analysis results
protocol count -

HTTP 9078
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to_utf8 function

The to_utf8 function converts a string to a UTF-8 representation.

to utf8()
Parameter Description
The value of this parameter is of the varchar type.
The varbinary type.

Convert the log string to a UTF-8 representation.
e Query statement

* | SELECT to_utf8('log')
e Query and analysis results
_col0

bG9N

trim function

The trimfunction removes spaces fromthe start and end of a string.

trim()
Parameter Description
The value of this parameter is of the varchar type.
The varchar type.

Remove spaces fromthe start and end of the value of the instance_id field.
e Sample field

instance id: i-01
e Query statement

* | SELECT trim(instance_ id)
e Query and analysis results

_cold

i-01

upper function

The upper function converts the characters in a string to uppercase letters.

upper ()
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Parameter Description

The value of this parameter is of the varchar type.

The varchar type.
Convert the characters in the value of the region field to uppercase letters.

e Sample field

region:cn-shanghai
e Query statement
* | SELECT upper (region)
e Query and analysis results
_col0

CN-SHANGHAI -

8.1.4. Date and time functions

Log Service allows you to use different types of date and time functions to process log data. The functions
include time functions, date functions, date and time extraction functions, time interval functions, and time series
padding functions. You can use the functions to convert the format of date and time in logs. You can also use
the functions to group and aggregate logs. This topic describes the syntax of date and time functions. This topic
also provides examples on how to use date and time functions.

2 Notice

e The timestamp of a log in Log Service is accurate to the second. Therefore, you can specify the time
format only to the second. For more information, see Formats.

e You need to specify the time format only forthe time in a time string. You do not need to specify the
time format for other parameters such as the time zone. For more information, see Formats.

e Each log in Log Service contains the reserved __time__ field. The value of the field is a UNIX timestamp.
Example: 1592374067, which indicates 2020-06-17 14:07:47.

e [f you want to use strings in analytic statements, you must enclose the strings in single quotation
marks ("). Strings that are not enclosed or are enclosed in double quotation marks ("") indicate field
names or column names. For example, 'status' indicates the status string, and status or "status"
indicates the status log field.

Type Function Syntax Description

current_date

) current_date Returns the current date.
function
current_time . Returns the current time and
) current_time )
function - time zone.
current_timestamp . Returns the current date, time,
- current_timestamp .
function - and time zone.

current_timezone

) current_timezone() Returns the current time zone.
function
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Type

Date and time
functions

Function

date function

date_format
function

date_parse function

from_iso8601_date
function

from_iso8601_times
tamp function

from_unixtime
function

localtime function

localtimestamp
function

now function

to_iso8601 function

Syntax

date()

date_format(,format)

date_parse(,format)

from_iso8601_date()

from_iso8601_timestamp()

from_unixtime()

from_unixtime(,time zone)

from_unixtime(, hours, minutes)

localtime

localtimestamp

now()

to_is08601()

Description

Returns the date part of a
datetime expression.

Converts a datetime expression
that can return a timestamp
value to a datetime expression in
a specified format.

Converts a datetime string to a
datetime expression that can
return a timestamp value and is
in a specified format.

Converts a date expression in the
ISO 8601 format to a date
expression that can return a date
value.

Converts a datetime expression
inthe ISO 8601 format to a
datetime expression that can
return a timestamp value.

Converts a UNIX timestamp to a
datetime expression that can
return a timestamp value and
does not contain a time zone.

Converts a UNIX timestamp to a
datetime expression that can
return a timestamp value and
contains a time zone.

Converts a UNIX timestamp to a
datetime expression that can
return a timestamp value and
contains a time zone. In the
datetime expression, the values
for hours and minutes indicate
the offset of the time zone.

Returns the local time.

Returns the local date and time.

Returns the current date and
time.

This function is equivalent to the
current_timestamp function.

Converts a datetime expression
that can return a date or
timestamp value to a datetime
expression in the ISO 8601
format.
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Type

Date and time
extraction functions

Function

to_unixtime function

day function

day_of_month
function

day_of_week
function

day_of_year
function

dow function

doy function

extract function

hour function

minute function

month function

quarter function

Syntax

to_unixtime()

day()

day_of_month()

day_of_week()

day_of_year()

dow()

doy()

extract(field from)

hour()

minute()

month()

quarter()

Description

Converts a datetime expression
that can return a timestamp
value to a UNIX timestamp.

Returns the day of the month
from a datetime expression.

This function is equivalent to the
day_of_month function.

Returns the day of the month
from a datetime expression.

This function is equivalent to the
day function.

Returns the day of the week
from a datetime expression.

This function is equivalent to the
dow function.

Returns the day of the year from
a datetime expression.

This function is equivalent to the
doy function.

Returns the day of the week
from a datetime expression.

This function is equivalent to the
day_of_week function.

Returns the day of the year from
a datetime expression.

This function is equivalent to the
day_of_year function.

Returns the specified field from
a datetime expression. The field
can be a date or time.

Returns the hour of the day from
a datetime expression. The 24-
hour clock is used.

Returns the minute of the hour
from a datetime expression.

Returns the month of the year
from a datetime expression.

Returns the quarter of the year
on which a specified date falls.
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Type

Time interval
functions

Function

second function

timezone_hour
function

timezone_minute
function

week function

week_of_year
function

year function

year_of_week
function

yow function

date_trunc function

date_add function

date_diff function

Syntax

second()

timezone_hour()

timezone_minute()

week()

week_of_year()

year()

year_of_week()

yow()

date_trunc(unit,)

date_add(unit, N,)

date_diff(unit, ,)

Description

Returns the second of the
minute from a datetime
expression.

Returns the offset of the time
zone in hours.

Returns the offset of the time
zone in minutes.

Returns the week of the year on
which a specified date falls.

This function is equivalent to the
week_of_year function.

Returns the week of the year on
which a specified date falls.

This function is equivalent to the
week function.

Returns the year of a specified
date.

Returns the year on which a
specified date falls in the ISO
week date system.

This function is equivalent to the
yow function.

Returns the year on which a
specified date falls in the ISO
week date system.

This function is equivalent to the
year_of_week function.

Truncates a datetime expression
based on the time unit that you
specify. The expression can be
truncated based on the
millisecond, second, minute,
hour, day, month, or year.

Adds N to the value of the field
based on the unit that you
specify.

Returns the difference between
two time expressions. For
example, you can calculate the
difference between and based
on the time unit that you specify.
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Type Function Syntax

Time series padding
function

time_series(, window, format,

time_series function .
ime_senies functl padding_data)

current_date function

Description

Adds a value to the field that
has no value returned in the
specified time window.

The current_date function returns the current date. The return value is in the YYYY-MM-DD format.

current date

The date type.
Query the logs of the previous day.
e Query statement

el

SELECT

*
FROM log
WHERE

__time < to_unixtime (current date)

AND _ time > to unixtime(date_add('day', -1, current date))

e Query and analysis results

Raw Logs Graph LogReduce
H b bk T €@ M =2 - = oW oW ® & b 8
Chart Preview
_line_ body_by... client_ip host http_use... http_x f... instance.... instance... network....
null 1281 220 .56 www.uwn.mock.  Mozilla/5.0 11 i-01 instance-01 vlan
com (Windows NT
6.1; v:12.0)
Gecko/2012040
3211507
Firefox/14.0.1
null 2095 15 93 www.gdw.mock. Mozilla/5.0 12 221 i-02 instance-01 vlan
com (Windows NT
6.1; rv:14.0)
Gecko/2010010
1 Firefox/18.0.1

current_time function

¥ B B EF >

owner_id referer region remote_..

owner-01 www.adzmockc cn-shanghai 221 19
om

owner-01 www.wb.mock.c  cn-shanghai 21 12t

om

The current_time function returns the current time and time zone. The return value is in the HH:MM:SS.Ms

Time_zone format.

current time

The time type.
Query the current time and time zone.

o Query statement

* | select current time

e Query and analysis results
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_colo

22:34:24.034 Asia’Shanghai

22:34:24 034 Asia’Shanghai

current_timestamp function

The current_timestamp function returns the current date, time, and time zone. The return value is in the YYYY-MM-

DD HH:MM:SS.Ms Time_zone format.

current timestamp

The timestamp type.
Query the logs of the previous day.
® Query statement

* |

SELECT

*
FROM log
WHERE

~_time < to unixtime (current timestamp)

AND time > to unixtime(date add('day', -1, current timestamp))

e Query and analysis results

Raw Logs Graph LogReduce

E ik ik F € &M 2 - = o w @9 & p £
Chart Preview
_line_ bady _by... client_ip host http_use... hitp_x f... instance... instance...
null 1281 220 56  www.uwn.mock. Morzilla/5.0 11 i-01 instance-01
com (Windows NT
6.1: ne12.0)
Gecko/2012040
3211507
Firefox/14.0.1
null 2095 15 93  www.qdw.mock. Mozilla/5.0 12 21 i-02 instance-01
com (Windows NT
6.1: ne14.0)
Gecko/2010010
1 Firefox/18.0.1

current_timezone function
The current_timezone function returns the current time zone.

current_timezone ()

The varchar type.
Query the current time zone.

e Query statement

* | select current timezone ()

e Query and analysis results

network...

vlan

vlan

=

owner_id

owner-01

owner-01

bt iE 5= = S

Add to New Dashboard Download Log Show Settings

referer region remote...
wwwadzmocke  cn-shanghai 21 1o
om

wwwwb.mock.c  cneshanghai 2 12

om
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_colD
Asia/Shanghai

Asia’Shanghai

date function

The date function returns the date part of a datetime expression. This function is equivalent to the cast( as
date) function. For more information, see Data type conversion functions.

date ()
Parameter Description
The value of this parameter is of the date or timestamp type.
The date type.

Use the current_timestamp function to obtain the current date and time. Then, use the date function to obtain
the date part of the current date and time.

® Query statement

* | SELECT current timestamp, date(current timestamp)
e Query and analysis results

_cold _coll

2021-09-07 15:00:52.506 Asia/Shanghai 2021-09-07

date_format function

The date_format function converts a datetime expression that can return a timestamp value to a datetime
expression in a specified format.

date_ format (, format)

Parameter Description

The value of this parameter is a datetime expression that can return a
timestamp value.

The format of the datetime expression to which you want to convert a
format datetime expression that can return a timestamp value. For more information,
see Formats.

The varchar type.

Query the status of NGINX requests, calculate the number of NGINX requests, and then display the query and
analysis results in chronological order. To do this, use the date_trunc function to truncate the log time by minute
and use the date_format functionto convert the timetothe <u:3i format. Then, calculate the number of
requests for each status code per minute and display the query and analysis results in a flow chart.

e Query statement
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*
SELECT
date format (date trunc('minute', time ), '$H:%i') AS time,
COUNT (1) AS count,
status
GROUP BY
time,
status
ORDER BY

time
e Query and analysis results
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date_parse function

The date_parse function converts a datetime string to a datetime expression that can return a timestamp value
and is in a specified format.

date parse (, format)

Parameter Description
The value of this parameter is a datetime string.

The format of the datetime expression that can return a timestamp value to
format which you want to convert the datetime string. For more information, see
Formats.

The timestamp type.

Convert the values of the StartTime and EndTime fields to datetime expressions that can return a timestamp
value and calculate the difference between the two datetime expressions.

e Query statement
x|
SELECT
date parse (StartTime, '$Y-%m-%d %$H:%i') AS "StartTime",

date parse (EndTime, '%Y-%m-%d %H:%i') AS "EndTime",

date diff ('hour', StartTime, EndTime) AS "Time difference (hour)"

e Query and analysis results
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StartTime - EndTime Time Difference {Hours)

2021-07-21 20:00:00.000 2021-07-21 21:00:00.000 1

from_iso8601_date function

The from_iso8601_date function converts a date expression in the ISO 8601 format to a date expression that can
return a date value. The return value is in the YYYY-MM-DD format.

from iso8601 date ()

Parameter Description

The value of this parameter is a date expression in the ISO 8601 format.

The date type.

Convert the value of the time field to a date expression that can return a date value
e Sample field

time:2020-05-03

e Query statement

* | select from iso8601 date(time)
e Query and analysis results
_cold

2020-05-03
2020-05-03

2020-05-03

from_iso8601_timestamp function

The from iso8601_timestamp function converts a datetime expression in the ISO 8601 format to a datetime
expression that can return a timestamp value. The return value is in the YYYY-MM-DD HH:MM:SS.Ms Time_zone

format.

from iso8601 timestamp ()

Parameter Description

The value of this parameter is a datetime expression in the ISO 8601 format.

The timestamp type.

Convert the value of the time field to a datetime expression that can return a timestamp value.
e Sample field

time:2020-05-03T17:30:08

e Query statement

> Document Version: 20220510 119



Index and query- Analysis grammar Log Service

* | select from iso8601 timestamp (time)
e Query and analysis results
_colo

2020-05-03 17:30:06.000 Asia/Shanghai
2020-05-03 17:30:08.000 Asia/Shanghai
2020-05-03 17:30:08.000 Asia/Shanghai

from_unixtime function

The from_unixtime function converts a UNIX timestamp to a datetime expression that can return a timestamp
value. The return value is in the YYYY-MM-DD HH:MM:SS.Ms or YYYY-MM-DD HH:MM:SS.Ms Time_zone format.

e The following function converts a UNIX timestamp to a datetime expression that can return a timestamp value
and does not contain a timezone.

from unixtime ()

e The following function converts a UNIX timestamp to a datetime expression that can return a timestamp value
and contains a timezone.

from unixtime (, time zone)

e The following function converts a UNIX timestamp to a datetime expression that can return a timestamp value
and contains a timezone. In the datetime expression, the values for Aours and minutesindicate the offset of
the time zone.

from unixtime (, hours,minutes)

Parameter Description

The value of this parameter is a UNIX timestamp.

time zone The time zone. Example: Asia/shanghai.
hours The offset of the time zone in hours. Examples: +07 and -09.
minutes The offset of the time zone in minutes. Examples: +30 and -45.

The timestamp type.

Convert the value of the time field to a datetime expression that can return a timestamp value and contains a
timezone.

e Sample field

time:1626774758

o Query statement

* | select from unixtime (time, 'Asia/shanghai')

e Query and analysis results
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_col0

2021-07-20 17:52:38.000 Asia/Shanghai

2021-07-20 17:52:38.000 Asia/Shanghai

localtime function

The localtime function returns the local time. T he return value is in the HH:MM:SS.Ms format.

localtime

The time type.
Query the local time.

o Query statement

* | select localtime

e Query and analysis results

_cold

02:09:46.213

02:09:46.213

localtimestamp function

The localtimestamp function returns the local date and time. The return value is in the YYYY-MM-DD HH:MM:SS.Ms
Time_zone format.

localtimestamp

The timestamp type.
Query the logs of the previous day.
e Query statement

w

SELECT

*
FROM 1log
WHERE

_ time < to_unixtime (localtimestamp)

AND _ time > to unixtime(date add('day', -1, localtimestamp))

e Query and analysis results
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now function

The now function returns the current date and time. The return value is in the YYYY-MM-DD HH: MM:SS.Ms

Time_zone format. This function is equivalent to the current_timestamp function.

now ()

The timestamp type.
Query the logs of the previous day.
e Query statement

*

SELECT

*

FROM log
WHERE
_ time < to_unixtime (now())

AND _ time > to_unixtime(date_add('day', -1, now()))

e Query and analysis results

Raw Logs Graph LogReduce
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to_iso8601 function
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The to_iso8601 function converts a datetime expression that can return a date or timestamp value to a datetime

expression in the ISO 8601 format.

to_1s08601 ()

Parameter Description
The value of this parameter is of the date or timestamp type.
The varchar type.
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Use the current_timestamp function to obtain the current date and time. Then, use the to_iso8601 function to
convert the current date and time to the ISO 8601 format.

e Query statement

* | select to_iso8601 (current timestamp) AS IS08601
e Query and analysis results

1508601

2021-09-02T16:57:56.964+08:00

to_unixtime function
The to_unixtime function converts a datetime expression that can return a timestamp value to a UNIX timestamp.

to unixtime ()

Parameter Description

The value of this parameter is a datetime expression that can return a
timestamp value.

The double type.
Query the logs of the previous day.
e Query statement

x|

SELECT

*

FROM 1log
WHERE
__time < to unixtime (now())

AND _ time > to_unixtime(date_add('day', -1, now()))

e Query and analysis results

Raw Logs Graph LogReduce
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day function

The day function returns the day of the month from a datetime expression. This function is equivalent to the
day_of_month function.

day ()
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Parameter Description

The value of this parameter is of the timestamp or date type.

The bigint type.

Use the current_date function to obtain the current date. Then, use the day function to obtain the day of the
month based on the current date.

e Query statement

* | SELECT current date, day(current date)

e Query and analysis results

_cold _coll

2021-09-07

-}

day_of_month function

The day_of_month function returns the day of the month from a datetime expression. T his function is equivalent
to the day function.

day of month ()

Parameter Description

The value of this parameter is of the timestamp or date type.

The bigint type.

Use the current_date function to obtain the current date. Then, use the day_of _month function to obtain the
day of the month based on the current date.

e Query statement

* | SELECT current date, day of month (current date)

e Query and analysis results

_colD _coll

2021-09-07

=

day_of_ week function
The day_of week function returns the day of the week from a datetime expression.

day of week()

Parameter Description

The value of this parameter is of the timestamp or date type.

The bigint type.

Use the current_date function to obtain the current date. Then, use the day_of_week function to obtain the day
of the week based on the current date.
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e Query statement

* | SELECT current date, day of week(current date)
e Query and analysis results

_colD _coll

2021-09-07 2

day_of_year function

The day_of_year function returns the day of the year from a datetime expression.

day of year ()

Parameter Description

The value of this parameter is of the timestamp or date type.

The bigint type.

Use the current_date function to obtain the current date. Then, use the day_of_year function to obtain the day
of the year based on the current date.

e Query statement

* | SELECT current date, day of year (current date)
e Query and analysis results

_colD _coll

2021-09-07 250

dow function

The dow function returns the day of the week from a datetime expression. This function is equivalent to the
day_of_week function.

dow ()

Parameter Description

The value of this parameter is of the timestamp or date type.

The bigint type.

Use the current_date function to obtain the current date. Then, use the dow function to obtain the day of the
week based on the current date.

e Query statement

* | SELECT current date, dow(current date)

e Query and analysis results

_col0 _col1

2021-09-07 2
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doy function

The doy function returns the day of the year from a datetime expression. This function is equivalent to the
day_of_year function.

doy ()

Parameter Description

The value of this parameter is of the timestamp or date type.

The bigint type.

Use the current_date function to obtain the current date. Then, use the doy function to obtain the day of the
year based on the current date.

e Query statement
* | SELECT current date, doy(current date)
e Query and analysis results

_colD _coll

2021-09-07 250

extract function

The extract function returns the specified field from a datetime expression. The field can be a date or a time.

extract (field from )

Parameter Description

Valid values: year, quarter, month, week, day, day_of_month, day_of_week,
field dow, day_of_year, doy, year_of_week, yow, hour, minute, second,
timezone_hour, and timezone_minute.

The value of this parameter is of the date, time, timestamp, or interval (actual
varchar(9)) type.

The bigint type.

Use the current_date function to obtain the current date. Then, use the extract function to obtain the year of
the current date.

e Query statement

* | SELECT extract(year from current date)

e Query and analysis results

_colD

2021

hour function

The hour function returns the hour of the day from a datetime expression. The 24-hour clock is used.
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hour ()

Parameter Description

The value of this parameter is of the timestamp type.

The bigint type.

Use the current_timestamp function to obtain the current date and time. Then, use the hour function to obtain
the hour of the day based onthe current time.

e Query statement

* | SELECT current timestamp, hour (current timestamp)
e Query and analysis results

_col0 _coll

2021-09-07 11:00:48.413 Asia/Shanghai 1

minute function

The minute function returns the minute of the hour from a datetime expression.

minute ()

Parameter Description
The value of this parameter is of the timestamp type.

The bigint type.

Use the current_timestamp function to obtain the current date and time. Then, use the minute function to obtain
the minute of the hour based on the current time.

e Query statement

* | SELECT current timestamp, minute (current timestamp)
e Query and analysis results
_cold _coll

2021-09-07 11:17:11.676 Asia/Shanghai 17

month function
The month function returns the month of the year from a datetime expression.

month ()

Parameter Description

The value of this parameter is of the date or timestamp type.

The bigint type.
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Use the current_timestamp function to obtain the current date and time. Then, use the month function to obtain
the month of the year based on the current date.

e Query statement
* | SELECT current timestamp, month (current timestamp)
e Query and analysis results

_cold _coll

2021-09-07 11:13:39.230 Asia/Shanghai 9

quarter function

The quarter function returns the quarter of the year on which a specified date falls.

quarter ()

Parameter Description

The value of this parameter is of the date or timestamp type.

The bigint type.

Use the current_timestamp function to obtain the current date and time. Then, use the quarter function to obtain
the quarter of the year on which the current date falls.

e Query statement

* | SELECT current timestamp, quarter (current timestamp)

e Query and analysis results

_cold _col1

2021-09-07 11:26:08.720 Asia/Shanghai

[7¥]

second function

The second function returns the second of the minute from a datetime expression.

second ()

Parameter Description

The value of this parameter is of the timestamp type.

The bigint type.

Use the current_timestamp function to obtain the current date and time. Then, use the second function to obtain
the second of the minute based on the current time.

e Query statement

* | SELECT current timestamp,second(current timestamp)

e Query and analysis results
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_col0 _col1

2021-09-07 11:32:41.695 Asia/Shanghai 41

timezone_hour function

The timezone_hour function returns the offset of the time zone in hours.

timezone hour ()

Parameter Description
The value of this parameter is of the timestamp type.

The bigint type.

Use the current_timestamp function to obtain the current date and time. Then, use the timezone_hour function
to obtain the offset of the time zone to which the current time belongs in hours.

e Query statement

* | SELECT current timestamp,timezone hour (current timestamp)
e Query and analysis results

_colD _col1

e

2021-09-07 11:35:51.605 Asia/Shanghai

timezone_minute function

The timezone_minute function returns the offset of the time zone in minutes.

timezone minute ()

Parameter Description

The value of this parameter is of the timestamp type.

The bigint type.

Use the current_timestamp function to obtain the current date and time. Then, use the timezone_minute function
to obtain the offset of the time zone to which the current time belongs in minutes.

e Query statement

* | SELECT current timestamp,timezone minute (current timestamp)
e Query and analysis results

_col0 _coll

2021-09-07 11:41:48.818 Asia/Shanghai 0

week function

The week function returns the week of the year on which a specified date falls. This function is equivalent to the
week_of_year function.

week ()
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Parameter Description

The value of this parameter is of the date or timestamp type.

The bigint type.

Use the current_timestamp function to obtain the current date and time. Then, use the week function to obtain
the week of the year on which the current date falls.

e Query statement
* | SELECT current timestamp,week (current timestamp)
e Query and analysis results

_colD _coll

2021-09-07 13:40:04.940 Asia/Shanghai 36

week_of_year function

The week_of_year function returns the week of the year on which a specified date falls. This function is
equivalent to the week function.

week of year ()

Parameter Description

The value of this parameter is of the date or timestamp type.

The bigint type.

Use the current_timestamp function to obtain the current date and time. Then, use the week of year function to
obtain the week of the year on which the current date falls.

e Query statement

* | SELECT current timestamp,week of year (current timestamp)
e Query and analysis results

_colD _coll

2021-09-07 13:40:04.940 Asia/Shanghai 36

year function
The year function returns the year of a specified date.

year ()

Parameter Description

The value of this parameter is of the date or timestamp type.

The bigint type.

Use the current_timestamp function to obtain the current date and time. Then, use the year function to obtain
the year of the current date.
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e Query statement
* | SELECT current timestamp, year (current timestamp)
e Query and analysis results

_colD _coll

2021-09-07 13:49:47.845 Asia/Shanghai 2021

year_of_week function

The year_of_week function returns the year on which a specified date falls in the ISO week date system. T his
function is equivalent to the yow function.

year of week()

Parameter Description

The value of this parameter is of the date or timestamp type.

The bigint type.

Use the current_timestamp function to obtain the current date and time. Then, use the year_of_weekfunction to
obtain the year on which the current date falls in the ISO week date system.

e Query statement

* | SELECT current timestamp,year of week (current timestamp)
e Query and analysis results

_cold _coll1

2021-09-07 13:57:25.576 Asia/Shanghai 2021

yow function

The yow function returns the year on which a specified date falls in the ISO week date system. This function is
equivalent to the year_of_week function.

yow ()

Parameter Description

The value of this parameter is of the date or timestamp type.

The bigint type.

Use the current_timestamp function to obtain the current date and time. Then, use the yow function to obtain
the year on which the current date falls in the ISO week date system.

e Query statement

* | SELECT current timestamp,yow(current timestamp)
e Query and analysis results

_cold _coll

2021-09-07 13:57:25.576 Asia/Shanghai 2021
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date_trunc function

The date_trunc function truncates a datetime expression based on the time unit that you specify. The expression
can be truncated based on the millisecond, second, minute, hour, day, month, or year. This function is often used
in scenarios that require statistical analysis by time.

date_trunc (unit, x)

Parameter Description

unit The unit of time. Valid values: millisecond, second, minute, hour, day, week,
month, quarter, and year. For more information, see Units.

The value of this parameter is a datetime expression.

@ Note The date_trunc function allows you to measure statistics only based on a fixed interval. The
interval is determined by the time unit that you specify in the function. The time unit includes the minute or
hour. If you want to measure statistics based on a custom interval, we recommend that you performa

mat hematical modulo operation to group data. For example, a mathematical modulo operation is perf ormed
to group data at 5-minute intervals.

* | SELECT count(l) AS pv,  time -  time %300 AS time GROUP BY time LIMIT 100

Same as the data type of the parameter value.
Calculate an average request duration by minute. Then, group and sort the durations in chronological order.
e Query statement
*
SELECT
date trunc('minute', _ time ) AS time,
truncate (avg(request time)) AS avg time,
current date AS date
GROUP BY
time
ORDER BY
time DESC

LIMIT
100

e Query and analysis results

time avg_time date

2021-07-21 11:26:00.000 47.0 2021-07-21
2021-07-21 11:25:00.000 440 2021-07-21
2021-07-21 11:24:00.000 440 2021-07-21

date_add function
The date_add function adds a specified interval to or subtract a specified interval from a date or time.

date add(unit, n,)
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Parameter Description

The unit of time. Valid values: millisecond, second, minute, hour, day, week,

unit . ) .
month, quarter, and year. For more information, see Units.

n The time interval.

The value of this parameter is a datetime expression that can return a
timestamp value.

The timestamp type.
Query the logs of the previous day.
e Query statement

*

SELECT

*

FROM 1log
WHERE
~_time < to unixtime (current timestamp)

AND time > to unixtime(date add('day', -1, current timestamp))

e Query and analysis results

Raw Logs Graph LogReduce
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date_diff function
The date_diff function returns the difference between two dates or points in time.

date diff (unit, , )

Parameter Description

The unit of time. Valid values: millisecond, second, minute, hour, day, week,

unit . ) .
month, quarter, and year. For more information, see Units.
The value of this parameter is a datetime expression that can return a
timestamp value.
The value of this parameter is a datetime expression that can return a
timestamp value.
The bigint type.

Calculate the runtime duration of a server based on the UsageStartTime and UsageEndTime fields.

e Query statement

> Document Version: 20220510 133



Index and query- Analysis grammar Log Service

* | SELECT date diff('hour', UsageStartTime, UsageEndTime) AS "Time difference (hour)"
e Query and analysis results
Time Difference {Hours)

24

time_series function

The time_series function adds a value to the field that has no value returned in the specified time window.

) Notice You must usethe time_series function together with the GROUP BY and ORDER BY clauses. You
cannot use the DESC keyword in the ORDER BY clause to sort data.

time series(, window time, format, padding data)

Parameter Description

The time column. Example: __time__. The value of this parameter is of the
long or timestamp type.

The duration of the time window. Unit: s, m, h, and d. s indicates second, m

window_time indicates minute, h indicates hour, and d indicates day. Examples: 2h, 5m, and
3d.

format The time format in which you want the function to return the value. For more
information, see Formats.
The value that you want to add. Valid values:
® 0: The value 0 is added.
® null: The value null is added.

padding_data ® last: The value of the previous point in time is added.
e next: The value of the next point in time is added.
® avg: The average value of the previous point in time and the next point in

time is added.
The varchar type.

Add the value 0 to the fields that have no value returned during two hours.
e Query statement

* | select time_series(_ time , '2h', '$Y-%m-%d $H:%i:%s', '0') as time, count(*) as num from lo

g group by time order by time

e Query and analysis results
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time num
2021-07-20 00:00:00 11602
2021-07-20 02:00:00 63089
2021-07-20 04:00:00 36583
2021-07-20 06:00:00 11135
2021-07-20 08:00:00 62746
2021-07-20 10:00:00 18314
References
e Formats
Format Description
%a The abbreviation for the day of the week. Examples: Sun and Sat.
%b The abbreviation for the month of the year. Examples: Jan and Dec.
%cC The month. The value is of the numeric type. Valid values: 1to 12.
%D The day of the month. Examples: Oth, 1st, 2nd, and 3rd.
%d The day of the month. The value is in the decimal format. Valid values: 01 to
31.
%e The day of the month. The value is in the decimal format. Valid values: 1 to
31.
%H The hour. The 24-hour clock is used.
%h The hour. The 12-hour clock is used.
%I The hour. The 12-hour clock is used.
%i The minute. The value is of the numeric type. Valid values: 00 to 59.
%] The day of the year. Valid values: 001 to 366.
%k The hour. Valid values: 0 to 23.
%l The hour. Valid values: 1 to 12.
%M The full month name. Examples: January and December.
%m The month. The value is of the numeric type. Valid values: 01 to 12.
%p The abbreviation that indicates the morning or afternoon of the day. Valid

values: AM and PM.

o The time. The 12-hour clock is used. The time is inthe hh:mm:ss AM/PM
r
0 format.

> Document Version: 20220510 135



Index and query- Analysis grammar Log Service

Format Description

%S The second. Valid values: 00 to 59.

%S The second. Valid values: 00 to 59.

%T The time. The 24-hour clock is used. The time is inthe hh:mm:ss format.

oV The week of the year. Sunday is the first day of a week. Valid values: 01 to
53.

%ov The week of the year. Monday is the first day of a week. Valid values: 01 to
53.

%W The full name of the day of the week. Examples: Sunday and Saturday.

%W The day of the week. The value 0 indicates Sunday.

%Y The four-digit year. Example: 2020.

%y The two-digit year. Example: 20.

%% The escape character of the percent sign (%).

e Units

Unit Description

millisecond Millisecond

second Second

minute Minute

hour Hour

day Day

week Week

month Month

quarter Quarter

year Year

8.1.5. JSON functions

This topic describes the syntax of JSON functions. T his topic also provides examples on how to use the functions.

The following table describes the JSON functions that are supported by Log Service.

136
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) Notice

e [f youwant to use strings in analytic statements, you must enclose the strings in single quotation
marks ("). Strings that are not enclosed or are enclosed in double quotation marks ("") indicate field
names or column names. For example, 'status' indicates the status string, and status or "status"
indicates the status log field.

e If the value of a log field is of the JSON type and needs to be expanded to multiple rows, we
recommend that you use UNNEST clauses. For more information, see UNNEST clause.

e [f astring fails to be parsed into JSON data, null is returned.

e |SON logs are truncated during the collection process. When you use a JSON function to query and
analyze the JSON logs, the system returns an error and stops the query and analysis process. To
troubleshoot this issue, you can specify a try function in a query statement to capture the error. Then,
the system can continue the query and analysis process. Example: * select message, try(json pars

e (message)) .Formore information, see TRY function.
Function Syntax Description
json_array_contains ) ) Checks whether a JSON array contains a
. json_array_contains(, value) e
function specified value.
) . ) ) Obtains the element that corresponds to
json_array_get function json_array_get(, index)

an index in a JSON array.

ison arrav length function ison_array_length() Calculates the number of elements in a

Json_ y_leng Json_ y_leng JSON array.

) ) . ) Extracts a set of JSON values from a JSON

json_extract function json_extract(, json_path) )
object or a JSON array.

Extracts a set of scalar values from aJSON

object or aJSON array. The scalar values

json_extract_scalar ) . ) ;
o - json_extract_scalar(, json_path) can be of the string, integer, or Boolean

function
type. This function is similar to the
json_extract function.
json_format function json_format() Converts JSON data to a string.
json_parse function json_parse() Converts a string to JSON data.
. . ) . . . Calculates the number of elements in a
json_size function json_size(, json_path)

JSON object or aJSON array.

json_array_contains function

The json_array_contains function is used to check whether a JSON array contains a specified value.

json_array contains(, value)

Parameter Description
The value of this parameter is a JSON array.

value The numeric value.

The Boolean type.
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Checkwhetherthe [1, 2, 3] JSON string contains 2.

e Query statement

* SELECT json_array contains('[1l, 2, 3]', 2)

e Query and analysis result
_col0

true

json_array_get function

The json_array_get function is used to obtain the element that corresponds to an index in a JSON array.

json_array get(, index)

Parameter Description
The value of this parameter is a JSON array.
index The JSON index. The value of this parameter starts from 0.
The varchar type.
Return the element that corresponds to the index 1 inthe ["a", [3, 9], "c"] JSON array.

e Query statement

* SELECT json_array get('["a", [3, 9], "c"]', 1)
e Query and analysis result

_col0

[3.9]

json_array_length function

The json_array_length function is used to calculate the number of elements in a JSON array.

json array length ()

Parameter Description

The value of this parameter is a JSON array.

The bigint type.

e Example 1: Calculate the number of JSON elements in the value of the Results field.
o Sample field

Results: [{"EndTime":1626314920}, {"FireResult":2}]
o Query statement

* SELECT json_array length(Results)
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o Query and analysis result

_col0

e Example 2: Calculate the number of JSON elements in the value of the time field.

o Sample field

time: ["time local", "request time","upstream response time"]

o Query statement

* SELECT json_array length (time)

o Query and analysis result

_col0

json_extract function

The json_extract function is used to extract a set of JSON values from a JSON object or a JSON array.

) Notice f the JSON data is invalid when you use the json_extract function, an error message appears. We
recommend that you use the json_extract_scalar function.

json_extract(, json_path)

Parameter Description

The value of this parameter is a JSON object or a JSON array.
Json_path The JSON path. Format: $.store.book[0].title.

The string type in the JSON format.
Extract the value of the EndTime field fromthe Results field.

e Sample field

Results: [{"EndTime":1626314920}, {"FireResult":2}]

e Query statement

* SELECT json extract (Results, '$.0.EndTime')

e Query and analysis result
_col0

1626328420

json_extract_scalar function
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The json_extract_scalar function is used to extract a set of scalar values from a JSON object or a JSON array. The
scalar values can be of the string, integer, or Boolean type.

json_extract scalar(, json_path)

Parameter Description

The value of this parameter is a JSON object or aJSON array.
Json_path The JSON path. Format: $.store.book[0].title.

The varchar type.

Extract the value of the RawResultCount field fromthe Results field. Then, convert the value to the bigint type
for summation.

e Sample field

Results: [{"EndTime":1626314920}, {"RawResultCount":1}]

e Query statement

* SELECT sum(cast(json extract scalar (Results,'$.0.RawResultCount') AS bigint) )
e Query and analysis result

_col0

283
json_format function

The json_format function is used to convert JSON data to a string.

json_format ()

Parameter Description

The value of this parameter is of the JSON type.

The varchar type.
Convert the [1,2,3]JSON array to the [1, 2, 3] string.
e Query statement

* SELECT json_format (json_parse('[1l, 2, 3]'))

e Query and analysis result
_col0
[1,2,3]

json_parse function

The json_parse function is used only to convert a string to JSON data and check whether the string matches the
JSON format. In most cases, the json_parse function is of little significance. If you want to extract values fromJSON
data, we recommend that you use the json_extract_scalar function.
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json parse ()

Parameter Description
The value of this parameter is a string.
The JSON type.
Convert the [1,2,3] string to the [T, 2, 3] JSON array.

e Query statement

* SELECT json_parse('[1l, 2, 3]"')

e Query and analysis result
_col0

[1,2.3]

json_size function

The json_size function is used to calculate the number of elements in a JSON object or a JSON array.

json_size(, json_ path)

Parameter Description
The value of this parameter is a JSON object or a JSON array.
Json_path The JSON path. Format: $.store.book[0].title.
The bigint type.
Calculate the number of elements in the status field.

e Sample field

Results: [{"EndTime":1626314920, "FireResult":2, "RawResults": [{" col0":"1094"}]}]

e Query statement

* SELECT json size(Results, '$.0.RawResults')

e Query and analysis result

_col0

8.1.6. Regular expression functions

This topic describes the syntax of regular expression functions. This topic also provides examples on how to use
the functions.

The following table describes the regular expression functions that are supported by Log Service.
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@) Notice

Function Syntax Description

Extracts the substrings that match a
specified regular expression from a
specified string and returns an array of all
matched substrings.

regexp_extract_all(, reqgular expression)

regexp_extract_all
function Extracts the substrings that match a
specified regular expression from a
regexp_extract_all(, reqular expression, n) specified string and returns an array of
substrings that match the nth capturing
group in the regular expression.

Extracts the first substring that matches a
regexp_extract(, regular expression) specified regular expression from a
specified string and returns the substring.

regexp_extract function Extracts the substrings that match a
specified regular expression from a
regexp_extract(, regular expression, n) specified string and returns the first
substring that matches the nth capturing
group in the regular expression.

) ) ) . Checks whether a specified string matches
regexp_like function regexp_like(, regular expression) a specified regular expression.
Deletes the substrings that match a
specified regular expression from a
specified string and returns the substrings
that are not deleted.

regexp_replace(, regular expression)

regexp_replace function

Replaces the substrings that match a
specified regular expression in a specified
string and returns a new string.

regexp_replace(, regular expression,
replace string)

Splits a specified string into multiple
substrings by using a specified regular
expression and returns an array of the
substrings.

regexp_split function regexp_split(, regular expression)

regexp_extract_all function

The regexp_extract_all function is used to extract the substrings that match a specified regular expression from a
specified string.

e To extract the substrings that match a specified regular expression from a specified string and return an array
of all matched substrings, use the following syntax:

regexp_extract all(, regular expression)

e To extract the substrings that match a specified regular expression from a specified string and return an array
of substrings that match the nth capturing group in the regular expression, use the following synt ax:

regexp extract all(, regular expression, n)

Parameter Description
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Parameter Description

The value of this parameter is of the varchar type.
) The regular expression that contains capturing groups. For example, (\d)

regular expression o )
(\d) (\d) indicates three capturing groups.

n The nth capturing group. nis an integer that is greater than or equal to 1.

The array type.

e Example 1: Extract all numbers fromthe value of the server_protocol field.

o Sample field

server protocol:HTTP/2.0

o Query statement

*| SELECT regexp extract all (server protocol, '\d+')
o Query and analysis result

_colo

270

e Example 2: Extract "Chrome" fromthe value of the http_user_agent field and calculate the number of requests
that are initiated by the Chrome browser.

o Sample field

http user agent:Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/535.1 (KHTML, like Gecko) Chrome/14.
0.803.0 Safari/535.1

o Query statement

*| SELECT regexp extract all (http user agent, '(Chrome)',1) AS Chrome, count(*) AS count GROUP B
Y Chrome

o Query and analysis result
Chrome count

["Chrome"] 103440

regexp_extract function

The regexp_extract function is used to extract the substrings that match a specified regular expression from a

specified string.

e To extract the first substring that matches a specified regular expression from a specified string and return the
substring, use the following syntax:

regexp_extract (, regular expression)

e To extract the substrings that match a specified regular expression from a specified string and return the first
substring that matches the nth capturing group in the regular expression, use the following syntax:

regexp extract(, regular expression, n)
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Parameter Description
The value of this parameter is of the varchar type.

The regular expression that contains capturing groups. For example,  (\d)

regular expression o )
(\d) (\d) indicates three capturing groups.
n The nth capturing group. nis an integer that is greater than or equal to 1.
The varchar type.

e Example 1: Extract the first number fromthe value of the server_protocol field.

o Sample field

server protocol:HTTP/2.0

o Query statement

* | SELECT regexp extract (server protocol, '\d+')

o Query and analysis result

_colD

2

e Example 2: Extract the file information from the value of the request_urifield and calculate the number of visits
foreachfile.

o Sample field

request uri:/request/path-3/file-5

o Query statement

* | SELECT regexp extract (request uri, '.*\/(file.*)', 1) AS file, count(*) AS count GROUP BY fi
Te

o Query and analysis result
file count

file-2 17127

regexp_like function

The regexp_like function is used to check whether a specified string matches a specified regular expression.

regexp like(, regular expression)

Parameter Description

The value of this parameter is of the varchar type.

regular expression The regular expression.

The Boolean type.

Check whether the value of the server_protocol field contains digits.
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e Sample field

server protocol:HTTP/2.0
® Query statement
*| select regexp like(server protocol, '\d+'")
e Query and analysis result
_cold

true

true

regexp_replace function

The regexp_replace function is used to delete or replace the substrings that match a specified regular expression
fromorin a specified string.

e To delete the substrings that match a specified regular expression from a specified string and return the
substrings that are not deleted, use the following syntax:

regexp replace(, regular expression)

e To replace the substrings that match a specified regular expression in a specified string and return a new string,
use the following syntax:

regexp_replace(, regular expression, replace string)

Parameter Description
The value of this parameter is of the varchar type.
regular expression The regular expression.

The substring that is used to replace the substring that matches the regular

replace string expression

The varchar type.

e Example 1: Replace the region name that starts with cn in the value of the region field with China and
calculate the number of requests from China.

o Sample field

region:cn-shanghai

o Query statement

* | select regexp replace(region, 'cn.*',6'China') AS region, count(*) AS count GROUP BY region
o Query and analysis result
region count
a 168871

e Example 2: Delete the version number in the value of the server_protocol field and calculate the number of
requests for each communication protocol.
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o Sample field

server protocol:HTTP/2.0

o Query statement

*| select regexp replace (server protocol, '.\d+') AS server protocol, count(*) AS count GROUP BY

server_ protocol

o Query and analysis result

server_protocol count

HTTP 168871

regexp_split function

The regexp_split function is used to split a specified string into multiple substrings by using a specified regular
expression and return an array of the substrings.

regexp split(, regular expression)

Parameter Description
The value of this parameter is of the varchar type.
regular expression The regular expression.
The array type.

Split the value of the request_urifield with forward slashes (/).

e Sample field

request uri:/request/path-0/file-7

e Query statement

* | SELECT regexp split(request uri,'/')
e Query and analysis result
_col0

[™,"request”,"path-0" "file-7"]

8.1.7. Interval-valued comparison and periodicity-
valued comparison functions

This topic describes the syntax of interval-valued comparison and periodicity-valued comparison functions. T his
topic also provides examples on how to use the functions.

The following table describes the interval-valued comparison and periodicity-valued comparison functions that
are supported by Log Service.

@) Notice
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Function Syntax

compare(,n)

compare function

compare(,n1,n2,n3...)

ts_compare(,n)

ts_compare function

ts_compare(,ni,n2,n3...)

compare function

Description

Compares the calculation result of the
current time period with the calculation
result of atime period n seconds before.

Compares the calculation result of the
current time period with the calculation
results of time periods n1, n2, and n3
seconds before.

Compares the calculation result of the
current time period with the calculation
result of atime period n seconds before.

< Notice The query and analysis
results of the ts_compare function
must be grouped by the time column
by using the GROUP BY clause.

Compares the calculation result of the
current time period with the calculation
results of time periods n1, n2, and n3
seconds before.

< Notice The query and analysis
results of the ts_compare function
must be grouped by the time column
by using the GROUP BY clause.

The compare function is used to compare the calculation result of the current time period with the calculation

result of atime period n seconds before.

e To compare the calculation result of the current time period with the calculation result of a time period n

seconds before, use the following syntax:

compare (,n)

e To compare the calculation result of the current time period with the calculation results of time periods n1, n2,

and n3 seconds before, use the following syntax:

compare (,nl,n2,n3...)

Parameter Description

The value of this parameter is of the double or long type.

The time window. Unit: seconds. Example: 3600 (1 hour), 86400 (1 day),

604800 (one week), or 31622400 (one year).

The returned result is a JSON array in the following format: [the current value, the value before n seconds, the
ratio of the current value to the value of n seconds before, the UNIX timestamp before n seconds].

e Example 1: Calculate the ratio of the page views (PVs) of the current hour to the PVs of the same time period

the day before.
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Set the time range to 1 Hour(Time Frame) and execute the following query statement. 86400 indicates the
current time minus 86400 seconds (one day). log indicates the Logstore name.

o To display the query and analysis result in the form of aJSON array, execute the following query statement:

m Query statement
* |
SELECT
compare (PV, 86400)
FROM (
SELECT
count (*) AS PV
FROM log
)

= Query and analysis result

_cold

[3337.0,3522.0,0.947473

9381]

m 3337.0 indicates the PVs of the current 1 hour, for example, Dec 25, 2020, 14:00:00 ~ Dec 25, 2020,
15:00:00.

m 3522 .0 indicates the PVs of the same time period the day before, for example, Dec 24, 2020, 14:00:00 ~
Dec 24, 2020, 15:00:00.

m 0.947473026689381 indicates the ratio of the PVs of the current hourto the PVs of the same time
period the day before.

o To display the query and analysis result in multiple columns, execute the following query statement:

m Query statement
*
SELECT
diff [1] AS today,

diff [2] AS yesterday,
diff [3] AS ratio

FROM  (
SELECT
compare (PV, 86400) AS diff
FROM (
SELECT
count (*) AS PV
FROM log

)

m Query and analysis result

today yesterday ratio

33370 35220 0.947473026689381

m 3337.0 indicates the PVs of the current 1 hour, for example, Dec 25, 2020, 14:00:00 ~ Dec 25, 2020,
15:00:00.

m 3522.0 indicates the PVs of the same time period the day before, for example, Dec 24, 2020, 14:00:00 ~
Dec 24, 2020, 15:00:00.

m 0.947473026689381 indicates the ratio of the PVs of the current hourto the PVs of the same time
period the day before.

e Example 2: Calculate the ratio of the PVs of every hourtoday to the PVs of the same time period the day
before and two days before.
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Set the time range to Today(Time Frame) and execute the following query statement. 86400 indicates the
current time minus 86400 seconds (one day). 172800 indicates the current time minus 172800 seconds (two
days). log indicates the Logstore name. date_format (from_unixtime(__time__), '%H:00') indicates the returned

time format.

o To display the query and analysis result in the form of aJSON array, execute the following query statement:

= Query statement
x|
SELECT

time,

compare (PV, 86400, 172800) as diff

FROM  (
SELECT

count (*) as PV,

date format (from unixtime(_time ),

FROM log
GROUP BY
time
)
GROUP BY
time
ORDER BY

time
m Query and analysis result

time
D0:00

01:00

02:00

'$H:00') as time

diff

[1176.0,1180.0,1167.0,0.9966101694915255,1.0077120822622108]

[10077.0,9611.0,10053.0,1.04234861006660077,1.0023373470605729]

[26921.0,265842.0,26903.0,1.002943143796662,1.0006690703633999]

m 1176.0 indicates the PVs of the current time period, for example, Dec 25, 2020, 00:00 ~ Dec 25, 2020,

01:00.

m 1180 indicates the PVs of the same time period the day before, for example, Dec 24, 2020, 00:00 ~ Dec

24, 2020, 01:00.

m 1167.0 indicates the PVs of the same time period two days before, for example, Dec 23, 2020, 00:00:00

~ Dec 23, 2020, 01:00:00.

m 0.9966101694915255 indicates the ratio of the PVs of the current time period to the PVs of the same

time period the day before.

m 1.0077120822622108 indicates the ratio of the PVs of the current period to the PVs of the same

period two days before.
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o To display the query and analysis result in multiple columns, execute the following query statement:

= Query statement

*

SELECT
time
diff
diff
diff
diff
diff

FROM

SELECT

FR

[1]

[2]

[3]

[4]

[5]
(

AS
AS
AS
AS
AS

time,
compare (PV, 86400, 172800) as diff

oM

SELECT

dayl,
day2,
day3,
ratiol,

ratio2

(

count (*) as PV,

date format (from unixtime( time ),

FROM
GROUP BY

)

time

GROUP BY

time

ORDER BY

)

time

log

m Query and analysis result

1.06

0.98

0.96

0.84
00

:00

'$H:00') as time

AV

01:00 02:00 03:00 04:00

AN

06:00 07:00 08:00 09:00 10:00

e Example 3: Calculate the ratio of the PVs of December to the PVs of November in the same year.

Set the time range to This Month(Time Frame) and execute the following query statement. 2592000
indicates the current time minus 2592000 seconds (one month). log indicates the Logstore name.
date_trunc('month’, __time__) indicates that the date_trunc function is used to truncate a time by month.
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o Query statement

*
SELECT
time,
compare (PV, 2592000) AS diff
FROM (
SELECT
count (*) AS PV,
date_trunc('month', _ time ) AS time
FROM log
GROUP BY
time
)
GROUP BY
time
ORDER BY

time
o Query and analysis result

time diff

443

o
=]
)
=l
oo
(=]
o

2021-01-01 00:00:00.000 [119 71.0,26.656620928518404]

ts_compare function

The ts_compare function is used to compare the calculation result of the current time period with the calculation
result of atime period n seconds before.

) Notice The query and analysis results of the ts_compare function must be grouped by the time column
by using the GROUP BY clause.

e To compare the calculation result of the current time period with the calculation result of atime period n
seconds before, use the following syntax:

ts_compare (,n)

e To compare the calculation result of the current time period with the calculation results of time periods n1, n2,
and n3 seconds before, use the following syntax:

ts compare(,nl,n2,n3...)

Parameter Description
The value of this parameter is of the double or long type.

The time window. Unit: seconds. Example: 3600 (1 hour), 86400 (1 day),
604800 (one week), or 31622400 (one year).

The returned result is a JSON array in the following format: [the current value, the value before n seconds, the
ratio of the current value to the value n seconds before, the UNIX timestamp before n seconds].

Calculate the ratio of the PVs of every hourtoday to the PVs of the previous hour.

Set the time range to Today(Relative) and execute the following query statement. 3600 indicates the current
time minus 3600 seconds (1 hour). log indicates the Logstore name. date_trunc(‘hour',__time__) indicates that the
date_trunc function is used to truncate a time by hour.

e Query statement
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x|
SELECT

time,

ts_compare (PV, 3600) AS data

FROM (
SELECT

date_trunc('hour', _ time_ ) AS time,

count (*) AS PV
FROM log
GROUP BY
time
ORDER BY
time
)
GROUP BY

time
e Query and analysis result
time
2021-01-27 00:00:00.000
2021-01-27 01:00:00.000

2021-01-27 02:00:00.000

data

[1160.0,10024.0,0.1156069364 1613497 ,1611673200.0]

[10177.0,1160.0,8.773275862068966, 1611676200.0]

[26504.0,10177.0,2.6337520575808195,1611680400.0]

8.1.8. Array functions and operators

This topic describes the syntax of array functions and operators. This topic also provides examples on how to use

the functions and operators.

The following table describes the array functions and operators that are supported by Log Service.

) Notice

Function

Subscript operator

array_agg function

array_distinct function

array_except function

array_intersect function

Syntax

array_agdg()

array_distinct()

array_except(, )

array_intersect(, )

Description
Returns the element whose index is from
an array. This operator is equivalent to the

element_at function.

Returns an array that is created from all
values in the column.

Removes duplicate elements from an
array.

Returns the difference of two arrays.

Returns the intersection of two arrays.

152

> Document Version: 20220510



Log Service

Index and query- Analysis grammar

Function

array_join function

array_max function

array_min function

array_position function

array_remove function

array_sort function

array_transpose function

array_union function

cardinality function

concat function

Syntax

array_join(, delimiter)

array_join(, delimiter, null_replacement)

array_max()

array_min()

array_position(, element)

array_remove(, element)

array_sort()

array_transpose()

array_union(, )

cardinality()

concat(, ...)

Description

Concatenates the elements of an array
into a string by using a specified delimiter.
If the array contains a null element, the
null element is ignored.

D Notice The array_join function
can return a maximum of 1 KB of
data. If the size of the returned data
exceeds 1 KB, the excess data is
truncated.

Concatenates the elements of an array
into a string by using a specified delimiter.
If the array contains a null element, the
null element is replaced by the value of
the null_replacement parameter.

'ﬂ) Notice The array_join function
can return a maximum of 1 KB of
data. If the size of the returned data
exceeds 1 KB, the excess data is
truncated.

Returns the maximum value in an array.
Returns the minimum value in an array.

Returns the index of a specified element in
an array. The index starts from 1. If the
specified element does not exist, the
function returns 0.

Removes a specified element from an
array.

Sorts the elements in an array in
ascending order. If the array contains a
null element, the null element is placed at
the end.

Transposes a matrix and returns a new
two-dimensional array that is created
from the elements in the matrix. The
elements are located by using the same
indexes.

Returns the union of two arrays.

Returns the number of elements in an
array.

Concatenates multiple arrays into one
array.

> Document Version: 20220510

153



Index and query- Analysis grammar Log Service

Function Syntax Description

Checks whether an array contains a
specified element. If the array contains

contains function contains(, element . .
( ) the specified element, the function
returns true.
. Returns the element whose index is from
element_at function element_at(, )

an array.
Filters elements in an array based on a
filter function filter(, lambda_expression) lambda expression and returns elements

that match the lambda expression.

Transforms a two-dimensional array into

flatten function flatten() . A
a one-dimensional array.
. . Returns the sum of the elements in an
reduce function reduce(, lambda_expression) )
- array based on a lambda expression.
reverse function reverse() Reverses the elements in an array.

Returns an array of elements within a
specified range. The elements are
consecutive and incremental. The default
incremental step is 1.

sequence(, )

sequence function

Returns an array of elements within a
specified range. The elements are
consecutive and incremental. The
incremental step is a custom value.

sequence(, , step)

shuffle function shuffle() Shuffles the elements in an array.
slice function slice(, start, length) Returns a subset of an array.

Transforms each element in an array by

transform function transform(, lambda_expression) . )
using a lambda expression.
Merges multiple arrays into a two-
) . : dimensional array. Elements that have the
zip function zip(, ...) . ) .
same index in the input arrays form a new
array in the two-dimensional array.
. . : . . . Merges two arrays into a single array by
zip_with function zip_with(, , lambda_expression)

using a lambda expression.

Subscript operator

The subscript operatoris used to return the element whose index is from an array. This operator is equivalent to
the element_at function.

[1

Parameter Description

The index of an element in an array. The index starts from 1. The value of this
parameter is of the bigint type.
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The data type of the specified element.
Obtain the first element fromthe value of the number field.

e Sample field

number: [49,50,45,47,50]
e Query statement

*

| SELECT cast (json_parse (number) as array(bigint)) [1]

e Query and analysis result
_col0

49

array_adgg function
The array_agg function is used to return an array that is created from all values in the column.

array agg ()

Parameter Description

The value of this parameter is of an arbitrary data type.

The array type.
Obtain an array that is created from all values in the status column.
e Query statement
* | SELECT array agg(status) AS array
e Query and analysis result

array

[200,200,200,200,200,200,200,200,200,200,204,200,303,200,304,200,200,200,501,200,203,200,200,200,200,200,200,200,200,302,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200
0,200,202,200,200,206,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,400,200,200,200,200,200,200,200,200,200,200,200,200,20
02,200,200,402,304,200,200,200,200,200,200,204,200,202,200,200,200,200,200,200,200,200,303,200,200,200,200,200,200,401,200,200,200,200,200,200,200,200,200,207,200,200,200,200,200,205,200,200,2
200,200,200,200,200,200,200,200,200,200,200,200,202,401,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,200,306,200,200,200,200,200,200,200,200,200,200,200,201,200,200,200
0.200.200.200.200.200.200.200.200.200.200.200.200.200.301.200.200.200.200.200.203.200.200.307 401.200.200.200.200.200.200.200.202.200.200.200.200.200.200.200.200.200.206.200.200.200.200.200 20

array_distinct function
The array_distinct function is used to remove duplicate elements from an array.

array distinct ()

Parameter Description

The value of this parameter is of the array type.

The array type.

Remove duplicate elements from the value of the number field.

e Sample field

number: [49,50,45,47,50]

o Query statement
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*| SELECT array distinct (cast (json parse (number) as array(bigint)))
e Query and analysis result

_col0
[49,50,45,47]
array_except function
The array_except function is used to return the difference of two arrays.

array except(, )

Parameter Description

The value of this parameter is of the array type.

The value of this parameter is of the array type.

The array type.
Obtain the difference of the [1,2,3,4,5] and [1,3,5,7] arrays.

e Query statement

* | SELECT array except (arrayl[l,2,3,4,5],array(1,3,5,7])

e Query and analysis result

_colD
[2.4]
array_intersect function
The array_intersect function is used to return the intersection of two arrays.

array intersect(, )

Parameter Description

The value of this parameter is of the array type.

The value of this parameter is of the array type.

The array type.
Obtain the intersection of the [1,2,3,4,5] and [1,3,5,7] arrays.

e Query statement

* | SELECT array intersect(arrayll,2,3,4,5],array([1,3,5,7])

e Query and analysis result
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_col0

[1.3.5

I
)

array_join function
The array_join function is used to concatenate the elements of an array into a string by using a specified delimiter.

e The following syntax of the array_join function is used to concatenate the elements of an array into a string by
using a specified delimiter. If the array contains a null element, the null element is ignored.

array join(, delimiter)

e The following syntax of the array_join function is used to concatenate the elements of an array into a string by
using a specified delimiter. If the array contains a null element, the null element is replaced by the value of the n
ull_replacement parameter.

array join(, delimiter,null replacement)

Parameter Description
The value of this parameter is of an arbitrary array type.

The delimiter that is used to connect elements. You can specify a string for

delimiter .
this parameter.
null_replacement The string that is used to replace a null element.
The varchar type.

Concatenate the elements of the [null, 'Log','Service'] array into a string by using space characters and replace the
null element with Alicloud.

e Query statement

* | SELECT array join(array[null, 'Log', 'Service'],' ', 'Alicloud')

e Query and analysis result

_colD

Alicloud Log Service

array_max function
The array_max function is used to return the maximum value in an array.

array max ()

Parameter Description

The value of this parameter is of the array type.

) Notice If an array contains a null element, the function returns null.

The data type of elements in the parameter value.
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Obtain the maximum value in an array.
e Sample field

number: [49,50,45,47,50]

® Query statement

*| SELECT array max(try cast(json parse (number) as array(bigint))) AS max number

e Query and analysis result

max_number

50

array_min function

The array_min function is used to return the minimum value in an array.

array min ()

Parameter Description

The value of this parameter is of the array type.

Q) Notice If an array contains a null element, the function returns null.

The data type of elements in the parameter value.
Obtain the minimum value in an array.
e Sample field

number: [49,50,45,47,50]

e Query statement

*| SELECT array min(try cast(json parse (number) as array(bigint))) AS min number
e Query and analysis result
min_number

45

array_position function

The array_position function is used to return the index of a specified element in an array. The index starts from 1.
If the specified element does not exist, the function returns 0.

array position(, element)

Parameter Description

The value of this parameter is of the array type.
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Parameter Description

The value of this parameter is the element whose index you want to obtain.

element ‘ .
@ Note If the element is null, the function returns null.

The bigint type.
Obtain the index of 45 fromthe [49,45,47] array.
e Query statement

* | SELECT array position(array[49,45,47],45)

e Query and analysis result

_col0

array_remove function

The array_remove function is used to remove a specified element from an array.

array remove (, element)

Parameter Description
The value of this parameter is of the array type.

The value of this parameter is the element that you want to remove.

element ‘ .
@ Note If the element is null, the function returns null.

The array type.
Remove 45 fromthe [49,45,47] array.
e Query statement

* | SELECT array remove (array[49,45,47],45)

e Query and analysis result

_colD

[49,47]

array_sort function

The array_sort function is used to sort the elements in an array in ascending order. If the array contains a null
element, the null element is placed at the end.

array sort ()
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Parameter Description
The value of this parameter is of the array type.
The array type.

Sort the elements inthe ['b', 'd', null, 'c’, 'a'] array in ascending order.

e Query statement

* | SELECT array sort (array['b','d',null,'c','a'])
e Query and analysis result

_col0

["a"."b","c","d",null]
array_transpose function

The array_transpose function is used to transpose a matrix and return a new two-dimensional array that is
created fromthe elements in the matrix. The elements are located by using the same indexes.

array_transpose ()

Parameter Description

The value of this parameter is of the array(double) type.

The array(double) type.

Create a two-dimensional array from elements that are located by using the same indexes in a different two-
dimensional array. For example, in the [0,1,2,3],[10,19,18,17], and [0,9,8,7] arrays, 0, 10, and 9 are all located by
using the index 1. This way, the new array [0.0,10.0,9.0] is formed.

e Query statement

* | SELECT array transpose (arraylarray(0,1,2,3],array[10,19,18,17],array([9,8,7]])
e Query and analysis result

_col0

[[0.0,10.0,9.0].[1.0,19.0,8.0],[2.0,18.0,7.0],[3.0,17.0]]

array_union function
The array_union function is used to return the union of two arrays.

array union(, )

Parameter Description
The value of this parameter is of the array type.

The value of this parameter is of the array type.

The array type.
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Obtain the union of the[1,2,3,4,5] and [1,3,5,7] arrays.
e Query statement

* | SELECT array union(arrayl(l,2,3,4,5],array(1,3,5,7])
e Query and analysis result

_col0
[1.2.3.4.5.7]
cardinality function
The cardinality function is used to return the number of elements in an array.

cardinality ()

Parameter Description

The value of this parameter is of the array type.

The bigint type.
Obtain the number of elements in the value of the number field.

e Sample field

number: [49,50,45,47,50]

e Query statement

*| SELECT cardinality(cast(json parse (number) as array(bigint)))
e Query and analysis result

_colD

concat function

The concat function is used to concatenate multiple arrays into one array.

concat (, ..)

Parameter Description

The value of this parameter is of the array type.

The value of this parameter is of the array type.

The array type.

Concatenate the ['red','blue'] and ['yellow','green'] arrays into one array.
e Query statement

* | SELECT concat (arrayl['red', 'blue'],array(['yellow', 'green'])
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e Query and analysis result

_col0

["red"."blue","yellow","green"]

contains function

The contains function is used to check whether an array contains a specified element. If the array contains the
specified element, the function returns true.

contains (, element)

Parameter Description

The value of this parameter is of the array type.

element The value of this parameter is the element that you want to check.

The Boolean type.

Check whether the value of the region field contains cn-beijing.
o Sample field

region: ["cn-hangzhou", "cn-shanghai", "cn-beijing"]

e Query statement

*| SELECT contains (cast (json parse(region) as array(varchar)), 'cn-beijing')
e Query and analysis result
_col0

true

element_at function

The element_at function is used to return the element whose index is from an array.

element at(, )

Parameter Description

The value of this parameter is of the array type.
The index of an element in an array. The index starts from 1. The value of this

parameter is of the bigint type.

An arbitrary data type.

Obtain the second element fromthe value of the number field.
e Sample field

number: [49,50,45,47,50]

e Query statement

162 > Document Version: 20220510



Log Service Index and query- Analysis grammar

* |
SELECT
element at (cast (json_parse (number) AS array(varchar)), 2)
e Query and analysis result

_col0

50

filter function

The filter function is used to filter elements in an array based on a lambda expression and return elements that
match the lambda expression.

filter(, lambda_ expression)

Parameter Description
The value of this parameter is of the array type.
lambda_expression The lambda expression. For more information, see Lambda expressions.

The array type.

Obtain the elements that are greaterthan 0 fromthe [5,-6,null,7] array by using the lambda expression x -> x >
0

e Query statement

* | SELECT filter(arrayl[5,-6,null,7],x -> x > 0)
e Query and analysis result
_cold
[5.7]

flatten function

The flatten function is used to transform a two-dimensional array into a one-dimensional array.

flatten()
Parameter Description
The value of this parameter is of the array type.
The array type.

Transform the two-dimensional array [array[1,2,3,4],array[5,2,2,4] into a one-dimensional array.
e Query statement

* | SELECT flatten (arraylarrayl[l,2,3,4],array(5,2,2,4]1])

e Query and analysis result
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_colD
[1.2,3.4,5224]

reduce function

The reduce function is used to return the sum of the elements in an array based on a lambda expression.

reduce (, lambda expression)

Parameter Description
The value of this parameter is of the array type.
lambda_expression The lambda expression. For more information, see Lambda expressions.
The bigint type.
Obtain the sum of the elements in the [5,20,50] array.

e Query statement

* | SELECT reduce(array[5,20,50],0, (s, x) -> s + x, s -> s)

e Query and analysis result
_col0

75

reverse function

The reverse function is used to reverse the elements in an array.

reverse ()
Parameter Description
The value of this parameter is of the array type.
The array type.

Reverse the elements in the [1,2,3,4,5] array.

e Query statement

* | SELECT reverse (array[l,2,3,4,5])
e Query and analysis result

_col0

[5.4,3.2,1]

sequence function

The sequence function is used to return an array of elements within a specified range. The elements are
consecutive and incremental.
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e The following syntax of the sequence function uses the default incremental step. The default step is 1.
sequence (, )

e The following syntax of the sequence function uses a custom incremental step:

sequence (, , step)

Parameter Description
The value of this parameter is of the bigint or timestamp type. UNIX
timestamps and date and time expressions are supported.
The value of this parameter is of the bigint or timestamp type. UNIX
timestamps and date and time expressions are supported.
The incremental step.
If the values of the x and y parameters are date and time expressions, the

step value of the step parameter is in one of the following formats:
® interval ' N' year to month : Theincremental step is nyears.
® interval 'n' day to second : Theincremental step is n days.

The array type.

o Example 1: Obtain the even numbers within the range from0to 10.

o Query statement

* | SELECT sequence (0,10,2)

o Query and analysis result

_col0

[0.2.4.6,8,10]

e Example 2: Obtain the dates within the range from 2017-10-23 to 2021-08-12 at the incremental step of 1
year.
o Query statement

ww* | SELECT sequence (from unixtime (1508737026), from unixtime (1628734085),interval 'l' year to
month )

o Query and analysis result

["2017-10-23 13:37:06.000","2018-10-23 13:37:06.000","2019-10-23 13:37:06.000","2020-10-23 13:37:01
007]

o Example 3: Obtain the UNIX timestamps within the range from 1628733298 to 1628734085 at the incremental
step of 60 seconds.

o Query statement

* | SELECT sequence (1628733298,1628734085,60)
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o Query and analysis result

_col0

[1628733298,1628733356,1626733418,1628733478,1628733538,1628733598,1628733658,1628733718
28733778,1628733838,1628733898,1628733958,1628734018,1628734078] Hide

shuffle function

The shuffle function is used to shuffle the elements in an array.

shuffle ()
Parameter Description
The value of this parameter is of the array type.
The array type.

Shuffle the elements in the [1,2,3,4,5] array.
e Query statement

*| SELECT shuffle(arrayl(l,2,3,4,5])

e Query and analysis result
_colD
[3.1.2.4,5]
[5.1.2.4,3]
[2.5.3.1.4]

slice function

The slice function is used to return a subset of an array.

slice(, start, length)

Parameter Description

The value of this parameter is of the array type.

The index at which Log Service starts to extract elements.

e |f the value of the start parameter is negative, Log Service starts to extract
elements from the end of the array.

start
e |f the value of the start parameter is a positive number, Log Service starts
to extract elements from the beginning of the array.
length The number of elements that you want to include in the subset.
The array type.

Obtain a subset of the [1,2,4,5,6,7,7] array from the third element with two elements.
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e Query statement

* | SELECT slice(array[l,2,4,5,6,7,71,3,2)

e Query and analysis result

_col0

[4.5]

transform function

The transform function is used to transform each element in an array by using a lambda expression.

transform(, lambda expression)

Parameter Description

The value of this parameter is of the array type.

lambda_expression The lambda expression. For more information, see Lambda expressions.

The array type.
Add 1 to each element in the [5,6] array and return a new array.
® Query statement

* | SELECT transform(array[5,6],x -—> x + 1)
e Query and analysis result
_colD

671

zip function

The zip function is used to merge multiple arrays into a two-dimensional array. Elements that have the same index

inthe input arrays form a new array in the two-dimensional array.

2o (; ooo)
Parameter Description
The value of this parameter is of the array type.
The value of this parameter is of the array type.
The array type.

Merge the [1, 2,3], ['1b', null, '3b'], and [1, 2,3] arrays into a two-dimensional array.
e Query statement

* | SELECT zip(arrayl[l,2,3], array['lb',null,'3b'],array[l,2,3])

e Query and analysis result
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_col0

[[1."1b"11.[2.null,2].[3."3b",3]]

zip_with function

The zip_with function is used to merge two arrays into a single array by using a lambda expression.

zip with(, , lambda expression)
Parameter Description
The value of this parameter is of the array type.
The value of this parameter is of the array type.
lambda_expression The lambda expression. For more information, see Lambda expressions.
The array type.

Use the lambda expression  (x, y) -> x + y to add the corresponding elementsinthe [1, 2] and [3, 4] arrays
and return a new array.

e Query statement

SELECT zip with(arrayl[1,2], arrayl[3,4], (X,y) -> x + V)
e Query and analysis result
_col0

[4.6]

8.1.9. Map functions and operators

This topic describes the syntax of map functions and operators. This topic also provides examples on how to use
the functions and operators.

The following table describes the map functions and operators that are supported by Log Service.
D Notice

Function Syntax Description

. Is used to retrieve the value of a key from
Subscript operator [

a map.
cardinality function cardinality() Returns the size of a map.
element_at function element_at(, key) Returns the value of a key in a map.

Groups query and analysis results and

hist functi hist
istogram Tunction istogram() returns data in the JSON format.
Groups query and analysis results and
histogram_u function histogram_u() returns data in multiple rows and multiple

columns.
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Function Syntax Description
map() function map() Returns an empty map.
Ret that i ted b i
map function map(, ) t;(}u;r;;;map at is created by using
Returns a map that is created by using
and . is the key in the map. is the value of
map_agg function map_agg(, ) the key in the map. If has multiple values,

map_concat function

map_filter function

map_keys function

map_values function

multimap_agg function

Subscript operator

The subscript operator is used to retrieve the value of a key froma map.

[1

Parameter

An arbitrary data type.

map_concat(,...)

map_filtermap_filter(,lambda_expression)

map_keys()

map_values()

multimap_agg(,)

Description

arandom value is extracted as the value
of the key.

Returns the union of multiple maps.

Filters elements in a map based on a
lambda expression and returns a new
map.

Returns an array that consists of all the
keys of a map.

Returns an array that consists of all the
values of a map.

Returns a multimap that is created by
using and . is the key in the multimap. is
the value of the key in the multimap, and
the value is of the array type. If has
multiple values, all the values are
extracted as the values of the key.

The value of this parameter is of the varchar type.

In a log of a data transformation task, the etl_context field has a value of the map type. You can use the
subscript operator to retrieve the value of the project key fromthe value of the etl_context field.

e Sample field

etl context: {

project:"datalab-148****6461-cn-chengdu"
logstore:"internal-etl-log"

consumer group:"etl-83****4d1965"
consumer:"etl-b2d40ed****c8d6-291294"

shard id:"0" }

e Query statement

* | SELECT try cast(json parse(etl context) AS map(varchar, varchar)) ['project']
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e Query and analysis results
_col0

datalab-14 »461-cn-chengdu

cardinality function

The cardinality function returns the size of a map.

cardinality ()

Parameter Description

The value of this parameter is of the map type.

The bigint type.

Use the histogram function to obtain the number of requests for each request method. Then, use the cardinality
function to obtain the number of request methods.

e Query statement
*
SELECT

histogram(request method) AS request method,

cardinality (histogram(request method)) AS "kinds"

e Query and analysis results
request_method kinds

{"DELETE":5,"POST":7,"GET":41,"PUT":4} L

element_at function

The element_at function returns the value of a key in a map.

element at(, key)

Parameter Description
The value of this parameter is of the map type.

key The value of this parameter is a key in a map.

An arbitrary data type.

Use the histogram function to obtain the number of requests for each request method. Then, use the element_at
function to obtain the value of the DELETE field.

e Query statement
x|
SELECT

histogram(request method) AS request method,

element at (histogram(request method), 'DELETE') AS "count"

e Query and analysis results
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request_method count

{"HEAD"9,"DELETE":140,"POST"319,"GET"1298,"PUT™:337} 140

histogram function

The histogram function groups query and analysis results and returns data in the JSON format. T his function is
equivalent to * | SELECT count (*¥) GROUP BY

histogram()
Parameter Description
The value of this parameter is of an arbitrary data type.
The map type.

Use the histogram function to obtain the number of requests for each request method.

o Query statement

* | SELECT histogram(request method) AS request method
e Query and analysis results

request_method

{"HEAD":30,"DELETE":564,"POST":1382 "GET":5420,"PUT" 1334}

histogram_u function

The histogram_u function groups query and analysis results and returns data in multiple rows and multiple
columns.

histogram u ()

Parameter Description

The value of this parameter is of an arbitrary data type.

The bigint type.

Use the histogram_u function to obtain the number of requests for each request method and then display the
numbers in a column chart.

e Query statement

*|SELECT histogram u(request method) as request method

e Query and analysis results
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6K
5K
AK GET
e count: 5398
3K
2K
) . .
0 ] i
GET PUT DELETE POST HEAD

map() function

The map() function returns an empty map.

map ()

The map type.
Use the map() function to obtain an empty map.

e Query statement

*| SELECT map ()

e Query and analysis results
_col0

i

map function

The map function returns a map that is created by using two arrays.

map (, )

Parameter Description

The value of this parameter is of the array type.

The value of this parameter is of the array type.

The map type.

The class field specifies classes. The number field specifies the numbers of students in the classes. The values of
the two fields are of the array type. Use the map function to create a map based on the values of the two fields.
In the returned result, each class is mapped to the number of students in the class.

e Sample field

class:["class01","class02","class03","class04","class05"]

number: [49,50,45,47,50]
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e Query statement

* | SELECT map (try cast(json parse(class) AS array(varchar)) ,try cast(json parse(number) AS array
(bigint)))

e Query and analysis results
_cold

{"class(1":49,"class03™:45,"class02":50,"class05":50,"class04":4 7}

map_agg function

The map_agg function returns a map that is created by using and . is the key in the map. is the value of the key in
the map. If has multiple values, a random value is extracted as the value of the key.

map agg(,)
Parameter Description
The value of this parameter is of an arbitrary data type.
The value of this parameter is of an arbitrary data type.
The map type.

Extract the values of the request_method and request_time fields and then use the extracted values to create a
map. The value of request_method is the key in the map. The value of request_time is the value of the key in the
map.

e Sample field

request method:POST

request time:80

e Query statement

* | SELECT map_agg (request method, request time)
e Query and analysis results
_col0

{"HEAD":47.0,"DELETE":26.0,"POST":80.0,"GET":51.0,"PUT":49.0}

map_concat function

The map_concat function returns the union of multiple maps.

map_concat (,)

Parameter Description
The value of this parameter is of the map type.

The value of this parameter is of the map type.

The map type.
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In a log of adata transformation task, the etl context and progress fields have values of the map type. You can
use the map_concat function to obtain the union of the values.

e Sample field

etl context: {

project:"datalab-148****6461-cn-chengdu"

logstore:"internal-etl-log"

consumer_group:"etl-83****4d1965"

consumer:"etl-b2d40ed****c8d6-291294"

shard id:"0" }
progress: {
accept:3
dropped: 0
delivered:3
failed:0 }

e Query statement
* |
SELECT

map_concat (

cast (

json_parse (etl context) AS map (varchar, varchar)

),

cast (json parse (progress) AS map (varchar, varchar))

e Query and analysis results

_col0

{"consumer_group":"etl-8

974d1965","shard_id":"0","dropped":"0","project"

atalab-148 6461-cn-chengdu”,"delivered™:"5","failed":"0","logstore":"internal-etl-log", "consu

r':"etl-b2d40¢

map_filter function

739532c8d6-291294","accept™:"5"} Hide

The map_filter function filters elements in a map based on a lambda expression and returns a new map.

map filter(,lambda expression)

Parameter

lambda_expression_expression

The map type.

Description
The value of this parameter is of the map type.

The value of this parameter is a lambda expression. For more information, see
Lambda expressions.

Create a map that does not contain null values fromtwo arrays by using the lambda expression (kx, v) -> v is

not null

e Query statement

* | SELECT map_ filter (map(array[10, 20, 30], array['a', NULL, 'c']), (k, v) -> v is not null)

e Query and analysis results
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_col0

{"10":"a","30""c"}

map_keys function

The map_keys function returns an array that consists of all the keys of a map.

map_keys ()
Parameter Description
The value of this parameter is of the map type.
The array type.

In a log of adata transformation task, the etl context field has a value of the map type. You can use the
map_keys function to obtain all the keys in the value of the etl context field.

e Sample field

etl context: ({
project:"datalab-148****6461-cn-chengdu"
logstore:"internal-etl-log"
consumer group:"etl-83****4d1965"
consumer:"etl-b2d40ed****c8d6-291294"
shard id:"0" }

o Query statement
* | SELECT map keys (try cast(json parse(etl context) AS map (varchar, varchar)))

e Query and analysis results
_col0
["consumer™,"consumer_group”,"logstore”,"project”,"shard_id"]
map_values function

The map_values function returns an array that consists of all the values of a map.

map_values ()

Parameter Description

The value of this parameter is of the map type.

The array type.

In a log of adata transformation task, the etl_context field has a value of the map type. You can use the
map_values function to obtain all the values of keys in the value of the etl context field.

e Sample field
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etl context: {
project:"datalab-148****6461-cn-chengdu"
logstore:"internal-etl-log"
consumer group:"etl-83****4d1965"
consumer: "etl-b2d40ed****c8d6-291294"
shard id:"0" }

e Query statement
* | SELECT map_values (try cast(json parse(etl context) AS map (varchar, varchar)))

e Query and analysis results

_col0
["etl-85d" f85840-834336","etl-11434 |3ed1
c"."rds_log","datalab-148 66461-cn-chengdu™,"0"] Hide

multimap_agg function

The multimap_agg function returns a multimap that is created by using and . is the key in the multimap. is the
value of the key in the multimap, and the value is of the array type. If has multiple values, all the values are
extracted as the values of the key.

multimap agg(,)

Parameter Description
The value of this parameter is of an arbitrary data type.

The value of this parameter is of an arbitrary data type.

The map type.

Extract all the values of the request_method and request_time fields and then use the extracted values to create
a multimap. The value of request_method is the key in the multimap. The value of request_time is the value of the
key in the multimap, and the value of the key is of the array type.

e Sample field

request _method:POST

request time:80

® Query statement

* | SELECT multimap agg (request method, request time)

e Query and analysis results

_col0

{"HEAD"[35.0,47.0.49.0,19.0,16.0,50.0.40.0,65.0,63.0,13.0,43.0.44.0,14.0,11.0]."DELETE"[27.0,31.0.27.0,63.0.42.0,73.0,36.0,48.0.62.0,15.0,65.0,15.0.47.0.69.0,74.0,43.0,26.0,66.0,69.0.70.0,47.0,47.0.23.0,11.0,48.0,29.0.33.0.21.0,
13.0,78.0,49.0,46.0,37.0,11.0,10.0,36.0,79.0,25.0,65.0,12.0,54.0,15.0,76.0,68.0,16.0,15.0,78.0,58.0,70.0,60.0,42.0,12.0,31.0,38.0,14.0,60.0,23.0,21.0,37.0,23.0,50.0,47.0,13.0,30.0,40.0,36.0,44.0,79.0,58.0,33.0,14.0,63.0,25.0,54.0.6
3.0,46.0,22.0,66.0,55.0,19.0,72.0,49.0,75.0,63.0,25.0,30.0,14.0,21.0,74.0,40.0,43.0,13.0,39.0,74.0,61.0,50.0,26.0,14.0,18.0,37.0,80.0,19.0,57.0,49.0,70.0,37.0,63.0,50.0,10.0,60.0,40.0,20.0,67.0,29.0,60.0,27.0,28.0,61.0,11.0,72.0,59.
0.59.0.54.0,33.0,37.0,59.0.31.0.78.0,79.0,37.0.35.0,23.0,54.0,39.0,62.0,44.0,15.0.50.0,16.0,11.0,74.0,75.0.21.0,61.0,37.0,27.0,29.0,53.0,11.0,60.0,73.0.22.0,68.0.21.0,60.0,61.0,31.0,78.0.23.0,68.0,49.0,74.0,21.0,23.0,67.031.0,17.0,
44.0,63.0,28.0,78.0,37.0,40.0,12.0,18.0,77.0.22.0.41.0,12.0,59.0,56.0,22.0,62.0,72.0,45.0,31.0,74.0,40.0,11.0,42.0,12.0,63.0.78.0.79.0,26.0,37.0,28.0,16.0,12.0,69.0.65.0.34.0... Show

8.1.10. Mathematical calculation functions

This topic describes the syntax of mathematical calculation functions. This topic also provides examples on how
to use the functions.
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@ Note

e The following operators are supported:

+-*/%

e [f youwant to use strings in analytic statements, you must enclose the strings in single quotation
marks ("). Strings that are not enclosed or are enclosed in double quotation marks ("") are considered
field names or column names. For example, 'status' is considered the status string, and status or

"status" is considered a log field whose name is status.

Function

abs function
acos function
asin function
atan function
atan2 function

cbrt function

ceil function

ceiling function
cos function

cosh function

cosine_similarity function

degrees function

e function

exp function

floor function

from_base function

In function

infinity function

is_nan function

Syntax
abs()
acos()
asin()
atan()
atan2(,)

cbrt()

ceil()

ceiling()
cos()

cosh()

cosine_similarity(,)

degrees()

e()

exp()

floor()

from_base(,)

tn()

infinity()

is_nan()

Description

Calculates the absolute value of .
Calculates the arc cosine of .
Calculates the arc sine of .

Calculates the arc tangent of .

Calculates the arc tangent of divided by .

Calculates the cube root of .

Rounds up to the nearest integer.

The ceil function is an alias of the ceiling
function.

Rounds up to the nearest integer.
Calculates the cosine of .
Calculates the hyperbolic cosine of .

Calculates the cosine similarity between
and .

Converts an angle in radians to its
equivalent in degrees.

Returns the value of e, which is the base
of the natural logarithm.

Raises e to the power of .

Rounds down to the nearest integer.
Converts to a base number.
Calculates the natural logarithm of .

Returns a value that represents positive
infinity.

Determines whether is Not a Number
(NaN).

> Document Version: 20220510

177



Index and query- Analysis grammar

Log Service

Function

log2 function

log10 function

log function

mod function

nan function

pi function

pow function

power function

radians function

rand function

random function

round function

sign function

sin function

sqrt function

tan function

tanh function

to_base function

truncate function

width_bucket function

Syntax

log2()

log10()

log(,)

mody(,)

nan()

pi()

pow(,)

power(,)

radians()

rand()

random()

random()

round()

round(, n)

sign()

sin()

sart()

tan()

tanh()

to_base(,)

truncate()

width_bucke(,bound1,bound2,numBuckets
)

width_bucke(, bins)

Description

Calculates the base-2 logarithm of .
Calculates the base-10 logarithm of .
Calculates the base- logarithm of .
Calculates the remainder of divided by .
Returns a value that is NaN.

Returns the value of 1t to 15 decimal
places.

Raises to the power of .

The pow function is an alias of the power
function.

Raises to the power of .

Converts an angle in degrees to its
equivalent in radians.

Returns a random number.

Returns a random number in the range
[0,7).

Returns a random number in the range
[0,x).

Rounds to the nearest integer.

Rounds to the nearest decimal with n
decimal places.

Returns the sign of . Valid values: 1, 0, and
-1.

Calculates the sine of .

Calculates the square root of .
Calculates the tangent of .

Calculates the hyperbolic tangent of .
Converts to a base string.

Removes the fractional part of .
Divides a numeric range into buckets of
equal width and returns the bucket

number of .

Returns the bucket number of in the range
of buckets that are specified by an array.
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abs function

The abs function calculates the absolute value of .

abs ()

Parameter Description

The value of this parameter is of the smallint, integer, real, tinyint, bigint,
double, or decimal type.

Same as the data type of the parameter value.

Calculate the absolute value of -25.
e Query statement

* | select abs(-25)

e Query and analysis results

_cold

25

acos function

The acos function calculates the arc cosine of .

acos ()

Parameter Description

The value of this parameter is of the double type. Valid values: [-1,1].

If the value is out of the range [-1,1], the function returns NaN.

The double type.
Calculate the arc cosine of the 45° angle.

e Query statement

* | SELECT acos (pi()/4)
e Query and analysis results
_colo

0.9033391107665127

asin function

The asin function calculates the arc sine of .

asin ()
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Parameter Description

The value of this parameter is of the double type. Valid values: [-1,1].

If the value is out of the range [-1,1], the function returns NaN.

The double type.
Calculate the arc sine of the 45° angle.

e Query statement

* | SELECT asin(pi()/4)
e Query and analysis results
_cold

0.9033391107665127

atan function

The atan function calculates the arc tangent of .

atan ()
Parameter Description
The value of this parameter is of the double type.
The double type.

Calculate the arc tangent of the 45° angle.

o Query statement

* | SELECT atan (pi()/4)
e Query and analysis results
_colo

0.6657737500283538

atan2 function

The atan2 function calculates the arc tangent of divided by .

atan?2(,)
Parameter Description
The value of this parameter is of the double type.
The value of this parameter is of the double type.
The double type.

Calculate the arc tangent of the 30° angle.
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e Query statement

* | SELECT atan2 (pi(),6)
e Query and analysis results
_colo

0.4636476090008061

cbrt function

The cbrt function calculates the cube root of .

cbrt ()
Parameter Description
The value of this parameter is of the double type.
The double type.

Calculate the cube root of 100.
e Query statement

* | select cbrt(100)
e Query and analysis results

_cold

4.641588833612779

ceil function

The ceil function rounds up to the nearest integer. The ceil function is an alias of the ceiling function.

ceil ()

Parameter Description

The value of this parameter is of the tinyint, smallint, integer, real, bigint,

double, or decimal type.

e |[f the value of is a positive number, the function rounds the value away from
0.

e |[f the value of is a negative number, the function rounds the value towards
0.

Same as the data type of the parameter value.

Round the value of the request_time field up to the nearest integer.
e Sample field

request time:9.3

e Query statement
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* | SELECT ceil (request time) AS request time

e Query and analysis results
request_time

10.0

ceiling function

The ceiling function rounds up to the nearest integer.

ceiling()

Parameter

Description

The value of this parameter is of the tinyint, smallint, integer, real, bigint,

double, or decimal type.

e |f the value of is a positive number, the function rounds the value away from
0.

e |f the value of is a negative number, the function rounds the value towards
0.

Same as the data type of the parameter value.

Round the value of the request_time field up to the nearest integer.

e Sample field

request time:9.3

e Query statement

* | SELECT ceiling(request time) AS request time

e Query and analysis results
request_time

10.0

cos function

The cos function calculates the cosine of .

cos ()

Parameter

The double type.

Calculate the cosine of the 30° angle.

e Query statement

* | SELECT cos (pi()/6)

Description

The value of this parameter is of the double type.
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e Query and analysis results
_cold

0.6660254037844387

cosh function

The cosh function calculates the hyperbolic cosine of .

cosh ()
Parameter Description
The value of this parameter is of the double type.
The double type.

Calculate the hyperbolic cosine of the 30° angle.
e Query statement

* | SELECT cosh (pi()/6)
e Query and analysis results
_colo

1.1402383210764287

cosine_similarity function

The cosine_similarity function calculates the cosine similarity between and .

cosine similarity(,)

Parameter Description

The value of this parameter is of the map(varchar,double) type.

The value of this parameter is of the map(varchar,double) type.

The double type.

Calculate the cosine similarity between two vectors.

e Query statement

* | SELECT cosine similarity (MAP(ARRAY['a'], ARRAY[1.0]), MAP(ARRAY['a'], ARRAY[2.0]))
e Query and analysis results

_col0

1.0

degrees function

The degrees function converts an angle in radians to its equivalent in degrees.
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degrees ()
Parameter Description
The value of this parameter is of the double type.
The double type.

Convert 1t in radians to its equivalent in degrees.
e Query statement

* | SELECT degrees (pi())
e Query and analysis results

_cold

180.0

e function

The e function returns the value of e, which is the base of the natural logarithm.

e ()

The double type.
Obtain the value of e.

e Query statement

* | SELECT e ()
e Query and analysis results
_colo

2.718281828459045

exp function

The exp function raises e to the power of x.

exp ()

Parameter Description

The value of this parameter is of the double type.

The double type.
Raise e to the power of 3.
e Query statement

* | SELECT exp (3)

e Query and analysis results
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_colo

20.085536923187669

floor function

The floor function rounds down to the nearest integer.

floor ()

Parameter Description
The value of this parameter is of the tinyint, smallint, integer, real, bigint,
double, or decimal type.
e |f the value of is a positive number, the function rounds the value towards 0.
e |[f the value of is a negative number, the function rounds the value away

from 0.
The double type.

Round the value of the request_time field down to the nearest integer.
e Sample field

request time:10.3

o Query statement

* | SELECT ceiling(request time) AS request time
e Query and analysis results
request_time

10.0

from_base function

The from_base function converts to a base number.

from base(,)

Parameter Description

The value of this parameter is of the varchar type.

The value of this parameter is of the bigint type. The value specifies a numeral
system. Valid values: [2,36].

The bigint type.
Convert the string 1101 to a number.

e Query statement

* | SELECT from base('1101',2)

e Query and analysis results
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_colo

13

In function

The In function calculates the natural logarithm of .

In()

Parameter Description

The value of this parameter is of the double type. The value must be greater
than 0.

The double type.
Calculate the natural logarithm of 2.

® Query statement

* | SELECT 1n(2)
e Query and analysis results

_cold

0.6931471805599453
infinity function
The infinity function returns a value that represents positive infinity.

infinity ()

The double type.
Obtain a value that represents positive infinity.

® Query statement

* | SELECT infinity ()
e Query and analysis results
_cold
Infinity
is_nan function
The is_nan function determines whether is NaN. If it is, the function returns true.

is _nan()

Parameter Description

The value of this parameter is of the double type.
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The Boolean type.
Check whether the value of the status field is NaN.

e Query statement

* | SELECT is nan(status)
e Query and analysis results
_colo

false

log2 function

The log2 function calculates the base-2 logarithm of .

log2 ()
Parameter Description
The value of this parameter is of the double type.
The double type.

Calculate the base-2 logarithm of 100.

e Query statement

* | SELECT log2(100)
e Query and analysis results

_colo

6.643856189774725

log10 function

The log10 function calculates the base-10 logarithm of .

1ogl0 ()
Parameter Description
The value of this parameter is of the double type.
The double type.

Calculate the base-10 logarithm of 100.

e Query statement

* | SELECT 1logl0(100)

e Query and analysis results
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_cold

20

log function

The log function calculates the base- logarithm of .

log(,)
Parameter Description
The value of this parameter is of the double type.
The value of this parameter is of the double type.
The double type.

Calculate the base-5 logarithm of 100.
e Query statement

* | SELECT log(100,5)
e Query and analysis results
_colo

2.8265747590288146

mod function

The mod function calculates the remainder of divided by .

mod (, )

Parameter Description

The value of this parameter is of the tinyint, smallint, integer, real, bigint,
double, or decimal type.

The value of this parameter is of the tinyint, smallint, integer, real, bigint,
double, or decimal type.

Same as the data type of the parameter values.
Calculate the remainder of 100 divided by 30.
e Query statement

* | SELECT mod (100, 30)

e Query and analysis results

_col0

10
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nan function

The nan function returns a value that is NaN.

nan ()

The double type.
Obtain a value that is NaN.
e Query statement

* | SELECT nan ()
e Query and analysis results

_colD

MNaN

pi function

The pifunction returns the value of mt to 15 decimal places.

pi()

The double type.
Obtain the value of it to 15 decimal places.

e Query statement

* | SELECT pi ()

e Query and analysis results

_colo

2.1415926532689793

pow function

The pow function raises to the power of . The pow function is an alias of the power function.

pow (,)

Parameter Description

The value of this parameter is of the double type.

The value of this parameter is of the double type.

The double type.
Raise 2 to the power of 5.

e Query statement

* | SELECT pow(2,5)

e Query and analysis results
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_colo

32.0

power function

The power function raises to the power of .

power (,)
Parameter Description
The value of this parameter is of the double type.
The value of this parameter is of the double type.
The double type.

Raise 2 to the power of 5.
e Query statement

* | SELECT power (2,5)
e Query and analysis results

_cold

32.0

radians function

The radians function converts an angle in degrees to its equivalent in radians.

radians ()
Parameter Description
The value of this parameter is of the double type.
The double type.

Convert the 180° angle in degrees to its equivalent in radians.
e Query statement

* | SELECT radians (180)
e Query and analysis results

_colo

3.141592653589793

rand function

The rand function returns a random number.

rand ()
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The double type.
Obtain a random number.

e Query statement

* | select rand()
e Query and analysis results
_colo

0.6742241064002435

random function

The random function returns a random number in the range [0,x).

e The following random function returns a random number in the range [0,1).
random ()

e The following random function returns a random number in the range [0,x).

random ()

Parameter Description

The value of this parameter is of the tinyint, smallint, integer, or bigint type.

Same as the data type of the parameter value.
Obtain a random number in the range [0,100).
e Query statement

* | select random(100)
e Query and analysis results

_cold

44

round function

The round function rounds to the nearest integer or decimal. If nis specified, the function retains n decimal
places. If nis not specified, the function rounds to the nearest integer.

e The following round function rounds to the nearest integer.

round ()

e The following round function rounds to the nearest decimal with n decimal places.

round (,n)
Parameter Description
The value of this parameter is of the tinyint, smallint, integer, or bigint type.
" The value of this parameter specifies the number of decimal places that you
want the function to retain.
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Same as the data type of the parameter value.

Compare the number of page views (PVs) of the current day with the number of PVs of the previous day. Then,
present the comparison result as a percentage.

e Query statement

* | SELECT diff [1] AS today, round((diff [3] -1.0) * 100, 2) AS growth FROM (SELECT compare (pv, 8
6400) as diff FROM (SELECT COUNT (*) as pv FROM website log))

e Query and analysis results

today growth

1564075.0 -22.1

sign function

The sign function returns the sign of . Valid values: 1,0, and -1.

sign ()

Parameter Description

The value of this parameter is of the integer, smallint, tinyint, real, double,
bigint, or decimal(p,s) type.

e |[f is a positive number, the function returns 1.
e If is 0, the function returns 0.

® |[f is a negative number, the function returns -1.

Same as the data type of the parameter value.
Obtain the sign of 10.

o Query statement

* | SELECT sign (10)
e Query and analysis results

_colD

;
sin function
The sin function calculates the sine of .

sin ()

Parameter Description
The value of this parameter is of the double type.
The double type.

Calculate the sine of the 90° angle.

e Query statement
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* | select sin(pi()/2)
e Query and analysis results
_col0

1.0

sgrt function

The sqrt function calculates the square root of .

sqrt ()
Parameter Description
The value of this parameter is of the double type.
The double type.

Calculate the square root of 100.
e Query statement

* | select sqgrt(100)
e Query and analysis results

_cold

10.0

tan function

The tan function calculates the tangent of .

tan ()
Parameter Description
The value of this parameter is of the double type.
The double type.

Calculate the tangent of the 30° angle.
e Query statement

* | SELECT tan(pi()/6)
e Query and analysis results
_colo

0.5773502691896237

tanh function

The tanh function calculates the hyperbolic tangent of .
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tanh ()
Parameter Description
The value of this parameter is of the double type.
The double type.

Calculate the hyperbolic tangent of the 30° angle.
e Query statement

* | SELECT tanh (pi()/6)
e Query and analysis results
_colo

0.4804727781564516

to_base function

The to_base function converts to a base y string.

to base(,)
Parameter Description
The value of this parameter is of the bigint type.
The value of this parameter is of the bigint type. The value specifies a numeral
system. Valid values: [2,36].
The varchar type.

Convert 180 to a binary string.
e Query statement

* | SELECT to_base (180, 2)
e Query and analysis results

_colo

10110100

truncate function

The truncate function removes the fractional part of .

truncate ()

Parameter Description

The value of this parameter is of the double type.

The double type.
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Remove the fractional part of 11.11.

e Query statement

* | SELECT truncate(11.11)
e Query and analysis results
_cold

11.0

width_bucket function
The width_bucket function returns the bucket number of .

e The following width_bucket function divides a numeric range into buckets of equal width and returns the
bucket number of .

width bucket (,boundl,bound2, numBuckets)

e The following width_bucket function returns the bucket number of in the range of buckets that are specified
by an array.

width bucket (,bins)
Parameter Description
The value of this parameter is of the double type.
bound1 The value of this parameter specifies the lower limit of the numeric range.
bound?2 The value of this parameter specifies the upper limit of the numeric range.

The value of this parameter specifies the number of buckets. The value must

numBuckets )
be an integer greater than 0.
. The value of this parameter specifies the range of buckets. The value is an
bins
array of the double type.
The bigint type.
@ Note

e If is within the range, the function returns the bucket number of .
e If is below the lower limit, the function returns 0.

e [f is above the upper limit, the function returns numbBuckets+1.

e Example 1: Divide the range [10,80) into 7 buckets. Then, obtain the bucket number for each value of the
request_time field.

o Query statement

* | SELECT request time, width bucket (request time, 10, 80,7) AS numBuckets

> Document Version: 20220510 195



Index and query- Analysis grammar

Log Service

o Query and analysis results

request_time
26.0
49.0
10.0
340

40.0

numBuckets

2

o]

-

an

e Example 2: Use an array to specify the range of 7 buckets. Then, obtain the bucket number for each value of

the request_time field.
o Query statement

o Query and analysis results

* | SELECT request time, width bucket (request time, array[10,20,30,40,50,60,70,80]) AS numBucket

S

request_time

12.0

540

10.0

numBuckets

Z

1

o]

o

o

8.1.11. Mathematical statistics functions

This topic describes the syntax of mathematical statistics functions. This topic also provides examples on how to

use the functions.

Function

corr function

covar_pop function

covar_samp function

Syntax

corr(,)

covar_pop(,)

covar_samp(,)

Description

Returns the coefficient of correlation between and . The
return value is in the range of [0,1].

Returns the population covariance of and .

Returns the sample covariance of and .

196
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Function Syntax Description

Returns the y-intercept of the line for the linear equation

regr_intercept function regr_intercept(,) that is determined by the (xy) pair
. Returns the slope of the line for the linear equation that is

regr_slope function regr_slope(,) determined by the (xy) pair

<tddev function stddev() Returns the sample standard deviation of . This function
is equivalent to the stddev_samp function.

stddev_samp function stddev_samp() Returns the sample standard deviation of .

stddev_pop function stddev_pop() Returns the population standard deviation of .

variance function variance() Returns the sample variance of . This function is
equivalent to the var_samp function.

var_samp function var_samp() Returns the sample variance of .

var_pop function var_pop() Returns the population variance of .

corr function

The corr function returns the coefficient of correlation between and . A larger return value indicates a higher
correlation.

corr (,)

Parameter Description
The value of this parameter is of the double type.
The value of this parameter is of the double type.
The double type. The return value is in the range of [0,1].

Calculate the coefficient of correlation between the values of the request_length and request_time fields.

e Query statement

* | SELECT corr (request length,request time)
e Query and analysis results
_cold

0.0008096234574114261

covar_pop function

The covar_pop function returns the population covariance of and .

covar_pop (,)

Parameter Description

The value of this parameter is of the double type.
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Parameter Description

The value of this parameter is of the double type.

The double type.
Calculate the population covariance of pretax profits and pretax turnovers in each minute.

e Query statement

*|

SELECT
covar pop (PretaxGrossAmount, PretaxAmount) AS "Population covariance",
time series( time , 'Im', '$H:%i:%s', '0') AS time

GROUP BY
time

e Query and analysis results
Population covariance time
17:08:00

7.351615326821829

covar_samp function

The covar_samp function returns the sample covariance of and .

covar_samp (,)

Parameter Description

The value of this parameter is of the double type.

The value of this parameter is of the double type.

The double type.
Calculate the sample covariance of pretax profits and pretax turnovers in each minute.

e Query statement

*|

SELECT

covar_ samp (PretaxGrossAmount, PretaxAmount) AS "Sample covariance",
time series(_ time , 'Im', '$H:%i:%s', '0') AS time
GROUP BY
time
e Query and analysis results
Sample covariance time =
2.2910940581194376 15:50:00 -
15:49:00

4.721554417070316

regr_intercept function
The regr_intercept function returns the y-intercept of the line for the linear equation that is determined by the

(x,y) pair. is the dependent value. is the independent value.
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regr intercept(,)

Parameter Description
The value of this parameter is of the double type.

The value of this parameter is of the double type.

The double type.

Calculate the y-intercept of the line for the linear equation that is determined by the values of the request_time
and request_length fields.

e Query statement

* | SELECT regr_ intercept (request length, request time)

e Query and analysis results

_colD

4128.22910642988

regr_slope function

The regr_slope function returns the slope of the line for the linear equation that is determined by the (x,y) pair. is
the dependent value. is the independent value.

regr_slope(,)

Parameter Description
The value of this parameter is of the double type.

The value of this parameter is of the double type.

The double type.

Calculate the slope of the line forthe linear equation that is determined by the values of the request_time and
request_length fields.

e Query statement

* | SELECT regr slope(request length,request time)
e Query and analysis results
_colo

1.9022724330993215

stddev function

The stddev function returns the sample standard deviation of . This function is equivalent to the stddev_samp
function.

stddev ()
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Parameter Description

The value of this parameter is of the double or bigint type.

The double type.

Calculate the sample standard deviation and population standard deviation of pretax incomes and display the
calculated values in a line chart.

® Query statement
x|
SELECT
stddev (PretaxGrossAmount) as "Sample standard deviation",
stddev pop (PretaxGrossAmount) as "Population standard deviation",
time series( time , 'Im', '$H:%i:%s', '0') AS time
GROUP BY

time

e Query and analysis results

21.2

21
208 / \
—
206 — L) i & A
—_— POPTOSTTey NTRIIey —
204 e
202 09:26:00

20 e Sample standard deviation: 20.587683307384356

Population standard deviation: 20.570576795658262 \
198 \
196 X
194

09:27:00 09:24:00 09:15:00 09:18:00 09:19:00 09:26:00 09:13:00 09:20:00 09:23:00 09:22:00 09:25:00 09:21:00 09:16:00 09:14:00 09:17:00

stddev_samp function
The stddev_samp function returns the sample standard deviation of .

stddev_samp ()

Parameter Description

The value of this parameter is of the double or bigint type.

The double type.

Calculate the sample standard deviation and population standard deviation of pretax incomes and display the
calculated values in a line chart.

e Query statement
*
SELECT
stddev_samp (PretaxGrossAmount) as "Sample standard deviation",
stddev_pop (PretaxGrossAmount) as "Population standard deviation",
time series(_ time , 'Im', '%H:%i:%s', '0') AS time
GROUP BY

time

e Query and analysis results
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21.2
208 \\\\\\ ///,//7‘\\\\\
206 — i i H i
—— B — \
204 PR
\ @ Sample stan

202 09:26:00 N

50 « Sample standard deviation: 20.587683307384356 opulation s

Population standard deviation: 20.570576795658262

19.8 \
196 -

09:27:00 09:24:00 09:15:00 09:18:00 09:19:00 09:26:00 09:13:00 09:20:00 09:23:00 09:22:00 09:25:00 09:21:00 09:16:00 09:14:00 09:17:00

stddev_pop function

The stddev_pop function returns the population standard deviation of .

stddev_pop ()

Parameter Description

The value of this parameter is of the double or bigint type.

The double type.

Calculate the sample standard deviation and population standard deviation of pretax incomes and display the
calculated values in a line chart.

® Query statement
*
SELECT
stddev (PretaxGrossAmount) as "Sample standard deviation",
stddev pop (PretaxGrossAmount) as "Population standard deviation",
time series(_ time , 'Im', '$H:%i:%s', '0') AS time
GROUP BY

time

e Query and analysis results

212
208 \ /\
—_—
206 —_— NS U | e
P S \

20.4 S .-

y Sample stan
e 09:26:00 \ )

Population s

20 # Sample standard deviation: 20.587683307384356
Population standard deviation: 20.570576795658262

198 \
196 |
194

092700 092400 091500 091800  091%00 092600 091300  0%:20:00 092300 092200 092500 092100  09:1600  09:1400  09:17:00

variance function
The variance function returns the sample variance of . This function is equivalent to the var_samp function.

variance ()

Parameter Description

The value of this parameter is of the double or bigint type.

The double type.
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Calculate the sample variance and population variance of pretax incomes and display the calculated values in a
line chart.

e Query statement
*
SELECT
variance (PretaxGrossAmount) as "Sample variance",
var_pop (PretaxGrossAmount) as "Population variance",
time series(_ time , 'Im', '%H:%i:%s', '0') as time
GROUP BY
time
e Query and analysis results

00

var_samp function

The var_samp function returns the sample variance of .

var_ samp ()
Parameter Description
The value of this parameter is of the double or bigint type.
The double type.

Calculate the sample variance and population variance of pretax incomes and display the calculated values in a
line chart.

® Query statement
x|
SELECT
var_samp (PretaxGrossAmount) as "Sample variance",
var_pop (PretaxGrossAmount) as "Population variance",
time series( time , 'Im', '$H:%i:%s', '0') as time
GROUP BY

time

e Query and analysis results

600

N4V S A
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var_pop function

The var_pop function returns the population variance of .

var pop ()
Parameter Description
The value of this parameter is of the double or bigint type.
The double type.

Calculate the sample variance and population variance of pretax incomes and display the calculated values in a
line chart.

e Query statement
*
SELECT
variance (PretaxGrossAmount) as "Sample variance",
var_ pop (PretaxGrossAmount) as "Population variance",
time series(_time , 'Im', '%H:%i:%s', '0') as time
GROUP BY

time

e Query and analysis results

AP g A -

18:46:00 23:04:00 02:18:00 03:51:00 06:42:00 09:29:00 14:30:00 10:07:00 11:19:00 22:50:00 00:35:00 03:26:00

8.1.12. Data type conversion functions
You can use type conversion functions to convert datato the correct type in a query statement.
Function Syntax Description

Converts the values of the xfield as a
data type.

cast function cast( as type) If the cast function cannot convert a
value, the query that calls this function
fails.
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Function Syntax
try_cast function try_cast( as type)
typeof function typeof()

cast function

Description

Converts the values of the xas a data
type.

If the try_cast function cannot convert a
value, the function returns NULL. The
query that calls this function can process
the NULL value and continue to run.

@ Note A log may contain data
of the data types that you do not
expect. When you query logs, we
recommend that you use the try_cast
function. This way, conversion failures
will not cause your queries fail.

Returns the data type of the xfield.

The cast function is used to convert the values of the xfield to a specified data type. If the cast function cannot

convert a value, the query that calls this function fails.

cast (x as type)

Parameter Description

X The value of this parameter can be of any data type.

A SQL data type. Valid values: bigint, varchar, double, boolean, timestamp,

decimal, array, and map.

type

Example:

cast (json_parse ( key) as array (varchar))

Each SQL data type maps to a data type that you can use in a Log Service
index. For information about the mapping, see Data type mappings.

The data type that is specified by the type parameter.

Converts number 1 to the boolean data type.
e Query statement

* | select cast(l as boolean)
e Query result
_col0

true

try_cast function

204
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Converts the values of the xfield to a specified data type. If the try_cast function cannot convert a value, the

function returns NULL. The query that calls this function can process the NULL value and continue to run.

try cast(x as type)

Parameter

type

Description
The value of this parameter can be of any data type.
A SQL data type. Valid values: bigint, varchar, double, boolean, timestamp,

decimal, array, and map.

Example: try cast(json parse( key) as map (varchar, varchar))

Each SQL data type maps to a data type that you can use in a Log Service
index. For information about the mapping, see Data type mappings.

The data type that the type parameter specifies.

Converts the values of the uid field to the varchar data type.

e Query statement

* | select try cast(uid as varchar)

e Query result
_colo
owner-01
owner-01

typeof function
Returns the data type of the xfield.

typeof (x)

Parameter

Data of the varchar data type.

Description

The value of this parameter can be of any data type.

Returns the data type of the request_time field.

e Query statement

* |SELECT typeof (request time)
e Query result

_colD

double

Data type mappings
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The following table describes the mappings between the SQL data types and the data types that are supported
by a Log Service index.

Data types that are supported by Log Service index SQL data type
long bigint

text varchar
double double

json varchar

8.1.13. Security check functions

Log Service provides security check functions based on the globally shared asset library of WhiteHat Security. You
can use security check functions to check whether an IP address, a domain name, or a URL in a log is secure. T his
topic describes the syntax of security check functions. This topic also provides examples on how to use security
check functions.

Scenarios

You can use security check functions in the following scenarios:

Enterprises and institutions in industries, such as Internet, gaming, and consulting, require robust O&M services.
The enterprises and institutions can use security check functions to identify suspicious requests or attacks,
performin-depth analysis, and defend against potential attacks.

Enterprises and institutions in industries, such as banking, securities, and e-commerce, require strong protection
forinternal assets. The enterprises and institutions can use security check functions to identify access to
suspicious websites and identify download of trojans. This way, the enterprises and institutions can prevent
security risks at the earliest opportunity.

Features

Security check functions provide the following features:

Reliability: Security check functions are based on the globally shared asset library of WhiteHat Security. When
WhiteHat Security is updated, the security check functions are also updated.

Efficiency: Security check functions can check millions of IP addresses, domain names, and URLs wit hin seconds.

Ease of use: You can use the security_check_ip, security_check _domain, and security_check_url functions to
analyze network logs.

Flexibility: You can performinteractive queries, visualize query and analysis results, and configure alerts.

Functions

The following table describes the security check functions that are supported by Log Service.

) Notice
Function Syntax Description
security_check_ip function security_check_ip() Checks whether an IP address is secure.

security_check_domain

) security_check_domain() Checks whether a domain name is secure.
function

security_check_url function security_check_url() Checks whether a URL is secure.
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security_check_ip function

The security_check ip function is used to check whether an IP address is secure.

security check ip()

Parameter Description

The value of this parameter is an IP address.

The bigint type. Valid values:

e 1: The specified IP address is suspicious.

e 0: The specified IP address is secure.
Query suspicious clients that access a website based on the client_ip field.
® Query statement
x|
SELECT
client ip,
ip_to_country(client ip,'en') AS country,
ip to provider (client ip) AS provider,
count (1) AS PV
WHERE
security check ip(client ip) = 1
GROUP BY
client ip
ORDER BY
PV DESC

e Query and analysis result

client_ip country provider PV
180 3 CN ;] 3
103 CN 3
180 T CN E § 1

security_check_domain function

The security_check_domain function is used to check whether a domain name is secure.

security check domain ()

Parameter Description
The value of this parameter is a domain name.

The bigint type. Valid values:

e 1: The specified domain name is suspicious.
e 0: The specified domain name is secure.
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Calculate the number of times that a website is accessed by suspicious domain names per minute. The query and

analysis result is displayed in a line chart.

e Query statement

status : * |
SELECT
count if(
security check domain (http_ referer) != 0
) AS "Total Issues",
time series(_ time , 'Im', '%H:%i:%s', '0') AS time
GROUP BY

time

e Query and analysis result

700

500 .1;-}-""\. /'\
/'/

L 02:52
400 i ./
. o Total Issues:528
300
\-
200 /l
100 ¥
0 -T—e—s
00:11 00:41 17:08 16:44 01:38 02:17 02:52 04:21

security_check_url function

The security_check_url function is used to check whether a URL is secure.

security check url ()

Parameter Description

The value of this parameter is a URL.

The bigint type. Valid values:

e 1: The specified URL is suspicious.
e 0: The specified URL is secure.

04:30

[

a—%

05:22

Calculate the number of times that a website is accessed by secure URLs per minute. The query and analysis result

is displayed in a line chart.

o Query statement

208
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status : * |
SELECT

count if(

security check url (request uri) = 0

) AS "Total Issues",

time series(_ time , 'lm', 'SH:%i', '0') as time
GROUP BY

time
LIMIT

20

e Query and analysis result

700

500 -’?*"".\ P
/'/ -

. D2:52
400 5 .’,a
s Total Issues:528 e

®, 's—
300

\-
200 }//’ °
100 ¥

0 —T—e—e
00:11 00:41 17:08 16:44 01:38 02:17 02:52 04:21 04:30 05:22

8.1.14. Window functions

This topic describes the syntax of window functions and provides examples on how to use window functions.

Summary

Aggregate functions calculate the single result for a group of rows, and window functions calculate the result
foreach row in a group. A window function has three elements: partition, order, and frame. For more information,
see Window Function Concepts and Syntax.

function over (
[partition by partition expression]
[order by order expression]

[frame]

e Partition: The partition element is defined by the PARTITION BY clause. The PARTITION BY clause separates rows
into partitions. if you do not specify the PARTITION BY clause, all rows are treated as a single partition.

e Order: The order element is defined by the ORDER BY clause. The ORDER BY clause sorts rows in all partitions.

@ Note If you use the ORDER BY clause to sort rows on fields that have the same value, the order of
these rows is non-deterministic. You can include additional fields in the ORDER BY clause to obtain the
expected order of these rows. Example: order by request time, request method

e Frame: The frame element is defined by the FRAME clause. The FRAME clause specifies a subset of each
partition. A frame further refines the rows in each partition. You cannot specify the FRAME clause for ranking
functions. Syntax of the FRAME clause: { rows | range} { frame start | frame between } .Example: rang
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e between unbounded preceding and unbounded following .Formore information, see Window Function Frame
Specification.

window functions
Category Function Syntax Description
You can use all aggregate functions as
window functions. For more information

about aggregate functions, see Aggregate
function.

Aggregate functions Aggregate functions None

Calculate the cumulative distribution of each
value in a partition. The result is obtained by
using division. The numerator is the number
of rows whose field values are smaller or
equal to the field value of the specified row.
The specified row is also counted. The
denominator is the total number of rows in
the partition. The calculation is based on the
order of the rows in the partition. Value
range: (0,1].

cume_dist function cume_dist()

Calculates the rank of each value in a
partition. Rows that have the same field
value are assigned the same rank. The ranks
are consecutive. For example, if two rows
have the same rank of 1, the rank of the next
row is 2.

dense_rank function dense_rank()

Divide the rows in each partition into the
ntile function ntile(n) number of groups specified by the N
parameter.

Ranking functions

percent_rank Calculates the percentage ranking of each
. percent_rank() . L
function row in a partition.

Calculate the rank of each row in a partition.
Rows that have the same field value are
assigned the same rank. The ranks are not
consecutive. For example, if two rows have
the same rank of 1, the rank of the next row
is 3.

rank function rank()

Calculate the rank of each row in a partition.
The ranks are unique, and start from 1. Rows

row_number that have the same value are assigned
row_number()

function consecutive ranks. For example, three rows
with the same field value are assigned the
ranks 1, 2, and 3.
. . ) Returns the value of the specified field in the
first_value function first_value() ) "
first row of each partition.
. Returns the value of the specified field in the
last_value function last_value()

last row of each partition.
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Category Function Syntax Description

Returns the value of the specified field in the
row that is at the specified offset before the
current row of each partition. The offset is

lag(,offset,defaut_v specified by the offset parameter. If no row

alue) exists at the specified offset before the
current row, the value that is specified by the
defaut_value parameter is returned for the
partition.

Offset functions lag function

Returns the value of the specified field in the
row that is at the specified offset after the
current row of each partition. The offset is

lead(,offset,defaut o
ead(, ofset,defaut_ specified by the offset parameter. If no row

lead function

/i
value) exists at the specified offset after the
current row, the value that is specified by the
defaut_valueis returned for the partition.
Returns the value of the specified field in the
nth_value function nth_value(, offset) row that is at the specified offset from the

beginning of each partition. The offset is
specified by the offset parameter.

Aggregate functions

You can use all aggregate functions as window functions. For more information about aggregate functions, see
Aggregate function. The following example shows how to use the sum function as a window function.

sum () over (
[partition by partition expression]

[order by order expression]

[frame]
)
Parameter Description
partition by Specifies how the rows are partitioned based on the value of the
partition_expression partition_expression parameter.

Specifies how the rows in each partition are ordered based on the value of the

order by order_expression )
order_expression parameter.

y Specifies a subset of each partition. Example: range between unbounded
rame
preceding and unbounded following

The double data type.
Calculate the percentage of each employee salary in each department.
e Query statement
x|
SELECT
department,
staff name,

salary,

round ( salary * 1.0 / sum(salary) over (partition by department), 3) AS salary percentage
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e Query result

department

Marketing
Marketing

Marketing

cume_dist function

staff name

Rob

Blan

Sansa

Snow

Achilles

San

Blan

salary

9000

8500

8000

7000

salary_percentage

0.277

0.262

0.246

0215

0.362

0.340

0.298

Calculates the cumulative distribution of each value in a partition. The result is obtained by using division. The
numerator is the number of rows whose field values are smaller or equal to the field value of the specified row.
The specified row is also counted. The denominator is the total number of rows in the partition. The calculation is

based on the order of the rows in the partition. Value range: (0,1].

cume_dist () over (

[partition by partition expression]

[order by order expression]

Parameter

partition by
partition_expression

order by order_expression

The double data type.

Description

Specifies how the rows are partitioned based on the value of the

partition_expression parameter.

Specifies how the rows in each partition are ordered. The rows are ordered based on

the value of the order_expression parameter.

Calculate the cumulative distribution of the size of each object in an 0SS bucket named bucket00788.

e Query statement

bucket=bucket00788 |
select
object,
object size,
cume dist () over (
partition by object
order by
object size
) as cume dist

from oss-log-store

e Query result

212
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object object size cume_dist
dashboard%2F2020%2F05%2F20%2F16%2F47.csv 4591 05
dashboard%2F2020%2F05%2F20%2F16%2F47.csv 6469 1.0

oss-log-562 11-cn-hangzhou%2Foss-log-store_oss_access_cent 1526 0.3333333333333333
er_en%2Freport-1581933277-637788

0s5-log-56" Tl B911-cn-hangzhou%2Foss-log-store_oss_access_cent 1921 0.6666666666666666
er_en%2Freport-1581933277-637788

oss-log-56 11-cn-hangzhou%2Foss-log-store_oss_access cent 6074 1.0
er_en%2Freport-1581933277-637788

245-da%18c.model 1818 0.08333333333333333
245-da%18c.model 1854 0.16666666666666667

dense_rank function

Calculates the rank of each value in a partition. Rows that have the same field value are assigned the same rank.
The ranks are consecutive. For example, if two rows have the same rank of 1, the rank of the next row is 2.

dense rank () over (

[partition by partition expression]

[order by order expression]

Parameter

partition by
partition_expression

order by order_expression

The bigint data type.

Description

Specifies how the rows are partitioned based on the value of the
partition_expression parameter.

Specifies how the rows in each partition are ordered based on the value of the
order_expression parameter.

Calculate the rank of each employee salary in each department.

® Query statement
x|
select
department,
staff name,
salary,
dense rank () over (
partition by department
order by
salary desc
) as salary rank
order by
department,

salary rank

e Query result
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department staff_name salary salary_rank
Marketing Blan Stark 9000 1
Marketing Smith 9000 1
Marketing Achilles 8000 2
dev Rob 9000 1
dev Blan 8500 2
dev Sansa 8000 3

ntile function
Divides the rows in each partition into a number of groups. The number of groups is specified by the N parameter.

ntile (n) over (
[partition by partition expression]

[order by order expression]

Parameter Description

n Specifies the number of groups.

partition by Specifies how the rows are partitioned based on the value of the
partition_expression partition_expression parameter.

Specifies how the rows in each partition are ordered based on the value of the

order by order_expression )
order_expression parameter.

The bigint data type.
Divide the rows in each partition into three groups.

e Query statement

object=245-da918c.model |
select
object,
object size,
ntile (3) over (
partition by object
order by
object size
) as ntile

from oss-log-store

e Query result
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object object_size ntile

245-dad18c.model 3306 1 -
245-da918c.model 3701 1

245-da%18c.model 3750 1

245-da%18c.model 3757 2

245-da%18c.model 3914 2

245-da%18c.model 3918 2

245-da918c.model 7440 3

245-da%18c.model 7490 3

245-da%18c.model 7521 3 -

percent_rank function

Calculates the percentage ranking of each row in a partition. The calculation formulais (rank - 1)/ (total rows
- 1) .Inthe formula, rank represents the rank of the current row, and total_rows represents the total number of
rows in a partition.

percent rank() over (
[partition by partition expression]

[order by order expression]

Parameter Description
partition by Specifies how the rows are partitioned based on the value of the
partition_expression partition_expression parameter.

Specifies how the rows in each partition are ordered based on the value of the

order by order_expression )
order_expression parameter.

The double data type.
Calculate the percentage ranking of the size of each 0SS object.

® Query statement

object=245-da918c3e2dd9dc9cb4d9283b%2F555e2441b6adc7£094099%a6dba8e7a5f .model |
select
object,
object size,
percent rank() over (
partition by object
order by
object _size
) as ntile

FROM oss-log-store

e Query result
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object

245-0a018c3e2dd0dcOcbAd083bIIF 5552244 1bGad: 5fmodel

245-02918c3e2dd9dcIcbAd9283b%2F 5556244 1bbad: 5fmodel

245-0a918c3e20d90cIcb4d9283b%2F 3556244 1b6ad: 5fmodel

243-d2918¢3e2dd0dcOcb4dd282b32F 5552441 bGad 5fmodel

245-0a918c3e2dd9dcIcbAd9283b%2F 5556244 1b6ad: 5fmodel

245-02918c3e20d90cIcb40d92830%2F 5556244 1 bGad: 5fmodel

rank function

object size

7635
8221
8272
8706

8988

Calculates the rank of each row in a partition. Rows that have the same field value are assigned the same rank.
The ranks are not consecutive. For example, if two rows have the same rank of 1, the rank of the next row is 3.

rank () over (

[partition by partition expression]

[order by order expression]

Parameter

partition by
partition_expression

order by order_expression

The bigint data type.

Calculate the rank of each employee salary in each department.

® Query statement
x|
select
department,
staff name,
salary,
rank () over (
partition by department
order by
salary desc
) as salary rank
order by
department,

salary rank

e Query result

Description

Specifies how the rows are partitioned based on the value of the
partition_expression parameter.

Specifies how the rows in each partition are ordered based on the value of the
order_expression parameter.

department staff_name salary salary_rank
Marketing Blan Stark Q000 1
Marketing Smith Q000 1
Marketing Achilles 8000 3
dev Rob 9000 1
dev Blan 8500 2
dev Sansa 8000 3
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row_number function

Calculate the rank of each row in a partition. The ranks are unique, and start from 1.

row number () over (

[partition by partition expression]

[order by order expression]

Parameter

partition by
partition_expression

order by order_expression

The bigint data type.

Description

Specifies how the rows are partitioned based on the value of the
partition_expression parameter.

Specifies how the rows in each partition are ordered. The rows are ordered based on
the value of the order_expression parameter.

Calculate the rank of each employee on the salary in each department.

® Query statement
x|
select
department,
staff name,
salary,

row_number () over (

partition by department

order by
salary desc
) as salary rank
order by
department,

salary rank

e Query result

department staff_name salary salary_rank
Marketing Blan Stark Q000 1
Marketing Smith Q000 2
Marketing Achilles 8000 3
dev Rob 9000 1
dev Blan 8500 2
dev Sansa 8000 3

first_value function

Returns the value of the specified field in the first row of each partition.
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first value() over (
[partition by partition expression]

[order by order expression]

[frame]
)
Parameter Description
The field name. The field can be of any data type.
partition by Specifies how the rows are partitioned based on the value of the
partition_expression partition_expression parameter.

order by order_expression )
order_expression parameter.

frame ) )
preceding and unbounded following

The data type is the same as the data type of the parameter.
Return the minimum size of each object in the specified 0SS bucket.

e Query statement

bucket :bucket90
select
object,
object size,
last_value (object size) over (
partition by object
order by
object_size
range between unbounded preceding and unbounded following
) as last value

from oss-log-store

e Query result

object object_size

oss-log-56. %11-cn-hanazhou%2Foss-log-store_oss_access center_ en%2Frepor 1157
t-1581933277-637788.

g-562 911-cn-hangzhou%2Foss-log-store_oss_access_center_en%2Frepor 6751
1-1581033277-637788..

dashboard%2F2020%2F05%2F20%2F16%2F47.csv 6249
dashboard%2F2020%2F05%2F20%2F16%2F47 csv 8749
245-da%18c3e2dd9dcOcb4d9283b%2F555e2441bbadc 7f094099abdbadeT a5 .model 1195
245-da%18c3e2dd9dcOcb4d9283b%2F555e2441b6adc Ti094099a6dbabeTa5 . model 5775
245-daf18c3e2dd0dcOcb4d0283b3%2F55522441b6a4c 7004009a6dbaleTa5 . model 5856

last_value function

Returns the value of the specified field in the last row of each partition.

Specifies a subset of each partition. Example:

Specifies how the rows in each partition are ordered based on the value of the

range between unbounded

first_value

1157

1157

6943

6949

1195

1195

1195
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last value() over (
[partition by partition expression]

[order by order expression]

[frame]
)
Parameter Description
The field name. The field can be of any data type.
partition by Specifies how the rows are partitioned based on the value of the
partition_expression partition_expression parameter.

. Specifies how the rows in each partition are ordered based on the value of the
order by order_expression )
order_expression parameter.

p Specifies a subset of each partition. Example: range between unbounded
rame
preceding and unbounded following

The data type is the same as the data type of the parameter.
Return the maximum size of each object in the specified 0SS bucket.

e Query statement

bucket :bucket90
select
object,
object size,
last _value (object size) over (
partition by object
order by
object_size
range between unbounded preceding and unbounded following
) as last value

from oss-log-store

e Query result

object object size last_value
245-da%18c.medel 2383 6936
245-da918c.model 2975 6936
245-da%18c.model 3375 6936
245-da%18c.model 4999 6936
245-da%918c.model 5199 6936
245-da%18c.model 6125 6936
245-da%18c.model 6936 6936

dashboard%2F2020%2F05%2F20%62F16%2F47.csv 2435 2603
dashboard%2F2020%2F05%2F20%62F16352F47.csv 2603 2603
lag function

Returns the value of the specified field in the row that is at the specified offset before the current row in each
partition. The offset is specified by the offset parameter.
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lag(,offset,defaut value) over (
[partition by partition expression]

[order by order expression]

[frame]
)
Parameter Description
The field name. The field can be of any data type.
The offset before the current row in a partition. If the value of the offset
offset

parameter is 0, the value of the specified field in the current row is returned.

If no row exists at the specified offset before the current row, the value of the

defaut_value )
defaut_value parameter is returned.

. " . Specifies how the rows are partitioned based on the value of the

partition by partition_expression o )
partition_expression parameter.

. Specifies how the rows in each partition are ordered based on the value of the

order by order_expression .
order_expression parameter.

p Specifies a subset of each partition. Example: range between unbounded
rame
preceding and unbounded following

The data type is the same as the data type of the parameter.

Count the daily unique visitors (UVs) to your website and calculates the percentage of the increase in UVs over the
previous day.
e Query statement
x|
sellect
day,
uv,
Uv * 1.0 /(lag(UVv, 1, 0) over()) as diff percentage
from (
select
approx_distinct (client ip) as UV,
date_trunc('day', _ time ) as day
from log
group by
day
order by

day asc

e Query result
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day uv diff_percentage
2021-08-02 00:00:00.000 184332 Infinity
2021-08-03 00:00:00.000 386788 2.098322591845149
2021-08-04 00:00:00.000 377834 0.9768503676432567
2021-08-05 00:00:00.000 366409 0.9697618530889226
2021-08-06 00:00:00.000 390285 1.0651621548597333
2021-08-07 00:00:00.000 373103 0.8559757613026378
2021-08-08 00:00:00.000 386960 1.037139878264179
2021-08-09 00:00:00.000 226578 0.5855333884639239

lead function

Returns the value of the specified field i

nthe row that is at the specified offset after the current row in each

partition. The offset is specified by the offset parameter.

lead(,offset,defaut value) over (
[partition by partition express
[order by order expression]

[frame]

Parameter

offset

defaut_value

partition by partition_expression

order by order_expression

frame

ion]

Description
The field name. The field can be of any data type.

The offset after the current row in a partition. If the value of the offset
parameter is 0, the value of the specified field in the current row is returned.

If no row exists at the specified offset after the current row, the value of the
defaut_value parameter is returned.

Specifies how the rows are partitioned based on the value of the
partition_expression parameter.

Specifies how the rows in each partition are ordered based on the value of the
order_expression parameter.

Specifies a subset of each partition. Example: range between unbounded

preceding and unbounded following

The data type is the same as the data type of the parameter.

Count the hourly unique visitors (UVs) to
between UVs of two consecutive hours.

e Query statement

your website on 2021-08-26 and calculates the difference in percentage
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*
select
time,

uv,

UV * 1.0 /(lead(UV, 1, 0) over()) as diff percentage

from (

select

approx_distinct(client ip) as uv,

date trunc('hour', _ time ) as time

from log

group by
time

order by

time asc

e Query result

time

2021-08-26 00:00:00.000
2021-08-26 01:00:00.000
2021-08-26 02:00:00.000
2021-08-26 03:00:00.000
2021-08-26 04:00:00.000
2021-08-26 05:00:00.000
2021-08-26 06:00:00.000

2021-08-26 07:00:00.000

nth_value function

34300

25469

9624

121

10308

diff_percentage
0.11647336347552585
0.37027331950358485
0.8010787172011662
1.3467352467705838
2.646404821280133
7.947151114781173
0.11748156771439658

0.37978041411834059

Returns the value of the specified field in the row that is at the specified offset fromthe beginning of each
partition. The offset is specified by the offset parameter.

nth value (,offset) over (

[partition by partition expression]

[order by order expression]

[frame]

Parameter

offset

partition by partition_expression

order by order_expression

Description

The field name. The field can be of any data type.

The offset from the beginning of a partition.

Specifies how the rows are partitioned based on the value of the

partition_expression parameter.

Specifies how the rows in each partition are ordered based on the value of the

order_expression parameter.
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Parameter Description

Specifies a subset of each partition. Example: range between unbounded

frame ) )
preceding and unbounded following

The data type is the same as the data type of the parameter.
Return the employees whose salary is the second highest in each department.
e Query statement
*
select
department,
staff name,
salary,
nth value (staff name, 2) over(
partition by department
order by
sallary desc

range between unbounded preceding and unbounded following

) as second highest sallary from log

e Query result
department staff_name salary second_highest salary
dev Rob 9000 Blan
dev Blan 8500 Blan
dev Sansa 8000 Blan
dev Snow 7000 Blan
Marketing Achilles 8500 San
Marketing San 2000 San

Marketing Blan 7000

8.1.15. IP functions

This topic describes the syntax of IP functions and provides examples on how to use the functions.

The following table describes the IP functions that are supported by Log Service.

@) Notice

Type Function Syntax Description

Identifies the city to which an IP
address belongs.

ip_t it
Ip_to_city() The returned result is the Chinese

name of a city.

Identifies the city to which an IP

) ) ) address belongs.
ip_to_city function

ip_to_city(,'en") The returned result is the
administrative region code of a
city.
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Type

IP functions

Function

ip_to_city_geo
function

ip_to_country
function

ip_to_country_code
function

ip_to_domain
function

ip_to_geo function

ip_to_provider
function

ip_to_province
function

ip_prefix function

is_prefix_subnet_of
function

Syntax

ip_to_city _geo()

ip_to_country()

ip_to_country(,'en")

ip_to_country_code()

ip_to_domain()

ip_to_geo()

ip_to_provider()

ip_to_province()

ip_to_province(,'en")

ip_prefix(,prefix_bits)

is_prefix_subnet_of(,)

Description

Identifies the longitude and
latitude of the city to which an IP
address belongs. This function
returns the longitude and
latitude of a city. Each city has
only one set of coordinates.

Identifies the country or the
region to which an IP address
belongs.

The returned result is the Chinese
name of a country or a region.

Identifies the country or the
region to which an IP address
belongs.

The returned result is the code
of a country or a region.

Identifies the country or the
region to which an IP address
belongs.

The returned result is the code
of a country or a region.

Checks whether an IP address is
an internal IP address or an
external IP address.

Identifies the longitude and
latitude of the location where an
IP address belongs.

Identifies the Internet service
provider (ISP) of an IP address.

Identifies the state to which an IP
address belongs.

The returned result is the Chinese
name of a state.

Identifies the state to which an IP
address belongs.

The returned result is the
administrative region code of a
state.

Obtains the prefix of an IP
address.

Checks whether a CIDR block is a
subnet of a specified CIDR block.
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Type Function Syntax Description
CIDR block functions is_subnet_of . Checks whether an IP address is
- - bnet_of(, ) o

function Is_subnet_of(,) in a specified CIDR block.
ip_subnet_max ip_subnet_max() Obtains the largest IP address in
function P - a CIDR block.
ip_subnet_min ip_subnet_min() Obtains the smallest IP address
function P - in a CIDR block.
i bnet
P_sUbNEL_range ip_subnet_range() Obtains a CIDR block.

function

ip_to_city function
The ip_to_city function is used to identify the city to which an IP address belongs.
e The returned result is the Chinese name of a city.
ip to city()
e The returned result is the administrative region code of a city.

ip_to city(,'en')

Parameter Description

The value is an IP address.

The varchar type.

Calculate the average processing time of requests, maximum processing time of requests, and IDs of requests that
require the maximum processing time by city.

e Query statement

*

SELECT
AVG (request time) AS avg request time,
MAX (request time) AS max request time,
MAX BY (requestId, request time) AS requestId,
ip to_city(client ip) AS city

GROUP BY
city

e Query and analysis result

avg_request_time max_request_time requestld city

44.84665110432753 80.0 i-02

46.47286821705426 80.0 i-01 i ‘
43.87214611872146 80.0 i-01 i

ip_to_city_geo function

The ip_to_city_geo function is used to identify the longitude and latitude of the city to which an IP address
belongs. This function returns the longitude and latitude of a city. Each city has only one set of coordinates.

ip to_city geo()
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Parameter Description

The value is an IP address.

The varchar type. Format: 1latitude,longitude

Query the longitude and latitude of an IP address and view the distribution of clients.
e Query statement
=
SELECT
count (*) AS PV,
ip to_city geo(client ip) AS geo
GROUP BY
geo
ORDER BY
PV DESC

e Query and analysis result

PV geo
9113 399288 116 389 -
5784 31.2222 121.458060

ip_to_country function
The ip_to_country function is used to identify the country or the region to which an IP address belongs.
e The returned result is the Chinese name of a country or a region.

ip_to country()

e The returned result is the code of a country or a region.

ip to_country(, 'en')

Parameter Description

The value is an IP address.

The varchar type.

Calculate the average processing time of requests, maximum processing time of requests, and IDs of requests that
require the maximum processing time by country or region.

e Query statement

*

SELECT
AVG (request time) AS avg request time,
MAX (request time) AS max request time,
MAX BY (requestId, request time) AS requestId,
ip to _country(client ip) AS country

GROUP BY

country

e Query and analysis result
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avg_request_time max_request_time requestld country

45.26589740373761 80.0 i-02

47.07692307692308 80.0 i-01 |
39.392857142857149 77.0 i-01

ip_to_country_code function

The ip_to_country_code function is used to identify the country or the region to which an IP address belongs. The
returned result is the code of a country or a region.

ip _to country code ()

Parameter Description

The value is an IP address.

The varchar type.

Calculate the average processing time of requests, maximum processing time of requests, and IDs of requests that
require the maximum processing time by country or region.

e Query statement
x|
SELECT
AVG (request time) AS avg request time,
MAX (request time) AS max request time,
MAX BY (requestId, request time) AS requestId,
ip to country code(client ip) AS country

GROUP BY

country

e Query and analysis result

avg_request_time max_request_time requestld country
45.01220462217606 80.0 i-01 MO
46.285714285714288 770 i-02 GB

ip_to_domain function

The ip_to_domain function is used to check whether an IP address is an internal IP address or an external IP
address.

ip to domain ()

Parameter Description

The value is an IP address.

The varchar type. Valid values: intranet and internet.

e intranet: aninternal IP address.

e internet: an external IP address.
Calculate the total number of requests that are not fromthe internal network.

e Query statement

> Document Version: 20220510 227



Index and query- Analysis grammar Log Service

* | SELECT count(*) AS PV where ip to domain(client ip)!='intranet'
e Query and analysis result

PV

941786

ip_to_geo function
The ip_to_geo function is used to identify the longitude and latitude of an IP address. For information about

geohash functions, see Geo functions.

ip to geo()

Parameter Description

The value is an IP address.

The varchartype. Format: 1atitude,longitude

Query the longitude and latitude of an IP address and view the distribution of clients.

e Query statement

x|
SELECT
count (*) AS PV,
ip to geo(client ip) AS geo
GROUP BY
geo
ORDER BY
PV DESC

e Query and analysis result

PV geo
Fs

5122 391423 117173

4960 29 5569,106 553

ip_to_provider function

The ip_to_provider function is used to identify the ISP of an IP address.

ip to provider ()

Parameter Description

The value is an IP address.

The varchar type.
Calculate the average processing time of requests from different ISPs.

e Query statement
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*
SELECT
avg (request time) AS avg request time,
ip to provider (client ip) AS provider
GROUP BY
provider
ORDER BY

avg_request time

e Query and analysis result

avg_request_time provider
18.0 1

250 (

26.0 Do

ip_to_province function
The ip_to_province is used to identify the state to which an IP address belongs.
e The returned result is the Chinese name of a state.
ip to_ province ()
e The returned result is the administrative region code of astate.

ip to_province(, 'en')

Parameter Description

The value is an IP address.

The varchar type.
Query the top 10 states from which the most requests are sent.
e Query statement
* | SELECT count(*) as PV, ip to province(client ip) AS province GROUP BY province ORDER BY PV des

c LIMIT 10

If you want to exclude the requests that are sent fromthe internal network when you query the top 10 states,
execute the following query statement:

* | SELECT count (*) AS PV, ip to province(client ip) AS province WHERE ip to domain(client ip)
'intranet' GROUP BY province ORDER BY PV DESC LIMIT 10

e Query and analysis result
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ShanDong
PV : 8815

ip_prefix function

The ip_prefix function is used to obtain the prefix of an IP address. The returned result is an IP address in the

subnet mask format, for example, 192.168.1.0/24.

ip prefix(,prefix bits)

Parameter Description

The value is an IP address.

prefix_bits The number of prefix digits.

The varchar type.

Obtain the prefix of the IP address in the value of the client_ip field.

o Query statement

* | SELECT ip prefix(client ip,24) AS client ip

e Query and analysis result

client_ip

22 0124
2( 1.0/24
22 2.0/24

is_prefix_subnet_of function

The is_prefix_subnet_of function is used to check whether a CIDR block is a subnet of a specified CIDR block.

is prefix subnet of(,)

Parameter Description

The value is a CIDR block. This function checks whether the y CIDR block is a

subnet of the x CIDR block.

The value is a CIDR block.
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The Boolean type.
Check whether the value of the client_ip field is a subnet of 192.168.0.1/24.

e Query statement

* | SELECT is prefix subnet of('192.168.0.1/24',concat (client ip,'/24'"))

e Query and analysis result
_col0
false

false

is_subnet_of function

The is_subnet_of function is used to check whether an IP address is in a specified CIDR block.

is_subnet of (,)

Parameter Description
The value is a CIDR block.

The value is an IP address.

The Boolean type.
Check whether the value of the client_ip field is in 192.168.0.1/24.
e Query statement

* | SELECT is_subnet of ('192.168.0.1/24',client ip)

e Query and analysis result
_col0
false

false

ip_subnet_min function

The ip_subnet_min function is used to obtain the smallest IP address in a CIDR block.

ip subnet min ()

Parameter Description

The value is a CIDR block.

The varchar type.

Obtain the smallest IP address in the CIDR block to which the value of the client_ip field belongs.

e Query statement
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* | SELECT ip subnet min (concat(client ip,'/24'))
e Query and analysis result

_col0

2 1.0

ip_subnet_max function

The ip_subnet_min function is used to obtain the largest IP address in a CIDR block.

ip subnet max()

vac
Parameter Description
The value is a CIDR block.

The varchar type.
Obtain the largest IP address in the CIDR block to which the value of the client_ip field belongs.

e Query statement

* | SELECT ip subnet max (concat (client ip,'/24'))

e Query and analysis result
_col0
2] 55

ip_subnet_range function

The ip_subnet_range function is used to obtain a CIDR block.

ip subnet range ()

Parameter Description
The value is a CIDR block.

The JSON type.
Obtain the CIDR block to which the value of the client_ip field belongs.

e Query statement

* | SELECT ip subnet range (concat (client ip,'/24'"))

e Query and analysis result

_col0

['22 02237 255"]
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8.1.16. URL functions

This topic describes the syntax of URL functions. T his topic also provides examples on how to use the functions.

2 Notice
e Theformat of aURLiS [protocol:][//host[:port]] [path] [?query] [#fragment]

e [f youwant to use strings in analytic statements, you must enclose strings in single quotation marks ('"').
Strings that are not enclosed or enclosed in double quotation marks ("") indicate field names or column

names. For example, 'status' indicates the status string, and status or "status" indicates the status log

field.

Function

url_encode function

url_decode function

url_extract_fragment
function

url_extract_host function

url_extract_parameter
function

url_extract_path function

url_extract_port function

Syntax

url_encode()

url_decode()

url_extract_fragment()

url_extract_host()

url_extract_parameter(,parameter name)

url_extract_path()

url_extract_port()

Description
Encodes a URL.

Decodes a URL.

Extracts the fragment from a URL.

Extracts the host from a URL.

Extracts the value of a specified
parameter in the query string from a URL.

Extracts the path from a URL.

Extracts the port number from a URL.

url_extract_protocol

) Extracts the protocol from a URL.
function

url_extract_protocol()

url_extract_query function url_extract_query() Extracts the query string from a URL.

url_encode function

The url_encode function is used to encode a URL.

url encode ()

Parameter Description

The value of this parameter is a specific URL.

The varchar type.
Encode the value of the url field.

e Sample field

url:https://homenew.console.aliyun.com/home/dashboard/ProductAndService

e Query statement

* | select url encode(url)

e Query and analysis result
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_col0

https3%3A%2F3t2Fhomenew.console.aliyun.com®%2Fhome2Fdashboard %2 FProductAndService

url_decode function

The url_decode function is used to decode a URL.

url decode ()

Parameter Description

The value of this parameter is an encoded URL.

The varchar type.
Decode the value of the url field.
e Sample field

url:http$3A%2F%2Fwww.aliyun.com$3A80%2Fproduct%2Fsls

e Query statement

* | SELECT url decode (url) AS decode
e Query and analysis result

decode

http:/fiwww aliyun.com:80/product/sls
url_extract_fragment function
The url_extract_fragment function is used to extract the fragment froma URL.

url extract fragment ()

Parameter Description

The value of this parameter is a specific URL.

The varchar type.
Extract the fragment from the value of the url field.

e Sample field

url:https://sls.console.aliyun.com/#/project/dashboard-demo/categoryList

e Query statement

* | SELECT url extract fragment (url)
e Query and analysis result

_col0

/project/dashboard-demo/categorylist
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url_extract_host function

The url_extract_host function is used to extract the host froma URL.

url extract host ()

Parameter Description

The value of this parameter is a specific URL.

The varchar type.

Extract the host fromthe value of the url field.
e Sample field

url:https://homenew.console.aliyun.com/home/dashboard/ProductAndService
e Query statement

* | SELECT url extract host(url) AS host
e Query and analysis result

host

homenew.console aliyun.com

url_extract_parameter function

The url_extract_parameter function is used to extract the value of a specified parameter in the query string from
a URL.

url extract parameter (,parameter name)

Parameter Description

The value of this parameter is a specific URL.

parameter name The name of the parameter in the query string of the URL.

The varchar type.

Extract the value of the accounttraceid parameter fromthe value of the url field.

e Sample field

url:https://sls.console.aliyun.com/lognext/project/dashboard-all/logsearch/nginx-demo?accounttrace

1d=d6241a173£88471c91d3405cda010ff5ghdw

e Query statement

* | SELECT url extract parameter (url, 'accounttraceid') AS accounttraceid
e Query and analysis result

accounttraceid

d6241a173188471c91d3405cda0101f5ghdw

> Document Version: 20220510 235



Index and query- Analysis grammar Log Service

url_extract_path function

The url_extract_path function is used to extract the path froma URL.

url extract path ()

Parameter Description

The value of this parameter is a specific URL.

The varchar type.
Extract the path fromthe value of the url field.

e Sample field

url:https://sls.console.aliyun.com/lognext/project/dashboard-all/logsearch/nginx-demo?accounttrace

1d=d6241a173£88471c91d3405cda010£f£5ghdw

e Query statement

* | SELECT url extract path(url) AS path
e Query and analysis result

path

Nlognext/project/dashboard-all/logsearch/nginx-demo

url_extract_port function

The url_extract_port function is used to extract the port number froma URL.

url extract port ()

Parameter Description

The value of this parameter is a specific URL.

The varchar type.

Extract the port number fromthe value of the url field.
e Sample field

url:http://localhost:8080/lognext/profile

® Query statement

* | SELECT url_extract port (url) AS port
e Query and analysis result
port

8080

url_extract_protocol function
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The url_extract_protocol function is used to extract the protocol from a URL.

url extract port ()

Parameter Description

The value of this parameter is a specific URL.

The varchar type.
Extract the protocol fromthe value of the url field.
e Sample field

url:https://homenew.console.aliyun.com/home/dashboard/ProductAndService

e Query statement

* | SELECT url extract protocol (url) AS protocol
e Query and analysis result
protocol

https

url_extract_query function

The url_extract_query function is used to extract the query string froma URL.

url extract query ()

Parameter Description

The value of this parameter is a specific URL.

The varchar type.
Extract the query string fromthe value of the url field.
e Sample field

url:https://sls.console.aliyun.com/lognext/project/dashboard-all/logsearch/nginx-demo?accounttrace
1d=d6241a173£88471c91d3405cda010£f££5ghdw

® Query statement

* | SELECT url extract query(url)
e Query and analysis result

_col0

accounttraceid=d6241a173f88471c91d3405cdal10ff 3ghdw

8.1.17. Approximate functions

This topic describes the syntax of approximate functions. This topic also provides examples on how to use the
functions.
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The following table describes the approximate functions that are supported by Log Service.

2 Notice

Function

approx_distinct function

approx_percentile function

numeric_histogram

Syntax

approx_distinct()

approx_distinct(, e)

approx_percentile(, percentage)

approx_percentile(, array[percentage0],

percentage0?2...])

approx_percentile(, weight, percentage)

approx_percentile(, weight,
array[percentage0], percentage0Z2...])

approx_percentile(, weight, percentage,
accuracy)

numeric_histogram(bucket, )

numeric_histogram(bucket, , weight)

Description

Estimates the number of unique values in .
The default standard error is 2.3%.

Estimates the number of unique values in.
You can specify a custom standard error.

Lists the values of in ascending order and
returns the value that is approximately at
the percentage position.

Lists the values of in ascending order and
returns the values that are approximately
at the percentage01 and percentage02
positions.

Calculates the product of each value and
the weight of the value, sorts all values in
ascending order of the calculated
products, and then returns the value that
is approximately at the percentage
position.

Calculates the product of each value and
the weight of the value, sorts all values in
ascending order of the calculated
products, and then returns the values that
are approximately at the percentage01
and percentage02 positions.

Calculates the product of each value and
the weight of the value, sorts all values in
ascending order of the calculated
products, and then returns the value that
is approximately at the percentage
position. You can specify the accuracy of
the return value.

Computes the approximate histogram of
based on the number of histogram
columns. The number is specified in the
bucket parameter. The return value is of
the JSON type.

Computes the approximate histogram of
based on the number of histogram
columns. The number is specified in the
bucket parameter. The return value is of

function the JSON type. You can specify weights
for the values of .
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Function Syntax Description

Computes the approximate histogram of
based on the number of histogram
numeric_histogram_u(bucket, ) columns. The number is specified in the
bucket parameter. A table that contains
multiple rows and columns is returned.

numeric_histogram_u
function

approx_distinct function
The approx_distinct function is used to estimate the number of unique values in .

e An approx_distinct function of the following syntax is used to estimate the number of unique values in . The
default standard erroris 2.3%.

approx distinct ()

e An approx_distinct function of the following syntax is used to estimate the number of unique valuesin.You
can specify a custom standard error.

approx distinct(, e)

Parameter Description
The value of this parameter is of an arbitrary data type.

e The custom standard error. Valid values: 0.0115 to 0.26.

The bigint type.

e Example 1: Use the count function to calculate the number of page views (PVs). Then, use the approx_distinct
function to estimate the unique values of the client_ip field as the number of unique visitors (UVs). The
standard error is 2.3%.

o Query statement

* |SELECT count (*) AS PV, approx distinct (client ip) AS UV

o Query and analysis result
PV uv

941787 723040

o Example 2: Use the count function to calculate the number of PVs. Then, use the approx_distinct functionto
estimate the unique values of the client_ip field as the number of UVs. The standard erroris 10%.

o Query statement
* |SELECT count (*) AS PV, approx distinct(client ip,0.1) AS UV
o Query and analysis result

PV uv

8095 7946

approx_percentile function

The approx_percentile function is used to list the values of in ascending order and return the value that is
approximately at the percentage position.
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e An approx_percentile function of the following syntax is used to list the values of in ascending order and return
the value that is approximately at the percentage position. The return value is of the double type.

approx_percentile(, percentage)

e An approx_percentile function of the following syntax is used to list the values of in ascending order and return
the values that are approximately at the percentage01 and percentage02 positions. The return value is of the
array(double,double) type.

approx percentile(, arrayl[percentage0l, percentage02...])

e An approx_percentile function of the following syntax is used to calculate the product of each value and the
weight of the value, sort all values in ascending order of the calculated products, and then return the value
that is approximately at the percentage position. The return value is of the double type.

approx_percentile(, weight, percentage)

e An approx_percentile function of the following syntax is used to calculate the product of each value and the
weight of the value, sort all values in ascending order of the calculated products, and then return the values
that are approximately at the percentage01 and percentage 02 positions. The return value is of the
array(double,double) type.

approx percentile(, weight, array[percentage(Ol, percentage02...])

e An approx_percentile function of the following syntax is used to calculate the product of each value and the
weight of the value, sort all values in ascending order of the calculated products, and then return the value
that is approximately at the percentage position. The return value is of the double type. You can specify the
accuracy of the return value.

approx percentile(, weight, percentage, accuracy)

Parameter Description

The value of this parameter is of the double type.
percentage The percentage value. Value range: [0, 1].
accuracy The accuracy. Value range: (0, 1).

The weight. A weight must be an integer that is greater than 1.

After you specify weights, the system calculates the product of each value
and the weight of the value and sorts all values in ascending order of the
calculated products.

weight

The double or array(double,double) type.

e Example 1: Sort the values of the request_time column in ascending order, and then return the value that is
approximately at the 50% position in the request_time field.

o Query statement

*| SELECT approx percentile (request time,0.5)
o Query and analysis result

_col0

45.0

e Example 2: Sort the values of the request_time column in ascending order, and then return the values that are
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approximately at the 10%, 20%, and 70% positions in the request_time field.

o Query statement

*| SELECT approx percentile (request time,array([0.1,0.2,0.7]
o Query and analysis result

_col0

[17.0,24.0,59.0]

e Example 3: Calculate the product of each request_time value and the weight of the value, sort all request_time
values in ascending order of the calculated products, and then return the value that is approximately at the
50% position in the request_time field. If the value of request_time is less than 20, the weight is 100. Otherwise,

the weight is 10.
o Query statement

*
SELECT
approx percentile (
request time, case
when request_time < 20 then 100

else 10
end,
0.5
)

o Query and analysis result

_col0
18.0

e Example 4: Calculate the product of each request_time value and the weight of the value, sort all request_time
values in ascending order of the calculated products, and then return the values that are approximately at the
80% and 90% positions in the request_time field. If the value of request_time is less than 20, the weight is 100.

Otherwise, the weight is 10.
o Query statement

*
SELECT
approx_percentile (
request time,case
when request time < 20 then 100

else 10

end,
array [0.8,0.9]

)
o Query and analysis result
_colD
[48.0,64.0]

e Example 5: Calculate the product of each request_time value and the weight of the value, sort all request_time
values in ascending order of the calculated products, and then return the value that is approximately at the
50% position in the request_time field. The accuracy is 0.2. If the value of request_time is less than 20, the

> Document Version: 20220510 241



Index and query- Analysis grammar Log Service

weight is 100. Otherwise, the weight is 10.
o Query statement
*
SELECT
approx_percentile (
request time,case
when request time < 20 then 100
else 10
end,
0.5,
0.2
)

o Query and analysis result

_col0

18.0

numeric_histogram function

The numeric_histogram function is used to compute the approximate histogram of based on the number of
histogram columns. The number is specified in the bucket parameter. The return value is of the JSON type.

e A numeric_histogram function of the following syntax is used to compute the approximate histogram of based
on the number of histogram columns. The number is specified in the bucket parameter.

numeric_histogram(bucket, )

e A numeric_histogram function of the following syntax is used to compute the approximate histogram of based
on the number of histogram columns. The number is specified in the bucket parameter. You can specify weights
forthe values of .

numeric histogram(bucket, , weight)

Parameter Description

The number of columns in the histogram. The value of this parameter is of the

bucket .
bigint type.

The value of this parameter is of the double type.

The weight. A weight must be an integer that is greater than 0.

After you specify weights, the system calculates the product of each value
and the weight of the value and groups the values based on the calculated
products.

weight

The JSON type.
e Example 1: Compute the approximate histogram of the request duration for the POST method.

o Query statement

request method:POST | SELECT numeric_histogram (10, request time)
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o Query and analysis result

_col0

{"33.07812500000001":64.0,"40.01219512195122":82.0,"25.476744186046513":86.0,"76.68965517241381":58.0,"55.4
07407407407405":81.0,"02.273972602739725":73.0,"48.1044776119403":67.0,"12.150943396226415":53.0,"18.1194

02985074625":67.0,"70.19354838709675"62.0} Hide

e Example 2: Calculate the product of each request_time value and the weight of the value, group the values
based on the calculated products, and then compute the approximate histogram of the request duration for

the POST method.
o Query statement
request method:POST| SELECT numeric_histogram(10, request time,case when request time<20 then 10

0 else 10 end)

o Query and analysis result

_col0

{"41.1521456436931":7690.0,"24.976510067 114095":5960.0,"77.65237020316027":4430.0,"72.1397637795276":5080.0,"11.8835443037974
68":39500.0,"16.964521452145213":48480.0,"65.56097 56097 5608"6150.0,"32.56805555555557":7200.0,"57.873511904761905":6720.0,"4

0.89830508474578"7080.0} Hide

numeric_histogram_u function

The numeric_histogram_u function is used to compute the approximate histogram of based on the number of
histogram columns. The number is specified in the bucket parameter. A table that contains multiple rows and

columns is returned.

numeric_histogram u(bucket, )

Parameter Description

The number of columns in the histogram. The value of this parameter is of the

bucket .
bigint type.

The value of this parameter is of the double type.

The double type.
Compute the approximate histogram of the request duration for the POST method.

o Query statement

request method:POST | select numeric histogram u (10, request time)

e Query and analysis result
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bucket_avg count

14.204509199191757 18806.0 -
22.91593094528485 17783.0

31.346545071904595 17106.0

38.84105278635488 13602.0

45.27102729998429 12674.0

51.33304216628288 12593.0

57.56119293073056 13580.0

54.28756532321565 13969.0

70.78247284630263 134420 .

8.1.18. Binary functions

2E 100 = 1 "

This topic describes the syntax of binary functions. This topic also provides examples on how to use the

functions.

The following table describes the binary functions that are supported by Log Service.

) Notice

e If you want to use strings in analytic statements, you must enclose the strings in single quotation
marks ("). Strings that are not enclosed or enclosed in double quotation marks ("") indicate field names
or column names. For example, 'status' indicates the status string, and status or "status" indicates the

status log field.

e varbinary is a binary character type, and varchar is a variable-length character type.

Function Syntax

from_base64 function

from_base64url function from_base64url()

from_big_endian_64

function

from_hex function from_hex()
length function length()
md5 function md5()

from_base64()

from_big_endian_64()

Description

Converts a Base64-encoded string to a
binary number.

Converts a Base64-encoded string to a
binary number by using URL reserved

characters.

Converts a binary number in big endian
mode to a bigint value.

Converts a hexadecimal number to a
binary number.

Calculates the length of a binary number.

Computes the MD5 hash value for a binary
number.

244
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Function Syntax Description

Converts a binary number to a Base64-

to_base64 function to_base64() .
encoded string.
Converts a binary number to a Base64-
to_base6é4url function to_base6é4url() encoded string by using URL reserved
characters.
. Converts a binary number to a
to_hex function to_hex() y

hexadecimal number.

Converts a bigint value to a binary number

to_big_endian_64 function to_big_endian_64() in big endian mode

Computes the SHA-1 hash value for a

shal function shal() binary number.
sha256 function sha256() (l;?nr;lrzu;j;tk)h;SHA-256 hash value for a
sha512 function sha512() E?nn;rzurgjrs;]tbh;.SHA—Su hash value for a
xxhash64 function xxhash64() Computes the xxhashé4 hash value for a

binary number.

from_base64 function

The from_base64 function is used to convert a Base64-encoded string to a binary number.

from base64 ()

Parameter Description

The value of this parameter is of the binary type.
The varbinary type.

) Notice The retum value of the varbinary type contains invisible characters and is displayed in the
Base64-encoded format.

e [f the returned binary number is an invisible character, you can use the to_hex function to convert the
number to a hexadecimal number.

e If the returned binary number is a visible character, you can use the from_utf8 function to convert the
numberto a UTF-8 string.

Convert a Base64-encoded string to a binary number and then convert the binary number to a hexadecimal
number.

e Query statement

* | SELECT to_hex(from base64 ('c2xz'))

e Query and analysis result
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_col0
736CT3

from_base64url function

The from_base64url function is used to convert a Base64-encoded string to a binary number by using URL
reserved characters.

from base64url ()

Parameter Description

The value of this parameter is of the binary type.

The varbinary type.

) Notice The retum value of the varbinary type contains invisible characters and is displayed in the
Base64-encoded format.

e [f the returned binary number is an invisible character, you can use the to_hex function to convert the
number to a hexadecimal number.

e [f the returned binary number is a visible character, you can use the from_utf8 function to convert the
number to a UTF-8 string.

Convert a Base64-encoded string to a binary number by using URL reserved characters.
e Query statement

* | SELECT to_hex (from base64url ('c2xz'))

e Query and analysis result

_colD
736C73
from_big_endian_64 function

The from_big_endian_64 function is used to convert a binary number in big endian mode to a bigint value.

from big endian 64 ()

Parameter Description
The value of this parameter is of the binary type.
The bigint type.
Convert the binary number 10 in big endian mode to a bigint value.

e Query statement

* | SELECT from big endian 64 (to big endian 64 (10))

e Query and analysis result
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_col0

10

from_hex function

The from_hex function is used to convert a hexadecimal numberto a binary number.

from hex()
Parameter Description
The value of this parameter is of the varbinary type.
The varbinary type.

Convert the hexadecimal number D74D to a binary number.
e Query statement

* | SELECT from hex('D74D")
e Query and analysis result
_cold

100=

length function

The length function is used to calculate the length of a binary number.

length ()

Parameter Description

The value of this parameter is of the binary type.

The bigint type.
Calculate the length of the region field value.
e Query statement

* | SELECT length('00101000")

e Query and analysis result

_colD

md5 function

The md5 function is used to compute the MD5 hash value for a binary number.

md>5 ()
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Parameter Description
The value of this parameter is of the varbinary type.
The varbinary type.
Compute the MD5 hash value for the binary number 1101.

e Query statement

* | SELECT MD5 (from base64 ('1101')) AS md5
e Query and analysis result

md5

rG3l10anun9MN57opubMnPDw==

to_base64 function

The to_base64 function is used to convert a binary number to a Base64-encoded string.

to base64 ()
Parameter Description
The value of this parameter is of the binary type.
The varchar type.

Convert the binary number 10 to a Base64-encoded string.

® Query statement

* | SELECT to_base64 (from base64('10')) AS base64
e Query and analysis result
basegd

1w==

to_base64url function

The to_base64url function is used to convert a binary number to a Base64-encoded string by using URL reserved
characters.

to_base64url ()

Parameter Description
The value of this parameter is of the binary type.
The varchar type.

Convert the binary number 100 to a Base64-encoded string by using URL reserved characters.

e Query statement
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* | SELECT to base64url (from base64 ('100"))
e Query and analysis result
_colo

100=

to_hex function

The to_hex function is used to convert a binary number to a hexadecimal number.

to_hex()
Parameter Description
The value of this parameter is of the binary type.
The varchar type.

Convert the binary number 100 to a hexadecimal number.

e Query statement

* | SELECT to_hex (from base64('100'"))
e Query and analysis result
_colo

D74D

to_big_endian_64 function

The to_big_endian_64 function is used to convert a bigint value to a binary number in big endian mode.

to big endian 64 ()

Parameter Description
The value of this parameter is of the bigint type.
The varbinary type.

Convert the bigint value 0 to a binary number in big endian mode.

e Query statement

* | SELECT to_big endian 64 (0)
e Query and analysis result

_colo

AAAAAAMAMAAAE=

shal function

The shal function is used to compute the SHA-1 hash value for a binary number.
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shal ()
Parameter Description
The value of this parameter is of the binary type.
The varbinary type.

Compute the SHA-1 hash value for the binary number 1101.
e Query statement

* | SELECT shal (from base64('1101')) AS shal
e Query and analysis result
shal

L7Z+WHgwRUS/VHi9FUfS)eNCxgQ=

sha256 function

The sha256 function is used to compute the SHA-256 hash value for a binary number.

sha256 ()
Parameter Description
The value of this parameter is of the binary type.
The varbinary type.

Compute the SHA-256 hash value for the binary number 1101.
e Query statement

* | SELECT sha256 (from base64 ('1101")) AS sha256
e Query and analysis result

sha256

wpRzHIud6gD4aJWFx3rxLSuTfMhX75dxpnThvydaDjg=

sha512 function

The sha512 function is used to compute the SHA-512 hash value for a binary number.

sha512 ()
Parameter Description
The value of this parameter is of the binary type.
The varbinary type.

Compute the SHA-512 hash value for the binary number 1101.
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e Query statement

* | SELECT sha512 (from base64('1101')) AS sha5l12
e Query and analysis result
sha512

K+2++tdKnpVZIMk4AIYJANMyAMESXVhic/IN+rVjuSOUOYI7I9XBWATOVzZH +LFE201ASWFz0cx7Yb9t 1vhtc
Bw==

xxhash64 function

The xxhashé4 function is used to compute the xxhash64 hash value for a binary number.

xxhash64 ()
Parameter Description
The value of this parameter is of the binary type.
The varbinary type.

Compute the xxhashé4 hash value for the binary number 10.

e Query statement

* | SELECT xxhash64 (from base64('10'"))
e Query and analysis result
_colo

R20JL21g/iAk=

8.1.19. Bitwise functions

This topic describes the syntax of bitwise functions. This topic also provides examples on how to use the
functions.

) Notice
Function Syntax Description
. . . . Returns the number of bits 1 in in bina
bit_count function bit_count(,bits) ) v
representation.
_ Returns the result of the bitwise AND
bitwise_and function bitwise_and(,) . L .
operation on and in binary representation.
o ) N Returns the result of the bitwise NOT
bitwise_not function bitwise_not() ) o )
- operation on in binary representation.
o . N Returns the result of the bitwise OR
bitwise_or function bitwise_or(,)

operation on and in binary representation.

> Document Version: 20220510 251



Index and query- Analysis grammar Log Service

Function Syntax Description
o . _ Returns the result of the bitwise XOR
bitwise_xor function bitwise_xor(,) . L )
operation on and in binary representation.

bit_count function

The bit_count function returns the number of bits 1 in x in binary representation.

bit count (,bits)

Parameter Description
The value of this parameter is of the bigint type.

bits The value of this parameter is the number of bits, such as 64 bits.

The bigint type.
Convert the number 24 into a binary number and obtain the number of bits 1 in the binary number.

e Query statement

* | SELECT bit count (24, 64)
e Query and analysis results
_colo

2
bitwise_and function
The bitwise_and function returns the result of the bitwise AND operation on and in binary representation.

bitwise and(,)

Parameter Description

The value of this parameter is of the bigint type.
The value of this parameter is of the bigint type.

The bigint type.

Perform a bitwise AND operation on 3 and 5 in binary representation.
® Query statement

* | SELECT bitwise and (3, 5)
e Query and analysis results

_cold

1

bitwise_not function
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The bitwise_not function returns the result of the bitwise NOT operation on in binary representation.

bitwise not ()

Parameter Description

The value of this parameter is of the bigint type.

The bigint type.

Perform a bitwise NOT operation on 4 in binary representation.
e Query statement

* | SELECT bitwise not (4)
e Query and analysis results
_cold

-5

bitwise_or function

The bitwise_or function returns the result of the bitwise OR operation on and in binary representation.

bitwise or(,)

Parameter Description

The value of this parameter is of the bigint type.
The value of this parameter is of the bigint type.

The bigint type.

Perform a bitwise OR operation on 3 and 5 in binary representation.
e Query statement

* | SELECT bitwise or(3, 5)
e Query and analysis results
_col0

7

bitwise_xor function

The bitwise_xor function returns the result of the bitwise XOR operation on and in binary representation.

bitwise xor(,)

Parameter Description

The value of this parameter is of the bigint type.
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Parameter Description

The value of this parameter is of the bigint type.

The bigint type.
Perform a bitwise XOR operation on 3 and 5 in binary representation.

e Query statement

?1* | SELECT bitwise xor (3, 5)
e Query and analysis results

_cold

6

8.1.20. Geospatial functions

This topic describes the syntax of geospatial functions. T his topic also provides examples on how to use
geospatial functions.

Introduction

Geospatial functions that start with the ST_ prefix comply with the SQL/MM standard and the OpenGIS Abstract
Specification of the Open Geospatial Consortium (OGC). Geospatial functions use well-known text (WKT)
representations to describe geometries, such as points, line strings, and polygons. The following table describes
the geometries and the WKT representations that are used to describe the geometries.

Geometry WKT representation
Point POINT (0 0)
Line string LINESTRING (0 0,1 1,1 2)
Polygon POLYGON((0 0,4 0,4 4,04,00),(11,21,22,12,11))
Multipoint MULTIPOINT (0 0,1 2)
Multilinestring MULTILINESTRING((0 0,1 1,1 2), (2 3,3 2,5 4))
Multinolygon MULTIPOLYGON(((0 0,4 0,44,04,00),(11,21,22,12,1 1)),
polyg (-1 -1,-1-2,-2-2,-2 -1,-1 -1)))
Geometry collection GEOMETRYCOLLECTION(POINT (2 3), LINESTRING(2 3,3 4))
Functions
Type Function Syntax Description
ST_AsText Returns the WKT representation of a
LsTex ST AsText() P
function geometry.
ST_G tryF Returns a geometry from the
—oeome r.y " ST_GeometryFromText() u. ) g v )
mText function specified WKT representation.
ST_LineFromTex ) Returns a line string from the
. ST_LineFromText() . )
t function specified WKT representation.
Constructors
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Type Function Syntax Description
ST_Polygon Returns a polygon from the specified
L Vo ST_Polygon() polyg ) P
function WKT representation.
ST_Point ) Returns a point from the specified
. ST_Point(, ) p . p
function - WKT representation.
Returns the closure of the
ST_Boundary . .
) ST_Boundary() combinatorial boundary of a
function
geometry.
Returns a geometry that represents
ST_Buffer . all points whose distance from the
. ST_Buffer(, distance) p. ) .
function specified geometry is less than or
equal to the specified distance.
ST Difference . Return§ a geometwthat represents
- ST_Difference(, ) the point set difference of two
function . )
specified geometries.
Operators .
ST_Envelope Returns the bounding rectangular
. ST_Envelope()
function polygon of a geometry.
ST_ExteriorRin Returns a line string that represents
- 9 ST_ExteriorRing() L 9 P
function - the exterior ring of a geometry.
ST Intersection . Return§ a geo.metry th.at represents
- ST_Intersection(, ) the point set intersection of two
function . )
specified geometries.
Returns a geometry that represents
ST_SymbDifferenc . . 9 v S P
oL ST_SymbDifference(, ) the point set symmetric difference
e function . .
of two specified geometries.
Returns true if no points of the
second geometry lie in the exterior
ST_Contains . of the first geometry and at least
- ST_Contains(, ) ) K . ry' .
function - one point of the interior of the first
geometry lies in the interior of the
second geometry.
Returns true if two specified
ST_Crosses . . .
. ST_Crosses(, ) geometries have several interior
function ) )
points in common.
ST Disjoint o Returns t.rue if two specified .
- ST_Disjoint(, ) geometries do not share any portion
function ) )
of two-dimensional space.
Returns true if two specified
ST_Equals ) P
) ST_Equals(, ) geometries represent the same
function
geometry.
Returns true if two specified
ST_Intersects . .
furTction ST_Intersects(, ) geometries share a portion of two-
Spatial dimensional space.
relationship
tests

> Document Version: 20220510

255



Index and query- Analysis grammar

Log Service

Type Function

ST_Overlaps
function

ST_Relate
function

ST_Touches
function

ST_Within
function

ST_Area
function

ST_Centroid
function

ST_CoordDim
function

ST_Dimension
function

ST_Distance
function

ST_EndPoint
function

ST_IsClosed
function

ST_IsEmpty
function

ST_IsRing
function

Accessors
ST_Length

function

Syntax

ST_Overlaps(, )

ST_Relate(,, patternMatrix string)

ST_Touches(,)

ST_within(, )

ST_Area()

ST_Centroid()

ST_CoordDim()

ST_Dimension()

ST_Distance(, )

ST_EndPoint()

ST_lIsClosed()

ST_IsEmpty()

ST_IsRing()

ST_Length()

Description

Returns true if two specified
geometries share space and have the
same dimension but are not
completely contained by each other.

Returns true if two specified
geometries have a spatial
relationship.

Returns true if two specified
geometries have at least one point in
common but their interiors do not
intersect.

Returns true if the first geometry is
completely inside the second
geometry.

Calculates the projected area of a
geometry on a two-dimensional
plane by using the Euclidean distance
method.

Returns the point value that
represents the mathematical
centroid of a geometry.

Returns the coordinate dimension of
a geometry.

Returns the inherent dimension of a
geometry. The inherent dimension
must be less than or equal to the
coordinate dimension.

Returns the minimum distance
between two geometries.

Returns the last point of a line string.

Returns true if the start point of a
line string coincides with the end
point.

Returns true if a geometry is empty.

Returns true if a line string is closed
and simple.

Calculates the projected length of a
line string on a two-dimensional
plane by using the Euclidean distance
method. If multiple line strings exist,
the function returns the sum of the
lengths of the multiple line strings.
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Type Function Syntax Description
ST_NumPoints ) Returns the number of points in a
) ST_NumPoints()
function geometry.
ST_NuminteriorR - Returns the number of interior rings
- . ST_NuminteriorRing() . 9
ing function in a geometry.
ST_StartPoint Returns the first point of a line
- ST_StartPoint() , P
function - string.
Returns the X-coordinate of a
ST_X function ST_X() . .
- - specified point.
ST_XMax Returns the maximum first X-
L ST_XMax() .
function coordinate of a geometry.
ST_XMin ) Returns the minimum first X-
. ST_XMin() .
function coordinate of a geometry.
) Returns the Y-coordinate of a
ST_Y function ST_Y() . .
specified point.
ST_YMax Returns the maximum first Y-
- ST_YMax() .
function - coordinate of a geometry.
ST_YMin . Returns the minimum first Y-
- ST_YMin() .
function - coordinate of a geometry.
Returns a Bing tile based on the X-
bing_tile(, , zoom_level) coordinate, Y-coordinate, and zoom
bing_tile level.
function
X . Returns a Bing tile based on the
bing_tile(quadkey) 9
quadtree key.
bing_tile_at . . Returns a Bing tile based on the
g‘A - bing_tile_at(,,zoom_level) . g
function latitude, longitude, and zoom level.
Bing tiles bing_tile_coordi Returns the X- and Y-coordinates of

nates function

bing_tile_polygo
n function

bing_tile_quadk
ey function

bing_tile_zoom_
level function

ST_AsText function

The ST_AsText function returns the WKT representation of a geometry.

ST AsText ()

Parameter

bing_tile_coordinates()

bing_tile_polygon()

bing_tile_quadkey()

bing_tile_zoom_level()

Description

a Bing tile.

Returns the polygon format of a Bing
tile.

Returns the quadtree key of a Bing
tile.

Returns the zoom level of a Bing tile.
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Parameter Description

The value of this parameter is of the geometry type.

The varchar type.
Obtain the WKT representation of a point.
e Query statement

* | SELECT ST_AsText (ST Point (1,1))

e Query and analysis results

_cold

POINT (1 1)

ST_GeometryFromText function

The ST_GeometryFromText function returns a geometry from the WKT representation that you specify.

ST GeometryFromText ()

Parameter Description

The value of this parameter is of the varchar type.

The geometry type.
Construct multiple polygons.
e Query statement

* | SELECT ST GeometryFromText ('multipolygon(((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,

60 40,50 40)))")
e Query and analysis results

_colD

POLYGON ((10 10, 20 15, 20 20, 10 20, 10 10}, {50 40, 50 50, 60 50, 60 40, 50 40))
ST _LineFromText function

The ST_LineFromText function returns a line string fromthe WKT representation that you specify.

ST LineFromText ()

Parameter Description

The value of this parameter is of the varchar type.

The linestring type.
Construct a line string.

e Query statement
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* | SELECT ST LineFromText ('linestring(10 10,20 20)"')

e Query and analysis results

_cold

LINESTRING (10 10, 20 20)

ST_Polygon function

The ST_Polygon function returns a polygon fromthe WKT representation that you specify.

ST Polygon ()
Parameter Description
The value of this parameter is of the varchar type.
The polygon type.

Construct a polygon.

e Query statement

* | SELECT ST Polygon ('polygon( (10 10,10 20,20 20,20 15,10 10))")

e Query and analysis results

_colD

POLYGON ({10 10, 20 15, 20 20, 10 20, 10 10)

ST_Point function

The ST_Point function returns a point fromthe WKT representation that you specify.

ST Point(,)

Parameter Description
The value of this parameter is of the geometry type.
The value of this parameter is of the geometry type.
The point type.
Construct a point.

e Query statement

* | SELECT ST_Point (0, 0)
e Query and analysis results

_colD

POINT (0 0)

ST _Boundary function

The ST_Boundary function returns the closure of the combinatorial boundary of a geometry.
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e The closure of the combinatorial boundary of a point is empty. If the geometry that you specify is a point, the
function returns POINT EMPTY.

e The closure of the combinatorial boundary of a line string is composed of the end points of the line string.

e The closure of the combinatorial boundary of a polygon is composed of line strings, including the exterior and
interior rings of the polygon.

ST Boundary ()

Parameter Description

The value of this parameter is of the geography type.

The geography type.

Use the ST_Polygon function to return a polygon. Then, use the ST_Boundary function to return the closure of
the combinatorial boundary of the polygon.

e Query statement

* | SELECT ST Boundary (ST Polygon ('polygon((10 10,10 20,20 20,20 15,10 10))"'))
e Query and analysis results

_col0

LINESTRING (10 10, 20 15, 20 20, 10 20, 10 10)

ST_Buffer function

The ST_Buffer function returns a geometry that represents all points whose distance fromthe specified
geometry is less than or equal to the specified distance.

ST Buffer (,distance)

Parameter Description
The value of this parameter is of the geometry type.

distance The distance.

The geometry type.

Use the ST_Point function to return a point. Then, use the ST_Buffer function to return a polygon that represents
all points whose distance fromthe point is less than or equal to the specified distance.

e Query statement

* | SELECT ST Buffer (STiPoint (i, , 1y
e Query and analysis results

_col0

POLYGON ((2 1, 1.9978589232386028 1.065403129230143, 1.9914448613738096 1.1205261922200514, 1.980785... Show

ST_Difference function

The ST_Difference function returns a geometry that represents the point set difference of two specified
geometries.
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ST Difference(,)

Parameter Description

The value of this parameter is of the geometry type.

The value of this parameter is of the geometry type.

The geometry type.

Use the ST_GeometryFromText function to return two geometries. Then, use the ST_Difference function to return
a geometry that represents the point set difference of the two geometries.

e Query statement
o
SELECT
ST Difference (
ST_GeometryFromText (

'multipolygon (((10 10,10 20,20 20,0 15,0 10), (50 40,50 50,60 50,60 40,50 40)))"
)I

ST GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 50)))"'
)
) AS "Difference"

e Query and analysis results

Difference

MULTIPCLYGON ({0 10, 10 10, 10 17.5, 0 15, 0 10)), ({50 40, 60 40, 50 50, 50 40)))

ST _Envelope function
The ST_Envelope function returns the bounding rectangular polygon of a geometry.

ST _Envelope ()

Parameter Description
The value of this parameter is of the geometry type.

The geometry type.

Use the ST_GeometryFromText function to return a geometry. Then, use the ST_Envelope function to return the
bounding rectangular polygon of the geometry.
e Query statement

x|

SELECT

ST_Envelope (
ST_GeometryFromText (
'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"

)

e Query and analysis results
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_colD

POLYGON ((10 10, 60 10, 60 50, 10 50, 10 10})

ST_ExteriorRing function

The ST_ExteriorRing function returns a line string that represents the exterior ring of a geometry.

ST ExteriorRing ()

Parameter Description
The value of this parameter is of the geometry type.

The geometry type.

Use the ST_GeometryFromText function to return a geometry. Then, use the ST_ExteriorRing function to return a
line string that represents the exterior ring of the geometry.

e Query statement
* |
SELECT

ST ExteriorRing (
ST_GeometryFromText (

"multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"
)
e Query and analysis results

_colD

LINESTRING (10 10, 20 15, 20 20, 10 20, 10 10)

ST_Intersection function

The ST_Intersection function returns a geometry that represents the point set intersection of two specified
geometries.

ST Intersection(,)

Parameter Description

The value of this parameter is of the geometry type.
The value of this parameter is of the geometry type.

The geometry type.

Use the ST_GeometryFromText function to return two geometries. Then, use the ST_Intersection function to
return a geometry that represents the point set intersection of the two geometries.

o Query statement
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*
SELECT
ST Intersection(

ST GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"
)’

ST_GeometryFromText (
'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 50)))"'

)
e Query and analysis results

_colD

MULTIPOLYGON ({(10 10, 20 15, 20 20, 10 20, 10 10)}, ((60 40, 60 50, 50 50, 60 40}))

ST_SymbDifference function

The ST_SymbDifference function returns a geometry that represents the point set symmetric difference of two
specified geometries.

ST SymDifference(,)

Parameter Description
The value of this parameter is of the geometry type.

The value of this parameter is of the geometry type.

The geometry type.

Use the ST_GeometryFromText function to return two geometries. Then, use the ST_SymbDifference function to
return a geometry that represents the point set symmetric difference of the two geometries.

e Query statement
o
SELECT

ST SymbDifference (
ST GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"
)’

ST_GeometryFromText (
'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 50)))"'

)
e Query and analysis results

_colD

POLYGON ((50 40, 60 40, 50 50, 50 40))

ST_Contains function

The ST_Contains function checks whether no points of the second geometry lie in the exterior of the first

geometry and at least one point of the interior of the first geometry lies in the interior of the second geometry. If
yes, the function returns true.
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ST Contains(,)

Parameter Description
The value of this parameter is of the geometry type.

The value of this parameter is of the geometry type.

The Boolean type.

Use the ST_GeometryFromText function to return two geometries. Then, use the ST_Contains function to check
whether no points of the second geometry lie in the exterior of the first geometry and at least one point of the
interior of the first geometry lies in the interior of the second geometry.

e Query statement
x|
SELECT
ST Contains (
ST_GeometryFromText (
'polygon ( (10 10,10 20,20 20,20 15,10 10))"
),

ST GeometryFromText (
'point (11 11)'

)
e Query and analysis results
_cold

true

ST_Crosses function

The ST_Crosses function checks whether two specified geometries have several interior points in common. If yes,
the function returns true.

ST Crosses(,)

Parameter Description
The value of this parameter is of the geometry type.
The value of this parameter is of the geometry type.

The Boolean type.

Use the ST_GeometryFromText function to return two geometries. Then, use the ST_Crosses function to check
whether the two geometries have several interior points in common.

e Query statement
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*
SELECT
ST Crosses(
ST GeometryFromText (

'multipolygon (((10 10, 10 20, 20 20, 20 15 , 10 10), (50 40, 50 50, 60 50, 60 40, 50 40)))"

)I
ST_GeometryFromText (

'multipolygon (((10 10, 10 20, 20 20, 20 15 , 10 10), (50 40, 50 50, 60 50, 60 40, 50 50)))"'

e Query and analysis results

_col0

ST _Disjoint function

The ST_Disjoint function checks whether two specified geometries do not share any portion of two-dimensional
space. If yes, the function returns true.

ST Disjoint(,)

Parameter Description
The value of this parameter is of the geometry type.

The value of this parameter is of the geometry type.

The Boolean type.

Use the ST_GeometryFromText function to return two geometries. Then, use the ST_Disjoint function to check
whether the two geometries do not share any portion of two-dimensional space.

e Query statement
o
SELECT
ST_Disjoint (
ST_GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"'
)
ST GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 50)))"

e Query and analysis results

_colD

false

ST_Equals function

The ST_Equals function checks whether two specified geometries represent the same geometry. If yes, the
function returns true.
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ST Equals(,)

Parameter Description
The value of this parameter is of the geometry type.

The value of this parameter is of the geometry type.

The Boolean type.

Use the ST_GeometryFromText function to return two geometries. Then, use the ST_Equals function to check
whether the two geometries represent the same geometry.

® Query statement
*
SELECT
ST_Equals (
ST GeometryFromText (
'multipolygon(((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"
),
ST GeometryFromText (
'multipolygon(((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 50)))"

)
e Query and analysis results

_colD

false

ST_Intersects function

The ST_Intersects function checks whether two specified geometries share a portion of two-dimensional space. If
yes, the function returns true.

ST Intersects(,)

Parameter Description
The value of this parameter is of the geometry type.
The value of this parameter is of the geometry type.

The Boolean type.

Use the ST_GeometryFromText function to return two geometries. Then, use the ST_Intersects function to check
whether the two geometries share a portion of two-dimensional space.

e Query statement
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*
SELECT
ST_Intersects(
ST GeometryFromText (
'multipolygon
)y
ST GeometryFromText (
'multipolygon

)
e Query and analysis results

_col0

true

ST_Overlaps function

(((10 10,10 20,20 20,20 15,10 10),

(((10 10,10 20,20 20,20 15,10 10),

(50 40,50 50,60 50,60 40,50 40)))"

(50 40,50 50,60 50,60 40,50 50)))"'

The ST_Overlaps function checks whether two specified geometries share space and have the same dimension
but are not completely contained by each other. If yes, the function returns true.

ST Overlaps(,)

Parameter Description

The value of this parameter is of the geometry type.

The value of this parameter is of the geometry type.

The Boolean type.

Use the ST_GeometryFromText function to return two geometries. Then, use the ST_Overlaps function to check
whether the two geometries share space and have the same dimension but are not completely contained by each

other.

e Query statement
*
SELECT
ST _Overlaps (
ST GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10),

)y
ST_GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10),
)
e Query and analysis results

_col0

false

ST_Relate function

(50 40,50 50,60 50,60 40,50 40)))"

(50 40,50 50,60 50,60 40,50 50)))"

The ST_Relate function checks whether two specified geometries have a spatial relationship. If yes, the function

returns true.
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ST Relate(,,patternMatrix string)

Parameter Description
The value of this parameter is of the geometry type.
The value of this parameter is of the geometry type.

The DE-9IM pattern matrix string. The value of this parameter is of the varchar

atternMatrix strin
P g type.

The Boolean type.

Use the ST_GeometryFromText function to return two geometries. Then, use the ST_Relate function to check
whether the two geometries have a spatial relationship.

e Query statement
x|
SELECT
ST_Relate(
ST_GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"

)y
ST GeometryFromText (
'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 50)))"

Tk xkkPrxkx !
) 3

)
e Query and analysis results
_cold

true

ST_Touches function

The ST_Touches function checks whether two specified geometries have at least one point in common but their
interiors do not intersect. If yes, the function returns true.

ST Touches (,)

Parameter Description
The value of this parameter is of the geometry type.
The value of this parameter is of the geometry type.

The Boolean type.

Use the ST_GeometryFromText function to return two geometries. Then, use the ST_Touches function to check
whether the two geometries have at least one point in common but their interiors do not intersect.

e Query statement
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*
SELECT
ST Touches (
ST GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"'
)I
ST GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 50)))"
)
e Query and analysis results

_col0

false

ST _Within function

The ST_Within function checks whether the first geometry is completely inside the second geometry. If yes, the
function returns true.

ST Within(,)

Parameter Description
The value of this parameter is of the geometry type.

The value of this parameter is of the geometry type.

The Boolean type.

Use the ST_GeometryFromText function to return two geometries. Then, use the ST_Within function to check
whether the first geometry is completely inside the second geometry.
e Query statement
x|
SELECT
ST Within (
ST_GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"'
)
ST GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 50)))"
)
e Query and analysis results

_colD

false

ST_Area function

The ST_Area function calculates the projected area of a geometry on a two-dimensional plane by using the
Euclidean distance method.
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ST Area ()
Parameter Description
The value of this parameter is of the geometry type.
The double type.

Use the ST_GeometryFromText function to return a geometry. Then, use the ST_Area function to calculate the
projected area of the geometry on a two-dimensional plane.

o Query statement
* |
SELECT
ST Area(
ST GeometryFromText (
'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"'

)
e Query and analysis results

_col0

-23.0

ST_Centroid function

The ST_Centroid function returns the point value that represents the mathematical centroid of a geometry.

ST Centroid()

Parameter Description
The value of this parameter is of the geometry type.

The geometry type.

Use the ST_GeometryFromText function to return a geometry. Then, use the ST_Centroid function to return the
point value that represents the mathematical centroid of the geometry.

e Query statement
* |
SELECT

ST Centroid(
ST_GeometryFromText (

"multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"
)
e Query and analysis results

_colD

PQINT (176.66666666606669 131.66666666666669)

ST _CoordDim function
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The ST_CoordDimfunction returns the coordinate dimension of a geometry.

ST CoordDim ()

Parameter Description

The value of this parameter is of the geometry type.

The bigint type.

Use the ST_GeometryFromText function to return a geometry. Then, use the ST_CoordDim function to return the
coordinate dimension of the geometry.

e Query statement
* |
SELECT
ST _CoordDim (

ST GeometryFromText (
'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"'

)
e Query and analysis results

_colD

2

ST _Dimension function

The ST_Dimension function returns the inherent dimension of a geometry. The inherent dimension must be less
than or equal to the coordinate dimension.

ST Dimension ()

Parameter Description

The value of this parameter is of the geometry type.

e [f is a point or an empty geometry, the function returns 0.
® |[f is a line string, the function returns 1.

e If is a polygon, the function returns 2.

e |[f is a geometry, the function returns the largest dimension of the
collection.

The bigint type.

Use the ST_GeometryFromText function to return a geometry. Then, use the ST_Dimension function to return the
inherent dimension of the geometry.

® Query statement
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*
SELECT
ST Dimension (
ST GeometryFromText (
'multipolygon (((10 10,10 20,20 20,20 15,10 10),

e Query and analysis results
_colD

2

ST_Distance function

(50 40,50 50,60 50,60 40,50 40)))"

The ST_Distance function returns the minimum distance between two geometries.

ST _Distance(,)

Parameter Description

The value of this parameter is of the geometry type.

The value of this parameter is of the geometry type.

The double type.

Use the ST_GeometryFromText function to return two geometries.Then, use the ST_Distance function to return

the minimum distance between the two geometries.
e Query statement
“
SELECT
ST_Distance (
ST_GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10),

)y
ST_GeometryFromText (
'multipolygon (((10 10,10 20,20 20,20 15,10 10),

e Query and analysis results

_colD

0.0

ST_EndPoint function

The ST_EndPoint function returns the last point of a line string.

ST EndPoint ()

Parameter Description

(50 40,50 50,60 50,60 40,50 50)))"

(50 40,50 50,60 50,60 40,50 40)))"

The value of this parameter is of the geometry type.

272
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The point type.

Use the ST_LineFromText function to return a line string. Then, use the ST_EndPoint function to return the last

point of the line string.
e Query statement
* |
SELECT
ST _EndPoint (

ST_LineFromText (
'linestring (10 10,20 20)'

)
e Query and analysis results
_colD

POINT (20 20)

ST_IsClosed function

The ST_IsClosed function checks whether the start point of a line string coincides with the end point. If yes, the

function returns true.

ST IsClosed()

Parameter

The value of this parameter is of the geometry type.

The Boolean type.

Use the ST_LineFromT ext function to return a line string. Then, use the ST_IsClosed function to check whether the

start point of the line string coincides with the end point.

e Query statement
>
SELECT

ST IsClosed(
ST LineFromText (

'linestring (10.05 10.28 , 20.95 20.89 )"

)
e Query and analysis results

_colD

false

ST_IsEmpty function

The ST_IsEmpty function checks whether a geometry is empty. If yes, the function returns true.

ST IsEmpty ()
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Parameter Description
The value of this parameter is of the geometry type.

The Boolean type.

Use the ST_Point function to return a point. Then, use the ST_IsEmpty function to check whether the point is
empty.

® Query statement
* | SELECT ST IsEmpty (ST Point(1,1))

e Query and analysis results

_colD

false

ST _IsRing function

The ST_IsRing function checks whether a line string is closed and simple. If yes, the function returns true.

ST_IsRing()
Parameter Description
The value of this parameter is of the geometry type.
The Boolean type.

Use the ST_LineFromText function to return a line string. Then, use the ST_IsRing function to check whether the
line string is closed and simple.

o Query statement
*
SELECT
ST IsRing(
ST LineFromText (
'linestring (10.05 10.28,20.95 20.89 )'

)
e Query and analysis results

_colD

false

ST_Length function

The ST_Length function calculates the projected length of a line string on a two-dimensional plane by using the

Euclidean distance method. If multiple line strings exist, the function returns the sum of the lengths of the
multiple line strings.

ST Length ()
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Parameter Description

The value of this parameter is of the geometry type.

The double type.

Use the ST_LineFromText function to return a line string. Then, use the ST_Length function to calculate the
projected length of the line string.

® Query statement
x|
SELECT
ST_Length (
ST_LineFromText (
'linestring (10.05 10.28,20.95 20.89)"

)
e Query and analysis results

_colD

15.211249126879752

ST_NumPoints function
The ST_NumPoints function returns the number of points in a geometry.

ST NumPoints ()

Parameter Description

The value of this parameter is of the geometry type.

The bigint type.

Use the ST_LineFromText function to return a line string. Then, use the ST_NumPoints function to return the
number of points in the line string.

® Query statement
x|
SELECT
ST_NumPoints (

ST LineFromText ('linestring (10 10,20 20)")
)

e Query and analysis results
_colD

2

ST_NumlinteriorRing function
The ST_NuminteriorRing function returns the number of interior rings in a geometry.

ST_NumInteriorRing ()
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Parameter Description
The value of this parameter is of the geometry type.

The bigint type.

Use the ST_GeometryFromText function to return a geometry. Then, use the ST_NuminteriorRing function to
return the number of interior rings in the geometry.

e Query statement
x|
SELECT

ST NumInteriorRing (
ST GeometryFromText (

'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"
)
e Query and analysis results

_col0

1

ST _StartPoint function
The ST_StartPoint function returns the first point of a line string.

ST StartPoint ()

Parameter Description
The value of this parameter is of the geometry type.

The point type.

Use the ST_LineFromText function to return a line string. Then, use the ST_StartPoint function to return the first
point of the line string.

e Query statement
*
SELECT
ST_StartPoint (

ST _LineFromText (
'linestring (10 10,20 20 )'

)
e Query and analysis results

_colD

POINT (10 10)

ST_X function

The ST_X function returns the X-coordinate of a specified point.
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ST X ()
Parameter Description
The value of this parameter is of the point type.
The double type.

Use the ST_Point function to return a point. Then, use the ST_X function to return the X-coordinate of the point.

e Query statement
* | SELECT ST X (ST Point(1,3))
e Query and analysis results

_col0

1.0

ST_XMax function

The ST_XMax function returns the maximum first X-coordinate of a geometry.

ST XMax ()
Parameter Description
The value of this parameter is of the geometry type.
The double type.

Use the ST_GeometryFromText function to return a geometry. Then, use the ST_XMax function to return the
maximum first X-coordinate of the geometry.

e Query statement
* |
SELECT
ST XMax (

ST GeometryFromText (
'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"'

)
e Query and analysis results

_colD

60.0

ST_XMin function
The ST_XMin function returns the minimum first X-coordinate of a geometry.

ST XMin ()
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Parameter Description

The value of this parameter is of the geometry type.

The double type.

Use the ST_GeometryFromText function to return a geometry. Then, use the ST_XMin function to return the
minimum first X-coordinate of the geometry.

e Query statement
*
SELECT
ST_XMin (
ST GeometryFromText (
'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"'

)
e Query and analysis results

_cold

100

ST_Y function

The ST_Y function returns the Y-coordinate of a specified point.

ST Y ()
Parameter Description
The value of this parameter is of the point type.
The double type.

Use the ST_Point function to return a point. Then, use the ST_Y function to return the Y-coordinate of the point.

o Query statement

* | SELECT ST Y (ST Point(1,3))
e Query and analysis results

_colD

3.0

ST_YMax function
The ST_YMax function returns the maximum first Y-coordinate of a geometry.

ST YMax ()

Parameter Description

The value of this parameter is of the geometry type.
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The double type.

Use the ST_GeometryFromText function to return a geometry. Then, use the ST_YMax function to return the
maximum first Y-coordinate of the geometry.

e Query statement
x|
SELECT
ST_YMax (
ST_GeometryFromText (
'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"'

)

e Query and analysis results

_col0

50.0

ST_YMin function

The ST_YMin function returns the minimumfirst Y-coordinate of a geometry.

ST YMin ()
Parameter Description
The value of this parameter is of the geometry type.
The double type.

Use the ST_GeometryFromText function to return a geometry. Then, use the ST_YMin function to return the
minimum first Y-coordinate of the geometry.

e Query statement
*
SELECT
ST _YMin (
ST GeometryFromText (
'multipolygon (((10 10,10 20,20 20,20 15,10 10), (50 40,50 50,60 50,60 40,50 40)))"'

)
e Query and analysis results

_col0

10.0

bing_tile function
The bing_tile function returns a Bing tile.
e The following function returns a Bing tile based on the X-coordinate, Y-coordinate, and zoom level.

bing tile(,, zoom level)

e The following function returns a Bing tile based on the quadtree key.
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bing tile (quadKey)

Parameter Description

The X-coordinate. The value of this parameter is of the integer type.
The Y-coordinate. The value of this parameter is of the integer type.

The zoom level. Valid values: [1,23]. The value of this parameter is of the

zoom_level .
- integer type.

quadKey The quadtree key.

The BingTile type.
e Example 1: Create a Bing tile based on the X-coordinate, Y-coordinate, and zoom level.

o Query statement

* | SELECT bing_tile(10, 20, 20)
o Query and analysis results

_colD

{*x":10,"y":20,"zoom™:20}

e Example 2: Create a Bing tile based on the quadtree key.

o Query statement

* | SELECT bing tile(bing tile quadkey(bing tile (10, 20, 20)))
o Query and analysis results

_cold

{*x":10,"y":20,"zoom™:20}

bing_tile_at function

The bing_tile_at function returns a Bing tile based on the latitude, longitude, and zoom level.

bing tile at(,,zoom level)

Parameter Description

The latitude. Valid values: [-85.05112878,85.05112878]. The value of this
parameter is of the double type.

The longitude. Valid values: [-180,180]. The value of this parameter is of the
double type.

The zoom level. Valid values: [1,23]. The value of this parameter is of the

zoom_level .
integer type.

The BingTile type.
Create a Bing tile.

e Query statement
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* | SELECT bing tile at(47.265511, -122.465691, 12)
e Query and analysis results

_col0

{"x":054,"y":1436,"z00m":12}

bing _tile_coordinates function

The bing_tile_coordinates function returns the X- and Y-coordinates of a Bing tile.

bing tile coordinates()

Parameter Description

The value of this parameter is of the BingTile type.

The array(integer,integer) type.
Obtain the X- and Y-coordinates of a Bing tile.

e Query statement

* | SELECT bing tile coordinates(bing tile at (47.265511, -122.465691, 12))
e Query and analysis results

_colD

[654,1436]
bing_tile_polygon function
The bing_tile_polygon function returns the polygon representation of a Bing tile.

bing_tile polygon ()

Parameter Description

The value of this parameter is of the BingTile type.

The polygon type.
Obtain the polygon representation of a Bing tile.
e Query statement

* | SELECT bing tile polygon (bing tile at(30.26, 120.19, 12))
e Query and analysis results

_colD

POLYGON ((120.146484375 30.297017883372042, 120.146484375 30.221101852485987, 120.234375 30.221101852485987, 120.23437
0.297017883372042, 120.146484375 30.297017883372042)) Hide

bing_tile_quadkey function

The bing_tile_quadkey function returns the quadtree key of a Bing tile.
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bing tile quadkey ()

Parameter Description

The value of this parameter is of the BingTile type.

The varchar type.
Obtain the quadtree key of a Bing tile.
e Query statement

* | SELECT bing tile quadkey(bing tile (10, 20, 20))
e Query and analysis results
_col0

00000000000000021210

bing_tile_zoom_level function

The bing_tile_zoom_level function returns the zoom level of a Bing tile.

bing tile zoom level ()

Parameter Description

The value of this parameter is of the BingTile type.

The double type.
Obtain the zoom level of a Bing tile.
e Query statement

* | SELECT bing tile zoom level (bing tile (10, 20, 20))
e Query and analysis results
_colD

20

8.1.21. Geo functions

This topic describes the syntax of geo functions. This topic also provides examples on how to use the functions.

@) Notice

Function Syntax Description
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Function Syntax Description

Encodes latitudes and longitudes by using
the Geohash algorithm.

@ Note Log Service allows you
to convert IP addresses into

geohash function geohash(x) geographlc locatm_m |nfor_rr1at|on such
as countries, provinces, cities,

operators, and latitudes and
longitudes. For more information, see
IP functions.

geohash function
The geohash function encodes latitudes and longitudes by using the Geohash algorithm.

geohash (x)

Parameter Description

The value of this parameter is of the string type. The value indicates a latitude
and a longitude. Example: ip to geo(latitude, longitude)

The string type

Use the ip_to_geo function to convert the value of the client_ip field into a latitude and a longitude. Then, use
the geohash function to encode the latitude and longitude.

e Query statement

* | SELECT geohash(ip to geo(client ip)) AS hash
e Query and analysis results

hash

wwggdmdu2v96

8.1.22. Color functions

This topic describes the syntax of color functions. T his topic also provides examples on how to use color
functions.
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) Notice

e [f you want to use strings in analytic statements, you must enclose the strings in single quotation
marks ("). Strings that are not enclosed or are enclosed in double quotation marks ("") indicate field
names or column names. For example, 'status' indicates the status string, and status or "status"
indicates the status log field.

e When you use color functions in the Log Service console, the display of query and analysis results is
compromised. To avoid this issue, we recommend that you view the query and analysis results on your
server.

o Display of query and analysis results in the console
_col0
O[3&;5; 1TmO0[0m

o Display of query and analysis results on a server

)> (5), (6), (7),(8),(9)) AS X(pv));

o
10 rows in set (0.21 sec)

Function Syntax Description

Returns a part of an ANSI bar chart. You
can configure the width parameter to
specify the width of the ANSI bar chart.
However, you cannot configure the
high_color or low_color parameter to
specify the colors for the chart. The

bar(, width) default values of the high_color and
low_color parameters are used. The
default value of the low_color parameter
is red, and the default value of the
high_color parameter is green. In addition,
you can configure to specify the length of
the part that is returned by the function.

bar function

Returns a part of an ANSI bar chart. You
can configure the width parameter to
specify the width of the ANSI bar chart.
You can also configure the high_color and
low_color parameters to specify custom
colors for the chart. In addition, you can
configure to specify the length of the part
that is returned by the function.

bar(,width,low_color, high_color)

color(string) Converts a color string to a color type.

Returns a color between high_colorand
low_colorbased on the portions of

color(,low, high,low_color, high_color) high_colorand low_color. The portions
are determined by the proportion of
between high and low.

color function
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Function Syntax

color(,low_color, high_color)

Description

Returns a color between high_colorand
low_colorbased on the portions of
high_color and low_color. The portions
are determined by .

Returns results by using color rendering. If
the Boolean expression evaluates to true,

render(boolean expression) the function returns a green tick. If the

render function

render(,color)

rgb function rgb(red,green, blue)

bar function

Boolean expression evaluates to false, the
function returns a red cross.

Returns results by using custom color
rendering.

Returns a color value based on an RGB
value.

The bar function returns an ANSI bar chart.

e The following function returns a part of an ANSI bar chart. You can configure the width parameter to specify
the width of the ANSI bar chart. However, you cannot configure the high_color or low_color parameterto
specify the colors for the chart. The default values of the high_color and low_color parameters are used. The
default value of the low_color parameter is red, and the default value of the high_color parameteris green. In
addition, you can configure to specify the length of the part that is returned by the function.

bar (,width)

e The following function returns a part of an ANSI bar chart. You can configure the widthparameter to specify
the width of the ANSI bar chart. You can also configure the high_color and low_color parameters to specify
custom colors forthe chart. In addition, you can configure to specify the length of the part that is returned by

the function.

bar (,width, low color,high color)

Parameter

width
low _color

high_color

The varchar type.

Description

The proportion of the part that is returned by the function to the ANSI bar
chart. The value of this parameter is of the double type. Valid values: [0,1].

The width of the ANSI bar chart.
The RGB value of the start color.

The RGB value of the end color.

e Example 1: Obtain a part of an ANSI bar chart based on the proportion of page views (PVs) within a specified

hourto the total PVs.
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o Query statement

*
SELECT
Method,
bar (pv/m,100)
FROM (
SELECT

*
’

max (pv) over () AS m

FROM (
SELECT
Method,
count (1) AS pv
FROM internal-operation log
WHERE
~_date > '2021-09-10 00:00:00"'
AND date < '2021-09-10 01:00:00'
GROUP BY

Method

o Query and analysis results (console)

Method _coll

GetProjectLogs O[38:5;196mll0[38;5;196mM0[38:5:196ml0[38;5:196m
BO[38:5:196ml0[38;5; 196mM0[38;5;196mll0[38;5;196m
BO[3s... Show

GetlLogStorelogs 0[38:5:196ml0[38:5:202mMl0[35:5:214mB0[38:5:220m
W0[35:5:226mMl0[38;5;190mB0[38:5:154mB0[38:5:82m
BO[38;.. Show

o Query and analysis results (server)

| GetProjectLogs |

e Example 2: Obtain an ANSI bar chart that is displayed in red and white and has a width of 50.

o Query statement

* | SELECT bar (1,50, rgb (255, 255,255) ,rgb (255, 0,0) )
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o Query and analysis results (console)

_col0

0[38;5:231mM0[38:5:23 1ml0[38:5:231ml0[38;5:23 1mB0[38;5;23 1mB0[38;5;23 1mll0[38;5:23 1mB0[38:5;231m
B0[28;5:224mB0[38;5;224mB0[38;5;224mBl0[38;5;:224m B0 [38:5;224mll0[38;5:224mBl0[38; 5, 224mB0[38;5;224m
W0[22:5:224ml0[38:5:217ml032:5:217ml0[358:5:217mB038:5:2 1 7mll0[38;5:217ml0[38;5:2 1 7ml0[38;5:2 17
W0[38:5:217ml0[38:5:2 10mB0[38:5:210mBl0[38:5:2 10mB0[38:5:2 10mB0[38:5:2 10mB0[38:5:2 10mBl0[38:5:2 10m
H0[38:5210mB0[38:5:203mB0[38:5:203mBl0[38;5;203mB0[35;5:203 mllO[38;5:203mB0[38;5;203 mBlO[38;5:203m
B02e;5:203mMB0038;5; 196mB0[38:5;19emBl0[38;5; 196mB0[38:5;196mllO[38;5:196mM0[38;5; 196mBO[38;5;196m
W0[35:5;196mB0[38:5:196mB0[0m Show

o Query and analysis results (server)

| NNNEEERRNNNNNNNNNNRREERCOEAGERR

1 row in set (©.20 sec)

color function
The color function returns the color that corresponds to a value.

e The following function converts a color string to a colortype:

color (string)

e The following function retumns a color between high_colorand low_colorbased on the portions of high_color
and low _color. The portions are determined by the proportion of between highand low.

color (,low,high, low_color,high color)

e The following function returns a color between high_colorand low_colorbased on the portions of high_color
and low _color. The portions are determined by .

color(,low color,high color)

Parameter Description
The value of this parameter is of the double type.

The value of this parameter is of the double type. Valid values: [0,1].

low The minimum value. The value of this parameter is of the double type.
high The maximum value. The value of this parameter is of the double type.
low_color The RGB value of the start color.

high_color The RGB value of the end color.

The string. Valid values: black, red, green, yellow, blue, magenta, cyan, and
string white. The value can also be an RGB value in the Cascading Style Sheet (CSS)
format. Example: #000.
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The colortype.

e Example 1: Convert a color string to a color type.

o Query statement

* | SELECT color ('#000'")
o Query and analysis results (console)

_col0

#000000

o Query and analysis results (server)

mysql> SELECT color('#e@ee’');

1 row in set (©.21 sec)

e Example 2: Obtain a part of an ANSI bar chart. The remainder of the request_length field value is calculated.
Then, the color function returns a color that corresponds to the remainder, and the bar function returns a part
of an ANSI bar chart based on the color.

o Query statement

* | SELECT x,bar (10,10, color(x, 0,10, rgb(255,0,0), rgb(0,255,0)), rgb(0,255,0)) FROM(SELECT *FR
OM (SELECT request length%10 x FROM 1log))

o Query and analysis results (console)

X _coll

1 0[38:5:202rmM0[28;5:208m B0 [38:5;214mMB0[38:5;220mM0[38:5:2
mBl0[38:5:190mBa[38;5:154mB0[38:5;112mB0[38... Show

] 0[38:5;190mM0[38;5;190mM0[38;5;154ml0[38;5;154ml0[38;5:1
mll0[38:5;118mM0[38:5;82mM0[36;5:82mMO[38;5.. Show

4 0[38:5:220mM0[38;5:226mB0[38:5;226mM0[38:5; 190mMON38:5;1
mll[38;5:154mB0[38;5:118mBl0[38;5;82ml0[38:.. Show

7 0[38;5;154ml0[28;5;154ml0[38;5;118ml0[38;3;118ml0[38;5:£
WO[38;5:82mll0[38;5:32mll0[38;5:46mM0[38;5:4.. Show

7 0[38:5:154mB0[38:5;154m B0 [38:5:118mMB0[38:5:113mB0[38:5:2
WO[33:5:02mBl0[38: 552 mll038:5:46mMO[38:54... Show

0 0[38:5:196mM0[38;5:202mM0[38:5:208mM0[38:5:214mMO[38:5:2
mll0[38:5:226mM0[38:5:154mM0[38;5, 118038, Show

21 100 1 /5 -

o Query and analysis results (server)

n set (@.21 sec)
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o Example 3: Obtain a part of an ANSI bar chart. The color function returns a color, and the bar function returns a
part of an ANSI bar chart based on the color.

o Query statement

* | SELECT bar (10,10, color (0.3, rgb(255,255,255), rgb(255,0,0)), rgb(0,255,0))
o Query and analysis results (console)

_colD

0[38:5:224mMll0[38;5;223ml0[38;5:223mll0[38;5: 222mll0[38:5;228mll0[38;5:227mll0[38;5;19 1 mmO[38:5:154mll0[38;5:82mll0 [38;5:46mMl0[0m Show

o Query and analysis results (server)

mysql> select bar(1e,1@ , color(®.3, rgb(255,255,255), rgb(255,0,0)), rgb(e,255,8));

1 row in set (©.21 sec)

render function
The render function returns results by using color rendering.

e The following function returns results by using color rendering: If the Boolean expression evaluates to true, the
function returns a green tick. If the Boolean expression evaluates to false, the function returns a red cross.

render (boolean expression)
e The following function returns results by using custom color rendering:

render (,color)

Parameter Description

boolean expression The Boolean expression.

The X coordinate. The value of this parameter is of the integer type.

color The color. The value of this parameter is of the color type.

The varchar type.

e Example 1: Check whether the number of PVs is less than 1,000. The count function returns the number of PVs,
and the render function determines whether the number of PVs is less than 1,000 and returns results by using
color rendering. If the number of PVs is less than 1,000, the render function returns a green tick.

o Query statement

* | SELECT render (count (*)<1000)
o Query and analysis results (console)

_col0

O[38;5; 1TmO0[0m
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o Query and analysis results (server)

mysql> select render(count(*)<16868);

1 row in set (@.22 sec)

e Example 2: Obtain the total number of logs by using green rendering. The count function returns the total
number of logs, and the render function returns results by using green rendering.

o Query statement

* | SELECT render (count (*),rgb(48,169,16)
o Query and analysis results (console)

_col0

O[3&:5:70m10[0m
o Query and analysis results (server)

mysql> select render(count(*),rgbh(48,169,16));

1 row in set (8.21 sec)

rgb function

The rgb function returns a color value based on an RGB value.

rgb (red, green,blue)

Parameter Description

red The portion of red. Valid values: [0,255]. The value of this parameter is of the

integer type.
reen The portion of green. Valid values: [0,255]. The value of this parameter is of
g the integer type.
blue The portion of blue. Valid values: [0,255]. The value of this parameter is of the
integer type.
The color type.

Obtain a color value based on an RGB value.
e Query statement

* | SELECT rgb (255,0,0)

e Query and analysis results (console)
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_col0
#0000

e Query and analysis results (server)

mysql> select rgh(255,0,0);

1 row in set (8.21 sec)

8.1.23. HyperLogLog functions

HyperLoglog functions are approximate aggregate functions and are similar to the approx_distinct function. If a

large amount of data is involved in computation, HyperLoglLog functions can be used to return estimation results
within a shorter period of time. This topic describes the syntax of HyperLogLog functions. T his topic also provides
examples on how to use HyperLoglLog functions.

@) Notice

Function Syntax Description

Estimates the number of distinct values in
approx_set function approx_set() the field. The maximum standard error is
0.01625, which is the default value.

Converts HyperLogLog data to bigint
cardinality function cardinality() v P 909 al
data.
Returns a null value of the HyperLogLog
empty_approx_set() type. The maximum standard error is
0.01625, which is the default value.

empty_approx_set
function

merge function merge() Aggregates all HyperLogLog values.

approx_set function

The approx_set function estimates the number of distinct values in the field. The maximum standard error is
0.01625, which is t he default value.

approx_set ()

Parameter Description
The value of this parameter is of an arbitrary data type.
The HyperLoglLog type.

Estimate the number of unique visitors (UVs) per minute. The return value is of the HyperLoglLog type.

e Query statement
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*

SELECT
date trunc('minute', _ time ) AS Time,
approx_set (client ip) AS UV

FROM website log

GROUP BY
Time

ORDER BY

Time
e Query and analysis results
Time
2021-09-09 14:37:00.000
2021-09-09 14:28:00.000
2021-09-09 14:30:00.000

2021-09-09 14:39:00.000

2021-09-09 14:29:00.000

cardinality function

uv

AwwAABAABTAEAAAAAAABEBAAAAAQUAAAAGACAAAAMAAA,

ALAAALAANAANAAIAEAMAAAAAAAAANAAAMAAAEARCICEQR!
APAAMAA,. Show

AgzfAEN199BCT pkCQofdAcGhfQXAVFEIA2nYCsBTwt BAEAMQN
DcFXgQOB504NAwAIDkGzQg2BImwQQPMAEYFHmMRFEOPQSgE
V... Show

Agz4AQch7QDF3IwBwMugAQDXwwHAsEBOLMUAgQEqwKEDf
AMKUBQG/FwaAylIGxnEpBwDGjgcCKalHgMNkgCYAFSAnAFsMIAL
N.. Show

AgzKAYDGOgAAITwAQgubAYNYsg)AsXsDAOFLBMHOsAVEby4G
PICMOIRAIBAtgKQiOgCEKMuQyA/NkMgMrvDMJYsg3BIZMOATS
Show

AgzKAQBFAQABUCKBgSITAsGKAQ)B/wEDOAFzBMCiqOTBdHAR.

YBOChPgYANOGgsKZBRAQAQCvBACYTCOWonAmBRk4wLAHz

Total:16 - 1 ‘Al

The cardinality function converts HyperLogLog data to bigint data.

cardinality ()

Parameter Description

The value of this parameter is of the HyperLoglLog type.

The bigint type.

Convert HyperLogLog data to bigint data. The approx_set function returns the estimated number of UVs per
minute. The return value is of the HyperLogLog type. The cardinality function converts the return value to bigint

data.

e Query statement

292
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*
SELECT
Time,
cardinality (UV) AS UV
FROM  (
SELECT
date trunc('minute', _ time ) AS Time,
approx_set (client ip) AS UV
FROM website log
GROUP BY
Time
ORDER BY
Time
) AS UV

e Query and analysis results

Time

2021-09-09 15:12:00.000
2021-09-09 15:13:00.000
2021-09-09 15:14:00.000
2021-09-09 15:15:00.000
2021-09-09 15:16:00.000
2021-09-09 15:17:00.000
2021-09-09 15:18:00.000
2021-09-09 15:19:00.000

2021-09-09 15:20:00.000

empty_approx_set function

594

644

562

The empty_approx_set function returns a null value of the HyperLogLog type. The maximum standard error is

0.01625, which is t he default value.

empty approx set ()

The HyperLoglLog type.
Obtain a null value of the HyperLoglLog type.

e Query statement

* | SELECT empty approx set()
e Query and analysis results
_colD

Agwhii==

merge function

The merge function aggregates all HyperLogLog values.

merge ()
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Parameter

The HyperLoglLog type.

Description

The value of this parameter is of the HyperLoglLog type.

Aggregate HyperLoglLog values. The approx_set function returns the estimated number of UVs per minute. The
merge function aggregates the numbers of UVs of 15 minutes. The cardinality function converts the HyperLoglLog
datainto bigint data.

e Query statement

*
SELECT
Time,

cardinality(UV) AS UV,

cardinality (merge (UV) over()) AS Total UV

FROM  (
SELECT

date trunc('minute', time ) AS Time,

approx_set (client ip) AS UV

FROM log
GROUP BY

Time
ORDER BY

Time

e Query and analysis results

8.1.24. Comparison operators

Time

2021-09-09 15:13:00.000

2021-09-09 15:14:00.000

2021-09-09 15:15:00.000

2021-09-09 15:16:00.000

2021-09-09 15:17:00.000

2021-09-09 15:18:00.000

2021-09-09 15:19:00.000

2021-09-09 15:20:00.000

2021-09-09 15:21:00.000

uv

361

625

852

594

Total_UV

8504

8564

8564

85604

8564

85604

85604

85604

8504

2.

15

Comparison operators are used to compare parameter values. The values that are of the following data types
can be compared: double, bigint, varchar, timestamp, and date. T his topic describes the syntax of comparison
operators. This topic also provides examples on how to use the comparison operators.

) Notice
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Operator Syntax Description
< If is less than , true is returned.
> If is greater than, true is returned.
<= If is less than or equal to , true is returned.
. If is greater than or equal to , true is
Relational operators >= returned
= If is equal to, true is returned.
<> If is not equal to, true is returned.

all operator

any operator

between operator

distinct operator

like operator

some operator

greatest operator

least operator

null operator

<Relational operator> all(subqguery)

<Relational operator> any(subguery)

between and

is distinct from

is not distinct from

like pattern[escape 'escape_character]

<Relational operator> some(subquery)

greatest(,...)

least(,...)
is null
is not null

Relational operators

If is not equal to, true is returned.

If meets all conditions, true is returned.

If meets one of the conditions, true is
returned.

If is between and , true is returned.

If is not equal to, true is returned.

If is equal to, true is returned.

Is used to match a specified character
pattern in a string. The string is case-

sensitive.

If meets one of the conditions, true is
returned.

Is used to obtain the greater value of and

Is used to obtain the smaller value of and

If is null, true is returned.

If is not null, true is returned.

Relational operators are used to compare and . If the condition is met, true is returned.

Syntax

Description
is less than .

is greater than .

is less than or equal to .

is greater than or equal to .
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Syntax

<>

Parameter

The Boolean type.

Description
is equal to .
is not equal to .

is not equal to .

Description
The value of this parameter is of a data type that supports comparison.

The value of this parameter is of a data type that supports comparison.

e Example 1: Query logs fromthe previous day.

o Query statement
x|
SELECT
*

FROM 1log
WHERE

__time < to unixtime (current date)

AND time > to unixtime(date add('day', -1, current date))

o Query and analysis results

Raw Logs Graph LogReduce
B k& ik 5 ¢ &~ =

Chart Preview

_line_ body_by... client ip host

null 1281 220 56 wawwuwn.meek
com

null 2095 15 93 www.adwmock.

com

— ] - 7 < @® e 2 ] u =4 [ 1E == = S

Add to New Dashboard Download Log Show Settings

http_use... http_x_f... instance... instance... network... owner_id referer region remote._..

Mozilla/s.0 11 i-01 instance-01 vian owner-01 www.adzmocke  cn-shanghai 21 13
Windows NT om

6.1: n:12.0)

Gecko/2012040

3211507

Firefox/14.0.1

Mozilla/5.0 12 21 02 instance-01 vian owner-01 wwwwb.mocke  cn-shanghai 21z
(Windows NT om

6.1; nv:14.0)
Gecko/2010010
1 Firefox/18.0.1

e Example 2: E-commerce Company A uses the mobile and client_ip fields in access logs to find the customers
whose phone numbers are from a different place than the IP addresses of the accessed websites.

o Sample field

mobile:1881111****
client ip:192.168.2.0

296

> Document Version: 20220510



Log Service Index and query- Analysis grammar

o Query statement
*
SELECT
mobile,
client ip,
count (*) as PV
WHERE
mobile city(mobile) != ip to city(client ip)
AND ip to city(client ip) != "'
GROUP BY
client_ip,
mobile
ORDER BY
PV DESC

o Query and analysis results

mobile client_ip PV
1 12 21 45 13
14 22 2z 96 12

all operator

The all operator is used to determine whether meets all conditions. If all conditions are met, true is returned.

<Relational operator> all (subquery)

Parameter Description
The value of this parameter is of a data type that supports comparison.

The value of this parameter is a relational operator. Valid values: < > <= >= =

<> =
Relational operator . _
< Notice The all operator must follow the relational operator.
Relational operators: < > <=>==<> I=
subquery The value of this parameter is an SQL subquery.

The Boolean type.
Check whether each request to instance i-01 is responded with status code 200.

e Sample field

instance_id:i-01

status:200

e Query statement

* | select 200 = all (select status where instance_id='i-01")

e Query and analysis results
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_col0

false

any operator

The any operator is used to determine whether meets one of the conditions. If one of the conditions is met, true
is returned.

<Relational operator> any (subquery)

Parameter Description
The value of this parameter is of a data type that supports comparison.

The value of this parameter is a relational operator. Valid values: < > <= >= =

<> =
Relational operator . )
) Notice The any operator must follow the relational operator.
Relational operators: < > <=>==<> I=
subquery The value of this parameter is an SQL subquery.

The Boolean type.
Check whether any request to instance i-01 is responded with status code 200.

e Sample field

instance id:i-01

status:200

e Query statement

* | select 200 = any(select status where instance id='i-01")
e Query and analysis results

_cold

true

between operator

The between operator is used to determine whether is between and . If the condition is met, true is returned. and
specify a closed interval.

between and

Parameter Description
The value of this parameter is of a data type that supports comparison.
The value of this parameter is of a data type that supports comparison.

The value of this parameter is of a data type that supports comparison.
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2 Notice
e The datatypes of ,, and must be the same.

e If the value of ,, or contains null, null is returned.

The Boolean type.
e Example 1: Determine whether the value of the status field is wit hin the [200,299] range.

o Query statement

* | select status between 200 and 299
o Query and analysis results
_cold

true
true
true

o Example 2: Determine the number of logs whose value of the status field is not within the [200,299] range.

o Query statement

* | select count (*) as count from log where status not between 200 and 299

o Query and analysis results
count

230

distinct operator
The distinct operator is used to determine whether is equal to .

e s distinct from: If is not equalto, true is returned.
is distinct from
e s not distinct from: If is equal to , true is returned.

is not distinct from

Parameter Description

The value of this parameter is of a data type that supports comparison.

The value of this parameter is of a data type that supports comparison.

Unlike the = and <> operators, the distinct operator can be used to perform comparison on null.

e is not distinct
= <> is distinct from
from

1 1 true false false true
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1 2 false
1 null null
null null null

The Boolean type.
Compare 0 against null.

e Query statement

* | select 0 is distinct from null

e Query and analysis results

_colD

true

like operator

<>

true

null

null

o is not distinct
is distinct from

from
true false
true false
false true

The like operator is used to match a specified character pattern in a string. The string is case-sensitive.

like pattern [escape 'escape character']

Parameter Description

The value of this parameter is of a data type that supports comparison.

The value of this parameter is the character pattern, which can contain strings
or wildcards. The following wildcards are supported:

pattern

e The percent sign (%) indicates an arbitrary number of characters.

® The underscore (_) indicates a single character.

The value of this parameter is a character expression that is used to escape

escape_ character

the wildcard characters in the character pattern.

® Note The like operator is used to query logs based on exact match. For more information, see How do |

query logs by using exact match?

The Boolean type.

e Example 1: Search for the logs whose value of the request_urifield ends with file-8 or file-6.

o Sample field

request uri:/request/path-2/file-6

o Query statement

*|select * where request uri like '$file-8' OR request uri like '%file-6'

300

> Document Version: 20220510


https://www.alibabacloud.com/help/doc-detail/262816.htm#concept-2089193

Log Service Index and query- Analysis grammar

o Query and analysis results

L remote_a remote_us request_le request_m request_ti request_u server_pr N .
ion ddr or ngth ethod me . scheme otoal slbid status time_local
thanghai 1 01 kqt37 1608 DELETE 21.0 /request/path- https HTTP/1.0 slb-02 200 09/Aug/2021
2/file-6 06:18
thanghai 1 26 lhuu 1500 PUT 29.0 /request/path- http HTTP/1.1 slb-02 200 09/Aug/2021
0ffile-6 06:18
e Example 2: Check whether the value of the request_urifield ends with file-6.
o Sample field
request uri:/request/path-2/file-6
o Query statement
* | select request uri like '$file-6'
o Query and analysis results
_col0
true 4

some operator

The some operator is used to determine whether meets one of the conditions. If one of the conditions is met,
true is returned.

<Relational operator> some (subquery)

Parameter Description
The value of this parameter is of a data type that supports comparison.

The value of this parameter is a relational operator. Valid values: < > <= >= =

<> I=

Relational operator
P €D Notice The some operator must follow the relational operator.

Relational operators: < > <=>==<> I=

subquery The value of this parameter is an SQL subquery.

The Boolean type.
Check whether any request to instance i-01 is processed for less than 20s.

e Sample field

instance id:i-01

request time:16

e Query statement

* | select 20 > some (select request time where instance id='i-01"')
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e Query and analysis results

_cold

true

greatest operator

The greatest operatoris used to obtain the greater value of and .

® Note The greatest operator is used for horizontal comparison, and the max function is used for vertical
comparison.

greatest(,...)

Parameter Description
The value of this parameter is of a data type that supports comparison.

The value of this parameter is of a data type that supports comparison.

The double type.
Compare the values of the request_time and status fields in the same line to obtain the greater value.

e Sample field

request time:38
status:200

e Query statement
* | SELECT greatest (request time,status)

e Query and analysis results

_col0

200.0

least operator

The least operatoris used to obtain the smaller value of and .

@ Note The least operator is used for horizontal comparison, and the min function is used for vertical
comparison.

least(,...)
Parameter Description
The value of this parameter is of a data type that supports comparison.
The value of this parameter is of a data type that supports comparison.
The double type.
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Compare the values of the request_time and status fields in the same line to obtain the smaller value.

e Sample field

request _time:77
status:200

e Query statement

* | SELECT least (request_ time, status)
e Query and analysis results

_cold

77.0

null operator
The null operatoris used to determine whether is null.

e is null: If the parameter value is null, true is returned.

is null

e s not null: If the parameter value is not null, true is returned.

is not null

Parameter Description

The value of this parameter is of a data type that supports comparison.

The Boolean type.
e Example1: Determine whether the value of the status field is null.

o Query statement

* | select status is null
o Query and analysis results
_colo

false

false

e Example 2: Determine the number of logs whose status field is not empty.

o Query statement

* | select count (*) as count from log where status is not null
o Query and analysis results

count

1340

8.1.25. Logical operators
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This topic describes the syntax of logical operators. This topic also provides examples on how to use the logical
operators.

) Notice

e [f you want to use strings in analytic statements, you must enclose the strings in single quotation
marks ("). Strings that are not enclosed or are enclosed in double quotation marks ("") are considered
field names or column names. For example, 'status' is considered the status string, and status or
"status" is considered a log field whose name is status.

e The following logical operators are in descending order of priority: not, and, or. You can use
parentheses () to change the calculation order.

e Logical operations support only Boolean expressions whose input value is true, false, or null.

Operator Syntax Description

If both and evaluate to true, the result is

AND operator AND

true.

If either or evaluates to true, the result is
OR operator OR

true.
NOT operator NOT If evaluates to false, the result is true.

AND operator

If both and evaluate to true, the result is true.

AND

Parameter Description
The value of this parameter is a Boolean expression.

The value of this parameter is a Boolean expression.

The Boolean type.

If the value of the status field is 200 and the value of the request_method field is GET, true is returned. Otherwise,
false is returned.

e Query statement

*|select status=200 AND request method='GET'
e Query and analysis results

_col0

true

false I

OR operator

If either or evaluates to true, the result is true.

OR
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Parameter Description
The value of this parameter is a Boolean expression.
The value of this parameter is a Boolean expression.
The Boolean type.

Search for the logs whose value of the request_urifield ends with file-8 or file-6.

e Query statement

*|SELECT * WHERE request uri LIKE '$file-8' OR request uri LIKE '%file-6'

e Query and analysis results

lon remote_a remote_us request_le request_m request_ti r.eques1_u i — server_pr T P time local
ddr er ngth ethod me ri otocol
shanghai 1 01 kqt37 1608 DELETE 21.0 /request/path-  https HTTP/1.0 slb-02 200 09/Aug/2021
2/file-6 06:18
shanghai 11 26 |huu 1500 PUT 29.0 /request/path- http HTTP/1.1 slb-02 200 09/Aug/2021
0ffile-6 06:18

NOT operator
If evaluates to false, the result is true.

NOT

Parameter Description
The value of this parameter is a Boolean expression.
The Boolean type.

Measure the durations of requests for which the HTTP 200 status code is not returned.

e Query statement

* | SELECT request time WHERE NOT status=200
e Query and analysis results
request_time

53.0

Additional information: Truth table

The following table describes the results if and evaluate to true, false, or null.
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AND OR NOT
true true true true false
true false false true false
true null null true false
false true false true true
false false false false true
false null false null true
null true null true null
null false false null null
null null null null null

8.1.26. Unit conversion functions

Log Service allows you to convert a measurement or a time interval fromthe current unit to a different unit by
using unit conversion functions. T his topic describes the syntax of unit conversion functions. This topic also
provides examples on how to use unit conversion functions.

@ Notice

Type Function Syntax Description

Converts a measurement from the
current unit to the optimal unit. The
system automatically determines the
optimal unit and returns a

convert_data_size() measurement in the optimal unit.
The returned result is of the string
type. For example, you can convert
1,024 KBto 1 MB and 1,024 MBto 1
GB.

convert_data_si
ze function

Converts a measurement from the
convert_data_size(, unit) current unit to a specified unit. The
returned result is of the string type.

Converts a measurement in byte to a
format_data_size(, unit) measurement in a specified unit. The
returned result is of the string type.

format_data_siz
e function

Converts a measurement from the
parse_data_size ) current unit to a measurement in
function parse_data_size() byte. The returned result is of the

decimal type.

Converts a measurement from the
to_data_size_B ) current unit to a measurement in
) to_data_size_B() .
function - - - byte. The returned result is of the
Unit conversion double type.
for
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Type Function Syntax Description

Unit conversion
for time
intervals

to_data_size_KB
function

to_data_size_MB
function

to_data_size_GB
function

to_data_size_TB
function

to_data_size_PB
function

format_duration
function

parse_duration
function

to_days function

to_hours
function

to_microsecond
s function

to_milliseconds
function

to_minutes
function

to_most_succinc
t_time_unit
function

to_nanoseconds
function

to_seconds
function

to_data_size _KB()

to_data_size_MB()

to_data_size_GB()

to_data_size _TB()

to_data_size_PB()

format_duration()

parse_duration()

to_days()

to_hours()

to_microseconds()

to_milliseconds()

to_minutes()

to_most_succinct_time_unit()

to_nanoseconds()

to_seconds()

Converts a measurement from the
current unit to a measurement in KB.
The returned result is of the double
type.

Converts a measurement from the
current unit to a measurement in MB.
The returned result is of the double

type.

Converts a measurement from the
current unit to a measurement in GB.
The returned result is of the double

type.

Converts a measurement from the
current unit to a measurement in TB.
The returned result is of the double

type.

Converts a measurement from the
current unit to a measurement in PB.
The returned result is of the double

type.

Converts a time interval in seconds
to a readable string.

Converts a time interval to a time
intervalinthe 0 00:00:00.000
format.

Converts a time interval to a time
interval in days.

Converts a time interval to a time
interval in hours.

Converts a time interval to a time
interval in microseconds.

Converts a time interval to atime
interval in milliseconds.

Converts a time interval to a time
interval in minutes.

Converts a time interval from the
current unit to the optimal unit. The
system automatically determines the
optimal unit and returns a time
interval in the optimal unit.

Converts a time interval to a time
interval in nanoseconds.

Converts a time interval to a time
interval in seconds.
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convert_data_size function
The convert_data_size function converts a measurement fromthe current unit to a different unit.

e The following function converts a measurement fromthe current unit to the optimal unit. The system
automatically determines the optimal unit and returns a measurement in the optimal unit.

convert data size()

e The following function converts a measurement from the current unit to a specified unit.

convert data size(, unit)

Parameter Description
The measurement. The value of this parameter is of the string type.
unit The unit of stored data. Valid values: KB, MB, GB, PB, TB, EB, ZB, and YB.

The string type.

e Example 1: Convert 1,200 KB to a measurement in a different unit.
o Query statement

* | SELECT convert data size('1200KB')
o Query and analysis results
_col0

1.17MB

e Example 2: Convert the value of the body_bytes_sent field in byte to a measurement in KB. The
body _bytes_sent field indicates the number of bytes that are sent to the client.

o Query statement

* | select convert data size(format data size(body bytes sent, 'KB'))
o Query and analysis results

_col0

1.74KB

11.38KB

4.12KB

1.19KB

format_data_size function

The format_data_size function converts a measurement in byte to a measurement in a specified unit.

format data size(, unit)

Parameter Description

The measurement in byte. The value of this parameter is of the bigint type.
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Parameter Description
unit The unit of stored data. Valid values: KB, MB, GB, PB, TB, EB, ZB, and YB.
The string type.

e Example 1: Convert the value of the body bytes sent field in byte to a measurement in KB. The
body_bytes_sent field indicates the number of bytes that are sent to the client.

o Sample field

body bytes sent:4619

o Query statement

* | select format data_size (body bytes sent, 'KB')

o Query and analysis results

_col0

7.33KB
2.19KB
4.16KB

4.84KB

e Example 2: Convert the total number of bytes to a measurement in GB. The total number of bytes is calculated
by adding up all the values of the body_bytes_sent field by using the sumfunction. The body_bytes_sent field
indicates the number of bytes that are sent to the client.

o Sample field

body bytes sent:4619

o Query statement

* | select format data size(sum(body bytes sent), 'GB')
o Query and analysis results

_col0

0.73GB

parse_data_size function

The parse_data_size function converts the current measurement to a measurement in byte.

parse_data size()
Parameter Description
The measurement. The value of this parameter is of the string type.

The decimal type.

Convert 1,024 KB to a measurement in byte.
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e Query statement

*| SELECT parse data size ('1024KB')
e Query and analysis results
_col0

1048576

to_data_size_B function
The to_data_size_B function converts the current measurement to a measurement in byte.

to_data size B()

Parameter Description

The measurement. The value of this parameter is of the string type.

The double type.
Convert 1,024 KB to a measurement in byte.

e Query statement

* | select to_data_size B('1024KB')

e Query and analysis results

_col0

1048576.0

to_data_size KB function
The to_data_size_KB function converts the current measurement to a measurement in KB.

to data size KB()

Parameter Description

The measurement. The value of this parameter is of the string type.

The double type.

Convert the value of the body bytes_sent field to a measurement in KB. The body_bytes sent field indicates the
number of bytes that are sent to the client.

® Query statement

* | select to _data size KB(format data size(body bytes sent, 'KB'))

e Query and analysis results
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1.69

to_data_size_MB function

The to_data_size_MB function converts the current measurement to a measurement in MB.

to data size MB()

Parameter Description

The measurement. The value of this parameter is of the string type.

The double type.

Convert the total number of bytes to a measurement in MB. The total number of bytes is calculated by adding up
all the values of the body_bytes_sent field by using the sum function. The body_bytes_sent field indicates the
number of bytes that are sent to the client.

e Query statement

* | select to data size MB(format data size(sum(body bytes sent), 'KB'))
e Query and analysis results

_col0

814.49

to_data_size_GB function

The to_data_size_GB function converts the current measurement to a measurement in GB.

to_data size GB()

Parameter Description

The measurement. The value of this parameter is of the string type.

The double type.

Convert the total number of bytes to a measurement in GB. The total number of bytes is calculated by adding up
all the values of the body_bytes_sent field by using the sum function. The body_bytes_sent field indicates the
number of bytes that are sent to the client.

e Query statement

* | select to _data size GB(format data size (sum(body bytes sent), 'KB'))

e Query and analysis results
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_col0

0.79

to_data_size_TB function

The to_data_size_TB function converts the current measurement to a measurement in TB.

to_data_size TB()

Parameter Description

The measurement. The value of this parameter is of the string type.

The double type.

Convert the total number of bytes to a measurement in TB. The total number of bytes is calculated by adding up
all the values of the body_bytes_sent field by using the sumfunction. The body_bytes_sent field indicates the
number of bytes that are sent to the client.

e Query statement

* | select to _data size TB(format data size (sum(body bytes sent), 'KB'))

e Query and analysis results

_col0

0.01

to_data_size_PB function
The to_data_size_PB function converts the current measurement to a measurement in PB.

to data_size PB()

Parameter Description
The measurement. The value of this parameter is of the string type.
The double type.

Convert 1,048,576 GB to a measurement in PB.

e Query statement

*| SELECT to data size PB('1048576GB')
e Query and analysis results

_col0

1.0

format_duration function

The format_duration function converts a time interval in seconds to a readable string.
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format duration ()

Parameter Description
The time interval. The value of this parameter is of the double type.

The string type.

Convert 235 seconds to astringinthe 3 minutes, 55 seconds format.
e Query statement

* | SELECT format duration (235)
e Query and analysis results
_colD

3 minutes, 55 seconds

parse_duration function

The parse_duration function converts a time interval to a time intervalinthe 0 00:00:00.000 format.

parse duration ()

Parameter Description

The time interval. The value of this parameter is of the string type.

The interval type.

Convert 1,340 milliseconds to atime intervalinthe 0 00:00:01.340 format.
e Query statement

* | SELECT parse duration('1340ms')
e Query and analysis results

_col0

0 00:00:01.340

to_days function

The to_days function converts a time interval to a time interval in days.

to days ()
Parameter Description
The time interval. The value of this parameter is of the varchar type.
The double type.

Convert 192,848 seconds to a time interval in days.

> Document Version: 20220510 313



Index and query- Analysis grammar Log Service

e Query statement

*| SELECT to days('192848s')
e Query and analysis results

_col0

2

to_hours function

The to_hours function converts a time interval to a time interval in hours.

to_hours ()
Parameter Description
The time interval. The value of this parameter is of the varchar type.
The double type.

Convert 1.2 days to a time interval in hours.
e Query statement

* | SELECT to hours('1.2d")
e Query and analysis results

_col0

29

to_microseconds function

The to_microseconds function converts a time interval to a time interval in microseconds.

to_microseconds ()

Parameter Description
The time interval. The value of this parameter is of the varchar type.
The double type.
Convert 3,600 nanoseconds to a time interval in microseconds.

e Query statement

* | SELECT to microseconds ('3600ns")
e Query and analysis results

_col0

4

to_milliseconds function
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The to_milliseconds function converts a time interval to a time interval in milliseconds.

to milliseconds ()

Parameter Description

The time interval. The value of this parameter is of the varchar type.

The double type.
Convert 1.2 seconds to a time interval in milliseconds.
e Query statement

* | SELECT to milliseconds('1l.2s')
e Query and analysis results
_col0

1200

to_minutes function

The to_minutes function converts a time interval to a time interval in minutes.

to minutes ()

Parameter Description

The time interval. The value of this parameter is of the varchar type.

The double type.
Convert 1.2 hours to a time interval in minutes.
e Query statement

* | SELECT to _minutes('l.2h')
e Query and analysis results

_col0

72

to_most_succinct_time_unit function

The to_most_succinct_time_unit function converts a time interval fromthe current unit to the optimal unit. The
system automatically determines the optimal unit and returns a time interval in the optimal unit.

to most succinct time unit ()

Parameter Description

The time interval. The value of this parameter is of the varchar type.
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The varchar type.
Convert 1,340 milliseconds to a time interval in seconds.

e Query statement

* | SELECT to _most succinct time unit ('1340ms')
e Query and analysis results

_col

1.34s

to_nanoseconds function

The to_nanoseconds function converts a time interval to a time interval in nanoseconds.

to nanoseconds ()

Parameter Description
The time interval. The value of this parameter is of the varchar type.
The double type.
Convert 125 milliseconds to a time interval in nanoseconds.

e Query statement

* | SELECT to_nanoseconds('125ms')
e Query and analysis results
_col0

125000000

to_seconds function

The to_seconds function converts a time interval to a time interval in seconds.

to seconds ()

Parameter Description

The time interval. The value of this parameter is of the varchar type.

The double type.
Convert 1,340 milliseconds to a time interval in seconds.

e Query statement

* | SELECT to_seconds ('1340ms')

e Query and analysis results
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_col0

8.1.27. Window funnel function

Log Service provides the window funnel function. You can use this function to analyze data, such as user
behavior, application traffic, and the conversion rate in product promotions. T his topic describes the syntax of
the window funnel function. This topic also provides examples on how to use the window funnel function.

The following table describes the window funnel function that is supported by Log Service.

) Notice

Function

window_funnel function

Syntax

window_funnel(sliding_window,
timestamp, event_id, ARRAY[event_list0],
event_list02...])

window_funnel(sliding_window,
timestamp, ARRAY[event_id=event_list0],
event_id=event_list02...])

Description

Searches for an event chain in a sliding
time window and counts the maximum
number of consecutive events that
occurred in the event chain.

If the value of the event_id parameter is
specified in an event chain, you can use
this syntax.

Searches for an event chain in a sliding
time window and counts the maximum
number of consecutive events that
occurred in the event chain.

If the value of the event_id parameter is
not specified in an event chain and you

want to use a custom value for the
event_id parameter, you can use this
syntax for higher flexibility.

Principle

The window funnel function is used to search for an event chain in a sliding time window and count the maximum
number of consecutive events in the event chain. The window funnel function starts the count fromthe first
event in the event chain that you specify, checks the events in sequence, and then returns the maximum number
of consecutive events.

The window funnel function uses the following algorithm:

e The function starts the count fromthe first event in the event chain and sets the initial value of the event
counterto 1. Then, the sliding time window starts.

e Inthe sliding time window, if the events in the event chain occur in sequence, the event counter is incremented.

e Inthe sliding time window, if the sequence of events in the event chain is disrupted, the event counter stops.
The search stops and a new search starts. The maximum number of consecutive events in the previous search is
counted.

e If multiple values of consecutive events exist in the previous search, the function returns the maximum value.
The maximum value indicates the maximum number of consecutive events.

For example, you specify a sliding time window of 100 seconds and the following pattern for the event chain:
Event 1, Event 2, Event 3, Event 4, and Event 5. However, the events in the event chain occur in the following
sequence: Event 1, Event 2, Event 4, Event 5, Event 1, and Event 3. In the sliding time window, the maximum
number of consecutive events is 2. A value of 2 indicates the sequential relationship between Event 1 and Event 2.
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) Notice

e The function must start the count fromthe first event in the event chain. For example, if the function
starts the count in the sequence of Event 2, Event 3, and Event 4, the function returns 0.

e The function must count all events that occurin the event chain. For example, if Event 4 occurs in the
sliding time window and Event 3 does not occur in the sliding time window, this search is excluded from
the maximum number of consecutive events.

n B B O O

time | 100s |

Syntax
The window funnel function supports the following two syntax:

e [f the value of the event_id parameter is specified in an event chain, you can use the following syntax:

window funnel (sliding window, timestamp, event id, ARRAY[event 1ist0l, event 1ist02...])

e If the value of the event_id parameter is not specified in an event chain and you want to use a custom value for
the event_id parameter, you can use the following syntax for higher flexibility:

window_funnel (sliding window, timestamp, ARRAY[event id=event 1ist0l, event id=event 1list02...])

Parameters

Parameter Description

The sliding time window. Unit: seconds. The value of this parameter is of the bigint

sliding_window
type.

The timestamp. Unit: seconds. The value of this parameter is of the bigint type. We

timestam S . K .
P recommend that you use the built-in __time__ field of Log Service.
The name of the log field. The value of this parameter is the name of an event.
event_id Example: Event A, Event B, or Event C. The value of this parameter is of the varchar

type.

The custom event chain. The event chain can contain up to 32 events. The value of
this parameter is of the array type. Examples:

event_list e ARRAY['A, 'B', 'C']
e ARRAY[event_id='A', event_id='B', event_id="'C']

Examples

An e-commerce store held a promotional activity and analyzed the conversion effect of the activity by using the
window funnel function. The conversion process consists of the following three steps: browse the information of
a commodity, add the commodity to the online shopping cart, and then purchase the commodity. The following
figure shows a sample log that is collected by Log Service.
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1 10-1909:55:55 =] -+ @11 156 1634688555
__tag : client_ip :5 62
behavior_type :pv
category_id :149192
item id :2873959
timestamp : 15118606812
user_id :137617

Log field Description

The type of user behavior. Valid values:
® pv: Browse the information of a commodity.
behavior_t
ehavior_type e cart: Add a commodity to the online shopping cart.

® buy: Purchase a commodity.

category_id The category ID of the commodity.
item_id The ID of the commodity.
timestamp The point in time at which the user behavior occurred.
user_id The ID of the user.
Example 1

Analyze the purchase behavior of users within 24 hours.
e Query statement
*
SELECT
user_id,
window_ funnel (
86400,
timestamp,
ARRAY [behavior type='pv', behavior type='cart', behavior type='buy']
) AS levels
GROUP BY
user id
ORDER BY
user_id
LIMIT
1000

e Query and analysis result

o The value of the levels field for User 24 is 3. The user completes the purchase in sequence. The user browses
the information of a commodity, adds the commodity to the online shopping cart, and then purchases the
commodity.

o The value of the levels field for User 14 is 2. The user browses the information of a commodity and adds the
commodity to the online shopping cart. However, the user does not purchase the commodity.
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user_id

24
28

29

Example 2

Calculate the number of users for each type of user behavior.

® Query statement
x|
SELECT
levels,
count,
sum (count) over (
ORDER BY
levels DESC
) AS total
FROM  (
SELECT
levels,
count (1) AS count
FROM (
SELECT
user id,
window funnel (
86400,
timestamp,

levels

ARRAY [behavior type='pv', behavior type='cart',6behavior type='buy']

) AS levels
FROM log
GROUP BY
user_id
)
GROUP BY
levels
ORDER BY

levels

e Query and analysis result

o The number of users who browse the information of a commodity is 513,194. The number of users who do
not continue their purchase process after they browse the information of the commodity is 138,491.

320
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o The number of users who add the commodity to the online shopping cart is 374,703. The number of users
who do not continue the purchase process after they add the commodity to the online shopping cart is

198,642.

o The number of users who purchase the commodity is 176,061.

levels count

3 176061

2 198642

1 138491

0 2072
Example 3

total

176061

374703

513194

515266

Calculate the conversion rate of the preceding promotional activity.

e Absolute conversion rate: the ratio of the number of users who perform a type of user behaviorto the total

number of users.

e Relative conversion rate: the ratio of the number of users who perform a type of user behavior to the number

of users who performthe previous type of user behavior.

e Query statement
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*

SELECT
*I
100.0 * total /(sum(count) over()) AS "Absolute conversion rate",
if(
lag(total, 1, 0) over() = O,
100,

(100.0 * total / lag(total, 1, 0) over())

) AS "Relative conversion rate"
FROM  (
SELECT
levels,
count,
um (count) over (
ORDER BY
levels DESC
) AS total
FROM (
SELECT
levels,
count (1) AS count
FROM (
SELECT
user id,
window_ funnel (
86400,

timestamp,

ARRAY [behavior type='pv', behavior type='cart',6 behavior type='buy']

) AS levels
FROM log
GROUP BY
user id
)
GROUP BY
levels
)
ORDER BY

levels

e Query and analysis result

o Table

levels count total — ut.e Relatwe_
conversion ... CONVEersion ...

0 2072 515266 100.0 100.0

1 138491 513194 99.59787760108371  99.59787760108371

2 198642 374703 72.72030368780396  73.01390897009708

3 176061 176061 34,16895351139023  46.98681355633662
8
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o Funnel chart

HEO0OmE1Tm2 m3

8.1.28. Lambda expressions

Log Service allows you to define a lambda expression in an SQL analytic statement and pass the expressionto a
specified function. This topic describes the syntax of lambda expressions. T his topic also provides examples on
how to use the expressions.

Syntax

You must use lambda expressions together with functions, such as filter function, reduce function, transform function,
zip_with function, and map_filter function.

parameter -> expression

Parameter Description
parameter The identifier that is used to pass parameters.

The lambda expression, which can include most MySQL expressions. Examples:

Xx ->x +1

(%, y) > x+y

-> regexp like(x, 'at'")
‘ -> x[1] / x[2]
expression -> if(x > 0, x, -x)
—> coalesce(x, 0)
—> cast (x AS JSON)

-> x + try(l / 0)

XoXoOX X X X

Examples
This lambda expression is used to return not-null elements in the [5, null, 7, null] array.
e Query statement

* | SELECT filter(array[5, null, 7, null], x -> x is not null)

e Query and analysis results
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This lambda expression is used to return the sum of each element inthe [5, 20, 50] array.
® Query statement

* | SELECT reduce (arrayl[5, 20, 50], 0, (s, x) -> s + x, s —> s)

e Query and analysis results

_col0

75

This lambda expression is used to create a map fromtwo arrays. The values of keys in the map are greaterthan
10.

e Query statement

* | SELECT map_filter (map(array['class01l', 'class02', 'class03'], array([ll, 10, 9]), (k,v) -> v >
10)

e Query and analysis results
_col0

{"class01":11}

This lambda expression is used to transpose elements in two arrays and retrieve elements that are located by
using the same index to form a new two-dimensional array.

e Query statement

* | SELECT zip with(array[l, 3, 5], array['a', 'b', 'c'l, (x, y) —> (y, X))

e Query and analysis results
_colD
["a"1L.0"b"31.[c"2]]

This lambda expression is used to add 1 to each element in the [5, NULL, 6] array and return the result. The null
element inthe array is converted to 0 before it is added to 1.

e Query statement

* | SELECT transform(array[5, NULL, 6], x -> coalesce(x, 0) + 1)
e Query and analysis results
_col0

[6.71
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*

SELECT filter(arrayl[], x -> true)
SELECT map filter (map(array(],array[]), (k, v) -> true)

*

*

SELECT reduce (array([5, 6, 10, 20], -- calculates arithmetic average: 10.25
cast (row (0.0, 0) AS row(sum double, count integer)),
(s, x) -> cast(row(x + s.sum, s.count + 1) AS row(sum double, count integer)),
s —> if(s.count = 0, null, s.sum / s.count))
SELECT reduce (array[2147483647, 1], cast(0 AS bigint), (s, x) -> s + x, s -> s)
SELECT reduce (array[5, 20, null, 50], 0, (s, x) -> s + X, s => s)
SELECT transform(arraylarray[l, null, 2], array[3, null]], a -> filter(a, x -> x is not null))

SELECT zip with(array(['a', 'b', 'c'l, array['d', 'e', 'f'], (x, y) —-> concat(x, y))

Examplel: x -> x is not null
Example 2: 0, (s, X)->s+X,5->5
Example 3: (k,v) ->v>10
Example 4: (x, y) -> (y, X)
Example 5: x -> coalesce(x, 0) + 1

Additional examples

8.1.29. Conditional expressions

This topic describes the syntax of conditional expressions and provides examples on how to use conditional
expressions.

Expression Syntax Description

CASE WHEN conditionT THEN
result

[WHEN condition2 THEN result2)

CASE WHEN statement Classifies data based on specified conditions.

[ELSE result 3]
END

. If conditionis evaluated to true, result7is
IF(condition, resultT) . .
returned. Otherwise, null is returned.
IF function
L If conditionis evaluated to true, result7is
IF(condition, result1, result2) B )
returned. Otherwise, result2is returned.
) COALESCE(expression], Returns the first non-null value in multiple
COALESCE function . . .
expressionZ2, expression3...) expressions.
Evaluates whether the values of two expressions
NULLIF(expression], are the same. If the values are the same, null is
expression?2) returned. Otherwise, the value of the first
expression is returned.

NULLIF function

Captures errors to ensure that Log Service can

TRY function TRY(expression .
(exp ) continue to query and analyze data.

CASE WHEN statement

CASE WHEN statements are used to classify data.

> Document Version: 20220510 325



Index and query- Analysis grammar Log Service

CASE WHEN conditionl THEN resultl
[WHEN condition2 THEN result2]
[ELSE result3]

END

Parameter Description

condition The conditional expression.
result1 The result that you want to return.

e Example 1: Extract browser information fromthe value of the http_user_agent field. Then, classify the
information into Chrome, Saf ari, and unknown types and calculate the number of page views (PVs) for the three
types.

o Query statement
o
SELECT
CASE
WHEN http user agent like '%Chrome%' then 'Chrome'
WHEN http user agent like '%Safari%' then 'Safari'
ELSE 'unknown'
END AS http user agent,
count (*) AS pv
GROUP BY
http user agent

o Query and analysis result

http_user_agent pv

Chrome 5563
Safan 1842
unknown 1665

e Example 2: Query the distribution of requests that are sent at different points in time.

o Query statement
*
SELECT
CASE
WHEN request time < 10 then 't10'
WHEN request_time < 100 then 't100'
< 1000 then 't1000'
< 10000 then 't10000'

WHEN request time
WHEN request time
ELSE 'large'
END AS request time,
count (*) AS pv
GROUP BY

request time
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o Query and analysis result

request_time pv
1100 1563542
large 533

IF function

The IF function is used to classify data. This function works in a similar manner to CASE WHEN statements.

e If conditionis evaluated to true, result 7is returned. Otherwise, null is returned.
IF (condition, resultl)
e If conditionis evaluated to true, result 7is returned. Otherwise, result2is returned.

IF (condition, resultl, result2)

Parameter Description

condition The conditional expression.

result The result that you want to return.

Calculate the ratio of requests whose status code is 200 to all requests.

e Query statement

*
SELECT
sum (IF (status =

200, 1, 0)) * 1.0 / count(*) AS status 200 percentag
e Query and analysis result

status_200_percentage

0.8846858366766299

COALESCE function

The COALESCE function is used to return the first non-null value in multiple expressions.

COALESCE (expressionl, expression2, expression3...)

Parameter Description

expression The value of this parameter can be an expression of an arbitrary data type.

Calculate the ratio of the expenses of the previous day to the expenses of the same day in the previous month.

e Query statement
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*

SELECT
compare ("expenses of the previous day", 604800) AS diff
FROM  (
SELECT
COALESCE (sum (PretaxAmount), 0) AS "expenses of the previous day"
FROM log

)
e Query and analysis result
diff
[6514393413.0.19578267596.0,0.33273594719539659]

o The value 6514393413.0 indicates the expenses of the previous day.
o The value 19578267596.0 indicates the expenses of the same day in the previous month.

o The value 0.33273594719539659 indicates the ratio of the expenses of the previous day to the expenses of
the same day in the previous month.

NULLIF function

The NULLIF function is used to check whether the values of two columns are the same. If the values are the same,
null is returned. Otherwise, the value of the first expression is returned.

NULLIF (expressionl, expression2)

Parameter Description

expression The valid scalar expression.

Check whether the values of the client_ip and host fields are the same. If the values are not the same, the value
of the client_ip field is returned.

e Query statement

* | SELECT NULLIF (client ip,host)

e Query and analysis result

_col0

61 158
27 181
117 152

36 A8

TRY function
The TRY function is used to capture errors to ensure that Log Service can continue to query and analyze data.

TRY (expression)
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Parameter Description

expression The value of this parameter can be an expression of an arbitrary data type.

If an error occurs when the regexp_extract function is invoked, the TRY function captures the error. T his way, Log
Service can continue to query and analyze data. The query and analysis result is returned.

e Query statement
* |
SELECT
TRY (regexp extract (request uri, '.*\/(file.*)', 1)) AS file,
count (*) AS count

GROUP BY
file

e Query and analysis result

file count
file-5 851
file-7 928
file-3 37
file-4 863

8.2. SQL syntax
8.2.1. EXCEPT clause

The EXCEPT clause is used to combine the result sets of two SELECT statements and return the difference set of
the two result sets. The difference set includes the values that are included in the result set of the first SELECT
statement but are not included in the result set of the second SELECT statement. This topic describes the syntax
of the EXCEPT clause. This topic also provides examples on how to use the EXCEPT clause.

Syntax
SELECT keyl... FROM logstorel
EXCEPT
SELECT key2... FROM logstore2
) Notice

e The number and order of the columns in the result sets of the two SELECT statements must be the

same. The data types for the columns in the result sets of the two SELECT statements must be the
same.

e The EXCEPT clause removes all duplicates from the final results. T his way, distinct values are returned
in the final results.

Parameters
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Parameter Description

The field name, column name, or expression.

You can specify different values for key7 and key2, but you must specify the same

key
data types for them.
logstore The name of the Logstore.
Examples

A Logstore named internal-diagnostic_log is used to store important logs. The important logs record information
about the log consumption latency, alerts, and log collection of each Logstore. A Logstore named internal-
operation_log is used to store detailed logs. The detailed logs record information about all the operations on
resources in a project. You can use the EXCEPT clause to query which Logstores have detailed logs but not
important logs.
e Query statement

x|

SELECT

logstore

FROM internal-operation log

EXCEPT

SELECT

logstore
FROM internal-diagnostic log

e Query and analysis results
logstore
internal-ml-log
test_insert

oss_metering

8.2.2. EXISTS clause

An EXISTS clause is used to check whether a subquery returns a specific result. If the subquery in an EXISTS clause
returns a specific result, true is returned and the outer SQL statement is executed.

Syntax

* | SELECT...FROM...WHERE EXISTS (subquery)

Parameters

Parameter Description

subquery The value of this parameter is a SELECT statement.
Example

Check whether the read and write latency of a specific Logstore is greater than 1,000 microseconds. If the latency
is greater than 1,000 microseconds, the information of the related consumer group is returned.
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® Query statement
*
SELECT
consumer group
FROM "internal-diagnostic log"
WHERE
EXISTS (
SELECT
Latency
FROM internal-operation_log
WHERE
"internal-diagnostic log".LogStore = "internal-operation log".logstore and latency >1000

)

e Query and analysis result

consumer_group

sls-ml-ag =a/6a483d4

8.2.3. GROUP BY clause

The GROUP BY clause is used together with aggregate functions to group analysis results based on one or more
columns that you specify. The GROUP BY clause can also be used together with ROLLUP, CUBE, and GROUPING SETS
to generate multiple grouping sets.

Syntax

e GROUP BY

The GROUP BY clause groups analysis results based on one or more columns that you specify.

SELECT
key,

aggregate function
GROUP BY
key, ...

e GROUP BY ROLLUP

The GROUP BY ROLLUP clause groups analysis results based on the rollup operation. The clause returns a
subtotal for each group and a grand total for all groups. For example, if you use GROUP BY ROLLUP (a, b), the
following grouping sets are produced: (a, b), (a, null), and (null, null).

SELECT
key,

aggregate function
GROUP BY ROLLUP (key,...)

e GROUP BY CUBE

The GROUP BY CUBE clause groups analysis results based on all possible combinations of columns. For example,
if you use GROUP BY CUBE (a, b), the following grouping sets are produced: (a, b), (null, b), (a, null), and (null,
null).
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SELECT
key,

aggregate function
GROUP BY CUBE (key,...)

e GROUP BY GROUPING SETS

The GROUP BY GROUPING SETS clause groups analysis results based on the columns that you specify in
sequence. For example, if you use GROUP BY GROUPING SETS (a, b), the following grouping sets are produced:
(a, null) and (null, b).

SELECT
key,

aggregate function
GROUP BY GROUPING SETS (key,...)

) Notice If you use the GROUP BY clause in an analytic statement, the system can query only a column
that is included in the GROUP BY clause or perform aggregation on an arbitrary column when the system
executes the SELECT statement. For example, * | SELECT status, request time, COUNT (*) AS PV GROUP BY
status s invalid because the request_time column is not included in the GROUP BY clause. You can change
the statement to * | SELECT status, arbitrary (request time), count(*) AS PV GROUP BY status , which

is valid.
Parameters
Parameter Description
The name of the log field or the name of the column whose values are
returned by an aggregate function. The GROUP BY clause groups results based
key on the log field or column that you specify.

The GROUP BY clause allows you to specify one or more columns.

The aggregate function that is used together with the GROUP BY clause. The
aggregate function GROUP BY clause is often used together with aggregate functions, such as min,
max, avg, sum, and count. For more information, see Aggregate function.

Examples

Example 1
Group the numbers of page views (PVs) based on status codes.
e Query statement

* | SELECT status, count(*) AS PV GROUP BY status

e Query and analysis results
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status PV
205 59
301 41
204 A8
402 30
202 &8
307 &6
401 31
203 B4

Example 2

Group the numbers of PVs based on 1-hour intervals. In the following statement, the __time__ field is a reserved
field in Log Service. This field indicates the time column. time is the alias of date trunc('hour', time ) .For

more information about the date_trunc function, see date_trunc function.

® Query statement
x|
SELECT
count (*) AS PV,

date trunc('hour', _ time ) AS time

GROUP BY
time
ORDER BY
time
LIMIT
1000
e Query and analysis results
PV
1202
10159

28001

Example 3

time

2021-08-10 00:00:00.000

2021-08-10 01:00:00.000

2021-08-10 02:00:00.000

Group the numbers of PVs based on 5-minute intervals.

o Query statement

The date_trunc function allows you to measure statistics only based on a fixed interval. The interval is
determined by the time unit that you specify in the function. If you want to measure statistics based on a
custom interval, we recommend that you perform a mathematical modulo operation to group data. Inthe
following statement, %300 specifies that a mathematical modulo operation is performed to group data at 5-

minute intervals.
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*
SELECT
count (*) AS PV,

[

_ _time - time %
GROUP BY
time
LIMIT
1000
e Query and analysis results
PV
143

31

44

Example 4

300 AS time

time

1628525100

1628526600

1628526500

Group the numbers of PVs based on the request_method and status columns. The GROUP BY GROUPING SETS
clause calculates the numbers of PVs first for each request method and then for each status.

e Query statement
*
SELECT
request _method,
status,

count (*) AS PV
GROUP BY

GROUPING SETS (request method, status)

e Query and analysis results
request_method

GET
POST
DELETE
PUT
null
null
null
null

rull

Example 5

status

null

null

null

null

200

204

501

202

305

285

51

28

60

382

334
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Group the numbers of PVs based on the request_method and status columns. The following grouping sets are
produced: (null, null), (request_method, null), (null, status), and (request_method, status). The GROUP BY CUBE

clause calculates the numbers of PVs for each group.

o Query statement
*
SELECT
request _method,
status,
count (*) AS PV
GROUP BY
CUBE (request method, status)

e Query and analysis results

request_method status
null null
GET null
PUT null
DELETE null
POST null
HEAD null
null 200
null 204
null 304
Example 6

341

Total:58 < 1 /3 >

Group the numbers of PVs based on the request_method and status columns. The following grouping sets are
produced: (request_method, status), (request_method, null), and (null, null). The GROUP BY ROLLUP clause

calculates the numbers of PVs for each group.

® Query statement

*

SELECT
request method,
status,
count (*) AS PV

GROUP BY

ROLLUP (request method, status)

e Query and analysis results
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request_method status PV

POST 306 1 -

GET 404 1

POST 202 1

GET null 219

POST null 50

PUT null 65

DELETE null 18

HEAD null 3

null null 355 =
Total:35 < 2 /2

8.2.4. HAVING clause

The HAVING clause is used to specify filter conditions for the results that are returned by GROUP BY clauses or
aggregate functions.

Syntax

HAVING bool expression

2 Notice

e The HAVING clause is used to filter results that are returned by GROUP BY clauses or aggregate
functions. The WHERE clause is used to filter raw data before the data is aggregated.

e The HAVING clause is used before the ORDER BY clause and after the GROUP BY clause.

Parameters

Parameter Description

bool _expression The Boolean expression.
Examples

e Example 1: Return the request URIs whose average request duration is longer than 40 seconds.
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o Query statement

*

SELECT
avg (request_time) AS avg time,
request uri

GROUP BY
request uri

HAVING

avg (request time) > 40
o Query and analysis results

avg_time request_uri
45,03659584919563 frequest/path-1/file-0

45.388778550148959 frequest/path-3/file-6

45.269188395152408

4491338974614236

44.924772223590249

45,09470581009704

45,013995215311009

45,099331306990887

44.946833443037979

frequest/path-2/file-4
frequest/path-0/file-0
/request/path-2/file-3
/request/path-0/file-3
/request/path-3/file-4
frequest/path-3/file-8

frequest/path-2/file-2

B0 - 1 /2 s

e Example 2: Query the write latency of projects in service logs and return the projects whose write latency is
greaterthan 1,000 microseconds.
o Query statement
method: PostLogstorelogs |
SELECT
avg (latency) AS avg_latency,
Project
GROUP BY
Project
HAVING
avg latency > 1000

o Query and analysis results

avg_latency Project

1569.909030909031 datala iengdu

8.2.5. INSERT INTO clause

You can use an INSERT INT O clause to write query and analysis results from one Logstore to another Logstore. The
two Logstores belong to the same project.

Syntax
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INSERT INTO target logstore (key)
SELECT key FROM source logstore

) Notice
e Inthe destination Logstore, you must create an index for the keyfield that you specify and enable the
analysis feature for the field.
e target logstore must be followed by a field that you want to write to the destination Logstore. For
example, * | INSERT INTO target logstore SELECT... isaninvalid statement.

e [f the datatypes of the specified fields do not match the data types that are supported by Log
Service, you must specify a data type conversion function in the SELECT statement to convert the data
types of the fields. For more information, see Data type conversion functions.

e You can use an INSERT INTO clause to write up to 10,000 data entries to a destination Logstore at a
time.

e The source and destination Logstores must reside in mainland China.

Parameters
Parameter Description
The name of the destination Logstore.
target_logstore @ Note The destination Logstore must be different from the source
Logstore.
source_logstore The name of the source Logstore.
key The field name or column name.
Example

Calculate the number of page views (PVs) for each status code in a Logstore named website_log and write the
query and analysis result to a Logstore named test_insert.

@) Notice Before you execute the following query statement, you must create indexes for the status and
PV fields in the test_insert Logstore and enable the analysis feature for the fields.

e Query statement

* | INSERT INTO test insert (status,PV) SELECT status, count(*) AS PV FROM website log GROUP BY sta

tus

e Query and analysis result (source Logstore)

rows info

22

e Query and analysis result (destination Logstore)
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1 09-2615:06:39 [E| -+ 1632639929
PV :54
status :386

2 09-2615:06:39 ) --- 1632639999
PV :27

status :484

8.2.6. INTERSECT clause

The INTERSECT clause is used to combine the result sets of two SELECT statements and return only rows that are
common to the result sets of the two SELECT statements. T his topic describes the syntax of the INTERSECT
clause. This topic also provides examples on how to use the INTERSECT clause.

Syntax
SELECT keyl... FROM logstorel
INTERSECT
SELECT key2... FROM logstore2
) Notice

e The number and order of the columns in the result sets of the two SELECT statements must be the
same. The data types for the columns in the result sets of the two SELECT statements must be the
same.

e The INTERSECT clause removes all duplicates fromthe final results. This way, distinct values are
returned in the final results.

Parameters
Parameter Description
The field name, column name, or expression.
key You can specify different values for key7 and key2, but you must specify the same
data types for them.
logstore The name of the Logstore.
Examples

A Logstore named internal-diagnostic_log is used to store important logs. The important logs record information
about the log consumption latency, alerts, and log collection of each Logstore. A Logstore named internal-
operation_log is used to store detailed logs. The detailed logs record information about all the operations on
resources in a project. You can use the INTERSECT clause to query which Logstores have both detailed logs and
important logs.

e Query statement
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*
SELECT
logstore
FROM internal-operation log
INTERSECT
SELECT
logstore

FROM internal-diagnostic log
e Query and analysis results

logstore

oss_log

website_log

game_log

8.2.7. JOIN clause

You can specify JOIN clauses in SQL statements to join multiple tables based on the fields that are shared by the
tables. Log Service allows you to join data that is stored in different Logstores. You can also join data that is
stored in a Logstore with data that is stored in a MySQL database or with data that is stored in an Object Storage
Service (0SS) bucket. This topic describes the syntax of JOIN clauses and provides examples on how to use JOIN

clauses.

Syntax

SELECT table.key
FROM tablel

INNER|LEFT|RIGHT | FULL OUTER JOIN table2

ON tablel.key=table2.key

Log Service allows you to use INNER JOIN clauses, LEFT JOIN clauses, RIGHT JOIN clauses, and OUTER JOIN clauses in
SELECT statements. For more information, see JOIN.

JOIN syntax

INNER JOIN

LEFT JOIN

RIGHT JOIN

FULL OUTER JOIN

Parameters

Description

Returns only the matching rows that meet the conditions specified in the
SELECT statement between two tables.

Returns all rows that meet the conditions specified in the SELECT statement
from the left table (table1) even if no matching rows exist in the right table
(table2).

Returns all rows that meet the conditions specified in the SELECT statement
from the right table (table2) even if no matching rows exist in the left table
(tablel).

Returns the rows that meet the conditions specified in the SELECT statement if
a table contains a matching row.

340
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Parameter Description

A log field or an expression. The value of this parameter can be of an arbitrary data

ki
ey type.

tablelis a Logstore and table2 can be a Logstore, a MySQL database, or an 0SS
table bucket. For more information, see Associate Log Service with a MySQL database and
Associate Log Service with an 0SS bucket.

Examples

A Logstore named internal-diagnostic_log is used to record the logs that include information, such as the
consumption latency, alerts, and log collection for each Logstore in a project. A Logstore named internal-
operation_log is used to record the operation logs of all resources in the project. You can use aJOIN clause to
query log data fromthe two Logstores and obtain the information about the consumer groups, consumption
latency, and request methods for each Logstore in the project.

Example 1: INNER JOIN
e Query statement

x|

SELECT
"internal-diagnostic_log".consumer group,
"internal-diagnostic log".logstore,
"internal-operation log".Latency,
"internal-operation log".Method

FROM "internal-diagnostic log"
INNER JOIN "internal-operation log" ON "internal-diagnostic log".logstore = "internal-operation

log".logstore

LIMIT
10000

e Query and analysis result

In this example, 1,328 rows of data that meet the specified conditions are returned.

consumer_group logstore latency method
etl-8e1fe61a8fd927af29ce 277532492727 game_log 480 PullData -
etl-Be1fe61a8f4927af29ce277532492727 game_log 1103 ConsumerGroupUpdateCheckPoint
etl-8e1fe61a8fd927af29ce277532492727 game_log 474 PullData

etl-8e1fe61a8f4927af29ce277532492727 game log 497 PullData

etl-8e1feb1a8fd927af29ce277532492727 game_log 478 PullData

etl-8e1fe61a8f4927af29ce277532492727 game_log 486 PullData

etl-8e1feb1a8f4927af29ce277532492727 game_log 496 PullData

etl-80dc0ebe600bAd956552fe0b0fIff 70 oss_log 495 PullData

etl-80dc0ebe600b4d956552fe0bOfIfff70 oss_log 51 PullData

28 1000 < 13 /50

Example 2: LEFT JOIN

e Query statement
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*
SELECT
"internal-diagnostic log".consumer group,
"internal-diagnostic log".logstore,
"internal-operation log".Latency,
"internal-operation log".Method
FROM "internal-diagnostic_ log"
LEFT JOIN "internal-operation log" ON "internal-diagnostic_log".logstore = "internal-operation 1
og".logstore
LIMIT
10000
e Query and analysis result
In this example, 1,328 rows of data in the internal-diagnostic_log Logstore are returned.
consumer_group logstore latency method
etl-cfd3c82162ac3cab0ad06ebecdc6b87b website_log 1157 ConsumerGroupHeartBeat
etl-cfd3c82162ac3cab0ad06ebecdcbb87b website_log 1290 ConsumerGroupHeartBeat
etl-cf43c82162ac3cab0ad06ebecdcbb87b ‘website_log 422 PullData
etl-cfd3c82162ac3cab0a306ebecdc6b87b website_log 462 PullData
etl-cfd3c82162ac3cab0ad06ebecdcbb87b website_log 449 PullData
etl-cf43c82162ac3cab0ad06ebecdcbbB87b ‘website_log 607 PullData
etl-cf43c82162ac3cab0ad06ebecdcbb87b ‘website_log 452 PullData
etl-cfd3c82162ac3cab0ad06ebecdctb87b website_log 472 PullData
etl-cfd3c82162ac3cab0ad06ebecdcbb87b website_log 554 PullData -
B 138 1 e

Example 3: RIGHT JOIN

e Query statement
* |

SELECT

"internal-diagnostic_log".consumer group,
"internal-diagnostic log".logstore,
"internal-operation log".Latency,
"internal-operation log".Method

FROM "internal-diagnostic log"

RIGHT JOIN "internal-operation log" ON "internal-diagnostic log".logstore = "internal-operation

log".logstore
LIMIT
10000

e Query and analysis result

In this example, 1,757 rows of data in the internal-operation_log Logstore are returned.

consumer_group

null

null

null

null

null

null

null

null

null

logstore

null

null

null

null

null

null

null

null

null

Iatency

112

17

87

104

102

79

method

PostlogStorelogs

PostlogStorelogs

PostLogStoreLogs

PostlogStorelogs

PostlogStorelogs

PostlogStorelogs

PostlogStorelogs

PostLogStoreLogs

PostlogStorelogs o

E2E: 1757 1 /88

342

> Document Version: 20220510



Log Service Index and query- Analysis grammar

Example 4: FULL OUTER JOIN
® Query statement
x|
SELECT
"internal-diagnostic_log".consumer group,
"internal-diagnostic log".logstore,
"internal-operation log".Latency,
"internal-operation log".Method
FROM "internal-diagnostic log"
FULL OUTER JOIN "internal-operation log" ON "internal-diagnostic log".logstore = "internal-opera
tion_log".logstore
LIMIT
10000

e Query and analysis result

In this example, 1,757 rows of data that meet the specified conditions are returned.

consumer_group logstore latency method

null null 104 PostLogStorelogs

null null 12 PostLogStorelogs

null null 306 PostLogStorelogs

null null 17 PostLogStorelogs

null null 87 PostLogStorelogs

null null 73 PostLogStoreLogs

null null 58 PostLogStorelogs

null null 102 PostLogStorelogs

null null 79 PostLogStorelogs o

BEL 1757 1 /88

8.2.8. LIMIT clause

By default, Log Service returns 100 rows of data in the query and analysis results. You can use a LIMIT clause to
specify the number of rows that can be returned.

Syntax
Log Service supports the following types of LIMIT clauses:

e The following LIMIT clause returns the first x rows of data in the query and analysis results:

LIMIT

e The following LIMIT clause returns x rows of data starting fromthe y row in the query and analysis results:

LIMIT ,

) Notice
e The LIMIT clause is used to obtain final results rather than SQL intermediat e results.

e You cannot use LIMIT clauses in subqueries. For example, the following statement is invalid: * | sele

ct count (l) from ( select distinct(url) from limit 0,1000)

Parameters
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Parameter Description

The number of rows that can be returned.
e |f youuse LIMIT ,the valid values of are [0,1000000].

e |f youuse ©LIMIT , ,the valid values of are [0,10000].

The offset. Valid values: [0,17000000].

) Notice The sumof and cannot exceed 1,000,000.

Examples

e Returnthe first 200 rows of data in the query and analysis results.

o Query statement

* | SELECT request time LIMIT 200

o Query and analysis results

request_time

60.0

63.0

73.0

48.0

440

30.0

48.0

64.0
-
b

Total:200 < 1 f1 s

e Return 1,000 rows of data with an offset of 100 in the query and analysis results.

o Query statement

* | SELECT request time LIMIT 100,1000
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o Query and analysis results

request_time

30.0

Total:1000 < 1 f50 =

e Returnthe top three request URIs with the longest request durations.

o Query statement
*
SELECT
request uri AS top 3,
request time
ORDER BY
request_time DESC
LIMIT
3

o Query and analysis results

top_3 request_time
frequest/path-3/file-2 80.0
frequest/path-2/file-4 80.0
/request/path-0/file-8 79.0

8.2.9. ORDER BY clause

The ORDER BY clause is used to sort query and analysis results based on specified column names.

Syntax

ORDER BY Column name [DESC | ASC]
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@ Note

e You can specify multiple column names to sort data in different orders. Example: orRDER BY Column Na
me 1 [DESC | ASC], Column NameZ2 [DESC | ASC]

e [f you do not specify the DESC or ASC keyword, the system sorts the query and analysis results in
ascending order by default.

e [f aspecified column has duplicate values, the sorting results may vary each time the query and
analysis results are sorted. If you want to ensure consistent sorting results, you can specify multiple
columns for sorting.

Parameters

Parameter Description

The name of the log field or the name of the column whose values are
Column name returned by an aggregate function. The ORDER BY clause sorts results based
onthe log field or column that you specify.

DESC Data is sorted in descending order.
ASC Data is sorted in ascending order.
Examples

e Example 1: Count the numbers of requests that correspond to different HTTP status codes and sort the query
and analysis results in descending order by the numbers.

o Query statement

*

SELECT
count (*) AS PV,
status

GROUP BY
status

ORDER BY
PV DESC

o Query and analysis results

PV status

163135 200 -
1224 206

1186 207

1185 305

1184 301

1182 307

1180 302

1177 203
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e Example 2: Calculate the average write latency of each Logstore and sort the query and analysis results in
descending order by the average latencies.

o Query statement

method :PostLogstorelogs |
SELECT
avg (latency) AS avg_latency,
LogStore
GROUP BY
LogStore
ORDER BY
avg_latency DESC

o Query and analysis results

avg_latency Logstore
3833.0 test
2691.133333333333 website_log
2608.0555555555557 date

e Example 3: Count the numbers of requests that correspond to different request durations and sort the query
and analysis results in ascending order by the request durations.

In the following query statement, content, time, and request_time are fields in JSON logs.

@) Notice

When you query and analyze JSON logs, make sure that the following requirements are met. For more
information, see Query and analyze JSON logs.

o You must add the parent path to a field name in JSON logs. Example: content.time.request_time.

o You must use double quotation marks ("") to enclose a field name in JSON logs in an analytic
statement. Example: "content.time.request_time".

o Query statement

*

SELECT
"content.time.request time",
count (*) AS count

GROUP BY
"content.time.request time"

ORDER BY

"content.time.request time"

o Query and analysis results

content.time.request_time count
10.0 145
11.0 123
12.0 113
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8.2.10. UNION clause

A UNION clause is used to combine the analysis results of multiple SELECT statements.

Syntax

SELECT keyl FROM logstorel
UNION
SELECT key2 FROM logstore2
UNION
SELECT key3 FROM logstore3

) Notice Each SELECT statement in a UNION clause must have the same number of columns. The values of
the columns in the same position must be of the same data type.

Parameters
Parameter Description
The field name or column name.
key The values of the key7, key2, and key3 parameters must be of the same data
type. You can specify different field names or column names.
logstore The name of the Logstore.
Example

Calculate the number of the page views (PVs) for each status code fromthe website_log Logstore and the
internal-operation_log Logstore. All queried and analyzed data is combined and returned at the same time.
e Query statement
x|
SELECT
status,
count (*) AS PV
FROM website log
GROUP BY
status
UNION
SELECT
status,
count (*) AS PV
FROM internal-operation log
GROUP BY

status

e Query and analysis result
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status PV

400 1

206 44

200 180

204 50

205 52

301 43

402 30

401 46

400 32 -

8.2.11. UNNEST clause

In complex business scenarios, the value of a log field may be of a complex data type, such as array or map. If you
want to query and analyze logs that contain fields whose values are of the preceding types, you can use an
UNNEST clause to expand the field values into multiple rows for analysis.

Syntax

e Expand an array into multiple rows. column_name specifies the column name of the rows.

UNNEST () AS table alias(column name)

e Expands a map into multiple rows. key_name specifies the column name of the keys and value_name specifies
the column name of the values.

unnest () AS table (key name,value name)

€D Notice You can use an UNNEST clause to expand only arrays or maps. If you want to expand a string,
you must convert the string to JSON data. Then, you can use the try cast (json parse (array column) as
array (bigint)) Syntaxto convert the JSON datato an array or a map. For more information, see Data type
conversion functions.

Parameters

Parameter Description
The value of this parameter is an array.

The column name that you specify for the data expanded from the array. T his
column_name ) )
column is used to store the elements in the array.

The value of this parameter is a map.

The column name that you specify for the data expanded from the map. This

key name . .
- columnis used to store the keys in the map.

The column name that you specify for the data that is expanded from the map. This

value_name ) .
- column is used to store the values in the map.
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Examples

Example 1:
Expand the value of the number field into multiple rows. The field value is an array.

e Sample field
number: [49, 50, 45, 47, 50]

e Query statement

x|
SELECT
a
FROM log,
unnest (cast (json_parse (number) AS array(bigint))) AS t(a)

e Query and analysis result

a

49
50
45
47

50

Example 2:

Expand the value of the number field into multiple rows and calculate the sum of the elements. The field value is
an array.

e Sample field
number: [49, 50, 45, 47, 50]

e Query statement

x|
SELECT
sum(a) AS sum
FROM log,
unnest (cast (json parse (number) as array(bigint))) AS t(a)

e Query and analysis result

sum

368248

Example 3

Expand the value of the number field into multiple rows and performthe GROUP BY operation on the elements.
The field value is an array.

e Sample field

number: [49, 50, 45, 47, 50]

® Query statement
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*

SELECT
a, count(*) AS count
FROM 1log,
unnest (cast (json_parse (number) as array(bigint))) AS t(a) GROUP BY a

e Query and analysis result

a count

50 1194

47 597

49 597

45 597
Example 4

Expand the value of the number field into multiple rows. The field value is a map.
o Sample field

result: {
anomaly type:"OverThreshold"
dim name:"request time"
is_anomaly:true
score:1l
value:"3.000000"™}

o Query statement
x|
select
key,
value
FROM log,
unnest (
try cast(json parse(result) as map(varchar, varchar))

) as t(key, value)

e Query and analysis result

key value

anomaly_type OwerThreshold

dim_name request_time

is_anomaly true

score 1

value 33.000000
Example 5

Expand the value of the number field into multiple rows and performthe GROUP BY operation on each key. The
field value is a map.

e Sample field
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result:{
anomaly type:"OverThreshold"
dim name:"request time"
is_anomaly:true
score:1l
value:"3.000000"}

® Query statement
*
select
key,
count (*) AS count
FROM log,
unnest (
try cast(json parse(result) as map(varchar, varchar))
) as t(key, value)
GROUP BY
key

e Query and analysis result

key H count

anomaly_type 5422

dim_name t422

is_anomaly 5422

score 5422

value 5422
Example 6

Invoke the histogram function to obtain the number of requests that are sent by using each request method. The
return value is a map. Then, use an UNNEST clause to expand the map into multiple rows and display the query
and analysis result on a column chart.

e Query statement

*

SELECT
key,
value
FROM (
SELECT
histogram(request method) AS result
FROM log

)
unnest (result) AS t(key, value)

e Query and analysis result
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8.2.12. VALUES clause

The VALUES clause is used to insert a small amount of temporary data into a table for query and analysis. T his
topic describes the syntax of the VALUES clause. T his topic also provides examples on how to use the VALUES
clause.

Syntax

VALUES (column_value0Ol, column_value02...) table name(column name0l,column name02...)
Parameters

Parameter Description

The values that you want to insert into the column. You can specify constants,

column_value ) .
expressions, or functions.

table_name The name of the table into which you want to insert the values.
column_name The name of the column into which you want to insert the values.
Examples

Use the VALUES clause to insert data into a column named pv in the table named access.

e Query statement
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*
SELECT

pv
FROM  (
VALUES

) AS access (pv)
e Query and analysis results

pv

0

[95]

L

-

8.2.13. WITH clause

You can use a WITH clause to save the result of a subquery to atemporary table. Then, you can execute an SQL
statement to analyze the data in the temporary table. You can use WITH clauses to simplify SQL statements and
improve readability. This topic describes the syntax of WITH clauses and provides examples on how to use WITH
clauses.

Syntax

WITH table name AS (select statement) select statement

Parameters
Parameter Description
table_name The name of the temporary table.
select_statement The complete SELECT statement.
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Example

Analyze the average request length for each host in a Logstore named website_log and save the analysis result
to atable named T1. Analyze the average request length for each host in a Logstore named access_log and save

the analysis result to a table named T2. Then, use a JOIN clause to combine T1 and T2 and query the average
request length foreach host that is contained in both tables.

e Query statement

* | with T1 AS (
SELECT
host,

avg (request length) length

FROM website log
GROUP BY
host
)y
T2 AS (
SELECT
host,

avg (request length) length

FROM access_log
GROUP BY
host

)

SELECT
T1l.host,
T1l.length,
T2.length

FROM T1

JOIN T2 ON Tl.host = T2.host

e Query and analysis result

host length length

.l om 4150.775370581528 4150.775370581528
.t com 3767.3465346534654 3767.3465346534654
VWY k.com 4252.855555555556 4252.855555555556
v LCom 3665.181818181818 3665.181818181818
VWL com 4227.140536149472 4227.140536149472
WWWLS com 4197.65047 7707007 4197.650477707007
vl .com 3556.4367816091954 3556.4367816091954
WL .com 4124.519313466616 4124.819313466616

8.3. Reserved words

This topic describes all reserved words in SQL statements that are supported by Log Service.
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AND

AS
BETWEEN
BY

CASE

CAST
CROSS
CUBE
CURRENT DATE
CURRENT TIME
CURRENT TIMESTAMP
DISTINCT
ELSE

END
ESCAPE
EXCEPT
EXISTS
FROM
GROUP
GROUPING
HAVING

IN

INNER
INSERT
INTERSECT
INTO

IS

JOIN

LEFT

LIKE
LIMIT
LOCALTIME
LOCALTIMESTAMP
NATURAL
NOT

NULL

ON

OR

ORDER
OUTER
RIGHT
ROLLUP
SELECT
THEN

TRUE
UNION
UNNEST
VALUES
WHEN
WHERE
WITH

8.4. Column aliases

This topic describes the naming conventions of aliases. T his topic also provides examples of aliases.

Naming conventions
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A column name specified in an SQL statement can contain letters, digits, and underscores (_). The name must start
with a letter. If you specify a column name that does not comply with the SQL-92 syntax when you collect logs,

you must specify an alias for the column name when you configure indexes. For more information about how to
configure indexes, see Configure indexes.

You can specify a short alias for a column whose original name is long and use the alias in an analytic statement.

) Notice You can use aliases only in analytic statements. You must use original column names in search

statements.
Enable Search
| o e e
Type Alias e Delimiter: @

[ ] ® ) ) X OF%
Examples

Original column name Alias

User-Agent User_Agent

User.Agent user_agent

123 col

abceefghijklmnopgrstuvw abc

8.5. Subqueries

A subquery is a query in which a SELECT statement is nested inside another SELECT statement. You can use
subqueries to meet complex analysis requirements.

Syntax
Specify the FROM clause in a SELECT statement.

* | SELECT key FROM (sub_query)

) Notice
e You must enclose the subquery statement in the FROM clause in parentheses ()

e [f youwant to analyze log data in the current Logstore, you must specify the keyword FroM 1og

Examples
Example 1

Calculate the number of page views (PVs) by request method and obtain the minimum number of PVs.

e Query statement
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*

SELECT
min (PV)
FROM  (
SELECT
count (1) as PV
FROM log
GROUP BY

request method

)
e Query and analysis results
min
13

Example 2

Calculate the ratio of the PVs in the current hour to the PVs in the same time period on the previous day. The time
range for the query is 1 hour (on the hour). 86400 indicates the result of the current time minus 86400 seconds,
which is equivalent to 1 day. log indicates the name of the Logstore.

® Query statement
x|
SELECT
diff [1] AS today,

diff [2] AS yesterday,
diff [3] AS ratio

FROM  (
SELECT
compare (PV, 86400) AS diff
FROM (
SELECT
count (*) AS PV
FROM log

)

e Query and analysis results

today yesterday ratio

3337.0 35220 0.947473026639331

o 3337.0 indicates the PVs in the current hour. Example: the PVs from 14:00:00 to 15:00:00 on December 25,
2020.

o 3522.0 indicates the PVs in the same time period on the previous day. Example: the PVs from 14:00:00 to
15:00:00 on December 24, 2020.

o 0.947473026689381 indicates the ratio of the PVsin the current hourto the PVs in the same time period on
the previous day.

Example 3
Calculate the number of PVs on each page and the percentage of the PVs on each page to the total PVs.

e Query statement
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*

SELECT
request uri AS "Access page",
c as "PVs",

round(c * 100.0 /(sum(c) over()), 2) AS "Percentage%"

FROM  (

SELECT
request uri AS request uri,
count (*) AS c

FROM log

GROUP BY
request uri

ORDER BY

c DESC

e Query and analysis results

Access page Q Vs Q Percentage® Q

[request/path-2/file-4 250 279

Jrequest/path-3/file-6 244 272
Jrequest/path-2/file-3 242 27

Jrequest/path-1/file-5 237 265
Jrequest/path-3/file-0 237 265

/request/path-3/file-2 236 2,64

8.6. Join queries on a Logstore and a MySQL
database

Log Service allows you to use the JOIN syntax to query data from a Logstore and a MySQL database. The query
results are saved to the database.

Prerequisites

An external store is created. For more information, see Associate Log Service with a MySQL database.

Procedure
1.

2
3.
4. Execute a query statement.

Log Service supports the following JOIN syntax:

[ INNER ] JOIN

LEFT [ OUTER ] JOIN
RIGHT [ OUTER ] JOIN
FULL [ OUTER ] JOIN

The following sample code provides an example of a join query. For more information, see Associate a Logstore
with a MySQL database to perform query and analysis.

method:postlogstorelogs | select count(l) , histogram(logstore) from log 1 join join meta m on 1
.projectid = cast( m.ikey as varchar)
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) Notice

o You can use the JOIN syntax only on a Logstore and a small table in a MySQL database. A small
table contains less than 20 MB of data.

o Inaquery statement, the name of the Logstore must precede the join keyword, and the name of
the external store must follow the join keyword.

o You must specify the name of the external store in a query statement. When the system executes
the statement, the system replaces the name with a combination of the database name and the
table name. Do not enter only the table name.

5. Save the query results to the MySQL database.

Log Service allows you to insert the query results into the database by using an INSERT statement. The
following sample code provides an example of an INSERT statement:

method:postlogstorelogs | insert into method output select cast(method as varchar (65535)),count (

1) from log group by method

Sample Python script

# encoding: utf-8
from _ future  import print function
from aliyun.log import *
from aliyun.log.util import base64 encodestring
from random import randint
import time
import os
from datetime import datetime

endpoint = os.environ.get ('ALIYUN LOG SAMPLE ENDPOINT', 'cn-chengdu.log.aliyuncs.com')

accessKeyId = os.environ.get ('ALIYUN_LOG_SAMPLE ACCESSID', '')

accessKey = os.environ.get ('ALIYUN LOG SAMPLE_ACCESSKEY', '')

logstore = os.environ.get ('ALIYUN LOG_SAMPLE LOGSTORE', '')

project = "ali-yunlei-chengdu"

client = LogClient (endpoint, accessKeyId, accessKey, token)

# Create an external store.

res = client.create external store(project,ExternalStoreConfig("rds store","region","rds-vpc","vp
c id","Instance ID","Instance IP address","Instance port","Username", "Password","Database name","Tabl
e name"));

res.log print()

# Retrieve the details about the external store.

res = client.get external store(project,"rds store");

res.log print ()

res = client.list external store(project,"");

res.log _print();

# Execute a join query.

req = GetLogsRequest (project, logstore, From, To,"", "select count(l) from "+ logstore +" s join m
eta m on s.projectid = cast(m.ikey as varchar)");

res = client.get logs (req)

res.log print();

# Save the query results to the MySQL database.

req = GetLogsRequest (project, logstore, From,To,""," insert into rds store select count(l) from "+
logstore );

res = client.get logs(req)

res.log_print();
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9.Machine learning syntax and
functions

9.1. Overview

Log Service provides the machine learning feature that supports multiple algorithms and calling methods. You can
use the analytic statement and machine learning functions to call machine learning algorithms to analyze the
characteristics of one or more fields within a period of time.

Log Service offers various time series analysis algorithms. You can call these algorithms to solve problems that are
related to time series data. For example, you can predict time series, detect time series anomalies, decompose
time series, and cluster multiple time series. In addition, the algorithms are compatible with standard SQL
functions. This simplifies the usage of the algorithms and improves the efficiency of troubleshooting.

Features

e Supports various smooth operations on single-time series data.

e Supports algorithms that are used for the prediction, anomaly detection, change point detection, inflection
point detection, and multi-period estimation of single-time series data.

e Supports decomposition operations on single-time series data.
e Supports various clustering algorithms of multi-time series data.
e Supports multi-field pattern mining (based on the sequence of numeric data or text).

Limits
When you use the machine learning feature of Log Service, you must take note of the following limits:
e The specified time series data must be sampled based on the same interval.

e The specified time series data cannot contain data that is repeatedly sampled fromthe same point in time.
e The processing capacity cannot exceed the maximum capacity. The following table describes the limits.

ltem Limit

Data can be collected from a maximum of 150,000 consecutive points in

. . . time.
Capacity of the time-series data

processing If the data volume exceeds the processing capacity, you must aggregate the
data or reduce the sampling amount.

Capacity of the density-based A maximum of 5,000 time series curves can be clustered at a time. Each curve
clustering algorithm cannot contain more than 1,440 points in time.
Capacity of the hierarchical A maximum of 2,000 time series curves can be clustered at a time. Each curve
clustering algorithm cannot contain more than 1,440 points in time.

Machine learning functions

Category Function Description

) Uses the Holt Winters algorithm to

ts_smooth_simple . )
smooth time series data.

Uses the finite impulse response (FIR)

ts_smooth_fir R . .
- - filter to smooth time series data.

Smooth function
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Category

Multi-period
estimation
function

Change point
detection
function

Maximum value
detection
function

Prediction and
anomaly
detection
function

Time series

Sequence
decomposition
function

Time series
clustering
function

Function

ts_smooth_iir

ts_period_detect

ts_cp_detect

ts_breakout_detect

ts_find_peaks

ts_predicate_simple

ts_predicate_ar

ts_predicate_arma

ts_predicate_arima

ts_regression_predict

ts_decompose

ts_density_cluster

ts_hierarchical_cluster

ts_similar_instance

Description

Uses the infinite impulse response
(IIR) filter to smooth time series
data.

Estimates time series data by period.

Detects the intervals in which data
has different statistical features. The
interval endpoints are change points.

Detects the points in time at which
data experiences dramatic changes.

Detects the local maximum value of
time series data in a specified
window.

Uses default parameters to model
time series data, predict time series
data, and detect anomalies.

Uses an autoregressive (AR) model
to model time series data, predict
time series data, and detect
anomalies.

Uses an autoregressive moving
average (ARMA) model to model
time series data, predict time series
data, and detect anomalies.

Uses an autoregressive integrated
moving average (ARIMA) model to
model time series data, predict time
series data, and detect anomalies.

Predicts the long-run trend for a
single periodic time series.

Uses the Seasonal and Trend
decomposition using Loess (STL)
algorithm to decompose time series
data.

Uses a density-based clustering
method to cluster multiple time
series.

Uses a hierarchical clustering method
to cluster multiple time series.

Queries time series curves that are
similar to a specified time series
curve.
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Category

Kernal density
estimation
functions

Time series
padding
function

Anomaly
comparison
function

Frequent
pattern
statistical
function

Differential
pattern
statistical
function

Root cause

analysis function

Pattern mining

Correlation
analysis
functions

Request URL
classification
function

Function Description

Uses the smooth peak function to fit
the observed data points. In this
way, the function simulates the real
probability distribution curve.

kernel_density_estimation

Pads data points that are missing in

series_padding a time series

Compares the degree of difference
anomaly_compare of an observed object in two periods
of time.

Mines representative combinations
of attributes among the given multi-

pattern_stat attribute field samples to obtain the
frequent pattern in statistical
patterns.

Identifies the pattern that causes
pattern_diff differences between two collections
in specified conditions.

Analyze the subdimension attributes
rca_kpi_search that cause anomalies of the
monitoring metric.

Identifies the metrics that are
correlated to a specified metric
among multiple observed metrics in
the system.

ts_association_analysis

Identifies the metrics that are
correlated to specified time series

ts_similar .
- data among multiple observed
metrics in the system.
Classifies a request URL and attaches
. atag to the URL. The function also
url_classify

provides the regular expression that
defines the pattern of the tag.

9.2. Smooth functions

This topic describes the smooth functions that you can use to smooth and filter specified time series curves.
Filtering is the first step to discover the shape of time series curves.

Function list

Function

ts_smooth_simple

ts_smooth_fir

Description

Uses the Holt-Winters forecasting algorithm to filter time
series data. This function is the default smooth function.

Filters time series data by using a finite impulse response
(FIR) filter.
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Function Description

Filter time series data using an infinite impulse response

ts_smooth_iir X
(IIR) filter.

ts_smooth_simple
e Functionformat:

select ts smooth simple(x, y)

e The following table lists the parameters of the function format.

Parameter Description Value
P The time sequence. Points in time are sorted in Each point in time is a Unix
ascending order along the horizontal axis. timestamp. Unit: seconds.

The sequence of numeric data corresponding to each

o N N/A.
Y specified point in time.
e Examples
o The query statement is as follows:
* | select ts_smooth simple(stamp, value) from ( select  time - _ time % 120 as stamp, avg(

v) as value from log GROUP BY stamp order by stamp )

o Qutput result
GOMil

5OMil s \
\ )/ \': ©
a0Mil ‘l_ / g / ® sic
\\ ;;'[ \\ ® fitter
3omil AN /j \

N\ y
20Mil \—\\Aﬁ,_,/ \7\'\.—R N ,///'

10Mil
07-01 00:10 07-01 03:50 07-01 07:30 07-01 11:10 07-01 14:50 07-01 18:30 07-01 22:10 07-02 01:50 07-02 05:30 07-02 09:20

e The following table lists the display items.

Display item Description

Horizontal axis unixtime Each point in time is a Unix timestamp. Unit: seconds.
src The raw data.

Vertical axis

The data generated after the filtering operation is

filter performed.

ts_smooth_fir

e Function format:
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o If you cannot determine filter parameters, use the built-in window parameters in the following statement:
select ts_smooth fir(x, y,winType,winSize)
o If you can determine filter parameters, you can set the parameters as needed in the following statement:

select ts_smooth fir(x, y,array[])

e The following table lists the parameters of the function format.

Parameter Description Value
¥ The time sequence. Points in time are sorted Each point in time is a Unix timestamp. Unit:
in ascending order along the horizontal axis. seconds.
The sequence of numeric data
y corresponding to each specified point in N/A.
time.
Valid values:
o rectangle: a rectangular window
© hanning: a Hanning window
o hamming: a Hamming window
winType The type of window for filtering. © blackman: a Blackman window
@ Note We recommend that you
set this parameter to rectangle for
better display.
The value is of the long data type. Valid
winSize The length of the filter window. values: 2, 3,4,5,6,7,8,9,10, 11,12, 13, 14,
and 15.
. The value is an array where the sum of
Used to calculate coefficients for the FIR . y
array(] filter elements is 1. Example: array[0.2, 0.4, 0.3,
: 0.1].
e Example 1

o The query statement is as follows:

[

* | select ts_smooth fir(stamp, value, 'rectangle', 4) from ( select _ time - _ time % 120 a

s stamp, avg(v) as value from log GROUP BY stamp order by stamp )

o Qutput result

70Mil

f’}""j\,
6OMiIl 07-0105:10 5 A / = e NS
W swararesare PTG SRS S AT g A
- > /
SOMil « filter: 26696727.1886 \ P
N s \ ’y'.\f
40Mil 1\ /;_/’/ \_(\‘! @ src
\ / \ @ filter
30Mil \ - \‘\\
e ; S
20Mil LTI R
TOMil
07-0100:10 07-01 07:30 07-0111:10 07-01 14:50 07-01 18:30 07-01 22:10 07-02 01:50 07-02 05:30 07-02 09:20

o Example 2
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o The query statement is as follows:
* | select ts_smooth fir(stamp, value, array[0.2, 0.4, 0.3, 0.1]) from ( select _ time - _ tim
e % 120 as stamp, avg(v) as value from log GROUP BY stamp order by stamp )
o Qutput result
70Mil
Pt
BOMil 07-0105:10 /-\U N - \-\
. sci2731483376 O NS Ve AA 7 R
" X o7 7
SOMil « filter: 26696727.1886 \ rf)*/“/
- \ e
4OMil \ 5’/ Q,\ / . 5rc
/ \‘ ® filter
30Mil \ L AN /
PR J \\ ;
20Mil e T
10Mil
07-0100:10 07-01 03:50 07-0107:30 07-0111:10 07-01 14:50 07-01 18:30 07-0122:10 07-02 01:50 07-02 05:30 07-02 09:20
e The following table lists the display items.
Display item Description
Horizontal axis unixtime Each point in time is a Unix timestamp. Unit: seconds.
src The raw data.
Vertical axis o .
filter The data generated after the filtering operation is

performed.

ts_smooth_iir
e Functionformat:

select ts smooth iir(x, y, array[]l, array[] )

e The following table lists the parameters of the function format.

Parameter Description

¥ The time sequence. Points in time are sorted
in ascending order along the horizontal axis.
The sequence of numeric data

vy corresponding to each specified paint in
time.
Used to calculate the filter coefficients

array(] related to x  for the IR filter.
The type of the filter that specifies the

array(] algorithm to compute the filter coefficients
related to y j-1 for the IR filter.

e Examples

Value

Each point in time is a Unix timestamp. Unit:
seconds.

N/A.

The value is an array where the sum of
elements is 1. Valid lengths of elements: 2,
3,4,5,6,7,8,9,10,11,12,13, 14, and 15.
Example: array[0.2, 0.4, 0.3, 0.1].

The value is an array where the sum of
elements is 1. Valid lengths of elements: 2,
3,4,5,6,7,8,9,10,11,12,13, 14, and 15.
Example: array[0.2, 0.4, 0.3, 0.1].

366

> Document Version: 20220510



Log Service

Index and query-Machine learning sy
ntax and functions

o The query statement is as follows:

* | select ts_smooth iir(stamp, value, array[0.2, 0.4, 0.3, 0.1], array[0.4, 0.3, 0.3]) from ( s

S

elect time - _ time % 120 as stamp, avg(v) as value from log GROUP BY stamp order by stamp

)

o Output result

FOMil

GOMil A

' ap o N

N /
SOMil P~
—~
p
a0Mil \\ oAl
N /
20Mil Ao
10Mil
07-0100:10 07-01 03:50 07-0107:30 07-01 11:10 07-01 14:50

e The following table lists the display items.

Display item
Horizontal axis unixtime
src
Vertical axis
filter

ey . ® sc

Az ® filter
‘\,.

07-01 18:30 07-01 22:10 07-02 01:50 07-02 05:30 07-02 09:20

Description
Each point in time is a Unix timestamp. Unit: seconds.

The raw data.

The data generated after the filtering operation is
performed.

9.3. Multi-period estimation functions

This topic describes multi-period estimation functions that you can use to estimate the periodicity of time series
data distributed in different time intervals. This topic also describes how to extract the periodicity by using a

series of operations such as Fourier transform (FT).
Function list

Function

ts_period_detect

ts_period_classify

ts_period_detect

Function format:

select ts period detect (x,y,minPeriod, maxPeriod)

The following table lists the parameters in the function.

Parameter Description

Description

Estimates the periodicity of time series data distributed in
different time intervals.

Uses FT to calculate the periodicity of specified time

series curves. This function can be used to identify
periodic curves.

Value
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Parameter Description

The time sequence. Points in time are sorted

X ) . . )
in ascending order along the horizontal axis.
The sequence of numeric data at a specific
y point in time.
The ratio of the minimum length of a time
. . series data within a period to the total length
minPeriod

of the time series data. The ratio is
estimated based on your time series curve.

The ratio of the maximum length of a time
series within a period to the total length of
the time series data. The ratio is estimated
based on your time series curve.

D Notice The value of the
maxPeriod maxPeriod parameter must be greater
than that of the minPeriod parameter.
The value must be less than 0.5. If you
set the maxPeriod parameter to a value
greater than 0.5, the system
automatically changes the value to 0.5.

Example

e The following query statement is executed:

Value

Each point in time is @ UNIX timestamp. Unit:
seconds.

None.

The parameter value must be a decimal
number. Valid values: (0.0, 1.0].

The parameter value must be a decimal
number. Valid values: (0.0, 1.0].

* | select ts period detect(stamp, value, 0.2, 0.5) from ( select time - time % 120 as sta

mp, avg(v) as value from log GROUP BY stamp order by stamp )

e QOutput result

The output result is of the array type. The result contains UNIX timestamps, statistical values (such as average
traffic), and status codes. Each red circle in the following figure represents a status code whose value is 1.0.

The following figure shows the output result.

Each shaded part between two consecutive red circles in the following figure represents a period. The curve of

each period tends to be the same.

INEN.™
300Mil

200Mil
100Mil

0
15:20:00 15:22:00 15:24:00 15:26:00 15:28:00

ts_period_classify

Function format:

select ts period classify(stamp,value, instanceName)

The following table lists the parameters in the function.

15:30:00 15:32:00 15:34:00
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Parameter Description

The time sequence. Points in time are
stamp sorted in ascending order along the
horizontal axis.

The sequence of numeric data at a

Value

Each point in time is a UINX
timestamp. Unit: seconds.

value . o None.
specific point in time.
instanceName The name of the time series curve. None.
Example:

e The following query statement is executed:

* and h : nu2h05202.nu8 | select ts period classify(stamp, value, name) from log

e Response
line_name prob
as < 6zf5ewg188pa5 1.0

asg-bp1jBsnce2pEvSppigpi 0.07203669207039314

asg-wz98hse7uduboposdiso 0.0

asg-bp180aniOgaoBvyBSted 0.05590892692207093

The following table lists the display items.
Display item

line_name

prob

type

0.0
00

0.0

Description
The name of the time series curve.

The ratio of the number of values within the primary
period to the total number of values on the time series
curve. Valid values: [0, 1]. You can set the value to 0.15
for testing.

The type of the time series curve. Valid values: -1, -2, and
0.

® The value -1 indicates that the length of the time series
curve is too short (less than 64 points).

® The value -2 indicates that the time series curve has a
high failure rate (higher than 20%).

® The value 0 indicates that the time series curve is
periodic.

9.4. Change point detection function

The change point detection function detects change points in time series data.

The change point detection function supports two types of change points:

e Changes of statistical characteristics within a specified time period

e Obvious faulting in a sequence

Function list
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Function Description

This function finds intervals with different statistical
ts_cp_detect characteristics within a time series. The interval endpoints
are change points.

This function finds the time point when statistics steeply

ts_breakout_detect ) L ; )
increase or decrease within a time series.

ts_cp_detect

Function format:

e If you are not sure about the window size, use the ts_cp_detect function in the following format. Then, the
algorithm called by the function will use a window with a length of 10 to detect change points.

select ts_cp detect(x, y, amplePeriod, sampleMethod)

e If you need to adjust the display effect of a service curve, use the ts_cp_detect function in the following
format. Then, you can optimize the display effect by setting the minSize parameter.

select ts cp detect(x, y, minSize, samplePeriod, sampleMethod)
The following table describes the parameters.
Parameter Description Value
X Time column in ascending order Unixtime timestamp in seconds

Numeric column corresponding to the data at
a specified time point

The minimum value is 3, and the maximum
minSize Minimum length of consecutive intervals value cannot exceed 1/10 of the length of
the current input data.

Period duri hich th t ti i L t l ing f 11to 86399
sampleperiod er|o. uring which the current time series ong type values ranging from 1 to
datais sampled seconds
Value range:
e avg: average value of the data in the
window
leMethod Method for sampling the data in the e max: maximum value of the data in the
sampleMetho sampling window window
e min: minimum value of the data in the
window
e sum: sum of the data in the window
Example:

e Statement for query and analysis:

[

* | select ts cp detect(stamp, value, 3, 1, 'avg') from (select time - time % 10 as stamp,

avg(v) as value from log GROUP BY stamp order by stamp)
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e Result:

BOMil

70Mil M m |

N | A K | i
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20Mil |‘ “‘; Y (" \ I’; |“ . | I‘“w.‘-‘-
30Mil '\, I’ ‘*I [ ‘\‘, { 1 \‘ J"d
\ [ \ o] Y/ A v

oMl Ng A o A W n v G

10Mil

07-01 00:10 07-01 16:80 07-02 09:30 07-0302:10 07-03 18:850 07-04 11:30 07-05 04:10 07-05 20:50 07-06 13:30 07-07 22:40

The following table describes the display items.
Display item Description
Horizontal axis unixtime Data timestamp in seconds, for example, 1537071480
src Data before filtering, for example, 1956092.7647745228
Longitudinal axis
prob

ts_breakout_detect

Function format:

select ts breakout detect(x, y, winSize, samplePeriod, sampleMethod)

The following table describes the parameters.

Parameter

Time column in ascending order

Numeric column corresponding to the data at

Minimum length of consecutive intervals

Period during which the current time series

Method for sampling the data in the

Description
X
y e .
a specified time point
winSize
sampleperiod datais sampled
leMet h
sampleMethod sampling window
Example:

Probability that a point is a change point. Its value ranges
fromOto 1.

Unixtime timestamp in seconds

The minimum value is 3, and the maximum
value cannot exceed 1/10 of the length of
the current input data.

Long type values ranging from 1 to 86399

seconds

Value range:

e Statement for query and analysis:

avg: average value of the data in the
max: maximum value of the data in the
min: minimum value of the data in the

sum: sum of the data in the window
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* | select ts breakout detect (stamp, value, 3, 1, 'avg') from (select time - time % 10 as
stamp, avg(v) as value from log GROUP BY stamp order by stamp)
® Result:
8OMil
Tou I Tl [ FT i
A 4 \uﬂ” Lo ool M ‘ " W
| 1 f o Y 11 A Ak W
oMl J " |l Ll Il r\* bk M s [ A L Iy
AR ISy T Y
SOMI -y ‘ {f ‘ @"}".’ L ! e ‘
( { | | V \ M (' AN .
40Mil / v bl | ‘ ] wi | _|
| | | | L \ | '\) I
3omil | | \ | [ " i W J
'\ ‘. \ iy ]
20Mil Y \ ¥. ¥ “\u%\\,“ by W
10Mil
07-0100:10 07-02 09:30 07-03 18:50 07-05 04:10 07-06 13:30 07-07 22:50 07-09 08:10 07-1017:30 07-12 02:50 07-14 21:20
The following table describes the display items.
Display item Description
Horizontal axis unixtime Data timestamp in seconds, for example, 1537071480
src Data before filtering, for example, 1956092.7647745228

Longitudinal axis
¢ Probability that a point is a change point. Its value ranges

prob fromOto 1.

9.5. Maximum value detection functions

This topic describes how to use maximum value detection functions to find the locally maximum value of time
series data in a specified window.

ts_find_peaks

Function format:

select ts find peaks(x, y, winSize)

The following table lists the parameters of the function format.

Parameter Description Value
¥ The time sequence. Points in time are sorted Each point in time is a Unix timestamp. Unit:
in ascending order along the horizontal axis. seconds.

The sequence of numeric data corresponding

N/A.

4 to each specified point in time. !
The value of the parameter is of the long
data type, ranging from 1 to the length of

. The minimum length of the detection ) yp. ging N
winSize . time series data. We recommend that you set
window. )
this parameter to one tenth of the actual
data length.
Example:

e The query statement is as follows:
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* and h : nu2h05202.nu8 and m: NET | select ts find peaks(stamp, value, 30) from (select time
- time % 10 as stamp, avg(v) as value from log GROUP BY stamp order by stamp)

e The following figure shows the output result.

85Bil
80Bil 0 o 0 o 0
75Bil
708il
65Bil
60Bil

558il -
12-05 15:00 12-05 19:40 12-06 00:20 12-06 05:00 12-06 09:40 12-06 14:50

The following table lists the display items.
Display item Description

The timestamp of time series data. Unit: seconds.

Horizontal axis unixtime
Example: 1537071480.
src The raw data. Example: 1956092.7647745228.
Indicates whether the numeric value at the time point is
the maximum value. Valid values:
Vertical axis ® 1.0: The numeric value at the time point is the
peak_flag maximum value.

® (0.0: The numeric value at the time point is not the
maximum value.

9.6. Prediction and anomaly detection
functions

To detect anomalies, you can use a prediction and anomaly detection function to predict a time series curve as
well as identify the Ksigma and quantiles of the errors between a predicted curve and an actual curve.

Function list

Function Description

) ) Uses default parameters to model time series data and performs simple time

ts_predicate_simple . . .
series prediction and anomaly detection.

ts predicate ar Uses an autoregressive model (AR) model to model time series data and

P - performs simple time series prediction and anomaly detection.

) Uses an autoregressive moving average (ARMA) model to model time series

ts_predicate_arma ) A ) . )
data and performs simple time series prediction and anomaly detection.

Uses an autoregressive integrated moving average (ARIMA) model to model

ts_predicate_arima time series data and performs simple time series prediction and anomaly
detection.
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Function

ts_regression_predict

ts_anomaly filter

Description

Accurately predicts the trend for a periodic time series curve.

Scenario: This function can be used to predict metering data, network traffic,
financial data, and different business data that follows certain rules.

Filters the anomalies detected during anomaly detection on multiple time
series curves based on the custom anomaly mode. This function helps you

quickly find abnormal curves.

ts_predicate_simple

Function format:

select ts predicate simple(x, y, nPred, isSmooth)

The following table lists the parameters of the function format.

Parameter

nPred

isSmooth

Example:

Description

The time sequence. Points in time are sorted
in ascending order along the horizontal axis.

The sequence of numeric data corresponding
to each specified point in time.

The number of points for prediction.

Specifies whether to filter the raw data.

e The query statement is as follows:

* | select ts predicate simple(stamp, value,

g (v)

e Qutput result

BOMIl
7OMil
BOMil
SOMil
A0Mil
30Mil
20Mil

10Mil

as value from log GROUP BY stamp order by stamp)

Value

Each point in time is a Unix timestamp. Unit:
seconds.

N/A.

The value is of the long data type and must
be equal to or greater than 1.

The value is of the Boolean data type. The
default value is true, which indicates that the
raw datais to filter.

6) from (select time - time % 60 as stamp, av

® s

@ predict

07-03 12:00 07-05 12:00 07-07 12:00

The following table lists the display items.
Display item

Horizontal axis unixtime

07-09 12:00 07-11 12:00 07-1312:00

Description

The Unix timestamp of the data. Unit: seconds.
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Display item Description

src The raw data.
) The data generated after the filtering operation is
predict
performed.
ubper The upper limit of the confidence interval. The confidence
Vertical axis PP level is 0.85, which cannot be modified.
The lower limit of the confidence interval. The confidence
lower

level is 0.85, which cannot be modified.

The probability that the point is an anomaly. Valid values:

anomaly_prob [0, 1].

ts_predicate_ar

Function format:

select ts predicate ar(x, y, p, nPred, isSmooth)

The following table lists the parameters of the function format.

Parameter Description Value
¥ The time sequence. Points in time are sorted Each point in time is a Unix timestamp. Unit:
in ascending order along the horizontal axis. seconds.

The sequence of numeric data corresponding

N/A.
y to each specified point in time. /

The value is of the long data type. Valid
P The order of the AR model. values: 2, 3,4, 5, 6,7, and 8.

Th is of th . Vali
nPred The number of points for prediction. e value is of the long data type. Valid

values: [1, 5 x p].

The value is of the Boolean data type. The
isSmooth Specifies whether to filter the raw data. default value is true, which indicates that the
raw data is to filter.

An example of the query statement is as follows:

[

* | select ts_predicate ar(stamp, value, 3, 4) from (select _ time - time % 60 as stamp, avg(v)

as value from log GROUP BY stamp order by stamp)

@ Note The output result is similar to that of the ts_predicate_simple function. For more information, see
the output result of the ts_predicate_simple function.

ts_predicate_arma

Function format:

select ts predicate arma(x, y, p, 4, nPred, isSmooth)
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The following table lists the parameters of the function format.

Parameter Description

¥ The time sequence. Points in time are sorted
in ascending order along the horizontal axis.
The sequence of numeric data corresponding

Y to each specified point in time.

p The order of the AR model.

q The order of the ARMA model.

nPred The number of points for prediction.

isSmooth Specifies whether to filter the raw data.

An example of the query statement is as follows:

Value

Each point in time is a Unix timestamp. Unit:
seconds.

N/A.

The value is of the long data type. Valid
values: [2, 100].

The value is of the long data type. Valid
values: 2, 3,4,5,6,7,and 8.

The value is of the long data type. Valid
values: [1, 5 x p].

The value is of the Boolean data type. The
default value is true, which indicates that the
raw data is to filter.

* | select ts_predicate arma(stamp, value, 3, 2, 4) from (select _ time - _ time % 60 as stamp, a

vg (v) as value from log GROUP BY stamp order by stamp)

@ Note
the output result of the ts_predicate_simple function.

ts_predicate_arima

Function format:

select ts predicate arima(x, y, p, d, g, nPred, isSmooth)

The following table lists the parameters of the function format.

Parameter Description

¥ The time sequence. Points in time are sorted
in ascending order along the horizontal axis.
The sequence of numeric data corresponding

y to each specified point in time.

P The order of the AR model.

d The order of the ARIMA model.

q The order of the ARMA model.

The output result is similar to that of the ts_predicate_simple function. For more information, see

Value

Each point in time is a Unix timestamp. Unit:
seconds.

N/A.

The value is of the long data type. Valid
values: 2, 3,4,5,6,7,and 8.

The value is of the long data type. Valid
values: [1, 3].

The value is of the long data type. Valid
values: 2, 3,4,5,6,7,and 8.
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Parameter Description Value
Th lue is of the L data type. Valid
nPred The number of points for prediction. € value 5 of the fong data type. Vall

values: [1, 5 x p].

The value is of the Boolean data type. The
isSmooth Specifies whether to filter the raw data. default value is true, which indicates that the
raw data is to filter.

An example of the query statement is as follows:

* | select ts predicate arima(stamp, value, 3, 1, 2, 4, 1, 'avg') from (select time - _ time %

60 as stamp, avg(v) as value from log GROUP BY stamp order by stamp)

® Note The output result is similar to that of the ts_predicate_simple function. For more information, see
the output result of the ts_predicate_simple function.

ts_regression_predict

Function format:

select ts regression predict(x, y, nPred, algotype,processType)

The following table lists the parameters of the function format.
Parameter Description Value

The time sequence. Points in
time are sorted in ascending N . .

X . Each point in time is a Unix timestamp. Unit: seconds.
order along the horizontal

axis.

The sequence of numeric
)% data corresponding to each N/A.
specified point in time.

The number of points for

nPred .
prediction.

The value is of the long data type. Valid values: [1, 500].

Valid values:

® origin: uses the Gradient Boosted Regression Tree (GBRT)
algorithm for prediction.

e forest: uses the GBRT algorithm for prediction based on the
trend components decomposed by Seasonal and Trend
The algorithm type for decomposition using Loess (STL), and then uses the additive
prediction. model to sum up the decomposed components and obtains
the predicted data.

algotype

e linear: uses the Linear Regression algorithm for prediction
based on the trend components decomposed by STL, and
then uses the additive model to sum up the decomposed
components and obtains the predicted data.

Valid values:

Specifies whether to e 0: No additional data preprocessing is performed.

T
processiype preprocess the data.

e 1: Abnormal data is removed before prediction.
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Example:
e The query statement is as follows:
* and h : nu2h05202.nu8 and m: NET | select ts_regression predict (stamp, value, 200, 'origin') fr
om (select time - time % 60 as stamp, avg(v) as value from log GROUP BY stamp order by s
tamp)
e Output result
[SHORS
500Bil
4008Bil
3008il
® src
2008l N ) ® pred
| |
| ‘/v‘ \‘ Fama //J y V
1008l [

0

2018-...12:00 2018-...04:00 2018-...08:00 2018-...12:00 2018-...04:00 2018-...08:00 2018-...12:00 2018-...04:00 2018-...08:00 2018-...12:00 2018-...11:00

The following table lists the display items.

Display item Description

Horizontal axis unixtime The Unix timestamp of the data. Unit: seconds.
src The raw data.

Vertical axis

The data generated after the filtering operation is

predict performed.

ts_anomaly_filter

Function format:

select ts anomaly filter(lineName, ts, ds, preds, probs, nWatch, anomalyType)

The following table lists the parameters of the function format.
Parameter Description Value

The name of each curve. The value is
of the varchar type.

lineName N/A

The time sequence of the curve,
which indicates the time on the
‘s current curve. The parameter value is N/A
an array of points in time of the
double data type sorted in ascending

order.

The actual value sequence of the
curve. The parameter value is an

ds array of data points of the double
data type. This parameter value has
the same length as the ts parameter
value.
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Parameter Description Value
The predicted value sequence of the
curve. The parameter value is an
f i f th
preds array of data points of the double N/A

data type. This parameter value has
the same length as the ts parameter
value.

The sequence of anomaly detection
results of the curve. The parameter
value is an array of data points of
robs N/A
p. the double data type. This /
parameter value has the same length

as the ts parameter value.

The number of the recently observed
actual values on the curve. The value
nWatch is of the long data type. The value N/A
must be smaller than the number of
points in time on the curve.

Valid values:
anomalyTvoe The type of the anomaly to filter. * 0: all anomalies
vive The value is of the long data type. ® 1: positive anomalies
® -1: negative anomalies
Example:

e The query statement is as follows:

* | select res.name, res.ts, res.ds, res.preds, res.probs
from (
select ts anomaly filter (name, ts, ds, preds, probs, cast(5 as bigint), cast(l as bigint)
) as res
from (
select name, res[l] as ts, res[2] as ds, res[3] as preds, res[4] as uppers, res[5] as low
ers, res[6] as probs
from (
select name, array transpose(ts predicate ar(stamp, value, 10)) as res
from (

select name, stamp, value from log where name like '$asg-%') group by name)) );

e Output result

| name | ts | ds |
preds | probs |
| s===mscmmm====momemmm=ce | Se===mses=mmoosmmmmmeemmm e o | s=e=c=m==== |
--------- | ===
| asg-bplhylzdi2wx7civ0ivk | [1.5513696E9, 1.5513732E9, 1.5513768E9, 1.5513804E9] | [1,2,3,NaN] |
[1,2,3,4] | [0,0,1,NaN] |

9.7. Sequence decomposition function

The sequence decomposition function can decompose service curves and highlight information about the curve
trends and periods.

ts_decompose
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Function format:
select ts decompose(x, y, samplePeriod, sampleMethod)
The following table describes the parameters.
Parameter Description Value
X Time column in ascending order Unixtime timestamp in seconds
Numeric column corresponding to the data at )
y a specified time point
. Period during which the current time series Long type values ranging from 1 to 86399
samplePeriod ) 9 91typ 9'ng
datais sampled seconds
Value range:
e avg: average value of the data in the
window
Method for sampling the data in the ® max: maximum value of the data in the
sampleMethod . . i
sampling window window
® min: minimum value of the data in the
window
e sum: sum of the data in the window
Example:

e Statement for query and analysis:

* | select ts decompose (stamp, value, 1, 'avg') from (select time - time % 60 as stamp, av
g(v) as value from log GROUP BY stamp order by stamp)

e Result:

8OMil /’,Mm_,f\\ J_r.,n,./'“\ /_, -U»f"'\ ; /’“’\"‘f‘\“ W,mev.m@w«wmw s M*JMMMMWU'\”\g
\ \J S B i

1 \

3omMil s S

M/ NE \ / {earrs \ = - N H
\ / / / \ N /". s rd E

2aMmil A / M s A g

500K

00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00

= sic = trend season = residual

The following table describes the display items.

Display item Description
Horizontal axis unixtime Unixtime timestamp in seconds
src Raw data
trend Curve trend after decomposition
Longitudinal axis
season Curve period after decomposition
residual Residual data after decomposition
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9.8. Time series clustering functions

You can use a time series clustering function to cluster multiple pieces of time series data and obtain different
curve shapes. Then, you can quickly find the corresponding cluster center and curves with shapes that are
different fromthe curve shapes in the cluster.

Function list

Function Description

. Uses a density-based clustering method to cluster
ts_density_cluster ) ) . )
multiple pieces of time series data.

: ) Uses a hierarchical clustering method to cluster multiple
ts_hierarchical_cluster : ) .
- - pieces of time series data.

ts_similar_instance Queries curves that are similar to a specified curve.

ts_density_cluster

Function format:

select ts _density cluster(x, y, z)

The following table describes the parameters.
Parameter Description Value

X The sequence of time in ascending order. Unix timestamp. Unit: seconds.

The sequence of numeric data corresponding

N/A
y to each specified time point. /
The metric name corresponding to the data ) )
z - . } String type, for example, machine01.cpu_usr.
at each specified time point.
Example:

e The statement for query and analysis is as follows:

* and (h: "machine 01" OR h: "machine 02" OR h : "machine 03") | select ts density cluster(stamp,

metric value, metric name) from (select time - time % 600 as stamp, avg(v) as metric value

, h as metric name from log GROUP BY stamp, metric name order BY metric_name, stamp)

e The following figure shows the output result.
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The following table describes the display items.

Display item

cluster_id

rate

time_series

data_series

instance_names

sim_instance

Description

FMWWWP%LWM‘J\*H

\

03:00:00

The category of the cluster. The value -1 indicates that the cluster is not

categorized in any cluster centers.

The proportion of instances in the cluster.

The timestamp sequence of the cluster center.

The data sequence of the cluster center.

The collection of instances included in the cluster center.

The name of an instance in the cluster.

ts_hierarchical_cluster

382

> Document Version: 20220510



Index and query-Machine learning sy

Log Service
9 ntax and functions

Function format:

select ts hierarchical cluster(x, y, z)

The following table describes the parameters.
Parameter Description Value
X The sequence of time in ascending order. Unix timestamp. Unit: seconds.

The sequence of numeric data corresponding

N/A
to each specified time point. /

The metric name corresponding to the data ) .
z . . ; String type, for example, machine01.cpu_usr.
at each specified time point.

Example:

e The statement for query and analysis is as follows:

* and (h: "machine 01" OR h: "machine 02" OR h : "machine 03") | select ts_hierarchical cluster (st
amp, metric value, metric name) from (select  time - time % 600 as stamp, avg(v) as metric

value, h as metric name from log GROUP BY stamp, metric name order BY metric name, stamp)

e The following figure shows the output result.
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The following table describes the display items.
Display item Description

The category of the cluster. The value -1 indicates that the cluster is not

cluster_id categorized in any cluster centers.

rate The proportion of instances in the cluster.

time_series The timestamp sequence of the cluster center.
data_series The data sequence of the cluster center.
instance_names The collection of instances included in the cluster center.
sim_instance The name of an instance in the cluster.

ts_similar_instance
Function format:

select ts_similar instance(x, y, z, instance name, topK, metricType)
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The following table describes the parameters.

Parameter Description Value

X The sequence of time in ascending order. Unix timestamp. Unit: seconds.
The sequence of numeric data correspondin

y q p g N/A

to each specified time point.

The metric name corresponding to the data ) )
z . ) . String type, for example, machine01.cpu_usr.
at each specified time point.

String type, for example, machine01.cpu_usr.

The name of the specified metric to be

queried in the z collection. @ L

instance_name

existing one.
The curves similar to a given curve. A
topK . 9 N/A
maximum of K curves are returned.
) The metric used to measure the similarity , o o ) ,
metricType {'shape', 'manhattan’, 'euclidean'}

between time series curves.

For example, the statement for query and analysis is as follows:

* and m: NET and m: Tcp and (h: "nu4e01524.nu8" OR h: "nu2il0267.nu8" OR h : "nu4gl0466.nu8") | sel

ect ts similar instance(stamp, metric value, metric name, 'nu4e01524.nu8') from (select time -

[

time % 600 as stamp, sum(v) as metric value, h as metric name from log GROUP BY stamp, metric name

order BY metric name, stamp)

The following table describes the display items.

Display item

instance_name

time_series

data_series

Description

The list of metrics that are similar to the specified metric.

The timestamp sequence of the cluster center.

The data sequence of the cluster center.

9.9. Frequent pattern statistical function

The frequent pattern statistical function mines representative combinations of attributes fromthe given multi-
attribute field samples to summarize the current logs.

pattern_stat
Function format:
select pattern_stat (array[coll, col2, col3], array['coll name', 'col2 name', 'col3 name'], array[col5

, colé], array['col5 name', 'col6 name'], supportScore, sample ratio)

The following table describes the parameters.
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Parameter

arrayfcoll, col2,
col3]

array['coll_name’,
‘col2_name’,
‘col3_name']

arrayfcol5, col6]

array['col5_name’,
‘col6_name']

supportScore

sample_ratio

Example:

Description

Input column composed of character type
values

Name corresponding to the input column
composed of character type values

Input column composed of numeric values

Name corresponding to the input column
composed of numeric values

Support level of positive and negative
samples for pattern mining

Sampling ratio with the default value of 0.1,
which indicates that only 10% of the total
samples are used

e Statement for query and analysis:

Value

Values in array format, for example,
array[clientIP, sourcelP, path, logstore]

Values in array format, for example,
array['clientIP', 'sourcelP', 'path’, 'logstore']

Values in array format, for example,
array[Inflow, OutFlow]

Values in array format, for example,
array['Inflow', 'OutFlow']

Double type values. Range: (0,1].

Double type values. Range: (0,1].

* | select pattern stat(array[ Category, ClientIP, ProjectName, LogStore, Method, Source, UserAgen

t 1, array[ 'Category', 'ClientIP', 'ProjectName', 'LogStore', 'Method', 'Source', 'UserAgent' ],

array[ InFlow, OutFlow ], array[ 'InFlow', 'OutFlow' ],

e Result:

count + I

468235
459356

458757
456228
417662
417662

415133
415133

415133
415133
414167

414167

supportscore + I

0.5880626803484018

0.9603263443901458

0.9680623433 187309

0.9627256843331302

0.8813442725346700

0.8813442725346703

0.8760076135480787

0.8760076135490767

0.8760076135490787

0.8760076135490767

0.8730601744110473

0.8739691744110473

The following table describes the display items.

Display item
count

supportScore

Description

0.45, 0.3) limit 1000

pattern + I

InFiow >= 0.0 and InFiow <= 60968.7 and OutFlow »= 0.0 and OutFlow <= 16566.4
Status = 200" and OutFlow >= 0.0 and OutFlow <= 15566 4

Status = 200" and InFiow >= 0.0 and InFlow <= 60966.7

InFlow >= 0.0 and InFlow <= 80968.7 and Status = ‘200" and QuiFlow >= 0.0 and
OutFiow <= 15566.4

InFlow >= 0.0 and InFlow <= 80968.7 and UserAgent = 'sls-cpp-sdk v0.6' and Status
=200

UserAgent = ‘sis-cpp-sdk v0.6' and InFlow >= 0.0 and InFlow <= B0368.7

‘QutFiow >= 0.0 and OutFiow <= 15566.4 and InFlow >= 0.0 and InFlow <= 60968.7
‘and UserAgent = 'sis-cpp-sdk v0.6" and Status = "200"

QutFiow »= 0.0 and OutFiow <= 15566.4 and UserAgent = ‘sis-cpp-sdk v0.6' and
InFiow >= 0.0 and InFlow <= 60968.7

‘OQutFiow >= 0.0 and OuiFiow <= 15566.4 and UserAgent = 'sis-cpp-sdk v0.6' and
Status = 200"

UserAgent = ‘sis-cpp-sdk v0.6' and QutFlow == 0.0 and QutFlow <= 15566.4
InFlow >= 0.0 and InFlow <= 80968.7 and Mathed = 'PuliData’ and Status = '200°

Method = ‘PullData’ and InFlow >= 0.0 and InFlow <= 60968.7

Number of samples for the current pattern

Support level for the current pattern

386

> Document Version: 20220510



Index and query-Machine learning sy

Log Service :
9 ntax and functions
Display item Description
Pattern content, which is organized in the format of conditional
pattern

queries

9.10. Differential pattern statistical function

Based on the given multi-attribute field samples and conditions, the differential pattern statistical function
analyzes the set of differential patterns affecting the conditions. This helps you quickly diagnose the causes for
the differences between the conditions.

pattern_diff

Function format:

select pattern diff (array char value, array char name, array numeric_value, array numeric_name, condi

tion, supportScore,posSampleRatio,negSampleRatio)

The following table describes the parameters.

Parameter

array_char_value

array_char_name

array_numeric_value

array_numeric_name

condition

supportScore

posSampleRatio

negSampleRatio

Example:

Description

Input column composed of character type
values

Name corresponding to the input column
composed of character type values

Input column composed of numeric values

Name corresponding to the input column
composed of numeric values

Data filtering condition. True indicates
positive samples, and False indicates
negative samples.

Support degree of positive and negative
samples for pattern mining

Sampling ratio of positive samples with a
default value of 0.5, which indicates that only
half of the positive samples are used

Sampling ratio of negative samples with a
default value of 0.5, which indicates that only
half of the negative samples are used

e Statement for query and analysis:

Value

Values in array format, for example,
array[clientIP, sourcelP, path, logstore]

Values in array format, for example,
array['clientIP', 'sourcelP', 'path’, 'logstore']

Values in array format, for example,
array[Inflow, OutFlow]

Values in array format, for example,
array['Inflow', 'OutFlow']

For example: latency < 300

Double type values. Range: (0,1].

Double type values. Range: (0,1].

Double type values. Range: (0,1].

* | select pattern diff (array[ Category, ClientIP, ProjectName, LogStore, Method, Source, UserAgen

t ], array[ 'Category', 'ClientIP',
array[ InFlow, OutFlow ], array[ 'InFlow',
® Result:

'ProjectName', 'LogStore', 'Method',
'OutFlow' ], Latency > 300, 0.2, 0.1, 1.0) limit 1000

'Source', 'UserAgent' ],
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possupport + I

0.11304206584120514

0.11304206584120514

0.11304206584120514

0.11304206584120514

0.11304206594120514

0.11304208594120514

0.11304206594120514

posconfidence + |l negsupport +

00

00

00

00

00

o0

The following table describes the display items.

Display item

possupport

posconfidence

negsupport

diffpattern

Description

diffpattern I

Category = 'sls_operation_log’ and ProjectName = ‘ali-cn-
hangzhou-stg-sis-admin’ and LogStore = 'sis_operation_jog'
and UserAgant = al-lag-logtal’ and OulFlow >= 4.98-324 and
CutFlow <= 0.0 and InFlow >= 8800.0 and InFlow <= 8850.0

= ‘al g o) in' and LogSt
= "sis_operation_log' and Method = ‘PostLogStoreLogs' and
Source = '10.206.8.163 and OutFlow >= 4.9E-324 and
OQutFlow <= 0.0 and InFlow >= §800,0 and InFlow <= 8350.0

Category = 'sls_opération_log’ and ProjectName = "ali-cn-
hangzhou-stg-sis-admin’ and Method = 'PostLogStoreLogs’
and UserAgent = "ali-log-logtal’ and OutFlow >= 4.9-324 and
OutFiow <= 0.0 and InFlow >= 8800.0 and InFlow <= E850.0

Category = ‘sis_operation_log' and ProjectName = ‘ali-cn-
hangzhou-stg-sis-admin’ and Method = ‘PostLogStoraLogs’
and Source = '10.206.6.163' and OutFlow >= 4.9E-324 and
OutFlow <= 0.0 and InFlow >= §600.0 and InFlow <= 8850.0

= all-cn-hang o and LogStore
="sls_operation_log' and Source = '10.206.8.163" and
UserAgent = ‘alllog-logtail’ and OutFiew >= 4.98-324 and
OutFlow <= 0.0 and InFlow >= 8800.0 and InFlow <= 8850.0

Category = ‘sis_operation_log' and ProjectName = ‘ali-cn-
hangzhou-5tg-sis-acmin’ and LogStore = 'sis_operation log'
and Source = '10.206.8.163' and OutFlow >= 4.9E-324 and
OutFlow <= 0.0 and InFlow >= 8800.0 and InFlow <= 8850.0

Category = 'sls_operation_log’ and ProjectName = ‘ali-cn-
hangzhou-stg-sls-admin’ and Source = '10.206.8.163' and
UsaerAgent = 'ali-log-logtail’ and OutFlow >= 4.9E-324 and
OutFlow <= 0.0 and InFlow >= 8500.0 and InFlow <= 8550.0

Support level of positive samples for the mined pattern

Confidence of positive samples for the mined pattern

Support level of negative samples for the mined pattern

Content of the mined pattern

9.11. Request URL classification function

The request URL classification function classifies a request URL and attaches a tag to the URL. The function also
provides the regular expression that defines the pattern of the tag. You can search for URLs by using the tag
pattern and then pass the search result to extract, transform, and load (ETL) processes.

® Note The request URL classification function is available in the China (Beijing) and China (Shanghai)

regions.

e Function syntax

select url classify(url path varchar);

select url classify(url path varchar, weight long);

e Input parameters
Parameter
url_path

weight

e Output parameters

Description

The URL of the request.

The number of times that the request URL is called.
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Parameter Description
url_path The URL of the request.
abi path The APl endpoint that corresponds to the request URL. The APl endpoint is returned by
pLP a predefined function.
regex_tpl The regular expression that is returned by a predefined algorithm.
e Response
url path api path regex
tpl
_____________________________________ e
/gl/balance/666398186799140 | /gl/balance/* | \/gl\/balance
\/[0-9].+
/gl/glaccount/30579281472076 | /gl/glaccount/* | \/gl\/glaccount
\/[0-9].+
/gl/balance/709016207098025 | /gl/balance/* | \/gl\/balance\
/10-9]. +
e Example

o Enterthe following query statement:

* | select url classify(uri, num)
1000)

from (select uri,

o View the query result.

Chart Preview

ur_path api_path
V1/1ask/20200403_064500_63333 WGOWS.

N\ Mask/"Iresults/7/1
2.28/results/17/1

/V1/1ask/20200403_064500_63333_WGOWS.

Naskrresults/d
228/results/4

/v1ask/20200403_064500_63987_w69WS.

Mast
2.28/results/19/0

i /resuts/19/0

/v1task/20200403_064500_63986_W69WS.

N1 askiresults/:
228/results/3 Niask//results/3

/v1task/20200403_064500_63980_w69WS.

N1 ask/ Iresults/s/0
2.4/results/5/0

COUNT (*) as

num from log group by uri limit

regex tpl

ViViaskV.+

VIVIaSKV.+Vresults\d

VIVIaSKV. +Vresults\3

VIVtasKV. VresultsV5V0

9.12. Root cause analysis function

Log Service provides powerful alerting and analysis capabilities that help you quickly analyze and locate the
subdimensions of abnormal metrics. When a time series metric is abnormal, you can use the root cause analysis
function to quickly analyze the dimension attributes that result in the abnormal metric.

rca_kpi_search

Function format:

select rca kpi_search(varchar array, name array, real, forecast, level)

The following table lists the parameters of the function.

Parameter Description

varchar_array The dimensions.

Value

Array. Example: array[coll, col2,
col3].
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Parameter Description
name_array The dimension attributes.

The actual value of each dimension
real .

specified by varchar_array.

The predicted value of each
forecast

dimension specified by varchar_array.

The number of dimensions
corresponding to the output root

level cause sets. A value of 0 indicates
that all root cause sets that are
found are returned.

Example:
e The query statement is as follows.

Value

Array. Example: array['col1’, 'col2’,
'col3'].

Double type. Valid values: all real
numbers.

Double type. Valid values: all real
numbers.

Long type. Valid values: [0, number
of analyzed dimensions]. The number
of analyzed dimensions is the
number of elements in the array
specified by the varchar_array
parameter.

The query statement uses a subquery to obtain the actual value and predicted value of each fine-grained
attribute, and then calls the rca_kpi_search function to analyze the root cause of the exception.

* not Status:200 |
select rca kpi search(

array[ ProjectName, LogStore, UserAgent, Method 1],

array[ 'ProjectName', 'LogStore', 'UserAgent', 'Method' ], real,

from (

select ProjectName, LogStore, UserAgent, Method,

forecast, 1)

sum (case when time < 1552436040 then real else 0 end) * 1.0 / sum(case when time < 1552436040

then 1 else 0 end) as forecast,

sum (case when time >=1552436040 then real else 0 end) *1.0 / sum(case when time >= 1552436040

then 1 else 0 end) as real

from (
select _ time - time % 60 as time, ProjectName, LogStore,
1

from log GROUP by time, ProjectName, LogStore, UserAgent, Method )
GROUP BY ProjectName, LogStore, UserAgent, Method limit 100000000)

e The following figure shows the output result.

UserAgent, Method, COUNT (*) as rea
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The following figure shows the structure of the output result.

“roSets": [
i
“reltems": [
{
“kpi®: [(Mattr”: "mxx®, “wval®: "wxx")]1,
“nleaf”: 100,
“change”: 0.524543,
“zcore”: 0. 1454543

The following table describes the display items.

Display item Description
rcSets The root cause sets. Each value is an array.
rcltems The root cause set.

The KPI'in the root cause set, which is an array. Each value in the array is in JSON
kpi format. attr indicates a dimension, and val indicates an attribute in the

dimension.

The number of leaves that the current KPI covers in the raw data.

nleaf
@ Note A leaf is alog for the finest-grained attributes.

The ratio of changes in the leaves covered by the current KPIto the total

change

changes at the same time point.

score The abnormality score of the current KPI. Valid values: [0, 1].

The output result is in JSON format as follows:
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"rcSets": [
{
"rcItems": [
{

"kpi": [

{
"attr": "country",
"val": "x"

by

{
"attr": "province",
"val": "x"

by

{
"attr": "provider",
"val": "x"

by

{
"attr": "domain",
"val": "example.com"

"attr": "method",
"val": "x"
}
1,
"nleaf": 119,
"change": 0.3180687806279939,
"score": 0.14436007709620113

9.13. Correlation analysis functions

You can use a correlation analysis function to quickly find the metrics that are correlated with a specified metric or
time series data among multiple observed metrics in the system.

Function list

Function

ts_association_analysis

ts_similar

ts_association_analysis

Function format:

Description

Quickly finds the metrics that are correlated with a
specified metric among multiple observed metrics in the
system.

Quickly finds the metrics that are correlated with
specified time series data among multiple observed
metrics in the system.
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select ts association analysis(stamp, params, names,

The following table describes the parameters.

Parameter

Sstamp

params

names

indexName

threshold

Result:

Description
The Unix timestamp.

The dimensions of the metrics to be
analyzed.

The names of the metrics to be
analyzed.

The name of the target metric.
The threshold of correlation

between the metrics to be analyzed
and the target metric.

e name: the name of the analyzed metric.

indexName, threshold)

Value

Long type.

Array of the double type. For
example, Latency, QPS, and NetFlow.

Array of the varchar type. For
example, Latency, QPS, and NetFlow.

Varchar type, for example, Latency.

Double type. Valid values: [0, 1].

e score: the value of correlation between the analyzed metric and the target metric. Valid values: [0, 1].

Sample code:

* | select ts_association analysis(

Sample result:

| results
| ['latency',

| ['outflow',

| ['status',

ts_similar

time,

array[inflow, outflow, latency, status],
array['inflow', 'outflow', 'latency', 'status'],
'latency',

0.1) from log;

'1.0"] |
'0.6265'] |
'0.2270'] |

Function format 1:

select ts similar(stamp, value, ts, ds)

select ts_similar (stamp, value, ts, ds, metricType)

The following table describes the parameters.

Parameter

stamp

value

Description
The Unix timestamp.

The value of the specified metric.

Value

Long type.

Double type.
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Parameter

ts

ds

metricType

Function format 2:

Description Value
Th f time for th
© se.quence of timetorthe Array of the double type.
specified curve.
The sequence of numeric data for
A f the double type.
the specified curve. fray ot the double type
Varchar type. Valid values:
The type of correlation between the

SHAPE, RMSE, PEARSON, SPEARMAN,
measured curves.

R2, and KENDALL

select ts similar(stamp, value, startStamp, endStamp, step, ds)

select ts similar(stamp, value, startStamp, endStamp, step, ds, metricType )

The following table describes the parameters.

Parameter

Sstamp

value

startStamp

endStamp

step

as

metricType

Result:

Description Value
The Unix timestamp. Long type.
The value of the specified metric. Double type.
The start timestamp of the specified

Long type.
curve.
The end timestamp of the specified

Long type.
curve.
The time interval between two
adjacent points in the sequence of Long type.

time.

The sequence of numeric data for
A f th .
the specified curve. fray of the double type
Varchar type. Valid values:
The type of correlation between the

SHAPE, RMSE, PEARSON, SPEARMAN,
measured curves.

R2, and KENDALL

score: the value of correlation between the analyzed metric and the target metric. vValid values: [-1, 1].

Sample code:

* | select vhost, metric, ts similar(time, value, 1560911040, 1560911065, 5, array[5.1,4.0,3.3,5.6,4.

0,721,

Sample result:

'PEARSON') from log group by vhost, metric;
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| vhost | metric | score |
| === | s=====s======== || ======—============= !
| vhostl | redolog | -0.3519082537204182

9.14. Kernal density estimation functions

Kernel density estimation is a non-parametric test method. It is used to estimate unkonwn density functions in
probability theory.

vhostl | kv_gps
vhostl | file meta write |

-0.15922168009772697 |
NaN |

Kernel density estimation functions use a smooth peak function to simulate the real probability distribution curve
by fitting the observed data points.

e Function format:

select kernel density estimation(bigint stamp, double value, varchar kernelType)

e Parameters
Parameter
stamp

value

kernelType

e Qutput result
Display item
unixtime
real

pdf

e Examples

o Sample code:

*

select

date trunc('second', cast(tl[1l] as bigint)) as time, t1[2] as real, tl[3] as pdf from (

select kernel density estimation(time, num,

e order by time)

Description
Unix timestamp. Unit: second.

Observed value.

o box: rectangle.
o epanechnikov: Epanechnikov curve.

o gaussian: Gaussian curve.

Description
The time of the source data.
Observed value.

The probability of each point.

[

as t(tl) limit 1000

'gaussian') as res from (

select time - time % 10 as time, COUNT(*) * 1.0 as num from log group by tim
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o Sample result:

1.8K 0.003

1.6K
0.0025
1.4K

1.2K 0.002

» e llﬂhﬁ WA ﬂu ( ( \ WM 1 A i VNN UK !
o N ww'w/ww'wwhu\'vvuvw oy ”ﬂ\ A MMM o= -

0.001

600
400 pdf: 0.00002246087097124774

0.0005
200 ‘

0 )
2019-...0.000 2019-...0.000 2019-...0.000 2019-...0.000 2019-...0.000 2019-...0.000 2019-..0.000 2019-...0.000 2019-...0.000 2019-...0.000 -

9.15. Time series padding function

The time series padding function pads data points that are missing in a time series.

e Function expressions

select series padding(long stamp, double value, long interval, varchar padType)

e |nput parameters

Parameter Description
stamp The UNIX timestamp of the data.
value The numeric data that corresponds to each specified point in time.

The interval at which data is collected. For example, if data is collected every 10

int L

nterva seconds, the interval is 10.
The type of padded data points. Valid values: zero, mean, forward, and backward.
o zero: pads 0.

padType ©o mean: pads the average of the valid values on both sides of a missing data point.
o forward: pads the valid value on the left of a missing point.
o backward: pads the valid value on the right of a missing point.

e Result
unixtime | pad_value

1.5513696E9
1.5513732E9
1.5513768E9
1.5513804E9

| 0.11243584740434608
| 0.09883780706698506
| 0.08240823914341992
| 0.0728240514818139
1.551384E9 | 0.05888517541914705
1.5513876E9 | 0.04953931499029833
1.5513912E9 | 0.043698605551761895
1.5513948E9 | 0.04400292632222124
1.5513984E9 | 0.04727081764249449
1.551402E9 | 0.054632234293121314
1.5514056E9 | 0.05331214064978596
1.5514092E9 | 0.05093117289934144
1.5514128E9 | 0.053620170319174806
1.5514164E9 | 0.05405914786225842

e Examples

Execute the following query statement and select the line chart to display the query results. Several data
points are missing on the line chart, as shown in the following figure.
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* and Method: GetLogStorelLogs and ProjectName: lunar and LogStore: geos and Latency > 800000 | sel

ect time - time 60% as time, COUNT(*) * 1.0 as num from log group by time order by time as
c limit 1000
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Execute the following query statement that includes the time series padding function, and select the line chart
to display the query results. The missing data points are padded, as shown in the following figure.

* and Method: GetLogStorelLogs and ProjectName: lunar and LogStore: geos and Latency > 800000 | sel
60,

1.0 as num from log group by time order by time asc limit 1000)

ect series_padding (time, num, 'zero') from (select _ time - _ time  60% as time, COUNT (*) *
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9.16. Anomaly comparison function

The anomaly comparison function compares the degree of differences of an observation object in two time
ranges.

1685894620

e Function syntax 1
o Function expressions

select anomaly compare (long stamp, array[ feature 1, feature 2 ], long timePoint, long interval)
select anomaly compare (long stamp, array[ feature 1, feature 2 ], array[ featurel name, feature2

_name ], long timePoint, long interval)

o Input parameters

Parameter

stamp
array[features]
array[featureNames]

timePoint

interval

e Function syntax 2

Description

The UNIX timestamp of the data.

The metrics of the observation object at a specific point in time.
The description of the metrics.

The UNIX timestamp of the time when the observed object changes.

The interval at which data is collected. For example, if data is collected every 10
seconds, the interval is 10.
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o Function expressions

select anomaly compare (long stamp, array[ feature 1, feature 2 ], array[ featurel name, feature2

_name ], long version)

o Input parameters

Parameter Description

stamp The UNIX timestamp of the data.

array[features] The metrics of the observation object at a specific point in time.
array[featureNames] The description of the metrics.

The version number of the time series.
version ® Avalue of 0 indicates the raw data.

® Avalue of 1 indicates the new data.

e Result

"results" : [ {
"attr" : "cpu",
"anomalyScore"™ : 0.01106371634297909,
"details" : {
"left" : [ {
"key" : "mean",
"value" : 0.07002069952622482
oo A
"key" : "std",
"value" : 0.1364542814430179
oo A
"key" : "median",
"value" : 0.04467685956328345
b A
"key" : "variance",
"value" : 0.018619770924130346
}o1
"rightMetrics" : [ {
"key" : "mean",
"value" : 0.4472823405432968
oo A
"key" : "std",
"value" : 0.22405908739288383
b A
"key" : "median",
"value" : 0.42513225830553775
J
"key" : "variance",

"value" : 0.05020247464333195
bl

e Result description
o The mean, std, median, and variance methods are used for the statistics of a time series.
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o If you specify the names of metrics, the names are included in the attr field. Otherwise, the prefix column_ is
concatenated with the array subscript of a metric as the name of the metric, for example, column_0.
o The anomalyScore indicates the degree of difference of a feature metric. Value values: 0to 1. If the value
approaches 0, the degree of difference is low. If the value approaches 1, the degree of difference is high.
o Example

* and Method: PostLogStorelogs | select anomaly_compare(time, array[Latency], array['latency'], 1586225400, 60) fron ( select __time__
group by time order by time )

__time__ % 60 as time, avg(Latency) as Latency from log [od 7B search & Anal
2 400k
09:46:55 094515 09:49:45 09:51:15 09:52:45 09:54:15 09:55:45 09:57:15 09:55:45 10:00:15 10:01:40
Loq Entres Search StatusThe results are accurate. Scanned Rows Search Time:209ms Query Resutsil
Raw Logs LogReduce @D Graph
Bk ik F € M B3 = = & w® 9 & p £ = 5 ¥ @k 10 2
Chrt reiew P
_colo
«
resuts™: [ {
“attribute”  “Latency”,

*score” : 0.1647965588045932,
“detalls” : {

eft”: [{

“key” : ‘mean’,

“value' : 8178.911604513406
1

E—

“value’ : 100.141625256284496

=
M
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10.Analyze logs by using the JDBC API

You can use the Java Database Connectivity (JDBC) APIto connect a database such as a MySQL database to Log
Service. Then, you can use the SQL-92 syntax to query and analyze log data.

Prerequisites

o An AccessKey pairis created for an Alibaba Cloud account or a RAM user. For more information, see AccessKey
pair.

If you use the AccessKey pair of a RAM user, the RAM user must belong to the Alibaba Cloud account to which
the project that you want to connect belongs. The RAM user must be granted the read permissions on the
project.

e A logstore is created. For more information, see Create a Logstore.

Supported version

Log Service supports only JDBC 5.1.49.

Parameters

This section describes the parameters that you must set if you want to connect a MySQL database to Log Service.

@ Note If you connect a MySQL database to Log Service by using the JDBC APl and then query data, the
query result cannot be paginated.

e Syntax

mysgl -hhost -user -password -port

use database;

e Example

mysgl -hmy-project.cn-hangzhou-intranet.log.aliyuncs.com -ubg****mo86kq —-p4f****uzZp -P10005

use my-project;
o Parameters
Parameter Description

The endpoint of Log Service. You must add the project name to the endpoint,
for example, my-project.cn-hangzhou-intranet.log.aliyuncs.com.

host ) . ) .
You can connect to Log Service only over the classic network or a virtual private
cloud (VPC). For more information, see Internal Log Service endpoints.

port The port that you can use to connect to Log Service. Default value: 10005.

user The AccessKey ID of your Alibaba Cloud account.

password The AccessKey secret of your Alibaba Cloud account.

database The name of the Log Service project.

The name of the Log Service Logstore.

table ) )

@ Note You must specify the Logstore in a query statement.
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Search and analysis syntax

e Filtering syntax

@ Note You must include the __date__or__time__field in a WHERE clause to limit the time range of a
query. The data type of the __date__ field is timestamp, and the data type of the __time__ field is bigint.
Examples:

o __date__>'2017-08-07 00:00:00' and __date__ < '2017-08-08 00:00:00'
o __time__> 1502691923 and __time__ < 1502692923

The following table describes the filtering syntax of a WHERE clause.

Semantics Example Description
String search key = "value" Queries data after word-delimiting.
° key has 'valu*' Queries data in fuzzy match mode after word-

String fuzzy search -Hes
o key like 'value_%' delimiting.

The comparison operators include greater than (>),
Value comparison num_field > 1 greater than or equal to (>=), equal to (=), less than (<),
and less than or equal to (<=).

) . Examples: a = "x" and b ="y" ora = "x" and not b
Logical operation and or not —ryr

If you perform a full-text search, you must use the

Full-text search line__ ="abc" )
- - __line__ key.

e C(Calculation syntax
Calculation operators are supported. For more information, see Log analysis overview.
e SQL-92 syntax

The SQL-92 syntax includes the filtering syntax and calculation syntax. Example:

status>200 |select avg(latency),max(latency) ,count(l) as c¢ GROUP BY method ORDER BY c DESC LIM
IT 20

You can combine the analytic statement in the preceding query statement with a time condition expression and
include the statement and expression in a WHERE clause as a search condition. This clause complies with the
SQL-92 syntax, as shown in the following statement:

select avg(latency),max(latency) ,count(l) as c from sample-logstore where status>200 and time
>=1500975424 and time < 1501035044 GROUP BY method ORDER BY c DESC LIMIT 20

Access Log Service by using the JDBC API
e Use an application to query data in Log Service

You can use an application that supports the MySQL connector to connect to Log Service. Then, you can use
the MySQL syntax to query data in Log Service. You can use the JDBC APl or MySQLdb APIfor Python to connect
to Log Service. The following script shows how to use the JDBC APIto connect to Log Service:

import com.mysqgl.jdbc.*;
import java.sqgl.*;
import java.sqgl.Connection;

import java.sgl.ResultSetMetaData;

imnAvt Gavwra ol QEatamont .
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public class testjdbc {
public static void main (String args[]) {
Connection conn = null;
Statement stmt = null;
try {

//STEP 2: Register JDBC driver

Class.forName ("com.mysqgl.jdbc.Driver") ;

//STEP 3: Open a connection

System.out.println ("Connecting to a selected database...");

conn = DriverManager.getConnection ("Jjdbc:mysqgl://projectname.cn-hangzhou-intranet.log.
aliyuncs.com:10005/sample-project", "accessid", "accesskey") ;

System.out.println ("Connected database successfully...");

//STEP 4: Execute a query

System.out.println ("Creating statement...");

stmt = conn.createStatement () ;

String sgl = "SELECT method,min (latency,10) as c,max(latency,10) from sample-logstore
where  time >=1500975424 and time < 1501035044 and latency > 0 and latency < 6142629 and
not (method='Postlogstorelogs' or method='GetLogtailConfig') group by method "

String sgl example2 = "select count(l) ,max(latency),avg(latency), histogram(method),h
istogram(source),histogram(status),histogram(clientip),histogram(__source ) from testl0 where
date  >'2017-07-20 00:00:00' and _ date <'2017-08-02 00:00:00' and _ line ='abc#def' and la
tency < 100000 and (method = 'getlogstorelogS' or method='Get**' and method <> 'GetCursorOrData' )

".
7

String sql example3 = "select count(l) from sample-logstore where __date >
'2017-08-07 00:00:00"' and _ date < '2017-08-08 00:00:00"' limit 100";
ResultSet rs = stmt.executeQuery(sql);
//STEP 5: Extract data from result set
while (rs.next ()) {
//Retrieve by column name
ResultSetMetaData data = rs.getMetaData () ;
System.out.println(data.getColumnCount ()) ;
for(int i = 0;1 < data.getColumnCount () ;++1i) {
String name = data.getColumnName (i+1) ;
System.out.print (name+":") ;
System.out.print (rs.getObject (name)) ;
}
System.out.println() ;
}
rs.close();
} catch (ClassNotFoundException e) {
e.printStackTrace () ;
} catch (SQLException e) {
e.printStackTrace () ;
} catch (Exception e) {

e.printStackTrace () ;

} finally {
if (stmt != null) {
try {

stmt.close();
} catch (SQLException e) {
e.printStackTrace () ;

}
if (conn != null) {
try {
conn.close() ;
} catch (SQLException e) {

e.printStackTrace () ;
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e Use atoolto connect to Log Service

Use a MySQL client to connect to Log Service over the classic network or a VPC.

end

ion ant

urrent input

17-10-11 ¢

o Enteryour project name at 1.

o Enteryour Logstore name at 2.
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11.Advanced analysis
11.1. Case study

This topic describes cases of log data analysis.

Case list

e Trigger an alert when the error rate exceeds 40% over the last five minutes

Count traffic and configure alerts

Calculate the average latency of each data interval

Return the percentages of different results

Count the number of logs that meet the query condition

Trigger an alert when the error rate exceeds 40% over the last five minutes

Calculate the percentage of error 500 every minute. An alert is triggered when the error rate exceeds 40% over
the last five minutes.

status:500 | select  topic , max by(error count,window time)/1.0/sum(error count) as error ratio, s

um (error count) as total error from (

o

select _ topic_ , count(*) as error count , _ time - _ time % 300 as window_time from log group
by  topic_, window_ time

)

group by _ topic_ having max by (error count,window_ time)/1.0/sum(error_ count) > 0.4 and sum(err

or count) > 500 order by total error desc limit 100

Count traffic and configure alerts

Count traffic every minute. An alert is triggered when traffic plunges. Traffic counted in the last minute does not
cover a full minute. Therefore, divide the statistical value by using  greatest (max(_ time ) -
min(_ time ),1) fornormalizationto count the average traffic per minute.

* | SELECT SUM(inflow) / greatest (max( time ) - min( time ),1) as inflow per minute, date trunc(

'minute', time ) as minute group by minute

Calculate the average latency of each data interval
Calculate the average latency of each bucket set by data interval.

* | select avg(latency) as latency , case when originSize < 5000 then 'sl' when originSize < 20000 th
en 's2' when originSize < 500000 then 's3' when originSize < 100000000 then 's4' else 's5' end as os

group by os

Return the percentages of different results

Return the count results of different departments and the percentages of these results. This query combines the
subquery and window functions. sum(c) over() indicates the sum of values in all rows.

* | select department, c*1.0/ sum(c) over () from(select count(l) as c, department from log gr

oup by department)

Count the number of logs that meet the query condition
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URLs must be by counted by characteristics. In this situation, you can use the CASE WHEN syntax and the simpler
count_if syntax.

* | select count if(uri like '%login') as login num, count if (uri like 'S$register') as register num,
date format(date trunc('minute', time ), '%m-%d %H:%i') as time group by time order by time limit
100

11.2. Optimize queries

This topic describes how to optimize queries to improve query efficiency.

Increase the number of shards

Shards are computing resources. The calculation speed increases with the number of shards. You must ensure that
the systemscans only up to 50 million data entries per shard. You can split a shard to increase the number of
shards. For more information, see Split a shard.

) Notice Youare additionally charged for the shards that are generated by splitting a shard. After you
split a shard, your queries are accelerated only when you query new data. Existing data remains in the original
shard.

Shorten the time range and reduce the data volume of a query
e A long time range slows down a query.

If you want to accelerate calculation, you can shorten the time range of a query.
e A large data volume slows down a query.

We recommend that you reduce the data volume of a query.

Query data repeatedly

If the result of a query is inaccurate, you can query the data repeatedly. Each time you perform a query, the
underlying acceleration mechanism analyzes the data based on the existing query results. Therefore, repeated
queries can return more accurate results.

Optimize analytic statements

A time-consuming query statement features the following characteristics:

e The GROUP BY clause is used to group analysis results based on one or more columns of the string type.
e The GROUP BY clause is used to group analysis results based on more than five columns.
e QOperations that generate strings are included in the analytic statement.

You can use the following methods to optimize analytic statements:
e Do not include operations that generate strings.

For example, if you use the date_format function to generate a timestamp in a specified format, the query is
inefficient. We recommend that you use the date_trunc function or the time_series function to generate a
timestamp.

* | select date format (from unixtime( time ) , '$H %i') as t, count(l) group by t

e Do not group analysis results based on one or more columns of the string type.

For example, if you use the GROUP BY clause to group analysis results based on one or more columns of the
string type, the workload for hash calculation is heavy. The workload for hash calculation accounts for more
than 50% of the overall workload for calculation. Examples:

> Document Version: 20220510 405


https://www.alibabacloud.com/help/doc-detail/48998.htm#concept-yks-jj5-vdb/section-awx-35f-vdb

Index and query-Advanced analysis Log Service

o Efficient query statement

* | select count(l) as pv , from unixtime(_ time - time %3600) as time group by _ time - ti
me %3600

o Inefficient query statement

* | select count(l) as pv , date trunc('hour', time ) as time group by time

The two query statements are used to calculate the number of logs per hour. Inthe second statement, the
timestamps are converted to strings. Then, the analysis results are grouped based on the strings. For example,
2021-12-12 00:00:00 is a timestamp in the string format. In the first statement, the timestamps on the hour are
obtained, the analysis results are grouped based on the timestamps, and then the timestamps are converted to
strings.

e [f you want to group analysis results based on multiple columns, we recommend that you place a field that has
a larger number of values before a field that has a smaller number of values.

For example, if the number of values for a specified field is 13 and the number of values for the uid field is 100
million, we recommend that you place the uid field before the specified field in the GROUP BY clause. Examples:

o Efficient query statement

* | select province,uid,count (1) group by uid,province

o Inefficient query statement

* | select province,uid,count (1) group by province,uid

e Use approximate functions.

The performance of approximate functions is better than the performance of functions with specified
precision. Approximate functions sacrifice precision for speed. Examples:

o Efficient query statement

* |select approx distinct (ip)

o Inefficient query statement

* | select count (distinct (ip))

e Specify only the columns that you want to query in an analytic statement.

In an analytic statement, we recommend that you query only the columns that are required in calculation. If you
want to query all columns, use the search syntax. Examples:

o Efficient query statement

* |select a,b c

o Inefficient query statement

* |select *

e Place the columns that are not used for grouping in an aggregate function.

For example, the values of the userid and username columns must match each other. You can use the GROUP BY
clause to group only the values of the userid column. Examples:

o Efficient query statement

* | select userid, arbitrary(username), count(l) group by userid
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o Inefficient query statement

* | select userid, username, count(l) group by userid,username

e Do not use the IN clause.

We recommend that you do not use the IN clause in an analytic statement. You can use ORin a search
statement. Examples:

o Efficient query statement

key: a or key: b or key: c | select count(1l)

o Inefficient query statement

* | select count(l) where key in ('a','b')

11.3. Time field conversion examples

During query and analysis, you often need to process time fields in logs, such as converting a timestamp to a
specified format. This topic uses some examples to describe how to convert time fields.

A log may include multiple fields that record the time. For example:

e  time__ :thelogtime that you specify when you use the APl or SDK to write log data. This field can be used
forlog data shipping, query, and analysis.

e Original time field in the log: the field that records the log event occurrence time when the log is generated.
This field is in the raw log.

Time fields in different formats are difficult to view and read. In this case, you can convert the time fields to the
specified format in query and analysis. For example:

1. Convert __time__to atimestamp

2. Display _time__in a specified format

3. Convert atimestamp to a specified format
Convert __time__ to atimestamp

We recommend that you use the from_unixtime functionto convert the  time  field to a timestamp.

* | select from unixtime( time )

Display __time__ in a specified format

Displaythe  time  fieldinthe format of yyyy-mv-pp HH:MM:SS .We recommend that you use the
date_format function to convert the field.

* | select date_ format(_time , '%Y-%m-%d %H:%1:%S')

Convert the time in a log to a specified format

Convert the time field in a log to the specified format ( yyyy-mvM-pp HH:MM:Ss ), and performthe GROUP BY
operationonthe yyyy-mv-pp part. We recommend that you use the date_format function to convert the field.

e Sample log:
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__topic  :
body byte sent: 307
hostname: example.com

http user agent:

Mozilla/5.0 (iPhone; CPU iPhone 0S 10 3 3 like Mac OS X) AppleWebKit/603.3.8 (KH

TML, like Gecko) Mobile/14G60 Q0/192.0.2.1 V1 IPH SQ 7.1.8 1 APP A Pixel/750 Core/UIWebView NetTyp

e/WIFI QBWebViewType/1
method: GET

referer: www.example.com
192.0.2.0
request length: 111

2.705

remote_addr:

request time:
status: 200
upstream response time:
url: /?k0=v9&
time:2017-05-17 09:45:00

e SQLstatement example:

* | select date format (date parse(time, '$Y-%m-%d

roup by day order by day asc

0.225582883754

d') as day, count(l) as uv g

408
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12.Associate Log Service with external
data sources

12.1. Overview

Log Service provides the external storage feature. You can use the feature to associate Log Service with MySQL
databases, Alibaba Cloud Object Storage Service (0SS) buckets, or hosted CSV files. This topic describes the
scenarios, benefits, and supported external stores of the external storage feature.

Scenarios

When you analyze data, you may need to obtain different types of data from separate storage resources. For
example, you need to obtain data of user operations and user behavior from Log Service, and obtain data of user
properties, registration, funds, and props from a database. In this example, you need to classify and analyze data
and then write the analysis results to the report system of the database.

To do this, you can migrate data to a centralized storage system and then analyze the data. However, the
migration process is time-consuming and labor-intensive. Data must be cleansed and formatted during migration,
and network resources are consumed. To address these issues, Log Service provides APl operations for external
storage. You can call the APl operations to achieve the following goals:

e Define mappings between data in external stores and data in Log Service. Data migration is not required.

e Use a unified query engine. You can use JOIN statements to perform JOIN queries on data in Log Service and data
in external stores.

e Store query results in external stores.

Benefits

e Cost-effective

o The external storage feature eliminates the need for data migration, which further reduces your overall
costs. Data in different storage systems are stored in different formats. The APl operations that you can call
to manage data also vary based on the storage systems. This results in complicated data conversion during
data migration. If you use the external storage feature of Log Service, you do not need to migrate data.

o The external storage feature eliminates the need for data maintenance, which further reduces your overall
costs. If you migrate data, you must update and maintain the data at the earliest opportunity.

e Convenient
o You can use SQL statements to analyze data and obtain the analysis results wit hin seconds.
o You can add charts to a dashboard and view the charts when you open the dashboard.

Supported external stores

The external storage feature of Log Service allows you to associate Log Service with MySQL databases, 0SS
buckets, or hosted CSV files. The following table describes the supported external stores.

Supported external Read from the Write to the external Method to create an .
Supported region
store external store store external store
MySQL databases Supported Supported API, SDK, and CLI All regions
0SS buckets Supported Supported SQL create table All regions
. China (Shanghai) and
Hosted CSV files Supported Not supported SDK ( ghai)

Russia (Moscow)
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12.2. Associate Log Service with a MySQL
database

This topic describes how to create an external store to associate Log Service with a MySQL database.

Prerequisites

e Datais collected and stored in Log Service. For more information, see Data collection overview.
e Datais stored in the MySQL database.

Context

The external storage feature of Log Service allows you to associate Log Service with databases created on
ApsaraDB RDS for MySQL instances, self-managed MySQL databases hosted on Elastic Compute Service (ECS)
instances, and self-managed MySQL databases created in other scenarios. The external storage feature also
allows you to write query and analysis results to the MySQL databases for further processing. In the following
descriptions, the ApsaraDB RDS for MySQL instances are referred to as RDS instances. For more information about
how to create a MySQL external store, see Associate a Logstore with a MySQL database to perform query and
analysis.

Procedure

1. Configure a whitelist for your MySQL database.

o If you use a MySQL database created on an RDS instance, add the following CIDR blocks to the whitelist:
100.104.0.0/16,11.194.0.0/16, and 11.201.0.0/16. For more information, see Configure an IP address
whitelist for an ApsaraDB RDS for MySQL instance.

o If you use a self-managed MySQL database hosted on a VPC-type ECS instance and the ECS instance is
added to a security group, configure security group rules to allow access fromthe following CIDR blocks:
100.104.0.0/16,11.194.0.0/16, and 11.201.0.0/16. For more information, see Add a security group rule.

o If you use a self-managed MySQL database created in other scenarios, add the following CIDR blocks to the
whitelist: 100.104.0.0/16, 11.194.0.0/16, and 11.201.0.0/16.

2. Create an external store.
i. Install the Log Service CLI. For more information, see CLI Overview.
ii. Create a configuration file named /root/config.json.

ii. Add the following script to the /root/config.jsonfile. Replace the parameter values based on your
business requirements.

{
"externalStoreName":"storename",
"storeType":"rds-vpc",
"parameter":

{

"region":"

cn-gingdao",

"vpc-id" : "vpc-mSegdirclpucp* FxxEkkxN,
"instance-id":"i-m5eeo2whsn**x*xx*xn,
"host":"localhost",

"port":"3306",

"username":"root",

"password" :"kxAx",

"db":"scmc",

"table":"join meta"

}
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Parameter Description
externalStoreName The name of the external store. The name must be in lowercase.
storeType The type of the data source. Set the value to rds-vpc.
The region.
® |f you use a MySQL database created on an RDS instance, set region to the
region where the RDS instance resides.
region = |f you use a self-managed MySQL database hosted on a VPC-type ECS instance,
set region to the region where the ECS instance resides.
= If you use a self-managed MySQL database created in other scenarios, set
region to an empty string. Format: "region": "".
The ID of the VPC.
® If you use a MySQL database created on a VPC-type RDS instance, set vpc-id to
the ID of the VPC to which the RDS instance belongs.
voe-id = |f you use a self-managed MySQL database hosted on a VPC-type ECS instance,
P set vpc-id to the ID of the VPC to which the ECS instance belongs.
® |f you use a MySQL database created on a classic network-type RDS instance or
if you use a self-managed MySQL database created in other scenarios, set vpc-
id to an empty string. Format: "vpc-id": "".
The ID of the instance.
® |f you use a MySQL database created on an RDS instance, set instance-id to the
value of the VpcCloudinstanceld parameter that is specified for the RDS
instance.
) ) You can call the DescribeDBInstanceAttribute operation to obtain the value of
instance-id the VpcCloudinstanceld parameter.
= |f you use a self-managed MySQL database hosted on a VPC-type ECS instance,
set instance-id to the ID of the ECS instance.
= If you use a self-managed MySQL database created in other scenarios, set
instance-id to an empty string. Format: "instance-id": "".
The address of your MySQL database.
= |f you use a MySQL database created on a VPC-type RDS instance, set host to
an internal endpoint of the RDS instance.
® If you use a self-managed MySQL database hosted on a VPC-type ECS instance,
set host to the private IP address of the ECS instance.
host

= |f you use a self-managed MySQL database created in other scenarios, set host
to a host address of the database. Make sure that the host address is
accessible.
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Parameter Description

The port number.

® |f you use a MySQL database created on an RDS instance, set port to the port
of the RDS instance.

port = If you use a self-managed MySQL database hosted on a VPC-type ECS instance,
set port to the MySQL service port of the ECS instance.

® |f you use a self-managed MySQL database created in other scenarios, set port
to the MySQL service port.

username The username of the account that you use to log on to your MySQL database.
password The password of the account that you use to log on to your MySQL database.
db The name of your MySQL database.

table The name of the table that you want to use in your MySQL database.

iv. Create an external store.

Replace the value of project_name with the name of the project that you want to use.
aliyunlog log create external store --project name="log-rds-demo" --config="file:///root/conf
ig.json"
What to do next
e Update the MySQL external store.

aliyunlog log update external store --project name="log-rds-demo" --config="file:///root/config.js

on"

e Delete the MySQL external store.

aliyunlog log delete_external store --project name="log-rds-demo" --store name=abc

What's next

Join queries on a Logstore and a MySQL database

12.3. Associate Log Service with an 0SS bucket

This topic describes how to create an external store to associate Log Service with an Object Storage Service (0SS)
bucket.

Prerequisites

e Logs are collected. For more information, see Data collection overview.

e The indexing feature is enabled, and indexes are created. For more information, see Configure indexes.
e An 0SS bucket is created. For more information, see Create buckets.

e (SV files are uploaded to the 0SS bucket. For more information, see Upload objects.

Benefits

If you associate Log Service with 0SS buckets to perform query and analysis, you can receive the following
benefits:

e (Cost-effectiveness: If you store infrequently updated data in OSS buckets, the data can be read over an
internal network. In this case, you need only to pay for the storage service, and you are not charged for Internet
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traffic.

o Reduced O&Mworkload: You can perform lightweight association analysis without the need to store all datain
one storage system.

e High efficiency: You can use SQL statements to analyze data and view the analysis results wit hin seconds. You
can also create charts based on analysis results that are commonly queried. Then, you can click the charts to
view the analysis results.

Procedure

—_

> w N

On the page that appears, enter a query statement in the search box and click Search & Analyze.

Execute the following SQL statement to create a virtual external table named user_metal and map the table
to the 0SS object user.csv. If result inthe output is true, the SQL statement is successfully executed, and an
external store is created.

* | create table user metal ( userid bigint, nick varchar, gender varchar, province varchar, gend

er varchar,age bigint) with ( endpoint='oss-cn-hangzhou-internal.aliyuncs.com',accessid="****x***

******************',accesskey :'****************************',bucket:'testoss*********',objectS:A

RRAY['user.csv'], type='oss')

Chart Preview

result

rue

Define the name and table schema of the external store in the SQL statement, and define the information
required to access 0SS objects in the WITH clause. The following table describes the parameters.

Parameter Description

The name of the external store, which is the same as the name of the virtual
External store name )
external table. In this example, enter user_metal.
The properties of the virtual external table, including the column names and data
Table schema types. In this example, enter (userid bigint, nick varchar, gender varchar, province
varchar, gender varchar,age bigint).

endpoint The internal endpoint of OSS. For more information, see Regions and endpoints.
accessid The AccessKey ID of your account. For more information, see AccessKey pair.
accesskey The AccessKey secret of your account. For more information, see AccessKey pair.
bucket The 0SS bucket in which the CSV object is stored.

The path of the CSV object.

objects ® Note The value of the objects parameter is an array. The array can
contain multiple elements. Each element represents an 0SS object.

type The type of the external store. Set the value to oss.
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5. Checkwhetherthe external store is created.

Execute the following statement. If the table content that you define is returned, the external store is
created.

* | select * from user metal

6. Perform aJOIN query on Log Service and 0SS.

Execute the following statement to perform a JOIN query. A Logstore is associated with 0SS objects based on
the ID field in the Logstore and the userid field in the 0SS objects. test_accesslog is the name of the
Logstore. lis the alias of the Logstore. user_metal is the name of the external store that you define. You can
configure the parameters based on your business requirements.

* | select * from test accesslog 1 join user metal u on l.userid = u.userid
- i line. usera. action  action... blood EEF W R (e TR G R u‘send tm... | eou Ina( o sls ... userid ooy g‘endev provin.. oo 4

-y i i

-
null null beat null 123 null null null null null null 200 3 15374... 4242.. ol null null 3 -1 male 18
null null beat null 123 null null null null null null 200 1 15374, 42,12 null null null 1 r 2 male -m 18
null null beat null 123 null Al null null null null 200 1 15374, 42,12 null null null 1 r a male -m 18
null null beat null 123 null Al null null null null 200 2 15374, 42,12 null null null 2 - female L 19
null null beat null 123 null Al null nuil null null 200 1 15374. 4212 null null null 1 I‘ male ] 18

o . s

nuil nuil beat nuil 123 nuil nuil nuil nuill nuil null 200 1 15374... 4212 null nuil null 1 i male

For more information about the best practices on how to associate Log Service with 0SS buckets, see Associate a
Logstore with an OSS external table to perform query and analysis.

12.4. Associate Log Service with a hosted CSV
file

Log Service allows you to upload a CSV file from your computer to Log Service by using an SDK. T his way, the CSV
file is hosted on Log Service and can be associated with a Logstore of Log Service. This topic describes how to
performa JOIN query on a CSV file that is hosted on Log Service and data in a Logstore of Log Service.

Prerequisites

e Logs are collected. For more information, see Log collection methods.

e Indexes are created. For more information, see Configure indexes.

e A(CSVfileis created.

e Log Service SDK for Python is installed. For more information, see Install Log Service SDK for Python.

aliyun-log-python-sdk V0.7.3 and later are supported. You can use the pip install aliyun-log-python-sdk -U
command to upgrade the SDK.

Limits
e Only one CSV file can be associated at a time.

e You can associate Log Service with a CSV file that contains no more than 50 MB of data. The CSV file is
uploaded to Log Service after it is compressed by using the SDK. The size of the file after compression must be
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less than 9.9 MB.

Sample data

The Logstore stores the logon operations of a user, and the CSV file records the basic information of the user,
such as the gender and age. After you associate the Logstore with the CSV file, you can analyze the metrics for
user properties.

e Logstore

userid:100001
action:login
_ time :1637737306

e CSVfile
userid nick gender  province age
100001  User A male Liaoning 24
100002  User B male Beijing 23
100003  User C female  Zhejiang 22
100004 User D female Jiangxi 21
100005  User E male Guangxi 20

Procedure

1. Use Log Service SDK for Python to create an external store.

For more information about Log Service SDK for Python, see Overview.

from aliyun.log import *

endpoint='cn-shanghai.log.aliyuncs.com'

accessKeyId="'test-project'

accessKey="TAI****YDw'

project="lr*x***yM'

ext_logstore='user meta'

csv_file='./user.csv'

client = LogClient (endpoint, accessKeyId, accessKey)

res = client.create external store(project,
ExternalStoreCsvConfig(ext logstore, csv file,

[

{"name" : "userid", "type" : "bigint"},
{"name" : "nick", "type" : "varchar"},
{"name" : "gender", "type" : "varchar"},
{"name" : "province", "type" : "varchar"},
null

1))

res.log_print()

Parameter Description
endpoint The Log Service endpoint. For more information, see Endpoints.

The AccessKey ID of your Alibaba Cloud account. For more information, see
AccessKey pair.

accessKeyld warning We recommend that you use the AccessKey pair of a RAM
user to call APl operations. This reduces the risks caused by the leak of an
AccessKey pair.
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Parameter Description

The AccessKey secret of your Alibaba Cloud account. For more information, see

accessKe ;
Y AccessKey pair.

project The project to which the Logstore belongs.

The name of the external store, which is the same as the name of the virtual
external table. The name must meet the following requirements:

o The name can contain only lowercase letters, digits, hyphens (-), and
ext_logstore underscores (_).

o The name must start and end with a lowercase letter or a digit.

o The name must be 3 to 63 characters in length.

csv_file The path and name of the CSV file.

The properties of the virtual external table, including the column names and data
types. The following table schema is an example. You can replace the table
schema based on your business requirements.

[

{"name" : "userid", "type" : "bigint"},

Table schema {"name" : "nick", "type" : "varchar"},
{"name" : "gender", "type" : "varchar"},
{"name" : "province", "type" : "varchar"},
null

oA W

. Execute the following statement to check whether the external store is created.

Inthe following statement, user meta specifies the name of the external store. Replace the value with
the name that you specify when you create the external store.

* | SELECT * FROM user meta
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If the content of the CSV file is returned, t he external store is created.

userid nick gender province age
100001 User A male Liaoning 24
100002 User_B male Beijing 23
100003 User C female Zhejiang 22
100004 User D female Jiangxi 21
100005 User E male Guangxi 20

6. Execute the following statement to perform a JOIN query on the Logstore and the CSV file.

The Logstore is associated with the CSV file based on the userid field in the Logstore and the userid field in
the CSV file. website_log is the name of the Logstore. user_meta is the name of the external store that you
create. You can configure the parameters based on your business requirements.

* | SELECT * FROM website log JOIN user meta ON website log.userid = user meta.userid

action usericl _time_ userid nick gender province age
login 100003 1637738249 100003 User_C female Zhejiang 2
login 100004 1637738249 100004 User_D female Jiangsi 21
login 100005 1637738249 100005 User_E male Guangxi 20
login 100002 1637738249 100002 User_B male Beijing 23
login 100004 1637736249 100004 User_D female Jiangxi 21
login 100003 1637738249 100003 User_C female Zhejiang 2
login 100001 1637738249 100001 User_ A male Lizoning 24
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13.Best practices
13.1. Query and analyze website logs

This topic describes how to query and analyze website logs in the Log Service console.

Prerequisites

Website access logs are collected. For more information, see Collect logs in full regex mode.

Step 1: Configure indexes

1.

2

3.

4. Onthe Search & Analysis page of the Logstore, choose Index Attributes > Attributes.
If the indexing feature is not enabled, clickEnable.

5. Configure field indexes.

You can configure indexes in sequence. You can also click Automatic Index Generation. Then, Log Service
automatically configures indexes based on the first log entry in the Preview Data section.

® Note

o The indexing feature is applicable only to the log data that is written to the current Logstore
after you configure indexes. If you want to query historical data, you can use the reindexing
feature. For more information, see Reindex logs for a Logstore.

o If youwant to use the analysis feature, you must turn on the Enable Analytics switch forthe
related fields when you configure indexes.

o By default, indexes are automatically configured for some reserved fields in Log Service. For more
information, see Reserved fields.
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Field Search

Key Name

body_bytes_sent

client_ip

host

http_user_agent
http_x_forwarded_for
instance_id
instance_name
network_type
owner_id

referer

region

remote_addr
remote_user

request_length

6. Click OK.

Step 2: Query logs

long

text

text

text

text

text

text

text

text

text

text

text

text

long

Type

Enable Search

Alias

TPIETTEETTE

Delimiter: @

"= ()32 @8&<>/nitr

EOIGP@E >
L =002 @&<=n\r
EOIET@ss>
EOIGP@E >
" =0007@&<=/\n\tr

=32 @8&<>/ it

=000 @8> AN

Automatic Index Generation

Include Enable
Chinese  Analytics E2EX

@ x
(D @ x
D @ x
D @ x
(D @ x
1D @ x
(D @ x
D @ x
1D @ x
(D @ x
D @ x
D @ x
(D @ x

@ <

On the Search & Analysis page of the Logstore, enter a search statement in the search box and select a time

range. Then, clickSearch & Analyze.

@ Note

The format of a query statement in Log Service is

Search statement | Analytic statement .A

search statement can be executed alone. However, an analytic statement must be executed together with a

search statement. The analysis feature is based on search results or all data in the Logstore.

e To query the log entries that contain Chrome, execute the following search statement:

Chrome

e To query the log entries whose request duration is greater than 60 seconds, execute the following search

statement:

request_time > 60

e To query the log entries whose request duration ranges from 60 seconds to 120 seconds, execute the

following search statement:

request time in [60 120]

e To query the log entries that contain successful GET requests (status code: 200 to 299), execute the following

search statement:

request method : GET and status in

[200 299]

e To query the log entries whose value of the request_urifield is /request/path-2, execute the following search

statement:

request uri:/request/path-2/file-2

Step 3: Analyze logs
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On the Search & Analysis page of the Logstore, enter a query statement in the search box and select a time
range. Then, clickSearch & Analyze.

@ Note By default, only 100 rows of data are returned after you execute a query statement. You can use
the LIMIT clause to change the number of returned rows. For more information, see LIMIT clause.

e Calculate the page views (PVs) of a website.

To calculate the PVs of a website, use the COUNT function in a query statement.

* | SELECT COUNT (*) AS PV

PV

9685

e C(Calculate the PVs of a website by 1 minute.

Use the date_trunc function to truncate a time by minute and use the GROUP BY clause to group analysis results
by time. Then, use the COUNT function to calculate the number of PVs per minute and use the ORDER BY clause
to sort the analysis results by time.

* | SELECT COUNT (*) as PV, date trunc('minute', _ time ) as time GROUP BY time ORDER BY time
PV time

73 2021-01-15 09:15:00.000

472 2021-01-15 09:16:00.000

693 2021-01-15 09:17:00.000

919 2021-01-15 09:15:00.000

520 2021-01-15 09:19:00.000

e Calculate the number of requests for each request method by 5 minutes.

Use __time__ - __time__ %300 to truncate a time by 5 minutes and use the GROUP BY clause to group
analysis results by time. Then, use the COUNT function to calculate the number of requests every 5 minutes and
use the ORDER BY clause to sort the analysis results by time.

* | SELECT request method, COUNT(*) as count,  time -  time %300 as time GROUP BY time, requ
est method ORDER BY time

request _method count time

PUT 242 1610673300
DELETE 101 1610673300
POST 231 1610673300
GET 778 1610673300
HEAD 4 1610673300

e Compare the number of PVs of the current week with the number of PVs of the last week.
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Use the COUNT function to calculate the total number of PVs. Then, use the ts compare function to obtainthe
ratio of the PVs of the current weekto the PVs of the last week. website_log in the following query statement
is the Logstore name:

* | SELECT diff[l] as this week, diff[2] as last week, time FROM (SELECT ts_compare (pv, 604800) as
diff, time FROM (SELECT COUNT (*) as pv, date trunc('week', _ time ) as time FROM website log GROU
P BY time ORDER BY time) GROUP BY time)

3.2Mil

Ml

2.8Mil
2.6Mil @ this_week
ast_week

2AMIl

2.2Mil

2Mil

2020-...0.000 2021-...0.000 2021-..0.000
e (ollect the distribution statistics of client IP addresses.

Use the ip_to_province function to obtain the province to which an IP address belongs, and use the GROUP BY
clause to group analysis results by province. Then, use the COUNT function to calculate the number of
occurrences of each IP address, and use the ORDER BY clause to sort the analysis results by the number of
occurrences.

* | SELECT COUNT (*) as count, ip to province(client ip) as address GROUP BY address ORDER BY count

DESC
count address
451 e ¥
447 e
433 e
425 =

e Calculate the top 10 accessed request URIs.

Use the GROUP BY clause to group analysis results by request URI. Use the COUNT function to calculate the
number of access requests for each URL. Then, use the ORDER BY clause to sort the analysis results by the
number of access requests.

* | SELECT COUNT (*) as PV, request uri as PATH GROUP BY PATH ORDER BY PV DESC LIMIT 10
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PV PATH
; F
283 frequest/path-0/file-9
277 Irequest/path-Difile-5
263 Irequest/path-3ffile-1
262 Jrequest/path-Drfile-1

e Query the log entries whose value of the request_urifield ends with %file-7.

® Note

In query statements, the wildcard characters asterisk (*) and question mark (?) are used for

fuzzy searches. The wildcard characters must be used in the middle or at the end of a word. If you want to
query fields that end with a specific character, you can use the LIKE operator in an analytic statement.

* | select * from website log where request uri like '%file-7'

website_log in the preceding query statement is the Logstore name.

request_
method

POST

GET

request _ti
me

67

41

request_u server_pr -
ri scheme otocol slbid
i gstipath- https HTTPR/2.0 slb-01
file-7
HTTR/2.0 slb-02

frequest/path- https
ofier |

e C(Calculate the statistics of request URIs that are accessed.

status

200

Use the regexp_extract function to extract the file part fromthe request_urifield. Then, use the COUNT function to
calculate the number of access requests for each URI.

* | SELECT regexp extract (request uri, '.*\/(file.*)', 1) file, count(*) as count group by file
file count

. - Fs
file-5 17127

e Query the log entries whose value of the request_urifield contains %abc%.

* | SELECT * where request uri like '$%/%abc/%%' escape '/'

__line__

hitp_user

_agent

null Mozilla/5.0

Sample logs

request u

server_pr

region i scheme otacol timt
cn-shanghai lrequest/path- https HTTP/2.0 ups
[file-97 nse.

ereqwr que

422
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tag : client ip :192.0.2.0
__tag : receive time :1609985755
__source :198.51.100.0

__topic :website access log

body bytes sent:4512

client ip:198.51.100.10

host:example.com

http host:example.com

http user agent:Mozilla/5.0 (Macintosh; U; PPC Mac OS X 10_5 8; ja-jp) AppleWebKit/533.20.25 (KHTML,
like Gecko) Version/5.0.4 Safari/533.20.27
http x forwarded for:198.51.100.1

instance id:i-02

instance name:instance-01

network type:vlan

owner id:%abc%-01

referer:example.com

region:cn-shanghai

remote_addr:203.0.113.0

remote_user:neb

request length:4103

request method:POST

request time:69

request uri:/request/path-1/file-0
scheme:https

server protocol:HTTP/2.0

slbid:slb-02

status:200

time local:07/Jan/2021:02:15:53

upstream addr:203.0.113.10

upstream response_time:43

upstream status:200

user agent:Mozilla/5.0 (X11; Linux 1686) AppleWebKit/534.33 (KHTML, like Gecko) Ubuntu/9.10 Chromium/
13.0.752.0 Chrome/13.0.752.0 Safari/534.33
vip addr:192.0.2.2
vpc_id:3db327bl****82df19818a72

13.2. Query and analyze JSON logs

This topic describes how to query and analyze JSON logs in the Log Service console.

Prerequisites

JSON logs are collected. For more information, see {& F# @& 5 £ H .

Usage notes
When you query and analyze JSON logs, make sure that the following requirements are met:

e The format of a query statement in Log Service is Search statement | Analytic statement .Inananalytic
statement, you must use double quotation marks ("") to enclose a field name and use single quotation marks (*')
to enclose a string.

e You must add all parent paths to a specified field in the KEY1.KEY2.KEY3 format, for example,
concent.request.request_length.

e Log Service allows you to query and analyze leaf nodes in JSON objects. However, you cannot query or analyze
child nodes that contain leaf nodes.

e You cannot query or analyze fields whose values are JSON arrays. In addition, you cannot query or analyze the
fields in a JSON array.
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Step 1: Configure indexes

1.
2. Inthe Projects section, click the project in which you want to query and analyze logs.
3. Choose Log Storage > Logstores. On the Logstores tab, clickthe Logstore where logs are stored.
4. Onthe Search & Analysis page of the Logstore, choose Index Attributes > Attributes.
If the indexing feature is not enabled, clickEnable.
5. Configure field indexes.
You can configure indexes one by one. You can also click Automatic Index Generation. Then, Log Service
automatically configures indexes based on the first log entry in the Preview Data section.
@ Note

o If youwant to use the analysis feature, you must turn on the Enable Analytics switch for the
related fields when you configure indexes. For more information, see Configure indexes.

o By default, indexes are automatically configured for some reserved fields in Log Service. For more
information, see Reserved fields.

o Log Service allows you to configure indexes for leaf nodes in JSON objects. However, you cannot
configure indexes for child nodes that contain leaf nodes. For example, you can create an index
forthe request_time field, but you cannot create an index for the time field.

o You cannot configure indexes for fields whose values are JSON arrays. In addition, you cannot
configure indexes for the fields in a JSON array. For example, the value of the body bytes sent
field is a JSON array. In this case, you cannot create an index for the field.

o When you configure indexes for the fields in JSON objects, you must add the related parent path in
the KEY1.KEY2 format. Example: time.request_time.

Enable Search

. P S

content son @ IR ® X OF
@timestamp text @) <

hitp_referer fext [ @P%

hiip_user_agent o v [ @GP
htp._x_forwardea_Tor et [ @F%

remote_addr text () X

remote._user fext [ @P%

request request_length ong () X

request request_method o v [ @F%

request request_ur text [ @GP

server_protocol text () X

status ong v [ @GP

time request_time ong v [ @F%

tme upstream_response_time oy v [ @F%

upstream_addr text () X

6. Click OK.
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@ Note The indexing feature is applicable only to the log data that is written to the current Logstore
after you configure indexes. If you want to query historical data, you can use the reindexing feature. For
more information, see Reindex logs for a Logstore.

Step 2: Query logs

On the Search & Analysis page of the Logstore, enter a search statement in the search box and select a time
range. Then, clickSearch & Analyze.

e Query the log entries whose response status code is 200.
content.status:200

e Query the log entries whose request length is greater than 70.
content.request.request length > 70

e Query the log entries that contain GET requests.

content.request.request method:GET

Step 3: Analyze logs

On the Search & Analysis page of the Logstore, enter a query statement in the search box and select a time
range. Then, clickSearch & Analyze.

e C(Calculate the number of log entries for each request status.

* | SELECT "content.status", COUNT (*) AS PV GROUP BY "content.status"

content.status PV
200 45793
null 11137

e Calculate the number of requests for each request duration and sort analysis results by request duration in
ascending order.

* | SELECT "content.time.request time", COUNT (*) AS count GROUP BY "content.time.request time" ORD

ER BY "content.time.request time"

content.time.request_time count
10.0 145
11.0 123
12.0 113

e Calculate the average request duration for each request method.
* | SELECT avg("content.time.request time") AS avg time,"content.request.request method" GROUP BY

"content.request.request method"

avg_time content.request.request_method
43 GET

11 -

Sample logs
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The following figure shows sample JSON logs.

41 01-29 09:51:50

__source__ :1] 29
__tag : hostname__ :iZbg uhjj3jsz
__tag : path_ :/var/log/nginx/access.log
__tag  : receive_time__ :1611885111
__topic__ :
content : {]
@timestamp : "29/Jan/2821:89:48:13 +0288
remote_addr : "127.8.8.1"

remote_user ; "-"
http_referer : "-’
http_user_agent : "curl/7.61.1"
body_bytes_sent :

@: "4857"
1: "4@57"
request :

status : "288"
server_protocol : "HTTR/1.1
http_x_ forwarded for : "-"
upstream_addr : "-"

time :

13.3. Associate a Logstore with a MySQL
database to perform query and analysis

This topic describes how to associate a Logstore with a MySQL database to perform query and analysis. In this
topic, the logs of a gaming company are used as an example.

Prerequisites

e Logs are collected to a Logstore. For more information, see Data collection overview.
e Indexes are created for the log fields. For more information, see Configure indexes.

e A MySQL database is available. For more information, see Create databases and accounts for an ApsaraDB RDS
for MySQL instance.

Context

Company A is a gaming company that has two types of data: user game logs and user metadata. Log Service can
collect user game logs in real time. A user game log contains event information such as the operation, targets,
health points (HP), magic points (MP), network, payment method, click location, status code, and user ID. User
metadata includes user information such as the gender, registration time, and region. In most cases, user
metadata is stored in a database because metadata cannot be displayed in logs. Company A wants to perform
association analysis on the user game logs and user metadata to obtain an optimal operations plan.
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The query and analysis engine of Log Service allows you to associate Logstores with external stores to perform
query and analysis. External stores include MySQL databases and Object Storage Service (0SS) buckets. To analyze
the metrics that are related to user properties, you can use the SQL JOIN syntax to associate the user game logs
with the user metadata. You can also write analysis results to external stores to process the results.

User Info _— MySQL

ExternalStore

Event Log . @ /\_J;?
@

LogStore

Procedure
1. Create a user property table in the MySQL database.

Create a table named chiji_user to store user IDs, usernames, genders, ages, account balance, registration
time, and registration regions.

CREATE TABLE ‘chiji_user\ (
‘uid’ int(11) NOT NULL DEFAULT '0O',
‘user nick® text,
‘gender’ tinyint(l) DEFAULT NULL,
‘age’ int(11l) DEFAULT NULL,

‘register time’ timestamp NOT NULL DEFAULT CURRENT TIMESTAMP ON UPDATE CURRENT TIMESTAMP,
‘balance’ float DEFAULT NULL,

‘region’ text, PRIMARY KEY ( uid’)
) ENGINE=InnoDB DEFAULT CHARSET=utf8
2. Create a whitelist for the MySQL database.
3. Create an external store.
i. Install the Log Service CLI. For more information, see CLI Overview.
ii. Create a configuration file named /root/config.json.

ii. Add the following script to the /root/config.jsonfile. Replace the parameter values based on your
business requirements.
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{
"externalStoreName":"storename",
"storeType":"rds-vpc",
"parameter":
{
"region":"cn-gingdao",
"vpc-1d" : "vpc-mSegdirclpucp* *xxEkkxN
"instance-id":"i-m5eeo2whsn***x****x"
"host":"localhost",
"port":"3306",
"username":"root",
"password" :"xx*xx",
"db":"scme",
"table":"join meta"

}

Parameter Description
externalStoreName The name of the external store. The name must be in lowercase.
storeType The type of the data source. Set the value to rds-vpc.

The region. In the following descriptions, an ApsaraDB RDS for MySQL instance is
referred to as an RDS instance.

® |f you use a MySQL database created on an RDS instance, set region to the
region where the RDS instance resides.

oqi
region = If you use a self-managed MySQL database hosted on a VPC-type ECS instance,

set region to the region where the ECS instance resides.

= |f you use a self-managed MySQL database created in other scenarios, set
region to an empty string. Format: "region": "".

The ID of the VPC.

= |f you use a MySQL database created on a VPC-type RDS instance, set vpc-id to
the ID of the VPC to which the RDS instance belongs.

® If you use a self-managed MySQL database hosted on a VPC-type ECS instance,

-id
vpeHt set vpc-id to the ID of the VPC to which the ECS instance belongs.

= |f you use a MySQL database created on a classic network-type RDS instance or
if you use a self-managed MySQL database created in other scenarios, set vpc-
id to an empty string. Format: "vpc-id": "".

The ID of the instance.

= |f you use a MySQL database created on an RDS instance, set instance-id to the
value of the VpcCloudinstanceld parameter that is specified for the RDS
instance.

You can call the DescribeDBInstanceAttribute operation to obtain the value of

instance-id the VpcCloudinstanceld parameter.

® |f you use a self-managed MySQL database hosted on a VPC-type ECS instance,
set instance-id to the ID of the ECS instance.

= |f you use a self-managed MySQL database created in other scenarios, set
instance-id to an empty string. Format: "instance-id": "".
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Parameter Description

The address of your MySQL database.

= If you use a MySQL database created on a VPC-type RDS instance, set host to
an internal endpoint of the RDS instance.

= If you use a self-managed MySQL database hosted on a VPC-type ECS instance,
host set host to the private IP address of the ECS instance.

= If you use a self-managed MySQL database created in other scenarios, set host
to a host address of the database. Make sure that the host address is
accessible.

The port number.

= |f you use a MySQL database created on an RDS instance, set port to the port
of the RDS instance.

port = |f you use a self-managed MySQL database hosted on a VPC-type ECS instance,
set port to the MySQL service port of the ECS instance.

= [f you use a self-managed MySQL database created in other scenarios, set port
to the MySQL service port.

username The username of the account that you use to log on to your MySQL database.
password The password of the account that you use to log on to your MySQL database.
db The name of your MySQL database.

table The name of the table that you want to use in your MySQL database.

iv. Create an external store.

Replace the value of project_name with the name of the project that you want to use.

aliyunlog log create external store --project name="log-rds-demo" --config="file:///root/conf
ig.json"
4. Use the SQLJOIN syntax to performa JOIN query.
i. Logonto the Log Service console.
ii. Inthe Projects section, clickthe project in which you want to query and analyze logs.

ii. Onthe Log Storage > Logstores tab, clickthe Logstore where logs are stored.
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iv. Execute a query statement.
To performaJOIN query, use the userid field in the Logstore and the uid field in the database table.

m Analyze the distribution of active users by gender.

* | select case gender when 1 then 'Male' else 'Female' end as gender , count(l) as pv fro

m log 1 join chiji user u on l.userid = u.uid group by gender order by pv desc

o male

56.76% o female

m Analyze the activity levels of users in different regions.

* | select region , count(l) as pv from log 1 join chiji user u on l.userid = u.uid group

by region order by pv desc

@ Zheliang
@ Beiling
@ ShangHai

GuangDong

m Analyze the consumption trends of users of different genders.

* | select case gender when 1 then 'Male' else 'Female' end as gender , sum(money) as mone

y from log 1 join chiji user u on l.userid = u.uid group by gender order by money desc

5. Save the query and analysis results to the MySQL database.

i. Create a data table named report in the MySQL database to store the number of page views (PVs) per
minute.

CREATE TABLE ‘report  (
‘minute’ bigint (20) DEFAULT NULL,
‘pv’ bigint (20) DEFAULT NULL

) ENGINE=InnoDB DEFAULT CHARSET=utf8

ii. Create an external store forthe report table. For more information, see Step .
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ii. Onthe search and analysis page of the Logstore, execute the following query statement to save the
results to the report table:

* | insert into report select = time - time % 300 as min, count(l) as pv group by min

Afterthe results are saved, you can view the results in the MySQL database.

13.4. Associate a Logstore with an 0SS external
table to perform query and analysis

In some scenarios, you may need to use external tables to query and analyze logs. This topic describes how to
associate a Logstore with an Object Storage Service (OSS) external table to perform query and analysis.

Prerequisites

e |ogs are collected. For more information, see
e Indexes are created. For more information, see

o An 0SS bucket is created. For more information, see

Context

Company A is an electronic payment company. Company A wants to analyze the impact of user ages, geographic
locations, and genders on payment preferences. Company A has collected payment behavior logs by using Log
Service and stored user property information in an 0SS bucket. The payment behavior logs contain bills and
payment methods. The user property information includes the geographic location, age, and gender information
about a user. The query and analysis engine of Log Service allows you to associate Logstores with external stores
to perform query and analysis. External stores include MySQL databases and 0SS buckets. To analyze the metrics
that are related to user properties, you can use the SQLJOIN syntax to associate the payment behavior logs with
the user property information.

If you associate Log Service with 0SS buckets to perform query and analysis, you can receive the following
benefits:

e (Cost-effectiveness: If you store infrequently updated data in OSS buckets, the data can be read over an
internal network. In this case, you need only to pay for the storage service, and you are not charged for Internet
traffic.

o Reduced 0O&M workload: You can perform lightweight association analysis without the need to store all datain
one storage system.

e High efficiency: You can use SQL statements to analyze data and view the analysis results wit hin seconds. You
can also create charts based on analysis results that are commonly queried. Then, you can clickthe charts to
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view the analysis results.

Procedure

1. Create a CSV file and upload it to the 0SS bucket.

vk wonN

i. Create afile named user.csv.

userid, nick,gender, province, age

1,User A,male,Shanghai, 18

2,User B, female,Zhejiang, 19

3,User C,male,Guangdong, 18

ii. Upload the user.csvfile to the 0SS bucket. For more information, see Upload objects.

On the page that appears, enter a query statement in the search box and click Search & Analyze.

Execute the following SQL statement to create a virtual external table named user_metal and map the table
to the OSS object user.csv. If result inthe output istrue, the SQL statement is successfully executed, and an

external store is created.

* | create table user metal

( userid bigint, nick varchar, gender varchar, province varchar, age

bigint) with ( endpoint='oss-cn-hangzhou.aliyuncs.com',accessid='LTAI5t8y9cl13M7V****' accesskey=

'Y45H7bgvvgapWZR**** ' bucket='testoss',objects=ARRAY['user.csv'],type='oss"')

Chart Preview

result

rue

Define the name and table schema of the external store in the SQL statement, and define the information
required to access 0SS objects in the WITH clause. The following table describes the parameters.

Parameter

External store name

Table schema

endpoint

accessid

accesskey

bucket

Description

The name of the external store, which is the same as the
name of the virtual external table.

The properties of the virtual external table, including the
column names and data types. In this example, enter (userid
bigint, nick varchar, gender varchar, province varchar, age
bigint).

The internal endpoint of OSS. For more information, see
Regions and endpoints.

The AccessKey ID of your account. For more information, see
AccessKey pair.

The AccessKey secret of your account. For more information,
see AccessKey pair.

The 0SS bucket in which the CSV object is stored.

Example

user_metal

(userid bigint, nick
varchar, gender
varchar, province
varchar, age bigint)

0ss-cn-

hangzhou.aliyuncs.co
m

LTAI5t8y9c113M7V****

Y45H7bqvvgapWZR***

*

testoss
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Parameter Description Example

The path of the CSV object.

objects @ Note  The value of the objects parameter is an USer.csv
array. The array can contain multiple elements. Each
element represents an 0SS object.

type The type of the external store. Set the value to oss. 0ss

6. Check whetherthe external store is created.

Execute the following statement. If the table content that you define is returned, the external store is
created. user_metal is the name of the external store. You can configure this parameter based on your
business requirements.

* | select * from user_metal

H ki = ¢ M 12 = = o 7 9 & pg o = 3

a
53
5
I
L
)

userid I il gender Il province I agell

1 mate 18

7. Perform a JOIN query on Log Service and OSS.

Execute the following statement to perform a JOIN query. A Logstore is associated with 0SS objects based on
the IDfield in the Logstore and the userid field in the OSS objects. test_accesslog is the name of the
Logstore. lis the alias of the Logstore. user_meta1l is the name of the external store that you define. You can
configure the parameters based on your business requirements.

* | select * from test accesslog 1 join user metal u on l.userid = u.userid

Examples:

o Analyze the access requests from users of different genders.

* | select u.gender, count(l) from test accesslog 1 join user metal u on l.userid = u.userid g

roup by u.gender

43.24%

56.76%

o Analyze the access requests from users of different ages.

> Document Version: 20220510 433



Index and query-Best practices Log Service

* | select u.age, count(l) from test accesslog 1 join user metal u on l.userid = u.userid grou

p by u.age

__—4324%
® 19
® 18
56.76%

o Analyze the access trends of users of different ages in different time ranges.

* | select date trunc('minute', time ) as minute, count(l) ,u.age from test accesslog 1 join

user metal u on l.userid = u.userid group by u.age,minute

2018-07-17 11:27. 90180717 11:28:00 00717 11:28:00 20717 11:3000 20717 T1:31-00 0717 113200 B 17 11:33 0717 1134 o017 11:35 00 o 0717 113600 0o 0717 13700 00717 11:38 g a7 T:38:00 e

13.5. Collect and analyze NGINX monitoring
logs

NGINX provides a built-in status page that allows you to monitor the status of NGINX. This topic describes how to
use the Logtail feature of Log Service to collect NGINX status information. The topic also describes how to query
and analyze the collected status information, and customize alerts to monitor your NGINX cluster.
Prerequisites

Logtail is installed on the server that you use to collect MySQL binary logs. For more information, see Install Logtail
on a Linux server or % Logtail (Windows®x%t) .

@ Note Serversthat run Linux support Logtail 0.16.0 or later. Servers that run Windows support Logtail
1.0.0.8 or later.

Step 1: Prepare the environment
Performthe following steps to enable the NGINX status page:

1. Runthe following command to check whether NGINX supports the status feature. For more information, see
Module ngx_http_stub_status_module.
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nginx -V 2>&l1 | grep -o with-http stub status module
with-http stub status module

If the message with-http stub_status module isreturned, NGINX supports the status feature.
2. Configure the NGINX status feature.

Enable the status feature in the NGINX configuration file. This file is stored in the /etc/nginx/nginx.conf
directory. Use the following example to configure the status feature. For more information, see Enable Nginx
Status Page.

@ Note Inthe preceding example, allow 10.10.XX.XX indicates that only the server whose IP address
is 10.10.XX.XX is allowed to access the NGINX status page.

location /private/nginx status {
stub_status on;
access_log off;
allow 10.10.XX.XX;
deny all;
}

3. Runthe following command to verify whether the server on which Logtail is installed can access the NGINX
status page:

Scurl http://10.10.XX.XX/private/nginx status

If the following message is returned, the NGINX status page is enabled:

Active connections: 1

server accepts handled requests
2507455 2507455 2512972

Reading: 0 Writing: 1 Waiting: O

Step 2: Collect NGINX monitoring logs

—_

. Inthe Import Data section, select Custom Data Plug-in.

o v oA W

. Inthe Specify Data Source step, set the Config Name and Plug-in Config parameters.

o inputs: Required. The Logtail configurations for log collection.
@ Note Youcan configure only one type of data source in the inputs field.

o processors: Optional. The Logtail configurations for data processing. You can configure one or more
processing methods in the processors field. For more information, see Overview.
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{
"inputs": [
{
"type": "metric http",
"detail": {
"IntervalMs":

"Addresses": [

60000,

"http://10.10.XX.XX/private/nginx status",
"http://10.10.XX.XX/private/nginx status",
"http://10.10.XX.XX/private/nginx status"

1,
"IncludeBody": true
}
1,
"processors": [
{
"type":
"detail": {

"processor_ regex",
"SourceKey": "content",
"Regex": "Active connections:
\d+) \\s+ (\\d+) \\s+Reading:
"Keys": [

(\\d+) Writing: (\\d+)

"connection",

"accepts",

"handled",

"requests",

"reading",

"writing",

"waiting"
1,
"FullMatch":

"NoKeyError":

true,
true,
"NoMatchError": true,

"KeepSource": false

The following table describes the required parameters.

Parameter Type Required
type string Yes
IntervalMs int Yes
Addresses String Yes
IncludeBody bool No

Waiting:

(\\d+) \\s+server accepts handled requests\\s+ (\\d+)\\s+(\

(\\d+) [\\s\\s]*",

Description

The type of the data source. Set the value
to metric_http.

The interval between two successive
requests. Unit: milliseconds.

The list of URLs that you want to monitor.

Specifies whether to collect the request
body. Default value: false. If you set the
value to true, the content of the request
body is stored in the field named content.

One minute afterthe collection configurations are complete, you can view the collected status data, as shown in
the following example. By default, Log Service provides dashboards to display NGINX monitoring data.
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_address_:http://10.10.XX.XX/private/nginx status
_http response code :200

_method :GET
_response _time ms :1.83716261897
_result :success
accepts:33591200

connection:450

handled:33599550

reading:626

requests:39149290

waiting:68

writing:145

Step 3: Query and analyze NGINX monitoring logs
1.
2.
3.
4. Inthe upper-right corner of the page, click 15 Minutes (Relative) to set a time range for the query.

You can select a relative time or time frame, or customize a time range.

@ Note The query results may contain logs that are generated one minute earlier or later than the
specified time range.

5. Entera query statement in the search box, and then click Search & Analyze.

For more information, see Log analysis overview and Configure an alert in Log Service.

o Query logs
m To query the status of the server whose IP address is 10.10.0.0, execute the following statement:

_address_ : 10.10.0.0
m To query the requests whose response time is greater than 100 ms, execute the following statement:
_response time ms > 100
m To query the requests whose HTTP status code is not 200, execute the following statement:

not http response code : 200

o Analyze logs

m To query the average number of waiting connections, reading connections, writing connections, and
connections every 5 minutes, execute the following statement:

*| select avg(waiting) as waiting, avg(reading) as reading, avg(writing) as writing, av
g(connection) as connection, from unixtime( _ time -  time % 300) as time group by

time - time % 300 order by time limit 1440

m To query the top 10 servers with the largest number of waiting connections, execute the following
statement:

*| select max(waiting) as max waiting, address, from unixtime (max(__time )) as time group

by address order by max waiting desc limit 10
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To query the total number of requests and failed requests, execute the following statement:

* | select count(distinct (address)) as total

not result : success | select count(distinct (address))

To query the 10 most recent failed requests, execute the following statement:

not result : success | select address as address, from unixtime( time ) as time order

by time desc limit 10

To query the total number of requests handled every 5 minutes, execute the following statement:

*| select avg(handled) * count (distinct (address)) as total handled, avg(requests) * count (d

[

istinct (address)) as total requests, from unixtime( time - time % 300) as time grou

[

p by time - time % 300 order by time limit 1440

To query the average latency of requests every 5 minutes, execute the following statement:
*| select avg( response time ms ) as avg delay, from unixtime( time - time % 300)

[

as time group by time - time % 300 order by time limit 1440

To query the number of valid and invalid requests, execute the following statement:

not http response code : 200 | select count(1l)

_http response code : 200 | select count(1l)

13.6. Collect and analyze NGINX access logs

Log service allows you to collect and analyze NGINX access logs. T his topic describes how to monitor, analyze,
diagnose, and optimize access to a website.

Prerequisites
Log datais collected. For more information, see Collect logs in NGINX mode.

The indexing feature is enabled and configured. For more information, see Configure indexes.

Context

NGINX is a free, open-source, and high-performance HTTP server that you can use to build and host websites.
NGINX access logs can be collected and analyzed. In traditional methods such as CNZZ, a JavaScript script is
inserted into the frontend page of a website and is triggered when a user visits the website. However, this
method can record only access requests. Stream computing, offline computing, and offline analysis can also be
used to analyze NGINX access logs. However, those methods require a dedicated environment and it can be
difficult to balance time efficiency and flexibility during log analysis.

In the Log Service console, you can create a collection configuration to collect NGINX access logs by using the
data import wizard. Then, Log Service creates indexes and an NGINX dashboard to help you collect and analyze
NGINX access logs. The dashboard displays metrics such as Distribution of IP Addresses, HTTP Status Codes,
Request Methods, page view (PV) and unique visitor (UV) Statistics, Inbound and Outbound Traffic, User Agents,
Top 10 Request URLs, Top 10 URIs by Number of Requests, and Top 10 URIs by Request Latency. You can use
query statements to analyze the access latency of your website and optimize the performance of your website
at the earliest opportunity. You can create alerts to track performance issues, server errors, and traffic changes. If
the trigger conditions of an alert are met, alert notifications are sent to the specified recipients.

Analyze access to a website

1.
2.
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3. Inthe left-side navigation pane, choose Log Management > Logstores. Find the Logstore and click the >
icon next toit.

4. Clickthe > icon next to Visual Dashboards, and then click LogstoreName_Nginx_access_log.
The dashboard displays the following metrics:

o Distribution of IP Addresses: collects statistics on the distribution of IP addresses by executing the
following SQL statement :

* | select count(l) as ¢, ip to_province(remote addr) as address group by address limit 100

Distribution of IP Addresses 1 Day(Relative :

o HTTP Status Codes: calculates the percentage of each HTTP status code returned in the last 24 hours
by executing the following SQL statement :

* | select count(l) as pv,
status

group by status

http_status_percentage Last1day ~ A

4.58%
4.00%

4.52%

3.78% 4.66%
a.za%\
® 502
® 301
® 500
404
® 200
® 304

® 302

70.07%

o Request Methods: calculates the percentage of each request method used in the last 24 hours by
executing the following SQL statement :

* | select count(l) as pv ,request method group by request method
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http_method_percentage

4.40%

/4.35%

52.85%

Last 1 day

A

® PUT

38.39% POST

® GET
DELETE

o User Agents: calculates the percentage of each user agent used in the last 24 hours by executing the

following SQL statement :

* | select count(l) as pv, case when http user agent like '%Chrome$%' then 'Chrome' when http u

ser agent like '%Firefox%' then 'Firefox' when http user agent like '$Safari%

%' then 'Safari' e

lse 'unKnown' end as http user agent group by case when http user agent like '%Chrome%' then
'Chrome' when http user agent like 'SFirefox%' then 'Firefox' when http user agent like '%Safa

ri%' then 'Safari' else

'unKnown' end

user_agent

13.90%,
\

32.42%

Last 1 day ~ A

® Chrome

*——53.6&& Safari
@ unknown

order by pv desc limit 10

o Top 10 Request URLs: indicates the top 10 request URLs with the most PVs in the last 24 hours by

executing the following SQL statement :

* | select count(l) as pv , http referer

group by http referer order by pv desc limit 10

. v ] »
.
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o Inbound and Outbound Traffic: collects statistics on the inbound and outbound traffic by executing
the following SQL statement :

* | select sum(body bytes sent) as net out, sum(request length) as net in ,date format (date tr
unc ('hour', _ time ), '$m-%d %H:%i') as time group by date format(date trunc('hour', _ time
), '%m-%d %H:%i') order by time limit 10000

Inbound and Outbound Traffic 1 Day(Time Frame ) H

292.97KB

244.14KB

195.31KB

146.48KB ® netin
® net_out

97.66KB

48.83KB

0.00Byte

RS

o PV and UV Statistics: calculates the number of PVs and UVs by executing the following SQL statement :

*| select approx distinct (remote addr) as uv ,count(l) as pv , date format(date trunc('hour',
_ time ), '%m-%d %H:%1') as time group by date format(date trunc('hour',  time ), 'Sm-%d %
H:%1i') order by time limit 1000

pY_Uuv Lastiday ~ A

2K @ o
® uv
15K

03-15 14:00 03-15 15:00 03-1516:00

o Predicted PV: predicts the number of PVsinthe next 4 hours by executing the following SQL statement :

* | select ts predicate simple(stamp, value, 6, 1, 'sum') from (select time - time % 6

°

0 as stamp, COUNT (1) as value from log GROUP BY stamp order by stamp) LIMIT 1000

Predicted PV 4 Hours(Time Frame )
8

7

6

4 ® sic

® predict

1

0 + + + + +
13:00:00 13:25:00 13:50:00 141500 14:40:00 150500 15:30:00 155500 16:20:00 16:45:00
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o Top 10 URLs by Number of Requests: indicates the top 10 requested URLs with the most PVs in the last
24 hours by executing the following SQL statement:

* | select count(l) as pv, split part(request uri,'?',1) as path group by path order by pv de

sc limit 10

top_10_page Last1day ~ 2

path[[* pvil
furi9 542
furit 529
furi10 508
furl8 502
furl? 497
furld 496
turle 492
furld 488
turi2 487

furls 480

Diagnose and optimize access to a website

In addition to some default access metrics, you must also diagnose access requests based on NGINX access logs.
This allows you to locate requests that have high latency on specific pages. You can use the quick analysis
feature on the Search & Analysis page. For more information, see Query and analyze logs.

e Count the average latency and highest latency every 5 minutes to obtain the overall latency by executing the
following SQL statement :

[

* | select from unixtime( time - time % 300) as time,
avg (request_time) as avg_latency ,
max (request time) as max latency

)

group by time - time % 300

e Locate the requested page with the highest latency and optimize the response speed of the page by
executing the following SQL statement :

* | select from unixtime( time -  time % 60) ,
max by (request uri,request time)

group by  time - _ time %60

e Divide all the requests into 10 groups by access latency and count the number of requests based on different
latency ranges by executing the following SQL statement:

* |select numeric_histogram(10,request time)

e Count the top 10 requests with the highest latency and the latency of each request by executing the following
SQL statement:

* | select max(request time,10)

e Optimize the requested page with the highest latency.

Assume that the /url2 page has the highest latency. To optimize the response speed of the /url2 page, count
the following metrics for the /url2 page: number of PVs and UVs, number of times that each request method is
used, number of times that each HTTP status code is returned, number of times that each browser type is used,
average latency, and highest latency.
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request uri:"/url2" | select count(l) as pv,
approx distinct (remote addr) as uv,
histogram(method) as method pv,
histogram(status) as status pv,
histogram(user_agent) as user_ agent pv,
avg (request_time) as avg latency,

max (request time) as max latency

Create alert rules

You can create alert rules to track performance issues, server errors, and traffic changes. For more information, see

Configure an alert rule.

e Serveralerts

You need to focus on server errors whose HTTP status code is 500. You can execute the following SQL
statement to query the error number c per unit time and set the trigger condition of the alert rule to c > 0.

status:500 select count(l) as c

@ Note For services with high access traffic, 500 errors could occur on occasion. In this case, you can set
the Notification Trigger Threshold parameterto 2. It indicates that an alert is triggered only when
conditions are met two consecutive times.

Create Alert S

Alert Configuration Notications

test

Nginx

e Performance alerts

You can create alert rules if the latency increases when the server is running. For example, you can calculate the
latency of all the write requests rost of the operation /adduser by executing the following SQL
statement. Then set the alert rule to | > 300000. It indicates that an alert is sent when the average latency
exceeds 300 ms.

Method:Post and URL:"/adduser" | select avg(Latency) as 1

You can use the average latency value to create an alert. However, high latency values are averaged to lower
values, so this might not reflect the true situation. You can use the percentile in mathematical statistics (the
highest latency is 99%) as the trigger condition.

Method:Post and URL:"/adduser" | select approx percentile(Latency, 0.99) as p99

You can calculate the latency of every minute in a day (1,440 minutes), the 50th percentile latency, and the
90th percentile latency.

* | select avg(Latency) as 1, approx percentile(Latency, 0.5) as p50, approx percentile (Latency, 0

.99) as p99, date_trunc('minute', time) as t group by t order by t desc limit 1440

> Document Version: 20220510 443


https://www.alibabacloud.com/help/doc-detail/48162.htm#task-fdb-hfm-2fb

Index and query-Best practices Log Service
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M
800K
600K
400K

1412119583

avg_latency: 43314.50560398505
i pee: 1271977 L
L p50: 2897 v ‘, | |

1412119644 1412119476 14121193

o Traffic alerts

A sudden decrease or increase of traffic in a short time period is abnormal. You can calculate the traffic change
ratio and create alert rules to monitor sudden traffic changes. Sudden traffic changes are detected based on
the following metrics:

o Previous time period: compares data in the current time period with that in the previous time period.

o Same time period on the previous day: compares data in the current time period with that of the same time
period of the previous day.

o Same time period of the previous week: compares data in the current time period with that of the same time
period of the previous week.

Last window is used in the following example to calculate the traffic change ratio. In this example, the time
range is set to 5 minutes.

Define a calculation window.

Define a window of 1T minute to calculate the inbound traffic size of this minute.

[

* | select sum(inflow)/(max( time )-min( time )) as inflow , time - time %60 as wind

ow_time from log group by window time order by window time limit 15

The result indicates that the average inbound traffic is evenly distributed in every window.

window_time inflow

1513045740 315574947
1513045800 333233937
1513045860 335821584
1513045920 330556452
1513045980 316785257

Calculate value differences in the window.

m (Calculate the difference between the maximum or minimum traffic size and the average traffic size in
the window. The max_ratio metric is used as an example.

The calculated max_ratio is 1.02. You can set the alert rule to max_ratio > 1.5. It indicates that an alert is
sent when the change ratio exceeds 50%.

* | select max(inflow)/avg(inflow) as max ratio from (select sum(inflow)/(max( time )-min
(__time )) as inflow , time - time %60 as window time from log group by window time o

rder by window time limit 15)

window_time inflow
1513045740 315574947
1513045800 333233037

1513045860

1513045820 330556452

1513045080 316785257

444
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m Calculate the latest_ratio metric to check whether the latest value fluctuates.

Use the max_by function to calculate the maximum traffic size in the window. In this example,
lastest_ratio is 0.97.

* | select max by(inflow, window_time)/1.0/avg(inflow) as lastest ratio from (select sum(in
flow)/(max(_time )-min(_ time )) as inflow , _ time - time %60 as window time from lo

g group by window time order by window time limit 15)

® Note The calculation result of the max_by function is of the character type. It must be
converted to the numeric type. To calculate the relative ratio of changes, you can replace the
SELECT clause with (1.0-max_by(inflow, window_time)/1.0/avg(inflow)) as lastest_ratio.

window_time. inflow

1513045740 315574947

513045800 333233937

513045860 335621584

513045620 330556452

513045980 316785257 I

m Calculate the fluctuation ratio. It is the change ratio between the current value and the previous value of

the window.
window_time inflow
1513308660 8138522256
1513308720 8584340710
1513308780 9210706832
1513308840 9664618494

Use the window function (lag) for calculation. Extract the current inbound traffic and the inbound traffic
of the previous cycle to calculate the difference by using lag(inflow, 1, inflow)over(). Then, divide the
calculated difference value by the current value to obtain the change ratio. In this example, a relatively
major decrease occurs in traffic at 11:39, with a change ratio of more than 40%.

@ Note To define an absolute change ratio, you can use the ABS function to calculate the
absolute value and unify the calculation result.

* | select (inflow- lag(inflow, 1, inflow)over() )*1.0/inflow as diff, from unixtime (window

_time) from (select sum(inflow)/(max(_time )-min(_ time )) as inflow , _ time - time %

60 as window time from log group by window time order by window time limit 15)

2017-12-15 11:38:00.000
change: -0.43368367924563¢ 3

-0.5
2017-...0.000 2017-...0.000 2017-...0.000

13.7. Analyze Apache access logs

Log Service allows you to collect Apache access logs to obtain data such as page views (PVs), unique visitors
(UVs), IP address distribution, error requests, and client types. You can monitor and analyze access to your website
by using Apache access logs.

Prerequisites
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Apache access logs are collected. For more information, see Collect logs in Apache mode.
Indexes are created by using the data import wizard. For information about how to modify indexes, see Configure
indexes.

Context

Apache is a web server software that is used to build and host websites across platforms. Apache access logs can
be collected and analyzed.

In the Log Service console, you can create a collection configuration to collect Apache access logs by using the
data import wizard. Then, Log Service creates indexes and an Apache dashboard to collect and analyze Apache
access logs. The dashboard displays metrics such as Distribution of IP Addresses, HTTP Status Codes, Request
Methods, PV and UV Statistics, Inbound and Outbound Traffic, User Agents, Top 10 Request URLs, Top 10 URIs by
Number of Requests, and Top 10 URIs by Request Latency.
Procedure

1.

2.

3. Inthe left-side navigation pane, choose Log Management > Logstores . Find the Logstore and clickthe >
icon next to it.

4. Clickthe > icon next to Visual Dashboards, and then click LogstoreName_apache_access_log.
The dashboard displays the following metrics:

o Distribution of IP Addresses: indicates the distribution of IP addresses by executing the following SQL
statement:

* | select ip to province (remote addr) as address, count(l) as c group by ip to province (remot
e addr) limit 100

Distribution of IP Addresses :

o HTTP Status Codes: indicates the percentage of each HTTP status code returned within the last day by
executing the following SQL statement :

* | select status, count(l) as pv group by status
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HTTP Status Codes 1 Day(Relaiive)

07%
0'53%[3 3.17%

96.24%]

® 400
® 200

® 404

null

o Request Methods: indicates the percentage of each request method used within the last day by
executing the following SQL statement :

* | select request method, count(l) as pv group by request method

Request Methods 1 Day(Relative)

0.26%
0.53%— ID"B%

LQ.OS%

® HEAD
® GET

® null

POST

o PV and UV Statistics: indicates the number of PVs and UVs by executing the following SQL statement :

* | select date format (date_trunc('hour',

approx distinct (remote addr) as uv group by date format (date trunc('hour',

H:%1i') order by time limit 1000

_ time

)I

PV and UV Statistics 1 Day(Relative)

80 H .

70 I
o 8-9

- f
il : |
40 ‘ \ I
® ) ) ® s-- r;
) I I | I I
20 =
Ocr 59¢ 00 Oq Der >t >t 50t >0t 5, Ocy
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®p

® y

'sm-%d %H

:%1')

as time, count(l) as pv,
)I

__time "em-%d %

o Inbound and Outbound Traffic: indicates the inbound and outbound traffic by executing the following

SQL statement:
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* | select date format(date trunc('hour', time ), '%m-%d $H:%i') as time, sum(bytes sent) a

s net out, sum(bytes received) as net in group by time order by time limit 10000

Inbound and Qutbound Traffic 1 Day(Time Frame ) :
292.97KB

244.14KB

195.31KB

146488 ® netin

97.66KB ® net_out

48.83KB

0.008Byte

g A AP g

o User Agents: indicates the percentage of each user agent used within the last day by executing the
following SQL statement :

* | select case when http user agent like '%Chrome%' then 'Chrome' when http user agent like '
$Firefox%' then 'Firefox' when http user agent like '%Safari%' then 'Safari' else 'unKnown' en
d as http user agent, count(l) as pv group by case when http user agent like '%Chrome%' then '
Chrome' when http user agent like '$Firefox%' then 'Firefox' when http user agent like '%Safar

i%' then 'Safari' else 'unKnown' end order by pv desc limit 10

User Agents 1 Day(Relative) :

® unkKnown

hoooo

o Top 10 Request URLs: indicates the top 10 request URLs that have the most PVs within the last day by
executing the following SQL statement :

* | select http referer, count(l) as pv group by http referer order by pv desc limit 10
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Top 10 Request URLs 1 Day(Relative

null

0 200 400 600 800 1K 12K 14K 16K

o Top 10 URLs by Number of Requests: indicates the top 10 requested URLs that have the most PVs
within the last day by executing the following SQL statement:

* | select split part(request uri,'?',1) as path, count(l) as pv group by split part(request
uri, '?',1) order by pv desc limit 10

Top 10 URIs by Number of Requests 1 Day(Relative

PV path

1439 Iprivate/nginx_status

46

8 null

2 /GponFomvdiag_Form

2 /imglcentos-logo.png

2 /boaform/admin/formLogin
2 Mavicon.ico

1 Iportalirediion

1 Istreaming/clients_live.php

1 Lenv

o Top 10 URLs by Request Latency: indicates the top 10 requested URLs with the highest latency wit hin
the last day by executing the following SQL statement :

* | select request uri as top latency request uri,
request_time sec

order by request time sec desc limit 10 10

Top 10 URIs by Request Latency 1 Day(Relatve

top_latency_request_uri request_time
0.412
sk 01

008

0.076
0.076
0.072
0.071
0.068
0.068

0.063

13.8. Analyze IIS access logs
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Log service allows you to collect and analyze Internet Information Services (lIS) access logs. T his topic describes
how to monitor and analyze access to your website by using IIS access logs. You can obtain data such as page
views (PVs), unique visitors (UVs), client IP distribution, error requests, and inbound and outbound traffic.

Prerequisites

IIS logs are collected. For more information, see Collect logs in IS mode.

The indexing feature is enabled and configured. For more information, see Configure indexes.

Context

IIS is a secure web server that you can use to build and host websites. When you use IIS to build a website, you can
collect and analyze IIS access logs.

We recommend that you use the following IS W3C Extended Log Format:

logExtFileFlags="Date, Time, ClientIP, UserName, SiteName, ComputerName, ServerIP, Method, UriStem, U
riQuery, HttpStatus, Win32Status, BytesSent, BytesRecv, TimeTaken, ServerPort, UserAgent, Cookie, Ref

erer, ProtocolVersion, Host, HttpSubStatus"

The following example shows how to obtain IS logs in the IS W3C Extended Log Format:

#Software: Microsoft Internet Information Services 7.5

#Version: 1.0

#Date: 2020-09-08 09:30:26

#Fields: date time s-sitename s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs (User
-Agent) sc-status sc-substatus sc-win32-status sc-bytes cs-bytes time-taken

2009-11-26 06:14:21 W3SVC692644773 125.67.67. * GET /index.html - 80 - 192.0.2.0 Baiduspider+ (+http:/
/www.example.com) 200 0 64 185173 296 0

o Field prefixes

Prefix Description
S- Indicates a server action.
c- Indicates a client action.
cs- Indicates a client-to-server action.
sc- Indicates a server-to-client action.
e Fields
Field Description
date The date on which the client sends the request.
time The time when the client sends the request.

. The Internet service name and instance number of the site visited by the
s-sitename

client.
s-computername The name of the server on which the log entry is generated.
s-ip The IP address of the server on which the log entry is generated.
cs-method The HTTP request method used by the client, for example, GET or POST.
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Field Description
cs-uri-stem The URI resource requested by the client.
cs-uri-query The query string that follows the question mark (?) in the HTTP request.
s-port The port number of the server to which the client is connected.

cs-username

c-ip
cs-version

cs(User-Agent)

Cookie

referer

cs-host

sc-status

sc-substatus

sc-win32-status

sc-bytes

cs-bytes

time-taken

Procedure

—_

A woN

The username that the client uses to access the server.

Authenticated users are referenced as domain\username .Anonymous
users are indicated by a hyphen (-).

The IP address of the client that sends the request.

The protocol version used by the client, for example, HTTP 1.0 or HTTP 1.1.

The browser used by the client.

The content of the sent cookie or received cookie. A hyphen (-) is used if no
cookie is sent or received.

The site that the client last visited.

The header name of the host.

The HTTP or FTP status code returned by the server.

The HTTP sub-status code returned by the server.

The Windows status code returned by the server.

The number of bytes sent by the server.

The number of bytes received by the server.

The processing time of the request. Unit: milliseconds.

. Inthe upper-right comer of the page, click 15 Minutes (Relative) to set a time range for the query.

You can select a relative time, set a time frame, or customize a time range.

® Note The query results may contain logs that are generated one minute earlier or later than the

specified time range.

For more information, see & &) iA.

. Enter a query statement in the search box, and then click Search & Analyze.

o Collect statistics on the distribution of client IP addresses by executing the following SQL statement :

| select ip to geo("c-ip") as country, count(l) as c group by ip to _geo("c-ip") limit 100

o Calculate the number of PVs and UVs by executing the following SQL statement:
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*| select approx distinct("c-ip") as uv ,count(l) as pv , date format(date trunc('hour', _ tim
e ), '"sm-%d %H:%i') as time group by date format(date trunc('hour',  time ), '%m-%d %H:%i')
order by time limit 1000

12

10

=

® oy
(9
® uv

i

05-271700 0527 1800 06271000 06-27 2000

045-27 2300
o Calculate the percentage of each HTTP status code returned by executing the following SQL statement:

*| select count(l) as pv ,"sc-status" group by "sc-status"

8 200
® 404

o Collect statistics on the inbound and outbound traffic by executing the following SQL statement :

*| select sum("sc-bytes") as net out, sum("cs-bytes") as net in ,date format (date trunc('hour'
, time), 'Sm-%d %H:%i') as time group by date format (date trunc('hour', time), '%m-%d %SH:%i')
order by time limit 10000

16Kl
LAhdil
12Mil
10Nl

® net
Bl net_in

® nat_out
Bl

@ nel_out: 12511300

amil .

Ml

o Calculate the percentage of each request method by executing the following SQL statement:

*| select count(l) as pv ,"cs-method" group by "cs-method"
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® POST
@ HEAD

® GET

o Calculate the percentage of each browser type by executing the following SQL statement :

*| select count(l) as pv, case when "user-agent" like '$Chrome$%' then 'Chrome' when "user-agen
t" like 'SFirefox%' then 'Firefox' when "user-agent" like '$Safari%' then 'Safari' else 'unKno

wn' end as "user-agent" group by case when "user-agent" like '$Chrome%' then 'Chrome' when "us
er-agent" like '$Firefox%' then 'Firefox' when "user-agent" like '$Safari%' then 'Safari' else

'unKnown' end order by pv desc limit 10

0.12%

® Chrome

® unknown

LB.BB%

o Calculate the top 10 pages that have the most PVs by executing the following SQL statement :

*| select count(l) as pv, split part("cs-uri-stem",'?',1) as path group by split part ("cs-uri-

stem",'?',1) order by pv desc limit 10

pedl path P

201 uckeinames )
186 Msckeiname1s

182 Mecketnama1l

168 asckeinamed

13.9. Analyze Log4j logs

This topic describes how to analyze Log4j logs in the Log Service console. The logs of an e-commerce company
are used as an example.

Prerequisites

e |0g4jlogs are collected. For more information, see Collect Log4j logs.

e The indexing feature is enabled for the Logstore and indexes are configured. For more information, see
Configure indexes.
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The following figure shows the indexes that are used in this example.

Enable Search

Include Enable
Key Name - Delete
Case Chinese  Analytics

Type Alias S Delimiter:
e text v E0007@8 > Anit QO ~
location text v =000 @8< /AN (' X
message text ~ =00 @8e< > /AN (' X
thread text v =IO @8 <A (:' X
Context

Log4jis an open source project of Apache. Log4j allows you to specify the output destination and format of logs.
You can also specify the severity level of logs. The severity levels of logs are classified into ERROR, WARN, INFO,
and DEBUG in descending order. The output destination specifies whether logs are sent to the console or files.
The output format specifies the format of logs.

In this example, an e-commerce company wants to obtain the best solution for the platform. The company needs
to analyze information that includes behavioral data, such as logon methods, logon time, logon duration,
accessed pages, access duration, average order time, and consumption level, platform stability, system errors, and
data security. Log Service provides multiple log collection methods and the log analysis feature. Sample logs are
collected by Log Service, as shown in the following examples.

e The following log indicates the logon information:

level: INFO

location: com.aliyun.log4jappendertest.Log4jAppenderBizDemo.login (Log4jAppenderBizDemo. java:38)
message: User login successfully. requestID=id4 userID=user8

thread: main

time: 2018-01-26T15:31+0000

e The following log indicates the purchase information:

level: INFO

location: com.aliyun.log4jappendertest.Log4jAppenderBizDemo.order (Log4jAppenderBizDemo.java:46)
message: Place an order successfully. requestID=id44 userID=user8 itemID=item3 amount=9
thread: main

time: 2018-01-26T15:31+0000

Procedure

—_

A woN

. Inthe upper-right comer of the page, click 15 Minutes (Relative) to specify a time range for the query.

You can select a relative time or time frame. You can also specify a customtime range.

® Note The query results may contain logs that are generated 1 minute earlier or later than the
specified time range.

5. Enter a query statement in the search box, and then click Search & Analyze.
For more information about query statements, see Z ik,

o You can enter the following query statement to view the statistics of the three locations where the most
errors occurred in the last hour:
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level: ERROR | select location ,count (*) as count GROUP BY location ORDER BY count DESC LIMI
T 3

o You can enter the following query statement to view the number of log entries that are generated in each
severity level in the last 15 minutes:

| select level ,count(*) as count GROUP BY level ORDER BY count DESC

o You can enterthe following query statement to view the statistics of the three user IDs that log onto the
platform forthe most number of times in the last hour:

login | SELECT regexp_ extract (message, 'userID=(? <userID>[a-zA-Z\d]+)', 1) AS userID, count (*
) as count GROUP BY userID ORDER BY count DESC LIMIT 3

o You can enterthe following query statement to view the total payment amount of each user ID in the last
15 minutes:

order | SELECT regexp extract (message, 'userID=(? <userID>[a-zA-7Z\d]+)', 1) AS userID, sum(cas
t (regexp extract (message, 'amount=(? <amount>[a-zA-Z\d]+)', 1) AS double)) AS amount GROUP BY

userID

13.10. Query and analyze application logs

This topic describes how to use Log Service to query and analyze application logs in different scenarios, such as
log query, association analysis, and statistical analysis.

Context

Application logs include important statistical information about application operation and maintenance.
Application logs have the following features:

e Inconsistent log style. Application developers have different styles when they develop code. The logs that are
generated by different applications have inconsistent styles.

e lLarge data size. The size of application logs is one order of magnitude larger than that of access logs.

e Multiple distributed servers. Most applications are stateless and run on different frameworks, such as Elastic
Compute Service (ECS) and Container Service. These applications may be deployed on a few to thousands of
instances. Therefore, a cross-server solution for log collection is required.

e Complex runtime environments. Applications are executed in different environments and relevant logs are
stored in different environments. For example, application-related logs are stored in containers, API-related
logs are stored in Function Compute, old system logs are stored in data centers, mobile app logs are stored in
mobile terminals, and website logs are stored in browsers.

To obtain full logs, all application logs must be stored in the same environment. Log Service provides multiple log
collection methods and the log analysis feature. You can analyze logs in real time by using the query statements
and SQL-92 syntax. You can also visualize the query results on charts. The cost of the solution that is provided by
Log Service is only 25% of the cost of open source solutions.

Query application logs

In this example, an order error or request latency occurs when an application is used. You can use search
statements to locate the issue in logs that contain terabytes of data within 1 second. To obtain a precise query
result, you can specify a time range and keywords based on your business requirements.

e You can run the following search statement to query the log entries of requests whose latency is more than 1
second and whose request method starts with Post:

Latency > 1000000 and Method=Post*

e You can run the following search statement to query the log entries whose keywords include error and exclude
merge:
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error not merge

Perform an association analysis on application logs

The types of association analysis include the intra-process association analysis and the cross-process association
analysis. The two types of association analysis have the following differences:

e Intra-process association analysis: The logs of a process are stored in the same log file. In a multi-threaded
process, you can filter logs based on thread IDs.

e (ross-process association analysis: The association between multiple processes are unclear. The processes are
associated based on the Tracerld parameter. The value of the Traceld parameter is automatically generated
when you use a remote procedure call (RPC) to send a request.

Different process,

Same process, same log file
P ¢ 9 different log file in different place

A—>B

App.log App-a.log App-b.log

_

[

e Intra-process association analysis
View the associated logs by using the context query feature. You can query an exception log entry by entering
a keyword, and then click Context View to view the log entries that are obtained before and after the
exception log entry. For more information, see Context query.

{ Time & Content

1 [Q Sep25, 09:52:40 PrRUT: Lyl

2 buckettest-cip

Context View __object__ - 123/15332185721220_zh-CN zip
__receive_time__ - 1600993761

LiveTail

‘Wrap/Unwrap Key-value Pairs

The following figure shows the context query results.
Oid

No Caontent

0 [2020-09-25 09:52:40]buckettest= & W | B e e ool ol - hoOOooO=-acpo

New

e (ross-process association analysis

The cross-process association analysis feature has the same feature as tracing tools such as EagleEye, Dapper,
StackDriver Trace, Zipkin, Appdash, and X-ray.
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The cross-process analysis feature implements the basic tracing feature based on Log Service. To obtain logs
from different Logstores, you can configure log fields that can be associated when you collect logs from
different modules, for example, the request _id field and the order_id field.

@ internal-a |er‘t-hi5tory O (© 1Week(Relative) ¥ Share Index Attributes Save Search Saved as Alarm
| 1 Success gt 7 ] | Search & Analytics
20

09-13 05-14 09-15 09-15 058-16 09-17 09-18 0e-19 09-20

Log Entries:672 Search Status:The results are accurate.

Raw Logs LogReduce = Graph Display Content Column Column Settings |
Quick Analysis < Time & Content
1 Sep 20, 09:1 AlertDisplayMame : test
Search Q, )
5:04 AlertlD : jid-44ba2ci10ci363-3153-4919-93e3-526acdi99acs
I AlertDisplayName ® Alerll's.léme: alert-1564568989-103336
Condition : method==
I AlertiD o) Dashboard : dashboard-1557481630994-536830
FireCount: 0
| AlertName @ Fired : false
LastMotifiedAt: 0
| Condition & MotifyStatus : MotNotified
Reason : Alert condition not met
| Dashboara & Results : [{"EndTime": 1568942104, "FireResult":null."LogStore""wdproject”,"Query":"* | SELECT
method, COUNT(*) as number GROUP BY method LIMIT 10","RawResultCount™:0,"RawResults":
| FireCount @& [1,"StartTime": 1568942044, "Truncated" false}]
| Fired & Status . Success
__source__
| LastModifiedAt @ __ftopic__: alert

You can use SDKs to query logs that are collected from different modules, such as frontend servers, backend
servers, payment systems, and ordering systems. After you obtain the query results, you can create a frontend
page to associate the results, as shown in the following figure.

r———
Timn: Last |-chooss [=] Start: 2013-03-16 20 42 29 End: 20130316 214229 | Framn Tima |

Hethod : 2| Trace Ia : |sez3vaisisio Semrch GerTracellrl

CliantDsaStorel | =

Tortal time : 6Z594 us Host : Farent Id @ #6Z374161609

Top Trmce: [ServerBase: HandleRequest] # time : 1rum Lo 03%)

62033 _Cus)

£3375 (ug) ---—lbqln‘WﬂW““ww e s BEAOT
LT gl =[SqlStorageHelper: :QususTime] # time : 3Zus (0O, OEND

~[SqlHelperService: :OnAeadfow] # time : GZZE0us (99, S0
on:OTED=Faul tLG : bxe.nd_pxefeven._e leaf, OTEDefaul tLG : c1ick_brand_preference_lvl PartNo:Z24feS0as—
AN e o b sl T b bl b )

ETE0T7 Cum)
52112 Cus)
ATTTS fus)

—

40261 Cua)
ZE030 (um)

JIETAG. (us) —====[YouchaoFile: iReadCell]l # time : 17Tus (0. 03%)

JOOEE Lug) == &7 baoliloiiBegiCell] # time @ 19653us (31, 40%)

2792 (um) liguchacrile: - Createblock] # time @ 19603us (31. 32%)

-

5;_352 ;“uuij ————[BlockCache: :Getblaock] # time : 1Tus (0. OF%)

o I B [BlockCache: :GetBlock] # time : Sus (0. 0L%)

T

25145 Cus) - - - [YouchaoFile: iCreateBlockVec: iReadPangul # time : 1872dus (29, 91%)

24833 (um) BlockVecT ot a | o n ol e

— = [FilelnputStreamlmol : iprepareAndSendReadRequest] # time : 23%us (0. 38%)

23249 (ua) CurPos: 102310 size:27E14

21720 (um)

21698 (us) [FileInputStreamImpl : i sendSingleReadRequest] # time : 1785us (0. 20W)
_. e [Filelnput Streamlimel @ tenterWhileloop] # time @ 1d9us (0, Z4%)

19650 (us)

19421 C(umd T I R I R —CTanll child trace : 1040365941509

19332 Cus) g ——————————— FilelnputStreamimel ! thandleReadResponee] # time @ 1EZTSus (29, 3683

Perform a statistical analysis on application logs
Afteryou obtain the query results, you can also perform a statistical analysis on the obtained logs.

You can run the following query statement to view the statistics of all errortypes and the distribution of all error
locations:

__level :error | select _ file ,  line , count(*) as c group by _ file , _ line order by c des

Q
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675

103

115

133

1465

T8

278

_lime__: 278__file__: build/release®d fsls /block_index [block_writer.cpp
_line__: 78_ file__: build release64 sls /block_index/block_merge.cpp 1
_line__: 1465_ file__: src/io/easy_connection.c ;
_lime__: 133_ file__: build/release64/sls/block_index/pangu_writer.cpp

_line__: 115__file__: build/releaset4/sls/block_index /pangu_writer.cpp

hine__: 305__file__: build/release6d)sls/block_index/block_writer.cpp
line__: 837__file__: buildfreleasetd/sis/block_index/immutabe_block.cpp

line__: 103__file__: build /releaset4/sls/block_index/pangu_reader.cpp

_line__: 675_ file__: build/releas

2670 build/refeasedd sls'shennong_worker/PackageDispatcher.cpp
2 build/releasefd slsblock_index/'pangu_reader.cpp

7 build/releasefd/slsblock_index/immutabe_block cpp

3] build/releasefd/slsblock_index/block_writer.cpp

B build/releasedd /sls/block_index/pangu_writer.cpp

5 build/releasedd/sleblock_indespangu_writer.cpp

3 srcfio‘easy_connection.c

1 build/releasefd/sleblock_index/block_merge.cpp

1 build/releasefd/sls'block_index/block_writer.cpp

What to do next

e Backup logs.

You can back up the obtained logs to other cloud services such as Object Storage Service (0SS) and
MaxCompute.

e Configure alerts.

You can also use Cloud Monitor to configure alerts for the obtained logs.

e Grant permissions.

You can grant permissions to a RAM user or user group to isolate the development environment and the
production environment.

13.11. Analyze website logs

You can use the SQL-92 syntax to analyze logs in Log Service. You can also visualize all query results on multiple
types of charts, such as table, line chart, column chart, pie chart, flow chart, and map. This topic describes how to
analyze website logs in the Log Service console and visualize the query results on charts.

Prerequisites

o Website logs are collected. For more information, see Log collection methods.

e The indexing feature is enabled for the Logstore and indexes are configured. For more information, see
Configure indexes.

Context
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Website logs include important statistical information about website operation and maintenance, such as page
views (PVs), unique visitors (UVs), distribution of accessed regions, and top 10 accessed websites. Log Service
provides multiple log collection methods and the log analysis feature. You can analyze logs in real time by using
the query statements and SQL-92 syntax. You can also visualize the query results on charts. Log Service also
allows you to visualize log analysis results on built -in dashboards or by using open-source visualization tools such
as DataV, Grafana, Tableau through Java Database Connectivity (JDBC), and Quick BI.

&

=7
——

Java

s
-
LegSearch/Analytics
) E— e

- legtail Log Service
docker
Procedure
1.
2.
3.
4.

QuickBl

foal

-

Jaeger

In the upper-right corner of the page, click 15 Minutes (Relative) to specify a time range for the query.

You can select a relative time or time frame. You can also specify a custom time range.

@ Note The query results may contain logs that are generated 1 minute earlier or later than the

specified time range.

5. Enter a query statement in the search box, and then click Search & Analyze.

Log Service provides multiple charts to display query results. For more information, see Charts.

o Table. You can enter the following query statement to display the access statistics of the client IP
addresses in the last day and sort the query results in descending order. The remote_addr field indicates
the IP address of a client that sends an access request.

* | SELECT remote addr, count(*) as count GROUP BY remote addr ORDER BY count DESC

Chart Preview o ew Dsoard

remote_addr count

70

Total:100

2345

>

Data Source Properties

# Items per Page

# Hide Reserved Fields:

* Disable Search:

Rulel-Applied To:

count X

Highlight Color: Operator:

Add Highlighting Rule

+ Sparkline:

Interactive Behavior Hide Settings

* Transpose Rows and Columns
* Disable Sorting:
+ Highlight Settings:

@

Threshold: Highlight Whole Row:

60

o Line chart. You can enter the following query statement to display the statistics of PVs, UVs, and average
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response time in the last 15 minutes:

[

* | select date format (from unixtime( time - time % 60), '$H:%1:%S') as minutes, approx
distinct (remote addr) as uv, count(l) as pv, avg(request time) as avg group by minutes order b

y minutes asc limit 100000

Select minutesfor X Axis, select pvand uvforLeft Y Axis, select avgforRight Y Axis, and select uvfor
Column Marker. The following figure shows the line chart and properties.

Chart Preview Add to New Dashboard il Downioad Log DataSource  Properties  Interactive Behavior Hide Settings
700 _— - X At * Left ¥ Avis:
500 = —B N - minutes X pv X | uvx
s00 o P e '\
N 71._! Right Y Axis Column Marker:
~ . [ 5
400 SN —e. o ® o
) \ p \ >4 pv avg x w
300 / . 2 45 uv
- ®ag *Legend: Format Left Y-axis:
P -
- \ Right K, Mil Bil
0 43 Format Right Y-axis Left Y-axis Start Value
g, s, 5, 5, &, 5, 5, s, 5, 5, 15, 5, 5, g, 15,
o 2y 5, y o, oo fag 6, 1oy, Yo, 6y, Y6y, oy, .
L0y oy Sny oy g R0y S0y Yoy Svp 0ty 0y S0y Snp Cop Lty X0y K.Mil Bil

Column chart. You can enter the following query statement to display the number of the source URLs that
are accessed inthe last 15 minutes. The referer field indicates the HTTP referer header. This field includes
the source URL information.

* | select referer, count(l) as count group by referer

Select refererfor X Axis and select count forY Axis. The following figure shows the column chart and
properties.

Chart Preview Data Source  Properties Interactive Behavior Hid Settings
B * X Axis: Y Axis:
10 referer x count X
N + Legend Format
6 Right K Mil Bil
® count
4 Y-axis Minimum Value: Y-axis Maximum Value
o Ml IIIIIII|I|I | TR I|I|IIIIIIIII||IIIIII II|I|I| LTI )
Wiy, Wiy Wy, Wy, - o, Y, . iy, Legend Width X-axis Scale Density:
iz £ con, e kcom “S-kcop, ek 3 TPokcop, Keoy, o, v Kcop, ~kean, —) 11

Bar chart. You can enter the following query statement to display the statistics of the top 10 accessed
websites in the last 15 minutes. The request_urifield indicates the URI of a request.

* | select request uri, count(l) as count group by request uri order by count desc limit 10

Select request_urifor X Axis and select count forY Axis. The following figure shows the bar chart and
properties.

Chart Preview Add to New Dashboard Download Log Data Source Properties Interactive Behavior Hide Settings
/requ..ile-7 * X Axis: *Y Axis:
et rEqueSLuri X count X
frequ..ie-9
frequ.ile-4 - * Legend: Format X-axis:
/requ.ile-9 - | Right KMl Bil
drequ.ile-6 - UG
/requ..ile-4 Legerdidi e iScalelDersity
drequ.ile- - [e] 15
yrequ..ie-2 |

Show Values
requ-ile-

°

40 80 120 160
\_4

Pie chart. You can enter the following query statement to display the statistics of the accessed websites in
the last 15 minutes. The request_uri field indicates the URI of a request.

* | select request uri as uri , count(l) as c group by uri limit 10

Select uriforLegend Filter and select cforValue Column. The following figure shows the pie chart and
properties.
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Chart Preview Add to New Dashboard [l Download Log DataSource  Properties  Interactive Behavior Hide Settings
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o Single value chart. You can enter the following query statement to display the number of PVs inthe last 15
minutes:

* | select count(l) as PV

Select PV forValue Column. The following figure shows the single value chart and properties.

Chart Preview Add to New Dashboard Download Log Data Source Properties Interactive Behavior Hide Settings

Chart Types: * Value Column:
Rectangle Frame PV
Unit: Unit Font Size:
(o}
Description: Description Font Size
[e]
Format Font Size:
KMil il —_—0

o Area chart. You can enter the following query statement to display the access statistics of an IP address in
the last day:

remote addr: 10.0.XX.XX | select date format(date trunc('hour',  time ), '%m-%d %H:%i') as t

ime, count(l) as PV group by time order by time limit 1000

Select timeforX Axis and select PVforY Axis. The following figure shows the area chart and properties.
Chart Preview Data Source Properties Interactive Behavior R SRR

20

+ X Axis: £ Y Axis:
16K time x ok
12€ * Legend: Format:
Right K, Mil Bil
8K ® PV
Y-axis Minimum Value: Y-axis Maximum Value:
K
’ 09 0¢ 09 09, 09, 09, 0 09 0 @ 0. ‘ o Legend Width: X-axis Scale Density:
29, P2g, %aq, O15, P25, Pis, P15, P25, Pis, s, Brs, Pas, Pas
20g " 80y 2005 209 Py %209 Yog %0y By 009 120 H40y gy —_—0 15

o Map. You can enter the following query statements to display the top 10 locations to which the client IP
addresses belong:

= Map of China

* | select ip to province (remote addr) as address, count(l) as count group by address order
by count desc limit 10

Chart Preview Add to New Dashboard il Download Log DataSource  Properties  Interactive Behavior Hide Settings

* Provinces # Value Column:

address count

Show Legend:

a»
*:{
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= World Map

* | select ip to country(remote addr) as address, count(l) as count group by address order b
y count desc limit 10

* Country *Value Column

address count

Show Legend:

United States of America
count ; 2143
= AMap

* | select ip to geo(remote addr) as address, count(l) as count group by address order by co
unt desc limit 10

Chart Preview Add to New Dashboard Data Source Properties Interactive Behavior Hide Settings

+| NG * Longitude/Latitude * Value Column:

- $ address count

o Flow chart. You can enter the following query statement to display the times trends of the request

methods that are used in the last 15 minutes. The request_method field indicates the method of an HTTP
access request.

* | select date format (from unixtime( time - time % 60), '$H:%1:%S') as minute, count (1)

as c, request method group by minute, request method order by minute asc limit 100000

Select minuteforX Axis, select cforY Axis, and select request_methodfor Aggregate Column. The
following figure shows the flow chart and properties.

Chart Preview Add to New Dashboard DataSource  Properties  Interactive Behavior Hide Settings
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Word cloud. You can enter the following query statement to display the statistics of the accessed
websites in the last 15 minutes. The request_uri field indicates the URI of a request.

* | select request uri as uri , count(l) as c group by uri limit 100

Select cforword Column and select cforValue Column. The following figure shows the word cloud
and properties.
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6. Add an analysis chart to a dashboard.

You can clickAdd to New Dashboard to performthis operation. For more information, see Add chartsto a
dashboard.

13.12. Analyze layer-7 access logs of SLB

This topic describes how to use the query and analysis feature of Log Service to analyze layer-7 access logs of
Server Load Balancer (SLB) in real time.

Prerequisites

Layer-7 access logs of SLB are collected. For more information, see Enable the access log management feature.

Context

SLB is a basic component for most cloud services. In most cases, you need to continuously monitor, detect,
diagnose, and configure alerts for SLB. Alibaba Cloud SLB distributes traffic to multiple ECS instances to improve
the service capabilities of applications. You can use SLB to prevent single point of failures (SPOFs) and a large
number of concurrent web access requests.

Access logs can be generated for layer-7 SLB based on HTTP or HTTPS. For more information about access logs,
see Log fields. SLB has the following metrics:

e Page Views (PVs): the total number of HTTP or HTTPS requests sent by the clients.

e Unique Visitors (UVs): the total number of unique requests. Requests initiated by unique visitors from the same
client are counted only once.

e Request success rate: the percentage of the requests whose status code is 2XX to the total PVs.

e Request traffic: the total number of bytes of request messages that are sent by the clients.

e Response traffic: the total number of bytes of the HTTP message body that is sent to the clients.

e PV heat map: indicates the density of PVs in the regions where the IP addresses of the clients reside.

Examples

3. Inthe left-side navigation pane, choose Log Management > Logstores. Find the destination Logstore and
clickthe > icon next to it.

4. Inthe Visual Dashboards section, click the destination dashboard.

The destination dashboard includes slb-user-log-slb_layer7_operation_center_en and slb-user-log-
slb_layer7_access_center_en.

o Basic analysis
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= View the regions from which the requests are sent in a specified period.

client PV heatmap 1 Hour(Relative)
s

J‘ﬁr L q‘,‘ 1f { -
RS O 11l “ S/
ﬁ’ i S $ 2

.
b gl

m Use the filter to specify an SLB instance and view the PV and UV trends of the SLB instance. For more
information about how to use the filter, see Add afilter.

client PV/UV trend 1 Hour(Relative)
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o Traffic and latency analysis

m View the trends of the request traffic and response traffic in a specified period.

request_length speed trend 1 Hour(Relative)
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body_bytes_sent speed trend 1 Hour(Relative)
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m View the trends of the response time and upstream response time in a specified period.

request_time trend 1 HourRelative)
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= View the trend of high-latency requests in a specified period.

top upstream_response_time 1 Hour(Relative)

SLB Instanc... upstream_a... avg upstrea... pv request_len... body_bytes_... 2xx ratio(%) 3xx ratio(%) 4xx ratio(%) 5xx ratio(%)
null 1 80 0.585452 73 0.04 364 82191781 00 10.958904 6.849315
null 1 0 0584914 70 0.04 373 78571429 0.0 18.571429 2.857143
null 1 80 0584786 70 0.04 3.0 800 0.0 15.714286 4.285714
null 1 80 0.584151 73 0.04 344 73.972603 0o 20.547945 5.479452
null 10 4nnso 0.5837 70 0.04 307 800 00 15714286 4285714
null 1 10 0.58342 81 0.04 388 90.123457 00 7.407407 2489136
null 10 80 0.583299 67 0.04 289 83.58209 00 11.940299 4.477612 i
null 10 4 nmo 0.582082 73 0.04 327 83561644 00 16.438356 00
Total:0 110

o User request analysis
m View the distributions of the request methods and request protocols in a specified period.

request_method distribution 1 Hour(restive) H request_scheam distribution 1 Hour(Relative)

19.76%.
N\

® GET
Total ® http
® POST 359 2K

® PUT

® https
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m View the PV trend of different request methods in a specified period.
request PV trend by method 1 Hour(Relative)
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m View the distribution of different status codes in a specified period.

If alarge number of status codes 500 are generated, it indicates that internal errors have occurred on

the ECS instance.

status distribution 1 Hour(Relative)

6.92%.

® 502 ® 400 @ 500

m View the PV trends of different status codes in a specified period.

request PV trend by status 1 Hour(Relative)
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o Request source analysis
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= View the distribution of Internet service providers.

client PV distribution by network provider 1 HourRelative

4.91%

5.05%

m View the geographic location such as country, province, and city by analyzing the IP addresses of the

clients.
top client 1 Hour(Relative
client_ip pv province city provider request_length(MB) body_bytes_sent(MB)
a
b ] 104 KR_13 Yongin 0.08 495

m View the information of a user agent.

The user agent (http_user_agent) can be used to identify who is visiting the website or service. For
example, a search engine uses web crawlers to scan or download website resources. In most cases, web
crawlers allow the search engine to update website content in a timely manner and facilitates website
promotion and search engine optimization (SEQ). If all of the high PV requests are sent fromthe web
crawlers, the service performance may be affected and ECS instance resources may be wasted.

top http_user_agent

http_user_agent pv request_length(MB) body_bytes_sent(... 2xx ratio(%) 3xx ratio(%) 4xx ratio(%) 5xX ratio(%)
Morzillar5.0 (compatible; 146110 76.73 6986.67 80.176579 0.0 14.904524 4.918897
DotBot/1.1;

hitp://www.opensiteexplorer

org/dotbot,
help@moz.com)

Apache- 71545 37.56 3401.32 80.310294 0.0 14740373 4.949333
HitpClient/UNAVAILABLE
(java 1.4)
TumitinBot 71084 37.32 3393.08 80.05599 0.0 14.928817 5.015193
(https://tunitin.com/robot/cr
awlerinfo.htmi)

35765 1878 1708.07 80.520062 0.0 14.653991 4.825047
Microsoft Internet Explorer 35196 185 168123 80.46853 0.0 14723264 4810206

o Business analysis

You can use access logs to analyze service traffic and make business decisions.
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m Analyze the PV heat map to optimize promotion plans.

client PV China distribution client PV global distribution

“

"~
: <

[
T N ot
%, ‘

m Analyze visitor behavior based on the host and URI information to optimize website content.

top host

SLB InstancelD host PV request_length... body_bytes_se... 2xx ratio(%) 2xX ratio(%) 4xX ratio(%) XX ratio(%)

null www.bd mock- 11375 594 5412 80867912 00 14285714 4826374
domain.com

null Www.ac_mock- 11288 589 538.27 80297661 00 1481219 4890149
domain.com

null Www.cb_mock- 11276 59 53876 79.904221 00 15227031 4868748
domain.com

null www.cd mock- 11259 59 54015 80.024869 00 146872706 5302425
domain.com

null www.da mock- 11251 591 537.98 80656161 00 14.425384 4888454
domain.com

null www.ab mock- 11247 588 533.82 80.777096 00 14.492754 473015

nnnnnnnn -

Request scheduling analysis

Client traffic is first processed by SLB and then distributed to an ECS instance for business logic processing. SLB
can detect unhealthy ECS instances and distribute traffic to healthy ECS instances. After the unhealthy ECS
instances recover, traffic is distributed to them.

Add a listenerto the SLB instance to listen to four ECS instances. If an ECS instance (192.168.0.0) acts as a jump
server, its performance is four times higher than that of the other three ECS instances. Set the weight of the
jumper server (ECS instance) to 100 and set the weight of the other three ECS instances to 20. Run the following
query statement to analyze the distribution of request traffic:

* | select COALESCE (client ip, vip addr, upstream addr) as source, COALESCE (upstream addr, vip_addr,

client ip) as dest, sum(request length) as inflow group by grouping sets( (client ip, vip addr), (vip

_addr, upstream addr))

The Sankey diagram shows the load of the four ECS instances. After SLB receives traffic, the traffic is distributed
to the four ECS instances based on their respective weights (20, 20, 20, and 100).

request traffic topology

e

EBEIE

E
o I

Client SLB E
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13.13. Paged query

If a query statement returns a large number of query and analysis results, the results are displayed at a lower
speed. Log Service provides the paged query feature to limit the number of logs that can be returned for each
query. This topic describes the paging methods of query and analysis results.

Paging methods

Log Service provides the query and analysis feature that allows you to execute a query statement to query logs
by using keywords and analyze the query results by using SQL syntax. You can also call the GetLogs operationto
query the raw data of logs by using keywords and analyze the query results by using SQL syntax. A query
statement can contain a search statement and an analytic statement. The paging methods vary between the
search statement and analytic statement. For more information, see GetLogs.

e Search statement: queries the raw data of logs by using keywords. You can configure the offset and line
parameters in the GetLogs operation to perform a paged query. For more information, see Query statements.

e Analytic statement: analyzes query results by using SQL syntax. You can use the LIMIT clause to performa
paged query. For more information, see Analytic statements and LIMIT clause.

Paging of query results

The following list describes the offset and line parameters in the GetLogs operation:

e offset: the line from which query results are returned.
e line: the number of lines that are returned for the current API request. A maximum of 100 lines can be returned.
If you set this parameter to a value greater than 100, only 100 lines are returned.

When a paged query is performed, the value of the offset parameter increases until all logs are read. When the
value reaches a specific number, 0 is returned, and the progress is complete. In this case, all the required data is
read.

e Sample code for paging implementation

offset = 0 // Read logs from line 0.
line = 100 // Read 100 lines at a time.
query = "status:200" // Read the logs whose value of the status field is 200.

while True:

response = get logstore logs (query, offset, line) // Call the operation to read logs.

process (response) // Call custom logic to process the return
ed result.

if response.get count() == 0 && response.is complete ()

The read process is complete, and the current loop ends.
else
offset += 100 // The value of the offset parameter increases to 1

00. The next 100 lines are read.

e Python code example

For more information, see Overview.
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endpoint = '' // The Log Service endpoint. For more information, see Endpoints.

accessKeyId = "' // The AccessKey ID of your Alibaba Cloud account. For more information, se
e AccessKey pair. An Alibaba Cloud account has permissions to call all API operations. If you use
the AccessKey pair of an Alibaba Cloud account, security risks may occur. We recommend that you cr

eate and use a RAM user to call API operations or perform routine O&M.

accessKey = "' // The AccessKey secret of your Alibaba Cloud account.
project = '' // The name of the project.

logstore = "' // The name of the Logstore.

client = LogClient (endpoint, accessKeyId, accessKey)

topic = ""

From = int (time.time()) - 600

To = int (time.time())
log line = 100
offset = 0
while True:
res4 = None
for retry time in range (0, 3):
req4 = GetLogsRequest (project, logstore, From, To, topic=topic, line=log line, offset=
offset)
res4 = self.client.get logs(reqg4)
if resd4 is not None and res4.is completed() :
break
time.sleep (1)
offset += 100
if resd4.is completed() and resd4.get count() == 0:
break;
if res4 is not None:
res4.log print() // Display the execution result.

e Java code example

For more information, see Overview.
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int log offset = 0;
int log line = 100; // The number of lines that are read at a time. A maximum of 100 lin
es can be returned. If you want to read more than 100 lines, use the offset parameter. The offset
and line parameters take effect only for a search statement that uses keywords. If you use an anal
ytic statement, these parameters are invalid. If you want an analytic statement to return more tha
n 100 lines, use the LIMIT clause.
while (true) {
GetLogsResponse res4 = null;
// For each offset, 100 lines are read at a time. If the read operation fails, a maxim
um of three retries are allowed.
for (int retry time = 0; retry time < 3; retry timet++) {
GetLogsRequest reg4 = new GetLogsRequest (project, logstore, from, to, topic, query
, log offset,
log line, false);
res4 = client.GetLogs (reqg4) ;
if (res4 != null && res4.IsCompleted()) {
break;
}
Thread.sleep (200) ;
}
System.out.println("Read log count:" + String.valueOf (res4.GetCount()));
log offset += log line;
if (resd4.IsCompleted() && res4d.GetCount () == 0) {

break;

Paging of analysis results

You can use the LIMIT clause for the paging of analysis results. Example:

limit Offset, Line

The following list describes the offset and line parameters:

e offset: the line fromwhich analysis results are returned.

e line: the number of lines that are returned for the current APIrequest. A maximum of 1,000,000 lines can be
returned. If a large number of lines are read at a time, the network delay increases, and the client-side
processing speed decreases.

For example, if youwant to usethe * | select count (1) , url group by url Statement to return 2,000 lines,
you can execute the following statements to perform 4 paged queries and query 500 lines each time:

& select count , url group by url limit 0, 500

*

select count , url group by url limit 500, 500

*

select count , url group by url limit 1000, 500

*

[ (1)
[ (1)
[ (1)
[ (1)

select count , url group by url limit 1500, 500

e Sample code for paging implementation
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offset = 0 // Read logs from line 0.
line = 500 // Read 500 lines at a time.
query = "* | select count(l) , url group by url limit "

while True:
real query = query + offset + "," + lines
response = get logstore logs(real query) // Call the operation to read logs.
process (response) // Call custom logic to process the returned result.
if response.get count () ==
The read process is complete, and the current loop ends.
else

offset += 500 // The value of the offset parameter increases to 500

The next 500 lines are read.

e Python code example

For more information, see Overview.

endpoint = '' // The Log Service endpoint. For more information, see Endpoints.

accessKeyId = "' // The AccessKey ID of your Alibaba Cloud account. For more information, se

e AccessKey pair. An Alibaba Cloud account has permissions to call all API operations. If you use
the AccessKey pair of an Alibaba Cloud account, security risks may occur. We recommend that you cr

eate and use a RAM user to call API operations or perform routine O&M.

accessKey = "' // The AccessKey secret of your Alibaba Cloud account.
project = '' // The name of the project.

logstore = "' // The name of the Logstore.

client = LogClient (endpoint, accessKeyld, accessKey)

topic = ""

origin query = "* | select * limit "

From = int (time.time()) - 600

To = int (time.time())
log line = 100
offset = 0
while True:
res4 = None
query = origin query + str(offset) + " , " + str(log line)
for retry time in range (0, 3):
reg4 = GetLogsRequest (project, logstore, From, To, topic=topic, query)
res4 = self.client.get logs(req4)
if resd4 is not None and res4.is completed() :
break
time.sleep (1)
offset += 100
if resd4.is completed() and resd.get count() ==
break;
if res4 is not None:

res4.log print() // Display the execution result.

e Java code example

For more information, see Overview.
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int log offset = 0;
int log line = 500;
String origin query = "* | select count(l) , url group by url 1limit "
while (true) {
GetLogsResponse res4 = null;
// For each offset, 500 lines are read at a time. If the read operation fails, a maxim
um of three retries are allowed.
query = origin query + log offset + "," + log line;
for (int retry time = 0; retry time < 3; retry time++) {

GetLogsRequest reg4 = new GetLogsRequest (project, logstore, from, to, topic, query

res4 = client.GetLogs (req4) ;
if (res4 != null && res4.IsCompleted()) {
break;

}

Thread.sleep (200) ;
}
System.out.println ("Read log count:" + String.valueOf (res4.GetCount()));
log offset += log line;
if (res4.GetCount () == 0) {

break;

13.14. Analyze vehicle track logs

Taxi companies store trip logs in Alibaba Cloud Log Service and mine useful information based on reliable storage
and rapid statistical calculations. T his topic describes how taxi companies mine useful information fromthe data
stored in Alibaba Cloud Log Service.

Taxi companies record details for each trip including the time when a passenger gets in and out, latitude and
longitude, distance of the trip, payment method, payment amount, and tax amount. Detailed data greatly
facilitates the operation of taxi companies. For example, the companies can determine the running intervals in
peak hours and dispatch more vehicles to the areas where more taxis are needed. With the help of the data, the
requirement of passengers can be met in a timely manner and drivers can have higher incomes. This improves the
efficiency of the whole society.

Sample data:

RatecodeID: 1VendorID: 2_source_ : 192.0.2.1 __topic_ : dropoff latitude: 40.743995666503906

dropoff longitude: =-73.983505249023437extra: 0 fare amount: 9 improvement surcharge: 0.3

mta tax: 0.5 passenger_count: 2 payment type: 1 pickup latitude: 40.761466979980469 o)

ickup longitude: -73.96246337890625 store and fwd flag: N tip amount: 1.96 tolls amount:

0 total amount: 11.76 tpep dropoff datetime: 2016-02-14 11:03:13 tpep dropoff time: 14554

18993 tpep pickup datetime: 2016-02-14 10:53:57 tpep pickup time: 1455418437 trip distance
2.02

RatcodelD VendorlD dropof

tpep_pickup_datetime trip_distance
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Common statistics

Before query and analysis, you must enable and configure the index feature. For more information, see Configure
indexes.

e Runthe following statement to count the number of passengers boarding taxis during the day and determine
the peak hours:

*| select count(l) as deals, sum(passenger count) as passengers,
(tpep pickup time % (24*3600)/3600+8)%24 as time
group by (tpep pickup time %(24*3600)/3600+8)%24 order by time limit 24

200000

160000
120000
800
= | I I
0 I II Iz 0u 6= Em II
0 1 2 3 4 5 ] 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23

@ passengers @ deals

g

8

As shown in the preceding figure, the peak hours are generally the morning hours when people go to work and

the evening hours when people get off work. Based on this data, taxi companies can dispatch more vehicles
accordingly.

e Runthe following statement to collect statistics about the average trip distance in different time periods:

*| select avg(trip distance) as trip distance,
(tpep_pickup time %(24*3600)/3600+8)%24 as time
group by (tpep pickup time $%(24*3600)/3600+8)%24 order by time limit 24

B

-

0 I I I I I I I I I I I I I
o+ 2 38 4 5 6 7T & 8 10 11 12 13 14 15 16 17 18 19 20 20 22 23

® tip_distance

Passengers tend to take a longer trip during certain time periods of the day, so taxi companies need to
dispatch more vehicles.

e Runthe following statement to calculate the average trip duration (in minutes) and the time required for per
unit of mileage (in seconds), and determine during which time period of the day taxis experience more traffic:

*| select avg(tpep dropoff time-tpep pickup time)/60 as driving minutes,
(tpep_pickup time %(24*3600)/3600+8)%24 as time
group by (tpep pickup time %(24*3600)/3600+8)%24 order by time limit 24
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@ driving_minute
*| select sum(tpep dropoff time-tpep pickup time)/sum(trip distance) as driving minutes,
(tpep_pickup time %(24*3600)/3600+8)%24 as time
group by (tpep pickup time % (24*3600)/3600+8)%24 order by time limit 24
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More vehicles must be dispatched during peak hours.

e Runthe following statement to calculate average taxifares during different time periods and determine the

hours with more income:

*| select avg(total amount as dollars,

)
(tpep_pickup time %(24*3600)/3600+8)%24 as time

group by (tpep pickup time % (24*3600)/3600+8)%24 order by time limit 24

F
19 /
/ A\
18 / \
/ \
\
/ l\.
17 \ / \ P
16 e \ —
— \ -
\ I -
15 A i) e
. =
14 e
a 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
@ dollars

22 23

The average taxifares per customer are higher around 4:00 AM, so financially challenged drivers can consider

providing services during this time period.

e Runthe following statement to view the distribution of payment amounts:
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*| select case when total amount < 1 then 'bill 0 1°'
10 then 'bill 1 10"

20 then 'bill 10 20"

30 then 'bill 20_30'

when total amount <
<
<
when total amount < 40 then 'bill 30 40'
<
<
<

when total amount
when total amount
when total amount 50 then 'bill 10_50'

100 then 'bill 50 100"
when total amount 1000 then 'bill 100 _1000'
else 'bill 1000_' end

as bill level , count(l) as count group by

when total amount

case when total amount < 1 then 'bill 0 1°'
when total amount < 10 then 'bill 1 10°'

20 then 'bill 10 20"
30 then 'bill 20_30'

when total amount <
<
when total amount < 40 then 'bill 30 40'
<
<
<

when total amount
when total amount 50 then 'bill 10 _50'

100 then 'bill 50 100"
when total amount 1000 then 'bill 100 _1000'
else 'bill 1000 ' end

order by count desc

when total amount

100000

80000

60000
40000
- -
0 I — —

bill_10_20 bil_1.10 bill_20_30 bill_30_40 bill_50_100 bill_10_50 bill_100_1000 bill 01 bill_1000,

As shown in the preceding figure, the payment amount of most transactions ranges fromUSD 1 to USD 20.

13.15. Analyze sales system logs

Bills are the core data of e-commerce companies, and the outcome of a series of marketing and promotional
activities. Billing data contains a lot of valuable information. The information helps you define user profiles and
create guidelines for future marketing plans. The billing data can also serve as an indicator of popularity and used
to provide suggestions for subsequent stocking options.

Billing data is stored as logs in Alibaba Cloud Log Service. With the computing capacity to process hundreds of
millions of log entries per second, Log Service supports high-speed queries and SQL-based st atistics. This topic
uses several examples to describe how to mine useful information from billing data.

The following example uses a complete bill that contains goods information (hame and price), deal information
(final price, payment method, and discount information), and buyer information (membership information):

__source : 10.164.232.105 __topic_: Dbonus discount: category: men's clothing commodity:
Everyday discount autumn and winter teenager velvet and thickened skinny jeans men's winter slim pant
s commodity id: 443 discount: member discount: member level: nomember point: memberid: mobile:
pay transaction id: 060f0e0d080e0b05060307010c0£0209010e0e010c0a060500060605000c0400 pay with: alip
ay real price: 52.0 suggest price: 52.0

Perform statistical analysis
Before query and analysis, enable and configure the index feature. For more information, see Configure indexes.

e View the percentage of the sales of each category of productsto the total sales.

*|select count(l) as pv ,category group by category limit 100

e View the sales trends of different women's clothes.
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category: women's clothing | select count(l) as deals , commodity

group by commodity order by deals desc limit 20

e View share and turnover of different payment methods.

* | select count(l) as deals , pay with group by pay with order by deals desc limit 20
* | select sum(real price) as total money , pay with group by pay with order by total money de
sc limit 20

welxin 8.04%\

\

alipay 12.02%\

\*cash 79.94%

@ cash @ alipay @ weixin

60000000

50000000

40000000

30000000

20000000
10000000

a
cash alipay welxin

® total_money
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14.FAQ
14.1. FAQ about query and analysis

This topic lists some frequently asked questions about the query and analysis feature of Log Service.
e FAQ about log query

e What do I do if no results are returned when I query a log?

e How do I resolve common errors that occur when | query and analyze log data?
e What are the differences between LogHub and LogSearch?

e Fuzzy match

e How do I query logs by using exact match?

e Why do data queries return inaccurate results?

e How do I configure field indexes?

e How do I change the number of rows that can be returned by an SQL query?

e How do I query the source hosts of logs and obtain the number of log entries?
e How do | obtain log entries that are ordered by time?

e How do Idownload logs from Log Service to my computer?

14.2. FAQ about log query

This topic describes the FAQ about log query.

How do | identify the source server from which Logtail collects logs during a
query?
If a machine group uses IP addresses as its identifier when logs are collected by using Logtail, servers in the

machine group are distinguished by internal IP addresses. When you query logs, you can use the hostname and
custom IP address to identify the source server from which logs are collected.

For example, you can use the following statement to count the times different hostnames appear in logs:

@ Note You must configure anindex forthe __tag_: hostname__field and enable the statistics
feature.
* | select "_ tag : hostname " , count(l) as count group by " tag : hostname "

_tag___ mostname__ count

ogtail-ds-vht2d 4255

ogtail-ds-wghkv 2625

How do | query IP addresses in logs?

You can use the exact match method to query IP addresses in logs. You can search for log data by IP address. For
example, you can specify whether to include or exclude an IP address. However, you cannot use the partial match
method to query log data. This is because decimal points contained in an IP address are not default delimiters in
Log Service. You can also filter data by using other methods. For example, you can use an SDK to download data
and then use a regular expression or the string.indexof() method to search for results.
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For example, if you execute the following statement, the log entries that are retrieved fromthe 121.42.0 CIDR
block are still returned.

not ip:121.42.0 not status:200 not 360jk not DNSPod-Monitor not status:302 not jiankongbao
not 301 and status:403

How do | use two conditions to query log data?
If you need to use two conditions to query logs, enter two statements at the same time.

For example, you want to query log entries whose status field is neither OK nor Unknown in a Logstore. You can
use the not OK not Unknown Statement to retrieve expected results.

How can | query collected logs in Log Service?

You can use one of the following methods to query logs in Log Service:
1. Use the Log Service console. For more information, see Query and analyze logs.
2. Use an SDK. For more information, see SDK overview.

3. Use the Restful API. For more information, see GetlLogs.

14.3. What do | do if no results are returned
when | query a log?

This topic describes how to troubleshoot the issue that no results are returned when you query a log in the Log
Service console.

Log collection failures

If the log is not collected to Log Service, no results are returned when you query the log. You can check whether
the log appears in the Preview Data section of the Configure Query and Analysis step. If yes, the log is collected
to Log Service. We recommend that you proceed with troubleshooting based on other possible reasons. If no,
proceed with troubleshooting based on the following reasons:

e The log is not generated in the log source.
Checkyour log source.
e Logtail has no heartbeats.

On the Machine Group Status page, check whether Logtail that is installed on your server has a heartbeat. If
Logtail has no heartbeats, see What do | do if no heartbeat connections are detected on Logtail?

e The log file from which logs are collected has no data written in real time.

Openthe /usr/local/ilogtail/ilogtail.LOGfile to view detailed error information. The following list describes
common error messages:

o parse delimiter log fail: The error message returned because an error occurs when Log Service collects logs in
delimiter mode.

o parse regex log fail: The error message returned because an error occurs when Log Service collects logs in full
regex mode.

Delimiter configuration errors

You can view the delimiter that you specify, use the delimiter to split a log, and then check whether you can
obtain a keyword based on which you can query the log. For example, the delimiter ,;=() [1{}?2@s<>/:" isused
to split thelog abc"defg,hij ,and abc"defg and hij are obtained. If youuse nij to querythe log,
the log is returned. If youuse abc to query the log, no results are returned.
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©) Note

e To reduce yourindex costs, we recommend that you use field indexes. For more information, see Index
types.

e The indexing feature takes effect only on the log data that is written after you configure indexes. If
you want to query and analyze historical data, you can use the reindexing feature. For more
information, see Reindex logs for a Logstore.

Inthe Search & Analysis panel, you can check whether the delimiter that you specify meets the
requirements. For more information, see Configure indexes.

Other reasons

e Checkwhetherthe time of the log falls in the time range of your query.

e Log Service allows you to preview logs in real time, but the query feature may cause a maximum of 1-minute
latency. We recommend that you query logs at least 1 minute afterthe logs are generated.

If the issue persists, submit a ticket.

14.4. What can | do if the "The results are
inaccurate" error occurs?

This topic describes how to resolve the The results are inaccurate error that may occur when you query logs.

Issue

If the The results are inaccurate error occurs when you query logs, Log Service fails to scan all log data and the
returned results are inaccurate.

Cause
The error may occur due to the following causes:
e The time range specified for the query is too large.

For example, if the specified time range is three months or one year, Log Service cannot scan all data of this
time period. Only partial results are returned. Therefore, data accuracy is compromised.

e The conditions specified in the search statement are too complicated.
For example, if you specify 30 conditions in a query statement, Log Service cannot read all log data.
e The amount of datato be read is too large.

If you specify multiple fields in an analytic statement, and the data volume to be read exceeds the read
capacity of a shard, the returned results are inaccurate. This is because each shard can read only 1 GB of data.

Solution

Narrow down the query time range and perform multiple queries (up to 10 queries) to get the complete results.

14.5. How do | resolve common errors that
occur when | query and analyze log data?

This topic describes the common error messages that are returned when you query and analyze log data in the
Log Service console and provides solutions to the errors.
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line 1:44: Column 'XXX' cannot be resolved; please add the column in the
index attribute
e (Cause
No index is configured for the XXX field.
e Solution

Configure an index and enable the analysis feature for the field. For more information, see Configure indexes.

ErrorType:QueryParseError.ErrorMessage:syntax error error position is from
column:10 to column:11,error near<: >
e (Cause
The syntax of the query statement is invalid. The position of the invalid syntax is near the colon (:).
e Solution

Check and modify the query statement, and then execute the query statement.

Column 'XXX' not in GROUP BY clause; please add the column in the index
attribute
e (Cause

You can specify a GROUP BY clause in a SELECT statement to perform aggregate calculations. In the SELECT
statement, you can specify only a column that is specified in the GROUP BY clause or specify a random column
that is excluded fromthe GROUP BY columns as an argument in an aggregate function. For example, * | sELE
CT status, request time, COUNT (*) AS PV GROUP BY status IS aninvalid query statement because
request_time is not a GROUP BY column.

e Solution

Check and modify the query statement, and then execute the query statement. In contrast to the preceding
query statement, the following query statement isvalid: * | SELECT status, arbitrary(request time), coun
t(*) AS PV GROUP BY status .Formore information, see GROUP BY clause.

sgl query must follow search query,please read syntax doc

e Cause

The syntax of the query statement is invalid because only an analytic statement is specified. In Log Service, you
must specify an analytic statement together with a search statement inthe search statement|Analytic stat

ement format.
e Solution

Add a search statement prior to the analytic statement, forexample, * | SELECT status, count(*) AS PV GR
OUP BY status .Formore information, see Syntax.

line 1:10: identifiers must not start with a digit; surround the identifier
with double quotes
e Cause

The syntax of the analytic statement is invalid because the column name or variable name that is specified in
the analytic statement starts with a digit. A column name in an SQL statement can contain only letters, digits,
and underscores (_). The column name must start with a letter.

e Solution

Change the alias. For more information, see Column aliases.
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line 1:9: extraneous input ‘' expecting
e Cause

Extra Chinese quotation marks are specified in the query statement.
e Solution

Check and modify the query statement, and then execute the query statement.

key (XXX) is not config as key value config,if symbol : is in your log,please
wrap : with quotation mark "
e Cause

No index is configured for the XXX field, or the field that you specify contains special characters such as space
characters and is not enclosed in double quotation marks ("").

e Solution
o Configure anindex and enable the analysis feature for the field. For more information, see Configure indexes.
o Enclose the field in double quotation marks ("").

Query exceeded max memory size of 3GB

e (Cause

The size of the memory that is used by the query statement exceeds 3 GB. The issue occurs because a large
number of values are returned in the query and analysis result after you use a GROUP BY clause to remove
duplicates.

e Solution

Optimize the GROUP BY clause. Reduce the number of fields that are specified in the GROUP BY clause.

ErrorType:ColumnNotExists.ErrorPosition,line:0,column:1.ErrorMessage:line
1:123: Column 'XXX' cannot be resolved; it seems XXX is wrapper by ";if XXX
is a string ,not a key field, please use 'XXX'

e (Cause

XXX is not an indexed field and cannot be enclosed in double quotation marks (""). If you want to use a string in
an analytic statement, you must enclose the string in single quotation marks ("). Strings that are not enclosed
or enclosed in double quotation marks ("") indicate field names or column names.

e Solution

o If youwant to analyze the XXX field, make sure that you configure an index and enable the analysis feature
forthe field. For more information, see Configure indexes.

o If XXX is a string, you must enclose the string in single quotation marks ('").

user can only run 15 query concurrently

e (ause

More than 15 analytic statements are executed at the same time. Each project supports a maximum of 15
concurrent analytic statements.

e Solution
Reduce the number of concurrent requests to execute multiple search statements based on your business
requirements.

unclosed string quote

e Cause
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The double quotation marks (") in the query statement are incomplete.
e Solution

Check and modify the query statement, and then execute the query statement.

error after :.error detail:error after :.error detail:line 1:147: mismatched
input 'in' expecting {<EOF>, 'GROUP', 'ORDER’, '"HAVING', 'LIMIT', 'OR', 'AND',
'UNION/', '"EXCEPT', 'INTERSECT'}
e (Cause

The invalid keyword in is specified.
e Solution

Check and modify the query statement, and then execute the query statement.

Duplicate keys (XXX) are not allowed
e Cause

Duplicate indexes are configured for fields.
e Solution

Checkthe index configurations. For more information, see Configure indexes.

only support * or ? in the middle or end of the query
e Cause
Wildcards are not used in the expected positions when you perform a fuzzy search.
e Solution
Check and modify the wildcards in the query statement. T ake note of the following rules:

o You can add an asterisk (*) or a question mark (?) as a wildcard to the middle or end of a keyword to perform
afuzzy search.

o A keyword cannot start with an asterisk (*) or a question mark (?).
o The long and double data types do not support asterisks (*) or question marks (?) in fuzzy searches.

logstore (xxx) is not found

e Cause
The XXX Logstore does not exist or no index is configured.

e Solution
Check whether the Logstore exists. If the Logstore exists, you must configure an index for at least one field and
enable the analysis feature forthe Logstore.

condition number 43 is more than 30

e Cause

The number of fields that are specified in the search statement is 43. Only a maximum of 30 fields can be
specified in a search statement.

e Solution

Modify the search statement to reduce the number of specified fields and make sure that the number of fields
is less than or equal to 30.
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ErrorType:SyntaxError.ErrorPosition,line:1,column:19.ErrorMessage:line
1:19: Expression "data" is not of type ROW

e (Cause
The data type of the field that is specified in the query statement is invalid.
e Solution

Check and modify the query statement, and then execute the query statement.

14.6. What are the differences between LogHub
and LogSearch?

Log Service provides two features that need to read log data: LogHub and LogSearch. T heir difference lies in that

LogHub provides log collection and distribution channels, whereas LogSearch allows you to query logs.

Differences between LogHub and LogSearch

Both LogHub and LogSearch of Log Service need to read log data:

LogHub: provides public channels for log collection and distribution. It reads and writes full data in first-in, first-
out (FIFO) order, which is similar to Kafka.

e Each Logstore has one or more shards. Data is written to a random shard.

e You can read multiple logs at a time from a specified shard based on the order in which the logs were written

to the shard.

e You can set the start position (cursor) for pulling logs in shards according to the time when the server receives

these logs.

LogSearch: enables you to query and analyze a large number of logs based on LogHub, and set conditions to

query and collect statistics on logs.

e |ogSearch allows you to search for required data based on query conditions.

e LogSearch supports a Boolean combination of the keywords AND, NOT, and OR, and also supports SQL query

statistics.

e LogSearchis independent of shards.

Differences between LogSearch and LogHub

Feature
Search by keyword

Data read (a small amount of data)

Data read (full data)

Data read by topic

Data read by shard

Price

Scenarios

LogSearch

Supported.

Quick.

Slow. LogSearch reads 100 logs in
100 ms, so this method is not

recommended.

Yes.

No. Data in all shards is queried.

Relatively high.

Monitoring, problem investigation,
and analysis.

LogHub
Not supported.

Quick.

Quick. LogHub reads 1 MB logs in 10
ms, so this method is recommended.

No. Data is identified only by shard.

Yes. You need to specify a shard
each time to read data.

Low.
Full data processing scenarios, such

as stream computing and batch
processing.
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14.7. Fuzzy match

This topic describes three methods to implement fuzzy match.

Include wildcard characters in query statements to implement fuzzy match

An asterisk (*) indicates zero or more occurrences of characters. A question mark (?) indicates one occurrence of a
character. For example, abc* indicates that a word is matched if the word starts with abc. ab? d indicates that a
word is matched if the word starts with ab, ends with d, and contains one character in between. For more
information, see Search syntax.

@ Note If you use wildcard characters to implement fuzzy match, a maximum of 100 words are matched.
The returned data is the log entries that include the matched words. If the prefix is short, the number of
matched words may exceed 100. In this case, only a part of matched log entries are returned. In addition, if
you combine the NOT clause with wildcard characters, only a part of words can be filtered. For example, if
you execute the not abcd* statement, words that start with abcd are still returned.

Use the LIKE clause to implement fuzzy match

The LIKE clause complies with the standard SQL LIKE syntax. The percent sign (%) in the LIKE clause indicates zero
or more occurrences of characters. The underscore (_) indicates one occurrence of a character.

Example: To query log entries that include fields whose names start with abcd, execute the following statement:

* | select * from log where key like 'abcd$'

Use regular expression functions to implement fuzzy match

You can specify a regular expression in a regular expression function to match multiple words. Regular expressions
can match characters and digits. They can better satisfy your business requirements. For more information, see
Regular expression functions.

Examples:

e *|select * from log where regexp_like(key, abc*): returns the words that start with abc.

e *|select * from log where regexp_like(key, abc\d+): returns the words that start with abc. In addition,
abc is followed by digits.

e *|select * from log where regexp_like(key, abc[xyz]): returns the words that start with abc. In addition,
abcis followed by x,y, or z.

14.8. How do | query logs by using exact
match?

If you want to query logs by using exact match of multiple keywords, you can use the LIKE clause.

e Sample log

body bytes sent:1061

http user agent:Mozilla/5.0 (Windows; U; Windows NT 5.1; ru-RU) AppleWebKit/533.18.1 (KHTML, like
Gecko) Version/5.0.2 Safari/533.18.5

remote_addr:192.0.2.2

remote_user:vd_yw

request method:DELETE

request uri:/request/path-1/file-5

status:207

time local:10/Jun/2021:19:10:59
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e Query requirement
Query the logs whose http_user_agent field value contains the exact phrase 1ike Gecko
e Incorrect query statement

"like" and "Gecko"

This query returns the logs whose http_user_agent field value contains the following phrases: 1ike Gecko ,
Gecko like , 1like abc Gecko ,0rF Gecko abc like

e Correct query statement

* | Select * where http user agent like '%like Gecko%'

The http_user_agent parameter specifies the field based on which the system queries logs.

The LIKE clause complies with the LIKE syntax in standard SQL. The percent sign (%) in a LIKE clause indicates zero
or more occurrences of characters. The underscore (_) indicates one occurrence of a character.
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