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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic introduces some basic concepts of security sett ings in the Resource Access Management
(RAM) console.

passwordpassword
An identity credential that is used to log on to the Alibaba Cloud Management Console.

Not e Not e We recommend that you change your password on a regular basis and keep your
password confidential.

For more information, see Change the password of an Alibaba Cloud account  and Change the password of a
RAM user.

default domain namedefault domain name
The domain name that is used to identify the Alibaba Cloud account. Alibaba Cloud assigns a def aultdef ault
domain namedomain name to each Alibaba Cloud account. The format of the default  domain name is
 <AccountAlias>.onaliyun.com . The default  domain name can be used for RAM user logon and single

sign-on (SSO) management.

For more information, see View and modify the default domain name.

domain aliasdomain alias
A custom domain name that you can use to replace the default  domain name. The custom domain
name must be publicly resolvable. A domain alias is the alias of the default  domain name.

Not e Not e A custom domain can be used as a domain alias only after the ownership of the custom
domain is verified. After the ownership is verified, you can use the domain alias to replace the
default  domain name in all scenarios in which the default  domain name is required.

For more information, see Create and verify a domain alias.

AccessKey pairAccessKey pair
An identity credential that is used to verify access identit ies. Each AccessKey pair consists of an
AccessKey ID and an AccessKey secret. You can use your AccessKey pair or Alibaba Cloud SDK to sign API
requests that you send to Alibaba Cloud. The AccessKey ID and AccessKey secret  are used for
symmetric encryption and identity verificat ion. After the identity is verified, you can manage Alibaba
Cloud resources by calling operations.

The AccessKey ID is used to identify a user, and the AccessKey secret  is used to encrypt and verify a
signature string.

Not e Not e The AccessKey secret  is displayed only when you create an AccessKey pair, and is
unavailable for subsequent queries. We recommend that you save the AccessKey secret  for
subsequent use.

For more information, see Create an AccessKey pair for a RAM user.

multi-factor authentication (MFA)multi-factor authentication (MFA)

1.Overview of security settings1.Overview of security settings

Resource Access Management Securit y Set t ings··Overview of securi
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MFA is an easy-to-use and effect ive authentication method. In addit ion to the username and password,
MFA provides an extra layer of protect ion. MFA enhances the security of your account.

Support ed t ypesSupport ed t ypes

MFA devices are classified into various types. Alibaba Cloud supports the following two types of MFA
devices:

Virt ual MFA devicesVirt ual MFA devices

Time-based one-t ime cipher algorithm (TOTP) is a mult i-factor authentication protocol that is widely
used. Applications that support  TOTP on devices such as mobile phones are called virtual MFA
devices. For example, both the Alibaba Cloud app and the Google Authenticator app are virtual MFA
devices. If  you enable a virtual MFA device, you must enter the 6-digit  verificat ion code that is
generated on the device when you log on to the Alibaba Cloud Management Console. This prevents
unauthorized logon due to password theft .

U2F securit y keysU2F securit y keys

Universal 2nd Factor (U2F) is a mult i-factor authentication protocol that is widely used and hosted by
the Fast  Identity Online (FIDO) Alliance. For more information, visit  Fast  Identity Online (FIDO) Alliance.
The protocol is used to provide an efficient  and universal mult i-factor authentication method. A
hardware device that supports Web Authentication is a U2F security key, such as YubiKey produced
by Yubico. You can plug a U2F security key into a USB port  on your computer. Then, you can complete
mult i-factor authentication by tapping the button on the device when you log on to the Alibaba
Cloud Management Console. For more information, see Web Authentication.

Usage not esUsage not es

If you have enabled an MFA device, you must perform the following steps when you log on to the
Alibaba Cloud Management Console:

1. Enter the username and password of your account.

2. Enter the verificat ion code that is generated by the virtual MFA device. Alternatively, pass the U2F
authentication.

For more information, see Enable an MFA device for an Alibaba Cloud account  and Enable an MFA device for a
RAM user.

Limit sLimit s

Virtual MFA devices can be used when you log on to the Alibaba Cloud Management Console from a
browser or the Alibaba Cloud app.

U2F security keys have the following limits:

U2F security keys can be used only on computers with USB ports. If  you log on to the Alibaba Cloud
Management Console from a browser on a mobile device or from the Alibaba Cloud app, you
cannot use U2F security keys. If  you use a virtual machine or Remote Desktop Services, U2F
authentication is not supported.

You can use U2F security keys only when you log on to the Alibaba Cloud Management Console by
using the signin.alibabacloud.com domain name. If  you use the signin-intl.aliyun.com domain name
that was previously supported by Alibaba Cloud, U2F authentication is not supported.

Securit y Set t ings··Overview of securi
t y set t ings
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You can use U2F security keys in the following versions of browsers that support  Web
Authentication (WebAuthn):

Google Chrome 67 and later

Opera 54 and later

Mozilla Firefox 60 and later

Not e Not e If  you use Mozilla Firefox, you must manually enable the U2F feature by
performing the following operations: Enter  about:config  in the address bar of your
browser to go to the browser configuration page. On this page, search for  u2f  and set
the securit y.webaut h.u2fsecurit y.webaut h.u2f  parameter to t ruet rue. For more information, see the Mozilla Firefox
help documentation.

MFA for sensit ive operationsMFA for sensit ive operations
MFA is required for sensit ive operations. If  a RAM user for which MFA is enabled wants to perform a
sensit ive operation in the Alibaba Cloud Management Console, risk control is triggered and the RAM user
is required to pass MFA again. The RAM user can perform the sensit ive operation only after the RAM user
enters a valid MFA verificat ion code.

Before you can implement MFA for sensit ive operations for all RAM users, you must enable MFA for all
RAM users. For more information, see Configure security policies for RAM users.

Resource Access Management Securit y Set t ings··Overview of securi
t y set t ings
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This topic describes how to change the password of an Alibaba Cloud account. We recommend that
you change your password on a regular basis for account security.

ProcedureProcedure
1. Log on to the RAM console by using your Alibaba Cloud account.

2. Move the pointer over the profile picture in the upper-right corner of the RAM console, and click
Securit y Set t ingsSecurit y Set t ings.

3. In the Login passwordLogin password sect ion of the Securit y Set t ingsSecurit y Set t ings page, click Modif yModif y.

4. In the Verif y ident it yVerif y ident it y step, select  a verificat ion method and click Verify now.

5. After your identity is verified, enter a new passwordnew password and conf irm t he passwordconf irm t he password.

6. Click OKOK.

This topic describes how to configure a password policy for the Resource Access Management (RAM)
users of your Alibaba Cloud account. You can specify password complexity requirements, including the
password length, validity period, and password history check.

ContextContext
Your password is hashed by using Secure Hash Algorithm 256 (SHA-256) with a salt  value. Alibaba Cloud
does not save your password in plaintext. This ensures password security.

ProcedureProcedure
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > Set t ingsSet t ings.

3. On the Securit y Set t ingsSecurit y Set t ings tab of the page that appears, click EditEdit . In the panel that appears,
configure the parameters.

Password Lengt hPassword Lengt h: This parameter specifies the minimum length of passwords. The value
ranges from 8 to 32.

Not e Not e To ensure account security, we recommend that you set  this parameter to a
value greater than or equal to 8.

Required Element s in PasswordRequired Element s in Password: The available elements include Lowercase Letters, Uppercase
Letter, Numbers, and Symbols.

2.Passwords2.Passwords
2.1. Change the password of an Alibaba2.1. Change the password of an Alibaba
Cloud accountCloud account

2.2. Configure a password policy for RAM2.2. Configure a password policy for RAM
usersusers

Securit y Set t ings··Passwords Resource Access Management
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Not e Not e To enhance account security, we recommend that you select  at  least  two of the
preceding elements.

Minimum Dif f erent  Charact ers in PasswordMinimum Dif f erent  Charact ers in Password: The value ranges from 0 to 8. The default  value
is 0, which indicates that no limits are imposed on the number of unique characters in a password.

Include Username in PasswordInclude Username in Password: The valid values are AllowAllow and Do Not  AllowDo Not  Allow. You can
select  one based on your business requirements.

AllowAllow: A password can contain the username.

Do Not  AllowDo Not  Allow: A password cannot contain the username.

Password Validit y PeriodPassword Validit y Period: The value ranges from 0 to 1095, in days. The default  value is 0,
which indicates that the password never expires.

Not e Not e If  you reset  a password, the password validity period restarts.

Act ion Af t er Password ExpiresAct ion Af t er Password Expires: You can specify whether to allow the RAM users to log on to
the Alibaba Cloud Management Console after their passwords expire. You can select  DenyDeny
LogonLogon or Allow LogonAllow Logon based on your business requirements.

Deny LogonDeny Logon: After the password expires, you cannot use the password to log on to the
Alibaba Cloud Management Console. You can log on to the console only after you reset  the
password by using your Alibaba Cloud account or as a RAM user that has administrat ive rights.

Allow LogonAllow Logon: After the password expires, you can change the password as a RAM user and
use the new password to log on to the Alibaba Cloud Management Console.

Password Hist ory Check PolicyPassword Hist ory Check Policy: You can prevent RAM users from reusing the previous N
passwords. The value ranges from 0 to 24. The default  value is 0, which indicates that the RAM
users can reuse previous passwords.

Password Ret ry Const raint  PolicyPassword Ret ry Const raint  Policy: This parameter specifies the maximum number of
password retries. If  you enter the wrong passwords for the specified consecutive t imes, the
account is locked for one hour. The value ranges from 0 to 32. The default  value is 0, which
indicates that the password retries are not limited.

Not e Not e After you change the password, the number of password retries is reset  to zero.

4. Click OKOK.

ResultResult
The password policy applies to all RAM users of your Alibaba Cloud account.

Related informationRelated information
SetPasswordPolicy

This topic describes how to change the password of a Resource Access Management (RAM) user that
belongs to your Alibaba Cloud account. You can change your password on a regular basis for account
security.

2.3. Change the password of a RAM user2.3. Change the password of a RAM user

Resource Access Management Securit y Set t ings··Passwords
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ProcedureProcedure
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. On the UsersUsers page, click the username of a specific RAM user.

4. On the Aut hent icat ionAut hent icat ion tab of the user details page, click Modif y Logon Set t ingsModif y Logon Set t ings.

5. In the Set  Logon PasswordSet  Logon Password sect ion of the Modif y Logon Set t ingsModif y Logon Set t ings panel, reset  the logon
password.

If  you select  Keep Current  Password UnchangedKeep Current  Password Unchanged, the password remains unchanged.

If  you select  Aut omat ically Regenerat e Def ault  PasswordAut omat ically Regenerat e Def ault  Password and click OKOK, the system
generates a logon password. You must save the generated password for subsequent use.

If  you select  Reset  Cust om PasswordReset  Cust om Password, enter a new password and click OKOK.

Not e Not e The new password must meet the complexity requirements. For more
information, see Configure a password policy for RAM users.

6. Click CloseClose.

Not e Not e If  your Alibaba Cloud account allows RAM users to manage their passwords, the
RAM users can change their passwords in the console.

Related informationRelated information
ChangePassword

Securit y Set t ings··Passwords Resource Access Management
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This topic describes how to check the security of your Alibaba Cloud account. You can evaluate your
account security based on a security report  and complete relevant security sett ings to protect  your
account.

ProcedureProcedure
1. Log on to the RAM console by using an Alibaba Cloud account.

2. On the OverviewOverview page, check the security items.

3. Click a security item, and click Set  NowSet  Now. On the page that appears, complete the security sett ings.

What's nextWhat's next
You can click Download Securit y ReportDownload Securit y Report  to download a report  that lists the security information of
your Alibaba Cloud account.

SubUserSubUser: the number of RAM users.

SubUserBindMf aSubUserBindMf a: the number of RAM users for whom mult i-factor authentication (MFA) is enabled.

SubUserWit hUnusedAccessKeySubUserWit hUnusedAccessKey: the number of RAM users that have unused AccessKey pairs.

Root Wit hAccessKeyRoot Wit hAccessKey: the number of created AccessKey pairs.

SubUserWit hOldAccessKeySubUserWit hOldAccessKey: the number of RAM users with AccessKey pairs that have existed for a
long period of t ime.

SubUserPwdLevelSubUserPwdLevel: the password strength of RAM users.

UnusedAkNumUnusedAkNum: the number of unused AccessKey pairs.

OldAkNumOldAkNum: the number of exist ing AccessKey pairs.

BindMf aBindMf a: indicates whether MFA is enabled for the Alibaba Cloud account.

ScoreScore: the security score of the Alibaba Cloud account.

Not eNot e

A low security score means that your Alibaba Cloud account is less vulnerable. In this case,
we recommend that you complete relevant security sett ings to improve your account
security.

We recommend that you follow the best  pract ices about how to use RAM. For more
information, see Use RAM to ensure security of the Alibaba Cloud resources of your
enterprise.

3.Basic security settings3.Basic security settings
3.1. Check the security of an Alibaba Cloud3.1. Check the security of an Alibaba Cloud
accountaccount

3.2. Generate and download user3.2. Generate and download user
credential reportscredential reports

Resource Access Management Securit y Set t ings··Basic securit y set t
ings
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A user credential report  contains the details of your Alibaba Cloud account and Resource Access
Management (RAM) users. The details include logon passwords, AccessKey pairs, and mult i-factor
authentication (MFA) devices. User credential reports can be generated and downloaded in the RAM
console. You can use the user credential reports for compliance checks and audit ing.

ProcedureProcedure
1. Log on to the RAM console by using your Alibaba Cloud account. You can also log on as a RAM user

that is attached with the AliyunRAMFullAccess policy.

2. In the left-side navigation pane, click OverviewOverview.

3. In the Securit y CheckSecurit y Check sect ion of the page that appears, click Download User Credent ialDownload User Credent ial
ReportReport .

4. After the user credential report  is generated, click DownloadDownload.

Not e Not e The t ime period required to generate the user credential report  is affected by the
number of RAM users within the current Alibaba Cloud account. If  a long period of t ime is
required to generate the report, you can click Download Lat erDownload Lat er. A new user credential report  in
the CSV format can only be generated every four hours. When you send a request  to download
a report, RAM first  checks whether a report  has been generated within the last  four hours. If
the latest  report  is generated within the last  four hours, the latest  report  is downloaded. If  the
latest  report  is generated four hours or more earlier, or if  no previous report  has been
generated, RAM generates a new report.

ResultResult
The following table describes the fields that are included in the user credential report.

Field Example Description

user
username@company-
alias.onaliyun.com

The usernames of the Alibaba
Cloud account and the RAM users.
The value in the first  row of the
CSV file is <root>, which indicates
the Alibaba Cloud account. The
values in the remaining rows are
the usernames of the RAM users
within your Alibaba Cloud
account, and the values are in the
User Principal Name (UPN)
format.

user_creation_time 2019-11-11T12:33:18Z

The time at which the RAM users
were created.

Not e Not e The time
follows the ISO 8601
standard in the YYYY-MM-
DDThh:mm:ssZ format. The
time is displayed in UTC.

Securit y Set t ings··Basic securit y set t
ings
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user_last_logon 2019-11-11T12:45:18Z

The time at which the RAM users
last logged on to the RAM
console.

Not e Not e The RAM users
may log on to the RAM
console by using passwords
or single sign-on (SSO). If a
RAM user has never logged
on to the RAM console, the
value of this field is a hyphen
(  - ).

password_exist TRUE

Indicates whether a password for
logging on to the RAM console is
available. Valid values:  TRUE 
and  FALSE .

The value for a RAM user is
determined by the logon
configurations of the RAM
user.

The value for an Alibaba Cloud
account is  TRUE  and cannot
be changed.

Not e Not e If you use a
resource account that is
created on the Resource
Directory page of the
Resource Management
console, you can view the
password. However, the
password cannot be used to
log on to the RAM console.

password_active N/A

Indicates whether a password is
active. Valid values:  TRUE ,
 FALSE , and  N/A .

If the logon configurations for
a RAM user are unavailable, the
value for the RAM user is  N/A
 .

The value for an Alibaba Cloud
account is  N/A .

Field Example Description

Resource Access Management Securit y Set t ings··Basic securit y set t
ings
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password_last_changed 2019-11-11T12:50:18Z

The time at which a password is
last changed. If the logon
configurations for a RAM user are
unavailable, the value for the
RAM user is  N/A .

Not e Not e RAM records the
changes that were made
after April 5, 2016. If a
password was changed on
this date or earlier, the value
for this field is  N/A . The
user credential report may
not include the changes that
were made in an interval
leading up to the report
generation time. The interval
is about 24 hours, but the
actual t ime may vary based
on the scenario.

password_next_rotation 2019-11-13T12:50:18Z

The time at which a new
password must be configured in
compliance with the password
rotation policy.

If the password is permanently
valid and password rotation is
not required, the value is a
hyphen (  - ).

If the logon configurations for
a RAM user are unavailable, the
value for the RAM user is  N/A
 .

The value for an Alibaba Cloud
account is  N/A .

mfa_active TRUE

Indicates whether an MFA device
is enabled. Valid values:
 TRUE ,  FALSE , and  N/A .

If the logon configurations for a
RAM user are unavailable, the
value for the RAM user is  N/A .

access_key_1_exist TRUE
Indicates whether the first
AccessKey pair exists. Valid
values:  TRUE  and  FALSE .

Field Example Description

Securit y Set t ings··Basic securit y set t
ings
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access_key_1_active TRUE

Indicates whether the first
AccessKey pair is active. Valid
values:  TRUE ,  FALSE , and
 N/A . If no AccessKey pairs are

created, the value is  N/A .

access_key_1_last_rotated 2019-11-11T12:50:18Z

The time at which the first
AccessKey pair is created or last
changed. If no AccessKey pairs
are created, the value is  N/A .

access_key_1_last_used 2019-11-13T12:50:18Z

The time at which the first
AccessKey pair is last used.

If the AccessKey pair is not
used since RAM started to
track the AccessKey pair from
the last usage, the value is a
hyphen (  - ).

If no AccessKey pairs are
created, the value is  N/A .

Not e Not e RAM started to
track the last usage time of
AccessKey pairs from June 1,
2019. The user credential
report may not include the
usage records of the
AccessKey pairs in an interval
leading up to the report
generation time. The interval
is about two hours, but the
actual t ime may vary based
on the scenario.

access_key_2_exist TRUE
Indicates whether the second
AccessKey pair exists. Valid
values:  TRUE  and  FALSE .

access_key_2_active TRUE

Indicates whether the second
AccessKey pair is active. Valid
values:  TRUE ,  FALSE , and
 N/A . If no AccessKey pairs are

created, the value is  N/A .

access_key_2_last_rotated 2019-11-11T12:50:18Z

The time at which the second
AccessKey pair is created or last
changed. If no AccessKey pairs
are created, the value is  N/A .

Field Example Description
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access_key_2_last_used 2019-11-13T12:50:18Z

The time at which the second
AccessKey pair was last used.

If the AccessKey pair is not
used since RAM started to
track the AccessKey pair from
the last usage, the value is a
hyphen (  - ).

If no AccessKey pairs are
created, the value is  N/A .

Not e Not e RAM started to
track the last usage time of
AccessKey pairs from June 1,
2019. The user credential
report may not include the
usage records of the
AccessKey pairs in an interval
leading up to the report
generation time. The interval
is about two hours, but the
actual t ime may vary based
on the scenario.

Field Example Description

Not e Not e A maximum of two AccessKey pairs can be created for each Alibaba Cloud account or
RAM user in the RAM console. Before this limit  takes effect, more than two AccessKey pairs can be
created. Therefore, an Alibaba Cloud account or a RAM user may have more than two AccessKey
pairs. The information about the addit ional AccessKey pairs is listed in the last  columns of the CSV
file. The names of these columns start  with  additional_access_key_ .

This topic describes how to enable console logon, and view, modify, or clear console logon sett ings for
a Resource Access Management (RAM) user.

Enable console logon for a RAM userEnable console logon for a RAM user
You can enable console logon for a RAM user and configure parameters such as the logon password.

1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. In the User Logon Name/Display NameUser Logon Name/Display Name column, click the username of ta specific RAM user.

4. In the Console Logon ManagementConsole Logon Management  sect ion of the Aut hent icat ionAut hent icat ion tab, click Enable ConsoleEnable Console
LogonLogon.

5. In the Modif y Logon Set t ingsModif y Logon Set t ings panel, configure the following parameters.

3.3. Manage console logon settings for a3.3. Manage console logon settings for a
RAM userRAM user
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Console Password LogonConsole Password Logon: Select  EnabledEnabled.

Set  Logon PasswordSet  Logon Password: Select  Automatically Generate Default  Password or Custom Logon
Password based on your business requirements.

Not e Not e We recommend that you save the password for subsequent use.

Password ResetPassword Reset : Set  this parameter to specify whether to reset  the password upon the next
logon of the RAM user.

Enable MFAEnable MFA: Set  this parameter to specify whether to enable mult i-factor authentication (MFA)
for the RAM user.

Not e Not e If  you select  Required, the page on which you can enable an MFA device
automatically appears upon the next  logon of the RAM user.

6. Click OKOK.

View console logon settings of a RAM userView console logon settings of a RAM user
After you enable console logon for a RAM user, you can view the console logon sett ings.

1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. In the User Logon Name/Display NameUser Logon Name/Display Name column, click the username of ta specific RAM user.

4. In the Console Logon ManagementConsole Logon Management  sect ion of the Aut hent icat ionAut hent icat ion tab, view the console logon
sett ings.

Console AccessConsole Access: indicates whether console logon is enabled.

Last  Console LogonLast  Console Logon: indicates the last  t ime that the RAM user logged on to the console.

Required t o Enable MFARequired t o Enable MFA: indicates whether MFA is required when the RAM user logs on to the
console.

Reset  Password at  Next  LogonReset  Password at  Next  Logon: indicates whether password resett ing is required when the
RAM user logs on to the console the next  t ime.

Logon Met hodLogon Met hod: indicates that username-password logon is enabled for the RAM user. You can
move the pointer over the icon to the right of the Logon Method parameter and click the link to
log on to the console as the RAM user. You can also copy the link and paste the link to the
address bar of your browser to log on to the console.

Modify console logon settings for a RAM userModify console logon settings for a RAM user
After you enable console logon for a RAM user, you can modify console logon sett ings based on your
business requirements. For example, you can disable console logon or modify the logon password.

1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. In the User Logon Name/Display NameUser Logon Name/Display Name column, click the username of ta specific RAM user.

4. In the Console Logon ManagementConsole Logon Management  sect ion of the Aut hent icat ionAut hent icat ion tab, click Modif y LogonModif y Logon
Set t ingsSet t ings.

5. In the Modif y Logon Set t ingsModif y Logon Set t ings panel, configure the following parameters.
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Console Password LogonConsole Password Logon: Select  DisabledDisabled.

Not e Not e If  you select  Disabled, you can st ill modify logon sett ings for the RAM user.
However, the sett ings after modificat ion do not take effect. The sett ings take effect  only
after you select  EnabledEnabled.

Set  Logon PasswordSet  Logon Password: Select  Automatically Generate Default  Password or Custom Logon
Password based on your business requirements.

Not e Not e We recommend that you save the password for subsequent use.

Password ResetPassword Reset : Set  this parameter to specify whether to reset  the password upon the next
logon of the RAM user.

Enable MFAEnable MFA: Set  this parameter to specify whether to enable mult i-factor authentication (MFA)
for the RAM user.

Not e Not e If  you select  Required, the page on which you can enable an MFA device
automatically appears upon the next  logon of the RAM user.

6. In the Modif y Logon Set t ingsModif y Logon Set t ings panel, click OKOK.

Clear console logon settings for a RAM userClear console logon settings for a RAM user
You can clear console logon sett ings for a RAM user with a few clicks and disable console logon for the
RAM user.

Not ice Not ice The console logon sett ings cannot be automatically restored after the sett ings are
cleared. Proceed with caution.

1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. In the User Logon Name/Display NameUser Logon Name/Display Name column, click the username of ta specific RAM user.

4. In the Console Logon ManagementConsole Logon Management  sect ion of the Aut hent icat ionAut hent icat ion tab, click Remove LogonRemove Logon
Set t ingsSet t ings.

5. In the Remove Logon Set t ingsRemove Logon Set t ings message, click OKOK.

This topic describes how to use your Alibaba Cloud account to configure security policies for Resource
Access Management (RAM) users.

ProcedureProcedure
1. Log on to the RAM console by using an Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > Set t ingsSet t ings.

3. On the Securit y Set t ingsSecurit y Set t ings tab, click Modif y RAM User Securit y Set t ingsModif y RAM User Securit y Set t ings.

3.4. Configure security policies for RAM3.4. Configure security policies for RAM
usersusers
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4. In the Modif y RAM User Securit y Set t ingsModif y RAM User Securit y Set t ings panel, configure the parameters.

Remember MFA f or Seven DaysRemember MFA f or Seven Days: specifies whether to allow RAM users to remember the mult i-
factor authentication (MFA) devices for seven days.

Manage PasswordsManage Passwords: specifies whether to allow RAM users to change their passwords.

Manage AccessKey PairsManage AccessKey Pairs: specifies whether to allow RAM users to manage their AccessKey
pairs.

Manage MFA DevicesManage MFA Devices: specifies whether to allow RAM users to enable and disable MFA
devices.

MFA f or RAM User LogonsMFA f or RAM User Logons: specifies whether MFA is required for all RAM users when the RAM
users use usernames and passwords to log on to the Alibaba Cloud Management Console. If  you
set this parameter to Apply User-specific Configuration, user-specific sett ings are applied.

Not e Not e If  you select  Enable for All Users for the MFA for RAM User Logons parameter,
MFA for sensit ive operations is enabled for all RAM users. If  a RAM user wants to perform a
sensit ive operation in the Alibaba Cloud Management Console, risk control is triggered and
the RAM user is required to pass MFA again. For more information, see MFA for sensit ive
operations.

Manage DingT alkManage DingT alk: specifies whether RAM users can bind or unbind their DingTalk accounts.

Logon Session Validit y PeriodLogon Session Validit y Period: specifies the validity period of a logon session. The validity
period is measured in hours. Valid values: 1 to 24. Default  value: 6.

Not e Not e If  you assume a RAM role or use single sign-on (SSO) to log on to the Alibaba
Cloud Management Console, the validity period of your session is no greater than the value
of the Logon Session Validit y PeriodLogon Session Validit y Period parameter. For more information, see Assume a RAM
role and SAML response for role-based SSO.

Logon Address MaskLogon Address Mask: specifies the IP addresses from which you can log on to the Alibaba
Cloud Management Console by using a password or SSO. By default , this parameter is left  empty,
which indicates that logon from all IP addresses is allowed. If  you enter IP addresses in this f ield,
console logons, including password-based and SSO-based logon, from these IP addresses are
limited. However, API calls that are init iated from these IP addresses by using AccessKey pairs are
not limited. You can enter up to 25 IP addresses. If  you enter more than one IP address, separate
the IP addresses with semicolons (;). The total length of the IP addresses can be a maximum of
512 characters.

5. Click OKOK.

Not e Not e The sett ings take effect  on all the RAM users of your Alibaba Cloud account.

Related informationRelated information
SetSecurityPreference
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Each Alibaba Cloud account has a default  domain name. Resource Access Management (RAM) users can
use this default  domain name as the suffix of their logon name to log on to the Alibaba Cloud
Management Console. This topic describes how to view and modify the default  domain name.

ProcedureProcedure
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > Set t ingsSet t ings.

3. On the page that appears, click the AdvancedAdvanced tab to view and modify the default  domain name in
the Def ault  DomainDef ault  Domain sect ion.

View the information about the default  domain name. The information includes the domain
name, status, and the t ime when the default  domain name was created. The default  domain
name is in the  <AccountAlias>.onaliyun.com  format.  <AccountAlias>  indicates the account
alias. The default  value of AccountAlias is the ID of your Alibaba Cloud account. In this case, the
default  domain name is  <AccountID>.onaliyun.com .

Modify the default  domain name. To modify the default  domain name, click EditEdit . In the Edit
default  domain panel, specify an account alias and click OKOK.

What's nextWhat's next
The RAM users of your Alibaba Cloud account can use the default  domain name to log on to the RAM
console. To log on to the RAM console, specify the logon name in the format of
 <UserName>@<AccountAlias>.onaliyun.com . For more information, see Log on to the Alibaba Cloud

Management Console as a RAM user.

You can use the default  domain name to simplify the procedure of configuring SAML-based single sign-
on (SSO). For more information, see Configure the SAML settings of Alibaba Cloud for user-based SSO.

This topic describes how to create and verify a domain alias for an Alibaba Cloud account. A domain
alias is an alias of your default  domain name. After you create and verify a domain alias, Resource
Access Management (RAM) users of the Alibaba Cloud account can use this domain alias to log on to
the RAM console.

PrerequisitesPrerequisites
You own a domain name that is publicly resolvable.

ProcedureProcedure
1. Create a domain alias in the RAM console.

i. Log on to the RAM console by using your Alibaba Cloud account.

ii. In the left-side navigation pane, choose Ident it iesIdent it ies >  > Set t ingsSet t ings.

4.Advanced settings4.Advanced settings
4.1. View and modify the default domain4.1. View and modify the default domain
namename

4.2. Create and verify a domain alias4.2. Create and verify a domain alias

Securit y Set t ings··Advanced set t ing
s

Resource Access Management

19 > Document  Version: 20220429

https://ram.console.aliyun.com/
https://signin.alibabacloud.com/login.htm
https://www.alibabacloud.com/help/doc-detail/116265.htm#task-188189
https://www.alibabacloud.com/help/doc-detail/93685.htm#task-fzb-hjc-mfb
https://ram.console.aliyun.com/


iii. On the Sett ings page, click the AdvancedAdvanced tab.

iv. In the Domain AliasDomain Alias sect ion, click Creat e Domain AliasCreat e Domain Alias.

v. In the Creat e Domain AliasCreat e Domain Alias panel, specify Domain NameDomain Name and click OKOK.

vi. Copy the verificat ion code.

2. Add a TXT record in the system of your DNS service provider.

If  you use Alibaba Cloud DNS, configure the TXT record in the Alibaba Cloud DNS console. You must
enter the verificat ion code that you copied in Step in the ValueValue field. For more information, see
Add DNS records.

3. Log on to the RAM console to verify the ownership of the domain name.

i. In the left-side navigation pane, choose Ident it iesIdent it ies >  > Set t ingsSet t ings.

ii. In the Domain AliasDomain Alias sect ion of the AdvancedAdvanced tab, click Domain Ownership Verif icat ionDomain Ownership Verif icat ion.

iii. In the Verif y Domain OwnershipVerif y Domain Ownership message, view the verificat ion result  and click OKOK.

What's nextWhat's next
The RAM users of your Alibaba Cloud account can use the default  domain name to log on to the RAM
console. The logon name of a RAM user follows the format of  <UserName>@<DomainAlias> . For more
information, see Log on to the Alibaba Cloud Management Console as a RAM user.

You can use the domain alias to simplify the procedure of configuring SAML-based single sign-on (SSO).
For more information, see Configure the SAML settings of Alibaba Cloud for user-based SSO.
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This topic describes how to create an AccessKey pair for a Resource Access Management (RAM) user. An
AccessKey pair is a long-term credential for a RAM user. A RAM user can use an AccessKey pair to access
Alibaba Cloud resources by calling API operations or by using other development tools.

ContextContext
To ensure account security, we recommend that you create AccessKey pairs for RAM users instead of
your Alibaba Cloud account.

ProcedureProcedure
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. On the UsersUsers page, click the username of a specific RAM user.

4. In the User AccessKeysUser AccessKeys sect ion, click Creat e AccessKey PairCreat e AccessKey Pair.

5. In the Creat e AccessKey PairCreat e AccessKey Pair dialog box, view the AccessKey ID and AccessKey secret.

You can click Download CSV FileDownload CSV File to download the AccessKey pair or click CopyCopy to copy the
AccessKey pair.

6. Click CloseClose.

Not eNot e

The AccessKey secret  is displayed only when you create an AccessKey pair, and is
unavailable for subsequent queries. We recommend that you save the AccessKey secret
for subsequent use.

If  the AccessKey pair is disclosed or lost, you must create another AccessKey pair. You
can create a maximum of two AccessKey pairs.

Related informationRelated information
CreateAccessKey

This topic describes how to view the information about an AccessKey pair. The information includes the
AccessKey ID, status, t ime when the AccessKey pair was last  used, and t ime when the AccessKey pair
was created.

ProcedureProcedure
1. Log on to the RAM console by using your Alibaba Cloud account.

5.AccessKey pairs5.AccessKey pairs
5.1. Create an AccessKey pair for a RAM5.1. Create an AccessKey pair for a RAM
useruser

5.2. View the information about an5.2. View the information about an
AccessKey pairAccessKey pair
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2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. On the UsersUsers page, click the username of a specific RAM user.

4. In the User AccessKeysUser AccessKeys sect ion of the page that appears, view the information about AccessKey
pairs.

Not e Not e The AccessKey secret  is displayed only when you create an AccessKey pair. The
AccessKey secret  is unavailable for subsequent queries.

You can create a maximum of two AccessKey pairs for each RAM user. If  you have used an AccessKey
pair for more than three months, we recommend that you rotate the AccessKey pair in a t imely manner.
This reduces the probability of AccessKey pair leak.

ProcedureProcedure
1. Create an AccessKey pair for rotat ion. For more information, see Create an AccessKey pair for a RAM

user.

2. Update all applications and systems to use the new AccessKey pair.

Not e Not e If  you want to check whether the new or original AccessKey pair is in use, perform
the following steps: Log on to the RAM console and go to the details page of the required
user. In the User AccessKeysUser AccessKeys sect ion, f ind the new and original AccessKey pairs. View the
values in the Last  UsedLast  Used column.

3. Disable the original AccessKey pair. For more information, see Disable an AccessKey pair.

4. Confirm that your applications and systems are properly running.

If  the applications and systems are properly running, the update succeeds. You can delete the
original AccessKey pair.

If  an application or system stops running, you must enable the original AccessKey pair, and
repeat Step 2 to Step 4 until the update succeeds.

5. Delete the original AccessKey pair. For more information, see Delete an AccessKey pair.

What's nextWhat's next
We recommend that you regularly rotate AccessKey pairs.

This topic describes how to disable an AccessKey pair of a Resource Access Management (RAM) user. If
the permissions required by a RAM user change or if  the RAM user no longer needs to access Alibaba
Cloud resources by calling API operations, you can disable an AccessKey pair of the RAM user.

ProcedureProcedure
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. On the UsersUsers page, click the username of a specific RAM user.

5.3. Rotate AccessKey pairs5.3. Rotate AccessKey pairs

5.4. Disable an AccessKey pair5.4. Disable an AccessKey pair
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4. In the User AccessKeysUser AccessKeys sect ion of the page that appears, f ind the specific AccessKey pair and
click DisableDisable in the Act ionsAct ions column.

Not e Not e To re-enable the AccessKey pair, click EnableEnable in the Act ionsAct ions column.

5. Click OKOK.

Related informationRelated information
UpdateAccessKey

This topic describes how to delete an AccessKey pair for a Resource Access Management (RAM) user. If
a RAM user no longer needs to access Alibaba Cloud resources by calling API operations or using other
development tools, you can delete an AccessKey pair of the RAM user.

PrerequisitesPrerequisites
Before you delete an AccessKey pair, you can query the t ime when the AccessKey pair was last  used to
determine whether the AccessKey pair is in use. For information about how to query the t ime when an
AccessKey pair was last  used, see View the information about an AccessKey pair.

Not ice Not ice If  you delete an AccessKey pair that is being used, system errors may occur. Proceed
with caution.

ProcedureProcedure
1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. On the UsersUsers page, click the username of a specific RAM user.

4. In the User AccessKeysUser AccessKeys sect ion of the page that appears, f ind the specific AccessKey pair and
click Delet eDelet e in the Act ionsAct ions column.

5. Click OKOK.

Related informationRelated information
DeleteAccessKey

5.5. Delete an AccessKey pair5.5. Delete an AccessKey pair
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Mult i-factor authentication (MFA) is an easy-to-use and effect ive authentication method. In addit ion to
username password authentication, MFA provides an extra layer of protect ion. MFA enhances security
for your account.

Types of MFA devicesTypes of MFA devices
MFA devices are classified into various types. Alibaba Cloud supports the following two types of MFA
devices:

Virt ual MFA devicesVirt ual MFA devices

Time-based one-t ime cipher algorithm (TOTP) is a mult i-factor authentication protocol that is widely
used. Applications that support  TOTP on devices such as mobile phones are called virtual MFA
devices. For example, both the Alibaba Cloud app and the Google Authenticator app are virtual MFA
devices. If  you enable a virtual MFA device, you must enter the 6-digit  verificat ion code that is
generated on the device when you log on to the Alibaba Cloud Management Console. This prevents
unauthorized logon due to password theft .

U2F securit y keysU2F securit y keys

Universal 2nd Factor (U2F) is a mult i-factor authentication protocol that is widely used and hosted by
the Fast  Identity Online (FIDO) Alliance. For more information, visit  Fast  Identity Online (FIDO) Alliance.
The protocol is used to provide an efficient  and universal mult i-factor authentication method. A
hardware device that supports Web Authentication is a U2F security key, such as YubiKey produced
by Yubico. You can plug a U2F security key into a USB port  on your computer. Then, you can complete
mult i-factor authentication by tapping the button on the device when you log on to the Alibaba
Cloud Management Console. For more information, see Web Authentication.

Usage notesUsage notes
If  you have enabled an MFA device, you must perform the following steps when you log on to the
Alibaba Cloud Management Console:

1. Enter the username and password of your account.

2. Enter the verificat ion code that is generated by the virtual MFA device. Alternatively, pass the U2F
authentication.

For more information, see Enable an MFA device for an Alibaba Cloud account  and Enable an MFA device for a
RAM user.

LimitsLimits
Virtual MFA devices can be used when you log on to the Alibaba Cloud Management Console from a
browser or the Alibaba Cloud app.

U2F security keys have the following limits:

U2F security keys can be used only on computers with USB ports. If  you log on to the Alibaba Cloud
Management Console from a browser on a mobile device or from the Alibaba Cloud app, you
cannot use U2F security keys. If  you use a virtual machine or Remote Desktop Services, U2F
authentication is not supported.

6.Multi-factor authentication6.Multi-factor authentication
6.1. What is multi-factor authentication6.1. What is multi-factor authentication
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You can use U2F security keys only when you log on to the Alibaba Cloud Management Console by
using the signin.alibabacloud.com domain name. If  you use the signin-intl.aliyun.com domain name
that was previously supported by Alibaba Cloud, U2F authentication is not supported.

You can use U2F security keys in the following versions of browsers that support  Web
Authentication (WebAuthn):

Google Chrome 67 and later

Opera 54 and later

Mozilla Firefox 60 and later

Not e Not e If  you use Mozilla Firefox, you must manually enable the U2F feature by
performing the following operations: Enter  about:config  in the address bar of your
browser to go to the browser configuration page. On this page, search for  u2f  and set
the securit y.webaut h.u2fsecurit y.webaut h.u2f  parameter to t ruet rue. For more information, see the Mozilla Firefox
help documentation.

This topic uses Google Authenticator app as an example to describe how to enable a mult i-factor
authentication (MFA) device for an Alibaba Cloud account. After an MFA device is enabled, it  provides
addit ional security protect ion for your Alibaba Cloud account.

PrerequisitesPrerequisites
The Google Authenticator app is downloaded and installed on your mobile device. You can use one of
the following methods to download the Google Authenticator app:

For iOS, download the Google Authenticator app from the App Store.

For Android, download the Google Authenticator app from your preferred app store.

Not e Not e For Android, you must also download and install a quick response (QR) code scanner
from an app store for Google Authenticator to identify QR codes.

ProcedureProcedure
1. Log on to the Alibaba Cloud Management Console by using your Alibaba Cloud account.

2. Move the pointer over the profile picture in the upper-right corner of the console, and click
Securit y Set t ingsSecurit y Set t ings.

3. In the Account  Prot ect ionAccount  Prot ect ion sect ion of the Securit y Set t ingsSecurit y Set t ings page, click EditEdit .

Not e Not e MFA is renamed Time-based One-t ime Password (TOTP).

4. On the T urn on Account  Prot ect ionT urn on Account  Prot ect ion page, select  scenarios and the T OT PT OT P verificat ion method.
Then, click SubmitSubmit .

5. On the Ident it y Verif icat ionIdent it y Verif icat ion page, select  a verificat ion method.

6. In the Inst all t he applicat ionInst all t he applicat ion step, click NextNext .

6.2. Enable an MFA device for an Alibaba6.2. Enable an MFA device for an Alibaba
Cloud accountCloud account
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7. On your mobile device, enable a virtual MFA device.

Not e Not e The following example shows how to enable a virtual MFA device in the Google
Authenticator app on your mobile device that runs iOS.

i. Open the Google Authenticator app.

ii. Click Get  st art edGet  st art ed and select  one of the following methods to enable a virtual MFA device:

Tap Scan a QR codeScan a QR code in the Google Authenticator app and scan the QR code that is
displayed in the Enable t he MFAEnable t he MFA step of the Alibaba Cloud Management Console. This
method is recommended.

Tap Ent er a set up keyEnt er a set up key, enter an account and the key of the account, and then tap AddAdd.

Not e Not e In the Enable t he MFAEnable t he MFA step of the Alibaba Cloud Management Console,
move the pointer over Scan f ailedScan f ailed to view the account and key.

8. In the Enable the MFA step of the Alibaba Cloud Management Console, enter the dynamic
verificat ion code that is displayed in the Google Authenticator app. Then, click NextNext  to complete
the account protect ion sett ings.

Not e Not e Verificat ion codes in the Google Authenticator app are updated at  an interval of
30 seconds.

What's nextWhat's next
If  you use the Alibaba Cloud account to log on to the Alibaba Cloud Management Console after you
enable the virtual MFA device, you are prompted to enter the following verificat ion information:

1. Enter the username and password of the RAM user.

2. Enter the verificat ion code that is generated by the virtual MFA device.

Not eNot e

The virtual MFA device that is enabled for an Alibaba Cloud account does not affect  the
logon of the RAM users that belong to the Alibaba Cloud account.

Before you uninstall your application that is used for MFA or unbind a virtual MFA device, you
must log on to the Alibaba Cloud Management Console and disable the virtual MFA device.
Otherwise, a logon failure may occur.

Related informationRelated information
BindMFADevice

6.3. Disable an MFA device for an Alibaba6.3. Disable an MFA device for an Alibaba
Cloud accountCloud account
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If  you no longer need a mult i-factor authentication (MFA) device that is enabled for an Alibaba Cloud
account or you want to change the MFA device, you can disable the MFA device for the Alibaba Cloud
account. This topic uses the Google Authenticator app as an example to describe how to disable an
MFA device for an Alibaba Cloud account.

ProcedureProcedure
1. Log on to the Alibaba Cloud Management Console by using your Alibaba Cloud account.

2. Move the pointer over the profile picture in the upper-right corner of the console, and click
Securit y Set t ingsSecurit y Set t ings.

3. In the Account  Prot ect ionAccount  Prot ect ion sect ion of the Securit y Set t ingsSecurit y Set t ings page, click EditEdit .

Not e Not e MFA is renamed TOTP.

4. Click T urn of fT urn of f  in the Account  Prot ect  set t ingsAccount  Prot ect  set t ings sect ion.

5. On the Identity Verificat ion page in the Alibaba Cloud Management Console, enter the dynamic
verificat ion code that is displayed in the Google Authentication app, and click SubmitSubmit .

This topic describes how to enable a mult i-factor authentication (MFA) device for a Resource Access
Management (RAM) user. Virtual MFA devices and Universal 2nd Factor (U2F) security keys are two types
of MFA devices. After you enable an MFA device, it  provides higher security protect ion for the RAM user.

Not e Not e You can enable only one type of MFA device for a RAM user.

Enable a virtual MFA deviceEnable a virtual MFA device

PrerequisitesPrerequisites
Before you can enable a virtual MFA device, you must download and install the Google Authenticator
app on your mobile device. You can use one of the following methods to download the Google
Authenticator app:

For iOS, download the Google Authenticator app from the App Store.

For Android, download the Google Authenticator app from your preferred app store.

Not e Not e For Android, you must also download and install a quick response (QR) code scanner
from an app store for Google Authenticator to identify QR codes.

Enabling methodsEnabling methods
You can use one of the following methods to enable a virtual MFA device based on your business
requirements:

You can enable a virtual MFA device by using an Alibaba Cloud account or a RAM user that has
administrat ive rights in the RAM console.

If  you have selected Required for Enable MFA when you create a RAM user, you are required to bind a
virtual MFA device upon the logon of the RAM user. You can select  Virt ual MFA DeviceVirt ual MFA Device in the
Enable MFA DeviceEnable MFA Device dialog box and go to .

6.4. Enable an MFA device for a RAM user6.4. Enable an MFA device for a RAM user
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If  a RAM user of your Alibaba Cloud account is allowed to manage its own virtual MFA device, the
RAM user can enable the virtual MFA device in the RAM console. To enable a virtual MFA device,
perform the following operations: Move the pointer over the profile picture in the upper-right corner
of the console and click Securit y Inf ormat ion ManagementSecurit y Inf ormat ion Management . On the Virt ual MFA DeviceVirt ual MFA Device tab of
the Console LogonConsole Logon page, click Enable Virt ual MFA DeviceEnable Virt ual MFA Device and go to .

ProcedureProcedure
1. Log on to the RAM console by using your Alibaba Cloud account or a RAM user that has

administrat ive rights.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. In the User Logon Name/Display NameUser Logon Name/Display Name column, click the username of the RAM user for which
you want to enable a virtual MFA device.

4. On the page that appears, click the Aut hent icat ionAut hent icat ion tab. Then, click the Virt ual MFA DeviceVirt ual MFA Device tab.

5. Click Enable Virt ual MFA DeviceEnable Virt ual MFA Device.

6. On your mobile device, enable a virtual MFA device.

Not e Not e The following example shows how to enable a virtual MFA device in the Google
Authenticator app on your mobile device that runs iOS.

i. Open the Google Authenticator app.

ii. Click Get  st art edGet  st art ed and select  one of the following methods to enable a virtual MFA device:

Tap Scan a QR codeScan a QR code in the Google Authenticator app. Then, scan the QR code that is
displayed on the Scan t he code.Scan t he code. tab in the RAM console. This method is recommended.

Tap Ent er a set up keyEnt er a set up key. Then, enter the account and key that you obtained from the QRQR
Inf ormat ionInf ormat ion tab in the RAM console, and tap AddAdd.

7. In the RAM console, enter the two consecutive verificat ion codes that are displayed in the Google
Authenticator app. Then, click Conf irm BindConf irm Bind.

Not e Not e 您还可以设置是否允许RAM用户保存MFA验证状态7天保存MFA验证状态7天，如果为允许，则RAM用户使
用MFA登录时，可以选中记住这台机器，7天内无需再次验证记住这台机器，7天内无需再次验证，就可以在7天内免MFA验证。关于
具体的设置方法，请参见Configure security policies for RAM users。

Enable a U2F security keyEnable a U2F security key

Enabling methodsEnabling methods
You can use one of the following methods to enable a U2F security key based on your business
requirements:

You can enable a U2F security key by using an Alibaba Cloud account or a RAM user that has
administrat ive rights in the RAM console.

If  you have selected Required for Enable MFA when you create a RAM user, you are required to bind
an MFA device upon the logon of the RAM user. You can select  U2F Securit y KeyU2F Securit y Key in the Enable MFAEnable MFA
DeviceDevice dialog box and go to.

If  a RAM user of your Alibaba Cloud account is allowed to manage its own MFA device, the RAM user
can enable a U2F security key in the RAM console. To enable a U2F security key, perform the following
operations: Move the pointer over the profile picture in the upper-right corner of the console and
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click Securit y Inf ormat ion ManagementSecurit y Inf ormat ion Management . On the U2F Securit y KeyU2F Securit y Key tab of the Console LogonConsole Logon
page, click Enable U2F Securit y KeyEnable U2F Securit y Key and go to .

ProcedureProcedure
1. Log on to the RAM console by using your Alibaba Cloud account or a RAM user that has

administrat ive rights.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. In the User Logon Name/Display NameUser Logon Name/Display Name column, click the username of the RAM user for which
you want to enable a virtual MFA device.

4. On the page that appears, click the Aut hent icat ionAut hent icat ion tab. Then, click the U2F Securit y KeyU2F Securit y Key tab.

5. Click Enable U2F Securit y KeyEnable U2F Securit y Key.

6. On the Bind U2F Securit y KeyBind U2F Securit y Key page, bind the RAM user to the U2F security key.

Not e Not e Before you perform the following operations, you must understand the limits on
U2F security keys. For more information, see Limits.

i. Plug the U2F security key into the USB port  on your computer.

ii. Tap the button of the U2F security key.

iii. In the message that prompts you to obtain the U2F security key, click OKOK.

iv. In the message indicating that the U2F security key is obtained, click Conf irm BindConf irm Bind.

What's nextWhat's next
After you enable the MFA device and use the RAM user to log on the Alibaba Cloud Management
Console again, the console prompts you to perform the following operations:

1. Enter the username and password of the RAM user.

2. Enter the verificat ion code that is generated by the virtual MFA device. Alternatively, pass the U2F
authentication.

Not eNot e

If you want to change the type of MFA device that is bound to a RAM user, you must log on
to the RAM console, disable the MFA device, and then bind the RAM user to another MFA
device. For more information, see Disable an MFA device for a RAM user.

If  the virtual MFA device is uninstalled before you disable the MFA device, or your U2F
security key is lost, you cannot log on to the Alibaba Cloud Management Console. If  this
happens, you must use your Alibaba Cloud account or the RAM user that has administrat ive
rights to log on to the RAM console and disable the MFA device. Then, bind the RAM user to
an MFA device. For more information, see Disable an MFA device for a RAM user.

Related informationRelated information
BindMFADevice

6.5. Disable an MFA device for a RAM user6.5. Disable an MFA device for a RAM user
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If  you no longer require a mult i-factor authentication (MFA) device enabled for a Resource Access
Management (RAM) user, or you want to change the type of the MFA device that is bound to a RAM
user, you can disable the MFA device for the RAM user by using your Alibaba Cloud account or a RAM
user that has administrat ive rights.

ProcedureProcedure
1. Log on to the RAM console by using your Alibaba Cloud account or a RAM user that has

administrat ive rights.

Not e Not e If  a RAM user of your Alibaba Cloud account is allowed to manage its own MFA
device, the RAM user can disable the MFA device in the RAM console. To disable an MFA device,
perform the following operations: Move the pointer over the profile picture in the upper-right
corner of the console and click Securit y Inf ormat ion ManagementSecurit y Inf ormat ion Management . On the Virt ual MFAVirt ual MFA
DeviceDevice tab of the Security Management page, click Disable Virt ual MFA DeviceDisable Virt ual MFA Device. You can also
click Disable U2F Securit y KeyDisable U2F Securit y Key on the U2F Securit y KeyU2F Securit y Key tab.

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

3. In the User Logon Name/Display Name column, click the username of the RAM user for which you
want to disable an MFA device.

4. On the page that appears, click the Aut hent icat ionAut hent icat ion tab.

On the tab, click the Virt ual MFA DeviceVirt ual MFA Device tab and click Disable Virt ual MFA DeviceDisable Virt ual MFA Device. The virtual
MFA device is disabled.

On the tab, click the U2F Securit y KeyU2F Securit y Key tab and click Disable U2F Securit y KeyDisable U2F Securit y Key. The U2F
security key is disabled.

5. Click OKOK.

Related informationRelated information
UnbindMFADevice
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