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2.1 WebMAERNER
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https://signin.aliyun.com/oauth2/v1/auth?
client_id=123****

redirect_uri=https%3A%2F%2Fyourwebapp.com%2Fauthcallback%2F&

response_type=code&
scope=openid%20%2Facs%2Fccc&
access_type=offline&




state=123456****
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GET HTTP/1.1 302 Found

Location: https://yourwebapp.com/authcallback/?code=ABAFDGDFXYZW888&state=

123456****
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HRENR RS REE)E R ML . https://oauth.aliyun.com/v1/token,
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client_secret & N, BIEREULIRSE
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POST /v1/token HTTP/1.1
Host: oauth.aliyun.com

Content-Type: application/x-www-form-urlencoded

code=ABAFDGDFXYZW888&
client_id=123****

client_secret="your_client_secret’&
redirect_uri=https://yourwebapp.com/authcallback/&
grant_type=authorization_code
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{

"access_token": "eyJraWQiOiJrMTIzNCIsImVu****",

"token_type": "Bearer",
"expires_in": 3600,

"refresh_token": "Ccx63VVeTn2dxV7ovXXfLtAQLLERA****",

"id_token": "eyJhbGciOijlUuz|1****"
}
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POST /v1/token HTTP/1.1
Host: oauth.aliyun.com

Content-Type: application/x-www-form-urlencoded
refresh_token=Ccx63VVeTn2dxV7ovXXfLtAqQLLERAH1Bc&

client_id=123****
client_secret="your_client_secret'&
grant_type=refresh_token
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"access_token": "eyJraWQiOiJrMTIzNCIsImVu****",
"token_type": "Bearer",
"expires_in": 3600,
}
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client_secret & BRI 240
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4. MEZ=O0Auth 2.0BR$SFEE@EINative N A FREIFRARB LA K25 .
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6. M2 = 0Auth 2.0BR55EINative iz IR [EI S,
7. Native Vi@ KEREIS B I E =R E A BIAPIEIIEK
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", KEREIA: 43~12810F R,

2. N AEEtransformiy 5 R ikFEM code_challenge, [FAERIFZNENEES:
code_challenge LAK &k code_challengefI 5= .

code_challenge = transform(code_verifier, [Plain|5256])

AR B

plain IR transformBy A XiEFE Aplain, BBA
code_challenge5code_verifierf{E48E,

S256 nRtransformiy 7 R iEFEHNS256, Fb

4code_challenge%Fcode verifier
MISHA256I5F1E.

code_challenge=BASE64URL-Encode(
SHA256(ASCll(code_verifier)))

HEA:
IB7F &A% A\ Acode_verifier BASCIIZRES
B, REEZINAHFRBEFEHITBASE6S-
URL%RE3,
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MENAXBAARAS256, £hkcode_verifiert{E A dBjftjeZ4CVP-mB92K27uhbUjU1p1r_ ww
1gFWFOEjXk, #B4Acode_challenge’5E9Melhoa20wvFrEMTJguCHaoeK1t8URWbuGJSstw-

cM,

3. NFREURRBE, EEARNBRELIESEEN, REHREIIHTEHHMESTMASHE,

SN E e Ecode_verifier, BR$ZinIRIRMN FHiERE A transformBA X X code_verifieri# {71t
8, B4R 5code_challengei#fTxftt, MR —HNMAIFDSHE,
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1. Native iz FBE NI 2848 F P EE @ E 1 2 = 0Auth 2.0BRSS MMIREUEE,

R EE R : https://signin.aliyun.com/oauth2/v1/auth,

£ 2-7: ERBH

SHER REYIE ik

NAES43ID,

i

client_id

IENANEERURIZ—,

i

redirect_uri

IREIZEE, RIFOAuUth 2.01h
W, BEISZFIREISERIEL
{&Acode,
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response_type
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RN REIOAUthSEEIFIZ,
WMAREELSHEE, NEA
AN ANZER0AuthSBE,

scope
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N FiEd stateS £ SLMES 7
BH, flm: REREF. £
AnoncefE B MR > CSRFE,
&, statellRIEEHNERF
58, MEZROAUth 2.0/RS
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BEFREERERESH T UME
ZER,
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MERIEEWSE, MEIAE
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code_challenge_method
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code_challenge
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enge_method, XJREHLE
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BAmE, HENERER
code_challengeZ2#8V{E#E
BRBIERPER,
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MERIEELSE, WEE
{EProof Key#l&l, EE
BAEREERSENEAE
EiSEHMNAIcode_verifier
, EENRBEERTI A EE
WA TEBUR RS,

BRH

https://signin.aliyun.com/oauth2/v1/authorize?
client_id=98989****
redirect_uri=meeting%3A%2F%2Fauthorize%2F
&response_type=code
&scope=openid%20%2Fworksuite%2Fuseraccess
&state=123456****

&code_challenge=E9Melhoa20wvFrEMTJguCHaoeK1t8URWbuGJSst****
&code_challenge_method=5256

IR @74

GET HTTP/1.1 302 Found

Location: meeting://authorize/?code=ABAFDGDFXYZW888&state=123456****

2. Native Nz Fi{# B M fI B = OAuth 2.0l RFSEHIEREZAFP SRS,

HRELA RS R E9iE KM . https://oauth.aliyun.com/v1/token,

£ 2-8: iBRBH

BHEBR BEBIk faik

code = IAE R P IRENAR NS .

client_id 2 MBI S4ID,

redirect_uri = VBB RPIRENSH.

grant_type = RIFOAuUth 2.01MY, BUEAR
authorization_code,
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REDIE

ik

code_verifier

iy

MaERPEM N code
verifier, ¥R FEREGIERP
#code_challenges#,

BRI

POST /v1/token HTTP/1.1
Host: oauth.aliyun.com

Content-Type: application/x-www-form-urlencoded

code=ABAFDGDFXYZW888&
client_id=98989****

redirect_uri=meeting://authorize/&
grant_type=authorization_code&
code_verifier=dBjftjeZ4CVP-mB92K27uhbUJUTp1r_wW1gFWFOEjXk

£ 2-9: EE&H

SHER

iR

access_token

HEISHE, HRSEITURERRFSR, NA
ERALIHRLEKNEREZAPI, NAREE
BRpRSENS N, EEERRT,

expires_in NSRRI REMETE, BAUAD,
token_type RS HEEIEE, BENBearer,
id_token 5SSk, id_tokenIOAuUth&Z

BIJWT (JSON Web Token) . tIER¥IAIERE
scopesH BT openid, MIREISNSHE,

refresh_token

RIFT<RE . WSEHOJLAERER, Nativel
AREREHOSHENE, TTUAEERESRIH
LHE.

IR @74

"access_token": "eyJraWQiOiJrMTIzNCIsImVuYyl6****",

"token_type": "Bearer",
"expires_in": 3600,

"refresh_token": "Ccx63VVeTn2dxV7ovXXfLtAQLLERA****",
"id_token": "eyJhbGciOiJIUz|1****"

}
IKERFR B8] <

HRENR B S RER)iE R ML . https://oauth.aliyun.com/v1/token,
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BHEWR EEMiE 3%
refresh_token = AL A 10 S M RS H
RIFTHE
client_id = MAKSHID,
grant_type = RIFOAUh 2.01/MY, BUEAR
refresh_token,
BRI

POST /v1/token HTTP/1.1

Host: oauth.aliyun.com

Content-Type: application/x-www-form-urlencoded
refresh_token=Ccx63VVeTn2dxV7ovXXfLtAqQLLERAH****
client_id=98989****

grant_type=refresh_token

£ 2-11: EE&¥

BB iR

access_token FEOIE IR A, N FR{E R AR 1) < hE SR 1 1] o
EZ=API,

expires_in RSB REHEE, BUAD,

token_type SRR, BB NBearer,

pAE R

"access_token": "eyJrawQiOiJrMTIzNCIsImVuYyl6****",
"token_type": "Bearer",
"expires_in": 3600,

}

i%ER:
RRERPHREES BAERBERIUL DS ERE{E—, BEAE5refresh_tokenflid_token,
R R

NativeNFIEREX T R < ke, ERPRESRNANKAFKECHIKS ALADBIRE, D7
HRIFHE

BRI SRR RIS KMt : https://oauth.aliyun.com/v1/revoke,




£ 2-12: EREBH

BHER BERIE iR
token = FEMENRFSME,
client_id = MAKSHID,

2.3 i &iTOIDCERAPER

OIDC (OpenID Connect) 2 #E0Auth 2.0E 8 FEI—MNMAEWMY, ARG B N B in{afE
FOIDCRERIEZERAFHNER.

AR &R

NARBAFERESREAFEZCIZNA, NNARMIESNEIR. OAuthEEM@E ML FXRE
R, AANBERNAZHR, FEESLEIZNA,

OIDCE XS
;a2 iR AR
B OIDCOIAANATARZERHAFHNEMNSHE, BNSHMATIRIHS.
ERBEAFPER, AERTIHORMERRS,




B L
O'EC discovery OIDCHMYE A T FRAMendpoint B FREEH, discovery endpoint
endpoint X
PESO0IDCMYITRENBEREERER, FEAREFER.
@ RER:
Discovery endpoint2i@idJSONX IRzt —RIEE, HPEFFE
NRMEER, FII: IMCHFRNMAEE SEMAENERE. 5%
LESLZPENMUMSZELE,
IR ={EAOIDCARSZ IR E, R T —" Ndiscovery endpoint: https://
oauth.aliyun.com/.well-known/openid-configuration3g &L & &
*io
Discovery endpoint8 &R B RAEINT :
"code_challenge_methods_supported": [
"plain",
|I5256Il
1,
"subject_types supported": [
"public"
1
"response_types supported": |
llcodell
"Iissuer": "https://oauth.aliyun.com"”,
"jwks_uri": "https://oauth.aliyun.com/v1/keys",
"revocation_endpoint": "https://oauth.aliyun.com/v1/revoke",
"token_endpoint": "https://oauth.aliyun.com/v1/token",
"id_token_signing_alg values_supported": [
"RS256"
1
"scopes_supported": [
"openid",
"aliuid",
"profile"
"'authorization_endpoint": "https://signin.aliyun.com/oauth2/
v1/auth"
}
BARE




1. AFEENEHRERMNA.
2. NAEEOHEE=OIDCARSHIBURLIRE AN K28,

:
MEAFERBR, WSE—SEEAEFNETERRS.
3. AFPBENEEERAEROIDCARFZHEBIFENE,
4. 2 ROIDCARS EE M N AFR BRI LA N EEE .
5. X 452818 i PR sk PR AR B [8) [ 2 ZOIDCAR S ERIE B S h2.

WA SHLENER RN, BERANARNSHLEEL TN,
6. MEZOIDCRFBEANAERESNSE, NABESHSERETLERBAFESR.

ESNLEATRBAFAERNBRT, BTSHSHEHNAERMNOIDCIRSIRERE, Eit
NAREERIESHNES,

AP ERRLERAIES AP ERRERG,
ESHLTEATNANS M ARERZ BEGENZERT, AMRIEERRE, BENNAEZENS
DL RREITINIE

WMARIESHLRE, B2AMIESHSHEEWT (JSON Web Token) &2,
MARREHSRELSTH
BRI

private List getSignPublicKey() {
HttpResponse response = HttpClientUtils.doGet("https://oauth.aliyun.com/v1/keys");
List rsaKeyList = new ArrayList();
if (response.getCode() == 200 && response.isSuccess()) {
String keys = JSON.parseObject(response.getData()).getString("keys");
try {
JSONArray publicKeyList = [SON.parseArray(keys);
for (Object object : publicKeyList) {
RSAKey rsaKey = RSAKey.parse(JSONObject.toJSONString(object));
rsaKeyList.add(rsaKey);

return rsaKeyList;
} catch (Exception e) {
LOG.info(e.getMessage());

}
LOG.info("GetSignPublicKey failed:{}", response.getData());
throw new AuthenticationException(response.getData());



}
BESHSMEWT (JSON Web Token) &8

FMERMANBSNSEEBFTEEINIWT, EZEENWSIRAERS256, SNABERRIBAFER
i, MEFENSHSEHTRIE, BFUTLAINTE:

ERWIE: BEOAUthIRSAHNEZ AN, RIESNLMNESMNTEM.
BYWHRIE: ESEMANENSEI R ENERE.
RESEERRE : HIEMALEMNANSHSERERARNA.

BRI

public boolean verifySign(SignedJWT signed)WT) {
List publicKeyList = getSignPublicKey();
RSAKey rsaKey = null;
for (RSAKey key : publicKeyList) {
if (signed)WT.getHeader().getKeyID().equals(key.getKeyID())) {
rsaKey = key;

}
if (rsaKey != null) {
try {
RSASSAVerifier verifier = new RSASSAVerifier(rsaKey.toRSAPublicKey());
if (signedJWT.verify(verifier)) {
return true;

} catch (Exception e) {
LOG.info("Verify exception:{}", e.getMessage());

}
}

throw new AuthenticationException("Can't verify signature for id token");

}
APERERTRA

% 2-13: HeaderiEE£&#

BHER fii iR E=ER OAuth SEE
alg BEE, openid
kid WIESMHSEELFERANA openid

1, AFZEEALAARIES
2, BHESHSEEEN,

% 2-14: BodyiEE &%

BB iR ®EMN OAuth SEE

exp SIS BT 1], openid

sub SHEEAR, ZEREFPH UID, openid




BHER fiiid EFEM OAuth BE

aud SHERE, OAUuthRZFID, openid

iss ShEmA#E. BUEAhttps:// | openid
oauth.aliyun.com,

iat LA B8] , openid

name ERAFPHNERER, profile

upn ZREFBUPN (User profile
Principal Name) , RAMAF
BREASREZSH,

login_name MEBERKSHERZ, MEZIK |profile
SERNASIREZSH,

aid ERAFBENMERKSID, |aliuid

uid ERAFNMERKSID, aliuid

ER

iR [E|Header

{

"alg": "RS256",

"kid": "JC9wxzrhg)0gtaCEt2QLUfevEUIwltFhui401bh****"

}
iR[E]Body

ATREGE, XERTHNERMENSHLEORE., EREMAMBNSHNSHE, FHEESRT

IESHSEEWT (JSON Web Token) &4,

fil £ ZMK S 15K ETAYIR B Body

{
"exp": 1517539523,

"sub": "123456789012****",
"aud": "4567890123456****",
"iss": "https:\/\/oauth.aliyun.com",// ik

"iat": 1517535923,

"name": "alice", //BRAFNEREMR
"login_name":"alice@example.com", // IR =IKSHERZ
"aid": "123456789012****", //33 N H9f] B = kS 1D

"uid": "123456789012****" //&ZFAFP N E=KSID

}
RAMHA FiE K BT8R EBody

{
"exp": 1517539523,

"sub": "123456789012****",
"aud": "4567890123456****",




"iss": "https:\/\/oauth.aliyun.com",

"iat": 1517535923,

"name": "alice", //ERBAFPHEREMR

"upn": "alice@example.com",// RAMB & RZ
"aid": "123456789012****" //3} R #fa] B =K S ID
"uid": "234567890123****", /I ZRAF WM E =K SID

E2ER

BRTY BEERRRBHSHE, Sto]IERIUp RS EERIEAUserinfoiz NREBAFER, ZEOY
MERIESHEARERE, REERAMNE,

a:
OIDCHZERT, BIRBopenid, alividMprofilelX/LNMEEREME, BRREESHE, LI
LR BER FIEAUserinfoixO,

REVA PSR EERMIE . https://oauth.aliyun.com/v1/userinfo,

REISHUN TR
BHER fiiid SEMN OAuth SEE
sub ERAFHUID, openid
name ERAFPNERER. profile
upn ZFRAFHUPN (User profile
Principal Name) . RAMAF
BRI SIREZESH .
login_name IBERKSHERE. MEZK |profile
SERNARREZSEH,
aid ERAFPFENAMERKSID, |aliuid
uid ERAFPNMERKESID, aliuid
BRI

GET v1/userinfo HTTP/1.1
Host: oauth.aliyun.com
Authorization: Bearer SIAV32hkKG

IR[EBody
fi] BB = K515 K BY8YR [E Body

HTTP/1.1 200 OK
Content-Type: application/json

"sub": "12345678901 2****",
"name": "alice", //BFBFPHNEREMR



"login_name":"alice@example.com", // I =ZKSHERSZ
"aid": "123456789012****", //3} M HIfIE =S 1D
"uid": "123456789012****", //ERAF N EZ=KSID

}

RAMHA &R H9&R [E Body

HTTP/1.1 200 OK
Content-Type: application/json

"sub": "123456789012****",
"name": "alice", //ERBAFPHNERER
"upn": "alice@example.com",// RAMB & RZ

"aid": "123456789012****" //3t MBI E =MK=ID
"uid": "234567890123****" /I & FHAFP WM EZKSID

2.4 @3 SCIMin G R ENK S EH 2 B ZRAM
W ERmBNEES, AEOHIPNEERAR, SEETERNEEVAREZSATEENKSEEE
=, FIEREISCIMARETMY, EE0AuthNARNZLENR, B REREDHIKSEIE
BELE T E =ihiaiEs (RAM) o,

RRY

BB E =K S I RAMA P& B2 O0Auth R BINR .
BB R =S HRAMA P A AServerAppERBINIR, BR{NEEL B CSKS THIServerAppi®
.,

il

BRER
SCIM (System for Cross-domain Identity Management) X ZRF£H
FRZNASHERE, SCIM 20BN E—IXNRER F, FAESCIMXYREPLE
7&Resource, ResourceEHid. externalldfimeta/g, RFC7643EX T BAHEM
B9User. GroupFlEnterpriseUser, AXBIREIERAUserkRAFHFER. EZXTFSCAMRIE
R, B&Rsam,

FF#EROAuth (Open Authorization) BABFPEBHNENENT —1MRE. AR EREAR
#, E=FXAFMEAFNKSHNEE, MoulRRIAFNENER. 2R ZHR1AI0AUth#ER
A5 AWebApp. NativeAppFiServerApp=7#f, WebAppFINativeApp#i/EF3-legged
OAuth, TiServerApp/& F2-legged OAuth, SCIMEE{FEF2-legged OAuth#HI3k 5= A 5
FARERF (CHZEE) AP (RSRMAE) 2@HENR, NmET T —SRHERLZ IS, EX
FOAuth#IfER, iESMOAuth 2.0f10Auth R FAHEL

fIE Z=SCIM Endpoint: https://scim.aliyun.com,

M 8 = OAuthikEXaccess_tokenBJEndpoint: https://oauth.aliyun.com/v1/token,


http://www.simplecloud.info/#Overview
https://tools.ietf.org/html/rfc6749

i3 8= ) FRUENETE (OAuth) / 2 OAuthNA#ERIG S

$B1: IZOAuthRAHZR

1. ZKSERRAMERFIS,
2. BHOAuthAERE > gIZMA, tIZ0AuthiH,
Ho, RA%BEEServerApp,

el X

* HFAERR @

Ohuth_2LD @app .onaliyun.com

* NASTER @

Odwuth 2LD

RIFEER @
WebApp | Mativedpp | Serverdpp

*ipEERENE @

3600 L

3. BEN AL, AEEMEOAuthBE RIS TR HMOAuthEE.
Hd, OAuthfBE%:#%¥/acs/scim,

FRINOAuthiBRE] X
2 OAuth TER
EN Q Bm=o s
Ohuth =& = (racssecim x )
facsfscim HECERSSTERE

22 MAEhRA: 20200617


https://ram.console.aliyun.com/

i3 8= ) FRUENETE (OAuth) / 2 OAuthNA#ERIG S

4. EMAOAUthBEINE, KRHEEN, RERLHEBIB/N.

HNIBRL IR

SHEER Y

BEEF:  I""@coin-one.com
E=ANE: OAuth_2LO
EEEEREMRE-EETHS

¥ IE S L EERE

EREUESESHTETERE

5. tRNAZEHRE, REEIERA.

SIEN A

Q EEEAER

i76vBICwzehXUIIEr4BP6FTBONVHVW2csEMuBYkbhgsUBB49:xx0OvG2HNevfal BOR

& Fosvine d 551

@ ER:

- BPENERNTIL, BRERRE.
- AppSecretld2ZAHID, A2%4H (client_secret) BA,

$B2: AHKRSEIE
@I EFEE (F80: One ldentity) ZSCIM APIFTN A R E S kS HUE,

- EFiG: BULIESZFE (One ldentity) $FEESCIMER, fAEEIiZ0ne Identity@EH S
&, One ldentityBc & F57%, 152 M Setting up Synchronization with a Cloud Application,

XHERA: 20200617 23


https://support.oneidentity.com/technical-documents/identity-manager/8.0/administration-guide-for-connecting-to-cloud-applications#TOPIC-852179

SCIM API: #&RE]LAEESCIM AP RERR AP HIIKS BRI ARAMA 7, #1TEIZ. MER. &
BB RIRME., SIFWTRAMA P I T E B ITIRIE:
- id: RAMAFID, £Bl—, RFZHEM.
- externalld: RAMAFSME, BRPEAIE—, EFkiEE, ATRENERNRAMARMELRA
HEGPEF X,
3
[:] YK
BT EHI A IZERAMAF Lexternalld=FER,
- userName: RAMAF &M, APRIIHE—, ZEFiKEE.

displayName: RAMAF Z/RER, BEFIHIEE.

BII 2 =SCIM APIE S Ik S #IRIIRIEIN T AR,
1. SKEE B EIServerApptiID (client_id) F1%48 (client_secret) ,
client_id: ERAMIZFISHIRINMATIZE, &EFServerAppAID (client_id) .

=2 E=75MA

RIFHID SEERE] e

2020545136
CAuth_2lO0@app. .onaliyun.com ChAuth_210 ServerApp 463790568674183 U TP
09:37:15

client_secret: #£ERAMIZHIE, CIEZHNRFHNER.

2. i&Eidclient_idfclient_secretifialhttps://oauth.aliyun.com/v1/token, ¥kBXaccess_token,
BRI

curl --location --request POST --header "Authorization: Basic NDAONzE****" https://
oauth.aliyun.com/v1/token?grant_type=client_credentials&client_id=4637905686
74183%***

RE 7RG

{
"scope": "/acs/scim",
"request_id": "8dc768e0-d6fe-4f52-a788-05631dd6c584",
"access_token": "eyJ***hKg",
"token_type": "Bearer",
"expires_in": "3599"



}

3. BRI E =SCIMZ#FHIResourceTypeflSchema,
FESCIMZFFHIResourceType:
curl --location --request GET 'https://scim.aliyun.com/ResourceTypes'
&ifSCIM3Z#HISchema:
curl --location --request GET 'https://scim.aliyun.com/Schemas'
4. B, &8, EXANMRRAMAR,
- BIERAMAF,

BRECVATRATHNKSER, BEESZIINARAMAF B (userName) . BREWR (
displayName) #14M& (externalld) , AFEIEZRAMAF,

=GN IR

curl --location --request POST 'https://scim.aliyun.com/Users' \
--header 'Authorization: Bearer ey)***hKg' \
--header 'Content-Type: application/json' \
--data-raw '{
"displayName": "j2gg0s_****",
"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:User"

2
"externalld": "6e74eec4-ddb5-4e74-bd12-5e7b99b2****",
"userName": "j2gg0screatedbyscim_exa****"

}|
R[5 745 -

{
"displayName": "j2gg0s_****",
"meta": {
"created": "2020-02-14T03:58:59Z2",
"location": "https://scim.aliyun.com/Users/27648498165273****",
"lastModified": "2020-02-14T03:58:592",
"resourceType": "User"

"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:User"

1,
"externalld": "6e74eec4-ddb5-4e74-bd12-5e7b99b2****",
"id": "27648498165273****",

"userName": "j2gg0screatedbyscim_exa****"



}
EiEENRAMAF,

ARZ N

- J@IIGET /Users/{id}, ZifIEEIdBIRAMAF,

/]

- JBIIGET /Users?filter=externalld eq xxx, &iflfgEexternalldB®SRAMAF,

- JEIIGET /Users?filter=userName eq xxx, &EifJfgEuserNamefIRAMEF, EXRRAFIF
RN T o

=GN IR

curl --location --request GET 'https://scim.aliyun.com/Users?filter=userName%
20eq%20%22j2gg0screatedbyscim****%22' \
--header 'Authorization: Bearer ey)***hKg'

IR 3745 -

{
"startindex": 1,
"totalResults": 1,
"itemsPerPage": 30,
"schemas": [

"urn:ietf:params:scim:api:messages:2.0:ListResponse"
1,

"Resources": [

{
"displayName": "j2gg0screatedbyscim****",
"meta": {
"created": "2019-12-11T01:53:192",

"location": "https://scim.aliyun.com/Users/27769827602919****",
"lastModified": "2019-12-11T02:10:392",
"resourceType": "User"

"schemas": |
"urn:ietf:params:scim:schemas:core:2.0:User"

I,

"externalld": "6e74eec4-ddb5-4e74-bd12-5e7b99b2****",
"id": "27769827602919****",

"userName": "j2gg0screatedbyscim****"

REA:
FFSCIM Filter, PTE={NZFExTid, userNameFlexternalldi#iTandfleqiR{E.
EMRAMAFEM,

= GNIR

curl --location --request PUT 'https://scim.aliyun.com/Users/27648498165273****'
\

--header 'Authorization: Bearer ey)J***hKg'\

--header 'Content-Type: application/json' \
--data-raw '{

"displayName"Z "jZQQOS_new_****",



"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:User"

],
"externalld": "6e74eec4-ddb5-4e74-bd12-5e7b99b2****",
"userName": "j2gg0screatedbyscim_new_exa****"

}|
R[E7RBI:
- .
"displayName": "j2gg0s_new_****",
"meta": {
"created": "2020-02-14T03:58:59Z2",
"location": "https://scim.aliyun.com/Users/27648498165273****",

"lastModified": "2020-02-14T04:03:552",
"resourceType": "User"

7
"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:User"

],

"externalld": "6e74eec4-ddb5-4e74-bd12-5e7b99b2****",
"id": "27648498165273****",

"userName": "j2gg0screatedbyscim_new_exa****"}

- WIRRAMAF,
BRI

curl --location --request DELETE 'https://scim.aliyun.com/Users/27648498165273

*kkkl

--header 'Authorization: Bearer ey)***hKg'\
--header 'Content-Type: application/json'

IREIRHTTPIRZE /92040, FRMBRRAMA F AT,

i EA:
- WERAMAFAXEHIAccessKey, RAM Policys, £RFRELEE, AIFEISAM
APIEZMFRRAMAF

- MEZENAFFRMR. WRENRFSIFRMIR, BITERMBRERS ERR, &
RALEMER,



3 &HIHOoAuthpIH

3.1 glENA
fRaLUBE OAuthR el Web N . Native N ffNServerfNf, MMmikEUAFER SR IR
Z=API,
BIESR
1. ZKSERRAMERIS,
2. EEMSMmIZ, REEHEOAuthAEE,
3. BEIERMA.
4. ANABHRANMAZRER,
5. IEERAZEE,
WebApp: EEFHERRXEHNMENA.
NativeApp: ERERADETHAMMNE, TEANETERARERAIBNEERRATH
RZFH .
ServerApp: IEEEIBHONEZRRS, MARKBAFEZERONA, BalGCHFEFTSCM
WHAFEFNA, R=EIESDEESCIMBPCE R RERIKS [EH 2 [ 2 =RAM,
6. RIEFTERLHASHERMEE,

i%ER:
BB IRETEA: 1598 ZENE, BIAA36008),
7. RIEEEEURFIREYRTE.,

EA:
BWHATHRETE N 2NNE1E, BiAF2592000%,

8. MAEEthE,
9. BHRE.

32EEMABAERE

AXABNBNPUEENAERER, SENASR. ERERNNAXRESEESR.
BIESR


https://ram.console.aliyun.com/

1. ZKSBERRAMEEH G,

2. ZEMEME, BHEOAUthRAER,

3. ERAEMIXT, RHBERNAER,

4, ZRAXGERXET, JUEENHAELRER.

3.3 BUNMARKER
AXABNBUPAERINARRER, BENALR,. VAERIRNSEERRSER.

BIESE

. RS ERRAMEFHIA,

. BEMSEHEE, BHOAUthRAER,

. ERRABWMIIRT, REBRNASRR.

EEXERXET, PLEREEAER.

BRERE, BHHRE,

—

N

w

H

n

3.4 RNMRTCE

OAUthBR$SIE A K AR IEBRIRE R A E A P E R E = RHUR,
BRIESER

1. ZKSBERRAMEEH G,

2. ZEMEME, BEOAUthRAER,

3. ERAEMIXT, RHBRNAER,

4. ERAOAUthBEEIRE T, BEHiFMOAuthEE.

5. NEMEESIRT, FEFENTE.

iEA:
openid. aliuidflprofileXJIMNEE S SH<SHEEX, EiEEEHSHIOSEEX,
6. BEHMWE.

3.5 IR A& 4A

MENAFTENRFMEZAP, FECRNAZHAAFRINDSENEENASHOES,
BESR

1. ZKSBERRAMIZEIA,


https://ram.console.aliyun.com/
https://ram.console.aliyun.com/
https://ram.console.aliyun.com/
https://ram.console.aliyun.com/

2. EEMSHAE, BHOAuthBAERE,

3. ENABMIIERT, BEBRNARR.

4. THNRABHERET, REAEEA.

5. AHHIMNEEDPEENAZH, RHRE,

EA:
REZUEIENMNAZA, VAZARECENER, AXEEH, BXERE.

3.6 WIFRM B
NMEABEZEEFEANBFRNBEFREENIFRME=API, TJARBRNAE., BigNBE, SIVBFPBAR
BEIFEER,

BIELE

1. ZKSERRAMEEFIS,

2. EEMSAt=, BHOAuthRRAEE,

3. EMABRIIERT, WHERNA, BT,
4. BEHRE.


https://ram.console.aliyun.com/

4 OAuth’® BRISDKTR{I

A EFSpring Boot OAuth2fPac4), AENEBOAuthE HBISDKRAIBIEXEE.,
Spring Boot OAuth27R=4%l

£2&Spring Boot and OAUth2 X & RAl, FEMUATHERIENR:

- REXHRARERYNIERE,

aliyun:
client:
clientld: 415195082384692****
clientSecret: 6EwN4qutnZuchG6n6771e33SsjAhwyTpcOMSolo6v0ggjtw4Qc
HhERVXfqzc****
accessTokenUri: https://oauth.aliyun.com/v1/token
userAuthorizationUri: https://signin.aliyun.com/oauth2/v1/auth
tokenName: access_token
authenticationScheme: query
clientAuthenticationScheme: form
resource:
userinfoUri: https://oauth.aliyun.com/v1/userinfo

- BXEEM[URI,

{&EZ0Auth2ClientAuthenticationProcessingFilterdh B [EliE 4L, 25 N EFHNE EHEE.
Flan: NAEBENZhttp://localhost:8080/login/aliyun, MBS ch & EIF IR /login

/aliyun,
BARBIARBMT:

public class WebApplication extends WebSecurityConfigurerAdapter {

@Autowired
OAuth2ClientContext oauth2ClientContext;

@RequestMapping("/user")
public Principal user(Principal principal) {
return principal;

@Override
protected void configure(HttpSecurity http) throws Exception {
// @formatter:off
http.antMatcher("/**").authorizeRequests().antMatchers("/", "/login**", "/webjars/
**1). permitAll().anyRequest()
.authenticated().and().exceptionHandling()
.authenticationEntryPoint(new LoginUrlAuthenticationEntryPoint("/")).and().
logout()
.logoutSuccessUrl("/").permitAll().and().csrf()
.csrfTokenRepository(CookieCsrfTokenRepository.withHttpOnlyFalse()).and()
.addFilterBefore(ssoFilter(), BasicAuthenticationFilter.class);
// @formatter:on

}
public static void main(String[] args) {


https://spring.io/guides/tutorials/spring-boot-oauth2/

SpringApplication.run(WebApplication.class, args);

@Bean
public FilterRegistrationBean oauth2ClientFilterRegistration(OAuth2ClientContextF
ilter filter) {
FilterRegistrationBean registration = new FilterRegistrationBean();
registration.setFilter(filter);
registration.setOrder(-100);
return registration;

}

private Filter ssoFilter() {
OAuth2ClientAuthenticationProcessingFilter aliyunFilter = new OAuth2ClientAuthenti
cationProcessingFilter(
"/login/aliyun");
OAuth2RestTemplate aliyunTemplate = new OAuth2RestTemplate(aliyun(),
oauth2ClientContext);
aliyunFilter.setRestTemplate(aliyunTemplate);
UserinfoTokenServices tokenServices = new UserlnfoTokenServices(aliyunResource().
getUserinfoUri(),
aliyun().getClientld());
tokenServices.setRestTemplate(aliyunTemplate);
aliyunFilter.setTokenServices(tokenServices);
return aliyunfFilter;

}

@Bean

@ConfigurationProperties("aliyun.client")

public AuthorizationCodeResourceDetails aliyun() {
return new AuthorizationCodeResourceDetails();

}

@Bean

@ConfigurationProperties("aliyun.resource")

public ResourceServerProperties aliyunResource() {
return new ResourceServerProperties();

}
}

Pac4) rfl
SEPacd)ilspring-webmvc-pacdjmfl, HITLATRE:
- BJZAliyun0OidcClient,

public class AliyunQidcClient extends OidcClient<QidcProfile, OidcConfiguration> {
public AliyunQidcClient() {

}

public AliyunQidcClient(OidcConfiguration configuration) {
super(configuration);

@Override
protected void clientInit() {
CommonHelper.assertNotNull("configuration”, this.getConfiguration());
this.getConfiguration().defaultDiscoveryURI("https://oauth.aliyun.com/.well-
known/openid-configuration");


http://www.pac4j.org/

OidcProfileCreator<QidcProfile> profileCreator = new QidcProfileCreator(this.
getConfiguration());
profileCreator.setProfileDefinition(new OidcProfileDefinition((x) -> {
return new OidcProfile();

N);
this.defaultProfileCreator(profileCreator);
super.clientlnit();
}
}

ZNoidcConfigiybean,

<bean id="oidcConfiguration" class="org.pac4j.oidc.config.0idcConfiguration">
<property name="clientld" value=your application id />
<property name="secret" value=your application secret />
<property name="useNonce" value="false" />
<property name="scope" value="openid profile aliuid" />
<property name="clientAuthenticationMethod" value="client_secret_post" />
</bean>

#hnaliyunOidcClient&ybean,

<bean id="aliyunOidClient" class="org.pac4j.demo.spring.AliyunOidcClient">
<constructor-arg name="configuration" ref="oidcConfiguration" />
<property name="authorizationGenerator">
<bean class="org.pac4j.demo.spring.RoleAdminAuthGenerator" />
</property>
</bean>

fic Ebean clientsiycallbackUrlPA K clientE 1,

HEA:
HocallbackUriZ EREEMERIZH A PN ANEEMIE,
<bean id="clients" class="org.pac4dj.core.client.Clients">

<constructor-arg name="callbackUrl" value="http://127.0.0.1:8080/callback" />
<constructor-arg name="clients">

<list>
<ref bean="aliyunOidClient" />
</list>
</constructor-arg>
</bean>
A Noidci=& s,

<mvc:interceptor>
<mvc:mapping path="/oidc/*" />
<bean class="org.pac4j.springframework.web.Securitylnterceptor">
<constructor-arg name="config" ref="config" />
<constructor-arg name="clients" value="AliyunOidcClient" />
</bean>
</mvc:interceptor>

Bz, Hiahttp://localhost:8080/o0idc/index.html,
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