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RXBE, HBETHE.

@ 3B WREEEXRTSOLEHES, WXREERY, HRAENCEEANERLES
ATNBERE . MBESQLSEIEAENE, BLKRFIRESE, XA EIRERTERIE,
OEBSOLBHIBEaEXRERE, BATUBHRE.

FE X

e A TERGERER g WEBAEEET . TSR A

yundun_waf_accgéslog W (J (:’ (:’
' = q-

d— d (block_action:acl or cc_action:close or aliw
i ea

ip,sum(num) as totalblock,COUNT(*) as client_ip,host,COUNT(*) as num

from log grou ,real_client_ip,host order by real_ _ip DESC) group by _id,real_client_ip order by domainnum

DESC limit 5

EEEEEE-EEREEE R EEEE R )
I.ISEL\G FEBLCHSHLID totalblock domainnum ETEEE \2@ ﬁ?if}ﬂ
B ERMNES, niikE.
* ST T
20
= * {7 SRR TR

* EAHEFIEE: * ETERDE:
TS s R o E

* BEIRE: * AFER:

o MIREREX
ENHEMNROEE, BAGSEEERG LANERER (1) £, FREMER.

SLR

FR3: EEAETE

4.4. ' B3: EEHEEE

BIEWebN AR KR (WAF) BESHIXERE, BOUMENERPREATEE. ABRSTELRKREKINE
BPEANHATER, HAERXKEXRPHNSHRESERLAFZY. ATEEFEAEXSEGRRER
o

GIE S #F

=IEE{-‘-II.J\

AREBRET1IB3MNRANNSEREES, AMESRWAFEHESEREZEM,

BIUSRERBERXRRES R, BEEZEBAGRNMBERHESNERNIETEERESZMEN AR, ESE
B, B2lsE. RERsEE,

BRESR

il
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Web [z A 5 K 15

BESEE /A B ERSEEXWAF

5 EE

1. HEABEXEWeb A B XK B SRR,
BEREBESRLS R SIEWAFEESTERE,
2. ENERBA LR, BEEEIRX > FE.

(bn- yundun-ware-applog-int
PIPHHEHEHEE

user_id real_client_ip totalblock domainnum

3. AR BERE, RAMUTEERE, ARET—%.

jrewd
© wEE - QiTE  GEmE ORE

L
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e I:&:\ A Y
Z fEF HERS B E X WAF Web sz F F5 W i

tlEEEE X
-
« TEER | (BIPHEEHESSE 10/64
« XBEE [
BFEER | BIPEEHESE v G

EZEEY  user_id IR - (Clock_actio
n:acl or c¢_action:close or aliwaf_action:block)
|select user_id real_client_ip.sum{num) as tota
Iblock, COUNT(*) as domainnum from (select u
ser_id,real_client_ip,host, COUNT(*) as num fr
om log group by user_id,real_client_ip,host or
der by real_client_ip DESC) group by user_id,r
eal_client_ip order by domainnum DESC limit
5

EsaEdEll O 55 () v

oy

« REAEE | EEEE Vil TR W

+ gpEzit @ | $0.domainnum==10

STEEOC). REC). SR By, BUE()SMEREEERELAT (») . ATE
T(==). AT (=). MFEFT(==). FF (=). AFT(=). IEN
ML (=~). IFREAULE (1~) SPPthEimEy. S

+ EFAR@ S5Ot v
F—# Bz
ECE IR i8R
HEER
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Bi5EE.FHAERSBENXWAF

WEbmmmXﬁé‘z IIk*Tb":_ :1:‘5;55
[ig=a0i zLL]
BWELEEhXBNEE,
BREXBERN, EAXEARSHESINTEODN, EERNEUENETER, X
RS EAE, Flin, HITREAN14:30:06, REEHAXE N5 (18
3F) , MZHXER 14:15:06- 14:30:06; BBSE WX EIH1578 (BSH
XEKE® ) , MZE|XEH: 14:15:00- 14:30:00,
EERMSNERN, REREFMHRENT, REZEBEXE=1TEXx, BX3
AN REENZBERESEPINRES, BUUERARGEDETRESIEEXEKNE
*.
R
IS ZRBMANERARIES, HEZRGNSBRERTERBIENBR XS
Z5@,
BXZANOFBES, EMARGER s0 RXRE—NTEZX, flf, KIS
B $0.domainnum>=10 , RRE—PEEP domainnum FEREKXKFEFI0
Mg SE,
fih & =18
ENEHEZEER s EE, EREESNXER, IXRARNFHE, £
B | EE, EREBEINXER, HREED—ENT,
@ # FEEESHERARBLESNSESMEARIEEL,
B HER
fih & & H S E
& i8] bR

@ 31 MEREBNHE. BONER. REHE=IRURAEH, FRESRARRRENR
ERRENEMEARUEEHE, #TJEHIHIEP\] Eﬂm&ﬁiﬂlﬁﬁ‘”*ﬁﬂﬂ’&*i“&;%o

4. ERIBREER@,

THBHIRE, HREHRR,
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IK 408 b5 A= gk, 4
}m::'ﬁzz fEF HERS B E X WAF Webmmmx%

ST
=
— BEME < FEfE < BB«
B = WebHook-§T$THLER A ~
v e
> et i
" BRiE
> 5o + WebHook-£TETHIZEA
WebHook-SEY
. B
v WebHook-$]5THLEA ><
 EERisiE | httpsy//ozpi.ggtalk.com/robot/send? access_token=! 116/236
= | ([BERFET] AR RPEREREE g

mmens | 758 | | maA | | s |

+ Bixme | - [FE]${FireTime}

- [Uid]:${Results[0]. RawResults[0].user_id}
- %= :5{Results[0]. RawResults[0]. host}

- P88 : WAF (3&8%h)

- [ E44]:${condition)

e

FHHERERTE : §{Project), §{Condition}, ${AlertName), ${AlertlD],
§${Dashboard), ${FireTime}, ${Results} EESHTE

HEBRSXFHEHERNSEEBN AN, FIWERFE. BE. 4. WebHook+{TETHLBRA S, MMM
SEBMIZANEFZERNBNLR, %F:cﬁSZEﬂSEEEO XFEFEHEESMEMT N,

o BEHE: RERWNSENFINSBHNLAERE. KZERBPIUMUEESEFR, RHERFEHE
ETHREFRNEX.
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BE5&EE. FHAERSE E){WAF

Webz 3 By K i Wi e
milr— /3 E
o
EXFIE FEE o
v BE et
« ZH2E 0/200
ETFSEERES(SR
* RIEARE

= T=: § P ject}, ${Condlt|on}
S.t'-‘n.lertl'\.lame {AlertI égDash oard},
SiFireTime}, {Results}

o EERE: RERWSENFNSBNRERS.

SERE =l

vIEE

* EHSE 07200
£ FSEERESERE
* BERE

EEEEATRES Y

FTEERE 5 §{ P ject], ${{.ond|tlon}
SI.&IertName {AlertI g;Dash oard
5{FireTime}, {Results}

D IREBRREENORA At SEHMENEBNRERS.

of
I

o MR

= &=l

EAFE BE - v

v EHE x

* BT 0/256
EMNIHAEBEES(SR
I | HERE5= 6/128
* HIERE

5 ${ Pro ect}, $4Condition},
S.t'-‘n.lertl'\.lame {Alerﬂ égDashb:uard}
SiFireTime}, {Results}
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e "‘! =% E4=1-—AV

o WebHook+iT£THLE8 A 1 IREEIEZETEHBEVL2E A webhooldttit (Fskitbht) MEXENE,

===
eIl WebHook-£TEHLEEA, - W
B EeRiEE
v WebHook-£]£]#la=A X
* gt | httpsi//oapidingtalk.com/robot/send? access_token=! 116/2536

wE  [ETERSEE AR BrNEiREEE 24/100

meews | ram | | FaA | | mEes |

« gizsyg | - [ER]${FireTime}

- [Uid]:5{Results[0] RawResults[0].user_id}

- =5 WAF (384 )

- WFEIP-${Results[0] RawResults[0] real_client_ip}

- s = 21 5{Results[0] RawResults[0] domainnum}

THEHERERTE « ${Project), ${Condition}, ${AlertName), ${AlertlD},
$IDashboard}, §{FireTime}, ${Results}) EESFTH

5. EESR-PR4, CIRESNEERE,

4.5. WAFHEEZERRE XS

AR T HA I Web N A X (WAF) BEERSANMEERERS . BoIUSEARHNEERE
24, EEEXWAFBERXEZPHMEEBERREESE.

D FE AXUBRESRSSERENG, NMBEXRESH, NEEEFHRERT HIRESRS
TE, BEAEAANREUNENEORSESHEN, ASMREREASTEERTHEXEE,

IR B SRS S ENERES RN TEFAR.
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I 55 = Ao, ETHREEEN
We bz B B ki BE5EE-EHH Eﬁﬁigég%:

BlEEE X
TN i
CERET TERERESE 8/64
T REEE
EEgh  THNELR v ®
EHSH | not upstream _status :504 and not upstream_ad E
dr:-" and request_time_msec < 5000 and upstr
eam_status :200 and not ua_browser tbot | SELE
CT user_id, host, upstream_time, request_time, r
equestnum FROM ( SELECT user_id, host, round
(avg(upstream_response_time), 2) * 1000 AS up
stream_time, round(avg(request_time_msec), 2)
AS request_time, COUNT(*) AS requestnum FR
OM log GROUP BY host, user_id ) WHERE reque
stnum > 30 ORDER BY request_time DESC LIMI
T5
SoiEl @ s (5
ol -
T EEER Vo5 ot hd

-

ceEELt $0.request_time>1000ME 0. raquestnund30

-

B (/) . BUg (%) SPREREESTIAT
F (<) . MTET . ET (==) . A&
IERIARILE (1~) SFRLLEREER. |ES

" BAEHIEE 2

~ EEnE 105344 W
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Biz5HE. EREZEEXWAF
%i;;;% FABERSEEX We b LA B i
LS %

=

SNEEEIES

v EE

T FEB

EMFHISEERESSR

CTEEAZE - (M ${FireTine
= [1d]:${Results[0]. RawResults[0]. nser_id]

- 1543 $ [Results[0]. RawResults[0]. hest}

0. ww sMEALS

4 3

TS EEEREE: ${Project], ${Condition], ${AlertName}, ${AlertiD}
${Dashboardy}, ${FireTime}, ${Results} ESLEFTE

X

AXXLL P B EEE

LESHEERIN:
o BIRBIR: AXXLLA (ZEREZEEUE)
o EifJiEG]:

user_id :BHFEZWKSID
and not real client ip :#3=ZBHVIERIP |
SELECT
user id,
host AS "iE&",
Rate 2xx AS "2xxtbffl",
Rate 3xx AS "3xxtbfflr,
Rate 4xX AS "4xxtbfflv,
Rate 5xx AS "5xxtbffl",
countall AS "aveQPS",
status_ 2XX,
status_3XX,
status 4XX,
status_5XX,
countall
FROM (
SELECT
user_id,
host,
round (
round (status 2XX * 1.0000 / countall,
2
) AS Rate 2XX,
round (
round (status 3XX * 1.0000 / countall,

4) * 100,

4) * 100,

24
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IV g% b TREHE N
We bRz i B kb BE5&&-EHH H&jﬁizigffxxgg

=5

2
) AS Rate 3XX,
round (
round (status 4XX * 1.0000 / countall, 4) * 100,
2
) AS Rate 4XX,
round (
round (status 5XX * 1.0000 / countall, 4) * 100,
2
) AS Rate 5XX,
status_ 2XX,
status_3XX,
status 4XX,
status_5XX,
countall
FROM (
SELECT
user_id,
host,
count 1f(
status >= 200
and status < 300
) AS status 2XX,
count 1f(
status >= 300
and status < 400
) AS status_ 3XX,
count 1f(
status >= 400
and status < 500
and status <> 444
and status <> 405
) AS status 4XX,
count 1f(
status >= 500
and status < 600
) AS status 5XX,
COUNT (*) AS countall

FROM log
GROUP BY
host,
user_ id
)
)
WHERE
countall > 120
ORDER BY
Rate 4XX DESC
LIMIT
5
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By ERRSS WAF
gzgfz‘t% FEREERSEENX We bz F By X i

ZEEGESUTER:  aveops .  oxxbbfil . 3xxbbfl . axxEbfl . sxxbbfl , SRIEREE
QPSHIZ R ARSI G, HEdb,  axxtbfl 7F@,’E‘WAF?—‘E‘iE’]CCIﬁIE&iFIIIWeblil?ﬁg"i‘*tﬁﬁ,E’]444$l]
405871, UEREREVSBEEREEMIRSETL, FIRESZEMASEN, BuIHHAS L
RFR, HIA1, aveors>10 ss 2xxtbfil<eo RRERENARITFER, #EEHBQPSIAR10ALR
2XXEEBI/NF60%,
o ENIX(E: 5 (H8XT)
o X : EEERBSAH
o MESME: $0.countall>3000ss $0.4xxtbfl>g0
o flAEHIEIME: 21k
o JEMEFE: 10975
o KIERA:
- [BYE]] :${FireTime}
- [Uid] :${Results[0] .RawResults[0] .user id}

- 1% :${Results[0] .RawResults[0] .3HBA}
- =@ WAF

= %ﬁSﬁiq’mlaiﬁikgﬁlﬁ{Results [0] .RawResults[0] .countall}
- 2xxtbffll: s {(Results [0] .RawResults [0].2xxEb{l} ¢
- 3xxtbfl: $ (Results[0] .RawResults[0].3xxEb{l) o
- 4axxtbfl: s (Results[0] .RawResults [0] .4xxtbfl) o
- 5xxtbfl: $ (Results[0] .RawResults[0] .5xxEbfl) o
SXXLEPIRESE
SESHEEEW:
o ERBIR: SXXLLA
o TFEM:
user_id :BHMEZRMKSID
and not real client ip :#EBMIIERIP |
select
user_id,
host AS "iHE",
Rate 2xx AS "2xxtbffl",
Rate 3xX AS "3xxtbffl",
Rate 4xx AS "4xxtbfflr,
Rate 5XX AS "5xxEbffl",
countall As "tEXEERIAREIE",
status_2XX,
status_ 3XX,
status_ 4XX,
status 5XX,
countall
FROM (
SELECT
user_ id,
host,
round (
round (status 2XX * 1.0000 / countall, 4) * 100,
2

) AS Rate 2XX,
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round (
round (status 3XX * 1.0000 / countall, 4) * 100,
2
) AS Rate 3XX,
round (
round (status 4XX * 1.0000 / countall, 4) * 100,
2
) AS Rate 4XX,
round (
round (status_5XX * 1.0000 / countall, 4) * 100,
2
) AS Rate 5XX,
status_2XX,
status_ 3XX,
status_ 4XX,
status 5XX,
countall
FROM (
SELECT
user id,
host,
count 1if(
status >= 200
and status < 300
) AS status 2XX,
count 1f(
status >= 300
and status < 400
) AS status 3XX,
count 1f(
status >= 400
and status < 500
) AS status 4XX,
count 1f(
status >= 500
and status < 600
) AS status 5XX,
COUNT (*) AS countall

FROM log
GROUP BY
host,
user id
)
)
WHERE
countall > 120
ORDER BY
Rate 5XX DESC
LIMIT
5

o TiFXIE: 5% (X))
o X EEERSHH
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n?{ztizzzf ﬁﬁﬁﬁlﬂfuﬁﬁ EQIE><VVAF VVEbEEFﬁEE)kﬁ%

o flESEZM: $0.countall>3000ss $0.5xxEbffl>80
o MABHIBE: 2:k

o EHEIRE: 10578

s REXRA:

[BY[E)] : S {FireTime}

[Uid] :${Results[0] .RawResults[0] .user id}

- 1% :${Results[0] .RawResults[0] .35}

- FE@R WAF

- RIASEPAREIERE : S {(Results[0] .RawResults [0
- 2xxEbf5l: s {Results[0] .RawResults[0] .2xxEb}
- 3xxtbfll: $ (Results[0] .RawResults [0] . 3xxEL )
— axxEbffl: s {Results[0] .RawResults[0] . 4xxEbl}
- 5xxEbffl: $ {Results [0 (0] .5xxELfHl}

.countall}

od° o0 oo oo

]
]
]
]

.RawResults

P
ESHNEERIN:
o EFERBZ/[FR: QPSTOPS
o Eif]ig4]:

user_id :BHFEZWSID
and not real client ip :#RIZEHIIERIP |
SELECT
user_ id,
host,
Rate 2XX,
Rate 3XX,
Rate 4XX,
Rate 5XX,
countall / 60 as "aveQPS",
status 2XX,
status_ 3XX,
status 4XX,
status_ 5XX,
countall
FROM (
SELECT
user_ id,
host,
round (
round (status 2XX * 1.0000 / countall, 4) * 100,
2
) as Rate 2XX,
round (
round (status 3XX * 1.0000 / countall, 4) * 100,
2
) as Rate 3XX,
round (
round (status 4XX * 1.0000 / countall, 4) * 100,
2
) as Rate 4XX,

round (

28 > MAYRRA: 20220422
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round (status_ 5XX * 1.0000 / countall, 4) * 100,
2
) as Rate 5XX,
status_ 2XX,
status_ 3XX,
status 4XX,
status_ 5XX,
countall
FROM (
SELECT
user_ id,
host,
count 1f(
status >= 200
and status < 300
) as status 2XX,
count 1f(
status >= 300
and status < 400
) as status 3XX,
count 1if(
status >= 400
and status < 500
and status <> 444
and status <> 405
) as status 4XX,
count 1f(
status >= 500
and status < 600
) as status_5XX,
COUNT (*) as countall
FROM log
GROUP BY
host,

user id

)
WHERE

countall > 120
ORDER BY

aveQPS DESC
LIMIT

5

o FHIXE: 148 (4BX)

o MFE: EEBER1SHE

o flAREM: s0.aveops>=50
o MABHBIME: 1R

o BHIEM: 575

e RIXNA:
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di

T —
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un

HE-EHBERSEEXWAF

BEEE
milr—= s

[BJiE)] : $ {FireTime}
[Uid] : ${Results[0] .RawResults[0] .user id}
1% ${Results[0].RawResults[0].host}

P

WAF

FE15#Foprs:

Njel 7 F5 2xx rate
e 285 3xx_rate
Mjel 7 £5 4xx rate

S{Results

(0]
:S{Results[0]
:${Results[0].
:S{Results[0]
:${Results[0]

.RawResults[0]
.RawResults[0]
RawResults[0] .
.RawResults[0]
[0]

.RawResults

.aveQPS}
.Rate 2XX}%

Rate 3XX}%

.Rate 4XX}%
.Rate 5XX}%

Web R 5 X 1%

- MaRzEg 5xx rate

P
ESHRERI:
o EIRBIR: QPSRBT

user id :ZBHMEZWSID |
SELECT
tl.user id,
tl.nowlmQPS,
tl.pastlmQPS,
in ratio,
tl.host,
t2.Rate 2XX,
Rate 3XX,
Rate 4XX,
Rate 5XX,
aveQPS
FROM  (
(
SELECT
user_id,
[1]
[2]

/ 60, 0) AS nowlmQPS,
/ 60, 0) AS pastlmQPS,

round (c
round (c
round (
round(c [1] / 60, 0) / round(c [2] / 60, 0) * 100 -100,
0
) AS in ratio,
host
FROM (
SELECT
compare (t,

host,

60) AS c,
user_ id
FROM (
SELECT
COUNT (*)
host,

AS t,

user_ id
FROM
GROUP by

host,

user_ id

log
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milr— /A s
)
GROUP by
host,
user_ id
)
WHERE
c [3] > 1.1
and (
c [1] > 180

or c [2] > 180
)
) tl
JOIN (
SELECT
user_id,
host,
Rate 2XX,
Rate 3XX,
Rate 4XX,
Rate 5XX,
countall / 60 AS "aveQPS",
status_2XX,
status_ 3XX,
status_4XX,
status 5XX,
countall
FROM (
SELECT
user_ id,
host,
round (
round (status 2XX * 1.0000 / countall, 4) * 100,
2
) AS Rate 2XX,
round (
round (status 3XX * 1.0000 / countall, 4) * 100,
2
) AS Rate 3XX,
round (
round (status_4XX * 1.0000 / countall, 4) * 100,
2
) AS Rate 4XX,
round (
round (status 5XX * 1.0000 / countall, 4) * 100,
2
) AS Rate 5XX,
status 2XX,
status_ 3XX,
status_4XX,
status 5XX,
countall
FROM (
SELECT

user_ id,

a1
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Web R 5 X 1%

nost,
count if(
status >= 200

and status < 300
) AS status 2XX,

count if(
status >= 300

and status <

400

) AS status 3XX,

count if(
status >= 400

and status < 500

and status <> 444

and status <> 405
) AS status 4XX,

count if(
status >= 500

and status <

600

) AS status 5XX,
COUNT (*) AS countall

FROM
GROUP BY
host,

user_id

)
WHERE
countall > 1
) t2 on tl.host = t2.host

)
ORDER BY

in ratio DESC
LIMIT

5

o TFHIX(E: 178 (MXT)
o FE: EEBR1DH

o i RSMH:
o MABHMEE: 1X

o EHIEIRE: 558

s REXRA:

(BYE]] : S {FireTime}

[Uid] :${Results[0] .RawResults

log

$0.nowlmgps>50&& $0.in ratio>300

[0] .user id}

- 18 ${Results[0].RawResults[0] .host}

= on. WAF

- @E198FTI0oPS: ${Results[0].RawResults[0] .nowlmgps}
- QPSTEIEEK:s {Results[0] .RawResults[0] .in ratio}%

- MRZES 2xx Rate :${Results[0].
- MaMzEg 3xx rate :${Results[0].
- WARES 4xx rate :${Results[0].
- MaRzEg 5xx rate :${Results[0].

RawResults[0].
RawResults[0] .
RawResults[0] .

[0].

RawResults

rate 2xx}%
Rate 3XX}%
Rate 4XX}%
Rate 5XX}%

32
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QPSHRBREE
o E|EHZFR: QPS=ERRIA
o Eif]iEA]:

user id EHWAERKSD |
SELECT
tl.user id,
tl.nowlmQPS,
tl.pastlmQPS,
de ratio,
tl.host,
t2.Rate 2XX,
Rate 3XX,
Rate 4XX,
Rate 5XX,
aveQPS
FROM  (
(
SELECT
user_ id,
round(c [1] / 60, 0) AS nowlmQPS,
round(c [2] / 60, 0) AS pastlmQPS,
round (
100-round(c [1] / 60, 0) / round(c [2] / 60, 0) * 100,
2
) AS de ratio,
host
FROM (
SELECT
compare (t, 60) AS c,
host,
user_id
FROM (
SELECT
COUNT (*) AS t,
host,
user id
FROM log
GROUP BY
host,
user id
)
GROUP BY
host,
user_ id
)
WHERE
c [3] < 0.9
AND (
c [1] > 180
or ¢ [2] > 180
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JOIN (

SELECT

user_ id,

ho

st,

Rate 2XX,

Rate 3XX,

Rate 4XX,

Rate 5XX,

countall / 60 AS "aveQPS",
status_ 2XX,

status_3XX,

status 4XX,

status_5XX,

countall

FROM

SELECT
user
host

roun

round (status_2XX *

2
) AS
roun

ro

2
) AS

- id,

’

a(

Rate 2XX,
af(
und (status 3XX *

Rate 3XX,

round (

ro
2
) AS

und (status 4XX *

Rate 4XX,

round (

ro

2
) AS
stat
stat
stat
stat

und (status 5XX *

Rate 5XX,
us_2XX,
us_3XX,
us_4XX,
us_5XX,

countall

FROM

SELECT

user id,
host,
count if(
status >= 200
and status < 300
) AS status 2XX,
count if(
status >= 300
and status < 400
) AS status 3XX,
count if (
status >= 400
and status < 500

a1 . o~ aaa

1.0000 /

1.0000 /

1.0000 /

1.0000 /

countall,

countall,

countall,

countall,

100,

100,

100,

100,
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miT3I55
ana status <> 444
and status <> 405
) AS status 4XX,
count if(
status >= 500
and status < 600
) AS status 5XX,
COUNT (*) AS countall
FROM log
GROUP BY
host,
user id
)
)
WHERE

countall > 1
) t2 on tl.host = t2.host

)
ORDER BY

de ratio DESC
LIMIT

5

ZExTE8 nowlmpgs
(QPSTREZ) |
o HFFIX(E: 178 (48XY)
o X : EEER1ISHE
o fih&RSEM:
o MABHBIME: 2%
o EHIEIFE: 578
s RERA:

- [BY[E]] :${FireTime}

- [Uid]:${Results[0].RawResults[0].user id}

- I§%: ${Results[0].RawResults[0].host}
- =& war (Ggsh)

atio

$0.nowlmgps>10&& $0.de_ratio>50

(HET—H 8 BIFIHQPS) |
host SFR, BOUUEEEEFRAXEFRIR

(BE—88FIIQPS) | de r

SEEMN.

pastlmgps

- X195 FYors: ${Results[0] .RawResults[0] .nowlmgps}
- QPSZEPFEE : s (Results[0] .RawResults[0].de ratio}$

- MazEg 2xx_rate :${Results[0]
- MRZES 3xx rate :${Results

- MMRZES 4xx rate
- MmRZES 5xx rate

RawResults

:${Results RawResults

SHEAACLEEBREE

EESHRBERIN:
o BEZW: ACLIIN=E S
o Eif]iEQ]:

.RawResults[0].

[0]. [0].
:S{Results[0] .RawResults[0].
[0]. [0].

rate 2xx}%
Rate 3XX}%
Rate 4XX}%
Rate 5XX}%
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user_id :BMMERKSID |
SELECT
user_ id,
host,
count 1if(
final plugin = 'waf'
AND final action = 'block'
) AS "HIMFGIFS|EEHE",
count 1if(
final plugin = 'cc'
AND final action = 'block'
) AS "ccE#EE",
count 1if(
final plugin = 'acl'
AND final action = 'block'
) AS "ACLEEHEZ",
count 1f(
final plugin = 'antiscan'
AND final action = 'block'
) As "HEpIPEERE",
count 1f(
(final plugin = 'waf'
AND final action = 'block')
OR (final plugin = 'cc'
AND final action = 'block')
OR (final plugin = 'acl'
AND final action = 'block')

OR (final plugin = 'antiscan'
AND final action = 'block')
) AS totalblock
GROUP BY
host,
user id
HAVING

(
"ACLEEE" >= 0
aND "FIMBAIRSIEEEE >= o
AND "CCEHE" >= 0
AND "HERAIFEEE" >= 0
AND totalblock > 10
)
ORDER BY
"AcLEEEE" DESC
LIMIT
5

o EfXiE: 508 (HXT)

o WX EEBERSAH

o flESEM: $0.totalblock>=500&& ($0.ACLIZEE>=500)
o MABHBE: 1R

o EHIEIRE: 578

o RERA:
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- [B}E]]:${FireTime}

- [Uid]:${Results[0] .RawResults[0] .user id}

- 1% :${Results[0] .RawResults[0] .host}

- &l WAF

= %i&Sﬁﬁ‘WﬁﬁE\%:ﬁResults [0] .RawResults[0].totalblock}

- ACL¥E#HE :${Results[0] .RawResults[0] .ACLEEHE)

- FMBAIFE| =42 : S {Results[0] .RawResults [0] . MNBAFIPS | EiZE=)
- CCEHE :S{Results[0] .RawResults[0] .CC¥=EHE)

- PFHERIFEEIE S (Results[0] .RawResults [0] . FAHERGIPEEE )

SAMAMNUIFSIE-RBBEREE

EESHEERIN:
o BIRZIR: MUPIFSIZEHE
o EifiEG]:

> MHRRA: 20220422 37
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user id :EHAERKS D |
SELECT
user_ id,
host,
count 1if(
final plugin = 'waf'
AND final action = 'block'
) AS "HIMFGIFS|EEHE",
count 1if(
final plugin = 'cc'
AND final action = 'block'
) AS "ccE#EE",
count 1if(
final plugin = 'acl'
AND final action = 'block'
) AS "ACLEEHEZ",
count 1f(
final plugin = 'antiscan'
AND final action = 'block'
) As "HEpIPEEES",
count 1f(
(final plugin = 'waf'
AND final action = 'block')
OR (final plugin = 'cc'
AND final action = 'block')
OR (final plugin = 'acl'
AND final action = 'block')

OR (final plugin = 'antiscan'
AND final action = 'block')
) AS totalblock
GROUP BY
host,
user id
HAVING

(
"ACLEEE" >= 0
aND "FIMBAIRS|EEEE >= o
AND "CCEHE" >= 0
AND "HERAIFEEE" >= 0
AND totalblock > 10

)
ORDER BY
"HNIRAIFE | =8 E " DESC
LIMIT
5

o FHIXE: 5774 (48xT)

o WX EEBERSAH

o fAEM: $0.totalblock>=500s& ($0.MIFHIAG I EE>=500)
o MABHBE: 1R

o BHIEM: 57

s RERA:
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- [BYiE] :${FireTime}

- [Uid]:${Results[0] .RawResults[0] .user id}

- 1% :${Results[0] .RawResults[0] .host}

- & WAF

= %i&Sﬁﬁ‘WEﬁE\%:NResults [0] .RawResults[0].totalblock}

- ACL¥E#HE :${Results[0] .RawResults[0] .ACLEEHE)

- FMBAIFE| =42 : S {Results[0] .RawResults [0] . MNBAFIPS | EiZE=)
- CCEHE:S{Results[0] .RawResults[0] .CC¥=EHE)

- PFHERIFEEIE S (Results[0] .RawResults [0] . FAHERGIPEEE )

SHEACCEARBRAEE

EESHEERN:
e BIRZWR: CCRHIFMNEEE
o EfIEG]:

> MHRRA: 20220422 39
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user id

SELECT

ENEERKSID |

user_ id,
host,
count 1if(
final plugin = 'waf'
AND final action = 'block'
) AS "HIMEGIFS|EEHE",
count 1if(
final plugin = 'cc'
AND final action = 'block'
) AS "ccE#HE",
count 1if(
final plugin = 'acl'
AND final action = 'block'
) AS "ACLEEHEZ",
count 1f(
final plugin = 'antiscan'
AND final action = 'block'
) As "HEpIPEEES",
count 1f(
(final plugin = 'waf'
AND final action = 'block')
OR (final plugin = 'cc'
AND final action = 'block')
OR (final plugin = 'acl'
AND final action = 'block')

OR (final plugin = 'antiscan'

AND final action = 'block')
) AS totalblock

GROUP BY

host,

user id

HAVING

(
"ACLEEE" >= 0
aND "FIMBAIRS|EEEE >= o
AND "CCEHE" >= 0
AND "HERAIFEEE" >= 0
AND totalblock > 10

)

ORDER BY

"cciE#EE" pESC

LIMIT

5

o FifIXE: 578 (#8x7)
o M EEBRSHH

o fill A S

o MRBHIEME: 1K
o EAEE: 575
° REHNA:

$0.totalblock>=500&& ($0.CC¥=EE>=500)

40
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- [BY{E)] :$({FireTime}

- [Uid]:${Results[0] .RawResults[0] .user id}

- 1% :${Results[0] .RawResults[0] .host}

- & WAF

- RESHHAEEEE: 5 (Results[0] .RawResults[0] .totalblock}

- ACL¥E#HE :${Results[0] .RawResults[0] .ACLEEHE)

- HMBAIFE| =82 : S {Results [0] .RawResults [0] . MNIBAFIPS | EiZE=)
- CCEHE:S{Results[0] .RawResults[0] .CC¥=EHE)

- PHERIFEEIE S (Results[0] .RawResults [0] . FAHERGIPEEE )

SAMARAMEAEBREE

EESHEERN:
o BXRZWR: HAEBHIFEESE
o EfIEG]:

> MAYRRA: 20220422 a1
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user_id :BMMERKSID |
SELECT
user id,
host,
count 1if(
final plugin = 'waf'
AND final action = 'block'
) As "HIMFGIFS|EEHE",
count 1if(
final plugin = 'cc'
AND final action = 'block'
) AS "ccE#EE",
count 1if(
final plugin = 'acl'
AND final action = 'block'
) AS "ACLEEHEZ",
count 1f(
final plugin = 'antiscan'
AND final action = 'block'
) As "HEpIPEERE",
count 1f(
(final plugin = 'waf'
AND final action = 'block')
OR (final plugin = 'cc'
AND final action = 'block')
OR (final plugin = 'acl'
AND final action = 'block')

OR (final plugin = 'antiscan'
AND final action = 'block')
) AS totalblock
GROUP BY
host,
user id
HAVING

(
"ACLEEE" >= 0
aND "FIMBAIRSIEEEE >= o
AND "CCEHE" >= 0
AND "HERIPEEE" >= 0
AND totalblock > 10
)
ORDER BY
"R EE " DESC
LIMIT
5

o EfXiE: 54 (HBXT)

o WX EE@ERSAH

o flESFZM: $0.totalblock>=500ss ($0.FAEMHIFZEE>=500)
o MABHIBE: 1R

o BHIEM: 57

s REXRA:
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[BJiE)] : $ {FireTime}

[Uid] : ${Results[0] .RawResults[0] .user id}

- 18] :${Results[0] .RawResults[0] .host}

- =& war (B4

= %ﬁSﬁf*W}ﬁﬁE\%:S{Results [0] .RawResults[0].totalblock}

- ACLI=HZ; :5(Results[0] .RawResults[0] .ACLI=EE}

- HMNIBFIPEIZEI=ZEE : S {Results[0] .RawResults [0] . FINIFAIFSIEEHE )
- CC¥EHE .S {Results[0] .RawResults[0] .CCi=#iZ}
RIEPHIPIEEE : S (Results[0] .RawResults [0] . JHEFIFEEE)

BIPREFEME

TESHEERN:
e BXEBR: BIPKHE
e EiffiEA):
user id :ZBHMEZWSID |
SELECT
user id,

real client ip,
concat (
'ACLEHE: ',
cast (aclblock AS varchar (10)),
! ! ’
ARSI | s,
cast (wafblock AS varchar (10)),

"CCEBE: ",
cast (aclblock AS varchar (10))
) AS blockNum,
totalblock,
allRequest
FROM  (
SELECT
user_id,
real client ip,
count 1f(
final plugin = 'acl'
AND final action = 'block'
) AS aclblock,
count 1f(
final plugin = 'waf'
AND final action = 'block'
) AS wafblock,
count 1if(
final plugin = 'cc'
AND final action = 'block'
) AS ccblock,
count 1if(
(
final plugin = 'acl'
AND final action = 'block'

> MA4RRA: 20220422 43
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final plugin = 'waf'
AND final action = 'block'
)
OR (
final plugin =
AND final action =
)
) AS totalblock,
COUNT (*) AS allRequest
FROM
GROUP BY

user_ id,

Teo!
'block’

log

real client ip
HAVING

totalblock > 1
ORDER BY

totalblock DESC
LIMIT

5

blockNum (ﬁﬂf%

(/u\?‘a EJ;R%I)

(EIP) |

totalblock

EASE Lo
2 . CccEEE %%UE)
VIRREZSEFEFRAXEFRIR
o TFXF: 577 (HXY)
o MZE: EEBMRSHTH
o MERH:
o fABHIBME: 11X
o BB : 578
e RIXNA:
- [BYiE]] :${FireTime}
- [Uid] :${Results[0]
- FEE:WAF
- Rifs53 AR 1 pR T HHTTop3:
- ${Results[0] .RawResults[0].

- ${Results[0] .RawResults[1l].real client ip}
- ${Results[0] .RawResults[2].

real client ip

[=] ==ﬂ<ﬁ#

$0.totalblock >=500

.RawResults[0] .user id}

real client ip}

real client ip}

BIPREHBZHESE

SESHERERN:
o BEXREBW: BPHEHEHNE
o TifjiEf):

allRequest

(${Results[0].
(S{Results[0]
(${Results[0].

MBS | = &
( ll_.\'lﬁ *gi ) %EX ’ /LJR o

ACLEEHE |

RawResults[0] .blockNum})
.RawResults[1] .blockNum})
RawResults[2] .blockNum})

44
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user id : TR ERMS 1D
and not upstream status :504
and not upstream addr :'-'
and request time msec < 5000
and upstream status :200
and not ua browser :bot |
SELECT
user_id,
host,
upstream time,
request time,
requestnum
FROM  (
SELECT
user_id,
host,
round (avg (upstream response time), 2) * 1000 AS upstream time,
round (avg (request time msec), 2) AS request time,
COUNT (*) AS requestnum
FROM log
GROUP BY
host,
user id
)
WHERE
requestnum > 30
ORDER BY
request time DESC
LIMIT
5

ZEEZEDEE real client ip (BEIP) . totalblock (SFEEHBEXRE) . domainnum (IZIPK
FHEEH) TFBR. ERESEMASZMN, BuBREAS LRFERRIGESEEY., flMl, tota
1block>500&& domainnum>5 Ze/RIPTEXTREYEIASK L =IXF 500, HEXGEHEZHE F51.

o FIX(F: 5505 (48xF)

o X EEBEMRINH

o ﬁﬂz;%%##: $0.domainnum>=10

o MMABHIEE: 1

o BEHIEM: 575

e RIXRA:

(B8] : $ {FireTime}

[Uid] : ${Results[0] .RawResults[0] .user id}

- @ WAF

- QYﬂEIP:${Results[O].RawResults[O].real_client_ip}

- IEHERIEZEN : s (Results[0] .RawResults[0] .domainnum}

= E%ﬂiSﬁﬁi*EilﬁfEiﬁﬂ?ﬁk:${Results[O].RawResults[O].totalblock}
- BEREXFIE

SAHFHRNERESE
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SESHRERZN:

BXRZR: FHNEKE
Eifi549:

user_id :BHFEZWKSID
and not upstream status :504
and not upstream addr :'-'
and request time msec < 5000
and upstream status :200
and not ua browser :bot |
SELECT
user id,
host,
upstream time,
request time,
requestnum
FROM  (
SELECT
user_id,
host,
round (avg (upstream response time), 2) * 1000 AS upstream time,
round (avg (request time msec), 2) AS request time,
COUNT (*) AS requestnum
FROM log
GROUP BY
host,
user id
)
WHERE
requestnum > 30
ORDER BY
request time DESC
LIMIT
5

E\XiE: 578 (H8xF)

M EEEBSAH

MAEEM:  $0.request time>1000&& $0.requestnum>30
fh B EE: 2%

BAER: 10758

RERAE:

46

> MAYRRA: 20220422



Web [z A 5 K 15

-FEHBERS BEXWAF
Logdog=—e

[BJiE]] : $ {FireTime}

[Uid] : ${Results[0] .RawResults[0] .user id}

- 1% :${Results[0] .RawResults[0] .host}

- =& war (G84h)
- [t &%EMHF] :S{condition}

- RIESHHIERIERTOP 3 ()

- Hostl:${Results[0].RawResults[0].host} Delay time:

ime}

${Results[0].RawResults[O].upstreamit

- Host2:${Results[0] .RawResults[1l].host} Delay time:${Results[0].RawResults[1l].upstream t

ime}

- Host3:${Results[0] .RawResults[2].host} Delay time:${Results[0].RawResults[2].upstream t

ime}

o Fif]iff)
user_id :EMMERKSID |
SELECT

tl.user id,
tl.nowlmQPS,
tl.pastlmQPS,
de ratio,
t2.Rate 2XX,
Rate 3XX,
Rate 4XX,
Rate 5XX,
aveQPS
FROM  (
(
SELECT
user_id,
[1]

round(c [2]

/ 60,
/ 60,

round (c

round (
100-round (c
2
) AS de ratio
FROM (
SELECT

compare (t,

(1]

user_ id
FROM
SELECT
COUNT (*)
user id
FROM
GROUP BY
user id
)
GROUP BY

60)

0)

AS nowlmQPS,

0) AS pastlmQPS,

/ 60,

AS c,

AS t,

0)

/ round(c

log

[2]

/ 60,

0)

* 100,
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)

user_ id

WHERE

(¢]
AN

)

) tl
JOIN (
SELE
us
Ra
Ra
Ra
Ra

[3] < 0.9

D (

c [1] > 180

or ¢ [2] > 180

CT

er id,
te 2XX,
te 3XX,
te 4XX,
te 5XX,

countall / 60 AS "aveQPS",

st
st
st
st

atus 2XX,
atus_ 3XX,
atus_4XX,
atus 5XX,

countall

FROM

SELECT
user_ id,
round (
round (status 2XX * 1.0000 /
2
) AS Rate 2XX,
round (
round (status_3xXX * 1.0000 /
2
) AS Rate 3XX,
round (
round (status_4XX * 1.0000 /
2
) AS Rate 4XX,
round (
round (status_5XX * 1.0000 /
2
) AS Rate 5XX,
status_2XX,
status_ 3XX,
status_4XX,
status 5XX,
countall
FROM (
SELECT
user id,
count if(
status >= 200
AND status < 300
) AS status 2XX,

count if(

_ Ann

countall,

countall,

countall,

countall,

100,

100,

100,

100,

48
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status >= 3UU
AND status < 400

) AS status 3XX,

count if (
status >= 400
AND status < 500
AND status <> 444
AND status <> 405

) AS status 4XX,

count if(
status >= 500
AND status < 600

) AS status_ 5XX,

COUNT (*) AS countall

FROM log
GROUP BY
user id
)
)
WHERE

countall > 0
) t2 ON tl.user id = t2.user id

)

ORDER BY
de ratio DESC
LIMIT
5
o EfIX(E: 148 (#xT)
o X EEBERINH
o MAEM: $0.de ratio>50&s& $0.nowlmgps>20

o MABHMFIE: 11X
o EAEME: 575
o RENA:

- [BY[E] :${FireTime}
- [UID]:${Results[0]
- F*E. WAF

- FE19FFIIoPS: ${Results[0].RawResults[0] .nowlmgps}
- (AR RN (RFEFE0PS) )
- QPS?%E§35:${Results[OJ.RawResults[O].de_ratio}%

- MRZES 2xx rate :${Results[0].RawResults[0].rate 2xx}$
- MARZES 3xx rate :${Results[0] [0] .Rate 3XX}%
- MARZES 4xx rate :${Results[0].RawResults[0].Rate 4XX}%
- MARES 5xx rate :${Results[0] [0] .Rate 5XX}%

4.6. ¥ HBEER

ARXNE T EAWeb AR KEEHERS KEE
FEERERHD, BEXERVSHNEERBR. AXERBTES
e B ERIN,

.RawResults[0] .user id}

:${condition}

.RawResults [0

.RawResults [0

/S ERNBEERRES X, KoUK ERERA
EREPENERNKRERRENE
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g e it BXY EINEHE
MIAIEEWSSE, 200
200 RS 2BEMINLIRBER, RSB SE R EEEDT
IR[E 75K EIE. PAEEE 990%, E{FRIE
SRRl S ERIBE .,
request_ti EFImEREIREIZE RN
me_msec B REET,

upstream_r
esponse_ti

BERENRE, JRIREIE

BRI S5 IE KT

RLERFEIY

WREIETHIRELG, FEDL
PITERNERE, ANREENEME
RIREG LGB AN,

MREERAFHZEREENREK, FER

me &89 0 Rz B 8] . B, RESENBNEE B i -WAF- R G R R B8 5% 8 R
BinEE, 2, FHERENMRSERESR.
ssl handsh HTTPSIMIEKRES, EF

- % 5 WAFBISSLIE F Y
ake_time R

&,
status:302
and rorc st o MBXRFELEE, BUMIES
block_actio ~ MRIUSERRA SHCORE, REREHRILEES

. N EE.'I/ 302%3‘%9\&%}(1}\% =RVE
n:tmd/stat AN E X,

) B, 200%=AABENX -
us:200 and CCRiP g, ° WERFRER/HARE, MAE
block_actio HISXOURAES . AR,
n:tmd
::;”SZZOO WRTREBLE, MBYELE,
block actio BEIRNIZN =5 REAHSUETNM, BINER[E

T Eﬁﬁ?illl}\iﬁﬁﬁﬁi)\n
n:antifraud

TR A SZHMIP,
e o MREEN, NTTREFEEERRF
status:404 gg%%g*tﬁu‘ﬁ*“ﬁ iﬁ)‘ﬂﬁgéﬁ’ﬁﬁ
© MREEEGE, UREHUES
EREERNEEREXMERX,
status:405 #HWeb N7 F BH P AN 55 B REMTEENMN, Bk
’ FETR EIR BN = TR, AMRESEEEERIRER.
o INERFEEZHE, BYUSHES
ZRICHE, REBEHEBRIRER
BWAF CCHE B X HLM 2 TEXHN,
status:444 .
#. o MBEARRZKE, MESAPIER, NE
EBEXERATERARGERNES R
5%~10% IS EL
EPBLREER, RS B, FEEERE TR
FEEBIE, BIEFiE A ESEEBERRER ° MERBEERE, MMNEE,
status:499 RENSSHEE, BF =, HIEEGEAEESTH,
IR ERHEE, RSSIRIRE o GERHEEILERSEH.
BEPIHZIRSHE.
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We b F B K i =g
EIRIEHR BXY BiNEE IR
(Internal Server Error) ) A . -
G ERIGLNIE R RGAE
status:500 RESEEAEEIR, Tikx Eleﬁ_ RIBALERRAR, SRR
- =TT
ﬁzlﬁ*o
(Bad Gateway) iz
¥, REZBEAMEHL o BWIOELIRMERER. CREE
18, MRS RIREIT o B B9 [ R SR B . TRIG IR R
status:502 MWL, —HRA TR BRE . BREESHIRL.
KRETZE. ORERT o KERIEZEEZE T WAFLIRIPH
HEEFEEERERS EK,
ORI W A,
(Service Unavailable)
RESATTA, HF@BHN .
: " . MREEBRIEEERE.
status:503 ENAP REREEE B ERIGR ®
EEA.
) RIBAT oI R R THES
(Gateway Timeout) X .
. LB, BEEEAML o RFBBILEMRN, REEF.
status:504

4.7. BES S HIEG

HAE, ERRAEREMN
LRSS IREEE K,

$Kﬂ§ET{§FﬁWAFEIIu\ﬂﬁgﬁﬂﬁ%ﬁﬁlgiﬂ BEERER

B LAfE FAWAF B SRR S5 IS 12 AT WL S5 48 4R

@ 38 BEENER, SEVNNESSHSHNED., XTFRRERNESER, BSLEH

EIEHR.

request_time_msec

e upstream response_time

e status:200

e status:302 or 200 and final_plugin:'cc'

e status:200 and final_plugin:'antifraud'

e status:404

e status:405 and waf _action:'block’

e status:405 and final _plugin:'acl'

e status:444
e status:499
e status:500
e status:502
e status:503
e status:504

o RILEFIBEKEHreset,
o MSGEMAMI,

SEN, AINESERSAED,

B
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request_time_msec

BRBEX: BREFHMNREIERIEIRBIRE ZEREIEREN,
*
SELECT

user id,

host,

round (

round(request_time_cnt * 1.0000 / countall, 4) * 100,

2
) AS percent
FROM  (
SELECT
user id,

host,
count if (request time msec > 500) AS request time cnt,

COUNT (*) AS countall
FROM log
GROUP BY
user id,
host
)
GROUP BY
user id,
host,

percent

upstream_response_time

IHIERENRIGARSS 2], TRIS IR B 2042 89 08 R B4 i),

BB . RRWAFERE P inis

52
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o
SELECT
user id,
host,
round (
round (
upstream response time cnt * 1.0000 / countall,
4
) * 100,
2
) AS percent
FROM  (
SELECT
user id,
host,
count if (upstream response time > 500) AS upstream response time cnt,
COUNT (*) AS countall
FROM log
GROUP BY
user id,
host
)
GROUP BY
user id,
host,

percent

status:200
EBREX . ETRRSEBEMINLIEBER, RETHIEKOHIE,

x|

SELECT
user id,
host AsS "iE&",
Rate 200 As "200Lkfl",
Rate 302 As "302Ltkffl",
Rate 404 AS "404kbfl,
Rate 405 AS "405ELfH",
Rate 444 As "444tbfn,
Rate 499 As "499tkfl",
Rate 500 As "500Lbfl",
Rate 502 As "502tkfl",
Rate 503 As "503Lkfl",
Rate 504 AS "504Lbffl",
countall / 60 AS "aveQPS",
status_ 200,
status 302,
status_404,
status_ 405,
status_444,
status 499,
status_ 500,

At At END
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Status ouzy
status 503,
status_504,
countall
FROM  (
SELECT
user id,
host,
round (
round (status 200 * 1.0000 / countall, 4) * 100,
2
) AS Rate 200,
round (
round (status 302 * 1.0000 / countall, 4) * 100,
2
) AS Rate 302,
round (
round (status 404 * 1.0000 / countall, 4) * 100,
2
) AS Rate 404,
round (
round (status 405 * 1.0000 / countall, 4) * 100,
2
) AS Rate 405,
round (
round (status 405 * 1.0000 / countall, 4) * 100,
2
) AS Rate 444,
round (
round (status 405 * 1.0000 / countall, 4) * 100,
2
) AS Rate 499,
round (
round (status 500 * 1.0000 / countall, 4) * 100,
2
) AS Rate 500,
round (
round (status 502 * 1.0000 / countall, 4) * 100,
2
) AS Rate 502,
round (
round (status 503 * 1.0000 / countall, 4) * 100,
2
) AS Rate 503,
round (
round (status 504 * 1.0000 / countall, 4) * 100,
2
) AS Rate 504,
status 200,
status_ 302,
status 404,
status_405,
status_ 444,
status 499,
status 500.

54
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status 502,
status_ 503,
status_ 504,
countall
FROM (
SELECT
user id,
host,
count if (status = 200) AS status_ 200,
AS status_ 302,
AS status_ 404,
AS status_ 405,
AS status 444,
AS status 499,
AS status_ 500,
AS status 502,
AS status 503,
AS status 504,

count if (status = 302
count if (status = 404

count if (status = 405

(
(
(
(
count if (status = 444
count if (status = 499
count if (status = 500
count if (status = 502
count if (status = 503
count if (status = 504
COUNT (*) AS countall

FROM log
GROUP BY
user id,
host
)
)
WHERE
countall > 120
ORDER BY
Rate 200 DESC
LIMIT
5

status:302 or 200 and final_plugin:'cc'
BB X RRBERELA T WAFEJavascript AWAR L SRS .
*
SELECT
user id,
host AS "iHZ",
Rate 200 AS "200tkfl",
Rate 302 As "302tkfl",
Rate 404 As "404tbfl",
Rate 405 AS "405tkfl",
Rate 444 As "444tbffl",
Rate 499 As "499tkfl",
Rate 500 AS "500Lbfl",
Rate 502 As "502LEfl",
Rate 503 As "503ELff",
Rate 504 As "504tbflm,
countall / 60 AS "aveQPS",
status_ 200,
status_ 302,

ctatinie ANA
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LLatuo TUI)

status_405,
status_444,
status_ 499,
status_ 500,
status 502,
status_ 503,
status 504,

countall

FROM

(

SELECT

user id,
host,

round (

round (status 200 * 1.0000 / countall, 4) * 100,

2
) AS Rate 200,

round (

round (status 302 * 1.0000 / countall, 4) * 100,

2
) AS Rate 302,

round (

round (status 404

2
) AS Rate 404,

round (

round (status 405

2
) AS Rate 405,

round (

round (status 405

2
) AS Rate 444,

round (

round (status_ 405

2
) AS Rate 499,

round (

round (status 500

2
) AS Rate 500,

round (

round (status 502

2
) AS Rate 502,

round (

round (status_ 503

2
) AS Rate 503,

round (

round (status_ 504

2
) AS Rate 504,
status_ 200,
status 302,

*

*

*

*

*

1.0000 /

1.0000 /

1.0000 /

1.0000 /

1.0000 /

* 1.0000 /

*

*

1.0000 /

1.0000 /

countall,

countall,

countall,

countall,

countall,

countall,

countall,

countall,

100,

100,

100,

100,

100,

100,

100,

100,
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status_ 404,
status_ 405,
status_ 444,
status 499,
status_500,
status 502,
status_ 503,
status_ 504,
countall
FROM (
SELECT
user id,
host,
count if(
status = 200

AND final plugin = 'cc'
) AS status 200,
count if (

status = 302

AND final plugin = 'cc'

) AS status 302,

count if (status = 404) AS status_ 404,
AS status 405,
AS status_ 444,
AS status 499,
AS status 500,
AS status 502,
as status_ 503,

AS status_ 504,

count if (status = 405
count if (status = 444
count if (status = 499
count if (status = 500
count if (status = 502
count if (status = 503
count if (status = 504
COUNT (*) AS countall

FROM log
GROUP BY
user id,
host
)
)
WHERE
countall > 120
ORDER BY
Rate 200 DESC
LIMIT
5

status:200 and final_plugin:'antifraud'
BRBX: FRIEREWAFSIEIE XIS 25,

*
SELECT
user id,
host AS "H&",
Rate 200 AS "200ELfl",

Rate 302 As "302LLffl",
Rate 404 ag "anatkdEln
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Rate 405 AS "405ELfl",
Rate 444 As "444tbfn,
Rate 499 As "499tkfl",
Rate 500 AS "500tkfl",
Rate 502 As "502Lbffl",
Rate 503 As "503Ltkfl",
Rate 504 AS "504Lbffl",

countall / 60 AS "aveQPS",

status_ 200,
status_302,
status_404,
status_405,
status_ 444,
status_ 499,
status_ 500,
status_ 502,
status 503,
status_ 504,
countall
FROM (
SELECT
user id,
host,

round (

round (status 200 * 1.0000 / countall, 4) * 100,

2
) AS Rate 200,

round (

round(status 302 * 1.0000 / countall, 4) * 100,

2
) AS Rate 302,
round (
round (status_ 404
2
) AS Rate 404,
round (
round (status 405
2
) AS Rate 405,
round (
round (status 405
2
) AS Rate 444,
round (
round (status 405
2
) AS Rate 499,

round (

*

*

*

*

1.0000 /

1.0000 /

1.0000 /

1.0000 /

countall,

countall,

countall,

countall,

round (status_500 * 1.0000 / countall,

2
) AS Rate 500,

round (

round (status 502 * 1.0000 / countall,

2

4)

4)

100,

100,

100,

100,

* 100,

* 100,

58
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) AS Rate 502,
round (
round (status_503 * 1.0000 / countall, 4) * 100,
2
) AS Rate 503,
round (
round (status 504 * 1.0000 / countall, 4) * 100,
2
) AS Rate 504,
status_200,
status_ 302,
status_ 404,
status_405,
status_444,
status_ 499,
status_ 500,
status 502,
status_ 503,
status 504,
countall
FROM (
SELECT
user id,
host,
count if(
status = 200
AND final plugin = 'antifraud'
) AS status 200,
count if (status = 302) AS status 302,
AS status_ 404,
AS status_ 405,
count if (status = 444) AS status_ 444,

)
count if (status = 404)
)
)
status = 499) AS status 499,
)
)
)
)

count if (status = 405

count if
count if (status = 500) AS status 500,
AS status 502,
AS status 503,

AS status 504,

(
(
(
(
(
count if (status = 502
count if (status = 503
count if (status = 504
COUNT (*) AS countall

FROM log
GROUP BY
user id,
host
)
)
WHERE
countall > 120
ORDER BY
Rate 200 DESC
LIMIT
5
status:404
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SELECT
user_ id,
host As "iHE",
Rate 200 AS "200Lbfl",
Rate 302 As "302Lkffl",
Rate 404 AS "404tbffl",
Rate 405 As "405EEfl",
Rate 500 AS "500ELfl",
Rate 502 As "502Ltkfl",
Rate 503 As "503tkfl",
Rate 504 As "504tbfl",
countall / 60 AS "aveQPS",
status_ 200,
status_ 302,
status_ 404,
status_405,
status_500,
status 502,
status_ 503,
status_504,
countall

FROM

(

SELECT

user id,

host,

round (
round(status 200 * 1.0000 / countall, 4) * 100,
2

) AS Rate 200,

round (
round (status 302 * 1.0000 / countall, 4) * 100,
2

) AS Rate 302,

round (
round (status 404 * 1.0000 / countall, 4) * 100,
2

) AS Rate 404,

round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) AS Rate 405,

round (
round (status 500 * 1.0000 / countall, 4) * 100,
2

) AS Rate 500,

round (
round(status 502 * 1.0000 / countall, 4) * 100,
2

) AS Rate 502,

round (
round (status 503 * 1.0000 / countall, 4) * 100,

60

> MAYRRA: 20220422



W 4o b= A=k, TIREBEN
VVebEEFﬁwa(ﬂ% nni1t§::;= fERH Hﬁjjiz;;f%!ﬁgg

=5

2
) AS Rate 503,
round (
round (status 504 * 1.0000 / countall, 4) * 100,
2
) AS Rate 504,
status_ 200,
status_ 302,
status 404,
status_405,
status_500,
status_ 502,
status_ 503,
status_ 504,
countall
FROM (
SELECT
user id,
host,
count if (status = 200) AS status 200,
AS status 302,
AS status 404,
count if (status = 405) AS status_ 405,

( )
count if (status = 302)

( )

( )
count if (status = 499) AS status 499,

( )

( )

( )

( )

count if (status = 404

count if (status = 500) AS status_ 500,
AS status 502,
AS status 503,

AS status_ 504,

count if (status = 502
count if (status = 503
count if (status = 504
COUNT (*) AS countall

FROM log
GROUP BY
user id,
host
)
)
WHERE
countall > 120
ORDER BY
Rate 404 DESC
LIMIT
5

status:405 and waf_action:'block’
BRBEX . RRIBREWAFRIMIBAIP 51248,

>

SELECT
user id,
host AS "iH&Z",
Rate 200 AS "200tkfl",
Rate 302 As "302tkfl",
Rate 404 As "404tbfl",
Rate 405 AS "405tkfl",
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Rate 444
Rate 499
Rate 500
Rate 502
Rate 503
Rate 504

countall

AS
AS
AS
AS
AS
AS

/ 60 AS "aveQPS",

status_ 200,
status_ 302,
status_404,
status_405,
status_ 444,
status_499,
status_ 500,
status_ 502,
status_ 503,
status 504,

countall
FROM (
SELECT

user_id,

host,

round (
round (status 200 * 1.0000 / countall, 4) * 100,

2

na44tb,
"499Ebf",
"500Lk 1",
"502E6f]",
"503E6fl",
"504LkHI",

) AS Rate 200,
round (
round (status 302 * 1.0000 / countall, 4) * 100,

2

) AS Rate 302,

round (

round (status_404

2

) AS Rate 404,

round (

round (status 405

2

) AS Rate 405,

round (

round (status_ 405

2

) AS Rate 444,

round (

round (status_ 405

2

) AS Rate 499,
round (
round (status 500 * 1.0000 / countall, 4) * 100,

2

) AS Rate 500,

round (
round (status 502 * 1.0000 / countall, 4) * 100,

2

) AS Rate 502,

*

*

*

*

1.0000 /

1.0000 /

1.0000 /

1.0000 /

countall,

countall,

countall,

countall,

100,

100,

100,

100,
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round (
round (status 503 * 1.0000 / countall, 4) * 100,
2
) AS Rate 503,
round (
round (status 504 * 1.0000 / countall, 4) * 100,
2
) AS Rate 504,
status_ 200,
status_302,
status_ 404,
status_ 405,
status_444,
status 499,
status_ 500,
status 502,
status 503,
status_ 504,
countall
FROM (
SELECT
user id,
host,
count if (status = 200) AS status 200,
count if (status = 302) AS status 302,
count if (status = 404) AS status 404,
count if(
status = 405
and waf action = 'block'
) AS status_ 405,
count if (status = 444) AS status_ 444,
count if (status = 499) AS status 499,
count if (status = 500) AS status 500,
count if (status = 502) AS status_ 502,
count if (status = 503) AS status 503,
count if (status = 504) AS status 504,

COUNT (*) AS countall

FROM log
GROUP BY
user id,
host
)
)
WHERE
countall > 120
ORDER BY
Rate 405 DESC
LIMIT
5

status:405 and final_plugin:'acl'
BN RRBEREWAFNEZ B R BEXHIPREE (ACUEEEZS)) MNE=H,
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SELECT
user_ id,
host As "HE&",
Rate 200 AS "200tbfl",
Rate 302 As "302Lkffl",
Rate 404 AS "404tbfl",
Rate 405 AS "405EEfl",
Rate 444 AS "444tbfl",
Rate 499 As "499tkf",
Rate 500 AS "500ELfl",
Rate 502 As "502Ltkfl",
Rate 503 As "503tkfl",
Rate 504 As "504tbfl",
countall / 60 AS "aveQPS",
status_ 200,
status_ 302,
status_ 404,
status_405,
status_444,
status_ 499,
status_500,
status_ 502,
status_ 503,
status_ 504,
countall
FROM (
SELECT
user id,
host,

round (

round (status 200 * 1.0000 / countall, 4) * 100,

2
) AS Rate 200,

round (

round (status 302 * 1.0000 / countall, 4) * 100,

2

) AS Rate 302,

round (
round (status 404 * 1.0000 / countall,
2

) AS Rate 404,

round (
round (status 405 * 1.0000 / countall,
2

) AS Rate 405,

round (
round (status 405 * 1.0000 / countall,
2

) AS Rate 444,

round (
round (status 405 * 1.0000 / countall,
2

) AS Rate 499,

1

100,

100,

100,

100,
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round (
round (status 500 * 1.0000 / countall, 4) * 100,
2
) AS Rate 500,
round (
round (status 502 * 1.0000 / countall, 4) * 100,
2
) AS Rate 502,
round (
round(status 503 * 1.0000 / countall, 4) * 100,
2
) AS Rate 503,
round (
round (status 504 * 1.0000 / countall, 4) * 100,
2
) AS Rate 504,
status_ 200,
status_ 302,
status_ 404,
status_405,
status_444,
status 499,
status_500,
status 502,
status_ 503,
status_ 504,
countall
FROM (
SELECT
user id,
host,
count if (status = 200) AS status_ 200,
status = 302) AS status 302,
404) AS status 404,

count if

(
(
count if (status
count if(

status = 405

and final plugin = 'acl'
) AS status 405,
count if (status = 444) AS status_ 444,
AS status_ 499,
AS status 500,
AS status 502,
AS status 503,

AS status 504,

count if (status = 499
count if (status = 500
count if (status = 502
count if (status = 503
count if (status = 504
COUNT (*) AS countall
FROM log
GROUP BY
user id,

host

)
WHERE

countall > 120
ORDER BY

Rate 4NK NDRQC
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status:444
RN . ERIBERBEWAFHICCREHIPINI A,

o
select
user id,
host As "iH&",
Rate 200 AS "200tkfl",
Rate 302 As "302tkfl",
Rate 404 As "404tbffl",
Rate 405 As "405EEfl",
Rate 444 AS "444tbfl",
Rate 499 As "499tkfl",
Rate 500 AS "500Lbfl",
Rate 502 As "502LEfl",
Rate 503 AS "503ELfl",
Rate 504 As "504tbfm,
countall / 60 AS "aveQPS",
status_ 200,
status_ 302,
status_ 404,
status_405,
status 444,
status_ 499,
status_500,
status 502,
status_ 503,
status_504,
countall
FROM (
SELECT
user id,
host,

round (

round(status 200 * 1.0000 / countall, 4) * 100,

2
) AS Rate 200,

round (

round (status 302 * 1.0000 / countall, 4) * 100,

2
) AS Rate 302,

round (

round (status 404 * 1.0000 / countall, 4) * 100,

2
) AS Rate 404,

round (

round (status 405 * 1.0000 / countall, 4) * 100,

2
) AS Rate 405,

...... A
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rournay
round (status 405 * 1.0000 / countall, 4) * 100,
2
) AS Rate 444,
round (
round (status 405 * 1.0000 / countall, 4) * 100,
2
) AS Rate 499,
round (
round (status 500 * 1.0000 / countall, 4) * 100,
2
) AS Rate 500,
round (
round (status 502 * 1.0000 / countall, 4) * 100,
2
) AS Rate 502,
round (
round (status 503 * 1.0000 / countall, 4) * 100,
2
) AS Rate 503,
round (
round (status 504 * 1.0000 / countall, 4) * 100,
2
) AS Rate 504,
status_200,
status_ 302,
status_404,
status_ 405,
status 444,
status_499,
status_ 500,
status 502,
status_ 503,
status 504,
countall
FROM (
SELECT
user id,
host,
count if (status = 200) AS status_ 200,
( AS status_302,
( AS status_ 404,
count if (status = 405) AS status 405,
(status = 444) AS status 444,
(
(
(
(
(

)
count if (status = 302)
)
)
)
count if (status = 499) AS status 499,
)
)
)
)

count if (status = 404
count if
count if (status = 500) AS status 500,
AS status 502,

AS status 503,
AS status 504,

count if (status = 502

count if (status = 503

count if (status = 504

COUNT (*) AS countall
FROM log
GROUP BY

user id,

host
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)
WHERE

countall > 120
ORDER BY

Rate 444 DESC
LIMIT

5

status:499

ERRY: RRRSH[ENREDEF

*
SELECT
user_ id,
host AS "iHZ",
Rate 200 AS "200Lbfl",
Rate 302 As "302tkfl",
Rate 404 AS "404Lbffr,
Rate 405 As "405EEfl",
Rate 444 AS "444bfln,
Rate 499 As "499tkf",
Rate 500 AS "500tkf",
Rate 502 As "502Ltkffl",
Rate 503 As "503Lkfl",
Rate 504 AS "504tbffl",
countall / 60 AS "aveQPS",
status 200,
status_ 302,
status_ 404,
status_405,
status_444,
status_ 499,
status_500,
status 502,
status_ 503,
status 504,
countall
FROM (
SELECT
user id,
host,

round (

Al v

Imie

KEEIE, EREEME. RSRED

round (status 200 * 1.0000 / countall, 4) * 100,

2
) AS Rate 200,

round (

round (status 302 * 1.0000 / countall, 4) * 100,

2
) AS Rate 302,

round (

round (status 404 * 1.0000 / countall, 4) * 100,

2

\' NCQ Do+~ AN

B2 PIRA9RTSTE,
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round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) AS Rate 405,

round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) AS Rate 444,

round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) AS Rate 499,

round (
round (status 500 * 1.0000 / countall, 4) * 100,
2

) AS Rate 500,

round (
round(status 502 * 1.0000 / countall, 4) * 100,
2

) AS Rate 502,

round (
round (status 503 * 1.0000 / countall, 4) * 100,
2

) AS Rate 503,

round (
round (status 504 * 1.0000 / countall, 4) * 100,
2

) AS Rate 504,
status_ 200,
status_302,
status_ 404,
status_ 405,
status_ 444,
status_ 499,
status_500,
status 502,
status_ 503,
status_ 504,
countall
FROM (
SELECT
user id,
host,
count if (status = 200) AS status_ 200,
AS status 302,
AS status 404,
AS status_ 405,
AS status_ 444,
AS status 499,
AS status 500,
AS status 502,
AS status 503,
AS status 504,

(
count if (status = 302
count if (status = 404
count if (status = 405
count if (status = 444
count if (status = 499
count if (status = 500
count if (status = 502
count if (status = 503
count if (status = 504
COUNT (*) AS countall
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FROM log

GROUP BY
user id,
host
)
)
WHERE
countall > 120
ORDER BY
Rate 499 DESC
LIMIT
5
status:500

BRBEX : RSF[ABEIR (Internal Server Error) , RRREZBLIETHIENK.

*
SELECT
user id,
host As "H&",
Rate 200 AS "200tkf",
Rate 302 As "302Ltkfln,
Rate 404 As "404Ebfl",
Rate 405 AS "405tbfl",
Rate 444 AS "444bbfl,
Rate 499 AS "499tbfl",
Rate 500 AS "500LEfl",
Rate 502 As "502ELff",
Rate 503 As "503tEfl",
Rate 504 AS "504tbfl",
countall / 60 AS "aveQPS",
status_ 200,
status_ 302,
status_ 404,
status_ 405,
status_444,
status 499,
status_ 500,
status_ 502,
status_ 503,
status_ 504,
countall
FROM (
SELECT
user_ id,
host,

round (

round (status_200 * 1.0000 / countall, 4) * 100,

2
) AS Rate 200,

round (

round (status 302 * 1.0000 / countall, 4) * 100,

2
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) AS Rate 302,

round (
round (status 404 * 1.0000 / countall, 4) * 100,
2

) AS Rate 404,

round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) AS Rate 405,

round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) AS Rate 444,

round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) AS Rate 499,

round (
round (status 500 * 1.0000 / countall, 4) * 100,
2

) AS Rate 500,

round (
round (status 502 * 1.0000 / countall, 4) * 100,
2

) AS Rate 502,

round (
round (status 503 * 1.0000 / countall, 4) * 100,
2

) AS Rate 503,

round (
round (status 504 * 1.0000 / countall, 4) * 100,
2

) AS Rate 504,
status_ 200,
status_ 302,
status_ 404,
status_405,
status 444,
status_ 499,
status_ 500,
status_ 502,
status_ 503,
status_ 504,
countall
FROM (
SELECT
user id,
host,
count if (status = 200
status = 302
status = 404

AS status_ 200,
AS status 302,
AS status_ 404,
AS status 405,
count if (status = 444) AS status_ 444,
count 1if (status = 499) AS status 499,

count if

count_if

(
(
(
(

count if (status = 405
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count if (status = 500

(

count if (status = 502

count if (status = 503
(

count if (status = 504
COUNT (*) AS countall

FROM log
GROUP BY
user id,
host
)
)
WHERE
countall > 120
ORDER BY
Rate 500 DESC
LIMIT
5
status:502

AS
AS
AS

status_ 500,
status_502,
status_ 503,
status_ 504,

BB #HIRMX (Bad Gateway) , RRRSB|IEANKHAE, N LERSFJRBIEZRIMA, —ARH

FERIENEZRELE. BIREEGHDEHREEZRERIERS, SBIRELMA,

*
SELECT
user id,
host AS "iHZ",
Rate 200 AS "200tEfl",
Rate 302 As "302LLff",
Rate 404 As "404tbflm,
Rate 405 AS "405ELfl",
Rate 444 As "444tbfn,
Rate 499 As "499tkfl",
Rate 500 AS "500Lbfl",
Rate 502 As "502Lbffl",
Rate 503 AS "503Ltbfl",
Rate 504 As "504Lbffl",
countall / 60 AS "aveQPS",
status_ 200,
status_ 302,
status_404,
status_ 405,
status 444,
status_ 499,
status 500,
status_ 502,
status 503,
status_ 504,
countall
FROM (
SELECT
user id,
host,

rArnA
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round (status 200 * 1.0000 / countall, 4) * 100,

2

) AS Rate 200,

round (
round (status 302 * 1.0000 / countall, 4) * 100,
2

) AS Rate 302,

round (
round (status 404 * 1.0000 / countall, 4) * 100,
2

) AS Rate 404,

round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) AS Rate 405,

round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) AS Rate 444,

round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) AS Rate 499,

round (
round (status 500 * 1.0000 / countall, 4) * 100,
2

) AS Rate 500,

round (
round (status_502 * 1.0000 / countall, 4) * 100,
2

) AS Rate 502,

round (
round (status 503 * 1.0000 / countall, 4) * 100,
2

) AS Rate 503,

round (
round (status 504 * 1.0000 / countall, 4) * 100,
2

) AS Rate 504,
status_200,
status_ 302,
status_ 404,
status_ 405,
status_444,
status 499,
status_500,
status 502,
status 503,
status_504,
countall
FROM (
SELECT
user id,
host,
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count if (status = 200) AS status_ 200,
AS status_ 302,
AS status_ 404,
AS status 405,
AS status 444,
AS status 499,
AS status 500,
AS status 502,
AS status 503,
AS status_ 504,

(

count if (status = 302
count if (status = 404
count if (status = 405
count if (status = 444
count if (status = 499
count if (status = 500
count if (status = 502
count if (status = 503
count if (status = 504
COUNT (*) AS countall

FROM log
GROUP BY
user id,
host
)
)
WHERE
countall > 120
ORDER BY
Rate 502 DESC
LIMIT
5
status:503

RN RSATUA (Service Unavailable) , FRRETBHMENLEF, RSF[ERILEER,

o

SELECT
user id,
host as "HE&",
Rate 200 as "200tbfl",
Rate 302 as "302tkffl",
Rate 404 as "404tkffl",
Rate 405 as "405EEf",
Rate 444 as "444tbffl",
Rate 499 as "499LLfl",
Rate 500 as "500ELfH",
Rate 502 as "S502Lbfl",
Rate 503 as "503tkffl",
Rate 504 as "S504Lbfl",
countall / 60 as "aveQPS",
status_200,
status_ 302,
status 404,
status_405,
status 444,
status_499,
status_ 500,
status_ 502,
status 503,
status_ 504,

conntall
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SELECT

user id,

host,

round (
round (status 200 * 1.0000 / countall, 4) * 100,
2

) as Rate 200,

round (
round (status_302 * 1.0000 / countall, 4) * 100,
2

) as Rate 302,

round (
round (status 404 * 1.0000 / countall, 4) * 100,
2

) as Rate 404,

round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) as Rate 405,

round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) as Rate 444,

round (
round (status 405 * 1.0000 / countall, 4) * 100,
2

) as Rate 499,

round (
round (status_500 * 1.0000 / countall, 4) * 100,
2

) as Rate 500,

round (
round (status 502 * 1.0000 / countall, 4) * 100,
2

) as Rate 502,

round (
round (status 503 * 1.0000 / countall, 4) * 100,
2

) as Rate 503,

round (
round (status 504 * 1.0000 / countall, 4) * 100,
2

) as Rate 504,

status_ 200,

status_ 302,

status_ 404,

status 405,

status_444,

status 499,

status_500,

status 502,

status_ 503,

status 504,

> MAEhRA: 20220422 75



Y

K 108 = A=z, TR EF T\
Ei;z;ﬁ:g ERBERS EIEXWAF Webmﬁﬁmx%
countall
FROM (
SELECT
user id,
host,
count if (status = 200) as status_ 200,
count if (status = 302) as status 302,
count if (status = 404) as status 404,
count if (status = 405) as status_ 405,
count if (status = 444) as status 444,
count if (status = 499) as status 499,
count if (status = 500) as status_500,
count if (status = 502) as status 502,
count if (status = 503) as status 503,
count if (status = 504) as status_ 504,
COUNT (*) as countall
FROM log
GROUP BY
user id,
host
)
)
WHERE
countall > 120
ORDER BY
Rate 503 DESC
LIMIT
5
status:504
ERBEX: MXBH (Gateway Timeout) , RRBRSF|IEAMXINE, REREMN LFRSFIWENIE
Ko
*
SELECT
user id,

host As ™H&",

Rate 200 AS "200ELff",
Rate 302 As "302Ltkfl",
Rate 404 AS "404Ebfl",
Rate 405 As "405tEf",
Rate 444 As "444bfiln,
Rate 499 As "499tkfl",
Rate 500 AS "500EEfI",
Rate 502 As "502Ltbfl",
Rate 503 As "503tEfl",
Rate 504 AS "504tbffl",
countall / 60 AS "aveQPS",
status_200,

status_ 302,

status_ 404,

status_405,
atatnae 444
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status 499,
status_500,
status 502,
status 503,
status_ 504,
countall
FROM (
SELECT
user id,
host,
round (
round (status_200 * 1.0000 / countall, 4) * 100,
2
) AS Rate 200,
round (
round (status 302 * 1.0000 / countall, 4) * 100,
2
) AS Rate 302,
round (
round (status 404 * 1.0000 / countall, 4) * 100,
2
) AS Rate 404,
round (
round (status 405 * 1.0000 / countall, 4) * 100,
2
) AS Rate 405,
round (
round (status 405 * 1.0000 / countall, 4) * 100,
2
) AS Rate 444,
round (
round (status_405 * 1.0000 / countall, 4) * 100,
2
) AS Rate 499,
round (
round (status 500 * 1.0000 / countall, 4) * 100,
2
) AS Rate 500,
round (
round(status 502 * 1.0000 / countall, 4) * 100,
2
) AS Rate 502,
round (
round (status 503 * 1.0000 / countall, 4) * 100,
2
) AS Rate 503,
round (
round (status 504 * 1.0000 / countall, 4) * 100,
2
) AS Rate 504,
status_200,
status_ 302,
status_404,
status 405,

> MAEhRA: 20220422 77



Z. FHHERSEENXWAF

Web N7 B 5 X 1%

status_ 444,
status_ 499,
status_ 500,
status_ 502,
status_ 503,
status 504,
countall
FROM (
SELECT
user id,
host,
count if (status
count if (status
count if (status
count if (status
count if (status
count if (status
count if (status
count if (status
count if (status

count if (status

200)
302)
404)
405)
444)
499)
500)
502)
503)
504)

COUNT (*) AS countall

AS
AS
AS
AS
AS
AS
AS
AS
AS
AS

status_ 200,
status 302,
status_404,
status_ 405,
statusi 444,
status 499,
status_ 500,
status_502,
status_ 503,
status_504,

FROM log
GROUP BY
user id,
host
)
)
WHERE
countall > 120
ORDER BY
Rate 504 DESC
LIMIT
5
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