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1.EASMB ST AR IR IS

BRSS MIEASMEER T ] B mEERR B BRARSS Tracing Analysis, ANHXM AN L EIRE T TENEHER T
R, ARBERESR. EEAIN. NAKRBOWEERS, TUEHALRERESFZSHAMANARET
BUMEBERRIN, RAFRZEINR, AXNBUETEASMPERAEEERRKRS .

BIfE 5

o EFEHEERRS.

o SIRASMLAIE, ERATHRIEER, FBESRAEASMELY,

b =2 =
B == EhEi

PHAREE—MATHNARFHTHREMMNERNTTE, CEHEHNERMRSRAMZENNARE
. BRIstiofCIEREBAMAESpanfER, ERNARFNATEECBEINHTTPIRL, UEERARLIX
SpanBY, TJLAESpanlEfitXEXE ENRIRD, Ak, NAREFEWEUTIRLHBEMNENBERER
FEARHIER:

(] x-request-id

o x-b3-traceid

° x-b3-spanid

o x-b3-parentspanid
° x-b3-sampled

® x-b3-flags

® x-ot-span-context

HERH

ERBHEmAEIASMELAHETNRASEZ G, EERE DLAPYthonEE LW productpagefiss, NSk
ZRNRARFERT OpenTracing EEMHTTPERDZER T R EBIARL,

def getForwardHeaders (request) :
headers = {}
# x-b3-*** headers can be populated using the opentracing span
span = get current span ()
carrier = {}
tracer.inject (
span_context=span.context,
format=Format.HTTP_ HEADERS,
carrier=carrier)
headers.update (carrier)
# ...
incoming headers = ['x-request-id']
# ...
for ihdr in incoming headers:
val = request.headers.get (ihdr)
if val is not None:
headers[ihdr] = val

return headers

EE U avaiE 5 LW HreviewsfRE 2t o] LAE BIHE R BIHT T PRk,
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https://help.aliyun.com/document_detail/147793.html#task-2370657
https://help.aliyun.com/document_detail/149547.html#task-2375501
https://opentracing.io/

AT M- FEASM e SLHL 3 A TUER B BR S5 A&

QGET

@Path ("/reviews/{productId}")

public Response bookReviewsById (@PathParam("productId") int productId,
@HeaderParam ("end-user") String user,
@HeaderParam ("x-request-id") String xreq,
@QHeaderParam ("x-b3-traceid") String xtraceid,
@HeaderParam ("x-b3-spanid") String xspanid,

@HeaderParam("x-b3-sampled") String xsampled,

(
(
(
@HeaderParam ("x-b3-parentspanid") String xparentspanid,
(
QHeaderParam ("x-b3-flags") String xflags,

(

@HeaderParam ("x-ot-span-context") String xotspan) {
if (ratings_enabled) {

JsonObject ratingsResponse = getRatings(Integer.toString(productlId), user, xreq, xtrace
id, xspanid, xparentspanid, xsampled, xflags, xotspan);

BB
TEN SR BRIt R2 5 N Attp./ /(A O P AR 5579 IPH I} /product page, T LAE E)Bookinfo iz A I TUE .

EENAYIE

MAZERRHERRT MEHREENBANRRESS. ABIERH. AEE RS XRBIER. TETLANRNA
REEENRE, NMEEAREHITIFIE,

1. BREEIKIB IR Tracing Analysis 12418

2. EEMSHMEDEENASIER, HEMNBIRTETRERIEEB iR,

Tracing Analysis | RzFR%%
s w1 58 w2 R (CERCCEND R U R (b)) EE GRID
wizzblIE

@ Tracing Analysis TIURRAH AR, REEAESE
ECEEN

SEEATE:
HEAO

&R ko3 e ARiERMI  AR#ERE  MaREE BRAT305) FIRRTRYE] RIE
BUREFIAA

g2 330 istio-ingressgateway 100.0% 105 0 1.4ms

productpage.default 100.0% 19 0 9.7ms

reviews.default 100.0% 8 0 6.8ms

===

ratings.default 100.0% 5 0 0.0ms wE

details.default /2 100.0% 3 0 1.3ms

P
5

BEENAFE

MAFERE Y RANBERSENS —aY8 LR XRERER. BRKRINEMNRARERS,

1. BRHEIKIB IR Tracing Analysis 2418

2. EEMSHEEDEENAIN R, HENAZIRAEMENEEBRE, AEREEXNANEZER,

3. AEMSHE=PIERENAFRE, EEMNEV=RSIERPEESWE—G UPIEARIRBIN=E.
AR E LEFRRARINENX RS, R A%EUE LEEZNBEMMEN S EHE R
BII%, BRFEMERES, RB0I5H100MNEBEE.
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https://tracing-analysis.console.aliyun.com/#/overview
https://tracing-analysis.console.aliyun.com/#/overview

BR S5 MA& AT M- FEASM e SL LA TUER B

< | | istio-ingressgateway v E0HH
EARE . o a a - -
WARZEE) + RS S FRHS LA TR
AR
QAT ms £E
BB
e > LR Span% R B ER{ RSB traceld
]
. 192.168.0.66 233ms/3/0 > 2020-01-05 23:07:44 default. 1. istio-ir 24ms . 32581f29f4103088d9dacdbf2598c0ee
SHLE
2020-01-05 23:07:43 default. 1. gat... 24ms . 311dbfed02fe49d0e0efdfe7df46b51f
S HER
2020-01-05 23:07:45 default. 1. istio-ir 22ms . 3e7edcd7b6e95fd49bbffb26626a83fe
TR HEN
RRE

EERAERNE

VB GRS B0IR A E R T P ERE R B RGP EBY I RAS PHE/MLEREAR. BRSE. MIEMEER.
. ERAEERE, GEAREERE, LEEEHENTace D,

2. FEIRI B0V P RE RS U LS A RBARBNRHE.

@ 08
o IPHilt FEERMSPHANEFENREHR, RATNERERA T NETRRE. $E5s
I8 R RIS

o BEMBEFETRSE L, BuUEEZRSHNEK. FREtE. Tagll AEEHEER. ¥
BE2REENAEFRE,

| VAR BERS
Span&if NF% W& IPHehE BB BRI (firR)
v default. I istio-ingressgateway @ 192.168.0.66  2020-01-0523:07:36.159 31.28ms
v default. productpage.default @ 192.168.0.68  2020-01-0523:07:36.160  30.569ms
W details.default.sve.clusterlocal:9080/* productpage.default @ 192168068  2020-01-05 23:07:36.165 2.433ms
details.default.sve.cluster.local:9080/* details.default @ 192.168.0.72  2020-01-0523:07:36.165 1.417ms
W reviews.default.sve.clusterlocal:9080/" productpage.default @ 192.168.0.68  2020-01-0523:07:36.170 18.28ms
W reviews.default.sve.cluster.local:9080/* reviews.default @ 192168067  2020-01-0523:07:36.171 17.369ms
W ratings.default.sve.cluster.local:9080/* reviews.default @ 192.168.0.67  2020-01-05 23:07:36.183 1.918ms
ratings.default.sve.clusterlocal:9080/" ratings.default @  192.168.0.70  2020-01-0523:07:36.183 0.989ms
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https://help.aliyun.com/document_detail/117988.html#task-1443488
https://help.aliyun.com/document_detail/90508.html#task-1443470

ol [0 B2 R S S HASMBERE B
REUE

2.MBEEZRSS HASMBEIRIE IREE

ASMARSZF5 0 P B =9 RRIE BRAR S5 S BB IR AR, RHEXFREABRZNRIZpknMNRAS H
BEREHE, AXNEMETHASMBTEE, BERHRESEHECNBERR,
BIfE 5

o ZHERBRZRASREZpkntNY, FHiBiSFRAEZipkinis 09411104507, &R {EHjaeger, MEELFZEZipkin
Collector,

o ZEERRHETHIREEHA,
o ERIE—PACKEIHIFHFMEJASMEGIth, BESWHNNEEZIASMELA,
o ASMLAIERE T AOMX, BERAMA LM KRS,

SB—: AEHSAREER

1. BRASMIEFIA,

EEMSHE, EERSME > AEEE,

EREERRE, RAFRENZY), REIANSRAERIEFIPLEEE,
BHEREG L ANDERE.

ENRREEHNERT, EPEARKER, HEFATHEEZIpkN,
BEHEWE.

SR aHEESEELEZipkin

1. B TEBYAMURTE A& zipkin-server.yaml,

o v ok wN
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https://help.aliyun.com/document_detail/148231.html#task-2372122
https://help.aliyun.com/document_detail/149546.html#task-2372970
https://servicemesh.console.aliyun.com

oS G EERAES R IE
RS S oA (2 5 = 5 ﬁEﬁASMﬁz%

apiVersion: apps/vl
kind: Deployment
metadata:
name: zipkin-server
namespace: istio-system
spec:
replicas: 1
selector:
matchLabels:
app: zipkin-server
component: zipkin
template:
metadata:
labels:
app: zipkin-server
component: zipkin
spec:
containers:

- name: zipkin-server
image: openzipkin/zipkin
imagePullPolicy: IfNotPresent
readinessProbe:

httpGet:

path: /health

port: 9411
initialDelaySeconds: 5

periodSeconds: 5

@ 3B NREBEEABETESNERAAYAMIIHEE, EH{EDeploymentt7Eistio-
system namespace T,

2. AITUTHE, BzkENAEAIERSEE.

kubectl --kubeconfig=${DATA PLANE KUBECONFIG} apply -f zipkin-server.yaml

D #&  AXPHIS(DATA_PLANE KUBECONFIG)R Y4 & i 3 $0 3R T &= B By Kubeconfig ST BR
2, ${ASM_KUBECONFIG} T 24 £ 42 9 W 4& L i Kubeconfig A4 E& 12 ,

3. BB EEHIAZipkinServer POdIE & B 5,

FB=: f@EServiceREZipkinServer

% E7xistio-system namespace T8I & A zipkinfIfR S5, RIBITASMAV KB IRE RS IZRS. &
EEEZIpKnEBEF AN, E#EMzipkin-svc-expose-public.yaml; BEAFEZETF AR, EEAzipkin-
svcyaml, ATETEFBREIE, ARFI{ERzipkin-svc-expose-public.yaml¥&zipkin Serverg & F /2 M i
H.

) EE  AIRKRS SRBHA A zipkin,

1. R TEHORBRENYAMLIUE,
o BEERZIpKNRETAM, E{FEAzipkin-svc-expose-public.yaml, XHERFWNT:
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apiVersion: vl
kind: Service
metadata:
labels:
app: tracing
component: zipkin
name: zipkin
namespace: istio-system
spec:
externalTrafficPolicy: Cluster
ports:
- name: zipkin
port: 9411
protocol: TCP
targetPort: 9411
selector:
app: zipkin-server
component: zipkin

type: LoadBalancer

o ERFERET AN, BEFEMzipkin-svcyaml, XHERBWT:

apiVersion: vl
kind: Service
metadata:
labels:
app: tracing
component: zipkin
name: zipkin
namespace: istio-system
spec:
externalTrafficPolicy: Cluster
ports:
- name: zipkin
port: 9411
protocol: TCP
targetPort: 9411
selector:
app: zipkin-server
component: zipkin

type: ClusterIP

@ W NERCEEERETESNYAMI 4B Service, TR Servicefb#Eistio-system

namespace T,

2. ITLAT 5L Zipkin Service N A I #IE BB,
#EPEBAIM zipkine

kubectl --kubeconfig=S${DATA PLANE KUBECONFIG} apply -f zipkin-svc.yaml

#+EBE ARIRT LAYz ipkine

kubectl --kubeconfig=S${DATA PLANE KUBECONFIG} apply -f zipkin-svc-expose-public.yaml

SBM: &E N M HEBookinfo

10
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1. BidKubect BTLA T4, ¥Bookinfo AEREZI MR EmER T,

kubectl --kubeconfig=${DATA PLANE KUBECONFIG} apply -f bookinfo.yaml

bookinfo.yam3X 4R BN T :

apiVersion: vl
kind: Service
metadata:
name: details
labels:
app: details

service: details

spec:
ports:
- port: 9080
name: http
selector:

app: details
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-details
labels:
account: details
apiVersion: apps/vl
kind: Deployment
metadata:
name: details-vl
labels:
app: details
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: details
version: vl
template:
metadata:
labels:
app: details
version: vl
spec:
serviceAccountName: bookinfo-details
containers:
- name: details
image: docker.io/istio/examples-bookinfo-details-v1:1.16.2
imagePullPolicy: IfNotPresent
ports:
- containerPort: 9080

HHEHHFHFHFH RSB R R R R R
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FHfd S
# Ratings service
5
i dddddii
apiVersion: vl
kind: Service
metadata:

name: ratings

labels:

app: ratings

service: ratings

spec:
ports:
- port: 9080
name: http
selector:

app: ratings
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-ratings
labels:
account: ratings
apiVersion: apps/vl
kind: Deployment
metadata:
name: ratings-vl
labels:
app: ratings
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: ratings
version: vl
template:
metadata:
labels:
app: ratings
version: vl
spec:
serviceAccountName: bookinfo-ratings
containers:
- name: ratings
image: docker.io/istio/examples-bookinfo-ratings-v1:1.16.2
imagePullPolicy: IfNotPresent
ports:
- containerPort: 9080
S R R R R R R R R R R
FHf
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# Reviews service
5
FHfd
apiVersion: vl
kind: Service
metadata:

name: reviews

labels:

app: reviews

service: reviews

spec:
ports:
- port: 9080
name: http
selector:

app: reviews
apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-reviews
labels:
account: reviews
apiVersion: apps/vl
kind: Deployment
metadata:
name: reviews-vl
labels:
app: reviews
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: reviews
version: vl
template:
metadata:
labels:
app: reviews
version: vl
spec:
serviceAccountName: bookinfo-reviews
containers:
- name: reviews
image: docker.io/istio/examples-bookinfo-reviews-v1:1.16.2
imagePullPolicy: IfNotPresent
env:
- name: LOG DIR
value: "/tmp/logs"
ports:
- containerPort: 9080

volumeMounts:

> MA4RRA: 20220114 13
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- name: tmp
mountPath: /tmp
- name: wlp-output
mountPath: /opt/ibm/wlp/output
volumes:
- name: wlp-output
emptyDir: {}
- name: tmp
emptyDir: {}
apiVersion: apps/vl
kind: Deployment
metadata:
name: reviews-v2
labels:
app: reviews
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: reviews
version: v2
template:
metadata:
labels:
app: reviews
version: v2
spec:
serviceAccountName: bookinfo-reviews
containers:
- name: reviews
image: docker.io/istio/examples-bookinfo-reviews-v2:1.16.2
imagePullPolicy: IfNotPresent
env:
- name: LOG DIR
value: "/tmp/logs"
ports:
- containerPort: 9080
volumeMounts:
- name: tmp
mountPath: /tmp
- name: wlp-output
mountPath: /opt/ibm/wlp/output
volumes:
- name: wlp-output
emptyDir: {}
- name: tmp
emptyDir: {}
apiVersion: apps/vl
kind: Deployment
metadata:

name: reviews-v3

14 > MA4RRA: 20220114
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labels:
app: reviews
version: v3
spec:

replicas: 1
selector:
matchLabels:
app: reviews
version: v3
template:
metadata:
labels:
app: reviews
version: v3
spec:
serviceAccountName: bookinfo-reviews
containers:
- name: reviews
image: docker.io/istio/examples-bookinfo-reviews-v3:1.16.2
imagePullPolicy: IfNotPresent
env:
- name: LOG DIR
value: "/tmp/logs"
ports:
- containerPort: 9080
volumeMounts:
- name: tmp
mountPath: /tmp
- name: wlp-output
mountPath: /opt/ibm/wlp/output
volumes:
- name: wlp-output
emptyDir: {}
- name: tmp
emptyDir: {}
A A R R R R R R R R
EEdddddikikibikid
# Productpage services
i
FHEH
apiVersion: vl
kind: Service
metadata:
name: productpage
labels:
app: productpage

service: productpage

spec:
ports:
- port: 9080
name: http
selector:

app: productpage

> MHRA: 20220114
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apiVersion: vl
kind: ServiceAccount
metadata:
name: bookinfo-productpage
labels:
account: productpage
apiVersion: apps/vl
kind: Deployment
metadata:
name: productpage-vl
labels:
app: productpage
version: vl
spec:
replicas: 1
selector:
matchLabels:

app: productpage

version: vl

template:
metadata:

labels:
app: productpage
version: vl

spec:

serviceAccountName: bookinfo-productpage

containers:

- name: productpage
image: docker.io/istio/examples-bookinfo-productpage-vl:1.16.2
imagePullPolicy: IfNotPresent
ports:

- containerPort: 9080
volumeMounts:
- name: tmp
mountPath: /tmp
volumes:
- name: tmp

emptyDir: {}

2. @EidKubectBiTAT®<, EEBookinfoli B HVirtualServices,

kubectl --kubeconfig=${ASM KUBECONFIG} apply -f virtual-service-all-vl.yaml

virtual-service-all-vi.yamX &R BN T :

16 > MA4RRA: 20220114
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apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: productpage
spec:
hosts:
- productpage
http:
- route:
- destination:
host: productpage
subset: vl
apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: reviews
spec:
hosts:
- reviews
http:
- route:
- destination:
host: reviews
subset: vl
apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: ratings
spec:
hosts:
- ratings
http:
- route:
- destination:
host: ratings
subset: vl
apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: details
spec:
hosts:
- details
http:
= FOUtE@S
- destination:
host: details
subset: vl

3. @Bi¥Kubect HTATH S, E8EBookinfo/iz & DestinationRules,

> MA4RRA: 20220114 17
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kubectl --kubeconfig=${ASM KUBECONFIG} apply -f destination-rule-all.yaml

destination-rule-allyami3 R BT :

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: productpage
spec:
host: productpage
subsets:
- name: vl
labels:
version: vl
apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: reviews
spec:
host: reviews
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:
version: v2
- name: v3
labels:
version: v3
apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: ratings
spec:
host: ratings
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:
version: v2
- name: v2-mysqgl
labels:
version: v2-mysql
- name: v2-mysgl-vm
labels:
version: v2-mysqgl-vm
apiVersion: networking.istio.io/vlalpha3

kind: DestinationRule

18 > MA4RRA: 20220114
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metadata:
name: details
spec:
host: details
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:

version: v2

4. BidKubect BITLAT &<, EB8EBookinfoi A Gateway,

kubectl --kubeconfig=${ASM KUBECONFIG} apply -f bookinfo-gateway.yaml

bookinfo-gateway.yam3X 4RSI T :

> MHRA: 20220114
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apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: bookinfo-gateway
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:

— nxn

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: bookinfo
spec:
hosts:
— mxn
gateways:

- bookinfo-gateway

http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/vl/products
route:
- destination:

host: productpage
port:
number: 9080

SBRA: FEEREE
1 WEFUTRS, REAOMXMIL,

kubectl --kubeconfig=${DATA PLANE KUBECONFIG} get svc -n istio-system|grep ingressgatew
aylawk -F ' ' '"{print $4}'

2. [ERMIE ANOMEMhit/productpage ¥ iaBookinfofi A,

FTEN: EERRERHE
1. T T AL IR Zipkin Servicettitit ,
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kubectl --kubeconfig=${DATA PLANE KUBECONFIG} get svc -n istio-system|grep zipkin|awk -

F ' ' "{print $4}'

2. £ zipkin Servicedtfit:9411 , IFEIZipkinizElE, EEBREIE.

B

LR + |

10 HER

ROOT

1sTIO- ‘
INGRESSGATEWAY

1sTIo- (prod
INGRESSGATEWAY

ISTIO-INGRES

1sTIO- (productpage.defaut. sve clusteroc

INGRESSGATEWAY

1sTIO- «
INGRESSGATEWAY

1sTIO- ‘
INGRESSGATEWAY

1sTIO- (producty
INGRESSGATEWAY

TRACE ID

3902497C6750700 s M0

10(B8120b7590bd67 st s s

0C8705901648526 i - bt

06703905 1106177 s stmsicst.

73076691 06243073k b

09a818100c010860411 Tl KRB

a8

07728 11:10:57:864

07728 1:10:86:149 (a fow soconds ag:

07728 11:10:86:874

07728 11:1057:184

07728 1:1058:921 (2

07728 11:10:58:166

22919ms

21.984ms

21.405ms

21.374ms

21.227ms

20272ms
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H[EPREZACK (Alibaba Cloud Container Service for Kubernetes) &5 7 BEREZINEE, RulfEt| B ERN
BREERS, XFERSMEEIEFEEBEAOMXNBRAE, AXEENENTHFEHEXRE. BEH
/UHEKU\&*E%ﬁﬂ’] =

BiE &M
o ERIEED—PASMILH, BB REIEASMELA,

o ERMED—NACKEBEZASMLA, BFSMHANEREZIASMELA,
o EHMEBED—PAOMEFACKERE, BSIHFMALMNERS,

$EB—: AKubernetesEHLZERAERS AN
MEXEEREIZEKubernetesEs, BRTUTEE:
1. BRERRIZEERFE,

2. EREEBEMNSHiZD, BRERH,

3. HERNENE, 2hALACEKubernetesEE, AL, BE N REIEKubernetesiE & e
B,

4, FAHBREFBD, EFEABTERSEET, R REFZENKUbemetesERE &% HEEHE,
o kEEHEHProject, EFE—PINENPoject REEFENAE.,

HERES EAAERS

{F=FEHR Project £l Project k8s-log-

|~]

o EEBIEHProject, NBIAIE— I HBProject REBXENHE, Project 2B E Ik8s-log-
{ClusteriD}, ClusterDE/REFHEAKubernetessEBEH E—HRIR
BERS (EFEEERS
{EFEEA Project BIEESF Project

5. cNEER, RPELEOIEER, SRS,
MRESHE T Kubernetesf 2, ERZEAZTAMN, BRITUTSE:
1. BREBRSEERRF S,

ERFSENSHED, BEEH,

. EEHNERNEY, RPEEGEHERAEEREHANREI TOERS.
EEHEERANSHED, RHEHERE > ANER,

. EABES4NENEPKBlogtail-ds, BERE.
 ERREEREHE.

MREBEZBET Kubernetes&E 8, HHENEH LR THEAY, BRA{ETFVv0.16.24.0-
1fa7551-aliyun, BEHRTUTSE:
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BTV M- 55 F H SR S5 R AR E
RSPt AORXBE
1. BREFRFEERERH S,
2. ERHIEENSHED, BEEH,
3. AR R NHT, BEEMEHESRAEBREEANERIES THFS.
4. EEHEERANSHED, RLE4EE > A0ERE,
5. FAES M RIIE DK T logtail-ds, BEAMBNALEK.
6. AR RAXIFESTHE.
B BEERERS
EAlogtallBEREAOMX AL, TERUERERE,
MEEMASMAV1.7.5.26-gd318a562-aliyunR A LIRA, FERBUTSBIRM®E
1. BRASMEFH&,
2. BEEMSHE, EFRSZME > MEEE,
3. AN EERENH, RIFRENIS, BELFNSRAERIEIPETER,
4. EMBRERFENHREE A LANIIEIRE.
5. ANMBEREEHERTETSEAHBRAEES, ATREHE.
MR BMASMERAAE Fv1.7.5.26-gd318a562-aliyun, FBRBUT S BIRE
1. BIEYAMLX M, XHEIRINT .
@ #y EREEASINETEERESEE XY,
apiVersion: log.alibabacloud.com/vlalphal
kind: AliyunLogConfig
metadata:
# your config name, must be unique in you k8s cluster
name: mesh-ingress-log-config
namespace: kube-system
spec:
project: k8s-log-${K8SClusterId}
# logstore name to upload log
logstore: mesh-ingress-log
# product code, you should not change it
productCode: k8s-istio-ingress
# logtail config detail
logtailConfig:
inputType: plugin
configName: mesh-ingress-log-config
inputDetail:
plugin:
inputs:
- detail:
Includelabel:
io.kubernetes.pod.name: “istio-ingressgateway-.*$
Stderr: false
Stdout: true
type: service docker stdout
processors:
- detail:
> XHEARA: 20220114 23


https://cs.console.aliyun.com
https://servicemesh.console.aliyun.com

TN - 55 F H AR
ANOM*XBEK
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Anchors:

- FieldName: log

FieldType: json
KeepSource: true
NoKeyError: true
NoMatchError: true
SourceKey: content

type: processor anchor
- type: processor rename
detail:
DestKeys:
- host

- request length

- body bytes sent

- request time

- method

- url

- version

- req id

- status

- proxy upstream name
- upstream addr

- upstream response time
- http user agent

- x forward for
SourceKeys:

- log authority

- log bytes received

- log bytes sent

- log duration

- log method

- log path

- log protocol

- log request id

- log response code

- log upstream cluster
- log upstream host

- log upstream service time
- log user agent

- log x forwarded for

2. BiniEiR iy $/K8SClust eriD} R i& HIKubernet es&E 8 ClusterD,

3. (Tlit) ERGEREIRSMSEHENRMNAOMX, BEE
BB TR EKAEWR B io.kubemet es.pod.namef S #1&

~ (~istio-ingressgateway-.*$) | (©

%%12)\D M*El] E ity iy :ﬂizﬁ'ﬁ%

[Name-of-your—-customized-ingressgateway]-.*$)$

fl7nIngressgateway deployment Z ¥R A my-ingressgateway, N#REERBIU TR EXIER P o.
kubernetes.pod.namefi S 14 ,

~("istio-ingressgateway-.*

4. EHEFKubernetestEE,

=)
/o

FERHERIE S @S kubect | T Bz

$) | ("my-ingressgateway-.*$) $

BB SSH

EEACKE B RERAIMasterts

24
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BRSZM1E INEIZES=FS

5. #£KubernetesE BN FB B A BIYAMLI 44

kubectl apply -f [yamlX{FE&IE]

TE=: SEAE

SRERERE, BREHFEFEAOMXBHEHFMHE BERSIEENLogProject¥LogStore, #& T LLEI A
THEBEEHE,

1.
. BEEMNSHE, EERFZPE > HEEE,

CENBEERERE, RESFRENIH, EEXANSHRAEREINPEEER.
 EMBFRREEZNSMAZEEHIETE (RSAXM) > Kubernetes& .

. EKubernetesE# MH B HEMEHANTMURII THEERE, TEERSEAOMXEE . A

u b W N

BRASMETE,

AMXFRPS ., NORXERPDH,
o IEEAOMXME, HEAANOMXBERE, ZAERR T MBAONZIHERMRE, SFEHEM
. PV/UV, EER. MINRE,
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T 2 A B S BRSS R EHETE
ABRMXBE BB

(9 Mesh IngressHf ¥3V1.1 KB g0 Tiehal ASdABAS7 2060, ., SuE| 0 &% | [O8R ]| | £ 5% | [ %2R || hmeR | | #ENE ||

Host: & v Service: | iEER v URL: &R v Status: = ¥R Y

FEBHSCRY

WHiElPy 1= GE) i dhiEuv 1= EED H B . g S
L P FPIERPY: 247, UV: 25 Ingress MiftE: 0.0 MB, HifiE: . —
1.011MB, EREHIER: 17.45ms gitefial (SR

~ _R—B3—8

WEREE: 14, BHPV: 167, B

of

REERAME, BRERS RHSMEIEE:  22004.07ms
hREnE SXXE LA HWESERE (ERE: 166)
71.255% 0%
FER 15 (A7) i P9999iER 1% (fn)
17.451 229 ms o
POOFER 1 (R i POSEER 1% (i@
kBTG (£3) |, BRE  BORAP4LE0.0%, Heb 404t:119.84%, SXXELH
Top3 I"%R4i:165, LMW, B I0STEEEIEH L ENaNY 0.0%
59 ms 36 ms A B
Ll P A (e
K/
ﬁ ,"_ﬁh.
L o~
-
SHikEPY 15 () 1 TEWEPY 1E (8
140 140
120 —" 120 —
100 100
80 i R ® EE
60 X g0 =
40 ® E@A 4o
20 20
0 0 .
2020-..16:25 2020-..16:50 2020-..17:05 2020-..16:20 2020-..16:50 2020-..17:00
SBEiEEUY 1x () i TXREIUV 1E vE)
16 [ EE— 16 ———a,
12 12
i ® 7R
8 x| @
: m7R
i e L@ 4
0 ks 0 .
2020-...16:25 2020-...16:50 2020-..17:05 2020-...16:20 2020-..16:50 2020-..17:00 .

o EEAAMXHE P, FAANOMX TP ORE., ZAEFBRTTPV/UV, #EBME. 7
FRRESRITER, FHMAPAH. THESERN,
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AR S5 MAE ABRMXBE

G- e

(8 Mesh Ingressiflalfy =+ wsioo-corisoalesdisiarzesisare. ., [29%|[n 27 | [ voem | [==nm L
Host: R v Service: ip22 %4 URL: R ~ Status: = MK v
SHPY 1% (81 i SEPY 11X (iEM) SHAUY 1x @) t  SBuv 1% (8 :
< BPWHLEREE 4 BPV/EL: LR < BUV/EL LA SEWNALRE
PVAE 1% (87 i OPVEME 1E (ER) I UVEE 11X UE) 1 UVAE 1E () H
( &
V4 7
UvESl (&) 1eedud (% PVELN (M) 168/ (SEAEED H
16 126
125
12
124 |
8 ® mxw 2 ® FIE
i muE 2 | UE
121
0 120 |

2029 2029 2029 2029 202 2029 2029 2025 2029 2025 2025 2029

2029_ 20292029 2029 2029 2029 2029 2029 2029 2029 202 2020
~0005.000.00g %905 *%.005%005%.005 %005 .00 %005 %90 ~%00¢ :

+~Cag;C00; %0205 %05 %0 %00 000 %00 %00 %005 2000

SABBIPY 144055 (3575 E) :  THEIBEIPV 168 (BEAEE) $
nmo 140
120 — 120 . -
100 100
® 5%
% ol Lo o w75
60 60 .
40 e LA a0
20 20
0 0 - i
2020-..16:25 2020-..16:50 2020-..17:05 2020-...16:20 2020-...16:50
SHIBEUV 144058 (AT TEBEUV 1688 (BEAEE)
16 — 16
12 12
® X =
® 7R
8 wx 8
EA e
4 . 4
.
0 0 . .
2020-..16:25 2020-...16:50 2020-..17:08 2020-..16:20 2020-..16:50
TOP10ihiEl& T 15 () i TOPioificHEm 17+ (anh) BRGS0 () i Android/IOS&H: 10 () :
IEE RUT
= |
twm A itwm A
BAE | Bz |
Em® | Lw® | HEydE oo
EEETN | ® AR EmEEes | ® ERE
FEMEEA | Lagos
NG_O05 | RS
E=RE BT
AT Los Angeles

0N_ANRM20ACO0

0_ADAM20E®HN

\“"‘100.00%

o IBEAOMXEREDPL, EAANORMXERPORE, ZREARTTHRINE, BRRED. TREF

FR, MHMANBRSKRETEESERENL.
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(8 Mesh IngressisiEauly =

T kis-log-c97icba 45048407 2!

Sate. .. SR ]| o &S || o8| [49F |

w25 | [ mEeE | | 5EwE |

Host: | i8&R v Service:  TEZF ~ | URL: | if&3F v Method: = iF¥EHE v Status: | HER v
TPV 1/t () t o ihlEluv vha () ;. AR v (8 t R 1 (B8R 1 REWSH V0 (3 IngressEREAE 1}
® 200
247 25 O we 1.011 e
SHWPV/IL B S5 SHUV/EAFE ATER (M) /RLLFER R (MB) /AL 8200
® 404
RMIHEE vhad GEx) 3 40abbB 10w (2R 3 SXXEEBN v ERD i TESRGREEREE vedl. 3 6.80% o
® istio-
71.255 4 19.838 « 0« 31.984 « Method$3#6 10 L8 2“45 7_51'1;‘;'"9'“
HREHNE (code<d00) /RILLAFE AL BURILLHE XL LR PRI R LU R AT il
—2.83Ru
ESEER 1w (53) ¢ POSEBR 14 (5R) i POOIER 1 (ER) i POBOORER 1/ () > %d%é“
&l N2
47 §8¥En
17.451 s 36 ms 59 s 229 s >
TR/ LHER POOMEIR/ELERER POOEER/F) L HER PSOEER/FILEFER Yo i
PVBUV 26008 (iE51) § KME 36008 (153 i WRIER 36008 (179 H
140 100 . 250
120 — = .
= 20 — 200 ® POSHER
] 1%
80 ery 90 i i PYOEER
60 EXXELHI%
w ¥ 10 ® P999SIER
40 20 E— o SHEY 50
20 T ® TR
0 - + = . 0 - A = 4]

16:29 16:51 17:05 16:29 16:51 17:05 16:29 16:51 17:05
Service{RTOP10 1/ (1571 i Service XBEETOP10 /)& (153) i ServicelERTOP10 1/ (1571 i ServiceFEBTOP10 11k (83 :
service v = service SO IR (%) service S0 YR 208 pariion A, ARER iR

g (KB) (KB)
outbound|8080[|preduct 167 outbound|3080|produ 1.2 outbound|9080]|produ  0.023006
page.default.sve.cluste ctpage.default.sve.clu ctpage.default sve.clu outbound|9080| 0.0 1035.627
rlocal ster.local ster.local productpage.de
fault.sve.cluster.
local
g1 < 1N B 1 < 14 e 1 - 1 s B 1 < 1 |1
TOPERURL /i (330 i TOPiERService /)i (iH30) :
HEIRET s AR ThiElREL 3 AR
url 20 | pv uv () TEIER K8) service pv uv (%) TEIER KE)
/productpage 160 1 100.0 0.023862 00 outbound|9080] 167 3 988 0.023006 0.0
productpage.de
i 31 18 00 0.014548 00 ALl CaCSter
local
i i L 1D a0 g - 79 24 13.92 0.005709 0.0
fmc;::;!ggi:omui 4 : op 00 o0 null 1 Q 0.0 null null
/sdk 2 2 00 00 00
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4.

BENXHEMmILID HE

EREBEHIEFEE (BN MIEHY Kubernetes%ﬁ ) B9Envoy Proxy o] LA FRr & i8] EI &, ASMs'z;% BENX
Envoy Proxy& B BIF R BERS . KN ABIN1E B E X Envoy Proxy#i B35 1 B &

CIE S5

EEIZASMLA, BIARME, BB REEASMELA],

o CRIEACKERE, BEMMRIE, BES L 0EKUbemetestE EMEEE,
o NINEEBEEIASMLA, BAMEIE, BESI AR R ASMEL,

o EMEAOMXERS . BAEREE, 52

//J\\}]D)\ D H;&H&

. BHEMBHASMRANER D, R, B S HHANLL.
SB—: BRAMBAR

vos W

. BRASMIZHI &

EEMSME, EEKRFZME > NEEH,
AEMBERERE, KESEENIS, RELFNSRAEREIPEEER,

 ERMBERREREIRIRE.
CENRRESEREREPERBRAE, REREHE.

BRIFEERE (BMARFHBIRE) |, istio-proxyZRZNEHESUTZRNAER, NEXEHFDA
&, istio-proxyRE A ST E)SONE X EF R BE.,

"authority for":"S$REQ (:AUTHORITY) ",

"bytes received":"$BYTES RECEIVED%",

"bytes sent":"$BYTES SENTS%",

"downstream local address":"$DOWNSTREAM LOCAL ADDRESS$",
"downstream remote address":"$DOWNSTREAM REMOTE ADDRESSS",
"duration":"$DURATIONS",

"istio policy status":"$DYNAMIC METADATA (istio.mixer:status)%
"method" : "$REQ (:METHOD) $",

"path":"$REQ (X-ENVOY-ORIGINAL-PATH? : PATH) $",
"protocol":"$PROTOCOL%",

"request id":"S$REQ (X-REQUEST-ID) %",

"requested server name":"$REQUESTED SERVER NAMES",
"response code":"$RESPONSE CODES$",

"response flags":"%RESPONSE FLAGSS%",

"route name":"$ROUTE NAMES",

"start time":"$START TIMES",

"trace id":"S$REQ (X-B3-TRACEID) %",

"upstream cluster":"$UPSTREAM CLUSTERS",

"upstream host":"3%UPSTREAM HOSTS%",

"upstream local address":"$UPSTREAM LOCAL ADDRESS$",
"upstream service time":"$RESP (X-ENVOY-UPSTREAM-SERVICE-TIME)$",
"upstream transport failure reason":"$UPSTREAM TRANSPORT FAILURE REASONS",
"user agent":"$REQ (USER-AGENT) %",

"x forwarded for":"S$REQ (X-FORWARDED-FOR) %

TR HEXFERFOBAERS
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Eﬁmfﬂﬂ’ﬁ' E /:'_EX ﬂ)ﬁ@lﬁllﬂ E o HE%M*&

vk wWwN

. BRASMIZHIG,

EEMSME, EERFZME > NEEH,
EMBERNE, KESEENIS, RELFNSRAEREIIPEEER,
ERMBEERREETEANEASEANNEEX R AEER,

HEEHENF B A ERR NIFETIRETEZIRAMY custom key, TE{EH H%REQ(end-usen%, AF
BEHIN.

AR X PASRERBookinf o7 R HT T Pi& kB Header= Ezend-user g fi

SR=: EFHOERE
BRBFEARE, REERNSdecard BRRRETXINFIEEEI L HAAE,

1.

.\'.O\P"PPJ!\’

TEN S SN AN O/ GE: productpage, i&3KProductpageli .
ERBBRSEERRHE,

ERFISENSHED, BEEH,

EEHIEXNEY, EEEGEHSRAEBREEANRES THES.

EEHEERANSHED, EETERAR > TRE.

T'?E.’Ikuﬂiﬁ]ﬁ%ﬁiﬁ%up%"‘I‘ﬁlﬂadefault, A5 B FHproduct page-v1 R B A MR 4 5 T EYERS .

ENAFERmEEEERSE, REContainerAistio-proxy,

EREHHEPITUEIMTERE,

I AER BEFEE L Ajasontend-user, HIEBEX BERBRIN,

BXEME

/J\
AP

=+
Ao

RO LAE A SRS REMEFEEIACcesslog, BIMENE, BERERBEREREMETEADMAH
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TR - 5 A B AR SS REHE @

R 55 A& BAccessLog

5. BERSKEHEFLEHN
AccesslLog

H[EPREZACK (Alibaba Cloud Container Service for Kubernetes) &5 7 BERSEZINEE, TIXTRE MR LR
TEEENAccessLogifTRE, AXNBUNAASHERE. BEEAERSUREERENRE,

BRER

HEBEFIETEE (BIMMAMBE R Kubernetes®EEE) BIENvoy Proxyal I FrEFRI B, XEHERERA
Envoy Access Log, 188 Envoy Access Log, #&EalLAiBidkubectl logsiESEEXEHE., EHRE=H
FRS, MOIUEERE#EEAL, BRI XEREHRTIRE. FHEIDashboard,

$EB—: AKubernetesEHLZEHERSAHNY

MEZiERBIZEKubernetesE 8, BRITUTSE:

1. BREFBRSEEEHS,

2. EEHEENSHES, REEE,

3. EEBIRNE, BHALAMEKubernetesE B, BARS R, ES Nzt EkubemetesiEE s
B,

4. EAUHEBEESET, ERASFTRFEER, RREMENKubernetesE B th =% AEMEM .
o EERFEHEAProject, EE—NTUBHNProject REEXEN AR,

HERS EABERS

{E=FEHR Project £l Project k8s-log-

o EFRBIZHProject, NBEMEE—FHEIProject REEFXENHE, Project&BEI6rE Nk8s-log-
{ClusteriD}, ClusterlD&RREHEZAIKubernetes&E B M HE—IRIR,

HEES (EBAFRS

{EFEEA Project BIEESh Project

5. cNEEER, RPLEOIEEE, TSRS,

MRZEET Kubernetes& 8, BRZERAEAHN, BRTUTISR:
1. BREB[RFSEEEF A,

ERFISENSHED, BEEH,

. EEHENERNEY, REAGEHERAEBEREHANREI THOES.
. EEHEERANSHIES, BHC4EE > A4 EE,

. EAEERRIIERT KT logtail-ds, BEHERE,
 ERREEREHE.

MREBCKZBNE T Kubernetes&E®, HACHERLTETHLZAY, BIRAKFVv0.16.24.0-
1fa7551-aliyun, EHRITUTESE:

1. BRABRSEEEFS
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BT - 5 F H SRR S R E AR T E
#9AccessLog

2. ERFIEENSHED, REEEH.

3. EEBYIERNED, RHBTERIMAE BRERANERES TR,
4. EERERRANSHESD, RHCEEHE > A% ERE,

5. EAF 5 KRSIERPKE logtail-ds, BEHFAMBFAR.

6. ERAMNFELEHE.

$B_: REAERS
{EF LogtailtB {4 EEnvoy Access Log, EECIEFRERE,
MBELBASMAV].7.5.26-gd318a562-aliyunR A EIRA, EERBUTHSBERE:
1. BRASMEZEIA,

2. EEMSHE, BERFZSMNIE > NIEEE,

3. EMIEERNE, KESGREENI, REIFNSRAEREINPREER,

4. ENEERFBERNEETALLANDIEIRE.

5. EMAEEIREENERTETSABNAFTER, ARRTHE.
MBEEMASMERAIEFv1.7.5.26-gd318a562-aliyun, EERBUTHBIEE:

1. EBYAMLX 4, XHEIRINT,
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AR S5 MAE

TR {5 R SR

SREMRTE

B AccessLog

apiVersion: log.alibabacloud.com/vlalphal

kind: AliyunLogConfig

metadata:

# your config name, must be unique in you k8s cluster

name: mesh-access-log-config
namespace: kube-system

spec:

# must use same project with k8s cluster
project: k8s-log-${K8SClusterID}

# logstore name to upload log

logstore: mesh-access-log

# product code always been mesh-access-log

productCode: mesh-access-log
# logtail config detail
logtailConfig:

# docker stdout's input type is

inputType: plugin

# logtail config name,

should be same with

'plugin’

[metadata.name]

configName: mesh-access-log-config

inputDetail:
plugin:

inputs:

- type: service docker stdout

detail:

# collect stdout and stderr

Stdout: true
Stderr: true

IncludeEnv:

ISTIO META POD NAME: ""

IncludelLabel:

io.kubernetes.container.name:

processors:

- type: processor json

detail:

"istio-proxy"

# Mdocker REMEIEEIAKey /I "content”

SourceKey:
ExpandConnector:
KeepSource: true

NoKeyError: true

@ 308
(]
[e]

o

YAMLM R B project 2 &

RERE, BUSF

2. EKSSEHNAHEERES

kubectl apply -f [YAMLX{FERTR]

content

nn

B8R o 89 $/K8S Clust erlD}f
B KSSEH I HFE B HERRE K.

BF

£R
AN

BIK8sEERE ClusterD,

W iZ BB k8s-log-${K8SClusterD}#INEE, logstore=FEZS W

i BR 55 M AR 1= 6 B AR BT B 7R

BYAMLSC 44,
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BAccessLog

iR E

FR=: EELAR

SHREEE, Envoy Access LogB#EREHEFEE HERS TS
UTHEBREEHRE.

1. BRASME
. EENSHME,
CENREERE, HE BRI,
C ERMBEFEEREANSMSEFRETE (BRSAHR) > Kubernetes& B,

. fEKubernetes&E# NE, REEREHAMNIMMEI THNEERE, JEEEEDHEEEFHIC

u b W N

=HE.

RRHAATHEDD.

ERS M > MISERE,

EBLogProject#lLogStoredt,

BHLAINBRAEREIDBLER.

(8 Meshifial B SO

mesn-access-log-c501 6193357 42760bc50 1 20629330

Pod: | i@ER

FHIEPY 207

38.26K

PV/EItL LRFR
FEREINE 30

83.089 «

TERAHE (code<d00) /EILLEFR

FEIER 0% (e

otew @ 40°
N”Z/ ® 400
16.68%

"~ ~0.02% 500
BE 302

®0
® 404
/ ® 301

82.89%

150
100

|

o R AREERPONRRTSHENASRITEUE.

e

Kol LlEE

cae|[owm|[2a% |[s2r ][ mees | [ =EwE |

SHHUV/EILLRFR
404L6B) 207 (EF)

16.678«

A04LLBI/FILLHER

POSHER 30

404 -

POSTER/FLEER

v

Method:

ATE a0

0.661 ws

ATE (MB) /RILLEFR
499LEHI 307

0«

A99LLBI/FILLRFER

POOMER 20

404

POOIER/FEILLIER

Status:

R v

53.034 we

WRE (MB) /RILLRFE
BXXEESI 20

0.097 «

SXXELBI/RILLRER

PO99OREIR 307 (f7

404 s

PSOIER/EILLIFR

o B BFFMICRUEAZENAXRRRBHAE.

] ‘ (G MeshisiEB... X ’

(@ Meshijsial B S HFAICTE

Namespace:

H#HER

o]

inbound

outbound

outbound

inbound

inbound

inbound

outbound

inbound

outbound

outbound

inbound

R

iR

frontend-74bd4b79f
9-559qb

loadgenerator-79cd
cb76b5-mvbvz

istio-ingressgateway
-565b974854-spgdl

frontend-74bddb79f
9-5s90b

frontend-74bd4b79t
9-5s9gb

frontend-74bd4b79t
9-5s9ab

istio-ingressgateway
-565b974854-spgd

frontend-74bddb79f
9-559ab

istio-ingressgateway
-565b974854-spgd

istio-ingressgateway
-565b974854-5pgd

frontend-74bd4b79t
9-559ab

MeshifiElH... X ‘

mesn

Bif

frontend-external

frontend

frontend

frontend-external

frontend-external

frontend-external

frontend

frontend-external

frontend

frontend

frontend-external

i

HTTP/1.1

HTTP/1

HTTP/1.1

HTTP/11

HTTP/1.1

HTTP/11

HTTP/11

HTTPAA

HTTP/11

HTTP/1

HTTP/1.1

log c501bi9a335(7427Bboc5d12id06293a0

Fik

GET

GET

GET

GET

GET

POST

GET

GET

GET

GET

GET

KR I (=7 o ew | [Cow] [= 55 | [2m | [mmen | [mmwm

123 REB

/product/1YMWWN 200
1N4O

/ 200
/ 200
/ 200

/product/2ZYFJ3G 200
M2N

leart 302
/product/OPUK6VEE 200
/product/66VCHSIN 200
upP

/product/66VCHSIN 200
/product/TYMWWN 200

1N4O

/product/6E92ZMYY 200
Fz

v

Method: %
HEiR(ms) WRE
119.0 2
30.794 2021
30.389 131
29.492 2195
23.0 il
228 5
18.0 1
18.0 2
18.0 1
18.0 1
17.0 1

V| Status: | R v

RIE(KB) #IBI(KB)

15.577 0.0

30071.81 00

2007.748 00

33639.586 00

7.776 00

00 0.161

7.712 00

15.554 00

7.785 00
oo
oo

7.792 00

7.794 00
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6. LK ARMS PrometheusSCH & 518

BRE M ASMER T ARMS PrometheusIigg, o LASCIIXY BRSE RAR o s

BRSZM1E

IR s
EEX M AACKE R PR EPrometheus SR, EBIBES N L2 Promet heusiSi24EH 14,
E5ER

EFBARMSZ 5, BT AEARMSh AACKER —# L% Promet heus 1214, It /SENTIEIT ARMSTRE X
B ER LS IEKubernet esEEBE IR B BEFE 4R .

HB—: F£ARMS Prometheusth#E AASM

1. BRARMSERFHIE,

EEMNEMLERPrometheuss 32 > Prometheus3L 513 .
EREAL L AERBMRME, AEETHPrometheussEfER,
EEMNSHZ DR FIntegrationiE A,

FintegrationdE NTUHE, B EHHRMIntegration,

#IntegrationF) £ 3HEE, EEHASMER,
FEASMER TH T UBE A FRFS LM YAMLR S,

7. BEHE.,
T LEFPromet heus!S iR B £/ TASM,

A

304 AR 1RIE

patrlg CoreDNS Kubernetes-deploy Kubernetes-overview Kubernetes-pod Physical Resouces

Kubernetes LlleS
pod topN

ASM Cloud ASM Istio Mesh Cloud ASM Istio Service J Cloud ASM Istio Workload HIRR

B EASMEFIS LEELKERE

1. BRASMEREHIE,

EEMSHE, ERRSME > MGSEE,

EMEERRE, REIFEENIH, BEXfNENRAEREITRELTER,
EMBEERELNSHALEREIETE (RSLHN) > KubernetesE#,
fEKubernetesE M RH, BEEFERANTMMMS THEERE.

EE LR EEME RS AR TERBELRT.

FB=: HARMSEFI & LEEPrometheusifa it

1. BRARMSEEIE,

ok wnN

2. ENEA LAEFERME, AEETPrometheussLfl &R,
3. EEMSHMEPRERE.
4. FIRENERETRERE,

AIRETETHTTP APtE (GrafanaiBuitiil ) XEFRERAPHE Ol ARIESLIRFKIEF AL
AL, kAT
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o ARt

http://{region-id}.arms.aliyuncs.com:9090/api/vl/prometheus/xxxxx/{ali-uid}/{cluster-

id}/{region-id}

o ARt

http://{region-id}-intranet.arms.aliyuncs.com:9090/api/vl/prometheus/xxxxx/{ali-uid}/

{cluster-id}/{region-id}

Z ik 2 ARMSIR B Promet heusd i [@#thdlk, 4R o] ATEGraf anath Nzttt , RSB o] LATE
GrafanahEF KiRE X, BEMRMRE, B8N ESPrometheus SR EIEE A A Grafana,
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TN S5 2 Promet heussCH]

BRSZM1E

s g

7.5/ H

£PrometheussL I & IS

Prometheus2—HEE=ZRENARFNFRYETR, AXNBUNTEASME R B EPromet heusSL I M

el

AR &4
o CRIEACKEEE, ii’ﬁéﬁ%’?‘ Bl#EEKubernetesit & pRERE,
o EGIFEASMA, FHBESMNCIEASMELA,

° E',EACK’;,EﬁEPﬁIJEPrometheus;‘E{ﬁU*DGrafanaiﬂﬁU, FEIBEE A RPrometheustiEiz,

SER—: BEEMZHIEER

BUTREEHEIPrometheusteE D, AFEZE/FPrometheussfl, HREEEEM.

scrape configs:
# Mixer scrapping. Defaults to Prometheus and mixer on same namespace.
- job name: 'istio-mesh'
kubernetes sd configs:
- role: endpoints
namespaces:
names:
- istio-system

relabel configs:

- source labels: [ meta kubernetes service name,  meta kubernetes endpoint port name]

action: keep
regex: istio-telemetry;prometheus
# Scrape config for envoy stats
- job _name: 'envoy-stats'
metrics path: /stats/prometheus
kubernetes sd configs:
- role: pod
relabel configs:
- source labels: [ meta kubernetes pod container port name]
action: keep
'

regex: *—envoy-prom'

- source labels: [ address , meta kubernetes pod annotation prometheus io port]

action: replace

regex: ([":]4) (2::\d+)?; (\d+)
replacement: $1:15090
target label: address
- action: labeldrop
regex: meta kubernetes pod label (.+)
- source labels: [ meta kubernetes namespace]

action: replace
target label: namespace
- source labels: [ meta kubernetes pod name]
action: replace
target label: pod name
- Jjob name: 'istio-policy'
kubernetes sd configs:
- role: endpoints

namespaces:
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names:
- istio-system

relabel configs:

- source labels: [ meta kubernetes service name, meta kubernetes endpoint port name]

action: keep
regex: istio-policy;http-policy-monitoring
- job name: 'istio-telemetry'
kubernetes sd configs:
- role: endpoints
namespaces:
names:
- istio-system

relabel configs:

- source labels: [ meta kubernetes service name, = meta kubernetes endpoint port name]

action: keep
regex: istio-telemetry;http-monitoring
- job name: 'pilot'
kubernetes sd configs:
- role: endpoints
namespaces:
names:
- istio-system

relabel configs:

- source labels: [ meta kubernetes service name, meta kubernetes endpoint port name]

action: keep
regex: istiod;http-monitoring
- source labels: [ meta kubernetes service label app]
target label: app
- job name: 'sidecar-injector'
kubernetes sd configs:
- role: endpoints
namespaces:
names:
- istio-system

relabel configs:

- source labels: [ meta kubernetes service name,  meta kubernetes endpoint port name]

action: keep

regex: istio-sidecar-injector;http-monitoring

$ B glZEnvoyFilter
1. BRASMIZEE,
EEMEME, EERESMIE > MKERE,
EMEREERHE, KIFEENIH, BELANSRATREIFEEER,
. EMEERFENEREEE LANIEERE.

> owoN

@ B8 IEHEASMSLAIEGIstio AV].6.8.4% Ml ERRA.,

5. ENRERBEH NEEPEDF B X EPrometheus S i2IElR, RAERTHE.
ASM¥E B 514 B R & Promet heus Y 12 #5 4748 X B EnvoyFilterfit &

TR=: FEREREE
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BEREIBEBTENRS, XELBookinfo A, FMNBBES M55, #HAProductpageliE, ZRRIFH
HE, UEEREHE,

BookInfo Sample

The Comedy of Errors

Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and mistaken
identity, in addition to puns and word play.

Type:
paperback
Pages:
200
Publisher:
PublisherA
Language:
English
ISBN-10:
1234567890
ISBN-13:

Book Details Book Reviews

An extremely entertaining play by Shakespeare. The slapstick humour is refreshing!

— Reviewer1

* Kk Kk k ok

Absolutely fun and entertaining. The play lacks thematic depth when compared to
other plays by Shakespeare.

— Reviewer2

* kK kK

123-1234567890

ZRKIE
o IFEnvoyR B RELIRIEIREUE.

ATUT®S, REEEERSYE, RREnvoyREREERIIE. EREHE, NEnvoyRBHEXRER

2)

SIEREUR .

details=$ (kubectl get pod -1 app=details -o jsonpath={.items..metadata.name})
kubectl exec $details -c istio-proxy -- curl -s localhost:15090/stats/prometheus |grep is

tio

EZEPrometheusM & MR8 R EE .

i
iv.
V.

Vi.

ERBERFEEREHIAE,

EEHNEENSHEDR, BEEEE,

FEEHNENEY, PEERERSRAEBMEHGNREINTHHRE,
AEHEERNANSHED, EERE > RS,

ERETE K Prometheus, B 3Prometheusd Bz 894MEREE &
fEPrometheusTIE# Nistio_requests_total, #FHExecute, BRUATREFTRLE

Prometheus Alerts Graph Status~ Help ClI

Enable query history Use local time

Q | istio_requests_total

Load time: 20ms  Resolution: 14s  Result series: 16

Table Graph

istio_requests_total{connection_security_policy="unknown", destination_app="unknown", destination_canonical_revision="latest", destination_canonical_service="unknown", destination_principal="unknown", 1
destination_service="ratings.bookinfo.svc.cluster.local’, destination_service_name="ratings.bookinfo.svc.cluster.local®, destination_service.s “unknown", \version="unknown", destination workload="unknown",
destination_workload_namespace="unknown", instance="172.18.1.149:15090", job="envoy-stats", namespace="bookinfo", pod_name="reviews-v2-6ch6ccd848-9gkpm", reporter="source", request_protocol="http",
response_code="503", response_flags="UH", source_app="reviews", source_canonical_revision="v2", source_canonical_service="reviews", source_principal="unknown", source_version="v2", source_workload="reviews-v2",

source_workload_namespace="bookinfo"}

istio_requests_total{connection_security_policy=" unknown destmauon app- 'ratings", destination_canonical_revision="v1", destination_canonical_service="ratings",
_principal= _service="ratings.bookinfo.svc.cluster.local’, destination_service_name="ratings", destination_service_namespace="bookinfo",
destination version="y1",destination workload="ratings-v", destination workload! Lnamespace="bookinfo", instance="172.18.1.14915090", job="enoy-stats", namespace="bookinfo", pod_name="reviews-v2-6cb6cedB4g-Ogkpm’
reporter="source, request protocol="htp", esponse._code="200" response_lags="-", source_app="reviews", source_canonical revision="2", source_canonical service="review’,
source_principal="spiffe: iews", source_version="v2", source_workload="reviews-v2", source_workload_namespace="bookinfo"}

EE Graf ana & I IR #REUE .

iv.

BREFRSEERFS,

EEFaEMNSMi=D, BHEE.

EERNXRTEP, BEEREHINAE BTERANERESTHER.
EEHEERAMNSMED, EBENE > RS.
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Q B8 istio / Istio Workload Dashboard <3

Namespace  bookinfo v Workload | ratings-v1 v

Incoming Request Volume
0 ops
TCP Server Traffic

N/A

Incoming Requests by Source And Response Code
0.60ps
0.40ps
020ps
0ops
1936 19:37 19:38

— reviews-v2.bookinfo : 200 (@fmTLS) — reviews-v3.bookinfo : 200 (RImTLS)

Incoming Request Duration by Source

40

Inbound Workload Namespace | All v

WORK

Inbound Workload Al v Destination Service | All v

ratings-v1.bookinfo

Incoming Success Rate (non-5xx responses) Request Duration

100%

19:36 19:37 19:38

TCP Client Traffic

N/A

Incoming Success Rate (non-5xx responses) By Source

19:36 19:37 19:38

— reviews-v2.bookinfo (&#mTLS) — reviews-v3 bookinfo (@fmTLS)

Incoming Request Size By Source Response Size By Source

19:40
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1. BRASMIZEIS,

EEMSHE, ERRSMIE > MISEE,

CEMEEERNH, KISRENIS, EELNSRAERIEIPEHER,
 ERBEFEEREREEA LANDEIRE.
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GATEWAY URL=$(k -n istio-system get service istio-ingressgateway -o jsonpath='{.status.
loadBalancer.ingress[0].ip}")
siege -c 3 "http://${GATEWAY URL}/productpage"
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service_instance_cpm: 0
V2 p @ instance_jvm_young_gc_count @ instance_ivn 4 1/2 p

instance_jvm.

Global  Servic

@ instance_jvm_memory_heap @ instance_jvm_1 4 1/3 p @ instance_jvm_young_gc_time
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@ instance_cir_gen0_collect_count @ instance_c
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2021-G4-14 17:11 ~ 2021-04-14 17:26 B RSHEE UTC +0

o 7ESkywalkingllETRE R HMNEE, AFBETEndpoint, EF KRS TUEIZRIER.

> MHRA: 20220114



BT - £2 A 5 722 Skywa lking L3 [

& BT 0
s (ly OssF

[CRE.4:3 O $53hE

APM Database stio
@) i
2 ratings-vi-7dc08c7588-sz9kn.default

€ ratings/0 ¥

L i A 55
& o ¢ O S S e
Global Service  Instance O &

/ratings/0 /ratings/0

Jratings/0

@ P50 ®P75 © P90 @ P95 @ P99

2021-04-14 17:11 ~ 2021-04-14 17:26 FRSHHE UTC +0

> MHRRA: 20220114

44



TR 5 SR B SRR PO A1
L R — L B

9. {3k FA & 5 1B B SCIW M5 A S bz A B9 — 44K
HIE BR
ASME] PAfE it A BRE 1 WA Y R A IR L iR BKIE BRRE ], (EELIMMBARM MBI AN —AWER, T

EFERAMRERREURABAE, ASOBERIMEER R = HERIE IR WS SN R 18 A A& R ER R
HER— T T ENRKERESR.

AR R

o ERIE—PASMILA], HEKACKERRMEIASMEFIth, BMAEIE, BEREIEASMEGIFRA NS
ASMSL ,
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o BRTHRERFERTWEREKER., FHESRHEASMELI,

b B /=
B = Ell%\
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FTR—: EEMEKNNABookInfo
1. j@itkubect BT AT 5%, ¥§Bookinfol FERE | ASMSL ARt ,

Bookinfo M FHEIYAMLIZ 4, B MGitHUbTE,

kubectl --kubeconfig=S${DATA PLANE KUBECONFIG} apply -f bookinfo.yaml
2. BpEBookinfo M F KVirtualService,
VirtualServiceBIYAMLIZ 44, &M GitHUD T,
kubectl --kubeconfig=${ASM KUBECONFIG} apply -f virtual-service-all-vl.yaml
3. #BEBookinfoiz A BYDestinationRule,
DestinationRuleB YAMLI #4, EMGithub T #,
kubectl --kubeconfig=${ASM KUBECONFIG} apply -f destination-rule-all.yaml
4. ERZEBookinfo iz FH #YGateway,
GatewayBJYAMLX {4, EMGItHUDT &,

kubectl --kubeconfig=${ASM KUBECONFIG} apply -f bookinfo-gateway.yaml

FET . FKEEKIEETracing Analysisf#EA st it
1. BESEEEIEIRT racing AnalysisiEEIA .

2. EEMSMER LT,

3. AANXEBBEFEARERE, ARRTEEEAREGR.

> XHEARA: 20220114 45


https://help.aliyun.com/document_detail/147793.html#task-2370657
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https://help.aliyun.com/document_detail/149546.html#task-2372970
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R R B — LB ER

4. EFBEARMAL,

i R, NIRRT E ik EBookinf oM FIERE AIACKEEBEFTTE MBI SR LR ENIE, BNEREST

EXREX,

i. BETAHRERToken, HiRiE

IR

78N

B9Ext ernalProxyERE i B R B 52 W 2 FA M 3\ st ik,

B9 ExternalProxyi@id Zipkin V1 APBEATEIE LIR, BTMAX BRAE AERAVIARASEA Ritht
H (ST

izhlES

251

H®EAD

EALH

HEEREA

EL )]

HREANIAGE

EHRE

guER lTyiToKen [ @ |

g

e

FIIFS)

EPHAEIA |
5 BER T AR

A8, FEESleuth S, baseUr & & /apin2/spans”.

g% L XTH OB OB 4 W @ @

V2ERFEAR

AFBAS: hitpe//

AFEAA: hp:
VIEFEAR

AFBAS: hitpe//

AFEAA: hp:

tracing-analysis-dc-qd.aliyuncs

://tracing-analysis-de-qd-internal.allyuncs.com/adapt

tr lysis-de-qd.aliyuncs

://tracing-analysis-de-qd-internal.allyuncs.com/adapt

‘api/v2/spans
rapifve/spans Q

‘api/v1/spans (
ipivi/spans Q

TB=: IHE MK N HEXternalProxy

1. B TENRBREZEMISINRBIZTHRIE, ©& A ExtemalProxy.py.

46
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R R —LEE
import requests
from flask import Flask
from py zipkin.zipkin import zipkin span,create http headers for new span
from py zipkin.util import generate random 64bit string
from py zipkin.util import ZipkinAttrs
import time
app = Flask( name )
def do stuff(trace id, span _id, parent span id):

def

@ap
def

oun

if

time.sleep(2)

headers = create http headers for new span/()

headers ["X-B3-TraceId"] = trace id
headers ["X-B3-SpanId"] = span_ id
headers["X-B3-ParentSpanId"] = parent span id

print "SEND TO INGRESS HEADERS : {0}".format (headers)

r = requests.get ('http://${INGRESS GATE WAY IP}/productpage', headers=headers)
return 'OK'

http transport (encoded span) :

# encoding prefix explained in https://github.com/Yelp/py zipkin#transport
body=encoded span

zipkin url="${XTRACE ZIPKIN V1 ENDPOINT}"

headers = {"Content-Type": "application/x-thrift"}

# You'd probably want to wrap this in a try/except in case POSTing fails

r=requests.post (zipkin url, data=body, headers=headers)

print (body)
p.route('/")
index () :

with zipkin span (
service name='external-proxy',
span_name='external-proxy/inbound',
transport handler=http transport,
port=5000,
sample rate=100,

) as inbound span:

do_stuff (inbound span.zipkin attrs.trace id, inbound span.zipkin attrs.span id, inb

d span.zipkin attrs.parent span id)
return 'OK', 200
—_

name == main__ ':

app.run (host="0.0.0.0",port=5000, debug=True)

2. BRABRPNTRRS.

o Y& {XTRACE ZIPKIN V1_ENDPOINTF&# A E—HRENBI BB i, MREFE LR FETE

BERERS%, XBiFBmAH Rivlt,
o ¥4{INGRESS GATE WAY IPJEit ACKEEBEIngress Gateway Bt
3. T TEN®S, BaiExternalProxy,

pyt

hon ExternalProxy.py

E 8]

> XA RRA
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* Serving Flask app "main"

* Environment: production

(lazy loading)

WARNING: This is a development server. Do not use it in a production deployment.

Use a production WSGI server instead.

* Debug mode:
* Running on http://0.0.0.0
* Restarting with stat

on

* Debugger is active!

* Debugger PIN: 317-792-686

4. @A ExternalProxy,

curl localhost:5000

OK

TR EFRKERER

:5000/

(Press CTRL+C to quit)

1. BRHEBEERT racing Analysisizsl &,
2. EEMSMERERAGIER, ARELHERME, 8% TAYIERPIIEXtenalProxy,
3. EMAREMNANSMERENAFNE, AERTAAMERE, REREHEMNNtraceidBEEHEIKE

%%I@\ o

IE!I CIREx A
< | exterar-proxy
mARE
s AR SRS i
AT ms 28 Q &l
EOEE
HiEEHR
@ 127.001 2203.0ms/1/0 > 2020-09-24 16:25:16 extemal-proxy/inbound
SRS
S
WEE
SERESIEE

FiFRE

RITER

e

il

Fi/ip

127.0.0.1

EiF

(o

B OB A W @ Es

RIFI05E [ex]

R ®E I traceld

féfbe33cds6617da

2203ms.

oI AERI, Mg 4MERR A ExternalProxy5 3R A A Bookinf 0.2 18] B 72 AR ST 2 1938 B 5555

48
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https://tracing.console.aliyun.com/

AR S5 MAE

TR - {55 PR B 16 BRSE IR M A& I Sk
N — R ERR

= CIRES

| R

BT ARE): 2020-09-24 16:25:16.014 #ERY: 2203.586ms FIFBM: 6 WERRE: 7 spanEHR: 12

Span# Efiell (ms)
w external-proxy/inbound 2203.586ms
v «default.svc.cluster.local:
v «default.sve.clusterlocal

w details.default.sve.clusterlocal:8080/"
async ahas rate_limit_cluster egress
details.defauit.sve.clusterlocat:9080/
W reviews.default sve.cluster.local: 9080/
async ahas_rate limit_cluster egress
w reviews.default.svc.clusteriocal:9080/"
v ratings.default.svc.clusterlocal: 9080/
async ahas rate_limit_cluster egress

ratings.default.sve.clusterlocal: 8080/

101.124ms

93.992ms

22 568ms

20.395ms

1.248ms

61.619ms

20.31ms

34.726ms

22.912ms

20.34ms

1.13ms.

#B

BIRRHR
external-proxy
istio-ingressgateway
productpage.default (
productpage.default (
productpage.default
details.default (
productpage.default
productpage.default
reviews. default -
reviews.default
reviews default |

ratings detautt

I®

#E f®lF FE BEM

8w @

Frehitial IPHeht
2020-09-24 16:25:16.014 127.0.0.1
., 2020-09-24 16:25:18.082 172.20.0.98

2020-09-24 16:25:18.088 172.20.0.101

2020-09-24 16:25:18.093  172.20.0.101

2020-09-24 16:25:18.093  172.20.0.101

) 2020-09-24 16:25:18.114  172.20.0.172

2020-09-24 16:25:18.118  172.20.0.101

2020-09-24 16:25:18.119  172.20.0.101
bl 2020-09-24 16:25:18.145  172.20.0.173

2020-09-24 16:25:18.154  172.20.0.173
] 2020-09-24 16:25:18.154  172.20.0.173

] 2020-09-24 16:25:18.176  172.20.0.99

@Eoooooooooog
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10.EFASMISIRTM TR FZN B BN
{48

BRSS MIEASMAACKER NN RSEERM T - ERAXNERENLIRNRES . BN INEERA TR
STANTMNE, STUHLBEEA RS NAREFH#HTERERR. 4PRMRK, MASHREAHMIAE,
REBENOIMESEREE (TR, RE. HRMNENE) , RSMBASMAEENRSZER—RIE
Re AXNBMEAERAASMIEIRII T F AR BB,

GRS G

BEIBACKER, EZER, B0 EKubemetestt EREE,

ERIRASMEA, ELER, BESROIEASMELS,

BEEACKEE foIEPrometheussLBIFlGrafanaircffl, ESER, BB R ITEPrometheussiz,
o DEPrometheusLH ML IR, ESER, BERELEEPrometheussE IS 51,

BRER
BRSS FIARASMA EIRM MRS A —RIIEIR. BSER, EBMIst ol EiEi,

BB —MRIESRERBRETENY BIEAHNAE. Kubemetesh HBsBFEEG A TR N4
E:

o EEPEINHLEEECA (Cluster Autoscaler) : FAFLIES S@4518/E, TRUEMERDT A,
o KEHENHF58EHPA (Horizontal Pod Autoscaler) : BFEmHEGENAIE S HPod, o AETPodsy
H=E,

Kubemetesigt IR EEARTE = NAEFE B ST M AAPIAddonB#-k4 EKubernetes API, X8
AddonZB#4- o] AL Custom Metrics API, H A IFHPAIREMERE ISR, HPAS E A @ d Resource Metrics API
T ZOMER (BIINCPUSERTE) LARIEIE Custom Metrics APBREUS E F AR FHIENR, BEIEASMIZALEY
Tl N B FR .

BRSSIHE

BERE
oAy

<

Metrics
Config by _@_ Metrics Custom Metrics
using Server Adapter
Mixerless ) 1
Telemetry
Metrics
v Aggregator

A

iy

u Pods Proxy Deployment 1 «—— ‘ a%ﬁ@gﬁ

N

50 > MHRRA: 20220114


https://help.aliyun.com/document_detail/95108.html#task-skz-qwk-qfb
https://help.aliyun.com/document_detail/152154.html#task-2370657
https://help.aliyun.com/document_detail/94622.html#task-1597149
https://help.aliyun.com/document_detail/184885.html#task-1956912
https://istio.io/latest/docs/reference/config/metrics/

ST {55 F ASMAE ARSLEL TAE A

AR S5 PA% =Ry EE e Lk

$EB—: FEXEPrometheusBiRiSHR

1. BRASMIZEE,

2. EEMSME, EFRFSMIE > MIEER,

3. EMRERNHE, KESRENIH, PELFNBRATEREITIEEER,
4. EMEERFEREEEA LANNEEIRE.

@ 88 EHIEASMSLAIRTIstio N 1.6.8.4% ML ERA.,

5. ANEEIRBERERPEFFE X EPrometheusSi2ig5tn, REERTHE.
ASMIE B 51 & i R £ Promet heus S 12 #5748 X B EnvoyFilterfid & .

$B”: WEBTENXIEIRAPI Adapter

1. THAdapterkZf, X FAdaptergZEiEE Mkube-metrics-adapter, REEACKERPRELE
B & X3I5#RAPI Adapter,

##+ WRMFEAEeIn v3o
helm -n kube-system install asm-custom-metrics ./kube-metrics-adapter --set prometheus

.url=http://prometheus.istio-system.svc:9090

2. RERME, BEUTAXHHiIAkube-metrics-adapter2/BH,
#ailautoscaling/v2betaBFE .,

o

kubectl api-versions |grep "autoscaling/v2beta"
FREA%H
autoscaling/v2beta
o ffgilkube-metrics-adapter Podik 7,
kubectl get po -n kube-system |grep metrics-adapter
FuEA%IH :

asm-custom-metrics-kube-metrics-adapter-85c6d5d865-2cm57 1/1 Running 0
19s

o %l PrometheusiEBL 28R LY B & X /M ERIE4TR

kubectl get --raw "/apis/external.metrics.k8s.io/vlbetal" | jq .
FRERIL
{
"kind": "APIResourceList",
"apiVersion": "v1",
"groupVersion": "external.metrics.k8s.io/vlbetal",
"resources": []

FB= . IHERHIMNA
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1. glitestin B =18, BRERE, BEReEGE=E,
2. FASidecarB®#EAN, BHEME, SN2 isidecarftiz,
3. MERBILA,

i. BIEpodinfo.yamisTi,

apiVersion: apps/vl
kind: Deployment
metadata:
name: podinfo
namespace: test
labels:
app: podinfo
spec:
minReadySeconds: 5
strategy:
rollingUpdate:
maxUnavailable: 0
type: RollingUpdate
selector:
matchLabels:
app: podinfo
template:
metadata:
annotations:
prometheus.io/scrape: "true"
labels:
app: podinfo
spec:
containers:
- name: podinfod
image: stefanprodan/podinfo:latest
imagePullPolicy: IfNotPresent
ports:
- containerPort: 9898
name: http
protocol: TCP
command:
- ./podinfo
- ——port=9898
- —--level=info
livenessProbe:
exec:
command :
- podcli
- check
- http
- localhost:9898/healthz
initialDelaySeconds: 5
timeoutSeconds: 5
readinessProbe:
exec:
command :

- podcli

52
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- check

- http

- localhost:9898/readyz
initialDelaySeconds: 5

timeoutSeconds: 5

resources:
limits:
cpu: 2000m
memory: 512Mi
requests:
cpu: 100m

memory: 64Mi
apiVersion: vl
kind: Service
metadata:
name: podinfo
namespace: test
labels:
app: podinfo
spec:
type: ClusterIP

ports:
- name: http
port: 9898

targetPort: 9898
protocol: TCP
selector:

app: podinfo
ii. #3Zpodinfo,
kubectl apply -n test -f podinfo.yaml

4. ATRMAEBEHEEHYE, TEESIZ BAtest hERFHNIXRS, BTFMAISES
i. B loadtester.yamlXif,

apiVersion: apps/vl
kind: Deployment
metadata:
name: loadtester
namespace: test
labels:
app: loadtester
spec:
selector:
matchLabels:
app: loadtester
template:
metadata:
labels:
app: loadtester
annotations:
prometheus.io/scrape: "true"

spec:
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containers:
- name: loadtester
image: weaveworks/flagger-loadtester:0.18.0
imagePullPolicy: IfNotPresent
ports:
- name: http
containerPort: 8080
command :
- ./loadtester
- -port=8080
- -log-level=info
- —-timeout=lh
livenessProbe:
exec:
command :
- wget
- ——quiet
- ——tries=1
- ——-timeout=4
- —--spider
- http://localhost:8080/healthz
timeoutSeconds: 5
readinessProbe:
exec:
command:
- wget
- —--quiet
- ——tries=1
- —-—timeout=4
- —-spider
- http://localhost:8080/healthz
timeoutSeconds: 5
resources:
limits:
memory: "512Mi"
cpu: "1000m"
requests:
memory: "32Mi"
cpu: "10m"
securityContext:
readOnlyRootFilesystem: true
runAsUser: 10001
apiVersion: vl
kind: Service
metadata:
name: loadtester
namespace: test
labels:
app: loadtester
spec:
type: ClusterIP
selector:
app: loadtester
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BRSZM1E =Ry EE e Lk
ports:
- name: http
port: 80

protocol: TCP
targetPort: http

i. BRERFNWIXRS.
kubectl apply -n test -f loadtester.yaml

5. RIEERERAINAMAHVLRSEERD
i. HIAPOdIRE,

kubectl get pod -n test

FHA L -
NAME READY STATUS RESTARTS AGE
loadtester-64df4846b9-nxhvv 2/2 Running 0 2m8s
podinfo-6d845cc8fc-26xbg 2/2 Running 0 11lm

i. HANGZHM AR, HERheyinSEMRAR,

export loadtester=$ (kubectl -n test get pod -1 "app=loadtester" -o jsonpath='{.item

s[0] .metadata.name} ")
kubectl -n test exec -it ${loadtester} -c loadtester -- hey -z 5s -c 10 -g 2 http:/

/podinfo.test:9898
REIER, ERARMY, HERENAMAZVLRSZEBERIN.

S B : FHASMIEFREEHPA

EX—NHPA, ZHPABIRIESEIENEREKY EPodinfolI TERHHE . SFHBERREGFHET
10 req/secht, $5RHPAY KEE,

1. Bl hpa.yaml,

> MHRA: 20220114
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apiVersion: autoscaling/v2beta2
kind: HorizontalPodAutoscaler
metadata:
name: podinfo
namespace: test
annotations:
metric-config.external .prometheus-query.prometheus/processed-requests—-per-second: |
sum (
rate (
istio requests_total{
destination workload="podinfo",
destination workload namespace="test",
reporter="destination"
} [1m]

spec:
maxReplicas: 10
minReplicas: 1
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: podinfo
metrics:
- type: External
external:
metric:
name: prometheus—query
selector:
matchLabels:
query-name: processed-requests-per-second
target:
type: AverageValue

averageValue: "10"
2. BBEHPA,

kubectl apply -f hpa.yaml

3. WiIEHPAR BEREMIN.
5l tHi Promet heus;& B 2812 11 89 B & X SM BB I8 AR

kubectl get --raw "/apis/external.metrics.k8s.io/vlbetal” | jq .

TR
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ERISFE: ek
{
"kind": "APIResourcelList",
"apiversion": "v1",
"groupVersion": "external.metrics.k8s.io/vlbetal",
"resources": [

{
"name": "prometheus-query",
"singularName": "",
"namespaced": true,
"kind": "ExternalMetricValuelList",
"verbs": [

"get"

}
REZERDEEEEXHNASMEFRIEIRIIZE, HBHPATRZ AL,
HF B sh s M 45
1. HANILEREEE, HMERheySERTEREBES

kubectl -n test exec -it ${loadtester} -c loadtester -- sh
~ $ hey -z 5m -c 10 -g 5 http://podinfo.test:9898

2. EEEHMBERR.
@ 3B BRABRT, ERS30BIT—RES, HAREEREIAH-SARBRREEN

ZET8BY, A DTRABATIRORS 48/, XA, HPATILARYLEPSRRREVRIEAIT, HAERBMNY RE
FFIRER B E) .

watch kubectl -n test get hpa/podinfo

FoER B -
NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE
podinfo Deployment/podinfo 8308m/10 (avg) 1 10 6 124m

—ijE, HPABHIRY KIERE, HEIBER/PBREEHREUT., AREWETRE, SPHNERE
BEAE, HEHPABFRBRBRIERHPodE, JLoH/E LRGSR E 4R P HIREPLICASE| ARG
IRER—,
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PERRIB BRTracing Analysis Al MANA R EZRE T BN E AR ER. BEBEXRESHIT. EEHA.
MABKBMATETLR, AXNBUN{TEIHeaderstEASMSL B gRPCEEERIE iR
HILR
gRPCHI/RAI TREES Mhello-servicemesh-grpc, AXEFIREIGIB RE A hello-servicemesh-grpc FAIE
%O
GRPCiriXHeadersmEL K
IR KB Headers
o BEXF%
o {fMjavaiE s @ id RS im KB HeadersSLME AR T 3%

;‘EEMEE&%% ServerInterceptor ?;’%I:IEK] interceptCall (ServerCall<ReqT, RespT> call,final Met
adata m, ServerCallHandler<ReqT, RespT> h) ﬁfﬁ, B0 String v = m.get (k) ﬁﬂlheader{%
E\, get 73_7%)\72‘%527‘] Metadata.Key<String> ,

o EMAGOIEE B MRS HIKMHeadersSEMERTTIE.

metadata.FromIncomingContext (ctx) (md MD, ok bool) , MD@—N map[string] [Istring .,

o {FFNodeSIESEITREix KB HeadersSSMER %,

call.metadata.getMap() , REEXEBZ [key: string]:
Metadatavalue , MetadataValue %@EXW string/Buffer

o {ERPythonE &I RS inIKE HeadersSSMEAR 574,
context.invocation metadata() , IREMEZEE A 2-tuple#id, 2-tupleE’\]ﬁZEW\J ('k', vy, fE
ﬁﬁ m.key, m.value &EX@1EX¢°

e Unary RPC
o {FM)avaiE = iEid R i K EXHeadersSLHl Unary RPC,
XtHeadersTo 2 .
o {FRGOET B ARSInIKkEHeadersSE M Unary RPC,
EAEDEEBR metadata.FromIncomingContext (ctx) , L FRMBHctxEBETalkiIAS,
o f#fNode)SiEE @1 fR 5 im K EXHeadersSLH Unary RPC,
EAZERNEERBA call.metadata.getMap() o
o fEAPythoniE S iEd RS im KB HeadersSL B Unary RPC,
EAERNEEBA context.invocation metadata() o
e Server streaming RPC
o {#MjavaiE = @Y IR % i% K EXHeadersSL I Server streaming RPC,

StHeadersT =40 .
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o {#FGOIES BT MRS i% kB HeadersSL B Server streaming RPC,

Eﬁfqug?ﬁﬁﬁﬁ metadata.FromIncomingContext (ctx) , LTX"E%& ctx }\A
TalkOneAnswerMoreBI AZ  stream HIFKBY stream.Context ()

o {EFNode)SiE S BT AR S5 KB HeadersSE I Server streaming RPC,
EFZERNEERA call.metadata.getMap() o

o fERPythoniE = 1E1d iR &5k IKEXHeadersSL B Server streaming RPC,
EAERNEEFA context.invocation metadata() o

e Client streaming RPC
o {#MJavailE = @i AR i KB HeadersSLH Client streaming RPC,
fHeadersTo &N,
o {EAGOIES E YRS ik K EXHeadersSEH Client streaming RPC,

Eﬁfﬁq:‘E?ﬁﬂﬁﬁﬁ metadata.FromIncomingContext (ctx) , LTK%& ctx }‘A
TalkMoreAnswerOnefI AE stream DFREY stream.Context () o

o {EANodeJSiEE B3 iR &5 ik IREXHeadersSLH Client streaming RPC,
Eﬁiﬁlﬂﬁ?&iﬁﬁij call.metadata.getMap() o

o {ERPythoniBE &1 fR &5 i 3K EXHeadersSLH Client streaming RPC,
EH%P\] Eiﬁiﬁlﬁﬁ context.invocation metadata() o

e Bidirectional streaming RPC
o {EMjavaiE = @ id RS i $E B HeadersSL I Bidirectional streaming RPC,
XfHeadersTT/RRH

o {FAGOES @Y ARSIk KB HeadersSLH Bidirectional streaming RPC,

EH%EPE}%EH@ metadata.FromIncomingContext (ctx) , J:—[:K%%ﬁ ctx }ATalkBidirectionalE’\]
)\72E stream ':I:'%i-?iﬂy stream.Context () o

e

o {EFNode)SiE = 11T BR 5 ik kB HeaderssL M Bidirectional streaming RPC,
Eﬁﬁmﬁi‘ﬁﬂﬁﬁﬁ call.metadata.getMap() o
o {EMPythoniE =813 iR 5 ik SR EXHeaderssL M Bidirectional streaming RPC,

Z:I_:Tj_fflj;_l Eﬁ:ﬁﬁﬁa context.invocation metadata() o

EPFisKiXHeaders
o BEAXIE
o {EHjavaiE 5B E Fin & iXHeadersSLIERTT X,
;‘Eiﬂ?éét%% ClientInterceptor ?;’%I:IEK] interceptCall (MethodDescriptor<ReqT, RespT> m , Cal
1lOptions o, Channel c) H}E, ?&Iﬂi&@{ﬁyﬂéﬁ ClientCall<ReqT , RespT>E"Jstart((Listener<Re
spT> 1, Metadata h)) A%, BT h.put(kx, v) EZheaderfl5E, put HZEAS k HIERR
Metadata.Key<String> , v E'{]%iuﬂ\] String o
o {FHGOIEEEBIEFinAiXHeadersSIREARTT %,

metadata.AppendToOutgoingContext (ctx, kv ...) context.Context
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o fEfNode)SIEEBEE ik EHeadersSEMEARTTIE.

metadata=call.metadata.getMap ()metadata.add (key, headers[key])

o {FMPythonE=@XE ik Ak ixHeadersSMERF X,

metadata dict = {} Q%tﬁ% metadata dict[c.key] = c.value , E‘i%%?ﬂ list tuple ?éﬂ
list (metadata dict.items()) o
e Unary RPC
o {fMjavaiE = @Y & F i & i%xHeadersSL Unary RPC,
XfHeadersTT /R4,

o {EAGOIEE @I EFifA&iXHeadersSZH Unary RPC,
EFHZEDPEEFAA mnetadata.AppendToOutgoingContext (ctx, kv) o
o {ERNode/SIE=BIE & Fif&ixHeadersSLH Unary RPC,
ERENEREREARGE,
o {ERPythoniE @13 & Fif & iXHeadersSLHl Unary RPC,
EREREEFERERTE,
e Server streaming RPC
o {EM)avaiE = @Y & iR & X HeaderssLI Server streaming RPC,
JfHeadersTT 40,
o {#FGOIEE B E Fif &i%HeaderssLHlServer streaming RPC,
EAZEPEHIEEA netadata.AppendToOutgoingContext (ctx,kv) o
o {E#FANode)SiES BT & i & %HeadersSL B Server streaming RPC,
EREREEFEREARGE,
o {EMPythoniE 5 iEd % Fif &i£HeaderssLH Server streaming RPC,
EREREEEREARTE,
e Client streaming RPC
o {EFjavaiB =8 B Fif &i%HeaderssL ¥ Client streaming RPC,
X$HeadersFE =1,
o {#RGOIES B EFif &i%HeaderssLH Client streaming RPC,
EAETEHEER metadata.AppendToOutgoingContext (ctx, kv) o
o {#FNode)SiE =SB E ik &i£HeaderssLHI Client streaming RPC,
EREREEEREARGE,
o {#FMAPythoniE 5 &Y & Fif & ixHeadersSEI Client streaming RPC,
EREREREREARTE,
e Bidirectional streaming RPC
o {EFjavaiB =8 E Fif & %HeaderssL ¥ Bidirectional streaming RPC,
StHeadersTTRA A .
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o {#FGOIES B E Fif &i%HeaderssL ¥ Bidirectional streaming RPC,
EAEDEEBRE metadata.AppendToOutgoingContext (ctx, kv) o

o {#FNodelSiES BT % ik & % HeaderssL M Bidirectional streaming RPC,
EREREEFEREARGE,

o {FMAPythoniE 5 &Y & Fif & ixHeadersSE# Bidirectional streaming RPC,
EREREEEREARTE,

Propaganda Headers

HTFHKEREES LGB IRNERTHIRBELTE, UWERE—FEREBENZEEE, TEER
SiFRE B HeadersfE 2%, FPERKIE R X B HeadersiE £ TRARIBERNE ik,

BTlavaiB =MW, HMESHNBESER A EH X HeadersE RN, AT LUERS %12 Headers-1518
Headers-& Fif & ixHeadersiX =N {EB I F i E 45 B SE R AL ERLH,

JavalE = B B AHeaders 2183 B M= A28 7 BISLHAY, R tPropaganda HeadersFEiEE—NMRFE R
EEXHY, BERIHLARAR, URREEREHSNEMKERNE—ID, FFALEESRERNETS
REEF N EEHBORZ,

JavaiE = YL IMIR M T —FPMet adat a-Context Propagationf#l 4l ,

Context

Context

x-request-id X-request-id

R Context e .

x-b3-traceid x-b3-traceid

Context

X-b3-spanid X-b3-spanid

x-b3-parentspanid current() current() i—*’ x-b3-parentspanid

»
X-b3-sampled x-b3-sampled

x-b3-flags x-request-id x-b3-flags

Y

x-ot-span-context x-b3-traceid x-ot-span-context

x-b3-spanid
X-b3-parentspanid

X-b3-sampled

Serverinterceptor Clientinterceptor

x-b3-flags

! x-ot-span-context

Y
GRPC Method . DownStream

Request

ERSHBEHB TN, @i ctx.withvalue (key, metadata) ¥ Metadata/Header fEACoOntext,
EEFIKey% Context.Key<String> ?éggo %Eﬁgpﬁﬁuﬁﬁﬁﬁgqj, JEJ\E key.get () 4% MetadataM
Context IEH, get)’i;‘f%ﬁ%{iﬁﬁ Context.current () LT, XFHRIET —RKiEKEHeadersiZERF S
NERBZRR—METX,

AT Propaganda HeadersfSLH, EFGRPCHIHEIZERHMA T HI _EHYRIE.,
BB 2 #1368 1iE A HR b
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SLIQRPCEEIRIB IR Z AT, BT R EFBMIDIEMIZHAIL, BERMBHAIMZTUEREN,
BN TRREtracingB R, ZERTER4MERESHMEMNAR, LUTLAGoRARG, EBEFWIEME

b,

cd go
+ HE
sh apply.sh
# BIE
sh test.sh

MBPEBLHUREER, WiRARZHRINZTLUERED,
EBEF MRS MBI T E R,

ASM ASM
sidecar sidecar sidecar

grpe-server grpe-server

Istio-ingressgateway

ASM
sidecar

@ Alibabacloud Kubernetes(ACK)

grpc-server-svcl grpc-server-svc2 grpc-server-svc3

P IR IE IR
1. BFRASMIZEIE,
EAMSiE, ERREMIE > NEEHE,

AMBERFRIEA LAREIRRIRE.
AEEMSMEPRERREER, REDRKEREHE,

ARBEREHAEAMSMEPRERRAD.
ARBEANOTESEBRN BN AR

© N oo vk W N

ENRERRE, RIGRENIS, PELFANSRAEREITEETEE.

ADREREERNEEREPEHERER, REXAAAAMERXTrace, AFREHRE.

U E D R EWER, BIEAMIERIEE-Ingressgateway-grpc-server-svc1-grpc-server-svc2-grpc-

server-svc3,

62
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RIFRE st 15. v 2020-10-10 11:51 - 2020-10-10 11:59
RIFATEE
GEFMH X FRHAT (ms) ms L
EORRB
LELEE SREH® SHBEEO
SRz {§}
SERHZHT x
TBRIEST
E ey v ]
mRiRE e
=
L
apesenve.
o
ameone

0. AL HRBRRENELTERERENE, EE2RERE.

RIS | v 2020-10-10 11:51 2020-10-10 11:59 =]
RIFREE
X | REEATF (ms) ms| B
#EOER
EERRE RIFBEIND
GEFELd A . WREVERY  SpanHEARR  TRASEWE g BEESE
P L1e) -71C) o ? I ©
SERFISHET
v o grpe- - 110) 359 /100.00% 359 /100 245ms  /024% 1003.308ms O /0.00%
CEEE50] v grp 1.grpo-traci P deploy1.grp 359 /100.00% 359 /100 25080ms /2499% 1000.861ms 0  /0.00%
2apnedE v grp .grpe- " P ploy1.grp 9 359 /100.00% 359 /1.00 1.30ms /0.12% 750.059ms O /0.00%
EeE v o P < P depl 359 /100.00% 359 /1.00 250.43ms /24.96% 748.778ms O  /0.00%
v o .grpo- P I 9 359 /100.00% 359 /100 125ms  /012% 498.339ms 0  /0.00%
ngnsgexigs‘zzfefg’fa‘ 0096/ P depl 358 /99.72% 358 /1.00 498.47ms /49.54% 498.480ms O  /0.00%
7 ANE HORER 8 F e
10. A= RBEREE T REHSpanBZ R THIHE, EFFHMAEE.
| AR
PEREFFAARTIE): 2020-10-10 16:02:35.452 #ERf: 43.5ms RMIMH: 4 HERE: 6 spanBHE: 6
Span& i BiElH (ms) RIFB&TR FFHAE] Pt R
v g 1.9 43.5ms 1b6d6110f) 2020-10-10 16:02:35.452 [ )
v g 1.grpo- 41.ms. P deploy1.grp: 2020-10-10 16:02:35.453 [ )
v o P 33.353ms P deploy.grpx 2020-10-10 16:02:35.458 [ )
v ap o 32.29ms P depl 2020-10-10 16:02:35.459 )
v grp P 17.746ms P depl 2020-10-10 16:02:35.465 [ ]
b 16.732ms P deplt 2020-10-10 16:02:35.466 [ ]
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12583 ASMiz$I & FF S Kialisy o] Wi i

Kialifor ASME— 1 IRESMETIMAUMTE, #RETEERXRSSEENTNAMAE., ASMM1.7.5.255RK
FiazFA EKialifor ASM, A3 BN @ T ASMIEE & FF/EKiali for ASMEY a] S ,

CIE S5

ECIZFRRSITERER, BRI, BB AEKubemetesitE MRS,
EEIEASMLA, BAFEME, BSROIEASME,
EAEBRMAOMX, BIFEME, BSRAIALNERS

2 B#Prometheuss{ & ARMS Prometheus, BME(E, S ML E EPromet heusSLHl % B 5
A ARMS Promet heusSEH & U 42

BRSSIHE

B HKiali for ASM

I EZASM A B /5 A Kiali for ASM

1. BRASMIZEHIG,

2. EEMEME, EFERSME > NESE,
3. EMRERNHR LB MNE,
4

. EOEFMARESED TS X EPrometheus i izi54R, ABEFBBKaliZAMIETWN, Ehs
HRE, BERoEAVELl, REREHE.

@ 8

o B REPrometheusiiiBigtn, REFBXERSMIZLAIEIRNEE, HASEDH
IR ARMSEL = & B 72 BIPromet heussL 4l ,

o EKiFiEPHFZFEEPrometheussBEH#RF/Z A Kiali, HoIllxFKialifor ASM, ItEE
EFBKialifor ASM, B222HEKialifor ASM,

FERmIBASM A B /5 A Kiali for ASM

1. BRASMIZEI S,

EEMNSHE, EERSMNIE > HRESEE,

EMREERE, RIGERENI, RPEIMNSRAEREINPETER,
EMERERFRRNEA LAREHEIRE.

A EEIR B F I IFEPIED B R EPrometheus M iRiEts, AEEDBHKiali, RERTHRE.

vk wWwN

@ 88 KEEDFEEEPrometheus S5 4RFE B Kiali, HTLAXFKialifor ASM, L
B EHFFFEKialifor ASM, BE<ELHEKialifor ASM,

WialKiali for ASM
{£AIngress GatewayifigKiali for ASM

1. BMAOMERS ., BMRRE, B0 ANM\OMERESFEEEXANONERS,
2. ANOMEFMUTHORSE, UXiEKalifa, BARME, B2LEYOMERS,
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BRSZM1E
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T X

- name: http-kiali
port: 20001
protocol: TCP
targetPort: 20001

3. BIEMXAMN, UTHMXMUEE, BAFEFE,

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: kiali-gateway
namespace: istio-system
spec:
selector:
istio: ingressgateway
servers:
- hosts:
— %
port:
name: http
number: 20001
protocol: HTTP
4. Bl EHRS,

UTHEMRS . BIKRIE, B2

WEERMXMN,

NEEEMRS .

> MHRA: 20220114

65


https://help.aliyun.com/document_detail/150504.html#task-2390973
https://help.aliyun.com/document_detail/150502.html#task-2390969

WL - 1 T ASMER | & FFE Kialigd
o] X0

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: kiali-vs
namespace: istio-system
spec:
gateways:
- kiali-gateway
hosts:
T
http:
- route:

- destination:
host: kiali
port:

number: 20001

ARMBERFEREEANE R XEE AKialiafE/x@d N O M X 7o i, fEzEE, JiEs
Kialif9 & R 0T m

{@ A ServiceifiaKiali for ASM
1. TBT: RIBEBFZIEER,
2. EpEService,

i. BIEEservice.yaml,

apivVersion: vl
kind: Service
metadata:
name: kiali-svc
namespace: istio-system
labels:
app: kiali-svc

spec:
ports:

- name: http

port: 20001

targetPort: 20001
protocol: TCP
selector:
istio: kiali
type: LoadBalancer

i. ITLAT®S, EREService,

kubectl apply -f service.yaml

Ex=Kiali
BT ACKIEHI & KT oken, REERKiali,

1. EREFMSEREF A,

2. ERHEENSHED, BEEE,

3. EEMYERREY, REANEHERAEBMEHGNUREY TR,
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4. EEHERNAENSHED, EFREEE > REFHA,
5. AR EFHAEIREDZZ @ Aistio-system, BEFkiali-service-account-token-****, &
itokenfTH @ EHR, FKEXToken,
6. FEKialiiR& 8B R EHAToken, BHlog in, BRERKializ4l4.,
BEE®LTRRToken, RE%ERKiali,
1. FTUA TS, KEToken,

alias k="kubectl --kubeconfig SUSER CONFIG"
k get secrets -o jsonpath="{.items[? (Q@.metadata.annotations]'kubernetes\.io/service-acc

ount\.name']=='kiali-service-account')].data.token}" -n istio-system | base64 --decode

2. EKializsl 5 EZTREBAToken, Biflog in, BRKialiZ§la,
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trics

13. RS MEASM b B E X Metrics

ERSMEASMA B R EPromet heusis 184G, Envoy=i H A IEIZIEIR, ASMZIFERBENX

MetrlcE’]I}Jﬁ‘EﬁXT’EEAHj”"S‘ SMEFR, ZIEEEXMIERE . 2T ERE . TERERFNKEER. KX
NBUAERE M IEASM B 7 X Metrics,

%EEI@\

IstioRBUIANER E1ZRIER, BNEREREARE., UTNBIstiosEmMBistR:

o XFHTTP, HTTP/2FIGRPCGHRE, IstioeEM LA TSR

Request Count (istio requests total): This is a COUNTER incremented for every request han
dled by an Istio proxy.

Request Duration (istio request duration milliseconds): This is a DISTRIBUTION which meas
ures the duration of requests.

Request Size (istio_request bytes): This is a DISTRIBUTION which measures HTTP request bo
dy sizes.

Response Size (istio response bytes): This is a DISTRIBUTION which measures HTTP response
body sizes.

gRPC Request Message Count (istio request messages total): This is a COUNTER incremented
for every gRPC message sent from a client.

gRPC Response Message Count (istio response messages total): This is a COUNTER incremente

d for every gRPC message sent from a server.

o WFTCPHE, IstioERATIEIR:

Tcp Bytes Sent (istio tcp sent bytes total): This is a COUNTER which measures the size of
total bytes sent during response in case of a TCP connection.

Tcp Bytes Received (istio tcp received bytes total): This is a COUNTER which measures the
size of total bytes received during request in case of a TCP connection.

Tcp Connections Opened (istio tcp connections opened total): This is a COUNTER incremente
d for every opened connection.

Tcp Connections Closed (istio tcp connections closed total): This is a COUNTER incremente

d for every closed connection.

FNMEMEABLBERE, UTASNstiofEiniANE S HIRE

DefaultStatTags=["reporter", "source namespace","source workload", "source workload namespac
e","source principal","source app","source version",'"source app",'"source version","source c
luster",destination namespace","destination principal","destination app","destination versi
on","destination service","destination service name","destination service namespace","desti
nation port","destination cluster","request protocol","request operation","request host","r
esponse flags","grpc response status","connection security policy","source canonical servic

e","destination canonical service","source canonical revision","destination canonical revis

ion"]

RES X

&S

o
<
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R 55 R .
trics
IR BN
BEROLERE, ARMNLIRERSERE:
reporter o MR FIRERKBRSEFIstiofLE, MWIRFENAN destination .

source_workload

source_workload_namespace

source_principal

source_app

source_version

source_cluster

destination_namespace

destination_workload

destination_workload_namespac
e

destination_principal

destination_app

destination_version

destination_service

destination_service_name

destination_service_namespace

destination_port

destination_cluster

request_protocol

request_operation

request_host

e MR FIREFREBZFiHIstioREBHIMX, NAREEAN source .

EHRNBRIFRHENER, WRREXEIREE, WinEE

A unknown °

BRILERHNEREE, MRREREIFEE, WFEEEA unknown

REFNXNEER, AFEURTHESMNIEN, A oRERZIRENE.

RIERLERBNNARFPREMRRNARERF. IRREREIREE, N
IR&E{EA  unknown

BELERAHBRA., MBREREIFEE, WHREERN unknown .

RITFRARAIERE.

BRI EARNERTE. WREKEREIGEE, WinGE

A unknown ,

BiRIERARNER. MREAREIIREE, WREEAN unknown .

BiRIERZNEHRTE. URREREIGEE, WinEE

A unknown °

BEBNMNNSER, LENETHESNRIEN, 4 IIUREIZIFEN
=

RIFERIERRNNARFPIASIMABIRNARER. NIREEXREIIRE
B, WHHREEAN unknown ,

BiRTEARNERAR, MRREXEIREE, WFREEN unknown .
ARBNERNBERRS EMN.

BirRSER.

BiRRSHEIR=1E,

BirisO.

BinTIER IR,

BRI

EREVRLE,

BEREEN,
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trics BR 55 Mt&
FREE aX
response_flags BXREREBNMSEENEEFARER.,
grpc_response_status GRPOGRERAS
connection_security_policy BRI PRE B P RIESRES .

RRMERD B EX BEIER
BRI RS) B E SRR RN MG 2 BT £,

1. FFEPrometheusisiz,
@ W NMEEEFEPrometheusiSis, EEHITULSE,

i BRASMIZEIE,

i. ZEMSME, ERRESMNE > MIEER,

ii. EMEERRE, KEFRENIS, REIFNSRAERETNPREER,
iv. EMSEEREEEMNEIH > EXER.

v. ERAGERRERLEA LANTERE.

vi. BRI B B ERED TS EEPrometheus 51548, DB HARMSHEZSHES
Prometheus, AEHTEHE.

2. EMRCSEAEERITMUMEE > BxE X Metrics, EAMTRERTOIEE.
3. HRIR AEIRE B X 8 Aistio-system,
4. BFinboundSidecaraMIHNMEE R, BREHIERR.

5. REEREBRAT, BEMSEGREE, BARSNRER, DUREEHREIRE,
REBREMRAT, ERMBEGHEXEEENRE.
6. SEZLBANFSES& BoutboundSidecarfllgateway, AREIEIE,
MEMRi&E TinboundSidecar, &&ikEoutboundSidecarflgateway, £RRAOREXABEE
XAR%E, HORER M XA AERBKAN G X EMER.
ERWZZEEH EHEX BEER
REENTEZARBIRERERZER, EMGETENARRBIRNRERITRE.
1. *iPrometheusisiz,
MREFE T Prometheusiiiz, AFBEEXBRIER, BFERKEENER.

@ #E  MEEKRFFEPrometheusis®E, TEHITISE,

i. BRASMIZFIG,

i. FEMSHA, EERSMNE > NEEE,

iii. EMEERTE, RAGERENIS, PELOANZRAEREITEEEE.
v. ENREEREEEMELH > BRXER.,

v. ERAEENEELTA LANTERE.
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trics

BRSZM1E

vi. I EEIR B B EREUEEDH S XEPrometheus BB 154K, AERTHE.
2. EMBEEREEFRMAESE > HE X Metrics, EAEMNTERETEIE.
3. ERIBTIEE R R EE, REZR.

4. BEinboundSidecarGMIBME R, BEHIEER.

5. REBIREBR, BEFZEREE, AARSNREARX, UREEMRIIRE.
6. BELBAMSESIZE B outboundSidecar, AEHBHAIE.,

WMERMiIZE TinboundSidecar, &Fi&EHoutboundSidecar, 2 RXANOGREXHEEENIFS, H
OREMAERRAN AR ERIEIR.

BRERIERHER B EXEEER
REENIEARSRRIRERXREREER, EMTEARNARRBRNRERITRE,
1. XMPrometheusi&iz,
WMREFET Prometheustiiiz, REBBEEXEERER, BeFERKESNER.

@ B  MEEKRFEPrometheusisi®, TEHITISE,

i. BRASMEZEIA,
i. EEMSHME, BERFZNIE > NIEEE,
ii. ZFMEEERENH, KIFRENIH, PELFNZRAEREIPETER,
iv. EMSEEREIEENIEIE > BERER.
v. ZEAGERNHETA LANERE.
vi. EIEEIR B EH EREVEETH B R EPrometheus i iR f5tR, RERTHE.
2. EMBEENHEFUNUMER > BE X Metrics, EAMNREEIEIE,
3. AR TNEEEG BT E, RESWR, REMERERE, REBWR Napp, EANNANSER,
ASMESREIRENELENAE, RRBEXERMSZNBEE.

4. BEinboundSidecarGMIBNME R, REHIEER.

5. RERIRER, REFEERHEE, AAGRSNERRADR, UREEBHRIIIRS,
6. BELSBAFNFESHEBoutboundSidecar, AR L6,

MEMIKE TinboundSidecar, &Ai&EoutboundSidecar, 2R {XAAFREXHAEEXRE, H
MREMNAERRINN G R EMIER,
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