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1.9 FHKubernetes API

AR ETF cURLE S 27 B 8 R A AREST B9 5 U FAKubernetes APl, AE&ERERFKIES RENHTTPSH
NigfEKubernetestEEE, SERBIECIZMM RPod, SIZEFEHKDeployment,

RENEE B 5 in)EiEKubeConfig

1. BRERRSEEERHAE,

2. ERHEENSHED, BEEH,

3. AEHIXRNHD, BEEEMEHERAEBMEEANERIES THERS.

4. BEEEERTRS, EEEHHEIE (KubeConfig) , ¥KubeConfig X4 REEIAM,

5. MKubeConfig#f&i2Bica. keyflapiserverFR, <L T,
cat ./kubeconfig |grep client-certificate-data | awk -F ' ' '{print $2}' |base64 -d >
./client-cert.pem
cat ./kubeconfig |grep client-key-data | awk -F ' ' '{print $2}' |base64 -d > ./client
-key.pem
APISERVER="cat ./kubeconfig |grep server | awk -F ' ' '{print $2}"'"

{FHCcURLTGF L EEKubernetes API
HITUA T SER SRIEE P FrANamespaces,

--cert ./client-cert.pem --key ./client-key.pem -k $APISERVER/api/vl/namespaces

o EHIIPodIEXEIE,
WITUA T @SB Hdefault & =@ THIFFEPodS,

--cert ./client-cert.pem --key ./client-key.pem -k $APISERVER/api/vl/namespaces/default/p

ods

BT T o5& 8l7EPod (JSONIER) .
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cat nginx-pod.json

"apiversion":"v1",
"kind":"Pod",
"metadata": {
"name" :"nginx",
"namespace": "default"
s
"spec":{
"containers": [
{
"name" :"ngnix",
"image":"nginx:alpine",
"ports": [
{

"containerPort": 80

}
--cert ./client-cert.pem --key ./client-key.pem -k $SAPISERVER/api/vl/namespaces/default/p
ods -X POST --header 'content-type: application/json' -d@nginx-pod.json

HATLA T o5 8l#2Pod (YAMUER) .

cat nginx-pod.yaml
apiVersion: vl
kind: Pod
metadata:
name: nginx
namespace: default
spec:
containers:
- name: nginx
image: nginx:alpine
ports:
- containerPort: 80
--cert ./client-cert.pem --key ./client-key.pem -k S$SAPISERVER/api/vl/namespaces/default/p
ods -X POST --header 'content-type: application/yaml' --data-binary @nginx-pod.yaml

PITUT L EBRPOARE.

--cert ./client-cert.pem --key ./client-key.pem -k $APISERVER/api/vl/namespaces/default/p
ods/nginx

HITA T &€ EiPod logs,

--cert ./client-cert.pem --key ./client-key.pem -k S$SAPISERVER/api/vl/namespaces/default/p
ods/nginx/log

HIT AT S EEPodiImetrics#iiz (3@idmetric-server api) .
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--cert ./client-cert.pem --key

/namespaces/default/pods/nginx

RITAT e < M BRPod,

--cert ./client-cert.pem --key
ods/nginx -X DELETE

o HFMDeployment #8£R1E,
Bl Deployment /Rl YAMLXX 40T o

cat nginx-deploy.yaml
apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx-deploy
labels:
app: nginx
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:

labels:
app: nginx

spec:

containers:

- name: nginx
image: nginx:alpine
ports:

- containerPort: 80
resources:
requests:
cpu: "2"
memory: "4Gi"

--cert ./client-cert.pem --key

./client-key.pem -k SAPISERVER/apis/metrics.k8s.io/vlbetal

./client-key.pem -k S$APISERVER/api/vl/namespaces/default/p

./client-key.pem -k S$APISERVER/apis/apps/vl/namespaces/def

ault/deployments -X POST --header 'content-type: application/yaml' --data-binary @nginx-d

eploy.yaml

WITLA T 55 & &EE Deployment,

--cert ./client-cert.pem --key

ault/deployments

./client-key.pem -k S$SAPISERVER/apis/apps/vl/namespaces/def

HITUA TS E#HDeployment (X replicasgl AEE) .

--cert ./client-cert.pem --key

./client-key.pem -k S$APISERVER/apis/apps/vl/namespaces/def

ault/deployments/nginx-deploy -X PATCH -H 'Content-Type: application/strategic-merge-patc

h+json' -d '{"spec": {"replicas

". 4}}!

HATLAT S E#Deployment (BMBRER) -

> MA4RRA: 20220704

10



APIZ%- (& HKubernetes API B RSKubernet eshi

--cert ./client-cert.pem --key ./client-key.pem -k $APISERVER/apis/apps/vl/namespaces/def
ault/deployments/nginx-deploy -X PATCH -H 'Content-Type: application/strategic-merge-patc
h+json' -d '"{"spec": {"template": {"spec": {"containers": [{"name": "nginx","image": "ngi

nx:1.7.9"}]1}} } )"

BXXHE

e EFSDK
o FiABIKubernetes APIHLSE
o HfttKubernetes&EEEip a1 A

HEERERAKubemnetesE H#3PHISDK (B¥EGo. Python, Java%iEs) .
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D skE fEERAPIEEKubemetesEBERT, BHHRE S FIEA R B 2 = S 2B S Kubemet eshi iR

SEMAERRIDIE,

&%

API

BllEKubernetesE EhREEE

BlEKubernetest & fREEE

gll#&Serverless Kubernetes&2#

Bl Kubernetesil ZIE & REEE

BIEEFRET L FEKubernetes&E

B

BIEIRNERERZEDE
Kubernetest ¥

HEEERER

BEEHTR

EWFBERSIE

HERERTRIR

HiEHAE

BWAHPEH

HEWERAR

FRENEREEKubeConfigiE

iR
A CreateClusterlE—NMrEKubernetesE B MR EEE,

A CreateClusterfl — M #rfiManaged Kubernetes&EBE5Lfl, FH ol
EHENT S,

B A CreateClusterf|E—"r0Serverless Kubernetes&E 224l ,

& A CreateClusterf| B— N ErBIKubernet esi 4T B R EBESLA ,

R CreateClusterfll B— N & B REZ L P EKubernetes 2%,

M CreateClusterfl EB—MEE REZ &P Kubernetes 2%,

J@FDescribeClusterDetail, RIEERID, BEEHNEMES,

YA DescribeClusterNodes I &£ BET5 &,

A DescribeClustersV1EFZEACKD G ZIFr B EEE (BiESwarmfl
Kubernetes£#2%) .

A A DescribeClusterResourcesE s EEB N B &R,

I8 DescribeExternalAgent EHERSMEIE,

8 A DescribeUserQuot azifl F F ECER,

A DescribeClusterLogsEiHEEEE#AE.,

A DescribeClusterUserkubeconfigiR BB 2 HFIERBF BN EEN
Kubernetes& & iakubeconfig,
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API

(P

EWRFERETIE

FifKubernetesfRA# S

BIESIFE

EWAPEH

RIMBEBENST REACKBZIEESE

B

IR

API

EiERAMA F s RAMA B EEBEIE S

B

EEEHRAMA P ERENER

TRt

API

el Rt

FaEnsit

BT Rt E

E\TH ML

P

I AModifyCluster{S i &2,

A FDeleteClusteriRiBEREID, MIBREERESLHI, HEBHEHMET RER.

B AModifyClusterT agsf& & HiKubernetes £ itagiE 0,

A ListTagResources, BT NN EFRIREXR,

8 A DescribeKubernetesVersionMetadata& ] X #Ff9Kubernet es fR A B9 3%
MER.

18 FDescribeT askinf o iR #B4E S IDEEME S HITIEIE

A DescribeEvents& i AR ES 4,

A Attachinstances#Z ORMEBENST R EDZITEEE,

R

& A DescribeUserPermission& i35 ERAMA PRI EERERE R,

A GrantPermissionsE 2 EFHMRAMA P EEBRER.

P

B A CreateClusterNodePoo &£ BEBIFE S S5t .

A ScaleClusterNodePoo " B4 &t 15 =,

@B ModifyClusterNodePoo | EH T M E &,

A DescribeClusterNodePoolsBHER N FE T SthIFlS.
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B#ERSKuberneteshi APIBE- AP

AP R
R RS R=PihES = JE A DescribeClusterNodePoolDet ailZ i) £ BE1E BT St iENS .
ANEEXLFET it A Attachinstances N BB LHI B EEE,

& A DescribeClusterAttachScriptsiilEB T R 2B ZKubernetesit & &

i) B 4 HEAE AR

ellbeivoges

FHRMEBLAES 5t B, ZAPIREIE—MTTHTHA, SREMAE, FEETRLEMTEITR
BOZ T REEAN,
BRTSBDHT R 8 FRemoveClusterNodes# R1E E B &SNS = o
I BR TS it & FDeleteClusterNodepoo il BRT5 sith
AR
AP R
EWEEFARRS A GetUpgradeStatusE A EBEFHRIRA
FHREERE i UpgradeClusterft fis & F &8,
HEEEAR V@R PauseClusterUpgrade &= P £ FA K,
BUHEREF R YR CancelClusterUpgradeBUEEREFH K,
IREEBEFHR @ ResumeUpgradeClusterE AT =N FHE,
M F
AP R
B2 R HEER A CreateTemplatefl| i —/MER,
T A RHEER JBFDescribeT emplates&if) HHHEER o
TR RHMERIFEE A DescribeTemplateAttributeBE S EERVIEMAEE .
FEHRHER AUpdateTemplateEH— MR HENR

1B A DeleteTemplateffi Rt B4R

R CreateTriggery N A I 2 it & 25,
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API
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HY

API

RIRER AN

B EBAMRA

EiERAMNIFRE

FHRER AN

EWERARTRRE

EREREENAESH

R AN

PBERRIRE

1B ERE RS

EWRIFIRETIER

TRE—BN

API

A= RE— AN EACK@EdgefE R

R
A DescribeTrigger&ig#g E M A& 25,

& A DeleteTriggerfil R A A fid A 28

P

B AInstallClusterAddons N i5 E R Lo s 4B,

B A DescribeClusterAddonsVersion&if 15 EE B IO A AR AN

A DescribeAddonsEif) B 22 B HHFIEIE

AR UpgradeClusterAddons¥§18 B AHEF R EITE EIRA.
8 A DescribeClusterAddonsUpgradeStatus @ Y &4 2 MNMA B F SRS,

1 AModifyClusterConfigurationfE BT EM A LIS, TA&ConfigMapZ|
EEM,

B A UninstallClusterAddons E £k 15 B & B A1,

P

AT agResources A E RSB BERFERE,

@A ModifyClusterT agsf& i H BiKubernet es B BIARES

V@ RListTagResources&if o] R RIRE X R,

TR UntagResources /15 E RIS B AR SPIRES

EiEipu

18 A EdgeClusterAddEdgeMachinefEACK@Edge B R N = R £ — 1541,

15
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A RS Kubernetesh

APIBE- APIEES

API

IR RE— K

BORRE—BIBEHE

BHRRE-HINES

B RRE—HIIIE

EWEBFEE—AHYTunnelfic B

B BR = SR AE — AL

EHR

API

g EERE AR E SREEF N LB

PR TR AN DI 3=

s E SRt AT R BN S

e E SR M BR R BE AN S5

IREURBE TR A AE AR IF 15

RENEBE RIS

IRENEERF ch S U AR E B9 SR BR L)

SRENEE B ch SRR MU LA 1

P

A CreateEdgeMachinel$E = RE—ANED,

18 DescribeEdgeMachineActiveProcess&if] = R & — A HLEEH E ,

1B A DescribeEdgeMachineModels&Eif) = RE— RN E S,

8 FDescribeEdgeMachines&E il = [RE— A5 %,

8 F DescribeEdgeMachineT unnelConfigDet ail3k BX = R 4 — 4155 H
Token,

8 FADeleteEdgeMachinefl i = R £ —1A#.

iR

8 FA DeployPolicylnstancefE 45 FE S 8 332 SR BE L W LA

A DescribePoliciesZlI 25 SR BE TR BN FEFIZE .

A ModifyPolicylnstancefE 35 E £ 8 h B # SR BS AN L1,

18 Fi DeletePolicylnstance?E 45 & & &% o il PR 5% BE #L M ST,

B A DescribePolicyDet ails 3£ BN S B A TR M AE AR IES .

8 DescribePolicyGovernancelnClust ersk BUEE B S5 BRSA TR ¥ 1S

& A DescribePolicyinstances3kERE AL th L I BB B R BESLHIF K.,

& A DescribePolicylnstancesSt at us3K B EE B 24 i A [5) 55 B8 24 BY X Bz £ SL45)
BBRE, SESWRENNX LA ZOLATE, URARRBERTHE
BISRBS TR 25140,
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https://help.aliyun.com/document_detail/321466.html#doc-api-CS-CreateEdgeMachine
https://help.aliyun.com/document_detail/321467.html#doc-api-CS-DescribeEdgeMachineActiveProcess
https://help.aliyun.com/document_detail/321468.html#doc-api-CS-DescribeEdgeMachineModels
https://help.aliyun.com/document_detail/321469.html#doc-api-CS-DescribeEdgeMachines
https://help.aliyun.com/document_detail/321470.html#doc-api-CS-DescribeEdgeMachineTunnelConfigDetail
https://help.aliyun.com/document_detail/321471.html#doc-api-CS-DeleteEdgeMachine
https://help.aliyun.com/document_detail/354261.html#doc-api-CS-DeployPolicyInstance
https://help.aliyun.com/document_detail/354260.html#doc-api-CS-DescribePolicies
https://help.aliyun.com/document_detail/354263.html#doc-api-CS-ModifyPolicyInstance
https://help.aliyun.com/document_detail/354262.html#doc-api-CS-DeletePolicyInstance
https://help.aliyun.com/document_detail/354264.html#doc-api-CS-DescribePolicyDetails
https://help.aliyun.com/document_detail/354265.html#doc-api-CS-DescribePolicyGovernanceInCluster
https://help.aliyun.com/document_detail/354266.html#doc-api-CS-DescribePolicyInstances
https://help.aliyun.com/document_detail/354268.html#doc-api-CS-DescribePolicyInstancesStatus

APIBE- N\ IiE

AR RS Kuberneteshi

3. M

AXNBTHEZBFJBSACKHFIEEANMI, SMEININERER, BEREERMEH#TRR,
UTREDFZH T S EN I, Hop:

o NMIAMAL: BEECK G,

o VPCRZEEAMUL: TTERMIBAVPCHiAE, TFEFBRAMIAENR,

X

%4k

fedk2

#4t3

4ks

ke

xR

H£7R2

@

H£E2

%3

i3l

hEEE

TAZFRE1

i

FFAESR

5=8m

UM

wI

TR

T

BLED

BB

N

Region ID

cn-gingdao

cn-beijing

cn-zhangjiakou

cn-huhehaote

cn-wulanchabu

cn-hangzhou

cn-shanghai

cn-shenzhen

cn-heyuan

guangzhou

cn-chengdu

cn-hongkong

ap-southeast-1

A FEA M

cs.cn-
gingdao.aliyuncs.com

cs.cn-
beijing.aliyuncs.com

cs.cn-
zhangjiakou.aliyuncs.co
m

cs.cn-
huhehaote.aliyuncs.com

cs.cn-
wulanchabu.aliyuncs.co
m

cs.cn-
hangzhou.aliyuncs.com

cs.cn-
shanghai.aliyuncs.com

cs.cn-
shenzhen.aliyuncs.com

cs.cn-
heyuan.aliyuncs.com

cs.cn-
guangzhou.aliyuncs.co
m

cs.cn-
chengdu.aliyuncs.com

cs.cn-
hongkong.aliyuncs.com

cs.ap-southeast-
T.aliyuncs.com

VPCIR 2543 \ ik

cs-vpc.cn-
gingdao.aliyuncs.com

cs-vpc.cn-
beijing.aliyuncs.com

cs-vpc.cn-
zhangjiakou.aliyuncs.co
m

cs-vpc.cn-
huhehaote.aliyuncs.com

cs-vpc.cn-
wulanchabu.aliyuncs.co
m

cs-vpc.cn-
hangzhou.aliyuncs.com

cs-vpc.cn-
shanghai.aliyuncs.com

cs-vpc.cn-
shenzhen.aliyuncs.com

cs-vpc.cn-
heyuan.aliyuncs.com

cs-vpc.cn-
guangzhou.aliyuncs.co
m

cs-vpc.cn-
chengdu.aliyuncs.com

cs-vpc.cn-
hongkong.aliyuncs.com

cs-vpc.ap-southeast-
1.aliyuncs.com

17
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APIBE- N\ IiE

X1

T AZRE2

WAZRE3

W AZREES

NN

WAKRI

=EFEIRT

EEFRI

R BB

XM PEERT

PRARERT

BZHTFEERT

ERERMA

EREMET2

ERERMTI

2R B S
=1

FR

¢
]

ot
R
S

HEMIX

B
)F/:I

KRR

i

EEZRAE

e

EHTR

UM

b=

R

L=

R

Region ID

ap-southeast-2

ap-southeast-3

ap-southeast-5

ap-south-1

ap-northeast-1

us-west-1

us-east-1

eu-central-1

eu-west-1

me-east-1

rus-west-1

cn-hangzhou-
finance-1

cn-shanghai-
finance-1

cn-shenzhen-
finance-1

cn-north-2-gov-
:

cn-nanjing

UNZEEIN: 2hils

cs.ap-southeast-
2.aliyuncs.com

cs.ap-southeast-
3.aliyuncs.com

cs.ap-southeast-
5.aliyuncs.com

cs.ap-south-
T1.aliyuncs.com

cs.ap-northeast-
T1.aliyuncs.com

cs.us-west-
T1.aliyuncs.com

cs.us-east-
T.aliyuncs.com

cs.eu-central-
T1.aliyuncs.com

cs.eu-west-
1.aliyuncs.com

cs.me-east-
T.aliyuncs.com

Cs.rus-west-
1.aliyuncs.com

cs.cn-hangzhou-
finance.aliyuncs.com

¢s.cn-shanghai-finance-
T1.aliyuncs.com

cs.cn-shenzhen-
finance-1.aliyuncs.com

¢s.cn-north-2-gov-
T1.aliyuncs.com

cs.cn-
nanjing.aliyuncs.com

VPCIR 2543 N\ ik

cs-vpc.ap-southeast-
2.aliyuncs.com

cs-vpc.ap-southeast-
3.aliyuncs.com

cs-vpc.ap-southeast-
5.aliyuncs.com

cs-vpc.ap-south-
1.aliyuncs.com

cs-vpc.ap-northeast-
1.aliyuncs.com

Cs-vpc.us-west-
1.aliyuncs.com

CS-vpc.us-east-
1.aliyuncs.com

cs-vpc.eu-central-
1.aliyuncs.com

cs-vpc.eu-west-
1.aliyuncs.com

cs-vpc.me-east-
1.aliyuncs.com

Cs-vpc.rus-west-
1.aliyuncs.com

cs-vpc.cn-hangzhou-
finance.aliyuncs.com

cs-vpc.cn-shanghai-
finance-1.aliyuncs.com

cs-vpc.cn-shenzhen-
finance-1.aliyuncs.com

cs-vpc.cn-north-2-gov-
1.aliyuncs.com

cs-vpc.cn-
nanjing.aliyuncs.com
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APIBE-HA T REEREKuberneteshR

4. AL

A #RBRS5Kubernet eshRAPHER O 8918 F 2 0 B 28 AR S5 B AR SS iR bt K XHTTPIER, FHHERZEORBEBERSD
MABNIERSH, ARERASEELELER, HRREREEREERBUTF-8FHFEHRTHE.

AR 55 it 11t

A eRIRSKuberneteshR BIAPHE A HiL 4 cs.aljyuncs.com,

BAE Y

XEHBEHTTPHHTTPSIMGEITIEKIBE., A THREBESNREM, EFEEAHTTPSIMUAEIER,
BKIEE

AERSBKubemet eshRIZMHRESTfUl APHEIRER, HiEREMUT,

HTTPMethod /resource URI parameters
RequestHeader

RequestBody

BEREHHLHLBRAMAPIBEXSHAR . AHBERLGIEEAPIREAS . ENRKIEFER.

e HTTPMethod : EREMBTE, €#EPUT. POST. GET. DELETE,

e resource_URI_parameters: {ERZIFANERFERRFE, W /cluster .

e RquestHeader: iHERX(ER, BEBBAPIHIRA. Host, AuthorizationFEE. BSER, BERAL
HiERFREI LR,

e RequestBody: FRBH#,

P

POST /clusters/cluster id/attach HTTP/1.1
<AHIFRL>
{
"password": "Hellol234",
"instances": [
"i-xxxx",

"i-yyyy"

R
R RIR B4 R 8V F UT F-8 2 R ST D

19 > MHRRA: 20220704


https://help.aliyun.com/document_detail/167755.html#concept-944293

A RS Kubernetesh APIZE-ZZ 1

5.5 829§

HRIEAPINZEER, ERABAPINIEZSNENAPIEREIER (Signature) HHTEMIGIE, TibfE
FHTTPEZHTTPSIMURRIBER, BHFEEBRIEALTZER . AIESEMITHTEZILIE,

XN FF—IRHTTPHEHTTPSIMYIER, MEZSRBENEPNEZEERIEHRIERESH. BEHDE
BRERN, BREUTHENBERBETEZLE:

o SE—: MIEMTHIBERL
o SR MIEMTHER

o SE=. MEFEIFHE
o LB HEEE

o SEBA: BELZHFMENEFKRD

TB—: WiEMEHIBEKL
IR ZMBHIERL (CanonicalizedHeaders) RIEFRAEHTTPLERER ., REBERIEMBILL x-acs- A
BIRNSHER, WERZENT:

o BB x-acs- ABERBIHTTPIERLMZRERM/NEFT, W x-acs-Meta-Name: TaoBao 55k
M x-acs-meta-name: TaoBao , MIEZIEIBERLWEBMAKNE AT, BINENE,

o ME—NAHBERLINEIK, WHFEELEEPHN £ . \n . \r . \f DREF, BHBELMRE
XHEBNEE,

o B E—SBENMBHTTPRIEZNELRRF R HITF FHES

o MFRERLHBZIRFEZ BH SRR HIMEMERTZME ., HII0 x-acs-oss-meta-name : TaoBao,Alipa

y a5 x-acs-oss-meta-name:TaoBao,Alipay o

o EE—MERLERM—D \n PBEF (BERE—MEKL) , ABEHREEKRLIHEET—RINRE
CanonicalizedHeaders,

TR AEMBHEIR

FSEH AR (CanonicalizedResource) FRRERBEFAE RN EMIR, BAEBEEFRUT:

1. BERNERZFE (queryString) PHSHIZRSYBRNFREERER, FU « DRFER
EREHFERNFE,

WRRARBEKRREEFENFHE, URSIHTE,

2. BERFRER (JEURLPhost EEWFHEZBNES, BFhostz/5H / ERABEEEFRHER
B 2 ) SEHFEAFFEL ¢ HHE, SINEAMRER. HEOFHEAEFEN, EERBRER
BERERNEAER.

Bl
R385 K URL:

http://demo-product.aliyuncs.com/instances?status=ONLINE&group=test group

MBHRIR:

/instances?group=test group&status=ONLINE

> MA4RRA: 20220704 20



APIZE- ZZ REEREKuberneteshR

TEB=: HEFERFRSH
BRIUTHRBEIESEZFRE (StringToSign) :

StringToSign =
HTTP-Verb + "\n" +
Accept + “\n” +
Content-MD5 + "\n" +
Content-Type + "\n" +
Date + "\n" +
CanonicalizedHeaders +

CanonicalizedResource

2% iR

HTTP-Verb REMHTTPFES, HIIPOST . GET,

Accept AcceptiERLHE, HIBERAAREEN, FHAZZFRAE,
Content-MD5 Content-MD51ERLH{E, HBERLARFEN, EATFREALE,
Content-Type Content-Typeig KL §)E, HBERLIAGFEN, FREFZFERE,
Date Datei&EKLHV{E,

CanonicalizedHeaders HE— WEHSEER L PRGIMTEIFERL,
CanonicalizedResource SR MEIEAE R REBHATELER.

TERN: H8EH

RIBRFC2104E N, RIBHMAC-SHATEEXN F—S AN EE 2/ RBTEZIHE, FHIABase64wiz
MNBHEERREERFEFE, EIRLKXNSZE (Signature) ,

Signature = Base64 ( HMAC-SHAL ( SigningKey, StringToSign ) )

D & HESEHERNSningKeylE 2 M AccessKey Secret, BSER, B2 MK
AccessKey,

TBAH: BEIRMBEKP
HEBELERSignature)s, RBUTHNHIEZRE, FBERENAUthorizationiFKLHE,

Authorization = "acs " + AccessKeyId + ":" + Signature

R TE =

o NHBFERMIREE

21 > MHRRA: 20220704


https://www.ietf.org/rfc/rfc2104.txt?spm=a2c4g.11186623.2.12.4ccd2be6wshrNa&file=rfc2104.txt
https://help.aliyun.com/document_detail/53045.html#task968
https://help.aliyun.com/document_detail/167755.html#concept-944293

REERRFZKubernetesh APIB#E- RAMEFY

6.RAMER

EERRAMK S AAREZAPHE], BEEKS (BAERKS) BT SIZ BRI RAMIK S # TN,

BIARAMILS RANRBIAAAR ZAPEOIR . ER=ZR. EARAMKSHAAPH, GEELLIE—
MEREDE, REEHXAMERIE XA M HRAMIKS ARRTRER .

EOIEREAUEIRE, RTLUBIZARN (Aliyun Resource Name) #5EEZNNEIE., ARNERIEZ HENE
BEEXH—1NEBNAE = REZR,

ARNMEZLUIT,

acs:service-name:region:account-id:resource-relative-id

Hrp:

e acs: Alibaba Cloud SenviceMEFBRES, R RMEZNAHZFES,

e service-name: fIERZRFSHIEFR, WECS, 0SS, SLBE,

e region: MUIFER., WRAZFZM, TJMERABENES (*) KKE,

e account-id: KSID, $Ia01234567890123456,

e resource-relative-id: BEANEEHR, FARNZFRNZEHAEAR, ¥ESLERNFLEX
=
80 acs:oss::1234567890123456: sample bucket/filel.txt F/~OSSPRSS IR BIRE sample buck
et/file1.txtM R, WRABENZIKSIDA 1234567890123456

RN A B RS Kubernetesig 28

BHRER BERERD R RERT A
"Resource": [
"acs:cs:*:*:cluster/SEEEID"
BT RERNR ]
"Resource": [
"acs:cs:*:*:cluster/ﬁﬁg¥ID",
B ZS/NEENNE "acs:cs:*:*:cluster/EEID"
]
"Resource": [
Eiam g =3 ]

> MA4RRA: 20220704 22



APIZZE-RAMEAY

AR RS Kuberneteshi

APIZFRFIRAM ActionB9xt fz £ R

HNEBIRFE KuberneteshR P APIZFRFIRAM ActionR EH#IRBIXT R X RN T REAR

APIZFR

DescribeEvents

StartAlert

StopAlert

UpdateContactGroupFor
Alert

DeleteAlertContact

DeleteAlertContactGrou
p

DescribeUserPermission

OpenAckService

GrantPermissions

CreateCluster

DescribeClusterResource
S

DescribeClusterDetail

DescribeUserQuota

DescribeClustersV1

DescribeExternalAgent

DescribeClusterLogs

RAM Action

cs:DescribeEvents

cs:StartAlert

cs:StopAlert

cs:UpdateContactGr
oupForAlert

cs:DeleteAlertCont

act

cs:DeleteAlertCont

actGroup

cs:DescribeUserPer

mission

cs:0OpenAckService

cs:GrantPermission

S

cs:CreateCluster

cs:DescribeCluster

Resources

cs:DescribeCluster
Detail

cs:DescribeUserQuo
ta

cs:DescribeCluster
sVl # cs:GetCluste

rs

cs:DescribeExterna
1Agent

cs:DescribeCluster

Logs

i8R
EWAPRFESH.
BiREMRM,

FIEREMM,

EHREERRAA.
MBRIREEKRA

MRREBRRADA.

Eif)18 ERAMA F 5, RAM
AENERERER.

FBARIRIRSACK,

2 EFHHRAMA F HRAM
REERERER.

BIFEEACKESE (B1FACK
LHRER. ACKIEER
EEBE. ASKEEEE, ACKLZ
EERERURTME
B) .

RYEEBEIDE I L B0
BERR.

RIBSEBIDEWIZEEN
HiE.

EWEHRT R,

EWEIRNABACKE
BEQUIEIS.

RAEERIDEWERH D
EFMEENKERE.

RIBEEIDE N ERH
==

18N o

REXFFIRGIER

RIEFF

R3FF

RFF

R

A

RFF

R¥H

R

A

R¥H

XFF

X

RXZFF

A

X

X$F

23
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APIZZE- RAMEAY

APIZFR

DescribeT askinfo

DescribeKubernetesVers
ionMetadata

DescribeClusterUserKub
econfig

DescribeClusterAddonU
pgradeStatus

DescribeClusters

DescribeClusterNamesp
aces

ScaleOutCluster

ModifyCluster

MigrateCluster

ScaleCluster

UpdateK8sClusterUserC
onfigExpire

DeleteCluster

DescribeClusterNodes

Attachinstances

DescribeClusterAttachSc
ripts

DeleteClusterNodes

RemoveClusterNodes

RAM Action

cs:DescribeTaskInf

cs:DescribeKuberne

tesVersionMetadata

cs:DescribeCluster

UserKubeconfig

cs:DescribeCluster
AddonUpgradeStatus

cs:DescribeCluster
s ] cs:GetClusters
cs:DescribeCluster

Namespaces

cs:ScaleOutCluster

cs:ModifyCluster

cs:MigrateCluster

cs:ScaleCluster

cs:UpdateK8sCluste

rUserConfigExpire

cs:DeleteCluster

cs:DescribeCluster

Nodes

cs:AttachInstances

cs:DescribeCluster

AttachScripts

cs:DeleteClusterNo

des

cs:RemoveClusterNo

des

WA

RIBESIDEEZESH
TS,

EFACKZIHH
Kubernetesfr AN i¥1% .

RIBERIDERIHIIZE
Btfkubeconfigt &,

EERAddonsFHER IR

EERBRRESPOIENFR
BEE (8HFSwarmil
Kubernetes®2%) .

REEHGETE,
RIREREIDY BEE,
RIBERIDEBUZER A
=

bei 2=t N

FEDHR.
ENRPEEXERELH
B8
TRYEEEEE DI PREERESE

B, ARBRERFETR

B,

RIBSEBIDEWIZER D
BT RS,

AINEBECSLAIFACKE
2.

BB F N RMEH B LY
=il N

REMBIRER D

/Mo

.
T
e
T

BRiEEEFTII TR,

RAXFFREISER

RIEFF

A

3§

X

RIEFF

3§

X

XFF

X

X

X

X

X

X

XFF

X

X#F
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ddons

APIZ3E-RAMEY BB IR S KuberneteshR
APIZFR RAM Action B8R ARG
cs:CreateClusterNo
CreateClusterNodePool E NEHMED =M, XH
dePool
DescribeClusterNodePo cs:DescribeCluster  iRIBEBIDE R ZERD i
ols NodePools BT At i
DescribeClusterNodePo cs:DescribeCluster BRI StIDE HERE D —
olDetail NodePoolDetail T AR, :
:ScaleClusterNod B EMIDY s &3
ScaleClusterNodePool coimes TE*E-D HIDY & R X
ePool TR,
. cs:ModifyClusterNo RIEDRMIDESIEESE .
ModifyClusterNodePool P B SRR, X
:DeleteClusterNo T St DA R T
DeleteClusterNodepool s E ,fE?ETJ FRIDEH S 35S bz
depool =,
cs:GetUpgradeStatu RIBERDEEZEHN .
GetUpgradeStatus N e XiF
cs:ResumeUpgradeCl RIBEEIDIRE A HLT "
ResumeUpgradeCluster . TR A A X
IDFHRIEE
UpgradeCluster cs:UpgradeCluster ;?Eﬁﬁ RS X5
cs:PauseClusterUpg .
PauseClusterUpgrade . HEEHAR, X5
8C 1ClusterU Hab FIRSHIACK
CancelClusterUpgrade el BUHSLT FHRRAE X5
grade =330
CreateTemplate cs:CreateTemplate BlEE— N EHEENR AEiF
cs:DescribeTemplat =i 1) 72 4 =]
DescribeTemplates B e _@Eﬁjkmﬁﬁﬁﬁﬁﬂi S E
es REL -
DescribeTemplateAttrib cs:DescribeTemplat RIBHFHARRIDE W Z H Rt
ute eAttribute HEEREIFE N
IR IDEE 54
UpdateTemplate cs:UpdateTemplate Eﬁﬁﬁﬁiﬁ B AXH
&R DM BRTE E
DeleteTemplate cs:DeleteTemplate gﬁggﬁﬁ HiRIEiE A3H
:InstallClusterA
InstallClusterAddons coinene e NEBREAN, XH
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APIZZE- RAMEAY

APIZFR

DescribeAddons

DescribeClusterAddonsU
pgradeStatus

DescribeClusterAddonsV
ersion

ModifyClusterConfigurat
ion

UpgradeClusterAddons

PauseComponentUpgra
de

ResumeComponentUpgr
ade

CancelComponentUpgra
de

UninstallClusterAddons

ListTagResources
TagResources
ModifyClusterT ags

UntagResources

CreateTrigger
DescribeTrigger

DeleteTrigger

RAM Action

cs:DescribeAddons

cs:DescribeCluster

AddonsUpgradeStatus

cs:DescribeCluster

AddonsVersion

cs:ModifyClusterCo

nfiguration

cs:UpgradeClusterA
ddons

cs:PauseComponentU

pgrade

cs:ResumeComponent

Upgrade

cs:CancelComponent

Upgrade

cs:UnInstallCluste
rAddons

cs:ListTagResource

S

cs:TagResources

cs:ModifyClusterTa
gs

cs:UntagResources

cs:CreateTrigger

cs:DescribeTrigger

cs:DeleteTrigger

WA

EWFEFNREERNE
BEFE,

RIFAHLRERZAY
FHRRT.

RIESEHIDEWERHPE
RENAAMNIFS.

EITERERERE.

RIBAGBRBIEERY
FHRE)IE EIRAR

HIEAETR,

EHARARTR,

BUHSEBRAMRTER,

RIBAGBRIDEIEES
BEOYAAM,

RIS IDEINIE EEE
BIREIRE

ABRGPERE

RIEEREIDIZ UL LB
SRS,

PR R IRAIRES

BIEARA RS,

EWRARR.

MR AR A 25

RAXFFREISER

A

X

X

X

XFF

X

X

X

X

RZHF

AR

XFF

R3FF

X#F

XFF

XFF
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APIZZE- N T E KATIR O] 45 ARk KuberneteshR

ARERAE
f7..lx./\fha O
ARF2ET AEIRSKubermnetesiR AP AR BFERESBHMA A HIREABHER,

ANHBEREH

m

»

\

AHBERSHRATIHRBTAPL BFPEH. ELSEBAGRNSH, SRKEAPIERBEBES XL
24,
NHIBERSBHRAEAHTTPIERIERL (header) EHEBERS, RAERENT:

AR REBR p

x-acs-action = APIIZRR. XTFIE, ESMAPIEL.,

APIRA, &R AYYYY-MM-DD, Rfl: 2018-

X-acs-version 2 01-01.
X-acs-signature-nonce = WE—FENE, BTFMHLEMEERKE, BERE
- EKRE B A AR M REHLAUE.
x-acs-signature-method FEEZBF RN L2/, BRI HMAC-SHA1,
BTFRIEEREEEAEER, &R
A AccessKeyId:Signature
L e
Authorization FEZBRYAR e AccessKeyld AP EIIAEZ4AID,
e SignatureAEXRERZ, BESDLEAIE,
Date o HTTP T.1HMY DM ESIGMT B8], #lan: Tue 9
= Apr 2019 07:35:29 GMT,
ZEFRHEENREERE, BUETE:
Accept 5 application/json (%) application/xml (2t
NE) .
=S 4128-bi |
Content-Mps = HT T Pi& sRIEXC#9128-bit MDSEFME R

BASE64RTBHI LR,
BRI

@ 38 UTFERROPESEERRLENIERESHA TEFRRRBTHRE, FELFOLER
BY, URLHHEYIERSEHMAET URLRE

o ERRHI-GET
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https://help.aliyun.com/document_detail/167750.html#concept-354409
https://help.aliyun.com/document_detail/167752.html#concept-960521

ARk KuberneteshR APIZE - /0 HiE KA O] 45

GET https://demo-product.aliyuncs.com/path?fool=barl&foo2=bar2 HTTP/1.1
Authorization: acs DemoAccessKey:31nTIpResD/0C8gb+ChUeuvsxlw=

Host: demo-product.aliyuncs.com

Date: Thu, 17 Nov 2018 18:49:58 GMT

Accept: application/json

x-acs—-action: demoAction

x-acs-version: 2018-01-01

x-acs-signature-nonce: 51284580-6l4a-1leb-8a9%-9dcfec8d6lb7
x-acs-signature-method: HMAC-SHAL

o FXK/-POST (application/json)

POST https://demo-product.aliyuncs.com/path?foo=bar HTTP/1.1
Authorization: acs DemoAccessKey:31nTIpResD/0C8gb+ChUeuvsxlw=
Host: demo-product.aliyuncs.com

Date: Thu, 17 Nov 2018 18:49:58 GMT

Accept: application/json

Content-Type: application/json; charset=utf-8
Content-Length: 135

Content-MD5: MACiECZtnLiNkNS1v5ZCAA=1

x-acs-action: demoAction

x-acs-version: 2018-01-01

xX-acs—-signature-nonce: 51284580-6l4a-1leb-8a9%-9dcfec8d6lb7
x-acs-signature-method: HMAC-SHA1

{"demoKey": "demoValue", ... }
AR E S

EBXEQRRBER, TIERINER, REHSRE—DE—IRFBRequestld, FHAPIIRS EIREIHIEFRH
Z—1& X, SREIWMHTTPIRESBEA 2xx , REFEARKI; RBEWMHTTPIRESBA 4xx 3 s5xx , KEFH
%MO

XML

<?xml version="1.0" encoding="UTF-8"?>

< --HERMIRGE R -—>

<3EOBMR+Response>
| <!--REERIFE--—>
| <RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>
| <!--IREERHHE-—>

</3¥%0O%FFF+Response>

JSON/R A

"RequestId": "4C467B38-3910-447D-87BC-AC049166F216"
/* REEREBIE +/
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APIBE- B AR FZACK
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8.3

B e RS ACK

B OpenAckServiceiE O FFHE R 2 RFZACK,

o ERKS (EMKS) TIFERRRSACK,

e RAMAF (FkS) BAdministratorAccesstl R F WS T AT @RS .

B

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBITEEZWEM, BT INE, OpenAPlExplorera]

PAB 14 B SDKR BB R 41,

BRIEX

POST /service/open?type=String HTTP/1.1

Content-Type:application/json

BRSH
ERQueryB#
SHER ESid)
type String

0 jz 4435 K&

HTTP/1.1 200

iy

Content-Type:application/json

{
"request id" :
"order id" :

}

I iz 2 £
0 fZBody& £

SHEWR B3

request_id String

"String",
"String"

Wik AN

propayasgo

Al

20758A-585D-4A41-
A9B2-28DA8F4F534F

i8R

&3KID,

propayasgo

edgepayasgo

EFBERNRSEE, BE:

: BRRFAK

D DEBRR

: BEWERS.
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https://api.aliyun.com/#product=CS&api=OpenAckService&type=ROA&version=2015-12-15

AEERE KuberneteshR APIBE. FTiEA LIRS ACK

SHER £t} ~l L8R
order_id String 2067*******()374 FERSHNTES,

B
ERRH)

POST /service/open?type=propayasgo HTTP/1.1
Content-Type:application/json

1E & IR B 7R
<ML F&T

HTTP/1.1 200 OK

Content-Type:application/xml

<request id>20758A-585D-4A41-A9B2-28DA8F4F534F</request id>
<order id>2067*******(0374</order id>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"request_id" : "20758A-585D-4A41-A9B2-28DABFA4F534F",
"order_id" : "2067FF**kEEX(QIT4N
)
=
mixE

BEEETLEEESEIRG.
HERERR
e SDK

R ARIZMMESHIESHISDK, BHARFEEAPERFAE NSRS, EEEERSDKGEAR
APl, ERREFHEZWIE,

e OpenAPI Explorer
HRFRR, oJUAARXAP, EETLITIE, BESHSERTHNITHSDKRBRAI,
o [E=CL

MEZRFEENEETR, TEIHSHRARNERES MNERRMRS, HERE, RELZFE
F.
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APIBE- 558
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| L)

O.££5
9.1. ¢l

£ B
=S

P
[

9.1.1. fllZKubernetes E B R &

& A CreateClusterfll £ — MirEKubernetesE B IR ERE . WFCIEWorker =, BS R0l A,

i3
el LAE OpenAPI Explorerh 2117131, £EK
VAE &4 Ak SDKAAS 7R~ 41

HXREE

POST /clusters HTTP/1.1
Content-Type:application/json
{
"name" : "String",
"region_ id" : "String",
"cluster type" : "String",
"kubernetes version" : "String",
"runtime" : {
"name" : "String",
"version" : "String",
by
"resource group id" : "String",
"vpcid" : "String",
"pod vswitch ids" : [ "String" ],
"container cidr" : "String",
"service cidr" : "String",
"node cidr mask" : "String",
"security group id" : "String",
"is enterprise security group" : Boolean,
"snat _entry" : Boolean,
"endpoint public access" : Boolean,
"load balancer spec" : "String",
"ssh flags" : Boolean,
"timezone" : "String",
"proxy mode" : "String",
"enable rrsa" : Boolean,
"tags" : [ {
"key" : "String",
"value" : "String"
b1,
"cluster domain" : "String",
"custom san" : "String",
"service account issuer" : "String",
"api audiences" : "String",
"disable rollback" : Boolean,
"timeout mins" : Long,

"deletion protection" : Boolean,

&

K
X

BHEM, ZTMINE, OpenAPlExplorerd]

31
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https://help.aliyun.com/document_detail/184927.html#doc-api-CS-CreateClusterNodePool
https://api.aliyun.com/#product=CS&api=CreateCluster&type=ROA&version=2015-12-15

A RS Kubernetesh

APIBE- 5

"node name mode" "String",
"keep instance name" Boolean,
"rds instances" [ "String” 1,
"master count" : Long,
"image type" "String",
"image id" "String",
"os type" "String",
"master vswitch ids" [ "String" 1,
"master instance types" [ "String" 1,
"master system disk category" "String",
"master system disk size" : Long,
"master system disk performance level" "String",
"master system disk snapshot policy id" "String",
"master instance charge type" "String",
"master period unit" "String",
"master period" : Long,
"master auto renew" Boolean,
"master auto renew period" : Long,
"key pair" "String",
"login password" "String",
"addons" : [ {
"name" "String",
"config" "String",
"disabled" Boolean
b1,
"cloud monitor flags" Boolean
}
BERBH
HEARE BB RBodyZ#
5 RBody2#(
n¥E B il EEBIE
name String =
region_id String =

w~BIE

cluster-
demo

cn-beijing

EREEIR,

wRMN: HEF. X
FoOENFN, El%
(-) ST (L) A
B, KEEBE1~631F
75, BRBELATRI%
(1) FFk,

SEREFRTERIMIFID,
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nE AR

cluster_type

=¥
=+

kubernetes_version

runtime

xE BB WG wHIE

Kubernetes

Jali

String

1.16.9-
aliyun.1

iy

String

{"name":

"docker",
"version":
"19.03.5"}

iy

runtime

Py

SRR, BE:

o Kubernetes
EHRERH.

L ManagedKuberne
tes : tREFEEMR
£B . LERITERE
B,

o Ask : FRE
Serverless&&f,

L4 ExternalKubern
etes : FEMEACK
BYSEREEEE,

EHERK, 5
Kubernetesit KE 2 bR
AEF—HB, BIER
BIRA, EXRIEE,
INERRIIRAE,

B a & ol LATEACKER
BtlEmMRIIRAN
S8, BUTLUEZAPIB)
ZHfhKubernetesR s
B, XTACKEZHH
Kubernetesha, &2
IKubernetes g &%

IS
o

BEIETH, X

¥ containerd

docker . Sandbox

ed-

Container.runv =

IE{TE, A

A docker ,

runtime&ELAT2ME

B

L4 name : BEHEIT
L

o version : B2
BT,

PR

%, BELNELE

Dockerizf7hY.

Containerdiz{T8. =

EZePEEBITH? .

33
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https://help.aliyun.com/document_detail/185269.html#task-1960241
https://help.aliyun.com/document_detail/197431.html#runtime
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REERRFZKubernetesh

APIBE- 5

nE AR

resource_group_id

vpcid

pod_vswitch_ids

container_cidr

String

Array of
String

String

iy

Jal

iy

i

N

rg-
acfm3mkrure
*kkk

vpc-
2zeik9h3ahvv
27795%***

["vsw-
2ze97jwri7cei
Om pW****II]

172.20.0.0/1
6

Py

EFFERRAID, L
UARERNREE.

ERERNEEME,
SRS R AER
fefit,

Pod B3I &,
BEEAB—IDRE
BRIENEEED—
#8 = o] i X AYPod EE #iA
RIENFHEREEIRTS

B vswitch BEE,
BUOEEMEBBAX
F 198 R HAR I

D gw us
BEEATerwayM
KBNS, BAR
=]

&£ pod vswitch

| 1Els B

PodmZitiib ], AAE
FMVPCRIERPER, Hik
BERGEHIERVPC
B, FIAEA
172.16.0.0/16 M &,

D &

o HBIE
Flannel
LR
BT,
ZFERA
IR,

o HflE
Terwayp
KSR
EERERT,
ZFEBRAR
REHE,
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nE BR xE

service_cidr String

node_cidr_mask String

security_group_id String

M2
24

Jali

iy

iy

BUWE w~BIE

172.21.0.0/2
0

25

sg-
bp1bduelqc
'|g7k****

2
=

Service M Z& #iHEEE, T
#%55E: 10.0.0.0/16-
24, 172.16-
31.0.0/16-

24, 192.168.0.0/16-
24

AEESVPCRER
10.1.0.0/21%VPCHE
BKubernetes&EEH{E
HMEES, BIERIN
EREEEL,

2RIAEFE172.19.0.0/20
MIEZ .

TRIPHE, BEEE
% £& B CIDRE 8 2 IPEY
HE, AXFFlannelX
EAERIERE,

ZANE: 26 .

FREER2HNESE
HNFEREERESE
D,

1 is enterprise s
ecurity group —i&
—, EETRETMA
FtReH,

35
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nE AR

is_enterprise_security

_group

snat_entry

Boolean

Boolean

iy

o

N

true

true

bizipu

BV ERE
A,

E| security group

id AEBINER,

@ =
LR, &
BNTRS
Terway Pod#(&
ZHAgEBIE
2000, ATbAlZ
TerwayRj£& 25
SR, EIER
Bl ZeA,

L4 true : BIEHME
Al Ezed,

L4 false : AMEH
Rz eH,

FKINE: true

NEEMERE
SNAT, BUE:

e true: AL
NATRXHBENEE
SNATHLI, &HEE
BNt R. LA%
FEHDAMEER
BA true ,

o false: RAKEIZE
NAT R 5% 5 SNAT #
W, XMEAT, &
BEANTRRMEABAR
BEIE AW o

@ wm we
Bl R R AT
B, EEUVSES
HEAR, THE
BERFESNAT
ARHIEEES

ZRIANE: true,
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https://help.aliyun.com/document_detail/178480.html#task-1936294

APIBE - B H[ERRFZKuberneteshr

nE BR xE BB WG w~BIE

i
=

EEHFBAWIAIGE, &

S EIPREEAPI Server,

SEIREEREAMIIIE

o  true : FBEAN
wia,

true ° false : AFEF

ARIFIE, EERFF
e, W EELI
W35 /5] EE B AP

Server,

ZINE: true

endpoint_public_acce
ss

iy

Boolean

RHIIENL, BE:
® slb.s1.small

e slb.s2.small

e slb.s2.medium

® slb.s3.small

iy

load_balancer_spec String slb.s2.small

® slb.s3.medium
e slb.s3.large
&: slb.s2.small

o

EEFBAMSSHE
F. BTEREERE
B fMasterts 5, 1£&
IRERBE P IZEBHAE
e

true o true : EXIRF
;8
° false : E{RA
F

PZINE:  false ,

iy

ssh_flags Boolean

EHERNNX, B2
B, BERZE
X,

Asia/Shangh
ai

iy

timezone String
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APIBE- 5

nE BR

proxy_mode

enable_rrsa

tags

String

Boolean

Array of tag

iy

iy

iy

BT ~BE
ipvs
true

5

kube-proxyfBE R, :

iptables : fZR
2 E#Ikube-proxy
REE
=, Kubernetes
ServiceMI RS £ TN
RE I EER
iptablesMMIE &,
BERMErE—K, =M
ExliRA, AT
SERGEELEN
service,

ipvs : EMEAERY
kube-proxyf1B4&
=, Kubernetes
ServiceBpRSS &K BF
BB E R Linux
IPVSIEHREHITEE
ERTEEGFERE
KService, ¥HRE1Y
HEaMEERNG
=

o

KINE:  ipvs .

= BB FARRSATI&E,

=

o IREAKNAK/NSH

BEXNAR, B2
LR E20MRE,
HERATTUEE,
HEKAOANER; IR
EETUAIZE, &K
HI128DFRF, %
BAIREEEAREE
PA “aliyun”

u o

acs:” |
“https://" = “ht
tp://" FFk, iFE
EF8 WLabels and

Selectors,
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https://help.aliyun.com/document_detail/197431.html#tag
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#syntax-and-character-set
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nE BR

cluster_domain

custom_san

service_account_issue

r

String

String

String

BRWIE w~BIE

iy

cluster.local

iy

cs.aliyun.com

kubernetes.d
efault.svc

i
=

SREAMEE,

RN fE RN
= () PRN—EE
MR MEL, BES
BEAGNER, TIkd
FERNEZE., HFH
B|u% (), BEEERDY
AANEZBHEHF,

BENXIEFESAN, 4
IPE} I & A SRS
(,) 7@,

ServiceAccount 2Pod
e

Bt apiserver Bifl
8917 Bl I

M service-
account-

issuer & service
account token ]
BEE1, Bl token

payload o
B iss FE.
ES

F ServiceAccount
BEZEFE, BB
EREZRFSHESEE

=
o

39
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https://help.aliyun.com/document_detail/160384.html#task-2460323
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V2= B Eid) = A WIE ~E HR
ServiceAccount 2Pod
e

Bt apiserver &ifl
BIEREIE, ™ api-
audiences R&EEN
BFXK token Bf,
AT apiserver HR
S IHIAIETE

X token BESR
efault.sve %, AREES

/N audience , @i

kubernetes.d

iy

api_audiences String

EXES (,) 728l

H

F ServiceAccount
BZEFE, BB
EREKRFLESER

B8/
o

EHUBEEMES

R, BUAE:

° true : HEEE
BARMEY, HTENR

true Elgﬂzo

o false : HEB
BIBRAMES, AT
ERIBME.

ZUNE:  true .

iy

disable_rollback Boolean

EELOIRBETETE, &
60 fuseh.

ZINE: 60

iy

timeout_mins Long

ERBMRE, BHLIEE
THEH S HAPREMIER =
B, B&E:

L4 true : SREE
MIBRRIT, 1§ RRE
S & AP ER

true =8

® false : ABHA
EEEEMIBRIRIF, WiBE
W\ & AP
TREEEE,

PZINE:  false ,

iy

deletion_protection Boolean
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P2 B Eid]
node_name_mode String
keep_instance_name Boolean

. Array of
rds_instances 'y

- String
master_count Long

7]

iy

iy

N

aliyun.com00
055test

true

["rm-
2zev748xi27x

c****ll]

Py
BEXTRER.

TREMH=IIE
B BISR+T5 s IPsbit
+E&:

BRERN2-641NF
o
AIEMERRTFER
KINEFF, #F.
EFEF (-) mS
() o BFAUKNG
FEAL, REELUE
FF (-) RS

() FLFEER, R
BEEE ERERR
(-) RS ()
BIZRWIE (ECSIR
&), E&EE,

B0, T RIPHbiE

1

92.168.0.55, 1EEHI

K Aaliyun.com, F&
Atest, MWTRBEIRA
aliyun.com192.168.0.5
5test,

EREAXAEIEER
B, EEREXNSZ
Ro

true : &8,

false : A%
B, SHERRANH
T8,

ZIAE: true o

RDSSEAIZ TR

MasterfS R E, ok

B 3 = 5 .
INE: 3

41
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nE AR xE BB WG w~BIE

i
=

RERKRITIRAR,
HFEERZFRIEET
REBERS, BYE:

® (CentOS

e AliyunLinux

® AliyunLinux Qboot
e AliyunLinuxUEFI

iy

image_type String CentOS
e AliyunLinux3
e Windows
e WindowsCore
e AliyunLinux3Arm64

® (ContainerQS

ZNE: CentOS

TREEXES, BA
ERRERRR. HikE
BEXRKEN, BERL
BNRZRRR. S
R B EXRGE=
ACKEERE,

m_
bp16z7xko3v
W8gt****

iy

image_id String

BERFZFAEE, B
&:

Linux * Windows

iy

0s_type String
® [inux

ZKINE: Linux

["vsw-
2ze3dsomdi EHRIID,
pOhdz8i****"|

Array of
String

iy

master_vswitch_ids

Master s RSEfi 288,
master_instance_type Array of ["ecs.n4.xlarg X FECSELAIMEHNEA
s String e"] BNR, BSRELEIH

&k,

iy
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APIBE- 5

REEPRFKuberneteshk

nE AR

master_system_disk_
category

master_system_disk_

size
Mast
erfi master_system_disk_
= performance_level

master_system_disk_
snapshot_policy_id

master_instance_char
ge_type

il

il

wHIE

cloud_ssd

120

PL1

sp-
2zejlnogjvov
nz4z****

PrePaid

i
=

Masterfs m AL E %
B, BE:

L4 cloud efficien
cy : Bz,

° cloud ssd
SSD=#,

° cloud essd
ESSDZ#,

EININ

{B: cloud ssd .
AETHRK, BRINMED
ESBRER.

Masterff R ARG E
A, BEERE
[40,500], #fi: GiB,

ZRINE: 120

EREMasterfi SRR
WEMRESER, XX
ESSDHAFE 4R, WM
BESRIBERNNE
X, BEZER, 55
ESSD=#,

MasterP RRAERA
BB IREBRELID,

Masters T2 2R,

BUE:

® preraid : B
8A.

® DpostPaid : &
EfTE,

A
1&: PostPaid o
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nE BR

master_period_unit

master_period

master_auto_renew

master_auto_renew_
period

key pair

String

Long

Boolean

Long

String

iy

iy

iy

iy

il

N

Month

true

secrity-key

i
=

Master?s s T2 B 1,
ElE &

A PrePaid HJEHE
RIS E A

BYE: Month , ¥
BN AR R AR,

Masterfs R B3 E & A &Y
K,

% master instance
_charge type B&
A PrebPaid WA &
YEARIEE,
B{EEHE: {1,2, 3,6,
12, 24, 36, 48, 60},

BIANE: 1,
BHREBEMER,

E master instance
_charge type B&
A PrebPaid WA &
B, TNEERN:

° true : BEIE
2%,
L4 false : ABHE

BONME:  true .

Masters m BT £L2
B, UARBAL, HiE
FEFEEAMTEREE
FTEXH, BAREE.
BEERE: {1,2 3,6,
12},

BAE: 1,

Mater® RV H T Z

R,

# login password
ZiE—,
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ﬁj\

ES

B

login_password

String

il

wHIE

Hello@1234

13

5%

Master? R BISSHE R

2H,

M key pair Zif
—, EmANH8~301

R, BERORNEE

= (RIINEZFE. #

FHRH/S)

SERANIER, CIEE
BEM@Id addons 18
ERERRENERSE
.

MEAHE: wik, 28

Flannel#1T erway @

MR, BIEREREN

Zik—:

e Flannel%&
[{"name":"flannel",
"config":""},

o Terwayf£&
[{"name": “terway—
eniip","config": ""}]

o

EHALT: wiE, X
¥ csi M flexvol
ume PRFHSERY:

L4 csi
[{"name
plugin","
""}L{"name":
provisioner",
g": "l

° flexvolume
[{"name":
"flexvolume",
g" : n "}] .

BEAMH: ok, #F
R, IRAAFEEE
RS5E, BLEFERE
BEEHITINEE,

o {FHEA SLS Pro
ject : [{"name":
"logtail-
ds","config":
{\"IngressDashboar

dEnabled\":\"true\
"\"sls_project_na

":"csi-
config":
": "csi-
confi

non

confi

n.on

45
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V2= B
addons

A

[i=1

Pl

Array of
addon

iy

wHIE

..me\":\"your_sls_pr

j{EHJ‘O‘Ject_name\"}"}] o

o BIEFH SLs pro
ject : [{"name":
"logtail-
ds","config": "
{\"IngressDashboar
dEnabled\":\"true\
"0

Ingress#{f: T
i%, ACKEBIRERH
INZZIngress4l
£ nginx-ingress-

controller

o ZEingressHEFF
BAM:
[{"name":"nginx-
ingress-
controller","config"
{\"IngressSlbNetwo
rkType\":\"internet
\"}' .

o ZIFBARE
Ingress: [{"name":
"nginx-ingress-
controller","config"
: """disabled":
truel] .

Bt Tk, BOA
HFE.

S ORERT
Kubernetes=E #9177
&, &, EESH
71. Kubernetes={4h
LFEEBILogstorefE90
XKNREE, XTFRESR
BHNESER, 58S
eI H(ERHK8sEH
i,

FREMHPL:
[{"name":"ack-node-
problem-
detector","config":"
{\"sls_project_name\"
:\"your_sls_project_n
ame\"}'}],
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APIBE- S5 REEREKuberneteshR

P2 B Eid] BENIE ~BE R
EHRRRESKRRE
. BYE:
e  true : BEZRY
cloud_monitor_flags Boolean & true = .
(] false : A&
=R EN.
ZIAE: false o
i R 443 3%
HTTP/1.1 200
Content-Type:application/json
{
"cluster id" : "String",
"request id" : "String",
"task id" : "String"
}
i) Bz 2 48
IR iz Body & 4§
B ESid] ~E HR
cb95aa626a47740af
luster_id Stri £1D,
custert fng bf6aa099b650*+** e
687C5BAA-D103-
request_id String 4993-884B- EKID,
C35E4314A1E1
T-
task id String 5a54309c80282e39%e 1£%1D,
a00002f

BIBACKE B IRER R
&SRR

POST /clusters
{
"name" : "ACKEHhR",
"region id":"cn-zhangjiakou",
"cluster type":"Kubernetes",
"kubernetes version":"1.18.8-aliyun.1",
"runtime": {
"name" :"docker",

"version":"19.03.5"

47 > SCRYRRA: 20220704



A RS Kubernetesh
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"resource group id":"rg-acfm3mkrure****",
"vpcid":"vpc-8vbh3b9a2£f38urhls****",
"pod vswitch ids":|[
"vsw-8vbo5fwygiwObbtlgOmc9I"
1y
"container cidr":"172.20.0.0/16",
"service cidr":"172.21.0.0/20",
"node cidr mask":"26",
"security group id":"sg-8vb7grbyvlbl0jOix***",
"is enterprise security group":true,
"snat entry":true,
"endpoint public access":true,
"load balancer spec":"slb.s2.small",
"ssh_flags":true, // BB RIFssHIFEKubernetesEEEE,
"timezone":"Asia/Shanghai",
"proxy mode":"ipvs",
"enable rrsa'":true,
"tags": [
{
"key":"tag-k",

"value":"tag-v"

1,

"cluster domain":"cluster.local",

"custom san":"cs.aliyuncs.com",

"service account issuer":"kubernetes.default.svc",

"api audiences":"kubernetes.default.svc",

"disable rollback":true,

"timeout mins":60,

"deletion protection":true,

"node name mode":"customized,aliyun,5,test",

"keep instance name": true

"rds instances": ["rm-xx","rm-xx"],

"master count":3, // MasterTm#iE, H#F: 3. 5

"image type":"CentOs",

"image id":"m-bpl6z7xko3vvv8gt****",

"os_ type":"Linux",

"master vswitch ids": [ // MasterT REEIAIIEMFIR,
"vsw-8vbmoffowsztjaawjtyzo",
"vsw-8vbmoffowsztjaawjtyzo",
"vsw-8vbmoffowsztjaawjtyzo"

1,

"master instance types": [ // MasterTi RAYSEHIFIAG,
"ecs.c6.large",

"ecs.c6.large",
"ecs.c6.large"

}l

BB RERMMaster T R,

"master system disk category":"cloud essd", // MasterTRAFKEALR,

"master system disk size":120,

"master system disk performance level":"PL1",

// MasterTREAFEK/N, BUETEE: 40~5000

"master system disk snapshot policy id":"sp-2zejlnogjvovnz4zxxxx'",

"master instance charge type":"PrePaid", // MasterTim{JEEAE,
"master period unit":"Month", // MasterT m{JZEEHA,

"master period":1, // MasterTmBEEARNK,
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APIZE-E5E A2 PRSKuberneteshi
"master auto renew":true, // MasterTREIHARE BoHEE,
"master auto renew period":1, // MasterTim BEIEEIK,
"key pair": "sin-name",

"login password":"Hellol234",
"addons": [
{
"name":"flannel"
3y
{
"name" :"arms-prometheus"
s
{
"name":"csi-plugin"
3o
{
"name" :"csi-provisioner"
s
{
"name":"logtail-ds",
"config":"{"IngressDashboardEnabled":"true"}"
3y
{
"name" :"ack-node-problem-detector",
"config":"{"sls project name":""}"
}o
{
"name" :"nginx-ingress-controller",
"config":"{"IngressSlbNetworkType":"internet"}"
}
1,
"cloud monitor flags":true
}
IE &R E7RAE
xvr, A&

<cluster id>cb95aa626a47740afbf6aa099b650****</cluster id>
<task 1d>T-5a54309c80282e39ea00002f</task id>
<request id>687CS5BAA-D103-4993-884B-C35E4314A1El</request id>

JsoN &=

"cluster id": "cb95aa626a47740afbf6aa099b650****",
"task id": "T-5a54309c80282e39ea00002f",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1E1"

HiRE
IS L EE B S HIEE.
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https://error-center.aliyun.com/status/product/CS

AEERE KuberneteshR APIBE. =5

RFERERR
o SDK

P R ATREZSHIESHISDK, HBEEREEIAPEM M E =~ RMRS, HEEERSDKER
AP, ERBREFHEB/RIE, FIFESNSDKSE X HIERE.

e OpenAPI Explorer

BELZR, TRAERAP, ELHLSITIR, BEFHTEMRITHRITIISDKICERA,
e [MEZCU

MEAREENEETR, UBIHIAHRARNERSIMNERTRMRS, GRRE, RELREFE
$O

9.1.2. flKubernetesit & R £
& A CreateClusterll i — N Kubemnetesit EhRERESLHI, MMTFRIBWoOrkT =, BSRalET S,
1t

IR O] LATEOpenAPI Explorerf Bi%iz{TiZE O, &EBITESZWEM, BT INE, OpenAPlExplorera]
DA 54 A SDKAE A 7= 451

EREX
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https://api.aliyun.com/#product=CS&api=CreateCluster&type=ROA&version=2015-12-15

APIBE- S5 REEREKuberneteshR

POST /clusters HTTP/1.1
Content-Type:application/json
{
"name" : "String",
"region id" : "String",
"cluster type" : "String",
"cluster spec" : "String",
"kubernetes version" : "String",
"resource group id" : "String",
"vpcid" : "String",
"vswitch ids" : [ "String" ],
"pod vswitch ids" : [ "String" 1],
"container cidr" : "String",
"service cidr" : "String",
"security group id" : "String",
"is enterprise security group" : Boolean,
"node cidr mask" : "String",
"snat entry" : Boolean,
"endpoint public_access" : Boolean,
"load balancer spec" : "String",
"timezone" : "String",
"proxy mode" : "String",
"enable rrsa" : Boolean,
"tags" : [ {
"key" : "String",
"value" : "String"
b1,
"cluster domain" : "String",
"custom san" : "String",
"service account issuer" : "String",
"api audiences" : "String",
"encryption provider key" : "String",
"timeout mins" : Long,
"disable rollback" : Boolean,
"deletion protection" : Boolean,
"addons" : [ {
"name" : "String",
"config" : "String",
"disabled" : Boolean
bl
"controlplane log ttl" : "String",
"controlplane log project" : "String",

"controlplane log components" : [ "String" ]

EREH

& KBodyS#1
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nE B

name

region_id

cluster_type

cluster_spec

=¥
=+

kubernetes_version

String

String

String

String

String

alil

i

il

iy

iy

N

cluster-
demo

cn-beijing

ManagedKub
ernetes

ack.pro.small

1.22.3-
aliyun.1

T3

[

BB,

AN BEF. X
F.OEXFH. BU%
(-) THIZL (L) 4
B, KETE1~631F
75, BEARRELATRIZ
(1) FFk,

SRR,

EBER, |

{ff ManagedKubernet
es BIRIRETERE
B,

FEEIRERLREL, ER)
EEER., NE:

L4 ack.pro.small

: BAIEEER,
BD: " ACK PropR&
o ack.standard

D AETEE REERE,
20N
{f: ack.standard
. BETIUAZE, A
R NCIRIRETESE

®

BZFE, BEIACK
ProhREEBEREIA

EHRA, 5
Kubernetesit K& 4 iR
ARFTF—H. BIWEE
BWRA, BEXRIEE,
INERARIIRAE,

BR8] AFEACKIZ H
BAtIERMRITRAN
£, BUTLUEITAPIE]
EEH M KubernetesRA
£8, XTAKEEN
Kuberneteshi s, &2
M KuberneteshR &A% %

s
Do
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https://help.aliyun.com/document_detail/173290.html#concept-2558837
https://help.aliyun.com/document_detail/185269.html#task-1960241

APIBE-£5F

AR RS Kuberneteshi

nE AR

resource_group_id

vpcid

vswitch_ids

pod_vswitch_ids

container_cidr

service_cidr

String

Array of
String

Array of
String

String

String

iy

il

il

iy

i

ol

wHIE

rg-
acfm3mkrure

*kkk

vpc-
2zeik9h3ahvv
22795%***

["vsw-
2ze48rkq464
rsdts1 ***"]

["vsw-
2ze97jwri7cei
Om pW****ll]

172.20.0.0/1
6

172.21.0.0/2
0

2
=

EFFERRAIDD, L
UARERNREE.

S EHE AAIVPCLA)
ID,

D, ListESEHE
H[1,5],

TerwayM &R R A&
B, TEIREPodFIE
BIEMRRIE, EAPod
B E—PLEEIP,

PodMZ& il BB, RAE
FMVPCMERhEE, Hik
BRZGEHEIEVPC
B, BRIAER
172.16.0.0/ 16/ &,

D &

o HflE
Flannel[¥
KRR
EEEERY,
ZFERA

o HtlE
Terway
Sl
EBEY,
ZFEA

Service M HIHEEE, R
BERVPCI B & Pod ¥

EWEBIPE, HEER
ZE@EIEVPCE, 2k

INEFA172.19.0.0/20M
B,
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nE AR

security_group_id

is_enterprise_security
_group

ZES _
28 node_cidr_mask

String

Boolean

String

BRWIE ~BE
sg-

= bp1bduelqc
'I g7k****

= true

) 25

Py

FEREAR2ANEE
HNEREERE24A
D,

#fl is enterprise s
ecurity group —i&
—, EELREDMA
F=eH,

BtV ERE
4,

3 security group

id AEBINER,

@ gy (&
LELZeEN, &
BNTRS
Terway Pod#i=
ZHAgeBE
2000, ArbAlZ
Terway£& 7l
SRR, EIER
Bl =EA,

° true : BIRBHE
Atlgzed,

. false : RNEH
BlREReA,

BOANE:  true o

TRIPHE, BiEERE
% £& B CIDRE A 2 IPHY
HE, AXFFlannelX
EAERIERE,

HNME: 25 .
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APIBE - B H[ERRFZKuberneteshr

nE B i BAB WG wHIE ik
REENMKEE
SNAT,

o HEFVPCEEFIEA
MFEL, RER

false o

o YEABVPCREEHIT

NTEZS N

° RE
A true , &
REEESNAT, It
N EIPSTEPNTEZS
&,

° RE
A false , &
RAECESNAT,
B R BE I 1) 22
E78: 8

iy

snat_entry Boolean true

MEERBEIFEAM,
ZiXEE Ntrue,

ZRIANE: false,

@ pm m=
Bl EB B R FF
B, BRUSE
BEAR, BIRE
BERFESNAT
ARiFTAEE

EEFBANIFE, &

T EIPEREEAPI Server,

SCHLEBE A MR T,

e  true : HBAM
i,

true ° false : AFB

ARiFE, EEAFF
e, WFEEEI I
W17 10 EEBAPI
Server,

2NE: true

endpoint_public_acce
ss

iy

Boolean
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APIBE- 5

nE AR

load_balancer_spec

timezone

proxy_mode

enable_rrsa

String

String

String

Boolean

iy

iy

iy

iy

wHIE

slb.s2.small

Asia/Shangh
ai

ipvs

true

i
=

API Serverfi £ 19
%, BE:

e slb.s1.small

e slb.s2.small

® slb.s2.medium

® slb.s3.small

e slb.s3.medium

® slb.s3.large

£ N

f: slb.s2.small

o

ERERANNK, 2
B8, BEAEH
X,

kube-proxyfABE R, :

o iptables : W%

faE Bkube-proxy
R IBE

I, Kubernetes

ServicefpRSS & IH

AFBEER
iptablesMMIE &,
BRMEE—K, =M
EXIMRK, EHF
ERFELEN

service,

o ipvs @ &fEREN

kube-proxy{t 1245
I, Kubernetes

ServiceB RS & BLH

I fE A Linux
IPVSIRIRHTELE ,
ERTEREFEAE

tService, XY

BHESMLEERNG

Ro

FKINE:  ipvs o

= &B/EARRSALIEE,

> MA4RRA: 20220704

56


https://help.aliyun.com/document_detail/354879.html#task-2144722

APIBE-£5F

AR RS Kuberneteshi

nE AR

tags

cluster_domain

custom_san

service_account_issue
r

wHIE

[{II keyll:
"enV",
"value":

Ilprodll}]

Array of tag &

String = cluster.local

String = c¢s.aliyun.com

kubernetes.d
efault.svc

iy

String

i
=

AERTtaginss, 8
BUTER:

L4 key @ IR&H

o
L4 value

&,

DR

EREARMEE,

HEMN: BB
& () HRE— S
PEHMR, SIS
BH631NFH, TN
FERNSEE, BFA
% (1), BERY
ARNEFBHME,

BENXIEFESAN, 4
IPE} I8 & A SRS
(,) 7R

ServiceAccount &Pod
e

Bt apiserver &l
89 I,

M service-
account-
issuer & service
account token

EREH, Bl token

payload o
B iss FR.
x

F ServiceAccount
BEZiEE, BB
ERZKFIEER

8/
o
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A RS Kubernetesh

APIBE- 5

nE AR

api_audiences

encryption_provider_k

ey

timeout_mins

disable_rollback

String

String

Long

Boolean

BB WG wHIE

kubernetes.d
efault.svc

iy

0fe64791-
55eb-4fc7-
84c5-
c6c7cdca****

iy

iy

60

iy

true

Py

ServiceAccount 2Pod
S

Bt apiserver &ifl
BIEREIE, ™ api-
audiences R&EEN
BHXK token Bf,
AT apiserver HR
S ImIAIETE

X token BESR
. XIFERES

/N audience , @i
EXES (,) 78l

H

F ServiceAccount
BZEFE, BB
EREKRFLESER

=
o

KMSZ4AID, FAZE
AT Secret BT
%, B2iFE, B2
I ARZHEEER

5.

@ wm =
SEREE ISR
£8 (ACK Profx
£B) DEX,

EHOZBNNE, 2

e,

ZINE: 60
EHOELMER
R, BUE:

L4 true : HEEE
EEMEY, #ITELR
B1E.

o false : HE&EE
BIREMEY, T
EIRERIE.

ZUNE:  true .
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APIBE - B H[ERRFZKuberneteshr

[

nE AR xE BB WG w~BIE 13

EBMRIEP, BHLLE
TREI A HAPREMI R EE
B, BE:

°  true : BREE
WBRIRIF, EAREEE
TR B AP R

true R

e false : ABH
EEEEMIBRIRTF, Wi
BRI B AP
FREEEE,

ZINE: false .

iy

deletion_protection Boolean

Kubernetes&E gt 4
AHHIE, SIEERN

#@id addons IEERE

ERENERAN,

L4 name : WME, 4
HEWR,

(] config : TJi%,
BEAZNERES
BE.,

° disabled : ©O]
%, RERIEEINR
*®,

MEEM: wik, 88

FlannelfIT erway@

MR, BIFEERENT

ZiE—:

e Flannel%5:
[{"name":"flannel",
llcor1figl|:llll}]o

° TerwayM£g:
[{"name": "terway-

eniip","config": ""}]

o

FEAHE: g, X
¥ csi M flexvol

ume PRFRSEEL:

o csi
[{"name":"csi-
plugin","config":
""}{"name": "csi-

non

provisioner","confi
g" . n ll}]
: o

o flexvolume
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nE B XE REME mHIE # lr;?(vmoelu.me","confi
9" "l
BEAMH: ik, #EE
FE, MRAFEEE
[{"name": R$5ES, BREERE
"terway- BEEITINRE,
eniip","config
vy e {FHEA SLS Pro
{"name": ject : [{"name":
"logtail- "logtail-
ds","config": ds","config": "
" {\"IngressDashboar
{\"IngressDas dEnabled\":\"true\
hboardEnabl "\"sls_project_na
Array of ed\":\"true\" m_e\":\"your:s"ls_pr
addons & \"sls_project oject_name\"}"}] .
addon
_name\":\"y o BIEHIH SLS Pro
our_sls_proje ject : [{"name":
ct_name\'}"}, "logtail-
{"name”:"ngi ds","config": "
nx-ingress- {\"IngressDashboar
controller","c dEnabled\":\"true\
onfig":" "y,
{\"IngressSlb
NetworkTyp Ingress@f4: T
e\":\"interne &, ACKEHIRERM
£\"}")] NZ % Ingress
A # nginx-ingress-
k& controller

Z&#IngressHEF
BAM:
[{"name":"nginx-
ingress-
controller","config"

{\"IngressSlbNetwo
rkType\":\"internet
\"}" .

o ZEIFBHARE
Ingress: [{"name":
"nginx-ingress-
controller","config"
;" "disabled":
truel]

Bt g, BA
HFE.
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AR RS Kuberneteshi

nE B xE

controlplane_log_ttl String
controlplane_log_proj String
ect

controlplane_log_co Array of
mponents String

PR NF7 S

HTTP/1.1 200
Content-Type:application/json
{

"cluster id" : "String",
"request id" : "String",
"task id" : "String"

}

PV~

0 fZBody&#§

iy

iy

iy

wHIE

30

k8s-log-xxx

["apiserver",

non

kem","sched

uler

non
7

ccm"]

B ORERY
ubernetes={481F
&, &), EEFRE
71. Kubernetes={4h
ILFEEBLogstoreE90
XAREE, XFRESR
BHNELER, B2
B H(ERKBsEH
i,

FREEM4PL:
[{"name":"ack-node-
problem-
detector","config":"
{\"sls_project_name\"
:\"your_sls_project_n
ame\"}"'}Y],

EHTEASETIRE
.

EHIFEAH SRS
Project, TILMERESR
Project B F H&EF %,
WA LMERRZ B 6]
#EProject HF HER
i, MBEEEMOIE
AERSProjecti$S B
HEIE— N EFRAk8s-
log-{ClusterD}ty B &
PR Project,

AHERIIE, BED
LG TENASES
FERRE.

BRIAEEAPI Server,
KCM. Scheduler, CCM
AHNBEE.
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AEERE KuberneteshR APIBE. =5

BIR Bt ~E HR
cb95aa626a47740af
) , -
cluster_id String bf6a3099b650%*+ &EID,

687C5BAA-D103-

request_id String 4993-884B- BEXKID,
C35E4314A1E1
T-

task_id String 5a54309c80282e3%  {E%ID,
a00002f

BIBACKIREFEE REE R H

RG]

POST /clusters

<AHIFERL>

{
"name" : "ACKHEERR", // EBBAM #required
"region id":"cn-zhangjiakou", // HBHID, #requireds
"cluster type":"ManagedKubernetes", // EEEER #required
"cluster spec":"ack.pro.small", // FEERRERBEE, ack.pro.small: ACK ProhR&EE¥; ac

k.standard: fREEERRSERE.
"kubernetes version":"1.18.8-aliyun.1", // SEEERRAS, REPRIN2RES,
"resource group id":"rg-acfm3mkrure****",
"ypcid": "vpc-8vbh3b9a2f38urhls****n, // EBHEBMEID, #required
"vswitch ids": [ // EBEMISHRIID, #required
"vsw-8vbmoffowsztjaawjrFxrx"
1,
"pod vswitch ids":[ // TerwayMEIERINERE, HEISFEPODFITE
BIEEIARZR, EAronihb—Hl281P,
"vsw—8vbo5SfwygqiwlObbtlg****"
1,

"container cidr":"172.20.0.0/16", // EBPODMER #required, MEBIER B terwayl
HHIER TR,

"service cidr":"172.21.0.0/20", // EBfserviceMER, #required

"security group id":"sg-8vb7grbyvlbl0jOix***x", // ERAEEREH, Mis enterprise sec
urity group=if—,

"is enterprise security group":true, // BEhtlEidkR2E, Msecurity group
_idTiE—,

"node cidr mask":"25", // TRIPHE, BTIEET SMERREIERRE,

"snat_entry":true, /! REEBMBEREsNaTRN, UFBEEQMIGIE,

"endpoint public access":true, // FBRARIAIE,

"load balancer spec":slb.s2.small,
"timezone":"Asia/Shanghai", // X

"proxy mode":"ipvs", // kube-proxyfCEE{RI, BXE: iptablesHFEipvso
"enable rrsa":true,
"tags": [ // BT, MEERMERATF ack&EEE. EcsEBIFfIKuberntesTER

"key" . Htag_kll,

"value":"tag-v"
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AR RS Kuberneteshi

:|I

"cluster domain":"cluster.local",

"custom san":"cs.aliyuncs.com", // EBBESOGEHSAN,

"service account issuer":"kubernetes.default.svc", // IRSBMPShEBEKF . serviceaccount t

okenFMIELF19, Bltoken payloadPMissFE&,

"api audiences":"kubernetes.default.svc",

9, BT apiserverfRSBIMIAIEIER tokenBE R o
"encryption provider key":"8734596c-c0d6-4a63-a76e-fe72cTb0****", // Secret FEMBZBIIEH

// SEBEARMIFE, BRIN: cluster.localo

// RSB LHEERT, AIERER oken

IDo
"timeout mins":60, // SEEEOIEEEBAETIE],
"disable rollback":true, // KRMREER,
"deletion protection":true, // SEBEMIFRIRIF,
"addons": [ // AHERE
{
"name":"flannel" /) HEBMERBZTervaylt, IREBE N {("name": "terway-eni"}o
s
{
"name":"csi-plugin"
s
{
"name" :"csi-provisioner"
3o
{
"name":"logtail-ds",
"config":"{\"IngressDashboardEnabled\":\"true\"}"
}y
{
"name" : "ack-node-problem-detector",
"config":"{\"sls project name\":\"\"}"
s
{
"name":"nginx-ingress-controller", // RGBT
"config":"{\"IngressSlbNetworkType\":\"internet\"}", // HAHERE
"disabled": true // BRBIERINRE,
s
{
"name" : "arms-prometheus"
}
1,
"controlplane log ttl" : "30",
"controlplane log project" : "k8s-log-xxx",
"controlplane log components" ["apiserver", "kcm", "scheduler"]
}
e RN
XMLAE

<cluster id>cb95aa626a47740afbf6aa099b65****</cluster id>
<task 1d>687C5BAA-D103-4993-884B-C35E4314A1E1</task id>
<request id>T-5a54309c80282e39ea00002f</request id>
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JSON#E =

{
"cluster id": "cb95aa626a47740afbf6aal9%b65****",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1E1",
"task id": "T-5a54309c80282e39ea00002£f"

HiRg
BREETLEEESBIRG.
HEERR

e SDK

2R ATREZSHIESHSDK, FBEEREEIAPEMME RN~ RMRS, HEELERSDKEA
AP, ERREFMEZRIE, FHEIESASDKEENHHEE,

e OpenAPI Explorer
RiER, TMARIRXAP, ELGTIR, BEHSERTRITHISDKLERE,
o FfIEZXCL
B;‘JE%’&-’EF%EE*DEEEIE, RGN ARNERSMNERRMRKRS, BRRE, BELTES

9.1.3. tl&Serverless Kubernetes&gf
& F CreateClusterf) 2 — N Y Serverless Kubernet es&E Bl ,
it

& T LATEOpenAP| Explorerf E1%iz{TiZE 0, REBITESZNEM, E1THIN/E, OpenAPlExplorerd]
PA B 54 B SDKAL A o= 45

EXREE
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POST /clusters HTTP/1.1
Content-Type:application/json
{

"cluster type" : "String",
"profile": "String",
"cluster spec" : "String",
"name" : "String",
"kubernetes version" : "String",
"private zone" : Boolean,
"region id" : "String",
"endpoint public access" : Boolean,
"service discovery types" : [ "String" 1],
"zoneid" : "String",
"logging type" : "String",
"tags" : [ {
"key" : "String",
"value" : "String"
bl
"deletion protection" : Boolean,
"service cidr" : "String",
"timezone" : "String",
"addons" : [ {
"name" : "String",
"config" : "String",
"disabled" : Boolean
bl
"snat entry" : Boolean,
"vpcid" : "String",
"vswitch ids" : [ "String" ],
"security group id" : "String"
}
BRSH
5 RkBodyZ#
ZIR ESid] ERWIE A
cluster_type String = ManagedKuberne
tes
profile String = Serverless

i

5

SEEXA, TiEE

A ManagedKubernetes, E B profilefit
BN Serverless , EnEIE
Serverless& &%,

BTN, S¥cluster_typellE

A ManagedKubernetes , BIiZS#
BEEAN Serverless , FTROIE
Serverless&EEf,
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B

cluster_spec

name

kubernetes_versi
on

private_zone

region_id

endpoint_public_
access

String

String

String

Boolean

String

Boolean

7|

it

iy

wHIE

ack.pro.small

cluster-demo

1.16.9-aliyun.1

false

cn-beijing

true

e
B
i

ASKEEREXE!, HUE:

® ack.pro.small: ASK ProfR&E&%,

o ack.standard: ASKARAERREEEE,
ZHAME: ack.standard . BUETIILA
=, ATENEIZRASKIRERMREERE
ELER, BEMASK ProfREEHIEA,

EBEWR,

WEMN: HYE. NF. EXEFLE
X% (-) i, KEBE1~631MFER, B
Regl g% (-) FFk,

EBIRA, SKubernetesit R E 4 IR A(F
BF—8, BWERRMIRE, ERIEE,
ZRINE A RITIRA

B A% o] PIFEACKIZ §I & Bl R R # R A
BIEEERE, WoILUBAPIBIZE M
KuberneteshRAREEE, XFACKZIFH
Kuberneteshx A&, &S M KuberneteshiiZx

=& H/EPrivateZzone B FRS &AM, B
&:

e true : FF/ZPrivateZoneA TR
AWM.

e false : AFF/FPrivateZoneAA TR
SEM.

BEER, BE2WServerlessEEE T =7

#rPrivateZonefI RS &M,

ERFFTEMEID,

ESHIELAMAPI Server, BUE:
®  true : ERRFBLAMAPI Server,

° false : BRASCIEAMEIAPI
Server, X BIZEFAMBIAPI Server,

%ﬁAﬁ . true
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https://help.aliyun.com/document_detail/326290.html#concept-2122705
https://help.aliyun.com/document_detail/185269.html#task-1960241
https://help.aliyun.com/document_detail/86403.html#task-1893610

APIBE - B H[ERRFZKuberneteshr

[

B £ 2EBE  TBE i

EHNRSKIEE, BFE ask &
PIEERSENAX.

®  CoreDNS : {EFKubernetes/R&RR
ERS KA CoreDNS, EETEER

service_discovery  Array of — I IHME AR TONSHEF . BIAEA
_types String - rivatesone #/N0.25 Core 512 MBI HIECISZH,

° PrivateZone : ERMEZ=
PrivateZonef mig it BR5S &K IBEST,
EEH S PrivateZonefR%.,

INE: RAARE.
SR FEMIGN T AXID,

D ' mEFE
&£ vpcid # vswitch ids H

zoneid String = cn-beiji**** WRT, YREE zoneld .

EHABHERS, RETXTASKERERY,
H i 3=

logging_type String 3 SLS BEEMFRE sLs .
H[EBETaginE ., BAUTER:

tags Array of = [{"key": "env", *  key @ HREEW.

tag "value": "prod"}]

*  value : WEE,
EHETHEERMIRRIP, BLETE
H B APHRMIBREERE, BUE:

deletion_protecti o  true @ EBHABREEMREF.

- Boolean & true
on o false : EBARFBEEMRER

.o
PNE: false ,
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APIBE- 5

B

service_cidr

timezone

addons

String

String

Array of
addon

O
B
&

wHIE

172.21.0.0/20

Asia/Shanghai

[{"name":"logtail-
ds","config":"
{"sls_project_nam
e":"your_sls_proj
ect_name"}"}]

e
B
i

Service M4 HEER, TTIESEHE :
10.0.0.0/16-24, 172.16-31.0.0/16-
24, 192.168.0.0/16-24

ARBESVPCREZ10.1.0.0/21RVPCREH
KubernetesEEBERNIMRES, CIEMN
MEREEEL,

ZRIAEFE172.19.0.0/20/ £ ,

SREANNX, B2ER, BELZE
B X,

KubernetesSEB¥ LR IIAMFIER, HHFH
FEHELE:

° name : WiHE, AHZIR.

e config : Oi%, BUEAEWETRE
FEE,

® disabled : TJi%, BHELERKINZ
o

LA ik, @?ﬁFlannelﬂ]Terway

AP ERE, CIRERN ZiE—

e FlannelW%&
[{"name": "flannel" ,"config":""}H,

e TerwayM£&: [{"name
er1"pll llconflg" ""}] o

FEAH: »ik, X
¥ csi M flexvolume FRAPSEAY:

terway-

® csi : [{"name":"csi-
plugin","config": ""},{"name": "csi-

provisioner","config": ""},

* flexvolume : [{"name":
"flexvolume","config": ""}] ,

BEAH: Tk,

@ @l WERAFEBESBRESH,
BTk R S T AL,

e [FRABEASLS Project: [{"name":
"logtail-ds","config":
{\"IngressDashboardEnabled\":\"tru
e\",\"sls_project_name\":\"your_sls
_project_name\"}"}] .

o BIFEFTHISLS Project: [{"name":

"logtail-ds","config":
{\"IngressDashboardEnabled\":\"tru

n.on
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https://help.aliyun.com/document_detail/354879.html#task-2144722
https://help.aliyun.com/document_detail/197431.html#addon

APIBE - B H[ERRFZKuberneteshr

am s SENE  rHIE L

Ingress@ {4 : Tk, ACKEBIREBERIA
L ¥ Ingress#AHnginx-ingress-
controller,

o Z¥ingressHEFBAM:
[{"name":"nginx-ingress-
controller","config":"
{\"IngressSlbNetworkType\":\"intern
et\"}"}] .

o RZ¥Ingress: [{"name": "nginx-
ingress-controller","config":
"""disabled": true}] .

Bt TNE, AR, SHP0R
ExFKubernetesE4HHEME. T, FZ
Z481), KubernetesSE b X BEHT
LogstorefEO0 KA & E, X TR EKIEHN
BEZER, BEROEH ERKSsE4

I

FREEHPL: [{"name":"ack-node-
problem-detector","config":"
{\"sls_project_name\":\"

your_sls_project_name\"}"}].

BIZBASKEREN, RREVPCHEIZENAT M
XHEBESNATHIN , BUE:

°*  true : BAKEIENATRXH B
BLESNATHLN, SEEFVPCERAZAMIA

snat_entry Boolean &= true 8T,
o false ! RALBIENATMXR
SNATH#IN, EEEVPCEAREEAMIAIG
BES.
ZHANE:  false ,
EHERANEENS, IBREHENLAN
SEBRM,
vpc-
vpcid String & 2zeikoh3ahw2zz @ wm
Q5**** vpcid F vswitch ids REE
@ BY &0 & X R B8 .
. . Array of [VSW_. . o~ R,
vswitch_ids String & 2ze97jwri7cei0m RIHID, ListKEEE AT, 3].
pW****"]
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B £

security_group_id String

resource_group_i

d String

[PVRYSE297.3

HTTP/1.1 200

Content-Type:application/json

{

"cluster id" : "String",
"request id" : "String",
"task id" : "String"

0 j 2 £

0 fiZBody&#§
BIR et}
cluster_id String
request_id String
task_id String

fali
o

iy

7|

ik RBIE

e
B

EHREAREANEERNTREEERS

481D,
F is_enterprise security group
- “i—, ERBAANMABLES
bp1bduedqcig7k H.
dkkk
rg- SHFBERRAID, THUARRRLE
acfm3mkrure**** B,
~E HR
cb95aa626a47740af
bf6aa099b650**** RED.
687C5BAA-D103-
4993-884B- 1&3KID,
C35E4314A1E1
T-

5a54309c80282e39e £%1D,
a00002f

a1 ER B NEVPCH X BIBRASKARE R EEE

BHRRA
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POST /clusters HTTP/1.1

<AHIFRL>

{
"cluster type":"ManagedKubernetes",
"profile":"Serverless",
"cluster spec":"ack.standard",
"name":"test-ask",
"region_ id":"cn-hangzhou",
"endpoint public access":false,
"logging type" : "SLS",
"private zone":false,
"snat entry":true,
"tags": [

{
"key":"k-aa",

"value":"v-aa"

1,
"deletion protection":false,
"addons": [

{
"name":"logtail-ds"

}l

"zoneid" :"cn-hangzhou-i"

R E =5

"cluster id": "cb95aa626a47740afbf6aa099b650****",
"RequestId": "687C5BAA-D103-4993-884B-C35E4314A1EL",
"task id": "T-5a54309c80282e39ea00002£f",

B2 EHEBVPCHABIZASK ProhR &8
BHRRA

71
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POST /clusters HTTP/1.1

<AHIFERL>

{
"cluster type":"ManagedKubernetes",
"profile":"Serverless",
"cluster spec":"ack.pro.small",
"name":"ask-cluster",
"region id":"cn-shenzhen",
"endpoint public access":true,
"logging type": "SLS",
"private zone":true,
"tags": [

{
"key":"tier",

"value":"frontend"

}l
"deletion protection":true,
"addons": [

{

"name":"logtail-ds"

1,

"vpcid":"vpc-wz984yvbd6lck22z3* ¥ xx",

"vswitch ids": [
"vsw-wz9uwxhawmtzg7u9h****"

1,
"security group id":"sg-wz9b861l4sT7nthilk****"

N

"cluster id": "cbS95aa626a47740afbf6aal99b650****",
"RequestId": "687C5BAA-D103-4993-884B-C35E4314A1EL",
"task id": "T-5a54309c80282e39ea00002f",

HixE
BREETLEEEZSHIRG.
HFERERR

e SDK

B R ATIREZSHIESHISDK, BEEREEIAPEM M E =~ RFRS, HEEERSDKER
AP, ERREFHERZRIE, FBIESNSDKSE N HHEE,

e OpenAPI Explorer
PERZR, TJHALRERAP, ELGSTIR, REHEEM JHITHSDKRIERE,
o [IE=CL
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APIBE- 558

AR RS Kuberneteshi

MEAREENEETR, UBIHISHRARNERSIMNERTRMRS, GRRE, RELREFE

$O

9.1.4. fllKubernetesii ZIt & hRER

A F CreateClustert| 2 — M EriKubernet esil 3T & iR EEBE S

iEi

R o] PATEOpenAPI Explorerd Ei%iE{TiZiE 0, B IHES

PAB 14 B SDKR BB R 41,

BXRERX

BHREML,

=

B1T

RIME,

OpenAPI Explorerd]
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POST /clusters HTTP/1.1

Content-Type:application/json

{

-

==

=]

"name" : "String",
"cluster type" : "String",
"disable rollback" : Boolean,
"timeout mins" : Long,
"kubernetes version" : "String",
"runtime" : {
"name" : "String",
"version" : "String"
b
"region id" : "String",
"key pair" : "String",
"login password" : "String",
"num of nodes" : Long,
"profile" : "String",
"logging type" : "String",
"snat entry" : Boolean,
"vswitch ids" : [ "String" ],
"worker system disk category" : "String",
"worker system disk size" : Long,
"container cidr" : "String",
"cloud monitor flags" : Boolean,
"endpoint public access" : Boolean,
"service cidr" : "String",
"addons" : [ {
"name" : "String",
"config" : "String",
"disabled" : Boolean
bl
"tags" : [ {
"key" : "String",
"value" : "String"
bl
"vpcid" : "String",
"worker data disks" : [ {
"category" : "String",
"size" : Long,
"encrypted" : "String",
"auto snapshot policy id" : "String"
b}l
"deletion protection" : Boolean,
"node cidr mask" : "String",
"worker instance types" : [ "String" 1,
"worker instance charge type" : "String",
"security group id" : "String",
"is enterprise security group" : Boolean,

"rds instances" : [ "String" ]

X

W

#
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& RKBody&#1

B

name

cluster_type

disable_rollback

timeout_mins

kubernetes_versio
n

runtime

region_id

key_pair

String

String

Boolean

Long

String

Runtime

String

String

it

Jalit

7|

iy

iy

iy

Jali

Jali

BIE

demo-edge-
cluster

ManagedKubernet
es

true

60

1.16.9-aliyun.1

{"name":
"docker",
"version":
"19.03.15"}

cn-beijing

demo-key

i
ERAR,

wERMN: HYF. XF. BXFFHEL
% (-) A, KEBE1~631F/, BR
RELRENIZ (-) FFsk.

SRR, I
{ ManagedKubernetes GIEUEHITEE
hREEEE

SEHRANEETEER, BUE:

®  true : HEHGIEXMEN, HTE
EIRIE,

o false : HEEGBEKE, R#T
ELRERAE,

2NE: false

EHRBREBNEE, Uofh e,
BINECO

EBIRA, SKubernetesit REA IR AR
B, BWEERRA, &41EE, &
INERRITIRA

B A& o] LATEACKIR 5 & B’ fh S # AR A
BIEERE, O] LUBSAPIBIZEE M
KuberneteshR AR, X FACKZIFH
KuberneteshRA&K, E& M Kuberneteshi

BERBETH, X
¥ containerd # docker BWHIEIT
B,
BEUTER:
L4 name : BEIETHER.
D BARIBITEIRA,

o version

ERFTENELID,

BN EFR, M login password i

o
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APIBE- 5

B

login_password

num_of_nodes

profile

logging_type

snat_entry

vswitch_ids

worker_system_di
sk_category

worker_system_di
sk_size

String

Long

String

String

Boolean

Array of
String

String

Long

falit

falil

Jali

iy

Jalul

fali

it

wBIE

Helloworld123

Edge

SLS

true

VSW-
2ze48rkq464rsdts

-I *kkk

cloud_efficiency

100

e
B

SSHER®M, M key pair ZiE—., &
BHNF8~30MFFF, BEELRANEE=
B ((KNEFE. HEMNEKRFTS) .

Workerf5 =8, SEE=Z[0,100],

MEEEINR, BUABE: Edge,

EHTBEERS, RETTASKERER,
BEREXTZE SLS .

EEAMEBESNAT
o HEBVPCEHRIAMKER, REA
false
o HEBVPCREEHIEAMIREL:
° REAN true , FREESNAT, It
BEI LR A MRE,
o ®KENAN false , BRAERE
SNAT, BB REEHF B AMIRE,

MBENRAFTERTAN, BNEE
A true ,

BONE:

false o

RIEHID, ListikESEREA[,3],

Workerfi RRZFEHEE, BE:
BT,
: SSD=#E,

® cloud efficiency

b4 cloud ssd
ZINME:  cloud ssd .
Workerfs RRFZ/ AN, BAIAGIB,
BUESEE : [40,500],

ZEHNBESAKFHEESFmax{40,
ImageSize},

ZRINE: 120
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B

container_cidr

cloud_monitor_fla
gs

endpoint_public_a
ccess

service_cidr

String

Boolean

Boolean

String

falit

iy

BIE

172.20.0.0

true

true

172.21.0.0

R

PodM &Mt E:, REEMVPCRIBIMER,
ERRFEMCIRVPCE, EKAEMR
172.16.0.0/ 16/ ER.,

@ $EBE  HeIEFlannel &R i
EBE, LRRINE,

SERERLZEURESE, BUE:
L4 true  TR=EBEREG.
® false : ARERLEEH.

2NE: false

EEFELMAPI Server, BUE:

*  true : RRFBAMAPIServer,
® false ! RRARCIELMAIAPI
Server, {XBIEFAMEIAPI Server,

ZHOAE:  true .

QD & mngesme, s
RESARMSIHERSE; B, B
BEREEFRANBE.

Service MZ&HHEER, ABEFNVPCWEZ & Pod
MLEMEZHEE, HERRFBEIEVPC
B, BRIAEFA172.19.0.0/20ME,

KubernetesSEB REMA LTI, AHEH
ZEHEE:

e name : WIE, AHEIR.

e config : ©li&, BEAZRNERRE
EhE,

® disabled : O[i&, REZILEINR
EE

MLAHE . wik, BEFlannelfTerwaym

TR, CIEERNT%—:

e FlannelM%:
[{"name":"flannel","config":""}],

e TerwayMZ: [{"name": "terway-

eniip","config": ""}] .
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B xE

Array of

dd
addons addon

Array of

tags
o tag

wBIE

[{"name":"flannel"
,"config":""},
{"name":"logtail-
ds-
docker",
"}
{"name":"alibaba-
log-
controller",

non

g":
{"IngressDashboar
dEnabled":"false"

'l

non n.n

config":

non

confi

[("key": "en

"value": "prod"}]

A Bk, X
iRcsi F flexvolume FRFPSEHY:

: [{"name":"csi-
n llconflg" Il"} {llname

" "COI‘]fIg". Illl}]o

L4 csi

plugin
provisioner

n.on

csi-

. [{"name":
Conf|g" Illl}] R

o flexvolume

"flexvolume",

AEAH: ik,

@ @B NEAREESESH,
Yo T kA FIEE B B T BE

o {HFHBEASLS Project:
"logtail-ds","config":
{\"IngressDashboardEnabled\":\"true
\"\"sls_project_name\":\"your_sls_p
roject_name\"}"}] .

o BIEFBISLS Project :
"logtail-ds","config":
{\"IngressDashboardEnabled\":\"true
\II}II}] .

IngresséA{: Tk, ACKEBIMEERZIA
L& IngressAHnginx-ingress-
controller,

o ZEIngressHEHFEAM:
[{"name":"nginx-ingress-
controller","config":"
{\"IngressSlbNetworkType\":\"intern
et\"}"}] .

o RZEIngress: [{"name": "nginx-
ingress-controller" "conflg':
"" "disabled": true}] .

Sty TNE, AR, SHP0R
ftxfKubernetesSB MM . &, &
Z4EH, KubernetesSErhih B
LogstorefE90 KA, X FRERIEHN
BZER, BHENCIEHERKsS M4t
A

FREB4RN: [{"name":"ack-node-
problem-detector","config":
{\"sls_project_name\":\"

[{"name":

n.on

[{"name":

neon

your_sls_project_name\"}"}].
REETtaging
® key: IREEIR,
e value: #REME.
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https://help.aliyun.com/document_detail/197431.html#addon
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APIBE - B H[ERRFZKuberneteshr

B xE - BIE R

ERERANEARS, SIZERNYMMNE
BHRAL,

@
vpc- vpc_id 1 vswitch ids REE

2zeikoh3ahw2zz9 B B 0 23 52 (R B3R B X R B 1R

5****

il

vpcid String

Array of Workerfs REEE%R . KNSR ENSA
data_dis PN

S o
k

worker_data_disk

7|

EEMIBRFIP, BB IR & HAPRZH
MREERE, BVE:

o true : FHSEMRRF, BAREE

true BT IR H S AP PREERE,
o false : FAEREEMEREFEI, Mgk

Wit iR E S AP BREERE

ZiNE: false

deletion_protecti
on

iy

Boolean

T RIPHE, BiIiEE MBI CIDRRIEEIP

HHE, A FFlannel ME LB ER L
25 .

ZINE: 26

iy

node_cidr_mask String

Workerfs AL, ELBEE—E
PIAE., BLER, BSLLOMELE,

worker_instance_t  Array of @ 38 TAMRRERBEES

ypes String ecs.nd.large BRI B ARRIEIE, 4T HERE
SR AR = B ST HLAS Ol 2 L ST B,
SBEHMERE T —RERIITHHE KL
234,

Jali

Workerfi Rt 888, BE:

orker_instance_c e preraid : HEHA,
W ! - String = PrePaid
harge_type ® PostPaid : RETH.,

BONE: ZREMH,
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=
ER ES:d] E
security_group_id String =
is_enterprise_secu
- prise_ Boolean =
rity_group
. rds_insta
rds_instances - =
nces
cluster_spec String &
resource_grou .
-9 P String =

_id

PR SE297.3

HTTP/1.1 200
Content-Type:application/json
{

"cluster id" : "String",
"request id" : "String",
"task id" : "String"

[PVE= ¢

BIE

sg-
bp1bdueldqcig7k

*kkk

true

rm-
27eV748Xi27xc****

ack.pro.small

rg-
acfm3mkrure****

e
B

EHREAREANEERNTEEERE4A
D,
M is enterprise security group

TiE—, ERTRENMATGREEA,

BHtlER W RLLE,
Y security group id AZTHINE
B

@ i  EELERE, S5
AT E5Terway Pod#EZ A EER
332000, FRPABIEET erwayg 2B &
BE, BiERCWERSA,

°  true : CIEHEAPIERZESE.
e false : AEABPIWRLZLA,

2NE: true

RDSSLHIZFR

EEREHXE, mOEEER, BE:

C BT E SR,
Bl: ACK@Edge ProfREE%,

® ack.standard : FREITEEE, A
ACK@EdgetR/EREERE,

PINE: ack.standard , BUETIAA

=, ATEN BB EIREMRER

EEER, B8 NACK@Edge ProfREEN

73
£.

L4 ack.pro.small

EHMERRFAD, IUARRRNES.
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0 fZBody&#§
BIR
cluster_id
request_id
task_id

BIZACK

BHRRA

B i) ROE Wik
cb95aa626a47740af

Stri D,

rng bf6aa099b650%* =&

687C5BAA-D103-

String 4993-884B- ERID,
C35E4314ATET
T-

String 5a54309c80282e3%  {E$ID,
200002f

ZIEERERTH

POST /clusters

<REIFFERkK>
{

"name" : "ACKIASZFEERR",

"cluster type":"ManagedKubernetes",

"disable rollback":true,

"timeout mins":60,

"kubernetes version":"1.14.8-aliyunedge.l",

"region id":"cn-zhangjiakou",

"snat entry":true,

"cloud monitor flags":true,

"endpoint public access":true,

"deletion protection":true,

"node cidr mask":"26",

"tags": [
{
"key":"tag-k",
"value":"tag-v"
}
1,
"addons": [
{
"name":"logtail-ds-docker"
3o
{
"name" :"alibaba-log-controller",
"config":"{\"IngressDashboardEnabled\":\"false\"}"
s
{
"name":"flannel"
}y
{
"name":"alicloud-monitor-controller"
}
1,
VmrAFiTal e TRA~al /7 Th4ZEBFT0.

81
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"logging type" : "SLS",
"worker instance types": [

"ecs.hfc6.large"

}l

"runtime": { // BE3E1TH,
"name" : "docker", // BITEE R,
"version":"19.03.15" // BITERRER,

b
"num of nodes":1,
"worker system disk category":"cloud ssd",
"worker system disk size":40,
"worker data disks":|[
{

"category":"cloud efficiency",

"size":"40",

"encrypted":"false",

"auto snapshot policy id":"",

1,

"worker instance charge type":"PostPaid",

"vpcid":"vpc-8vb435krd67tnf 42 Fx AT,

"container cidr":"172.20.0.0/16",

"service cidr":"172.21.0.0/20",

"vswitch ids": [
"vsw-8vbhdhn4611i65p32g****"

1y

"login password":"Hellol234",

"key pair": "sin-name",

"security group id":"sg-8vb7grbyvlbl0j0ix***",

"is enterprise security group":true,

"rds instances": ["rm-xx","rm-xx"]
}
EEEREIRA
ML &R

<cluster id>cb95aa626a47740afbf6aa099b650****</cluster id>
<task 1d>T-5a54309c80282e39ea00002f</task id>
<request id>687C5BAA-D103-4993-884B-C35E4314AlEl</request id>

JsoN &R

"cluster id": "cbS95aa626a47740afbf6aal99b650****",
"task id": "T-5a54309c80282e39ea00002f",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1EL"
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FRERIR

SDK

MEx=A
APl, ERRER

OpenAPI Explorer

4/—1

IREZSTIESHISDK, #EN

PRI APIE R T E A @AM RS, HEEEEASDKAR
FHEZWIE, FHEIESANSDKEE TR,

BEEZR, TTRAEIHAP, ELHLSITIR, BFHTEMRTRITHISDKICERA,

o] 2 < CLI

MEAREENEETR, TBIHIHRARNERSIMNERTRMRS, GHERE, 2

$O

IR
7808

L=

9.1.5. BB EBREZEPHEKubernetesE&

B A CreateClusterfl i Z2— N EBMEZ £V Kubemnet es&EEE,

iEi

RO AFEOpenAPI Explorerh HIZIE{TiZEN, ®%

LA

==

=]

EREIA Gt
Kig &

POST /clusters HTTP/1.1
Content-Type:application/json

{

"addons" : [ {
"name" "String",
"config"
"disabled"

b}l

"cloud monitor flags"

"String",

: Boolean

: Boolean,
"cluster type" "String",
"container cidr" "String",
"cpu policy" "String",
"deletion protection"
"disable rollback"

"endpoint public access"

: Boolean,
: Boolean,
: Boolean,
"is enterprise security group" : Boolean,
"key pair" "String",
"kubernetes version" "String",
"login password" "String",
"master auto renew" : Boolean,
"master auto renew period" : Long,
"master count" : Long,
"master vswitch ids" [ "String" 1,

[ "String" 1,

"master system disk category"

"master instance types"
"String",
"master system disk size" : Long,

"master system disk snapshot policy id"
"master instance charge type" "String",
"master period unit" "String",

"maater narind" -« T.anea

IR
G

&

s
f\y)

BHEM ., ZTHINGE, OpenAPIExplorert]

"String",

83
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"name" : "String",
"node cidr mask" : "String",
"node port range" : "String",
"num of nodes" : Long,
"pod vswitch ids" : [ "String" 1],
"proxy mode" : "String",
"region id" : "String",
"runtime" : {

"name" : "String",

"version" : "String"
by
"service cidr" : "String",
"security group id" : "String",
"snat _entry" : Boolean,
"ssh flags" : Boolean,
"tags" : [ {

"key" : "String",

"value" : "String"
b1
"taints" : [ {

"key" : "String",

"value" : "String",

"effect" : "String"
b1,
"timeout mins" : Long,
"user data" : "String",
"vpcid" : "String",
"vswitch ids" : [ "String" 1],
"worker auto renew" : Boolean,
"worker auto renew period" : Long,
"worker data disks" : [ {

"category" : "String",

"size" : Long,

"encrypted" : "String",

"auto snapshot policy id" : "String"
bl
"worker vswitch ids" : [ "String" 1,
"worker instance types" : [ "String" ],
"worker system disk category" : "String",
"worker system disk size" : Long,
"worker instance charge type" : "String",
"worker period unit" : "String",
"worker period" : Long,

"zone id" : "String"

B RBody&#
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B ESid] =BT ~BE HR
Kubernetes&EB 1) LR MAHTIZE
o AHNSH:

° name @ WA,

© config : &, BEAERZER
AEEE.

© disabled : &, 2EEIHR
NRE,

o MM : ik, EEFlannelfl

TerwayMfp & EE, SIREHNTE

o Flannelf&: [{"name" :"flann
elll’"config":""}] °

o TerwayM%: [{"name": "terw
ay-eniip","config": "\"IPVla
n\":\"false\""}] °

o TRiEiRM: Wik, XFEFCSIFD

FlexVolumeRfh A,

© csi fEME:  [{"name":"csi-p
lugin", "COl’lfig": "vl}, {"nameu
: "csi-provisioner", "config"
B ll"}] o

[{"name": o flexvolume ¥EMH: [{"name"
"terway- : "flexvolume","config": ""}
eniip","config": e
llll}l {llnamell: :té .
"lOgtail- L E/\L\—H'{ﬁt. ﬂ)ﬁo
ds","config": "
{\"IngressDashbo D & WERABASRS
ardEnabled\":\"tr B, L EEREREITINEE,
ue\"\"sls_project

addons Array = _name\":\"your_ o EABHSLS Project: [ {"name":
i'lls"_prOJect_name "logtail-ds","config": "{"In
“}}' o gressDashboardEnabled" : "true
{"name":"nginx- _
ingress- ,"sls project name":"your s
controller","confi 1s_project name"}"}]
g"" o BIFEHBISLS Project:  [{"name":
{\"IngressSlbNet "logtail-ds", "config": "{"In
workType\":\"int gressDashboardEnabled" : "true
ernet\"}"}] oY@

" .
® Ingress: o[, BAUAFF/EZREIngress
2B nginx-ingress-controller:

o ZEIngressHEFZAM: [{"na
me" :"nginx-ingress-controlle
r","config":"{"IngressSlbNet
workType":"internet"}"}] o
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B

cloud_monitor_
flags

cluster_type

container_cidr

cpu_policy

deletion_prote
ction

Boolean

String

String

String

Boolean

= true

Kubernetes

falit

172.20.0.0/16

iy

7|

none

= true

?ﬁ_% AZEIngress:  [{"name": "ngi
:: PN
nx-ingress-controller", "conf
ig": "","disabled":

true}] o

o Hifduh: Tk, BINFE. SHPL
B KubernetesBHFEME. &if.
LEstae )y KubernetesZE ity K BE
BLogstorefE9ORN R EE, X FREER
BHNELSER, BSLOEHERKSS
B,

FREHHL:  [{"name":"ack-no
de-problem-detector", "config":
"{\"sls project name\":\" your

_sls project name\"}"}] .

EHEERETERENS. IE:
L4 true  EEALR=BEEL.

° false : SEERERBEEREH.

2ANE: false

SRR, REARREVEEHN,

HBE® Kubernetes

PodMZEHIHEER, RBEFVPCRIERTEE, X
EERRFEOIZEVPCH, ZRINER
172.16.0.0/16ME&, HEIEFlannel /4%
LBMERT, ZFZRANE,

TRCPUEIEREE, SEBIRAETI2.6K

PAEBY 3245 AT PR FP R B -

o static : RFATRELEGRELER
TRAFEBIPOod T F 15 58 89 CPUSE AT AN
HaH,

® none : RRBRUEHNEIACPUE
MA=.

2NE: none ,

ERRETHEEHEMBRRP, HILEEE
A APIRMIBREERE . BUE:

*  true : EHABEEMREF.

° false : SEBARTFBREEMBRER
o

2NE: false .
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APIBE - B H[ERRFZKuberneteshr

B £ Bk wHE i

2l
=1

EHBIMEEER, BE:
L true @ SEHGIEXKEIZR,
Boolean & true ° false @ EEQIBREWAEE.

LININI= false o

disable_rollbac
k

BFBAMAPI Server, BUE:
e  true : FRRFFEMAMAPIServer,

Boolean = true ® false @ RRASEIELAMEIAPI
caccess Server, {RBIEZFAFEIAPI Server,

FKiNE: true o

endpoint_publi

BEitlZtWREZeHA,
Y security group id AZNERN.
TerwayMZERBER, WRIEENBIR
24,

true o true : BHIBRWERZLA,
o false : AEHHBIEEVERZS

A,

ZHANE:  false .

is_enterprise_s
ecurity_group

iy

Boolean

BN EFR, M login password

secrity-key s—

Jali

key_pair String

EBIRA, SKubernetesit RE% IR AR

B—H., BERRNREA, BFREE,

KINEREIIRA . BRTE T LATEACKER G
1.16.9-aliyun.1 AtIERMRMARANER, KoJLlEE

APIBIZZ HfttKubernetes R ANEERE, X F

ACKSZ#HKuberneteshi A, &2

M KuberneteshR AR & L5 .

kubernetes_ver
sion

iy

String

SSHEREH, M key pair Zi&—,
Hello@1234 BBEANAB~30NMFR, BELEANESE
=R (KINEZRE. HENRHKRFS) .

login_passwor
d

falit

String

Masterti R 2 & /5 BE4LE,
% master instance charge type

BB PrePaid WAHER, ©likE

master_auto_re = A
Boolean = true
new °

true : BEhEEE,
e false : ABEmLEH,
ZiAE: true
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B

master_auto_re
new_period

master_count

master_instanc
e_charge_type

master_instanc
e_types

master_period

master_period
unit

master_system
_disk_category

master_system
_disk_size

Long

Long

String

Array of
String

Long

String

String

Long

i
B
&

7|

iy

7|

iy

iy

iy

7|

iy

THIE

PrePaid

["ecs.nd.xlarge"]

Month

cloud_ssd

120

e
B
it

Masterf R BEEHE AN, HEREFEE
ABERNAEN, BANERE.

BESBE: {1,2,3,6,12},
ZIAE: 1,

Masterfi R¥E, BUE3:S,
EOAE: 3,

MasterT5s mA{T#&E, EE:
: BFEA,
D IREMNHE,

o PrePaid
o PostPaid

2NN PostPaid RE(TE,

MasterTs mSLFIZER, 15 E B9 SLHI A& 21
EEFEMN master count RIF—H,

T

0 master instance types

E——XIAL,

Masterts S BF 8 A,

E| master instance charge type
BN PrePaid WAERERNIE
&,

BUESEE: 1,2, 3,6,12, 24, 36, 48,
60},

BONE: 1,

Master?s RITEREH, SH{T8EE
7 prepaid MNRBERTEEH,

BYAE: Month .

MasterB R RFEEE, EE:
D BN,
: SSD=#,

L cloud efficiency
® cloud ssd

BAE:

cloud ssd o

MasterP R RFEXE, BETEE
[40,500], #fi: GiB,

FANME: 120,
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B

master_vswitch
_ids

name

node_cidr_mas
k

node_port_ran
ge

num_of_nodes

pod_vswitch_id
s

proxy_mode

region_id

S]]

Array of
String

String

String

String

Long

Array of
String

String

String

i
B
&

7|

falit

iy

iy

Jalul

iy

iy

el

THIE

["vsw-
2ze3dsOmdipOhd
28i****"]

cluster-demo

25

30000~32767

["vsw-
2ze97jwri7cei0m
pw****ll]

ipvs

cn-beijing

e
B
it

MasterTs | EPIIEHLID,

ERAR.

WEMN: BHF. RF. EXFHHE
e (-) A, KEEBEI~631MFHM, B
REeRRERZ (-) FFsk.

TRIPHE, BidiEE ML CIDRREIP
B2, RAxFFlannel MR AR LR 4
o

EINME: 25,

TRERSHO. BETEEA
[30000,65535],

Worker$s =1, SEEZ[0,100],

PodB E A TIZR .

@ B TerwayMELBNAE
BE pod vswitch ids ,

BEEAE—IPHREURBRIIEEED
— MERTHX A PodEMR N, HE
REEET R vswitch BE,

kube-proxyftIB#E®, X
5 iptables M ipvs WHEI,

HKiNE:  ipvs o

SEREFRTERIMEID,
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B £

runtime runtime

security_group

Stri
Cid ring

service_cidr String

snat_entry Boolean

ssh_flags Boolean

tags Array
Key String

value String

i
o

Jali

iy

i

iy

7|

iy

iy

B

THIE

{"name":
"Sandboxed-
Container.runv",
"version": "2.2.0"}

sg-
bp1bduedqcig7k

*kkk

172.21.0.0/20

true

true

env

prod

e
B
it

EHANBF/ETHN, ZIF sandboxed-
docker M=
. runtimef &

Container.runv
178, BUAA  docker
PUT2MER:

: BAREBITHER,

. BRIBITEIRA,

L4 name

L4 version

D & #oRzePEERNG
%T, /D\‘ﬁ“éii Sandboxed-

Container.runv

B|MBITHRAR, BANARFIR, XT&
EDEETHNEEFE, B2l
HIBTRAMIER.

FHEARSAEEENTEEERS
HID, EHTREDMARLRSE,
M is enterprise security group

ZiE—,

ServiceMZ& ik B, ARBEFIVPCIWER &
PodMZMER DN, HEBRRFZENEIE
VPCHES, BRiA{EF172.19.0.0/20ME& .

B NMEBEESNAT:
o LEBAVPCREHEAMKEN, REA
false
o HEBVPCRRERITAMME:
o REN true , ERRECESNAT,
[lid: NS IEINTEZS
o REAN false , RRAEE
SNAT, B REE IR A MR,

MBEMNAZERRAM, BiNEE
A true ,

BONE:

false o

EEFMAMSSHE R, BUE:
D RIRF.
D RIRAF

false o

L4 true
o false

ZOAE:
EEBHIR,
& key-valuety g,

& key-valuet{E,
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B

tains

effect

Key

value

timeout_mins

user_data

vpcid

vswitch_ids

worker_auto_re
new

worker_auto_re
new_period

worker_data_di
sks

Array

String

String

String

Long

String

String

Array of
String

Boolean

Long

Array

7|

iy

iy

iy

iy

iy

Jali

Jalul

iy

Jali

NoSchedule

disk_type

sshd

60

lyEvdXNyL2Jpbi9i
YXNoCmVjaG8glk
hlb GxvIEFD****

vpc-
2zeik9h3ahw2zz
95****

["vsw-
2ze48rkq464rsdt

S'l ****II]

true

e
B
it

TRERER. TRNERE
(Toleration) #HERE, TILAFRESR
POdENEEAEENT R L, BEE
B, &8 Qtaint-and-toleration,

BERE., BE:

® NoSchedule: PodAREEIAERIFIET
TaintsH =L,

e NoExecute: —BTaint4%, ZH AR
EEETHPodZ B MToleratei&
B, SEERFEZRE.

e preferNoSchedule: NoSchedulefy%
WA, EBeEPodEERE AN
=k,

35 mkey-valuefy#,
35 mkey-valuetyi&,

SREQIZBINEE, B s,

ZRINE: 60,
TREEXHIE, ES2ER, BSIECSE
I 8 B X EIREIAR

EEEFEHBIVPCEAIID,

FEFAR R SLHIID,

Workerfi R2EF/E B 5%,

% worker instance charge type
BUEA PrePaid WZ&ER, iEE
A

L4 true : BGEEE,

e false : AEMEH.

2NE: true o

Workerfi R BaE£Z&EAH, HEREFE
BAEERFAEN, BARIEE, BUE
SEE: {1,2,3,6,12),

WorkerTs SEIEEHER, K/NERENA
Pa

Ho

91
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B

auto_snapshot
_policy_id

category

encrypted

size

worker_instanc
e_charge_type

worker_instanc
e_types

worker_period

String

String

String

String

Array of
String

Long

Ho
ny
&

7|

iy

7|

Ho

Jali

il

iy

THIE

sp-
bp14jéw7ss60zz*

*kk

cloud_ssd

false

200

PrePaid

["ecs.ebmg5s.24x
large"]

e
B
it

BRI REEID,

Workerfs REEEEE, BE:

o cloud efficiency : BR=E,
® cloud ssd : SSD=#,

e cloud : EE=H.

ZINME: cloud efficiency .

EENHERZME. RE:

®  true : NHEUEEME,
® false @ AXNHUREEMZE,
ZINE: false ,

HIREAN, AFEREMIAGE, BE:
e cloud_efficiency: [20,32768]
® cloud_ssd: [20,32768]

e cloud: [5,2000]

@ el ZLPBEBAERELSE
—HA/NTF200 GBHIEIER

WorkerTs m{T28288, BU&E:
: BEEA.
D REE,

o PrePaid
o PostPaid

BN BENE,

Workers RsEfIEE,

) & mepmEmRTEg
BBESELH.

Workerfi R B F 8 A K,

% worker instance charge type
BN Preraid WAEMEHRIE
B, REER:
{1,2,3,6,12,24,36,48,60},

ENE: 1,
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B Eid) EEWIE ~EE iR
} o Workers mAT 2B H, HfT2eLEE
‘I’J"':’It’ EI_PErod_ citing = Month A PrePaid WHBEEBIETAH. N
f&: Month , HEIRXFLAAREH,
Workerfs MRS &SR, BE:
. o cloud efficiency : BR=E,
qu er_system String & cloud_efficiency ° . =
disk_category cloud ssd : SSD=#E,
ZINME:  cloud ssd .
Workeri RESKEZ KR/, BIAGB,
BUESE M : [40,500],
worker_system -
disk_size Long & 200 ZEHE R ELAATF HE S Fmax(do,
B - ImageSize},
ZiAE: 120 o
. ["vsw- . N
worker_vswitch  Array of - . SHTRERNEUZZNIIEZ, —PF
_ids String . Zzifg*s'IOmdlpOhd AR M —ME,
z8i ]
zone_id String o cn-beijing-b SERTEMINTTAXID,
resource_group Strin - rg- SHERFAD, IUARRBEIRNIE
_id 9 . acfm3mkrure**** =,
0 Az 4435 &
HTTP/1.1 200
Content-Type:application/json
{
"cluster id" : "String",
"request id" : "String",
"task id" : "String"
}
IDJVE=S 3
0 fZBody&#§
B B ~ME iR
. . cb95aa626a47740afbfé
cluster_id String 23099b650%+ £EID,
. . 687C5BAA-D103-4993- -
request_id String 884B-C35E4314A1E HRID,
93 > XH4kRAN: 20220704
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B E3it) ~E R
T_

task_id String 5a54309c80282e39ea00 {£%1D,
002f

B ERAFlannelMZBEHIBACKEBERZEDEESR
BRFH

POST /clusters

NHIFRK

{
"cluster type": "Kubernetes",
"name": "webService",
"region id": "cn-hangzhou",

"disable rollback": true,

"timeout mins": 60,

"kubernetes version": "1.18.8-aliyun.l1",
"snat_entry": true,
"endpoint public access": false,

"cloud monitor flags": true,

"deletion protection": false,

"node cidr mask": "26",
"proxy mode": "ipvs",
"timezone": "Asia/Shanghai",
"tags": [],
"addons": [{

"name": "flannel"
b A

"name": "arms-prometheus"
b A

"name": "csi-plugin"
b A

"name": "csi-provisioner"
b A

"name": "logtail-ds",

"config": "{\"IngressDashboardEnabled\":\"true\"}"
oo A

"name": "ack-node-problem-detector",
"config": "{\"sls project name\":\"\"}"
b A
"name": "nginx-ingress-controller",
"config": "{\"IngressSlbNetworkType\":\"internet\"}"

1y

"node port range": "30000-32767",
"login password": "Hellol234!",
"cpu policy": "none",

"master count": 3,

"master vswitch ids": ["vsw-bplhl204i9z7sbmy*****" = "ysw-bplhl204i9z7sbmy*****",
h1204i9z7sbmy*****"],

"master instance types": ["ecs.cb6e.large", "ecs.cb6e.large", "ecs.cbe.large"],

"master system disk category": "cloud essd",

"master system disk size": 120,

"vsw-bpl
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"runtime": {
"name": "Sandboxed-Container.runv",
"version": "2.1.0"
e
"worker instance types": ["ecs.ebmc5s.24xlarge"],

"num of nodes": 1,
"worker system disk category": "cloud essd",

"worker system disk size": 120,

"worker data disks": [{
"category": "cloud efficiency",
"size": "200",

"encrypted": "false",
"auto snapshot policy id": ""
.
"vpcid": "vpc-bplgxh70jnkll2vg****x",
"worker vswitch ids": ["vsw-bplhl204i9z7sbmy*****"],
"is enterprise security group": true,
"container cidr": "172.23.0.0/16",
"service cidr": "172.21.0.0/20"

1EERE R4
xML &

<cluster id>cb95aa626a47740afbf6aa099b650****</cluster id>
<task 1d>T-5a54309c80282e39ea00002f</task id>
<request id>687CS5BAA-D103-4993-884B-C35E4314A1El</request id>

JsoN &=

"cluster id": "cb95aa626a47740afbf6aa099b650****",
"task id": "T-5a54309c80282e3%9ea00002f",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1E1"

B2 ERTerwayMEHEH IR LT ERZEDEEHTH

@ B MREAEETerwayMELBIMERE,  pod vswitch ids AMEBE,

HRRB
POST /clusters HTTP/1.1
DHFRK
{
"cluster type": "Kubernetes",
"name": "webService",
"region id": "cn-hangzhou",

"disable rollback": true,
"timeout mins": 60,

"kubernetes version": "1.18.8-aliyun.1",
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"snat entry": true,
"endpoint public access": false,
"cloud monitor flags": true,

"deletion protection": false,

"proxy mode": "ipvs",
"timezone": "Asia/Shanghai",
"tags": [],
"addons": [{
"name": "terway-eniip",
"config": "{\"IPVlan\":\"false\", \"NetworkPolicy\":\"false\"}"
b A
"name": "arms-prometheus"
b A
"name": "csi-plugin"
boo A
"name": "csi-provisioner"
b A
"name": "logtail-ds",
"config": "{\"IngressDashboardEnabled\":\"true\"}"
b A
"name": "ack-node-problem-detector",
"config": "{\"sls project name\":\"\"}"
b A
"name": "nginx-ingress-controller",
"config": "{\"IngressSlbNetworkType\":\"internet\"}"

i

"node port range": "30000-32767",

"pod vswitch ids": ["vsw-bple5819t8dl8ulcrpgkm"],
"login password": "Hellol234!",

"cpu policy": "none",

"master count": 3,

"master vswitch ids": ["vsw-bplhl204i9z7sbmy***xx",6 "vsw-bplhl204i9z7sbmy*****"  "ysw-bpl
h1204i9z7sbmy*****"],

"master instance types": ["ecs.cb6e.large", "ecs.cb6e.large", "ecs.cbe.large"],

"master system disk category": "cloud essd",

"master system disk size": 120,

"runtime": {
"name": "Sandboxed-Container.runv",
"version": "2.1.0"
o
"worker instance types": ["ecs.ebmc5s.24xlarge"],

"num of nodes": 1,
"worker system disk category": "cloud essd",

"worker system disk size": 120,

"worker data disks": [{
"category": "cloud efficiency",
"size": "200",

"encrypted": "false",
"auto_ snapshot policy id": ""
oy
"vpcid": "vpc-bplgxh70jnkl12vg273jg7",
"worker vswitch ids": ["vsw-bplhl204i9z7sbmy*****"],
"is enterprise security group": true,
"service cidr": "172.21.0.0/20"
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"cluster type":"Kubernetes",

"name" : "webService-terway",

"region id":"cn-beijing",

"disable rollback":true,

"timeout mins":60,

"kubernetes version":"1.14.8-aliyun.1",

"snat entry":true,

"endpoint public_ access":true,

"ssh flags":true,"cloud monitor flags":true,

"deletion protection":false,

"proxy mode":"ipvs",

"tags":[1,

"addons": [{"name":"terway-eni"}, {"name":"flexvolume"}, {"name":"alicloud-disk-controller"}
, {"name" :"logtail-ds", "config":"{\"IngressDashboardEnabled\":\"false\"}"}, {"name": "ack-node
-problem-detector", "config":"{\"sls project name\":\"\"}"}, {"name":"nginx-ingress-controlle
r","config":" {\"IngressSlbNetworkType\":\"internet\"}"}],

"os type":"Linux",

"platform":"CentOS",

"node port range":"30000-32767",

"pod vswitch ids":["vsw-2zete8s4qocqgOmEe****"],

"key pair":"sian-sshkey",

"cpu policy":"none",

"master count":3,

"master vswitch ids":["vsw-2zed90q9inwtuyfzdx*x*x",6 "vsw-2zed90g9inwtuyfzd****",K "vsw-2zed90
g9inwtuyfzd****"],

"master instance types":["ecs.il.4xlarge","ecs.il.4xlarge","ecs.il.4xlarge"],

"master system disk category":"cloud ssd",

"master system disk size":120,

"runtime": {"name" :"docker", "version":"18.09.2"},

"worker instance types":(["ecs.il.4xlarge"],

"num of nodes":1,

"worker system disk category":"cloud efficiency",

"worker system disk size":120,

"vpcid":"vpc-2zecuub2b9zw7a7gnn2tv",

"worker vswitch ids":["vsw-2zed90g9inwtuyfzd****"],

"is enterprise security group":true,

"service cidr":"172.21.0.0/20"

ERIREIRA
ML A&
<cluster id>cb95aa626a47740afbf6aa099b650****</cluster id>

<task 1d>T-5a54309c80282e39€a00002f</task id>
<request id>687C5BAA-D103-4993-884B-C35E4314A1El</request id>

JSON &2
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"cluster id": "cb95aa626a47740afbf6aa099b650****",
"task id": "T-5a54309c80282e3%ea00002f",
"request id": "687CS5BAA-D103-4993-884B-C35E4314A1E1"

HiRD
RS E T L EEESHIRG.
FRERIR

e SDK

2R NERESHIESHSOK, FHEREEIAPEMMEZNRARS, EHEER
A

P, ERREFHNERWIE, FHIESNSDKSE I EE,

OpenAPI Explorer
RiER, TMARIRAP, ELGLTIR, BEHSERTRITHSDKLERE,
FEZCL
MEAB-EENEETR, TEIRIARARNERSNMERTRMRS, BRRE, RELRFE

$0

9.1.6. BIZIRERE REZ 2P Kubernetes 8%

B A CreateClusterf| B — MrERERZ £ D Kubernetes&EEE,
Bk

O] LAfEOpenAPI Explorerh HiIE1Ti%#E 0, REXTHESENEN., BITMINE, OpenAPlExplorera]
PAB sh 4 i SDKR B /R .

BERIEZX

POST /clusters HTTP/1.1
Content-Type:application/json

{

"addons" : [ {

"name" : "String",

"config" : "String",

"disabled" : Boolean
b1,
"cloud monitor flags" : Boolean,
"cluster type" : "String",
"container cidr" : "String",
"cpu policy" : "String",
"deletion protection" : Boolean,
"disable rollback" : Boolean,
"endpoint public_access" : Boolean,
"is enterprise security group" : Boolean,
"key pair" : "String",
"kubernetes version" : "String",
"login password" : "String",

)& FISDKIA
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"name" : "String",
"node cidr mask" : "String",
"node port range" : "String",
"num of nodes" : Long,
"pod vswitch ids" : [ "String" 1],
"proxy mode" : "String",
"region id" : "String",
"runtime" : {

"name" : "String",

"version" : "String"
o
"service cidr" : "String",
"security group id" : "String",
"snat entry" : Boolean,
"ssh flags" : Boolean,
"tags" : [ {

"key" : "String",

"value" : "String"
b}l
"taints" : [ {

"key" : "String",

"value" : "String",

"effect" : "String"
b}l
"timeout mins" : Long,
"user data" : "String",
"vpcid" : "String",
"vswitch ids" : [ "String" 1],
"worker auto renew" : Boolean,
"worker auto renew period" : Long,
"worker data disks" : [ {

"category" : "String",

"size" : Long,

"encrypted" : "String",

"auto snapshot policy id" : "String"

b}l

"worker vswitch ids" : [ "String" 1],
"worker instance types" : [ "String" 1],
"worker system disk category" : "String",
"worker system disk size" : Long,

"worker instance charge type" : "String",
"worker period unit" : "String",

"worker period" : Long,

"zone id" : "String"

B RBodyB#

99

> MA4RRA: 20220704



A RS Kubernetesh

APIBE- 5

B

addons

Array

[{"name":
"terway-
eniip","config":
"M, {"name":
"logtail-
ds","config": "
{\"IngressDashbo
ardEnabled\":\"tr
ue\" \"sls_project
_name\":\"your_
sls_project_name
\'p,
{"name":"nginx-
ingress-
controller","confi
g":"
{\"IngressSlbNet
workType\":\"int
ernet\"}'}]

e
B
it

Kubernetes&E B R 2= AHFI 3% :
o HHEWSH:
o name :LlZ\iio
© config : T, BUEAZRER
LEERE.
© disabled : O], 2EEIEE
INRE,
o MM ik, E&Flannelfl

TerwayW RN EEE, SIZERN
i,

o Flannelf&: [{"name" :"flann
el"’"config":""}] °

o Terway£: [{"name": "terw
ay-eniip","config": "\"IPVla

n\":\"false\""}] .

o FHEEM: Wik, XIFCSIFD
FlexVolume & Ay |

© csi fEME:  [{"name":"csi-p

lugin", "config": ""}, {"name"
: "csi-provisioner", "config"

: ulv}] o

© flexvolume ¥EfF: [{"name"
: "flexvolume","config": ""}

I o

o BERAM: TIE,

QD & NRAARESES
B, 5k A R R I AL,

o {EFHBASLS Project:  [{"name":
"logtail-ds","config": "{"In
gressDashboardEnabled" :"true
","sls project name":"your s
1s project name"}"}] o

o BIFEHBISLS Project:  [{"name":
"logtail-ds","config": "{"In
gressDashboardEnabled":"true

"M

® Ingress: o[, BAUAFF/EZREIngress
2B nginx-ingress-controller:
o ZEIngressHEFZAM: [{"na
me" :"nginx-ingress-controlle
r","config":"{"IngressSlbNet

workType":"internet"}"}] o
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e = .0 AZ&Eingress:  [{"name": "ngi
B B3] EEWIE ~E iR )
nx-ingress-controller", "conf
ig": "","disabled":
true}] o

o Hifduh: Tk, BINFE. SHPL
B KubernetesBHFEME. &if.
HEEEES .. KubernetesE ity X EX
BLogstorefE0O RN R EE, X FRER
BHNELER, BSLOEHERKSS
B,

FREHHL:  [{"name":"ack-no
de-problem-detector", "config":
"{\"sls project name\":\" your

_sls project name\"}"}] .

SHETRERKIE G, BUE:
L4 true : EBHAREREREN,

Boolean B true o false : ERLETUREH,

2NE: false o

cloud_monitor_
flags

ManagedKuberne — &EfE, fIRIMERERTSDAEER
tes B, R#E% ManagedKubernetes

falit

cluster_type String

PodMZEHIHEER, RBEFVPCRIER PSR, X
ERRFEOZEVPCH, 2RINER
172.16.0.0/16 M, HEIEFlannel /%%
HRMERT, ZFRANIE,

iy

container_cidr String 172.20.0.0/16

TRCPUEIRREE, SEBRAETI2.6K
PAE B FF AT A SRS :
o static : RFATRELEERELER
TRAFEBIPod T T 15 58 89 CPUSR AT AN
none i,
® none : FRBAIEHEIACPURE
MAR.

2NE: none ,

7|

cpu_policy String

SRR EHEEHEMBRZRP, HILEEE
A APIRMIBREERE . BUE:

*  true : EHABEEMREF.

Boolean & true o false : ERARFEEEMRKRE
.

ZNE: false

deletion_prote
ction
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B

disable_rollbac
k

endpoint_publi
c_access

is_enterprise_s
ecurity_group

key_pair

kubernetes_ver
sion

login_passwor
d

name

node_cidr_mas
k

node_port_ran
ge

num_of_nodes

Boolean

Boolean

Boolean

String

String

String

String

String

String

Long

O
B
&

Jalil

iy

falit

el

iy

iy

el

THIE

true

true

true

secrity-key

1.16.9-aliyun.1

Hello@1234

cluster-demo

25

30000~32767

i

[

EHUBRRMEREER, BE:

o true @ EEHUBERMEEZ.

® false : SHCIBREMAEIZR,
ZUAME:  false .
BFBZAMAPI Server, BUE:

o true @ FRRFMARMAPI Server,

e false : RRASEIEAMEIAPI
Server, {XBI3EFAMBIAPI Server,

FKiNE: true o

WO

st fkeed, 3
security_group_id A =42, Terway
MERBER, DRIEENCUREA,
L true : BEICIERIREZESH,

e false : AEEIELVHELZS
48,
FiNE:

false o

BHNEWR, M login password =
®E—,
EBIRA, SKubernetesit KEL IRAZ
BF—H., BIERRWEREA, BFREE,
HKINEREIIRA . BRTE T LATEACKER G
AR RITRANER, BolLl@Eis
AP EftiKubernetesfR R&EEE, XF
ACKIZ#FHIKuberneteshi s, &2

M KuberneteshR A & #E 5 .

SSHERZ, M key pair Zik—,
BBANAB~30MFR, BELFANEE
= ((RKINEFE. HFNRERFS) .

ERHER., BEAN: HHF. XF. &
NEFEMHENL () A, KETBE1~63
NFERF, BEARBERERIZ (-) FFk.

T RIPHE, BiIiEEMEHCIDRRIEEIP
B2, AxtFFlannel MR LRI LR
o

BRINME: 25,

TRESKEOEE. RETEA
[30000,65535],

Worker$s m#1, SEEZ[0,100],
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B

pod_vswitch_id

S

proxy_mode

region_id

runtime

security_group
_id

service_cidr

Array of
String

String

String

runtime

String

String

O
B
&

7|

iy

el

Jalil

iy

falit

THIE

VSW-
2ze97jwri7ceiOm
pW****

ipvs

cn-beijing

{"name":
"Sandboxed-
Container.runv",
"version": "2.2.0"}

sg-
bp1bduedqcig7k

*kkk

172.21.0.0/20

iR
PodBY EEHAR T
®@ B TerwayMZEEBNWRE

BE pod vswitch ids o

BEEAG— D REUBNEEED
— MR TR XA Pod EIAKREN, HE
AEEET R vswitch BE,

kube-proxyf{ &, %
% iptables # ipvs BWHEI,

AR ipvs

ERFFTERMIID,

EHNARIZTH, XI5 Sandboxed-
docker Wz
78, BIAA docker , runtimefliE
PAR2MER:

. BRIBTHAR.

D BREREBTERAK,

Container.runv

o name

L4 version

) i%’ EORRSDEERNT
=T, BBk Sandboxed-

Container.runv ,

BDBBITHIRA, RAARIIR, XFZ
LPBETHNNEEIFE, Belze)
FIZTHEMICR.

FREARSACIEEENTERERS
HID, EHTREDMARLRSE,
M is enterprise security group

ZiE—,

ServiceMZ& ik B, ABEFIVPCWER &
PodMZME NS, HEBRRFZENEIE
VPCEY, ERIAEFA172.19.0.0/20M &,
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B B3] EEWIE A iR
EENMEEESNAT:
o HEBVPCEHRIAMKERN, RERN
false .
o HEBVPCREEH A MKEL:
o ®RENAN true , F/RBCESNAT,
i E IS N TZEZS
snat_entry Boolean =5 true
o RENAN false , RRABRE
SNAT, LB AREEHRIAMKE,
MEENRAFTERTAN, BNEE
A true .,
ZINME: false o
EEFRAMSSHEF, BE:
®  true : EFRFFHK.
ssh_flags Boolean = true _
® false : BXRAFH.
2NE: false .
tags Array = EEBIIRE,
key String & env R key-valuefyig,
value String = prod tr&key-valuedy/E.,
TREAGEE. TRNERE
taints Arra = (Toleration) HEES, JLAARESR
v = POUBARIABENT AL, TSR
B, {58 Mtaint-and-toleration
HEXRE., BUE:
e NoSchedule: POdARLIEEERIRET
TaintsH =L,
e NoExecute: —BTaint43, ZH AR
effect String 5 NoSchedule EEEETHPOdiZEBXT RiTolerateid

B, SHEHZR.

e PpreferNoSchedule: NoSchedulefy%
MR, EREPodEEIE SSNT

=kt
key String & disk_type 35 mkey-valuefy g,
value String B sshd 35 mkey-valuefy{&.,
EHOEBNIYE, 8201 s
timeout_mins Long & 60

ZINE: 60,
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B Eid) EEWIE ~E iR
lyEvdXNyL2)pbioi . .
| VEVOXNLAIROB! e iR, E2R, BERECST
user_data String = YXNoCmVjaG8glk P
hlbGXVIEFD**** SRR .
vpc-
vpcid String 2 2zeik9h3ahw2zz EEBH(E A MVPCLHIID,
95****
. . Array of vew | e it e
vswitch_ids Strin = 2ze48rkq464rsdt EIZ#SLHIID,
g S'I****II
Workerfs R 2 & /5 Bah4Ls:,
% worker instance charge type
BUEAN PrePaid BA%ER, olik{E
worker_auto_re Boolean = true N
new ° true : BEIEEH,
° false : ABmLE%,
BOANE:  true .
worker auto re WorkerB R BEH AR, JEREFEE
new _ri d - Long = 1 AfM#EERNA LN, BAKEE, BUE
CW_perio SE: (1,2,3,6,12).
worker_data_di o Workerfs REIE&ER | KNERENA
Array 2 ~
sks (=)
sp-
auto._sntapshot String & bpl4jew7ss60zz* BEIREREEID,
_policy_id rx
Worker?s m#irE LA, BE:
® cloud efficiency : BR=H,
category String = cloud_ssd ® cloud ssd : SSD=m#,
° cloud : EEE=H.
ZIANE: cloud efficiency &
EENHIESNE., BUE:
e true : NEIEEMZ,
encrypted String B false o  false : AWKIESME.
ZNE:  false
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B

size

worker_instanc
e_charge_type

worker_instanc
e_types

worker_period

worker_period_

unit

worker_system
_disk_category

String

String

Array of
String

Long

String

String

Ho
n
&

ali

Ho

Jali

iy

iy

iy

THIE

200

PrePaid

ecs.ebmg5s.24xl
arge

Month

cloud_efficiency

_.,,
i}
Bt

BIREEXN, AFEEMURGB, BETHE:
e cloud_efficiency: [20,32768]

® cloud_ssd: [20,32768]

e cloud: [5,2000]

@ P meVEBAERESG
—HAR/NF 200 GIBEIEIREEE .

Worker5 mATEEE, oIEEN:
: BFEA.
D IREMNHE,

L PrePaid
o PostPaid

BN BRENE,

Workerfs sLfIsEE

) stm  mepmErnisE
BBESESLH.

Workerfi REF BRI K,

% worker instance charge type
BUEA Prepaid WAEMEANKE
5. BUEEHE:
{1,2,3,6,12,24,36,48,60},

BOAE: 1,

WrokerTs mAT8EHE, H{TFHER
A PpPrepaid W{ERZEIEEEH., K
{B: Month , HBIRZIFUANAEH,

WorkerTi R ZRAHZLE, EUE:
L4 cloud efficiency : BT,
® cloud ssd : SSD=Z#,

BONE:

cloud ssd
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B £

worker_system

L
_disk_size ong
worker_vswitch Array of
_ids String
zone_id String
resource_gro
urce_group String

_id

0 jz 4435 K&

HTTP/1.1 200
Content-Type:application/json
{

"cluster id" : "String",
"request id" : "String",
"task id" : "String"
}
i) Bz 2 %%
I A Body S £
B E3id]
cluster_id String
request_id String
task_id String

O
B
&

7|

iy

7|

iy

wHIE

120

VSW-
2ze3dsOmdipOhd
Zsi****

e
B

Workerts SRS 2K/, BAIAGB,
BUESE R : [40,500],
@ wmE EEERNEEENE
&, BRERZESHNREATHES

FENBEXFERA/N, BDXFHE
£ Fmax{40, ImageSize},

ZNE: 120

ERTRAERANEUBNIIE, — T
RX N —ME,

cn-beijing-b SEEFTE Mg T B XID,
rg- EHFERRAID, LUARERNRE
acfm3mkrure**** =,
TBIE Hak
cb95aa626a47740afbfé
D,
aa099b650**** &
687C5BAA-D103-4993- E5KID
884B-C35E4314A1ET 1R
T_
5a54309c80282e39ea00 1£%1D,
002f

B EMAFlannel M HG I ZACKIRETEERZ 2D EEE

EXRRA

POST /clusters
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{

QEFRK

"name": "webService",
"cluster type": "ManagedKubernetes",

"disable rollback": true,

"timeout mins": 60,
"kubernetes version": "1.18.8-aliyun.1",
"region_id": "cn-hangzhou",

"snat entry": true,
"cloud monitor flags": true,
"endpoint public access": false,

"deletion protection": false,

"node cidr mask": "26",
"proxy mode": "ipvs",
"tags": [],
"timezone": "Asia/Shanghai",
"addons": [{
"name": "flannel"
oo A
"name": "sandboxed-container-controller"
oo A
"name": "csi-plugin"
oo A
"name": "csi-provisioner"
oo A
"name": "logtail-ds",
"config": "{\"IngressDashboardEnabled\":\"true\"}"
boo A
"name": "ack-node-problem-detector",
"config": "{\"sls project name\":\"\"}"
boo A
"name": "nginx-ingress-controller",
"config": "{\"IngressSlbNetworkType\":\"internet\"}"
oo A
"name": "arms-prometheus"
o
"runtime": {
"name": "Sandboxed-Container.runv",
"version": "2.1.0"
by
"worker instance types": ["ecs.ebmc5s.24xlarge"],

"num of nodes": 3,

"worker system disk category": "cloud essd",

"worker system disk size": 120,

"worker data disks": [{
"category": "cloud efficiency",
"size": "200",

"encrypted": "false",

"auto_ snapshot policy id": ""
oy
"worker instance charge type": "PostPaid",
"vpcid": "vpc-bplgxh70jnkll2vqg27jg7",
"container cidr": "172.23.0.0/16",
"service cidr": "172.21.0.0/20",
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"vswitch ids": ["vsw-bplhl204i9z7sbmy*****"],
"login password": "Hellol234!",

"logging type": "SLS",

"cpu _policy": "none",

"is enterprise security group": true

[ERIRERA
ML A&
<cluster id>cb95aa626a47740afbf6aa099b650****</cluster id>

<task 1d>T-5a54309c80282e39ea00002f</task id>
<request id>687C5BAA-D103-4993-884B-C35E4314A1El</request id>

JSoN &

"cluster id": "cb95aa626a47740afbf6aal9%b650****",
"task id": "T-5a54309c80282e39ea00002f",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1EL"

P2 ERTerwayMZEH I BACKIRER EIRZ 2DV EERH

@ B MEEEETerwayMEXBMER,  pod vewitch ids HNESH,

ERRG

POST /clusters HTTP/1.1
AHFRK
{
"name": "webService",
"cluster type": "ManagedKubernetes",
"disable rollback": true,
"timeout mins": 60,
"kubernetes version": "1.18.8-aliyun.l1",
"region id": "cn-hangzhou",
"snat entry": true,
"cloud monitor flags": true,
"endpoint public access": false,
"deletion protection": false,
"proxy mode": "ipvs",
"tags": [],
"timezone": "Asia/Shanghai",
"addons": [{
"name": "terway-eniip",
"config": "{\"IPVlan\":\"false\", \"NetworkPolicy\":\"false\"}"
b A
"name": "sandboxed-container-controller"
b A

"name": "csi-plugin"
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b A

"name": "csi-provisioner"
b A

"name": "logtail-ds",

"config": "{\"IngressDashboardEnabled\":\"true\"}"
b A

"name": "ack-node-problem-detector",
"config": "{\"sls project name\":\"\"}"
oo A
"name": "nginx-ingress-controller",
"config": "{\"IngressSlbNetworkType\":\"internet\"}"
oo A
"name": "arms-prometheus"
o
"pod vswitch ids": ["vsw-bple5819t8dl8ulcrpgkm"],
"runtime": {
"name": "Sandboxed-Container.runv",
"version": "2.1.0"
by
"worker instance types": ["ecs.ebmc5s.24xlarge"],

"num of nodes": 3,
"worker system disk category": "cloud essd",

"worker system disk size": 120,

"worker data disks": [{
"category": "cloud efficiency",
"size"™: "200",

"encrypted": "false",

nn

"auto snapshot policy id":
11
"worker instance charge type": "PostPaid",
"vpcid": "vpc-bplgxh70jnkl12vg27jg7",
"service cidr": "172.21.0.0/20",
"vswitch ids": ["vsw-bplhl204i9z7sbmy*****"],
"login password": "Hellol234!",
"logging type": "SLS",
"cpu policy": "none",

"is enterprise security group": true

EFIRERA)
xML &

<cluster_ id>cb95aa626a47740afbf6aa099b650****</cluster id>
<task 1d>T-5a54309c80282e39ea00002f</task id>
<request id>687CS5BAA-D103-4993-884B-C35E4314A1El</request id>

JsoN &
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"cluster id": "cb95aa626a47740afbf6aa099b650*x**",
"task id": "T-5a54309c80282e3%ea00002f",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1E1"

HIRB
BREETLEEESBIRSG.
HEERR

e SDK

fIERATREZSHIESHSDK, HBEEREBEIAPEMME RN RMRS, HEFETERSDKEA
AP, ERBREFHEB/RIE, FIHBESNSDKSE X HHEE.

e OpenAPI Explorer
PR ZR, THALERAP, EEHSTIE, REHEEMTHITHESDKRIERE,
o [E=CL

MEZRTEENEETR, TEIHSHARARNEES MNERRMRS, HERE, RERLZFE
F

90.2. EHIMMBEEIE
A B DescribeClustersV1 & &R EACKP I B HEEER.
it

O] LAfEOpenAPI Explorerh HiIE1Ti%#E 0, REXTHESENEN., BITMINE, OpenAPlExplorera]
PAB 5 4 5 SDKA BB R4l

BERIEZX

GET /api/vl/clusters?name=String&cluster type=String&page size=Long&page number=Long HTTP/1
.1
Content-Type:application/json

BEREH
ERQuery2#
SHAMR et} A% B i8R
EREER,
name String & cluster-demo WEMN: HEF. RF. RXFHR

muk () A, KETBE1~631F
5, BARRERAERZ (-) FFk,
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https://github.com/aliyun/aliyun-cli
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AE RS KuberneteshR APIZE- 5

SHEWR e BEBIE il W83

EREA, BE:
° Kubernetes : EEREEE,

®  ManagedKubernetes : GIFE
ERRERE. Serverless&EEE, WEE
B,

e Ask : Serverless&EEf,

cluster_type String = Kubernetes
®  ExternalKubernetes : jEfft
=338
Ho&ifServerlessER I ER LR S
HEEE, BURTFEIZEServerless&ERE
R ERE,
page_size Long = 10 BRERMERE.
page_number Long 5 3 ELIpREN
EERIINR, HERRAE
# ManagedKubernetes B, &i¥
SRR ERRR, BE:
° Default : IEEREEE,
profile String &= Default ® Serverless : Serverless&
B,
o Edge : DZREEEE,
KNEAZE, BUETTIAR, AEH
ABEIZFEHTEIR.
ERIAE, HEBRRE
# ManagedKubernetes B, &Y
SRR OEENER, BUE:
L4 ack.pro.small : EWIEEE
cluster_spec String & ack.pro.small Bf, BIACK Proh&eE,
®  ack.standard : fREEEE
B,
KNEAZE, BUETTIAE, AEN
RBIiZFEHTEIR,
o \ﬁ\ﬂ' o oo M -
region_id String &= cn-hangzhou REbM, BURELFR, TULRE

HiZ i T HERSIER,

[PVRYSE297.3
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HTTP/1.1 200 OK
Content-Type:application/json
{

"clusters" : [ {
"cluster id" : "String",
"cluster type" : "String",
"created" : "String",
"init version" : "String",
"current version" : "String",
"next version" : "String",
"deletion protection" : Boolean,
"docker version" : "String",
"external loadbalancer id" : "String",
"master url" : "String",
"meta data" : "String",
"name" : "String",
"network mode" : "String",
"private zone" : Boolean,
"profile" : "String",
"region id" : "String",
"resource group id" : "String",
"security group id" : "String",
"size" : Long,
"state" : "String",
"subnet cidr" : "String",
"tags" : [ {
"key" : "String",
"value" : "String"
b1
"updated" : "String",
"vpc_id" : "String",
"vswitch id" : "String",
"worker ram role name" : "String",
"zone id" : "String",
"cluster spec" : "String",
"maintenance window" : {
"enable" : Boolean,
"maintenance time" : "String",
"duration" : "String",
"weekly period" : "String"

}
} 1 4

"page info" : {

"page number" : Integer,
"page size" : Integer,
"total count" : Integer

0 j 2 £

0 fZBody&#§
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SHEWR

clusters

cluster_id

cluster_type

created

init_version

current_version

next_version

deletion_prote
ction

docker_version

external_loadb
alancer _id

String

String

String

String

String

Boolean

String

String

il

c3fb96524f9274b44
95df0of12a6b5****

Kubernetes

2020-08-
20T10:51:29+08:00

1.16.9-aliyun.1

1.16.9-aliyun.1

1.18.8-aliyun.1

true

19.03.5

lb-
2vcrbmlevo6kjpgch*

*k%k

HiEA

ERERIIE.

E£BID,

SEXR, BE:

®  Kubernetes : LEHEIREE.

®  ManagedKubernetes : JEEMREEEE,
e Ask : Serverless&EE¥,

® FExternalKubernetes : JFAFEEEE,

RO,

EBERA, SKubernetestt XE & RARIF—
B, BNEBRRNIRA, EREE, BAMERAR
AR

HRIACKEEFI iR i & HKubernetes fR A Y
B, MO LUBIEAPIBIZE E i KuberneteshR 4
&R, AKX Kuberneteshi A&, &2

M KuberneteshRA & L5,

ERF AR,

SR ARIRA.,

ERMBRIE, i@ S APIRM e
B, BE:

°  true : SRASEEMRRF, BREEIRE
IS AP BREERE,

e false : AZHEEMRER, WaaEd
5 S AP IS EEEE

&EB¥DockerfR A,

& B hingress SLBLA,
ZOAHIAAS: MERERIERY (slb.sT.small) .
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APIBE - B H[ERRFZKuberneteshr

SHEWR £ Bl WiEA

{\"api_server_endpoi

MNENNTATINUraNet_ o b Servers gt 4 R MM

master_url String api_server_endpoint A
\"\"https://192.16 = CAMIEEIL
8.0.251:6443\"}
) {\"Addons\": R
EE.
meta_data String [\"config\"*+¥} SR TTHURS
EBEER,
name String cluster-demo WEMN: HEF. XRF. EXFRHAENE
(-) Ep, KEBE1~63MFER, BARsEE
X% (-) Fk.
SEREMAEN, BUE:
® classic : REALE,
network_mode String vpc e vpc : EEAME,
® overlay : SN,
® calico : CalicoM#,

£ E{Private Zoneft &, BUE:

private_zone Boolean false e true : /SHPrivate Zone,

e false : REHPrivate Zone,

BRI, BUE:

profile String Default o rdge : NFITEIREEE,
o Default : IFBHITEIREEE,
region_id String cn-beijing EEBEPTTEMIRID,
FESOUICE_OMOUP string 9" . EBEEAD,
_id acfmyvw3wjm****
securit rou °9
. y-_grotp_ String 2vcgwsrwgtsmpOyi*  EEERLAID,
*k%k

size Lon 5 ERYATRHE, E8MasterBTRUK

9 Workerts &,
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SHAMR ESid]

state String
subnet_cidr String

tags Array of tag
updated String
vpc_id String
vswitch_id String

worker_ram_rol

Strin
e _name 9

zone_id String

Bl

running

172.21.0.0/16

2020-09-
16T11:09:55+08:00

vpc-
2vcg932hsxsxugbgl*

*k%k

VSW-
2vc41xuumx5z2rdm
a**** VSW_

2vc41xuumx5z2rdm

Fkkk
a

KubernetesworkerR
ole-ec87d15b-edca-
4302-933f-
c8al6bfo****

cn-beijing-b

HEA

EBZTRE, BUE:

e initial : EBSIEP,

e failed : EHBAIEXNK.

® running : EBETH,

® updating : EBFEKG,

° updating failed : SEEFREM.
® scaling : SEEMESHED.

e stopped : EEEZEFIET.

®  deleting : SEEMRD,

® deleted : EHELZWMRR.

® delete failed : EEMIRKM.

PodmZititit B, HARBRNMBEME, BILL
TREREFM:

® 10.0.0.0/8
® 172.16-31.0.0/12-16
® 192.168.0.0/16

REESVPCRVPCH E B KubernetesE&E & A Y
MEREE, SIERINEREEEK.

X TFEBMEML, BESHVPCTFKubernetesty
W25 ik ER ALK

ERRIRINE,

LT,

ERTAMEKD, SIBREHITMNE,

REPSBAID, BIEEREA Ol IEE1~3 D EMIR
B, ARIEERSUH, BERARTAK
B ASRIRA

Worker RAMB R, 1BINECSSLHINEERE
wokerti s,

S FRETRAKXID,
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SHEWR

cluster_spec

maintenance_w
indow

page_info

page_number

page_size

total count

String

maintenance_w
indow

Object

Integer

Integer

Integer

ERRBERIIERRY

BHRRA

GET /api/vl/clusters HTTP/1.1

Host:cs.aliyuncs.com

Content-Type:application/json

1EER[E R A)
xML &I

il

ack.standard

20

50

HiEA

FEEMEREE, muiEEEE:
L ack.pro.small : EWITELEEE,
° ack.standard : FREIEEEE,

ERMPED, ZWEREZTWRERPER.

BRI,

HRBH,
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeClustersV1Response>
<clusters>
<cluster id>c3fb96524£9274b4495df0f12a6b5****</cluster id>
<cluster type>Kubernetes</cluster type>
<created>2020-08-20T10:51:29+08:00</created>
<init version>1.16.9-aliyun.1</init version>
<current version>1.16.9-aliyun.l</current version>
<next version>1.18.8-aliyun.l</next version>
<deletion protection>true</deletion protection>
<docker version>19.03.5</docker version>
<external loadbalancer id>lb-2vcrbmlevo6kjpgch****</external loadbalancer id>
<master url>{\"api server endpoint\":\"\",\"intranet api server endpoint\":\"https:
//192.168.0.251:6443\"}</master url>
<meta data>{\"Addons\":[{\"config\":***}</meta data>
<name>cluster-demo</name>
<network mode>vpc</network mode>
<private zone>false</private zone>
<profile>Default</profile>
<region id>cn-beijing</region id>
<resource group id>rg-acfmyvw3wjm****</resource group id>
<security group id>sg-2vcgwsrwgtSmpOyi****</security group id>
<size>5</size>
<state>running</state>
<subnet cidr>172.21.0.0/16</subnet cidr>
<tags>
<key>env</key>
<value>prod</value>
</tags>
<updated>2020-09-16T11:09:55+08:00</updated>
<vpc_id>vpc-2vcg932hsxsxugbgl****</vpc id>
<vswitch_id>vsw—2vc4lxuumx522rdma****,vsw—2vc4lxuumx522rdma****</vswitch_id>
<worker ram role name>KubernetesWorkerRole-ec87dl5b-edca-4302-933f-c8albbf0****</wo
rker ram role name>
<zone id>cn-beijing-b</zone id>
<maintenance window>
<enable>false</enable>
<maintenance time>03:00:00Z</maintenance time>
<duration>3h</duration>
<weekly period>Monday, Thursday</weekly period>
</maintenance window>
</clusters>
<page info>
<page number>3</page number>
<page size>20</page size>
<total count>50</total count>
</page_info>

</DescribeClustersV1Response>

JsoN 1&T
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HTTP/1.1 200 OK
Content-Type:application/json
{
"clusters" : [ {
"cluster id" : "c3fb96524£9274b4495df0f12a6b5****",
"cluster type" : "ManagedKubernetes",
"created" : "2020-08-20T10:51:29+08:00",
"init version" : "1.16.9-aliyun.l",
"current version" : "1.16.9-aliyun.1",
"next version" : "1.18.8-aliyun.1",
"deletion protection" : true,
"docker version" : "19.03.5",
"external loadbalancer id" : "lb-2vcrbmlevo6kjpgch**x*'",
"master_url” : "{\\\"api_server_ endpoint\\\":\\\"\\\",\\\"intranet api_ server_ endpoint\
\N\":\\\"https://192.168.0.251:6443\\\"}",
"meta data" : "{\\\"Addons\\\":[{\\\"config\\\":***}",
"name" : "cluster-demo",
"network mode" : "vpc",
"private zone" : false,
"profile" : "Default",
"region id" : "cn-beijing",
"resource group id" : "rg-acfmyvw3wjm****",
"security group id" : "sg-2vcgwsrwgtSmpOyixxxx'",
"size" : 5,
"state" : "running",
"subnet cidr" : "172.21.0.0/16",
"tags" : [ {
"key" : "env",
"value" : "prod"
}ly
"updated" : "2020-09-16T11:09:55+08:00",
"vpc id" : "vpc-2vcg932hsxsxugbgl*xxx!,
"vswitch id" : "vsw-2vcdlxuumx5z2rdma****, vsw-2vc4lxuumx5z2rdma*xx ",
"worker ram role name" : "KubernetesWorkerRole-ec87dl5b-edca-4302-933f-c8al6bfOx**x",
"zone id" : "cn-beijing-b",
"cluster spec" : "ack.standard",
"maintenance window" : {
"enable" : false,
"maintenance time" : "03:00:00z",
"duration" : "3h",
"weekly period" : "Monday,Thursday"
}
}o1,
"page_info" : {
"page number" : 3,
"page size" : 20,
"total count" : 50

HixE
IS L EE B S HIEE.
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RAERERR
o SDK

MR = ARIRMESHIESHISDK, BHARRFEBEISAPERFE SN RRS, EEEERASDKGEAR
APl, E&REBFHEZWIE,

e OpenAPI Explorer
BRiERR, JREEIRHAP, EEHIITIE, BEHEEMRTHRITHSDKICE RS,
o [TEZRCL

MEZRFEENEETR, TEIGKSHANNEES MNERFRMRS, HERE, RELZFE
F

D BY [=
9 . 3 . B ﬂ % IGN
I A DescribeClusterDetail, RIFERIDEEEHIIEAMEE.
1t

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBITESZWEM, BT INE, OpenAPlExplorera]
DERESADIGR TR

ERIEX

GET /clusters/ClusterId HTTP/1.1

Tl

Content-Type:application/json

BRESH
BERPath2#
SHER ESid] ERNIE il WiEA
cddelf21ae22e
Clusterld String = 483ebcb068a6e £EID,
b7 fxe

0 7 4 95 3%
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HTTP/1.1 200
Content-Type:application/json
{

"cluster id" : "String",
"cluster type" : "String",
"created" : "String",
"init version" : "String",
"current version" : "String",
"next version" : "String",
"deletion protection" : Boolean,
"docker version" : "String",
"external loadbalancer id" : "String",
"meta data" : "String",
"name" : "String",
"network mode" : "String",
"region id" : "String",
"resource group id" : "String",
"security group id" : "String",
"size" : Long,
"state" : "String",
"tags" : [ {
"key" : "String",
"value" : "String"
bl
"updated" : "String",
"vpc_id" : "String",
"vswitch id" : "String",
"subnet cidr" : "String",
"zone id" : "String",
"master url" : "String",
"private zone" : Boolean,
"profile" : "String",
"cluster spec" : "String",
"worker ram role name" : "String",
"maintenance window" : {
"enable" : Boolean,
"maintenance time" : "String",
"duration" : "String",
"weekly period" : "String"

U] i 2 450

08 i Body&#§
SHAER ESic) Bl iR
. . c82e6987e29614511
cluster_id String 82edacd74faf E£EID,
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SHEWR

cluster_type

created

init_version

current_version

next_version

deletion_prote
ction

docker_version

external_loadb
alancer_id

meta_data

name

String

String

String

String

String

Boolean

String

String

String

String

Bl

Kubernetes

2019-11-
25T15:50:20+08:00

1.16.6-aliyun.1

1.16.6-aliyun.1

1.18.8-aliyun.1

true

19.03.5

lb-
2ze3buguz3gx9920

*hkK
Z

\"AddOnS\" <k

cluster-demo

HEA

SRR, BE:

®  Kubernetes @ LEEIREE.

®  ManagedKubernetes : IEERREERE,
e Aask : ServerlessfEf,

° ExternalKubernetes : jEMF&EEE,

SRR,

EBRRILIRA.

EBUETIRAN, ACKSZIFiKuberneteshi A, &
2 IKuberneteshR AR & FHE 1A,

ERARMRA.,

ERMBREIP, BIEIT iR & AP M bREE
B, BUE:

°  true : BRAEBEMBREP, BREETE
HI B AP BREERE

* false : ANBHEEEMBREF, NEET
R S SAPIIBREERE ,

&2 hfDockerhi A,

£ 8¢ Ingress SLBSLAIID,

ERTHRER.
EBAR,

WEMN: BHF. RF, EXEHHELNE
(-) Em, KEEE1~631MFER, BREELE
e (-) Fk.
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APIBE- B A =RIRSS Kubernet eshi
SHEWR B3] w5l itz
ERMEZES, BUE:
® classic @ RBEARLE,
° vpc EEME,
etwork_mode Strin vpc
n - 9 P e overlay : ENMMNZ,
® calico : CalicoM%g,
HNE: vpC o
region_id String cn-beijing EEBEFREMIRID,
rgsource_group String rg- . =R A D,
_id acf myvw3wjm****
isdecurlty_group_ String 5Q-25yq**** EHRLAID,
size Long 5 ST R, 88Masteri A kWorkerF =,
EBBITRE, BUE:
e initial : EBBIED,
o failed : EBOIELM,
° running : EEBHE{TH,
o updating : EEARD,
® updating failed : EBFARKM,
state String running ® scaling : EEM4gEd,
® waiting : FRFEARS.
o disconnected : BIFFIRES,
L stopped : EHBZEFEIIET,
° deleting : EEEEMIRRT,
® deleted : EEELBMIR.
® delete failed EEBEMIBREL,
tags Array of tag EHBFRE,
2020-01-
. E E\ s o
updated String 13723-01:03+08: 00 SR E YA
vpc-
vpc_id String 2zecuu62b9zw7a7q ERTAEMED, tIEREMNNNESH,
n****
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SHER £t} Al ieR
VSW-
2zete8s4qocqgOmf EMRIENID, BIEERI OlIEFE1~3PEIR
vswitch_id String 6**** ysw- i, AMREEESTH, BREEARTAK
2zete8s4qocqgOmf B RIS
6****
PodM it , HARBERNFAEME, B
TREBREFM:
e 10.0.0.0/8
® 172.16-31.0.0/12-16
subnet_cidr String 172.20.0.0/16 ® 192.168.0.0/16
RBESVPCRVPCHEBKuUbernetes&EEEE Y
MBRES, CIERNEREREN.
KTFEBENENL, HEHVPCTKuberneteshy
W £ ik R .
zone_id String cn-beijing-a SERFRETRAKID,
{\"intranet_api_serv
master url Strin er_endpoint\":\"htt SRR ML, BE R MiAIE iR Rt
- o ps://192.168.0.251: 1,
6443\"***}
& & Private Zonef2 B,
private_zone Boolean false e true : /ZHPrivate Zone,
e false : A/FHPrivate Zone,
EE7H SR ERE R
profile String Default ® Default : JFBEHREE.
° Edge : BZiH=EE,
EEIREHEE, MOtEEE:
cluster_spec String ack.pro.small ® ack.pro.small : BAIEEEE,
® ack.standard : FREREEREL.
KuberneteswWorkerR
worker_ram_rol Strin ole-ec87d15b-edca- Worker RAMB B EFR, HAXECSSLHI HERE
e_name 9 4302-933f- Woker3s &,
c8al16bfO****

maintenance_w
indow

maintenance_w
indow

EREPEORE, RETWIEERA (B1:
ACK ProfREEEE) &R,
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APIBE- S5 REEREKuberneteshR

BEHACKEHE R R
&SRB

GET /clusters/cddelf2lae22e483ebcb068abeb7f**** HTTP/1.1
Content-Type:application/json

1E &R B 7R
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<cluster id>c82e6987e2961451182edacd74faf****</cluster id>
<cluster type>Kubernetes</cluster type>
<created>2019-11-25T15:50:20+08:00</created>
<init version>1.16.6-aliyun.1</init version>
<current version>1.16.6-aliyun.l</current version>
<next version>1.18.8-aliyun.l</next version>
<deletion protection>true</deletion protection>
<docker version>19.03.5</docker version>
<external loadbalancer id>1b-2ze3buguz3gx9920z****</external loadbalancer id>
<meta data>\"Addons\":***</meta data>
<name>cluster-demo</name>
<network mode>vpc</network mode>
<region id>cn-beijing</region id>
<resource group id>rg-acfmyvw3wjm****</resource group id>
<security group id>sg-25yg****</security group id>
<size>5</size>
<state>running</state>
<tags>
<key>env</key>
<value>prod</value>
</tags>
<updated>2020-01-13T23:01:03+08:00</updated>
<vpc id>vpc-2zecuu62b9zw7algn****</vpc id>
<vswitch id>vsw-2zete8s4gocqgOmfe****, vsw-2zete8sdgocqgOmf6****</vswitch id>
<subnet cidr>172.20.0.0/16</subnet cidr>
<zone id>cn-beijing-a</zone id>
<master url>{\"intranet api server endpoint\":\"https://192.168.0.251:6443\"***}</master ur
1>
<private zone>false</private zone>
<profile>Default</profile>
<cluster spec>ack.pro.small</cluster spec>
<worker ram role name>KubernetesWorkerRole-ec87dl5b-edca-4302-933f-c8alebf0****</worker ram
_role name>
<maintenance window>
<enable>false</enable>
<maintenance time>03:00:00Z</maintenance_ time>
<duration>3h</duration>
<weekly period>Monday, Thursday</weekly period>

</maintenance window>
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JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"cluster id" : "c82e6987e2961451182edacd74fafx ***",
"cluster type" : "Kubernetes",
"created" : "2019-11-25T715:50:20+08:00",
"init version" : "1.16.6-aliyun.l",
"current version" : "1l.16.6-aliyun.l",
"next version" : "1.18.8-aliyun.1",
"deletion protection" : true,
"docker version" : "19.03.5",
"external loadbalancer id" : "lb-2ze3buguz3gx9920z****x",
"meta data” : "\\\"Addons\\\":***",
"name" : "cluster-demo",
"network mode" : "wvpc",
"region id" : "cn-beijing",
"resource group_ id" : "rg-acfmyvw3wjm****",
"security group id" : "sg-25yg****",
"size" : 5,
"state" : "running",
"tags" : [ {
"key" : "env",
"value" : "prod"
bl
"updated" : "2020-01-13T23:01:03+08:00",
"vpc_id" : "vpc-2zecuu62b9zw7algn****",
"vswitch id" : "vsw-2zete8s4gocqgOmf6****, vsw-2zete8sd4qgocqgOmfe***=*",
"subnet cidr" : "172.20.0.0/16",
"zone id" : "cn-beijing-a",
"master url" : "{\\\"intranet api server endpoint\\\":\\\"https://192.168.0.251:6443\\\"*
**}",
"private zone" : false,
"profile" : "Default",
"cluster spec" : "ack.pro.small",
"worker ram role name" : "KubernetesWorkerRole-ec87dl5b-edca-4302-933f-c8alebf0****",
"maintenance window" : {
"enable" : false,
"maintenance time" : "03:00:00z",
"duration" : "3h",

"weekly period" : "Monday, Thursday"

AR
IS L BE B S HIZ.
FRERR

e SDK

> MA4RRA: 20220704 126


https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&

APIBE- S5 REEREKuberneteshR

R ARIZMMESHIESHISDK, BHARFEEIAPERFAESN SRS, EEEERSDKGEAR
APl, ERREFHELZWIE,

e OpenAPI Explorer
RiER, TTHARIRXAP, ELGLTIR, BEANSERITRITHISDKERE,
e [EZXCL
MEABEENEETR, TEIRIARARNERSNMERTRMRS, GRRE, RELRFE

7.
0.4. BHEHRR

JE A DescribeClusterResources&iE) 5 EEBEN A RIE.
ik

RO LATEOpenAPl Explorerf %z TiZ#E 0, REXBHESZNEM ., B17HINGE, OpenAPIExplorerd]
PA B 4 i SDKAS B 7= 451,

ERIEX

GET /clusters/ClusterId/resources HTTP/1.1
Content-Type:application/json

\$ 0y kY
BREH
BRPath& £
BHER e EEWE BN A
EE5ID,
= : BELETEE
cb95a36263477 i:ﬂﬂﬁ_ﬁﬁﬂim, BENEEEH
Clusterld String 2 40afbf6aa099b mee
65**** R @I APHE

ODescribeClustersV1, &EEREB =M
STHREZNERER.

[PVRYSE297.3

HTTP/1.1 200

Content-Type:application/json

[
"cluster id" : "String",
"created" : "String",
"instance id" : "String",
"resource info" : "String",
"resource type" : "String",
"state" : "String"

bl
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0 j 2 £

0 fZBody&#§
SHAR ESid]
Array
cluster_id String
created String
instance_id String
resource_info String
resource_type String
state String

FEHACKERZRERA
&SRR

<l

cb95aa626a47740af
bf6aa099b65****

2020-09-
11T10:11:54+08:00

lb-
wz9poz4r0ymh8uOu

f****

{\"Id\":\"k8s_master
_slb\",\"Name\":\"k
8s_master_slb\" \"T
ype\":\"ALIYUN::SL
B::LoadBalancer\",\
"Status\":\"CREATE_
COMPLETE\",\"Statu
sReason\":\"state
changed\",\"Update
d\":\"2020-05-
21T13:25:02\",\"Ph
ysicalld\":\"lb-
wz9poz4r0ymh8uOu
f****\"}

ALIYUN::SLB::LoadB
alancer

CREATE_COMPLETE

EHA

BENRFI*,

£EID,

BIREIZEE,

&iRID,

BRER., XTRERNRES, BS
I ListStackResources,

BIFRS. oTiEfE:

® CREATE COMPLETE : MIIBIREIR.
® CREATE FATLED : BIEEIREKLM.

® CREATE TN PROGRESS : BIE&RT,
e DELETE FATLED : MIRREREM.

® DELETE IN PROGRESS : MHERZRD,
® ROLLBACK COMPLETE : RRII[EIR.

; BEIREM,

: BRY,

L4 ROLLBACK FAILED

o ROLLBACK IN PROGRESS
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APIBE- S5 REEREKuberneteshR

GET /clusters/cb95aa626a47740afbf6aa099b65****/resources HTTP/1.1
Content-Type:application/json

1 &R [8] 745
xML &

HTTP/1.1 200 OK
Content-Type:application/xml
<0>
<cluster id>cb95aa626a47740afbf6aa099b65****</cluster id>
<created>2020-09-11T10:11:54+08:00</created>
<instance_ id>1b-wz9poz4rOymh8uQuf****</instance_ id>
<resource_info>{\"Id\":\"k8s master_ slb\",\"Name\":\"k8s master slb\",\"Type\":\"ALIYUN
::SLB: :LoadBalancer\", \"Status\" :\"CREATE COMPLETE\", \"StatusReason\":\"state changed\",\"U
pdated\":\"2020-05-21T13:25:02\", \"PhysicalId\":\"1lb-wz9poz4r0ymh8uOuf****\"}</resource inf
o>
<resource type>ALIYUN::SLB::LoadBalancer</resource type>
<State>CREATE_COMPLETE</ state>
</0>

Json 1&T

HTTP/1.1 200 OK
Content-Type:application/json
[ {

"cluster id" : "cbS95aa626a47740afbf6aal9%b65****",

"created" : "2020-09-11T10:11:54+08:00",

"instance id" : "lb-wz9poz4rOymh8uQuf****",

"resource_info" : "{\\\"Id\\\":\\\"k8s master s1b\\\",\\\"Name\\\":\\\"k8s master slb\\\"

» M\ "Type\\\" :\\\"ALIYUN: : SLB: : LoadBalancer\\\", \\\"Status\\\" : \\\"CREATE COMPLETE\\\", \\\"
StatusReason\\\":\\\"state changed\\\", \\\"Updated\\\":\\\"2020-05-21T13:25:02\\\", \\\"Phys
1calId\\\":\\\"1b-wz9poz4rOymh8uQuf****\\\"}",

"resource type" : "ALIYUN::SLB::LoadBalancer",

"state" : "CREATE COMPLETE"
bl

HiRg
BREETLEEESBIRSG.
HEERR

e SDK

fo] BB = A RIR M S FIES BUSDK, BN MEEITAPIERM B =N~ R RS, HESEHASDKGER
APl, ERBREFHEZWIE,

e OpenAPI Explorer
PR ER, THALERAP, EEAHSTIE, REHSEM THITESDKREERE,
o [TEZ=CL
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MERBRFEENEETR, J@EIH

F

9.5. BEE

%

L N

p=>

A FADescribeExtemalAgent KEUEMERNRBEREE ., AUNEZEBEHET HCNERRATIHITAPI

Server,

XTFERBEANNESER, BELEMIMEKUbernet es&EEE,

i3t

LB XAAHERSITNEZ~RMRS, BRRE, EELEEFH

RO LATEOpenAPI Explorerh B 2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 B SDK BB R 41,

BRIEZX

GET /k8s/ClusterId/external/agent/deployment?PrivateIpAddress=String HTTP/1.1
Content-Type:application/json

BRKEH
BEKPath&#

SHEWR

Clusterld

B RQueryS#

SHEWR

PrivatelpAddres
s

DPVRY 2973

HTTP/1.1 200

E3id)

String

String

fim
o
3
53

il

fim
o
&
53

iy

Content-Type:application/json

{

"config" : "String"

0 j 2 £

Nl

c106f377e16f34
eb1808d6b9362
COrr**

fl

true

i8R

EEID,

WiEA

EHIRBANIAEERE.

e true @ {RIKEBNAMEZRIHRE.
® false : {RERMAWEEZE.
ZNE: false .
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APIBE- S5 REEREKuberneteshR

08 iz Body &%
SHER £t} ~l L8R
config String apiVersion: vi1**** YAMLE R B E

ENEHAETR
BRFH

GET /k8s/cl06£f377el16f34eb1808d6b9362c9**** /external/agent/deployment?PrivatelpAddress=true
HTTP/1.1
Content-Type:application/json

1EEIRERA
xML &

HTTP/1.1 200 OK
Content-Type:application/xml

<config>apiVersion: v1****</config>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"config" : "apiVersion: vl***x"

HixD
IS L EE BSHIEE,
FERERR

e SDK

IR R ATREZSHIESHSDK, HBEEREBEIAPEMME RN RARS, EEZERSDKER
AP, ERREFHMEZRIE, FHEIESASDKSENEHHEE,

e OpenAPI Explorer
RiERZR, JHALRRAP, ELGSTIE, REHSEMJHRITHISDKAIERE,
o [fTEZCL

MEARFEENEETR, fBIGSAHRARNEES N NERRIRS, BRRE, REBLTEFE
$O

9.6. BHEHAR

B B DescribeClusterLogs& s EER A&,
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it

RO ATEOpenAPI Explorerth BIEE4Ti%3EO,

A B 34 B SDKAL A =451
B KIBE

GET /clusters/ClusterId/logs HTTP/1.1
Content-Type:application/json

REBITEZBNEM, BTG, OpenAPlExplorert]

=3 3
BEREBH
ERPath2#1
SHEW 3t} BEWIE N i8R
c106f377e16f34
Clusterld String = eb1808d6b9362  £E£ID,
cg****
0 Rz 4K 35 3%
HTTP/1.1 200 OK
Content-Type:application/json
[ {
"ID" : Long,
"cluster id" : "String",
"cluster log" : "String",
"created" : "String",
"updated" : "String"
}]
i) Bz 2 %%
0 fZBody&#§
SHEW et} ]l HiEA
Array BE%,
ID Long 590749245 H&EID,
€23421cfa74454bc8
luster_i tri D,
cluster_id String b37163fd19af*** wE

start to update
cluster_log String cluster status to HERZ,
CREATE_COMPLETE
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APIBE- S5 REEREKuberneteshR

SHAMR ESid] AN i8H
created String i?i?;}o?} .51+08:00 BEF4E,
updated String 12??1);)0?_1 51408:00 BEEHETIE,
HREHAERG
B KRB

GET /clusters/cl06£377el16f34eb1808d6b9362c9****/logs HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json

1E &R B 7R
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<DescribeClusterLogsResponse>
<ID>590749245</1ID>
<cluster id>c23421cfa74454bc8b37163fdl%af***</cluster id>
<cluster log>start to update cluster status to CREATE COMPLETE</cluster log>
<created>2020-09-11T10:11:51+08:00</created>
<updated>2020-09-11T10:11:51+08:00</updated>

</DescribeClusterLogsResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
[ {

"ID" : 590749245,

"cluster id" : "c23421cfa74454bc8b37163fd1%af***",

"cluster log" : "start to update cluster status to CREATE COMPLETE",
"created" : "2020-09-11T10:11:51+08:00",

"updated" : "2020-09-11T10:11:51+08:00"

bl

HIRES
RIS L EE B S HIRE,
FRERR

e SDK

MR R AMIBHSHIESHSDK, BEREEITAPIEREE =N RARS, EERERSDCGAR
APl, ERREBFNEZWIE,

e OpenAPI Explorer
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BEEZR, THRAEIRAP, ELGLTITIR, BEHTEMRTHRITIISDKICERE,
e [MEZCU

MEAREENEETR, TEIRIAHRARNERSMNERTRMRS, HRRE, RELRFE
$D

O0.7. BEHEHT =

8 A DescribeClusterNodes& &£ 8 &,
il

R o] PATEOpenAPI Explorerd BEi%iE{TiZiE 0, B UHESZNEN. E1TMINE, OpenAPI Explorerd]
A B 514 A SDKAAB =451

BRIEX

GET /clusters/ClusterId/nodes?instancelIds=Strings&nodepool id=String&state=String&pageSize=S
tring&pageNumber=String HTTP/1.1

Content-Type:application/json

\$ oy PN
BRESH
B RPath&#1
SHEM B3] EBNIE w5l iEA
€82e6987e2961
Clusterld String 2 4571182edacd74 E£E5ID,
faf****
B3R Query3#§
SHEM B3] EENIE w5l iEA
lli_
bp11xjhwkjg8k96 o
- - = D HALAIDIIE, SEEAETES
instancelds String = 6U™** i- () 8
bp1dmhc2busig ! o
kyq****"
nodepool_id String = np**** =D,
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APIBE - B H[ERRFZKuberneteshr

SHEWR £ BEBIE Nl L

EHTRARES, RBEETRETRS
#ITEIR, BYE:

°  all : AT4RURASHYSEEETS

®  running : IEFEIBE{THUEEET

® removing : IEEMREVERET

® initial : IETE¥IMACEVEERETS

e failed : SIBAMBIEET

/Mo

ZRINE: a1l

°

N o

state String &= running

BRERNCRE., BETEE
10 $1,100,

BAE: 10,

iy

pageSize String

.

BANE: 1,

iy

pageNumber String

[PVRY 2973
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HTTP/1.1 200 OK
Content-Type:application/json
{

"nodes" : [ {
"creation time" : "String",
"error message" : "String",
"expired time" : "String",
"host name" : "String",
"image id" : "String",
"instance charge type" : "String",
"instance id" : "String",
"instance name" : "String",
"instance role" : "String",
"instance status" : "String",
"instance type" : "String",
"instance type family" : "String",
"ip address" : [ "String" 1],
"is aliyun node" : Boolean,
"node name" : "String",
"node status" : "String",
"nodepool id" : "String",
"source" : "String",
"state" : "String"

bl

"page" : {
"page number" : Integer,
"page size" : Integer,
"total count" : Integer

0 j 2 £

I A Body S £
SHAR ESic)
nodes Array of node
creation_time String
error_message String
expired_time String
host_name String

<l

2020-08-
25T11:25:35+08:00

error**

2099-12-
31723:59:00+08:00

iZ2vcckdmxp7uOurj2

k****

i8R

HRIFEIIE,

T RelEE,

TRUZNERER,

T REHAETE

TRENSE,
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BHER e G| HLEA
aliyun_2_1903_x64_2

image_id String 0G_alibase_2020052  FAEANRSERID,
9.vhd

TRTEER, BE:

e prepaid : FfYE, BFEAH. EHEZE
instance_charg String Post Paid T8, f'Exuz\ZﬁﬁﬁiA\EEEﬂmﬁ%szﬁé%%ﬁ
e_type FAHERZA, EWEIRE InvalidPayM

ethod E{]%]\iﬁﬁ'\e

o PostPaid : R=E{T#,

i_
instance_id String 2vcckdmxp7ulurj2** T RLHIID,

*%

worker-k8s-for-cs-

instance_name String c5cdf7e3938bcafge T REEHPNER,
b0e44b21a80f****
TRAGER:
instance_role String Worker e Master: &8 Masterdsa,

e Worker: E&Workertims,

instance_status  String Running T RIBITIRE.

instance_type String ecs.c5.xlarge TIREE,

instance_type_f

) String ecs.c5 TR ETBECSTR &R,
amily

ip_address Array of String 192.128.0.36 IP3bE

eENMERIA, BE:
is_aliyun_node Boolean true e  true : ERMEZ=IHI,

e false : ARMEZ=LH,

cn-
node_name String chengdu.192.168.0.3  FRBW, EHNTRIFR,
6
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SHEWR Bl ] WEA

TREAME. BE:

o Ready @ TREMZ.
node_status String Ready ®  NotReady : TRAME.

o Unknown : RHI,

e Offline : B#&,

np0794239424a84e
nodepool_id String b7a95327369d56*** T E5tID,
cource Strin ess attach TRBEd i aXEd, Bl FahelEs
B - ROSBIZE,
TRIEITRE. BUE:
L4 pending : SIEd,
) . ® running : BEfTH,
state String running
® starting : B4,
L4 stopping ===l
e stopped : BfEl,
oL FIE, BUE:
e NoSpot: FE#H LA,
Spot_strategy Stnng Nospot o SpOtWIthPrlcelelt iﬁﬁ?@lﬁ?&ﬁumﬁi
R,
® SpotAsPriceGo: RZBMEM, REEZHFIT
BN,
page Object NRER.
page_number Integer 1 |,
page_size Integer 10 BRERMIZRE.
total_count Integer 5 EREH,

BEHEHTRRE
B RRG)
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GET /clusters/c82e6987e2961451182edacd74faf****/nodes?instancelds="1-bpllxjhwkj8k966u****,6 i
-bpldmhc2bubigkyg****"&nodepool id=np****g&state=running&pageSize=3&pageNumber=50 HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1IEERERHA
<ML &

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeClusterNodesResponse>
<nodes>
<creation time>2020-08-25T11:25:35+08:00</creation time>
<error message>error***</error message>
<expired time>2099-12-31T23:59:00+08:00</expired time>
<host name>izZ2vcckdmxp7ulOurj2k****</host name>
<image id>aliyun 2 1903 x64 20G alibase 20200529.vhd</image id>
<instance charge type>PostPaid</instance charge type>
<instance id>i-2vcckdmxp7uQurj2****</instance id>
<instance name>worker-k8s-for-cs-c5cdf7e3938bc4f8eb0ed44b21a80f****</instance name>
<instance_role>Worker</instance_role>
<instance_ status>Running</instance status>
<instance type>ecs.c5.xlarge</instance type>
<instance type family>ecs.c5</instance type family>
<ip address>192.128.0.36</ip address>
<is aliyun node>true</is aliyun node>
<node name>cn-chengdu.192.168.0.36</node name>
<node status>Ready</node status>
<nodepool 1d>np0794239424a84eb7a95327369d56****</nodepool id>
<source>ess attach</source>
<state>running</state>
</nodes>
<page>
<page number>1</page number>
<page size>10</page size>
<total count>5</total count>
</page>
</DescribeClusterNodesResponse>

JsoN &=
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HTTP/1.1 200 OK
Content-Type:application/json
{

"nodes" : [ {
"creation time" : "2020-08-25T11:25:35+08:00",
"error message" : "error***",
"expired time" : "2099-12-31T23:59:00+08:00",
"host name" : "iZ2vcckdmxp7uOurj2k****",
"image id" : "aliyun 2 1903 x64 20G alibase 20200529.vhd",
"instance charge type" : "PostPaid",
"instance id" : "i-2vcckdmxp7uQurj2****x",
"instance name" : "worker-k8s-for-cs-c5cdf7e3938bc4f8ebledd4b21a80fx***x",
"instance role" : "Worker",
"instance status" : "Running",
"instance type" : "ecs.c5.xlarge",
"instance type family" : "ecs.c5",
"ip address"™ : [ "192.128.0.36" 1],
"is aliyun node" : true,
"node name" : "cn-chengdu.192.168.0.36",
"node status" : "Ready",
"nodepool id" : "np0794239424a84eb7a95327369d56****",
"source" : "ess attach",
"state" : "running"
b1,
"page" : {
"page number" : 1,
"page size" : 10,
"total count" : 5

HIRB
maEETLVEEESHIRE,
A&
e SDK

R ARIZMMESHIESHISDK, BHARFEEAPERAESN SRS, EEEERSDKGEAR
APl, ERREFHELZWIE,

e OpenAPI Explorer
MURKER, TTHAERAP, EEAHSTIE, REHSEM THITHESDKREERE,
o [E=CL

MEZRFEENEETR, TEIHSHRARNEES MNERRMRS, HERE, RELZFE
F.

9.8. BHMES 1B

& A DescribeT askinf ofR 1B {E R IDE WS IITIFE .

5o
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeClusterNodes
https://github.com/aliyun/aliyun-cli

APIBE- 558

AR RS Kuberneteshi

it

R O] LATEOpenAPl Explorerh BEiE1TiZEO, &%

A B 34 B SDKAL A =451
B KIBE

GET /tasks/task id HTTP/1.1
Content-Type:application/json

BUEEZNAN, BTG,

OpenAPI Explorerd]

s 3
BRSH
ERPath2 %
SHER ESid] BEWIE AN WiEA
T_
task_id String = 5faa48fb31b6b 1£%51D,
8078d00****
[DPRYSE07S
HTTP/1.1 200
Content-Type:application/json
{
"cluster id" : "String",
"task id" : "String",
"created" : "String",
"updated" : "String",
"state" : "String",
"task type" : "String",
"task result" : [ {
"data" : "String",
"status" : "String"
bl
}
i) Bz 2 3%
01 iz Body& %8
SHER ESid] Bl EER
. . €78592bfe92244365
cluster_id String b3C3ad47f1de*** £EEID,
T-
task_id String 5faa48fb31b6b8078 £
d000006
2020-11-
. 152 B
created String 10T16:02:04+08:00 105 CUREIIEL.
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A RS Kubernetesh

APIBE- 558

SHAMR et}
updated String
state String
task_type String
task_result

data String

status String

BRESHFRRA
BRG]

Array of task

Bl

2020-11-

10T16:03:06+08:00

running

cluster_scaleout

I-XXX

success

GET /tasks/T-5faa48fb31b6b8078d00**** HTTP/1.1

Content-Type:application/json

1IEE IR E /=)
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

EA

ESEHETE,

REESHIETRS, BUE:

®  running : EFIEFEIETH,

e  fail : ERIBETEMK.

° success E%@ﬁ%ﬁzo

ESHE, FRESHER

A cluster scaleout ,

ESHITIES.

ESEENEIR, FII: §SEERE

B, BBALLHZLAID,

BRY BHRE. BUE:
® success : ¥ &R,
® failed : ¥BEK.

e initial : YAtk

<cluster id>c78592bfe92244365b3c3ad47flde****</cluster id>
<task 1d>T-5faa48fb31b6b8078d000006</task id>
<created>2020-11-10T16:02:04+08:00</created>
<updated>2020-11-10T16:03:06+08:00</updated>

<state>running</state>

<task type>cluster scaleout</task type>

<task result>

<data>i-xxx</data>

<status>success</status>

</task result>

BIEE s
RIRE
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JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"cluster id" : "c78592bfe92244365b3c3ad47flde****",
"task id" : "T-5faa48fb31b6b8078d000006",
"created" : "2020-11-10T16:02:04+08:00",
"updated" : "2020-11-10T16:03:06+08:00",
"state" : "running",
"task type" : "cluster scaleout",
"task result" : [ {
"data" : "i-xxx",
"status" : "success"

bl

iz
RS E T L EEESHRE.
FRERIR

e SDK

2R ARREZSHIESHSDK, HBEEREEIAPEMME RN~ RMRS, HEFELERSDKEA

AP, ERREFHEZRIE,
e OpenAPI Explorer

RiER, TMARIRKAP, ELGTIR, BEHSERTRITHISDKLERE,

o fE=CL

MEARFEENEETR, TBIGSHRARNEES N NER RS, BRRE, REBLTEFE

$0

9.9. 3JKENEE KubeConfigiE [

I8 Fi DescribeClust erUserKubeconfigik Bl € & H I & R A F 5175 R fKubermet es& 2173 [@KubeConfig,

i3

R T LATEOpenAPI Explorerh BB TiZ#E0, ®REME

A B B0 4 B SDKR A 7Rl

BRIEZX

S EZHEM ., ZETMING, OpenAPIExplorert]

GET /k8s/ClusterId/user config?PrivatelIpAddress=Boolean&TemporaryDurationMinutes=Long HTTP/

1.1
Content-Type:application/json

EREH

BERPath&#

143
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeTaskInfo
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeClusterUserKubeconfig&type=ROA&version=2015-12-15

AE RS KuberneteshR APIZE- 5

SHER ESid] BENIE ~l i8R
c5b5e80b0b64a
Clusterld String = 4bf6939d2d8fb E£E5ID,
bc5****
B3R Query3#
SHER ESid] BENIE ~l iEA

EERBAMEELE. NE:

PrivatelpAddres *  true @ RARRAMNEZRZR.

Boolean & true

s e false : {IREAMIEZRERE.
ZHINME: false o
IffEkubeconfigE 3 EA, BAL: A4,
BUESSE: 15 (159%F) ~4320 (3
x) .

TemporaryDurat | = 15 @ 8 HRRERSME,

ionMinutes BHEZENHBE—NERNEN

8, BASHIE EETIRE
B expiration FEREEH
Eo

0 R 4K 95 3%

HTTP/1.1 200 OK
Content-Type:application/json
{

"config" : "String",

"expiration" : "String"

0 j 2 £

0 fZBody&#§
SHER £ G| HLEA
config String apiversion: v1*+ ERHOES. XTNAEEFIEHRERS
' B, BENREERERE,
irati Stri 2024-03- kubeconfighyid #iRY ], #&30: RFC333941&0HY
expiration ring 10T09:56:17Z UT CEY i,
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file:///home/admin/dita-files/output/40702202/task18946035/~~86494~~

APIBE- S5 REEREKuberneteshR

FINEE KubeConfigiEORH
B RRH

GET /k8s/c5b5e80b0b64a4bf6939d2d8fbbc5**** /user config?PrivatelpAddress=true&TemporaryDurat
ionMinutes=15 HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1E &R B /=)
XML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<config>

apiVersion: vl

clusters:

- cluster:
</config>
<expiration>2021-03-25T10:01:20Z</expiration>
Json 1&R

HTTP/1.1 200 OK
Content-Type:application/json
{

"config" : "\napiVersion: vl\nclusters:\n- cluster:\n...\n",
"expiration" : "2021-03-25T10:01:202"
}
Y=
HIRG

BEEETLEEESEIRSG.
HEERR
e SDK

MR R ABIEHSHIESHSDK, FHBEIEREBITAPER RN RARS, EERERSDKGER
APl, ERREBFEHNSTZWIE,

e OpenAPI Explorer
HiER R, TREEIRHAP, EEHITIE, BEMEERTHRITHSDKICERE,
o [E=CL

MEABEENEETR, TEIRIARARNERSNMERTRMRS, HRRE, RELRFE
$O

0.10. &EFifiKubernetesfR A 1¥ 15

8 P DescribeKubernetesVersionMet adat aZ 1) & 28 RFZACKZ I HYKubemet esiR AR BVIEH S 2
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeClusterUserKubeconfig
https://github.com/aliyun/aliyun-cli

A RS Kubernetesh APIBE- £5f

i
5 E] ATEOpenAPl Explorertp EIEIET XN, REMIHEREENER. BTMIE, OpenAPI Explorerd]
BABS 3 4 AR SDKAL B il .

BKIERX

GET /api/vl/metadata/versions?Region=String&ClusterType=String&KubernetesVersion=String&Pro
file=String HTTP/1.1
Content-Type:application/json

BREH
ERQuery2#
SHEWR Bl EENIE w4 1 B8
Region String 2 cn-beijing EEBLFTTEBILID,
SRR, BUE:
® Kubernetes : EHIEH,
° ManagedKubernetes : JEEIR
ClusterType String = Kubernetes e
® Ask : Serverless&Ef,
®  ExternalKubernetes : jEfift
gE,
EBIRA, SKubernetesit KEL AR
AERF—H, BIUEERRMERA, &R
BE, BAERRMRA,
KubernetesVersi ¢ g = 1.16.9-aliyun.1 B BI7EACKIZHI & 15 8T A QIR AP B3
on IRAHERE, EEILLETAPIEIE EA
KuberneteshR ARERE, ACKSZIFH
Kubernetesfr A, iE& W Kubernetes
HEHSEIEREEE, BE:
® Default : IFLFIHREEE,
Profile String = Default

° Edge : BEZHSEER,

2NE: Default o
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https://api.aliyun.com/#product=CS&api=DescribeKubernetesVersionMetadata&type=ROA&version=2015-12-15
file:///home/admin/dita-files/output/40702202/task18946035/~~185269~~

APIBE- 558

AR RS Kuberneteshi

SHAMR et} BB WIE
runtime String &=

il

docker

i8R

BITREE, ofRUBEEIERIEIT
B, SRHETHNAZENRERERER,
BUE:

®  docker : dockerizfTh{,

® containerd : containerdiz{T

By,

L4 Sandboxed-

Container.runv : Z2ME,
BETEBTER, BREETEETH
XEHRRIRA
EREEETHER, BARE2EHER
&,
N
060 R 4835 3
HTTP/1.1 200
Content-Type:application/json
[ {
"images" : [ {
"image id" "String",
"image name" "String",
"platform" "String",
"os version" "String",
"image type" "String",
"os type" "String",
"image category" "String"
}ol,
"runtimes" : [ {
"name" : "String",
"version" "String"
b1,
"version" "String",
"multi az" "String"
bl
PLN
i Bz 2 £
08 iz Body & 4
SHAR ESid] Bl i85
Array EBMAIFBIIE,
capabilities Map Kubernetes iR AT BE4F 1
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SHER ESid] il 5288
images Array RABERIIE.

centos_7_7_x64_20G

image_id String _alibase_20200426.v = HR#&ID,
hd
image_name String Cent0QS 7.7 REEMR.

BRUERRTR., BE:

L AliyunLinux

platform String Cent0S ®  CentOS
L Windows

° WindowsCore

os_version String 7.7 FERA,

FRED, Hlan:
image_type String centos_7_7_20 ® centos 7 7 20

® aliyunlinux 2 64 20

BIERGEE, flm:
0s_type String Linux ®  Windows

L Linux

BBH%E, BoEE:
e system @ AHER,

image_categor .
ge_categ String system e  self : BHBEENERL.

y
o others : EfMBAFPHAFER.
o marketplace : BEHHER.
meta_data Map Kuberneteshfi R TTEHIBER .
runtimes Array of BB THNEE.,
runtime
) . . ACKEfifKubernetesti A, BEZRAER, &
version String 1.16.9-aliyun.1

S KubernetesfRA LT,
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https://help.aliyun.com/document_detail/197431.html#runtime
file:///home/admin/dita-files/output/40702202/task18946035/~~185269~~

APIBE- S5 REEREKuberneteshR

SHEW Bl ] HEA
EBNZUHK:
multi_az String false e true : EZUAK,

o false : EZBUHAK,

EFiflKubernetes iR A& ¥ 1& <5l
B KRG

GET /api/vl/metadata/versions?Region=cn-beijing&ClusterType=Kubernetes&KubernetesVersion=1.
16.9-aliyun.l&Profile=Default HTTP/1.1
Content-Type:application/json

1IEEIRERA
xML &

HTTP/1.1 200 OK
Content-Type:application/xml
<0>
<images>
<image id>centos 7 7 x64 20G alibase 20200426.vhd</image id>
<image name>CentOS 7.7</image name>
<platform>Cent0S</platform>
<os_version>7.7</os_version>
<image type>centos 7 7 20</image type>
<os_type>Linux</os_ type>
<image category>system</image category>
</images>
<runtimes>
<name>docker</name>
<version>19.03.5</version>
</runtimes>
<version>1.16.9-aliyun.1</version>
<multi az>false</multi az>
</0>

JsoN &=
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HTTP/1.1 200 OK
Content-Type:application/json
[ {

"images" : [ {
"image id" : "centos 7 7 x64 20G alibase 20200426.vhd",
"image name" : "CentOS 7.7",
"platform" : "CentOS",
"os version" : "7.7",
"image type" : '"centos 7 7 20",
"os type" : "Linux",
"image category" : "system"

}ol,

"runtimes" : [ {
"name" : "docker",
"version" : "19.03.5"

b1,

"version" : "1.16.9-aliyun.1",

"multi az" : "false"

bl
HiRE

BEEETLEEEZSHIRG.
HERERR
e SDK

R ARIZMMESHMIESHISDK, BHARFEEAPERFAESN SRS, EEEERSDKEAR
APl, ERREBFHESZWIL,

e OpenAPI Explorer
MURRER, JHAERAP, EAHSTIE, REHSEMTHITHEISDKREERE,
o [TE=XCL

MEZRFEENEETR, TEIHSHARNEES MNERRMRS, HERE, RELZFE
F.

9.11. &R H BN

38 A DescribeUserQuot a3t Fi P BL &R .
ik

& O] AfEOpenAPI Explorerp Ei%iz1Ti2#E 0, REBHESZNEN., BTMIE, OpenAPIExplorers]
PAB 54 5 SDK BB R 41,

HXREE

GET /quota HTTP/1.1

Content-Type: application/json
AHBFREHK
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeKubernetesVersionMetadata
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeUserQuota&type=ROA&version=2015-12-15

APIBE- S5 R RSKubernet eshi

BXREH
FEREH
Ol B 44835 3%

HTTP/1.1 200
Content-Type:application/json
{
"amk cluster quota" : Long,
"ask cluster quota" : Long,
"cluster nodepool quota" : Long,
"cluster quota" : Long,

"node quota" : Long

IJVES 3
IR ZBody £

SHEWR Bl ]l ki

amk_cluster_qu

FEEREREM, FHIAN20, MEBEKINE,

L 20 o N

ota ond BRSTRBET A,
ask_cluster_qu Lon 3 ServerlessEEEEFLEN, BAIA20, WIRBERIA
ota d f, BESTHBESA,
cluster_nodepo Lon 10 BEMTBERS, BIAMER20, MREBIZERKIA
ol_quota 9 B, TRLIHHETA.
cluster_quota Long 50 BIKFEEBRH, AR50, MEBITZIA

- B, BRLTEHETA.

BT SHEH, BIAN100, WMEBTEIA

node_quota Long 100

B JREIXILEHBT A,

B AP kR
BRI

GET /quota HTTP/1.1

Content-Type: application/json
NHEBFREHK

EFRE R4
XML &
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https://selfservice.console.aliyun.com/ticket/createIndex
https://selfservice.console.aliyun.com/ticket/createIndex
https://selfservice.console.aliyun.com/ticket/createIndex
https://selfservice.console.aliyun.com/ticket/createIndex
https://selfservice.console.aliyun.com/ticket/createIndex

AEERE KuberneteshR APIBE. =5

HTTP/1.1 200 OK

Content-Type:application/xml

<amk cluster quota>20</amk cluster quota>
<ask_cluster quota>3</ask cluster_ quota>

<cluster nodepool quota>10</cluster nodepool quota>
<cluster quota>50</cluster quota>

<node quota>100</node quota>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"amk cluster quota" : 20,
"ask cluster quota" : 3,
"cluster nodepool quota" : 10,
"cluster quota" : 50,

"node quota" : 100

HIRB
BEEETLEEESEIRG.
HERERR

e SDK

R ARIZMMESHIESHISDK, BHARFEBEIAPERAE NSRS, EEEERSDKGEAR
APl, ERBREFHELZWIE,

e OpenAPI Explorer
HRRRR, oJUAARXAP, EEHSITIE, BESHSERTHMTHSDKRBRAI,
e [IfE=CL

MEZRFEENEETR, TEIHSHRARNERS MNERRMRS, HERE, RELZFE
F.

90.12. ZEIHFPEH

I FDescribeEvents& i A PR ES 4,
it

& O] AfEOpenAPI Explorerp Ei%ia1Ti2#E 0, REBHESZNEMN, BTMIE, OpenAPIExplorera]
PAB 4 5 SDKR BB R 41,

EXREE

GET /events?cluster id=String&type=Stringé&page size=Long&page number=Long HTTP/1.1

Content-Type:application/json
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeUserQuota
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeEvents&type=ROA&version=2015-12-15

APIBE- 5

AR RS Kuberneteshi

BRKEH
BEKQueryE#

SHEWR

cluster_id

type

page_size

page_number

String

Long

Long

cf62854ac21304

EEIE w5l

5 70897be7a27ed
-lf****

&=
ade

& 50

&5 1

nodePool_upgr

WiEA

£EBEID,

EMEE, BE:

il

3

cluster create

cluster scaleout
B,
cluster attach

cluster delete

cluster upgrade

B,

cluster migrate

B,

T BUEREEEE,
¥V BRE

D AINERT

: MIBREEEE,
D ARE

D EBE

cluster node delete : IR

df

/Mo

cluster node drain

df

/Mo

H}

cluster modify : {BIEEEE,

cluster configuration modi

fy : EREHEREE.

cluster addon install

KEH,

=

I

R

cluster addon upgrade
LA,

cluster addon uninstall
HAMH,

runtime upgrade : FRIBIT
B,

nodepool upgrade : HES R
it

nodepool update : BEHTR
piS
RERYE,
REBH.

153
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[PVRYSE297.3

HTTP/1.1 200 OK
Content-Type:application/json
{

"events" : [ {
"event id" : "String",
"type" : "String",
"source" : "String",
"subject" : "String",
"time" : "String",
"cluster id" : "String",
"data" : {
"level™ : "String",
"reason" : "String",
"message" : "String"

}
b}l

"page info" : {

"page size" : Long,
"page number" : Long,
"total count" : Long

0 j 2 £

0 Rz Body 24
SHER ESid] Bl
events Array of event
event_id String A234-1234-1234

i8R

EMERS.

ZE#4ID,
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SHER Bt} Al ieR
B4R, BUE:
® cluster create : BIESEE,
L cluster scaleout : T a&EE,
® cluster attach : HFIMEBTR.
° cluster delete : MIBREEEE,
o cluster upgrade : FREEE,
® cluster migrate : FBEE,
® cluster node delete : BRTR.
® cluster node drain : BEETR.
i d
type String nodePool_upgrade o Cluster modify : {EEEEE.
° cluster configuration modify : 1&
WEHERIE,
® cluster addon install : RIEAMH,
® cluster addon upgrade : FERZAH,
® cluster addon uninstall : EHIZF4A
.
® runtime upgrade : FRIETHS,
L nodepool upgrade : PAELSER=Vi R
® nodepool update : BHTRM,
/clusters/cf62854ac
source String 2130470897be7a27e  HHFKIR,
d1f****/nodepools
subject String nodePool-id BHER,
2020-12- B
) . B,
time String 01717:31:002 EHFFIAEE
cluster_id String cluster-id E£EID,
data object EHER,
level String info EHER,
reason String Started BHRE.
Start to upgrade
NodePool
. oy
message String nodePool/nodePool BHEFE.
-A
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SHER ESid] ~l L8R
page_info object NRER.
page_size Long 50 BRETRHE.
page_number Long 1 NREATH,
o
total_count Long 3 HEREH,

BEHRAPEHRA
B RRG)

GET /events?cluster id=cf62854ac2130470897be7a27edlf****gtype=nodePool upgrade&page size=50
&page number=1 HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1IEE IR B /=)
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<events>
<event 1d>A234-1234-1234</event id>
<type>nodePool upgrade</type>
<source>/clusters/cf62854ac2130470897be7a27edl f**** /nodepools</source>
<subject>nodePool-id</subject>
<time>2020-12-01T17:31:00Z</time>
<cluster id>cluster-id</cluster_ id>
<data>
<level>info</level>
<reason>Started</reason>
<message>Start to upgrade NodePool nodePool/nodePool-A</message>
</data>
</events>
<page info>
<page size>50</page size>
<page number>1</page number>
<total count>3</total count>

</page_info>
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JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"events" : [ {
"event id" : "A234-1234-1234",
"type" : "nodePool upgrade",
"source" : "/clusters/cf62854ac2130470897be7a27edlf****/nodepools",
"subject" : "nodePool-id",
"time" : "2020-12-01T17:31:00Z",
"cluster id" : "cluster-id",
"data" : {
"level" : "info",
"reason" : "Started",
"message" : "Start to upgrade NodePool nodePool/nodePool-A"
}
b1,
"page info" : {
"page size" : 50,

"page number" : 1,

"total count" : 3

AR
WIS L EE B S HIE
FRERR

e SDK

B"JEE?JMTE{ {ZTPIESHISDK, HHEREBELAPERME RN @RS, #HFEEASDKER
, BRBREFHE[RIE,

e OpenAPI Explorer
BiERR, JREEIRXAP, EEHIITIE, BEHEEMRTTHRITHSDKICE RS,
o [TEZCL

MEAREENEETR, UBIHIAHARNERSIMNERTRMRS, GRRE, RELREFE
$O

9.13. RIMEBENSTH REACKHZIEEE
A Attachinstancest& QR INEBENST R ERFITEEE,
it

RO LAfEOpenAPI Explorerh Bi#IE1712# N, REEHESEHNEN ., ZETMINE, OpenAPI Explorerd]
DA B o & B SDKAES 7= 481
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https://error-center.aliyun.com/status/product/CS
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ERk
ZEOEAAERSE, REKERL, ESER, HEA 121,
ERIEE

POST /clusters/{ClusterId}/attach

W

= 3
BRESH
‘m et EEMBA ~EIE R
Cccfd68c47445466

luster_id Stri = D,

cluster ! fing = Sace07efce924**** Sea

instances Array 2 ["i-5j443uf****"] EBELFIREA,
ERENOE
Workerfi /s, B
&:
e true : 1ER

B % Workerts
is_edge_worker Boolean 2 true ¢ false : A&
{ER B ZWorker

LRMEBENST =
ZKubernetesii
JEEERN, R
®REAN true ,

B Bl ~E R

list Array of list TRERIE,

code String 200 FHRREE,

instanceld String i-5j2zjis**** T RSEHFIID,

message String successful AMERBRER.

T_
task_id String 5a544aff80282e39ea00 f£551D,
0039

Zn']
ERRG)

> MA4RRA: 20220704 158


https://help.aliyun.com/document_detail/167755.html#concept-944293

APIBE- S5 REEREKuberneteshR

POST /clusters/Cccfd68c474454665ace07efce924**** /attach
<AHIFERL>
{
"instances": [
"i-wz9e8pvnjalxkggk****x"
1,

"is edge worker":true

N

"list": [
{
"code": "200",
"instanceId": "i-5j2zjis****",

"message": "successful"

"code": "200",
"instanceId": "i-5j443uf****",
"message": "successful"
}
1,
"task id": "T-5d6£733d9e408ec74£000002"

HiIR
RS L EEESHEIRG.

0.14. (B EEE

B ModifyClusterfS S &%,
it

RO LAFEOpenAP| Explorerf E$5izfTi%EO, REBHEEZNREM., E1TMINGE, OpenAPlExplorerd]
PA B 54 B SDKAL A = 4B

BRIEX
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PUT /api/v2/clusters/ClusterId HTTP/1.1
Content-Type:application/json
{

"api_ server eip" : Boolean,
"api server eip id" "String",
"deletion protection" : Boolean,
"instance deletion protection" : Boolean,
"ingress domain rebinding" "String",
"ingress loadbalancer id" "String",
"resource group id" "String",
"maintenance window" : {
"enable" : Boolean,
"maintenance time" "String",
"duration" "String",
"weekly period" "String"
}
}
s 3
BRESH
ERPath& %
SHEWR Bl BEBIE AN
cb95aa626a477
Clusterld String = 40afbf6aa099b
65****
5 5KBodyS#1
SHEW Bl BEBIE ANl
api_server_eip Boolean &= true
api_server_eip_i eip-
PL —eIP- String = wz9fnaslédsfh
d mvci****

WiEA

£EBEID,

WiEA

EHERYEEP, BT AMIAIRAPI
Server, EUE:

1 ER4EEIP,
T EBEREIEEIP,

L4 true

L4 false

EEBEAPI ServergB ERYEIPSLAIID, X
% api server eip HUE
A true BFENR.
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SHEWR

deletion_protec
tion

instance_deletio
n_protection

ingress_domain
_rebinding

ingress_loadbal
ancer_id

resource_group
id

maintenance_wi
ndow

enable_rrsa

[PVRY 2973

Boolean

Boolean

String

String

String

mainten
ance_wi
ndow

Boolean

Py
=)

iy

il

true

true

true

lb-
wz97kes8tnndk
pOdW****

rg-
acfmyvw3wjm

*%

*%

true

WA

EBMIRRP, Blb@EdiEd amAPI
=MpREEEE, BUE:

° true Fﬁﬁ%ﬁﬂﬂ I}‘?'{?EHF' B
AEEE I I HI A AP BREES

° false : ANEFHASEEMIREFEE,
M B8 1T 1251 & S AP BREEES .

EAE: false o

EHIMBRERIF, PIEEEEH S AP
EMRERT R, BE:

*  true ! AREEIEFIEHAPHR
HIBREERE,
° false

FHIBREERE
BAE: false o

BT = B APIR

EFRSEEFNRNEE, BE:

° true @ ENHPEEENLE
£,

e false : AEMHPEERNE
Z.

EAE: false o

BB PR EBERISLBSLAIID

ERRIRAD,

ER4HPED, ZWERRTEPOEER
ERPER,

B SHZERRSATIAE, BUE:
e true : BHR.

° false : ZH.,

161
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HTTP/1.1 200

Content-Type:application/json

{

"cluster id" : "String",
"request id" : "String",
"task id" : "String"

0 j £ £

0 Bz Body &£

SHEM B3] w5l 1488
cb95aa626a47740af

cluster_id Strin D,

uster ! "9 bf6aa09*** =a

687C5BAA-D103-

request_id String 4993-884B- 1&KID,
C35E43714%****
T_

task_id String 5a54309c80282e39%e ££1D,
aoo****

BB ACKERE=HI
&Rl

PUT /api/v2/clusters/cb95aa626a47740afbf6aa099b65**** HTTP/1.

Content-Type:application/json

{

"apil server eip" : true,
"api server eip id" : "eip-wz9fnasl6dsfhmvci****",
"deletion protection” : true,
"instance deletion protection" : true,
"ingress domain rebinding" : "true",
"ingress loadbalancer id" : "lb-wz97kes8tnndkpodw****",
"resource group id" : "rg-acfmyvw3wjm****",
"maintenance window" : {
"enable" : false,
"maintenance time" : "03:00:00z",
"duration" : "3h",
"weekly period" : "Monday,Thursday"
}
}
IEHIRE 7RG
xML A&
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HTTP/1.1 200 OK

Content-Type:application/xml

<cluster id>cb95aa626a47740afbf6aal9****</cluster id>
<request_1id>687C5BAA-D103-4993-884B-C35E4314****</request_id>
<task 1d>T-5a54309c80282e39%eal0****</task id>

JSoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"cluster id" : "cb95aa626a47740afbf6aalox***",
"request id" : "687C5BAA-D103-4993-884B-C35E4314**x*",
"task id" : "T-5a54309c80282e39%eal0****"
}
=
HixE

BEEETLEEEZSHIRG.
HFRERR
e SDK

R ARIRMESHIESHISDK, BHARFEBEIAPERAE SN~ RIRS, EEEERASDKGEAR
APl, EEREBFEHNEZWIE,

e OpenAPI Explorer
pER R, JREEIRHAP, EEHITIE, BEHEEMRTHRITHSDKICE RS,
o [EZXCL

MEAREENEETR, UEIRIARARNERSIMNERTRMRS, HRRE, RELRFE
$O

90.15. T EEE

A FAMigrateClust erf &£ 8% \MAREFE B MRIER EProfE B IR
i

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBIHESZWEM, BT INE, OpenAPlExplorera]
PAB E1 & AL SDKA T R 41,

BRIEX

POST /clusters/cluster id/migrate HTTP/1.1
Content-Type:application/json

BEREBH

BERPath&#
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SHAMR ESid] BENIE ~l i8R
€21e0591548ba

cluster_id String = 4c10bdb535d65 £E£D,
72b****

PR SE2973

HTTP/1.1 200 OK

1 55 5

P )VE=2¢
R R
BRRH

POST /clusters/c21e0591548bad4cl0bdb535d6572b**** /migrate HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1E & IR B 7R
Json &=

HTTP/1.1 200 OK

HiRg
BREETLEEESBIRG.
HEERR

e SDK

= AERIRMESHIESHISDK, EHARRFEBEISAPERFIE SN RARS, HEEERSDKGEAR
APl, ERREBFHNEZWIE,

e OpenAPI Explorer
BEe R, JREEIRXAP, EEHITIR, BENAERTHRITHSDKEERE),
o [fIE=CL

MEZRTEENEETR, TEIRSAHARARNEESNNERRMRS, HERE, RELZFE
F

9.16. MBREERE

B FDeleteCluster, RIFEREIDMIFRERESLS, HEMEMMETAER,
ik
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APIBE- 558

AR RS Kuberneteshi

RO ATEOpenAPI Explorerf BIEE{TiZEN, &%

PAB 5 4 B SDKA BB R4l

BRIEX

R
N

HEXENEM, BZ17KINE, OpenAPIExplorerd]

DELETE /clusters/ClusterId?retain all resources=Boolean&keep slb=Boolean&retain resources=|

"String"] HTTP/1.1
Content-Type:application/json

ERESH

BERPath&#

SHER Kz 28

il

Clusterld String

BEKQueryE#

SHER Kz =

retain_all_resou
rces

Boolean =

keep_slb Boolean &

Array of

retain_resources .
String

DPVRYSE2973

HTTP/1.1 200 OK

O i 2 £
E AV

N

€905d1364c2dd
4b6284a3f4179
0C4****

AN

false

false

sg-
2ze6bess9khobf
dng****

i8R

£EID,

WA

A
B

BREERR. MRREZE

true , J"'UJ%?ZJ\
retain resources ,
true : REBEFBERR.

false : AMEBRAERR.

ZINE: false

SR{RESLB, BUAE:

=

true : REBOIZEMSLBEIR.

false @ RNRBEIEMISLBE
Bo

PZRINE:  false ,

BIRER,
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R ACKEEE R
&SRR

DELETE /clusters/c905d1364c2dd4b6284a3£41790c4****?retain all resources=falsegskeep slb=fals

e&retain resources=["sg-2zebess9kho6fdn9****"] HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1E &R B 7R
JSON &2

HTTP/1.1 200 OK

AR
IS L EE BSHIRE,
FRERR

e SDK

I E = AERESHIESAISDK, FEHERRBITAPEM T E =B~ RFRS, HERERSDKER

AP, EEREFHELBRWIE,
e OpenAPI Explorer

BELZR, TRAEIRAP, ELHLITIR, BFHTEMTRITHISDKICERA,

o [EZXCL

MEAREENEETR, UBIHIHARNERSIMNERTRMRS, GRRE, RELREFE

F

0.17. QIEEBHERE

8 F CreateAutoscalingConfigtliZ B B4 i & .
it

R oI LATEOpenAPI Explorerp BiEiz{TiZ2E O, &@EFBITESENEN, BTRINE,

BABS 3 4 AL SDKA BBl

ERL
ZEOEAARERSE, REKIERSL, ESAAEERSEUH,
ERIEE

POST /cluster/{ClusterId}/autoscale/config/ HTTP/1.1

BREH

OpenAPI Explorerd]
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B

Clusterld

cool_down_dur
ation

unneeded_dura
tion

utilization_thre
shold

gpu_utilization_

threshold

scan_interval

scale_down_en
abled

String

Object

String

String

String

String

String

Boolea
n

&

Path

Body

Body

Body

Body

Body

Body

Body

Jalil

iy

iy

7|

iy

iy

7|

iy

wBIE

COXXXXXXX10

10

10

0.5

0.5

30

true

P

£EBEID,

EREHIE,

BENE, FRENTR, AHREE
BE, AUHANEEHM, B4 o
#,

BEMEKIE, TREARHRTEESH
BRI EIRERESE, J3O#TEE
B, BAL: 4,

HBARFHE, TaL Request IEIRES
ERESNLE.,

GPUZERFIE, T /R_L Request &
SRR RSWNEE,

BMRYE, HBENEREE, £

fiI: s,

EEARFETTRES, BUE:
* true @ AWHES.

o false : ZIFRER,
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B xE uE - wBIE P

TRty BIRfFRE, BE:

® least-waste : BUIAKEE. W
RO BTRBESD, NPiEEF
— N RBRERD T ST
&

®  rvandom : [EALERES., WNRTTH
BTRMEEZY, NPERIEE—
M RMHETT A,

° priority : {RSEZREEEE. W

expander String Body & least-waste ROy BTRMBESZSD, [KRRBE

BHEXNBEHINRE, ERMER
BT BT A,

AR B EF & TEkube-system
W =E T ConfigMapi cluste
r-autoscaler-priority-expan
der ., HEMBEETT B,
STHNEEUEE, Koy SaHYE
HIDSEE P HRIEAIDEHITE, &
PLie E A gEE I EL e ki K
ENHEAERIT BNR,

T NS 40

Zn']
BRI

POST /cluster/cOXXXXXXX10/autoscale/config HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json
{
"cool down duration" : "10m",
"unneeded duration" : "10m",
"utilization threshold" : "0.5",
"gpu utilization threshold" : "0.5",

"scan_ interval" : "30s"

1EEIRERA
JSON &=

HTTP/1.1 200 OK

HiRE
VIS L B E BB HIZ.
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0.18. BNEMAKKE

JEAModifyClusterAddonf8 B RS N EMANRE., BB ESSHAGEFRHBENEE, HiEE
FINEBHITIRE,

B

RO LAEOpenAPI Explorerf Bi%iz{TiZE O, &EFBITESZWEM, BT INE, OpenAPlExplorert]
DERESADIGR TR

BEXREX

POST /clusters/cluster id/components/component id/config HTTP/1.1
Content-Type:application/json
{

"config" : "String"
}
s=E 3
BREH
B sKkPath&#
SHER B3] EBEWIE Al iEA
c71d616e629ff4
cluster_id String = 0d5b42d7bb87 3]
770****
component_id String & coredns ZH41D
ERKBodyS#
SHEM Ei) EBWIE 7~ gLl
config String S {\"CpuRequest\ BEXSHIEE

] . \||800m\n}

PR NP7 S

HTTP/1.1 200 OK

i jz 2 4
/ol VESE 3¢
{EX CoreDNSHH4 S HEE
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https://api.aliyun.com/#product=CS&api=ModifyClusterAddon&type=ROA&version=2015-12-15
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POST /clusters/c71d616e629££40d5b42d7bb87770**** /components/coredns/config HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json
{
"config" : "{\\\"CpuRequest\\\":\\\"800m\\\"}"

1IEEIRERHA
JsoN &=

HTTP/1.1 200 OK

=R
BEEETLEEESEBIRSG.
HEERR

e SDK

MR R AMIBEHSHIESHSDK, FHBEIERREBITAPER RN RARS, EERERSDGER
APl, ERREBFEHNSZWIUE,

e OpenAPI Explorer
BRER R, TREEIRXAP, EEHITIR, BEHEEMTHRITHISDKIEE RS,
o [EZCL
MEAEFEENERETR, TBIGSARARANEESNMERRMRS, HRRE, BREBLRFE

0.19. TR EBFHYRAR TG

& A DescribeClusterAddonMetadat aE E4F E EBL T FE AN EHGMAE R, SFAGIRAK, tJikES

EE
i

O] LAfEOpenAPI Explorerh EiIE1Ti%#E 0, 2B HESZHNEMN., BTMIE, OpenAPlExplorera]
PAB 14 5 SDKR BB R 41,

BXREX

GET /clusters/cluster id/components/component id/metadata HTTP/1.1

Content-Type:application/json

BERESH

HRPath&4
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SHAMR et} BENIE ~l WiEA
c71d616e629ff4
cluster_id String = 0d5b42d7bb87 c3::30p)
770****
component_id String = coredns 441D
version String & 1.8.4.1 HEERRA
i) Bz 45 &
HTTP/1.1 200 OK
Content-Type:application/json
{
"name" : "String",
"version" : "String",
"config schema" : "String"
}
i) Bz 2 48
0 N7 Body&
SHAER ESic) Al BiEA
name String coredns HEZR
version String 1.8.4.1 AR

{\n\"$schema\":
\"https://json-
schema.org/draft-
07/schema#\",\n
\"properties\": {\n
\"controller\": {\n
\"description\":
\"\",\n
\"properties\": {\n
\"resources\": {\n
\"properties\": {\n
\"armsPrometheusO
perator\": {\n
\"properties\": {\n
\"resources\": {\n
\"properties\": {\n
\"limits\": {\n
\"properties\": {\n
\"memory\": {\n
\"description\":

171 > MHRRA: 20220704
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SHEWR £

config_schema String

\"memory limit of
ﬁ@s prometheus
operator\",\n
\"type\":
\"string\",\n
\"pattern\": \"*[1-9]
[0-91*(\\\\AN\\D+)?
(KIKi|M|Mi|G|GI[T|Ti)?
$\",\n \"default\":
\"500m\",\n \"x-ui-
description\": \"
<mds-key>\",\n \"x-
ui-prompt-
message\": \"
<mds-key>\",\n \"x-
ui-validation-
message\": \"
<mds-key>\",\n \"x-
ui-additional-tips\":
\"<mds-key>\"\n
L\n\"cpu\": {\n
\"description\":
\"cpu limit of arms
prometheus
operator\",\n
\"type\":
\"string\",\n
\"pattern\": \"*[1-9]
[0-9]
(MPAN\NAN\\D+)?
$\",\n \"default\":
\"1.0\",\n \"x-ui-
description\": \"
<mds-key>\",\n \"x-
ui-validation-
message\": \"
<mds-key>\"\n \n
LAn\"type\":
\"object\",\n
\"additionalProperti
es\": false\n},\n
\"requests\": {\n
\"properties\": {\n
\"memory\": {\n
\"description\":
\"memory request
of arms prometheus
operator\",\n
\"type\":
\"string\",\n
\"pattern\": \"*[1-9]
[0-91*(\\\\.\\\\d+)?
(KIKi|M|MIi|G|GI[TTi)?
$\",\n \"default\":
\"500m\",\n \"x-ui-
description\": \"

HEA

HHEBHSchema
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SHEWR

<mds-key>\",\n \"x-
(alidation-
message\": \"
<mds-key>\"\n},\n
\"cpu\": {\n
\"description\":
\"cpu request of
arms prometheus
operator\"\n
\"type\":
\"string\",\n
\"pattern\": \"*[1-9]
[0-9T*
(MPAN\NAN\\D+)?
$\",\n \"default\":
\"1.0\",\n \"x-ui-
description\": \"
<mds-key>\",\n \"x-
ui-validation-
message\": \"
<mds-key>\"\n\n
LA\n\"type\":
\"object\",\n
\"additionalProperti
es\": false\n A\n},\n
\"type\":
\"object\",\n
\"additionalProperti
es\": false\n\n},\n
\"type\":
\"object\" \n
\"additionalProperti
es\": false\n A\n },\n
\"type\":
\"object\",\n
\"additionalProperti
es\": false\n\n },\n
\"type\":
\"object\",\n
\"additionalProperti
es\": false\n\n},\n
\"title\":
\"Values\" \n
\"type\":
\"object\",\n
\"additionalProperti
es\": false\n}

HEA

EHEBTTHNCoreDNSA A R IR A TTEIE

GET /clusters/c71d616e629ff40d5b42d7bb87770**** /components/coredns/metadata HTTP/1.1

Host:cs.aliyuncs.com

Content-Type:application/json

IEEIREIRE

173
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xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<DescribeClusterAddonMetadataResponse>
<name>coredns</name>
<version>1.8.4.1</version>

<config schema>{\n \"S$schema\": \"https://json-schema.org/draft-07/schema#\",\n \"pro

perties\": {\n \"controller\": {\n \"description\": \"\",\n \"properties\": {\
n \"resources\": {\n \"properties\": {\n \"armsPrometheusOperato
r\": {\n \"properties\": {\n \"resources\": {\n

\"properties\": {\n \"limits\": {\n \"properties\":
{\n \"memory\": {\n \"description\": \"memo
ry limit of arms prometheus operator\",\n \"type\": \"string\", \n
\"pattern\": \"~[1-9] [0-9]* (\\\\.\\\\d+) ? (K|Ki|M|Mi|G|Gi|T|Ti)?5\", \n

\"default\": \"500m\", \n \"x-ui-description\": \"&lt;mds-key&gt;\"
,\n \"x-ui-prompt-message\": \"&lt;mds-key&gt;\",\n
\"x-ui-validation-message\": \"&lt;mds-key&gt;\",\n \"x-ui-additio
nal-tips\": \"&lt;mds-key&gt;\"\n },\n \"cpu\
": {\n \"description\": \"cpu limit of arms prometheus operator\",
\n \"type\": \"string\", \n \"pattern\": \
"A11-91 [0-97* (m| \\\NLAN\Nd+) 28\", \n \"default\": \"1.0\",\n
\"x-ui-description\": \"&lt;mds-key&gt;\", \n \"x-ui-validation-mes
sage\": \"&lt;mds-key&gt;\"\n \n },\n
\"type\": \"object\",\n \"additionalProperties\": false\n

}, \n \"requests\": {\n \"properties\": {\n
\"memory\": {\n \"description\": \"memory request of arms promethe
us operator\",\n \"type\": \"string\", \n

\"pattern\": \"~[1-9] [0-9]* (\\\\.\\\\d+) 2 (K|K1|[M|Mi|G|Gi|T|Ti)?S$\",\n

\"default\": \"500m\", \n \"x-ui-description\": \"&lt;mds-key&gt;\"
,\n \"x-ui-validation-message\": \"&lt;mds-key&gt;\"\n

},\n \"cpu\": {\n \"description\": \"cpu re
quest of arms prometheus operator\",\n \"type\": \"string\", \n
\"pattern\": \""[1-9] [0-9]* (m|\\\\.\\\\d+) 2$\", \n \"default\": \"1
.0\",\n \"x-ui-description\": \"&lt;mds-key&gt;\",\n
\"x-ui-validation-message\": \"&lt;mds-key&gt;\"\n \n

},\n \"type\": \"object\",\n \"additionalProperti
es\": false\n I\n },\n \"type\": \"obj
ect\", \n \"additionalProperties\": false\n I\n

},\n \"type\": \"object\", \n \"additionalProperties\": false\n
\n },\n \"type\": \"object\", \n \"additionalProperties\": false
\n \n },\n \"type\": \"object\",\n \"additionalProperties\": false\n

IN\n  },\n \"title\": \"Values\",\n \"type\": \"object\",\n \"additionalProperties\": fal
se\n}</config schema>
</DescribeClusterAddonMetadataResponse>

JsoN &
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HTTP/1.1 200 OK
Content-Type:application/json
{

"name" : "coredns",

"version" : "1.8.4.1",

"config schema" : "{\\n \\\"$schema\\\": \\\"https://json-schema.org/draft-07/schema#\\\
" \\n \\\"properties\\\": {\\n \\\"controller\\\": {\\n \\\"description\\\": \\\"\
\\", \\n \\\"properties\\\": {\\n \\\"resources\\\": {\\n \\\"propertie
s\\\": {\\n \\\"armsPrometheusOperator\\\": {\\n \\\"properties\\\"

{\\n \\\"resources\\\": {\\n \\\"properties\\\": {\\n
\M\"1imits\\\": {\\n \\\"properties\\\": {\\n \
\\"memory\\\": {\\n \\\"description\\\": \\\"memory limit of arms
prometheus operator\\\", \\n A\ "type\\\": \\\"string\\\",\\n
\M\\"pattern\\\": \\\"~[1-9] [0-97* (\\\\\ANNANNNNNNNGH) 2 (K[KL [MIML|G|GL|T|Ti) 25 \\\", \\n
\\\"default\\\": \\\"500m\\\",\\n \\\"x-ui-description\\\": \\\"<m
ds-key>\\\",\\n \\\"x-ui-prompt-message\\\": \\\"<mds-key>\\\", \\n
\\\"x-ui-validation-message\\\": \\\"<mds-key>\\\",\\n \\\"x-ui-ad
ditional-tips\\\": \\\"<mds-key>\\\"\\n }, \\n
\\\"cpu\\\": {\\n \\\"description\\\": \\\"cpu limit of arms prome
theus operator\\\",\\n \\\"type\\\": \\\"string\\\",\\n
M\ "pattern\\\": \\\""[1-9] [0-9]7* (m | \\\ANNNNLANNNNNNNGH) 28\ \\", \\n
\\\"default\\\": \\\"1.0\\\",\\n \\\"x-ui-description\\\": \\\"<md
s=—key>\\\", \\n \\\"x-ui-validation-message\\\": \\\"<mds-key>\\\"\
\n I\\n 1, \\n A\ "type\\\"
: \\\"object\\\",\\n \\\"additionalProperties\\\": false\\n
},\\n \\\"requests\\\": {\\n \\\"properties\\\": {\
\n \\\"memory\\\": {\\n \\\"description\\\"
: \\\"memory request of arms prometheus operator\\\",\\n \\\"type\
A" \\\"string\\\", \\n \M\\"pattern\\\": \\\""[1-9] [0-9]* (\\\\\\\\
ANNNANAGH) 2 (KK MIML[GIGL | T|Ti) 28\ \\", \\n A\ "default\\\": \\\"
500m\\\", \\n \\\"x-ui-description\\\": \\\"<mds-key>\\\",\\n
\\\"x-ui-validation-message\\\": \\\"<mds-key>\\\"\\n },\\n
\\\"cpu\\\": {\\n \\\"description\\\": \\\"cpu request of arms pro
metheus operator\\\",\\n AMA\"type\\\": \\\"string\\\",\\n
A\ \"pattern\\\": \\\""[1-9] [0-91* (m| \\\\\ NN\ ANNNNNNNAH) 25\ \\", \\n
\\\"default\\\": \\\"1.0\\\",\\n \\\"x-ui-description\\\": \\\"<md
s-key>\\\", \\n \\\"x-ui-validation-message\\\": \\\"<mds-key>\\\"\
\n I\\n },\\n A" Eype\\\"
: \\\"object\\\",\\n \\\"additionalProperties\\\": false\\n
I\\n }, \\n N\ "type\\\": \\\"object\\\", \\n
\\\"additionalProperties\\\": false\\n \\n },\\n
A\ "type\\\": \\\"object\\\", \\n \\\"additionalProperties\\\": false\\n
\\n },\\n AN\ "type\\\": \\\"object\\\",\\n \\\"additionalProper
ties\\\": false\\n \\n }o\\n A\ "type\\\": \\\"object\\\", \\n \\\"ad

ditionalProperties\\\": false\\n IN\n 3, \\n \\\"title\\\": \\\"Values\\\",\\n \\\"typ
e\\\": \\\"object\\\",\\n \\\"additionalProperties\\\": false\\n}"
}

iR
RIS L EE B S HIEE.
FRERIR
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AfgRESKubernetesii AP|B#E- 25

e SDK

MR R ABIBEHSHIESHSDK, FHBEIERREBITAPER RN RARS, EERERSDKGER
APl, ERREBFEHNSTZWIE,

e OpenAPI Explorer
PR, THLRERAP, EEGSITIR, REHEEM THITHESDKRIERE,
o [IEXRCU

MEAB-EENEETR, TEIRIARARNERSNMERTRMRS, GRRE, RELRFE
$0
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https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
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https://github.com/aliyun/aliyun-cli

APIEE- IR

AR RS Kuberneteshi

10. PR

10.1. EIRAMA P RAMA B EEIZ S

5\

8 A DescribeUserPermissionZ i 18§ ERAMA P i RAMA B I EREBRER.

i3t

RO LATEOpenAPI Explorerf HIZiETiZE O, &EBITESZWEI ., E1THINE, OpenAPlExplorert]

BB 4 B SDKAL BB il
ERIEE

GET /permissions/users/uid HTTP/1.1
Content-Type:application/json

BEREH

BEKPath&#
SHEWR £l BEEWIE
uid String =

0 jz 4435 K&

HTTP/1.1 200 OK
Content-Type:application/json
[ {

"resource id" : "String",
"resource type" : "String",
"role name" : "String",
"role type" : "String",

"is owner" : Long,

"is ram role" : Long

bl

IJVET 3
0 B Body& £

SHER K2 N

Nl

21175%%**

WiEA

i8R
$EERAMA PR RAMA & /IID,

@ 3 4HRAMAEER
B, {EHERAMAGIID,

177
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A RS Kubernetesh APIBE- I [E

SHER ESid] il 588
Array BREMESH,

EBpRERE, B8
o UREBMMERMNE, BRXN:  {cluster_

id} .
resource_id String C1b542%*** o WESCNEMEIEE, KRR  (clus

ter id}/{namespace}

o LERMAKEHENG, EEEAN: all-clu

sters
LR, BUE:
° cluster : EB%E,
resource_type String cluster *  namespace : HETEME

® console : FTEEBAEENEN (ZAIR
BTFEHfaeER) .

BEXAERER, SRNEBEXABH, ZFR

fole_name >tring view RIS RN EE N EREBE B SR,
MENMERER, BE:
° admin : BER,
D BEAR,
role_type String admin ° ops [ EEA
e dev : FERARA,
o restricted : ZRAF,
o custom : FRABEXNERESERAER,
EENEHNESNEN, BE:
is owner Long 1 e 0 : REAZREHUEBNEBICR.

e 1 RRZBENERANEHEENEE
AR,

EENRAMA RN, BE:

is_ram_role Long 1 e 0 : KREXHFICRAZRRAMAEEN,
e 1 : REHFIHCRERAMABER,

EFBRAMA P S RAMfA & E B S B R
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GET /permissions/users/21175**** HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1E & IR B 7R
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<0>
<resource id>clb542**</resource id>
<resource_type>cluster</resource_type>
<role name>view</role name>
<role type>admin</role type>
<is_owner>1</is owner>
<is ram role>1</is ram role>
</0>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
[ {

"resource id" : "clb542**",
"resource type" : "cluster",
"role name" : "view",

"role type" : "admin",

"is owner" : 1,

"is ram role" : 1

bl

HIR
HiEEEPLOEEESEIRE,
FREERR

e SDK

MR R AMIBHSHIESHSDK, BEEMREIEITAPIEREE =N KRS, EERERSDGAR
APl, ERREBFENSZWIE,

e OpenAPI Explorer
RiEeZR, JHALRRAP, ELGSTIR, REHAEMJHRITHISDKAERE,
o [UEZCL

MEABRFEENRETR, TBIGSARARNEESNNERRRS, BRRE, BRELTFE
$O

10.2. 2EEFHRAMB PP EHRENRER
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeUserPermission
https://github.com/aliyun/aliyun-cli

AEERE KuberneteshR APIBE. 1R

A GrantPermissions& 8 EFHRAMBA P EEENER.,

EREL:
o BHREERAMIEFIE N BIRRAMAF T T ZEOHE BARERN EMUIRMRAMEE, TUAPKIRE

ErrorRamPolicyConfig %%Eiﬁgo
X TFRAMBEBURIEIFIS, 155 M B E L RAMEE

o MRFAXNMAPHIKS ZRAMAF KRS, 5&HRIZIKS EHEEREMRAMA P ER#ERER N
R, BNAPHEIRE] statusForbidden BY ForbiddenGrantPermissions fHimiS. ENRIE, BN F
kS a8 EAth 7 kS 3 4TRBACEEN

o SEFEHRAMAFPEHENCERFELSESZBMRAMEAFCANERNIRE, BRKNEEQSEEENER
WRRAMA F I T B IRECE .

i

&0 ATEOpenAPl Explorerf E3%ia1Ti2#%& 0, X HESENEIL, E1TH /G, OpenAPIExplorerd]
DA B 4 i SDKAS S 7= 451,

BXKIEE

POST /permissions/users/uid HTTP/1.1
Content-Type:application/json
[ {

"cluster" : "String",
"is custom" : Boolean,
"role name" : "String",
"role type" : "String",
"namespace" : "String",
"is ram role" : Boolean
bl
$ kY
BRSH
EsRPath2#
SHAMR et} B WIE AN WiEA
uid String = 2367%*** RAMAFHID,
B RBodyS#
SHAMR ESid] EENIE Al i8R
Array S BRIESH
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APIEE- IR

AR RS Kuberneteshi

SHAEWR

cluster

is_custom

role_name

role_type

namespace

is_ram_role

PVRY SE297.3

HTTP/1.1 200 OK

Uil i 2 £

PHILIVES 5

SEFHMRAMAFPERBRER R

String

Boolean

String

String

String

Boolean

il

iy

il

il

iy

o

il

Cc796C60***

false

ops

cluster

test

false

WA

RIXERERID,

e ¥ role type SHMMER all
-clusters BY, WESHNEELTF
A,

ZENETREEXENR
( role name {ERBEEXH
ClusterRoleZ#R) .

MENABEIR, BE:
®  admin : BER,
® ops : B#HARA,
® dev : FRARA,
® restricted : ZRAPF,

B E X B ClusterRoleZ#R .,

SRR, RE:
L4 cluster : EEBf#fiE,
° namespace . mEREEEE,

® all-clusters : FREEE%
E.

WEEEER, EEEERNEEIAN
2EERAMA BRI,

181
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APIEZE- IR

POST /permissions/users/2367**** HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json

[ {

"cluster" : "c796co60***",
"is custom" : false,
"role name" : "ops",
"role type" : "cluster",
"namespace" : "test",
"is ram role" : false

bl

IEEIREIRA
Json 1&=

HTTP/1.1 200 OK

e SDK

P R ATRESHIESHISDK, HBEEREEIAPEM M E =~ RMRS, HEEERSDKEAR
AP, ERREFHERZRIE, FB1ESNSDKSE N EHEE,

e OpenAPI Explorer

RiER, TTARIHAP, ELHLTIR, BEANSERTRTHISDKILERE,

o [IE=CL

MEZFFEENEETR, TRBIHLHRAEANERSMAERRMRS, HRERE, &

$O

10.3. EFHAFPIERE]

p X

0y j&)

I8 B Updat eK8sClust erUserConfigExpire & 1 F FiE B33 HA Y i,

B ERFHE

@ W MR TEEZER FHERKubeConfigEiE, 1@ BEZERKubeConfigh & X3 At

BtEREE, EFRFAZEOEMRE.

iFi

oI LATEOpenAPI Explorerh BT 0, REXEIHE

BAES 34 R SDKA BBl
ERIEZX

POST /k8s/ClusterId/user config/expire HTTP/1.1
Content-Type:application/json

s
(\y2

BEM ., BTG, OpenAPlExplorert]
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APIZE- TR REEPRFKuberneteshk

= iy
BREH
B RPath&#1
SHER B3] EBEWIE Al L]
c5b5e80b0b64a
Clusterld String 2 4bf6939d2d8fb £E£ID,
bcs****
& KBodyS#1
SHER Bt EEWIE 7~ L]
expire_hour Long = 720 BAFPEENIESHE, BAR/NN,
user String = RAMEJUID RFID,

PR NF7 S

HTTP/1.1 200 OK

PS5
PIDIVE= "
B 3 A P AE i H Y iE o=

POST /k8s/c5b5e80b0b64a4bf6939d2d8fbbe5****/user config/expire HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1EEIRERA
JsoN &=

HTTP/1.1 200 OK

HIRB
BEEETLEEESHIRG.
HERERR

e SDK

R A RIZMMESHIESHISDK, BHARFEEIAPERAE NSRS, EEEERSDKGEAR
APl, ERREFHELZWIE,

e OpenAPI Explorer
HRRRR, oJUAAIRXAP, EEHSITIER, BESHSERTHTHSDKRBRAI,

183 > MHRRA: 20220704


https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
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A RS Kubernetesh APIBE- I [E

o [EZXCL

MEZRFEENEETR, TEIHSARNRNERSMNERT MRS, BRERE, BELZEFE
F.
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AR RS Kuberneteshi

11. 95 25t
11.1. SIEH =

=

S
/

I CreateClusterNodePoo A EEf I 2T &t .

i3t

RO LA#EOpenAPl Explorerdh E15iE1Ti%ZEO, &%

PAB 5 4 B SDKAEB R4l

BRIEX

POST /clusters/ClusterId/nodepools HTTP/1.1

Content-Type:application/json
{
"auto_scaling" : {
"enable" : Boolean,
"max instances" : Long,
"min instances" : Long,
"type" : "String",
"is bond eip" : Boolean,
"eip internet charge type"
"eip bandwidth" : Long
}y
"kubernetes config" : {
"cms_enabled" : Boolean,
"cpu policy" : "String",
"labels" : [ {
"key" : "String",
"value" : "String"
b1,

"runtime" : "String",

"String",

"runtime version" : "String",

"taints" : [ {
"key" : "String",
"value" : "String",
"effect" : "String"
}ol,
"user data" : "String"
b
"nodepool info" : {

"name" : "String",

"resource group id" : "String"

by
"scaling group" : {
"auto renew" : Boolean,
"auto renew period" : Long,
"data disks" : [ {
"category" : "String",
"size" : Long,
"encrypted" : "String",

"antn ananchat nalicy 4"

"Strina”

HEEENREM. TTMINE, OpenAPlExplorerd]

185
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AEEPREKubernet eshR APIEZE- 5 Sith
Gsev bsap oo poaacy s ocmaas 9
bl
"image id" : "String",
"instance charge type" : "String",
"instance types" : [ "String" 1],
"key pair" : "String",
"login password" : "String",
"period" : Long,
"period unit" : "String",
"platform" : "String",
"rds instances" : [ "String" ],
"spot strategy" : "String",
"spot price limit" : [ {
"instance type" : "String",
"price limit" : "String"
b1,
"scaling policy" : "String",
"security group id" : "String",
"security group ids" : [ "String" 1,
"system disk category" : "String",
"system disk size" : Long,
"tags" : [ {
"key" : "String",
"value" : "String"
b1,
"vswitch ids" : [ "String" 1],
"multi az policy" : "String",
"on_demand base capacity" : Long,
"on demand percentage above base capacity" Long,
"spot instance pools" : Long,
"spot instance remedy" : Boolean,
"compensate with on demand" : Boolean,
"internet charge type" : "String",
"internet max bandwidth out" : Long
by
"tee config" : {
"tee enable" : Boolean
o
"management" : {
"enable" : Boolean,
"auto repair" : Boolean,
"upgrade config" : {
"auto upgrade" : Boolean,
"surge" : Long,
"surge percentage" : Long,
"max unavailable" : Long
}
s
"count" : Long
}
BRSH
ERPath&#
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AR RS Kuberneteshi

SHER B} EBRWIE Al gLl
c61da77e8bfbc
Clusterld String = 4c4c999af2b51 E£E5ID,
b65****
& RBodyZ#1
SHEM Bt} EBRWIE 7~ gLl
auto_scaling Object S BHEegEEiE,
EREAEN B, BIE:
°  true : ABTAMBIMBLEIN
BE.
enable Boolean £ true e false : AFEBEIMELE, HEX
{EAfalsely, Efft auto scalin
g BRESHEBARAEN.

ZUNE: false ,
max_instances Long 2 10 BB H & AL,
min_instances Long 2 1 B{B4aE &/NLHIE,

BaegEXE, REEHEGEIHIRE

X5, BUE:

L4 cpu D EEGIE,
type String & cpu * gpu @ GPUSBIE,

® gpushare : GPURZEH,

L4 spot AR IHE,

ENE: cpu .

EEHEEP, BUE:

® true : ZPEEP,
is_bond_eip Boolean = true

° false : A4BEEIP,

ZINME: false
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B#ERSKuberneteshi APIBE- T 5t

SHEWR £ BEBIE Nl L

EIPTH2ERE, BUAE:

®  PayByBandwidth : REE® &

eip_internet_cha Strin - PayByBandwidt i,
rge_type 9 = h e DpayByTraffic : HEAGKSEM
%,
EAE: PayByBandwidth
eip_bandwidth Long & 5 EIPT SRIE1E,
kubernetes_con , =
fig Object & ERBAXRE,
EERECSTRERERERE, RER
LA BRI E S EEFAEIZECST
PINERER, EHEFE. BE:
° true : HECSTRERERIK
cms_enabled Boolean = true =8
® false ! AEECSTRLEREZR
iz,
2OANE: false
TRCPUEHRERER, HEBMATE
1.12.6 RUA LB SR LA T AR SRS -
L4 static : RFATRELEFE
L R RAFAEPOdIB SR EL CPUSERIMEAN
cpu_policy String = none ¥
® none : RRNBHAIUBHEIACPU
FMMHER,
%ﬁi)\ﬁt none
labels Array of  __ B AFRE, FKubernetesEET A%
tag = NFREE
runtime String 2 docker BE|IBITH,
runtime_version String 2 19.03.5 BRIBTHIRA,
A f
taints t;rr?tyo & EREE,
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APIBZE- 5 Sith

AR RS Kuberneteshi

SHEWR

user_data

node_name_mo
de

nodepool_info

name

resource_group
id

type

scaling_group

auto_renew

String

Object

String

String

String

Object

Boolean

BEBIE Nl

dGhpcyBpcyBhIG
VAYW1wbGU=

aliyun.com0005
Stest

iy

cluster-demo

il

rg-
acfmyvw3wjmb

*kkk

iy

ess

iy

iy

&= true

TEREMHASIAER: R+ FTRP

ik F 8+ B

° HIRFMERHIYTIH “." ARH—
HENAME, FNEHEILUMER
INEFF, HFEM -, TABK
HEMANNEZBNHE;

o IPHbIEERIKERRAERT A P iR
EEfI%, BEERE 5-12

Blan: T P bhk
192.168.0.55, IBERIRN
aliyun.com, IPHIIEERRER 5, B
A test, MFRERA
aliyun.com00055test

TRtk E,

T RMER,

T RMPFEZEIRID,

TR SERE,

TRETREEFEBMER,
% instance charge type H{&
A Prepaid WA, BUE:

. BEILEE,
D REEE,

L4 true
L4 false

BNE:

true .
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SHEWR £ BEBIE Nl L

TR R B R EAR, HEERT
BRBEMEBRNAER, BARIEE,

auto_renew_per ¥ periodUnit=Month BY, BUESE

. Long & 1
iod E: {1,2,3,6 12}
FINE: 1
Array of
data_disks data_di & TR RERLRE.
sk
aliyun_2_1903_x
e _ =Y, s N = [+
image_id String & 64_20G_alibase ;EX%QID' RUERRRELNR
~20200529.vhd °
TRt T A 2R, BUE:
. ®  prePaid : FifTE,
instance_charge String = PrePaid
_type ® postPaid : RETH,
ZXINE: PostPaid ,
instance_types Arrtay of = ecs.d1ne.2xlarg SIS
String e
REEREBHETER,
1 login password Zi&E—,
key_pair String &= np-key-name
@ g mEsEEETA
M, WRZHE key pair
SSHERZH, M key pair ik
. . —. ZBEMUA8~30NER, BELE
login_password Strin S Hello1234 !
gin.p d = RESSH (ANSFE. MEHEHK
&Fs) .
TREFTREFEANE,
% instance charge type &
A PrePaid WAEMBEANIEE,
period Long = 1 BUESERE: period unit BUEN

MonthBf, period BUESEHE: {
1, 2, 3,6, 12},

KiNE: 1,
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APIZE- 5 Sith H[ERRFZKuberneteshr

SHEWR £ BEBIE Nl L

TRETRMAEERE, HiEE
period_unit String & Month A Prepaid WEHEZEIEERAH.
Month: LAB AIHE R4,

BUERRRITIR., BUE:
L4 CentOS

L4 AliyunLinux

platform String &= Linux
L4 Windows
L4 WindowsCore
ZRINE: AliyunLinux
rds_instances Arrgy of S rds-**** RDS3LHIID,
String
aNEHIRE, BE:
®  NoSpot : FEIEEICLHA,
® SpotWithPriceLimit : iRE
spot_strategy String & NoSpot & G LAIMIE LR,
o SpotAsPriceGo : RZEFIH
M, IREEHBITHIIRNS,
BZER, B AL,
o AR A LFHMETHNEXE
spot_price_limit Array &= wE
instance_type String & ecs.c6.large 1 ST,
A 3Lf RN,
price_limit String = 0.39

B JT/NE,
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APIBE- T it

SHEWR

scaling_policy

security_group_i
d

security_group_i
ds

system_disk_cat
egory

system_disk_siz
e

system_disk_pe
rformance_level

tags

String

String

Array of
String

String

Long

String

Array

iy

iy

iy

il

el

iy

iy

il

release

sg-
wz9a8g2mt6x5l
luo****

sg-
wz9a8g2mt6x5l
luo****

cloud_efficiency

120

PL1

WA

fpgaAEL, BUE:

® release : WRERI, RIBHIE
FHEENERSE, BEIE. BK
ECSHY A N ITH4SE,

° recycle : fRERED, EIE
E. EN. BN AT, 12
BERXHBENERE (EHRTERR
Agzs, RREGFMEZRR, AiEN
BIBRSM) o

BAE: release o

TRIEZLAD,
5 security group ids Zi&—,
HEER security group ids o

RLEIDIE,

5 security group id IZi&—,
HZFER security group ids
Z A

E security group id M secu
rity group ids B EE

A security group ids .

TRERZEE, BE:

® cloud efficiency : B¥=
#,
® cloud ssd : SSDm=#,

® cloud essd : ESSDm#E,

ZINME: cloud efficiency

TREZH AN, BAAGB,
BESEE: [40,500],

TREARBHENRE, RIXJESSDHEZE
o

{RAECSSEBIRMIRE o

HmERAUUEE, FAKER128T
FR; IRSRMARSEEARE

PA “aliyun” . "acs:” FFL, HE
& "https://" . “http://" .
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SHEWR

key

value

vswitch_ids

multi_az_policy

on_demand_ba

se_capacity

%

String

String

Array of
String

String

Long

el

iy

il

node-k-1

node-v-1

VSW-
wz9mfnhmssud
6eicu****

COST_OPTIMIZE
D

A

REHBER,

RE(E,

FEBZIRALID,

Z o A XA AECSILAIT FREK,
B&E:

e PRIORITY : RIFBEXHIEH
33HRA, (VSwitchids.N) ¥ 458,
HMERREN RSN RET A
X ACIZRECSIAIR, BaifERAT
— LSRR R A H A B R ECSSD
i,

®  COST OPTIMIZED : 1®RVCPUE
MMNER S HTEHEIE, HBGEER
BERETIRANITEAXNS A
BB, MERIEN I AL, &
o] PAZKEEEIY  CompensateWithOn
Demand S#IEEHILLLLHIH
TFEFSRETECIRN, 2E8m
SRR EN BT,

@ A COST_OPTIMIZE
D REMERERE T ZLH
MBS EEA 718 520 LBy
BRTER,

® BALANCE : EBFEAREENZT
BRZESS5EECSEA., MNEMR
FEFARERATHXZ BEER
F, BOULUBEAPI
Rebalancelnstance &R,

ZRAE: PRIORITY

AR EREIMAMHIR/IME,
BESEE: [0,1000], =ik LA
DFZIEN, HBHERIREKLA.
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andwidth_out

B#ERSKuberneteshi APIBE- T 5t
SHEM ESid] RENE ~l gLl
q q {BY548H B /MR ELHIE
S;r:taerzagbas:r Lon = 50 ( on demand base capacity )
o 2a5adty - 9 = BRIE, 1B B R 8 SR A
- e, BUESERE: [0,100],
<ot [nstance IR E O] LA BN, ([BaEERIR
o?)ls_ P Long & 5 MAREHS NSO EIE ST
fl, BUESERE: [1,10],
EEFBRMHFR AL, FBE, A
Ee S LB EEIN RS ER
. B, BEABZINCIZERSTH, Bik
Ziqoetc_jmstance_r Boolean & false FGE B EIE S SCh . BUE:
Y *  true : FBAFIBEALA.
e false : AFBHFHRAERNT
B,
H multi az policy BUE
# cosT opTiMIZED BY, MIREM
%, EESRERALECIZEBHNR SN
_ X, EERFENSHEIERESLA
compensate_wi Boolean & true WHBECSEHIFEER, BUE:
th_on_demand
e  true @ AFEHEXCIERS
SCI T BECSSEAIMEER,
e false : ARFEINZAEIER
SXFHBECSIHMEEK,
AP EE A, BEVE:
internet_charge String & PayByT raffic * PayByBandwidth: #Z[EE®E T
_type 2,
e PayByTraffic: ZfERREITE.
internet max b TRANPHGRRAE, BAUA
- - Long & 5 Mbps (Mega bit per second) , BUE

SEE: [1,100]
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APIZE- 5 Sith H[ERRFZKuberneteshr

SHEWR EJi] EEWIE w5l B8
BRIERGRESEE,
M platform SHHTiE—, BUETE
[

e AliyunLinux : Alinux2HE#&.
e AliyunLinux3 : Alinux3%i&.

® AliyunLinux3Arm64 : Alinux3

RIBRARMER o
image_type String a AliyunLinux ® AliyunLinuxUEFI : Alinux2%
& UEFIfR
e Cent0os : CentOSH#&.
® Windows : WindowsiE{&,
® WindowsCore : WindowsCore
BB,
° ContainerOS : BEMHKE
%,
deploymentset ds-
" pioy —  String & bp1d19mmbsvd  EREEID,
JFEXXXXX
desired_size Long & 0 TRBBETRYE,
tee_config Object & MBI EEERE,
tee_enable Boolean £ true EEHEME T EEER,
management Object & EETRBRE,
EEFBRERT SN, BUE:
° true Zﬁ)ﬁ'ﬁ%qﬁ,ﬁ?ﬁo
enable Boolean = false o  false : REEEESEHSM, 2
BHenable=truely, HAiEXEE
FER.
BEE, N¥Y enable=true B4
B
auto_repair Boolean = false

° true : BEEE.
° false : ABMMEE,

195 > MHRRA: 20220704



A RS Kubernetesh
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SHAEWR

upgrade_config

auto_upgrade

surge

surge_percenta
ge

max_unavailabl
e

count

interconnect_m
ode

interconnect_co

nfig

cen_id

ccn_id

ccn_region_id

bandwidth

Boolean

Long

Long

Long

Long

String

Object

String

String

String

Long

iy

iy

iy

Jal

iy

iy

iy

iy

iy

il

false

basic

cen-
eyokonfhzOf****

*kk

ccn-
gm5i0i0g9yi****

*kk

cn-shanghai

10

WA

B A REE, X
2 enable=true KNE,

EERREMALR, BUE:
. BEBMAHE,
® false : ABHEBEIAL,

L4 true

BN R, M surge Zik—,

RAARTAFTRYE.
EUESER : [1,1000]
ZOANME: 1.

BET B MERE, ZER
X type A edge ERNTRME
BX, RETBHE:

® Dbasic : EHE,

° improved : IZIEEY,

BEHRMEE,

BEIERE T G0 E B9 = Ml ) SCA
ID(CENID),

N EIE R BT 40 R B9 = % 4 W SL A
ID(CCNID).

BEIRIR BT RSP E 09 = 3% ) SE A5
PR B,

BEIREBET RONKINE TR, B0
M,
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SHER ESid] =8
improved_perio
P P String =
d
max_nodes Long =

PR SE297.3

HTTP/1.1 200
Content-Type:application/json
{

"nodepool id" : "String"
}
Ui bz 2 4%
05 Sz Body S £
SHAMR et}
nodepool_id String

BT Rt b
BRI

5

il

10

il

np31dalb38983f451
1b490fc62108a****

i8R

MEIRRBET RN EEE, B4
A.

BEHREATFERNERRT REE.
ZEHATFET0, ORRLEHIMNRE
(RZRFEHBARUTUSHNTR
H, TRUKSTHINRE) , AET
RBZSHEREARTO; essHEBTR
A BIABYedge B BT RIZ S HE
A0,

T RtID,

POST /clusters/c6lda77e8bfbc4c4c999af2b51b65**** /nodepools HTTP/1.1

Host:cs.aliyuncs.com
Content-Type:application/json
{

"auto_scaling" : {
"enable" : true,
"max instances" : 10,
"min instances" : 1,
"type" : "cpu",

"is bond eip" : true,

"eip internet charge type" :

"eip bandwidth" : 5
}l

"kubernetes config" : {
"cms_enabled" : true,
"cpu_policy" : "none",
"labels" : [ {

"PayByBandwidth",
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"key" : "env",
"value" : "prod"
b1y
"runtime" : "docker",
"runtime version" : "19.03.5",
"taints" : [ {
"key" : "key",
"value" : "value",
"effect" : "NoSchedule"
bl
"user data" : "dGhpcyBpcyBhIGV4YW1lwbGU=",
"node name mode" : "aliyun.com00055test"
o
"nodepool info" : {
"name" : "cluster-demo",
"resource group id" : "rg-acfmyvw3wjmb****",
"type" : "ess"
by
"scaling group" : {
"auto renew" : true,
"auto renew period" : 1,
"data disks" : [ {
"category" : "cloud ssd",
"size" : 40,
"encrypted" : "true",
"auto snapshot policy id" : "sp-2zejlnogjvovnzdz**xx'",
"performance level" : "PL1"
b1
"image id" : "aliyun 2 1903 x64 20G alibase 20200529.vhd",
"instance charge type" : "PrePaid",
"instance types" : [ "ecs.dlne.2xlarge" ],
"key pair" : "np-key-name",
"login password" : "Hellol234",
"period" : 1,
"period unit" : "Month",
"platform" : "Linux",
"rds_instances" : [ "rds-***x" ],
"spot strategy" : "NoSpot",
"spot price limit" : [ {
"instance type" : "ecs.c6.large",
"price limit" : "0.39"
Fol
"scaling policy" : "release",
"security group id" : "sg-wz9a8g2mt6x51lul****",
"security group ids" : [ "sg-wz9a8g2mt6x51lulQx***" ],
"system disk category" : "cloud efficiency",
"system disk size" : 120,
"system disk performance level" : "PL1",
"tags" : [ {
"key" : "node-k-1",
"value" : "node-v-1"
b1y
"vswitch ids" : [ "vsw-wzOmfnhmssud6eicu****" ],
"multi az policy" : "COST OPTIMIZED",
> XASARA: 20220704 198
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"on demand base capacity"™ : 0O,
"on demand percentage above base capacity" : 20,
"spot instance pools" : 5,
"spot instance remedy" : false,
"compensate with on demand" : true,
"internet charge type" : "PayByTraffic",
"internet max bandwidth out" : 5,
"image type" : "AliyunLinux",
"deploymentset id" : "ds-bpldl9mmbsv3jf6xxxxx"
b
"tee config" : {
"tee enable" : true
b
"management" : {
"enable" : false,
"auto repair" : false,

"upgrade config" : {

"auto upgrade" : false,
"surge" : 0,
"surge percentage" : 0,
"max unavailable" : 0
}
by
"count" : 1,
"interconnect mode" : "basic",
"interconnect config" : {
Teem iel” g Teem—eyROmitingQE* sl
"ccn_id" : "ccn-gm5i0i0gOyixxxxxxxm,
"ccn region id" : "cn-shanghai",

"bandwidth" : 10,
"improved period" : "1"
}l

"max nodes" : 10

BRI FE LR

B EhfRgamel:
{

"ClusterId":"c6lda77e8bfbc4c4c999af2b51b65****",

"nodepool info":{
"name" :"autoScale-demo",
"resource group id":"rg-acfmyvw3wjm**xx'"
b
"scaling group":{
"vswitch ids": [
"vsw-wz9mfnhmssudéeic****"
1,
"system disk category":"cloud efficiency",
"system disk size":120,
"data disks":[
1,
"instance types": [

"ecs.t6-clm2.large"
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1,
"vpc id":"vpc-wz984yvbd6lck22z3*xx*",
"tags": [
1,
"instance charge type":"PostPaid",
"login password":"***x*x",
"platform":"AliyunLinux",
"image id":"aliyun 2 1903 x64 20G _alibase 20200529.vhd",
"rds instances": [
1,
"scaling policy":"release"
by
"kubernetes config":{
"cpu policy":"none",
"cms_enabled":false,
"labels": [
{
"key":"workload type",

"value":"cpu"

1,
"taints": [
1,
"user data":"",
"runtime":"docker",
"runtime version":"19.03.5"
by
"tee config":{
"tee enable":true
s
"auto scaling":{
"enable":true,
"max instances":10,
"min instances":1,

"type": "cpu"

1IEERE =B
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<nodepool id>np31dalb38983£4511b490£fc62108a****</nodepool id>

JsoN &

HTTP/1.1 200 OK
Content-Type:application/json
{
"nodepool id" : "np31dalb38983£f4511b490fc62108axx*x"
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APIBZE- 73 ith REEREKuberneteshR

xS
BEEETLEEEZSEIRG.
HERERR

e SDK

R ARIZMMESHIESHISDK, BHARFEBERAPERFAEZN”RIRS, EEEERSDKGEAR
APl, ERREFHELZWIL,

e OpenAPI Explorer
MURRER, THAERAP, EAHSTIE, REHSEM THITHESDKRERE,
o [TEXCL

MEZRFEENEETR, TEIHSHRAANEES MNERRMRS, HERE, RELZFE
F.

11.2. ¥ &8P ais

A FScaleClusterNodePooli B3 S5t .
Bk

R T LAfEOpenAPI Explorerp BIZI1E1TiZ#EN, REEHESZHNAM ., ZTMINE, OpenAPl Explorerd]
LB S 4R SDKISTBRA,

BKIEX

POST /clusters/ClusterId/nodepools/NodepoolId HTTP/1.1
Content-Type:application/json
{

"count" : Long
}
Mk o
BRESH
ERPath&
SHEMR B3] BB WIE il iR
c23421cfa74454
Clusterld String 2 bc8b37163fd19 £EBEID,
af****
np31da1b38983
Nodepoolid String 2 f4511b490fc621  FHtID,
08a****
& KkBodyS#1
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/CreateClusterNodePool
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=ScaleClusterNodePool&type=ROA&version=2015-12-15

A RS Kubernetesh

APIEZE-

of
&

N
m/

SHEWR £

el

iy

count Long

PR SE297.3

HTTP/1.1 200
Content-Type:application/json
{

"task id" : "String"

0 j 2 £

05 Sz Body S £
SHAMR et}
task_id String

a7 Ritrs

iR B 7R 4

iyl
&

il i8R

#l, BREEKRST B500M TR,

o]l 8
T-

5faad8fb31b6b8078  {ESID,
doo****

POST /clusters/c23421cfa74454bc8b37163fdl9%af****/nodepools/np31dalb38983£4511b490£c62108a**

** HTTP/1.1
Content-Type:application/json
{

"count" : 1

1E &R B 7R
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml

<task 1d>T-5faa48fb31b6b8078d00****</task id>

Json 1&T

HTTP/1.1 200 OK
Content-Type:application/json
{

"task id" : "T-5faa48fb31b6b8078d00****"
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APIBE- 75 =ith R RSKubernet eshi

xS
BEEETLEEEZSEIRG.
HERERR

e SDK

B R ARIREZSHIESHISDK, HBEEREEIAPEM M E =~ MRS, HEEERSDKAR
AP, ERREFHERZRIE, FBIESNSDKSE N HHEE,

e OpenAPI Explorer
HRFERR, oJUAARAP, EETLITIE, BESHSEMRTHTHSDKRBRAI,
o [IE=CU

MEZRFEENEETR, TEIHSHRAANEES MNERRMRS, HERE, RELZFE
F.

11.3. BT RMEEE

& B ModifyClusterNodePoolEEF T RECE .
i

RO ATEOpenAPI Explorerp HEEITiZEN, REFITEELZWEM ., B1THING, OpenAPlExplorerd]
LB B4 B SDKASTB 7= 451

BKIEX

PUT /clusters/ClusterId/nodepools/NodepoolId HTTP/1.1
Content-Type:application/json
{
"auto_scaling" : {
"eip bandwidth" : Long,

"eip internet charge type" : "String",
"enable" : Boolean,
"is bond eip" : Boolean,
"max instances" : Long,
"min instances" : Long,
"type" : "String"
s
"kubernetes config" : {
"cms_enabled" : Boolean,
"cpu policy" : "String",
"labels" : [ {
"key" : "String",
"value" : "String"
}ly
"runtime" : "String",
"runtime version" : "String",
"taints" : [ {
"key" : "String",
"value" : "String",
"effect" : "String"

} }l
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/ScaleClusterNodePool
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=ModifyClusterNodePool&type=ROA&version=2015-12-15

A RS Kubernetesh

APIEZE-

dt

o

"user data" : "String"
}l
"nodepool info" : {

"name" : "String",

"resource group id" : "String"

by
"scaling group" : {

"data disks" : [ {
"category" : "String",
"size" : Long,
"encrypted" : "String",
"auto snapshot policy id"

b1y

"String"

"instance charge type" : "String",

"period" : Long,

"period unit" : "String",

"auto renew" : Boolean,

"auto renew period" : Long,

"platform" : "String",

"image id" : "String",

"spot strategy" : "String",

"spot price limit" : [ {
"instance type" : "String",
"price limit" : "String"

} }l

"instance types" : [ "String" 1],

"key pair" : "String",

"login password" : "String",

"rds instances" : [ "String" ],

"scaling policy" : "String",

"system disk category" : "String",

"system disk size" : Long,
"tags" : [ {
"key" : "String",
"value" : "String"
bl
"vswitch ids" : [ "String" 1],

"multi az policy" : "String",

"on demand base capacity" : Long,

"on demand percentage above base capacity"

"spot instance pools" : Long,

"spot instance remedy" : Boolean,

"compensate with on demand"
b
"tee config" : {
"tee enable" : Boolean
b
"management" : {
"enable" : Boolean,
"auto repair" : Boolean,
"upgrade config" : {
"auto upgrade" : Boolean,
"surge" : Long,

"surge percentage" : Long,

Boolean
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"max unavailable" :

}
}l

"update nodes" :

ERESH
ERPaths#

SHEWR

Clusterld

Nodepoolld

B RBody&#

SHER

auto_scaling

eip_bandwidth

eip_internet_cha
rge_type

enable

il

X

W

il

c23421cfa74454
bc8b37163fd19

af *kkk

p31da1b38983f

4511b490fc621
08a****

AN

PayByBandwidt
h

true

WA

EBEID,

WA

BXHEEE.

EIPH SIS,

EIPitZEE, HVE:

° PayByBandwidth : 1ZEE® %=
e,

L4 PayByTraffic : RERAREL
%,

EAE: PayByBandwidth

EERABHeYgE, RE:
* true : FETRMENEBLE

=]
B

anp

°

L4 false : AFBEHELE, HE
{EAfalsely, auto scaling W
NEMESESHEREL.,

ZNE: false o
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B#ERSKuberneteshi APIBE- T 5t

SHEWR e Bk Hl A

el

ERYTEEP, BUE:

® true : #FEEIP,

iy

is_bond_eip Boolean true

° false : A4BEEIP,

ZINME: false

iy

max_instances Long 10 AL,

min_instances Long = 2 =/NEHIE,

BEfBERE, RREABEIHIXE
oy, BUE:

L4 cpu . ZELHIE,

° gpu : GPUSLHIRY,

° gpushare : GPURZEZR,
L4 spot ! O THIE,
2AE: cCpu o

iy

type String cpu

kubernetes_con

; EEMEXEE,
fig

Object

iy

REREECSTREZRZER, RERF
EREREN G EREIERECSE
FINEERER, #EFE. RE:

®  true : FECSTRLRERK
cms_enabled Boolean = true N

® false : AEECSTRLIZESR
Bz,

ZNE: false o

TRCPUSHRRES, SEBRAE

1.12.6 RIA LB HFLAT WA RS :

o static : RIFATRLEFE
L TRIRAFAE PO 32 HL CPUSRAN AN
T,

® none : FRBRAIEHEIACPU
FMMEFER,

ZIAE: none .

iy

cpu_policy String none
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SHER ESid] s 7~ gLl
T RIRE, AKubernetesEEET Rk
AR, FREEENHN
o MEHXAX/NERREXNAEMN, &
REZ T LUEE20MRE,
labels Arayof = o RERRTUES, BEN6ANT
tag B ARSETMNE, BER128D
FR. MERMIRSEEBBABEU al
iyun . acs: .  https://
o http:// Fk, EBER, B
£ LLabels and Selectors,
runtime String = docker BRIBITHBR,
runtime_version String = 19.03.5 BRIBTIRA,
Al f
taints t;irr?tyo & TRERRE,
lyEvdXNyL2)pbio " .
. 7 WEVAXNVLAPDD s s e i, B£8R, B2
user_data String a8 iYXNoCmVjaG8g L4 F S B 2 R
Ikhlb GXVIEFDSYEi AR
nodepool_info Object = TREE,
T RMBER,
Hame <trin - default- WERAN: HEF. NF. EXFERFH
° = nodepool |E% (1) AR, KEEE1-631F
&, BEARBERAIERIZ (-) FFk.
resource_group . = 9 ke | sy
id String 5 acfmyvw3wjm HIRAID,
scaling_group Object = yARAERE,
Array of V. - =
data disks data di = TRHEEERE, BETEI[0,10], &
- o EXERMI0REIER,
207 > MH4RRA: 20220704


https://help.aliyun.com/document_detail/197431.html#tag
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#syntax-and-character-set
https://help.aliyun.com/document_detail/197431.html#taint
file:///home/admin/dita-files/output/40702202/task18946035/~~49121~~
https://help.aliyun.com/document_detail/197431.html#data-disk

B#ERSKuberneteshi APIBE- T 5t
SHAMR B3t} BENIE ~l HiEA

TRtbTRIGEEE, BRE
inst h ® prepraid : FUfTE
instance_charge String & PostPaid o
_type ® PpostPaid : REfTE

ZANE: PostPaid .

TREFEANK,

% instance charge type B{&
period Long = 1 A PrePaid WAEMBANLIEE.

% PeriodUnit=Month &Y, EUESE

B: {1,2,3,6, 12,24, 36, 48, 60}.

TRNZEEE,

% instance charge type H{E

A Preraid NEEREZEBIEEAH.
period_unit String = Month 7 S TR R A

BRIAXIFLUR A 84,

2INE: Month

TREEHFEBMESE,

% instance charge type H{E

A Prepaid WA%R, BUE:
auto_renew Boolean & true o true : AFEE,

e false : ANEHMEE,

EINE: true

TRBEHEEEE,

% instance charge type H{E
auto_renew_per . A Prepaid BAER, BANE
iod Long & ! fé.

% PeriodUnit=Month 0, EUESE

E:{1,2,3,6 12

BERRFE. BE:

o AliyunLinux
platform String = AliyunLinux ®  CentosS

o Windows

L4 WindowsCore
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SHEWR

image_id

spot_strategy

spot_price_limit

instance_type

price_limit

instance_types

key_pair

login_password

rds_instances

String

String

Array

String

String

Array of

String

String

String

Array of
String

iy

iy

iy

iy

iy

iy

iy

iy

iy

il

aliyun_2 1903 x
64 _20G_alibase
~20200904.vhd

SpotWithPriceLi
mit

ecs.c6.large

0.39

ecs.c6.large

pro-nodepool

Hello1234

rds-xxx

WA

BEXRERKID, i@
3§ DescribeKubernetesVersionM
etadata BHRAZISHNER, HiA
FRRGRNER.

B LpIER, BE:

L4 NoSpot : IER A LA,

®  SpotWithPriceLimit : &RE
5 LAINE LR,

L4 SpotAsPriceGo : RFBEFIH
v, IRBEZRIHHIIRNE,

BEEER, BEREAALM.

EaEZOHHNMEXEEES.

AN ZAME.

A Lfl ERNME,
B JT/NE,

ZHIME. BSER, BBLLOAE
&

ZHENEWR,
1 login password ZiE—, HT
RBATERD Ry, 2

= key pair .

SSHERZHW, M key pair i
—, BN AS~301FER, BELE
NEA=ZR (K/NEFE. HFNEK
&/s) .

RDSSLHIID, #NZR#5%E 7 RDSSLAZ
*, BT RECSSBnIMMARDSHIE
HEE,
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SHER Bl BENIE ~l i8R
BgEAER, BE:
° release : FREET, RIEHE
BRENERE, BYCIE. BK
ECSHY A 017184,
scaling_policy String &= release o recycle : BEMER, BB
#. BN, B s iTEeE, ]
EERBENEE (ENNTHEER
AeE, RWEFEREZER, AR
BRI
TREFHLEE, BE:
. ® cloud efficiency : B¥=
system,_disk_cat String S cloud_efficiency .
egory —
® cloud ssd : SSDZ=#,
BOAE: cloud ssd o
TRAZEK/N, BAIAGB,
BUESERE: [20,500],
system disk_siz - o = 120 BEHNMESARTFREST
e max{20, ImageSize},
ERIAE: max{40, B Imageldst 8y
BEKXN.
svstem disk pe TRAZBHEMEESR, {XIYESSD
rfyormar;ce l;\r/’el String & PL1 WEAEN, BEUESRNEEXNNG
- X, BEER, BEERESSDEAE
RN ECSZHIARNMIRE
ay o =
tags tag A R ARSRAIRSEBRE
AL “aliyun” | “acs:” FFk, ZE
& “https://" . “"http://" .
. . Array of vsw= _—
vswitch_ids . = wz9uwxhawmt ERIIHALID,
String
zg7u9h****
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SHEWR £

multi_az_policy String

on_demand_ba

) Long
se_capacity

on_demand_per
centage_above_ Long
base_capacity

spot_instance_p

Lon
ools 9

iy

iy

iy

il

BALANCE

20

WA

Z o AKX BAEAECSLAIT FEREE,
B&E:

® PRIORITY : RIFMBEXHEM
A, (VSwitchlds.N) ¥ 48,
HMERREN RN ET A
X EABIZECSIAIRY, BafERT
— TR RE R A H A B R ECSSD
il

®  COST OPTIMIZED : 1RVCPUE
MMNERSHTAEE, SH%EER
BERETERANUESRNSIHM
1&ES, RERIZ R SXLA, &
o] PAZKEEEIY  CompensateWithOn
Demand SHIEEHLAALHIH
TEFSERLEEN, 2585
SHMURENENARCE,

@ i COST OPTIMIZE
D REMEFHRERET ZLH)
MBS E LA 718 50 LBy
BRTER,

® BAIANCE : fEBEHAEENST
BRZESS 5 EECSEA., MNEMR
FEGEARERERTARZEEBSAR
&, BULUEITAPI  Rebalance
Instance FEHEER, BESER,
2 [ Rebalancelnstance,

ZRAE: PRIORITY

B AR FERELONHNR/IME,
E{ESEE: [0,1000], HIRELHINE
DFZEN, BRECIERELA,

R4 B R /MR E LA
( on demand base capacity )
EXRE, BHOZHPIRESLHIN G
tfl. BUESEE: [0,100],

IS E T LA, ([BgEREE
MAREHS NG R ST
i, BUESER: [1,10].
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B#ERSKuberneteshi APIBE- T 5t

SHEWR £ BEBIE Nl L

REAFBHFRGALA. FEE, A
Ee S IO ERHNRRER
B, BEERZHEIRIMBIL, Bk
R E Ay G SEfl. BVE:

e true @ FEMFESRAELA.

e false ! AHFBHFTIEARE
%,

spot_instance_r
emedy

iy

Boolean false

2 multi az policy BUE

A cosT opTIMIZED B, WMIREHM

%, EFSERAELENEZERBIR S

I, REAFENEHEIZZRELA

true WEECSEAIMER K, BE:

° true : RFENEHACIERS
SLAfl i RECSEHIMBEK,

® false @ AAWHEIRRCIEE
BB RECSIAKEER,

compensate_wi
th_on_demand

iy

Boolean

AMIPYLEESEEY BE:

internet_charge . PayByBandwidt ®  PayByBandwidth : REEWHR
String t3
_type h -
° PayByTraffic : RfERAREL
%,

iy

TRAMPHTRRAME, BUA
Mbps (Mega bit per second) , BU{&
SEE: 1,100,

internet_max_b
andwidth_out

iy
w

Long

TR REL

iy
N

desired_size Long

iy

tee_config Object Mz EEHEE,
EEFRME T EER, BE: .
° true : HFB.

° false : AFFE.

ZINME: false o

iy

tee_enable Boolean false

iy

management Object EETRBERE,
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SHEWR £ BEBIE Nl L

EEAERET &M, BE:
L4 true @ FBEEET R,

e false ! AABRETZM, R
BH enble=true 0¥, EfiEx
BEEFEM.

EAE: false o

iy

enable Boolean true

2EEEmBE, X
% enble=true W&, BUE:

true e true : BIES.
e rfalse : AEFEE.
%ﬁi)\ﬁi true

iy

auto_repair Boolean

B AREE, X
% enble=true W&,

iy

upgrade_config Object

EEBRBHAR:

° true: BH,
=
auto_upgrade Boolean 5 true o false: REF.

BRINE:  true .

PHMTRHE, ARNHBETREART
., SIS RAMRER IR
£

surge Long = 5

@ mE  ENSIRNESS A
AR M AT A,

surge_percenta
ge

BT mEB, M surge ZTiE—.

iy
o

Long

RAATHTRHE.
BYESSE: [1,1000]
ZHANE: 1,

max_unavailabl
e

o

Long

update_nodes Boolean & true B EHTRIRERITR.

0 jz 4435 K&
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HTTP/1.1 200
Content-Type:application/json
{

"task id" : "String",

"nodepool id" : "String"

0 j 2 £

0 fZBody&#§
SHEWR e Nl
T-
task_id String 5fd211e924e1d0078
7000293
. . np737c3aclac68470
nodepool_id String 359610673222+

28T [RtEERA
BRI

T RAID,

PUT /clusters/c23421cfa74454bc8b37163fd1l9%af****/nodepools/p31dalb38983£4511b490fc62108a****

HTTP/1.1
Content-Type:application/json
{
"auto scaling" : {
"eip bandwidth" : 5,

"eip internet charge type" : "PayByBandwidth",
"enable" : true,
"is bond eip" : true,
"max instances" : 10,
"min_ instances" : 2,
"type" : "cpu"
s
"kubernetes config" : {
"cms_enabled" : true,
"cpu policy" : "none",
"labels" : [ {
"key" : "env",
"value" : "prod"
b1y
"runtime" : "docker",
"runtime version" : "19.03.5",
"taints" : [ {
"key" : "key",
"value" : "value",
"effect" : "NoSchedule"
Fl
"user data" : "IyEvdXNyL2Jpbi9iYXNoCmVjaG8gIkhlbGxvIEFDSyEi"
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"nodepool into" : {
"name" : "default-nodepool",
"resource group id" : "rg-acfmyvw3wjm****"
b
"scaling group" : {
"data disks" : [ {
"category" : "cloud ssd",
"size" : 40,
"encrypted" : "true",
"auto snapshot policy id" : "sp-2zejlnogjvovnz4zxxxx"
}ly
"instance charge type" : "PostPaid",
"period" : 1,
"period unit" : "Month",
"auto renew" : true,
"auto renew period" : 1,
"platform" : "AliyunLinux",
"image id" : "aliyun 2 1903 x64 20G alibase 20200904.vhd",
"spot strategy" : "SpotWithPriceLimit",
"spot price limit" : [ {
"instance type" : "ecs.c6.large",
"price limit" : "0.39"
b}l
"instance types" : [ "ecs.c6.large" ],
"key pair" : "pro-nodepool",
"login password" : "Hellol234",
"rds instances" : [ "rds-xxx" ],
"scaling policy" : "release",
"system disk category" : "cloud efficiency",
"system disk size" : 120,
"tags" : [ {
"key" : "env",
"value" : "prod"
b1
"vswitch ids" : [ "vsw-wzSuwxhawmtzg7uSh****" ],
"multi az policy" : "BALANCE",
"on demand base capacity" : 0,
"on demand percentage above base capacity" : 20,
"spot instance pools" : 5,
"spot instance remedy" : false,
"compensate with on demand" : true
s
"tee config" : {
"tee enable" : false
by
"management" : {
"enable" : true,
"auto repair" : true,
"upgrade config" : {
"auto upgrade" : true,
"surge" : 5,
"surge percentage" : O,
"max unavailable" : 1
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Ir

"update nodes" : true

1 &R 8] 745
xML &

HTTP/1.1 200 OK

Content-Type:application/xml

<task 1d>T-5fd211e924e1d00787000293</task id>

<nodepool id>np737c3aclac684703b9%el0673aa2c****</nodepool id>

Json 1&T

HTTP/1.1 200 OK
Content-Type:application/json

{
"task id" : "T-5fd211e924e1d00787000293",
"nodepool id" : "np737c3aclac684703b9%10673aa2c****"

HiRD
RIS L EE BSHIEE,
FRERR

e SDK

R = AERIRMESHIESHISDK, EHARRFEBESAPERFE SN~ RARS, HEEERSDKGEAR
APl, E&REBFHNEZWIE,

e OpenAPI Explorer
RiERZR, JHALREERAP, ELG<STIE, REHEEMJHRITHISDKRAIERE,
o [fTEZCL

MEARFEENEETR, TBIGSARARNEES N NERRIRS, BRRE, REBLTEFE
$O

11.4. EFT RAMHE

I8 A DescribeClusterNodePools&= i EEBE N FrE P SthiEls .
ik

& T PATEOpenAPl Explorerf E1%ia1TiZ#E 0, REXEBITESZNEM, E1THIN/E, OpenAPlExplorerd]
PAB 4 AL SDKAAEE R 41,

ERIEX

GET /clusters/ClusterId/nodepools HTTP/1.1
Content-Type:application/json
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AR RS Kuberneteshi

BEKPath&#

SHEWR xE

Clusterld

PR SE2973

HTTP/1.1 200 OK
Content-Type:application/json
{
"nodepools" : [ {
"auto_scaling" : {
"eip bandwidth" Long,
"is bond eip" Boolean,
"eip internet charge type"
"enable" Boolean,
"max instances" Long,
"min instances"
"type"
by

"kubernetes config" : {

Long,
"String"

"cms_enabled" Boolean,
"cpu policy"
"labels" : [ {

llkey"

"String",

"String",
"value"

b}l

"runtime"

"String"

"String",
"runtime version"
"taints" : [ {
"key" "String",
"value"
"effect"
}ol,
"user data"
by
"nodepool info" : {

"String",
"String"

"String"

"created"
"is default"

"String",
Boolean,
"name" "String",
"nodepool id" "String",
"region id" "String",
"resource group_ id"
"type"
"updated"
by

"scaling group" : {

"String",
"String"

"auto renew" Boolean,

"auto renew period" Lonag,

"String",

Al
cc0f87de0bsfb

403f86e10e204f
g3xwwx

"String",

"String",

WiEA

EEEID,
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dt

o

}l

"data disks" : [ {

"category" : "String",

"size" : Long,

"encrypted" : "String",

"auto snapshot policy id" : "String"
b1y
"image id" : "String",
"instance charge type" : "String",
"instance types" : [ "String" ],
"multi az policy" : "String",

"on demand base capacity" : Long,

"on demand percentage above base capacity"

"spot instance pools" : Long,
"spot instance remedy" : Boolean,
"compensate with on demand" : Boolean,
"period" : Long,
"period unit" : "String",
"platform" : "String",
"ram policy" : "String",
"spot strategy" : "String",
"spot price limit" : [ {
"instance type" : "String",
"price limit" : "String"
bl
"rds instances" : [ "String" ],
"scaling group id" : "String",
"scaling policy" : "String",
"security group id" : "String",
"security group ids" : [ "String" 1,
"system disk category" : "String",
"system disk size" : Long,
"tags" : [ {
"key" : "String",
"value" : "String"
bl
"vswitch ids" : [ "String" ],
"login password" : "String",
"key pair" : "String",
"internet charge type" : "String",

"internet max bandwidth out" : Long

"status" : {

}l

"failed nodes" : Long,
"healthy nodes" : Long,
"initial nodes" : Long,
"offline nodes" : Long,
"removing nodes" : Long,
"serving nodes" : Long,
"state" : "String",

"total nodes" : Long

"tee config" : {

bo

"tee enable" : Boolean
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"management" : {
"enable" : Boolean,
"auto repair" : Boolean,

"upgrade config" : {

"auto upgrade" : Boolean,
"surge" : Long,

"surge percentage" : Long,
"max unavailable" : Long

0 j 2 £

09 7 Body £ £
SHAER ESid] Bl
nodepools Array
auto_scaling Object
eip_bandwidth Long 5
is_bond_eip Boolean true

eip_internet_ch

EHA

T RtbsEpIzIE.

BHBERE,

m
mel
3
8
&
=

EEYEEP, BUE:
e true : #HFEEIP,

o false : AHEEIP,

EIPTHEEEE, BEUE:

arge_type String PayByBandwidth ®  payByBandwidth : REEWEIHE,
® payByTraffic : REAREI,
EEERaMEHE, BE:
*  true ! ABTRMBINBEINEE,
enable Boolean true o false : RFSHIMMGE, HMEH fa
lse B, auto scaling WHNEMESE
SHEBRER.
max_instances Long 10 ASLEIE
min_instances Long 2 B/NEBIE
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SHEM B3] w5l iEA
B 4EE, RBEMBEIFRELS, B
&:
o cpu T EBBLAE,
type Strin cpu
P ¢ g ® gpu : GPUSLHIE,
® gpushare : GPUHEEZH,
o spot DA NEAE,
]I:iL(;bernetes_con Object EHAEEE,
ESHEECTREZERER, ZREEUMES
BREHAaEEMEIRECSLANKRER, #
cms_enabled Boolean true FHE. BiE:
®  true : FECSTRLZRERNKIE,
e false ! AEECSTHARLZRERKIER
TROPUEEREE, HEHRATETI26RME
B 235 LA T R SR B
. . Y o - 1HE 22 3 e 4
cpu_policy String none ® static : AFATRLEAEBRELRRISI
PodiZiE H CPUEM MR Ik 4,
®  none : RRBAMEREIACPUEMMES
=.
T EiRE, AKubernetesEE T SRR E, R
FEXFM
o REHXSAX/NENEENAR, ExREZTILL
BE20MRE,
labels Array of tag o FEBRIUEE, RENCVTH; REE
AR, RERF128NFER, IRSEMIRS
B#ABELA aliyun . acs: ., https
:// B http:// Fk, EBER, S
MLabels and Selectors,
runtime String docker BERBITHNER,
runtime_version  String 19.03.5 BRERBETHRA,

taints

Array of taint

TRERAER. SRMBZRE (Toleration) 48
BEES, tTMARERPodE A EIAESENT
mEt. E2ER, B2 Rtaint-and-
toleration,
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SHER Bt} Al HEA
user data Strin lyEvYmluL3NoCmVja TRIBEEXSIE. B2EE, B2REML))
- 9 G8gIkhIbGXVIEFD**** [ W3R,
TRBMEHZIAEM: FIR + Ta P HiF
B+ BE:
o FIZFMEHEHTA " MRN—NHSIEBH
B, ENE2UMERNSEE. HF
) M-, TREREELANNS FERE
node_name_m . customized,test.,5,. .
String =+
ode com o N
o PR KERREIRT A IP ik RENT
#, B{EER 5-12
BlEn: e P bhb: 192.168.0.55, 1EHIR
7 aliyun.com, IP#IEERKER 5, FEA
test, MFFZZFRA aliyun.com00055test
nodepool_info Object TRBER.
2020-09-
created String 27T19:14:09.156823 st EIENE,
496+08:00
EANBRNT RN, BE—IDEEHXE—TEIA
T e, BUE:
is_default Boolean true N .
o true : BREBARINT R,
® false ! NMREARATRIM,
T RMBER.
name String default-nodepool wEMAN: HEF. XNF. BEXFRFHEE
(-) R, KEBE1~63MNER, BRBEUE
# (-) 7L,
. . np615c0e096612421 VRN
nodepool_id String 630471 2610af G0**+* T RtD,
region_id String cn-beijing HIHID,
resource_group . rg- SRIE Y
_id String acfmyvw3wjm**** SR,
TR, BE:
type String ess ® cdge : METRIM,
®  ess I mEPAM,
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SHEWR

updated

scaling_group

auto_renew

auto_renew_pe
riod

data_disks

image_id

instance_charg
e_type

instance_types

Boolean

Long

Array of
data_disk

String

String

Array of String

il

2020-09-
27T20:37:46+08:00

false

aliyun_2_1903_x64 2
0G_alibase_2020052
9.vhd

PostPaid

ecs.n4.large

HiEA

TR ERETE,

T RHARE,

TRESHEBMERE,
instance charge type &
A PrePaid WA4ER, BUE:

true : BEEE,
T REDE#E,

I3

false

TRESEEELY,

E| instance charge type BE

A Prepaid WAL, BANIEE.

% PeriodUnit=Month B, BUESEE: {1, 2,
3,6, 12},

TREESEEE. KNERENESR.

BENXERZRID, 0@
¥ DescribeKubernetesVersionMetadata

ERRAFFHRR,

T AT AfT2REE, BE:
o PrePaid : FftZ:,

e

®  postPaid : REfTH,
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multi_az_policy

on_demand_ba
se_capacity

on_demand_pe
rcentage_abov
e_base_capacit
y

spot_instance_

pools

spot_instance_r
emedy

Bt} Al

String COST_OPTIMIZED
Long 0

Long 20

Long 5

Boolean false

HiEA

Z o A RKMIRHECSIHY BA KK, BE:

®  PRIORITY : IRIFEMENHIEMRIEN
(vSwitchlds.N) ¥ %R, HMERRENE
PR B BT o] F X T 3& B BECSSLAIRY, B
MER TR ERE RIS AL B FEECSE
i,

®  COST OPTIMIZED : JRVCPUEMMIEEIS
HTSHE, BRERERETIRANITE
BRSBTS, MIECIEX IS
5, IROTPAKELEIY  CompensateWithOnDe
mand BHEEHRLSALOBHFEFSRER
TEEIER, REAEMNSHURENENAR
fellf=8

@ m COST OPTIMIZED {N7E
BERERET SLAFMEHEER T
S BIEIR T ER

® BAIANCE : FEHFHEARENZSITHKXZIE
B HBECSEY, MRBATEGFARERER
AKX ZBEEARAESE, BoILUBEZAPI Re
balancelnstances F#HEIR, ESER,
&2 M Rebalancelnstances,

HEARTSERELHNNHNR/INE, BUETE
E: [0,1000], HFELFE NS FZERN, ¥
RotlERELhl,

AR EH B R/IMEE ZHI

( on demand base capacity ) EX/fF,
B B SO R 2 506 M S BV E B, BUESERE:
[0,700],

EETHIAFARI N, BREERZRARR
HE I ABHEZE SN, REERE:
(1,70,

EEFBATFAXELA, FBE, JRERS
XELOEH RN RFE B, HHEAEZHEE
EEAOSLA, BRigEE st S=0sE6, B
&:

*  true : FB#FIEAXLA.
e false : AFBHFIRAHNLH,
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compensate_wi

th_on_demand Boolean
period Long
period_unit String
platform String
ram_policy String

spot_strategy String

il

true

Month

AliyunLinux

KubernetesworkerR
ole-021dc54f-929b-
437a-8ae0-
34c24d3e****

NoSpot

HiEA

% multi az policy BUE

A cosT opTIMIZED B, MRBEMIE. EfE

FRAXENZEBNLSALH, RERITFE

R RIRESLHIHBECSIHIMEER, I

&:

° true : RIFAHEHEIBZZRELAHE
ECSSLAIEMEE K,

* false @ ARWBHRHACIBRKESLOH
RECSLAIHEER,

TREFEANEK,
é
A

¥ PeriodUnit=Month B, BUEEE: {1, 2
,3,6,12,24, 36, 48, 60},

instance charge type BE
PrePaid WA4EKEANIEE,

TR EE,
% instance charge type BUE
A PrePaid WA EX.

Month : LAANITE R, HETRAZIFLUA
AR,

BRERRRITR. BUE:
L4 CentOS

L AliyunLinux

L Windows

o WindowsCore

Worker RAMB B EFR, 1ZAXECSSLHINEERE
Wokerfi =,

aUEpIRE, BE:

® NoSpot: FE# SR SLA.
e SpotWithPriceLimit: &REE HLFIMIE L
MR

® SpotAsPriceGo: RZBMHN, REZHFI™

LR
EL2ER, BERE AL,
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SHEWR

spot_price_limi
t

instance_type

price_limit

rds_instances

scaling_group_i
d

scaling_policy

security_group_
id

security_group_
ids

system_disk_ca
tegory

system_disk_si
ze

system_disk_pe
rformance_leve
L

String

Array of String

String

String

String

Array of String

String

Long

String

Bl

ecs.cé.large

0.39

rm-xxx

asg-
2ze8n5qw4atggut8*

*k%k

release

sg-
2zeliuk12m2sb4ca*

*k%k

sg-
2zeliuk12m2sb4ca*

*kk

cloud_efficiency

120

PL1

HEA

EEXZATHNEXEEE,

AN EHIME.

BXpIHHMEXE.
BAI: JT/BY,

RDSSLA,

{B4E4RID,

AR, BE:

® release : FEREIR, RIEHBEREN
FRE, BEOIE. BRECSH AT
4,

° recycle : IRFEEX, BELIE. =41,
B ARETEE, REBRBHENERE
(ENITERRERNE, RINEEEER,
AR EERIL)

FREZL4AID, SHR[ABBESNREAN,
PHE—ME,

A security group ids

TRtRE4AIDIIE,

TREFHZLER, BE:
D BREE.
: SSD=#E,

L cloud efficiency

® cloud ssd

TREZB KRN, BAIAGE,
EUESEE : [20,500],

TREAGEHENE, REXFESSDHEBEN
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tags

vswitch_ids

login_passwor
d

key_pair

internet_charge
_type

internet_max_b
andwidth_out

deploymentset
_id

desired_size

status

failed_nodes

healthy nodes

initial_nodes

offline_nodes

Array of tag

Array of String

String

String

String

Long

String

Long

Object

Long

Long

Long

Long

il

VSW-
2ze3ds0mdip0hdz8i

*kkk

*kkkkk

pro-nodepool

PayByBandwidth

10

ds-
bp1d19mmbsv3jf6x
XXXX

HiEA

RN ECSSLBUHINIRE .
MERATUEE, RARKEN128DFH; 45

ERMIRSEEARRELL “aliyun” | “acs:” FF
3L, EE “https://" . "http://" .

FEMSIRALID,

SSHERZEWE, M key pair ZiE—, ZBM
W38~301FR, BELENEBE=IN (KNS
FE, HFNEHRFTS) .

HFZeMER, ZHEEHEREIMELE,

BEXNEFR, M login password ZiE—,

AP RBATERT R, R

= key pair o

TRAMPHTERAE, 2 AMbps (Mega
bit per second) , BU&ESERE: 1~100

BEEID,

KISLGIEL
LTRSS
EAESIZNT R

BEAT R,
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removing_node
s

serving_nodes

state

total_nodes

tee_config

tee_enable

management

enable

auto_repair

upgrade_config

Bt} Al
Long 0
Long 3
String active
Long 3
Object

Boolean false
Object

Boolean true
Boolean true
Object

HiEA

EERBIRET R

AT TR R

T ROBIRE, BUAE:

® active : Bi#E.

® scaling : flfEd,

® removing : TABRKRE.
e deleting : MRS,
updating : BHEH,

TREATRHE.
mESHEEE,

EEFBEMETEER, BE:
° true : B,
° false : AHFE.

RETRLEE, SIRETVREERPE
o

EERABRERT ~tt, BE:
o true  FBREETRIM,

e false ! AFBREETRM, REZ en
able=true B, EftiEXEES E£X.

BiEE, X& enable=true B4R,
(] true : BIEE,

e false : ABIMEBE,

B RESE, XY ecnable=true N4,
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auto_upgrade

surge

surge_percenta
ge

max_unavailabl
e

interconnect_c
onfig

cen_id

ccn_id

ccn_region_id

bandwidth

improved_perio
d

interconnect_m
ode

max_nodes

Boolean

Long

Long

Long

Object

String

String

String

Long

String

String

Long

il

true

50

cen-
eyokanfhz Qf

cen-
gm>5i0i0q9yi* *****

cn-shanghai

10

improved

10

HiEA

EEERAEMAR, BE:
. BRBEHAE,
° false : ANZHBEDMAL.

L4 true

BT REE

WEMINT SEEOELE, 1 surge ZiE—,

UMD RE=BSN T BB T B, i, R
BEIN T RELLHIH50%, FENT REUR6,
AR ERFIN T RE=50%x6, LHBRKE
eGSR AL

BRAATBATAHE, BUEEBE: [1,1000]
ZINE: 1.

DET RENEEXNEE, ZERXedget R
BHHRBEEEX

IDEIEIR BT R 4R E B9 = Ml R SEID(CENID)

NIRRT RUT S TE 89 = % M L4 ID(CCNID)

NEIRRBT ROLEIE N =R M L4 AT E B9 X
&

BERERT RN MNETR, BUM

BDEIGBET ROBANEE N, BUA

MET R EINE SRR, basic: ERHE;
improved: B8, ZERAXNedgeXBNT R
MERNX

BETREAFERNERT REE. TREA
JUBMHRATRYE, ZEHATET0. 0
FRRTHINRE (NZRFEFREARTURNE
TRE, TREASEHIMNRE) . BET R
ZESHAETEKRTO; essERT ABIAN
edgeX BT RMZSHIENO
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HRRHB

GET /clusters/cc0£87de0b8fb403£86e10e204£83****/nodepools HTTP/1.1
Content-Type:application/json

1E &R B 7R
XML &I

HTTP/1.1 200 OK
Content-Type:application/xml

<DescribeClusterNodePoolsResponse>

<nodepools>

<auto_scaling>

<eip bandwidth>5</eip bandwidth>
<is bond eip>true</is bond eip>

<eip internet charge type>PayByBandwidth</eip internet charge type>

<enable>true</enable>
<max instances>10</max instances>
<min instances>2</min instances>

<type>cpu</type>

</auto_scaling>

<kubernetes config>

<cms_enabled>true</cms_enabled>
<cpu_policy>none</cpu_policy>
<labels>
<key>env</key>
<value>prod</value>
</labels>
<runtime>docker</runtime>
<runtime version>19.03.5</runtime version>
<taints>
<key>key</key>
<value>value</value>
<effect>NoSchedule</effect>
</taints>
<user data>IyEvYmluL3NoCmVjaG8gIkhlbGxvIEFD****</user data>

</kubernetes config>

<nodepool info>

<created>2020-09-27T19:14:09.156823496+08:00</created>
<is_default>true</is_default>

<name>default-nodepool</name>

<nodepool id>np615c0e0966124216a0412el0afe0****</nodepool id>
<region id>cn-beijing</region id>

<resource group id>rg-acfmyvw3wjm****</resource group id>
<type>ess</type>

<updated>2020-09-27T20:37:46+08:00</updated>

</nodepool info>

<scaling group>

<auto_renew>false</auto_renew>
<auto renew period>0</auto renew period>
<data disks>
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apacity>

cy>

<category>cloud ssd</category>
<size>40</size>
<encrypted>true</encrypted>
<auto_snapshot policy id>sp-2zejlnogjvovnzdz****</auto snapshot policy id>
</data disks>
<image id>aliyun 2 1903 x64 20G alibase 20200529.vhd</image id>
<instance charge type>PostPaid</instance charge type>
<instance types>ecs.n4.large</instance types>
<multi az policy>COST OPTIMIZED</multi az policy>
<on_demand base capacity>0</on demand base capacity>

<on_demand percentage above base capacity>20</on_demand percentage above base c

<spot instance pools>5</spot instance pools>

<spot instance remedy>false</spot instance remedy>

<compensate with on demand>true</compensate with on demand>

<period>0</period>

<period unit>Month</period unit>

<platform>AliyunLinux</platform>

<ram policy>KubernetesWorkerRole-021dc54f-929b-437a-8ae0-34c24d3e****</ram poli

<spot strategy>NoSpot</spot strategy>
<spot price limit>
<instance type>ecs.c6.large</instance type>
<price 1imit>0.39</price limit>
</spot_price limit>
<rds_instances>rm-xxx</rds_instances>
<scaling group id>asg-2ze8n5qwdatggut8****</scaling group id>
<scaling policy>release</scaling policy>
<security group id>sg-2zeliukl2m2sbdc4****</security group id>
<security group ids>sg-2zeliukl2m2sb4cd****</security group ids>
<system disk category>cloud efficiency</system disk category>
<system disk size>120</system disk size>
<tags>
<key>env</key>
<value>prod</value>
</tags>
<vswitch ids>vsw-2ze3dsOmdipOhdz8i****</vswitch ids>
<login password>******</login password>
<key pair>pro-nodepool</key pair>
<internet charge type>PayByBandwidth</internet charge type>

<internet max bandwidth out>10</internet max bandwidth out>

</scaling group>
<status>

<failed nodes>0</failed nodes>
<healthy nodes>3</healthy nodes>
<initial nodes>0</initial nodes>
<offline nodes>0</offline nodes>
<removing nodes>0</removing nodes>
<serving nodes>3</serving nodes>
<state>active</state>

<total nodes>3</total nodes>

</status>

<tee config>

<tee enable>false</tee enable>

c/tan ~AAnfiss
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<management>
<enable>true</enable>
<auto_ repair>true</auto repair>
<upgrade config>
<auto_ upgrade>true</auto upgrade>
<surge>5</surge>
<surge percentage>50</surge percentage>
<max unavailable>1</max unavailable>
</upgrade config>

</management>

</nodepools>

</DescribeClusterNodePoolsResponse>

Json &=

HTTP/1.1 200 OK
Content-Type:application/json

{

"nodepools" : [ {

"auto scaling" : {

}l

"eip bandwidth" : 5,

"is bond eip" : true,

"eip internet charge type" : "PayByBandwidth",
"enable" : true,

"max instances" : 10,

"min instances" : 2,

"

lvtypeu . "cpu

"kubernetes config" : {

}l

"cms_enabled" : true,
"cpu policy" : "none",
"labels" : [ {
"key" : "env",
"value" : "prod"
bl
"runtime" : "docker",
"runtime version" : "19.03.5",
"taints" : [ {
"key" : "key",
"value" : "value",
"effect" : "NoSchedule"
b}l
"user data" : "IyEvYmluL3NoCmVjaG8gIkhlbGxvIEFD***x"

"nodepool info" : {

"created" : "2020-09-27T19:14:09.156823496+08:00",
"is default" : true,

"name" : "default-nodepool",

"nodepool id" : "np615c0e0966124216a0412el0afeQx***",
"region id" : "cn-beijing",

"resource group id" : "rg-acfmyvw3wjm****x'",

"type" : "ess",

"updated" : "2020-09-27T20:37:46+08:00"
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"scaling group" : {
"auto renew" : false,
"auto renew period" : O,
"data disks" : [ {
"category" : "cloud ssd",
"size" : 40,
"encrypted" : "true",
"auto snapshot policy id" : "sp-2zejlnogjvovnz4zxxxx"
b1,
"image id" : "aliyun 2 1903 x64 20G _alibase 20200529.vhd",
"instance charge type" : "PostPaid",
"instance types" : [ "ecs.n4.large" 1],
"multi az policy" : "COST OPTIMIZED",
"on demand base capacity" : 0,
"on demand percentage above base capacity" : 20,
"spot instance pools" : 5,
"spot instance remedy" : false,
"compensate with on demand" : true,
"period" : O,
"period unit" : "Month",
"platform" : "AliyunLinux",
"ram policy" : "KubernetesWorkerRole-021dc54f-929b-437a-8ae0-34c24d3ex***",
"spot strategy" : "NoSpot",
"spot price limit" : [ {
"instance type" : "ecs.c6.large",
"price limit" : "0.39"
b1,
"rds instances" : [ "rm-xxx" ],
"scaling group id" : "asg-2ze8n5gwdatggut8****",
"scaling policy" : "release",
"security group id" : "sg-2zeliukl2m2sbdc4d****",
"security group ids" : [ "sg-2zeliukl2m2sbdc4x***" ],
"system disk category" : "cloud efficiency",
"system disk size" : 120,
"tags" : [ {
"key" : "env",
"value" : "prod"
b1
"vswitch ids" : [ "vsw-2ze3dsOmdipOhdz8ix***" ],
"login password" : "x*kkxxm,
"key pair" : "pro-nodepool",
"internet charge type" : "PayByBandwidth",
"internet max bandwidth out" : 10
s
"status" : {
"failed nodes" : O,
"healthy nodes" : 3,
"initial nodes" : O,
"offline nodes" : 0,
"removing nodes" : O,
"serving nodes" : 3,
"state" : "active",
"total nodes" : 3
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"tee config" : {
"tee enable" : false

by

"management" : {
"enable" : true,
"auto repair" : true,

"upgrade config" : {

"auto upgrade" : true,
"surge" : 5,

"surge percentage" : 50,
"max unavailable" : 1

e SDK

R ARIRMESHIESHISDK, BHARFEBESAPERFAIE SN RRS, EEEERASDKGEAR
APl, EEREBFEHNEZWIE,

e OpenAPI Explorer
BiERR, JREEIRXAP, EEAHITIE, BEHEEMRITHRITHSDKICE RS,
o [fTE=XCL

MEAREENEETR, UBIHIAHRARNERSIMNERTRMRS, HRRE, RELRFE
$O

s M - o s
11.5. P RBIFEE

B A DescribeClusterNodePoolDet ailZ&f £ BE 5 B 19 st iE NS,
i

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBIHESZWEM, B1T7HKINE, OpenAPlExplorera]
PAB 314 AL SDKA TS R4,

BKRIEX

GET /clusters/ClusterId/nodepools/NodepoolId HTTP/1.1
Content-Type:application/json

BERBH

BERPath&#
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SHAMR et} BB WIE AN
c23421cfa74454

Clusterld String = bc8b37163fd19
af****
np31da1b38983

Nodepoolld String = f4511b490fc621
086****

0 R 4K 95 3%

HTTP/1.1 200 OK
Content-Type:application/json
{

"auto_scaling" : {
"eip bandwidth" Long,
"eip internet charge type" "String",
"enable" Boolean,
"is bond eip" : Boolean,
"max instances" : Long,

"min instances"
"type"”
b

"kubernetes config" : {

: Long,
"String"

"cms_enabled" : Boolean,

"cpu policy" "String",
"labels" : [ {

"key" "String",
"value" "String"
}ol,
"runtime" "String",
"runtime version"

"taints" : [ {

"String",
"key" "String",
"value"
"effect"
bl
"user data"
by
"nodepool info" : {

"String",
"String"

"String"

"created"

"is default"

"String",

"String",

: Boolean,
"name"
"nodepool id" "String",
"region id" "String",
"resource group id" "String",
"type" "String",

"updated"
by

"scaling group" : {

"String"

"auto renew" : Boolean,

"auto renew period" Long,

MNA~+a Axal-all o r r

WA

EEBEID,

Ut ID,

o
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"category" : "String",
"size" : Long,
"encrypted" : "String",
"auto snapshot policy id" : "String"
bl
"image id" : "String",
"instance charge type" : "String",
"instance types" : [ "String" 1],
"multi az policy" : "String",
"on demand base capacity" : Long,
"on demand percentage above base capacity" : Long,
"spot instance pools" : Long,
"spot instance remedy" : Boolean,
"compensate with on demand" : Boolean,
"period" : Long,
"period unit" : "String",
"platform" : "String",
"ram policy" : "String",
"spot strategy" : "String",
"spot price limit" : [ {
"instance type" : "String",
"price limit" : "String"
bl
"rds instances" : [ "String" 1],
"scaling group id" : "String",
"scaling policy" : "String",
"security group id" : "String",
"security group ids" : [ "String" 1,
"system disk category" : "String",
"system disk size" : Long,
"tags" : [ {
"key" : "String",
"value" : "String"
b1
"vswitch ids" : [ "String" 1],
"login password" : "String",
"key pair" : "String",
"internet charge type" : "String",

"internet max bandwidth out" : Long

"status" : {

"failed nodes" : Long,

"healthy nodes" : Long,

"initial nodes" : Long,
"offline nodes" : Long,
"removing nodes" : Long,
"serving nodes" : Long,
"state" : "String",
"total nodes"™ : Long

o

"tee config" : {
"tee enable" : Boolean

by

"manacement" : {

235
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"enable" : Boolean,
"auto repair" : Boolean,

"upgrade config" : {

"auto upgrade" : Boolean,
"surge" : Long,

"surge percentage" : Long,
"max unavailable" : Long

Uil i 2 £

Ui fZBody&#§
SHER Bl Al 3288
auto_scaling Object BB RS,
eip_bandwidth Long 5 EIPT wIBE,

EPTH2RER, BUE:
eip_internet_ch

arge_type String PayByBandwidth ®  payByBandwidth : REEWEIHE.
® payByTraffic : RERARE I,
ey =1 = bl R
*  true ! ABTRAMBINBEINRE,
enable Boolean true o false : AFEEIEGE, MEUENfalse
By, auto_scaling A EMEES IS
RER,
SEYEEP, BUE:
is_bond_eip Boolean true & true : HBEEIP,
® false : REFEEIP,
max_instances Long 10 ASLHIE,
min_instances Long 1 /NI,
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type

kubernetes_con

fig

cms_enabled

cpu_policy

labels

runtime

runtime_version

taints

String

Object

Boolean

String

Array of tag

String

String

Array of taint

il

cpu

true

none

docker

19.03.5

HiEA

Bl gEEE, REBENEFEIALEN S, B
&:

® cpu @ EEXAIE,

e gpu : GPUSLHIE!,

®  gpushare : GPUHZEZR!,

o spot e aXTHIE,

EREXEE.

EEHECSTRERERER, ZREFUUES
R aEEMEBECSIANKIRGER, #
FHE. BUE:

° true : EECST R ERERME.

° false ! AEECST R LRERKIE,

TRCPUSIEREE, HEBRATEII2.6KRUE

N F LA TR SRES

e static ! AFATRELEBRELERRISM
Podi38 E CPUEA MR 1%,

® none : FRRBAINEHIIACPUEFMES
%,

TIRIRE, AKubernetesEET RRMNIRE , 1R

EESHM

o IREHXNA/NENEEBENAR, ERSTILL
RE20MMRE,

e MERATLUEE, RENMANER; HEE
aILAAZE, REA128NER., IRSEMIRS
B#ABELA aliyun . acs: . https
:// B http:// Fk, BE2ER, S
I Labels and Selectors,

ARIBITHEIR,

BRIBITRRA,

TR5ERER. SRAMBRE (Toleration) #8
BES, o AREEPoOdENEIASENT
REt. BZ2ER, & Rtaint-and-
toleration,
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user_data String

node_name_m
ode

nodepool_info

created

is_default

name

nodepool_id

region_id

resource_group
id

type

updated

String

Object

String

Boolean

String

String

String

String

String

String

il

IlyEvY mluL3NoCmVja
G8glkhlb GxVIEFDSYEi

customized,test.,5,.
com

2020-09-
27T719:14:09.156823
496+08:00

true

default-nodepool

np615c0e096612421
6a0412e10afe0****

cn-beijing

rg-
acf myvw 3wjmb****

ess

2020-09-
27T20:37:46+08:00

HiEA

TREEEXHIE. BESFE, BSREMLY)
BEXEE,

TEEME=EOEM: R+ A Pt 7
8+ BE&:

o FIRMEEIITIH “." ARHE—NHESNEHH
B, SMATIMERNEZE, HF
M-, PTRERERLAANSFZENH
Z;

o |Pithit BB K EIEEENTI A IP Hilt RE B9
¥, BUEEE 5-12

BUa0: TS Pt 192.168.0.55, 1EEME
7 aliyun.com, IP#IEERKER 5, FEA
test, MFAELZFRA aliyun.com00055test

TRBEE.
TRt B E

EERBANT R, BE—PERHRE—TEIA
TRt BUE:

true : BREAKANTSM,

false : FMREBABINT =i,

T RMBER,
O

AN BT, XNF. BRXFFHEL L
(-) @Ap, KEBE1~631MER, BREENE
WL (1) 7k

T RtID,
#IHID,

HiBAID,

TR EHETE,
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scaling_group

auto_renew

auto_renew_pe
riod

data_disks

image_id

instance_charg
e_type

instance_types

Boolean

Long

Array of
data_disk

String

String

Array of String

il

false

aliyun_2_ 1903 _x64 2
0G_alibase_ 2020052
9.vhd

PostPaid

ecs.nd.large

HiEA

yeERE,

TRESHEBMERE,
% instance charge type HUE
A Prepaid WAER, BUE:

° true Efﬂﬁ;ﬁio
e false : ARBEmLEZE,
TR EEZEE,

= instance charge type &
A pPreraid WAER, BANMEE.

3 PeriodUnit=Month B, BUEEE: {1, 2,
3,6,12},

TREBEZEE, KNSEENAS.

BHEXERKID, &
18 DescribeKubernetesVersionMetadata

THRAXFFNRR.

L] PrePaid

L4 PostPaid

T RASLBIAAE o
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SHEWR i Bl WEA

Z o A RMIEHEECSIAY HA KK, BE:

e  PRIOCRITY : IRIFMENHIEMRIEN
(VSwitchids.N) ¥ 4& ., HMERRSHE
PRI o] F X T A G ECSIAIRY, B
ENERA T — R RE BN BIRECSSE
.,

®  COST OPTIMIZED : IRVCPUEMMNEES
HITEREE., AMERERE TIEANITE
AL IHMEE, REIENMNIEERE
B, IROTPAKELEIY CompensateWithOnDe
mand SHEEHLSXAIOBTFEEFSERE
TEtlEN, 2EEamMEliREMENAR

multi_az_policy String BALANCE olFe

OR™Y: COST OPTIMIZED {N¥E
BERERET SLAFEHEER T
S BIEIR T ER

® BAIANCE : EBFHEANRENZTRAXZIE
BN BECSEY, MRBATEGEARERER
AKX ZBEEARAESE, EoILUELAPI
RebalancelnstancesFE &R, BELER, 15
£ I Rebalancelnstances,

ZRIANE:  PRIORITY

BEEAMBEREIANMMNR/IME, BUETS
on_demand_ba

ce capacit Long 0 E: [0,1000], HIZEXLFHNHD FZEN, ¥
~capacty R OIRIRE A,

on_demand_pe {4840 % B /MR E TP

rcentage_abov Lon 20 ( on_demand base capacity ) EXE,

e_base_capacit 9 B B ST 3R B SR S B LL ), ERESE

y [0,100],

EETHIAMARH N, BREEBRRARE
Long 5 HE I ABHERE ST . REEE:
[1,70],

spot_instance_
pools
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spot_instance_r
emedy

compensate_wi
th_on_demand

period

period_unit

platform

ram_policy

Boolean

Boolean

Long

String

String

String

il

false

true

Month

AliyunLinux

KubernetesworkerR
ole-021dc54f-929b-
437a-8ae0-
34c24d3e****

HiEA

EEFBATFRANLE., FBE, HWERS
ALFBHEIRNRFE RN, B5EEKGEH
IR, B EaTie 06, B
&:

®  true @ FEIFFIEERALH.

® false @ AFBMFREAXLA.

% multi az policy BUE

7 cosT oPTIMIZED B, MREMIE. ERF

FRATENREBHNIE ST, EEARKFEH

HE O BIRE LM HRECSIHIMEEKR, B

&:

e  true : AFBEHRHCIBZREIMHE
ECSIAIMEBENR,

e false : ARWBHRHGIZRELLH
BECSEAIHEER,

TREFEANK,

% instance charge type BUE
A pPrepaid WAEMBANIEE.,
%

PeriodUnit=Month BY, BUESERE: {1,2
,3,6,12, 24,36, 48, 60},

TRfTZEE,
% instance charge type BU&

A pPreraid WIHMEZEEIEEREH,
Month : BEIRIZFUANEAL,

BIERFRITIR, BUE:
° CentOS

° AliyunLinux

L Windows

L4 WindowsCore

Worker RAMB B ZFR, BAXECSSLAI LR
Wokerfi /&=,
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SHEWR £

spot_strategy String
spot_price_limi

Array
t
instance_type String
price_limit String

rds_instances Array of String

scaling_group_i

Stri
d ring
scaling_policy String
it
security_group_ String

id

security_group_

A f Stri
s rray of String

il

NoSpot

ecs.cé.large

0.39

rm-xxx

asg-
2zeieod8gigmov7z*

*k%k

release

sg-
2ze600ckeekspl3d**

*%

sg-
2ze600ckeekspl3d**

k%

HiEA

eGSR, EVE:
® NoSpot: FE#E S SLA.

e SpotWithPriceLimit: REE 5 LFIMIE £
PR

® SpotAsPriceGo: RZEEM, BHEXEITH
A SLFRINE

BZER, BRI L,

B ELAITHHNEXBEE.,

AN EHIME.

BXAITHIHNIE .
By jT/6Y,

RDSSLI ,

{B4E4RID,

AR, BE:

e release : (REER, RIBEBEREEN
fERE, BEtE. BRECSHH#TEH
4,

o recycle : IRFEEX, BELIE. =4,
BT, ReEBRBHENERE
(EMEITEREAKZE, RJWERFMEER,
AU BLBERIN)

TREZ2AD, HPRMHETSILEAE
B, A security group ids $HHEIE—D
=1

TRBRE4AIDIIE,
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system_disk_ca
tegory

system_disk_si
ze

system_disk_pe
rformance_leve
L

tags

vswitch_ids

login_passwor

String

Long

String

Array of tag

Array of String

il

cloud_efficiency

120

PL1

VSW-
2ze3ds0mdip0hdz8i

*kkk

HiEA

TRAFHLDE, BE:
L cloud efficiency : BN EE,

® cloud ssd : SSDm=#,

TREZZ/ KN, BAIAGB,
BE5EME : [20,500],

TREARBHBERE, REXIESSDHAEEN

RN ECSEBHINIRE .
MERATUEE, RRAKENI128DFRH; 15

ERENMIRSEHAREELL “aliyun” | “"acs:” FF
3L, EE “https://" . "http://" ,

FESIRALID,

SSHERBHW, M key pair —i—. BEM
WH8~301 2%, BEELAREE=] (ANS

q string T8 BFABHAS) .
HF2eER, ZETHERETMELE,
BZHNEWR, $ login password iE—,
key pair String pro-nodepool ST RBATRERT M, R
= key pair o
'Ty‘;r;‘“—marge String PayByBandwidth 5 RARIPRLE T #XE
internet_max_b FTRAMPHTREAE, B AMbps (Mega
andwidth out Long 10 bit per second) , EVESEME: 1~100
deploymentset ds-
idp y String bp1d19mmbsv3jféx MELEID,
- XXXX
desired_size Long 2 T AHEET R
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® false ! AFBREETRM, RES
able=true B, Efti@XBEET EK.

A 2RSS Kuberneteshi APIZE- 5 it
SHER Bt} il ieR
status Object T ROIRSERE.
failed_nodes Long 0 KT RE
healthy_nodes Long 3 BET R,
initial_nodes Long 0 EEOIET R#.
offline_nodes Long 0 B&T R,
[emoving-node | ong 0 EERB IR RE.
serving_nodes Long 3 TEPTRE.
TRk, BYE:
o active : BiEE.
) . ® scaling : fBZE4,
state String active
° removing : TRERE,
o deleting : MBRT,
® updating : BHF,
total_nodes Long 3 T RMA R RE.
tee_config Object METETERES.
EEFEMBITEER, BE:
tee_enable Boolean false e true : FE,
e false : AHF.
management Object RETRMEE.
EEFREERT A, BE:
enable Boolean true ©  true : ARRETREL.

en
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SHEWR

auto_repair

upgrade_config

auto_upgrade

surge

surge_percenta
ge

max_unavailabl
e

interconnect_c
onfig

cen_id

ccn_id

ccn_region_id

bandwidth

improved_perio
d

interconnect_m
ode

Boolean

Object

Boolean

Long

Long

Long

Object

String

String

String

Long

String

String

il

true

true

50

cen-
eyokonfhzOf ¥

ccn-
gmb5i0i0g9yi*******

cn-shanghai

10

improved

HiEA

B8, X¥H enable=true B4,
* true : HIH;EE.
e false : ABIMEBE,

B REE, XY ecnable=true B4,

EERABEHAR, BE:

o true : BRABIMAR,
e false : ABABIMHAR,
BT RHE,

YN R, 1 surge ik—,

RARNTRTREE, BUETEE: [1,1000],
ZUAE: 1.

MET RENERXNEE. ZERANedgeXR
R RBEEEX

BRSBTS Rt 40 1 B = 1ML Y ST ID(CENID)
BEIRR BT Rt 4 E B = HE £ W LI ID(CCNID)

MEIBBET RS EN T EEMN I RN
b2

MEIRERT MR MEHE, BUM
BERERET RNNBLEK, B8

MET BRI EEERE basic: EE;
improved: #EEH  ZERNMedgeERHTH R
MEEX
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t

SHAMR et}
max_nodes Long

BT R FR R
B RRY)

il

10

HEA

METRBAFBNNRAT AHE. TREA
BN RATREE, ZEHATFETF0, 0
FRLFIMRES (XZRFERZARTURHEY
TR, PTRBKELIMIMNRE) . BET S
ZBHMEFEEARTO; essHEET s FIERIAL
edgeZ BT [iZSHIERO

GET /clusters/c23421cfa74454bc8b37163fd19%af****/nodepools/np31dalb38983f4511b490£c62108a***

* HTTP/1.1
Content-Type:application/json

1IEERERHA
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml

<DescribeClusterNodePoolDetailResponse>

<auto_ scaling>

<eip bandwidth>5</eip bandwidth>

<eip internet charge type>PayByBandwidth</eip internet charge type>

<enable>true</enable>

<is bond eip>true</is bond eip>
<max instances>10</max instances>

<min instances>1</min instances>

<type>cpu</type>
</auto_scaling>

<kubernetes config>

<cms_enabled>true</cms_ enabled>

<cpu_policy>none</cpu_policy>

<labels>
<key>env</key>
<value>prod</value>
</labels>
<runtime>docker</runtime>

<runtime version>19.03.5</runtime version>

<taints>
<key>key</key>

<value>value</value>

<effect>NoSchedule</effect>

</taints>

<user data>IyEvYmluL3NoCmVjaG8gIkhlbGxvIEFDSyEi</user data>

<node name mode>customized, test.,5, .com</node name mode>

</kubernetes_config>

<nodepool info>

<created>2020-09-27T19:14:09.156823496+08:00</created>

<is default>true</is default>
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<name>default-nodepool</name>

<nodepool id>np615c0e0966124216a0412el0afe0****</nodepool id>
<region id>cn-beijing</region id>

<resource group id>rg-acfmyvw3wjmb****</resource group id>
<type>ess</type>

<updated>2020-09-27T20:37:46+08:00</updated>

</nodepool info>
<scaling_ group>

<auto_renew>false</auto renew>
<auto renew period>1</auto renew period>
<data disks>
<category>cloud ssd</category>
<size>40</size>

<encrypted>true</encrypted>

<auto snapshot policy id>sp-2zejlnogjvovnzdz****</auto snapshot policy id>

<performance level>PLl</performance level>
</data_disks>
<image id>aliyun 2 1903 x64 20G alibase 20200529.vhd</image id>
<instance charge type>PostPaid</instance charge type>
<instance types>ecs.n4.large</instance types>
<multi az policy>BALANCE</multi az policy>
<on demand base capacity>0</on demand base capacity>

<on demand percentage above base capacity>20</on demand percentage above base capac

ity>

<spot instance pools>5</spot instance pools>
<spot instance remedy>false</spot instance remedy>
<compensate with on demand>true</compensate with on demand>
<period>0</period>
<period unit>Month</period unit>
<platform>AliyunLinux</platform>
<ram policy>KubernetesWorkerRole-021dc54f-929b-437a-8ae0-34c24d3e****</ram policy>
<spot strategy>NoSpot</spot strategy>
<spot price limit>

<instance type>ecs.c6.large</instance type>

<price 1imit>0.39</price limit>
</spot_price limit>
<rds_ instances>rm-xxx</rds instances>
<scaling group id>asg-2zeieod8gigmov7z****</scaling group id>
<scaling policy>release</scaling policy>
<security group id>sg-2ze60ockeekspl3d****</security group id>
<security group ids>sg-2ze60ockeekspl3d****</security group ids>
<system disk category>cloud efficiency</system disk category>
<system disk size>120</system disk size>
<system disk performance level>PLl1</system disk performance level>
<tags>

<key>env</key>

<value>prod</value>
</tags>
<vswitch ids>vsw-2ze3dsOmdipOhdz8i****</vswitch ids>
<login password>********</login password>
<key pair>pro-nodepool</key pair>
<internet charge type>PayByBandwidth</internet charge type>
<internet max bandwidth out>10</internet max bandwidth out>
<deploymentset id>ds-bpldl9mmbsv3jféxxxxx</deploymentset id>
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</scaling group>
<status>
<failed nodes>0</failed nodes>
<healthy nodes>3</healthy nodes>
<initial nodes>0</initial nodes>
<offline nodes>0</offline nodes>
<removing nodes>0</removing nodes>
<serving nodes>3</serving nodes>
<state>active</state>
<total nodes>3</total nodes>
</status>
<tee config>
<tee enable>false</tee enable>
</tee config>
<management>
<enable>true</enable>
<auto repair>true</auto repair>
<upgrade config>
<auto upgrade>true</auto upgrade>
<surge>5</surge>
<surge_percentage>50</surge_percentage>
<max unavailable>1</max unavailable>
</upgrade config>
</management>
<interconnect config>
<cen id>cen-ey9k9InfhzQf*******</cen id>
<ccn_id>cen-gm5i0i0gOyi*******</cen id>
<ccn_region id>cn-shanghai</ccn region id>
<bandwidth>10</bandwidth>
<improved period>1</improved period>
</interconnect config>
<interconnect mode>improved</interconnect mode>
<max_nodes>10</max_nodes>

</DescribeClusterNodePoolDetailResponse>

JsoN &

HTTP/1.1 200 OK
Content-Type:application/json
{
"auto scaling" : {
"eip bandwidth" : 5,
"eip internet charge type" : "PayByBandwidth",
"enable" : true,
"is bond eip" : true,
"max_ instances" : 10,
"min instances" : 1,
"type" : "cpu"
by
"kubernetes config" : {
"cms_enabled" : true,
"cpu policy" : "none",
"labels" : [ {

"key" : "env",
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"value" : "prod"

b}l
"runtime" : "docker",
"runtime version" : "19.03.5",
"taints" : [ {
"key" : "key",
"value" : "value",
"effect" : "NoSchedule"
b1,
"user data" : "IyEvYmluL3NoCmVjaG8gIkhlbGxvIEFDSyEi",
"node name mode" : "customized,test.,5,.com"
by
"nodepool info" : {
"created" : "2020-09-27T19:14:09.156823496+08:00",
"is_default" : true,
"name" : "default-nodepool",
"nodepool id" : "np615c0e0966124216a0412el0afeQ****",
"region id" : "cn-beijing",
"resource group_ id" : "rg-acfmyvw3wjmb****",
"type" : "ess",
"updated" : "2020-09-27T20:37:46+08:00"
b
"scaling group" : {
"auto renew" : false,
"auto renew period" : 1,
"data disks" : [ {
"category" : "cloud ssd",
"size" : 40,
"encrypted" : "true",
"auto snapshot policy id" : "sp-2zejlnogjvovnzdz**x*x",
"performance level" : "PL1"
}ol,
"image id" : "aliyun 2 1903 x64 20G alibase 20200529.vhd",
"instance charge type" : "PostPaid",
"instance types" : [ "ecs.nd4.large" ],
"multi az policy" : "BALANCE",
"on demand base capacity" : 0,
"on demand percentage above base capacity" : 20,
"spot instance pools" : 5,
"spot instance remedy" : false,
"compensate with on demand" : true,

"period" : O,

"period unit" : "Month",
"platform" : "AliyunLinux",
"ram policy" : "KubernetesWorkerRole-021dc54f-929b-437a-8ae0-34c24d3ex***x",
"spot strategy" : "NoSpot",
"spot price limit" : [ {
"instance type" : "ecs.c6.large",
"price limit" : "0.39"
b1y
"rds instances" : [ "rm-xxx" ],
"scaling group id" : "asg-2zeieod8gigmovT7z****",
"scaling policy" : "release",
"security group id" : "sg-2ze60ockeekspl3dx***",
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"security group ids" : [ "sg-2ze60ockeekspl3dx**x" ],
"system disk category" : "cloud efficiency",
"system disk size" : 120,
"system disk performance level" : "PL1",
"tags" : [ {
"key" : "env",
"value" : "prod"
b1y
"vswitch ids" : [ "vsw-2ze3dsOmdipOhdz8ix***" ],
"login password" : "X*xxkkkxn,
"key pair" : "pro-nodepool",
"internet charge type" : "PayByBandwidth",
"internet max bandwidth out" : 10,
"deploymentset id" : "ds-bpldl9mmbsv3jf6xxxxx"
}o
"status" : {
"failed nodes" : 0,
"healthy nodes" : 3,
"initial nodes" : O,
"offline nodes" : 0,
"removing nodes" : O,
"serving nodes" : 3,
"state" : "active",
"total nodes" : 3
by
"tee config" : {
"tee enable" : false
s
"management" : {
"enable" : true,
"auto repair" : true,

"upgrade config" : {

"auto upgrade" : true,
"surge" : 5,
"surge percentage" : 50,
"max unavailable" : 1
}
by
"interconnect config" : {
"cen id" : "cen-ey9k9nfhzQfx**kkxxrm,
"ccn 1d" : "ccn-gmb5i0i0gQyixxxxxxxv,
"ccn region id" : "cn-shanghai",
"bandwidth" : 10,
"improved period" : "1"
by
"interconnect mode" : "improved",
"max nodes" : 10
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APIBE- 75 =ith R RSKubernet eshi

FRERIR

e SDK
B‘JEE?J,@H I ZFES HISDK, B MEBITAPIER R E =N~ RMRS, HEERERSDKAR
, BRBREFHSZIWIL,

e OpenAPI Explorer
BRiERR, JREEIRHAP, EEHIITIE, BEHEEMRTHRITHSDKICE RS,
o [TEZXCL

MEAREENEETR, UBIHIAHRARNERSIMNERTRMRS, GRRE, RELREFE
$O

11.6. RIMEBXHET ith

M Attachinstancesi N E B ECSELHI R £,
1t

& T LATEOpenAPl Explorerf E3%iz1Ti23& 0, RXEHESENRIL, E1THIN/E, OpenAPIExplorerd]
DA B 54 i SDKACEE 7= 451,

ERIEX

POST /clusters/ClusterId/attach HTTP/1.1
Content-Type:application/json
{

"instances" : [ "String" ],
"key pair" : "String",
"password" : "String",
"format disk" : Boolean,
"keep_ instance name" : Boolean,
"is edge worker" : Boolean,
"nodepool id" : "String",
"image id" : "String",
"cpu policy" : "String",
"user data" : "String",
"rds instances" : [ "String" ],
"runtime" : {
"name" : "String",
"version" : "String"
b
"tags" : [ {
"key" : "String",
"value" : "String"
bl
}
BERESH
ERPath& %
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SHAMR ESid] BENIE ~l i8R
c106f377e16f34
Clusterld String = eb1808d6b9362 E£E5ID,
Cg****
& RBodyZ#1
SHER ESid] BENIE ~l iEA
i_
instances Arrtay of = 2zed0sswuaubo EEHRMBYSEHIID,
String .
89b
RN ZENZIR,
# login password Zi&—,
key_pair String = secrity-key @ e IS
E nodepool id f&, ZEHAR
XFo
BRI HIBSSHE R,
M key pair Zi&—, ZEHN A
8~301Ff, AELENEE=I (X
) . NEFE, HFNRFHRFTS) , AZF
password String = Hello1234 R4 (\) MEEWEIS (") FANG
S,
HFReMER, BRAaIRPHI
ZMELEN,
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SHEWR £ BEBIE il L

EERERMBENREREHEESRER
o, BUE:

o true : BERBYENEHEME
EHESE,

® false @ ARBRYENRLT
BEEMER.

EAE: false o
B R RN :

° MRECSCEHHMIER, BHRE—H
false HREEOXGRERDEBL, RES
BBz EE L AEXT4, H
SkIFMA A /var/lib/docker,
/var/lib/kubelet,

° MMRECSRERMER, WASHER
WHEER,

iy

format_disk Boolean

@ #m  MEREHIETE
SRS AECSERHMNIE
B, WESNEEHEEE
%, BEIBEHBUER.

ERREBEXFER, BUE:
keep_instance_n * true : REXHER,
- - Boolean ) true -
ame ® false : ANRBELHIZIR,

ZINE:  true o

REAMDET R, BENST R, BE:

®  true ! BRAMBPTRELE
® false ! FRAMETREARR
BET A,

ZINE:  false ,

iy

is_edge_worker Boolean false

@ pm mE2ngEs, B
BEWRAE true , ATHRIRZT
EEERHENSTS &,

np615c0e09661
24216a0412e10
afe0****

TRMID, WRAEE, WK RIAHM
FEAT RS,

iy

nodepool id String
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SHER ESid] ERWIE ~l i8R
HEXHEKRID, MERAEMNEARIAR
HER.
_ @ 3108
aliyun_2_1903_x . Vo
image_id String = 64_20G_alibase ° %@%Zﬁ&%{%@%&é}ﬁ
20200529.vhd AEFER.
° 15
£ nodepool id f&,
ZEHAXHR.
TRCPUBHESREE, HEBRAE
1.12.6 % LA LB STH5 AT P A R
o static : RFATRELEEE
L RS AEPOdIE 3B HL CPUSERIMEAN
A,
® none : FRBHAIEHEIACPU
cpu_policy String & none FMMHER,
ZINE: none
@ w5
&£ nodepool id f&, ZEHA
X,
TREEXHE. EZFE, B5LE
A SE) B TE XEE .
lyEvdXNyL2Jpbi9
user_data String = iYXNoCmVjaG8g ®@ e i
IkhleXVIEFDSyEi E nodepool id fa, %ZBHA
XH.
RDS3L4IID,
) Array of = rm- @ BB g
rds_instances String = 67yawhau**** -

E nodepool id f&, ZSHAR
X,
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BEEPREKubernet eshR
SHER Bl BENIE i8R
BB,
runtime runtime &= @ L I
&£ nodepool id f&, ZEHA
X¥.
TRIRE, MEEXHN:
° MEHXASAX/NEHNREXNAHMN, &
=Z O LU E20MRE,
o MERAUUEE, REKNANTE
fF;, MEETUANE, REF128D
Array of FR. SEMIRSEHAREELL al
a~
tags tag = iyun . acs: .  https://
5 http:// Fk., #FEES
ILabels and Selectors,
@ YHB #E nodepool
id &, ZBHAXE.
i R 4435 3%
HTTP/1.1 200
Content-Type:application/json
{
"list" : [ {
"code" : "String",
"instanceId" : "String",
"message" : "String"
} ]l
"task id" : "String"
}
i Bz 2 £
08 fZBodyZ#§
SHER ESyic) Al iR
list Array of list TRAMIERIIE,
code String 200 T RAMERRSE,
255
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SHER Bt} Al L8R
i_
instanceld String 2ze0lgm3y6iylcbt*** LD,
*
message String successful TRAMERBRER.
T_
task_id String 5a544aff80282e39e f£531D,
a000039

AEB AR EEHTH
ERRY)

POST /clusters/cl06£377el16£34eb1808d6b9362c9**** /attach HTTP/1.1
Content-Type:application/json
{

"instances" : [ "i-2zedOsswuaub6o089b****" 7
"key pair" : "secrity-key",
"password" : "Hellol234",
"format disk" : false,
"keep instance name" : true,
"is edge worker" : false,
"nodepool id" : "np615c0e0966124216a0412el0afeQ****",
"image id" : "aliyun 2 1903 x64 20G alibase 20200529.vhd",
"cpu_policy" : "none",
"user data" : "IyEvdXNyL2Jpbi9iYXNoCmVjaG8gIkhlbGxvIEFDSyEi",
"rds instances" : [ "rm-67yawhau****" ],
"runtime" : {
"name" : "docker",
"version" : "19.03.5"
by
"tags" : [ {
"key" : "env",
"value" : "prod"
bl
}
IEEERERA
XML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<list>
<code>200</code>
<instanceId>i-2ze0lgm3y6iylcbt****</instanceId>
<message>successful</message>

</list>

<task 1d>T-5a544aff80282e39ea000039</task id>
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HTTP/1.1 200 OK
Content-Type:application/json
{

"list" : [ {
"code" : "200",
"instanceId" : "i-2ze0lgm3y6iylcbt****",
"message" : "successful"

bl

"task id" : "T-5a544aff80282e39ea000039"

}
HiRG

BEEETLEEESEIR
HEERR
e SDK

MR R ABIBEHSHIESHSDK, FHBEIEREBITAPER RN RARS, EERERSDKGER
APl, E&REBFHELZWIE,

e OpenAPI Explorer
BERZR, TTHMAEIRAP, ELGTTIR, BEHSERTHITIISDKICEE R,
o [E=CL

MEAB-EENEETR, TEIRIARARNERSNMERTRMRS, GRRE, RELRFE
$O

11.7. FRMEBXLHET R

8 FDescribeClusterAttachScript sl 28 SLF EACKEERE . ZAPIREI M —E D] HATHIAR, EIREHIA
&, AT RLRITIZHIABN T TR T AN,

iFi

R o LATEOpenAPI Explorerf BiEiz{TiZ2#E O, &FBIHESEZNEMN., E17KI1/E, OpenAPlExplorera]
DEFESADIGR TR

BXREX

POST /clusters/ClusterId/attachscript HTTP/1.1
Content-Type:application/json
{

"nodepool id" : "String",

"format disk" : Boolean,

"keep instance name" : Boolean,
"rds instances" : [ "String" ],
"arch" : "String",

"options" : "String"
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B#ERSKuberneteshi APIBE- T 5t

BREH
ERPath&#
SHER Bt EBEWIE 7~ iEA
ca375a93a3047
Clusterld String 2 4552ad2a0ebel E£E5ID,
83e****
& RBody&#1
SHER £t} EEWIE 7~ iEA
FAGEID, HRMNT R TTLOEZ TS Rk
MNEE BT st
np1c9229d9be2
nodepool_id String = d432c93f77a88f ® B MEREES A
ca0™ D, BRAGT AFEMERAT R
o
FHMHRINEELHZIERN, 2EXNZ
SIEEITEIRRES, BERNEERE
REHIES L, BE:
®  true : XNELFEFTHIEEE
H, FEENFEEHIEEEX, B
BREMBHIE.
e false ! ANLFIHTEIESE
#H,
format_disk Boolean = false ZINE:  false .
AN

° IR ECS BHEHHER, BRE—
RHIEENXGRERTDEL, R
S B ZEEEELA exts,
FAREMAZA /var/lib/docker,
/var/lib/kubelet ,

® INR ECS REHHMER, WASHE
ES NS i

> MA4RRA: 20220704 258



APIBZE- 5 Sith
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SHEWR £ =¥

keep_instance_n

Boolean 5
ame
Array of
rds_instances .y &
- String
arch String =
options String S

0 Rz 4K 35 3%

HTTP/1.1 200
Content-Type:application/json

I jiz 241
0 fZBody&#§

SHAEWR £

il

true

rm-xxx

amd64

{\"enablelptabl

es\":

true,\"manageR
untime\":
true,\"quiet\":
true,\"allowedC
lusterAddons\":
[\"kube-

proxy\" \"flann
el\",\"coredns\"

I

WA

AINEFLINEEN, RERBIME
o WRARE, NLHIZREL

A worker-k8s-for-cs-

<clusterid> , BUE:

L4 true : REBLHIZR.

® false : AMREXHIBR, =H
RGN HITERR,

ZNE: true o

RDSSLHIE TR,

T RCPUZEM, XIFHICPURME
¥ amd64 . arm . arm6d

ZHAE:  amded

@ mE  YeEEEENHERE
EHRET A,

TROENRESH,

@ 8 B EE NS
IR A A
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APIBZ- 75 Sith

SHEWR Bl ] ki

"curl http://aliacs-
k8s-cn-
hangzhou.oss-cn-
hangzhou.aliyuncs.c
om/public/pkg/run/
attach/1.12.6-
aliyunedge.1/edgea
dm -0 edgeadm;
chmod u+x
edgeadm;
./edgeadm join --
openapi-token=XXX
--node-spec="
{\"flanneliface\":\"e
tho\",\"enablelptabl
es\":true,\"assume
Yes\":true,\"manag
eRuntime\":true, \"n
odeNameStrategy\"
:\"hostname\",\"en
abledAddons\":
[\"kube-
proxy\",\"flannel\",\
"coredns\"]}""

VRN,

df

String

w

FHNARMEBLH EACKERRH
BRI

POST /clusters/ca375a93a30474552ad2al0ebel83e**** /attachscript HTTP/1.1
Content-Type:application/json
{

"nodepool id" : "nplc9229dSbe2d432c93f77a88fcal****",

"format disk" : false,

"keep instance name" : true,

"rds instances" : [ "rm-xxx" ],

"arch" : "amd64",

"options" : "{\\\"enableIptables\\\": true, \\\"manageRuntime\\\": true, \\\"quiet\\\": tru

e, \\\"allowedClusterAddons\\\": [\\\"kube-proxy\\\",\\\"flannel\\\", \\\"coredns\\\"]}"

}

BRI FE LA
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,?%JJDE'.EMﬁJ’éIJ DG ERRERET, optionsBEIUARarchBHANVIE, TEMoptionsIBYSERMIRER:

"options":"{

"allowedClusterAddons": fHHFH,

"enableIptables": & /Biptables, FiAfEtrue.

"flannelIface": flannelfFAMIMFE. BIAFATRERRINBBHMER.

"gpuVersion": RNEZANNTRELZNGPUTR, RIANT, éﬁUS‘Z?#E@GPUH&ﬂhENVldla Tesla T4. Nvidi
a Tesla P4, Nvidia Tesla P100o

"manageRuntime": BHHMedgeadnZEHIMRuntime, Eikfalseo

"nodeNameOverride": BT RA, RM3FHAR: " (BRIAE, REERAENR) ; "~ RTFENER (IR
FRR ) ; roxxx" (REBENERUIFRTBRxxxE%. ) o

"quiet": EEERRRERRE,

1E &R B 7R
JSON &2

HTTP/1.1 200 OK

R BRI 4hFE L A
EREHRER:

"curl http://aliacs-k8s-cn-chengdu.oss-cn-chengdu-internal.aliyuncs.com/public/pkg/run/atta
ch/1.16.9-aliyun.1l/attach node.sh | bash -s -- --node-name-mode nodeip --cms-enabled --cms-
version 1.3.7 —--openapi-token **** —-addon-names flannel,csi-plugin,csi-provisioner, logtail
-ds, ack—-node-problem-detector,nginx-ingress-controller, kube-flannel-ds --cpu-policy none --
node-cidr-mask 26 --node-port-range 30000-32767 --runtime docker --runtime-version 19.03.5"
WS ER:

"wget http://aliacs-k8s-cn-hangzhou.oss-cn-hangzhou.aliyuncs.com/public/pkg/run/attach/1.12
.6-aliyunedge.l/edgeadm -0 edgeadm; chmod u+x edgeadm; ./edgeadm join --openapi-token=*** -
-node-spec="{\"flannelIface\":\"eth0\", \"enableIptables\":true, \"assumeYes\": true, \"manageR
untime\":true, \"nodeNameStrategy\":\"hostname\", \"enabledAddons\": [\"kube-proxy\", \"flannel

\ll, \Hcoredns\"] }""

HIRH
BEEETLEEEZSHIRG.
HERERR

e SDK

B"JEE#JMTE{ {ZFPIESHISDK, HENERBEITAPIERME RN~ RMARS, HEEEMRSDKER
, BRBREFHE[/RIE,

e OpenAPI Explorer
piEe R, JREEIRHAP, EEHITIE, BEHEEMTHRITHISDKICHE RS,
o [EZXCL
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AEERE KuberneteshR APIEZE- 5 Sith

MEAREENEETR, UBIHIHARNNERSIMNERTRMRS, GRRE, RELREFE
$O

11.8. BETR/BET R

I8 FARepairClusterNodePooMEE 5 E M IEE T Rt RIS ET mFERIER,
iFi

O] fEOpenAPI Explorerh EiIa1Ti%#E 0, REBHESZNEN., BTMIE, OpenAPIExplorera]
PAB 14 B SDKR BB R 41,

BXREX

POST /clusters/cluster id/nodepools/nodepool id/repair HTTP/1.1
Content-Type:application/json
{

"nodes" : [ "String" ]
}
s=E 3
BERESH
B RPath&#1
SHEM B3] EENIE Al iEA
c2273b7f4a30d
cluster_id String 2 4ef6b43e0926¢ £8D
dd8****
np613940c3593
nodepool_id String = c4bea96faag60 T RithD
chg****
& RBodyS#
SHEWR e i) EEWIE w5l L)
Array of cn-
d = TR
noaes String = beiing.10.0.1.26 PR

0 jz 4435 K&

HTTP/1.1 200 OK
Content-Type:application/json
{

"request id" : "String",
"task id" : "String"

U] i 2 %50
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APIBZE- 5 Sith

AR RS Kuberneteshi

0 fiZBody &4
SHER B} =~ iR
db82195b-75a8-
request_id String 40e5-9be4- i53KID
16f1829dc624
T_
task_id String 613b19bbd160ad49  {E%ID
28000001
B

POST /clusters/c2273b7f4a30d4ef6b43e0926cdd8****/nodepools/np613940c3593c4bead6faa8600chbI**

**/repair HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json

{
"nodes" : [ "cn-beijing.10.0.1.26" ]

1 &R [8] 745
xML &

HTTP/1.1 200 OK
Content-Type:application/xml
<RepairClusterNodePoolResponse>
<request id>db82195b-75a8-40e5-%9bed-16£1829dc624</request id>
<task 1d>T-613b19%bd160ad4928000001</task id>
</RepairClusterNodePoolResponse>

Json 1&T

HTTP/1.1 200 OK
Content-Type:application/json

{
"request id" : "db82195b-75a8-40e5-9be4-16£1829dc624",
"task id" : "T-613b19bbd160ad4928000001"

AR
S L EE B S HIZ.
FRERR

e SDK

R ATIRESHPIESHNSDK, BHERBEILAPERME=N™RFRS, EFTERSDKEAR

AP, EEREFHELRWIE,
e OpenAPI Explorer
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A RS Kubernetesh

APIBZ- 75 Sith

RiELR, TRARIHAP, ELHLTIR, BENSERTRATHISDKEERE,

o [EZXCL

MEZZ~EENEETR, JBIHLHAXARANERS M NER@AMRS, BHRRE,

F

11.9. BRPAEAPHT S

JE FDeleteClusterNodesiB IRERE DS ET Mo

@ 88

BBRTRARPKRPodER, tta®lss, BEVSKIERRE,
BESREPOEFEEMHNE, BRABITFEXNEESE5.
BESREP, FESEBANTRREARTEERS.

BRT RIXERWorkeri =, Ae®BRMasterts =,

i3

ERGFE

XTI LATEOpenAPI Explorerh E2ia1Ti%#E 0, £XEUHESELNEM, BTG, OpenAPlExplorerd]

BAES 3 4 R SDKA BB .
ERIEE

POST /clusters/ClusterId/nodes HTTP/1.1
Content-Type:application/json
{

"drain node" : Boolean,
"release node" : Boolean,
"nodes" : [ "String" ]
}
s 3
BREH
B RPath&#
SHER ESid] EBRWIE ~l WEEA
c850429a2287b
Clusterld String = 4d968e27e87a4 EEBEID,
921 *kkk
& RBodyS#
SHEM £t} EBWIE Al WEEA
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APIBZE- 5 Sith

AR RS Kuberneteshi

SHER ESid] oy

drain_node Boolean =

release_node Boolean &
Array of

nodes . Y S
String

DPVRYSE297.3

HTTP/1.1 200 OK

0 j 2 £

08 iz Body & £
SHER ESic)
cluster_id String
request_id String
task_id String

BREHD IR
BRI

WA

EEEMHET R LENPod, BUE:
e true : BHH=ETRLEHIPOd,

e false : ABMHHETELY
Pod,

2NE: false o

e EENBIRECS, BUYE:
e true : BBFFRECS,
® false : AEFBBRECS,

ZINME: false

@ mE UpsNEEEES
BIE, RAZEFERFERECS,

chengdu.192.16 TRER,

WA w5l
true
true
cn-
8.0.70

Al
c104d5d5f301c4e2a
8ee578c37bc****

A9891419-D125-
4D89-AFCA-
68846675E2F7

T_
60fea8ad2e277f087
9000ae9

HEHA

£EBEID,

BRID,

265
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POST /clusters/c850429a2287b4d968e27e87a4921****/nodes HTTP/1.1
Content-Type:application/json
{

"drain node" : true,
"release node" : true,
"nodes" : [ "cn-chengdu.192.168.0.70" ]
}
IE IR EIRA
xML A&

HTTP/1.1 200 OK

Content-Type:application/xml

<DeleteClusterNodesResponse>
<cluster id>c104d5d5f301c4e2a8ee578c37bc****</cluster id>
<request id>A9891419-D125-4D89-AFCA-68846675E2F7</request id>
<task 1d>T-60fea8ad2e277£0879000ae9</task id>

</DeleteClusterNodesResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"cluster id" : "c104d5d5f301c4e2a8ee578c37bc****",
"request id" : "A9891419-D125-4D89-AFCA-68846675E2F7",
"task id" : "T-60feaB8ad2e277£0879000ae9"

HiRE
iR E T L EEESHRE.

FRERIR

e SDK
‘JEsz,:MzE{ tZ MBS HISDK, FENEHREBETAPIER M E =N MRS, HEEERSDKER
, BRBREBFNELRIE,

e OpenAPI Explorer
RiERZR, JHALRERAP, ELGSTIE, BEHAEMTHRITHISDKRAIERE,
o [TEZXCL

MEABREEENEETR, TBIGSARARNEESNNERRIRS, BRRE, BEBLTEFE
F.

11.10. MR =ik

& A DeleteClusterNodepoolfl B T3 55

i
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APIBZE- 73 ith R RSKubernet eshi

RO LATEOpenAPI Explorerf HIZiETiZE O, &EXBITESZWEM ., E1THINE, OpenAPlExplorert]
PAE 504 A SDKAS A =451

ERIEX

DELETE /clusters/ClusterId/nodepools/NodepoolId HTTP/1.1
Content-Type:application/json

s=E 3
BREH
B skPath&#
SHER Bt EBEMIE ~l L]
c61da77e8bfbc
Clusterld String = 4c4c999af2b51 £E£D,
b65****
np30db56bcac7
Nodepoolld String 2 843dca90b999c T RitID,
O Az 4435 &
HTTP/1.1 200 OK
) oz 2 450
0f fZBodyZ £
SHER B3] Al XL
7263C978-3DBD-
request_id String 4E06-B319- E3KID,

793B38A2F388

i BR T35 5t o= B
BRI

DELETE /clusters/c6lda77e8bfbc4c4c999af2b51b65****/nodepools/np30db56bcac7843dca90b999c8928
*k*kx HTTP/1.1
Content-Type:application/json

1E &R B 7R
XML &I

267 > MA4RRA: 20220704


https://api.aliyun.com/#product=CS&api=DeleteClusterNodepool&type=ROA&version=2015-12-15

A RS Kubernetesh APIBZE- 75 55

HTTP/1.1 200 OK

Content-Type:application/xml

<DeleteClusterNodepoolResponse>
<request_1id>7263C978-3DBD-4E06-B319-793B38A2F388</request_id>

</DeleteClusterNodepoolResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"request id" : "7263C978-3DBD-4E06-B319-793B38A2F388"

HIR
BHiEEEPLEEESEIRE,
FREERR

e SDK

MR = ARIZMLSHIESIISDK, BEEEEITAPIERA R =N SRS, EEERERSDKGEAR
APl, E&REBEFHEZWIE,

e OpenAPI Explorer
HRiEeZR, JHALREERAP, ELGSTIR, REHSEMJHRITHISDKAIERE,
o [TEZXCL

MEAREENEETR, UBIRIHARNERSIMNERTRMRS, GRRE, RELREFE
$O

> MA4RRA: 20220704 268


https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
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APIBE- T+

AR RS Kuberneteshi

12.F4K%
12.1. FREE

i@ A UpgradeClusterF- s T2,
i

RO ATEOpenAPI Explorerf BIEiE{TiZEN, &%

PA B 54 B SDKAL A = 45

BRIEX

IR

W ESZWEI., B1TINE, OpenAPlExplorerd]

POST /api/v2/clusters/ClusterId/upgrade HTTP/1.1

Content-Type:application/json
{

"component name" : "String",
"next version" : "String",
"version" : "String"
}
=3 3
BEREH
EsRPath2#
SHAMR et} B WIE
Clusterld String =
5 KBody&#1
SHAMR et} B WIE
component_na .
P - String &=
me
next_version String =
version String &=

[PVRYSE2973

HTTP/1.1 200 OK

Uil B 2 £

il

€82e6987e2961
451182edacd74
faf *kkk

il

k8s

1.16.9-aliyun.

1.14.8-aliyun.1

WA

&EREID,

WA

HHEZIR, BUE: k8s

ERUFHRRA.

SBRZERA, BSER, BELEH

IR

»
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A RS Kubernetesh API&E. T4

ZALIVE S
FtREEHRE
BRI

POST /api/v2/clusters/c82e6987e2961451182edacd74faf****/upgrade HTTP/1.1
Content-Type:application/json
{

"component name" : "k8s",
"next version" : "1.16.9-aliyun.1",
"version" : "1.14.8-aliyun.l"
}
IE&EIREI/RE
Json A&z

HTTP/1.1 200 OK

Bz
HREETLEEESEHIRG.
HERERR

e SDK

2 R AIRESHPIES HISDK, HBEEREEIAPEM M E =~ RMRS, HERERSDKEAR
AP, ERREFHERZRIE, FBIESNSDKSE N HHEE,

e OpenAPI Explorer
MURZER, JHALERAP, EAHSTIE, REHSEMTHITHESDKRERE,
o [TE=XCL

MEZRFEENEETR, TEIGRSHRARNEES MNERRMRS, HERE, RELZFE
F.

12.2. EHEHATNRE
B A GetUpgradeSt at usE ) EBEF RS
it

O] AfEOpenAPI Explorerp Ei%Iz1Ti2#E 0, B ESZNEN., BTMINE, OpenAPIExplorers]
PAB 4 A SDKR BB R4l

EXREE

GET /api/v2/clusters/ClusterId/upgrade/status HTTP/1.1

Content-Type:application/json

BERSH
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APIBE- T4 B REKuberneteshi
BERPath&#
SHER Bt} i% Al iEA
c106f377e16f34
Clusterld String eb1808d6b9362 £E£ID,

[PVRY SE297.3

HTTP/1.1 200

Content-Type:application/json

{

"error message" :

"precheck report id" :
"status" : "String",
"upgrade step" : "String",
"upgrade task" : {
"status" : "String",
"message" : "String"
}
}
i) Bz 2 3%
Ui fZBody&#§
SHEW et}
error_message String
precheck_repor .

. Strin
t_id 9
status String
upgrade_step String

"String",

Cg****

"String",

il

subject to actual
return

bedc8eb72de94d45
9ea7ace7c811d119

running

prechecking

WiEA

ERFARPNERER.

e EIREID,

SHANARIRS. RETH:
®  success : FEMI.

e  fail : AEEM.

e pause : AREE,

®  running : FEHTH,

SHANARNMNER. BETH:
® ot start : EXRFH.
® prechecking : FEER,
®  upgrading : FRD,

®  pause : HiEd,

®  success : AEMII.

271
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SHER ESid] il 588
upgrade_task Object FRIESERS.

ARESKS. RETHE:
® running : W4T,
®  Success : HATHI,
o railed :#ITEM,

status String running

subject to actual

FRESHRER.,
return

message String

BEREHARZKRSRA
ERRY)

GET /api/v2/clusters/cl06£377el16£34eb1808d6b9362c9**** /upgrade/status HTTP/1.1
Content-Type:application/json

1 &R [8] 745
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<error message>subject to actual return</error message>
<precheck report id>be4dc8eb72de%94d459%eaTace7c811d119</precheck report id>
<status>running</status>
<upgrade step>prechecking</upgrade step>
<upgrade task>
<status>running</status>
<message>subject to actual return</message>

</upgrade task>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"error message" : "subject to actual return",
"precheck report id" : "bed4c8eb72de%94d459%eaTace7c811d119",
"status" : "running",
"upgrade step" : "prechecking",
"upgrade task" : {
"status" : "running",
"message" : "subject to actual return"
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HIR
BEEETLEEEZHIRG.
HERERR

e SDK

R ARIBMMESHIESHISDK, BHARFEBEAPERFAE NSRS, EEEERASDKGEAR
APl, ERREBFHESLZWILE,

e OpenAPI Explorer
PEEZR, TJHALRERAP, EEGSTIR, REHAEMJHITHSDKRIERE,
o [IEZXCL

MEZRFEENEETR, TEIGRSHRARNEES MNERRMRS, HERE, RELZFE
$O

12.3. EEEHAR

8 A PauseClusterUpgrade &= P &8 F 4R,
IR

IR LATEOpenAPI Explorerf BEiZiz{Ti%E O, X IHESZWEM, BT INE, OpenAPlExplorera]
PAB E1 & AL SDKA I R4,

BKIEE

POST /api/v2/clusters/ClusterId/upgrade/pause HTTP/1.1
Content-Type:application/json

BRESH
ERPath2#1
SHAMR ESid] EEWIE AN WiEA
c82e6987e2961
Clusterld String 2 451182edacd74  EEID,
P -

O vz 4K 3E 5%

HTTP/1.1 200 OK

I iz £ 3
TR

BEEREARTH
BERRA
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https://next.api.aliyun.com/api/CS/2015-12-15/GetUpgradeStatus
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AEERE KuberneteshR APIBE. 714

POST /api/v2/clusters/c82e6987e2961451182edacd74faf**** /upgrade/pause HTTP/1.1
Content-Type:application/json

EEiR[E R4
Json H&I

HTTP/1.1 200 OK

=X
BEEETLEEEZSEHIRG.
HERERR

e SDK

2 R ATRESHIESHISDK, HBEEREEIAPEM M E =~ RFRS, HEEERSDKEAR
AP, ERREFHERRIE, FBIESNSDKSE N HEHEE,

e OpenAPI Explorer
PERZR, TJHALRERAP, ELGSTIR, REHSEM JHITHISDKRIERE,
o [IE=CL

MEZRFEENEETR, TEIHSHRARNEES MNERRMRS, HERE, RELZFE
F.

12.4. BUESEBFAR
i A CancelClusterUpgradeBUE E£BE FH4R .
@i

RO LATEOpenAPI Explorerf BiZiz{Ti%E O, X IHESZWEM, BE1T7HINE, OpenAPlExplorera]
PAB E4 AL SDKAAEE R 41,

BKIEX

POST /api/v2/clusters/ClusterId/upgrade/cancel HTTP/1.1

Content-Type:application/json

BRSH
ERPath& %
SHAMR ESid] ERNIE ~ WiEA
c106f377e16f34
Clusterld String 2 eb1808d6b9362  £E£ID,
S

0 Rz 4435 K&
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/PauseClusterUpgrade
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=CancelClusterUpgrade&type=ROA&version=2015-12-15

APIBE. 74 A#EPREKuberneteshi

HTTP/1.1 200 OK

DIVE=2

E RIS
BUHE B A RRE
ERTH)

POST /api/v2/clusters/cl06£377e16£34eb1808d6b9362c9**** /upgrade/cancel HTTP/1.1
Content-Type:application/json

1E & IR B 7R
Json &=

HTTP/1.1 200 OK

HiRg
BREETLEEESBIRSG.
HEERR

e SDK

2R ATREZSHIESHSDK, FBEEREBEIAPEMME RN~ RARS, EEEERSDKER
AP, ERREFMEZRIE, FHEIESASDKSENEHEE,

e OpenAPI Explorer
RiEeR, aTMARIXAP, ELGSTIR, BEHSERTRITHISDKLERE,
o [EZXCL
MERB-SENEETR, TEIRSARARNERSNMMERTRMRS, GRRE, RELREFE

=,

12.5. IREEBH AR
B FResumeUpgradeClusterE#T FF 1A FH R G 1= &£ B,
15E5

#XOJLAfEOpenAPI Explorerh B IE1Ti%#E 0, RETUHESENEMN ., BITMINE, OpenAPlExplorera]
PAB 5 4 5 SDK BB R4l

EXREE

POST /api/v2/clusters/ClusterId/upgrade/resume HTTP/1.1
Content-Type:application/json

BERSH
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/CancelClusterUpgrade
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=ResumeUpgradeCluster&type=ROA&version=2015-12-15

A RS Kubernetesh

APIBE- T+

BEKPath&#{
SHAR B3t} R EWIE AN
c82e6987e2961
Clusterld String = 451182edacd74
faf****

[PVRY SE297.3

HTTP/1.1 200 OK

I VE=S
PHEIVES-

RE LB T RRH
ERRH)

WiEA

EEED,

POST /api/v2/clusters/c82e6987e2961451182edacd74faf****/upgrade/resume HTTP/1.1

Content-Type:application/json

EEIR[E R
Json 1&I

HTTP/1.1 200 OK

Hix
piEEE L EEESHIZE.
FRERIR

e SDK

B R ATRESHIESHISDK, HBEEREEIAPEM M E =~ RMRS, HEEERSDKER

AP, EEREFHELBRWIE, FBESNSDKEE X HHEE,
e OpenAPI Explorer

BRiERR, JREEIRXAP, EEHITIE, BEHEEMTHRITHSDKICHERE),

o [JEZCL

MEZRFEENEETR, TEIHSHRABNEES MNERTRMRS, HERE, RELZFE

F.
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https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/ResumeUpgradeCluster
https://github.com/aliyun/aliyun-cli

APIZE- I

AR RS Kuberneteshi

13.5
13.1. Sl HHER

& A CreateTemplatefl| Z— PN RHEENR .
IR

1R ATEOpenAPI Explorerd BiRiziTiZEO, &EXEBHESLZNAM., 317M /G, OpenAPlExplorera]

BAES 34 R SDKA BB .
ERIEE

POST /templates HTTP/1.1
Content-Type:application/json
{

"name" : "String",
"template" : "String",
"tags" : "String",
"description" : "String",
"template type" : "String"
}
A= 3
BRESH
5 KBody&#1
SHAMR ESid] BENIE ~l
service-
name String = account-
template
apiversion:
v1\nkind:
template String = ServiceAccount\
nmetadata:\n
name: test-sa
tags String = test
description String S this is test

i8R

BRARBIR,

WEMN: BHF. NF. EXFHFH
mE% (-) A, KETE1~631F
5, BARRERAENZ (-) FFk.

YAMUE R BIERA A .
HHHERIRES
HHAER IR,

277
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https://api.aliyun.com/#product=CS&api=CreateTemplate&type=ROA&version=2015-12-15

B EEMRFSKuberneteshi APIBE- i/ [

SHEWR e BEBIE Hl A

BRAREE, RETUZERE.

o HEUER kubernetes HBHEER
Fl & N HHHER B BRIZIER .

template_type String &= kubernetes o MEVEE compose BPEARIEIRE
aRR.

HHFIREAN kubernetes ,

ZINE: compose o

DPVRYSE297.3

HTTP/1.1 200
Content-Type:application/json

{
"template id" : "String"

U] i 2 %

0 fZBody& £
SHER ESyic) Al iR
balfe77b-b071e-
template_id String 4640-b77e- HHAERID,
8f1b80e3e3cf
- —
B2 % HEE AR B
RG]
POST /templates HTTP/1.1
Content-Type:application/json
{
"name" : "service-account-template",
"template" : "apiVersion: v1\\nkind: ServiceAccount\\nmetadata:\\n name: test-sa",
"tags" : "test",
"description" : "this is test",
"template type" : "kubernetes"
}
IEERERA
xML A&

HTTP/1.1 200 OK
Content-Type:application/xml
<template id>balfe77b-b0le-4640-b77e-8f1b80e3e3cf</template id>
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APIBZE- i/ F REEREKuberneteshR

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"template id" : "balfe77b-b0le-4640-b77e-8f1b80e3e3ct"
}

HiRE
BREETLEEESBIRSG.
HEERR

e SDK

2R ATREZSHIESHSDK, HBEEREBEIAPEMME RN~ RMRS, #EETERSDKER
AP, ERREFMEZRIE, FHEIESASDKEENEHEE,

e OpenAPI Explorer
PR ER, THALERAP, EEHSTIE, REHSEM THRITESDKREERE,
o [TEZ=CL

MEZRTEENEETR, TEIHSARARNEES MNERRMRS, HERE, RELZFE
F

13.2. S BRHEREIR
I8 FA DescribeT emplat es? i) 47 HEAE R .
i

& 0] ATEOpenAP| Explorerf E1%iz{TiZ#E 0, REBTESZNEM, E1THIN/E, OpenAPlExplorerd]
PA B 54 B SDKAL A o= 45

EXREE

GET /templates?template type=Stringé&page num=Longé&page size=Long HTTP/1.1

Content-Type:application/json

BRKEH
B RQueryS#
SHBIR E-Sid) EEWIE A 188
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/CreateTemplate
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeTemplates&type=ROA&version=2015-12-15

A RS Kubernetesh

APIZE- I

SHAMR B3t} BB WIE AN
template_type String = kubernetes
page_num Long &= 1
page_size Long = 10

DPVRYSE297.3

HTTP/1.1 200
Content-Type:application/json
{
"templates" : [ {
"acl"™ : "String",
"id" : "String",
"name" : "String",
"description" : "String",
"tags" : "String",
"template" : "String",
"template type" : "String",
"created" : "String",
"updated" : "String",
"template with hist id" : "String"
bl
"page info" : {
"page number" : Long,
"page size" : Long,

"total count" : Long

0 j 2 £

0 fiZBody&#§

WA

BREE, EUMRERE.

o MEYER kubernetes MIEER
Fl & B HmHHER L E BRZIER .

o HEUER compose WEARTEZF
BN HEHMER T E B R IZIER

ZNE: kubernetes

NEHERHJTHLIE, HEREE
PANAY: O 56/

BAE: T,

MNEEERBITHILE, EESRE
BHHIERY.

BINE: 10,
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APIZE- [/

AR RS Kuberneteshi

SHAMR ESid] ~l ieR
templates Array of ERTIZ,
template
AP EERRG RN, BE:
® oprivate : FAHH,
acl String private ®* opublic : AHHK,
® shared : THERH,
LONINI= private
874ec485-e7e6-
id String 4373-8a3b- ERFRIRID,
47bde8ae789f
name String webserver EREERER
description String aweb server EERERER
. MERROITE, MRAEBRAEE, BRIANER
tags String kubernetes
ERo
apivVersion:
apps/vi\nkind:
Deployment\nmeta
data:\n name:
nginx-deployment-
basic\n labels:\n
app:
nginx\nspec:\n
replicas: 2\n
selector:\n
template String matchLe?bels:\n YAMLE I EIR NS
app: nginx\n
template:\n
metadata:\n
labels:\n app:
nginx\n spec:\n
containers:\n -
name: nginx\n
image:
busybox:latest\n
ports:\n -
containerPort: 80
281 > MHRRA: 20220704



A RS Kubernetesh APIBZ- [/

SHEWR Bl ] WEA

RIRER, EIIURERE,

o HEUER kubernetes HREERFIANGR
template_type String kubernetes HEEAR T B RiZ AR

o YEUER compose BPEEIRFIASwWarmE
HOnEZERNZER (EER)

. 2020-06- - N
created String 10T16:30:16+08: 00 BB AR B2,

. 2020-06- . .
updated String 10T16:30:16+08: 00 ERE ISR E /AT A,

template with ad81d115-7c8b- BIRX BB RAEMRID, AT EIMRIRS hRATN#E
hist P g String 47e7-a222- (BA— &R AR E A EHEE

o 9c28d76e588 T T T )
page_info object PAER.

page_number Long 20 BERYEIT,

page_size Long 3 BRRAFIERI.

total_count Long 50 HEREH,

B i g HHE R R B
ERRY)

GET /templates?template type=kubernetesé&page num=l&page size=10 HTTP/1.1
Content-Type:application/json

EFRERA)
xML &
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APIZE- I

AR RS Kuberneteshi

HTTP/1.1 200 OK

Content-Type:application/xml

<templates>
<acl>private</acl>
<id>874ec485-e7e6-4373-8a3b-47bdeB8ae789f</1d>
<name>webserver</name>
<description>a web server</description>
<tags>kubernetes</tags>
<template>apiVersion: apps/v1\nkind: Deployment\nmetadata:\n

name: nginx-deployment-ba

sic\n labels:\n app: nginx\nspec:\n replicas: 2\n selector:\n matchLabels:\n
app: nginx\n template:\n metadata:\n labels:\n app: nginx\n spec:\n
containers:\n - name: nginx\n image: busybox:latest\n ports:\n -

containerPort: 80</template>
<template type>kubernetes</template type>
<created>2020-06-10T16:30:16+08:00</created>
<updated>2020-06-10T16:30:16+08:00</updated>

<template with hist id>ad81dl115-7c8b-47e7-a222-9c28d7f6e588</template with hist id>

</templates>

<page info>
<page number>20</page number>
<page size>3</page size>
<total count>50</total count>

</page_info>

Json &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"templates" : [ {

"acl" "private",

"ig" "874ecd485-e7e6-4373-8a3b-47bde8ae789f",

"name" "webserver",

"description" "a web server",

"tags" "kubernetes",

"template" "apiVersion: apps/v1\\nkind: Deployment\\nmetadata:\\n name: nginx-deploy
ment-basic\\n labels:\\n app: nginx\\nspec:\\n replicas: 2\\n selector:\\n matchLa
bels:\\n app: nginx\\n template:\\n metadata:\\n labels:\\n app: nginx
\\n spec:\\n containers:\\n - name: nginx\\n image: busybox:latest\\n
ports:\\n - containerPort: 80",

"template type" "kubernetes",
"2020-06-10T16:30:16+08:00",

"2020-06-10T16:30:16+08:00",

"created"

"updated"

"template with hist id"
b1y

"page info" : {

"page number" 20,
"page size" : 3,
"total count" : 50

"ad81d115-7c8b-47e7-a222-9¢c28d7£6e588"

283
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B EEMRFSKuberneteshi APIBE- i/ [

HixE
BEEETLEEEZHIRG.
HERERR

e SDK

B R ARIREZSHIESHISDK, HBEEREEIAPEM M E =~ MRS, HEEERSDKAR
AP, ERREFHERZRIE, FBIESNSDKSENHHEE,

e OpenAPI Explorer
RiER, TTRARIHAP, ELGLTIR, BENSERTRTHISDKLERE,
o fE=CL
MEAFEENEETR, TEIHIARARNERSIMNERTRMRS, GRRE, RELFE

F,
13.3. EERHERIFR
& FDescribeTemplateAttributeZEE 5 ERRAIFEAE A,
i

IR LATEOpenAPI Explorerf BEiZiz{Ti%E O, X IHESZWEM, BT INE, OpenAPlExplorera]
PAB E 4 AL SDKA IS R 41,

BKIEE

GET /templates/TemplateId?template type=String HTTP/1.1
Content-Type:application/json

BRESH
EsRPath2#
SHEM Eit) ERWIE 7~ WiEA
874ec485-e7e6-
Templateld String = 4373-8a3b- BEiRID,
47bde8a****
B3R QueryB#
SHEM B} ERWIE 7~ iBA
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeTemplates
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeTemplateAttribute&type=ROA&version=2015-12-15

APIEE- [ BEIRE Kubernet eshR
SHEWR e EEWIE w5l )
BREE, HETLRERE.
o YHUEE kubernetes BEER
Fl & N HHHER B BRIZIER .
o HEUER compose WEERFIA
. Swarm&EB N H B RZER (ER
template_type String & kubernetes

[DPVRYSE97.3

HTTP/1.1 200

Content-Type:application/json

[ {

vid" "String",
"acl" : "String",
"name" : "String",
"template" : "String",
"template type" : "String",
"description" : "String",
"tags" : "String",
"template with hist id" : "String",
"created" : "String",
"updated" : "String"
bl
i A 2 £8
0 fZBody& £
SHAER ESid] Bl
Array of
template_info
72d20cf8-a533-
id String 4ea9-a10d-
€7630d3d****
acl String private
name String web

).

o MEVEIE kubernetes BITERHE
BHRHIERTEEAS B RZE
W, #HEFEFEA kubernetes ,

ZRINE: kubernetes
1488
mHAERIER

WHRIRID, BREEHZH—TRIRID,

SHAEAR T R AR,

BWHHER B R,

285
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A RS Kubernetesh

APIZE- I

SHEM B3] w5l iEA
template String apiversion: V1\n*** FRHAERYAMLA R,
BiREE, HEJURERE.
o HEER kubernetes WEBERHAENSR
HEAEAR T E R R Z AR .
o YHMER compose HNIETEIRFIASwarmEE
template_type String kubernetes B~ ZER (BER) .
o HEUEIE kubernetes HEEFISHI%mHEE
BIRAABASEBRZER, EFER  kube
rnetes o
LININI= kubernetes
description String test template RHERERER
tags String sa BB IERAIIREE
temolate with 874ec485-e7e6-
o '?d M- string 4373-8a3b- HHMERE—ID, RMEREHTNE.
- 47bde8ae****
. 2020-09- N
created String 16T19:21:29+08: 00 HHAENR BIZE B8],
updated String 2020-09- RHER E R E,

16T19:21:29+08:00

B HHERF IR R 6
B RRY)

GET /templates/874ec485-e7e6-4373-8a3b-47bde8a****?template type=kubernetes HTTP/1.1
Content-Type:application/json

1 &R 8] 745
xML &
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APIBZE- i/ F REEREKuberneteshR

HTTP/1.1 200 OK

Content-Type:application/xml

<0>
<1d>72d20cf8-a533-4ea9-al0d-e7630d3d****</id>
<acl>private</acl>
<name>web</name>
<template>apiVersion: VI\n***</template>
<template type>kubernetes</template type>
<description>test template</description>
<tags>sa</tags>
<template with hist id>874ec485-e7e6-4373-8a3b-47bde8ae****</template with hist id>
<created>2020-09-16T19:21:29+08:00</created>
<updated>2020-09-16T19:21:29+08:00</updated>

</0>

JsoN &

HTTP/1.1 200 OK
Content-Type:application/json
[ {
"id" : "72d20cf8-a533-4ea9-al0d-e7630d3d****",
"acl" : "private",
"name" : "web",
"template" : "apiVersion: VI\\n***",
"template type" : "kubernetes",
"description" : "test template",
"tags" : "sa",
"template with hist id" : "874ec485-e7e6-4373-8a3b-47bde8ae****",
"created" : "2020-09-16T19:21:29+08:00",
"updated" : "2020-09-16T19:21:29+08:00"
bl

HIRES
IS L EE BSHIEE,
FERERR

e SDK

2 R ATREZSHIESHISDK, HBEEREEIAPEMME RN~ RARS, EETERSDKEAR
AP, ERREFHEZRIE, FHEIESASDKSENHIEE,

e OpenAPI Explorer
RiEGER, TJHARAKAP, BEAHSTIRE, BLSMNSENRTHITHSDKRBRAI,
o [TEZCL

MEABRFEENEETR, TBEIGSARARANEES N NERRRS, BRRE, BEBLTEFE
$O

13.4. g HHER

B A UpdateTemplateEFH— MR HHENR
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeTemplateAttribute
https://github.com/aliyun/aliyun-cli

A RS Kubernetesh APIBZ- [/

iEid
O] AfEOpenAPI Explorerh Hi%Ia1Ti%#E 0, REBHESZHNEMN., BTMIE, OpenAPIExplorera]
PAB &1 4 B SDKR A8 7Rl

BKRIERE

PUT /templates/TemplateId HTTP/1.1
Content-Type:application/json
{

"description" : "String",
"name" : "String",
"tags" : "String",
"template" : "String",
"template type" : "String"
}
Mok
BRESH
B RPath2#1
SHAER ESic) ERDIE Al i8R
72d20cf8-a533-
Templateld String 2 4ea9-a10d- HEIRID,
€7630d3d2708
B KBodyZ#
SHAER B3] ERDIE Al L)
o . web server " g
description String 5 MEERBAER.
cluster
name String = webserver01 EEERER,
tags String = web EEBBIRIRE,
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https://api.aliyun.com/#product=CS&api=UpdateTemplate&type=ROA&version=2015-12-15

APIZE- I

AR RS Kuberneteshi

SHER ESid] =
template String =
template_type String =

PVRY SE297.3

HTTP/1.1 200 OK

I VE-S
ZAlIVES

B dm HEE R R B
BRI

il

apiversion:
apps/vi\\nkind

Deployment\\n
metadata:\\n
name: nginx-
deployment-
basic\\n
labels:\\n app:
nginx\\nspec:\\
n replicas: 2\\n
selector:\\n
matchLabels:\\
n app: nginx\\n
template:\\n
metadata:\\n
labels:\\n app:
nginx\\n
spec:\\n
containers:\\n -
name: nginx\\n
image:
busybox:latest\
\n ports:\\n -
containerPort:
8080

kubernetes

WA

YAMLIE X BIERAS .

BRER, BEOURERE,

o HEVER kubernetes HBPREIR
#l & B HHER T E R RZAER
o HEER compose WEEREA
Swarm&EH N HERZER (ER

) .

289
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B EEMRFSKuberneteshi APIBE- i/ [

PUT /templates/72d20cf8-a533-4ea9-al0d-e7630d3d2708 HTTP/1.1
Content-Type:application/json
{

"description" : "web server cluster",

"name" : "webserver01l",

"tags" : "web",

"template" : "apiVersion: apps/v1\\\\nkind: Deployment\\\\nmetadata:\\\\n name: nginx-de
ployment-basic\\\\n labels:\\\\n app: nginx\\\\nspec:\\\\n replicas: 2\\\\n selector:
\\\\n matchLabels:\\\\n app: nginx\\\\n template:\\\\n metadata:\\\\n labe
1s:\\\\n app: nginx\\\\n spec:\\\\n containers:\\\\n - name: nginx\\\\n
image: busybox:latest\\\\n ports:\\\\n - containerPort: 8080",

"template type" : "kubernetes"

}
IE &R EI/RA
Json &z

HTTP/1.1 200 OK

HixE
BREETLEEEZSHIRG.
HERERR

e SDK

P2 R ATREZSHIESHISDK, HBEEREEIAPEM M E =~ RMRS, HEEERSDKER
AP, ERREFHERZRIE, FBIESNSDKSE N HEHEE,

e OpenAPI Explorer
HRERRR, oJUAARAP, EETSLITIERE, BESNSEMRTNTHSDKRBRAI,
o [E=CU

MEZRFEENEETR, TEIHSHRARNEES MNERRMRS, HERE, RELZFE
F.

13.5. iR %% HER R

& A DeleteTemplat efl BR3s E HHEAEWR
it

R LATEOpenAPI Explorerh E#2ia1Ti% &0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 54 5 SDK BB R4l

EXREE

DELETE /templates/TemplateId HTTP/1.1
Content-Type:application/json
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/UpdateTemplate
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DeleteTemplate&type=ROA&version=2015-12-15

APIBZE- i/ F REEREKuberneteshR

\i oy kY
BRSH
ERPath&#
SHAR ESid] BENIE ~l i8R
20663627-81ee-
Templateld String = 4cfe-9b69- HHARIRID,
c96fcb84a674

[PVRY SE297.3

HTTP/1.1 200 OK

0 j 2 £

P HIDIVE-

1 Bk 4% HE 45 4R 7 4
&SRR

DELETE /templates/20663627-8lee-4cfe-9b69-c96fcb84a674

1E & IR B 7R
JsoN &=

HTTP/1.1 200 OK

Bz
BRI EE BSEIRE,
AERERR

e SDK

2R ATREZSHIESHSDK, HBEEREBEIAPEMME RN~ RARS, EETERSDKER
AP, ERBREFHEB/RIE, FIFESNSDKESZ X HEHERE,

e OpenAPI Explorer
BEe R, JHRKEIRAP, EEHITIR, BENAERTHRITHSDKEHERE) .
o [fEZXCL

MEZRFEENEETR, TEIRSARARNEESNNERRMRS, HERE, RELZFE
F

13.6. SIE iR &85
JE A CreateTriggery b Gl 2 it & 88 ,
i
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DeleteTemplate
https://github.com/aliyun/aliyun-cli

A RS Kubernetesh APIBZ- [/

R O] PATEOpenAPl Explorerh BiZiE1TiZEO, X HESZWEM., iB1TMINE, OpenAPIExplorerd]
PA B 54 B SDKAL A 7= 45

BRIEX

POST /clusters/cluster id/triggers HTTP/1.1
Content-Type:application/json
{

"cluster id" : "String",
"project id" : "String",
"action" : "String",
"type" : "String"
}
\E\ L
BRESH
BERPath2#
BHER B3] BENIE il L]
c68deb844dc6d
cluster_id String = 480eb775be611 E£EEID,
fdf****
& RBodyZ#{
SHER ESyic) EEWIE Al Wi6A
c5cdf7e3938bc
cluster_id String 2 4f8eb0ed4db21a E£E5ID,
80f****
R RIE ER,
et id Stri o default/test- AR A PR E e A2 = B R B2 FH B AR AR,
project] fing = app XA ${namespace}/${name} .
BYERHI: default/test-app o
R8T, BUE:
action String = redeploy redeploy : EHTER
£ project id HEXHERE.
AR SRER, BUE:
® deployment : FXTIRESRNA
. st - deol . BIRAEE
e rin 5 eploymen
P 9 - ploy ® application : #XMAFL
MABRARE.,

ZHAE: deployment
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https://api.aliyun.com/#product=CS&api=CreateTrigger&type=ROA&version=2015-12-15

APIZE- I

AR RS Kuberneteshi

[PVRYSE297.3

HTTP/1.1 200 OK
Content-Type:application/json
{
"id" : "String",
"cluster id" : "String",
"project id" : "String",
"type" : "String",

"action" : "String"

O] iz 2 %

I A7 Body S £
SHER ESid]
id String
cluster_id String
project_id String
type String
action String

Bl fil % 25 < )
BRI

fl

102536

€93095129fc41463a
a455d89444fd****

default/test-app

deployment

redeploy

iR

R & 2ZRID,
SEE¥ID,

ik 2RIE Z R,

ik 2SR, BIAMER deployment .

AR ITHN, B0, redeploy : EMIE,

POST /clusters/c68deb844dc6d480eb775be6llfdf****/triggers HTTP/1.1

Host:cs.aliyuncs.com
Content-Type:application/json
{

"cluster id" : "c5cdf7e3938bc4f8ebled4b21la80f****",
"project id" : "default/test-app",
"action" : "redeploy",
"type" : "deployment"
}
IE &R E7R~4A
XML &I

293
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HTTP/1.1 200 OK

Content-Type:application/xml

<CreateTriggerResponse>
<id>102536</id>
<cluster id>c93095129fc41463aa455d89444fd****</cluster id>
<project id>default/test-app</project id>
<type>deployment</type>
<action>redeploy</action>

</CreateTriggerResponse>

Json 1&T

HTTP/1.1 200 OK
Content-Type:application/json
{

"id" : "102536",
"cluster id" : "c93095129fc41463aa455d89444fd****",
"project id" : "default/test-app",
"type" : "deployment",
"action" : "redeploy"
}
HiRG

BEEETLEEESEIRG.
HEERR
e SDK

MR R AMIBEHSHIESHSDK, FHBEIERREBEBITAPER RN RARS, BHERERSDGER
APl, ERREBFEHNSZWIE,

e OpenAPI Explorer
BERZR, TTHMAEIRAP, ELGTTIR, BEHSEMTHITIISDKICERE,
o ffE=CL

MEABEENEETR, TEIRIARARNERSNMERTRMRS, BRRE, RELFE
$0

13.7. Bl & 28
iB FDescribeTriggerEifl 15 E R A 25 .
i

& TJAfEOpenAPI Explorerp EiIE1Ti%#E 0, REBHESZHNEMN., BTMINE, OpenAPlExplorera]
PAB 4 B SDKR BB R 41,

BXREX

> XH4kRAS: 20220704 204


https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/CreateTrigger
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeTrigger&type=ROA&version=2015-12-15

APIZE- I

AR RS Kuberneteshi

GET /clusters/[cluster id]/triggers?Namespace=String&Type=String&Name=String&action=String

HTTP/1.1

Content-Type:application/json

BERESH
BRPaths#

SHEWR

cluster_id

BERQueryS#

SHEWR

Namespace

Type

Name

action

PR SE297.3

E3id)

String

String

String

String

il

el

iy

il

iy

Rl

c5cdf7e3938bc
4f8eb0e44b21a
80f *kkk

Nl

default

deployment

web-server

redeploy

i8R

£2ID,

WiEA

MBS &=,

MR RREE, BVE:

L4 deployment : X TIRSELA
HALAR R,

L4 application : EFXFRIAFN
Rz AR BIARR 25 .

ZHNE: deployment

ANEEMARELEN, BEERER

RIFA&R.

AR =/ITH, BUE:

redeploy : BEHER
£ project id hEXHEIR,
HAREEMERTAHN, THERER
SRR RRITA .

295
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APIZE- I

HTTP/1.1 200 OK

Content-Type:application/json

[ {

vid" "String",
"name" : "String",
"cluster id" : "String",
"project id" : "String",
"type" : "String",
"action" : "String",
"token" : "String"
b
I 5 8 3
0 fZBody&#§
SHAMR ESid]
Array of
trigger_info
id String
name String
cluster_id String
project_id String
type String
action String

il

1234

test

€259f563386444ebb
8 7****

default/test-app

deployment

redeploy

i8R

AR BREBERFEIER,

Al & 281D,

AR A B AR

£EID,

AR R 2R IE BR.

BN AREGRTERMBERAR, &
A ${namespace}/${name} , BUERH:
default/test-app.,

fill R SRR
BUE:

® deployment : ¥HXTKSRAAA
o

®  application : FXTRASOMNARNALL
o

LONINEER deployment

AT H, BUE:

redeploy : EFiEBEproject_idPEXHIE
o
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APIBZE- i/ F REEREKuberneteshR

SHEWR Bl ] ki

token String ey)hbGci*** TokenfE 2.

Eiffill & 25 =6
BRI

GET /clusters/[cluster id]/triggers?Namespace=default&Type=deployment&Name=web-servergactio
n=redeploy HTTP/1.1

Host:cs.aliyuncs.com

Content-Type:application/json

1E & IR B 7R
<ML F&T

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeTriggerResponse>
<id>1234</id>
<name>test</name>
<cluster id>c259f563386444ebb8d7****</cluster id>
<project id>default/test-app</project id>
<type>deployment</type>
<action>redeploy</action>
<token>eyJhbGci***</token>

</DescribeTriggerResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
[ {

"id" . "1234",

"name" : "test",

"cluster id" : "c259£563386444ebb8d7****",
"project id" : "default/test-app",

"type" : "deployment",

"action" : "redeploy",

"token" : "eyJhbGci***"

bl

AR
S L BE B S HIR.
FRERR

e SDK

297 > MA4RRA: 20220704


https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&

B EEMRFSKuberneteshi APIBE- i/ [

R ARIZMMESHMIESHISDK, BHMARFEEAPERFAESNRMRS, EEEERSDKGEAR
APl, ERREFHELZWIL,

e OpenAPI Explorer
BEGZR, TTHRAEIRAP, EEGOTIE, ASHBERTHITHISDKEE R,
o [JERCL
MEZZFEENEETR, TBIHSHARRANERSIMAERTRMRS, BRERE, RELZEFHE

.

13.8. MIERf% A& =5
i FA DeleteT riggerfl k& iz FA fif & 28 ,

i

R o] LATEOpenAPI Explorerh BE##izfTi%#E 0, &XBHESLHEM., E1T7MAINE, OpenAPI Explorerd]
LB S 4R SDKITBRA,

ERIEX

DELETE /clusters/[cluster id]/triggers/[Id] HTTP/1.1
Content-Type:application/json

EREH
ERPaths
SHER %m BT ol 06

c68deb844dc6d
480eb775be611 EEBEID,
fdf****

cluster_id

2]

—

=

3

(e}
A

Id String 123407 & 21D,

il

DPVRYSE207.3

HTTP/1.1 200 OK

DIVE-2
ZALIVE

i B ik A2 28 7 61
ERTH)

DELETE /clusters/[cluster id]/triggers/[Id] HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json
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https://next.api.aliyun.com/api/CS/2015-12-15/DescribeTrigger
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DeleteTrigger&type=ROA&version=2015-12-15

APIBZE- i/ F REEREKuberneteshR

1IEEIRERA
JsoN &=

HTTP/1.1 200 OK

HiRE
BREETLEEESBIRSG.
HEERR

e SDK

MR R AMIBMSHIESHSDK, FHBEIERREBITAPER RN RIRS, EERERSDCGER
APl, EREREBFEHNSZWIE,

e OpenAPI Explorer
PERRZER, THLERAP, EEGSITIE, REHSEM THITHESDKRIERE,
o fIfE=CL

MEABEENEETR, TEIRIARARNERSNMERTRMRS, GRRE, RELRFE
$0
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DeleteTrigger
https://github.com/aliyun/aliyun-cli

A RS Kubernetesh

APIBE - H it

14 A%

14.1. HREEHAH

I AInstallClusterAddons A5 EE B R A,

i3

R o] PATEOpenAPI Explorerdh Bi%iz{Ti%i% 0, &%

PAB 5 & B SDKX BB R4l

BRIEE

U EEBNEM. BITHIME, OpenAPlExplorer]

POST /clusters/ClusterId/components/install HTTP/1.1

Content-Type:application/json
[ {

"name" : "String",
"version" : "String",
"config" : "String"
bl
s 3
BRESH
B RPath&#
SHER ESid] BENIE
Clusterld String =
& kBodyS#
SHER ESid] ERNIE
Array =
name String =
version String =

o]
82e6987€2961

4571182edacd74
faf****

il

ags-metrics-
collector

v1.0.0.2-
cc3b2dé-aliyun

WA

EEBEID,

WA

BERESH,

HHZR,

BERRA,

@ s TLAPEE
[ DescribeClusterAddonsVersio
@S A HFFZE R IRES

> MA4RRA: 20220704
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https://api.aliyun.com/#product=CS&api=InstallClusterAddons&type=ROA&version=2015-12-15
file:///home/admin/dita-files/output/40702202/task18946035/~~197434~~

APIBE- H it BeEREKuberneteshiR

SHEM Bt} ERWIE 7~ gLl
{\"IngressDashb
oardEnabled\":

config sting & VIMEVVSED g m .

roject_name\":\
"your_sls_projec
t_name\"}"}

PR SE297.3

HTTP/1.1 200 OK

DJVES 3¢
EADIVES
REEHAMN R
BRI

POST /clusters/c82e6987e2961451182edacd74faf****/components/install HTTP/1.1
Content-Type:application/json
[ {

"name" : "ags-metrics-collector",
"version" : "v1.0.0.2-cc3b2d6-aliyun",
"config" : "{\\\"IngressDashboardEnabled\\\":\\\"true\\\",\\\"sls project name\\\":\\\"yo

ur sls project name\\\"}\"}"

bl

B RPN FE L8R
POST /clusters/c3fb96524£9274b4495df0f12a6b5****/components/install?RegionId=cn-hangzhou --
header "Content-Type=application/json;" --body '[{"name":"ack-node-problem-detector"}]"
IE&EIREI/RE
Jgson H&3

HTTP/1.1 200 OK

HiRE
BEEETLEEESEIRG.
HEERR

e SDK

MR R AMIBEHSHIESHSDK, FHBEIEREBITAPER RN RARS, EERERSDGER
APl, ERREBFEHNSTZWIE,

e OpenAPI Explorer

301 > MHRRA: 20220704


https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/InstallClusterAddons

A RS Kubernetesh

APIBE - H it

BEEZR, THATEHAPI, HEL4L

o [EZXCL

MERRFEENEETR, TEIGSHRANNERESMRNERTRMRS, BRERE,

¥.

AN
AT

14.2. A&

HA TR

VB FDescribeAddonsE ) EE B R 2 A HENS

il

TE, BSHEERTHTHSDOKERRE,

2B ERFE

R o] PATEOpenAPI Explorerd BEi%iE{TiZiE 0, B UHESZNEN. E1TMINE, OpenAPI Explorerd]

A B 34 B SDKAL RS =451

BRIEX

GET /clusters/components/metadata?region=String&cluster type=String HTTP/1.1

Content-Type:application/json

BRSH
ERQueryS#§
SHEM E3i) EEWIE 7~ iBA
region String 2 cn-beijing SEREFrE bR ID,
SREER, BE:
° Kubernetes : EEIREEE,
L4 ManagedKubernetes : FEEIR
cluster_type String = kubernetes SR
® Ask : Serverlesst&E¥,
®  ExternalKubernetes : Eff
£E,
i R 44535 3%
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https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeAddons&type=ROA&version=2015-12-15

APIEE-H it

AR RS Kuberneteshi

HTTP/1.1 200
Content-Type:application/json
{

"ComponentGroups" : [ {
"group name" : "String",
"items" : [ {

"name" : "String"
bl

bl

"StandardComponents" : {
"key" : {

"name" : "String",
"version" : "String",
"description" : "String",
"required" : "String",

"disabled" : Boolean

0 j 2 £

0 7 Body &
SHER Bt ~l 3288
Array of
componentGro ComponentGro AHERHEIE,
ups
up
group_name String storage BHTHER,
items Array of item ZHERNEERNAHER,
name String flexvolume AHEER,
StandardC
andard-ome - vap AL,
onents
object FOEAGNFEER.
name String ack-arena AHEER,
version String 0.5.0 AR,
description String ok AHINBENREA,
303 > MHRRA: 20220704
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SHEWR i Bl ki

EENEHLFAY, BE:

e true : MWHAH, EHUENOMNBLRE
required String false BB H,
e false : FRFHEM, EHUBRTME,
EY ArEE #HTRE.

RERZIEARSE, EHOENRT REEHM

SHNAGI, R RE—LESHEFELELH

HEBEME (FIN: Ingress) , RERBERIA
disabled Boolean false T, MELREZFREIRKIARE, BE:

o true : ZIFBUARE,

o false : BUAZE,

ERSEHRANFERA
BRI

GET /clusters/components/metadata?region=cn-beijing &cluster type=kubernetes HTTP/1.1

Content-Type:application/json

1E &R B 7R
ML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<StandardComponents>
<cloud-controller-manager>
<name>cloud-controller-manager</name>
<version>vl1.9.3.339-g9830b58-aliyun</version>
<disabled>false</disabled>
<required>true</required>
<description>name: Cloud Controller Manager introduction: Using Cloud Controller Ma
nager to create load balancers for k8s applications and manage node route entries doc:en: h
ttps://www.alibabacloud.com/help/doc-detail/94925.htm</description>
</cloud-controller-manager>
<csi-plugin>
<name>csi-plugin</name>
<version>vl1.16.9.43-f36bb540-aliyun</version>
<disabled>false</disabled>
<required>false</required>
<description>csi-plugin</description>
</csi-plugin>
</StandardComponents>
<ComponentGroups>
<group name>storage</group name>
<items>
<name>flexvolume</name>

</itema>
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<items>
<name>alicloud-disk-controller</name>
</items>
<items>
<name>csi-plugin</name>
</items>
<items>
<name>csi-provisioner</name>

</items>

</ComponentGroups>

<ComponentGroups>

<group name>network</group name>
<items>
<name>kube-flannel-ds</name>
</items>
<items>
<name>terway</name>
</items>
<items>
<name>terway-eni</name>
</items>
<items>
<name>terway-eniip</name>
</items>
<items>
<name>nginx-ingress-controller</name>
</items>
<items>
<name>coredns</name>
</items>
<items>
<name>managed-kube-proxy</name>

</items>

</ComponentGroups>

JsoN &

305

> MA4RRA: 20220704



A RS Kubernetesh
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HTTP/1.1 200 OK
Content-Type:application/json
{

"StandardComponents" : {
"cloud-controller-manager" : {
"name" : "cloud-controller-manager",
"version" : "v1.9.3.339-g9830b58-aliyun",
"disabled" : false,
"required" : "true",
"description”" : "name: Cloud Controller Manager

introduction: Using Cloud Controller

Manager to create load balancers for k8s applications and manage node route entries doc:en:
https://www.alibabacloud.com/help/doc-detail/ 94925 . htm"

}l

"csi-plugin" : {

"name"

"version"

"csi-plugin",

"disabled" : false,

"required" : "false",
"description" : "csi-plugin"
}
by
"ComponentGroups" : [ {
"group name" : "storage",
"items" [ {
"name" "flexvolume"
oo A
"name" "alicloud-disk-controller"

oo A

"name" "csi-plugin"
oo A
"name" "csi-provisioner"
b
b A
"group name" : "network",
"items" [ {
"name" "kube-flannel-ds"
boo A
"name" "terway"
oo A
"name" "terway-eni"
oo A
"name" "terway-eniip"
oo A
"name" "nginx-ingress-controller"
oo A
"name" "coredns"
oo A
"name" "managed-kube-proxy"

"v1.16.9.43-£36bb540-aliyun",
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APIBE- H it BeEREKuberneteshiR

HIR
BEEETLEEEZHIRG.
HERERR

e SDK

b R ATREZSHPIESHISDK, HBEEREEIAPEM M E =~ RFRS, HEEERSDKER
AP, ERREFHERZRIE, FBIESNSDKSENHHEE,

e OpenAPI Explorer
RiER, TTRARIHAP, ELGLTIR, BENSERTRTHISDKLERE,
o fE=CL
MEAFEENEETR, TEIHIARARNERSIMNERTRMRS, GRRE, RELFE

14.3. BHEHAMHAHRRS

I8 A DescribeClust erAddonsUpgradeSt at usfE B 218 2 M AH BN F IR,
i

IR LATEOpenAPI Explorerf BEiZiz{Ti%E O, X IHESZWEM, BT INE, OpenAPlExplorera]
PAB E 4 AL SDKA IS R 41,

BKIEE

GET /clusters/[ClusterId]/components/upgradestatus?componentIds=["String"] HTTP/1.1

Content-Type:application/json

A 3
BREH
EsRPath2#(
SHER it} EEWE Al ok
c23421cfa74454
Clusterid String = bcg8b37163fd19 &I,
af****
ERQuery3#
SHER it} EEWE Pl LEH
Array of . -
componentlds . metric-server HEER.
String

0 7 4K 95 3%
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeAddons
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeClusterAddonsUpgradeStatus&type=ROA&version=2015-12-15

A RS Kubernetesh

APIBE- H i

HTTP/1.1 200

Content-Type:application/json

{

"key" : {

"addon info" : {
"component name" :
"version" : "String",
"ready to upgrade" :

o

"tasks" : {

"created at" : "String",

"finished at" :

"status" : "String",

"is canceled" :

0 j 2 £

0 fZBody&#§

SHEWR et}
Map
object

addon_info object

component_na String
me

version String

;eeady_t 0_upgra String

tasks object

created_at String
finished_at String

"String",

"String"

Bl

cloud-controller-
manager

v1.9.3.340-
g9830b58-aliyun

true

2020-12-
28T17:00:50Z

2020-12-
28T17:05:36Z

HEA

IR ORI,

HHFRRTIFR.

AHER.

BHBER.

AUZHERA.,

AHEEREFREM, BE:

D HEAREME,
e false : ANHEAHRFME,

o true

FHRAESER .

ESFFIRETIE .,

ESTMEE,
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SHEWR Bl Nl kil

status String Success FRIESKS.

FHRESEEHEE. BUE:
is_canceled Boolean false *  true : ESHEUH.

° false : ESFEFEEVHE,

EREHALGARKRERH
R

GET /clusters/[ClusterId]/components/upgradestatus?componentIds=["metric-server"] HTTP/1.1

Content-Type:application/json

1IEEIRERHAI
xML &

HTTP/1.1 200 OK
Content-Type:application/xml
<cloud-controller-manager>
<tasks>
<created at>2020-12-28T17:01:55%</created at>
<finished at>2020-12-28T17:05:11Z</finished at>
<is canceled>false</is canceled>
<status>Success</status>
</tasks>
<addon_info>
<component name>cloud-controller-manager</component name>
<version>v1.9.3.340-g9830b58-aliyun</version>
<ready to upgrade>true</ready to upgrade>
</addon info>
</cloud-controller-manager>
<metric-server>
<tasks>
<created at>2020-12-28T17:00:32%</created at>
<finished at>2020-12-28T17:05:54Z</finished at>
<is canceled>false</is canceled>
<status>Success</status>
</tasks>
<addon info>
<component_name>metric—server</component_name>
<version/>
<ready to upgrade>true</ready to upgrade>
</addon info>

</metric-server>

JsoN &=
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HTTP/1.1 200 OK
Content-Type:application/json
{

"cloud-controller-manager" : {
"tasks" : {
"created at" : "2020-12-28T17:01:552",
"finished at" : "2020-12-28T17:05:112",
"is canceled" : false,
"status" : "Success"
by
"addon info" : {
"component name" : "cloud-controller-manager",
"version" : "v1.9.3.340-g9830b58-aliyun",
"ready to upgrade" : "true"
}
by
"metric-server" : {
"tasks" : {
"created at" : "2020-12-28T17:00:32z2",
"finished at" : "2020-12-28T17:05:54z",
"is canceled" : false,
"status" : "Success"

}I

"addon info" : {

"component name" : "metric-server",
"version" : "",
"ready to upgrade" : "true"

HIRH
BiREETLEEEZSEIRG.
HERERR

e SDK

2 R ARIRESHIESHISDK, HBEEREEIAPEM M E =~ RMRS, HERERSDKER
AP, ERREFHERZRIE, FBIESNSDKSE N,

e OpenAPI Explorer
BERZR, TTHRAEIRAP, EEGOTIE, ASHBERTHITHISDKEE R,
o [JEZRCL
MEZZFEENEETR, TBIHSHARRANERSIMNERRMRS, BRERE, BRELZEFE

14.4. EXNEHTEENHESE

& AModifyClusterConfigurationfE KITEM A B HI S, TRConfigMapZIFEEM, HITIEEREEE,
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeClusterAddonsUpgradeStatus
https://github.com/aliyun/aliyun-cli

APIEE-H it

AR RS Kuberneteshi

it

XTI LATEOpenAPI Explorerp Bz Tz M, 2XEUHESRHREML,

A B 34 B SDKAL A =451
B KIBE

PUT /clusters/ClusterId/configuration HTTP/1.1
Content-Type:application/json
{

"customize config" : [ {
"name" : "String",
"configs" : [ {
"key" : "String",
"value" : "String"
bl
bl
}
AL kY
BRESH
ERPath2#
SHER ESid] ERWIE ~l
cc0f87de0bsfb
Clusterld String = 403f86e10e204f
83****
ERBodyZ#
SHAER ESid] ERWIE ~l
customize_confi
Array =
9
name String S kube-apiserver
configs Array =
) MaxRequestsinfl
ke Strin & .
y 9 = ight
value String &= 100

[PVRYSE297.3

HTTP/1.1 200 OK

BT I, OpenAPlExplorero]

i8R

£EID,

WEA

BENXEE,

HBHAZR,

BEXEEER.

BEEREZF,

BEEIE,

311
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https://api.aliyun.com/#product=CS&api=ModifyClusterConfiguration&type=ROA&version=2015-12-15

A RS Kubernetesh APIZZ&- H{F

0 j 2 £

LIV
BUEERENAKSEURE
ERTH)

PUT /clusters/cc0£f87de0b8fb403f86e10e204f83****/configuration HTTP/1.1
Content-Type:application/json
{

"customize config" : [ {
"name" : "kube-apiserver",
"configs" : [ {
"key" : "MaxRequestsInflight",
"value" : "100"
bl
bl
}
IE &R E7RA
Json &=

HTTP/1.1 200 OK

HIRHG
BREETLEEESBIRG.
HEERR

e SDK

2R ATREZSHIESHSDK, HBEEREBEIAPEMMRE RN~ RMRS, HEFELERSDKEA
AP, ERBREFHEB/RIE, FIHEBESNSDKSE X HHEE.

e OpenAPI Explorer
PERRZR, THLERAP, EEAHSITIR, REHSEM JHITHESDKRIERE,
e [E=CL

MEZRFEENEETR, TEIHSHARARNEES NNERRMRS, HERE, RELZFE
F

14.5. ARERAH

i [l UpgradeClusterAddons¥ 15 A4 AR EI 18 E IR A .
il

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBIHESZWEM, E1T7HINE, OpenAPlExplorera]
DERESADIGR TR

BXRERX
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/ModifyClusterConfiguration
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=UpgradeClusterAddons&type=ROA&version=2015-12-15

APIBE- [t

AR RS Kuberneteshi

POST /clusters/ClusterId/components/upgrade HTTP/1.1

Content-Type:application/json
[ {

"component name" : "String",
"next version" : "String",
"version" : "String"
bl
3=k o
BRESH
ERPath&#
SHER E3id) ERNIE Al WiEA
cf4299b79b3e3
Clusterld String = 4226abfdcg80a4 E£EID,
bda****
ERBodyZ#
SHER ESid] ERMIE ~l WiEA
Array & BERBH,
:noemponent_na String 2 coredns HEZR,
TR . B
next_version String = 1.6.7 A DescribeClusterAddonsVersi
on ZB¥UUBETUARNIRA,
version String 2 v1.6.2 HBIARA,
0] Jo 42K 15 3%
HTTP/1.1 200 OK
IDJVE=S 3
To i Nz 248
FHREB ARG
HRRA
313 > XASARA: 20220704



A RS Kubernetesh APIZZ&- H{F

POST /clusters/cf4299b79b3e34226abfdc80adbda****/components/upgrade HTTP/1.1
Content-Type:application/json
[ {

"component name" : "coredns",
"next version" : "1.6.7",
"version" : "v1.6.2"
bl
IEEEIREIRA
JsoN &I

HTTP/1.1 200 OK

HixG
PREERPLEEESER
RFERERR

o SDK

I E = A ERESFIESHISDK, FEHERRBITAPEM M E R~ RFRS, HERERSDKER
AP, EEREFHERWIE, FHBESNSDKEEXHHEE,

e OpenAPI Explorer
BESZR, THRMAEIHAP, ELHLITIR, BFHTEMRTRITHISDKICERA,
o [EZXCL
MEAREENEETR, UBIRIHARNERSIMNERTRMRS, GRRE, RELREFE

14.6. BHEBAHIRA

B FDescribeClusterAddonsVersionE i T EB R ENEAHENER,
1t

& T LATEOpenAPl Explorerf E3%ia1TiZ23& 0, X HESENEIL, E1TH /G, OpenAPlExplorerd]
DA B 4 A SDKACEE 7= 451,

EXREX

GET /clusters/ClusterId/components/version HTTP/1.1

Content-Type:application/json

ERESH

BRPath&4

> MA4RRA: 20220704 314


https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/UpgradeClusterAddons
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeClusterAddonsVersion&type=ROA&version=2015-12-15

APIBE- [t

AR RS Kuberneteshi

SHAR et} BENIE AN HiBA
c82e6987e2961
Clusterld String 2 451182edacd74 E£EID,
faf****
N
0 4415 3%
HTTP/1.1 200
Content-Type:application/json
{
VIkey" : {
"component name" : "String",
"version" : "String",
"next version" : "String",
"changed" : "String",
"can_upgrade" : Boolean,
"policy" : "String",
"ready to upgrade" : "String",
"exist" : Boolean,
"required" : Boolean,
"message" : "String",
"value" : "String"
}
}
i Nz 2 #5(
0l iz Body& %8
SHAER ESid] Al BLEA
Map REMERSH,
Object AHEE,
component_na . ack-node-problem-
P - String P AHEER,
me detector
BHHBIRA.
version String 1.2.1 @ BB ME version EFRKE,
NERRZAGELELTE.,
next_version String 1.2.1 TN FHERIR A,

315
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A RS Kubernetesh

APIBE - H it

SHAMR et}
changed String

can_upgrade Boolean
policy String
ready to_upgra .
- Strin

de 9
exist Boolean
required Boolean
message String
value String

ERNEHAGRERE

BHRRA

il

false

false

overwrite

false

true

false

T3 R AR £
RESHPOBEY

npd:\n# Custom
monitor definitions
to add to Node
Problem Detector

*kkk

HiEA

HHEEZBEEHN. BE:
e true : BEFEH.
° false : XREH,

AHRBOFARK, BUE:
T AHTTHE,
e false : HHEXRTHLE,

L4 true

BHFHRRE.
° overwrite : BEIBE.

BOAE:

overwrite

AHE2BHEAREN. BUE:
D BEAREME,
e false : AHEARRFME,

o true

ERUMEERPRFZAN, RE:

e true : ORE,

° false : AROj&iE,
AHRENEFLEELG, BUE:
e true : AMEAH,

o false : IELFAHE.,

HAHRBOFRIEIMLEA,

AHLZEN, APEEXNSHE.

GET /clusters/c82e6987e2961451182edacd74faf****/components/version HTTP/1.1

Content-Type:application/json

IEEIREIRE
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APIBE- H it BeEREKuberneteshiR

xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<ack-node-problem-detector>
<exist>true</exist>
<component name>ack-node-problem-detector</component name>
<can upgrade>false</can upgrade>
<ready to upgrade>false</ready to upgrade>
<message>Ti AR AR EIREFHHOBIEHS < /message>
<version>1.2.1</version>
<value>npd:
# Custom monitor definitions to add to Node Problem Detector ****</value>
<required>false</required>
<next version>1.2.1</next version>
<changed>false</changed>
<policy>overwrite</policy>
</ack-node-problem-detector>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"ack-node-problem-detector" : {
"exist" : "true",
"component name" : "ack-node-problem-detector",
"can upgrade" : "false",
"ready to upgrade" : "false",
"message" : " RBPERNR LIREFAHAOBIES",
"version" : "1.2.1",
"value" : "npd:\n # Custom monitor definitions to add to Node Problem Detector ****",
"required" : "false",
"next version" : "1.2.1",
"changed" : "false",
"policy" : "overwrite"

HixD
RIS L EE B S HIEE.
FRERIR

e SDK

fo] BB = AR S FIES BUSDK, #BENRMEEITAPIEERR B =N~ RMRSE, HEEEASDKGER
APl, ERBREFHEZWIE,

e OpenAPI Explorer
PR ER, THALERAP, EEAHSITIE, REHSEMTHITESDKREERE,
o [TEZ=CL
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeClusterAddonsVersion
https://github.com/aliyun/aliyun-cli

A RS Kubernetesh APIZZ&- H{F

MEAREENEETR, UBIHISAHRARNERSIMNERTRMRS, BRRE, RELREFE

14.7. HEERFAMY

I A UninstallClusterAddonsE 215 EEBE IR 4,
it

O] AfEOpenAPI Explorerh EiIa1Ti%#E 0, REBHESZHNEMN., BTMINE, OpenAPlExplorera]
PAB 14 B SDKR BB R 41,

BREX

POST /clusters/ClusterId/components/uninstall HTTP/1.1
Content-Type:application/json
[ {

"name" : "String"
bl
BRESH
BERPath&#1
SHEWR e EENIE w5l )
c5b5e80b0b64a
Clusterld String 2 4bf6939d2d8fb E£EID,
bcs****
& KkBodyS#1
SHEWR Ei] EENIE w5l )
Array & AHHIE, FHAHA,
ack-node-
name String & problem- HEZR,
detector

0 jz 4435 K&

HTTP/1.1 200 OK

IDJVE=T 3
TR RIS

HHEE AN R
BRI
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https://api.aliyun.com/#product=CS&api=UnInstallClusterAddons&type=ROA&version=2015-12-15

APIBE- H it BeEREKuberneteshiR

POST /clusters/c5b5e80b0b64adbf6939d2d8fbbc5**** /components/uninstall HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

[ {

"name" : "ack-node-problem-detector"

bl

1IEEIRERA
JsoN &=

HTTP/1.1 200 OK

=R
BEEETLEEESHBIRNG.
HEERR

e SDK

MR R AMIBEHSHIESHSDK, HBEEREBITAPER RN RIRS, BEERERSDKGER
APl, ERREFHELZWIE, FIBEBESNSDKSE RYHEE,

e OpenAPI Explorer
PERRZR, THLERAP, EEGSITIE, REHSEM THITHESDKRIERE,
e [E=CL

MEAB-EENEETR, TEIRISARARNERSNMERTRMRS, GRRE, RELRFE
$0
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/UnInstallClusterAddons
https://github.com/aliyun/aliyun-cli

AfgRESKubernetesii APIBE- 5%

15. 355
15.1. BERBEIRE

A TagResources 915 E BV SR BF 0 E 45 ERE
it

XTI LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 & B SDKX BB R4l

BRIEE

PUT /tags HTTP/1.1
Content-Type:application/json
{

"resource ids" : [ "String" 1,
"resource type" : "String",
"region id" : "String",
"tagS" : [ {
"key" : "String",
"value" : "String"
bl
}
= iy
BRESH
B3RBodyS#
SHAR Bt BENIE ~l i8R
. Array of cla7bb282fcod N
resource_ids = HBEID, HEKE SEE: [1,50],
_ String = 48h** R®IRID, MAKERETE: [1,50]

BREEEN, REEE: R

resource_type String = CLUSTER B CLUSTER JX—FhZiREHE .
region_id String 2 cn-hangzhou BRATE BB IEID,
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https://api.aliyun.com/#product=CS&api=TagResources&type=ROA&version=2015-12-15

APIBE- 155

AR RS Kuberneteshi

SHAR et BTk R
Array of o
tags tag =

PR SE297.3

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "String"
}
i) Bz 2 48
0 fZBody& £
SHER E3id) AN
2D69A58F-345C-
Requestid String 4FDE-88E4-
BF51894XXXXX
[ N j— —
e RBEIRE A
HRRHB
PUT /tags HTTP/1.1
Content-Type:application/json
{
"resource ids" : [ "cla7bb282fc0d48b****" ],

"CLUSTER",

: "cn-hangzhou",

"resource type" :

"region_ id"

lltagsll : [ {
"key" : "env",
"value" : "prod"
bl
}
IE &R ERE
xvr, A&

i8R

BKid,

i8R

HENRSREN., SERKETE:
[1,20], &

e —BEE, BEARWATFERE, &
S8R,

e ARgEPL aliyun M acs: F
3L,

o Rk
VYA -

& http:// TE https

321
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https://help.aliyun.com/document_detail/197431.html#tag

AfgRESKubernetesii APIBE- 5%

HTTP/1.1 200 OK

Content-Type:application/xml

<TagResourcesResponse>
<RequestId>2D69A58F-345C-4FDE-88E4-BF51894XXXXX</RequestId>

</TagResourcesResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "2D69A58F-345C-4FDE-88E4-BF51894XXXXX"

HIRG
HiEEEPLOEEESEIRE,
FREERR

e SDK

MR R AMIRBHESHIESHSDK, BEEREIEITAPIER RN KRS, EERERSDCAR
APl, E&REBEFHEZWIE,

e OpenAPI Explorer
HRiEeZR, JHALREERAP, ELGSTIR, REHSEMJHRITHISDKAIERE,
o [TEZXCL

MEAREENEETR, UBIRIHARNERSIMNERTRMRS, GRRE, RELREFE
$O

15.2. BERIRE

B B ModifyClusterT agsfE i 2 BiTKubernet estE ¥ HIHRES
i

RO LAEOpenAPI Explorerf Bi%izTi%E O, &EFBITEEZWEM, BTG, OpenAPlExplorert]
DA B 504 A SDKAL A 7= 451

EXREX

POST /clusters/ClusterId/tags HTTP/1.1
Content-Type:application/json
[ {

"key" : "String",
"value" : "String"
b
=3 3
BERBH
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/TagResources
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=ModifyClusterTags&type=ROA&version=2015-12-15

APIZ2&- 5% AR Kuberneteshix

BRPath& 1

SHER £t} EBRWIE 7~ iEA

c106f377e16f34

Clusterld String 2 eb1808d6b9362  £E%ID,

Cg****
BRkBody&#

SHEM Bt} EBWIE 7~ L)
Arrayof o PERE.
tag

U B4

HTTP/1.1 200 OK

0 iz £ #1

P JVE-2 5
BREHREZ G
RGN

POST /clusters/cl06£377e16£34eb1808d6b9362c9****/tags HTTP/1.1
Content-Type:application/json
[ {

n key" . "envll 0
"value" : "prod"
b
IE &R [E/RA
Json A&z

HTTP/1.1 200 OK

HIRH
BEEETLEEEZSEIRE.
HERERR

e SDK

R ARIBMMESHMIESHISDK, BHARFEBERAPERFAEZN” SRS, EEFEERSDKGEAR
APl, ERBREBFHNSEZWIE, F1EESNSDKSE N PEE,

e OpenAPI Explorer
HRFRR, cJUAARXAP, EEHLTIE, BESNSEMRTHMTHSDKRBRAI,
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https://help.aliyun.com/document_detail/197431.html#tag
https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/ModifyClusterTags

AfgRESKubernetesii APIBE- 5%

o [EZXCL

MEAREENEETR, UBIHISAHRARNERSIMNERTRMRS, GRRE, RELREFE
F.

i FList TagResources&E ) o] WA B RIRE X K.
il

& T LATEOpenAP| Explorerf E3%ia1Ti23& 0, X HESZNEIL, E1THIN/E, OpenAPlExplorerd]
PA B 54 i SDKAS B 7R 1,

\$ Ay S
BKIEE
GET /tags?resource ids=["String"]&resource type=String&region id=String&tags=[{"key":"Strin

g","value":"String"}] &next token=String HTTP/1.1
Content-Type:application/json

\i kY
BREH
ERQueryB#
SHER Bt EBEWIE 7~ gzl
Arrav of c71cf3d796c374
resource_ids . Y 2 bf48644482ch0 E£E5ID,
String .
resource_type String 2 CLUSTER HREE, HEIXIF: CLUSTER .
region_id String 2 cn-beijing i ID,
taqs Array of  __ ETHNREIER, BERZ82200
9 tag = FIR,
next_token String & x T—NEE RS,

O 438 5%
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https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=ListTagResources&type=ROA&version=2015-12-15
https://help.aliyun.com/document_detail/197431.html#tag

APIBE- 155

AR RS Kuberneteshi

HTTP/1.1 200 OK
Content-Type:application/json
{

"next token" : "String",
"request id" : "String",
"tag resources" : {
"tag resource" : [ {
"tag key" : "String",
"tag value" : "String",
"resource id" : "String",
"resource type" : "String"
bl
}
}
i B 2 £5
I R Body S £
SHAR ESid] Al
next_token String C374bf4864448****
E368C761-F8F6-
request_id String 4A36-9B58-
BD53D5CDOCEB
tag_resources object
Array of

tag_resource
tag_resource

tag_key String ack.aliyun.com

tag value Strin c71cf3d796c374bf4
9- 9 8644482cb0C3****

resource_id String i=XXX

resource_type String CLUSTER

Bl R BEREIERRG
BRI

i8R

T—TEBFBENLHE,

i5KID,

RERIR

RENBER,

E(E.

s
RIRID,

>

BREE, ESER, BBAGRE,

325
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file:///home/admin/dita-files/output/40702202/task18946035/~~110425~~

AfgRESKubernetesii APIBE- 5%

GET /tags?resource ids=["c71cf3d796c374bf48644482cb0c3****"]sresource type=CLUSTER&region i

d=cn-beijing&tags=[{"key":"env", "value":"prod"}]&next token=*** HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1IEEIRERA
<ML &

HTTP/1.1 200 OK
Content-Type:application/xml
<next token>c374bf4864448****</next token>
<request_1id>E368C761-F8F6-4A36-9B58-BD53D5CDOCEB</request_id>
<tag_resources>
<tag resource>
<tag key>ack.aliyun.com</tag key>
<tag value>c71cf3d796c374bf48644482cb0c3****</tag value>
<resource id>i-xxx</resource id>
<resource type>CLUSTER</resource type>
</tag resource>

</tag_resources>

Json &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"next token" : "c374bf4864448*xxx",
"request id" : "E368C761-F8F6-4A36-9B58-BD53D5CDOCEB",
"tag resources" : {
"tag resource" : [ {
"tag key" : "ack.aliyun.com",
"tag value" : "c71cf3d796c374b£f48644482cb0c3**x*x",
"resource id" : "i-xxx",
"resource type" : "CLUSTER"

bl

HixD
RIS L EE B S HIEE.
FRERR

e SDK

M= AERIRMSHIESHISDK, EHARRFEBESAPERFEZN”RARS, HEEERASDKGEAR
APl, ERREBFHNEZWIE,

e OpenAPI Explorer
REeR, JTREEIRXAP, EEHITIR, BENAERTHRITHSDKEERE,

> MA4RRA: 20220704
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/ListTagResources

APIBE- iR R RSKubernet eshi

o [EZXCL

MEAREENEETR, UBIGISARARNERSIMNERTRMRS, GRRE, RELRFE
$D

15.4. B RIFIREE

iE A UntagResources A1 E B ERE R HPIRE
i

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBITESZWEM, BT INE, OpenAPlExplorera]
DEFES ARG TR

BREX

DELETE /tags?region id=String&resource ids=["String"]&resource type=String&tag keys=["Strin
g"] HTTP/1.1
Content-Type:application/json

s=E 3
BREH
ERQueryB#
SHER Bt EBEWIE ~l e 8A
region_id String = cn-hangzhou BB ER#BFID,
resource ids Array of cla7bb282fcod  ®IEID, HAEKEERETEER:
- String = 48b593*** [1,50].
BRREREN, EEE: R
H =
resource_type String = CLUSTER H CLUSTER X—HpZRiEasa
tag kevs Array of  _ TestKev] BRIMEE, HEKENRETEHE:
9_key String = v [1,20],
EEMBREIBEEXIRE, X
all Boolean & true & tag keys ATHEN. BESE

E: true,false,

PVRY S E297.3

HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "String"
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https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=UntagResources&type=ROA&version=2015-12-15

AfgRESKubernetesii APIBE- 5%

0 j 2 £

0 fZBody&#§
SHER Bl ~l E8R
2D69A58F-345C-
Requestld String 4FDE-88E4- BKid,

BF51894XXXXX

BRRERIRERE
BRI

DELETE /tags?region id=cn-hangzhou&resource ids=["cla7bb282fc0d48b593***"]&resource type=CL
USTER&tag keys=["TestKeyl"] HITP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1E &R B 7R
XML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<UntagResourcesResponse>
<RequestId>2D69A58F-345C-4FDE-88E4-BF51894XXXXX</RequestId>

</UntagResourcesResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "2D69A58F-345C-4FDE-88E4-BF51894XXXXX"

iR
BREETLEEESBIRSG.
HFEERR

e SDK

OB = AR S FIES BUSDK, EHBENRMEEITAPIER M B =N~ RMRSE, HESEASDKGER
APl, EREREBFEHNSIZWIE,

e OpenAPI Explorer
PR ZR, THLERAP, EEAHSTIE, REHEEM THITHESDKREERE,
o [ffE=CL
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/UntagResources
https://github.com/aliyun/aliyun-cli

APIBE- 555 H[ERRFZKuberneteshr

MEARTEENEKETR, TBIGSHRABNERSNWERTRMRS, BERE, RELRFE
F.
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A RS Kubernetesh

APIBZE- = R4 — A1

16. =85
16.1. &0

A B EdgeClusterAddEdge

i3

= —{R 41,
SEREE— R ZEACK@EdgeEE

MachineftACK@Edge & D iR N =R E — K4,

RO LATEOpenAPI Explorerf Bi%iE1TiZE O, &EFBITESZWEM ., E1T7HI1/E, OpenAPlExplorert]

BB 4 B SDKAL BB il
ERIEE

POST /clusters/[cluste
Content-Type:applicati
{

"options" : "String"
"expired" : int,
"nodepool id" : "Str
}
e kY
BRBH
ERPath&#1
SHEW Bl
clusterid String

edge_machineid String

ERBodyZ#
SHAER ESid]
options String
expired Long

rid]/attachedgemachine/[edge machineid] HTTP/1.1

on/json

ing"
EBWIE w5l 48
c35607f52179f4
= 472a0d9723e75 E£EBID
95****
= edge_machineid  =E£—{AHID
=T WIE w5 88

{\"enablelptabl
es\":true,\"quie
t\":true,\"mana
geRuntime\":tr
ue,\"allowedClu o] % IR
sterAddons\":

[\"kube-

proxy\",\"flann
el\",\"coredns\"

]}ll

iy

iy

1024 A
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https://api.aliyun.com/#product=CS&api=EdgeClusterAddEdgeMachine&type=ROA&version=2015-12-15

APIBE- = 74 —1K7H R RSKubernet eshi

SHEW B3t} BB WIE AN HiEA
€26607f52179f4
nodepool_id String = 472a0d9723e75 T RMID
95****
0] Jo 4K 15 3%
POST HTTP/1.1
<AHIERL>
Content-type: application/json
{
"request id": "string",
"edge machine id": "string"
}
0] oz 2 450
0 Bz Body &£
SHAMR et} AN i 8A
0adf3a23-6841-
request_id String 41e8-9f55- J&EKID

7b290216c980

0f4bf70a-caff-
String 4b26-a679- =EE—RHLID
fb0188a1****

edge_machine_
id

B KRG
RIBLL T RAIFEACK@EdgeE R DRI = R E—A

POST /clusters/[clusterid]/attachedgemachine/[edge machineid] HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json

{
"options" : "\"{\\\"enableIptables\\\":true, \\\"quiet\\\":true, \\\"manageRuntime\\\":true

;\\\"allowedClusterAddons\\\": [\\\"kube-proxy\\\", \\\"flannel\\\", \\\"coredns\\\"] }\"",
"expired" : 1024,
"nodepool id" : "c26607£52179£4472a0d9723e7595****"

EFRERA)
XML &
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HTTP/1.1 200 OK
Content-Type:application/xml
<EdgeClusterAddEdgeMachineResponse>
<request_id>0adf3a23-6841-41e8-9f55-7b290216c980</request_id>
<edge machine id>0f4bf70a-caff-4b26-a679-fb0188al****</edge machine id>
</EdgeClusterAddEdgeMachineResponse>

JsoN &

HTTP/1.1 200 OK

Content-Type:application/json

{
"request id" : "0adf3a23-6841-41e8-9£55-7b290216c980",
"edge machine id" : "Of4bf70a-caff-4b26-a679-fb0188alxxxx"

HIRB
BREETLEEEZHIRE.
FREERR

e SDK

R ARIBMESHIESHISDK, BHARFEBESAPERFEZN~RIRS, BEEERASDKGEAR
APl, ERREBFEHNEZWIE,

e OpenAPI Explorer
piEe R, JREEIRHAP, EEHITIE, BEHEEMITHRITHSDKICERE,
o [TE=XCLI

MEAREENEETR, TEIRISAHRARNERSIMNERTRMRS, HRRE, RELRFE
$O

16.2. BUE=RE—
& A CreateEdgeMachine BB = R E—AAEO.,
it

O] LAfEOpenAPI Explorerh HiiE1Ti%#E 0, 2EXTMHESEZNEMN, BTMINE, OpenAPlExplorera]
PAB 5 4 5 SDK BB R4l

BRIEX

POST /edge machines HTTP/1.1
Content-type: application/json
{

"hostname": "string",

"sn": "string",

"model": "string"
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/EdgeClusterAddEdgeMachine
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=CreateEdgeMachine&type=ROA&version=2015-12-15

APIZZE- = R4 — A1

AR RS Kuberneteshi

\$ kY
BRSH
& KBodyS#1
SHAR ESid] BENIE ~l WiBA
=mEE—{AHl hostname .
@ B\ EEE—HRERE
hostname String =2 ACK-B-B010-**** = BB EN
By hostname ) hostname
DFERBSARE, FHReE—1
HFFE,
. 2CB5XZAFBFG* _ -
sn String 3 S,* SIRE—AHSNESS
model String = ACK-V-B010 ZRE—HNNES
N
i) Bz 435 %
### IEMEE
POST /edge machines HTTP/1.1
<DHIERL>
Content-type: application/json
{
"request id": "string",
"edge machine id": "string"
}
#H# SIRIEE
{
"code": "400"’
"message": "EdgeMachine ACK-V-B010/zhangjie-werwer-123 has exist",

"requestId": "bfdl12953-31cb-42f1-8a36-7b80ec345094",

"status": 400

i) R 2 #5
0l M7 Body S #

SHEWR £

<l

i8R

333
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SHAR ESid] ~l E8R

"request_id":
. . "6e7b377a-c5ed- -

request_id String 4388-8026- B KID
689e1b34****",

edge_machine . cc0725ddf68874497 _

- - Strin RE— ID
id fng 9cd98445f67e**** IR

5 KB

RIBUT ROBUE R RE— A
POST /edge machines HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json
{

"hostname" : "ACK-B-BO1Q-***x*'"
"Sn" : "Q2CBSXZAFBFGH****",
"model" : "ACK-V-B010"
}
1E & IR B 7R
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<CreateEdgeMachineResponse>
<request id>"request id": "6e7b377a-c5ed-4388-8026-689elb34****" </request id>
<edge machine i1d>cc0725ddf688744979cd98445f67e****</edge machine id>

</CreateEdgeMachineResponse>

JsoN &

HTTP/1.1 200 OK

Content-Type:application/json

{
"request id" : "\"request id\": \"6e7b377a-c5ed-4388-8026-689%elb34****\" ",
"edge machine id" : "cc0725ddf688744979cd98445f67ex***"

HIRHG
BREETLEEESBIRSG.
HFEERR

e SDK

= ARIZMESHIESHISDK, EBHARRFEBEISAPERFEZN™RARS, HEEERASDKGEAR
APl, EREREBFEHNSZWIE,
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APIZZE- = R4 — A1 R RSKubernet eshi

e OpenAPI Explorer
HRFERR, dJUAARAP, EETLITIE, BESHSEMRTHTHSDKRBRAI,
o [IE=CU

MEZRFEENEETR, TEIHSHARNEES MNERTRMRS, HERE, RELZFE
F.

16.3. BAIRJRE—EHLEGE
& A DescribeEdgeMachineActiveProcess&E i) = R & — AL EOE H E .
i

RO ATEOpenAPI Explorerp HiEETiZEN, REFITEELZWEM ., B1THINGE, OpenAPlExplorerd]
LB B4 B SDKASTB 7= 451

BKIEX

GET /edge machines/[edge machineid]/activeprocess HTTP/1.1

Mk

Content-Type:application/json

BRESH
ERPath2 %
SHER e REWIE il WA
cc0725ddf6887
edge_machineid  String g 44979cd98445f =EE—RHLBID
67arH

0 jz 4435 K&

GET /edge machines/{edge machine id}/active HTTP/1.1
<AHiERL>

Content-type: application/json

{

"request id": "b62796a8-c5a6-4d3f-beb2-7650e4309cbl",

"state": "ACTIVATED",

"step": "SHB YIRLENEE" HITHRII",

"progress": 100,

"logs": "[{\"content\":\"FTE 'TRABERZIE" PFITHE\", \"id\":0,\"level\":3, \"timestamp\"
:1625994913000}, {\"content\":\"H B 'WRBEEIE" HITHIN\", \"id\":1,\"level\":3, \"timestamp
\":1625994914000}, {\"content\":\"FE 'FHALENEE" HITFHIB\", \"id\":2,\"level\":3, \"times
tamp\":1625994975000}, {\"content\":\"SHE 'FHALENEE " HITHII\", \"id\":3,\"level\":3,\"t
imestamp\":1625994975000}]"

}

Uil i 2 £

0 M7 Body S #§
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https://next.api.aliyun.com/api/CS/2015-12-15/CreateEdgeMachine
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeEdgeMachineActiveProcess&type=ROA&version=2015-12-15

A RS Kubernetesh

APIBZE- = R4 — A1

SHAMR et}
request_id String
state String
step String
progress Long

il

b62796a8-c5a6-
4d3f-beb2-
7650e4309cb1

ACTIVATED

"B IR ENE
&' TR

100

HiEA

153KID

BIERS

HMESR

BIEHEE
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H[ERRFZKuberneteshr

SHEWR

logs

HRRHG

RIFUT OB —FHREHRE

String

il

"I{\"content\":\"#
BRI =A 1T
Fia

\"\"id\":0,\"level\":

3,\"timestamp\":16
24416559000},
{\"content\":\"$ &
"SRER=JT4R' ITEL
I

\n’\n id\u ] 1\" level\ll .

3,\"timestamp\":16
24416560000},
{\"content\":\"& &
"R RRUE S
HATFIA

\",\“id\" : 2,\" l.eVel.\" .

3,\"timestamp\": 16
24416644329},
{\"content\":\"$% &
'"TRTTREESE
AT IN

\"1\" id\“ . 3[\" level\" .

3,\"timestamp\":16
24416645944},
{\"content\":\"$ &
'MERFKRE AT
Fia

\",\"id\":4,\"level\":

3,\"timestamp\":16
24416645961},
{\"content\":\"$ &
"MEBRRKIERE' 4T
I

\n’\n id\" : 51\" l.evel\" .

3,\"timestamp\": 16
24416649356},
{\"content\":\"$ &
'BRETRALZKE
HATFIA

\"1\" id\ll . 6,\" l.evel\" .

3,\"timestamp\":16
24416649372)]", //
JSONString, Hiimf#
HrBnET}

HiEA

B ESIE

GET /edge machines/[edge machineid]/activeprocess HTTP/1.1

Host:cs.aliyuncs.

Content-Type:application/json

com
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1IEEIRERHA
<ML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeEdgeMachineActiveProcessResponse>

<request id>b62796a8-c5a6-4d3f-beb2-7650e4309cbl</request id>

<state>ACTIVATED</state>

<step>"HB "YIAKENEE' HITHIN"</step>

<progress>100</progress>

<logs>"[{\"content\":\"HB 'IKEN=Jc' HITHIB\",\"id\":0,\"level\":3, \"timestamp\":162
4416559000}, {\"content\":\"FB 'IREN=JoH' HITAIN\",\"id\":1,\"level\":3, \"timestamp\":162
4416560000}, {\"content\":\"F B 'MBIBREESE RITHB\", \"id\":2,\"level\":3, \"timestamp\
":1624416644329}, {\"content\":\"H B, BT REESE BATHIN\", \"id\":3,\"level\":3, \"times
tamp\":1624416645944}, {\"content\":\"FE "KERFFIE " HITHE\",\"id\":4,\"level\":3,\"tim
estamp\":1624416645961}, {\"content\":\"$B "HERFKIFE " HBITHIH\", \"id\":5,\"level\":3,\"t
imestamp\":1624416649356}, {\"content\":\"F B 'BETRARIFIE" HITHE\", \"id\":6,\"level\":
3,\"timestamp\":1624416649372}1", // JSONString, BUImAEMEIA]}</logs>

</DescribeEdgeMachineActiveProcessResponse>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"request id" : "b62796a8-c5a6-4d3f-beb2-7650e4309cbl",
"state" : "ACTIVATED",

"step" : "\"FE '{IBREENEE" RITHEII\"",

"progress" : 100,

"logs" : "\"[{\\\"content\\\":\\\"FHE FKER=7tA' HBITAHIE\\\", \\\"1d\\\": 0, \\\"level\\\":
3, \\\"timestamp\\\":1624416559000}, {\\\"content\\\":\\\"HE "FKEN=JTH" ' HFITHRII\\\", \\\"1id\
A1, A\ "Tevel\\\":3, \\\"timestamp\\\":1624416560000}, {\\\"content\\\": \\\" 8 'R 7T Sk
EBEH RATFENN", AN "IA\N\ "2, \\\"Tevel\\\":3, \\\"timestamp\\\":1624416644329}, {\\\"conte
nt\\\":\\\"FSE AT RBGESH BITHRINN", \\\"1d\\\ "3, \\\"level\\\":3, \\\"timestamp\\\":
1624416645944}, {\\\"content\\\": \\\"FE "WEERFFIE ' HITFFENN", \N\\"1d\\\":4, \\\"Level \\\
"3, \\\"timestamp\\\":1624416645961}, {\\\"content\\\":\\\"FE "HERFKIFIE " BITHIN\\\", \\\
"1d\\\":5, \\\"Llevel\\\":3,\\\"timestamp\\\":1624416649356}, {\\\"content\\\":\\\"$& 'EEET
REAEFKFE ' HITFENN", W\\"1d\\\": 6, \\\"Level \\\":3, \\\"timestamp\\\":1624416649372}]\", //
JSONString, HilmftrERaT )"

}

HIRB
BEEETLEEESEIRG.
HERERR

e SDK

R ARIZMUESHIESHSDK, BHARFEEIAPERFAESN SRS, EEEERSDKGEAR
APl, ERREFHEZWIE,

e OpenAPI Explorer
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https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeEdgeMachineActiveProcess

APIZZE- = R4 — A1 R RSKubernet eshi

BESZR, THRAEIRAP, ELHLSITIR, BEHTEMRTHRITHISDKICERE,
o [MEZCL

MEAREENEETR, UBIRIARARNERSIMNERTRMRS, GRRE, RELRFE
$D

16.4. ERIRRE—IIES
& A DescribeEdgeMachineModels& i = R E— R4 B S,
i

RO AfEOpenAPI Explorerh Ei%ia1Ti%#E 0, REBHESZHNEMN., BTMIE, OpenAPlExplorera]
PAE a4 A SDKA A R,

BKIEX

"GET /edge machines/models HTTP/1.1°

EREH
EEREH
U Rz 4 5 3

HTTP/1.1 200
Content-Type:application/json
{

"models" : [ {
"model id" : "String",
"created" : "String",
"model"™ : "String",
"created": "2021-07-07T20:44:00+08:00",
"description" : "String",
"cpu arch" : "String",
"cpu": int,

"memory": int,
"manage runtime": int

}

[PV ¢

IR fZBody 24§
SHEWR el w5l 488
Array of _ - -
models =RE—MNESHERER

models_info
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https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeEdgeMachineModels&type=ROA&version=2015-12-15

A RS Kubernetesh

APIBZE- = R4 — A1

SHAMR et}
manage_runtim

Integer
e
cpu_arch String
cpu Integer
memory Integer
model_id String
created String
description String
model String

ERRG
REUTRAISEERE—HIRES:

il

0/1

x86_64/armé4

C34cc753-8908-
4739-bd10-
ebd922a4****

2021-07-
07T20:44:00+08:00

BO10

ACK-V-BO10

GET /edge machines/models HTTP/1.1

Host:cs.aliyuncs.com
Content-Type:application/json

<QHFREH>

1EEIRERA
xML &

HTTP/1.1 200 OK
Content-Type:application/xml

<DescribeEdgeMachineModelsResponse>

<models>

<cpu_arch>x86 64/arm64</cpu_arch>

<cpu>6</cpu>

<memory>8</memory>

HEA

E&E®Docker Runtime

CPUZEH

CPUR ¥

RE, BAIAGB

=RE—RHID

Bl a8

h.,,
B
[

TRE—HNES

<model id>c34cc753-8908-4739-bd10-ebd922a4****</model id>

<created>2021-07-07T20:44:00+08:00</created>

<description>B010</description>

<model>ACK-V-B010</model>
</models>

</DescribeEdgeMachineModelsResponse>
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JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"models" : [ {
"cpu arch" : "x86 64/arm64",
"cpu" : 6,
"memory" : 8,
"model id" : "c34cc753-8908-4739-bd10-ebd922a4**x*",
"created" : "2021-07-07T20:44:00+08:00",
"description" : "B010",
"model"™ : "ACK-V-B0O10"

bl

e SDK

R ARIBMESHIESHISDK, BHARFEBESAPERFEZN~RIRS, BEEERASDKGEAR
AP, EEREBFHNSZWIUE,

e OpenAPI Explorer
piERR, JREEIRXAP, EEHIITIE, BEHEEMRTHRITHSDKICHE RS,
o [TEZXCL

MEABRFEENRETR, TBIGSARARANEESNNERRMRS, BRRE, BEBLRFE
$O

16.5. EHRRE—AHLIIE
I8 FA DescribeEdgeMachines&E ] = [R £ — A HLFI &,
i

RO LATEOpenAPI Explorerf Bi%iE1TiZE O, &EBITESZWEM ., E1T7HIN/E, OpenAPlExplorert]
DA B 5 4 BY SDKAR FB R4l

BRIEX

"GET /edge machines?hostname=String&model=String&online state=String&life state=Strings&page
_size=Longé&page number=Long HTTP/1.1°

BRKEH
B RQueryS#
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeEdgeMachineModels
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeEdgeMachines&type=ROA&version=2015-12-15

A RS Kubernetesh

APIBZE- = R4 — A1

SHER ESid] =8
hostname String &=
model String =

online_state String =
life_state String =
page_size Long =
page_number Long =

PR SE297.3

HTTP/1.1 200
Content-Type:application/json
{
"edge machines": [
{
"edge machine id":

il

ack-v-b010-
ssdfw****

ACK-V-B010

offline/online

activated/waitO
nline/deleting

10

WA

ZR&E—{AHl hostname

TRE— KR

ZRE—HMINELRTS, BE:

B
D EL

L4 offline

L4 online

"c61083909013£f4a95b8554bda9577**x**",

"created": "2021-07-07T20:44:00+08:00",
"updated": "2021-07-07T20:44:00+08:00",
"name": "ack-v-b010-ssdfwx***",
"hostname": "ack-v-b010-ssdfw****",
"sn": "ACKIGBL31SXX****x"

"model": "ACK-V-B0O10",

"life state": "waitOnline",

"online state": "offline",

"active time": "0001-01-01T00:00:002"

1,

"page info": {
"page number": 1,
"page size": 10,
"total count": 1

0 j 2 £

0 fZBody&#§
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AR RS Kuberneteshi

SHAMR
edge_machines

edge_machine_
id

created
updated

name
hostname

sn

model
life_state
online_state

active_time

page_info

page_number

page_size

total_count

IR &N

RIFUTROEEITRE—FIIIE:

S]]

Array of
edge_machines

String

String

String

String

String

String

String

String

String

String

Object

Integer

Integer

Integer

il

€61083909b13f4a95
b8554bda9577****

2021-07-
07T20:44:00+08:00

2021-07-
07T20:44:00+08:00

ack-v-b010-
ssdfwr***

ack-v-b010-
ssdfw****

ACK9GBL3TSXX****

ACK-V-B0O10

activated

online

2021-07-
19T16:07:48+08:00

10

HiEA

ZRE—EINIIRER

®#&ID

Bl Y8

SEFEYIE

RZEIR

ZREE—{RHl hostname

SNEFZIS

TRE—HHNES

EXiEE

FELIRE

BOE B8

TiEs,

ZINE: 1.

BRERNICRE.
BAINME: 10,

SE

343
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GET /edge machines?hostname=ack-v-b010-ssdfw****smodel=ACK-V-B01l0&online state=offline/onli
neslife state=activated/waitOnline/deleting&page size=50&page number=4 HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1IEEIRERA
<ML &

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeEdgeMachinesResponse>
<edge machines>
<edge machine 1d>c61083909b13f4a95b8554bdad577****</edge machine id>
<created>2021-07-07T20:44:00+08:00</created>
<updated>2021-07-07T20:44:00+08:00</updated>
<name>ack-v-b010-ssdfw****</name>
<hostname>ack-v-b010-ssdfw****</hostname>
<sn>ACKIGBL31SXX****</sn>
<model>ACK-V-B010</model>
<life state>activated</life state>
<online state>online</online state>
<active time>2021-07-19T16:07:48+08:00</active time>
</edge machines>
<page info>
<page number>1</page number>
<page size>50</page size>
<total count>1</total count>
</page info>

</DescribeEdgeMachinesResponse>

JsoN &=
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HTTP/1.1 200 OK
Content-Type:application/json
{

"edge machines" : [ {
"edge machine id" : "c61083909b13£f4a95b8554bdad577****",
"created" : "2021-07-07T20:44:00+08:00",
"updated" : "2021-07-07T20:44:00+08:00",
"name" : "ack-v-b010-ssdfw****",
"hostname" : "ack-v-b010-ssdfw****",
"sn" : "ACKI9GBL31SXX****'",
"model" : "ACK-V-B010",
"life state" : "activated",
"online state" : "online",
"active time" : "2021-07-19T16:07:48+08:00"

bl
"page info" : {

"page number" : 1,

"page size" : 50,
"total count" : 1
}
}
Y=
=R

BEEETLEEESEIRG.
HEERR
e SDK

MR R AMIBHSHIESHSDK, FHBEIEREBITAPER RN RIRS, EERERSDKGER
APl, ERREBFEHNSTZWIE,

e OpenAPI Explorer
PERRZR, TTHLERAP, EEGSITIR, REHEEM JHITHESDKRIERE,
o [fE=CL

MEAFEENEETR, TEIRIARARNERSNMERTRMRS, HRRE, RELRFE
$O

16.6. EI=EE—F YL Tunnelic B

& F DescribeEdgeMachineT unnelConfigDet ail ik BX = JR £ —{A#41SSH T oken,
RS

RO LATEOpenAPI Explorerf Bi%iz{TiZE 0, &EFBITEEZWEM, BTG, OpenAPlExplorert]
PAE 504 A SDKAS A 7= 451

EXREX

"POST /edge machines/{edge machineid}/tunnelconfig HTTP/1.1°
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeEdgeMachines
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribeEdgeMachineTunnelConfigDetail&type=ROA&version=2015-12-15

A RS Kubernetesh APIBE. = [R4E— K7,

s 3
BRSH
BERPath& £
SHAR et} BENIE AN WiEA
cc0725ddf6887
edge_machineid  String 2 44979cd98445f =IRE—FHLID
67e****
N
i) Bz 435 %
HTTP/1.1 200
Content-Type:application/json
{
"model": "ACK-A-S001",
"sn": "Q2CBSXZAFBEG****'",
"tunnel endpoint": "wss://frontend-iotx-remote-debug.aliyun-inc.test",
" token" : "abcd**** " o
"product key": "allrXul**xxx",

"device name": "TESTOG62INOFEF****",
"request id": "bfd12953-31cb-42f1-8a36-7b80ec345094"

U] i 2 %50

0l Bz Body&#§
SHER il BN $L.8H
model String ACK-A-5001 mREE—RNES
sn String Q2CB5XZAFBFG**** =RE—HNSNFTIS

. wss://frontend-
tunnel_endpoin

) String iotx-r-debug.aliyun- Tunnel/g i # %
inc.test

token String abcd**** Token

product_key String allrXul**** Product Key

device_name String TEST0621NOFF**** "ES
bfd12953-31cb-

request_id String 42f1-8a36- Request ID

7b80ec345094

> XH4kRAS: 20220704 346



APIZZE- = R4 — A1 R RSKubernet eshi

B KRB
BT RO =REE—EHLSSHToken:

POST /edge machines/[edge machineid]/tunnelconfig HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1IEEIRERHAI
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeEdgeMachineTunnelConfigDetailResponse>
<model>ACK-A-S001</model>
<Sn>Q2CB5XZAFBFG* ***</sn>
<tunnel endpoint>wss://frontend-iotx-r-debug.aliyun-inc.test</tunnel endpoint>
<token>abcd****</token>
<product key>allrXul****</product key>
<device name>TEST0621NOFF****</device name>
<request id>bfd12953-31cb-42f1-8a36-7b80ec345094</request id>
</DescribeEdgeMachineTunnelConfigDetailResponse>

JsoN 1&T

HTTP/1.1 200 OK
Content-Type:application/json
{

"model" : "ACK-A-S001",

"sn" : "Q2CBS5XZAFBEG****"

"tunnel endpoint" : "wss://frontend-iotx-r-debug.aliyun-inc.test",
"token" : "abcdx*x**",

"product key" : "allrXulx*xxx",

"device name" : "TESTOG2INOFEF****",

"request id" : "bfdl12953-31cb-42f1-8a36-7b80ec345094"

HiRg
BREETLEEESBIRSG.
HEERR

e SDK

fo] BB = A RIR M S FIES BUSDK, EHBENARMEEITAPIER M B =N~ RMRSE, HESEASDKGER
APl, ERBREFHEZWIE,

e OpenAPI Explorer
PR ER, THAERAP, EEAHSTIE, REHSEMTHITESDKREERE,
o [TEZ=CL
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribeEdgeMachineTunnelConfigDetail
https://github.com/aliyun/aliyun-cli

AfgRESKubernetesii APIZE- = R — 11

MEZRFEENEETR, TEIGKSHARNNEES MNERRMRS, HERE, RELZFE
F

16.7. MBR=R&E—FAL

iE A DeleteEdgeMachinefi & = R & — 1441,
it

O] AfEOpenAPI Explorerh EiIa1Ti%#E 0, REBHESZHNEMN., BTMINE, OpenAPlExplorera]
PAB 14 B SDKR BB R 41,

BREX

"DELETE /edge machines/{edge machineid}?force=String HTTP/1.1"

BREH
BERPath& £
SHER Bt} BENE 7~ i8R
cc0725ddf6887
edge_machineid  String 2 44979cd98445f =IRE—AAID
67e****
BERQuery2#
SHER ESid] RENE Al i8R
EEREIM R RE—EY, BUE:
® true : FREHFMBRTRE—
L]
force String &= true/false _ _
® false : RRAEHBMRZRE
— 1,

2NE: false o

PR SE297.3

“HTTP/1.1 200°

DJVE=S 3¢
EADIVES
BXRRH
RIBLU T RBIME = B — 4 :
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https://api.aliyun.com/#product=CS&api=DeleteEdgeMachine&type=ROA&version=2015-12-15

APIZZE- = R4 — A1 R RSKubernet eshi

DELETE /edge machines/[edge machineid] ?force=True/False HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json

IEHIRE 7RG

JSON &=

HTTP/1.1 200 OK

HiRg
BRI EE BSEIZE,
AERERR

SDK

MR = AERIRMSHIESHISDK, EHARRFEBESAPERFIE SN RARS, HEEERASDKGEAR
APl, ERREBFNEZWIE,

OpenAPI Explorer
EeR, JREEIRAP, EEHITIR, BENAERTHRITHSDKEERE),
fIEE = CLI

MERB-ESENEETR, TEIRSARARNERSNMERTRMRS, GRRE, 2ELREFE
F.
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DeleteEdgeMachine
https://github.com/aliyun/aliyun-cli

REERRFZKubernetesh APIBE- FHE AR

| .

17. 5658818
17.1. 18 E S B p Ef2Z 55 BE 30 ) 5L 41

I8 F DeployPolicyinst ancefE 35 E £ & P ERZ SR BE A M LA ,
it

RO LATEOpenAPI Explorerh B2z 1TiZiE0, ®REZHESZZNEN . BZ1THIE, OpenAPlExplorerd]
L)\EEHEESZSDKWEEETWJO

ERX
ZEOEAALERL, REKERL, BERALERSHIH.
ERIBE

POST /clusters/{cluster id}/policies/{policy name} HTTP/1.1

R 3
BREH
. =B/ — o
B ESidl e ” ~BE R
8155823d0579
cluster_id String Path 2 28c69a**** BHRERID
ACKNoEnvVars
policy name String Path 2 cretso VARE  epsammn ik
Object Body = BEREM,
ANEIBAIE, BUE:
action String Body & deny ®  deny : EEEMIE
L4 warn . S
{"restrictcedNam
parameters Map Body S espaces": [ LRIV SLBI N E S
||test|| ]}
B Bl ~E iR

[ "allowed-repos-

instances Array of String kgxnc” ]

ERE LI BRI E

]
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https://api.aliyun.com/#product=CS&api=DeployPolicyInstance&type=ROA&version=2015-12-15
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BERRA

POST /clusters/cl231xxxxx/policies/ACKAllowedRepos ZA3iERL
{

"action": "deny",

"namespaces": ["test3","test4"],
"parameters": {

"repos": [

"registry.cn-beijing.aliyuncs.com/acs/",
"registry.cn-beijing.aliyuncs.com/acs/"
]
}
}

1 &R 8] 745
xML &=

HTTP/1.1 200 OK

Content-Type:application/xml

<DeployPolicyInstanceResponse>
<instances>allowed-repos-kgxnc</instances>

</DeployPolicyInstanceResponse>

Json &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"instances" : [ "allowed-repos-kgxnc" ]

AR
IS L EE BSHIEE.

17.2. SIS R BEE ERA N EE51 &
I8l Fi DescribePolicies?!| 2 SR BE TG R ML EE D 3R
it

R LATEOpenAPI Explorerh B 2ia1Ti% &0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 B SDK BB R4l

EXREE

GET /policies HITP/1.1

Content-Type:application/json
AHBFREHK

EREH
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https://error-center.aliyun.com/status/product/CS
https://api.aliyun.com/#product=CS&api=DescribePolicies&type=ROA&version=2015-12-15

A RS Kubernetesh

o

A

APIBZE- 1%

o
or
15

FEREH
O B 4435 3%

0 bz 2 450
Ui fZBody&#§

SHAEWR £ il

Map

Array of String ACKNoEnvVarSecrets

B KA

R4 LA T 7= 45138 B DescribePolicies! 2 55 B& A IR H N FE B 3%

GET /policies HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json
AHBFREH

1EER [E R HF)
xML &I

i8R

MMETIZR, keyNHRBEEE, valueBiZ KBRS
BT HFA KSR,

BEEZREAMN, BFEAERL RN ER
B,
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https://help.aliyun.com/document_detail/359819.html

APIBE- FHEIAIE

AR RS Kuberneteshi

HTTP/1.1 200 OK
Content-Type:application/xml

<DescribePoliciesResponse>

<cis-k8s>ACKNoEnvVarSecrets</cis-k8s>
<cis-k8s>ACKPodsRequireSecurityContext</cis-k8s>
<cis-k8s>ACKRestrictNamespaces</cis-k8s>
<cis-k8s>ACKRestrictRoleBindings</cis-k8s>
<infra>ACKBlockProcessNamespaceSharing</infra>
<infra>ACKEmptyDirHasSizeLimit</infra>
<infra>ACKLocalStorageRequireSafeToEvict</infra>
<infra>ACKOSSStorageLocationConstraint</infra>
<k8s-general>ACKBlockAutoinjectServiceEnv</k8s-general>
<k8s-general>ACKBlockAutomountToken</k8s-general>
<k8s-general>ACKBlockLoadBalancer</k8s-general>
<k8s-general>ACKBlockNodePort</k8s-general>
<k8s-general>ACKContainerLimits</k8s-general>
<k8s-general >ACKExternalIPs</k8s-general>
<k8s-general>ACKImageDigests</k8s-general>
<k8s-general>ACKRequiredLabels</k8s-general>
<k8s-general>ACKRequiredProbes</k8s-general>
<k8s-general>ACKAllowedRepos</k8s-general>
<psp>ACKPSPAllowPrivilegeEscalationContainer</psp>
<psp>ACKPSPAllowedUsers</psp>
<psp>ACKPSPAppArmor</psp>
<psp>ACKPSPCapabilities</psp>
<psp>ACKPSPFSGroup</psp>
<psp>ACKPSPFlexVolumes</psp>
<psp>ACKPSPForbiddenSysctls</psp>
<psp>ACKPSPHostFilesystem</psp>
<psp>ACKPSPHostNamespace</psp>
<psp>ACKPSPHostNetworkingPorts</psp>
<psp>ACKPSPPrivilegedContainer</psp>
<psp>ACKPSPProcMount</psp>
<psp>ACKPSPReadOnlyRootFilesystem</psp>
<psp>ACKPSPSELinuxV2</psp>
<psp>ACKPSPSeccomp</psp>
<psp>ACKPSPVolumeTypes</psp>

</DescribePoliciesResponse>

JSON &=

353
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HTTP/1.1 200 OK
Content-Type:application/json
{

"cis-k8s" : [ "ACKNoEnvVarSecrets", "ACKPodsRequireSecurityContext", "ACKRestrictNamespac
es", "ACKRestrictRoleBindings" 1],

"infra" : [ "ACKBlockProcessNamespaceSharing", "ACKEmptyDirHasSizeLimit", "ACKLocalStorag
eRequireSafeToEvict", "ACKOSSStorageLocationConstraint" ],

"k8s-general" : [ "ACKBlockAutoinjectServiceEnv", "ACKBlockAutomountToken", "ACKBlockLoad
Balancer", "ACKBlockNodePort", "ACKContainerLimits", "ACKExternalIPs", "ACKImageDigests", "

ACKRequiredLabels", "ACKRequiredProbes", "ACKAllowedRepos" 1],

"psp" : [ "ACKPSPAllowPrivilegeEscalationContainer", "ACKPSPAllowedUsers", "ACKPSPAppArmo
r", "ACKPSPCapabilities", "ACKPSPFSGroup", "ACKPSPFlexVolumes", "ACKPSPForbiddenSysctls", "
ACKPSPHostFilesystem", "ACKPSPHostNamespace", "ACKPSPHostNetworkingPorts", "ACKPSPPrivilege
dContainer", "ACKPSPProcMount", "ACKPSPReadOnlyRootFilesystem", "ACKPSPSELinuxV2", "ACKPSPS
eccomp", "ACKPSPVolumeTypes" ]

}

HIR
IS L EE BB HEIRG
FRERR

e SDK
iizt,aﬁmﬁizﬂﬂiﬁ‘éﬂ’lsw FEIEHLRIBIT APIE R T 2 = RFNERSS, #EZEEERSDKEA
, ERREBFHEZWILE,

e OpenAPI Explorer
BERER, TTRKEIRAP, EEHLTIE, BESHASERITHITHSDKEERE,
o [EZRCL
MEAB-EENEETR, TEIRIARARNNERSNMERTRMRS, BRRE, RELRFE

17.3. fri5 & £ 8 o & 5 ok B% 30 W sC 41

& A ModifyPolicyinstancef 35 E £8P BT SRBEAL NI ST,
it

RO LATEOpenAPI Explorerf Bi%iz{TiZE O, &EFBITESZWEM, BT INE, OpenAPlExplorera]
DA B 54 A SDKAS A 7= 451

ERL
ZEOEAAERSL, BEHKERL, ESNAERBEHY,
ERIEE

PUT /clusters/{cluster id}/policies/{policy name} HTTP/1.1

\

BERSH
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribePolicies
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=ModifyPolicyInstance&type=ROA&version=2015-12-15

APIBE. A E A RFKuberneteshR
- paay _ .
B B34l B ” ~BIE R
_ , _ 8155823d0579 _
cluster_id String Path 2 48CH BREREID
policy name String Path 2 QEKAllowedRep RESEEMNZFR
Object Body = BREH,
MUAEE, BUE:
© g v
action String Body = deny ® deny @ EEBAHNE
L4 warn . HE
instance_name String Body = allowed-repos- SREEHLN SLHIID
cbhhb
Array of ["test3" "test4" ~ ROGSLHISLHEBE:
namespaces ) Body & !
String ] KN""KEREHFEGETE.
"restrictedNam
parameters Map Body & espaces": [ HEIMNEZF N EE S
"testll ]
B el ~EIE R

instances

B
BRI

Array of String

[ "allowed-repos-
kgxnc" ]

PUT /clusters/cl231lxxxxx/policies/ACKAllowedRepos Z2FHiERK

{

"action": "warn",

"namespaces": ["test2"],

"instance name": "allowed-repos-cbhhb",
"parameters":

"repos": [

"registry.cn-beijing.aliyuncs.com/acs/",

"registry.cn-hangzhou.aliyuncs.com/acs/"

]
}
} A\l

P

EEMN LI

355
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1IEEIRERA
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<ModifyPolicyInstanceResponse>
<instances>allowed-repos-cbhhb</instances>

</ModifyPolicyInstanceResponse>

JSON &2

HTTP/1.1 200 OK
Content-Type:application/json
{

"instances" : [ "allowed-repos-cbhhb" ]

HiR
iR E T L EEESEIRG.

17.4. 7218 & S8 5P M BR 5% B5 80 W SE )

i Fi Delet ePolicyInst ance7t 15 & S£ 8% o il BRES B ML M ST,
it

RO LATEOpenAPI Explorerf Bi%iz{Ti%E 0, &EFBITESZWEM, BT INE, OpenAPlExplorera]
DEFESADIGR TR

EREX

DELETE /clusters/cluster id/policies/policy name?instance name=String HTTP/1.1

Content-Type:application/json

R
BRBH
BEXKRPath& £
SHER ESid] 2EWE il LEA
€8155823d0579 -
i i = BREREID
cluster_id String = 4806957+
policy name String 2 SEKAHOWEOIRED FESREMNZFR
BEXRQueryS £
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https://error-center.aliyun.com/status/product/CS
https://api.aliyun.com/#product=CS&api=DeletePolicyInstance&type=ROA&version=2015-12-15

APIBE- KSR

AR RS Kuberneteshi

SHAMR B3t} BB WIE AN HiEA
. . allowed-repos-
instance_name String & P
maqdsf
N
i) Bz 45 %
HTTP/1.1 200 OK
Content-Type:application/json
{
"instances" : [ "String" ]
}
0 2 5
05 Sz Body S £
SHAMR et} AN i 8A
. . [ "allowed-repos- -
instances Array of String . 2R B S5 &
kgxnc" ]
\$ —_—
IR G
R4E AT G 15 B SR i BR R BE AL ST -
DELETE /clusters/cl231xxxxx/policies/ACKAllowedRepos A3iFRL
IE &R ERE
xvr, A&
HTTP/1.1 200 OK
Content-Type:application/xml
<DeletePolicyInstanceResponse>
<instances>allowed-repos-cz4s2</instances>
<instances>allowed-repos-mgdsf</instances>
</DeletePolicyInstanceResponse>
Jgson &z
HTTP/1.1 200 OK
Content-Type:application/json
{
"instances" : [ "allowed-repos-cz4s2", "allowed-repos-mgdsf" ]

SREEAL N SEAIID

357
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https://error-center.aliyun.com/status/product/CS

o

1

AR Kuberneteshix APIZZ- %1

ox
o>
H
HeE

FERERR
o SDK

MR R AMIBHSHIESHSDK, BEEMREIEITAPIER AR =N KRS, EERERSDGAR
APl, E&REBEFHEZWIE,

e OpenAPI Explorer
BESZR, TRMEIRAP, ELHLITIR, BFHTEMTRITHISDKICEE RGN,
o [EZXCL
MEAREENEETR, UBIHIHARNERSIMNERTRMRS, GRRE, RELRFE

17.5. 3RENGR IR 6 TR R M A= A 1F 1H

i A DescribePolicyDet ails$k BX 58 BE #1L M A& AR ¥ 15 .
it

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBITESZWEM, BT IS, OpenAPlExplorert]
DEFESADIGR TR

BREX

GET /policies/policy name HTTP/1.1

Content-Type:application/json

M o
BXRESH
B KPath2#
SHER e} ERDIE ~Hl W 8H
Al R
policy_name String 2 CKAllowedRep REREM N ZFR

0s

DPVRYSE207.3

HTTP/1.1 200 OK
Content-Type:application/json
{

"name" : "String",
"category" : "String",
"description" : "String",
"action" : "String",
"severity" : "String",
"template" : "String",
"no _config" : Integer,
"is deleted" : Integer
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https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DeletePolicyInstance
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribePolicyDetails&type=ROA&version=2015-12-15
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0 j 2 £

0 fZBody&#§
SHER Bt Al AR
name String ACKAllowedRepos REGRIBHN ZFR
category String k8s-general F A A 2 B
Requires container
description String mages to beg|.n AR R
with a repo string
from a specified list
MUREIE, BUE:
action String enforce ® enforce : EEHEMIE
° inform : &%
severity String high MK IEELR
template String HEBES BRI MUEIRF I

ERHERESRE, BUE:
no_config Integer 0 e 0: EREESHRE
° 1. RREFBHEE

EEMRRS, BUE:
is_deleted Integer 0 o 0: EFRFMK,
° 1 FRTMR.

ERRY
HRAB I TR I SRR SR B MU AAR 1

GET /policies/ACKAllowedRepos HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

BERRAIAFE LA
RERAER Temp 1 a te FERMRMRIF BRI

apiVersion: policy.alibabacloud.com/vlalphal
kind: Policy
metadata:

name: policy-gatekeeper-ackallowedrepos
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annotations:
ack.policy/categories: k8s general
ack.policy/controls: baseline control
spec:
remediationAction: enforce # will be overridden by remediationAction in parent policy
severity: high
description: "Requires container images to begin with a repo string from a specified
list."
policyTemplates:
- # complianceType: musthave
objectDefinition:
apiVersion: templates.gatekeeper.sh/vl
kind: ConstraintTemplate
metadata:
name: ackallowedrepos
annotations:
description: Requires container images to begin with a repo string from a s
pecified list.
spec:
crd:
spec:
names:
kind: ACKAllowedRepos
validation:
# Schema for the ‘parameters’ field
legacySchema: true
openAPIV3Schema:
type: object
required:
- repos
properties:
repos:
type: array
items:
type: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package ackallowedrepos
violation[{"msg": msg}] {
container := input.review.object.spec.containers| ]

satisfied := [good | repo = input.parameters.repos[ ] ; good = startswi
th (container.image, repo) ]

not any (satisfied)

msg := sprintf ("container <%v> has an invalid image repo <%v>, allowed
repos are %v", [container.name, container.image, input.parameters.repos])

}
violation[{"msg": msg}] {
container := input.review.object.spec.initContainers| ]

satisfied := [good | repo = input.parameters.repos[ ] ; good = startswi
th (container.image, repo) ]

not any (satisfied)

msg := sprintf ("container <%v> has an invalid image repo <%v>, allowed

repos are %v", [container.name, container.image, input.parameters.repos])
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- # complianceType: musthave
objectDefinition:
apiVersion: constraints.gatekeeper.sh/vlbetal
kind: ACKAllowedRepos
metadata:
name: allowed-repos
spec:
enforcementAction: deny
match:
kinds:
- apiGroups: [""]
kinds: ["Pod"]
namespaces:
- "test-gatekeeper"
parameters:
repos:
- "registry-vpc.cn-hangzhou.aliyuncs.com/acs/"

- "registry.cn-hangzhou.aliyuncs.com/acs/"

EERERHA
<ML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribePolicyDetailsResponse>
<name>ACKAllowedRepos</name>
<category>k8s—-general</category>
<description>Requires container images to begin with a repo string from a specified lis
t</description>
<action>enforce</action>
<severity>high</severity>
<template>iF#IHIBEB WIARTHI</template>
<no_config>0</no_config>
<is_deleted>0</is_deleted>

</DescribePolicyDetailsResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"name" : "ACKAllowedRepos",

"category" : "k8s-general",

"description" : "Requires container images to begin with a repo string from a specified 1
ist",

"action" : "enforce",

"severity" : "high",

"template" : "IFIFEIESIERTRH",

"no_config" : 0,

"is deleted" : O
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HIR
BEEETLEEEZHIRG.
HERERR

e SDK

R ARIBMMESHIESHISDK, BHARFEBEAPERFAE NSRS, EEEERASDKGEAR
APl, ERREBFHESLZWILE,

e OpenAPI Explorer
PEEZR, TJHALRERAP, EEGSTIR, REHAEMJHITHSDKRIERE,
o [IEZXCL

MEZRFEENEETR, TEIGRSHRARNEES MNERRMRS, HERE, RELZFE
$O

- . o N \
17.6. KINEH R GEIFIS
& B DescribePolicyGovernancelnClust ersk BR EE B SR B SR 1R 115,

i

IR LATEOpenAPI Explorerf BEiZiz{Ti%E O, X IHESZWEM, BT INE, OpenAPlExplorera]
PAB E1 & AL SDKA I R4,

BKIEE

GET /clusters/cluster id/policygovernance HTTP/1.1

Content-Type:application/json

BREBH
ERPath8#1
SHEW Bl B EWIE N 63
€8155823d0579
. , = Sy
cluster_id String 2 48CE9a B#REEID

PR NF7S
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https://error-center.aliyun.com/status/product/CS
https://next.api.aliyun.com/api-tools/sdk/CS?version=2015-12-15&
https://next.api.aliyun.com/api/CS/2015-12-15/DescribePolicyDetails
https://github.com/aliyun/aliyun-cli
https://api.aliyun.com/#product=CS&api=DescribePolicyGovernanceInCluster&type=ROA&version=2015-12-15
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HTTP/1.1 200 OK
Content-Type:application/json
{

"on_state" : [ {
"enabled count" : Integer,
"total" : Integer,
"severity" : "String"

b1,
"admit log" : {

"progress" : "String",
"count" : Long,
"log" : {
"msg" : "String",
"cluster id" : "String",
"constraint kind" : "String",
"resource name" : "String",
"resource kind" : "String",
"resource namespace" : "String"
}
by
"totalViolations" : {
"deny" : {
"severity" : "String",
"violations" : Long
by
"warn" : {
"severity" : "String",
"violations" : Long
}
b
"violations"™ : {
"deny" : {
"policyName" : "String",
"policyDescription”™ : "String",
"violations" : Long,
"severity" : "String"
b
"warn" : {
"policyName" : "String",
"policyDescription”™ : "String",
"violations" : Long,
"severity" : "String"

0 j £ £

0 N7 Body S #
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violations Long 0 WEENSHIT

warn Object HFERX T ARIABESRAEM TS
severity String low REREER

violations Long 5 HENSMHIHE

N . EHPHN AR RBEERNEBMSENE I
violations Object

HARITIR
deny Object WEHNAR REER N E T
. ) policy-gatekeeper- «
policyName String ackallowedrepos KEEER
Requires container
policyDescriptio String mages to begl.n SRR
n with a repo string
from a specified list.
violations Long 1 SR XY MM E R T EENEN T SR
severity String high REGRIBER
warn Object HFERAX T ARIAESRAEM TS
. . policy-gatekeeper-
policyName String ackpspcapabilties REEEIR
policyDescriptio String Controil's.Llnux =g A
n capabilities.
violations Long 81 EERECh XS Ry MM 2K B T4 S ZAEN ST
severity String high REGRIBER

ERRY
AR I TR ISR ER SR B 2RO A R S -
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GET /clusters/c8155823d057948c69%9a****/policygovernance HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json

1E & IR B 7R
<ML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribePolicyGovernanceInClusterResponse>
<on_state>
<enabled count>0</enabled count>
<total>14</total>
<severity>low</severity>
</on_state>
<on_state>
<enabled count>2</enabled count>
<total>13</total>
<severity>high</severity>
</on_state>
<on_state>
<enabled count>1</enabled count>
<total>8</total>
<severity>medium</severity>
</on_state>
<admit log>
<progress>Complete</progress>

<count>75</count>
<log>
< source >192.168.0.188</ source >
<_tag_: hostname >iZwz98e621hOkvki3ja****</ tag : hostname >
<_tag_: pack id >63DEBFD17599E86****</ tag : pack id >
< _tag : path >/policy admit logs/gatekeeper admit.log</ tag : path >
< tag : receive time >1631168040</ tag : receive time >
< tag_ : user defined id >k8s-group-cb36d98a701ef4742b50603866809****</ tag
__: user defined id >
< tag : container ip >10.102.0.89</ tag : container ip >
< _ tag : container name >manager</ tag : container name >
< tag : image name >registry-vpc.cn-shenzhen.aliyuncs.com/acs/gatekeeper:v3.6

.0.60-g72c4896-aliyun</ tag : image name >
<__tag__ : namespace >kube-system</_tag : namespace >
_tag  : node ip >192.168.0.188</_tag : node ip >

IS

ag_ : node name >cn-shenzhen.192.168.XX.XX</ tag : node name >

tag : pod name >gatekeeper-7648f64cc8-27nd4</ tag : pod name >

<
<
<
< tag : pod uid >11083b05-eecd-454c-8d22-81c83cel****</ tag : pod uid >
< time >1631168037</ time >

<_ topic_ />

<cluster id>cb36d98a701ef4742b50603866809****</cluster id>

<constraint action>deny</constraint action>

<constraint api_ version>vlbetal</constraint api version>

<constraint group>constraints.gatekeeper.sh</constraint group>

<constraint kind>ACKAllowedRepos</constraint kind>

<constraint name>allowed-repos-80970511-c93d-4c40-b692-bel8c077****</constraint
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name>
<event msg>Admission webhook "validation.gatekeeper.sh" denied request, Resourc
e Namespace: default, Constraint: allowed-repos-80970511-c93d-4c40-b692-bel8c0770382, Messa
ge: container &lt;nginx&gt; has an invalid image repo &lt;nginx:1.7.9&gt;, allowed repos ar
e ["registry.cn-shanghai.aliyuncs.com/acs/", "registry.cn-hangzhou.aliyuncs.com/acs/"]</eve
nt msg>
<event reason>GatekeeperFailedAdmission</event reason>
<event type>violation</event type>
<level>info</level>
<logger>ack policy admit log for sls</logger>
<msg>container &lt;nginxé&gt; has an invalid image repo &lt;nginx:1.7.9&gt;, all
owed repos are ["registry.cn-shanghai.aliyuncs.com/acs/", "registry.cn-hangzhou.aliyuncs.co
m/acs/"]</msg>
<process>admission</process>
<request uid>9db8f008-c2e8-4723-a380-18ef358c2827</request uid>
<request username>system:serviceaccount:kube-system:replicaset-controller</requ
est username>
<resource api version>vl</resource api version>
<resource group/>
<resource_kind>Pod</resource_kind>
<resource name>nginx-deployment-basic2-84ccb74bfc-df22p</resource name>
<resource namespace>default</resource namespace>
<time>2021-09-09T06:13:572</time>
<ts>1631168037.444757</ts>
</log>
<log>
< source >192.168.XX.XX</ source >
</log>
</admit log>
<Violation>
<totalViolations>
<deny>
<severity>high</severity>
<violations>75</violations>
</deny>
<deny>
<severity>medium</severity>
<violations>0</violations>
</deny>
<warn>
<severity>high</severity>
<violations>0</violations>
</warn>
<warn>
<severity>medium</severity>
<violations>0</violations>
</warn>
</totalViolations>
<violations>
<deny>
<policyName>policy-gatekeeper-ackallowedrepos</policyName>
<policyDescription>Requires container images to begin with a repo string fr
om a specified list.</policyDescription>

<severity>high</severity>
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<violations>11</violations>

</deny>
<deny>

<policyName>policy-gatekeeper-ackpspcapabilities</policyName>

<policyDescription>Controls Linux capabilities.</policyDescription>

<severity>high</severity>

<violations>81</violations>

</deny>

</viola

</Violation

tions>
>

</DescribePolicyGovernanceInClusterResponse>

Json 1&T

HTTP/1.1 200 OK
Content-Type
{

"on state"
"enabled co
"total" 1
"severity"

{

"enabled co
"total" 1
"severity"

{
"enabled co
"total" 8
"severity"
}ol,

"admit log"
"progress"
5
{

"count"

lllog" [

7tag7

"

__tag

7tag7

" tag_

" tag_

" tag_

" tag

" tag_

__source
:  hostname "
: pack id "
: path "

:_container ip "
:_container name

: _image name "

:application/json

[ {
unt"
4,

"low"

0,

unt"
3/
"highl'

2,

unt" 1,

4

"medium"

{
"Complete",

5,

"192.168.0.188

:  receive time "

: user defined id "

"l

"

.60-g72c4896-aliyun",

" tag_

" tag

" tagﬁ

__tag

"

7tag7

" time
" topic
"cluster

"constraint action"

"AAnctvrai

: _namespace "
: node ip "

: node name "
: pod name "

: pod uid "

"

"1631168037",

" nwn
’

id"
" deny" ,
traveiAn'

nt and

"
’

"iZwz98e621h0kvki3ja****",
"63DESFD17599E86%*x* 1,
"/policy admit logs/gatekeeper admit.log",

"1631168040",
"k8s-group-cb36d98a701ef4742b50603866809****x",
0.102.0.89",

"manager",

"kube-system",
"192.168.0.188",
"cn-shenzhen.192.168.XX.XX",
"gatekeeper-7648£f64cc8-27nd4",
"11083b05-eecd-454c-8d22-81c83cel****",

"cb36d98a701e£f4742b50603866809**x*x*",

Nerllhataln

"registry-vpc.cn-shenzhen.aliyuncs.com/acs/gatekeeper:v3.6.0
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CuULSLLGLIIL Qi veLo4auln . vioccas g
"constraint group" : "constraints.gatekeeper.sh",

"constraint kind" : "ACKAllowedRepos",

"constraint name" : "allowed-repos-80970511-c93d-4c40-b692-bel8cQ77***x",

"event msg" : "Admission webhook \"validation.gatekeeper.sh\" denied request, Resourc

e Namespace: default, Constraint: allowed-repos-80970511-c93d-4c40-b692-bel8c0770382, Messa
ge: container <nginx> has an invalid image repo <nginx:1.7.9>, allowed repos are [\"registr
y.cn-shanghai.aliyuncs.com/acs/\", \"registry.cn-hangzhou.aliyuncs.com/acs/\"1",

"event reason" : "GatekeeperFailedAdmission",

"event type" : "violation",

"level" : "info",

"logger" : "ack policy admit log for sls",

"msg" : "container <nginx> has an invalid image repo <nginx:1.7.9>, allowed repos are
[\"registry.cn-shanghai.aliyuncs.com/acs/\", \"registry.cn-hangzhou.aliyuncs.com/acs/\"]",

"process" : "admission",

"request uid" : "9db8f008-c2e8-4723-a380-18e£358c2827",

"request username" : "system:serviceaccount:kube-system:replicaset-controller",

"resource api version" : "vl1",

"resource group"

nn
’

"resource kind" : "Pod",
"resource name" : "nginx-deployment-basic2-84ccb74bfc-df22p",
"resource namespace" : "default",
"time" : "2021-09-09T06:13:572",
"ts" : "1631168037.444757"
b A
" source " : "192.168.XX.XX"
bl
by
"Violation" : {
"totalViolations" : {
"deny" : [ {
"severity" : "high",
"violations" : 75
br A
"severity" : "medium",
"violations" : 0O
b1,
"warn" : [ {
"severity" : "high",
"violations" : 0O
b A
"severity" : "medium",
"violations" : 0
bl
3o
"violations" : {
"deny" : [ {
"policyName" : "policy-gatekeeper-ackallowedrepos",
"policyDescription” : "Requires container images to begin with a repo string from a

specified list.",

"severity" : "high",
"violations" : 11
b A
"policyName" : "policy-gatekeeper-ackpspcapabilities",
"policvDescription” : "Controls Linux capabilities.",

369 > MA4RRA: 20220704



BEEIRS Kubernet eshR APIBE- KSR
"severity" : "high",
"violations" : 81

HIRG
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FREERR

e SDK

R ARIRMESHIESHISDK, BHARRFEBESAPERFAESN~RIRS, EEEERASDKGEAR
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BERIEZX

GET /clusters/cluster id/policies?policy name=String&instance name=String HITP/1.1

Content-Type:application/json

e kY
EREH
ERPath2#1
SHEWR £ EEBIE AN WA
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SHAMR ESid] BENIE ~l i8R
ACKPSPCapabilit
policy name String = ios P RESEEMN Z TR
. ) allowed-repos- .
instance_name String & REGSLHIZFR
cz4s2
N
) N 45 5%
HTTP/1.1 200 OK
Content-Type:application/json
[ {
"ali uid" : "String",
"cluster id" : "String",
"instance name" : "String",
"policy name" : "String",
"policy category" : "String",
"policy description" : "String",
"policy parameters" : "String",
"policy severity" : "String",
"policy scope" : "String",
"policy action" : "String"
bl
0 iz £ #
0i fZBody&#§
SHAER ESi) Al BEEA
Array R SLAI T %=
ali_uid String 16298168**** RBESL{F) LR UID
. . €8155823d057948c6 -
cluster_id String Y. BiR&EE£ID
. . no-env-var-secrets- -
instance_name String . SRS 7
policy_name String ACKPSPCapabilities FRESREMNZFR
policy_category  String k8s-general REEEBEIR
olicy descripti . Restricts secrets g g
poticy_ P String ) HM A AR AR
on used in pod envs
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SHER Bt} Al AR

policy_paramet ¢ restrictedNamespa  w srmmsEAIBEESH

ers ces": [ "test"]

policy severity String low U SEE B E R
REESLPISTHESEE

) . . KN "REEHMBEREZE,

policy_scope String
ENREEANamespaces&iR, 4
NamespacesPliES (,) #F&.
FMNEEMIE, BUE:

policy_action String deny e deny : PEEEMIE

o warn %%

ERRY
HRIBI T R ER S8 o 24 AT ED B A RIS ST % -

GET /clusters/c8155823d057948c69a****/policies?policy name=ACKPSPCapabilities&instance name
=allowed-repos—-cz4s2 HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

EFRERA)
xML &

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribePolicyInstancesResponse>
<ali uid>16298168****</ali uid>
<cluster 1d>c8155823d057948c69a****</cluster id>
<instance name>no-env-var-secrets-****</instance name>
<policy name>ACKPSPCapabilities</policy name>
<policy category>k8s-general</policy category>
<policy description>Restricts secrets used in pod envs</policy description>
<policy parameters>"restrictedNamespaces": [ "test" ]</policy parameters>
<policy severity>low</policy severity>
<policy scope>*</policy scope>
<policy action>deny</policy action>

</DescribePolicyInstancesResponse>

JsoN &=
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HTTP/1.1 200 OK
Content-Type:application/json
[ {
"ali uid" : "16298168*x**",
"cluster id" : "c8155823d057948c69a****",
"instance name" : "no-env-var-secrets-***x",
"policy name" : "ACKPSPCapabilities",
"policy category" : "k8s-general",
"policy description" : "Restricts secrets used in pod envs",
"policy parameters" : "\"restrictedNamespaces\": [ \"test\" 1",
"policy severity" : "low",
"policy scope" : "*",
"policy action" : "deny"

bl

=R
BEEETLEEESHBIRNG.
HEERR

e SDK

MR R AMIBEHRSHIESHSDK, HBEERREBITAPER RN RIRS, EERERSDKGER
APl, EREREBFEHNSZWIE,

e OpenAPI Explorer
PERRZR, THLRERAP, EEGSTIE, REHSEM THITHESDKRIERE,
e [JE=CL

MEAB-EENEETR, TEIRISARARNERSNMERTRMRS, GRRE, RELRFE
$0

17.8. SRENEEEE h SR B A W) S EfH

& A DescribePolicylnstancesSt at us3iREXEEEE HFI AR REE X B X M LA S BIRES, SEIE SRR
MABHIEEHE, URARABER THENRIER AT,

iEi

RO LATEOpenAPI Explorerf Bi%iz{TiZE O, &EFBITESZWEM, BT INE, OpenAPlExplorera]
DA B 54 A SDKAS A 7= 451

EREE

GET /clusters/cluster id/policies/status HTTP/1.1
Content-Type:application/json

ERESH

HRPath&41
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cluster_id String 2 ABCEOS BR&EEEID
0 4418 3%
HTTP/1.1 200 OK
Content-Type:application/json
{
"policy instances" : [ {
"policy category" : "String",
"policy name" : "String",
"policy description" : "String",
"policy severity" : "String",
"policy instances count" : Long
bl
}
i Bz £
0 fZBody&#§
SHER ESyic) Al iR
olicy_instance Array of
f V- policy_instance NGB N e S
S
policy_category  String cis-k8s REgER
ACKRestrictRoleBindi
policy name String ngs COLNCIROREEINAL  wepe g
policy_descripti String Restricts usg of the SRR
on cluster-admin role.
policy severity String medium FERIBER
policy instance Lon ] CEEAIREELAITE, MRFERATIHERE
s_count 9 EZ BRI,
instances_sever VR s < g5
- Map S P YIS NREAE SR KIESTH T4

ity_count

IR &N

ARIE AT R BIEREREERY =5 B A B SRBS 2 B XS M B9 S BB RS -
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GET /clusters/{cluster id}/policies/status HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json

1E & IR B 7R
<ML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribePolicyInstancesStatusResponse>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKBlockNodePort</policy name>
<policy description>Disallows all Services with type NodePort.</policy description>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKExternalIPs</policy name>
<policy description>Restricts Services from containing externallPs except those in
a provided allowlist.</policy description>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPHostNamespace</policy name>
<policy description>Controls usage of host namespaces.</policy description>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPReadOnlyRootFilesystem</policy name>
<policy description>Requires the use of a read only root file system.</policy descr
iption>
<policy severity>medium</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPVolumeTypes</policy name>
<policy description>Controls usage of volume types.</policy description>
<policy severity>medium</policy severity>
</policy instances>
<policy instances>
<policy category>infra</policy category>
<policy name>ACKOSSStorageLocationConstraint</policy name>
<policy description>Restricts location of oss storage in cluster.</policy descripti
on>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKBlockAutoinjectServiceEnv</policy name>

<policv description>Disable autoinijectina information about services into pod's env
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ironment variables.</policy description>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKImageDigests</policy name>
<policy description>Requires container images to contain a digest.</policy descript
ion>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPAllowedUsers</policy name>
<policy description>Controls the user and group IDs of the container.</policy descr
iption>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPHostFilesystem</policy name>
<policy description>Controls usage of the host filesystem.</policy description>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>infra</policy category>
<policy name>ACKBlockProcessNamespaceSharing</policy name>
<policy description>Restricts shareProcessNamespace used in pod.</policy descriptio
n>
<policy severity>high</policy severity>
<policy instances count>2</policy instances count>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPCapabilities</policy name>
<policy description>Controls Linux capabilities.</policy description>
<policy severity>high</policy severity>
<policy instances count>5</policy instances count>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPForbiddenSysctls</policy name>
<policy description>Controls the “sysctl’ profile used by containers.</policy descr
iption>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPSeccomp</policy name>
<policy description>Controls the seccomp profile used by containers.</policy descri
ption>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
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<policy name>ACKBlockLoadBalancer</policy name>
<policy description>Disallows all Services with type LoadBalancer.</policy descript
ion>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPAppArmor</policy name>
<policy description>Controls the AppArmor profile used by containers.</policy descr
iption>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPPrivilegedContainer</policy name>
<policy description>Controls running of privileged containers.</policy description>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPProcMount</policy name>
<policy description>Controls the allowed ‘procMount’ types for the container.</poli
cy description>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPSELinuxV2</policy name>
<policy description>Controls the SELinux context of the container.</policy descript
ion>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>infra</policy category>
<policy name>ACKEmptyDirHasSizeLimit</policy name>
<policy description>Requires that emptydir volume must have a 'sizelimit' defined.<
/policy description>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPAllowPrivilegeEscalationContainer</policy name>
<policy description>Controls restricting escalation to root privileges.</policy des
cription>
<policy severity>medium</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPFSGroup</policy name>
<policy description>Controls allocating an FSGroup that owns the Pod's volumes.</po
licy description>
<policy severity>medium</policy severity>
</policy instances>

<policy instances>
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<policy category>cis-k8s</policy category>
<policy name>ACKPodsRequireSecurityContext</policy name>

<policy description>Requires that Pods must have a “securityContext’ defined.</poli

cy description>

<policy severity>low</policy severity>

</policy instances>

<policy instances>

<policy category>cis-k8s</policy category>
<policy name>ACKRestrictNamespaces</policy name>

<policy description>Restricts resources from using the ‘default’ namespace.</policy

_description>

<policy severity>low</policy severity>

</policy instances>

<policy instances>

<policy category>k8s-general</policy category>
<policy name>ACKContainerLimits</policy name>

<policy description>Requires containers to have memory and CPU limits set and withi

n a specified maximum amount.</policy description>

<policy severity>low</policy severity>

</policy instances>

<policy instances>

n>

<policy category>psp</policy category>
<policy name>ACKPSPHostNetworkingPorts</policy name>
<policy description>Controls usage of host networking and ports.</policy descriptio

<policy severity>high</policy severity>

</policy instances>

<policy instances>

<policy category>k8s-general</policy category>

<policy name>ACKBlockAutomountToken</policy name>

<policy description>Disable automounting API credentials.</policy description>
<policy severity>high</policy severity>

</policy instances>

<policy instances>

<policy category>k8s-general</policy category>
<policy name>ACKRequiredLabels</policy name>

<policy description>Requires all resources to contain a specified label with a valu

e matching a provided regular expression.</policy description>

<policy severity>low</policy severity>

</policy instances>

<policy instances>

on>

<policy category>psp</policy category>
<policy name>ACKPSPFlexVolumes</policy name>
<policy description>Controls the allowlist of Flexvolume drivers.</policy descripti

<policy severity>medium</policy severity>

</policy instances>

<policy instances>

ecified

<policy category>k8s-general</policy category>

<policy name>ACKAllowedRepos</policy name>

<policy description>Requires container images to begin with a repo string from a sp
list.</policy description>

<policy severity>high</policy severity>

<policy instances count>4</policy instances count>
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</policy instances>
<policy instances>
<policy category>cis-k8s</policy category>
<policy name>ACKNoEnvVarSecrets</policy name>
<policy description>Restricts secrets used in pod envs.</policy description>
<policy severity>medium</policy severity>
<policy instances count>1</policy instances count>
</policy instances>
<policy instances>
<policy category>cis-k8s</policy category>
<policy name>ACKRestrictRoleBindings</policy name>
<policy description>Restricts use of the cluster-admin role.</policy description>
<policy severity>medium</policy severity>
</policy instances>
<policy instances>
<policy category>infra</policy category>
<policy name>ACKLocalStorageRequireSafeToEvict</policy name>
<policy description>Restricts safe to evict annotation existing in pod with local s
torage.</policy description>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKRequiredProbes</policy name>
<policy description>Requires Pods to have readiness and/or liveness probes.</policy
_description>
<policy severity>medium</policy severity>
</policy instances>
<instances severity count>
<high>11</high>
<medium>1</medium>
</instances severity count>

</DescribePolicyInstancesStatusResponse>

Json H&I

HTTP/1.1 200 OK
Content-Type:application/json
{

"policy instances" : [ {
"policy category" : "k8s-general",
"policy name" : "ACKBlockNodePort",
"policy description" : "Disallows all Services with type NodePort.",
"policy severity" : "high"
bro A
"policy category" : "k8s-general",
"policy name" : "ACKExternalIPs",
"policy description" : "Restricts Services from containing externallPs except those in

a provided allowlist.",

"policy severity" : "high"
b A
"policy category" : "psp",
"policy name" : "ACKPSPHostNamespace",
"policy description" : "Controls usage of host namespaces.",
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"policy severity"

b A
"policy category"
"policy name"
"policy description"
"policy severity"

b A
"policy category"
"policy name"
"policy description"
"policy severity"

b A
"policy category"
"policy name"
"policy description"
"policy severity"

b A
"policy category"
"policy name"
"policy description"

ironment variables.",

"policy severity"

b A
"policy category"
"policy name"
"policy description"
"policy severity"

b A
"policy category"
"policy name"
"policy description"
"policy severity"

b A
"policy category"
"policy name"
"policy description"
"policy severity"

b A
"policy category"
"policy name"
"policy description"

"policy severity"

"high"

llpsp",

"ACKPSPReadOnlyRootFilesystem",

"Requires the use of a read only root file system.",

"medium"

"psp" ,

"ACKPSPVolumeTypes",

"Controls usage of volume types.",

"medium"

"infra",

"ACKOSSStorageLocationConstraint",

"Restricts location of oss storage in cluster.",

"low"

"k8s-general",

"ACKBlockAutoinjectServiceEnv",

"Disable autoinjecting information about services into pod's env

"low"

"k8s-general",

"ACKImageDigests",

"Requires container images to contain a digest.",

"low"

"pSp" ,

"ACKPSPAllowedUsers",

"Controls the user and group IDs of the container.",

"low"

llpsp",

"ACKPSPHostFilesystem",

"Controls usage of the host filesystem.",
"high"

"infra",

"ACKBlockProcessNamespaceSharing",

"Restricts shareProcessNamespace used in pod.",
"high" 0

"policy instances count" : 2

b A
"policy category"
"policy name"

"policy description"

llpspll ,

"ACKPSPCapabilities",

"Controls Linux capabilities.",

"policy severity" "high",

"policy instances count" : 5
oo A

"policy category" "psp",

"policy name"
"policy description"

"policy severity"

"ACKPSPForbiddenSysctls",

"Controls the “sysctl’ profile used by containers.",
l'high"
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"policy category" : "psp",
"policy name" : "ACKPSPSeccomp",
"policy description" : "Controls the seccomp profile used by containers.",
"policy severity" : "low"
oo A
"policy category" : "k8s-general",
"policy name" : "ACKBlockLoadBalancer",
"policy description" : "Disallows all Services with type LoadBalancer.",
"policy severity" : "high"
b A
"policy category" : "psp",
"policy name" : "ACKPSPAppArmor",
"policy description" : "Controls the AppArmor profile used by containers.",
"policy severity" : "low"
b A
"policy category" : "psp",
"policy name" : "ACKPSPPrivilegedContainer",
"policy description" : "Controls running of privileged containers.",
"policy severity" : "high"
b A
"policy category" : "psp",
"policy name" : "ACKPSPProcMount",
"policy description" : "Controls the allowed “procMount' types for the container.",
"policy severity" : "low"
b A
"policy category" : "psp",
"policy name" : "ACKPSPSELinuxV2",
"policy description" : "Controls the SELinux context of the container.",
"policy severity" : "low"
b A
"policy category" : "infra",
"policy name" : "ACKEmptyDirHasSizeLimit",
"policy description" : "Requires that emptydir volume must have a "sizelimit' defined.
"policy severity" : "low"
b A
"policy category" : "psp",
"policy name" : "ACKPSPAllowPrivilegeEscalationContainer",
"policy description" : "Controls restricting escalation to root privileges.",
"policy severity" : "medium"
b A
"policy category" : "psp",
"policy name" : "ACKPSPFSGroup",
"policy description" : "Controls allocating an FSGroup that owns the Pod's volumes.",
"policy severity" : "medium"
b A
"policy category" : "cis-k8s",
"policy name" : "ACKPodsRequireSecurityContext",
"policy description" : "Requires that Pods must have a ‘securityContext’ defined.",
"policy severity" : "low"
b A
"policy category" : "cis-k8s",

"policy name" : "ACKRestrictNamespaces",

381
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"policy description" : "Restricts resources from using the ‘default’ namespace.",
"policy severity" : "low"
oo A
"policy category" : "k8s-general",
"policy name" : "ACKContainerLimits",
"policy description" : "Requires containers to have memory and CPU limits set and withi

n a specified maximum amount.",

"policy severity" : "low"
bro A
"policy category" : "psp",
"policy name" : "ACKPSPHostNetworkingPorts",
"policy description" : "Controls usage of host networking and ports.",
"policy severity" : "high"
b A
"policy category" : "k8s-general",
"policy name" : "ACKBlockAutomountToken",
"policy description" : "Disable automounting API credentials.",
"policy severity" : "high"
b A
"policy category" : "k8s-general",
"policy name" : "ACKRequiredLabels",
"policy description" : "Requires all resources to contain a specified label with a valu

e matching a provided regular expression.",

"policy severity" : "low"
b A
"policy category" : "psp",
"policy name" : "ACKPSPFlexVolumes",
"policy description" : "Controls the allowlist of Flexvolume drivers.",
"policy severity" : "medium"
b A
"policy category" : "k8s-general",
"policy name" : "ACKAllowedRepos",
"policy description" : "Requires container images to begin with a repo string from a sp

ecified 1list.",

"policy severity" : "high",
"policy instances count" : 4
b A
"policy category" : "cis-k8s",
"policy name" : "ACKNoEnvVarSecrets",
"policy description" : "Restricts secrets used in pod envs.",
"policy severity" : "medium",
"policy instances count" : 1
b A
"policy category" : "cis-k8s",
"policy name" : "ACKRestrictRoleBindings",
"policy description" : "Restricts use of the cluster-admin role.",
"policy severity" : "medium"
b A
"policy category" : "infra",
"policy name" : "ACKLocalStorageRequireSafeToEvict",
"policy description" : "Restricts safe to evict annotation existing in

torage.",

"policy severity" : "low"

Mo~ 4 Arr And A~y MW . MLOA _ ~ArmAwra 1T

pod with local s
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PULICY LalSyury . RODTYSuUSLAL g
"policy name" : "ACKRequiredProbes",
"policy description" : "Requires Pods to have readiness and/or liveness probes.",
"policy severity" : "medium"

}o1,

"instances severity count" : {
"high" : 11,
"medium" : 1

e SDK

R ARIZMMESHIESHISDK, BHMARFEERAPERFAEZN”RMRS, EEEERSDKGEAR
APl, ERREBFHE LRI,

e OpenAPI Explorer
piER R, JREEIRHAP, EEHITIE, BEHEEMITHRITHSDKICE RS,
o [EZXCL

MEZRFEENEETR, TEIGSHARNERS MNERTRMRS, HERE, RELZFE
F.
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addon
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config

disabled
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ﬁ
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Boolean
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false
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SHER it e by

iR KN, BAIAGIB,
BUYESERE : [40,32768],

size Long 40
ZUANE: 120
EENHIEEME, BE:
*  true : NEUEEME,
encrypted String true o false : AXHUEEM
2NE: false
sp- ERBMRIBREEID, ZRESR
auto_snapshot_policy_id String 2zejlnogjvovnz4z RRRREEENED
- NE: =, FEDHEH.
TREESHSEESR, XX
performance_level String PL1 ESSDRAERAEM, WEMEASR
- MER/RNEX, ESER, B
BRESSDEE,
maintenance_window
EREPEN.
BHER e ~BIE 1R
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° true : FBR#HIPEO,
enable Boolean false e false : AFBHIH
.
2NE: false
maintenance_time String 03:00:00Z BHPRIGEITE), GolangfRiEH

iBi&=t, Flin15:04:05Z,
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runtime
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SHEW xR ~HE iR
key String env RE key fH.
value String prod RE value fE,
taint
-.ﬁ-ll\\i_ll\\ﬁago
BHER E3id ~HE iR
key String key 58 key fH,
value String value SR value fE,
BERE., BUE:
® NoSchedule : ABER
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EEKPodARZ I, XI5
EANEPod 4R,
® NoExecute : REERZ,
M4 SE i = 0 TP PN
effect String NoSchedule ___L’fg"“y‘ﬂ]ﬁ’ PodRR=
IKiE
®  PpPreferNoSchedule : 2
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