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i, WA ER.

BERREFRNFERRNORAMAF, RASBHMEANSRNRAMAR, St IRMEtRAMA
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KEEAE, ZIRIAIEDNRREEIFERRBACER Z MRS MBI B RAMINIR , B IZR R
RAMA F AR TT LA E At i P i fTRBACIEAN, (BB IRILZ P EAMETEIR,

{
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicemesh:Add*",
"servicemesh:CRBatchDeletion",
"servicemesh:Create*",
"servicemesh:Delete*",
"servicemesh:Describe*",
"servicemesh:Enable*",
"servicemesh:Disable*",
"servicemesh:Get*",
"servicemesh:InvokeApiServer",
"servicemesh:List*",
"servicemesh:Modify*",
"servicemesh:Re*",
"servicemesh:Run*",
"servicemesh:Set*",
"servicemesh:Sync*",
"servicemesh:Update*",

"servicemesh:Uparade*"

> XHEARA: 20220323 7


https://help.aliyun.com/document_detail/94479.html#concept-flc-p3m-4fb
https://ram.console.aliyun.com/

FEAREIE- RAMIEL BR S5 A&

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"log:ListLogStores",
"log:ListDashboard",
"log:GetDashboard",
"log:ListSavedSearch",
"log:ListProject"

1y

"Resource": "*"

"Effect": "Allow",
"Action": "log:GetLogStoreLogs",

"Resource": "acs:log:*:*:project/*/logstore/audit-*"

"Effect": "Allow",
"Action": "log:GetLogStoreLogs",

"Resource": "acs:log:*:*:project/*/logstore/istio—*"
by
{

"Action": "ram:CreateServiceLinkedRole",

"Resource": "*",

"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": "servicemesh.aliyuncs.com"

1,

"Version": "1"

}

v. EREAERXEBMARIEER, KEENASMPolicyl, REREHE.
3. #FRAMAFHIRAMA BRIEEE,
i. EEMSHMEEREHRERE > BPF,

@ 3B NREREFRAMAEIIR, LSBABSHEANSHEERSNER > ARG,
i. AP REREBRRAMAFPAMEIESTRRMR.

@ e MEERBTFRAMAERIE, LSBEEELAGRALTEFACENREST
B9 N AR BR

iii. FERMBPRISFERERPCERNENZRS, RASEHHNEANZLRNRAMAFR EREX,
FEERR TREEEEXNKE, AERALIZNNREEZFRASMPolicyl, BEHASMPolicyl, &
RREHE .
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BEXREHRRE
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RO LAME R AT A G2 A B AR SE4) SRR B SR ES, R FRAMA P RAMA B IZRIRKEE/S, RAM
F P SiRAMA & R e E 12 15 7E IDEY A& L1

@ '\L;lﬁ..ﬂﬂ @U@*RBE%H%HTJ, i%zl{%lf\)\—Fﬂiﬂmqu"] <ServicemeshId> %?ﬁﬁiiﬂﬁ%%ﬁ&ﬂ’\]mifﬁiw
D,

"Statement": [
{
"Effect": "Allow",
"Action": "servicemesh:*",
"Resource": "acs:servicemesh:*:*:servicemesh/<ServicemeshId>"
by
{
"Effect": "Allow",
"Action": "servicemesh:DescribeServiceMeshes",
"Resource": "*"
s
{
"Effect": "Allow",
"Action": "log:GetLogStoreLogs",
"Resource": "acs:log:*:*:project/*/logstore/audit-<ServicemeshId>"
s
{
"Effect": "Allow",

"Action": "log:GetLogStoreLogs",
"Resource": "acs:log:*:*:project/*/logstore/istio-<ServicemeshId>"
}
1,
"Version": "1"

=2 BYEHASMEHAERIstioR RINES R

ASMERIAIR £ BIALlyunASMReadOnlyAccess R 4t SR B o] LA FRAMA F S RAMA & RIZ B IR [T B = ARS W&
ASMEIAR PR, B4R T LA FRBYRAMA P S RAMSS & 5 E 12 A8 P B Istio B

WO LMERUTHASZREIstio R RIESRINKE, ¥ FRAMAFHRAMA EIZNREKEE/E, RAMEF
HRAMA B O] LAE E{E FAASMIZS & S Mg hilistio s B, BN AN MEHNETIRS (FlIheEss
%) HITEEEE,
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"Statement": [

{

"Effect": "Allow",

"Action": [
"servicemesh:List*",
"servicemesh:Describe*",
"servicemesh:Get*",
"servicemesh: InvokeApiServer"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"log:ListLogStores",
"log:ListDashboard",
"log:GetDashboard",
"log:ListSavedSearch"
1y

"Resource": "*"

"Effect": "Allow",

"Action": "log:GetLogStoreLogs",
"Resource": "acs:log:*:*:project/*/logstore/audit-*"
}
1,
"Version": "1"

BE=: BEYFNEECHEFIAEHTRBACENHRIE

15
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JUERUTHACZAENEERFP A EHTRBACEIRIIRE, #FRAMAFHRAMA EIZIX

REREE/SE, RAMAFHRAMA BT LUMERASMIZHI S EEHERAMA R HRAMA FHIRBACK R, R EE
BEHEES T O MIELE,
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"Statement": [
{

"Effect": "Allow",

"Action": [
"servicemesh:DescribeUserPermissions",
"servicemesh:GrantUserPermissions",
"servicemesh:DescribeServiceMeshes",
"servicemesh:DescribeUsersWithPermissions"

]I

"Resource": "*"

"Effect": "Allow",

"Action": "ims:ListUserBasicInfos",
"Resource": "*"
}
1,
"Version": "1"
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BESE
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(CreateServiceLinkedRole) , B{F#g{E, BES N HRAME L,

{

"Statement": [
{
"Action": "ram:CreateServiceLinkedRole",
"Resource": "*",

"Effect": "Allow",
"Condition": {
"StringEquals": {
"ram:ServiceName": "servicemesh.aliyuncs.com"

}
}
:I 4

"Version": "1"

BIEASMIRSZ XERE
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2. EEMSHE, BHRAMAGER,
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