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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Preface

This document describes how to use the ApsarabDB for MongoDB console to help you manage ApsaraDB
for MongoDB instances and learn about the features of ApsaraDB for MongoDB.

ApsaraDB for MongoDB is a stable, reliable, and scalable database service. Many features can be
extended on ApsaraDB for MongoDB, such as secondary index, range query, sorting, aggregation, and
geospatial index. ApsaraDB for MongoDB is fully complies with the MongoDB protocols and provides a
full range of database solutions, such as disaster recovery, data backup, data recovery, monitoring, and
alerts.

wWhy ApsaraDB for MongoDB?

For information about benefits of ApsaraDB for MongoDB, see Comparison between ApsaraDB for
MongoDB and user-created databases and Scenarios.

Overview

To contact technical support personnel, you can submit a ticket.

For more information about the features and pricing of ApsaraDB for MongoDB, see the buy page of
ApsaraDB for MongoDB.

Disclaimer

Some product features or services described in this document may be unavailable in certain regions. See
the actual commercial contracts for specific Terms and Conditions. This document serves as a reference
guide for your use of ApsaraDB for MongoDB. No content in this document shall be deemed as explicit
orimplicit guarantees. The information in this document is subject to change without notice. You must
first verify the document with your software version.
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2.Quick start

If you use ApsaraDB for MongoDB for the first time, you can read Alibaba Cloud ApsaraDB for MongoDB
quick start guides, which can help you understand ApsaraDB for MongoDB and quickly migrate data
from a user-created database to an ApsaraDB for MongoDB instance.

Get started
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3.Billing management

3.1. Change the billing method of an
ApsaraDB for MongoDB instance from pay-
as-you-go to subscription

This topic describes how to change the billing method of an ApsaraDB for MongoDB instance from pay-
as-you-go to subscription. Changes to the billing method do not impact on the running of the instance.

Prerequisites

The instance is in the running state.
The billing method of the instance is pay-as-you-go.
The instance has no unpaid subscription orders.

The instance type is available for purchase. For more information about unavailable instance types,
see Historical instance types. If you want to change the billing method of an instance whose instance
type is unavailable now to subscription, change the instance type first. For more information, see
Configuration change overview.

Precautions

The billing method of a subscription instance cannot be changed to pay-as-you-go. Exercise caution
when changing the billing method of your instance.

You cannot release a subscription instance.

If the instance has an unpaid order, you cannot upgrade the specifications of a subscription instance.
You need to cancel this order on the Billing Management page and change the billing method of the
instance to subscription.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target

instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances

based on the instance type.

4. Find the target instance and clickits ID.

5. Inthe Basic Information section, click Switch to Subscription.

6. Onthe Confirm Order page, specify Purchase Cycle of the instance.

7. Read and select ApsaraDB for MongoDB Agreement of Service and click Activate.

@ Note Youmust complete the generated subscription order. You cannot purchase a new
instance or change the billing method to subscription until you pay for this order or cancel it.
You can pay for or cancel this order on the Billing Management page.
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8. Select a payment method and clickconfirm to pay.

3.2. Manually renew an ApsaraDB for
MongoDB subscription instance

This topic describes how to manually renew an ApsaraDB for MongoDB subscription instance. We
recommend that you manually renew your subscription instance before it expires, to prevent service
interruptions or data loss.

Context

When a subscription instance expires, you need to renew it within seven days. After the seven-day
grace period, the instance is released and its data is permanently deleted. For more information about
renewal rules and billing instructions, see Billing items and pricing.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based on the instance type.

4. Find the target instance and clickits ID.
5. Inthe Basic Information section, click Renew.

Basic Information

Instance ID  dds-| Instance Mame Edit
Zone China East 1 MZone E+H+l Change Zone Switch 1D
Storage Engine  WiredTiger

Specification Information Upgrade Downgrade

6. Specify Duration.
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| Renew

Current Config

Instance Name: dds-

Replication Factor : Three Nodes Replicaset ~ Database Type : MongoDB Zone : China East 1 Zone B Region : China (Hangzhou)

Network Type : Classic Storage Space : 10 Specification : 1Core 2GB Database Version : MongoDB 3.4

Expiration Time: 01/20/2020 00:00:00

Coupon &: | Do NotUse Coupens ¥

Price
ApsaraDB for MongoDB Agreement of Service

Pay

@ Note You can also enable auto-renewal foryour ApsaraDB for MongoDB subscription
instance. T his prevents service interruptions due to overdue payments. For more information,
see Enable and disable auto-renewal for an ApsaraDB for MongoDB subscription instance.

7. Select Agreement of Service and click Pay. Complete the payment as instructed.

3.3. Enable and disable auto-renewal for
an ApsaraDB for MongoDB subscription
instance

This topic describes how to enable and disable auto-renewal for an ApsaraDB for MongoDB
subscription instance. Auto-renewal relieves you fromthe tedious work of regularly renewing your
ApsaraDB for MongoDB subscription instance and helps ensure service continuity. You can also disable
auto-renewal if needed.

Context

You can enable auto-renewal when purchasing an ApsaraDB for MongoDB instance. You also have the
option to enable auto-renewal in the ApsaraDB for MongoDB console after the instance is created. The
system automatically renews your instance based on the selected renewal cycle. For example, if you
select a three-month renewal cycle, you are charged for a three-month subscription each renewal
cycle.

@ Note When purchasing a subscription instance, you can select Auto Renew next to
Duration.

e Subscription on a monthly basis: The auto-renewal cycle is a month.

e Subscription on a yearly basis: The auto-renewal cycle is a year.

> Document Version: 20210205 12
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Procedure
1.
2. Inthe top navigation bar, choose Billing Management > Renew to go to the Renew center.

3. Inthe left-side navigation pane, click ApsaraDB for MongoDB to go to the renewal page of
ApsaraDB for MongoDB.

4. Clickthe Auto-Renew tab.

Manually Renew Auto-Renew Don't Renew
Instances to Auto-Renew : 3
Instance Regional Database Expiration Remain... Renewal
Status Actions
Name Node type Date Days cycle
China Ea _—
Normal st 1 (Han MongoDB Apr 8, 20 17 Days 1 Month Renew | Modiy A l
. 19, 00:00 v Don't Renew
gzhou)
@ Note

o You can clickRenew in the Actions column corresponding to aninstance. In the Renew
dialog box that appears, renew the instance.

o Youcan clickDon't Renew inthe Actions column corresponding to an instance. In the
Don't Renew dialog box that appears, disable auto-renewal.

5. Find the target instance and click Modify Auto-Renew inthe Actions column. The Modify Auto-
Renew dialog box appears.

Modify Auto-Renew X

1. With auto-renew, you will be charged 9 days before the service expires. Make sure that you
have sufficient balance in your credit card or other methods of payment. If your instance are

expiring tomorrow, use manual renewal instead.
2. If you manually renew your instance before the charge date, the auto-renewal occurs based

on the new expiration date.
3. If you set up auto-renewal today, it would be effective from tomorrow, and using credit is

supported.
The changes will be applied to the following products:

I:ji:- Modify Auto-Rensw Cycle
3 Months ™ Disable Auto-Renew

Instance Mame Expiration Date Remaining Days

Apr 9, 2018, 00:00 17 Days

6. Select an auto-renewal cycle and click OK.
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4.lnstance connection

4.1. Connect to an ApsaraDB for MongoDB
instance over the internal network across
zones

Alibaba Cloud provides two internal network types: the classic network and VPCs. An ECS instance and
an ApsaraDB for MongoDB instance in different zones of the same region can be interconnected over
the internal network.

T his topic describes two scenarios.

Connect an ECS instance to a new ApsaraDB for MongoDB instance

e [f the networktype of the ECS instance is VPC and you purchase an ApsaraDB for MongoDB instance
in a different zone of the same region, you must ensure that the two instances have the same VPC ID.
In addition, you must create a VSwitch in the zone where the ApsaraDB for MongoDB instance is
deployed. Then the two instances can be interconnected properly over the internal network.

e [f the networktype of the ECS instance is classic network and you purchase an ApsaraDB for
MongoDB instance in a different zone of the same region, the two instances can be interconnected
properly over the internal network because they are in the same region.

Connect an ECS instance to an existing ApsaraDB for MongoDB
instance
The ECS instance and ApsaraDB for MongoDB instance must be in the same region.

e [f both the ECS instance and ApsaraDB for MongoDB instance have the same network type (), they
can be interconnected properly over the internal network.

@ Note The network type of both instances is classic network or VPC. If the network type is
VPC, both instances must have the same VPC ID.

e [f the two instances have different network types, you can change the network type of the
ApsaraDB for MongoDB instance to be the same as that of the ECS instance before connecting them.
For more information, see Switch the network type of an ApsaraDB for MongoDB instance.

@ Note You cannot switch the network type for standalone instances.

4.2. Manage ApsaraDB for MongoDB
instances by using DMS

Data Management (DMS) can manage relational databases such as MySQL, SQL Server, PostgreSQL,
Oracle, and OceanBase, as well as NoSQL databases such as MongoDB. DMS is an integrated data
management service that offers data management, schema management, R&D, user management,
permission management, and access control. You can use DMS to connect to a standalone ApsaraDB
for MongoDB instance for easy management.
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Context

DMS provides the following roles:

e DMS administrator: DMS administrators can use all system management features except for data
protection.

@ Note Only DMS administrators can manage users and the IP address whitelist.

If you assume the role of DMS administrator, you can register your ApsaraDB for MongoDB instance to
DMS for management. For more information, see the Register an ApsaraDB for MongoDB instance to
DMS section.

e Security administrator: Security administrators can manage operations logs and use the data
protection feature.

@ Note Only security administrators can use the data protection feature.

e Database administrator (DBA): DBAs can manage instances, tasks, security rules, and configurations,
and design the schema.

e Common user: Common users cannot use the system management features.

If you assume the role of common user, you must first obtain the permission to manage your
ApsaraDB for MongoDB instance. For more information, see the Apply for permissions section.

Preparations
Add the IP addresses of DMS servers to the whitelist of the ApsaraDB for MongoDB instance. For more

information, see Configure a whitelist for a standalone ApsaraDB for MongoDB instance.

@ Note Skip this step if you have added the IP addresses of DMS servers to the whitelist of the
ApsaraDB for MongoDB instance.

IP addresses of the DMS server
Network type of ApsaraDB for MongoDB instance IP address of DMS server

VPC 100.104.0.0/16

120.55.177.0/24

121.43.18.0/24

101.37.74.0/24
Classic network

10.153.176.0/24

10.137.42.0/24

11.193.54.0/24

Register an ApsaraDB for MongoDB instance to DMS

The following example shows how to register an ApsaraDB for MongoDB instance to DMS.
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@ Note

1. Log onto the Data Management console.

The ApsaraDB for MongoDB instance must be registered by a DMS administrator.

2. Inthe upper-left corner of the page, choose Add instance/Batch entry > Add instance. The

Add instance dialog box appears.

3. Onthe Cloud tab of the Data source step, clickMongoDB.

4. Inthe Basic Information/Advanced information step, configure the parameters. The following

table describes the parameters.

Section

Basic Information

Parameter

Data source

Database type

Instance Area

Entry mode

Connection string address

Database Name

Database account

Database password

Control Mode

Description

The source of the database
instance to add. The default
value is Cloud.

The cagtegory of the instance
to be registered. In this
example, select MongoDB
from the drop-down list.

The region where the database
instance is deployed.

The method that you can use
to log on to the database
instance. You can set this
parameter only to Connection
string mode.

The endpoint of the database
instance. For more information
about how to view the
endpoint, see Connect to an
ApsaraDB for MongoDB
instance.

The name of the database. If
the account is root, the
database name is admin.

The username that you can use
to log onto the database.

The password that you can use
to log on to the database.

The control mode that is used
to manage the instance in DMS.
For more information, see
Control modes.
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Section Parameter Description

. The environment of the

Environment type .
database instance.

The name of the database
Instance Name .
instance.
The database administrator
(DBA) of the database instance.
The DBA can grant permissions
to users.

DBA

The timeout period for the
execution of an SQL query
statement. If the execution of
an SQL query statement lasts
longer than the specified
timeout period, the execution
of the statement is terminated
to protect the database.

Advanced information
query timeout(s)

The timeout interval of the
statement that is used to
export statistics. When the
specified time interval is
reached, the target statement
executed in the SQL editor is
stopped to protect the
database security.

export timeout(s)

5. Inthe Basic Information section, click Test connection in the lower-left corner. Wait until the
connectivity test is successful.

@ Note If thetest fails, check the parameter values that you specified.

6. Click Submit.
Apply for permissions

For more information, see the Apply for permissions topic in Permission management.

4.3. Connect to an ApsaraDB for MongoDB
instance

This topic describes how to connect to an ApsaraDB for MongoDB instance.

Connection methods

Category Connection method
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Category Connection method

® (Connect to a standalone ApsaraDB for MongoDB
instance by using DMS

Standalone instance ® Connect to a standalone ApsaraDB for MongoDB
instance by using the mongo shell

® Connection sample code for MongoDB drivers

e Connect to a replica set ApsaraDB for MongoDB
instance by using DMS

Replica set instance ® (Connect to a replica set instance by using the
mongo shell

® (Connection sample code for MongoDB drivers

® Connect to a sharded cluster ApsaraDB for
MongoDB instance by using DMS

Sharded cluster instance ® (Connect to a sharded cluster instance by using
the mongo shell

® Connection sample code for MongoDB drivers

Common connection scenarios

e Connect to an ApsaraDB for MongoDB instance over the Internet

e How to connect an ECS instance to an ApsaraDB for MongoDB instance when their network types are
different

e How to connect an ECS instance to an ApsaraDB for MongoDB instance when they are in different
regions

e Connect an ECS instance with an ApsaraDB for MongoDB instance in another Alibaba Cloud account

FAQ

e How to troubleshoot logon issues for the mongo shell

e How to troubleshoot database connection failures after the number of connections reaches the
upper limit

e Troubleshoot the high CPU usage of ApsaraDB for MongoDB

e How to query and limit the number of connections

4.4. How to connect an ECS instance to an
ApsaraDB for MongoDB instance when
their network types are different

If the ECS instance is in a classic network and the ApsaraDB for MongoDB instance is in a VPC, or the
MongoDB instance is in a classic network and the ECS instance is in a VPC, you can use the methods
described in this topic to quickly connect the ECS instance to the ApsaraDB for MongoDB instance.
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Prerequisites

e The ECS instance and ApsaraDB for MongoDB instance belong to the same Alibaba Cloud account
and are in the same region.

e You also need to add the private IP address of the ECS instance to the whitelist of the ApsaraDB for
MongoDB instance. For more information, see Configure a whitelist.

@ Note For more information about how to obtain the IP address of an ECS instance, see
How to query the IP address of an ECS instance.

Connect an ECS instance in a classic network to an ApsaraDB for
MongoDB instance in a VPC

classic network | VPC

You can connect an ECS instance in a classic networkto an ApsaraDB for MongoDB instance in a VPC by
using the following methods:

e Migrate the ECS instance to the VPC to which the ApsaraDB for MongoDB instance belongs. For more
information, see Migrate an ECS instance to a VPC.

e Change the network type of the ApsaraDB for MongoDB instance to classic network. For more
information, see Switch froma VPCto a classic network.

e Use ClassiclLink.

@ Note The ClassicLink-based interconnection is a temporary solution in special conditions.
To achieve high-speed connection in the production environment, we recommend that you
create the ECS and ApsaraDB for MongoDB instances in the same VPC.

Before you create a ClassicLink connection, make sure that you understand the limits of ClassicLink.
For more information, see ClassicLink.

To enable ClassicLink, performthe following steps:
i. Logontothe VPC console.
ii. Select the region of the VPC and click the ID of the VPC.
ii. Onthe VPC Details page, clickEnable ClassicLink. In the dialog box that appears, click OK.
iv. Logonto the ECS console.

v. Inthe left-side navigation pane, click Instances.
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vi. Inthe upper-left corner of the page, select the region where the instance resides.

vii. Inthe Operation column corresponding to the ECS instance in a classic network, choose More >
Network and Security Group > Set classic link.

viii. Inthe dialog box that appears, select the VPC to which the ApsarabDB for MongoDB instance

belongs and click OK.

ix. Inthe Connect to VPC dialog box that appears, click Go to the instance security group list
and add ClassicLink rules.

X. ClickAdd ClassicLink Rule. Configure the following parameters and then click OK.

Parameter

Classic Security
Group

Select VPC Security
Group

Mode

Protocol

Port Range

Priority

Description

Description

The name of the classic network security group.

Select a VPC security group.

Select an authorization mode.

® (Classic <=> VPC: allows ECS instances in a VPC and cloud resources in a
classic network to access each other. We recommend that you select this
mode.

B (Classic => VPC: allows ECS instances in a classic network to access cloud
resources in a VPC.

® VVPC => Classic: allows cloud resources in a VPC to access ECS instances in a
classic network.

Select a communication protocol.

Specify the port range in the format of xx/xx. The port used here is port 3717
for MongoDB instances. Enter3717/3717.

The priority of the rule. The smaller the value, the higher the priority.

The description of the security group. It must be 2 to 256 characters in length
and cannot start with http:// or https://.

Connect an ECS instance in a VPC to an ApsaraDB for MongoDB
instance in a classic network
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VPC classic network

Switch the network type of the ApsaraDB for MongoDB instance to the VPC to which the ECS instance
belongs. For more information, see Switch from a classic network to a VPC.

@ Note
e You cannot change the network type of standalone instances.

e Switching network types will cause a transient disconnection of the ApsaraDB for MongoDB
instance. Performthis operation during of f-peak hours or ensure that your application has a
reconnection mechanismto prevent negative impacts on your business.

4.5. How to connect an ECS instance to an
ApsaraDB for MongoDB instance when
they are in different regions

If an ECS instance and an ApsaraDB for MongoDB instance are in different regions, you can use the
methods described in this topic to quickly connect the ECS instance to the ApsaraDB for MongoDB
instance.

Method 1: Migrate the ApsaraDB for MongoDB instance to the region
where the ECS instance is located

This method uses the data migration feature of Data Transmission Service (DTS) to migrate the
ApsaraDB for MongoDB instance to the region where the ECS instance is located. For example, you can
migrate a MongoDB instance from China (Qingdao) to China (Hangzhou).

1. Create an ApsaraDB for MongoDB instance in the region where the ECS instance is located. For more
information, see Create an instance. Skip this step if you have already created an ApsaraDB for
MongoDB instance.

2. Migrate the MongoDB database fromthe instance in the source region to the instance inthe
destination region. For more information, see Migrate the data of an ApsaraDB for MongoDB
instance across regions.

3. Add the private IP address of the ECS instance to the whitelist of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist.
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® Note Formore information about how to obtain the IP address of an ECS instance, see
How to query the IP address of an ECS instance.

Method 2: Migrate the ECS instance to the region where the
ApsaraDB for MongoDB instance is located

You can use the customimage feature or the migration tool to migrate the ECS instance data fromthe
original region to the region where the ApsaraDB for MongoDB instance is located. For example, you can
migrate the ECS instance fromthe China (Qingdao) region to the China (Hangzhou) region.

e (Create acustomimage fromthe ECS instance and then create an ECS instance in the region where
the ApsaraDB for MongoDB instance is located fromthe customimage (this method is
recommended).

i. Create a customimage fromthe ECS instance.

ii. Copy the created customimage to the region where the ApsaraDB for MongoDB instance is
located. For more information, see Copy an image.

iii. Create an ECS instance fromthe customimage.

@ Note When creating the ECS instance, select the same VPC as the ApsaraDB for
MongoDB instance.

iv. Add the private IP address of the ECS instance to the whitelist of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist.

® Note Formore information about how to obtain the IP address of an ECS instance, see
How to query the IP address of an ECS instance.

e Use the migration toolto migrate the ECS instance to the region where the ApsaraDB for MongoDB
instance is located.

i. Migrate the ECS instance to the region where the ApsarabDB for MongoDB instance is located. For
more information, see Migrate ECS instances.

ii. Add the private IP address of the ECS instance to the whitelist of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist.

4.6. Connect an ECS instance with an
ApsaraDB for MongoDB instance in another
Alibaba Cloud account

If an ECS instance and an ApsaraDB for MongoDB instance do not belong to the same Alibaba Cloud
account, you can use the methods in this topic to connect the ECS instance to the ApsaraDB for
MongoDB instance over an internal network.

Method 1: Migrate the ApsaraDB for MongoDB instance to the
Alibaba Cloud account to which the ECS instance belongs

> Document Version: 20210205 22


https://www.alibabacloud.com/help/zh/doc-detail/40637.htm#section-vpl-qbg-qgb
file:///home/admin/icms-dita-ot-worker/target/~~35109~~
file:///home/admin/icms-dita-ot-worker/target/~~25462~~
file:///home/admin/icms-dita-ot-worker/target/~~25465~~
https://www.alibabacloud.com/help/doc-detail/88888.htm#concept-xpy-wcx-w2b
https://www.alibabacloud.com/help/zh/doc-detail/40637.htm#section-vpl-qbg-qgb
file:///home/admin/icms-dita-ot-worker/target/~~100988~~
https://www.alibabacloud.com/help/doc-detail/88888.htm#concept-xpy-wcx-w2b

User Guide- Instance connection ApsaraDB for MongoDB

This method uses the data migration feature of Data Transmission Service (DTS) to migrate the
ApsaraDB for MongoDB database to the Alibaba Cloud account to which the ECS instance belongs.

Procedure

1. Create an ApsaraDB for MongoDB instance in the Alibaba Cloud account to which the ECS instance
belongs. For more information, see Create a replica set instance. Skip this step if you have created
an ApsaraDB for MongoDB instance.

@ Note When you create the ApsaraDB for MongoDB instance, select the same region,
zone, and VPC as the ECS instance.

2. Migrate the MongoDB database fromthe instance that belongs to the source Alibaba Cloud
account to the instance that belongs to the destination Alibaba Cloud account. For more
information, see Migrate data between ApsaraDB for MongoDB instances created by different
Alibaba Cloud accounts.

3. Add the private IP address of the ECS instance to the whitelist of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist or an ECS security group for an ApsarabDB
for MongoDB instance.

(® Note Forinformation about how to obtain the IP address of an ECS instance, see How
do I query IP addresses of ECS instances?

Method 2: Migrate the ECS instance to the Alibaba Cloud account to
which the ApsaraDB for MongoDB instance belongs

This method migrates the ECS instance to the Alibaba Cloud account to which the ApsaraDB for
MongoDB instance belongs by sharing the ECS instance as a custom image.

Prerequisites

The ECS instance and ApsaraDB for MongoDB instance are in the same region. Images cannot be shared
across regions.

Procedure
1. Create a customimage fromthe ECS instance.

2. Share the customimage to the Alibaba Cloud account to which the ApsaraDB for MongoDB
instance belongs. For more information, see Share or unshare custom images.

3. Create an ECS instance fromthe customimage.

@ Note When you create the ECS instance, select the same VPC as the ApsaraDB for
MongoDB instance.

4. Add the private IP address of the ECS instance to the whitelist of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist or an ECS security group for an ApsarabDB
for MongoDB instance.
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@ Note Forinformation about how to obtain the IP address of an ECS instance, see How
do I query IP addresses of ECS instances?

Method 3: Establish a connection between the ECS instance and
ApsaraDB for MongoDB instance by using Cloud Enterprise Network

This method uses Cloud Enterprise Network (CEN) to establish a connection between the VPCs that
belong to different Alibaba Cloud accounts to connect the ECS instance to the ApsaraDB for MongoDB

instance.

©) Note Make sure that the CIDR blocks of the VPCs or vSwitches involved do not conflict with
each other.

Procedure

1. Switch the network type of the ApsaraDB for MongoDB instance to VPC. For more information, see
Switch the networktype of an ApsaraDB for MongoDB instance. If the network type is VPC, skip this

step.

2. Switch the network type of the ECS instance to VPC. For more information, see Migrate ECS
instances. If the network type is VPC, skip this step.

3. Based on the running environment, select one of the following CEN-based connections over an
internal network. For more information, see

o Connect network instances created in the same region but by different accounts.
o Connect network instances created by different accounts and in different regions.

4. Add the private IP address of the ECS instance to the whitelist of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist or an ECS security group for an ApsaraDB
for MongoDB instance.

® Note Forinformation about how to obtain the IP address of an ECS instance, see How
do I query IP addresses of ECS instances?

4.7. Connect to an ApsaraDB for MongoDB
instance over the Internet

T his topic describes how to connect a local client to an ApsaraDB for MongoDB instance over the
Internet.

Prerequisites

A public endpoint forthe ApsaraDB for MongoDB instance is obtained. For more information, see the
following topics:

e Apply for a public endpoint for a standalone ApsaraDB for MongoDB instance

e Apply for a public endpoint for an ApsarabDB for MongoDB instance

e Apply for a public endpoint for a sharded cluster instance
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Precautions

Read this topic only when you want to connect a local client to an ApsaraDB for MongoDB instance. If
you want to connect to an ApsaraDB for MongoDB instance by using an ECS instance, you can obtain
both the public and private IP addresses fromthe ECS instance details page in the ECS console.

If you connect to an ApsaraDB for MongoDB instance over the Internet, security risks may arise. We
recommend that you connect to an ApsaraDB for MongoDB instance by using an ECS instance.

Method 1: Query an IP address library for the public IP address of
your local client and connect to an ApsaraDB for MongoDB instance

You can query an IP address library for the public IP address of your local client and connect to an
ApsaraDB for MongoDB instance.

1. Query the public IP address of your local client.

2. Add the public IP address to a whitelist of the ApsaraDB for MongoDB instance. For more
information, see Configure a whitelist or an ECS security group for an ApsarabDB for MongoDB
instance.

3. Log onto the ApsaraDB for MongoDB instance by using the mongo shell from your local client. For
more information, see Connect to an ApsaraDB for MongoDB instance.

@ Note Youcanalso log onto the ApsaraDB for MongoDB instance by using other client
tools.

You may have added the public IP address of your local client to the whitelist but still fail to connect to
the ApsaraDB for MongoDB instance. However, after you add 0.0.0.0/0 to the whitelist, you can
connect to the instance. In this case, we recommend that you query the connection information for the
public IP address. For more information, see Method 2: Query the connection information for the public
IP address of your local client and connect to an ApsaraDB for MongoDB instance.

Method 2: Query the connection information for the public IP
address of your local client and connect to an ApsaraDB for
MongoDB instance

You can query the connection information for the public IP address of your local client and connect to
an ApsaraDB for MongoDB instance.

1. Add the 0.0.0.0/0 entry to a whitelist of the ApsaraDB for MongoDB instance. For more information,
see Configure a whitelist or an ECS security group for an ApsaraDB for MongoDB instance.

@ Note I you add the 0.0.0.0/0 entry to the whitelist, all servers are granted access to the
ApsaraDB for MongoDB instance. This may raise security risks. Exercise caution when you add
the 0.0.0.0/0 entry to a whitelist. Remove the 0.0.0.0/0 entry if you no longer need it.

2. Log onto the ApsaraDB for MongoDB instance by using the mongo shell fromyour local client. For
more information, see Connect to an ApsaraDB for MongoDB instance.

3. Runthe following command to query information about the client where you log on:

db.currentOp({"appName" : "MongoDB Shell","active" : true})

The following figure shows an example.
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If you log onto the ApsaraDB for MongoDB instance using other methods, you can

run the following command to query information about all clients:

db.runCommand({currentOp: 1, "active" : true})

4. Add the IP address obtained in the preceding step to the whitelist of the ApsaraDB for MongoDB

instance, and remove the 0.0.0.0/0 entry that you added in

References

fromthe whitelist.

If the public IP address of your local client dynamically changes, you can use one of the following
methods to connect to an ApsaraDB for MongoDB instance:

e Connect to the instance by using an ECS instance.

e Connect to the instance by using a VPN. For more information, see

4.8. Connect a local client to an ApsaraDB
for MongoDB instance through an SSL VPN

tunnel

This topic describes how to connect a local client to an ApsaraDB for MongoDB instance through an SSL
VPN tunnel, which provides a secure connection between the local client and the VPC housing the
ApsaraDB for MongoDB instance. With this tunnel, you can manage the ApsaraDB for MongoDB instance
fromthe local client with ease. SSLis short for Secure Sockets Layer, VPN for virtual private network,
and VPC for Virtual Private Cloud.

Scenarios

e The public IP address of the local client changes dynamically. As a result, you must frequently update
the whitelist that contains the public IP address of the local client on the ApsaraDB for MongoDB
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console. If you do not delete expired IP addresses at the earliest opportunity, security risks may arise.

e A higher level of security is required when you connect to an ApsarabDB for MongoDB instance over
the Internet.

e You needto log onto the ApsaraDB for MongoDB instance from an ECS instance over the Internet.
This may cause security risks. Therefore, you must separate ECS management permissions from
ApsaraDB for MongoDB database permissions.

Billing
You are charged to create a VPN gateway. For more information, see Billing.

Prerequisites

e VPCis the networktype of the ApsaraDB for MongoDB instance. For more information about how to
switch the network type from Classic Network to VPC, see Switch from Classic Networkto VPC.

e The Classless Inter-Domain Routing (CIDR) block of the local client is different fromthat of the
ApsaraDB for MongoDB instance.

e The local client can access the Internet.

Networking

VPC: 172.16.0.0/16

L&N TP address: 192.168.1.2 Vewtich: 172.16.1.0/94

.

Step 1 Create a VPN gateway

See Create a VPN gateway.

Step 2 Create an SSL server

See Create an SSL server.

Step 3 Create an SSL client

See Create an SSL client certificate.

Log on to the ApsaraDB for MongoDB instance from the client
through the SSL VPN tunnel

T his section uses Windows as an example. For more information about other operating systems, see
Remote access from a Linux client and Remote access from a Mac client.

1. Logonto the VPC console.
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2. Inthe upper-left corner of the page, select a region.
3. Inthe left-side navigation pane, choose VPN > SSL Clients.

4. Onthe right of the SSL client you have created, clickDownload to download the generated client
certificate package.

5. Download the OpenVPN software package and install OpenVPN on the client you want to connect
through the SSL VPN tunnel.

6. Decompress the client certificate package that you downloaded and copy the client certificate file
to the config folder of the OpenVPN installation directory.

7. ClickConnect.

] OpenVPN Connection (config) \E' X

Current State: Connecting

Mon Jan 08 18:38:16 2018 Data Channel: using negotiated cipher "AES-256-GCMW' -
Mon Jan 08 18:38:16 2018 Data Channel MTU parms [L 3]

Mon Jan 08 18:38:16 2018 Outgoing Data Channel: Cipher 'AES-256-GCM' initialized with 256 bit key

Mon Jan 08 18:38:16 2018 Incoming Data Channel: Cipher 'AES-256-GCM' initialized with 256 bit key

Mon Jan 08 18:38:16 2018 interactive service msg_channel=212

Mon Jan 08 18:38:16 2018 ROUTE_GATEWAY

Mon Jan 08 18:38:16 2018 open_tun

Mon Jan 08 18:38:16 2018 TAP-WIN32 device | 2] opened: \\\Global\{’

Mon Jan 08 18:38:16 2018 TAP-Windows Driver Version 9.21

Mon Jan 08 18:38:16 2018 TAP-Windows MTU=1500

Mon Jan 08 18:38:16 2018 Motified TAP-Windows driver to set a DHCP IP/netmask of 10.10.0.6/255.255.255 252 on int
Maon Jan 08 18:38:16 2018 Successful ARP Flush on interface [31] {

Maon Jan 08 18:38:16 2018 do_ifconfig, t->did_ifconfig_ipvé_setup=0

Mon Jan 08 18:38:16 2018 MANAGEMENT: >STATE: 1515407896, ASSIGN_IP,10.10.06,...

+[

< | 11l r

’ Disconnect I l Reconnect Hide l

8. Add the CIDR block of the VPC to which the ApsaraDB for MongoDB instance belongs to a whitelist
of this instance. For this example, add the IP address 172.16.1.0/24 to the whitelist.

9. Logontothe ApsaraDB for MongoDB console.

10. Obtain the internal endpoints of the ApsaraDB for MongoDB instance. For more information, see
Connect to a replica set instance through the mongo shell.

Basic Informat - @
asic Information Intranet Connection - VPC @ Enable password-free access Switch to Classic Network Update Connection String

Accounts
Role Address

Database Connection
Primary .mongodb.rds.aliyuncs.com:3717

Backup and Recovery
Secondary mengodb.rds aliyuncs.com:3717
Meonitoring Infa

mongodb:root**** @ mongedb._rds. aliyuncs.com:3717/admin?

Alarm Rules ConnectionStringURI replicaset=

Service Availability

11. Use the mongo shell or other management toolsto log onto the ApsaraDB for MongoDB instance.

@ Note Log on using an internal endpoint of the ApsaraDB for MongoDB instance.
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5.Account management
5.1. Reset the password for an ApsaraDB
for MongoDB instance

This topic describes how to reset the password for an ApsaraDB for MongoDB instance. If you forget
your password or did not set the password when you created an instance, you can reset the password
of the instance.

Limits

You can only reset the password of the root user or an account for a shard or config server.

@ Note If you want to manage database users created by running the db.createUser

command, you can use DMS or the mongo shell. For more information, see Manage user permissions
on MongoDB databases or Log on to the MongoDB instance through the mongo shell.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based on the instance type.

4. Find the target instance and clickiits ID.
5. Inthe left-side navigation pane, click Accounts.
6. Performone of the following operations as needed.
o Reset the password of the root user.
Find the root user and clickReset Password inthe Actions column.

o Reset the password of an account for a shard or config server in a sharded cluster instance.

@ Note If no endpoints are obtained for the shard or config server, this operation
cannot be performed. For more information about how to obtain the endpoints, see Apply
for a connection string of a shard or Configserver node.

Find the account created when you apply for an endpoint for a shard or config server, and click
Reset Password inthe Actions column. For this example, find shardaccount. For more
information, see Apply for a connection string of a shard or Configserver node.

7. Inthe dialog box that appears, enter a new password and confirmit.
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@ Note
o The password must be 8 to 32 characters in length.

o The password must contain at least three of the following character types: uppercase
letters, lowercase letters, digits, and special characters. Special characters include ! # $

%A&*() +-=

8. Click OK.

5.2. Manage user permissions on MongoDB
databases

In Data Management (DMS), you can manage users for MongoDB databases and grant the users the
permissions of different roles. The roles are Common operation role, Administrator action role,
Instance-level role, Cluster administrator role, Backup and Recovery roles, and Super role.

Prerequisites

e A MongoDB database is registered in DMS.

e You are assigned a required role for the MySQL database instance that is registered in DMS. The role
varies based on the control mode of the instance. The following table describes the details.

Control mode Role requirement

You must be a DMS administrator, a database
Security Collaboration administrator (DBA), or the owner of the relevant
database instance.

Stable Change No specific role is required.

Flexible Management No specific role is required.

Create a user

1. Log onto the DMS console.

2. Inthe search box at the top of the left-side navigation pane, enter the name of the MySQL
database whose permissions you want to manage. Fromthe matched result, find the instance to
which the database belongs.

3. Right-clickthe instance and select Account Management.
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é DMS

Add insiance / Baich entry

»+ Logon-free instance (2)

2
> B

> Ty
» Logged in instance (0

» Instance not logged in

Permission ~+ SQlLConsole » Daf

+ Workbench
1

al ¢ T Home

Quickstart Le:

Administ
View Details

e Hd instance
Refresh / Sync dictionary

ick Setting

Test connection
Management authority

Periomance

Edit instance
Conirol Mode
DEA

Instance owner

stance
OnlineDDL

Items
DSQL

Database management
UsedC

Account Management
= elSchema

4. Onthe Account Management page, select a database fromthe drop-down list.

Account Management

User name Database

Database Permission

5. Click Create User in the upper-left corner.

6. Inthe Create User dialog box, set relevant parameters.

[a]le

2

Operation

Edit Delete

Edit Delete

Edit Delete

Total ltems: 3
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Create User )4

* Target admin A

Database:

* User

name:

* Password:

* Confirm

Password:

Current library permissions Other library permissions
| Common operation role

read  Permission to query the database

readWrite  Permissions for adding, deleting, modifying, and querying
databases

| Administrator action role

dbAdmin  Manage database objects, but do not have read and write -
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i. Configure user information. Set the parameters as described in the following table.

Parameter

Target
Database

User name

Password

Confirm
Password

Description

The database for which you want to create the user.

@ Note

= [f you select a database other than the admin database, the user to
be created is a common user.

= |f you select the admin database, the user to be created is a
privileged user.

The name of the user.

® The name cannot contain Chinese characters.

® |t can contain letters, digits, and special characters.

® The name can contain the following special characters:

1#$%N&*()_+-=

The password that the user can use to log on to the database.

To ensure data security, the password can be 8 to 32 characters in length and
must contain at least three of the following character types: uppercase letters,
lowercase letters, digits, and special characters.

The password can contain the following special characters:

I $%A&*()_+-=

The password that the user can use to log on to the database. Enter the same
password again to confirm the password.

33
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ii. Grant permissions to the user.

@ Note

m Assume that you select the admin database:

On the Current library permissions tab, you can grant permissions of different
roles to the user. The roles are Common operation role, Administrator action
role, Instance-level role, Cluster administrator role, Backup and Recovery
roles, and Super role. For more information, see Permissions of different roles.

Onthe Ot her library permissions tab, you can grant permissions on other
databases in the current instance to the user.

m Assume that you select a database other than the admin database:

On the Current library permissions tab, you can grant permissions of Common
operation role and Administrator action role to the user. For more information,
see Permissions of different roles.

You cannot grant permissions on other databases to the user on the Ot her library
Permissions tab.

7. Inthe Create User dialog box, click OK.

(@ Note If the database instance is in Security Collaboration mode, SQL statements can be
generated based on the parameters you set. However, the SQL statements may fail to be
executed due to security rules. In this case, you can perform operations as prompted or
contact the DBA or DMS administrator.

Edit a user

1. Log onto the DMS console.

2. Inthe search box at the top of the left-side navigation pane, enter the name of the MySQL
database whose permissions you want to manage. From the matched result, find the instance to
which the database belongs.

3. Right-clickthe instance and select Account Management.
4. Onthe Account Management page, select a database fromthe drop-down list.

5. Find the user whose information you want to edit and click Edit in the Operation column.

Account Management

User name Database Database Permission Operation

[ Edit]oetete

Edit Delete
Edit Delete

Displayed Items: 3, Total ltems: 3

Delete a user

1. Log onto the DMS console.

2. Inthe search box at the top of the left-side navigation pane, enter the name of the MySQL
database whose permissions you want to manage. Fromthe matched result, find the instance to
which the database belongs.
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Permissions of different roles

In the Prompt message, click OK.

Right -click the instance and select Account Management.
Onthe Account Management page, select a database fromthe drop-down list.

Find the user who you want to delete and click Delete in the Operation column.

The following table describes the permissions of different roles. For more information, see MongoDB
official website.

Role

Common operation
role

Administrator action

role

Instance-level role

Cluster
administrator role

Backup and
Recovery roles

Super role

Permission

read

readWrite

dbAdmin

userAdmin

dbOwner

readAnyDatabase

readWriteAnyData
base

userAdminAnyDat
abase

dbAdminAnyData
base

hostManager

clusterMonitor

clusterManager

clusterAdmin

backup

restore

Root

Description

Enables a user to query data in the database.

Enables a user to insert, delete, update, or query data in the
database.

Enables a user to manage data in the database, but not to
read data from or write data to the database.

Enables a user to create users for the database.

Enables a user to perform all operations on the database.

Enables a user to query data in all databases of the instance.

Enables a user to insert, delete, update, or query data in all
databases of the instance.

Enables a user to create users for all databases of the
instance.

Enables a user to manage data in all databases of the
instance, but not to read data from or write data to the

databases.

Enables a user to manage data in the database, but not to
read data from or write data to the database.

Enables a user to query clusters and replication sets.

Enables a user to manage and monitor clusters and replication
sets.

Enables a user to perform all operations on clusters.

Enables a user to query data in all databases of the instance.

Enables a user to insert, delete, update, or query data in all
databases of the instance.

Enables a user to perform all operations on all resources in an
instance.
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6.Instance management
6.1. Changing Instance Configuration

6.1.1. Configuration change overview

ApsaraDB for MongoDB allows you to change configurations to meet your needs in most scenarios. It
also provides solutions to the configuration items that you cannot change.

For more information about instance specifications, see Instance types.

For more information about correspondence and restrictions between versions and storage, see
MongoDB versions and storage engines.

(@ Note Formore information about precautions and procedure for version upgrade, see
Upgrade MongoDB versions.

Standalone instances

Configura

tion
ltem change Description

supporte

d
Specificat Yes For more information, see Change the configuration of a standalone or replica
ions set instance.
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ltem

Storage
space

Configura
tion
change
supporte
d

Yes

Description

For more information, see Change the configuration of a standalone or replica
set instance.

If the billing method is subscription, you cannot downgrade the storage space.
You must perform the following operations:

1. Create a pay-as-you-go standalone instance and select the required storage
space. For more information, see Create a standalone instance.

@ Note The storage space of the new instance must be larger
than the occupied storage space in the original instance.

2. Use DTS to migrate data from the original instance to the new instance. For
more information, see Overview.

3. Test and verify the new instance. If it runs normally, switch business to the
new instance.

@ Note If along period of use, we recommend that you switch
from pay-as-you-go to subscription. This billing method is more cost-
effective than pay-as-you-go. The longer the subscription period, the
higher the discount.

4. If the original instance is no longer needed, you can manually release the
pay-as-you-go instance or submit a ticket to release the subscription
instance.
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Configura

tion
ltem change Description

supporte

d
Number . .
of nodes You cannot change the number of nodes, architecture, and storage engine for a

standalone instance. You must perform the following operations:
Instance 1. Create a pay-as-you-go instance. Select the required number of nodes,
architectu architecture, and storage engine.
re
@ Note
o To increase the number of nodes, you must create a replica set
instance.
o The storage space of the new instance must be larger than the
occupied storage space in the original instance.
No 2. Use DTS to migrate data from the original instance to the new instance. For
more information, see Overview.
Storage 3. Test and verify the new instance. If it runs normally, switch business to the
. K new instance.

engines

@ Note |If along period of use, we recommend that you switch
from pay-as-you-go to subscription. This billing method is more cost-
effective than pay-as-you-go. The longer the subscription period, the
higher the discount.

4. If the original instance is no longer needed, you can manually release the
pay-as-you-go instance or submit a ticket to release the subscription
instance.

Replica set instances

item

Number
of nodes

Specificat
ions

Configura
tion
change
supporte
d

Yes

Yes

Description

For more information, see 25 & 2| R £ 5L 75 S 4.

For more information, see Change the configuration of a standalone or replica
set instance.
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Configura
tion
ltem change Description
supporte
d
For more information, see Change the configuration of a standalone or replica
set instance.
If the billing method is subscription, you cannot downgrade the storage space.
You must perform the following operations:
1. Restore datato a new ApsaraDB for MongoDB instance by point in time
Create a pay-as-you-go standalone instance and select the required storage
space.
@ Note The storage space of the new instance must be larger than
the occupied storage space in the original instance.
Storage
d Yes
space 2. Test and verify the new instance. If it runs normally, switch business to the

new instance.

@ Note If along period of use, we recommend that you switch
from pay-as-you-go to subscription. This billing method is more cost-
effective than pay-as-you-go. The longer the subscription period, the
higher the discount.

3. If the original instance is no longer needed, you can manually release the
pay-as-you-go instance or submit a ticket to release the subscription
instance.
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Configura
tion
ltem change Description
supporte
d
Instance . . . .
architecty You cannot change the architecture and storage engine of a replica set instance.
o You must perform the following operations:
1. Create a pay-as-you-go instance. Select the required architecture and
storage engine.
@ Note The storage space of the new instance must be larger than
the occupied storage space in the original instance.
2. Use DTS to migrate data from the original instance to the new instance. For
more information, see Overview.
No 3. Test and verify the new instance. If it runs normally, switch business to the
Storage new instance.
engines

@ Note If along period of use, we recommend that you switch
from pay-as-you-go to subscription. This billing method is more cost-
effective than pay-as-you-go. The longer the subscription period, the
higher the discount.

4. If the original instance is no longer needed, you can manually release the
pay-as-you-go instance or submit a ticket to release the subscription
instance.

Sharded cluster instances
You can change the specifications and storage space of a sharded cluster instance.
@ Note You cannot change the architecture and storage engine of a sharded cluster instance.

Creating a new instance will cause a long-period shutdown and have a great impact on the
business. Therefore, we do not recommend this method.

Component ltem Description
Mongos e . . . -
nodg Specifications For more information, see 5 & 73 A B SL R &
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Component Item

Specifications

Shard node
Storage space
Specifications

Configserve pectiicat]
and storage

r node

space

Description

For more information, see 28 & 43 £ 81 LR &.

If the billing method is subscription, you cannot downgrade the storage
space. You must perform the following operations:

1. Restore datato a new ApsaraDB for MongoDB instance by point in
time Create a pay-as-you-go standalone instance and select the
required storage space.

@ Note The storage space of the new instance must be
larger than the occupied storage space in the original instance.

2. Test and verify the new instance. If it runs normally, switch business
to the new instance.

@ Note If along period of use, we recommend that you
switch from pay-as-you-go to subscription. T his billing method
is more cost-effective than pay-as-you-go. The longer the
subscription period, the higher the discount.

3. If the original instance is no longer needed, you can manually release
the pay-as-you-go instance or submit a ticket to release the
subscription instance.

A Configserver node uses a fixed three-node replica set architecture. By
default, 1 core, 2 GB memory, and 20 GB storage space are selected. You
cannot change these items.

6.1.2. Change the configuration of a standalone

or replica set instance

You can change the configuration of a standalone or replica set instance if the configuration is
excessive or cannot meet the performance requirements of your application.

P

recautions

When you change the configuration, the new storage space must be larger than the storage space
occupied by the current instance.

If the billing method is subscription, the interval between two configuration downgrades cannot be

less than 60 days.

When the billing method is subscription, you cannot downgrade the storage space. You can use
other methods to reduce the storage space. For more information, see Configuration change

overview.

You cannot change the storage engine or the instance type. For example, you can change a
standalone instance to a replica set instance. You can use other methods to change these items. For
more information, see Configuration change overview.

Billing rules
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For more information, see Configuration change fees.

mpacts

Configuration changes do not cause data loss.

Pre-operations for configuration changes to an instance do not affect the running of the instance.
However, when configuration changes are formally executed on the instance, most operations
related to databases, accounts, and network cannot be performed. One or two transient
connections of up to 30 seconds may occur. For more information, see Select the switching time.

The duration of a configuration change depends on multiple factors such as network conditions, task
queues, and data volume. We recommend that you change configurations during off-peak hours and
make sure that your applications are configured with automatic reconnection policies.

Select the switching time

On the Change Configuration page, you can specify the switching time. The following table describes
details about switching time.

Parameter

Switch
within
Maintenance
window

Switch
Immediately
After Data
Migration

Procedure

Instance
status

The instance
immediately
changes to
the Changing
Configuratio
n state.

Impact

The system performs pre-operations, which do not affect the running of
the instance or cause transient connections. Configuration changes are
formally executed within the maintenance period you set.

For example, if the preset maintenance period is 2:00 to 3:00,
configuration changes are performed during this window. Most
operations related to databases, accounts, and network cannot be
performed. One or two transient connections of up to 30 seconds may
occur.

@ Note For more information about how to modify a
maintenance window, see Specify a maintenance period.

Configuration changes are immediately performed. Most operations
related to databases, accounts, and network cannot be performed. One
or two transient connections of up to 30 seconds may occur.

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target

instance.

3. Inthe left-side navigation pane, click Replica Set Instances.

. Change the configuration of the instance.

If the billing method of the instance is pay-as-you-go, performthe following operations:

i. Find the instance and clickits ID.

ii. Inthe Basic Information section, clickChange Configuration.
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If the billing method of the instance is subscription, perform the following operations:
i. Find the instance and clickits ID.
ii. Inthe Basic Information section, clickUpgrade orDowngrade.

5. Onthe Configuration Upgrade page, specify Replication Factor, Plan, Storage Space, and
Switching Time of the instance.

For more information about instance specifications, see Instance types.

@ Note
o For more information about the limits on the parameters, see Precautions.

o For more information about the selection and impacts of Switching Time, see Select
the switching time.

6. Read and select ApsaraDB for MongoDB Agreement of Service and complete the payment.

Result

When the instance status changes to Running, the configuration is changed.

6.2. Upgrading Database Version

6.2.1. Upgrade the minor version of an
ApsaraDB for MongoDB instance

This topic describes how to upgrade the minor version of an ApsaraDB for MongoDB instance to the
latest in the ApsaraDB for MongoDB console.

Prerequisites

e The instance is a replica set or sharded cluster instance.

e The instance is not running the latest minor version. When you use the latest minor version, the
ApsarabDB for MongoDB console does not display the Upgrade Minor Version button forthe
instance.

Precautions

e You cannot downgrade an instance after you upgrade it.

e When an instance undergoes a minor version upgrade, it is restarted and has a brief disconnection of
less than 30 seconds. We recommend that you performthe upgrade during of f-peak hours or make
sure that your application is configured to reconnect to the instance after it is disconnected.

e To ensures better performance and stability of the instance, the system will upgrade the minor
version to the latest version by default If the minor version of your instance expires or is not included
in the maintenance list and the instance is upgraded, migrated, changed, Created from a backup,
Created by point-in-time, or performed Restore data to a new ApsaraDB for MongoDB instance.

Procedure

1. Log onto the ApsaraDB for MongoDB console.
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2. Inthe upper-left corner of the page, select the region where the target instance resides.
3. Inthe left-side navigation pane, click Replica Set Instances orSharding Instances.
4. Find the target instance and clickits ID.
5. Onthe Basic Information page, clickUpgrade Minor Version.
Basic Information Basic Information
Accounts Instance ID dds-bp Instance Name Edit
Database Connection Zone Hangzhou Zone B Network Type VPC (VPC ID: vpc-bp VSwitch ID
Backup and Recovery vsw-bp?
Storage Engine  WiredTiger
Monitoring Info
Service Availability Specification Information Renew

@ Note When you use the latest minor version, the console does not display the Upgrade
Minor Version button for the instance.

6. Inthe Upgrade Minor Version message that appears, view the version release log and determine
whether to upgrade the instance.

Update Minor Version X

KernelVersion ReleazeMNote

mongodb_20190814_3.0.15

Submit Cloze

@ Note I you want to upgrade the instance, click Submit. Otherwise, click Close.

7. Wait until the instance status changes fromUpgrading to Running.

6.2.2. Upgrade MongoDB versions

This topic describes how to upgrade the MongoDB version of aninstance in the ApsarabDB for MongoDB
console. ApsaraDB for MongoDB supports MongoDB 4.4, 4.2, 4.0, and 3.4.

MongoDB versions

For more information about the MongoDB versions supported by ApsarabDB for MongoDB, see Versions
and storage engines.

MongoDB versions for upgrade
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ApsaraDB for MongoDB

Instance Before upgrade
architecture Pg

Standal

. andatone 3.4 and 4.0

instance

Replica set 3.2 (retired), 3.4, 4.0,
instance 4.2, and 4.4

Sharded

cluster 3.2 (phased-out), 3.4,
. 4.0, and 4.2

instance

@ Note

descriptions.

Precautions

After upgrade

N/A

3.4, 4.0, and 4.2

3.4,4.0,and 4.2

Description

Upgrade to MongoDB 4.0 is not supported.
If you need an ApsaraDB for MongoDB
instance with MongoDB 4.0, select the
version when you create the instance. For
more information, see Create a standalone
instance.

Upgrade to MongoDB 4.4 is not supported.
If you need an ApsaraDB for MongoDB
instance with MongoDB 4.4, select the
version when you create the instance. For
more information, see Bl &|RESLH.

N/A

For more information about the features in each version, see MongoDB versions and

e The duration of upgrading the MongoDB version of an instance is related to the data volume of
databases in this instance. We recommend that you schedule your upgrade task during of f-peak

hours.

e You cannot downgrade the MongoDB version of an instance after you upgrade it.

Notes

e Nodes in aninstance are upgraded in turn. Aninstance is automatically restarted two or three times
during an upgrade. We recommend that you performthe upgrade during off-peak hours or make sure
that your application is configured to connect to the instance after it is disconnected.

@ Note

If your application runs in a production environment, we recommend that you use a

connection string URIto connect your application to the instance. This way, the read and write
operations of your application remain available even if a node fails as a result of a
primary/secondary switchover. For more information, see Overview of replica set instance
connections or Overview of sharded cluster instance connections.

e The balancer of a sharded cluster instance is disabled during an upgrade and is enabled after the

upgrade.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target

instance.

3. Inthe left-side navigation pane, click Replica Set Instances, orSharded Cluster Instances

45
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based on the instance type.
4. Find the target instance and clickits ID.

5. Onthe Basic Information page, clickUpgrade Database Version and select the version for
upgrade.

Basic Information

Instance 1D Instance Name Edit

Zone Hangzhou Zone B Network Type VPC (VPG ID: Switch 1D
Storage Engine

Specmcahon Information Upgrade Database Version Renew Upgrade Downgrade

Specification Details 1 Core,2 GB Replication|f ‘0 de Add Nodg

Read-only Nodes 0 Specificatio B j0.mid
6. Inthe Upgrade Database Version message, click OK.

Upgrade Database Version

@ The database version will be upgraded to 4.0.The instance will automatically restart during the upgrade process.

Cancel

The instance status changes to Upgrading. When the instance is changed to the Running state,
the upgrade is complete.

6.3. Specify a maintenance period

To guarantee stability, Alibaba Cloud maintains ApsaraDB for MongoDB instances at irregular intervals.
You can specify a maintenance period in which you allow Alibaba Cloud to maintain your instances. We
recommend that instances be maintained during off-peak hours to avoid an impact on business.

Context

Before maintenance, Alibaba Cloud sends an SMS message and an email to the respective phone
number and email address that you have specified for your Alibaba Cloud account. Please checkin a
timely manner.

On the day of maintenance, instances enter the Instance being maintained status ahead of the
specified maintenance period to guarantee the stability of the maintenance process. You can still
connect to instances in this status. In the ApsaraDB for MongoDB console, you cannot change these
instances, for example, upgrade or downgrade their configuration or restart them. However, you can
manage accounts, manage ApsaraDB for MongoDB instances, or configure IP address whitelists for
these instances. You can also use query features, such as performance monitoring, in the console.

During the maintenance period, instances may be disconnected transiently once or twice. You need to
ensure that your applications can automatically re-establish a connection. After intermittent
disconnection, instances can immediately return to normal.

Procedure

1. Log onto the ApsaraDB for MongoDB console.
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2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, Sharded Cluster Instances, or
Serverless Instances based on the instance type.

4. Find the target instance and clickits ID.

5. Inthe Specification Information areg, click Edit to the right of Maintenance Period.

Specification Information Upgrade Database Version  Remew  Upgrade  Downgrade

6. Specify a maintenance period for the instance and click OK.

6.4. View zones of nodes

ApsaraDB for MongoDB provides the zone distribution of nodes. You can view the zone distribution
information in the console.

Prerequisites

Replica set or sharded cluster instances are created.

Deployment tips

ApsaraDB for MongoDB provides a zone-disaster recovery solution for replica set instances to meet the
high reliability and data security requirements in business scenarios. T his solution deploys the nodes of a
replica set instance or the components of a sharded cluster instance in three different zones. When one
of the three zones loses communication due to force majeure factors such as power failure or network
failure, the high-availability system automatically triggers a switchover. This ensures the continuous
availability and data security of the entire instance. For more information, see Create a multi-zone replica
set instance and Create a multi-zone sharded cluster instance.

@ Note Formore information about comparison of node deployment policies for single and
multiple zones, see Node deployment policies and Create a multi-zone sharded cluster instance.

View zones of nodes

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based on the instance type.

4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane, click Service Availability to view the current zone distribution.

o Replica set instances
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Available Zone Distribution Switch Role
Role Role ID Available Zone
Primary ar 7 Hangzhou Zone E
Secondary 97, mmi9 Hangzhou Zone F
Hidden ar 1 Hangzhou Zone B

o Sharded cluster instances

Mongos Available Zone Distribution

D Available Zone
5 Hangzhou Zone B
5- Hangzhou Zone E
Shard Available Zone Distribution Switch Role
1D Rale Role ID Available Zone
d-bp Secondary 83 Hangzhou Zone E
d-bp Primary 23 Hangzhou Zone B
d-bp Hidden 832 Hangzhou Zone F
Shard Available Zone Distribution Switch Role

e Migrate an ApsaraDB for MongoDB instance across zones in the same region

Migrate instances to other zones within the same region. For example, you can migrate instances
from a single zone to multiple zones. After instances are migrated to other zones, the attributes,
specifications, and connection strings of the instances remain unchanged.

e Switch node roles

You can switch the node roles of an ApsaraDB for MongoDB instance based on your business
deployment. This allows your applications to connect to the nearest nodes.

6.5. Migrate an ApsaraDB for MongoDB
instance across zones in the same region

This topic describes how to migrate an ApsaraDB for MongoDB instance across zones in the same
region. Afterthe instance is migrated, its attributes, specifications, and connection addresses remain
unchanged.

Prerequisites

e A replica set or sharded cluster instance is created.
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e The destination and source zones are in the same region.

e [f the instance is in a VPC, make sure that a vSwitch is created in the destination zone before you
start migration. For more information about how to create a vSwitch, see Create a VSwitch.

e The instance does not have a public endpoint. If you have applied for a public endpoint, you must
release it before migration. For more information, see Release a public connection string.

Precautions

e [f the instance is in a VPC, you cannot change the VPC when the instance is in the migration process.

e The time required varies based on factors such as the network conditions, task queue status, and
data volume. We recommend that you migrate the instance across zones during off-peak hours.

e During the migration, a transient connection of 30 seconds occurs. Make sure that your application is
configured to reconnect to the instance after it is disconnected.

e The virtual IP addresses (VIPs) of the instance, such as 172.16.88.60, are changed when the instance is
migrated across zones. If your application uses the original VIP, the application cannot connect to
the instance after the migration.

@ Note We recommend that you use a connection string URIto connect to the instance,
which ensures high availability. For more information, see Overview of replica set instance
connections or Overview of sharded cluster instance connections.

Supported migration types and scenarios

Migration type Scenario

The ApsaraDB for MongoDB instance is migrated to the zone where an
ECS instance resides. Then, the ECS instance can connect to the ApsaraDB
for MongoDB instance over an internal network with lower network
latency.

Migrate an ApsaraDB for
MongoDB instance from one
zone to another

The ApsaraDB for MongoDB instance provides disaster recovery across
data centers.

The three nodes of a replica set instance are deployed to three different
zones in the same region. This enables the instance to tolerate disasters
at higher levels. For example, a replica set instance in a single zone can
tolerate only server- and rack-level faults, whereas a replica set instance
in multiple zones can tolerate server-, rack-, and data center-level

faults.
Migrate an ApsaraDB for auts

MongoDB instance from one

zone to multiple zones @ Note For more information about the node deployment
policy of areplica set instance or a sharded cluster instance in
multiple zones, see Node deployment policies or Deployment policy
for the components in a multi-zone sharded cluster instance.
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Migration type Scenario

Migrate an ApsaraDB for
MongoDB instance from Special user requirements are met.
multiple zones to one zone

Migrate a replica set instance across zones in the same region
1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances.
4. Find the target instance and clickits ID.

5. Inthe Basic Information section, clickChange Zone.

Basic Information

Instance ID

Zone Hangzhou Zone H| Change Zone

Storage Engine  WiredTiger

Release Protection Disabled

6. Inthe Migrate Instance to Other Zone panel, configure parameters based on the network type of
the instance.

o If the instance isin a VPC oris in hybrid network access mode, performthe following operations:
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a. Select the destination zone and vSwitch.

Migrate Instance to Other Zone pe
Instance :
Current Zone : Hangzhou Zone B
Migrate To : Hangzhou Zone H '
VPC : vpc-bp1réquz3xkadjBsc5pm
Select a VSwitch : cn-hangzhou-h ( il '

Migration Time : (®) Migrate Now

Migrate at Scheduled Time { Current Setting : 02:00-06:00 Edit )

Cross-zone migration will cause a VIP change and a transient

disconnection of less than 60 seconds. We recommend that you use the

domain name access method, ensure that the DNS cache can be refreshed

in time after the migration, and furnish the application with a reconnection

mechanism. You have noficed the preceding points and hereby confirm the

migrate operation. EE

b. Specify Migration Time and select the check box of the warning message.

o If the instance is in the classic network, performthe following operations:
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a. Select the destination zone.

Migrate Instance to Other Zone et
Instance :
Current Zone : Hangzhou Zone F
Migrate To : Hangzhou Zone H .
Migration Time : ~ (®) Migrate Now

Migrate at Scheduled Time ( Current Setting ; 02:00-06:00 Edit )
Cross-zone migration will cause a VIP change and a transient
disconnection of less than 60 seconds. We recommend that you use the
domain name access method, ensure that the DNS cache can be refreshed
in time after the migration, and furnish the application with a reconnection
mechanism. You have noficed the preceding points and hereby confirm the
migrate operation.

b. Specify Migration Time and select the check box of the warning message.

@ Note

o Migrate Now: The migration immediately starts. When the instance status changes to
Running, the migration is complete.

o Migrate at Scheduled Time: The migration starts during the specified period. You can
click Edit to change the period.

Afteryou select this option, the system prepares for the migration task, changes the
instance status to Migrating, and then starts the taskin the specified period.

7. ClickSubmit.

Migrate a sharded cluster instance across zones in the same region

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickSharded Cluster Instances.
4. Find the target instance and clickits ID.

5. Inthe Basic Information section, clickChange Zone.
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Basic Information

Instance ID

Zone Hangzhou Zone H| Change Zone

Storage Engine  WiredTiger
Release Protection Disabled

6. Inthe Migrate Instance to Other Zone panel, configure parameters based on the network type of
the instance.

o If the instance is in a VPC oris in hybrid network access mode, performthe following operations:

a. Select the destination zone and vSwitch.

Migrate Instance to Other Zone ot
Instance :
Current Zone : Hangzhou Zone F
Migrate To : Hangzhou Zone | '
VPC : Vpc-bpivwnni4rgpyiczi7 6wl
Select aVSwitch : cn-hangzhou-i ( )] W

Migration Time : (®) Migrate Now

Migrate at Scheduled Time { Current Setting : 02:00-06:00 Edit )

Cross-zone migration will cause a VIP change and a transient

disconnection of less than 60 seconds. We recommend that you use the

domain name access method, ensure that the DNS cache can be refreshed

in time after the migration, and furnish the application with a reconnection

mechanism. You have noticed the preceding points and hereby confirm the

migrate operation. B

b. Specify Migration Time and select the check box of the warning message.

o If the instance is in the classic network, performthe following operations:
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a. Select the destination zone.

Migrate Instance to Other Zone

Instance : dds-bp191ebbc5ali1e0d
Current Zone : Hangzhou Zone F
Migrate To : Hangzhou Zone H .
Migration Time : (@) Migrate Now

Migrate at Scheduled Time { Current Setting ; 02:00-06:00 Edit )

Cross-zone migration will cause a VIP change and a transient
disconnection of less than 60 seconds. We recommend that you use the
domain name access method, ensure that the DNS cache can be refreshed
n time after the mig n, and furnish the application with a reconnection
mechanism. You have noficed the preceding points and hereby confirm the

migrate operation.

b. Specify Migration Time and select the check box of the warning message.

@ Note

o Migrate Now: The migration immediately starts. When the instance status changes to

Running, the migration is complete.

o Migrate at Scheduled Time: The migration starts during the specified period. You can

click Edit to change the period.

Afteryou select this option, the system prepares for the migration task, changes the
instance status to Migrating, and then starts the taskin the specified period.

7. ClickSubmit.

6.6. Switch node roles

You can switch the node roles of an ApsaraDB for MongoDB instance in the ApsaraDB for MongoDB

console based on your business deployment.

Typical scenario

When an ECS instance and an ApsaraDB for MongoDB instance are in the same zone and connected over
the internal network, the latency is minimal. If they are connected across different zones, the latency
increases and the performance of ApsaraDB for MongoDB instances and your business will be affected.
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)
.H

Primary > Secondary

Zone 2
Zone 2
Secondary > Primary
ECS instance

g

Hidden

In this example, the ECS instance to which the application belongs is in Zone 2. If the primary node of
the ApsaraDB for MongoDB instance is in Zone 1, the ECS instance needs to connect to the primary
node across zones.

To optimize the business deployment architecture, you can switch the roles of the primary and
secondary nodes. In this example, you can change the role of the node in Zone 2 to primary and the
role of the node in Zone 1 to secondary. Note that only the node roles are changed. ECS and ApsaraDB
for MongoDB instances can be connected in the same zone without changing the actual zones and role
IDs.

Prerequisites

Replica set or sharded cluster instances must be used.

Precautions

e Switching node roles will cause a transient disconnection of up to 30 seconds. Performthis operation
during of f-peak hours or ensure that your application has a reconnection mechanism.

e Switching node roles only changes the roles of nodes, but not the zones and role IDs of nodes.

Procedure

1. Logonto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based on the instance type.

4. Find the target instance and click its ID.

5. Inthe left-side navigation pane, click Service Availability.
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6. Subsequent steps onthe Service Availability page vary depending on instance types.
o Replica set instances
a. Click Switch Role inthe upper-right comer of the page.

b. Inthe Switch Role dialog box that appears, select the roles.

Switch Role Y

* Role

Primary ( ] o

And

* Role

Secondary ( 1 A

Effective At
(®) Effective Immediately
Effective Within Maintenance Window (Current 02:00 to 06:00)

A 30-second transient disconnection will occur when you switch roles
Use caution when performing this operation.

c. Select the Effective At.
m Effective Immediately: The system will switch the roles of the nodes immediately.

m Effective Within Maintenance Window: The systemwill switch the roles of the nodes
during the maintenance period. How to specify a maintenance period, see Specify a
maintenance period.

o Sharded cluster instances

@ Note Forsharded cluster instances, you can only manage the zone distribution of
shard and Configserver nodes.
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a. Inthe upper-right corner of the Zone Distribution for Shards or Zone Distribution for
Configservers section, click Switch Role.

b. Inthe Switch Role dialog box that appears, select the nodes.

Switch Role Y

* Role

Primary ( ] Y

And

+ Role

Secondary ( ] o

Effective At
-:E:I Effective Immediately

Effiective Within Maintenance Window (Current 02:00 to 06:00)

A 30-second transient disconnection will occur when you switch roles
Use caution when performing this operation.

c. Select the Effective At.
m Effective Immediately: The system will switch the roles of the nodes immediately.

m Effective Within Maintenance Window: The system will switch the roles of the nodes
during the maintenance period. How to specify a maintenance period, see Specify a
maintenance period.

7. ClickSubmit.

6.7. Export the list of instances

You can export a list of instances of a specified type and region by using the ApsaraDB for MongoDB
console to manage cloud instances offline.
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Procedure

1. Log onto the ApsaraDB for MongoDB console.
2. Inthe upper-left corner of the page, select the region and resource group for the instance.

3. Inthe left-side navigation pane, click Replica Set Instances, Sharded Cluster Instances, or
Serverless Instances based on the instance type.

4. Onthe Replica Set Instances page of the required instance type, click Export.

ApsaraDB for
MongoDE

Replica Set Instances
Create Instance Refresh Export

Sharded Cluster Inst...

| Replica Set Instances

Instance ID/MName Status
Serverless Instances

dds-tdn .
Recycle des-tan @ Running

5. Inthe Export Instance List dialog box, select the instance information you want to export to the
list.

Export Instance List

Instance ID/Name Status Zone Instance Specs Siorage(G)
Version Network Type Billing Method Replication Factor

Disk Usage(%) Expire Time

6. Click OK.

@ Note Afteryou click OK, the browser begins to download the CSV file. You can use Excel
or atext editorto view this file.

6.8. Release an ApsaraDB for MongoDB
instance

This topic describes how to manually release an ApsaraDB for MongoDB instance that uses pay-as-you-
go billing. After aninstance is released, its data cannot be restored.

Prerequisites
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The billing method of the instance is pay-as-you-go.

@ Note You cannot manually release a subscription instance. A subscription instance is
automatically released when it expires.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based on the instance type.

4. Find your instance and choose

> Release inthe Actions column.

Alternatively, you can click the ID of yourinstance. On the Basic Information page that appears,
clickRelease.

5. Inthe Release Instance message that appears, click OK.

6.9. Restart an ApsaraDB for MongoDB
instance

This topic describes how to restart an ApsarabDB for MongoDB instance when the number of
connections exceeds the upper limit or the performance of the instance deteriorates.

Precautions

e When you restart an instance, all its nodes are restarted in turn and each node has a brief
disconnection of about 30 seconds. If the instance houses more than 10,000 collections, the brief
disconnections last longer. Therefore, we recommend that you restart an instance during off-peak
hours or make sure that your application is configured to reconnect to the instance afterit is
disconnected.

e Whenyou restart a replica set instance, a primary/secondary switchover may occur and cause the
roles of connected nodes to change. We recommend that you use a connection string URIto connect
to the instance to avoid impact on the read/write operations of your application. For more
information, see Overview of replica set instance connections.

e You canrestart a sharded cluster instance, or a mongos or shard in the instance. T his kind of nodes
are inaccessible until restarted.

Restart an instance

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based on the instance type.
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4. Find the target instance and choose > Restart inthe Actions column.

@ Note Alternatively, you can clickthe ID of the target instance. On the Basic
Information page that appears, click Restart Instance in the upper-right corner.

5. Inthe Restart Instance message that appears, click OK.
The instance status changes to Rebooting. When the instance enters the Running state, the
restart is complete.

Restart a node in a sharded cluster instance

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickSharded Cluster Instances.
4. Find the target instance and clickits ID.
5. Follow these steps to restart a node:

o Restart a mongos.

Inthe Mongos List section, find the target mongos and choose > Restart inthe Operation

column.
Mongos List
1D Speci...  Conn... Domain Information Port Operation
7 Care, 2 1000 5- -.mongodb.rds_aliyuncs.com 3717 B o
- GB
1 Performance Monitoring
Core,2 1000 5- -.mongodb.rds aliyuncs.com
@
Shard List
1D Specification 1OPS Storage Space Cperation
1 Core,2 GB 1000 10
1 Core,2 GB 1000 10

o Restart a shard.

Inthe Shard List section, find the target shard and choose > Restart inthe Operation

column.
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Shard List Add Shard

1D Specification |OPS Storage Space Domain Information Operation

u 142-

d-bp’
oop 4Core 8 GB 8000 20 . o E]

Failover (2

Change Configuration

| | 0+
d-bpi Performance Monitorin
e z 4Core,8 GB 2000 20 7 g
@

6. Inthe Restart Node message that appears, click OK.
The instance status changes to Rebooting. When the instance enters the Running state, the
restart is complete.
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/.Tag management
/7.1. Create a tag

You can create and bind multiple tags to a large number of instances to classify and filter instances by
tag.

Prerequisites

You must log onto the ApsaraDB for MongoDB console with your Alibaba Cloud account. RAM users do
not have permissions to manage or use tags.

Precautions

e Atag consists of a key-value pair. The key must be unique in the same region of the same account,
while the value is not limited.

@ Note A key can have zero to multiple values.

e You can edit tags for a maximum of 50 instances at a time.
e You can bind up to 20 tags to each instance.
e You can bind or unbind up to 20 tags at a time.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based on the instance type.

4. To create atag, performthe following steps:

o Createtagsforaninstance: Find the instance. Choose > Edit tags inthe Actions column.

Create nstance Refresh Export nstance D v m

Instance IDIName Status Zone Configuration Version  Network Type. Billing Method Replication Factor  Disk Usage(% Tag Actions

o Create tags for multiple instances: Select the instances for which you want to create tags and
then click Edit tags at the lower part of the page.
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Instance ID/Name Status
- m E ® Running
® Running

- [N @

5. Inthe dialog box that appears, click Create.

@ Note If you have created tags, click Available Tags to bind the tags to the instances.
For more information, see Bind existing tags.

6. Set the key and value of the tag and then click Ok.

Edit tags X

NOTE : Each resource is bound up 20 tags, the number of bound / unbound labels in a single
operations can not exceed 20

Binding: Available Tags Key: dev Value: 4.0 “ Cancel

7. Repeat the preceding steps to create all the tags. Then click OK in the lower-right corner of the
dialog box.

@ Note After you create tags, you can bind themto other instances.

Result

Afteryou create a tag, you can view the tag information of the instance in the instance list.

63 > Document Version: 20210205


https://www.alibabacloud.com/help/doc-detail/143198.htm#task-2337681

ApsaraDB for MongoDB User Guide-Tag management

| Replica Set Instances

Create Instance Refresh Export Instance ID ~~ ~

Disk
Usage(%)

- Type: 1 _
das-? & Running HAMOENOU o oGE 40 vPC Pay-As-You-Go Thres 29 devan
dds- Zone B Dick 10 G node

Running

Instance ID Stae Zone Configu...  Version  JEMOK ijing Metnod eplcats Label Operation

7.2. Bind existing tags

Afteryou create tags, you can bind different tags to instances and filter instances by tag.

Prerequisites

e You must log onto the ApsaraDB for MongoDB console with your Alibaba Cloud account. RAM users
do not have permissions to manage or use tags.

e You have performed the Create a tag operation.

Precautions
e You can select a maximum of 50 instances to bind tags at a time.

e You can bind up to 20 tags to each instance.
e You can bind or unbind up to 20 tags at a time.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based on the instance type.

4. Performthe following operations to bind atag:

o Bind tagsto aninstance: Find the instance. In the Actions column, choose > Edit tags.

Create nstance Refresh Export Instance 1D v m
Instance IDIName status Zone Configuration Version | NeworkType  Biling Metnod Replication Factor  Disk Usage(% Tag Actions
dds~ . o Type:2Core 4GB ., o Srale . D
e Running Beiing Zone A e a4 vPC Pay-As-You-Go single-node o
Manage
Restart
Change Gonfiguration
Release
Switch o Subscription

o Bind tags to multiple instances at a time: Select the instances to which you want to bind tags
and then click Edit tags at the bottom of the instance list.
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Instance ID/Name Status
| ® Running
® Running

- [N @

5. Inthe dialog box that appears, click Available Tags. Then, select the desired tag information.

Edit tags X

NOTE : Each resource is bound up 20 tags, the number of bound / unbound labels in a single

operations can .'?lﬁ}c’ceed 20
Binding: Available Tags

server > 4.0
dev * 34
2 o

@ Note ff tag information is not displayed after you click Available Tags, you must Create
atag first.

6. Click OK.

7.3. Filter instances by tag

Afteryou bind tags to ApsarabDB for MongoDB instances, you can filter instances by tag in the instance
list to quickly find instances of the specified category.

Prerequisites

You must log onto the ApsaraDB for MongoDB console with your Alibaba Cloud account. RAM users do
not have permissions to manage or use tags.

Procedure

1. Log onto the ApsaraDB for MongoDB console.
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2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based on the instance type.

4. Clickthe Label search box, select the tag key or tag value to be filtered, and then click Search.

| Replica Set Instances o o
Refresh Export Instance ID ” ~ ‘l

Instance ID gg“;m Zone Configu Version ;J‘feu-gcm Billing Method E:al(i}crat Operation

¥ Type: 1 -
s eRunning  HEMOZMOU Cor o g 4 VPG Pay-As-You-Go Three
dds- Zone B Disk- 10 G node

Type: 1
Hangzhou -0 o ap 34

e Y

dds-
dds-s

Classic Subscription Three-

® Running Network Expires At Jan 20, 2020, 00:00:00 node

® Note

o Afteryou create atag orupdate an existing tag, you need to refresh the page to see
the new tag in the tag list.

o To clearthe filter criteria, click val

7.4. Unbind or delete a tag

When a tag is no longer needed in an ApsaraDB for MongoDB instance, you can unbind the tag fromthe
instance. If the tag is not bound to any other instance, it will be deleted.

Prerequisites

You must log onto the ApsaraDB for MongoDB console with your Alibaba Cloud account. RAM users do
not have permissions to manage or use tags.

Precautions

e You can unbind up to 20 tags at atime.
e When atag is unbound from all instances, it is automatically deleted.

e Unbinding a tag does not affect the normal operation of the instance. After all tags of aninstance
are unbound, the instance cannot be filtered by tag.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based on the instance type.

4. Find the instance. Choose > Edit tags inthe Actions column.
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5. Inthe dialog box that appears, click = .

Edit tags X

dev40

NOTE : Each resource is bound up 20 tags, the number of bound / unbound labels in a single
operations can not exceed 20.

Binding: Available Tags

OK Cancel

@ Note To deletea tag, unbind the tag from all instances.

6. Click OK.
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8.Network connection management
8.1. Connection String of a Shard or
Configserver Node

8.1.1. Apply for a connection string of a shard
or Configserver node

A sharded cluster instance consists of Mongos, shard, and Configserver nodes. Typically, you need only
to connect to the Mongos node to read and write data. In some special scenarios such as data
synchronization between clusters, you must read the oplog of a shard node or the configuration
information of a Configserver node. You can apply for a connection string of the corresponding node.

Prerequisites

Sharded cluster instances must be used.

Usage notes

e Afteryou apply for a connection string, two connection strings are allocated to each node, one for
the primary node and one for the secondary node.

e The networktype of the connection strings must be the same as that of the current Mongos node.
e You cannot modify the connection string of a shard or Configserver node.

e The connection strings allocated here can only be used to access the node over the internal network.
If you want to access the node overthe Internet, you can apply for a public endpoint for a sharded
clusterinstance. For more information, see

Introduction to the sharded cluster architecture and nodes

For more information, see

Procedure

1. Logontothe

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

In the left-side navigation pane, click Sharded Cluster Instances.
Find the target instance and clickiits ID.
In the left-side navigation pane, click Database Connection.

In the upper-right corner, choose More > Apply for Shard or ConfigServer Connection String.

N o v M w

In the dialog box that appears, apply for a connection string for the shard or Configserver node.
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Apply for Shard or ConfigServer Connection String %
* Mode Type
Shard W
Select Mode ID
d-bp d-bp
* Account
shards 616
* Password
R 832 )
# Confirm Password
R 832 )
MNote: The account and password are required only when you create
an endpoint for the node for the first time.
oo
oo

Parameter

Node Type

Select Node ID

Description

o Shard: the shard node.

o (S: the Configserver node.

create a connection string.

Select a check box corresponding to the ID of the node for which you want to
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Parameter Description

The account name must be 4 to 16 characters in length and can contain
lowercase letters, digits, and underscores (). It must start with a lowercase
letter.

® Note

Account °o You must set the account and password only when you apply for
the connection string of a shard or Configserver node for the first
time. The account and password are required for all shard and
Configserver nodes.

o The permissions of this account are fixed to read-only.

o The password must contain at least three of the following character types:
uppercase letters, lowercase letters, digits, and special characters. Special
characters include

L H$%N&H() +-=

Password o The password must be 8 to 32 characters in length.

@ Note If youforget your password, you can reset the password. For
more information, see Reset the password for an ApsaraDB for MongoDB
instance.

Confirm

Enter the account password again.
Password P 9

8. Click Submit.
9. Wait until the instance status changes from Creating Connection to Running.

Node types

Afteryou apply forthe connection string of a shard or Configserver node, you can view the connection
string onthe Database Connection page. The following table describes node types.

Node type Description

Shard The shard node.

(&) The Configserver node.

Mongos The mongos node.
References

If the connection string of a shard or Configserver node is no longer needed, you can Release the
connection string of a shard or Configserver node.
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8.1.2. Release the connection string of a shard
or Configserver node

When you no longer need to connect to a shard or Configserver node, you can release its connection
string.

Precautions

e The connection string of a Mongos node cannot be released.

e Afterthe connection string of a shard or Configserver node is released, the connection strings of the
primary and secondary nodes are released and you cannot use this connection string to connect to
the released node. Proceed with caution.

e This operation releases the internal connection string of the node. If the node also has a public
connection string and the connection string is no longer needed, you can Release a public connection
string.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

In the left-side navigation pane, click Sharded Cluster Instances.
Find the target instance and clickits ID.

In the left-side navigation pane, click Database Connection.

o v o~ w

Find the node and clickRelease in the Actions column.
@ Note Shard indicates a shard node. CS indicates a Configserver node.

7. Inthe dialog box that appears, click OK.

8. Wait until the instance status changes fromReleasing Network Connection to Running.

8.2. Public IP Connection

8.2.1. Apply for a public endpoint for an
ApsaraDB for MongoDB instance

This topic describes how to apply for a public endpoint for an ApsaraDB for MongoDB instance so that
you can connect to the instance over the Internet.

Apply for a public endpoint for a standalone instance
Apply for a public endpoint for a replica set instance

Apply for a public endpoint for a sharded cluster instance

References

Connect to an ApsaraDB for MongoDB instance over the Internet
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8.2.2. Release a public connection string

To ensure data security, you can release a public connection string that is no longer needed inthe
console.

Precautions
e You can release one or more public connection strings of the Mongos, shard, and Configserver nodes
for a sharded cluster instance.

e Afterthe public connection string is released for an instance or node, you cannot connect to the
instance or node through the original public connection string.

e Afterthe public connection string is released, we recommend that you delete the corresponding
public IP address from the whitelist to ensure data security. For more information, see Configure a
whitelist or an ECS security group for an ApsaraDB for MongoDB instance.

Standalone and replica set instances

@ Note Afterthe public connection string of a replica set instance is released, the public
connection strings of the primary and secondary nodes are released.

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target

instance.
3. Inthe left-side navigation pane, clickReplica Set Instances.
4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane, click Database Connection.
6. Inthe Public IP Connection section, clickRelease Public Connection String.
Public IP Connection Release Public Connection Siring Update Connection String

Role Address

Primary dds -pub.mongodb.rds.aliyuncs.com:3717

Secondary dds -pub.mongodb.rds.aliyuncs.com:3717

ConnectionStringURI
7. Inthe dialog box that appears, click OK.

Sharded cluster instances

You can release one or more public connection strings of the Mongos, shard, and Configserver nodes
for a sharded cluster instance.
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@ Note

e For more information about node types, see Architecture of sharded cluster instances.

e Afterthe public connection string of a shard or Configserver node is released, the public
connection strings of the primary and secondary nodes are released.

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target

instance.

L

Find the target instance and clickits ID.

In the left-side navigation pane, clickSharded Cluster Instances.

In the left-side navigation pane, click Database Connection.

In the Public IP Connection section, find the Mongos, shard, or Configserver node for which you
want to release the public connection string.

7. Inthe Actions column corresponding to the instance, click Release.

Public IP Connection

d-bp 024
d-bp 024
d-bp 1194
d-bp 194
dds-bp? Th4-cs
dds-bp* Tbd-cs
s-bp- dfd
s-bp chd4

Node type

db

cs

mongos

db

db

db

cs

cs

mongos

mongos

Apply for Public Connection String Update Connection String

Operation

Release

Release

Release

Release

Release

Release

Release

Release

Description

The shard node.

The Configserver node.

The Mongos node.

@ Note Youcan repeat this step to release the public connection strings of other nodes as
needed. To release the public connection string of the next node, you must wait until the
public connection string of the current node is released or the status of the current node

becomes Running.
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8.

In the dialog box that appears, click OK.

Serverless instances

1.
2.

L

7.

8.

Log onto the ApsaraDB for MongoDB console.

Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

In the left-side navigation pane, click Serverless Instances
Find the target instance and clickiits ID.
In the left-side navigation pane, click Database Connection.

Inthe Public IP Connection section, click Release underthe Actions column.

Public IP Connection Update Connection String

Address Actions

dds-t4n -pub.mongodb_singapore ras.aliyuncs.com Release

In the dialog box that appears, click OK.

3. Enable or disable password-free

access for an ApsaraDB for MongoDB
instance

T his topic describes how to enable or disable password-free access over a VPC for an ApsaraDB for
MongoDB instance. This makes database connections easy and secure. After password-free access is
enabled, the ECS instance that shares the same VPC with the ApsaraDB for MongoDB instance can
connect to a database of this ApsaraDB for MongoDB instance without a password. You can still use a
database username and its password to connect to this database.

Prerequisites

e The instance is a replica set or sharded cluster instance.

e The database version of the instance is 4.0 (with the minor version of mongodb 20190408 3.0.11 or
later). If the version is earlier than the required version, upgrade the instance. For more information,
see Upgrade MongoDB versions and Upgrade the minor version of an ApsarabDB for MongoDB
instance.

(® Note You can view the database version and the minor version on the Basic Information
page in the ApsaraDB for MongoDB console.

e Theinstance is in a VPC. If the networktype is Classic Network, switch it to VPC. For more information,
see Switch from Classic Networkto VPC.

Procedure

1.
2.

Log onto the ApsaraDB for MongoDB console.

In the upper-left corner of the page, select the resource group and the region of the target
instance.
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3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based onthe instance type.

4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane, click Database Connection.

6. Inthe upper-right corner of the Intranet Connection - VPC section, clickEnable password-
free access orDisable password-free access.

o Enable password-free access.

T Intranst Connection - VPC @ l Enable password-free access l Switch o Classic Network  Update Connection String

Enable password-free access

@ When password-free access is enabled, no password is required within a VPC. However, password authentication is still used for public network access

Do you want to enable it?

n Gancel

After password-free access is enabled, the ECS instance that shares the same VPC with the
ApsaraDB for MongoDB instance can connect to a database of this ApsaraDB for MongoDB
instance without a password. You can still use a database username and its password to
connect to this database.

@ Note I you want to connect to a database of an ApsarabDB for MongoDB instance
without entering a password, add the IP address of your client to a whitelist of this instance.
For more information, see Configure a whitelist or an ECS security group for an ApsaraDB for
MongoDB instance.

The following command provides an example of a password-free connection by using the
mongo shell:

mongo --host dds-bpxxxxxxxx.mongodb.rds.aliyuncs.com:3717

o Disable password-free access.

@ Note After password-free access is disabled, the applications that have established
connections with a database of this ApsaraDB for MongoDB instance are disconnected. You
must change the database connection mode for your application before you disable
password-free access.

Basic Information Intranet Connection - VPC (Password-free access enabled) @ B Update Connection String

Disable password-free access

@ When password-free access is disabled, password authentication will be used for VPC connections. Modify the database network type to prevent possible disconnection.

Do you want to disable it?

“ Cancel

7. Inthe message that appears, click OK.
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Related operations

Operation Description

Enables or disables password-free access over a

ModifylnstanceVpcAuthMode .
VPC for an ApsaraDB for MongoDB instance.

8.4. Modify a public or internal endpoint of
an ApsaraDB for MongoDB instance

This topic describes how to modify the public and internal endpoints of an ApsarabDB for MongoDB
instance in the ApsaraDB for MongoDB console.

Limits
Instance Limit
Standal
. andaione You can only modify the public and internal endpoints of a primary node.
instances

You can modify the public and internal endpoints of both primary and secondary

Replica set instances
P nodes.

Sharded cluster

. You can only modify the public and internal endpoints of a mongos.
instances

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, orSharded Cluster Instances
based on the instance type.

Find the target instance and clickits ID.
In the left-side navigation pane, click Database Connection.

Inthe Intranet Connection orPublic IP Connection section, clickUpdate Connection String.

N oo v s

In the dialog box that appears, enter a new endpoint.
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Update Connection String X

* Node

Primary(371) e
Current Connection String
dds- .mongodb_rds_thirteenth-inc.com

* Mew Connection String

newconnection123 mongodb.rds thirtleenth-inc.com

@ Note
o You can only modify the prefix of the endpoint.

o The new endpoint must be 8 to 64 characters in length and can contain lowercase
letters, digits, and hyphens (-). it must start with a lowercase letter and end with a
lowercase letter or digit.

8. ClickSubmit.

What's next

After you modify the public orinternal endpoint, you must connect a client or an application to your
ApsaraDB for MongoDB instance by using the new endpoint.

8.5. Switch the network type of an
ApsaraDB for MongoDB instance

This topic describes how to switch the network type of an ApsaraDB for MongoDB instance between
Classic Network and VPC in the ApsaraDB for MongoDB console.

Prerequisites

The instance is a replica set or sharded cluster instance.

@ Note Fora standalone instance, its network type is always VPC and cannot be changed.

Precautions

77 > Document Version: 20210205



User Guide-Network connection ma

ApsaraDB for MongoDB

nagement

Switching the network type of an instance causes a brief disconnection of the instance. We recommend
that you performthis operation during off-peak hours or make sure that your application is configured
to reconnect to the instance after it is disconnected. This protects your business against the brief
disconnection.

@ Note You can choose to retain the internal endpoints on the classic network. This way, you
can switch the network type without a brief disconnection. For more information, see Configure a
hybrid access solution to switch the network type of an ApsaraDB for MongoDB instance from
Classic Networkto VPC.

Internal connection addresses

e Intranet Connection - Classic Network: Cloud services on a classic network are not isolated.
Unauthorized access can only be blocked by the security groups or whitelists of the cloud services.

e Intranet Connection - VPC: A VPC is an isolated virtual network with better security and performance
than a classic network. By default, an ApsaraDB for MongoDB instance provides internal endpoints on
a VPC.

Switch from Classic Network to VPC

1.

O N o

°

Create a VPC in the same region as the target ApsaraDB for MongoDB instance. For more
information, see Create a VPC.

Log onto the ApsaraDB for MongoDB console.

In the upper-left corner of the page, select the resource group and the region of the target
instance.

In the left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based onthe instance type.

Find the target instance and clickits ID.
In the left-side navigation pane, click Database Connection.
Inthe Intranet Connection - Classic Network section, click Switch to VPC.

Inthe VPC dialog box that appears, specify VPC and VSwitch.

® Note

o YoucanturnonRetain the connection address of the classic network to
generate new internal endpoints on the VPC and keep the existing internal endpoints on
the classic network within a specified period. When an internal endpoint on a classic
network expires, it is automatically released.

o If youdo not turn on Retain the connection address of the classic network, there
may be a brief disconnection while you switch the network type. In this case, Alibaba
Cloud services (such as ECS) on the classic network cannot connect to this instance.

Click OK.

Switch from VPC to Classic Network
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After you switch the network type of the instance to Classic Network, the internal endpoints on the
VPC are released and ECS instances in the VPC can no longer connect to this instance with these
endpoints. ApsaraDB for MongoDB generates new internal endpoints on the classic network and retains
the same public endpoints. You must modify the connection information for your application.

@ Note Afteryou switch the network type of the instance to Classic Network, ECS instances in
the VPC can no longer connect to this instance. While you switch the network type of the instance,
there may be a brief disconnection. We recommend that you perform this operation during off-
peak hours or make sure that your application is configured to reconnect to the instance afterit is
disconnected. This protects your business against the brief disconnection.

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based on the instance type.

4. Find the target instance and click its ID.

5. Inthe left-side navigation pane, click Database Connection.

6. Inthe Intranet Connection - VPC section, click Switch to Classic Network.
7

. Inthe message that appears, click OK.

8.6. Configure a VPC for a new instance

ApsaraDB for MongoDB supports two network types: classic network and VPC. T his topic describes how
to configure a VPC for a new ApsaraDB for MongoDB instance.

Context

On the Alibaba Cloud platform, a classic network and a VPC have the following differences:

e Onthe classic network, cloud services are not isolated. You can configure a security group or whit elist
policy forthemto block unauthorized access.

e A VPC helps you build an isolated network environment in Alibaba Cloud, where you can customize its
routing table, IP address range, and gateway. In addition, you can use a physical connection or VPN
to combine your user-created IDC with cloud resources in Alibaba Cloud VPC to create a virtual IDC, so
that you can smoothly migrate your applications to the cloud.

ApsaraDB for MongoDB uses VPC by default. To this end, you need to create an ApsarabDB for MongoDB
instance and a VPC in the same region as follows:

e [f you have not created an ApsaraDB for MongoDB instance, you can create a VPC first and create an
ApsaraDB for MongoDB instance in the VPC following the procedure described in this topic.

e [f you have created an ApsaraDB for MongoDB instance, you can create a VPC in the same region and
add the ApsaraDB for MongoDB instance to the VPC. For more information, see Switch the network
type of aninstance.

Procedure

1. Create a VPC. For more information, see Create a VPC.

2. Create an ApsaraDB for MongoDB instance in the same region as the VPC.
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3. When creating the ApsaraDB for MongoDB instance, select VPC as the network type on the
instance creation page.

4. UnderVPC, select the configured VPC and VSwitch for VPC and VSwit ch, respectively, as shown in
the following figure.

Classic

Network Type

5. Onthe instance creation page, specify other configuration items as required. For more information,
see the following links.

o
o

o

8.7. Configure a hybrid access solution to
switch the network type of an ApsaraDB
for MongoDB instance from Classic
Network to VPC

This topic describes how to configure a hybrid access solution to switch the network type of an
ApsaraDB for MongoDB instance from Classic Network to VPC without a brief disconnection or network

disconnection.

Prerequisites

e The instance is a replica set or sharded cluster instance.
e The instance is in a classic network.
e A VPCis created in the same region as the instance. For more information, see and

Background information

e In hybrid network access mode, you cannot switch the network type to Classic Network.

e While you switch the network type of an ApsaraDB for MongoDB instance from Classic Network to
VPC, you can choose to retain the internal endpoints on the classic network for up to 120 days. In
hybrid network access mode, the instance supports access from ECS instances in both the classic
network and VPC.

e In hybrid network access mode, you can switch the network types of ECS instances and other Alibaba
Cloud services from Classic Networkto VPC until all services are deployed in a VPC.
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Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based on the instance type.

Find the target instance and clickits ID.
In the left-side navigation pane, click Database Connection.

Inthe Intranet Connection - Classic Network section, click Switch to VPC.

N o v ok

Inthe VPC dialog box that appears, configure related parameters.

VPC X

| Note: A disconnection will occur during the switching io VPC. Also, after switching the MongoDB
instance cannot be accessed by ECS in the classic network. 1T you want to refain the classic
network connection address, select the following opiicn.

VPC

WVPC-Hangzhou-H ! o

VSwitch

test e o

Retain the connection address of the classic network

L @

S

Expiration Time {Days)

(@14 )30 )60 ( 120 o

i. Turn onRetain the connection address of the classic network.

i. Specify VPC and VSwitch.

ii. Set Expiration Time (Days).
8. Click OK.

8.8. Change the retention period of
internal endpoints on the classic network
of an ApsaraDB for MongoDB instance

This topic describes how to change the retention period of internal endpoints on the classic network of
an ApsaraDB for MongoDB instance.
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Prerequisites

The instance is in hybrid network access mode. For more information, see Configure a hybrid access
solution to switch the network type of an ApsaraDB for MongoDB instance from Classic Networkto VPC.

Context

After aninternal endpoint on the classic network expires, it is released. You can change the retention
period of such aninternal endpoint before it expires.

Procedure
1. Log onto the ApsaraDB for MongoDB console.
2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.
3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based onthe instance type.
4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane, click Database Connection.
6. Inthe Retained Classic Network Address section, click Change Expiration Time .
Public IP Connection Apply for Public Connection String
Role Address
No data is available
Retained Classic Network Address - Expire at May 9, 2019
Role Address
Primary dds- mongodb rds aliyuncs.com:3717
Secondary dds- mongodb.rds.aliyuncs.com: 3717
ConnectionStringURI
7. Inthe Change Expiration Time panel, select a retention period.
@ Note Youcan set the retention period to 14, 30, 60, or 120 days.
8. Click OK.
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9.Data security

9.1. Configure a whitelist or an ECS security
group for an ApsaraDB for MongoDB
Instance

This topic describes how to configure an IP address whitelist or an ECS security group for an ApsaraDB
for MongoDB instance. After you create an ApsaraDB for MongoDB instance, you must configure an IP
address whitelist or add an ECS security group to allow access only from authorized devices. The
default whitelist contains only the IP address 127.0.0.1, which indicates that no devices can access the
ApsaraDB for MongoDB instance.

Prerequisites

When you add an ECS security group, make sure that the ApsaraDB for MongoDB instance has the same
network type as the ECS instances in the ECS security group. If both the ApsarabDB for MongoDB
instance and ECS instances are of the VPC type, make sure that they reside in the same VPC.

Context

e Before you use an ApsaraDB for MongoDB instance for the first time, you must configure a whitelist
forthe instance. After you configure the whitelist, the endpoints of the instance appearonthe
Basic Information and Database Connection pages.

e Whitelists make your ApsaraDB for MongoDB instances more secure. We recommend that you maintain
the whitelists on a regular basis.

Configure an IP address whitelist for a standalone instance, replica
set instance, or sharded cluster instance

1. Logontothe

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based on the instance type.

4. Find the target instance and clickiits ID.

5. Inthe left-side navigation pane, choose Data Security > Whitelist Settings.

6. Find the IP address whitelist that you want to configure, and choose : > Manually Modify or

Import ECS Intranet IP inthe Actions column.

Manually Modify
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i. Inthe Manually Modify panel, clickthe IPv4 orIPv6 tab based on your network connection.

@ Note
m Limits forIPv4 addresses:

m Separate multiple IP addresses with commas (,). A maximum of 1,000
different IP addresses can be added.
A whitelist can include IP addresses such as 0.0.0.0/0 and 10.23.12.24 , or

CIDR blocks such as  10.23.12.24/24 . /24 indicates that the prefix of the

CIDR block is 24-bit long. You can replace 24 with a value within the range of
1to 32.

m [f the whitelist is empty or contains 0.0.0.0/0 , all IP addresses can access

the ApsaraDB for MongoDB instance. This may introduce security risks to the
instance. Proceed with caution.

m Limits forIPv6 addresses:

m Separate multiple IP addresses with commas (,). A maximum of 1,000
different IP addresses can be added.

Supported formats include : and 0:0:0:0:0:0:0:1 . Only IP addresses are
supported. CIDR blocks will be supported later.

m [f the whitelist is empty or contains only :: , all IP addresses can access the

ApsaraDB for MongoDB instance. This may introduce security risks to the
instance. Proceed with caution.

m You can specify IPv6 address whitelists only if the instance resides in Zone G
of the China (Hangzhou) region.

m You can specify IPv6 address whitelists only if the version of the database
engine is 4.2.

m You cannot specify both IPv4 and IPv6 addresses in a single whitelist. If you want

to specify both IPv4 and IPv6 addresses, specify them in separate whitelists.

ii. Click OK.
Import ECS Intranet IP
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i. Clicklmport ECS Intranet IP. Inthe Import ECS Intranet IP panel, the internal IP addresses of
ECS instances created in the current account are displayed. Select one or more IP addresses
and add themto the IP address whitelist.

Import ECS Intranet IP x|

Group Name
default

IP White List |
B 320 tems 0 ltem
172

o & 2 - o
v .

w
w

[ IREF: 4
172 a
172 0
172 a

192 ]
107 - o

ii. Click OK.

@ Note For easy O&M and access control, we recommend that you add an ECS security
group. For more information, see Configure an ECS security group for a standalone
instance, replica set instance, or sharded cluster instance.

Configure an ECS security group for a standalone instance, replica
set instance, or sharded cluster instance

An ECS security group relieves you from the tedious work of adding IP addresses or CIDR blocks. It makes
database O&M easier.

1.

Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based onthe instance type.

4. Find the target instance and clickiits ID.

5.

6. ClickAdd Security Group.

7. Inthe Add Security Group panel, select one or more ECS security groups that you want to add.
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Add Security Group K

Security Groups

Sg-Ari LS R [ vee ]

-t N ———————

|:| Sg-t4n S — n m

[ so-t4rmem - m

[] 50-td I EE I

1 sgtdr -

(] Sg-tdne memmme—— m

[ | sgt4n 0 HO0 B oo

- OK Cancel

@ Note

o Each ApsaraDB for MongoDB instance can be added to up to 10 security groups. After

you add an ECS security group, all its ECS instances can access the ApsaraDB for
MongoDB instance either over an internal network or over the Internet. For access over
an internal network, the two types of instances must have the same network type. If
the network type is VPC, the two types of instances must be in the same VPC. For access
over the Internet, you must have applied for a public endpoint for the ApsaraDB for
MongoDB instance.

If you move your pointer over an ECS security group, you can view its name and
description. If you move your pointer over VPC, you can view the VPC ID. T his way, you
can quickly find an ECS security group.
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Delete a whitelist or an ECS security group of a standalone instance,
replica set instance, or sharded cluster instance
1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, orSharded Cluster Instances
based onthe instance type.

4. Find the target instance and click its ID.

6. Delete a whitelist or an ECS security group.To delete a whitelist, performthe following steps:

i. Find the whitelist that you want to delete, and choose

> Delete Whitelist Group inthe Actions column.

Add a Whitelist Group

Group Name IP White List Operation

ddsdis o E]

Manually Modify
default
Import ECS Intranet IP

You have added 3 IP addresses and can add 997 more. o

® Note You cannot delete the default whitelist.

ii. Inthe message that appears, click OK.
To clear all ECS security groups, performthe following steps:
i. ClickClear.

Add a Whitelist Group

Group Name IP White List

default

hdm_security_ips

You have added 2 IP addresses and can add 998 more

o

Security Groups

sg-bp’
ii. Inthe Clear Security Groups message, click OK.

Common connection scenarios
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e Connect to an ApsaraDB for MongoDB instance over the Internet

e How to connect an ECS instance to an ApsaraDB for MongoDB instance when their network types are
different

e How to connect an ECS instance to an ApsaraDB for MongoDB instance when they are in different
regions

e Connect an ECS instance with an ApsaraDB for MongoDB instance in another Alibaba Cloud account

9.2. Configure SSL encryption for an
ApsaraDB for MongoDB instance

This topic describes how to enhance link security by enabling Secure Sockets Layer (SSL) encryption and
installing SSL CA certificates on your application services. The SSL encryption feature encrypts network
connections at the transport layer to improve data security and ensure data integrity during
communication. This topic describes operations related to SSL encryption.

Prerequisites

e The instance is a replica set instance.

e The database version of the instance is 3.4, 4.0, or 4.2.

Notes

When you enable or disable SSL encryption or update SSL CA certificates for an instance, the instance is
restarted. Plan your operations in advance and make sure that your applications can automatically re-
establish a connection.

@ Note When aninstance is restarted, all its nodes are restarted in turn and each node goes
through a transient connection of about 30 seconds. If the instance houses more than 10,000
collections, the transient connections last longer.

Precautions

e You can download SSL CA certificate files only fromthe ApsaraDB for MongoDB console.

e Afteryou enable SSL encryption for an instance, the CPU utilization of the instance is significantly
increased. We recommend that you enable SSL encryption only when necessary. For example, you can
enable SSL encryption when you connect to an ApsarabDB for MongoDB instance over the Internet.

@ Note Internal network connections are more secure than Internet connections and do not
need SSL encryption.

e Afteryou enable SSL encryption for an instance, both SSL and non-SSL connections are supported.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances.
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4. Find the target instance and clickits ID.

5. Inthe left-side navigation pane, choose Data Security > SSL.

6. Performone of the following operations:

@ Note When you enable or disable SSL encryption or update SSL CA certificates for an
instance, the instance is restarted. Plan your operations in advance and make sure that your
applications can automatically re-establish a connection.

Operation

Enable SSL
encryption

Update an SSL CA
certificate

Download an SSL
CA certificate file

Disable SSL
encryption

References

Prerequisite

The SSL encryption status
is Disabled.

The SSL encryption status
is Enabled.

The SSL encryption status
is Enabled.

The SSL encryption status
is Enabled.

Procedure

Turn on the switch next to SSL Status. Inthe
message that appears, click OK.

Click Update Certificate. In the message that
appears, click OK.

Click Download Certificate to download an SSL
CA certificate file to your computer.

Turn off the switch next to SSL Status. Inthe
message that appears, click OK.

Use the mongo shell to connect to an ApsaraDB for MongoDB database in SSL encryption mode

9.3. Configure TDE for an ApsaraDB for
MongoDB instance

This topic describes how to configure Transparent Data Encryption (TDE) for an ApsaraDB for MongoDB
instance. Before data files are written to disks, TDE encrypts the data files. When data files are loaded
from disks to the memory, TDE decrypts the data files. TDE does not increase the sizes of data files.
When you use TDE, you do not need to modify your application that uses the ApsaraDB for MongoDB
instance. You can enable TDE for an instance in the ApsaraDB for MongoDB console to improve data

security.

Prerequisites

e The instance is a replica set instance or a sharded cluster instance.

e The storage engine of the instance is WiredTiger.

e The database version of the instance is MongoDB 4.0 or 4.2. If the database version of the instance is
earlier than MongoDB 4.0, upgrade the database version. For more information, see Upgrade

MongoDB versions.

@ Note Before you enable TDE, you can create a pay-as-you-go instance of MongoDB 4.0 or
4.2 to test the compatibility between your application and the database version. You can release
the instance after you complete the test.
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If the architecture or storage engine of your instance does not meet the requirements, you can create
an instance that meets the requirements and migrate data of your instance to the new instance. For
more information, see Configuration change overview.

Impacts

When you enable TDE, your instance is restarted and a transient connection occurs between your
application and the instance that connects to the application. We recommend that you enable TDE
during of f-peak hours and ensure that your application can reconnect to the instance in case of a
transient connection.

TDE increases the CPU usage of your instance.

You cannot restore TDE-encrypted collections to a user-created ApsaraDB for MongoDB database
from physical backup files. To restore TDE-encrypted collections to a user-created ApsaraDB for
MongoDB database, use logical backup files.

Notes

After you enable TDE, you cannot disable TDE.

You can enable TDE for an instance. You can also enable or disable encryption for a collection as
required. If you need a filed-level encryption, see Explicit (Manual) Client-Side Field Level
Encryption(only MongoDB 4.2 version instances are supported).

@ Note When you create a collection, you can disable encryption for the collection. For more
information, see Disable encryption for a collection.

Afteryou enable TDE, only newly created collections are encrypted. Collections that are created
before you enable TDE are not encrypted.

Key Management Service (KMS) generates and manages the keys of TDE. ApsaraDB for MongoDB does
not provide keys and certificates that are required for encryption.

Procedure

. Logontothe ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target

instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances

based on the instance type.

4. Find the target instance and click its ID.
5. Inthe left-side navigation pane, choose Data Security > TDE.

6. Turn onthe switch next to TDE Status: to enable TDE.
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< | Instance Running Migrate External MongoDB Backup Instance Restart Instance
Basic Information TDE @
Accounts TDE Status: Disabled
Database Connection warning

Backup and Recovery *Note: TDE cannot be disabled after it is enabled

Monitering Info
Alarm Rules
Service Availability
» Parameters
~ Data Security
Whitelist Setting
Audit Log
SSL

TDE

7. Inthe Enable TDE dialog box, you can select Use Automatically Generated Key or Use
Custom Key. Then, click OK. The instance status changes to Modifying TDE. After the status
changes to Running, TDE is enabled.

@ Note You can use KMS to manage custom keys. For more information, see KMS.

Disable encryption for a collection

Afteryou enable TDE, all newly created collections are encrypted. When you create a collection, you
can performthe following steps to disable encyption forthe collection:

1. Connect to your instance through the mongo shell. For more information, see Connect to a replica set
instance or Connect to a sharded cluster instance.

2. Runthe following command to create a collection and disable the encryption feature:

db.createCollection("<collection_name>",{ storageEngine: { wiredTiger: { configString: "encryption=(na

me=none)"}}})

@ Note <collect ion_name>: the name of the collection.

Example

db.createCollection("customer",{ storageEngine: { wiredTiger: { configString: "encryption=(name=none

)"}

9.4. Use the mongo shell to connect to an
ApsaraDB for MongoDB database in SSL
encryption mode
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This topic describes how to use the mongo shell to connect to an ApsaraDB for MongoDB database in
Secure Sockets Layer (SSL) encryption mode. SSL encryption can encrypt network connections at the
transport layer to improve data security and ensure data integrity.

Prerequisites

e The instance is a replica set instance, and the database version of the instance is 3.4 or4.0..

@ Note If the database version of the instance is earlier than required versions, you must
upgrade the database version. For more information, see Upgrade MongoDB versions.

e SSl encryptionis enabled for the instance. For more information, see Configure SSL encryption foran
ApsaraDB for MongoDB instance.

e Mongo shell 3.0 or later is installed on the local server or ECS instance from which you want to
connect to the database. For more information about the installation procedure, visit Install
MongoDB.

e The IP address of the local server orthe ECS instance is added to a whitelist of the ApsaraDB for
MongoDB instance. For more information, see Configure a whitelist or an ECS security group for an
ApsaraDB for MongoDB instance.

Precautions

After you enable SSL encryption for an instance, the CPU utilization of this instance is significantly
increased. We recommend that you enable it only when necessary. For example, you can enable SSL
encryption when you connect to an ApsaraDB for MongoDB instance over the Internet.

(@ Note Interal network connections are more secure than Internet connections and do not
need SSL encryption.

Procedure

A local server with a Linux operating system s used in the following example:

1. Download an SSL CA certificate package. For more information, see Configure SSL encryption foran
ApsaraDB for MongoDB instance.

2. Decompress the package and upload the certificate files to the local server or the ECS instance
where the mongo shellis installed.

@ Note Inthis example, the .pemfile is uploaded to the /root/sslcafile/ directory of the
local server.

3. Onthe local server orin the ECS instance, run the following command to connect to a database of
the ApsaraDB for MongoDB instance:

mongo --host <host> -u <username> -p --authenticationDatabase <database> --ssl --ssICAFile <ssICAFile

_path>--sslAllowInvalidHostnames
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@ Note

o <host>: the connection string (including the port number) of the primary or secondary
node in the ApsaraDB for MongoDB instance. For more information, see Overview of
replica set instance connections.

m If youwant to connect to a database of the ApsaraDB for MongoDB instance
overthe Internet, apply for a public endpoint for this instance. For more
information, see Apply for a public endpoint for an ApsaraDB for MongoDB
instance.

m If youwant to connect to a database of the ApsaraDB for MongoDB instance
over an internal network, make sure that the ApsaraDB for MongoDB instance has
the same network type as the ECS instance. If the network type is VPC, make sure
that the two instances are in the same VPC.

o <username>: the username you use to log onto a database of the ApsaraDB for
MongoDB instance. The initial username is root. We recommend that you do not log on
to a database as the root userin a production environment. You can create users and
grant permissions to the users as needed. For more information, see Manage user
permissions on MongoDB databases.

o <database>: the name of database corresponding to the username if authentication is
enabled. If the username is root, enter admin.

o <ss|CAFile_path>: the path of the SSL CA certificate files.

Example:

mongo --host dds-bpxxxxxxxx-pub.mongodb.rds.aliyuncs.com:3717 -u root -p --authenticationDatabas

e admin --ssl --ssICAFile /root/sslcafile/ApsaraDB-CA-Chain.pem --sslAllowInvalidHostnames

4. When Enter password: is displayed, enter the password of the database user and press Enter.

@ Note
o The password characters are not explicitly displayed when you enter the password.

o If youforget the password of the root user, you can reset the password. For more
information, see Set a password.

Common connection scenarios

e Connect to an ApsaraDB for MongoDB instance over the Internet

e How to connect an ECS instance to an ApsaraDB for MongoDB instance when their network types are
different

e How to connect an ECS instance to an ApsaraDB for MongoDB instance when they are in different
regions

e Connect an ECS instance with an ApsaraDB for MongoDB instance in another Alibaba Cloud account

9.5. Audit logs (new version)
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9.5.1. Enable the new audit log feature

The new audit log feature integrates the features of Log Service with ApsaraDB for MongoDB. The
audit log feature allows you to filter log data, analyze logs online, and export logs. This helps you
discover security and performance issues of your ApsaraDB for MongoDB instances at your earliest
opportunity.

Prerequisites

If you want to enable the new audit log feature as a RAM user, the RAM user must be granted the
AliyunLogFullAccess permission. For more information, see Grant permissions.

Context

Alibaba Cloud Log Service is an all-in-one service and has been used in big data analytics scenarios. Log
Service allows you to collect, consume, ship, search, and analyze log data without the need for extra
code resources. This service makes 0&M more efficient ApsaraDB for MongoDB integrates the features
of Log Service to provide the new audit log feature, which is characterized by stability, ease of use,
flexibility, and high efficiency.

This topic describes how to enable the new audit log feature.

Notes

After you enable the new audit log feature, Log Service records operations on ApsaraDB for MongoDB
instances in logs to facilitate troubleshooting.

Billing

The new audit log feature has two editions: trial and official.

@ Note The trial edition has been available. The official edition is planning to be available at a
later date.

e Inthe trial edition, audit logs can be stored for one day with a maximum storage capacity of 100 GB.

e The official version is charged based on the size of audit logs and retention period. The official
version supports more features than the free trial version.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based on the instance type.

4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane, choose Data Security > Audit Logs.
6. ClickEnable Audit Logs.
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Latest Audit Logs

The latest audit logs integrated with Log Service provide comprehensive features, such as log guery, log
filtering, and cnline analysis, and help to detect and resclve service security and performance issues. You

can also download audit logs or store the logs to OS5 as archives to retain the logs for longer periods.

Log Retention Period

Free Trial

Operational logs and slow guery lags can be stored for free. Audit logs are billed by storage usage and
retention pericd. Audit logs are stored for one day and then automatically deleted. If you want to query,
filter, and export logs, or retain logs for mare than one day, you must enable the official version of audit

legs.

Reference:Billing of audit logs

Enable Audit Logs

7. Click OK.

What's next

e Query audit logs

e Download audit logs

e Modify audit settings

e Subscribe to audit log reports

e Disable audit logging

Related information

e Qverview

e Slow query logs

9.5.2. Query audit logs

In the ApsaraDB for MongoDB console, you can view audit logs in a specified time range and filter audit
logs that match various conditions.

Prerequisites

You have enabled the new audit log feature. For more information, see Enable the new audit log
feature.

Context

You can query audit logs for detailed insight when you want to view database request records,
discover the cause for sudden increases in resource consumption, or find records of modify and delete
operations on data.

View audit logs

1. Log onto the ApsaraDB for MongoDB console.
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2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based on the instance type.

4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane of the Instance page, choose Data Security > Audit Logs.

6. Onthe Mongo audit log center page that appears, view audit log details of the ApsaraDB for
MongoDB instance.

Filter audit logs

You can define different conditions to filter audit logs.
1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based on the instance type.

4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane of the Instance page, choose Data Security > Audit Logs.

6. Onthe Mongo audit log center page that appears, define conditions to filter audit logs.

=]
@ Mongo audit log center @ Please Select v MISubscibe @ Alerts (3 Refresh @ Title Configuration  Reset Time

Filkr topic_: mongo_audit log

instanceid:dds-

Accessed Usars § Accessed Clients : Average Execution Period : Auditlogs

TOP 5 Clients i TOPS5 Comman ds 3 TOP 5 Users

Filter conditions

Filter

L Description
condition P
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Filter
condition

Keyword

Operation
Type

Client IP
Address

Database
Name

Set Name

Username

Description

Filters audit logs by keywords such as the client IP address, executed commands,
accounts, and extended information.

@ Note

o The Keyword filed supports exact match, so you must enter complete
information.

® For example, you must enter a complete IP address such as
192.168.1.1, instead of 192.168 or 1.1.

B You must enter a complete command such as AUTH or auth,
instead of au.

©o You must enclose keywords that contain colons within double quotation
marks (""), such as "userld: 7"

Filters audit logs by operation type. Operation types include:
o query

o find

° insert

o update

o delete

© remove

o getMore: the read operation

o command: the protocol command such as the aggregate method

The client IP address used to connect the ApsaraDB for MongoDB instance.

The name of the ApsaraDB for MongoDB database.

The name of the ApsaraDB for MongoDB instance set.

The account used to log on to the ApsaraDB for MongoDB instance.

View audit logs within a specified time range

You can view slow query logs within a specified time range by using the time picker.

1.
2.

Log onto the ApsaraDB for MongoDB console.

In the upper-left corner of the page, select the resource group and the region of the target

instance.

. Inthe left-side navigation pane, click Replica Set Instances, orSharded Cluster Instances

based onthe instance type.

. Find the target instance and clickits ID.
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5. Inthe left-side navigation pane of the Instance page, choose Data Security > Audit Logs.
6. Onthe Mongo audit log center page that appears, click Please Select.

7. Specify the time range in the time picker.

Time >

Apr 27, 2020, 17:19:13 ~Apr 27, 2020, 17:34:13

> Relative
1 Minute 3 Minutes 15 Minutes
1 Hour 4 Hours 1 Day Today
1 Week 30 Days This Manth
Custom

»  Time Frame

1 Minute 15 Minutes 1 Hour
4 Hours 1 Day 1 Week 30 Days
Teday Yesterday
The Day before Yesterday This Week
Previous Week This Month +B
This Quarter This Year Custom
> Custom

Apr 27, 2020, 17:19~Apr 27, 2020, 17:34

The current query time range is accurate to the minute, To use a @

query time range that is accurate to the second, set the
timestamps in your S0L statement. Example: * | select * from log
where __time__>1558013658 and __time__< 1558013660

Time picker sections

No. Section Description

Information about the time range is displayed in this section when

1 Time . . . .
you move the pointer over a relative time or a time frame.
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No. Section Description

A time period relative to the current point in time. Information
2 Relative about the time range is displayed in the Time section when you
move the pointer over any element in this section.

A time frame period that is more than one minute. Information
2 Time Frame about the time range is displayed in the Time section when you
move the pointer over any element in this section.

A custom time period. Specify a time period and click OK to confirm

4 Custom . .
the time period.

FAQ

e |can only view 2,000 audit log entries in total. Where can | view the others?

The Audit Logs page on the ApsaraDB for MongoDB console displays up to 2,000 audit log entries. To
view more audit log entries, you must log on to the Log Service console. For more information, see
Query logs.

e Where can | view old audit log documentation?

See Configure audit logging for an ApsaraDB for MongoDB instance.

Related information
e Enable the new audit log feature
e Overview

e Slow query logs

9.5.3. Modify audit settings

This topic describes how to modify the operation types to be collected in the audit logs by modifying
Audit Log Filter Setting.

Procedure

1. Logonto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based on the instance type.

Find the target instance and clickits ID.
In the left-side navigation pane of the Instance page, choose Data Security > Audit Logs.

In the upper-left corner of the page, click Audit Log Filter Setting.

N oo v s

Inthe Audit Log Filter Setting dialog box, select the operation types that you want to audit,
and click Submit.
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@ Note The following list describes the operation types:
o admin: O&M operations
o slow: slow queries
o query: queries
o insert: datainsertion
o update: data updates
o delete: data deletion

o command: protocol commands, such as the aggregate method

Related information

e Enable the new audit log feature
e QOverview

e Slow query logs

9.5.4. Download audit logs

You can download the queried audit logs to your local server, and then archive, filter, or analyze the
logs.

Prerequisites

You have enabled the new audit log feature. For more information, see Enable the new audit log
feature.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based onthe instance type.

4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane of the Instance page, choose Data Security > Audit Logs.

6. Inthe log chart section, choose

@ Note Youcanfilter logs by using the following methods. Then, you can download the
content that meets your requirements.

. 1> Download Log inthe upper-right corner of the target chart.

o Filterlog data by keyword, type, account, or client IP address. For more information, see

Filter audit logs.

o Filter logs by the time when logs are generated. Click Select Time Range above the
Download Log buttonto select a time range.
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TOP 5 Clients

Accessed Clients

0

|Z| TOP 5 Commany ds

|I| Average Execution Period E|

00 0

|I| TOP 5 Users

Auit Log Details E|

Start Time: Usemame Query Statement Instance Id Database Name Set Name Execution Period (us) Client IP Address

Afteryou clickDownload Log, the selected log entries are saved to a .csvfile on your local server
through the web browser. Then, you can view the log data by using tools such as Excel.

Related information

e Enable the new audit log feature
e QOverview

e Slow query logs

9.5.5. Subscribe to audit log reports

You can subscribe to audit log reports of ApsaraDB for MongoDB through emails or the DingT alk
ChatBot. This allows you to retrieve information about ApsaraDB for MongoDB regularly.

Prerequisites

You have enabled the new audit log feature. For more information, see Enable the new audit log
feature.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based on the instance type.

4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane of the Instance page, choose Data Security > Audit Logs.

6. Onthe Mongo audit log center page, click Subscribe in the upper-right corner.

(© Please Select ¥ # Edit [ Subscribe | @ Alerts

7. Inthe Subscription Configuration step, complete the settings and click Next at the lower part
of the page.The following table describes the parameters on the Subscription Configuration page.

() Refresh £ Title Configuration Reset Time

Parameter Description

Subscription Name The description of the subscription. You can customize the description.

101 > Document Version: 20210205


https://www.alibabacloud.com/help/doc-detail/164542.htm#task-2488775
https://www.alibabacloud.com/help/doc-detail/179246.htm#concept-1937968
https://www.alibabacloud.com/help/doc-detail/135104.htm#task-2038586
https://www.alibabacloud.com/help/doc-detail/164542.htm#task-2488775
https://mongodb.console.aliyun.com/

ApsaraDB for MongoDB User Guide-Data security

Parameter Description
Frequency Specifies the frequency at which ApsaraDB for MongoDB sends the reports.

After you enable this feature, the images in the reports are watermarked

Add watermark with the email address or the WebHook URL.

8. Inthe Notifications step, click the drop-down list on the right and select a notification method.

Create Subscription X
Notifications Add a notification method ~
Emauil

No notification configurations are available. Select 4 WebHook-DingTalk Bot

corner to add o

@ Note The available notification methods are Email and WebHook-DingT alk Bot. You
can choose one or both of them.

9. Specify the Recipients of the Email or enter the Request URL of the WebHook-DingT alk Bot,
and then click Submit at the lower part of the page.

Related information

e Enable the new audit log feature
e Overview

e Slow query logs

9.5.6. Disable audit logging

This topic describes how to disable audit logging for an ApsaraDB for MongoDB instance.

Context

ApsaraDB for MongoDB does not support disabling the audit log feature. To reduce the number of
audit logs and save storage space, you can disable audit logging for specific operation types.

Impacts

If you disable audit logging for a specific operation type, the systemignores the operation type in
future auditing. However, the audit logs generated before you modify the settings are retained. You
can use the audit logs for backtracking. For more information, see Query audit logs.

Disable audit logging
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1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based onthe instance type.

Find the target instance and clickits ID.
In the left-side navigation pane of the Instance page, choose Data Security > Audit Logs.

Inthe upper-left corner of the page, click Audit Log Filter Setting.

N oovnobs

Inthe Audit Log Filter Setting dialog box, clearthe target operation types, and click Submit.

@ Note We recommend that you select admin and slow .The log size of the two

operation types is small. You can use these audit logs for troubleshooting. For more
information, see Operation types.

Related information

e Enable the new audit log feature
e QOverview

e Slow query logs
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10.Monitoring and alerting
10.1. View monitoring information

The ApsaraDB for MongoDB console provides a wide range of performance monitoring information for
you to checkthe running status of instances.

Precautions

When you receive an alert message from Alibaba Cloud, such as a message indicating that the CPU
utilization of your instance exceeds 80%, you can view monitoring information about the instance on
ApsaraDB for MongoDB console to troubleshoot the issue. You can filter the nodes of the instance to
checkthe status of each node and locate the node where the issue occurs.

Monitoring information is retained for up to seven days. You cannot view the monitoring information
that was generated seven days ago.

Procedure

. Logonto the ApsaraDB for MongoDB console.

. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

. Inthe left-side navigation pane, click Replica Set Instances, Sharded Cluster Instances, or
Serverless Instances based on the instance type.

. Find the target instance and clickits ID.
. Inthe left-side navigation pane, click Monitoring Info.

. View monitoring information based on instance types:

@ Note By default, the Monitoring Info page displays the monitoring information of the
last day. You can also select a time range to view historical monitoring information.

Standalone instances: You can only view the monitoring information about primary nodes.

Replica set instances: You can view the monitoring information about primary or secondary
nodes by selecting a node fromthe drop-down list in the upper part of the Monitoring Info
page.

Basic Information . - F— - 5
Monitor Granularity Setting Instance Information Collection Frequency: 300 Seconds (@ | | Primary 12n -~ Nov 6, 2019 13:26:39 Nov7, 2019 13:28:39

Accounts

v P v (0 27
CPU Usage 7 Frman (220
Database Connection Secondary (* 29)

Backup and Recovery 4

Monitoring Info
Alarm Rules I

o Sharded clusterinstances: You can view the monitoring information about mongos, shard, or

ConfigServer nodes by selecting a node fromthe drop-down list in the upper part of the
Monitoring Info page.

@ Note Mongos nodes have IDs prefixed with s-. Shard nodes have IDs prefixed with d-.
ConfigServer nodes have IDs suffixed with -cs.
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Basic Information

Accounts

Database Connection

Backup and Recovery

Monitoring Info

Service Availability

» Data Security

Monitor Granularity Setting

CPU Usage

s-1u 54 ~ Nov 6, 2019 13:33.23 - Nov7 2019 1333:23

Instance Information Collection Frequency: 300 Seconds @

Performance metrics

Performance metric

CPU Utilization
Percentage

Memory Usage
Percentage

IOPS Usage

IOPS Usage
Percentage

Disk Usage

Disk Usage Percentage

Opcounters

Connections

Cursors

Description

cpu_usage: the CPU utilization of the instance.

mem_usage: the memory usage of the instance.

The input/output operations per second (IOPS) of the instance. The following
items are included:

e data_iops: the IOPS of the data disk.
® |og_iops: the IOPS of the log disk.

The percentage of the IOPS used by the instance to the maximum IOPS allowed.

The total disk space used by the instance. The following items are included:
® ins_size: the total space used.
e data_size: the space used by the data disk.

® |og_size: the space used on the log disk.

disk_usage: the ratio of the total disk space used by the instance to the maximum
disk space that can be used.

The queries per second (QPS) of the instance. The following items are included:
® The number of insert operations.

® The number of query operations.

e The number of delete operations.

® The number of update operations.

® The number of getmore operations.

e The number of command operations.

The current number of connections to the instance.

The number of cursors used by the instance. The following items are included:
e total _open: the number of cursors that are opened.

e timed_out: the number of cursors that timed out.
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Performance metric Description

The network traffic of the instance. The following items are included:
e pytes_in: the inbound network traffic.
Network ® pytes out: the outbound network traffic.

e num_requests: the number of requests that are processed.

The length of the queues that are waiting for global locks for the instance. The

following items are included:

e gl _cq_readers: the length of the queue that is waiting for global read locks.
Global Lock . . . .

e gl cq_writers: the length of the queue that is waiting for global write locks.

® gl cq_total: the length of the queue that is waiting for both global read and
write locks.

The cache metrics of the WiredTiger engine used by the instance. The following
items are included:

® bytes read_into_cache: the amount of data that is read into the cache.

WiredTiger e bytes written_from_cache: the amount of data that is written from the cache
to the disk.

e maximum_bytes_configured: the size of the maximum available disk space that
is configured.

Primary/Secondary repl_lag: the latency in data synchronization between the primary node and
Replication Latency secondary nodes of the instance.

The number of concurrent requests that are being handled and the remaining
number of concurrent requests that can be handled. The following items are
included:

® write_concurrent_trans_out: the number of concurrent write requests that are
being handled.

WT Request Queues ® read_concurrent_trans_out: the number of concurrent read requests that are
being handled.

® write_concurrent_trans_available: the remaining number of concurrent write
requests that can be handled.

® read_concurrent_trans_available: the remaining number of concurrent read
requests that can be handled.

iocheck_cost: the latency of 1/0 operations, indicating the 1/0 response

10 Latenc
y performance.

10.2. Set alert rules

ApsaraDB for MongoDB provides the instance status monitoring and alerting feature. You can set alert
rules forimportant metrics to help detect abnormal data in a timely manner and quickly locate and
handle faults.

Procedure

1. Log onto the Cloud Monitor console.
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@ Note Onthis tab, you can view existing alert rules.

2. Onthe AlarmRules tab of the Cloud Monitor console, click Create Alarm Rule in the upper-
right corner.

3. Onthe Create Alarm Rule page, configure related resource parameters.

B o

Products: ApsaraDB for MongoDB-Cluster Instance ~

Resource Instances ~ o

Range:

Region: China East 1 (Hangzhou) -

Instances: dd - Mongos: | s - Shard: | d- -
Parameter Description

The architecture of the instance. Valid values:
o ApsaraDB for MongoDB-Instance Copy
o ApsarabDB for MongoDB-Cluster Instance

Product o ApsaraDB for MongoDB-Single Node Instance

@ Note If you select ApsaraDB for MongoDB-Cluster Instance,
you must specify the mongos and shard nodes to be monitored.

o All Resources: The alert rule is applicable to all ApsaraDB for MongoDB

instances.

Resource Range ) . .
o Instances: The alert rule is applicable to the specified ApsaraDB for

MongoDB instances.

Region The region where the instance is deployed.

Instances The ID of the instance. You can select multiple instance IDs.

4. Set alert rules and the notification method. For more information about the parameters, see
Manage alert rules.

(@ Note To create alert contacts in the Cloud Monitor console, see Create an alert contact
or alert group.

5. Click Confirm. Alert rules automatically take effect.
For more information about the metrics, see links below:

e ApsaraDB for MongoDB-Single Node Instance
e ApsaraDB for MongoDB-Instance Copy

e ApsaraDB for MongoDB-Cluster Instance
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11.Parameter settings

11.1. Configure database parameters for
an ApsaraDB for MongoDB instance

This topic describes how to configure database parameters for an ApsaraDB for MongoDB instance to
betterfit your business needs.

Prerequisites

The instance is a standalone or replica set instance.

Precautions
Afteryou save the changes to some parameters, the instance is restarted. For more information, see

descriptions in the Force Restart column onthe Parameter List page.

@ Note While the instance is restarting, it is not connected. We recommend that you restart
your instance during of f-peak hours to minimize the impact on your business.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target

instance.

3. Inthe left-side navigation pane, clickReplica Set Instances.

4. Find the target instance and clickits ID.

5. Inthe left-side navigation pane, choose Parameters > Parameter List.

6. ClickModify Parameter.

Modify Parameter Refresh

Parameter Name ‘e:l:_aém Farameter Egpanl’i?éer\same Modifiable Force Restart Value Range Ezgrsllgttgrn
Ee‘..compressian.-:ompressor disabled disabled Yes Yes snappy|disabled
operationProfiling. mode slowOp slowOp Yas No offislowOplall The lzvel of data..
operationProfling.slowOpTA 45, 100 Yes No [0-65536] The threshold in ...
esholdMs
seParameter cursorTmeott  gopoon 800000 Yes No [1-2147433647]  The expiration th...
setParameterinternalQuenyE  oo-c a5 UEELATT . [33554432- The maximum
xecMaxBlockingSortBytes TN SEHTHEH = W 263435456] memaor..
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@ Note Onthe parameter list, you can check whether the instance needs to be restarted
afteryou modify a parameter.

7. Inthe Modify Parameter dialog box that appears, modify parameters as needed.

Modify Parameter X

# net.compression.compressors

disabled

» operationProfiling.mode

slowQOp

» operationProfiling.slow0OpThresholdMs

120) (=

» setParameter.cursorTimeoutMillis

600000

» setParameter.internalQueryExecMaxBlocking SortBytes

333954432

@ Note
o You can modify more than one parameter in this step.

o You must configure parameters in compliance with the value ranges displayed in the
console.

8. Click OK.

11.2. View the parameter modification
history

In the ApsaraDB for MongoDB console, you can modify database parameters and then view the
parameter modification history.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based onthe instance type.
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4. Find the target instance and clickits ID.

5. Inthe left-side navigation pane, choose Parameters > Modification History.
On the Modification History page, modification records of the last 24 hours are displayed by
default. You can also specify a time range to query parameter modification records.
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12.Primary/Secondary failover
12.1. Trigger a primary/secondary failover

for a replica set instance

An ApsaraDB for MongoDB replica set instance consists of three nodes by default. ApsaraDB for
MongoDB provides connection strings for you to connect to the primary node and a secondary node.
The other secondary node is hidden as a backup to ensure high availability. If a node is faulty, the high
availability system of ApsaraDB for MongoDB automatically triggers a primary/secondary failover to
ensue the availability of the instance. You also can manually trigger a primary/secondary failover for an
ApsaraDB for MongoDB instance in scenarios such as routine disaster recovery drills.

Context

Afteryou log onto the ApsaraDB for MongoDB console or call the SwitchDBInstanceHA operation to
trigger a primary/secondary failover for a replica set instance, ApsaraDB for MongoDB interchanges the
roles of the primary and secondary nodes.

@ Note

e You can trigger a primary/secondary failover only for replica set and sharded cluster
instances, but not for standalone instances due to their single-node architecture.

e Afteryou trigger a primary/secondary failover for an instance, a transient connection error
of up to 30 seconds will occur to the instance. Ensure that your applications can
automatically re-establish a connection.

e You can trigger a primary/secondary failover only for instances in the running state.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances.
4. Find the target instance and clickiits ID.

5. Inthe Node List section, click Failover, as shown in the following figure.

MNode List
Rale Role ID Domain Information Port Operation
Primary Kral)

Secondary Kral

6. Inthe Failover dialog box, select Effective At and click Submit.
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@ Note Valid values forthe Effective At parameter in the Failover dialog box:
o Effective Immediately: specifies that the system runs the failover task immediately.

o Effective Within Maintenance Window: specifies that the system runs the failover
task within the specified maintenance period. For more information, see Specify a
maintenance period.

7. The instance status changes to HA Switching. The failover is successful when the instance status
changes backto Running.

The failover takes about one minute. Then the instance returns to normal.

@ Note If you have connected to the connection string of the primary node for an
instance, you are connecting to a secondary node after a failover and you have no write
permissions on the instance. In this case, you must connect to the connection string of the new
primary node and obtain read and write permissions. For more information, see Overview of
replica set instance connections.

12.2. Trigger a primary/secondary failover
for a shard of a sharded cluster instance

Each shard of a sharded cluster instance consists of three nodes by default. If a node is faulty, the high
availability system of ApsaraDB for MongoDB automatically triggers a primary/secondary failover to
guarantee the availability of the shard. In addition, you can manually trigger a primary/secondary
failover for an ApsaraDB for MongoDB instance in scenarios such as routine disaster recovery drills.

Notes

ApsaraDB for MongoDB provides addresses for you to connect to the primary node and a secondary
node of a shard. The other secondary node is hidden as a backup to guarantee high availability. After
you log onto the ApsaraDB for MongoDB console or call the SwitchDBInstanceHA operation to trigger a
primary/secondary failover for a shard of a sharded cluster instance, ApsarabDB for MongoDB
interchanges the roles of the primary and secondary nodes.

@ Note

e You can trigger a primary/secondary failover only for replica set and sharded cluster
instances, but not for standalone instances due to their single-node architecture.

e You can trigger a primary/secondary failover only for shards in the normal running status.

e Afteryou trigger a primary/secondary failover for an instance, the instance may be
disconnected for 30s once. We recommend that you perform this operation during off-peak
hours and ensure that your applications can automatically re-establish a connection.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.
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3. Inthe left-side navigation pane, clickSharded Cluster Instances.
4. Find the target instance and clickits ID.

5. Inthe Shard List areg, locate the target shard and choose

> Failover in the Operation column.

Shard List Add Shard

D Specification 10OPS Storage Space Domain Informatien Actions

a4

o 1 vCPU, 2 GB memory 5000 10 Use a DynamoDB compatible address

I

Failover| @

oy 1 vCPU, 2 GB memory 8000 10 Use a DynamoDB compatible address Change Configuration

"
Performance Monitoring

Restart

You can trigger a primary/secondary failover separately for each shard. The failover takes effect
only for the current node and does not affect other shards of the same sharded cluster instance.

6. Inthe Failover dialog box that appears, choose Effective At and click Submit.

@ Note Youcanset Effective At to specify the time when the Failover task takes effect.
The following options are supported:

o Effective Immediately: specifies that the system runs the failover task immediately.

o Effective Within Maintenance Window: specifies that the system runs the failover
task within the specified maintenance period. For more information, see Specify a
maintenance period.

7. The instance status changes to HA Switching.The failover is successful when the instance status
changes backto Running.

@ Note The failovertakes about 1 minute. You can repeat the preceding procedure to
trigger a primary/secondary failover for other shards of the same sharded cluster instance as
required.
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13.Log management
13.71. Overview

ApsaraDB for MongoDB enables the log management feature. T his topic describes how to view the logs
of ApsaraDB for MongoDB instances.

Use the log management feature to view logs

Log type Related topics

slow query View slow query logs
logs

Error logs View error logs
Running logs View operation logs

Use other methods to view logs

You can also view audit logs and slow query logs in CloudDBA. For more information, see Enable the new
audit log feature and Slow query logs.

13.2. View slow query logs

You can view the slow query logs of a database inthe console and optimize the database accordingly
by analyzing slow query logs.

Prerequisites

A replica set instance with more than three nodes or a sharded cluster instance is created.

Precautions

The retention period for slow query logs is 72 hours.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, orSharded Cluster Instances
based on the instance type.

4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane, choose Logs > Slow Query Logs.
6. View slow query logs based on instance types:

o Replica set instances: You can select the database name and time range to query the
corresponding slow query logs.
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Nov 14, 2019 15:48:00 Nov 15, 2019 15:48:00 =

Database Name Usemname Query Statement  Executed At Execution Time Client IP Address ~ Scanned Rows Scanned Indsxes  Returned Rows

No data is available

o Sharded clusterinstances: You can select the database name, shard node ID and time range to
view the corresponding slow query logs.

d- ~ Nov 14, 2019 15:52:28 Mov 15, 2019 15:52:28 E

Database Mame Username Query Statement Executed At Execution Time Client P Address Scanned Rows Scanned Indexes Returned Rows

No data is available

Related information

e Enable the new audit log feature

e Qverview

e Slow query logs

13.3. View error logs

You can query the error logs of aninstance in the console.

Prerequisites

A replica set instance with more than three nodes or a sharded cluster instance is created.

Procedure

1.

Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.
3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based on the instance type.
4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane, choose Logs > Error Logs.
6. Performthe following operations based on instance types:
o Replica set instances: You can select the node role and time range to query the corresponding
error logs.
Nov 14, 2019 16:38:14 MNov 15, 2019 16:38:14 =
Log Type Generated At Log Information + primary Connection Details
secondary
No data is available
o Sharded clusterinstances: You can query error logs of Mongos or shard nodes.
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@ Note Mongos nodes have IDs prefixed with s- . Shard nodes have IDs prefixed with d

m Query the error logs of a Mongos node.

You can select the Mongos node ID and time range to query the error logs.

Nov 14, 2019 16:06.46 Nov 15, 2019 16:06:46 =

Log Type Generated At Log Information - Connection Details
o 5

Nodataisav @

d-

m Query the error logs of a shard node.

You can select the shard node ID, role, and time range to query the error logs.

| primary ~ | ‘ d- o~ ‘ Nov 14, 2019 16:35:00 Nowv 15, 2019 16:35:00 =

Log Type Generated At Log Information| +~* primary 5- Connection Details
secondary s-

No data s av, v d-

d-

Related information

e Enable the new audit log feature
e QOverview

e Slow query logs

13.4. View operation logs

You can query the operation logs of aninstance in the console to checkits running status.

Prerequisites

A replica set instance with more than three nodes or a sharded cluster instance is created.

Precautions

The retention period for slow query logs is 72 hours.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based on the instance type.

4. Find the target instance and click its ID.

5. Inthe left-side navigation pane, choose Logs > Running Logs.
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6. Performthe following operations based on instance types:
o Replica set instances: You can select the node role and time range to query the corresponding

operation logs.

Log Type Generated At

Nov 15, 2019, 164251

NETWORK Nov 15, 2019, 16:42:51

Log Information

end connection

connection accepted from

Nov 14, 2019 16:43:25 - MNov 15, 2019 16:43:25 =

(0 conneq

+ primary

#2961 (11 connections now open)

Connection Details

conn2951

thread1

o Sharded clusterinstances: You can query operation logs of Mongos or shard nodes.

@ Note Mongos nodes have IDs prefixed with s- . Shard nodes have IDs prefixed with d

m Query the operation logs of a Mongos node.
You can select the Mongos node ID and time range to query the operation logs.

Nov 14, 2019 16:44:06 - Nov 15, 2019 16:44:06 =

Log Type Generated At

Mov 15, 2019, 16:43:06

Mov 15, 2019, 16:43:06

Log Information

end connection

end connection )

m Query the operation logs of a shard node.
You can select the shard node ID, role, and time range to query the operation logs.

Log Type Generated At

Nov 15, 2019, 16:43:51

NETWORK Nov 15, 2019, 16:43:51

Related information

e Enable the new audit log feature
e QOverview

e Slow query logs

Connection Details

connG4g

connG49

primary ~ | | d- ~ | Nov 14, 2019 16:44:06 - Mov 15, 2019 16:44:06 =
Log Information |+ primary 51 Connection Detalls
secondary 5"
end connectior i conn2443
v o
¢ threadt

connection accepted from ©

ctions now open)
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14.Data migration and
synchronization

14.1. Overview

This topic provides an overview of the solutions to migrate and synchronize data to orfroman
ApsaraDB for MongoDB database in different scenarios.

Data migration solutions

By using Data Transmission Service (DTS), you can fully or incrementally migrate the data of a MongoDB
database. This can achieve smooth data migration from a MongoDB database to the cloud without
affecting businesses.

ApsaraDB for MongoDB supports full data migration by using the official mongodump and
mongorestore tools.

In addition, ApsaraDB for MongoDB allows you to migrate data fromthe Cloud to an on-premises
database by using a physical or logical backup file.

Source
Migration scenario database Documentation
architecture
Migrate self-managed standalone MongoDB databases
to Alibaba Cloud by using DTS
Standalone
instance Migrate self-managed MongoDB databases to
standalone instances by using tools provided by
MongoDB
Migrate the replica set of a user-created MongoDB
Migrate data from a self- Replica set database to ApsaraDB for MongoDB by using DTS
mamanged or on-premises )
. instance ) .
database to Alibaba Cloud Migrate user-created MongoDB databases to Alibaba

Cloud by using the built-in commands of MongoDB

Migrate a user-created sharded MongoDB database to
ApsarabDB for MongoDB by using DTS

Sharded cluster

instance Migrate a self-managed MongoDB database to
ApsaraDB for MongoDB by using tools provided by
MongoDB

Migrate data from Amazon DynamoDB to ApsaraDB for

N/A . .
MongoDB by using mongoimport

® Migrate data from MongoDB Atlas to ApsaraDB for

Replica set or MongoDB by using mongodump and mongorestore

Migrate data from a
sharded cluster

database on a third-party instance ® Migrate data from a MongoDB Atlas database to
cloud platform to Alibaba Alibaba Cloud

Cloud
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Migration scenario

Migrate data between
ApsarabDB for MongoDB
instances

Migrate data from an
ApsarabDB for MongoDB
instance to a self-managed
or on-premises MongoDB
database

Data synchronization solutions

Source
database
architecture

Replica set
instance

Standalone
instance

Standalone or
replica set
instance

Replica set
instance

Documentation

Migrate data from a replica set MongoDB instance to a
sharded cluster instance

Migrate data from a standalone instance to a replica
set or sharded cluster instance

Migrate data between ApsaraDB for MongoDB
instances created by different Alibaba Cloud accounts

Restore data of an ApsaraDB for MongoDB instance to
self-managed MongoDB databases by using logical
backup

FMongo DB I &M X HIRE EH B EIRE

You can use the MongoShake tool developed by Alibaba Cloud to synchronize data between MongoDB

databases.

Synchronization

. Tool
scenario
Synchronize data
to an existing MongoShake

instance

Documentation

Use MongoShake to implement one-way synchronization

between ApsaraDB for MongoDB replica set instances

14.2. Migrate an ECS-hosted self-managed
MongoDB database that uses the
standalone or replica set architecture to
ApsaraDB for MongoDB

This topic describes how to use Data Transmission Service (DTS) to migrate a self-managed MongoDB
database that hosts on Elastic Compute Service (ECS) and uses the standalone or replica set
architecture to ApsaraDB for MongoDB. DTS allows you to migrate historical and incremental data

without business interruptions.

Prerequisites

e The version of the self-managed MongoDB database is 3.0, 3.2, 3.4, 3.6, 4.0, or 4.2.

e The storage space of the ApsaraDB for MongoDB instance is larger than the size of the self-
managed MongoDB database.
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Usage notes

e We recommend that you migrate your data during of f-peak hours to avoid business interruptions.
e The config database is an internal database. Do not migrate its data unless otherwise specified.

e [f the self-managed MongoDB database and the destination ApsaraDB for MongoDB instance run
different MongoDB versions or storage engines, make sure that your applications can run on both
databases. For more information about the MongoDB versions and storage engines that ApsaraDB
for MongoDB supports, see MongoDB versions and storage engines.

Billing information
Migration Types Instance configurations Internet traffic
Full data migration Free of charge Free of charge
Charged, For more information,

Incremental data migration see Data Transmission Service Free of charge
(DTS) pricing.

Migration type description

e Full data migration: All data of the migration objects is migrated fromthe source instance to the
destination instance..

@ Note Data migration is supported at the database, collection, and index levels.

e Incremental data migration: Updated data of the migration objects is synchronized fromthe source
instance to the destination instance..

@ Note

o The create and delete operations for databases, collections, and indexes can be
synchronized.

o The create, delete, and update operations on documents can be synchronized.

Permissions required for database accounts

Database Full data migration Incremental data migration

Read permissions on the source

Self-managed MongoDB Read permissions on the source
9 9 P database, admin database, and
database on ECS database
local database
Destination ApsaraDB for Read/write permissions on the Read/write permissions on the
MongoDB instance destination databases destination databases

For more information about how to create and authorize a database account, see the following
topics:
e Manage user permissions on MongoDB databases for an ApsaraDB for MongoDB instance.

e db.createUser() for a self-managed MongoDB database.
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Preparations before data migration

Skip this step if the self-managed MongoDB database on ECS uses the replica set architecture.

If the self-managed MongoDB database on ECS uses the standalone architecture, enable oplog forthe
database before you migrate incremental data. For more information, see Preparations for incremental
data migration.

Procedure
1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.
3. Inthe Migration Tasks section, select the region where the ApsaraDB for MongoDB instance is

deployed.

Data Transmission Se... Migration Tasks  Singapore [ReUSXGEUNEDN China (Shanghai) ~China (Qingdao) ~China (Befiing) ~China (Shenzhen) ~Hong Kong  US (Silicon Valley)  US (Virginia) ~UAE (Dubai)

Germany (Frankfurt) Malaysia (Kuala Lumpur)  China (Hohhot) ~Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Ovenview
2 Refresh

Data Migration

. Inthe upper-right corner, click Create Migration T ask.

. Configure the source and destination databases.

1.Configure Source and Destination

Task Name: | |
Source Database
* Instance Type: | ApsaraDB for MongoDB v
* Instance Region: | China (Hangzhou) M
* MongoDE Instance ID: | dds-bp -
* Database Name! | admin | Authenticate Database with Account

* Database Account | |

* Database Password: | sssssssssssss @'>| Test Connectivity
Destination Database
* Instance Typ MongoDB Instance v
* Instance Region: | China (Hangzhou) M
* MongoDE Instance ID: | dds-by T -
* Database Name! | admin | Authenticate Database with Account
* Database Account: | |
* Database Password: | sssssssssssssses @'>| Test Connectivity

Cancel Assess Data Migration to Cloud Set Whitelist and Next

Section Parameter Description
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Section Parameter Description
o DTS automatically generates a task name. You do not need to use a
Task unique task name.
N/A
Name

Source
Database

Instance Type

Instance
Region

ECS Instance ID

Database Type

Port Number

Database
Name

Database
Account

Database
Password

Instance Type

Instance
Region

The ID of the
ApsaraDB for
MongoDB
instance.

Database
Name

o We recommend that you use an informative name for easy
identification.

Select User-Created Database in ECS Instance.
The region where the ECS instance is deployed.

The ID of the ECS instance on which the self-managed MongoDB
database is deployed.

The type of the database. In this example, select MongoDB from the
drop-down list.

The service port of the self-managed MongoDB database.

The name of the destination database to which the database account
belongs.

The username of the database account used to connect to the source
database. For more information about the permissions that are
required for the account, see Permissions required for database
accounts.

The password of the database account used to connect to the source
database.

@ Note After you specify the source database information,
click Test Connectivity next to Database Password to check
whether the information is correct. If the information is correct,
the Passed message appears. If the information is incorrect, the
Failed message appears. In this case, you must click Check next
to the Failed message to modify the information.

The type of the instance. In this example, select MongoDB Instance.

The region where the ApsaraDB for MongoDB instance is deployed.

The ID of the destination ApsaraDB for MongoDB instance.

The name of the destination database to which the database account
belongs.
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B%gﬂﬂgtio Parameter Description
n
Database The username of the database account used to connect to the
Database destination database. For more information about the permissions
Account that are required for the account, see Permissions required for

database accounts.

The password of the database account used to connect to the
destination database.

@ Note After you specify the destination database
information, click Test Connectivity next to Database
Password to check whether the information is correct. If the
information is correct, the Passed message appears. If the
information is incorrect, the Failed message appears. In this case,
you must click Check next to the Failed message to modify the
information.

Database
Password

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the inbound rule of the
ECS instance and the whitelist of the ApsaraDB for MongoDB instance. T his ensures that DTS
servers can connect to the source and destination instances. After data migration is complete,
you can remove the CIDR blocks of DTS servers fromthe whitelists. For more information,
seeManage security group rules and Configure a whitelist for an ApsaraDB for MongoDB
instance.

7. Select the migration types and the objects to be migrated.
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2.Configure Migration Types and Objects

* Migration Types:¥] Full Data Migration Incremental Data Migration

Available wver the object

If you search globally, please expand Q
[ v admin Q
mongodbtest ‘

>
<

Select All

Remove All
*Name batch ® No Yes

change :

Information:
n the source database and saves the copy in the destination database. The process does not affect any

2. DDL operations are not supported during data migration because this can cause migration failures,

Cancel Previous Save

Hover over the

required object and
dick Edit. In the dial
box that appears,
ify the object
lestination
database and select the

name

columns to migrate.

Paramet i
Description
er
o To migrate all data, select Full Data Migration.
@ Note To ensure data consistency, do not write new data to the source
MongoDB database during full data migration.
Migratio o To migrate data with minimal downtime, select both Full Data Migration and
nTypes Incremental Data Migration.

@ Note

Before you migrate incremental data from a standalone self-managed

MongoDB database, you must enable oplog for the database. For more information,

see Preparations before data migration.
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Paramet i

Description
er

o Select objects from the Available section and click the 3 iconto move the objects to

the Selected section.
@ Note
® Datainthe admin and local databases cannot be migrated.

Migratio ) ) ] ) )
n ® The config database is an internal database. Do not migrate its data unless
objects otherwise specified.

o A migration object can be a database, collection, or function.

o By default, the names of the objects to be migrated remain unchanged after the
migration. You can change the names of the objects in the destination ApsaraDB for
MongoDB instance by using the object name mapping feature provided by DTS. For more
information about how to use this feature, see Object name mapping.

8. Inthe lower-right corner of the page, click Precheck.

® Note

o A precheckis performed before the migration task starts. The migration task starts only
after the precheck succeeds.

o If the precheckfails, click the icon for each failed checkitemto view their det ails.

Perform a precheck again after the failures are fixed.

9. Afterthe precheck succeeds, click Next.
10.
11. ClickBuy and Start to start the migration task.

o Full data migration

Do not manually end a migration task. If you do so, the system may fail to migrate all data of the
database. Wait until the migration taskis complete.

o Incremental data migration

An incremental data migration task does not automatically end. You need to manually end the
task.

@ Note Select an appropriate point in time to manually end a migration task. For
example, you can end the migration task during of f-peak hours or before you switch over
your business to the destination ApsaraDB for MongoDB instance.

a. When the task progress bar displays Incremental Data Migration and The migration task
is not delayed, stop writing data to the source database for a few minutes. Wait until the
progress bar displays the delay time of the incremental data migration next to Incremental
Data Migration.
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b. Afterthe status of Incremental Data Migration changes to The migration task is not
delayed, manually end the migration task.

Task ID/Name: Status: Migrating Pause Task | View Details | Duplicate Tzs<d£rade Configure Monitoring and Alerting

] Pause Delete Total: 1 item{s) . Per Page: 20 item(s) n

12. Switch over your business to the destination ApsaraDB for MongoDB instance.

14.3. Migrate the shards of a self-managed
MongoDB database that hosts on ECS to
ApsaraDB for MongoDB

This topic describes how to use Data Transmission Service (DTS) to migrate the shards of a self-
managed MongoDB database that hosts on Elastic Compute Service (ECS) to an ApsaraDB for MongoDB
instance. DTS allows you to migrate historical and incremental data without business interruptions.

How it works

DTS migrates a user-created MongoDB database by migrating each shard in the instance. You must
Create a data migration task for each shard.

@ Note The distribution of migrated data in the destination instance depends on the shard key
that you specify. For more information, see Configure sharding to maximize the performance of
shards.
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user—created MongoDB
databases

Shard 1

Y
I})ngrat’b
eoq,l” sharded cluster
instance

Migration

instance 2 /

Shard 2

Shard N S~

Gy A LS
Gl &gl

Prerequisites
e The version of the self-managed MongoDB database is 3.0, 3.2, 3.4, 3.6, 4.0, or4.2.

e Each shard in the ApsaraDB for MongoDB instance has sufficient storage space.

@ Note For example, a self-managed MongoDB database has three shards, and one of these
shards occupies the most storage space, which is 500 GB. In this case, the storage space of each
shard in the ApsaraDB for MongoDB instance must be greater than 500 GB.

Usage notes

e DTS uses resources of the source and destination instances during full data migration. This may
increase the load of the database server. If the data volume is large or the specification is low, the
database server may become unavailable. We recommend that you migrate user-created MongoDB
databases during of f-peak hours.

e If the source user-created MongoDB database and the destination ApsaraDB for MongoDB instance
run different MongoDB versions or storage engines, ensure that your applications can run on both
instances. For more information about MongoDB versions and storage engines that are supported by
ApsarabDB for MongoDB, see MongoDB versions and storage engines.

Billing information
Migration Types Instance configurations Internet traffic

Full data migration Free of charge Free of charge
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Migration Types Instance configurations Internet traffic
Charged, For more information,

Incremental data migration see Data Transmission Service Free of charge
(DTS) pricing.

Migration types

e Full data migration: All historical data in the source instance is migrated to the destination instance.
@ Note Data migration is supported at the database, collection, and index levels.

e Incremental data migration: After full data migration, incremental data is synchronized to the
destination instance.

@ Note

o The create and delete operations on databases, collections, and indexes can also be
synchronized.

o The create, delete, and update operations on documents can be synchronized.

Permissions required for database accounts

Database Full data migration Incremental data migration

Read permissions on the source

Self-managed MongoDB Read permissions on the source .
9 9 P database, admin database, and
database on ECS database
local database
Destination ApsaraDB for Read/write permissions on the Read/write permissions on the
MongoDB instance destination databases destination databases

For more information about how to create and authorize a database account, see the following
topics:

e Manage MongoDB users through DMS for an ApsaraDB for MongoDB instance.

e db.createUser() for a self-managed MongoDB database.

Preparations before data migration
Disable the balancer for the source database and delete orphaned documents. For more information,

see Migrate a user-created sharded MongoDB database to ApsaraDB for MongoDB by using DTS.

Procedure

1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.

3. Inthe Migration T asks section, select the region where the ApsaraDB for MongoDB instance is
deployed.
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Data Transmission Se... Migration Tasks  Singapore [R@INENGENNEVOE China (Shanghai)  China (Qingdao) ~ China (Beiiing)  China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia) ~UAE (Dubai)
Germany (Frankfurt) ~ Malaysia (Kuala Lumpur)  China (Hohhot)  Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview

2 Refresh
Data Migration

4. Inthe upper-right corner, click Create Migration Task.

5. Click Create Migration Task. In the Configure Source and Destination step, configure the source
and destination databases for the migration task.

Section Parameter Description

o DTS automatically generates a task name. You do not need to use a
unique task name.

N/A -
o We recommend that you use an informative name for easy
identification.
Instance Type Select User-Created Database in ECS Instance.
Instance . . )
. The region where the ECS instance is deployed.
Region
The ID of the ECS instance. DTS migrates each shard of the source
database in turn. In this example, enter the ID of the ECS instance on
which the first shard is deployed.
ECS Instance ID
For the second migration task, enter the ID of the ECS instance on
which the second shard is deployed. Repeat this operation until all
shards are migrated.
The type of the database. In this example, select MongoDB from the
Database Type yp . P K
drop-down list.
The service port of the shard. In this example, enter the service port of
the first shard.
Port Number
For the second migration task, enter the service port of the second
shard. Repeat this operation until all shards are migrated.
Database The name of the destination database to which the database account
Name belongs.
Source
Database The username of the database account used to connect to the source
Database database. For more information about the permissions that are
Account required for the account, see Permissions required for database
accounts.
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Section Parameter Description
The password of the database account used to connect to the source
database.
@ Note After you specify the source database information,
Database click Test Connectivity next to Database Password to check
Password whether the information is correct. If the specified parameters are
valid, the Passed message appears. If the Failed message
appears, click Check next to Failed. Modify the source database
parameters based on the check results.
Select the

. The type of the instance. In this example, select MongoDB Instance.
instance type.

Instance . - ;
Region The region where the ApsaraDB for MongoDB instance is deployed.
MongoDB L .

9 Select the ID of the destination ApsaraDB for MongoDB instance.
Instance ID
Database The name of the destination database to which the database account
Name belongs.

o The username of the database account used to connect to the
Destinatio  patabase destination database. For more information about the permissions
n Account that are required for the account, see Permissions required for
Database database accounts.

The password of the database account used to connect to the
destination database.
@ Note After you specify the destination database
Database information, click Test Connectivity next to Database
Password to check whether the information is correct. If the
Password

information is correct, the Passed message appears. If the
information is incorrect, the Failed message appears. In this case,
you must click Check next to the Failed message to modify the
information.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

(@ Note The Classless CIDR blocks of DTS servers are automat ically added to the inbound
rule of the ECS instance and the whitelist of the ApsaraDB for MongoDB instance. T his ensures
that DTS servers can connect to the source and destination instances. After data migration is
complete, you can remove the CIDR blocks of DTS servers fromthe whitelists. For more
information, seeManage security group rules and Configure a whitelist for an ApsaraDB for
MongoDB instance.

7. Select the migration types and the objects to be migrated.
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* Migration Types:¥] Full Data Migration Incremental Data Migration
Available Selected (To edit an object name or its filter, hover over the object | Hover over the
and dlick Edit.) Learn more. required object sr.:l
If you search globally, please expand Q N | Egiktﬁglt';ip:.l_.dlsm
admin madify the object name
mongodhtest stination
and select the
columns to migrate.
>
<
Select All
Remave All
*Name batch ® No Yes
change :
Information:
Cancel Pravious Save Precheck
Paramet i
Description
er
o To migrate all data, select Full Data Migration.
Migratio @ Note To ensure data consistency, do not write new data to the source
MongoDB database during full data migration.
nTypes
o To migrate data with minimal downtime, select both Full Data Migration and
Incremental Data Migration.
o Select objects from the Available section and click the 3 iconto move the objects to
the Selected section.
@ Note
® Datainthe admin and local databases cannot be migrated.
Migratio ® The config database is an internal database. Do not migrate its data unless
n otherwise specified.
objects

o A migration object can be a database, collection, or function.

o By default, the names of the objects to be migrated remain unchanged after the
migration. You can change the names of the objects in the destination ApsaraDB for
MongoDB instance by using the object name mapping feature provided by DTS. For more
information about how to use this feature, see Object name mapping.
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8. Inthe lower-right corner of the page, click Precheck.

@ Note

o A precheckis performed before the migration task starts. The migration task starts only
after the precheck succeeds.

o If the precheckfails, clickthe

Perform a precheck again after the failures are fixed.

9. Afterthe precheck succeeds, click Next.

10.

11. ClickBuy and Start to start the migration task.

icon for each failed check itemto view their details.

12. Repeat step 4 to step 11 to create migration tasks for the remaining shards.

13. Stop the data migration task.

o Full data migration

Do not manually stop a task during full data migration. Otherwise, the system may fail to perform
a full data migration. Wait until the data migration task automatically stops.

o Incremental data migration

An increment al data migration task does not automatically stop. You must manually stop the
migration task.

® Note

Select an appropriate time to manually stop the migration task. For example,

you can stop the migration task during of f-peak hours or before you switch your workloads
to the destination instance.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Afterthe status of Incremental Data Migration changesto The migration task is not
delayed, stop the migration task.

Task Name v | shard | Search Sort:
'Fl— Task ID/Name: 7 [ Shard3 Status: Migrating
[w] TQIWNar‘le: { Shard2 Status: Migrating
[¥ | Task ID/Name: ) / Shard1 Status: Migrating
| J2018-12-20 7 é

| Pauss Delete

Default Sorting

View Details

¥ | Status: all v

Duplicata Task ~ Configura Monitoring and Alerting

View Details

View Defails

Duplicata Task ~ Configura Monitoring and Alerfing

Duplicate Task ~ Configura Monitoring and Alerfing

Total: 3 item(s) .

Per Page: 20 item(s) « - \
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14. Switch over your business to the destination ApsaraDB for MongoDB instance.

14.4. Migrate data between ApsaraDB for
MongoDB instances

14.4.1. Migrate data from a replica set
MongoDB instance to a sharded cluster instance

This topic describes how to migrate data from a replica set MongoDB instance to a sharded cluster
instance by using Data Transmission Service (DTS). DTS supports full data migration and incremental
data migration. When you migrate data between ApsaraDB for MongoDB instances, you can select both
of the supported migration types to ensure service continuity.

Prerequisites

Each shard in the destination sharded cluster instance has sufficient storage space.

Precautions

e During full data migration, DTS uses read and write resources of the source and destination
databases. This may increase the load of the database server. If you migrate a large volume of data
or the server specifications cannot meet your requirements, database services may become
unavailable. Before you migrate data, evaluate the impact of data migration on the performance of
the source and destination databases. We recommend that you migrate data during of f-peak hours.

e [f the source and destination ApsaraDB for MongoDB instances have different versions or storage
engines, make sure that the versions or storage engines are compatible. For more information, see
MongoDB versions and storage engines.

e To ensures better performance and stability of the instance, the system will upgrade the minor
version to the latest version by default If the minor version of your instance expires oris not included
in the maintenance list and the instance is upgraded, migrated, changed, Created from a backup,
Created by point-in-time, or performed Restore data to a new ApsaraDB for MongoDB instance.

Billing
Migration type Instance configuration Internet traffic
Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Charged. For more Cloud over the Internet. For more information, see DTS
Incremental data . . o
. . information, see DTS pricing.
migration -
pricing.
Migration types
Migration type Description
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Migration type

Full data migration

Incremental data
migration

Description

DTS migrates all historical data of the required objects from the source MongoDB
database to the destination MongoDB database.

@ Note The following types of objects are supported: database,
collection, and index.

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

® Note

® The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

® The create, delete, and update operations that are performed on
documents can be synchronized.

Permissions required for database accounts

Instance

ApsarabDB for MongoDB replica The read permission on the

set instance

Full data migration Incremental data migration

The read permission on the
source database, admin

source database
database, and local database

ApsaraDB for MongoDB sharded The read/write permissions on The read/write permissions on

cluster instance

@ Note Formore information about how to create and authorize a database account, see Use

the destination database the destination database

DMS to manage MongoDB users.

Before you begin

Create databases and collections to be sharded in the destination ApsaraDB for MongoDB instance,
and configure data sharding based on your business requirements. For more information, see Configure
sharding to maximize the performance of shards.

@ Note Afteryou configure sharding for a cluster, data will not be migrated to the same shard.
This maximizes the performance of the sharded cluster.

Procedure

1. Logontothe DTS console.

2. Inthe left-side navigation pane, click Data Migration.

3. At the top of the Migration Tasks page, select the region where the destination ApsaraDB for

MongoDB instance resides.
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Data Transmission Se... Migration Tasks  Singapore [R@INENGENNEVOE China (Shanghai)  China (Qingdao) ~ China (Beiiing)  China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia) ~UAE (Dubai)
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Overview

2 Refresh

Data Migration

4. Inthe upper-right corner of the page, click Create Migration T ask.
5. Configure the source and destination databases for the data migration task.

1.Configure Source and Destination

* Task Name: | |
Source Database
* Instance Type: | ApsaraDB for MongoDB M
* Instance Region: | China (Hangzhou) v
* MongoDE Instance ID: | dds-bp -
* Database Name! | admin | Authenticate Database with Account

* Database Account:

¥ Datzbase Password: | sssssssssssss @')| Test Connectivity
Destination Database
* Instance Type: | MongoDB Instance v
* Instance Region: | China (Hangzhou) M
* MongoDEB Instance ID: | dds-by= -
* Database Name: | admin | Authenticate Database with Account
* Database Account: | |
* Database Password: | sssesssssseseses €)| Test Connectivity

Cancel Assess Data Migration to Cloud Set Whitelist and Next

Section Parameter Description
DTS automatically generates a task name. We recommend that you
N/A Task Name specify an informative name for easy identification. You do not need

to use a unique task name.

Instance Type Select ApsaraDB for MongoDB.

Instance Select the region where the source ApsaraDB for MongoDB instance
Region resides.
MongoDB .
9 Select the ID of the source ApsaraDB for MongoDB instance.
Instance ID
Enter the name of the authentication database. The database account
is created in this database.
Database
Name @ . .
Note If the database account is root, enter admin.
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Section Parameter Description
Source Enter the database account of the source ApsaraDB for MongoDB
Database Database instance. For more information about the permissions that are
Account required for the account, see Permissions required for database
accounts.
Enter the password of the source database account.
@ Note Afteryou specify the source database parameters,
click Test Connectivity next to Database Password to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
Database message appears, click Check next to Failed. Modify the source
Password database parameters based on the check results.
Instance Type Select MongoDB Instance.
Instance Select the region where the destination ApsaraDB for MongoDB
Region instance resides.
MongoDB L .
9 Select the ID of the destination ApsaraDB for MongoDB instance.
Instance ID
Enter the name of the authentication database. The database account
is created in this database.
Database
Name @ ) )
Note If the database account is root, enter admin.
Enter the database account of the destination ApsaraDB for MongoDB
Database instance. For more information about the permissions that are
Account required for the account, see Permissions required for database
accounts.
Destinatio
n
Database
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Section

Parameter Description

Enter the password of the destination database account.

@ Note

After you specify the destination database

parameters, click Test Connectivity next to Database
Password to verify whether the specified parameters are valid. If
the specified parameters are valid, the Passed message appears.

Database
Password

6. Inthe lower-right corner, click Set Whitelist and Next.

@ Note

If the Failed message appears, click Check next to Failed. Modify
the destination database parameters based on the check results.

DTS adds the CIDR blocks of DTS servers to the whitelists of the source and

destination ApsaraDB for MongoDB instances. This ensures that DTS servers can connect to the
source and destination ApsaraDB for MongoDB instances. After data migration is complete, you
can remove the CIDR blocks of DTS servers fromthe whitelists. For more information, see

Configure a whitelist for a sharded cluster instance.

7. Select the migration types and objects to be migrated.

2.Configure Migration Types and Objects

* Migration Types:¥] Full Data Migration Incremental Data Migration

Available

If you search globally, please expand Q

[ v admin

Select All

*Name batch @ No Yes
change :

Information:
1. Data migration only copies the data and schema
data or schema in the source databs

Selected (To edit an object name or its filter, hover over the object
and click Edit.) Learn more.

Q
mongodbtest

Remove All

n the source database and saves the copy in the destination database. The process does not affect any

2. DDL operations are not supported during data migration because this can cause migration failures,

Cancel Previous

Hover over the

required object and
dlick Edit. In the dialog
box that appears,
modify the object name
of the destination
database and select the

columns to migrate.
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Paramet i
or Description

Migratio
n Types

Objects

o To perform only full data migration, select only Full Data Migration.

o To ensure service continuity during data migration, select both Full Data Migration and
Incremental Data Migration.

@ Note If Incremental Data Migration is not selected, do not write data to the
source ApsaraDB for MongoDB database during full data migration. This ensures data
consistency between the source and destination databases.

o Select objects from the Available section and click the 3 iconto move the objects to

the Selected section.

@ Note You cannot migrate data from the admin or local database.

o You can select databases, collections, or functions as the objects to be migrated.

o After an object is migrated to the destination database, the name of the object remains
unchanged. You can change the names of the objects that are migrated to the
destination database by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

8. Inthe lower-right corner of the page, click Precheck.

@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, clickthe icon next to each failed itemto view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification and select Data
Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the migration task.

o Full data migration

We recommend that you do not manually stop a migration task. Otherwise, data migrated to the
destination database will be incomplete. Wait until the migration task automatically stops.

o Incremental data migration

An increment al data migration task does not automatically stop. You must manually stop the
migration task.
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@ Note Select an appropriate time to manually stop the migration task. For example,
you can stop the migration task during of f-peak hours or before you switch your workloads
to the destination ApsaraDB for MongoDB instance.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Afterthe status of incremental data migration changes to The migration task is not
delayed, manually stop the migration task.
Task ID/Name: Status: Migrating Pause Task View Details Duplicate T;s<“§‘ade Configure Monitoring and Alerting
v Pause Delete Total: 1 item(s) , Per Page: 20 item(s)

12. Switch your workloads to the destination ApsaraDB for MongoDB instance.

14.4.2. Migrate data from a standalone instance
to a replica set or sharded cluster instance

ApsaraDB for MongoDB provides standalone instances, replica set instances, and sharded cluster
instances. Standalone instances are designed to store non-core enterprise data, such as data in
development and testing scenarios. Replica set instances and sharded cluster instances are more
suitable for production scenarios. T his topic describes how to migrate data from a standalone instance
to areplica set or sharded cluster instance by using Data Transmission Service (DTS).

Prerequisites

The available storage space of the destination instance is larger than the total size of the datainthe
source instance.

Precautions

e DTS uses resources of the source and destination instances during full data migration. This may
increase the load of the database server. If the data volume is large or the specification is low, the
database server may become unavailable. Before you migrate data, evaluate the impact of data
migration on the performance of the source and destination databases. We recommend that you
migrate data during of f-peak hours.

e DTS does not support incremental data migration from a standalone instance. To ensure data
consistency, do not write data to the source instance during full data migration.

e [f the source and destination ApsaraDB for MongoDB instances have different database engine
versions or storage engines, make sure that the versions or storage engines are compatible. For more
information, see MongoDB versions and storage engines.

Billing for data migration
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Migration type Instance configuration fee Internet traffic fee
Support for full data migration Free of charge Free of charge

Migration types

Full data migration: DTS migrates all historical data of the required objects fromthe source MongoDB
database to the destination MongoDB database.

@ Note The following types of objects are supported: database, collection, and index.

Required database account permissions

Instance Permissions
Source ApsaraDB for MongoDB instance Read permissions on the source database

Read/write permissions on the destination

Destination ApsaraDB for MongoDB instance
databases

For more information about how to create and authorize a database account, see Manage MongoDB
databases by using DMS.

Procedure

1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.
3. At the top of the Migration Tasks page, select the region where the destination ApsaraDB for

MongoDB instance resides.

Data Transmission Se... Migration Tasks  singapore [eUNCYGEUNFMDE China (Shangha) China (Qingdao) China (Beiiing) ~China (Shenzhen) Heng Kong  US (Silicon Valley)  US (Virginia) ~ UAE (Dubai)
Germany (Frankfurt) ~ Malaysia (Kuala Lumpur)  China (Hohhot)  Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview
2 Refresh
Data Migration

4. Inthe upper-right corner of the page, click Create Migration T ask.

5. Configure the source and destination databases for the data migration task.
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1.Configure Source and Destination

* Task Name:

Source Database

* Instance Type:

* Instance Region:

* MongoDB Instance ID:

* Database Name:

* Database Account:

* Database Password:

Destination Database

* Instance Type:

* Instance Region:

* MongoDB Instance ID:

* Database Name:

* Database Account:

* Database Password:

ApsaraDB for MongoDB

China (Hangzhou)

dds-bp

|admin

| Authenticate Database with Account

@ | Test Connectivity

MongeDB Instance

China (Hangzhou)

dds-hy

-

|admin

| Authenticate Database with Account

- | Test Connectivity

Cancel Assess Data Migration to Cloud Set Whitelist and Next

Section

N/A

Source
Database

Parameter

Task Name

Instance Type

Instance
Region

MongoDB
Instance ID

Database
Name

Database
Account

Description

DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Select ApsaraDB for MongoDB.

Select the region where the source ApsaraDB for MongoDB instance is
deployed.

Select the ID of the source ApsaraDB for MongoDB instance.

Enter the name of the authentication database to which the database
account belongs.

@ Note If youwant to use the root account, specify admin
for the Database Name parameter.

Enter the database account of the source ApsaraDB for MongoDB
instance. For more information about the permissions that are required
for the account, see Required database account permissions.
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Section Parameter Description
Enter the password of the source database account.
@ Note After you specify the source database parameters,
Database click Test Connectivity next to Database Password to verify
Password whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.
Instance Type The type of the instance. In this example, select MongoDB Instance.
Instance
Region The region where the ApsaraDB for MongoDB instance is deployed.
MongoDB
9 Select the ID of the ApsaraDB for MongoDB database.
Instance ID
Enter the name of the authentication database to which the database
account belongs.
Database
Name @ Note If youwant to use the root account, specify admin
for the Database Name parameter.
Destinatio
n
Database o
Database Enter the database account of the destination ApsaraDB for MongoDB
Account instance. For more information about the permissions that are required
for the account, see Required database account permissions.
Enter the password of the destination database account.
@ Note After you specify the destination database
Database parameters, click Test Connectivity next to Database
Password Password to verify whether the specified parameters are valid. If

the specified parameters are valid, the Passed message appears.
If the Failed message appears, click Check next to Failed. Modify
the destination database parameters based on the check results.

6. Inthe lower-right corner, click Set Whitelist and Next.

@ Note DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination ApsaraDB for MongoDB instances. T his ensures that DTS servers can connect to the
source and destination ApsaraDB for MongoDB instances. After data migration is complete, you
can remove the CIDR blocks of DTS servers fromthe whitelists. For more information, see
Configure a whitelist for a sharded cluster instance.

7. Select the migration types and the objects to be migrated.
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* Migration T'r‘JE [ Incremental Data Migration
Available Selected (To edit an object name or its filter, hover over the object | Hover over the
and click Edit.) Learn more. required object and
lick Edit. In the dialog
If you search globally, please expand Q N | Eoithalta:mé;ls_.l o
admin madify the object name
mongodhtest stination
and select the
columns to migrate.
>
<
Select All
Remave All
*Name batch No e
change :
Information:
Cancel Pravious Save Precheck
Paramete N
r Description
Select Full Data Migration.
Migration @ Note If the data source is a standalone instance, you can select only Full Data
Types Migration. To ensure data consistency, do not write data to the source instance
during full data migration.
o Select objects from the Available section and click the 3 iconto move the objects to
the Selected section.
@ Note Datainthe admin and local databases cannot be migrated.
Objects
©o You can select databases, collections, or functions to migrate.
(o]

By default, the name of an object remains unchanged after the migration. You can
change the names of the objects that are migrated to the destination database by
using the object name mapping feature. For more information about how to use this

feature, see Object name mapping.

8. Inthe lower-right corner of the page, click Precheck.
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@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, clickthe icon next to each failed itemto view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification and select Data
Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

[]  Task ID/Name: Status: Completed
View Details Duplicate Task Configure Monitoring and Alerting Modify password

@ Note Do not manually stop a task during full data migration. Otherwise, data migrated
to the destination database will be incomplete. Wait until the data migration task
automatically stops.

12. Switch your workloads to the destination ApsaraDB for MongoDB instance.

References

e Overview of replica set instance connections
e OQOverview of sharded cluster instance connections

e Configure sharding to maximize the performance of shards

14.4.3. Migrate the data of an ApsaraDB for
MongoDB instance across regions

This topic describes how to migrate the data of a standalone instance or a replica set instance across
regions by using Data Transmission Service (DTS). DTS supports both full data migration and incremental
data migration. You can use these two methods together to migrate the data of an ApsaraDB for
MongoDB instance across regions without interruptions to your business.

Prerequisites

e The source instance is either a standalone instance or a replica set instance. If the source instance is a
sharded cluster instance, we recommend that you use the built-in commands of MongoDB to migrate
data. For more information, see Migrate a self-managed MongoDB database to ApsaraDB for
MongoDB by using tools provided by MongoDB.

@ Note You cannot use DTS to incrementally migrate the data of a standalone instance. For
more information, see Migration types.

e The destination instance is created in the destination region. For more information, see Create a
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standalone instance, GIZ &I ARESLH, or BIE 7 EBE LA,

@ Note The storage capacity of the destination instance must be greater than the occupied
storage space of the source instance.

Context
You may need to migrate the data of an ApsarabDB for MongoDB instance across regions if :

e You want to restructure your business.
e You want to use the ApsaraDB for MongoDB instance to provide database services for applications
deployed on an ECS instance, but the two instances are in different regions.

The following procedure illustrates how to migrate data from an ApsaraDB for MongoDB instance in
China (Qingdao) to an instance in China (Hangzhou).

MongoDB instance MongoDB instance

China (Qingdao) China (Hangzhou)

@ Note The procedure described in this topic only shows how to migrate the data of the
source instance. If you no longer need the source instance after the migration is complete, you can
release it.

Precautions

e We recommend that you migrate your data during off-peak hours to avoid business interruptions.

e To ensure data consistency, we recommend that you do not write data to the source instance while
full data migration of a standalone instance is in progress.

e [f the source and destination instances run different database versions or storage engines, ensure
there are no compatibility issues between them before you start migration. For more information
about the database versions and storage engines supported by ApsaraDB for MongoDB, see
MongoDB versions and storage engines.

e To ensures better performance and stability of the instance, the system will upgrade the minor
version to the latest version by default If the minor version of your instance expires or is not included
in the maintenance list and the instance is upgraded, migrated, changed, Created from a backup,
Created by point-in-time, or performed Restore data to a new ApsaraDB for MongoDB instance.

Billing

Migration type Instance configuration Internet traffic
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Migration type Instance configuration Internet traffic
Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Charged. For more Cloud over the Internet. For more information, see DTS
Incremental data ) . .
. . information, see DTS pricing.
migration -
pricing.

Migration types
Migration type Description

DTS migrates all historical data of the required objects from the source MongoDB
database to the destination MongoDB database.

Full data migration
9 @ Note The following types of objects are supported: database,

collection, and index.

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

@ Note

® The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

Incremental data
migration

® The create, delete, and update operations that are performed on
documents can be synchronized.

Required database account permissions
Data source Full data migration Incremental data migration

Read permissions on the source

Source ApsaraDB for MongoDB Read permissions on the source .
. P 9 P database, admin database, and
instance database

local database
Destination ApsaraDB for Read/write permissions on the Read/write permissions on the
MongoDB instance destination database destination database

@ Note Formore information about how to create and authorize a database account, see Use
DMS to manage MongoDB users.

Procedure

1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.

3. At the top of the Migration Tasks page, select the region where the destination ApsaraDB for
MongoDB instance resides.
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Data Transmission Se...

Overview

Data Migration

Germany (Frankfurt)

Migration Tasks  singapore [eUNCYGEUNFWDE China (Shangha) China (Qingdae) China (Beiiing) ~China (Shenzhen) Heng Kong  US (Silicon Valley)  US (Virginia) ~ UAE (Dubai)

Malaysia (Kuala Lumpur)  China (Hohhot)  Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)

2 Refresh

4. Inthe upper-right corner of the page, click Create Migration T ask.

5. Configure both the source and destination databases.

1.Configure Source and Destination

* Task Name:

Source Database

* Instance Type

* Instance Region

* MongoDB Instance 1D

* Database Name!

* Database Account:

ApsaraDB for MongoDB A

China (Qingdao)’

dds-bp

| admin

| Authenticate Database with Account

* Datzbase Password: | sssssssssssss @‘)| Test Connectivity
Destination Database
* Instance Type: | MongoDB Instance T
* Instance Region: | |China (Hangzhou) T
* MongoDEB Instance ID: | dds-by= -
* Database Name | admin | Authenticate Database with Account
* Database Account: | |
* Database Password: | sssesssssseseses €)| Test Connectivity
Cancel Assess Data Migration to Cloud
Section Parameter Description
DTS automatically generates a task name. We recommend that you
N/A Task Name specify your own task name that helps identify the task. Task names
do not need to be unique.
Instance Type Select ApsaraDB for MongoDB.
Instance Select the region where the source ApsaraDB for MongoDB instance
Region resides. For this example, select China (Qingdao).
MongoDB .
9 Select the ID of the source ApsaraDB for MongoDB instance.
Instance ID
Enter the name of the authentication database. It is the database
where the database account is created.
Database
Name @ . .
Note If the database account is root, enter admin.
Source
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BataBase Parameter Description
Enter the username of the database account you use to manage the
Database ) . -
Account source database. For more information about the account permission
requirements, see Required database account permissions.
Enter the password of the database account.
@ Note Afteryou specify the source database information,
Database click Test Connectivity next to Database Password to check
pPassword whether the information is correct. If the information is correct,
the Passed message is displayed. If the information is incorrect,
the Failed message is displayed, and you must click Check next
to the Failed message to modify the information as prompted.
Instance Type Select MongoDB Instance.
Instance Select the region where the destination ApsarabDB for MongoDB
Region instance resides. For this example, select China (Hangzhou).
MongoDB R .
9 Select the ID of the destination ApsaraDB for MongoDB instance.
Instance ID
Enter the name of the authentication database. It is the database
where the database account is created.
Database @ Note If the database account is root, enter admin.
Name
Destinatio
n
Database
Enter the username of the database account you use to manage the
Database - . .
Account destination database. For more information about the account
permission requirements, see Required database account permissions.
Enter the password of the database account.
@ Note Afteryou specify the destination database
information, click Test Connectivity next to Database
Database Password to check whether the information is correct. If the
Password information is correct, the Passed message is displayed. If the

information is incorrect, the Failed message is displayed, and you
must click Check next to the Failed message to modify the
information as prompted.

6. Inthe lower-right corner, click Set Whitelist and Next.
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@ Note DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination ApsaraDB for MongoDB instances. This ensures that DTS servers can connect to the
source and destination ApsaraDB for MongoDB instances. After data migration is complete, you
can remove the CIDR blocks of DTS servers fromthe whitelists. For more information, see
Configure a whitelist for a sharded cluster instance.

7. Configure migration types and migration objects.

2.Configure Migration Types and Objects

* Migration Types:{w] Full Data Migration Incremental Data Migration

Hover over the

Available Selected (T
required object and

and dlick Edit.

an object name or its filker, hover over the object
) Learn more,

click Edit. In the dialog
If you search globally, please expand Q box that appears,
=6 admin Q modify the object name
mongodbtest of the destination
database and select the
columns to migrate.
>
<
Select All
Remove All
*Name batch ® No Yes
change :
Information:
1. Data migration only copies the data and schema in the source database and saves the copy in the destination database. The process does not affect any

data or schema in t
2. DDL operations are not supported during data migration b

e this can cause migration failures.

Cancel Pravious Save

Paramet

Description
er
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Paramet i
or Description

o If youwant to migrate all data, select Full Data Migration.

o If youwant to migrate data without interruptions to your business, select both Full
Data Migration and Incremental Data Migration.

@ Note
© You cannot use DTS to incrementally migrate the data of a standalone
instance.
Migratio o If Incremental Data Migration is not selected, do not write data into the
nTypes source database during full data migration. This ensures data consistency
between the source and destination databases.
o Inthe Available section, select the objects you want to migrate and then click the 3
icon to move them to the Selected section.
@ Note Data inthe admin database cannot be migrated even if this database is
Availabl selected.
e

o A migration object can be a database, collection, or function.

o By default, the name of an object remains unchanged after migration. If you want a
different object name after migration, use the object name mapping feature provided by
DTS. For more information, see Object name mapping.

8. Inthe lower-right corner of the page, click Precheck.

@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, clickthe icon next to each failed itemto view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification and select Data
Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the migration task.
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o Full data migration

We recommend that you do not manually stop a migration task. Otherwise, data migrated to the
destination database will be incomplete. Wait until the migration task automatically stops.

o Incremental data migration

An incremental data migration task does not automatically stop. You must manually stop the
migration task.

@ Note Select an appropriate time to manually stop the migration task. For example,
you can stop the migration task during of f-peak hours or before you switch your workloads
to the destination ApsaraDB for MongoDB instance.

a. Wait until Incremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed inthe
progress bar.

b. Afterthe status of incremental data migration changes to The migration task is not
delayed, manually stop the migration task.

Task ID/Name: Status: Migrating Pause Task = View Details = Duplicate Tes{d@rade Configure Monitoring and Alerting

* Pauss Delete Total: 1 item(s) , Per Page: 20 item(s)

What to do next

Determine whether to release the source instance.

e [f the source instance uses pay-as-you-go billing, release it. For more information, see Release an
ApsaraDB for MongoDB instance.

e If the source instance uses subscription billing, you cannot release it.
14.4.4. Migrate data between ApsaraDB for
MongoDB instances created by different Alibaba
Cloud accounts

T his topic describes how to migrate data between ApsaraDB for MongoDB instances created by
different Alibaba Cloud accounts by using Data Transmission Service (DTS). DTS supports both full data
migration and incremental data migration. You can use these two methods togetherto migrate data
between ApsaraDB for MongoDB instances without interruptions to your business.

Prerequisites

e The source instance is either a standalone instance or a replica set instance. If the source instance is a
sharded cluster instance, we recommend that you use the built-in commands of MongoDB to migrate
data. For more information, see Migrate a self-managed MongoDB database to ApsaraDB for
MongoDB by using tools provided by MongoDB.
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@ Note You cannot use DTS to incrementally migrate the data of a standalone instance. For
more information, see Migration types.

e The destination instance is created in the destination region. For more information, see Create a
standalone instance, BB ARSI, or BIEE 5 EBESLH.

@ Note The storage capacity of the destination instance must be greater than the occupied
storage space of the source instance.

Precautions

e DTS uses resources of the source and destination instances during full data migration. This may
increase the load of the database server. If the data volume is large or the specification is low, the
database server may become unavailable. We recommend that you migrate your data during off-
peak hours to avoid business interruptions.

e To ensure data consistency, we recommend that you do not write data to the source instance when
full data migration of a standalone instance is in progress.

e [f the source and destination instances run different database versions or storage engines, make sure
that the instances do not have compatibility issues between them before you start the migration. For
more information about the database versions and storage engines supported by ApsaraDB for
MongoDB, see MongoDB versions and storage engines.

Billing
Migration type Instance configuration Internet traffic
Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Charged. For more Cloud over the Internet. For more information, see DTS
Incremental data . . .
. . information, see DTS pricing.
migration .
pricing.
Migration types
Migration type Description

DTS migrates all historical data of the required objects from the source MongoDB
database to the destination MongoDB database.

Full data migration @ Note The following types of objects are supported: database,
collection, and index.
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Migration type Description

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

@ Note

e The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

Incremental data
migration

® The create, delete, and update operations that are performed on
documents can be synchronized.

Required database account permissions
Data source Full data migration Incremental data migration

Read permissions on the source

Source ApsaraDB for MongoDB Read permissions on the source .
. P o P database, admin database, and
instance database

local database
Destination ApsaraDB for Read/write permissions on the Read/write permissions on the
MongoDB instance destination database destination database

(@ Note Formore information about how to create and authorize a database account, see Use
DMS to manage MongoDB users.

Preparation

1. Logonto the ApsaraDB for MongoDB console with the Alibaba Cloud account to which the source
instance belongs.

2. Apply for a public endpoint for the source instance. For more information, see Apply for a public
endpoint for an ApsaraDB for MongoDB instance.

3. Add the Classless Inter-Domain Routing (CIDR) blocks of DTS servers to a whitelist of the source
instance. For more information, see Configure a whitelist or an ECS security group for an ApsarabDB
for MongoDB instance.

@ Note You can determine the CIDR blocks you need to add based on the region where the
destination instance resides. For more information, see Add the CIDR blocks of DTS servers to
the IP whitelist of on-premises databases. For example, if the source instance is in China
(Hangzhou) and the destination instance is in China (Shenzhen), add the CIDR blocks of the DTS
servers in China (Shenzhen) to a whitelist of the source instance.

Procedure

1. Logonto the DTS console with the Alibaba Cloud account to which the destination ApsaraDB for
MongoDB instance belongs.

2. Inthe left-side navigation pane, click Data Migration.

3. At the top of the Migration Tasks page, select the region where the destination ApsaraDB for
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MongoDB instance resides.
Data Transmission Se... Migration Tasks | Singapore China (Shanghai) ~ China (Qingdao) China (Beijing)  China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia) ~ UAE (Dubai)

Germany (Frankfurt)

Overview

Data Migration

Malaysia (Kuala Lumpur)  China (Hohhot)  Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)

2 Refresh

4. Inthe upper-right corner of the page, click Create Migration T ask.

5. Configure both the source and destination databases.

1.Configure Source and Destination Databases

¥ Task Name: | g

Source Database

* Instance Type: | |ser-Created Database with Public IP Address v

* Instance Region: | China (Shanghai)

* Database Type: = MongoDB

v Get IP Address Segment of DTS

v

* Hostname or IP Address ‘ dds-bp1

r.mongodb.rds.aliyuncs.co |

* Port Number: ‘ 3717

Database Name: | admin

Authenticate Database with Account

Database Account: ‘

Database Password.

4>| Test Connectivity

Destination Database

* Instance Type: | MongoDB Instance
* Instance Region: | China (Hangzhou)

* MongoDB Instance ID: | dds-by

* Database Name: | admin

| Authenticate Database with Account

* Database Account: ‘

* Database Password

q;| Test Connectivity

Section Parameter

N/A Task Name

Instance Type

Instance
Region

Database Type

Hostname or IP
Address

Port Number

Cancel Assess Data Migration to Cloud Set Whitelist and Next

Description

DTS automatically generates a task name. We recommend that you
specify your own task name that helps identify the task. Task names
do not need to be unique.

Select User-Created Database with Public IP Address.

If you set the instance type to User-Created Database with Public
IP Address, the system automatically specifies Instance Region.

Select MongoDB.
Enter the domain name obtained from the public endpoint of the
source instance. For example, enter dds-Tudxxxxxxx-

pub.mongodb.rds.aliyuncs.com.

Enter 3717, which is the service port of the source instance.
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Section Parameter Description
Enter the name of the authentication database. It is the database
Source .
where the database account is created.
Database Database
Name ) )
@ Note If the database account is root, enter admin.
Database Enter the username of the database account you use to manage the
Account source database. For more information about the account permission
requirements, see Required database account permissions.
Enter the password of the database account.
@ Note After you specify the source database information,
Database click Test Connectivity next to Database Password to check
password whether the information is correct. If the information is correct,
the Passed message is displayed. If the information is incorrect,
the Failed message is displayed, and you must click Check next
to the Failed message to modify the information as prompted.
Instance Type Select MongoDB Instance.
Instance Select the region where the destination ApsaraDB for MongoDB
Region instance resides.
MongoDB L .
9 Select the ID of the destination ApsaraDB for MongoDB instance.
Instance ID
Enter the name of the authentication database. It is the database
where the database account is created.
Database
Name @ ) )
Note If the database account is root, enter admin.
Destinatio
n
Database Dat abase Enter thg username of the datapase accqunt you use to manage the
Account destination database. For more information about the account
permission requirements, see Required database account permissions.
Enter the password of the database account.
@ Note After you specify the destination database
information, click Test Connectivity next to Database
Database Password to check whether the information is correct. If the
Password information is correct, the Passed message is displayed. If the

information is incorrect, the Failed message is displayed, and you
must click Check next to the Failed message to modify the
information as prompted.

6. Inthe lower-right corner, click Set Whitelist and Next.
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@ Note The IP addresses of DTS servers are automatically added to a whitelist of the
destination instance. This ensures that the DTS servers can connect to the destination
instance. After the migration is complete, you can remove the IP addresses fromthe whitelist if
you no longer need them. For more information, see Configure a whitelist.

7. Configure migration types and migration objects.

2.Configure Migration Types and Objects

* Migration Types:¥] Full Data Migration Incremental Data Migration

Hover over the
required object and
click Edit. In the dizlog
box that appears,

Available Selected (To edit an object name or its filter, hover over the object
and click Edit.) Learn more.

If you search globally, please expand Q
Q

of the destination

=6 admin modify the object name
mongodbtest
database and select the
columns to migrate.
>
<
Select All
Remove All
*Name batch ® No Yes
change :
Information:
1. Data migration only copies the data and schema in the source database and saves the copy in the destination database. The process does not affect any

data or schema in t
2. DDL operations are not supported during data migration because this can cause migration failures,

Cancel Pravious Save

Paramet

Description
er
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Paramet .
Description
er
o If youwant to migrate all data, select Full Data Migration.
o If youwant to migrate data without interruptions to your business, select both Full
Data Migration and Incremental Data Migration.
@ Note
o DTS does not support incremental data migration for standalone
instances.
Migratio o [f Incremental Data Migration is not selected, do not write data into the
n Types source database during full data migration. This ensures data consistency
between the source and destination databases.
o Inthe Available section, select the objects you want to migrate and then click the
icon to move them to the Selected section.
Availabl @ Note Datainthe admin and local databases cannot be migrated.
e

o A migration object can be a database, collection, or function.

o By default, the name of an object remains unchanged after migration. If you want a
different object name after migration, use the object name mapping feature provided by
DTS. For more information, see Object name mapping.

8. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, clickthe icon next to each failed itemto view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification and select Data
Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the migration task.

o Full data migration
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We recommend that you do not manually stop a migration task. Otherwise, data migrated to the
destination database will be incomplete. Wait until the migration task automatically stops.

o Incremental data migration

An increment al data migration task does not automatically stop. You must manually stop the
migration task.

@ Note Select an appropriate time to manually stop the migration task. For example,
you can stop the migration task during of f-peak hours or before you switch your workloads
to the destination ApsaraDB for MongoDB instance.

a. Wait until Incremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Afterthe status of incremental data migration changes to The migration task is not
delayed, manually stop the migration task.

Task ID/Name: Status: Migrating Pause Task | View Details Duplicate Tz;<d;'ade Configure Monitoring and Alerting
v Pause Delete Total: 1 item(s) . Per Page: 20 item(s)

Subsequent operations
Determine whether to release the source instance.

e [If the source instance uses pay-as-you-go billing, release it. For more information, see Release an
ApsaraDB for MongoDB instance.

e [f the source instance uses subscription billing, you cannot release it.

References

If you migrate data to a sharded cluster instance, you can configure data sharding as needed. For more
information, see Configure sharding to maximize the performance of shards.

14.5. Migrate data from a third-party cloud
service provider to Alibaba Cloud

14.5.1. Migrate data from Amazon DynamoDB to
ApsaraDB for MongoDB by using mongoimport

This topic describes how to migrate data from Amazon DynamoDB to ApsaraDB for MongoDB by using
mongoimport, which is built in MongoDB for data restoration. You can install a MongoDB database on
an on-premises server or in an ECS instance as an intermediary, and then use mongoimport to migrate
data froman Amazon DynamoDB instance to an ApsaraDB for MongoDB instance.
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@ Note An on-premises server is used in the following example.

Prerequisites

An ApsaraDB for MongoDB instance is created. For more information, see 6l Z g A5 4] or 64y 5 &E8EsL
.

Precautions

e This is full data migration. Incremental data migration is not supported. To ensure data consistency,
we recommend that you do not write data to the source database before you migrate data.

e Runthe mongoimport command on the server. Do not run this command in the mongo shell.

Term mapping

Term in Amazon DynamoDB Term in ApsaraDB for MongoDB
Table Collection

ltem Document

Attribute Field

Preparation

Install a MongoDB database on the on-premises server. Make sure that the version of the database is
the same as the database version of the ApsarabDB for MongoDB instance. T his server plays an
intermediary role during data migration. In this example, MongoDB is installed on Ubuntu.

1. Install the MongoDB database to your server. For more information, visit Install MongoDB
Community Edition.

@ Note This server plays an intermediary role in both data backup and restoration. The
server is no longer required after the migration is complete.

2. Add the public IP address of the serverto a whitelist of the ApsarabDB for MongoDB instance. For
more information, see Configure a whitelist or an ECS security group for an ApsaraDB for MongoDB
instance.

Procedure
1. Log onto the Amazon DynamoDB console.
2. Inthe left-side navigation pane, click Tables.

3. Select the table you want to migrate. For this example, select customer.
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DynamoDB customer Close
4 Create table Delete table

Dashboard
Overview Items Metrics Alarms Capacity Indexes
Q, Filter by table name »
Backups Recent alerts
Name -

Reserved capacity company No CloudWatch alarms have been iriggered for this table.
Preferences
@  customer Stream details
DAX
Dashboard Stream enabled No
View type
Clusters Latest stream ARN

Subnet groups Manage Stream

4. Select the data you want to migrate and export it to a.csv file.

customer o
e S | Delete table O = N e

Overview Metrics =~ Alarms = Capacity | Indexes | Global Tables = More +
Q, Filter by table name X

Scan: [Table] ¢

& | O

Viewing 1 to 22 items

company
Edit
@® customer
Delete

Manage TTL

Manage live count

4
e E] name € «  birthdate - city ¥ | cou
a

Aaron 07-01-2016 North Shirleyburgh Via
@ Adrienne 15-03-2008 Georgeshire Mal
B Alex 26-05-1976 South Pamelabury Fhi
@ Alen 30-04-1979 Triciaton G
@ Ana 03-02-1976 Howardview I
@  Bethany 25-01-2008 Robertfort N
[ Brittany 24-04-1988 East Peter E

i. Clickthe ltems tab.
ii. Select the items you want to migrate.
ii. Choose Actions > Export to .csv.
5. Copy the exported .csv file to the server described in Preparation.

6. Log onto the ApsaraDB for MongoDB console to obtain the public endpoint of the ApsaraDB for
MongoDB instance.

o If you migrate data to a replica set instance of ApsaraDB for MongoDB, obtain the public
endpoint of the primary node. For more information, see Overview of replica set instance
connections.

o If you migrate datato a sharded cluster instance of ApsaraDB for MongoDB, obtain the public
endpoint of a mongos. For more information, see Overview of sharded cluster instance
connections.

@ Note Youmust manually apply for a public endpoint. For more information, see Apply
for a public endpoint for an ApsaraDB for MongoDB instance.
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7. Onthe server, run the following command to import the backup files to an ApsaraDB for MongoDB
database:

mongoimport --host <mongodb_host:port>--authenticationDatabase admin -u <username> --db <data

base> --collection <collection> --file <filename> --type csv --headerline

® Note

o <mongodb_host:port>: the public endpoint of the primary node in the replica set
instance of ApsaraDB for MongoDB, or the public endpoint of a mongos in the sharded
cluster instance of ApsaraDB for MongoDB.

o <username>: the username of the destination database in the ApsaraDB for MongoDB
instance. The initial username is root. This user must have read and write permissions on
the destination database.

o <database>: the name of the authentication database. It is the database where the
database user is created. If the username is root, enter admin.

o <collection>: the name of the collection to which you want to import data.

o <filename>: the path and name of the .csv file.

The following command is used to import data fromthe customer.csv file to the customer
collection in the mongodbtest database.

mongoimport --host dds-bpxxxxxxxx-pub.mongodb.rds.aliyuncs.com:3717 --authenticationDatabase a
dmin -u root --db mongodbtest --collection customer --file ~/download/customer.csv --type csv --head

erline

8. When Enter password: is displayed, enter the password of the ApsaraDB for MongoDB database
user and press Enter.

@ Note If you want to migrate data of othertables, repeat Steps 3to 8.

Afterdataimport is complete, the data of the source Amazon DynamoDB instance is migrated to the
destination ApsaraDB for MongoDB instance.

What to do next

To improve the performance of data operations, we recommend that you create indexes after you
import data. For more information, visit db.collection.createlndex.

14.5.2. Migrate data from MongoDB Atlas to
ApsaraDB for MongoDB by using mongodump
and mongorestore
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This topic describes how to migrate data from MongoDB Atlas to ApsaraDB for MongoDB by using
mongodump and mongorestore, which are built in open source MongoDB for backup and restoration.
You can directly install mongodump and mongorestore (or create a MongoDB Atlas instance) on an on-
premises server or an ECS instance to migrate data fromthe MongoDB Atlas instance to an ApsaraDB

f

or MongoDB instance.

@ Note Inthe following procedure, an on-premises server is used as an example.

Precautions

mongodump and mongorestore are installed, and their version is consistent with the database
version of the MongoDB Atlas instance. For more information about the installation procedure, see
Install MongoDB.

If the source and destination instances run different database versions or storage engines, ensure
there are no compatibility issues between them before you start migration. For more information
about the database versions and storage engines supported by ApsaraDB for MongoDB, see
MongoDB versions and storage engines.

This process is a full data migration. To ensure data consistency, we recommend that you do not
write data to the source databases before you migrate data.

If yourunthe mongodump command, the historical backup files in the dump folder are overwritten.

If you have used the mongodump command to back up a MongoDB Atlas database, move the
backup files in the dump folder to another directory and make sure that the dump folder is empty.

Run the mongodump and mongorestore commands on the on-premises server. Do not run these
commands in the mongo shell.

Required database account permissions

Data source Account permission
Source MongoDB Atlas instance Read permissions on the source databases

Read/write permissions on the destination

Destination ApsaraDB for MongoDB instance
databases

Preparations

Inthe ApsaraDB for MongoDB console:

1. Create an ApsaraDB for MongoDB instance. For more information, see Create a replica set instance
or Create a sharded cluster instance.

@ Note

o The storage capacity of the ApsaraDB for MongoDB instance must be greater than that
of the MongoDB Atlas instance.

o If you migrate data to a sharded cluster instance of ApsaraDB for MongoDB, we
recommend that you configure sharding to store data. For more information, see
Configure sharding to maximize the performance of shards.

2. Set the password of the root user forthe ApsaraDB for MongoDB instance. For more information,
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see Reset the password for an ApsaraDB for MongoDB instance.

@ Note ff you have set the password when you create the instance, skip this step.

On the on-premises server:

1. Install MongoDB databases. For more information, see Install MongoDB.

@ Note

o This server functions as an intermediary platformfor data backup and restoration. It is
no longer required after the migration is complete.

o The available storage space of the partition where the backup directory is located must
be greater than the occupied storage space of the source MongoDB Atlas databases.

2. Add the public IP address of the on-premises server to a whitelist of the ApsaraDB for MongoDB

instance. For more information, see Configure a whitelist or an ECS security group for an ApsarabDB
for MongoDB instance.

Procedure

1. Log onto the MongoDB Atlas console.

2. Add the public IP address of the on-premises server to a whitelist of the MongoDB Atlas instance.

CONTEXT CHINA > PROJECT 0

Project 0 - Clusters Build a New Cluster
PROJECT

W

D Alerts MongoDB Users MongeDB Roles IP Whitelist o Peering Enterprise Security o

D) Baokup Add Whitelist Entry
A, Users & Teams

@ Sett You wil

sttings Add a whitelist entry using either CIDR notation or a single |P address. Learn mare.
Stitch Apps IP Addres  ADD CURRENT IP ADDRESS o
lll Charts 1 DELETE
Whitelist Entry:
& Docs
,D, Support Comment: dump

6

Ll Save as temporary whitelist Cancel

3. Onthe Clusters page, find the target cluster and click its name.
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CONTEXT

Project 0

PROJECT
'3}6 Clusters
ﬂ Alerts
¥0) Backup
A, Users & Teams

@ Settings

Stitch Apps
lull Charts

& Docs
'n' Support

CHINA > PROJECT 0

Build a New Cluster

Clusters

Overview
Q

CONNECT | METRICS = COLLECTIONS

. N
INSTANCE SIZE
REGION

0 Enhance Your Experience
TYPE O ghput,

LINKED STITCH APP
Link Application

»

4. Onthe Command Line Tools tab, click COPY next to the mongodump command to copy this
command with the connection information of the source MongoDB Atlas databases.

PROJECT
'B:é Clusters
ﬂ Alerts
¥D) Backup
A, Users & Teams
‘@ Settings

Stitch Apps
lull Charts

5’ Docs
'n' Support

Command Line Tools o

Connect To Your Cluster

Methods to connect your application to your cluster via MongoShell, URI, or Compass can be found in the connect
modal.

Binary Import and Export Tools

Replace PASSWORD with the password for the admin user and DATABASE with the name of the database you wish
to import/export to your cluster.

mongorestore (| creates a new database or adds data to an existing database. By default, mongorestore reads
the database dump in the dump/ sub-directory of the current directory; to restore from a different directory, pass in
the path to the directory as a final argument.

mongorestore --host

--5z1 --username root --password &1 COPY
<PASSHWORD> - -authenticationDatabase admin

mongodump (| creates a binary export of the contents of a database
mongodump --host

--551 --username root --password
<PASSHORD> - -authenticationDatabase admin --db <DATABASE>

& COPY e

5. Onthe on-premises server, back up the source MongoDB Atlas databases.

i. Onthe on-premises server, paste the mongodump command that contains the connection
information of the source MongoDB Atlas databases.

ii. Replace <PASSWORD> with the password of the root user and replace <DATABASE> with the
names of the source MongoDB Atlas databases.

iii. Runthis command and wait until data backup is complete.

The following figure shows an example.

mongodb .net:27017,
l --username root

.mc-ngc-dl:-.net:z:-‘@i]-’l -
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6. Log onto the ApsaraDB for MongoDB console to obtain the public endpoint of the ApsaraDB for
MongoDB instance.

o If you migrate datato a replica set instance of ApsaraDB for MongoDB, obtain the public
endpoint of the primary node. For more information, see Overview of replica set instance
connections.

o If you migrate datato a sharded cluster instance of ApsaraDB for MongoDB, obtain the public
endpoint of a mongos. For more information, see Overview of sharded cluster instance
connections.

@ Note You must manually apply for a public endpoint. For more information, see Apply
for a public endpoint for an ApsarabDB for MongoDB instance.

7. Onthe on-premises server, run the following command to import the backup files to the ApsaraDB
for MongoDB database:

mongorestore --host <mongodb_host>:3717 --authenticationDatabase admin -u <username> -d <datab

ase><database_backupfile_directory>

® Note

o <mongodb_host>: the public endpoint of the primary node in the replica set instance
of ApsaraDB for MongoDB, or the public endpoint of a mongos in the sharded cluster
instance of ApsaraDB for MongoDB.

o <username>: the username of the destination database in the ApsaraDB for MongoDB
instance.

o <database>: the source database that you want to restore. If the backup files contain
data from more than one database, repeat this step to restore all the databases.

o <database_backupfile_directory>: the directory of the backup files.

Examples:

Restore the mongodbtest database.

mongorestore --host dds-bp**********.pub.mongodb.rds.aliyuncs.com:3717 --authenticationDatabase

admin -u root -d mongodbtest /dump/mongodbtest
Restore the test123 database.

mongorestore --host dds-bp**********.pub.mongodb.rds.aliyuncs.com:3717 --authenticationDatabase

admin -u root -d test123 /dump/test123

8. When Enter password: is displayed, enter the password of the ApsaraDB for MongoDB database
user and press Enter.

After data restoration is complete, the data of the source MongoDB Atlas instance is migrated to the
destination ApsaraDB for MongoDB instance.
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14.5.3. Migrate data from a MongoDB Atlas
database to Alibaba Cloud

This topic describes how to migrate incremental data from a MongoDB Atlas database to Alibaba Cloud
by using Data Transmission Service (DTS). DTS supports full data migration and incremental data
migration. When you migrate data from a MongoDB Atlas database, you can select both migration
types to ensure service continuity.

Prerequisites

The available storage space of the destination ApsaraDB for MongoDB instance is larger than the total
size of the data in the MongoDB Atlas database.

Precautions

e DTS uses resources of the source and destination instances during full data migration. This may
increase the loads of the database servers. If you migrate a large volume of data orthe server
specifications cannot meet your requirements, database services may become unavailable. Before
you migrate data, evaluate the impact of data migration on the performance of the source and
destination databases. We recommend that you migrate data during of f-peak hours.

e You cannot migrate data fromthe admin or local database.
e The config database is an internal database. We recommend that you do not migrate this database.

e If the source MongoDB Atlas database and the destination ApsaraDB for MongoDB instance have
different versions or storage engines, make sure that the versions or storage engines are compatible.
For more information, see MongoDB versions and storage engines.

Billing

Instance configuration

Migration type Internet traffic fee

fee

Full data migration Free of charge

. 'grati 9 Charged only when data is migrated from Alibaba

Cloud over the Internet. For more information, see
Incremental data Charged. For more Pricing
migration information, see Pricing. '
Migration types

Migration type Description

DTS migrates all historical data of the required objects from the source MongoDB
database to the destination MongoDB database.

Full data migration
@ Note The following types of objects are supported: database,

collection, and index.
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Migration type Description

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

@ Note

® The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

Incremental data
migration

® The create, delete, and update operations that are performed on
documents can be synchronized.

Permissions required for database accounts

Database Full data migration Incremental data migration

® The read permission on the
source database, admin
database, and local database

The read permission on the
source database and the
permission to perform the
listDatabases operation

MongoDB Atlas database
® The permission to perform the
listDatabases operation

The read and write permissions The read and write permissions

ApsaraDB for MongoDB instance
P 9 on the destination database on the destination database.

For more information about how to create and authorize a database account, see the following
topics:

e MongoDB Atlas database: Create User in MongoDB
e ApsaraDB for MongoDB instance: Manage MongoDB users through DMS

Before you begin

1. Log onto the MongoDB Atlas console.

2. Inthe left-side navigation pane, click Network Access. On the page that appears, click ADD IP

CONTEXT i > PROJECT 0
Project ~  Network Access
ATLAS
IP Whitelist
Clusters —
SECURITY You will only be able to connect to your cluster from the following list of IP Addresses: o
Database Access

Advanced
® Active £ EDIT | @ DELETE

PROJECT

Access Management

3. Inthe dialog box that appears, click ALLOW ACCESS FROM ANYWHERE, and click Confirm.
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Add Whitelist Entry

Add a whitelist entry using either CIDR notation or a single IP address. Learn more.

ADD CURRENT IP ADDRESS | ALLOW ACCESS FROM ANYWHERE o

Whitelist Entry: 0.0.0.0/0

Comment: Optional comment describing this entry

| Save as temporary whitelist Cancel

@ Note This step allows all IP addresses to access the MongoDB Atlas database. Delete
this rule after data migration is complete.

Procedure

1. Logonto the DTS console.

2. Inthe left-side navigation pane, click Data Migration.

3. At the top of the Migration Tasks page, select the region where the ApsaraDB for MongoDB
instance resides.

Data Transmission Se... Migration Tasks  singapore o EXGENr VDN China (Shanghai) China (Qingdao) China (Befjing)  China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia)  UAE (Dubai)
Germany (Frankfurt) ~ Malaysia (Kuala Lumpur) ~ China (Hohhot) ~ Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Owverview

2 Refresh
Data Migration

4. Inthe upper-right corner of the page, click Create Migration T ask.

5. Configure the source and destination databases.
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| Create Migration Task = ®Back

1.Source endpoint and target endpoint

* Task Name: | atlas_to_aliyun

Source Databass

* Instance Type: | On-premises Databases v
* Instance Region: v Get DTS IP
* Database Engine: | MongoDB v
* Host Name or IP Address: | clusterd-shard- mongodb.net ‘
* Ports | 27017

Database Name: |admin ‘ Account verification database

Database account: | atlastest ‘

Database Password: | sssessssssass Q)‘ Test the Connection () Passed
Target Database
¥ Instance Type: | MongaDB Instance v
* Instance Region: v
* MongoDB Instance ID: -
* Database Name: |admin ‘ Account: verification database

* Database account: | root ‘

* Database Password:

9| Test the Connection | (@ Passed

Cancel Authorize Whitelist and Enter into Next Step

Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify an informative name for easy identification. You do not need
to use a unigue task name.

Instance Type Select User-Created Database with Public IP Address.

Instance If the instance type is set to User-Created Database with Public
Region IP Address, you do not need to specify the instance region.

Database Type Select MongoDB.

Enter the endpoint of the PRIMARY node in the MongoDB Atlas
database.

You can obtain the endpoint in the MongoDB Atlas console, as shown
in the following figure.

‘monsoDB-Aﬂas All Clusters. A Please set .. < "
o0 2 Clusters
N
Q
Hostname or
Clusters.
IP Address Duta Loka 5T o Clusteo R
SECURITY Vermenaots
Database Access CONNECT ~ METRICS ~ COLLECTIONS  «s+
Network Access .

PROJECT REGION
Access Management : :

Tvee
Activity Feed o

Alerts LINKED STITCH APP

Integrations _— J Upgrade

Settings

SERVICES
Charts

Stitch

Source
Database
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Section Parameter Description
Enter the service port number of the MongoDB Atlas database. The
Port Number .
default port numberis 27017.
Database Enter the name of the authentication database. The database account
Name is created in this database.
Enter the account of the MongoDB Atlas database. For more
Database ) ) . .
information about the permissions that are required for the account,
Account o :
see Permissions required for database accounts.
Enter the password of the database account.
@ Note After you specify the source database parameters,
Database click Test Connectivity next to Database Password to verify
password whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.
Encryption Select SSL-encrypted.

Instance Type

Instance
Region

MongoDB
Instance ID

Database
Name

Destinatio

n

Database Database
Account

Database
Password

Select MongoDB Instance.

Select the region where the ApsarabDB for MongoDB instance resides.

Select the ID of the ApsaraDB for MongoDB instance.

Enter the name of the authentication database. The database account
is created in this database.

@ Note If the database account is root, enter admin.

Enter the database account of the ApsaraDB for MongoDB instance.
For more information about the permissions that are required for the
account, see Permissions required for database accounts.

Enter the password of the destination database account.

@ Note After you specify the destination database
parameters, click Test Connectivity next to Database
Password to verify whether the specified parameters are valid. If
the specified parameters are valid, the Passed message appears.
If the Failed message appears, click Check next to Failed.
Modify the destination database parameters based on the check
results.
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6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

= Migration Types: Full Data Migration

Available

If you search globally, please expand

=] [+ mongodbtest
[=] 13 Collections
Functions

test

test123

admin

Select All

*Name batch
change :

Inf

nat

® No

Incremental Data Migration

Selected {To edit an object name or its filter, hove
and dlick Edit.) Learn more.

mongodbtest

company

customer

Remove All

er over the object | Hover over the

: required object and
dlick Edit. In the dialog
box that appears,

Q modify the object name
of the destination
database and select the
columns to migrate.
abase. The ess doe al
Cancel Previous Save Precheck

@ Note DTS adds the CIDR blocks of DTS servers to the whitelist of the ApsaraDB for
MongoDB instance. T his ensures that DTS servers can connect to the ApsaraDB for MongoDB

instance.

7. Select the migration types and the objects to be migrated.

Setting Description

o To perform only full data migration, select only Full Data Migration.

o To ensure service continuity during data migration, select both Full Data

Migration and Incremental Data Migration.

Select the

migration types @ Note

If Incremental Data Migration is not selected, do not write

data to the source database during full data migration. This ensures data
consistency between the source and destination databases.
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Setting Description
o Select objects from the Available section and click the
»

iconto move the objects to the Selected section.
Select the @ Note You cannot migrate data from the admin or local database.
objects to be
migrated © You can select databases, collections, or functions as the objects to be

migrated.

o After an object is migrated to the destination database, the name of the object
remains unchanged. You can use the object name mapping feature to change
the names of the objects that are migrated to the ApsaraDB for MongoDB
instance. For more information, see Object name mapping.

8. Inthe lower-right corner of the page, click Precheck.

@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, clickthe icon next to each failed itemto view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the migration task.
o Full data migration

We recommend that you do not manually stop a migration task. Otherwise, data migrated to the
destination database will be incomplete. Wait until the data migration task automatically stops.

o Incremental data migration

An incremental data migration task does not automatically stop. You must manually stop the
migration task.

@ Note Select an appropriate time to manually stop the migration task. For example,
you can stop the migration task during of f-peak hours or before you switch your workloads
to the ApsaraDB for MongoDB instance.

a. Wait until Incremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of increment al data migration may be displayed in the
progress bar.
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b. Afterthe status of incremental data migration changes to The migration task is not
delayed, manually stop the migration task.

Task ID/Name: Status: Migrating Pause Task | View Details | Duplicate Tzs<d£rade Configure Monitoring and Alerting
] Pause Delete Total: 1 item{s) . Per Page: 20 item(s) n

12. Switch your workloads to the ApsaraDB for MongoDB instance.

14.5.4. Migrate an Amazon DynamoDB database
to ApsaraDB for MongoDB by using NimoShake

NimoShake, also known as DynamoShake, is a data synchronization tool developed by Alibaba Cloud.
You can use this tool to migrate an Amazon DynamoDB database to ApsaraDB for MongoDB.

Prerequisites

2o

An ApsaraDB for MongoDB instance is created. For more information, see 672 gl AR50 or )i 5 | E£8EsE
1.

Context

This topic describes how to use NimoShake.

NimoShake is used to migrate data from an Amazon DynamoDB database. The destination must be an
ApsaraDB for MongoDB instance.For more information, see NimoShake overview.

Precautions

Resources of the source and destination databases are occupied during full data migration. T his may
increase the load of the database servers. If you attempt to migrate a large volume of data orif the
server specifications are insufficient, the databases may be overloaded or become unavailable. Before
you migrate data, evaluate the performance of the source and destination databases. We recommend
that you migrate data during off-peak hours.

Terms

e Resumable upload: In a resumable upload task, datais split into multiple chunks. When transmission is
interrupted due to network failures or other causes, the task can be resumed from where it was left
off rather than restarting from the beginning.

(@ Note Resumable upload is supported in incremental migration, but not in full migration. If
an incremental migration task is interrupted due to disconnection and the connection is
recovered within a short time range, the task can be resumed. In some cases such as a long-
period disconnection or the loss of a previous checkpoint, a full migration may be triggered.

e Checkpoint: Resumable upload is based on checkpoints. Default checkpoints are writtento the
ApsaraDB for MongoDB database named dynamo-shake-checkpoint. Each collection records a
checkpoint list and the status_table collection records whether the current taskis a full or
incremental migration.
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NimoShake features

NimoShake performs full migration the first time and then incremental migration.

e Full migration: contains data migration and index migration. The following figure shows the basic
architecture of full migration.

4 MongoDB
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o Data migration: NimoShake uses multiple concurrent threads to pull source data, as shown in the

following figure.

Pullinig
data

Throttling
Aggregate writing
Thread Description
Calls the protocol conversion driver provided by Amazon to capture
datain the source collection in batches and then place the batches
into queues until all source data is captured.
Fetcher ) )
@ Note Only one fetcher thread is provided.

Reads data from queues and parses data into the BSON structure.

After data is parsed, the parser thread writes data to queues of the
Parser executor thread as entries. Multiple parser threads can be started

and the default value is 2. You can specify the number of parser

threads through the FullDocumentParser parameter.

Pulls data from queues and then aggregates and writes data to the
ApsarabDB for MongoDB database. Up to 16 MB data in 1,024 entries

Executor can be aggregated. Multiple executor threads can be started and
the default value is 4. You can specify the number of executor

threads through the FullDocumentConcurrency parameter.
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o Index migration: NimoShake writes indexes after data migration is complete. Indexes include self -
contained indexes and user-created indexes.

m Self-contained indexes: If you have both a partition key and a sort key, NimoShake creates a
unique composite index and writes the index to the ApsaraDB for MongoDB database.
NimoShake also creates a hash index for the partition key and writes the index to the ApsaraDB
for MongoDB database. If you have only a partition key, NimoShake writes a hash index and a
unique index to the ApsaraDB for MongoDB database.

m User-created indexes: If you have a user-created index, NimoShake creates a hash index based
on the primary key and writes the index to the ApsaraDB for MongoDB database.

e Incremental migration: NimoShake migrates data but not the generated indexes. The following figure
shows the basic architecture of incremental migration.

Monitor shard change

Notify

Manager

éCreate/Update

Write

Executor B=m=q MongoDB

Pullifhg data

s Dispatcher feuend  Batcher [epmeemd

o e

Create/Query .. . Update
..... r o

Thread Description
Fetcher Senses the changes of shards in a stream.

Sends messages or creates a dispatcher to process messages. One
Manager .

shard corresponds to one dispatcher.

) Pulls incremental data from the source. In resumable upload, data is

Dispatcher L L

pulled from the last checkpoint instead of the very beginning.

Parses and encapsulates the incremental data pulled from the
Batcher .

dispatcher thread.

Writes the encapsulated data to the ApsaraDB for MongoDB
Executor

database and updates the checkpoint.

Migrate an Amazon DynamoDB database to ApsaraDB for MongoDB

This section uses Ubuntu to describe how to use NimoShake to migrate an Amazon DynamoDB
database to ApsaraDB for MongoDB.
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1. Runthe following command to download the NimoShake package and wait until the package is
downloaded:

wget https://github.com/alibaba/NimoShake/releases/download/release-v1.0.0-20191015/nimo.tar.gz

@ Note We recommend that you download the latest NimoShake package. For more
information about the download address, visit NimoShake.

2. Runthe following command to decompress the NimoShake package:
tar zxvf nimo.tar.gz

3. After decompression, runthe cdnimo command to access the nimo folder.

4. Runthe vinimo-shake.conf command to open the NimoShake configuration file.

5. Configure the following parameters for NimoShake.
Parameter Description Example

The ID of the migration task, which is
custom. The ID is used to display pid
files and other information, such as the
id log name of the migration task, the id =nimo-shake
name of the database that stores
checkpoint information, and the name
of the destination database.

The path of the log file. If you do not
log.file configure this parameter, logs are log.file = nimo-shake.log
displayed in stdout.

The severity of logs. Valid values:
o none: No logs are collected.

o error: logs that contain error
information.

o warn: logs that contain warning

information. log.level = info

log.level
o info: logs that contain system

status information.

o debug: logs that contain debugging
information.

Default value: info.
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Parameter

log.buffer

system_profile

http_profile

sync_mode

source.access_ke
y_id

source.secret_acc
ess_key

source.session_t
oken

Description

Specifies whether to enable log
buffering. Valid values:

o true. Log buffering ensures high
performance. However, several
latest log entries may be lost when
you disable log buffering.

o false. If log buffering is disabled,
performance is low, but all log
entries are displayed.

Default value: true.

The pprof port. It is used for
debugging and displaying stackful
coroutine information.

The HTTP port. After this port is
enabled, you can view the current

status of NimoShake over the Internet.

The type of data migration. Valid
values:

o all: both full and incremental
migration.

o full: only full migration.
© incr: only incremental migration.

Default value: all.

@ Note Both full and
incremental migration is
performed by default. If you only
want to perform either full
migration or incremental
migration, change the value to full
orincr.

The AccessKey ID used to access
Amazon DynamoDB.

The AccessKey secret used to access
Amazon DynamoDB.

The temporary key used to access
Amazon DynamoDB. If no temporary
key is available, you can skip this
parameter.

Example

log.buffer =true

system_profile = 9330

http_profile =9340

sync_mode =all

source.access_key_id = XXXXXXXXXXX

sou rce.secret_access_key = XXXXXXXXX

X

source.session_token = XXXXXXXXXX
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Parameter Description Example

The region where the Amazon
DynamoDB database is located. If no
region is available, you can skip this
parameter.

source.region source.region = us-east-2

source.session.m The maximum number of retries after a . .

. . . source.session.max_retries =3

ax_retries session failure.
The session timeout. 0 indicates that
the session timeout is disabled. Unit: source.session.timeout =3000
milliseconds.

source.session.ti
meout

The names of collections to be
migrated. For example, filter.collectio

n.white=cl;c2 indicates that the c1

and c2 collections will be migrated and
the rest collections will be filtered out.

filter.collection.w

hite ® Note filter.collection.white = c1;c2

You cannot specify
both the filter.collection.white and
filter.collection.black parameters.
Otherwise, all collections will be
migrated.

The names of collections to be filtered

out. For example, filter.collection.bla

ck=cl;c2 indicates that the c1 and c2

collections will be filtered out and the

rest collections will be migrated.

filter.collection.bl
rrer.cotiection filter.collection.black =c1;c2

ack @ Note You cannot specify
both the filter.collection.white and
filter.collection.black parameters.
Otherwise, all collections will be
migrated.

The maximum number of the scan
commands to be called per second in
gps.full full migration. It is used to limit the gps.full=1000
frequency of the scan command.
Default value: 1000.

The number of data entries pulled per
second in full migration. Default value: gps.full.batch_num =128
128.

gps.full.batch_nu
m
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Parameter Description Example
The maximum number of the GetReco
rds commands to be called per
. second in incremental migration. It is i
gps.incr gps.incr =1000

used to limit the frequency of the Get

Records command. Default value:
1000.

The number of data entries pulled per
second in incremental migration.
Default value: 128.

gps.incr.batch_nu
m

The category of the destination
database. Valid values:

o mongodb: an ApsaraDB for
MongoDB instance.

o aliyun_dynamo_proxy: an ApsaraDB
for MongoDB instance that is
compatible with the DynamoDB

target.type
protocol.

@ Note The
aliyun_dynamo_proxy option is
only available at the China site
(aliyun.com).

The category of the destination
ApsaraDB for MongoDB instance. Valid

values:
target.mongodb.
type © replica: the replica set instance.
o sharding: the sharded cluster

instance.

gps.incr.batch_num =128

target.type = mongodb

target.mongodb.type = sharding
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Parameter Description

The connection string of the
destination ApsaraDB for MongoDB
instance. The destination must be an
ApsaraDB for MongoDB instance or an
ApsaraDB for MongoDB instance that is
compatible with the DynamoDB
protocol.

For more information about ApsaraDB
for MongoDB connection string URIs,
see Overview of replica set instance
connections or Overview of sharded
cluster instance connections.

target.address

@ Note ApsaraDB for
MongoDB instances that are
compatible with the DynamoDB
protocol are only available at the
China site (aliyun.com).

Specifies how to handle a second
collection with the same name on the
destination. Valid values:

o rename: NimoShake will rename a
second collection with the same

name and add a timestamp suffix to

the name. For example, NimoShake
changes c1to c1.2019-07-
01212:10:11.

warning This operation
modifies the names of
destination collections and may
affect the business. You must
make preparations before data
migration.

target.db.exist

o drop: NimoShake will delete a
second collection with the same
name.

If this parameter is not specified and
the destination already contains a
collection with the same name, the
migration task is terminated and an
error message is returned.

The maximum number of collections
that can be migrated concurrently in
full migration. Default value: 4.

full.concurrency

Example

target.address = mongodb://usernam
e:password@s-*****-pub.mongodb.rd

s.aliyuncs.com:3717

target.mongodb.exist = drop

full.concurrency =4
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Parameter Description

A parameter for full migration. It
specifies the maximum number of
threads used concurrently to write
documents in a collection to the
destination. Default value: 4.

full.document.co
ncurrency

A parameter for full migration. It
specifies the maximum number of
full.document.pa parser threads used concurrently to
rser convert the Dynamo protocol to the
corresponding protocol on the
destination. Default value: 2.

A parameter for full migration. It
specifies whether to migrate user-
full.enable_index. created indexes. Valid values:
user o true

o false

A parameter for full migration.

Specifies whether to change the INSE

fullexecutor.inse RT statement to the UPDATE

rt_on_dup_updat statement if the same keys occur at
e the destination. Valid values:

o true

o false

A parameter for incremental migration.

Specifies whether to change the INSE

increase.executor RT statement to the UPDATE

.insert_on_dup_u statement if the same keys occur at
pdate the destination. Valid values:

o true

o false

Example

full.document.concurrency =4

full.document.parser=2

full.enable_index.user =true

full.executor.insert_on_dup_update

=true

increase.executor.insert_on_dup_up

date=true

> Document Version: 20210205

182



User Guide-Data migration and sync

hronization

Parameter

increase.executor
.upsert

convert.type

increase.concurre
ncy

Description Example

A parameter for incremental migration.

Specifies whether to change the UPD

ATE statement to the UPSERT

statement if no key is provided at the
destination. Valid values:

o true

o false

@ Note The UPSERT

statement checks whether the increase.executor.upsert = true

target key exists. If yes, the UPDA
TE statement is executed. If not,

the INSERT statement is
executed.

A parameter for incremental migration.
It specifies whether to convert the
Dynamo protocol. Valid values:

o raw: writes data directly without

conversion of the Dynamo protocol.
convert.type = change

o change: converts the Dynamo
protocol. For example, NimoShake

converts {"hello":"1"} to {"hello"

il B

A parameter for incremental migration.
It specifies the maximum number of
shards that can be captured
concurrently. Default value: 16.

increase.concurrency = 16
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Parameter

checkpoint.type

checkpoint.addre
ss

checkpoint.db

Description

The type of the storage that stores
checkpoint information. Valid values:

o mongodb: Checkpoint information is
store in the ApsaraDB for MongoDB

database. Only when the target.ty
pe parameteris set to

mongodb , the checkpoint.address

and checkpoint.db parameters are
valid.

o file: Checkpoint information is store
in the local computer.

The address used to store checkpoint
information.

o If the checkpoint.type parameter

is set to mongodb , enter the
connection string URI of the
ApsarabDB for MongoDB database. If
you do not specify this parameter,
checkpoint information is stored in
the destination ApsaraDB for
MongoDB database. For more
information about ApsaraDB for
MongoDB connection string URIs, see
Overview of replica set instance
connections or Overview of sharded
cluster instance connections.

o If the checkpoint.type parameter

is set to file , enter a relative path
based on the path of the NimoShake
file. Example: checkpoint. If you do
not specify this parameter,
checkpoint information is stored in
checkpoint folder.

The name of the ApsaraDB for
MongoDB database that stores
checkpoint information. If you do not
specify this parameter, the database

name is in the default format of <Tas

k ID>-checkpoint . Example:
nimoshake-checkpoint.

Example

checkpoint.type = mongodb

checkpoint.address = mongodb://use
rname:password@s-*****-pub.mongo

db.rds.aliyuncs.com:3717

checkpoint.db = nimoshake-checkpoi

nt

6. Runthe following command to start data migration by using the configured nimo-shake.conf file:

./nimo-shake.linux -conf=nimo-shake.conf
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@ Note Afterthe full migration is complete, fullsyncdone! is displayed onthe screen. If

the migration is terminated due to an error, NimoShake automatically stops and the
corresponding error message is displayed on the screen for you to troubleshoot the error.

14.5.5. Use NimoFullCheck to check data
consistency after migration

NimoFullCheck is a tool developed by Alibaba Cloud to check data consistency between an Amazon
DynamoDB database and an ApsaraDB for MongoDB database. T his topic describes how to use
NimoFullCheck to check data consistency after you migrate data from an Amazon DynamoDB database
to an ApsaraDB for MongoDB database.

Prerequisites

Data is migrated from an Amazon DynamoDB database to an ApsaraDB for MongoDB database by using
NimoShake. For more information, see Migrate an Amazon DynamoDB database to ApsaraDB for
MongoDB by using NimoShake.

Context

After you migrate data from an Amazon DynamoDB database to an ApsaraDB for MongoDB database,
you can use NimoFullCheck to check data consistency between the two databases.

The check consists of the following two steps:

e Brief check: checks whether the number of items in a table in the Amazon Dynamo database is equal
to the number of documents in the corresponding collection in the ApsaraDB for MongoDB database.
If the numbers are different, the check terminates and an error message is returned. You can locate
issues based on the returned error message.

e Precise check: precisely compares data in the two databases after the brief checkis passed.
NimoFullCheck fetches data from the Amazon Dynamo database and parses the data. If the data
contains unique indexes, NimoFullCheck compares the data with that in the destination ApsaraDB for
MongoDB database based on the unique indexes. If the data does not contain unique indexes,
NimoFullCheck compares all data entries in two databases one by one, which is slow.

Usage notes

e NimoFullCheck only supports consistency check for full data migration. If you check data consistency
after an incremental data synchronization, the result is inconsistent.

e NimoFullCheck uses data in the ApsaraDB for MongoDB database as the baseline for check. In other
words, NimoFullCheck checks whether data in the Amazon DynamoDB database is consistent with
that inthe ApsaraDB for MongoDB database.

Procedure
The following procedure assumes that you run NimoFullCheck in the Ubuntu operating system.

1. Runthe following command to download the NimoShake package:

wget https://github.com/alibaba/NimoShake/releases/download/release-v1.0.0-20191015/nimo.tar.gz
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@ Note We recommend that you download the latest NimoShake package. For more
information, see NimoShake.

2. Runthe following command to decompress the NimoShake package:

tar zxvf nimo.tar.gz

3. Afteryou decompress the package, runthe cdnimo command to go to the nimo directory.

4. Runthe following command to start NimoFullCheck with required parameters:
./nimo-full-check.linux --<Parameter 1>=<Value 1> --<Parameter 2>=<Value 2>

The following table describes the parameters of NimoFullCheck.

Usage:
nimo-full-check.linux [OPTIONS]

Application Options:
-i, --id= target database collection name (default: nimo-shake)
-1, --loglevel=
-5, --sourceAccessKeyID= dynamodb source access key id
--sourceSecretAccessKey= dynamodb source secret access key
--sourceSessionToken= dynamodb source session token
--sourceRegion= dynamodb source region
--qpsFull= gps of scan command, default is leeee
--qpsFullBatchNum= batch number in each scan command, default is 128
--targetAddress= mongodb target address
--diffoutputFile= diff output file name (default: nimo-full-check-diff)
--parallel= how many threads used to compare, default is 16 (default: 18)
--sample= comparison sample number for each table, @ means disable (default: 1@8@)
--filterCollectionWhite= only compare the given tables, split by ';°
--filterCollectionBlack= do not compare the given tables, split by ';°*
-c, --convertType= convert type (default: raw)
-v, --version print version

Help Options:
-h, --help Show this help message

Parameter Description Example

The ID of the migration task. Set the
value to the ID of the migration task
that is specified when you used
id NimoShake to migrate data. For more --id = nimo-shake
information, see Migrate an Amazon
DynamoDB database to ApsaraDB for
MongoDB by using NimoShake.
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Parameter

logLevel

sourceAccessKeyl
D

sourceSecretAcce
ssKey

sourceSessionTo

ken

sourceRegion

gpsFull

gpsFullBatchNum

targetAddress

Description

The level of the logs to be generated.
Valid values:

o none: does not generate logs.

o error: generates logs that contain
error messages.

©o warn: generates logs that contain
warnings.

o info: generates logs that indicate
system status.

o debug: generates logs that contain
debugging information.

Default value: info.

The access key ID used to connect to
the source Amazon DynamoDB
database.

The secret access key used to connect
to the source Amazon DynamoDB
database.

Optional. The session token used to
access the source Amazon DynamoDB
database.

Optional. The region where the source
Amazon DynamoDB database resides.

The number of times that the Scan
command is run on tables per second.

Default value: 10000.

The number of data entries to fetch
per second. Default value: 128.

The endpoint of the destination
ApsaraDB for MongoDB database. For
more information about how to view
the endpoint, see Overview of replica
set instance connections or Overview
of sharded cluster instance
connections.

Example:
mongodb://username:password@s-

*kkkk _

pub.mongodb.rds.aliyuncs.com:3717.

Example

--logLevel =info

--sourceAccessKeyID = XXXXXXXXXX

--sourceSecretAccessKey = XXXXXXXXXX

--sourceSessionToken = XXXXXXXXXX

--sourceRegion = us-east-2

--qpsFull=10000

--gpsFullBatchNum =128

--targetAddress = mongodb://userna

* %k Kk kk

me:password@s- -pub.mongodb.

rds.aliyuncs.com:3717
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Parameter

diff OutputFile

parallel

sample

filterCollectionw
hite

filterCollectionBla
ck

Description

The name of the file that stores the
information about inconsistent data. If
you do not specify this parameter, the

default file name nimo-full-check-diff

is used.

The number of threads to be used for
consistency check. Default value: 16.

The maximum number of documents
to be checked in each collection. A
value of 0 indicates that all documents
in a collection are checked. Default
value: 1000. A value of 1000 indicates
that a maximum of 1,000 documents
can be checked in a collection.

The collection whitelist for consistency
check. Set the value to the names of
the collections that must be checked.

Example: --filterCollectionWhite =c1;

c2 , indicating that only collections c1
and c2 are checked.

The collection blacklist for consistency
check. Set the value to the names of
the collections that do not need to be

checked. Example: --filterCollectionBl

ack=cl;c2 , indicating that all

collections other than c1 and c2 are
checked.

Example

--diffOutputFile = nimo-full-check-dif
f

--parallel=16

--sample = 1000

--filterCollectionWhite = ci;c2

--filterCollectionBlack = ci;c2
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Parameter Description Example

Specifies whether the source data,
which uses the Dynamo protocol, was
converted during the migration. Valid
values:

o raw: Data was written to the
destination database without
conversion.

o change: Data was converted before

it is written to the destination

convertType --convertType = change

database. For example, {"hello":"1

"} was converted to {"hello":1} .

@ Note The value of the
parameter must be the same as
that specified for migration. If the
values are different, the check
fails.

Displays the version number of
NimoFullCheck.

@ Note Youdo not needto
version specify a value for the parameter. --version
If you need to display the version

number, add the --version
parameter to the command.

Displays all the parameters that are

supported by NimoFullCheck. g

help

@ Note If the checkis successful, the message fullcheckdone! is returned. If the check
terminates due to an error, NimoFullCheck exits and an error message is returned. You can
locate issues based the returned error message.

14.6. Data synchronization

14.6.1. Use MongoShake to implement one-way
synchronization between ApsaraDB for
MongoDB replica set instances
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You can use the open source MongoShake tool developed by Alibaba Cloud to synchronize data
between MongoDB databases. This tool can be used in scenarios such as data analysis, disaster
recovery, and active-active replication. This topic describes how to configure MongoShake to
synchronize data between ApsaraDB for MongoDB replica set instances in real time.

MongoShake overview

MongoShake is a general-purpose Platform as a Service (PaaS) tool, which is written in the Go language
by Alibaba Cloud. MongoShake reads the oplogs of a MongoDB database and replicates data based on
the oplogs to meet specific requirements.

MongoShake also allows you to subscribe to and consume MongoDB logs. You can connect to
MongoShake by using multiple methods such as SDKs, Kafka, and MetaQ. MongoShake is suitable for
scenarios such as log subscription, data synchronization across data centers, and asynchronous cache
eviction.

@ Note
e For more information about MongoShake, visit MongoShake homepage on Git Hub.

e If you want to implement two-way data synchronization between replica set instances, you
can submit a ticket.

Supported databases
Source database Destination database

Self-managed MongoDB database hosted on Elastic

Self-managed MongoDB database hosted on ECS
Compute Service (ECS) anag 9 ataba

Self-managed MongoDB database hosted on an on- Self-managed MongoDB database hosted on an on-
premises machine premises machine

ApsaraDB for MongoDB instance ApsaraDB for MongoDB instance

MongoDB database on a third-party cloud MongoDB database on a third-party cloud

Precautions

e Do not performdata definition language (DDL) operations on the source database before full data
synchronization is complete. Otherwise, data inconsistency may occur.

e You cannot use MongoShake to synchronize data in the admin and local databases.
Required permissions on databases

Database Required permission

readAnyDatabase permissions, read permissions on the local database, and
read/write permissions on the mongoshake database
Source ApsaraDB

for MongoDB @ o
ote

. The mongoshake database is created by MongoShake at the source
instance

when the incremental synchronization task starts.
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Database Required permission
Destination
ApsaraDB for readWriteAnyDatabase or read/write permissions on the destination database

MongoDB instance

(@ Note Formore information about how to create and authorize MongoDB users, see Manage
user permissions on MongoDB databases or visit db.createUser().

Preparations

1. Forbest synchronization performance, make sure that the source ApsaraDB for MongoDB replica
set instance resides in a VPC. If the source instance resides in the classic network, switch the
network type to VPC. For more information, see Switch the network type of an ApsarabDB for MongoDB
instance.

2. Create an ApsaraDB for MongoDB replica set instance as the synchronization destination. Select
the same VPC as the one used by the source ApsaraDB for MongoDB replica set instance to
minimize network latency. For more information, see 6l 2 gl A &= 524

3. Create an ECS instance to run MongoShake. Select the same VPC as the one used by the source
ApsaraDB for MongoDB instance to minimize netwaork latency. For more information, see Create an
ECS instance.

4. Add the private IP address of the ECS instance to the whitelists of the source and destination
ApsaraDB for MongoDB instances. Make sure that the ECS instance can connect to the source and
destination ApsaraDB for MongoDB instances. For more information, see Configure a whitelist or an
ECS security group for an ApsaraDB for MongoDB instance.

@ Note If the network type does not meet the preceding requirements, you can apply for
public endpoints for the source and destination ApsaraDB for MongoDB instances. Then, add the
public IP address of the ECS instance to the whitelists of the source and destination ApsaraDB for
MongoDB instances. T his way, you can synchronize data by using the Internet. For more information,
see Apply for a public endpoint for an ApsaraDB for MongoDB instance and Configure a whitelist or
an ECS security group for an ApsaraDB for MongoDB instance.

Procedure

By default, the /root/mongoshake directory is used as the installation directory for MongoShake in this
example.

1. Log onto the ECS instance. For more information, see Connect to a Linux instance by using a
username and password.

2. Runthe following command to download the MongoShake package and rename the package as

mongoshake.tar.gz :

wget "http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/196977/jp_ja/1608863913991/

mongo-shake-v2.4.16.tar.gz" -O mongoshake.tar.gz
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@ Note
the latest version of MongoShake, visit Releases.

The download URL for MongoShake V2.4.16 is used in this example. To download

3. Runthe following command to decompress the MongoShake package to the /root/mongoshake

directory:

tar zxvf mongoshake.tar.gz && mv mongo-shake-v2.4.16 /root/mongoshake && cd /root/mongoshake

4. Runthe vicollector.conf command to modify the collector.conf configuration file of

MongoShake. The following table describes the parameters that you must configure to
synchronize data between ApsaraDB for MongoDB instances.

Parameter Description
The connection string URI of the source
ApsaraDB for MongoDB instance.

@ Note

o We recommend that you use
a VPC endpoint to minimize

mongo_urls network latency.

© For more information about
the format of a connection
string URI, see Overview of
replica set instance
connections.

The connection string URI of the
destination ApsaraDB for MongoDB
instance.

@ Note

o We recommend that you use
tunnel.addres a VPC endpoint to minimize
s network latency.

© For more information about
the format of a connection
string URI, see Overview of
replica set instance
connections.

Example

mongo_urls = mongodb://root:Ftxxxxxx
@dds-bpxxxxxxxx.mongodb.rds.aliyuncs
.com:3717,dds-bpxxxxxxxx.mongodb.rds

.aliyuncs.com:3717

@ Note The password cannot
contain at signs (@). Otherwise, the
connection may fail.

tunnel.address = mongodb://root:Ftxxx
xxx@dds-bpxxxxxxxx.mongodb.rds.aliyu
ncs.com:3717,dds-bpxxxxxxxx.mongodb.

rds.aliyuncs.com:3717

@ Note The password cannot
contain at signs (@). Otherwise, the
connection may fail.
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Parameter Description Example
The data synchronization method. Valid
values:
o all: performs both full data
synchronization and incremental data
synchronization.
o full: performs only full data
sync_mode synchronization. sync_mode =all

o incr: performs only incremental data
synchronization.

@ Note The default value is
incr.

@ Note For more information about all parameters in the collector.conffile, see the
Appendix section of this topic.

5. Runthe following command to start the data synchronization task and generate the log
information:

.Jcollector.linux -conf=collector.conf -verbose

6. Checkthe log information. If the following log is displayed, it indicates that the full data
synchronization is complete and the incremental data synchronization starts.

[09:38:57 CST 2019/06/20] [INFO] (mongoshake/collector.( *ReplicationCoordinator).Run:80) finish full s

ync, start incr sync with timestamp: fullBeginTs[1560994443], fullFinishTs[1560994737]

Monitor the MongoShake status

When the incremental data synchronization starts, you can open a command line window to monitor
MongoShake.

cd /root/mongoshake && ./mongoshake-stat --port=9100

@ Note mongoshake-stat is a Python script. Before you run the script, make sure that Python
2.7 is installed. For more information, visit Python official website.

The following figure shows sample monitoring information about MongoShake.
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logs_get/sec
logs_repl/sec
logs_success/sec
lsn.time
lsn_ack.time
sn_ckpt.time
now.time

replset

Appendix

All parametersint

Section Parameter
N/A conf.version
id

Description

The number of oplogs obtained per second.

The number of oplogs for replay operations performed per second.

The number of oplogs for successful replay operations per second.

The time when the last oplog was sent.

The time when the destination database acknowledges the write operation.
The time when the last checkpoint was generated.

The current time.

The name of the replica set instance where the source database resides.

he collector.conf file
Description Example

The version number of the
configuration file. Do not change conf.version=4
the value.

The ID of the synchronization task.

This value is customizable. The

global configuration includes the

log file name, the name of the id = mongoshake
database that stores the checkpoint

information, and the name of the

destination database.
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Section

Parameter

master_quo
rum

full_sync.ht
tp_port

incr_sync.ht
tp_port

system_pro
file_port

Description

Specifies whether the MongoShake
node is the active node in high
availability scenarios. If you use the
active MongoShake node and
standby MongoShake node to
synchronize data from the same
database, you must set this

parameterto true forthe active
MongoShake node.

Valid values:

® true

e false

@ Note The default value
is false.

The HTTP port used to view the
status of full data synchronization
in MongoShake over the Internet.

@ Note The default value
is 9101.

The HTTP port used to view the
status of incremental data
synchronization in MongoShake over
the Internet.

@ Note The default value
is 9100.

The profiling port used to view
internal stack information.

Example

master_quorum = false

full_sync.http_port=9101

incr_sync.http_port =9100

system_profile_port =9200
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Section Parameter Description Example

The level of the logs to be
generated. Valid values:

® error: generates logs that
contain error messages.

e warning: generates logs that

contain warnings.

log.level log.level =info

e info: generates logs that indicate
system status.

® debug: generates logs that
contain debugging information.

The default value is info.

The directory where the log file and
PID file are stored. If you do not
specify a value, the log file and PID
file are stored in the logs directory

in the working directory.
log.dir log.dir=./logs/

@ Note This parameter
must be set to an absolute
path.

The name of the log file. This value
is customizable.

log.file log.file = collector.lo
@ Note The default value & &

is collector.log.

Specifies whether to display every
log entry on the screen. Valid
values:

e true: Every log entry is displayed
on the screen. This ensures that
no log entry is missing on the
screen but compromises the
performance.

log.flush e false: Not every log entry is log.flush = false
displayed on the screen. This
ensures the performance but
some log entries may be missing
on the screen.

@ Note The default value
is false.
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Section Parameter Description Example
The data synchronization method.
Valid values:
e all: performs both full data
synchronization and incremental
data synchronization.
e full: performs only full data
sync_mode synchronization. sync_mode =all
e incr: performs only incremental
data synchronization.
@ Note The default value
is incr.
The connection string URI of the
source ApsaraDB for MongoDB
instance.
@ Note
® We recommend that ls =
you use a VPC endpoint mongo_uris =
to minimize network mongodb://root:Ftxxxxxx@dds-
l R bpxxxxxxxx.mongodb.rds.aliyuncs.c
mongo_urts e For more information
om:3717,dds-
about the format of a
connection string UR, bpxxxxxxx.mongodb.rds.aliyuncs.c
see Overview of replica om:3717
set instance
connections or
Overview of sharded
cluster instance
connections.
The endpoint of the Configserver mongo_cs_url=
node. If the source ApsaraDB for
MongoDB instance is a sharded mongodb://root:Ftxoxxx@dds-
cluster instance, you must specify b PXXXXXXXX-
mongo_cs_ this parameter. For more db.rds.ali 3
url information about how to apply for csxxx.mongodb.rds.aflyuncs.com:
an endpoint for a Configserver 717,dds-bpXxxxxxxxx-
no@e, see Apply for a connectlon csxxx.mongodb.rds.aliyuncs.com:3
string of a shard or Configserver
node. 717/admin
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Section Parameter
mongo_s_u
rl
tunnel

Global

configuratio

n options

Description

The endpoint of the Mongos node.
If the source ApsaraDB for MongoDB
instance is a sharded cluster
instance, you must specify this
parameter. You must specify the
endpoint of at least one Mongos
node. Separate the endpoints of
multiple Mongos nodes with
commas (,). For more information
about how to apply for an endpoint
for a Mongos node, see Apply for a
connection string of a shard or
Configserver node.

The type of the tunnel used for
synchronization. Valid values:

e direct: directly synchronizes data
to the destination ApsaraDB for
MongoDB instance.

® rpc: synchronizes data by using
NET /RPC.

® tcp: synchronizes data by using
TCP.

e file: synchronizes data by
transferring files.

e kafka: synchronizes data by using
Kafka.

e mock: only used for testing
without writing data to the
tunnel.

@ Note

direct.

Th default value is

Example

mongos_s_url=
mongodb://root:Ftxxxxxx@s-
bpxxxxxxxx.mongodb.rds.aliyuncs.c
om:3717,s-
bpxxxxaxxxx.mongodb.rds.aliyuncs.c

om:3717/admin

tunnel=direct
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Section

Parameter

tunnel.addr
ess

Description

The address used to connect to the
destination ApsaraDB for MongoDB
instance through the tunnel.

If the tunnel parameter is set to

direct , set the value to the

connection string URI of the
destination ApsaraDB for
MongoDB instance.

If the tunnel parameter is set to

rpc , set the value to the receiver
socket address used in the RPC
connection to the destination
ApsaraDB for MongoDB instance.
If the tunnel parameter is set to

tcp , set the value to the receiver

socket address used inthe TCP
connection to the destination
ApsarabDB for MongoDB instance.

If the tunnel parameter is set to

file , set the value to the file

path in the destination ApsaraDB
for MongoDB instance.

If the tunnel parameter is set to

kafka , set the value to the
broker server addresses of Kafka.

Example: topic@brokersl,brok

ers2 .

If the tunnel parameter is set to

mock , you do not need to set
this parameter.

Example

tunnel.address =
mongodb://root:Ftxxxxxx@dds-
bpxxxxxxxx.mongodb.rds.aliyuncs.c
om:3717,dds-
bpxxxaxaxxxx.mongodb.rds.aliyuncs.c

om:3717
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Section Parameter

tunnel.mess
age

mongo_con
nect_mode

Description Example

The type of the data to be written
to the tunnel. This parameter takes
effect only when the tunnel

parameter is set to kafka or
file . valid values:

® raw: writes data in the original
format. The data is aggregated
in batches to be written or read
at atime.

® json: writes data to Kafka in the tunnel.message =raw

JSON format so that the data
can be directly read.

® bson: writes data to Kafka in the
Binary JSON ( BSON ) format.

@ Note

is raw.

The default value

The type of the node from which
MongoShake pulls data. This
parameter takes effect only when
the tunnel parameter is set to

direct . Valid values:

e primary: pulls data from the

primary node.
mongo_connect_mode =
e secondaryPreferred: pulls data

from a secondary node. secondaryPreferred

e standalone: pulls data from the
single node that is specified.

@ Note The default value
is secondaryPreferred.
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Section

Parameter

filter.names
pace.black

filter.names
pace.white

filter.pass.s
pecial.db

filter.ddl_en
able

Description

The namespace blacklist for data
synchronization. The specified
namespaces are not synchronized
to the destination database.
Separate multiple namespaces with
semicolons (;).

@ Note A namespace is
the standard name of a
collection or index in ApsaraDB
for MongoDB. It is the
combination of a database
name and a collection or index
name. Example:

mongodbtest.customer .

The whitelist for data
synchronization. Only the specified
namespaces are synchronized to
the destination database. Separate
multiple namespaces with
semicolons (;).

The special database from which
you want to synchronize data to the
destination database. You can
specify multiple special databases.
By default, the data in special
databases such as admin, local,
mongoshake, config, and
system.views is not synchronized.
You can set this parameter to
synchronize data from special
databases. Separate multiple
database names with semicolons

()

Specifies whether to synchronize
DDL operations. Valid values:

® true

e false

@ Note If the source
ApsaraDB for MongoDB instance
is a sharded cluster instance,
you cannot set this parameter
to true.

Example

filter.namespace.black =
mongodbtest.customer;testdata.te

st123

filter.namespace.white =

mongodbtest.customer;test123

filter.pass.special.db =

admin;mongoshake

filter.ddl_enable =false
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Section

Parameter

checkpoint.
storage.url

checkpoint.
storage.db

checkpoint.
storage.coll
ection

checkpoint.
start_positi
on

Description

The storage location of
checkpoints, which are used for
resumable upload. If you do not set
this parameter, MongoShake writes
checkpoints to the following
databases based on the type of the
source ApsaraDB for MongoDB
instance:

® Replica set instance: MongoShake
writes checkpoints to the
mongoshake database.

® Sharded cluster instance:
MongoShake writes checkpoints
to the admin database onthe
Configserver node.

The name of the database that
stores checkpoints.

@ Note The default value
is mongoshake.

The name of the collection that
stores checkpoints. If you use the
active MongoShake node and
standby MongoShake node to
synchronize data from the same
database, you can change this
collection name to avoid the
conflict caused by duplicate
collection names.

@ Note The default value
is ckpt_default.

The start position for resumable
upload. If a checkpoint exists, this
parameter is invalid. Set the value in
the following format:

YYYY-MM-DOT HH. MM:SSZ .

@ Note The default value
is 1970-01-01T00:00:00Z.

Example

checkpoint.storage.url=
mongodb://root:Ftxxxxxx@dds-
bpxxxxxxxx.mongodb.rds.aliyuncs.c
om:3717,dds-
bpxxxxxxxx.mongodb.rds.aliyuncs.c

om:3717

checkpoint.storage.db =

mongoshake

checkpoint.storage.collection =

ckpt_default

checkpoint.start_position =1970-
01-01T00:00:00Z
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Section Parameter Description Example
The rule for renaming the source
database or collection in the
destination database. For example,
you change the database name and |
transform.n transform.namespace =
amespace collection name from Database o s B )
A.Collection B to Database
C.Collection D inthe destination
database.
full_sync.re The maximum number of full_sync.reader.collection_parall
ader.collect collections that can be concurrently
ion_parallel pulled by MongoShake at a time. el=6
full_sync.re The number of concurrent threads .
ader.write } full_sync.reader.write_document
document_ used by MongoShake to write a ~
- collection. _parallel=8
parallel
The number of documents to be
written to the destination ApsaraDB
full_sync.re for MongoDB instance at a time. For
ader.docum A= full_sync.reader.document_batch
ent batch s example, a value of 128 indicates NN
e - that 128 documents are written to gsizes
the destination ApsaraDB for
MongoDB instance at a time.
Specifies whether to delete the
collections in the destination
database that have the same
names as the source collections
before synchronization. Valid
values:
e true: deletes the collections in
the destination database that
have the same names as the
source collections before
synchronization.
full_sync.co full_sync.collection_exist_drop =
llection_exis . ) )
warning This option true
t_drop . .
deletes collections in the
destination database.
Therefore, back up data in
the destination database in
advance.
e false: returns an error message
and exits if a collection in the
destination database has the
Full data same name as a source
synchroniza collection.
tion options
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Section

Parameter

full_sync.cr
eate_index

full_sync.ex
ecutor.inser
t_on_dup_u
pdate

full_sync.ex
ecutor.filter
.orphan_do

cument

full_sync.ex
ecutor.majo
rity_enable

incr_sync.m
ongo_fetch
_method

Description

Specifies whether to create indexes
after the synchronization is
complete. Valid values:

e foreground: Indexes are created
in the foreground.

e background: Indexes are created
in the background.

e none: No indexes are created.

Specifies whether to change an
INSERT statement to an
UPDATE statement if a document
in the destination database has the
same _id value as the source
document. Valid values:
® true

e false

Specifies whether to filter out
orphaned documents if the source
ApsaraDB for MongoDB instance is a
sharded cluster instance. Valid
values:

® true

e false

Specifies whether to enable the
majority write feature in the
destination ApsarabDB for MongoDB
instance. Valid values:

® true

e false

The method used to pull
incremental data. Valid values:

e oplog: pulls oplogs from the
source database.

e change_stream: pulls change

events from the source database.

Only MongoDB 4.0 or later
supports this method.

The default value is oplog.

Example

full_sync.create_index=none

full_sync.executor.insert_on_dup

_update =false

full_sync.executor.filter.orphan_d

ocument = false

full_sync.executor.majority_enabl

e =false

incr_sync.mongo_fetch_method =

oplog
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Section Parameter

incr_sync.op
log.qgids

incr_sync.sh
ard_key

incr_sync.w
orker

Incremental

data incr_sync.w

synchroniza orker.oplog

tion options ~ _compresso
r

Description Example

The global ID used to implement

two-way replication for ApsaraDB

incr_sync.oplog.gids =

for MongoDB clusters. You can
apply for global IDs by submitting a XXXXXXKXKXXX
ticket.

The method used to distribute

concurrent requests to internal
worker threads. Do not modify this

incr_sync.shard_key = collection

parameter value.

The number of concurrent threads
that transmit oplogs. If the
performance of your ECS instance is
sufficient, you can increase the
number of concurrent threads.

@ Note If the source incr_sync.worker =8
ApsarabDB for MongoDB instance

is a sharded cluster instance,

the number of concurrent

threads must be equal to the

number of shard nodes.

Specifies whether to decompress
data to reduce network bandwidth
usage. Valid values:

none: No data is compressed.

gzip: Datais compressed in the
GZIP format.

zlib: Data is compressed inthe
ZLIB format.

deflate: Datais compressed in incr_sync.worker.oplog_compress

the DEFLATE format.
or=none

@ Note This parameter
takes effect only when the
tunnel parameter is not set to

direct . If the tunnel
parameter is set to direct ,

set the valueto none .
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Section Parameter Description Example
The time delayed for synchronizing
data between the source and
destination ApsaraDB for MongoDB
instances. By default, changes in the
source database are synchronized
to the destination database in real
time. To avoid invalid operations,
you can set this parameter to delay
. the synchronization. For example, if
incr_sync.ta . —
rget_delay you set incr_sync.target_delay incr_sync.target_delay = 1800
to 1800, the synchronization is
delayed for 30 minutes. Unit:
seconds.
@ Note Avalueof 0
indicates that data is
synchronized in real time.
|nckr_53!;nc.v;/1 incr_sync.worker.batch_queue_si
orker.batc
_queue_size ze=64
. The parameters for configuring
incr_sync.ad int l inM Shake. D
aptive.batc  Mrernatqueues in Flongoonake. Bo incr_sync.adaptive.batching_max
hing_max_si not modify the settings of these o
e parameters unless otherwise _size=1024
required.
|nchr_53éncf:e incr_sync.fetcher.buffer_capacity
tcher.buffer
_capacity =256
Specifies whether to change an
UPDATE statement to an
INSERT statement if no
) document in the destination
incr_sync.ex ]
ecutor.upse ~ database has the same _id value incr_sync.executor.upsert = false
rt or unique index as the source

document. Valid values:
e true

e false
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Section Parameter

Direct

tunnel

opt.ions incr_sync.ex

(This ecutor.inser

section t_on_dup_u

takes effect p_dat_e N

only when

the tunnel

parameter

is set to

direct .)
incr_sync.co
nflict_write
_to
incr_sync.ex
ecutor.majo
rity_enable
FAQ

For frequently asked questions

Description

Specifies whether to change an
INSERT statement to an
UPDATE statement if a document
in the destination database has the
same _id value or unique index as
the source document. Valid values:
® true

e false

Specifies whether to record
conflicting documents if data write
conflicts occur during the
synchronization. Valid values:

e none: Conflict documents are not
recorded.

e db: Conflict logs are written to
the mongoshake_conflict
database.

e sdk: Conflict logs are written to
an SDK.

Specifies whether to enable the
majority write feature in the
destination ApsaraDB for MongoDB
instance. Valid values:

® true

e false

@ Note The majority write
feature may compromise the
performance.

about MongoShake, visit FAQ.

Example

n

incr_sync.executor.insert_on_dup

update = false

incr_sync.conflict_write_to =

one

incr_sync.executor.majority_enab

le =false

14.6.2. Use MongoShake to implement delayed

synchronization among ApsaraDB for MongoDB

instances

T his topic describes how to use MongoShake to synchronize data among ApsaraDB for MongoDB

instances after a buffer period.

Prerequisites
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The MongoShake version must be 2.4.6 or later. For more information, visit the MongoShake releases
page.

Context

If you use MongoShake to synchronize data among multiple instances in real time, MongoShake
synchronizes misoperations on the primary instance to the secondary instances. In this case, you must
restore data of the secondary instances to undo the misoperations. To resolve this issue, a parameter is
added to MongoShake version 2.4.6 to allow delayed synchronization. T his feature provides a buffer
period for data synchronization among ApsaraDB for MongoDB instances. If a misoperation is
performed on the primary instance, you can disable synchronization during the buffer period and
migrate your workloads to a secondary instance to which the incorrect data is not synchronized.

@ Note This topic describes how to use the incr_sync.target_delay parameter. For more

information about how to use MongoShake, see Use MongoShake to implement one-way
synchronization between ApsaraDB for MongoDB replica set instances.

Preparations

1. For best synchronization performance, make sure that the source ApsaraDB for MongoDB replica
set instance resides in a VPC. If the source instance resides in the classic network, switch the
network type to VPC. For more information, see Switch the network type of an ApsarabDB for MongoDB
instance.

2. Create an ApsaraDB for MongoDB replica set instance as the synchronization destination. Select
the same VPC as the one used by the source ApsaraDB for MongoDB replica set instance to
minimize network latency. For more information, see @7 8| A< & 52 4.

3. Create an ECS instance to run MongoShake. Select the same VPC as the one used by the source
ApsaraDB for MongoDB instance to minimize network latency. For more information, see Create an
ECS instance.

4. Add the private IP address of the ECS instance to the whitelists of the source and destination
ApsaraDB for MongoDB instances. Make sure that the ECS instance can connect to the source and
destination ApsarabDB for MongoDB instances. For more information, see Configure a whitelist or an
ECS security group for an ApsaraDB for MongoDB instance.

@ Note If the network type does not meet the preceding requirements, you can apply for
public endpoints for the source and destination ApsaraDB for MongoDB instances. Then, add the
public IP address of the ECS instance to the whitelists of the source and destination ApsaraDB for
MongoDB instances. T his way, you can synchronize data by using the Internet. For more information,
see Apply for a public endpoint for an ApsaraDB for MongoDB instance and Configure a whitelist or
an ECS security group for an ApsaraDB for MongoDB instance.

Configure delayed synchronization among ApsaraDB for MongoDB
instances

The following example uses an Ubuntu Elastic Compute Service (ECS) instance to describe how to
configure delayed synchronization among ApsaraDB for MongoDB instances. For more information, see .

1. Log onto the ECS instance.

2. Runthe following command to download the MongoShake program:
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wget <Download address of the latest MongoShake package>
Example:
wget https://github.com/alibaba/MongoShake/releases/download/release-v2.0.7-20190817/mongo-sha

ke-2.0.7.tar.gz

@ Note The download address of the latest MongoShake package is listed on the
MongoShake releases page.

. Runthe following command to decompress the MongoShake package:

tar xvf <Name of the MongoShake package>
Example:

tar xvf mongoshake-2.0.tar.gz

Runthe vicollector.conf command to configure MongoShake. For information about the

configuration parameters, see MongoShake parameters. Find the incr_sync.target_delay parameter

in the collector.conf file and set this parameter based on your needs. The unit is seconds. In this
example, the buffer period is set to 1,800 seconds.

incr_sync.target_delay = 1800

Save and close the collector.conf file to complete the configuration.

Run the following command to start synchronization based on the collector.conf file and print the
logs.

.Jcollector.linux -conf=collector.conf -verbose

@ Note MongoShake synchronizes changes in the primary instance to secondary instances
30 minutes after the changes.

Perform a switchover between the primary instance and a secondary
instance after a misoperation

When you perform create, read, update, and delete (CURD) operations on the primary instance, a
misoperation may occur. For example, a statement is executed to write unwanted data to the primary
instance. To respond to a misoperation, you can follow these steps to migrate your workloads to a
secondary instance to which the incorrect data is not synchronized.

1.

Query the operation logs of the primary ApsaraDB for MongoDB instance to identify the time when
the misoperation occurred. For example, you can run the following command to query all operation
logs that were generated fromJune 1, 2020 to June 2, 2020. For more information about how to
query operation logs, see MongoDB official documentation.
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use local#Switch to the local database.
db.oplog.rs.find({"o.createTime": {Sgte:new Date(2020,6,1),5lte:new Date(2020,6,2)}}) #Query operatio

n logs based on the specified conditions.

2. Runthe following Restful APIcommand to inject the ExitPoint parameterto MongoShake to
terminate the MongoShake program at a specified time.

curl -X POST --data '{"ExitPoint": <UNIX timestamp>}' <MongoShake server ID>:<Port number>/sentinel/
options
Example:

curl-X POST --data '{"ExitPoint": 1593534600}' 127.0.0.1:9100/sentinel/options

@ Note Thest ring 1593534600 is a UNIX timestamp that indicates 16:30:00 June 30, 2020.
MongoShake automatically exits at the specified time.

3. Runthe vicollector.conf command to open the configuration file and exchange the IP addresses

of the primary instance and the secondary instance. For more information, see Use MongoShake to
implement one-way synchronization between ApsaraDB for MongoDB replica set instances.

4. Run the following command to restart synchronization based on the collector.conf file and print
the logs.

.Jcollector.linux -conf=collector.conf -verbose
5. Migrate your workloads to the new primary instance to complete the switchover operation.

Monitor the MongoShake status

For more information, see Monitor the MongoShake status.
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15.Data backup
15.1. Configure automatic backup for an

ApsaraDB for MongoDB instance

This topic describes how to configure automatic backup for an ApsaraDB for MongoDB instance.
ApsaraDB for MongoDB can automatically back up data based on the default backup policy orthe
backup policy you specify.

Usage notes

e [f the database version of aninstance is 3.2 or 3.4, the number of collections and indexes in the
instance cannot exceed 10,000. Otherwise, physical backup may fail. If you want to increase this limit,
we recommend that you upgrade MongoDB versions to 4.0 or later. Alternatively, you can select the
database version 4.0 or 4.2 when you create the instance. For more information, see Upgrade
MongoDB versions.

e Afterthe database version is upgraded, the backup files of the original version cannot be used to
restore data of the new version.

Automatic backup

e ApsaraDB for MongoDB stores backup files in Object Storage Service (OSS) to reduce the storage
usage of ApsaraDB for MongoDB instances.

e Standalone instances can use only snapshot backup, which affects their /0 performance in the
backup process.

@ Note Snapshot backup retains the status of disk data at a specific point in time.
e Replica set and sharded cluster instances support physical backup.

@ Note Wwith physical backup, all physical database files in an ApsaraDB for MongoDB

instance are backed up. Physical backup runs on the hidden node of an ApsaraDB for MongoDB
instance, and does not affect the I/0 performance of the primary and secondary nodes. If the
data volume is large, backing up your ApsaraDB for MongoDB instance may require a long time.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, click Replica Set Instances, or Sharded Cluster Instances
based on the instance type.

4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane, clickBackup and Recovery.

6. ClickBackup Settings.
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Create Instance By Time Point Backup Settings Refresh Apr 18, 2019 16:03:25 - Apr25, 2019 16:03:25 Q

Start Time End Time Status Backup Policy = Backup Size Eﬂ?ﬂ%g Backup Type  Operation
Apr 25, 2018, 04:36:47 Apr 25, 2018, 04:30:08 ® Success System 276MB Physical Full Backup
Backup Backup
Apr 24 2019, 04:36°55 Apr 24, 2019, 04:39-15 ® Suceess System 362MB Physical Full Backup
Backup Backup
Apr 23, 2019, 04:36:56 Apr 23, 2019, 04:30:14 ®Success  DUstem 3.45MB Physical Full Backup
Backup Backup
7. Inthe dialog box that appears, configure the following parameters.
Backup Settings X

Retention Days

-

i

Backup Time:

04:00-05:00 R
Day of Week
™2 Ionday 4 Tuesday ™3 Wednesday ™4 Thursday 4 Friday
¥4 Saturday Sunday

Parameter Description

The number of days for which you want to retain backup data. It

Retention Days
y can only be seven days.

The hour at which you want to perform the backup task. We

Backup Time
P recommend that you select an off-peak hour.

Day of Week The backup cycle. You can select one or more days in a week.

8. Click OK.

References

Restoration solution overview

15.2. Manually back up an ApsaraDB for
MongoDB instance
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T his topic describes how to manually back up an ApsaraDB for MongoDB instance. ApsaraDB for
MongoDB supports both automatic backup and manual backup. You can configure a backup policy for
the systemto automatically back up your ApsaraDB for MongoDB instance based on the backup cycle
you specify.

Impacts

e ApsaraDB for MongoDB stores its backup files in Object Storage Service (OSS) to reduce the storage
usage of ApsaraDB for MongoDB instances.
e Standalone instances support only snapshot backup, which decreases their I/0 performance.

e Physical backup and logical backup run on the hidden nodes of replica set instances, and do not
affect the performance of the primary and secondary nodes. If the data volume is large, backing up
your ApsaraDB for MongoDB instance may require a long time.

e Afterthe database version is upgraded, the backup files of the original version cannot be used to
restore data of the new version.

Backup methods

e Snapshot backup: The status of disk data at a specific point in time is retained.

e Physical backup: Physical database files of an ApsaraDB for MongoDB instance are backed up. This
method provides faster backup and restoration compared with logical backup.

e Logical backup: mongodump is used to logically back up each database. Logical backup restores
datain the form of playback commands during restoration.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances, orSharded Cluster Instances
based on the instance type.

4. Find the target instance and clickits ID.
5. Inthe upper-right corner of the page, clickBackup Instance.

6. Inthe dialog box that appears, specify Backup Method.

@ Note
o If the instance is a standalone instance, you can select only Snapshot Backup.

o If the instance is a replica set or sharded cluster instance, you can select Logical
Backup orPhysical Backup.
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Backup Instance X
g
Instance 1D =
[
dds- =
=

Backup Method

Physical Backup ~
Logical Backup
+" Physical Backup
OK Cancel

7. Click OK.

References

Restoration solution overview
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16.Data recovery
16.1. Restoration solution overview

The data restoration feature of ApsaraDB for MongoDB can minimize any losses caused by incorrect
operations on databases. ApsaraDB for MongoDB provides many data restoration solutions to meet
requirements in different scenarios.

Restore data to ApsaraDB for MongoDB instances

Method

Create an
instance from a
backup

Create an
instance based
on a point in
time

Restore datato
a new ApsaraDB
for MongoDB
instance

Restore backup
datato the
current instance

Instance type

Standalone or replica
set instance

Replica set or
sharded cluster
instance

Replica set instance

Replica set instance
(three-node)

Scenario

Applicable to the
scenarios where
the entire instance
is restored and
data timeliness is
not a key
requirement.

Applicable to the
scenarios where
multiple databases
or the entire
instance is
restored. The data
at a specified point
in time will be
restored.

Applicable to the
scenarios where
one or more
databases are
quickly restored.
For example, a
data set or
document is
deleted by
mistake.

N/A

Remarks

A new instance is created based on
the backup data and data is restored
to the new instance.

@ Note

® The created instance will
be billed. For more
information, see Billing
items and pricing.

® To ensures better
performance and stability
of the instance, the
system will upgrade the
minor version to the
latest version by default If
the minor version of your
instance expires or is not
included in the
maintenance list and the
instance is upgraded,
migrated, changed,
Created from a backup,
Created by point-in-time,
or performed Restore
datato a new ApsaraDB
for MongoDB instance.

Restoring data directly to the current
instance poses high risks. We
recommend that you restore the data
by using the following feature:
Restore data to a new ApsaraDB for
MongoDB instance by point in time or
Create an instance from a backup.
After the data is validated, migrate
the data back to the original instance
through DTS.
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Restore data to user-created databases

You can download backup files of ApsaraDB for MongoDB to your server and recoverthe datato a
user-created database. This feature is applicable to scenarios such as business testing or data analysis.

Method Instance type

Restore logical backup files of ApsaraDB for

Replica set instance
MongoDB to user-created databases

Restore physical backup files of ApsaraDB for

Replica set instance
MongoDB to user-created databases

16.2. Restore data to a new ApsaraDB for
MongoDB instance

This topic describes how to restore one or more databases of an ApsaraDB for MongoDB instance to a
new ApsaraDB for MongoDB instance by using a backup created at a specific point in time. This method
is ideal for quick data restoration.

Background information

Instances created after March 26, 2019 support the restoration of one or more databases. For
information about when this feature will be available to instances created before March 26, 2019,

follow the official website.

Prerequisites

e The instance is created after March 26, 2019.

e The instance is located in the China (Qingdao), China (Beijing), China (Zhangjiakou), China (Hohhot),
China (Hangzhou), China (Shanghai), China (Shenzhen), or Singapore (Singapore) region.

e Theinstance is a replica set instance.

e The MongoDB version of the instance is 3.4, 4.0, or4.2.

@ Note

o If the MongoDB version of the instance is earlier than required versions, you must upgrade
the database version. For more information, see Upgrade MongoDB versions.

o Afterthe MongoDB version is upgraded, the backup files of the original version cannot be
used to restore data of the new version.

e The storage engine of the instance is WiredTiger.
e The backup file list of the instance contains the backup files of the databases you want to restore.

Precautions

e You can restore databases only from physical backups.

e The time required varies based on factors such as the data volume, task queue status, and network
conditions. When the status of the new instance changes to Running, the restoration is complete.

> Document Version: 20210205 216


https://www.alibabacloud.com/help/doc-detail/95619.htm#task336
https://www.alibabacloud.com/help/doc-detail/58329.htm#concept-lf5-qxp-5fb
https://www.alibabacloud.com/help/doc-detail/64600.htm#concept-ut5-fp4-fgb

User Guide-Data recovery ApsaraDB for MongoDB

Billing
When you restore one or more databases, the system creates an instance and you are charged for the

new instance. For more information, see Billing items and pricing.

@ Note If you want to restore the databases to a pay-as-you-go instance, make sure that your
account has sufficient balance.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target

instance.
3. Inthe left-side navigation pane, click Replica Set Instances.
4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane, clickBackup and Recovery.
6. Onthe Backup and Recovery page, click Create Instance By Time Point.
7. Inthe Create Instance By Time Point panel, configure the following parameters.
Create Instance By Time Point P
Select recavery time point
varze 0100150t @

Select databases to recover
All Databases (@) Select Databases

Enter Databases

Database Name

sneuoo )

admin

mangodbtest

phone

Parameter Description

Select a point in time from which you want to restore data. You can select a
time point from the last seven days.

Select recovery time
point @ Note The time you select must be earlier than the current time
and later than the time when the source instance was created.

217 > Document Version: 20210205


https://www.alibabacloud.com/help/doc-detail/54285.htm#concept-jww-bny-32b
https://mongodb.console.aliyun.com/

ApsaraDB for MongoDB User Guide-Data recovery

Parameter Description

o All Databases: If you select this option, all databases in the source
instance are restored.

o Select Databases: If you select this option, only selected databases are

restored.
Select databases to You can directly select the databases you want to restore, or click Enter
recover Databases to enter the names of the databases.

@ Note If youwant to restore more than one database,
separate the database names with commas (,) when you enter them.

8. Click OK.
9. Onthe instance buy page, select a billing method for the new instance.

@ Note

o Subscription: You must pay for the subscription when you create an instance. This
method is more cost-effective than the pay-as-you-go method. We recommend that
you select this method for long-term use. A longer subscription period enables a larger
discount.

o Pay-as-you-go: You are billed on an hourly basis based on the used resources. We
recommend that you select this billing method for short-term use. You can reduce costs
by releasing your pay-as-you-go instance if it is no longer needed.

2o

10. Configure the new instance. For more information, see 6l 2 | £ 524

@ Note

o You cannot change Region, Database Version, Storage Engine, or Replication
Factor forthe new instance.

o To make sure that the new instance has sufficient space for restoration, we recommend
that you set the storage capacity larger than or equal to that of the source instance.

11. ClickBuy Now.

12. Onthe Confirm Order page, read and select ApsaraDB for MongoDB Agreement of Service,
and complete the payment.

16.3. Create an instance from a backup

This topic describes how to create a new ApsaraDB for MongoDB instance from a backup. You can use
this method to restore data or verify data in instance backups.
Prerequisites

e The source instance is a standalone instance or a replica set instance.
e The selected backup was created in the last seven days.
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Precaution

To ensures better performance and stability of the instance, the system will upgrade the minor version
to the latest version by default If the minor version of your instance expires or is not included in the
maintenance list and the instance is upgraded, migrated, changed, Created from a backup, Created by point-
in-time, or performed Restore data to a new ApsarabDB for MongoDB instance.

Billing

If you create an instance from a backup, you are charged for the new instance. For more information,
see Billing items and pricing.

@ Note Tocreatea pay-as-you-go instance, make sure that your account has sufficient
balance.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

. Inthe left-side navigation pane, click Replica Set Instances.
. Find the target instance and clickits ID.

. Inthe left-side navigation pane, clickBackup and Recovery.

o Ul MW

. Find the target backup file. On the right side of the backup file, choose

> Create Instance from Backup Point.

@ Note If you have upgraded the database version, you cannot use the backup files of the
earlier database version to restore data.

7. Inthe dialog box that appears, configure the following parameters:
o All Databases: restores data of all databases in the source instance to the target instance.

o Select Databases: restores data of some databases in the source instance to the target
instance.

You can select the databases that you want to restore or clickEnter Databases to enterthe
names of the databases.

@ Note If you enter the names of the databases, separate the database names with
commas (,).

8. Onthe Instance Purchase page, select a billing method for the new instance.
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@ Note

o Subscription: You must pay for an instance when you create it. This method is more
cost-effective than the pay-as-you-go method. We recommend that you select this
method for long-termuse. A longer subscription period enables a larger discount.

o Pay-as-you-go: You are billed on an hourly basis based on the used resources. We
recommend that you select this billing method for short-term use. You can reduce costs
by releasing your pay-as-you-go instance if it is no longer needed.

2o

9. Configure the new instance. For more information, see @l &l A 5241,

@ Note

o You cannot modify Region, Database Version, Storage Engine, and Replication
Factor forthe new instance.

o We recommend that you select a storage capacity that is no smaller than the storage
capacity of the source instance. This ensures that the new instance has sufficient space
to store the data restored fromthe source instance.

10. ClickBuy Now.

11. Read and select ApsaraDB for MongoDB Agreement of Service, and pay forthe order.

@ Note Thetime required to restore data to a new instance from a backup varies
depending on factors such as the data volume, the task priority in the task queue, and network
conditions. When the new instance enters the Running state, the restoration is complete.

16.4. Restore data to a new ApsaraDB for
MongoDB instance by point in time

This topic describes how to restore data to a new ApsaraDB for MongoDB instance by point in time. This
method is ideal for data restoration and verification.

Prerequisites

e The source instance is a replica set or sharded cluster instance.
e You can select a point in time only fromthe last seven days.

Billing

This method creates an instance and you are charged for the new instance. For more information, see
Billing items and pricing.

@ Note If you want to restore data to a pay-as-you-go instance, make sure that your account
has sufficient balance.

Procedure

1. Log onto the ApsaraDB for MongoDB console.
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N O o b

8.
9.

10.

. Inthe upper-left corner of the page, select the resource group and the region of the target

instance.

. Inthe left-side navigation pane, click Replica Set Instances, orSharded Cluster Instances

based on the instance type.

. Find the target instance and clickits ID.
. Inthe left-side navigation pane, clickBackup and Recovery.
. Onthe Backup and Recovery page, click Create Instance By Time Point.

. Inthe Create Instance By Time Point panel, select a time point for restoration and select one of

the following options:

o All Databases: restores data of all databases in the source instance to the destination
instance.

o Select Databases: restores data of some databases in the source instance to the destination
instance.

You can select the databases that you want to restore or clickEnter Databases to enterthe
names of the databases.

@ Note

m [f you enterthe names of the databases, separate the database names with commas
().

m To ensure data integrity and accuracy, do not select the latest point in time (usually
the latest hour) if the instance is a sharded cluster instance. Otherwise, restoration
fails.

m Afterthe database version is upgraded, the backup files of the original version
cannot be used to restore data of the new version.

Click OK.

On the instance buy page, select a billing method for the new instance.

® Note

o Subscription: You must pay forthe subscription when you create an instance. T his
method is more cost-effective than the pay-as-you-go method. We recommend that
you select this method for long-term use. A longer subscription period enables a larger
discount.

o Pay-as-you-go: You are billed on an hourly basis based on the used resources. We
recommend that you select this billing method for short-term use. You can reduce costs
by releasing your pay-as-you-go instance after you no longer need it.

Configure the new instance. For more information, see | &l £52 ) or 8724 5 EEE5L 4.
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@ Note

o Replica set instance: The storage capacity of the new instance must be larger than or
equal to that of the source instance.

o Sharded cluster instance:

m The number of shard nodes in the new instance must be larger than or equal to
that in the source instance.

m The storage capacity of each shard node in the new instance must be larger
than or equal to those in the source instance.

11. ClickBuy Now.

12. Read and select ApsaraDB for MongoDB Agreement of Service and complete the payment.

@ Note Thetime required to restore data to a new instance by backup set varies based on
factors such as the data volume, task queue status, and network conditions. When the status
of the new instance changes to Running, the restoration is complete.

16.5. Restore data to the current ApsaraDB
for MongoDB instance

This topic describes how to restore data to the current ApsaraDB for MongoDB instance. This helps
minimize the data loss caused by incorrect operations.

Prerequisite

The instance is a replica set instance with three nodes.

Background information

e The time required to restore data to your current instance varies depending on factors such as the
data volume, task queue status, and network conditions. When the status of the instance changes to
Running, the restoration is complete.

e [f you restore datato your current instance, all existing data is overwritten and cannot be restored.

warning This operation is risky. We recommend that you restore data to a new ApsaraDB
for MongoDB instance by point in time or backup set. Then, verify the data, and migrate the data
backto the source instance by using Data Transmission Service (DTS). For more information, see
Restore data to a new ApsaraDB for MongoDB instance by point in time or Create an instance
from a backup.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
instance.

3. Inthe left-side navigation pane, clickReplica Set Instances.
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4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane, clickBackup and Recovery.

6. Onthe Backup and Recovery page, find the backup set and choose

> Data Rollback in the Actions column.

@ Note I you have upgraded the database version, you cannot use the backup files of the
earlier database version to restore data.

7. Inthe Roll Back Instance message, click OK.

(@ Note The instance status becomes Restoring from Backup afteryou click OK. You can
clickRefresh in the upper-right corner of the Backup and Recovery page to update the
instance status. The restoration is complete when the instance status changes to Running.

16.6. Restore data of an ApsaraDB for
MongoDB instance to self-managed
MongoDB databases by using logical
backup

This topic describes how to restore the data of an ApsarabDB for MongoDB instance to self-managed
MongoDB databases by using logical backup. Data restoration uses the mongorestore command. You
must have created a logical backup and downloaded the logical backup file to the server where you

plan to run the mongorestore command.

Prerequisites

e A replica set instance with three or more nodes is created.
e The ApsaraDB for MongoDB instance and the self-managed MongoDB databases run the same

database version.
Context

Full logical backup uses the mongodump command to back up a database. During the backup process,
you can still perform read/write operations on the database.

@ Note Full logical backup runs on the hidden node of the ApsaraDB for MongoDB instance.
This does not affect the read/write performance of the primary and secondary nodes. it may take a
long time to back up a large volume of data.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target
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instance.

In the left-side navigation pane, click Replica Set Instances.

. Find the target instance and clickits ID.

. Inthe upper-right corner of the page, clickBackup Instance.

I Instance dds-1ude54b41aa80f64 e rRunning Migrate External MongoDB Restart Instance
Create Instance By Time Point Backup Settings Reafrash Apri18, 2018 16:26:55 Apr 25, 2018 16:26:55 Q
Start Time End Time Status Egﬁéu‘: Backup Size ﬁae#jgﬁ Backup Type = Operation
Apr 25,2019, 04:36:47 Apr 25, 2019, 04:30:08 ® Success  oystem 376MB Physical Full Backup
Backup Backup

. Inthe Backup Instance panel, select Logical Backup forBackup Method.
. Click OK. Then, wait forthe backup to complete.
. Onthe Backup and Recovery page, find the logical backup file and choose

> Download.

. Copy the downloaded file to the server where you plan to run the mongorestore command.

. Runthe following command to import the file to self-managed MongoDB databases:

mongorestore -h <hostname> --port <server port>-u <username> -p <password> --drop --gzip --archive

=<backupfile>-vvvv --stopOnError

Parameter description:

o <hostname>: the address of the server where the self-managed MongoDB databases reside. If
you also run the mongorestore command on this server, enter 127.0.0.1.

o

<server port>: the port number of the self-managed MongoDB databases.
o <username>: the username you use to log on to the self-managed MongoDB databases.
o <password>: the password of the preceding account.

<backupfile>: the name of the logical backup file you downloaded.

(e]

Example:

mongorestore -h 127.0.0.1 --port 27017 -u root -p xxxxxxxx --drop --gzip --archive=hins1111_data_20190

710.ar -vvvv --stopOnError

16.7. Recover physical backup datain a
user-created MongoDB instance
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16.7.1. Download the physical backup data of a
replica set instance

You can download the physical backup data of a replica set instance based on the backup time and
restore the downloaded data to a self-managed MongoDB database.

Prerequisites

The instance is a replica set instance.

Context

Afteryou set an automatic backup policy, ApsaraDB for MongoDB performs physical backups for the
replica set instance on a regular basis.

A physical backup is performed on the hidden node of a replica set instance. This does not affect the
I/0 performance of the primary and secondary nodes. It may take a long time to back up a large volume
of data.

Procedure

1. Log onto the ApsaraDB for MongoDB console.

2. Inthe upper-left corner of the page, select the resource group and the region of the target

instance.
3. Inthe left-side navigation pane, click Replica Set Instances.
4. Find the target instance and clickits ID.
5. Inthe left-side navigation pane, clickBackup and Recovery.
6. Onthe Backup and Recovery page, find the physical backup that you want to download. Then,
choose
> Download.
Jul 13, 2020 14:37:48 Jul20, 2020 143745 €3
Start Time End Time Status Egﬁ*ﬂ“p Backup Hackup E.f;g“p Actions
Jul 20, 2020, 10:12:08 Jul 20, 2020, 10:15:28 ® Success  DYStEM 128 Prysical ¢ Bam&l
Backup Clmeloim
¢ Download I
“n AMAA Ar4a S0 AnAn An4EAE . System R N .
Jul 19, 2020, 10:12:49 Jul 19, 2020, 10:15:05 @ Success Backup 2T4ME  Create Instance from Backup Paoint
Data Rollback
References

After you download the backup file, you can use it to restore data to your self-managed databases.
For more information, see ¥ MongoDBYIIE & L4l E = B E 2R E.
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17.Zone-disaster restoration
solution

17.1. Create a multi-zone replica set
instance

This topic describes how to create a multi-zone replica set instance. ApsarabDB for MongoDB provides a
zone-disaster recovery solution to ensure the reliability and availability of your replica set instance. T his
solution deploys the nodes of athree-node replica set instance to three different zones in one region.
The nodes in these zones exchange data over an internal network. When one of the three zones
becomes unavailable due to unexpected events such as a power or network failure, the high-availability
(HA) system automatically swit ches services over to another zone.

Notes

e You can create multi-zone replica set instances only in some regions. For more information about the
supported regions, see the ApsaraDB for MongoDB console.

e When you create a multi-zone replica set instance, you must set Replication Factor to Three
Nodes Replica set.

@ Note If you need more nodes, you can change the number of nodes afteryou create the
instance. For more information, see Change the number of nodes for a replica set instance.

Node deployment policies

Deployment Description
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Deployment Description
The system deploys the primary, secondary, and hidden nodes in one zone.
Secondary Hidden
Single-zone
deployment

The system deploys the primary, secondary, and hidden nodes in three different
zones.

Multi-zone cluster ‘ ‘ ‘

Secondary Hidden

Procedure
1. Log onto the ApsaraDB for MongoDB console.
In the left-side navigation pane, click Replica Set Instances.

Onthe Replica Set Instances page, clickCreate Instance.

i

Click Replica Set (Subscription) orReplica Set (Pay-as-you-go).
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@ Note

o Subscription: You must pay for an instance when you create it. This method is more
cost-effective than the pay-as-you-go method. We recommend that you select this
method for long-term use. A longer subscription period enables a larger discount.

o Pay-as-you-go: You are billed on an hourly basis based on the used resources. We
recommend that you select this billing method for short-term use. You can reduce costs
by releasing your pay-as-you-go instance after you no longer need it.

5. Set Region to China (Hangzhou), China (Beijing),China (Shenzhen), or Singapore
(Singapore). Then, select a multi-zone configuration fromthe Zone drop-down list.

China East 1 Zone B
China East 1 Zone D

China East 1 Zone F

Hangzhou Multi-zone (Zone ...

uoriesnbijuos a1seg

China East 1 Zone G

Hannzhou Fone T

6. Configure other parameters. For more information, see &7 | 755241,
7. ClickBuy Now to go to the Confirm Order page.

8. Onthe Confirm Order page, read and select ApsaraDB for MongoDB Agreement of Service and
complete the payment.

References

You can use the service availability feature to view the distribution of nodes in a replica set instance
across zones. You can also switch the node roles of the instance based on your business deployment.
This way, your applications can connect to the nodes closest to them. For more information, see Switch
node roles.

17.2. Create a multi-zone sharded cluster
instance

This topic describes how to create a multi-zone sharded cluster instance. ApsaraDB for MongoDB
provides a zone-disaster recovery solution to ensure the reliability and availability of your sharded
cluster instance. T his solution deploys the components of a sharded cluster instance across three
different zones in one region. The components in these zones exchange data over an internal network.
When one of the three zones becomes unavailable due to unexpected events such as a power or
network failure, the high-availability (HA) system automatically switches over services to another zone.

Precautions

You can create a multi-zone sharded cluster instance only in some regions. For more information about
the supported regions, see the ApsaraDB for MongoDB console.
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Node deployment policies

If you use the single-zone deployment solution, the system deploys all components of the sharded
cluster instance to one zone. If you use the multi-zone deployment solution, the system deploys all
components to three different zones.

e The mongos nodes are evenly deployed across all data centers. At least two mongos nodes are
deployed at a time, with each to one zone. When you add a third mongos node, the system deploys
it to the third zone. Each new mongos node added later is deployed to one of the three zones in
turn.

e The primary, secondary, and hidden shards in each shard are not deployed to the three zones in
sequence. The deployment of these shards may change when manual switchover or HA failover
between primary and secondary shards is triggered.

Deployment policy for the components in a multi-zone sharded cluster instance

Primary node of Secondary node of Hidden node of
ConfigServer I ConfigServer I ‘ ConfigServer |
& | & | ..
Mongos 1 Mongos 2
<

Primary node of Shard 1 | Secondary node of Shard 1 | Hidden node of Shard 1 |
&
Secondary node of Shard 2 | Hidden node of Shard 2 | Primary node of Shard 2 |

Procedure
1. Log onto the ApsaraDB for MongoDB console.
In the left-side navigation pane, click Sharded Cluster Instances.

Onthe Sharded Cluster Instances page, click Create Instance.

W N

ClickSharded Cluster (Subscription) orSharded Cluster (Pay-as-you-go).
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@ Note

o Subscription: You must pay for an instance when you create it. This method is more
cost-effective than the pay-as-you-go method. We recommend that you select this
method for long-term use. A longer subscription period enables a larger discount.

o Pay-as-you-go: You are billed on an hourly basis based on the used resources. We
recommend that you select this billing method for short-term use. You can reduce costs
by releasing your pay-as-you-go instance after you no longer need it.

5. Set Region to China (Hangzhou), China (Beijing), China (Shenzhen), or Singapore
(Singapore) and select a multi-zone.

Zone China East 1 Zone B =

Ina East one B ~

China East 1 Zone D

uoijeanbirjuo

China (Hangzhou), Zone F
China (Hangzhou), Zone G

China (Hangzhou), Zone [

China (Hangzhou), Zone (B+E...

6. Configure other parameters. For more information, see 24 5 &£ 5041,
7. ClickBuy Now to go to the Confirm Order page.

8. Read and select Agreement of Service and complete the payment.

References

You can use the Service Availability function to view the distribution of nodes in a replica set instance
across zones. You can also switch the node roles of the instance based on your business deployment.
This way, your applications can connect to the nodes closest to them. For more information, see Switch
node roles.
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