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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This document describes how to use the ApsaraDB for MongoDB console to help you manage ApsaraDB
for MongoDB instances and learn about the features of ApsaraDB for MongoDB.

ApsaraDB for MongoDB is a stable, reliable, and scalable database service. Many features can be
extended on ApsaraDB for MongoDB, such as secondary index, range query, sort ing, aggregation, and
geospatial index. ApsaraDB for MongoDB is fully complies with the MongoDB protocols and provides a
full range of database solut ions, such as disaster recovery, data backup, data recovery, monitoring, and
alerts.

Why ApsaraDB for MongoDB?Why ApsaraDB for MongoDB?
For information about benefits of ApsaraDB for MongoDB, see Comparison between ApsaraDB for
MongoDB and user-created databases and Scenarios.

OverviewOverview
To contact  technical support  personnel, you can submit  a t icket.

For more information about the features and pricing of ApsaraDB for MongoDB, see the buy page of
ApsaraDB for MongoDB.

DisclaimerDisclaimer
Some product features or services described in this document may be unavailable in certain regions. See
the actual commercial contracts for specific Terms and Condit ions. This document serves as a reference
guide for your use of ApsaraDB for MongoDB. No content in this document shall be deemed as explicit
or implicit  guarantees. The information in this document is subject  to change without notice. You must
first  verify the document with your software version.

1.Preface1.Preface
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If  you use ApsaraDB for MongoDB for the first  t ime, you can read Alibaba Cloud ApsaraDB for MongoDB
quick start  guides, which can help you understand ApsaraDB for MongoDB and quickly migrate data
from a user-created database to an ApsaraDB for MongoDB instance.

Get started

2.Quick start2.Quick start
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This topic describes how to change the billing method of an ApsaraDB for MongoDB instance from pay-
as-you-go to subscript ion. Changes to the billing method do not impact on the running of the instance.

PrerequisitesPrerequisites
The instance is in the running state.

The billing method of the instance is pay-as-you-go.

The instance has no unpaid subscript ion orders.

The instance type is available for purchase. For more information about unavailable instance types,
see Historical instance types. If  you want to change the billing method of an instance whose instance
type is unavailable now to subscript ion, change the instance type first . For more information, see
Configuration change overview.

PrecautionsPrecautions
The billing method of a subscript ion instance cannot be changed to pay-as-you-go. Exercise caution
when changing the billing method of your instance.

You cannot release a subscript ion instance.

If  the instance has an unpaid order, you cannot upgrade the specificat ions of a subscript ion instance.
You need to cancel this order on the Billing Management page and change the billing method of the
instance to subscript ion.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the Basic Inf ormat ionBasic Inf ormat ion sect ion, click Swit ch t o Subscript ionSwit ch t o Subscript ion.

6. On the Conf irm OrderConf irm Order page, specify Purchase CyclePurchase Cycle of the instance.

7. Read and select  ApsaraDB f or MongoDB Agreement  of  ServiceApsaraDB f or MongoDB Agreement  of  Service and click Act ivat eAct ivat e.

Not e Not e You must complete the generated subscript ion order. You cannot purchase a new
instance or change the billing method to subscript ion until you pay for this order or cancel it .
You can pay for or cancel this order on the Billing Management page.

3.Billing management3.Billing management
3.1. Change the billing method of an3.1. Change the billing method of an
ApsaraDB for MongoDB instance from pay-ApsaraDB for MongoDB instance from pay-
as-you-go to subscriptionas-you-go to subscription
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8. Select  a payment method and click conf irm t o payconf irm t o pay.

This topic describes how to manually renew an ApsaraDB for MongoDB subscript ion instance. We
recommend that you manually renew your subscript ion instance before it  expires, to prevent service
interruptions or data loss.

ContextContext
When a subscript ion instance expires, you need to renew it  within seven days. After the seven-day
grace period, the instance is released and its data is permanently deleted. For more information about
renewal rules and billing instruct ions, see Billing items and pricing.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the Basic Inf ormat ionBasic Inf ormat ion sect ion, click RenewRenew.

6. Specify Durat ionDurat ion.

3.2. Manually renew an ApsaraDB for3.2. Manually renew an ApsaraDB for
MongoDB subscription instanceMongoDB subscription instance

User Guide··Billing management ApsaraDB for MongoDB
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Not e Not e You can also enable auto-renewal for your ApsaraDB for MongoDB subscript ion
instance. This prevents service interruptions due to overdue payments. For more information,
see Enable and disable auto-renewal for an ApsaraDB for MongoDB subscript ion instance.

7. Select  Agreement of Service and click PayPay. Complete the payment as instructed.

This topic describes how to enable and disable auto-renewal for an ApsaraDB for MongoDB
subscript ion instance. Auto-renewal relieves you from the tedious work of regularly renewing your
ApsaraDB for MongoDB subscript ion instance and helps ensure service continuity. You can also disable
auto-renewal if  needed.

ContextContext
You can enable auto-renewal when purchasing an ApsaraDB for MongoDB instance. You also have the
option to enable auto-renewal in the ApsaraDB for MongoDB console after the instance is created. The
system automatically renews your instance based on the selected renewal cycle. For example, if  you
select  a three-month renewal cycle, you are charged for a three-month subscript ion each renewal
cycle.

Not e Not e When purchasing a subscript ion instance, you can select  Aut o RenewAut o Renew next  to
Durat ionDurat ion.

Subscript ion on a monthly basis: The auto-renewal cycle is a month.

Subscript ion on a yearly basis: The auto-renewal cycle is a year.

3.3. Enable and disable auto-renewal for3.3. Enable and disable auto-renewal for
an ApsaraDB for MongoDB subscriptionan ApsaraDB for MongoDB subscription
instanceinstance
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ProcedureProcedure
1. 

2. In the top navigation bar, choose Billing ManagementBilling Management  >  > RenewRenew to go to the RenewRenew center.

3. In the left-side navigation pane, click ApsaraDB f or MongoDBApsaraDB f or MongoDB to go to the renewal page of
ApsaraDB f or MongoDBApsaraDB f or MongoDB.

4. Click the Aut o-RenewAut o-Renew tab.

Not eNot e

You can click RenewRenew in the Act ions column corresponding to an instance. In the RenewRenew
dialog box that appears, renew the instance.

You can click Don't  RenewDon't  Renew in the Act ions column corresponding to an instance. In the
Don't  RenewDon't  Renew dialog box that appears, disable auto-renewal.

5. Find the target instance and click Modif y Aut o-RenewModif y Aut o-Renew in the Act ions column. The Modif y Aut o-Modif y Aut o-
RenewRenew dialog box appears.

6. Select  an auto-renewal cycle and click OKOK.
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Alibaba Cloud provides two internal network types: the classic network and VPCs. An ECS instance and
an ApsaraDB for MongoDB instance in different zones of the same region can be interconnected over
the internal network.

This topic describes two scenarios.

Connect an ECS instance to a new ApsaraDB for MongoDB instanceConnect an ECS instance to a new ApsaraDB for MongoDB instance
If  the network type of the ECS instance is VPC and you purchase an ApsaraDB for MongoDB instance
in a different zone of the same region, you must ensure that the two instances have the same VPC ID.
In addit ion, you must create a VSwitch in the zone where the ApsaraDB for MongoDB instance is
deployed. Then the two instances can be interconnected properly over the internal network.

If  the network type of the ECS instance is classic network and you purchase an ApsaraDB for
MongoDB instance in a different zone of the same region, the two instances can be interconnected
properly over the internal network because they are in the same region.

Connect an ECS instance to an existing ApsaraDB for MongoDBConnect an ECS instance to an existing ApsaraDB for MongoDB
instanceinstance
The ECS instance and ApsaraDB for MongoDB instance must be in the same region.

If  both the ECS instance and ApsaraDB for MongoDB instance have the same network type (), they
can be interconnected properly over the internal network.

Not e Not e The network type of both instances is classic network or VPC. If  the network type is
VPC, both instances must have the same VPC ID.

If  the two instances have different network types, you can change the network type of the
ApsaraDB for MongoDB instance to be the same as that of the ECS instance before connecting them.
For more information, see Switch the network type of an ApsaraDB for MongoDB instance.

Not e Not e You cannot switch the network type for standalone instances.

Data Management (DMS) can manage relat ional databases such as MySQL, SQL Server, PostgreSQL,
Oracle, and OceanBase, as well as NoSQL databases such as MongoDB. DMS is an integrated data
management service that offers data management, schema management, R&D, user management,
permission management, and access control. You can use DMS to connect to a standalone ApsaraDB
for MongoDB instance for easy management.

4.Instance connection4.Instance connection
4.1. Connect to an ApsaraDB for MongoDB4.1. Connect to an ApsaraDB for MongoDB
instance over the internal network acrossinstance over the internal network across
zoneszones

4.2. Manage ApsaraDB for MongoDB4.2. Manage ApsaraDB for MongoDB
instances by using DMSinstances by using DMS

ApsaraDB for MongoDB User Guide··Inst ance connect ion
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ContextContext
DMS provides the following roles:

DMS administrator: DMS administrators can use all system management features except for data
protect ion.

Not e Not e Only DMS administrators can manage users and the IP address whitelist .

If  you assume the role of DMS administrator, you can register your ApsaraDB for MongoDB instance to
DMS for management. For more information, see the Register an ApsaraDB for MongoDB instance to
DMS sect ion.

Security administrator: Security administrators can manage operations logs and use the data
protect ion feature.

Not e Not e Only security administrators can use the data protect ion feature.

Database administrator (DBA): DBAs can manage instances, tasks, security rules, and configurations,
and design the schema.

Common user: Common users cannot use the system management features.

If  you assume the role of common user, you must first  obtain the permission to manage your
ApsaraDB for MongoDB instance. For more information, see the Apply for permissions sect ion.

PreparationsPreparations
Add the IP addresses of DMS servers to the whitelist  of the ApsaraDB for MongoDB instance. For more
information, see Configure a whitelist  for a standalone ApsaraDB for MongoDB instance.

Not e Not e Skip this step if  you have added the IP addresses of DMS servers to the whitelist  of the
ApsaraDB for MongoDB instance.

IP addresses of the DMS serverIP addresses of the DMS server

Network type of ApsaraDB for MongoDB instance IP address of DMS server

VPC 100.104.0.0/16

Classic network

120.55.177.0/24

121.43.18.0/24

101.37.74.0/24

10.153.176.0/24

10.137.42.0/24

11.193.54.0/24

Register an ApsaraDB for MongoDB instance to DMSRegister an ApsaraDB for MongoDB instance to DMS
The following example shows how to register an ApsaraDB for MongoDB instance to DMS.
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Not e Not e The ApsaraDB for MongoDB instance must be registered by a DMS administrator.

1. Log on to the Data Management console.

2. In the upper-left  corner of the page, choose Add inst ance/Bat ch ent ryAdd inst ance/Bat ch ent ry >  > Add inst anceAdd inst ance. The
Add inst anceAdd inst ance dialog box appears.

3. On the CloudCloud tab of the Data source step, click MongoDBMongoDB.

4. In the Basic Inf ormat ion/Advanced inf ormat ionBasic Inf ormat ion/Advanced inf ormat ion step, configure the parameters. The following
table describes the parameters.

Section Parameter Description

Basic Inf ormat ionBasic Inf ormat ion

Dat a sourceDat a source
The source of the database
instance to add. The default
value is CloudCloud.

Dat abase t ypeDat abase t ype

The cagtegory of the instance
to be registered. In this
example, select MongoDBMongoDB
from the drop-down list.

Inst ance AreaInst ance Area
The region where the database
instance is deployed.

Ent ry modeEnt ry mode

The method that you can use
to log on to the database
instance. You can set this
parameter only to Connect ionConnect ion
st ring modest ring mode.

Connect ion st ring addressConnect ion st ring address

The endpoint of the database
instance. For more information
about how to view the
endpoint, see Connect to an
ApsaraDB for MongoDB
instance.

Dat abase NameDat abase Name
The name of the database. If
the account is root, the
database name is admin.

Dat abase accountDat abase account
The username that you can use
to log on to the database.

Dat abase passwordDat abase password
The password that you can use
to log on to the database.

Cont rol ModeCont rol Mode

The control mode that is used
to manage the instance in DMS.
For more information, see
Control modes.
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Advanced inf ormat ionAdvanced inf ormat ion

Environment  t ypeEnvironment  t ype
The environment of the
database instance.

Inst ance NameInst ance Name
The name of the database
instance.

DBADBA

The database administrator
(DBA) of the database instance.
The DBA can grant permissions
to users.

query t imeout (s)query t imeout (s)

The timeout period for the
execution of an SQL query
statement. If the execution of
an SQL query statement lasts
longer than the specified
timeout period, the execution
of the statement is terminated
to protect the database.

export  t imeout (s)export  t imeout (s)

The timeout interval of the
statement that is used to
export statistics. When the
specified time interval is
reached, the target statement
executed in the SQL editor is
stopped to protect the
database security.

Section Parameter Description

5. In the Basic Information sect ion, click T est  connect ionT est  connect ion in the lower-left  corner. Wait  until the
connectivity test  is successful.

Not e Not e If  the test  fails, check the parameter values that you specified.

6. Click SubmitSubmit .

Apply for permissionsApply for permissions
For more information, see the Apply f or permissionsApply f or permissions topic in Permission management.

This topic describes how to connect to an ApsaraDB for MongoDB instance.

Connection methodsConnection methods

Category Connection method

4.3. Connect to an ApsaraDB for MongoDB4.3. Connect to an ApsaraDB for MongoDB
instanceinstance
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Standalone instance

Connect to a standalone ApsaraDB for MongoDB
instance by using DMS

Connect to a standalone ApsaraDB for MongoDB
instance by using the mongo shell

Connection sample code for MongoDB drivers

Replica set instance

Connect to a replica set ApsaraDB for MongoDB
instance by using DMS

Connect to a replica set instance by using the
mongo shell

Connection sample code for MongoDB drivers

Sharded cluster instance

Connect to a sharded cluster ApsaraDB for
MongoDB instance by using DMS

Connect to a sharded cluster instance by using
the mongo shell

Connection sample code for MongoDB drivers

Category Connection method

Common connection scenariosCommon connection scenarios
Connect to an ApsaraDB for MongoDB instance over the Internet

How to connect an ECS instance to an ApsaraDB for MongoDB instance when their network types are
different

How to connect an ECS instance to an ApsaraDB for MongoDB instance when they are in different
regions

Connect an ECS instance with an ApsaraDB for MongoDB instance in another Alibaba Cloud account

FAQFAQ
How to troubleshoot logon issues for the mongo shell

How to troubleshoot database connection failures after the number of connections reaches the
upper limit

Troubleshoot the high CPU usage of ApsaraDB for MongoDB

How to query and limit  the number of connections

If the ECS instance is in a classic network and the ApsaraDB for MongoDB instance is in a VPC, or the
MongoDB instance is in a classic network and the ECS instance is in a VPC, you can use the methods
described in this topic to quickly connect the ECS instance to the ApsaraDB for MongoDB instance.

4.4. How to connect an ECS instance to an4.4. How to connect an ECS instance to an
ApsaraDB for MongoDB instance whenApsaraDB for MongoDB instance when
their network types are differenttheir network types are different
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PrerequisitesPrerequisites
The ECS instance and ApsaraDB for MongoDB instance belong to the same Alibaba Cloud account
and are in the same region.

You also need to add the private IP address of the ECS instance to the whitelist  of the ApsaraDB for
MongoDB instance. For more information, see Configure a whitelist .

Not e Not e For more information about how to obtain the IP address of an ECS instance, see
How to query the IP address of an ECS instance.

Connect an ECS instance in a classic network to an ApsaraDB forConnect an ECS instance in a classic network to an ApsaraDB for
MongoDB instance in a VPCMongoDB instance in a VPC

You can connect an ECS instance in a classic network to an ApsaraDB for MongoDB instance in a VPC by
using the following methods:

Migrate the ECS instance to the VPC to which the ApsaraDB for MongoDB instance belongs. For more
information, see Migrate an ECS instance to a VPC.

Change the network type of the ApsaraDB for MongoDB instance to classic network. For more
information, see Switch from a VPC to a classic network.

Use ClassicLink.

Not e Not e The ClassicLink-based interconnection is a temporary solut ion in special condit ions.
To achieve high-speed connection in the production environment, we recommend that you
create the ECS and ApsaraDB for MongoDB instances in the same VPC.

Before you create a ClassicLink connection, make sure that you understand the limits of ClassicLink.
For more information, see ClassicLink.

To enable ClassicLink, perform the following steps:

i. Log on to the VPC console.

ii. Select  the region of the VPC and click the ID of the VPC.

iii. On the VPC Det ailsVPC Det ails page, click Enable ClassicLinkEnable ClassicLink. In the dialog box that appears, click OKOK.

iv. Log on to the ECS console.

v. In the left-side navigation pane, click Inst ancesInst ances.
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vi. In the upper-left  corner of the page, select  the region where the instance resides.

vii. In the Operat ionOperat ion column corresponding to the ECS instance in a classic network, choose MoreMore > >
Net work and Securit y GroupNet work and Securit y Group >  > Set  classic linkSet  classic link.

viii. In the dialog box that appears, select  the VPC to which the ApsaraDB for MongoDB instance
belongs and click OKOK.

ix. In the Connect  t o VPCConnect  t o VPC dialog box that appears, click Go t o t he inst ance securit y group listGo t o t he inst ance securit y group list
and add ClassicLink rulesand add ClassicLink rules.

x. Click Add ClassicLink RuleAdd ClassicLink Rule. Configure the following parameters and then click OKOK.

Parameter Description

Classic Security
Group

The name of the classic network security group.

Select VPC Security
Group

Select a VPC security group.

Mode

Select an authorization mode.

Classic <=> VPC: allows ECS instances in a VPC and cloud resources in a
classic network to access each other. We recommend that you select this
mode.

Classic => VPC: allows ECS instances in a classic network to access cloud
resources in a VPC.

VPC => Classic: allows cloud resources in a VPC to access ECS instances in a
classic network.

Protocol Select a communication protocol.

Port Range
Specify the port range in the format of xx/xx. The port used here is port 3717
for MongoDB instances. Enter 3717/37173717/3717.

Priority The priority of the rule. The smaller the value, the higher the priority.

Description
The description of the security group. It  must be 2 to 256 characters in length
and cannot start with http:// or https://.

Connect an ECS instance in a VPC to an ApsaraDB for MongoDBConnect an ECS instance in a VPC to an ApsaraDB for MongoDB
instance in a classic networkinstance in a classic network
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Switch the network type of the ApsaraDB for MongoDB instance to the VPC to which the ECS instance
belongs. For more information, see Switch from a classic network to a VPC.

Not eNot e

You cannot change the network type of standalone instances.

Switching network types will cause a transient disconnection of the ApsaraDB for MongoDB
instance. Perform this operation during off-peak hours or ensure that your application has a
reconnection mechanism to prevent negative impacts on your business.

If  an ECS instance and an ApsaraDB for MongoDB instance are in different regions, you can use the
methods described in this topic to quickly connect the ECS instance to the ApsaraDB for MongoDB
instance.

Method 1: Migrate the ApsaraDB for MongoDB instance to the regionMethod 1: Migrate the ApsaraDB for MongoDB instance to the region
where the ECS instance is locatedwhere the ECS instance is located
This method uses the data migration feature of Data Transmission Service (DTS) to migrate the
ApsaraDB for MongoDB instance to the region where the ECS instance is located. For example, you can
migrate a MongoDB instance from China (Qingdao) to China (Hangzhou).

1. Create an ApsaraDB for MongoDB instance in the region where the ECS instance is located. For more
information, see Create an instance. Skip this step if  you have already created an ApsaraDB for
MongoDB instance.

2. Migrate the MongoDB database from the instance in the source region to the instance in the
destination region. For more information, see Migrate the data of an ApsaraDB for MongoDB
instance across regions.

3. Add the private IP address of the ECS instance to the whitelist  of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist .

4.5. How to connect an ECS instance to an4.5. How to connect an ECS instance to an
ApsaraDB for MongoDB instance whenApsaraDB for MongoDB instance when
they are in different regionsthey are in different regions
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Not e Not e For more information about how to obtain the IP address of an ECS instance, see
How to query the IP address of an ECS instance.

Method 2: Migrate the ECS instance to the region where theMethod 2: Migrate the ECS instance to the region where the
ApsaraDB for MongoDB instance is locatedApsaraDB for MongoDB instance is located
You can use the custom image feature or the migration tool to migrate the ECS instance data from the
original region to the region where the ApsaraDB for MongoDB instance is located. For example, you can
migrate the ECS instance from the China (Qingdao) region to the China (Hangzhou) region.

Create a custom image from the ECS instance and then create an ECS instance in the region where
the ApsaraDB for MongoDB instance is located from the custom image (this method is
recommended).

i. Create a custom image from the ECS instance.

ii. Copy the created custom image to the region where the ApsaraDB for MongoDB instance is
located. For more information, see Copy an image.

iii. Create an ECS instance from the custom image.

Not e Not e When creating the ECS instance, select  the same VPC as the ApsaraDB for
MongoDB instance.

iv. Add the private IP address of the ECS instance to the whitelist  of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist .

Not e Not e For more information about how to obtain the IP address of an ECS instance, see
How to query the IP address of an ECS instance.

Use the migration tool to migrate the ECS instance to the region where the ApsaraDB for MongoDB
instance is located.

i. Migrate the ECS instance to the region where the ApsaraDB for MongoDB instance is located. For
more information, see Migrate ECS instances.

ii. Add the private IP address of the ECS instance to the whitelist  of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist .

If  an ECS instance and an ApsaraDB for MongoDB instance do not belong to the same Alibaba Cloud
account, you can use the methods in this topic to connect the ECS instance to the ApsaraDB for
MongoDB instance over an internal network.

Method 1: Migrate the ApsaraDB for MongoDB instance to theMethod 1: Migrate the ApsaraDB for MongoDB instance to the
Alibaba Cloud account to which the ECS instance belongsAlibaba Cloud account to which the ECS instance belongs

4.6. Connect an ECS instance with an4.6. Connect an ECS instance with an
ApsaraDB for MongoDB instance in anotherApsaraDB for MongoDB instance in another
Alibaba Cloud accountAlibaba Cloud account
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This method uses the data migration feature of Data Transmission Service (DTS) to migrate the
ApsaraDB for MongoDB database to the Alibaba Cloud account to which the ECS instance belongs.

Procedure

1. Create an ApsaraDB for MongoDB instance in the Alibaba Cloud account to which the ECS instance
belongs. For more information, see Create a replica set  instance. Skip this step if  you have created
an ApsaraDB for MongoDB instance.

Not e Not e When you create the ApsaraDB for MongoDB instance, select  the same regionregion,
zonezone, and VPCVPC as the ECS instance.

2. Migrate the MongoDB database from the instance that belongs to the source Alibaba Cloud
account to the instance that belongs to the dest ination Alibaba Cloud account. For more
information, see Migrate data between ApsaraDB for MongoDB instances created by different
Alibaba Cloud accounts.

3. Add the private IP address of the ECS instance to the whitelist  of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist  or an ECS security group for an ApsaraDB
for MongoDB instance.

Not e Not e For information about how to obtain the IP address of an ECS instance, see How
do I query IP addresses of ECS instances?

Method 2: Migrate the ECS instance to the Alibaba Cloud account toMethod 2: Migrate the ECS instance to the Alibaba Cloud account to
which the ApsaraDB for MongoDB instance belongswhich the ApsaraDB for MongoDB instance belongs
This method migrates the ECS instance to the Alibaba Cloud account to which the ApsaraDB for
MongoDB instance belongs by sharing the ECS instance as a custom image.

Prerequisites

The ECS instance and ApsaraDB for MongoDB instance are in the same region. Images cannot be shared
across regions.

Procedure

1. Create a custom image from the ECS instance.

2. Share the custom image to the Alibaba Cloud account to which the ApsaraDB for MongoDB
instance belongs. For more information, see Share or unshare custom images.

3. Create an ECS instance from the custom image.

Not e Not e When you create the ECS instance, select  the same VPC as the ApsaraDB for
MongoDB instance.

4. Add the private IP address of the ECS instance to the whitelist  of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist  or an ECS security group for an ApsaraDB
for MongoDB instance.
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Not e Not e For information about how to obtain the IP address of an ECS instance, see How
do I query IP addresses of ECS instances?

Method 3: Establish a connection between the ECS instance andMethod 3: Establish a connection between the ECS instance and
ApsaraDB for MongoDB instance by using Cloud Enterprise NetworkApsaraDB for MongoDB instance by using Cloud Enterprise Network
This method uses Cloud Enterprise Network (CEN) to establish a connection between the VPCs that
belong to different Alibaba Cloud accounts to connect the ECS instance to the ApsaraDB for MongoDB
instance.

Not e Not e Make sure that the CIDR blocks of the VPCs or vSwitches involved do not conflict  with
each other.

Procedure

1. Switch the network type of the ApsaraDB for MongoDB instance to VPC. For more information, see
Switch the network type of an ApsaraDB for MongoDB instance. If  the network type is VPC, skip this
step.

2. Switch the network type of the ECS instance to VPC. For more information, see Migrate ECS
instances. If  the network type is VPC, skip this step.

3. Based on the running environment, select  one of the following CEN-based connections over an
internal network. For more information, see

Connect network instances created in the same region but by different accounts.

Connect network instances created by different accounts and in different regions.

4. Add the private IP address of the ECS instance to the whitelist  of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist  or an ECS security group for an ApsaraDB
for MongoDB instance.

Not e Not e For information about how to obtain the IP address of an ECS instance, see How
do I query IP addresses of ECS instances?

This topic describes how to connect a local client  to an ApsaraDB for MongoDB instance over the
Internet.

PrerequisitesPrerequisites
A public endpoint  for the ApsaraDB for MongoDB instance is obtained. For more information, see the
following topics:

Apply for a public endpoint  for a standalone ApsaraDB for MongoDB instance

Apply for a public endpoint  for an ApsaraDB for MongoDB instance

Apply for a public endpoint  for a sharded cluster instance

4.7. Connect to an ApsaraDB for MongoDB4.7. Connect to an ApsaraDB for MongoDB
instance over the Internetinstance over the Internet

ApsaraDB for MongoDB User Guide··Inst ance connect ion

> Document  Version: 20210205 24

https://www.alibabacloud.com/help/zh/doc-detail/40637.htm#section-vpl-qbg-qgb
file:///home/admin/icms-dita-ot-worker/target/~~59870~~
https://www.alibabacloud.com/help/doc-detail/54966.htm#concept-f3s-fys-2fb/section-tp1-1sl-2fb
file:///home/admin/icms-dita-ot-worker/target/~~57954~~
file:///home/admin/icms-dita-ot-worker/target/~~65901~~
file:///home/admin/icms-dita-ot-worker/target/~~65936~~
https://www.alibabacloud.com/help/doc-detail/88888.htm#concept-xpy-wcx-w2b
https://www.alibabacloud.com/help/zh/doc-detail/40637.htm#section-vpl-qbg-qgb
https://www.alibabacloud.com/help/doc-detail/66131.htm#concept-hfy-gj1-mfb
https://www.alibabacloud.com/help/doc-detail/63981.htm#task-z3n-1xz-jfb
https://www.alibabacloud.com/help/doc-detail/93940.htm#task-z3n-1xz-jfb


PrecautionsPrecautions
Read this topic only when you want to connect a local client  to an ApsaraDB for MongoDB instance. If
you want to connect to an ApsaraDB for MongoDB instance by using an ECS instance, you can obtain
both the public and private IP addresses from the ECS instance details page in the ECS console.

If  you connect to an ApsaraDB for MongoDB instance over the Internet, security risks may arise. We
recommend that you connect to an ApsaraDB for MongoDB instance by using an ECS instance.

Method 1: Query an IP address library for the public IP address ofMethod 1: Query an IP address library for the public IP address of
your local client and connect to an ApsaraDB for MongoDB instanceyour local client and connect to an ApsaraDB for MongoDB instance
You can query an IP address library for the public IP address of your local client  and connect to an
ApsaraDB for MongoDB instance.

1. Query the public IP address of your local client.

2. Add the public IP address to a whitelist  of the ApsaraDB for MongoDB instance. For more
information, see Configure a whitelist  or an ECS security group for an ApsaraDB for MongoDB
instance.

3. Log on to the ApsaraDB for MongoDB instance by using the mongo shell from your local client. For
more information, see Connect to an ApsaraDB for MongoDB instance.

Not e Not e You can also log on to the ApsaraDB for MongoDB instance by using other client
tools.

You may have added the public IP address of your local client  to the whitelist  but st ill fail to connect to
the ApsaraDB for MongoDB instance. However, after you add 0.0.0.0/0 to the whitelist , you can
connect to the instance. In this case, we recommend that you query the connection information for the
public IP address. For more information, see Method 2: Query the connection information for the public
IP address of your local client  and connect to an ApsaraDB for MongoDB instance.

Method 2: Query the connection information for the public IPMethod 2: Query the connection information for the public IP
address of your local client and connect to an ApsaraDB foraddress of your local client and connect to an ApsaraDB for
MongoDB instanceMongoDB instance
You can query the connection information for the public IP address of your local client  and connect to
an ApsaraDB for MongoDB instance.

1. Add the 0.0.0.0/0 entry to a whitelist  of the ApsaraDB for MongoDB instance. For more information,
see Configure a whitelist  or an ECS security group for an ApsaraDB for MongoDB instance.

Not e Not e If  you add the 0.0.0.0/0 entry to the whitelist , all servers are granted access to the
ApsaraDB for MongoDB instance. This may raise security risks. Exercise caution when you add
the 0.0.0.0/0 entry to a whitelist . Remove the 0.0.0.0/0 entry if  you no longer need it .

2. Log on to the ApsaraDB for MongoDB instance by using the mongo shell from your local client. For
more information, see Connect to an ApsaraDB for MongoDB instance.

3. Run the following command to query information about the client  where you log on:

db.currentOp({"appName" : "MongoDB Shell","active" : true})

The following figure shows an example.
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Not e Not e If  you log on to the ApsaraDB for MongoDB instance using other methods, you can
run the following command to query information about all clients:

db.runCommand({currentOp: 1, "active" : true})

4. Add the IP address obtained in the preceding step to the whitelist  of the ApsaraDB for MongoDB
instance, and remove the 0.0.0.0/0 entry that you added in Step 1 from the whitelist .

ReferencesReferences
If  the public IP address of your local client  dynamically changes, you can use one of the following
methods to connect to an ApsaraDB for MongoDB instance:

Connect to the instance by using an ECS instance.

Connect to the instance by using a VPN. For more information, see Connect a local client  to an
ApsaraDB for MongoDB instance through an SSL VPN tunnel.

This topic describes how to connect a local client  to an ApsaraDB for MongoDB instance through an SSL
VPN tunnel, which provides a secure connection between the local client  and the VPC housing the
ApsaraDB for MongoDB instance. With this tunnel, you can manage the ApsaraDB for MongoDB instance
from the local client  with ease. SSL is short  for Secure Sockets Layer, VPN for virtual private network,
and VPC for Virtual Private Cloud.

ScenariosScenarios
The public IP address of the local client  changes dynamically. As a result , you must frequently update
the whitelist  that contains the public IP address of the local client  on the ApsaraDB for MongoDB

4.8. Connect a local client to an ApsaraDB4.8. Connect a local client to an ApsaraDB
for MongoDB instance through an SSL VPNfor MongoDB instance through an SSL VPN
tunneltunnel
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console. If  you do not delete expired IP addresses at  the earliest  opportunity, security risks may arise.

A higher level of security is required when you connect to an ApsaraDB for MongoDB instance over
the Internet.

You need to log on to the ApsaraDB for MongoDB instance from an ECS instance over the Internet.
This may cause security risks. Therefore, you must separate ECS management permissions from
ApsaraDB for MongoDB database permissions.

BillingBilling
You are charged to create a VPN gateway. For more information, see Billing.

PrerequisitesPrerequisites
VPC is the network type of the ApsaraDB for MongoDB instance. For more information about how to
switch the network type from Classic Network to VPC, see Switch from Classic Network to VPC.

The Classless Inter-Domain Routing (CIDR) block of the local client  is different from that of the
ApsaraDB for MongoDB instance.

The local client  can access the Internet.

NetworkingNetworking

Step 1 Create a VPN gatewayStep 1 Create a VPN gateway
See Create a VPN gateway.

Step 2 Create an SSL serverStep 2 Create an SSL server
See Create an SSL server.

Step 3 Create an SSL clientStep 3 Create an SSL client
See Create an SSL client certificate.

Log on to the ApsaraDB for MongoDB instance from the clientLog on to the ApsaraDB for MongoDB instance from the client
through the SSL VPN tunnelthrough the SSL VPN tunnel
This sect ion uses Windows as an example. For more information about other operating systems, see
Remote access from a Linux client  and Remote access from a Mac client.

1. Log on to the VPC console.
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2. In the upper-left  corner of the page, select  a region.

3. In the left-side navigation pane, choose VPNVPN >  > SSL Client sSSL Client s.

4. On the right of the SSL client  you have created, click DownloadDownload to download the generated client
cert if icate package.

5. Download the OpenVPN software package and install OpenVPN on the client  you want to connect
through the SSL VPN tunnel.

6. Decompress the client  cert if icate package that you downloaded and copy the client  cert if icate file
to the config folder of the OpenVPN installat ion directory.

7. Click ConnectConnect .

8. Add the CIDR block of the VPC to which the ApsaraDB for MongoDB instance belongs to a whitelist
of this instance. For this example, add the IP address 172.16.1.0/24 to the whitelist .

9. Log on to the ApsaraDB for MongoDB console.

10. Obtain the internal endpoints of the ApsaraDB for MongoDB instance. For more information, see
Connect to a replica set  instance through the mongo shell.

11. Use the mongo shell or other management tools to log on to the ApsaraDB for MongoDB instance.

Not e Not e Log on using an internal endpoint  of the ApsaraDB for MongoDB instance.
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This topic describes how to reset  the password for an ApsaraDB for MongoDB instance. If  you forget
your password or did not set  the password when you created an instance, you can reset  the password
of the instance.

LimitsLimits
You can only reset  the password of the root user or an account for a shard or config server.

Not e Not e If  you want to manage database users created by running the  db.createUser 
command, you can use DMS or the mongo shell. For more information, see Manage user permissions
on MongoDB databases or Log on to the MongoDB instance through the mongo shell.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Account sAccount s.

6. Perform one of the following operations as needed.

Reset the password of the root user.

Find the root user and click Reset  PasswordReset  Password in the Act ionsAct ions column.

Reset the password of an account for a shard or config server in a sharded cluster instance.

Not e Not e If  no endpoints are obtained for the shard or config server, this operation
cannot be performed. For more information about how to obtain the endpoints, see Apply
for a connection string of a shard or Configserver node.

Find the account created when you apply for an endpoint  for a shard or config server, and click
Reset  PasswordReset  Password in the Act ionsAct ions column. For this example, f ind shardaccount. For more
information, see Apply for a connection string of a shard or Configserver node.

7. In the dialog box that appears, enter a new password and confirm it .

5.Account management5.Account management
5.1. Reset the password for an ApsaraDB5.1. Reset the password for an ApsaraDB
for MongoDB instancefor MongoDB instance
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Not eNot e

The password must be 8 to 32 characters in length.

The password must contain at  least  three of the following character types: uppercase
letters, lowercase letters, digits, and special characters. Special characters include ! # $
% ^ & * ( ) _ + - =

8. Click OKOK.

In Data Management (DMS), you can manage users for MongoDB databases and grant the users the
permissions of different roles. The roles are Common operat ion roleCommon operat ion role, Administ rat or act ion roleAdminist rat or act ion role,
Inst ance-level roleInst ance-level role, Clust er administ rat or roleClust er administ rat or role, Backup and Recovery rolesBackup and Recovery roles, and Super role.

PrerequisitesPrerequisites
A MongoDB database is registered in DMS.

You are assigned a required role for the MySQL database instance that is registered in DMS. The role
varies based on the control mode of the instance. The following table describes the details.

Control mode Role requirement

Security Collaboration
You must be a DMS administrator, a database
administrator (DBA), or the owner of the relevant
database instance.

Stable Change No specific role is required.

Flexible Management No specific role is required.

Create a userCreate a user
1. Log on to the DMS console.

2. In the search box at  the top of the left-side navigation pane, enter the name of the MySQL
database whose permissions you want to manage. From the matched result , f ind the instance to
which the database belongs.

3. Right-click the instance and select  Account  ManagementAccount  Management .

5.2. Manage user permissions on MongoDB5.2. Manage user permissions on MongoDB
databasesdatabases
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4. On the Account  ManagementAccount  Management  page, select  a database from the drop-down list .

5. Click Creat e UserCreat e User in the upper-left  corner.

6. In the Creat e UserCreat e User dialog box, set  relevant parameters.
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i. Configure user information. Set  the parameters as described in the following table.

Parameter Description

Target
Database

The database for which you want to create the user.

Not eNot e

If you select a database other than the admin database, the user to
be created is a common user.

If you select the adminadmin database, the user to be created is a
privileged user.

User name

The name of the user.

The name cannot contain Chinese characters.

It  can contain letters, digits, and special characters.

The name can contain the following special characters:

!#$%^&*()_+-=

Password

The password that the user can use to log on to the database.

To ensure data security, the password can be 8 to 32 characters in length and
must contain at least three of the following character types: uppercase letters,
lowercase letters, digits, and special characters.

The password can contain the following special characters:

!#$%^&*()_+-=

Confirm
Password

The password that the user can use to log on to the database. Enter the same
password again to confirm the password.
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ii. Grant permissions to the user.

Not eNot e

Assume that you select  the admin database:

On the Current  library permissionsCurrent  library permissions tab, you can grant permissions of different
roles to the user. The roles are Common operat ion roleCommon operat ion role, Administ rat or act ionAdminist rat or act ion
rolerole, Inst ance-level roleInst ance-level role, Clust er administ rat or roleClust er administ rat or role, Backup and RecoveryBackup and Recovery
rolesroles, and Super roleSuper role. For more information, see Permissions of different roles.

On the Ot her library permissionsOt her library permissions tab, you can grant permissions on other
databases in the current instance to the user.

Assume that you select  a database other than the admin database:

On the Current  library permissionsCurrent  library permissions tab, you can grant permissions of CommonCommon
operat ion roleoperat ion role and Administ rat or act ion roleAdminist rat or act ion role to the user. For more information,
see Permissions of different roles.

You cannot grant permissions on other databases to the user on the Ot her libraryOt her library
PermissionsPermissions tab.

7. In the Create User dialog box, click OKOK.

Not e Not e If  the database instance is in Security Collaboration mode, SQL statements can be
generated based on the parameters you set. However, the SQL statements may fail to be
executed due to security rules. In this case, you can perform operations as prompted or
contact  the DBA or DMS administrator.

Edit a userEdit  a user
1. Log on to the DMS console.

2. In the search box at  the top of the left-side navigation pane, enter the name of the MySQL
database whose permissions you want to manage. From the matched result , f ind the instance to
which the database belongs.

3. Right-click the instance and select  Account  ManagementAccount  Management .

4. On the Account  ManagementAccount  Management  page, select  a database from the drop-down list .

5. Find the user whose information you want to edit  and click EditEdit  in the Operat ionOperat ion column.

Delete a userDelete a user
1. Log on to the DMS console.

2. In the search box at  the top of the left-side navigation pane, enter the name of the MySQL
database whose permissions you want to manage. From the matched result , f ind the instance to
which the database belongs.
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3. Right-click the instance and select  Account  ManagementAccount  Management .

4. On the Account  ManagementAccount  Management  page, select  a database from the drop-down list .

5. Find the user who you want to delete and click Delet eDelet e in the Operat ionOperat ion column.

6. In the Prompt message, click OKOK.

Permissions of different rolesPermissions of different roles
The following table describes the permissions of different roles. For more information, see MongoDB
official website.

Role Permission Description

Common operation
role

read Enables a user to query data in the database.

readWrite
Enables a user to insert, delete, update, or query data in the
database.

Administrator action
role

dbAdmin
Enables a user to manage data in the database, but not to
read data from or write data to the database.

userAdmin Enables a user to create users for the database.

dbOwner Enables a user to perform all operations on the database.

Instance-level role

readAnyDatabase Enables a user to query data in all databases of the instance.

readWriteAnyData
base

Enables a user to insert, delete, update, or query data in all
databases of the instance.

userAdminAnyDat
abase

Enables a user to create users for all databases of the
instance.

dbAdminAnyData
base

Enables a user to manage data in all databases of the
instance, but not to read data from or write data to the
databases.

Cluster
administrator role

hostManager
Enables a user to manage data in the database, but not to
read data from or write data to the database.

clusterMonitor Enables a user to query clusters and replication sets.

clusterManager
Enables a user to manage and monitor clusters and replication
sets.

clusterAdmin Enables a user to perform all operations on clusters.

Backup and
Recovery roles

backup Enables a user to query data in all databases of the instance.

restore
Enables a user to insert, delete, update, or query data in all
databases of the instance.

Super role Root
Enables a user to perform all operations on all resources in an
instance.
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ApsaraDB for MongoDB allows you to change configurations to meet your needs in most scenarios. It
also provides solut ions to the configuration items that you cannot change.

For more information about instance specificat ions, see Instance types.

For more information about correspondence and restrict ions between versions and storage, see
MongoDB versions and storage engines.

Not e Not e For more information about precautions and procedure for version upgrade, see
Upgrade MongoDB versions.

Standalone instancesStandalone instances

Item

Configura
tion
change
supporte
d

Description

Specificat
ions

Yes
For more information, see Change the configuration of a standalone or replica
set instance.

6.Instance management6.Instance management
6.1. Changing Instance Configuration6.1. Changing Instance Configuration
6.1.1. Configuration change overview6.1.1. Configuration change overview
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Storage
space

Yes

For more information, see Change the configuration of a standalone or replica
set instance.

If the billing method is subscription, you cannot downgrade the storage space.
You must perform the following operations:

1. Create a pay-as-you-go standalone instance and select the required storage
space. For more information, see Create a standalone instance.

Not e Not e The storage space of the new instance must be larger
than the occupied storage space in the original instance.

2. Use DTS to migrate data from the original instance to the new instance. For
more information, see Overview.

3. Test and verify the new instance. If it  runs normally, switch business to the
new instance.

Not e Not e If a long period of use, we recommend that you switch
from pay-as-you-go to subscription. This billing method is more cost-
effective than pay-as-you-go. The longer the subscription period, the
higher the discount.

4. If the original instance is no longer needed, you can manually release the
pay-as-you-go instance or submit a t icket to release the subscription
instance.

Item

Configura
tion
change
supporte
d

Description

User Guide··Inst ance management ApsaraDB for MongoDB

37 > Document  Version: 20210205

https://www.alibabacloud.com/help/doc-detail/129161.htm#task-1580779
https://www.alibabacloud.com/help/doc-detail/66108.htm#task-hwt-zlx-p2b
https://www.alibabacloud.com/help/doc-detail/99995.htm#concept-ujv-lml-cgb
https://www.alibabacloud.com/help/doc-detail/94635.htm#concept-ejm-sbv-4fb
https://www.alibabacloud.com/help/doc-detail/44659.htm#task-vpq-mhm-j2b
https://workorder-intl.console.aliyun.com/console.htm#/ticket/createIndex


Number
of nodes

No

You cannot change the number of nodes, architecture, and storage engine for a
standalone instance. You must perform the following operations:

1. Create a pay-as-you-go instance. Select the required number of nodes,
architecture, and storage engine.

Not eNot e

To increase the number of nodes, you must create a replica set
instance.

The storage space of the new instance must be larger than the
occupied storage space in the original instance.

2. Use DTS to migrate data from the original instance to the new instance. For
more information, see Overview.

3. Test and verify the new instance. If it  runs normally, switch business to the
new instance.

Not e Not e If a long period of use, we recommend that you switch
from pay-as-you-go to subscription. This billing method is more cost-
effective than pay-as-you-go. The longer the subscription period, the
higher the discount.

4. If the original instance is no longer needed, you can manually release the
pay-as-you-go instance or submit a t icket to release the subscription
instance.

Instance
architectu
re

Storage
engines

Item

Configura
tion
change
supporte
d

Description

Replica set instancesReplica set instances

Item

Configura
tion
change
supporte
d

Description

Number
of nodes

Yes For more information, see 变更副本集实例节点数.

Specificat
ions

Yes
For more information, see Change the configuration of a standalone or replica
set instance.
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Storage
space

Yes

For more information, see Change the configuration of a standalone or replica
set instance.

If the billing method is subscription, you cannot downgrade the storage space.
You must perform the following operations:

1. Restore data to a new ApsaraDB for MongoDB instance by point in t ime
Create a pay-as-you-go standalone instance and select the required storage
space.

Not e Not e The storage space of the new instance must be larger than
the occupied storage space in the original instance.

2. Test and verify the new instance. If it  runs normally, switch business to the
new instance.

Not e Not e If a long period of use, we recommend that you switch
from pay-as-you-go to subscription. This billing method is more cost-
effective than pay-as-you-go. The longer the subscription period, the
higher the discount.

3. If the original instance is no longer needed, you can manually release the
pay-as-you-go instance or submit a t icket to release the subscription
instance.

Item

Configura
tion
change
supporte
d

Description
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Instance
architectu
re

No

You cannot change the architecture and storage engine of a replica set instance.
You must perform the following operations:

1. Create a pay-as-you-go instance. Select the required architecture and
storage engine.

Not e Not e The storage space of the new instance must be larger than
the occupied storage space in the original instance.

2. Use DTS to migrate data from the original instance to the new instance. For
more information, see Overview.

3. Test and verify the new instance. If it  runs normally, switch business to the
new instance.

Not e Not e If a long period of use, we recommend that you switch
from pay-as-you-go to subscription. This billing method is more cost-
effective than pay-as-you-go. The longer the subscription period, the
higher the discount.

4. If the original instance is no longer needed, you can manually release the
pay-as-you-go instance or submit a t icket to release the subscription
instance.

Storage
engines

Item

Configura
tion
change
supporte
d

Description

Sharded cluster instancesSharded cluster instances
You can change the specificat ions and storage space of a sharded cluster instance.

Not e Not e You cannot change the architecture and storage engine of a sharded cluster instance.
Creating a new instance will cause a long-period shutdown and have a great impact on the
business. Therefore, we do not recommend this method.

Component Item Description

Mongos
node

Specifications For more information, see 变更分片集群实例配置.
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Shard node

Specifications For more information, see 变更分片集群实例配置.

If the billing method is subscription, you cannot downgrade the storage
space. You must perform the following operations:

1. Restore data to a new ApsaraDB for MongoDB instance by point in
time Create a pay-as-you-go standalone instance and select the
required storage space.

Not e Not e The storage space of the new instance must be
larger than the occupied storage space in the original instance.

2. Test and verify the new instance. If it  runs normally, switch business
to the new instance.

Not e Not e If a long period of use, we recommend that you
switch from pay-as-you-go to subscription. This billing method
is more cost-effective than pay-as-you-go. The longer the
subscription period, the higher the discount.

3. If the original instance is no longer needed, you can manually release
the pay-as-you-go instance or submit a t icket to release the
subscription instance.

Storage space

Configserve
r node

Specifications
and storage
space

A Configserver node uses a fixed three-node replica set architecture. By
default, 1 core, 2 GB memory, and 20 GB storage space are selected. You
cannot change these items.

Component Item Description

You can change the configuration of a standalone or replica set  instance if  the configuration is
excessive or cannot meet the performance requirements of your application.

PrecautionsPrecautions
When you change the configuration, the new storage space must be larger than the storage space
occupied by the current instance.

If  the billing method is subscript ion, the interval between two configuration downgrades cannot be
less than 60 days.

When the billing method is subscript ion, you cannot downgrade the storage space. You can use
other methods to reduce the storage space. For more information, see Configuration change
overview.

You cannot change the storage engine or the instance type. For example, you can change a
standalone instance to a replica set  instance. You can use other methods to change these items. For
more information, see Configuration change overview.

Billing rulesBilling rules

6.1.2. Change the configuration of a standalone6.1.2. Change the configuration of a standalone
or replica set instanceor replica set instance
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For more information, see Configuration change fees.

ImpactsImpacts
Configuration changes do not cause data loss.

Pre-operations for configuration changes to an instance do not affect  the running of the instance.
However, when configuration changes are formally executed on the instance, most operations
related to databases, accounts, and network cannot be performed. One or two transient
connections of up to 30 seconds may occur. For more information, see Select  the switching t ime.

The duration of a configuration change depends on mult iple factors such as network condit ions, task
queues, and data volume. We recommend that you change configurations during off-peak hours and
make sure that your applications are configured with automatic reconnection policies.

Select the switching timeSelect the switching time
On the Change Configuration page, you can specify the switching t ime. The following table describes
details about switching t ime.

Parameter
Instance
status

Impact

Swit chSwit ch
Wit hinWit hin
Maint enanceMaint enance
WindowWindow

The instance
immediately
changes to
the ChangingChanging
Conf igurat ioConf igurat io
nn state.

The system performs pre-operations, which do not affect the running of
the instance or cause transient connections. Configuration changes are
formally executed within the maintenance period you set.

For example, if the preset maintenance period is 2:00 to 3:00,
configuration changes are performed during this window. Most
operations related to databases, accounts, and network cannot be
performed. One or two transient connections of up to 30 seconds may
occur.

Not e Not e For more information about how to modify a
maintenance window, see Specify a maintenance period.

Swit chSwit ch
Immediat elyImmediat ely
Af t er Dat aAf t er Dat a
Migrat ionMigrat ion

Configuration changes are immediately performed. Most operations
related to databases, accounts, and network cannot be performed. One
or two transient connections of up to 30 seconds may occur.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances.

4. Change the configuration of the instance.

If  the billing method of the instance is pay-as-you-go, perform the following operations:

i. Find the instance and click its ID.

ii. In the Basic Inf ormat ionBasic Inf ormat ion sect ion, click Change Conf igurat ionChange Conf igurat ion.
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If  the billing method of the instance is subscript ion, perform the following operations:

i. Find the instance and click its ID.

ii. In the Basic Inf ormat ionBasic Inf ormat ion sect ion, click UpgradeUpgrade or DowngradeDowngrade.

5. On the Conf igurat ion UpgradeConf igurat ion Upgrade page, specify Replicat ion Fact orReplicat ion Fact or, PlanPlan, St orage SpaceSt orage Space, and
Swit ching T imeSwit ching T ime of the instance.

For more information about instance specificat ions, see Instance types.

Not eNot e

For more information about the limits on the parameters, see Precautions.

For more information about the select ion and impacts of Swit ching T imeSwit ching T ime, see Select
the switching t ime.

6. Read and select  ApsaraDB for MongoDB Agreement of Service and complete the payment.

ResultResult
When the instance status changes to RunningRunning, the configuration is changed.

This topic describes how to upgrade the minor version of an ApsaraDB for MongoDB instance to the
latest  in the ApsaraDB for MongoDB console.

PrerequisitesPrerequisites
The instance is a replica set  or sharded cluster instance.

The instance is not running the latest  minor version. When you use the latest  minor version, the
ApsaraDB for MongoDB console does not display the Upgrade Minor VersionUpgrade Minor Version button for the
instance.

PrecautionsPrecautions
You cannot downgrade an instance after you upgrade it .

When an instance undergoes a minor version upgrade, it  is restarted and has a brief disconnection of
less than 30 seconds. We recommend that you perform the upgrade during off-peak hours or make
sure that your application is configured to reconnect to the instance after it  is disconnected.

To ensures better performance and stability of the instance, the system will upgrade the minor
version to the latest  version by default  If  the minor version of your instance expires or is not included
in the maintenance list  and the instance is upgraded, migrated, changed, Created from a backup,
Created by point-in-t ime, or performed Restore data to a new ApsaraDB for MongoDB instance.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

6.2. Upgrading Database Version6.2. Upgrading Database Version
6.2.1. Upgrade the minor version of an6.2.1. Upgrade the minor version of an
ApsaraDB for MongoDB instanceApsaraDB for MongoDB instance
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2. In the upper-left  corner of the page, select  the region where the target instance resides.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances or Sharding Inst ancesSharding Inst ances.

4. Find the target instance and click its ID.

5. On the Basic Inf ormat ionBasic Inf ormat ion page, click Upgrade Minor VersionUpgrade Minor Version.

Not e Not e When you use the latest  minor version, the console does not display the UpgradeUpgrade
Minor VersionMinor Version button for the instance.

6. In the Upgrade Minor VersionUpgrade Minor Version message that appears, view the version release log and determine
whether to upgrade the instance.

Not e Not e If  you want to upgrade the instance, click SubmitSubmit . Otherwise, click CloseClose.

7. Wait  until the instance status changes from UpgradingUpgrading to RunningRunning.

This topic describes how to upgrade the MongoDB version of an instance in the ApsaraDB for MongoDB
console. ApsaraDB for MongoDB supports MongoDB 4.4, 4.2, 4.0, and 3.4.

MongoDB versionsMongoDB versions
For more information about the MongoDB versions supported by ApsaraDB for MongoDB, see Versions
and storage engines.

MongoDB versions for upgradeMongoDB versions for upgrade

6.2.2. Upgrade MongoDB versions6.2.2. Upgrade MongoDB versions
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Instance
architecture

Before upgrade After upgrade Description

Standalone
instance

3.4 and 4.0 N/A

Upgrade to MongoDB 4.0 is not supported.
If you need an ApsaraDB for MongoDB
instance with MongoDB 4.0, select the
version when you create the instance. For
more information, see Create a standalone
instance.

Replica set
instance

3.2 (retired), 3.4, 4.0,
4.2, and 4.4

3.4, 4.0, and 4.2

Upgrade to MongoDB 4.4 is not supported.
If you need an ApsaraDB for MongoDB
instance with MongoDB 4.4, select the
version when you create the instance. For
more information, see 创建副本集实例.

Sharded
cluster
instance

3.2 (phased-out), 3.4,
4.0, and 4.2

3.4, 4.0, and 4.2 N/A

Not e Not e For more information about the features in each version, see MongoDB versions and
descript ions.

PrecautionsPrecautions
The duration of upgrading the MongoDB version of an instance is related to the data volume of
databases in this instance. We recommend that you schedule your upgrade task during off-peak
hours.

You cannot downgrade the MongoDB version of an instance after you upgrade it .

NotesNotes
Nodes in an instance are upgraded in turn. An instance is automatically restarted two or three t imes
during an upgrade. We recommend that you perform the upgrade during off-peak hours or make sure
that your application is configured to connect to the instance after it  is disconnected.

Not e Not e If  your application runs in a production environment, we recommend that you use a
connection string URI to connect your application to the instance. This way, the read and write
operations of your application remain available even if  a node fails as a result  of a
primary/secondary switchover. For more information, see Overview of replica set  instance
connections or Overview of sharded cluster instance connections.

The balancer of a sharded cluster instance is disabled during an upgrade and is enabled after the
upgrade.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
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based on the instance type.

4. Find the target instance and click its ID.

5. On the Basic Inf ormat ionBasic Inf ormat ion page, click Upgrade Dat abase VersionUpgrade Dat abase Version and select  the version for
upgrade.

6. In the Upgrade Dat abase VersionUpgrade Dat abase Version message, click OKOK.

The instance status changes to UpgradingUpgrading. When the instance is changed to the RunningRunning state,
the upgrade is complete.

To guarantee stability, Alibaba Cloud maintains ApsaraDB for MongoDB instances at  irregular intervals.
You can specify a maintenance period in which you allow Alibaba Cloud to maintain your instances. We
recommend that instances be maintained during off-peak hours to avoid an impact on business.

ContextContext
Before maintenance, Alibaba Cloud sends an SMS message and an email to the respective phone
number and email address that you have specified for your Alibaba Cloud account. Please check in a
t imely manner.

On the day of maintenance, instances enter the Inst ance being maint ainedInst ance being maint ained status ahead of the
specified maintenance period to guarantee the stability of the maintenance process. You can st ill
connect to instances in this status. In the ApsaraDB for MongoDB console, you cannot change these
instances, for example, upgrade or downgrade their configuration or restart  them. However, you can
manage accounts, manage ApsaraDB for MongoDB instances, or configure IP address whitelists for
these instances. You can also use query features, such as performance monitoring, in the console.

During the maintenance period, instances may be disconnected transiently once or twice. You need to
ensure that your applications can automatically re-establish a connection. After intermittent
disconnection, instances can immediately return to normal.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

6.3. Specify a maintenance period6.3. Specify a maintenance period
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2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, Sharded Clust er Inst ancesSharded Clust er Inst ances, or
Serverless Inst ancesServerless Inst ances based on the instance type.

4. Find the target instance and click its ID.

5. In the Specif icat ion Inf ormat ionSpecif icat ion Inf ormat ion area, click EditEdit  to the right of Maint enance PeriodMaint enance Period.

6. Specify a maintenance period for the instance and click OKOK.

ApsaraDB for MongoDB provides the zone distribution of nodes. You can view the zone distribution
information in the console.

PrerequisitesPrerequisites
Replica set  or sharded cluster instances are created.

Deployment t ipsDeployment t ips
ApsaraDB for MongoDB provides a zone-disaster recovery solut ion for replica set  instances to meet the
high reliability and data security requirements in business scenarios. This solut ion deploys the nodes of a
replica set  instance or the components of a sharded cluster instance in three different zones. When one
of the three zones loses communication due to force majeure factors such as power failure or network
failure, the high-availability system automatically triggers a switchover. This ensures the continuous
availability and data security of the entire instance. For more information, see Create a multi-zone replica
set instance and Create a multi-zone sharded cluster instance.

Not e Not e For more information about comparison of node deployment policies for single and
mult iple zones, see Node deployment policies and Create a mult i-zone sharded cluster instance.

View zones of nodesView zones of nodes
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Service Availabilit yService Availabilit y to view the current zone distribution.

Replica set  instances

6.4. View zones of nodes6.4. View zones of nodes
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Sharded cluster instances

ReferencesReferences
Migrate an ApsaraDB for MongoDB instance across zones in the same region

Migrate instances to other zones within the same region. For example, you can migrate instances
from a single zone to mult iple zones. After instances are migrated to other zones, the attributes,
specificat ions, and connection strings of the instances remain unchanged.

Switch node roles

You can switch the node roles of an ApsaraDB for MongoDB instance based on your business
deployment. This allows your applications to connect to the nearest  nodes.

This topic describes how to migrate an ApsaraDB for MongoDB instance across zones in the same
region. After the instance is migrated, its attributes, specificat ions, and connection addresses remain
unchanged.

PrerequisitesPrerequisites
A replica set  or sharded cluster instance is created.

6.5. Migrate an ApsaraDB for MongoDB6.5. Migrate an ApsaraDB for MongoDB
instance across zones in the same regioninstance across zones in the same region
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The dest ination and source zones are in the same region.

If  the instance is in a VPC, make sure that a vSwitch is created in the dest ination zone before you
start  migration. For more information about how to create a vSwitch, see Create a VSwitch.

The instance does not have a public endpoint. If  you have applied for a public endpoint, you must
release it  before migration. For more information, see Release a public connection string.

PrecautionsPrecautions
If  the instance is in a VPC, you cannot change the VPC when the instance is in the migration process.

The t ime required varies based on factors such as the network condit ions, task queue status, and
data volume. We recommend that you migrate the instance across zones during off-peak hours.

During the migration, a transient connection of 30 seconds occurs. Make sure that your application is
configured to reconnect to the instance after it  is disconnected.

The virtual IP addresses (VIPs) of the instance, such as 172.16.88.60, are changed when the instance is
migrated across zones. If  your application uses the original VIP, the application cannot connect to
the instance after the migration.

Not e Not e We recommend that you use a connection string URI to connect to the instance,
which ensures high availability. For more information, see Overview of replica set  instance
connections or Overview of sharded cluster instance connections.

Supported migration types and scenariosSupported migration types and scenarios

Migration type Scenario

Migrate an ApsaraDB for
MongoDB instance from one
zone to another

The ApsaraDB for MongoDB instance is migrated to the zone where an
ECS instance resides. Then, the ECS instance can connect to the ApsaraDB
for MongoDB instance over an internal network with lower network
latency.

Migrate an ApsaraDB for
MongoDB instance from one
zone to multiple zones

The ApsaraDB for MongoDB instance provides disaster recovery across
data centers.

The three nodes of a replica set instance are deployed to three different
zones in the same region. This enables the instance to tolerate disasters
at higher levels. For example, a replica set instance in a single zone can
tolerate only server- and rack-level faults, whereas a replica set instance
in multiple zones can tolerate server-, rack-, and data center-level
faults.

Not e Not e For more information about the node deployment
policy of a replica set instance or a sharded cluster instance in
multiple zones, see Node deployment policies or Deployment policy
for the components in a multi-zone sharded cluster instance.
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Migrate an ApsaraDB for
MongoDB instance from
multiple zones to one zone

Special user requirements are met.

Migration type Scenario

Migrate a replica set instance across zones in the same regionMigrate a replica set instance across zones in the same region
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances.

4. Find the target instance and click its ID.

5. In the Basic Inf ormat ionBasic Inf ormat ion sect ion, click Change ZoneChange Zone.

6. In the Migrate Instance to Other Zone panel, configure parameters based on the network type of
the instance.

If  the instance is in a VPC or is in hybrid network access mode, perform the following operations:
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a. Select  the dest ination zone and vSwitch.

b. Specify Migration Time and select  the check box of the warning message.

If  the instance is in the classic network, perform the following operations:
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a. Select  the dest ination zone.

b. Specify Migration Time and select  the check box of the warning message.

Not eNot e

Migrat e NowMigrat e Now: The migration immediately starts. When the instance status changes to
RunningRunning, the migration is complete.

Migrat e at  Scheduled T imeMigrat e at  Scheduled T ime: The migration starts during the specified period. You can
click EditEdit  to change the period.

After you select  this option, the system prepares for the migration task, changes the
instance status to Migrat ingMigrat ing, and then starts the task in the specified period.

7. Click SubmitSubmit .

Migrate a sharded cluster instance across zones in the same regionMigrate a sharded cluster instance across zones in the same region
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Sharded Clust er Inst ancesSharded Clust er Inst ances.

4. Find the target instance and click its ID.

5. In the Basic Inf ormat ionBasic Inf ormat ion sect ion, click Change ZoneChange Zone.
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6. In the Migrate Instance to Other Zone panel, configure parameters based on the network type of
the instance.

If  the instance is in a VPC or is in hybrid network access mode, perform the following operations:

a. Select  the dest ination zone and vSwitch.

b. Specify Migration Time and select  the check box of the warning message.

If  the instance is in the classic network, perform the following operations:
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a. Select  the dest ination zone.

b. Specify Migration Time and select  the check box of the warning message.

Not eNot e

Migrat e NowMigrat e Now: The migration immediately starts. When the instance status changes to
RunningRunning, the migration is complete.

Migrat e at  Scheduled T imeMigrat e at  Scheduled T ime: The migration starts during the specified period. You can
click EditEdit  to change the period.

After you select  this option, the system prepares for the migration task, changes the
instance status to Migrat ingMigrat ing, and then starts the task in the specified period.

7. Click SubmitSubmit .

You can switch the node roles of an ApsaraDB for MongoDB instance in the ApsaraDB for MongoDB
console based on your business deployment.

Typical scenarioTypical scenario
When an ECS instance and an ApsaraDB for MongoDB instance are in the same zone and connected over
the internal network, the latency is minimal. If  they are connected across different zones, the latency
increases and the performance of ApsaraDB for MongoDB instances and your business will be affected.

6.6. Switch node roles6.6. Switch node roles
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In this example, the ECS instance to which the application belongs is in Zone 2. If  the primary node of
the ApsaraDB for MongoDB instance is in Zone 1, the ECS instance needs to connect to the primary
node across zones.

To optimize the business deployment architecture, you can switch the roles of the primary and
secondary nodes. In this example, you can change the role of the node in Zone 2 to primary and the
role of the node in Zone 1 to secondary. Note that only the node roles are changed. ECS and ApsaraDB
for MongoDB instances can be connected in the same zone without changing the actual zones and role
IDs.

PrerequisitesPrerequisites
Replica set  or sharded cluster instances must be used.

PrecautionsPrecautions
Switching node roles will cause a transient disconnection of up to 30 seconds. Perform this operation
during off-peak hours or ensure that your application has a reconnection mechanism.

Switching node roles only changes the roles of nodes, but not the zones and role IDs of nodes.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Service Availabilit yService Availabilit y.
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6. Subsequent steps on the Service Availabilit yService Availabilit y page vary depending on instance types.

Replica set  instances

a. Click Swit ch RoleSwit ch Role in the upper-right corner of the page.

b. In the Swit ch RoleSwit ch Role dialog box that appears, select  the roles.

c. Select  the Ef f ect ive AtEf f ect ive At .

Ef f ect ive Immediat elyEf f ect ive Immediat ely: The system will switch the roles of the nodes immediately.

Ef f ect ive Wit hin Maint enance WindowEf f ect ive Wit hin Maint enance Window: The system will switch the roles of the nodes
during the maintenance period. How to specify a maintenance period, see Specify a
maintenance period.

Sharded cluster instances

Not e Not e For sharded cluster instances, you can only manage the zone distribution of
shard and Configserver nodes.
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a. In the upper-right corner of the Zone Dist ribut ion f or ShardsZone Dist ribut ion f or Shards or Zone Dist ribut ion f orZone Dist ribut ion f or
Conf igserversConf igservers sect ion, click Swit ch RoleSwit ch Role.

b. In the Swit ch RoleSwit ch Role dialog box that appears, select  the nodes.

c. Select  the Ef f ect ive AtEf f ect ive At .

Ef f ect ive Immediat elyEf f ect ive Immediat ely: The system will switch the roles of the nodes immediately.

Ef f ect ive Wit hin Maint enance WindowEf f ect ive Wit hin Maint enance Window: The system will switch the roles of the nodes
during the maintenance period. How to specify a maintenance period, see Specify a
maintenance period.

7. Click SubmitSubmit .

You can export  a list  of instances of a specified type and region by using the ApsaraDB for MongoDB
console to manage cloud instances offline.

6.7. Export the list of instances6.7. Export the list of instances
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ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the region and resource group for the instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, Sharded Clust er Inst ancesSharded Clust er Inst ances, or
Serverless Inst ancesServerless Inst ances based on the instance type.

4. On the Replica Set  Instances page of the required instance type, click ExportExport .

5. In the Export  Inst ance ListExport  Inst ance List  dialog box, select  the instance information you want to export  to the
list .

6. Click OKOK.

Not e Not e After you click OKOK, the browser begins to download the CSV file. You can use Excel
or a text  editor to view this file.

This topic describes how to manually release an ApsaraDB for MongoDB instance that uses pay-as-you-
go billing. After an instance is released, its data cannot be restored.

PrerequisitesPrerequisites

6.8. Release an ApsaraDB for MongoDB6.8. Release an ApsaraDB for MongoDB
instanceinstance
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The billing method of the instance is pay-as-you-go.

Not e Not e You cannot manually release a subscript ion instance. A subscript ion instance is
automatically released when it  expires.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find your instance and choose

> > ReleaseRelease in the Act ionsAct ions column.

Alternatively, you can click the ID of your instance. On the Basic Inf ormat ionBasic Inf ormat ion page that appears,
click ReleaseRelease.

5. In the Release Inst anceRelease Inst ance message that appears, click OKOK.

This topic describes how to restart  an ApsaraDB for MongoDB instance when the number of
connections exceeds the upper limit  or the performance of the instance deteriorates.

PrecautionsPrecautions
When you restart  an instance, all its nodes are restarted in turn and each node has a brief
disconnection of about 30 seconds. If  the instance houses more than 10,000 collect ions, the brief
disconnections last  longer. Therefore, we recommend that you restart  an instance during off-peak
hours or make sure that your application is configured to reconnect to the instance after it  is
disconnected.

When you restart  a replica set  instance, a primary/secondary switchover may occur and cause the
roles of connected nodes to change. We recommend that you use a connection string URI to connect
to the instance to avoid impact on the read/write operations of your application. For more
information, see Overview of replica set  instance connections.

You can restart  a sharded cluster instance, or a mongos or shard in the instance. This kind of nodes
are inaccessible until restarted.

Restart an instanceRestart an instance
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

6.9. Restart an ApsaraDB for MongoDB6.9. Restart an ApsaraDB for MongoDB
instanceinstance
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4. Find the target instance and choose  >  > Rest artRest art  in the Act ionsAct ions column.

Not e Not e Alternatively, you can click the ID of the target instance. On the BasicBasic
Inf ormat ionInf ormat ion page that appears, click Rest art  Inst anceRest art  Inst ance in the upper-right corner.

5. In the Rest art  Inst anceRest art  Inst ance message that appears, click OKOK.
The instance status changes to Reboot ingReboot ing. When the instance enters the RunningRunning state, the
restart  is complete.

Restart a node in a sharded cluster instanceRestart a node in a sharded cluster instance
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Sharded Clust er Inst ancesSharded Clust er Inst ances.

4. Find the target instance and click its ID.

5. Follow these steps to restart  a node:

Restart  a mongos.

In the Mongos ListMongos List  sect ion, f ind the target mongos and choose  >  > Rest artRest art  in the Operation

column.

Restart  a shard.

In the Shard ListShard List  sect ion, f ind the target shard and choose  >  > Rest artRest art  in the Operation

column.
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6. In the Rest art  NodeRest art  Node message that appears, click OKOK.
The instance status changes to Reboot ingReboot ing. When the instance enters the RunningRunning state, the
restart  is complete.
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You can create and bind mult iple tags to a large number of instances to classify and filter instances by
tag.

PrerequisitesPrerequisites
You must log on to the ApsaraDB for MongoDB console with your Alibaba Cloud account. RAM users do
not have permissions to manage or use tags.

PrecautionsPrecautions
A tag consists of a key-value pair. The key must be unique in the same region of the same account,
while the value is not limited.

Not e Not e A key can have zero to mult iple values.

You can edit  tags for a maximum of 50 instances at  a t ime.

You can bind up to 20 tags to each instance.

You can bind or unbind up to 20 tags at  a t ime.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. To create a tag, perform the following steps:

Create tags for an instance: Find the instance. Choose  >  > Edit  t agsEdit  t ags in the Act ionsAct ions column.

Create tags for mult iple instances: Select  the instances for which you want to create tags and
then click Edit  t agsEdit  t ags at  the lower part  of the page.

7.Tag management7.Tag management
7.1. Create a tag7.1. Create a tag
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5. In the dialog box that appears, click Creat eCreat e.

Not e Not e If  you have created tags, click Available T agsAvailable T ags to bind the tags to the instances.
For more information, see Bind exist ing tags.

6. Set  the key and value of the tag and then click OkOk.

7. Repeat the preceding steps to create all the tags. Then click OKOK in the lower-right corner of the
dialog box.

Not e Not e After you create tags, you can bind them to other instances.

ResultResult
After you create a tag, you can view the tag information of the instance in the instance list .
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After you create tags, you can bind different tags to instances and filter instances by tag.

PrerequisitesPrerequisites
You must log on to the ApsaraDB for MongoDB console with your Alibaba Cloud account. RAM users
do not have permissions to manage or use tags.

You have performed the Create a tag operation.

PrecautionsPrecautions
You can select  a maximum of 50 instances to bind tags at  a t ime.

You can bind up to 20 tags to each instance.

You can bind or unbind up to 20 tags at  a t ime.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Perform the following operations to bind a tag:

Bind tags to an instance: Find the instance. In the Act ionsAct ions column, choose  >  > Edit  t agsEdit  t ags.

Bind tags to mult iple instances at  a t ime: Select  the instances to which you want to bind tags
and then click Edit  t agsEdit  t ags at  the bottom of the instance list .

7.2. Bind existing tags7.2. Bind existing tags
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5. In the dialog box that appears, click Available T agsAvailable T ags. Then, select  the desired tag information.

Not e Not e If  tag information is not displayed after you click Available T agsAvailable T ags, you must Create
a tag first .

6. Click OKOK.

After you bind tags to ApsaraDB for MongoDB instances, you can filter instances by tag in the instance
list  to quickly find instances of the specified category.

PrerequisitesPrerequisites
You must log on to the ApsaraDB for MongoDB console with your Alibaba Cloud account. RAM users do
not have permissions to manage or use tags.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

7.3. Filter instances by tag7.3. Filter instances by tag
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2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Click the Label search box, select  the tag key or tag value to be filtered, and then click SearchSearch.

Not eNot e

After you create a tag or update an exist ing tag, you need to refresh the page to see
the new tag in the tag list .

To clear the filter criteria, click .

When a tag is no longer needed in an ApsaraDB for MongoDB instance, you can unbind the tag from the
instance. If  the tag is not bound to any other instance, it  will be deleted.

PrerequisitesPrerequisites
You must log on to the ApsaraDB for MongoDB console with your Alibaba Cloud account. RAM users do
not have permissions to manage or use tags.

PrecautionsPrecautions
You can unbind up to 20 tags at  a t ime.

When a tag is unbound from all instances, it  is automatically deleted.

Unbinding a tag does not affect  the normal operation of the instance. After all tags of an instance
are unbound, the instance cannot be filtered by tag.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the instance. Choose  >  > Edit  t agsEdit  t ags in the Act ionsAct ions column.

7.4. Unbind or delete a tag7.4. Unbind or delete a tag
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5. In the dialog box that appears, click .

Not e Not e To delete a tag, unbind the tag from all instances.

6. Click OKOK.
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A sharded cluster instance consists of Mongos, shard, and Configserver nodes. Typically, you need only
to connect to the Mongos node to read and write data. In some special scenarios such as data
synchronization between clusters, you must read the oplog of a shard node or the configuration
information of a Configserver node. You can apply for a connection string of the corresponding node.

PrerequisitesPrerequisites
Sharded cluster instances must be used.

Usage notesUsage notes
After you apply for a connection string, two connection strings are allocated to each node, one for
the primary node and one for the secondary node.

The network type of the connection strings must be the same as that of the current Mongos node.

You cannot modify the connection string of a shard or Configserver node.

The connection strings allocated here can only be used to access the node over the internal network.
If  you want to access the node over the Internet, you can apply for a public endpoint  for a sharded
cluster instance. For more information, see Apply for a public endpoint  for a sharded cluster instance.

Introduction to the sharded cluster architecture and nodesIntroduction to the sharded cluster architecture and nodes
For more information, see Architecture of sharded cluster instances.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Sharded Clust er Inst ancesSharded Clust er Inst ances.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Dat abase Connect ionDat abase Connect ion.

6. In the upper-right corner, choose MoreMore >  > Apply f or Shard or Conf igServer Connect ion St ringApply f or Shard or Conf igServer Connect ion St ring.

7. In the dialog box that appears, apply for a connection string for the shard or Configserver node.

8.Network connection management8.Network connection management
8.1. Connection String of a Shard or8.1. Connection String of a Shard or
Configserver NodeConfigserver Node
8.1.1. Apply for a connection string of a shard8.1.1. Apply for a connection string of a shard
or Configserver nodeor Configserver node
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Parameter Description

Node T ypeNode T ype
ShardShard: the shard node.

CSCS: the Configserver node.

Select  Node IDSelect  Node ID
Select a check box corresponding to the ID of the node for which you want to
create a connection string.
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AccountAccount

The account name must be 4 to 16 characters in length and can contain
lowercase letters, digits, and underscores (_). It  must start with a lowercase
letter.

Not eNot e

You must set the account and password only when you apply for
the connection string of a shard or Configserver node for the first
t ime. The account and password are required for all shard and
Configserver nodes.

The permissions of this account are fixed to read-only.

PasswordPassword

The password must contain at least three of the following character types:
uppercase letters, lowercase letters, digits, and special characters. Special
characters include

! #$%^&*()_+-=

The password must be 8 to 32 characters in length.

Not e Not e If you forget your password, you can reset the password. For
more information, see Reset the password for an ApsaraDB for MongoDB
instance.

Conf irmConf irm
PasswordPassword

Enter the account password again.

Parameter Description

8. Click SubmitSubmit .

9. Wait  until the instance status changes from Creat ing Connect ionCreat ing Connect ion to RunningRunning.

Node typesNode types
After you apply for the connection string of a shard or Configserver node, you can view the connection
string on the Dat abase Connect ionDat abase Connect ion page. The following table describes node types.

Node type Description

ShardShard The shard node.

CSCS The Configserver node.

MongosMongos The mongos node.

ReferencesReferences
If  the connection string of a shard or Configserver node is no longer needed, you can Release the
connection string of a shard or Configserver node.
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When you no longer need to connect to a shard or Configserver node, you can release its connection
string.

PrecautionsPrecautions
The connection string of a Mongos node cannot be released.

After the connection string of a shard or Configserver node is released, the connection strings of the
primary and secondary nodes are released and you cannot use this connection string to connect to
the released node. Proceed with caution.

This operation releases the internal connection string of the node. If  the node also has a public
connection string and the connection string is no longer needed, you can Release a public connection
string.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Sharded Clust er Inst ancesSharded Clust er Inst ances.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Dat abase Connect ionDat abase Connect ion.

6. Find the node and click ReleaseRelease in the Act ionsAct ions column.

Not e Not e ShardShard indicates a shard node. CSCS indicates a Configserver node.

7. In the dialog box that appears, click OKOK.

8. Wait  until the instance status changes from Releasing Net work Connect ionReleasing Net work Connect ion to RunningRunning.

This topic describes how to apply for a public endpoint  for an ApsaraDB for MongoDB instance so that
you can connect to the instance over the Internet.

Apply for a public endpoint for a standalone instance

Apply for a public endpoint for a replica set instance

Apply for a public endpoint for a sharded cluster instance

ReferencesReferences
Connect to an ApsaraDB for MongoDB instance over the Internet

8.1.2. Release the connection string of a shard8.1.2. Release the connection string of a shard
or Configserver nodeor Configserver node

8.2. Public IP Connection8.2. Public IP Connection
8.2.1. Apply for a public endpoint for an8.2.1. Apply for a public endpoint for an
ApsaraDB for MongoDB instanceApsaraDB for MongoDB instance
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To ensure data security, you can release a public connection string that is no longer needed in the
console.

PrecautionsPrecautions
You can release one or more public connection strings of the Mongos, shard, and Configserver nodes
for a sharded cluster instance.

After the public connection string is released for an instance or node, you cannot connect to the
instance or node through the original public connection string.

After the public connection string is released, we recommend that you delete the corresponding
public IP address from the whitelist  to ensure data security. For more information, see Configure a
whitelist  or an ECS security group for an ApsaraDB for MongoDB instance.

Standalone and replica set instancesStandalone and replica set instances

Not e Not e After the public connection string of a replica set  instance is released, the public
connection strings of the primary and secondary nodes are released.

1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Dat abase Connect ionDat abase Connect ion.

6. In the Public IP Connect ionPublic IP Connect ion sect ion, click Release Public Connect ion St ringRelease Public Connect ion St ring.

7. In the dialog box that appears, click OKOK.

Sharded cluster instancesSharded cluster instances
You can release one or more public connection strings of the Mongos, shard, and Configserver nodes
for a sharded cluster instance.

8.2.2. Release a public connection string8.2.2. Release a public connection string
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Not eNot e

For more information about node types, see Architecture of sharded cluster instances.

After the public connection string of a shard or Configserver node is released, the public
connection strings of the primary and secondary nodes are released.

1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Sharded Clust er Inst ancesSharded Clust er Inst ances.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Dat abase Connect ionDat abase Connect ion.

6. In the Public IP Connect ionPublic IP Connect ion sect ion, f ind the Mongos, shard, or Configserver node for which you
want to release the public connection string.

7. In the Act ionsAct ions column corresponding to the instance, click ReleaseRelease.

Node type Description

dbdb The shard node.

cscs The Configserver node.

mongosmongos The Mongos node.

Not e Not e You can repeat this step to release the public connection strings of other nodes as
needed. To release the public connection string of the next  node, you must wait  until the
public connection string of the current node is released or the status of the current node
becomes RunningRunning.
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8. In the dialog box that appears, click OKOK.

Serverless instancesServerless instances
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Serverless Inst ancesServerless Inst ances

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Dat abase Connect ionDat abase Connect ion.

6. In the Public IP Connect ionPublic IP Connect ion sect ion, click ReleaseRelease under the Act ionsAct ions column.

7. In the dialog box that appears, click OKOK.

This topic describes how to enable or disable password-free access over a VPC for an ApsaraDB for
MongoDB instance. This makes database connections easy and secure. After password-free access is
enabled, the ECS instance that shares the same VPC with the ApsaraDB for MongoDB instance can
connect to a database of this ApsaraDB for MongoDB instance without a password. You can st ill use a
database username and its password to connect to this database.

PrerequisitesPrerequisites
The instance is a replica set  or sharded cluster instance.

The database version of the instance is 4.0 (with the minor version of mongodb_20190408_3.0.11 or
later). If  the version is earlier than the required version, upgrade the instance. For more information,
see Upgrade MongoDB versions and Upgrade the minor version of an ApsaraDB for MongoDB
instance.

Not e Not e You can view the database version and the minor version on the Basic Inf ormat ionBasic Inf ormat ion
page in the ApsaraDB for MongoDB console.

The instance is in a VPC. If  the network type is Classic Network, switch it  to VPC. For more information,
see Switch from Classic Network to VPC.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

8.3. Enable or disable password-free8.3. Enable or disable password-free
access for an ApsaraDB for MongoDBaccess for an ApsaraDB for MongoDB
instanceinstance
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3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Dat abase Connect ionDat abase Connect ion.

6. In the upper-right corner of the Int ranet  Connect ion - VPCInt ranet  Connect ion - VPC sect ion, click Enable password-Enable password-
f ree accessf ree access or Disable password-f ree accessDisable password-f ree access.

Enable password-free access.

After password-free access is enabled, the ECS instance that shares the same VPC with the
ApsaraDB for MongoDB instance can connect to a database of this ApsaraDB for MongoDB
instance without a password. You can st ill use a database username and its password to
connect to this database.

Not e Not e If  you want to connect to a database of an ApsaraDB for MongoDB instance
without entering a password, add the IP address of your client  to a whitelist  of this instance.
For more information, see Configure a whitelist  or an ECS security group for an ApsaraDB for
MongoDB instance.

The following command provides an example of a password-free connection by using the
mongo shell:

mongo --host dds-bpxxxxxxxx.mongodb.rds.aliyuncs.com:3717

Disable password-free access.

Not e Not e After password-free access is disabled, the applications that have established
connections with a database of this ApsaraDB for MongoDB instance are disconnected. You
must change the database connection mode for your application before you disable
password-free access.

7. In the message that appears, click OKOK.
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Related operationsRelated operations

Operation Description

ModifyInstanceVpcAuthMode
Enables or disables password-free access over a
VPC for an ApsaraDB for MongoDB instance.

This topic describes how to modify the public and internal endpoints of an ApsaraDB for MongoDB
instance in the ApsaraDB for MongoDB console.

LimitsLimits

Instance Limit

Standalone
instances

You can only modify the public and internal endpoints of a primary node.

Replica set instances
You can modify the public and internal endpoints of both primary and secondary
nodes.

Sharded cluster
instances

You can only modify the public and internal endpoints of a mongos.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Dat abase Connect ionDat abase Connect ion.

6. In the Int ranet  Connect ionInt ranet  Connect ion or Public IP Connect ionPublic IP Connect ion sect ion, click Updat e Connect ion St ringUpdat e Connect ion St ring.

7. In the dialog box that appears, enter a new endpoint.

8.4. Modify a public or internal endpoint of8.4. Modify a public or internal endpoint of
an ApsaraDB for MongoDB instancean ApsaraDB for MongoDB instance
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Not eNot e

You can only modify the prefix of the endpoint.

The new endpoint  must be 8 to 64 characters in length and can contain lowercase
letters, digits, and hyphens (-). It  must start  with a lowercase letter and end with a
lowercase letter or digit .

8. Click SubmitSubmit .

What's nextWhat's next
After you modify the public or internal endpoint, you must connect a client  or an application to your
ApsaraDB for MongoDB instance by using the new endpoint.

This topic describes how to switch the network type of an ApsaraDB for MongoDB instance between
Classic Network and VPC in the ApsaraDB for MongoDB console.

PrerequisitesPrerequisites
The instance is a replica set  or sharded cluster instance.

Not e Not e For a standalone instance, its network type is always VPC and cannot be changed.

PrecautionsPrecautions

8.5. Switch the network type of an8.5. Switch the network type of an
ApsaraDB for MongoDB instanceApsaraDB for MongoDB instance
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Switching the network type of an instance causes a brief disconnection of the instance. We recommend
that you perform this operation during off-peak hours or make sure that your application is configured
to reconnect to the instance after it  is disconnected. This protects your business against  the brief
disconnection.

Not e Not e You can choose to retain the internal endpoints on the classic network. This way, you
can switch the network type without a brief disconnection. For more information, see Configure a
hybrid access solut ion to switch the network type of an ApsaraDB for MongoDB instance from
Classic Network to VPC.

Internal connection addressesInternal connection addresses
Intranet Connection - Classic Network: Cloud services on a classic network are not isolated.
Unauthorized access can only be blocked by the security groups or whitelists of the cloud services.

Intranet Connection - VPC: A VPC is an isolated virtual network with better security and performance
than a classic network. By default , an ApsaraDB for MongoDB instance provides internal endpoints on
a VPC.

Switch from Classic Network to VPCSwitch from Classic Network to VPC
1. Create a VPC in the same region as the target ApsaraDB for MongoDB instance. For more

information, see Create a VPC.

2. Log on to the ApsaraDB for MongoDB console.

3. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

4. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

5. Find the target instance and click its ID.

6. In the left-side navigation pane, click Dat abase Connect ionDat abase Connect ion.

7. In the Int ranet  Connect ion - Classic Net workInt ranet  Connect ion - Classic Net work sect ion, click Swit ch t o VPCSwit ch t o VPC.

8. In the VPCVPC dialog box that appears, specify VPCVPC and VSwit chVSwit ch.

Not eNot e

You can turn on Ret ain t he connect ion address of  t he classic net workRet ain t he connect ion address of  t he classic net work to
generate new internal endpoints on the VPC and keep the exist ing internal endpoints on
the classic network within a specified period. When an internal endpoint  on a classic
network expires, it  is automatically released.

If  you do not turn on Ret ain t he connect ion address of  t he classic net workRet ain t he connect ion address of  t he classic net work, there
may be a brief disconnection while you switch the network type. In this case, Alibaba
Cloud services (such as ECS) on the classic network cannot connect to this instance.

9. Click OKOK.

Switch from VPC to Classic NetworkSwitch from VPC to Classic Network
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After you switch the network type of the instance to Classic Network, the internal endpoints on the
VPC are released and ECS instances in the VPC can no longer connect to this instance with these
endpoints. ApsaraDB for MongoDB generates new internal endpoints on the classic network and retains
the same public endpoints. You must modify the connection information for your application.

Not e Not e After you switch the network type of the instance to Classic Network, ECS instances in
the VPC can no longer connect to this instance. While you switch the network type of the instance,
there may be a brief disconnection. We recommend that you perform this operation during off-
peak hours or make sure that your application is configured to reconnect to the instance after it  is
disconnected. This protects your business against  the brief disconnection.

1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Dat abase Connect ionDat abase Connect ion.

6. In the Int ranet  Connect ion - VPCInt ranet  Connect ion - VPC sect ion, click Swit ch t o Classic Net workSwit ch t o Classic Net work.

7. In the message that appears, click OKOK.

ApsaraDB for MongoDB supports two network types: classic network and VPC. This topic describes how
to configure a VPC for a new ApsaraDB for MongoDB instance.

ContextContext
On the Alibaba Cloud platform, a classic network and a VPC have the following differences:

On the classic network, cloud services are not isolated. You can configure a security group or whitelist
policy for them to block unauthorized access.

A VPC helps you build an isolated network environment in Alibaba Cloud, where you can customize its
routing table, IP address range, and gateway. In addit ion, you can use a physical connection or VPN
to combine your user-created IDC with cloud resources in Alibaba Cloud VPC to create a virtual IDC, so
that you can smoothly migrate your applications to the cloud.

ApsaraDB for MongoDB uses VPC by default . To this end, you need to create an ApsaraDB for MongoDB
instance and a VPC in the same region as follows:

If you have not created an ApsaraDB for MongoDB instance, you can create a VPC first  and create an
ApsaraDB for MongoDB instance in the VPC following the procedure described in this topic.

If  you have created an ApsaraDB for MongoDB instance, you can create a VPC in the same region and
add the ApsaraDB for MongoDB instance to the VPC. For more information, see Switch the network
type of an instance.

ProcedureProcedure
1. Create a VPC. For more information, see Create a VPC.

2. Create an ApsaraDB for MongoDB instance in the same region as the VPC.

8.6. Configure a VPC for a new instance8.6. Configure a VPC for a new instance
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3. When creating the ApsaraDB for MongoDB instance, select  VPCVPC as the network type on the
instance creation page.

4. Under VPCVPC, select  the configured VPC and VSwitch for VPCVPC and VSwit chVSwit ch, respectively, as shown in
the following figure.

5. On the instance creation page, specify other configuration items as required. For more information,
see the following links.

Create a standalone instance

Create a replica set  instance

Create a sharded cluster instance

This topic describes how to configure a hybrid access solut ion to switch the network type of an
ApsaraDB for MongoDB instance from Classic Network to VPC without a brief disconnection or network
disconnection.

PrerequisitesPrerequisites
The instance is a replica set  or sharded cluster instance.

The instance is in a classic network.

A VPC is created in the same region as the instance. For more information, see Create a VPC and
Create a VSwitch.

Background informationBackground information
In hybrid network access mode, you cannot switch the network type to Classic Network.

While you switch the network type of an ApsaraDB for MongoDB instance from Classic Network to
VPC, you can choose to retain the internal endpoints on the classic network for up to 120 days. In
hybrid network access mode, the instance supports access from ECS instances in both the classic
network and VPC.

In hybrid network access mode, you can switch the network types of ECS instances and other Alibaba
Cloud services from Classic Network to VPC until all services are deployed in a VPC.

8.7. Configure a hybrid access solution to8.7. Configure a hybrid access solution to
switch the network type of an ApsaraDBswitch the network type of an ApsaraDB
for MongoDB instance from Classicfor MongoDB instance from Classic
Network to VPCNetwork to VPC
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ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Dat abase Connect ionDat abase Connect ion.

6. In the Int ranet  Connect ion - Classic Net workInt ranet  Connect ion - Classic Net work sect ion, click Swit ch t o VPCSwit ch t o VPC.

7. In the VPCVPC dialog box that appears, configure related parameters.

i. Specify VPCVPC and VSwit chVSwit ch.

ii. Turn on Ret ain t he connect ion address of  t he classic net workRet ain t he connect ion address of  t he classic net work.

iii. Set  Expirat ion T ime (Days)Expirat ion T ime (Days).

8. Click OKOK.

This topic describes how to change the retention period of internal endpoints on the classic network of
an ApsaraDB for MongoDB instance.

8.8. Change the retention period of8.8. Change the retention period of
internal endpoints on the classic networkinternal endpoints on the classic network
of an ApsaraDB for MongoDB instanceof an ApsaraDB for MongoDB instance
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PrerequisitesPrerequisites
The instance is in hybrid network access mode. For more information, see Configure a hybrid access
solut ion to switch the network type of an ApsaraDB for MongoDB instance from Classic Network to VPC.

ContextContext
After an internal endpoint  on the classic network expires, it  is released. You can change the retention
period of such an internal endpoint  before it  expires.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Dat abase Connect ionDat abase Connect ion.

6. In the Ret ained Classic Net work AddressRet ained Classic Net work Address sect ion, click Change Expirat ion T ime Change Expirat ion T ime .

7. In the Change Expirat ion Time panel, select  a retention period.

Not e Not e You can set  the retention period to 14, 30, 60, or 120 days.

8. Click OKOK.
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This topic describes how to configure an IP address whitelist  or an ECS security group for an ApsaraDB
for MongoDB instance. After you create an ApsaraDB for MongoDB instance, you must configure an IP
address whitelist  or add an ECS security group to allow access only from authorized devices. The
default  whitelist  contains only the IP address 127.0.0.1, which indicates that no devices can access the
ApsaraDB for MongoDB instance.

PrerequisitesPrerequisites
When you add an ECS security group, make sure that the ApsaraDB for MongoDB instance has the same
network type as the ECS instances in the ECS security group. If  both the ApsaraDB for MongoDB
instance and ECS instances are of the VPC type, make sure that they reside in the same VPC.

ContextContext
Before you use an ApsaraDB for MongoDB instance for the first  t ime, you must configure a whitelist
for the instance. After you configure the whitelist , the endpoints of the instance appear on the
Basic Inf ormat ionBasic Inf ormat ion and Dat abase Connect ionDat abase Connect ion pages.

Whitelists make your ApsaraDB for MongoDB instances more secure. We recommend that you maintain
the whitelists on a regular basis.

Configure an IP address whitelist  for a standalone instance, replicaConfigure an IP address whitelist  for a standalone instance, replica
set instance, or sharded cluster instanceset instance, or sharded cluster instance

1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, choose Dat a Securit yDat a Securit y >  > Whit elist  Set t ingsWhit elist  Set t ings.

6. Find the IP address whitelist  that you want to configure, and choose  > Manually Modif yManually Modif y or

Import  ECS Int ranet  IPImport  ECS Int ranet  IP in the Act ionsAct ions column.

Manually Modif yManually Modif y

9.Data security9.Data security
9.1. Configure a whitelist or an ECS security9.1. Configure a whitelist or an ECS security
group for an ApsaraDB for MongoDBgroup for an ApsaraDB for MongoDB
instanceinstance

User Guide··Dat a securit y ApsaraDB for MongoDB

83 > Document  Version: 20210205

https://mongodb.console.aliyun.com/


i. In the Manually Modif yManually Modif y panel, click the IPv4IPv4 or IPv6IPv6 tab based on your network connection.

Not eNot e

Limits for IPv4IPv4 addresses:

Separate mult iple IP addresses with commas (,). A maximum of 1,000
different IP addresses can be added.

A whitelist  can include IP addresses such as  0.0.0.0/0  and  10.23.12.24 , or

CIDR blocks such as  10.23.12.24/24 .  /24  indicates that the prefix of the
CIDR block is 24-bit  long. You can replace 24 with a value within the range of
1 to 32.

If  the whitelist  is empty or contains  0.0.0.0/0 , all IP addresses can access
the ApsaraDB for MongoDB instance. This may introduce security risks to the
instance. Proceed with caution.

Limits for IPv6IPv6 addresses:

Separate mult iple IP addresses with commas (,). A maximum of 1,000
different IP addresses can be added.

Supported formats include  ::  and  0:0:0:0:0:0:0:1 . Only IP addresses are
supported. CIDR blocks will be supported later.

If  the whitelist  is empty or contains only  :: , all IP addresses can access the
ApsaraDB for MongoDB instance. This may introduce security risks to the
instance. Proceed with caution.

You can specify IPv6IPv6 address whitelists only if  the instance resides in Zone G
of the China (Hangzhou) region.

You can specify IPv6IPv6 address whitelists only if  the version of the database
engine is 4.2.

You cannot specify both IPv4IPv4 and IPv6IPv6 addresses in a single whitelist . If  you want
to specify both IPv4 and IPv6 addresses, specify them in separate whitelists.

ii. Click OKOK.

Import  ECS Int ranet  IPImport  ECS Int ranet  IP
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i. Click Import  ECS Int ranet  IPImport  ECS Int ranet  IP. In the Import  ECS Intranet IP panel, the internal IP addresses of
ECS instances created in the current account are displayed. Select  one or more IP addresses
and add them to the IP address whitelist .

ii. Click OKOK.

Not e Not e For easy O&M and access control, we recommend that you add an ECS security
group. For more information, see Configure an ECS security group for a standalone
instance, replica set  instance, or sharded cluster instance.

Configure an ECS security group for a standalone instance, replicaConfigure an ECS security group for a standalone instance, replica
set instance, or sharded cluster instanceset instance, or sharded cluster instance
An ECS security group relieves you from the tedious work of adding IP addresses or CIDR blocks. It  makes
database O&M easier.

1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. 

6. Click Add Securit y GroupAdd Securit y Group.

7. In the Add Security Group panel, select  one or more ECS security groups that you want to add.
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Not eNot e

Each ApsaraDB for MongoDB instance can be added to up to 10 security groups. After
you add an ECS security group, all its ECS instances can access the ApsaraDB for
MongoDB instance either over an internal network or over the Internet. For access over
an internal network, the two types of instances must have the same network type. If
the network type is VPC, the two types of instances must be in the same VPC. For access
over the Internet, you must have applied for a public endpoint  for the ApsaraDB for
MongoDB instance.

If  you move your pointer over an ECS security group, you can view its name and
descript ion. If  you move your pointer over VPC, you can view the VPC ID. This way, you
can quickly find an ECS security group.
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Delete a whitelist  or an ECS security group of a standalone instance,Delete a whitelist  or an ECS security group of a standalone instance,
replica set instance, or sharded cluster instancereplica set instance, or sharded cluster instance

1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. 

6. Delete a whitelist  or an ECS security group.To delete a whitelist , perform the following steps:

i. Find the whitelist  that you want to delete, and choose

> > Delet e Whit elist  Group Delet e Whit elist  Group in the Act ionsAct ions column.

Not e Not e You cannot delete the default  whitelist .

ii. In the message that appears, click OKOK.

To clear all ECS security groups, perform the following steps:

i. Click ClearClear.

ii. In the Clear Security Groups message, click OKOK.

Common connection scenariosCommon connection scenarios
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Connect to an ApsaraDB for MongoDB instance over the Internet

How to connect an ECS instance to an ApsaraDB for MongoDB instance when their network types are
different

How to connect an ECS instance to an ApsaraDB for MongoDB instance when they are in different
regions

Connect an ECS instance with an ApsaraDB for MongoDB instance in another Alibaba Cloud account

This topic describes how to enhance link security by enabling Secure Sockets Layer (SSL) encryption and
installing SSL CA cert if icates on your application services. The SSL encryption feature encrypts network
connections at  the transport  layer to improve data security and ensure data integrity during
communication. This topic describes operations related to SSL encryption.

PrerequisitesPrerequisites
The instance is a replica set  instance.

The database version of the instance is 3.4, 4.0, or 4.2.

NotesNotes
When you enable or disable SSL encryption or update SSL CA cert if icates for an instance, the instance is
restarted. Plan your operations in advance and make sure that your applications can automatically re-
establish a connection.

Not e Not e When an instance is restarted, all its nodes are restarted in turn and each node goes
through a transient connection of about 30 seconds. If  the instance houses more than 10,000
collect ions, the transient connections last  longer.

PrecautionsPrecautions
You can download SSL CA cert if icate files only from the ApsaraDB for MongoDB console.

After you enable SSL encryption for an instance, the CPU utilizat ion of the instance is significantly
increased. We recommend that you enable SSL encryption only when necessary. For example, you can
enable SSL encryption when you connect to an ApsaraDB for MongoDB instance over the Internet.

Not e Not e Internal network connections are more secure than Internet connections and do not
need SSL encryption.

After you enable SSL encryption for an instance, both SSL and non-SSL connections are supported.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances.

9.2. Configure SSL encryption for an9.2. Configure SSL encryption for an
ApsaraDB for MongoDB instanceApsaraDB for MongoDB instance
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4. Find the target instance and click its ID.

5. In the left-side navigation pane, choose Dat a Securit yDat a Securit y >  > SSLSSL.

6. Perform one of the following operations:

Not e Not e When you enable or disable SSL encryption or update SSL CA cert if icates for an
instance, the instance is restarted. Plan your operations in advance and make sure that your
applications can automatically re-establish a connection.

Operation Prerequisite Procedure

Enable SSL
encryption

The SSL encryption status
is DisabledDisabled.

Turn on the switch next to SSL St at usSSL St at us . In the
message that appears, click OKOK.

Update an SSL CA
certificate

The SSL encryption status
is EnabledEnabled.

Click Updat e Cert if icat eUpdat e Cert if icat e. In the message that
appears, click OKOK.

Download an SSL
CA certificate file

The SSL encryption status
is EnabledEnabled.

Click Download Cert if icat eDownload Cert if icat e to download an SSL
CA certificate file to your computer.

Disable SSL
encryption

The SSL encryption status
is EnabledEnabled.

Turn off the switch next to SSL St at usSSL St at us . In the
message that appears, click OKOK.

ReferencesReferences
Use the mongo shell to connect to an ApsaraDB for MongoDB database in SSL encryption mode

This topic describes how to configure Transparent Data Encryption (TDE) for an ApsaraDB for MongoDB
instance. Before data files are writ ten to disks, TDE encrypts the data files. When data files are loaded
from disks to the memory, TDE decrypts the data files. TDE does not increase the sizes of data files.
When you use TDE, you do not need to modify your application that uses the ApsaraDB for MongoDB
instance. You can enable TDE for an instance in the ApsaraDB for MongoDB console to improve data
security.

PrerequisitesPrerequisites
The instance is a replica set  instance or a sharded cluster instance.

The storage engine of the instance is WiredTiger.

The database version of the instance is MongoDB 4.0 or 4.2. If  the database version of the instance is
earlier than MongoDB 4.0, upgrade the database version. For more information, see Upgrade
MongoDB versions.

Not e Not e Before you enable TDE, you can create a pay-as-you-go instance of MongoDB 4.0 or
4.2 to test  the compatibility between your application and the database version. You can release
the instance after you complete the test.

9.3. Configure TDE for an ApsaraDB for9.3. Configure TDE for an ApsaraDB for
MongoDB instanceMongoDB instance
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If  the architecture or storage engine of your instance does not meet the requirements, you can create
an instance that meets the requirements and migrate data of your instance to the new instance. For
more information, see Configuration change overview.

ImpactsImpacts
When you enable TDE, your instance is restarted and a transient connection occurs between your
application and the instance that connects to the application. We recommend that you enable TDE
during off-peak hours and ensure that your application can reconnect to the instance in case of a
transient connection.

TDE increases the CPU usage of your instance.

You cannot restore TDE-encrypted collect ions to a user-created ApsaraDB for MongoDB database
from physical backup files. To restore TDE-encrypted collect ions to a user-created ApsaraDB for
MongoDB database, use logical backup files.

NotesNotes
After you enable TDE, you cannot disable TDE.

You can enable TDE for an instance. You can also enable or disable encryption for a collect ion as
required. If  you need a filed-level encryption, see Explicit  (Manual) Client-Side Field Level
Encryption(only MongoDB 4.2 version instances are supported).

Not e Not e When you create a collect ion, you can disable encryption for the collect ion. For more
information, see Disable encryption for a collect ion.

After you enable TDE, only newly created collect ions are encrypted. Collect ions that are created
before you enable TDE are not encrypted.

Key Management Service (KMS) generates and manages the keys of TDE. ApsaraDB for MongoDB does
not provide keys and cert if icates that are required for encryption.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, choose Dat a Securit yDat a Securit y >  > T DET DE.

6. Turn on the switch next  to T DE St at us:T DE St at us: to enable TDE.
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7. In the Enable T DEEnable T DE dialog box, you can select  Use Aut omat ically Generat ed KeyUse Aut omat ically Generat ed Key or UseUse
Cust om KeyCust om Key. Then, click OKOK. The instance status changes to Modif ying T DEModif ying T DE. After the status
changes to RunningRunning, TDE is enabled.

Not e Not e You can use KMS to manage custom keys. For more information, see KMS.

Disable encryption for a collectionDisable encryption for a collection
After you enable TDE, all newly created collect ions are encrypted. When you create a collect ion, you
can perform the following steps to disable encyption for the collect ion:

1. Connect to your instance through the mongo shell. For more information, see Connect to a replica set
instance or Connect to a sharded cluster instance.

2. Run the following command to create a collect ion and disable the encryption feature:

db.createCollection("<collection_name>",{ storageEngine: { wiredTiger: { configString: "encryption=(na
me=none)" } } })

Not e Not e <collect ion_name>: the name of the collect ion.

Example

db.createCollection("customer",{ storageEngine: { wiredTiger: { configString: "encryption=(name=none
)" } } })

9.4. Use the mongo shell to connect to an9.4. Use the mongo shell to connect to an
ApsaraDB for MongoDB database in SSLApsaraDB for MongoDB database in SSL
encryption modeencryption mode
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This topic describes how to use the mongo shell to connect to an ApsaraDB for MongoDB database in
Secure Sockets Layer (SSL) encryption mode. SSL encryption can encrypt network connections at  the
transport  layer to improve data security and ensure data integrity.

PrerequisitesPrerequisites
The instance is a replica set  instance, and the database version of the instance is 3.4 or 4.0..

Not e Not e If  the database version of the instance is earlier than required versions, you must
upgrade the database version. For more information, see Upgrade MongoDB versions.

SSL encryption is enabled for the instance. For more information, see Configure SSL encryption for an
ApsaraDB for MongoDB instance.

Mongo shell 3.0 or later is installed on the local server or ECS instance from which you want to
connect to the database. For more information about the installat ion procedure, visit  Install
MongoDB.

The IP address of the local server or the ECS instance is added to a whitelist  of the ApsaraDB for
MongoDB instance. For more information, see Configure a whitelist  or an ECS security group for an
ApsaraDB for MongoDB instance.

PrecautionsPrecautions
After you enable SSL encryption for an instance, the CPU utilizat ion of this instance is significantly
increased. We recommend that you enable it  only when necessary. For example, you can enable SSL
encryption when you connect to an ApsaraDB for MongoDB instance over the Internet.

Not e Not e Internal network connections are more secure than Internet connections and do not
need SSL encryption.

ProcedureProcedure
A local server with a Linux operating system is used in the following example:

1. Download an SSL CA cert if icate package. For more information, see Configure SSL encryption for an
ApsaraDB for MongoDB instance.

2. Decompress the package and upload the cert if icate files to the local server or the ECS instance
where the mongo shell is installed.

Not e Not e In this example, the .pem file is uploaded to the /root/sslcafile/ directory of the
local server.

3. On the local server or in the ECS instance, run the following command to connect to a database of
the ApsaraDB for MongoDB instance:

mongo --host <host> -u <username> -p --authenticationDatabase <database> --ssl --sslCAFile <sslCAFile
_path> --sslAllowInvalidHostnames
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Not eNot e

<host>: the connection string (including the port  number) of the primary or secondary
node in the ApsaraDB for MongoDB instance. For more information, see Overview of
replica set  instance connections.

If  you want to connect to a database of the ApsaraDB for MongoDB instance
over the Internet, apply for a public endpoint  for this instance. For more
information, see Apply for a public endpoint  for an ApsaraDB for MongoDB
instance.

If  you want to connect to a database of the ApsaraDB for MongoDB instance
over an internal network, make sure that the ApsaraDB for MongoDB instance has
the same network type as the ECS instance. If  the network type is VPC, make sure
that the two instances are in the same VPC.

<username>: the username you use to log on to a database of the ApsaraDB for
MongoDB instance. The init ial username is root. We recommend that you do not log on
to a database as the root user in a production environment. You can create users and
grant permissions to the users as needed. For more information, see Manage user
permissions on MongoDB databases.

<database>: the name of database corresponding to the username if  authentication is
enabled. If  the username is root, enter admin.

<sslCAFile_path>: the path of the SSL CA cert if icate files.

Example:

mongo --host dds-bpxxxxxxxx-pub.mongodb.rds.aliyuncs.com:3717 -u root -p --authenticationDatabas
e admin --ssl --sslCAFile /root/sslcafile/ApsaraDB-CA-Chain.pem  --sslAllowInvalidHostnames

4. When  Enter password:  is displayed, enter the password of the database user and press Enter.

Not eNot e

The password characters are not explicit ly displayed when you enter the password.

If  you forget the password of the root user, you can reset  the password. For more
information, see Set  a password.

Common connection scenariosCommon connection scenarios
Connect to an ApsaraDB for MongoDB instance over the Internet

How to connect an ECS instance to an ApsaraDB for MongoDB instance when their network types are
different

How to connect an ECS instance to an ApsaraDB for MongoDB instance when they are in different
regions

Connect an ECS instance with an ApsaraDB for MongoDB instance in another Alibaba Cloud account

9.5. Audit logs (new version)9.5. Audit logs (new version)
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The new audit  log feature integrates the features of Log Service with ApsaraDB for MongoDB. The
audit  log feature allows you to filter log data, analyze logs online, and export  logs. This helps you
discover security and performance issues of your ApsaraDB for MongoDB instances at  your earliest
opportunity.

PrerequisitesPrerequisites
If  you want to enable the new audit  log feature as a RAM user, the RAM user must be granted the
AliyunLogFullAccess permission. For more information, see Grant permissions.

ContextContext
Alibaba Cloud Log Service is an all-in-one service and has been used in big data analyt ics scenarios. Log
Service allows you to collect, consume, ship, search, and analyze log data without the need for extra
code resources. This service makes O&M more efficient  ApsaraDB for MongoDB integrates the features
of Log Service to provide the new audit  log feature, which is characterized by stability, ease of use,
flexibility, and high efficiency.

This topic describes how to enable the new audit  log feature.

NotesNotes
After you enable the new audit  log feature, Log Service records operations on ApsaraDB for MongoDB
instances in logs to facilitate troubleshooting.

BillingBilling
The new audit  log feature has two edit ions: trial and official.

Not e Not e The trial edit ion has been available. The official edit ion is planning to be available at  a
later date.

In the trial edit ion, audit  logs can be stored for one day with a maximum storage capacity of 100 GB.

The official version is charged based on the size of audit  logs and retention period. The official
version supports more features than the free trial version.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, choose Dat a Securit yDat a Securit y >  > Audit  LogsAudit  Logs.

6. Click Enable Audit  LogsEnable Audit  Logs.

9.5.1. Enable the new audit log feature9.5.1. Enable the new audit log feature
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7. Click OKOK.

What's nextWhat's next
Query audit  logs

Download audit  logs

Modify audit  sett ings

Subscribe to audit  log reports

Disable audit  logging

Related informationRelated information
Overview

Slow query logs

In the ApsaraDB for MongoDB console, you can view audit  logs in a specified t ime range and filter audit
logs that match various condit ions.

PrerequisitesPrerequisites
You have enabled the new audit  log feature. For more information, see Enable the new audit  log
feature.

ContextContext
You can query audit  logs for detailed insight when you want to view database request  records,
discover the cause for sudden increases in resource consumption, or f ind records of modify and delete
operations on data.

View audit logsView audit logs
1. Log on to the ApsaraDB for MongoDB console.

9.5.2. Query audit logs9.5.2. Query audit logs
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2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane of the Inst anceInst ance page, choose Dat a Securit yDat a Securit y >  > Audit  LogsAudit  Logs.

6. On the Mongo audit  log cent erMongo audit  log cent er page that appears, view audit  log details of the ApsaraDB for
MongoDB instance.

Filter audit logsFilter audit logs
You can define different condit ions to filter audit  logs.

1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane of the Inst anceInst ance page, choose Dat a Securit yDat a Securit y >  > Audit  LogsAudit  Logs.

6. On the Mongo audit  log cent erMongo audit  log cent er page that appears, define condit ions to filter audit  logs.

Filter conditionsFilter conditions

Filter
condition

Description
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Keyword

Filters audit logs by keywords such as the client IP address, executed commands,
accounts, and extended information.

Not eNot e

The Keyword filed supports exact match, so you must enter complete
information.

For example, you must enter a complete IP address such as
192.168.1.1, instead of 192.168 or 1.1.

You must enter a complete command such as AUTH or auth,
instead of au.

You must enclose keywords that contain colons within double quotation
marks (""), such as "userId:1".

Operation
Type

Filters audit logs by operation type. Operation types include:

query

find

insert

update

delete

remove

getMore: the read operation

command: the protocol command such as the aggregate method

Client IP
Address

The client IP address used to connect the ApsaraDB for MongoDB instance.

Database
Name

The name of the ApsaraDB for MongoDB database.

Set Name The name of the ApsaraDB for MongoDB instance set.

Username The account used to log on to the ApsaraDB for MongoDB instance.

Filter
condition

Description

View audit logs within a specified time rangeView audit logs within a specified time range
You can view slow query logs within a specified t ime range by using the t ime picker.

1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.
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5. In the left-side navigation pane of the Inst anceInst ance page, choose Dat a Securit yDat a Securit y >  > Audit  LogsAudit  Logs.

6. On the Mongo audit  log cent erMongo audit  log cent er page that appears, click Please SelectPlease Select .

7. Specify the t ime range in the t ime picker.

Time picker sectionsTime picker sections

No. Section Description

1 Time
Information about the t ime range is displayed in this section when
you move the pointer over a relative t ime or a t ime frame.
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2 Relative
A time period relative to the current point in t ime. Information
about the t ime range is displayed in the T ime section when you
move the pointer over any element in this section.

2 T ime Frame
A time frame period that is more than one minute. Information
about the t ime range is displayed in the T ime section when you
move the pointer over any element in this section.

4 Custom
A custom time period. Specify a t ime period and click OKOK to confirm
the time period.

No. Section Description

FAQFAQ
I can only view 2,000 audit  log entries in total. Where can I view the others?

The Audit  Logs page on the ApsaraDB for MongoDB console displays up to 2,000 audit  log entries. To
view more audit  log entries, you must log on to the Log Service console. For more information, see
Query logs.

Where can I view old audit  log documentation?

See Configure audit logging for an ApsaraDB for MongoDB instance.

Related informationRelated information
Enable the new audit  log feature

Overview

Slow query logs

This topic describes how to modify the operation types to be collected in the audit  logs by modifying
Audit  Log Filt er Set t ingAudit  Log Filt er Set t ing.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane of the Inst anceInst ance page, choose Dat a Securit yDat a Securit y >  > Audit  LogsAudit  Logs.

6. In the upper-left  corner of the page, click Audit  Log Filt er Set t ingAudit  Log Filt er Set t ing.

7. In the Audit  Log Filt er Set t ingAudit  Log Filt er Set t ing dialog box, select  the operation types that you want to audit ,
and click SubmitSubmit .

9.5.3. Modify audit settings9.5.3. Modify audit settings
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Not e Not e The following list  describes the operation types:

admin: O&M operations

slow: slow queries

query: queries

insert: data insert ion

update: data updates

delete: data delet ion

command: protocol commands, such as the aggregate method

Related informationRelated information
Enable the new audit  log feature

Overview

Slow query logs

You can download the queried audit  logs to your local server, and then archive, f ilter, or analyze the
logs.

PrerequisitesPrerequisites
You have enabled the new audit  log feature. For more information, see Enable the new audit  log
feature.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane of the Inst anceInst ance page, choose Dat a Securit yDat a Securit y >  > Audit  LogsAudit  Logs.

6. In the log chart  sect ion, choose  >  > Download LogDownload Log in the upper-right corner of the target chart.

Not e Not e You can filter logs by using the following methods. Then, you can download the
content that meets your requirements.

Filter log data by keyword, type, account, or client  IP address. For more information, see
Filter audit  logs.

Filter logs by the t ime when logs are generated. Click Select  T ime RangeSelect  T ime Range above the
Download LogDownload Log button to select  a t ime range.

9.5.4. Download audit logs9.5.4. Download audit logs
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After you click Download LogDownload Log, the selected log entries are saved to a .csv file on your local server
through the web browser. Then, you can view the log data by using tools such as Excel.

Related informationRelated information
Enable the new audit  log feature

Overview

Slow query logs

You can subscribe to audit  log reports of ApsaraDB for MongoDB through emails or the DingTalk
ChatBot. This allows you to retrieve information about ApsaraDB for MongoDB regularly.

PrerequisitesPrerequisites
You have enabled the new audit  log feature. For more information, see Enable the new audit  log
feature.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane of the Inst anceInst ance page, choose Dat a Securit yDat a Securit y >  > Audit  LogsAudit  Logs.

6. On the Mongo audit  log cent erMongo audit  log cent er page, click SubscribeSubscribe in the upper-right corner.

7. In the Subscript ion Conf igurat ionSubscript ion Conf igurat ion step, complete the sett ings and click NextNext  at  the lower part
of the page.The following table describes the parameters on the Subscript ion Configuration page.

Parameter Description

Subscription Name The description of the subscription. You can customize the description.

9.5.5. Subscribe to audit log reports9.5.5. Subscribe to audit log reports
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Frequency Specifies the frequency at which ApsaraDB for MongoDB sends the reports.

Add Watermark
After you enable this feature, the images in the reports are watermarked
with the email address or the WebHook URL.

Parameter Description

8. In the Not if icat ionsNot if icat ions step, click the drop-down list  on the right and select  a notificat ion method.

Not e Not e The available notificat ion methods are EmailEmail and WebHook-DingT alk BotWebHook-DingT alk Bot . You
can choose one or both of them.

9. Specify the Recipient sRecipient s of the EmailEmail or enter the Request  URLRequest  URL of the WebHook-DingT alk BotWebHook-DingT alk Bot ,
and then click SubmitSubmit  at  the lower part  of the page.

Related informationRelated information
Enable the new audit  log feature

Overview

Slow query logs

This topic describes how to disable audit  logging for an ApsaraDB for MongoDB instance.

ContextContext
ApsaraDB for MongoDB does not support  disabling the audit  log feature. To reduce the number of
audit  logs and save storage space, you can disable audit  logging for specific operation types.

ImpactsImpacts
If  you disable audit  logging for a specific operation type, the system ignores the operation type in
future audit ing. However, the audit  logs generated before you modify the sett ings are retained. You
can use the audit  logs for backtracking. For more information, see Query audit logs.

Disable audit loggingDisable audit logging

9.5.6. Disable audit logging9.5.6. Disable audit logging
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1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane of the Inst anceInst ance page, choose Dat a Securit yDat a Securit y >  > Audit  LogsAudit  Logs.

6. In the upper-left  corner of the page, click Audit  Log Filt er Set t ingAudit  Log Filt er Set t ing.

7. In the Audit  Log Filt er Set t ingAudit  Log Filt er Set t ing dialog box, clear the target operation types, and click SubmitSubmit .

Not e Not e We recommend that you select   admin  and  slow . The log size of the two
operation types is small. You can use these audit  logs for troubleshooting. For more
information, see Operation types.

Related informationRelated information
Enable the new audit  log feature

Overview

Slow query logs
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The ApsaraDB for MongoDB console provides a wide range of performance monitoring information for
you to check the running status of instances.

PrecautionsPrecautions
When you receive an alert  message from Alibaba Cloud, such as a message indicating that the CPU
utilizat ion of your instance exceeds 80%, you can view monitoring information about the instance on
ApsaraDB for MongoDB console to troubleshoot the issue. You can filter the nodes of the instance to
check the status of each node and locate the node where the issue occurs.

Monitoring information is retained for up to seven days. You cannot view the monitoring information
that was generated seven days ago.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, Sharded Clust er Inst ancesSharded Clust er Inst ances, or
Serverless Inst ancesServerless Inst ances based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Monit oring Inf oMonit oring Inf o.

6. View monitoring information based on instance types:

Not e Not e By default , the Monitoring Info page displays the monitoring information of the
last  day. You can also select  a t ime range to view historical monitoring information.

Standalone instances: You can only view the monitoring information about primary nodes.

Replica set  instances: You can view the monitoring information about primary or secondary
nodes by select ing a node from the drop-down list  in the upper part  of the Monitoring Info
page.

Sharded cluster instances: You can view the monitoring information about mongos, shard, or
ConfigServer nodes by select ing a node from the drop-down list  in the upper part  of the
Monitoring Info page.

Not e Not e Mongos nodes have IDs prefixed with s-s-. Shard nodes have IDs prefixed with d-d-.
ConfigServer nodes have IDs suffixed with -cs-cs.

10.Monitoring and alerting10.Monitoring and alerting
10.1. View monitoring information10.1. View monitoring information
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Performance metricsPerformance metrics

Performance metric Description

CPU Utilization
Percentage

cpu_usage: the CPU utilization of the instance.

Memory Usage
Percentage

mem_usage: the memory usage of the instance.

IOPS Usage

The input/output operations per second (IOPS) of the instance. The following
items are included:

data_iops: the IOPS of the data disk.

log_iops: the IOPS of the log disk.

IOPS Usage
Percentage

The percentage of the IOPS used by the instance to the maximum IOPS allowed.

Disk Usage

The total disk space used by the instance. The following items are included:

ins_size: the total space used.

data_size: the space used by the data disk.

log_size: the space used on the log disk.

Disk Usage Percentage
disk_usage: the ratio of the total disk space used by the instance to the maximum
disk space that can be used.

Opcounters

The queries per second (QPS) of the instance. The following items are included:

The number of insert operations.

The number of query operations.

The number of delete operations.

The number of update operations.

The number of getmore operations.

The number of command operations.

Connections The current number of connections to the instance.

Cursors

The number of cursors used by the instance. The following items are included:

total_open: the number of cursors that are opened.

timed_out: the number of cursors that t imed out.
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Network

The network traffic of the instance. The following items are included:

bytes_in: the inbound network traffic.

bytes_out: the outbound network traffic.

num_requests: the number of requests that are processed.

Global Lock

The length of the queues that are waiting for global locks for the instance. The
following items are included:

gl_cq_readers: the length of the queue that is waiting for global read locks.

gl_cq_writers: the length of the queue that is waiting for global write locks.

gl_cq_total: the length of the queue that is waiting for both global read and
write locks.

WiredTiger

The cache metrics of the WiredTiger engine used by the instance. The following
items are included:

bytes_read_into_cache: the amount of data that is read into the cache.

bytes_written_from_cache: the amount of data that is written from the cache
to the disk.

maximum_bytes_configured: the size of the maximum available disk space that
is configured.

Primary/Secondary
Replication Latency

repl_lag: the latency in data synchronization between the primary node and
secondary nodes of the instance.

WT Request Queues

The number of concurrent requests that are being handled and the remaining
number of concurrent requests that can be handled. The following items are
included:

write_concurrent_trans_out: the number of concurrent write requests that are
being handled.

read_concurrent_trans_out: the number of concurrent read requests that are
being handled.

write_concurrent_trans_available: the remaining number of concurrent write
requests that can be handled.

read_concurrent_trans_available: the remaining number of concurrent read
requests that can be handled.

IO Latency
iocheck_cost: the latency of I/O operations, indicating the I/O response
performance.

Performance metric Description

ApsaraDB for MongoDB provides the instance status monitoring and alert ing feature. You can set  alert
rules for important metrics to help detect  abnormal data in a t imely manner and quickly locate and
handle faults.

ProcedureProcedure
1. Log on to the Cloud Monitor console.

10.2. Set alert rules10.2. Set alert rules
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Not e Not e On this tab, you can view exist ing alert  rules.

2. On the Alarm Rules tab of the Cloud Monit or consoleCloud Monit or console, click Creat e Alarm RuleCreat e Alarm Rule in the upper-
right corner.

3. On the Creat e Alarm RuleCreat e Alarm Rule page, configure related resource parameters.

Parameter Description

Product

The architecture of the instance. Valid values:

ApsaraDB for MongoDB-Instance Copy

ApsaraDB for MongoDB-Cluster Instance

ApsaraDB for MongoDB-Single Node Instance

Not e Not e If you select ApsaraDB f or MongoDB-Clust er Inst anceApsaraDB f or MongoDB-Clust er Inst ance,
you must specify the mongosmongos  and shardshard nodes to be monitored.

Resource Range

All ResourcesAll Resources : The alert rule is applicable to all ApsaraDB for MongoDB
instances.

Inst ancesInst ances : The alert rule is applicable to the specified ApsaraDB for
MongoDB instances.

Region The region where the instance is deployed.

Instances The ID of the instance. You can select multiple instance IDs.

4. Set  alert  rules and the notificat ion method. For more information about the parameters, see
Manage alert  rules.

Not e Not e To create alert  contacts in the Cloud Monitor console, see Create an alert  contact
or alert  group.

5. Click Conf irmConf irm. Alert  rules automatically take effect.

For more information about the metrics, see links below:

ApsaraDB for MongoDB-Single Node Instance

ApsaraDB for MongoDB-Instance Copy

ApsaraDB for MongoDB-Cluster Instance
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This topic describes how to configure database parameters for an ApsaraDB for MongoDB instance to
better fit  your business needs.

PrerequisitesPrerequisites
The instance is a standalone or replica set  instance.

PrecautionsPrecautions
After you save the changes to some parameters, the instance is restarted. For more information, see
descript ions in the Force Rest artForce Rest art  column on the Paramet er ListParamet er List  page.

Not e Not e While the instance is restart ing, it  is not connected. We recommend that you restart
your instance during off-peak hours to minimize the impact on your business.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, choose Paramet ersParamet ers >  > Paramet er ListParamet er List .

6. Click Modif y Paramet erModif y Paramet er.

11.Parameter settings11.Parameter settings
11.1. Configure database parameters for11.1. Configure database parameters for
an ApsaraDB for MongoDB instancean ApsaraDB for MongoDB instance
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Not e Not e On the parameter list , you can check whether the instance needs to be restarted
after you modify a parameter.

7. In the Modif y Paramet erModif y Paramet er dialog box that appears, modify parameters as needed.

Not eNot e

You can modify more than one parameter in this step.

You must configure parameters in compliance with the value ranges displayed in the
console.

8. Click OKOK.

In the ApsaraDB for MongoDB console, you can modify database parameters and then view the
parameter modificat ion history.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

11.2. View the parameter modification11.2. View the parameter modification
historyhistory
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4. Find the target instance and click its ID.

5. In the left-side navigation pane, choose Paramet ersParamet ers >  > Modif icat ion Hist oryModif icat ion Hist ory.
On the Modif icat ion Hist oryModif icat ion Hist ory page, modificat ion records of the last  24 hours are displayed by
default . You can also specify a t ime range to query parameter modificat ion records.
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An ApsaraDB for MongoDB replica set  instance consists of three nodes by default . ApsaraDB for
MongoDB provides connection strings for you to connect to the primary node and a secondary node.
The other secondary node is hidden as a backup to ensure high availability. If  a node is faulty, the high
availability system of ApsaraDB for MongoDB automatically triggers a primary/secondary failover to
ensue the availability of the instance. You also can manually trigger a primary/secondary failover for an
ApsaraDB for MongoDB instance in scenarios such as routine disaster recovery drills.

ContextContext
After you log on to the ApsaraDB for MongoDB console or call the SwitchDBInstanceHA operation to
trigger a primary/secondary failover for a replica set  instance, ApsaraDB for MongoDB interchanges the
roles of the primary and secondary nodes.

Not eNot e

You can trigger a primary/secondary failover only for replica set  and sharded cluster
instances, but not for standalone instances due to their single-node architecture.

After you trigger a primary/secondary failover for an instance, a transient connection error
of up to 30 seconds will occur to the instance. Ensure that your applications can
automatically re-establish a connection.

You can trigger a primary/secondary failover only for instances in the running state.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances.

4. Find the target instance and click its ID.

5. In the Node ListNode List  sect ion, click FailoverFailover, as shown in the following figure.

6. In the FailoverFailover dialog box, select  Ef f ect ive AtEf f ect ive At  and click SubmitSubmit .

12.Primary/Secondary failover12.Primary/Secondary failover
12.1. Trigger a primary/secondary failover12.1. Trigger a primary/secondary failover
for a replica set instancefor a replica set instance
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Not e Not e Valid values for the Ef f ect ive AtEf f ect ive At  parameter in the FailoverFailover dialog box:

Ef f ect ive Immediat elyEf f ect ive Immediat ely: specifies that the system runs the failover task immediately.

Ef f ect ive Wit hin Maint enance WindowEf f ect ive Wit hin Maint enance Window: specifies that the system runs the failover
task within the specified maintenance period. For more information, see Specify a
maintenance period.

7. The instance status changes to HA Swit chingHA Swit ching. The failover is successful when the instance status
changes back to RunningRunning.

The failover takes about one minute. Then the instance returns to normal.

Not e Not e If  you have connected to the connection string of the primary node for an
instance, you are connecting to a secondary node after a failover and you have no write
permissions on the instance. In this case, you must connect to the connection string of the new
primary node and obtain read and write permissions. For more information, see Overview of
replica set  instance connections.

Each shard of a sharded cluster instance consists of three nodes by default . If  a node is faulty, the high
availability system of ApsaraDB for MongoDB automatically triggers a primary/secondary failover to
guarantee the availability of the shard. In addit ion, you can manually trigger a primary/secondary
failover for an ApsaraDB for MongoDB instance in scenarios such as routine disaster recovery drills.

NotesNotes
ApsaraDB for MongoDB provides addresses for you to connect to the primary node and a secondary
node of a shard. The other secondary node is hidden as a backup to guarantee high availability. After
you log on to the ApsaraDB for MongoDB console or call the SwitchDBInstanceHA operation to trigger a
primary/secondary failover for a shard of a sharded cluster instance, ApsaraDB for MongoDB
interchanges the roles of the primary and secondary nodes.

Not eNot e

You can trigger a primary/secondary failover only for replica set  and sharded cluster
instances, but not for standalone instances due to their single-node architecture.

You can trigger a primary/secondary failover only for shards in the normal running status.

After you trigger a primary/secondary failover for an instance, the instance may be
disconnected for 30s once. We recommend that you perform this operation during off-peak
hours and ensure that your applications can automatically re-establish a connection.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

12.2. Trigger a primary/secondary failover12.2. Trigger a primary/secondary failover
for a shard of a sharded cluster instancefor a shard of a sharded cluster instance

ApsaraDB for MongoDB User Guide··Primary/Secondary failo
ver

> Document  Version: 20210205 112

https://www.alibabacloud.com/help/doc-detail/85167.htm#task-tng-h4t-j2b
https://www.alibabacloud.com/help/doc-detail/44623.htm#concept-44623-zh
https://mongodb.console.aliyun.com/


3. In the left-side navigation pane, click Sharded Clust er Inst ancesSharded Clust er Inst ances.

4. Find the target instance and click its ID.

5. In the Shard ListShard List  area, locate the target shard and choose

> > FailoverFailover in the Operation column.

You can trigger a primary/secondary failover separately for each shard. The failover takes effect
only for the current node and does not affect  other shards of the same sharded cluster instance.

6. In the FailoverFailover dialog box that appears, choose Ef f ect ive AtEf f ect ive At  and click SubmitSubmit .

Not e Not e You can set  Ef f ect ive AtEf f ect ive At  to specify the t ime when the FailoverFailover task takes effect.
The following options are supported:

Ef f ect ive Immediat elyEf f ect ive Immediat ely: specifies that the system runs the failover task immediately.

Ef f ect ive Wit hin Maint enance WindowEf f ect ive Wit hin Maint enance Window: specifies that the system runs the failover
task within the specified maintenance period. For more information, see Specify a
maintenance period.

7. The instance status changes to HA Swit chingHA Swit ching.The failover is successful when the instance status
changes back to RunningRunning.

Not e Not e The failover takes about 1 minute. You can repeat the preceding procedure to
trigger a primary/secondary failover for other shards of the same sharded cluster instance as
required.
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ApsaraDB for MongoDB enables the log management feature. This topic describes how to view the logs
of ApsaraDB for MongoDB instances.

Use the log management feature to view logsUse the log management feature to view logs

Log type Related topics

Slow query
logs

View slow query logs

Error logs View error logs

Running logs View operation logs

Use other methods to view logsUse other methods to view logs
You can also view audit  logs and slow query logs in CloudDBA. For more information, see Enable the new
audit log feature and Slow query logs.

You can view the slow query logs of a database in the console and optimize the database accordingly
by analyzing slow query logs.

PrerequisitesPrerequisites
A replica set  instance with more than three nodes or a sharded cluster instance is created.

PrecautionsPrecautions
The retention period for slow query logs is 72 hours.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, choose LogsLogs >  > Slow Query LogsSlow Query Logs.

6. View slow query logs based on instance types:

Replica set  instances: You can select  the database name and t ime range to query the
corresponding slow query logs.

13.Log management13.Log management
13.1. Overview13.1. Overview

13.2. View slow query logs13.2. View slow query logs
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Sharded cluster instances: You can select  the database name, shard node ID and t ime range to
view the corresponding slow query logs.

Related informationRelated information
Enable the new audit  log feature

Overview

Slow query logs

You can query the error logs of an instance in the console.

PrerequisitesPrerequisites
A replica set  instance with more than three nodes or a sharded cluster instance is created.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, choose LogsLogs >  > Error LogsError Logs.

6. Perform the following operations based on instance types:

Replica set  instances: You can select  the node role and t ime range to query the corresponding
error logs.

Sharded cluster instances: You can query error logs of Mongos or shard nodes.

13.3. View error logs13.3. View error logs
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Not e Not e Mongos nodes have IDs prefixed with  s- . Shard nodes have IDs prefixed with  d
- .

Query the error logs of a Mongos node.

You can select  the Mongos node ID and t ime range to query the error logs.

Query the error logs of a shard node.

You can select  the shard node ID, role, and t ime range to query the error logs.

Related informationRelated information
Enable the new audit  log feature

Overview

Slow query logs

You can query the operation logs of an instance in the console to check its running status.

PrerequisitesPrerequisites
A replica set  instance with more than three nodes or a sharded cluster instance is created.

PrecautionsPrecautions
The retention period for slow query logs is 72 hours.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, choose LogsLogs >  > Running LogsRunning Logs.

13.4. View operation logs13.4. View operation logs
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6. Perform the following operations based on instance types:

Replica set  instances: You can select  the node role and t ime range to query the corresponding
operation logs.

Sharded cluster instances: You can query operation logs of Mongos or shard nodes.

Not e Not e Mongos nodes have IDs prefixed with  s- . Shard nodes have IDs prefixed with  d
- .

Query the operation logs of a Mongos node.

You can select  the Mongos node ID and t ime range to query the operation logs.

Query the operation logs of a shard node.

You can select  the shard node ID, role, and t ime range to query the operation logs.

Related informationRelated information
Enable the new audit  log feature

Overview

Slow query logs
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This topic provides an overview of the solut ions to migrate and synchronize data to or from an
ApsaraDB for MongoDB database in different scenarios.

Data migration solutionsData migration solutions
By using Data Transmission Service (DTS), you can fully or incrementally migrate the data of a MongoDB
database. This can achieve smooth data migration from a MongoDB database to the cloud without
affect ing businesses.

ApsaraDB for MongoDB supports full data migration by using the official mongodump and
mongorestore tools.

In addit ion, ApsaraDB for MongoDB allows you to migrate data from the Cloud to an on-premises
database by using a physical or logical backup file.

Migration scenario
Source
database
architecture

Documentation

Migrate data from a self-
mamanged or on-premises
database to Alibaba Cloud

Standalone
instance

Migrate self-managed standalone MongoDB databases
to Alibaba Cloud by using DTS

Migrate self-managed MongoDB databases to
standalone instances by using tools provided by
MongoDB

Replica set
instance

Migrate the replica set of a user-created MongoDB
database to ApsaraDB for MongoDB by using DTS

Migrate user-created MongoDB databases to Alibaba
Cloud by using the built-in commands of MongoDB

Sharded cluster
instance

Migrate a user-created sharded MongoDB database to
ApsaraDB for MongoDB by using DTS

Migrate a self-managed MongoDB database to
ApsaraDB for MongoDB by using tools provided by
MongoDB

Migrate data from a
database on a third-party
cloud platform to Alibaba
Cloud

N/A
Migrate data from Amazon DynamoDB to ApsaraDB for
MongoDB by using mongoimport

Replica set or
sharded cluster
instance

Migrate data from MongoDB Atlas to ApsaraDB for
MongoDB by using mongodump and mongorestore

Migrate data from a MongoDB Atlas database to
Alibaba Cloud

14.Data migration and14.Data migration and
synchronizationsynchronization
14.1. Overview14.1. Overview
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Migrate data between
ApsaraDB for MongoDB
instances

Replica set
instance

Migrate data from a replica set MongoDB instance to a
sharded cluster instance

Standalone
instance

Migrate data from a standalone instance to a replica
set or sharded cluster instance

Standalone or
replica set
instance

Migrate data between ApsaraDB for MongoDB
instances created by different Alibaba Cloud accounts

Migrate data from an
ApsaraDB for MongoDB
instance to a self-managed
or on-premises MongoDB
database

Replica set
instance

Restore data of an ApsaraDB for MongoDB instance to
self-managed MongoDB databases by using logical
backup

将MongoDB物理备份文件恢复至自建数据库

Migration scenario
Source
database
architecture

Documentation

Data synchronization solutionsData synchronization solutions
You can use the MongoShake tool developed by Alibaba Cloud to synchronize data between MongoDB
databases.

Synchronization
scenario

Tool Documentation

Synchronize data
to an existing
instance

MongoShake
Use MongoShake to implement one-way synchronization
between ApsaraDB for MongoDB replica set instances

This topic describes how to use Data Transmission Service (DTS) to migrate a self-managed MongoDB
database that hosts on Elast ic Compute Service (ECS) and uses the standalone or replica set
architecture to ApsaraDB for MongoDB. DTS allows you to migrate historical and incremental data
without business interruptions.

PrerequisitesPrerequisites
The version of the self-managed MongoDB database is 3.0, 3.2, 3.4, 3.6, 4.0, or 4.2.

The storage space of the ApsaraDB for MongoDB instance is larger than the size of the self-
managed MongoDB database.

14.2. Migrate an ECS-hosted self-managed14.2. Migrate an ECS-hosted self-managed
MongoDB database that uses theMongoDB database that uses the
standalone or replica set architecture tostandalone or replica set architecture to
ApsaraDB for MongoDBApsaraDB for MongoDB
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Usage notesUsage notes
We recommend that you migrate your data during off-peak hours to avoid business interruptions.

The config database is an internal database. Do not migrate its data unless otherwise specified.

If  the self-managed MongoDB database and the dest ination ApsaraDB for MongoDB instance run
different MongoDB versions or storage engines, make sure that your applications can run on both
databases. For more information about the MongoDB versions and storage engines that ApsaraDB
for MongoDB supports, see MongoDB versions and storage engines.

Billing informationBilling information

Migration Types Instance configurations Internet traffic

Full data migration Free of charge Free of charge

Incremental data migration
Charged, For more information,
see Data Transmission Service
(DTS) pricing.

Free of charge

Migration type descriptionMigration type description
Full data migration: All data of the migration objects is migrated from the source instance to the
destination instance..

Not e Not e Data migration is supported at  the database, collect ion, and index levels.

Incremental data migration: Updated data of the migration objects is synchronized from the source
instance to the dest ination instance..

Not eNot e

The create and delete operations for databases, collect ions, and indexes can be
synchronized.

The create, delete, and update operations on documents can be synchronized.

Permissions required for database accountsPermissions required for database accounts

Database Full data migration Incremental data migration

Self-managed MongoDB
database on ECS

Read permissions on the source
database

Read permissions on the source
database, admin database, and
local database

Destination ApsaraDB for
MongoDB instance

Read/write permissions on the
destination databases

Read/write permissions on the
destination databases

For more information about how to create and authorize a database account, see the following
topics:

Manage user permissions on MongoDB databases for an ApsaraDB for MongoDB instance.

db.createUser() for a self-managed MongoDB database.
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Preparations before data migrationPreparations before data migration
Skip this step if  the self-managed MongoDB database on ECS uses the replica set  architecture.

If  the self-managed MongoDB database on ECS uses the standalone architecture, enable oplog for the
database before you migrate incremental data. For more information, see Preparations for incremental
data migration.

ProcedureProcedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ionDat a Migrat ion.

3. In the Migrat ion T asksMigrat ion T asks sect ion, select  the region where the ApsaraDB for MongoDB instance is
deployed.

4. In the upper-right corner, click Creat e Migrat ion T askCreat e Migrat ion T ask.

5. Configure the source and dest ination databases.

Section Parameter Description
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Task
Name

N/A

DTS automatically generates a task name. You do not need to use a
unique task name.

We recommend that you use an informative name for easy
identification.

Source
Database

Instance Type Select User-Creat ed Dat abase in ECS Inst anceUser-Creat ed Dat abase in ECS Inst ance.

Instance
Region

The region where the ECS instance is deployed.

ECS Instance ID
The ID of the ECS instance on which the self-managed MongoDB
database is deployed.

Database Type
The type of the database. In this example, select MongoDBMongoDB from the
drop-down list.

Port Number The service port of the self-managed MongoDB database.

Database
Name

The name of the destination database to which the database account
belongs.

Database
Account

The username of the database account used to connect to the source
database. For more information about the permissions that are
required for the account, see Permissions required for database
accounts.

Database
Password

The password of the database account used to connect to the source
database.

Not e Not e After you specify the source database information,
click T est  Connect ivit yT est  Connect ivit y next to Dat abase PasswordDat abase Password to check
whether the information is correct. If the information is correct,
the PassedPassed message appears. If the information is incorrect, the
FailedFailed message appears. In this case, you must click CheckCheck next
to the FailedFailed message to modify the information.

Instance Type The type of the instance. In this example, select MongoDB Inst anceMongoDB Inst ance.

Instance
Region

The region where the ApsaraDB for MongoDB instance is deployed.

The ID of the
ApsaraDB for
MongoDB
instance.

The ID of the destination ApsaraDB for MongoDB instance.

Database
Name

The name of the destination database to which the database account
belongs.

Section Parameter Description
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Destinatio
n
Database

Database
Account

The username of the database account used to connect to the
destination database. For more information about the permissions
that are required for the account, see Permissions required for
database accounts.

Database
Password

The password of the database account used to connect to the
destination database.

Not e Not e After you specify the destination database
information, click T est  Connect ivit yT est  Connect ivit y next to Dat abaseDat abase
PasswordPassword to check whether the information is correct. If the
information is correct, the PassedPassed message appears. If the
information is incorrect, the FailedFailed message appears. In this case,
you must click CheckCheck next to the FailedFailed message to modify the
information.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and NextSet  Whit elist  and Next .

Not e Not e The CIDR blocks of DTS servers are automatically added to the inbound rule of the
ECS instance and the whitelist  of the ApsaraDB for MongoDB instance. This ensures that DTS
servers can connect to the source and dest ination instances. After data migration is complete,
you can remove the CIDR blocks of DTS servers from the whitelists. For more information,
seeManage security group rules and Configure a whitelist  for an ApsaraDB for MongoDB
instance.

7. Select  the migration types and the objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To migrate all data, select Full Dat a Migrat ionFull Dat a Migrat ion.

Not e Not e To ensure data consistency, do not write new data to the source
MongoDB database during full data migration.

To migrate data with minimal downtime, select both Full Dat a Migrat ionFull Dat a Migrat ion and
Increment al Dat a Migrat ionIncrement al Dat a Migrat ion.

Not e Not e Before you migrate incremental data from a standalone self-managed
MongoDB database, you must enable oplog for the database. For more information,
see Preparations before data migration.
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Migratio
n
objects

Select objects from the AvailableAvailable section and click the  icon to move the objects to

the Select edSelect ed section.

Not eNot e

Data in the admin and local databases cannot be migrated.

The config database is an internal database. Do not migrate its data unless
otherwise specified.

A migration object can be a database, collection, or function.

By default, the names of the objects to be migrated remain unchanged after the
migration. You can change the names of the objects in the destination ApsaraDB for
MongoDB instance by using the object name mapping feature provided by DTS. For more
information about how to use this feature, see Object name mapping.

Paramet
er

Description

8. In the lower-right corner of the page, click PrecheckPrecheck.

Not eNot e

A precheck is performed before the migration task starts. The migration task starts only
after the precheck succeeds.

If  the precheck fails, click the  icon for each failed check item to view their details.

Perform a precheck again after the failures are fixed.

9. After the precheck succeeds, click NextNext .

10. 

11. Click Buy and St artBuy and St art  to start  the migration task.

Full data migration

Do not manually end a migration task. If  you do so, the system may fail to migrate all data of the
database. Wait  until the migration task is complete.

Incremental data migration

An incremental data migration task does not automatically end. You need to manually end the
task.

Not e Not e Select  an appropriate point  in t ime to manually end a migration task. For
example, you can end the migration task during off-peak hours or before you switch over
your business to the dest ination ApsaraDB for MongoDB instance.

a. When the task progress bar displays Increment al Dat a Migrat ionIncrement al Dat a Migrat ion and T he migrat ion t askT he migrat ion t ask
is not  delayedis not  delayed, stop writ ing data to the source database for a few minutes. Wait  until the
progress bar displays the delay t ime of the incremental data migration next  to Increment alIncrement al
Dat a Migrat ionDat a Migrat ion.
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b. After the status of Increment al Dat a Migrat ionIncrement al Dat a Migrat ion changes to T he migrat ion t ask is notT he migrat ion t ask is not
delayeddelayed, manually end the migration task.

12. Switch over your business to the dest ination ApsaraDB for MongoDB instance.

This topic describes how to use Data Transmission Service (DTS) to migrate the shards of a self-
managed MongoDB database that hosts on Elast ic Compute Service (ECS) to an ApsaraDB for MongoDB
instance. DTS allows you to migrate historical and incremental data without business interruptions.

How it  worksHow it  works
DTS migrates a user-created MongoDB database by migrating each shard in the instance. You must
create a data migration task for each shard.

Not e Not e The distribution of migrated data in the dest ination instance depends on the shard key
that you specify. For more information, see Configure sharding to maximize the performance of
shards.

14.3. Migrate the shards of a self-managed14.3. Migrate the shards of a self-managed
MongoDB database that hosts on ECS toMongoDB database that hosts on ECS to
ApsaraDB for MongoDBApsaraDB for MongoDB

ApsaraDB for MongoDB User Guide··Dat a migrat ion and sync
hronizat ion

> Document  Version: 20210205 126

https://www.alibabacloud.com/help/doc-detail/99411.htm#concept-tbb-vzp-bgb


PrerequisitesPrerequisites
The version of the self-managed MongoDB database is 3.0, 3.2, 3.4, 3.6, 4.0, or 4.2.

Each shard in the ApsaraDB for MongoDB instance has sufficient  storage space.

Not e Not e For example, a self-managed MongoDB database has three shards, and one of these
shards occupies the most storage space, which is 500 GB. In this case, the storage space of each
shard in the ApsaraDB for MongoDB instance must be greater than 500 GB.

Usage notesUsage notes
DTS uses resources of the source and dest ination instances during full data migration. This may
increase the load of the database server. If  the data volume is large or the specificat ion is low, the
database server may become unavailable. We recommend that you migrate user-created MongoDB
databases during off-peak hours.

If  the source user-created MongoDB database and the dest ination ApsaraDB for MongoDB instance
run different MongoDB versions or storage engines, ensure that your applications can run on both
instances. For more information about MongoDB versions and storage engines that are supported by
ApsaraDB for MongoDB, see MongoDB versions and storage engines.

Billing informationBilling information

Migration Types Instance configurations Internet traffic

Full data migration Free of charge Free of charge
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Incremental data migration
Charged, For more information,
see Data Transmission Service
(DTS) pricing.

Free of charge

Migration Types Instance configurations Internet traffic

Migration typesMigration types
Full data migration: All historical data in the source instance is migrated to the dest ination instance.

Not e Not e Data migration is supported at  the database, collect ion, and index levels.

Incremental data migration: After full data migration, incremental data is synchronized to the
destination instance.

Not eNot e

The create and delete operations on databases, collect ions, and indexes can also be
synchronized.

The create, delete, and update operations on documents can be synchronized.

Permissions required for database accountsPermissions required for database accounts

Database Full data migration Incremental data migration

Self-managed MongoDB
database on ECS

Read permissions on the source
database

Read permissions on the source
database, admin database, and
local database

Destination ApsaraDB for
MongoDB instance

Read/write permissions on the
destination databases

Read/write permissions on the
destination databases

For more information about how to create and authorize a database account, see the following
topics:

Manage MongoDB users through DMS for an ApsaraDB for MongoDB instance.

db.createUser() for a self-managed MongoDB database.

Preparations before data migrationPreparations before data migration
Disable the balancer for the source database and delete orphaned documents. For more information,
see Migrate a user-created sharded MongoDB database to ApsaraDB for MongoDB by using DTS.

ProcedureProcedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ionDat a Migrat ion.

3. In the Migrat ion T asksMigrat ion T asks sect ion, select  the region where the ApsaraDB for MongoDB instance is
deployed.
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4. In the upper-right corner, click Creat e Migrat ion T askCreat e Migrat ion T ask.

5. Click Create Migration Task. In the Conf igure Source and Dest inat ionConf igure Source and Dest inat ion step, configure the source
and dest ination databases for the migration task.

Section Parameter Description

N/A -

DTS automatically generates a task name. You do not need to use a
unique task name.

We recommend that you use an informative name for easy
identification.

Source
Database

Instance Type Select User-Creat ed Dat abase in ECS Inst anceUser-Creat ed Dat abase in ECS Inst ance.

Instance
Region

The region where the ECS instance is deployed.

ECS Instance ID

The ID of the ECS instance. DTS migrates each shard of the source
database in turn. In this example, enter the ID of the ECS instance on
which the first  shard is deployed.

For the second migration task, enter the ID of the ECS instance on
which the second shard is deployed. Repeat this operation until all
shards are migrated.

Database Type
The type of the database. In this example, select MongoDBMongoDB from the
drop-down list.

Port Number

The service port of the shard. In this example, enter the service port of
the first  shard.

For the second migration task, enter the service port of the second
shard. Repeat this operation until all shards are migrated.

Database
Name

The name of the destination database to which the database account
belongs.

Database
Account

The username of the database account used to connect to the source
database. For more information about the permissions that are
required for the account, see Permissions required for database
accounts.
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Database
Password

The password of the database account used to connect to the source
database.

Not e Not e After you specify the source database information,
click T est  Connect ivit yT est  Connect ivit y next to Dat abase PasswordDat abase Password to check
whether the information is correct. If the specified parameters are
valid, the PassedPassed message appears. If the FailedFailed message
appears, click CheckCheck next to FailedFailed. Modify the source database
parameters based on the check results.

Destinatio
n
Database

Select the
instance type.

The type of the instance. In this example, select MongoDB Inst anceMongoDB Inst ance.

Instance
Region

The region where the ApsaraDB for MongoDB instance is deployed.

MongoDB
Instance ID

Select the ID of the destination ApsaraDB for MongoDB instance.

Database
Name

The name of the destination database to which the database account
belongs.

Database
Account

The username of the database account used to connect to the
destination database. For more information about the permissions
that are required for the account, see Permissions required for
database accounts.

Database
Password

The password of the database account used to connect to the
destination database.

Not e Not e After you specify the destination database
information, click T est  Connect ivit yT est  Connect ivit y next to Dat abaseDat abase
PasswordPassword to check whether the information is correct. If the
information is correct, the PassedPassed message appears. If the
information is incorrect, the FailedFailed message appears. In this case,
you must click CheckCheck next to the FailedFailed message to modify the
information.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and NextSet  Whit elist  and Next .

Not e Not e The Classless CIDR blocks of DTS servers are automatically added to the inbound
rule of the ECS instance and the whitelist  of the ApsaraDB for MongoDB instance. This ensures
that DTS servers can connect to the source and dest ination instances. After data migration is
complete, you can remove the CIDR blocks of DTS servers from the whitelists. For more
information, seeManage security group rules and Configure a whitelist  for an ApsaraDB for
MongoDB instance.

7. Select  the migration types and the objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To migrate all data, select Full Dat a Migrat ionFull Dat a Migrat ion.

Not e Not e To ensure data consistency, do not write new data to the source
MongoDB database during full data migration.

To migrate data with minimal downtime, select both Full Dat a Migrat ionFull Dat a Migrat ion and
Increment al Dat a Migrat ionIncrement al Dat a Migrat ion.

Migratio
n
objects

Select objects from the AvailableAvailable section and click the  icon to move the objects to

the Select edSelect ed section.

Not eNot e

Data in the admin and local databases cannot be migrated.

The config database is an internal database. Do not migrate its data unless
otherwise specified.

A migration object can be a database, collection, or function.

By default, the names of the objects to be migrated remain unchanged after the
migration. You can change the names of the objects in the destination ApsaraDB for
MongoDB instance by using the object name mapping feature provided by DTS. For more
information about how to use this feature, see Object name mapping.
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8. In the lower-right corner of the page, click PrecheckPrecheck.

Not eNot e

A precheck is performed before the migration task starts. The migration task starts only
after the precheck succeeds.

If  the precheck fails, click the  icon for each failed check item to view their details.

Perform a precheck again after the failures are fixed.

9. After the precheck succeeds, click NextNext .

10. 

11. Click Buy and St artBuy and St art  to start  the migration task.

12. Repeat step 4 to step 11 to create migration tasks for the remaining shards.

13. Stop the data migration task.

Full data migration

Do not manually stop a task during full data migration. Otherwise, the system may fail to perform
a full data migration. Wait  until the data migration task automatically stops.

Incremental data migration

An incremental data migration task does not automatically stop. You must manually stop the
migration task.

Not e Not e Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the dest ination instance.

a. Wait  until Increment al Dat a Migrat ionIncrement al Dat a Migrat ion and T he migrat ion t ask is not  delayedT he migrat ion t ask is not  delayed appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ionincrement al dat a migrat ion may be displayed in the
progress bar.

b. After the status of Increment al Dat a Migrat ionIncrement al Dat a Migrat ion changes to T he migrat ion t ask is notT he migrat ion t ask is not
delayeddelayed, stop the migration task.
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14. Switch over your business to the dest ination ApsaraDB for MongoDB instance.

This topic describes how to migrate data from a replica set  MongoDB instance to a sharded cluster
instance by using Data Transmission Service (DTS). DTS supports full data migration and incremental
data migration. When you migrate data between ApsaraDB for MongoDB instances, you can select  both
of the supported migration types to ensure service continuity.

PrerequisitesPrerequisites
Each shard in the dest ination sharded cluster instance has sufficient  storage space.

PrecautionsPrecautions
During full data migration, DTS uses read and write resources of the source and dest ination
databases. This may increase the load of the database server. If  you migrate a large volume of data
or the server specificat ions cannot meet your requirements, database services may become
unavailable. Before you migrate data, evaluate the impact of data migration on the performance of
the source and dest ination databases. We recommend that you migrate data during off-peak hours.

If  the source and dest ination ApsaraDB for MongoDB instances have different versions or storage
engines, make sure that the versions or storage engines are compatible. For more information, see
MongoDB versions and storage engines.

To ensures better performance and stability of the instance, the system will upgrade the minor
version to the latest  version by default  If  the minor version of your instance expires or is not included
in the maintenance list  and the instance is upgraded, migrated, changed, Created from a backup,
Created by point-in-t ime, or performed Restore data to a new ApsaraDB for MongoDB instance.

BillingBilling

Migration type Instance configuration Internet traffic

Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see DTS
pricing.Incremental data

migration

Charged. For more
information, see DTS
pricing.

Migration typesMigration types

Migration type Description

14.4. Migrate data between ApsaraDB for14.4. Migrate data between ApsaraDB for
MongoDB instancesMongoDB instances
14.4.1. Migrate data from a replica set14.4.1. Migrate data from a replica set
MongoDB instance to a sharded cluster instanceMongoDB instance to a sharded cluster instance
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Full data migration

DTS migrates all historical data of the required objects from the source MongoDB
database to the destination MongoDB database.

Not e Not e The following types of objects are supported: database,
collection, and index.

Incremental data
migration

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

Not eNot e

The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

The create, delete, and update operations that are performed on
documents can be synchronized.

Migration type Description

Permissions required for database accountsPermissions required for database accounts

Instance Full data migration Incremental data migration

ApsaraDB for MongoDB replica
set instance

The read permission on the
source database

The read permission on the
source database, admin
database, and local database

ApsaraDB for MongoDB sharded
cluster instance

The read/write permissions on
the destination database

The read/write permissions on
the destination database

Not e Not e For more information about how to create and authorize a database account, see Use
DMS to manage MongoDB users.

Before you beginBefore you begin
Create databases and collect ions to be sharded in the dest ination ApsaraDB for MongoDB instance,
and configure data sharding based on your business requirements. For more information, see Configure
sharding to maximize the performance of shards.

Not e Not e After you configure sharding for a cluster, data will not  be migrated to the same shard.
This maximizes the performance of the sharded cluster.

ProcedureProcedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ionDat a Migrat ion.

3. At  the top of the Migrat ion T asksMigrat ion T asks page, select  the region where the dest ination ApsaraDB for
MongoDB instance resides.
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4. In the upper-right corner of the page, click Creat e Migrat ion T askCreat e Migrat ion T ask.

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type Select ApsaraDB f or MongoDBApsaraDB f or MongoDB.

Instance
Region

Select the region where the source ApsaraDB for MongoDB instance
resides.

MongoDB
Instance ID

Select the ID of the source ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. The database account
is created in this database.

Not e Not e If the database account is root, enter admin.
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Source
Database Database

Account

Enter the database account of the source ApsaraDB for MongoDB
instance. For more information about the permissions that are
required for the account, see Permissions required for database
accounts.

Database
Password

Enter the password of the source database account.

Not e Not e After you specify the source database parameters,
click T est  Connect ivit yT est  Connect ivit y next to Dat abase PasswordDat abase Password to verify
whether the specified parameters are valid. If the specified
parameters are valid, the PassedPassed message appears. If the FailedFailed
message appears, click CheckCheck next to FailedFailed. Modify the source
database parameters based on the check results.

Destinatio
n
Database

Instance Type Select MongoDB Inst anceMongoDB Inst ance.

Instance
Region

Select the region where the destination ApsaraDB for MongoDB
instance resides.

MongoDB
Instance ID

Select the ID of the destination ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. The database account
is created in this database.

Not e Not e If the database account is root, enter admin.

Database
Account

Enter the database account of the destination ApsaraDB for MongoDB
instance. For more information about the permissions that are
required for the account, see Permissions required for database
accounts.

Section Parameter Description
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Database
Password

Enter the password of the destination database account.

Not e Not e After you specify the destination database
parameters, click T est  Connect ivit yT est  Connect ivit y next to Dat abaseDat abase
PasswordPassword to verify whether the specified parameters are valid. If
the specified parameters are valid, the PassedPassed message appears.
If the FailedFailed message appears, click CheckCheck next to FailedFailed. Modify
the destination database parameters based on the check results.

Section Parameter Description

6. In the lower-right corner, click Set  Whit elist  and NextSet  Whit elist  and Next .

Not e Not e DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination ApsaraDB for MongoDB instances. This ensures that DTS servers can connect to the
source and dest ination ApsaraDB for MongoDB instances. After data migration is complete, you
can remove the CIDR blocks of DTS servers from the whitelists. For more information, see
Configure a whitelist  for a sharded cluster instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select only Full Dat a Migrat ionFull Dat a Migrat ion.

To ensure service continuity during data migration, select both Full Dat a Migrat ionFull Dat a Migrat ion and
Increment al Dat a Migrat ionIncrement al Dat a Migrat ion.

Not e Not e If Increment al Dat a Migrat ionIncrement al Dat a Migrat ion is not selected, do not write data to the
source ApsaraDB for MongoDB database during full data migration. This ensures data
consistency between the source and destination databases.

Objects

Select objects from the AvailableAvailable section and click the  icon to move the objects to

the Select edSelect ed section.

Not e Not e You cannot migrate data from the admin or local database.

You can select databases, collections, or functions as the objects to be migrated.

After an object is migrated to the destination database, the name of the object remains
unchanged. You can change the names of the objects that are migrated to the
destination database by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

8. In the lower-right corner of the page, click PrecheckPrecheck.

Not eNot e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, click the  icon next  to each failed item to view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. After the task passes the precheck, click NextNext .

10. In the Conf irm Set t ingsConf irm Set t ings dialog box, specify the Channel Specif icat ionChannel Specif icat ion and select  Dat aDat a
T ransmission Service (Pay-As-You-Go) Service T ermsT ransmission Service (Pay-As-You-Go) Service T erms.

11. Click Buy and St artBuy and St art  to start  the migration task.

Full data migration

We recommend that you do not manually stop a migration task. Otherwise, data migrated to the
destination database will be incomplete. Wait  until the migration task automatically stops.

Incremental data migration

An incremental data migration task does not automatically stop. You must manually stop the
migration task.
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Not e Not e Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the dest ination ApsaraDB for MongoDB instance.

a. Wait  until Increment al Dat a Migrat ionIncrement al Dat a Migrat ion and T he migrat ion t ask is not  delayedT he migrat ion t ask is not  delayed appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ionincrement al dat a migrat ion may be displayed in the
progress bar.

b. After the status of increment al dat a migrat ionincrement al dat a migrat ion changes to T he migrat ion t ask is notT he migrat ion t ask is not
delayeddelayed, manually stop the migration task.

12. Switch your workloads to the dest ination ApsaraDB for MongoDB instance.

ApsaraDB for MongoDB provides standalone instances, replica set  instances, and sharded cluster
instances. Standalone instances are designed to store non-core enterprise data, such as data in
development and test ing scenarios. Replica set  instances and sharded cluster instances are more
suitable for production scenarios. This topic describes how to migrate data from a standalone instance
to a replica set  or sharded cluster instance by using Data Transmission Service (DTS).

PrerequisitesPrerequisites
The available storage space of the dest ination instance is larger than the total size of the data in the
source instance.

PrecautionsPrecautions
DTS uses resources of the source and dest ination instances during full data migration. This may
increase the load of the database server. If  the data volume is large or the specificat ion is low, the
database server may become unavailable. Before you migrate data, evaluate the impact of data
migration on the performance of the source and dest ination databases. We recommend that you
migrate data during off-peak hours.

DTS does not support  incremental data migration from a standalone instance. To ensure data
consistency, do not write data to the source instance during full data migration.

If  the source and dest ination ApsaraDB for MongoDB instances have different database engine
versions or storage engines, make sure that the versions or storage engines are compatible. For more
information, see MongoDB versions and storage engines.

Billing for data migrationBilling for data migration

14.4.2. Migrate data from a standalone instance14.4.2. Migrate data from a standalone instance
to a replica set or sharded cluster instanceto a replica set or sharded cluster instance
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Migration type Instance configuration fee Internet traffic fee

Support for full data migration Free of charge Free of charge

Migration typesMigration types
Full data migration: DTS migrates all historical data of the required objects from the source MongoDB
database to the dest ination MongoDB database.

Not e Not e The following types of objects are supported: database, collect ion, and index.

Required database account permissionsRequired database account permissions

Instance Permissions

Source ApsaraDB for MongoDB instance Read permissions on the source database

Destination ApsaraDB for MongoDB instance
Read/write permissions on the destination
databases

For more information about how to create and authorize a database account, see Manage MongoDB
databases by using DMS.

ProcedureProcedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ionDat a Migrat ion.

3. At  the top of the Migrat ion T asksMigrat ion T asks page, select  the region where the dest ination ApsaraDB for
MongoDB instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T askCreat e Migrat ion T ask.

5. Configure the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Source
Database

Instance Type Select ApsaraDB f or MongoDBApsaraDB f or MongoDB.

Instance
Region

Select the region where the source ApsaraDB for MongoDB instance is
deployed.

MongoDB
Instance ID

Select the ID of the source ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database to which the database
account belongs.

Not e Not e If you want to use the root account, specify admin
for the Database Name parameter.

Database
Account

Enter the database account of the source ApsaraDB for MongoDB
instance. For more information about the permissions that are required
for the account, see Required database account permissions.
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Database
Password

Enter the password of the source database account.

Not e Not e After you specify the source database parameters,
click T est  Connect ivit yT est  Connect ivit y next to Dat abase PasswordDat abase Password to verify
whether the specified parameters are valid. If the specified
parameters are valid, the PassedPassed message appears. If the FailedFailed
message appears, click CheckCheck next to FailedFailed. Modify the source
database parameters based on the check results.

Destinatio
n
Database

Instance Type The type of the instance. In this example, select MongoDB Inst anceMongoDB Inst ance.

Instance
Region

The region where the ApsaraDB for MongoDB instance is deployed.

MongoDB
Instance ID

Select the ID of the ApsaraDB for MongoDB database.

Database
Name

Enter the name of the authentication database to which the database
account belongs.

Not e Not e If you want to use the root account, specify admin
for the Database Name parameter.

Database
Account

Enter the database account of the destination ApsaraDB for MongoDB
instance. For more information about the permissions that are required
for the account, see Required database account permissions.

Database
Password

Enter the password of the destination database account.

Not e Not e After you specify the destination database
parameters, click T est  Connect ivit yT est  Connect ivit y next to Dat abaseDat abase
PasswordPassword to verify whether the specified parameters are valid. If
the specified parameters are valid, the PassedPassed message appears.
If the FailedFailed message appears, click CheckCheck next to FailedFailed. Modify
the destination database parameters based on the check results.

Section Parameter Description

6. In the lower-right corner, click Set  Whit elist  and NextSet  Whit elist  and Next .

Not e Not e DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination ApsaraDB for MongoDB instances. This ensures that DTS servers can connect to the
source and dest ination ApsaraDB for MongoDB instances. After data migration is complete, you
can remove the CIDR blocks of DTS servers from the whitelists. For more information, see
Configure a whitelist  for a sharded cluster instance.

7. Select  the migration types and the objects to be migrated.
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Paramete
r

Description

Migration
Types

Select Full Dat a Migrat ionFull Dat a Migrat ion.

Not e Not e If the data source is a standalone instance, you can select only Full Dat aFull Dat a
Migrat ionMigrat ion. To ensure data consistency, do not write data to the source instance
during full data migration.

Objects

Select objects from the AvailableAvailable section and click the  icon to move the objects to

the Select edSelect ed section.

Not e Not e Data in the admin and local databases cannot be migrated.

You can select databases, collections, or functions to migrate.

By default, the name of an object remains unchanged after the migration. You can
change the names of the objects that are migrated to the destination database by
using the object name mapping feature. For more information about how to use this
feature, see Object name mapping.

8. In the lower-right corner of the page, click PrecheckPrecheck.
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Not eNot e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, click the  icon next  to each failed item to view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. After the task passes the precheck, click NextNext .

10. In the Conf irm Set t ingsConf irm Set t ings dialog box, specify the Channel Specif icat ionChannel Specif icat ion and select  Dat aDat a
T ransmission Service (Pay-As-You-Go) Service T ermsT ransmission Service (Pay-As-You-Go) Service T erms.

11. Click Buy and St artBuy and St art  to start  the data migration task.

Not e Not e Do not manually stop a task during full data migration. Otherwise, data migrated
to the dest ination database will be incomplete. Wait  until the data migration task
automatically stops.

12. Switch your workloads to the dest ination ApsaraDB for MongoDB instance.

ReferencesReferences
Overview of replica set  instance connections

Overview of sharded cluster instance connections

Configure sharding to maximize the performance of shards

This topic describes how to migrate the data of a standalone instance or a replica set  instance across
regions by using Data Transmission Service (DTS). DTS supports both full data migration and incremental
data migration. You can use these two methods together to migrate the data of an ApsaraDB for
MongoDB instance across regions without interruptions to your business.

PrerequisitesPrerequisites
The source instance is either a standalone instance or a replica set  instance. If  the source instance is a
sharded cluster instance, we recommend that you use the built-in commands of MongoDB to migrate
data. For more information, see Migrate a self-managed MongoDB database to ApsaraDB for
MongoDB by using tools provided by MongoDB.

Not e Not e You cannot use DTS to incrementally migrate the data of a standalone instance. For
more information, see Migration types.

The dest ination instance is created in the dest ination region. For more information, see Create a

14.4.3. Migrate the data of an ApsaraDB for14.4.3. Migrate the data of an ApsaraDB for
MongoDB instance across regionsMongoDB instance across regions
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standalone instance, 创建副本集实例, or 创建分片集群实例.

Not e Not e The storage capacity of the dest ination instance must be greater than the occupied
storage space of the source instance.

ContextContext
You may need to migrate the data of an ApsaraDB for MongoDB instance across regions if:

You want to restructure your business.

You want to use the ApsaraDB for MongoDB instance to provide database services for applications
deployed on an ECS instance, but the two instances are in different regions.

The following procedure illustrates how to migrate data from an ApsaraDB for MongoDB instance in
China (Qingdao) to an instance in China (Hangzhou).

Not e Not e The procedure described in this topic only shows how to migrate the data of the
source instance. If  you no longer need the source instance after the migration is complete, you can
release it .

PrecautionsPrecautions
We recommend that you migrate your data during off-peak hours to avoid business interruptions.

To ensure data consistency, we recommend that you do not write data to the source instance while
full data migration of a standalone instance is in progress.

If  the source and dest ination instances run different database versions or storage engines, ensure
there are no compatibility issues between them before you start  migration. For more information
about the database versions and storage engines supported by ApsaraDB for MongoDB, see
MongoDB versions and storage engines.

To ensures better performance and stability of the instance, the system will upgrade the minor
version to the latest  version by default  If  the minor version of your instance expires or is not included
in the maintenance list  and the instance is upgraded, migrated, changed, Created from a backup,
Created by point-in-t ime, or performed Restore data to a new ApsaraDB for MongoDB instance.

BillingBilling

Migration type Instance configuration Internet traffic
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Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see DTS
pricing.Incremental data

migration

Charged. For more
information, see DTS
pricing.

Migration type Instance configuration Internet traffic

Migration typesMigration types

Migration type Description

Full data migration

DTS migrates all historical data of the required objects from the source MongoDB
database to the destination MongoDB database.

Not e Not e The following types of objects are supported: database,
collection, and index.

Incremental data
migration

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

Not eNot e

The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

The create, delete, and update operations that are performed on
documents can be synchronized.

Required database account permissionsRequired database account permissions

Data source Full data migration Incremental data migration

Source ApsaraDB for MongoDB
instance

Read permissions on the source
database

Read permissions on the source
database, admin database, and
local database

Destination ApsaraDB for
MongoDB instance

Read/write permissions on the
destination database

Read/write permissions on the
destination database

Not e Not e For more information about how to create and authorize a database account, see Use
DMS to manage MongoDB users.

ProcedureProcedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ionDat a Migrat ion.

3. At  the top of the Migrat ion T asksMigrat ion T asks page, select  the region where the dest ination ApsaraDB for
MongoDB instance resides.
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4. In the upper-right corner of the page, click Creat e Migrat ion T askCreat e Migrat ion T ask.

5. Configure both the source and dest ination databases.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify your own task name that helps identify the task. Task names
do not need to be unique.

Source

Instance Type Select ApsaraDB f or MongoDBApsaraDB f or MongoDB.

Instance
Region

Select the region where the source ApsaraDB for MongoDB instance
resides. For this example, select China (Qingdao)China (Qingdao).

MongoDB
Instance ID

Select the ID of the source ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. It  is the database
where the database account is created.

Not e Not e If the database account is root, enter admin.
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Source
Database

Database
Account

Enter the username of the database account you use to manage the
source database. For more information about the account permission
requirements, see Required database account permissions.

Database
Password

Enter the password of the database account.

Not e Not e After you specify the source database information,
click T est  Connect ivit yT est  Connect ivit y next to Dat abase PasswordDat abase Password to check
whether the information is correct. If the information is correct,
the PassedPassed message is displayed. If the information is incorrect,
the FailedFailed message is displayed, and you must click CheckCheck next
to the FailedFailed message to modify the information as prompted.

Destinatio
n
Database

Instance Type Select MongoDB Inst anceMongoDB Inst ance.

Instance
Region

Select the region where the destination ApsaraDB for MongoDB
instance resides. For this example, select China (Hangz hou)China (Hangz hou).

MongoDB
Instance ID

Select the ID of the destination ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. It  is the database
where the database account is created.

Not e Not e If the database account is root, enter admin.

Database
Account

Enter the username of the database account you use to manage the
destination database. For more information about the account
permission requirements, see Required database account permissions.

Database
Password

Enter the password of the database account.

Not e Not e After you specify the destination database
information, click T est  Connect ivit yT est  Connect ivit y next to Dat abaseDat abase
PasswordPassword to check whether the information is correct. If the
information is correct, the PassedPassed message is displayed. If the
information is incorrect, the FailedFailed message is displayed, and you
must click CheckCheck next to the FailedFailed message to modify the
information as prompted.

Section Parameter Description

6. In the lower-right corner, click Set  Whit elist  and NextSet  Whit elist  and Next .
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Not e Not e DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination ApsaraDB for MongoDB instances. This ensures that DTS servers can connect to the
source and dest ination ApsaraDB for MongoDB instances. After data migration is complete, you
can remove the CIDR blocks of DTS servers from the whitelists. For more information, see
Configure a whitelist  for a sharded cluster instance.

7. Configure migration types and migration objects.

Paramet
er

Description
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Migratio
n Types

If you want to migrate all data, select Full Dat a Migrat ionFull Dat a Migrat ion.

If you want to migrate data without interruptions to your business, select both FullFull
Dat a Migrat ionDat a Migrat ion and Increment al Dat a Migrat ionIncrement al Dat a Migrat ion.

Not eNot e

You cannot use DTS to incrementally migrate the data of a standalone
instance.

If Increment al Dat a Migrat ionIncrement al Dat a Migrat ion is not selected, do not write data into the
source database during full data migration. This ensures data consistency
between the source and destination databases.

Availabl
e

In the AvailableAvailable section, select the objects you want to migrate and then click the 

icon to move them to the Select edSelect ed section.

Not e Not e Data in the admin database cannot be migrated even if this database is
selected.

A migration object can be a database, collection, or function.

By default, the name of an object remains unchanged after migration. If you want a
different object name after migration, use the object name mapping feature provided by
DTS. For more information, see Object name mapping.

Paramet
er

Description

8. In the lower-right corner of the page, click PrecheckPrecheck.

Not eNot e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, click the  icon next  to each failed item to view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. After the task passes the precheck, click NextNext .

10. In the Conf irm Set t ingsConf irm Set t ings dialog box, specify the Channel Specif icat ionChannel Specif icat ion and select  Dat aDat a
T ransmission Service (Pay-As-You-Go) Service T ermsT ransmission Service (Pay-As-You-Go) Service T erms.

11. Click Buy and St artBuy and St art  to start  the migration task.
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Full data migration

We recommend that you do not manually stop a migration task. Otherwise, data migrated to the
destination database will be incomplete. Wait  until the migration task automatically stops.

Incremental data migration

An incremental data migration task does not automatically stop. You must manually stop the
migration task.

Not e Not e Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the dest ination ApsaraDB for MongoDB instance.

a. Wait  until Increment al Dat a Migrat ionIncrement al Dat a Migrat ion and T he migrat ion t ask is not  delayedT he migrat ion t ask is not  delayed appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ionincrement al dat a migrat ion may be displayed in the
progress bar.

b. After the status of increment al dat a migrat ionincrement al dat a migrat ion changes to T he migrat ion t ask is notT he migrat ion t ask is not
delayeddelayed, manually stop the migration task.

What to do nextWhat to do next
Determine whether to release the source instance.

If  the source instance uses pay-as-you-go billing, release it . For more information, see Release an
ApsaraDB for MongoDB instance.

If  the source instance uses subscript ion billing, you cannot release it .

This topic describes how to migrate data between ApsaraDB for MongoDB instances created by
different Alibaba Cloud accounts by using Data Transmission Service (DTS). DTS supports both full data
migration and incremental data migration. You can use these two methods together to migrate data
between ApsaraDB for MongoDB instances without interruptions to your business.

PrerequisitesPrerequisites
The source instance is either a standalone instance or a replica set  instance. If  the source instance is a
sharded cluster instance, we recommend that you use the built-in commands of MongoDB to migrate
data. For more information, see Migrate a self-managed MongoDB database to ApsaraDB for
MongoDB by using tools provided by MongoDB.

14.4.4. Migrate data between ApsaraDB for14.4.4. Migrate data between ApsaraDB for
MongoDB instances created by different AlibabaMongoDB instances created by different Alibaba
Cloud accountsCloud accounts
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Not e Not e You cannot use DTS to incrementally migrate the data of a standalone instance. For
more information, see Migration types.

The dest ination instance is created in the dest ination region. For more information, see Create a
standalone instance, 创建副本集实例, or 创建分片集群实例.

Not e Not e The storage capacity of the dest ination instance must be greater than the occupied
storage space of the source instance.

PrecautionsPrecautions
DTS uses resources of the source and dest ination instances during full data migration. This may
increase the load of the database server. If  the data volume is large or the specificat ion is low, the
database server may become unavailable. We recommend that you migrate your data during off-
peak hours to avoid business interruptions.

To ensure data consistency, we recommend that you do not write data to the source instance when
full data migration of a standalone instance is in progress.

If  the source and dest ination instances run different database versions or storage engines, make sure
that the instances do not have compatibility issues between them before you start  the migration. For
more information about the database versions and storage engines supported by ApsaraDB for
MongoDB, see MongoDB versions and storage engines.

BillingBilling

Migration type Instance configuration Internet traffic

Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see DTS
pricing.Incremental data

migration

Charged. For more
information, see DTS
pricing.

Migration typesMigration types

Migration type Description

Full data migration

DTS migrates all historical data of the required objects from the source MongoDB
database to the destination MongoDB database.

Not e Not e The following types of objects are supported: database,
collection, and index.
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Incremental data
migration

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

Not eNot e

The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

The create, delete, and update operations that are performed on
documents can be synchronized.

Migration type Description

Required database account permissionsRequired database account permissions

Data source Full data migration Incremental data migration

Source ApsaraDB for MongoDB
instance

Read permissions on the source
database

Read permissions on the source
database, admin database, and
local database

Destination ApsaraDB for
MongoDB instance

Read/write permissions on the
destination database

Read/write permissions on the
destination database

Not e Not e For more information about how to create and authorize a database account, see Use
DMS to manage MongoDB users.

PreparationPreparation
1. Log on to the ApsaraDB for MongoDB console with the Alibaba Cloud account to which the source

instance belongs.

2. Apply for a public endpoint  for the source instance. For more information, see Apply for a public
endpoint  for an ApsaraDB for MongoDB instance.

3. Add the Classless Inter-Domain Routing (CIDR) blocks of DTS servers to a whitelist  of the source
instance. For more information, see Configure a whitelist  or an ECS security group for an ApsaraDB
for MongoDB instance.

Not e Not e You can determine the CIDR blocks you need to add based on the region where the
destination instance resides. For more information, see Add the CIDR blocks of DTS servers to
the IP whitelist  of on-premises databases. For example, if  the source instance is in China
(Hangzhou) and the dest ination instance is in China (Shenzhen), add the CIDR blocks of the DTS
servers in China (Shenzhen) to a whitelist  of the source instance.

ProcedureProcedure
1. Log on to the DTS console with the Alibaba Cloud account to which the dest ination ApsaraDB for

MongoDB instance belongs.

2. In the left-side navigation pane, click Dat a Migrat ionDat a Migrat ion.

3. At  the top of the Migrat ion T asksMigrat ion T asks page, select  the region where the dest ination ApsaraDB for
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MongoDB instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T askCreat e Migrat ion T ask.

5. Configure both the source and dest ination databases.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify your own task name that helps identify the task. Task names
do not need to be unique.

Instance Type Select User-Creat ed Dat abase wit h Public IP AddressUser-Creat ed Dat abase wit h Public IP Address .

Instance
Region

If you set the instance type to User-Creat ed Dat abase wit h PublicUser-Creat ed Dat abase wit h Public
IP AddressIP Address , the system automatically specifies Inst ance RegionInst ance Region.

Database Type Select MongoDBMongoDB.

Hostname or IP
Address

Enter the domain name obtained from the public endpoint of the
source instance. For example, enter dds-1udxxxxxxx-
pub.mongodb.rds.aliyuncs.com.

Port Number Enter 37173717, which is the service port of the source instance.
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Source
Database Database

Name

Enter the name of the authentication database. It  is the database
where the database account is created.

Not e Not e If the database account is root, enter admin.

Database
Account

Enter the username of the database account you use to manage the
source database. For more information about the account permission
requirements, see Required database account permissions.

Database
Password

Enter the password of the database account.

Not e Not e After you specify the source database information,
click T est  Connect ivit yT est  Connect ivit y next to Dat abase PasswordDat abase Password to check
whether the information is correct. If the information is correct,
the PassedPassed message is displayed. If the information is incorrect,
the FailedFailed message is displayed, and you must click CheckCheck next
to the FailedFailed message to modify the information as prompted.

Destinatio
n
Database

Instance Type Select MongoDB Inst anceMongoDB Inst ance.

Instance
Region

Select the region where the destination ApsaraDB for MongoDB
instance resides.

MongoDB
Instance ID

Select the ID of the destination ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. It  is the database
where the database account is created.

Not e Not e If the database account is root, enter admin.

Database
Account

Enter the username of the database account you use to manage the
destination database. For more information about the account
permission requirements, see Required database account permissions.

Database
Password

Enter the password of the database account.

Not e Not e After you specify the destination database
information, click T est  Connect ivit yT est  Connect ivit y next to Dat abaseDat abase
PasswordPassword to check whether the information is correct. If the
information is correct, the PassedPassed message is displayed. If the
information is incorrect, the FailedFailed message is displayed, and you
must click CheckCheck next to the FailedFailed message to modify the
information as prompted.

Section Parameter Description

6. In the lower-right corner, click Set  Whit elist  and NextSet  Whit elist  and Next .
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Not e Not e The IP addresses of DTS servers are automatically added to a whitelist  of the
destination instance. This ensures that the DTS servers can connect to the dest ination
instance. After the migration is complete, you can remove the IP addresses from the whitelist  if
you no longer need them. For more information, see Configure a whitelist .

7. Configure migration types and migration objects.

Paramet
er

Description
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Migratio
n Types

If you want to migrate all data, select Full Dat a Migrat ionFull Dat a Migrat ion.

If you want to migrate data without interruptions to your business, select both FullFull
Dat a Migrat ionDat a Migrat ion and Increment al Dat a Migrat ionIncrement al Dat a Migrat ion.

Not eNot e

DTS does not support increment al dat a migrat ionincrement al dat a migrat ion for standalone
instances.

If Increment al Dat a Migrat ionIncrement al Dat a Migrat ion is not selected, do not write data into the
source database during full data migration. This ensures data consistency
between the source and destination databases.

Availabl
e

In the AvailableAvailable section, select the objects you want to migrate and then click the 

icon to move them to the Select edSelect ed section.

Not e Not e Data in the admin and local databases cannot be migrated.

A migration object can be a database, collection, or function.

By default, the name of an object remains unchanged after migration. If you want a
different object name after migration, use the object name mapping feature provided by
DTS. For more information, see Object name mapping.

Paramet
er

Description

8. In the lower-right corner of the page, click PrecheckPrecheck.

Not eNot e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, click the  icon next  to each failed item to view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. After the task passes the precheck, click NextNext .

10. In the Conf irm Set t ingsConf irm Set t ings dialog box, specify the Channel Specif icat ionChannel Specif icat ion and select  Dat aDat a
T ransmission Service (Pay-As-You-Go) Service T ermsT ransmission Service (Pay-As-You-Go) Service T erms.

11. Click Buy and St artBuy and St art  to start  the migration task.

Full data migration
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We recommend that you do not manually stop a migration task. Otherwise, data migrated to the
destination database will be incomplete. Wait  until the migration task automatically stops.

Incremental data migration

An incremental data migration task does not automatically stop. You must manually stop the
migration task.

Not e Not e Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the dest ination ApsaraDB for MongoDB instance.

a. Wait  until Increment al Dat a Migrat ionIncrement al Dat a Migrat ion and T he migrat ion t ask is not  delayedT he migrat ion t ask is not  delayed appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ionincrement al dat a migrat ion may be displayed in the
progress bar.

b. After the status of increment al dat a migrat ionincrement al dat a migrat ion changes to T he migrat ion t ask is notT he migrat ion t ask is not
delayeddelayed, manually stop the migration task.

Subsequent operationsSubsequent operations
Determine whether to release the source instance.

If  the source instance uses pay-as-you-go billing, release it . For more information, see Release an
ApsaraDB for MongoDB instance.

If  the source instance uses subscript ion billing, you cannot release it .

ReferencesReferences
If  you migrate data to a sharded cluster instance, you can configure data sharding as needed. For more
information, see Configure sharding to maximize the performance of shards.

This topic describes how to migrate data from Amazon DynamoDB to ApsaraDB for MongoDB by using
mongoimport, which is built  in MongoDB for data restoration. You can install a MongoDB database on
an on-premises server or in an ECS instance as an intermediary, and then use mongoimport  to migrate
data from an Amazon DynamoDB instance to an ApsaraDB for MongoDB instance.

14.5. Migrate data from a third-party cloud14.5. Migrate data from a third-party cloud
service provider to Alibaba Cloudservice provider to Alibaba Cloud
14.5.1. Migrate data from Amazon DynamoDB to14.5.1. Migrate data from Amazon DynamoDB to
ApsaraDB for MongoDB by using mongoimportApsaraDB for MongoDB by using mongoimport
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Not e Not e An on-premises server is used in the following example.

PrerequisitesPrerequisites
An ApsaraDB for MongoDB instance is created. For more information, see 创建副本集实例 or 创建分片集群实
例.

PrecautionsPrecautions
This is full data migration. Incremental data migration is not supported. To ensure data consistency,
we recommend that you do not write data to the source database before you migrate data.

Run the mongoimport  command on the server. Do not run this command in the mongo shell.

Term mappingTerm mapping

Term in Amazon DynamoDB Term in ApsaraDB for MongoDB

Table Collection

Item Document

Attribute Field

PreparationPreparation
Install a MongoDB database on the on-premises server. Make sure that the version of the database is
the same as the database version of the ApsaraDB for MongoDB instance. This server plays an
intermediary role during data migration. In this example, MongoDB is installed on Ubuntu.

1. Install the MongoDB database to your server. For more information, visit  Install MongoDB
Community Edit ion.

Not e Not e This server plays an intermediary role in both data backup and restoration. The
server is no longer required after the migration is complete.

2. Add the public IP address of the server to a whitelist  of the ApsaraDB for MongoDB instance. For
more information, see Configure a whitelist  or an ECS security group for an ApsaraDB for MongoDB
instance.

ProcedureProcedure
1. Log on to the Amazon DynamoDB console.

2. In the left-side navigation pane, click T ablesT ables.

3. Select  the table you want to migrate. For this example, select  cust omercust omer.
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4. Select  the data you want to migrate and export  it  to a .csv.csv file.

i. Click the It emsIt ems tab.

ii. Select  the items you want to migrate.

iii. Choose Act ionsAct ions >  > Export  t o .csvExport  t o .csv.

5. Copy the exported .csv file to the server described in Preparation.

6. Log on to the ApsaraDB for MongoDB console to obtain the public endpoint  of the ApsaraDB for
MongoDB instance.

If  you migrate data to a replica set  instance of ApsaraDB for MongoDB, obtain the public
endpoint  of the primary node. For more information, see Overview of replica set  instance
connections.

If  you migrate data to a sharded cluster instance of ApsaraDB for MongoDB, obtain the public
endpoint  of a mongos. For more information, see Overview of sharded cluster instance
connections.

Not e Not e You must manually apply for a public endpoint. For more information, see Apply
for a public endpoint  for an ApsaraDB for MongoDB instance.
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7. On the server, run the following command to import  the backup files to an ApsaraDB for MongoDB
database:

mongoimport --host <mongodb_host:port> --authenticationDatabase admin -u <username> --db <data
base> --collection <collection> --file <filename>  --type csv --headerline                    

Not eNot e

<mongodb_host:port>: the public endpoint  of the primary node in the replica set
instance of ApsaraDB for MongoDB, or the public endpoint  of a mongos in the sharded
cluster instance of ApsaraDB for MongoDB.

<username>: the username of the dest ination database in the ApsaraDB for MongoDB
instance. The init ial username is rootroot . This user must have read and write permissions on
the dest ination database.

<database>: the name of the authentication database. It  is the database where the
database user is created. If  the username is root, enter admin.

<collect ion>: the name of the collect ion to which you want to import  data.

<filename>: the path and name of the .csv file.

The following command is used to import  data from the customer.csv file to the customer
collect ion in the mongodbtest  database.

mongoimport --host dds-bpxxxxxxxx-pub.mongodb.rds.aliyuncs.com:3717 --authenticationDatabase a
dmin -u root --db mongodbtest --collection customer --file ~/download/customer.csv  --type csv --head
erline

8. When  Enter password:  is displayed, enter the password of the ApsaraDB for MongoDB database
user and press Enter.

Not e Not e If  you want to migrate data of other tables, repeat Steps 3 to 8.

After data import  is complete, the data of the source Amazon DynamoDB instance is migrated to the
destination ApsaraDB for MongoDB instance.

What to do nextWhat to do next
To improve the performance of data operations, we recommend that you create indexes after you
import  data. For more information, visit  db.collect ion.createIndex.

14.5.2. Migrate data from MongoDB Atlas to14.5.2. Migrate data from MongoDB Atlas to
ApsaraDB for MongoDB by using mongodumpApsaraDB for MongoDB by using mongodump
and mongorestoreand mongorestore
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This topic describes how to migrate data from MongoDB Atlas to ApsaraDB for MongoDB by using
mongodump and mongorestore, which are built  in open source MongoDB for backup and restoration.
You can directly install mongodump and mongorestore (or create a MongoDB Atlas instance) on an on-
premises server or an ECS instance to migrate data from the MongoDB Atlas instance to an ApsaraDB
for MongoDB instance.

Not e Not e In the following procedure, an on-premises server is used as an example.

PrecautionsPrecautions
mongodump and mongorestore are installed, and their version is consistent with the database
version of the MongoDB Atlas instance. For more information about the installat ion procedure, see
Install MongoDB.

If the source and dest ination instances run different database versions or storage engines, ensure
there are no compatibility issues between them before you start  migration. For more information
about the database versions and storage engines supported by ApsaraDB for MongoDB, see
MongoDB versions and storage engines.

This process is a full data migration. To ensure data consistency, we recommend that you do not
write data to the source databases before you migrate data.

If  you run the  mongodump  command, the historical backup files in the dump folder are overwritten.
If  you have used the mongodump command to back up a MongoDB Atlas database, move the
backup files in the dump folder to another directory and make sure that the dump folder is empty.

Run the mongodump and mongorestore commands on the on-premises server. Do not run these
commands in the mongo shell.

Required database account permissionsRequired database account permissions

Data source Account permission

Source MongoDB Atlas instance Read permissions on the source databases

Destination ApsaraDB for MongoDB instance
Read/write permissions on the destination
databases

PreparationsPreparations
In the ApsaraDB for MongoDB console:

1. Create an ApsaraDB for MongoDB instance. For more information, see Create a replica set  instance
or Create a sharded cluster instance.

Not eNot e

The storage capacity of the ApsaraDB for MongoDB instance must be greater than that
of the MongoDB Atlas instance.

If  you migrate data to a sharded cluster instance of ApsaraDB for MongoDB, we
recommend that you configure sharding to store data. For more information, see
Configure sharding to maximize the performance of shards.

2. Set  the password of the root user for the ApsaraDB for MongoDB instance. For more information,
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see Reset the password for an ApsaraDB for MongoDB instance.

Not e Not e If  you have set  the password when you create the instance, skip this step.

On the on-premises server:

1. Install MongoDB databases. For more information, see Install MongoDB.

Not eNot e

This server functions as an intermediary platform for data backup and restoration. It  is
no longer required after the migration is complete.

The available storage space of the part it ion where the backup directory is located must
be greater than the occupied storage space of the source MongoDB Atlas databases.

2. Add the public IP address of the on-premises server to a whitelist  of the ApsaraDB for MongoDB
instance. For more information, see Configure a whitelist  or an ECS security group for an ApsaraDB
for MongoDB instance.

ProcedureProcedure
1. Log on to the MongoDB Atlas console.

2. Add the public IP address of the on-premises server to a whitelist  of the MongoDB Atlas instance.

3. On the Clust ersClust ers page, find the target cluster and click its name.
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4. On the Command Line T oolsCommand Line T ools tab, click COPYCOPY next  to the mongodump command to copy this
command with the connection information of the source MongoDB Atlas databases.

5. On the on-premises server, back up the source MongoDB Atlas databases.

i. On the on-premises server, paste the mongodump command that contains the connection
information of the source MongoDB Atlas databases.

ii. Replace <PASSWORD> with the password of the root user and replace <DATABASE> with the
names of the source MongoDB Atlas databases.

iii. Run this command and wait  until data backup is complete.

The following figure shows an example.
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6. Log on to the ApsaraDB for MongoDB console to obtain the public endpoint  of the ApsaraDB for
MongoDB instance.

If  you migrate data to a replica set  instance of ApsaraDB for MongoDB, obtain the public
endpoint  of the primary node. For more information, see Overview of replica set  instance
connections.

If  you migrate data to a sharded cluster instance of ApsaraDB for MongoDB, obtain the public
endpoint  of a mongos. For more information, see Overview of sharded cluster instance
connections.

Not e Not e You must manually apply for a public endpoint. For more information, see Apply
for a public endpoint  for an ApsaraDB for MongoDB instance.

7. On the on-premises server, run the following command to import  the backup files to the ApsaraDB
for MongoDB database:

mongorestore --host <mongodb_host>:3717 --authenticationDatabase admin -u <username> -d <datab
ase> <database_backupfile_directory>

Not eNot e

<mongodb_host>: the public endpoint  of the primary node in the replica set  instance
of ApsaraDB for MongoDB, or the public endpoint  of a mongos in the sharded cluster
instance of ApsaraDB for MongoDB.

<username>: the username of the dest ination database in the ApsaraDB for MongoDB
instance.

<database>: the source database that you want to restore. If  the backup files contain
data from more than one database, repeat this step to restore all the databases.

<database_backupfile_directory>: the directory of the backup files.

Examples:

Restore the mongodbtest  database.

mongorestore --host dds-bp**********-pub.mongodb.rds.aliyuncs.com:3717 --authenticationDatabase
admin -u root -d mongodbtest /dump/mongodbtest

Restore the test123 database.

mongorestore --host dds-bp**********-pub.mongodb.rds.aliyuncs.com:3717 --authenticationDatabase
admin -u root -d test123 /dump/test123

8. When  Enter password:  is displayed, enter the password of the ApsaraDB for MongoDB database
user and press Enter.

After data restoration is complete, the data of the source MongoDB Atlas instance is migrated to the
destination ApsaraDB for MongoDB instance.

User Guide··Dat a migrat ion and sync
hronizat ion

ApsaraDB for MongoDB

165 > Document  Version: 20210205

https://mongodb.console.aliyun.com
https://www.alibabacloud.com/help/doc-detail/44623.htm#concept-44623-zh
https://www.alibabacloud.com/help/doc-detail/55188.htm#concept-oq1-gx1-ffb
https://www.alibabacloud.com/help/doc-detail/94127.htm#concept-qlm-xcw-mfb


This topic describes how to migrate incremental data from a MongoDB Atlas database to Alibaba Cloud
by using Data Transmission Service (DTS). DTS supports full data migration and incremental data
migration. When you migrate data from a MongoDB Atlas database, you can select  both migration
types to ensure service continuity.

PrerequisitesPrerequisites
The available storage space of the dest ination ApsaraDB for MongoDB instance is larger than the total
size of the data in the MongoDB Atlas database.

PrecautionsPrecautions
DTS uses resources of the source and dest ination instances during full data migration. This may
increase the loads of the database servers. If  you migrate a large volume of data or the server
specificat ions cannot meet your requirements, database services may become unavailable. Before
you migrate data, evaluate the impact of data migration on the performance of the source and
destination databases. We recommend that you migrate data during off-peak hours.

You cannot migrate data from the admin or local database.

The config database is an internal database. We recommend that you do not migrate this database.

If  the source MongoDB Atlas database and the dest ination ApsaraDB for MongoDB instance have
different versions or storage engines, make sure that the versions or storage engines are compatible.
For more information, see MongoDB versions and storage engines.

BillingBilling

Migration type
Instance configuration
fee

Internet traffic fee

Full data migration Free of charge
Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see
Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration typesMigration types

Migration type Description

Full data migration

DTS migrates all historical data of the required objects from the source MongoDB
database to the destination MongoDB database.

Not e Not e The following types of objects are supported: database,
collection, and index.

14.5.3. Migrate data from a MongoDB Atlas14.5.3. Migrate data from a MongoDB Atlas
database to Alibaba Clouddatabase to Alibaba Cloud
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Incremental data
migration

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

Not eNot e

The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

The create, delete, and update operations that are performed on
documents can be synchronized.

Migration type Description

Permissions required for database accountsPermissions required for database accounts

Database Full data migration Incremental data migration

MongoDB Atlas database

The read permission on the
source database and the
permission to perform the
listDatabases operation

The read permission on the
source database, admin
database, and local database

The permission to perform the
listDatabases operation

ApsaraDB for MongoDB instance
The read and write permissions
on the destination database

The read and write permissions
on the destination database.

For more information about how to create and authorize a database account, see the following
topics:

MongoDB Atlas database: Create User in MongoDB

ApsaraDB for MongoDB instance: Manage MongoDB users through DMS

Before you beginBefore you begin
1. Log on to the MongoDB Atlas console.

2. In the left-side navigation pane, click Net work AccessNet work Access. On the page that appears, click ADD IPADD IP
ADDRESSADDRESS.

3. In the dialog box that appears, click ALLOW ACCESS FROM ANYWHEREALLOW ACCESS FROM ANYWHERE, and click Conf irmConf irm.
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Not e Not e This step allows all IP addresses to access the MongoDB Atlas database. Delete
this rule after data migration is complete.

ProcedureProcedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ionDat a Migrat ion.

3. At  the top of the Migrat ion T asksMigrat ion T asks page, select  the region where the ApsaraDB for MongoDB
instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T askCreat e Migrat ion T ask.

5. Configure the source and dest ination databases.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Source
Database

Instance Type Select User-Creat ed Dat abase wit h Public IP AddressUser-Creat ed Dat abase wit h Public IP Address .

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h PublicUser-Creat ed Dat abase wit h Public
IP AddressIP Address , you do not need to specify the inst ance regioninst ance region.

Database Type Select MongoDBMongoDB.

Hostname or
IP Address

Enter the endpoint of the PRIMARY node in the MongoDB Atlas
database.

You can obtain the endpoint in the MongoDB Atlas console, as shown
in the following figure.
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Port Number
Enter the service port number of the MongoDB Atlas database. The
default port number is 2701727017.

Database
Name

Enter the name of the authentication database. The database account
is created in this database.

Database
Account

Enter the account of the MongoDB Atlas database. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Password

Enter the password of the database account.

Not e Not e After you specify the source database parameters,
click T est  Connect ivit yT est  Connect ivit y next to Dat abase PasswordDat abase Password to verify
whether the specified parameters are valid. If the specified
parameters are valid, the PassedPassed message appears. If the FailedFailed
message appears, click CheckCheck next to FailedFailed. Modify the source
database parameters based on the check results.

Encryption Select SSL-encrypt edSSL-encrypt ed.

Destinatio
n
Database

Instance Type Select MongoDB Inst anceMongoDB Inst ance.

Instance
Region

Select the region where the ApsaraDB for MongoDB instance resides.

MongoDB
Instance ID

Select the ID of the ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. The database account
is created in this database.

Not e Not e If the database account is root, enter admin.

Database
Account

Enter the database account of the ApsaraDB for MongoDB instance.
For more information about the permissions that are required for the
account, see Permissions required for database accounts.

Database
Password

Enter the password of the destination database account.

Not e Not e After you specify the destination database
parameters, click T est  Connect ivit yT est  Connect ivit y next to Dat abaseDat abase
PasswordPassword to verify whether the specified parameters are valid. If
the specified parameters are valid, the PassedPassed message appears.
If the FailedFailed message appears, click CheckCheck next to FailedFailed.
Modify the destination database parameters based on the check
results.

Section Parameter Description
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6. In the lower-right corner of the page, click Set  Whit elist  and NextSet  Whit elist  and Next .

Not e Not e DTS adds the CIDR blocks of DTS servers to the whitelist  of the ApsaraDB for
MongoDB instance. This ensures that DTS servers can connect to the ApsaraDB for MongoDB
instance.

7. Select  the migration types and the objects to be migrated.

Setting Description

Select the
migration types

To perform only full data migration, select only Full Dat a Migrat ionFull Dat a Migrat ion.

To ensure service continuity during data migration, select both Full Dat aFull Dat a
Migrat ionMigrat ion and Increment al Dat a Migrat ionIncrement al Dat a Migrat ion.

Not e Not e If Increment al Dat a Migrat ionIncrement al Dat a Migrat ion is not selected, do not write
data to the source database during full data migration. This ensures data
consistency between the source and destination databases.
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Select the
objects to be
migrated

Select objects from the AvailableAvailable section and click the

icon to move the objects to the Select edSelect ed section.

Not e Not e You cannot migrate data from the admin or local database.

You can select databases, collections, or functions as the objects to be
migrated.

After an object is migrated to the destination database, the name of the object
remains unchanged. You can use the object name mapping feature to change
the names of the objects that are migrated to the ApsaraDB for MongoDB
instance. For more information, see Object name mapping.

Setting Description

8. In the lower-right corner of the page, click PrecheckPrecheck.

Not eNot e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, click the  icon next  to each failed item to view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. After the task passes the precheck, click NextNext .

10. In the Conf irm Set t ingsConf irm Set t ings dialog box, specify the Channel Specif icat ionChannel Specif icat ion parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T ermsDat a T ransmission Service (Pay-As-You-Go) Service T erms.

11. Click Buy and St artBuy and St art  to start  the migration task.

Full data migration

We recommend that you do not manually stop a migration task. Otherwise, data migrated to the
destination database will be incomplete. Wait  until the data migration task automatically stops.

Incremental data migration

An incremental data migration task does not automatically stop. You must manually stop the
migration task.

Not e Not e Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the ApsaraDB for MongoDB instance.

a. Wait  until Increment al Dat a Migrat ionIncrement al Dat a Migrat ion and T he migrat ion t ask is not  delayedT he migrat ion t ask is not  delayed appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ionincrement al dat a migrat ion may be displayed in the
progress bar.
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b. After the status of increment al dat a migrat ionincrement al dat a migrat ion changes to T he migrat ion t ask is notT he migrat ion t ask is not
delayeddelayed, manually stop the migration task.

12. Switch your workloads to the ApsaraDB for MongoDB instance.

NimoShake, also known as DynamoShake, is a data synchronization tool developed by Alibaba Cloud.
You can use this tool to migrate an Amazon DynamoDB database to ApsaraDB for MongoDB.

PrerequisitesPrerequisites
An ApsaraDB for MongoDB instance is created. For more information, see 创建副本集实例 or 创建分片集群实
例.

ContextContext
This topic describes how to use NimoShake.

NimoShake is used to migrate data from an Amazon DynamoDB database. The dest ination must be an
ApsaraDB for MongoDB instance.For more information, see NimoShake overview.

PrecautionsPrecautions
Resources of the source and dest ination databases are occupied during full data migration. This may
increase the load of the database servers. If  you attempt to migrate a large volume of data or if  the
server specificat ions are insufficient, the databases may be overloaded or become unavailable. Before
you migrate data, evaluate the performance of the source and dest ination databases. We recommend
that you migrate data during off-peak hours.

TermsTerms
Resumable upload: In a resumable upload task, data is split  into mult iple chunks. When transmission is
interrupted due to network failures or other causes, the task can be resumed from where it  was left
off rather than restart ing from the beginning.

Not e Not e Resumable upload is supported in incremental migration, but not in full migration. If
an incremental migration task is interrupted due to disconnection and the connection is
recovered within a short  t ime range, the task can be resumed. In some cases such as a long-
period disconnection or the loss of a previous checkpoint, a full migration may be triggered.

Checkpoint: Resumable upload is based on checkpoints. Default  checkpoints are writ ten to the
ApsaraDB for MongoDB database named dynamo-shake-checkpoint. Each collect ion records a
checkpoint  list  and the status_table collect ion records whether the current task is a full or
incremental migration.

14.5.4. Migrate an Amazon DynamoDB database14.5.4. Migrate an Amazon DynamoDB database
to ApsaraDB for MongoDB by using NimoShaketo ApsaraDB for MongoDB by using NimoShake
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NimoShake featuresNimoShake features
NimoShake performs full migration the first  t ime and then incremental migration.

Full migration: contains data migration and index migration. The following figure shows the basic
architecture of full migration.
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Data migration: NimoShake uses mult iple concurrent threads to pull source data, as shown in the
following figure.

Thread Description

Fetcher

Calls the protocol conversion driver provided by Amazon to capture
data in the source collection in batches and then place the batches
into queues until all source data is captured.

Not e Not e Only one fetcher thread is provided.

Parser

Reads data from queues and parses data into the BSON structure.
After data is parsed, the parser thread writes data to queues of the
executor thread as entries. Multiple parser threads can be started
and the default value is 2. You can specify the number of parser

threads through the  FullDocumentParser  parameter.

Executor

Pulls data from queues and then aggregates and writes data to the
ApsaraDB for MongoDB database. Up to 16 MB data in 1,024 entries
can be aggregated. Multiple executor threads can be started and
the default value is 4. You can specify the number of executor

threads through the  FullDocumentConcurrency  parameter.
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Index migration: NimoShake writes indexes after data migration is complete. Indexes include self-
contained indexes and user-created indexes.

Self-contained indexes: If  you have both a part it ion key and a sort  key, NimoShake creates a
unique composite index and writes the index to the ApsaraDB for MongoDB database.
NimoShake also creates a hash index for the part it ion key and writes the index to the ApsaraDB
for MongoDB database. If  you have only a part it ion key, NimoShake writes a hash index and a
unique index to the ApsaraDB for MongoDB database.

User-created indexes: If  you have a user-created index, NimoShake creates a hash index based
on the primary key and writes the index to the ApsaraDB for MongoDB database.

Incremental migration: NimoShake migrates data but not the generated indexes. The following figure
shows the basic architecture of incremental migration.

Thread Description

Fetcher Senses the changes of shards in a stream.

Manager
Sends messages or creates a dispatcher to process messages. One
shard corresponds to one dispatcher.

Dispatcher
Pulls incremental data from the source. In resumable upload, data is
pulled from the last checkpoint instead of the very beginning.

Batcher
Parses and encapsulates the incremental data pulled from the
dispatcher thread.

Executor
Writes the encapsulated data to the ApsaraDB for MongoDB
database and updates the checkpoint.

Migrate an Amazon DynamoDB database to ApsaraDB for MongoDBMigrate an Amazon DynamoDB database to ApsaraDB for MongoDB
This sect ion uses Ubuntu to describe how to use NimoShake to migrate an Amazon DynamoDB
database to ApsaraDB for MongoDB.
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1. Run the following command to download the NimoShake package and wait  until the package is
downloaded:

wget https://github.com/alibaba/NimoShake/releases/download/release-v1.0.0-20191015/nimo.tar.gz

Not e Not e We recommend that you download the latest  NimoShake package. For more
information about the download address, visit  NimoShake.

2. Run the following command to decompress the NimoShake package:

tar zxvf nimo.tar.gz

3. After decompression, run the  cd nimo  command to access the nimo folder.

4. Run the  vi nimo-shake.conf  command to open the NimoShake configuration file.

5. Configure the following parameters for NimoShake.

Parameter Description Example

id

The ID of the migration task, which is
custom. The ID is used to display pid
files and other information, such as the
log name of the migration task, the
name of the database that stores
checkpoint information, and the name
of the destination database.

 id = nimo-shake 

log.file
The path of the log file. If you do not
configure this parameter, logs are
displayed in stdout.

 log.file = nimo-shake.log 

log.level

The severity of logs. Valid values:

none: No logs are collected.

error: logs that contain error
information.

warn: logs that contain warning
information.

info: logs that contain system
status information.

debug: logs that contain debugging
information.

Default value: info.

 log.level = info 
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log.buffer

Specifies whether to enable log
buffering. Valid values:

true. Log buffering ensures high
performance. However, several
latest log entries may be lost when
you disable log buffering.

false. If log buffering is disabled,
performance is low, but all log
entries are displayed.

Default value: true.

 log.buffer = true 

system_profile
The pprof port. It  is used for
debugging and displaying stackful
coroutine information.

 system_profile = 9330 

http_profile
The HTTP port. After this port is
enabled, you can view the current
status of NimoShake over the Internet.

 http_profile = 9340 

sync_mode

The type of data migration. Valid
values:

all: both full and incremental
migration.

full: only full migration.

incr: only incremental migration.

Default value: all.

Not e Not e Both full and
incremental migration is
performed by default. If you only
want to perform either full
migration or incremental
migration, change the value to full
or incr.

 sync_mode = all 

source.access_ke
y_id

The AccessKey ID used to access
Amazon DynamoDB.  source.access_key_id = xxxxxxxxxxx 

source.secret_acc
ess_key

The AccessKey secret used to access
Amazon DynamoDB.

 source.secret_access_key = xxxxxxxxx
x 

source.session_t
oken

The temporary key used to access
Amazon DynamoDB. If no temporary
key is available, you can skip this
parameter.

 source.session_token = xxxxxxxxxx 

Parameter Description Example
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source.region

The region where the Amazon
DynamoDB database is located. If no
region is available, you can skip this
parameter.

 source.region = us-east-2 

source.session.m
ax_retries

The maximum number of retries after a
session failure.  source.session.max_retries = 3 

source.session.ti
meout

The session timeout. 0 indicates that
the session timeout is disabled. Unit:
milliseconds.

 source.session.timeout = 3000 

filter.collection.w
hite

The names of collections to be

migrated. For example,  filter.collectio
n.white = c1;c2  indicates that the c1
and c2 collections will be migrated and
the rest collections will be filtered out.

Not e Not e You cannot specify
both the filter.collection.white and
filter.collection.black parameters.
Otherwise, all collections will be
migrated.

 filter.collection.white = c1;c2 

filter.collection.bl
ack

The names of collections to be filtered

out. For example,  filter.collection.bla
ck = c1;c2  indicates that the c1 and c2
collections will be filtered out and the
rest collections will be migrated.

Not e Not e You cannot specify
both the filter.collection.white and
filter.collection.black parameters.
Otherwise, all collections will be
migrated.

 filter.collection.black = c1;c2 

qps.full

The maximum number of the  scan 
commands to be called per second in
full migration. It  is used to limit the

frequency of the  scan  command.
Default value: 1000.

 qps.full = 1000 

qps.full.batch_nu
m

The number of data entries pulled per
second in full migration. Default value:
128.

 qps.full.batch_num = 128 

Parameter Description Example
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qps.incr

The maximum number of the  GetReco
rds  commands to be called per
second in incremental migration. It  is

used to limit the frequency of the  Get
Records  command. Default value:
1000.

 qps.incr = 1000 

qps.incr.batch_nu
m

The number of data entries pulled per
second in incremental migration.
Default value: 128.

 qps.incr.batch_num = 128 

target.type

The category of the destination
database. Valid values:

mongodb: an ApsaraDB for
MongoDB instance.

aliyun_dynamo_proxy: an ApsaraDB
for MongoDB instance that is
compatible with the DynamoDB
protocol.

Not e Not e The
aliyun_dynamo_proxy option is
only available at the China site
(aliyun.com).

 target.type = mongodb 

target.mongodb.
type

The category of the destination
ApsaraDB for MongoDB instance. Valid
values:

replica: the replica set instance.

sharding: the sharded cluster
instance.

 target.mongodb.type = sharding 

Parameter Description Example
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target.address

The connection string of the
destination ApsaraDB for MongoDB
instance. The destination must be an
ApsaraDB for MongoDB instance or an
ApsaraDB for MongoDB instance that is
compatible with the DynamoDB
protocol.

For more information about ApsaraDB
for MongoDB connection string URIs,
see Overview of replica set instance
connections or Overview of sharded
cluster instance connections.

Not e Not e ApsaraDB for
MongoDB instances that are
compatible with the DynamoDB
protocol are only available at the
China site (aliyun.com).

 target.address = mongodb://usernam
e:password@s-*****-pub.mongodb.rd
s.aliyuncs.com:3717 

target.db.exist

Specifies how to handle a second
collection with the same name on the
destination. Valid values:

rename: NimoShake will rename a
second collection with the same
name and add a t imestamp suffix to
the name. For example, NimoShake
changes c1 to c1.2019-07-
01Z12:10:11.

Warning Warning This operation
modifies the names of
destination collections and may
affect the business. You must
make preparations before data
migration.

drop: NimoShake will delete a
second collection with the same
name.

If this parameter is not specified and
the destination already contains a
collection with the same name, the
migration task is terminated and an
error message is returned.

 target.mongodb.exist = drop 

full.concurrency
The maximum number of collections
that can be migrated concurrently in
full migration. Default value: 4.

 full.concurrency = 4 

Parameter Description Example
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full.document.co
ncurrency

A parameter for full migration. It
specifies the maximum number of
threads used concurrently to write
documents in a collection to the
destination. Default value: 4.

 full.document.concurrency = 4 

full.document.pa
rser

A parameter for full migration. It
specifies the maximum number of
parser threads used concurrently to
convert the Dynamo protocol to the
corresponding protocol on the
destination. Default value: 2.

 full.document.parser = 2 

full.enable_index.
user

A parameter for full migration. It
specifies whether to migrate user-
created indexes. Valid values:

true

false

 full.enable_index.user = true 

full.executor.inse
rt_on_dup_updat
e

A parameter for full migration.

Specifies whether to change the  INSE
RT  statement to the  UPDATE 
statement if the same keys occur at
the destination. Valid values:

true

false

 full.executor.insert_on_dup_update 
= true 

increase.executor
.insert_on_dup_u
pdate

A parameter for incremental migration.

Specifies whether to change the  INSE
RT  statement to the  UPDATE 
statement if the same keys occur at
the destination. Valid values:

true

false

 increase.executor.insert_on_dup_up
date = true 

Parameter Description Example
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increase.executor
.upsert

A parameter for incremental migration.

Specifies whether to change the  UPD
ATE  statement to the  UPSERT 
statement if no key is provided at the
destination. Valid values:

true

false

Not e Not e The  UPSERT 
statement checks whether the

target key exists. If yes, the  UPDA
TE  statement is executed. If not,

the  INSERT  statement is
executed.

 increase.executor.upsert = true 

convert.type

A parameter for incremental migration.
It  specifies whether to convert the
Dynamo protocol. Valid values:

raw: writes data directly without
conversion of the Dynamo protocol.

change: converts the Dynamo
protocol. For example, NimoShake

converts  {"hello":"1"}  to  {"hello"
: 1} .

 convert.type = change 

increase.concurre
ncy

A parameter for incremental migration.
It  specifies the maximum number of
shards that can be captured
concurrently. Default value: 16.

 increase.concurrency = 16 

Parameter Description Example
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checkpoint.type

The type of the storage that stores
checkpoint information. Valid values:

mongodb: Checkpoint information is
store in the ApsaraDB for MongoDB

database. Only when the  target.ty
pe  parameter is set to

 mongodb , the checkpoint.address
and checkpoint.db parameters are
valid.

file: Checkpoint information is store
in the local computer.

 checkpoint.type = mongodb 

checkpoint.addre
ss

The address used to store checkpoint
information.

If the  checkpoint.type  parameter

is set to  mongodb , enter the
connection string URI of the
ApsaraDB for MongoDB database. If
you do not specify this parameter,
checkpoint information is stored in
the destination ApsaraDB for
MongoDB database. For more
information about ApsaraDB for
MongoDB connection string URIs, see
Overview of replica set instance
connections or Overview of sharded
cluster instance connections.

If the  checkpoint.type  parameter

is set to  file , enter a relative path
based on the path of the NimoShake
file. Example: checkpoint. If you do
not specify this parameter,
checkpoint information is stored in
checkpoint folder.

 checkpoint.address = mongodb://use
rname:password@s-*****-pub.mongo
db.rds.aliyuncs.com:3717 

checkpoint.db

The name of the ApsaraDB for
MongoDB database that stores
checkpoint information. If you do not
specify this parameter, the database

name is in the default format of  <Tas
k ID>-checkpoint . Example:
nimoshake-checkpoint.

 checkpoint.db = nimoshake-checkpoi
nt 

Parameter Description Example

6. Run the following command to start  data migration by using the configured nimo-shake.conf file:

./nimo-shake.linux -conf=nimo-shake.conf
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Not e Not e After the full migration is complete,  full sync done!  is displayed on the screen. If
the migration is terminated due to an error, NimoShake automatically stops and the
corresponding error message is displayed on the screen for you to troubleshoot the error.

NimoFullCheck is a tool developed by Alibaba Cloud to check data consistency between an Amazon
DynamoDB database and an ApsaraDB for MongoDB database. This topic describes how to use
NimoFullCheck to check data consistency after you migrate data from an Amazon DynamoDB database
to an ApsaraDB for MongoDB database.

PrerequisitesPrerequisites
Data is migrated from an Amazon DynamoDB database to an ApsaraDB for MongoDB database by using
NimoShake. For more information, see Migrate an Amazon DynamoDB database to ApsaraDB for
MongoDB by using NimoShake.

ContextContext
After you migrate data from an Amazon DynamoDB database to an ApsaraDB for MongoDB database,
you can use NimoFullCheck to check data consistency between the two databases.

The check consists of the following two steps:

Brief check: checks whether the number of items in a table in the Amazon Dynamo database is equal
to the number of documents in the corresponding collect ion in the ApsaraDB for MongoDB database.
If  the numbers are different, the check terminates and an error message is returned. You can locate
issues based on the returned error message.

Precise check: precisely compares data in the two databases after the brief check is passed.
NimoFullCheck fetches data from the Amazon Dynamo database and parses the data. If  the data
contains unique indexes, NimoFullCheck compares the data with that in the dest ination ApsaraDB for
MongoDB database based on the unique indexes. If  the data does not contain unique indexes,
NimoFullCheck compares all data entries in two databases one by one, which is slow.

Usage notesUsage notes
NimoFullCheck only supports consistency check for full data migration. If  you check data consistency
after an incremental data synchronization, the result  is inconsistent.

NimoFullCheck uses data in the ApsaraDB for MongoDB database as the baseline for check. In other
words, NimoFullCheck checks whether data in the Amazon DynamoDB database is consistent with
that in the ApsaraDB for MongoDB database.

ProcedureProcedure
The following procedure assumes that you run NimoFullCheck in the Ubuntu operating system.

1. Run the following command to download the NimoShake package:

wget https://github.com/alibaba/NimoShake/releases/download/release-v1.0.0-20191015/nimo.tar.gz

14.5.5. Use NimoFullCheck to check data14.5.5. Use NimoFullCheck to check data
consistency after migrationconsistency after migration
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Not e Not e We recommend that you download the latest  NimoShake package. For more
information, see NimoShake.

2. Run the following command to decompress the NimoShake package:

tar zxvf nimo.tar.gz

3. After you decompress the package, run the  cd nimo  command to go to the nimo directory.

4. Run the following command to start  NimoFullCheck with required parameters:

./nimo-full-check.linux --<Parameter 1>=<Value 1> --<Parameter 2>=<Value 2>

The following table describes the parameters of NimoFullCheck.

Parameter Description Example

id

The ID of the migration task. Set the
value to the ID of the migration task
that is specified when you used
NimoShake to migrate data. For more
information, see Migrate an Amazon
DynamoDB database to ApsaraDB for
MongoDB by using NimoShake.

 --id = nimo-shake 
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logLevel

The level of the logs to be generated.
Valid values:

none: does not generate logs.

error: generates logs that contain
error messages.

warn: generates logs that contain
warnings.

info: generates logs that indicate
system status.

debug: generates logs that contain
debugging information.

Default value: info.

 --logLevel = info 

sourceAccessKeyI
D

The access key ID used to connect to
the source Amazon DynamoDB
database.

 --sourceAccessKeyID = xxxxxxxxxx 

sourceSecretAcce
ssKey

The secret access key used to connect
to the source Amazon DynamoDB
database.

 --sourceSecretAccessKey = xxxxxxxxxx
 

sourceSessionTo
ken

Optional. The session token used to
access the source Amazon DynamoDB
database.

 --sourceSessionToken = xxxxxxxxxx 

sourceRegion
Optional. The region where the source
Amazon DynamoDB database resides.  --sourceRegion = us-east-2 

qpsFull

The number of t imes that the  Scan 
command is run on tables per second.  
  Default value: 10000.

 --qpsFull = 10000 

qpsFullBatchNum
The number of data entries to fetch
per second. Default value: 128.  --qpsFullBatchNum = 128 

targetAddress

The endpoint of the destination
ApsaraDB for MongoDB database. For
more information about how to view
the endpoint, see Overview of replica
set instance connections or Overview
of sharded cluster instance
connections.

Example:
mongodb://username:password@s-
*****-
pub.mongodb.rds.aliyuncs.com:3717.

 --targetAddress = mongodb://userna
me:password@s-*****-pub.mongodb.
rds.aliyuncs.com:3717 

Parameter Description Example
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diffOutputFile

The name of the file that stores the
information about inconsistent data. If
you do not specify this parameter, the

default file name  nimo-full-check-diff
  is used.

 --diffOutputFile = nimo-full-check-dif
f 

parallel
The number of threads to be used for
consistency check. Default value: 16.  --parallel = 16 

sample

The maximum number of documents
to be checked in each collection. A
value of 0 indicates that all documents
in a collection are checked. Default
value: 1000. A value of 1000 indicates
that a maximum of 1,000 documents
can be checked in a collection.

 --sample = 1000 

filterCollectionW
hite

The collection whitelist  for consistency
check. Set the value to the names of
the collections that must be checked.

Example:  --filterCollectionWhite = c1;
c2 , indicating that only collections c1
and c2 are checked.

 --filterCollectionWhite = ci;c2 

filterCollectionBla
ck

The collection blacklist  for consistency
check. Set the value to the names of
the collections that do not need to be

checked. Example:  --filterCollectionBl
ack = c1;c2 , indicating that all
collections other than c1 and c2 are
checked.

 --filterCollectionBlack = ci;c2 

Parameter Description Example
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convertType

Specifies whether the source data,
which uses the Dynamo protocol, was
converted during the migration. Valid
values:

raw: Data was written to the
destination database without
conversion.

change: Data was converted before
it  is written to the destination

database. For example,  {"hello":"1
"}  was converted to  {"hello": 1} .

Not e Not e The value of the
parameter must be the same as
that specified for migration. If the
values are different, the check
fails.

 --convertType = change 

version

Displays the version number of
NimoFullCheck.

Not e Not e You do not need to
specify a value for the parameter.
If you need to display the version

number, add the  --version 
parameter to the command.

 --version 

help
Displays all the parameters that are
supported by NimoFullCheck.  --help 

Parameter Description Example

Not e Not e If  the check is successful, the message  full check done!  is returned. If  the check
terminates due to an error, NimoFullCheck exits and an error message is returned. You can
locate issues based the returned error message.

14.6. Data synchronization14.6. Data synchronization
14.6.1. Use MongoShake to implement one-way14.6.1. Use MongoShake to implement one-way
synchronization between ApsaraDB forsynchronization between ApsaraDB for
MongoDB replica set instancesMongoDB replica set instances
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You can use the open source MongoShake tool developed by Alibaba Cloud to synchronize data
between MongoDB databases. This tool can be used in scenarios such as data analysis, disaster
recovery, and act ive-active replicat ion. This topic describes how to configure MongoShake to
synchronize data between ApsaraDB for MongoDB replica set  instances in real t ime.

MongoShake overviewMongoShake overview
MongoShake is a general-purpose Platform as a Service (PaaS) tool, which is writ ten in the Go language
by Alibaba Cloud. MongoShake reads the oplogs of a MongoDB database and replicates data based on
the oplogs to meet specific requirements.

MongoShake also allows you to subscribe to and consume MongoDB logs. You can connect to
MongoShake by using mult iple methods such as SDKs, Kafka, and MetaQ. MongoShake is suitable for
scenarios such as log subscript ion, data synchronization across data centers, and asynchronous cache
evict ion.

Not eNot e

For more information about MongoShake, visit  MongoShake homepage on GitHub.

If  you want to implement two-way data synchronization between replica set  instances, you
can submit  a t icket.

Supported databasesSupported databases

Source database Destination database

Self-managed MongoDB database hosted on Elastic
Compute Service (ECS)

Self-managed MongoDB database hosted on ECS

Self-managed MongoDB database hosted on an on-
premises machine

Self-managed MongoDB database hosted on an on-
premises machine

ApsaraDB for MongoDB instance ApsaraDB for MongoDB instance

MongoDB database on a third-party cloud MongoDB database on a third-party cloud

PrecautionsPrecautions
Do not perform data definit ion language (DDL) operations on the source database before full data
synchronization is complete. Otherwise, data inconsistency may occur.

You cannot use MongoShake to synchronize data in the admin and local databases.

Required permissions on databasesRequired permissions on databases

Database Required permission

Source ApsaraDB
for MongoDB
instance

readAnyDatabase permissions, read permissions on the local database, and
read/write permissions on the mongoshake database

Not e Not e The mongoshake database is created by MongoShake at the source
when the incremental synchronization task starts.
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Destination
ApsaraDB for
MongoDB instance

readWriteAnyDatabase or read/write permissions on the destination database

Database Required permission

Not e Not e For more information about how to create and authorize MongoDB users, see Manage
user permissions on MongoDB databases or visit  db.createUser().

PreparationsPreparations
1. For best  synchronization performance, make sure that the source ApsaraDB for MongoDB replica

set  instance resides in a VPC. If  the source instance resides in the classic network, switch the
network type to VPC. For more information, see Switch the network type of an ApsaraDB for MongoDB
instance.

2. Create an ApsaraDB for MongoDB replica set  instance as the synchronization dest ination. Select
the same VPC as the one used by the source ApsaraDB for MongoDB replica set  instance to
minimize network latency. For more information, see 创建副本集实例.

3. Create an ECS instance to run MongoShake. Select  the same VPC as the one used by the source
ApsaraDB for MongoDB instance to minimize network latency. For more information, see Create an
ECS instance.

4. Add the private IP address of the ECS instance to the whitelists of the source and dest ination
ApsaraDB for MongoDB instances. Make sure that the ECS instance can connect to the source and
destination ApsaraDB for MongoDB instances. For more information, see Configure a whitelist  or an
ECS security group for an ApsaraDB for MongoDB instance.

Not e Not e If  the network type does not meet the preceding requirements, you can apply for
public endpoints for the source and dest ination ApsaraDB for MongoDB instances. Then, add the
public IP address of the ECS instance to the whitelists of the source and dest ination ApsaraDB for
MongoDB instances. This way, you can synchronize data by using the Internet. For more information,
see Apply for a public endpoint  for an ApsaraDB for MongoDB instance and Configure a whitelist  or
an ECS security group for an ApsaraDB for MongoDB instance.

ProcedureProcedure
By default , the /root/mongoshake directory is used as the installat ion directory for MongoShake in this
example.

1. Log on to the ECS instance. For more information, see Connect to a Linux instance by using a
username and password.

2. Run the following command to download the MongoShake package and rename the package as  
mongoshake.tar.gz :

wget "http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/196977/jp_ja/1608863913991/
mongo-shake-v2.4.16.tar.gz" -O mongoshake.tar.gz
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Not e Not e The download URL for MongoShake V2.4.16 is used in this example. To download
the latest  version of MongoShake, visit  Releases.

3. Run the following command to decompress the MongoShake package to the /root/mongoshake
directory:

tar zxvf mongoshake.tar.gz && mv mongo-shake-v2.4.16 /root/mongoshake && cd /root/mongoshake 

4. Run the  vi collector.conf  command to modify the collector.conf configuration file of
MongoShake. The following table describes the parameters that you must configure to
synchronize data between ApsaraDB for MongoDB instances.

Parameter Description Example

mongo_urls

The connection string URI of the source
ApsaraDB for MongoDB instance.

Not eNot e

We recommend that you use
a VPC endpoint to minimize
network latency.

For more information about
the format of a connection
string URI, see Overview of
replica set instance
connections.

 mongo_urls = mongodb://root:Ftxxxxxx
@dds-bpxxxxxxxx.mongodb.rds.aliyuncs
.com:3717,dds-bpxxxxxxxx.mongodb.rds
.aliyuncs.com:3717 

Not e Not e The password cannot
contain at signs (@). Otherwise, the
connection may fail.

tunnel.addres
s

The connection string URI of the
destination ApsaraDB for MongoDB
instance.

Not eNot e

We recommend that you use
a VPC endpoint to minimize
network latency.

For more information about
the format of a connection
string URI, see Overview of
replica set instance
connections.

 tunnel.address = mongodb://root:Ftxxx
xxx@dds-bpxxxxxxxx.mongodb.rds.aliyu
ncs.com:3717,dds-bpxxxxxxxx.mongodb.
rds.aliyuncs.com:3717 

Not e Not e The password cannot
contain at signs (@). Otherwise, the
connection may fail.
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sync_mode

The data synchronization method. Valid
values:

all: performs both full data
synchronization and incremental data
synchronization.

full: performs only full data
synchronization.

incr: performs only incremental data
synchronization.

Not e Not e The default value is
incr.

 sync_mode = all 

Parameter Description Example

Not e Not e For more information about all parameters in the collector.conf file, see the
Appendix sect ion of this topic.

5. Run the following command to start  the data synchronization task and generate the log
information:

./collector.linux -conf=collector.conf -verbose

6. Check the log information. If  the following log is displayed, it  indicates that the full data
synchronization is complete and the incremental data synchronization starts.

[09:38:57 CST 2019/06/20] [INFO] (mongoshake/collector.( *ReplicationCoordinator).Run:80) finish full s
ync, start incr sync with timestamp: fullBeginTs[1560994443], fullFinishTs[1560994737]

Monitor the MongoShake statusMonitor the MongoShake status
When the incremental data synchronization starts, you can open a command line window to monitor
MongoShake.

cd /root/mongoshake && ./mongoshake-stat --port=9100

Not e Not e  mongoshake-stat  is a Python script. Before you run the script, make sure that Python
2.7 is installed. For more information, visit  Python official website.

The following figure shows sample monitoring information about MongoShake.
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Parameter Description

logs_get/sec The number of oplogs obtained per second.

logs_repl/sec The number of oplogs for replay operations performed per second.

logs_success/sec The number of oplogs for successful replay operations per second.

lsn.time The time when the last oplog was sent.

lsn_ack.time The time when the destination database acknowledges the write operation.

lsn_ckpt.t ime The time when the last checkpoint was generated.

now.time The current t ime.

replset The name of the replica set instance where the source database resides.

AppendixAppendix

All parameters in the collector.conf fileAll parameters in the collector.conf file

Section Parameter Description Example

N/A conf.version
The version number of the
configuration file. Do not change
the value.

 conf.version = 4 

id

The ID of the synchronization task.
This value is customizable. The
global configuration includes the
log file name, the name of the
database that stores the checkpoint
information, and the name of the
destination database.

 id = mongoshake 
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master_quo
rum

Specifies whether the MongoShake
node is the active node in high
availability scenarios. If you use the
active MongoShake node and
standby MongoShake node to
synchronize data from the same
database, you must set this

parameter to  true  for the active
MongoShake node.

Valid values:

true

false

Not e Not e The default value
is false.

 master_quorum = false 

full_sync.ht
tp_port

The HTTP port used to view the
status of full data synchronization
in MongoShake over the Internet.

Not e Not e The default value
is 9101.

 full_sync.http_port = 9101 

incr_sync.ht
tp_port

The HTTP port used to view the
status of incremental data
synchronization in MongoShake over
the Internet.

Not e Not e The default value
is 9100.

 incr_sync.http_port = 9100 

system_pro
file_port

The profiling port used to view
internal stack information.  system_profile_port = 9200 

Section Parameter Description Example
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log.level

The level of the logs to be
generated. Valid values:

error: generates logs that
contain error messages.

warning: generates logs that
contain warnings.

info: generates logs that indicate
system status.

debug: generates logs that
contain debugging information.

The default value is info.

 log.level = info 

log.dir

The directory where the log file and
PID file are stored. If you do not
specify a value, the log file and PID
file are stored in the logs directory
in the working directory.

Not e Not e This parameter
must be set to an absolute
path.

 log.dir = ./logs/ 

log.file

The name of the log file. This value
is customizable.

Not e Not e The default value
is collector.log.

 log.file = collector.log 

log.flush

Specifies whether to display every
log entry on the screen. Valid
values:

true: Every log entry is displayed
on the screen. This ensures that
no log entry is missing on the
screen but compromises the
performance.

false: Not every log entry is
displayed on the screen. This
ensures the performance but
some log entries may be missing
on the screen.

Not e Not e The default value
is false.

 log.flush = false 

Section Parameter Description Example
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sync_mode

The data synchronization method.
Valid values:

all: performs both full data
synchronization and incremental
data synchronization.

full: performs only full data
synchronization.

incr: performs only incremental
data synchronization.

Not e Not e The default value
is incr.

 sync_mode = all 

mongo_urls

The connection string URI of the
source ApsaraDB for MongoDB
instance.

Not eNot e

We recommend that
you use a VPC endpoint
to minimize network
latency.

For more information
about the format of a
connection string URI,
see Overview of replica
set instance
connections or
Overview of sharded
cluster instance
connections.

 mongo_urls =
mongodb://root:Ftxxxxxx@dds-
bpxxxxxxxx.mongodb.rds.aliyuncs.c
om:3717,dds-
bpxxxxxxxx.mongodb.rds.aliyuncs.c
om:3717 

mongo_cs_
url

The endpoint of the Configserver
node. If the source ApsaraDB for
MongoDB instance is a sharded
cluster instance, you must specify
this parameter. For more
information about how to apply for
an endpoint for a Configserver
node, see Apply for a connection
string of a shard or Configserver
node.

 mongo_cs_url =
mongodb://root:Ftxxxxxx@dds-
bpxxxxxxxx-
csxxx.mongodb.rds.aliyuncs.com:3
717,dds-bpxxxxxxxx-
csxxx.mongodb.rds.aliyuncs.com:3
717/admin 

Section Parameter Description Example
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Global
configuratio
n options

mongo_s_u
rl

The endpoint of the Mongos node.
If the source ApsaraDB for MongoDB
instance is a sharded cluster
instance, you must specify this
parameter. You must specify the
endpoint of at least one Mongos
node. Separate the endpoints of
multiple Mongos nodes with
commas (,). For more information
about how to apply for an endpoint
for a Mongos node, see Apply for a
connection string of a shard or
Configserver node.

 mongos_s_url =
mongodb://root:Ftxxxxxx@s-
bpxxxxxxxx.mongodb.rds.aliyuncs.c
om:3717,s-
bpxxxxxxxx.mongodb.rds.aliyuncs.c
om:3717/admin 

tunnel

The type of the tunnel used for
synchronization. Valid values:

direct: directly synchronizes data
to the destination ApsaraDB for
MongoDB instance.

rpc: synchronizes data by using
NET/RPC.

tcp: synchronizes data by using
TCP.

file: synchronizes data by
transferring files.

kafka: synchronizes data by using
Kafka.

mock: only used for testing
without writ ing data to the
tunnel.

Not e Not e Th default value is
direct.

 tunnel = direct 

Section Parameter Description Example
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tunnel.addr
ess

The address used to connect to the
destination ApsaraDB for MongoDB
instance through the tunnel.

If the tunnel parameter is set to  
direct , set the value to the
connection string URI of the
destination ApsaraDB for
MongoDB instance.

If the tunnel parameter is set to  
rpc , set the value to the receiver
socket address used in the RPC
connection to the destination
ApsaraDB for MongoDB instance.

If the tunnel parameter is set to  
tcp , set the value to the receiver
socket address used in the TCP
connection to the destination
ApsaraDB for MongoDB instance.

If the tunnel parameter is set to  
file , set the value to the file
path in the destination ApsaraDB
for MongoDB instance.

If the tunnel parameter is set to  
kafka , set the value to the
broker server addresses of Kafka.

Example:  topic@brokers1,brok
ers2 .

If the tunnel parameter is set to  
mock , you do not need to set
this parameter.

 tunnel.address =
mongodb://root:Ftxxxxxx@dds-
bpxxxxxxxx.mongodb.rds.aliyuncs.c
om:3717,dds-
bpxxxxxxxx.mongodb.rds.aliyuncs.c
om:3717 

Section Parameter Description Example
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tunnel.mess
age

The type of the data to be written
to the tunnel. This parameter takes
effect only when the tunnel

parameter is set to  kafka  or

 file . Valid values:

raw: writes data in the original
format. The data is aggregated
in batches to be written or read
at a t ime.

json: writes data to Kafka in the  
JSON  format so that the data
can be directly read.

bson: writes data to Kafka in the

Binary JSON (  BSON ) format.

Not e Not e The default value
is raw.

 tunnel.message = raw 

mongo_con
nect_mode

The type of the node from which
MongoShake pulls data. This
parameter takes effect only when
the tunnel parameter is set to

 direct . Valid values:

primary: pulls data from the
primary node.

secondaryPreferred: pulls data
from a secondary node.

standalone: pulls data from the
single node that is specified.

Not e Not e The default value
is secondaryPreferred.

 mongo_connect_mode =
secondaryPreferred 

Section Parameter Description Example
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filter.names
pace.black

The namespace blacklist  for data
synchronization. The specified
namespaces are not synchronized
to the destination database.
Separate multiple namespaces with
semicolons (;).

Not e Not e A namespace is
the standard name of a
collection or index in ApsaraDB
for MongoDB. It  is the
combination of a database
name and a collection or index
name. Example:

 mongodbtest.customer .

 filter.namespace.black =
mongodbtest.customer;testdata.te
st123 

filter.names
pace.white

The whitelist  for data
synchronization. Only the specified
namespaces are synchronized to
the destination database. Separate
multiple namespaces with
semicolons (;).

 filter.namespace.white =
mongodbtest.customer;test123 

filter.pass.s
pecial.db

The special database from which
you want to synchronize data to the
destination database. You can
specify multiple special databases.
By default, the data in special
databases such as admin, local,
mongoshake, config, and
system.views is not synchronized.
You can set this parameter to
synchronize data from special
databases. Separate multiple
database names with semicolons
(;).

 filter.pass.special.db =
admin;mongoshake 

filter.ddl_en
able

Specifies whether to synchronize
DDL operations. Valid values:

true

false

Not e Not e If the source
ApsaraDB for MongoDB instance
is a sharded cluster instance,
you cannot set this parameter
to true.

 filter.ddl_enable = false 

Section Parameter Description Example
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checkpoint.
storage.url

The storage location of
checkpoints, which are used for
resumable upload. If you do not set
this parameter, MongoShake writes
checkpoints to the following
databases based on the type of the
source ApsaraDB for MongoDB
instance:

Replica set instance: MongoShake
writes checkpoints to the
mongoshake database.

Sharded cluster instance:
MongoShake writes checkpoints
to the admin database on the
Configserver node.

 checkpoint.storage.url =
mongodb://root:Ftxxxxxx@dds-
bpxxxxxxxx.mongodb.rds.aliyuncs.c
om:3717,dds-
bpxxxxxxxx.mongodb.rds.aliyuncs.c
om:3717 

checkpoint.
storage.db

The name of the database that
stores checkpoints.

Not e Not e The default value
is mongoshake.

 checkpoint.storage.db =
mongoshake 

checkpoint.
storage.coll
ection

The name of the collection that
stores checkpoints. If you use the
active MongoShake node and
standby MongoShake node to
synchronize data from the same
database, you can change this
collection name to avoid the
conflict  caused by duplicate
collection names.

Not e Not e The default value
is ckpt_default.

 checkpoint.storage.collection =
ckpt_default 

checkpoint.
start_positi
on

The start posit ion for resumable
upload. If a checkpoint exists, this
parameter is invalid. Set the value in
the following format:

 YYYY-MM-DDTHH:MM:SSZ .

Not e Not e The default value
is 1970-01-01T00:00:00Z.

 checkpoint.start_position = 1970-
01-01T00:00:00Z 

Section Parameter Description Example
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transform.n
amespace

The rule for renaming the source
database or collection in the
destination database. For example,
you change the database name and

collection name from  Database
A.Collection B  to  Database
C.Collection D  in the destination
database.

 transform.namespace =
fromA.fromB:toC.toD 

Full data
synchroniza
tion options

full_sync.re
ader.collect
ion_parallel

The maximum number of
collections that can be concurrently
pulled by MongoShake at a t ime.

 full_sync.reader.collection_parall
el = 6 

full_sync.re
ader.write_
document_
parallel

The number of concurrent threads
used by MongoShake to write a
collection.

 full_sync.reader.write_document
_parallel = 8 

full_sync.re
ader.docum
ent_batch_s
ize

The number of documents to be
written to the destination ApsaraDB
for MongoDB instance at a t ime. For
example, a value of 128 indicates
that 128 documents are written to
the destination ApsaraDB for
MongoDB instance at a t ime.

 full_sync.reader.document_batch
_size = 128 

full_sync.co
llection_exis
t_drop

Specifies whether to delete the
collections in the destination
database that have the same
names as the source collections
before synchronization. Valid
values:

true: deletes the collections in
the destination database that
have the same names as the
source collections before
synchronization.

Warning Warning This option
deletes collections in the
destination database.
Therefore, back up data in
the destination database in
advance.

false: returns an error message
and exits if a collection in the
destination database has the
same name as a source
collection.

 full_sync.collection_exist_drop =
true 

Section Parameter Description Example
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full_sync.cr
eate_index

Specifies whether to create indexes
after the synchronization is
complete. Valid values:

foreground: Indexes are created
in the foreground.

background: Indexes are created
in the background.

none: No indexes are created.

 full_sync.create_index = none 

full_sync.ex
ecutor.inser
t_on_dup_u
pdate

Specifies whether to change an

 INSERT  statement to an

 UPDATE  statement if a document
in the destination database has the

same  _id  value as the source
document. Valid values:

true

false

 full_sync.executor.insert_on_dup
_update = false 

full_sync.ex
ecutor.filter
.orphan_do
cument

Specifies whether to filter out
orphaned documents if the source
ApsaraDB for MongoDB instance is a
sharded cluster instance. Valid
values:

true

false

 full_sync.executor.filter.orphan_d
ocument = false 

full_sync.ex
ecutor.majo
rity_enable

Specifies whether to enable the
majority write feature in the
destination ApsaraDB for MongoDB
instance. Valid values:

true

false

 full_sync.executor.majority_enabl
e = false 

incr_sync.m
ongo_fetch
_method

The method used to pull
incremental data. Valid values:

oplog: pulls oplogs from the
source database.

change_stream: pulls change
events from the source database.
Only MongoDB 4.0 or later
supports this method.

The default value is oplog.

 incr_sync.mongo_fetch_method =
oplog 

Section Parameter Description Example
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Incremental
data
synchroniza
tion options

incr_sync.op
log.gids

The global ID used to implement
two-way replication for ApsaraDB
for MongoDB clusters. You can
apply for global IDs by submitting a
ticket.

 incr_sync.oplog.gids =
xxxxxxxxxxxx 

incr_sync.sh
ard_key

The method used to distribute
concurrent requests to internal
worker threads. Do not modify this
parameter value.

 incr_sync.shard_key = collection 

incr_sync.w
orker

The number of concurrent threads
that transmit oplogs. If the
performance of your ECS instance is
sufficient, you can increase the
number of concurrent threads.

Not e Not e If the source
ApsaraDB for MongoDB instance
is a sharded cluster instance,
the number of concurrent
threads must be equal to the
number of shard nodes.

 incr_sync.worker = 8 

incr_sync.w
orker.oplog
_compresso
r

Specifies whether to decompress
data to reduce network bandwidth
usage. Valid values:

none: No data is compressed.

gzip: Data is compressed in the
GZIP format.

zlib: Data is compressed in the
ZLIB format.

deflate: Data is compressed in
the DEFLATE format.

Not e Not e This parameter
takes effect only when the
tunnel parameter is not set to

 direct . If the tunnel

parameter is set to  direct ,

set the value to  none .

 incr_sync.worker.oplog_compress
or = none 

Section Parameter Description Example

User Guide··Dat a migrat ion and sync
hronizat ion

ApsaraDB for MongoDB

205 > Document  Version: 20210205

https://workorder.console.aliyun.com/#/ticket/list


incr_sync.ta
rget_delay

The time delayed for synchronizing
data between the source and
destination ApsaraDB for MongoDB
instances. By default, changes in the
source database are synchronized
to the destination database in real
time. To avoid invalid operations,
you can set this parameter to delay
the synchronization. For example, if

you set  incr_sync.target_delay 
to 1800, the synchronization is
delayed for 30 minutes. Unit:
seconds.

Not e Not e A value of 0
indicates that data is
synchronized in real t ime.

 incr_sync.target_delay = 1800 

incr_sync.w
orker.batch
_queue_size

The parameters for configuring
internal queues in MongoShake. Do
not modify the settings of these
parameters unless otherwise
required.

 incr_sync.worker.batch_queue_si
ze = 64 

incr_sync.ad
aptive.batc
hing_max_si
ze

 incr_sync.adaptive.batching_max
_size = 1024 

incr_sync.fe
tcher.buffer
_capacity

 incr_sync.fetcher.buffer_capacity
= 256 

incr_sync.ex
ecutor.upse
rt

Specifies whether to change an

 UPDATE  statement to an

 INSERT  statement if no
document in the destination

database has the same  _id  value
or unique index as the source
document. Valid values:

true

false

 incr_sync.executor.upsert = false 

Section Parameter Description Example
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Direct
tunnel
options
(This
section
takes effect
only when
the tunnel
parameter
is set to

 direct .)

incr_sync.ex
ecutor.inser
t_on_dup_u
pdate

Specifies whether to change an

 INSERT  statement to an

 UPDATE  statement if a document
in the destination database has the

same  _id  value or unique index as
the source document. Valid values:

true

false

 incr_sync.executor.insert_on_dup
_update = false 

incr_sync.co
nflict_write
_to

Specifies whether to record
conflicting documents if data write
conflicts occur during the
synchronization. Valid values:

none: Conflict  documents are not
recorded.

db: Conflict  logs are written to
the mongoshake_conflict
database.

sdk: Conflict  logs are written to
an SDK.

 incr_sync.conflict_write_to =
none 

incr_sync.ex
ecutor.majo
rity_enable

Specifies whether to enable the
majority write feature in the
destination ApsaraDB for MongoDB
instance. Valid values:

true

false

Not e Not e The majority write
feature may compromise the
performance.

 incr_sync.executor.majority_enab
le = false 

Section Parameter Description Example

FAQFAQ
For frequently asked questions about MongoShake, visit  FAQ.

This topic describes how to use MongoShake to synchronize data among ApsaraDB for MongoDB
instances after a buffer period.

PrerequisitesPrerequisites

14.6.2. Use MongoShake to implement delayed14.6.2. Use MongoShake to implement delayed
synchronization among ApsaraDB for MongoDBsynchronization among ApsaraDB for MongoDB
instancesinstances
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The MongoShake version must be 2.4.6 or later. For more information, visit  the MongoShake releases
page.

ContextContext
If  you use MongoShake to synchronize data among mult iple instances in real t ime, MongoShake
synchronizes misoperations on the primary instance to the secondary instances. In this case, you must
restore data of the secondary instances to undo the misoperations. To resolve this issue, a parameter is
added to MongoShake version 2.4.6 to allow delayed synchronization. This feature provides a buffer
period for data synchronization among ApsaraDB for MongoDB instances. If  a misoperation is
performed on the primary instance, you can disable synchronization during the buffer period and
migrate your workloads to a secondary instance to which the incorrect  data is not synchronized.

Not e Not e This topic describes how to use the  incr_sync.target_delay  parameter. For more
information about how to use MongoShake, see Use MongoShake to implement one-way
synchronization between ApsaraDB for MongoDB replica set  instances.

PreparationsPreparations
1. For best  synchronization performance, make sure that the source ApsaraDB for MongoDB replica

set  instance resides in a VPC. If  the source instance resides in the classic network, switch the
network type to VPC. For more information, see Switch the network type of an ApsaraDB for MongoDB
instance.

2. Create an ApsaraDB for MongoDB replica set  instance as the synchronization dest ination. Select
the same VPC as the one used by the source ApsaraDB for MongoDB replica set  instance to
minimize network latency. For more information, see 创建副本集实例.

3. Create an ECS instance to run MongoShake. Select  the same VPC as the one used by the source
ApsaraDB for MongoDB instance to minimize network latency. For more information, see Create an
ECS instance.

4. Add the private IP address of the ECS instance to the whitelists of the source and dest ination
ApsaraDB for MongoDB instances. Make sure that the ECS instance can connect to the source and
destination ApsaraDB for MongoDB instances. For more information, see Configure a whitelist  or an
ECS security group for an ApsaraDB for MongoDB instance.

Not e Not e If  the network type does not meet the preceding requirements, you can apply for
public endpoints for the source and dest ination ApsaraDB for MongoDB instances. Then, add the
public IP address of the ECS instance to the whitelists of the source and dest ination ApsaraDB for
MongoDB instances. This way, you can synchronize data by using the Internet. For more information,
see Apply for a public endpoint  for an ApsaraDB for MongoDB instance and Configure a whitelist  or
an ECS security group for an ApsaraDB for MongoDB instance.

Configure delayed synchronization among ApsaraDB for MongoDBConfigure delayed synchronization among ApsaraDB for MongoDB
instancesinstances
The following example uses an Ubuntu Elast ic Compute Service (ECS) instance to describe how to
configure delayed synchronization among ApsaraDB for MongoDB instances. For more information, see .

1. Log on to the ECS instance.

2. Run the following command to download the MongoShake program:
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wget <Download address of the latest MongoShake package>

Example:

wget https://github.com/alibaba/MongoShake/releases/download/release-v2.0.7-20190817/mongo-sha
ke-2.0.7.tar.gz

Not e Not e The download address of the latest  MongoShake package is listed on the
MongoShake releases page.

3. Run the following command to decompress the MongoShake package:

tar xvf <Name of the MongoShake package>

Example:

tar xvf mongoshake-2.0.tar.gz

4. Run the  vi collector.conf  command to configure MongoShake. For information about the

configuration parameters, see MongoShake parameters. Find the  incr_sync.target_delay  parameter
in the collector.conf file and set  this parameter based on your needs. The unit  is seconds. In this
example, the buffer period is set  to 1,800 seconds.

incr_sync.target_delay = 1800

5. Save and close the collector.conf file to complete the configuration.

6. Run the following command to start  synchronization based on the collector.conf file and print  the
logs.

./collector.linux -conf=collector.conf -verbose

Not e Not e MongoShake synchronizes changes in the primary instance to secondary instances
30 minutes after the changes.

Perform a switchover between the primary instance and a secondaryPerform a switchover between the primary instance and a secondary
instance after a misoperationinstance after a misoperation
When you perform create, read, update, and delete (CURD) operations on the primary instance, a
misoperation may occur. For example, a statement is executed to write unwanted data to the primary
instance. To respond to a misoperation, you can follow these steps to migrate your workloads to a
secondary instance to which the incorrect  data is not synchronized.

1. Query the operation logs of the primary ApsaraDB for MongoDB instance to identify the t ime when
the misoperation occurred. For example, you can run the following command to query all operation
logs that were generated from June 1, 2020 to June 2, 2020. For more information about how to
query operation logs, see MongoDB official documentation.
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use local#Switch to the local database.
db.oplog.rs.find({"o.createTime": {$gte:new Date(2020,6,1),$lte:new Date(2020,6,2)}}) #Query operatio
n logs based on the specified conditions.

2. Run the following Restful API command to inject  the ExitPoint  parameter to MongoShake to
terminate the MongoShake program at a specified t ime.

curl -X POST --data '{"ExitPoint": <UNIX timestamp>}' <MongoShake server ID>:<Port number>/sentinel/
options

Example:

curl -X POST --data '{"ExitPoint": 1593534600}' 127.0.0.1:9100/sentinel/options

Not e Not e The string  1593534600  is a UNIX t imestamp that indicates 16:30:00 June 30, 2020.
MongoShake automatically exits at  the specified t ime.

3. Run the  vi collector.conf  command to open the configuration file and exchange the IP addresses
of the primary instance and the secondary instance. For more information, see Use MongoShake to
implement one-way synchronization between ApsaraDB for MongoDB replica set instances.

4. Run the following command to restart  synchronization based on the collector.conf file and print
the logs.

./collector.linux -conf=collector.conf -verbose

5. Migrate your workloads to the new primary instance to complete the switchover operation.

Monitor the MongoShake statusMonitor the MongoShake status
For more information, see Monitor the MongoShake status.
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This topic describes how to configure automatic backup for an ApsaraDB for MongoDB instance.
ApsaraDB for MongoDB can automatically back up data based on the default  backup policy or the
backup policy you specify.

Usage notesUsage notes
If  the database version of an instance is 3.2 or 3.4, the number of collect ions and indexes in the
instance cannot exceed 10,000. Otherwise, physical backup may fail. If  you want to increase this limit ,
we recommend that you upgrade MongoDB versions to 4.0 or later. Alternatively, you can select  the
database version 4.0 or 4.2 when you create the instance. For more information, see Upgrade
MongoDB versions.

After the database version is upgraded, the backup files of the original version cannot be used to
restore data of the new version.

Automatic backupAutomatic backup
ApsaraDB for MongoDB stores backup files in Object  Storage Service (OSS) to reduce the storage
usage of ApsaraDB for MongoDB instances.

Standalone instances can use only snapshot backup, which affects their I/O performance in the
backup process.

Not e Not e Snapshot backup retains the status of disk data at  a specific point  in t ime.

Replica set  and sharded cluster instances support  physical backup.

Not e Not e With physical backup, all physical database files in an ApsaraDB for MongoDB
instance are backed up. Physical backup runs on the hidden node of an ApsaraDB for MongoDB
instance, and does not affect  the I/O performance of the primary and secondary nodes. If  the
data volume is large, backing up your ApsaraDB for MongoDB instance may require a long t ime.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Backup and RecoveryBackup and Recovery.

6. Click Backup Set t ingsBackup Set t ings.

15.Data backup15.Data backup
15.1. Configure automatic backup for an15.1. Configure automatic backup for an
ApsaraDB for MongoDB instanceApsaraDB for MongoDB instance
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7. In the dialog box that appears, configure the following parameters.

Parameter Description

Ret ent ion DaysRet ent ion Days
The number of days for which you want to retain backup data. It
can only be seven days.

Backup T imeBackup T ime
The hour at which you want to perform the backup task. We
recommend that you select an off-peak hour.

Day of  WeekDay of  Week The backup cycle. You can select one or more days in a week.

8. Click OKOK.

ReferencesReferences
Restoration solution overview

15.2. Manually back up an ApsaraDB for15.2. Manually back up an ApsaraDB for
MongoDB instanceMongoDB instance

ApsaraDB for MongoDB User Guide··Dat a backup

> Document  Version: 20210205 212

https://www.alibabacloud.com/help/doc-detail/102042.htm#concept-d4y-fgr-3gb


This topic describes how to manually back up an ApsaraDB for MongoDB instance. ApsaraDB for
MongoDB supports both automatic backup and manual backup. You can configure a backup policy for
the system to automatically back up your ApsaraDB for MongoDB instance based on the backup cycle
you specify.

ImpactsImpacts
ApsaraDB for MongoDB stores its backup files in Object  Storage Service (OSS) to reduce the storage
usage of ApsaraDB for MongoDB instances.

Standalone instances support  only snapshot backup, which decreases their I/O performance.

Physical backup and logical backup run on the hidden nodes of replica set  instances, and do not
affect  the performance of the primary and secondary nodes. If  the data volume is large, backing up
your ApsaraDB for MongoDB instance may require a long t ime.

After the database version is upgraded, the backup files of the original version cannot be used to
restore data of the new version.

Backup methodsBackup methods
Snapshot backup: The status of disk data at  a specific point  in t ime is retained.

Physical backup: Physical database files of an ApsaraDB for MongoDB instance are backed up. This
method provides faster backup and restoration compared with logical backup.

Logical backup: mongodump is used to logically back up each database. Logical backup restores
data in the form of playback commands during restoration.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the upper-right corner of the page, click Backup Inst anceBackup Inst ance.

6. In the dialog box that appears, specify Backup Met hodBackup Met hod.

Not eNot e

If the instance is a standalone instance, you can select  only Snapshot  BackupSnapshot  Backup.

If  the instance is a replica set  or sharded cluster instance, you can select  LogicalLogical
BackupBackup or Physical BackupPhysical Backup.

User Guide··Dat a backup ApsaraDB for MongoDB

213 > Document  Version: 20210205

file:///home/admin/icms-dita-ot-worker/target/~~31817~~
https://mongodb.console.aliyun.com/


7. Click OKOK.

ReferencesReferences
Restoration solution overview
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The data restoration feature of ApsaraDB for MongoDB can minimize any losses caused by incorrect
operations on databases. ApsaraDB for MongoDB provides many data restoration solut ions to meet
requirements in different scenarios.

Restore data to ApsaraDB for MongoDB instancesRestore data to ApsaraDB for MongoDB instances

Method Instance type Scenario Remarks

Create an
instance from a
backup

Standalone or replica
set instance

Applicable to the
scenarios where
the entire instance
is restored and
data timeliness is
not a key
requirement.

A new instance is created based on
the backup data and data is restored
to the new instance.

Not eNot e

The created instance will
be billed. For more
information, see Billing
items and pricing.

To ensures better
performance and stability
of the instance, the
system will upgrade the
minor version to the
latest version by default If
the minor version of your
instance expires or is not
included in the
maintenance list  and the
instance is upgraded,
migrated, changed,
Created from a backup,
Created by point-in-time,
or performed Restore
data to a new ApsaraDB
for MongoDB instance.

Create an
instance based
on a point in
time

Replica set or
sharded cluster
instance

Applicable to the
scenarios where
multiple databases
or the entire
instance is
restored. The data
at a specified point
in t ime will be
restored.

Restore data to
a new ApsaraDB
for MongoDB
instance

Replica set instance

Applicable to the
scenarios where
one or more
databases are
quickly restored.
For example, a
data set or
document is
deleted by
mistake.

Restore backup
data to the
current instance

Replica set instance
(three-node)

N/A

Restoring data directly to the current
instance poses high risks. We
recommend that you restore the data
by using the following feature:
Restore data to a new ApsaraDB for
MongoDB instance by point in t ime or
Create an instance from a backup.
After the data is validated, migrate
the data back to the original instance
through DTS.

16.Data recovery16.Data recovery
16.1. Restoration solution overview16.1. Restoration solution overview
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Restore data to user-created databasesRestore data to user-created databases
You can download backup files of ApsaraDB for MongoDB to your server and recover the data to a
user-created database. This feature is applicable to scenarios such as business test ing or data analysis.

Method Instance type

Restore logical backup files of ApsaraDB for
MongoDB to user-created databases

Replica set instance

Restore physical backup files of ApsaraDB for
MongoDB to user-created databases

Replica set instance

This topic describes how to restore one or more databases of an ApsaraDB for MongoDB instance to a
new ApsaraDB for MongoDB instance by using a backup created at  a specific point  in t ime. This method
is ideal for quick data restoration.

Background informationBackground information
Instances created after March 26, 2019 support  the restoration of one or more databases. For
information about when this feature will be available to instances created before March 26, 2019,
follow the official website.

PrerequisitesPrerequisites
The instance is created after March 26, 2019.

The instance is located in the China (Qingdao), China (Beijing), China (Zhangjiakou), China (Hohhot),
China (Hangzhou), China (Shanghai), China (Shenzhen), or Singapore (Singapore) region.

The instance is a replica set  instance.

The MongoDB version of the instance is 3.4, 4.0, or 4.2.

Not eNot e

If the MongoDB version of the instance is earlier than required versions, you must upgrade
the database version. For more information, see Upgrade MongoDB versions.

After the MongoDB version is upgraded, the backup files of the original version cannot be
used to restore data of the new version.

The storage engine of the instance is WiredTiger.

The backup file list  of the instance contains the backup files of the databases you want to restore.

PrecautionsPrecautions
You can restore databases only from physical backups.

The t ime required varies based on factors such as the data volume, task queue status, and network
condit ions. When the status of the new instance changes to RunningRunning, the restoration is complete.

16.2. Restore data to a new ApsaraDB for16.2. Restore data to a new ApsaraDB for
MongoDB instanceMongoDB instance
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BillingBilling
When you restore one or more databases, the system creates an instance and you are charged for the
new instance. For more information, see Billing items and pricing.

Not e Not e If  you want to restore the databases to a pay-as-you-go instance, make sure that your
account has sufficient  balance.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Backup and RecoveryBackup and Recovery.

6. On the Backup and RecoveryBackup and Recovery page, click Creat e Inst ance By T ime PointCreat e Inst ance By T ime Point .

7. In the Create Instance By Time Point  panel, configure the following parameters.

Parameter Description

Select recovery t ime
point

Select a point in t ime from which you want to restore data. You can select a
time point from the last seven days.

Not e Not e The time you select must be earlier than the current t ime
and later than the t ime when the source instance was created.
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Select databases to
recover

All Dat abasesAll Dat abases : If you select this option, all databases in the source
instance are restored.

Select  Dat abasesSelect  Dat abases : If you select this option, only selected databases are
restored.

You can directly select the databases you want to restore, or click Ent erEnt er
Dat abasesDat abases  to enter the names of the databases.

Not e Not e If you want to restore more than one database,
separate the database names with commas (,) when you enter them.

Parameter Description

8. Click OKOK.

9. On the instance buy page, select  a billing method for the new instance.

Not eNot e

Subscript ion: You must pay for the subscript ion when you create an instance. This
method is more cost-effect ive than the pay-as-you-go method. We recommend that
you select  this method for long-term use. A longer subscript ion period enables a larger
discount.

Pay-as-you-go: You are billed on an hourly basis based on the used resources. We
recommend that you select  this billing method for short-term use. You can reduce costs
by releasing your pay-as-you-go instance if  it  is no longer needed.

10. Configure the new instance. For more information, see 创建副本集实例.

Not eNot e

You cannot change RegionRegion, Dat abase VersionDat abase Version, St orage EngineSt orage Engine, or Replicat ionReplicat ion
Fact orFact or for the new instance.

To make sure that the new instance has sufficient  space for restoration, we recommend
that you set  the storage capacity larger than or equal to that of the source instance.

11. Click Buy NowBuy Now.

12. On the Conf irm OrderConf irm Order page, read and select  ApsaraDB f or MongoDB Agreement  of  ServiceApsaraDB f or MongoDB Agreement  of  Service,
and complete the payment.

This topic describes how to create a new ApsaraDB for MongoDB instance from a backup. You can use
this method to restore data or verify data in instance backups.

PrerequisitesPrerequisites
The source instance is a standalone instance or a replica set  instance.

The selected backup was created in the last  seven days.

16.3. Create an instance from a backup16.3. Create an instance from a backup
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PrecautionPrecaution
To ensures better performance and stability of the instance, the system will upgrade the minor version
to the latest  version by default  If  the minor version of your instance expires or is not included in the
maintenance list  and the instance is upgraded, migrated, changed, Created from a backup, Created by point-
in-time, or performed Restore data to a new ApsaraDB for MongoDB instance.

BillingBilling
If  you create an instance from a backup, you are charged for the new instance. For more information,
see Billing items and pricing.

Not e Not e To create a pay-as-you-go instance, make sure that your account has sufficient
balance.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Backup and RecoveryBackup and Recovery.

6. Find the target backup file. On the right side of the backup file, choose

> > Creat e Inst ance f rom Backup PointCreat e Inst ance f rom Backup Point .

Not e Not e If  you have upgraded the database version, you cannot use the backup files of the
earlier database version to restore data.

7. In the dialog box that appears, configure the following parameters:

All Dat abasesAll Dat abases: restores data of all databases in the source instance to the target instance.

Select  Dat abasesSelect  Dat abases: restores data of some databases in the source instance to the target
instance.

You can select  the databases that you want to restore or click Ent er Dat abasesEnt er Dat abases to enter the
names of the databases.

Not e Not e If  you enter the names of the databases, separate the database names with
commas (,).

8. On the Instance Purchase page, select  a billing method for the new instance.
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Not eNot e

Subscript ion: You must pay for an instance when you create it . This method is more
cost-effect ive than the pay-as-you-go method. We recommend that you select  this
method for long-term use. A longer subscript ion period enables a larger discount.

Pay-as-you-go: You are billed on an hourly basis based on the used resources. We
recommend that you select  this billing method for short-term use. You can reduce costs
by releasing your pay-as-you-go instance if  it  is no longer needed.

9. Configure the new instance. For more information, see 创建副本集实例.

Not eNot e

You cannot modify RegionRegion, Dat abase VersionDat abase Version, St orage EngineSt orage Engine, and Replicat ionReplicat ion
Fact orFact or for the new instance.

We recommend that you select  a storage capacity that is no smaller than the storage
capacity of the source instance. This ensures that the new instance has sufficient  space
to store the data restored from the source instance.

10. Click Buy NowBuy Now.

11. Read and select  ApsaraDB f or MongoDB Agreement  of  ServiceApsaraDB f or MongoDB Agreement  of  Service, and pay for the order.

Not e Not e The t ime required to restore data to a new instance from a backup varies
depending on factors such as the data volume, the task priority in the task queue, and network
condit ions. When the new instance enters the RunningRunning state, the restoration is complete.

This topic describes how to restore data to a new ApsaraDB for MongoDB instance by point  in t ime. This
method is ideal for data restoration and verificat ion.

PrerequisitesPrerequisites
The source instance is a replica set  or sharded cluster instance.

You can select  a point  in t ime only from the last  seven days.

BillingBilling
This method creates an instance and you are charged for the new instance. For more information, see
Billing items and pricing.

Not e Not e If  you want to restore data to a pay-as-you-go instance, make sure that your account
has sufficient  balance.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

16.4. Restore data to a new ApsaraDB for16.4. Restore data to a new ApsaraDB for
MongoDB instance by point in timeMongoDB instance by point in time

ApsaraDB for MongoDB User Guide··Dat a recovery

> Document  Version: 20210205 220

https://www.alibabacloud.com/help/doc-detail/26572.htm#task-hwt-zlx-p2b
https://www.alibabacloud.com/help/doc-detail/54285.htm#concept-jww-bny-32b
https://mongodb.console.aliyun.com/


2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances, or Sharded Clust er Inst ancesSharded Clust er Inst ances
based on the instance type.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Backup and RecoveryBackup and Recovery.

6. On the Backup and RecoveryBackup and Recovery page, click Creat e Inst ance By T ime PointCreat e Inst ance By T ime Point .

7. In the Creat e Inst ance By T ime PointCreat e Inst ance By T ime Point  panel, select  a t ime point  for restoration and select  one of
the following options:

All Dat abasesAll Dat abases: restores data of all databases in the source instance to the dest ination
instance.

Select  Dat abasesSelect  Dat abases: restores data of some databases in the source instance to the dest ination
instance.

You can select  the databases that you want to restore or click Ent er Dat abasesEnt er Dat abases to enter the
names of the databases.

Not eNot e

If you enter the names of the databases, separate the database names with commas
(,).

To ensure data integrity and accuracy, do not select  the latest  point  in t ime (usually
the latest  hour) if  the instance is a sharded cluster instance. Otherwise, restoration
fails.

After the database version is upgraded, the backup files of the original version
cannot be used to restore data of the new version.

8. Click OKOK.

9. On the instance buy page, select  a billing method for the new instance.

Not eNot e

Subscript ion: You must pay for the subscript ion when you create an instance. This
method is more cost-effect ive than the pay-as-you-go method. We recommend that
you select  this method for long-term use. A longer subscript ion period enables a larger
discount.

Pay-as-you-go: You are billed on an hourly basis based on the used resources. We
recommend that you select  this billing method for short-term use. You can reduce costs
by releasing your pay-as-you-go instance after you no longer need it .

10. Configure the new instance. For more information, see 创建副本集实例 or 创建分片集群实例.
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Not eNot e

Replica set  instance: The storage capacity of the new instance must be larger than or
equal to that of the source instance.

Sharded cluster instance:

The number of shard nodes in the new instance must be larger than or equal to
that in the source instance.

The storage capacity of each shard node in the new instance must be larger
than or equal to those in the source instance.

11. Click Buy NowBuy Now.

12. Read and select  ApsaraDB f or MongoDB Agreement  of  ServiceApsaraDB f or MongoDB Agreement  of  Service and complete the payment.

Not e Not e The t ime required to restore data to a new instance by backup set  varies based on
factors such as the data volume, task queue status, and network condit ions. When the status
of the new instance changes to RunningRunning, the restoration is complete.

This topic describes how to restore data to the current ApsaraDB for MongoDB instance. This helps
minimize the data loss caused by incorrect  operations.

PrerequisitePrerequisite
The instance is a replica set  instance with three nodes.

Background informationBackground information
The t ime required to restore data to your current instance varies depending on factors such as the
data volume, task queue status, and network condit ions. When the status of the instance changes to
RunningRunning, the restoration is complete.

If  you restore data to your current instance, all exist ing data is overwritten and cannot be restored.

Warning Warning This operation is risky. We recommend that you restore data to a new ApsaraDB
for MongoDB instance by point  in t ime or backup set. Then, verify the data, and migrate the data
back to the source instance by using Data Transmission Service (DTS). For more information, see
Restore data to a new ApsaraDB for MongoDB instance by point  in t ime or Create an instance
from a backup.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances.

16.5. Restore data to the current ApsaraDB16.5. Restore data to the current ApsaraDB
for MongoDB instancefor MongoDB instance
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4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Backup and RecoveryBackup and Recovery.

6. On the Backup and RecoveryBackup and Recovery page, find the backup set  and choose

> > Dat a RollbackDat a Rollback in the Act ions column.

Not e Not e If  you have upgraded the database version, you cannot use the backup files of the
earlier database version to restore data.

7. In the Roll Back Inst anceRoll Back Inst ance message, click OKOK.

Not e Not e The instance status becomes Rest oring f rom BackupRest oring f rom Backup after you click OKOK. You can
click Ref reshRef resh in the upper-right corner of the Backup and RecoveryBackup and Recovery page to update the
instance status. The restoration is complete when the instance status changes to RunningRunning.

This topic describes how to restore the data of an ApsaraDB for MongoDB instance to self-managed
MongoDB databases by using logical backup. Data restoration uses the mongorestore command. You
must have created a logical backup and downloaded the logical backup file to the server where you
plan to run the mongorestore command.

PrerequisitesPrerequisites
A replica set  instance with three or more nodes is created.

The ApsaraDB for MongoDB instance and the self-managed MongoDB databases run the same
database version.

ContextContext
Full logical backup uses the mongodump command to back up a database. During the backup process,
you can st ill perform read/write operations on the database.

Not e Not e Full logical backup runs on the hidden node of the ApsaraDB for MongoDB instance.
This does not affect  the read/write performance of the primary and secondary nodes. It  may take a
long t ime to back up a large volume of data.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target

16.6. Restore data of an ApsaraDB for16.6. Restore data of an ApsaraDB for
MongoDB instance to self-managedMongoDB instance to self-managed
MongoDB databases by using logicalMongoDB databases by using logical
backupbackup
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instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances.

4. Find the target instance and click its ID.

5. In the upper-right corner of the page, click Backup Inst anceBackup Inst ance.

6. In the Backup Inst ance Backup Inst ance panel, select  Logical BackupLogical Backup for Backup Met hodBackup Met hod.

7. Click OKOK. Then, wait  for the backup to complete.

8. On the Backup and RecoveryBackup and Recovery page, find the logical backup file and choose

> > DownloadDownload.

9. Copy the downloaded file to the server where you plan to run the mongorestore command.

10. Run the following command to import  the file to self-managed MongoDB databases:

mongorestore -h <hostname> --port <server port> -u <username> -p <password> --drop --gzip --archive
=<backupfile> -vvvv --stopOnError

Parameter descript ion:

<hostname>: the address of the server where the self-managed MongoDB databases reside. If
you also run the mongorestore command on this server, enter 127.0.0.1.

<server port>: the port  number of the self-managed MongoDB databases.

<username>: the username you use to log on to the self-managed MongoDB databases.

<password>: the password of the preceding account.

<backupfile>: the name of the logical backup file you downloaded.

Example:

mongorestore -h 127.0.0.1 --port 27017 -u root -p xxxxxxxx --drop --gzip --archive=hins1111_data_20190
710.ar -vvvv --stopOnError

16.7. Recover physical backup data in a16.7. Recover physical backup data in a
user-created MongoDB instanceuser-created MongoDB instance
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You can download the physical backup data of a replica set  instance based on the backup t ime and
restore the downloaded data to a self-managed MongoDB database.

PrerequisitesPrerequisites
The instance is a replica set  instance.

ContextContext
After you set an automatic backup policy, ApsaraDB for MongoDB performs physical backups for the
replica set  instance on a regular basis.

A physical backup is performed on the hidden node of a replica set  instance. This does not affect  the
I/O performance of the primary and secondary nodes. It  may take a long t ime to back up a large volume
of data.

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the upper-left  corner of the page, select  the resource group and the region of the target
instance.

3. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances.

4. Find the target instance and click its ID.

5. In the left-side navigation pane, click Backup and RecoveryBackup and Recovery.

6. On the Backup and RecoveryBackup and Recovery page, find the physical backup that you want to download. Then,
choose

> > DownloadDownload.

ReferencesReferences
After you download the backup file, you can use it  to restore data to your self-managed databases.
For more information, see 将MongoDB物理备份文件恢复至自建数据库.

16.7.1. Download the physical backup data of a16.7.1. Download the physical backup data of a
replica set instancereplica set instance

User Guide··Dat a recovery ApsaraDB for MongoDB

225 > Document  Version: 20210205

https://www.alibabacloud.com/help/doc-detail/55008.htm#concept-gs1-qrp-dgb
https://mongodb.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/58329.htm#concept-lf5-qxp-5fb


This topic describes how to create a mult i-zone replica set  instance. ApsaraDB for MongoDB provides a
zone-disaster recovery solut ion to ensure the reliability and availability of your replica set  instance. This
solut ion deploys the nodes of a three-node replica set  instance to three different zones in one region.
The nodes in these zones exchange data over an internal network. When one of the three zones
becomes unavailable due to unexpected events such as a power or network failure, the high-availability
(HA) system automatically switches services over to another zone.

NotesNotes
You can create mult i-zone replica set  instances only in some regions. For more information about the
supported regions, see the ApsaraDB for MongoDB console.

When you create a mult i-zone replica set  instance, you must set  Replicat ion Fact orReplicat ion Fact or to T hreeT hree
Nodes Replica setNodes Replica set .

Not e Not e If  you need more nodes, you can change the number of nodes after you create the
instance. For more information, see Change the number of nodes for a replica set  instance.

Node deployment policiesNode deployment policies

Deployment Description

17.Zone-disaster restoration17.Zone-disaster restoration
solutionsolution
17.1. Create a multi-zone replica set17.1. Create a multi-zone replica set
instanceinstance
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Single-zone
deployment

The system deploys the primary, secondary, and hidden nodes in one zone.

Multi-zone cluster

The system deploys the primary, secondary, and hidden nodes in three different
zones.

Deployment Description

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the left-side navigation pane, click Replica Set  Inst ancesReplica Set  Inst ances.

3. On the Replica Set  Inst ancesReplica Set  Inst ances page, click Creat e Inst anceCreat e Inst ance.

4. Click Replica Set  (Subscript ion)Replica Set  (Subscript ion) or Replica Set  (Pay-as-you-go)Replica Set  (Pay-as-you-go).
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Not eNot e

Subscript ion: You must pay for an instance when you create it . This method is more
cost-effect ive than the pay-as-you-go method. We recommend that you select  this
method for long-term use. A longer subscript ion period enables a larger discount.

Pay-as-you-go: You are billed on an hourly basis based on the used resources. We
recommend that you select  this billing method for short-term use. You can reduce costs
by releasing your pay-as-you-go instance after you no longer need it .

5. Set  RegionRegion to China (Hangzhou)China (Hangzhou), China (Beijing)China (Beijing),China (Shenzhen)China (Shenzhen), or Singapore Singapore
(Singapore)(Singapore). Then, select  a mult i-zone configuration from the Zone drop-down list .

6. Configure other parameters. For more information, see 创建副本集实例.

7. Click Buy NowBuy Now to go to the Conf irm OrderConf irm Order page.

8. On the Confirm Order page, read and select  ApsaraDB for MongoDB Agreement of Service and
complete the payment.

ReferencesReferences
You can use the service availability feature to view the distribution of nodes in a replica set  instance
across zones. You can also switch the node roles of the instance based on your business deployment.
This way, your applications can connect to the nodes closest  to them. For more information, see Switch
node roles.

This topic describes how to create a mult i-zone sharded cluster instance. ApsaraDB for MongoDB
provides a zone-disaster recovery solut ion to ensure the reliability and availability of your sharded
cluster instance. This solut ion deploys the components of a sharded cluster instance across three
different zones in one region. The components in these zones exchange data over an internal network.
When one of the three zones becomes unavailable due to unexpected events such as a power or
network failure, the high-availability (HA) system automatically switches over services to another zone.

PrecautionsPrecautions
You can create a mult i-zone sharded cluster instance only in some regions. For more information about
the supported regions, see the ApsaraDB for MongoDB console.

17.2. Create a multi-zone sharded cluster17.2. Create a multi-zone sharded cluster
instanceinstance
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Node deployment policiesNode deployment policies
If  you use the single-zone deployment solut ion, the system deploys all components of the sharded
cluster instance to one zone. If  you use the mult i-zone deployment solut ion, the system deploys all
components to three different zones.

The mongos nodes are evenly deployed across all data centers. At  least  two mongos nodes are
deployed at  a t ime, with each to one zone. When you add a third mongos node, the system deploys
it  to the third zone. Each new mongos node added later is deployed to one of the three zones in
turn.

The primary, secondary, and hidden shards in each shard are not deployed to the three zones in
sequence. The deployment of these shards may change when manual switchover or HA failover
between primary and secondary shards is triggered.

Deployment policy for the components in a mult i-zone sharded cluster instance

ProcedureProcedure
1. Log on to the ApsaraDB for MongoDB console.

2. In the left-side navigation pane, click Sharded Clust er Inst ancesSharded Clust er Inst ances.

3. On the Sharded Clust er Inst ancesSharded Clust er Inst ances page, click Creat e Inst anceCreat e Inst ance.

4. Click Sharded Clust er (Subscript ion)Sharded Clust er (Subscript ion) or Sharded Clust er (Pay-as-you-go)Sharded Clust er (Pay-as-you-go).
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Not eNot e

Subscript ion: You must pay for an instance when you create it . This method is more
cost-effect ive than the pay-as-you-go method. We recommend that you select  this
method for long-term use. A longer subscript ion period enables a larger discount.

Pay-as-you-go: You are billed on an hourly basis based on the used resources. We
recommend that you select  this billing method for short-term use. You can reduce costs
by releasing your pay-as-you-go instance after you no longer need it .

5. Set  RegionRegion to China (Hangzhou)China (Hangzhou), China (Beijing)China (Beijing), China (Shenzhen)China (Shenzhen), or SingaporeSingapore
(Singapore)(Singapore) and select  a mult i-zone.

6. Configure other parameters. For more information, see 创建分片集群实例.

7. Click Buy NowBuy Now to go to the Conf irm OrderConf irm Order page.

8. Read and select  Agreement of Service and complete the payment.

ReferencesReferences
You can use the Service Availability function to view the distribution of nodes in a replica set  instance
across zones. You can also switch the node roles of the instance based on your business deployment.
This way, your applications can connect to the nodes closest  to them. For more information, see Switch
node roles.
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