
Alibaba Cloud

Express Connect
API reference

Document Version: 20210712

Alibaba Cloud

Express Connect
API reference

Document Version: 20210712



Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yle  Descript ion  Example

 Danger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:

Resetting will result  in the loss of user
configuration data.

 Warning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ings   > Net work > Set  net work 
t ype .

Bold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}

Express Connect API reference·Document  convent ion
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This topic lists available API act ions of Express Connect.

Physical connections

Action Description

CancelPhysicalConnection
Cancels a physical connection before the physical connection is
enabled. After the physical connection is cancelled, it  enters the
Canceled state.

DescribePhysicalConnections Queries physical connections in a specified region.

ModifyPhysicalConnectionAttribute Modifies the configurations of a physical connection.

TerminatePhysicalConnection
Terminates a physical connection after the physical connection is
enabled.

EnablePhysicalConnection
Enables a physical connection that is in the Confirmed state. After a
physical connection is enabled, it  enters the Enabled state.

DeletePhysicalConnection Deletes a physical connection.

ApplyPhysicalConnectionLOA Submits an application for the LOA.

CompletePhysicalConnectionLOA
Reports information about the completed installation of the leased
line.

CreatePhysicalConnectionOccupancyOrder Creates an order for the resource occupation fee.

CreatePhysicalConnectionSetupOrder Creates an order for the init ial installation fee.

DescribePhysicalConnectionLOA Queries LOA information about a physical connection.

Virtual Border Routers (VBRs)

Action Description

CreateVirtualBorderRouter Creates a VBR.

DeleteVirtualBorderRouter Deletes a VBR.

DescribeVirtualBorderRouters Queries one or more VBRs.

DescribeVirtualBorderRoutersForPhysicalConnection
Queries the VBRs associated with a physical connection, including the
VBRs under the physical connection owner's account and other
accounts.

ModifyVirtualBorderRouterAttribute Modifies the configurations of a VBR.

TerminateVirtualBorderRouter Terminates a VBR.

RecoverVirtualBorderRouter Recovers a VBR that is terminated.

AssociatePhysicalConnectionToVirtualBorderRouter Associates a VBR with a physical connection.

UnassociatePhysicalConnectionFromVirtualBorderRouter Disassociates a VBR from a physical connection.

Border Gateway Protocol (BGP)

Action Description

DescribeBgpNetworks Queries the advertised BGP networks.

CreateBgpGroup Creates a BGP group for a VBR.

DescribeBgpGroups Queries BGP groups in a region.

1.API overview
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ModifyBgpGroupAttribute Modifies the configurations of a BGP group.

DeleteBgpGroup Deletes a BGP group.

CreateBgpPeer Adds a BGP peer to a BGP group.

DescribeBgpPeers Queries BGP peers in a region.

DeleteBgpPeer Deletes a BGP peer.

AddBgpNetwork Advertises a BGP network.

DeleteBgpNetwork Deletes an advertised BGP network.

ModifyBgpPeerAttribute Modifies the attributes of a BGP peer.

Action Description
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Express Connect and VPC use the same service address (endpoint). This means that when you call Express Connect APIs, HTTP GET
requests are sent to the API service address of Express Connect, and the system responds according to the parameters set  in the
request. Both the requests and responses are UTF-8 encoded.

Request syntax
Express Connect APIs use RPC style. To call Express Connect APIs, send HTTP GET requests.

The structure of an Express Connect API request  is as follows:

http://Endpoint/?Action=xx&Parameters

where,

Endpoint: The service address of Express Connect APIs is  vpc.aliyuncs.com .

Act ion: the name of the act ion. For example, if  you need to query created Express Connect instances, the act ion is
DescribePhysicalConnections.

Version: the version of the API. The version of Express Connect APIs is 2016-04-28.

Parameters: the request  parameters. Separate mult iple parameters by using ampersands (&).

Request  parameters include common parameters and API-specific parameters. Common parameters include API version and identity
authentication information among other parameters. For more information, see Common parameters.

The following is an example of calling DescribePhysicalConnections to query created physical connections.

Not e   Note that the following code has been edited to ease readability.

https://vpc.aliyuncs.com/?Action=DescribePhysicalConnections
&Format=xml
&Version=2016-04-28
&Signature=xxxx%xxxx%3D
&SignatureMethod=HMAC-SHA1
&SignatureNonce=15215528852396
&SignatureVersion=1.0
&AccessKeyId=key-test
&Timestamp=2012-06-01T12:00:00Z
…

User authentication
To maintain account security, we recommend that you use the Access Keys (AKs) of RAM users to call APIs. Before you call APIs by
using the AKs of RAM users, you need to grant permissions to the RAM users by attaching corresponding policies to them.

For more information about the policies related to Express Connect APIs, see RAM user authorization.

Request signature
Authentication is required by the Express Connect service for each API call, which is provided by the inclusion of signature information
in the request.

Express Connect uses an AccessKeyID and AccessKeySecret  pair (that is, an AK) and symmetric encryption to authenticate the identity
of the request  sender. AKs are cert if icates that Alibaba Cloud issues to Alibaba Cloud accounts and RAM users for authentication. It  is
similar to a logon password. The AccessKeyID is used to identify the visitor's identity. The AccessKeySecret  is the key used to encrypt
the signature string. The server uses the AccessKeySecret  to decrypt the signature string. The AccessKeySecret  must be kept
confidential.

A request  in an API call is signed in the following format:

 https://endpoint/?SignatureVersion=1.0&SignatureMethod=HMAC-SHA1&Signature=XXXX%3D&SignatureNonce=3ee8c1b8-83d3-44af-a94f-
4e0ad82fd6cf  
Take the API call of DescribePhysicalConnections as an example. If  your AccessKeyID is  testid , and your AccessKeySecret  is
 testsecret , then, the URL in the signature is as follows:

2.Call APIs
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http://vpc.aliyuncs.com/?Action=DescribePhysicalConnections
&Timestamp=2016-05-23T12:46:24Z
&Format=XML
&AccessKeyId=testid
&SignatureMethod=HMAC-SHA1
&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf
&Version=2014-05-26
&SignatureVersion=1.0

To generate the signature, follow these steps:

1. Create the string to be signed by using the request  parameter.

GET&%2F&AccessKeyId%3Dtestid&Action%3DDescribePhysicalConnections&Format%3DXML&SignatureMethod%3DHMAC-SHA1&Sign
atureNonce%3D3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&SignatureVersion%3D1.0&TimeStamp%3D2016-02-23T12%253A46%253A24Z&
Version%3D2014-05-15

2. Calculate the HMAC value of the string.

Add an ampersand (&) after the AccessKeySecret  to add the key of the HMAC value. In this example, the key is  testsecret& .

CT9X0VtwR86fNWS********juE=
3. Add the signature to the request  parameter.

http://vpc.aliyuncs.com/?Action=DescribePhysicalConnections
&Timestamp=2016-05-23T12:46:24Z
&Format=XML
&AccessKeyId=testid
&SignatureMethod=HMAC-SHA1
&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf
&Version=2014-05-26
&SignatureVersion=1.0
&Signature=XXXX%3D

API reference·Call APIs Express Connect

9 > Document  Version: 20210712



Common parameters include common request  parameters and common response parameters.

Common request parameters
Common request  parameters must be included in all VPC API requests. The following table lists the common request  parameters.

Parameter Type Required Description

Format String No
The format in which the response is returned.

Valid value: JSON and XML. Default value: JSON.

Version String Required
The version number of the API. Format:  YYYY-MM-DD .

Set the value to 2016-04-28.

AccessKeyId String Required The AccessKey ID provided to you by Alibaba Cloud.

Signature String Required The signature string of the current request.

SignatureMethod String Required
The encryption method of the signature string.

Set the value to HMAC-SHA1.

T imestamp String Required

The timestamp of the request. Specify the t ime in the ISO 8601 standard in the  YYYY-
MM-DDThh:mm:ssZ  format. The time must be in UTC.

For example, you can set this parameter to 2013-01-10T12:00:00Z, which indicates
20:00:00 on January 10, 2013 (UTC+8).

SignatureVersion String Required
The version of the signature encryption algorithm.

Set the value to 1.0.

SignatureNonce String Required
A unique, random number used to prevent replay attacks.

You must use different numbers for different requests.

Common response parameters
API responses use the HTTP response format where a 2xx status code indicates a successful call and a 4xx or 5xx status code
indicates a failed call. Responses can be returned in the JSON or XML format. The default  response format is JSON. You can specify the
response format when you call an operation.

Every response returns a unique RequestId regardless of whether the call is successful.

XML format

<? xml version="1.0" encoding="utf-8"? > 
    <!--Result root node-->
    <Operation name+Response>
        <!--Returned request tag-->
        <RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>
        <!--Returned data-->
    </Operation name+Response>
                    

JSON format

{
    "RequestId":"4C467B38-3910-447D-87BC-AC049166F216",
    /*Returned data*/
    }

3.Common parameters
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Applies for a physical connection.

After the physical connection application is approved, the status of the physical connection changes to Init ial. At  this stage, you
need to instruct  your service provider to start  data center cable installat ion.

Note the following before you call this API:

The number of physical connections that are not in the Enabled state must be no more than five.

If  a physical connection under your account has an overdue payment, you cannot apply for new physical connections.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required? Example value Description

Action String Yes
CreatePhysicalConnecti
on

The name of this action.

Value: Creat ePhysicalConnect ion 

AccessPointId String Yes
AccessPointId=ap-cn-
beijing-ft-A

The ID of the access point used by the physical
connection. To query the region ID, call
DescribeRegions.

ClientToken String Yes dgfdg12344ff

The client token. It  is used to guarantee the
idempotence of the request. The value of this
parameter is generated by the client and is unique
among different requests. It  can contain up to 64
ASCII characters.

LineOperator String Yes CT

The service provider that provides the leased line.
Valid values:

CT: China Telecom

CU: China Unicom

CM: China Mobile

CO: Other service providers in Mainland China

Equinix: Equinix

Other: Other service providers outside Mainland
China

PeerLocation String Yes Zhejiang --- vfjdbg_21e
The geographic location of the on-premises data
center.

RegionId String Yes cn-shanghai
The ID of the region to which the physical
connection belongs. To query the region ID, call
DescribeRegions.

CircuitCode String No longtel001
Optional. The leased line code provided by the
service provider for the physical connection.

Description String No
The description of the
physical connection.

Optional. The description of the physical
connection. The description must be 2 to 256
characters in length. It  must start with a letter or a
Chinese character, and cannot start with  http:// 
or  https:// .

4.Physical connections
4.1. CreatePhysicalConnection
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Name String No test

Optional. The name of the physical connection. The
name must be 2 and 128 characters in length and
can contain letters, numbers, periods (.),
underscores (_), and hyphens (-). The name must
start with a letter or a Chinese character. It  cannot
start with  http://   or  https:// .

PortType String No 1000Base-T

Optional. The port type of the physical connection.
Valid values:

100Base-T: 100M electrical ports

1000Base-T  (default value): 1 Gigabit electrical
ports

1000Base-LX: 1 Gigabit single-mode optical
ports (10 km)

10GBase-T: 10G electrical ports

10GBase-LR: 10G single-mode optical ports (10
km)

RedundantPhysicalConn
ectionId

String No pc-119mfjzm7

Optional. The ID of the redundant physical
connection. The redundant physical connection
must be in the Allocated, Confirmed, or Enabled
state.

Type String No VPC
Optional. The type of the physical connection.
Default value: VPC

bandwidth Integer No 10
Optional. The bandwidth of the physical
connection. Value range: 5 to 5000. Unit: Mbit/s

Parameter Type Required? Example value Description

Response parameters

Parameter Type Example value Description

PhysicalConnectionId String
vpc-
bp12mw1f8k3jgygk9bmlj

The ID of the created physical connection.

RequestId String
8A6A5EC5-6F6C-4906-9689-
56ACE58A13E0

The request ID.

Examples
Request  example

http(s)://[Endpoint]/? Action=CreatePhysicalConnection
&AccessPointId=AccessPointId=ap-cn-beijing-ft-A
&ClientToken=dgfdg12344ff
&LineOperator=CT
&PeerLocation=Zhejiang---vfjdbg_21e
&RegionId=cn-shanghai
&<CommonParameters>

Response examples

 XML  format

<CreatePhysicalConnectionResponse>
      <RequestId>8A6A5EC5-6F6C-4906-9689-56ACE58A13E0"</RequestId>
      <PhysicalConnectionId>pc-*************</PhysicalConnectionId>
</CreatePhysicalConnectionResponse>

 JSON  format

Express Connect API reference·Physical connect ions
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 JSON  format

{
 "RequestId":"8A6A5EC5-6F6C-4906-9689-56ACE58A13E0",
 "PhysicalConnectionId":"pc-**************"
}

Errors

HTTP status
code

Error code Error message Description

400
InvalidAccessPointId.NotEna
bled

Invalid access point status.
The status of the access point does not
permit this operation.

400 InvalidType.Malformd The Type provided was invalid. The value of the Type parameter is invalid.

400
InvalidPeerLocation.Malfor
md

The PeerLocation provided was invalid.
The specified value of the PeerLocation
parameter is invalid.

400
InvalidLineOperator.Malfor
md

The LineOperator provided was invalid.
The specified value of the LineOperator
parameter is invalid.

400 InvalidPortType.Malformd The PortType provided was invalid. The port type is invalid.

400
InvalidDescription.Malforme
d

The specifid ? Description? is not valid.
The description is invalid. The description
must be 2 to 256 characters in length. It
cannot start with http:// or https://.

400
InvalidRedundantPhysicalCo
nnectionId.NotFound

The RedundantPhysicalConnectionId does
not found.

The specified redundant physical
connection does not exist.

400 InvalidName.Malformed The specified ? Name? is not valid. The specified name is invalid.

400
QuotaExceeded.pConnPerA
P

Physical connection count per ap quota
exceed.

The physical connection quota of the
access point is exceeded.

400 InvalidBandwidth invalid physical connection banwidth.
The bandwidth of the physical connection
is invalid.

400
InvalidRedundantPhysicalCo
nnection

redundant physical connection doesn't
belong to current user.

The redundant physical connection does
not belong to your account.

400
InvalidRedundantPhysicalCo
nnectionStatus

invalid redundant physical connection
status.

The status of the redundant physical
connection is invalid.

400
InvalidCircuitCode.Malforme
d

circuitCode is illegal.
The specified value of the CircuitCode
parameter is invalid.

400
QuotaExceeded.freePconnP
erAP

free physical connections count excceeded. The physical connection quota is exceeded.

For a list  of error codes, visit  the API Error Center.

Cancels a physical connection. After a physical connection is cancelled, it  enters the Canceled state.

You can only cancel physical connections that are not enabled, including physical connections in the Init ial, Approved, Allocated, and
Confirmed state.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

4.2. CancelPhysicalConnection
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Parameter Type Required? Example value Description

Action String Yes
CancelPhysicalConnecti
on

The name of this action.

Value: CancelPhysicalConnect ion

PhysicalConnectionId String Yes pc-119mfjzm7 The ID of the physical connection to be canceled.

RegionId String Yes cn-shanghai
The ID of the region to which the physical
connection belongs. To query the region ID, call
DescribeRegions.

ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04115b

Optional. The client token. It  is used to guarantee
the idempotence of the request. The value of this
parameter is generated by the client and is unique
among different requests. It  can contain up to 64
ASCII characters.

Response parameters

Parameter Type Example value Description

RequestId String
4EC47282-1B74-4534-BD0E-
403F3EE64CAF

The request ID.

Examples
Request  example

http(s)://[Endpoint]/? Action=CancelPhysicalConnection
&PhysicalConnectionId=pc-119mfjzm7
&RegionId=cn-shanghai
&<CommonParameters>

Response examples

 XML  format

<CancelPhysicalConnectionResponse>
   <RequestId>BE36E95A-F83E-4127-A29E-F2F35D4C999A</RequestId>
    </CancelPhysicalConnectionResponse>

 JSON  format

{
 "RequestId":"BE36E95A-F83E-4127-A29E-F2F35D4C999A"
}

Errors

HTTP status
code

Error code Error message Description

404
InvalidPhysicalConnectionId.
NotFound

The PhysicalConnectionId provided does
not exist in our records.

The specified physical connection does not
exist.

400
Forbidden.NotAllowedInSta
te

The request does not allow in this state.
The request cannot be processed because
the status of the resource does not permit
this action.

For a list  of error codes, visit  the API Error Center.

4.3. DescribePhysicalConnections
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Queries physical connections in a specified region.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required? Example value Description

Action String Yes
DescribePhysicalConnec
tions

The name of this action.

Value: DescribePhysicalConnect ions

RegionId String Yes cn-hangzhou

The ID of the region to which the physical
connection belongs.

To query the region ID, call DescribeRegions.

ClientToken String No 23243242rggyt

Optional. The client token. It  is used to guarantee
the idempotence of the request. The value of this
parameter is generated by the client and is unique
among different requests. It  can contain up to 64
ASCII characters.

Filter.N.Key String No 1

Optional. The filter condition. Value range of N: 1
to 5. Supported filter conditions include:

PhysicalConnect ionId : the ID of the physical
connection

AccessPoint Id : the ID of the access point

T ype : the leased line type

LineOperat or : the service provider of the
physical connection

Spec: the specification of the physical
connection

St at us   : the status of the physical connection

Name: the name of the physical connection

The relationship of multiple filter condition values is
OR, which means that a physical connection is
returned in the query result  when it  meets any of
the specified values. The relationship of multiple
filter conditions is AND, which means a physical
connection is returned in the query result  only when
it meets all the specified conditions.

Filter.N.Value.N RepeatList No 1
Optional. The value of the corresponding filter
condition. Value range of N: 1 to 5

IncludeReservationData Boolean No false Optional. Indicates whether to return invalid orders.

PageNumber Integer No 10 Optional. The page number. Default value: 1

PageSize Integer No 1
Optional. The number of rows per page for a paged
query. Maximum value: 50. Default value: 10

Response parameters
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Parameter Type Example value Description

PhysicalConnectionSe
t

The list  of physical connections.

AccessPointId String eip-2zeerraiwb7uj6i0d0fo3 The ID of the physical connection access point.

AdLocation String
Room Ax-x, Building B, No.
x of xxx Avenue, New York,
US

The location of the physical connection device.

Bandwidth Long 10 The bandwidth of the physical connection.

BusinessStatus String Normal

The payment status of the physical connection. Valid
values:

Normal: Indicates that the payment is normal.

FinancialLocked: Indicates that the physical connection is
locked due to overdue payments.

SecurityLocked: Indicates that the physical connection is
locked due to security reasons.

ChargeType String Prepaid The billing method of the physical connection

CircuitCode String longtel001
The leased line code provided by the service provider for
the physical connection.

CreationTime String 2017-06-08T12:20:55 The time when the physical connection is established.

Description String Physical connection The description of the physical connection.

EnabledTime String 2017-06-08T12:20:55 The time when the physical connection is enabled.

EndTime String 2019-02-25T11:01:04Z The time when the physical connection expires.

HasReservationData String true Indicates whether any renewal is made.

LineOperator String CT

The service provider of the leased line. Valid values:

CT: China Telecom

CU: China Unicom

CM: China Mobile

CO: Other Chinese service providers

Equinix: Equinix

Other: Other service providers outside Mainland China

LoaStatus String Available The status of the LOA.

Name String name The name of the physical connection.

PeerLocation String Zhejiang --- vfjdbg_21e The location of the on-premises data center.

PhysicalConnectionId String pc-119mfjzm7 The ID of the physical connection.

Express Connect API reference·Physical connect ions
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PortNumber String 80 The port number of the physical connection device.

PortType String 1000Base-T

The port type of the physical connection:

100Base-T: 100M electrical ports

1000Base-T  (default value): 1 Gigabit electrical ports

1000Base-LX: 1 Gigabit single-mode optical ports (10
km)

10GBase-T: 10-GE electrical ports

10GBase-LR: 10-GE single-mode optical ports (10 km)

RedundantPhysicalCo
nnectionId

String pc-119mfjzm7 The ID of the redundant physical connection.

ReservationActiveT im
e

String 2019-02-25T11:01:04Z The time when the renewal takes effect.

ReservationInternetC
hargeType

String PayByBandwidth
The billing method of the physical connection after the
renewal.

ReservationOrderTyp
e

String RENEW The type of the renewal order.

Spec String Large The specification of the physical connection.

Spec String Large The specification of the physical connection.

Status String Init ial

The status of the physical connection. Valid values:

Init ial : Indicates that the physical connection
application is being reviewed.

Approved: Indicates that the physical connection
application is approved.

Allocat ing : Indicates that resources are being
allocated.

Allocat ed : Indicates that cables are being installed at
the data center.

Conf irmed : Indicates that the physical connection is
waiting for user confirmation.

Enabled: Indicates that the physical connection is
enabled.

Reject ed : Indicates that the physical connection
application is rejected.

Canceled: Indicates that the physical connection is
canceled.

Allocat ion Failed : Indicates that the resource
allocation fails.

T erminat ed  : Indicates that the physical connection is
terminated.

Type String VPC The type of the physical connection. Default value: VPC

TotalCount Integer 10 The total number of queried VBRs.

PageNumber Integer 10 The current page number.

Parameter Type Example value Description
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PageSize Integer 10 The number of VBRs per page.

RequestId String
EEC8EAB1-F299-4F5C-8E54-
0A3129164C27

The request ID.

Parameter Type Example value Description

Examples
Request  example

https://vpc.aliyuncs.com/?Action=DescribePhysicalConnections
&RegionId=cn-hangzhou
&<CommonParameters>

Response examples

 XML  format

<DescribePhysicalConnectionsResponse>
   <PageNumber>1</PageNumber>
   <TotalCount>1</TotalCount>
   <PageSize>10</PageSize>
   <RequestId>7C07B0AF-4FC0-4BB2-9667-F75812824BCD</RequestId>
   <PhysicalConnectionSet>
      <PhysicalConnectionType>
         <Type>VPC</Type>
         <PhysicalConnectionId>pc-2zeoaxkq3jot5p71qcnuy</PhysicalConnectionId>
         <PeerLocation>XXX-XX Building-XX City</PeerLocation>
         <CreationTime>2017-12-13T02:28:42Z</CreationTime>
         <Name>TEST</Name>
         <Status>Enabled</Status>
         <AdLocation>Cabinet XXU-Room XX-XX-XXX</AdLocation>
         <EnabledTime>2017-12-18T04:01:30Z</EnabledTime>
         <BusinessStatus>Normal</BusinessStatus>
         <LineOperator>CT</LineOperator>
         <PortNumber>1/1/4</PortNumber>
         <AccessPointId>ap-cn-beijing-dx-A</AccessPointId>
         <PortType>100Base-T</PortType>
         <Bandwidth>2</Bandwidth>
      </PhysicalConnectionType>
   </PhysicalConnectionSet> 
</DescribePhysicalConnectionsResponse>

 JSON  format
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{
 "PageNumber":1,
 "TotalCount":1,
 "PageSize":10,
 "RequestId":"7C07B0AF-4FC0-4BB2-9667-F75812824BCD",
 "PhysicalConnectionSet":{
  "PhysicalConnectionType":[
   {
    "Type":"VPC",
    "PhysicalConnectionId":"pc-2zeoaxkq3jot5p71qcnuy",
    "PeerLocation":"XXX-XX Building-XX City",
    "CreationTime":"2017-12-13T02:28:42Z",
    "Name":"TEST",
    "Status":"Enabled",
    "AdLocation":"Cabinet XXU-Room XXX-XX-XXX",
    "EnabledTime":"2017-12-18T04:01:30Z",
    "BusinessStatus":"Normal",
    "LineOperator":"CT",
    "PortNumber":"1/1/4",
    "AccessPointId":"ap-cn-beijing-dx-A",
    "PortType":"100Base-T",
    "Bandwidth":2
   }
  ]
 }
}

Errors

HTTP status
code

Error code Error message Description

404
InvalidFilterKey.ValueNotSu
pported

Specified filter key is not supported:
Filter.X.key

The specified filter key is not supported.

For a list  of error codes, visit  the API Error Center.

Modifies the configuration of a physical connection.

When you call this operation, take note of the following limits:

You can only modify the specificat ions and standby physical connection ID of a physical connection that is in the Init ial , Enabled,
or Reject ed  state.

You cannot modify the configuration of a physical connection that is in the Canceled, Allocat ing , Allocat ionFailed , or
T erminat ed   state.

After you modify the configuration of a physical connection that is in the Reject ed  state, its state becomes Init ial .

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
ModifyPhysicalConnecti
onAttribute

The operation that you want to perform.

Set the value to
Modif yPhysicalConnect ionAt t ribut e     .

PhysicalConnectionId String Yes pc-119mfjzm****** The ID of the physical connection.

4.4. ModifyPhysicalConnectionAttribute

API reference·Physical connect ions Express Connect

19 > Document  Version: 20210712

https://error-center.alibabacloud.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=ModifyPhysicalConnectionAttribute&type=RPC&version=2016-04-28


RegionId String Yes cn-shanghai
The ID of the region where the physical connection
is created. You can call the DescribeRegions
operation to query region IDs.

LineOperator String No CT

The Internet service provider (ISP). Valid values:

CT: China Telecom

CU: China Unicom

CM: China Mobile

CO: Other ISPs in China

Equinix: Equinix

Other: other ISPs outside China

bandwidth Integer No 5
The bandwidth of the physical connection. Unit:
Mbit/s. Valid values: 2 to 10240.

PeerLocation String No
Building XX, XX Avenue,
XX District, Hangzhou,
Zhejiang

The geographical location of the data center.

PortType String No 1000Base-LX

The type of the physical connection port. Valid
values:

100Base-T: a copper port that supports 100
Mbit/s

1000Base-T: a copper port that supports 1,000
Mbit/s

1000Base-LX: a single-mode fiber port that
supports 1,000 Mbit/s (10 kilometers)

10GBase-T: a copper port that supports 10,000
Mbit/s

10GBase-LR: a single-mode fiber port that
supports 10,000 Mbit/s (10 kilometers)

RedundantPhysicalConn
ectionId

String No pc-119mfjzm7
The ID of the standby physical connection. The
standby physical connection must be in the
Allocat ed , Conf irmed , or Enabled state.

Description String No Description

The description of the physical connection.

The description must be 2 to 256 characters in
length. It  must start with a letter but cannot start
with  http://   or  https:// .

Name String No Name

The name of the physical connection.

The name must be 2 to 128 characters in length,
and can contain digits, periods (.), underscores (_),
and hyphens (-). It  must start with a letter, and
cannot start with  http://   or  https:// .

ClientToken String No efefe566754h

The client token that is used to ensure the
idempotency of the request. You can use the client
to generate the value, but you must ensure that it  is
unique among different requests. The token can
contain only ASCII characters and cannot exceed 64
characters in length.

CircuitCode String No longtel001
The circuit  code provided by the ISP for the physical
connection.

Parameter Type Required Example Description
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Response parameters

Parameter Type Example Description

RequestId String
013EE132-A109-4247-91B0-
099A8FF49AD7

The ID of the request.

Examples
Sample requests

http(s)://[Endpoint]/? Action=ModifyPhysicalConnectionAttribute
&PhysicalConnectionId=pc-119mfjzm******
&RegionId=cn-shanghai
&<Common request parameters>

Sample success responses

 XML  format

<ModifyPhysicalConnectionAttributeResponse>
      <RequestId>8A6A5EC5-6F6C-4906-9689-56ACE58A13E0</RequestId>
</ModifyPhysicalConnectionAttributeResponse>

 JSON  format

{
  "RequestId": "8A6A5EC5-6F6C-4906-9689-56ACE58A13E0"
}

Error codes

HttpCode Error code Error message Description

404
InvalidPhysicalConnectionId.
NotFound

The PhysicalConnectionId provided does
not exist in our records.

The error message returned because the
physical connection does not exist.

400
InvalidLineOperator.Malfor
md

The LineOperator provided was invalid.
The error message returned because
LineOperator is set to an invalid value.

400
InvalidPeerLocation.Malfor
md

The PeerLocation provided was invalid.
The error message returned because
PeerLocation is set to an invalid value.

400 InvalidPortType.Malformd The PortType provided was invalid.
The error message returned because the
specified type of the port is invalid.

400
InvalidDescription.Malforme
d

The specifid ? Description? is not valid.

The error message returned because the
format of the specified resource
description is invalid. The description must
be 2 to 256 characters in length and cannot
start with http:// or https://.

400 InvalidName.Malformed The specified ? Name? is not valid.
The error message returned because the
format of the specified name is invalid.

400 InvalidStatus invalid physical connection status.
The error message returned because the
specified state of the physical connection
is invalid.

400 InvalidBandwidth invalid physical connection banwidth.
The error message returned because the
specified bandwidth value of the physical
connection is invalid.

400
InvalidRedundantPhysicalCo
nnection

redundant physical connection doesn't
belong to current user.

The error message returned because the
specified physical connection does not
belong to your Alibaba Cloud account.
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400
InvalidRedundantPhysicalCo
nnectionStatus

invalid redundant physical connection
status.

The error message returned because the
specified state of the standby physical
connection is invalid.

400
InvalidCircuitCode.Malforme
d

circuitCode is illegal.
The error message returned because
CircuitCode is set to an invalid value.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Disables a physical connection after it  is enabled.

After you call this operation, the state of the physical connection becomes Terminating. After the physical connection is disabled, its
state becomes Terminated.

When you call this operation, take note of the following limits:

You can disable only a physical connection that is in the Enabled state.

Before you disable a physical connection, you must delete the virtual border routers (VBRs) associated with it .

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
TerminatePhysicalConn
ection

The operation that you want to perform.

Set the value to T erminat ePhysicalConnect ion   .

PhysicalConnectionId String Yes pc-119mfjzm**** The ID of the physical connection.

RegionId String Yes cn-hangzhou

The ID of the region where the physical connection
is deployed.

You can call the DescribeRegions operation to query
region IDs.

ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04115b

The client token that is used to ensure the
idempotence of the request. You can use the client
to generate the value, but you must ensure that it  is
unique among different requests. The token can
contain only ASCII characters and cannot exceed 64
characters in length.

Response parameters

Parameter Type Example Description

RequestId String
4EC47282-1B74-4534-BD0E-
403F3EE64CAF

The ID of the request.

Examples
Sample requests

http(s)://[Endpoint]/? Action=TerminatePhysicalConnection
&PhysicalConnectionId=pc-119mfjzm****
&RegionId=cn-hangzhou
&<Common request parameters>

4.5. TerminatePhysicalConnection
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Sample success responses

 XML  format

<TerminatePhysicalConnectionResponse>
    <RequestId>513E0A50-4F2D-4CBE-BF35-40559DF65D79</RequestId>
</TerminatePhysicalConnectionResponse>

 JSON  format

{
  "RequestId": "513E0A50-4F2D-4CBE-BF35-40559DF65D79"
}

Error codes

HttpCode Error code Error message Description

404
InvalidPhysicalConnectionId.
NotFound

The PhysicalConnectionId provided does
not exist in our records.

The error message returned because the
specified physical connection does not
exist.

400
Forbidden.NotAllowedInSta
te

The request does not allow in this state.
The error message returned because the
specified state is invalid and the operation
cannot be performed.

For a list  of error codes, visit  the API Error Center.

Enables a physical connection that is in the Confirmed state. After you enable the physical connection, its state becomes Enabled.

When you call this operation, take note of the following limits:

You can enable only a physical connection that is in the Conf irmed  state.

After a physical connection is enabled, its state becomes Enabled.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
EnablePhysicalConnecti
on

The operation that you want to perform.

Set the value to EnablePhysicalConnect ion .

PhysicalConnectionId String Yes pc-119mfjz**** The ID of the physical connection.

RegionId String Yes cn-shanghai

The ID of the region where the physical connection
is deployed.

You can call the DescribeRegions operation to query
region IDs.

ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04115b

The client token that is used to ensure the
idempotence of the request. You can use the client
to generate the value, but you must ensure that it  is
unique among different requests. The token can
contain only ASCII characters and cannot exceed 64
characters in length.

Response parameters

4.6. EnablePhysicalConnection
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Parameter Type Example Description

RequestId String
API-20365164-5b0d-460a-
83c2-2189972b3349

The ID of the request.

Examples
Sample requests

http(s)://[Endpoint]/? Action=EnablePhysicalConnection
&PhysicalConnectionId=pc-119mfjz****
&RegionId=cn-shanghai
&<Common request parameters>

Sample success responses

 XML  format

<EnablePhysicalConnectionResponse>
      <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</EnablePhysicalConnectionResponse>

 JSON  format

{ 
    "RequestId": "0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

Error codes

HttpCode Error code Error message Description

404
InvalidPhysicalConnectionId.
NotFound

The PhysicalConnectionId provided does
not exist in our records.

The error message returned because the
specified physical connection does not
exist.

400
Forbidden.NotAllowedInSta
te

The request does not allow in this state.
The error message returned because the
specified state is invalid and the operation
cannot be performed.

For a list  of error codes, visit  the API Error Center.

Deletes a physical connection.

Not e   You can delete only physical connections that are in the following states: Reject ed , Canceled, Allocat ionFailed ,
and T erminat ed  .

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
DeletePhysicalConnecti
on

The operation that you want to perform.

Set the value to Delet ePhysicalConnect ion  .

PhysicalConnectionId String Yes pc-119mfjzm7********* The ID of the physical connection.

4.7. DeletePhysicalConnection
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RegionId String Yes cn-shanghai

The ID of the region where the physical connection
is deployed.

You can call the DescribeRegions operation to query
region IDs.

ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04115b

The client token that is used to ensure the
idempotence of the request. You can use the client
to generate the value, but you must ensure that it  is
unique among different requests. The token can
contain only ASCII characters and cannot exceed 64
characters in length.

Parameter Type Required Example Description

Response parameters

Parameter Type Example Description

RequestId String
2B3670CD-670E-4540-8C13-
6DE929AEDD3B

The ID of the request.

Examples
Sample requests

http(s)://[Endpoint]/? Action=DeletePhysicalConnection
&PhysicalConnectionId=pc-119mfjzm7*********
&RegionId=cn-shanghai
&<Common request parameters>

Sample success responses

 XML  format

<DeletePhysicalConnectionResponse>
      <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</DeletePhysicalConnectionResponse>

 JSON  format

{ 
    "RequestId": "0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

Error codes

HttpCode Error code Error message Description

404
InvalidPhysicalConnectionId.
NotFound

The PhysicalConnectionId provided does
not exist in our records.

The error message returned because the
physical connection does not exist.

400
Forbidden.NotAllowedInSta
te

The request does not allow in this state.
The error message returned because the
state is invalid and the operation cannot be
performed.

400
InvalidPhysicalConnectionId.
NotMatched

instance id not matched.
The error message returned because the
instance ID does not match.

400 Forbidden.VBRExists physical connection owner's vbr still exists.
The error message returned because the
VBR of the physical connection still exists.

400 Forbidden.VBRExists vbr owner's vbr still exists.
The error message returned because the
VBR still exists.
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400 Forbidden.AssociateToVBR
The physical connection still associate to
VBR.

The error message returned because the
physical connection is already associated
with a VBR.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Submits an application for the LOA.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required? Example value Description

Action String Yes
ApplyPhysicalConnectio
nLOA

The name of this action.

Value: ApplyPhysicalConnect ionLOA

CompanyName String Yes company
The name of the company that requires the physical
connection.

ConstructionTime String Yes
2019-02-
28T16:00:00.000Z

The date and time when the data cable installation
technician or representative will go to the
installation site.

InstanceId String Yes
pc-
bp1qrb3044eqixxxxxxxx

The instance ID of the physical connection.

LineType String Yes SDH The type of the leased line.

RegionId String Yes cn-hangzhou
The ID of the region to which the physical
connection belongs.

Si String Yes Alibaba Cloud The name of the installation company.

Bandwidth Integer No 3
Optional. The bandwidth of the physical
connection.

ClientToken String No
A47BD386-7FDE-4xxx4-
8D22-C62xxxxxxxx

Optional. The client token used for authentication.

PMInfo.N.PMCertificateN
o

String No 3210xxxxxxxxxxxxxx

Optional. The license number of the certificate held
by the data cable installation technician or
representative.

Replace N with an actual number.

PMInfo.N.PMCertificateT
ype

String No IDCard

Optional. The type of the certificate that the data
cable installation technician or representative holds.

Replace N with an actual number.

PMInfo.N.PMContactInfo String No 13200000000

Optional. The contact information of the data cable
installation technician or representative.

Replace N with an actual number.

4.8. ApplyPhysicalConnectionLOA
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PMInfo.N.PMGender String No Male

Optional. The gender of the data cable installation
technician or representative.

Replace N with an actual number.

PMInfo.N.PMName String No Alice

Optional. The name of the data cable installation
technician or representative.

Replace N with an actual number.

PeerLocation String No Hangzhou
Optional. The geographic location where the leased
line is deployed.

Parameter Type Required? Example value Description

Response parameters

Parameter Type Example value Description

RequestId String
A47BD386-7FDE-42C4-
8D22-C6223D18AA1C

The request ID.

Examples
Request  example

http(s)://[Endpoint]/? Action=ApplyPhysicalConnectionLOA
&CompanyName=company
&ConstructionTime=2019-02-28T16:00:00.000Z
&InstanceId=pc-bp1qrb3044eqixxxxxxxx
&LineType=SDH
&RegionId=cn-hangzhou
&Si=Alibaba Cloud
&<CommonParameters>

Response examples

 XML  format

<ApplyPhysicalConnectionLOAResponse>
   <RequestId>A47BD386-7FDE-42C4-8D22-C6223D18AA1C</RequestId>
    </ApplyPhysicalConnectionLOAResponse>

 JSON  format

{
 "RequestId":"A47BD386-7FDE-42C4-8D22-C6223D18AA1C"
}

Errors
For a list  of error codes, visit  the API Error Center.

Generates a report  for an installed physical connection.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

4.9. CompletePhysicalConnectionLOA
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Parameter Type Required Example Description

Action String Yes
CompletePhysicalConne
ctionLOA

The operation that you want to perform.

Set the value to
Complet ePhysicalConnect ionLOA  .

InstanceId String Yes
pc-
bp10tvlhnwkwxxxxxxxx
xx

The ID of the physical connection.

LineCode String Yes aaa111
The circuit  code provided by the Internet service
provider (ISP).

LineLabel String Yes bbb222 The label of the cable in the data center.

RegionId String Yes cn-hangzhou
The ID of the region where the physical connection
is deployed.

ClientToken String No
F8983C74-E068-4509-
B442-89xxxxxC8F43B

The client token that is used for authentication.

Response parameters

Parameter Type Example Description

RequestId String
F8983C74-E068-4509-B442-
89BD82C8F43B

The ID of the request.

Examples
Sample requests

http(s)://[Endpoint]/? InstanceId=pc-bp10tvlhnwkwxxxxxxxxxx
&LineCode=aaa111
&LineLabel=bbb222
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<CompletePhysicalConnectionLOAResponse>
      <code>200</code>
   <message>successful</message>
   <requestId>5FA3B04E-AEA0-4F89-BF0D-3FD71ED69BF7</requestId>
   <success>true</success>
    </CompletePhysicalConnectionLOAResponse>

 JSON  format

{
    "code":"200",
    "message":"successful",
    "requestId":"5FA3B04E-AEA0-4F89-BF0D-3FD71ED69BF7",
    "success":true
}

Error codes
For a list  of error codes, visit  the API Error Center.

4.10. CreatePhysicalConnectionOccupancyOrder
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Creates an order for the resource occupation fee.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required? Example value Description

Action String Yes
CreatePhysicalConnecti
onOccupancyOrder

The name of this action.

Value:
Creat ePhysicalConnect ionOccupancyOrder 

PhysicalConnectionId String Yes
pc-
bp1hp0wr072f6ambni1
41

The instance ID of the physical connection.

RegionId String Yes cn-hangzhou
The ID of the region to which the physical
connection belongs.

AutoPay Boolean No true

Optional. Indicates whether to pay automatically.
Valid values:

true (default value): Automatic payment is
enabled. Make sure that your account balance is
sufficient. If the balance is insufficient, an
abnormal order will be generated, which can only
be voided.

false: Automatic payment is disabled.

ClientToken String No
CBCE910E-D396-4944-
8764-B4047838B2D1

Optional. The client token used for authentication.

InstanceChargeType String No PostPaid

Optional. The billing method of the physical
connection. Valid values:

PrePaid: Subscription. Make sure that your
registered credit  card is valid or you have
sufficient balance in your PayPal account.

PostPaid (default): Pay-As-You-Go.

Period Integer No 1
Optional. The number of months or years of
Subscription.

PricingCycle String No Month

Optional. The cycle of Subscription.

Year

Month

Response parameters

Parameter Type Example value Description

RequestId String
CBCE910E-D396-4944-8764-
B4047838B2D1

The request ID.

Examples
Request  example

http(s)://[Endpoint]/? Action=CreatePhysicalConnectionOccupancyOrder
&PhysicalConnectionId=pc-bp1hp0wr072f6ambni141
&RegionId=cn-hangzhou
&<CommonParameters>
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Response examples

 XML  format

<CreatePhysicalConnectionOccupancyOrderResponse>
  <code>200</code>
  <data>
    <orderId>203167309740138</orderId>
  </data>
  <httpStatusCode>200</httpStatusCode>
  <message>successful</message>
  <requestId>CBCE910E-D396-4944-8764-B4047838B2D1</requestId>
  <success>true</success>
</CreatePhysicalConnectionOccupancyOrderResponse>

 JSON  format

{
 "message":"successful",
 "httpStatusCode":200,
 "requestId":"CBCE910E-D396-4944-8764-B4047838B2D1",
 "data":{
  "orderId":203167309740138
 },
 "code":"200",
 "success":true
}

Errors

HTTP status
code

Error code Error message Description

404
InvalidPhysicalConnectionId.
NotFound

The PhysicalConnectionId provided does
not exist in our records.

The specified physical connection does not
exist.

400
Forbidden.NotAllowedInSta
te

The request does not allow in this state.
The request cannot be processed because
the status of the resource does not permit
this action.

For a list  of error codes, visit  the API Error Center.

Creates an order for the init ial installat ion fee.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required? Example value Description

AccessPointId String Yes ap-cn-beijing-ft-A The ID of the access point.

Action String Yes
CreatePhysicalConnecti
onSetupOrder

The name of this action.

Value: Creat ePhysicalConnect ionSet upOrder  

4.11. CreatePhysicalConnectionSetupOrder
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LineOperator String Yes CT

The service provider that provides the leased line.
Valid values:

CT: China Telecom

CU: China Unicom

CM: China Mobile

CO: Other service providers in Mainland China

Equinix: Equinix

Other: Other service providers outside Mainland
China

RegionId String Yes cn-shanghai
The ID of the region to which the physical
connection belongs. To query the region ID, call
DescribeRegions.

AutoPay Boolean No true

Optional. Indicates whether to pay the bill
automatically.

Valid values: t rue |  f alse    

ClientToken String No
318BB676-0A2B-43A0-
9AD8-F1D34E93750F

Optional. The client token for authentication.

PortType String No 100Base-T

Optional. The type of the physical connection port.
Valid values:

100Base-T : 100M electrical ports

1000Base-T  (default value): 1 Gigabit electrical
ports

1000Base-LX : 1 Gigabit single-mode optical
ports (10 km)

10GBase-T : 10G electrical ports

10GBase-LR: 10G single-mode optical ports (10
km)

RedundantPhysicalConn
ectionId

String No
pc-
bp10zsv5ntpxxxxxxxxxx

Optional. The ID of the redundant physical
connection. Its status must be Allocat ed ,
Conf irmed , or Enabled.

Parameter Type Required? Example value Description

Response parameters

Parameter Type Example value Description

OrderId String 202844382740728 The ID of the order.

PhysicalConnectionId String pc-1111111 The ID of the physical connection.

RequestId String
F7A6301A-64BA-41EC-8284-
8F4838C15D1F

The request ID.

Examples
Request  example

http(s)://[Endpoint]/? AccessPointId=ap-cn-beijing-ft-A
&LineOperator=CT
&RegionId=cn-shanghai
&<CommonParameters>
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Response examples

 XML  format

<CreatePhysicalConnectionSetupOrderResponse>
      <code>200</code>
   <data>
      <orderId>203255400960138</orderId>
   </data>
   <httpStatusCode>200</httpStatusCode>
   <message>successful</message>
   <requestId>AA874147-4A58-41D4-95E2-F2FFDAF417A6</requestId>
   <success>true</success>
    </CreatePhysicalConnectionSetupOrderResponse>

 JSON  format

{
 "message":"successful",
 "httpStatusCode":200,
 "requestId":"AA874147-4A58-41D4-95E2-F2FFDAF417A6",
 "data":{
  "orderId":203255400960138
 },
 "code":"200",
 "success":true
}

Errors
For a list  of error codes, visit  the API Error Center.

Queries letter of authorization (LOA) information about a physical connection.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
DescribePhysicalConnec
tionLOA

The operation that you want to perform.

Set the value to
DescribePhysicalConnect ionLOA .

InstanceId String Yes
pc-
bp1ca4wca27ex******

The ID of the physical connection.

RegionId String Yes cn-hangzhou
The ID of the region where the physical connection
is deployed.

ClientToken String No
318BB676-0A2B-43A0-
9AD8-F1D34E93750F

The client token that is used for authentication.

Response parameters

Parameter Type Example Description

PhysicalConnectionLO
AType

Struct The LOA information about the physical connection.

4.12. DescribePhysicalConnectionLOA
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CompanyLocalizedNa
me

String company The name of the construction company.

CompanyName String test1234
The name of the organization that requires the physical
connection.

ConstructionTime String 2019-02-26T08:00:00Z The time when construction starts.

InstanceId String pc-bp1ca4wca27****** The ID of the physical connection.

LineCode String aaa111
The circuit  code provided by the Internet service provider
(ISP).

LineLabel String bbb222 The label of the cable in the data center.

LineType String MSTP

The type of the physical connection.

Valid values:

MSTP

Other

SDH

MPLSVPN

FIBRE

LoaUrl String http://****** The download URL of the LOA file.

PMInfo Array The information about the construction personnel.

PMInfo

PMCertificateNo String 12345671**** The identity number of the construction personnel.

PMCertificateType String Other

The type of the identity document. Valid values:

IDCard: resident identity card

Other: other identity documents

Passport: passport

PMContactInfo String 18910010****** The phone number of the construction personnel.

PMGender String Male The gender of the construction personnel.

PMName String name The name of the construction personnel.

SI String ctcu The construction company.

Status String Available The state of the physical connection.

RequestId String
318BB676-0A2B-43A0-
9AD8-F1D34E93750F The ID of the request.

Parameter Type Example Description

Examples
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Sample requests

http(s)://[Endpoint]/? Action=DescribePhysicalConnectionLOA
&InstanceId=pc-bp1ca4wca27e******
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<DescribePhysicalConnectionLOAResponse>
   <code>200</code>
   <data>
      <companyName>test1234</companyName>
      <constructionTime>2019-02-26T08:00:00Z</constructionTime>
      <instanceId>pc-bp1ca4wca27ert****</instanceId>
      <lineType>MSTP</lineType>
      <loaUrl>http://********</loaUrl>
      <pmInfo>
         <nextPMIndex>1</nextPMIndex>
         <pmCertificateNo>12345**</pmCertificateNo>
         <pmCertificateType>Other</pmCertificateType>
         <pmContactInfo>189100100**0</pmContactInfo>
         <pmGender>Male</pmGender>
         <pmName>test</pmName>
      </pmInfo>
      <si>ctcu</si>
      <status>Available</status>
   </data>
   <message>successful</message>
   <requestId>318BB676-0A2B-43A0-9AD8-F1D34E93750F</requestId>
   <success>true</success>
    </DescribePhysicalConnectionLOAResponse>

 JSON  format

{
    "code": "200",
    "data": {
        "companyName": "test1234",
        "constructionTime": "2019-02-26T08:00:00Z",
        "instanceId": "pc-bp1ca4wca27erts****",
        "lineType": "MSTP",
        "loaUrl":"http://*******",
        "pmInfo": [
            {
                "nextPMIndex": 1,
                "pmCertificateNo": "1234567",
                "pmCertificateType": "Other",
                "pmContactInfo": "18910010***",
                "pmGender": "Male",
                "pmName": "test"
            }
        ],
        "si": "ctcu",
        "status": "Available"
    },
    "message": "successful",
    "requestId": "318BB676-0A2B-43A0-9AD8-F1D34E93750F",
    "success": true
}

Error codes
For a list  of error codes, visit  the API Error Center.
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Creates an order for the resource occupation fee.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required? Example value Description

Action String Yes
CreatePhysicalConnecti
onOccupancyOrder

The name of this action.

Value:
Creat ePhysicalConnect ionOccupancyOrder 

PhysicalConnectionId String Yes
pc-
bp1hp0wr072f6ambni1
41

The instance ID of the physical connection.

RegionId String Yes cn-hangzhou
The ID of the region to which the physical
connection belongs.

AutoPay Boolean No true

Optional. Indicates whether to pay automatically.
Valid values:

true (default value): Automatic payment is
enabled. Make sure that your account balance is
sufficient. If the balance is insufficient, an
abnormal order will be generated, which can only
be voided.

false: Automatic payment is disabled.

ClientToken String No
CBCE910E-D396-4944-
8764-B4047838B2D1

Optional. The client token used for authentication.

InstanceChargeType String No PostPaid

Optional. The billing method of the physical
connection. Valid values:

PrePaid: Subscription. Make sure that your
registered credit  card is valid or you have
sufficient balance in your PayPal account.

PostPaid (default): Pay-As-You-Go.

Period Integer No 1
Optional. The number of months or years of
Subscription.

PricingCycle String No Month

Optional. The cycle of Subscription.

Year

Month

Response parameters

Parameter Type Example value Description

RequestId String
CBCE910E-D396-4944-8764-
B4047838B2D1

The request ID.

Examples
Request  example

4.13. CreatePhysicalConnectionOccupancyOrder
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http(s)://[Endpoint]/? Action=CreatePhysicalConnectionOccupancyOrder
&PhysicalConnectionId=pc-bp1hp0wr072f6ambni141
&RegionId=cn-hangzhou
&<CommonParameters>

Response examples

 XML  format

<CreatePhysicalConnectionOccupancyOrderResponse>
  <code>200</code>
  <data>
    <orderId>203167309740138</orderId>
  </data>
  <httpStatusCode>200</httpStatusCode>
  <message>successful</message>
  <requestId>CBCE910E-D396-4944-8764-B4047838B2D1</requestId>
  <success>true</success>
</CreatePhysicalConnectionOccupancyOrderResponse>

 JSON  format

{
 "message":"successful",
 "httpStatusCode":200,
 "requestId":"CBCE910E-D396-4944-8764-B4047838B2D1",
 "data":{
  "orderId":203167309740138
 },
 "code":"200",
 "success":true
}

Errors

HTTP status
code

Error code Error message Description

404
InvalidPhysicalConnectionId.
NotFound

The PhysicalConnectionId provided does
not exist in our records.

The specified physical connection does not
exist.

400
Forbidden.NotAllowedInSta
te

The request does not allow in this state.
The request cannot be processed because
the status of the resource does not permit
this action.

For a list  of error codes, visit  the API Error Center.
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Creates a router interface.

Limits
When you call this operation, make sure that the following requirements are met:

You can create only one pair of interconnected router interfaces between two routers.

You can create a maximum of five router interfaces for a router.

If  your account owns a router interface that has overdue payments, you cannot create new router interfaces.

The dest ination CIDR blocks of routes in the same route table must be unique.

A virtual border router (VBR) can serve as only the init iator of a peering connection. In addit ion, the VBR must be in the Act ive state.

Router interfaces created by calling the operation are billed on a daily basis. You cannot call the operation to create subscript ion
router interfaces.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes CreateRouterInterface
The operation that you want to perform. Set the
value to Creat eRout erInt erf ace    .

OppositeRegionId String Yes cn-shanghai
The ID of the region where the acceptor of the
connection is deployed.

RegionId String Yes cn-hangzhou

The ID of the region where you want to create the
router interface.

You can call the DescribeRegions operation to query
region IDs.

Role String Yes Init iatingSide

Specifies whether the router interface is used for
the init iator or the acceptor. Valid values:

Init iat ingSide  : the init iator

Accept ingSide : the acceptor

RouterId String Yes vrt-12345
The ID of the router that is associated with the
router interface.

RouterType String Yes VRouter

The type of router associated with the router
interface. Valid values:

VRout er : a vRouter

VBR: a VBR

5.Router interfaces
5.1. CreateRouterInterface
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Spec String Yes Mini.2

The specification of the router interface. The
following shows the available specifications and
bandwidth limits:

Mini.2: 2 Mbit/s

Mini.5: 5 Mbit/s

Small.1: 10 Mbit/s

Small.2: 20 Mbit/s

Small.5: 50 Mbit/s

Middle.1: 100 Mbit/s

Middle.2: 200 Mbit/s

Middle.5: 500 Mbit/s

Large.1: 1,000 Mbit/s

Large.2: 2,000 Mbit/s

Large.5: 5,000 Mbit/s

Xlarge.1: 10,000 Mbit/s

Not e   If you set Role to Accept ingSide
(acceptor), set the value of Spec to Negat ive .

OppositeInterfaceId String No
ri-
2zeo3xzyf38r4urzd****

The ID of the peer router interface.

OppositeRouterId String No
vrt-
bp1lhl0taikrteen8****

The ID of the peer router.

OppositeRouterType String No VRouter

The type of router that is associated with the peer
router interface. Valid values:

VRout er : a vRouter

VBR: a VBR

OppositeInterfaceOwne
rId

String No 2348***
The ID of the account to which the peer router
interface belongs.

HealthCheckSourceIp String No 192.168.0.6

The source IP address that is used to perform
health checks. It  must be an idle IP address of the
source virtual private cloud (VPC).

Not e   You can set this parameter when
the VPC is connected to an Express Connect
circuit.

HealthCheckTargetIp String No 192.168.0.8

The destination IP address that is used to perform
health checks.

Not e   This parameter is required when
Healt hCheckSourceIp   is set.

AccessPointId String No ap-cn-shanghaiSZ-****

The ID of the access point to which the VBR
belongs. You can call the DescribeAccessPoints
operation to query access point IDs.

Not e   This parameter is required when
the VBR is connected to an Express Connect
circuit.

Parameter Type Required Example Description

Express Connect API reference·Rout er int erfaces

> Document  Version: 20210712 38

file:///home/admin/dita-files/output/21701202/task4029664/~~36062~~


OppositeAccessPointId String No ap-cn-shanghaiSZ-****

The ID of the access point to which the peer
belongs.

Not e   This parameter is required when
the peer router interface is associated with a
VBR. This value cannot be changed after the
router interface is created.

Description String No abcabc

The description of the router interface.

The description must be 2 to 256 characters in
length. It  must start with a letter and cannot start
with  http://   or  https:// .

Name String No abc

The name of the router interface.

The name must be 2 to 128 characters in length and
can contain digits, periods (.), underscores (_), and
hyphens (-). It  must start with a letter. The name
cannot start with  http://  or  https:// .

Period Integer No 3

The subscription duration.

When PricingCycle is set to Month, valid values: 1
t o 9 .

When PricingCycle is set to Year, valid values: 1
t o 3 .

Not e   This parameter is required when
Inst anceChargeT ype   is set to PrePaid.

InstanceChargeType String No PrePaid

The billing method of the router interface. Valid
values:

Post Paid : pay-as-you-go. This is the default
value.

AutoPay Boolean No false

Specifies whether to enable automatic payment.
Valid values:

f alse : disables automatic payment. After the
order is placed, you must go to the Order Center
to complete the payment.

t rue : enables automatic payment. If you select
this option, the system automatically completes
the payment.

Not e   This parameter is required when
Inst anceChargeT ype   is set to PrePaid.

PricingCycle String No Month

The billing cycle of the subscription. Valid values:

Mont h : billed on a monthly basis. This is the
default value.

Year: billed on an annual basis.

Not e   This parameter is required when
Inst anceChargeT ype   is set to PrePaid.

Parameter Type Required Example Description
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ClientToken String No
123e4567-e89b-12d3-
a456-426655440000

The client token that is used to ensure the
idempotence of the request.

You can use the client to generate the value. Make
sure that the value is unique among different
requests. The token can contain only ASCII
characters and cannot exceed 64 characters in
length.

Not e   If you do not specify this
parameter, the system automatically uses the
request ID as the client token. The ID of each
request may be unique.

Parameter Type Required Example Description

Response parameters

Parameter Type Example Description

OrderId Long 202008594930117
The order number. This parameter is returned when
InstanceChargeType is set to PrePaid.

RequestId String
079874CD-AEC1-43E6-AC03-
ADD96B6E4907

The ID of the request.

RouterInterfaceId String ri-2ze7fbuohm**** The ID of the router interface.

Examples
Sample requests

http(s)://vpc.aliyuncs.com/?Action=CreateRouterInterface
&OppositeRegionId=cn-shanghai
&RegionId=cn-hangzhou
&Role=InitiatingSide
&RouterId=vrt-12345
&RouterType=VRouter
&Spec=Mini.2
&<Common request parameters>

Sample success responses

 XML  format

<CreateRouterInterfaceResponse>
      <RequestId>980960B0-2969-40BF-8542-EBB34FD358AB</RequestId>
      <RouterInterfaceId>ri-2ze7fbuohm****</RouterInterfaceId>
</CreateRouterInterfaceResponse>

 JSON  format

{
    "RequestId": "980960B0-2969-40BF-8542-EBB34FD358AB",
    "RouterInterfaceId": "ri-2ze7fbuohm****"
}

Error codes

HttpCode Error code Error message Description

404 InvalidRegionId.NotFound
The regionId provided does not exist in our
records.

The error message returned because the
specified region ID does not exist. Check
whether the specified region ID is valid.
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400
InvalidRole.ValueNotSuppor
ted

The specified Role is not valid.
The error message returned because Role
is set to an invalid value. Check whether the
specified value is valid.

400
InvalidSpec.ValudNotSuppo
rted

The specified Spec is not supported.

The error message returned because the
specification does not support this
operation. Change the specification and try
again.

400
InvalidRouterType.ValueNot
Supported

The specified RouterType is not valid.
The error message returned because the
type of the router is invalid.

404 InvalidRouterId.NotFound
The specified RouterId does not exist in our
recored.

The error message returned because the
specified router ID does not exist.

400 InvalidName.Malformed The specified "Name" is not valid.
The error message returned because the
format of the name is invalid.

400
InvalidDescription.Malforme
d

The specifid "Description" is not valid.

The error message returned because the
format of the specified description is
invalid. The description must be 2 to 256
characters in length. It  cannot start with
http:// or https://.

400 Forbidden.BillsOutstanding
You cannot create more RouterInterface
because you have bills outstanding.

The error message returned because the
router interface cannot be created when
you have unsettled bills.

400
LimitationExceed.InterfaceN
umberOnRouter

Total number of RouterInterfaces on a
Router exceeded.

The error message returned because the
number of router interfaces reaches the
quota.

400
Forbidden.NotInRouterInter
faceCreateWhitelist

Not in router interface create whitelist.
The error message returned because you
are not included in the whitelist  to create
router interfaces.

400
RI_CREATE_ONE_LIMIT_BY_S
YNC

Create ri only one limit by sync.
The error message returned because you
can create only one router interface at a
time.

400
InvalidAccessPoint.ValueNo
tAllowed

The non-vbr router interface cannot have
access point configured.

The error message returned because you
cannot configure access points for the
router interface of a vRouter.

400
InvalidAccessPoint.ValueNo
tAllowed

The non-vbr opposite router interface
cannot have opposite access point
configured.

The error message returned because you
cannot configure access points for the
router interface of a vRouter.

400
InvalidAccessPoint.NotMatc
h

The accessPoint id is not matched
The error message returned because the
specified ID of the access point is invalid.

400 InvalidAccessPoint.NotExist The accessPoint not exit
The error message returned because the
access point does not exist.

400
InvalidRouterType.ValueNot
Supported

The specified RouterType is not valid
The error message returned because the
type of the router is invalid.

400 ForbiddenAction The user dose not supported this action.
The error message returned because you
are unauthorized to perform this
operation.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Queries router interfaces in a region.

5.2. DescribeRouterInterfaces
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You can filter the results by using the following filter condit ions. The logical operator between values in a filter condit ion is OR, which
means that the filter condit ion is met if  one of the values is met. The logical operator between filter condit ions is AND, which means
that a result  is returned only when all condit ions are met.

Rout erInt erf aceId   : the ID of the router interface.

Rout erId : the ID of the router.

Rout erT ype  : the router type. Valid values: VRout er and VBR .

Rout erInt erf aceOwnerId   : The ID of the Alibaba Cloud account to which the router interface belongs.

Opposit eInt erf aceId   : the ID of the peer router interface.

Opposit eRout erT ype   : the type of the router interface. Valid values: VRout er and VBR .

Opposit eRout erId  : the ID of the peer router interface.

Opposit eInt erf aceOwnerId   : the ID of the Alibaba Cloud account to which the peer router interface belongs.

St at us  : the status of the router interface.

Name: the name of the router interface.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
DescribeRouterInterface
s

The operation that you want to perform.

Set the value to DescribeRout erInt erf aces     .

RegionId String Yes cn-hangzhou
The ID of the region to which the router interface
belongs. You can call the DescribeRegions
operation to query region IDs.

IncludeReservationData Boolean No false Specifies whether renewal data is included.

PageNumber Integer No 1 The number of the page to return. Default value: 1.

PageSize Integer No 10
The number of entries to return on each page.
Maximum value: 50. Default value: 10.

Filter.N.Key String No Filter.1.status
The type of filter condition N. Valid values of N:1
t o 5 .

Filter.N.Value.N RepeatList No Filter.1.Active
Value M of filter condition N. Valid values of M:1 t o
5.

Response parameters

Parameter Type Example Description

TotalCount Integer 2 The number of entries returned.

PageNumber Integer 1 The number of the returned page.

PageSize Integer 10 The number of entries returned per page.

RequestId String
C7F6FCBD-F9CC-4501-8EF3-
CDC9577CAE45

The ID of the request.
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RouterInterfaceSet Array The details about the router interface.

RouterInterfaceType

AccessPointId String ap-cn-shanghaiSZ-**** The ID of the access point.

Bandwidth Integer 10 The bandwidth of the router interface.

BusinessStatus String Normal

The service state of the router interface:

Normal: The router interface is working as expected.

FinancialLocked: The router interface is locked due to
overdue payments.

Securit yLocked : The router interface is locked for
security reasons.

ChargeType String PayByTraffic The billing method.

ConnectedTime String 2017-06-08T12:20:55 The time when the connection was established.

CreationTime String 2017-06-08T12:20:55 The time when the route table was created.

CrossBorder Boolean false
Indicates whether the connection is a cross-border
connection.

Description String
The description of the
router interface.

The description of the router interface.

EndTime String 2017-06-08T12:20:55 The end of the t ime period when data is retrieved.

HasReservationData String false Indicates whether renewal data is included.

HcRate Integer 1 The rate of heath checks.

HcThreshold Integer 2 The health check threshold.

HealthCheckSourceIp String 116.62.222.XX The source IP address specified for the health check.

HealthCheckTargetIp String 116.62.222.XX The destination IP address specified for the health check.

Name String test The custom name.

OppositeAccessPointI
d

String ap-cn-shanghaiSZ-**** The ID of the peer access point.

OppositeBandwidth Integer 12 The bandwidth of the peer router interface.

OppositeInterfaceBus
inessStatus

String Normal The service state of the peer router interface.

OppositeInterfaceId String ri-bp1itx13bwe6f2wfh**** The ID of the peer router interface.

Parameter Type Example Description
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OppositeInterfaceOw
nerId

String 123157908552****
The ID of the Alibaba Cloud account to which the peer
router interface belongs.

OppositeInterfaceSp
ec

String Large The specification of the peer router interface.

OppositeInterfaceSta
tus

String Normal The state of the peer router interface.

OppositeRegionId String cn-shanghai
The ID of the region where the peer router interface is
deployed.

OppositeRouterId String vrt-bp1d3bxtdv68tfd7g****
The ID of the router to which the peer router interface
belongs.

OppositeRouterType String VRouter
The type of the router to which the peer router interface
belongs.

OppositeVpcInstance
Id

String
vpc-
bp1qpo0kug3a20qqe****

The ID of the peer virtual private cloud (VPC).

ReservationActiveT im
e

String 2019-03-11T16:00:00Z The time when the renewal takes effect.

ReservationBandwidt
h

String 10 The bandwidth after the renewal takes effect.

ReservationInternetC
hargeType

String PayByBandwidth The billing method after the renewal takes effect.

ReservationOrderTyp
e

String RENEWCHANGE The type of the renewal order.

Role String Init iatingSide The role of the router interface in the peering connection.

RouterId String vrt-bp1d3bxtdv68tfd7g**** The ID of the router to which the route entry belongs.

RouterInterfaceId String ri-2zenfgfpyu3v93koa**** The ID of the router interface.

RouterType String VRouter

The type of the router to which the route table belongs.
Valid values:

VRout er : a vRouter

VBR: a VBR

Spec String Large The specifications of the router interface.

Status String active The state of the router interface.

VpcInstanceId String vpc-2ze3tq4uxhysg717x**** The ID of the local VPC.

Parameter Type Example Description

Examples
Sample requests
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https://vpc.aliyuncs.com/?Action=DescribeRouterInterfaces
&RegionId= cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<DescribeRouterInterfacesResponse>
      <PageNumber>1</PageNumber>
      <TotalCount>2</TotalCount>
      <PageSize>10</PageSize>
      <RequestId>01818199-04F6-47F4-9ADF-7CC824CF57A4</RequestId>
      <RouterInterfaceSet>
            <RouterInterfaceType>
                  <ChargeType>Prepaid</ChargeType>
                  <HasReservationData>false</HasReservationData>
                  <OppositeInterfaceBusinessStatus>Normal</OppositeInterfaceBusinessStatus>
                  <RouterInterfaceId>ri-2zenfgfpyu3v93ko****</RouterInterfaceId>
                  <OppositeInterfaceStatus>Deleted</OppositeInterfaceStatus>
                  <Spec>Small.5</Spec>
                  <OppositeInterfaceOwnerId>123157908552****</OppositeInterfaceOwnerId>
                  <CrossBorder>false</CrossBorder>
                  <OppositeInterfaceSpec>Negative</OppositeInterfaceSpec>
                  <CreationTime>2017-12-27T06:34:30Z</CreationTime>
                  <RouterType>VRouter</RouterType>
                  <Status>Inactive</Status>
                  <OppositeRouterType>VRouter</OppositeRouterType>
                  <OppositeRouterId>vrt-bp1el837xkkakub7****</OppositeRouterId>
                  <OppositeInterfaceId>ri-bp1itx13bwe6f2wfh****</OppositeInterfaceId>
                  <VpcInstanceId>vpc-2ze3tq4uxhysg717x****</VpcInstanceId>
                  <RouterId>vrt-2zeazning6tbzkm5c****</RouterId>
                  <ConnectedTime>2017-12-27T06:34:37Z</ConnectedTime>
                  <OppositeRegionId>cn-hangzhou</OppositeRegionId>
                  <BusinessStatus>Normal</BusinessStatus>
                  <Role>InitiatingSide</Role>
                  <OppositeVpcInstanceId>vpc-bp1iq3579f26c3gp****</OppositeVpcInstanceId>
                  <EndTime>2018-01-27T16:00:00Z</EndTime>
            </RouterInterfaceType>
            <RouterInterfaceType>
                  <ChargeType>Prepaid</ChargeType>
                  <HasReservationData>false</HasReservationData>
                  <OppositeInterfaceBusinessStatus>Normal</OppositeInterfaceBusinessStatus>
                  <RouterInterfaceId>ri-2zegbp7nhj0mnwm6i****</RouterInterfaceId>
                  <OppositeInterfaceStatus>Deleted</OppositeInterfaceStatus>
                  <Spec>Small.1</Spec>
                  <OppositeInterfaceOwnerId>123157908552****</OppositeInterfaceOwnerId>
                  <CrossBorder>false</CrossBorder>
                  <OppositeInterfaceSpec>Negative</OppositeInterfaceSpec>
                  <CreationTime>2017-12-27T06:31:30Z</CreationTime>
                  <RouterType>VRouter</RouterType>
                  <Status>Inactive</Status>
                  <OppositeRouterType>VRouter</OppositeRouterType>
                  <OppositeRouterId>vrt-bp1d3bxtdv68tfd7g****</OppositeRouterId>
                  <OppositeInterfaceId>ri-bp12dxgw8gmoma1h****</OppositeInterfaceId>
                  <VpcInstanceId>vpc-2ze3tq4uxhysg717x****</VpcInstanceId>
                  <RouterId>vrt-2zeazning6tbzkm5c****</RouterId>
                  <ConnectedTime>2017-12-27T06:31:36Z</ConnectedTime>
                  <OppositeRegionId>cn-hangzhou</OppositeRegionId>
                  <BusinessStatus>Normal</BusinessStatus>
                  <Role>InitiatingSide</Role>
                  <OppositeVpcInstanceId>vpc-bp15k6sx6fhdz2jw****</OppositeVpcInstanceId>
                  <EndTime>2018-10-27T16:00:00Z</EndTime>
            </RouterInterfaceType>
      </RouterInterfaceSet>
</DescribeRouterInterfacesResponse>

 JSON  format
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{
    "PageNumber": 1,
    "TotalCount": 2,
    "PageSize": 10,
    "RequestId": "01818199-04F6-47F4-9ADF-7CC824CF57A4",
    "RouterInterfaceSet": {
        "RouterInterfaceType": [
            {
                "ChargeType": "Prepaid",
                "HasReservationData": false,
                "OppositeInterfaceBusinessStatus": "Normal",
                "RouterInterfaceId": "ri-2zenfgfpyu3v93k****",
                "OppositeInterfaceStatus": "Deleted",
                "Spec": "Small.5",
                "OppositeInterfaceOwnerId": "12315790855****",
                "CrossBorder": false,
                "OppositeInterfaceSpec": "Negative",
                "CreationTime": "2017-12-27T06:34:30Z",
                "RouterType": "VRouter",
                "Status": "Inactive",
                "OppositeRouterType": "VRouter",
                "OppositeRouterId": "vrt-bp1el837xkkakub7****",
                "OppositeInterfaceId": "ri-bp1itx13bwe6f2wf****",
                "VpcInstanceId": "vpc-2ze3tq4uxhysg717x****",
                "RouterId": "vrt-2zeazning6tbzkm5c****",
                "ConnectedTime": "2017-12-27T06:34:37Z",
                "OppositeRegionId": "cn-hangzhou",
                "BusinessStatus": "Normal",
                "Role": "InitiatingSide",
                "OppositeVpcInstanceId": "vpc-bp1iq3579f26c3gpk****",
                "EndTime": "2018-01-27T16:00:00Z"
            },
            {
                "ChargeType": "Prepaid",
                "HasReservationData": false,
                "OppositeInterfaceBusinessStatus": "Normal",
                "RouterInterfaceId": "ri-2zegbp7nhj0mnwm6i****",
                "OppositeInterfaceStatus": "Deleted",
                "Spec": "Small.1",
                "OppositeInterfaceOwnerId": "123157908552****",
                "CrossBorder": false,
                "OppositeInterfaceSpec": "Negative",
                "CreationTime": "2017-12-27T06:31:30Z",
                "RouterType": "VRouter",
                "Status": "Inactive",
                "OppositeRouterType": "VRouter",
                "OppositeRouterId": "vrt-bp1d3bxtdv68tfd7****",
                "OppositeInterfaceId": "ri-bp12dxgw8gmoma1h****",
                "VpcInstanceId": "vpc-2ze3tq4uxhysg717****",
                "RouterId": "vrt-2zeazning6tbzkm5c****",
                "ConnectedTime": "2017-12-27T06:31:36Z",
                "OppositeRegionId": "cn-hangzhou",
                "BusinessStatus": "Normal",
                "Role": "InitiatingSide",
                "OppositeVpcInstanceId": "vpc-bp15k6sx6fhdz2jw4****",
                "EndTime": "2018-10-27T16:00:00Z"
            }
        ]
    }
}

Error codes

HttpCode Error code Error message Description

404
InvalidFilterKey.ValueNotSu
pported

Specified filter key is not supported:
Filter.X.key

The error message returned because
Filter.X.key is not supported.
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400 InvalidParam.NotNull The parameter must not be null.
The error message returned because a
required parameter is not set.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Init iates a connection from an init iator router interface to a receiver router interface.

After you call this operation, the router interface enters the Connecting state. When the connection is established, it  enters the
Active state.

When you call this operation, make sure that the following requirements are met:

Only an init iator router interface in the Idle state can init iate a connection.

You can create only one pair of connected router interfaces between two routers.

You cannot init iate a connection if  your Alibaba Cloud account has a router interface with overdue payments.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes ConnectRouterInterface
The operation that you want to perform.

Set the value to Connect Rout erInt erf ace    .

RegionId String Yes cn-hangzhou
The ID of the region where the router interface is
deployed. You can call the DescribeRegions
operation to query region IDs.

RouterInterfaceId String Yes
ri-
2zeo3xzyf38r4urzd****

The ID of the init iator router interface.

Response parameters

Parameter Type Example Description

RequestId String
DE77A7F3-3B74-41C0-A5BC-
CAFD188C28B6

The ID of the request.

Examples
Sample requests

http(s)://vpc.aliyuncs.com/? Action=ConnectRouterInterface
&RegionId= cn-hangzhou
&RouterInterfaceId=ri-2zeo3xzyf38r4urz****
&<Common Request Parameters>

Sample success responses

 XML  format

<ConnectRouterInterfaceResponse>
      <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</ConnectRouterInterfaceResponse>

 JSON  format

5.3. ConnectRouterInterface
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{
 "RequestId":"0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

Error codes

HttpCode Error code Error message Description

404
InvalidRouterInterfaceId.No
tFound

The specified RouterInterfaceId does not
exist in our record.

The error message returned because the
specified router interface does not exist.
Check whether the specified router
interface is valid.

400
IncorrectRole.NotInit iatingSi
de

The specified RouterInterface is not
Init iatingSide.

The error message returned because the
specified router interface is not an init iator.
Select an init iator router interface.

400
IncorrectOppositeInterfaceI
nfo

Cannot connect on the same router
The error message returned because you
cannot connect a router to itself.

400
Forbidden.OnlyOneConnecti
on

The Specified routers have a connection
already

The error message returned because the
router is already connected to a router
interface.

400
Forbidden.OnlyOneConnecti
on

Cannot connect concurrently between
same routers

The error message returned because you
cannot init iate a connection on the same
router.

400 Forbidden.BillsOutstanding
You cannot use this action because you
have bills outstanding.

The error message returned because you
have uncompleted payments and cannot
call this operation.

404 CROSS_BID.FORBIDDEN Connect RouterInterface across bid is illegal
The error message returned because cross-
BID connections are invalid.

For a list  of error codes, visit  the API Error Center.

Act ivates a router interface in the Inactive state.

After you call this act ion, the router interface changes to the Act ivating state. Next, after act ivation is completed, the router
interface changes to the Act ive state.

Not e   An overdue interface cannot be act ivated.

Debug
By using API Explorer, you can easily debug APIs, automatically generate SDK code examples, and quickly search for APIs.

Request parameters

Parameter Type Required? Example value Description

Action String Yes
ActivateRouterIn
terface

The name of this action. Value: 

ActivateRouterInterface

RegionId String Yes cn-hangzhou

The ID of the region to which the router interface to be activated
belongs.

To query the region ID, call DescribeRegions.

RouterInterfaceI
d

String Yes
ri-
2zeo3xzyf38r4ur
zdpvfs

The ID of the router interface to be activated.

5.4. ActivateRouterInterface
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Response parameters

Parameters Type Example value Description

RequestId String
079874CD-AEC1-
43E6-AC03-
ADD96B6E4907

The ID of the request.

Examples
Request  example

http(s)://vpc.aliyuncs.com/?Action=ActivateRouterInterface
&RegionId=cn-hangzhou
&RouterInterfaceId=ri-2zeo3xzyf38r4urzdpvfs
&<CommonParameters>

Response example

XML format

<ActivateRouterInterfaceResponse>
  <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</ActivateRouterInterfaceResponse>

JSON format

{
 "RequestId":"0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

Error codes

HTTP status
code

Error code Error message Description

404 InvalidRegionId.NotFound
The specified RegionId does not exist in our
records.

The specified region ID does not exist.

404
InvalidRouterInterfaceId.No
tFound

The specified RouterInterfaceId does not
exist in our records.

The specified router interface does not
exist.

400 IncorrectStatus
RouterInterface can be operated by this
action only when it 's status is Inactive.

This operation requires that the router
interface is in the Inactive status.

400 Forbidden.FinancileLocked
This RouterInterface is financiel locked
because of bills outstanding.

The router interface is locked due to an
insufficient account balance.

400 Forbbiden The Router instance owener error
This router does not belong to your
account.

See common error codes

Disables a router interface.

After you call this operation, the state of the router interface changes to Deact ivat ing  . After the router interface is disabled, its
state changes to Inact ive .

Not e   You cannot disable a router interface that has overdue payments.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

5.5. DeactivateRouterInterface
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Parameter Type Required Example Description

Action String Yes
DeactivateRouterInterfa
ce

The operation that you want to perform.

Set the value to Deact ivat eRout erInt erf ace     .

RegionId String Yes cn-hangzhou
The ID of the region to which the router interface
belongs. You can call the DescribeRegions
operation to query region IDs.

RouterInterfaceId String Yes ri-2zeo3xzyf38r4urz**** The ID of the router interface.

Response parameters

Parameter Type Example Description

RequestId String
BE7EB53A-99AB-4DA8-
AEDE-75FA90D046A6

The ID of the request.

Examples
Sample requests

http(s)://vpc.aliyuncs.com/? Action=DeactivateRouterInterface
&RegionId=cn-hangzhou
&RouterInterfaceId=ri-2zeo3xzyf38r4urz****
&<Common Request Parameters>

Sample success responses

 XML  format

<ActivateRouterInterfaceResponse>
      <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</ActivateRouterInterfaceResponse>

 JSON  format

{
 "RequestId":"0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

Error codes

HttpCode Error code Error message Description

404
InvalidRouterInterfaceId.No
tFound

The specified RouterInterfaceId does not
exist in our record.

The error message returned because the
specified router interface does not exist.
Check whether the specified router
interface is valid.

400 IncorrectStatus
RouterInterface can be operated by this
action only when it 's status is Active.

The error message returned because the
operation cannot be performed. The
operation can be performed only when the
the router interface is in the Active state.

400 Forbidden.FinancileLocked
This RouterInterface is financiel locked
because of bills outstanding.

The error message returned because the
router interface is locked due to overdue
payments.

For a list  of error codes, visit  the API Error Center.

5.6. ModifyRouterInterfaceSpec
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Modifies the specificat ions of a router interface.

After you call this operation, the state of the router interface changes to Act ivat ing  . After the router interface is act ivated, its state
changes to Act ive .

Not e   You cannot modify the specificat ions of a router interface that has overdue payments.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
ModifyRouterInterfaceS
pec

The operation that you want to perform.

Set the value to Modif yRout erInt erf aceSpec    .

RegionId String Yes cn-hangzhou
The ID of the region to which the router interface
belongs. You can call the DescribeRegions
operation to query region IDs.

RouterInterfaceId String Yes
ri-
2zeo3xzyf38r4urzd****

The ID of the router interface.

Spec String Yes Small.1

The specifications of the router interface. Valid
values:

Mini.2: 2 Mbit/s

Mini.5: 5 Mbit/s

Small.1: 10 Mbit/s

Small.2: 20 Mbit/s

Small.5: 50 Mbit/s

Middle.1: 100 Mbit/s

Middle.2: 200 Mbit/s

Middle.5: 500 Mbit/s

Large.1: 1,000 Mbit/s

Large.2: 2,000 Mbit/s

Large.5: 5,000 Mbit/s

Xlarge.1: 10,000 Mbit/s

Not e   When Role is set to
Accept ingSide  (the receiver is
connected),Spec is set to Negat ive .

ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04115b

The client token that is used to ensure the
idempotence of the request.

You can use the client to generate the value, but
you must ensure that it  is unique among different
requests. The token can contain only ASCII
characters and cannot exceed 64 characters in
length.

Response parameters

API reference·Rout er int erfaces Express Connect

51 > Document  Version: 20210712

https://api.aliyun.com/#product=Vpc&api=ModifyRouterInterfaceSpec&type=RPC&version=2016-04-28
file:///home/admin/dita-files/output/21701202/task4029664/~~36063~~


Parameter Type Example Description

RequestId String
4EC47282-1B74-4534-BD0E-
403F3EE64CAF The ID of the request.

Spec String Small.1 The specifications of the router interface.

Examples
Sample requests

http(s)://[Endpoint]/? Action=ModifyRouterInterfaceSpec
&RegionId=cn-hangzhou
&RouterInterfaceId=ri-2zeo3xzyf38r4urzd****
&Spec=Small.1
&<Common request parameters>

Sample success responses

 XML  format

<ModifyRouterInterfaceSpecResponse>
   <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
   <Spec>Middle.2</Spec>
</ModifyRouterInterfaceSpecResponse>

 JSON  format

{ 
    "RequestId": "0ED8D006-F706-4D23-88ED-E11ED28DCAC0",
    "Spec":"Middle.2" 
}

Error codes

HttpCode Error code Error message Description

400
InvalidSpec.ValudNotSuppo
rted

The specified Spec is not supported.

The error message returned because the
specifications do not support the
operation. Change the modifications and
try again.

404
InvalidRouterInterfaceId.No
tFound

The specified RouterInterfaceId does not
exist in our record.

The error message returned because the
specified router interface does not exist.
Check whether the specified router
interface is valid.

400 InvalidInstanceOwner.Error The router instance owener error.
The error message returned because the
vRouter does not belong to your Alibaba
Cloud account.

400 InvalidInstance.StatusError The router instance owener error.
The error message returned because the
state of the instance is invalid.

400 InvalidOpposite.NotFound The opposite not exit.
The error message returned because the
peer does not exist.

For a list  of error codes, visit  the API Error Center.

Modifies the configurations of a router interface.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

5.7. ModifyRouterInterfaceAttribute
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Request parameters

Parameter Type Required Example Description

Action String Yes
ModifyRouterInterfaceA
ttribute

The operation that you want to perform.

Set the value to
Modif yRout erInt erf aceAt t ribut e       .

RegionId String Yes cn-shanghai
The ID of the region where the router interface is
deployed. You can call the DescribeRegions
operation to query region IDs.

RouterInterfaceId String Yes ri-2zeo3xzyf38r4urz**** The ID of the router interface.

Name String No TEST

The name of the router interface.

The name must be 2 to 128 characters in length,
and can contain digits, periods (.), underscores (_),
and hyphens (-). The name cannot start with
 http://  or  https:// .

Description String No Router interfaces

The description of the router interface.

The description must be 2 to 256 characters in
length. It  must start with a letter but cannot start
with  http://  or  https:// .

OppositeInterfaceId String No ri-2zeo3xzyf38r4urz**** The ID of the peer router interface.

OppositeRouterId String No
vrt-
bp1jcg5cmxjbl9xgc****

The ID of the peer router.

OppositeRouterType String No VRouter

The type of the router to which the peer router
interface belongs. Default value: VBR.

Valid values: VRout er  and VBR.

OppositeInterfaceOwne
rId

Long No 10
The ID of the Alibaba Cloud account to which the
peer router interface belongs.

HealthCheckSourceIp String No 116.62.222.XX

The source IP address that is used to perform
health checks. It  must be an idle IP address of the
local VPC.

Not e   You can set this parameter when a
physical connection is connected.

HealthCheckTargetIp String No 116.62.222.XX

The destination IP address that is used to perform
health checks.

Not e   This parameter is required when
Healt hCheckSourceIp   is set.

HcThreshold Integer No 12 The health check threshold.

HcRate Integer No 2 The rate of heath checks.
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DeleteHealthCheckIp Boolean No true

Specifies whether to delete the IP address for
health check configured on the router interface.
Valid values:

t rue : deletes the IP address for health checks.

f alse : does not delete the IP addresses. This is
the default value.

Parameter Type Required Example Description

Response parameters

Parameter Type Example Description

RequestId String
4EC47282-1B74-4534-BD0E-
403F3EE64CAF

The ID of the request.

Examples
Sample requests

http(s)://[Endpoint]/? Action=ModifyRouterInterfaceAttribute
&RegionId=cn-shanghai
&RouterInterfaceId=ri-2zeo3xzyf38r4urz****
&<Common request parameters>

Sample success responses

 XML  format

<ModifyRouterInterfaceAttributeResponse>
      <RequestId>980960B0-2969-40BF-8542-EBB34FD358AB</RequestId>
</ModifyRouterInterfaceAttributeResponse>

 JSON  format

{ 
    "RequestId": "980960B0-2969-40BF-8542-EBB34FD358AB"
}

Error codes

HttpCode Error code Error message Description

404 InvalidRegionId.NotFound
The specified RegionId does not exist in our
records.

The error message returned because the
specified region ID does not exist. Check
whether the service is available in the
region.

404
InvalidRouterInterfaceId.No
tFound

The specified RouterInterfaceId does not
exist in our records.

The error message returned because the
specified router interface does not exist.
Check whether the specified router
interface is valid.

400 InvalidName.Malformd The attribute name is illeagl.
The error message returned because the
format of the specified name is invalid.

400
InvalidOppositeRouterType.
ValueNotSupported

The specified OppositeRouterType is not
valid.

The error message returned because
OppositeRouterType is set to an invalid
value.

400
InvalidDescription.Malforme
d

The Description is illeagl.

The error message returned because the
format of the specified description is
invalid. The description must be 2 to 256
characters in length and cannot start with
http:// or https://.
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400 Forbbiden The Router instance owener error
The error message returned because the
specified router does not belong to your
Alibaba Cloud account.

400 LinkRole.NotSupport This linkrole is not supported
The error message returned because this
link is not supported.

400
InvalidParam.ModifyRouterI
nterface

Modify routerinterface param invalide
The error message returned because the
value of the parameter that you set to
modify the router interface is invalid.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Modifies the configurations of a router interface.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
ModifyRouterInterfaceA
ttribute

The operation that you want to perform.

Set the value to
Modif yRout erInt erf aceAt t ribut e       .

RegionId String Yes cn-shanghai
The ID of the region where the router interface is
deployed. You can call the DescribeRegions
operation to query region IDs.

RouterInterfaceId String Yes ri-2zeo3xzyf38r4urz**** The ID of the router interface.

Name String No TEST

The name of the router interface.

The name must be 2 to 128 characters in length,
and can contain digits, periods (.), underscores (_),
and hyphens (-). The name cannot start with
 http://  or  https:// .

Description String No Router interfaces

The description of the router interface.

The description must be 2 to 256 characters in
length. It  must start with a letter but cannot start
with  http://  or  https:// .

OppositeInterfaceId String No ri-2zeo3xzyf38r4urz**** The ID of the peer router interface.

OppositeRouterId String No
vrt-
bp1jcg5cmxjbl9xgc****

The ID of the peer router.

OppositeRouterType String No VRouter

The type of the router to which the peer router
interface belongs. Default value: VBR.

Valid values: VRout er  and VBR.

OppositeInterfaceOwne
rId

Long No 10
The ID of the Alibaba Cloud account to which the
peer router interface belongs.

5.8. ModifyRouterInterfaceAttribute
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HealthCheckSourceIp String No 116.62.222.XX

The source IP address that is used to perform
health checks. It  must be an idle IP address of the
local VPC.

Not e   You can set this parameter when a
physical connection is connected.

HealthCheckTargetIp String No 116.62.222.XX

The destination IP address that is used to perform
health checks.

Not e   This parameter is required when
Healt hCheckSourceIp   is set.

HcThreshold Integer No 12 The health check threshold.

HcRate Integer No 2 The rate of heath checks.

DeleteHealthCheckIp Boolean No true

Specifies whether to delete the IP address for
health check configured on the router interface.
Valid values:

t rue : deletes the IP address for health checks.

f alse : does not delete the IP addresses. This is
the default value.

Parameter Type Required Example Description

Response parameters

Parameter Type Example Description

RequestId String
4EC47282-1B74-4534-BD0E-
403F3EE64CAF

The ID of the request.

Examples
Sample requests

http(s)://[Endpoint]/? Action=ModifyRouterInterfaceAttribute
&RegionId=cn-shanghai
&RouterInterfaceId=ri-2zeo3xzyf38r4urz****
&<Common request parameters>

Sample success responses

 XML  format

<ModifyRouterInterfaceAttributeResponse>
      <RequestId>980960B0-2969-40BF-8542-EBB34FD358AB</RequestId>
</ModifyRouterInterfaceAttributeResponse>

 JSON  format

{ 
    "RequestId": "980960B0-2969-40BF-8542-EBB34FD358AB"
}
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Error codes

HttpCode Error code Error message Description

404 InvalidRegionId.NotFound
The specified RegionId does not exist in our
records.

The error message returned because the
specified region ID does not exist. Check
whether the service is available in the
region.

404
InvalidRouterInterfaceId.No
tFound

The specified RouterInterfaceId does not
exist in our records.

The error message returned because the
specified router interface does not exist.
Check whether the specified router
interface is valid.

400 InvalidName.Malformd The attribute name is illeagl.
The error message returned because the
format of the specified name is invalid.

400
InvalidOppositeRouterType.
ValueNotSupported

The specified OppositeRouterType is not
valid.

The error message returned because
OppositeRouterType is set to an invalid
value.

400
InvalidDescription.Malforme
d

The Description is illeagl.

The error message returned because the
format of the specified description is
invalid. The description must be 2 to 256
characters in length and cannot start with
http:// or https://.

400 Forbbiden The Router instance owener error
The error message returned because the
specified router does not belong to your
Alibaba Cloud account.

400 LinkRole.NotSupport This linkrole is not supported
The error message returned because this
link is not supported.

400
InvalidParam.ModifyRouterI
nterface

Modify routerinterface param invalide
The error message returned because the
value of the parameter that you set to
modify the router interface is invalid.

For a list  of error codes, visit  the API Error Center.
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Creates a virtual border router (VBR) failover group.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes CreateVbrHa
The operation that you want to perform.

Set the value to Creat eVbrHa .

PeerVbrId String Yes
vbr-
bp12mw1f8k3jgygk9***
*

The ID of the other VBR in the VBR failover group.

RegionId String Yes cn-hangzhou The ID of the region where the VBR is deployed.

VbrId String Yes
vbr-
bp1jcg5cmxjbl9xgc****

The ID of the VBR.

Description String No VBRHa

The description of the VBR failover group.

The description must be 2 to 256 characters in
length. It  must start with a letter and cannot start
with  http:// or  https:// .

Name String No VBRHa The name of the VBR failover group.

ClientToken String No
CBCE910E-D396-4944-
8****

The client token that is used to ensure the
idempotence of the request.

The client token must be unique among different
requests. It  can contain only ASCII characters and
cannot exceed 64 characters in length.

DryRun Boolean No false

Specifies whether to precheck the request. Valid
values:

t rue : prechecks the request without performing
the operation. The system checks the request
format, instance status, and whether the
required parameters are specified. An error
message is returned if the request fails the
precheck. If the request passes the precheck,  DR
YRUN.SUCCESS  is returned.

f alse : prechecks the request. After the request
passes the precheck, the operation is performed.

Response parameters

Parameter Type Example Description

RequestId String
4EC47282-1B74-4534-BD0E-
403F3EE64CAF

The ID of the request.

6.VBR interfaces
6.1. CreateVbrHa
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VbrHaId String vbrha-sa1sxheuxtd98**** The ID of the VBR failover group.

Parameter Type Example Description

Examples
Sample requests

http(s)://[Endpoint]/?Action=CreateVbrHa
&PeerVbrId=vbr-bp12mw1f8k3jgygk9****
&RegionId=cn-hangzhou
&VbrId=vbr-bp1jcg5cmxjbl9xgc****
&<Common request parameters>

Sample success responses

 XML  format

<CreateVbrHaResponse>
      <VbrHaId>vbrha-sa1sxheuxtd98****</VbrHaId>
      <RequestId>4EC47282-1B74-4534-BD0E-403F3EE64CAF</RequestId>
</CreateVbrHaResponse>

 JSON  format

{
    "CreateVbrHaResponse": {
        "VbrHaId": "vbrha-sa1sxheuxtd98****",
        "RequestId": "4EC47282-1B74-4534-BD0E-403F3EE64CAF"
    }
}

Error codes

HttpCode Error code Error message Description

404 ResourceNotFound.Vbr The VBR resource is not found.
The error message returned because the
VBR is not found.

400
OperationFailed.VbrCenNot
Consistent

The VBR and the peer VBR are attached to
different CENs.

The error message returned because the
VBRs are attached to different Cloud
Enterprise Network (CEN) instances.

400
OperationFailed.VbrAliUidN
otConsistent

The VBR and the peer VBR belong to
different AliUids.

The error message returned because the
VBRs belong to different accounts.

400
OperationFailed.VbrAccess
DeviceSame

The VBR and the peer VBR are in the same
device.

The error message returned because the
VBRs belong to the same device.

400
OperationFailed.VbrBandWi
dthExceed

The VBR bandwidth exceeds the limit.
The error message returned because the
bandwidth of the VBR has reached the
upper limit.

400
OperationFailed.VbrInUsedB
yOtherHa

The VBR is used by another VBR HA.
The error message returned because the
VBRs are already used in another VBR
failover group.

400
OperationFailed.VbrBgpPee
rNotEnableBfd

The VBR BGP has not enabled BFD.

The error message returned because
Border Gateway Protocol (BGP) groups of
the VBR do not have Bidirectional
Forwarding Detection (BFD) enabled.

400
OperationFailed.VbrCenNot
Relation

The VBR is not attached to any CEN.
The error message returned because the
VBR is not attached to a CEN instance.

For a list  of error codes, visit  the API Error Center.
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Queries virtual border router (VBR) failover groups.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes DescribeVbrHa
The operation that you want to perform.

Set the value to DescribeVbrHa.

RegionId String Yes cn-shanghai The ID of the region where the VBR is deployed.

ClientToken String No
CBCE910E-D396-4944-
8****

The client token that is used to ensure the
idempotence of the request.

You can use the client to generate the value, but
you must ensure that it  is unique among different
requests. The token can contain only ASCII
characters and cannot exceed 64 characters in
length.

DryRun Boolean No false

Specifies whether to precheck the request. Valid
values:

t rue : prechecks the request without performing
the operation. The system checks the request
format, instance status, and whether the
required parameters are specified. An error
message is returned if the request fails the
precheck. If the request passes the precheck,  DR
YRUN.SUCCESS  is returned.

f alse : prechecks the request. After the request
passes the precheck, the operation is performed.

VbrId String No
vbr-
bp1jcg5cmxjbl9xgc****

The ID of the VBR.

VbrHaId String No
vbrha-
sa1sxheuxtd98****

The ID of the VBR failover group.

Response parameters

Parameter Type Example Description

CreationTime String 2021-06-08T12:20:55 The time when the VBR was created.

Description String desc

The description of the VBR failover group.

The description must be 2 to 256 characters in length. It
must start with a letter and cannot start with  http:// or
 https:// .

Name String VBRHa The name of the VBR failover group.

PeerVbrId String
vbr-
bp12mw1f8k3jgygk9****

The ID of the other VBR in the VBR failover group.

6.2. DescribeVbrHa
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RegionId String cn-hangzhou The ID of the region where the VBR is deployed.

RequestId String
4EC47282-1B74-4534-BD0E-
403F3EE64CAF

The ID of the request.

Status String Active

The state of the VBR failover group.

Creat ing : The VBR failover group is being created.

Act ive : The VBR failover group is running as expected.

VbrHaId String vbrha-sa1sxheuxtd98**** The ID of the VBR failover group.

VbrId String vbr-bp1jcg5cmxjbl9xgc**** The ID of the VBR.

Parameter Type Example Description

Examples
Sample requests

http(s)://[Endpoint]/?Action=DescribeVbrHa
&RegionId=cn-shanghai
&VbrHaId=vbrha-sa1******
&VbrId=vbr-bp1jcg5cm******
&<Common request parameters>

Sample success responses

 XML  format

<DescribeVbrHaResponse>
      <Status>Active</Status>
      <VbrHaId>vbrha-sa1sxheuxtd98****</VbrHaId>
      <Description>desc</Description>
      <RequestId>4EC47282-1B74-4534-BD0E-403F3EE64CAF</RequestId>
      <CreationTime>2021-06-08T12:20:55</CreationTime>
      <VbrId>vbr-bp1jcg5cmxjbl9xgc****</VbrId>
      <RegionId>cn-hangzhou</RegionId>
      <PeerVbrId>vbr-bp12mw1f8k3jgygk9****</PeerVbrId>
      <Name>VBRHa</Name>
</DescribeVbrHaResponse>

 JSON  format

{
    "DescribeVbrHaResponse": {
        "Status": "Active",
        "VbrHaId": "vbrha-sa1sxheuxtd98****",
        "Description": "desc",
        "RequestId": "4EC47282-1B74-4534-BD0E-403F3EE64CAF",
        "CreationTime": "2021-06-08T12:20:55",
        "VbrId": "vbr-bp1jcg5cmxjbl9xgc****",
        "RegionId": "cn-hangzhou",
        "PeerVbrId": "vbr-bp12mw1f8k3jgygk9****",
        "Name": "VBRHa"
    }
}

Error codes

HttpCode Error code Error message Description
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404 ResourceNotFound.VbrHa The VBR HA resource is not found.
The error message returned because the
high availability resources of the VBR are
not found.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Deletes a virtual border router (VBR) failover group.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes DeleteVbrHa
The operation that you want to perform.

Set the value to Delet eVbrHa .

InstanceId String Yes vbrha-sa1****** The ID of the VBR failover group.

RegionId String Yes cn-hangzhou The ID of the region where the VBR is deployed.

ClientToken String No
CBCE910E-D396-4944-
8****

The client token that is used to ensure the
idempotence of the request.

You can use the client to generate the value, but
you must ensure that it  is unique among different
requests. The token can contain only ASCII
characters and cannot exceed 64 characters in
length.

Response parameters

Parameter Type Example Description

RequestId String
4EC47282-1B74-4534-BD0E-
403F3EE64CAF

The ID of the request.

Examples
Sample requests

http(s)://[Endpoint]/?Action=DeleteVbrHa
&InstanceId=vbrha-sa1******
&RegionId=cn-hangzhou
&<Common request parameters>

Sample success responses

 XML  format

<DeleteVbrHaResponse>
      <RequestId>4EC47282-1B74-4534-BD0E-403F3EE64CAF</RequestId>
</DeleteVbrHaResponse>

 JSON  format

6.3. DeleteVbrHa
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{
    "DeleteVbrHaResponse": {
        "RequestId": "4EC47282-1B74-4534-BD0E-403F3EE64CAF"
    }
}

Error codes

HttpCode Error code Error message Description

404 ResourceNotFound.VbrHa The VBR HA resource is not found.
The error message returned because the
high availability resources of the VBR are
not found.

For a list  of error codes, visit  the API Error Center.

Creates a virtual border router (VBR).

After you create a VBR for the current Alibaba Cloud account, the VBR is in the Enabled state.

After you create a VBR for another Alibaba Cloud account, the VBR is in the Unconf irmed  state. The other Alibaba Cloud account
must confirm it .

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
CreateVirtualBorderRou
ter

The operation that you want to perform.

Set the value to Creat eVirt ualBorderRout er   .

PhysicalConnectionId String Yes pc-xxxxxxxxx The ID of the Express Connect circuit.

RegionId String Yes cn-shanghai
The ID of the region where the Express Connect
circuit  is deployed. You can call the DescribeRegions
operation to query the most recent region list.

VlanId Integer Yes 10

The VLAN ID of the VBR. Valid values: 1 t o 2999 .

Not e   Only the owner of the Express
Connect circuit  can set this parameter. The
VLAN IDs of two VBRs of the same Express
Connect circuit  must be different.

VbrOwnerId Long No 10

The ID of the Alibaba Cloud account to which the
VBR belongs.

By default, the ID of the current Alibaba Cloud
account or the account to which the Express
Connect belongs is displayed.

6.4. CreateVirtualBorderRouter
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CircuitCode String No longtel0**

The circuit  code provided by the Internet service
provider (ISP) of the Express Connect circuit.

Not e   Only the owner of the Express
Connect circuit  can set this parameter.

LocalGatewayIp String No 192.168.XX.XX
The IP address of the VBR on the Alibaba Cloud
side.

PeerGatewayIp String No 116.62.XX.XX

The IP address of the VBR on the user side.

Only the owner of the VBR can set or modify this
parameter.

This parameter is required when you create a VBR
for the owner of the Express Connect circuit. You
can ignore this parameter when you create a VBR
for another Alibaba Cloud account.

PeeringSubnetMask String No 255.255.255.252

The subnet mask for the IP addresses of the VBR on
the Alibaba Cloud side and on the user side.

The two IP addresses must belong to the same
subnet.

Description String No desc

The description of the VBR.

The description must be 2 to 256 characters in
length. It  must start with a letter and cannot start
with  http:// or  https:// .

Name String No test

The name of the VBR.

The name must be 2 to 128 characters in length and
can contain digits, periods (.), underscores (_), and
hyphens (-). It  must start with a letter. The name
cannot start with  http://   or  https:// .

ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04*****

The client token that is used to ensure the
idempotence of the request.

You can use the client to generate the value, but
you must ensure that it  is unique among different
requests. The token can contain only ASCII
characters and cannot exceed 64 characters in
length.

LocalIpv6GatewayIp String No
2001:XXXX:3c4d:0015:
0000:0000:0000:1a2b

The IPv6 address of the VBR on the Alibaba Cloud
side.

PeerIpv6GatewayIp String No
2001:XXXX:3c4d:0015:
0000:0000:0000:1a2b

The IPv6 address of the VBR on the user side.

Only the owner of the VBR can set this parameter.

This parameter is required when you create a VBR
for the owner of the Express Connect. You can
ignore this parameter when you create a VBR for
another Alibaba Cloud account.

Parameter Type Required Example Description
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PeeringIpv6SubnetMask String No 2408:4004:cc:400::/56

The subnet mask for the IPv6 addresses of the VBR
on the Alibaba Cloud side and on the user side.

The two IPv6 addresses must fall within the same
subnet.

EnableIpv6 Boolean No true

Specifies whether to enable IPv6.

t rue : enables IPv6

f alse : disables IPv6

Bandwidth Long No 100 The bandwidth value. Unit: Mbit/s.

Parameter Type Required Example Description

Response parameters

Parameter Type Example Description

VbrId String vbr-bp1jcg5cmxjbl9xgc**** The ID of the VBR.

RequestId String
4EC47282-1B74-4534-BD0E-
403F3EE64CAF

The ID of the request.

Examples
Sample requests

http(s)://[Endpoint]/?Action=CreateVirtualBorderRouter
&PhysicalConnectionId=pc-xxxxxxxxx
&RegionId=cn-shanghai
&VlanId=10
&<Common request parameters>

Sample success responses

 XML  format

<CreateVirtualBorderRouter>
      <RequestId>4EC47282-1B74-4534-BD0E-403F3EE64CAF</RequestId>
      <VbrId>vbr-bp1jcg5cmxjbl9xgc****</VbrId>
</CreateVirtualBorderRouter>

 JSON  format

{
    "CreateVirtualBorderRouter": {
        "RequestId": "4EC47282-1B74-4534-BD0E-403F3EE64CAF",
        "VbrId": "vbr-bp1jcg5cmxjbl9xgc****"
    }
}

Error codes

HttpCode Error code Error message Description

404 InvalidRegionId.NotFound The specified RegionId is not found.

The error message returned because the
specified region ID is invalid. Check whether
the service is available in the specified
region.

400
InvalidPhysicalConnectionId.
NotFound

The specified PhysicalConnectionId is not
found.

The error message returned because the ID
of the Express Connect is invalid.
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400 InvalidVlanId.Used The specified VlanId has been used.
The error message returned because the
VLAN ID is being used.

400 MissingParameter
The input parameter 'PhysicalConnectionId'
that is mandatory for processing this
request is not supplied.

The error message returned because
PhysicalConnectionId is not set.

400
InvalidPhysicalConnectionId.
NotEnabled

The specified PhysicalConnectionId is not in
Enabled state.

The error message returned because the
state of the Express Connect circuit  is
invalid. Check the Express Connect circuit
and try again.

404
InvalidVbrOwnerId.NotFoun
d

The specified VbrOwnerId is not valid.
The error message returned because
VbrOwnerId is set to an invalid value.

400 InvalidVlanId.Malformed The specified VlanId is not valid.
The error message returned because VlanId
is set to an invalid value.

400
InvalidCircuitCode.Malforme
d

The specified CircuitCode is not valid.
The error message returned because
CircuitCode is set to an invalid value.

400 MissingParameter
The input parameter 'LocalGatewayIp' that
is mandatory for processing this request is
not supplied.

The error message returned because
LocalGatewayIp is not set.

400
InvalidLocalGatewayIp.Malf
ormed

The specified LocalGatewayIp is not valid.
The error message returned because the IP
address of the local gateway is invalid.

400 MissingParameter
The input parameter 'PeerGatewayIp' that
is mandatory for processing this request is
not supplied.

The error message returned because
PeerGatewayIp is not set.

400 MissingParameter
The input parameter 'PeeringSubnetMask'
that is mandatory for processing this
request is not supplied.

The error message returned because
PeeringSubnetMask is not set.

400
InvalidPeeringSubnetMask.
Malformed

The specified PeeringSubnetMask is not
valid.

The error message returned because
PeeringSubnetMask is set to an invalid
value. Check whether PeeringSubnetMask is
set to a valid value.

403
Forbidden.LocalGatewayIp
NotAllowedByCaller

The caller is not allowed to specify the
LocalGatewayIp parameter.

The error message returned because you
are not allowed to set LocalGatewayIp.

403
Forbidden.PeerGatewayIpN
otAllowedByCaller

The caller is not allowed to specify the
PeerGatewayIp parameter.

The error message returned because you
are not allowed to set PeerGatewayIp.

403
Forbidden.PeeringSubnetM
askNotAllowedByCaller

The caller is not allowed to specify the
PeeringSubnetMask parameter.

The error message returned because you
are not allowed to set PeeringSubnetMask.

403
Forbidden.NameNotAllowe
dByCaller

The caller is not allowed to specify the
Name parameter.

The error message returned because you
are not allowed to set Name.

403
Forbidden.DescriptionNotAl
lowedByCaller

The caller is not allowed to specify the
Description parameter.

The error message returned because you
are not allowed to set Description.

400 InvalidName.Malformed The specified ?Name? is not valid.
The error message returned because the
format of the name is invalid.

400
InvalidDescription.Malforme
d

The specifid ?Description? is not valid.

The error message returned because the
format of the resource description is
invalid. The description must be 2 to 256
characters in length. It  cannot start with
http:// or https://.

400
QuotaExceeded.vbrPerpCon
n

Virtual boarder router per
PhysicalConnection quota exceed.

The error message returned because the
number of VBRs of each Express Connect
circuit  has reached the upper limit. Reduce
the number of VBRs and try again.

HttpCode Error code Error message Description
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400 QuotaExceeded.freevbr Free virtual boarder router quota exceed.
The error message returned because the
number of VBRs has reached the upper
limit.

400 InvalidIp.NotSameSubnet
Local gateway ip and peer gateway ip are
not in the same subnet.

The error message returned because the IP
addresses of the local gateway and the
peer gateway do not fall within the same
subnet.

404 CROSS_BID.FORBIDDEN Create VBR across bid is illegal
The error message returned because you
are not allowed to create a VBR for
another Alibaba Cloud account.

400
OperationFailed.PconnExist
Vlan0Vbr

The physical connection has VLAN 0 VBR.
You cannot create another VBR.

The error message returned because a VBR
whose VLAN ID is 0 already exists in the
Express Connect circuit. You are not
allowed to create other VBRs.

400
OperationFailed.Vlan0VbrU
nSharePconn

VLAN 0 VBR cannot share the physical
connection with another VBR.

The error message returned because a VBR
whose VLAN ID is 0 already exists in the
Express Connect circuit. You are not
allowed to create another VBR whose VLAN
ID is 0.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Deletes a virtual border router (VBR).

Limits
Before you call this operation, take note of the following limits:

Before you delete a VBR, you must delete all router interfaces of the VBR.

You can delete only a VBR that is in the Unconf irmed , Enabled, or T erminat ed   state.

If  the owner of an Express Connect circuit  wants to delete a VBR that belongs to another Alibaba Cloud account, the VBR must be
in the Unconf irmed  state.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
DeleteVirtualBorderRou
ter

The operation that you want to perform.

Set the value to Delet eVirt ualBorderRout er   .

RegionId String Yes cn-shanghai
The ID of the region where the VBR is deployed. You
can call the DescribeRegions operation to query the
most recent region list.

VbrId String Yes
vbr-
bp12mw1f8k3jgygk9***
*

The ID of the VBR.

6.5. DeleteVirtualBorderRouter
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ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04115b

The client token that is used to ensure the
idempotence of the request.

You can use the client to generate the value, but
you must make sure that it  is unique among
different requests. The token can contain only ASCII
characters and cannot exceed 64 characters in
length.

Parameter Type Required Example Description

Response parameters

Parameter Type Example Description

RequestId String
0ED8D006-F706-4D23-88ED-
E11ED28DCAC0

The ID of the request.

Examples
Sample requests

http(s)://[Endpoint]/?Action=DeleteVirtualBorderRouter
&RegionId=cn-shanghai
&VbrId=vbr-bp12mw1f8k3jgygk9****
&<Common request parameters>

Sample success responses

 XML  format

<DeleteVirtualBorderRouterResponse>
      <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</DeleteVirtualBorderRouterResponse>

 JSON  format

{
    "DeleteVirtualBorderRouterResponse": {
        "RequestId": "0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
    }
}

Error codes

HttpCode Error code Error message Description

404 InvalidVbrId.NotFound
The specified VirutalBorderRouter does not
exist in our records.

The error message returned because the
specified VBR ID does not exist. Check
whether the specified VBR ID is valid.

400
InvalidOperation.RouterInte
rfaceNotDeleted

The specified VirutalBorderRouter still has
routerInterface.

The error message returned because the
VBR is associated with a router interface.

400
InvalidOperation.Operation
NotAllowedInState

The specified VirutalBorderRouter is in
invalid state.

The error message returned because the
specified VBR is in an invalid state. Check
the state of the VBR.

403
Forbidden.OperationDelete
NotAllowedByUser

The caller is not allowed to delete the
specified VirtualBorderRouter.

The error message returned because you
do not have the permissions to delete the
VBR.

403 Forbidden.MultiVlanRi Multiple vlan router interfaces are found.
The error message returned because
multiple VLAN router interfaces exist.
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403 Forbidden.NoRiFound No vlan router interfaces are found.
The error message returned because no
VLAN router interface is available.

400 InvalidStatus.NotAllowed
The virtual border has been associated by
physicalConnection.

The error message returned because the
VBR is associated with an Express Connect
circuit.

400
OperationUnsupported.VBR
AttachedCen

Operation failed because the VBR is
attached to CEN.

The error message returned because the
VBR is already attached to a Cloud
Enterprise Network (CEN) instance.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Queries virtual border routers (VBRs).

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
DescribeVirtualBorderRo
uters

The operation that you want to perform.

Set the value to DescribeVirt ualBorderRout ers   .

RegionId String Yes cn-shanghai
The ID of the region where the VBR is deployed. You
can call the DescribeRegions operation to query
region IDs.

PageNumber Integer No 1 The number of the page to return. Default value: 1

PageSize Integer No 10
The number of entries to return on each page.
Maximum value: 50. Default value: 10.

Filter.N.Key String No 1

The key of filter condition N. Valid values of N: 1 t o
5.

Valid values of filter conditions:

PhysicalConnect ionId : Filter by physical
connection ID.

VbrId: Filter by VBR ID.

St at us   : Filter by VBR status.

Name: Filter by VBR name.

AccessPoint Id : Filter by access point ID.

t ype : Filter by physical connection type.

Filter.N.Value.N RepeatList No 1
The value of filter condition N. Valid values of N: 1
t o 5 .

Response parameters

6.6. DescribeVirtualBorderRouters
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Parameter Type Example Description

VirtualBorderRouterS
et

Array of
VirtualBorderRouterT
ype

The information about the queried VBRs.

VirtualBorderRouterT
ype

AccessPointId String ap-cn-kojok1x*********
The ID of the access point that is associated with the
physical connection.

ActivationTime String 2017-06-08T12:20:55 The first  t ime when the VBR was activated.

AssociatedCens
Array of
AssociatedCen

Cloud Enterprise Network (CEN).

AssociatedCen

CenId String cen-kojok19xxx****** The ID of the CEN instance.

CenOwnerId Long 12345678
The user ID (UID) of the Alibaba Cloud account to which the
CEN instance belongs.

CenStatus String Attached The state of the CEN instance.

AssociatedPhysicalCo
nnections

Array of
AssociatedPhysicalCo
nnection

The associated physical connection.

AssociatedPhysicalCo
nnection

CircuitCode String 12
The circuit  code of the Internet service provider (ISP) that
corresponds to the router interface of the VBR.

EnableIpv6 Boolean true

LocalGatewayIp String 116.**. **. ** The IP address of the local router interface of the VBR.

LocalIpv6GatewayIp String 2000:1234:0:a000::5 The IPv6 address of the local router interface of the VBR.

PeerGatewayIp String 116.62.**. ** The IP address of the peer router interface of the VBR.

PeerIpv6GatewayIp String 2000:1234:0:a000::6 The IPv6 address of the peer router interface of the VBR.

PeeringIpv6SubnetMa
sk

String 2000:1234:0:a000::/56 The subnet mask of the peer router interface of the VBR.

PeeringSubnetMask String 255.255.255.252
The subnet mask of the connection between the local
router interface and the peer router interface of the VBR.

PhysicalConnectionBu
sinessStatus

String Normal The business state of the physical connection.

PhysicalConnectionId String pc-119mfjzm7********* The ID of the physical connection.
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PhysicalConnectionO
wnerUid

String qfrgrg******
The UID of the Alibaba Cloud account to which the physical
connection belongs.

PhysicalConnectionSt
atus

String Normal The state of the physical connection.

Status String active

The state of the physical connection. Valid values:

Init ial: in progress

Approved: approved

Allocating: resource allocation in progress

Allocated: under construction

Confirmed: pending for user confirmation

Enabled: enabled

Rejected: rejected

Canceled: canceled

Allocation Failed: resource allocation failed

Terminated: terminated

VlanId String 0 The VLAN ID of the VBR.

VlanInterfaceId String ri-kojok19x3j0q6kxxxxxxxxx
The ID of the router interface of the VBR. This ID can be
used as the next hop of a route entry of the VBR.

CircuitCode String longtel001
The circuit  code provided by the ISP for the physical
connection.

CreationTime String 2017-06-08T12:20:55 The time when the VBR was created.

Description String VBR The description of the VBR.

DetectMultiplier Long 3

The multiple of the detection time.

This value indicates the maximum number of dropped
packets that is allowed by the receiver when the init iator
transmits packets. This value can be used to check whether
the connection works as expected.

Valid values: 3 t o 10 .

EccId String ecc-h*********

EnableIpv6 Boolean true The IPv6 address.

LocalGatewayIp String 116.62.**. ** The IP address configured on the Alibaba Cloud side.

LocalIpv6GatewayIp String 2000:1234:0:a000::3 The IPv6 address configured on the Alibaba Cloud side.

MinRxInterval Long 100
The time interval to receive BFD packets. Valid values: 200
to 1000. Unit: milliseconds.

MinTxInterval Long 100
The time interval to send BFD packets. Valid values: 200 to
1000. Unit: milliseconds.

Parameter Type Example Description
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Name String test The name of the VBR.

PConnVbrExpireT ime String 2017-06-08T12:20:55 The time when the VBR expires.

PeerGatewayIp String 116.62.**. ** The IP address configured on the user side.

PeerIpv6GatewayIp String 2000:1234:0:a000::4 The IPv6 address configured on the user side.

PeeringIpv6SubnetMa
sk

String 2000:1234:0:a000::/55
The subnet masks of the IPv6 addresses configured on the
user side and Alibaba Cloud side.

PeeringSubnetMask String 255.255.255.252
The subnet masks of the IP addresses configured on the
user side and Alibaba Cloud side.

PhysicalConnectionBu
sinessStatus

String Normal The business state of the physical connection.

PhysicalConnectionId String pc-119mfjzm7x******
The ID of the physical connection to which the VBR
belongs.

PhysicalConnectionO
wnerUid

String usdgbh123f******
The UID of the Alibaba Cloud account to which the physical
connection belongs.

PhysicalConnectionSt
atus

String Normal The status of the physical connection.

RecoveryT ime String 2017-06-08T12:20:55
The last t ime when the state of the VBR changes from
Terminated to Active.

RouteTableId String rtb-bp1nxxxxxxxx******* The ID of the route table of the VBR.

Status String active

The state of the VBR. Valid values:

Unconfirmed: pending confirmation from other users

Active: running as expected

Terminating: terminating

Terminated: terminated

Recovering: recovering

Deleting: being deleted

TerminationTime String 2017-06-08T12:20:55 The last t ime when the VBR was terminated.

Type String ecc The type of the physical connection.

VbrId String vbr-kojok19xx****** The ID of the VBR.

VlanId Integer 10 The VLAN ID of the VBR.

VlanInterfaceId String ri-2zeo3xzyf38r4xx******* The ID of the router interface of the VBR.

TotalCount Integer 1 The number of entries returned.

Parameter Type Example Description
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PageNumber Integer 1 The number of the returned page.

PageSize Integer 10 The number of entries returned per page.

RequestId String
DE77A7F3-3B74-41C0-A5BC-
CAFD188C28B6

The ID of the request.

Parameter Type Example Description

Examples
Sample requests

http(s)://[Endpoint]/? Action=DescribeVirtualBorderRouters
&RegionId=cn-shanghai
&<Common request parameters>

Sample success responses

 XML  format

<TotalCount>1</TotalCount>
<RequestId>DE77A7F3-3B74-41C0-A5BC-CAFD188C28B6</RequestId>
<PageSize>10</PageSize>
<PageNumber>1</PageNumber>
<VirtualBorderRouterSet>
    <VirtualBorderRouterType>
        <PeerGatewayIp>116.62. **. **</PeerGatewayIp>
        <MinRxInterval>100</MinRxInterval>
        <RouteTableId>rtb-bp1nxxxxxxxx*******</RouteTableId>
        <Description>VBR</Description>
        <ActivationTime>2017-06-08T12:20:55</ActivationTime>
        <PhysicalConnectionId>pc-119mfjzm7x******</PhysicalConnectionId>
        <VlanInterfaceId>ri-2zeo3xzyf38r4xx*******</VlanInterfaceId>
        <PhysicalConnectionStatus>Normal</PhysicalConnectionStatus>
        <VbrId>vbr-kojok19xx******</VbrId>
        <TerminationTime>2017-06-08T12:20:55</TerminationTime>
        <PeeringSubnetMask>255.255.255.252</PeeringSubnetMask>
        <PhysicalConnectionOwnerUid>usdgbh123f******</PhysicalConnectionOwnerUid>
        <RecoveryTime>2017-06-08T12:20:55</RecoveryTime>
        <Name>test</Name>
        <PeeringIpv6SubnetMask>2000:1234:0:a000::/55</PeeringIpv6SubnetMask>
        <EnableIpv6>true</EnableIpv6>
        <EccId>ecc-h*********</EccId>
        <LocalIpv6GatewayIp>2000:1234:0:a000::3</LocalIpv6GatewayIp>
        <VlanId>10</VlanId>
        <Status>active</Status>
        <CircuitCode>longtel001</CircuitCode>
        <MinTxInterval>100</MinTxInterval>
        <DetectMultiplier>3</DetectMultiplier>
        <PeerIpv6GatewayIp>2000:1234:0:a000::4</PeerIpv6GatewayIp>
        <LocalGatewayIp>116.62. **. **</LocalGatewayIp>
        <Type>ecc</Type>
        <CreationTime>2017-06-08T12:20:55</CreationTime>
        <AccessPointId>ap-cn-kojok1x*********</AccessPointId>
        <PConnVbrExpireTime>2017-06-08T12:20:55</PConnVbrExpireTime>
        <PhysicalConnectionBusinessStatus>Normal</PhysicalConnectionBusinessStatus>
    </VirtualBorderRouterType>
    <VirtualBorderRouterType>
        <AssociatedPhysicalConnections>
            <AssociatedPhysicalConnection>
                <Status>active</Status>
                <PeerGatewayIp>116.62. **. **</PeerGatewayIp>
                <CircuitCode>12</CircuitCode>
                <PhysicalConnectionId>pc-119mfjzm7*********</PhysicalConnectionId>
                <VlanInterfaceId>ri-kojok19x3j0q6kxxxxxxxxx</VlanInterfaceId>
                <PhysicalConnectionStatus>Normal</PhysicalConnectionStatus>
                <PeerIpv6GatewayIp>2000:1234:0:a000::6</PeerIpv6GatewayIp>
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                <PeerIpv6GatewayIp>2000:1234:0:a000::6</PeerIpv6GatewayIp>
                <PeeringSubnetMask>255.255.255.252</PeeringSubnetMask>
                <PhysicalConnectionOwnerUid>qfrgrg******</PhysicalConnectionOwnerUid>
                <PeeringIpv6SubnetMask>2000:1234:0:a000::/56</PeeringIpv6SubnetMask>
                <LocalGatewayIp>116. **. **. **</LocalGatewayIp>
                <LocalIpv6GatewayIp>2000:1234:0:a000::5</LocalIpv6GatewayIp>
                <VlanId>0</VlanId>
                <PhysicalConnectionBusinessStatus>Normal</PhysicalConnectionBusinessStatus>
            </AssociatedPhysicalConnection>
            <AssociatedPhysicalConnection>
                <CenStatus>Attached</CenStatus>
                <CenOwnerId>12345678</CenOwnerId>
                <CenId>cen-kojok19xxx******</CenId>
            </AssociatedPhysicalConnection>
        </AssociatedPhysicalConnections>
        <AssociatedCens>
            <AssociatedCen>
                <Status>active</Status>
                <PeerGatewayIp>116.62. **. **</PeerGatewayIp>
                <CircuitCode>12</CircuitCode>
                <PhysicalConnectionId>pc-119mfjzm7*********</PhysicalConnectionId>
                <VlanInterfaceId>ri-kojok19x3j0q6kxxxxxxxxx</VlanInterfaceId>
                <PhysicalConnectionStatus>Normal</PhysicalConnectionStatus>
                <PeerIpv6GatewayIp>2000:1234:0:a000::6</PeerIpv6GatewayIp>
                <PeeringSubnetMask>255.255.255.252</PeeringSubnetMask>
                <PhysicalConnectionOwnerUid>qfrgrg******</PhysicalConnectionOwnerUid>
                <PeeringIpv6SubnetMask>2000:1234:0:a000::/56</PeeringIpv6SubnetMask>
                <LocalGatewayIp>116. **. **. **</LocalGatewayIp>
                <LocalIpv6GatewayIp>2000:1234:0:a000::5</LocalIpv6GatewayIp>
                <VlanId>0</VlanId>
                <PhysicalConnectionBusinessStatus>Normal</PhysicalConnectionBusinessStatus>
            </AssociatedCen>
            <AssociatedCen>
                <CenStatus>Attached</CenStatus>
                <CenOwnerId>12345678</CenOwnerId>
                <CenId>cen-kojok19xxx******</CenId>
            </AssociatedCen>
        </AssociatedCens>
    </VirtualBorderRouterType>
</VirtualBorderRouterSet>

 JSON  format

{"TotalCount":"1","RequestId":"DE77A7F3-3B74-41C0-A5BC-CAFD188C28B6","PageSize":"10","PageNumber":"1","VirtualBorderRouterSet":{
"VirtualBorderRouterType":[{"PeerGatewayIp":"116.62. **. **","MinRxInterval":"100","RouteTableId":"rtb-bp1nxxxxxxxx*******","Descriptio
n":"VBR","ActivationTime":"2017-06-08T12:20:55","PhysicalConnectionId":"pc-119mfjzm7x******","VlanInterfaceId":"ri-2zeo3xzyf38r4xx****
***","PhysicalConnectionStatus":"Normal","VbrId":"vbr-kojok19xx******","TerminationTime":"2017-06-08T12:20:55","PeeringSubnetMask"
:"255.255.255.252","PhysicalConnectionOwnerUid":"usdgbh123f******","RecoveryTime":"2017-06-08T12:20:55","Name":"test","PeeringIpv
6SubnetMask":"2000:1234:0:a000::/55","EnableIpv6":"true","EccId":"ecc-h*********","LocalIpv6GatewayIp":"2000:1234:0:a000::3","VlanId":"
10","Status":"active","CircuitCode":"longtel001","MinTxInterval":"100","DetectMultiplier":"3","PeerIpv6GatewayIp":"2000:1234:0:a000::4",
"LocalGatewayIp":"116.62. **. **","Type":"ecc","CreationTime":"2017-06-08T12:20:55","AccessPointId":"ap-cn-kojok1x*********","PConnVb
rExpireTime":"2017-06-08T12:20:55","PhysicalConnectionBusinessStatus":"Normal"},{"AssociatedPhysicalConnections":{"AssociatedPhysic
alConnection":[{"Status":"active","PeerGatewayIp":"116.62. **. **","CircuitCode":"12","PhysicalConnectionId":"pc-119mfjzm7*********","Vl
anInterfaceId":"ri-kojok19x3j0q6kxxxxxxxxx","PhysicalConnectionStatus":"Normal","PeerIpv6GatewayIp":"2000:1234:0:a000::6","PeeringSu
bnetMask":"255.255.255.252","PhysicalConnectionOwnerUid":"qfrgrg******","PeeringIpv6SubnetMask":"2000:1234:0:a000::/56","LocalGate
wayIp":"116. **. **. **","LocalIpv6GatewayIp":"2000:1234:0:a000::5","VlanId":"0","PhysicalConnectionBusinessStatus":"Normal"},{"CenStat
us":"Attached","CenOwnerId":"12345678","CenId":"cen-kojok19xxx******"}]},"AssociatedCens":{"AssociatedCen":[{"Status":"active","Peer
GatewayIp":"116.62. **. **","CircuitCode":"12","PhysicalConnectionId":"pc-119mfjzm7*********","VlanInterfaceId":"ri-kojok19x3j0q6kxxxxxx
xxx","PhysicalConnectionStatus":"Normal","PeerIpv6GatewayIp":"2000:1234:0:a000::6","PeeringSubnetMask":"255.255.255.252","PhysicalC
onnectionOwnerUid":"qfrgrg******","PeeringIpv6SubnetMask":"2000:1234:0:a000::/56","LocalGatewayIp":"116. **. **. **","LocalIpv6Gatew
ayIp":"2000:1234:0:a000::5","VlanId":"0","PhysicalConnectionBusinessStatus":"Normal"},{"CenStatus":"Attached","CenOwnerId":"1234567
8","CenId":"cen-kojok19xxx******"}]}}]}}

Error codes

HttpCode Error code Error message Description
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404
InvalidFilterKey.ValueNotSu
pported

Specified filter key is not supported:
Filter.X.key

The error message returned because
Filter.X.key is not supported.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Queries virtual border routers (VBRs) that are associated with an Express Connect circuit . The VBRs can be created by the owner of the
Express Connect circuit  and by other Alibaba Cloud accounts.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
DescribeVirtualBorderRo
utersForPhysicalConnec
tion

The operation that you want to perform.

Set the value to
DescribeVirt ualBorderRout ersForPhysicalConn 
ect ion .

PhysicalConnectionId String Yes pc-119mfj**** The ID of the Express Connect circuit.

RegionId String Yes cn-shanghai
The ID of the region where the Express Connect
circuit  is deployed. You can call the DescribeRegions
operation to query the most recent region list.

Filter.N.Key String No Status

Specifies filter conditions. You can specify at most
five filter conditions. The following filter conditions
are supported.

PhysicalConnect ionId : Filter by Express
Connect circuit  ID.

VbrId: Filter by VBR ID.

St at us   : Filter by VBR status.

Name: Filter by VBR name.

AccessPoint Id : Filter by access point ID.

eccId: Filter by Express Cloud Connect (ECC)
instance ID.

t ype : Filter by VBR type.

Filter.N.Value.N RepeatList No Active

Specifies filter values based on keys. You can
specify multiple filter values for one key. The logical
operator between filter values is OR. If one filter
value is matched, the filter condition is matched.

PageNumber Integer No 1 The number of the page to return. Default value: 1.

PageSize Integer No 10 The number of entries to return on each page.
Maximum value: 50. Default value: 10.

Response parameters

6.7.
DescribeVirtualBorderRoutersForPhysicalConnection
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Parameter Type Example Description

VirtualBorderRouterF
orPhysicalConnection
Set

Array of
VirtualBorderRouterF
orPhysicalConnection
Type

The information about VBRs.

VirtualBorderRouterF
orPhysicalConnection
Type

ActivationTime String 2017-06-08T12:20:55 The first  t ime when the VBR was activated.

Bandwidth String 10
The bandwidth of the VBR associated with the Express
Connect circuit. Unit: Mbit/s.

BandwidthStatus String Active

The status of the bandwidth. Valid values:

Act ive : working as expected

Inact ive : not working as expected

CircuitCode String longtel0**
The circuit  code provided by the Internet service provider
(ISP) for the Express Connect circuit.

CreationTime String 2021-06-08T12:20:55 The time when the VBR was created.

EccId String ecc-sjghe**** The ID of the ECC instance.

EnableIpv6 Boolean true

Indicates whether IPv6 is enabled.

t rue : enabled

f alse : disabled

LocalGatewayIp String 192.168.XX.X The IPv4 address of the VBR on the Alibaba Cloud side.

LocalIpv6GatewayIp String
2001:0db8:3c4d:0015:000
0:00**:****:1a2b

The IPv6 address of the VBR on the Alibaba Cloud side.

PConnVbrBussinessSt
atus

String Normal

The state of the VBR associated with the Express Connect
circuit. Valid values:

Normal: working as expected

FinancialLocked: locked due to overdue payments

PConnVbrChargeType String PrePaid

The billing method of the VBR that is associated with the
Express Connect circuit.

PrePaid: subscription If you choose this billing method,
make sure that you Alibaba Cloud account supports
balance payments or credit  payments.

Post Paid : pay-as-you-go

PConnVbrExpireT ime String 2021-06-10T12:20:55
The time when the VBR associated with the Express
Connect circuit  expires.

PeerGatewayIp String 162.62.XX.XX The IPv4 address of the VBR on the client side.
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PeerIpv6GatewayIp String
2001:XXXX:3c4d:0015:000
0:0000:0000:1a2b

The IPv6 address of the VBR on the client side.

Only the owner of the VBR can set or modify this
parameter.

This parameter is required when you create a VBR for the
owner of the Express Connect circuit. You can ignore this
parameter when you create a VBR for another Alibaba
Cloud account.

PeeringIpv6SubnetMa
sk

String 2408:4004:cc:400::/56

The subnet mask for the IPv6 addresses of the VBR on the
Alibaba Cloud side and on the user side.

The two IPv6 addresses must fall within the same subnet.

PeeringSubnetMask String 255.255.255.0

The subnet mask for the IPv4 addresses of the VBR on the
Alibaba Cloud side and on the user side.

The two IPv4 addresses must fall within the same subnet.

RecoveryT ime String 2021-06-08T12:20:55
The last t ime when the state of the VBR changed from
Terminated to Active.

Status String Active

The state of the VBR.

Unconf irmed : pending confirmation from other users

Act ive : working as expected

T erminat ing  : being disabled

T erminat ed  : disabled

Recovering: being enabled

Delet ing : being deleted

TerminationTime String 2021-06-07T12:20:55 The last t ime when the VBR was disabled.

Type String pconnVBR The type of the VBR.

VbrId String vbr-bp16ksp61j7e0tk***** The ID of the VBR.

VbrOwnerUid Long 1234567890

The ID of the Alibaba Cloud account that owns the VBR.

If the owner of the VBR is the same as that of the Express
Connect circuit, this parameter is empty.

VlanId Integer 1678 The VLAN ID of the VBR.

TotalCount Integer 2 The total number of entries returned.

PageNumber Integer 1
The number of the page to return. Pages start from page
1. Default value: 1.

PageSize Integer 10
The number of entries to return on each page. Maximum
value: 50. Default value: 10.

RequestId String
7C5AE8B3-A2D8-428D-
A2FF-93A225C0821E

The ID of the request.

Parameter Type Example Description
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Examples
Sample requests

http(s)://[Endpoint]/?Action=DescribeVirtualBorderRoutersForPhysicalConnection
&PhysicalConnectionId=pc-119mfj****
&RegionId=cn-shanghai
&<Common request parameters>

Sample success responses

 XML  format

<DescribeVirtualBorderRoutersForPhysicalConnectionResponse>
      <TotalCount>2</TotalCount>
      <PageSize>10</PageSize>
      <RequestId>7C5AE8B3-A2D8-428D-A2FF-93A225C0821E</RequestId>
      <PageNumber>1</PageNumber>
      <VirtualBorderRouterForPhysicalConnectionSet>
            <VirtualBorderRouterForPhysicalConnectionType>
                  <Status>Active</Status>
                  <PeerGatewayIp>162.62.XX.XX</PeerGatewayIp>
                  <ActivationTime>2017-06-08T12:20:55</ActivationTime>
                  <VbrOwnerUid>1234567890</VbrOwnerUid>
                  <CircuitCode>longtel0**</CircuitCode>
                  <PeerIpv6GatewayIp>2001:XXXX:3c4d:0015:0000:0000:0000:1a2b</PeerIpv6GatewayIp>
                  <VbrId>vbr-bp16ksp61j7e0tk*****</VbrId>
                  <PConnVbrChargeType>PrePaid</PConnVbrChargeType>
                  <PeeringSubnetMask>255.255.255.0</PeeringSubnetMask>
                  <TerminationTime>2021-06-07T12:20:55</TerminationTime>
                  <EnableIpv6>true</EnableIpv6>
                  <PeeringIpv6SubnetMask>2408:4004:cc:400::/56</PeeringIpv6SubnetMask>
                  <RecoveryTime>2021-06-08T12:20:55</RecoveryTime>
                  <LocalGatewayIp>192.168.XX.X</LocalGatewayIp>
                  <Type>pconnVBR</Type>
                  <Bandwidth>10</Bandwidth>
                  <CreationTime>2021-06-08T12:20:55</CreationTime>
                  <BandwidthStatus>Active</BandwidthStatus>
                  <EccId>ecc-sjghe****</EccId>
                  <PConnVbrExpireTime>2021-06-10T12:20:55</PConnVbrExpireTime>
                  <LocalIpv6GatewayIp>2001:0db8:3c4d:0015:0000:00**:****:1a2b</LocalIpv6GatewayIp>
                  <VlanId>1678</VlanId>
                  <PConnVbrBussinessStatus>Normal</PConnVbrBussinessStatus>
            </VirtualBorderRouterForPhysicalConnectionType>
      </VirtualBorderRouterForPhysicalConnectionSet>
</DescribeVirtualBorderRoutersForPhysicalConnectionResponse>

 JSON  format

Express Connect API reference·VBR int erfaces

> Document  Version: 20210712 78



{
    "DescribeVirtualBorderRoutersForPhysicalConnection": {
        "TotalCount": 2,
        "PageSize": 10,
        "RequestId": "7C5AE8B3-A2D8-428D-A2FF-93A225C0821E",
        "PageNumber": 1,
        "VirtualBorderRouterForPhysicalConnectionSet": {
            "VirtualBorderRouterForPhysicalConnectionType": {
                "Status": "Active",
                "PeerGatewayIp": "162.62.XX.XX",
                "ActivationTime": "2017-06-08T12:20:55",
                "VbrOwnerUid": 1234567890,
                "CircuitCode": "longtel0**",
                "PeerIpv6GatewayIp": "2001:XXXX:3c4d:0015:0000:0000:0000:1a2b",
                "VbrId": "vbr-bp16ksp61j7e0tk*****",
                "PConnVbrChargeType": "PrePaid",
                "PeeringSubnetMask": "255.255.255.0",
                "TerminationTime": "2021-06-07T12:20:55",
                "EnableIpv6": true,
                "PeeringIpv6SubnetMask": "2408:4004:cc:400::/56",
                "RecoveryTime": "2021-06-08T12:20:55",
                "LocalGatewayIp": "192.168.XX.X",
                "Type": "pconnVBR",
                "Bandwidth": 10,
                "CreationTime": "2021-06-08T12:20:55",
                "BandwidthStatus": "Active",
                "EccId": "ecc-sjghe****",
                "PConnVbrExpireTime": "2021-06-10T12:20:55",
                "LocalIpv6GatewayIp": "2001:0db8:3c4d:0015:0000:00**:****:1a2b",
                "VlanId": 1678,
                "PConnVbrBussinessStatus": "Normal"
            }
        }
    }
}

Error codes

HttpCode Error code Error message Description

404
InvalidPhysicalConnectionId.
NotFound

The specified PhysicalConnectionId does
not belong to user.

The error message returned because the
specified Express Connect circuit  does not
belong to your Alibaba Cloud account.

400
InvalidPhysicalConnectionId.
NotFound

The specified physicalConnection is not
found.

The error message returned because the
Express Connect circuit  that corresponds to
the ID is not found.

For a list  of error codes, visit  the API Error Center.

Modifies the configurations of a Virtual Border Router (VBR).

Note the following before you call this API:

The VLAN ID can only be modified by the owner of the physical connection.

A VLAN ID of a physical connection cannot be used by two VBRs at  the same t ime.

After a VBR enters the T erminat ed   state, its VLAN ID is retained for seven days and is not allowed to be used by other VBRs during
this period. It  can be used by other VBRs seven days after the termination of the VBR.

You cannot configure the LocalGat ewayIp , PeerGat ewayIp , and PeeringSubnet Mask  parameters for VBRs that belong to
other accounts.

Requirements on LocalGat ewayIp , PeerGat ewayIp , and PeeringSubnet Mask  are as follows:

PeeringSubnet Mask  can be in the range of /24 to /30.

PeeringSubnet Mask  supports dotted decimal notation and can be in the range of 255.255.255.0 to 255.255.255.252.

6.8. ModifyVirtualBorderRouterAttribute
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LocalGat ewayIp  and PeerGat ewayIp  must be in the same CIDR block.

For example,

LocalGatewayIp: 192.168.xx.17

PeerGatewayIp: 192.168.xx.18

PeeringSubnetMask: 255.255.255.248

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required? Example value Description

Action String Yes
ModifyVirtualBorderRou
terAttribute

The name of this action. Value:
Modif yVirt ualBorderRout erAt t ribut e     

RegionId String Yes cn-shanghai
The ID of the region to which the VBR belongs. To
query the region ID, call DescribeRegions.

VbrId String Yes vbr-************** The ID of the VBR.

AssociatedPhysicalConn
ections

String No pc-kojok19xxxxxxxxx Optional. The ID of the physical connection.

CircuitCode String No longtel001

Optional. The leased line code provided by the
service provider for the physical connection.

Not e   This parameter can only be
specified by the owner of the physical
connection.

ClientToken String No
02fb3da4-130e-11e9-
8e44-00xxxxxxxx

Optional. The client token. It  is used to guarantee
the idempotence of the request.

The value of this parameter is generated by the
client. The value is unique among different requests
and is 1 to 64 ASCII characters in length.

Description String No VBR

Optional. The description of the VBR.

The description must be 2 to 256 characters in
length and must start with an English letter. It
cannot start with  http://   or  https:// .

DetectMultiplier Long No 3

Optional. The multiplier of the detection time, that
is, the maximum number of discarded connection
packets that the receiver allows from the sender.
Value range: 3 t o 10 .

LocalGatewayIp String No 116.62.xx.xx
Optional. The Alibaba Cloud-side IP address used by
the VBR.

MinRxInterval Long No 100
Optional. The time interval between two
consecutive BFD packets that are received. Value
range: 200 t o 1000. Unit :  ms  
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MinTxInterval Long No 100
Optional. The time interval between two
consecutive BFD packets that are sent. Value range:
200 t o 1000. Unit :  ms  

Name String No test

Optional. The name of the VBR.

The name must be 2 and 128 characters in length
and can contain letters, numbers, periods (.),
underscores (_), and hyphens (-). The name must
start with a letter or a Chinese character. It  cannot
start with  http://   or  https:// .

PeerGatewayIp String No 120.120.xx.xx

Optional. The customer-side IP address used by the
VBR. Only the VBR owner can specify or modify this
parameter. For VBRs in the Enabled state, you
cannot leave this parameter empty.

PeeringSubnetMask String No 255.255.128.0
Optional. The subnet mask of the Alibaba Cloud-
side IP address and the customer-side IP address.
The two IP addresses must be in the same subnet.

VlanId Integer No 12

Optional. The VLAN ID of the VBR. Value range: 1 t o
2999

Not e   This parameter can only be
specified by the owner of the physical
connection. The VLAN IDs of two VBRs
associated with the same physical connection
must be different.

Parameter Type Required? Example value Description

Response parameters

Parameter Type Example value Description

RequestId String
980960B0-2969-40BF-8542-
EBB34FD358AB

The request ID.

Examples
Request  example

http(s)://[Endpoint]/? Action=ModifyVirtualBorderRouterAttribute
&RegionId=cn-shanghai
&VbrId=vbr-***********
&<CommonParameters>

Response examples

 XML  format

<ModifyVirtualBorderRouterAttributeResponse>
      <RequestId>980960B0-2969-40BF-8542-EBB34FD358AB</RequestId>
</ModifyVirtualBorderRouterAttributeResponse>

 JSON  format

{
 "RequestId":"980960B0-2969-40BF-8542-EBB34FD358AB"
}
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Errors

HTTP status
code

Error code Error message Description

404 InvalidRegionId.NotFound The specified RegionId is not found.
The specified region ID is invalid. Please
check if the cloud service is available in the
specified region.

400 InvalidVbrId.NotFound
The specified VirutalBorderRouter is not
found.

The specified VBR does not exist.

400 InvalidVlanId.Used The specified VlanId has been used. The specified VLAN is already occupied.

400
InvalidCircuitCode.Malforme
d

The specified CircuitCode is not valid.
The specified value of the CircuitCode
parameter is invalid.

400 InvalidVlanId.Malformed The specified VlanId is not valid.
The specified value of the VlanId
parameter is invalid.

400 InvalidIp.Malformed The specified ip address is not valid. The specified private IP address is invalid.

400
InvalidPeeringSubnetMask.
Malformed

The specified PeeringSubnetMask is not
valid.

The specified value of the
PeeringSubnetMask parameter is invalid.

403
Forbidden.CircuitCodeNotAl
lowedByCaller

The caller is not allowed to modify.
You are not allowed to modify the
CircuitCode parameter.

403
Forbidden.CircuitCodeNotAl
lowedByCaller

The caller is not allowed to specify the
CircuitCode parameter.

You are not allowed to specify the
CircuitCode parameter.

403
Forbidden.LocalGatewayIp
NotAllowedByCaller

The caller is not allowed to specify the
LocalGatewayIp parameter.

You are not allowed to specify the
LocalGatewayIp parameter.

403
Forbidden.PeerGatewayIpN
otAllowedByCaller

The caller is not allowed to specify the
PeerGatewayIp parameter.

You are not allowed to specify the
PeerGatewayIp parameter.

403
Forbidden.PeeringSubnetM
askNotAllowedByCaller

The caller is not allowed to specify the
PeeringSubnetMask parameter.

You are not allowed to specify the
PeeringSubnetMask parameter.

403
Forbidden.VlanIdNotAllowe
dByCaller

The caller is not allowed to specify the
VlanId.

You are not allowed to specify the VLAN ID.

403
Forbidden.NameNotAllowe
dByCaller

The caller is not allowed to specify the
Name parameter.

You are not allowed to specify the Name
parameter.

403
Forbidden.DescriptionNotAl
lowedByCaller

The caller is not allowed to specify the
Description parameter.

You are not allowed to specify the
Description parameter.

400 InvalidIp.NotSameSubnet
Local gateway ip and peer gateway ip are
not in the same subnet.

The local gateway IP address and the peer
gateway IP address are not in the same
subnet.

For a list  of error codes, visit  the API Error Center.

Terminates a Virtual Border Router (VBR).

After this API is called, the VBR changes from the Enabled state to the T erminat ed   state. After the termination is completed, the
VBR status changes to T erminat ed  .

Not e   Only the owner of the physical connection to which the VBR belongs can call this API.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

6.9. TerminateVirtualBorderRouter
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Parameter Type Required? Example value Description

Action String Yes
TerminateVirtualBorder
Router

The name of this action.

Value: T erminat eVirt ualBorderRout er   

RegionId String Yes cn-shanghai
The ID of the region to which the VBR belongs.

To query the region ID, call DescribeRegions.

VbrId String Yes
vbr-
bp15zckdt37pq72****

The ID of the VBR to be terminated.

ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04115b

Optional. The client token. It  is used to guarantee
the idempotence of the request.

The value of this parameter is generated by the
client and is unique among different requests. It  can
be 1 to 64 ASCII characters in length.

Response parameters

Parameter Type Example value Description

RequestId String
4EC47282-1B74-4534-BD0E-
403F3EE64CAF

The request ID.

Examples
Request  example

http(s)://[Endpoint]/? Action=TerminateVirtualBorderRouter
&RegionId=cn-shanghai
&VbrId=vbr-bp15zckdt37pq72****
&<CommonParameters>

Response examples

 XML  format

<TerminateVirtualBorderRouterResponse>
      <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</TerminateVirtualBorderRouterResponse>

 JSON  format

{
 "RequestId":"0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

Errors

HTTP status
code

Error code Error message Description

404 InvalidVbrId.NotFound
The specified VirutalBorderRouter is not
found.

The specified VBR does not exist.

400
InvalidOperation.Operation
NotAllowedInState

The specified VirutalBorderRouter is in
invalid state.

The status of the VBR does not permit this
operation.

403
Forbidden.OperationNotAll
owedByUser

The caller is not allowed to terminate the
specified VirtualBorderRouter.

You are not allowed to terminate the VBR.

For a list  of error codes, visit  the API Error Center.
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Recovers a Virtual Border Router (VBR) that is terminated.

After the API is called, the VBR status changes from T erminat ed   to Recovering. When the recovering is completed, the status of
the VBR changes to Enabled.

Note the following before you recover a VBR:

Only the owner of the physical connection can call this API.

The physical connection to which the VBR belongs must be in the Enabled state.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required? Example value Description

Action String Yes
RecoverVirtualBorderRo
uter

The name of this action.

Value: RecoverVirt ualBorderRout er 

RegionId String Yes cn-shanghai
The ID of the region to which the VBR belongs.

To query the region ID, call DescribeRegions.

VbrId String Yes vbr-bp1lhl0taikrte**** The ID of the VBR.

ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04115b

Optional. The client token. It  is used to guarantee
the idempotence of the request.

The value of this parameter is generated by the
client and is unique among different requests. It  can
contain up to 64 ASCII characters.

Response parameters

Parameter Type Example value Description

RequestId String
4EC47282-1B74-4534-BD0E-
403F3EE64CAF

The request ID.

Examples
Request  example

http(s)://[Endpoint]/? Action=RecoverVirtualBorderRouter
&RegionId=cn-shanghai
&VbrId=vbr-bp1lhl0taikrte****
&<CommonParameters>

Response examples

 XML  format

<RecoverVirtualBorderRouterResponse>
      <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</RecoverVirtualBorderRouterResponse>

 JSON  format

{
 "RequestId":"0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

6.10. RecoverVirtualBorderRouter
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Errors

HTTP status
code

Error code Error message Description

404 InvalidVbrId.NotFound
The specified VirutalBorderRouter is not
found.

The specified VBR does not exist.

400
InvalidOperation.Operation
NotAllowedInState

The specified VirutalBorderRouter is in
invalid state

The status of the VBR interface does not
alllow this operation.

400
OperationFailed.VlanIdAlrea
dyInUse

The specifed vlanId has been used. The specified VLAN is already occupied.

403
Forbidden.OperationNotAll
owedByUser

The caller is not allowed to recover the
specified VirtualBorderRouter.

You are not allowed to recover the
specified VBR.

For a list  of error codes, visit  the API Error Center.

Associates a Virtual Border Router (VBR) with a physical connection.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required? Example value Description

Action String Yes
AssociatePhysicalConne
ctionToVirtualBorderRo
uter

The name of this action.

Value:
Associat ePhysicalConnect ionT oVirt ualBorderR   
out er

PhysicalConnectionId String Yes
pc-
bp1qrb3044eqixog****

The ID of the physical connection.

RegionId String Yes cn-hangzhou The region ID of the physical connection.

VbrId String Yes
vbr-
bp186tnz6rijyhj******

The ID of the VBR.

VlanId String Yes 123

The VLAN ID of the VBR.

Value range: 1 to 2999

Not e   Only the owner of the physical
connection can specify this parameter. The
VLAN IDs of two VBRs in the same physical
connection must be different.

CircuitCode String No longtel001

Optional. The leased line code provided by the
service provider for the physical connection.

Not e   This parameter can only be
specified by the owner of the physical
connection.

6.11.
AssociatePhysicalConnectionToVirtualBorderRouter
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ClientToken String No
02fb3da4-130e-11e9-
8e44-00xxxxxxxx

Optional. The client token used to guarantee the
idempotence of the request.

The value of this parameter is generated by the
client. The value is unique among different requests
and 1 to 64 ASCII characters in length.

LocalGatewayIp String No 10.10.0.1
Optional. The Alibaba Cloud-side IP address used by
the VBR.

PeerGatewayIp String No 10.10.10.9

Optional. The customer-side IP address used by the
VBR.

This parameter can only be specified or modified by
the VBR owner. You cannot change the value of this
parameter to null for a VBR in the Enabled state.

PeeringSubnetMask String No 255.255.255.0

Optional. The subnet mask of the Alibaba Cloud-
side IP address and the customer-side IP address.

The two IP addresses must belong to the same
subnet.

Parameter Type Required? Example value Description

Response parameters

Parameter Type Example value Description

RequestId String
980960B0-2969-40BF-8542-
EBB34FD358AB

The request ID.

Examples
Request  example

http(s)://[Endpoint]/? Action=AssociatePhysicalConnectionToVirtualBorderRouter
&PhysicalConnectionId= pc-bp1qrb3044eqixog****
&RegionId=cn-hangzhou
&VbrId=vbr-bp186tnz6rijyhj******
&VlanId=123
&<CommonParameters>

Response examples

 XML  format

<AssociatePhysicalConnectionToVirtualBorderRouterResponse>
   <RequestId>980960B0-2969-40BF-8542-EBB34FD358AB</RequestId>
    </AssociatePhysicalConnectionToVirtualBorderRouterResponse>

 JSON  format

{
 "RequestId":"980960B0-2969-40BF-8542-EBB34FD358AB"
}

Errors

HTTP status
code

Error code Error message Description

404 InvalidInstanceId.NotFound
The specified Instance does not exist in the
specified region.

The specified instance does not exist in the
specified region.

Express Connect API reference·VBR int erfaces

> Document  Version: 20210712 86



404 InvalidVbrId.NotFound
The specified VirutalBorderRouter does not
exist in our records.

The specified VBR does not exist.

400
InvalidOperation.RouterInte
rfaceNotDeleted

The specified VirutalBorderRouter still has
routerInterface.

The specified VBR is associated with router
interfaces.

400
InvalidOperation.Operation
NotAllowedInState

The specified VirutalBorderRouter is in
invalid state.

The status of the VBR does not permit this
operation.

403
Forbidden.OperationNotAll
owedByUser

The caller is not allowed to delete the
specified VirtualBorderRouter.

You are not allowed to delete the
specified VBR.

403 Forbidden.MultiVlanRi Multiple vlan router interfaces are found. Multiple VLAN router interfaces exist.

403 Forbidden.NoRiFound No vlan router interfaces are found. No VLAN router interface is available.

400 InvalidStatus.NotAllowed Invalid virtual border router status.
The status of the VBR does not permit this
operation.

404 InvalidRegionId.NotFound The specified RegionId is not found.
The specified region ID is invalid. Please
check if the cloud service is available in the
specified region.

400
InvalidPhysicalConnectionId.
NotFound

The specified PhysicalConnectionId is not
found.

The specified physical connection ID is
invalid.

400 InvalidVlanId.Used The specified VlanId has been used. The specified VLAN is already occupied.

400 MissingParameter
The input parameter 'PhysicalConnectionId'
that is mandatory for processing this
request is not supplied.

The PhysicalConnectionId parameter must
be specified.

400
InvalidPhysicalConnectionId.
NotEnabled

The specified PhysicalConnectionId is not in
Enabled state.

The status of the specified physical
connection does not permit this operation.

404
InvalidVbrOwnerId.NotFoun
d

The specified VbrOwnerId is not valid.
The value of the VbrOwnerId parameter is
invalid.

400 MissingParameter
The input parameter 'VlanId' that is
mandatory for processing this request is
not supplied.

The VlanId parameter must be specified.

400 InvalidVlanId.Malformed The specified VlanId is not valid.
The specified value of the VlanId
parameter is invalid.

400
InvalidCircuitCode.Malforme
d

The specified CircuitCode is not valid.
The specified value of the CircuitCode
parameter is invalid.

400 MissingParameter
The input parameter 'LocalGatewayIp' that
is mandatory for processing this request is
not supplied.

The LocalGatewayIp parameter must be
specified.

400
InvalidLocalGatewayIp.Malf
ormed

The specified LocalGatewayIp is not valid.
The IP address of the local gateway is
invalid.

400 MissingParameter
The input parameter 'PeerGatewayIp' that
is mandatory for processing this request is
not supplied.

The PeerGatewayIp parameter must be
specified.

400
InvalidPeerGatewayIp.Malfo
rmed

The specified PeerGatewayIp is not valid.
The specified value of the PeerGatewayIp
parameter is invalid.

400 MissingParameter
The input parameter 'PeeringSubnetMask'
that is mandatory for processing this
request is not supplied.

The PeeringSubnetMask parameter must be
specified.

HTTP status
code

Error code Error message Description
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400
InvalidPeeringSubnetMask.
Malformed

The specified PeeringSubnetMask is not
valid.

The specified value of the
PeeringSubnetMask parameter is invalid.

403
Forbidden.LocalGatewayIp
NotAllowedByCaller

The caller is not allowed to specify the
LocalGatewayIp parameter.

You are not allowed to specify the
LocalGatewayIp parameter.

403
Forbidden.PeerGatewayIpN
otAllowedByCaller

The caller is not allowed to specify the
PeerGatewayIp parameter.

You are not allowed to specify the
PeerGatewayIp parameter.

403
Forbidden.PeeringSubnetM
askNotAllowedByCaller

The caller is not allowed to specify the
PeeringSubnetMask parameter.

You are not allowed to specify the
PeeringSubnetMask parameter.

403
Forbidden.NameNotAllowe
dByCaller

The caller is not allowed to specify the
Name parameter.

You are not allowed to specify the Name
parameter.

403
Forbidden.DescriptionNotAl
lowedByCaller

The caller is not allowed to specify the
Description parameter.

You are not allowed to specify the
Description parameter.

400 InvalidName.Malformed The specified ? Name? is not valid. The format of the name is invalid.

400
InvalidDescription.Malforme
d

The specifid ? Description? is not valid.

The format of the description is invalid.
The description must be 2 to 256
characters in length. It  cannot start with
http:// or https://.

400
QuotaExceeded.vbrPerpCon
n

Virtual boarder router per
PhysicalConnection quota exceed.

The VBR quota for the physical connection
is exceeded.

400
EXCEED_ASSOCIATE_MAX_N
UM

assocaite virtual boarder num too many. The quota of associated VBRs is exceeded.

400 InvalidIP.Malformed Ip malformed. The IP address format is invalid.

400 InvalidIp.NotSameSubnet
Local gateway ip and peer gateway ip are
not in the same subnet.

The local gateway IP address and the peer
gateway IP address do not belong to the
same subnet.

400
InvalidStatus.StatusNotEna
bled

The physical connection status is invalid.
The status of the physical connection does
not permit this operation.

400
PHYSICAL_NOT_ALLOW_ASS
OCIATE_VBR

The specified operation not allow.
The operation failed because the physical
connection is associated with VBRs.

HTTP status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Disassociates a Virtual Border Router (VBR) from a physical connection.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required? Example value Description

Action String Yes
UnassociatePhysicalCon
nectionFromVirtualBord
erRouter

The name of this action.

Value:
Unassociat ePhysicalConnect ionFromVirt ualBor  
derRout er

6.12.
UnassociatePhysicalConnectionFromVirtualBorderRouter
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PhysicalConnectionId String Yes
pc-
bp1qrb3044eqixog**** The ID of the physical connection.

RegionId String Yes cn-hangzhou The region ID of the physical connection.

VbrId String Yes
vbr-
bp16ksp61j7e0tkn*****

The VLAN ID of the VBR. Value range: 1 to 2999.

Not e   This parameter can only be
specified by the owner of the physical
connection. The VLAN IDs of two VBRs
associated with the same physical connection
must be different.

ClientToken String No longtel001

Optional. The leased line code provided by the
service provider for the physical connection.

Not e   This parameter can only be
specified by the owner of the physical
connection.

Parameter Type Required? Example value Description

Response parameters

Parameter Type Example value Description

RequestId String
980960B0-2969-40BF-8542-
EBB34FD358AB

The request ID.

Examples
Request  example

http(s)://[Endpoint]/? Action=UnassociatePhysicalConnectionFromVirtualBorderRouter
&PhysicalConnectionId=pc-bp1qrb3044eqixog****
&RegionId=cn-hangzhou
&VbrId=vbr-bp16ksp61j7e0tkn*****
&<CommonParameters>

Response examples

 XML  format

<UnassociatePhysicalConnectionFromVirtualBorderRouterResponse>
   <RequestId>980960B0-2969-40BF-8542-EBB34FD358AB</RequestId>
    </UnassociatePhysicalConnectionFromVirtualBorderRouterResponse>

 JSON  format

{
 "RequestId":"980960B0-2969-40BF-8542-EBB34FD358AB"
}

Errors

HTTP status
code

Error code Error message Description

404 InvalidVbrId.NotFound
The specified VirutalBorderRouter does not
exist in our records.

The specified VBR does not exist.
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404 InvalidVbrId.NotFound
The specified VirutalBorderRouter or
PhysicalConnection does not exist in our
records.

The specified VBR or physical connection
does not exist.

400
PARAMETER_MUST_NOT_NU
LL

The specified physical connection id or
vbrId must not be null.

The VbrId parameter and the
PhysicalConnectionId parameter must be
specified.

400
PHYSICAL_NOT_ASSOCIATE_
TO_VBR

The specified PhysicalConnection have not
associate to the vbr.

No VBR is created for the specified physical
connection.

400
ROUTER_INTERFACE_REFERE
D_BY_ROUTEENTRY

The specified VlanInterface has been used
by routeEntry.

The specified VLAN interface is already
used in a route entry.

400 InvalidStatus.NotAllowed Invalid virtual border router status.
The status of the VBR does not permit this
operation.

400
PHYSICAL_NOT_ALLOW_ASS
OCIATE_VBR

The specified operation not allow.
The operation failed because the physical
connection is associated with VBRs.

HTTP status
code

Error code Error message Description

For a list  of error codes, visit  the API Error Center.
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Queries advert ised Border Gateway Protocol (BGP) networks.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes DescribeBgpNetworks
The operation that you want to perform.

Set the value to DescribeBgpNet works  .

RegionId String Yes cn-hangzhou

The ID of the region where the BGP group is
deployed.

You can call the DescribeRegions operation to query
region IDs.

RouterId String No
vrt-
2zeazning6tb********

The ID of the router to which the route table
belongs.

PageNumber Integer No 2 The number of the page to return. Default value: 1.

PageSize Integer No 10
The number of entries to return on each page.
Maximum value: 50. Default value: 10.

Response parameters

Parameter Type Example Description

RequestId String
6F513A15-669F-419D-B511-
08A85292059B

The ID of the request.

TotalCount Integer 2 The total number of advertised BGP networks.

PageNumber Integer 2 The number of the returned page.

PageSize Integer 12 The number of entries returned per page.

BgpNetworks Array BGP networks.

VpcId String vpc-bp1qpo0kug3a******** The ID of the virtual private cloud (VPC).

DstCidrBlock String 10.1.**. **/24 Advertised BGP networks.

RouterId String vrt-bp1el837xkkak******** The ID of the vRouter.

Status String Enabled The state of the advertised BGP network.

7.Border Gateway Protocol (BGP)
7.1. DescribeBgpNetworks
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Examples
Sample requests

http(s)://[Endpoint]/? Action=DescribeBgpNetworks
&RegionId=cn-hangzhou
&RouterId=vrt-2zeazning6tb********
&<Common request parameters>

Sample success responses

 XML  format

<DescribeBgpNetworksResponse>
      <BgpNetworks>
            <BgpNetwork>
                  <DstCidrBlock>192.168. **. **/24</DstCidrBlock>
                  <VpcId></VpcId>
            </BgpNetwork>
      </BgpNetworks>
      <RequestId>6F513A15-669F-419D-B511-08A85292059B</RequestId>
      <PageSize>10</PageSize>
      <TotalCount>1</TotalCount>
</DescribeBgpNetworksResponse>

 JSON  format

{
  "BgpNetworks": {
    "BgpNetwork": [
      {
        "DstCidrBlock": "192.168. **. **/24",
        "VpcId": ""
      }
    ]
  },
  "RequestId": "6F513A15-669F-419D-B511-08A85292059B",
  "PageSize": 10,
  "TotalCount": 1
}

Error codes

HttpCode Error code Error message Description

500 InternalError
The request processing has failed due to
some unknown error.

The error message returned because
unknown errors have occurred.

404 InvalidRegionId.NotFound
The specified RegionId does not exist in our
records.

The error message returned because the
specified region ID does not exist. Check
whether the service is available in the
region.

For a list  of error codes, visit  the API Error Center.

Creates a Border Gateway Protocol (BGP) group for a virtual border router (VBR).

BGP groups allow VBRs to communicate with data centers. Each BGP group is associated with a VBR. You can add a BGP peer that
needs to communicate with a VBR to the corresponding BGP group and advert ise the BGP network in the VBR.

BGP groups are used to simplify BGP configurations. You can save t ime and effort  by adding BGP peers that use the same
configurations to one BGP group. You must use an autonomous system (AS) number to create a BGP group.

When you call this operation, take note of the following limits:

Only BGP4 is supported by the BGP groups.

BGP groups support  IPv4 BGP. IPv6 BGP is not supported.

7.2. CreateBgpGroup
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Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes CreateBgpGroup
The operation that you want to perform.

Set the value to Creat eBgpGroup .

PeerAsn Long Yes 1111 The AS number of the BGP peer.

RegionId String Yes cn-shanghai

The ID of the region where the BGP group is
deployed.

You can call the DescribeRegions operation to query
region IDs.

RouterId String Yes
vrt-
bp1lhl0taikrtee******

The ID of the VBR.

Name String No test

The name of the BGP group. The name must be 2 to
128 characters in length and can contain digits,
periods (.), underscores (_), and hyphens (-). The
name must start with a letter but cannot start with
 http://  or  https:// .

Description String No BGP

The description of the BGP group. The description
must be 2 to 256 characters in length. It  must start
with a letter but cannot start with  http://  or
 https:// .

LocalAsn Long No 443 The AS number on the Alibaba Cloud side.

AuthKey String No ! PWZ2wsq The authentication key of the BGP group.

IsFakeAsn Boolean No true

A router that runs BGP typically belongs to only one
AS. In some cases, for example, the AS needs to be
migrated or is merged with another AS, a new AS
number replaces the original one.

ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04115b

The client token that is used to ensure the
idempotence of the request. You can use the client
to generate the value, but you must ensure that it  is
unique among different requests. The token can
contain only ASCII characters and cannot exceed 64
characters in length.

Response parameters

Parameter Type Example Description

BgpGroupId String
bgpg-
2zendnzngq9lkjkhvlrsr

The ID of the BGP group.

RequestId String
C1221A1F-2ACD-4592-8F27-
474E02883159

The ID of the request.

Examples
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Sample requests

https://vpc.aliyuncs.com/?Action=CreateBgpGroup
&PeerAsn=1111
&RegionId=cn-shanghai
&RouterId=vrt-bp1lhl0taikrteen80oxx
&<Common request parameters>

Sample success responses

 XML  format

<CreateBgpGroupResponse>
      <BgpGroupId>bgpg-2zendnzngq9lkjkhvlrsr</BgpGroupId>
      <RequestId>C1221A1F-2ACD-4592-8F27-474E02883159</RequestId>
</CreateBgpGroupResponse>

 JSON  format

{
  "BgpGroupId": "bgpg-2zendnzngq9lkjkhvlrsr",
  "RequestId": "C1221A1F-2ACD-4592-8F27-474E02883159"
}

Error codes

HttpCode Error code Error message Description

400 QuotaExceeded.Bgp bgp peer count per vbr quota exceed.
The error message returned because the
number of BGP groups in the virtual border
router (VBR) has reached the upper limit.

400 QuotaExceeded.Nqa nqa count per vbr quota exceed.
The error message returned because the
Network Quality Analyzer (NQA) number
has reached the upper limit.

400
QuotaExceeded.BgpNetwor
k

bgp network count per vbr quota exceed.
The error message returned because the
number of BGP networks in the VBR has
reached the upper limit.

400 InvalidPeerIpAddress multi pconn peer ip can not be null.
The IP addresses of multiple physical
connections cannot be empty.

400 InvalidVbrNetwork vbr netowrk not exists
The error message returned because the
specified VBR does not exist. Check
whether the specified VBR ID is valid.

400 InvalidBgpGroup bgp group not exists
The error message returned because the
BGP group does not exist.

400 InvalidBgpName.Malformed Specified Bgp Group name is not valid.
The error message returned because the
name of the BGP group is invalid.

400
InvalidBgpDescription.Malfo
rmed

Specified Bgp Group description is not
valid.

The error message returned because the
description of the BGP group is invalid.

400
InvalidBgpAuthkey.Malform
ed

Specified Bgp Group authkey is not valid.
The error message returned because the
authentication key of the BGP group is
invalid.

404 InvalidRegionId.NotFound The specified RegionId is not found.
The error message returned because the
specified region ID does not exist. Check
whether the region ID is valid.

400 InvalidIP.Malformed Ip malformed.
The error message returned because the
format of the IP address is invalid.

Express Connect API reference·Border Gat eway Prot
ocol (BGP)

> Document  Version: 20210712 94



400 InvalidPeerAsn.Malformed
invalid peer asn cannot equals aliyun
asn:45104

The error message returned because the
AS number cannot be the same as that of
Alibaba Cloud.

400 InvalidParams.NotFound instance not found
The error message returned because the
instance does not exist.

400 InvalidParams.NotFound vpc instance not found
The error message returned because the
specified VPC does not exist. Check
whether the specified VPC ID is valid.

400 InvalidParams.AlreadyExists bgp network already exists
The error message returned because the
BGP network already exists.

400
InvalidStatus.CannotOperat
e

invalid status cannot operate
The error message returned because the
state is invalid and the operation cannot be
performed.

400 QuotaExceeded.Bgp bgp group count per vbr quota exceed.
The error message returned because the
number of BGP groups in the VBR has
reached the upper limit.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Queries Border Gateway Protocol (BGP) groups in a region.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes DescribeBgpGroups
The operation that you want to perform.

Set the value to DescribeBgpGroups .

RegionId String Yes cn-shanghai

The ID of the region where the BGP group is
deployed.

You can call the DescribeRegions operation to query
region IDs.

RouterId String No vrt-kojok19x3j0q6kx
The ID of the virtual border router (VBR) that is
associated with the BGP group.

BgpGroupId String No
bgpg-
wz9f62v4fbg2gxxxxxxx
x

The ID of the BGP group.

IsDefault Boolean No false
Specifies whether the specified BGP group is the
default one.

PageNumber Integer No 1 The number of the page to return. Default value: 1.

PageSize Integer No 1
The number of entries to return on each page.
Maximum value: 50. Default value: 10.

7.3. DescribeBgpGroups
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Response parameters

Parameter Type Example Description

RequestId String
1D0971B2-A35A-42C1-
A44C-E91360C36C0B

The ID of the request.

TotalCount Integer 10 The total number of entries.

PageNumber Integer 1 The number of the returned page.

PageSize Integer 5 The number of entries returned per page.

BgpGroups Array The detailed information about the BGP group.

Name String Name The name of the BGP group.

Description String Description The description of the BGP group.

BgpGroupId String
bgp-
wz977wcrmb69axxxxxxxx

The ID of the BGP group.

PeerAsn String 1111 The autonomous system (AS) number of the BGP peer.

AuthKey String ! PWZ2wsq The key used by the BGP group.

RouterId String vrt-bp1lhl0taikrteen***** The ID of the VBR.

Status String active The state of the BGP peer.

Keepalive String 10 The keepalive t ime.

LocalAsn String 45104 The local AS number.

Hold String 30
The hold t ime to receive BGP messages. If no message is
received within the hold t ime, the BGP peer is considered
disconnected.

IsFake String true Indicates whether the AS number is fake.

RouteLimit String 99 Routing limits.

RegionId String cn-shanghai
The ID of the region where the BGP group is deployed. For
more information about region IDs, see Regions and zones.

Examples
Sample requests

http(s)://[Endpoint]/? Action=DescribeBgpGroups
&RegionId=cn-shanghai
&<Common request parameters>

Sample success responses
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 XML  format

<DescribeBgpGroupsResponse>
      <TotalCount>1</TotalCount>
      <PageSize>10</PageSize>
      <RequestId>09E2C0FD-37FF-4737-80DF-517AC36D43DB</RequestId>
      <BgpGroups>
            <BgpGroup>
                  <BgpGroupId>bgpg-2zev8h2wo4******</BgpGroupId>
                  <LocalAsn>45104</LocalAsn>
                  <Hold>30</Hold>
                  <Description></Description>
                  <AuthKey></AuthKey>
                  <IsFake>true</IsFake>
                  <PeerAsn>234</PeerAsn>
                  <Keepalive>10</Keepalive>
                  <RouteLimit>99</RouteLimit>
                  <Name>Group1</Name>
                  <Status>Pending</Status>
                  <RouterId>vbr-2zecmmvg5gvu8i4******</RouterId>
                  <RegionId>cn-beijing</RegionId>
            </BgpGroup>
      </BgpGroups>
</DescribeBgpGroupsResponse>

 JSON  format

{
    "TotalCount": 1, 
    "PageSize": 10, 
    "RequestId": "09E2C0FD-37FF-4737-80DF-517AC36D43DB", 
    "BgpGroups": {
        "BgpGroup": [
            {
                "BgpGroupId": "bgpg-2zev8h2wo******", 
                "LocalAsn": 45104, 
                "Hold": 30, 
                "Description": "", 
                "AuthKey": "", 
                "IsFake": true, 
                "PeerAsn": 234, 
                "Keepalive": 10, 
                "RouteLimit": 99, 
                "Name": "Group1", 
                "Status": "Pending", 
                "RouterId": "vbr-2zecmmvg5gvu8i4*****", 
                "RegionId": "cn-beijing"
            }
        ]
    }
}

Error codes

HttpCode Error code Error message Description

500 InternalError
The request processing has failed due to
some unknown error.

The error message returned because
unknown errors have occurred.

404 InvalidRegionId.NotFound
The specified RegionId does not exist in our
records.

The error message returned because the
specified region ID does not exist. Check
whether the service is available in the
region.

For a list  of error codes, visit  the API Error Center.

7.4. ModifyBgpGroupAttribute
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Modifies the configuration of a Border Gateway Protocol (BGP) peer group.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes
ModifyBgpGroupAttribu
te

The operation that you want to perform. Set the
value to Modif yBgpGroupAt t ribut e    .

BgpGroupId String Yes
bgpg-
wz9f62v4fbg2g********

The ID of the BGP group.

RegionId String Yes cn-shanghai
The ID of the region where the BGP group is
deployed. You can call the DescribeRegions
operation to query region IDs.

Name String No test

The name of the BGP group.

The name must be 2 to 128 characters in length and
can contain digits, periods (.), underscores (_), and
hyphens (-). It  must start with a letter and cannot
start with  http://  or  https:// .

Description String No BGP

The description of the BGP group.

The description must be 2 to 256 characters in
length. It  must start with a letter and cannot start
with  http://  or   https:// .

LocalAsn Long No 23
The autonomous system (AS) number of the device
on the cloud side.

PeerAsn Long No 1111 The AS number of the local device.

AuthKey String No ! PWZ2wsq The authentication key of the BGP group.

IsFakeAsn Boolean No true

A router that runs BGP typically belongs to only one
AS. In some cases, for example, the AS needs to be
migrated or is merged with another AS, a new AS
number replaces the original one.

ClientToken String No
02fb3da4-130e-11e9-
8e44-001*******

The client token that is used to ensure the
idempotence of the request. You can use the client
to generate the value, but you must ensure that it  is
unique among different requests. The token can
contain only ASCII characters and cannot exceed 64
characters in length. 

Response parameters

Parameter Type Example Description

RequestId String
8C3C6D7C-A1CE-4FD8-BC57-
DC493A55F76F

The ID of the request.

Examples
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Sample requests

http(s)://[Endpoint]/? Action=ModifyBgpGroupAttribute
&BgpGroupId=bgpg-wz9f62v4fbg2g********
&RegionId=cn-shanghai
&<Common request parameters>

Sample success responses

 XML  format

<ModifyBgpGroupAttributeResponse>
      <RequestId>C1221A1F-2ACD-4592-8F27-474E02883159</RequestId>
</ModifyBgpGroupAttributeResponse>

 JSON  format

{
  "RequestId": "C1221A1F-2ACD-4592-8F27-474E02883159"
}

Error codes

HttpCode Error code Error message Description

404 InvalidRegionId.NotFound
Specified value of "regionId" is not
supported.

The error message returned because the
specified region ID is invalid. Check whether
the service is available in the specified
region.

400 QuotaExceeded.Bgp bgp peer count per vbr quota exceed.
The error message returned because the
number of BGP groups in the virtual border
router (VBR) has reached the upper limit.

400 QuotaExceeded.Nqa nqa count per vbr quota exceed.
The error message returned because the
Network Quality Analyzer (NQA) number
has reached the upper limit.

400
QuotaExceeded.BgpNetwor
k

bgp network count per vbr quota exceed.
The error message returned because the
number of BGP networks in the VBR has
reached the upper limit.

400 InvalidPeerIpAddress multi pconn peer ip can not be null.
The error message returned because the IP
addresses of multiple physical connections
cannot be empty.

400 InvalidVbrNetwork vbr netowrk not exists
The error message returned because the
specified VBR does not exist. Check
whether the specified VBR ID is valid.

400 InvalidBgpGroup bgp group not exists
The error message returned because the
BGP group does not exist.

400 InvalidBgpName.Malformed Specified Bgp Group name is not valid.
The error message returned because the
name of the BGP group is invalid.

400
InvalidBgpDiscription.Malfor
med

Specified Bgp Group description is not
valid.

The error message returned because the
description of the BGP group is invalid.

400
InvalidBgpAuthkey.Malform
ed

Specified Bgp Group authkey is not valid.
The error message returned because the
authentication key of the BGP group is
invalid.

400 InvalidIP.Malformed Ip malformed.
The error message returned because the
format of the IP address is invalid.

400 InvalidPeerAsn.Malformed
invalid peer asn cannot equals aliyun
asn:45104

The error message returned because the
AS number cannot be the same as that of
Alibaba Cloud.
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400 InvalidParams.NotFound instance not found
The error message returned because the
instance does not exist.

400 InvalidParams.NotFound vpc instance not found
The error message returned because the
specified VPC does not exist. Check
whether the specified VPC ID is valid.

400 InvalidParams.AlreadyExists bgp network already exists
The error message returned because the
BGP network already exists.

400
InvalidStatus.CannotOperat
e

invalid status cannot operate
The error message returned because the
state is invalid and the operation cannot be
performed.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Deletes a Border Gateway Protocol (BGP) group.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes DeleteBgpGroup
The operation that you want to perform.

Set the value to Delet eBgpGroup .

BgpGroupId String Yes
bgpg-
wz9f62v4fbg2gxxxxxxx
x

The ID of the BGP group.

RegionId String Yes cn-shanghai

The ID of the region where the BGP group is
deployed.

You can call the DescribeRegions operation to query
the region IDs.

ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04115b

The client token that is used to ensure the
idempotence of the request. You can use the client
to generate the value, but you must ensure that it  is
unique among different requests. The token can
contain only ASCII characters and cannot exceed 64
characters in length.

Response parameters

Parameter Type Example Description

RequestId String
97E2E97F-968C-48AF-A310-
AC4D068854DB

The ID of the request.

Examples
Sample requests

https://vpc.aliyuncs.com/?Action=DeleteBgpGroup
&BgpGroupId=bgpg-wz9f62v4fbg2gxxxxxxxx
&RegionId=cn-shanghai
&<Common Request Parameters>

7.5. DeleteBgpGroup
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Sample success responses

 XML  format

<DeleteBgpGroupResponse>
      <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</DeleteBgpGroupResponse>

 JSON  format

{
 "RequestId":"0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

Error codes

HttpCode Error code Error message Description

404 InvalidRegionId.NotFound
Specified value of "regionId" is not
supported.

The error message returned because the
specified region ID does not exist. Check
whether the region ID is valid.

400 QuotaExceeded.Bgp bgp peer count per vbr quota exceed.
The error message returned because the
number of BGP groups in the virtual border
router (VBR) has reached the upper limit.

400 QuotaExceeded.Nqa nqa count per vbr quota exceed.
The error message returned because the
Network Quality Analyzer (NQA) number
has reached the upper limit.

400
QuotaExceeded.BgpNetwor
k

bgp network count per vbr quota exceed.
The error message returned because the
number of BGP networks in the VBR has
reached the upper limit.

400 InvalidPeerIpAddress multi pconn peer ip can not be null.
The error message returned because the IP
addresses of multiple physical connections
cannot be empty.

400 InvalidVbrNetwork vbr netowrk not exists
The error message returned because the
specified VBR does not exist. Check
whether the specified VBR ID is valid.

400 InvalidBgpGroup bgp group not exists
The error message returned because the
BGP group does not exist.

400 InvalidBgpName.Malformed Specified Bgp Group name is not valid.
The error message returned because the
name of the BGP group is invalid.

400
InvalidBgpDiscription.Malfor
med

Specified Bgp Group description is not
valid.

The error message returned because the
description of the BGP group is invalid.

400
InvalidBgpAuthkey.Malform
ed

Specified Bgp Group authkey is not valid.
The error message returned because the
authentication key of the BGP group is
invalid.

400 InvalidIP.Malformed Ip malformed.
The error message returned because the
format of the IP address is invalid.

400 InvalidPeerAsn.Malformed
invalid peer asn cannot equals aliyun
asn:45104

The error message returned because the
autonomous system (AS) number cannot
be the same as that of Alibaba Cloud.

400 InvalidParams.NotNull
invalid peer asn cannot equals aliyun
asn:45104

The error message returned because the
AS number cannot be the same as that of
Alibaba Cloud.

400 InvalidParams.NotFound instance not found
The error message returned because the
instance does not exist.
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400 InvalidParams.NotFound vpc instance not found

The error message returned because the
specified virtual private cloud (VPC) does
not exist. Check whether the specified VPC
ID is valid.

400 InvalidParams.AlreadyExists bgp network already exists
The error message returned because the
BGP network already exists.

400
InvalidStatus.CannotOperat
e

invalid status cannot operate
The error message returned because the
state is invalid and the operation cannot be
performed.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Adds a BGP peer to a BGP group.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required? Example value Description

Action String Yes CreateBgpPeer The name of this action. Value: Creat eBgpPeer

BgpGroupId String Yes
bgpg-
wz9f62v4fbgxxxxxxxx

The ID of the BGP group to which you want to add a
BGP peer.

RegionId String Yes cn-shanghai
The region ID of the BGP group. To query the region
ID, call DescribeRegions.

ClientToken String No
02fb3da4-130e-11e9-
8e44-001xxxxxxxx

Optional. Guarantees the idempotence of the
request. The value of this parameter is generated
by the client. The value is unique among all
requests and can contain a maximum of 64 ASCII
characters.

EnableBfd Boolean No true

Optional. Indicates whether to enable the BFD
function. Valid values:

t rue : Enable the BFD function.

f alse : Do not enable the BFD function.

PeerIpAddress String No 116.62.xx.xx
Optional. The IP address of the BGP peer to be
added.

Response parameters

Parameter Type Example value Description

BgpPeerId String Bgp-awjhxxxxxxxx The ID of the BGP peer.

RequestId String
D4B7649A-61BB-4C64-
A586-1DFF1EDA6A42

The ID of the request.

Examples
Request  example

7.6. CreateBgpPeer
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https://vpc.aliyuncs.com/?Action=CreateBgpPeer
&BgpGroupId=bgpg-wz9f62v4fbgxxxxxxxx
&RegionId=cn-shanghai
&<CommonParameters>

Response examples

 XML  format

<CreateBgpPeerResponse>
  <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</CreateBgpPeerResponse>

 JSON  format

{
 "RequestId":"0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

Error codes

HTTP status
code

Error code Error message Description

404 InvalidRegionId.NotFound
Specified value of "regionId" is not
supported.

The specified region ID is invalid. Please
check if the cloud service is available in the
specified region.

400 QuotaExceeded.Bgp bgp peer count per vbr quota exceed.
The number of BGP groups in the VBR has
reached the quota.

400 QuotaExceeded.Bgp bgp group count per vbr quota exceed.
The number of BGP groups in the VBR has
reached the quota.

400 QuotaExceeded.Nqa nqa count per vbr quota exceed.
The number of NQA instances has reached
the quota.

400
QuotaExceeded.BgpNetwor
k

bgp network count per vbr quota exceed.
The number of BGP networks of the VBR
has reached the quota.

400 InvalidPeerIpAddress multi pconn peer ip can not be null.
The peer IP address cannot be left  blank in
the case of multiple physical connections.

400 InvalidVbrNetwork vbr netowrk not exists The specified VBR does not exist.

400 InvalidBgpGroup bgp group not exists The specified BGP group does not exist.

400 InvalidBgpName.Malformed Specified Bgp Group name is not valid. The name of the BGP group is invalid.

400
InvalidBgpDiscription.Malfor
med

Specified Bgp Group description is not
valid.

The description of the BGP group is invalid.

400
InvalidBgpAuthkey.Malform
ed

Specified Bgp Group authkey is not valid.
The authentication key of the BGP group is
invalid.

400 InvalidIP.Malformed Ip malformed. The IP address format is invalid.

400 InvalidPeerAsn.Malformed
invalid peer asn cannot equals aliyun
asn:45104

The specified ASN cannot be the same as
the Alibaba Cloud ASN.

400 InvalidParams.NotNull
invalid peer asn cannot equals aliyun
asn:45104

The specified ASN cannot be the same as
the Alibaba Cloud ASN.

400 InvalidParams.NotFound instance not found The specified instance does not exist.

400 InvalidParams.NotFound vpc instance not found The specified VPC does not exist.

400 InvalidParams.AlreadyExists bgp network already exists The specified BGP network already exists.
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400
InvalidStatus.CannotOperat
e

invalid status cannot operate
The status of the resource does not permit
this operation.

HTTP status
code

Error code Error message Description

See common error codes.

Queries Border Gateway Protocol (BGP) peers in a specific region.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes DescribeBgpPeers
The operation that you want to perform.

Set the value to DescribeBgpPeers .

RegionId String Yes cn-shanghai

The ID of the region where the BGP group is
deployed.

You can call the DescribeRegions operation to query
region IDs.

RouterId String No
vbr-
2zecmmvg5gvu8i4te***
*

The ID of the vRouter.

BgpPeerId String No
bgp-
2ze3un0ft1jd1xd*****

The ID of the BGP peer.

BgpGroupId String No
bgpg-
2zev8h2wo414sfh******

The ID of the BGP group.

IsDefault Boolean No false

Specifies whether the BGP group is the default one.

t rue : The BGP group is the default one.

f alse : The BGP group is not the default one.

PageNumber Integer No 1 The number of the page to return. Default value: 1.

PageSize Integer No 1
The number of entries to return on each page.
Maximum value: 50. Default value: 10.

Response parameters

Parameter Type Example Description

RequestId String
DE77A7F3-3B74-41C0-A5BC-
CAFD188C28B6

The ID of the request.

TotalCount Integer 10 The total number of entries returned.

PageNumber Integer 1 The number of the returned page.

7.7. DescribeBgpPeers
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PageSize Integer 2 The number of entries returned per page.

BgpPeers Array The detailed information about the BGP peer.

Name String test The name of the BGP peer.

Description String xxxxxxxxx The description of the BGP group.

BgpPeerId String
bgp-
wz977wcrmb69agdb******

The ID of the BGP peer.

BgpGroupId String bgp-wz977wcrmb69******* The ID of the BGP group.

PeerIpAddress String 116.62.**. ** The IP address of the BGP peer.

PeerAsn String active The autonomous system (AS) number of the BGP peer.

AuthKey String ! PWZ2wsq****** The authentication key of the BGP group.

RouterId String
vbr-
2zecmmvg5gvu8i4te****w

The ID of the vRouter.

BgpStatus String deleted

The state of the BGP connection. Valid values:

creating: being created

working: being used

modifying: being modified

deleting: being deleted

deleted: deleted

Status String active

The state of the BGP peer. Valid values:

Pending: pending

Available: available

Modifying: being modified

Deleting: being deleted

Deleted: deleted

Keepalive String 10 The keepalive t ime.

LocalAsn String 45104 The local AS number.

Hold String 30 The hold t ime.

IsFake String true Indicates whether a fake AS number is used.

RouteLimit String 99 Routing limits.

RegionId String cn-shanghai The ID of the region to which the BGP group belongs.

Parameter Type Example Description
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EnableBfd Boolean true
Indicates whether the Bidirectional Forwarding Detection
(BFD) protocol is enabled.

Parameter Type Example Description

Examples
Sample requests

http(s)://[Endpoint]/? Action=DescribeBgpPeers
&RegionId=cn-shanghai
&<Common request parameters>

Sample success responses

 XML  format

<TotalCount>2</TotalCount>
<PageSize>10</PageSize>
<RequestId>16DFA5E6-9771-41B7-B079-DD7C2DF49BE6</RequestId>
<BgpPeers>
    <BgpPeer>
        <BgpGroupId>bgpg-2zev8h2wo414****</BgpGroupId>
        <LocalAsn>45104</LocalAsn>
        <PeerIpAddress>11.11. **. **</PeerIpAddress>
        <Hold>30</Hold>
        <Description/>
        <AuthKey/>
        <IsFake>true</IsFake>
        <PeerAsn>234</PeerAsn>
        <Keepalive>10</Keepalive>
        <RouteLimit>99</RouteLimit>
        <BgpPeerId>bgp-2ze3un0ft1jd1x***</BgpPeerId>
        <Name/>
        <Status>Available</Status>
        <BgpStatus/>
        <RouterId>vbr-2zecmmvg5gvu8i4te****w</RouterId>
        <RegionId>cn-beijing</RegionId>
    </BgpPeer>
    <BgpPeer>
        <BgpGroupId>bgpg-2zev8h2wo414sf****</BgpGroupId>
        <LocalAsn>45104</LocalAsn>
        <PeerIpAddress>11.11. **. **</PeerIpAddress>
        <Hold>30</Hold>
        <Description/>
        <AuthKey/>
        <IsFake>true</IsFake>
        <PeerAsn>234</PeerAsn>
        <Keepalive>10</Keepalive>
        <RouteLimit>99</RouteLimit>
        <BgpPeerId>bgp-2zeu54rbreqqzy*****</BgpPeerId>
        <Name/>
        <Status>Available</Status>
        <BgpStatus/>
        <RouterId>vbr-2zecmmvg5gvu8i*****</RouterId>
        <RegionId>cn-beijing</RegionId>
    </BgpPeer>
</BgpPeers>

 JSON  format
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{
    "TotalCount": 2, 
    "PageSize": 10, 
    "RequestId": "16DFA5E6-9771-41B7-B079-DD7C2DF49BE6", 
    "BgpPeers": {
        "BgpPeer": [
            {
                "BgpGroupId": "bgpg-2zev8h2wo414****", 
                "LocalAsn": 45104, 
                "PeerIpAddress": "11.11. **. **", 
                "Hold": 30, 
                "Description": "", 
                "AuthKey": "", 
                "IsFake": true, 
                "PeerAsn": 234, 
                "Keepalive": 10, 
                "RouteLimit": 99, 
                "BgpPeerId": "bgp-2ze3un0ft1jd1x***", 
                "Name": "", 
                "Status": "Available", 
                "BgpStatus": "", 
                "RouterId": "vbr-2zecmmvg5gvu8i4te****w", 
                "RegionId": "cn-beijing"
            }, 
            {
                "BgpGroupId": "bgpg-2zev8h2wo414sf****", 
                "LocalAsn": 45104, 
                "PeerIpAddress": "11.11. **. **", 
                "Hold": 30, 
                "Description": "", 
                "AuthKey": "", 
                "IsFake": true, 
                "PeerAsn": 234, 
                "Keepalive": 10, 
                "RouteLimit": 99, 
                "BgpPeerId": "bgp-2zeu54rbreqqzy*****", 
                "Name": "", 
                "Status": "Available", 
                "BgpStatus": "", 
                "RouterId": "vbr-2zecmmvg5gvu8i*****", 
                "RegionId": "cn-beijing"
            }
        ]
    }
}

Error codes

HttpCode Error code Error message Description

500 InternalError
The request processing has failed due to
some unknown error.

The error message returned because
unknown errors have occurred.

404 InvalidRegionId.NotFound
The specified RegionId does not exist in our
records.

The error message returned because the
specified region ID is invalid. Check whether
the service is available in the specified
region.

For a list  of error codes, visit  the API Error Center.

Deletes a specific Border Gateway Protocol (BGP) peer.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

7.8. DeleteBgpPeer
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Request parameters

Parameter Type Required Example Description

Action String Yes DeleteBgpPeer
The operation that you want to perform.

Set the value to Delet eBgpPeer .

BgpPeerId String Yes
bgp-
wz977wcrmb69a*******
*

The ID of the BGP peer.

RegionId String Yes cn-shanghai

The ID of the region where the BGP group is
deployed.

You can call the DescribeRegions operation to query
region IDs.

ClientToken String No
02fb3da4-130e-11e9-
8e44-001xxxxxxxx

The client token that is used to ensure the
idempotence of the request. You can use the client
to generate the value, but you must ensure that it  is
unique among different requests. The token can
contain only ASCII characters and cannot exceed 64
characters in length. 

Response parameters

Parameter Type Example Description

RequestId String
AEBB1EB6-3C15-4A35-B4CE-
03485200C143

The ID of the request.

Examples
Sample requests

http(s)://[Endpoint]/? Action=DeleteBgpPeer
&BgpPeerId=bgp-wz977wcrmb69a********
&RegionId=cn-shanghai
&<Common request parameters>

Sample success responses

 XML  format

<DeleteBgpPeerResponse>
      <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</DeleteBgpPeerResponse>

 JSON  format

{ 
    "RequestId": "0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

Error codes

HttpCode Error code Error message Description

404 InvalidRegionId.NotFound
Specified value of "regionId" is not
supported.

The error message returned because the
specified region ID is invalid. Check whether
the service is available in the specified
region.
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400 QuotaExceeded.Bgp bgp peer count per vbr quota exceed.
The error message returned because the
number of BGP groups in the virtual border
router (VBR) has reached the upper limit.

400 QuotaExceeded.Nqa nqa count per vbr quota exceed.
The error message returned because the
Network Quality Analyzer (NQA) number
has reached the upper limit.

400
QuotaExceeded.BgpNetwor
k

bgp network count per vbr quota exceed.
The error message returned because the
number of BGP networks in the VBR has
reached the upper limit.

400 InvalidPeerIpAddress multi pconn peer ip can not be null.
The error message returned because the IP
addresses of multiple physical connections
cannot be empty.

400 InvalidVbrNetwork vbr netowrk not exists
The error message returned because the
specified VBR does not exist. Check
whether the specified VBR is valid.

400 InvalidBgpGroup bgp group not exists
The error message returned because the
BGP group does not exist.

400 InvalidBgpName.Malformed Specified Bgp Group name is not valid.
The error message returned because the
name of the BGP group is invalid.

400
InvalidBgpDiscription.Malfor
med

Specified Bgp Group description is not
valid.

The error message returned because the
description of the BGP group is invalid.

400
InvalidBgpAuthkey.Malform
ed

Specified Bgp Group authkey is not valid.
The error message returned because the
verification key of the BGP group is invalid.

400 InvalidIP.Malformed Ip malformed.
The error message returned because the
format of the IP address is invalid.

400 InvalidPeerAsn.Malformed
invalid peer asn cannot equals aliyun
asn:45104

The error message returned because the
autonomous system (AS) number cannot
be the same as that of Alibaba Cloud.

400 InvalidParams.NotNull
invalid peer asn cannot equals aliyun
asn:45104

The error message returned because the
AS number cannot be the same as that of
Alibaba Cloud.

400 InvalidParams.NotFound instance not found
The error message returned because the
instance does not exist.

400 InvalidParams.NotFound vpc instance not found
The error message returned because the
specified VPC does not exist. Check
whether the specified VPC ID is valid.

400 InvalidParams.AlreadyExists bgp network already exists
The error message returned because the
BGP network already exists.

400
InvalidStatus.CannotOperat
e

invalid status cannot operate
The error message returned because the
state is invalid and the operation cannot be
performed.

HttpCode Error code Error message Description

For a list  of error codes, visit  the API Error Center.

Advert ises a Border Gateway Protocol (BGP) network.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

7.9. AddBgpNetwork
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Request parameters

Parameter Type Required Example Description

Action String Yes AddBgpNetwork
The operation that you want to perform.

Set the value to AddBgpNet work .

DstCidrBlock String Yes 10.10.**. **/32
The CIDR block of the virtual private cloud (VPC) or
vSwitch that you want to connect to a data center.

RegionId String Yes cn-shanghai

The ID of the region where the virtual border router
(VBR) is deployed.

You can call the DescribeRegions operation to query
region IDs.

RouterId String Yes
vrt-
2zeo3xzyf38r4u******

The ID of the vRouter associated with the router
interface.

VpcId String No
vpc-
bp1qpo0kug3a2*****

The ID of the VPC.

ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04115b

The client token that is used to ensure the
idempotence of the request. You can use the client
to generate the value, but you must ensure that it  is
unique among different requests. The token can
contain only ASCII characters and cannot exceed 64
characters in length.

Response parameters

Parameter Type Example Description

RequestId String
9C7FA9D6-72E0-48A9-
A9C3-2DA8569CD5EB

The ID of the request.

Examples
Sample requests

http(s)://[Endpoint]/? Action=AddBgpNetwork
&DstCidrBlock=10.10. **. **/32
&RegionId=cn-shanghai
&RouterId=vrt-2zeo3xzyf38r4u******
&<Common request parameters>

Sample success responses

 XML  format

<AddBgpNetworkResponse>
      <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</AddBgpNetworkResponse>

 JSON  format

{ 
    "RequestId": "0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

Error codes
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HttpCode Error code Error message Description

400 QuotaExceeded.Bgp bgp peer count per vbr quota exceed.
The error message returned because the
number of BGP groups in the VBR has
reached the upper limit.

400 QuotaExceeded.Nqa nqa count per vbr quota exceed.
The error message returned because the
Network Quality Analyzer (NQA) number
has reached the upper limit.

400
QuotaExceeded.BgpNetwor
k

bgp network count per vbr quota exceed.
The error message returned because the
number of BGP networks in the VBR has
reached the upper limit.

400 InvalidPeerIpAddress multi pconn peer ip can not be null.
The error message returned because the IP
addresses of multiple physical connections
cannot be empty.

400 InvalidVbrNetwork vbr netowrk not exists
The error message returned because the
specified VBR does not exist. Check
whether the specified VBR is valid.

400 InvalidBgpGroup bgp group not exists
The error message returned because the
BGP group does not exist.

400 InvalidBgpName.Malformed Specified Bgp Group name is not valid.
The error message returned because the
name of the BGP group is invalid.

400
InvalidBgpDiscription.Malfor
med

Specified Bgp Group description is not
valid.

The error message returned because the
description of the BGP group is invalid.

400
InvalidBgpAuthkey.Malform
ed

Specified Bgp Group authkey is not valid.
The error message returned because the
verification key of the BGP group is invalid.

400 InvalidIP.Malformed Ip malformed.
The error message returned because the
format of the IP address is invalid.

400 InvalidPeerAsn.Malformed
invalid peer asn cannot equals aliyun
asn:45104

The error message returned because the
autonomous system (AS) number cannot
be the same as that of Alibaba Cloud.

400 InvalidParams.NotNull parameter must not null.
The required parameters must not be
empty.

400 InvalidParams.NotFound instance not found
The error message returned because the
instance does not exist.

400 InvalidParams.NotFound vpc instance not found
The error message returned because the
specified VPC does not exist. Check
whether the specified VPC ID is valid.

400 InvalidParams.AlreadyExists bgp network already exists
The error message returned because the
BGP network already exists.

400
InvalidStatus.CannotOperat
e

invalid status cannot operate
The error message returned because the
state is invalid and the operation cannot be
performed.

404 InvalidRegionId.NotFound
The specified RegionId does not exist in our
records.

The error message returned because the
specified region ID does not exist. Check
whether the region ID is valid.

400 QuotaExceeded.Bgp bgp group count per vbr quota exceed.
The error message returned because the
number of BGP groups in the VBR has
reached the upper limit.

For a list  of error codes, visit  the API Error Center.

7.10. DeleteBgpNetwork
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Deletes an advert ised BGP network.

Debug
By using API Explorer, you can easily debug APIs, automatically generate SDK code examples, and quickly search for APIs.

Request parameters

Parameter Type Required? Example value Description

Action String Yes DeleteBgpNetwork
The name of this action. Value:

DeleteBgpNetwork

dstCidrBlock String Yes 10.110.192.12/32 The advertised BGP network.

RegionId String Yes cn-hangzhou
The region to which the BGP network belongs.

To query the region ID, call DescribeRegions.

routeId String Yes
vrt-
bp1lhl0taikrteen80oxx

The ID of the VBR.

ClientToken String No
02fb3da4-130e-11e9-
8e44-0016e04115b

The client token that guarantees the idempotence
of the request.

This parameter value is generated by the client and
must be unique. It  must be 1 to 64 ASCII characters
in length.

Response parameters

Parameter Type Example value Description

RequestId String
22F4C006-D3BB-4F96-9FF9-
4C8335276D70

The ID of the request.

Examples
Request  example

https://vpc.aliyuncs.com/?Action=DeleteBgpNetwork
&DstCidrBlock=10.110.192.12/32
&RegionId=cn-hangzhou
&RouterId=vrt-bp1lhl0taikrteen80oxx
&<CommonParameters>

Response example

XML format

<DeleteBgpNetworkResponse>
  <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</DeleteBgpNetworkResponse>

JSON format

{
 "RequestId":"0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

Error codes

HTTP status
code

Error code Error message Description
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404 InvalidRegionId.NotFound
Specified value of "regionId" is not
supported.

The specified region ID does not exist.

400 QuotaExceeded.Bgp bgp peer count per vbr quota exceed.
The BGP group quota of the VBR has been
reached.

400 QuotaExceeded.Nqa nqa count per vbr quota exceed.
The NQA quota of the VBR has been
reached.

400
QuotaExceeded.BgpNetwor
k

bgp network count per vbr quota exceed.
The BGP network quota of the VBR has
been reached.

400 InvalidPeerIpAddress multi pconn peer ip can not be null.
The peer IP address of multiple physical
connections cannot be null.

400 InvalidVbrNetwork vbr netowrk not exists The specified VBR does not exist.

400 InvalidBgpGroup bgp group not exists The specified BGP group does not exist.

400 InvalidBgpName.Malformed Specified Bgp Group name is not valid. The name of the BGP group is invalid.

400
InvalidBgpDiscription.Malfor
med

Specified Bgp Group description is not
valid.

The description of the BGP group is invalid.

400
InvalidBgpAuthkey.Malform
ed

Specified Bgp Group authkey is not valid.
The authentication key of the BGP group is
invalid.

400 InvalidIP.Malformed Ip malformed. The IP address format is invalid.

400 InvalidPeerAsn.Malformed
invalid peer asn cannot equals aliyun
asn:45104

The specified ASN cannot be the same as
the Alibaba Cloud ASN.

400 InvalidParams.NotNull
invalid peer asn cannot equals aliyun
asn:45104

The specified ASN cannot be the same as
the Alibaba Cloud ASN.

400 InvalidParams.NotFound vpc instance not found The specified VPC does not exist.

400 InvalidParams.AlreadyExists bgp network already exists The specified BGP network already exists.

400
InvalidStatus.CannotOperat
e

invalid status cannot operate
The status of the resource does not permit
this operation.

HTTP status
code

Error code Error message Description

See common error codes

Modifies the configuration of a BGP peer.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in
OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes ModifyBgpPeerAttribute
The operation that you want to perform. Set the
value to Modif yBgpPeerAt t ribut e    .

BgpPeerId String Yes Bgp-awjhxxxxxxxx The ID of the BGP peer.
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RegionId String Yes cn-shanghai

The ID of the region where the BGP group is
deployed. You can call the DescribeRegions
operation to query region IDs.

BgpGroupId String No
bgpg-
wz9f62v4fbgxxxxxxxx

The ID of the BGP group.

PeerIpAddress String No 116.62.xx.xx The IP address of the BGP peer.

ClientToken String No
02fb3da4-130e-11e9-
8e44-001xxxxxxxx

The client token that is used to ensure the
idempotence of the request. You can use the client
to generate the value, but you must ensure that it  is
unique among different requests. The token can
contain only ASCII characters and cannot exceed 64
characters in length.

EnableBfd Boolean No true

Specifies whether to enable the BFD feature. Valid
values:

t rue : enables the BFD feature.

f alse : disables the BFD feature.

Parameter Type Required Example Description

Response parameters

Parameter Type Example Description

RequestId String
D4B7649A-61BB-4C64-
A586-1DFF1EDA6A42

The ID of the request.

Examples
Sample requests

https://vpc.aliyuncs.com/?Action=ModifyBgpPeerAttribute
&BgpPeerId=Bgp-awjhxxxxxxxx
&RegionId=cn-shanghai
&<Common request parameters>

Sample success responses

 XML  format

<CreateBgpPeerResponse>
      <RequestId>0ED8D006-F706-4D23-88ED-E11ED28DCAC0</RequestId>
</CreateBgpPeerResponse>

 JSON  format

{
    "RequestId": "0ED8D006-F706-4D23-88ED-E11ED28DCAC0"
}

Error codes

HttpCode Error code Error message Description

400 InvalidRegionId.NotFound
The specified RegionId does not exist in our
records.

The error message returned because the
specified region ID is invalid. Check whether
the service is available in the specified
region.
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For a list  of error codes, visit  the API Error Center.
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