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Alibaba Cloud reminds you to carefully read and fully understand the terms and
conditions of this legal disclaimer before you read or use this document. If you

have read or used this document, it shall be deemed as your total acceptance of this
legal disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website
or other Alibaba Cloud-authorized channels, and use this document for your

own legal business activities only. The content of this document is considered
conﬁdential information of Alibaba Cloud. You shall strictly abide by the

conﬁdentiality obligations. No part of this document shall be disclosed or

provided to any third party for use without the prior written consent of Alibaba
Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted
, or disseminated by any organization, company, or individual in any form or by
any means without the prior written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades
, adjustments, or other reasons. Alibaba Cloud reserves the right to modify

the content of this document without notice and the updated versions of this
document will be occasionally released through Alibaba Cloud-authorized

channels. You shall pay attention to the version changes of this document as they
occur and download and obtain the most up-to-date version of this document

from Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud
products and services. Alibaba Cloud provides the document in the context

that Alibaba Cloud products and services are provided on an "as is", "with all
faults" and "as available" basis. Alibaba Cloud makes every eﬀort to provide

relevant operational guidance based on existing technologies. However, Alibaba
Cloud hereby makes a clear statement that it in no way guarantees the accuracy

, integrity, applicability, and reliability of the content of this document, either

explicitly or implicitly. Alibaba Cloud shall not bear any liability for any errors
or ﬁnancial losses incurred by any organizations, companies, or individuals

arising from their download, use, or trust in this document. Alibaba Cloud shall
not, under any circumstances, bear responsibility for any indirect, consequent
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ial, exemplary, incidental, special, or punitive damages, including lost proﬁts
arising from the use or trust in this document, even if Alibaba Cloud has been
notiﬁed of the possibility of such a loss.

5. By law, all the contents in Alibaba Cloud documents, including but not limited

to pictures, architecture design, page layout, and text description, are intellectu
al property of Alibaba Cloud and/or its aﬃliates. This intellectual property

includes, but is not limited to, trademark rights, patent rights, copyrights, and
trade secrets. No part of this document shall be used, modiﬁed, reproduced,

publicly transmitted, changed, disseminated, distributed, or published without

the prior written consent of Alibaba Cloud and/or its aﬃliates. The names owned
by Alibaba Cloud shall not be used, published, or reproduced for marketing,

advertising, promotion, or other purposes without the prior written consent of

Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited
to, "Alibaba Cloud", "Aliyun", "HiChina", and other brands of Alibaba Cloud

and/or its aﬃliates, which appear separately or in combination, as well as the

auxiliary signs and patterns of the preceding brands, or anything similar to the
company names, trade names, trademarks, product or service names, domain

names, patterns, logos, marks, signs, or special descriptions that third parties
identify as Alibaba Cloud and/or its aﬃliates.

6. Please contact Alibaba Cloud directly if you discover any errors in this document
.
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Description

A danger notice indicates a
situation that will cause major

system changes, faults, physical
injuries, and other adverse
results.
A warning notice indicates a
situation that may cause major

system changes, faults, physical
injuries, and other adverse
results.
A caution notice indicates
warning information,

supplementary instructions,
and other content that the user
must understand.

A note indicates supplemental
instructions, best practices, tips
, and other content.
>
Bold

Italic

[] or [a|b]

Danger:

Resetting will result in the loss
of user conﬁguration data.
Warning:

Restarting will cause business
interruption. About 10
minutes are required to restart
an instance.
Notice:

If the weight is set to 0, the
server no longer receives new
requests.
Note:

You can use Ctrl + A to select
all ﬁles.

Closing angle brackets are used
to indicate a multi-level menu

Click Settings > Network > Set
network type.

Bold formatting is used for
buttons, menus, page names,

Click OK.

Courier font is used for
commands.

Run the cd /d C:/window

cascade.

and other UI elements.
Courier font

Example

Italic formatting is used for
parameters and variables.
This format is used for an
optional value, where only one

command to enter the Windows
system folder.
bae log list --instanceid
Instance_ID
ipconfig [-all|-t]

item can be selected.
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Description

This format is used for a
required value, where only one

Example
switch {active|stand}

item can be selected.
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1 What is Content Moderation?

Content Moderation is an Alibaba Cloud service that intelligently moderates the

content of multimedia objects such as images, videos, and text in various scenarios
. This service helps you eﬀectively reduce the risk of content violations.

Background

With the rapid development of the Internet, smart devices, and a wide range of

emerging businesses, data on the Internet has grown at an explosive rate. Interactiv
e content such as images, videos, text, and chats has become an essential part of

people's lives for them to express their feelings, record events, and arrange daily

work. Every day, more than 1 billion videos and images are uploaded to the Internet
, and more than 500 million messages and articles are posted on various social
networks and media platforms. This trend continues to grow rapidly.

The huge amount of content is also mixed with uncontrollable and risky elements
, such as pornographic videos and images, terrorist content, and junk content.

While the government is enforcing increasingly stricter regulations on such illegal
or undesirable content, an important task for all websites and platforms is how

to reduce and eliminate these elements. In addition, people's understanding and

interpretation of unstructured data are still at an early stage. To fully explore the
huge commercial value hidden in data, people need smarter technologies and

systems.

Product positioning

Alibaba Cloud Content Moderation is a pioneer in the content security ﬁeld.
Alibaba has spent years managing a variety of platforms, including Alibaba

Cloud, Taobao, and Alipay. Based on the accumulated security technologies
and experience, Content Moderation oﬀers mature and lightweight content

security solutions to enterprises. These solutions help enterprises and developers

immediately detect all kinds of risks in text, images, and videos, and safeguard the
information content of applications in the complex and ever-changing Internet

environment.

Currently, the Content Moderation API is available.
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The Content Moderation API moderates text, images, and videos for pornographic

, terrorist, and junk content. By using systematic methods, the API oﬀers powerful
capabilities such as content review, tagging, and custom conﬁguration to achieve
desired eﬀects and meet your tailored requirements. To use the API, you must

integrate it into your applications.

The target customers of the API include but are not limited to all kinds of user-

generated content (UGC) platforms and all platforms that require content security
management and control. UGC platforms include video websites, live broadcast

platforms, social network platforms, media platforms, vertical communities and

forums, e-commerce websites, storage platforms, and content delivery network (
CDN) platforms.
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2 Features

Content Moderation provides the Content Moderation API that applies to various

scenarios. The following table describes the features of the Content Moderation API
.

Content Moderation API
Scenario

Image
moderation

Description

Detects illegal or undesirable content in images, including:
• Pornographic content
• Terrorist content
• Ad violations
• QR codes

• Undesirable scenes
Video
moderation

• Logos

Detects illegal or undesirable content in videos, including:
• Pornographic content
• Terrorist content
• Ad violations

• Undesirable scenes
• Logos

Text anti-spam Detects illegal or undesirable content in text, including:
• Ads

• Terrorist content
• Abuse

• Pornographic content
• Spam

• Meaningless content
• Prohibited content
• Custom terms

Issue: 20191211

3

内容安全

Product Introduction / 3 Beneﬁts

3 Beneﬁts

Content Moderation helps you moderate a large amount of multimedia content.
It features ease of use, low cost, and extensive real-world experience. Content
Moderation can eﬀectively save more than 90% of human review costs.
• High cost eﬃciency

Content Moderation not only saves more than 90% of labor costs, but also returns
moderation results in seconds with more than 99% accuracy.

• Extensive real-world experience

After being applied to core business such as Taobao and Alipay in Alibaba and

tested during Double 11, Content Moderation has accumulated a large number of
characteristic samples and extensive experience in data model analysis.

• Ease of use

Content Moderation provides all-in-one solutions for you to moderate audios,
videos, images, and text for terrorist, pornographic, and junk content.

• Flexibility

You can seamlessly integrate Content Moderation with other Alibaba Cloud

services such as Object Storage Service (OSS) and Elastic Compute Service (

ECS). You can also integrate Content Moderation to call API operations in your
moderation system.

• Excellent performance

Based on the cloud computing platform, Content Moderation can quickly
moderate a large amount of multimedia content.
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4 Terms

This topic describes the terms related to Content Moderation.

Content Moderation API

• AccessKey information: the AccessKey ID and AccessKey secret that Alibaba
Cloud provides for you.

• Human review: the way in which you can rectify machine-assisted moderation
results in the Alibaba Cloud Content Moderation console.
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