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BHIEE> ME>REMKLER,
. TEZHRFUTE,

HEERBIATIE, BEHRE.
Courier=z4{& e

47 cd /d C:/window %<, #HA
Windows &4 X 43,
AL

bae log list --instanceid
Instance_ID
(=& [alb] FRABER, ESEE—,

ipconfig [-all]-t]
{} & {alb}

RRWIER, ELZEFE—D

[

switch {active|stand}
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1.API#E S

AXFIHTEREEI (ActionTrail) FratTiEHNAPHEORMEXER,

IRERMEXRZEO
API R
CreateTrail BIZIRER,
DescribeT rails BiFIREIERE.
GetTrailStatus BFRERE.
StartLogging FRERER,
StopLogging X ARER,
UpdateTrail BRER,
DeleteTrail HIBRIRER

EWHAEXEOD
API iR
DescribeRegions T LMER B E = itbig .
LookupEvents WEREH,

X A

o APIRIRSAL
e APIExplorer
o APIFEIRFL
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https://help.aliyun.com/document_detail/28841.html#doc-api-Actiontrail-CreateTrail
https://help.aliyun.com/document_detail/28842.html#doc-api-Actiontrail-DescribeTrails
https://help.aliyun.com/document_detail/28843.html#doc-api-Actiontrail-GetTrailStatus
https://help.aliyun.com/document_detail/28844.html#doc-api-Actiontrail-StartLogging
https://help.aliyun.com/document_detail/28845.html#doc-api-Actiontrail-StopLogging
https://help.aliyun.com/document_detail/28846.html#doc-api-Actiontrail-UpdateTrail
https://help.aliyun.com/document_detail/28847.html#doc-api-Actiontrail-DeleteTrail
https://help.aliyun.com/document_detail/95532.html#doc-api-Actiontrail-DescribeRegions
https://help.aliyun.com/document_detail/28849.html#doc-api-Actiontrail-LookupEvents
https://developer.aliyun.com/
https://api.aliyun.com/
https://error-center.aliyun.com/

APIZ#E (2017-12-04) -RAMEIY BIEHE

2. RAME#

AR 52T ActionT railh I AR BIAPIR HiiR 7 .
FAAAPIE, FEMNREE, UHFREAESREBAPHRIEREFTRIIR.
APl BIERA M 4N T RPN -

Action BRER

actiontrail: CreateTrail acs:actiontrail:${region}:${Accountid}:*
actiontrail: DescribeT rails acs:actiontrail:${region}:${Accountid}:*
actiontrail: GetTrailStatus acs:actiontrail:${region}:${Accountid}:*
actiontrail: StartLogging acs:actiontrail:${region}:${Accountid}:*
actiontrail: StopLogging acs:actiontrail:${region}:${Accountid}:*
actiontrail: UpdateTrail acs:actiontrail:${region}:${Accountid}:*
actiontrail: DeleteTrail acs:actiontrail:${region}:${Accountid}:*
actiontrail: LookupEvents acs:actiontrail:${region}:${Accountid}:*

6 > CRYBRA: 20210223
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3.AFAAR
3.1. EAAPIHELO

B RAAPHE O 283 M AP RS ik b it & EHTTPEHTTPS GETiERE LMY, RIBBERWLEBR, RFES
REGELER,
BAEIHARMT:
1. EKER
2. NEHBH
3. REIZER
4. EENE

3.2. BEREW

RXNATEREHL (ActionTrail) BHEAMAE, BEWHR. HTTPIERITEMIBERSHFEREBEXD
=5

ActionTrailBV#2#| &3k A  actiontrail.console.aliyun.com

il

N

>

W

%
b

ActionTrail APIEJ#EEABIE /.  actiontrail.[Region].aliyuncs.com , #ETJLAE X [Region] AEHEEHIRIERE
FRiEthig .

BAE MY

FEBEEHT TP HTTPSIEEHTIERERE, ATREBESNRSMN, HEEFERHTTPSIEELZEKR,
BXKAE

FIFHTTPEHTTPS GET /532 &KX B K, BRWEONSHZEGSEURLE,

BREH

FMERBEBIEEENTHIERME, B Action 24 (HIIN: CreateTrail) , FMEFHFTEZLILIEK
SHNIEERIFFMBENIERSH,

PR mE

BERZIRLOIEREPER UTF-8 ZREERITHRE,
A \j2

3.3. =

RESHNARLBERSYAAHIREBH,

R
2%
E
e

EBBR iR
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https://help.aliyun.com/document_detail/28836.html#concept-28836-zh
https://help.aliyun.com/document_detail/28837.html#concept-28837-zh
https://help.aliyun.com/document_detail/28838.html#concept-28838-zh
https://help.aliyun.com/document_detail/28839.html#concept-28839-zh
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RIS

B

Format

Version

AccessKeyld

Signature

SignatureMethod

Timestamp

SignatureVersion

SignatureNonce

Nl

String

String

String

String

String

String

String

i
D
;_ﬁ

iy

il

el

il

Jal

el

el

il

P

IRESAER . HEINE
)SON,

APIRAS, 1B
$A: YYYY-MM-DD ., ¥
BIRRAA 2017-12-04

o

a24AID, HEIE =M
KRLERBF, BTAPIEARN
B SR IIIE,

BEHER, XTEBMIH
BE, BBR €5
P

BEWEHRN. BRIXE
HMAC-SHAT1,

REBE RO B, B
KBIIRRIS0860 1R ER
R, HEZEFERUTCHY

&, #&XA YYYY-MM-
DDThh:mm:ssz , #l
n 2014-05-
26T12:00:00Z

BEEEREK, BEIRA

=1.0,

HE—RENEL, AT HILER
KERKEH. APERR
EREEE AR
#iE,

> MAYRRZA: 20210223


https://help.aliyun.com/document_detail/28839.html#concept-28839-zh

BIEEHIT APIZZE (2017-12-04) -iEAHS

http://actiontrail.cn-hangzhou.aliyuncs.com/actiontrail
?SignatureVersion=1.0

&0ssBucketName=yuanch****

&Name=CreateTest

&Format=JSON
&Timestamp=2015-12-01T07%3A04%3****
&Signature=iyEsETvgGUWop7Term5HM48wzJ****
&AccessKeyld=QzW2********C21M
&SignatureMethod=HMAC-SHA1

&Version=2017-12-04
&RoleName=aliyunactiontraildefaultrole
&Action=CreateTrail
&SignatureNonce=c69b30de-97f9-11e5-afb0-7831c1c8****
&0ssKeyPrefix=

NESAEIESS )
ARPAZNEDRARIEXR, NEBARY, SREMITER, ENSIRE Requestld , HFENIFISONIE
=,

Nl

JSON R4l

"Name": "CreateTest",
"OssBucketName": "yuanch****",
"OSSKeyPrefiX“: llll’

"RoleName": "aliyunactiontraildefaultrole"

3.4. RE|EE

ERAPIRS G, RASREHTTPRASE, WRIERBFPRESER2xx, £ RARMIN. NEREREHERSEA
AxXE5xx, FRFAEK,

@ 388

B FIRE S RPN T :
o EAMIIREBIEIRE T RTIISON,
o MELERIMIREREER, TESHTEHIRENHIERR.
o AXHPHERRANTEFRPEE, MTMiTLE,
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APIE&#E (2017-12-04) -HAS BIEHE

IE %R Bl 7R B
JSON 7=
{
"Name": "CreateTest",
"OssBucketName": "yuanchuang",

"OssKeyPrefix": "",

"RoleName": "aliyunactiontraildefaultrole"

SERERA
AREOLEE, FLEEERHE, BAH TRES MEONMNEZBIMURA L E 2R EMERE
&,

FHRAPHREESS, BfEresponsediREIHTTPIRZSHS . HIRBAFERER, EBEZRBERELBHE—R
iHRequestld, FERFHIRBMEBIRELSLEBWIEE, tERequest dRBAERAZIHFAR, HBITREE
EZFIFEREE.

JSON =l

"Requestld": "0BC51021-1740-4C13-8072-4C1CD1D6B1F2",
"Hostld": "actiontrail.cn-hangzhou.aliyuncs.com",
"Code": "TrailAlreadyExistsException",

"Message": "account name(CreateTest) and region(cn-hangzhou) is already exist"

AHBIRD

ZIR iR RS
InvalidAction 3Es&B9ACtion, 400
InvalidParameterValue AXFHNSHE, 400
MissingAction fR/DActionS#1, 400
MissingParameter mORESE, 400
InvalidAccessKeyld.Inactive AccessKeyld#ZEH 403
NeedRamAuthorize RAMEZI P R F1E, 403
InternalFailure NERARS RHEIR . 500

10 > MHRA: 20210223



BIEHE APIE&#E (2017-12-04) -HAEF

B R RS
InternalServerError WEBARSSHEIR 500
ActionNotimplemented EEBIACtion kLI, 501
ServiceUnavailable REATTHA, 503

3.5. E2HLH

RFEAPINLZ2EE, ERAAPINREZSXNEPMAPEREIES (Signature) #HITHMHIGIE, TiLE
FAHTTPIRZHTTPSHMURRZIER, BIEEEBEKRTIAESEZER,

LR
RPC APIE#Z A T L EAPKE KRB QueryhIE &L (Signature)

https://Endpoint/?SignatureVersion=1.0&SignatureMethod=HMAC-SHA1&Signature=CT9X0VtwR86fNWSnsc
6v8YGOjuE%3D&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf

Ho:
e SignatureMethod: &A=, BRIZIFHMAC-SHAT,
e SignatureVersion: BEZEXIRA, BEIRARZI.O,

e SignatureNonce: E—[EHLE, BFHLENZEERKE, ARERBERBDEZERARNBEILGE, &
WERERAE—IRBFBUUD (Universally Unique Identifier) .

e Signature: {EfAccessKey Secret WiEKETHIRMBEERNEZ,

L EEBIERFC 2104 HMAC-SHA TS, S AccessKey Secret 33458 . HEFE/EHIE/NE KB EHMAC
BEASE, SENTEESEREEBN—LEBH, HTEMAPIBERABZAR, AUSEHNERBARARE
B, USEAXNRES R, HEXEE.

Signature = Base64( HMAC-SHA1( AccessKey Secret, UTF-8-Encoding-Of(StringToSign)) )

TB—: HEFEZIFFEB
1. FRBERSHEENTANIERFRE (Canonicalized Query String) .

i. RBSHIBRNZHIFFENBERPAENERSY (BEARBREHMNZONBEXNSH, BXR
BEFATLERSHDESIgnature2 ) #HTHEE.

@ 8 HERAGETHERERE, KESHGREIERURIBHSHES, BURG 2" 2
Bl “&" EENES.
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APIE&#E (2017-12-04) -HAS BIEHE

i. WHEFZENIERSHNSIRMNED B AUTF-8ZRFEHTURLEE ., FBANIESETE,

25 m A
A~Z, a~f$’!]0~9‘ljj\§2 - RET.
_ B 1 I

Hpmg WA %XY MR, Hd XY EFHXMASCIBE16#EH ER.,

Hexf
BINEXHINEIS (") NEHRBA %22 ,

I RIUTF-82# BIDR %XY%ZA-- HIRE,
WBAK %20 , MAZRME (+) .
ZHBARM—REALN application/x-www-form-
urlencoded MIMERRH RIBE L (FlaN)avatrEESH java.net.UR
LEncoder B93X#) FEXE, KBTI LILRENEENSXETH
B, AREHEBENZRETHMS (+) BEM %20 , ES (*)
BB %2A , %TE BHREIRRS (~) , BIOJBE EARMNER
HRBEFE, REXTUETES percentEncode J553RSLH:

e private static final String ENCODING = "UTF-8";

private static String percentEncode(String value) throws Un
supportedEncodingException

{

return value !=null ? URLEncoder.encode(value, ENCODING).
replace("+", "%20").replace("*", "%2A").replace("%7E", "~")
:null;

}

iii. BRBENSHBRNERENSS (=) HITEE,
v. BEFSERBINSHASRSBHFNIFRXER "&" FSEER, NRAMNBHIBERFR
£,
2. BHENMEAFHFHZRBRTEOMANERFERNZRHE.

StringToSign=
HTTPMethod + “&” +
percentEncode( “/” )+” & +

percentEncode(CanonicalizedQueryString)

Hp:

o HTTPMethod RiERIERAMIHTTPI %, BIGIGET,

o percentEncode( “/" ) RIRFBURLBBHMNUERF “/" #HiTHBESENE, BI%2F,

o percentEncode(CanonicalizedQueryString) 2 X #03& M B 1E R ZF BIRURLR DM N 713552

12 > MHRA: 20210223
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HERFE,
TB_: HEEZE
1. IRBRFQIVMMMENX, HHEFEZFAE (StringToSign) BIHMACE,
@ BB ESGEHERNKeyii 2 EEE MACcessKey SecretH N E—1 “&" FF
(ASCI:38) , ERINIEFH &L ZSHAT,
2. ¥EEBase6AmIBHNIE EHHMACERB KR E, BSEIEZE (Signature) .
3. BBINELEMENSnatureSHRMEIBERESH D,

@ B AINSEEEENSENERSMERINEMETSH—H, REBRFC39865F
#H1TURLEREE ,

BN

PA CreateTrail A, SZBIHIIERURLA:

https://actiontrail.cn-hangzhou.aliyuncs.com/?AccessKeyld=testid&Action=CreateTrail&Format=JSON&Na
me=test&Regionld=cn-hangzhou&RoleName=AliyunServiceRoleForActionTrail&SignatureMethod=HMAC-SH
Al&SignatureNonce=d7730860-e66f-11ea-a3a5-d5f3b52e66al&SignatureVersion=1.0&Timestamp=2020-08-
25T01%3A11%3A01Z&Version=2017-12-04

XM E StringToSign 2:

POST&%2F&AccessKeyld%3Dtestid%26Action%3DCreateTrail%26Format%3DJSON%26Name%3Dtest%26R
egionld%3Dcn-hangzhou%26RoleName%3DAliyunServiceRoleForActionTrail%26SignatureMethod%3DHMA
C-SHA1%26SignatureNonce%3Dd7730860-e66f-11ea-a3a5-d5f3b52e66a1%26SignatureVersion%3D1.0%26Ti
mestamp%3D2020-08-25T01%25253A11%25253A01Z%26Version%3D2017-12-04

80 : AccessKey IDA: testid, AccessKeySecrety: testsecret, MAFIHEHMACKH keyH:
testsecret&,

HEBINELEA:  d155JSZ0cc+y6abFHIWXGK/qCUA=

BHRHIERURLA :
https://actiontrail.cn-hangzhou.aliyuncs.com/?Signature=d15sJSZ0cc+y6a6FHIWXGK/qcUA=&AccessKeyld=t
estid&Action=CreateTrail&Format=JSON&Name=test&Regionld=cn-hangzhou&RoleName=AliyunServiceRol

eForActionTrail&SignatureMethod=HMAC-SHA1&SignatureNonce=d7730860-e66f-11ea-a3a5-d5f3b52e66al
&SignatureVersion=1.0&Timestamp=2020-08-25T01%3A11%3A01Z&Version=2017-12-04
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https://tools.ietf.org/html/rfc3986

APIZ#E (2017-12-04) -IRisE
O

4. R ERExEQ
4.1. CreateTrail

B CreateTraliZE A BIZIRE.,
WO RIESERFSENIRERWR, FINBERS (#EE) OSSEMERE.,
ik

XTI LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 B SDKA BB R 41

SRAEE

BRESH
Bm B3] EE W% ~EIE iR
Action String 2 CreateTrail EHATHIRME, BUE: CreateTrail,
B HRIRER,
KEN6~36NFR, BDAURNFEHF
L, JEEBRXFE. #HF. Ei% (-)
Name String = trail-test M () .
@ e A AKSHEEEHRE
oEs,
alivunactiontraild BFAFREHITRSIENRAMA RS
RoleName String 2 v R, BUAE:
efaultrole . . .
aliyunactiontraildefaultrole,
RERE ANBOSSEMEEE.
KEA3~63NER, BAUVNERNFEF
FEHFHL, TEANEENFE. ¥
OssBucketName String &= yuanch**** FREL () .
@ 8 AIRBEBNAABRLE
EREELEFE.
IRERS NBIOSSTF i == 8 ) BRI AI 4R,
g A=z,
) . - at-product-
OssKeyPrefix String S account -audit-B KEHN6~32MFH, DAMNEXFZFFF

XL, THEREXFE. HF. BUL
(-) « ERZ (/) TR (L) .

14 > MHRA: 20210223


https://api.aliyun.com/#product=Actiontrail&api=CreateTrail&type=RPC&version=2017-12-04

BIFEI

APIZ#E (2017-12-04) -IRiEEXHE

A
B B3] EEWIE NN R
acs:log:cn- REREETNBERSMEEMERE
SlsProjectArn String & shanghai::project ~ —BIEIREEFR (Aliyun Resource
[*** Name, ARN) ,
acs:ram::**:role  BEHIHOBEREBERSRERERE
SlswriteRoleArn String & /aliyunactiontrail B, HENABEERNERE—HNERSR
defaultrole (Aliyun Resource Name, ARN)
BRBEEHMNESER, BE:
EventRW String = Write e Write (ZRINE) : BEE,
® Read: jEH,
o All: {EERMBER,
IREREIMIS, BUERGI:
o All (BNE) : RiIzeEftEnEg,
TrailRegion String = All e cn-hangzhou: {REEEHIM ML A0S
.
e cn-bejjing: {NERERILRMIFAISH,
B FEBUREEITSH4EIMNS Topichy
acs:mns:cn- ARN, ¥z acs:mns:<Region>:
. . = hangzhou:1111:/
MnsTopicArn string a topics/your- <Account ID>:/topics/<topicName>
topic-name EBSIE#E, mOSShiRiBEM4, &
FFE—FKERRIEE)IZMNS Topic,
IR B #4E
E4 R ~IE R
Name String trail-test BFAFREETRSIENRAMA BB,
BRBEEHNESER, BE:
EventRW String Write e Write (HKIANE) : B8,
® Read: {EZEH,
o All: EERMBRA,
HomeRegion String cn-hangzhou IR iR Homelth 1,
OssBUCKEtNAM it 1ing yuanch R R BI0SS TR,
> MA4MRAS: 20210223 15
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: B AFE
B Eit] ~E iR
) i at-product- BFEENOSSEFEZEXXEENFIR, oA
OssKeyPrefix String ) .
account-audit-B =,
RoleName String aliyunactiontraildefa BAFEENRAMABEIR,
ultrole
acs:ram::***:role/al  BREFHEERBERSAERIEEER, &
SlswriteRoleArn ~ String iyunactiontraildefaul HABEMEZHE—RNZEZHR (Alyun
trole Resource Name, ARN) .,
acs:log:cn- s — [ — N
34 Y B R il - ‘/J"_'f
SlsProjectArn String shanghai: :project/** ?Ehhﬁahma SRS T E E P 2 = 0 —
. JBZ#R (Aliyun Resource Name, ARN) ,
145318BE-DEE1-
Requestld String 4C57-AA7C- EKID,
5BE7D34A6AEQ
AT EBEREETHEM4EIMNS TopicBIARN, &
acs:mns:cn- ##: acs:mns:<Region>:<Account
. ) hangzhou:1111:/to
MnsTopicArn String pics/your-topic- ID>:/topics/<topicName> , S S#5,
name [@OSShiZBEMHE, KRFFE—KEERBEIZ
MNS Topic,
IRERAVMIE, BUERG:
T . oo n
TrailRegion String All e All (EIAE) : RIzSINMIEHSEMH,
e cn-hangzhou: {RERERFUM i BIE 14,
e cn-beijing: RERERIEFMIIHAIEH,
B
& Kl

http(s)://[Endpoint]/?Action=CreateTrail
&Name=trail-test

&RoleName=aliyunactiontraildefaultrole

&<RHIFERSH>

1EEIR [E 7R 45
XML #=

16
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BAESET .
<Requestld>04F0F334-1335-436C-A1D7-6C044FE73368</Requestid>
<Name>trail-test</Name>
<HomeRegion>cn-hangzhou</HomeRegion>
<OssBucketName>yuanch****</OssBucketName>
<OssKeyPrefix>at-product-account-audit-B</OssKeyPrefix>
<RoleName=>aliyunactiontraildefaultrole</RoleName>
<SlsProjectArn>acs:log:cn-shanghai::project/***</SlsProjectArn>
<SlsWriteRoleArn>acs:ram::***:role/aliyunactiontraildefaultrole</SlsWriteRoleArn>
JSON &z
{
"Requestld":"04F0F334-1335-436C-A1D7-6C044FE73368",
"Name": "trail-test",
"HomeRegion": "cn-hangzhou",
"OssBucketName": "yuanch****",
"OssKeyPrefix": "at-product-account-audit-B",
"RoleName": "aliyunactiontraildefaultrole",
"SlsProjectArn":"acs:log:cn-shanghai::project/***",
"SlsWriteRoleArn":"acs:ram::***:role/aliyunactiontraildefaultrole"
}
HIRE
HttpCode At HIRE R HR
404 Bucket!)oesNotEmst The speoﬂed 0SS bucket does $5 2 8055 bucket RIS 7E.,
Exception not exist.
403 !nsufﬁuer_ﬂBucketPol Access to the specmed 0SS BT RH0SS bucket.
icyException bucket was denied.
InsufficientSlsPolicyE Al toth ified L N .
403 nsu .|C|en sPolicy ccgss o . e specifie .og ESEIBEIRRMISLS project.
xception Service project was denied.
InvalidDeliveryConfig vou mus.t specn"y at least one RERZEDIRE—MRIBHISLS
400 urationException Log Service project or 055 rojectzf 0SS bucket
P bucket for a Trail. pro) °
InvalidPrefixExceptio The specified 0SS bucket prefi - N
400 nva I Except ic invaplid " ! pretix FEEBIOSSHI R TR
InvalidQueryParamet The specified query parameter is N N
400 Query rhe sp queryp ERNEOEH,
er invalid.
> MHERRA: 20210223 17
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; RAFET
HttpCode HIRE HIRER iR
InvalidT railNameExc The specified Trail name is o
400 . _nesp REAHREN, HEX
eption invalid.
MaximumNumberOf The number of Trails in the .
) . [E—Regionix % o] LAGIZE SR
403 TrailsExceededExcep same region exceeds the upper .
) . IRo
tion limit (5).
Th ified OSS bucket i .
The speclfied 0SS bucket s a0 49055 bucker 2418
400 RepeatOssBucket v ) o B, BiNEERZENRERSEE
that you modify the existing s 8 bucket
Trail or specify another bucket. ’ °
400 'SlsProjec'FDoesNotEx The specifigd Log Service project S ETIE R HISLS project RIFTE,
istException does not exist.
TrailAlreadyExistsExc The specified Trail name alread
400 v P Y BRencrE, BE.

eption

WEEED LEEESHEIRG,

exists.

4.2. DescribeTrails
A DescribeTrailsiZE O &\ E IR IZFI &,

i3

RO LATEOpenAPI Explorerf HIiETiZE O, &EXBITESZWEI ., E17HI1/E, OpenAPlExplorert]

PA B 54 B SDKAL A = 45

3 o 3
BREH
B B3]
Action String
IncludeShadowTr
. Boolean
ails
NamelList String
IR [O] £ 32
B Bt}

EHITHIRIE, BUE: DescribeTrails,

EREREFRE, WE:

o false (BINME) : ABR,

® true: &R,

FETWNREEZMRIIER, UFAES

Bk wbIE fik
DescribeTrails
true
abcdef (,) H.
~E ik

18
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APIZ#E (2017-12-04) -IRiEEXHE

BRI -
B £t} ~E iR
TrailList Array RERFIE .,
CreateTime String 1581490216000 ERERGIZZAVETE],
RBEHNEE X, BE:
ite (2R3 - B
EventRW String Write * Write (BIME) : SXE.
® Read: JEHEE,
o All: {ERBFFHR,
HomeRegion String cn-hangzhou RERAYHomelth 1,
ERRZKRSRE, BUE:
IsOrganizationT
ail Boolean true o false (ZRAE) : 5.
e true: =,
BT EBURESETHSEH40IMNS TopicAJARN, 1%
acs-mns:cn- R A: acs:mns:<Region>:<Account
. . hangzhou:1111:/to ) )
MnsTopicArn String pics/your-topic- ID>:/topics/<topicName> , S S#/5,
name @MOSSHHZBEHE, RFFE—KEBKERIZ
MNS Topic,
Name String default RERETR,
(e)ssBucketNam String secloud OSSTEME R B MER,
OssKeyPrefix String traill OSSRk = B X4 Z BRI 4R .
. . iIdef
RoleName string 8 unactiontraldela e irar e it S H RNRAME B,
:log:cn- _ — N
. . aTOTEN L RERdERNESRSREENERE— R
SlsProjectArn String shanghai: :project/ . .
. JBZ#R (Aliyun Resource Name, ARN) ,
acs:ram::***:role/al  BEHIHBEMRBERSMBREHEN, HiE
SlswriteRoleArn  String iyunactiontraildefaul ~ HIABEMERE—NEEZIR (Alyun
trole Resource Name, ARN) .
StartLoggingTi . Wed Dec 02 . . - N
e String 15:41-06 CST 2015 BF E—RFRBRZERERNEE,
> MHERRA: 20210223 19
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0 BEE
B £t} ~E iR
IRERTS, BUE:
Status String Enable * Stopped: fZIL.
e Enable: /3.
e Fresh: ERIERE, BRFE.
StoplLoggingTi . Wed Dec 03 RV TR o et
e String 15:41-06 CST 2015 BF E—kEIEZR R E,
IRERAYMIS, BUERG:
> . 4 3 a5 (it
TrailRegion string All o Al (BUAE) : Rzl sH.
e cn-hangzhou : {RERERMHBILEISE4
e cn-beijing: XRERILFMIHAIEH,
UpdateTime String 1581490242000 IRIRECE LR BHIHEE,
145318BE-DEET-
Requestld String 4C57-AA7C- BXID,
5BE7D34A6AEQ
~Bl
=R &N

http(s)://[Endpoint]/?Action=DescribeTrails

{<RHFERELH>

EEREIRA
XML &=

<TrailList>
<Name>default</Name>
<0OssBucketName>secloud</OssBucketName>
<OssKeyPrefix>traill</OssKeyPrefix>
<RoleName=>aliyunactiontraildefaultrole</RoleName>
<SlsProjectArn>acs:log:cn-shanghai::project/***</SlsProjectArn>
<SlsWriteRoleArn>acs:ram::***:role/aliyunactiontraildefaultrole</SlsWriteRoleArn>

</TrailList>

<Requestld>145318BE-DEE1-4C57-AATC-5BE7TD34A6AEO</Requestid>

JSON 1%z

20 > MAYRRZA: 20210223
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RIS 0

{
"TrailList": [
{
"Name": "default",
"OssBucketName": "secloud",
"OssKeyPrefix": "traill",
"RoleName": "aliyunactiontraildefaultrole",
"SlsProjectArn":"acs:log:cn-shanghai::project/***",
"SlsWriteRoleArn":"acs:ram::***:role/aliyunactiontraildefaultrole"
}
1,
"Requestld":"145318BE-DEE1-4C57-AATC-5BETD34A6AEQ"
}

HiRtG

HttpCode At HIRER iR
InvalidT railNameExc The specified Trail name is o

400 . _nesp REEREN, BEXK
eption invalid.

InvalidQueryParamet The specified query parameter is

400 o TR ERSH,
er invalid.

WEEEDOEEESHEIRE,

4.3. GetTrailStatus

JE A Get TrailStat usiZ O &8 IR IZHIRA.
IR

RO LATEOpenAPI Explorerf BIiETiZE O, X BITESZWEI., E17HIN/E, OpenAPlExplorerd]
PAB 5 4 BY SDKAR F8 R4l

BREH
B il EEWIE ~BE R
Action String =2 GetTrailStatus EHITHIRME, BYE: GetTrailStatus,
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ror

N
&R

http(s)://[Endpoint]/?Name=trail-test
&<AHIERBE>

EEIREIRA
XML #=

must be project

owner, itemscount:

1

O
B ESid] ERDIE ~EE iR
IRERER,
KEAN6~36MFRF, BAUFEHL, T
BEFE. HF. BE% (-) ATE
Name String = trail-test (L)
@ e  E—KSARESHRAD
Eb=1
B ESyic) ~E iR
145318BE-DEE1-
Requestld String 4C57-AA7C- 1&KID,
5BE7D34A6AEQ
IsLogging Boolean true EERBAEKIER.
rLT?;e“Del'VeryT' String 1547792223000 BE—RBIIERIT R,
StartLoggingTi . Wed Dec 02 - N N
— ? =) N \|
me String 15:41-06 CST 2015 BF E— R FEZR R E,
StoplLoggingTi . Wed Dec 03 IRRVIDTRNEN - N
e String 15:41-06 CST 2015 BF E—xEIEZR R E,
write sls failed,
exception: the
LatestDeliveryEr String parent of sub user B E— TN ERE SN O,

22
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A
<Requestld>BE-DEE1-4C57-AA7C-5BETD34A6AEO</Requestid>
<IsLogging>true</IsLogging>
<StartLoggingTime>Wed Dec 02 15:41:06 CST 2015</StartLoggingTime>
JSON 13
{
"Requestld": "BE-DEE1-4C57-AATC-5BE7TD34A6AEQ",
"IsLogging": true,
"StartLoggingTime": "Wed Dec 02 15:41:06 CST 2015"
}
HixG
WREETLEEESHIRN,
@A StartLlogging#E OB AR,
ER5 8
R O] LATEOpenAPI Explorerp B#2iE1Ti%#E 0, £XBHEXENEM ., 1Z47KINE, OpenAPIExplorera]
A B 514 A SDKAAB =451 o
BRSH
BIR ESid] ERWIE ~BE H R
Action String 2 StartLogging BHITHIIRME, BYE: StartLogging,
EEARRNER,
KER6~36MFRF, BAUFEHFL, T
BEFE. HF. BEL (1) MTHE
Name String = trail-test (L)
@ #B A-NESRBRESHRA
oEs,
IR B #4E
BIR ESid] ~E HR
> XASARA: 20210223 23
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APIZ#E (2017-12-04) -IRisE

0 BIEHEIT
B £t} ~IE iR
145318BE-DEET-
Requestld String 4C57-AA7C- 1E3KID,
5BE7D34A6AEQ
~Bl
B Kl

http(s)://[Endpoint]/?Action=StartLogging
&Name=trail-test

{<RHFERELH>

IEHIRE 7RG

XML &=

<Requestld>1C488B66-B819-4D14-8711-C4EAAA13ACO1</Requestid>

JSON &=

{
"Requestld":"1C488B66-B819-4D14-8711-C4AEAAA13ACO1"

}

HiRG
HttpCode HIRY HIRER
404 TrailNotFoundExcep The specified Trail does not

tion exist.
BREETLEEESHIRE.

4.5. StopLogging
@ AStoploggingE O ZARIR,
A

Hi

[

EENREAEE.

O] LAfEOpenAPI Explorerh HiEIE1Ti%#E 0, REXTHESZHNEMN., BTMINE, OpenAPlExplorera]

PA B 54 B SDKAL A 7= 45

BERBH

24
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APIZ#E (2017-12-04) -IRiEEXHE

BIEHET .
B E3id) EEWIE ~BIE R
Action String 2 StopLogging EHITHIIRME, BUE: Stoplogging,
EZRHRERNER,
KERN6 ~36NFER, BAUFEFL, T
BEFE. #F. EHEL (-) AT
Name String = trail-test (L)
@ e A AKSHEBESHER
CIES=N
IR [6] £ 4
E=47 ESid] ~EE R
145318BE-DEE1-
Requestld String 4C57-AA7C- 1E3KID,
5BE7D34A6AEQ
Bl
B KRBl

http(s)://[Endpoint]/?Action=StopLogging
&Name=trail-test

&< HIFR B>
EEREIRA
XML &=

<Requestld>1C488B66-B819-4D14-8711-C4EAAA13ACO1</Requestid>

JSON &=

{
"Requestld":"1C488B66-B819-4D14-8711-C4EAAA13ACO1"

}

HiIRD
R L EEESERE.

4.6. UpdateTrail

> XHEARA: 20210223 25
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APIZ#E (2017-12-04) -IRisE

A

SRAEE

B UpdateTraili#E O\ RE,

@ #e EHFELRTUSABERSHEOSSTEMETE, ZIRIESHIE AR Home X HHIAPIERS

%go

B

RO LATEOpenAPI Explorerh B2z 1Ti%#E 0, £XEUHESLNEM, BITHKINE, OpenAPlExplorerd]
PAB 14 5 SDKR BB Rl

BREH
£

Action

Name

OssBucketName

OssKeyPrefix

RoleName

String

String

String

String

falit

iy

iy

7|

A

UpdateTrail

trail-test

yuanch****

at-product-
account-audit-B

aliyunactiontraild
efaultrole

Eizipuy

EBHTHEIE, BUE: UpdateTrail,

EEHRRAZIR,

KEHNG6 ~367MFF, ©AUFEFL, 7
BEFE, BT BEL (1) NITUL
(GID I

@ #E F-AKSRBREERA
aES,

IREREABIOSSTEFHEZE .
KEHN3~631MFH, DAUNEFEIHE
HFAL, TEENEFE. HFENEHE
% (-) .

@ 3B  EFRENAABRLE
a2 FE.

BRERS A\ BIOSSHEAZS IS4 4 BRI AR,
THZ,

KER6~ 2MFH, WANFEFL, 7
BETE. BT, GRS () . AU
(/) TR (),

RP A RIEHE RS NENRAMA RS
R, BIA

{&: aliyunactiontraildefaultrole .

26
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BRI .
B £t EEWIE ~E iR
acs:log:cn-
shanghai: 116214 RIS E RN B ERSBERIE R
SlsProjectArn String & 2976628***: proje —MEIRZFR (Aliyun Resource
ct/at-product- Name, ARN) .
account-audit
: 21116214 . _ N
et 1o | AFEHBBRESESTERZES
SlswriteRoleArn String B i o B, MENARERNERE—NERRER
aliyunactiontraild .
(Aliyun Resource Name, ARN)
efaultrole
RBREHMEEER, BYE:
o Write (BUAE)
EventRW String = Write
e Read
e All
ERERAYMIS, BVERA:
o All (BAE) : Riz2IfigaI=EH
TrailRegion String = All e cn-hangzhou : {RERESHUMNHisag
=4
e cn-beijing : XIRERILRitbIFAIS 4
acs:mns:cn- RFEBUREEITSHEIMNS Topichy
MnsT opicAm String = hangzhou:ﬂﬂ:/ ARN, #&z=8: acs:mns:::/topics/ ,
top!cs/your— HEEWSH/E, MOSSTHIRESEHE, =
topic-name FrE— 58 B RIBEZMNS Topic,
IR [B £ i7
‘m B3] ~lE iR
Name String trail-test RERETR,
RBSBHMRERE, BYE:
_ ) e  Write (ZXAE)
EventRW String Write
e Read
e All
HomeRegion String cn-hangzhou BRI Home X 1,

> MAYRRZA: 20210223
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p B AFE
B £t} ~E iR
gssBucketNam String yuanch**** OSSEMEZ EHZR.
OssKeyPrefix String at-product- . OSSTFHE = B M Z BT SR
account-audit-B
RoleName String aliyunactiontraildefa B P4 2 B RAMES B 7.
ultrole
:log:cn- _ — N
SlsProjectArn Strin gfiinoﬁa? roject/** BEEER N A SRS NRERNESE—HE
) 9 . ghat::proj JBZ#R (Aliyun Resource Name, ARN) .
acs:ram::***:role/al  BEHIHBEMRBERSBREBHEN, HE
SlswriteRoleArn  String iyunactiontraildefaul ~ HIABEMERE—NFEZIR (Alyun
trole Resource Name, ARN) .
145318BE-DEET-
Requestld String 4C57-AA7C- 1&KID,
5BE7D34A6AEQ
BT EBURES T EH0IMNS TopicBIARN, %
XA acs:mns:::/topics/ , EBMBHUE,
acs:mns:cn- @OSStHZEEHE, KFE—FKEBKRERIZ
MnsTopicArn String h:.angzhou.111.1 o MNS Topic,
pics/your-topic-
name
IRERAYMIS, BVERG:
e All (EZINME) : BRSIMEHNEH
TrailRegion String All
e cn-hangzhou : {XERERHAMiIHEI S M4
e cn-beijing : {REBEILFMIHIEH
Bl
B KRl

http(s)://[Endpoint]/?Action=UpdateTrail

&Name-=trail-test

E<RHFERSL>

EEREIRA
XML &=

28
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|

<Requestld>145318BE-DEE1-4C57-AATC-5BETD34A6AEO</Requestid>

<Name>trail-test</Name>

<HomeRegion>cn-hangzhou</HomeRegion>

<OssBucketName>yuanch****</OssBucketName>

<OssKeyPrefix>at-product-account-audit-B</OssKeyPrefix>

<RoleName=>aliyunactiontraildefaultrole</RoleName>

<SlsProjectArn>acs:log:cn-shanghai::project/***</SlsProjectArn>

<SlsWriteRoleArn>acs:ram::***:role/aliyunactiontraildefaultrole</SlsWriteRoleArn>

JSON &=

"Requestld":"145318BE-DEE1-4C57-AATC-5BETD34A6AEQ",

"Name": "trail-test",

"HomeRegion

":"cn-hangzhou",

"OssBucketName": "yuanch****";

"OssKeyPrefix": "at-product-account-audit-B",

"RoleName": "aliyunactiontraildefaultrole",

"SlsProjectArn":"acs:log:cn-shanghai::project/***",

"SlsWriteRoleArn":"acs:ram::***:role/aliyunactiontraildefaultrole"

HiRtG

HttpCode

400

400

404

404

400

Hixbd

RepeatOssBucket

SlsProjectDoesNotEx
istException

TrailNotFoundExcep
tion

BucketDoesNotExist
Exception

IncompleteSignature

EiRER

The specified 0SS bucket is
already in use. We recommend
that you modify the existing
Trail or specify another bucket.

The specified Log Service project
does not exist.

The specified Trail does not
exist.

The specified 0SS bucket does
not exist.

The request signature does not
conform to Alibaba Cloud
standards.

i

5%

LBTIEEMIOSS bucket B2 E
B, BiEERZaNRREEE
HrEbucket,

HAFTHEEMISLS project RETE,

EENREAEE.

8 EBI0SS bucket REFEFE.

BEARMLE, BERE Access Key ID
#0 Access Key Secret 25 1EH;
MESEHEERIER., FHER
S0 "SENH" .

> MAYRRZA: 20210223
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; BAEHI
HttpCode HIRE HIRER iR
InsufficientBucketPol A toth ified 0SS
403 'nsu |C|er'1 ucketPo ccess to the speu ie TR M 0SS bucket.
icyException bucket was denied.
InsufficientSlsPolicyE Access to the specified Lo
403 urh i ; . pectt! . 9 Toikipaig ERISLS project,
xception Service project was denied.
Y t ify at | t
InvalidDeliveryConfig OU must specily at least one RIRZEDIRE—MRIBKISLS
400 urationException Log Service project or 055 rojectz 0SS bucket
P bucket for a Trail. proJ °
InvalidPrefixE ti Th ified OSS bucket fi " N
400 nvalidPrefixExceptio e specifie ucket prefix t o 0SS B TAL

n

mEEED L EEESHEIRD,

4.7. DeleteTrail

A FHDeleteTraliE AWK IRE .

i3t

is invalid.

O] AfEOpenAPI Explorerp Hi%IZTi2#E 0, REBUHES
A B B0 4 B SDKR A 7Rl

ZWEM ., BITHINE, OpenAPlExplorerd]

BREH
Bm B3] =EWIE ~EE iR
Action String 2 DeleteTrail EHTHRME, BUYE: DeleteTrail,
EIRIR BRI ZTR,
KEHN6 ~36NFR, BAUFEFL, T
BEFE. HF. BEE (-) MTE
Name String = my-test ()
@ 38 F—AESRBBEHA
aES,
IR [B] #4E
Bm B3] ~ME R
145318BE-DEET-
Requestld String 4C57-AA7C- 1&KID,
5BE7D34A6AEQ
=Bl
30 > MA4MRAS: 20210223
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RIS .

& Kl
http(s)://[Endpoint]/?Action=DeleteTrail
&Name=my-test
&<NHIERBE>

EEREIRERE

XML &=

<Requestld>145318BE-DEE1-4C57-AATC-5BETD34A6AEO</Requestid>

JSON &=

{
"Requestld":"145318BE-DEE1-4C57-AATC-5BETD34A6AEQ"

}

HixE
IS L EE BEHIEE.

> MAYRRZA: 20210223 31
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A

RIS

5. 81\EXEO

5.1. DescribeRegions

i A DescribeRegionsiE [0 &if]

BZiFE, BERMEA AKX,

i3

ROl LA AR R =t

O] AfEOpenAPI Explorerp HiXiEfTiZiEM, RELBUHEES
PAB 5 4 B SDKA BB R4l

EREH
£

Action

AccessKeyld

iR B 813
£

Regions

Region

Regionlid

Requestlid

ZR']
B RRG)

http(s)://[Endpoint]/?Action=DescribeRegions

&<nHIFERSEH>

IEHIRE 7RG

XML &=

E3id)

String

String

String

String

BEM ., B1TRINE, OpenAPlExplorera]

EE W% ~EE Epu
2 DescribeRegions REMES ., BUE: DescribeRegions,
— LTAI4FODkCf4DUT  J@AAssumeRoleiZ AN FELL
[=] .
bicTv**** AccessKey,
~IME iR
MIHTIE,
i,
cn-shanghai i ID,
38EC7366-F5A9-
46B1-BDB1- EXKID,
OFDC2E296397

32

> MAYRRZA: 20210223


file:///home/admin/icms-dita-ot-worker/target/~~40654~~
https://api.aliyun.com/#product=Actiontrail&api=DescribeRegions&type=RPC&version=2017-12-04
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= -12- L2 F 3
BEE M APIB# (2017-12-04) -&iH1ExE

A

<DescribeRegionsResponse>

<Requestld>38EC7366-F5A9-46B1-BDB1-0FDC2E296397</Requestid>
<Regions>

<Region>
<Regionld>cn-shanghai</Regionld>
</Region>
<Region>
<Regionld>cn-qgingdao</Regionld>
</Region>
</Regions>

</DescribeRegionsResponse>

JSON &=

{
"DescribeRegionsResponse":{

"Requestld":"38EC7366-F5A9-46B1-BDB1-0FDC2E296397",
"Regions":{
"Region":[
{
"Regionld":"cn-shanghai"
b
{
"Regionld":"cn-gingdao"
}
]
}
}
}

HiR
iR E T L EEBSERG.

5.2. LookupEvents

iE B LookupEventsiE 10 R AL EH,

fEFLookupEventsit RAEHHY, RS ERRR.

AR B2REERAZED, SoLUSIZRE, BEMHRER BERSSLS, EidSISHISER K AERIESE
Bt KRG LB,

B

BAEME, BERUZRKSRIER, 22 KSREMIEZE,
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APIZ#E (2017-12-04) -&i64E %
m|

BRIFEIT

QOFY:

APl, E£{58, E2Z M LlookupEvents,

B

Z¥EO (2017-12-04kRASAPI LookupEventsiE[) BME T4, #HEF&RFEAH2020-07-065R 74

BT LATEOpenAPI Explorerf BiZiETiZE O, &EXBITESZWNEI. E17HKINE, OpenAPlExplorert]

PA B 54 B SDKAL RS = 451

\E\ kY
BRESH
B ESid] EEWIE ~EE iR
Action String = LookupEvents EHITHIIRIE, BUE: LookupEvents,
AD9CD9DA-EC2D-
Event String = 4EB7-A817- =4I,
C0442A94****
AD9CD9DA-EC2D-
Request String 5 4EB7-A817- &3KID,
C0442A94****
B, BE:
e ApiCall: APIERZEH,
e ConsoleOperation: =488 ESH,
EventType String & ConsoleSignin ® AliyunServiceEvent: FIEZfRSHE
.
e PasswordReset: ZWMEEEM,
e ConsoleSignin: 24| &8&REH,
e ConsoleSignout: ZHIBZEHEML,
ServiceName String B AsaSub =R ER,
EventName String = ConsoleSignin EHER.
User String = yanjie.wyj ARESZR, BIRAMAF,
ResourceType String = Instance WIREE,
i_
ResourceName String & bp14664y8sudkt BIRER.
45****
34 > XHRRAN: 20210223


file:///home/admin/icms-dita-ot-worker/target/~~185722~~
https://api.aliyun.com/#product=Actiontrail&api=LookupEvents&type=RPC&version=2017-12-04

= 12- CB 2
BIEE APIBE (2017-12-04) -&iaE*E

|
B ESid] EENIE ~EE R
BREHHIEEXRE, BYE:
- S
EventRW String & Write * Read: ®XE,
e Write (EINME) : BE,
o All: EEBFEHKE,
EventAccessKeyld  String & t{cﬁlcfi?kdmm ERBHFHAcessKey ID,
BAFERT—RIRRNER,
NextToken sting & 20 @ e EREMRRRER LR
BR—E,
AVFREINRAERHE.
MaxResults String &= 20
BESEE: 0~501,
MRBHNFIREE, BAAZFIRE7X
A E R, BEEIRRISO8601HRAE,
HERUTCEE, #&XA:  YYYY-MM-
: - 2020-06- DDThh:mm:ssZ
— :mm: .
StartTime String = 15T 14:00:002
@ 389 ZFBROEM, BE
RBE30RMBHIRE,
WRBHNEREE, BIAAHEIRE
=, BERIRERIS086014RE, FHIER
UTCEYEl, #&XA: YYYY-MM-
EndTime String = 2020-06- DDThh:mm:ssZ .

22T14:00:00Z

@ P  ZHBEOXK, BE
RBIT30XRMEHRE,

Event WY FFERULBE, BEMIEIESHEME L,

1R Bl #iE
B EJid] ~E iR
AD9CD9DA-EC2D-
Events List 4EB7-A817- KMRINEHFIE.

CO442A94****
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file:///home/admin/icms-dita-ot-worker/target/~~28819~~

APIZ#E (2017-12-04) -&if)1H x4

. BIEEHT
B i) RBIE R
RET—RHRRER,
NextToken String L @ 383 BEBSLR, WRRELS
B,
. . 2020-07- N
\ | \ N
StartTime String 15T14:00- 007 M RBBHHFIREE,
2020-07-
i i G | 4 4% 26 B i
EndTime String 55714:00-007 MR BHNEREE.
FD79665A-CE8B-
Requestld String 49D4-82E6- B KID,
S5EE2EOE791DD
~fl
B KRB

http(s)://[Endpoint]/?Action=LookupEvents

&<RHIFERSH>

IEEIREIRA

JSON %=

{

"Requestld": "AB6843AF-COTE-4B59-BBF8-AOCEB785E6A2",
"NextToken": "2",

"EndTime": "2020-11-26T01:30:392",

"Events": [

{

"eventld": "96.227_1606286128938_****",

"eventVersion": "1",

"errorMessage": "success",
"eventSource": "signin.aliyun.com",

"sourcelpAddress": "42.120.XX.XX",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/

73.0.3683.86 Safari/537.36",
"eventType": "ConsoleSignin",
"userldentity": {
"accountld": "159498693826****"
"principalld": "24611178745315****",
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"type": "ram-user",
"userName": "wb-bx66****"

2

"serviceName": "AasSub",

"additionalEventData": {

"callbackUrl": "https://api.aliyun.com/new?spm=a2c1g.8271268.10000.9.2d59df259iBwql",
"mfaChecked": "false"

13

"requestld": "96.227_1606286128938_2847",

"eventTime": "2020-11-25T06:35:29Z",

"acsRegion": "cn-hangzhou",

"eventName": "ConsoleSignin"

b

{
"eventld": "132.20_1606132532480_****",

"eventVersion": "1",
"errorMessage": "success",
"eventSource": "signin.aliyun.com",
"sourcelpAddress": "42.120.XX.XX",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac OS X10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chr
ome/86.0.4240.75 Safari/537.36",
"eventType": "ConsoleSignin",
"userldentity": {
"accountld": "159498693826****",
"principalld": "26855899827085****",
"type": "ram-user",

n.n *kkk1l

"userName": "yuge.
13
"serviceName": "AasSub",
"additionalEventData": {
"callbackUrl": "https://home.console.aliyun.com/",
"mfaChecked": "false"
2
"requestid": "132.20_1606132532480_7292",
"eventTime": "2020-11-23T11:55:32Z",
"acsRegion": "cn-hangzhou",
"eventName": "ConsoleSignin"
}
I,
"StartTime": "2020-11-19T01:31:092"

}

AYRRA: 20210223
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A

SRAEE

Hi=

HttpCode

400

400

400

400

400

400

400

400

400

iR

IncompleteSignature

InvalidParameterCo
mbination

InvalidQueryParamet
er

InvalidParameterDat
eOutOfRange

InvalidParameterend
Time

InvalidParameterStar
tTime

InvalidParameterStar
tTimeExceedsCurren
t

InvalidParameterStar
tTimeOutOfDate

InvalidTimeRangeExc
eption

mEEED LD EEESHEIRD,

HIRER

The request signature does not
conform to Alibaba Cloud
standards.

The end time must be later than
the start time.

The specified query parameter is
invalid.

Query time range exceeds 30
days.

The specified EndTime is invalid.

The specified StartTime is
invalid.

The StartTime exceeds the
current time. Use GMT time
format for queries.

The StartTime exceeds the limit
of 90 days.

The end time must be later than
the start time. The time span
cannot exceed 30 days.

?-H—\

[

BEERLE, BB AcceseKey ID
FAccessKey Secret 25 1EH; 1€
EXEZHEREEH. $HERS
N “sENF"

LEER Y BB T IR B 1A,

ERNTBSH,

EWHEEEBTH30X,

TR BSEENdTime,

TR SEStartTime,

FaE AT HaTnE, EEAR
HEGMT B &E .,

FHIA B (B tHOOR IR

EROE NG TFRETE, BEE
BERGEBIT30X,
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https://error-center.aliyun.com/status/product/Actiontrail
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