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BFRENS, REANEZFATERR, EASOETE=ZSREAFRASTH
RELETE=HER.

2. REMERFEBEIF, FOREMN. ATHPTARFEEHD. BF. EFHAX
HABZHNEIHEE, AEUMEALTAHERETERENER.

3. BTFF@RAAFE. BEIEMER, AXEHATEURRE., NEZREBERSE
FEMHERT TR ENASTHITERANF, HAEREZRREE DA
KO EHRNRPXE, SNHENXTAPXENRAZEEHEI R RNE
ETH. R AP,

4. AXEREABFPERRNERFRmERSNSEMLES, WERUTaRERS

B PR . "ERET A UHEriiEe” ARSIREAXE ., WEZERARARN
it EREXRSHRMENONEREEES, EMNESEIBHSBHNAER
SHOERME. EE. ERAM. UEESFAMEETRREERNRIE, EER4.
AR MARNTH . EAREHMAXEMAEEAEERLEFREN, MERR
AEEEAERERE. £EUERT, RERHANEGEEE. FRME. ERKE.
BARM. BHREIFIENIRE, SERPERANGEHRAEMEZNFBRE,
ABERE (AMENEZERSMZFRENTTEL)

5. MEZWM LRAERE, B8FEERRTEF. mm. BRF. SR Bifl. Z8. MW
IRZRA . MEAEEOREE. MR, HARERZN/HEXKATREMEEMIR
R, SEERRTEMRN. TN, ZFER. BIRES, FEMEZM/HEX
KasPERR, EFUARGEBER. B, £, 2FEE. KT, 8/h. X
THAAFAREMEZMY ., FREFIAS, I, REWEZSFLPTEEAR, £
WARBATEDTEH. &, BHEHIEMENER. AHHAEFTEZNRIR
(BEEARTRBARUASKAEGES "WER" . "Alyun” | "ARW" FH[
BERM/FEXBEA S ME, LARBONERSRERIEMTEBATZR. B
5. BtR. F@mIERSER. 58 BRAR. RS ARRNETSERRES=
HREBIRAI R =M/ HEXEKAT)

6. MERAAXEFEEMAER, BERNEZREBEEKR.
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PAERERRSHAREA TR TN

B, RESHASHESER,

I
R

EERMFBERAPERERE.

Dig

H
[=]

ZERETERURSSERAREALEHR
EE, AESBABHESER.

ERRERSEUS D, REWS
B B £9 45380

p EX

) HEX
ATFERER. HRRBE, EAFPMBHA
TREAR.

RERENO, ZRSERLEFESH
BER,
@ 8

@ e
BT, SESE. =%, f2
BPUWRTRENES,

BB O LUE SRR Cri+ Al h 2 8332
(8
ZRFBBH,
B

BHIEE> ME>REMKLER,
. TEZHRFUTE,

HEERBIATIE, BEHRE.
Courier=z4{& e

47 cd /d C:/window %<, #HA
Windows &4 X 43,
AL

bae log list --instanceid
Instance_ID
(=& [alb] FRABER, ESEE—,

ipconfig [-all]-t]
{} & {alb}

RRWIER, ELZEFE—D

[

switch {active|stand}
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BEE T APIZE (2017-12-04) -APIEYE
1.APIHE S
AXFIE THERESF T (ActionTrail) FrE oliEBHEIAPHE O RAE XA,
IRERMEXRZEO
API R
CreateTrail BIZIRER,
DescribeT rails BiFIREIERE.
GetTrailStatus EWRERTS,
StartLogging FRERER,
StopLogging XHIRER.
UpdateTrail BRER,
DeleteTrail HIBRIRER
EWHAEXEOD
API R
DescribeRegions T LMER B E = itbig .
LookupEvents WEREH,
> MA4RRA: 20210528 5


https://help.aliyun.com/document_detail/28841.html#doc-api-Actiontrail-CreateTrail
https://help.aliyun.com/document_detail/28842.html#doc-api-Actiontrail-DescribeTrails
https://help.aliyun.com/document_detail/28843.html#doc-api-Actiontrail-GetTrailStatus
https://help.aliyun.com/document_detail/28844.html#doc-api-Actiontrail-StartLogging
https://help.aliyun.com/document_detail/28845.html#doc-api-Actiontrail-StopLogging
https://help.aliyun.com/document_detail/28846.html#doc-api-Actiontrail-UpdateTrail
https://help.aliyun.com/document_detail/28847.html#doc-api-Actiontrail-DeleteTrail
https://help.aliyun.com/document_detail/95532.html#doc-api-Actiontrail-DescribeRegions
https://help.aliyun.com/document_detail/28849.html#doc-api-Actiontrail-LookupEvents

APIZ#E (2017-12-04) -RAMEIY BIEHE

2. RAME#

AR 52T ActionT railh I AR BIAPIR HiiR 7 .
FAAAPIE, FEMNREE, UHFREAESREBAPHRIEREFTRIIR.
APl BIERA M 4N T RPN -

Action BRER

actiontrail: CreateTrail acs:actiontrail:${region}:${Accountid}:*
actiontrail: DescribeTrails acs:actiontrail:${region}:${Accountid}:*
actiontrail: GetTrailStatus acs:actiontrail:${region}:${Accountid}:*
actiontrail:StartLogging acs:actiontrail:${region}:${Accountid}:*
actiontrail: StopLogging acs:actiontrail:${region}:${Accountid}:*
actiontrail: UpdateTrail acs:actiontrail:${region}:${Accountid}:*
actiontrail: DeleteTrail acs:actiontrail:${region}:${Accountid}:*
actiontrail: LookupEvents acs:actiontrail:${region}:${AccountId}:*

6 > XRYBRA: 20210528
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3.AFAAR
3.1. EAAPIHELO

BAEAPHEO 2B T M APIBY RS i ik & 3EHTTPEHTTPS GETEKESLIMEY . RIEERNABER, RS
IRELIELER,

BARLWAAMT:
1. BREH

2. NEBH
3. ROER
4, BEZNH

3.2. BEREW

RXNATEREHL (ActionTrail) BHEAMAE, BEWHR. HTTPIERITEMIBERSHFEREBEXD
=5

ActionTrailBy3=HI &t :  actiontrail.console.aliyun.com ,

ActionTrail APIRJ#EAIMIE S . actiontrail.[Region].aliyuncs.com , #RB]LAEX [Region] AEFENRIRE
FRiEihis

BAE MY

FEBEEHT TP HTTPSIEEHTIERERE, ATREBESNRSM, HEEFERHTTPSIEELZER,
BXKAE

FIFHTTPEHTTPS GET 532 &XE K, BRNEONSHFEGSEURLY,

BREH

ENERITEEREECENTIRIE, BD Action 241 (#Ii0: CreateTraill) , BNMREHMBEL S AHEK
SHAECRIEMSENERSE,

FRRE

ERRIRE L REMER UTF-8 2IFEH1THE,
A\I

3.3. pt=

REBHNARNLBERSYANAHIEEMBY,

il

N

>

W

%
b

AHBERSH
AERSYRESMENNBEERINERSH.
BR B REBMR i
Format String = BRENARER , HEIRX

#5)SON,

> MA4RRA: 20210528 7


https://help.aliyun.com/document_detail/28836.html#concept-28836-zh
https://help.aliyun.com/document_detail/28837.html#concept-28837-zh
https://help.aliyun.com/document_detail/28838.html#concept-28838-zh
https://help.aliyun.com/document_detail/28839.html#concept-28839-zh

APIE&#E (2017-12-04) -HAS BIEHE

B X3 P

HD
By
;ﬁ

APRRARS . &I
A: YYYY-MM-DD . %
BIRRA A 2017-12-04

o

il

Version String

HIEZHEID, HEERM
REGBAF, BTAPIERL
HSBRIE.

il

AccessKeyld String

BEER, XTERM
Bk, BER €51
o

el

Sighature String

BEEUHENX. BAXE
HMAC-SHAT,

il

SignatureMethod String

AR BERNIEE. B
BIRRIS086011RESR
R, HEEGEHUTCH
|, %A YYYY-MM-
DDThh:mm:ssZ ,
0 2014-05-
26T12:00:00Z ,

i

Timestamp String

BEEERAK, BETRA

=1.0,

il

SignatureVersion String

HE—REMEL, AT RILER
KEWRR L, APERE
R B Z 1 A B BIREHL
HE.

el

SighatureNonce String

Nl

http://actiontrail.cn-hangzhou.aliyuncs.com/actiontrail
?SignatureVersion=1.0

&0ssBucketName=yuanch****

&Name=CreateTest

&Format=JSON
&Timestamp=2015-12-01T07%3A04%3****
&Signature=iyESETvgGUWop7Term5HM48wzJ****
&AccessKeyld=QzW2********C21M
&SignatureMethod=HMAC-SHA1

&Version=2017-12-04
&RoleName=aliyunactiontraildefaultrole
&Action=CreateTrail
&SignatureNonce=c69b30de-97f9-11e5-afb0-7831c1c8****
&0ssKeyPrefix=

AHIRE S

8 > XRYBRA: 20210528


https://help.aliyun.com/document_detail/28839.html#concept-28839-zh

BIEEHIT APIZZE (2017-12-04) -iEAHS

ARRZENEROFERER, UREAMY, SERENTER, BUWSKE Requestld , =BT HFISONIR
:_Eto

BN

JSON 7=l

{

"Name": "CreateTest",

uossBucketNamen "yuanCh****",
"OssKeyPrefix": "",

"RoleName": “allyunactiontraildefaultrole"

}

3.4. RE|EE

BAAPRSE, RASREIHTTPREE, REEFRSEA2xx, RRBAMRY. NREEFRSHA
AxxE5xx, FRBAKXK.

@ 388

W FIRE %R ERBENT:
o B MINIRE IR EE R BISON,
o MBEMEMIBRAREIER, THESHPEHIRELLHIBER,
o AXKHIREREANTETFRFEE, M7 MITRHE.

1IE &R Bl 7RG
JSON R4l
{

"Name": "CreateTest",

"OssBucketName": "yuanchuang",
"OssKeyPrefix": "",

"RoleName": "aliyunactiontraildefaultrole"

}
5wk E R

BRZEOLEE, FLEOEREE, ARHTRES MEONMOBIRBIMRA LE2ORENERE
&,

EAAPRREE R, ¥B1EresponsediREIHTTPIRASTE . HiRBNEBIRER, Eo8FEZRERELBNE—IR
iHRequestld, HEFRFEHRBNBIRER LT EPHA[, ERequestIdiZMERATIFAR, BITREE
EAZEIERAER.

JSON R4l

> MA4RRA: 20210528 9
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"Requestld": "0BC51021-1740-4C13-8072-4C1CD1D6B1F2",

"Hostld": "actiontrail.cn-hangzhou.aliyuncs.com",

"Code": "TrailAlreadyExistsException",

"Message": "account name(CreateTest) and region(cn-hangzhou) is already exist"

}
AHEIRG

BIR R RS
InvalidAction JEsEHIACtion, 400
InvalidParameterValue AEZBFNSHE. 400
MissingAction /D ActionS41, 400
MissingParameter ROESE 400
InvalidAccessKeyld.Inactive AccessKeyld#ZEH ., 403
NeedRamAuthorize RAMEBR B F A Z7E. 403
InternalFailure NERAR SRR 500
InternalServerError NERIRSS IR 500
ActionNotImplemented 5 EBIACtionRSLI, 501
ServiceUnavailable BREATTHA, 503

3.5. EZ2HLH

HREAPINZREEA, BRARAPIEZESXNEMAPIEREIEE (Signature) EHTEMIGIE, TibfE
FHTTPIEZHTTPSIMURRIBEKR, BEEEERTEITLZER,

KR AR
RPC APIZ#Z AT R EEAPHE R BIQueryh g 11%Z (Signature) .

https://Endpoint/?SignatureVersion=1.0&SignatureMethod=HMAC-SHA1&Signature=CT9X0VtwR86fNWSnsc
6v8YGOjuE%3D&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf

Ho:
e SignatureMethod: &A=, BREIZIFHMAC-SHAT,
e SignatureVersion: BZEXIRA, BEIRARZI.O,

e SignatureNonce: HE—MHLE, BTFHIENEZERKT, APEABBEROEFEFHARDNMBILEE, 2
X BB EE—IRBIFBUUID (Universally Unique Identifier) .

e Signature: {#RAccessKey Secret X iERFTHMRMBEERNSSZ,

10 > MHHRA: 20210528
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KL EXEIERFC 2104 HMAC-SHATIISE, {#FAccessKey Secret 3t #R1E . HEFEEIE/ME R EHHEHMAC
BEASE, SEANTREEREEN—LEBH, HTFENMAPIBERABTAR, AIUSENERBARE
E. SISEAXNRESE, HESEE.

Signature = Base64( HMAC-SHA1( AccessKey Secret, UTF-8-Encoding-Of(StringToSign)) )

TR—: MEFERZENTEH
1. FRBERSHEENTANIERFRE (Canonicalized Query String) .

i. REBSHIMNEZRINFIERFAENERSH (BRELAHERSHMBEONEENSH, EBR
BEFEATLERSHDESIgnature2 ) #HITHEE,

@ $E  HERAGETHERRERE, KESHGREIBERURBHNSHES, BURG 2" =
Bl “&" EENES.

i. WHEFZENIERSHNSIRMENF AUTF-8ZRFEHITURLES ., FBANIESETE,

PR wmEHR
A~Z. a~z$l]0~9‘l:,{& - RET.
_ o~

HE=g HmIEA %XY BEI, Hg XY RFFXMASCIEER16EH E K.

a BIINEX NG (") MRAIRBA %22 .

I ENUTF-8=%F HRILEY  %XY%ZA--- BIEI,
B %20 , MAZMS (+) .
ZRBA XA —RFEAN application/x-www-form-
urlencoded MIMEAZHRIBE L (Flan)avatrEESH java.net.UR
LEncoder BILH) FEXS, HmBETIEBEIREENTS X IHTH
B, AGPEBENZFEHHMS (+) FHRE %20 , 25 (*)
B %2A , %TE BHRELFRES (~) . ENOIE3 EIRMN#EIR
HmBFERFE, REXTJLIATES percentEncode 7534 :

EXFEHE

private static final String ENCODING = "UTF-8";
private static String percentEncode(String value) throws
UnsupportedEncodingException

{

return value !=null ? URLEncoder.encode(value,
ENCODING).replace("+", "%20").replace("*",
"%2A").replace("%7E", "~") : null;

}

iii. BRMBENSHBRMNERENES (=) HITEE,

v. BESEERGINSHASRSBRHIIFNIRFKRER "&" FS5&EE, DFIMNBHIBERFRH
#.

2. BHENMBAFHEZRRBRTENOANEERFEBNFZRE,

W

> MA4RRZA: 20210528 11
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StringToSign=
HTTPMethod + “&” +
percentEncode( “/” )+” & +
percentEncode(CanonicalizedQueryString)

Hrp:
o HTTPMethod R12ZERBAMIHTTPIE, BIGIGET,
o percentEncode( “/" ) RIRFBURLEBHMNUNERF “/" #HiTHBESENE, BI%2F,
o percentEncode(CanonicalizedQueryString) 2 X #3i& I BB R Z R BIZURLEB AN RS2
NFRE,
TR HEEEE

1. IRBRFQIVMMENX, HEFEZFHFE (StringToSign) BIHMACE,

@ B ESERER Koyt 285 H ACCessKey SecretFH I E— “&" 2
(ASCI:38) , ERNIEAEEZSHAT,

2. #&EEBaseb4mIBANIE _ LMAIHVMACERIB R FZ/FH, BNEEIEZE (Signature) ,
3. BEINEZEEASnatureSERMEIEREH D,

@ e BINSEEEFIRSNERSHERINENECESH—#, RBRFC3986HIMN
HITURLRES

N

LA CreateTrail 7%, &&HTHIIERURLA:
https://actiontrail.cn-hangzhou.aliyuncs.com/?AccessKeyld=testid&Action=CreateTrail&Format=JSON&Na
me=test&Regionld=cn-hangzhou&RoleName=AliyunServiceRoleForActionTrail&SignatureMethod=HMAC-SH

Al&SignatureNonce=d7730860-e66f-11ea-a3a5-d5f3b52e66al&SignatureVersion=1.0&Timestamp=2020-08-
25T01%3A11%3A01Z&Version=2017-12-04

SR E StringToSign 2:

POST&%2F&AccessKeyld%3Dtestid%26Action%3DCreateTrail%26Format%3DJSON%26Name%3Dtest%26R
egionld%3Dcn-hangzhou%26RoleName%3DAliyunServiceRoleForActionTrail%26SignatureMethod%3DHMA
C-SHA1%26SignatureNonce%3Dd7730860-e66f-11ea-a3a5-d5f3b52e66a1%26SignatureVersion%3D1.0%26Ti
mestamp%3D2020-08-25T01%25253A11%25253A01Z%26Version%3D2017-12-04

50 : AccessKey IDA: testid, AccessKeySecretAy: testsecret, MATFIHEHMACKkey R :
testsecret&,

HEBINELZEA: d155JSZ0cc+y6abFHIWXGK/qCUA=
B A EHIERURLA

12 > MHHRA: 20210528


https://tools.ietf.org/html/rfc3986

BIEHE APIE&#E (2017-12-04) -HAEF

https://actiontrail.cn-hangzhou.aliyuncs.com/?Signature=d15sJSZ0cc+y6a6FHIWXGK/qcUA=&AccessKeyld=t
estid&Action=CreateTrail&Format=JSON&Name=test&Regionld=cn-hangzhou&RoleName=AliyunServiceRol
eForActionTrail&SignatureMethod=HMAC-SHA1&SignatureNonce=d7730860-e66f-11ea-a3a5-d5f3b52e66al

&SignatureVersion=1.0&Timestamp=2020-08-25T01%3A11%3A01Z&Version=2017-12-04

> MA4RRZA: 20210528 13



APIB¥E (2017-12-04) -IRizigxE BIEEHT
I:I <

408 ERAE X O
4.1. CreateTrail

B CreateTraliZE A BIZIRE.,

BOTLIBIRIRER, WREE A AIREE BHERSSISHXMRFMOSS, NERFHTRIE. SIRRIRAIE
HATLAT 545

o WIRBIAEKEIRSESLS: BHRFEEELANESLSHProjectflLogStore. EdiloaStoreFEELL actiontrail_<iR
g ma., Eﬁﬂm%ﬂjj audit , MLogStoreZFRA actiontrail_audit ,

@ 3B ERIEERIOIESISHERE|, MEEMIREFISLS LogstorefiR IS4,

o RBFXNREFMOSS: FHRBELIENREFMOSSHFM=E., BIFMERME, BEROIEFMEZE

AIGRE—NRAE), ABROE—DEAN trail-test WEKSREER, BRESHIRBRZN auditB BIOSS
FiE=Ed,

i3t

&0 LATEOpenAPl Explorerf E1%iz{TiZE N, REEBITESZNEM, E1THIN/E, OpenAPlExplorerd]
LlEEJJEESZSDKﬁE%TW' .

BRESH
Bm B3] EE W% ~EE iR
Action String 2 CreateTrail EHATHIRME, BUYECreateTrail,
BIEHRIRER,
KERN6 ~361NFERF, BAURNFEHF
sk, IEERENFE. HF. "8U% (-)
Name String = trail-test MTEZ () .
@ 8 A AKSHBEEHRE
&S,
IRIRIRIBEVOSSTFAE =],
KEHN3~63NFER, BAUNERNFE
FEHFHL, TEENERENFEE. ¥
FHENZ (-) .
OssBucketName String ) auditB

@ #B3  OssBucketName#
SlsProjectAmMEZE/MDIEEHEP—1PS

#.

14 > SCRYRRA: 20210528


file:///home/admin/dita-files/output/82501202/task3595121/~~31896~~
https://api.aliyun.com/#product=Actiontrail&api=CreateTrail&type=RPC&version=2017-12-04

APIZ#E (2017-12-04) -IRiEEXHE

BRI .
B ESid] ERWIE ~EE b
ERERIRIB A OSSR AiE = 18] UM 2 BRI 4%
OssKeyPrefix String B at-product—_ KERG ~ 32758, YAURNFEH
account-audit-B 3 SEAWYPH. BT, QUL
(-) . ER%Z% (/) TRIZ% (L) .
) aliyunservicerolef BRUEEIHRSXBEAGEZR, HINME:
RoleName String & . . . . . .
oractiontrail aliyunserviceroleforactiontrail,
IRERIRIBE A0 B E RS T E BIARN,
acs:log:cn-
SlsProjectArn String = shanghai::project @ 38 0ssBucketNamefd
Jre SlsProject AmBEMEER P —1 S
.
acs:ram::***:role N + NV
£ 0N I 353 £3
SlswriteRoleArn String = /aliyur?servic.erole Z;T’E;;;;Eg@iiﬁfiﬁ&ﬁ&ﬁ%#
foractiontrail
RBEHEE R, BIE:
. .\ . .
EventRW String = Write ° Write (BUAE) : SXE.
e Read: jEHE,
o All: REBFEAE,
ERERAYMI
ENERA, FRIBIREEMEOEH,
. ) i =
TrailRegion string : Al EHTMEERANILE, XTENE
2R, BIAMEDescribeRegionsiEO&E
i,
AT EBUREE TS AR REMNS
acs:mns:cn- ToDIicKIARN. ¥ A: acs:mns:
MnsT opicArn String = hangz hou:1111:/ <Repion.>:<Acco|‘Jnt
topics/your- ID>:/topics/<topicName> , EE It S
topic-name J&, MOSSHIRBEMHE, SFE—FKHE
BIZIBFIZMNS Topic,
ERUESKSIRIER, BUE:
IsOrganizationTra
Boolean & false o true: BIEZSKSIRER,

il

XFAREREBBMNEN, BB 20,

o false (BAE) : QIZRIKSIRIR,

> MA4RRZA: 20210528
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file:///home/admin/dita-files/output/82501202/task3595121/~~95532~~
file:///home/admin/dita-files/output/82501202/task3595121/~~28837~~

APIZ#E (2017-12-04) -IRisE

g BRI
B ESi) ~ME iR
acs:mns:cn-
MnsTopicAm  String hangznous1 1T/t g ey i B33 BBAEBIMNS ToPICHIARN,,
pics/your-topic-
name
acs:log:cn-
h hou:1512
SlsProjectArn String a”gf**f“ 5 6668 IR ERIRIE I A ARSI E BIARN,
7691 :project/tes
t-project
aliyunservicerolefora .
RoleName String yunsel BESEHRSXBEAEENR,
ctiontrail
EventRW String Write REBSHHEERE,
145318BE-DEET-
Requestld String 4C57-AA7C- 1&KID,
5BE7D34A6AEQ
HomeRegion String cn-hangzhou RERBYHomelth 1,
OssKeyPrefix String at-product- . OSSTFH#E = B 3 E BB SR
account-audit-B
BucketN
SSS ucketNam - gt 1ing auditB OSSTFRE=E.
acs:ram::***:role/al N N N
. ) . . BEHETOAERSHERSBBESHN, 8
SlswriteRoleArn String iyunserviceroleforac
g : B EARN,
tiontrail
TrailRegion String All ERERAYM
Name String trail-test IRERER.
~Bl
& Kl

http(s)://[Endpoint]/?Action=CreateTrail
&Name=trail-test
&0ssBucketName=auditB
&<AHIERSE>

EEREIRA
JSON &=

16
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BAESET -
HTTP/1.1200 OK
Content-Type:application/json
{
"RoleName" : "aliyunserviceroleforactiontrail",
"EventRW" : "Write",
"Requestld" : "AB7TA5AE1-EC3C-4C00-91B0-BE7TBDEE354AE",
"HomeRegion" : "cn-hangzhou",
"OssBucketName" : "auditB",
"TrailRegion" : "All",
"Name" : "trail-test"
}
HiRE
HttpCode fHiRE HIRER iR
400 InvalidPrefixExceptio The spguﬂed 0SS bucket prefix He T B OSSET B AL,
n is invalid.
InvalidQueryParamet The specified query parameter is N N
400 Query rhe speciried query p ERNEOEH,
er invalid.
400 Inva.lidTrailNameExc The 'specified Trail name is BELRER, EEX.
eption invalid.
TrailAlreadyExist sExc The specified Trail name alread
400 PAireadyBd © specied Tral Y Bmances, sEX.
eption exists.
Maxi N f
ximum? umbgrO Your account can create only BHIKS Regtld— P2 KSIR
400 OrganizationT railExc R . -
one organization trail. i
eeded
Your account does not allow
400 NotAllowCreateOrga  you to create organization trail. BEIKS A RFCIES RS IRER,
nizationT rail Submit a ticket to get customer BRIXIBEBRAEFE,
support.
403 Insuff_|C|entSlsPol|cyE Accgss to t_he specified .Log F RIS EIS R H05LS Project.,
xception Service project was denied.
MaximumNumberOf The number of Trails in the
403 TrailsExceededExcep =~ same region exceeds the upper B —ithis & £ o] LA 5 ERER
tion limit (5).
WEEEDLEEESHIRN,
& A DescribeT railsi® O & F i AU IR IRF %
AERE—DRE, EEMMNIERERIIX,
> MA4MRA: 20210528 17
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m|

SRAEE

Fali
o

i
& 0] PATEOpenAPl Explorerf HiZiE1T1%
VA B 1% B SDKALHE 7= 451
BXRSH
E4 ESi)
Action String

IncludeShadowTr

) Boolean
ails
NamelList String
IncludeOrganizati
. Boolean
onTrail
IR B ¥ i7
B B3]
Requestld String
TrailList Arréy .Of
TrailList
TrailRegion String
Status String

il

iy

7|

iy

z¥E0,

A% ~E
DescribeTrails
true
audit-log,trail-
test2
false

~lE

10313D41-C40A-
4D53-ACAO-
0190334DF81C

All

Enable

REBUTESEZNEIL, ZE1THINE, OpenAPlExplorerd]

bizipu

EHITHIIR/E, BUE: DescribeTrails,

EEERTTRE, BE:
e false (BRINE)

° true: B/R,

AR,

FETHNRREMRIER, UFHES
() .

BEHZKSRE. NE:
HHZIKSRER.

o false (BIAE) : FERSKSIRE,
& RS IRER.

® true:

IRERFIR.

IREREV M, BUERHI:

o All (BINME) : BRSNS G.

e cn-hangzhou : {RERERAMMIREIEH
e cn-beijing: XRERILFMIHEIEH,

IR, BUE:

e Stopped: f=1t,

e Enable: FE.

e Fresh: BEOIERE, BXRFE.

18
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BRI -
B £t} ~E iR
UpdateTime String 1619407012000 IREREE LR EHAETE.,
HomeRegion String cn-hangzhou IRERfHomet i ,
CreateTime String 1614580048000 IRERCIZEAVET A,
OssKeyPrefix String traill OSSTZEfiE == B X HEZ RIS,
KRESHIESEE, BUE:
H P S . 1)
EventRW String Write ° Write (BIME) : SXE.
e Read: {EHE,
o All: HEBFMEAH,
LoagingTi
Sr:zrt 099M9TE string 1619407012000 AP E— R R %IR8,
B FERHREEHEHAIMNS TopicHIARN, %
acs:mns:cn- . .
X A:  acs:mns:<Region>:<Account
. . hangzhou:1111:/to . .
MnsT opicArn String DiCs /your-topic- ID>:/topics/<topicName> , EE IS5,
name @OSSHIBBH, KFFE—FKHEBRBRZ
MNS Topic,
) aliyunactiontraildefa ot pei s -
RoleName String o BB P R VIR S R 55 1 M RAMA 5 7R,
acs:log:cn-
SlsProiect Arn Strin hangzhou:15949869  IREKRIEERNBSRSNBEERERE—E
) o 3826****:project/zh JB&#R (Aliyun Resource Name, ARN) ,
engze-audit-log
EERZKSRE, BE:
IsOrganizationT
rail Boolean false e false (BVIAE) : &,
e true: =2,
acs:ram::15949869 N _ N N
3826****:role/alivun BEHEITOEMREERSBEKEBEN, 18
SlswriteRoleArn  String o v NEBEMEZE—NEREZIR (Alyun
serviceroleforaction
) Resource Name, ARN) ,
trail
StoplLoggingTi . o f 1L - N
e String 1617674944000 BF E—kEILZR R E,
Name String test-4 RERETR,
> MHhRA: 20210528 19
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O

RIS

B £

OssBucketNam

Strin
e g

B
ERRH)

wBIE

e
iz

secloud

http(s)://[Endpoint]/?Action=DescribeTrails

LNHFEREH

1EFRERA)
JSON &=
HTTP/1.1200 OK

Content-Type:application/json
{

"Requestid" : "10313D41-C40A-4D53-ACA0-0190334DF81C",

"TrailList" : [ {
"Status": "Enable",

"MnsTopicArn" : "acs:mns:cn-hangzhou:1111:/topics/your-topic-name",

"HomeRegion" : "cn-hangzhou",

"StartLoggingTime" : 1619407012000,

"CreateTime" : 1614580048000,

"StopLoggingTime" : 1617674944000,

OSSTFiE=EBI B,

"SlsWriteRoleArn" : "acs:ram::159498693826****:role/aliyunserviceroleforactiontrail",

"TrailRegion" : "All",
"Name" : "test-4",
"IsOrganizationTrail" : false,

"SlsProjectArn" : "acs:log:cn-hangzhou:159498693826****:project/zhengze-audit-log",
"RoleName" : "aliyunactiontraildefaultrole",

"EventRW" : "Write",
"UpdateTime" : 1619407012000,
"OssKeyPrefix" : "traill",
"OssBucketName" : "secloud"

}H
}
HIR6H
HttpCode HIRE
InvalidT railNameExc
400 .
eption
400 InvalidQueryParamet

er

WEEEROEEESHIRE,

HIRER

The specified Trail name is
invalid.

The specified query parameter is
invalid.

o
Ht
12

IRERBMER, BIEK.

TRNEBSH.

20
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BIEE |

4.3. GetTrailStatus

1B A Get TrailSt at usiE O & IR IR IR .
AIBRHE—NDRE, EEEBA trail-test BWIRRERE,
IR

& T LATEOpenAPl Explorerft E1%ia1TiZE 0, REEBITESZNREM, E1THIN/E, OpenAPlExplorerd]
PAE 504 A SDKAS A =451

BREH
B B EEWIE ~EE iR
Action String =2 GetTrailStatus EHITHIRME, BYE: GetTrailStatus,
RERER.
KERN6~36NFER, RAUFEHL, O
HBARFE, HF. BY% (-) MTLE
Name String = trail-test (L)

@ wE F-KSABRRERAT
8,

1ﬁ] g lK’?ﬁEﬂ;r E’:Hk/u\ ° ER{E. .

o true: THZKSRIRNRE.

o false (BINE) : AEHESKSIERN
R, EHBEKSRIRIPRES,

IsOrganizationTra

i Boolean &= false

;a: NS \iﬁ*ﬁ&ml¥qﬁ£, 1ﬁ/ \/\;;/L% Slo

B Bl ~IE iR
8FFD2DE7-74F0-
Requestld String 4582-A4CB- EXKID,
BF6523FEF06C
StartLoggingTi . 2021-03- " . N
— Z iR BR A B i)
me String 31704:06:417 RF E— R AEZER R E

> MA4RRZA: 20210528 2
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APIZ#E (2017-12-04) -IRisE
O

RIS

B Bl wBIE

write sls failed,
exception: the

LatestDeliveryEr parent of sub user

Strin
ror 9 must be project
owner, itemscount:
1
StopLoggingTi . 2021-04-
me String 02T02:36:567
IsLogging Boolean false
LatestDeli Ti
ALeSTORIVEYEL  string 1547792223000
me
~Bl
RG]

http(s)://[Endpoint]/?Action=GetTrailStatus
&Name=trail-test
&AHIERBE

1F &R [E] 7=
JSON &=

HTTP/1.1200 OK
Content-Type:application/json

{

"Requestld" : "8FFD2DE7-74F0-4582-A4CB-BF6523FEF06C",

"StartLoggingTime" : "2021-03-31T04:06:41Z",

AP E—REIEZIRERE B8

BRBERETLER.

el

RE—IRENIERIT R E,

"LatestDeliveryError" : "write sls failed, exception: the parent of sub user must be project owner, itemscou

nt: 1",
"StopLoggingTime" : "2021-04-02T702:36:56Z",
"IsLogging" : false

}
HixG
HttpCode HIRG HIRER iR
TrailNotFoundExce The specified Trail does not . .
404 o N EENREREE.

WEEEDOEEESHEIRE,

4.4. StartLogging

22
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J@ M StartLlogging#EAE ARE,
it

RO LAfEOpenAPI Explorerh BiZiE1T12# N, X HESZHNEN ., ZETMINE, OpenAPI Explorertd]
A B 50 4 B SDKAS AL 7R 81,

BREH
B il EENIE ~BE R
Action String = StartLogging EITHIIRME, BUYE: StartLogging,
EQARRNER,
KERN6~36NER, BAUFZHL, O
BEFE. HF. BE% (-) MTZE
Name String ) trail-test (L)
@ 3B  F-AESHNREEHA
aEE,
1R Bl #4E
B ESid] ~EIE R
145318BE-DEE1-
Requestld String 4C57-AA7C- 1&KID,
5BE7D34A6AEQ
Bl
&SRB

http(s)://[Endpoint]/?Action=StartLogging
&Name=trail-test
&<RHIFERS >
IEEIREIRE
XML 1§z

<Requestld>1C488B66-B819-4D14-8711-C4EAAA13ACO1</Requestid>

JSON %=

{
"Requestld":"1C488B66-B819-4D14-8711-C4AEAAA13ACO1"

}

> MA4pRA: 20210528 23
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0 BAEE
BixE
HttpCode HIR HIRER iR

TrailNotFoundExcep The specified Trail does not

404 . .
tion exist.

EENRERAERE,
HiEEEPLOEEESEIRE,

4.5. StopLogging

A FStoploggingiE AZ AR,

15E5

R TTLATEOpenAPI Explorerf BT O, X BITESZWNEI., E17HKINE, OpenAPlExplorert]
PAB 4 AL SDKAAES R 41,

BRESH
B ESid] ERWIE ~EE b
Action String = StopLogging EHITHRIE, BUE: Stoplogging,
EZRHRERNER.
KEAR6~36MFRF, BAUFEHFL, T
BEFE. #F. EEL (-) ITHZ
()
Name String = trail-test
@ e A AKSHEREHF
aEs,
IR [B] 437
B Bt} ~E iR
145318BE-DEET-
Requestld String 4C57-AA7C- 1E3KID,
5BE7D34A6AEQ
Bl
ERGR

http(s)://[Endpoint]/?Action=StopLogging
&Name-=trail-test
&<RHIFREE>

24 > SCRYRRA: 20210528
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= 12- SRR 2
B APIZ# (2017-12-04) -EE $B§E?S

1EER AR HF)
XML &=

<Requestld>1C488B66-B819-4D14-8711-C4AEAAA13ACO1</Requestld>

JSON &=
{

"Requestld":"1C488B66-B819-4D14-8711-C4AEAAA13ACO1"
}

AR
IS L EE BS I,

4.6. UpdateTrail

EAUpdateTrailiZE O EHIER.

@ 38 FHRRETUSAAERSHEOSSEMEE, ZRMEVHERRIRHHome K B HIAPIRS
%%O
il

RO LAFEOpenAPl Explorerf E$5izfTi%EO, AR HEESZNREM., E1TMINE, OpenAPlExplorerd]
A B 54 B SDKAL A 7= 45

BRESH
BIR et} EEWIE ~BE H R
Action String = UpdateTrail EWITHIRIE, BUE: UpdateTrail,
EEMIRRNBIR,
KEAR6~36MFRF, BARUAFEHFL, T
BEFE. #F. EEL (-) T
Name String = trail-test (L)

@ wmE F-KSABRRERE
EES-R

> MAghRA: 20210528 25
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0 BAEHET
B £t EEWIE ~E iR
RERBEABOSSTEM =G,
KEA3~631MFR, BAUVNEFEHE
HFFL, EENEFE. HFENEE
OssBucketName String 5 yuanch**** % ().
@ w8 EFERENIABELE
BB ELEFRE.
IRERS NBIOSSTF i = B ) B BV ET 4R,
A=,
fi ) = at-product-
OssKeyPrefix String A account-audit-B  KEN6~32NFH, MAMFEFL, o
BEFE. HF. BELE (-) . BT
(/) TR (O) .
i tiontraild RFAFREEITRSIDENRAMA RS
RoleName String = vunactiontral R, BRA
efaultrole . . .
{&: aliyunactiontraildefaultrole .
acs:log:cn-
shanghai: 116214 RIS E RN B ERSBERIE R
SlsProjectArn String & 2976628***:proje —B)EIREZFR (Aliyun Resource
ct/at-product- Name, ARN) ,
account-audit
: 11116214
orteamen ey | RFEHABRASESMEREAS
SlswriteRoleArn String & i o B, WENACERERE—NERER
aliyunactiontraild .
(Aliyun Resource Name, ARN)
efaultrole
KRESHINESEE, BE:
EventRW String = Write * Write (EAE)
® Read
e All
ERERAYMIS, BUERA:
o Al (BAE) : RERSIMIHASEHG
TrailRegion string & All e cn-hangzhou : {XERERAM i B9
=4
e cn-beijing : XRERILRIMIFAIEH
26 > MA4MRAS: 20210528
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BAESET -
B ESid] ERWIE ~E iR
acs:mns:cn- B FEBUREE TS 4AIMNS Topichl
MnsT opicArn String = hangzhou:ﬂﬂ:/ ARE, 1%‘5’?,7\3: acs:mns::‘:/toplcs/ R
topics/your- BEEWSH/E, MOSSHEERN, &
topic-name FEE—FKERIRIBEIZMNS Topic,
IR [6] £ 4
B Bt} ~IE b
Name String trail-test IRERER,
KRESHIESRE, BUE:
EventRW String Write ° Write (RAE)
e Read
e All
HomeRegion String cn-hangzhou IRERAIHOme X1,
SssBucketNam String yuanch**** OSSEMEZ= EHER.
OssKeyPrefix String at-product- . OSSTFHE = B 3 Z BB SR
account-audit-B
) ) i def
RoleName String aliyunactiontraildefa BAFEENRAMABER,
ultrole
acs:log:cn- s _ [ — N
N 2 NN T IR - ‘/J"_'f
SlsProjectArn String shanghai: :project/** ?EET&JEE.’WE']E SRS TR E R 2 = 0 —
. JRZFR (Aliyun Resource Name, ARN) ,
acs:ram::***:role/al  BEEIHWBERASERSNERERQRN, 18
SlswriteRoleArn  String iyunactiontraildefaul  HIABEMERE—NFEZR (Alyun
trole Resource Name, ARN) .
145318BE-DEET-
Requestld String 4C57-AA7C- EXKID,
5BE7D34A6AEQ
acs:mns:cn- AT ERREE IS H4AMNS TopicBARN, &
. . 3. . q =%
MnsTopicAM String héngzhou.111.1./to Wl acs\.mns.../toplcs/ o i,ﬁ'—ﬁllb/i’zﬂiﬁ
pics/your-topic- BOSSHIRFEEHE, EFE—KHRRETZ
name MNS Topic,
> MHhRA: 20210528 27
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e
iz

B Bl wBIE

EREREYMAE, BUERA):

o All (ZRAE) : BERoutbEnEs
TrailRegion String All e cn-hangzhou : {REBERFIMIMIEAIEH
e cn-beijing : VEBERILFMEH =4

]l
BRI

http(s)://[Endpoint]/?Action=UpdateTrail
&Name=trail-test
&<NHIERBEH>

1F & iR [ 75
XML &=

<Requestld>145318BE-DEE1-4C57-AATC-5BE7TD34A6AEO</Requestid>
<Name>trail-test</Name>

<HomeRegion>cn-hangzhou</HomeRegion>
<OssBucketName>yuanch****</OssBucketName>
<OssKeyPrefix>at-product-account-audit-B</OssKeyPrefix>
<RoleName=>aliyunactiontraildefaultrole</RoleName>
<SlsProjectArn>acs:log:cn-shanghai::project/***</SlsProjectArn>
<SlsWriteRoleArn>acs:ram::***:role/aliyunactiontraildefaultrole</SIsWriteRoleArn>

JSON &=

{
"Requestld":"145318BE-DEE1-4C57-AATC-5BETD34A6AEQ",

"Name": "trail-test",

"HomeRegion": "cn-hangzhou",

"OssBucketName": "yuanch****",

"OssKeyPrefix": "at-product-account-audit-B",

"RoleName": "aliyunactiontraildefaultrole",
"SlsProjectArn":"acs:log:cn-shanghai:project/***",
"SlsWriteRoleArn":"acs:ram::***:role/aliyunactiontraildefaultrole"

}
HIRHG
HttpCode iRt HIRER iR

28 > MA4RRA: 20210528
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HttpCode HIRE

400 RepeatOssBucket

400 . .
istException
Trai

404 . ailNotFoundExcep
tion
BucketDoesNotExist

404 .
Exception

400 IncompleteSignature
InsufficientBucketP

403 ! su C|er.1t ucketPol
icyException

403 Insuff.|C|entSlsPol|cyE
xception

400 InvalidDeliveryConfig
urationException
InvalidPrefixExceptio

400 P

n

mEEED O EEESHIRD,

4.7. DeleteTrail

A A DeleteTrailiE O MBI,
ik

RO ATEOpenAPI Explorerth BiEE4Ti%3EO,

PA B 54 B SDKAL RS =451

BRBSH
IR B3t}
Action String

SlsProjectDoesNotEx

The specified 0SS bucket is
already in use. We recommend
that you modify the existing
Trail or specify another bucket.

The specified Log Service project
does not exist.

The specified Trail does not
exist.

The specified 0SS bucket does
not exist.

The request signature does not
conform to Alibaba Cloud
standards.

Access to the specified 0SS
bucket was denied.

Access to the specified Log
Service project was denied.

You must specify at least one
Log Service project or 0SS
bucket for a Trail.

The specified 0SS bucket prefix
is invalid.

ik RBIE bizipu

DeleteTrail

e
Ht
[

MBI EMIOSS bucket B2 E
B, BiNEERZaNREREEE
FrEbucket,

HAFTHEEHISLS project RETE,

EENREAEE,

EEMIOSS bucket RETE,

FZARMIE, BRE Access Key ID
# Access Key Secret 2R IEH;
RESZAEREER. FHER
S "BENH" .

Fi&ip 18 EHI0SS bucket,

FoiEip a8 EHISLS project,

RIREDIEE—MREHISLS
project= 0SS bucket,

S EBOSSHIB LM

REEBUTEEZNEAN, BTMINGE, OpenAPIExplorert]

EHITHIR/E, BUE: DeleteTrail,

> MA4RRZA: 20210528
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0 BIEHEIT
B ESid] =BT ~E iR
EMRIREREIZ TR,
KEN6~36NFR, BAUFEHAFL, T
BEFE. HF. BE% (-) ATE
Name String = my-test ()
@ 8 B ESRBBEHA
aES,
IR [B] £ 4E
B Bl ~E iR
145318BE-DEE1-
Requestld String 4C57-AA7C- 1&3KID,
5BE7D34A6AEQ
Bl
& Kl

http(s)://[Endpoint]/?Action=DeleteTrail
&Name=my-test
&<AHIERBE>
IE&EIREI/RE
XML &3¢

<Requestld>145318BE-DEE1-4C57-AA7TC-5BETD34A6AEO</Requestld>

JSON %=

{
"Requestld":"145318BE-DEE1-4C57-AATC-5BE7TD34A6AEQ"

}

AR
RIS L EE BSHIEE,
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RIS .

5. 81\EXEO

5.1. DescribeRegions

I8 Fi DescribeRegions# [ & 18] 4% o] LA A 89 fo] B = s,
BEZER, BERMEAMTHX,

B

XTI LATEOpenAPI Explorerh E2ia1Ti%#&E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 5 SDKA BB R 41,

BREH
B ESic) =BT ~EE Epu
Action String 2 DescribeRegions ZHITHRME, BUE: DescribeRegions,
XFRALBERSHHFE, BN L HZL,
B ESic) ~IE iR
851038F3-33AB-
Requestld String 4C49-97D7- 1&3KID,
6AB37D35E256
Regions Object TR,
Region Array of Region i,
Regionld String cn-shanghai #iID,
~Bl
& Kl
http(s)://[Endpoint]/?Action=DescribeRegions
&<RHIFRS >
IEEIREIRA
JSON &=
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HTTP/1.1200 OK
Content-Type:application/json
{
"Requestld" : "851038F3-33AB-4C49-97D7-6AB37D35E256",
"Regions" : {
"Region" : [{
"Regionld" : "cn-hangzhou"
hi
"Regionld" : "cn-shanghai"
hi
"Regionld" : "cn-qgingdao"
hi
"Regionld" : "cn-beijing"
hi
"Regionld" : "cn-zhangjiakou"
hi
"Regionld" : "cn-huhehaote"
hi
"Regionld" : "cn-shenzhen"
hi
"Regionld" : "cn-heyuan"
hi
"Regionld" : "cn-guangzhou"
hi
"Regionld" : "cn-chengdu"
hi
"Regionld" : "cn-hongkong"
hi
"Regionld" : "ap-southeast-1"
hi
"Regionld" : "ap-southeast-2"
hi
"Regionld" : "ap-southeast-3"
hi
"Regionlid" : "ap-southeast-5"
hi
"Regionlid" : "ap-northeast-1"
hi
"Regionlid" : "ap-south-1"
hi
"Regionld" : "eu-central-1"
hi
"Regionld" : "eu-west-1"
hi
"Regionld" : "us-west-1"
hi
"Regionld" : "us-east-1"
hi
"Regionld" : "me-east-1"
H
}
}

32
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HiRS
VIS L BE B S HIRE

5.2. LookupEvents

id B LookupEventsiE 10 RH L EH,

{EFLookupEventste RS E4N, SPHRSEAWX.

AR B2MEEAZED, SUMRRE, BEHREE BERSSLS, EFSISHISLHHERINERITE
K RAEEH.

BAHEE, BERERKSRIER, Q22 KSRENLES,

@ iRHB Z¥#E O (2017-12-04fRASAPI LookupEvents# ) BN T4, #EZFE(ER2020-07-065k4
. BZ{ER, 52 MlookupEvents,

15hE
& T PATEOpenAPl Explorerf E3%ia1TiZ23& 0, RXETESENEIL, E1THIN/E, OpenAPlExplorerd]
DA B 54 m SDKACEE 7= 451,

\E\ L
BXRKSH
E4 ESid] EENIE w~BE R
Action String 2 LookupEvents EHITHIRME, BUYE: LookupEvents,
AD9CD9DA-EC2D-
Event String = 4EB7-A817- EHID,
C0442A94****
AD9CD9DA-EC2D-
Request String & 4EB7-A817- BEKID,
CO442A94****
EMHERE, BE:
e ApiCall: APIERZSH.,
e ConsoleOperation: =& &2ESH,
EventType String & ConsoleSignin * ;liyunServiceEvent: FERMRSS
e PasswordReset: BHEESM,
e ConsoleSignin: BHIABREH,
e (ConsoleSignout: 12§ &8&HEM4,
ServiceName String & AsaSub =RSBER.
EventName String = ConsoleSignin BHEMR.
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22T14:00:00Z

Event WY FFERULBE, BEMEIESHEME L,

0 BIEHEIT
B £t EEWIE ~E iR
User String & yanjie.wyj ARESR, BIRAMAF,
ResourceType String = Instance BIREE,
i_
ResourceName String &5 bp14664y88udkt BIEBWR,
45****
BERBHHIEERE, BE:
.
EventRW String & Write ® Read: ®XE,
e Write (ZINME) : B8,
o All: EEBFEHE,
EventAccessKeyld  String & t{cﬁlcfi?kdmm ERBHHAcessKey ID,
BFERT—RERNER,
NextToken sting & 20 @ e EREMRRRER LR
BR—H,
ARFREINRAERHE,
MaxResults String &= 20
BUESERE: 0~501,
MRBHNFIREE, BAAZFIRE7X
BIRBY B . HEAEIIRRIS086014TE,
FERUTCHE. XA YYYY-MM-
. ) 2020-06- DDThh:mm:ssZ
= o
StartTime String = 15T 14:00:002
@ 389 ZFBROEM, BE
RBE30KRHEBHRE,
WRBHMNEREE, BIAAHEIRE
=, BEIRIREBIS086014nE . HiEMA
UTCHtE . #&=XA:  YYYY-MM-
EndTime String = 2020-06- DDThh:mm:ssZ

@ 3  ZHBEOXK, BE
ABII30KRBBHRER,
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file:///home/admin/dita-files/output/82501202/task3595121/~~28819~~

= 12- LAY 2
BEE APIZE (2017-12-04) -&iffHxE

|
IR [o] #1472
E=47 e ~BIE iR
AD9CD9DA-EC2D-
Events List 4EB7-A817- R NEHINE,
C0442A94****
BRET—RNRRER,
NextToken String ! @ 33 BEBSLEE, WRRELS
B,
2020-07-
. . N At
StartTime String 15T14-00:007 MR BHHNFIREE.
2020-07-
i i & | N4E il
EndTime String 55714+ 00-002 MR EHNLERITE.
FD79665A-CE8B-
Requestld String 49D4-82E6- BEKID,
S5EE2EOQE791DD
1
B RRH
http(s)://[Endpoint]/?Action=LookupEvents
&<AHIERBH>
ERIRERA
JSON &z
{

"Requestld": "AB6843AF-COTE-4B59-BBF8-AOCEB785E6A2",
"NextToken": "2",
"EndTime": "2020-11-26T01:30:392",
"Events": [
{
"eventld": "96.227_1606286128938_****",
"eventVersion": "1",
"errorMessage": "success",
"eventSource": "signin.aliyun.com",
"sourcelpAddress": "42.120.XX.XX",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
73.0.3683.86 Safari/537.36",
"eventType": "ConsoleSignin",
"userldentity": {
"accountld": "159498693826****",
"principalld": "24611178745315****",
"type": "ram-user",

N R e Ll
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A

RIS

“userNname’: "WD-DXbb
|3

"serviceName": "AasSub",
"additionalEventData": {

"callbackUrl": "https://api.aliyun.com/new?spm=a2c1g.8271268.10000.9.2d59df259iBwq1l",

"mfaChecked": "false"

13
"requestld": "96.227_1606286128938_284T7",

"eventTime": "2020-11-25T06:35:29Z",
"acsRegion": "cn-hangzhou",
"eventName": "ConsoleSignin"

b

{

"eventld": "132.20_1606132532480_****",
"eventVersion": "1",

"errorMessage": "success",

"eventSource": "signin.aliyun.com",
"sourcelpAddress": "42.120.XX.XX",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chr

ome/86.0.4240.75 Safari/537.36",
"eventType": "ConsoleSignin",
"userldentity": {
"accountld": "159498693826****",
"principalld": "26855899827085****",
"type": "ram-user",
"userName": "yuge.
b
"serviceName": "AasSub",
"additionalEventData": {
"callbackUrl": "https://home.console.aliyun.com/",
"mfaChecked": "false"

13
"requestld": "132.20_1606132532480_7292",

"eventTime": "2020-11-23T11:55:32Z",
"acsRegion": "cn-hangzhou",
"eventName": "ConsoleSignin"

*kk kIl

}

I,

"StartTime": "2020-11-19T01:31:09Z"

}

=R

HttpCode HIRG HIRER
The request signature does not

400 IncompleteSignature conform to Alibaba Cloud
standards.

400 InvalidParameterCo The end time must be later than

mbination the start time.

T3

[

BEAARCE, B EACceseKey ID
FAccessKey Secret 25 1EH; 1€
ESELTEREER, #RERES
nEENF" .

LRV A AE TR,

36

> MA4RRA: 20210528



APIZ#E (2017-12-04) -&ifH%

BAESET .
HttpCode HIRG HIRER iR
InvalidQueryParamet The specified query parameter is N .
400 Query rhe specified query p ERNB RS,
er invalid.
InvalidParameterDat uery time range exceeds 30 N
400 Query 9 SWHEEEBE30X,
eOutOfRange days.
| lidP terE
400 _I:\:?eld arameterend The specified EndTime is invalid. THEISHENdTime,
400 In\{alidParameterStar The specified StartTime is FREBMStart Time.
tTime invalid.
InvalidParameterStar The StartTime exceeds the kAL e e s -
: ) ) FIAEEBIE HEIEiE, EERR
400 tTimeExceedsCurren current time. Use GMT time . NN
) HEGMT B )&,
t format for queries.
InvalidParameterStar The StartTime exceeds the limit N
4 v = | °
00 tTimeOutOfDate of 90 days. FHAH B8 90K R
Th d ti t be later th
InvalidTimeRangeExc © end time must be fater than LEEROYIE) R B FFFaa B iE), BLETE
400 . the start time. The time span PN
eption BEAREEBIE30X,
cannot exceed 30 days.
MmaEETLEEESHIRSE,
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