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Log Service &, R u 72 IUE. N, BIXUORRT2%20D07 7y b7+ —L4TT, Log
Service i3 2 Z 2T, EHPD I 72X —NOITRTOR %2 —tEMENTEET, £
72e UZNERAL LIZHEARD, BET2Z2dTEET,

A KRF a2 XY T, Windows B35 T Elastic Compute Service (ECS) o v 72 IUET 3 7=
» O Logtail 3%E DEEARZFHAUCOWTHAL £ 3, Log Service 23 ¢ TDFTH ZHIHW
7B &5, nZIE. VT AEA Lizn ZIRA LW o7z Log Service DEAKREIZ DWW THE

AL TWVWE T,

Log Service DIFIEFIE

X 1-1: FIE

Create a Create a
project Logtail -
machine
and a configura o
Logstore tion group
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1. Log Service DEZIL

Bk AD Alibaba Cloud 7 % 7 > b T Log Service 7r X7 bR—icuz4 L, AR
ftz2Vy 2 L%,

2. AccessKey DIERE (AT a )

)
|::|E:
SDK T7— & Z2EHFHZAULEE. 794V T A2 Y77 A v Y MZ AccessKey % 1
R BRHEDDHD T, v DOPERIC. AccessKey DIEFUIMETIIDH D 8 A
Log Service 2> Y — VO FRRICH 27 AKX —D LI R 2R, XnEhs Fay 72Xy

YURbF&EDAccessKey EMZ 7V v 7 LT, X4 70Ky 7 XT, AccessKey DEH %

7V vy 7 LT, AccessKey BEHR—JIHEL £, Z0 T AccessKey ZfER L £9, R
T—RANHMI R o TN0D Z L 2R L 55

X 1-2 : AcessKey DEZ1L

Access Key Management

LTAL Show Enabled 2018-02-26 15:49:00

3.7 x Y b DIERL

Log Service 2> Y — IO TR I A 33856, Iud=7 M7 ur 7 s BFRRShE

T ALRHZ T2 PRI X 27V 75228 ThH, Tud=7 MIMEKTE X
ED

Tl FERERTIRE, ey BV —TYa YEEEL 7, cn-shanghai-
internal-prod-13 X *cn-hangzhou-internal-prod-113. Log Service ® > 27 ANHIC
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IDHEHENZ Y —YarTd, 2OV —Tavid, "7V v 7759 EDY—2arT
ER

E1-3: 7Oz FOER

Create Project

* Project Name:| logservice-test

Description:| Log Service

=="" are not supported, and the description
cannot excesd 512 characters.

* Region: China East 1 (Han... -

e
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4.Logstore DIERK

JuYzr M aERT % . Logstore {7 m Yy I M FRIREINE T, TuP =7 MIKEH)
L. G EBOEREZ 2V Y 732 2 THIERTE 3, Logstore ZEK 3 2B, v/ i
REDRREL T,

X 1-4 : Logstore MD{EM

Create Logstore

* Logstore Name: | test

Logstore
Attributes

* WebTracking:
WebTracking supports the collection of various
types of access logs in web browsers or mobile
phone apps (105 /&ndroid). By default, it is
disabled. { Help Link )

* Data Retention |30

Time:  pata retention time for LogHub and LogSearch
is unified. The data lifecyde is determined by
the LogHub setting (the unit is in days).

* MNumber of [ | What is shard?
Shards:

* Billing: Refer to pricing

=

ATYT2LECSA YRRV RIC Logtail 91T b AR M=)

LA M=y =S40 00-F

ECS £ > 2 &> 212, Logtaill D4 Y A b — v r—Y% Xy >u— R L%, Windows
DAVAP=NRY Fr—=V% Xy —FF23 23, Zb6%27Vv 27 L%,


http://logtail-release.oss-cn-hangzhou.aliyuncs.com/win/logtail_installer.zip

2. Logtail 21 X =L

BAT7T4 L7 bVIZA YA M=o =Y Zf#H L, logtail_installer74 L2 bV
WHELES, BEE7 AV P Temd ZFETL, A YA b—a< Y F .\logtail_in
staller.exe install cn_hangzhouZ%EITL %7,
il
=] &:
v MU —2EEiL Log Service V) —Y a YIZ&k o T, EITT54 R b—nravwy RiZER
DET, RFFa2X boflTcid,. FEHRIEL FMN) OECS 77>y 73y b —2%HRHL
T3, 2oy 7IiZoWTIE, Windows IZ Logtail 24 > 2 b —IL] & TS XV,

ZOMDOY —Y a2 YA AT EEEDaY FIZoWVTIE,  "Windows 2 Logtail % £ >
A b =) B TLinuxIZ Logtail Z A4 > A b =)L Z T IZE W,
ATV T3 T=RAR—= b1 = FDEK

Log Service 2>V — L Tr7uy =2 b 4% 27 Y v 7 LTLogstore Y X F RXR—JITBH L %
F, M5 Logstore HOMICHZT—X A Y R—= V4 F—F74ar%27 Vv L TLogtail ®
REWCBEL 3, F7 Logstore iXEDMICH 2 EM%EZ 271 v 7 LT, Logtail &EV R M
W EZER L %3
Logtail X E2E. RDOART Y THHET, T—XY —RADER, 7 —2Y — XD, M
K. . BIOAHIL, RE/ETL, &ED 2 DODR7 v F3A 7 a T,
1. 7—52Y—X%&&ER
Log Service &, 2 D75V N, MEADY 7+ =7, hAZXLT—ZOu L% Y
A=PLTVET, AFRFa2XYFTE, 7FA M ZOEZFNCED EIFE3, Fllicow
TiE. [7FRX 7o) 22SRITZE0,
ZOMDY —2ADT XA Vv 7L, INEZ Vv LET,
2. 7=V —RZ8K
- WA e IR RAEHELE T,
RV DRI - T, WA, R Bl 77 AV 2 AN LET, ur774
NAZ TN —LIZTDHIENTE, ¥, VANV FI—RvF U2 R—-—bLET,
- BYEEE-FEIEELE T,
B HICB W T, Log Service Tids ' FLE—F, U IXE—F, JSONE—F, 7L
E— N, ¥7%i% Alibaba Cloud # 2 % L &— R TOfEtha 72 ¥ R—FLTVWET, ZOFK



JAVIAR=F [ 1503TIA v 7 AR—=F

FaXY TR TYVIRE-F2HE LTHEHLTOE Y, [EEE— FOFMICOWTIIE,
(77X 2tu 7otk BLY I7F R T ORE LT 2 T8RRI,

B 1-5: F—%Y— DB

* Configuration Name:| logsarvice_test |

* Log Path:| C:\Program Filas), | Jesf |’*.Log |

all files under the specified folder (including all directory levels) that conform to the
file name will be monitored. The file name can be a2 complets name or a name that
contains wildcards. The Linux file path must start with "f*; for example,
fapsara/nuwa/.../app.Log. The Windows file path must start with a drive; for
example, C:\Program Files\Intel...\*.Log.

Docker File:

If the file is in the docker container, you can directly configure the internal path and
container label, Logtail will automatically monitor the create and destroy of the
container, and collect the log of the spedified container according to spedified labsl

Mode: Delimiter Mode v

How to set the Delimiter type configuration

Log Sample:
s
Log sample (multiple lines are supported) Common Samplesz==
* Dell'rniter:| Tabs v |
%I AN LETS,

TUVIRE—FEREITIVE- P IEEE— R LGEREIATWAGEEER, vr/d v
N ANTE2RENDHD £F, Log Serviceld. Logtail D ERITER L 723 EICHE->TH
Y TINDEMEYR—FLET, arY Y IVEMBTERY o GEE. RKEIY XF
DREPIERKRBZLE T 20EPDHY LT, a7 TNT74 -V R, iy sar4r
TN AL ET,

6
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© KUY X EfEE LT,

&7, M, FRRBAR—ZAZXYID XFIHEETE LT, KUIDXF2HIREZIAXT BT
EBTEXET, B 74—y MIHE-RRXUIDNFZERLET, 71—y MZEo%D
DTRWVIEGEZ. v 7 OFHNIcKIL £35

- RS RICF—RIEEL T,

oY I ANLUTREY) XFEFERTZ 2, BRLERY D XFETR S 7 4 —)L FHMHE
rLCHBMmE N E T, HoF—2EELE T,

E1-6: AJ 3272V OmmtiER

*  Extraction Results; Key Value

ip

time

method

useragent

- DENBUCHMA 7> a YRR L %5

WHEL, FElA T a v BT 7 4V MRET AT, dflld 7Y a Y EFRET 25513,

'FXZ2bu 7o) Z2ZBRIZEW,
R VIN—TWHEHL £,

DTS IN—F2ERT 2581E,. R=POIEREV IS Y IV —T % TERL &
W, s, Logtail iz~ v 7 —FICHEA L ¥ 3,

B

=] &*:
Armory Z{ER L T~ ¥ 70— FICBEMT 212iE,. R—2 OFRICHE - THE L 72 NEh
V2% YT LET,

FRRORT v T FTNTHKRT T % &3 <I Log Service i & - T Alibaba Cloud ECS 4 > 2
220 ZTUEDHBL 3, NEXh/zn ik, 2>y -1 API/SDK Z{#H LTV 71
RA DTHAAL B TEET,

o7 2R/t £, RETE KNeZ7 Vv 7 LT,

[2]ﬁ3

e

- Logtail BLEN KM SN2 L TITHRK 375D £73,



- IS 77k 2u 7% IET 2581, logstash 2 L7 ISu 7Dt | 2 2B X
A%
- Logtail DEEL S —izonTid, "aZIEZ 7 —0@W ) 2 ITBRIEZE W,

BRRCAE SUAHRIL

[EEDRRERT DL, VTR ALZECS u DI NE T, INEn I/ Z2RBEBX U003

W, 77— A VER— P4 F—FTRDEHIWA VT v 7 AZHKELET,

Logstore YV A+ R—YOMKRZ 7 Vv 7T 2L, MBEXR-—JIIBHL 3. 4 LHOEMLE

Vw7 L, BRINBIBRE GRS TA VT I AZRELET,

c INVTFRAMA Ty 7 2@
INTFEFRAM Ty 7 ABBEEEMILE T, KXFe/ILTFORAMNEEMT % %R
L. =2 ONBZHRL X3,

- X—/MEA Ty 7 R)ENE
F—DHEMNCHZTIATA a7 )y 7 LTI ZBMLES, F—. 247, =4 VU7
A, KXFZe/NWLFOXR, b= EFREL. TMEAINIT 205 0% 8K £3,
-
=] #:

1. 7V 7 XA VEREFF—MEALA Ty 7 ZAEBHON, 1 D3EMNTTI2HERDD 3, W
EHEMILEGER. F—/MEA4 > Ty 7 AgEnErIh s s,

2. £ V7 v 7 ZAH long B % 7213 double BB E. KF/PMLFORMME LI +—27 Vgt
BAHTEEEA,

3. AV F v ZADEEHIFEICOVWTIE., THE | 22830,



H Sk JAYIRAR—=b | 155 TIA vy 7 AR—F

4. Nginx 7> 7L — FERIEMNS 72 7L — F2EHT 212 72V R—ITHMELZ
Vv 7 LT, 72V [GHR—IDEREREEL E T,

B 1-7: B (R%R) L 93h

custom

* Full Text Index Attributes:  8)
Case Sensitive Token

false v | | S=0eER< =0\t

* Key/Value Index Attributes:

Kay + Type alias Case Sensitive  Token
requests long ¥ requests

reading long ¥ | | reading

connection long ¥ connection

_response double ¥ | _responss

waiting long ¥ | | waiting

_method bt ¥ | _method false v

1. Full text index and Key/Value index cannot be disabled at the same time.
2. When the index type is long or double, the Cass Sensitive and Token attributes are not av
3. For how to set index attributes, refer to the document (Help Link)

JIV M ERE LS. v ORERELTIHEE. KNk 27Vy 7 LET, Baghz
F1T9 51213, Logstore V A P R—JIWZRED, BMKZ 7V v 7 UTRERR—-JITBHIL 73,
F—U—F, Py T, FREBREIMCEANL, v 7HlziEE L THRELET, Log
Service TREBINZ LA M7 I A% L. MBHRERINET LA N F74627 Vv 0T
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2y, XhEMRIca ZHBBISE L TRT AN TEET, o, THE, 22
S 2 &0,

Log Service &, 74 v 7 7 TV RHGEIRIRE Wo o, XFXEFRAETRIZRBITMTE X
To fEMICOVWTIE. TZofoikRE) 2 TS 7ZE W,

T 2 HI IS 7RO TRTOor 7 2BE Y 212, ZoMmREMfziaeE L. W15 7%
ERL X5,

4. §5%k

Log Service Tld, XX FRT—XY —RARIFIFRIADT—& 25 D TINE, B,
RFTE 2723 TH <. Object Storage Service (0SS) Xt \Wo/227 57 R7XuX” hMicu
TR HRA L CTUF ST A £ T

0SS iIcu 7 2k $ 2 3 EMLE 2V vy 7 L3,

ARAEF2XPTIE. OSS AL —UZBICHD EIFTwES, TOSSADOr DRk 225
B, BRAEE TR T IR TL XN,



H Sk JAVIAR=F [ 1503TIA v 7 AR—=F

fA3Mkz 27V v 7325k, 0SS LogShipper X4 7 a2/ Ky 7 ABNFERINE T, REICDOWVT
DFFNE. TOoSSADuZ iRk Z TS 7EI WV, RELKRD-o, WREIZ7 Vv 7L T
X% T LET

X 1-8 : LogShipper ME’E

055 LogShipper

* Logstore Mame: test

055 Shipping
Attributes{Healp
Link)

* (0SS Shipping
MName:;

* (0S5 Bucket:

055 Bucket name. The O5S Bucket and Log
Service project should be in the same region.

055 Prefix:

Data synchronized from Log Service to OS5
will be stored in this directory under the
Bucket.

Partition Format:| %Y/%m/%d/%H/9%M

Generated by the log time. The default valus
is ohY/%emy %d/¥H/ %M, for example
2017/01/23/12/00. Note that the partition
format cannot start or end with forward slash
(/). For how to use with E-MapReduce
(Hive/Impala), refer toHelp Link

= RAM Role:

The BAM role created by the 0SS Bucket
owner for access control. For exampls,
‘acs:ram:: 13234:role/logrols’

7 7R ARK, BLora s vo LEARKREICMAZ . Log Service IZidvn /&2 EHT 5 &
FXERAEDRDD £3, FMICOVTIX, 2—F—FH A FE TSI,
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2 ECSOYJ DINE

Z D= TlE. LogService 2> Y — /LT Elastic Compute Service (ECS) o r 7 Z I T
% & 5 Logtail O EHIEICOWTHIHL £ 3%

REFIE

1. ¥—n—iZ Logtail 4 ¥ A b= L %7,
2. Logtail ~> > 7V — 7 FHELE T,
3. Logtail ZfEfR L., ~> > 7N —FITHEHAL 3,

X 2-1:5%EFIE

non-ECE instances or ECS
instonces not under your
account

Install Logtail on servers Configure user dentities for :
1
1
1
1
I
1

""" L identity

r

1

1

] _—_—
' Install Logtail Create a user

1

1

]

Configure Logtail machine group L, We recommend that you J
&

L

1

: reate a maching group with
: Create a Create a user-

1 machine group |**°°° ’| defined identity

. —

]

a useér-defined identity

A .
1
: Create a collection configuration and apply it to the machine group 1
' 1
i - 1
Select data Set collection Apply to i

1 _.! —»
1 source configuration machine group :
X '
o o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Ld

AlE

- ECS tLog Service 2’ fFi{ftEhTna Z &,
- Project & Logstore Z{E LT3 Zt, FHllICOVWTIE. i 2IZRIZE W,

E «:

ECSA VARV ANI v 72y VI =0 5REFRETSF54AX=1+2759 F (VPC) IZH
mEhTWBHAE, ECS A VA& Ak Log Service 7uy =27 MIFIL Y —Ya YL
TVWRRENDD £3,



« ECS 4 A& AHH|D AlibabaCloud 777 > b TERRENTWVWABIEGE. ECS 4 VA&
VADFEHEERIIEHIFINCEE TEEHA, TOHEA. ECSA YA X >V RIZ Alilid % 5% E
TEHIRENRDHD T,

A7y 71 Logtail DI X k=L
1. f YR F—navwy REETFLET,
ECS A YRRV AV =Y avilfHo/zLogtail 1 YA+ =L 27V 7 MEBEIRL 3, 6
WOWTIE, Taunique 31 B XY Mtunique 2) # TS ZE 0,
ez RFEEMN) V—Yarnr sy 23y P —2 THEEF O Linux ECS £ > A &
YAz Logtail 24 Y A b= 5I12iF,. XRDa~vy R2FEITLET,

wget http://logtail-release.oss-cn-hangzhou-internal.aliyuncs.com
/linux64/logtail.sh; chmod 755 logtail.sh; sh logtail.sh install
cn_hangzhou

2. Logtail oM@ 2 RS 21213, XDa~< Yy FEFEITLETD,

/etc/init.d/ilogtaild status

Logtail OBERNEF = v 7§ 2, ilogtail is running FRRINIUX. 4 VR
F—ZEIILIZ i D £ T,

B 2-2: Logtail D1 > X =L

ATV T2V ITN—TDHRE
1. Log Service 2> Y — LT, 7uy =2 F2ERL %7,
2. Logstores T, LflloFv s —>a v ¥ Foo [Logtail Machine Group] Z27 V) v >
LET,
3. RIVIN—=T R=I T[TV IN—TDEK] 227V v 7 LET,



4. ZA 70T Ry 7 ADERENTH, THEHDECS A 7%y FMIP 7 RLRAEHRAR A
IDZANLT, [[RZ22Vy 27 L%,

o

b

- LogService 7uy =7 Fe[FA—V—Ya YD ECS 4 VARV ZADAHHHHR— FINFE
ER

- LogService 7Ry =7 PR —V =Y a YD ECS 4 VARV ADAHDIR— FINF
ER

®2-3: 220 N—TDEE
Create Machine Group

®Eroup Mamed] dema-groud

Machine Grouy [Ps v
Identification

Machine Group
Tapic:

= 1P| 10,

1. Only machines in the samea regon as the
cumment project ara supportad.

2. Enter the ECS intranet IP addresses; each [P
@ddrass should ocoupy one row,

3. Windaws machinags and Linux machings cannot

1@ 1 Ehae same machine greup. [ Haly Link )

&, Logtad requires a pair of valid peimary account
AK, please kg in Consobe to ensure the
affectiveness, atherwisa & wil cause the

heartheat falwre and other Bsues

Confirm

g
m

AT w73 Logtail Config DIERL
1. Logstores *—> T, HIVL T3 Logstore % O T [T —& A4 Y R—=+ V4 F—F] 74
arzrVy 7 LET,

2. [T—8 Y —RADER] T R=I T, [HARLT—=ZR]|D[THFALT7A4N] I VYL
38



N

3. F— &Y —Z2FRJ/WELET, FIzHoVWTIE., [FFAMaZolE] 228l EE WV,
TOR=ITIE, Hle LTSy IAE—FRE2HEHLET,

[27DRA] TFA IR ZRICECS R DANREAN LT[ RN 22V 7 LET,
K2-4:>7NE—F

2.Configure Data Source

= Configuration H;.:ﬂr\:l demo-config |

" Log Patr:l fvarflog fesf | message |

Al files under

the speciied folder (incuding all drectory levels) that conform to the file name

will be n ored. The file name can be a comy name or né that containg wild cards.
The Linux file path must start with */"; for 2, fapsara/nuway...fapp.Log. The
wWindows file path must stz with 2 drive; for example, C\Program Fles\Inteh...\*.Log.

Docker Fle:
I the file 5 n the docker container, you can drecty configure the intamal path and
container bbel, Logkail wil automatically monitor the create and destroy of the container,
and colect the log of the spacfiad container according to specified bbel

Mode] Simole Mode v

Reminder : In Sirple Mode, each Ine is trazted a5 one log. The system wil not axtract
the fields in the logs, and the parse time & used as the bg time,

Advanced Options: Open >

Previous m
4. 27 T2 TR LI~ Y IN—TZ2BIRL, [RS VI N—TEH] 227V vy 7 LET,
B 2-5: kLRI TIN—TADT—2Y—XDiEA

Appy to Machine Group

+ Create Machine Group

¥ demo-group kis-group-
c12blasdfgd23345y2

Apply to Machine Group

{

Logtail Zff L TECS u /7 2 IUETE 2 K51 b k3, TR LD f 7Ty 7 R53%
EBIUIR TR EDRDDFIETT,



OJ R
ECS 2>y —nicu 24 5%, echo "test message" >> /var/log/message I

FEFEITLET, HLoeZidue—s L7412 bY [/ var / log / message AKX
%9, Logtail 3FLuvwe 7 ZIUEL. Log Service [ZXEL £7,



H S H#

74 v 7 AX—1F [ 2ECSu 7 O

Logstores X—Y THR X § % Logstore Z 1O T [MK] £ 7F [Frea—]Z22VUvy 2L
T Logtail ic & 2 NEn 72 FRKR L £,

E2-6: OJO&RTR

| Logstore List

Searching by logstora namea

Logstore Name

demao-logstore

kas-stdout

P ... |

Search
Log Consumption Mode
Data T t
w9 Monitor Loa Collection Mode Action
LogHub Logshipper LogSearch
2 = Logtall Config (Manzge) | Degnose | More Data= 055 Modfy|Deletz
-] =3 Logtail Config (Manage) | Diagnose | More Datz= Previgw 055 Search Mody|Delete

Tatah 2 kemi(s),Per Page: 10 ftam(s) = | « - ] s

H2-7:ADFLEa—

- |.||| Back to Logstore Lst

Chard: 0 |=| 15 min |~ Prewvizw

Log preview & anly used to check whether log data is uploaded successfuly, If vou want to search logs through keywords, enablke g ndex.

Trne/IP

2018-05-24

R el

2018-05-24
[ 8 = et

Cantank

e i TRl B TR T T Tl el R o el el ol e ol i I e
(W= SR RTE W R B e e R T R L S T
ITE_NNTTE NS ST ST F IR fF S EPEE LT g S TR ETE I E TR SR L SR
B Bl e SR RN O ML TR R P T TP
Q= WSy ST S N EE TR BRSO R O FTETNNS oS
B T T P e T T R TR Rl BN e Pl . R T DL DL REE
| S AL WS e S

e o i B et Sl Rt el i T TR D . DA R | Rk L
SRR N ITEEN S N RS TEE Ty - S oET CReol - i ST, N o W]
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e E e LT TS . RET E
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=" e S e eathoe” et et owna  Peewn b ew o = preeery bl e
1=l o i e = i b iy

E2-8: O OIS

24
: AR B HR
15: 1857 15:25:48 LETAL 163248
Tolal Count1d StatusThe resulls ane accurale,
Raw Datla Graph
Qulck Analysis < Time 4w Corfent w [ESI
1 0524 15:32: (R B ]
addrazs
|_ - B -:-.-l- ] 1‘
R
| _htip_respa... [ )
i el el Tl
| _remoa_ R
o
| _response FoF=Cp FEREL g SR = Bt EFL AL b
- N e
e W
| _resur_ FT
el . B *a i m
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3 Kubernetes @4 DY

Log Service Tl%. Logtail T Kubernetes 7 5 24 0u /72 UET2 N TE%X3, v
DINELMIE,. CustomResourceDefinition (CRD) API TREL 3, KARF 2 X b T

X, Logtail # 1 > 2 b — L. Logtail T Kubernetes 7 5 2 &Znu 27 %IUET 2 FiKIZOWT
ML £,

FIE

1. alibaba-log-controller Helm Xy 5 —2% 4 Y XA F—)L L %7,

2. RSN ZBEL £9,
Log Service =2 >V — % CDR API ZffiH U TR ZRE L £, ROFIHIHEN, 2
¥V —VTIERER ZREL 5,

B 3-1: 8

INYT—S% 42X =)L
1. Container Service for Kubernetes D~ 2% —/—Fizu7 4 > L¥7,
274 YHECOWTIE. TKubernetes 7 7 A X —AD SSH F—XRT7EZHWET7 7R 22
SRS,
2. RTGXA—RZHEZMZ, ROavxr F2FTLET,

RDA VA b —=na<sy FD ${your_k8s_cluster_id} % B&EHD Kubernetes 7 5 2 X

ID ICE X2 THFITLET,
wget http://logtail-release.oss-cn-hangzhou.aliyuncs.com/1linux64/
alicloud-log-k8s-install.sh -0 alicloud-log-k8s-install.sh; chmod

744 . /alicloud-log-k8s-install.sh; sh ./alicloud-log-k8s-install.sh
${your_k8s_cluster_id}

A4 VA b —1Df|

AVAP=NaAR Y REFEITTEE, RDXSIFERINET,

[root@iZbpxx*xxxbiaZ ~]# wget http://logtail-release.oss-cn-hangzhou.
aliyuncs.com/1linux64/alicloud-log-k8s-install.sh -0 alicloud-log-k8s-
install.sh; chmod 744 ./alicloud-log-k8s-install.sh; sh ./alicloud-log
-k8s-1install.sh cl2ba2@x*x*xxxxx*xx*x**86939f0b

éi%Baba—cloud—log/Chart.yaml



alibaba-cloud-log/templates/
alibaba-cloud-log/templates/_helpers.tpl
alibaba-cloud-log/templates/alicloud-log-crd.yaml
alibaba-cloud-log/templates/logtail-daemonset.yaml
alibaba-cloud-log/templates/NOTES. txt
alibaba-cloud-log/values.yaml

NAME: alibaba-log-controller

LAST DEPLOYED: Wed May 16 18:43:06 2018

NAMESPACE: default

STATUS: DEPLOYED

RESOURCES:

==> vlbetal/ClusterRoleBinding
NAME AGE
alibaba-log-controller 0s

==> vlbetal/DaemonSet
NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
logtail 2 2 6 2 0 Os

==> vlbetal/Deployment
NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
alibaba-log-controller 1 1 1 0 Os

==> vl1/Pod(related)

NAME READY STATUS RESTARTS AGE

logtail-fférf 0/1 ContainerCreating 0 0Os

logtail-q5s87 0/1 ContainerCreating 0 Os
alibaba-log-controller-7cf6d7dbb5-qvnéw 0/1 ContainerCreating 0 0Os

==> vl/ServiceAccount
NAME SECRETS AGE
alibaba-log-controller 1 0s

==> vlbetal/CustomResourceDefinition
NAME AGE
aliyunlogconfigs.log.alibabacloud.com 0Os

==> vlbetal/ClusterRole
alibaba-log-controller 0s

[SUCCESS] 1install helm package : alibaba-log-controller success.

helm status alibaba-log-controller® X 5IZ Thelm status)] TRy RDRAT—X %
BLE9, 'Running] 27 —XZATHII, 4 YA P—MIZEALTWD ZEIZRD FT,

Log Service 1213, %Aink8s-logThix 2 Fuy =7 bEREINE T, RSz nd =
2 1 k8s-log# Log Service 2> Y — L T*—V— FBRRL X7,



2INEFR T ERE

Logstore Z{ER L. TXTD K8 2> 7 Fi 558 (stdout) 2T 2 FlHIZ, XD B
HT79,

1. Logstore V A b R—IIZH5H)
A7y 1 TR LETay =2 227 Y v 27 LT Logstore Y A b R—JIZBEIL £,
2. Logstore DfERK

GLEH2ERZ 2V 7L, RRENBX4 707Ky 7 AT Logstore Z1ER L %3

¥ 3-2 : Logstore M{EM

3. PUERTHHRDRBEE

a. F—RA U HE— VA HF— FR—DABH LT,
b. H— F—F 4 —HDY 7 + ¥ = 7 5Docker Stdout #3415,

RER—IZDI Y IN—TWJEAEZ Vv 7 LES, £2ar7F0%2 stdout 7 7 4 AH
INEEXNFE T,

[ 3-3 : Docker stdout

4. BERSI VI N—FIZ5HEH

RN —FIWCHHATER—I T, TV IN—TBEIRL T, XNE 2 VU 7L %3,

B 3-4:/EZIVTI—-TIER

MLETIEEFOREDTE T TS, I T, 4 Ty 7 2MERE n VX EORERITVET, &
B R=VRTLTRERTETTEILHTERT,
EOJ DRT

R LRI EE DWW T, 772X NDa Yy TFhstdout AEZET 5. 15
wstdout v 72 IVE L £3, Logstore Y A b R—I T, Rk 7 Vv 733 elUExhizns



BITRRSERENET, FBKR27 V) vy 7 LUTRRFMZIHEL T, a7 2R LI T %
TENTEXT,

® 3-5: R EEE

THROBBER—ID LI, a7 DEEDOF—V—F 227 Vv 73252, TR BRTEZE
T, HEDODR V2B RTHI12F,. MBERY 7 AZF—V—FEEELE T,

X 3-6: A D&z

DA EIC & BUNERSERE
fhD HIETIERFMZRE T 2121F. UTE2 IS ZZ W0,
AV — L THRE
a Yy = VEEDFICOWTIE, UTE ISR X0,
aVTFOTFA s (HL)
- Ay 7O (HER)
host 7% A b7 7 A )L

774V s Tl Logtail 2> 77 ®d [/logtail_host] 74 L2 bVIZ, KA FDIL— T
TALZ PUDBRY Y FENTOVET, RRAZRET IR, TOF V74 v 7 RZ2BML %
el

J, 722 zE. KA MD /home/logs/app_log/T 4+ L7 b VDT —REWET 5121, &
ER—ITRT DA% /logtail_host/home/logs/app_log/IiEE L £,

CRD DE&TE

CRD (CustomResourceDefinition) & DFFMIZOWTIX,  [CRD IZ Kubernetes 7 7 {4 %

BOE) ' TBRLTEE W,



4 Log4j/Logback/Producer 51751

W, ATF—bLATaZS5IVY, avsF, =N ATar3I VIO ED, V7
P2 7OEUEL F A OFRBPKIECH ELELE, 7—F 727 F v OERICHED, RDZE
ItHBALNE T,

s TV —avDT7—FTI7F v, B—DIATL0E, A4 70—V ABOERHL
CVIIZAPMIBITLTOVETD,
c PERIOYIEY —N—00 5, REEY Y — AT LTVET,

E4-1:E1.7—FTI7F v DiElL

FRD 200X, FMAEELINZT7—F T 7 F + 0, EHEE (0&M) & ZKoELt:
PEFTETHEHELLTVWEZ 2R LTVET, 10 4FH{IE,. —r—2u 4 T3
7RIS T A5 eNTEE LA, LAL, 77Xy F7uatRE—FiE, DIIREELEEA,
BHEBERLTW201F, B (LIhT 79 7Ry VXTI,

E4-2:E2. LY FOZE(L

ZDZAITHIET 5 72D12, DevOps [AIFIZ, —EHOBZWB KOty — 2385 L % L7z,
=) v/ fhu s X574, SEXERSaaSEA, E=XY VU, BIXUZDMhD
P—ERABDHH ET,

nr%z—mlbtsse. ThHOMENHIRLET, TOEiTH50DIC. 7V r—arvyhal
ZHEMLIS, 073V T7ARA L (FRIFEY TAERA L) ITHR ) — P — NI EEINF
T, LIXLIX. Syslog. Kafka. ELK. 3 XU HBase ZfiH L THEHFRA ML —I2FITLE
£

— T EROF SR
NPT X Grep ZEHLT, AT - LA TV =2 arulE2 BT 20 MHET
F, BAMZ L —UTIE. MRTORWIat2h, BMRa< Y FE2FETTEILICE-T
BEHZONET,
NI LR L =P asa—T4 VT IRV VDN— R T B HRARYAXTHL &
. BZHDA ML =V RAR—ZREEETILHEIDHD TRA,



- aZMOHEE  BHRO AP L —I TR, EDZBLDYVY —REFHT LD —FRT 7

T4 YT RFITTEET,
kX

[ 4-3: 3 3. £HhLDFI=

Collector (Java Z35l)

Ny A —DRARKEFDY G, HEL T -G e UTHRFEINE T,

Log Service i&, #—— EANAGAR, HAAAES. BROS F I RAFESEANTIC
30 U LD F— RINEHIE L QN7 72 AV ) a—2 a YEBHLE T, Java BIFEH I,
N 7L —24 T —2TdH 3 Logdj. Logdj2. B XU Logback Appender 2 %% T

j_o

Java 7 7V — a VIQEBE. B2 2o00ua I EY YV a—2arhbHbh T,

- Java ImZ o LF, vl T4 A2 75y al, Logtail VU 7 X A4 AR L

ED

- Java v 7' A, Log Service 12X - TiEftx 2 Appender Z BEHFHEL¥3, v
77 LhBFETEIND . uZidV 7 L& 4 LT Log Service IZEEINE T,

2 DDEWN
nr%74 AZICEENT + | EHAEIC Appender Z{EH
Logtail Zff-CTuZ%I\E |33
ERA)

R DX 7 7 ANMCEERE 1 271X Log Service ICE#%
1. Logtail ZfEH LTI |fEEh 3,
YL

ZN—T"v b REW REW

HBAIRER 7 v T — R HAHR—b, Logtail DFEIC |HHR—1, XEVHA X
C]:O"C:/E'E'Efotéo J:OT;E‘%?;%O

TV —raroginct |WHESS VIV -TRRIET | A, v ZIZEEMNEES

YITAT % EITHE, N3,

o—hin PR—+ HAR—1

INEEZ NS 5 Logtail D&E % HIFR, Appender OFEZZEH LT

77— a v EEH,




Appender 232 &, Config ZHH LT, a— F2EEEF XY TALEAL sknJIEE

fHHICE T TZ %9, LogService 12 & o Tt X 5 Java 5 Appender 1213, RDOF| D

HHET,

- TuTILAEEETS IR, HELENIKME NS

< JERH+T L =2 RA U PG —T/O AL ALy RICHEE5225Z7%<L, v b
U — 7 EEE XY — L REEA O FEE

- EEIIATEIT — KEDO B 7E ZIARITHNIL

- Ay 7 XA MNEXHAHE - Log Service DILD 7 RE R T, DAY T XA+ (R Dtk
DN DT 2) Z2 EMICEITTE X7,

Appender DB L EWLVE

T o Appender 2HEZNTVE T, 7—XDOHFZAAILIE, AT aliyun-log-producer
Java BMEH IR TV E T,

+ aliyun-log-log4j-appender

+aliyun-log-log4j 2-appender

+ aliyun-log-logback-appender

FHIE R

Appender % wti

aliyun-log-log4j-appender Log4j 1.x i Appender (7 7'V r—>a U3
nrD71L—hV—212 Logdj 1.x ZERAL
TW 25503 Appender)

aliyun-log-log4j2-appender Log4j 2.x H Appender (7 7V 7 — a v
07D 7L—h—21Z Logdj 2.x ZERAL
TW 2550 Appender)

aliyun-log-logback-appender Logback H Appender (7 7V 5 —2 a v
n2r 71 —24v—2Z Logback ZHH L Tw»
% 56 DL Appender)

aliyun-log-producer-java Java 7 7)) o — 3 Y[AliF D LogHub 27 5 A
7477 VT, WTEZAAEHEINET,
F2 o Appender (35X T, 4 Appender
EHEHLTT—22HZAAE T, BB,
LogHub I2EZAENET—XDT7 4 —)LF
L7+ —y FRIEETHILHTEEY, L
it Appender D EMZ /- S RVWIGHEIE. A
Appender ZffHLTu ZINE T I 1%
FAFEL £95



https://github.com/aliyun/aliyun-log-log4j-appender?spm=a2c4e.11153959.blogcont409045.20.510e49bdIKC4NA
https://github.com/aliyun/aliyun-log-log4j2-appender?spm=a2c4e.11153959.blogcont409045.21.510e49bdIKC4NA
https://github.com/aliyun/aliyun-log-logback-appender?spm=a2c4e.11153959.blogcont409045.22.510e49bdIKC4NA

F|iE 1. Appender & iE#E

laliyun-log-logdj-appender | (ZFLHEDFIEICHE - T, Appender & #Hi L £3,

HET 74 NV1logsj.propertiesODAFEIFIXDE B D TT,

log4j

# Log
log4j
# Log
log4j

.rootLogger=WARN, loghub
log4j.

appender.loghub=com.aliyun.openservices.log.log4]j.LoghubAppender
Service project name (required parameter)

.appender.loghub.projectName=[your project]

Service LogStore name (required parameter)

.appender.loghub.logstore=[your logstore]

#Log Service HTTP address (required parameter)

log4j.

appender.loghub.endpoint=[your project endpoint]

#(Mandatory) User -ddentity

log4j.
log4j.

appender.loghub.accessKeyId=[your accesskey 1id]
appender.loghub.accessKey=[your accesskey]

FE 2. B/

LELOFEE B DI Appender Zi%ET 2 L. Java 7 SV —> a Y OERT 2 v ZIZHER
12 Log Service IZAEX N E ¥, LogSearch/AnalyticsT, U 7 VXA LR ZEBEB/ M TE %
T, BICHAT2Z2r 7 —<y MIRDEBH D ET,

074 eI N en

level: INFO

location: com.aliyun.log4jappendertest.Log4jAppenderBizDemo.login(
Log4jAppenderBizDemo.java:38)

message: User login successfully. requestID=1id4 userID=userS8
thread: main

time: 2018-01-26T15:31+0000

- AR LR S N 7

level: INFO

location: com.aliyun.log4jappendertest.Log4jAppenderBizDemo.order (
Log4jAppenderBizDemo.java:46)

message: Place an order successfully. requestID=id44 userID=userS8
itemID=1item3 amount=9

thread: main

time: 2018-01-26T15:31+0000

FIE 3. Ba/athzHAt

T —XEWE/0H Y 2R, M/ oEEEZ A RTEEIC U £ 3, ROFIEIHE > THHEEZ A3

IZLEJ,

1. Log Service 2>y —icu 74 Y L¥73,

2. 7uy 7 b —EBXR=IT, Fudzr /27y I LET,
3. Logstore DHloMEREZ 7V 7 LT,
4. H LoFEMEL > EEBERIECZ Yy 7 L%,


https://github.com/aliyun/aliyun-log-log4j-appender?spm=a2c4e.11153959.blogcont409045.23.510e49bdIKC4NA

5. B4 VT v 7 RAFMILT0EEEEF. A YTy 7X@ >ZEHZIHCZ VY 7 LE
j—o *ﬁ?‘g/éj\*ﬁl\o“yzﬁﬁﬂ—_\‘éhij—o

K 4-4:F4.9T)71—ILFDISE

FIE 4. OJ 3R
1. TIRRMANIC = 5 — 3 b 34 L 7= B4V 3 i &2 il

level: ERROR | select location ,count(*) as count GROUP BY location
ORDER BY count DESC LIMIT 3

2. EIE 15 7N R 7 LRV Z i, Bl E a7 o Bl
| select level ,count(*) as count GROUP BY level ORDER BY count DESC
3. n NEZRA
LoaZicNLTh, ORI 7 74Dy T XA MERE IEMICHERETE £,
DVWTE, May7*FAMHRR) 2TSWIES 0,

4. 1 REIINICa 74 Y DR S Z 0o lea—%— 3 Azl

Login | select maid (message, 'userid = (? <userID>[a-zA-Z\d]+)', 1
) AS userID, count(*) as count GROUP BY userID ORDER BY count DESC
LIMIT 3

5. H—H—DIHEIL 15 7N DI VEEERZ HH

order | SELECT regexp_extract(message, 'userID=(? <userID>[a-zA-Z\
dl+)', 1) AS userID, sum(cast(regexp_extract(message, 'amount=(? <
amount>[a-zA-Z\d]+)', 1) AS double)) AS amount GROUP BY userID



549 - Nginx 7€ 2204

Nginx #— 3N—T Web ¥4 + 283 2 Web EFFHIIBZ WE T, Nginx 7 7€ 2n 7%
#Hatsath L., Web A4 bOR=I L 2 =7 7 AR E Wo e 7T — 2 ZHIS LT Web #1 +
DEZ74 977 —REMHILET, CNZZ (FEO 7 72 @iy —b) Lo 7ERDITIET
X, Web ¥4 MCjs #FALTEE, 2—F -2 94 N7 7R T 5L js lRBIXETVE
T UL, ZOHETE 7 7RV X LA EhEEA, A MY =208 E 7 54
UHETAMIT NgInX 7 72 20 2% 05 22 b TE T, BEMERICTERA 2D, @
RHC R 21T 5 Ce LS R D £3,

Log Service TR 7DV 7V EA LRE, THT2Z e TEET, Fh. IHIHRIK Y
YaR— FIZERENZ 70, Nginx O 7 7t 21 7O EN %2 KIBICRIR S 2 Z L BT
%, fHHEIC Web 34 F7 72 X7 — X OGN T IR TEE T, AFFa XY TR,

Nginx 7 7t 207 %255 LT, v 2otk FIEz ZHEM L %5,

1)z b b

Nginx 4% — 8—T, fAAD Web ¥ 1 M#EEL, ¥4 D7 7 e AR 2R T 27012
Nginx D7 7tx2u 7%z 55hL. PV, UVE, 727tZ2ADZW Web R—> HHRDOEHNY
JIAMAY Y B, PIEYZIZRAb, 75472 Mifl. BLXEWeb¥ A4tV 775——F%
G35 2b0L LT,

OJ74#—=<3v k
IS F U AN, RDlog_formatZ i INZ Z e ZHEREL 3,

log_format main 'S$remote_addr - $remote_user [$time_local] "$
request" $http_host '

'$status $request_length $body_bytes_sent "$
http_referer" '

'""Shttp_user_agent" $request_time Supstream_r
esponse_time';

74 —IL FOIHHIEXDE B TT,

74— K B

remote_addr 7477 RFLR

remote_user 7747 - -4

time_local PN — R

request XYy P4, 7 FLVAR, BXUOHTTP 7u b
ANEEFLV IR AT VY




74 —=JVF B

http_host 2—¥ -V X CEHENS HTTP 7 F
LA

Status 0% HTTP A5 —X Z2a— R

request_length VIR MHARX

body_bytes_sent J5% D Byte £

http_referer V77— (ZHn)

http_user_agent 7947 V4

Request_time V7 TR MBS OFRI

upstream_response_time 7w A MY — L% — RS IR

FIE
1LF=212R= b1 —FZR<

Log Service D7 —X A4 Y R— b4 F—FRIZ&D, 7—FY —RHFT7 7L ATEE T,
ROWTNDDITETT —E A Y R—1+ 4 ¥ —FZEH L. Log Service TNginx D7 7+
Z2n 7z R L%,

- Juayzr OEK

Logstore Z{E L7=6. BIFO a2 7 b ERIIHRIHMER LT 27 b7 —& 4
VAR=PIUF—-FEIVv I LET,

B51: F—=21 Y R—bv4HF—F

i
s
[+1]
]

Tou Nave Crezied 2 |CIQETL'!IZ—'_2 use the data import wizard to learn ab
out collecting logs, analysis and more.




- BIf£0 Logstore THHUE, Logstore V) A b R— X D %Y Logstore D7 —& 4 ¥ R— b
VAP —F74arz22Vv 27 LET,

B 5-2 : Logstore U X k

2.7—2Y —REER

Log Service iZi&, 75V FH—b R, = F =74 —0DY 7 +v =7, APL, SDK &\ 5
oo SEIFREHOT XY —R 2RSS T eHNTEFT, Nginx 7727203512

F, —=F =748V 7+ =7 ONGINX ACCESSLOG > ¥ —F =T 4 =V T YT %
ERL £7,



H &R 24 v 2 A%—1 [ 55Hi - Nginx 7 7202

3.7—=8Y—REHRE

1. CHIHBRBRICEDE TREH LR I R AT LE T, £/, NGINX v/ 75 —<v M
12, #ERED Eidlog_formatZ AN L E 3,

B 5-3: 7—%Y—ZADHE

= Configuration Ha'rre;| best_nigiro_log |

- Ll:lﬂPBth!| {nging | Jand |I|.r:_|.uu |

Al Files urkdier the specified folder (inchading all directory lewels) that conform to the
file rame will b monitored, The file name can be 3 complets name or a rame that
ciontaing wildcards. The Linux file path must skart with *"; for example,
Japsara/muwia/...Japp.Log. The Windows file path must start with a drive; for
example, C\Program Fles\Ingel,...\*.Log.

Dackar File:

1 ke Tik2 i3 i Uhe docker container, you can diredtly conligure the inbernal path and
comtamer kabel, Logtail will automatcally monitor the oeate and destoy of the
container, and collect the log of the specifiad container according to specified label

Modia; NGIMX moos

= NGINK Log Format:) log_format main “§remabe_addr - Sremote_user [§ime_local] "frauest”
thitp st *
‘$5tatus frequest length Sbady_byvtes sent "Shim_referer””
TEhttp_user_agent” Srequest_time fupstream_respores_time';
=
The standand MGINX configuration file log configurabion saction, usually begin with
log_formiat

Log Service \3i% 43 2 ¥ — 2 HERICEH L £ 9,

Spe
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$requestld, request_method¥ request_uri®d 2 oD F—IZEHINE T,

B 5-4: Nginx F—

NGIMNY Key:

2. RS IN—AIEHLET,

R VIN—=TEELRERLTORITIE, FII AT ERERLEST, w2V
N—TFDIERGEICOVWTIE, (=3 vy —FOER B FICIP 7 RLRAZIEE) 22

SR ZE W,

Spe

Logtail DFLENENCHR 5 T, BATIMEL DD T,



H S k# A9 7 AX—b [ 5 -Nginx 7 7t 2ua

4IRFZ. PR, AR

Logtail (X EZWHT 2~ v 7N —TFTDN— b= b DBIEHAT—RRATHD Z L ERERL.
HloFvea—%22Yy 7 LTIEET — 2 ZHUR L X35

E55:7LEa—

Timaae Cooritesnt

body bytes sent:161 hostnome: T8 http_referervwww hastd.com bitp user_agent
Mo llar, 0 {Linux; L; Androsd 6,001; zh-on; OPPO Rbs Pus BuldMMEBZEM) Appisivabiit’
53736 (KHTML. lke Gecko) Version/d 0 Chrome53.0.2785.134 Maobile Safari’537.36 Opp
oBrowsen'd 3.8 hitp_x forwarded for- remote sddrd? 84.0.7 remote user reguest
mathod:POST request_time:0. 139 request_uriurd source¥alue 10100105 stalus:
301 streamValuech. TOE targetValue s time_local ' 5MarP018:16:16:43 upstream
responsa_time:1 630

2018-03-15
127009

body bytes sent:184 nosiname:sun.tt Mip refessr s nostd.com Rt user agent
Moeillars.0 {iPhone 4; GPU iPhome OS 7_0 like Mac OF X} Appletveb 53T 51.1 (KHTHL
lioer Gesoen) VersionsT.0 MOOBrowsen'T.6.1 Mobila' 14466 Safari’8558.25 MoCustomls
2 DEWeSewType'! hitp_x_forwanded for- remote_addr: 16973524 133 remote_us
er: request method:POST request time:D 588 request i udd sourceValue: 10101
03 status: 200 streamvaluec]. 153 targetValie:sin? time local: 15 MWan 201 8:16:16:42
UpStream responss time. 726

2018-03-15
127001

body_bybes semt-251 hostname:mike hitp referer www host? com hitp_user_agent
Mngillads, 0 {Linux; L; Sndroid 7,9.1; zh-0h: ONEPLLS ASO00 Build/WMF2EX) Appleiiviabid
LE3T. 36 IKHTML, like Gacka) Versionds D Chinomaa0u0. 22 14,68 UCEnweer11.6.4.950 M
oble Sateri'337 36 hittp X forwardad for01.52.192.0 remote_addr:42.63.744.0 ram
ota_usar, request mathod:FOST requaest time:0 886 request uriurd sourcaValue
1,10,10.3 status 500 streamValue: 5.766 targetValuecsibl time_local 18Mar2008:1
B:18:44 upstream_response time: 1,230

2018-03-15
&7 D

Log Service &, ot e HHO-DICHFTERSI N F—2REL T, EEoXF—(FL
Va—3he7 =R TERK) ZBIRLT, 7740 DF—L~vv VI T5IEMNTE
EX

®56: F¥—/{EDT>Tv I REMK

* KeyfWalue Indax Attributes:
Enztle
Actual Ky T K S Taken Aralylics

Huill L o v bewdy_bwtes_sen -
Ml L ong ¥ bytms_sent -
Haull v o ¥ | | connecton .
Haill v O] ¥ connection_requ |
Mull " g ¥ - -
Foull * | long L E- T -0
Faull ¥ | et ¥ | | time_lsoB50l fake v| [ ==0n0rnecs | @D
Ml L et ¥ tirres_local fake v =D D -
Full L ang p rorant_length -
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BRI o4 v 2 AX—b | 55Wi -Nginx 7 7 £ 202

Rz Vy 27 LET, LogService i34 > 7 v 7 REHEIZHERNCHRE L. aICHIHTEZ 3
X 9 nginx-dashboardX v & 2 R— LRI N E T,
5.70tZ205%3thd3

AT 7 AEEERBNCTBE. T74NL P TE YT aR— ROERINIZR—JIZ, BiGHE
DITMPRREINE T, Xy PaR—RFDFEVWHIZOWTIE, Ay Pakr—F] 2SR
X\,

B 5-7:4yaR—F
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- PV/UV #iit (pv_uv)

HiHD PV B XX UV B2 HEE L £55

& 5-8 : PV/UVEEST

oL

aK

3.5K

03-15 14200

[ =]
(%)
n
[#2]
=)
(=]
=
La
n
5]

=]
&

Last 1 day - A

Bt AT —F X b

x | select approx_distinct(remote_addr) as uv ,

count(l) as pv ,

date_format(date_trunc('hour', __time__),

group by date_format(date_trunc('hour', __time__),

order by time

"%m-%d %H:%i') as

10/ %4 ,
%m—%d %



limit 1000
- TR ZBDZNR—Y kv 7 10 (top_page)

HiHD, PVBORDZD o7 AL 10 R—T 285 L £,

B 5-9: 7 7t X#kiEt

10p_10_page Lasat 1 day
path P
- 547
i 529
10 508
furi 502
w7 487
urid 488
furig 432
furid 488
furi2 4u¥
” 480

et AT —F XU b

*x | select split_part(request_uri,'?',1) as path,
count(l) as pv
group by split_part(request_uri,'?',1)



H &R 24 v 2 AR =1 [ 55Hi-Nginx 7 2202

order by pv desc limit 10
VIR RV y FOHIE %2 &G (http_method_percentage)
AHCHERENZY ZZ A M XYy FOEIGEEF LT,

B 5-10: UOTRAMAY Yy FOESE

http_method_percentage Lastiday =~ | A

® PUT
——38.39% POST
® GET

52.85% DELETE

Het AT —F X b

*x | select count(l) as pv,
request_method
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H &R 24 v 2 A%—1 [ 55Hi - Nginx 7 7202

group by request_method
V27 LR MRT—2ADEEZEE (http_status_percentage)

MHOZV 72X 25— R A(HTTPRA T —& Z2a—F) OHEGEEFLET,

B511: V9 IAMRT—2ADEE

http_status_percentage Lastiday ~ A

3.23%\3'?3? 4\7&51’. ’ ,4,/52-% .

4.52%

® 502

® 2N
® 500

404
® 200
® 304

® 302
/

7007%

st A7 —1Fr X b

*x | select count(l) as pv,
status
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H Sk JA v 2 AX—1F/ 5508 -Nginx 7 7t xu 7

group by status
)7 R b+ UA OEIEZ 5T (user_agent)

BHIC7 7RIV TS OFOEEREH L 7,

E512:U2ITXF UADRIES

user_agent Lastiday ~ A

13.90%,

@® Chrome

— 536, Safari

32.47% ® unkKnown

et A7 —F X b

* | select count(l) as pv,
case when http_user_agent like '%Chrome%' then 'Chrome'
when http_user_agent like '%Firefox%' then 'Firefox'
when http_user_agent like '%Safari%' then 'Safari'
else 'unKnown' end as http_user_agent
group by http_user_agent
order by pv desc
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H &k 24 v 2 A& =1+ [ 55#i-Nginx 7 7202

limit 10
V77 5—1v 710 245l (top_10_referer)

HIHD B 10V 7 7 7 — (BUT) 285 L9,

E5-13: V7 75— kv 10 &5

1op_10_roferer lastiday ~ A

sw.hostS.com

awLhost2.com

W, hostT.com

N hostE.com

Nw.hosta com

» v

W, h..J0.com

ww.hostl.com

awLhost5.com

vehostB.com

aw.host3com

200

L
=3

400 &00

2
2
(=]

WMt AT —F X b

* | select count(l) as pv,
http_referer
group by http_referer
order by pv desc limit 10

6.7 7t A#EHR L Bt

Web EHHZIX, TOHEINTVS 7 7 RA{EEOMM, V7 =X ML O LIRS, 15 K
DENR—VZERTAEDIC. 77V IZIZA N2 TA3Z23HDET, Z50-o08E
Iy ZZYR—JIWICAN TR RHICT 7 A TE£9,
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s SEEVAT U ERERL
AT ERRULAT USRS T EITHRELT, LATUIOHERIERL T,
Bt AT —F X b

*x | select from_unixtime(__time__ -__time__% 300) as time,
avg(request_time) as avg_latency ,
max (request_time) as max_latency
group by __time__ -__time__% 300

- RRLVAT YTV TR MR-V EHEET

BRULATUIRIBEBTELES, RRULATUVIDBRELTVWARY A MR—IUREELT
R=IJ L ARYZEEHLL T

Bt AT —F X b

*x | select from_unixtime(__time__ - __time__% 60) ,
max_by (request_uri,request_time)
group by __time__ - __time__%60

V2 IR NVA T D0k EE

Web %4 b RIEDY VT AP LA TV 0MmEEHLET, LATU %2 10HDONT v b
WKHEL, F#LA TV OMRBTY 72X bOEHERL £3,

et 27— F X > b

*x |select numeric_histogram(10,request_time)

LAT Yy by 710 2585

WAVA TR TRL, 2HFBURE10FHE T, $20EZEHLET,
Mat A7 —F X > b

*x | select max(request_time,10)

c RmRLATUIOREL TVWER—I &L

Jurl2R—STHRALATUVINPRELTVWEELET, /url2R—JZHEE(LT 2120, /
url2R—YDOPV, UV, XV v K, AT7—&KR, 753U DOEREE LA T, RkLA
T RELET,
MatAT—F X b

request_uri:"/url2" | select count(l) as pv,
approx_distinct(remote_addr) as uv,
histogram(method) as method_pv,
histogram(status) as status_pv,
histogram(user_agent) as user_agent_pv,
avg(request_time) as avg_latency,



max (request_time) as max_latency

FROTF—2Z2HRTE ik D, AR Web %4 Fo7 7 ARz BAEMICHEET 2 2
EMTELXT,



6 Apache 77t X047 D53tk

Log Service Tlx, V> R by 7T Apache n ZI[it, 7 —X A4 Y KR—b U4 F—FTA VT v
I AMEREITO ZENTEET, 774NV DRy T aR—F, ¥R 7V HRAT—F R
M T, Web ¥4 F7 72 REHRE Y 7V E AL A TEES,

- Log Service DH L
- 7Pz B LU Logstore DIEK

Apache 13 Web ¥4 + ORI Web EHEZE DL K BFIH T 24— "—T7F, Web EFHFIL.
Web 7 7 & 2K E {2 T 2 72912, Apache 7 7t 2u 7% LT PV, UV, IP 7 KL &
DY =T ayifi. 7747 MER. SRICYA P Lo REREZIIGEL X3,

Log Service Tl&., 7Y A by 7T Apache v I[N, 7—Z A Y R—= bV 4 F=FTL VT v
7 ZVEREITD ZE W TEE T, £/, 774 T Apache u Z7HD 7 7 AfRHi X v > 2
A— R HEBEREINE T,
TR FVAICEDET, Apache B 7 OREZRD L ST 2 Z e ZHERL £,
LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i
\" %D %f %k %p %q %R %T %I %0" customized

ba s
nrarroVIiz, %t. %{User-Agent}i. %{Referer}it W o AR—ZA%Z&L 74— K
MWD E S DPEMERLET, AR—RZEL 74—V D256, \?THT & &R <
a7t EnEd,

H{7 14—V RFOERIIRDEED T,

74— K 74— EF% i

%h remote_addr 2947 MIP 7 FLAR

%1 remote_ident identd 27 54 7> Millono
7%

%u remote_user 2547 ba—¥—4

%t time_local H— N — D]

%r request XYy R4 IP7 LR B
XU http 78 F AL &Y
IR barvrry

%>8 status JOE http R 7 —&X 23— ¥




74— F 74—V R4 i

%b response_size_bytes INEDH A X

%{Rererer}i http\u0008_referer V77 7— (ZHon)
P

%{User-Agent}i

http_user_agent

7747 Mk

%D request_time_msec Y 7T A MR (R ) RYELLE)

%f filename VIIRALT7 7405 (R %
atr)

%k keep_alive keep-alive V 7 = 2

%p remote_port P—N—DR— FHF

%q request_query 7 Y FH (7 TV FF D
RV EX I TH)

%R response_handler PN DEDNY R T —

%T request_time_sec Vo7 A MR (B HLAL)

%1 bytes_received P — N — D315 Byte B (%
mod_logio £ 2 — L DHH)
1t)

%0 bytes_sent F—NDE(E L7z Byte 8 (%

mod_logio €Y 2 — L DHH)
1t)

1. Log Servicea vy Y —nizu 74> L, Jayz7 42270y 27 LET,

2. Logstore UV X + R—ITi%Yj Logstore D7 — XA Y R— U4 F—F74arzr Vv

LEJ,

3. 7—&Y—RIZAPACHE 7 7t 2u 7% ER L £ 7,



https://sls.console.aliyun.com

4, F—=RI —2AEHELET,

a) REDHAEIZ AL E5,

b) v/ R2% AN LE T,

) ur7x—~<y FbEERLET,
02774 —<v MZld. Apache B VGE T 7 A VITHEE SN TWVWE 7 4+ —< v b ZER
LET, BRIcur7—X2RE/0h$ 512iE. Apache n 77 4+ —<v FDO A A& 41k
ZHEREL £9,

d) Apache Dr 77 3+ —<v FREEXANLE T,
0y 7 —<y Ml IR RS 2EELLGEE. REVEBMANSINET, H R
2rary7x—<v NeHRELGAIE. REZANLET, Lid Log Service DF%E%
ANENDZ e ZHRL T,

e) APACHE * — & %R L £ 7,

Log Service |3 APACHE * —% 7% HEIfNICMRL £ 9, ¥ —%13 Web R—I CHERT &
E

il
=) =:

%r & D, request_method. request_uriB X frequest_protocol®d 3 DD Fx—
yapkiii 1N R g = s I8

f) A7 arvi AT a3 MA T avE2BEL. [N 22V 2 LET,

R EIHH Al

n—Al¥yvia |B—AlFyrvyaDEMML/EENL, BT 2. Log
Service DRI o7, vl rou—nLv74
L7 PVIZF ¥ v adh, LogService M L7z HkEE
T, T74NEFTIE. BRKIGBAF ¥ v 23NET,




REIHH

S

FUTFruaso
7y 7a—F

FVIFrarory Fu— RKoEHL/EML, Bt T s .
FI7FNDNTAHIVIF AT IZHH T 4 — LV EBEIMEINET,

FYy 7HERRE—F

- NULL - Topic Z/ER L7swv: F1HE, b ¥y 7123280750
BREZINTVET, v 2BRTIEICI Y 7D ANFIHE
HHEEA,

R VIN—T Py ZEN 7Y b RN iIZR
7= %XHlT 255 HEHL £,

© T 7 ANRROIEHER: KA T a VB IRT 2581 B A
2 LIERBRBEADOBREN AT, IEHBHAZLS Py 703
HHXhET, 2—HF—RA VYRR RAZT e IZu %2503 385
BRHEHLES,

A AR MERIREL

My ZHERE— FIZT7 7 A ARZADIEMRERZEINL 72558, 1F
HERHEANLE T,

2y 774 NLDLY
a— R

- utf8: UTF-8 > a—F
- gbk:GBK =>a—F

E=AXYVUITT4 L
7 M) OIRKFEEE

V=2 hron 2R T2 XICE=RY VITHRDT4 LY
M) OERKEEEZRE L 3, fHETREREIZ. 0~ 1000 TH
D. 0 DHEBFMEXEFDT 4 L7 PYRZADABE=ZXY ¥ IR
ERDET,

RA LT F

FE LN 77 7 A MITERPBRWGEICZXA L7V k
LETET, XA A7V M, REARRRMEIZRDEED TT,

C BALTTPLERV:ITRTORT 7 7 A NEHICE=RY VT
L. B4 L7 FENEEA,
07 TRALTY M 300 %EBATRY 7 7 A ADHEB IR
%n\D???%W@&4A77FL\%—&U/7ﬂ%ﬂ
ERDET,




REEH S B
T 4 IVER—BTE T ANE =SB T 2 T DOANEINE T,
il

© SRS e 2RI Key: level Regex:WARNING |
ERROR DA, WARNING 2 2 %7213 ERROR 12 27" D A 53U
LIhxd,

- SRl a7 IR

- Key:level Regex:A(?!. *(INFO|DEBUG))D¥;

A, INFO n 278 XU DEBUG n 7 3UE T 8 A,

- Key:url Regex:. xA(?!.*x(healthcheck)). *x®
%%, URLIC Thealthcheck) % &t v 23N X
NFEX¥A, 722212, key» Turl) T, {EA/inner/
healthcheck/jiankong.htmloa ZIIEX N TR A,

ZDMDHNZONWTIE,  Tregex-excludeword] .  [regex-exclude-

pattern) & TSR 2 E 0,

NI UITN—FWZRERHEHL %3,

REZHEM T2~ Y 7NV —T2ERLET, ATHOYS Y IA—TNERZ2 Yy 7 LE
3

R VIN—=TEEEER L TORWGEREZ, v Y I —TDERE 7 Vv 7 LT v
N—T2ER L 3,


http://www.regular-expressions.info/lookaround.html
https://stackoverflow.com/questions/2404010/match-everything-except-for-specified-strings
https://stackoverflow.com/questions/2078915/a-regular-expression-to-exclude-a-word-string
https://stackoverflow.com/questions/2078915/a-regular-expression-to-exclude-a-word-string

H A5 H# 24 v 2 A&—1 | 6 Apache 7 7€ 21 7 D5k

6. (A7 av) sV, SHKOAHILEREL £,
RO IN—TDN— =" DBIEERT—RATHIUL, TV 2—REVZ 7Yy
ZLTIET—2%2FRRLET,

Time/1P Content

bytes_received:184 bytes sent:5149 filename:/usr/share/httpd/noindex/index.html| http_referer:- http_user_agent:Mozilla’s.0

(Windows NT 6.1, WOWE4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 Safari/537.36 keep_alive:0 remote_a
ddr: remote_ident:- remote_port:80 remote_user:- request method:GET request_protocol:HTTF/1.1 reque
st_query: request_time msec:313 request_time_sec:0 request_url:/ response_handler:httpd/unix-directory response_size b
ytes:4897 status:403 time_local:[14/Aug/2018:16:29:54 +0800)

2018-08-14

bytes_received:18 bytes sent:5168 fllename /usr/share/httpd/noindexsindex.html http_referer- http_user_agent:- keep_alive:

2018-08-14 0 remote_adc emote_ident:- remote_port:80 remote_user:- request_method:GET request_protocol:HTTP/1.
0 request_query: regquest time_msec:269 request time_sec:0 request_url:/ response_handler:httpd/unix-directory respons
e_size_bytes:4897 status:403 time_local:[14/Aug/2018:16:23:23 +0800]

Log Service DT 20 77— %) 7R A LB/ W T 2 BERD 2551, 4>
Ty 7 ARNORELTHRLET, BHEZZ VY 7 LT, ¥—HlDOA VT v 7 RABEEZFRRL
E

: Mlmlmmmsrm

Aciual Key Type Detault Key Mame Case Sensitive Delimiter: ij.;:::" 2
Ml & | toxt & | client_addr falsa § | =0 esa ity [ @
hudl : teoet 4| | connact_addr talsa s | =0l resanit [ @
Ml = baxt = ncal_addr False = B e T = T m
hull ¢ | iong | | response_bytes a8
reSpOnGe size byles & long +| | response_sie byles a8
hull $ | text #| | cookie_session falsn £ | =00l Tes oAt a8
request time_msec %[ | long 4| | requess_time_maec a8
Nudl B Bt = arm_oonneston Falsa = 1 fL e T =T T -j
MNull H et H eny_ftransher_sncoding falsa H =0t m
Nl s bt s | v vary talas . (B R A a8
hudl = pect 4 | emv_x_powsned_by falsa s | = =t0presa it a0
filename & | text £ | filename talgs s =B a8
remate_addr H bt H ramote_addr false ] = = PR m
Wl H et H requasi_protocol_suppl falsa = T -1 St i m
hitp_ referer - bt £ | mitp_refersr talga . e O P AT a8
hitp_user_agent H et H hitp_wser_agent falsa H =0T e E ':]
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H S k#

24 v 2 A&—1 | 6 Apache 7 7€ 21 7 D5k

77 %)L b TLogstoreName-apache-dashboard X v ¥ 2 R— RPREINTVWET,
EMTETTEE, BT arR—FXR=ITHEEITIP 7 FLRADY — a V71,

AT — R AWRDPEINC) 7L E AL LFRREINE T,

eaQ

ip_distribution

[SyC]

® v

150 o uw

98-22 %32 %52 8530 Btz Ofize Clize Bispo o Pisge 53 2539 vr0n

top_10_referer

http_status_percentage

117%
|

‘ __—4061%

a5.77%

0.94% 11.50%

net_in_net_out
il
800K
600K
400K
200K

[

[SC]

top_10_page

path |/

_ '

top_10_latency_request_uri

top_atency_request_uri request_time_sec ||

/noindex/css/fonts/Light/OpenSans-Light.woff 0
Inoindex/css/fonts/Bold/OpenSans-Bold tif 0
/noindexfcss/fonts/Light/OpenSans-Light.tf 0
’ 0
/ 0
Jnoindex/css/fonts/Bold/OpenSans-Bold woff 0
/noindex/css/fonts/Light/OpenSans-Light.woff 0
Inoindexfcss/fonts/Bold/OpenSans-Bold tf 0
/ 0
Jnoindex/css/fonts/Bold/OpenSans-Bold woff 0

Jlogin.cgi

@0

® a0a
® 400
® 200

® 405

® netin

® netout

e v e e e e

hitp://www.baidu.com/cache/globalimg/gs.gif

Jqaq.php

/q9.p7p

htip://clientapi.ipip.net/echo.php

/noindex/css/fonts/Light/OpenSans-Light.tf

Jecphp

/noindex/css/fonts/Light/OpenSans-Light.woff

Inoindex/css/fonts/Bold/OpenSans-Bold woff

e
Ax

V7T b

http_method_percentage e 0O
poex
| 070%
1 _—0.47%
26.76%. ”’
® HEAD
® CONNECT
® PROPFIND
GET
® POST
71.13%
user_agent e Q0
2.58%
\
‘ ® unknown
@ Chrome
36.45%-
® Safari
T57.28%
Firefox
e Q0
pvdl
197
45
10
6
6
6
4
4
4
4

- EEICIP 7 F L R4 (ip_distribution): JAE/CIP 7 KL ZAD Y — 2 YRR &
NEF, A7— b XV MEIRDODEBH T,

* | select 1dip_to_province(remote_addr) as address,

count(1l) as c

48
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HER# 74 v 7 AX—k | 6 Apache 77t 217Dk

group by address limit 100

ip_distribution & ©

- VI TR RT—X R (http_status_percentage): fiH D& HTTP A 57— X 22—
FOURPEHINET, AT — P XY MIXROEEH T,

status>0 | select status,
count(l) as pv
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H EiR# 74 v 7 AX—1 | 6 Apache 77t 2u 7 D5aH

group by status

hitp_status_percentage =]

25.84%.

k] . A04
» 403
& 400

& 200

I63TR

Y7 TR XYy FEE#E (http_method_percentage): fiiHDO VU 7 =2 b XV v KD R
PEHHIAET, AT — XV MIROEBH T,

x | select request_method,
count(l) as pv
group by request_method

http_method_percentage O RO)]

sk
| oo

& DOMWMECT
» OPTIONS
® GET

SR.S6%

- PV/UV#GEt (pv_uv): BiHD PV UVEDEH SN E T, A7 —-F XY MIRDEE
hTY,

* | select date_format(date_trunc('hour'
'Y as time,
count(l) as pv,
approx_distinct(remote_addr) as uv
group by time
order by time

time__), '%m-%d %H:%i

Y ——
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limit 1000

p_uw

160
120
BO

40

Oa-4 bg Og.15 . 084

. Q [ Og-
1 1ngn 13 180 13 20,00 2 2200 19 23200

on an o 14 O8ign ™4 10:0n ™4 1o 41260 4 1300 ™ Mo ' Tsion

Og.s Og- N 081, o -14 =
4 03:0n 1 D2 9 Odzpe 4 O6ign ™ O7n 4 Daign 4 14:0n ' 15:0n ™ 16200

c ZENTI T4 v EEY T 74 v 7 (net_in_net_out): EZIEL T 74 v IREHINE
Fo AT—FXYMIRDODEBHTT,

*x | select date_format(date_trunc('hour', __time__), '%m-%d %H:%i
') as time,

sum(bytes_sent) as net_out,

sum(bytes_received) as net_in

group by time

order by time

limit 10000mit 10

net_|n_net_out

=
(=

SO0K

300K
200K

00K

0874 . O8.74 1 o Ofgn o OFong - O8agy . O, - B8, gr08erg o Mgy O8.py  08.g,  Ofepe Of.qe . Qfge  O8.p.
Ton Yo S 2ge T 2200 T fann ¢ 020n S Odaa S e Ofnn ™ 0 Ofne 0 Mige % Thon 9 Tagn *0 Mign 10 Tian 1T Mign | Mign

) 722+ UA ©#E|E (http_user_agent_percentage): iiHD 2 54 7> MR 77
F—DHIENEHEINET, AT —PAYPIRDOEBDH T,

*x | select case when http_user_agent like '%Chrome%' then 'Chrome
1

when http_user_agent like '%Firefox%' then 'Firefox'
when http_user_agent like '%Safari%' then 'Safari'



H & Rk#

74 v 2 AX—1+ [ 6 Apache 77t 207Dk

else 'unKnown' end as http_user_agent,count(l) as pv
group by http_user_agent

order by pv desc

limit 10

user_agent B D

& Chroma
® unknaen
® Safari

Firefox

V77 7—"Fv 710 (top_10_referer): HiiHD L2110V 7 » 5 —AHMP SN E T, R
T—bhXYMEIRDEBDHTT,
x | select http_referer,

count(l) as pv
group by http_referer
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H A5 H# 7 Ay 7 AZ—1 [ 6 Apache 7 7t 281 7 D5

order by pv desc limit 10

top_10_referer e ®

5.C55 I

com/ ® pv
. pV: 9
227 I
17:80 |
0 50 100 150 200 250 300 350 400

7R by 710 DR— (top_page) : HiH®D PV DZh o7 L 10 R—IHHE M
éﬂij‘o Xi"‘]‘)“/]‘&im@kj’a’b'@j—o
*x | select split_part(request_uri,'?',1) as path,

count(l) as pv
group by path
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order by pv desc limit 10

top_10_page

path Jf

Inoindax'cssfonts/Bold/ OpenSans- Bold . wolf

ingindiuessfonsLight' OpenSans-Light.walf

inoindexcsafontsUghtOpansans-Lightuf

Inoindaw'essfonts/Bold/OpenSans- Bold .t

frOi e s OE - Sans. .55

fimapges/apacha_phb.git

Inoindaneaahootsirap min.css

fimages/powearedby.png

favicon.ico

53

Y]

- VIR MOINERBREDOZ W URI v 7 10 (top_10_latency_request_uri): i H
DV 7 TR MDIRNERBIREBED o7 E7 10 URI BRI EST, A7—FX Y ME

RDEBH T,

*x | select request_uri as top_latency_request_uri,

request_time_sec



H & Rk#

7 Ay 7 AZ—1 [ 6 Apache 7 7t 281 7 D5

order by request_time_sec desc limit 10 10

top_10_latency_request_uri & ©
top_latency_request_uri[* request_time_sec [
/noindex/css/fonts/Light/OpenSans-Light.woff 0
/noindex/css/fonts/Bold/OpenSans-Bold.ttf 0
/noindex/ces/fonts/Light/OpenSans-Light.tf 0
/ 0
! 0
/noindex/css/fonts/Bold/OpenSans-Bold. woff i}
/noindex/css/fonts/Light/OpenSans-Light.woff i}
/noindex/css/fonts/Bold/OpenSans-Bold.tf 0
/ 0
/noindex/css/fonts/Bold/OpenSans-Bold. woff 0
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TS 7o XOT7 D5

IIS i3, Web ¥4 b Z2kiE, HEH T % =0 DR HER Web 3 ——T3, IISOINEL.T
re2A0 7o, R=Ybta— 2=—IEIX— 7747 YFIPT7 VA AIEYT TR
M EZEFZ 74 v 7 Vo FERZIIFL. Web ¥4 FADT7 72 RAZ2E=X) 7B XY
I TEET,

- Log Service 23t L 5%

- 7uY =z bt Logstore Z{E L £3, Fu = ¥ Logstore ODIERFTEICDOWVTIE,
M) 2 2B E0,

nry74—<v b

CEFIBUMRICTE S XS5, 74—y NI W3CHRE 7+ —~ v P 2H#ERL £
3, IISManager T, 74—V FZERNIALZI7 Vv 7 LET, BHHET4— L RV X H
5Hsc-bytes k cs-bytes##ER L ¥ 37

B 7-1: 71 —IJL FDER
RD & D IBRBENTTD £55

logExtFileFlags="Date, Time, ClientIP, UserName, SiteName, ComputerNa
me, ServerIP, Method, UriStem, UriQuery, HttpStatus, Win32Status

, BytesSent, BytesRecv, TimeTaken, ServerPort, UserAgent, Cookie,
Referer, ProtocolVersion, Host, HttpSubStatus"

.« 74—V K OETHEEE

PZEARE ]

s- = N —1E

C- 7547 MMEE

cs- 2547 Y hDOF— Nk

sc- P=N—D7 5747 ME
© 74—V FEi

74—V F 2iRA

date BEEN

time BRERFZ

s-sitename 2547 DL A bDAL YR —Fy PP —E R

A VAR Y AFES




74 —=JVF Wt

s-computername 07 x2S %Y — N—DH4H]

s-ip 0BT 59 —N=DIP 7 FL R

cs-method GET & POST 2\ o7 HTTP V 7 = X b5

cs-uri-stem B R

cs-uri-query URI (HTTP V 7 =X F 27— b X ¥ + ORERIFF (2) LUKE)

s-port 7747 OB LY —N—DKR— S

cs-username P —N—IT7 7 & A L ZG8G5EA A2 —F — D4 (FRAERH A
I—HF—E R v\ —HF—%. BEHZ—F 1IN 7
¥ () BFL)

c-ip VIIRALDKEIZFAT7 Y FOIP 7 FL R

cs-version HTTP 1.0 HTTP 1.1 t\oZ7a b aronN—ya v

user-agent 7747 MR T S U —

Cookie E(E/32(8 7z Cookie DA (Cookie 2372 WIGEIE. M
47 () Zilid)

referer SR A b (=Y —DRFBIZHB L3 A )

cs-host KA DAY B—4,

sc-status HTTP  FTPORX 7 —&X 22— F

sc-substatus HTTP %770 FalDATF—RZAa— K

sc-win32-status Windows D X7 —& ZXa— K

sc-bytes B — N —DIX(E Byte

cs-bytes B+ — N —D3Z(F Byte

time-taken BEOFTER R (3 VRIS

1. =& A4 YR—brU 4 F—F2HBLET,
a) Log Service 2> Y — LD —LsR—=IT7uy =2 t4% 27V vy 2 L. Logsore V A |k
DR—IJIBHL %7,
b) 7uP 2 OF XA VR4 F=FIHDT LAYy 7 LET
2. FIH1 07 =&Y —ZFERZ, Y—F =741 —HDOY 7 v =7 DIS ACCESS LOG%
BEIRL X5,
3. TRV —REHRELET,
a) Gt 22 AN LET,
0 27 >$ 2% 11S Manager THERTE £ 3,



4. v 7x—<y bEERLET,

S 77tAxur7x—<y bEEIRLET,

- IIS:MicrosoftIISvu 277 AV 74—y b

- NCSA:NCSA /774 V74 —<v b

* W3C:W3CHsku 77 » A V7 +—=< v b
5.MSuZ74—<y F&REZ4 —IVFICAHLET,

- Microsoft IIS 3 X U NCSA #5# 7 + —~< v s OHAE. EEMEIH D £3,

- MIS727+2A2Au7%2W3C 74—~y MIRET 2FMEIZ. ROeBH T,

A NUSHE7 7 ANV ZHEZ T,

c TISSRETZ7 7 ANDT 7 )L b 2SR C: \WINNT\system32\inetsrv\MetaBase.
bin

c MIS6RET 7 A NDT 7+ )L b 2SR C: \WINDOWS \ system32\inetsrv\MetaBase.
xml

s HSTRRETZ 7 A NVDT 7 4 )V b >jR: C: \Windows \System32\inetsrv\config)

applicationHost.config

K7-2:8BE7 7T ILDRT

b) KI3D X 512, logFile logExtFileFlags”7 4 —/L ROB|IHFCHENTF A &
Eo_bij—o
C) AV—LETFRAb2aryY— oIS ur7r—<v biE 74—V RIZHEO T3,

B 7-3: 7—2Y—XADEE

6. X—HEHEREL £,
IS v 74— &, F—HHPHIBICHIB I TS,

B 7-4:1S %—%4



7. Ml A T ay (AT ay)

NTRX—K—

G

o7y Sa—
.

HuZ% 7y a—RI30nE502BELET., ZOR[fvF%
FTBRE. RUWEHoOu a5 oY _raw__ 74—V R L
Tr7vy 7 u— &N, BHhEIhu7arr o yRRREInNET,

FEy ZERE-TF

s Null- Py ZZ2ER LRV . FEyY 72 null XFANERE X
NEEIHETST 74NV M, My Z2ANETICRT %
BETEET,

RV IN=T ey IRk BirsTn by R —N—
TEREINa 7 TF—=R e XT 57D, v Y ZA—A12k
DWT Ay Z7RRELET,

© T2 AN RRERERE AR AERRHEZEHL T, v 78X
O—f%Z Py 7 LTHHLES, 2—HF -4 VY RAEX TV RIZ
XoThERENn T =22 XT3 -DIffiHINSE—F
T3,

VX NN E3

Py ZERE—RZ [7 7 A U RRADIEHRB] ICRET 25E.
HARLIERBRBZ AN T E2DENRDD 35

|5 744 O )%= A
aA—7a 7

- utf8 : UTF-8 =2 a—7 1 U 72 EEL £,
- gbk:GBK > a—74 V7 RIEELE T,

BT L2700
TR

ary—2houlB2IETILLZD0EHT s L2 M) ORKIEED
D, BHNROF4 L7 FYVDLALORAE EHME : [0, 1000
10&. BIEOT4 L 27 P DADBEHRINTVWEZEZRLET,

Timeout

HBE LB 7 A VOBEHDBBEVWE X, v 7740
RALT IR LIS AT LADRERT A0 DEHEELET,
Timeout ZUATD XS ITRETEZE T,

s BALTYZRERLEV T RTORBT 77 A NVEEAL LT T
RLUTEMIB NS XOIHEEL T,

30 EALTTL i u T 77 AH 30 T UNICER IR WG
B BT 7ANDBRA LT ML RRL, 774 VD
PAEIET 2 L5 IHELET,




NI R —K—

gtﬁlé

i

T4 IVR—FK IEERTIC T 70 2RI BDEDDH B 7 4 VW E -5
i) :

- MR- T a7 OIUE | Key:level Regex:WARNING|
ERROR {&. L)Ly TWARNING, %713 TERROR] on 7o
HEINETEZ 2R LET,

C FRGEALRVWa T 4 VA —LET !

- Key:level Regex:A(?!.x(INFO|DEBUG)).*x X, L)L
3 TINFOJ %7213 'DEBUG, owr 7S TwiRnT
EERLET,

- Set a condition Key:url Regex:.*A(?!.%(healthchec
k)).x X, url 2 heartcheck ® % % 0 Z7I3E X Lz
ZeERLET, e zxid key i url, value 7% /inner/
healthcheck/jiankong.html ou ZIIE I N E A,

Z DR OWTIX,  regex-excludeword] ¥ Iregex-exclude-

pattern) % ZZML 72X W,

BEHMEMAEL T, ANEZ Vv 7 LET,

R VIN—FITRERBEHLE T,

RERMHT 52 Y IN—TRBRLET, R—YDHETOYY Y I A—FlA%E 7Y v
A%

RIVIN—TBEEER L TORITIX 2 =T DERE Y v 7 U TERR L %
3


http://www.regular-expressions.info/lookaround.html
https://stackoverflow.com/questions/2404010/match-everything-except-for-specified-strings
https://stackoverflow.com/questions/2078915/a-regular-expression-to-exclude-a-word-string
https://stackoverflow.com/questions/2078915/a-regular-expression-to-exclude-a-word-string

9. BREK. ot AIUEZRELET (X T a ),

RIVIN—TD INn— b= BEERAT—XATHIUE, FLa—%22Yvy L ThH
T TF—RERRTEET,

K7-5:A90FLEa—

VEEPDR—I DA Ty 7 ZAENRHERL T, WEL-u S F—2 2R RBLXUOOHL %
T, B ZZ Vv 2 LTHF—/MEDA > F v 7A@tz TR L 7,

F—HOIY U IEHELET, ¥R TP a—3hETF—RIZEINTERX
N, TI7FNPDF—ZIIHIGLTVET,

B 7-6: %—/81>Tv I REM

7 7 4 )V b TLogstoreName-iis-dashboard® v ¥ 2R — RBHEBEINTVES, Lid
ERELED, By ¥aR—FRITNEA LT —RE2FRRTEET (V747 NPT
fii, HTTP 27— X 2D EIERE),

B7-7.Ayakri—F

s 2947 NIPOERETAAT— XY ME, ROEeBH T,

| select 1ip_to_geo("c-1ip") as country, count(l) as c group by
ip_to_geo("c-ip") Llimit 100

K7-8: 95147k IPHR%

RVt a-—BLUA=—I IR -ZMHERTHZAT— X MR RDEBHTT,

x| select approx_distinct("c-1ip") as uv ,count(l) as pv ,
date_format(date_trunc('hour', __time__), '%m-%d %H:%i') as time



group by date_format(date_trunc('hour', __time__), '%m-%d %H:%i"')
order by time limit 1000

B79: R=SEa—-s&fa=—EES2—

- HTTPR T — X ADEEZHHETEIAT— A ME. RO BHTT,

x| select count(l) as pv ,"sc-status" group by "sc-status"

B 7-10: HTTP 2 7—42 XD EIS

c ERENTI T4 v I BRRTEIAT AV MIL ROEBHTT,

x| select sum("sc-bytes") as net_out, sum("cs-bytes") as net_in ,
date_format(date_trunc('hour', time), '%m-%d %H:%i') as time group
by date_format(date_trunc('hour', time), '%¥m-%d %H:%i') order by

time limit 10000

B7-11: EREF5T71v 7

- HTITP Y 272X+ XYy FOEIGZIUGTH2AT— XY ME, RDEBHTT,

x| select count(l) as pv ,"cs-method" group by "cs-method"

B 7-12:HTTP U IR XY v ROEIE

c EH7 U —HREIUGTE2 AT — XY ME, RDEBDHTT,

x| select count(l) as pv, case when "user-agent" like '%Chrome%'
then 'Chrome' when "user-agent" like '%Firefox%' then 'Firefox'
when "user-agent" like '%Safari%' then 'Safari' else 'unKnown' end
as "user-agent" group by case when "user-agent" like '%Chrome%'
then 'Chrome' when "user-agent" like '%Firefox%' then 'Firefox'



when "user-agent" like '%Safari%' then 'Safari' else 'unKnown' end
order by pv desc limit 10

B 7-13: A7 5V —LbR

- IO ZVWURI by 7102 RRTAAT— b XY ME, RO BHTT,

x| select count(l) as pv, split_part("cs-uri-stem",'?',1) as path
group by split_part("cs-uri-stem",'?',1) order by pv desc limit 10

B 7-14 : SAREDZ VL URI kv 7 10
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