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https://help.aliyun.com/document_detail/31986.html#reference-fs3-gfw-wdb
https://help.aliyun.com/document_detail/31987.html#reference-lzc-24w-wdb
https://help.aliyun.com/document_detail/45126.html#reference-qzz-qzw-wdb
https://help.aliyun.com/document_detail/45146.html#reference-s3d-s1x-wdb
https://help.aliyun.com/document_detail/114855.html#reference-185784
https://help.aliyun.com/document_detail/114878.html#concept-185787
https://help.aliyun.com/document_detail/114879.html#reference-185788
https://help.aliyun.com/document_detail/44295.html#reference-r5k-kcd-xdb
https://help.aliyun.com/document_detail/44294.html#reference-d34-zcd-xdb

AP

| 8&- AP

X RFME 0SS

API

GetVodPlaylist

PostVodPlaylist

GetLiveChannelStat

GetLiveChannellnfo

GetLiveChannelHistory

ListLiveChannel

DeleteLiveChannel

REUERI R,

ERERTIE,
FRENLiveChannelBIHERIRSER.
FKELiveChannelIELEE B .
$RBLiveChanne (9 #ERIT R
5% LiveChannel,

B LiveChannel,

14
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IFRIFME 0SS AP| . N HEHTTPELE Y

e IR\
3. AHHTTPLENX
ARYNB T HRFEMOSSH AT iE K LR /A 0o Sz 3L B9 4035488

~NiiER L (Common Request Headers)

OSSHYRESTfulROthEA T —LEAHBERL, REFERLTURABNOSSIERFER, HFATESALT
*.

B ES

¢

}ﬂs o

[

BTFRIEEREEENINEER .

Authorization FRGE HINE: X
FERRE: EEZBEK

RFC 2616 EXMHTTPIERAFK
E.
Content-Length =Fads HNE: X

FERHR: FEBOSSIRRIENIF
K

RFC 2616 EXBIHTTPIE RN A
B,
Content-Type FGE HNE: X

ERFR: BEMOSSRIHIELIE
K

HTTP 1.1HMY R E B GMT By [8]
1#NSun, 05 Sep 2021 23:00:00
Date FREB GMT,

KiNE: &
JFialHost & . &3

A <bucketname>.oss-cn-
Host FRB hangzhou.aliyuncs.com

BNME: &

AWk (Common Response Headers)

OSSHIRESTfulE O h A T —attimp sk, XL SL o] KA B0SSIERMER, HiFHEXNESR
TEO

B ES

i}
-
B
[
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API &F- N HHTTPELE Y R FF#E 0SS

B i i

[

RFC 26160 EMXBIHTTPIERA B K

E.

Content-Length FR& HKINE: T
ERHR: TEMOSSIEXRMIENIE
K

IR P iH AN OSSAR 55 85 2 18] Y Bk

Connection e BMIE: keep-alive. close
EINE: &

HTTP 1.1HMY S E B9GMT B &,
FanSun, 05 Sep 2021 23:00:00
Date FEE GMT,

BINME: &

ETag (entity tag) FEE 0bject 4
AR E B, BFARR—
Object IR ZF . X FPut Objectizk
BlZ#0bject, ETaglEEERNSH
MD5{E; Xt FEMAG IR

ETag FRE& Object, ETagEREF—TEitEM
MERNE—E, EREEREN
MD5{8. ETaglETILA A FE
Object HBREREZK,

BINE: &

4 Responsef RSB 28,

Server FRI ZRINE: Aliyun0SS

x-0ss-request-id:2HAliyun 0SSEl
2, HE—RIRXMresponsedd
UUID, #NSR7EEAOSSHRSE IS a

x-0ss-request-id FRE# A, T EBZFRIKROSSTIEA
B, WEREMDM,

BNE: &
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X R 0SS APl B35 [a =]

4 .35 18] 122 il
4.1. ARPER[ Wik

OSSiEiZ fE FAccessKey ID. AccessKey Secret X FRANZE B 77 ARKIER ME KRN A IXESH .

AccessKeyfl & AccessKey IDF1AccessKey Secret, Ed, AccessKey IDAFHRIRFF, AccessKey Secret 2
RAFPATFMEZEEZFRFBEFOSSAHRMIESZFRFENZEH, AccessKey Secret RIRE;, AccessKeyiRiE
FTERSHNEREGRXD,

o MEZXRIMKFAccesskey: ENHE=KSIZEIIAccessKeyX BN EREREHINIE,

o RAMMKF AccessKey: RAMIKF HIE =Kk SENER, AT BAccessKeyifi B 345 E &R E R IEN
R,

o STSIRENIHRIEIE: BISTSRFEMNIGR FREIEEFERESHE (SecurityToken) . GBS 5T 258
STS AccessKey (AccessKey IDF1AccessKey Secret) ., ErFBIAccessKey7E bR B Bl W B X 45 E RIR IR
ERRENIR, R AREEIHE, NREENEK,

YIBBUNABHEOSSKXERE, BEABERRENBERIRBOSSEENRAEREZZNE, REE
FAAccessKeySecret J & Z /& 2T INB LIRS, OSSWEENRGE, BidAccessKey IDEE X Mz &Y
AccessKey Secret, FHURHNAEIRNEZFZ/FEMIDIESE, NEIHE L RNEIEREMREIN—ENIAR
ZIERBR; BN, OSSKEIELELIBIXRIER, HIREIHTTP 40341,

BROSSIHRIZEHIEIERE, BSMAREEIHLA,

4.2. ftHeaderdh @584

PRI ATEHTTPIE SR I8N Authorization BJHeadersEEEEEZ (Signature) 58, XRPZHBEHIEN,

SDKEZXM

0SS SDKESEME L, FREHAOSS SDKNEEXERZ0HE, NELRRBTHREMESHNEZLY, F52
0SS SDKEILHE, 0SS SDKESZ LM HES L TE,

SDK sEXLY

Java SDK OSSRequestSigner.java
Python SDK auth.py

.Net SDK OssRequestSigner.cs
PHP SDK OssClient.php

C SDK 0ss_auth.c

JavaScript SDK client.js

Go SDK auth.go

Ruby SDK util.rb

i0S SDK 0OSSModel.m

> MAYRRA: 20211029 17


https://help.aliyun.com/document_detail/31867.html#concept-e4s-mhv-tdb
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API 217 a2

R FF#E 0SS

SDK 2L

Android SDK 0SSUtils.java

LRECIMER, HIE0SSIR SignatureDoesNotMatch 5iR 8T,

AuthorizationZERit&E08 A%
o HEHZE

Authorization="0SS " + AccessKeyld + ":" + Signature
Signature = base64(hmac-shal(AccessKeySecret,

VERB +"\n"

+ Content-MD5 +"\n"

+Content-Type +"\n"

+Date +"\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource))

o BY

2H ERWIE ~BE
OtxrzxIsfpFjA7Sw*

AccessKeySecret = **EF8BW21T Lhqu
hboDYROV

VERB = PUT

\n = \n
B5eJF1ptwWaxXm4

Content-MD5 & e" eJFptwaxm
bijSPyxw==
application/octet

Content-Type & PP /
-stream
Sun, 22 Nov 2015

Date =

08:16:38 GMT

BER eSS X HRER.

i8R

BEERBENEA.

HTTPiEkfMethod, EEHPUT, GET,
POST. HEAD. DELETEZ%,

BT,

BERABSHIBHOIMDSE, MHEHERE (A8
FE3LER) HHEMDSEIRTS 1 28ELS UL,
Wiz F#HIThaseb4mBIEH, BESF
B, B8 MRFC2616 Content-MD5,

ZERLTATHBEEMENEE (HRA
BRESREN—K) , LIIUR=E,

*FContent-MD5WHE %, BS
M Content-MD5HIIH & /5%,

BRASTHEE, BoJlAE,

IRIRVERNETE), Dates A AGMT IS E
REEAZ,

D st& mEERDLYDatedt EH
OSSHRSS 259 X AU BT B Z= 15538 A

L, OSSERFE3%IEHZIEXR, FRE
HTTP 4034812,

18
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X R EFfE 0SS

API 2% 17 a2

2 EEWIE
Canonicalized0SS -

[ )
Headers

CanonicalizedRes
ource

il

o BZRY

A=)
IR

PUT /nelson HTTP/1.0 Content-
MD5:
eB5eJF1ptWaXm4bijSPyxw==
Content-Type: text/html Date:
Thu, 17 Nov 2005 18:49:58 GMT
Host: oss-example.oss-cn-
hangzhou.aliyuncs.com x-0ss-
meta-author: foo@bar.com x-
0ss-meta-magic: abracadabra

wHIE WiEA

PAx-0ss- A BIBEEIHT TP Headert =2 88 4k

7, ATAAZE,

o NRiZE CanonicalizedOSSHeaders#
=z, WERERERNARRA \n .

° MERE—N
CanonicalizedOSSHeaders, MEEE
SEHRMARA \n , 80 x-0ss-met

X-0ss-meta- a-a\n .
a:a\nx-oss-meta- ©° WRBEN
b:b\nx-oss- CanonicalizedOSSHeaders, MIEEE
meta-c:c\n &— CanonicalizedOSSHeadersz &
AINAERA \n . Al x-oss-meta-a:a
\nx-o0ss-meta-b:b\nx-oss-meta-
cc\n .
3% FCanonicalizedOSSHeaders B 72 75
%, EERE
CanonicalizedOSSHeadersi /5%,
APEERON0SSEIR, FEENE,
Jexamplebucket / % FCanonicalizedResource I ZE /53%,
P &2 WA E CanonicalizedResourcety 5
e
BE2FFHRUELR BE2F/H

“PUT\n
eB5eJF1ptwWaXm4bijSPyxw==\n
text/htmlI\n Thu, 17 Nov 2005
18:49:58 GMT\n x-0ss-meta-
magic:abracadabra\nx-oss-
meta-
author:foo@bar.com\n/oss-
example/nelson

Signature = base64(hmac-
shal(AccessKeySecret,VERB +
“\n” + Content-MD5 + “\n” +
Content-Type + “\n” + Date +
“\n" +
CanonicalizedOSSHeaders+
CanonicalizedResource))

fRi&AccessKey ID “44CF959******252F707" , AccessKey Secret
A “Otxrzxisf pFJA7SwW******8Bw21T LhquhboDYROV" , Itt&LLAPYython AN B+ EEL (Signature)

B75%.
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import hmac

import hashlib

h=hmac.new(oss2.to_bytes("OtxrzxIsfpFjA7Sw******8Bw21TLhquhboDYROV"),
oss2.to_bytes("PUT\nODBGOERFMDMzQTczRUY3NUE3NzA5QzdFNUYzMDQXNEM=\ntext/html\nThu,

17 Nov 2005 18:49:58 GMT\nx-oss-meta-magic:abracadabra\nx-oss-meta-author:foo@bar.com\n/oss-exa

mple/nelson"), hashlib.shal)

signature = oss2.utils.b64encode_as_string(h.digest())

print("Signature: %s" % signature)

£ (Signature) i+E%5 R MW i% A 26NBxoKd******Dy6inkoDft/yA=, HFAuthorization= “0SS" +
AccessKeyld + “:" + Signature, FrPA&/SAuthorization/s “0SS
44CF95900***BF252F707:26NBxoKd******Dv6inkoDft /yA=" , #XEN_LAuthorizationsL A REEE
E%Eqiﬁl%\o

PUT /nelson HTTP/1.0

Authorization:0SS 44CF95900***BF252F707:26NBxoKd******Dv6inko Dft/yA=
Content-Md5: eB5eJF1ptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

x-0ss-meta-author: foo@bar.com

x-0ss-meta-magic: abracadabra

I

o NREANBAccessKey DARZFESKRESE, NMiRE403 Forbiddenti®, 1255 A InvalidAccessKeyld;
B AccessKey DEEGE, EOSSHIBTAFIIER X EEZEIR, NIE[E403 Forbiddens&iz, FH7EREIH
responset B/RIEFHAI A FRIEMEBNSEZFRFE, AP OJLURIEOSSHresponsekieEHCHNEEF R

%E:Eﬁﬁo

RERGIINT
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<?xmlversion="1.0" ?>
<Error>
<Code>
SignatureDoesNotMatch
</Code>
<Message>
The request signature we calculated does not match the signature you provided. Check your key and si
gning method.
</Message>
<StringToSignBytes>
474554 0a0a0a5765642c203131204d 617920323031312030237 3a35393a32 352047 4d 54 0a 2f
75737265616¢C746573743f61636¢C
</StringToSignBytes>
<Requestld>
1E446260FF9B****
</Requestid>
<Hostld>
oss-cn-hangzhou.aliyuncs.***
</Hostld>
<SignatureProvided>
y5H7yzPsA/tP4+0tH1HHvVPEwUv8=
</SignatureProvided>
<StringToSign>
GET
Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl
</StringToSign>
<OSSAccessKeyld>
AKIAIVAKMSMOYTVO****
</OSSAccessKeyld>
</Error>

o MNEAFERLPAUthorizationfEHIEILART, MIR[EI400 Bad RequestigixR, HIR1EA
InvalidArgument ,,

o OSSEREMIERELAERHTTP T ENGMT B EAE N, Eoh BRSS9

datel =2DIGIT SP month SP 4DIGIT; day month year (e.g., 02 Jun 1982)

@ B _ERABKRIXD “day”’ BT GMEEE “2DIGT” , Ei “un2” . “2Jun1982" I “2-
Jun-1982" 2 IEEBHIR,

o MELELZRILR, LhiREENDatesZ Datet& X AIEM, NI5R[E403 ForbiddensSiz, $iRE9A
AccessDenied,

o ENIEKRHIES B EOSSIRSS 2 HAI a2 /FM 1528 AR, B NR[E403 Forbiddentgiz, f&i=E3
JIRequestTimeTooSkewed,

##ECanonicalizedOSSHeadersti /3%
FRG LAX-0ss- A BT R BIHT TP Headerf#7  CanonicalizedOSSHeaders, ¥EAENT:
1. ¥ErBEPAX-0ss- MRTEBHHTTPiE KL R B A/NS B, B8 X-0SS-Meta-Name: TaoBao i%ik

/9 x-oss-meta-name: TaoBao
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2. WRPIMSTSIREREMIGEN A EIEIEAEBE RN, BEFEEEIREHsecurity-tokenfBA x-oss-securit
y-token:security-token MR MABIEZEZ/FEP,

@ HE  ETFEESTSRSNEMEE, BENF LIS HERSTSIEN T EEHTD0SS, &
o LUE IS R ST SAR 5 B AssumeRo et O s E FE A FZ1E S STS SDKRIRENG I BB EIE . IfE 7518
EIEEIEIREA A 24 (AccessKeyldflAccessKeySecret ) Fl&£<& k. (SecurityToken) .

3. B BI1PBANEFEHTTPERLIEBIRNFZHFHTHFHES .,
4. MERERLMAZTZ BRRARIHEEMAEATEZHE, HIE0 x-oss-meta-name: TaoBao A x-oss-meta

-name:TaoBao .

5. BE—NMERLMABEANRS \n AFEHEA Canonicalized0SSHeaders,

¥#ECanonicalizedResourcef /%
P RiEiER D RIG R H 0SS BAREREFR A CanonicalizedResource, MEFGEMT:
1. ¥4 CanonicalizedResourceE A= FHFE " .
2. IBEIFFMOSSHEIR, &L /BucketName/ObjectName ,
o WNER{XABucketNameif ;& B ObjectName, Nl CanonicalizedResource’d” /BucketName/ “,
o WNEREL&ABucketNameth ;& H ObjectName, MJCanonicalizedResources “/" ,

o MEBEKRNEREIEFRRE (SubResource) , MEAENFRBIRBFHE, MWNEIXHTIHI &
ANRBERFRBEFZFHE. ECanonicalizedResourceZFERARN ? WFEBEFFH, LI
CanonicalizedResourceJ /BucketName/ObjectName?acl&uploadid=Uploadid ,
OSSHAIZFENFEIR (SubResource) BiEacl. uploads. location, cors, logging. website,
referer, lifecycle. delete. append. tagging. objectMeta. uploadid, partNumber, security-
token, position, img. style, styleName. replication. replicationProgress.
replicationLocation, cname. bucketinfo, comp. gos. live, status. vod. startTime.
endTime. symlink, x-oss-process. response-content-type. response-content-language,
response-expires, response-cache-control, response-content-disposition. response-content-
encoding%,

F&5E (SubResource) BIAT=FfhE:
n BEMRIR, BlINFEEPNacl. append. uploadid. symlink&, BESER, BEM* T Bucket
BRVEF X FObject B9 1E .

n {EFiREIHeaderZE, B0 response-*** , BEER, 8 MGetObject B Request
Parameters ,

m X (Object) &5, B8 x-oss-process , BELER, BSWE FE,

HEZZ LN

o FEMEHBMUAA UTF-8 18, BEPNEZRNBZFRHENMTHIT UTF-8 HIB, BS5 AccessKey
Secret ITEREEEZ,

o BLZMAEARFC 21040 E X BHMAC-SHAT %, HohKeyisi2AccessKey Secret,

e Content-Type 1 Content-MD5 ZEiFRPARZMNAN, MR BEKRFESLRIE, TEBURSTH \n £
&,

o ERAIEHTTPAREE X fHeaderth, RABLL x-oss- FFLiHeaderEEMAEEZHE (HNESERHE
FHIx-0ss-meta-magic| BEMAEZFZRH) ; HEMIEHTTPiREHeaderi§ 4 0SSAEL .
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https://help.aliyun.com/document_detail/183902.html#concept-2333980
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X R 0SS APl B35 [a =]

@ 88 B x-oss- FFLHHeadeE & ERIFH BEFAUTHE:
o HeaderfYBIRBFETZA/NE,
o Headerf®=ZFHFBH/N\BXHF,
o ##lheader nameflvaluetl § S Hi /5 A AEHE =45,

o B/ HeaderZ FEBEF—METH “\n” , MRRFHeader, NKE
CanonicalizedOSSHeaders i &=

Content-MD5HIE /5%
PUBRRE “123456789" A, AT HFMRAERRERITEZFHEN Content-MD58753% .
o IFffIHERA

i. SEIFEMDSINZE A THFIEAE (12817) .

il. Xz ZHEIE A ETbase64mtT (MARX 32U FRERmI)

PAPython g :

>>>import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789") //#EPython 3Flt&bFEER Hhash.update(b"0123456789"),

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

hash.digest(), H#HE&H ZiHHEA (12841) ,

>>> hash.digest()
'x\x1e”$]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7'

BRI ERA

@ 0 EDEIRSEEN SN 32 B Tbase644 58,

# hash.hexdigest(), i+ &EBFEIA WAI32MIF T B4ID,

>>> hash.hexdigest()
'781e5e245d69b566979b86€28d23f2c7'

# $HiRAIMD5{E#Tbase644RIBIEHIE R,

>>> base64.b64encode(hash.hexdigest())
'"NzgxZTVIMjQ1ZDY5YjU2Njk30WI4NmUyOGQyM2YyYzc="

4.3. EURLDEIEEZ

BRT {E A Authorization Header, R TJAEURLPAIARZZER, MEBIZUREELRE = AL TIRIAIE,

ERFER

o FHEWRLGZLZNAR, SEERNHEEIHNEBNBEEERN L, BMAIFEERXE,

e OSSAN#FE7EURLMHeaderh Bl S44,

o PUTHIGETIEREPZIFEURLPEE,

o BAILUAPUTEEEM— IS ZHMURL, ZRMEERFEE LETEHBNAS., SDKHER#ITHESZ
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B, BitEBEREXHREN, HERGSEMEZURLPHIMDSREH ., FF %M 155 SDKE R EIMDS
REMERNAE, SUERELXK, MRERIEMD5, RAREIFERHPIEMCContent-MD53LENT],

S|AHR
o URLEZ A

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-api.pdf?0SSAccessKeyld=nz2pc56s936****&Expir
es=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv****

MRFEFEASTSHAPMEURIER, NJUET security-token , URLEZRGIINT:

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-api.pdf?0SSAccessKeyld=nz2pc56s936****&Expir
es=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv****&security-token=SecurityToken

o B
10 EF Nk ik
—NUnixBY /@& (B UTCEE1970%01 BO1SFBHPE) , BT
HRIRIZURLBI B BY A 8], 30 2R OSSHEUNEI1Z URLIE K 89 BY 8] i F 553
hE & B ExpiresS B, NHRENS KB BIHEIRIG ., 50X F16 8
21141889060, AAEFRECIE—160FZEHEIKLMAIURL, NT]
Expires =2 PLig B ExpiresBY (8791141889120,
@ 3B HFRLEE, 0SSEHIA DEIAURLIE N T
H3600%), A{EN324008),
0SSAccessKeyld =) ZAh#AccessKeyld,
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AR BB WIE bizipu
BEEER.
EEERRAWT:

Signature = urlencode(base64(hmac-
shal(AccessKeySecret,

VERB + "\n"

+ CONTENT-MD5 + "\n"

+ CONTENT-TYPE +"\n"

+ EXPIRES +"\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource)))

FrEOSSEIFMIE RIS Header2#, EURLFHITEZNEL
fEHeaderh A BE B NEEER—HF,

ERURLP NS ZZ/HEN . R T ¥DateB ¥ E# NExpiresB %
4k, N9RE1E CONTENT-TYPE . CONTENT-MD5 . Canonic
alizedOSSHeaders Z7tHeaderf & 252 hE X fHeader (3F
Koh B A AHEDateid KHeader, {EXLE¥DateMASZFZHFH
$) .

FEURLFEEEZ N A URLETurlencode, MTREURLFZE IR
f& \Signature. Expiresg;0SSAccessKeyld, MJPAE— k& NBYE
b

ERURLEZRY, 0SS&SIiEEKEYIE) 25 FExpirestyia, %
EERIESE,

il

Signature

Zeoh., AEAEASTSHAMERLEEN, 7RERELS
#.

@ 38 X FERSTSRSNEKEN, BLAFLEFD
B9/ FAST SI BT 18)4E3E 18] 0SS .. 4R o] LUBE B FSTSRS
BJAssumeRolefE O HEHFZIESSTS SDKRIREUIGET 7 [a)
EE, IREIE A EIEEIE RIS 82548 (AccessKeyldf

security-token S .
y = AccessKeySecret) f1Z&2<hk (SecurityToken) ,

o {FEHSDKERURLESZ
URLEE RN &2 B9 Pyt hons=BI45G :
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https://help.aliyun.com/document_detail/31951.html#concept-aml-vv2-xdb
https://help.aliyun.com/document_detail/100624.html#concept-xzh-nzk-2gb
https://help.aliyun.com/document_detail/28763.html#reference-clc-3sv-xdb
https://help.aliyun.com/document_detail/121136.html#reference-w5t-25v-xdb

API 217 a2

X RFME 0SS

import base64

import hmac

import hashlib

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss-example/oss-api.pdf",

hashlib.shal)

urllib.quote (base64.encodestring(h.digest()).strip())

0SS SDKEJURLES Z LM, E8 M TE.

SDK

Java SDK
Python SDK
.Net SDK

PHP SDK
JavaScript SDK
C SDK

C++ SDK

SDK

URLEE 737%
0SSClient.generatePresignedUrl
Bucket.sign_url
OssClient.GeneratePresignedUri
OssClient.signUrl

signatureUrl
0ss_gen_signed_url

OssClient:: GeneratePresignedUrl

BEEZURLEE T T AN EIESSDKII T :

e Java

e Python
o PHP

e (O

o C

o (C++

e NET

e Node.js
e Browser.js
e Android
e 0S

HixG

FHIRTG

AccessDenied

REHER R

L 44
0SSClient.java
api.py
OssClient.cs
OssClient.php
Object.js
0ss_object.c

OssClient.cc

TEURLRINESZ B, Signature. Expires#l

403 Forbidden

OSSAccessKeyld)lii oI LAEH#: , {EER4Signature,

Expiresg{0SSAccessKeyldtp I — P E&E 2,

26
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https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/main/java/com/aliyun/oss/OSSClient.java?spm=a2c4g.11186623.2.6.30uUQV&file=OSSClient.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/oss2/api.py?spm=a2c4g.11186623.2.7.30uUQV&file=api.py
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/sdk/OssClient.cs?spm=a2c4g.11186623.2.8.30uUQV&file=OssClient.cs
https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/src/OSS/OssClient.php?spm=a2c4g.11186623.2.9.30uUQV
https://github.com/ali-sdk/ali-oss/blob/master/lib/object.js?spm=a2c4g.11186623.2.10.30uUQV&file=object.js
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk/oss_object.c?spm=a2c4g.11186623.2.11.30uUQV&file=oss_object.c
https://github.com/aliyun/aliyun-oss-cpp-sdk/blob/master/sdk/src/OssClient.cc
https://help.aliyun.com/document_detail/32016.html#concept-32016-zh
https://help.aliyun.com/document_detail/32033.html#concept-32033-zh
https://help.aliyun.com/document_detail/32106.html#concept-32106-zh
https://help.aliyun.com/document_detail/59670.html#concept-59670-zh
https://help.aliyun.com/document_detail/32139.html#concept-32139-zh
https://help.aliyun.com/document_detail/103202.html#concept-32139-zh
https://help.aliyun.com/document_detail/32093.html#concept-32093-zh
https://help.aliyun.com/document_detail/32077.html#concept-32077-zh
https://help.aliyun.com/document_detail/120092.html#concept-303922
https://help.aliyun.com/document_detail/32046.html#concept-32046-zh
https://help.aliyun.com/document_detail/32059.html#concept-32059-zh

X RTFME 0SS API 2% 17 a2

HiRTG REHR bizipuy

77 16) B9 24 A1 B 18] 8% F15 5K o IR B B9 Expires BY 18) ¢ B /@)4%

AccessDenied 403 Forbidden -
RNEIR.

. URLEPE) & Signature, Expires, OSSAccessKeylddrgy—
InvalidArgument 400 Bad Request AFEEA g#EHeaderpEPm@./a‘ﬁ%iﬁé Y

4.4. Bucketi PRIz %l

X RIFAE OSSR Bucket £ B B9 PR i (B)42 41
Bucket BRIE =#i5E4FR: public-read-write, public-readflprivate, BAINEXIT:

RIRE X ZFR AR PR XS 173 18 & 89 R

ERIA (BEERTEE) Mol ZFE=E R
TSR,

BE BN ELE@AFE TR Z Bucket
MBI TR, FFEMZ Bucket EAHURE, X
BOREREEUIBNINE AR ERRE, ERAE
BREANBEEREURSEEENEGENG. R
Rip RSN, AERWEREAHIZENIR,

B
S
n

public-read-write

REZEFHZBNEEE D UZEMES B R XX #ET
5#&E, EOA (BFEZHEE) HoJUNZEHEZE

DB AHTILRAE
public-read AFRABS EE B TR TR Bucket

WSCH#ATIIIE], XA O] BRI A AR SR B9 St A
HARIE, HEEEE.

REZEFHZENEEE JUZFMES B R XX E#ET

. .
private WRRS BEIE, EAb AT ARG E R
QOFY:

o AFEIE—"Bucketdy, WRAIEEBuUcketPR, OSSHEFIAIZBucketi& & privatel R,

o XFprivateRR, BERBENA D, XTENER, tJSENRES .

o WF—1PELEFEMNBucket, LBEEMGIEE TTLUEII0SSH Put Bucket AcliE & 24iZBucket
AIAR .
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https://help.aliyun.com/document_detail/31867.html#concept-e4s-mhv-tdb

APl B X T ServiceigE IR IFME 0SS

5.k FServiceiEE
5.1. GetService (ListBuckets)

8 A GetService (ListBuckets)iZ A5 2iE K E MBI EEME=IE (Bucket) , LRI LLEL IR E prefix.
markers} & max-keysS#5 2% BIE ERHENEMETE,

EREI

B 2IFMESE, BB oss:GetService (ListBuckets) MR, ERIEME, BS M HRAMA P ENEENH
RAM Policy,

BKRERX

GET /HTTP/1.1

Host: oss.example.com

Date: GMT Date
Authorization: SignatureValue

BRESH
B ES:d] EENIE ~BIE R
R E iR B #9Bucket FFRA A prefixfE NEIE ., IR
- . REE, WARTEARER.
prefix FRB & my
ZONE: X
REERMmarkerZ FRFEHFHNE—MFIEER
SR N N 3
marker ey = gﬂybuckeﬂ B, MRARKE, WALFIRIREIXE.,
BNE: £
PR 2 It /R [E Bucket B SR KN K,
max-keys Integer & 10 RESEE: 1~1000

ZRINE: 100

Ui iz 7T 2%

@ 388 @AIGetService (ListBucketsyE B, MIRFFABucketBiRE, MREMNXMLERE S
Prefix, Marker, MaxKeys. IsTruncated#]NextMarkerlifits.,

5

B E3id) wBIE #

{R7FGet ServiceiE RER MBS,

ListAllMyBuckets e RSB FI = Owner, Buckets
Result
RF 5. None
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https://help.aliyun.com/document_detail/199058.html#concept-2025445/section-ucu-jv0-zip

X R EFfE 0SS

APl &% X T Servicel®

215

B xE

Prefix FREB

Marker FRB

MaxKeys FR&

IsTruncated e

NextMarker FHE

Owner BEg

ID FREB

DisplayName FHB

Buckets =

Bucket B

Name FRE

fFeB

wHIE

my

mybucket

true

mybucket10

R

ut_test_put_buc
ket

ut_test_put_buc
ket

RER

RER

mybucket01

i
=

KIRE R RNEITR

T = ListAllMyBucketsResult

w

»

7R GetService (ListBucket)89i2 s,
L

j__
R ListAllMyBucketsResult

1) Bz 35 5K PR B 5 R BV ER AT 4L

R M ListAllMyBucketsResult

BRENEREELRKRE, BETCENT:
e true: RRAKEBREIEIER,
o false: RRARBERIRE T EEMER,

RF5 A ListAllMyBucketsResult

BTH#HEE RN A marker@{E, ®RRT
GetService (LlstBucket)—Ilz)\lz)\ltlsjjmarker, BR
REIHLERIRE,

RF /= ListAllMyBucketsResult

AFERBucket HiIEEE RSB,
hil

AN

R R ListAllMyBucketsResult

BucketfEEHIBFID,

R M ListAllMyBucketsResult.Owner

BucketfiEEMZ (EHIFMID—E) .

RF = ListAllMyBucketsResult.Owner

RFZ P BucketEEHAE,

FT M Bucket

df

5

2: ListAllMyBucketsResult

»

1£7FBucketE BB,

\.N

5 Name, CreationDate, Location
.
B o]

»

5

. ListAllMyBucketsResult.Buckets

Bucket&#R.

R M ListAllMyBucketsResult.Buckets.Bucket
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API B%&- X T Servicel/E

R FF#E 0SS

B

CreateDate

Location

ExtranetEndpoin
t

IntranetEndpoin
t

Region

StorageClass

Nl

o FREUEKREZ MBI EBucket

BERRA

GET /HTTP/1.1
Date: Thu, 15 May 2014 11:18:32 GMT
Host: oss-cn-hangzhou.aliyuncs.com

B8]

FRB

w~HIE

2014-05-
15T11:18:32.00
0z

0ss-Cn-
hangzhou

0ss-Cn-
hangzhou.aliyun
cs.com

0ss-Cn-
hangzhou-

internal.aliyuncs
.com

cn-hangzhou

Standard

%
=

Bucket BIZ2 6 A, 18X Ayyyy-mm-
ddThh:mm:ss.timezone,

R M ListAllMyBucketsResult.Buckets.Bucket

Bucket FTEEBIEHE DL

R M ListAllMyBucketsResult.Buckets.Bucket

Bucketif @ B4 M .

RF5m: ListAllMyBucketsResult.Buckets.Bucket

[ #38 ECS i ia) Bucket B9 A f 15042

RF5 R ListAllMyBucketsResult.Buckets.Bucket

Bucket FrE iz

R M ListAllMyBucketsResult.Buckets.Bucket

BucketFfg 28!, %
¥ Standard. IA. Archivef ColdArchivelih 1z 4%
E:0N

RF5 M ListAllMyBucketsResult.Buckets.Bucket

Authorization: 0SS nxj7dtlhcyl5hpvnhi:COS30QkfQPNKmMYZTEHYy2******

iR 3745

30
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X RIFME 0SS API 2%&-

HTTP/1.1200 OK
Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml
Content-Length: 556
Connection: keep-alive
Server: AliyunOSS
x-0ss-request-id: 5374A2880232A65C2300****
<?xmlversion="1.0" encoding="UTF-8"?>
<ListAllMyBucketsResult>
<Owner>
<ID>512**</ID>
<DisplayName>51264</DisplayName>
</Owner>
<Buckets>
<Bucket>
<CreationDate>2014-02-17T18:12:43.000Z</CreationDate>
<ExtranetEndpoint>oss-cn-shanghai.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-shanghai-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-shanghai</Location>
<Name>app-base-oss</Name>
<Region>cn-shanghai</Region>
<StorageClass>Standard</StorageClass>
</Bucket>
<Bucket>
<CreationDate>2014-02-25T11:21:04.000Z</CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>o0ss-cn-hangzhou</Location>
<Name>mybucket</Name>
<Region>cn-hangzhou</Region>
<StorageClass>IA</StorageClass>
</Bucket>
</Buckets>
</ListAllIMyBucketsResult>

o RIFIEERMR. HARENEHFIKEBucket
ERRA

GET /?prefix=my&max-keys=10 HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS nxj7dtwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2****

IR @745
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API B%&- X T Servicel/E

IR IFME 0SS

HTTP/1.1200 OK
Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml
Content-Length: 545
Connection: keep-alive
Server: AliyunOSS
x-0ss-request-id: 5374A2880232A65C2300****
<?xmlversion="1.0" encoding="UTF-8"?>
<ListAllMyBucketsResult>
<Prefix>my</Prefix>
<Marker>mybucket</Marker>
<MaxKeys>10</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>mybucket10</NextMarker>
<Owner>
<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>
</Owner>
<Buckets>
<Bucket>
<CreationDate>2014-05-14T11:18:32.000Z</CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>mybucket01</Name>
<Region>cn-hangzhou</Region>
<StorageClass>Standard</StorageClass>
</Bucket>
</Buckets>
</ListAlIMyBucketsResult>

SDK
132 O P 3 R B9 &35 = SDKAN T -

® Java

e Python
e PHP

e (O

o C

o (C++

e NET

e i0S

e Node.js

e Ruby

5t
0
B
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https://help.aliyun.com/document_detail/145208.html#concept-2348405
https://help.aliyun.com/document_detail/145656.html#concept-2352096
https://help.aliyun.com/document_detail/146332.html#concept-2358122
https://help.aliyun.com/document_detail/145677.html#concept-2352302
https://help.aliyun.com/document_detail/147596.html#concept-2365059
https://help.aliyun.com/document_detail/146029.html#concept-2351976
https://help.aliyun.com/document_detail/148510.html#concept-2372520
https://help.aliyun.com/document_detail/211203.html#concept-2056668
https://help.aliyun.com/document_detail/149425.html#concept-2380378
https://help.aliyun.com/document_detail/149430.html#concept-2382491

St L IEAE 0SS API &% FService 2 {F

HiRE HTTPIRASH b1:p%

ERPREAFRIEER (BRI

AccessDenied 403 N
im) .
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APl 8#- X T Bucket 21 IR IFME 0SS

6.% FBucketif{E
6.1. BTl

6.1.1. PutBucket

B APutBucket#E O CIEFME =18 (Bucket) ,
FEER

o EQIEEMTIE, WM Boss:PutBucket iR, BEAZRIE, BESMRAM Policy s Ll
o B—E=KSER b (Region) NEREEX#FEIE100/ Bucket,
o BMMUREBEXNAYAIEEEZ (Endpoint) . XFHMESHREENNXENESER, BESLHEEZ

GIE LI
iRl

& BILATEOpenAPI Explorerp EIETZIZO, REGHEELHNAN ., BTHINE, OpenAPIExplorerd]
AB Eh4E M SDKIEERA

ERIEX

PUT /HTTP/1.1

Host: bucket.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

x-oss-acl: Permission

Authorization: SignatureValue

<?xmlversion="1.0" encoding="UTF-8"?>

<CreateBucketConfiguration>
<StorageClass>Standard</StorageClass>

</CreateBucketConfiguration>

BRESH
&K Header&#1
SHEWR i) EEWNE Al g
5 E Bucket B9 35 B A BRACL ,
BucketA -
x-0ss-acl o & X FBucketiF IR RACLHIES(ER,
B2 NIREBEEFMEFRRACL,
5 KBody&#1
SHEM i) EEWNE Al §:)]
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file:///home/admin/dita-files/output/92011202/task6852468/~~199058~~
file:///home/admin/dita-files/output/92011202/task6852468/~~31837~~
https://api.aliyun.com/#product=Oss&api=PutBucket&type=ROA&version=2019-05-17
file:///home/admin/dita-files/output/92011202/task6852468/~~31843~~

R EFME 0SS APl - X FBucket {2/F
SHEM £t} EBRWIE 7~ gzt
Bucket &R, FE=EIHEMBN
:
o NEBIENEFE. HFMENE
bucket String = oss-example ) o
o BAUNSFERREMZI LML
E.
o KEMNWRE3I~63F/FZE,
CreateB
cre;ateBgcketCo uc.ketCo = Bucket B B{= 5.
nfiguration nfigurat
ion

PR SE2973

i Bz 2 £
E RIS

BNl
B R

PUT /HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2017 03:15:40 GMT

x-oss-acl: private

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:77Dvh5wQgljWjwO/KyRt8dOP****

<?xmlversion="1.0" encoding="UTF-8"?>

<CreateBucketConfiguration>

<StorageClass>Standard</StorageClass>

</CreateBucketConfiguration>

1IEE IR B /=)
JSON &=

HTTP/1.1200 OK

IR B 7R B #h FE 35 B
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X RIFME 0SS

HTTP/1.1200 OK

x-oss-request-id: 534B371674E88A4D8906****
Date: Fri, 24 Feb 2017 03:15:40 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

=R
BiEEETLEEEZSEHIRG.
HERERR

e SDK

B R ARIREZSHIETHISDK, HBEEREEIAPEM M E =~ MRS, EEEERSDKEAR

AP, ERREFHNEEZRIE,
e OpenAPI Explorer

piEe R, JREEIRHAP, EEHITIE, BEHEEMTHITHISDKICHE RS,

o [EZXCL

MEZRFEENEETR, TEIHSHARNEES MNERRMRS, HERE, RELZFE

$O
SDK

e Java

e Python
e PHP

e (O

o (C

e NET

e Android
e i0S

e Node.js

e Ruby

i

iR HT T PR

InvalidBucketName 400

o
B
[

Bl#Z&BucketbY, EXHIBucketZ#R
AHFEmENTE,
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https://error-center.aliyun.com/status/product/Oss
https://next.api.aliyun.com/api-tools/sdk/Oss?version=2019-05-17&
https://next.api.aliyun.com/api/Oss/2019-05-17/PutBucket
https://github.com/aliyun/aliyun-cli
file:///home/admin/dita-files/output/92011202/task6852468/~~32012~~
file:///home/admin/dita-files/output/92011202/task6852468/~~32029~~
file:///home/admin/dita-files/output/92011202/task6852468/~~32102~~
file:///home/admin/dita-files/output/92011202/task6852468/~~32146~~
file:///home/admin/dita-files/output/92011202/task6852468/~~32135~~
file:///home/admin/dita-files/output/92011202/task6852468/~~32089~~
file:///home/admin/dita-files/output/92011202/task6852468/~~32052~~
file:///home/admin/dita-files/output/92011202/task6852468/~~207782~~
file:///home/admin/dita-files/output/92011202/task6852468/~~32071~~
file:///home/admin/dita-files/output/92011202/task6852468/~~32116~~

& 174 0SS API 2% X T Bucket 21

= se) HT T PR iR
REZ RN g REA T
. - RiEPutBucketiE KB BEENE
AccessDenied 403 PRI,
- BHEEBRENR,

BlE89BucketHER I LR, A—
TooManyBuckets 400 M ERKSER—#IH (Region)
W% o] 87100 Bucket ,

ZBucket EF S FEEMAF &
BucketAlreadyExists 409 . Bl EREMFEm 3TN
Bucket & #R#EBucket,

6.1.2. DeleteBucket

& A DeleteBucket il R ENEME=18 (Bucket)

@ 308
o I BFBucket BIIAEE A ENIRM BRiZBucket
o ATHILIZRMRMN AL, OSSALARIFMER—NIEZEIBucket

BRIEX

DELETE /HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

ZR]l
o EHMIBREIERTH)

DELETE/HTTP/1.1

Host: test.oss-cn-hangzhou.aliyuncs.com

Accept-Encoding: identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */*

Connection: keep-alive

date: Tue, 15 Jan 2019 08:19:04 GMT

authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3****
Content-Length: 0

IR @ 7R 4
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API

2%

HTTP/1.1 204 No Content

Server: Aliyun0OSS

Date: Tue, 15 Jan 2019 08:19:04 GMT
Content-Length: 0

Connection: keep-alive

x-0ss-request-id: 5C3D9778CCLC2AEDF85B* ***
x-0ss-server-time: 190

o HBREYBucket REFFEHIIE KR H

38

DELETE /HTTP/1.1

Host: test.oss-cn-hangzhou.aliyuncs.com

Accept-Encoding: identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */*

Connection: keep-alive

date: Tue, 15 Jan 2019 07:53:24 GMT

authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3****
Content-Length: 0

RERA

HTTP/1.1 404 Not Found

Server: AliyunOSS

Date: Tue, 15 Jan 2019 07:53:25 GMT

Content-Type: application/xml

Content-Length: 288

Connection: keep-alive

x-0ss-request-id: 5C3D9175B6FC201293AD****

<?xmlversion="1.0" encoding="UTF-8"?>

<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<Requestld>5C3D9175B6FC201293AD****</Requestld>
<Hostld>test.oss-cn-hangzhou.aliyuncs.com</Hostld>
<BucketName>test</BucketName>

</Error>

il BR B9 Bucket IE 2= 8915 KR4

DELETE /HTTP/1.1

Host: test.oss-cn-hangzhou.aliyuncs.com

Accept-Encoding: identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */*

Connection: keep-alive

date: Tue, 15 Jan 2019 07:35:06 GMT

authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3****
Content-Length: 0

IR @ 7R 45

X RIFME 0SS
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R TFME 0SS

APl 8- X T Bucket #21F

HTTP/1.1 409 Conflict

Server: Aliyun0OSS

Date: Tue, 15 Jan 2019 07:35:06 GMT

Content-Type: application/xml

Content-Length: 296

Connection: keep-alive

x-0ss-request-id: 5C3D8D2A0ACA54D87B43****

x-0ss-server-time: 16

<?xmlversion="1.0" encoding="UTF-8"?>

<Error>
<Code>BucketNotEmpty</Code>
<Message>The bucket you tried to delete is not empty.</Message>
<Requestld>5C3D8D2A0ACA54D87B43****</Requestid>
<Hostld>test.oss-cn-hangzhou.aliyuncs.com</Hostld>
<BucketName>test</BucketName>

</Error>

SDK
132 O P 3 Rz B9 =15 = SDKAN T -

Java
Python
PHP
Go

C

C++
.NET
Android
i0S
Node.js
Ruby

i

iR HT T PIRZSH R

REMRZBucket BIIRIR ., RAEBucket B ZE 7 BEM

AccessDenied 403 Forbidden
FRiZBucket,

6.1.3. GetBucket (ListObjects)

GetBucket (ListObjectsy# OB F7I2F =18 (Bucket) T FFENH (Object) BIER.

AEER
BRZEDN, SUTEEER:

e GetBucket (List Objects)i% O E&1T 4 Get Bucket V2 (ListObjectsV2), EEIIRTEFF & N A2 e B (& B ET

BIAR A Get Bucket V2 (ListObjectsV2), ARIEM/EFREM, OSSHH LT #FGetBucket (ListObjects), B
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Host: BucketName.oss-cn-hangzhou.aliyuncs.com
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HRFEBMREObject TER B,
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WMRFRPIEE T Delimiter24y, NESERENINNPEE
CommonPrefixesjt &, ZtEREHUDelimiterEE, HE
HEFIEHObject SFRIVES .

AN
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X Object EFHITHANFER ., FIEEFEABENFEE
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R FF#E 0SS

B

EncodingTyp
e
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ETag

IsTruncated

Key
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ult
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FRH

FFh

WEZR B
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wBIE

RER

user_exampl
e
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002207 2****

false
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B
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IBPTIREIER T HRIBEANEE, MEBEKRNSHDIEE
Tencoding-type, M&XRE LR HDelimiter,
Marker. Prefix, NextMarkerflKeyiX Lt #1749,

RIF & ListBucketResult

ObjectfiE & B,

AN

R/ ListBucketResult.Contents.Owner

ETag (Entity Tag) &N Object £ B 15, BFHRIR—
ObjectIRAE,

® IFFPutObjectizKEIZEHObject, ETagEEZEREN
MD518 .,

o WFHMAXEIEINObject, ETagERETF—EHEMN
ERNE—E, EREEREZHIMDSE.

* ETag/ERILAAFIEObject HBRRBTREDL, REWE
FAET ag{E{E /3 Object A & HIMD5 R 36 4117 52 B M B4 .

RF5 A ListBucketResult.Contents

BucketiBEEHIAFID,

R M ListBucketResult.Contents.Owner

BERPIREIRE R E BB
RENE: true. false

* trueRRARRKBIRE2EE

o falseRRARBERE T EEE

RF5m: ListBucketResult

Object#iKey,

AN

R ListBucketResult.Contents

Object & /E #E & KBV T 8],

AN

R M ListBucketResult.Contents

{R1FGetBucketiERE RN B,

Fi /M. Name, Prefix, Marker, MaxKeys. Delimiter.
IsTruncated. Nextmarker, Contents

AN

R A None

N
]
NA
e

>+

AN

% GetBucket (ListObjects) BURE S,
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APl 8- X T Bucket #21F

BIR et}

MaxKeys b=t
Name FRB
Owner BNEE

Prefix FRFE
Size FE &
StorageClass FFE

wBIE

100

oss-example

R

fun/

344606

Standard

bii:pay

IDIAERAPAEEES = e =R

RF /= ListBucketResult

Bucket&#R,

R/ ListBucketResult

RFBucket BB ERHAS,
Fi &= DisplayName. ID

AN

R A ListBucketResult

el

REBERNOER,

KT & ListBucketResult

IR[EObject K/N, BAIAFET.

R A2 ListBucketResult.Contents

Object (I fFfE AL,

AN

R M ListBucketResult.Contents

RO REM APk, Fl0 x-oss-request-id . Content-Type EMNESER, BS N 00k

(Common Response Headers) ,

o]l
o ERIERTH

GET /HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT
Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:BC+oQIXVR2/ZghT7cGal0ykbo****

IR @ 7R 4

HTTP/1.1200 OK

x-0ss-request-id: 534B371674E88A4D8906****

Date: Fri, 24 Feb 2012 08:43:27 GMT

Content-Type: application/xml
Content-Length: 1866
Connection: keep-alive

Server: AliyunOSS

<?xmlversion="1.0" encoding="UTF-8"?>
<ListBucketResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >

<Name>oss-example</Name>

<Prefix></Prefix>
<Marker></Marker>

<MaxKeys>100</MaxKeys>

<Nalimitars</Nalimitar>
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API 2%- R EFM 0SS

S L UL T v -

<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FEL****"</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012****</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FEL****"</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012****</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FEL****"</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012****</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>oss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z</LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FEL****"</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012****</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
</ListBucketResult>

o HprefixBENER A
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GET /?prefix=fun HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:BC+oQIXVR2/ZghT7cGal0ykbo****
R [E] 7451
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HTTP/1.1200 OK
x-0ss-request-id: 534B371674E88A4D8906* ***
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 1464
Connection: keep-alive
Server: Aliyun0SS
<?xmlversion="1.0" encoding="UTF-8"?>
<ListBucketResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>
<Prefix>fun</Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter></Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FEL****"</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012****</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FEL****"</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012****</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FEL****"</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012****</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
</ListBucketResult>

o prefixfldelimiter2 #8915 KR!
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GET /?prefix=fun/&delimiter=/ HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx718U9I9IY****

N

HTTP/1.1200 OK
x-0ss-request-id: 534B371674E88A4D8906™ ***
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 712
Connection: keep-alive
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<ListBucketResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>
<Prefix>fun/</Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FEL****"</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012****</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
<CommonPrefixes>
<Prefix>fun/movie/</Prefix>
</CommonPrefixes>
</ListBucketResult>

o g Emarkers> T 528915 K=l
WRBIDHEE T max-keys=2, BIEZIRE2RGIAEL,

GET /?max-keys=2&marker=testl.txt HTTP/1.1

Host: test-bucket-xxx.0ss-cn-shenzhen.aliyuncs.com
Accept-Encoding: identity

Accept: */*

Connection: keep-alive

User-Agent: aliyun-sdk-python/2.11.0(Darwin/18.2.0/x86_64;3.4.1)
date: Tue, 26 May 2020 08:39:48 GMT

authorization: 0SS LTAIBIVW9xxxxxxx:MmY11jLIO8UIAqjqHK3Ckp****

AEER
25 B b g Next Markera] A8 T X 51 215 Sk B9 Marker,
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HTTP/1.1200 OK

Server: Aliyun0OSS

Date: Tue, 26 May 2020 08:39:48 GMT

Content-Type: application/xml

Content-Length: 1032

Connection: keep-alive

x-0ss-request-id: SECCD5D4881816373582xxx

X-0ss-server-time: 3

<?xmlversion="1.0" encoding="UTF-8"?>

<ListBucketResult>
<Name>test-bucket-xxx</Name>
<Prefix></Prefix>
<Marker>test1.txt</Marker>
<MaxKeys>2</MaxKeys>
<Delimiter></Delimiter>
<EncodingType>url</EncodingType>
<IsTruncated>true</IsTruncated>
<NextMarker>test100.txt</NextMarker>
<Contents>

<Key>test10.txt</Key>

<LastModified>2020-05-26T07:50:18.000Z</LastModified>

<ETag>"C4CA4238A0B923820DCC509A6F75****"</ETag>
<Type>Normal</Type>
<Size>1</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>1305433xxx</ID>
<DisplayName>1305433xxx</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>test100.txt</Key>

<LastModified>2020-05-26T07:50:20.000Z</LastModified>

<ETag>"C4CA4238A0B923820DCC509A6F75****"</ETag>

<Type>Normal</Type>

<Size>1</Size>

<StorageClass>Standard</StorageClass>

<Owner>
<ID>1305433xxx</ID>
<DisplayName>1305433xxx</DisplayName>

</Owner>

</Contents>
</ListBucketResult>

SDK
132 O P 3 R B9 =535 = SDKAN T -
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X R EFfE 0SS

APl 8- X T Bucket #21F

o C

e NET
Android
Node.js

Browser.js
Ruby

ARG

HIR

NoSuchBucket

AccessDenied

InvalidArgument

HT T PR 7S5
404
403
400

i3y
B#rBucket R ETE,

& HFaZBucket IR,

® max-keys/NF0= & X F 1000,
e prefix, marker, delimiterB2HHMKERFEER,

6.1.4. GetBucketV2 (ListObjectsV2)

GetBucketV2 (ListObjectsV2)iE O A F 5% ZE =8 (Bucket) EFE X4 (Object) HIER.

@ 88 #h4TGetBucketV2 (ListObjectsV2)iE kBt ALK [E Object B E XM TS A,

ERIEX

GET /?list-type=2 HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

A o 3
BREH
Bm EJid)
List-type HF
Delimiter FRB

iy

iR
RERBEAN2,
XfObject B FHTHANFH . MrEObject EFBEEENRLE,

F— IR B P DelimiterEfF Z BB ObjectfE A —HTE (B
CommonPrefixes) ,

NE: &
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I’ EMStart-afterz 512 2B HEFFIRIRE Object,

Start-afterARTIARERRE, SHNKEXFUNTF1024F

To

WMEMEWE, BEStart-afterEsIRPAEFHE, haNFaStart-
afterFBHIFHN T — P FBEITE,

BNE: &

Start-after FHB

o

Continuatio e EElSHREREMItokenFria, XTI MListObjectsV2E5 R 8y
n-token - Next ContinuationT okenfkEXitttoken,

iy

5 EiR @ Object IR A#,
BUY&E: KF0/AF1000
ZNE: 100

i
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e
7

Max-keys 2R
@ 3B WEENMax-kevsHIEE T HE—REMEILE, EE
ZERLKN— <NextContinuationToken> {EAT—x%I
249 Continuation-token,

IR B IR B 3 44 B Key s A Prefix{E A HI 4R .

INREPrefiiRAEANXMHEE, NFIZELAPrefixFF LB, BN
RS T YA B BT SR XA

g B PrefixtUEM L, ¥DelimiterigB RNIERZE (/) B, REVE
MATNEEZ AL TR, TR FXELZIRETE
CommonPrefixest, FXELTRIANAEXGEMXGELRER,

fFtn, —/ N Bucketth =/ 0bject , $ 8l fun/test.jpg.
fun/movie/001.aviflfun/movie/007.avi, &igEPrefixsfun/,
MRE = Object; INREPrefixi¥&EAfun/BIER L, ¥Delimiter
REBRERZL (/) , WREIfun/test.jpgFlfun/movie/,

Prefix FHE

7|

@
o SHHRELINTI1024FT,
o EMPrefixBWEY, EEHIKeyPHRAEPrefix,
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B B3] BEDIE
Encoding- .
T = =
type
Fetch-
Mm/RE =
owner

Ui ¥z 7T 2%

B

Contents

CommonPrefixes

Delimiter

EncodingType

DisplayName

EFES

P

SHRE G A B HITRIBHIE ERBAIEE,
ZNE: X
oiEfE: url

@ #BA  Delimiter. Start-after, Prefix.
NextContinuationT okenPA R Key{E FHUT F-8FfF, W%
Delimiter, Start-after. Prefix. NextContinuationT okenkA
KKeyb B EXML 1.0/ EARZIFHEFIZR, BoLLUEEEE
Encoding-typeXyik [E] 45 R hDelimiter, Start-after,
Prefix. NextContinuationT okenbA R Keyi#{T4RE

BERSEROLEREFEEowner(5 .,
EiR1E: true. false

® true: RRREZERPEZowner5E.,
e false: RRREIZERPFAEZowner5E.,
ZKINE: false

i

5

BREEMNREObject TERHNEEE,

AN

RF & ListBucketResult

WMRIBEKRPIEE T Delimiter24y, NESEREINIMNPEE
CommonPrefixesTtE., ZTtExBPUDelimiterEE, ABHEFIEN
Object BFRIVES .

RF /= ListBucketResult

XObject ZFHTNENFR . MEEFESBEENNEEE LI
Delimiter=#&f 2 8189 Object{E I —2H st &R CommonPrefixes,

AN

R M ListBucketResult

1EBRE R P RBERANZEE, MRBERNSHTIEE T Encoding-
type, MEFRE L EDPHDelimiter, StartAfter, Prefix,
NextContinuationT okenfIKeyiX £ e R H{THRE.

-

R¥5 M ListBucketResult

ObjectiiEE B,

RF s ListBucketResult.Contents.Owner
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R FF#E 0SS

B

ETag

IsTruncated

Key

LastModified

ListBucketResult

StartAfter

MaxKeys

Name

Owner

EEF R &

B8

P

ETagE &N Object £ EI3E, AFIMR—10bject RS,

RF /. ListBucketResult.Contents

e 3FFPutObjectigskE|ZH Object, ETagEE2ERNBHIMD5E,

o WFHMAXEIENObject, ETaglEREFT—EHHE MM LR BIHE—
&, ERRERNSHIMD5E.

e ETagfETILA AFHREObject NBARBRETH ., REWERETagEE
J90bject B A HIMDSRIE £ 1R e BRI KIE

BucketiiEZ A FID,

AN

RF /. ListBucketResult.Contents.Owner

BRPIREINERE DB,
REE: true. false

* trueRRANRREREIEEE

o falseRRARELRET 2ELE

R¥5 e ListBucketResult

ObjectHKey,

AN

R A ListBucketResult.Contents

Object &R/E# &K HIBT 8],

RF5 & ListBucketResult.Contents

{R1FGetBucket FRER A,

FT &= Name, Prefix, StartAfter, MaxKeys, Delimiter,
IsTruncated. NextContinuationToken. Contents

AN

RIT A None

MRIBEKRPIEE T StartAfters4, NESEREIRIN P E S StartAfter
TR,
DA APAEEE T =P =R

RF & ListBucketResult

Bucket & #R.,

AN

RF /. ListBucketResult

HRiFBucket iIEEEREH B,
FT /= DisplayName. ID

RAFE: ListBucketResult
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B E-Ji] R
KREHERNBIE.
Prefix ZHFSB
RFF M ListBucketResult
Object IETH L,
S- =g
iz€ TS RT s ListBucketResult.Contents
ObjectByfFfEEE!
St Cl FR
oragetiass TS RF5 M ListBucketResult.Contents
ContinuationT ok e WREK IS E T ContinuationToken2%y, MAERENIANPES
en e ContinuationT okenJt &,
KevCount . I RIERIRE BIKeyBI NI, INRIEE T Delimiter, MKeyCountKey#
y CommonPrefixesB T =2,
Next Continuatio p X BB X GetBucketV2 (ListObjectsV2)iE RO FEER, BEE

nToken

N

o fERIERRH

Next ContinuationT okenig & A ContinuationT okenZk £E 5K ER 4%

GET /?list-type=2 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS qnéqrrgxo2oawuk53otfjbyc:BC+oQIXVR2/ZghT7cGalOykbo****

IR @ 7R 4

HTTP/1.1200 OK

x-0ss-request-id: 534B371674E88A4D8906* ***
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 1866

Connection: keep-alive

Server: AliyunOSS

<?xmlversion="1.0" encoding="UTF-8"?>

<ListBucketResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >

<Name>oss-example</Name>

<Prefix></Prefix>

<MaxKeys>100</MaxKeys>

<EncodingType>url</EncodingType>

<IsTruncated>false</IsTruncated>

<Contents>
<Key>a</Key>
<LastModified>2020-05-18T05:45:43.000Z</LastModified>
<ETag>"35A27C2B9EAEEB6F48FD7FB5861D****"</ETag>
<Size>25</Size>
<StorageClass>STANDARD</StorageClass>

</Contents>

> MAYRRA: 20211029
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<Contents>
<Key>a/b</Key>
<LastModified>2020-05-18T05:45:47.000Z</LastModified>
<ETag>"35A27C2B9EAEEB6F48FD7FB5861D****"</ETag>
<Size>25</Size>
<StorageClass>STANDARD</StorageClass>

</Contents>

<Contents>
<Key>b</Key>
<LastModified>2020-05-18T05:45:50.000Z</LastModified>
<ETag>"35A27C2B9EAEEB6F48FD7FB5861D****"</ETag>
<Size>25</Size>
<StorageClass>STANDARD</StorageClass>

</Contents>

<Contents>
<Key>b/c</Key>
<LastModified>2020-05-18T05:45:54.000Z</LastModified>
<ETag>"35A27C2B9EAEEB6F48FD7FB5861D****"</ETag>
<Size>25</Size>
<StorageClass>STANDARD</StorageClass>

</Contents>

<Contents>
<Key>bc</Key>
<LastModified>2020-05-18T05:45:59.000Z</LastModified>
<ETag>"35A27C2B9EAEEB6F48FD7FB5861D****"</ETag>
<Size>25</Size>
<StorageClass>STANDARD</StorageClass>

</Contents>

<Contents>
<Key>c</Key>
<LastModified>2020-05-18T05:45:57.000Z</LastModified>
<ETag>"35A27C2B9EAEEB6F48FD7FB5861D****"</ETag>
<Size>25</Size>
<StorageClass>STANDARD</StorageClass>

</Contents>

<KeyCount>6</KeyCount>

</ListBucketResult>

T Pref x2 8 195K Al

GET /?list-type=2&prefix=a HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:BC+oQIXVR2/ZghT7cGalykbo****

IR @745

X RIFME 0SS
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HTTP/1.1200 OK
x-0ss-request-id: 534B371674E88A4D8906* ***
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 1464
Connection: keep-alive
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<ListBucketResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>
<Prefix>a</Prefix>
<MaxKeys>100</MaxKeys>
<EncodingType>url</EncodingType>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>a</Key>
<LastModified>2020-05-18T05:45:43.000Z</LastModified>
<ETag>"35A27C2B9EAEEB6F48FD7FB5861D****"</ETag>
<Size>25</Size>
<StorageClass>STANDARD</StorageClass>
</Contents>
<Contents>
<Key>a/b</Key>
<LastModified>2020-05-18T05:45:47.000Z</LastModified>
<ETag>"35A27C2B9EAEEB6F48FD7FB5861D****"</ETag>
<Size>25</Size>
<StorageClass>STANDARD</StorageClass>
</Contents>
<KeyCount>2</KeyCount>
</ListBucketResult>

o 5 Prefix#1Delimiter2 £ #9115 K=l
GET /?list-type=2&prefix=a/&delimiter=/ HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT
Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx718U9I9IY****

RERA

SAYRRA: 20211029



APl 8% X T Bucket #21F

X RIFME 0SS

HTTP/1.1200 OK

x-0ss-request-id: 534B371674E88A4D8906* ***
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 712

Connection: keep-alive

Server: Aliyun0OSS

<?xmlversion="1.0" encoding="UTF-8"?>

<ListBucketResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >

<Name>oss-example</Name>

<Prefix>a/</Prefix>

<MaxKeys>100</MaxKeys>

<Delimiter>/</Delimiter>

<EncodingType>url</EncodingType>

<IsTruncated>false</IsTruncated>

<Contents>
<Key>a/b</Key>
<LastModified>2020-05-18T05:45:47.000Z</LastModified>
<ETag>"35A27C2B9EAEEB6F48FD7FB5861D****"</ETag>
<Size>25</Size>
<StorageClass>STANDARD</StorageClass>

</Contents>

<CommonPrefixes>
<Prefix>a/b/</Prefix>

</CommonPrefixes>

<KeyCount>2</KeyCount>

</ListBucketResult>

o TStartAfter. MaxKeys#lFetchOwner&#{81& K=l

GET /?list-type=2&start-after=b&max=keys=3&fetch-owner=true HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx718U9I9IY****

N
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HTTP/1.1200 OK
x-0ss-request-id: 534B371674E88A4D8906* ***
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 712
Connection: keep-alive
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<ListBucketResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>
<Prefix></Prefix>
<StartAfter>b</StartAfter>
<MaxKeys>3</MaxKeys>
<EncodingType>url</EncodingType>
<IsTruncated>true</IsTruncated>
<NextContinuationToken>CgJiYw--</NextContinuationToken>
<Contents>
<Key>b/c</Key>
<LastModified>2020-05-18T05:45:54.000Z</LastModified>
<ETag>"35A27C2B9EAEEB6F48FD7FB5861D****"</ETag>
<Size>25</Size>
<StorageClass>STANDARD</StorageClass>
<Owner>
<ID>1686240967192623</ID>
<DisplayName>1686240967192623</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>ba</Key>
<LastModified>2020-05-18T11:17:58.000Z</LastModified>
<ETag>"35A27C2B9EAEEB6F48FD7FB5861D****"</ETag>
<Size>25</Size>
<StorageClass>STANDARD</StorageClass>
<Owner>
<ID>1686240967192623</ID>
<DisplayName>1686240967192623</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>bc</Key>
<LastModified>2020-05-18T05:45:59.000Z</LastModified>
<ETag>"35A27C2B9EAEEB6F48FD7FB5861D****"</ETag>
<Size>25</Size>
<StorageClass>STANDARD</StorageClass>
<Owner>
<ID>1686240967192623</ID>
<DisplayName>1686240967192623</DisplayName>
</Owner>
</Contents>
<KeyCount>3</KeyCount>
</ListBucketResult>

iR
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APl 8% X T Bucket #21F

X RFME 0SS

HiRtg HT TP JRZSH R
NoSuchBucket 404 B#RBucket RMFEFE,
AccessDenied 403 B A aZBucket BIAR .

e Max-keys/NF08& AXF 1000,
InvalidArgument 400 e prefix, Start-after, DelimiterB# I KEAFSE

R

6.1.5. GetBucketinfo

A GetBucketInfoiE O &EEFMEZ 8 (Bucket) HHEXER,
HEE

@ B ZERTUMEF—N0SSHIENdpoint K.,

ERNEFEMEZENEXER, BB oss:GetBucketinfo X[R, BEMRIE, BE M ARAMA P EREE XH

RAM Policy,
BXRIEE

GET /?bucketinfo HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

ERk

WEAMNERAHEKRL, ELZER, BEMLAHERL (Common Request Headers) o

O] Jiz Sk

WEOMGERARIGHNL, ESER, BN AHLML (Common Response Headers) o

Ui iz 7T 2%

B e AN R
1R1FBucket (BB,
BucketInfo PaE RER FHR: Bucket
REFR: L
{R7FBucketE BB 28
Bucket B RER RF A Bucketinfo
58 > NHRA: 20211029


https://help.aliyun.com/document_detail/199058.html#concept-2025445/section-ucu-jv0-zip
https://help.aliyun.com/document_detail/31955.html#reference-mhp-zdy-wdb/section-eq1-b2y-wdb
https://help.aliyun.com/document_detail/31955.html#reference-mhp-zdy-wdb/section-hcd-m2y-wdb

X R EFfE 0SS

API 2% X T Bucket 21

B

CreationDate

ExtranetEndpoint

IntranetEndpoint

Location

StoragecClass

Name

Owner

DisplayName

AccessControlList

o]

FFH

FFh

a%

wHIE

2013-07-
317T10:56:21.000Z2

0ss-Cn-
hangzhou.aliyuncs
.com

0ss-cn-hangzhou-
internal.aliyuncs.c
om

0ss-cn-hangzhou

Standard

oss-example

R

27183473974****

username

RER

H

Bucket B9 &l 2B 15
BFiE4& = : 2013-07-31T10:56:21.000Z

R & BucketInfo.Bucket

Bucket 89415 .

R 4. BucketInfo.Bucket

BB ECSIAIEBucket B9 A M54

K75 Bucketinfo.Bucket

Bucket FRfE B #thig .

AN

RF5 7. Bucketinfo.Bucket

Bucket B9 77 fif 28!,

B
{&: Standard. IA. Archivefl ColdArchive

XTFEREBENESER, BEAFMHEER

N4,

Bucket &R,

RF5 M Bucketinfo.Bucket

FHBucket B EERNER.

R¥I A BucketInfo.Bucket

BucketiiBEZHIAFID,

AN

RF5 7 Bucketinfo.Bucket.Owner

BucketiBENEM (BRFEFID—
).

AN

RT = BucketInfo.Bucket.Owner

BucketiZEEMIR (ACL) FEHESS.

K TFBucket ACLEZER, BENLEF
E=ENESRR (ACL)

RF5m: Bucketinfo.Bucket
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https://help.aliyun.com/document_detail/51374.html#concept-fcn-3xt-tdb
https://help.aliyun.com/document_detail/31843.html#concept-fnt-4z1-5db

APl 8- X T Bucket 21F

X RFME 0SS

B

Grant

DataRedundancyT
ype

Versioning

ServerSideEncrypti
onRule

ApplyServerSideEn
cryptionByDefault

SSEAlgorithm

KMSMasterKeylD

CrossRegionReplic
ation

BEZRF B

BEZRF B

FFH

wHIE

private

LRS

Enabled

RER

AR

KMS

dkkkkk

Disabled

H

Bucket BYACLNR ,

BYIE: private. public-read. public-
read-write

RF A
BucketInfo.Bucket.AccessControlList

Bucket (IR A SRR,
BYE: LRS. ZRS

RF5 /. Bucketinfo.Bucket

Bucket B pR AR HIRTS
BWIE: Enabled. Suspended

XFBRARFHRSNESER, 1B
I PutBucketVersioning,

AN

RF5 /. Bucketinfo.Bucket

RS EFRmMBET LSRR,

XTBRESHHEMELANESER, B2
MRS =R AN

RF5m: Bucketinfo.Bucket

IRSSFBIHBINMEZE S RPBEE,

N

R¥I A Bucketinfo.Bucket

ERRSH|IHEANNEZES.
BEYE: KMS. AES256

AN

RF5 /. Bucketinfo.Bucket

ERYFMERBOKMSEEID, XY
SSEAlgorithmAKMS, Bi1g%E 7 Z4AIDEIR
EEE, EERT, BEAR

AN

RF5 /. Bucketinfo.Bucket

ERBucket N EEXIHE IR,
BRUE: Enabled. Disabled

R = Bucketinfo.Bucket
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https://help.aliyun.com/document_detail/112424.html#reference-w2w-nm3-fhb
https://help.aliyun.com/document_detail/31871.html#concept-lqm-fkd-5db

S RIFRE 0SS API £3&- X FBucket #£1F

B Bl w~BIE

o
B
5

ERBucket FUMEEINIRIRE
TransferAccelerati Ry Disabled B¥E: Enabled. Disabled

on
R & BucketInfo.Bucket

£ RBucket B35 1T BRERIRA
AccessMonitor PR Enabled BYIE: Enabled. Disabled

AR5 & BucketInfo.Bucket

aNL]
HRRA
Get /?bucketinfo HTTP/1.1
Host: oss-example.oss.aliyuncs.com

Date: Sat, 12 Sep 2015 07:51:28 GMT
Authorization: 0SS gnéqrrgxo2oawuk53otf****: BuG4rRK+zNhH1ACF51NNHD39****

iR 8745
o [§I13REXBucket {5 2 BYIR Bl 7~
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HTTP/1.1200
x-0ss-request-id: 534B371674E88A4D8906* ***
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive
Content-Length: 531
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<BucketInfo>
<Bucket>
<AccessMonitor>Enabled</AccessMonitor>
<CreationDate>2013-07-31T10:56:21.000Z</CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<StorageClass>Standard</StorageClass>
<TransferAcceleration>Disabled</TransferAcceleration>
<CrossRegionReplication>Disabled</CrossRegionReplication>
<Name>oss-example</Name>
<Owner>
<DisplayName>username</DisplayName>
<ID>27183473914****</ID>
</Owner>
<AccessControlList>
<Grant>private</Grant>
</AccessControlList>
<Comment>test</Comment>
</Bucket>
</BucketInfo>

o REVRFTERIBucket 52 AYIR B /R~

HTTP/1.1404

x-0ss-request-id: 534B371674E88A4D8906* ***

Date: Sat, 12 Sep 2015 07:51:28 GMT

Connection: keep-alive

Content-Length: 308

Server: Aliyun0SS

<?xmlversion="1.0" encoding="UTF-8"?>

<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<Requestld>568D547F31243C673BA1****</Requestld>
<Hostld>nosuchbucket.oss.aliyuncs.com</Hostld>
<BucketName>nosuchbucket</BucketName>

</Error>

o REUEANIRIF I AIBucket {52 AYIR E 7Rl

62

X RIFME 0SS
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HTTP/1.1403
x-0ss-request-id: 534B371674E88A4D8906* ***
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive
Content-Length: 209
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<Error>
<Code>AccessDenied</Code>
<Message>AccessDenied</Message>
<Requestld>568D5566F2D0F89F5COE****</Requestld>
<Hostld>test.oss.aliyuncs.com</Hostld>
</Error>

SDK
3% O XS M2 B9 &5 = SDKI T -

Java
Python
PHP

Go

C

C++
.NET
Android
i0S
Node.js

i

IR HT T PIRZSHS iR
NoSuchBucket 404 B#rBucket RETE,

AccessDenied 403 RBEEZBucketERHINIR, RBEBucketiNlEE A
BEEEBucketBIE 2,

6.1.6. GetBucketLocation

GetBucketLocationi#E OB FEEFMHEZE (Bucket) MM EFER. RBEBuckettNilBEE 7 BEEE Bucket i
NEER.

BKIEX

GET /?location HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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https://help.aliyun.com/document_detail/145212.html#concept-2348421
https://help.aliyun.com/document_detail/145657.html#concept-2352130
https://help.aliyun.com/document_detail/184878.html#concept-1956862
https://help.aliyun.com/document_detail/145680.html#concept-2352308
https://help.aliyun.com/document_detail/147598.html#concept-2365066
https://help.aliyun.com/document_detail/146034.html#concept-2351981
https://help.aliyun.com/document_detail/177659.html#topic-2591171
https://help.aliyun.com/document_detail/150008.html#concept-2382429
https://help.aliyun.com/document_detail/207699.html#concept-2056671
https://help.aliyun.com/document_detail/167937.html#concept-2502726

APl 8#- X T Bucket 21 IR IFME 0SS

O] ¥z 7T 2%

IR ESid] Hk
Bucket FTFERYIIE
BRE: o0ss-cn-hangzhou., oss-cn-shanghai, oss-cn-qingdao. 0ss-
cn-bejfing. oss-cn-zhangjiakouoss-cn-hongkong. o0ss-cn-
LocationConstr ey shenzhen, oss-us-west-1. oss-us-east-1. 0ss-ap-southeast-1%,
. FRF
aint

@ 8  BucketFiEMEL SHIR T LDNT R E RSN EE 55
B,

ZR]l
ERRH)

Get /?location HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: 0SS gnéqrrqgxo2oawuk53otf****:ceOEyZavKY4QcjoUWYSpYbJ3****

N

HTTP/1.1200

x-0ss-request-id: 534B371674E88A4D8906****

Date: Fri, 15 Mar 2013 05:31:04 GMT

Connection: keep-alive

Content-Length: 90

Server: AliyunOSS

<?xmlversion="1.0" encoding="UTF-8"?>

<LocationConstraint xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >oss-cn-hangzhou</LocationCon
straint >

SDK

Le$E O Fr XY A S IE S SDKIN T
® Java

e Python

e (O

e (C++

e PHP

o C

e Node.js

Hixtg
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https://help.aliyun.com/document_detail/145211.html#concept-2348417
https://help.aliyun.com/document_detail/146670.html#concept-2358579
https://help.aliyun.com/document_detail/145679.html#concept-2352307
https://help.aliyun.com/document_detail/146033.html#concept-2351980
https://help.aliyun.com/document_detail/146334.html#concept-2358132
https://help.aliyun.com/document_detail/147597.html#concept-2365064
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X REFfE 0SS API &%&- X FBucketi®1E

fHiRtG HT TP R
AccessDenied 403 REBEEBucketUEEFEEHNIR, R BBucketfBESE
ZeeEEBucket I EER.

6.2. EMAEEBXRE (WORM)
6.2.1. InitiateBucketWorm

& A InitiateBucketWormiZ O #i2 — LA MIR BRI,

EREI

I RIEFHEOSSZIFWORM (Write Once Read Many) 451, ARFUARTIHER. AoJEXN S N FEMNERE
&, OSSAFEXFMEZIE (Bucket) IREEFHEINSMRBRE, RIFAHRATIXE70E,

HETFHEINEMERBRENE2V/NFERIZRHE, WiZREEHERY., HEMRBRENERE, &D

PATEBucket th_EfEF1IE BN 44 (Object) , B2 Object MR BEEZIEEZ AT, AAFMERObject REHL

1RBEEL, Object VRBITAZEIEE, A JLAMRObject, XFAMRBENEZER, BN ENE

BEREE,

E—Bucketth, [RAEZBHMENRBRIELEZANERE, MEBucket EFBIRARFITNEE, N EBER
BERBERE, XTFIRABFNEESER, BSRMAZGHNE,

- —
BXKITER
B Bt ERYM ik
BT R
InitiatewormConfiguration = = . .
? a5 = F¥5 /= RetentionPeriodinDays
RetentionPeriodInDays ERBH =3 #EEObject{R BB XL,

Rl
o EREH

POST /2worm HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Content-Length: 556

Content-Type: application/xml

Host: BucketName.oss.aliyuncs.com

Authorization: 0SS nxj7dtlhcyl5hp****:COS30QkfQPnKmYZTEHYv2****

<InitiateWormConfiguration>
<RetentionPeriodIinDays>365</RetentionPeriodInDays>

</InitiateWormConfiguration>

o R[EIRA
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APl 8#- X T Bucket 21 IR IFME 0SS

HTTP/1.1200 OK

x-0ss-request-id: 5374A2880232A65C2300****
x-0ss-worm-id: 1666E2CFB2B3418****

Date: Thu, 15 May 2014 11:18:32 GMT

6.2.2. AbortBucketWorm

AbortBucketWormf FHil bR R BIE NS MR B R,

EREIN

HETHENEMNRBREOERS, ZREBBIALFInProgressikas, BZRSHNEREIR24/NE, EHK
H24/NB A, It SRBEXS B2 89 Bucket HiE 4L FRIPIRES.

o EHEMRBRIE2MNEA: FHRERRRBE, NBucket rEE ARZAAF T LAMBRILRES, &%
RBRBERRYE, WARFMIRLRE, BEXERERBRIFAYE, NIMUERKRFEH,

o BHAMREBER 24NN GE: EBII24NNZEBERKRIERSE, NZHKEHEK,

EBucket AE XA TRIFPBEA, BARBTEMREMRBERE, BRI EMRRBucket, ZBucket A
20, BucketB9FTEZ oI LAMIBRZBucket, MBI kRiZBucket BU{F BB 5505 .

B

o ERRBI

DELETE /2worm HTTP/1.1

Date: Mon, 3 Aug 2020 03:15:40 GMT

Host: BucketName.oss.aliyuncs.com

Authorization: 0SS gnéqrrgxo2oawuk53otf****:77Dvh5wQgljWjwO/KyRt8dOP****

o R[ERA

HTTP/1.1 204 NoContent
x-0ss-request-id: 534B371674E88A4D8906****
Date: Mon, 3 Aug 2020 03:15:40 GMT

6.2.3. CompleteBucketWorm
CompleteBucket Wormf FH{E & MR B KB,

EREIN

HETHENENRBRECES, WREBIALTFInProgressikas, BZRSHERII 24N, EHEK
H24/NB A, It SRBEXS B2 89 Bucket iR FRIPIRE.

o EHEMREBRIE2VNEA: HFHRERRRBE, NBucket iEELARZAAF T LAMRILRES, &k
RBRBERRYE, WARFMIRLRE, BEXERERBRIFAY, NIUERKRFPEH,

o BHAMREERANGE: SBE4NTIHEBERRRRIME, WILHEREHEXK,
B

o 5K
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POST /2wormld=xxx HTTP/1.1

Date: GMT Date

Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

o R[ERH

HTTP/1.1200 OK
x-oss-request-id: Requestld
Date: Date

Content-Type: application/xml
Content-Length: length

6.2.4. ExtendBucketWorm

ExtendBucketWormf FiE £ B 81 E & M 4R B R BE XY B Bucket 1 Object BY{F B X ¥,
@ B8 TR T EKObject{R B REF M EIWORM IDRZZE, MRE404,

EEEI
HETHENENRBREEER, ZREBIALFInProgressikas, BZRSHBERE 240, BHEY
H2ANE A, HESRBERT R AYBucket R L FRIFIRAS.

o EHMEMRBRE2ANNA: SLURERERYE, WBucket FBEEURRNA P o LAMRILREE, &%
RBRBEERRYE, WARFMIRERE, BEXERERBRIFAY, NIUEKRPES.
o EHMEMRBRIE2UNNE: EBI24/NTZREBRERERYE, WZREBHKK.

EBucket AB XL TFRIFAHR, BARBLENRESMEZERE, BEEEEMBRBucket, ZHBucket
220, BucketB9FTEZ Tl LAMIBRZBucket, M B3 kR iZ Bucket BU{F BB 55 05 .

\$ —
BXKITR
B B3] =EYMN R
RER
ExtendWormConfiguration Bz =
9 B = FT /. RetentionPeriodinDays
RetentionPeriodinDays IEE#H = FEEObject B{R B X,
=Bl

o BRI

POST /?2wormld=xxx&wormExtend HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: BucketName.oss.aliyuncs.com

Authorization: 0SS nxj7dtlhcyl5hp****:COS30QkfQPNnKmYZTEHYv2****

<ExtendWormConfiguration>
<RetentionPeriodIinDays>366</RetentionPeriodInDays>

</ExtendWormConfiguration>
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o R[EIRp

HTTP/1.1200 OK

x-0ss-request-id: 5374A2880232A65C2300****
Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml
Content-Length: 556

6.2.5. GetBucketWorm

GetBucketWormB FT3AEUE EZ #2218 (Bucket) MAMEEBERIBEE,
@ H83 15T ARIKBucket A MR B IS B X S EIWORM IDARTEE, MRE404,

EREI

N R FHEOSSZFWORM (Write Once Read Many) 45, RIFMUARTIMER. RoulE A X RFFER
HIE. OSSAFE X BucketiREE TN ENESMRBERE, RIPABAIXEI70E,

HEMRERBYTER, BoIAEBucket h EAERIZEN M (Object) , {ER7EObject RENBE#Z
Hl, RAIFMERObject REMREREL, ObjectHREBNEZIE/E, 7 oTLAMERObject,

BEXRL
WEOMGERARERL, FBEIBES N AHERL (Common Request Headers) o
I iz Sk
OGS R AFEMAL, FHEES N HL005L (Common Response Headers)
0 R T 3
B et i
R R.
WormConfiguration =R FP & Wormld, State, RetentionPeriodinDays.
CreationDate
Wormid FRB BHIRERELID,
EMRBRETEHIRS.
oiEME:
State ey ® InProgress: %fmﬁ%%%@@%, i’i%%%ﬁ%&i
F “InProgress” K&, BiZRSHBEKLER24/0
Bt
e Locked: GHIRBERELTHERE.
RetentionPeriodinDays IEEE ObjectBIfEEREXRE.
CreationDate FRB EMRBRENCIERNE.
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Znl
o BERFH

GET /2worm HTTP/1.1

Date: Fri, 16 Oct 2020 11:18:32 GMT
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

o R[EIRA

HTTP/1.1200 OK

x-0ss-request-id: 5374A2880232A65C2300****

Date: Fri, 16 Oct 2020 11:18:32 GMT

Content-Type: application/xml

Content-Length: length

<WormConfiguration>
<Wormld>1666E2CFB2B3418****</Wormld>
<State>Locked</State>
<RetentionPeriodInDays>1</RetentionPeriodInDays>
<CreationDate>2020-10-15T15:50:32</CreationDate>

</WormConfiguration>

6.3. tXPR#=Hl (ACL)
6.3.1. PutBucketAcl

PutBucketAciE O A FIREHEIFH =8 (Bucket) BIFEMRIR (ACL) ,

AEER
fEAPUtBucket ACHE MBS, BN TEBER:

o ZEONIBEREFZEENBucketEE NACLEIRR,
e PutBucketAclHBEIEN, BIFEANACLEEBERENAC,
o INRIBEEIREACLHIBucket RETE, AR ZZEOMIEEHEBuUCket

BKEX

PUT /?acl HTTP/1.1

x-oss-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

=E P
15 3K L
2R e 2T A

> MAYRRA: 20211029

69



AP| &#. £ FBucket #£/F IR FME 0SS

B Ei] EEWIE R
5 EBucket B9iA 1B A PRACL,
PutBucketAcli% 0@ Putid K b AIx-0ss-acliF KL Kig
BIFRNER, WREFIZERL, WHRRRIZEERE
W
BUE: public-read-write. public-read. private,
e public-read-write (ARES) : FIERFPEHEZ
x-0ss-acl FRB = Bucket WIS HFENE SR . & EIEEHiZ I m4%

MR

e public-read (/A$£3E) : BucketfIIBBEEMENAF
BiZBucket WHISUFRIES IR, EMMAFREZ
Bucket OB ST RIEAN R . B IEERIZIF AR,

e private: Bucketfy#iHE & FMIZREFHiZBucket BAY
XHEIEERR, EitsHFRERREEZBucket )
B3,

WiEOPRIEMAIFRL, ESRNAHIERL (Common Request Headers) ,

i iz L

WEOMGER AT L, BHSRAHLIAL (Common Response Headers) o
P

B3R RH

PUT /?acl HTTP/1.1

x-oss-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: 0SS gn6qrrgxo2oawuk53otf****:KUSh8YMUCT78M30dXqf3JxrT****

iR 8745
o IEEIRERA

HTTP/1.1200 OK

x-0ss-request-id: 534B371674E88A4D8906™ ***
Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

o REXEMNRIMEIRERA
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HTTP/1.1 400 Bad Request

x-0ss-request-id: 56594298207FB3044385****

Date: Fri, 24 Feb 2012 03:55:00 GMT

Content-Length: 309

Content-Type: text/xml; charset=UTF-8

Connection: keep-alive

Server: AliyunOSS

<?xmlversion="1.0" encoding="UTF-8"?>

<Error>
<Code>InvalidArgument</Code>
<Message>no such bucket access control exists</Message>
<Requestld>5***9</Requestid>
<Hostld>***-test.example.com</HostId>
<ArgumentName>x-oss-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>

</Error>

SDK
132 O P 3 Rz B9 =15 = SDKAN T -

e Java

Python
e (O

o C++

e PHP

o (C

o NET

Node.js
HiRG

HiR HTTPIRSTE iR

o kLiEPutBucketAciEXE, REERANBFPRIEES.
® 5B Ki#EPutBucket AciEKEIBUR

AccessDenied 403

6.3.2. GetBucketAcl

GetBucketAcUEO A TIREEMNEME218 (Bucket) BIHIEARERE (ACL) . RBEBucket BB E A BEFKEX

Bucket 8935 [T 4R .

GET /?aclHTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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APl - £ FBucket {£1F IR FME 0SS

O] ¥z 7T 2%

B ESid) R

FREACLERNERE

AccessControlList =R
RF5 4 AccessControlPolicy
{R7FGetBucket ACLEE RS 25
AccessControlPolicy &R
R M: None
BucketfiE&EHEM (BRIFIAFID—E)
DisplayName FRB
R m: AccessControlPolicy.Owner
Bucket BYACLALFR
Grant WEFRFBH BE: private. public-read. public-read-write
R M AccessControlPolicy.AccessControlList
BucketfiEEIAFID
ID FRE&B
RF5 4 AccessControlPolicy.Owner
RZBucketIEZEENAES
Owner A

RFF = AccessControlPolicy

Zy']
ERRY)

GET /?aclHTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 04:11:23 GMT

Authorization: 0SS gnéqrrqxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmghb****

iR 374
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HTTP/1.1200 OK
x-0ss-request-id: 534B371674E88A4D8906****
Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253
Content-Type: application/xml
Connection: keep-alive
Server: AliyunOSS
<?xmlversion="1.0" 7>
<AccessControlPolicy>

<Owner>

<ID>0022012****</ID>

<DisplayName>user_example</DisplayName>

</Owner>
<AccessControlList>
<Grant>public-read</Grant>
</AccessControlList>
</AccessControlPolicy>

SDK
32 O AT X R B9 =5 = SDKI T -

Java
Python
PHP

Go

C

.NET
Android
Node.js
Ruby

Hixtg

iR HT TP JRZAG

NoSuchBucket 404

AccessDenied 403

IR
B #rBucket R FTE,

BERENIR, RBBucket BB E 7 B3R EXBucket iy
AR

6.4. £a5AHA (Lifecycle)

6.4.1. PutBucketLifecycle

A PutBucketLifecyclei® O A7EE=18 (Bucket) REETRAYMN, £FAWMUFFE, 0SSHEIRE

AN IS ENT R E, BHFRSMUATEIH (Object) MR LEEME.
EEER

>
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APl 8#- X T Bucket 21 IR IZAE 0SS

o ENEFMBEAREEGELPMN, BUAE oss:PutBucketLifecycle BIR, BERRIE, HB M HRAME
FEREEXH RAM Policy,

o NRKABucketiRETEFEIAMN, NMTIHIZESEIE—DHFNERELBEMN; WMERENBucketiRE
TEGABEMAN, NWHTHEBEEESESEENMNES,

e PutBucketlifecycle ABEIEX , HEZEEBMETEHAMNES, 15578 GetBucket Lif ecycleis O RENH
BEGARANEE, AREMFNEGEBMVESE, &REFAPUtBucketLifecycleZ OE AT EHA
MNEE,

o XIFXfObject AR Part (kAN LR, ERERRERNASR) REZHNE,
o ZHFETFlast accesstime (RE—IRIFAEYE) & last modify time (&/a—RIEKETE) EEHM,

BRIEX

PUT /?lifecycle HTTP/1.1
Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml
Authorization: SignatureValue
Host: BucketName.oss.aliyuncs.com
<?xmlversion="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>RulelD</ID>
<Prefix>Prefix</Prefix>
<Status>Status</Status>
<Expiration>
<Days>Days</Days>
</Expiration>
<Transition>
<Days>Days</Days>
<StorageClass>StorageClass</StorageClass>
</Transition>
<AbortMultipartUpload>
<Days>Days</Days>
</AbortMultipartUpload>
</Rule>
</LifecycleConfiguration>

WEOMNERAEIEKRL, EZER, BSRAHLERL (Common Request Headers)
BXRTE

B Bl BBk w~BE R

[

LifecycleBt ERIA R, m=ESXI510005M

.
LifecycleConfig s o . N
uration = = R R FHR: Rule
KRR E
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X R EFfE 0SS

API 2% X T Bucket 21

B B3]
Rule e
ID FRB
Prefix RSB
Status FRB
Expiration AR
Days IEE%H

EEWIE ~E
= KR
& rulel

= tmp/
= Enabled
& KR
Days5

CreatedBef

oreDateH

F

i

EmBABMNEEE.

o R3z#FAColdArchivefzfif 28 f9Bucket 1)
EEEAEHN,

e Object 8933 #ABY B K F 4% A 1A
ArchiveZ: B AIRY 8],

?

AN

X

s ID, Prefix, Status. Expiration
& LifecycleConfiguration

FRRFN B EE—ID, RZBM255NF AN,
MAEREEHEEEZEAZEH, 0SSEHF
EM—PHE—ID,

R X

= Rule

N

i+l

/\:I%-

EEMUFMERNEISE (Prefix) . IEEKN

PrefixRNBEEE,

* WNRIEET Prefix, MERREMUNERTF
Bucket th 5 PrefixPUEZ £ Object ,

o MRPrefixiEENZT, WERREMUERTF
Bucket B #EfrA& Object,

cH

EEREMAN, BEBEMNT:

¢ Enabled: RREA#MM, OSSKEHHNIT
ZHN

¢ Disabled: RRABHEMN, OSSEREZ
.,

AN

R A: Rule

JEEObjectt0 T WY, WFEFBIRAR
#lf9Bucket, 15 B0 HABY B R RFObject &7
MRAERL

FTm: Days. CreatedBeforeDatez§
ExpiredObject DeleteMarker

RFF /A Rule
BEETRABAMNEERObjectREEH S
REER

R = ExpirationgiAbortMultipartUpload
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B Bt ERWIE ~E iR
BE—TMHE, 0SSEX&/EEHTEREFix
BEANEIBRRITES RN ., BEEA
yyyy-MM-ddT00:00:00.000Z,
CreatedBef 2002-10-
CreatedBefore o rre oreDate5  11T00:00:0  BEBBEEERISOB6014R )RR HHEFIUTCBY
Date DaysH & 0.000Z g, BEAAUTCHESR,

R = Expirationg &
AbortMultipartUpload

EEREENBRIHM KRR, BETERN

T:

o true: XREHNBRIEMRIRIC, HEUE
Rtruelt, R3ZI%HEE Dayssl CreatedBef
oreDate,

false: RIRASBEHNBIRIEMIRIRIZ,
LEUEN falsel, WIS TE Dayssi Create
dBeforeDate,

ExpiredObjectD

b & true
eleteMarker FhE =

AN

R = Expiration

{EEObject EBMEDAL D, 0SS 4k
Object BITFfEEEL,

Standard Bucket®Standard Object o] LA%%
f#AIA, ArchivesiColdArchivefzfif (8!, (B
Ak Archivefzfi 25 BY B B9 18] WA 7R Eb B fE1ATR A
HRIRETEE, FIENT ransition IAIR & Days A
30, Transition Archiveig &DaysWi X F

30,

Transition AEs ER

iy

KR5S Rule

Fim: Days. CreatedBeforeDatefll
StoragecClass

D DaysH;CreatedBeforeDate

Regik—,
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B ESid] EENIE ~EE R
{8 EObject #EMFMEEE, BUEEEWT:
o |A: 1RSI
N METFlast access timeTE LN
SRR B, ObjectifAMAFHXBRMEERLIA,
Transition o Archive: JAR47E(%
StorageClass FR& = IA * ColdArchive: RIFE7FAE
Noncurrent
VersionTran . )
sition, T D sE A Bucket i Object T A 4%
& %A Archivesi# ColdArchivefFfig 284,
BRI AStandard R A5 B,
RF M Transition
IEERTHA A LERNSEEM.
AbortMultipart e = TSR F¥ & DaysHCreatedBeforeDate
Upload
R/ Rule
BEMUMEANN IR, TiIRES.
Tag PEd = AR RIS Rule
F = Key, Value
MEFER N RIRFEHHE.
Key FRB TmTag, TagKey1 o
A RTR: Tag
MEFEER N RIESHIE.
Value ?ﬁ% :ﬁlﬁ\Tag ’ Tagvalue1 AnH =
R KB Tag
{8 EObject IEHFTARA LT A H MM AYS B /B
N tVv =%,
el NS
P FT5 /= NoncurrentDays
EERNETARMU G, OSSTIIEEE
Object BYIEH BIMRAREE i HIAS & Archivefz
fERE,
NoncurrentVer P = RER

sionTransition

Standard £ B f0bject # 4% A Archive £ B
B I8 20 K F 456 A9 1A BY B9 Y a)

FT5 /= NoncurrentDays, StorageClass
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B Bt EEWIE ~E iR
MBFER
TR 1SR AHMNIEObject AL FIARAS
Noncurrent DREEW,
VersionExpi
NoncurrentDay ey rationsh 5 RF5 & NoncurrentVersionTransition,
5 Noncurrent NoncurrentVersionExpiration

VersionTran
sition, A
%

EEESEHE Flast access timelLE MM, EX

BEEEMT:

e true: X Objectfilast access timeltEL
MM, HETFlast access timeLE M
B, Object R MATIETFREEEAE (RN

true =t

e false (BIA) : EMObjectilast modify

time (JRE—RIEXETIE) TEMM,

3
g
7|

IsAccessTime F&F

AnH

R A Transitionzy
NoncurrentVersionT ransition,

fEEObject R ARMEME, BIRAONES
¥ObjectZ AR ERE. REH
IsAccessTimeigE Atruel A F M, BUEEE
mF:

FRB = false e true: Object HIRIMEFMREZAINERM,
e false (BMA) : Object{IARSAEME,

ReturnToStdw
henVisit

Een

R Transitionzy
NoncurrentVersionT ransition,

O] Jiz Sk

WEOGERARIGMNL, ESER, BN AHLML (Common Response Headers)

N
o ARFFBIRALHBBucket iR E £ HH
Rl

PUT /?lifecycle HTTP/1.1
Host: oss-example.oss.aliyuncs.com
Content-Length: 443
Date: Thu,8 Jun 2017 13:08:38 GMT
Authorization: 0SS qnéqrrgxo2oawuk53otf****:PYbzsdWAIWAIMWS8luk****
<?xmlversion="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
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X RIFME 0SS API 2%-

<Expiration>
<Days>1</Days>
</Expiration>
<AbortMultipartUpload>
<Days>1</Days>
</AbortMultipartUpload>
</Rule>
<Rule>
<ID>transit objects to IA after 30, to Archive 60, expire after 10 years</ID>
<Prefix>data/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>IA</StorageClass>
</Transition>
<Transition>
<Days>60</Days>
<StorageClass>Archive</StorageClass>
</Transition>
<Expiration>
<Days>3600</Days>
</Expiration>
</Rule>
<Rule>
<ID>transit objects to Archive after 60 days</ID>
<Prefix>important/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>6</Days>
<StorageClass>Archive</StorageClass>
</Transition>
</Rule>
<Rule>
<ID>delete created before date</ID>
<Prefix>backup/</Prefix>
<Status>Enabled</Status>
<Expiration>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z</CreatedBeforeDate>
</Expiration>
<AbortMultipartUpload>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z</CreatedBeforeDate>
</AbortMultipartUpload>
</Rule>
<Rule>
<ID>r1</ID>
<Prefix>rulel</Prefix>
<Tag><Key>xx</Key><Value>1</Value></Tag>
<Tag><Key>yy</Key><Value>2</Value></Tag>
<Status>Enabled</Status>
<Expiration>
<Days>30</Days>
</Expiration>
</Rule>
<Rule>

SAYRRA: 20211029
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<ID>r2</ID>

<Prefix>rule2</Prefix>
<Tag><Key>xx</Key><Value>1</Value></Tag>
<Status>Enabled</Status>
<Transition>
<Days>60</Days>
<StorageClass>Archive</StorageClass>
</Transition>

</Rule>

<Rule>

<ID>mtime transition1</ID>
<Prefix>logs1/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>IA</StorageClass>
</Transition>

<Rule>

<ID>mtime transition2</ID>
<Prefix>logs2/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>IA</StorageClass>
<IsAccessTime>false</IsAccessTime>
</Transition>

</Rule>

<Rule>

<ID>atime transition1</ID>
<Prefix>logs3/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>IA</StorageClass>
<IsAccessTime>true</IsAccessTime>
<ReturnToStdWhenVisit>false</ReturnToStdWhenVisit>
</Transition>

</Rule>

<Rule>

<ID>atime transition2</ID>
<Prefix>logs4/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>IA</StorageClass>
<IsAccessTime>true</IsAccessTime>
<ReturnToStdWhenVisit>true</ReturnToStdWhenVisit>
</Transition>

</Rule>

</LifecycleConfiguration>

IR 8745

80
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API 2% X T Bucket 21

HTTP/1.1200 OK

x-0ss-request-id: 534B371674A4D890****
Date: Thu,8 Jun 2017 13:08:38 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

o NEFBRAEZH BIBucket iR E Eon A H

R
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PUT /?lifecycle HTTP/1.1
Host: oss-example.oss.aliyuncs.com
Content-Length: 336
Date: Mon, 6 May 2019 15:23:20 GMT
Authorization: 0SSWnjl3fg9fdv8fgdb****:Phuu8bBhS8dsff2a****
<?xmlversion="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete example</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>
<ExpiredObjectDeleteMarker>true</ExpiredObjectDeleteMarker>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>5</NoncurrentDays>
</NoncurrentVersionExpiration>
<AbortMultipartUpload>
<Days>1</Days>
</AbortMultipartUpload>
</Rule>
<Rule>
<ID>transit example</ID>
<Prefix>data/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>IA</StorageClass>
</Transition>
<NoncurrentVersionTransition>
<NoncurrentDays>10</NoncurrentDays>
<StorageClass>IA</StorageClass>
</NoncurrentVersionTransition>
</Rule>
<Rule>
<ID>atime transition3</ID>
<Prefix>logs5/</Prefix>
<Status>Enabled</Status>
<NoncurrentVersionTransition>
<NoncurrentDays>10</NoncurrentDays>
<StorageClass>IA</StorageClass>
<IsAccessTime>true</IsAccessTime>
<ReturnToStdWhenVisit>false</ReturnToStdWhenVisit>
</NoncurrentVersionTransition>
</Rule>
</LifecycleConfiguration>

IR @ 7R 4
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HTTP/1.1200 OK

x-0ss-request-id: 7D3435J59A9812B*****
Date: Mon, 6 May 2019 15:23:20 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

SDK
I3 O X R B 5 = SDKIN T

e Java

e Python
e PHP

e (O

o C

o (C++

e NET

e Android
e Node.js

e Ruby

xS

iR HT TPIRSHE

InvalidArgument 400

AccessDenied 403

6.4.2. GetBucketLifecycle

EizipuN

RE IR TTEERE N T :

e 0SSx#FStandard BucketfiStandard Objects#tfig i
IA. Archivefzfi#2£8)  Standard Bucket o] LAEt 34—
N Object [ B ER B #EIAFArchivefZ i £ BN, (B
HEAEArchiveZ % 2 BB T 45 IATE i 2 R I BY
E18

o J5TEObject 8913 HA BY 8] 7R 8% F 3% i 9 1AT, & Archive
EiE XA N EE,

RERERSIR. XA
A oss:PutBucketLifecycle RIEHIAFIREE®REL
o,

B Fl GetBucketLifecycle® QB EFE =8 (Bucket) B4 ABMA (Lifecycle) .

EREI

EBFEFHTEINEGERIN, KN A oss:GetBucketLifecycle MR, BINEME, 5B

B E X HRAM Policy,

BRIEX

T A RAMAL P #24%
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APl 8% X T Bucket #21F

X RIFME 0SS

GET /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

N

HRRB
Get /?lifecycle HTTP/1.1
Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:29 GMT
Authorization: 0SS gn6qrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3****

AElR ]
o ETFlast modify timei& & 4 & A EIL N 895R Bl =451

84
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HTTP/1.1200
x-0ss-request-id: 534B371674E88A4D8906* ***
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive
Content-Length: 255
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete after one day</ID>
<Prefix>logs1/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>1</Days>
</Expiration>
</Rule>
<Rule>
<ID>mtime transition1</ID>
<Prefix>logs2/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>IA</StorageClass>
</Transition>
</Rule>
<Rule>
<ID>mtime transition2</ID>
<Prefix>logs3/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>IA</StorageClass>
<IsAccessTime>false</IsAccessTime>
</Transition>
</Rule>
</LifecycleConfiguration>

o E TFlast access timeik & 4 &5 B HA# N 593% =] 7= 41
@ B YHBucketZIEE Flast access time TR MM G ES BHMME, EERHADLES

AtimeBasertZ, ZitE R~ EIAlast access timelI Bt jEE (M 1970-01-01 00:00:00 UT CiHEFEH
#48) , Bl ABucket A BiFIIRIRIVIE AN B, NEBNEMAR,
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HTTP/1.1200
X-0ss-request-i
Date: Mon, 26 Jul2021 01:17:29 GMT
Connection: keep-alive
Content-Length: length
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>atime transition1</ID>
<Prefix>logs1/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>IA</StorageClass>
<IsAccessTime>true</IsAccessTime>
<ReturnToStdWhenVisit>false</ReturnToStdWhenVisit>
</Transition>
<AtimeBase>1631698332</AtimeBase>
</Rule>
<Rule>
<ID>atime transition2</ID>
<Prefix>logs2/</Prefix>
<Status>Enabled</Status>
<NoncurrentVersionTransition>
<NoncurrentDays>10</NoncurrentDays>
<StorageClass>IA</StorageClass>
<IsAccessTime>true</IsAccessTime>
<ReturnToStdWhenVisit>false</ReturnToStdWhenVisit>
</NoncurrentVersionTransition>
<AtimeBase>1631698332</AtimeBase>
</Rule>
</LifecycleConfiguration>

Pe Pladadalal

o RiIREL o AHMN 89 @ B

HTTP/1.1404

x-0ss-request-id: 534B371674E88A4D8906™ ***

Date: Mon, 14 Apr 2014 01:17:29 GMT

Connection: keep-alive

Content-Length: 278

Server: Aliyun0OSS

<?xmlversion="1.0" encoding="UTF-8"?>

<Error>
<BucketName>oss-example</BucketName>
<Code>NoSuchLifecycle</Code>
<Message>No Row found in Lifecycle Table.</Message>
<Requestld>534B372974E88A4D8906****</Requestld>
<Hostld> BucketName.oss.example.com</Hostld>

</Error>

SDK
I3 O X N B 5 S SDKIN T
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APl 8- X T Bucket #21F

Java
Python
PHP

Go

C

C++
.NET
Android
Node.js
Ruby

Hix

EiR HT T PIRZSH

AccessDenied 403 Forbidden

NoSuchBucket s}

404 Not Found
NoSuchLifecycle

B

RENREZBucket 9L EHMM , RBBucket B9
BETEEEEBucket NETEHIFMN,

Bucket RFESRBEELE A M,

6.4.3. DeleteBucketLifecycle

DeleteBucketLifecyclei® O A T MRS EF M8 (Bucket) BI4EHIMN ., £ DeleteBucketLifecycle
FEOM RIS EBucket FIE LT EHMME, ZBucket PEIX M4 (Object) A B MR, R BBucketsl
B L7 8eM BRiZBucket B9 £ 5 B HAFIN .

BXREX

DELETE /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

N
&R

DELETE /?lifecycle HTTP/1.1
Host: BucketName.oss.aliyuncs.com
Date: Mon, 14 Apr 2014 01:17:35 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/Cn****

iR @741

@ e  WMEMBRAEENLfecycle, NEE204RSH,
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APl 8#- X T Bucket 21 IR IFME 0SS

HTTP/1.1 204 No Content

x-0ss-request-id: 534B371674E88A4D8906****
Date: Mon, 14 Apr 2014 01:17:35 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

SDK
1t 32 1 P 3 Rz B9 =18 = SDKAN T -

e Java

e Python
e PHP

e (O

o C

e NET

Node.js
Ruby

i

FHIRTG HTTP RS Eizipu

NoSuchBucket 404 B#rBucket RETE,

REMBRZBucket £ 65 B EIM M BIR, R HFBucket 8

AccessDenied 403 12 7 AT UM Bucket B4 & EIRLII,

6.5. @Mk (TransferAcceleration)
6.5.1. PutBucketTransferAcceleration

PutBucketTransferAccelerationiZE O F AFEMTE (Bucket) BEEFHMR, ABEHMRE, TTRAS
REMEFPXOSSHFRRE, ER T mEBHIEEHE . GBHTBRAX G LEMTHNHS.

EREI

o R HBEBucketi@BEE AR #IE Foss:PutBucket TransferAccelerationtX fRBIRAMA A A4 g8 & 2 fe B R HiIE
BIIE XK,

o FEEHNMEE, BucketEERBBIAENdpoint BIEM _EHig(EmmiE &, (B {E R OSSHMEHNNIE
BEFASEFIRERE,

o (FHEMMEEZIFEBucketly, OSSSWBERNEZER ., FBEBESREHENIESH,

BEXEHNENESER, BERFRERNEGE,

EXREX
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R TFME 0SS

APl 8- X T Bucket #21F

PUT /?transferAcceleration HTTP/1.1
Date: GMT Date

Content-Length: ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

\i kY
BREH
Bm E-Ji] EEWIE ~lE
TransferAccelerationConfigu . .
. SRt £ R R
ration
Enabled FRFE 2 true

i
ERMEEENSS.

B#rBucket 2 EFF B (&M
H, REWNT:

° true: FFRERNE,
® false: XMEHNE,

D & mwmEs
R R % R AETE 30440
£,

32 O K Authorization, Content-LengthFEMARBERLINELER, BES L ALERL (Common

Request Headers) ,

O] Jiz 3k

I3 QXS K x-0ss-request-id, DateE AR L, BXAHIMNLNESER, BS R0 L

(Common Response Headers) ,

Zx']
o ERFH

A BinfEfE == @examplebucket FF B EHNNE B E RGN T :

PUT /?transferAcceleration HTTP/1.1
Date: Fri, 30 Apr 2021 13:08:38 GMT
Content-Length: 443

Content-Type: application/xml

Host: examplebucket.oss.aliyuncs.com

Authorization: 0SS qnéqrrgxo2oawuk53otf****:PYbzsdWAIWAIMWS8luk****

<TransferAccelerationConfiguration>
<Enabled>true</Enabled>
</TransferAccelerationConfiguration>

o R[ERH

> MAYRRA: 20211029

89
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APl 8#- X T Bucket 21 IR IFME 0SS

HTTP/1.1200 OK

x-0ss-request-id: 534B371674A4D890****
Date: Fri, 30 Apr 2021 13:08:38 GMT
Content-Length: 443

Connection: keep-alive

Server: AliyunOSS

BiZH
Hi=tg HT T PIRZSH ik
RERENR, XZFH
AccessDenied 404 Hoss:PutBucketTransferAccelerationfX RN A P ECE
EEINRE,
MalformedxML 400 BEREXMLUEX AR EL., fli0, B5KRFE<Enabled>i& &

AtruesiEfalseLASMaIIEEE,

6.5.2. GetBucketTransferAcceleration

GetBucketTransferAccelerationt® 0 B FIREXB#rEfE =18 (Bucket) BIEHINMREE

ERE

o R HBEBucketilBE AR #IE Foss: GetBucket TransferAccelerationtX fRESRAMBE 7 A4 8k & #2 3 BUE B i iE
EEEHIEK,

o WRBucket REEIEHMME, WAZEONNEEMERERS.
BXERMENESER, BEAFRERNEENE,

BXRERX

GET /?transferAcceleration HTTP/1.1
Date: GMT Date

Content-Length: ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

R B2
BIR ESid) A iR
;ransferAccelerat|0nConf|gurat|o n SR R E R A,

EEMERRES., RECENT:
Enabled FIEH true ° true: FFBREWMIR,
e false: XAEHINNR,
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X REFfE 0SS API &%&- X FBucketi®1E

3% 38 R BIx-oss-request-id,. DateFEMAHLMNULHNELSER, BES WA HIIML (Common Response
Headers) ,

B
o iEKRHI
PATE KRB B F 3R B 4n174% = 8l examplebucket BIE EIHNEIR S

GET /?transferAcceleration HTTP/1.1

Date: Fri, 30 Apr 2021 13:08:38 GMT

Content-Length: 443

Content-Type: application/xml

Host: examplebucket.oss.aliyuncs.com

Authorization: 0SS gnéqrrgxo2oawuk53otf****:PYbzsdWAIWAIMWS8luk****

o IR[E/RHI
PAT IR [E] 74 % BB examplebucket EFF B & NE

HTTP/1.1200 OK

x-0ss-request-id: 534B371674E88A4D8906* ***
Date: Fri, 30 Apr 2021 13:08:38 GMT
<TransferAccelerationConfiguration>
<Enabled>true</Enabled>
</TransferAccelerationConfiguration>

HixG

iR HT TPIRASTS i

[

NoSuchTransferAccelerationConfiguratio
n

6.6. [RAIZH| (Versioning)
6.6.1. PutBucketVersioning
iE A PutBucketVersioningi& BE EFME =18 (Bucket) BIRRAIZFHPIRZS.

EREIN

o EFfERRAES, RINFIHPuUtBucketVersioningiiR,

o Bucket&#ERF/E. 72 (Enabled) FHEEE (Suspended) =FIRAEZFIRES. EKINE R TBucketik
FRABRAREZEHIRS

o 7EBucketb FHBRAEZHIRET, FrEFRMEIXH (Object) EISHAEE—HIMRAID, OSSHE R
HN0bject BIZ MRA

o 7EBuckett FEERAZFIRET, FrE#ARNMObject MIARAIDE Anull, BOSSERE R IR TR
BY0bject RIRELHIARA

ETFIRAEHNESER, BELALHINE,
BXREX

404 B3R89 B #RBucket RECEEHINNIE,
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https://help.aliyun.com/document_detail/31955.html#reference-mhp-zdy-wdb/section-hcd-m2y-wdb
https://help.aliyun.com/document_detail/109695.html#concept-jdg-4rx-bgb

APl &%-

PUT /?versioning HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
<?xmlversion="1.0" encoding="UTF-8"?>
<VersioningConfiguration>

<Status>Enabled</Status>

</VersioningConfiguration>

']
o FBRAESIERRE)

PUT /?versioning HTTP/1.1
Host: bucket-versioning.oss-cn-hangzhou.aliyuncs.com
Date: Tue, 09 Apr 2019 02:20:12 GMT
Authorization: OSS e7thre3jj5mlvqk:12ztptkaR8a74gIGFzOaZZQe****
<?xmlversion="1.0" encoding="UTF-8"?>
<VersioningConfiguration>
<Status>Enabled</Status>
</VersioningConfiguration>

IR 3745

HTTP/1.1200 OK

x-0ss-request-id: 5CAC015CB7AEADEQ1700****
Date: Tue, 09 Apr 2019 02:20:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

o HFIRAEZFE KRR

PUT /?versioning HTTP/1.1
Host: bucket-versioning.oss-cn-hangzhou.aliyuncs.com
Date: Tue, 09 Apr 2019 02:28:18 GMT
Authorization: 0SS m2qga99e9tpkaehr:DWAzr2EkqgDwFJNkelNuaogn7****
<?xmlversion="1.0" encoding="UTF-8"?>
<VersioningConfiguration>
<Status>Suspended</Status>
</VersioningConfiguration>

IR 3745

HTTP/1.1200 OK

x-oss-request-id: 5CAC0342B7AEADEQ1700****
Date: Tue, 09 Apr 2019 02:28:18 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

SDK
L 3% O X Rz B9 1R S SOKAN T -
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X RIFME 0SS

MAYRRA: 20211029
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® Java
e Python
e (O
e (C++
o NET
e Node.js
BixE
HiIR HT T PR 7553 R
AccessDenied 403 TR B IR AR RS IRERUR
s i NGRS . oning 475 D 4518 B %
InvalidArgument 400 T VersioningR7&, Versioning RS REEIRE R

EnableddSuspended,

6.6.2. GetBucketVersioning
GetBucketVersioning# [ F F 3K BUE £ Bucket B AR AR HIK S
BXRIEE

GET /2versioning HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Authorization: SignatureValue

U] iz 7T 2%

B K Hi

[

REBRAEFRSHESE
VersioningConfiguration NE] Fim: Status

RER: L

FRAIEHIRES

Een

R M VersioningConfiguration

Status P BYE:

® Enabled: FFEMAZEFINRES
e Suspended: EERAIZFPIRS

N
&R
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APl 8% X T Bucket #21F

X RIFME 0SS

GET /?versioning HTTP/1.1

Host: bucket-versioning.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 02:28:18 GMT

Authorization: 0SS pu4kyewh6qk6nut:2TeHBmWY36GwdwSO0JFiRb+NV****

AN
o EFERAZH IR B R

HTTP/1.1200 OK

x-0ss-request-id: 5CAC0342B7TAEADEQ1700****

Date: Tue, 09 Apr 2019 02:28:18 GMT

Content-Length: 121

Content-Type: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xmlversion="1.0" encoding="UTF-8"?>

<VersioningConfiguration>
<Status>Enabled</Status>

</VersioningConfiguration>

o REFERAEH89RERA
INRZBucket KRB HBRAZEFIRE, WXMLPARRRE RAZEFIStatusiE R,

HTTP/1.1200 OK

x-0ss-request-id: 5CAC015CB7AEADEQ1700****

Date: Tue, 09 Apr 2019 02:20:12 GMT

Content-Length: 74

Content-Type: application/xml

Connection: keep-alive

Server: Aliyun0OSS

<VersioningConfiguration xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com"/>

SDK
132 O P 3 R B9 =35 = SDKAN T -

® Java

Python
e (O

o (C++

HixtG HTTPIRASES R

FTARE & Bucket AR AR PR

AccessDenied 403 HEBucketifiEE KR IiEF 7 GetBucketVersioning X fREY
RAMA P 74 R & & Bucket B R AR SIIRAS

94

> MAYRRA: 20211029


https://help.aliyun.com/document_detail/119165.html#concept-265070
https://help.aliyun.com/document_detail/118685.html#concept-265070
https://help.aliyun.com/document_detail/119017.html#concept-265070
https://help.aliyun.com/document_detail/154956.html#concept-2331567
https://help.aliyun.com/document_detail/165087.html#concept-2486979
https://help.aliyun.com/document_detail/164116.html#concept-2435967

X REFfE 0SS API &%&- X FBucketi®1E

IR HT T PIRZSHS HR
NoSuchBucket 404 a8y Bucket R ETE .

6.6.3. GetBucketVersions(ListObjectVersions)

GetBucketVersions(List Object Versions )4 O F F %1 i Bucket S 3F #I BR4RIC (Delete Marker) ERBIFFE
Object IR A(ER .

EREI

T EF B MAREIBBucket, i GetBucketVersions(List Object Versions)5 Get Bucket (List Object s)i& O
HIREERXANNT:

e GetBucket (List Objects)y% 1R [E]Object I BIARA, B HTIRAARBE A M RFRIC
e GetBucketVersions(List Object Versions)iE [ 3k [8]Bucket & fif & Object B Fr & AR AN .

AREIObject 2 B FEHFEE, F—Object IRRRANZMIFEIBHRE, SRADHFIEFEX.
ERL

EOMGE R ATEERSL, HIa0 Authorization . Host FEZER, BS M A HiEKL (Common Request

Headers) o

BERSH

1 A GetBucket Versions(List Object Versions)i& O 8, @l@idi&Eprefix, key-marker, version-id-
marker, delimiterflmax-keysS# RFI{UREEHE R,

B £ 2EwiE  RE i

[

XN Object ZFHITHANFRF. FIE
Object ZF BRI EMFIE (prefix) , &
— kit Mdelimiterz 5 Z @ #I0bject £
—#A5t = (BlCommonPrefixes) ,

MR prefixiE AXGFXERE, BIE

delimiter Fr® & / delimiten@ BANEME (/) , WRAKEZ
XHELTHXM, ZXEETHFXXHESZ
fECommonPrefixesthik[E], FXH4ET
BIFRSXHEFM I ERER,
INE: T
mE
Yersion— REE R Mkey-markerZ BIRFEFEFA
id- RE, Sversion-id-markertB&EMA.
e markerf
key-marker Fye - example B ERIUNT 1024223
key- SAE: %
markerAgs

Lk Mo o
BEAZE
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APl - X FBucket #£1E

X RFME 0SS

B £

version-id-marker =~ FFEH

max-keys FRB

prefix FRE&

encoding-type FRE&
0 Az 7t 2%

Fali

iy

7|

iy

iyl
&

THIE

CAEQMxiBgIChof2
DOBYilGRhZjgwMz
JiMA3MjQOODE5M
WYxZDYwMz)IZju

'I *kkk

100

fun

URL

i

[

1% 45 2 Mkey-marker¥f & Bversion-id-
markerZ 5123 [HRAHEF i8R E . 0
Bversion-id-markeraRigE, MEIAMN
key-markeriz F & FHEF B T —Keyf
F— N RAFIRRE,

HNE: £
BYE: IRAID

FRZE Lt )RR [ Object B f K M4K

R RE Amax-keystR E T iE— IR A5
%, REIZEESH

fil NextKeyMarker #1 NextVersionldM
arker fEAT—RFIZ M marker, FIZ45
o

2 NextKeyMarker #1 NextVersionldM
arker HY{E,

BUYE: KF0/MNF1000
ZRINE: 100

FREIR BB Object Keywizm A prefix{E A El

%=,

o prefixBIKEMLTNF1024FF5,

o {EMAprefix&iff, REZERBIKeyiS
& prefix,

mEBprefaR AENXMHRSE, WHIZELL
LtprefixFF LB M, BIZX M TEIT89

FrERXHF XX,
BINME: &

SIRE M A B HITHREBHIEEHME LR,
KiNE: &
T]i%&{E: URL

) s#& delimiter. marker.
prefix. NextMarkerPA K Keyf$
UTF-82%F, tnZRdelimiter,
marker, prefix. NextMarkerPAK&
Keyth & & XML 1.08RERZ FF IR
FR, @oILLEEHE Eencoding-
typeXyik o] 45 & dh iy Delimiter.
Marker. Prefix, NextMarkerlPAK
Keyi#iT4R48

96
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X R EFfE 0SS

APl 8- X T Bucket #21F

B

ListVersionsResult

CommonPrefixes

Delimiter

EncodingType

IsTruncated

KeyMarker

VersionldMarker

NextKeyMarker

EFEE

EFEE

BIE

R

AR

URL

true

example

CAEQMxiBgICbof2D0
BYilGRhZjgwMzJiMjA
3MjQOODE5SMWYXZD
YWMzJIZjUT****

test

P

{277 GetBucketVersionsis KL BRI AL,

FP & Name, Prefix, Marker, MaxKeys.
Delimiter. IsTruncated. Nextmarker,
Version, DeleteMarker

RFH: None

WMRIERPIEE T delimiter2#L, NOSSI[EHY

g 7 B & CommonPrefixes Tt &, % TEIREA

PAdelimitergE, #EHERIZHObjectZFRAY
P

AN

R A ListVersionsResult

FFXObject BFEHITHAHENFER . MEEFE
BIEENHRBEE— R HIDelimiter®/FZ @M
Object{E A—# 7t CommonPrefixes,

RY5 & ListVersionsResult

15BRRE 4 R P mBERANER, REKRNS
#HthigE Tencoding-type, NIRRT IR [E 45
b §9Delimiter. Marker, Prefix, NextMarkerfl
KeyiX &t TR,

e

R A ListVersionsResult

EPRREREMESER.

o true: RAANXEHRELEER,
o false: RRNAREREEEER,
BRE: true, false

AN

RY5 & ListVersionsResult

FRIR X Get Bucket Versions B2 s Object

AN

R A ListVersionsResult

5KeyMarker&#—RER, LAEE
GetBucketVersionsB#2 &,

R A ListVersionsResult

MEREERELHER, WABERPELS
NextKeyMarkerst &, FFHRE9E TRIERD
key-marker,

AN

R A ListVersionsResult
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APl 8- X T Bucket 21F

X RFME 0SS

B

NextVersionldMarker

MaxKeys

Name

Owner

Prefix

Version

DeleteMarker

ETag

Key

EFES

FREB

BIE

CAEQGBIBgIC_jg7P9x
YilDRIZWJKNjY2Y2Q4
NDQ5ZTI5ZGE50DIx
MT lyZT hl****

1000

examplebucket-
1250000000

FER

fun

R

RER

250F8AOAE989679A2
2926A875F0A2****

example

P

MEAREHRELIER, WAIERDIEES
NextVersionldMarkert®, AFiRBETRE
k#9version-id-marker,

AN

R/ ListVersionsResult

I RERARESERORAHE.

RY5 & ListVersionsResult

Bucket &R,

R A ListVersionsResult

{RFBucket B EEENEE,

R/ ListVersionsResult

RKREBERNAER,

A ListVersionsResult

¥

RIFBRMIRARICLASM I Object IRABI B 25

AN

R A ListVersionsResult

REMRITCHEEE,

AN

R/ ListVersionsResult

BT Object £ EIENETag , BFHRIR

ObjectB IR A,

e 3P FPutObjectiEKEIFEAI0bject, ETagER
HREHMD5E,

o WFEMAXEIZEMNObject, ETagEEET
—EHEMVERNE—E, BEARERNEN
MD5/{&,

@ $88  ETagEAFHREObject N
ERLETW, REWEHET agEEN
Object P9 23 HIMD5 2R 52 B AR IS BIAKIR o

AN

R/ ListVersionsResult.Version

ObjectB9& R,

AN

R M ListVersionsResult.Version,
ListVersionsResult.DeleteMarker
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B xE

LastModified B8

Versionld FHE
IsLatest FRB
Size FRFB
StorageClass FRB
DisplayName FRB
ID FRB

A RNEMAFMmMPSL, B0 x-oss-request-id .

(Common Response Headers)

B
o RERBALEH
BRI

GET /?versions HTTP/1.1

wBIE

2019-04-
09T07:27:28.000Z

CAEQMxiBgMDNoP2D
0BYIIDE3MWUxXNzgx

ZDQXNTRiODI5OGYw
ZGMWNGY 3Mz ZjN***

*

true

93731

Standard

12345125285864390

1234512528586****

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 07:27:48 GMT

i

Object R/ IE KAV E &,

/\-H-E.

RT = ListVersionsResult.Version,
ListVersionsResult.DeleteMarker

Object B9 pRZAID,

AN

R/ ListVersionsResult.Version,
ListVersionsResult.DeleteMarker

Object 2B A HHTIRA

BE:

e true: Object AHRBIRA,

e false: Object AIEHBIIRA,

AN

R/ ListVersionsResult.Version,
ListVersionsResult.DeleteMarker

ObjectBFFH#,

AN

R/ ListVersionsResult.Version,
ListVersionsResult.DeleteMarker

Object B9 fERE

A

RY5 A ListVersionsResult.Version,
ListVersionsResult.DeleteMarker

Object iIBE BB,

AN

R M ListVersionsResult.Version.Owner,
ListVersionsResult.DeleteMarker.Owner

BucketiiBEEHIAFID,

AN

R/ ListVersionsResult.Version.Owner,
ListVersionsResult.DeleteMarker.Owner

Content-Type EMELER, BS ML L0 L

Authorization: 0SS ami4tq0x76ov9cu:WFx4****+e7RcOjawCsh7hlk****
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HTTP/1.1200 OK
Content-Type: application/xml
Content-Length: 1262
Connection: keep-alive
Date: Thu, Tue, 09 Apr 2019 07:27:48 GMT
Server: AliyunOSS
x-cos-request-id: 534B371674E88A4D8906* ***
<ListVersionsResult>
<Name>examplebucket-1250000000</Name>
<Prefix/>
<KeyMarker/>
<VersionldMarker/>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Version>
<Key>example-object-1.jpg</Key>
<Versionld/>
<IsLatest>true</IsLatest>
<LastModified>2019-08-5T12:03:10.000Z</LastModified>
<ETag>5B3C1A2E053D763E1B669CC607C5A0FEL****</ETag>
<Size>20</Size>
<StorageClass>STANDARD</StorageClass>
<Owner>
<ID>1250000000</I1D>
<DisplayName>1250000000</DisplayName>
</Owner>
</Version>
<Version>
<Key>example-object-2.jpg</Key>
<Versionld/>
<IsLatest>true</IsLatest>
<LastModified>2019-08-9T12:03:09.000Z</LastModified>
<ETag>5B3C1A2E053D763E1B002CC607C5A0FE1****</ETag>
<Size>20</Size>
<StorageClass>STANDARD</StorageClass>
<Owner>
<ID>1250000000</ID>
<DisplayName>1250000000</DisplayName>
</Owner>
</Version>
<Version>
<Key>example-object-3.jpg</Key>
<Versionld/>
<IsLatest>true</IsLatest>
<LastModified>2019-08-10T12:03:08.000Z</LastModified>
<ETag>4B3F1A2E053D763E1B002CC607C5AGTRF****</ETag>
<Size>20</Size>
<StorageClass>STANDARD</StorageClass>
<Owner>
<ID>1250000000</ID>
<DisplayName>1250000000</DisplayName>
</Owner>

X RIFME 0SS
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</Version>
</ListVersionsResult>

o EFERAZEH

BRI 7E 2 Foss examplefBucket 1B exampleFpic.jpg 2NObject, HhexampleiXObjectF3MR
AR, MWEEBHEFLIARAIDIK R 9111222, 000123 (MIBR4RIZ) . 222333, pic.jpgiXObjectRE 1N
hRAS, EMRZAIDA232323,

5l 3¢ B ¥ key-markeri& B example, version-id-marker§E4 111222, N4&kexample 000123,
example 222333, pic.jpg 23232389/ %R E 3 MR .

BERRG:

GET /?versions&key-marker=example&version-id-marker=CAEQMxiBgICbof2D0BYilGRhZjgwMzJiMjA3M]Q
0ODE5SMWYxZDYwMzJIZjul**** HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 07:27:48 GMT

Authorization: 0SS ami4tq0x760****:WFx4kLpx+e7RcOjawCsh7hlk****

R @R

HTTP/1.1200 OK
x-0ss-request-id: 5CAC497T4BTAEADEQ1700****
Date: Tue, 09 Apr 2019 07:27:48 GMT
Content-Type: application/xml
Connection: keep-alive
Server: Aliyun0OSS
<?xmlversion="1.0" encoding="UTF-8"?>
<ListVersionsResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>
<Prefix></Prefix>
<KeyMarker>example</KeyMarker>
<VersionldMarker>CAEQMxiBgICbof2DOBYilGRhZjgwMzJiMjA3MjQOODESMWYXZDYwMzJIZjUl****</Versi
onldMarker>
<MaxKeys>100</MaxKeys>
<Delimiter></Delimiter>
<IsTruncated>false</IsTruncated>
<DeleteMarker>
<Key>example</Key>
<Versionld>CAEQMxiBgICAof2DOBYiIDJhMGE3N2M1YTIINDQzOGY5NTkyNTI3MGYyMzJm****</Versionl
d>
<IsLatest>false</IsLatest>
<LastModified>2019-04-09T07:27:28.000Z</LastModified>
<Owner>
<ID>1234512528586****</ID>
<DisplayName>12345125285864390</DisplayName>
</Owner>
</DeleteMarker>
<Version>
<Key>example</Key>
<Versionld>CAEQMxiBgMDNoP2DOBYiIDE3MWUxNzgxZDQXNTRiODI50GYWZGMWNGY3MzZjN****</Vers
ionld>
<IsLatest>false</IsLatest>
<LastModified>2019-04-09T07:27:28.000Z</LastModified>
<ETag>"250F8AO0AE989679A22926A875F0A2****"</ETag>
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X RIFME 0SS

<Type>Normal</Type>
<Size>93731</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>1234512528586****</ID>
<DisplayName>12345125285864390</DisplayName>
</Owner>
</Version>
<Version>
<Key>pic.jpg</Key>

<Versionld>CAEQMxiBgMCZov2DO0BYiIDY4MDIIOTc2YmY5MjQxMzdiOGI3OTIhNTUOODIx****</Versionlid

<IsLatest>true</IsLatest>
<LastModified>2019-04-09T07:27:28.000Z</LastModified>
<ETag>"3663F7B0B9D3153F884C821E7CF4****"</ETag>
<Type>Normal</Type>
<Size>574768</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>1234512528586****</ID>
<DisplayName>12345125285864390</DisplayName>
</Owner>
</Version>
</ListVersionsResult>

SDK

Le4E O Fr XY A BB S SDKIN T
e Java

e Python

e (O

o (C++

e NET

Node.js

HixG

HR HTTPIRZSHS

NoSuchBucket 404

AccessDenied 403

InvalidArgument 400

;-H—s o

S8

BirBucket A" zE, S¥FEXERD
H & AFEm A EIEN
Bucket,

Fihia tBucket BIALER .

® max-keys/NF0s#& A F 1000,

e prefix, marker, delimiter2%§
KERRGEEK,

o version-id-marker A HI AR A
D,
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6.7. #HEEHl (Replication)
6.7.1. PutBucketReplication

PutBucketReplicationdZ O A F A F =18 (Bucket) IEEHIBEHIMN, OSSHIFBEXIHEH (Cross-
Region Replication) FEXEHEHI (Same-Region Replication) .
AREIN

HIREFIRUES (EXH) HFRRBucket hEI3H (Object) LARSIObject 89813, EHFAMIRERIE
B EH /2 BirBucket, EAKIEEH N, BUTERSEI:

o HIREHXBRLSER, HREHI BifBucket FEZ—ENNE, BENSHEUNSAE, BAEBRRT
HIRHIR/N,

e jEBucket 5 B#RBucket B9 ZFRAREMERE],

o FHEXHEHIN, /RBucket5 BHirBucket AL FARMIEIED L, FHBMIBEEFIE, RBucket5 B
fRBucket 74t FHEBIBIEEE DL,

ATHREFINESER, BEHFER Al .
BXREX

POST /?replication&comp=add HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Authorization: SignatureValue

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

<?xmlversion="1.0" encoding="UTF-8"?>
<ReplicationConfiguration>
<Rule>
<PrefixSet>
<Prefix>prefix_1</Prefix>
<Prefix>prefix_2</Prefix>
</PrefixSet>
<Action>ALL,PUT</Action>
<Destination>
<Bucket>Target Bucket Name</Bucket>
<Location>o0ss-cn-hangzhou</Location>
<TransferType>oss_acc</TransferType>
</Destination>
<HistoricalObjectReplication>enabled or disabled</HistoricalObjectReplication>
</Rule>
</ReplicationConfiguration>

BEXRTE
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APl - X FBucket #£1E IR FME 0SS

Ez:'\
&5 sm 2EL g
m
B EBucket#iE S HIM N B9 & 28
ReplicationConfiguration = Z258 = KRR X
FH = Rule
REHIESHANNSE.
Rule e 2 RF5 = ReplicationConfiguration
FT /= Destination, HistoricalObjectReplicationflID
IR E IR XS BB,
DR ARKERN255MFRF, BEEMBucketh£/FHE
ID oy ] B MREEEEDHEIDEAZTE, 0SSEAZIIBEFM
ARy E—1E.
R A Rule
FHR: X
RIFEIE (Prefix) MBR. BRFWEFNHND, &2
o] 5 & 1055 Prefix,
PrefixSet BEs = Q¥ Rule
FP M Prefix
REBFEHIObject§Prefix, B ILEZPrefixf#Object
7% S HIE) B #RBucket,
o Prefix R KIKERN1023MF5,
) N - o MNREE T Prefix, MIHEANNEIENHLHENRS
Prefix FiH = AW EPrefixis EHIMAY
RI5HA: PrefixSet
FHR: X

104 > MHRA: 20211029



SHRIFAE 0SS API £3&- X FBucket #£1F

Ez:"
1 sem ;”"" ik
RIS 52 BirBucket B9IR1E, MBEERET
Action, NFBEANEIEMALHIENRSHSBERE
Actionig B S FIHR1E,
ActionfRFIATIRMERR, BOJLUEE—RHA BN,
BUE:
o ALL (BRIA{E) : FT/RPUT. DELETE. ABORTR&{E1Y
Action ey = = EEE BiRBucket,
B =
° PUT: R RERESFEIBIRBucket IS NIRIE, BFF
PutObject. PostObject. AppendObject.
CopyObject. PutObjectACL,
InitiateMultipartUpload. UploadPart.
UploadPartCopy. CompleteMultipartUpload,
R Rule
FPR: X
R1FE4RBucket SR MAEE,
Destination e 2 R Rule
F¥H A BucketlLocation
B EHIEEEFIE 89 B 4RBucket,
Bucket FRE = RF s Destination
FHR X
B #RBucket B4t B9 15 ,
Location FEE = R/ Destination
FHER: X
18 EHUR S HI 096 A B SR L e .
BU&E:
e internal (BRIAE) : OSSERINEHHER .
TransferType FH B = o Oss_acc: fEHNMELER, QA OIEEX S HMN
7 BefE R BIRER .
RY5 & Destination
FHER: X
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EZ{"
S s ;”"" R
EERBEFRLHIE. DFBHIEEST, 2E5BR
Bucket 1 9453 & # 2 B 4RBucket .
BUE:
HistoricalObject Replicati - e enabled (EINE) : XREFIFEEIE.
F =
on e disabled: ®RAEFIFEHIE. BMREFCIELE
SN EHBEANEE.
KXY A Rule
FHR X
SvncRole pe - BROSSERBNEREHITHIRES, MBEEEA
Y = SSE-KMSHN® BR R, MMHisEiZTE.
SourceSelectionCriteria s - BFRREEHNENSNEMFERENEEE, Hal

OSSR SZFFEH XS SSE-KMS AN 28 BY RN SR I8 544

BT FiEERSSE-KMSIIZ M R NEE ., MEEHIREES
#LN ch45 & T SourceSelectionCriteria, M348 EZ T
=,

SseKmsEncryptedObject e
s

I
B
o

I EOSSE R E HIBITSSE-KMSMZ AN %R, BUESTE
BT

Status FRB = e Enabled: FREH)BEISSE-KMSHIZ BN R,
e Disabled: F/RAEHI@ITSSE-KMSHNZE Bl AIXT
E
. ) . o BN RMBRE, MRIEEStatusHEnabled, MW7
EncryptionConfiguration B = s —
EEZTER.
i FEESSE-KMSZRID, WRIEEStatusEnabled, Mws
ReplicakmsKeyID = = o ° ,
TR = RIS ERTE.
Bl

o BRI
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POST /?replication&comp=add HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 186

Date: Thu, 24 Sep 2015 15:39:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otf****:KU5h8YMUC78M30dXqf3JxrTZ****

<?xmlversion="1.0" encoding="UTF-8"?>
<ReplicationConfiguration>
<Rule>
<ID>test_replication_1</ID>
<PrefixSet>
<Prefix>source_image</Prefix>
<Prefix>video</Prefix>
</PrefixSet>
<Action>PUT</Action>
<Destination>
<Bucket>target-bucket</Bucket>
<Location>oss-cn-beijing</Location>
<TransferType>oss_acc</TransferType>
</Destination>
<HistoricalObjectReplication>enabled</HistoricalObjectReplication>
<SyncRole>aliyunramrole</SyncRole>
<SourceSelectionCriteria>
<SseKmsEncryptedObjects>
<Status>Enabled</Status>
</SseKmsEncryptedObjects>
</SourceSelectionCriteria>
<EncryptionConfiguration>
<ReplicaKmsKeyID>c4d49f85-ee30-426b-a5ed-95e€9139d****</ReplicaKmsKeyID>
</EncryptionConfiguration>
</Rule>
</ReplicationConfiguration>

o R[ERA

HTTP/1.1200 OK

x-oss-request-id: 534B371674E88A4D8906****
Date: Thu, 24 Sep 2015 15:39:12 GMT
Content-Length: 0

Connection: close

Server: AliyunOSS

HiRtG

iR N T R
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InvalidT arget Bucket

InvalidT argetLocation

BucketReplicationAlreadyExist

BadReplicationLocation

NoReplicationLocation

TooManyReplicationRules

TooManylncomingReplication

TooManyOutgoingReplication

RE&B

400 BadRequest

400 BadRequest

400 BadRequest

400 BadRequest

400 BadRequest

400 BadRequest

400 BadRequest

400 BadRequest

R

R[E RN oI gERE T
e BH#xrBucketZ RS RBucket ZFRHE[E
® H#RBucket REFETE,

* BirBucket5RBucket "B FRE—1TH
F.

B#RBucket FFrEBLocation R 215 KRXML
5 EHLocation,

iEBucketE| B#rBucket EFES I X R,

MRFEEREHOLBIEEFAN, HEMR
ERNKIEEHMUBEE.

RN BNEEPOAREE.

#R%0] @1 Get BucketReplicationLocation3g
REEENTEHIEHNETED L,

ERBXESHE, RBucket FRfE VAR T
RE S Z BN 89 0] LIS X 5 S I B4R
b

BXES SRR ONEN X R EE
EHAMEEPLEE,

BRPEENHEEFNMNEL 5,
BRIERP AR E—FREEEFIHN,

7ABucket LB HIEE FIFMN N EKXE
1005%, EMRABERNEESFANG

B Bucket X IFELE 100K RS 4IMM ,
MEWSHRBEHERS, BiEx THE
RE®A.

ABucket LB HIEE FIFMN N ELE
100%%. EHRABERNEESHMN/E

B Bucket XIFELE 100K RS 4IMN ,
MEWSHZRBEHERS], BiEx THE
RE®A.
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& 174 0SS API 2% X T Bucket 21

B REHE R
MissingArgument 400 BadRequest KRIEEHIBERBEE,
InvalidArgument 400 BadRequest AZIFIE BN IR LML,

6.7.2. GetBucketReplication
il FA Get Bucket ReplicationiZ O 3REXENZAE =18 (Bucket) EREBRIHIESHIFN,
BXKIEE

GET /?replication HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

i R T 3

AR E3it] P
Bucket S HIFMN A A2,

ReplicationConfiguration AR RER: I
FHR: Rule
REEHAVE SR,

Rule a8 RFF = ReplicationConfiguration
FT = Destination, HistoricalObjectReplication, Status#lID
SHIFM S R EID,

ID FRIB RF5M: Rule
FhR: &
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B

PrefixSet

Prefix

Action

Status

Destination

it
e
o8

FH

FHH

R

RENS (Prefix) NBEH, EXEFHMUGS, RSTHEEI0N
Prefix,

= Rule

»

E=
T
E=
T

N

= Prefix

# S %2 BHRBucket 1 Object BUBIZR (Prefix) .
R PrefixSet

FER: &

FR R % E) BARBucket BYIR1E,

ActionfB A TIRIERE, U IEE— ISR,

e ALL (BRiAME) : %RPUT. DELETE. ABORTE{EIESWESH
Z| B #RBucket,

PUT: ER#ERISE BirBuckettlI 5 NIRIE, BFEPuUtObject.
PostObject. AppendObject. CopyObject.

PutObjectACL. InitiateMultipartUpload. UploadPart.
UploadPartCopy. CompleteMultipartUpload,

/= Rule

FREFIRE,
B&E:

e starting: REHIEEFIMU/GE, O0SSEHNBucket) EFEFIE
%, WWIHEFIRSAstarting,

e doing: HHIEEHMNENE, EEELTESIREH, L
HEHIREAdoing,

e closing: MIREIBEHMUE, OSSEEMEMBFEIIE, It
B EHIRS A closing,

AN

RITA: Rule

FHER: &

RFEBRBucketERHIA RS,

R A Rule

FT R BucketflLocation

110
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B E-3:d]

Bucket FREB

Location FREE

TransferType FREB

HistoricalObjectReplication FRB

SyncRole FR&
=~

o BRI

GET /[?replication HTTP/1.1

R

HIREEFIEI89 B #RrBucket,

AN

AR5/ Destination

"
T
TR X

N

B #rBucket Fr&#ILocation,

R = Destination

FHR: &

HIESH N ERNIIREHER, NIRBERENoss_accht, &
BRI A 2B EMITER,

BUE:
e internal (BUAME) : OSSERINMEHIHRER.

® oss_acc: fEENESER, 2B CIRE XSS FIFN G 86
RENNEED

EREFREHE. ABHESHE, 2B EBuckethiE
BHHUEE FI2 B #rBucket,

BUE:
e enabled (ERIN) : FREHFHREHUE,

e disabled: RRAEFIHEHYE, BMXEHEESHMN LK
EEEPN:NE 6

BXEEFNERNAE. NFEASSE-KMSINE BiRrx R,
RERGPFSEELTE.

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 24 Sep 2015 15:39:15 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgh****

o R[ERA
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HTTP/1.1200 OK

x-0ss-request-id: 534B371674E88A4D8906****
Date: Thu, 24 Sep 2015 15:39:15 GMT
Content-Length: 186

Content-Type: application/xml

Connection: close

Server: AliyunOSS

<?xmlversion="1.0" 7>
<ReplicationConfiguration>
<Rule>
<ID>test_replication_1</ID>
<PrefixSet>
<Prefix>source_image</Prefix>
<Prefix>video</Prefix>
</PrefixSet>
<Action>PUT</Action>
<Destination>
<Bucket>target-bucket</Bucket>
<Location>o0ss-cn-beijing</Location>
<TransferType>oss_acc</TransferType>
</Destination>
<Status>doing</Status>
<HistoricalObjectReplication>enabled</HistoricalObjectReplication>
<SyncRole>aliyunramrole</SyncRole>
</Rule>
</ReplicationConfiguration>

HIRG

HixE K& 154 B8
NoSuchBucket 404 NotFound B KMBucket RF7TE,
NoSuchReplicationConfiguration 404 NotFound B KEBucket: R BB BLIBE HIHN ,

6.7.3. GetBucketReplicationLocation

GetBucketReplicationLocationt# O B FIREXNTI S HIZ M BrFME =8 (Bucket) FRiEflithis, o] LURYE
iR [E 45 2R EHRBucket B4R S I Z) B i,

EXREX

GET /?replicationLocation HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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0 Rz 7T 2%
B B3] ik
ReplicationLocation a8 EHiE RS,
T & #1369 B 4RBucket FTfE B IS, 140
0ss-cn-beijing,
R A= ReplicationLocation
FHR: X
Location FRR @ ird:
MBEESNUEFIZIRBiRibE;, B4
RERERPEZESMocation, IR
HETEHE N E RS, WiRE R
LocationA =,
=3 Q \| i = =
LocationTransferTypeConstraint ] éﬂgaTransferType}]EﬁE‘]Locatlonf.;,%\e
LocationTransferType g B A& TransferTypefiLocationf5 BB 58,
TransferTypes ] EMERAE,
IR S HIEE R IR EmER,
B&E:
FRB
Type e internal (ZRIAE) : OSSERINEHIBER
® oss_acc: RHEINMEERE, REEIEREX
1S HI AN B A BE{E A AR TN IR LS .
Bl

o ERRH

GET /?replicationLocation HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 24 Sep 2015 15:39:15 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otf****:CTkuxpLAi4XZ+WwIfNmOFmghb****

o R[ERA
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@ 8
YLK K oss_acch, REMXMURE DA L8 &<TransferType>it &,

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906****
Date: Thu, 24 Sep 2015 15:39:15 GMT
Content-Length: 84

Content-Type: application/xml Connection: close
Server: Aliyun0SS

<?xmlversion="1.0" 7>
<ReplicationLocation>
<Location>o0ss-cn-beijing</Location>
<Location>o0ss-cn-qingdao</Location>
<Location>0ss-cn-shenzhen</Location>
<Location>oss-cn-hongkong</Location>
<Location>o0ss-us-west-1</Location>
<LocationTransferTypeConstraint>
<LocationTransferType>
<Location>oss-cn-hongkong</Location>
<TransferTypes>
<Type>oss_acc</Type>
</TransferTypes>
</LocationTransferType>
<LocationTransferType>
<Location>o0ss-us-west-1</Location>
<TransferTypes>
<Type>oss_acc</Type>
</TransferTypes>
</LocationTransferType>
</LocationTransferTypeConstraint>
</ReplicationLocation>

BizH
HizB REE R
NoSuchBucket 404 NotFound &R BBucket R1Z1E,

6.7.4. GetBucketReplicationProgress

GetBucketReplicationProgressfl F3REVENMFME =8 (Bucket) BIFIBEEFIHE .,

BKEX
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GET /?replicationProgress&rule-id=Ruleld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

EREH

B el

i
iy
53
gf\ﬁ
B
[

SHIFNS R EYID, IEIDTE] MGetBucketReplicationd 3k
B,

3
i
7

rule-id ok

Ui ¥z 7T 2%

B E3id) H3

[

RESHHENSS.
M X

ReplicationProgress BER RF
FER

: Rule

RESTPEFNMNHERBNEEE.,
Rule P~EY R A ReplicationConfiguration

FFH~: ID. Destination, StatusFlProgress

S HMN XS RZEIID,

AN

ID RS RITA: Rule

FHR: X

REPrefix WA, BNEFMNG, RESEHEE10D
Prefix,

PrefixSet BEs RIF A Rule
FiH s Prefix

FE#IObjectiIPrefix, B ILEZPrefixfi0bject T SHE
#%2) B#¥RrBucket,

Prefix FRB RA & PrefixSet

FER: X
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X RFME 0SS

B

Action

Destination

Bucket

Location

TransferType

HistoricalObjectReplicatio
n

Progress

i

5%

FTRE L E BARBucket BRI,
Actionfe FFIATR/EXE, EUTLUEE—TRHES .

o ALL (ZRINEB{E) : FRPUT. DELETE, ABORTH#{EH¥4E
% @ &2 B¥RBucket ,

e PUT: FR/R#RELSEIEirBucketfIE NBIE, BIE
PutObject. PostObject. AppendObject.
CopyObject. PutObjectACL. InitiateMultipartUpload
. UploadPart. UploadPartCopy#l
CompleteMultipartUpload,

R = Rule

FHR: X

1272 B#RBucketE 2 AL,

R A Rule

Fi & BucketF]Location

HiEH S 528 B FRBucket

R¥5 4 Destination

FHR: X

B#rBucketFrfEfLocation,
m: Destination

J=

RT5
F15
IR S HIRE ARG,

e internal (BUIAE) : OSSEUARHIBER

® oss_acc: fEEMERER., RECIEEXIEE GG
BEfE PR N R B .

EEEHHEHE. FBHESHHE, 25K IRBucketsh
BIEIEE F12 BiRBucket

B&E:

e enabled (BAE) : RREHHELHIE.

¢ disabled: RRAEHFHLERE, REHBEXESH MM
EREHE NN,

REEFNHENSSE, NIAMELTELSKRS (doing) B
ZFiREI TR,

R A Rule
FT M HistoricalObject. NewObject

116

> MAYRRA: 20211029



X R EFfE 0SS

APl 8- X T Bucket #21F

B

HistoricalObject

NewObject

Nl

o BRI

EFEES

1

5%

EREEFREHIENENL., RIFBTHEHIEEFN
BucketB %,

R = Progress

FHR: X

ERHIEEFF BiRBucket B AR (GMTHER) .

BIENT hu, 24 Sep 2015 15:39:18 GMT, ERBEFiZIIES
5 ANHHUREE S #E B #RBucket,

AN

RTIM: Progress

FER: X

GET /?replicationProgress&rule-id=test_replication_1 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 24 Sep 2015 15:39:15 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otf****:CTkuxpLAi4XZ+WwIfNmOFmgb****

o JR[EREI

@ 8 NUEBEE Noss acch, JREHIXMUYSAD 428 A<TransferType>t =,
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X RIFME 0SS

HTTP/1.1200 OK
x-0ss-request-id: 534B371674E88A4D8906* ***
Date: Thu, 24 Sep 2015 15:39:15 GMT
Content-Length: 234
Content-Type: application/xml
Connection: close
Server: Aliyun0SS
<?xmlversion="1.0" ?>
<ReplicationProgress>
<Rule>
<ID>test_replication_1</ID>
<PrefixSet>
<Prefix>source_image</Prefix>
<Prefix>video</Prefix>
</PrefixSet>
<Action>PUT</Action>
<Destination>
<Bucket>target-bucket</Bucket>
<Location>o0ss-cn-beijing</Location>
<TransferType>oss_acc</TransferType>
</Destination>
<Status>doing</Status>

<HistoricalObjectReplication>enabled</HistoricalObjectReplication>

<Progress>
<HistoricalObject>0.85</HistoricalObject>

<NewObject>2015-09-24T15:28:14.000Z </NewObject>

</Progress>
</Rule>
</ReplicationProgress>

HiRE
FHiRTG HT T PR 7SS
NoSuchBucket 404 NotFound
NoSuchReplicationRule 404 NotFound

NoSuchReplicationConfig

404 NotFound

uration

TooManyReplicationRules 400 BadRequest

- .

i

5%

&K BYBucket RIZ1E,

5 EBIRuleld RFETE

BERBYBucket;Z BERBELHIREH,

BRPEENHEEFANBE—%.
BRIERP R E—FREESHM,

6.7.5. DeleteBucketReplication

DeleteBucketReplicationiZ O FARE IEENZEMEZIE (Bucket) BIHUEEHIFM BRBucket NEFIELE, I

TR Bucket f EREE A =45 B 25 B B #RBucket ,

ERE
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o HiERHBucket R EEELIFEE MU, & AILEO%RE 200 HTTP OK,

o FALEOMBENLEEFAMNE, ZEFMUWASILZMMER, OSSTE—EN ERNITEERE
1, WEERIMMERSAclosing, HBFRIIETME, ZEFIMMAHMIR.

o LiERHBucket BUEHREE FIF N & F closing R A, F A I3 ¥R [E 204 NoContent,

HXREE

POST /?replication&comp=delete HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Authorization: SignatureValue

<?xmlversion="1.0" encoding="UTF-8"?>
<ReplicationRules>

<ID>rule id</ID>
</ReplicationRules>

BXKITE
AW xH =Bk
ReplicationRules e =
ID FRIE =

B

o BRI

ik
BREZTENRNEBIBESEFAVNE
2,

RER: L

FE=: D

FEMRES B RT RAYID, FLRY
IDT] ) GetBucketReplicationd ik

M. ReplicationRules
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X RIFME 0SS

POST /?replication&comp=delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 24 Sep 2015 15:39:18 GMT

Content-Length: 46

Content-Type: application/xml

Authorization: 0SS gnéqrrgxo2o0awuk53otf****:CTkuxpLAi4XZ+WwIfNmOFmghb****

<?xmlversion="1.0" encoding="UTF-8"?>

<ReplicationRules>

<ID>test_replication_1</ID>

</ReplicationRules>

o R[ERA

HTTP/1.1200 OK

x-oss-request-id: 534B371674E88A4D8906****

Date: Thu, 24 Sep 2015 15:39:18 GMT

Connection: close
Content-Length: 0
Server: AliyunOSS

HiRG

iR

NoSuchBucket

TooManyReplicationRules

N T

404 NotFound

400 BadRequest

R

B KBIBucket RTFTE.

BERPEENHEEFNANEL 5,
BRERP R E—FEESHMN,

120
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RS REH
TransferAccAlreadyinUse 409Conflict

6.8. FRKEE (Policy)
6.8.1. PutBucketPolicy

i

X35 X 155 I 5 E 89 B #RBucket X i 7 &
AE, B IR XML IR B B XI5 Fl 89T

Bucket#] B #xBucketS BT :

<?xmlversion="1.0" encoding="UTF-
8|l?>
<Error>

<Code>TransferAccAlreadylnUse</C
ode>

<Message>The transfer acceleration
is aleady used by cross-region
replication.</Message>

<SourceBucket>srcBucket</SourceB
ucket>

<DestinationBucket>destBucket</De
stinationBucket>

<Requestld>5F1E76142A535D373683
****</Requestld>

<Hostld>o0ss-cn-
hangzhou.aliyuncs.com</Hostld>
</Error>

PutBucketPolicy 0 - F A ENFME =8 (Bucket) REZIKE (Policy),

%%EI@\

Bucket Policy2 & F & RHFINEE ., Bucket PolicyE MBI AHSNT:

B XBucket Policyl B BIFERFE RG], BB MEiTBucket PolicyZEFHEEEE, BXPolicyigix,

B MRS IEIEEMEM,
B KIBE

PUT /?policy

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Tue, 13 Nov 2018 09:09:13 GMT
Authorization: 0SS XXXXXXXXX:XXXXXXXXXXX

Policy written in JSON

> MAYRRA: 20211029
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APl 8#- X T Bucket 21 IR IFME 0SS

B
o BERFH

PUT /?policy
Content-Length: 230
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 21 Feb 2019 12:51:09 GMT
Authorization: OS'S XXX XXXXXXXXXXXX
{
"Version":"1",
"Statement":[
{
"Action":[
"oss:PutObject",
"o0ss:GetObject"
I3
"Effect":"Deny",
"Principal":["1234567890"],
"Resource":["acs:0ss:*:1234567890:* /*"]
}
]
}

o R[ERA

200 (OK)

content-length: 0

server: AliyunOSS

x-0ss-server-time: 87

connection: keep-alive

x-oss-request-id: 5SC6E9EBD5CC26B28EE41****
date: Thu, 21 Feb 2019 12:51:09 GMT

6.8.2. GetBucketPolicy
GetBucket Policyll FIREUE EF & =18 (Bucket) BIMXFRZKEE (Policy) .

E55ER

Bucket PolicyR EF&RIVIENKEE., Bucket PolicyE MBI ARHRIUT :

B *XBucket PolicytIfe B ¥ S RG2S =M, B2 MEdBucket PolicyZ i AP ipaiEE 4 E, BXPolicyigix,
B MRS IIEEMEM,

B KIBE

GET /?policy

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

BN
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X REFfE 0SS API &%&- X FBucketi®1E

o ERRHI

GET /?policy

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Tue, 13 Nov 2018 09:09:13 GMT
Authorization: 0SS XXXXXMXXXX:XXXXXXXXXXX

o R[ERH

200 (OK)
server: AliyunOSS
X-0ss-server-time: 24
connection: keep-alive
x-0ss-request-id: 5C6E9847BEOEBCD13DA90C11
date: Thu, 21 Feb 2019 12:23:35 GMT
content-type: application/json
{
"Version":"1",
"Statement":[
{
"Action":[
"oss:PutObject",
"o0ss:GetObject"
I3
"Effect":"Deny",
"Principal":["1234567890"],
"Resource":["acs:0ss:*:1234567890:*/*"]

}
|
}
HIRE
fEI=g HT T PR R
o ofS b Nat ==
NoSuchBucketPolicy 404 R iIBucket R BB IR E

(Policy) ,

6.8.3. DeleteBucketPolicy
DeleteBucketPolicy T brig EF & =18 (Bucket) BIMFREKEE (Policy) .

=bE{-.-Il_a\

Bucket Policy2 E T HRIEAEKEE ., Bucket PolicyE MBS BZESWT :

ﬁ 9& Bucket Policy®E BB RIHRRE], ESMiEdBucket PolicyiEEFIHIEEE 4R, BXPolicyidik,
)TRBE%ED'LD /fﬂ]_n*jo

ZR]l
o BERFH
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APl 8#- X T Bucket 21 IR IFME 0SS

DELETE /?policy

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 21 Feb 2019 12:55:10 GMT
Authorization: 0SS XXXXXXXX:XXXXXXXXXXXXXX

o R[ERA

204 (No Content)

content-length: 0

server: AliyunOSS

x-0ss-server-time: 31

connection: keep-alive

x-0ss-request-id: 5C6E9FAF31A13327124B****
date: Thu, 21 Feb 2019 12:55:11 GMT

6.9. /58 (Inventory)
6.9.1. PutBucketinventory

iB F PutBucket InventoryiE [ RNIEE/ZME 218 (Bucket) BEEBH (Inventory) FAI,

FEE

RO LB S 8 3R EXBucket 1 Object I £S5 R, BIF0bjectlIFE. X/, FHER  NMBRESZE, BE

BEANN, BUTERER:

o EHBucketfeEiFRMN, WM oss:PutBucketinventory IR,

o BEFTEMUAIFERN—RAMAE, ZACTEERAZEURBucket T B 34 F[a B #rBucket 5 N X4HY
NR, BEORERBFRINEN, BINEEZOSSEFSHTEE., FEMNEERME, EBoILRBURERR
BNRPRAMAE ., BXEEFEMUFRAMABINIRIREE, BEESRNFMEZEEE,

o B BucketizZ RAEBLE 1000KFEMN,

o L EFEIIRBucket 51FHE B XX 41 B #xBucket 4 i F E—-Region,

it
&0 ATEOpenAPl Explorerf E3%ia1Ti23& 0, X HESZNREIL, E1TH NG, OpenAPIExplorerd]
PA B B4 i SDKAS G 7R 61,

EXREE
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file:///home/admin/dita-files/output/92011202/task6852468/~~163489~~
https://api.aliyun.com/#product=Oss&api=PutBucketInventory&type=ROA&version=2019-05-17

X REFfE 0SS API &%&- X FBucketi®1E

PUT /?inventory&inventoryld HTTP/1.1
Host: bucket.oss.aliyuncs.com
GMT Date
Authorization: SignatureValue
Content-Length: length
<?xmlversion="1.0" encoding="UTF-8"?>
<InventoryConfiguration>
<Id>reportl</Id>
<IsEnabled>true</IsEnabled>
<Filter>
<Prefix>filterPrefix/</Prefix>
</Filter>
<Destination>
<OSSBucketDestination>
<Format>CSV</Format>
<Accountld>1000000000000000</Accountld>
<RoleArn>acs:ram::1000000000000000:role/AliyunOSSRole</RoleArn>
<Bucket>acs:oss:::destination-bucket</Bucket>
<Prefix>prefixl</Prefix>
<Encryption>
<SSE-KMS>
<Keyld>keyld</Keyld>
</SSE-KMS>
</Encryption>
</OSSBucketDestination>
</Destination>
<Schedule>
<Frequency>Daily</Frequency>
</Schedule>
<IncludedObjectVersions>All</IncludedObjectVersions>
<OptionalFields>
<Field>Size</Field>
<Field>LastModifiedDate</Field>
<Field>ETag</Field>
<Field>StorageClass</Field>
<Field>IsMultipartUploaded</Field>
<Field>EncryptionStatus</Field>
</OptionalFields>
</InventoryConfiguration>

\$ oy £ o
BXRSH
iERQuery2#
SHER ESid] ERWIE N WiBA
. . - BERAR, BRBRESRIBucket T
inventoryld String = report1 ,
E—,
& KkBodyS#1
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X RFME 0SS

SHEWR

bucket

inventoryConfig
uration

0 R 4K 95 3%

IVE=S
ZAlIVESS

Bl
iRl

Bl

String

Inventor
yConfig
uration

EBWIE w5l

= o0ss-example
=

=

WA

Bucket &R,
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PUT /?inventory&inventoryld=reportl1 HTTP/1.1
Host: oss-example.oss.aliyuncs.com
Date: Mon, 31 Oct 2016 12:00:00 GMT
Authorization: authorization string
Content-Length: length
<?xmlversion="1.0" encoding="UTF-8"?>
<InventoryConfiguration>
<Id>reportl</Id>
<IsEnabled>true</IsEnabled>
<Filter>
<Prefix>Pics/</Prefix>
</Filter>
<Destination>
<OSSBucketDestination>
<Format>CSV</Format>
<Accountld>100000000000000</Accountld>

<RoleArn>acs:ram::100000000000000:role/AliyunOSSRole</RoleArn>

<Bucket>acs:oss:::bucket_0001</Bucket>
<Prefix>prefix1/</Prefix>
<Encryption>
<SSE-KMS>
<Keyld>keyld</Keyld>
</SSE-KMS>
</Encryption>
</OSSBucketDestination>
</Destination>
<Schedule>
<Frequency>Daily</Frequency>
</Schedule>
<IncludedObjectVersions>All</IncludedObjectVersions>
<OptionalFields>
<Field>Size</Field>
<Field>LastModifiedDate</Field>
<Field>ETag</Field>
<Field>StorageClass</Field>
<Field>IsMultipartUploaded</Field>
<Field>EncryptionStatus</Field>
</OptionalFields>
</InventoryConfiguration>

1E &R [E7RA)
JSON &=

HTTP/1.1200 OK

IR B 7R B #h FE 35 B
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X RIFME 0SS

HTTP/1.1200 OK

x-0ss-request-id: 56594298207FB3044385****
Date: Mon, 31 Oct 2016 12:00:00 GMT
Content-Length: 0

Server: AliyunOSS

HiRE
BREETLEEESBIRSG.
HEERR

e SDK

2R ATREZSHIESHSDK, HBEEREBEIAPEMME RN RARS, #EEEERSDKER

AP, BERBREFHELRIE,
OpenAPI Explorer

RiEwR, TMARIRKAP, ELGTIR, BEHSERTRITHISDKLERE,

o [TEZ=CL
MERATEENEETE, TEIHKSHFAENERSMNNERTRIRS, GRRE, RELREFE
$0
SDK
e Java
e Python
e (O
e (C++
o NET
e Node.js
BixE
HIR1S HT T PIRZSHS R
InvalidArgument 400 EANEESH.
InventoryExceedLimit 400 BHBEREREMNEERT,
- Ki#ePutBucketInventoryis KT,
AccessDenied 403 SHEEANBFRIEES.
- P TARERIR,
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https://error-center.aliyun.com/status/product/Oss
https://next.api.aliyun.com/api-tools/sdk/Oss?version=2019-05-17&
https://next.api.aliyun.com/api/Oss/2019-05-17/PutBucketInventory
https://github.com/aliyun/aliyun-cli
file:///home/admin/dita-files/output/92011202/task6852468/~~177804~~
file:///home/admin/dita-files/output/92011202/task6852468/~~177819~~
file:///home/admin/dita-files/output/92011202/task6852468/~~177811~~
file:///home/admin/dita-files/output/92011202/task6852468/~~177809~~
file:///home/admin/dita-files/output/92011202/task6852468/~~178701~~
file:///home/admin/dita-files/output/92011202/task6852468/~~186530~~

X R EFfE 0SS

APl 8- X T Bucket #21F

FHiRTG

InventoryAlreadyExist

HTTPIR S

409

6.9.2. GetBucketinventory

GetBucketinventory B FEEE/NMFMEZE (Bucket) HISEMNFE (Inventory) £55.

i

[

BROBEMVNEFE.

@ 38 BEZERN, BWEEE RSN TEESENE RS HTRE, TREAREER
INABZRR, EEEZIRIR, BxnEFEZEAEE BB ZTURIERNNR.

EXREE

GET /?inventory&inventoryld=inventoryld HTTP/1.1

BXRTE
£

inventoryld

Ui ¥z 7T 2%

B

IsEnabled

Filter

Prefix

Destination

0OSSBucketDestination

el

ol

iy

fali

Jalil

iy
5

R

EWHFERMNIC,

EiEipu

HAFPEENERER, BREMEYAFHRET
BTHRAEBE—,

BRERBRANFRR,

BWE: truesifalse

o MRBgEAtrue, FRINEEEE.

o WMRigEAfalse, BREMRIMEE,

BREBENR. EENRE, BRERBHELRHT
ARZRENTR,

i IR B9 L BC R 4R

AN

RT5M: Filter

FRBERERNER.

BRERSHEERNEEZEER.

AN

R¥5 7 Destination
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APl - X FBucket #£1E IR FME 0SS

B i BEWIE P

SHER XXMM,

Format ] =2 BRE: CSV
R/ 0SSBucketDestination
FEZEEmEEEFHNKSFID,
Accountld FHE = R/ 0SSBucketDestination
GRZEMEEREFRENBRNAESE.
RoleArn PRE 2 #x79: acs:ram::uid:role/rolename
RF . 0SSBucketDestination
ERSHBEREXGNFESE,
Bucket FHE = R s 0SSBucketDestination
BERENGNEEERIR,
) - =
Prefix FhE = R /. 0SSBucketDestination
BENXEGNMELR,
Encryption Z558 = BRUE: SSE-0SS. SSE-KMSHjzs
R 0SSBucketDestination
SSE-OSSINZE A HIAL.
E_ 235 a3
SSE-055 B = R M Encryption
AFFEBFESSE-KMSINEZE AR THEHENEE.
SSE-KMS = S
a# = R s Encryption
KMSZ4Hid
= =
Keyld e = QA SSE-KMS
Schedule N = ERERESHABERNER,
BEXHSHNER,
Frequency ] =2 BE: Dailysiweekly

RF5 A Schedule
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B Eid) BB WIE R
EREFRDEE0bject RN ER,
BME: AllsCurrent
IncludedObjectVersions FR& = o MEAAU, NEHObjectIFIBRAER.
o IR ACurrent, NS HObject 89 BIRAE
B,
OptionalFields e = KEBTRERTNEANERER,
BRERTEENRED,
A[EECEIN : Size. LastModifiedDate.
Field e = ETag. StorageClass.
IsMultipartUploaded. EncryptionStatus
R OptionalFields
=B

o BERRH

GET /?inventory&inventoryld=list1 HTTP/1.1

o R[ERA
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X RIFME 0SS

HTTP/1.1200 OK
x-0ss-request-id: 56594298207FB304438516F9
Date: Mon, 31 Oct 2016 12:00:00 GMT
Server: AliyunOSS
Content-Length: length
<?xmlversion="1.0" encoding="UTF-8"?>
<InventoryConfiguration">
<Id>reportl</ld>
<IsEnabled>true</IsEnabled>
<Destination>
<OSSBucketDestination>
<Format>CSV</Format>
<Accountld>1000000000000000</Accountid>
<RoleArn>acs:ram::1000000000000000:role/AliyunOSSRole</RoleArn>
<Bucket>acs:oss:::bucket_0001</Bucket>
<Prefix>prefixl</Prefix>
<Encryption>
<SSE-0SS/>
</Encryption>
</OSSBucketDestination>
</Destination>
<Schedule>
<Frequency>Daily</Frequency>
</Schedule>
<Filter>
<Prefix>myprefix/</Prefix>
</Filter>
<IncludedObjectVersions>All</IncludedObjectVersions>
<OptionalFields>
<Field>Size</Field>
<Field>LastModifiedDate</Field>
<Field>ETag</Field>
<Field>StorageClass</Field>
<Field>IsMultipartUploaded</Field>
<Field>EncryptionStatus</Field>
</OptionalFields>
</InventoryConfiguration>

6.9.3. ListBucketinventory

ListBucketinventory FHt BIREE N7 =8 (Bucket) PHIFTBIEE (Inventory) 1£5,

@ 8
o PRBERSELSURNIOEELRERANS, EERIBE1008ER2RER, NEREZ RS

R, FRBHEMNBtoken, EAT—IRBERNSH,

o BAZIEKRE, BHEREGEEBHNRNFREZBOBERESHTRIE, FHRZEAEERANA

BIZRR, EEXZINIR, BkRFEZEAEE BB ZTURERNR.

BKIEE
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e #continuation-tokengyfz =
GET /?inventory&continuation-token=xxx HTTP/1.1
e A#continuation-tokeng9f =

GET /?inventory HTTP/1.1

Ui ¥z 7T 2%

B i iR
InventoryConfiguration BEe GFHERRESHNASE.

RRNE2BIFRES.

BEXYE: truedifalse

o ME@EAfalse, WERPEFHEZEPHAEERESE
IsTruncated /R SEBIH.

o MREANtrue, RRERTEINHFHEZETNRE
BHES, ROl Next ContinuationT okenZ B89
BEIEAT—klistiE KB continuation-token&#L, A
RET—HEREESIE,

L pEYIsT runcated Atrue B
Next ContinuationT oken FRIEH NextContinuationTokendE =8, EARAZFRIEAT—
Rlistigsk B continuation-token&#4,

HAPEENBERER, BRSMELNFREZEATLHR

Id =
FHE LBK—,
BEETRERANRA,
BME: truesifalse
IsEnabled /R N . . N
o MRIKEENtrue, FHEINBEEN.
o MREiIREAfalse, BAREMEAHBE,
Filter - BRFENTIR. BERE, FREHEHFTEIIRIE
= BHNR,
AR B FC AR R 4R .
Prefix FRS Q= Filter
Destination b FERBERERNGER.
BRERSHETERNEREZEER.
0SSBucketDestination N

AN

R /A Destination
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APl 8- - FBucket 24 W& IFfE 0SS

B B3] R
S B R XGRS ER,

Format P BME: CsvV
RF5 /. 0SSBucketDestination
FHEZEEFEEEFHKRSID,

Accountld FRE R = 0SSBucketDestination
FRZEREEETRENRNARSE,

RoleArn PR &7 : acs:ram::uid:role/rolename
R 0SSBucketDestination
FHSHEBEREXGNFESE,

Bucket FhE R4 0SSBucketDestination
B R XHHNEMEERETE.

Prefix FhE RF5 /= 0SSBucketDestination
BERXANMELSN.

Encryption PE) BRE: SSE-0SS. SSE-KMSZZNull
RF5 /M 0SSBucketDestination
SSE-OSSIZE A RBIA SR,

E- =

SSE-055 B R/ Encryption
AT RESSE-KMSIIZ A FHZHAN S .

SSE-KMS H# R &= Encryption
KMSZ48id

Keyld e QA5 SSE-KMS

Schedule N FRERESHABPERNARE,
BEXGHSHBER,

Frequency Vo E] BUE: Dailystweekly
RIH & Schedule
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B i i

EEEFERES0bject iAER,
BRE: Al Current

IncludedObjectVersions FREE& . , .

o WMRAAUL, WEHObjectIFBRARER.

* fNEFCurrent, NS HObjectBIYBIIRAER.
OptionalFields e REBRERTNEANEER,

BRERDPESNEER,

O[EMECEIR: Size. LastModifiedDate, ETag.
Field ENEY StorageClass. IsMultipartUploaded.

EncryptionStatus

AN

RT5 = OptionalFields

BNl
o FERIRHI

GET /?inventory HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: Fri, 24 Feb 2012 03:55:00 GMT
Authorization: authorization string
Content-Type: text/plain

o R[ERp

HTTP/1.1200 OK
x-0ss-request-id: 56594298207FB304438516F9
Date: Sat, 30 Apr 2016 23:29:37 GMT
Content-Type: application/xml
Content-Length: length
Connection: close
Server: Aliyun0SS
<?xmlversion="1.0" encoding="UTF-8"?>
<ListInventoryConfigurationsResult>
<InventoryConfiguration>
<Id>reportl</Id>
<IsEnabled>true</IsEnabled>
<Destination>
<0SSBucketDestination>
<Format>CSV</Format>
<Accountld>1000000000000000</Accountid>
<RoleArn>acs:ram::1000000000000000:role/AliyunOSSRole</RoleArn>
<Bucket>acs:oss:::destination-bucket</Bucket>
<Prefix>prefixl</Prefix>
</OSSBucketDestination>
</Destination>
<Schedule>
<Frequency>Daily</Frequency>
</Schedule>

B ]
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sriuer-~
<Prefix>prefix/One</Prefix>
</Filter>
<IncludedObjectVersions>All</IncludedObjectVersions>
<OptionalFields>
<Field>Size</Field>
<Field>LastModifiedDate</Field>
<Field>ETag</Field>
<Field>StorageClass</Field>
<Field>IsMultipartUploaded</Field>
<Field>EncryptionStatus</Field>
</OptionalFields>
</InventoryConfiguration>
<InventoryConfiguration>
<Id>report2</Id>
<IsEnabled>true</IsEnabled>
<Destination>
<OSSBucketDestination>
<Format>CSV</Format>
<Accountld>1000000000000000</Accountid>
<RoleArn>acs:ram::1000000000000000:role/AliyunOSSRole</RoleArn>
<Bucket>acs:oss:::destination-bucket</Bucket>
<Prefix>prefix2</Prefix>
</0SSBucketDestination>
</Destination>
<Schedule>
<Frequency>Daily</Frequency>
</Schedule>
<Filter>
<Prefix>prefix/Two</Prefix>
</Filter>
<IncludedObjectVersions>All</IncludedObjectVersions>
<OptionalFields>
<Field>Size</Field>
<Field>LastModifiedDate</Field>
<Field>ETag</Field>
<Field>StorageClass</Field>
<Field>IsMultipartUploaded</Field>
<Field>EncryptionStatus</Field>
</OptionalFields>
</InventoryConfiguration>
<InventoryConfiguration>
<Id>report3</Id>
<IsEnabled>true</IsEnabled>
<Destination>
<OSSBucketDestination>
<Format>CSV</Format>
<Accountld>1000000000000000</Accountld>
<RoleArn>acs:ram::1000000000000000:role/AliyunOSSRole</RoleArn>
<Bucket>acs:oss:::destination-bucket</Bucket>
<Prefix>prefix3</Prefix>
</OSSBucketDestination>
</Destination>

<Schedule>
<Freaunencv>Dailv</Freaiiencv>

X RIFME 0SS
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o eqeeriey iy e ety

</Schedule>

<Filter>
<Prefix>prefix/Three</Prefix>
</Filter>

<IncludedObjectVersions>All</IncludedObjectVersions>

<OptionalFields>
<Field>Size</Field>
<Field>LastModifiedDate</Field>
<Field>ETag</Field>
<Field>StorageClass</Field>
<Field>IsMultipartUploaded</Field>
<Field>EncryptionStatus</Field>

</OptionalFields>

</InventoryConfiguration>

<IsTruncated>true</IsTruncated>

<NextContinuationToken>...</NextContinuationToken>
</ListInventoryConfigurationsResult>

6.9.4. DeleteBucketinventory

DeleteBucketIinventory FHIBRENZFMEZE (Bucket) ISEMEE (Inventory) £,

@ 8
o FARZIERET, BEHIREE RENNRN S ENE SIS HTIRE, TREAFEERIAAE
BZAR, BERTZENIR, EEOEESEFEEBIEZTURENSIR,

o ERNINEIREIHTTPIRAFS204,

BXREX

DELETE ?/inventory&inventoryld=list1 HTTP/1.1

BKTE

BR e} 2EWE R
inventoryld FRB = HIBREYE BES I,

Zn]
o EREH

DELETE ?/inventory&inventoryld=list1 HTTP/1.1
Host: BucketName.oss.aliyuncs.com

Date: Wed, 14 May 2014 02:11:22 GMT
Authorization: signatureValue

o R[ERH
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HTTP/1.1 204 No Content

x-0ss-request-id: 56594298207FB3044385****
Date: Wed, 14 May 2014 02:11:22 GMT

Server: AliyunOSS

HixG
IR HT T PARZSES g
InvalidRequest 400 JEEEK,
e kitDeleteBucketinventoryisk
AccessDenied 403 EREENAFRIEER.

° REERMENR,

6.10. HEE®E (Logging)
6.10.1. PutBucketLogging

PutBucketLogging# OB FAEFME=(8 (Bucket) F/E8 BERFINEE, TIE0SSAYA D HERRBEEmEM
W, BUNES A BALAE AL B RSB N &8 EBucket

EREI

o 4 AEIIRBucket M1 774% H B8 BiRBucket J AR L T] LARE, ERLHARETFE—KS THHEEIM
o/

o AEXMLUNTRBMERN, BHARRENRNEAEXHERTZNROMBEER, BMEKRITER
HPE L —NRHE T RS HT,

/L_.\j(#i: %*LJ\U& H /p\*i_tl;?,ﬂg ’ 1ﬁ RNEEEE,

o EMEXMABRIFINAER, OSSHAEXHE—EEMN., BRNEFEABEENAEUE, R RHNE
EE-4=

o LB E S ARANESEMBRAENNE, FELSER, BERETEEREXFENEGERANNE,
o OSSERBEPEKREAETNEHRMN—LEFE, BREFLAAELEIENEZEEZIENTE,

ERIEX
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PUT /?logging HTTP/1.1
Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml
Authorization: SignatureValue
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
<?xmlversion="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<LoggingEnabled>
<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

B3Rk
WEORERATKIEKL, ELER, BN AHERL (Common Request Headers)

BEXRITE

‘m B3] =EE0H ~E R
FipE A ERSERNEES.
BucketLogg o =2 RER Fi&E: LoggingEnabled
ingStatus
RTER: &
HiEEERNESE,
LoggingEna FRBBE N FiE: TargetBucket, TargetPrefix
R tE: BucketLoggingStatus
18 E 7510 B & A Bucket
TargetBuck p FFE'I?I:?EE% examplebu Frz:
et FE ik cket
RJtE: BucketLoggingStatus.LoggingEnabled
BERENBEXHRIE, AR
IargetPrefl ey = MyLog- FriE: %

RJt&E: BucketLoggingStatus.LoggingEnabled

0 iz Sk
WEANSRAHRINL, EL2ER, BERAHLI05:L (Common Response Headers)

BNl
o FFEBucket B HIIE R H)
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PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT
Authorization: 0SS gnéqrrgxo2oawuk53otf****:KU5h8YMUC78M30dXqf3JxrTZ****
<?xmlversion="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>

<LoggingEnabled>
<TargetBucket>examplebucket</TargetBucket>
<TargetPrefix>MyLog-</TargetPrefix>
</LoggingEnabled>

</BucketLoggingStatus>

RERA

HTTP/1.1200 OK

x-oss-request-id: 534B371674E888648906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

o XBucket HEEFHIERRH)
X HBucket B HEHFINREN, RFERE—D=BIBucketLoggingStatusBia], REIINT:

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: 0SS qnéqrrgxo2oawuk53otf****:KUSh8YMUC78M30dXqf3JxrTZ****
<?xmlversion="1.0" encoding="UTF-8"?>

<BucketLoggingStatus>

</BucketLoggingStatus>

IR @745

HTTP/1.1200 OK

x-0ss-request-id: 534B371674125A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

SDK
1t 32 O P 3 R B9 =35 = SDKAN T -
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o NET
e Node.js
e Ruby
HIRH0
HIR HT TP IR R
NoSuchBucket 404 JEBucket RETE,
InvaydTargetBucket ForL 400 EBUCket Al B A7BuUCket KB F B — MR/ .
ogging
Lf&7 Content-MD51ERLfE, OSSEHEHERAEN
InvalidDigest 400 Content-MD5H I E—HYE, MRA—HREILEIR
3,
MalformedXML 400 BRBPPIXMLAEE,
InvaydTargetBucketForL 403 BRI E RS BiRBucket UG =,
0gging
AccessDenied 403 BEREEERERBucket NIBEE,

6.10.2. GetBucketLogging

GetBucketLogging#ZE OB FEEFMTIE (Bucket) HIHRAIHEEE. RAEBucketNBEE A LTS
Bucket El‘] '\I«H f'ﬂ E /L,\EE.E

EXREX

GET /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

0 iz 7T 2%
B Eid) R
'lﬁﬂalu ?S;EE’]G%%
Fit&: LoggingEnabled
/\_i %
BucketLoggingStatus e

@ 38 WEEBucketkiZEHZMN, 0SSH
RIRE— XML RIR, [EEDPH
BucketLoggingStatustE A=,
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B i P

FEAEERNER, LaREFBNRE, XHANRR
M,
LoggingEnabled aE#E Fit&: TargetBucket, TargetPrefix

Rt : BucketLoggingStatus

8 EFRUA R H & 89Bucket,
FR: I

it
&

TargetBucket

RjtE: BucketLoggingStatus.LoggingEnabled

18 E R LW RFNIF I B AR,
TargetPrefix PR FrR: X

Rt : BucketLoggingStatus.LoggingEnabled

BNl
&R

Get /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3****

N
o EiREREMNEERE R

HTTP/1.1200
x-0ss-request-id: 534B371674E88A4D8906****
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive
Content-Length: 210
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<BucketLoggingStatus xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

o RiRE B EMNEYEE R
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HTTP/1.1200

x-0ss-request-id: 534B371674E88A4D8906* ***

Date: Fri, 04 May 2012 05:31:04 GMT

Connection: keep-alive

Content-Length: 110

Server: AliyunOSS

<?xmlversion="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
</BucketLoggingStatus>

SDK

Lo O Fr XY R A S IE S SDKIN T -
® Java

e Python

e PHP

e (O

o (C

o NET

Node.js
Ruby

i

iR HTTP RS R

NoSuchBucket 404 B #RBucket RFTE.

HBEEEBucketiFla HEEENMNIR., RABucketiIif

AccessDenied 403 s o=
BEF B EBucket NI HERE .

6.10.3. DeleteBucketLogging

DeleteBucketLogging FX M7 =I8 (Bucket) B9iiE HEICRINAE. R BBucket WHABHEZBRRX
MBucket i3 18) H KIS RINAE,

EXREX

DELETE /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Nl
&R
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DELETE /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:35:24 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/Cn****

iR 3] 745

@ B WEB4RBucket: 2 EF/EH T HRIERIAL, NKE 204K,

HTTP/1.1 204 No Content

x-0ss-request-id: 534B371674E88A4D8906****
Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

SDK

132 O Fr Xy Rz B9 15 S SDKAN T -
® Java

e Python

e PHP

e (O

o C

o NET

e Node.js

e Ruby

HiRtG
FHIRTG HT TP RS biz:puy
NoSuchBucket 404 B#rBucket R 1F7E,

B X HBucketifia) HERICRINGEHIMNIR, RFBucket

AccessDenied 403 B9 2 4 5 B M Bucket 5 13 B 22 S AL

6.11. Fa5MiL (Website)
6.11.1. PutBucketWebsite

8 A PutBucketWebsit el 13§77 4£ 2518 (Bucket) R B RHEASMITIEEE R HIR S BEEHN
(RoutingRule) ,
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BESNEZEMENNREHEFSAEEN, SEEFPHERTIEA, flijavascript, OSSAXIFTERS

SFIHLIEBNRNE, HIEPHP, JSP, ASP.NETZEH

o INRESCHF
WEOFTEAFIREBRIAER. EiN404TFARoutingRule, RoutingRulef &5 E 3xx Bk MM LA K 514 [0
BN, HbRRERZSALZNE/HE,

o [FRBEBIHAINIDERSMIL
MEEFERABEEHERIFDEFBucket EREMIG, ROTLLUBTIHECNAMERSIHL, B8R E, BSR4
EEENEEZ,

e R5|NHEMBERAE
E— 1 BucketiREAFMSMILIEERIN, MREETRSINEXFERAE, WEEHNRSITAMBRRT
A% Bucket WY E N Object

o XIESMIGIRIFZESRHID
B— 1 Bucket REABHSWMILFEEERNE, WESMIGREENELZAD, OSSKREIRSITRHE, XNa&
MILRIHZ A RiAE, 0SSIEIR[E Get Bucket(L|st Objects)iI4&ER

BXKIEE

PUT /?website HTTP/1.1
Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue
<?xmlversion="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>errorDocument.html</Key>
<HttpStatus>404</HttpStatus>
</ErrorDocument>
</WebsiteConfiguration>

33K sk
WEOMRGERATEKRL, ESER, BN AHERL (Common Request Headers)
BRKEH

e WebsiteConfigurationfI N &

&R el 2Bk ik
e

WebsiteConfigura e . R R

tion = = Q& F

o IndexDocument IS
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AR

IndexDocument

Suffix

SupportSubDir

Fh

BB

RSt

EDEE
IndexDocument

ErrorDocument
RoutingRules=1
ABEPH—,

BEMY

MREETRXER
IndexDocument
, WHRIEE L
I

o

iy

X R FfE 0SS
bizipu
EONINE SRR

N

R = WebsiteConfiguration

BAER,

RERANERGE, MRGEIERL
(/) Z5E#0bject, MOSSE=IREILL
BAER,

AN

R A IndexDocument

BiEFERN, REXBHIFERTH

ZINER., BUESSEIT:

o true: #EFERTHEIAER,

o false (BiN) : AEFERTHR
INER, MBXIRERTHIINE
)

o

BRi&ZIAF @ Aindex.html. Einial buc
ket.oss-cn-hangzhou.aliyuncs.com/su
bdir/ , 1&g &SupportSubDirA
false. MI%#| bucket.oss-cn-hangzho
u.aliyuncs.com/index.html ; 0%R1i&
&FSupportSubDirftrue. M%2Il bucke
t.oss-cn-hanezhou.aliyuncs.com/sub
dir/index.html

R IndexDocument
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B B
Type el

e ErrorDocument IR A

B EJidl
ErrorDocument PAES
Key FRB
HttpStatus FHE

il
Dy
&

iy

[
EEWIE

aEh

EZMEE
IndexDocument
ErrorDocument .,
RoutingRules=1
BEPFH—,

BRY

WMREETRTR
ErrorDocument,
T A7 HE RE LT

iy

e RoutingRules|RoutingRule|RuleNumberf B &

i

[

WERINERE, WEMIEERNE (/)
ZEEM0bject, HiZObject RMFEREITT
N, RHIRESupportSubDirftruedt A
30, BEMBIRFERoutingRulez
J&. ErrorFileZ i,

RIRERINFE T Mindex.html. EiniaHI<

#4277 bucket.oss-cn-hangzhou.ali

yuncs.com/abc , HabciXObject R

T, WiHTypelIAREBUEX R EIFT R0

B

o 0 (BIN) : ¥ZFabc/index.htmlEE
Z1E (B0 Object+IEfI&E (/) +E@!
HER) , MRFEURE
302, LocationskA /abc/ RIURLZREZ
(B0 IERLE (/) +Object + ERIZ (
/) BERX) , MRAEFENRE
404, #LEHEErrorFile,

o 7: HiER[E404, REENoSuchKey,
P& EErrorFile,

o 2: {g&Eabc/index.htmIZ2EEE, W
BEAMREZObject IRNE,; MER
FENRE404, #EEHEErrorFile,

R A IndexDocument

404 HEINEES.

AN

RT5 /A WebsiteConfiguration

$HIRTUE,

EEFERRERE, WRIHNObject R F
£, MREWHEIRRE,

N

RF s ErrorDocument

REFIRNENBHTTPRSHE,
EV{E: 200, 404 (EIA)

N

R¥5 & ErrorDocument
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B ESid) ERNIE R
BEMN
=/hfer
EOREE RoutingRulety = 88,
ROUtINGRUleS sse IndexDocument ,
9 = ErrorDocument , RT5 /R WebsiteConfiguration

RoutingRules=1
BAEFH—,

EERBRAVEEREEREAYN, RSEE
20“MRoutingRule,

RoutingRule AR =
RF5 /= RoutingRules
BEMK IEE A 4TRoutingRuletI 52, 0SSIFi%
BT R BRI FSHORTE MM, METERI, W
RuleNumber 2 - PR BTN, EENANRERT.
RoutingRule, M@
iiki=ga=lli AL RF5 /= RoutingRule
e RoutingRules|RoutingRule|ConditionBI A&
Bm £l BEENE R
U e
BEHE _
e MREBEHNTEHE, WHRTHHIN, R
Condition n% MREERTRER  mRhas THEN S ROFERESEE
RoutingRule, M@ g
B ELLIRN,
RF A RoutingRule
RARELETZEObject 7 BETLEC LI .
) - -
KeyprefixEquals FhE - RF5M: Condition
iH )38 EObject B, iR[ELtkstatusA BEPLED
HttpErrorCodeRet LEFM, MBI R EERORERE, L
P HT T PIRZSE = FERNAHA04,
urnedEquals
R M Condition
AAEBERDEETIEEHeaderBEANEE
BBy, AHECEBLILIN, ZBRRETIEE
IncludeHeader B & 101,
RF /. Condition
REBERDEE T lHeaderB{E A Equals
- o BIIE (BN, AREMTECLLIM,
Key FREB =

R¥ & IncludeHeader
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AR

Equals

KeySuffixEquals

e RoutingRules|RoutingRule|Redirect IR Z

B

Redirect

RedirectType

PassQueryString

FREB

EFES

iy

7|

B 043
=EWIE

BEY

MEEBETRTR
RoutingRule, M
iiki=p=lli AL

BEN
MRBEETRTR
Redirect, M@
FEEMIR,

iy

5

[

J

REBRPE ST Keyig EfHeaderBERN
fEEER, 7 REMEEMN,
b+l

AN

R¥ & IncludeHeader

RERELFRIEEN/ERA RELELMN
m,

BNEAZ, RRAREEENEER.

RF /= Condition

o

[

B E R LN EHATEE1E
i+l

AN

RF /A RoutingRule

IEEMIENER, RETENT:

o Mirror: Bi&[ER,

o External: 4MERBkEE, BIOSS=IR[EI—
3xxBER, 1BEMEEE B I — Db,

o AlCDN: fEZ=CDNBE:, FER T
EZHCDN, SExternalREIEIZ, 0SS
LEIMNARIN— N Header, FiE = CDNIR
B EttHeader/E & E B B35 B89
ik, REI%A AP REBEINEE, mMAS
B 3IxxBkEE B RIREILSH P,

R¥5 7 Redirect

HITREIERRERANEN, 25EHE
P EKOSSH T 715 KE% ?a=b&c=d
, HHi&EPassQueryStringAtrue, R
FINF93028k%%, MIBkEERILocationskhis
WN0LtIESRS% . a0 Location:exampl
e.com?a=b&c=d , BKEEEE HFHKE
B, NEAENEIRIERPHSET IIER
2¥.

B{&: true. false (ZKiA)

AN

RI A Redirect
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X RFME 0SS

B b
MirrorURL FRB

TransparentMirror

ResponseCodes FHE
MirrorPassQuerySt

ring

ARG

INERedirectType
5 E AMirror, N
AR ELLIR

iy

iy

P

BHRERRIGNE, REIRE
RedirectTypeAaMirrorft 74 434,

TR A http: / /B & https: //FF
sk, HEMUENE (/) £B, OSSSEL
ik /54 Object EFR4A A EEURL,

N ZE 35 8 B Obiect E#R Amvobiect . 4l
BIgEMINA htto://example.com/ . M|
EIEURLA  http://example.com/mvobie
ct . WRIEEWTTA htto://example.co
m/dirl/ . MEEURLA http://example.
com/dirl/myobject ,

RIT A Redirect

18 € 2R IIR Bl H LRSI B F BB EIZR
SBEURbodyRIZEF G, BUEAAXX, 5xx
ZHTTPRASEE, S NHTTPIRASHE Z 8 A
XiES (,) 7k, #ln 400,404 . REER
BHRedirectTypeAMirrorBf 74 438,

HOSSHIRIEERAAN, MRRERET
WESHPREMRSH, NOSSKEEZIRIL
R [E BRI R bodyE| =2 i,

D & mEELSHPRET
404IR7SHE, Mg ERIErrorDocument
SEM.

RIT A Redirect

5pPassQuerystringfEA#ERE, MEHRST
PassQueryString, RHIRERedirectType
FIMirrorBf 7 43K

ZRIANE: false

RI = Redirect
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AR

MirrorFollowRedir
ect

MirrorCheckMd5

MirrorHeaders

PassAll

iy

iy

iy

iy

P

MBEHEREIFIER A 3xx, SELE
B RiE E M LocationRENEIE, RBER
ERedirectTypeAMirrorBd A 434,

Bl R EREGERIERE, JRIGIRE T

302, #}Bi#8E T Location,

o WRIZBEWITAtrue, MOSSELKLRIE K
Locationy Rz g9t it ,
XZ R0, MERBIEBII0X,
MR O] 48 B R K

o WMRIZE M Afalse, MOSSEIR[E
302, #iEfELocation,

ZRINE: true

AN

R = Redirect

EEHRERORbodyfIMD5, RBERE
RedirectTypegMirrorit A4 434,

L& EMirrorCheckMd5Atrue, BB
R [El#responseth &F Content-Md53k
B, OSSHERENIEIEMDSZEES I
HeaderLfe, MNRAREE, NARRERE
0ss.t,

ZRNE: false

RI A Redirect

I EFERERNET I Header, RFIRE
RedirectTypeAaMirrorft 74 438,

AN

RF = Redirect

EBBEEBR I THeaderZ 49 E i Header

RN, RFi&ERedirectTypeAMirrords

FER.

o content-length, authorization2.
authorization, range. dateZHeader

o Ploss-/x-0ss-/x-drs-FF3LiHeader
ZNE: false

AN

RF /= MirrorHeaders
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X RFME 0SS

B xE

Pass FFB

Remove FRB

Set R

Key FRB

Value FRB

Protocol FHA

7|

iy

iy

BEY

ERETRTR
Set, MIMZAIEELL
IR,

iy

P

BEEIE B Header®)iELy, AEIRE
RedirectTypeAaMirrorft 4 434,

F M HeaderKERZN1024MNET, ZF
£50~9, A~Z. a~zARERZ% (-) .
WFEBRETIEEI0N,

AN

RF & MirrorHeaders

=\ iEMEE E U HeaderZiRL, RBEIRE
RedirectTypeAMirrorBt A4 434,

F M HeaderKERZN10240NFETS, 2
E5PassiE .

WFEBRRLAIET10M, BES5PassAll—
eER,

LRI/ MirrorHeaders

®E— M HeaderfB2iRL, AEBEKRFZE
FBEF XS ENHeader, EIRFEEIR
BiX%Header, RFIRERedirectTypeX
MirrorB 7 434,

AR RESOIEE 104,

-

RF5 = MirrorHeaders

& BHeadertilkey, &XZ1024MET, F
FESPasstiE. RERERedirectType
JMirrorB A &%,

RFMA: Set

& EHeaderfvalue, &Z10240MEH, &
eI \r\n . REIEERedirectTypes
MirrorBy A4 434,

AN

RFR: Set

BREEBTEIIMY . REI&ERedirectType
ExternalslZ AlICDNEY A 438,

WREIRBIA X Htest, REBWET exa
mple.com , FHi&&ProtocolAhttos.

NlLocationsk A https://example.com/te
st .

BUE: http. https,

RT . Redirect
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B

HostName

ReplaceKeyPrefix
With

EnableReplacePre
fix

ReplaceKeywith

iy

iy

o

iy

P

BRENNESE, HEFHSEHANE.

MEEHEHI X Atest, REProtocol
httos, #FHig&HostnameA example.c
om . MiLocationskg https://example.
com/test .

AN

RI A Redirect

Redirect B Object & ¥REYRT LR IG EH A i%
B, MRAEAZE, WEXPFRHREAN
Object ZFREYBIME .

@ ww  Rawee
ReplaceKeyWithzf;
ReplaceKeyPrefixWith¥ &= ,

RIZEF BB Object Mabc/test.txt, R
1& B KeyPrefixEquals

abc/, ReplaceKevPrefixwithdef/. Nl
Locationsk3 http://example.com/def/t
est.txt .

AN

RF5 = Redirect

MBIRE M FER Ftrue, N ObjectBIBTEE
&2 I ReplaceKeyPrefixwithig E&I1E.,
MBRIEELFEHAT, WRRER
Object iR,

@ Bl ZReplaceKeyWith=E&
AAZE, RegEREMFER Ntrue,

ZRNE: false

AN

R Redirect

Redirect Bf Object Z FREGE# AX,
ReplaceKeyWithig E 8

{&, ReplaceKeyWith#FiREZE, Hal
XFHNEENkey), BRZBERPH
Object&#R,

RIZEFE B Object Atest, MRIRE
ReplaceKevwith

A orefix/Sfkevt.suffix . MlLocationsk
A http://example.com/prefix/test.suffi
X .

R¥5 7 Redirect
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X RIFME 0SS

AR il BEWIE biiipay

BEEMREINRSHE, RERE
RedirectType A Externalzl & AlICDNEY 7 &4

B
HttpRedirectCode HT T PR =
BUYE: 301 (BA) . 302, 307,
RIT A Redirect
I Sz Sk
WEORERARMAL, BLER, BERAL0ML (Common Response Headers)
1

o ERRH

PUT /?website HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 209
Date: Fri, 04 May 2012 03:21:12 GMT
Authorization: 0SS nxj7dtwhcyl5hp****:sNKIHT6ci/z231yIT5vYnetD****
<?xmlversion="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
<SupportSubDir>true</SupportSubDir>
<Type>0</Type>
</IndexDocument>
<ErrorDocument>
<Key>error.html</Key>
<HttpStatus>404</HttpStatus>
</ErrorDocument>
</WebsiteConfiguration>

o R[ERA

HTTP/1.1200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0OSS

o STERA

PUT /?website HTTP/1.1
Date: Fri, 27 Jul 2018 09:03:18 GMT
Content-Length: 2064
Host: test.oss-cn-hangzhou-internal.aliyuncs.com
Authorization: 0SS nxj7dtwhcyl5hp****:sNKIHT6ci/z231yIT5vYnetD****
User-Agent: aliyun-sdk-python-test/0.4.0
<WebsiteConfiguration>

<IndexDocument>

<Suffix>index.html</Suffix>
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<SupportSubDir>true</SupportSubDir>
<Type>0</Type>
</IndexDocument>
<ErrorDocument>
<Key>error.html</Key>
<HttpStatus>404</HttpStatus>
</ErrorDocument>
<RoutingRules>
<RoutingRule>
<RuleNumber>1</RuleNumber>
<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>
<Redirect>
<RedirectType>Mirror</RedirectType>
<PassQueryString>true</PassQueryString>
<MirrorURL>http://example.com/</MirrorURL>
<TransparentMirrorResponseCodes>400,404</TransparentMirrorResponseCodes>
<MirrorPassQueryString>true</MirrorPassQueryString>
<MirrorFollowRedirect>true</MirrorFollowRedirect>
<MirrorCheckMd5>false</MirrorCheckMd5>
<MirrorHeaders>
<PassAll>true</PassAll>
<Pass>myheader-keyl</Pass>
<Pass>myheader-key2</Pass>
<Remove>myheader-key3</Remove>
<Remove>myheader-key4</Remove>
<Set>
<Key>myheader-key5</Key>
<Value>myheader-value5</Value>
</Set>
</MirrorHeaders>
</Redirect>
</RoutingRule>
<RoutingRule>
<RuleNumber>2</RuleNumber>
<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
<IncludeHeader>
<Key>host</Key>
<Equals>test.oss-cn-beijing-internal.aliyuncs.com</Equals>
</IncludeHeader>
</Condition>
<Redirect>
<RedirectType>AliCDN</RedirectType>
<Protocol>http</Protocol>
<HostName>example.com</HostName>
<PassQueryString>false</PassQueryString>
<ReplaceKeyWith>prefix/${key}.suffix</ReplaceKeyWith>
<HttpRedirectCode>301</HttpRedirectCode>
</Redirect>
</RoutingRule>

SAYRRA: 20211029
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<RoutingRule>
<Condition>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>
<RuleNumber>3</RuleNumber>
<Redirect>
<ReplaceKeyWith>prefix/${key}</ReplaceKeyWith>
<HttpRedirectCode>302</HttpRedirectCode>
<EnableReplacePrefix>false</EnableReplacePrefix>
<PassQueryString>false</PassQueryString>
<Protocol>http</Protocol>
<HostName>example.com</HostName>
<RedirectType>External</RedirectType>
</Redirect>
</RoutingRule>
</RoutingRules>
</WebsiteConfiguration>
HTTP/1.1200 OK
Server: AliyunOSS
Date: Fri, 27 Jul 2018 09:03:18 GMT
Content-Length: 0
Connection: keep-alive
x-oss-request-id: 5SBSADFD6ED3CC49176CBE29D
x-0ss-server-time: 47

SDK

e Java

Python
e (O

o (++

e PHP

o (C

e NET

Node.js
HiR

HiRtE HTTPIRAH P!

[

&7 Content-MD53E3K3L /5, 0SSE£it+EE BB Content-MD53

InvalidDigest 400 BB, MEA—HIRE SR,

6.11.2. GetBucketWebsite
A GetBucketWebsitelZE O &EEEM£2218 (Bucket) BIEESMIGIESIRS UK BEETIN

ERIEX

156 > MHRA: 20211029


https://help.aliyun.com/document_detail/32020.html#concept-32020-zh
https://help.aliyun.com/document_detail/32034.html#concept-32034-zh
https://help.aliyun.com/document_detail/32154.html#concept-32154-zh
https://help.aliyun.com/document_detail/103186.html#concept-xmv-ggl-ngb
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&R EM 0SS API &% X FBucket 15

GET /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

BKsk
WIZROMERARIBERL, ESER, BSRNAHIERL (Common Request Headers)
i iz Sk

WEANSRAHRNL, ELSER, BER A S0 (Common Response Headers)

O] ¥z 7T 2%

e WebsiteConfigurationf N &

B B3] ~E iR
BH R,
WebsiteConfiguration bt NS s
REUR: X

e IndexDocument IR E

B £l ~E iR
FINERHBES.
IndexDocument =g RiER

RF5 A WebsiteConfiguration

BIAER,

Suffix FRB index.html o
R/ IndexDocument

e ErrorDocumentfIAE

B E-3idl ~E R
EIRTUAENEES,
ErrorDocument BE b ) . )
Hek FER R¥ A WebsiteConfiguration
fHIRTAH .
Ke FF error.html
Y e R = ErrorDocument
R[E R TR E B AIHT T PIRSES,
HttpStatus ZHHB 404

R /= ErrorDocument

e RoutingRules|RoutingRule|RuleNumberfi I &
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APl - X FBucket #£1E IR FME 0SS

AR Pl w~BIE i

[

RoutingRuleBy & z8,

RoutingRules = Sz
9 B RER R = WebsiteConfiguration

BREEHIIN 55 E AR EIRAN

RoutingRule & K
. A TR RF5/4: RoutingRules

TUECHHAATRREE AN 2 & FR R B

L=
, BRI S IR T A TE, 4
RuleNumber IEEH 1 BEERY, WHTHAN, BE
MM RBHAT,

RF5 = RoutingRule

e RoutingRules|RoutingRule|Conditiont K 2

B

B ESid wBlE Hi

CENEY, FHEMBHEENR
AT RER

AN

RKRF M RoutingRule

Condition =g N5

RETERIETSEIObject 7 BEITED

KeyPrefixEquals FEH abc
RF5m: Condition

51848 E Object B3R [B] KA 7
REDUECUEAN , HBREEMN R HBR
HttpErrorCodeReturnedEquals HT T PARZSHE 404 ELERER, FRBRNMAAL04,

AN

RF5 /A Condition

REERPEE TIEEHeaderBE
NIEEERN, FHETELLFN, Lt
IncludeHeader bt RiER REBUMURBEESN,

AN

RY A IncludeHeader

RAEBERPEETHLBER
Equalsig EfEHY, A BEILE LI
Key FRB host m,

R IncludeHeader

test.oss-cn- REEBEKRKPEETKeylsEMLBEE
beijing- NIEENEN, FEETE LM,
internal.aliyun
cs.com

Equals FRB

AN

R /M IncludeHeader
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e RoutingRules|RoutingRule|Redirect B K &

B Bl GRNE Hi

[

B E TR AN EIRTEIEE,
il

Redirect e R N

RFI M RoutingRule

BREEARE

o Mirror: S&EE,

o External: #MBBkE, BNIOSSHIRE—3xxiE
K, BERER B I —NHhE,

o AlICDN: [fE=CDNBE, FERATFHWESH
CDN, SExternalREIHIE, OSSEHIMARM
— M Header, fI2 Z=CDNIRBIEttHeader/s
SEHREET BT, REI%AEFKERE
BEIE, MAREIxBEBEKIRELEF,

RI = Redirect

RedirectType FRB Mirror

RITHEHEREERN, REEETREBR
HBERSH.

HAPEKOSSHEH TERSH" ?
a=b&c=d" HIWIRIEE Rtrue, WEMNZ302
BkiE, MZERkIEMLocationskh&FMILiERS
. BlaERNIES

T Location:example.com?a=b&c=d” , Bk
HEBIERER, WELKENLRRERPHES
EEIIERSH,

ZRIAE: false

PassQueryString f/RE false

-

R = Redirect

FRERNRG N, REZHRedirectTypes
MirrorB A 4,

TR AR PAhttp: / /8 https: //FF3L, HPAE
Rk (/) &R, OSSSE Ui ET E0bject4A
A [EREURL,

MirrorURL S http://example.co FIENE A BB Obiect € &R Aimvobject, WMRIEFE
m WI5A http://example.com/ . MEIEURLA
http://example.com/mvobiect , fR{EEL
I~ http://example.com/dirl/ . WIERURL
A http://example.com/dirl/myobject .

RI = Redirect

L5Euh R @ F LR AL I EEEEZRSE AR
bodyEIZ %, RHYRedirectTypeAMirrorf

TransparentMirrorRe N
P SHE 400,404 TR,

sponseCodes
XI5 Redirect

> MAYRRA: 20211029 159



APl - X FBucket #£1E IR FME 0SS

AR Bl w~BIE bizipu

5PassQueryStringfEf#HE, LEHKLL
PassQueryStringim. KB % RedirectTypes
MirrorPassQueryStrin Mirrorfy 4 £ 38

f/RE false
9 ZRIAE: false

R = Redirect

MRBFRETRIREER A3, BEEREB
B EE EMLocationFK IR, REY
RedirectTypeAMirrord 4 &34,

BNk REGERISKE, FEiGRET302, 3
Bi8%E 7T Location,

o true: OSSE#LEIERLocationd M AL,

MirrorFollowRedirect  #/R{& true
RZEEREZ10R, MRBKEEIZ10X, Wik
fH,
o false: 0SSIR[E302, FHiEf£Location,
ERINE: true
RI = Redirect
RRERBEIREEANMDS, REH
RedirectTypeAMirrorft 4 438,
HRB W AtrueBiRILRE M responseh &8
Content-MD53LEY, OSSEERENHI&IEMDS
2551t ) N , AR 0SS
MirrorCheckMd5 H/RE false EDEMZ%EEE WRREE, WRREFE
ZRIAE: false
RF5 4 Redirect
BAFiEEEREIRNETNL, R84
MirrorHeaders s R RedirectType AMirrorBd 74 434,

AN

R /= Redirect

BB EIERDEAEANHeader (RTIRBHLD

HeaderlAK LA oss-/x-0ss-/x-drs- FF3LHy

Header) ZJRiL, RBEZHRedirectTypeyMirror
PassAll HRE true i = 2 08

ZRINE: false

RF5m: MirrorHeaders
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AR

Pass

Remove

Set

Key

Value

Protocol

FH

FFh

wBIE

myheader-key1

myheader-key3

RER

myheader-key5

myheader-value5

http

R
BEIE EfHeaderEiElL, REY
RedirectTypeaMirrorfd A 434,

FB M HeaderKERZAN1024NMNET, ZFER
0~9. A~Z, a~zAREN% (-) .

FR&ESUEEI0T.
il

/. MirrorHeaders

’

¥

2B ENHeader2 R, FEBROUE

g, R£100, —f5PassAl—EFER, 81

Headert&}"'f‘-§1024/|\57'2*ﬁ FRFESPassi
B, REHRedirectTypeAMirrorff A 438,

RF5 A MirrorHeaders

RE— " HeaderfREiRlL, AEBKIETES
XLEIEE M Header, EIRIVERIZE XL
Header, iZB#R0ILLEE, RE104, REH
RedirectTypeAMirrorfd 4 434,

AN

RFF /A MirrorHeaders

& BHeaderflkey, &£10241MNFET, ZFES
PasstEfE, KA HRedirectTypeAMirrorlt 4 &

o

s

KRR Set

& B Headerfvalue, &51024MNFT, BREE
HI” \N\n" . R HRedirectTypeAMirrorst
FHEH.

RF R Set

BrEEY . REYRedirectTypeiExternals

AlICDNBY A &3,

BIan3s a4 Rtest, REBHEE example.c
om . Big&Protocolhttps. MlLocationdy
LA https://example.com/test ,

BUY&E: http. https

R = Redirect
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AR Bl w~BIE bizipu

BERNEE, HEFE/REEHENT. REY
RedirectTypesExternal s} ALICDNET A 434,

54035 B B9 Object Atest, Protocol

HostName FRS example.com https, Hostnamef&i7s example.com , QU
LocationAdsk

A https://example.com/test ,

RI = Redirect

Bk EERHREIBRSES . RAEHRedirectType s
ExternalsiZ ALCDNE A £,
HTTPIR

HttpRedirectCode &5 301 EUE: 301, 302, 307

AN

R = Redirect

HiTRedirect N XA BRI ERMLE, R
YRedirectTypeExternalsl & AlICDNEY A 4
B

fFlanReplaceKevPrefixwith#g A def/ , 5ia)
B FRA abc/test.txt , 1RiE

KeyPrefixEquals@ &A%, LocationskZEkN
T:
ReplaceKeyPrefixWit

h FR& def/ o HKeyPrefixEqualst§E# abc/ . M
Locationty3kA http://example.com/def/t
est.txt .
o HKevPrefixEaualsigF A= . MlLocationAd

3L http://example.com/def/abc/test.txt

o

R = Redirect

HfTRedirect B X HE2 K EBRBMIE, REH
RedirectType A Externalzl & AlICDNAY A4 434,

WBHZIFEENkey}, $key)RRZERPHT

#HZ2%, BlaReplaceKeyWith prefix/${key}.
ReplaceKeyWith :7.:?&% prefix/${key}.suffix suffix , iHl‘EﬂE’\DZ#%W%Jtest, )l'lIJLocationEl’\]

L

A http://example.com/prefix/test.suffix .

R = Redirect

B
BRI

Get /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: 0SS gnéqrrgx******k53otfjbyc: BuG4rRK+zNh******1NNHD39zXw=
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iR @741
o EIREFHSMIEHNIRERHE

HTTP/1.1200
x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive
Content-Length: 218
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<WebsiteConfiguration xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>error.html</Key>
<HttpStatus>404</HttpStatus>
</ErrorDocument>
</WebsiteConfiguration>

o RIREFHSMIEMN 891K B R4

HTTP/1.1404

x-0ss-request-id: 534B371674E88A4D8906008B

Date: Thu, 13 Sep 2012 07:56:46 GMT

Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xmlversion="1.0" encoding="UTF-8"?>

<Error xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Code>NoSuchWebsiteConfiguration</Code>
<Message>The specified bucket does not have a website configuration.</Message>
<BucketName>oss-example</BucketName>
<Requestld>505191BEC4689A033D00236F</Requestid>
<Hostld>o0ss-example.oss-cn-hangzhou.aliyuncs.com</HostId>

</Error>

T EIRERA

GET /?website HTTP/1.1
Date: Fri, 27 Jul 2018 09:07:41 GMT
Host: test.oss-cn-hangzhou-internal.aliyuncs.com
Authorization: 0SS alnBN******QMf8u:0Jzamofmy******sU9HUWomxsus=
User-Agent: aliyun-sdk-python-test/0.4.0
<?xmlversion="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>error.html</Key>
<HttpStatus>404</HttpStatus>
</ErrorDocument>
<RoutingRules>

“NAaidi;a~Nalac
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SROuLngrule~
<RuleNumber>1</RuleNumber>
<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>
<Redirect>
<RedirectType>Mirror</RedirectType>
<PassQueryString>true</PassQueryString>
<MirrorURL>http://example.com/</MirrorURL>
<TransparentMirrorResponseCodes>400,404</TransparentMirrorResponseCodes>
<MirrorPassQueryString>true</MirrorPassQueryString>
<MirrorFollowRedirect>true</MirrorFollowRedirect>
<MirrorCheckMd5>false</MirrorCheckMd5>
<MirrorHeaders>
<PassAll>true</PassAll>
<Pass>myheader-keyl</Pass>
<Pass>myheader-key2</Pass>
<Remove>myheader-key3</Remove>
<Remove>myheader-key4</Remove>
<Set>
<Key>myheader-key5</Key>
<Value>myheader-value5</Value>
</Set>
</MirrorHeaders>
</Redirect>
</RoutingRule>
<RoutingRule>
<RuleNumber>2</RuleNumber>
<Condition>
<IncludeHeader>
<Key>host</Key>
<Equals>test.oss-cn-beijing-internal.aliyuncs.com</Equals>
</IncludeHeader>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>
<Redirect>
<RedirectType>AliCDN</RedirectType>
<Protocol>http</Protocol>
<HostName>example.com</HostName>
<PassQueryString>false</PassQueryString>
<ReplaceKeyWith>prefix/${key}.suffix</ReplaceKeyWith>
<HttpRedirectCode>301</HttpRedirectCode>
</Redirect>
</RoutingRule>
</RoutingRules>
</WebsiteConfiguration>
HTTP/1.1200 OK
Server: Aliyun0OSS
Date: Fri, 27 Jul 2018 09:07:41 GMT
Content-Type: application/xml
Content-Length: 2102

Connection: keep-alive
x-nss-reaniect-id- SREAFNNN2F703RCASFCFNARA

164
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L el Tl LI e Y S E Y SO

X-0ss-server-time: 47

SDK
132 O P 3 R B9 =5 = SDKAN T -

e Java

e Python
e PHP

e (O

e (C++

o C

o NET

e Node.js

e Ruby

ARt

fEiR HT TPIRSS H3

S8

NoSuchBucket 404 B#rBucket RE1E,

AccessDenied 403 RBEMERMERIERIR, REBucket lIHEE 7 o] LAEEBucket 5
MIEFEERT.

NoSuchwebsiteCo

. ) 404 BirBucket RIEEFFSNILTEE R,
nfiguration

6.11.3. DeleteBucketWebsite

DeleteBucketWebsitei#Z OB F X HFM =8 (Bucket) HIESMITIEEERARBEMN ., R HBucket B4
HBEEABEXFABucket IR SN IGIEEER

BKIEX

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

BNl
B R

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: 0SS gnéqrrgx******k53otfjbyc:LnM4AZ10******5vGFWicOMEkVg=
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iR @ 7451

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

R

DELETE /?website HTTP/1.1

Date: Fri, 27 Jul 2018 09:10:52 GMT

Host: test.oss-cn-hangzhou-internal.aliyuncs.com
Authorization: 0SS alnBN******QMf8u:qPrkwuM******fk1pqTCylFs1jY=
User-Agent: aliyun-sdk-python-test/0.4.0
HTTP/1.1 204 No Content

Server: AliyunOSS

Date: Fri, 27 Jul 2018 09:10:52 GMT
Content-Length: 0

Connection: keep-alive

x-0ss-request-id: 5B5AE19C188DC1CE81DAD7C8

HiRtG
IR HT TP RS i
NoSuchBucket 404 Not Found B#rBucket REE,
® F SR FEERIH o A
AccessDenied 403 Forbidden BB X MBucket EEMISIE SRR, RFBucket

BIBEE 7 REX A Bucket MEF S MISIEE R,

6.12. BhBdE (Referer)
6.12.1. PutBucketReferer

PutBucketRefereriZE O FiXEFE= 18 (Bucket) BIFFZESE (Referer) , #BoILAE B ILiE R EReferer
HiFR AR EUREE R IFReferer2 R A,

ERIEX
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PUT /?referer HTTP/1.1
Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue
<?xmlversion="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer>
<RefererList>
<Referer>http://www.aliyun.com</Referer>
<Referer>https://www.aliyun.com</Referer>
<Referer>http://www.*.com</Referer>
<Referer>https://www.?.aliyuncs.com</Referer>
</RefererList>
</RefererConfiguration>

ERTER

B xE BEME ]!

[

R1FRefererBt E NS H A,

&= AllowEmptyReferer, RefererList

cH

EEZ B ARiFReferer2 B ARIIERKIA G

BUE: true (ERINE) . false

RefererConfiguration

R1FRefereriil HZ RN EEE.

@ m

PutBucketRefererAB =i X, BIRefererlListth

e ENHE BRI RRBEZEREND S BIIR, B LR

RefererConfigu o = Fi5
ration
i
AllowEmptyRe BEFR =
=
ferer S
R
. . =
RefererList E = o
BT
FHR
BE—
= Aok A
Referer FRE & QA

Pl
B RRBI
o R Referertliz K rMyl

3¢

ByRefererList AZAY (Bl ARELERefereridktE) , WRES
RefererListhBEENHZHIIE,

: RefererConfiguration

. Referer

Refereriflal A& &,

. RefererList
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X RIFME 0SS

PUT /?referer HTTP/1.1

Host: BucketName.oss.example.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otf****:KUSh8YMUCT78M30dXqf3JxrTZH****
<?xmlversion="1.0" encoding="UTF-8"?>

<RefererConfiguration>

<AllowEmptyReferer>true</AllowEmptyReferer>

<RefererList/>

</RefererConfiguration>

o & ReferertliE Kl

PUT /?referer HTTP/1.1

Host: BucketName.oss.example.com
Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT
Authorization: 0SS qnéqrrgxo2oawuk53otf****:KUSh8YMUC78M30dXqf3JxrTZ****
<?xmlversion="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer>
<RefererList>
<Referer>http://www.aliyun.com</Referer>
<Referer>https://www.aliyun.com</Referer>
<Referer>http://www.*.com</Referer>
<Referer>https://www.?.aliyuncs.com</Referer>
</RefererList>

</RefererConfiguration>

iR @741

HTTP/1.1200 OK

x-0ss-request-id: 534B371674E88A4D8906****
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

SDK
It 32 O P 3 Rz B9 =18 = SDKAN T -

e Java

ﬁ'%
i
i)

Python
PHP

Go

C

.NET
Node.js
Ruby
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&R EM 0SS API &% X FBucket 15

=R HT TPIRZSA iR
) RERIENIR, RBBucket BB A BERE
Accessbenied 403 PutBucketRefereri& X,
Lf&7 Content-MD51ERLfE, OSSEHEERAEN
InvalidDigest 400 Content-MD5HEE—E M, MEA—EKNRELLEIR

B.

6.12.2. GetBucketReferer

GetBucketRefererE B F&EEZ(E2318 (Bucket) HIFSE5E (Referer) HXEE.,
B KX

GET /?referer HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Ui iz 7T 2%

B et biiipuy

RFRefererit ERN BN E,
RefererConfiguration B REPM: T

FH = AllowEmptyReferer, RefererList

IEERB RIFReferer2 R AZMIBERIAGIE
AllowEmptyReferer MEFFH BYE: true. false

R = RefererConfiguration

{RTFRefererifla B2 BB 88
RefererList AR R = RefererConfiguration
Fi5 & Referer

e E—Refererfifil A& &,
Referer FrRE "
bl

AN

R & RefererlList

Bl
BRI
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Get /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1ACF51NNHD39****

R E7R A
o Ei&ERefererdl M 893K B 74l

HTTP/1.1200
x-0ss-request-id: 534B371674E88A4D8906* ***
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive
Content-Length: 218
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>
</RefererConfiguration>

e KikEReferersl M| 893K [E] 741

@ 389 fNEBucketkif{FReferertBXEE, 0SSLIREBRIABIAlLOWEMPtyRefererE/IZH
RefererList ,

HTTP/1.1200

x-0ss-request-id: 534B371674E88A4D8906* ***
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: Aliyun0OSS

<?xmlversion="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererlList />

</RefererConfiguration>

SDK

Le4E O Fr XY A BB S SDKIN T
® Java

e PHP

e Python

e (O

o C
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X REFfE 0SS API &%&- X FBucketi®1E

e NET
e Node.js

e Ruby

HIRH0
HIR HT TP JRASE3 R
NoSuchBucket 404 B#rBucket RETE,

A Denied 403 B EEBuckettyRefererft B B 0IE . HABucket
ccessbenie MR E A s EBucket fiRefererR BIE A,

6.13. ¥5%F (Tags)
6.13.1. PutBucketTags

PutBucketTags#EZ O ARG ENFMTIE (Bucket) RMBEKARE .,

ARERR
{EFPutBucketTagsiE OB, BT ERER:

o N BBucket BB E RIZNRAMMK F 4 88 HBucket iR B A 4R, BNIR[E403 Forbiddenfiz, $iR55
A AccessDenied,

o RETRE20XBucket PR (Key-Valuexd) .
e PutBucketTagsREBZIEX, BFHFMNIIERTLBESETNRE,

EXREX

PUT /?tagging HTTP/1.1
Date: GMT Date
Content-Length: ContentLength
Authorization: SignatureValue
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
<?xmlversion="1.0" encoding="UTF-8"?>
<Tagging>
<TagSet>
<Tag>
<Key>keyl</Key>
<Value>valuel</Value>
</Tag>
<Tag>
<Key>key2</Key>
<Value>value2</Value>
</Tag>
</TagSet>
</Tagging>
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APl 8- X T Bucket 21F

R FF#E 0SS

LROMGERARIBRL, FIHEBES RN AHLIERL (Common Request Headers)

BKRTE

B £} EEWNE
Tagging e =
TagSet a8 =
Tag N =
Key FRB =
Value FRB =

O] Rz Sk

ik

I8 B Bucket TagSet &8,
FitE&: TagSet
RTER: L

B8 —Z%Bucket Tagli & 28,
Fr&x: Tag

Rjt&E: Tagging

& EBucket Taglu &8,
Fit&E: Key, Value

RytE&: TagSet

$§EBucket TagiiKey,
° RAKEAN64FT,

o REELL http:// . httpsy// .

HEE.
o WAAUTF-B5HE;
o REENE.
FRE: X

RjtE&: Tag

}8EBucket TaghiVvalue,
* RAKERNI28FT,
° WRAUTF-845%3,

o TJAAZ,

FRER: &

Rjt&: Tag

WIROMGERARIMA L, FIFEBES WAL (Common Response Headers)

Nl

o BRI

Aliyun

172
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X REFfE 0SS API &%&- X FBucketi®1E

PUT /?tagging
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Tue, 20 Dec 2018 11:49:13 GMT
Authorization: 0SS qnéqrrgxo2oawuk53otf****:ceOEyZavKY4QcjoUWYSpYbJ3****
<Tagging>
<TagSet>
<Tag>
<Key>testa</Key>
<Value>testvl</Value>
</Tag>
<Tag>
<Key>testb</Key>
<Value>testv2</Value>
</Tag>
</TagSet>
</Tagging>

o R[EIRAB

200 (OK)

content-length: 0

server: AliyunOSS

x-0ss-request-id: 5C1B138A109F4E405B2D****
date: Thu, 20 Dec 2018 11:59:06 GMT
x-0ss-server-time: 148

connection: keep-alive

6.13.2. GetBucketTags

GetBucketTagsF FIRERZMEZ= 18 (Bucket) HIIREER.

GET /?tagging

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

0 A 7t 25
B ESid] R
{27FBucket Tag#E RIS EE,
RTK: L
Tagging ]

@ 38  WEEBucketki@ETag, OSSHIEE—F
XMLUEBER, BEEHDERNTaggingmEAZE,

> MAYRRA: 20211029 173



APl 8% X T Bucket #21F

X RIFME 0SS

BIR ESid)

TagSet ]

Tag R

Key FRB

Value FR&E
B

o BRI

GET /?tagging

P

{277Bucket Tag#E REA SR,

Rjt&: Tagging

{R7FBucket Tag4: RAVA R,

RjtE&: TagSet

HEATaglKey,

RIT&K: Tag

EANTagHVvalue,

Rit&E: Tag

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 20 Dec 2018 13:09:13 GMT
Authorization: 0SS qnéqrrgxo2oawuk53otf****:ceOEyZavKY4QcjoUWYSpYbJ3****

o R[ERA

200 (OK)
content-length: 237
server: AliyunOSS

x-0ss-request-id: 5C1B2D24B90AD5490CFE368E
date: Thu, 20 Dec 2018 13:12:21 GMT

content-type: application/xml

<?xmlversion="1.0" encoding="UTF-8"?>

<Tagging>
<TagSet>
<Tag>
<Key>testa</Key>
<Value>valuel-test</Value>
</Tag>
<Tag>
<Key>testb</Key>
<Value>value2-test</Value>
</Tag>
</TagSet>
</Tagging>

SDK
It ¥ O P 3 Rz B9 =18 = SDKAN T -

174
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e Java

e Python
e (O

e (C++

e Node.js

HixG

iR HT T PR HR

B

NoSuchBucket 404 B#rBucket RETE,

REEEBucket iREHRIR, R
AccessDenied 403 Bucket IR BE & RIENF MK 4 88
EEBucket IIREER,

6.13.3. DeleteBucketTags

DeleteBucketTags# O FMIBRFME=8 (Bucket) #R%E,

@ B (R BARBucket ;R B HTIRS RIS BB HKey RIFEE, WREHTTPRAEE204,

BRIEX

DELETE /?tagging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

B3Rk

WEAMNERAHERSL, FBIESHALEFRL (Common Request Headers)
0 iz Sk

WEAMNER AL, FBIBES R A L0 L (Common Response Headers) o
i

o IT: MBRETEIRE

DELETE /?tagging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 25 Dec 2018 17:35:24 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otf****:6ZVHOehYzxoClyxRydPQs/Cn****

RERA
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HTTP/1.1 204 No Content

x-0ss-request-id: 5C22EOEFD127F6810B1A****
Date: Tue, 25 Dec 2018 17:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

o EI2: MERKey K FIKBIFRES

DELETE /?tagging=k1,k2 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 25 Dec 2018 17:35:24 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otf****:6ZVHOehYzxoClyxRydPQs/Cn****

RERA

HTTP/1.1 204 No Content

x-0ss-request-id: 5C22EOEFD127F6810B1A92A8
Date: Tue, 25 Dec 2018 17:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: Aliyun0OSS

SDK

e Java
e Python
e (O

o C++

Node.js
e NET
PHP

Hixg

HIR HTTPIRASHS iR
NoSuchBucket 404 No Content B#rBucket R FFE,

T AR B iZBucket HAREE R,
AccessDenied 403 Forbidden HABucket B9iRE & 7 Bef bR
Bucket iREER .,

6.14. )% (Encryption)
6.14.1. PutBucketEncryption

PutBucketEncryptiondZ# A FECEFE =18 (Bucket) BIMZEFMA,
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&R EM 0SS API &% X FBucket 15

@ 8  REBucket BEE RIBIRMRAMA P 74 864 Bucket iR BB MM, FNEE4L03EIE, B
%Bucket?]ﬂfﬂ’lﬁgﬁqm, B2 RS R/ MNE

BRIEX

PUT /?encryption HTTP/1.1
Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue
<?xmlversion="1.0" encoding="UTF-8"?>
<ServerSideEncryptionRule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>AES256</SSEAlgorithm>
<KMSMasterKeyID></KMSMasterKey|D>
</ApplyServerSideEncryptionByDefault>
</ServerSideEncryptionRule>

ISR AHERSL, flinDate, HostE., EEER, BS M HiERL (Common Request

Headers) o
BRTR

B it 2BBE  RAE R

[

PRS2 m N B F N B & 25

~ER FLE:
ApplyServerSideEncryptionByDef ault

ServerSideEncryp
tionRule

i}
B8
WO

2 = =3
ApplyServerSideE RS ERiHBIAMBE AN B,

ncryptionByDefa ae RER FL&R:
ult SSEAlgorithm, KMSMasterKeyID

WO
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APl - X FBucket #£1E IR FME 0SS

B xE BBRE  RHE i

[

WERSSH|IHIANNMZES,
BU&E: KMS, AES256, SM4

ERKMSEA NS EDEHKMSE
HAPERZER, ZRFBBESIKVSIHT
BRI

HTEXIEEH N, &BiRBucket/EHA
TRIANRSSHEMEARX, BEHMUE
& TReplicaCMKID, B TRAPIER:

AES256 o EiEBucketPEIXIRRME, MfEF
B#RBucket (BRI A XA B K 1
S5 RN ST,
o FHiRBucket PHIXS R {ER T SSE-KMS
S SSE-OSSHINZ A=, MEHR
Bucket §H 513X Lo Xy 5 73 A R JER AN 22
RN,

BEZER, BEAEREEH SRS
AN,

SSEAlgorithm FREB

WO

EEObject WMEE L, BERIETEUE
Tn, ZFBAObjectfEHAES256I1ZE X,

. T . A
El:lSDataEncrypU . = M4 ;%;L FY 24 SSEAlgorithmBUE A KMSH

BUYE: SM4

% SSEAlgorithm{ERKMS, BiEMAIEE
9468da86-3509-
A48d-a6Te- HIZBAMBZN, TEA

e KMSMasterKeylD, EftiERT, %HA
6eableac -

z3
T o

KMSMasterKeylD FREB

iy

O] iz Sk

WEOGERARIGHNL, ESER, BN AHLML (Common Response Headers) o

N

o ERRHI
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X REFfE 0SS API &%&- X FBucketi®1E

o & &SSE-KMSHNE
PAT 7R B F X4 A oss-exampledyBucket 1& & SSE-KMSNZZ ,

PUT /?encryption HTTP/1.1
Date: Thur,5Nov 2020 11:09:13 GMT
Content-Length: ContentLength
Content-Type: application/xml
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS gnéqrrgxo2oawuk53otf****:ceOEyZavKY4QcjoUWYSpYbJ3****
<?xmlversion="1.0" encoding="UTF-8"?>
<ServerSideEncryptionRule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>KMS</SSEAlgorithm>
<KMSMasterKeylD>9468da86-3509-4f8d-a6le-6eableac****</KMSMasterKeylD>
</ApplyServerSideEncryptionByDefault>
</ServerSideEncryptionRule>

o &ESMANNE
PATF 74 BB F X444 9 0ss-exampleBBucket 1% & SMANNZ

PUT /?encryption HTTP/1.1
Date: Thur, 5 Nov 2020 11:09:13 GMT
Content-Length: ContentLength
Content-Type: application/xml
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS gnéqrrqxo2oawuk53otf****:ceOEyZavKY4QcjoUWYSpYbJ3****
<?xmlversion="1.0" encoding="UTF-8"?>
<ServerSideEncryptionRule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>SM4</SSEAlgorithm>
<KMSMasterKeyID></KMSMasterKeyID>
</ApplyServerSideEncryptionByDefault>
</ServerSideEncryptionRule>

AT ATE L& Object B, BB RL DT x-oss-server-side-encryption FHigEEE ASM4, RIF
ZObjectEFASMAMB &%,
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X RIFME 0SS

o BEKMS-SMAfNE

PAT 7R B F X442 A oss-exampledyBucket 18 B KMS-SMAAN 2,

PUT /?encryption HTTP/1.1
Date: Thur,5Nov 2020 11:09:13 GMT
Content-Length: ContentLength
Content-Type: application/xml
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS gnéqrrgxo2oawuk53otf****:ceOEyZavKY4QcjoUWYSpYbJ3****
<?xmlversion="1.0" encoding="UTF-8"?>
<ServerSideEncryptionRule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>KMS</SSEAlgorithm>
<KMSDataEncryption>SM4</KMSDataEncryption>
<KMSMasterKeyID></KMSMasterKeyID>
</ApplyServerSideEncryptionByDefault>
</ServerSideEncryptionRule>

RIARTILAZE F4EObiect B, @3 7EIBENRLPIEH x-oss-server-side-encryption i EEEHNKMS, x-0

ss-server-side-data-encryption #§EE{EASM4A, FIFZObject{EAKMS-SMANNZE %,

o R[ERA

HTTP/1.1200 OK
x-0ss-request-id: 5C1B138A109F4E405B2D****
Date: Thur,5 Nov 2020 11:09:13 GMT

SDK
PutBucket EncryptioniZ O M fZ 15 S SDKIN T :
e Java
e Python
e (O
o (C++
e .NET
e Node.js
x5
IR HT T PIRASES EBA
2 SSEAlgorithmBUE AR AKMSH, & AES256
. . . B, NBRE LR, #iREmRA The
InvalidEncryptionAlgorithmError 400 . L
Encrvotion reauest vou spnecified is not
valid. Supported value: AES256/KMS
Y SSEAlgorithmEUE AAES256, {BIEEE T
validA 4 KMSMasterKeviD. MhRELEEIR . FEiRRER
nvalidArgument 00 71 KMSMasterKevlID is not apbplicable if
the default sse algorithm is not KMS .
180 > MHRRA: 20211029
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SHRIFAE 0SS API £3&- X FBucket #£1F

6.14.2. GetBucketEncryption

GetBucketEncryptioni& O Fi FIRERfZ 44 =18 (Bucket) BIANZEAM,

@ 38 RABucket MG E RIS HRAME P A 853k Bl Bucket BIANZAN, BENRE40352, &
XBucketIIZNESEFER, BESNRSBIHME,

BHXREX

Get /?encryption HTTP/1.1

Date: GMT Date

Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

B3Rk
WROMNERARIBERL, ESER, BSRNAHERL (Common Request Headers)
0 7 Sk

WEANER AN, E2EFER, BERAHL00ML (Common Response Headers)
I Rz 7T 2%
Bm B3l ~E iR

RS HMBMN A EE.

B R FR:
ApplyServerSideEncryptionByDef ault

ServerSideEncryptionRul
e

s . o
ApplyServerSideEncrypti RS WA ET RHR .

onByDefault B RER Fit&: SSEAlgorithm, KMSMasterKeylD
ERBRESIHRBIAMELR,

SSEAlgorithm FHE KMS HUE: KMS. AES256. SM4
ObjectlyMNZE %, EMNPREEHTE,
FBAObject {E FAES256 MM ik, LLETNY

KMSDataEncryption FRE& SM4 SSEAlgorithmBUEAKMSE K,

B{E: sm4

E ,/—\\/-u- £ gj 3
9468da86-3509- EARSREAHNSEHAID

KMSMasterkKeylD FREB 4f8d-a6le- ¥ % SSEAlgorithm AIKMS B 5 E 7 %45 IDETIR
6eableac**** E, HEERT, HINAZ,
Bl
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APl 8% X T Bucket #21F

X RIFME 0SS

ERRA

Get /?encryption HTTP/1.1
Date: Tue, 20 Dec 2018 11:20:10 GMT
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS qnéqrrgxo2oawuk53otf****:ceOEyZavKY4QcjoUWYSpYbJ3****

AE R
PATOR Bl 746 % BB Bucket 12 B T SSE-KMSHNZR

HTTP/1.1 204 NoContent
x-oss-request-id: 5C1B138A109F4E405B2D8AEF
Date: Tue, 20 Dec 2018 11:22:05 GMT
<?xmlversion="1.0" encoding="UTF-8"?>
<ServerSideEncryptionRule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>KMS</SSEAlgorithm>
<KMSMasterKeyID>9468da86-3509-4f8d-a6le-6eableac****</KMSMasterKeyID>
</ApplyServerSideEncryptionByDefault>
</ServerSideEncryptionRule>

A TR Bl 748 % BA Bucket 1% B T KMS-SM4AN R ,

HTTP/1.1200 OK
x-0ss-request-id: 5C1B138A109F4E405B2D8AEF
Date: Tue, 20 Dec 2018 11:22:05 GMT
<?xmlversion="1.0" encoding="UTF-8"?>
<ServerSideEncryptionRule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>KMS</SSEAlgorithm>
<KMSDataEncryption>SM4</KMSDataEncryption>
<KMSMasterKeyID>9468da86-3509-4f8d-a6le-6eableac****</KMSMasterKeyID>
</ApplyServerSideEncryptionByDefault>
</ServerSideEncryptionRule>

SDK
GetBucket EncryptioniZ O XJ M §9Z1E = SDKIN T

Java
Python
Go

C++
PHP
.NET
Node.js

i

HiR HT T PR oA

AccessDenied 403

FoFRERBucket 22 0 B9 AR
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NRFHE 0SS API &%&- X FBucketi®1E

FHiIRT HT T PR 7&ES LEA
NoSuchBucket 400 & EIREUINZEHL N 3 B B Bucket RFTE

NoSuchServerSideEncryptionRul
e

400 BucketRIREMZEF,

6.14.3. DeleteBucketEncryption

DeleteBucket Encryptioni® O A F M ik Bucket iNZ AN ,

@ 8  RBEBucket WIBEE RIBRRAMA F 7 85 BRBucket UM MN, BNEE403612, B
XBucketMBENELER, BSRRSHFHME,

BKEX

DELETE /?encryption HTTP/1.1
Date: GMT Date

Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

BNl
o BERFH

DELETE /?encryption HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 20 Dec 2018 11:35:24 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otf****:6ZVHOehYzxoClyxRydPQs/Cn****

o i N2/ 45

HTTP/1.1204 OK

x-0ss-request-id: 5C22EOEFD127F6810B1A****
Date: Tue, 20 Dec 2018 11:37:05 GMT
Connection: keep-alive

Content-Length: 0

SDK
DeleteBucket Encryptioni® O X M H9Z1E = SDKII T

e Java

e Python
e (GO

o (C++

e NET

e Node.js

iR
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APl 8#- X T Bucket 21 IR IFME 0SS

fEiRtG HT TP iR
AccessDenied 403 To i BRBucket N Z2 40 M 94X PR
NoSuchBucket 400 & TE M BR AN 25 H0 0 X B2 B Bucket RFTE

6.15. iIHEKk&E(T#, (RequestPayment)
6.15.1. PutBucketRequestPayment

PutBucketRequestPaymentiZ A FIEEBEREMTHEER,

AEER
ERBERENRERN, O TEEER:

AARFERIAID

MREEBucket EEATIEREMEEREN, WARWFEZFEZBucket, BERAVARUEHRIEES,
PAEOSSHEERIRBIIERTT, MmxSiERS MAFBucket B EWBUERFIFENER,
HIFRERBIINEN B ZRAMA ERIERYBN, ZABMBHIKFEALIERMTZE,

BiE5 /5 B X-0ss-request -payers &

WMREEBucket EIEATIEKREMZEERN, BRAVAFEHIBERPE Sx-0ss-request -
payer:requester (#£POST. GETFIHEADE RMHeaderis2d) , LARFIBERA BB IS KMEIBETHE
FEZER., SN, BXRAEEBIRIE,

HURAE B EZBucket B, TTAREEH x-05s-request-payens Rk, HIBHAZERISKEIFTZ
BucketB, iERFANBAHHERESE (LE2FKE) XM,

BXRERX

PUT /?requestPayment HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Host: BucketName.oss.aliyuncs.com

Authorization: SignatureValue

<?xmlversion="1.0" encoding="UTF-8"?>

<RequestPaymentConfiguration>
<Payer>Requester</Payer>

</RequestPaymentConfiguration>

=E
B Kk
Wi ONXERAEERLE, FEIES A EERL (Common Request Headers) o

BEXRITE
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R 77 0SS API &% T Bucket £ 1F

B Bt BENIE R

e (ot g oo
RequestPaymentConfigurati sze = ERARRENSE.
on = FH 4= Payer

$EEBucket{T B A,

BE:

® BucketOwner: HBucketifiEE (T

2,

Payer FR& =

O] Jiz 3k

® Requester: MBEREZ(TH,

REA:
RequestPaymentConfiguration

WO PURE AW SLER, FBEIES R AL (Common Response Headers)

Zn]
ERRH)

PUT /?requestPayment
Content-Length: 83

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 23 Jul 2019 01:33:47 GMT
Authorization: 0SS gnéqrrgxo2oawuk53otf****:77Dvh5wQgljWjwO/KyRt8dOP****
<RequestPaymentConfiguration>

<Payer>Requester</Payer>

</RequestPaymentConfiguration>

R @75

200 (OK)
content-length: 0

x-o0ss-request-id: 5D3663FBBO07B79097FC****

date: Tue, 23 Jul 2019 01:33:47 GMT

SDK

I3 O BT XY R A9 & 15 = SDKEN T
® Java

e Python

e (O

o (++

o NET

Node.js
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APl 8#- X T Bucket 21 IR IFME 0SS

=R
HIR HT TP R3S by
NoSuchBucket 404 B i) B Bucket RIF#E

6.15.2. GetBucketRequestPayment
GetBucketRequestPaymentiZ O A FREBUEKREMERAEEER.
BKIEE

GET /?requestPayment HTTP/1.1

Date: GMT Date

Host: BucketName.oss.aliyuncs.com
Authorization: authorization string

Ui 2 7T 2%

B xE i

[

BROEBRENSSR.
RequestPaymentConfiguration ]

FH A Payer

fEEBucket{TEE A,

BUE: BucketOwner, Requester
Payer FRE N

RFRA:
RequestPaymentConfiguration

N

HRRB
GET /?requestPayment
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 23 Jul2019 01:23:20 GMT
Authorization: 0SS LTAICQmy1********:RkTtT30yhDQ3D*********x**

iR B 745
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X REFfE 0SS API &%&- X FBucketi®1E

200 (OK)

content-length: 129

server: AliyunOSS

x-o0ss-request-id: 5D366188B007B79097EC****

date: Tue, 23 Jul 2019 01:23:20 GMT

content-type: application/xml

<?xmlversion="1.0" encoding="UTF-8"?>

<RequestPaymentConfiguration>
<Payer>BucketOwner</Payer>

</RequestPaymentConfiguration>

SDK
132 O P 3 Rz B9 &35 = SDKAN T -

® Java
e Python
e (O

o (C++

i

iR HT TP JRZ&S3 3

[

NoSuchBucket 404 iFia B Bucket R EHE

6.16. BEFIFELZ= (CORS)
6.16.1. &

B EIEEE (CORS) AiFWebixINAREIFIIRBE FAENEE,

0SSz #5CORSHRE, FEEEREMAF L Web M BHIER, OSSIRME T I T O A EEEH B H 1 1SR
fR:

PutBucket CORS
GetBucket CORS
DeleteBucket CORS
OptionObject

6.16.2. PutBucketCors

PutBucketCorsiE OB F RIS EHIFEMZE (Bucket) BB EFEILZCORS (Cross-0rigin Resource
Sharing) #M,
ARSI

FHABERREZN, BUTERER:
o EFIAARFF/ZCORS
Bucket BLIAARFF/ZCORSINAE, FrA B ERMOrigingB AR 4E 2 iF
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API 2%- R EFM 0SS

o BEIBX
PutBucketCorsABEIENX, ENFECE BICORSHINIEE = EHEHICORSHLN,
o WHREFD{FEMCORS
=N B2 s g {E A CORSINALRY, F=i®itPutBucket CorstZ O EH_E1E CORSHIN S FF /= CORSINAE
a0, M example.com BT SE88HY XMLHttpRequest IRESRIFITIOSS, HEIE S AEOFE LECORS
MM, B CORSHLNTEHXMLI TR,
o CORSHIN PTEz
Y OSSIE— N EEE R OPTIONSIE R, & 5iEEBucket 3 M AICORSHN, AEHTHMNNIERE,
OSSERRIEET—FEMN, FRE—KEENMNKAFERKHFIRE XM EIHeader, 10R FrE #NIERIT
BoAe L, WA AN{E{a] CORSHE % BYHeader,
CORSHLI PT B Y Ih A 53 B LA =N & 44
o JERBIOrigins 7 LB —™ AllowedOrigin I,
o ERMAE (WGET. PUTE) ZEOPTIONSIERH] Access-Control-Request-Method 3LXJ 7 #9753 6
FICE— AllowedMethod IR,

o OPTIONSIEKH) Access-Control-Request-Headers LB & B & Nheadergf s LA —1 AllowedHeader

A,
BXRIEE

PUT /?cors HTTP/1.1
Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue
<?xmlversion="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>the origin you want allow CORS request from</AllowedOrigin>
<AllowedOrigin>---</AllowedOrigin>
<AllowedMethod>HTTP method</AllowedMethod>
<AllowedMethod>---</AllowedMethod>
<AllowedHeader> headers that allowed browser to send</AllowedHeader>
<AllowedHeader>---</AllowedHeader>
<ExposeHeader> headers in response that can access from client app</ExposeHeader>
<ExposeHeader>:--</ExposeHeader>
<MaxAgeSeconds>time to cache pre-fight response</MaxAgeSeconds>
</CORSRule>
<CORSRule>

</CORSRule>

</CORSConfiguration >

BEXRITE
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St L IEAE 0SS API &% FBucket i 1F

AR £ BEWIE wBIE i
CORSHLIBY 25
N \ FBucket &S A 1F 105 CORSHN . L&
CORSRule & 2 RER XML RSB A S 16 KB,

R/ CORSConfiguration

BEATFHNBEEIERKIR.
* OSSAVMERZNTRFKIEES M RIFHIR
R

AllowedOri e . o OSSRAVEA—IES (*) BEM. ME
gin BENES (%) , WERRAWHERROE
HiER,

R = CORSRule

Jalil

BEAFNBEEIERITE.

AllowedMet e GET HUfE: GET. PUT. DELETE. POST. HEAD
hod

Jali

RF5 4. CORSRule

2 HIOPTIONSTRENE< Access-Control-

Request-Headers $igEMHeader2 F#H R

.

# Access-Control-Request-Headers thigE

#5 NHeadergl R EAllowedHeaderdh B 33
AllowedHea Authorizati RBYIR,

FR&
der on

iy

@ wE RiEER—ARS (%) EE
%,

R = CORSRule

BEAYAF NNBRERFPIHEMNmASL, 4l
wn, —NavaScript BlIXMLHttpRequest 3K,

BxposeHead @ wm FrREERES (%) BEA.

er

X-0ss-test

it
&
i
|

R = CORSRule

EEN A4 ERIRIIFMER (OPTIONS) 3K
REZERNEFNE, B,
MaxAgeSec g7

onds = 100 B ZCORSHLMX f83F—PMaxAgeSeconds,

iy

R = CORSRule
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APl 8% X T Bucket #21F

X RIFME 0SS

Bm i) EEBDIE ~EIE i
¢ B

CORSConfig a% _ S Bucket i CORSHIMI & 25
uration = = * RER: L

= &IREVary: Originsk,

B&E:

° frue: AERENZEEEBEIERYBEIEK

BEMI, ¥9=iR[EVary: Originsk,

ResponseVa sk = false o false (BAME) : EEERTHREEVary:
i Origin3k

@ 3P LFRAELBESR, VAE
IR E —TRES AN A B3

LiZO ¥ R EIHost . AuthorizationEEMES AR BERINESER, BSMAHERL (Common Request
Headers) o

0 7 Sk
WEOMRE AR, EZER, BSRAHL1HML (Common Response Headers)

Nl

o ERRHI

PUT /2cors HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 186
Date: Fri, 04 May 2012 03:21:12 GMT
Authorization: OSS gnéqrrgxo2oawuk53otf****:KUSh8YMUC78M30dXqf3JxrT*****
<?xmlversion="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>Authorization</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://example.com</AllowedOrigin>
<AllowedOrigin>http://example.net</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader> Authorization</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-test1</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
<ResponseVary>false</ResponseVary>
</CORSConfiguration >

190
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X REFfE 0SS API &%&- X FBucketi®1E

o R[EIRH

HTTP/1.1200 OK

x-0ss-request-id: 50519080C4689A033D0*****
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

SDK
It 32 1 P 3 Rz B9 =18 = SDKAN T -

e Java

e Python
e PHP

e (O

o (C++

o C

o NET

e Node.js

e Ruby
HiRG

iR HT TP RS ik

E£7 Content-MD51ERLfE, OSSRITHEIERIKH
InvalidDigest 400 Content-MD5H B -, MEA—HMRELHEIR
i3,

6.16.3. GetBucketCors

GetBucket Corst& [ FIREVE EFE =18 (Bucket) HFTHYEE,ERELZCORS (Cross-Origin Resource
Sharing) #0,

EXREX

GET /2cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

a3k sk
LR ORERAEIBRLE, FHEIBES R A HE%RL (Common Request Headers)
0 j T 2%
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APl 8% X T Bucket #21F

R FF#E 0SS

B

CORSRule

AllowedOrigin

AllowedMethod

AllowedHeader

ExposeHeader

MaxAgeSeconds

CORSConfiguration

Bl
ERRG)

Get /2cors HTTP/1.1

(GET,PUT ,DELETE,
POST,HEAD)

FH

FiFh

e

B

o
B
44

CORSHIMIB9 =28, S Bucket R A F105 M),

RF5 = CORSConfiguration

ARFNBEHERER, ES (*) RRATMEIRRNELEER,

RF5 4. CORSRule

RIFRBEERT A,

R = CORSRule

1R HIFEOPTIONSTENE < 1 Access-Control-Request-Headers1g &
Bheader& 83, fEAccess-Control-Request-HeadersthisEH

S M header#iEAllowedHeaderdh 5 —5& X M TR ,

RF A CORSRule

ARFBFPMAMBREEFERIENmAL (F—")avascriptty

XMLHttpRequestf &) .

RF5 s CORSRule

W BE BE X E BRBITREY (OPTIONS) BRIBRELERNEFNE, —

NCORSHLN B H &5 A1 H M — M MaxAgeSeconds,

Bi B

RF5 = CORSRule

Bucket B CORSKLN 2528 ,

AN

RER: T

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1ACF51NNHD39****

R E =P

192
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R TFME 0SS

APl 8- X T Bucket #21F

HTTP/1.1200

x-0ss-request-id: 50519080C4689A033D00****

Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive
Content-Length: 218
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<CORSConfiguration>

<CORSRule>

<AllowedOrigin>*</AllowedOrigin>

<AllowedMethod>GET</AllowedMethod>

<AllowedHeader>*</AllowedHeader>

<ExposeHeader>x-oss-test</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>

</CORSRule>
</CORSConfiguration>

SDK
132 O P 3 Rz B9 =15 = SDKAN T -

Java
Python
PHP

Go
C++

C

.NET
Node.js
Ruby

Hixg

6.16.4. DeleteBucketCors

HIR HT TP JRZSH
NoSuchBucket 404

NoSuchCORSConfigurati
on

404

AccessDenied 403

B #RrBucket R {Z1E,

E4RCORSHIM RIZEE .

HBEBucket BB & 7 83REXCORSHLN .

DeleteBucket CorsFF X A3 EZ A28 (Bucket) XM HIEELE,ERILZCORS (Cross-Origin Resource
Sharing) EEHBEZFRBMN,

BRIEX

>
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APl 8#- X T Bucket 21 IR IFME 0SS

DELETE /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Bk sk

IO ERAEERLE, FEIES A EERL (Common Request Headers) o
0 7 Sk

I3 OMURE AH IO SLER, FBIBES AL (Common Response Headers)
Bl

B KRB

DELETE /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: 0SS gnéqrrqxo2oawuk53otfjbyc:LnM4AZ10elduZF5SvGFWicOME****

e E N

HTTP/1.1 204 No Content

x-0ss-request-id: 5051845BC4689A033D00****
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: Aliyun0OSS

SDK
L3O XY B =15 = SDKIN T -

e Java

e Python
e PHP

e (O

o (++

o (C

e NET

e Node.js

e Ruby
HiRE
HiRE HTTP RS R

NoSuchBucket 404 B #RrBucket R Z1E,
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X R EFfE 0SS

APl 8- X T Bucket #21F

HRTG

AccessDenied

HTTP RS

403

6.16.5. Options

NEREREBEHIFERZBISKE—preflightiEK (Options) 250SS, H#H LAFERIRIRE . HTTPII A

120
BXREX

OPTIONS /ObjectName HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Origin:Origin

Access-Control-Request-Method:HTTP method

P

REMBRRUE, RBEBucket 9B E A ERIRMER
Bucket 33 KB CORSHRM ,

Access-Control-Request-Headers:Request Headers

H Kk

B

Origin

Access-Control-Request-
Method

Access-Control-Request-
Headers

O] iz Sk

B

Access-Control-Allow-0rigin

EFEES

PR

E
H

EXT:

fim

fim

iy

wBlE

fheaderFER, MRERETREEIEMNER, OptionsiEREHANKREENREESTEEHRRERSTK

~E R
BRFKRYE, BFRREBEE
K,
http://ww
om B3Rk,
HINE: T
EXMERPSARNG X,
HEELPRERPRERE—NMZ
PUT Bk,
ZNE: T
EXMBERPSARNRT &
s3Iz M header,
X-055- EXFRBERP O] PAAZIE Rk
test1,x-0ss- wBZ Mheader, £/ header
test2 ZEMEREES()EHF.
ZNE: T
iR

http://www.exa  ERBPEEHOrigine MREARRIFIZIE

mple.com

K, MRSk AE &z kAR,
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B Eid]
Access-Control-Allow- -
Methods TS
Access-Control-Allow-
RS

Headers
Access-Control-Expose- o~

P FrH
Headers
Access-Control-Max-Age i)

Zy]
BRI

OPTIONS /testobject HTTP/1.1

R F1HE 0SS
w~BE iR
PUT AVFIERBHTTPA %, MEARARIFZE
K, MRS 8 &%k,
X-0Ss-test x- ARYFERIES M headertiglE, RE
ose-testl RepBFRE AR header, WAEEZ

SLER, ERMISHIES

X-0ss-test1,x-

RWFTFEEFif)avaScriptiZ2 B4 inin 6

oss-test2 headersg9%1 &,
60 AN b B & 17 preflight 45 RESETIE],

BAIAD,

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT

Access-Control-Request-Headers:x-oss-test1,x-oss-test2

iR B 7R )

HTTP/1.1200 OK

x-o0ss-request-id: 5051845BC4689A033D00****

Date: Fri, 24 Feb 2012 05:45:34 GMT

Access-Control-Allow-Origin: http://www.example.com

Access-Control-Allow-Methods: PUT

Access-Control-Expose-Headers: x-oss-test1,x-oss-test2

Connection: keep-alive
Content-Length: 0
Server: AliyunOSS

T3

S8

0SST] LA@id Put Bucket CORS# [ R FF /5 Bucket BICORSIBE, FF/E
CORSIEE/S, OSSTEUREIN s preflightiE R SIRIEIR E BN E
BEBAFRRBER, WRERAFHECORSIERTE, NRE L
R,

HixE
fEIRtg HT TP IR
AccessForbidden 403

196

> MAYRRA: 20211029



TR IFME 0SS API 2% X T Object#21E

7.%FObjecti®#{E
7.1, EihgE
7.1.1. PutObject

A PutObject &0 &304 (Object) .

EEEI

o ANNHIObject K/NREE#BITS5 GB,

e BABRT, MEEEFEERRObject EXFiZ0bject HiHEMNIE, MFHME Objecti$ & = FEAE K Object,
#iR @200 OK,

o OSSEBNUFNER, FIERRMEUNEREM, BERUTLLBEIIZE—NUERSE (/) EE, K/
7J0B90bject SR EIZELI =,

hR A 122

HEEFEMAESIEBucketh, OSSEANHHRMEIObject BEIAE R ME—BIARAID, FE R Headerd i@ x-
oss-version-idfZ iR [E .

EEE 7T RAZRFIBucket, FAMBIObject BIARAIDANUIL, OSSHARIERE—"Object{RE—nullbd iR
AID,

HXREE

PUT /ObjectName HTTP/1.1

Content-Length: ContentLength

Content-Type: ContentType

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

BXKL

OSS3ZHFHT TP E 895 M5 K 3L Cache-Control, Expires, Content-Encoding, Content-Disposition,
Content-Type, 1% _Ef&0bjectBfiRE 7iXLiERL, N TEZObjecthy, #HNNIERLNESENER
Lf&Object FHE EBIE,

B Bl BEBIE bizipuy

FRERASEHEENR, BELER, EEMARFC2616,
XFAuthorizationitEHENESER, BT
Headerf &%

BEBER TAUthorization2 k&R, (BRERT

Authorization PRy =
URLEIEE S, IRAAERZEXRL, E2ER, B2
REWRLTEEES,
HiNE: &
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API 2% X T 0bjectigfE

X RFME 0SS

B

Cache-Control

Content-
Disposition

Content-

Encoding

Content-MD5

Content-
Length

ETag

Expires

FHFER

FRF &

EF T

O
By
5

iy

iy

iy

iy

iy

iy

i

EEZObject B THIMANEFTH, ESER, S
JRFC2616,

BNE:

fEEZObject B THINEIR. ELER, BS
WRFC2616,

HiNE: &

EEZObject R THHNARRKBEN. BESER, BS
JRFC2616,

BOANE: &

ATREEEANBZREES REN—., Content-MD52
FMDSEEEMMNE, L& 7T Content-MD51E3K sk

&, OSS&tENEANContent-MD5H I E—5lt, &
ZER, B2 Content-MD5HHH E %,

RFRFREIETEM, OSSIRMEESHM A XX EIEIIMDSE M
TR, WREE@EIContent-MD534TMD5IE, T
¥ Content-MD5AN A FiE KL,

BONE: &

BT HIRHTTPiE BIRBUER K/,

MRS KL hayContent-Lengt h{E/NFSEFRIE Kikth &
B AN, 0SS M INEIZEObject, {E0bjectfyX
INRREZ F Content-Lengthdf E X B A/, EEERE
L E

Object £ BTSN EIETag , ETagAFARiIz—1
ObjectlIR A,

e YFFPutObjectiEKEIZZIObject, ETagEERERSA
BIMD51E,

o JWFHEMARGIZEMNObject, ETagEEETF—TEIHE
MU ERHE—E, EREHERNSHMDSE,

@ 8  ETagETUAFRBObect ABRE
REDN, REWNERETagfE AR 0bject I AHIMD5
ERBMIER M,

iNME: &

HHIENE., BESER, BSMRFC2616,
ZINE: X
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R IFfE 0SS API &%&- X FObject #£1F

B £ Bk biiipuy

Jali

S EPUtObjectiZERN R EE =R A 0bject, HB#R
Bucket&FEF /B B EIE MM AIZFIRSE, x-0ss-
forbid-overwritei&kHeaderi8ELX, A ITFEEE
£ 0bject,

e RigEx-0ss-forbid-overwrites & 15 Ex-0ss-
forbid-overwritey falsely, RRAGFEBERZ
Object,

$5Ex-0ss-forbid-overwritey truelt, RREIEE
[E4&0bject,

iR Ex-0ss-forbid-overwriteig kHeader&a SE QPS4 IE
HEETE, MEBERENREFTEMAxX-0ss-forbid-
overwritei&>kHeader (QPS>1000) , BEHRKE AR
¥, BeZmlls,

ZINE: false

x-0ss-forbid-
overwrite

FRH

iy
°

BIZ2Object iy, EERFZH/IHMEL.
BUE: AES256. KMSEYSM4
X-05s5-server-
side- oy IEEMETRE, FWASLPSIREIETR, 0SSEXT g
encryption B10bjecti#TMERmBFM . = THIZObjecth, 1HAL
sLh &t & x-0ss-server-side-encryption, BiZ{ESH
R BRI Object IMNBZE %,

iy

IEEObject IINZ &L, MERIBELIER, KB
X-0S5-server- Object{f FHAES256/NZEE %, UIETX Zx-0ss-server-

side-data- S = side-encryptionAKMSE B

encryption HE: SM4

X-0ss-server- KMSIEE R HF 248,

side- . FR& = L&Y FEX-05S-server-side-encryption A KMS B
encryption- N

key-id
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X RFME 0SS

B e

X-0Ss-0bject-

FR&E
acl
X-05S-

FH®
storage-class
x-0ss-meta-* FRSB

=

x-0ss-tagging FR&

Fali

iy

7|

iy

iy

iyl

5

P

& EOSSEIEObject By A9 IA 1A AR IR

BU&E:
e default (ZRIN) : ObjectE1EFFEFME S EEH B4R
=

e private: Object2FAB &R, RBObjectBIiBBEE
BRAFPEZ0bject (ESNE, HitBFRENR
$#{EiZObject .,

e public-read: Object 2 AHIERIE, RE0bject§Ii
BENMBRAFPAZObject HiEERIE, HttHEFR
BiZObject BNIERIR . HEEERZNR,

® public-read-write: Object 2AHIEERIR, AR
F#EZObject fIEEWIR . HZIERERZNIR,

XFHENBEHNESER, BESRETIEENIRACLEIN
PRIZH

8 EObject YT fE2A

N FEEFELE R NBucket, (1R _EfEObjectBT4EE L
28, Nk EZHNO0bjectEFHEAIBENERE, HluE
IAZ%$ A ) Bucket h L& ObjectBY, 1S8R 18 EX-0ss-
storage-classAStandard, MiZObject HIEF#EA
Standard,

BUE:

e Standard: tRETFAE

° /A {ESmIFIA

o Archive: A4 7E6

o ColdArchive: X )AR4TFHE

XTFERERNESER, BELFEEENE,

{ERPutObject#E OB, WNREELIx-0ss-meta-*HHIE
2%, WizS8ATEdE, f x-oss-meta-
location . —/Objecta] IABEZNEMNSE, BB
BITTHUIR SR/ BEREIT8 KB,

TEEFRENE (1)  HF. EXFE (az) o E
NFHNAEFEWEMNEFE, FRIFTUL
(L) ERBEMFF,

EEObjectNir%s, TIRAIMIRES MRE, Hlu
TagA=A&TagB=B,

@ %8 KeyHlValueBB4H{TURLEES, MR
RIRAE" = “, WEEValue Az 2HE,

WEAXRFTEB B Host, DateFAHiEKRL, BE2ER, BEMAHLiE KL (Common Request Headers) o
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R TFME 0SS

AP B%- X T Object #1F

Ui fiz 3k
IEOROSARMLL, ESER, #2
Z’]

o fEH LR
ERRA

AWML (Common Response Headers) ,

PUT /test.txt HTTP/1.1

Host: test.oss-cn-zhangjiakou.aliyuncs.com

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */*

Connection: keep-alive

Content-Type: text/plain

date: Tue, 04 Dec 2018 15:56:37 GMT

authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2P****
Transfer-Encoding: chunked

RERA

HTTP/1.1200 OK

Server: Aliyun0OSS

Date: Tue, 04 Dec 2018 15:56:38 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5C06A3B67B8B5A3DA422299D
ETag: "D41D8CD98F00B204E9800998ECF8****"
x-0ss-hash-crc64ecma: 0

Content-MD5: 1B2M2Y8AsgTpgAmY7PhCfg==
X-0ss-server-time: 7

o HHIPEFMAER

BERRA

PUT /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com Cache-control: no-cache
Expires: Fri, 28 Feb 2012 05:38:42 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=o0ss_download.jpg

Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: image/jpg

Content-Length: 344606

x-oss-storage-class: Archive

Authorization: 0SS qnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2P****
[344606 bytes of object data]

RERA
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HTTP/1.1200 OK

Server: AliyunOSS

Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Type: image/jpg

Content-Length: 0

Connection: keep-alive

x-0ss-request-id: 5650BD72207FB30443962F9A
x-0ss-bucket-version: 1418321259

ETag: "A797938C31D59EDD08D86188F6D5B872"

o EFERAIZH
BRI

PUT /test HTTP/1.1

Content-Length: 362149

Content-Type: text/html

Host: versioning-put.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 02:53:24 GMT

Authorization: OSS lkojgn8ylexic6e:6yYhX+BuuEqzI1tAMWOwgly****

IR @ 7R 4

HTTP/1.1200 OK

Server: Aliyun0SS

Date: Tue, 09 Apr 2019 02:53:24 GMT

Content-Length: 0

Connection: keep-alive

x-0ss-request-id: 5SCACOA3SDB7TAEADEQ1700****

x-oss-version-id: CAEQNhiBgMDJgZ CAOBYilDc4MGZZGI20TBjOTRMNTESNmMU5SNmMFhZjhjymYQ****
ETag: "4F345B1F066DB1444775AA97D5D2* ***"

SDK

Put Object & O X M B9 =15 = SDKIN T
e Java

e Python

e (O

o (C++

e PHP

o (

o NET

e Android
e 0S

e Node.js
e Browser.js

e Ruby

Hixg
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&R EM 0SS AP B%- X T Object #1F

IR HT T PIRZSHS R
ERLgBRMchunked encoding®BBA R, H/HEIR
MissingContentLength a1 BERLEE XA chunked encodingRBBAR, HIZEIR

&Content-Length2%,

ooy, — _ci _ H 4] ™
invalidEncryptionAlgorithmer 5 Ex-0ss-server-side-encryptiont{E T3,

ror 400 BUE: AES256. KMSEYSMA,

AccessDenied 403 ZNObjectB, FAPFXIREMBucket;& 5 IH BRI,
NoSuchBucket 404 7 iNObjectB, ®REMBucket REHE,
InvalidObjectName 400 fEABI0bject keykEXF1023F%,

REZEIR o RERE T
InvalidArgument 400 o RMNEY0Dbject X/N#BiZ5 GB,
® x-0ss-storage-class&S ¥ IET.

fEE T Content-Length, BB REHEEMA, HERXIHEBIE

RequestTimeout 400 INFERENXKN, EREATRSHSS—ESHE, EEBEKE
B,
EiERPIEEContent-MD5/5, OSS&HHE T A ZEIEHIMDS
Bad Request 400 B, F5EKRDConent-MDSHYEBITILE, MEZER—E, N
RENZEIR.
. ¥&x-0ss-server-side-encryptionf§ € AKMS, {B;&HF skl
KmsServiceNotEnabled 403 KMSZ= {4,
. . YiFK M Headerh## x-oss-forbid-overwrite=true 8, &
FileAlreadyExist 409
rentreacyasts FEILEEREXH. NRAEXHEEE, WEEZEE.
) Bucket IR FHARIPRSE, 1R 2 M BREL S 508 R £K
Filelmmutable 409

7, WREZER,

7.1.2. GetObject

GetObjectEO B THEBRE N (Object) ., WIREZETIObject EHIENR,

AREIN

° GetObjecti%l:lEﬁi}k‘ILLmTPmHTTPSBﬁWH‘CiH@ MBEZRERAGBEIHTTPS AR AR, EER
Bucket PolicydI#20iH A, BMAMRIE, BS W E:dBucket Policy i A i a8 E 5 R,

o WNRObjectRE AHIFHLEE, ﬁ%%ﬁ'&ﬁ:ﬁm’i/ﬁiﬁ (RestoreObject) &K, HiZiERAEEBE,

AT

ZIABR T, A GetObjectiE AR E Object B9 H HIARAN

MREE RS H P IEEObjectBversionld, MR [EIE EHIObject fxA, ZHversionld$gE Anulley, RIR[E
versionld 8 nully Object kg 4K,
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EXREX

GET /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Range: bytes=ByteRange(FJi%)

THOSSHHI A (#BiF100 MB) B, MBERERERIZRMEREZN, WSEHEEK, Bo] LB
HT TP Rangeid KIRBA X HFHEBA AR

OSSAX FfZRange£#, BIAZIFEF LR, ByteRangef5iERERIEE, B{IAByte (F
T5) , ByteRangeBEMX[EATEOZE objectsize-1 HIBEEAN . EAERHIINT:

® Range: bytes=0-499 RREO0~49FTHEENANSA,

® Range: bytes=500-999 F&/RE500~999FFHBEEMINA,

® Range: bytes=-500 £ R&x/Z500FHHRNA,

e Range: bytes=500- £ RMNES00FFHRBINELEREANNS.

® Range:bytes=0- ERMNE—NMFHIHRE—NFET, IRBHXHAS.

@ B A¥RangegetEAMMESEE, BENERTHIHRE.
153K 3k
0SS 457E GET 5 R iB T B RL KA E N IMAISL, ERABERMY (BNHREFTR200 OK) AL 5L HY
(B8 B MGET iR chig B A A,

@ B OSSAZIZEES I EMGET SRt B 2 X IRk,

2R E il EEWIE iR

{8 E0SSIREE K content-typesk,
response-

= Ak =
content-type FHE - ZINE: T
response- 8 EOSSIR[EiE KM content-languagesk,
content- FRB = ) g
language ZINE: &
response- 15 EOSSIREIE KRB expiresk,
= Aty =
expires FHE A BAE: %
response- }8 E OSSR @&k B cache-controlk,
= Ak =
cache-control FHE . HiNE: &
response- 8 E0SSIREIE KRB content-dispositionk,
content- FRE = v g
disposition AIAE: X
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B Bt} =EWIE R
response- 8 E0SSIREIE KRB content-encodingsk,
- = ==
content T = BHAE: X
encoding
BEXHERETERE.
o MEEEHEEFEHE, BEEETSEEEN
Object B9 K/NF LRI [E]Object BISE R, #130:
Content-Range: bytes 0~9/44, F£REObjectX
Range PRy = INAAL, RGREIRISERE 0~9,
o MEEBEMSEEARTEHE, WEEENObject, H
B4R dRE A& Content-Range,
ZNE: X
W R 45 BB Y 8 B F 3L PRfE X B (8] 3 45 TE BV B R R RF & #L
58, WEZREObject, FiR[E200 OK; WNEIEEH Y
BEFHE G FEIMEKETIE, NIRE304 Not
If-Modified- Modified,
“Hodire FHE &
Since BHEAETE: GMT, B4 Fri, 13 Nov 2015 14:47:53
GMT
ANE: X
MR ENNES T 2% I T Object LFMEKETE, NIE
Ef&#Object, FIR[EI200 OK; INRIEEHIET B R FL
FREEZBYIE, MiRE412 Precondition Failed,
Unmodified BHEHET: GMT, B0 Fri, 13 Nov 2015 14:47:53
-Unmodified- . = GMT
Since
If -Modified-SincefIf -Unmodified-SinceT] LA &) B {5
Ao
ZUANE: X
WMEENBIETagH10bject YIETag Tl , N IEH (L
Object, #iR[E200 OK; fNRfEABIETagFlObjecthy
ETag A LE, MJ3R[EI412 Precondition Failed,
if-Match FH® & Object {IETagEAFRIEMBEERETEX, EIIU
ETFETagEWIEHIRE RN,
ANE: X
WMEHENBIETagEFObject FIETag R ITE, NI IEHEEH
Object, #iK[E1200 OK; #NZR{& ABET agflObject #9
ETaglC&, NiE[E304 Not Modified,
If-None-Match FRB =

If-Match#If-None-Matcha AR BH{EFH .
ZNE: X
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X RFME 0SS

BIR et}

Accept- -

Encoding &
) oz Sk

i

5

i

BEEFPRNREGEE,

MRERENSHTCzZIpEGEER, BEEEIFERLD
MERARIMAAccept-Encoding:gzip, OSSERIE
ObjectfContent-TypeF10bject X/ (AR/NF1KB) #
W2 AR E 2 Gzip E4E NI EUR.

@ 309

° WMRXATGzipESs, WAKMTETagfE
1=

e HAIOSSXIFGzipELERIContent-TypeA
text/cache-manifest. text/xml.
text/plain, text/css.
application/javascript. application/x-
javascript. application/rss+xml.
application/jsonfltext/json,

ZINE: &

R Object KB AREEHE, NRE B4ARObiectBIN S, MASkH Content-Length . ETag . Content-

Md5 3 B#rObject B9 TTEUE;

B

X-05s-server-side-encryption

x-0ss-tagging-count

Bl
o EIEAYGETIER
BERRB

GET /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 06:38:30 GMT

FRESB

Last-Modified BXB#RObject IR EXN NHIRAE (BIERE PIREHRE
HESE) ; B AREERNTE.

?-H-\ s

44

EObject TEIR S 28 X A Hm BN
=i, ERGETERE, RASBM
BRRESBAF, FEEMMNLPIR
[E]x-0ss-server-side-encryption,

FBFZObject RS RIBKMEEE.

MREBEPIRER N, REFIZW
RERPRETIRE

Authorization: 0SS qnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEgJkcde60hZ9J*****

IR @ 7R 4

206
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X RIFME 0SS API 2%-

HTTP/1.1200 OK

x-0ss-request-id: 3a8f-2e2d-7965-3ff9-51c875b* ****
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "5B3C1A2E0563E1B002CC607C*****"
Content-Type: image/jpg

Content-Length: 344606

Server: Aliyun0OSS

[344606 bytes of object data]

o HHRange&#

ERRG

GET /oss.jpg HTTP/1.1

Host:oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 28 Feb 2012 05:38:42 GMT

Range: bytes=100-900

Authorization: 0SS gnéqrrgxo2oawuk5jbyc:qZzjF3DUtd+yK16BdhGtFcC*****

IR @ 7R 4

HTTP/1.1 206 Partial Content
x-0ss-request-id: 28f6-15ea-8224-234e-c0ced407*****
x-o0ss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E05E1B002CC607C*****"
Accept-Ranges: bytes

Content-Range: bytes 100-900/344606
Content-Type: image/jpg

Content-Length: 801

Server: Aliyun0SS

[801 bytes of object data]

o HHESREIHERL
BRRA
GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00%20GMT& response-
content-type=text&response-cache-control=No-cache&response-content-disposition=attachment%253B
%2520filename%253Dtesting.txt&response-content-encoding=utf-8&response-content-language=%E4%
B8%AD%E6%96%87 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com:
Date: Fri, 24 Feb 2012 06:09:48 GMT

RERA
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HTTP/1.1200 OK

x-0ss-request-id: 559CCIBDCT75A644* ****
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D1B002CC60O7*****"
Content-Length: 344606

Connection: keep-alive
Content-disposition: attachment; filename:testing.txt
Content-language: FXX

Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT
Server: AliyunOSS

[344606 bytes of object data]

e Object 288!} iRk
B KRl

GET /link-to-oss.jpg HTTP/1.1

Accept-Encoding: identity

Date: Tue, 08 Nov 2016 03:17:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS gnéqrrgxok53otfjbyc:qZzjF3DUtd+yK16BdhGtFc*****

RERA

HTTP/1.1200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream
Content-Length: 20

Connection: keep-alive

x-0ss-request-id: 582143E6A212AD*****
Accept-Ranges: bytes

ETag: "8086265EFC021F9A2F09BF4****"
Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-0ss-object-type: Symlink

Content-MD5: glYmXvwCEe0fmi8JvOY****

e RestoreiZ{EE =K
B RRH

GET /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:38:30 GMT

Authorization: 0SS gnéqrrgxo2o0***k53otfjbyc:zUglwRPGkbByZxm1+y4eyu+*****

RERA

208 MAYRRA: 20211029



X RIFME 0SS API 2%-

HTTP/1.1200 OK

x-0ss-request-id: 58F723829F29F18D7FQ0*****
x-0ss-object-type: Normal

x-oss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"
Date: Sat, 15 Apr 2017 09:38:30 GMT
Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT
ETag: "5B3C1A2E0763E1B002CC607C*****"
Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[354606 bytes of object data]

o ig%Eversionldif @15 E AR A Object
B R

GET /example?versionld=CAEQNhiBgMDJgZCAOBYilIDc4AMGZjZGI20TBjOTRMNTESNmMUSNmMFhZjhjYmY0***
*HTTP/1.1

Host: versioning-get.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 02:58:06 GMT

Authorization: OSS lkojgxic6e:8wcOrEDt4iSxpBPfQW9OJNw™*****

IR 3745

HTTP/1.1200 OK

x-oss-request-id: 5CACOA3EDEQL70*****
x-o0ss-version-id: CAEQNhiBgMOBYilIDc4MGZjZGI120TBjOTRMNTESNmMUSNmFhZjhjYmY*****
x-0ss-object-type: Normal

Date: Tue, 09 Apr 2019 02:58:06 GMT
Last-Modified: Fri, 22 Mar 2018 08:07:50 GMT
ETag: "5B3C1A2E053D7002CC607C5A* ****"
Content-Type: text/html

Content-Length: 362149

Server: Aliyun0SS

[362149 bytes of object data]

o KI5 Eversionld B Object B9 24 B iR A A M BRARI2
BRI

GET /example HTTP/1.1

Host: versioning-get.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 03:22:33 GMT

Authorization: 0SS duagpvtn35:taVIDVAJMhEumrR+oLMWtQp™*****

RERA

XASRRA: 20211029 209



API 2%- R EFM 0SS

HTTP/1.1 404 Not Found

x-0ss-request-id: 5CACOFEADEQ170*****

x-oss-delete-marker: true

x-oss-version-id: CAEQNxiBgyAOBYilDc4ZDdmNTA2MGVIiZTRiNJESNzZIZWM40OWM50 T *****

Date: Tue, 09 Apr 2019 03:22:33 GMT

Content-Type: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xmlversion="1.0" encoding="UTF-8"?>

<Error>
<Code>NoSuchKey</Code>
<Message>The specified key does not exist.</Message>
<Requestld>5CACOFEADE0170*****</Requestid>
<Hostld>versioning-get.oss-cn-hangzhou.aliyun*****</Hostld>
<Key>example</Key>

</Error>

e g Eversionldif @M RARIC

ERRA

GET /example?versionld=CAEQMxiBgMCfqaWAOBYiIDliMWI4MGQOMTVMMjQ3MmE5MDNIMmY4YmFkYTk3*
*** HTTP/1.1

Host: versioning-get.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 03:09:44 GMT

Authorization: 0SS tvgm50uz4y:51UaP+wQt5k1RQang/U6Eeq™****

RERA

HTTP/1.1 405 Method Not Allowed

x-0ss-request-id: 5CACOCF8DEQ1700* ****

x-oss-delete-marker: true

x-oss-version-id: CAEQMxiBgMCfqaWADIIMWI4MGQOMTVmMMjQ3MmESMDNIMmMY4YmFKYTk*****

Allow: DELETE

Date: Tue, 09 Apr 2019 03:09:44 GMT

Content-Type: application/xml

Content-Length: 318

Connection: keep-alive

Server: AliyunOSS

<?xmlversion="1.0" encoding="UTF-8"?>

<Error>
<Code>MethodNotAllowed</Code>
<Message>The specified method is not allowed against this resource.</Message>
<Requestld>5CACOCF8DE0170*****</Requestid>
<Hostld>versioning-get.oss-cn-hangzhou.aliyunc*****</Hostld>
<Method>GET</Method>
<ResourceType>DeleteMarker</ResourceType>

</Error>

SDK
GetObject#& O BT 3Y R BYZE S SDKIN T
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https://help.aliyun.com/document_detail/32014.html#concept-32014-zh

R IFfE 0SS API &%&- X FObject #£1F

e Python
e PHP

e (O

o C

o C++

e NET

e Android
e i0S

e Node.js
e Browser.js

e Ruby

Hix
HIRTG HT T PR 755 WA
NoSuchKey 404 E#RObject RIETE
SymlinkT arget Not Exist 404 Object 28 AR5, BHBEIRObject R ETE,
InvalidT argetType 400 Object2£ B iR eEHE, HBEWRObject LB REERE,
TE LRI Object iy :
® GHERRestoreObjectiBEREE F—IRIER

InvalidObjectState 403 RestoreObject B &#E Y,

o D #2123 RestoreObjectizsk, {BHUIRHEY
RestoreObjectiZ21EIRE B T .

VI

REZEIRE TR RE T :
® 15 TIf-Modified-SinceiEksk, {BiERAI0bject?E
Not Modified 304 BN EEERERE,

e IEETIf-None-Matchigk3k, HiEKHIObjecthy
ETagEMEIREHET agEZE,

RENZEIROTRERE N T :
e }EETIf-Unmodified-Since, {BigEMRBEREF

Precondition Failed 412 Object SLFREELETE .
e IEETIf-Match, {Bi5KHEIObjectBIET aglEFNEIRMH
BIET ag R4,
Not Found 404 5K k45 E Object Bversionld, EObject B4 ETAR
AREMRIFIE (Delete Marker) BY, JRENZEIR,
=3 = i \ i i i g A
Method Not Allowed 405 TEiE R P18 E T Object&versionld, Bversionid s Kz Y

=M RARICE, EREZEIR.

7.1.3. CopyObject
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APl 8#- X T Object 21 IR IFME 0SS

Y8 F CopyObject M3 ME— il THEINREFM=E (Bucket) ZI@MIXHF (Object) .
hR AR 32 i)

x-0ss-copy-source ZRiA3Z DI Object U HEIMRA, #RTILATE x-oss-copy-source ffI Aversionld3&4& IigE
B90bject A, # D0Objecthy, fNRIEObject BIXMARA A MIBRIRIC, NIR[E404%RiZObject RFTE,
MRFZEIRSObject W REARAAHFIIRA, LRAFRKObject (YR HAIRAE N EIR—Bucketd, 0SS
ZObject Xf N R HA AR AN B A HHIARA

IR B#RBucket EFF B AIREI, OSSIESAFENMObject BENERE—RIARAID, LhRAIDIGSTE I KL
Headerthff x-oss-version-id i[O, 3R BirBucket RFFHEBEE TIRARS, OSSEEAFIENH
Object EE%E M version IDANUIBIARA, BB EFEBversionldAnullB A,

15 A BR

e {EHCopyObject#Z OB, ObjectyA/NREIHBAINT :
o WNEiEBucket#] B#rBucket48RE, NObject 89 K/NERHEI,
o NERiEBucketF1 BARBucket R[E, MIEEINIEN/NF1 GBHIObject, HERFEEH I AT 1 GBAJObject Y,
EfEAUploadpPartCopyi&A,

{8 F§ CopyObject 3% UploadPart Copy#& [ 9 E KX R Object B LR .

o 7EIERRAIZHIAIBuckett, =i CopyObjectiZ O3 M X4, WNRRObject5BHrObject AR—1
Object, MJOSSR{EKEObject tITEIE, A NIRObjecttIRA,

o TEIRAIREIBIBucket, A ILETIEM LE A EMBIObject,

o INRIRObject HiREERE, W RIEIREEE, TEENREEEQNXHEANS,

it=2it 3%
o FHH— X CopyObject# =Xy iREObject 1B #RObject Fr7E BYBucket F1E il — X Get & KX EL,

¢ FFCopyObjectiZE 4% B#rObject FrfEBBucket EMNE N NEFEMHE.

o A CopyObject& O EKObject FREXBH RABREER . FIUEMIAEIACIRET10XRREES AITE
Ff#Standard, MEFE20RBMEMINDACMERNKEERH ., XTEHBERANESER, BT
fE2E M.

BRIEX

PUT /DestObjectName HTTP/1.1

Host: DestBucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

ERX
#IURIES REIMERLIIMx-0ss- Tk, ERAEERLBEMBSEFH RS,

B Bl ERWkE BB Eizipu
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R IFfE 0SS API &%&- X FObject #£1F

B £ BEWIE RE biiipay

1§ E CopyObject B ERN 2 S B =& BIR

Object, ¥ BE#RBucketdtFEFBHEEFIRA

REIRASEY, x-oss-forbid-overwriteissk

HeadenZEXX, BIAFE=EEA0bject,

o KigEx-0ss-forbid-overwrites] &5 Ex-
oss-forbid-overwritey falsely, TR

&= [& Bfr0bject,
x-0ss-forbid- N o i5Ex-oss-forbid-overwritey trueld, £
overwrite FHS a B Z LB ERZObject,

& Ex-oss-forbid-overwriteigskHeadera &
QPSREEBMRE T, MRBERENRIEFTEE
FAx-x-0ss-forbid-overwriteis sk

Header (QPS>1000) , BEHEREAZLIE, #&

EAKANN RSN

ZNE: false

X-085-COpY- /0ss- 1R E#E AR
source & = exarT]ple/ 2INE: T
055.jpg
5B3CTA2E  INREObject IET ag{EFN IR HHIET agiB S,
X-055-COpY- o - 053D763E  MIH4TH IURME, FHIRE200 OK,
source-if-match . 1B002CCE g e =
07Cs*esx TR A
X-055-COpy- 5B3CTA2E  INRJRObjectBIET agEFNTIRMHIET ag 48
source-if-none- y = 053D763E &, WHTERE, FIRE200 OK,
match ‘ ) 18002¢C6 o ia: %
07C5*** " i
X-055-COpY- 2019-04- MRIBEEN 8% T2 E i T S SEFME 8T
source-if - p . 09T07:01 8, MIEE#HENXH, FHiR[E200 OK,
df _ [=} .
;’i';r:eo ffied :56.000Z  BiAE: E
MERREObject £ A F I8 BB RILUEHE BT,
X-05S5-COpYy- 2019-04- 3T 4 DU
source-if- PR & 09T07:01 7 °
modified-since :56.000Z 2INE: T
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API &F- X FObject#1/F

X RFME 0SS

B EJi] =W
X-0SS-

metadata- FRB =
directive

X-0ss-server-

) ) FRH B
side-encryption

X-0ss-server-

side-encryption- = ZEFH &

key-id

RE

COoPY

AES256

9468da8
6-3509-
4f8d-
aéle-
6eableac

*kkk

P

B EfEIRE BARObject I TTER .

® COPY (ZUME) : EFIIRObject TR
B#rObject,

0SSAEE#IiEObject Byx-oss-server-side-
encryption/E & &Z| B#rObject, Bir
Object B AR SS 2K N2 B 15 NEBUR F H a1
MiRERFIEE T x-0ss-server-side-
encryption,

® REPLACE: ZB&EObjectBITTHIE, HIEXH
BRI EN TR,

D @ mBEUBERIFEObject it
FB4rObjectitiitBE, BRFFEIMRAZH
B, MFEiex-oss-metadata-directivehfa
B, =RERObjectITE, Bir
Object ¥ B3R HE KI5 BRI THIE.

5 E 0SS BHRObject By, PRSSS8uHE %30
BEk
BUE: AES256 . KMS

MABMITKMSEY, FreERKMSIMESE
3%, BMOSS£IR[EKmsServiceNotEnableds
=,

° R TURIEhRIEEX-055-server-side-
encryption, MFEiLiRObject 2 FiHTid RS
RIBMNZHE, #ENEHNBRObject I IRHT
RS |IHMZERSE,

° N IIRIEDPIEE T x-0ss-server-side-
encryption, MIFEIETRObject REHEITIRS
S|IHMNZERE, ¥ NENBRObject =T
RER[IHMBRHSE ., H B IHIRIEANNGRLSL G
=B &x-0ss-server-side-encryption, EA
B#rObject 9Bz &%,

EB#RObject#E TH Y, WAk HSEEX-
oss-server-side-encryption, {E:Ai%0bject

HmMEEE.

FRKMSIEERAFE5H,

ZBHNTEX-0ss-server-side-encryption
KMSES B2

214
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X R EFfE 0SS

API &F- X FObject#1/F

B £

X-0ss-object-acl FFH

X-0ss-storage- -
class

x-0ss-tagging FR&

x-0ss-tagging-
directive

FRFE

iy

iy

private

Standard

Copy

P

5 £ 0SS B #R0bject BY 893/ [ 4UR .

B&E:

e default (BiA) : ObjectBIEFTEFIETE
B AR .

e private: Object 2EFBERIRE., RHObjectHy
PBEENERBPEZ0bjectIEERIR, H
A P& B R#R{E1Z Object ,

o public-read: Object2AHIEEE, BB
Object B9 BEFERNA P HiZO0bject i1
SR, EMEF REiZ0bject BIENIR, &
EEERIZR .

o public-read-write: Object 2AHIEE %R
. FiE AP EEIZ0bjectHNEENIR, 512
TE{EFZAR .

XFiFERNESER, BERETIZENR
ACLEYRBRIZHI

IS EObject (I 1FAEHE,

X FEEFME LB Bucket, 1R _EfEObject BT
EZE, MiX _EfEHObject§17ME HIE BRI
B FanfEIAZ B B Bucket th_E{£0bject B, &0
ZRI8EX-0ss-storage-classAStandard, %
Object H#%fFfif HStandard £ 8!,

BE:

o Standard: ¥RETFAE

A ESRIRIE)

Archive: VAt4TE4%

o (ColdArchive: ¥AR4TE4E
XFERERNESER, BSLFHEELND

73
A,

fEEObject I RIRE, TIRIMEES MR,
BIANT agA=A&T agB=B,

@ $B  KeyfIValue BB 4i#{TURLYE
B, mMEEmEH “=" , WAEValue
EFRFE,

5 EWNMEIR B BARObject X SRS, BUEM

T

e Copy (BANE) : EFEObject I RIRE
Z| B4R Object,

e Replace: ZBEIEObjectlINTRITE, HIEFR
BERPIEENTRIFE,
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API B%E- X T Object #1F

X RIFME 0SS

WEOREEG S Host, DateFAHEKL, FESER, BENAHIERL (Common Request Headers) o

0 7 Sk
WEANREEAHMmWNL, BEL2EFER, BER AL (Common Response Headers)
0 j 7T 3=
B e ~E iR
CopyObject 4R,
CopyObjectResult 5 Sz N
PyObj I IR BiE: %
5B3C1A2E053D76 H#RObject B9ET agf&.,
ETag FRE ESBOOZCCG)OKS RTE: CopyObjectResult
— s Fri. 24 Feb 2012 B#rObject R/ EH YA,
wh 07:18:48 GMT RTE: CopyObjectResult
=Bl
o RFBIRAZESF
B RRB

PUT /test%2FAK.txt HTTP/1.1

Host: tesx.oss-cn-zhangjiakou.aliyuncs.com

Accept-Encoding: identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: text/html

Connection: keep-alive
X-0Ss-copy-source: /test/AK.txt
date: Fri, 28 Dec 2018 09:41:55 GMT

authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:gmnwPKuu20LQEjd+iPkL259A****

Content-Length: 0

E R
x-0ss-hash-crc64ecma F&/RObject BI6447CRCIE, ZO64ICRUERIBECVA- 18240 ETTESH . #HIT

CopyObject#ERT, 4 M BIO0bject RFIEEB64/ICRCE,
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X RIFME 0SS API 2%-

HTTP/1.1200 OK

Server: AliyunOSS

Date: Fri, 28 Dec 2018 09:41:56 GMT

Content-Type: application/xml

Content-Length: 184

Connection: keep-alive

x-0ss-request-id: 5C25EFE4462CEO0EC6D87156

ETag: "F2064A169EE92E9775EE5324D0OB1****"

x-0ss-hash-crc64ecma: 12753002859196105360

x-0ss-server-time: 150

<?xmlversion="1.0" encoding="UTF-8"?>

<CopyObjectResult>
<ETag>"F2064A169EE92E9775EE5324D0B1****"</ETag>
<LastModified>2018-12-28T09:41:56.000Z</LastModified>

</CopyObjectResult>

e kigEversionldi#iTH M
IERGR]
PUT /dest-object-example HTTP/1.1
Host: versioning-copy.oss-cn-hangzhou.aliyuncs.com
Date: Tue, 09 Apr 2019 03:45:32 GMT

Authorization: 0SS geyxjc9arppwa0t:QqwOjq7U7j04NVpPqdfcVkOI****
X-0Ss-copy-source: /versioning-copy-source/source-object

N

RBIEE) x-oss-copv-source-version-id 3B I Object Bversionld, 7EiZR4Eth BN R I Object B9

BIRRA, x-oss-version-id J93fr#e N4 A Object B9versionid,

HTTP/1.1200 OK

x-0ss-copy-source-version-id: CAEQNRiBgIC28uaA0BYilDY50GIwNmMNINjYyMTRjNTc4N2M20GNiMjZkZTQ2

*kkk

x-oss-version-id: CAEQNxiBgIDG8uaAO0BYilGZhZDRkZTk5Zjg3YzRhNzdiMWEWZGVINDM1INTFh****

x-0ss-request-id: 5CAC155CB7AEADEQ1700****

Content-Type: application/xml

Content-Length: 184

Connection: keep-alive

Date: Tue, 09 Apr 2019 03:45:32 GMT

Server: Aliyun0OSS

<?xmlversion="1.0" encoding="UTF-8"?>

<CopyObjectResult>
<ETag>"C81E728D9D4C2F636F067F89CC14****"</ETag>
<LastModified>2019-04-09T03:45:32.000Z</LastModified>

</CopyObjectResult>

o JEEversionldif{TiEM

ERRA
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PUT /dest-object-example HTTP/1.1

Host: versioning-copy.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 03:45:32 GMT

Authorization: 0SS qeyxjc9arppwa0t:5qG4DLaHjxDPtpLIf2e8fBfX****

X-0Ss-copy-source: /versioning-copy-source/source-object?versionld=CAEQNRiBgICv8uaA0BYilDliZDc3MT
C1NjE5MjRKMDI4ZGU4AMTZKYjY1ZDgy****

IR @74

IRy x-oss-copy-source-version-id #1iE# Dl ObjectBversionld, #EiZn~®@IFEIA x-oss-copy-
source fversionldfSEBIMRA, x-oss-version-id J9ETH I 4 i Object Bversionid,

HTTP/1.1200 OK
x-0ss-copy-source-version-id: CAEQNRiBgICv8uaAO0BYilDliZDc3MTc1NjE5MjRkMDI4ZGUAMTZKkYjY1ZDgy™***

*

x-0ss-version-id: CAEQNxiBgMDP8uaAO0BYilIDlyNGNhZDQ1M2M3NzRkZThiNzEON2I3ZDkxOWY4****

x-0ss-request-id: 5CAC155CB7AEADEQ1700****

Content-Type: application/xml

Content-Length: 184

Connection: keep-alive

Date: Tue, 09 Apr 2019 03:45:32 GMT

Server: Aliyun0OSS

<?xmlversion="1.0" encoding="UTF-8"?>

<CopyObjectResult>
<ETag>"C4CA4238A0B923820DCC509A6F75****"'</ETag>
<LastModified>2019-04-09T03:45:32.000Z</LastModified>

</CopyObjectResult>

SDK
IeHE O Fr XY A S IE S SDKIN T -
® Java

e Python
e PHP

e (O

o C

o NET

e Android
e 0S

e Node.js

e Ruby
HiRE
iRt HT TP R

InvalidArgument 400 X-0ss-storage-classES BT,
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TR IFME 0SS API 2% X T Object#21E

iR HT T PIRZSH R

RENZEIRNTTRERE T :
e 5T x-0ss-copy-source-if-matchigksk, {BiR
Precondition Failed 412 Object HET agfEMERHHIIETag R EF
e IETE T x-0ss-copy-source-if-unmodified-sinceidsk
sk, {BiSERYEY 8 R F 3 SEPRE BT 8] .

RENZEIRBITTREREAN T
e ETE T x-0ss-copy-source-if-none-matchigkk,
Not Modified 304 {BRObject BYET agEM IR HIET agiB S,
e 1B T x-0ss-copy-source-if-modified-sinceigsk
3L, {BiRObject#E5 E B9 BY B FFIRARIE R

¥&x-0ss-server-side-encryptionfg E AKMS, {B;&HF M
KmsServiceNotEnabled 403 & ryptionfEEAKMS, {BREH

ST SEKMSE,
BiE KM Headerdh## x-0ss-forbid-overwrite=true
FileAlreadyExists 409 B, RRZELEBEEREXHE. MEXGEREE, WREZ
BiR,
N RIPRASH SR M R &
Filelmmutable 409 Bucket W BIEE L FHRERIPIRSE, IR BR 4

BUXLHR, MHRENZER.,

7.1.4. AppendObject

A AppendObjectiZ O A FLUEMB A X L& (Object) . EidAppendObject 31 £l A Object
A HAppendable Object, TiEidPutObject k&85 0bject £Normal Object,

R A 122 3l

£ BtRBucket &t FHEBHEEMAZFIRET, XAppendable2i B Object ATHXIRMER, BUTERSE
In:

o (NAFX HEIRANAppendableZt E 1 Object 4TIBMN L1& (AppendObject) #fE, HOSSAEAZ
AppendableZ B f)0bject & A T LR .
I L BT AR A A AppendableZ B f Object #147Put Object 5 Delet eObject ##/ERY, 0SS£4§iZAppendable
EBHObjectRENAELIRA, {BiZObject A RIFLELEN .,

o AXFFXAppendableZ B Object H117H IRIE.

o AZ#FXFIEAppendableZt B EYObject, B¥ENormal Object. MIBRARIC (Delete Marker) 1T
AppendObject21E,

s FH BR

o 1EidAppendObject 5 & /g & AL B Object X/NAR1S#B1I5 GB,
o LTFE R E ERARIPEABIObject R3ZF:FAppendObject #1F ,
e AppendableObject A 545 & CMK IDH1TRR S5 ImKMS N2

BKERX
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POST /ObjectName?append&position=Position HTTP/1.1
Content-Length: ContentLength

Content-Type: ContentType

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

BEXL
D append#Iposition#J A CanonicalizedResource, EEGREEZ P,

B xE BAEWIE ~BIE i

FFi8EAppendObjectiZfE, &k {TAppendObject

d R ~ Nz .
appen RS = IR A BIFLObject BB LRI,
AFREEMNTLHTEM, SXBERNE, WAES
3Lx-0ss-next-append-position=HREE T —IRIE A
position,
BEORBMNIRERI positionh TR0, FLELBMNIRIERN
positionZObject BIH AT AN, FliN, F—k
AppendObjectif kg EpositionfEA0, content-
length265536, M~ kAppendObject BEIFE
positionA65536,
position Y = 0 e Hposition[EA0, BARFEERBZObjectdy, N
AppendObject 5PutObjectig R, BNAIFIREX-
oss-server-side-encryptionFigksk, MEMATIE
Hatx-oss-server-side-encryptionsk, BBAGLEN
AppendObject I i7 L 8t = B & x-0ss-server-side-
encryptionsk, FLEMBER TR, TTLMER
CopyObject#M,
* ZpositionfEIEHKIERT, MEFEBIAppendable
Objecti EI— M K/NAOKIRE, ZREFASHE
Object BPIRZS
EEZObject INREFITH. BELER, BS
~ JWRFC2616,
Cache FRB = no-cache R
control 2NE: T
attachme
Content- nt:filena IEEZObject B THNMNER, BESER, BS
Dispositio A & me=oss_  JLRFC2616,
n dc_)wnloa SIAE: T
d.jpg
IEEZObject WNBHmBIERX, BESER, BS
_ n
d BiME: %
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xR TEME 0SS API &%- X FObject i£1F
B il EEWIE R~EIE iR
Content-MD52— & HMDS &AM NE, %i5KLH
FREBENZREESREN—E,
ohhngLB) jRElContent-MD5{E: XHEAZR (AREIELER) T
Content- - . MD5& 5%, IR1EB128LSNEF, AR ZHZHT
FIFER ) FiKkPSBOT
MD5 base644743
eNaUA==
ZHNE: X
fR&: T
J"l‘jlegofsg SR, EEER, ERMRFC616,
Expires GMT & 16:57:01 EINE: £
GMT
IEERSSRIHEMNZELN.
X-055- aikE:
Server o AES256: {EFIOSSERIEEBPHTMME (SSE-
side- . FRE# = AES256 0ss) .
encryptio
N ® KMS: {EFRKMSIEE ZAFITMERE,
o SM4: EBSMAESE,
5 EObject 893 B AN ,
B&E:
e default (2RiN) : ObjectBEFREFMEZ B AV A4
iR
e private: Object2FABRIR. RBObjectlIBBEEF
FINAFAZObject lNEENIR, EtBAFEENR
X-055- #1EiZObject,
; FRB S rivate
object-acl + - P ® public-read: Object @ AHIERIER, R BEO0bjectHIifl

BENENEFREIZObject (NEENIE, HEFRR
BiZ0bject BEMNIR, HEEFRIZNR.

o public-read-write: Object 2 AHEERIE, AR
P EBZObject BIEE MR, HEEFERIZNR.
XFIHEANENESER, BSRETIEENIEACLEIR

PR,
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API B%E- X T Object 51

R FF#E 0SS

B xE

X-0S5-
storage-
class

FREB

X-0SS-
meta-*

FREE

iy

o

wBIE

Standard

X-0SS-
meta-
location

i

fEEObject BITFMEEE,

W FEEFME LR MBucket, N5 _FfEObject IS E I
S8, Witk EENObjecti§FMERIEERIER, T
IAZ%E fyBucket th_F{£ObjectBY, #1845 EX-05s-
storage-classAStandard, MiZObject HIEFEA
Standard,

BE:

e Standard: FRAETEARE

° JA: {RSTIAIT)

e Archive: VAt41E04
XTEREENESER, BELGFHEEENE,

) &  EREERINITAppendObjectiR i
NEX, EEEMNRER.

BlZ2AppendObject BY BT LAIRANX-0Ss-meta-*, 4R4EIE
MR ST SH ., NRE EPAx-0ss-meta-* A7
BWSH, WiZSHMATHIE,

FTHIBA/NRS : — M ObjectalABRZAN iR, 1BFF
BHTHIES K/NRBERIZS KB,

THFEEEAN: ZFENE (1) | HF BXFE
(a~z) , EXFRUAEFERREMNNEFE, FX
BT (1) ERNEMFR,

XTFHBOSRNEMARBRINELSFER, BSALHERL (Common Request Headers)

O] Jiz Sk

0 8z 5 2 3k E3id)

X-0Ss-next-
append-
position

X-0ss-hash-
crc64ecma

644 EEH

64 B

il

1717

32313429465
09354535

i

TR H 1M Mposition, RIZ4AETObject X/,

HAppendObject TN, =& EpositionFlObject A/
AEMSIE4095HIRE, SIREIHERL,

#HBA0bject 8964 CRCIE, Z641ICRCAHECMA-1824RE T
HigH.

XFHBEOSRNEMARLMNIMNELSER, BHSLAH0EML (Common Response Headers)

CRC64MIHE R

Appendable Object BICRC64F FECMA- 18247, BATAMERAMU T A E#TITHE:
e fiBoost CRCERM AN IHHE
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TR IFME 0SS API 2% X T Object#21E

typedef boost::crc_optimal<64, 0x42FOE1EBA9EA3693ULL, OxffffffffffffffffULL, OXfFFffffffffffffULL, true, true
>boost_ecma;
uint64_t do_boost_crc(const char* buffer, int length)
{
boost_ecma crg;
crc.process_bytes(buffer, length);
return crc.checksum();

}
e FAPythoncrcemodB AR I+E

do_crc64 = crcmod.mkCrcFun(0x142FOE1EBA9EA3693L, initCrc=0L, xorOut=0xffffffffffffffffL, rev=True)
print do_crc64( “123456789” )

MEMBEENXR
HABERAE KEMR
SNV, ¢ T TN
PUtObject MEF—NELEERAppendable Objecti#{TPutObjecti&/E, ZAppendable

Object= & #BI0Object BE , ZXEH# FINormal Object,

SfAppendable Object#ifTHeadObject#{E &R [Ex-0ss-next-append-position, x-
HeadObject 0ss-hash-crc64ecmald K x-oss-object-type, Appendable Object#x-0ss-object-
typeAAppendable,

GetBucket (ListObjects) TEGetBucketiE KM, ¥ Appendable ObjectfTypei& AAppendable,

* A {E A CopyObjectf&Appendable Object BEXHITIER .
CopyObject o RAF{EHCopyObject## M—/Appendable Object,
o RAMFEACopyObject{&XAppendable Object MIARZ SBiHMZE I,

Nl
o ERRHI

POST /oss.jpg?append&position=0 HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT

Content-Encoding: utf-8

x-o0ss-storage-class: Archive

Content-Disposition: attachment;filename=o0ss_download.jpg
Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: image/jpg

Content-Length: 1717

Authorization: 0SS qnéqrrgxo2oawuk53otf****:kZoYNv66bsmc10+dcGKw5x2P****
[1717 bytes of object data]

RERA
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API 2% X T 0bject#21E

IR IFME 0SS

HTTP/1.1200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "OF7230CAA4BE94CCBDC99C550000****"
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

x-0ss-hash-crc64ecma: 14741617095266562575
x-0ss-next-append-position: 1717
x-0ss-request-id: 559CCIBDC755F95A6448™***

o [RAIRHERRA

POST /example?append&position=0 HTTP/1.1

Host: versioning-append.oss.aliyuncs.com

Date: Tue, 09 Apr 2019 03:59:33 GMT

Content-Length: 3

Content-Type: application/octet-stream

Authorization: 0SS bwo4j518d3j****:MCY5nnfgfJU/f3Xe0odqBtG5****

N

HTTP/1.1200 OK

Date: Tue, 09 Apr 2019 03:59:33 GMT

ETag: "2776271A4A09D82CA518AC5C0000****"
Connection: keep-alive

Content-Length: 0

Server: Aliyun0OSS

x-oss-version-id: null

x-0ss-hash-crc64ecma: 3231342946509354535
x-0ss-next-append-position: 3
x-0ss-request-id: 5CAC18A5B7AEADEQ1700****

SDK
1t 32 1 P 3 Rz B9 =18 = SDKAN T -

Java

Python
PHP

Go

C

.NET
Android
i0S
Ruby

B

XNFRFEHEET iRAEFIEBucket, AppendObject 890 i Headerdh &R [Elx-0ss-version-id, Ex-o0ss-
version-id R 8¢ null,
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TR IFME 0SS API 2% X T Object#21E

IR HT TP R3S 88
gkt))isctNotAppend 409 SF—3dEAppendable Objecti#{TAppendObjectigfE,

® positionf{EF HATObject I KER—H,

#R ] LA IS I Bz 3k x-05s-next-append-positionfS & T —IX
position, HBEEHTER, HTFHEANXER, BfEEpositionty

PositionNotEqualT 409 {EiIR & JIx-0ss-next-append-position, ZiERKATIRER A
oLength PositionNotEqualToLengthifi L,

e positionfEX0RY, WE&HEZAppendable Object, HEFESR
Appendable ObjectE 40, ZiEKMI; HibERIIWA
positionflObject i ER LA G, REMEIRS.

InvalidArgument 400 x-0ss-storage-class. x-oss-object-aclEEIZE L.
. Bucket WEYEIELE FHARIPIRSE, NREZIXM RS BUX L5
Filelmmutable 409

&, RBRELEIR,

ET;ZSEN'CEN“E”& 403 ERKMSIIZEEEE, REEEH AT ESASEREMS,

7.1.5. DeleteObject

i FDeleteObject IR E X4 (Object) .

EEER
o BMBRH, EYABObject SR,

T EMBREIObject REEE, WERAINEHNSIREI204RSHE,
fNEObject X A ERHEE, (EADeleteObjectiE RSBz REERE,

hR AR 32 1)
IRAE SRS TR T 0B T :

KiEEversionld (IEETHIBR) :

MRERIEEversionld B IE R FHITHBRRIER, FIARSHBRObject IHBIIRA, MEXTHATIRATEA
MERFRIC (Delete Marker) . IhBT. FEKRISEversionldfiE R T TGetObiectiBE. OSSEH M E] 2 Fi
FRAAMBRARIZ, FHIR[E 404 Not Found .. W4h. MM DiRSIR[E header: x-oss-delete-marker =

true DARETE R BIMBRIFICHIIRAS x-oss-version-id ,

x-oss-delete-marker BJ{EAtrue, FRS5IREIH x-oss-version-id X 57 B AR 2 4 I BRARIT .
fgEversionid (;KAMIBR) :

MR EIE EversionldiE)R THITHIRE/ER . OSSEARIE params S TEHI versionld S ¥k X M BRi%
RA, NREMERIDA "null” BIERA, BTE params SE RN params['versionld']= “null” , 0SS
¥ “null” ZRFBRH/E “null” Bversionid, MimBrversionids “null” B90bject,

ERIEX

>
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DELETE /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 02 Jan 2019 13:28:38 GMT
Authorization: SignatureValue

Bk sk
WZRONEEAHBERL, XFARBRLINELER, BBMAHERL (Common Request Headers)
0 iz Sk
B e ~BE R
Object A#HBRIRIC
® RigxEversionld#ifTDeleteObjecti{E
B, OSS&=OIZEMIRIRE, i =iRE L
_0s5- _ Header, B{EAtrue,
x-0ss-delete F/RE _— }
marker o j5Eversionld3EK A M kRIS EObject iR
B, MEZRAZMBRIRE, WEFRIRE
ItkHeader, B{EAtrue,
BRE: true
Object#versionid,
® RigxEversionld#fifTDeleteObjecti{E
CAEQMxiBgIDh3ZCB B, OSS%@U_EMUF,%;‘/T@E, ﬂﬁ]i\‘)'\tqﬂ%i&lilﬁt
o N OBY IGEAY jlyMjEXZD Heat.JIer, RO BRARIEH
X-0ss-version-id FRE versionld,

hhYjQxNzZiNGUyZT

14ZjljZDcz**** o f5iEversionldRk A MR Object 5 E IR A
B, MR %iRE It Header, FRMIER
Object&jversionid,

WEOARSEGEAHMAL, XFARILELNESER, BHESRNAHLEML (Common Response
Headers)

Bl
o HfTDeleteObjectigfE
B RRA

DELETE /AK.txt HTTP/1.1

Host: test.oss-cn-zhangjiakou.aliyuncs.com

Accept-Encoding: identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: text/html

Connection: keep-alive

date: Wed, 02 Jan 2019 13:28:38 GMT

authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=zV0****
Content-Length: 0

IR @ 7R
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X RIFME 0SS API 2%-

HTTP/1.1 204 No Content

Server: Aliyun0OSS

Date: Wed, 02 Jan 2019 13:28:38 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5C2CBC8653718B5511EF4535
x-0ss-server-time: 134

o RigEversionid#ifTDeleteObject#E{E
LB OSSH I/ AMBRARIS, 1WA 48R E] x-0ss-delete-marker=true ,
B RRB

DELETE /example HTTP/1.1

Host: versioning-delete.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 04:08:23 GMT

Authorization: 0SS twnetzwjkqr9eq6:273SSKA6t2tNTP4GuPjPiyV/****

IR B 7R 45

HTTP/1.1 204 NoContent

x-oss-delete-marker: true

x-oss-version-id: CAEQMxiBgIDh3ZCBOBYilGE4YjlyMjExZDhhYjQxNzZiNGUyZTI4ZjljZDcz****
x-0ss-request-id: 5CAC1AB7B7TAEADEQ1700****

Date: Tue, 09 Apr 2019 04:08:23 GMT

Connection: keep-alive

Server: AliyunOSS

oI5 EversionidiffTDeleteObject &1
1338 Eversionld3E 1 1TDeleteObject 2 ERY, &K A M ERiZ$E E versionldfd Object
BRI

DELETE /example?versionld=CAEQOBIiBgIDNIJeBOBYilIDAwYjJINDQ4YjJkMzQxMmY5NTM5N2UzZWNiZTQ2*
***HTTP/1.1

Host: versioning-delete.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 04:11:54 GMT

Authorization: 0SS gb3m2qiwirupdév:UjOXBmlbJD3gXL+DP1EDNyCI****

IR @74

HTTP/1.1 204 No Content

x-o0ss-version-id: CAEQOBIBgIDNIJeBOBYilIDAwYjJINDQ4YjJkMzQXxMmY5NTM5N2UzZWNIZTQ2****
x-0ss-request-id: 5CAC1BSABTAEADEQ1700****

Date: Tue, 09 Apr 2019 04:11:54 GMT

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

o fgEversionldffiBR “#lERIRIC”
15 E M BREVRA A M BRARICEY, MR REIRE x-oss-delete-marker=true

BRI
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DELETE /example?versionld=CAEQOBIiBgIDNIJeBOBYiIDAwYjJINDQ4YjJkMzQxMmY5NTM5N2UzZWNiZTQ2*
***HTTP/1.1

Host: versioning-delete.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 04:16:25 GMT

Authorization: 0SS jh475i54ffozhoy:4tX6Z+fnhtINhpOg+sRILEQb****

RERA

HTTP/1.1 204 No Content

x-oss-delete-marker: true

x-oss-version-id: CAEQNhiBgIDFtp.BOBYilDk4NzgwMmU4NDMyOTQyM2NiMDQXxOTcxYWNhMjcl****
x-oss-request-id: 5CAC1C99BTAEADEQ1700****

Date: Tue, 09 Apr 2019 04:16:25 GMT

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

SDK
DeleteObject % O FrXy M AYZ1E S SDKII T :
e Java

e Python
e PHP

e (O

o C

e NET

e Android
e i0S

e Node.js

e Browser.js

Hixtg
iR HT T PR R

Bucket I E R F R IPIRES
Filelmmutable 409 B, R EAMBRSE LI LR,
MR EIZ 1R .

7.1.6. DeleteMultipleObjects

DeleteMultipleObjectsiE O AT MRE —NMFEME =8 (Bucket) IS ANE (Object) ,

@ 588 2% EDeleteMultipleObject SEE O &% 4 4 M B 1000 ST

R A 122 1
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& 174 0SS APl &% X F0Object21E

EFBIRAERSBBucketth, RE#£ 8] LA{E FDeleteMultipleObject s [0 3k 4t 2 M kR Object , #EDeleteis ko
WMRZAEEEversionld, EIBEAMBRIRIC, WRIEE T versionld, K AMBRZObject B35 EIRA .

BRIEX

POST /?delete HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: ContentLength
Content-MD5: MD5Value
Authorization: SignatureValue
<?xmlversion="1.0" encoding="UTF-8"?>
<Delete>

<Quiet>true</Quiet>

<Object>

<Key>key</Key>
</Object>

</Delete>

BKL

OSSEARELATIERLEIE R ZIAYE B, EERARERA SHITHERERME.
B Eit) BB WIE HHR

KeyEFHUTF-8F %, MEKeyh G EXML 1.08RERZIFHIRHIF
#, BT LLEIE IS EEncoding-typeXTiR [E] 45 B i Keyitt 1T 4R 3 ,

. ¥
Encoding-type ;; = SIANE: T
oliEE: url
BT H#RHTT P BRI ERKE .,
Content- FR _
s&a ;ﬁ g OSSRARIRIER LT MBI MU EA, MEKERA ST
BIE,
Content-MD52—SHHMDSEEE R INE, ZBEKRLATREHEE
RNBEF5KEN—, & T Content-MD5i53Kk3L/E, OSSE&It
%%E\MSE"]COntent—MD5#7fﬁ7§_ﬁ'Eo
Content-MD5 #H =
= = @ 8 $5DeleteMultipleObjectstiE ki B kLI MD5
MBEEE— 28T A, RSB LT BHAEMAbase6d
ERRE, REEEINFEFEEContent-MD5ZERRNEA,
BKRITR
ER e R ik
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X RFME 0SS

B i)
Delete ]
Object ]

Key FRB
Quiet MEZREH
Versionld FRB

Ui ¥z 7T 2%

fim

it

fim

Jalil

iy

P

{£7zDeleteMultipleObjectsiE R 5E

FHR: — 1 HZ P 0bjectstxR, QuietitR

AN

KR A None

REFE— ObjectiE R KB,
FIR: Key

RF5 M Delete

HHBRObject I EF,

RF5MA: Object

T E R MARR BT X,

DeleteMultipleObjectsi2 LA T HFPE RIR

EE:

o fEEERX (quiet)

: OSSIR[EI8YH Bkt

REEMREREPHENObjectER, M
REEMRERT, WREERE,

o FHMER (verbose)

. OSSIR[EHI3HE B

2B EEMERObject IR, FRIA

RAFAER,

BRUE: true (FREEER) |

BiFEED)
ZNE: false

RY5 M Delete

WM RObject IRAS

RF5MA: Object

false (F

B Bl HHR
RIEHERINMEREIObject IE S,
Deleted e FHR: Key
R A DeleteResult
{#77DeleteMultipleObjectsiE R &5 R 5E,
DeleteResult p~E FH = Deleted
KT A None
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B Eid] iR
WM RObject IZ=F,
Key FREB A»

RY5 M Deleted

REERDREBERNER, NRIERNSHPEET
Encoding-type, MIREHIZERSXTKeyHITHE,

EncodingType FrFE
RETR: B
FRZBARENMBRIRIS. truenE, falseh s,

DeleteMarker /R @ PE 2B CIEM RIS FIK A M BRI BRAR

128y, A=iREZTER, BEAtrue,

FRMRARIE XS R BIARARID,

DeleteMarkerVersionld Fa Q45+ Deleted

4

o XA & B0 AR BB KRB

POST /?delete HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Feb 2012 12:26:16 GMT
Content-Length:151
Content-MD5: ohhnqLBJFiKkPSBOleNaUA==
Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:+z3gBfnFAxBcBDgx27Y/jEfb™****
<?xmlversion="1.0" encoding="UTF-8"?>
<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>
<Object>
<Key>test.jpg</Key>
</Object>
<Object>
<Key>demo.jpg</Key>
</Object>
</Delete>

RERA
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HTTP/1.1200 OK
x-0ss-request-id: 78320852-7eee-b697-75e1-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT
Content-Length: 244
Content-Type: application/xml
Connection: keep-alive
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<DeleteResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Deleted>
<Key>multipart.data</Key>
</Deleted>
<Deleted>
<Key>test.jpg</Key>
</Deleted>
<Deleted>
<Key>demo.jpg</Key>
</Deleted>
</DeleteResult>

o FTFHE SR 00 M AR 2 B9 5 SRR

POST /?delete HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length:151
Content-MD5: ohhnqLBJFiKkPSBOleNaUA==
Authorization: 0SS qnéqrrgxo2oawuk53otfjbyc:WuV0Jks8RyGSNQrBcab64kEEX****
<?xmlversion="1.0" encoding="UTF-8"?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>
<Object>
<Key>test.jpg</Key>
</Object>
<Object>
<Key>demo.jpg</Key>
</Object>
</Delete>

IR 3745

HTTP/1.1200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0OSS

o K5 EversionIDiTDeleteMultipart Object st fE BIE KR 5
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POST /?delete HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Tue, 09 Apr 2019 04:20:03 GMT
Content-MD5: xSLOYWaPC86RPwWXNiFeXg==
Authorization: 0SS xq39jyxyrddzvvh:/G5kxMIw1ilMQjPp2HKJEp5q****
<?xmlversion="1.0" encoding="UTF-8"?>
<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>
<Object>
<Key>test.jpg</Key>
</Object>
</Delete>

IR @745

TR B FERREIR N Object (multipart.datfitest.jpg) #pk#5Eversionid, EILOSSHEIFAN
TSRS, HiRE <DeleteMarker>true</DeleteMarker>F
<DeleteMarkerVersionld>XXXXXX</DeleteMarkerVersionld>,

HTTP/1.1200 OK
x-0ss-request-id: 5CAC1D73B7TAEADEQ1700****
Date: Tue, 09 Apr 2019 04:20:03 GMT
Content-Type: application/xml
Connection: keep-alive
Server: Aliyun0SS
<?xmlversion="1.0" encoding="UTF-8"?>
<DeleteResult>
<Deleted>
<Key>multipart.data</Key>
<DeleteMarker>true</DeleteMarker>
<DeleteMarkerVersionld>CAEQMhiBgIDXiaaBOBYilGQzYMRkZGUXMTM1ZDRjOTZhNjk4YjRjMTAyZjh[****
</DeleteMarkerVersionld>
</Deleted>
<Deleted>
<Key>test.jpg</Key>
<DeleteMarker>true</DeleteMarker>
<DeleteMarkerVersionld>CAEQMhiBgIDB3aWBOBYilGUzYTA3YzliMzZVmNzRkZGMS5NjIYTVIMjYyYWEy****
</DeleteMarkerVersionld>
</Deleted>
</DeleteResult>

oI5 xE versionld kil BR1E % kR 4 Object B91& K<l

@ iR ¥g Eversionld i [E BY s 5138 FEKey.,
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POST /?delete HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Tue, 09 Apr 2019 06:09:34 GMT
Content-Length:151
Content-MD5: 2Tpk+dL/tGyuSA+YCEuSVg==
Authorization: 0SS qac50zy2vbvbq4z:/pingCxyqfxc0+50Bfi2SX9c****
<?xmlversion="1.0" encoding="UTF-8"?>
<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
<Versionld>CAEQNRIiBgIDyz.6COBYilGQ2NWEwWNmMVhNTA3ZTQ3MzM50DIiYjM1ZTdjYjA4****</Versionld>
</Object>
</Delete>

RERA
A IR [T 45 A BREY XY SR Key R 48 Rz 89 AR AR ID,,

HTTP/1.1200 OK
x-0ss-request-id: 5CAC371EBTAEADEQ1700****
Date: Tue, 09 Apr 2019 06:09:34 GMT
Content-Length: 244
Content-Type: application/xml
Connection: keep-alive
Server: Aliyun0SS
<?xmlversion="1.0" encoding="UTF-8"?>
<DeleteResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Deleted>
<Key>multipart.data</Key>
<Versionld>CAEQNRiBgIDyz.6COBYilGQ2NWEWNmMVhNTA3ZTQ3MzM50DIiYjM1ZTdjYjA4****</Versionld
>
</Deleted>
</DeleteResult>

o 15 Eversionld M BRH BRFRIE B9 1E KRG

POST /?delete HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Tue, 09 Apr 2019 06:14:50 GMT
Content-Length: 178
Content-MD5: dX9IFePFgYhmINvAhG30Bg==
Authorization: 0SS 9dfwrokza5gflp7:iyl61U6TcfFXcu5p0ds5dUdo****
<?xmlversion="1.0" encoding="UTF-8"?>
<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
<Versionld>CAEQNRIiBgICEoPiCOBYilGMxZWJmYmMzYjEOOTQO0ZmZhYjgzNzkzYjc2NjZk****</Versionld>
</Object>
</Delete>

IR 8745
o mfldhik[E BKeyFlVersionld 53 B A R4 M BR B X R Key R B3 R BT AR A D
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o DeleteMarkerf]DeleteMarkerVersionld 73 Bl X R4 M BR B9 2 M BRARIC R E XS A ARARID, LAY
Versionldf1DeleteMarkerVersionld$8[E, HEDeleteMarkerflDeleteMarkerVersionidE 8t HIR,

HTTP/1.1200 OK
x-0ss-request-id: 5SCAC385AB7TAEADEQ1700****
Date: Tue, 09 Apr 2019 06:14:50 GMT
Content-Length: 364
Content-Type: application/xml
Connection: keep-alive
Server: AliyunOSS
<?xmlversion="1.0" encoding="UTF-8"?>
<DeleteResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Deleted>
<Key>demo.jpg</Key>
<Versionld>CAEQNRiBgICEoPiCOBYilGMXZWJmYmMzYjE0OTQ0ZmZhYjgzNzkzYjc2NjZk****</Versionld>
<DeleteMarker>true</DeleteMarker>
<DeleteMarkerVersionld>111111</DeleteMarkerVersionld>
</Deleted>
</DeleteResult>

SDK
DeleteMultipleObject s O 33 MBI ZIESSDKIN T :

e Java

e Python
e PHP

e (O

o C

o NET

e i0S

e Node.js

e Browser.js

e Ruby
HIRTE
HIRG HTTP IR IR
InvalidDigest 400 Ef&£7 Content-MD51E 3k f5, OSS&it&IHR A8 Content-MD53F

BE—KME, NRF—HIROLERSD.

* HEAKRARIF2 MBIIAZE, #8132 MBUIR[EILL IR,

MalformedXML 400 o %3 A DeleteMultipleObject s$ [ £ £ 32 %M k& 10004
Object, #)%i5K#B12 1000 ObjectiRE Lt #IRHD ,

Bucket J VIR FHRARIPRSE, BESIEBIRIIEBIXLLIRE,

Filel tabl 409
ilelmmutable KR E] IR,
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APl 8#- X T Object 21 IR IFME 0SS

7.1.7. HeadObject

HeadObjectZEO A FFREENH (Object) HtER. FRAMEORSERENERNS,

hR A 322

HeadObjecti2/EBAIREXObject HBIM A TE R . MR Object I BIARA AMBRIRIS, NWIREI404 Not
Found, i5RK&# 1 EversionldNREE ERAObject TER.,

EXREE

HEAD /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

= o
15 3K L
P s SFE B ik

MRENSH DI B R T EFRMERETE, NIRE200 OKF

If -Modified- . Object Meta; & NiR[E304 not modified,

Since & &
KiNE: &
- MREEANSH PN EEFHE G T SGLIRMELEE, WRE
Unmodified g = 200 OKF1Object Meta; & M&R[E412 precondition failed,
T =
-Since INE: T
WMERENAERIET agFlObject &9 ETaglTE:, NR[E200 OKFH]
(f-Match ey = Object Meta; &#MIR[E412 precondition failed,
_ - i
ZNE: T
MRENAERET aglEHR Object BUET ag R PLES, MIiR[E200 OK
If-None- o - FObject Meta; &NIR[EI304 Not Modified,
Match N = =
KiNE: T
I Sz Sk

MRBERE LB A REERE, WENOMALNEEIRBMT:

e Content-Length, ETagbAXContent-Md5194 BArXXHHITER .

e Last-Modified BUR B0 & /G E MY B R B X4 R /EE N EHE PHRAE.
o HAhINM LR NREENTER.

B £ P
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B Ei]
X-0ss-meta-* P&

JEx-oss-meta-
FLBBEEX FR&
header

X-0Ss-server-
side- FRB
encryption

X-0ss-server-

side-
) FR&
encryption-
key-id
X-055-

FR&E
storage-class
X-0ss-object- -

Fye
type
X-0Ss-next-
append- FRFEB
position
x-0ss-hash-

FR&E
crc64ecma
X-0S5- .

N FRB
expiration

P

PAx-0ss-meta-ARIENSHIE AR F BE X meta header, HRF#E
PutObjectBHiR & T PAx-0ss-meta-AEIR BB E X meta, MIHNPEEEIX
g5 E X meta,

LAPEPUtObjectly, BENX—3IEx-0ss-metaNaiE K Header, f0x-
oss-persistent-

headers: keyi:base64_encode(valuel) key2:base64_encode(valuel)....
, IR P IBANAE R B9 B E X Header,

BRIE, BSRO0SSUElANNAEx-0ss-meta-FF kBB E N,

EHZObject AHITIRSZARIGBHRIOMBFMEE, WEMNLLPERE LS
%, H{ERBZObject MRS H/IHMBE L,

WMRAFECIEObject HER TREIHMNE, BMZBFEAKMS, N HS
B3 tHeader, R RMZEF{ERBIAFKMS key D,

FRObject IFEMEEE, AR FREFMHEEE (Standard) | RIFEE

fEEA (IA) | JAREEFEMEZER (Archive) FIRAREFEMEEE

(ColdArchive)

o IMEFMERRMSURE. SuUH. BHENNRERRS, SSBIFM
ZHHEETE .,

o EIMPFDEHEEESTERPEMEALEHHDNEE (FHEAB
BFRIBI2R) .

o PHEFHEANESTERNAEM (BINFFLUL) NEMKE, EFMEAE
ARG, BEHAETRBRSEE 12 RIRRIRENE

e RIANEHERERTREKBREFANFRLBNEE.

FRObject By,

e j&iJPutObject L{£5)&@i¥ CreateDirectory Bl ZHObject £E A
Normal,

e j@idAppendObject Ef&AIObject A JyAppendable,
e j@idMultipartUpload_Ef&#J0bject Z & AMultipart,

FFAppendableZ( B fjObject&iR Atk Header, 5B T—RiERMN L2 4t
Bposition,

£ NZObject (U641 CRCIE, 1Z64MICRCRIBECMA-T182FRETTEB L,

3F 0SS 3 CRC64IEHIBIZH Object, &M HeadObjectE AR T gERSIR
5] 0w Rz 3k

MR AZObjectiFE T EH AN (Lifecycle) , MEFEEEx-05s-
expiration header, Edhexpiry-datef{ER /RiZ0bjectdiTEARE, rule-id
B{ER R TE LMD,
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R FF#E 0SS

B i) R
MR Bucket A A Archive, BFF E4123%RestoreidER, MIH KL P& PUx-
oss-restoreiR[E]iZ0bjectBIRestoredRZ, AWM T/LHIER
° INEZHIRKRestoremERestoreBEEBE, MARKREIZFE,
o IMEELIERRestore, HRestorei&B=M, MIREIAIX-0ss-restore{@
X-0ss-restore FR& ongoing-request=""true” ,
o IMRELZiERRestore, HRestoreBL =M, NiREHIX-0ss-restorefE
ongoing-request=" false” , expiry-date=" Sun, 16 Apr 2017
08:12:33 GMT" , Hrhexpiry-dateZRestore52 /5 0bject i A\ TJ R
=npuR:ELN I
X-055- LHHFESMNSEERSOIZOSSEHIEM/G, FEHITEROSSHEXIRIENTD
process- FRE RELRNSHBAMAN, WIHNPSETXMHeader, EHEIBase645
status B3JSONE XM BHBMER .,
X-0ss-request- o e HObject Fi/E BIBucketiFiG B ABEREMEEX, BEIFEREARZBucket B9
charged o BEN, IOMNPEiEEtkHeader, B requester,
e ¥FFNormalZE! KObject, RIERFC 1864 HERNS (ABHF
N Header) & MA5ERB128LLFMEE, XX FiHITBase64RmBIER
Content-Md5 FRE —/NE B iyContent-Md51E,
e MultipartflAppendableZ & AR LIR E X MNHeader,
Last-Modified FRE Object RE—IXEXBIBER, BAAHTTP 1.1HMY P ELIGMT B a8,
Access- L - . o e
Control-Allow- o e 2 O0bject FrERIBucket Bt & 7 CORSHIN, HiE KB Origini# B 15 EBICORSHL
" 7 MBS FE N I A 25X A Origin,
Origin
Access- o .
Control-Allow- =& L Object FrERIBucket BEEE 7 CORSHMN, BiERBIAccess-Control-
Methods = Request-Methodi# 28 EBICORSAN BT SAE L 8 & 42 ¥ IMethods,
Access- NP N .
Control-Max- e 2 0bject EFfEBBucket B2 B 7 CORSHIN, HiE K B Bucket 2 E #9CORSH
Age S B S £ 10 {61 & MaxAgeSeconds,
Access- A ARG oo m SR e 0 B <
Control-Allow- =& HObject frfEBIBucket B & 7 CORSMAY, BiENKiH B8 EHICORSHN N ETE
06 f B & X e Headers,
Headers
Access- A e I o A
Control- FRRAVFIHRE P ifkjavascripti2 Fiheaders?l& ., ZHO0bject FrfERYBucket
Expose- FR& BLE T CORSHIN, HiEKiHEiEEMCORSHMNNSEMNPEE
P ExposeHeader,
Headers
X-0ss-taggin _ o “w N - N
9N e MR EBIRENE. B PERRFERRIEE,

-count

Nl

* RiERRAEH
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ERRA

HEAD /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 7 Aug 2020 07:32:52 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:JbzF2LxZUtanlJ5dLA092wpD****

IR @745

HTTP/1.1200 OK

x-0ss-request-id: 559CCIBDC755F95A6448™***
x-0ss-object-type: Normal
x-o0ss-storage-class: Archive

Date: Fri, 7 Aug 2020 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a3986****"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

o ERMRIEEMRAE (BRRAKES)
BRI

HEAD /example?versionld=CAEQNRiBgICb806DO0BYilIDNINzZK5NGE2M2Y3ZjRhZTViYTAXZGEOZTEyMWYy****
Host: versioning-test.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 7 Aug 2020 06:27:12 GMT

Authorization: 0SS ryghu9rp3mgplya:RvyjGvKxaUhdFOiby EwX5SmOM****

RERA

HTTP/1.1200 OK

x-o0ss-versionld: CAEQNRiBgICb806DO0BYilIDNINzZK5NGE2M2Y3ZjRhZTViYTAXZGEOZTEyMWYy****
x-oss-request-id: 5CAC3B40B7AEADE01700****
x-0ss-object-type: Normal
x-o0ss-storage-class: Archive

Date: Fri, 7 Aug 2020 06:27:12 GMT
Last-Modified: Fri, 7 Aug 2020 06:27:12 GMT
ETag: "A082B659EF78733A5A042FA253B1****"
Content-Length: 481827

Content-Type: text/html

Connection: keep-alive

Server: Aliyun0OSS

o ERMREMIRA (BRRKES)
ERRA

HEAD /example HTTP/1.1

Host: versioning-test.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 7 Aug 2020 06:27:12 GMT

Authorization: 0SS ryghu9rp3mgplya:RvyjGvKxaUhdFOiby EwX5mOM****

IR 3745

XASRRA: 20211029 239



APl &%-

HTTP/1.1200 OK

X5 TF M 0SS

x-oss-versionld: CAEQMxiBgMCZov2DOBYilDY4MDIOTc2YmY5MjQxMzdiOGI3OTIhNTUOODIx****

x-0ss-request-id: 5CAC3B40B7AEADE01700****
x-0ss-object-type: Normal
x-o0ss-storage-class: Archive

Date: Fri, 7 Aug 2020 06:27:12 GMT
Last-Modified: Fri, 7 Aug 2020 06:27:12 GMT
ETag: "3663F7BOBO9D3153F884C821E7CF4****"
Content-Length: 485859

Content-Type: text/html

Connection: keep-alive

Server: Aliyun0OSS

o iZ23ZRestoreiEk{BRestore kT

ERRA

HEAD /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 7 Aug 2020 07:32:52 GMT

Authorization: 0SS elUnnbm1lrgdnpl:KKxkdNrUBu2t1kqIDhOMLbDb****

IR 3745

HTTP/1.1200 OK

x-oss-request-id: 58F71A164529F18D7F00****
x-0ss-object-type: Normal
x-oss-storage-class: Archive

x-0ss-restore: ongoing-request="true"

Date: Fri, 7 Aug 2020 07:32:52 GMT
Last-Modified: Fri, 7 Aug 2020 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a3986****"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: Aliyun0OSS

o i23%RestoreiEk HRestoreB R
15Kl

HEAD /oss.jpg HTTP/1.1
Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 7 Aug 2020 09:35:51 GMT

Authorization: 0SS elUnnbmlrgdnpl:21qtGJ+ykDVmdu606FMJnn+W****

IR @745
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HTTP/1.1200 OK

x-0ss-request-id: 58F725344529F18D7F00****

x-0ss-object-type: Normal

x-oss-storage-class: Archive

x-oss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017 08:12:33 GMT"
Date: Fri, 7 Aug 2020 09:35:51 GMT

Last-Modified: Fri, 7 Aug 2020 06:07:48 GMT

ETag: "fba9dede5f27731c9771645a3986****"

Content-Length: 344606

o {FEF RS IH B SSE-0SS
BERRA

HEAD /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 7 Aug 2020 07:32:52 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:JbzF2LxZUtanlJ5dLA092wpD****

N

HTTP/1.1200 OK

x-0ss-request-id: 559CCIBDC755F95A6448™***
x-0ss-object-type: Normal
x-o0ss-storage-class: Archive
x-o0ss-server-side-encryption: AES256

Date: Fri, 7 Aug 2020 07:32:52 GMT
Last-Modified: Fri, 7 Aug 2020 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a3986****"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

o (FFHIRSE 28K N2 SSE-KMS
BRRA

HEAD /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 7 Aug 2020 07:32:52 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:JbzF2LxZUtanlJ5dLA092wpD****

RERA
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HTTP/1.1200 OK

x-0ss-request-id: 559CCIBDC755F95A64485981
x-0ss-object-type: Normal

x-o0ss-storage-class: Archive
x-0ss-server-side-encryption: KMS
x-0ss-server-side-encryption-key-id: 9468da86-3509-4f8d-a6le-6eableac****
Date: Fri, 7 Aug 2020 07:32:52 GMT
Last-Modified: Fri, 7 Aug 2020 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a3986****"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

izt
HiZtE HT TP IR R
Not Found 404 BEROXEREFE.
Ei’ir;“”k“rgemm 404 R B0 S B R,
InvalidT argetType 400 ERBISH R AR EEE, BXI M B RSB AR,
RENZEIRN TTREREN T
® IEE TIf-Modified-Sincei&E>k 3k, {BiRObjectE1s E LB I8/ &4
Not Modified 304 (ERSuN
e IEETIf-None-Matchigksk, BiRObjecttIET ag/EFNRIZMHLH
ETagig$%
RENZEIRNTREREN T
Precondition e I5%E TIf-Unmodified-Since, {815 EHIETIE 2 F Object SLFREEX
) 412 A
Failed BYiE,

e IEETIf-Match, {BJEObjectBIET agEFM TR HAIET ag R,

7.1.8. GetObjectMeta

I8 FA Get Object Met af# [ 3R EX— 344 (Object) BITHIREE, B3F%0bjectfYETag. Size,
LastModified5 2, HHARIE[EZO0ObjectIAF

AREM
@ B3 tRObject KB HIGEE, NLREREEESEE.
ZBucket R/gRIRAZRFIN, EREHFNTHEER, BOMAE oss:GetObject KPR, ZBucket B/E IR

AEREIE . BRECUEEEIRAR (1ERPER Tx-0ss-version-idiERL) HTHBEER, BHR
B oss:GetObjectVersion R, BEAEIE, BES W AHRAVMAE P #EALE E X HIRAM Policy,

hR 2328
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X R EFfE 0SS

AP B%- X T Object #1F

Get Object Met a#& 1E BRIAIRERObject H BT R AR THIRE R . IR Object (UM BIRAAMRARIE, WIRE
404 Not Found, i&k&# o5 EversionldiR [E45 E A Object I TEIRE R,

BRIEX

HEAD /ObjectName?objectMeta HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Authorization: SignatureValue

AR AHBEKRL, ELZER, BEMLAHLERL (Common Request Headers)

B 3Kk

I iz Sk
0 iz 3k B}
Content-Length FRFB
ETag FREB
x-0ss-version-id FREB

BEROZFEAZAHMML, ELSER,

Bl
o RERIRAEH
SRR

HEAD /oss.jpg?objectMeta HTTP/1.1

A

344606

5B3C1A2EO5
3D763E1B00
2CC607C5**

*%

CAEQNRIBg!

DMh4mDOB

YilDUzNDA4
OGNmMZjBjY

TQOYmI4Y 2
4ZmvlYzJIN
Gvk****

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Py
ObjectBIXX#KR/N, BAIAFTS,

Object £ MY &I EET ag (entity tag), ETag
BFHRR—1Object IR A&,

*F Fi@idPutObjectiEk 832 Object, ETaglE
EHERSHMMDSE; NFHEMALCIEN
Object, ETaglERETFT—EIHEMM ALK KE
—E, BERAEERAHNMDSE, ETag/EaI A
FiaEObject NERERETH. FAEWAFE
FAET agfE 9 Object W & BIMD5AR 4 SR I IE £
SR,

BNE:

ObjectBYIRAKID, REEEObjectis EIRAH T
HBEENFERZFE.

AWML (Common Response Headers) ,

Authorization: 0SS gnéqrrgxo2oawuk53otf****:CTkuxpLAi4XZ+WwIfNmOFmgb****

IR 3745
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HTTP/1.1200 OK

x-0ss-request-id: 559CCIBDC755F95A6448™***
Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5****"
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 344606

Connection: keep-alive

Server: AliyunOSS

o EERARAEH

HRRG

GET /example?objectMeta&versionld=CAEQNRiBgIDMh4mDOBYilDUzNDA4OGNmMZjBjYTQO0YmI4Y214ZmVIYz
JINGVK**** HTTP/1.1

Host: versioning-test.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 06:24:00 GMT

Authorization: 0SS 5n4nrhyqrcs****:i/M/c36KzrOEA/bBSHLIlIAt****

IR @ 7R 45

HTTP/1.1200 OK

x-o0ss-version-id: CAEQNRiBgIDMh4mDOBYiIDUzNDA40GNmMZjBjYTQOYmI4Y214ZmVIYzJINGVK****
x-0ss-request-id: 5CAC3A80B7AEADE0170005F6

Date: Tue, 09 Apr 2019 06:24:00 GMT

ETag: "1CF5A685959CA2EDSDEGESF8ACC2****"

Last-Modified: Tue, 09 Apr 2019 06:24:00 GMT

Content-Length: 119914

Connection: keep-alive

Server: AliyunOSS

SDK

HEOXN MBS SOKIT:
® Java

e Python

e PHP

e (O

o C

o (C++

e NET

e Android

e i0S

o EEXHITER

BiZH
fHI=tg HT T PIRZSH ik

Not Found 404 B#RObject R1FTE.
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TR IFME 0SS API 2% X T Object#21E

7.1.9. PostObject
@ PostObject  Fi@iFHTMLER 82 HERN ARG X (Object) LEZEIIEEFM=IE (Bucket) .
ARERR

1®id Post Object H{EBI0bject X/NREEFBIT5 GB,

PostiEREEXSBucket fiIE SR, WEBucket Apublic-read-write, TTUAREESZER, FUEXRR
ZRIEHITERRIE.

5PutiREARRE, PostiEfE{EHAccessKey SecretxtPolicyiti78%, HEBERZFREIENSignaturezk
BiIAE, OSSEIMIEZEMNMAEZNEEMY,

EXEREBEMNURLABucket 2, RAEEAEURLDIEEObject, BIERITE POST/HTTP/1.1 , REESA PO
ST /ObjectName HTTP/1.1

INRPOSTIEKR P E B Header& B EERHURLEZER, OSSAEXULEERMEE,

hR A 122 1

EFE 7T IRAZR S BBucket & #2Post ObjectiE R BY, OSS¥EAF MBI Object BN E R HE—HIRAID, H
1E I fz Headerdh 3@ 33 x-0ss-version-id B9 iR [

FEEETRAEHMBucket L Post Object iKY, 0SS AFRMAIObject B &4 A — P nulldIiRA
ID, H7Elm M Headerd i&idx-oss-version-iddFZ X iRE, E—0bject{¥ i iF—nulldI kR AID,

BRIEZX
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POST /HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
User-Agent: browser_data

Content-Length: ContentLength

Content-Type: multipart/form-data; boundary=9431149156168
--9431149156168

Content-Disposition: form-data; name="key"

key

--9431149156168

Content-Disposition: form-data; name="success_action_redirect"
success_redirect

--9431149156168

Content-Disposition: form-data; name="Content-Disposition"
attachment;filename=oss_download.jpg

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-uuid"
myuuid

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-tag"
mytag

--9431149156168

Content-Disposition: form-data; name="0SSAccessKeyld"
access-key-id

--9431149156168

Content-Disposition: form-data; name="policy"
encoded_policy

--9431149156168

Content-Disposition: form-data; name="Signature"

signature

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.jpg"
Content-Type: image/jpeg

file_content

--9431149156168

Content-Disposition: form-data; name="submit"

Upload to 0SS

--9431149156168--

IE RS

@ 3B PostObject BB SABIT S ELBKE (multipart/form-data) %83, FEPutObjectig{E
P SHBIHTTPIERLZE, EPostObjectiREPNERE BRI IR B LE, PostObject R
f& A\x-0ss-taggingig kL,

B et BB W% Epay
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API &%&- X FObject #£1F

B Bt EENE
Content-Type FRB =
x-0ss-object-acl FR&A a

HEOXEEBDSHost, DateZAHIERL, ELER, &

ERTE

iR

EEHRI BN M TTH 4D, 52N SRR
HER R,

Posti2{FIRRFZ R mMIBLMA multipart/form-
data . BElHeaderdiContent-Tvpe

A multipart/form-data;boundary=xxxxxx &J
R,

boundary A R F /&, BHEREMEIEMN—
THENE, EHBEE. MREISOKHERE, N
SDKtE R4 M— M REHIE.

TEERSL P E Object 895 AR .

SHIERSLAN MR B B 5 Ex-0ss-object -
aclly, XHRBEEDPRENHEINRNMALERS
FERPIRERNHRNR,

BE:

o default (B3\) : ObjectiEB{EFFEZEZ AL
AR

e private: Object2RABE &R, RBE0bjectdIifl
BENBFENEFBZObject NIESHIR, Hib
P 2B R#IEZObject,

o public-read: Object2AHEHE, RE
Object B E TN A FHZObject BYiES
R, HttBF REiZObject AIEMRIR, &
TE{EFZAR

e public-read-write: Object @ AHEEEIR,
FrE B P #B1Z0bject NIES R, HEE(E
bR

XFNARNRNESER, BERETEENR
ACLEIER PRI,

S AHERL (Common Request Headers) ,

=

D k& FaERREkeyA/NREERT8 KB, FE i value REEBIT2 MB,

AR il B WE
Cache-Control FRFE =

Py

IEEIZObject H THINMANEFITH. BESE
B, i520RFC 2616,

KiNE: &
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https://help.aliyun.com/document_detail/31955.html#reference-mhp-zdy-wdb/section-eq1-b2y-wdb
https://www.ietf.org/rfc/rfc2616.txt

API &F- X FObject#1/F X RFME 0SS

B e BABWIE iR

EREZObject i THINEIR, BLER, ES
JRFC 2616,

Content-Disposition FrFE S
INE: £
IEEIZObject H THINHN AN B HIBIERX., ESE
N
Content-Encoding FRB & R, WEIRFC 2616,
ZINE: &
THIEY A, BEER, BB MRFC 2676,
Expi FR &
pires FRB A BB
Bucket#fiE & AccessKey D,
INE: £
0SSAccessKeyld S =, BEMF [R4): BucketH3IEpublic-read-writesy Ei2
TPolicy (8Signature) FEER, SR M
OSSAccessKeylds 813,
PolicyflE TIEREZRIFNEEM ., AEEPolicy
FERFNBEREIANARERIBR, HREEHFD
public-read-writefBucket,
INE: £
. IR#l: ZBucketg3Epublic-read-writesf &2
policy FRFH =, A5k T OSSAccessKeyld (EiSignature) FEIFE,
ARt PolicyR B 1,
D st E@APolicy B AEAUTF-8%
5, BPolicyk&¥ i EZdBase644718,
RIEACcessKey SecretFlPolicyit EMEZE
B, OSSKHFZEEZEEMMEIEZPostiERNE
EE, BESER, BSMMRE: Post Signature,
INE: &
PRl 2BucketA3Epublic-read-writes &2t
Signature FHFeR =, BFN T 0SSAccessKeyld (ZiPolicy) EHIGE, %R
2SignatureR g1,
@ 8 RREWANSFHE, B
BEEN KNSR,
NHMZ AR AKMSE, B ETIESOANZE
x-oss-St.erver-side—data- g = JEAES256{2 2 ASM4,
encryption

BUE: sM4
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R IFfE 0SS API &%&- X FObject #£1F

B e BB WG iR

FRKMSIEEMNRAFPEZH, MWIETR{XHX-05s-
server-side-encryptionfE AKMSE B,

X-0ss-server-side-
encryption-key-id

4t
3
g

A

BT EESBHEX SRR PG MNContent-
Type, ATHRRLEM, 0SSIFHFEPOstE
KAKDIEANx-0ss-content-type, ZBAEFHF
fEEContent-Type, BERBERSMER.

RAERIFT: x-0ss-content-type > R
ByContent-Type > Content-Type

BNE: £

iy

x-0ss-content-type FRrE

5 EPostObject & 1EIT 2 & ZR & Object.,

% B#rBuckett FEF/Z E B ZHIRAZEFIK
B, x-oss-forbid-overwriteisskHeadeng &
T, BRFEERESZObject,

o RIEEX-oss-forbid-overwriteg Ex-0ss-
forbid-overwritey falselt, ZRAFBER
£Z0bject,

e j5EX-0ss-forbid-overwriteJ truely, FT{REZE
1FE =R & Object;

& Ex-0ss-forbid-overwriteidkHeader& £
QPSMIBMEET R, MRBBERENREFTERE
FAx-oss-forbid-overwriteid Rk (QPS >

1000) , BEERAZR, BRMIERHEWLE,

iy

x-0ss-forbid-overwrite FRB

SR B i hfE B Object BIF AR, MLIRE
FRENEBRLIMXRREPIEE.

LR SLFI & B 15 o R BV 4§ Ex-0ss-object -
acllt, SXfFFRE DI ENIFERRMNRERS
FiERPIEENISRDNR,

B&E:

o default (BRiN) : Object:BIEEFTEFAE S EIEY
AR,

e private: Object2FABRIR. RBO0Objectdyif

ey = BENBENAPEZ0bject FIESNIR, Hit

P& ERREEIZObject

e public-read: Object 2AHERER, RH
Object (B EMITANA B iZObject HIES
R, EMREF RE1ZObject BIEMNIR, 1518
TE(ERIZANR .

o public-read-write: Object 2 AHIEEEIE,
FrE AP #AiZ0bject IZ SR, HIEEE
RiZ IR,

XFHARRENESER, BELETIESVR
ACLESPRIZH

X-0ss-object-acl
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B ESid) BRIk Py

IEEObject TR E KA,

N FERFME LB B Bucket, 1R _EfE0bjectff

BEWSH, WikX EE0bjecti§FMEAIEE

BIRE FIENTEIAZ B BBucket 1 _Ef&Object

B, WNE#EEX-0ss-storage-classyStandard,

MiZObject B 77 fi# Standard,
X-0ss-storage-class F5H = BUE:

o Standard: FRAETFHE

° JA: {ESIAIE

o Archive: AR4TE4%

® ColdArchive: X347

XTEHEENESER, BERFMEENE,

tfEObiect MEHR. WREREAFIRREZR, 4
1 destfolder/example.jpg , MOSSEEENE!

key FREB = EMERIA K,

NME: £

TEREEFimBEERBURL, MRKRIEEZE

B, ROZRHsuccess_action_statusFE i

) ) - BE, MBLEKRK, 0SSIREISEIRTE, FAHT

success_action_redirect FRB =

BkEE

ZONME: X

RFgFEsuccess_action_redirect R B I, %%

BIERE T LERINEIRESEFiRHREE,

BYE: 200, 201, 204 (EA) .

o NMRZEHEIREN2005#E204, 0SSiR[E—
success_action_status FRB B DR AR,

o MRZEHHEIRER201, 0SSIEE—NXMLI

HRI201TK7SHB,
o MBZFHEREEXZFREAN —NIEE
{8, OSSIRME—NEIIEFN2044K75H3

R FiEERNuUser metafd,

ZINE: &

WMRERPEH PUx-05s-meta- A ATE O FRE 1,

MW Auser meta, HlE0 x-oss-meta-
X-0ss-meta-* FRHES & location

@ 3B —/ObjectTUE SN LIS
¥, BErERuUser metaR K/NRRERBIES
KB,
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X R EFfE 0SS

API 2% X T Object#21E

B

X-0ss-security-token

file

O] iz Sk

B

X-0ss-server-side-encryption

BEORFELSQAHMENL, BBER, BS

Uil ¥z 7T 2%

B

PostResponse

Bucket

ETag

FHFEE

BABWIE Py

MEARRIFREEASTSIHRERAR, NWEEE
TEiZIUASecurityTokent{E, EFEY
OSSAccessKeyld EEF A5 2 B 3T 19I5 5
AccessKey Id, HHESZH, SEHALE
AccessKey ldEZ A —H,

HNE: £

BESTSIREMNEMREBES AT RIERETNER
STSIEBT A EEIE 18 0SS, ol LB EASTS
R 89AssumeRoleEOHEFHASIESSTS
SDKSR IR BRI B 375 18] 45 3E

iy

XEENERE. JU""a&AEE}J’fE?ESC#*iEEu
EContent-Type, HEEZAFHIEE, 0SS—
/\HEJ:1§ /\214:

HNE: £

il

D &  filedARESPHRE—
o

EiEipu

R iEKHeaderd 5 E T x-05s-server-side-

=] encryption, WigfHeaderd 8 &iZLE6, 15

B ERNRSHRFEMEE L.

AHIGFL (Common Response Headers) ,

T

=

RTFPoStIERER MBS,

FT = Bucket. ETag. Key. Location

Bucket &R,

AN

RI5 = PostResponse

ETag (Entity Tag) f£E& M Object £ M HIRHMEMR BIZE, PostiEKeIzE
BI0bject, ETagEREF—EHEMNERNE—E, ERARERS
BIMD5{E, ETaglETl AR FHEiZObject RBRTREZK,

AN

RF A PostResponse
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AP| &%&-
B ESid] R
el Object BIURL,
L ti 25
oeaton FhE RF5 = PostResponse
=Bl

o ERRHI:

POST /HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 344606

Content-Type: multipart/form-data; boundary=9431149156168
--9431149156168

Content-Disposition: form-data; name="key"
/user/a/objectName.txt

--9431149156168

Content-Disposition: form-data; name="success_action_status"
200

--9431149156168

Content-Disposition: form-data; name="Content-Disposition"
content_disposition

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-uuid"
uuid

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-tag"
metadata

--9431149156168

Content-Disposition: form-data; name="0SSAccessKeyld"
44CF9590006BF252****

--9431149156168

Content-Disposition: form-data; name="policy"

X RIFME 0SS

eyJleHBpcmF0aW9uljoiMjAxMy0xMiOwMVQxMjowMDowMFoiLCJjb25kaXRpb25zljpbWyJjb250ZW50LWxlb
md0aClyYW5nZSIsIDASIDEwNDg1NzYwXSx7ImJ1Y2tldCI6lmFoYWhhInOsIHsiQSI6ICJhInOseyJrZXkiOiAiQU

JDIn1dfQ==

--9431149156168

Content-Disposition: form-data; name="Signature"
kZoYNv66bsmc10+dcGKw5x2P****
--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.txt"

Content-Type: text/plain

abcdefg

--9431149156168

Content-Disposition: form-data; name="submit"
Upload to OSS

--9431149156168--

o R[ERA:

252
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AP B%- X T Object #1F

HTTP/1.1200 OK

x-0ss-request-id: 61d2042d-1b68-6708-5906-33d81921362e

Date: Fri, 24 Feb 2014 06:03:28 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5****"

Connection: keep-alive
Content-Length: 0
Server: AliyunOSS

HiRtG
2T

FieldlitemTooLong

InvalidArgument

InvalidDigest

EntityToolLarge

InvalidEncryptionAlgorithmError

IncorrectNumberOfFilesInPOST Request

FileAlreadyExists

KmsServiceNotEnabled

Filelmmutable

fi: Post Policy

HT T PIRZSHE

400

400

400

400

400

400

409

403

409

i

[

F B keysivalue B K /N8 HBREI

FiLBucket & Apublic-read-write, —B
{£0SSAccessKeyld. Policy. Signature
RBEGYPHEE—D, WBERIREFH AL
T, MREHREK, BRERER.

P &7 Content-MD5i55kHeader, 0SS
2£itEbodysIContent-MD5H & — B,
MREA—I, BRELEIR.

BEREbodyDKERAIFBIITS5 GB, WEX
HREZK, BROLLHER,

MR &8 E T x-055-server-side-
encryption Headerigkig, Mg EHE
FAES256, KMSESM4, NRIREAEAM
B, RE IR,

BERAIEEKeyR B, MRRK, KiRE
LEEEIR

ERBHeaderh#E#x-0ss-forbid-
overwrite=truely, RREILBERENX
., MEXHEFE, BRENER.

¥&x-0ss-server-side-encryptionfg €4
KMS, 1B BTMEEEKMSEX,

Bucket ABI#UIRL TR ARIPIRSE, MRE
SR BOX LR, BREILEIR
M,

Postis KB Policyz 8 15 A FIIEiE KRS EM ., Policy s —ER 4253 UT F-8f1Base644# 3 BJSONSI A, 78
T PostisSRINFUH BHEM ., BAX Fpublic-read-writefBucket F1&8Y, PostZz BN TNET, {BiRZE

WA %38 SR PR B Post 1§ 3K
Post Policy;mBIaNT :
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{"expiration": "2014-12-01T12:00:00.000Z",
"conditions": [
{"bucket": "johnsmith" },
["starts-with", "Skey", "user/eric/"]
]
}

Post Policysh 7 & Expirationf] Conditions,
e Expiration

ExpirationIfi#§ £ 7 PolicydI 3 HARY i8], LAISO8601 GMT BY [E]Z&7x, %40 2014-12-01T12:00:00.000Z 3EE T
PostiERHTE2014FE 128181222 |,

e Conditions

Conditions@— 1M l%, TTRAAFIEEPostiERNERRIGHETEE.

@ e FREXMOEERSPolcyZ BHTY R, Eit, Policythik B S M &K ER Y3
MFH RZATNRBEHNE,

Policyth 37589 ConditionsIRiE 2 M T &,

5%

BR 13

contentlength-range FfRObject WR/INFIER K A F A/, ZConditionZ#F

9 9 contion-length-range T A = ,
HTTPi&EskHeader, % Condition3Z 45 ILECF]
starts-withITE A =,

Cache-Control, Content-Type, Content-Disposition,

Content-Encoding, Expires 2 AR ERIUREPolicyshifil Content -Type

FREI, Brlb@id®RE _EfEE Content-TypeffBE
B8,

e Object&#R, ZConditionsz & ILE M starts-with
Y mES.
success action redirect HEMINE RS URLIIE, % Condition3Zi5 51 ITED
- - #starts-withTE A,
k¥ ESsuccess_action redirecthy, EERINENIRE
success_action_status RS, ZConditionsZ#:54E % LB M starts-withTEe
B,

AFPigENuser meta, iZCondition3Z #5544 ILEF]

X-0Sss-meta-* .
starts-withITER A= .

MR PostiFRPASEIMNUR RS, 0SSTTLAE X LTSN R BN AZIPolicyfy Conditionsh HiEE S
M,

e ConditionsICEZ A=
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ConditionsItE ;5 = HiiR
ST IURD F B NEXFFEHICE Conditionsh FERNE, BIANTEEkeyREEHIE
B ’,Z\Z)ﬁ\ﬁ‘]a: {llkeyll: llall} , )r\luﬁ_l-l/\,(—'E_;ﬂ‘]["eq", ll$key|l’ ||a|l]°

. RBFNEXRLIEEETR. FIaEEkeylVER M user/user F &,
Starts With

Me LA A["starts-with", "$key", "user/user1"],

o o EBEMATF LENXERAM&/INER, FIMAFRNXXER/NAT~10F
EEXHEAIEE T, W PAS A["content-length-range", 1, 10],

fEPost Policy$RFEE, MREHRS, FEFERERNFR\S, THRMARTEPost Policyl)SONF F &
TRYNFH,

BXFH R

\/ RHT

\\ RFHT

\" W3S

\$ EH

\b =8

\f ]

\n BT

\r EIES

\t IR R AF
\UXXXX UnicodeZ=%F

ffi=R: Post Signature

S FIIERIPostiERK, HTMLERE 8 & PolicyflSignaturefS 8. Policyiz i 3k h i LEE 2 /81 BV,
& Signaturef BRI T

1. BIE—UTF-8%RmBEIPolicy,

2. RPolicyi#t{TBase64mis, HIERIAPolicyRBHEANNE, BZEFARESENFHE,

3. fEFAccessKevSecret MEEZHNFRFBEHTESR, FBFHEN Signature = base64(hmac-shal(base64(
policy), AccessKeySecret))

EE25E
o Webif £ B HEOSSRAE: JavaScriptZEFiFs 2 ElE
o Javarrfl: FHE HE

7.1.10. Callback
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MARABAERIELOSSHIFR P ETHMNE CallbackS#ENRETIERE ., AN A CallbackiITH/REE,

@ 388
o BHIX#FCallbackfJAPHE OB IEPUtObject . PostObject®lCompleteMultipartUpload, *F
CallbacktNESER, BENEENAE,
e CallbackH &I Az BRSS 88 B FRIE/RSNI (Server Name Indication) ,

FB1: WESH
e Callbackz#

Callbackz# 2 H— & 1IBase64mIBHSONER £ (FER) . HEcallbacksH X EIEEBEREE
BIARSSEEURL (callbackurl) AR EIEMANZA (callbackBody) .

JSONZEREIINT:

{

"callbackUrl":"172.16.XX.XX/test.php",
"callbackHost":"oss-cn-hangzhou.aliyuncs.com",
"callbackBody":"{\"mimeType\":${mimeType},\"size\":${size}}",
"callbackBodyType":"application/json"

}

{
"callbackUrl":"172.16.XX.XX:23456/index.html",

"callbackBody":"bucket=${bucket}&object=${object}&etag=5{etag}&size=${size}&mimeType=${mimeType
}&imagelnfo.height=${imagelnfo.height}&imagelnfo.width=${imagelnfo.width}&imagelnfo.format=${imag
elnfo.format}&my_var=${x:my_var}"

}

JSONZERFAERIBESNT X,

5

Bk wBIE i

el

FEB

256 > MAYRRA: 20211029


https://help.aliyun.com/document_detail/31978.html#reference-l5p-ftw-tdb
https://help.aliyun.com/document_detail/31988.html#reference-smp-nsw-wdb
https://help.aliyun.com/document_detail/31995.html#reference-lq1-dtx-wdb
https://help.aliyun.com/document_detail/31927.html#concept-qp2-g4y-5db

X R EFfE 0SS
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FBR BEBIE

THIE

172.16.XX.XX:234

callbackurl 56/index.html

il

0ss-Cn-
callbackHost & hangzhou.aliyunc
s.com
{\"mimeType\": ${
callbackBody = mimeType},\"size

\":${size}}

P

XA EERINE, OSSHE I URLE S EES
K, KRB %EAPOST, bodyH
callbackBodylis EHINE, X#ER

HT T PSHttlt,

FEERT, ZURLEZIME HTTP/1.120
00K , body#ZiAJSONR, 0Kk
Content-Length®@FUAETENE, BRI
AiBid3 MB,

Y HENEEREZ5URL, £ URLELSY
5 (;) 7. OSSRIKREEIEKERE
—MNRERNAL, MEREEREEEE
AZNRREKE Ecallback,

ATRIEERHLEPXEER. callbackurl
EMURLERABLNE . D0 htto://exambple.
com/AX.php?kev=value&HI W& =M

N{E EEB4HWEA htto://example.com/%
E49%B8%AD%EG%96%K87.0hn?kev=valu
e&%FA4%BR%ADY%FGRY%I6%8R7%F5%90%
8D%E7%AT7%B0=%E4%B8%AD%E6%96
%87%E5%80%BC

KEEASKITHost SLEYME, ZEBRET
SEEZgPHIEAN, RBEERET
callbackUrlBY A B34,

ME KRB callbackHost, M OSSEMEMT
callbackUrld B URLFH 45 R H B hostiE 7
F|callbackHostd,

KOS KbodydI{&E, #lan
key=%${object}&etag=${etag}&my var=${x
:my_var}, ZEPZIFEHROSSRATE.
BEXZEMEE,

° XHMEREAZTEESNTE.

o BEMZEMNZFAIXEPUtObject
CompleteMultipart & 2@ callback-
varsk{&#, #EPostObjectth M2 &N
TEBERBEREE,
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FR BEBIE wBIE biiipay

KEEEIE K Content-Type, BUESEE

mT:
o application/x-www-form-
callbackBodyType & application/json urlencoded (#XI\) @ callbackBodyd

NE SRR ETURLGB N ERE R,

o application/json: £1ZEBJSONIE X
BEPHETE,

callbackBodyF ¥ HFRENRATEESNTE.

@ 88  imageinfostxEAHE, MEAEEAKR, imagelnfo.height. imagelnfo.width,
imageinfo.format# A=

RRTE iR

bucket FiE=E,

object WR (XH)

etag XHEBIETag, BIREIZLEFHIETagFER.

size Object X7\, CompleteMultipartUploadBtuE N ObjecttK/N,
mimeType BRER, flijpegE FEIEIREZE Nimage/jpeg,
imagelnfo.height BERFEE.

imagelnfo.width BEREE.

imagelnfo.format BRI, flfjpg. png%,

o callback-varBENX &%

AP oPL@idcallback-vars M REEEHEXSH ., BENSHE—1Key-ValuelIMap, AP OJEES
CHEEWSHZEZMap, EOSSKFPOSTEEERE, S¥XESHA LIRNEFESH—IEMIEPOSTIE
KB9bodydh PA T IR ENE 75 IRE

MEEENXSHN A L McallBacks# M A EEE, BRLUSONIERIEIE, ZSONERBE2—NE B
BEHEXZHBKey-ValuetIMap,

@ B BPAENSHNKey—ZERCHFLBMAN/NE, FMRA0SSSIEE200, BEAE
N B ER A ERRIRE.,

BNREERBNHEDEENSHA B Ax:varifix:var2, STMAES S Avaluelflvalue2, ABAMEYE
KHSONE RN T -
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{

"x:varl":"valuel",
"x:var2":"value2"

}

@ B WREEANcalbacksE callback-varB 8 R ai%, MLRE 40058, IR
A" InvalidArgument” , AEZENBEREFELUTILE:
e PutObject()f1CompleteMultipart Upload()# O 5 URLFI headerfs) B¥ 1& A callback(x-oss-
callback)z & callback-var(x-oss-callback-van= 44,

e callbackaj#& callback-vars#3+, #8id5 KB, HFPostObject()i&BEcallback-vars£t, EAlt
TUERE, TE.

o callbackgZ callback-var2#58E Zidbase644m 18 o 23 base64 218 5 A2 &5 HSONE R, .

e callback&#fR#T /5 callbackUr==EB B SHURLE I RSl (51) , SHZFURLFEANBNpot ~AE
%, flan

{"callbackUrl":"172.16.XX.XX:test",
"callbackBody":"test"}
o callbackz#fi##7 /5 callbackBody=Z RN,

o callbackz## /5 callbackBodyTypeFERHIEARRZ application/x-www-form-urlencoded &
application/json

o callback&#f# /S callbackBodyF P EEMRAAREE, XA B${var,
o callback-var2#BTE A2 MEILSONIE R, FREABIAE A {"x:varl":"valuel","x:var2":"value2
"} .

B2 HWiEMEEIEX

Mg M callbackfcallback-varFi N &8 /E, BRESEHMMEOSSEIEKRT,
mmrRXEE=f, FXMT:

o EURLFETSH,

o TEHeaderhiEHSH,
o EPOSTEXRMbodyhFEHEBERETSH,

@ 389 7EfEMPost Object %Mt f£0bject B R AEfE FX 5 kg R BB,

UE=fAaXReRMNEREP—F, FUOSSEIR[E InvalidArgumentf&iR.

B SHHTINEIOSSHIERP, BHEER EXMiEN)SONZE B{EHAbase64mid, AERBATHA EMM

BOSSHIERD,

o MMREURLGTETSEL, € callback=[CallBack] & callback-var=[CallBackVar] {E3— NURLEHHANBE
KEIE, HEEZCanonicalizedResourcelt, Ycallbacksl & callback-var ffi— N sub-resourceit &
A,

o R EHeaderd iS4, £ x-oss-callback=[CallBack] E{& x-oss-callback-var=[CallBackVar] {fEA—"
Headerif N1 K K%, EITEEZ CanonicalizedOSSHeadershY, #§x-oss-callback-varflx-oss-callback
HEEN., =0T
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PUT /test.txt HTTP/1.1

Host: callback-test.oss-test.aliyun-inc.com

Accept-Encoding: identity

Content-Length: 5

x-oss-callback-var: eyJ40m15X3Zhcil6lmZvciljYWxsYmFjay10ZXNOIn0=

User-Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.el5.x86_64/x86_64;2.5.4)
x-oss-callback: eyJjYWxsYmFjalVybCI6lJEyMS40My4xMTMuODoyMzQ1Ni9pbmRleC50dG1sliwgICJjYWxsY
mFja0JvZHkiOiJidWNrzXQ9JHtidWNrZXR9Jm9iamVjdDOke29iamVjdHOMZXRhZz0ke2VOYWd9JnNpemU9J
HtzaXplfSZtaW1IVHIwZTO0ke21pbWVUeXBIfSZpbWFnZUluZm8uaGVpZ2hOPSR7aW1hZ2VJbmZvLmhlaWdo
dHOmMaW1hz2VJbmZvLndpZHRoPSR7aW1hZ2VJbmZvLndpZHRofSZpbWFnZUluZm8uZm9ybWFOPSR7aW
1hZ2VJbmZvLmZvcmlhdHOmbXIfdmFyPSR7eDpteV92YXJ9In0=

Host: callback-test.oss-test.aliyun-inc.com

Expect: 100-Continue

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: text/plain

Authorization: 0SS mlepou3zr4u7b14:5a74vhd4UXpmyuudV14Kaen5****

Test

o FEPOSTIEREIbodyh i iR BERIEH S

o

MR FETEPOST LZObject MM EIESE, callbackE#EFERMIHRPERKMM, ~EIMT:

--9431149156168

Content-Disposition: form-data; name="callback"
eyJjYWxsYmFjalVybCI6ljEwLjEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiO
iIXMC4xMDEUMTY2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt4
OnRhYmxIfSIsSImMNhbGxiYWNrQm9keVR5cGUiOiJhcHBsaWNhdGlvbi94LXd3dy1mb3JtLXVybGVuY29kZW

QifQ==

260
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o MRBHEXZSH, FeEERKcallback-varZEEWMEIREED, STEEXNSHHFTEEA
MR RBEEMI, WRAFPHEEXSEHISONFRRGIIMT:

{

"x:varl":"valuel",
"x:var2":"value2"

}
BB APOSTE KRR B A

--9431149156168

Content-Disposition: form-data; name="callback"
eyJjYWxsYmFjalVybCI6ljEwLjEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAiLCJjYWxsYmFjaOhvc3QiO
iIXMC4XxMDEUMTY2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt4
OnRhYmxIfSISImMNhbGxiYWNrQm9keVR5cGUiOiJhcHBsaWNhdGlvbi94LXd3dy1mb3JtLXVybGVuY29kZW
QifQ==

--9431149156168

Content-Disposition: form-data; name="x:varl"

valuel

--9431149156168

Content-Disposition: form-data; name="x:var2"

value2

B BY 8] LAE policydh M callbacki ik, MR AR FMcallbackE e, MR ZSHIR LERIE, WMTAR
/j_Ko

{ "expiration": "2021-12-01T12:00:00.000Z",
"conditions": [

{"bucket": "johnsmith"},

{"callback": "eyJjYWxsYmFjalVybCI6ljEwWLjEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAiILCJjYWxsY
mFja0hvc3QiOilxMC4xMDEUMTY2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkiL
CJjYWxsYmFja0JvZHIUeXBlljoiYXBwbGljYXRpb24veC13d3ctZm9ybS11lcmxlbmNvZGVkin0="},

["starts-with", "Skey", "user/eric/"],

]
}

SE3: KELREBEX
MBS LMY, OSSRIRIRAFER P icallbacksHcallback-var E XS, $HENSIUPOST
BRREGNARS .

POST /index.htmlHTTP/1.0

Host: 172.16.XX.XX

Connection: close

Content-Length: 181

Content-Type: application/x-www-form-urlencoded

User-Agent: http-client/0.0.1
bucket=callback-test&object=test.txt&etag=D8ES8FCA2DCOF896FD7CB4CB0031BA249&size=5&mimeType=te
xt%2Fplain&imagelnfo.height=&imagelnfo.width=&imagelnfo.format=&x:varl=for-callback-test

(Jik) ZR4: EREESE
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HPigEcallbackB#/5, 0SS¥ERBAFIZE W callbackUrlE XPOSTEEEREABEFPHNEARSE. NE
REB[KBIEEERZE, NRESFERIERNEBERBELEMOSSAREINIE, JlBSELETS L&EF%KKN
JIEOSSEI B4,

o EMES
BBREEOSSH, KARSAEXRHRIR,
FASAMBERE LSRN

authorization = base64_encode(rsa_sign(private_key, url_decode(path) + query_string+ ‘“\n’ +body, m
ds))

@ 388 Hdhprivate_keyA%A$A, RAE0SSHIEE, pathNEEIEROEEER, query stringhaE
WERE, bodyAENFARERIK,

BRTRAAUT=S:

i RBGERFHS: BREFEIRELE, MEFEENESFHSE. ME—TEER. KEMNE
ENENEESRA

i. REARZ: FAZPENGESZZFREHITES, EEHhashKE Amds5,
ii. EEZENERMbase64mis, BERENSE, FZMEMLABERHPauthorizationskd,
RN :

POST /index.php?id=1&index=2 HTTP/1.0

Host: 172.16.XX.XX

Connection: close

Content-Length: 18

authorization: kkQeGTRccDKyHB3HI9VF+xYMSrmhMZjzz[2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCES8OkQ
DjC3uG33esH2t™***

Content-Type: application/x-www-form-urlencoded

User-Agent: http-client/0.0.1

x-0ss-pub-key-url: aHROcDovL2dvc3NwdWJsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLn*

*kk——

bucket=yonghu-test

path’® /index.oho . auerv strina’® ?id=1&index=2 . bodvA bucket=vonghu-test . BREZER A
kKQeGTRccDKyHB3HIVF+XYMSrmhMZjzzI12/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCES8OkQDjC3uG33esH2txA=

o WIFER
WIFEZNERNAEZNT IR, ANARSHWIE, SRNT:

Result = rsa_verify(public_key, md5(url_decode(path) + query_string+ ‘\n’ +body), base64_decode(au
thorization))

FENAXESEZIEZTHMRER, Edpublic_keyS A%, authorizationSEIFLPHIEE, BENRIE
BENIEASAUTE:

i. B35 K EIX-05s-pub-key-urlsLZ 789 2 A URLIHEHE B base644m T8, E It EE XN Hiftbase64iE g
JEEREEIAEE, BD

public_key = urlopen(base64_decode(x-o0ss-pub-key-url3kH9{E))
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@ B8 A TRiFZoublic key2FHOSSHAER . APEERL x-oss-pub-key-url SLEJEMNIR
PA http://gosspublic.alicdn.com/ Z{#& https://gosspublic.alicdn.com/ FFk,

i. REbase64fRBEHMESZ
signature = base64_decode(authorizationskAY(&)
iii. REFERFRE, HESEE—K
sign_str=url_decode(path) + query_string+ ‘“\n’ +body
iv. BIFEE
result = rsa_verify(public_key, md5(sign_str), signature)

U ERRGIRIHBIIESE RN EIRE:

i. FREXBIAEAAIURLMINE, BN aHROcDovL2dve3NwdWJsaWMuYWxpY2RuLmNvbS9iYWxsYmFial9wdwJfa2
V5X3YxLnBlbQ== Zi¥base64f#iB/515%] http://gosspublic.alicdn.com/callback_pub_key_vl.pem |,

ii. 423 kKOeGTRccDKyHB3HOVF+xYMSrmhMZjzzI2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCES8OKQDjC3u
G33esH2txA== fif{base64#EtS (T AIFITENZER, TEERHBRBENER) .

iii. FESELFRHE, Blurl decode( “index.php” )+ “?id=1&index=2" + “\n" +
“bucket=yonghu-test” , HMMMD5#KL,

iv. WIFEZ,
o ARSI

T LAPYthon A, BERT—1MERMNNARSES, TZRBERIESENGE, RIFERE
M2CryptofE,

import httplib
import base64
import md5
import urllib2
from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
from M2Crypto import RSA
from M2Crypto import BIO
def get_local_ip():
try:
csock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
csock.connect(('8.8.8.8', 80))
(addr, port) = csock.getsockname()
csock.close()
return addr
except socket.error:
return """
class MyHTTPRequestHandler(BaseHTTPRequestHandler):
def log_message(self, format, *args):
return
def do_POST(self):
#get public key
pub_key_url=""
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uy:
pub_key_url_base64 = self.headers['x-oss-pub-key-url']
pub_key_url=pub_key_url_base64.decode('base64')

X RIFME 0SS

if not pub_key_url.startswith("http://gosspublic.alicdn.com/") and not pub_key_url.startswith("htt

ps://gosspublic.alicdn.com/"):

self.send_response(400)
self.end_headers()
return
url_reader = urllib2.urlopen(pub_key_url)
#you can cacheiit
pub_key = url_reader.read()
except:
print 'pub_key_url: '+ pub_key_url
print 'Get pub key failed!"
self.send_response(400)
self.end_headers()
return
#get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64')
#get callback body
content_length = self.headers['content-length']
callback_body = self.rfile.read(int(content_length))
#compose authorization string
auth_str="
pos = self.path.find('?')
if-1==pos:
auth_str =urllib2.unquote(self.path) + "\n' + callback_body
else:
auth_str =urllib2.unquote(self.path[0:pos]) + self.path[pos:] + "\n' + callback_body
print auth_str
#verify authorization
auth_md5 =md5.new(auth_str).digest()
bio = BIO.MemoryBuffer(pub_key)
rsa_pub =RSA.load_pub_key_bio(bio)
try:
result =rsa_pub.verify(auth_md5, authorization, 'md5')
except:
result = False
if not result:
print 'Authorization verify failed!'
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers|()
return
#do something according to callback_body
#response to OSS
resp_body ="'{"Status":"OK"}'
self.send_response(200)
self.send_header('Content-Type', 'application/json')
self.send_header('Content-Length', str(len(resp_body)))
self.end_headers()
self.wfile.write(resp_body)

rlace MVHTTPRarvar(HTTPRarvar):
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def __init__(self, host, port):

HTTPServer.__init__(self, (host, port), MyHTTPRequestHandler)

if'_main__'==__name__:

server_ip =get_local_ip()
server_port =23451
server = MyHTTPServer(server_ip, server_port)
server.serve_forever()

HEeEsRESERBBESLTE.
SDKiES iR
o TEhut: Java

Java o EBfTH%: BRESBIZ{T java -jar oss-callback-server-demo.jar
9000 (9000#5iEfTHIRO, TTLLBITIRE) .

o TEMht: Python

Python o BfTA%: MESEIZIEIT python callback_app_server.py , izfT
ZRRFHEELERSARIKE,

o TEhiit: Go
o BTk BERSEREADMEMd,

Go

o TEhat: PHP

PHP o &Bf773ik: BEE|ApachelFET, AAPHPAZESH R, M—LH
BABSERBTHRERE. FUTUSEG FRIEAERRER,

o TEhnt: NET

NET
° EBfTA%: #BERSE READMEmd .
o TEHbit: Node.js
Node.js )
o BEfTH%: MEESEREIEIT nodeexample.js .
o TEhiit: Ruby
Ruby

o J&{TA%: ruby aliyun_oss_callback_server.rb

L B5: ROERAER
N BR $5-28 1R [E] 0 7 £5 0SS,
REIRENEEKA

HTTP/1.0 200 OK

Server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

{"a":"b"}
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API B%&- X T 0Object#21F IR FME 0SS

@ 88 FIFPRSS 28K [E OSSH I R A Content -Lengt hiHeader, BodyA/NREEHBITT MB,

SR6: RE LEHLHR
OSS¥ RIS BEEMADRRILR .
IR [ 6 RS O AL -

HTTP/1.1200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

Connection: keep-alive

ETag: "D8ESFCA2DCOF896FD7CB4CB0031BA249"
Server: AliyunOSS

x-oss-bucket-version: 1442231779
x-0ss-request-id: 55F6BF87207FB30F2640C548
{"a":"b"}

@ 388
o R CompleteMultipartUploadiX #8153k, HIREIERAGbodvhZFERNS (FIEIXMLE
AWER) , FALLERRANEEEESRENbodyhHRAHII {"a"b"} , 7FEXTIMHIF
FIRTRLER
o MEEFLMK, MiRE203, $HRBA" CallbackFailed” , XHEELZMIN £ T 0SS, EEE
KW, BEREXKRRERROSSEEWEFRINENEME, AR FELNBRS %G WEEEIEK
({5120 R A AR 55 28R E B A B A 2JSONKE R )

7.1.11. RestoreObject

B FiRestoreObject # OfRAJA42EE! (Archive) 352344 (Cold Archive) B934 (Object) .

hiR 2322

Object (9B MRARTT AX N R R B 77 i £ B, A RestoreObject## N BRIAFRKRObject HRTARA, #RTTLUIE
1315 xE versionld 8 5 = K f# AR Object 18 EMRA.,

@ 68
e RestoreObject# O R EXF 3142 TR LB B Object, RER FArAERBRFEMIA DR D
Object,

o INEEXFiZ0bject F— )X iE FHRestoreObject#Z O, NE[E202,
o NRELMINIEAIIRestoreObjecti% [, HObjectE R %, BIXIEAIIRE200 OK,

BAT R

NF IR g E LIRS E R Object, IR FEELENObject, BRATRER. 1AL R MNObject RIRE NP
RIER, RVARELE R Object iIEBHUNTIER .

A B 5 E L AR X B M Object A TAR AR BT /B BPRSRIRT BT -
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1. Object#¥ITART &L F 18 /RIRA.
2. RR—IRBFKIERG, ObjectbFREEAFIRE.
3. RS IHTMMBIKESE, Object HENRIFIRAS, LLERTILAEEObject

X F AR E BN Object, BIRRSBINTFLE 24N, 24/ R EXiEHRestoreObject # O MR FRIR
SHITER 24N, —IXBERER A BEA7XRestoreObject # MXE R K 7R B IRIF L.,
BT LU T ENRIERE, —KiEHRestoreObjectiZE 5 E R K 7R NIRRT LAY E,

XFIRVAEE B Object, MUTLUEEMARMMMBAMER, MARMRENIR, REKA7TR. FE
RN ERNEFTHERE N ENT:

o Bt (Expedited) : FRRVNNHTHER,

o tnfE (Standard) : RR2~S/INESHRTHER, RAEANJobParametersTi s, MEIAA
Standard,

o #tE (Bulk) : RRS~T2ZNEHTHER.
4. BEIRSERE, Object BXIREE)SIFIRS.

T 27 BA

RSEBRIRPFENBEXEAUT:

o T RIFRSHObject RITRAKERME, SEEHERLIZER.

o MFERTRSERTR, EtHBABEEWREKIEREIZEA,

o MFNRBERE, Object XEIFRFRE, BRITHARFSWEEIRREIZEA.

HXREE

POST /ObjectName?restore HTTP/1.1

Host: archive-bucket.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

RS

iEONEEAHEKRL, ESER, BSRNAHLERL (Common Request Headers)

M o
BRBH
B Byt ERWIE ~EME R
ERBERER
RestoreReques e = RER BRR]
t = = * FT5 /= Days. JobParameters
Days Egid] = 2

KI5 RestoreRequest
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API 2% X T 0bject#21E

IR FME 0SS

B

JobParameters

Tier

O] Jiz Sk

B

X-0ss-0bject-
restore-priority

X-0ss-version-id

I OEE S A
B

o BRWLTFIR?

HRRG

FREB

iy

MEik, BSER, BS

POST /oss.jpg?restore HTTP/1.1
Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:28 GMT
Authorization: 0SS elUnnbm1rg****:y4eyu+4yje5ioRCr****

RERA

wHIE

R

Standard

wBIE

Standard

CAEQNRiBgMClj7gDOB
YilDQ5Y2QyMjc3NGZk
ODRIMT U5M2VKY2U3

MWRINGRh****

RSB )AY K B Object 2 R AR IRIE K

53

®

RIAMERNEEE., RERELIAY
EAFObject By A 4K,

MRARENobParametersig, M
RIRI LR BN AStandard,

RT5 M RestoreRequest

FH g Tier

fRERMSTER, BUEERUWT:

SR (Expedited) : FRR1

INEY R SERRRIR o

#rfE (Standard) : FER2~5/)
B N RRR R o

#tE (Bulk) : FER5~12/NITA

SRR .

KR H: JobParameters

it

[

RIEMER. RERELTFRRRS
898314 X B B Object B 4 B RIZF
.

ObJECtE{]H&ZKIDo /\Eﬁ*l/\Object;E
EMAR A BRZFR,

AHIMFH L (Common Response Headers)

268
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X RIFME 0SS

HTTP/1.1 202 Accepted

Date: Sat, 15 Apr 2017 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0OSS

x-oss-request-id: 5374A2880232A65C23002D74

o XFbTF AR LB Object iR R BRKIE K

R

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: 0SS elUnnbmlrg****:21qtGJ+ykDVmdy4eyu+N****

RERA

HTTP/1.1 409 Conflict

Date: Sat, 15 Apr 2017 07:45:29 GMT

Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

<?xmlversion="1.0" encoding="UTF-8"?>

<Error>
<Code>RestoreAlreadyInProgress</Code>
<Message>The restore operation is in progress.</Message>
<Requestld>58EAF141461FB42C2B000008</Requestid>
<Hostld>10.101.XX.XX</HostId>

</Error>

o Xt FRERASH A1 KB Object IR R MBIKIB K

R

POST /oss.jpg?restore HTTP/1.1
Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:29 GMT
Authorization: 0SS elUnnbm1lrg****:u606FMJnn+WuBwbByZxm1l+y4eyu+N****
<RestoreRequest>
<Days>2</Days>
</RestoreRequest>

IR 3745

HTTP/1.1200 Ok

Date: Sat, 15 Apr 2017 07:45:30 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

o XTRFNSHIQIFE AR Object IR R MKIF K
HRRG

SAYRRA: 20211029
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POST /coldarchiveobject?restore HTTP/1.1
Host: cold-archive-bucket.oss-cn-hangzhou.aliyuncs.com
User-Agent: aliyun-sdk-go/v2.1.0 (Darwin/17.5.0/x86_64;g01.11.8)/ossutil-v1.6.12
Content-Length: 99
Authorization: 0SS LTAI4FjmjjhjiYK6kMaV****:Gilx7TYHqTw+NQCJoOfKBHCYQ****
Content-Type: text/plain; charset=utf-8
Date: Tue, 21 Apr 2020 11:09:19 GMT
Accept-Encoding: gzip
<RestoreRequest>

<Days>2</Days>

<JobParameters>

<Tier>Standard</Tier>

</JobParameters>

</RestoreRequest>

RERA

HTTP/1.1200 OK

Server: AliyunOSS

Date: Tue, 21 Apr 2020 11:09:19 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5SE9ED45F093E2F3930318EAQ
x-0ss-object-restore-priority: Standard
x-0ss-server-time: 10

o I5xEversionld3k ## &35 E IR A B9 Object
& KR

POST /oss.jpg?restore&versionld=CAEQNRiBgMClj7qDOBYilDQ5Y2QyMjc3NGZkODRIMTU5M2VkY2U3MWRI
NGRh**** HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 06:50:48 GMT

Authorization: 0SS o3shiyktjw1****:2JND5qqlAlaAl/KLO4kBbGTw****

IR @745

HTTP/1.1 202 Accepted

Date: Tue, 09 Apr 2019 06:50:48 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS
x-o0ss-version-id: CAEQNRiBgMClj7qDO0BYilDQ5Y2QyMjc3NGZKODRIMTU5M2VkY2U3MWRiINGRh****

x-oss-request-id: 5CAC40C8B7AEADE017000653

SDK
3% O XS B2 B9 &5 = SDKI T -
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https://help.aliyun.com/document_detail/84846.html#t22292.html
https://help.aliyun.com/document_detail/88467.html#t22338.html
https://help.aliyun.com/document_detail/88515.html#t22378.html
https://help.aliyun.com/document_detail/88647.html#t22419.html

R IFfE 0SS API &%&- X FObject #£1F

o (C

o (C++

e NET

e Android

e 0S

e Node.js

BixE
HIRG HT T PIRASES HR
OPerationNotsib 400 E4RObject RSB, Object RRIRTS T |
NoSuchKey 404 BirObject R F7E,
RestoreAlreadylnPr 409 e ZmIhAAERestoreObject# O, BRFZIHEERITHRIRER
ogress £, BAEEERXRestoreObject,

7.1.12. SelectObject

SelectObject F X B#R3X 4 #4TSQLIER, IREIHITER.

@ 88
o IIRIEEREISZObject BILMNIR
o IFHHfTHY, ZAPLR[E206, MNRSQUEGIARIEM, HEMXEALE, NRIRE40051R,
o X TFSelectObject IINEEN A ES W L IER P HYSelect Object

BKIEE
BERIERS A CSV # JSON WM&,
e EXiBE (CSV)
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https://help.aliyun.com/document_detail/90491.html#t22458.html
https://help.aliyun.com/document_detail/103209.html#concept-90491-zh
https://help.aliyun.com/document_detail/91926.html#t22499.html
https://help.aliyun.com/document_detail/137816.html#concept-2150681
https://help.aliyun.com/document_detail/207730.html#concept-2056695
https://help.aliyun.com/document_detail/121368.html#concept-525793
https://help.aliyun.com/document_detail/106082.html#concept-ghk-xz2-4gb

API 2%- R EFM 0SS

POST /object?x-oss-process=csv/select HTTP/1.1
HOST: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: time GMT
Content-Length: ContentLength
Content-MD5: MD5Value
Authorization: Signature
<?xml version="1.0" encoding="UTF-8"?>
<SelectRequest>
<Expression>base64 encodefySQLIEH, laNc2VsZWNOIGNvdW50KCoplGZyb20ghb3Nzb2JqZWNOIHdoZX
JIIF80ID4gNDU=</Expression>
<InputSerialization>
<CompressionType>None|GZIP</CompressionType>
<CSv>
<FileHeaderInfo>
NONE|IGNORE|USE
</FileHeaderInfo>
<RecordDelimiter>base64 encodefy=FfF</RecordDelimiter>
<FieldDelimiter>base64 encodefJ=#F</FieldDelimiter>
<QuoteCharacter>base64 encodefyFF</QuoteCharacter>
<CommentCharacter>base64 encodefI=F#F</CommentCharacter>
<Range>line-range=start-end|split-range=start-end</Range>
<AllowQuotedRecordDelimiter>true|false</AllowQuotedRecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSv>
<RecordDelimiter>base64 encodef=F#F</RecordDelimiter>
<FieldDelimiter>base64 encodefy=FFF</FieldDelimiter>
</CSV>
<KeepAllColumns>false|true</KeepAllColumns>
<OutputRawData>false|true</OutputRawData>
<EnablePayloadCrc>true</EnablePayloadCrc>
<OutputHeader>false</OutputHeader>
</OutputSerialization>
<Options>
<SkipPartialDataRecord>false</SkipPartialDataRecord>
<MaxSkippedRecordsAllowed>
max allowed number of records skipped
</MaxSkippedRecordsAllowed>
</Options>
</SelectRequest>

e EXIEZE (JSON)
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POST /object?x-oss-process=json/select HTTP/1.1
HOST: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: time GMT
Content-Length: ContentLength
Content-MD5: MD5Value
Authorization: Signature
<?xml version="1.0" encoding="UTF-8"?>
<SelectRequest>

<Expression>

base64 encodefJSQLIEA, lNc2VsZWNOIGNvdW50KCoplGZyb20gb3Nzb2JqZWNOIHdoZXJIIF80ID4gN

DU=
</Expression>
<InputSerialization>
<CompressionType>None|GZIP</CompressionType>
<JSON>
<Type>DOCUMENT|LINES</Type>
<Range>
line-range=start-end|split-range=start-end
</Range>
<ParseJsonNumberAsString> true|false
</ParseJsonNumberAsString>
</JSON>
</InputSerialization>
<OutputSerialization>
<JSON>
<RecordDelimiter>
Base64 of record delimiter
</RecordDelimiter>
</JSON>
<OutputRawData>false|true</OutputRawData>
<EnablePayloadCrc>true</EnablePayloadCrc>
</OutputSerialization>
<Options>
<SkipPartialDataRecord>
false|true
</SkipPartialDataRecord>
<MaxSkippedRecordsAllowed>
max allowed number of records skipped
</MaxSkippedRecordsAllowed>
</Options>
</SelectRequest>

EXRTER

=k % stk
RTFSelectiE R B &5

—'+£ .

SelectRequest PE FHR:

Expression, InputSerialization

Vo =

RFFH: None

, OutputSerialization
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X RFME 0SS

B

Expression

InputSerialization

OutputSerialization

CSV(InputSerialization)

CSV(OutputSerialization
)

JSON(InputSerialization)

JSON(OutputSerializatio
n)

Type

&S

BMARFMESE (TTik)
F1
RF5 A SelectRequest

/= CompressionType, CSV. JSON

W FIINSE (k)

N

Fm: CSV. JSON, OutputRawData
& SelectRequest

¥

MACSVEIIER 24 (TJiE)

Fi5 = FileHeaderinfo. RecordDelimiter.
FieldDelimiter. QuoteCharacter,
CommentCharacter, Range

»

R/ InputSerialization

HWHCSVEIIE 24 (T]iE)

N
[t

1: RecordDelimiter, FieldDelimiter

o

i)
/M OutputSerialization

¥

’

BAJSONRIIE XS4 (TJik)

FT 4 Type. Range. ParseJsonNumberAsString

B HJSONBE R SH (T]ik)

F15 5 RecordDelimiter

EEHNJSONEIZEE . DOCUMENT . LINES

274
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B

OutputRawData

CompressionType

FileHeaderInfo

RecordDelimiter

FieldDelimiter

bool, EkiAfalse

&S

&S

B
5

=]

WHHEAGLHE (Tik)

=: None

/& : OutputSerialization

N

AN

[—]
~E
"
el
R

®

288

o RIEIE KI5 EOut putRawDatafg
B, OSSERSSimESIRIBIERPHIERIR DL
=

o RIEIE R AIEEOutputRawDat afEl
B, OSSHRFinsBaiERE—EiRE .,

o LB s EOUt putRawData N True
B, SR ZSQLKMEREEREZE, N
HT T Pi& 3K o] 88 & B #E IR [l B BY

IEECVXHLER (TE)
BUE:

e Use: ZCSVXHALER, TTMAACVIIZER
Select 9715,

Ignore: ZCSVXEBLER, BARTTHCVIIZER
Selecthiy%I& .,

None: ZX#HRBLER, ARIANE.

Fi & None
RFE=: CSV (FAN)

EEMITR, MBase6dmtd, BINMERN \n  (TE) .
REBHNERSARNER, UFHFHANSHERTR,
flanfE)avatpER \n RREAT.

F3 & None

R¥TR: SV (HWA. Bid) , JSON (i)

1ERECSVEIT BT, PABase64%mtd, BUINMER , (T
%) . REBANELFTA—DFER, UEREANSHE
xR, BlfElavahER , ®RRES.

F3 & None

R SV (A, W)
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X RFME 0SS

B

QuoteCharacter

CommentCharacter

Range

KeepAllColumns

EnablePayloadCrc

FREB

bool

bool

i

FEECSVHYSISFHF, PUBase64fwis, EIAE

AN (TE) , ECSVEPS|ISHEEITR, FIDRH
BRAEERFER, REGINELRI—TFR, UF
RFEVANSHER R, BliNTEjavadER \* FRR5IS,

FH=: None
RIEF=: CSV (FAN)

IEECSVEERR, LABase6d44min, BIAMEAZ (A%
BERN) .

EEEOXHIEE (t1E)  ZEHFRMENL:

@ #B  EFRangeEHBHHXHEES
select meta, select metai¥iEiss
Z (CreateSelectObjectMeta,

e I#{TE: line-range=start-end, flline-
range=10-20F /R E 1017 HF 2017,

e J%SplitEif: split-range=start-end, #lisplit-
range=10-20F /13 F 102 20 split,

HdstartflendigAinclusive, Ei&RFrange get
rangeS#H—H.,

{REXHYECSVEEJSON Type I LINESEYE
F = None

RFA: CSV (HIA) . JSON (#IAN)

IBEREERPEECSVIIBIINME (i, KINMER
false) , {B{X{X7Eselect BEHELUNISEE, FH
MWFINAZE, RELERPE—ITHEIERRBCSVIIRIR
FMNEEISHS ., FIaLATES:

select _5, _1from ossobject.

N EKeepAllColumns = true, RIE—HBE6FIEIE, W
IR[E LA T 4048 :

Value of 1st column,,,,Value of 5th column,\n

FT 4 None
RF5 & OutputSerialization (Csv)

EE N FramedhSE— P32 cre32RBE, FEFiHT
MUt M payloadBICre32E TR R B MRE,
F¥5 4 None

»

R = OutputSerialization

276
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API &F- X FObject#1/F

B

Options

OutputHeader

SkipPartialDataRecord

MaxSkippedRecordsAllo
wed

bool

bool

Int

i

M TIESEL,
FT = SkipPartialDataRecord,
MaxSkippedRecordsAllowed

»

RI = SelectRequest

EIREERFFLEECSVLER,
ZRiAfalse,
FT = None

R/ OutputSerialization

RBESREHIENTT. SzSHAfalsely, OSSERBEHR
KELT (ZIEZMnull) TARRE, HiZSHNtrue
B, ZTHEENAFATEMEEARS. HRS8THE
BiEENRABE THE OSSSIREFHFIELLE,

ZRiAfalse,

F3 & None

AN

R & Options

BERARIBHNBEINTH, SE—THERARNTE
SQLHAEREE  HEE—IIHESIHIERKXE
SkipPartialDataRecordATruely, ZiTHIESEMIT,
MEBEHTHBIIZSHANE, 0SSHEEIEAIEHIR
o

@ g  MEE—FRIECVT, HIE—F
PEESESESH  quoteTR, NOSSED HEIE
QEBFIRE, EANZEZRTEESHIIEANCVI
BRI, BZSHARRENEERMRENER

B, BRI FIEEBCSVITH,

2N 0,
F3 & None

»

RF5 4 Options
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B e i

BISONF T (BEHNZERE) BREFFHE, B
JSONFHZRHBITNSRMEBE, NREXREREBR
YREE, WEFRIZER, MEFTEHTHETE, W
PATESQLF cast i EEMME, Flanint, double,

bool decimal,

ERINE: false

Fi & None

ParseJsonNumberAsStri
ng

RFT=: JSON

EECGVARRESBHESISPIRTH.

FIIIE—FE AR "abc\ndef" (lb&\nA#E1T) , WiZE
=L E Atrue, Hiz{ERfalselt, selectsz#Fheader
AllowQuotedRecordDeli b [ rangeE’\]iES(, ﬂl&i%%{ﬂ“ﬁ&?ﬁ'ﬁ)ﬁ"ﬁiﬂo
) 00
miter ERINE: true
Fi & None

R A= InputSerialization

iR [E]Body
o HERIMMMPHTTP StatusE4xx, FIZIEREHBEIHENSQUEZRERE BRXEFNME, ROE
25 B 8Body 5 Get APIREIHIEEIRIER—H,

o HIERIMMPHTTP Status@5xx, RP|RF[/ABER, RENEIREZHEIMGet APIREIREIRE
/%\_ﬁo

o HIEKRALINIR[E 2066 :

o #header x-oss-select-output-rawfEAtrue, MEFREILERENREIE (MAEFrameB2EH) |
EPIHT R R Get AP XIREEUIRE.

o FEx-oss-select-output-rawty{E Rfalse, &EXRLERAFramefz iR [E,
o FrameMI4& =~ VersionlFrame-Tvpe | Pavload Length | Header Checksum | Payload | Payload Checksum<1 by

te><--3 bytes--><---4 bytes----><------- 4 bytes--><variable><----4bytes---------- >,

@ B8 Checksumi¥ A CRC32, FrameE G MESIILA K4S (big endian) , BVersionE#i
A1,

Frame Type

SelectObject 4> /gData Frame. Continuous FramelARKEnd Frame=fhKR[EHIFrame Type, FHERBESN
T%O

Frame- o
BR Typefs Payload#&z{ R
Data offset | data<-8 bytess BA&SelectiEKREINEE, HAoffsetRICIRERE.
8388609 } offset AHFTHIEMNE (MXEHLFBNRERE) , BEA8
Frame <---variable->

EH.
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LR :_r;prz;ea- Payloadi& =y R
Continuou ALUCIR M B UARESHTTPEE, MRZEHTESS
s Frame 8388612 offset<----8 bytes—> RRIEE%IE, NEE—Continuous Frame,
FRIRERLFPRS, FENZTHUAR TN HERE
l%\o
o offset AFMERENNERE.
e total scanned bytes AT IS HIEIER/N,
e http status code AREWALIELE
@ #m  EEstatus codef REETF
SelectObject A4 IE, EMEAXResponse
HeaderfB}{X4:38 7 & —Block, SIRE—
offset | total scanned Block##EFNSQLITES, M7ZEResponse Headerdh
bytes | http status code fiStatus k206, MBEMTHEIEIEL, BEE
End 8388613 | error message<-- EBE K Headerd fyStatus, N R EEFEEN Frame
Frame 8bytes-><--8bytes------ BEEARELNStatusREHEER .. WNEFIH
---><----4 bytes-------- MMEARLRS.
><-variable------ >

e error message NEFIRER, EEMEHRINTERE
BT

©) w8l  error messaget&I{ A ErrorCodes
.DetailMessage . HdErrorCodes@&a—1 5
ZZ /N ErrorCode, & ErrorCodeZBHESE
F. ErrorCodes#lDetailMessageZ [@A 4GS
(.) FBF.

A K
BBIIERSH CSV 7 JSON FpiE=,
o BEBIER (CSV)
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POST /oss-select/bigcsv_normal.csv?x-oss-process=csv%2Fselect HTTP/1.1
Date: Fri, 25 May 2018 22:11:39 GMT
Content-Type:
Authorization: 0SS LTAIJPLocAOfD:FC/9JRbBGRw402Qqdal246Px****
User-Agent: aliyun-sdk-dotnet/2.8.0.0(windows 16.7/16.7.0.0/x86;4.0.30319.42000)
Content-Length: 748
Expect: 100-continue
Connection: keep-alive
Host: host name
<?xmlversion="1.0"7>
<SelectRequest>
<Expression>c2VsZWNOIGNvdW50KCoplGZyb20gb3Nzb2JqZWNOIHdoZXJIIF80ID4gNDU=
</Expression>
<InputSerialization>
<Compression>None</Compression>
<CSVv>
<FileHeaderInfo>Ignore</FileHeaderInfo>
<RecordDelimiter>Cg==</RecordDelimiter>
<FieldDelimiter>LA==</FieldDelimiter>
<QuoteCharacter>lg==</QuoteCharacter>
<CommentCharacter>lw==</CommentCharacter/>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<RecordDelimiter>Cg==</RecordDelimiter>
<FieldDelimiter>LA==</FieldDelimiter>
<QuoteCharacter>lg==</QuoteCharacter>
</CSV>
<KeepAllColumns>false</KeepAllColumns>
<OutputRawData>false</OutputRawData>
</OutputSerialization>
</SelectRequest>

o HEHIIER (JSON)
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POST /oss-select/sample_json.json?x-oss-process=json%2Fselect HTTP/1.1
Host: host name
Accept-Encoding: identity
User-Agent: aliyun-sdk-python/2.6.0(Darwin/16.7.0/x86_64;3.5.4)
Accept: */*
Connection: keep-alive
date: Mon, 10 Dec 2018 18:28:11 GMT
authorization: OSS AccessKeySignature
Content-Length: 317
<SelectRequest>

<Expression>c2VsZWNOICogZnJvbSBvc3NvYmplY3Qub2JqZWNO0OclsgXSB3aGVyZSBwYXJ0eSA9ICdEZW1
vY3JhdCc=

</Expression>

<InputSerialization>

<JSON>

<Type>DOCUMENT</Type>

</JSON>

</InputSerialization>

<OutputSerialization>

<JSON>

<RecordDelimiter>LA==</RecordDelimiter>

</JSON>

</OutputSerialization>

<Options />
</SelectRequest>

SQLIEGIEN &AL

SQUEAJIEM|FRIXTL A SELECT select-list from table where_opt limit_opt ,

@ 8 Hth, SELECT. OSSOBJECT AR WHEREHN EEF RET X,

select_list: column name
| column index (f130_1, _2. {XCsvX B column index)
| json path (fl%s.contacts.firstname Xz FATEJSONSZfF)
| function(column index | column name)
| function(json_path) (1XEZFTEJSONIZfF)
| select_list AS alias

@ #B  XiFH9function’IAVG. SUM. MAX. MIN. COUNT. CAST (EUEEiaim#y) . EHb
COUNT/ZE R BER*,
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table: OSSOBJECT
| OSSOBJECT json_path ({REZFFJSONIZH)

FFCSVXH, tablehFAOSSOBIECT, FFISONX M (EIEDOCUMENTELELINES) , tableBAILATEOSSOBJEC
TIE$5%Ejson_path,
json_path: ['string'] (string&:8E=RIEE*, W5ISTUEE; FEMF.'string")

|[n] (RZR7EHHETESR, RTEnDITER, MOFFIR)

|[*] (EREHEHERZRH, REEEFTE)

| .'string' (string&&B=H/HE, WE|ISAIUERE)

| json_path jsonpath (json_path@I L%, FI40 [n].propertyl.attributes[*])

Where_opt:

| WHERE expr

expr:

| literal value

| column name

| column index

| json path ({XEZFAFIJSONXZ )

| expr op expr

| expr OR expr

| expr AND expr

| expr IS NULL

| expr 1S NOT NULL

| (column name | column index | json path) IN (valuel, value2,--.)

| (column name | column index | json path) NOT in (valuel, value2,--)

| (column name | column index | json path) between valuel and value2
| NOT (expr)

| expr op expr

| (expr)

| cast (column index |column name | json path | literal as INT|DOUBLE|)

eop: BFE>. < > <=, = =, ( LKE. +. -, *_ [, %UREFEE
| .

e cast: SWFE—/column, RAEcastpl—RpLa,

o BEFMLMtAERA: Select avg(cast(_1asint)) from ossobject limit 100 , E& X Z2#E7ERI100/THiHEE
—JFIAVGE., SMySQLRERIZESelectObject P B EKIZRIRE—THIE, RMNRERIRTERF
H B, SelectObjectlimit g5 FREREHNIT.

SQLiE ) BRI

SQLEAIRRFIIN T :

B XA 35 UT F-84R 83 I LA S AR GZIPE 48 S IUTF-8X K, GZIPX A3z #Fdeflateig =,
o (NEFHBMHER, AXZHHjoin. orderby. group by. having,

e WhereiIEAIERBEBSRAREM (e.g9. where max(cast(age as int)) > 100X M EARAIFH) .

o ZRMZRAMFIIEZ1000, SQLPRAFIZKERBEBIT1024FT,

o ELKEEGS, SIHFRESNPBEM, “MPERENH, RROHZSMERFH . UKEXFFEscapeXBF,
FTF¥Patternth 1% 455k F FFEscapell BB F &,

o EINIEGA®H, REXFFI024TEEM,

e Select/FH9ProjectionT] AR%IHZ, CSVFIRS| (U1, 2%F) , RERREERH, ABFRCASTERE, RZHF
HhxRiXR, Fliselect 1+ 2 fromossobject 2 RAFH,

282 MAYRRA: 20211029



TR IFME 0SS API 2% X T Object#21E

o IFHICSVREITREBIIN R K FRFEIIN256KB,

o #HY from fgjson pathig EBYSONR AT mA512KB, RAFENI0E, EHARNTENMESH
5000, selectPARwhere/5HZERMMERBEfrom/gjson pathXf M &,

o JSONXHHISQLE, select HEFwhereRMGHNRIAXN D ABEB " EIEBERFR, HABRFRELIErom
JE8json pathdr,  (fFlNselect s.contacts[*] from ossobject s2 AR FH], {ER2select * from
ossobject.contacts[*|2 T AY) .

® SQLERKIKEN16KB, whereFEFRENPMHHZREZ 20T, REAANRERZ10R, RERIERS1007,

HENTELE
IATFIZ T CSVRI R LE/THR A TR LT JSONFREF tKey, CSVHIR LTS R RITESQL, MAKRJSON R L
KeyR B RILEESQLEE RHHMIERELER A,
o CSVAYRLATIRAK TR LT
Y SkipPartialDataRecord;& B35 E s & HI& NFalseld, OSSEEHRKHFIER L Mnullskit ESQLp %
b5
ZiSkipPartialDataRecordf& E ATruely, OSSR ZITEIE. LY, MR
MaxSkippedRecordsAllowed K15 E 2 & 15 E AIE/NTF REEHI1TE, NOSS&i@iZhttp status coded &
End Framef9# iR E1400851%
2SQLA select _1,_3fromossobject , MCSVAIE—TTIREN "K/NEEER" ,
o ZSkipPartialDataRecordgE AFalsely, REIRNAA" K/ \n"
o ZSkipPartialDataRecord¥g E ATruelt, ZiTH Bk,

o JSONFRELE Key
FICSV—HE, JSONBYE LR o] gER B IESQLPHE EHIKey,
o ¥SkipPartialDataRecord;2 B %5 E el & HIE NFalselt, ILAFOSSEIBHERKHIKeyZ MNUllEI+ESQL
iy RIX

o INESkipPartialDataRecordAtrueld, OSSMI&RELIZISONT mBI4E . WH, R
MaxSkippedRecordsAllowedz #§ E 5 Z 5 € E/NTF 2R BITE, MWOSSE@EiZhttp status codess
HEnd Frameik [E] 40051 .

FlUNSQLA select s.firstName, s.lastName , s.age from ossobject.contacts[*]s , FE/NSONTI = A
{ “firstName” :" /\" , " lastName” :" K" },

o #SkipPartialDataRecordAFalses Kig R, %1 AMREMER{ “firstName” :" /N,
“lastName” :" 3K" },

o HSkipPartialDataRecord AT rueds M B %47 .
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@ 88 X TFSONREHURE D KeyBILLIE, Select)soniH 2 AEHJSON LINES, ) H 45 B chfKey
BEIRTHRNSHEE,
o HSQLA select * from ossobject-- BY, MEXREHNRBE—NISONKR ({...}) , WEEEER
E; ME*RA2—DSONNR (FIMNMRFRFEHELA) , WSFEA—1DummyKey _13k%E
/j_Ko
HEIEA{ "Age” :5) select * from ossobject.Age s wheres=5 , IFE*IMAIRNASAE—N

JSONST &R, HUREIMAAA{ “ 1" :5}, RIRSQLA select * from ossobject s where s.Age =5
, I NAIREFZ{ “Age” 5}, BURMHIRE,

o HSOLEBEMselect *MIRIEETHN, MRENASEIXA { Gl &, B2y :
&} o EPFINERAENT:
m Yselect higE T %A BIAlasE B Alias,
m R IZIE—DISONNRBEIKeydY, FHiZKeyfE A% L BIKeylE,
n NRZFZSONSANENTENHERRERE, BizdlEREFNES (MN1F
18) MLEBIE AL ERNkey,
HEHEA{" contacts” :{ “Age” :35, “Children” :[ “child1” , “child2” ,” child3"” J}}:

m HSQLA select s.contacts.Age, s.contacts.Children[0] from ossobjects , HTFAge2H
ANJSONSF & BKey, {EChildren[0]2#4AChildrenfE— 1 tx, EHEPE2E 7,
W 2" “child1” , ML R { “Age” :35, “ 2" " chid1"” },

m LSQLA select max(cast(s.Age as int)) from ossobject.contactss , T %5 E2EBSK
#, WMmAZIESEPNESIN RIS 7R RKey, WA “ 1" 35},

m WRIEE T Alias select s.contacts.Age, s.contacts.Children[0] as firstChild from ossobjec
t , MEHA{ “Age” :35, “firstChild” :" child1” },

o JSONXFISQLEKeyI ILEE 2 K/NSHUKEY, fltnselect s.Age Fselect s.age ARHI.

o CSVAYELETIRE R ITASQL
HOSVh R ETHHIBRRMSOLTIEENHEREARRN, ZTHESERR, M LEBEREMN, H
TAZFMaxSkippedRecordsAllowed &0, = AR TEEIE LIREY, OSSK4LIE 3% FiR[EI400,
HSQLA select _1,_3from ossobject where_3>5 , ECSVITA K, MEEE, AR N, BFE=FIR
EEHER, NHZiTHEBE,

o |SONhF tKey# AR ITAISQL

2 SOLA select s.name from ossobject s where s.aliren_age>5 , JSONTI 2 {"Name":"3%/\", "aliren_age"
AN, Mz R,

CreateSelectObjectMeta

CreateSelectObjectMeta APIF FIREX BARN AR BIITE, SBZIE (WFCSVXE) , LARSplits™ME, 0
RZERAREE, VSABEINXE, SHHERTVXGN LRER, EERAZAPNISRELRER
MABEFEEEN G,

@ e
e CreateSelectObject Met iR 1F & K& X iZ Object B SR,

o WNEIZAPHIITIER, IREI200, MR BRXEARRETECSVEEISON LINES 4, SEIEER
CSVA IR AF A BARCSVAILES, MR [E400,

284 > MHRA: 20211029



TR IFME 0SS API 2% X T Object#21E

o BEXIEE

o IFXIEE (CSV)

POST /samplecsv?x-oss-process=csv/meta
<CsvMetaRequest>
<InputSerialization>
<CompressionType>None</CompressionType>
<CSV>
<RecordDelimiter>base64 encodefy=FF</RecordDelimiter>
<FieldDelimiter>base64 encodefy=F%i</FieldDelimiter>
<QuoteCharacter>base64 encodefy=FEfF</QuoteCharacter>
</CSV>
</InputSerialization>
<OverwritelfExists>false|true</OverwritelfExists>
</CsvMetaRequest>

o EXRIEE (JSON)

POST /samplecsv?x-oss-process=json/meta
<JsonMetaRequest>
<InputSerialization>
<CompressionType>None</CompressionType>
<JSON>
<Type>LINES</Type>
</JSON>
</InputSerialization>
<OverwritelfExists>false|true</OverwritelfExists>
</JsonMetaRequest>

o EXRTER

AR e f#i

[

277632 Select csv Metaig RS Se,

CsvMetaRequest ] F# &= InputSerialization
RF5s: None
R7FR)E Select json metaiE RIB 2L,
JsonMetaRequest AR FTH /= InputSerialization
RXF A None
BMARIMESE (Tlik)
InputSerialization ] FT 4 CompressionType, CSV. JSON
R M : CsvMetaRequest. JsonMetaRequest

> MA4YRRA: 20211029 285



API B%E- X T Object 51

X RFME 0SS

AR

OverwritelfExists

CompressionType

RecordDelimiter

FieldDelimiter

QuoteCharacter

csv

JSON

bool

&S

P

EifitESelectMeta, BEEAEHIE. (W&, BilEfalse,
BN & Select MetaB FEMNE RG] )

FT=: None
R M. CsvMetaRequest. JsonMetaRequest

BEXMHEREXE (&) . BAAFHEIESR, BRMEEA

FT & None
R A InputSerialization

EECSVIRITR, LABase64fi. BINEA\n' (TILE) , R4
BRINERSAWNFH, UFHFHANSHERT, flnfE)aval
R \n&r 81T,

Fi = None

RIFH=: SV

IEECSVIINIER, PABase644mid, BRINMER , (TJiE)
REEANELRAA—NZER, LEFHANSHERR, Flin)java
BH , ®RES,

Fi & None

KREEH: CSV (AN, BiH)

EECSVHISI B ZR, MUBase6d4miB, TIAER " (TNE) .
FECSVHRSISAERTHR, JINRABHRAFEEEFR ., RHD
RIRELRAN—NFH, UFHHANSHERTR, fli)avaZr )
" FREIS,

Fi & None

T
RYTE: CSV (BAN)

EECSVEIAE,
F15 4 RecordDelimiter, FieldDelimiter, QuoteCharacter

hE]
R = InputSerialization

8 EJSONBI AL .
FHma: Type

hE]
R /A InputSerialization

286
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B i) R
{5 EJSONEE,
Type LS
&7%{E : LINES
e jR[@Body

#SelectObject 21il, CreateSelectObjectMeta APHELAFrametIfF =ik (M,

Frame-
/]
:gflj\ Type{E
Meta End 8388614
Frame (Csv)
Meta End 8388615

Frame (Json)

o HBIES

Payloadi& =

offset | total scanned bytes |
status| splits count | rows
count | columns count | error
message

<-8 bytes><------ 8 bytes-----
-><--4bytes><--4 bytes--><-
-8 bytes><--4 bytes--->
<variable size>

offset | total scanned bytes |
status| splits count | rows
count | error message

<-8 bytes><------ 8 bytes-----
-><--4bytes><--4 bytes--><-
-8 bytes><variable size>

5

kLR CreateSelectObjectMeta APIE
KLHPRES.

o

offset: S, HIWERITHIH
"%,

total scanned bytes: 8{i%#, &i&
L PURINESE TP AW

status: 4UE#H, mEHstatus,
splits_count: 4E%, Ssplit
rows_count: S{UEEH, SITH.
cols_count: 4f7#%, S5,

error_message: H¥HANEIRER. &
T2, Merror_messagen =,

FAsECHRCreateSelectObjectMeta APIg
KR,

o

offset: 8fUEE%, HIMLERIVHIS MY
1",

total scanned bytes: 8%,

EEEPOLENEE =P N\

status: MuEH, x&Hstatus,
splits_count: 4fi%¥%#, Ssplith
rows_count: S{UEEH, ST

error_message: H¥ANEIRER. &
ToiEi=, Werror_message A%,

R
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o #FIER (CSV)

POST /oss-select/bigcsv_normal.csv?x-oss-process=csv%2Fmeta HTTP/1.1
Date: Fri, 25 May 2018 23:06:41 GMT
Content-Type:
Authorization: OSS AccessKeySignature
User-Agent: aliyun-sdk-dotnet/2.8.0.0(windows 16.7/16.7.0.0/x86;4.0.30319.42000)
Content-Length: 309
Expect: 100-continue
Connection: keep-alive
Host: Host
<?xmlversion="1.0"?>
<CsvMetaRequest>
<InputSerialization>
<CSV>
<RecordDelimiter>Cg==</RecordDelimiter>
<FieldDelimiter>LA==</FieldDelimiter>
<QuoteCharacter>lg==</QuoteCharacter>
</CSV>
</InputSerialization>
<OverwritelfExisting>false</OverwritelfExisting>
</CsvMetaRequest>

o FEMIERK (JSON)

</JsonMetaRequest>
X R A
BEMRGIRELREE A AMERFESUTRAZ —NFRFBIEMtimestampEE!,

POST /oss-select/sample.json?x-0ss-process=json%2Fmeta HTTP/1.1

Date: Fri, 25 May 2018 23:06:41 GMT

Content-Type:

Authorization: OSS AccessKeySignature

User-Agent: aliyun-sdk-dotnet/2.8.0.0(windows 16.7/16.7.0.0/x86;4.0.30319.42000)
Content-Length: 309

Expect: 100-continue

Connection: keep-alive

Host: Host
<?xmlversion="1.0"?>
<JsonMetaRequest>
<InputSerialization>
<JSON>
<Type>LINES</Type>
</JSON>

</InputSerialization>
<OverwritelfExisting>false</OverwritelfExisting>

('20121201" as timestamp)&# 2012812818
T HEHMIRFER:

%L WA
YYYYMMDD FHH
288

X RIFME 0SS

Fltncast-
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= 8A

YYYY/MM/DD #/A/8

DD/MM/YYYY/ H/B/%E

YYYY-MM-DD #-A-H

DD-MM-YY H-B-%F

DD.MM.YY H.B.%#

HH:MM: SS.mss INEY o R D

HH:MM: SS INES R D

HH MM SS mss INES R B =R
HH.MM.SS.mss NG D R

HHMM INES S

HHMMSSmss N PR ERD
YYYYMMDD HH:MM:SS.mss FHB NS .ERD
YYYY/MM/DD HH:MM:SS.mss F/B/8 N2 B ED
DD/MM/YYYY HH:MM:SS.mss B/B /% NN S22
YYYYMMDD HH:MM:SS FRH N
YYYY/MM/DD HH:MM:SS F/B/8 N8R
DD/MM/YYYY HH:MM:SS B/B /% N5
YYYY-MM-DD HH:MM:SS.mss F-A-8 /NN 2R
DD-MM-YYYY HH:MM:SS.mss B-B-F /NS 2=0
YYYY-MM-DD HH:MM:SS F-B-8 /N2
YYYYMMDDT HH: MM: S5 FABAT/NE: R
YYYYMMDDT HH: MM: SS.mss FH AT/ 73420
DD-MM-YYYYTHH:MM:SS.mss B-B-FT/0\: 58528
DD-MM-YYYYTHH: MM:SS B-B-FT/0: 87
YYYYMMDDT HHMM FRBET/NEAH
YYYYMMDDTHHMMSS FAAT/NNHER
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Bt ki

YYYYMMDDT HHMMSSMSS FRHET/NNS R ERD

F-B-HT/NE: S8+N: 28, EFE-B-BT/E:2
fh-/NE b

ISO8601-0
XE+ R RN XERERBUTCHIE, -RRERE. X
XAMET AT FHIS08601-03k % R
F-A-BT/NE: 28D+ NE D8, HEE-A-BT/N
B 5 -/NBY P

ISO8601-1
XEBE+FR RN KERERBUTCHIE, -RRERHE. XD
B O] AIS08601-1kFE R

CommonLog 54n28/Feb/2017:12:30:51 +0700

RFC822 #INTue, 28 Feb 2017 12:30:51 GMT

?D/?M/YY H/B/E, B AYBIMIEE2ER

JD/2MIYY 7H:2M E;;;E//J\Eﬂ‘:ﬁ%qﬂ, 4B B /N T A S E 2
B/R/FE N8R, 1ta B AR/ A1

?D/?M/YY ?H:?M:?S HEUTET
g ~

HFUTHEIASIIEEY, REEEREERT, WMcast('20121201' as timestamp format 'YYYYDDMM )&%
20121201 RL2012E18 128,

B EEA
YYYYDDMM FHA
YYYY/DD/MM F/8/A8
MM/DD/YYYY A/B/E
YYYY-DD-MM F£-8-8
MM-DD-YYYY A-B-%
MM.DD.YYYY B.R.EF
ErrorCode

SelectObjecti&id LA T B fh 220 iR [E|ErrorCode,
o —HMIEMEMOSSIER—#E, EHTTPIN M HeadersE R [Ehttp status code, FEbodyEiR[EErorS A,
WERBRBEEFEPRENBASER (FIUNBMANSOLAER) , HEBENHIEER.

o S —fhErrorCode £ BodyIENd Frameth BiR[E], XFIF 58 & 2 Select Object b B HIEHT 72
o, RNEEHERAERIZMSOLALE (AINEE—TERARERHIINER—1F/FEH, BHSQLESRE
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ZIIREY) , BWENEEHIMECLBREHBRIZEE,E, Bhttp status codefi#E206,
HE T &MErorCodedr, H¥ErrorCode (flfinvalidCSVLine) TJ&ELAhttp status codedIFZiRE, thoJAE
#£End Frame fstatus codeik[E], PMaFh R EErrorCodeBUR F & £ IR BICSVITEN G BRI E,
Http
HTTP Status
ErrorCode iR Status Codein
Code End
Frame
JEEBISQLEEL,
InvalidSqlParameter BERPSQLAZHESOLKEB I R AEHESQLAZ 400 I
base644gH3
InvalidinputFieldDelimite RNCVHIRRR (BA) . 400 pe
r ZBHARRBase6smBA EMBEHNEEAT, :
InvalidinputRecordDelimi  JEFEBICSVITAIRRF (BA) . ZSHAZUBase644 400 %
ter BRERBEEEAT2. v
. JESRBICSY QuoteZEF (BIAN) . ZBHARZUBase64
InvalidinputQuote ERREREEEERT] 400 7
InvalidOutputFieldDelimi  JESEBICSVEIATRRAF (Hid) . ZSHARZLUBase644s 400 %
ter BRERBEOEEAT. :
InvalidOut putRecordDeli EENCVITRER (Fl) . ZS#HAEBase64sR 400 %
miter BRERBEEEAT2. :
UnsupportedCompressi JEiE8ICompressionS#f, ZSHEAR ENONES & 400 %
onFormat GZIP (A KRNEEX) , -
InvalidCommentCharact EEHCSVERFR . ZSHEARRUBasebt4mBIHE 400 =
er RBENERT, :
JEEB9Range S, ZSH A ZLUline-range=g{ & split-
InvalidRange range=fENRI%, HErangelEARZGARKFEHTTP range 400 7
e,
DecompressFailure CompressionS#2GZIPEfEEXW., 400 P
InvalidMaxSkippedRecor ) ,
MaxSkippedRecordsAllowedS# R 2 &, 400 x
dsAllowed
SelectCsvMetaUnavailab EE TRange2#, BEMRNRIZECSY metalt, LY 400 %
le Mi%Z%ciBF Create Select object MetaAPI, -
InvalidT extEncoding FRAZPAUTF-848%3 400 b
) [E8Y#8E 7 EnablePayloadCrc AT ruebA &
InvalidOSSSelectParame OutputRawDataXTruely, FASHIMR, BB 400 x

ters

=
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R FF#E 0SS

Http
HTTP Status
ErrorCode iR Status Codein
Code End
Frame
500g
InternalError OSSEZZ LB IR, 206_2% Joei & 500
SqlSyntaxError Base64f 1S /5 HISQLIEAEIR 400 7
SqlExceedsMaxInCount SQLAINEG B AR EHBBIZ1024, 400 x
SqlExceedsMaxColumnN
q SQL I EBE R AKER1024, 400 %
amelength
SqlinvalidColumnindex SQLHFlIndex/NF18& X F 1000, 400 %I
SqlAggregationOnNonN " "
d41A99reg SQLEP B A R M A IR ES P, 400 %
umericType
Sq.llnvalldAggregatlonO SOLEISUM/AVGE & i F 5 F #3455 400 %
nTimestamp
SqlValueTypeOfIinMustB
qivaluelyp . SQLEINEG A S RRXENIE. 400 x
eSame
SqlinvalidEscapeChar SQL LIKEiEf) tPEscapefI 2R A2 H %™, 400 I
SqlOnlyOneEscapecharls ¢ |\ eim e dEscape 2 KA T, 400 x
Allowed
NoCharAfterE
ag: OCharATterEscapet o\ | Kes56)thEscape /G R B HEscapeT . 400 x
SqlinvalidLimitValue SQL LimitiEa F M F/NF1, 400 I
SqlExceedsMaxwildCard N N . st
Count SQL LIKEIB A PiB R T & % M & KE. 400 %
SqlExceedsMaxCondition it
Cgunt SQL WhereiB 6] p R EXA MBI R AR, 400 %
SqlExceedsMaxCondition
D‘;pth SQL Wherei& ) PR AR B0 R BT B AE. 400 x
SqlOoneColumnCastToDif
d u " SQUEGDE—FIRCastRRFRE, 400 x
ferentTypes
SqlOperationAppliedTo SQLEH BTGP —MEERNAER N AR EENNR,
. Fan_coll > 3MNEEH P oI BEFRBEMSIRX N E 400 7z
DifferentTypes -
=R
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ErrorCode

SglinvalidColumnName

SqglNotSupportedTimest
ampFormat

SqglNotMatchTimestamp
Format

SgllnvalidTimestampVal
ue

SgllnvalidLikeOperand

SglinvalidMixOf Aggregat
ionAndColumn

SglExceedsMaxAggregat
ionCount

SgllnvalidMixOf StarAndC
olumn

SqllnvalidkeepAllColumn
sWithAggregation

SglinvalidkeepAllColumn
sWithDuplicateColumn

SqllnvalidSqlAfterAnalys
is

InvalidArithmeticOperan
d

SgllnvalidAndOperand
SqllnvalidOrOperand
SglinvalidNotOperand
SgllnvalidlsNullOperand

SqlComparerOperandTy
peMismatch

i
B

SQUIEA &R FIE HiZF| & FH AECSV #rHeaderd i
M,

SQL CASTIEAIIEE T NiE &g, Bz ARZHE.

SQL CASTIEEI IS E T EEE, EizEXFREn
EE&E TR ARTE,

SQL CASTiEA RIS EN BHEEX, BN EEE
B Tikcast AT AR AR,

SQL LIKEEEA P A ARSI Z T E 7 Indexsy & B 8951
ABFRBLEE, FERLFFE,

SQL SelectiZa P RN A AR ESRIEURIERESRIENT
&. Flindex,

SQL SelectiBFA P EBNRERIFBIRKAE.

SQL SelectiZa T EINEE*ARIIZ. Flindex,

SQLESEERIE, EffKeepAllColumns&#ATrue,

SQLEEEERSIE. FIZES], REtKeepAllColumnss
#ATrue,

SQLE N ERESBAE LA

SQLEEARBENAEFMNFLRENEEHET,

SQLPANDIREEZENF N EEXRX R EboolZEE!,
SQLFORBIEEZEN A NERIAXARboolZH
SQLNOT2/ER A7EIEboo B By FIX K .

SQLDhIS NULLREZBER 2

SQLP L RIRIENAER N REEENNR,

HTTP
Status
Code

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

Http
Status
Codein
End
Frame

I

I

%

I

I

%

I

I

%

I

I

%

I

%

I

I

%
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R FF#E 0SS

ErrorCode

SglinvalidConcatOperan
d

SglUnsupportedSql

i
B

SQLIPZRFEBERRME () ERERTEE.

SQLE A ERMMERBISQLITRIBE & KE,

HeaderInfoExceedsMaxSi  SQLIEE T #i i Header 8, HHeader5 R8I & AR
ze WHEE.,
OutputExceedsMaxSize SOLHMEARAS AL ERTRTEERAKE,

InvalidCsvLine

NegativeRowIndex

ExceedsMaxNestedColu
mnDepth

NestedColumnNotSupp
ortinCsv

TableRootNodeOnlySup
portinjson

JsonNodeExceedsMaxSiz
e

InvalidJsonData

ExceedsMaxJsonArraySiz
e

wildCardNotAllowed

CSVITRIEZEN (BEKEBIRAATNEKE) , 3&
kT B947 4GB :E MaxSkippedRecordsAllowed,

SQLOE A # A Indext{E R A 4L,

SQLHHSONBMHREBHMBIRKIE.

RENBMY (SEHANHE.) AIFECGVHSQLE,

HBJSONM Bz #57EFrom ossobject/Fis ERT R

4
=,

JSONMHEISQLEYIR TS mA/NEBE R VP& K 1E

JEEBYSONEHE (FBXARIEH) .

JSONMHHHISQLEYIR T R (I E M HAN TR M BE R
PN

JSONS#B9SQLEwild card *ABEH Hlselect & where
BIISONEME . #ltn selects.a.b[*] from ossobject
wherea.c[*]>0 ERX#EN.

Http
HTTP Status
Status Code in
Code End

Frame
400 x
400 I
400 I
400 I
2068 &
400 4008 &E T
400 x
400 x
400 I
400 x
4008&
206 T &E400
4008 &
506 Joi&400
4008 &
206 =& 400
400 I
4008 &
206 Jogi&400

N E MaxD
J:t"h” odeExceedsMaxDe oo\ x ik SQUIRH AR RIS A A
SDK
® Java
e Python

7.2. 9/ & (MultipartUpload)
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TR IFME 0SS API 2% X T Object#21E

7.2.1. InitiateMultipartUpload

{ERMultipart Uploadt&E X fE MEIRRT, B 5557 A InitiateMultipart Upload$# O K@ X OSS#I A — 1
Multipart Upload=14,
ERER

o FAEOSIRE—NOSSIREHRLENEBHE—MNUpload ID, BF#RiRA)XMultipart Upload=44, #&1]
PIARIBIX N DR &R XHIR/E, FandiEMultipart Upload, EiflMultipart Upload%
o ¥tafkMultipart UploadiEk, HAFINEZFERESEObject.

o IZEBEHEINEEZN, EERNM 2uploads Z| CanonicalizedResource 1,
BKIEE

POST /ObjectName?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Authorization: SignatureValue

BAEON, TUEEencoding-typesti& B4 R iKeytiTH .,
B Eyic) iR
BEXIRE K Key#{THES, BHEIXIFURLAE ., KeyfEFUTF-8FRF, {BXML

1.0MRER IR — LB 52/, FIAASCIHEMOZIT0MFRF . X FKeyth &
EXML 1.0tREAZFHERFEZR/F, oI B E Eencoding-typesTiRE &)

encoding-type = F&FEH Keyi# 17415
HNE: &
oliEE: wrl

Bk

#HatkMultipart UploadiEkEY, SZHEFHREBIHTTPiER L Cache-Control, Content-Disposition. Content-
Encoding. Content-Type. ExpirestAR LA x-oss-meta- FFLBIFAF BHE X Header, ELER, B2
DLPutObject o

B e biiipuy

IEEiZObject H THNMMANEFTH, BESER
S ILRFC 2616,

Cache-Control FRE

ZANE: X

{EEZObject H THNNER, ELSER, S MRFC
Content-Disposition FREB 2010

ZNE: X
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API B%E- X T Object 51

X RFME 0SS

B

Content-Encoding

Expires

x-0ss-forbid-overwrite

X-0ss-server-side-
encryption

X-0ss-server-side-data-
encryption

X-0ss-server-side-
encryption-key-id

EFE

FFE

i

FEEZObject i THINHNAHBIEX, BESER, S
TRFC 2676,

BNE:

WHEE, BAAZH., ESER, BSRRFC2616,
BUNME: &

#5E InitiateMultipartUploadi2E N 2 BB =EZ

Object, HB#rBucket&:FEF B EEZHIRAIZE

IR, x-oss-forbid-overwriteigskHeaderi& B %

¥, BNAFEERSZObject,

° RigEx-0ss-forbid-overwritesy &5 Ex-0ss-
forbid-overwritey falselt, RRAFBEZREZ
Object,

e iEEX-0ss-forbid-overwrited truelt, RRZILEE
[E4& Object,

& Ex-oss-forbid-overwriteid Kk Header& S 2 QPS4 12
HRETHE, MEERBARENRIEEE[EMAx-oss-forbid-
overwriteig>kHeader (QPS>1000) , BEHERE AR
¥, BREZmENLES,

B E L& iZObject Y& part BYE B IR S 2/ im N Z T3
E:v

BUE: AES256. KMSSSM4

D & FERAKNVSIEESS, GEEAFES
HEERSZKMS,

BERSHE, ERNLPSIRELSE, 0SSAX b
&M part#TMBRBEFME. HTHIZObjecthy, M
Lch&fE &x-oss-server-side-encryption, BiZ{ES#
WE I Object IMMBZ &%,

1EEObject IMBEE, HERIEEMILER, FBIObject
fEFAES256INZ &L, MIETY ZHx-0ss5-server-side-
encryptionAKMSE B,

BUYE: SM4

FRRKMSIEERN AP E5H,

ZBHIEX-0s5-server-side-encryptionfE AKMS A&
o
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X R EFfE 0SS

API &%&- X FObject #£1F

B

X-0ss-storage-class

X-0ss-tagging

Ui iz 7T 2%

i

fEEObject BITFMEEE,

S FAEEEFME LB Bucket, IR L&ObjectBisEZ
&, MR EE890bject 8 FMEAIEERIRE, FIANEIA
A fBucket & Object B, HIERHEEX-05s-
storage-classAStandard, MiZObject HIEFEA
StandardZ$8!,

B&E:

e Standard: FRAETEARE

° A {RHILIE

e Archive: 3t41E 104

® ColdArchive: R VARSTFHE

XTFEREBENESER, BERLGFREEENE,
IEEObject 94R%, TJEIEESNMRE, Fla:
TagA=A&TagB=B

@ B KeyflValueBE4H{TURLEE, MR
REE = , NEEValuehEZ/SE,

RS EBWEIM B AMUltipart UploadigRfE, SIREI—MXMUERBERR, ZiERIERNE SBucket, Key#l

UploadD=4 Tt &,

AR

Bucket

InitiateMultipartUploadR
esult

Key

Uploadld

S]]

iR

FA—"MMultipart Upload=#-89Bucket 7R,

RF5 4 InitiateMultipartUploadResult

{£7FInitiate Multipart Uploadissk4 RIS R,

A

FT = Bucket, Key, Uploadid, EncodingType
T

2T/ None

FIa— MMultipart Upload=E#-890bject 3R,

R/ InitiateMultipartUploadResult

KE—FRIR X Multipart UploadZE 481D, BEF/ELERE
HUploadPart#CompleteMultipartUploadi& .,

R /A InitiateMultipartUploadResult
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API B%E- X T Object #1F

X RIFME 0SS

B E it
EncodingType FRE
1
o EKR B

POST /multipart.data?uploads HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT
x-o0ss-storage-class: Archive

.

[

ISRIREI 4 R hRIMEANRE, MRBERNSHDIEE
Tencoding-type, BRREIMIZERESXSKeyiH1T4R3,

R/ InitiateMultipartUploadResult

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:/cluRFtRWMTZpC2hTj4F6TAG****

o IR[EI/RAB
HTTP/1.1200 OK
Content-Length: 230
Server: Aliyun0OSS
Connection: keep-alive
x-0ss-request-id: 42¢25703-7503-fbd8-670a-bda0leae****
Date: Wed, 22 Feb 2012 08:32:21 GMT
Content-Type: application/xml
<?xmlversion="1.0" encoding="UTF-8"?>
<InitiateMultipartUploadResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket> oss-example</Bucket>
<Key>multipart.data</Key>
<Uploadld>0004B9894A22E5B1888A1E29F823****</UploadIid>
</InitiateMultipartUploadResult>
SDK
e42 O Fr XS N A BB S SDKIN T
® Java
e Python
e (O
o (C++
e PHP
o C
o NET
e Node.js
e Browser.js
HixG
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FHIRT HT T PR iR
InvalidEncryptionAlgorit 400 15 E OSSR Z 28R BRAES256 . KMSEY SM4LASMENZE 75
hmError X,

£ EEE N part KL FNx-0ss-server-side-

InvalidArgument 400 encryptioniE kL,
InvalidArgument 400 BEEFMERNERSE,
REE LAY Va% ?E = 3 %{ A2
KmsServiceNot Enabled 403 FEAKMSIMZELN, REERFATEZHAEERS
KMS,
HiERBHeaderdh i x-0ss-forbid-overwrite=true
FileAlreadyExists 409 B, RRZELBEEEXMH. NMREFERE X, WK

EHZEEIR.

7.2.2. UploadPart

#IRt— M MultipartUpload/s, A UploadParti% Q4R &6 E 90bject 2 FuploadidK 3t (Part) k1&g
HUE.

EREN

o M UploadPartiz O _Lf&Part #4ERT, 75T InitiateMultipart Upload# O3k 3KEXOSSAR 5528 4 Ak BY
uploadid,

o MREAR—partNumber E& T #HBIEIE, WOSS_EEBMpartNumbersd B Part BB EE .
o OSSHMRSHRIK LRI Part IR HIMDSERAEET agskiREIL A F .
o NEIFMAInitiateMultipartUpload#Z OB, 55 7 x-0ss-server-side-encryptionidsksk, MEXS E1EH

Parti&ﬁ?]l]*’?ﬁﬂ FH1EUploadPart I iz 3k o3& [E]1x-0ss-server-side-encryptionsk, E{EXBHZPart 8%
WMZRE%, BESER, i§2MnitiateMultipartUpload,

ERIEX

PUT /ObjectName?partNumber=PartNumber&uploadid=Uploadid HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

BKTE
£ %m EEPIN sk
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APl B X FObject#51F IR FME 0SS

B £ BEWE iR

B LEENPart#HE — MR EN S
(partNumber) ,
EUE: 1~10000

B NPart B9 K/NR #9100 KB~5 GB,

@ 368 MultipartUpload=#-$ R &

artNumber IEE# =
P : = E—/NPartlblsh, EftParttiA/NGEA
FHZEF100KB, AAHERBTARE—
“MNPart, UploadPartiZ[0H A4 BRI
LfEPartli /N, REY
CompleteMultipartUploadBt A £#R5
uoloadid . - uploadidf F HE—4RiR L& EIPart /& F 4
P Y = Object,
=Bl
BRI

PUT /multipart.data?partNumber=1&uploadid=0004B9895DBBB6EC98E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otf****:J/IICFXEvPmmSW86bBAfMmUmM****
[6291456 bytes datal]

iR B 74

HTTP/1.1200 OK

Server: AliyunOSS

Connection: keep-alive

ETag: "7265F4D211B56873A381D321F586****"
x-oss-request-id: 3e6aba62-leae-d246-6118-8ff42cd0****
Date: Wed, 22 Feb 2012 08:32:21 GMT

SDK
1t 32 O P 3 R B9 =15 = SDKAN T -

e Java

Python
e (O

o (++

o PHP

o (C

e NET
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e Node.js
e Android
e i0S
BiRE
HIRG HT T PIRZSES R
NoSuchUpload 404 ok EEIDAREE,
InvalidArgument 400 #BHipartNumber§gE (1~10000) .
AT REFEENZERERPALIER, BPRXERNT
InvalidDigest 400 AT Content-MD5, OSSitH& EEHIENIMDSSAF LEH

MD5ER—E,

7.2.3. UploadPartCopy

B33 fEUploadPart i5 K9 E 58 _E 11— ME R sLx-o0ss-copy-sourceRF A UploadPart CopyiE, SLIMM—
M EFER Object 2 N EHEEK _LE— Part,

EREN

HEN—NATF1 GBHERN, »FfERUploadPart CopyBIAUHiTHE N, W RABE T B MEERE IUNFT
GBHI3 M4, E& M CopyObject,

fEAUploadPartCopy# A, BT FREIR:

o RAiF#E N LAAppendObject 5= & EObject,
o HfTUploadPart CopyHiiFEBucket # i1k #1 B #rBucket 31k 4 51 2 [F — Region,
o FHAZEN LEPart BIERT, WA4E A InitiateMultipart UploadiE k3K — N OSSIRE R M A B
Upload ID,
e #EiFHAInitiateMultipartUploadiZE OB, #§E T x-0ss-server-side-encryptionigksk, MEx HfEgPart
i&ﬁhﬂ’“éﬁﬂ #T‘UploadPartllr‘]F“ékqﬂJ‘)Zlilx oss-server-side-encryptionsk, H{&XBiZPart RS 22
WINZE%, #BES N InitiateMultipart Upload,

° MultlpartUploadEZRB?H—}: ANPartbASh, EfiPart K/INSREKXF100KB, AR HEREARE—
Part, UploadPartiZOHASIENRIE EEPartti K/, REHCompleteMultipartUploadB BHEA S48

AV o

R A 122 3l

UploadPart CopyBtik \—P EFFFEH) Object 89 M BTAR A % MR K L5 —PPart, SYPBT AR kx-
oss-copy-sourcedfff i versionld 8y F5&44, SLIMObject A9 ERAEITHE DL, HlRNx-0ss-copy-source :
/SourceBucket Name/SourceObjectName?versionld=111111,

@ 88 SourceObjectNameZ #4TURLEES . I S th ¥ 2K [ 4 # M Object fversionld : x-0ss-
copy-source-version-id,

IR KB Eversionld H# M Object B H BIMRA A MBRARIC (Delete Marker) , 0SS¥i&R[E1404 Not Found,
B335 Eversionld&# MM BRARICE, OSS¥iR[E400 Bad Request,

> MAYRRA: 20211029 301


https://help.aliyun.com/document_detail/111268.html#concept-hgg-3vb-dhb
https://help.aliyun.com/document_detail/133805.html#concept-1925841
https://help.aliyun.com/document_detail/94411.html#concept-ch3-ffg-4fb
https://help.aliyun.com/document_detail/31979.html#t4696.html
https://help.aliyun.com/document_detail/31992.html#t4712.html

APl B X FObject#51F IR FME 0SS

EXREX

PUT /ObjectName? partNumber=PartNumber&uploadid=Uploadid HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName
X-0ss-copy-source-range:bytes=first-last

ERk
BTBRAMNERL, UploadPart CopyisskohiBid TikiE R sk M AR Object Mk A% M EOSE .
AR e B

EIURMIE (BARETERR) .

X-055-COpy-source FRB SME: E
= . (W]

JEObject (£ ISEE ., FIUNEE
bytes=0~9, /¥ I0F X101
FR/.

ZUANE: X

o RIEEIZIERLE, RRIENE
“NEObject,

o LIETEIZIERAN, MREER

X-0SS-COpy-source-range Eofid) PR EEEN N KEMLR

¥ NBYEE, Fin: Content-
Range: bytes 0~9/44, RRE
PXHERERL4S, HRENRE
EA0~9,

o HIEEHTEARETH, N
¥ N E/NRObject, HERTEL
2 hig & Content-Range,

TR K HeaderfE Fi Fx-0ss-copy-sourceis E BB Object ,

B Bl R
MR RObject ET AGIEFN A P24
BETAGHES, NHITHEIURE; &
) - MRE412 HTTPEE IR (4%
X-0ss-copy-source-if-match FRB )
NE: &
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B i bizipu

R E ANBIET agEFIObjectBYET ag
AEEE, WEBERRHEXHE, FHiRE

X-055-copy-source-if-none- 200 OK; & MiR[E1304 Not

match FHE Modified,
HKINE: T
MEEANSHINNEETFHERE T
XAESLPRMERRETIE, WIEEEFRX
X-0SS-copy-source-if- . #, F#iR[E1200 OK; FNRME412
unmodified-since S precondition failed$&§i%.,
HINE: T

N R 15 E 88y (8] B F LR 2B &),
W IEREEXE, FHiRE200 OK;
&MJ3R[E1304 not modified,
X-0ss-copy-source-if-modified- e
since FRE KNE: &
BHEE: GMTESE), HI4nFr, 13
Nov 2015 14:47:53 GMT

BNl
o BERFH

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6EC98E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otf****:J/IICEXEVPMmMSW86bBAfMmUmM****
X-0SS-copy-source: /oss-example/ src-object
X-0SS-copy-source-range:bytes=100-6291756

N

HTTP/1.1200 OK

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 3e6aba62-1leae-d246-6118-8ff42cd0****

Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xmlversion="1.0" encoding="UTF-8"?>

<CopyPartResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5****"'</ETag>

</CopyPartResult>

e Ig5Eversionldi#{TUploadPart CopyHIis KRl
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PUT /multipart.data?partNumber=2&uploadld=63C06A5CFF6F4AE4A6BB3ADTFO1C**** HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 07:01:56 GMT

Authorization: OSS 6jftttmé6x6sanOewtgyk****:v/sJFtYvg7DTa4pJ2AMShZL/****

X-0Ss-copy-source: /oss-example/src-object?versionld=CAEQMxiBgMCOvs6DOBYilGJiZWRjOTRjNTgONzQ1
MTRiIN2Y1OTYXMTdKYjQO****

IR @74

HTTP/1.1200 OK

Server: Aliyun0OSS

Connection: keep-alive

X-0Ss-copy-source-version-id: CAEQMxiBgMCOvs6DOBYilGJiZWRjOTRjNTgONzQ1MTRiN2Y10TYxMTdkYjQO

*kkk

x-o0ss-request-id: 5CAC4364BTAEADE017000660

Date: Tue, 09 Apr 2019 07:01:56 GMT

<?xmlversion="1.0" encoding="UTF-8"?>

<CopyPartResult>
<LastModified>2019-04-09T07:01:56.000Z</LastModified>
<ETag>"25A9F4ABFCC05743DF6E2C886C56****"</ETag>

</CopyPartResult>

SDK

I3 O BT XY R A9 & 15 = SDKEN T
® Java

e Python

e (O

o (++

e PHP

o (C

e NET

Node.js
=R
fEiRTG HT TP iR

OperationNotSupported 400 Bucket 8928 A ArchiveB¥ifl FHUploadPartCopyi& M.

7.2.4. CompleteMultipartUpload
EBRBEHIEPant# LERME, S JUE B CompleteMultipart Uploadi# OREMEBNXHH S H E1&,

ERE

A CompleteMultipartUploadi®{ER, AP RFIREFFEERBIPartFIE (EiEPartNumberflETag) .
OSSR B FIERMPartfIEE, SF—KBIFESMPart iGN, MG HNPart IS TS, 0SSIGHEIX L
Part A& M — s E B Object
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o fHiAPartAY K/

CompleteMultipartUpload B SN R E— M Part LASMER B Part I K/NEFEH AT HZ T 100 KB, FHi&
ERFPRERHIPart 5 £ D E—MPartNumberflETag, BFUATE L&PartBY, BEFIHRT BEICRPantS
B, AREERER EEPatRINERSEIREIET aglE.

o LLIEiER
HF0SS4IECompleteMultipart UploadiE REF S5 —EREE, EXERNER, NREFIHES50SSZ
EEZE DR, OSSSBKELIZIERK,

e PartNumber

BR &34 7E 8 F Complet eMult ipart UploadiZ [ B4 & Xf Part Numberfii#k 3% ,

Part NumberEU{&E A 1~10000, PartNumbero] ARIELE, EHAFAFRHESI, N — P PartgJPart Number
21, FZAPartigPartNumbert] PAZ5,

e Uploadld

E—/NObject AT A BB R EHIUploadid, ZComplete—Uploadid/g, ItUploadid$ X3k, BiZ
Object t EfhUploadld R Z 01,

e x-0ss-server-side-encryptionigsk sk

IR FAIntiateMultipart UploadiZ OB, #§%E T x-0ss-server-side-encryptionigsksk, M7
CompleteMultipart Upload#y0 iz 3L iR [B]x-0ss-server-side-encryption, E{EZERi%ZObject B9 RS 88 1%
MEEE,

hR A 352

EFBRAEHINERT, BACompleteMultipart UploadiE O3k e M EAN X4 MultipartUpload, 0SS&
REANXHERE—BRAID, FH7EID N headerd PAx-oss-version-id 9 iR El

BXREX

POST /ObjectName?uploadid=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: Signature
<CompleteMultipartUpload>

<Part>

<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>

</Part>

</CompleteMultipartUpload>

BKZ# (Request Parameters)
i CompleteMultipartUpload## A&, TLAEidEncoding-typeXtiREl%E R iKey# 17415 .

5t

B x= T3
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X RFME 0SS

B

encoding-type

im Kk

B

x-0ss-forbid-overwrite

i ]

®

EEXNREIMKey#THmEE, BiTRXFFURLE,

Key(@EFRUTF-8F 4, EXML 1.0RERIFBAT— L4 2R/,

BIENASCIEBEMOEI 10MFRF, HKeyP B EXML 1.0/RERZIF
EHIF R, &TTLAEE$E EEncoding-typeXtiR B B9Key# 1T
i,

ZINE: &
BRE: url

iy

iR

fEECompleteMultipartUploadiZ2 eIt 2 HFE

=@ 0bject,

o RigEXx-oss-forbid-overwrites &5 Ex-
oss-forbid-overwrite falselt, ERADIF
B ER[&Object,

o IgEx-oss-forbid-overwrite s truelid, &R
FIFEEREObject,

@

o Y H#RBucket BRI EIIRZS
A FR" % "EfE" B, x-o0ss-
forbid-overwriteiskHeaderig &
I3, BfiFEEREObject,

e g Ex-oss-forbid-overwriteiEk
Header& SEIQPSAL IR M RET %,
MREERENRIEZZEHDx-
oss-forbid-overwriteis sk
Header (QPS > 1000) , T &
BRBANHTHA, B EN
W,

306
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B P BEWIE Py

EERTIIZHF UploadldE LEHNTE

Part,

o WMEIEE T x-0ss-complete-all:yes, NI
0SS£ %L FiUploadldB LEMFRE
Part, AFREBPartNumberfIFEHEFEHH
fTCompleteMultipartUploadig{E, #
fTCompleteMultipartUploadid i@ b & %46
WIEE LEHERENPart, RKBAFREES
CHFPart =M,

o WMEIEE T x-0ss-complete-all:yes, MR
RFBLEIEEbody, BNIRE,

* WNEIETE T x-0ss-complete-
all:yes, responsefIt& = RFRT,

iy

x-0ss-complete-all:yes FREB

IEOEBEDSHost, DateZARBERL, XTFARBRANTSER, EBNLLHTTPLEL,
ERTE
AR £t iR

{R7FCompleteMultipartUploadig s RN BH S

o
CompleteMultipartUpload Bew FEHE —AHE PartE
RER: X

Part i Ih L4&/5, OSSIR[EIHIET aglE.,
ETag FRSB N

RITm: Part
REFE LEPartiERHNEE.
Part PEd FHm: ETag. PartNumber

R¥5 = CompleteMultipartUpload

Part# H,
PartNumber BY QA part
0 R 75 &
B e i) iR
Bucket &R,
Bucket Fq‘-‘_ﬁ'%' An

RFH: CompleteMultipartUploadResult
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API &F- X FObject#1/F X RFME 0SS

B e iR

{R7FComplete Multipart UploadigsRs 269

B,
CompleteMultipartUploadResult B F¥ & Bucket. Key, ETag. Location

RF 5. None

Object £ S 8IZEEMNHIETag , ETagAF
#RR—Object IR A,

i@i¥ CompleteMultipartUploadis sk 8ll72 9
Object, ETagEREFT—EItEHMEMEIH
—&, ERRENBHMD5E,

ETag TS @ 83 ETagETUAF R EObject
NBERBREDN., FEMNERETaglERN
Object A B HIMD5RARIG HIE T &M,
RF A CompleteMultipartUploadResult
#rel#EObject BIURL,
Location & R g CompleteMultipartUploadResult
FelEOobjectE =,
Key FRB .

R CompleteMultipartUploadResult

EREREILERPHIBEANER, MREKRS
P35 E TEncoding-type, FRREINERS
EncodingType FRB SKey# 1T,

RTR: B

Z’]
o RIFBIRAILH
iRl
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POST /multipart.data?uploadid=0004B9B2D2F7815C432C9057C031****&encoding-type=url HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 1056
Date: Fri, 24 Feb 2012 10:19:18 GMT
Authorization: 0SS gnéqrrgxo2oawuk53otf****:8VwFhFUWmMVecK6jQIHIXMK/z****
<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A0784842780****"</ETag>
</Part>
<Part>
<PartNumber>5</PartNumber>
<ETag>"8EFDA8BE206636A695359836FEQA****"</ETag>
</Part>
<Part>
<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA14****"</ETag>
</Part>
</CompleteMultipartUpload>

IR @ 7R 4

HTTP/1.1200 OK

Server: Aliyun0OSS

Content-Length: 329

Content-Type: Application/xml

Connection: keep-alive

x-0ss-request-id: 594f0751-3ble-168f-4501-4ac71d21****

Date: Fri, 24 Feb 2012 10:19:18 GMT

<?xmlversion="1.0" encoding="UTF-8"?>

<CompleteMultipartUploadResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<EncodingType>url</EncodingType>
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com /multipart.data</Location>
<Bucket>o0ss-example</Bucket>
<Key>multipart.data</Key>
<ETag>"B864DB6A936D376F9F8D3ED3BBE540****"</ETag>

</CompleteMultipartUploadResult>

o EERARAEH
R
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POST /multipart.data?uploadld=63C06A5CFF6F4AE4A6BB3AD7TFO1C**** HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 223
Date: Tue, 09 Apr 2019 07:01:56 GMT
Authorization: OSS 6jftttm6x6s****:X|jBrYBYXDnxKdFMjOWYl6qu****
<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>"25A9F4ABFCC05743DF6E2C886C56****"'</ETag>
</Part>
<Part>
<PartNumber>5</PartNumber>
<ETag>"25A9F4ABFCC05743DF6E2C886C56****"'</ETag>
</Part>
</CompleteMultipartUpload>

IR 3745

HTTP/1.1200 OK

Server: AliyunOSS

Content-Length: 314

Content-Type: Application/xml

Connection: keep-alive

x-o0ss-version-id: CAEQMxiBgID6v86D0BYilDc3ZDIOYTBjZGQzYjQ2Mjk4OWVjYWNiMDLjYzhIN****

x-0ss-request-id: 5CAC4364BTAEADE017000662

Date: Tue, 09 Apr 2019 07:01:56 GMT

<?xmlversion="1.0" encoding="UTF-8"?>

<CompleteMultipartUploadResult>
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com/multipart.data</Location>
<Bucket>o0ss-example</Bucket>
<Key>multipart.data</Key>
<ETag>"097DE458AD02B5F89F9D0530231876****"</ETag>

</CompleteMultipartUploadResult>

SDK
132 O P 3 R B9 &35 = SDKAN T -

® Java

Python
e (O

o (C++

e NET
e PHP

o C

Node.js
Android

ARG
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AP B%- X T Object #1F

ATREHIREENEEHIRPIAHNER, AFRPRXE
SREFTT LIS Content-MD5, OSSH & _EEHUEHIMDSS
B EERNMDSER—H,

LiE KK Headerd#® x-oss-forbid-

X R 0SS
HiIR HT TP X738 iR
InvalidDigest 400
FileAlreadyExists 409

overwrite=true By, ERZ2BIEBEZERDIZXME., MREF
ERAXME, MRENZEIR.

7.2.5. AbortMultipartUpload

Abort Multipart Upload# 0 F FBUEMultipart Upload =4 F M BR X M B9 Part #(3E ,

AREI
@B AbortMultipartUpload# O 6, BT IREIR:
o REEEftMultipart UploadSE4-48 M fuploadid,

o EUE—MultipartUploadE 432, WRIBHELPantBRELE, BPALLREUEERIERTEM R

XEPart,

o EUE—MultipartUploadS#fE, BEZEBERuploadldiffEfaigfE, EL LERNPant MRt SRM

}/i\ o

o BINERBTEMSF LEHEBRESR L&, BNE LEERREMHARBENS S OREHZ @M

PR,
ERIBE

DELETE /ObjectName?uploadld=Uploadid HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

BXKITER
B xR ERWIE
uploadid FRE z

Ht B KRLFlNHost . Date, FBEBES M AHEHTTPLE Y,

]

o ERRHI

Delete /multipart.data?&uploadid=0004B9895DBBB6E**** HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 22 Feb 2012 08:32:21 GMT

P

Lty MultipartUpload=s
HHE—IRR,

Authorization: 0SS gnéqrrgxo2oawuk53otf****:J/IICEXEVPMmMSW86bBAfMmUmM****

o R[ERA
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HTTP/1.1204

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df****
Date: Wed, 22 Feb 2012 08:32:21 GMT

SDK
Le$E O Fr XY A S IE S SDKIN T
® Java

e Python
e (O

o (C++

o NET

e PHP

o (C

e Node.js
e Android

BizH
HiIR HTTP K713 iR

NoSuchUpload 404 Iuploadld RE7E

7.2.6. ListMultipartUploads

ifE A List Multipart UploadsiZ O 5 2 Fr A H T AIMultipart Upload=44, BIEXWIBHEIRRTR
(Complete) z&XAXIE (Abort) BIMultipart Upload=14,

BKIEX

Get /?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

£ %m s

BAF3object BIRHITHENZER. FIEIREEEEN
delimiter FEE AR B E Xt delimiter2fF Z BHIObject{EA—HTT
ZCommonPrefixes,

PR E IR EMultipart Upload B4R AN, BRIAE

-upload FR
max-uptoads RS #1000, £ A{EX1000,
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X R EFfE 0SS

API &%&- X FObject #£1F

B

key-marker

prefix

upload-id-marker

encoding-type

O] ¥z 7T 2%

B

EFES

EFE

i

5Supload-id-markerS# & &ER, ATETRRELE

HRIRAE.

o MEXREHupload-id-marker2#, TWERETEE
FrBObject 2FREIF B2 5 KX Fkey-markerS#U{EH
Multipart Upload=4.,

o WNRIZE T upload-id-markers#, EWERDE
&

o FrBEObject ZFREIFELFE K Fkey-marker2£{EK
Multipart Upload=14,

o ObjectZ#RZ Fkey-marker2#{&, {EEZUploadld
tbupload-id-marker2#{& X fMultipart Upload
==t

FREIR[E B Object KeyziPAprefixfERBIER, T E=ER
prefix&if iy, REIRIKeyP NS prefix,

@ e AL REE R prefix2 H(7Y Bucket
MEIObject T ASTE (BT HLIE) |

Skey-marker2#f &R, ATEERESERNER
VA=
o MMEXRiEEkey-marker2£f, NOSSERBEupload-
id-marker2#{,
o MMBIZE T key-markers#, BHERTEE:
o FiBObject ZFRHF L F A Fkey-markerS4{EH
Multipart UploadZ44,
o Object&#&E Fkey-marker5#{&, {EZUploadld
tbupload-id-marker&#{E X BMultipart Upload
E =L

BEMNREINABHTRHRE, IEERBIZEE,
Delimiter. KeyMarker, Prefix, NextKeyMarkerflKey
ERUTF-8F%F, Bxml 1.0fREARTIFFET—LiR6F
FF, BIBIASCIHEMOZI 1O Z R, W FEAxml 1.04r4E
AZEFENESFFR, oJLUEE1EEencoding-typestiRE
f9Delimiter, KeyMarker, Prefix. NextKeyMarker#l
Keyi# 17458

BONE: &
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R FF#E 0SS

B

ListMultipartUploadsRes
ult

Bucket

EncodingType

KeyMarker

UploadldMarker

NextKeyMarker

NextUploadMarker

MaxUploads

IsTruncated

EFEES

EFEE

FRB

BY

WA F R B

i

{R7ZListMultipartUploadis R RN B,

FT = Bucket, KeyMarker, UploadldMarker,
NextKeyMarker, NextUploadldMarker, MasUploads,
Delimiter, Prefix, CommonPrefixes, IsTruncated,
Upload

AN

R = None

Bucket &R,

R M ListMultipartUploadsResult

IBRIREI LR P HBERNEE, MRBERSHPIEET
encoding-type, APiREIHZEESXTDelimiter.,
KeyMarker, Prefix, NextKeyMarkerflKeyiX £t & i#1T
g,

RF A ListMultipartUploadsResult

FRIEIRObject &,

R M ListMultipartUploadsResult

FRMEIRUploadldfE

RF5 4 ListMultipartUploadsResult

MERNEERESHER, WAERPELE
NextKeyMarkerst&, BT &R TRiEKAKeyMarker
&,

RF5 A ListMultipartUploadsResult

MBARREFREEPLER, WAIERPEES
NextUploadMarkerst &, BFERRETRIERS
UploadMarker{&,

RF A ListMultipartUploadsResult

IREHI R A Upload ML,

AN

RFF = ListMultipartUploadsResult

FRARIREIBMultipartUpload 4t 251 & 2 B AN,
EEEEMT:

° true: RERANREHRELIER,
e false (BIN) : BRAXREZRETEIMER,

R M ListMultipartUploadsResult

314
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API &%&- X FObject #£1F

B

Upload

Key

Uploadld

Initiated

B
BRI

Get /?uploads HTTP/1.1
Host:oss-example. oss-cn-hangzhou.aliyuncs.com
Date: Thu, 23 Feb 2012 06:14:27 GMT

FRB

FRFEB

B

i

{R7FEMultipart UploadSB 45 BHE S,
FH = Key, Uploadld, Initiated

R M ListMultipartUploadsResult

#AMultipart Upload=448J0bject &R,

R Upload

@

OSSHIR[E 4 RIZFEObject BFRFHEF FHES, X
FRE—"0bject, Mz Uploadldiy= e FEHE
7,

Multipart UploadZ4489ID,
R A Upload

Multipart Upload =S4 #1ta 8988,

RF5 = Upload

Authorization: 0SS gnéqrrgxo2o0awuk53otfjbyc:JX75CtQqsmBBz+dcivnTkwBM****

iR 376
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HTTP/1.1200
Server: Aliyun0SS
Connection: keep-alive
Content-length: 1839
Content-type: application/xml
x-0ss-request-id: 58a41847-3d93-1905-20db-ba6f561c****
Date: Thu, 23 Feb 2012 06:14:27 GMT
<?xmlversion="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>o0ss-example</Bucket>
<KeyMarker></KeyMarker>
<UploadldMarker></UploadidMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadidMarker>0004B99B8E707874FC2D692FA5D77D3F</NextUploadidMarker>
<Delimiter></Delimiter>
<Prefix></Prefix>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated>
<Upload>
<Key>multipart.data</Key>
<Uploadld>0004B999EF518A1FE585B0C9360DC4C8</Uploadid>
<Initiated>2012-02-23T04:18:23.000Z</Initiated>
</Upload>
<Upload>
<Key>multipart.data</Key>
<Uploadid>0004B999EF5A239BB9138C6227D6****</Uploadid>
<Initiated>2012-02-23T04:18:23.000Z</Initiated>
</Upload>
<Upload>
<Key>oss.avi</Key>
<Uploadld>0004B99B8E707874FC2D692FA5D7****</Uploadld>
<Initiated>2012-02-23T06:14:27.000Z</Initiated>
</Upload>
</ListMultipartUploadsResult>

SDK
132 O P 3 R B9 =575 = SDKAN T -

7.2.7. ListParts

List Part s#E [0 A F 52445 EUpload IDEF B BB EL L& INPart,

o OSSHIREIL RILRPart SBFFH.,

316
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& 174 0SS APl &% X F0Object21E

o HTFMBEMoIAEHE, FrARHEREEA ListPartsix [E] 45 R AgPart NumberflETagEREMR ELR LA
IgyPart5l 3 .

BRIEX

Get /ObjectName?uploadld=Uploadid HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

s=E N
BEXRL
AR AHBEKRL, ELZER, BEMLAHLERL (Common Request Headers)

BREB# (Request Parameters)

B Pl w~BIE Biiipay

0004B999EF5A MultipartUploadZ4489ID,
uploadid FRH 239BB9138C62 n
E .
27D69F95 AR E
METEOSSI R R APart# 8.,
ZRINE: 7,000
=AE: 7,000

max-parts BH 1000

IBEListiEfuE, RBPart
Number#l B X FizS#Part 1%
part-number-marker B 100 G,

BOANE:

EEEEN AT TRD, EER
BEIEE, KeyEAUTF-8FFF, B
xml 1.0 A TR AT — L35 5
&, tbfascifEMOZEI 1082 R/F, Xt
FKeybEExml 1.0(R R I

encoding-type FR S url EHIE%, STUBITHEEEncoding-
typeXdik[E B9Keyi# 174543 .
BAE: £

oikfE: url

O] iz Sk

WEOGERARIMNL, FSER, BN AHLIAL (Common Response Headers) o

i jc3E (Response Elements)
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API 2% X T 0bjectigfE

X RFME 0SS

B

ListPartsResult

Bucket

EncodingType

Key

Uploadld

PartNumberMarker

NextPartNumberMarker

MaxParts

IsTruncated

FHH

FRH

BY

BEFR B

wBIE

R

multipart_uplo
ad

url

multipart.data

0004B999EF5A
239BB9138C62
27D69F95

10

1000

false

i

{RTFList PartiB RE RN B8,

Fi5 4 Bucket, Key, Uploadid,
PartNumberMarker,
NextPartNumberMarker,
MaxParts, IsTruncated, Part

J=

*
ot

Bucket &R,

KR ListPartsResult

FEBAFIR B 45 R THRIDEA I
B, MBBERNSHPEET
Encoding-type, AP&XfiRE %R D
BIKey 1T,

-

RF5 4 ListPartsResult

Object&#R,

RF & ListPartsResult

Upload=4ID,

T ListPartsResult

*

AR List 5 R BPart Numberi2 447

o

I

AN

R M ListPartsResult

MERKEGHREISHMPER, WEE
Rhga s
NextPartNumberMarkerit&, F
FIRBBE T RiERE
PartNumberMarker{&.,

AN

R ListPartsResult

RENER PR ABIPart# 8,

RT5 & ListPartsResult

FREAZA IR B B List Part s 45 251 &

EEWER., “true” RRAKEE
IRE 2 ERE “false” FRAR
ELIRETLIER,

B%IE: true. false

RT5 /= ListPartsResult
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B

Part

PartNumber

LastModified

ETag

Size

B
BRI

BY

H4A

BHY

wHIE

R

2012-02-
23T07:01:34.0
00z

3349DC700140

D7F86A078484
2780****

6291456

i

REPatEENAS.

FER:
PartNumber,LastModified, ET ag,
Size

RT5m: ListPartsResult

FRRPart U=,

RIS ListPartsResult.Part

Part _Ef&BIEE],

AnH

RF5 /™ ListPartsResult.part

B _LfEPart R A MIET ag,

RT s ListPartsResult.Part

2 _Ef&EPart K/\,

RF & ListPartsResult.Part

Get /multipart.data?uploadld=0004B999EF5A239BB9138C6227D69F95 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 23 Feb 2012 07:13:28 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:4qOnUMc9UQWqkz8wDqD3lIsa9P8=

iR 8745
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HTTP/1.1200
Server: AliyunOSS
Connection: keep-alive
Content-length: 1221
Content-type: application/xml
x-oss-request-id: 106452¢8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT
<?xmlversion="1.0" encoding="UTF-8"?>
<ListPartsResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>multipart_upload</Bucket>
<Key>multipart.data</Key>
<Uploadld>0004B999EF5A239BB9138C6227D69F95</Uploadid>
<NextPartNumberMarker>5</NextPartNumberMarker>
<MaxParts>1000</MaxParts>
<IsTruncated>false</IsTruncated>
<Part>
<PartNumber>1</PartNumber>
<LastModified>2012-02-23T07:01:34.000Z</LastModified>
<ETag>"3349DC700140D7F86A0784842780****"</ETag>
<Size>6291456</Size>
</Part>
<Part>
<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z</LastModified>
<ETag>"3349DC700140D7F86A0784842780****"</ETag>
<Size>6291456</Size>
</Part>
<Part>
<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z</LastModified>
<ETag>"7265F4D211B56873A381D321F586****"</ETag>
<Size>1024</Size>
</Part>
</ListPartsResult>

SDK
132 O P 3 R B9 =575 = SDKAN T -

7.3. X PE#=EHI (ACL)
7.3.1. PutObjectACL

I8 FPut Object ACLER 1B XX f# (Object) BYiAIEARIE (ACL) . UW#EIERBBucket Ownerg X R#1T, B
HXJObject HIEENIR,
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R IFfE 0SS API &%&- X FObject #£1F

hiR 7322

A FPutObject ACLIE OB, BRIARBEIRE Object HHTARABIACL, o LUBIZIEEversionldSHKIZEIEE
Object fRAHBIACL, N5 Object B9%F R AR A S ERARIC (Delete Marker) , MOSS#§iR[EI404 Not Found,

ACLBA

PutObject ACLIE i@ iFPut iEK B x-oss-object-acl 3L3i% & Object ACL, HAEIObjectBiFM TMHFiAa)
PR,

B R

Object 2FAB &R, REZObjectiliOwneriiFiZ0bject BIZER IR, Hfth

ivat
private A PR B R IRIRIEZObject ,
ublic-read Object /A HiE%R IR, Object OwnerifiFiZ0bject IES PR, JEObject
P OwnerR A% Object §3EAX R ,
public-read-write Object2 SXB., iERFPEEXNIZO0bject ESHIR,
default Object BEE Fr7EBucket ANIE SR, BIBucket2HAMIR, Object#2{t
AR,
@ 308

e Object ACLL 54k = FBucket ACL, #luNBucket ACLZprivatefy, fmObject ACLE public-read-
writed, MErE R &R A ZObject BIA AR, BNfEiZBucket2FAHFBucket, IIREND
Object RiEEIIACL, MipEREEBucket ACL,

e Object 3L /FB11E Get Object . HeadObject. CopyObject#1UploadPart Copyt #I%t R Object
B93E; ObjectBBiE{EE#EPutObject. PostObject. AppendObject. DeleteObiject .
DeleteMultipleObjects. CompleteMultipart Uploadd & CopyObject Xf#Object 5,

o EIRTI LA TObject I BHRIER, 7E1EKRskt 5 _Ex-0ss-object-acl3kiZ &EObject ACL, MR
5PutObjectACLE ., ##NPutObject B¥7EE KLt Ex-0ss-object-acla] PATE EE—1
Object 895 B 1% & Ltk Object B9ACL,

ERIEE

PUT /ObjectName?acl HTTP/1.1

x-0ss-object-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

EKk
£ =] BN REUE ik

> MAYRRA: 20211029 391



APl B X FObject#51F IR FME 0SS

B xE BEBIE wBIE biiipay

18 E 0SSHIZObject B EIH TR,
B&E:

e default (2iN) : ObjectBIEFT
EFEE=EE IR,

e private: Object2FAERIR, R
BObjectABEMNENAFE
ZObject AR SNIR, HAtFF
EERIR#EIEZObject,

e public-read: Object2/AHIEE

public-read B, RBO0bjecttifBEHEFMIZN
R FPAEZObject MiEEMNIR, H
. F3 P R 5% 0bject #93ER
BIEIEFERZNR,

® public-read-write: Object @2
HiEERE. MERFES8EZ
Object BIES IR, HEEER
ZARR

XFHaNENESER, BEILE
FiE SR RACLEIRURIZ S ,

X-05s-0bject-
acl

FIFER

iy

WEOREEG S Host, DateFEAHERL, FESER, BENAHERL (Common Request Headers) o

Bl
o RFBBALH
BRI

PUT /test-object?acl HTTP/1.1

x-0ss-object-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: 0SS qnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZ****

IR @ 7R 45

HTTP/1.1200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0OSS

BB R RAEZH
ERRA
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TR IFME 0SS API 2% X T Object#21E

PUT /example?acl&versionld=CAEQMhiBgIC3rpSDOBYilDBjYTk5MmIzN2JINjQxZTFiNGIzM2E3OTIliODAQ****
HTTP/1.1

x-0ss-object-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 06:30:11 GMT

Authorization: 0SS qctg2ns3l8u51iu:UTsv3F7L34v+ECq52vURdCSV****

IR @745

HTTP/1.1200 OK

x-oss-version-id: CAEQMhiBgIC3rpSDOBYilDBjYTk5MmIzN2JINjQxZTFiNGIzM2E3OTliODAQ****
x-0ss-request-id: 5CAC3BF3B7AEADE017000624

Date: Tue, 09 Apr 2019 06:30:11 GMT

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

SDK

132 O BT XY R A9 & 15 = SDKEN T -
® Java

e Python

e PHP

e (O

o C

o NET

e Node.js

e Browser.js

HIRE
HIR HT T PR R
) EOFERAE A ZBucket Ownerzf#&Bucket OwnerxJObjecti&
AccessDenied 403 -
BIEENRIR,
InvalidArgument 400 ¥ EMx-0ss-object-aclE L ¥

7.3.2. GetObjectACL

if FH Get Object ACL#Z O 3REXTFf# =18 (Bucket) TE/NI {4 (Object) BIFENR (ACL) .
IR A2

B F GetObject ACLIE 1 BY, BAIAR BEIREXObject HBIMAMACL, XTI LUBIS 15 E versionldSHRIREE E
Object iR ABIACL, MR Object BIXT R AR A A M BRFRIC (Delete Marker) , WOSS¥i&R[E1404 Not Found,
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API B%E- X T Object #1F

R FF#E 0SS

@ 3B E—/Object ARIZETACL, NIiEAGetObjectACLEt, REHIObjectACLdefault, &
;RiZObject BIACLIEEEBucket ACL, BD#NERBucket B9if Bl R £ private, MiZObject B9if R RHE

private,

BRIEX

GET /ObjectName?acl HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

Ui iz 7T 2%

B

AccessControlList

AccessControlPolic
y

DisplayName

Grant

Owner

Bl
o RFABMRAES)
Rl

GET /test-object?acl

FFh

HTTP/1.1

?'H-\ s

12

FRACLERNERS.

N

R = AccessControlPolicy

{£77Get Object ACLERHBE,

N

R 7 None

BucketfiB&ENEM (BRMAF D) .

R¥5 M AccessControlPolicy.Owner

Object BACLIR.,
BYIE: private, public-read, public-read-write

An

R m: AccessControlPolicy.AccessControlList

BucketiiHZHIAFID,

AN

R A AccessControlPolicy.Owner

R%EFEBucketiiB & EENEEE,

RF5H=: AccessControlPolicy

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbh****

IR @ 7R 4

324
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X RIFME 0SS

HTTP/1.1200 OK
x-0ss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 253
Content-Tupe: application/xml
Connection: keep-alive
Server: Aliyun0SS
<?xmlversion="1.0" 7>
<AccessControlPolicy>
<Owner>
<ID>00220120222</ID>
<DisplayName>00220120222</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

o ESRARAEH
R

APl &%-

GET /example?acl&versionld=CAEQMhiBgMC1qpSDOBYilGQ0ZmI5ZDEyYWVKNTQwM]BiNTIiY2NjNmY3ZTVk

X HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Tue, 09 Apr 2019 06:30:10 GMT

Authorization: 0SS qctg2ns3l8u51iu:w4DK66Kb/OM9GJKdsrpNs8I1****

IR @ 7R 45

HTTP/1.1200 OK

x-oss-version-id: CAEQMhiBgMC1qpSDOBYilGQOZmI5ZDEyYWVKNTQwM]BiNTIliY2NjNmY3ZTVk****

x-0ss-request-id: 5CAC3BF2B7AEADE017000621
Date: Tue, 09 Apr 2019 06:30:10 GMT
Content-Length: 261
Content-Tupe: application/xml
Connection: keep-alive
Server: Aliyun0OSS
<?xmlversion="1.0" encoding="UTF-8"?>
<AccessControlPolicy>
<Owner>
<ID>1234513715092****</ID>
<DisplayName>1234513715092****</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read</Grant>
</AccessControlList>
</AccessControlPolicy>

SDK
It 32 1 P 3 Rz B9 =18 = SDKAN T -
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APl 8#- X T Object 21 IR IFME 0SS

e Python
e PHP
e (O
o NET
Hix®
HiZtE HT T PR BIRER R
AccessDenie You do not have read acl RERIERIR. ABBucket iIAHE L AR
q 403 ermission on this obiect GetObject ACL#E M3k 3KEXiZBucket TEA
P Ject. Object BIACL,

7.4. Bp&E¥ (Symlink)
7.4.1. PutSymlink

i A Put Symlinki% O A3 F 7 OSSEY B AR #4 (TargetObject) 23R EEHE (Symlink) , RO LUBIT iR EE#E
18T arget Object,

o {FAPutSYmlnkZEASIRREENASKREERXERESEFE. BNRXGEBRERTEEURBRERESE
BiFaRR,

o SymlinkE BHFEAR (ACL) R BERX4HIACHEE RS Get Object £ E EiH18) B AR A EIAPID 3
7.

o {FERPutSymlinkiZBY, T AX-0ss-meta-ARIRIISE, WM Auser meta, FlENx-oss-meta-
location, — Object AILAB LN EMNSEL, EERuUser meta@ XK/NRHERZII8 KB,

o INBRT, MRXEFRMUXGELREFE, HFEFHRNER, VWHFHHFAMNXEBEEESERENXYE, KN
AN [E1 200 OK,

hiR A< 452 )

RTTAEIS T arget Object B2 BB EEIZIE [T arget Object I BIAR .,

REFEARS MBS NEA, BPNARENRATLMERARETargetObject, IRAIDHOSSEINER,, 7

0ig i Headerth iR [a]x-0ss-version-id,

BKIEE

PUT /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
x-oss-symlink-target: TargetObjectName
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X R EFfE 0SS

API 2% X F0bjectigfE

B xE

x-0ss-forbid- FR
overwrite 2

=

x-0ss-symlink- FR
target S

X-0ss-object- FF

acl S

iy

Jali

iy

P

& EPut Symlinki& {E Y 2 &8 & [ Object,

o RigrEx-0ss-forbid-overwrited &g Ex-0ss-forbid-
overwrite A falsely, FRAFEZRZObject,

e i5EX-0ss-forbid-overwrite A truely, RREZILBERS
Object,

& Ex-oss-forbid-overwriteidkHeadera S E QPSR IBHAET
B, MEREBERENIRIEFTEEAxX-0ss-forbid-overwriteisk
Header (QPS>1000) , IBBEF AN, BEF NGNS,

@ 3B YBEHBucketdt FEF BN E EEMRARSIRE
B, x-oss-forbid-overwriteiE>kHeadernRE XL, BIRITFE
Z[@&0Object,

REEIEE QB BRX,

&i5E: mEMBREObject

e TargetObjectName[EObjectName—#f, FEXEHHITURLYE
(=

o IMEHEM BN E BN BE N IREERE,

5 E 0SS Object BYHI I B AR .
BUE:

o default (Bik) : Objecti&1EFTEfF i = B AV A AR .

e private: Object2FAERIR. LB ObjectHIBEEMENRAF
BiZObject IEERIR, HthHF 2GR IREIEZObject,

® public-read: Object 2 AHERIR, RBEObject NIABEEFIR
RAFBZObjectBIESNIR, HAttFF REZ0bject BYIER
R, BEIEFERZNR,

® public-read-write: Object EAHIEEREIR., IERF#EZ
ObjectBIREIR . HEEERZNE.

XFHARRNESER, BERETIESWRACLAMIRES,
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APl 8#- X T Object 21 IR IFME 0SS

B B BB WIE biiipuy

fEEObject B97FMEEE,

WFERFMEERDBucket, IR _EfEObjectiVIEELLSE, Wit
R EERObject B EME A ENEE, FIINEIAZEEBuckett &
f£0bjectB, NERIEEX-0ss-storage-classAStandard, MiZ
Object B#%Ff# A Standard,

B&E:

x-0ss-storage- = FF = o Standard: iRt
class &

o JA: {RSLIE
e Archive: VASTE4E

IAS ArchiveZ£ B B B Object K/NITR R E64 KB, M&1264 KBit
2it%, BIEFEAPutSymlinkiZEO i AE B 0bject 7ML RS
EAIAZEArchive,

XTHEHELBENELER, BEAFHEENE,

»

WiZEOXRFEG S Host, DateFEAHERL, FELER, BEMAHERL (Common Request Headers) ,

0 7 Sk
WEANESEAHMWMNL, ELSER, BERAHLI0ML (Common Response Headers)
Pl

o ERRH

PUT /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Content-Disposition: attachment;filename=o0ss_download.jpg

Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: 0SS gqnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2****= x-oss-symlink-target:
oss****

x-0ss-storage-class: Standard

N

HTTP/1.1200 OK

Server: Aliyun0OSS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: 0

Connection: keep-alive

x-0ss-request-id: 582131B9109F4EE66CDE56A5
ETag: "0A477B89B4602AASDECBSE19BFD4****"

o [RAIRFIERRA
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R TFME 0SS

AP B%- X T Object #1F

PUT /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 06:50:48 GMT

Authorization: 0SS o3shiyktjw16xw1:NVXXKiyUJ2tg07PxINinUOeO****

x-oss-symlink-target: oss.jpg
RERA

HTTP/1.1200 OK

Server: AliyunOSS

Date: Tue, 09 Apr 2019 06:50:48 GMT
Content-Length: 0

Connection: keep-alive

x-oss-version-id: CAEQNRiBgMClj7qDOBYilDQ5Y2QyMjc3NGZkODRIMTU5M2VkY2U3MWRiINGRh****

x-0ss-request-id: 5CAC40C8B7TAEADE01700064B
ETag: "136A5E127272200EDAB170DD84DE****"

SDK

Put Symlinki O B %3 R A9 15 = SDKIN T -

e Java

e Python
e PHP

e (O

o C

o (C++

e NET

e Android

Hixtg
EiRE HT TPIRSE

InvalidArgument 400

FileAlreadyExists 409

Filelmmutable 409

7.4.2. GetSymlink

18 Fl Get SymlinkiZ O 3R ER IR i 4% , LLRIFREX

R A 122 3l

iR
StorageClassBI{EREE,

iEKHeaderd#E® x-oss-forbid-overwrite=truefy,
EREILEEREXMN., MEXHEEE, WRE L

=xo

Bucket R EIEUIRZL TR AIPIREE, HEZHMIRE
BORLEHIE, RO EIRE,

XHZ BRI
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APl 8#- X T Object 21 IR IFME 0SS

GetSymlinkiZ O BIAKBUER SEIBBI H BT RA . RIFEITIE EversionldRIREUE ERA, N RREEZEDHBIAR
AABBRIRIE, 05SSR [E404 Not Found, 7E0M 7 headerdt iR [Ex-oss-delete-marker = true AR ARZID :
x-oss-version-id, MIRIRICRE XEBELHE, FitthEEREEEIE@AITarget Object,

BRIEZX

GET /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

i iz Sk
E4 Bt R
x-0ss-symlink-target FRB REEEIR @B BARX
al

o EKRH

GET /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEgJCZkcde60hZ9J****

N

HTTP/1.1200 OK

Server: AliyunOSS

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5650BD72207FB30443962F9A
x-0ss-symlink-target: oss.jpg

ETag: "A797938C31D59EDD08D86188F6D5****"

o 15 EversionldIREVER 515 893 KRB

GET /link-to-oss.jpg?symlink&versionld=CAEQNRiBgMClj7qDO0BYilDQ5Y2QyMjc3NGZKkODRIMTU5M2VkY2U3
MWRINGRh**** HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 06:50:48 GMT

Authorization: 0SS 03shiyktjw16xw1:LFKjDsA81MCTcBKV6h+Z/95f****

IR B 7R 45
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HTTP/1.1200 OK

Server: AliyunOSS

Date: Tue, 09 Apr 2019 06:50:48 GMT

Last-Modified: Tue, 09 Apr 2019 06:50:48 GMT

Content-Length: 0

Connection: keep-alive

x-o0ss-version-id: CAEQNRiBgMClj7qDO0BYilDQ5Y2QyMjc3NGZKODRIMTU5M2VkY2U3MWRiINGRh****
x-oss-request-id: 5CAC40C8B7TAEADE01700064D

x-0ss-symlink-target: oss.jpg

ETag: "40CF4D450730DCCD1AT8566FAE35****"

SDK
Get SymlinkiZ O Fr X3 BB ZE S SDKIN T :

e Java

e Python
e PHP

e (O

o C

o (C++

e NET

e Android
e i0S

e Node.js

HIRG

HIR HT T PIRZSHS R
NoSuchKey 404 NHEREFEE,

NotSymlink 400 REEAFRE,

7.5. #s% (Tagging)
7.5.1. PutObjectTagging

B PutObjectTaggingiZE N IREHFH TR (Object) WIIRE (Tagging) 8. NRIREFEA—AREX
(Key-Value) #RIZX R,

TEER
o HNObject ZRLHEIRBE10MRE, KeyRaEES.
o FPMKeyKEAREET128FRFF, B ValueKEARBEBITI256FFF,
o KeyflValueX# K/©NB,
o IENEEERNEBRANINEEE, HFE.

+-=._:/

H

BHUTHFS:
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APl 8#- X T Object 21 IR IFME 0SS

BITHTTP Headerf A R I BFRS AT PEESEEREZRN, BEENIRSHNKeyFValueitTURLH
o FMIRSERARESEHObject BLast-Modified By ia],
XFNRIRENELSER, BSLvsms,

hR A 322

B A PutObjectTagging#E O 8Y, EKIAZEObject HEIRANIFEZER . B oILUEI I8 E versionld S5k 1&
EEEObject RAMIREER . WMRObject BIXT R ARA M ERIRIE (Delete Marker) , MOSSKIR [E]404
Not Found,

BXREX

PUT /objectname?tagging
Content - Length: 114
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: Mon, 18 Mar 2019 08:25:17 GMT
Authorization: SignatureValue
<Tagging>
<TagSet>
<Tag>
<Key>Key</Key>
<Value>Value</Value>
</Tag>
</TagSet>
</Tagging>

BXRTE

B B3] EANE iR
mEEE.,

Taggin PN =2

9919 b = FHm: TagSet

REES,
KR A Taggin

TagSet N = 99ing
FH=: Tag
EES.

Tag ] & RF5 = TagSet
FH A Key. Value
IR,

Key FRHH & RTR: Tag
FHR: X
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API 2% X T Object#21E

X R 0SS
B ES
Value 2R
=Bl

o RFFEMRAIZH

ERFBRAZEFIBERLT, #HXIEFEMEZEbucketnamed #1933 K objectname,
(b 2JAMEE, REIREKINGEIRE200 (OK),

BERRA

PUT /objectname?tagging

Content - Length: 114

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: Mon, 18 Mar 2019 08:25:17 GMT

Authorization: OSS ***********:*********************

<Tagging>
<TagSet>
<Tag>
<Key>a</Key>
<Value>1</Value>
</Tag>
<Tag>
<Key>b</Key>
<Value>2</Value>
</Tag>
</TagSet>
</Tagging>

IR @74

200 (OK)
content - length: 0
server: AliyunOSS

X - 0ss - request - id: 5C8F55ED461FB4A64C00****
date: Mon, 18 Mar 2019 08:25:17 GMT

o EEHRAZEH

iy

TPUTIEKIEE{a: 1}

ERATHRAZRHNERT, #XEME=Ebucketnamed 3t R objectnametIig EIRA (BNERRHI P

Bversionld) , EIIPUTIERIZEE {age: 1817, HREIZE MR IN/EIRE 200 (OK),

R
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PUT /objectname?tagging&versionld=CAEQEXiBgID.jimWIxcilDQ2ZjgwODIlyNDkSMTRhNzBiYmQwYTZkMTY
zZjMO****
Content-Length: 90
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 24 Jun 2020 08:58:15 GMT
Authorization: OSS ************:********************
<Tagging>
<TagSet>
<Tag>
<Key>age</Key>
<Value>18</Value>
</Tag>
</TagSet>
</Tagging>

RERA

200 (OK)

content-length: 0

server: AliyunOSS

x-0ss-request-id: 5SEF315A7TFBD3EC3232B4****

date: Wed, 24 Jun 2020 08:58:15 GMT

x-0ss-version-id: CAEQExiBgID.jimWIxcilDQ2ZjgwODIyNDkSMTRhNzBiYmQwWYTZKMTYzZjMO****

SDK

PutObject Tagging#& A Xt R B =15 S SDKRBIAI T
e Java

e Python

e (O

o (++

o NET

e Node.js

7.5.2. GetObjectTagging
i F Get Object Tagging#& O 3KEXXI SR (Object) BI#RE: (Tagging) ER.

hR 2322

B FAGetObjectTaggingiZE O, ERIARAEIKENObject HHIRANIREZESE ., R LUEIS g Eversionld& 4]
SRIREUE E Object R AMIAREE R . IR Object BT R RA A M BRFRIE (Delete Marker) , MOSSIEIR[E]
404 Not Found,

EXREE

GET /objectname?tagging

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 20 Mar 2019 02:02:36 GMT
Authorization: SignatureValue
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https://help.aliyun.com/document_detail/122360.html#concept-727372
https://help.aliyun.com/document_detail/170106.html#concept-2512333
https://help.aliyun.com/document_detail/154383.html#concept-2404167

X R EFfE 0SS

AP B%- X T Object #1F

BEORBEAHLERL, XFAHEBERINESER, B

O] iz 3k

S AHERL (Common Request Headers) ,

WEONSEAHMMASL, XTFAHMELNESER, HSL AL (Common Response Headers)

Ui ¥z 7T 2%

BIR Eid]
Tagging ]
TagSet ]
Tag ]
Key FrEH
Value FREB

Bl
o RABIRAES

ERFBRAEZFNERT, SHFHS

P

mEES.

FH s TagSet

2B bucket name 1 89X Fobject name &2 GET 53K, FREXE!

{a:1}f{b: 2}IREE R . IREIREURIN/FIRE 200 (OK),

R

GET /objectname?tagging

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 20 Mar 2019 02:02:36 GMT

Authorization: 0SS qnéqrrgxo2oawuk53otf****:kZoYNv66bsmc10+dcGKw5x2P****

IR @ 7R 4
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API 2%- R EFM 0SS

200 (OK)
content - length: 209
server: AliyunOSS
X - 0SS - request - id: 5C919F38461FB4282600****
date: Wed, 20 Mar 2019 02:02:32 GMT
content - type: application/xml
<?xmlversion="1.0" encoding="UTF - 8"?>
<Tagging>
<TagSet>
<Tag>
<Key>a</Key>
<Value>1</Value>
</Tag>
<Tag>
<Key>b</Key>
<Value>2</Value>
</Tag>
</TagSet>
</Tagging>

o EERARAEH

EEAMRAERHNERT, $XE#E=Ebucketnamed 933K objectnameti8 EIRA (BNIERRF hay
versionld) &FZGETERES, 3K {age: 18}HIREER .. FREIRENALIN/EIRE 200 (OK),

BERRA

GET /objectname?tagging&versionld=CAEQEXxiBgID.jimWIxcilDQ2ZjgwODIyNDk5MTRhNzBiYmQwYTZKMTY
ZZjMO****

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 24 Jun 2020 08:50:28 GMT

Authorization: OSS ************:********************

RERA

200 (OK)
content-length: 161
server: AliyunOSS
x-0ss-request-id: 5SEF313D44506783438F3****
date: Wed, 24 Jun 2020 08:50:28 GMT
content-type: application/xml
x-oss-version-id: CAEQExiBgID.jimWIxcilDQ2ZjgwODIyNDk5MTRhNzBiYmQwYTZkMTYzZjMO****
<?xmlversion="1.0" encoding="UTF-8"?>
<Tagging>
<TagSet>
<Tag>
<Key>age</Key>
<Value>18</Value>
</Tag>
</TagSet>
</Tagging>

SDK
Get Object T agging# O I N 918 = SDKRBIAN T :
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e Java

e Python
e (O

e (C++

o NET

e Node.js

7.5.3. DeleteObjectTagging
i FDeleteObject Tagging#& O M kRIS EXTHR (Object) BIFRE (Tagging) E8.

R A 122 3l

i FlDeleteObjectTagging#&Z A6, FKIARBEMIPRObject HATIRAMIRZER . RO LUEE$E Eversionld&
HUR M kR 1S EObject IR ABIIRZE R . t1ER Object BIXT R AR A M BRFRIC (Delete Marker) , MOSS¥IR[E]
404 Not Found,

BKEX

DELETE /objectname?tagging

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: Mon, 18 Mar 2019 08:25:17 GMT
Authorization: SignatureValue

Bk sk

WZRONEEAHBERL, XFARBRLINELSER, BSMAHERL (Common Request Headers)
I iz Sk

WEANEE AWML, XFAHMNLNELSER, BERLAHLI0ML (Common Response Headers)
Pl

o RFBIRAIZH

ERFBRAZEHNIERT, #i3DELETEE KR T Fi# = B bucket name Xt K object name B & BIHRE
EE, OSSR IE REM R R P BT EIRE,

ERRA

DELETE /objectname?tagging

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 03:00:33 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otf****:kZoYNv66bsmc10+dcGKw5x2P****

IR @ 7R 45

204 (No Content)

content - length: 0

server: AliyunOSS

X - 0ss - request - id: 5CACOAD16D0232E2051B****
date: Tue, 09 Apr 2019 03:00:33 GMT
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APl 8#- X T Object 21 IR IFME 0SS

o ESRARAIZEH

EBARAZEEIFERT, BIIDELET B35 KMl iR 174% 2= B bucketnameh 3t R object name B B HIARE(S
B, MBRNEETNSREAS (BhiEkRFdiversionld) , OSSIERATLLERSHRHRAN RTINS
RE,

R

DELETE /objectname?tagging&versionld=CAEQExiBgID.jimWIxcilDQ2ZjgwODIyNDk5MTRhNzBiYmQwYTZk
MTYZZjMO****

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 24 Jun 2020 09:01:09 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otf****:kZoYNv66bsmc10+dcGKw5x2P****

iR 3745

204 (No Content)

content-length: 0

server: AliyunOSS

x-oss-request-id: 5SEF3165525D95C3338E8****

date: Wed, 24 Jun 2020 09:01:09 GMT

x-oss-version-id: CAEQExiBgID.jimWIxcilDQ2ZjgwODIyNDk5MTRhNzBiYmQwWYTZKMTYzZjMO****

SDK

DeleteObject T agging#& O X M AYZ1E S SDKRFIIN T
e Java

e Python

e (O

o (C++

o NET

Node.js
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X RFMHE 0SS APl & X FLiveChannelfi21E

8.%FLiveChannelf#&E

8.1. LiveChanneli&4p

R BT LAfSE FIRT MPHMSUIG B TSR EE L1 F10SS, BRI ERTXNB A MG, LETRELIE—
LiveChannel, VAZRERXS Rz B9H#E7R A,

B RTMPHMY _E & EMIAEIE B 7TA AT R :

o HBEERRTMPHERIA R, AZFHHA.

o WIREEMIR, BMSREI AH264,

o HMRETiEN, HERIHAAGER, HEXNBHMREBES.

o HhfiE RSTIEFHLSHMY,

e —“liveChannel@E it REEE— B Fin @ EIER.

8.2. RTMPHZ it & &4

AXNBRTMPHER I R ESZ MM,

~

@ 88  {XYBucket ACLAIEpublic-read-writelt, #RMit EEEEEATNEH, BEH%ES
OSSHJURLES Z 211,

RTMP3E 7 it ik

RT MPH#EA b 4R B A0 A rtmp://${bucket}.${hostVlive/Sichannel}?${params} , £
20 rtmp://examplebucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel ,

e bucket : BucketZFR, i1 examplebucket ., BXBucketSF ZMEBHNEZ(EE, BENFMHS
(Bucket) ,

e host : EBMIET mEndpoint, #I%0 oss-cn-hangzhou.aliyuncs.com , HXEndpointNEZER, 15
2 pEEEMEER L,
o live : RTMPHMXBIAppEZFR, OSSEEfEHlive,

e channel : channel&%R. BN test-channel ., HXchannelGF EMBHNESER, BS
IdPutLiveChannel,

e params : HRSE, SHITPERBIquery stringtEE, ¥ varA=valueA&varB=valueB ,

RTMPH#RZIFHIURLES
RTMPH#E R T IF B URLB M R AN T E R,

B H#ix

B EEMBIM3UBXHZ TR,

playlistName @ 8 EREIMIUBHEBIRIREM ${channel_name}/ &1

xR
271 o
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APl 8- % FLiveChannelB#ig/E IR FME 0SS

7tk B9 S5 22 20

FEZNHET IR LA rtmp://$fbucket}.$fhostl/live/Sichannel}?
OSSAccessKeyld=xxx&Expires=yyy&Signature=zzz&${params}

ERMU RSB MNP ZHSHRERNTRAR,

SHER R

0SSAccessKeyld 50SS HTTP&E & BJAccessKeyldi8 @,
Expires UnixBd i8] & .

Signature BEFHE,

params Hith2#., MENSHBFTELEIESE,

Signatured i+ &MU T,

base64(hmac-shal(AccessKeySecret,
+ Expires +"\n"
+ CanonicalizedParams
+ CanonicalizedResource))

Signatureit &N P RS HRIER N T RAR,
B R

R iBparam keyF B FHHEMBESH, 18X key:value\n .

@ i
o MESHANHA0, BBUTHAZE,
o S hARE S SecurityToken, 0SSAccessKeyld, ExpirelAR
Signature,

CanonicalizedParams

o g param keyRREHI—

&= A /BucketName/ChannelName , 41 examplebucket/test-

CanonicalizedResource
channel .,

8.3. PutLiveChannel

B RTMPHMY _EESMIAEIERT, WASERBIZEDRIZE—MlveChannel, iEBPutLiveChanneliEO4KiR
ERTMPHERHE, AR RS R B At it

@ 3B EIUERRE MU TR . B, R T URIEZLiveChanne B-& R K & 218 X 1018
1"5 QD lﬁ]ﬁ/ﬁ'{k:m ﬂﬁmﬂﬂi\ iﬁ.lt?ﬁuwvo

BRIEX
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PUT /ChannelName?live HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date
Content-Length: Size
Authorization: SignatureValue
<?xmlversion="1.0" encoding="UTF-8"?>
<LiveChannelConfiguration>
<Description>ChannelDescription</Description>
<Status>ChannelStatus</Status>
<Target>
<Type>HLS</Type>
<FragDuration>FragDuration</FragDuration>
<FragCount>FragCount</FragCount>
<PlaylistName>PlaylistName</PlaylistName>
</Target>
<Snapshot>
<RoleName>Snapshot ram role</RoleName>
<DestBucket>Snapshot dest bucket</DestBucket>
<NotifyTopic>Notify topic of MNS</NotifyTopic>
<Interval>Snapshot interval in second</Interval>
</Snapshot>
</LiveChannelConfiguration>

K3k

ZIR et B EWIE R
LRSS ObjectNameld
ChannelName PR = jr;,%iﬁzér;njmme?ﬁﬁg
SRML (/) .
BXRITE
B ESid] =BT ik

{R7FLiveChannel R BB,

LiveChannelConfigu e = F¥ 5 Description. Status. Target
ration

RER: &

LiveChannelJ#iRE R, RIK128%F,
Description PR & FHR: X

R/ LiveChannelConfiguration
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B £ BEWIE biiipay

{gELiveChannelBIR A,

FHR: £
Status W= GE & RT3/ LiveChannelConfiguration

BMIE: enabled. disabled
ZINE: enabled

REEEEENRS,

FT /= Type. FragDuration, FragCount,
PlaylistName

fali

Target a8

AN

RF5 /R LiveChannelConfiguration

fEE R R RE,
FHR: X
RI | Target

BXE: HLS

@ m
o IEfEXFNHISH, OSSSELER
BNt EEHM3usI 4,

m3usX RS EERIAH
FragCount Mts3 44,

o IEAEXRIANHLSE, EAHHEItsX

HE BTSRRI IAE

Type e = FragDuration?EfEE’\]E?ﬁ
Ja, OSSHTEE T — X
BB IR T — s SUEF; MR
max(2*FragDuration, 60s)/513
RULEIT— KM, 0SSHER
FITHRS BB OTRE S| RERE AL
B R,
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B £ BEWIE biiipay

HBTypeAHLSH, EEEMSXHENEE,
B B

FHR: &

R/ Target

BYESEE: [1,100]

BNE: 5

7|

FragDuration FRE&

@ #83  FragDurationflFragCount
HNBNERBEREHREEN A4

B, BETHGD—, UB—1HEDS
MIETE

HTypeAHLSH, BEMIUSXHFE Bt
HEINE.

FER: X
R M Target
BYESEE: [1, 100]

FragCount FR& HINE: 3

iy

@ %88  FragDurationflFragCount
NERNEBREEREDREEN A%
M, BETHP—, WE— 1 ESED

MIEE.

HBTypeAHLSE, 1EEEMBIM3uSIEHZ
o WAUA" .m3u8” LR, KEEEA[S,
128],

iy

PlaylistName FR&
R/ Target

BRINE: playlist.m3u8
BUEEE: [6, 128]

RESMEERESnapshot ETHIE .

FT5 5= RoleName, DestBucket.
NotifyTopic. Interval, PornRec

t
iy

Snapshot BEs

-

RI = Snapshot
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B B BEWIE iR

BATFsHaRRENARER, BEXE
DestBucket {1 5 X R @ NotifyT opick B &2
BIRR .

FER: &

RoleName FRB

iy

AN

KRR Snapshot

RS HE R BiRBucket, B3R5 Y #FIBucket
2B —"1"0wner,

DestBucket FRE FEE: X

iy

AN

RF A Snapshot

AT @A S mEERIESRIMNSH
Topic,

FHR: X

7|

NotifyT opic FRB

AN

KRR Snapshot

SAMEBEENEERE. IRZRERENEREZ
BXREM (117) , BAZERNERAEE,
B B

= ==
Interval HF & FEE: X

RF5/=: Snapshot

BYESEE: [1, 100]

Ui iz 7T 2%

B e 13

[

{R£fFCreateLiveChannelis R & RS 88,

CreateLiveChannelResult PE FT5 2 PublishUrls,PlayUrls

T
RETR: &

RIFHERMIEE S,

Publishurls b FIm: url

AN

RF /. CreateliveChannelResult
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B et iR
TR,
FER: X
RF /= PublishUrls
@
ut T o iR RMBSZMURL, MBucket ACLIE
public-read-write, NFHICHITEZ A TH
G
o ERUbIEERMEZMURL, fBucket ACLA
private, MFEEHTEZA OIiAE,
REBROI SRS,
PlayUrls Z552 FA: url
RF /= CreateliveChannelResult
Bt
url Py FHR: &

o]l
&R

PUT /test-channel?live HTTP/1.1
Date: Wed, 24 Aug 2016 11:11:28 GMT
Content-Length: 333

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

AN

KT = PlayUrls

Authorization: 0SS YJJHKOKWDWINLKXv:hvwOZ JRh8toAj3DZvtsuPgf+a****

<?xmlversion="1.0" encoding="utf-8"?>
<LiveChannelConfiguration>
<Description/>
<Status>enabled</Status>
<Target>
<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>
</Target>
<Snapshot>
<RoleName>role_for_snapshot</RoleName>
<DestBucket>snapshotdest</DestBucket>
<NotifyTopic>snapshotnotify</NotifyTopic>
<Interval>1</Interval>
</Snapshot>
</LiveChannelConfiguration>
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X RIFME 0SS

N

HTTP/1.1200

content-length: 259

server: AliyunOSS

x-o0ss-server-time: 4

connection: close

x-o0ss-request-id: 57BD8419B92475920B0002F1
date: Wed, 24 Aug 2016 11:11:28 GMT
x-0ss-bucket-storage-type: standard
content-type: application/xml

<?xmlversion="1.0" encoding="UTF-8"?>

<CreateLiveChannelResult>
<PublishUrls>

<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel</Url>

</PublishUrls>
<PlayUrls>

<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/test-channel/playlist. m3u8</Url>

</PlayUrls>
</CreateLiveChannelResult>

SDK

Java

8.4. ListLiveChannel

List LiveChanneliZ [0 F F %1 2645 E B LiveChannel,

BXRERX

GET /?2live HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

BXRTE

B g3l ERMIE R
e = BELERMmarkerz FIRFBHE
Marker FrRE A BB — TR
FRE It iR [E LiveChannel B9 X
Max-keys p = # ., max-keysBUEARBEXTF 1000,
- Ry [ )
ZRINE: 100
PR EIR [E B9 LiveChanne % A
i = prefixX{fEAFISR, ERERprefix®&
Pref : =
refix T 5, EEkey P HAES
prefix,
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X R EFfE 0SS

APl 8#- % T LiveChannelfi2/E

Ui iz 7T 2%

AR

ListLiveChannelResult

Prefix

Marker

MaxKeys

IsTruncated

NextMarker

LiveChannel

Name

E
S

i
B8

FRH

R

{27z ListLiveChanneliE R & R A,

FH s Prefix, Marker, MaxKeys.
IsTruncated. NextMarker, LiveChannel

RTRA: L

AREHEROFARIE.

FER: X
R & ListLiveChannelResult

A& ListLiveChannelB9i2 &,

FHR: X
R/ ListLiveChannelResult

M RER AR E & RNRKEE .
FHR: X

/\-H-E

R M ListLiveChannelResult

EBEREBIMBNER.

o true: RRARIBEREBIBRELHER,
o false: RIRARBERKREELIBLER,
J=H

N
df  df

5 : ListLiveChannelResult

¥

7

MEARKREHRELIER, IGRNERDIE
& NextMarkerstx, FBTHRIBIFETREXR
BMarkerfd,

FHR: X
RY A ListLiveChannelResult

RFREE M LiveChanne(E R KA,

FT 4 Name. Description, Status,
LastModified. PublishUrls. PlayUrls

AN

R A ListLiveChannelResult

LiveChannel8J& %R,
FHR: X

& LiveChannel
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B £ bizipu

.
Description G FhR: &

AN

RFF & LiveChannel

LiveChannelBIRAS,

FER: X

R A LiveChannel

BRUE:

o disabled: R ZHLiveChannel,
® enabled: F&7xjaHLiveChannel,

Status WEFRFH

LiveChannelEZ B W & 5 1& 48718,
I : 1508601

LastModified 2R
" R FHE: E

Vo=

RFF A LiveChannel

{R7ELiveChannelxy R BER UL B S 28

PublishUrls PaE Fim: url

R LiveChannel

LiveChannelxJ Rz B 7 bk

url F5E FER: &
R/ PublishUrls

{R7FLiveChannelJ Rz BB AU HE B 25 88 .

PlayUrls PaE FHm: Ul

KRF5 & LiveChannel

LiveChannelx$ Rz B9 & Ut HE
B %

&= PlayUrls

url TR ki

AN

-
hE]
R

R
BRI

GET /?live&max-keys=1 HTTP/1.1

Date: Thu, 25 Aug 2016 07:50:09 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJJHKOKWDWIN****:TaX+tlc/Xsgpz6uRugcbmUJs****
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iR @ 7451

HTTP/1.1200
content-length: 656
server: AliyunOSS
connection: close
x-0ss-request-id: 57BEA331B92475920B00* ***
date: Thu, 25 Aug 2016 07:50:09 GMT
content-type: application/xml
<?xmlversion="1.0" encoding="UTF-8"?>
<ListLiveChannelResult>
<Prefix></Prefix>
<Marker></Marker>
<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>channel-0</NextMarker>
<LiveChannel>
<Name>channel-0</Name>
<Description></Description>
<Status>disabled</Status>
<LastModified>2016-07-30T01:54:21.000Z</LastModified>
<PublishUrls>
<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/channel-0</Url>
</PublishUrls>
<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/channel-0/playlist. m3u8</Url>
</PlayUrls>
</LiveChannel>

SDK

e Java

e Python

8.5. DeleteLiveChannel

DeleteLiveChanneliZ O B F M kx 15 E B LiveChannel,

@ 88
o YUHZEPETFA[LveChanneBE A, MERIBERESLEM,
o ANEORSMERLveChannelRE , RSM BRI 4 89S 14,

BKIEE

DELETE /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

K3k

> MAYRRA: 20211029

349


https://help.aliyun.com/document_detail/124242.html#concept-995188
https://help.aliyun.com/document_detail/147366.html#concept-2366400

APl £ %X FLiveChanneltyi&/E IR IFME 0SS

WEOMGERATEKRL, ESER, B8N AHERL (Common Request Headers) o

i) 57 Sk

WROMNERARMMNL, ESER, BSNAHIIML (Common Response Headers)
Bl

B RRPI

DELETE /test-channel?live HTTP/1.1

Date: Thu, 25 Aug 2016 07:32:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjJHKOKWDWINLKXv:ZbfvQ3XwmYEE8O9CX8kwVQY™****

iR B 745

HTTP/1.1204

content-length: 0

server: AliyunOSS

connection: close

x-0ss-request-id: 57BE9F0AB92475920B0*****
date: Thu, 25 Aug 2016 07:32:26 GMT

SDK

Java

8.6. PutLiveChannelStatus

LiveChannelsA/EH (enabled) F1ZH (disabled) BiIRZS, & oTLAMERPutLiveChannelStatusiEO#E
MRS 2Z BT,

FEE

LiveChannelE1 TR EIN:

o LiveChannel&t FdisableddRZSE, OSSEZZ IR MiZLiveChannei#{THEREE, MR IEEMIZ
LiveChannel#if, BRAERNEFIESHEFINA (2810sEANER) .

o Y BXEFiEEZLiveChanneldER B, i8R PutLiveChannelStatusE 6] LiveChannelts o] LUK EE X
Statust9 B89,

o HEEPFixMiZLveChannel#ER T, RaEELiveChannelfRSE K A disabled, L%
FHPutLiveChannelSt at usg& # 8| ZLiveChannel,

BKIEE

PUT /ChannelName?live&status=NewStatus HTTP/1.1
Date: Tue, 25 Dec 2018 17:35:24 GMT

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

K3k
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X RFMHE 0SS APl & X FLiveChannelfi21E

B Eit) EENIE R
% & LiveChannelty
Status,
BRE:
NewStatus FRE = e enabled: BH
LiveChannel
e disabled: ZH
LiveChannel

BXREEOSRNEMAZLIFRL, BES RN AHLERL (Common Request Headers)

O] iz Sk

WROMGERARIMA L, FIEBES WAL (Common Response Headers)

Zy]
BRRH

PUT /test-channel?live&status=disabled HTTP/1.1

Date: Tue, 25 Dec 2018 17:35:24 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjJHKOKWDWIN****:X/mBrSbkNogM/JoAfRCOytyQ****

N

HTTP/1.1200

Content-Length: 0

Server: Aliyun0OSS

Connection: close

X-0ss-request-id: 57BE8422B92475920B00****
Date: Tue, 25 Dec 2018 17:35:24 GMT

SDK

e Java

e Python

8.7. GetLiveChannelinfo

GetLiveChannelinf o3% 0 B F 3K BUE ELiveChannel N B EE 2.
BKIBE

GET /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue
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APl 8- % FLiveChannelB#ig/E IR FME 0SS

ARk
WEANERAHBEKRL, BELER, BEMAHERL (Common Request Headers) o
0 iz Sk

WEORGERARIGMNL, ESER, BN AHLML (Common Response Headers) o
0 j 7T 2%
B E-Jid) R~EE i3

1#FGetLiveChannelinfoik [E]
ZERINAR,

LiveChannelConfiguration aee 54 FP = : Description,
Status. Target

RETR: I

LiveChannell9#EiR 58,

FhR: &

Description FREH test
RFA:
LiveChannelConfiguration
LiveChannelBPRSER.
FHR: &
R

Status B s enabled LiveChannelConfiguration
BYE:

® enabled: BRRZE
o disabled: ZRRE
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SHL7EHE 0SS APl £#- X FLiveChannelf#£1E

B B3] ~E R
{R#ELiveChannel &% A B & 1Y
=R,

FHR: Type.

FragDuration, FragCount.
PlaylistName

@ 08

FragDuration,

FragCount .

PlaylistName R 54
Target B Nz TypeBUE AHLSH 7 23R

IS

R
LiveChannelConfiguration

HTypeAHLSH, IEEHRE
BEAESE R,

Type e HLS FHHR: X

A

%

Qs Target

BYIE: HLS

YTypeAHLSEY, BT Pts
R,

FragDuration FR& 2

LHTypeAHLSEY, $EEM3u8
PR ARSI,

FragCount FRH 3 FHE: X

AN

R Target

YTypeAHLSH, $EELEME
m3u8XHHETR,

Rl E

= Target

PlaylistName FRH playlist.m3u8 F
2%
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Zn]
BRRH

GET /test-channel?live HTTP/1.1

Date: Thu, 25 Aug 2016 05:52:40 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWIN****:D6bDCRXKht58hin1BL83wxyG****

iR [0 745

HTTP/1.1200
content-length: 475
server: AliyunOSS
connection: close
X-0ss-request-id: 57BE8TA8B92475920B00* ***
date: Thu, 25 Aug 2016 05:52:40 GMT
content-type: application/xml
<?xmlversion="1.0" encoding="UTF-8"?>
<LiveChannelConfiguration>
<Description></Description>
<Status>enabled</Status>
<Target>
<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>
<PlaylistName=>playlist.m3u8</PlaylistName>
</Target>
</LiveChannelConfiguration>

SDK

8.8. GetLiveChannelStat

GetLiveChannelSt at3% O B F3KEUE E LiveChannelf9 R R SE R .
B KIBE

GET /ChannelName?live&comp=stat HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

O] iz 7T 2%
£ %m s
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SHL7EHE 0SS APl £#- X FLiveChannelf#£1E

B i B

[

{277 GetLiveChannelStatiR [E] 45 £
&8s,

FI & Status.
ConnectedTime. Video. Audio

RER: L

LiveChannelStat N

LiveChannel 4 g 93RS HEIR
FER: X
-
Status BEFHES R LiveChannelStat

BE: DisabledLiveldle

YStatusHlivedy, RRHFIEF %
Fiaf#ERNEE., txEER
ISO8601H X E R,

FHR: X

R5]
R LiveChannelStat

ConnnectedTime FRFB

YStatusHlively, R RHFHERE
FinagIPHitE,

RemoteAddr FREB FEHE X
i)

= LiveChannelStat

*

LStatus ALiveldy, FREMRER
TN

@ B Video. Audio®
2 HAFEStatus ALivelF 4 iR
[, {BStatusALivelt A—EiR
EXHmIEEE, fl, ZEFG
Video B B 42%E#E% LiveChannel, B4
REXEBWMEIE, XFER
ARIREXFHNER .

FH & Width, Heigth.
FrameRate. Bandwidth, Codec

KXY & LiveChannelStat

LR N EERE .
B GER

TRk
il

= Video

width FHH

\.N

»

5

> MHRA: 20211029 355



APl . X FLiveChanneltyig1E SR 0SS

B B3] iR
LSRN EESE,
BAL &R
Heigth FE -
R A Video
LB B9 MR
FrameRate ] FhR: X

RFE A Video

HHISURAIEE R,
B B/s

Bandwidth =
andwi FREB FHs E

AN

R/ Video

MR RESER,

Codec W Z R FEm: &
RFT=: Video

HStatusALively, REESMRER
HE=E,

@ #8  Video. Audio®
FBAFEStatus ALivelF 4 iR
B, {BStatusALivelt A—EIR
. @ﬁﬁA*ﬁ fi, B
Audio B ZyEiERLiveChannel, {814
EEEJE MIREIE, XRIER

ASREXHNEE

FHm: SampleRate,
Bandwidth, Codec

R LiveChannelStat

HETE R RAEE

SampleRate b FhR: Xk
RFA: Audio
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ZR ES:d] HR
HETEMREIBE,

@ 8 Bandwidth =4
TR/ MR &% E— B B (8] )9 B9
58, LiveChannelRI{]#2 2|
LivelRZSEY, REIHYBandwidth
Bandwidth FRB {EOJEERNO,

B{I: B/s

FPR: X

AN

R = Audio

LR ERIRIBE.
Codec W= E FHR: X

KR A Audio

Bl
o ERRHI

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:22:01 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJJHKOKWDWINLKXv:fOzwkAgVTVSO1VKLPIINQOJY****

RE 7RG 1

HTTP/1.1200

content-length: 100

server: AliyunOSS

connection: close

x-0ss-request-id: 57BESE89B92475920B002164

date: Thu, 25 Aug 2016 06:22:01 GMT

content-type: application/xml

<?xmlversion="1.0" encoding="UTF-8"?>

<LiveChannelStat>
<Status>Idle</Status>

</LiveChannelStat>

o ERRA 2

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:25:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJJHKOKWDWINLKXv:WeC5joEaRzfSSS8xKOtlo7TWT****

RE 7RG 2
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X RIFME 0SS

HTTP/1.1200
content-length: 469
server: AliyunOSS
connection: close
x-0ss-request-id: 57TBESF56B92475920B002187
date: Thu, 25 Aug 2016 06:25:26 GMT
content-type: application/xml
<?xmlversion="1.0" encoding="UTF-8"?>
<LiveChannelStat>
<Status>Live</Status>
<ConnectedTime>2016-08-25T06:25:15.000Z</ConnectedTime>
<RemoteAddr>10.1.2.3:47745</RemoteAddr>
<Video>
<Width>1280</Width>
<Height>536</Height>
<FrameRate>24</FrameRate>
<Bandwidth>0</Bandwidth>
<Codec>H264</Codec>
</Video>
<Audio>
<Bandwidth>0</Bandwidth>
<SampleRate>44100</SampleRate>
<Codec>ADPCM</Codec>
</Audio>

</LiveChannelStat>

SDK

Java

8.

9. GetLiveChannelHistory

Get LiveChannelHist ory#E [ F§ F 3£ BV E LiveChannel 897512 R . f# A GetLiveChannelHistoryiE R £ 4
R[5 E LiveChannel&ZIEB 10 R IC R

EXREE

GET /ChannelName?live&comp=history HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

0 Rz T 2%
B £l R
{&7FGetLiveChannelHistoryik [@] 45
EHEEE.
LiveChannelHistory N F¥5 4 LiveRecord
RER: I
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X R EFfE 0SS

API &#- % FLiveChannelfi2/E

B

LiveRecord

StartTime

EndTime

RemoteAddr

ZR']
BRI

GET /test-channel?live&comp=history HTTP/1.1
Date: Thu, 25 Aug 2016 07:00:12 GMT
Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

?-H-\ s

[

RE-RERCRERNSSH.

F M StartTime. EndTime.
RemoteAddr

RF5H=: LiveChannelHistory

HERFBEE, FHIS086014&8E

No
FPR X

AN

RFm: LiveRecord

R REE, {FRHIS086011&X &

RNo
FHR: X

R M LiveRecord

#mE P i IPH L,
FHR: X

R | LiveRecord

Authorization: 0SS YJJHKOKWDWINLKXv:pqgDBP8JXTXAytBoXpvNoZfo****

R
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HTTP/1.1200
content-length: 1892
server: AliyunOSS
connection: close
x-0ss-request-id: 57BE977CB92475920B0022FB
date: Thu, 25 Aug 2016 07:00:12 GMT
content-type: application/xml
<?xmlversion="1.0" encoding="UTF-8"?>
<LiveChannelHistory>
<LiveRecord>
<StartTime>2016-07-30T01:53:21.000Z</StartTime>
<EndTime>2016-07-30T01:53:31.000Z</EndTime>
<RemoteAddr>10.101.194.148:56861</RemoteAddr>
</LiveRecord>
<LiveRecord>
<StartTime>2016-07-30T01:53:35.000Z</StartTime>
<EndTime>2016-07-30T01:53:45.000Z</EndTime>
<RemoteAddr>10.101.194.148:57126</RemoteAddr>
</LiveRecord>
<LiveRecord>
<StartTime>2016-07-30T01:53:49.000Z</StartTime>
<EndTime>2016-07-30T01:53:59.000Z</EndTime>
<RemoteAddr>10.101.194.148:57577</RemoteAddr>
</LiveRecord>
<LiveRecord>
<StartTime>2016-07-30T01:54:04.000Z</StartTime>
<EndTime>2016-07-30T01:54:14.000Z</EndTime>
<RemoteAddr>10.101.194.148:57632</RemoteAddr>
</LiveRecord>
</LiveChannelHistory>

SDK

8.10. PostVodPlaylist

PostVodPlaylist## O B T A5 € LiveChannel & 5 — ™ R & AV ERG %R . OSSE=E NS ENBEE RN HZ
LiveChannelERE MBIt M4, HREFHEA—Tm3uBERIIE,

\E 0y N

BXRIEZE
POST /ChannelName/PlaylistName?vod&endTime=EndTime&startTime=StartTime HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

BRBH

360 MAYRRA: 20211029


https://help.aliyun.com/document_detail/124242.html#concept-995188

X RFMHE 0SS APl & X FLiveChannelfi21E
B it EBEWIE R
. = ?EZFELiVEChannel%ﬁR, "Lz
ChannelName FRE = LiveChannel% Fi 727 .
1B E 4 M BB RE&
PlaylistName FRB =2 BIEFR, WA
L “.m3u8” &R,
B EE SRR
StartTime B = i8], &=L AUnix
timestamp,
IEEE AL LR
8,
#&z0: Unix timestamp
) . -
EndTime BY = @ pm
EndTimes K F
StartTime, HBA¥E
BEAGEATIX,
=Bl
B KRl

POST /test-channel/vod.m3u8?vod&endTime=1472020226&startTime=1472020031 HTTP/1.1

Date: Thu, 25 Aug 2016 07:13:26 GMT
Host: test-bucket.oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS YJJHKOKWDWINLKXv:ABligvnLtCHK+7fMHLeRIOUn****

N

HTTP/1.1200

content-length: 0
server: AliyunOSS
connection: close

etag: "9C6104DDICF1A0C4DOCFD21F4390****"
x-o0ss-request-id: 57BE9A96B92475920B002359
date: Thu, 25 Aug 2016 07:13:26 GMT

SDK

Java

8.11. GetVodPlaylist

GetVodPlaylist# O f F & &1 E LiveChannelf£ 15 i BY 8] B2 W IER £ A BB T %

BRIEX
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APl 8- % FLiveChannelB#ig/E IR FME 0SS

GET /ChannelName?vod&endTime=EndTime&startTime=StartTime HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue

RS

B (= BBk iR

B

¥gELiveChannel&#. %

ChannelName FH B = LiveChannel T 7E
b'-‘-'?é\ JA2 A B =] y3
StartTime P a ?E/"%E_'lﬁ]tSX1¢E']ﬁ_§nHTIE—L|, LEWR
Unix timestamp,
EEEEtsXMHNLIENE, B
Unix timestamp,
EndTime BH = @ %8 EndTimesAATF
StartTime, HEEBEAREE
F1X,
BNl
BRRH

GET /test-channel?vod&endTime=1472020226&startTime=1472020031 HTTP/1.1
Date: Thu, 25 Aug 2016 07:13:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJJHKOKWDWINLKXv:ABligvnLtCHK+7fMHLeRIOUn****

iR B 7R
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HTTP/1.1200

content-length: 312

server: AliyunOSS

connection: close

etag: "9C6104DD9CF1A0C4D0OCFD21F43905D59"
x-oss-request-id: 57BE9A96B92475920B002359
date: Thu, 25 Aug 2016 07:13:26 GMT
Content-Type: application/x-mpegURL
H#EXTM3U

#EXT-X-VERSION:3
#EXT-X-MEDIA-SEQUENCE:0
#EXT-X-TARGETDURATION:13
#EXTINF:7.120,

1543895706266.ts

#EXTINF:5.840,

1543895706323.ts

#EXTINF:6.400,

1543895706356.ts

#EXTINF:5.520,

1543895706389.ts

#EXTINF:5.240,

1543895706428.ts

#EXTINF:13.320,

1543895706468.ts

#EXTINF:5.960,

1543895706538.ts

#EXTINF:6.520,

1543895706561.ts

H#EXT-X-ENDLIST

SDK

8.12. LiveChannelz Il o)

AXEFENBFEALveChannelZ B P BEINE R AT RERAE,

0SS livechannelffi 3 12
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APl £ %X FLiveChanneltyi&/E IR IFME 0SS

TEROSS livechanneliEiR I 2 E R, THRHERERER, BT HElvechannelifiR I iBEIH DR,

0SS RMTP
i:

ol
S AU URL 0 | eEmARs o | Greeo TE o
HUEHTAY URL enable or disable ks T_FJE}EEEEEJR#
PutLiveChannelStat

PutLiveChannel
us

BELZiFEIES W PutLiveChannel, PutLiveChannelStatus,

26): RHEIM3u8HREk
DB BOARFILRIMIUBRERE3R, B1&E 7 HLSHMY B ZRIAFN
R A% {EHPostVodPlaylistiZ %16 E N EEE RN s XA CRFIM3u8&RS|,

e EndTime HFUAKTF StartTime , BN ABERGERTFIX,
o OSS&EHIEENEEE NN AIS ELiveChanne3ERE MBIt tE, HIGEBREN—MERIIE.,

Z26): REIBIM3u8 LM
BRASMT: REBIM3u8I M R IR 0SS A HR IR
BRAR: BNEEFHMEEEEEEpublish succeestlint, WARERRS0SSEMBREMS ., U
HAEFHBHERICR, ERLERHFAMNER, TUREMEIN.
O BEPmIEHEREOSS
1 A ffmpeg R AR :
ffmpeg -re -i 0_20180525105430445.aac -acodec aac -strict -2 -f flv rtmp://xxx.0ss-cn-beijing.aliyuncs.com/live

/test_1000?Expires=1540458859&0SSAccessKeyld=LTAlujianb****&Signature=qwh31xQsanmao6ygCFJgo**
**%3D&playlistName=playlist. m3u8

RRFR:

o FAffmpegERAKINN, BINARBHRNGBIER, FAMERNSH.

o HHRURLDAZand™S (&) B, BEEHAWNSIE ("") BENURLIEER. #ltd. ffmpee-re-i0 2018052
5105430445.aac -acodec aac -strict -2 -f flv "rtmp://xxx.0ss-cn-beiiing.alivuncs.com/live/test 1000?Expires=15

40458859&0SSAccessKeyld=LTAlujianb****&Signature=qwh31xQsanmao6ygCFJgo****%3D&playlistName=p
laylist.m3u8" ,

o X T ANOBSHITHERMIX, BNELERAZRERIfmpegR) S B HIHETREM ,
MEHRELENKE, TAfEPutLiveChannel$® O i EFragDurationflFragCount &44.
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X RFMHE 0SS APl & X FLiveChannelfi21E

24 : REIM3u8X KR

HEAEERNHISE, BAHBI SNSRI KIXE| FracDuration IEENNKE, OSSEEWEIT
— DRI IEE T — N s, MREE max(2*FragDuration, 60s) FMRUEIT—PXEM, 0SSHE
SEETIRN M, B o] BE SRR R,

2 : RFEM3uBNH BT MI UM

UT NSRS RS E WL REEBER:

o SBHEKZE AVCheader TE AACheader , EEIIMBEE.,

® RTMP message KE/NTF23#&E sequence header 1/,

o T4 Message #BiTLE XK/,

® codec_ctx R LTXHNXERER, IREFNEMAHIERE, LESHRFIELK.

RH: ffmpegiEREIOSSREIEBEEM

RRFR:

o HIEEEffmpegicRNHEER, WEEFIHRESTEAKRIX aac_header ,
o EEFIHATRIMPIE, BEEZFIHEBEKIX aac_header ,

2018-10-31100: 3 /1 13+08100 Stream #9:9, ¥, 1/1000

2018-10-31T@@:37:13+88:00 : Video: h264 (High), 1 reference frame ([7][0]([@] (@] / 8x@007), yuv42@p(progressive, left), 544x
2018-10-31T00:37:13+08:00 18 fps, 18 tbr, 1k tbn,

2018-10-31T0@:37:13+08:00 1k tbc

2018-10-31T0@:37:13+08:00 Stream #0:1, @, 1/1000: Budio: gac |(LC) ([1@] [@][e][e] / 48000 Hz, mono, fltp
2018-10-31T00@:37:13+88:08 Stream mapping:

2018-10-31T00:37:13+08:00 (copy)

2018-10-31T00:37:13+08:00 cur_dts is invalid (this is harmless if it occurs once at the start per stream)

2018-18-31T00:37:14+08:00 Last message repeated 2 times
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