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2. REMERFEBEIF, FOREMN. ATHPTARFEEHD. BF. EFHAX
HABZHNEIHEE, AEUMEALTAHERETERENER.

3. BTFF@RAAFE. BEIEMER, AXEHATEURRE., NEZREBERSE
FEMHERT TR ENASTHITERANF, HAEREZRREE DA
KO EHRNRPXE, SNHENXTAPXENRAZEEHEI R RNE
ETH. R AP,

4. AXEREABFPERRNERFRmERSNSEMLES, WERUTaRERS

B PR . "ERET A UHEriiEe” ARSIREAXE ., WEZERARARN
it EREXRSHRMENONEREEES, EMNESEIBHSBHNAER
SHOERME. EE. ERAM. UEESFAMEETRREERNRIE, EER4.
AR MARNTH . EAREHMAXEMAEEAEERLEFREN, MERR
AEEEAERERE. £EUERT, RERHANEGEEE. FRME. ERKE.
BARM. BHREIFIENIRE, SERPERANGEHRAEMEZNFBRE,
ABERE (AMENEZERSMZFRENTTEL)
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IRZRA . MEAEEOREE. MR, HARERZN/HEXKATREMEEMIR
R, SEERRTEMRN. TN, ZFER. BIRES, FEMEZM/HEX
KasPERR, EFUARGEBER. B, £, 2FEE. KT, 8/h. X
THAAFAREMEZMY ., FREFIAS, I, REWEZSFLPTEEAR, £
WARBATEDTEH. &, BHEHIEMENER. AHHAEFTEZNRIR
(BEEARTRBARUASKAEGES "WER" . "Alyun” | "ARW" FH[
BERM/FEXBEA S ME, LARBONERSRERIEMTEBATZR. B
5. BtR. F@mIERSER. 58 BRAR. RS ARRNETSERRES=
HREBIRAI R =M/ HEXEKAT)

6. MERAAXEFEEMAER, BERNEZREBEEKR.
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BPUWRTRENES,

BB O LUE SRR Cri+ Al h 2 8332
(8
ZRFBBH,
B

BHIEE> ME>REMKLER,
. TEZHRFUTE,

HEERBIATIE, BEHRE.
Courier=z4{& e

47 cd /d C:/window %<, #HA
Windows &4 X 43,
AL

bae log list --instanceid
Instance_ID
(=& [alb] FRABER, ESEE—,

ipconfig [-all]-t]
{} & {alb}

RRWIER, ELZEFE—D

[

switch {active|stand}
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R EFME 0SS EREIRAEE W ER L E

1.0 2% 88 i &b T8

AN RN RL IR E R OSS SDKEY T 88 H B 89 W 45 8 BY [al #&L .

2] B &R

0SS SDK7E{E A 2 th B I B 3 B Y fy ) B 2 FA SDKBE S 2 ch M8 BT, B HE R hiRR
ConnectionTimeOut f9$&1=, LEEFIGA P ERERE,

i EHE
HFZOBEESH, WIZHEAT oI RRETE—HE, LIBRROSS SDKAIMLE T aRE,
1. MERE

DM E

FH/PC--- iZEEMLL --- 0SS Server

RFFENNEREIELEZEFMELET R, NIEERMEZBERRNRILRIE. o AT FHCONGY
BEMET R, HOFH/PCREITIZEFMEHKB . BAEEBNT:

FH./PC-- CODNFIAT = -- TBEB ML -- 0SS Server

BRMBEARFRSM: 0SSHUMEF /= CONNE RS

MEBFRETEMAR, MAConnectionTimeOut EIRIZER, IHEEMEEBEN .
2. MBBE

UTRBARANBNERER:

"ConnectionTimeoutError&errormsg=Failed to upload some parts with error: ConnectionTime
outError: Connect timeout for 60000ms, PUT https://***.oss-cn-hangzhou.aliyuncs.com/***

J*** /xx%k mpd?partNumber=2&uploadId=*** -2 (connected: false, keepalive socket: false)he

aders: {} part num: 2

NERERPOLIG LN TER

o #Bi60s:RE INE IS5 2R IR EE B MM EER

o AHTCONRMIAR, BRNNEZERERNSRER LERY, EXRMELMFF.

o MR EBHXMRK, ABMEHRIRT, FFik/PCHAENIERRIBFAEOSSARS 2L,
SZELEDTER, MEFUTLIRRSR:

o LEFARAARMIRLE, 8N ARNKNRELIMB,

o HRMERANG, RIER—ITH LERKERTASE &,

o BABEHEE,
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B NERAEE WA B e X RIFME 0SS

//3s sdk SRS EERGINE
let retryCount = 0;
let retryCountMax = 3;

const uploadFile = function uploadFile (client) {
if (!uploadFileClient || Object.keys (uploadFileClient) .length === 0) {
uploadFileClient = client;

console.log( ${file.name} => ${key}’);
const options = {
progress,
partSize: 1000 * 1024, //i&BHH A/
timeout: 120000, //I1%EEEIETE]
}i
if (currentCheckpoint) {
options.checkpoint = currentCheckpoint;
}
return uploadFileClient.multipartUpload(key, file, options).then((res) => {
console.log('upload success: %j', res);
currentCheckpoint = null;
uploadFileClient = null;
}) .catch((err) => {
if (uploadFileClient && uploadFileClient.isCancel()) {
console.log ('stop-upload!"');
} else {

console.error (err) ;

//retry

if (retryCount < retryCountMax) {
retryCount++;
console.error ("retryCount : " + retryCount);
uploadFile('"');

s 4k

ie==|

MRIBIIFRAEOSSIFIREE (fliNoss-cn-hangzhou.aliyuncs.com) iFiE10SSEI%EE, BiX2@EiTZE N
KIXFTOSSiH TIAIE, HTFMERENERM, FINE—LENERETIMERRENER, Mt L&D
2B % ConnectionTimeOut I 81= ., ST ASIREE AT AL RM@ER

o XA RMiRLEE, BIMORNXNARZEBIZIMB, thARE/NF100KB,
@ 38 OSSHRSB/AEZ/NTF100KBA/NKIA K

o RMEANG, RIEE—DDH LEXKERTTASE &,
@ B Android/iOS SDKhEZERAFRE, REBFIRE.

o IBABEESE,
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FIEES W OSSUIa /5 CONANE AR 55,
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ANkt . H =l
zLﬁalaeﬁEE Post Object 512 K& 4k BRI 0SS

2.Post Objectigiz R HEE

AN Post Object ITBYE MR RBR T %,

Post Objectfaifi

Post Object{# R E L& H4EI0SS, Post Object H95H R SLNEN £ EXR B &R multipart /form-dat aZg
5, FMRBEIESERFC 2388, PutObject P B#L@ITHTTPIERL{Ei%, Post Object S /E 5l SRS
REHEE,

Post Object/HEBIEHEL (Header) FHE{K (Body) ., HeaderflBodyZid, B \r\n—-
{boundary} 7 E|, BodyH—RIIMIXPEMAE, FEFHEIWT:

Content-Disposition: form-data; name="{key}"\r\n\r\n{value}\r\n--{boundary}

# B HeaderGHost . User-Agent. Content-Length, Content-Type. Content-MD5%, REHFEH
key. OSSAccessKeyld. Signature, Content-Disposition. object meta(x-oss-meta-*), x-o0ss-security-
token, EEHTTP Header(Cache-Control/Content-Type/Cache-Control/Content-Type/Content-

Disposition/Content-Encoding/Expires/Content-Encoding/Expires). file%, RREHT rile WAREE
— N\

"o

BEZHMNNBIESErost Object,

Post Object®E 512
Post Object & RN T

Fs HiR RE 297

ErrorCode:

MalformedPOSTRequest

ErrorMessage: The body X e *BERABESEREN
of your POST request is RRHRAFHEER Post Object & B &
not well-formed

multipart/form-data

ErrorCode:
InvalidAccessKeyld
ErrorMessage: The 0SS

AccessKeyID 2RI

AEE, HETHNIGN HETEES

2 g InvalidA Keyld#
Access Key Id you E;%ﬁi:giéi’s_z% %;Evil FreReyEE
provided does not exist ! - e
. Token
in our records.
irrorCo;le:. ; HiEZpolicyth
ccessbenie . Z B policys B expiration , HE
3 ErrorMessage: Invalid 80 expiration JTH irationfgi st
according to Policy: P ’ expirationtta =
1ISO8601 GMT

Policy expired.

8 > MA4RRA: 20220328
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X & FfE 0SS

B MEEIRHEE- Post Object 12 4

i

ErrorCode:
AccessDenied
ErrorMessage:
SignatureDoesNotMatch
The request signature
we calculated does not
match the signature you
provided. Check your
key and signing
method.

ErrorCode:
InvalidPolicyDocument
ErrorMessage: Invalid
Policy: Invalid Simple-
Condition: Simple-
Conditions must have
exactly one property
specified.

ErrorCode:
InvalidPolicyDocument
ErrorMessage: Invalid
Policy: Invalid JSON:
unknown char e

ErrorCode:
InvalidPolicyDocument
ErrorMessage: Invalid
Policy: Invalid JSON: , or
] expected

ErrorCode:
AccessDenied
ErrorMessage: Invalid
according to Policy:
Policy Condition failed:

[ “starts-with” ,

“$key” , "user/eric/ "]

ErrorCode:
AccessDenied
ErrorMessage: Invalid
according to Policy:
Policy Condition failed:
[ “eq” , "$bucket” ,
“mingdi-bjx” ]

RE

BTHER

ERppolicyZE b EE—
“Ncondition

ERPE policy B
ARIEHH

BERDPH policy KX
RIEH

BERIEE
B key 5 policy
REHIA

Bk
T bucket 5 polic
y PRENAR

Rk

BEHEESETHN
Post Object 9543

BB EEFEMPost Object
BPolicyt& =

B Epolicyt&
®x, " 2EMmMEREX, &
NERFZEM \

B Epolicyh 25
oo, H O

BREERDRE
#H key &

EtEendpointt
B bucket HIE
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B IEEEHEE- Post Object #5112 M HE
=

TR IEfE 0SS

Fs HiR

ErrorCode:
AccessDenied
ErrorMessage: Invalid
according to Policy:
Policy Condition failed:
[ “starts-with” , “$x-
oss-meta-prop” ,
“prop- “]

10

ErrorCode:
AccessDenied
ErrorMessage: Invalid
11 according to Policy:
Policy Condition failed:
[ "eq” , "${field}”,
"${value}” ]

ErrorCode:
AccessDenied
ErrorMessage: You have
no right to access this
object because of
bucket acl.

12

ErrorCode:
InvalidArgument
ErrorMessage: The
bucket POST must
contain the specified
‘key'. If it is specified,
please check the order
of the fields

13

Post Object & E &
Post ObjectiE k&, BUTERR:

JRE

& K8 E XX T

;E xX—-0oss—meta-—

prop SpolicylREHFR
P

RBEPIEE

B {field} Spolicy
PIRENEAR, HEE
BRPEEEE

HETAF TR

RBEHREERE key |
WERETRER
W file &

BREBKPH x-oss-

meta-prop BE

BREERER

B (field} ®YE
BB E OSSR 1) B M HE
=

BERMERY key FWiE
=

o Header—i%ﬁ Content-Type: multipart/form-data; boundary={boundary} .

o HeaderflbodyZ /@l \r\n--{boundary}
o REHEN :

Content-Disposition: form-data;

2l

name="{key}"\r\n\r\n{value}\r\n--{boundary}

o RHEEAMA/NEHUR, Wpolicy. key. file, 0SSAccessKeyld, 0SSAccessKeyld, Content-

Disposition,

D &=

XREE file WAARE—INEREN,

o Bucketd public-read-write B, TTLARIEEFREIHOSSAccessKeyld, policy. Signature, —Ei§
FEOSSAccessKeyld, policy. Signaturetf{EE—, Kitbucket%& Apublic-read-write, NS

MAFIEE o

10
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. B ILEEIRHEE- Post Object $512 & 4k
IR IFEME 0SS ZRS =gt i

TEZPost ObjectigsKEI R :

POST / HTTP/1.1

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; zh-CN; rv:1.9.2.6)
Content-Type: multipart/form-data; boundary=9431149156168
Host: mingdi-hz.oss-cn-hangzhou.aliyuncs.com

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2
Connection: keep-alive

Content-Length: 5052

--9431149156168

Content-Disposition: form-data; name="key"

test-key

--9431149156168

Content-Disposition: form-data; name="Content-Disposition"
attachment; filename=D:\img\1l.png

--9431149156168

Content-Disposition: form-data; name="OSSAccessKeyId"
2NeL********j2Eb

@ 8
o FERANIERD \r\n BRAFIT, BT, EELIROIEREM,
o FEMRGIFIBERNIARNE, =EHNIERBESEPost Object,

MREEG L, BESE RGB!
o (#
o Java
o JS
e Post Object#Policyf& =,
Post Objecti&ERE) policy FEEAFIIEIERNEEM, FH 7T Post ObjectiERMAFHENIEM., IR
ERMR:
o UTF-8& R BIJSONX A, Zidbase644i8 /5 AL R H i policyd,
o Policyth il & expirationflcondtions, EdicondtionsE/>H—IR,

THEZbase644 8 a1 8 policy/ =Bl :

{
"expiration": "2018-01-01T12:00:00.000z",
"conditions": [
["content-length-range", 0, 104857600]

expiration BUEE Ti5KENSHEAESE, 1508601 GMT BFE4&T; &1 2018-01-01T12:00:00.0002 1§
EBERVAKREE2018FET1HT1H 1255,

Post PolicySZ#BIRE S (Conditions) 30T :
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B IEEEHEE- Post Object #5112 M HE
=

AR

bucket

key

content-length-range

X-0Sss-meta-*

success_action_redirect

success_action_status

Cache-Control, Content-Type,
Content-Disposition, Content-
Encoding, Expires&

Post PolicyG AT ® X FFRF, £/

BN

\b
\f
\n
\r
\t

\UXXXX

P

L& BBucket BFR . STHFHEH
TES .,

LRXHIEIR, ZFFHEHTEN
[FIE U=

LRXHARFNRN. ZRAKE.

#EEBobject meta, XIKEHIT
[T Y s

LRI ERI B URLIIAE , 3255
BRI &RTES .

RIgEsuccess_action_redirect
B, EERINERRENRSE,
ST Rris.

HTTPiERk, fEARBE RS, X

Rt B AR TES N,

\ BXY,

13

[

BT

RFHL

w3|=

ETH

%

KRR

Unicode=Z%F

Post PolicySEi#MEVER, BSE post Policy,

e Post Object &%

X7 0SS
R
{ “bucket” : “johnsmith” } =}
[ “eq” , "$bucket” ,
“johnsmith” ]

[ “starts-with” , “$key” ,
“user/etc/]”

[ “content-length-range” , O,
104857600]

[ “starts-with” , “$x-0ss-meta-
prop” , “prop- ‘]

[ “starts-with” ,
“$success_action_redirect” ,
“http://www.aliyun.com” ]

[ “eq” ,
“$success_action_status” ,
204" |
[ “eq” , “$Content-Encoding” ,
“ZLIB" |

12
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. B ILEEIRHEE- Post Object $512 & 4k
IR IFEME 0SS ZRS =gt i

=

S FIIERIPoStIER, B RPUFE EAccesskeylD, policy, SignatureRHiE, HESZHRENT:
i. BlE— urr-s ZHEEHpolicy,
i. ¥policyi#tfT bpasecs Y, H{ERIApolicyRBEHIZEANE, HEZEFNREEZNFRE,

iii. {& M AccessKeySecret NESZNFERFRHITES , S hmac-shail uﬁﬁ, ﬁbase64ﬁﬁg} o]
FikSHeader S 2 A AMEE,

Hn:

Signature = base64 (hmac-shal (AccessKeySecret, base64 (policy)))

HEHNSLBEREE signature BIEE, M TPAR:

Content-Disposition: form-data; name="Signature"
{signature}
--9431149156168

MREEG L, BESE RGB!
o (#

o Java

o JS

WG
o EAIEEkey?
keyBlobject name, EXRBLE key FIEE, RmHIWT:

Content-Disposition: form-data; name="key"
{key}

--9431149156168
o EAIEEObjectNA?
Object HRBIE XY rile BiEE, REWMT:
Content-Disposition: form-data; name="file"; filename="images.png"
Content-Type: image/png

{file-content}
--9431149156168

@ 388
o KRB rfile WARKRBEPWERERF—E, BIXREE rile WIAMERBEREES.
o filename s EERAMNHEZIR, MAZobject name,

o EAIEEobjectzE content-type?

Object XBIFER B rile PIEE Content-Type , MAEHeaderd sy content-Type , REIWTF:
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ANkt é_ H =
zL(f-El?&HF_ Post Object #12 &% HE HBEE 0SS

Content-Disposition: form-data; name="file"; filename="images.png"
Content-Type: image/png

{file-content}

--9431149156168

o EAIEEobject IHEM5#R I content-md5?

7EPost ObjectiE KL #EE content-Mp5 , FEFEAMDSEZEMbodyfIMD5, BIFTEREHEIMDS, i
SKHeader/=EIaNT :

POST / HTTP/1.1

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; zh-CN; rv:1.9.2.6)
Content-Type: multipart/form-data; boundary=9431149156168

Content-MD5: tdgHe4hT/TuKb7Y4by+nJg==

Host: mingdi-hz.oss-cn-hangzhou.aliyuncs.com

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2
Connection: keep-alive

Content-Length: 5246

--9431149156168

o EBEAIBERZSignature?
gﬁ%ﬂ'{l‘l«‘f%ﬁfﬁiﬁ%é PostObject IR %&%J‘Eﬁ%%ﬁﬁ Signature ?%%‘*'o
o EAfERAIGEAFSTS Tokentti4TPost Object?

& Bt P 253 B9AccessKeyID. AccessKeySecret FJEIREAF . FHFMERE, TokenMERSEE, x-oss-
security-token &, REIMIT:

Content-Disposition: form-data; name="Signature"
5L0+KaeugxYygfgWLJLoyOehOmA=

--9431149156168

Content-Disposition: form-data; name="x-oss-security-token"
{Token}

--9431149156168

@ e MEAETRESHIRFNER, BSENEHEEE.

o BAEE LR (callback) ?
HfEEE (callbacky @i £, caliback #EH, RHIWMT:

Content-Disposition: form-data; name="callback"
eyJjYWxsYmFja0JvZH1UeXBlIjogImFwcGxpY2F0aWouL3gtd3d3LWZvem0tdXIsZW5jb2R1ZCISICI]YWxsYmFja
0JvZHki01A1ZmlsZWS5hbWU9JHtvYmplY3R9InNpemU9JHt zaXplfSZtaWl1VHIwZTOke2 1pbWVUeXB1fSISICI)YW
xsYmFjalVybCI6ICJodHRWO18vb3NzZLWR1bW8uYWxpeXVuY3MuY29t0jIzNDUwInO=

--9431149156168

CallbacktVBEEX SH 2B IR IES, ROAWT:

Content-Disposition: form-data; name="x:varl"
{varl-value}
--9431149156168
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IS TFME 0SS B LEEIRHEE- Post Object 8512 & HE

@ B WMEEETHEcalbackEZNE, E2E HEEE,

o B4 EContent-Transfer-Encoding?

Ei’é%i@% file EF'TEZFE Content-Transfer-Encoding file i’éﬁﬁ}(iﬂ?ﬁ“ﬁﬂ?

Content-Disposition: form-data; name="file"; filename="images.png"
Content-Type: image/png

Content-Transfer-Encoding: base64

{file-content}

--9431149156168

o BABERF BEXITEEObject User Meta?
BFEEXTER, JBIRBEEEE, =AWMT:

Content-Disposition: form-data; name="x-oss-meta-uuid"
{uuid}

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-tag"
{tag}

--9431149156168

@ #8  XHTEREEAGQRE, ESEXM4TER0bject Meta,

o EAETEMRESHexpiration, Key. Bucket. size. header?

0SSHJPost Object Z#FEENRERE, TJUHEEETEHEK, REHKMEConditionst] LUEIT R E o
olicy 15T, HMHNHIAIEESE LHEEIPost ObjectBPolicyl® =, TEE— N policytr4l:

{
"expiration": "2018-01-01T12:00:00.000Z",
"conditions": [
["eq", "Sbucket", "md-hz"],
["starts-with", "S$key", "md/conf/"1,
["content-length-range", 0, 104857600]

}

+FE&policystfid, FBFEIPost ObjectiBEEIR ESRMIT :
o bucket WHME md-hz

o  key WAL md/conf/ FFk,

o HEHXHKEXRRETOOMEAT,
o BEKEFEIE 2018-01-01T12:00:00.0002 ZHi.

o EAIEECache-Control, Content-Type. Content-Disposition, Content-Encoding, Expires&EHTTP
Header?

Cache-Control Content-Type . Content-Dispositions Content-Encoding Expires =3
HTTP HeaderEEHE R P hIEE, XLEHTTP Headert & XiEBERF(2616 , B2 content-Mp5 BE
#£Post Headerth 57
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B REIRHEE- Post Object #2512 R HE
&

X R EFME 0SS

Post Object=%l

e (# Post Demo
® Java Post Demo

e JavaScript Post Demo

w R

e Post Object
® Java PostObject LI

16
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XK FFfE 0SS EREIRHEE- OSSR 8 @ K HEE

3.0SSR O & K HFE

RN BOSSKIR DB HETT ERBRIE.

0SS 403 &

0SS 40335 0SSIREIMHTTPIRSIE 2403, TJABEIER ARERIRINE, RS[IEIERBIELIZMHR
5%, 0SS 4035 R BERINTE:

iR HIRLERER HFIRRE R RIME

ErrorCode:
SighatureDoesNotMatch
ErrorMessage: The
request signature we e N
SignatureDoesNotMatch  calculated does not BPRAERS T HNES 0SS 4038 IR R HEE
) F
match the signature you
provided. Check your
key and signing
method.

ErrorCode:
AccessDeniedErrorMessa
ge: Invalid according to
Policy: Policy
expired.ErrorCode:
AccessDenied
ErrorMessage: Invalid
according to Policy:
Policy Condition failed:

PostObject PostObject & Policy o 2% PostObject

ErrorCode:
AccessForbiddenErrorMe
ssage: CORSResponse:
This CORS request is not
allowed. This is usually
because the evalution
of Origin, request
method / Access-
Control-Request-
Method or Access-
Control-Requet-Headers
are not whitelisted by
the resource’s CORS
spec.

Cors CORSKBEREHBEAN OSSIRE B

ErrorCode:

AccessDeniedErrorMessa 15 &Bucket fJRefererfg 0SSHy

\

B

Y
AR

Refers

ge: You are denied by 8
bucket referer policy.

AccessDenied BATRIRE LR AR TEFH R
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https://help.aliyun.com/document_detail/31903.html#concept-pbw-4df-vdb
https://help.aliyun.com/document_detail/31901.html#concept-dwx-xxd-vdb

B HEIRHEE- OSSR B @ R HiE

R FF#E 0SS

Ho, NRAFARBL03HIRN—EIH . NRADMEEIRE AccessDenied

RIRERH IR
WRIREAE M1 AP AR ERIENRUR. OSSRENERRFRNTE:

Fs iR

ErrorCode:
AccessDeniedErrorMessage: The
bucket you are attempting to

1 access must be addressed using
the specified endpoint. Please
send all future requests to this
endpoint.

ErrorCode:
2 AccessDeniedErrorMessage: You
are forbidden to list buckets.

ErrorCode:
AccessDeniedErrorMessage: You
do not have write acl permission
on this object

ErrorCode:
AccessDeniedErrorMessage: You
do not have read acl permission
on this object.

ErrorCode:
AccessDeniedErrorMessage: The
bucket you access does not
belong to you.

ErrorCode:
AccessDeniedErrorMessage: You
have no right to access this
object because of bucket acl.

ErrorCode:
AccessDeniedErrorMessage:
Access denied by authorizer’s
policy.

ErrorCode:
AccessDeniedErrorMessage: You
have no right to access this
object.

IR BB HE
WABAREMP . FAPERIGHAPH.
o REREMPNED:

o WTRBIFEMAHRXEER,

RE

BucketF1Endpoint R4

TlistBucket st R

FsetObject Acl#X fR

FgetObject AclX IR

FH P %EBucket EIEHIAPRE (70
getBucketAcl CreateBucket .
deleteBucket setBucketReferer,
getBucketReferers)

FRF/IGEBF&EEE0bject 8y
R (fputObject getObject .
appendObject deleteObject .
postObject) &

R8s A PR AR, ZIGE AP
EEEERNERE, ZRNREL
IR

FRAF /IR LSRR ERIR
(fminitiateMultipartUpload)

18
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R EFME 0SS EIEIRHEE- OSSR ) #1 K HE &

EEF=F5EEAccesskeyDREEFE, NREERERBEERF.
o EEFRHAFHMNIR, BNZFAFPHEIEKE:

EEHAREEH > HFPFEE > 88 > FP#S > P Accesskey, & FHFMAccesskeyD, #
KRENNNFAF,; ERfahEEs > AFPEE > €18 > AP EMGERE > PABEBERE/MAAN
BRE > EEFKFPHORE,

o EFIRISAFBIIR, BIXYMAEIIRIR:

6 B B & $R B ACcessKeyID, PASTSHSLLEERIFHHA, N “STS.MpsSonrqGM8bGR6CRKNMoHXe"”
ERHEahnEY > ACER > EE > AEENKRE > EENER.

BRI ERBUT:

1. SIHBEENRIRNEIR,

2. REACtionE2 BB EENRE,

3. ResourceR BB EENHRMENR.

4. Effect 2& ZAlowm AR =ZDeny,

5. Condition@ T IEH.
MREEXERNER, FEFHXSBNT:
1. IR A ConditionBNiEHIGHEE.

2. EffectdrXRDeny,

3. Resourceiftff “Resource” : “*"

4. Actioniepy “Action” : "oss:*"

@ 8
o PRS00 4 P HETE 6 B OSSTE AR B8 4E By T ELRAM Policy Editor,
o MBRELTHREBERIFIIEE (RAM) , BSLEE =K ITIEEIR .
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EIEIRHEE- 0SSl & 5E (Referer)

BB MBI AR TR IEfE 0SS

4.0SSPHEEE (Referer) B ENREIZHE
BR

AXNBOSSHHEHEERE NERHER A,
H+ 4 2Referer
Referer EHTTP Headerfd—ER45>, HNMEEEEWebREB/AEXBERN, —RE7 EReferer, HIFRS
22 E BRI R,
Referert9/EM

o [HZESE, b, MitiFRIBCHERRS:E, BR RS RefererkFIMEARARECHESE, MER
FEEIRE, RENEE,

o MIEFIt. LN, I ERNBEEZEI KA.

RefererA =

=Referefg M) RHTTPIE K P ReferersL BN B AT, HEHTTPIER P ARE B ReferersLf,
TE®MIERRefererh = :

o YBEKRHAZHBEEMAFE, i, HEEMIIM AU EITHRE,

o MhttpsSiE EAIEEEIL IR IEMZNhttplREE, EhttpRE L2 EARERefererfy,
EMBERESD, RiFTZRefererflARF T RefererG T AKAIR?

o EHZBHNBZRRED, NRIEPAZREPESTHReferer, APAREN R HIZFEZEIR
URLZ BT LA B B,

o NMRRIEZFTEQLITMReferer, BABI N MBEZHAHEWEEILN,
OSSPh &%
OSSP ZERIEY Referer RSLIMY, FTLABEIFRA Refer T refer , FHHMHBPIBESMOsSHHAE,
o OSSHZHEECE
OSShr & BB IE:
o BERWReferer2BRAZRMIBERIAID
o Referer2EBiHRZE
OSSFH & 8EEI fE 25 & W SDKIR Bbucket B MR B B
o OSSHHESETEM
OSShhZREEPHUTERR:

o AFPARBEBEIURLESZHEERZIHITObjectlt, FSMBHEHRIE, % RHeaderth
ﬁ Authorization ?—Eﬁﬂq ZQAESII?E%%%E%EE

o —/BucketAJLAXFFZMReferers#l, XESHZEE , 7K.

o RefererB#Z#HERF » M » , FARBSATENBERLA,

o AFPTIMIRE RBEAFrefererFBAT HIERIFTE,

o HEZERAZN, AetBRefererZBRETAZE (AAMBENBERIIMWIEL) .
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& IR HER- OSSP 48 (Referer)

X R IFfE 0SS B EREIRAEIR

o

o

o

pi:i]

o

HEEAAZE, BIRET A iFRefererr RATHHN, N IABRefererB FHE BENERE T, H
EiEK (BiERefererATHIER) SIRIEL,

MEAZBEARAZE, BIRET RFReferer2 R ATHHN, NRefererAZMIERMAEHA B ENIEK
SR, HEBKRBIHFIEL,

Bucket BU=F#XFR (private. public-read. public-read-write) #3&iZEReferer2Eg,

BRfFi50A

ES + | RENPHSINEH., NREFEERUAEWHLE—N X, BEREEXGHEEHR|LS, O
VAT ANAEW*, B UAAEWTSKBIFR B XA R BB 4, WAEWT txt. AEWU.EXE, AEWLAUE, E45/)\
SEEITTLUSAAEW* txt, BRUAEWFL, HLlixt T BE0X4E, tAEWIP.txt. AEWDF.txt,
s 2 KB —NZEF. WRHEAlove?, EFXUloveFLN—NEREREXERNXE, W@
lovey. lovei%&., E45/NEE T Alove?.doc, EEfAloveFFsk, FE—PERFERE, FHl.docky
BRI, fWlovey.doc. loveh.doc,

o HAIFCE
o FrEIEREBTILAE)

m Z=Refer: RiFreferhs

m Referdl®: =T

41 F B9 Ref erertl 35 3K A 8235 19)

m ZRefer: AARFreferh =

m ReferdlZ: http://*.oss-cn-beijing.aliyuncs.com , http://*.aliyun.com
HHERRefererfiE R . R RefererfiE R o] LA )

m ZRefer: fRiFreferf=

m Referdl&: http://*.oss-cn-beijing.aliyuncs.com |, http://*.aliyun.com
[— xa
# W55 1R R HEBR

YRefererfe BFSIRAT, HTTPIRAE (http code) £403, OSSIREINITEHEIR:

<Code>AccessDenied</Code>
<Message>You are denied by bucket referer policy.</Message>

QFY:

o RefererdRiE—RR2IL MM A, NS PolEEHeaderdReferer, fChrome, 1% r12 37
F FEREIR , &£ Network BEEFEMEMNITTEBIHeader,

e OSSIREIMEIZR O] LLUE M B FREL, Wireshark, FiEES0JLAFETEAN host bucket-name.oss-c

n-beijing.aliyuncs.com o

JREM R
o RefererA%, {EXKHeaderfig&EReferer2 & Referer2 AR,
o RefererREMEMIReferersBEN, UT/LAISEE:

o

http:// ARR https:// BEEMSHIA.

o a.aliyun.com%l]b.aliyun.com, CEEF nttp://*.aliyun.com 17 http://?.aliyun.com ;
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B LR EEE- OSSP 4 5% (Referer)

BB REIRAEIR R 0SS

o domain.comPTgF http://domain.com |, mAE http://*.domain.com

o Referert&iHiR, ReferBRBWA™ nttp:// ZE https:// , BUIER., Wb.aliyun.com2 LU EL
EO

@ e
e 7£0SS#E#IA > Bucket > Bucket @it > Bh 55 & EReferer,
o BAIXEETHRRES.
o OSSHIReferAXX#FHER, BRNAZIGERZE,

HEeEiRMHERIESF 055 403812 01 R,

HyE&

RERZER, FMABcurlE 28EMEIMIRT?

o MNBERABFETCDN, (DNEJReferiRERREANT, BRHAEREEFS0SS—H,

o A OSSHIRefererty, EFEHEBRCONBIF N, SEiIFOSSAIReferer, FIFCDNEIReferer,

@ 88 RefererBRANNERBEEBSNI B,
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XK FFfE 0SS BRERAE- LEEEE RS

5. bfEBIREEIR&ZHEER

ANEFENE LEEBPNELFERRINTLE,

XF LRI

OSSTEX M EAESEa B o LARM EE (Callback) LS BIEIEMRSS S (Callback Server) , £ Ef&iERP#E
HIEMNAENESE, BRI EERIE, X35 EEEERN APIENO

B PutObject, PostObject, CompleteMultipartUpload, BIFMARNBIEENAFLRIEEPHN HEE

B Callback API,

@ 8 EERSE (CallbackServer) , BRI ERSE,

Rz A 47 5%

o B, LAEREN—FAERNVARRNNE=N LEXHEEERIRSH. LETME0SSEEERS S
REENRER, EERSHJERBIEEERE, EREEER.

o L1, BWE. FiF. BFERSZSHBWIEFEERE, X LENXHHLE, 8. FitF.

BIER
0SS LB TE:

2. RO E R —

—L bR, RS —

«—L RO AR — <+ RO R—

OSS_HERNAREBENT

HaEm =34 i8A
& 33 SDKIE FA AP 1%
HETHARRERSY, BRiEs oo OVBAPER |
1 . (PutObject., CompleteMultipartUpload. PostObjec
ILPostObject, ) =
JT °

0SS[h &5k hig E i CallbackUrl &#EPOSTiEk, [
FRENEEsY. BNNENEEE, FAXFESE,

ElEERPOST IR IES AL B EIE K,

2 OSSR fa K2 EE

o [EARSEREEEA—EER Json B,
3 [EiE RS 2R E A IR L ® OSSIAAIE200iERAMFLEY, SHEK. ElIFEM
BB 40x ; BE. TEEZRE s0x

e 5. EIA#AMIN, RE 200 .

4 OSSIREl L&, EIA% o HEmIN. EEAMORE 203 , ErrorCodey cal
lbackFailed , ErrorMessageffiid5iZ/RHA .,
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https://help.aliyun.com/document_detail/31853.html#concept-ywd-dlb-5db
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ERHERAE LEEAEIREAR

X RIFME 0SS

SDK/PostObject

FENTLUEIIRERASH, BEMARSH|URL. KXLEERSHROE. BXEF, EEARSHILE

miFE, FE—LELTXES, W bucket |
B, BEEEXEEEE.

LFREREBEFEUTSC

object F, BURRLEIRTE, RAXEVIMILTXE

FE X iR

callbackurl 2] AR 55 28 b 1k AESE]

callbackHost EEERERLDT Host HIE o541, BUAA callbackUrl
A =T e

callbackBody EIRERERINERSEN mli/g&' NEILIAERERENREY

ElEEKRERLD® Content-

callbackBodyType Type HIE,

Bl callbackBody HIEIEIEIC

B EEERES LEMBESKERMPIIAN:

%

oS, X¥F application/x-—www—
form-

urlencoded # application/json ,

EINAETE

o BHELPHE x-oss-callback , EWEIFASHY ., XMAHXLRER, #HFZAN.
e EiZQueryStringl callback , EHEIESH,
x-oss-callback BY callback E@ﬁﬁéEﬁEﬁﬂﬂUﬂﬂ?T:

Callback := Base64 (CallbackJson)

CallbackJdson := '{' CallbackUrlItem, CallbackBodyItem [, CallbackHostItem, CallbackBodyType
Item] '}'

CallbackUrlItem := '"'callbackUrl'"' ':' '"'CallbackUrlvalue'"'

CallbackBodyItem := '"'callbackBody'"' ':' '"'CallbackBodyValue'"'

CallbackHostItem := '"'callbackHost'"' ':' '"'CallbackHostValue'"'

CallbackBodyTypelItem := '"'callbackBodyType'"' : '"'CallbackBodyType'"'

CallbackBodyType := application/x-www-form-urlencoded | application/json

Callbackdson HJE, REIWNT:

"callbackUrl" : "http://abc.com/test.php",
"callbackHost" : "oss-cn-hangzhou.aliyuncs.com",
"callbackBody" : "{\"bucket\":${mimeType}, \"object\":S${object},\"size\":${size}, \"mime

Type\":$ {mimeType}, \"my var\":${x:my var}}",

"callbackBodyType" : "application/json"

24
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XK FFfE 0SS NERAE- LEEDAE IR AR

"callbackUrl" : "http://abc.com/test.php",

"callbackBody" : "bucket=${bucket}s&object=${object}&etag=S${etag}&size=${size}smimeType=
${mimeType}&my var=${x:my var}"
}

AETERBEXTEE

callbackJson sRfGIHEY callbackBody B $i{bucket} . ${object} . $S{size} E(]}T:E,
BIAOSSEXMREALE, OSSEHFNEAIGEERERALTE., OSSEXHNRATEMT*:

${bucket} FR=EEM

${object} XHEER

$etag} XHHIET ag

${size} SR

${mimeType} R, Nimage/jpeg%
${imagelnfo.height} BREE
${imagelnfo.width} BREE
${imagelnfo.format} ER1&, WMjpg. pngE
@ e

o RHETE R/INEER,
o RFZTZTEWIRILA sibucket} .
e imageinfoftX FRIK#ER, IEEERFELEAR

CallbackJson RPIHFEY callbackBody EIE ${x:my var} NTE, IEENXTE, OSSEIFNS
BEEXNEEREBEXEE, BEXZENEUUELEBERPENHET, BUTHHAR:

o BIIHELFHE x-oss-callback-var , EHFEHEXTE, XA LRER, LREEZEFR.
o BidQueryString#y callback-var , EHHEEXEE,

x-oss-callback-var Eﬁ callback-var E’\JEﬁSZ%H!mUZlDT

CallbackVar := Base64 (CallbackVarJdson)
CallbackVarJdson := '{' CallbackVarItem [, CallbackVarItem]* '}"'

CallbackVarItem := '"''x:'VarName'"' : '""'VarValue'"'

Callbackvardson 1{H E’\]a_'dﬁﬂ I
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REERHE- LEEDEE IR AR X RFME 0SS

"x:my varl" : "valuel",
"x:my var2" : "value2"
}
@ e

o BHENTZEMTX:FFL, KINEBUE, XA six:my var}

e HEXTZTENKEZHERL, RINKERT, BXNBEXZTEARBIEI0), BKERET
512Byte,

SDK{E AR5l

R SDKXY _E iR S BT 7 3%, fjava. JS, BASDKEEFR FENMNER HEEBASHMEENE
£, fWPython, PHP. C, SDKEYEARAIINT:

SDK LEEERA i8R
Java CallbackSample.java & callbackBody HHIEENZFH,
Python object_callback.py -
_FEBS$options
PHP Callback.php i 0SS CALLBACK # 0SS CALLBACK VAR AHE

base64, SDK&=ALIE,

£ using EZH
UploadCallbackSample. S

C# PutObjectResult.ResponseStream , {EEHHF
© XM PutObjectResult.ResponseStream ,

JS object.test.js -

C oss_callback_sample.c -

Ruby callback.rb -

i0S HERENAER <varl> BIBAAN x:varl .

Andriod HEEERE ERE cCallbackBody HHENZER.

@ B Go SDKEAZEE HEEE,

PostObjectfs =%l

PostObject x4 FEEE, EESHBETEREE callback £F, BENTEESIATHRBEGEY, ¥
E1ES W postObjet,

PostObject B{ERRFINT :
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XK FFfE 0SS ERHERAE- LERDEAE IR AR

SDK EREERA

Java PostObjectSample.java
Python object_post.py

IS JavaScriptEPIRSZEE
C# PostPolicySample.cs

[5] 73 AR 55 =%

EliERSS =S (CallbackServer) , 2—MHTTPRRE &S, LEOSSKXEMEIFER, POSTIHR ., EIEARSE
BJURLEN EEEIES#PH callbackurl , BEIEREZFREAF BCILUNLIEZIE, LI HEHIENIC

. HE, LB, ®IFSF,
o [OiFEA

Bl MRS 28R 7 HINREIBIPOSTIE KR B FOSSHI LAERIE, FERIEZPOSTHENE S, BlERSE
WA UARIESES, ERLEBZER. ATRSEARSHNZEYE, ZMURIPERESE. ERASEZAN

BFEELEEES,
@ $E  OSSHIEEMRSE R RAIDIE THS RN, HEEEERZBARE,

o SHELIE

EERS BN EEZE, FOSSHEIEEKFITLHE, UTLAaEER:

o [EIARSSWHMALIEOSSHIPOSTIEK;

o OSSEIFRBHEEE 57, EiERSS[UAESHATHLEFIRE;

o EIFRS IR [E L 0SSHIE B4R 2)SONIE T ;

o EMARSBEAFECHIBE, OSSIEMRAIMmARMEARWEZIBIESIN,
o SLIN R

EE RS B[R T :
EE ] BT E

fRERNIT java -jar oss-callback-

Java AppCallbackServer.zip i
server-demo.jar 9000
PHP callback-php-demo.zip ApacheIRE T EEIET,
, f#IE/F#1T python callback app ser
Python callback_app_server.py.zip - =
ver.py o
Wi ruby aliyun oss callback ser
Ruby oss-callback-server - = -

ver.rb

AT R
FEEBNEXS RS LENE G, LEEENEERSS. 2GEREEP K LESS, BRI
BliE AR5 28R, WEPD BIRIFIXTME, BiETBNLERA.

> XHHARAS: 20220328 27


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/PostObjectSample.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_post.py
https://help.aliyun.com/document_detail/31925.html#concept-frd-4gy-5db
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/PostPolicySample.cs
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https://gosspublic.alicdn.com/images/AppCallbackServer.zip
https://gosspublic.alicdn.com/callback-php-demo.zip
https://gosspublic.alicdn.com/images/callback_app_server.py.zip
https://github.com/rockuw/oss-callback-server

ERHERAE LEEAEIREAR X RFME 0SS

IR i

ZPimiER e, oI{EROSSIEMEYEEARSSEE http://oss-demo.aliyuncs.com:23450 , BIEIASE ca
llbackurl , ZEIFRESFRIAWIEEFERNESE, NEFBERAGLE, NFEFIRIEMRINNEEE

X, RME

{"Status":"OK"} ; TRZRIIUFEKMAIEIEER, EE 400 Bad Request ; JEPOSTIENKIR[G]

501 Unsupported method . ~fIEIERSEEMKEBIES R callback app_server.py.zip,
B B AR S5 =8

EARS 22— NS EPOSTIERMIHTTPERSS 28, TILATEOSSIZM A /REIEM H18, hoJlAEE
SSCH, OSSIRAHY[EIE RS 88~

PHP

Python

C#

Go

Ruby

BNl BTk

fRIERNIT java -jar oss-callback-

AppCallbackServer.zip server-demo. 5ar 9000

callback-php-demo.zip ApacheIRETEEIET,

fRE/S#4T python callback app ser

Ver.py o

callback_app_server.py.zip

RIFR/NIT aliyun-oss-net-callback

callback-server-dotnet.zip
-server.exe 127.0.0.1 80

) HIFR/NIT aliyun oss callback ser
callback-server-go.zip - = -
ver o

#4T ruby aliyun oss callback ser
oss-callback-server - = -
ver.rb

EliE RS 2R o] LUBE CURLES S IEIK, TE/L <L RS A

# MENEARSMWAEEEEA object=test obj B “posT BFXK, AILUERINTHES

curl -d "object=test obj" http://oss-demo.aliyuncs.com:23450 -v

# BEENARSS[/AXEREAXGE post.txt® WA B “posT EXR, AIUERNTHS

curl -d @post.txt http://oss-demo.aliyuncs.com:23450 -v

+EEHARSWBEAEEDEANMH post.txt® ABK “posT EX, HEFIEEMNHEEL content-Type®

curl -d @post.txt -H "Content-Type: application/json" http://oss-demo.aliyuncs.com:23450

@ 38
o EIXENARS RN, TJAGRREZKRIEES, AR cort EIMNSZINEELLREE,
o HEWIEINAEOSSRAIFELRRMY, BWEEFER.
o EARSHFBNEHENEE, ERVENABER, AERR. R,
o ElARFSR[RERLEEFERE, —EEIRE200, MAZREEN 20x ,
o [MEIARSRIREIZOSSHEEN, —EER/SONER, content-Type IREAHN application
/json
BILEREER

28
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https://gosspublic.alicdn.com/images/callback_app_server.py.zip
https://gosspublic.alicdn.com/images/AppCallbackServer.zip
https://gosspublic.alicdn.com/callback-php-demo.zip
https://gosspublic.alicdn.com/images/callback_app_server.py.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31989/cn_zh/1501048926621/callback-server-dotnet.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31989/cn_zh/1501048745465/callback-server-go.zip
https://github.com/rockuw/oss-callback-server

XK FFfE 0SS BRERAE- LEEEE RS

e InvalidArgument

<Error>
<Code>InvalidArgument</Code>
<Message>The callback configuration is not json format.</Message>
<RequestId>587C79A3DD373E2676F73ECE</RequestId>
<HostId>bucket.oss-cn-hangzhou.aliyuncs.com</HostId>
<ArgumentName>callback</ArgumentName>
<ArgumentValue>{"callbackUrl":"8.8.8.8:9090", "callbackBody":"{"bucket":${bucket}, "objec
t":${object}}", "callbackBodyType": "application/json"}</ArgumentValue>
</Error>

@ #8 ERESKRIEEER, ASHEAEIR, EAMNEIRZE Arquentvalue ZENEFSE,
;f:%ﬁ?&]SONﬁ%Eto T:EJSONEF' \ . " %Hz:)\(?ﬁ, 12[] "callbackBody":" {"bucket":${bucket}
,"object":${object}}" MiZ A "callbackBody":" {\"bucket\":${bucket}, \"object\":${object}

o EFXYRREISDK, ES X NE LERNERE, #EIESE SDKERTREIERS .

BXENZERF BTN ZE R
\\ ANANY

\" A\

\b \\b

\f \\f

\n \\n

\r \\r

\t \\t

e Callbackrailed
CallbackFailed & RREIT :
o xff1:

<Error>
<Code>CallbackFailed</Code>
<Message>Response body is not valid json format.</Message>
<RequestId>587C81A125F797621829923D</RequestId>
<HostId>bucket.oss-cn-hangzhou.aliyuncs.com</HostId>
</Error>

@ 'B{'.HH IEIiﬁﬂﬁ%%ﬁi&@é’a‘ossE’\]iﬁ,%{ZISEIEJSONFF%ECo fﬁ’“xﬂ%ﬁﬁ curl -d "<Content>" <Cal
lbackServerURL> -v SIMEIHIANS . Windows F#E#E{EH T EWireshark #E), Linux F{EAS
StecpdumpilE, —LEIEEREHEAEIMT: ok ,  \357\273\277{"status":"0k"} (B0&
B ef pb bf =PEFHBOML) &,
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o Rff2:

<Error>
<Code>CallbackFailed</Code>

<Message>Error status : -1.0SS can not connect to your callbackUrl, please check it
/Message>

<RequestId>587C8735355BE8694A8E9100</RequestId>

<HostId>bucket.oss-cn-hangzhou.aliyuncs.com</HostId>
</Error>

@ #8 EERSELEREZISH, 0SSN, BiXEERSENLEBIEEKNR
¥, RIEAESPRLETEHREILERLE0SS,

o Rffl3:

<Error>
<Code>CallbackFailed</Code>

<Message>Error status : -1 8.8.8.8:9090 reply timeout, cost:5000ms, timeout:5000ms
rr -4, errnollb)</Message>

<RequestId>587C8D382AEOBI2FA3EEF62C</RequestId>

<HostId>bucket.oss-cn-hangzhou.aliyuncs.com</HostId>
</Error>

@ W  EERSRLENERBIESE, 0SSIANBE,

o Rfl4:

<Error>
<Code>CallbackFailed</Code>
<Message>Error status : 400.</Message>
<RequestId>587C89A02AEOBI2FA3C7981D</RequestId>

<HostId>bucket.oss-cn-hangzhou.aliyuncs.com</HostId>
</Error>

@ e EERSBEEAOSSHESMRSBE w00 , EREEIERSBOLEEE,

o Rfl5:

<Error>
<Code>CallbackFailed</Code>
<Message>Error status : 502.</Message>
<RequestId>587C8D382AE0BI2FA3EEF62C</RequestId>

<HostId>bucket.oss-cn-hangzhou.aliyuncs.com</HostId>
</Error>

@ B EERSEREH, HBHRL HERBSHDE callbackurl , HHF0SSSEERS
BHMERIE, BEEECSIHBEEEARSSE, S0SSEERRTUNTRRERR, BNHING

FRE.

¢ JR[EAIBodyIEJSONIE T

oK

30
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X RIFME 0SS

REIENT

]l version="1.0

<Error>

encoding="UTF-8

~hangzhou.aliyuncs.coms

EiRFEEBUTHRAER,
o MARSKEEIREL0SSHBodyRZ)SONET ., I TEFAR:

#response to
resp body =

O

self.send response |

self.send header(

self.send header(

self.end headers()

self.wfile.write (resp_bo

lequestId>

)

str(len(resp_body)))

Resp_bodyRZ2ATERISONIET,, OSSR LAREFIR, X —RILRPE, FHLREBIKN ., LN

ARSRBAEIRINERE

o NARREEHRES OSSE’]BodyEFI #HHbomL,

REEHRELTHphpR SN ARS P, BT phpikE Tbomsk,
FH, AEEISONET, BEIIR LREIR,

Frame 6: 448 bytes on wire (3584 bits), 448 bytes captured (3584 bits)

Ethernet II, Src:
Internet Protocol Version 4, Src:

Hypertext Transfer Protocol
4 Line-based text data:

\357\273\277{"Status": "0k"}

64 20 48 el

74 37 33 Ge
65 6e 75 35
6c 79 Bd Ba
2c 20 31 39
Ja 35 32 3a

6f 72 65 2c
75 73 74 2d
78 ef 73 74
65 2d 63 68
61 3a 20 e
74 65 be 74
Ba 43 6f Be
73 65 @d Ba
3a 28 74 &5
B8la@ 72 73 65 74

LB def bb bf R=NFF5

@ B NEARS

o EiRMstatus

AYRRA: 20220328

74
58
74
31
45

3@
be
20
72
2d

6f
2d
be
43
78

text,/html

@d @a 53 65 74 2d
50 53 45 53 53 49
78 68 38 Ge 63 67
67 31 3b 20 48 74
78 69 72 65 73 3a
6f 76 20 31 39 38
20 47 4d 54 8d Ba
72 6f 6¢c 3a 20 Be
6f 2d 63 61 63 68
76 61 6c 69 64 B1
68 65 63 6b 3d 30
6b 3d 3@ ed @a 50
63 61 63 68 65 od
65 6e 67 74 68 3a
63 74 69 6f Ge 3a
6e 74 65 6e 74 2d
2f 68 74 6d 6c 3b
54 46 2d 38 @d Ba

FEbomsk,

Inventec_Se:4f:5c (P@:8c:fa:5e:4f:5c),
18.101.166.38, Dst: 10.101.166.53
Transmission Control Protocol, Src Port: 8883 (8883), Dst Port: 49607 (49687), Seq: 1, Ack: 518,

43
a4
38
74
28
31
43
ef
65
74
2c
72
Ba
20
20
54
28
ad

229 [@ 0SSt 7 B,

MRENARSSR[ENE, JUEIUTER,

ef &f &b d Hat)..
3d 66 61 ie: PHPS
68 33 3e t73ntlph
78 4f Ge enu5l4gl
54 68 75 ly..Expi
20 3@ 38 » 19 Now
61 63 68 :52:0@ G
2d 73 74 e-Contro
2c 28 6d ore, no-
65 2c 2@ ust-reva
28 78 72 post-che
61 67 6d e-check=
43 6f 6e  a: no-ca
31 38 ed tent-Len
63 bc 6f .Connect
79 78 65 se..Cont

63 : text/h
Ba rset=UTF

= Qi?ﬁik)OI11§9:o

Set-Cook
ESSID=fa
BncgBhle
3 HttpOn
res: Thu
1981 @8
MT..Cach
1: no-st
cache, m
lidate,
ck=8, pr
8..Pragm
che..Con
gth: 18.
ion: clo
ent-Type
tml; cha
-8....

SRUEFRRBRMBIRELS0SS, MBRET —E%KERE,

EXHOSSKF BBodybZ T =1

Dst: Inventec_Se:4b:64 (B@:8Bc:fa:5e:db:64)

Len:

382
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IR Z, Kin502. 400%, SREITNT:

encoding="UTF-8§

<HostId>guoping-hangzhou.oss-cn-hangzhou.aliyuncs.com</HostId>

rror>

@ 88
o 400552%E1ﬂ39’\]statusl:tlll]404/403v 15N AR5 25 IR [B] 25 OSSHIHT TP status 24008 &
404/403%, U R AR 55 28 A UK [E] 20045 oss

o SOZzE'EEE?F_\?ﬁﬁHE%%%’fE$§ﬁ5§ FEwebfRSS, BB EITOSSKE R EIRFIE

o iBHY
BT

reply timsout, cost:5000ms, timeout:5000ms (err:—4, errno:llS

squestId>

ou.aliyuncs.com</HostId>

@ HB HFRLER, OSSHEEERRALEE5H, WBSHEREEIRE, BAOSSHLEL
B SR FAIRS SRMEE, HREASFHENER, Hi2EahNPT LR
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EREIRHEE-STSE o @ R HE

6.STSE W in) &} Hf&E

AXANESTS AssumeRole (BENE) ERERREIREE.

REMmERLERRERNT:

Fs

iz

ErrorCode: NoPermission
ErrorMessage: Roles may not be
assumed by root accounts.

ErrorCode: MissingSecurityT oken
ErrorMessage: SecurityToken is
mandatory for this action.

Error code:
InvalidAccessKeyld.NotFound
Error message: Specified access
key is not found

Error code:
InvalidAccessKeyld.Inactive Error
message: Specified access key is
disabled.

ErrorCode:
InvalidParameter.PolicyGrammar
ErrorMessage: The parameter
Policy has not passed grammar
check.

ErrorCode:
InvalidParameter.RoleSessionNam
eErrorMessage: The parameter
RoleSessionName is wrongly
formed.

RE
ERERFNEHER

AssumeRole, BEFERFHFHZ
.

RGN AP BN ZEE A
AssumeRole, FERFRFPHIZ
.

AccessKeyld T, BIRERSTS
5, BRIRAIEREEERE,

FRNTFRFPNZSH, ELEEL,
EEAZHREREHE. BHERS
WEIE, BEERE AR R
>HFEE>EE > AFEEB >
AP AccessKeyfiN, HHFE.

RENENEENEIEELEN. A
EEN TS EEM (Policy) ,
BATLARIEE . RIS EEBRE,
T 5 B PR P 9 A PR 2 45 T B0 A SR B
MABRIRARE; MEREEER
KB, IRE AP HBIRERA BN
IR, RZEIR, BEREEENER
FB&Policy, REFIRNBFPINER
BNEEENEE., IRNESERE
FRERUREE, BEUEIUERRAM
Policy EditorsE B E R,

A &3 E 648 ERoleSessionName
T3, WBHAXRXAREH
Token, LAtRBBIEFE(ER LT oken,
BF &, B Ma-zA-20-9.@-
I+, 2-3271NE4F,

TREZESEMEAGEEED,
M&& a, 1, abc\*abc, BEM
2 SHEIEEN.
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http://gosspublic.alicdn.com/ram-policy-editor/index.html
https://help.aliyun.com/document_detail/28763.html

ERERAE-STSE LML HE

X RFME 0SS

OFY:

Hix

ErrorCode:
InvalidParameter.DurationSecond
s Error message: The Min/Max
value of DurationSeconds is
15min/1hr.

ErrorCode:
NoPermissionErrorMessage: No
permission perform
sts:AssumeRole on this Role.
Maybe you are not authorized to
perform sts:AssumeRole or the
specified role does not trust you

o JavaFBIERNRAl, ESEGitHUb,
o HEEWRERENAGINIERA, 1E5SESTS SDKEHRFA;,
o MEELTHRAERFDIZE (RAM) , 55 FME=HITRFVIZ .

JRE

AERENEEHNT RN EER, 8
AssumeRoleRequest.setDurationS
econdsB# TN . AEMENTILL
RS HNE, BT, BREE
=900 ~ 3600,

i assumeRoleRequest.setDur

ationSeconds (60L * 20) , 20

PHABK.

e FEE1: AssumeRolefJFHF &
BRR, BHFRAFET
AliyunSTSAssumeRoleAccess &
SRR, B EES > B
FEE > B/ > JERRES
WopLaF R P ER
AliyunSTSAssumeRoleAccess,

o FRE2: HiEABMENTHFHN
ZESD5AEN "ZERKS
D" A, BFRGESHIAFE
¥, FHFHZ=KSID, BT
BFHNEEFND; AENEKS
D, BEIZAEHNERAFHNEKS
ID, BEMTE®BIMENR: H
miEE > AEER > €8 >
RAEFEE > FEEXGEETH
INMEKL,

o FRE3: ABMERER, WRA
BRERNA "BFA
&" M "REAE" , RSAE
A BefE A AssumeRolein &I BT
Fo

34

> MA4RRA: 20220328


https://github.com/baiyubin/aliyun-sts-java-sdk-demo
https://help.aliyun.com/document_detail/28791.html
https://yq.aliyun.com/articles/57895

RERHE- OSSE’*W/\/ BHE=Z (CO

MR 174 055 RS) EZRHR

7.0SSEIMEIFEILZ (CORS) HizMH
%3

AMXNBEERIFEHLZ (Cross Origin Resource Sharing, f&¥Rk CORS) BEEE NEZRBRAE,
CORSHINAREBES B LA RL = RETE,

it B I

CORSECEB LATJLIR:
o EiE (AllowedOrigin)

ARFBEHIERNKER, TUENEEST. RENFT LZBNEER, BW http://10.100.100.100:
8001 B nhttps://www.aliyun.com , JEER, AEER T HMXBhttpFhttps, WRHEOARZEIAN 80
, RBET LKA, NRAEHERS, tJLUTHANERENEXNGE, EFheaderdd origin .
SXBERF ¢, SIEISPRERSEA— + , PN heepe://* alivun.con . MBERFERE
A <, MRRAFRERFENEFER,

e Method
RBERFEXN NN AR, Fii T AeIRERE,
e Allow Header

RIFH B IEKheader, RFERESKIEMAU, LUEIZEER, E£Access-Control-Request-Headerst
fEEHNS Nheader, FwFTEAllowed Headerbh BX NI, HeaderBZiER, RBRKBRNERT,
EWRER ~ , ZERAFRE. KNERBUR,

e Expose Header

RELNBEEMNheadery| R, BB MEBREF DA a) 8906 5 Sk (1§JZID—/\JavaScr|ptE’]
XMLHttpRequest3IR ) . AARFERERST., EANEETERENANSKRAE, RRETEFEAN
header, MEAFEZERETLUAE, KNERHER, ZRETMEEER,

o Z££1ZEFE (MaxAgeSeconds)

JU""E%X‘J‘#%EEZJ?E‘HHEIH* (OPTIONSIEK ) IREIZERNEFNE, BAAR, MREEFHERTT
HA—R, tbweo®, ZMR AR ER.

CORSHEL B E—R2FHXNEMNMAERERMRBEEAN, RESTRKEREE -, SMRANZEARE
BEEFR, HENERR AREEZLNRED D,

HiRHEER

R

CORSELEFHIRSIRMN TR

o NMERIREMMTHEIR:

OPTIONS http://bucket.oss-cn-beijing.aliyuncs.com/

XMLHttpRequest cannot load http://bucket.oss-cn-beijing.aliyuncs.com/. Response to prefli
ght request doesn't pass access control check: No 'Access-Control-Allow-Origin' header is
present on the requested resource. Origin '{yourwebsiet}' is therefore not allowed access
. The response had HTTP status code 403.

e OSSHRINTHHIR:
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https://help.aliyun.com/document_detail/31928.html#concept-vb1-2vd-vdb

= 723 e
R%SJ)L€ &iﬁtﬂgﬁ R e X & 174 0SS

<Code>AccessForbidden</Code>
<Message>CORSResponse: This CORS request is not allowed. This is usually because the eval
ution of Origin, request method / Access-Control-Request-Method or Access-Control-Requet-

Headers are not whitelisted by the resource's CORS spec.</Message>

@ 388
o CORSTHE—MRIBMALENASE, WERPoIAEEFIBEXIERE, WChrome, & ri2 IIH F
RETE , /£ Network BFEEHEMITE.

o OSSIREIHFEIRTTLUBEITIMEIREN, nfEBWireshark, TEiEzST]PAISEA host bucket-name.o

ss-cn-beijing.aliyuncs.com o

o OSSIR[E] 49512 th o] LA I CORSAYIA I 72 5 0ss-h5-upload-js-direct R E @R 3REX

HEBIRIESE 055 40382 Rk,

HESE

CORSTJEEHHIRIN T :

e KiE (AllowedOrigin) ELEARIEH

e Method (AllowedMethod) EZE$EiR

e Allow Header it E51%

e Expose Header Bt B {EiR

BiRAE:

o ¥4 XiR (AllowedOrigin) REM * , WIANZEERLIR. MRIKRER + BEoILARIN EfE, RBREEK
& (AllowedOrigin) BEEEIR, BRIFEMAVINERE,

e % Method (AllowedMethod) B£EREIR (GET. PUT. DELETE. POST. HEAD) , #iAiZEEIRR
TR,

e J4 Allow Header Bt &M * , RINZERELR.

e 1§ Expose Header iEENIEEBEHEFE, WINZREETLIR.

@ B fEOSSIEHIA, EiRBucket/5, 1BiFBucket B > 18 B A B LA %R
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https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/internal/oss/0.0.4/assets/sample/oss-h5-upload-js-direct.zip
https://help.aliyun.com/document_detail/31945.html#concept-hn3-rbj-wdb

TR IFME 0SS MEIRHEE- 0SS 403812 RS

8.0SS 403 IR KHEE

AX AR OSSH H EL4035E1R AV E IR E R AR R TR,

UserDisable.UserDisablef iz
LIRIF 8 0SSIB 270 T By UserDisablet&iz

<Code>UserDisable</Code>

<Message>UserDisable</Message>

BUTHERE:
o REBWKE
WIARETE: FOSS EEEME LTARADL, RERERE, MRARE, BRERE.

@ 88
o OSSR#J5, EuILAIERER24/MY, 24N /52 LTI,
o ARHIRRBI5XK, 15K/GHLHIRISHEMR.
o HEBTEHEHEPLEREEROSSRERES, BRENAE, SNSFNENIEEER,

o REREHSE

OSS EREFIAE LITAERDL, EANNRSERDEEENEN ., EMNRRAERES, AIWEE
FOSSHFLRR, BHNERBE. BRE.

@ $EE WMEEEKPLTHEZRE, BESOLE, SHREEHKS, TRAIESER.

RequestTimeTooSkewed.The difference between... 1%
518 0SSBE a0 T BIRequest TimeTooSkewed$EiR :

<Code>RequestTimeTooSkewed</Code>
<Message>The difference between the request time and the current time is too large.</Messag
e>

D REREREESE 5 0SSR ERIES 1, BREL T 1578, OSSNREEFINAZIBERZEH
E’] J&IEIJ:JJEBEO BRELEBERRENRANE, HREFXKBEIERNE,

ROTRERE THR LR
o REXBRINB[IRENRERE, FEIRERTAR?

OSSHIZSebt B X FEGMTEYE, MENRBFHNRSNE, FTEFEEIGMTEE, 5EMBX MR XEE,
GMT (GreenwichMeanTime) EENXKXE, BEItEHEiRERE.,

Blgn, AIFEOSSHIRERARERAKR/\KX, RANEIFERLLGMT RN, RE BIFRER E—ILREY
—HEFR/\KHE., NIRENRRFEER/\X, BAKNRRNERED LRI,

o WindowsR&RH#EEN X G %!

BEEHEER > ey, BENXE > REQBAEE, THABHMEE, iFXZ0+08:00%REH
RENKRFR/N\K,

> XHHARAS: 20220328 37


https://oss.console.aliyun.com/

ERERAE- X RIFME 0SS

o Linux/UnxRZHKEEN XS E:
BEHIT date -R EEMBMNX, TEDH +0800, ERENEERENXKER/N\KX,

[ yuk. in.byb@ /home/yubin.byb]

» 14:36:42 | +0

o FRAZSNMEIANOSS, HlinfmM. k. E£E, NERSE MG ?
HAERE, B MIEROSSEMERGMTEE, BAXERNIEE RS ITIEHEGMTEE,

InvalidAccessKeyld.The 0SS Access Key Id... &1z
i 0SSIBE I THIEE IR

<Code>InvalidAccessKeyId</Code>

<Message>The 0SS Access Key Id you provided does not exist in our records.</Message>

JRE: #&BAccessKeyDERHAGFE, HEEREWNT:
ERMEB=ETFHEDN , TAIAFIE0SSfERBIACcessKeyIDIFE AL F B RIRE.

o WMEEBAccessKeylDZ FERIRD, BB,
o INREMIAccessKeyDAREEB IR, FHEHAIFEIACcessKeyIDiF 0SS,

AccessDenied.The bucket you are attempting to...s51=
B OSSIBEI AN TAYEEIR :

<Code>AccessDenied</Code>
<Message>The bucket you are attempting to access must be addressed using the specified endp

oint. Please send all future requests to this endpoint.</Message>

JRE: #&ihaBucket{EAMENdpoint RIEH, MRMBFETHRENdpointAiFHAER, BEEE o
,L,\/A\?*ZEUIEﬁﬁE']EndpomtﬂE
MRSDKEEMEMNTHRE, FIREWNTHEIR:

<Error>

<Code>AccessDenied</Code>

<Message>The bucket you are attempting to access must be addressed using the specified en
dpoint. Please send all future requests to this endpoint.</Message>

<RequestId>56EA****3EE6</RequestId>

<HostId>my-oss-bucket-***** _ aliyuncs.com</HostId>

<Bucket>my-oss-bucket-***</Bucket>

<Endpoint>oss-cn-****_aliyuncs.com</Endpoint>

</Error>

e Hoh Endpoint ‘:F'E"] oss-cn—-**** aliyuncs.com EJﬁ%IEE%E’\]Endpoint, 1BE{E R http://oss—-cn-****
.aliyuncs.com 3 https://oss-cn-**** aliyuncs.com {EAENdpointifja0SsS,

o MREFHIRDIEHE Endpoint , BEROSSIEFIS, EBucket HIE PIRERiFIIAIBucket, BEHiH
ABucket#f ¥ T1m, Ossﬁ%qﬂTHEﬂWM%MI‘Mﬁ%
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https://ak-console.aliyun.com/#/
https://help.aliyun.com/document_detail/31827.html#concept-izx-fmt-tdb

YR FME 0SS B ISR HEE- 055 403512 R HEE

o S ZEEAM IFBIOSSERNES; AMESZ2IEERE =G IDN0SSERNES, FlunERE
#REVECS LK 1a0SS, TTLAMERMAMIEE.

o EndDOIntinEZ%%?ﬁBucket%Bﬁ, miipi, Fan EE oSS AMEZ S 0Ss—**** _aliyuncs.co
m , EE‘\]{/_\\WEndpointE http://oss—cn—**** aliyuncs.com ; L, WMENdpointE http://oss-

cn—-****-internal.aliyuncs.com ,

A] = |

ImageDamage.The image file may be damaged#iz
B OSSIBEI AN TAYEEIR :

<Code>ImageDamage</Code>
<Message>The image file may be damaged.</Message>

RR: RPEFXHEEHAERELHRF, SBEEFERRAIHLE, BuUEaF—T8E, EBERESR
MAERLERTITH, ER2EAOSSAERRE, FEZ, BR NSRS RIFNE R HLLE, 0SS
B R RS ENRBXMERE,

AccessDenied.AccessDeniedfi=
G EOSSIBRI I T EIEEIR |

<Code>AccessDenied</Code>

<Message>AccessDenied</Message>

J?\I iﬁﬁﬂﬁiﬁl‘:ﬂOSSE’\]FFJF'iﬁﬁ‘_—L'iﬁUE%{’EE’\]WBEO '\Lﬁﬁ%'\b}diﬁﬁﬂl‘] AccessKeyID/AccessKeySecret zEéIEﬁ%
1. WRERNEFIKS /IR, (STS) , BHIALRTAFPINER. BAs*:

‘iR EEE L‘%EFHF'%E BEFEMAMUIRNAF, RERAFPEMCRE > MAHNRREE
BEEZHAFHRER, BIARSELIRFZH A Bucket/Object BRIEINIR

SignatureDoesNotMatch.The request signature we calculated... 1=
IE0SSIBE I THIEEIR :

<Code>SignatureDoesNotMatch</Code>
<Message>The request signature we calculated does not match the signature you provided. Che

ck your key and signing method.</Message>

BREUTSRASE:
1. #ZFendpoint
B Eendpoint BT EZRBBucket, FHERBLZRHN / , AIEREZRN =R . FIUTEHH

endpoint¥JR&7L: nttp://my-bucket.oss-cn-hangzhou.aliyuncs.com . http://oss-cn-hangzh
ou.aliyuncs.com/ . http:// oss-cn-hangzhou.aliyuncs.com KAR https:// oss-cn-hangzhou.a

liyuncs.com o
2. ¥2&EAccessKeylD/AccessKeySecret

BEfiINAccessKeylD/AccessKeySecret IEffi, #fi{RAccessKeylD/AccessKeySecretBi/GERRB L, 4
ARERTEHMLNER,

3. ¥@&BucketName/ObjectKey
B f{#BucketName/ObjectKeyss Z &5 B, TEEK,
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https://ram.console.aliyun.com/#/overview

B IR HEE- 0SS 4035512 ke IR IFME 0SS

o Bucket@pZHE: REBFENEFE, HFNEEL (1) , LFUNEZIREHRFFL, KEY
MFE3-63FHZIE,

o ObjectByepZME: EAUTF-8%WEE, KEXLMET-1023FTZE, RERL /" HE "\" FHH
%O

4. MRERBBECEIMPER, BFEHOSS SDKIRHNEZHE,
0SS SDKiEf# T URL/Headerss ZISLH, MBS F L,

5. IREHNHEARESFERASIK, FEHCIMER, ER/HXFSEALSEZNIE, FARESIES
FR.

OSSHYEIR ERM T — Mo EENTE, BHREIMEEFRUSENES, 2 TEMIE,
6. MREERTRE, BRERERS[EDHMES9Header,
HEHIR

BIRESDKROHEIRTE . HRERHNER, HiERBEREESERERER., NRRFHERENERE
BX, BEHossutiERE, ossutilea B TTsERRE.,
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https://help.aliyun.com/document_detail/32016.html#concept-32016-zh
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R TFME 0SS

ERBRAE 22T EEN

0O.BERUTEXMK

1832 header & URL T BEZ 1+ E signature i, KESIBEIHESZKM “The request signature we
calculated does not match the signature you provided” , ZA&AX demo &R 7T AR AP BE &0 &

Object #l 0SS,

ERA*

[root@izw4z home]# python PutObject.py -h

Usage: PutObject.py [options]

Options:
-h, --help
-i AK
-k SK
-e ED
-b BK
-0 OBJECTS
-f FI

REBI

ERITHAE LS HE raM FHSH Accesskey AR
ERITHIE LRSS HE rRaM FSH AccessKeySecrety , WAIEIRN
0SS endpoint ik, oss fEHIEHELR LRTLIES, #iEIn

0SS bucket &R, WHEM

EZF oss B object B, HEIN

IRENASHIS (FHIBREE, WAIEIR

python PutObject.py -i BOg3mdt -k 1INCA4LOP43Ax -e oss-cn-shanghai.aliyuncs.com -b yourBucke

t -f localfile.txt -o aliyun.txt

PUT /yuntest HTTP/1.1
Accept-Encoding: identity
Content-Length: 147

Connection:

close

User-Agent: Python-urllib/2.7
Date: Sat, 22 Sep 2018 04:36:52 GMT

Host: yourBucket.oss-cn-shanghai.aliyuncs.com

Content-Type: application/x-www-form-urlencoded
Authorization: 0SS BOg3mdt:1NCA4LOP43Ax

O] 7 3k

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Sat, 22 Sep 2018 04:36:52 GMT
Content-Length: 0

Connection:

close

x-oss-request-id: 5BA5C6E4059A3C2F
ETag: "DOCAA153941AAA1CBDA38AFE"
x-oss-hash-crc6d4ecma: 8478734191999037841

Content-MD5:

OMghU50bIp3Ujgghy904rw==

x-o0ss-server—-time: 15

=)

e Signature RETEMA T ENSHEEMTE header b, {R¥F header § Signature —%(,
e PUT Lt{&8Y, Signature #+&H8) Content-Type A 2E application/x-www-form-urlencoded ,
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o B header FHH#HTEZINENTERELHIMSE., BT RA SDK . URL & ZFFREIHETE,

pEtis

#! /us/bin/envy python
#Author: handle
#Update: 2018-09-29

from optparse import OptionParser

import
import
import
import
import
import
import

import

urllib, urllib2
datetime

base64

hmac

sha

os

sys

time

class Main () :

# Initial input parse

def init (self,options):

self.ak = options.ak

self.sk = options.sk

self.ed = options.ed
self.bk = options.bk

self.fi = options.fi

self.oj = options.objects

self.left = '"\033[1;31;40m'

self.right = '"\033[0m'

self.types = "application/x-www-form-urlencoded"

self.url = 'http://{0}.{1}/{2}'.format (self.bk,self.ed,self.oj)
# Check client input parse
def CheckParse (self):

if

(self.ak and self.sk and self.ed and self.bk and self.oj and self.fi) != None:

if str(self.ak and self.sk and self.ed and self.bk and self.oj and self.fi):

self.PutObject (

else:

self.Consolelog ("error", "Input parameters cannot be empty")

# GET local GMT time
def GetGMT (self) :

SRM = datetime.datetime.utcnow ()

GMT

= SRM.strftime('%a, %d %b %Y $H:%M:%S GMT')

return GMT
# GET Signature
def GetSignature (self):

mac

= hmac.new ("{0}".format (self.sk),"PUT\n\n{0}\n{1}\n/{2}/{3}".format (self.types,self

.GetGMT () ,self.bk,self.oj), sha)
Signature = base64.b64encode (mac.digest ())

return Signature
# PutObject
def PutObject (self):
try:

with open(self.fi) as fd:

files = fd.read()

except Exception as e:

self.Consolelog ("error",e)

42
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try:
request = urllib2.Request (self.url, files)
request.add header ('Host','{0}.{1}'.format (self.bk,self.ed))
request.add header ('Date','{0}'.format (self.GetGMT()))
request.add header ('Authorization’', '0SS {0}:{1}'.format (self.ak,self.GetSignature()))
request.get method = lambda:'PUT'
response = urllib2.urlopen (request, timeout=10)
fd.close()
self.Consolelog (response.code, response.headers)

except Exception,e:
self.ConsolelLog ("error",e)

# output error log

def Consolelog (self, level=None,mess=None) :

if level == "error":
sys.exit ('{0} [ERROR:]{1}{2}"'.format (self.left,self.right,mess))
else:
sys.exit ('\nHTTP/1.1 {0} OK\n{l}'.format (level,mess))
if name ==" main ":

parser = OptionParser ()

parser.add option("-i",dest="ak",help="Must fill in Accesskey")
parser.add option ("-k",dest="sk",help="Must fill in AccessKeySecrety")
parser.add option("-e",dest="ed",help="Must fill in endpoint")
parser.add option ("-b",dest="bk",help="Must fill in bucket")
parser.add option ("-o",dest="objects",help="File name uploaded to oss")
parser.add option ("-f",dest="fi",help="Must fill localfile path")
(options, args) = parser.parse_args ()

handler = Main (options)

handler.CheckParse ()
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X RIFME 0SS

10. 03B = =

ERER
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BUM, ERLTRJLAEE

EABH, LRAEERSHORE, I TRBE pip instal ffprobe3 FiRE,
ERGE

IEBE

root@izwd4z home]# python AnalysisVideos.py test.mp4

INFO:] Stream: 1
INFO:] Frame Rate:30.0
INFO:] Frame Size: (854, 480)
INFO:] Duration:116.5
INFO:] Frames:3495
INFO:] 1Is video: True

video encode:h264

CheckResult:]Chrom can playing video

INFO:] Stream: 2

INFO:] Duration:116.561
INFO:] Frames:5465
INFO:] Is audio: True
INFO:] audio encode:aac

[
[
[
[
[
[
[
[INFO: ]
[
[
[
[
[
[
[

CheckResult:]Chrom and FireFox can playing audio

SEBR: BEERERGR

iR

#!/usr/bin/env python
#-*- coding:utf8 -*-

#Author:
#Update:

from  future  import print function

hanli
2018-09-24

import os

import sys

import subprocess

from ffprobe3 import FFProbe

from ffprobe3.exceptions import FFProbeError
class MainFun () :

[N

color

def init (self):
self.left = '"\033[1;31;40m'
self.gren = '\033[1;32;40m"'
self.right = '"\033[0m'
self.videos = sys.argv[l]

def CheckModule (self):
try:

from ffprobe3 import FFProbe

TR LE N S B ST 8

44
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from ffprobe3.exceptions import FFProbeError

except:
self.Consolelog ("Not install ffprobe3, please do 'pip install ffprobe3'", "warn")

return True

checkvideo valid
N
def CheckVideo (self) :
try:
media = FFProbe (self.videos)
for index, stream in enumerate (media.streams, 1):
self.ConsolelLog ('\tStream: {0}'.format (index))
try:
if stream.is video():
frame rate = stream.frames() / stream.duration_seconds ()

self.ConsoleLog ('\t\tFrame Rate:{0}'.format (frame rate))
self.ConsoleLog (' \t\tFrame Size:{0}'.format (stream.frame size()))
self.ConsoleLog('\t\tDuration:{O}'.format(stream.durationiseconds()))
self.ConsoleLog ('\t\tFrames: {0}'.format (stream.frames()))
if stream.is video():
self.ConsoleLog ('\t\tIs video: True')
self.ConsoleLog ('\t\tvideo encode:{0}"'.format (stream.codec()))
self.CheckResult (stream.codec (), "video")
if stream.is audio():
self.ConsoleLog ('\t\tIs audio: True')
self.ConsoleLlog ('\t\taudio encode:{0}"'.format (stream.codec()))
self.CheckResult (stream.codec (), "audio")
except FFProbeError as e:
self.ConsolelLog (e, "warn")
except Exception as e:
self.Consolelog (e, "warn")
return True
except Exception as e:
self.ConsolelLog (e, "warn")
IER]
check result
IEE]
def CheckResult (self, codec, types=None) :
if types == 'video':
if codec.lower () in ['h264', 'h265', 'h263','vp9', 'vp8', 'theora']:
self.Consolelog ("Chrom can playing video", "result")
elif codec.lower () in ['h264', 'theora']:
self.Consolelog ("FireFox can playing video","result")

else:

self.Consolelog ("Chrom and FireFox not Support video encode type","exec")
if types == 'audio':

if codec.lower() in ['vorbis', 'wmv','aac',6 'mp3']:
self.ConsolelLog ("Chrom and FireFox can playing audio","result")

else:
self.Consolelog ("Chrom and FireFox not Support audio enccode type", "exec")

Vi

output log

[

def Consolelog(self,level, tag=None) :
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if tag == "warn":
sys.exit ("{0} [ERROR:]{1}{2}".format (self.left,self.right,level))

elif tag == "result":
print ("{0} [CheckResult:]{1}{2}".format (self.gren,self.right, level))

if tag == "exce":
print ("{0} [ERROR:] {1}{2}".format (self.left,self.right, level))

else:
print ("[INFO:]{2}".format (self.gren,self.right, level))

T
Main input
T

if name =="' main ':
if MainFun () .CheckModule () :
if MainFun () .CheckVideo () == None:
sys.exit ('\033[1;31;40m[ERROR:]\033[0mInput file is not video file')
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