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"Version": "1",
"Statement": [
{
"Effect": "Allow",
"Resource": "acs:log:*:*:project/nosgl-*",
"Action": [
"log:GetLogstoreLogs",
"log:ListLogStores",
"log:GetLogStore",
"log:GetIndex",
"log:GetLogstoreHistogram",
"log:GetConfig",
"log:ListConfig",
"log:GetDashboard",
"log:ListDashboard"

"Action": "ram:DeleteServicelLinkedRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": "r-kvstore.aliyuncs.com"
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{
"Action": "ram:CreateServiceLinkedRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": "r-kvstore.aliyuncs.com"
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HEHRA <hard limit> <soft
limit> <soft seconds> , ZNIAE
733554432 8388608 60,
o <hard limit> : HEZEPIEHN
REEYXSAAFERT @S
client- hard limit YR &I, BTFFiZEFis e e v e
output- BIESE, hard imit{EREBAIR e *m'?wl” InifEeove tnifEeore
ve =23 =3 =3
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. %ﬁ v EEEE ) v
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1875 X &R E B# B A TR AR,
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hash- o pENSEEOFERESNRY e REcre  dRleese - dREeere
max- BTGB RENDHHEN - ;R
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entries OO EENEve EEfBEve EESBve
o MENRREFHNRENHE/N
Fhash-max-ziplist-entries#{&,
1875 X R E B # R A TR R,
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! * 0: BINE, RR#EAESE. ve 5
compress n 0
~depth o 1~65535 ERlistFiES v GOB6C f
1~65535 N ARES, DiEyTs BEREv/e  BRENEve
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ziplist- KENZTEE/NTFlist-max- 0 0 0 - ::3
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5.6.3.2. PRI & % iT = P i B9 % & XK/

BT B E X client-out put-buffer-limit pubsub®{&, #&aTLAEERedisARMITRAE RN ENEFXK
N, HEDHIFBE RN, RedisEBiAEFimEERE, BHLEXEHIESHAISHNNE, FlRedisiREH
MaE,

Redis B9 % i 4% 14 BR

RedisABNMNEFBARTHEETRX (output buffer) , ABREFHENGSE, RedisiiRE % R IHE i
GEREENXD, RAEBXEH|LAXAEF K. NRANREHE D XAX/NMIERS, BHE P XolsE
REXEHE, EEXIRANERE, SBRSZHER. UTE2HRZOBEMNHEHARIGSR,

o EFIGRTHEHIREEIT K,

o k& (publisher) RfERINEEXTFITHE (subscriber) JHEERHIEE,

SR Eclient-out put-buffer-limit pubsubZ# oA R A MITREFENBHEYXSARGFEX,

1% I 154 AR

client-out put-buffer-limit pubsubB&E=EM: hard limit . soft limit ] soft seconds ,

® hard limit IE—MERFME, B AByte, I—NMAHITAZFHNEHETX SBRNFELRTHE
iI¥ hard 1imit HOPREIEY, RedisBiFFiZEFist)ERE.

o soft limit IEE—NIERFIE, %ﬁ?ﬂByte; soft seconds IEERFLMASSIRFINEE, BAA

Se H—NEMITAZFHENHEEIRGARFRBEET sort 1init HIRE, HiZKRSHIFLETIE
X% soft seconds [REMEEY, RedisEiFFiZEFintiERE,

E=HIEERediSlR®, hard limit . soft limit I soft seconds HIBRIAE B H33554432,
83886087160, BN132MB. 8MBH60s, #REILUMRIE S P ENA/NNZFiHIILIEREN B E XX L ETH
=
fZERedisEREZH A RESH
. IpiERedissL G55, R EEME, AFREEERIFID,
EEMNSHED, BESHIRE.,
EBHFIED, BFclient-output-buffer-limit pubsubB MR FIHE XK,
. ERHNEEPERIATESE,
i. RBRIETE BH IR B client-out put-buffer-limit pubsubBy{&.,
i. BEHE.

—

5 woN

client-output-buffer-limit pubsub B X

client-output-buffer-limit pubsub

33554432 8388608 60

@ 3188 RESEEGTUERHASEIRERNE, HHITMERedis-ciEESH, K
#17TCONFIG GET client-output-buffer-limit <R EEIRBFHE.
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5.6.3.3. A Redis EHES BN ITHIHE
BEBKXhzE2HNE, BoLUEAZRedistiTEHES =R, MK T Redisi5lRiTEkey. FEREIIEE
MR,

RedisEMES ShzZ HHIX R
AT BN ERRRS RSHIRBRERBITERNERNE, RedisBA—NRBREKAITEHEEE
%, fim:

o HEIRUERHERIT Hkey,
o XIFBNMNEFIHEE.
o EIFhashAEE IR,
o I {TRDBIHAOFFF A LAEXIRIE,
o EMAIER.
XLEFEHRES BRedislRFZIEEZTHRE, SNOTMARAzSHMNEEE, BIAR10, BISPHITIO0
/8
BB YRGS
RediseiBd T ERESKREMNBRI Bhey, HITERUNT:
1. MIRE 7 S H8 E i keylIE S T VLR E 20 key,
2. MR EPRINFEIEHkey,
3. MERBELERD25% EikeyEH, MFBRHF—BES.
MR SHkeyHERSHEHMEE R, MRedisHENBRARKRE, SHkey HAAENRERE,
oaESFMMRedisfRFHIMERE. EHABhzSHHE, REBRME, EBRIFBHRXNEE,

REEERREZIN
hzBEVESEE A 1~500, 1B AhzSHHESRASTERESHNTMAE, EtLRIRSRedisiRSHICPUEHR
Z, RNE10E—RBEATEZTMUREER, IRUISHENFRELEEHESHITARERSHENR,
WO LAZIRE 100ANARESHE ., Bhz8EEME 1000 EXCPUERRBENRANE N, SEEEME,
fERedisEEEZH S IRESH
1. iERedissEfIF 5, BT EEMEL, REETEREAID,
2. EEMSHEEDR, BESHIRE.
3. EEHIIERD, BHhzAURIESIEER.
4. ERHNMEEPTRUTEER.
i BERWSFERELNzHE.
i. BEHHE .
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* hz
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X API
APIEO i8A
DescribeParameters EifRedisLFIN TR ESHFIZTSH,
ModifylnstanceConfig & RedisSLHINISHEE .

5.6.3.4. LM Redis EHESRITMEN B EIFE

Redis 5.0 A AT dynamic-hz£#, TIR{EEFHEERMHTEENNE, NTLHRedisERESH
TIMENBMIPE,

CIE St
o SCHIBY3IEIRANRedis 5.0 M L,
o LHIMEMNITHELR,

hz5dynamic-hz

hz&# F Fi5 ERedisEHES TR, XLEFSOEXNENNEFinEE. 5K HkeyE, #

PN BIES N A ERedis EHES TR, HEPESHIITAERA—IEEEN, BEZ74UTEE:

o MBZET/, ERNNEFIHEZEHRSHTIHeyREEBERT, FRLEFERNEIERIR, ol
MRedisfR S EEE ZESBRS BHix.

o MRBIZETK, EHESBSHEELSHNCPURR, BEHTREFMRedisIREIBEN .,

A7 T Redish CPUfE FA =M Mz X2 B34, Redis 5.0kRARHT1E 7 dynamic-hz24, #7287 Xkrhz (hz)

MEREMhz (configured_hz) .
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dynamic-hzB9E[3EEA ves F no , ARREXFBHShzMIXAZNShz, BINMEA ves . HEdshz
FEN, HIRENhz2EME, Blconfigured_hz, ¥BIEAELE, MRedisfRS PHLIRhzEEERELEN
EHifl FARIEEEETRedislIZ P IBEHEANIPE, EENZPEHMS, LEhzE#S, RedistiTEEES
BRRFMES.
HERedisEBEHSIRESH
1. iFiE , ELEAEEME, RERIFERIMID,
2. EEMSHMED, REBSHIRE,
3. EEHHED, BEHEdynamic-hzAMHREFIHE XK.
4. ERHONEEPERUTHE,
i. EFEdynamic-hz#{&,
i. BEBE.

dynamic-hz 588

* dynamic-hz

=
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) yes no

HXAPI

APIEN i EA
i Redis AN B ESHAIZTSEL
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APIEO L8R

5.6.3.5. HEMXStreamZ&ET S A/

&) L8 3d stream-node-max-bytes2 & i Streambh E N AT | (Macro Node) & SRENRANE,
& Bid stream-node-max-entriesB s EBNE T AP U ZHEENERHME,

AR &M
o SLAIBI3IEARA HRedis 5.0 UL,
o OB,

Redis Streams5 &1 =

StreamZRedis 5.0iR A FTIE O EHIE LR, Redis Streams2 — L HEHM (Radix Tree) EEE—ENTRZ
iddeltaEB/EHME, XET RE5StreambiiEEE (StreamEntry) HIE——X[, MESN FTASP
#MEHES TStreamE R, AXETREERAEZTREAT R, XENSIBELEEAFEENTE. 73
EEEERNS TR, THUERKStreamFRFRETERNZE, BNEERESNREINRE,

A m o] fEFHStreamst B #{ 0l @ 3 stream-node-max-entriesBE X, MENET =G BHBREFEAN
A& stream-node-max-byt esER 4 ,

e stream-node-max-entries: BRAIAMER100, BIBENET 24EE100NStream&z B, BESEE:
0~999,999,999,999,999, OXRREMRH, H—PNET /APEMIIStreamFR B HIAE LIREY, FRMEISE
BR#EFIFNET R,

e stream-node-max-bytes: F{UByte, ZKIAEN4096, IENETRSANRNESE LRAN4096
Bytes, BUESBE: 0~999,999,999,999,999, 0FRTMH,

HA N AGS
{# F stream-node-max-entriest] LA E K H S AT A EIREE,

EAEBEREEKAGRENNEAD, Ko ATE(EFAXADDT L NSt reamEiE V& B MAXLEMETUR E 54
StreamdHEH=M LR, F0:

XADD cappedstream MAXLEN 5000 * field value5001 // fEcappedstreamfifieldlFiRII— N HEEvalue
5001, PAFHKEHI5000

HStreamhFERHEIRE LR, SRM—RFNERHMSENMRERNER ., XELIEHRMT SLRHE
B, RARNIIKEREZRIFAE, XERASHESAREZE,

@ e ERPAPHREBIFLSEERITEAENR, HFD IBRRESANAESE. 4
— N ERTRPHEFFEERERITICHEMRE, Redisd SMRENTRAHRKRARE.

B, MRBVEBHIZEXDLRE, HIMIEAIIPRREFS0005ER, 1587 ES, ANSRK: AT
RUugEiR S NFFIAR, StreamiEELRABREMPNSNET RAMN, SXMRIFESHFTER
RENNAETR, HIERHEHES, BERCAHEMR. £EFUNRedisiREH, HENEMMIIEIES
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bR, #HITHEEE,

dbErlu\
HIBFEECSL OIS A #IE & E R RedisfRE B, SEIFTMredis-clifiRE, EZE=EIEERedishR LA
B, redis-clif9fRATESHEKIRAER,

@ 8 Rredis-clibAdh, #RET]IET LR &1 DMS B 2 P i HuEiE E RedisEIR B, 71X Redis#y
BEHTUMAER, BRE 1’E, BE& ME 3 DMSZ R Redis,

BRIE T #&EZRedisHE

E#ZERedisLAIREE
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!_ EELIMEERR:
« FEEASER.

. ieERedisKSTE . EFORSEE, ,
g " I - 8 -.\ s - —_— - \ N
3«3 " Css L — |
' EC SECl b S |
| EEEESENSE (VPC) . ECS | | IEmaM, Erinestnm |
=t | ESRedisHE—VPC, SECSHTHA, | Pl S ERedemm o, |
. | FIPHIHFIIERedsEREF. | ')
1 ! ! I
1 ! ! I
ra . : " . :'\_
S== | EESEFESEN: BReds | | EEAFEET: SRedsE
= | 2Els, FHESOMSEMSE |, 5iS, SEATEEEOE
mREdiSM » iR bt R f L . PN !
i 1—1 redis-cliEEs < A

.E. « EFEEES: redis-cli -h hostnome -p port

siERedisTH « EfESE5%: AUTH user:password
BERE L)
EEUTERAR:

%‘ﬁﬁRe‘“Smﬁ%g‘ o BERedSBIANKSHNSEE, SARAE, BEDENSEESH,
o o BIRFMKSHI, BKRE, BENBEEEKE,

ARBIREHEERENMELE,

° ECS;Hﬁ (3#3F) - #HEER,
ERIRECSLA) SRedisSEAIR FR—EHME, FIGECSEAIBIFAMIPHAE N ZERedisSE
1§JE’]EI%$EP°
PRI=E=1-2 LTHEMLVPC

° AR wER.
BAMIRERN AR IPHEIE RN ERedis LA B A £,

XTFHRMABZENEMKERE, BELRELSE,

o [FRAEHEMEIEEN: FRedisizflE, REUZLAINERT MEEEHL,
o (FRAAMEEN: ERedisiZHlE, BIBEHIKBUZLEIH A MEEMIL,
3. 3R EXRedisiEES
B

N o

@ $8  RedisTABMURHEAREEZ I, BYAMEENECEEFHE
BEAMEZ I,

BRRME, BEREEEEIL,
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Z IR E Redis iR FAPEm- =)

BIERRE iEA

fEredis-clif@EB R THITHEXTS,

® EEHS: redis-cli -h hostname -p port

EESGSRA:  redis-cli -h r-bplzxszhcgatnx**** . redis.rds.aliyuncs.com
4. {EAredis-cliiEiE B
p 6379

Redis (A&3X) ,

o BMW&<E: AUTH user:password
BE&eGSRA:  AUTH testaccount:Rp829dlwa

BRI, BERAERESE,

BRELE
Linux& %

1. Z&Eredis-cli (MNBEZRZE, oI¥kd) .
EREFTRredis-clitVig &, FIANeCsspsAR#IgE,
ii. 1T TR TE RedisiRaE S 44k

wget https://download.redis.io/releases/redis-6.0.9.tar.gz

@ B AXWUredis-6.0 R A NFIEREMERRE, HBHITUR
Z I RedisE M ,

iii. 47 TR < #EERedisIRAS X 14
tar xzf redis-6.0.9.tar.gz

v. AT TR HAREG B RHHRIFLRERedisTRID XM

cd redis-6.0.9&&make

@ B HFERETE—BNE (BER2HM~35) .

2. REUEERGERHIIT T RSB L EERedisSLA :

src/redis-cli -h hostname -p port [-c]

HithrA, BANRIE,

SHH

sH o SRS

o ECSEMBNEEMAES: FRRRedisSANEEMSERBIL,
RedisseAIf s

hostname s o AIREBIAMER: FRMRedISSLANAMERBIL,
RURBE, BEMEE LRI,

» RedisZAINHE  HOSBHUNGITY, BHIANEENHOS, AR, WERELE

P g e )

< EREBEE  HERRURdsEAN RN, AEREEILERHTR,
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EERA
o BAME CERF@ETEAMILERIA S, BIa045 2240 SO 89t b 5 &= 22040 SEA) B IR D
Hh)

src/redis-cli -h r-bplzxszhcgatnx****.redis.rds.aliyuncs.com -p 6379

o HiEMlt (ERFEIEEHINERNTR) -

src/redis-cli -h r-bplzxszhcgatnx**** redis.rds.aliyuncs.com -p 6379 -c

3. T TR LT BB IIE:

AUTH password

SHR A
S AR
EEKS., BE:
o FERHBIAKS (MULFIDHENKS) : BEEESZHET,
o FRAMAENKS: BBEHXAN user:password , BINKESHZFIINEAR, FlINE
password EXWKSA testaccount , BIEA Rp829dlwa , HBFHEEBEAN testaccount:Rp8
29dlwa
@ 3 MEREEE, CUNSERHE, SAERE, BELEXAEERE,
P

AUTH testaccount:Rp829dlwa

@ 388 MBELHEFELEEMEEZIHE, BidEHMEEERedisSIH B T ENITAS B
o IEEHiTRedisTm2 .
BR ok FREMINEERedISSEH], T[HiTRedisi<,
o MREMKRE, BEALENEERE,
o XFRHIFERedisIHFNTHS, BEEMRedistr & 25,
Windows &%t
B8R 264 fIWindowsER 4t
1. RFredis-cli (MNEZR%K, TTBk) .
i. BRFREredis-clifVIRE, HIMIECSIIHAMIRE.
i. T#Redis-x64-3.2.100.zip3 1,

@ HE  AXWredis-3. 2R A BBIETRIERE, HHITURREMEA, ESEE, 52
o MicrosoftArchive-Redis,

iii. ¥4 Redis-x64-3.2.100.zipf EEZHFLZENBR, ARPIGEMBEED: \Redis-x64-3.2.100B R+,
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Z=HUREE Redis kR BFism-

2. ER%E Tredis-cliBYECSHIHAMIZE L, FEHAWindows#E+REASHEITFIETIEE, AERH
ANCmAHF B FHE .
RAB R EBITAWIndowss <78 0.
windowssr&TEH O

Bl C\WINDOWS\system32\cmd.exe

3. T TRGS, HAredis-clff BB R.
KRB Redlis-x64-3.2.100.z joff FEJ5 B e B B8 12 4 D: \Redlis-x64-3.2.100, < fl:
cd /d D:\Redis-x64-3.2.100
4. REVEERGERHNITTRH L EERedisH:

redis-cli -h hostname -p port [-c]

@ ﬁﬁﬂﬂ ETPowerShellEP Ej]I’EdIS ClIE’] nn/&\\‘ . .\redis-cli -h <hostname> -p <port> [
-]

S0
S 88 KA R

o ECSEAIENERAMEKRERE: FIRMRedisTANET M TR,
Redis SEl 9% 4%

hostname sy o AMEBIARER: BHERedisZAKA RSB,
ARIE, BEN :
ot RedisSLOINHT  WOSEUNGI70, GHANEENHOS, BERIE, HEL
s o

< BREBES  ERRURedSZAIN , B KRBT TTA.
R
o BAsit (ERFEIERIAMIEEENGS, FlW S Rpu::Si bl SCA B9 ER i

i)

redis-cli -h r-bplzxszhcgatnx****.redis.rds.aliyuncs.com -p 6379

o HiEMt (ERTEY EENGR)

redis-cli -h r-bplzxszhcgatnx****.redis.rds.aliyuncs.com -p 6379 -c

5. MITTRGS BRI IEIIE

AUTH password

S
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24 B8

EEKS., B6E:
o {FRAZAKS (LIZAIDHENIKS) | HEESHRBANT,

o FEHMAUENKS: BBKRIAN user:password , BIAKSHIIFWINESR., HlINE
EXMKEA testaccount , EEA Rp829diwa , BWHEEA testaccount:Rps

password

29dlwa

@ 3 MEEEEE, GUUEERH, SAERE, BEIEXAEESSE,
w5

AUTH testaccount:Rp829dlwa
@ % MBELHEFBEENEEZHE, B EENEERERdSSTHIN T BHTAS BE]
o IEE#fTRedisi S,

ER ok RREHINEERedisSLA, tJfTRedisTm.
o MEHMIREE, BN NIEERE,
o XF=HIEERedisTFNTS, BEB M Redist & ZIHME,

ABEZ:S g

@ 38 WBEIAN/NMRAIE, RESRTETER, BEIAARERFONRE, Si5iE
£, BERARINNRE.

REED REA KRR E

(error) ERR illegal

address

(error) ERR client ip

is not in whitelist

RREEHNBEE, BEERE, BENINET RiEERedisiE,
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o (error) ERR invalid

password

o (error) WRONGPASS i
nvalid username-passw

ord pair

I E R

RERBRIRTTE

BEER, BRIAMEAERNEBENEEET. RBERKSHAR, BEEXE
—ERX5l,
o RINKS (RILALAIDHEMKS) : HEEESHEBAIT,
° MEIBRNIKS: ZWEXA  user:password ., BIMMBEXKSHA testacc
ount , ZM3A Rp829diwa , BWEHEES
A testaccount:Rp829dlwa .

@
o NMESBILMAEETE (HIIRDME) E#ERedisSLf), BIEZILIE
thig N\ user: password EITERE,

° MRTICEHB, BUMEERN, BNMRIE, BEIEKHER
3,

B

RO LUBE W E LA T SIR 7 R AT i@ S redis-cliZ#RedisSLfl, MSARKL25389

7.4. BIE P iniE Fi&E&Redis

S EERedis5[RERedisTERE, EEMEENTXBERER, KTLUREB SN RERETR
BRedistMYNEFPHERF, AFNE-EENNEFHREFOCERE, #HTRREER,

RIR R4

RIESFPHEFNNENE, TR TRERFE:

BEPiHERIENL
=1

BRI

1. HWARECSEPISRedisLAIBTFR—EENE (AILPHAEAERPHNEFMEZD—) .

@ 8

ECSSLI (E7F)

o MREFMERE, HWuILIERECSEAIFABNERTME, BINEE, BS
T EHECSSLAIBIVPC,

o MEMELBARE, FIMECSELFINZHEME, RedisLBINEETME, a1
Ei%, 1H5 MECSLA) 5 Redis SLAIHY W 45 28 B R =) By N faf i 4%,

2. FREXECSSLAIAYAMIPHILE, BARIRIE, ES W EEECSELAIATIPHL,
3. JGECSELAIB MM IPHbE FR AN ZERedis LA A Z Hdh, BRRME, BERNEEHZE,

W
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BEPimEFEE

= Eb e
1. RedisSEAIECAIRH AR EE UL, BE AR EENBEEFHEBBAMEZEI, B
B1E, BSRBBELMEEIIL,
2. EARMEFHFENIES F# Tcurl ipinfo.io |grep ipFREREAMIPHLE, IR [EI7RE 40
T
root@: :~# curl ipinfo.io |grep ip
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
i) I : 249 4] 0] 1272 [ e T - 1270
: "htt::s:;::w'inf(a.iomissin(auth "
@ W MRAMEFIGEAEIRFAWINdowWsSIRIER S, &RTILAiF0E E P
FEEIRER A Wttt
3. BAMEFIHHNANIPHULRINZERedisLHINBZRD, BARE, BEREEEHZE,
AERER

o WMRMEHIRedisSEHIA S 2T LS 7 E 2, LHBASRMEProxy (KIR) T REEEMIE, &S
A5 ERIRERMEIRedisSEAIHEE

@ 188  ERZEMHSTAIET EEIEER, EES X5 EEFERedis ClustertEEl .,

e MRLHIARTEEMERZINE, B—EEBNETHNEFPKEFLEREZHEN T EERedisSEH ,

M RBUEZER
EEAEPIERFEERSIAN, EREBERRUTERFREEREGD:

FERIMBER RENT

RedisSLAISTFSMEZ ML, HEERTANKEE, TREESHREMMNEMNME

S {51 ) YE S
SAINERIL TR, BEEER, WEMEEEEIL,
woe BOSEANG6379, BHITMEENBOS, BB, EEMIEHEEbI 0%,

IPHNIKS (BHEF  RedisEAIBUASBIR—MIASLAIDSHZ IS (HIEAr-bpT0noxlhcoim2****) , f&tha]lL
HEFETRRE) HE—IHHNKSHBEFNR, BESER, BELUES5EEKS,
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ERINER PRI

REERKSHAR, BRNESKRAFT—EXH:

o HMAZBHKS: ZBIEA N <user>:<password> , BIMBEEXKSA testaccou
nt , BHA Rp829diwa , BWHFEBAN testaccount:Rp829dlwa .

K S 2280 @ s

o MESEIMHOEETE (FIIRDME) E{ERedisSEAl, EHEDZBIEDEA
user: password EITEE,

°* MRTICED, BOUUEERNE, BRRE, BE2ILERAZERN,

BAEFPRER

X FRedisTIFWEFIHIIZE, BESMRedis Clients,
e JedisE iR

e TaiedisEFi% (RedisttMhREF)
e PhpRedis& iR

o redis-pyE Fin

o (HC++EFin

® .netEfif

e node-redisZ i

e (#ZE P imStackExchange.Redis

e Go-redisZ i

o lettuceE s (RHEE)

JedisE P i
@ AR (HeERR) EEERTaledisE o,

1. THHZEedisEPK., BMMRE, B2 R )edisfE 7,
2. RIBVSEREREEZEAT,
i. ¥THEclipseXfin, tlZ—/ProjectHEEpomX#, BEARRNSNT:

<dependency>
<groupIld>redis.clients</groupId>
<artifactId>jedis</artifactId>
<version>Latest non-RC version</version>
<type>jar</type>
<scope>compile</scope>

</dependency>

@ B BEFEA, B2 Meds,
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i. IRYEedisEPIRIRA, EProject h AT, RERIEFEBIRERMEXAHD.

@ #E  XFUTRRRedisLHMEBIZE, BFSNNARIEREE.,

3. iZfT LiRProject, 7EEclipsefyizH] &I TIETE RN RREERINEEZE ZHIEERedis,

bar

[bike, car]

Y HEAledsfIEED, IRRET —EASENSHIERERELINETESSIERE,
XTUWEAHE, B2 NedisEREELE.

TairjedisZ P ix
Taiedis2 2 =& FledisHF & HRedistt WIRERZEFIG, BRTJedisHIRAINAE, B iFRedist I iRz
mEREENGS,

@ B % TFOIEERedisS BB EE I A B, E2 NI FEEEEEE,

FLZER, BE&Mtaifedis-sdk,

PhpRedisZ P if
1. THHZEPhpRedisEFin, BREME, 1ES R PhpRedis(EH 1A,
2. EPHPRIESR @A TR, RERIETRIERESLE,

@ 308
o ®TFaiEENRedisSL B HEEMA I B, B2 DI EBUEEEER,

o TR (HEREMIRE) SLf, BOUIMURTH EHNEWIRT airRfI 5L, EEHIEEN
IR (ITairString) BERARG], XTFHIELEWERNEINE, BESATai REIEEH

HE<.

3. T EIRRA,
BZER, BBLELXH,

@ -‘Gﬁﬂﬂ ﬂﬂ%ﬁiﬂ%)ﬂﬁﬁi%%ﬁﬁgii Cannot assign requested address , Eﬁ*ﬁ'&ﬁfﬁﬁ
%, B2 EREIEEBIERedisHIL “Cannot assign requested address” 1%,

redis-py%® P im
1. THHZREredis-pyEFin, BEHRIRIE, 158 Wredis-pylE iR,
2. fEPythonfRiIEE M A TR (Python 2RAK) , AEHRIETRIETREXRE,
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@ 308
o ¥ F{aikENRedisSL BB EEMAFI G, 55 DA RBUEEEE,

o WFIhR (MHaEIEIRE) LA, ,u\EILAQEJ:HE’]mﬂk}t&Talm-WJH_L, EEHUEEN
B (gATairString) BERATRA., X TFHIBSEHERNEXINE, BESATaid BHUIELEH
H&H<,

3. T EIRRA,

Spring Data RedisZ P i
1. T#H %% Spring Data RedisZ i,
2. 7£Spring Data Redis#wiEs PMIA TS, RERB IR TELXRE.

QFY:
o XTIk ENRedisSL A HEE AR B, 58 D ARBUEEEE

o Spring Data Redis 2.0jR A5 BIAE M LettucefE A IRE, MIRFE t}]?ﬁe;zéjedis, ZEHRR
LettuceH E#5| NJedistk#, REIAT:

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-data-redis</artifactId>
<exclusions>
<exclusion>
<artifactId>lettuce-core</artifactId>
<groupId>io.lettuce</groupIld>
</exclusion>
</exclusions>
</dependency>
<dependency>
<groupld>redis.clients</groupld>
<artifactId>jedis</artifactId>
<version>Latest non-RC version</version>

</dependency>

3. IT LIRS,
FZER, B& M Spring Data Redis,

CHC++EPiE
1. T TRTE, THEHERERECEFIK
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git clone https://github.com/redis/hiredis.git
cd hiredis
make

sudo make install

2. ECHCH+RERPAATRRE, RERETRETERLBD,

@ 308
o XTIk ENRedisSL A HEEMAFI B, 58 DA ARBUEEEEA,

o XFAIR (HEREEIIRE) SLfl, AMTUBRE EHNEWIRT ARGl e, EEFHREK
IR (T airString) MEATRE. X THIELEMERNEXNA, S ATairy BREEEN

<,

3. HwIFLRKE,
gcc -o example -g example.c -I /usr/local/include/hiredis -lhiredis
4. WiRiBTT, FTMEE,

example r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com 6379 instance id password

.netEPig

EE WREHRedisLAINEHEMEIEENEENE, BRENTVIRSNEFLIEENIRIE (B
ERSHIBEINRE) , BFsccluster compat_enableZ#H&E N 0 (B) X HR4ERedis ClustenE ik
%E) ) %EEE%FE%EFH, E‘EU#%TEH??E%E Multiple databases are not supported on this
server; cannot switch to database E-%??T‘é'f’ﬁ, %%miﬁ%i%%% °

1. T TR®HS, TH.netEF i,
git clone https://github.com/ServiceStack/ServiceStack.Redis

2. FE.net BEFIFDHE.NetTE,
3. AMNZEFRSIA, 5|8 MXEEESEServiceStack.Redis/lib/testsd,
4., EFEN.netIREDPEMANTARE, AERBEBIREREXARE, ESER, BSNIELHE,

@ 388
o ¥FH{AERENRedisSIHl I EE M ANEED, B2 NI REUER S,

o XFdviR (HEREHIREL) SLf, BOIMRTH EANEWIRT arRfIRIE, EEHIEEN
BIR (ETairString) BERARG, XTHIEEWERNBXINE, BSRTa BREIESEHN

B <,

node-redisXZ P i
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ZHURFE Redis kR PR sl

1. FEHFHZ%Enode-redis,

npm install hiredis redis

2. #Enode-redisE Pin WA TR, RERETRRRERLN,

@ 08
o % TFU{aRENRedisS B {0 EEE AT AN D, 55 AR EUE RS,

o MFRUMR (HEeiRE) S, BAIMEE EANAWIRT airRAI RS, SERBLEM
IR (fTaistring) BEARE. %XFRBRENERNEXNE, BENTarl REREHN

<.

3. 4T LRAKEL,
C#ZE PimStackExchange.Redis

[ &8 MRENRedisIAIAEREMHESHEEN, BEEHTIRIIERIIBENRE (81
ERZSHIREINGE) , B Ecluster compat_enableB#IRE N 0 (BNXHRLERedis ClustenEix
E2A) 9 iﬁﬁ%%éﬁ%%?fﬂﬁﬁﬁﬁﬁﬁ, SNER IR RedisCommandException: Multiple databases are
not supported on this server; cannot switch to database: 1 o BREE, BEREXHS

#.

1. T&HHFZREStackexchange.Redis,
2. RIFRRELTRREILHE,

@ 308
o ®TFaiEENRedisSL B HEEMA I B, B2 DI EBUEEEER,

o MFRUMR (HaesiRm) spl, BaAIMEE EANAWIRTairRAI RS, BERBELEM
BR (WTairString) BUERATE. %XFRBEMERNBXNE, FBNTar REREN

L.

o ConfigurationOptionsEStackexchange.Redisfi#z iy, EHENLARFEEZMER, N
ZIRENEE, HXSHIgEIRE, 155 M ConfigurationOptions,

o HFGetDatabase()REIMNRERERN, =X FHAIE{EMConnectionMultiplexerXy s 4
SRERBNT],

redisConn = getRedisConn () ;

var db = redisConn.GetDatabase () ;

3. BREFPHEFRFELNMESE (MREAPEBERE) .

Go-redisE P if
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QOFY:
o X TFaiEENRedisSL B MEE A B , B2 DAEEBUEEEER,

o XFRWR (MREtEIRE) L, MoJURE EHFNEWIRTairRFINE, EFELREEER
(fATairString) BERAMRG, XTFHBEEMERNBINE, BSRTar REEEHNG L.

LettuceX P ix

Lettucesz =¥ Redis APINEIS I RS EEFEA., HTFlettuceBEFIBERRSRIERBIG, FAEEHME
E, BBUEERedisAMEER RSB EREHBEET R LSRN, TTRENEEENSREEE
E, BB ENE, EESERedsE P,

@ #8 X FUMTRERRedisSTHMEBHHNZG, BF2UNTRIEEEE.

Eg{;lu 7 1ﬁ %ml-ett uce,

LEEB R =

o RedisEfEEEHE SRR
e Redis®EP i EiLiEw

o RERE

o EELEHIE

7.5. PR inF?SSL}]I]% F1ERedis

EEREPREFERSEEN, SUMNEASSUNENERSHESRENZEYE, REMENTESE. &
_ILMEHEE%Fﬁﬁ##ﬁliﬁﬁﬁ'cﬂ%éRedlsmlxﬂ’]ﬂ):'ﬁﬁ“ﬁzr R FE—-EENNEFiREFNCER
B, #HEEPREEE,

AR

LFIEFFSSUINZE, BMFIEE, BSRIEESSUNE,

FEEN

o MNRMMMRedisSLHAER LM IEE HEEEN, THZIASIRMProxy (KIB) FRMNEEMNE, EES

R 5 EERERMEIRedisSEHIHERE
@ 368 EHRMNSSHIETEERIDERE, EEAH5ERFERedis Clustertif,

o MIRXPIABTEAMEREIE, B—EBMZETHNEFPHEFLHRERDE O EERedisLH,
&I
1. REZFHREFNIMEME, THTRIRME:

EPinREFEE

e TR BERE
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EPiRREFEZE

il BN
i. FRECSEAISRedisLAIEFRA—EEME (AMLFABRERPHEEMEID—E) .
@ e
" IREEMNEARR, MolLAERECSIAIFBHNERTNE ., BIMRIE, 18
ECSsofl (3 B EIRECSEAIHIVPC,
%) " INRMEXEARR, FIMECSEFIAZEME, RedisEBIATEME., M
%, 155 WECSSLA S Redis L B N 45 28 B A B B ANl i3
ii. FRERECSILAIBIAIMIPHILE, BAARME, 1§55 M ECSEAIE P,
iii. JGECSILAEIBIAMIPHILEARINZRedisTHINHEZ RSP, BIFRIE, BN EEREE,
i. RedisSEAIZRIANIRA A MERE ML, B AMIEENEEEFNRBEAMEE ML,
BIARE, BSREEL M IEE I,
ii. EAMEFRTENIRE E#iTcurl ipinfo.io |[grep ip REVEARIPIHIE, &RER
BIanT
root@: :~# curl ipinfo.io |grep ip
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 9 100 249 [¢] 0] 1272 [ T L EE R T 1270
it " "

)
readme™: "hitlps://ipinfo.io/missingauth

@ 38 MBEALEPBFEEEIWINdowsBERS, KEISITEEPH
HEPEERER 2> P Stk

iiil. BAMEPIHOAMIPHINRINERedisIAINBEE R, BERERE, BEREREDS
g,

2. RBUTMERHREESZ P REFIIAED:

SRS A IS

STABI B9 EESE M RedisLAIX S MER N, HECHEEMEEE, TREESHTLMMNTEE
R MATER, BESEE, EENEE S,

®mOe BOSBIANG379, BHTNARNBOS, BREE, BEDEEEmI S,

IHNKS (= RedisSEFI BIAS B — N AZAIDSHZ KRS (Fla0r-bpT0noxlthcoim2****) , &t
PinEFLERIRE) TRIBIE— NS HB TR, BE2ER, H2AESEEKS,
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ZHARE Redis fR

ERINER KB

RIFERKS AR, BRMESEAT—EXH:
o

o HFEIENKS: ZBEEAA <user>:<password> BIBEEXKSA testac
count , Zf3A Rp829dlwa , ZEFEEBAN testaccount:Rp829diwa ,

kS8 ZE @ 389

o MBEBIMANEIETE (HIENRDME ) YE#ERedisSIfl, BEZBIED
BN user:password HITIEE,

°o MRTICHEN, KRUILEERW, BREF, BELERAEERND,

3. THCAIEH, &RigEssLNE,

Java
TIRREMCBB I edisE P ikHI3.6.00RA KRG, HEFERRIRA.

»

@ 38 EEESREIRETMENAD. XFUTRRRedSIANESBI . HOS. 50,
REEITERNSER2,
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import java.io.FileInputStream;
import java.io.InputStream;
import java.security.KeyStore;
import java.security.SecureRandom;
import javax.net.ssl.SSLContext;
import javax.net.ssl.SSLSocketFactory;
import javax.net.ssl.TrustManager;
import javax.net.ssl.TrustManagerFactory;
import org.apache.commons.pool2.impl.GenericObjectPoolConfig;
import redis.clients.jedis.Jedis;
import redis.clients.jedis.JedisPool;
public class JedisSSLTest {
private static SSLSocketFactory createTrustStoreSSLSocketFactory(String jksFile) throws
Exception {
KeyStore trustStore = KeyStore.getInstance ("jks");
InputStream inputStream = null;
try {
inputStream = new FileInputStream(jksFile) ;
trustStore.load (inputStream, null);
} finally {
inputStream.close() ;
}
TrustManagerFactory trustManagerFactory = TrustManagerFactory.getInstance ("PKIX");
trustManagerFactory.init (trustStore) ;
TrustManager[] trustManagers = trustManagerFactory.getTrustManagers();
SSLContext sslContext = SSLContext.getInstance ("TLS");
sslContext.init (null, trustManagers, new SecureRandom()) ;
return sslContext.getSocketFactory();
}
public static void main(String[] args) throws Exception ({
// BpsaraDB-CA-Chain.jksAIEHXHEFFRo
final SSLSocketFactory sslSocketFactory = createTrustStoreSSLSocketFactory ("ApsaraD
B-CA-Chain.jks");
// ERSHRISE SR NG EE L. KOS, BIigE. B
JedisPool pool = new JedisPool (new GenericObjectPoolConfig(), "r-bplzxszhcgatnx****
.redis.rds.aliyuncs.com",
6379, 2000, "redistest:Testl1234", 0, true, sslSocketFactory, null, null);
try (Jedis jedis = pool.getResource()) {
jedis.set ("key", "value");

System.out.println (jedis.get ("key"));

Python
TRRBIRBLAredis-pyB i A, EFERRTIRAK,

@ 38 CEEREIREREXAD. XFUOARRRdSSIANES I, KOS, B8, #2
REETIFERISER2,

S TT

BiEEE
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#!/bin/python

import redis

# IREEEER, 23 host. port. passwordMI{EDFIEHRNEFIREZEMAE, KOS, B,

# ApsaraDB-CA-Chain.pemAIEBXHEH R,

client = redis.Redis (host="r-bplzxszhcgatnx**** . redis.rds.aliyuncs.com", port=6379,
password="redistest:Test1234", ssl=True,

ssl cert regs="required", ssl ca certs="ApsaraDB-CA-Chain.pem")

client.set ("hello", "world")

print client.get ("hello")

PHP
MTFRAIMpredisBP N0, #EERRFREA. NREEBIEC pedsBPE, ERRABERN

tissue,

@ 38 CEEREIRETEXAR. XFUOARRRdSIANES I, KOS, B8, #2
REEITERNSER2,

<?php
require DIR .'/predis/autoload.php';

/% ‘IQEEE%%E, ﬁ%'”gthosts port. passwordﬁgfﬁﬁﬁugﬁﬂgg’:ﬁ“miﬁgiﬂms ﬁl:l":'?s 55{55
ApsaraDB-CA-Chain.pemAIERXHBEFR*/
Sclient = new Predis\Client ([
'scheme' => 'tls',
'host' => 'r-bplzxszhcgatnx**** redis.rds.aliyuncs.com',
'port' => 6379,
'password' => 'redistest:Testl234',
'ssl' => ['cafile' => 'ApsaraDB-CA-Chain.pem', 'verify peer' => true],
1):
/* FORER TR A EE RO </
//$client = new Predis\Client ('tls://r-bplzxszhcgatnx**** redis.rds.aliyuncs.com:6379?ssl[c
afile]=ApsaraDB-CA-Chain.pemé&ssl [verify peer]=1"');
Sclient->set ("hello", "world");
print $client->get ("hello")."\n";
2>

C#
PAT 7RI LASt ackExchange RedisZE Pix A, HEFERRHRA,

@ 38 EEESREIRETEXAB. XFUARRRedSANES I, KOS, B8, #s
REEITERNSER2,
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using System.Net.Security;
using System.Security.Cryptography.X509Certificates;
using StackExchange.Redis;
namespace SSLTest
{

class Program

{

private static bool CheckServerCertificate (object sender, X509Certificate certifica

te,

X509Chain chain, SslPolicyErrors sslPolicyErrors)

var ca = new X509Certificate2 (
"/your path/ApsaraDB-CA-Chain/ApsaraDB-CA-Chain.pem") ;
return chain.ChainElements
.Cast<X509ChainElement> ()
.Any (x => x.Certificate.Thumbprint == ca.Thumbprint) ;
}
static void Main (string[] args)
{
// BEBEEEER, 93 host. port. passwordEDFIEMR ASLFIRYER N, KOS, FE,
// BpsaraDB-CA-Chain.pemAIEHXHEFFRo
ConfigurationOptions config = new ConfigurationOptions ()
{
EndPoints = {"r-bpl0g23zyfriodu***** redis.rds.aliyuncs.com:6379"},
Password = "redistest:Test1234",
Ssl = true,
bi
config.CertificateValidation += CheckServerCertificate;
using (var conn = ConnectionMultiplexer.Connect (config))
{
Console.WriteLine ("connected") ;
var db = conn.GetDatabase () ;
db.StringSet ("hello", "world"):;
Console.WritelLine (db.StringGet ("hello")) ;

KA

o BEXEFinEFiEERedis
e RedisZFinEiIE™

o j&idredis-cliEiZERedis

o &idIDMSZ FRedis

7.6. ERHEEMUI O RedisSEH)

REEEMIE, BUSRINE, BEERN D ZHIERERedisER LA, FEiERedishRSS B0 EYE ,
RET LAE M JedisfIPhpRedisZE Pin A%, NMETHEENBEERERMI E.

GIE S5
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o FEEIEISIT,
o WEPimMNEIN A\ RedisFHEH,
o {FMjedis. PhpRedis& X #FRedis ClusterfI= i,

@ iR
o {EAARZFRedis ClusterfE Pif, TTEEEE P ik KiA = E MiE KB EHN S A MIREARE
EHHIE.
o JedisxtFRedis Clustertszi% 2 & FledisClusternX PN, ¥ 448525 M jedisSHy,
o fRT[LAfERedisEMHE Finsl & BE K E £ Z#FRedis ClustertZ P i,

e RedisE FifErERIECSS BirRedisSEHI7E B —VPCM 4,

%%%I@\

FEEEEDRN, mRedisRARHN=RedisEERTEFIBHIEN FBmastert R A E—NEHAP (VIP) Hbtik,
EFBERROEEMIRX BRI SIBEIDNS RS SBAEE I, BFTERSREHT— N ENEES
FEVIP, 3REREIVIP/F, EFixBENT@idRedis ClustertMYIR{E =RedisERBF H LR, TERR T EiEEN
TRedisEREIREIAR 224,

RedisSeB¥ iR HIEAR U AR S5 524

(-) | ( |
‘Sl s —----- First time - — — — — — 1 SLB :
| D | ! |
.\-_ ....... — . _,'

1
Redis Cluster Protocol Nﬁn N

VIP viP VIP

([~ | [~ | ([~ |
i @ Masterli | @ MasterZi | @ MasterNi
— s — i —_ .. e — . — — — — . —. —
f—@ HA |f—@ HA ],_,F@ HA |
(<:> | _(4:::» . (4:::» |
| v Replica 1| | v RepllcaZI | v Replica NI
—_ e — . —. - e e — = — —_— e — . —. —

o HTHERMIARE, HEXNIRAEREFKIN, EHRMILHERERedisH LN LE—ENX? (£
MAZFESWAPDBE S . LUaFEFARKIEF) . BESER, BSRNEERALAIN G <R,

o HERAT, MRHAFTLELIELE, RASXMASot () IBRNAARER, LHET, SFKIRE
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A D2 EEFHESlotMi2x MovED . TRYAGAIN ZHHHREE. NEHEBERNAIIIGT, BAIXE
P ERNE . ESER, B8 ARedisEin =5,

o BHiEHEI XTI FERASELECT 55 < 11#:DB, {BEf4 Redis Cluster® i (#Iistackexchange.redis) A3
FFSELECT 7%, MRFERZEEF inN R EEEHDBO,

o EiEMUNTIFEIREZAMIFIE, BRNZFVPCEZMIKS ZMEIAIE,
JedisiEEADB

@ 3B JedisERRBESNE R,

PhpRedisiE A BRI

@ %83 PhpRedisfEBiHBES N EH XA,

Spring Data Redisf{i3 /R4l

@ 388  Spring Data Redisf& Fi5 88352 M.Spring.,

LettuceEEK B R

Lettucesz = Redis APINREIS RS EEFER . HTFlettuceBFPIBEBRRKSRIERBRG, FAEEME
E, BBUEERedisAMEERRSBREBRELHBEET RAEHRE, TTREENEEENSREEE
E, ABRIEXKE, HEEREREMEFIE,

@ B8 LettucefEMiBAIES Mlettuce.,

] =]
= 0 ia) &
o Q: BidlLettucei®EiZERedisEY, 3RFE Connection to xxx not allowed. This partition is not known

in the cluster view.

A BFRE EiRLettuceiE E ARG B & refreshOptionsi&E i,

7.7. SentinelEAE R EE

MRS THIEERedisHIFRAM, MAORBKE, =HIEERedisiZ2ESentinel (k) REERX, FREE
P o] LUMEOESE [ A Redis Sentinel—#EE$E = 2R FEERedisSEfI

= IEERedisEA BN s HRSHAR MY, T ESentinel,

Redis Sentinel{& 4t

Redis SentineAFFRRedistg it E ML iz, WMEESE. BNETRERS, RSERAM EERedisEl
EBEHENITSEHERRSHISIHELEE TSentinel, A THXEFHEDMRedisHUREITH F=IBHA
&, MBE=FLKTSentinelFEBRER,
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https://docs.spring.io/spring-data/data-redis/docs/current/reference/html/
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FiESentineBEEER G, BoLMERIITHSentinelig X< :
WL gaA: ]

FfmasterfSentinelSLHIFIE PAKR X ESentine SLHIBVRES, FEAHA:

SENTINEL sentinels SENTINEL sentinels <fEE&H>

EfmasterfIPH It FIZ OS, FEAA:

SENTINEL get-master-addr-by- SENTINEL get-master-addr-by-name <fEEZHF>

name

@ HB  XTFSentinelfXHOESMADHZIEE, B2 NSentinelt Sk,

AR &4
o RedisSLAIBIKhRA 4.0, 5.086.0,
o RedisSLAIBIMEZ LB AETME,

@ 388 WMESLFIHZ PIR A5 52 DRI EETMEVPC,

o BREPIHAIPHNE (ECSSTHE A M Pt 5§ A it EALEI MM IPHILE ) DA RedisH &,

BESE

. BiERedisSL7) 5, ELEFEREME, AEREERSIAID,

. EXLHFERANENSHES, RESHIRE.

ESHHEDP, ®KFBno_loose_sentinel-enabled&#y, B EEHBHEIITE K.
738 KA B E R EE R A yesH B EHRE .

—_

2w

@ 38 no EBREMULINEE (BME) ,  ves ETARBUINE. BSSHNNE, &
REBHZF.

"

=

SentineiE#ERH
FiESentineFEBERE, EFfPA R EZERedisSEHl

ERedisLHIFAETEEMERZE D, EHoJLUBESentineliE 2 E#RedisSLfl; ERFBREHD, &
FEAEENERERIEER.

e Sentinels &

@ 3B FAEREEMEEBHONEREE, B2IFEEENERZRRHE,

KRB Aspring-data-redis ¥, FRABESNT:
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@Bean
public JedisConnectionFactory connectionFactory() {
RedisSentinelConfiguration sentinelConfig = new RedisSentinelConfiguration ()
.master ("original-master-name")

.sentinel (original-sentinel-1-host, original-sentinel-l-port)

.sentinel (original-sentinel-2-host, original-sentinel-2-port);

JedisPoolConfig poolConfig = new JedisPoolConfig() ;

JedisConnectionFactory connectionFactory = new JedisConnectionFactory(sentinelCon

fig, poolConfig);
return connectionFactory;

SHRE:

o master-name: BEX—MERKEZIR, fliNtestmaster,

o sentinel-host: & & ARedisSLHIEH ML IEE ML,

o sentinel-port: IREARedisLAIMNIKAS, BiAKOSH6379,

] B zRedis SentinelZE & EBE A BEERM

@Bean
public JedisConnectionFactory connectionFactory() {
RedisSentinelConfiguration sentinelConfig = new RedisSentinelConfiguration ()

.master ("any-name")
.sentinel ("r—******** redis.rds.aliyuncs.com", 6379);

JedisPoolConfig poolConfig = new JedisPoolConfig() ;

JedisConnectionFactory connectionFactory = new JedisConnectionFactory(sentinelCon

fig, poolConfig);
return connectionFactory;

e SentinelZWiE#E
KRB avaB P RERARE, BEFPIHERAERMT:

o JedisH3.6.0MAKRLEAL

o Lettuce’y5.3.0.RELEASERR AR LA E
o Spring Data Redisn2.5.1jRAK AL, Spring Data Redis& E &t & spring.redis.sentinel.password&

#.

@ HE BIRNEARSIETIRAZPE, SRHRAEEZZMYN Repository,

FRAHBEENT:
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String masterName = "original-master-name";
Set<String> sentinels = new HashSet<>();
sentinels.add ("original-sentinel-1-host:original-sentinel-1-port");
sentinels.add("original-sentinel-2-host:original-sentinel-2-port");
GenericObjectPoolConfig poolConfig = new GenericObjectPoolConfig() ;
String dbPassword = "original-db-password";
String sentinelPassword = "original-sentinel-password";
JedisSentinelPool jedisSentinelPool =
new JedisSentinelPool (masterName, sentinels, poolConfig,
2000, 2000, dbPassword,
0, null, 2000, 2000,

sentinelPassword, null);

B
o masterName: HEX—MEENZIR, flaltestmaster,
o sentinels.add: & E NRedisEEFINEBMEEZMUFAIBEOE, A r-****xx** redis.rds.aliy

uncs.com: 6379 4

o dbPassword/sentinelPassword: i & ARedisSEHIKEHZE, RIBENKENAR, BENESH
_tﬁ /:EI:%IJ ﬂﬂ%ulﬂﬁﬁﬁ, /L.\E.“//{EEEEE.’] E-{Z'SEK'HE, lﬁ {lﬂaﬂjgg‘z‘\

@ 8

n RANKS: BEEESHEHANIT, BIAKS Adefault, REHBdefault M BRIAKS 9 LAZHI
IDEFZHIKS (Flair-bp10noxlhcoim2****)

m HEIERNKS: BBEENA <user>:<password> . FIINBENIKS A testaccount ,
%ﬂﬁgj\] Rp829dlwa , M\E%ﬁﬁ HE j] testaccount :Rp829dlwa

M 2 =Redis SentinelF@ B E U iEZR K BE &R

String masterName = "any-name";
Set<String> sentinels = new HashSet<>();
sentinels.add ("r-******** redis.rds.aliyuncs.com:6379") ;
GenericObjectPoolConfig poolConfig = new GenericObjectPoolConfig() ;
String dbPassword = "testaccount:Rp829dlwa";
String sentinelPassword = "testaccount:Rp829dlwa";
JedisSentinelPool jedisSentinelPool =
new JedisSentinelPool (masterName, sentinels, poolConfig,
2000, 2000, dbPassword,
0, null, 2000, 2000,

sentinelPassword, null);

I o) i
o Q: ERfEHBEERedis Sentineli&x(, 1#ZE R = HEERedis Sentinel/5, %] NOAUTH Authenticat
ion requlred EIRIZEARLIE?
BRERENEFE, HERESREBALRMSentineBAIERE, Bi#TER, FSER, B2LAK
K¢E§Sentlnel§63§1§°
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o LinuxiEER%S:
FEARMIZE EfTcurl ipinfo.io |grep ip#®<, FKENEAMIPHAL, EEREINT:

roota@: :~# curl ipinfo.io |grep ip
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 249 100 249 0 0] 1272 0 --: 1270
"ip*: " 203

209",
“readme”™: "hittps://ipinfo.io/missingauth”

o Windowsig{E R %
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iii. FFECSSLAIBIN M IPHLE RN ERedis LA R B B h, BARIME, BERREHEE,
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BPigm- 5 5RE =R Redis bR

redis-portfF

DR HEAARIE
i. RedisSLIECAIRA R MEEMIE, BEAREENEFTEFHPBEAMEEMI, BIR
BIE, BERBEAWEEL,
ii. FEAMIEE EHSTcurl ipinfo.io |[grep ip&$d, FREEAMIPHLL, RERAIIT:
- root@: :~# curl ipinfo.io |grep ip
Zﬁﬂﬂblﬁﬁ % Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 249 100 249 0 0 1272 B --r--r-- --te-ro- --r--i-- 1270
adme™: "https:5{;pinf0.in(missinqauth”
iii. EARMIZZE QR IPHIAERINZERedisTHIRZ R P, BMNRIE, BELIREREE,

2. BRFRRKredis-port lNigE, BHIAIeCss o ARILE .
@ 85 AXBIECSSES] (Ubuntu 16.04.688ER%) Jfl, NBERERE.

3. IRIAIT TR 8L RFOpenAPHE XK :

apt-get update

apt install python-pip -y

pip install --upgrade "pip < 21.0"
pip install aliyun-python-sdk-core

4. T TR TFE A4

wget 'https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/120287/cn zh/161
8924922413 /redis-rdb-auto-restore.tar'

@ B HAXUHESHARE (rdb restore.py) Rredis-portEstft, TR R T
IS ESAINEHME, AEBEHTEAredis-portiSSH XHIRE TS EHSIAI S,

5. T TRGLMBE TRV AN MY :

tar -xvf redis-rdb-auto-restore.tar

6. HRIIT TR SHENREGH B RIHEREE M

cd redis-rdb-auto-restore

vim config.json

@ BB HTRSE, RAKEAFERT, BAONEAREER,

S
£ EEA ~BE
aCESSkele LTA'StBHRFKq************

acesskeyse 1 \RAMA F #AccessKeyldF]AccessKeySecrect{E 2., KBS SOAOhZtZ)7Lszgy7aL****
cret /f, 'LIEJ =, ERI{’E Kkkkkkkk
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https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/120287/cn_zh/1618924922413/redis-rdb-auto-restore.tar
https://github.com/CodisLabs/redis-port

ZHIREE Redis JR RFfEm-sh5kE
B Hi8A ~E
- BNRLABIFTE B ID, HIHZFRANMIHIDAIXIRX R, ES
regionid cn-hangzhou

N AT A X,

7. BTECRBHRERN, A WoH RO ERRAFEEHRERERT.
8. AT TRRBRANGLBHMARR, FRNTEETS:

python rdb restore.py -c r-bplg4xidgiygpg**** -d 2021-04-19 -t r-bplgéxidgiygpg****.red
is.rds.aliyuncs.com -p 6379 -a redistest:Pawdl23456 -b 9382****2,69382****3 -t r-bplky7j

6gc7umk**** redis.rds.aliyuncs.com -p 6379 -a Pawdl23456

rdb_restore.pyI A 892 #1585

B =R
PN ER
=4 Wik
-C =
-d =
-t %
-p =
-a =
-0 )
-b =
-h =

WA

IRLAIID,

ETHNEMXEFRBENBE, &XAnyy-MM-d
d,

BtnRedisSLAI B EEMIE, REGE, BEREE

EEEE,

o ECSEAIBENEAMBKEE: HIRMEtrRedissE
BINEEREEE ML,

o AMIREFBEI AMERE: FIRENERRedis LA
BRI IEE L,

BHrsEFInNim 0, EKiINA6379,

BirRedisLAINIKS (FEFEENIR) RER
M, KSHRLZEFERAREXES (1) 2K, XT
WELIEKS, HEAEESEEIKS,

RLBEMXHETHRENER, BiNN/root/,

RELBINED D, MRIAXRELSNER, &O
PUBNE ASHIEER THRNEMN XM,

@ wm

o EUILBENEFHANEHSIRE XA
58 F DescribeBackupsiZ O &%
B 4ID,

o UNERSLFINERIEMHIEEHELR
1, REEBEIASHTHS R
TROEMRXE, 240EHXXH4IDE
FREES (,) 2R.

EFZHLNEHER.

A

SOAONZtZ)7Lszgy7aLr*  ssssins

2021-04-19

r_
bp1qg4xidqiygpqg****.redis.rds.aliyu
ncs.com

6379

redistest:Pawd123456

/root/

938261111,938262222

%
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BFism- ¥R Redis iR

ETZERE, BRELSTHETHEERER, HEI restore: rdb done FREFTHEIFEIRER
1’EO
redis-port #4745

21:00:56 [INFO] set ncpu = 2, parallel = 2 filterdb = @ targetdb = -1
00:56 [INFO] restore from '/root/r-bp ke-db-1.rdb" to 'r-bp
ncs.com:6379"

[INFO] total
8 [INFO] total

9 [INFO] total

INFO] total

[

59 [
1: [

:59 [INFO] restore: rd

11.7. EAHADBS¥ B&ZERedistkE R =R
EERedis R

RO LAME R B S #IEEF R RS DBS (Database Backup Service) %t BZEBRedis#iREHITEN, AB
BEHHBRSEE — S HIBERedislRIH|d, LHRedisHiENLZEENHEFERE LT,
#9048 FE 5517 DBS @ A AR FEE R (5 L HUR RAP BB B AR E M BRSS . EFADBSEI LASLIN AN T RedistE KR4 :
o ZiPBEERedis, XiF:
o TE A MIAInEI A M B ERedis,
o ECS_LEAYHERedis,
o BIIEL VPN X I & #EM X FHE A B ZRedis,

o EM=HIEERedishR,
o B HERedisBETHIBRE N A X ITHE =EIEFERedishR,
HFRRESBIEER

11.8. {€Hredis-shake& {3 RedisSL 4l

#R 0] LAfE A redis-shake By dump#E 2048 = #14 F= RedishR SL A o B 43R &40 BIRDBX M4 o

AR EH
o EOIRMEEHINENRedislkS, SIBKSIRIEREIBEEN
o “HIEFERedisBRM LR NIRERIET RENEE N EIR.
o =HEERedishR A Redis 4.0fR 7K,
o D8I TFi5{Tredis-shakeBIECSSLI,
o ECSTILAL 0 & E & BIRedisSLAl
o ECSEYRZ A Linux,
o ECSHZRIR=ETE AN TROBXHHHAZE,

A6 =2 =y

B ==lamo

redis-shake 2B ZBHANAFBETE, XiFxtRedis#iiZi#T#AT (decode) . {RE (restore) . &%
(dump) . A% (sync/rump) , FEdumptEXT, redis-shaked] LA Redis¥iiz & B #E 1% 17 2 RDB 4
o, J@IIRDBM O] LASLIIEIBIRE HE T, AXLUERJdumpiE &4 = 43R FERedishR SLHI B ¥R E
RDB3Z A%,
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ZHURFE Redis kR BPism-sh5E

@ 308
o redis-shake@] @13 ROBX A SLMAUERE H & 1T, FHER1ES N EHRedis-shakeG &1 %8
BIBEMES,

o NFE T HEEZredis-shaketf XER, 155 Wredis-shake GithubF I, FAQ,

BESER
1. B2RUJDUEETEHIEZERedisiRSEH) ( B 8YixRedis) BIECS,
2. TEECSth T Firedis-shake,

@ Bl BNETHSMEBNRA,
3. ﬁZH:E redis-shake.tar.gz o

tar -xvf redis-shake.tar.gz

@ B MREEEKredis-shake64RILiNnUxE Zi BT B8 #4154, redis-shake.conf Aredis-
shakefNECE X, BEBETNE BN EBITEK,

4. {&¥redis-shakeFe B X4, dumpiEXHREEESHIRBU T, redis-shake dumpi&E =t £ £i% B8

e iEA Al

source.address ERedis S FRAS 2 ] XXXOOOXXXXXX.redis.rds.aliyuncs.c
om:6379

source.password_raw JRRedisHIEZZE, account:password

rdb.output % H BIRDBXAEZ R, local_dump

5. ERAM T oLHTERS,

./redis-shake -type=dump -conf=redis-shake.conf

@ B &S EE S X redis-shakeF1 B B 34 redis-shake.conf FHER B R #HT, 5
NiEE S PiEE EHL SRR,
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BFism- ¥R Redis iR

@ 369
o EI,"T’jEPthi)Q execute runner|[*run.CmdDump] finics

o RDBMHZFRERIAN

BEDMRI.

FRNRDBX &M o
al dump.0 , ﬂ'fﬁﬁﬁ cat local dump.O E_E%ﬁ%i)\RedlS;Q?EzEE
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=HUIRE Redis bR

BPism-sh5E

T—% (dlik)

YERDBX iR E B redis, #15ES M EHRedis-shake S MR TRENE S,

11.9. {EHredis-shakeik & #1E

f&Bfiredis-shakefrestoret& =, #&0] PAYKE RDBI {4 2IRedis,
& Fredis-shaketk & RDBX {4l RedisiE & I 3 45 & fiRedis-shake &M 2B TR EMN E =,

@ 89 {EMredis-shaketS ¥ RDBI {52 M {& A redis-shake 5 4 RedisSLfl .
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BFiErm- 5008 Z#IRE Redis iR

12. 5% I 6]
12.1. DhgefstE
12.1.1. ZHIIEERedisFERRedis I NRA ?

SHIEERedisE R Z M ELERedishi A, TTAGRIZMES HIEE,

o VAR (14EEIEIR7Y) @ FBRedis 5.0, @ TES4.0. 3.2, 2.8,

o DWER (HAMNEFE) : FHABRedis 6.0, ABE TS50, 4.0, 3.2, 2.8,
o IR (F=774M475) : #&BRedis4.0, FANETESE3.2. 2.8,

o VR (EEFMHEE (EFE) ) : #&ABRedis4.0, ANETERSE32. 2.8,
o #HXAiR: TJi%#%7.0. 6.0, 5.08(4.0, A T#EE3.2. 2.8,

@ e  FERVMRANLANRdisHLNTIFEGH AR, HEESNRedisHOTIFME.

12.1.2. =HIEERedisfR 5RedisBHA4AXFK?

SHIBERediS R T2 R B RedisMY N T RES M RENFHUIREE.
{Ea 3k B RedisH = P i #0 0] LA S = #U3RE FERedishi i SLE IR AT IR 78 AR MR 1E

12.1.3. =zHIEERedis[FFR EWLRedistn S HIEE?

SR FERedishR R A T4 KA ERedist S MiIR/E, REBT N BHS,
FEES M RedisH o545,

12.1.4. ZHEIBERedislRREE XA EHNES?
SHIRFERediSIR TN AR ERNTS, ERLHEAEEANGFEAERESNLIERE,
XTFEHIEERedisShRERE L HIZIF N GHSIE S M RedisH o 25,

—_—y - [== -] -

12.1.5. =¥ IEERedislROJUABEBEZ T NTRA?
RedisiEBE N BARTTLLUEBRARME, XFHINRET L. 3SPRETFTATSNRIET R, FHEESL 5SS
IR o
Redistr R - EI AR FIRedisEEBE IR - N B ASLAIN IR T 9N 1ET1MNEHE, NTFTEBEL R EX.

12.1.6. ZHIEERedisSLHIEEFHCPULERET] . Wi
MDEREFREI?

TR EFRedisSEHIEECPURLIRREN . HURMEATW R (L17/T17) MERKSHEEHERE.,
AEMEIOMEESHEMEXA, FEESRAERE, BHIUEEBER LAY NRR,

12.1.7. BASEH B DN BIRE?

B THIRERedishRSEGIFINE 256N 8% (DB) ,

@ B8 ERZEMSAIBIAEE 256N IEE (DB) .
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SR Redis fiR AFiEm- 50

18] &

12.1.8. =HIEERedisLH EFHBBEEMNT K?

T REBAWNEIKRFIRedisSLH (SERELH) MESENT R, BEIARNRedisLHINREZTET S,
XFWENASLFIBEMIRIE, B8 Wm0 El AT S5 -WEIA,

XFRBIASLFNFMRE, BSRinEi- 28 AR SRR 284,
12.1.9. ZH W ERedislREBEHAMTEARET RN

-
T R?

ZHIEERedisliRE2EM (Master-Replica) W m89524, BERIBEREBENT SEARETEHK,
MBFERET R, BERESEABRES, EBBESL 595,

12.1.10. =H B ERedislRR B X ENDT A EY)
#?

IR ERedisiR X EM T ENT RS ETE,
FM (Master-Replica) TRZBNELMETR, HRAXRBITER, TEHAFKRER,

12.1.11. Redis CSRFi®RAND T R =H W ERedis[REZE
HHENT A

AN ERedisHICSRARBRMTR £, FENASHIREReiSRN R 2T,
CSRF#T 48

#

CSRF (Cross-site request forgery) BifiEk{miE, tE#EFRA0ne Click Attackal# Session Riding, 1B& 45

SN CSRFHEXSRF, B—fMXMisHRFA.

1. RFIAEEREMILE

2. BESKHFIAIOA

FEACRFIREN—NMEREER: AFIFEEENEB, BEMWEBRESBFOHTTPER R ERAFHIE

RitA, TETFAPHMIEAZ G TECEEEEXRSBIXME RGP ESLE XN — 2 RHT,
Redis CSRF &
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RFigm- = nE =R Redis bR

1. FBFIAIaERERILB

2 BEKAHFIAOA

RiE_LECSRFEYRIB, EEMI T LULR P K E—PHTTPE R4 Redis, BT RedisiFSXAIMY, MR
WG R P R AR XM F ARSI EEE, XN RREE TS EEENHTTPERZ FIES
Redisti$ MM 7ERedis LTS, MEBFMRedisZ BEEBHBIIE, NoJLAEEHITRedistr & Hxt
HIEHTMZHME, B MongoDBEEEEH—4,

A&EE
RedistE&TE3 2 7IRAXZMMT T — MEE, MRARENT rost M rost: MXWPHTIHLE
12 5% B A U F I R 8 5 S Red S AT SR BOAAT .

RedisZ £ X &

EBEZHRedSRET 12 2RE, BEEE—SHTIUEFRedisfREZ oot iR, XEZER/ALE
MEEEEZE N AP FRedist 22N G TRILKRD, MERPHRORedSHEENEHZR, RNBT
Redist i S BIEMEFEENZ LIPS . ZHIEERedisiIEMH T ERLBWRedisPRSE, W F = _EBRedisiR
ZEWERHIEERediISIRE .

ZHIEERedisSiRREME

ARG, BEEARihIE

Z=EIR ERedishRIZ AL o] (SR A MG IE), N ERIESMMEZ e M) 75 5% B 38 M SN 37 18] = #5038 EERedishR
W3R 45 15 B

ZEIEERedisSlRIBH I MEZFAF MEYIERS, BFRPEMNEEEEFOERYIETNG,

VPCREZ RS

SFHMEZBAFRUNREREERVPCNEG, NEEBFRIERER—TMVPCHE THNRSTTLERIFIGE,

=E==]

EMIEERedSIRE IS EERIBE, AP TUESSSEETLLADNPHEE,

A 1a)

SEIRERedishRY FRE M LR SEHRTI FEZBER, AP o DUBITIR B S 22002550 8 & 25 10 45 IR
375 1) 4% PR g 8

TR FERedisiR E iR S D LHRTIRIRMIB R ERNIEE, SPIAHIEHRECLANER, BRI
Bz BN ERZN,

FHABK®S
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Z=HUREE Redis kR BFiEr- 5 0

IR ERedislRZR T — RN RFAEE TS config, saved, AFNRSERHTSHENEER IR
FlEZIRMIEZEA BN, ANtER T ERRERRENEEXEREESS,

III'?I
ZHIEERedisliEB ENYENZ KR, EHABNERRESKEERE, RERUZENE,
RedisEEE£ 2715
R4 Redis 3.00clusterfR R AT IFZRLINIUE, =HIEAERedisSlRERRATIFZERINIE, RS TEZ2M,

12.2. EEHIEE
12.2.1. W{ai@d redis-clidE = SL )

RO LAMER R4 T Bredis-cliskiEEf B = Redis,
RIS S NiEid redis-cliZ#Redis,

12.2.2. &E#ERedisikEs “WRONGPASS invalid

username-password pair”

Redistt K iR6.050 4t X iR5.0 (/NRAN5.08KALE) THMRHM LR RE, RRKSEHERIEAE
=

BERALEROKSZNG, SEgaT:

o RANKS (BMAZHIDGHENIKS) : EERESHHAIT,

[ ] %ﬁﬁu@ﬂ(])n\ﬁ% %‘EE!*%I_EC?‘J <user>:<password> , WUZZDQEEXEK%?Q testaccount , %‘ﬁ%ﬂ\] Rp829d
lwa , %ES%ELEE?] testaccount:Rp829dlwa

@ 8
o MELBILASETE (HIMIRDME) EiERedisSLA], BEEBBEDBM A <users:<password
S HHTERE,
o NMERITEH, GUUEBELH., LABRAE, BEENENIEESH,

e RedisttXiR6.0ZHEFBEZIFIDGE, ERMABERNKSZE, NMREIPLIRE, BHAL
B S ZE A M AIKS 20,

12.2.3. EEZHIEERedisLH H REZRHIG?

‘E?REWTEJZERedis;HﬁJE‘J‘ﬁagiﬁi_gﬂi& TERIIE,
RO AELIZ LI B EX TS, oG2S ERedisERZFI S IREFENRN, FHREPESRE
ESUZ%E%:EQQ

ERedisLHINEBTMNEZNAMZLA (XA, TairlkpelBi&M) HTaidFARFMRIG, WaILATE2E
e, ER—EENETEEBLEN O] E#ERedisSEA .

12.2.4. EERedisEEHIFEEHFECS L ERedislg?

AEE, REFHEMIRedisE P % Bl o] WECS_EiE#ZRedisSLA
EEFNIES WS 3 EERedissLfl,
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BFiErm- 5008 Z#IRE Redis iR

12.2.5. =z BEFERedishiZHF)edisF@HBIRedisE

i 0g?
Y., FEFESRedistiMYBE FimER T LATH 0 =E3E ERedishR , &R0 LR IE N A ik FARedisZ P i,

X FRedisEFIHHER L, 58N ET = HEFEERedis,
12.2.6. AF G AXPIER BT AELRE (FB/48BT) ?
BEAB NS HIEERedishR S ST FHR B EREE .

D k& TRUERD, LHLKREDRAN, BEREEVSEIIERTHRIBME,

T ERRedisSEAIBL B HIFEH G IES N T &S,
12.2.7. AHAEZEMAIPBREENZE P ix ol LAih (0] 52
£l ?

BFRELOZEFEETEMERZ NN,

BT ZIAE IR T#no_loose_check-whitelist-always&#igEHno, ULFIFBEENEEZHEAMN
e, B—EEMENEFinEZRedisTAIN, THEEPHIFMNEIFINGZEDENTAIE,

WMEXAZINAE, SESHEE PB#no_loose _check-whitelist-alwaysB#3g & yes, BERRES
SBREELZH,

12.3. EHBUEE
12.3.1. ZH IR ERedis XM E I ER0T?

L IEas (BloomFilter) , IRBRRNMTREEERTMEIREES D, ERTWebiZHHR. MEFFESH

o

AR (i) KBEIDEE (Tasoon) . RILMSN, HASERTAIEERT 51 EHFRed
R, B#ETairstring (B CASHICADS

&) . TairHash, TairGIS, TairBloom, TairDoc, TairTS, TairCpc, TairZset, TairRoaring®ITairsearch, BEIET

ERGRTUSHAREE, ILETETUSEIH.

EE HT40RANFERedisEHIt, MIETIEIHEXAPI (F/20BF.ADD) & FRIEXHREPIR
&, BEOKRAMFEE4.0RALEG D EBUESS, NMREATEFERMNE (FIMRTEESFT
M) . BWERETERECWR (HaEERE) UFRENTELIRSR.

12.3.2. RedisZHlE 1 DB=ja X/NfliE##DB

AREBNB=EHIEERedishR P DBRISS I, FIINZISHDBEE. AEFESBREFIANHRAR,
BN =HIEERedishiRE2567°DB, M DBOZIDB255, E\ DB EEMHANF SHERT, DBOLMERNAE
A EZRedisZHI 82 RERE,

BT ERSELECT sr & EARRDBZ @I, Flan, EYIREIDBI0, oJLMERINTHS:

SELECT 10
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