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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Console logon

Before using ApsaraDB for Redis, you must register an Alibaba Cloud account and log onto the Alibaba
Cloud console.

Procedure
1. Sign up with Alibaba Cloud.

2. Logontothe ApsaraDB for Redis console.
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2.Limits

This topic describes the limits on data types and some features of ApsaraDB for Redis.
ltem Description

The numbers of lists and elements in a list are unlimited. The maximum size
List data type of each element is 512 MB. We recommend that the number of elements in a
list is less than 8,192. The maximum value length is 1 MB.

The numbers of sets and elements in a set are unlimited. The maximum size
Set data type of each element is 512 MB. We recommend that the number of elements in a
set is less than 8,192. The maximum value length is 1 MB.

The numbers of sorted sets and elements in a sorted set are unlimited. The
maximum size of each element is 512 MB. We recommend that the number
of elements in a sorted set is less than 8,192. The maximum value length is 1
MB.

Sorted set data type

The numbers of hash tables and elements in a hash table are not limited.
The maximum size of each element is 512 MB. We recommend that the
number of elements in a hash table is less than 8,192. The maximum value
lengthis 1 MB.

Hash data type

Each instance supports 256 databases.

@ Note

® The total size of data stored in all databases depends on the

memory size of an instance.
Number of databases (DBs)

® The system automatically assigns memory to a single DB based
on the usage. The upper limit of assigned memory is the
instance memory. For example, if DB 0 occupies all memory,
other databases have no data.

Supported Redis commands For more information, see Overview.

ApsaraDB for Redis does not provide capacity alerts. You have to configure
this feature in Cloud Monitor. For more information, see Alert settings.

Monitoring and alerting We recommend that you set alerts for the following metrics: instance

faults, instance failover, connection usage, failed operations, capacity
usage, write bandwidth usage, and read bandwidth usage.

® Active expiration: the system periodically detects and deletes expired

Policies to delete expired keys in the background.

data ® Passive expiration: the system deletes expired keys when you access
these keys.

Idle connection recycling ApsaraDB for Redis does not automatically recycle idle connections to

mechanism ApsaraDB for Redis. You can manage the connections.
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ltem Description

ApsaraDB for Redis uses the AOF FSYNC EVERYSEC policy and runs the

Data persistence polic
P poticy fsync command at a one-second interval.
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3.RAM-based access control

3.1. Service linked roles in ApsaraDB
for Redis

To use the log management feature of ApsaraDB for Redis, you must assign the
AliyunServiceRoleForKvstore role to the ApsaraDB for Redis instance. Then, ApsaraDB for Redis can
access Log Service (SLS) resources under your current Alibaba Cloud account.

Background

A service linked role is a Resource Access Management (RAM) role that is associated with a specific cloud
service. In most cases, the cloud service automatically creates or deletes a service linked role as needed.
You do not need to manually create or delete the service linked role. The service linked role simplifies
the process to authorize a service to access other services and avoids the risks that may be caused by
user errors. For more information, see Service-linked roles.

@ Note The policy that is attached to a service linked role is predefined by the linked service.
You cannot modify or delete the policy. In addition, you cannot add permissions to or remove
permissions from a service linked role.

Scenarios

In this topic, the log management feature of ApsaraDB for Redis requires the resources of Log Service.
To use the log management feature of ApsaraDB for Redis, you must assign the
AliyunServiceRoleForKvstore role to the ApsaraDB for Redis instance.

Introduction to the AliyunServiceRoleForKvstore role

@ Note Log onto the RAM console, clickRAM roles in the left-side navigation pane, and then
enter AliyunServiceRoleForKvstore in the search box to search for and view the role.

e Role name: AliyunServiceRoleForKvstore.
e Policy name of the role: AliyunServiceRolePolicyForKvstore.

e Description: ApsaraDB for Redis can use this role to access resources of Log Service and delete service
linked roles. The following sample code shows the details of the policy:

@ Note For more information about the policy syntax, see Policy structure and syntax.
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"Version": "1",
"Statement": [
{
"Effect": "Allow",
"Resource": "acs:log:*:*:project/nosgl-*",
"Action": [
"log:GetLogstoreLogs",
"log:ListLogStores",
"log:GetLogStore",
"log:GetIndex",
"log:GetLogstoreHistogram",
"log:GetConfig",
"log:ListConfig",
"log:GetDashboard",
"log:ListDashboard"

"Action": "ram:DeleteServicelLinkedRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": "r-kvstore.aliyuncs.com"

Permissions required for a RAM user to create a service linked role

The permission to create a service linked role is included in the administrative permission policy of the
linked service (for example, AliyunESSFullAccess of ECS). Therefore, after you grant the administrator

permissions of a cloud service to a RAM user, the RAM user is allowed to create the service linked role for

the cloud service.

If the RAM user does not have the required permissions, you must grant the following permission to the

RAM user before you authorize the service linked role. For more information about how to grant
permissions, see Create a custom policy and Grant permissions to a RAM user.

"Action": "ram:CreateServiceLinkedRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": "r-kvstore.aliyuncs.com"
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Delete a service linked role

To delete the AliyunServiceRoleForKvst ore service linked role, you must first release the ApsaraDB for
Redis instance that is associated with the role. For more information, see Release =}iEiTinstances and
Delete a service-linked role.

Related information

e View slow logs
e View active logs

e Enable the new audit log feature

3.2. Authorize RAM users to manage
ApsaraDB for Redis instances by using
system policies

To implement fine-grained access control and improve account security, you can use Resource Access
Management (RAM) to grant management permissions on ApsaraDB for Redis instances to RAM users.
The authorized RAM users can then access ApsaraDB for Redis instances.

Context

RAM s an identity and access control service that is provided by Alibaba Cloud. RAM allows you to
create and manage RAM users for employees, systems, applications, and other identities. You can
manage the permissions of RAM users to control their access to Alibaba Cloud resources.

if multiple users in your enterprise need to access the same resources, you can use RAMto grant the
minimum permissions to these users. T his eliminates the need to share the AccessKey pair of your
Alibaba Cloud account with these users and reduces security risks. For more information, see What is
RAM?.

Scenarios
e Authorize a RAM user to manage ApsaraDB for Redis instances in the specified Resource Group.
e Authorize a RAM user to manage all ApsaraDB for Redis instances within your Alibaba Cloud account.

You can create a custom policy to provide finer-grained access control if the default system policies
provided by RAM cannot meet your requirements. For more information, see Authorize RAM users to
manage ApsaraDB for Redis instances by using custom policies.

Procedure

1. Log onto the RAM console.

2. Create a RAM user.

3. Inthe left-side navigation pane, click Users under Identities.

4. Onthe Users page, find the specific RAM user, and click Add Permissions inthe Actions column.
Add Permissions
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Enter the User Logon Name, User ID or Accesskey 1D Q)

User Logon Name/Display Name Note Created Actions

Add to Group | Add Permissions|

redistest@®
rediste Dec 1, 2020, 16:15:35
redistest Delete

5. Inthe Add Permissions dialog box, configure the parameters.

Add a system policy
Add Permissions X

* Authorization

@ Alibaba Cloud account all resources o
Specified Resource Group

* Principal

redistest@ X

y o Policy + Create Policy Selected (1) Clear
@

* Select Policy

S AliyunKvstoreFullAccess X
Authorization Policy Name Description
AliyunKvstoreFullAccess Provides full access to ApsaraDB for Redis vi.. o
AliyunKvstoreReadOnlyAcces.., Provides read-only access to ApsaraDB for Red...

oo
n Ca"CEI =t

i. Select atype of authorization.

@ Note If you select Specified Resource Group, you must select the specified
resource group fromthe drop-down list. For more information about resource groups, see
Resource Group.

ii. Set Select Policy to System Policy.

iii. Enter kvstoreinthe search box and the system automatically displays the system permission
policies related to ApsaraDB for Redis.

iv. Click a policy name to add the policy to the Selected section.
m AliyunKvstoreFullAccess

This policy has full control permissions on ApsaraDB for Redis instances. The RAM users that
are granted with this policy can perform purchase, configuration, and management
operations on ApsaraDB for Redis instances.

m AliyunKvstoreReadOnlyAccess

This policy has read permissions on ApsaraDB for Redis instances. RAM users that are granted
wit h this policy can view information about an ApsaraDB for Redis instance, for example,
basic information and performance monitoring metrics. However, they cannot modify the
instance configuration, for example, purchasing an instance or configuring a whitelist.

6. Click OK.
7. ClickComplete.
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What's next

Log onto the Alibaba Cloud Management Console as a RAM user

3.3. Authorize RAM users to manage
ApsaraDB for Redis instances by using
custom policies

T his topic describes how to create custom policies. Custom policies provide more fine-grained
permission control than system policies. You can create custom policies to control the permissions on
specific instances or operations.

Context

Resource Access Management (RAM) is an identity and access control service that is provided by Alibaba
Cloud. RAM allows you to create and manage RAM users for employees, systems, applications, and
otheridentities. You can manage the permissions of RAM users to control their access to Alibaba Cloud
resources.

Scenarios

e Authorize a RAM user to manage specified or all ApsaraDB for Redis instances

e Authorize a RAM user to manage specified ApsaraDB for Redis instances and perform specific
operations only. For example, a RAM user is authorized only to configure whitelists.

(@ Note Inadditionto the preceding scenarios, RAM also supports conditions for authorization
to take effect. For example, Access Alibaba Cloud resources by using a specific IP address or CIDR
block.

If fine-grained permission management is not required, you can grant system policies to RAM users. For
more information, see Authorize RAM users to manage ApsaraDB for Redis instances by using system policies.

Step 1: Create a custom policy
1. Log onto the RAM console.
. Inthe left-side navigation pane, choose Permissions > Policies.

2
3. Onthe Policies page, click Create Policy.
4. Clickthe JSON tab.

@ Note JSON is used in this example to introduce the configuration method. If you select
Visual Editor Beta, you must follow the instructions that appear to specify permissions,
actions, and resources.

5. Configure the policy and click Next.

The following code provides common custom permission policies. You must replace the Redis ins
tance ID inthe following code with the instance ID of your ApsaraDB for Redis instance.
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@ Note

o The policy content must be expressed in a specific syntax structure to describe the
authorized resource sets, operation sets, and authorization conditions. For more
information, see Policy elements and Policy structure and syntax.

o You can grant permissions on specific resources and actions. For more information about
the actions that you can grant RAM users to perform, see APl operations that can be
authorized in RAM.

cManage all permissions on a single ApsaraDB for Redis instance ¢ Manage all permissions on
multiple ApsaraDB for Redis instances ¢ Modify whitelist permissions on a single ApsaraDB for Redis
instance ¢ Modify whitelist permissions on multiple ApsaraDB for Redis instances

"Version": "1",
"Statement": [
{
"Effect": "Allow",
"Action": "kvstore:*",
"Resource": "acs:kvstore:*:*:*/the ID of your ApsaraDB for Redis instance",

"Condition": {}

"Action": "kvstore:Describe*",
"Resource": "*",

"Effect": "Allow"

"Version": "1",
"Statement": [
{
"Effect": "Allow",
"Action": "kvstore:*",
"Resource": [
"acs:kvstore:*:*:*/the ID of your ApsaraDB for Redis instance",
"acs:kvstore:*:*:*/the ID of your ApsaraDB for Redis instance"
1,
"Condition": {}

"Action": "kvstore:Describe*",
"Resource": "*",
"Effect": "Allow"
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{
"Version": "1",
"Statement": [
{
"Effect": "Allow",
"Action": "kvstore:ModifySecurityIps",
"Resource": "acs:kvstore:*:*:*/the ID of your ApsaraDB for Redis instance",
"Condition": {}
3y
{
"Action": "kvstore:Describe*",
"Resource": "*",
"Effect": "Allow"
}
]
}
{
"Version": "1",
"Statement": [
{
"Effect": "Allow",
"Action": "kvstore:ModifySecurityIps",
"Resource": [
"acs:kvstore:*:*:*/the ID of your ApsaraDB for Redis instance",
"acs:kvstore:*:*:*/the ID of your ApsaraDB for Redis instance"
1,
"Condition": {}
by
{
"Action": "kvstore:Describe*",
"Resource": "*",
"Effect": "Allow"
}
]
}

6. Set Name and Note (optional) forthe policy.
7. Click OK.

Step 2: Grant custom permission policies to RAM users

1. Log onto the RAM console.

2. Create a RAM user.

3. Inthe left-side navigation pane, choose Identities > Users.
4

. Onthe Users page, find the specific RAM user, and click Add Permissions inthe Actions column.
Add Permissions

Enter the User Logon Name, User ID or AccessKey ID Q

User Logon Name/Display Name Note Created Actions

redistest@ Add to Group | Add Permissions|

. Dec 1, 2020, 16:15:35
redistest Delete
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5. Inthe Create User dialog box, set the parameters.

Add permissions

Add Permissions X

* Authorization

(@ Alibaba Cloud account all resources| o
Specified Resource Group

* Principal

redistest@ X

* Select Policy

System Policy |I ote Policy Selected (1) Clear
redis-custom-palicy o S redis-custom-policy X

Authorization Policy Name Description

[ redis-custom-policy test l o
oo
n Cancel oo

i. Select atype of authorization.

@ Note If you select Specified Resource Group, you must select the specified
resource group fromthe drop-down list. For more information about resource groups, see
Resource Group.

ii. Select Custom Policy.
iii. Enterthe name of the permission policy created in Step 1. In this example, enter redis-custom-
policy.
iv. Click the name of a custom policy to add the policy to the Selected section.
6. Click OK.
7. ClickComplete.

What's next

Log onto the Alibaba Cloud Management Console as a RAM user
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4_.Manage events
4.1. Query history events

ApsaraDB for Redis allows you to query history events. You can check whether the events that are
recorded in the operation logs meet security and regulation compliance requirements.

Procedure

1.
2.
3. Inthe left-side navigation pane, choose Event Center > History Events.

The system displays det ails about history events, such as event types, event notifications, and
regions in which events occurred.

® Note

o Onthe History Events page, you can find the details of an event, such as the
notification, instance ID, and scheduled time. The information about the scheduled time
of an event includes the Start At, Scheduled Disconnection Time, and Set Before values.
You can click the instance IDto go to the Instances page.

o ApsaraDB for Redis supports a variety of event types, such as minor version update,
instance migration, and master-replica switchover. For more information, see Causes and
impacts of events.

Related API operations

Operation Description

Queries the detailed information of an O&M task of

DescribeActiveOperationT ask .
an ApsaraDB for Redis instance.

References

You can configure alert rules for pending events in the CloudMonitor console. This allows you to handle
pending events at the earliest opportunity. For more information, see Alert settings.

4.2. Query and manage pending
events

You can receive notifications for ApsaraDB for Redis events such as instance migrations and version
upgrades by email, internal message, or by using the ApsaraDB for Redis console. For pending events,
you can view event types, regions, procedures, considerations, affected instances, and the default
switchover time. You can also adjust the scheduled switchover time.

Precautions
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e Inthe upper part of the Instances page in the ApsaraDB for Redis console, you can view the number
of pending events. A value of 0 indicates no pending events.

e |n most cases, notifications for system maintenance events such as instance migrations and version
upgrades are sent at least three days before execution. Notifications for high-risk vulnerability fixes
are sent three or fewer days before execution due to the urgency of these events.

You can receive notifications by email, internal message, or by using the ApsaraDB for Redis console.
To use this feature, log onto the Message Center, select ApsaraDB Fault or Maintenance
Notifications, and then specify a contact. We recommend that you specify an O&M engineer as the
contact.

@ Note To be notified of pending event updates such as new pending events and task
progress at the earliest opportunity, you can configure alert rules for pending events in the
CloudMonitor console. For more information, see Subscribe to event notifications.

Message Center settings

Message Center
< O Fault Message

» Intemnzl Messages [J  ECS Fault Notifications )I:cotdogrlt(jontact
¥ Message Seftings

A t Contact

[ ApsaraDB Fault or Maintenance Notfications )I:qu(]g? Contact

Common Settings oary
A t Contact
[  Emergency Risk Warnings )I:Icotdogﬂ Contact

1.

2. Inthe left-side navigation pane, choose Event Center > Scheduled Event.
@ Note You can also click Pending Events in the upper part of the Instances page.

3. Onthe Scheduled Event page, view the event details.

The details about an event include Instance ID, Event Type, Cause, Business Impact, and
Scheduled Disconnection Time. For more information about the causes and impacts on
business, see Causes and impacts of events.

The system automatically performs a switchover on the related instance at the specified
Scheduled Disconnection Time. If the scheduled switchover time is not during off-peak hours,
performthe following steps to modify the Scheduled Disconnection Time.

4. (Optional) Modify the Scheduled Disconnection Time.

You can use the default switchover time, modify the scheduled switchover time, or configure the
periodic switchover time. The system performs the switchover based on the following priority:
scheduled switchover time > periodic switchover time > default switchover time.
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Type and description of the
switchover time

Scheduled switchover time

You can adjust the scheduled
switchover time of an event
based on actual needs.

Periodic switchover time

After you specify the periodic
switchover time, the system
performs switchovers for
pending events that have not
been executed at the scheduled
switchover time and events that
have no scheduled switchover
time specified at the periodic
switchover time.

For example, if you set the
periodic switchover time to
00:00 on Tuesday, the system
performs switchovers on
multiple instances related to
the pending events at the same
time. This reduces the impacts
caused by the switchovers.

Procedure

. Onthe Scheduled Event page, select one or more events.

i. Inthe upper-left corner of the Scheduled Event page, click

Add Scheduled Event.

Inthe Add Scheduled Event panel, set the scheduled
switchover time.

If you need to immediately perform the switchover, select
Earliest Execution Time. After you confirm the settings, the
system starts the preparation and immediately performs a
switchover after the preparation is complete.

@ Note The time specified by Scheduled
Disconnection Time cannot be later than the time
specified by Set Before.

Check whether the correct events are selected.
m [f yes, click Save to save the settings.

® |f no, select the correct events on the Scheduled Event
page and set the scheduled switchover time again.

In the upper-left corner of the Scheduled Event page, click
Global Scheduler.

i. Inthe Global Scheduler panel, specify the periodic

switchover time in the Week or Month dimension based on
your business requirements.

@ Note You can view the specified periodic
switchover time in the upper-right corner of the
Scheduled Event page. If you select None, the periodic
switchover time is not displayed.

Click Save to save the settings.

5. (Optional) Cancel the scheduled switchover for an event.

You can cancel the scheduled switchover for a Minor Version Update event. You can select the
Minor Version Update event and click Cancel Scheduled Event inthe upper-left corner.

Causes and impacts of events
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Cause Impact Description

Instance

. ) When the switchover is performed at the you may experience the
migration

following impacts. We recommend that you perform the switchover
during off-peak hours and make sure that your applications are

switchover configured to automatically re-establish a connection.

between
master and e Single-zone instance: One switchover is performed. Your instance

replica nodes or data shards in your instance that are involved in the switchover
experience transient connections and stay in the read-only state
for up to 30 seconds until all the data is synchronized.

® Multi-zone instance: Two switchovers are performed. During the
switchovers, your instance or data shards in your instance that are
involved in the switchovers experience transient connections and
stay in the read-only state for up to 30 seconds until all the data is
synchronized. The second switchover switches the master node to
the primary zone. This prevents an increase in access latency that
Zone migration may occur when the master node is in the secondary zone.

Transient
connections

@ Note During the switchover, you cannot manage your
instance by using Data Management (DMS) or Data Transmission
Service (DTS). This impact is temporary.

scheduled switchover time

When the switchover is performed at the you may experience the
following impacts. We recommend that you perform the switchover
during off-peak hours and make sure that your applications are
configured to automatically re-establish a connection.

® Single-zone instance: One switchover is performed. Your instance
or data shards in your instance that are involved in the switchover
experience transient connections and stay in the read-only state
for up to 30 seconds until all the data is synchronized.

) e Multi-zone instance: Two switchovers are performed. During the
Tran5|en.t switchovers, your instance or data shards in your instance that are
connections involved in the switchovers experience transient connections and

stay in the read-only state for up to 30 seconds until all the data is
synchronized. The second switchover switches the master node to
the primary zone. This prevents an increase in access latency that

Minor version .
may occur when the master node is in the secondary zone.

update

@ Note During the switchover, you cannot manage your
instance by using Data Management (DMS) or Data Transmission
Service (DTS). This impact is temporary.

Differences Different minor versions (kernel versions) have different updates. You
between minor must take note of the differences between the current minor version
versions and the minor version to which your instance is updated.
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Cause Impact Description

When the switchover is performed at the you may experience the
following impacts. We recommend that you perform the switchover
during off-peak hours and make sure that your applications are
configured to automatically re-establish a connection.

® Single-zone instance: One switchover is performed. Your instance
or data shards in your instance that are involved in the switchover
experience transient connections and stay in the read-only state
for up to 30 seconds until all the data is synchronized.

® Multi-zone instance: Two switchovers are performed. During the
switchovers, your instance or data shards in your instance that are

Transient
' ' connections involved in the switchovers experience transient connections and
Minor version stay in the read-only state for up to 30 seconds until all the data is
update for synchronized. The second switchover switches the master node to
proxy nodes the primary zone. This prevents an increase in access latency that

may occur when the master node is in the secondary zone.

@ Note During the switchover, you cannot manage your
instance by using Data Management (DMS) or Data Transmission
Service (DTS). This impact is temporary.

Differences Different minor versions have different updates. You must take note
between minor of the differences between the current minor version and the minor
versions version to which your proxy nodes are updated.

FAQ

For more information, see FAQ about pending events.
Related API operations

Operation Description

Modifies the scheduled switchover time for an 0&M

ModifyActiveOperationT ask
¥ P task of an ApsaraDB for Redis instance.

4.3. FAQ about pending events

To provide a better experience and improve product performance and stability, Alibaba Cloud performs
migration tasks from time to time. The system migrates some of your instances to new server nodes to
upgrade software, hardware, and network f acilities. T his topic provides answers to commonly asked
questions about instance migration.

Impact of instance migration events
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o - T - -
——— — ——
|"'® E‘ = = =
Gnerates a Start Switche to the Coplete
migration task migration task new instance migration task
= L
Time Description Impact

. Alibaba Cloud notifies you of the
Alibaba Cloud . y
schedule of the migration task by .
generates a . ) : No impact.
) . using SMS, voice messages, emails, or
migration task

internal messages.

Start time

® Note

The start e You can use the database services, but
time.of a The system starts to perform you cannot perform instance-level
fRElE , operations related to instance operations, such as changing
automaticall migration, such as applying for new configuration and migrating across zones.
i BEEELED instance resources and synchronizing ® You cannot modify the scheduled
tbr;aesed on data. switchover time when the system is
scheduled performing the migration task.
switchover
time.
® The instance experiences transient
connection errors and stays in the read-
only state for 30 seconds or less to wait
till all data is synchronized. Upgrade the
instance during the off-peak hours and
ensure that your application is configured
with a reconnection mechanism.
@ Note If the instance is of a
Scheduled The system switches your workloads clust.er or read /write sppttlng .
switchover time to the new instance. archltecture, each shard |nvol.ved e
switchover experiences transient
connection errors and stays in the
read-only state for 30 seconds or
less.
e Data Management Service (DMS) and Data
Transmission Service (DTS) are temporarily
affected. After the switchover is
completed, these services are restored to
be normal.
Migration end The task related to the instance is No impact. The zone, account, network, and
time removed from the pending events. endpoint of the instance are unaffected.
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Start time and scheduled switchover time
e Q: How long in advance will be a notification of a migration task sent?

A: Due to the time gap fromwhen the system sends a notification email to when the actual task is
generated, the system sends a notification at least 40 hours in advance. After the scheduled time is
reached, the system will switch over to the new instance during the upcoming maintenance window
by default. You can adjust the scheduled switchover time on your own. For more information, see
Query and manage pending events.

e Q: How can I modify the scheduled switchover time?

A: You can modify the scheduled switchover time in the ApsaraDB for Redis console or by using the
related APl operation. For more information, see Query and manage pending events and
ModifyActiveOperationT ask.

e Q: Why do Ifail to modify the scheduled switchover time?

A: If the event has already been executed, (that is, the migration operation has already been
started), you cannot change the scheduled switchover time.

e Q: Canlestimate the end time of a migration task?

A: Only the start time of the migration is displayed. The end time cannot be estimated because it is
affected by multiple factors, such as the network latency, task queue, and data size.

Other FAQ

e Q: Why are instances migrated?

A: To provide a better experience and improve product performance and stability, Alibaba Cloud will
perform migration tasks fromtime to time. The system migrates some of your instances to new server
nodes to upgrade software, hardware, and network f acilities.

e Q: Willinstances be migrated to other zones?
A: No. It will only be migrated in the current zone.
e Q: Canlcancel an instance migration task?

A: You are not allowed to cancel the migration task because the instance migration is a task of high
urgency. You can postpone a scheduled switchover time. For example, you can select a time during
off-peak hours to performthe switchover task.

e Q: Are data shards or proxy nodes in a cluster or read/write splitting instance switched overin
parallel?

A:
o Data shards: The system performs the switchover in parallel.

o Proxy nodes: The system performs the switchover in parallel. A maximum of half of proxy nodes in
the ApsaraDB for Redis instance can be concurrently switched over.

e Q: How will the system handle a failed switchover?

A: The system confirms whether the execution is successful within one minute after a switchover task
is completed. If the switchover fails, the system will re-initiate the switchover after a period of time.

e Q: How can | confirmwhether an instance migration task is completed?
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A: After ataskis completed, the task related to the instance is removed fromthe pending events.
You can create an event alert rule. Cloud Monitor monitors tasks and a notification is automatically
sent to you when a taskis completed. For more information, see Alert settings.

4.4. Subscribe to event notifications

ApsaraDB for Redis is integrated with CloudMonitor. You can configure alert rules for ApsaraDB for Redis
in the CloudMonitor console. Alerts are immediately generated when thresholds are exceeded or when
events are detected. This allows you to make informed business decisions.

Context

CloudMonitor is a service that monitors Internet applications and Alibaba Cloud resources. For more
information, see what is CloudMonitor? You can configure CloudMonitor to notify you of system
anomalies. Then, you can automate the anomaly handling process based on alert notifications.
CloudMonitor supports the following alert notification methods:

e Send alert notifications by using emails or DingT alk chatbots.

e Push events to Message Service (MNS), Function Compute, Log Service, or the specified callback URL.
This allows you to automate the anomaly handling process based on your business requirements.

Step 1: Create an alert rule

@ Note CloudMonitor sends alertsto alert contacts in alert contact groups. You must first
create an alert contact and an alert contact group, and add the alert contact to the alert contact
group. For more information, see Create an alert contact or alert contact group.

In the left-side navigation pane, click Alarm Settings.

In the upper-right corner of the page, click Alert Settings to go to the CloudMonitor console.
In the left-side navigation pane, choose Event Monitoring > System Events.

Clickthe Event Alert tab.

© N o U~ W N

Click Create Event Alert.Inthe panelthat appears, configure the parameters.
Parameter Description

Enter the name of the alert rule. The name can be up to 30 characters in length
Alert Rule Name . .

and can contain letters, digits, and underscores (_).
Event Type Select System Event.

Select ApsaraDB for Redis. You can also create alert rules for other cloud

Product Type . . )
yp services. Follow the preceding steps to create alert rules for other cloud services.

Event Type Keep the default value All types.

Event Level Select the event severity level. You can select CRITICAL or WARN.
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9.

Parameter Description

Select the name of the event.

@ Note

o The options for this parameter vary based on the value of the Event
Level parameter. For more information about the relationship
Event Name between event types and event severity levels, see System events
for ApsaraDB for Redis. For more information about other cloud
services, see System events overview.

o |f you want to test the event notification feature in Step 2, do not
select All Events for this parameter.

Select All Resources or Application Groups. If you select Application
Resource Range Groups, you must specify the group information. For more information, see
Create an application group.

Select the following notification methods based on your business requirements:

o Alert Notification: This is the default option. You must specify a contact
group and a notification method.

© MNS Queue: pushes the event alert to a specific queue in MNS. For more
information, see What is MNS?.

o Function Compute: pushes the event alert to a specific function in Function

Notification ) . i
Compute. For more information, see Overview.

Method
o URL Callback: pushes the event alert to a specific callback URL. CloudMonitor
delivers event alerts to the specific callback URL by using the POST or GET
method. For more information about the method procedure, see Configure
callbacks for system event-triggered alerts.

o Log Service: pushes the event alert to a specific Logstore in Log Service. For
more information, see What is Log Service?.

Click OK.

Step 2: Test the alert rule

Afteryou create a system event-triggered alert rule, you can test the alert rule. You can check whether
alert notifications can be received or whether event alerts can be pushed to MNS, Function Compute,
Log Service, or the specified callback URL.

1.

vk wN

Log onto the CloudMonitor console.

In the left-side navigation pane, choose Alerts > Alert Rules.

Clickthe Event Alert tab.

Find the alert rule that you want to test and click Test inthe Actions column.

Inthe Create event test panel, select the event that you want to test and modify the content.
Create an event test

29
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Create event test

Product Type Redis
Event Level :CRITICAL

Event Name

Instance_Failure_End

Content(J50ON)

"product™ "Redis”,

"resourceld™ "acsiredisicn-hongkeng:

"level": "CRITICAL",
"instanceMame"; "instanceMame",
"regionld™: "cn-hangzhou”,
"groupld™: "0",
"name"; "Instance_Failure_End",
"content”: {
“InstanceMame”; "demao”,
"EventType™ "InstanceFailure”,
"Time": "2018-11-15 01:37:40"
L

"status"; "Executed"”

6. Click OK.

sinstance/<resource-id > ",

CloudMonitor sends an event that contains specific content and an alert is sent by using the

specified notification methods. For example, the alert may be sent through a notification and by

using MNS.
Related API operations
Operation

PutEventRule

Description

Creates or modifies an event-triggered alert rule.
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5.Manage instances

5.1. Overview page of ApsaraDB for
Redis

The Overview page in the console displays the instance dashboard, resource distribution, and scheduled
events within your account, and provides quick access to common features and updates.

Overview page

You can log onto the ApsaraDB for Redis console and check the overview information on the Overview
page.

Overview page of ApsaraDB for Redis

ApsaraDB for Redis ApsaraDB for Redis / Ovenvie
Overview Instance Dashboard
e Total Recently Created Running
Global Distributed Cache 5 1 ,I 48 O
Recycle
Event Center

Resource Distribution

‘ 1 Region Total i:";'

a

» China (Hangzhou)

China (Qingdac) 1

Get Started with ApsaraDB for Redis

02 Configure a whitelist

01 Create an ApsaraDB >
for the instance

for Redis instance

Create an instance with local disks Configure an IP address whitelist

Expiting

Running

Expiring

Expired

3

03 Connect to the
instance

e Instance Dashboard: displays the total number of instances, , and .

* Pricing

Scheduled Events
Quick Access

Quick Start Product Introduction

Best Practices AP| Reference
Updates More

®  [New Features] Latency Insight Rele...

®  [New Features] Supports Recycle Bin

®  [NewFeatures] Supports DTS

LH|

®  [New Features] Supports Backup-b...

®  [NewFeatures] Supports DMS

Connect to an instance by using redis-cl

Technical Support

Forinstances that are due to expire or have already expired, you can click Renew in the lower-right
corner of the Instance Dashboard section to go to the Renewal page. For more information about
how to renew an instance, see Renew an instance.

Recently CreatedExpiringExpired

Resource Distribution: displays instances that belong to a variety of regions.

o You can click a number in this section to view the instances that correspond to the number. After
the instances are displayed, you can click an instance ID to go to the Instance Information page of

the instance.

o Youcanclickthe

& liconto export instance details.

o You can search for aninstance by instance ID or instance name in the search box. Fuzzy search is

supported.

e Scheduled Events: displays the Pending Events of all regions. For more information about
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scheduled events, see Query and manage pending events.
e Updates: displays the latest released features and product updates.

e Quick Access and Get Started with ApsaraDB for Redis: provide quick access to common
features.

e Technical Support: allows you to scan the QR code to join a DingT alk group and explore the latest
Redis technologies and practices.

@ Note If aResource Access Management (RAM) user has custom permissions but does not
have the permissions to call the DescribelnstancesOverview operation, the number of instances
displayed on the Overview page may be inaccurate. For more information about how to grant a
RAM user the permissions to call the DescribelnstancesOverview operation, see Modify the
document and description of a custom policy.

Related API operations

Operation Description

Queries the overview information of one or more

DescribelnstancesQOverview .
ApsaraDB for Redis instances.

5.2. Instance states and impacts

This topic describes the different states of an ApsaraDB for Redis instance to help you manage your
instances. When you restart or change the configurations of an instance, the state of the instance
changes. This may cause issues. For example, a transient connection within seconds occurs on the
instance.

Instance states

You can query the state of an instance by using the following methods:

e Use the ApsaraDB for Redis console: You can view the state of instances on the Instances page of
the ApsaraDB for Redis console.

e (Call an APl operation: You can call the Describelnstances operation to query the state of an instance.

State
State in the returned by Operation that L
. Description
console calling the leads to the state

APl operation

After you create an instance, the instance enters
the state. The instance cannot provide database
services until the instance enters the Running
state.

Step 1: Create an
Creating Creating ApsaraDB for
Redis instance

The instance can provide database services in this

Running Normal None ctate
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State
State in the returned by Operation that .
) Description
console calling the leads to the state
APl operation
After you change the billing method of the
- instance to subscription, you cannot change the
Change the billing . P y 9
. . billing method back to pay-as-you-go. Before you
Converting Transforming method to .
subscriotion change the billing method, we recommend that
P you evaluate your business requirements to make
better use of the instance.
Change the
.g . For more information, see Change process and
configurations of .
. impacts.
an instance
. Changes to the configurations of the instance may
Changing
. . . . cause unstable latency. However, ApsaraDB for
Configurati Changing Adjust the ) . . . )
Redis supports scaling without leading to transient
on number of shards .
_ connections and the read-only state. We
foran =£ ) . .
recommend that you perform this operation during
ApsaraDB for
. off-peak hours and make sure that your
Redis instance o .
application can automatically reconnect to the
instance.
A transient connection occurs on the instance. We
Restart one or . . .
recommend that you perform this operation during
. . more ApsaraDB
Restarting Rebooting for Redis off-peak hours and make sure that your
. application can automatically reconnect to the
instances .
instance.
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State
State in the returned by Operation that
console calling the leads to the state

APl operation

MajorVersion Upgrade the

Updating Upgrading major version

;;i)r:gor;adlng MinorVersion Update the minor
U di :

Version pgrading version

Description

e When you apply for resources, upgrade the

replica node, or synchronize data, your ApsaraDB
for Redis service remains available.

When you switch your workloads over from the
original instance to a new instance or from the
master node to the replica node in the original
instance, you may experience transient
connections that last for a few seconds. The
original instance stays in the read-only state for
up to 60 seconds until all data is synchronized.
We recommend that you upgrade the original
instance during off-peak hours and make sure
that your application is configured to
automatically re-establish a connection.

If the original instance runs Redis 4.0, Bloom
filter-related APl operations such as BF.ADD are
no longer supported after you upgrade the
major version of the original instance to a
version later than Redis 4.0.

) Notice Bloom filter-related API
operations on existing instances of
ApsaraDB for Redis 4.0 are only for internal
use. In addition, new instances that run
Redis 4.0 or later no longer support Bloom
filter-related APl operations. Therefore, if
you call Bloom filter-related APl operations
the new instances, you cannot perform
cache analytics and unknown errors may
occur. We recommend that you change the
original instance into a performance-
enhanced instance of the ApsaraDB for
Redis Enhanced Edition (T air) to support
optimized Bloom filters. For more
information about performance-enhanced
instances, see Performance-enhanced
instances.
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State in the
console

Configuring
Network

State
returned by
calling the
APl operation

NetworkModi
fying

Operation that

leads to the state

Change the
network type
from classic
network to VPC

Change the
endpoint or port
number of an
ApsaraDB for
Redis instance

Apply for a public
endpoint for an
ApsaraDB for
Redis instance

Release a public
endpoint for an
ApsaraDB for
Redis instance

Enable the direct
connection mode

Release a private
endpoint for an
ApsaraDB for
Redis instance

Description

e After you switch the network type of an instance
from classic network to VPC, you cannot switch
back to classic network.

® The instance may experience a transient
connection of a few seconds. We recommend
that you perform this operation during off-peak
hours and make sure that your applications can
automatically reconnect to the instance.

® When you switch the network type, you can
specify whether to retain the classic network
endpoint of the instance. If you do not retain the
classic network endpoint, the endpoint is
released after the network type is switched.
Then, clients cannot connect to the instance by
using the classic network endpoint. In this case,
you must change the database endpoint on your
client at the earliest opportunity.

Clients can no longer connect to the instance by
using the original endpoints. Update the
connection information on the clients at the
earliest opportunity.

None

Clients can no longer connect to the instance by
using the original public endpoint. Update the
connection information on the clients at the
earliest opportunity.

If you enable the direct connection mode, you
cannot perform the following operations:

® Change the configurations of an instance

® Upgrade the major version

® Migrate an instance across zones

You must release the private endpoint before you
can perform the preceding operations.

Clients can no longer connect to the instance by
using the original direct connection endpoint.
Update the connection information on the clients
at the earliest opportunity.
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State in the
console

Configuring
SSL

Migrating
to Another
Zone

Restarting

Flushing
Instance

State
returned by
calling the
APl operation

SSLModifying

ZoneMigratin
g

Rebooting

Flushing

Operation that

leads to the state

Configure SSL
encryption

Migrate an
instance across
zones

Restart one or
more ApsaraDB
for Redis
instances

Delete data

Description

The instance restarts after you enable SSL
encryption or update the certificate validity period.
A transient connection occurs on the instance. We
recommend that you perform this operation during
off-peak hours and make sure that your
application can automatically reconnect to the
instance.

® A transient connection occurs on the instance.
We recommend that you perform this operation
during off-peak hours and make sure that your
application can automatically reconnect to the
instance.

e If you migrate an instance across zones, the
virtual IP address (VIP) of the instance such as
172.16.88.60 is changed. However, the endpoint
of the instance remains unchanged. We
recommend that you connect to the instance by
using the endpoint. If you use a VIP to connect
to the instance, the connection fails.

e [f the minor version of the instance is outdated,
the system updates it to the latest version to
ensure high performance and stability.

A transient connection occurs on the instance. We
recommend that you perform this operation during
off-peak hours and make sure that your
application can automatically reconnect to the
instance.

If you choose to delete all data, take note of the
following impacts:

® The instance runs the FLUSHALL command to
delete all data from the instance. The deleted
data cannot be recovered.

® This operation immediately deletes all data
from the instance and adversely affects your
online services. Proceed with caution. We
recommend that you perform this operation
during off-peak hours.
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State in the
console

Deleting
Expired
Data

Switching

Disabled

Released

State
returned by
calling the
APl operation

CleaningUpEx
piredData

HASwitching

Inactive

None

Operation that
leads to the state

Manually switch
workloads from a
master node to a
replica node

None

Manually or
automatically
release an
instance that is
overdue or
expired

Description

If you choose to delete expired data, take note of
the following impacts:

e The instance runs the SCAN command to delete
all the expired data from the instance. The
deleted data cannot be recovered.

® This operation immediately deletes all the
expired data from the instance and adversely
affects your online services. Proceed with
caution. We recommend that you perform this
operation during off-peak hours.

e The data nodes on which the switchover is
performed are disconnected for a few seconds.
A switchover has potential data loss risks. For
example, the data may become inconsistent
between the master and replica nodes due to
synchronization latency. To prevent potential
data loss risks caused by the switchover and
data doublewrite caused by the Domain Name
System (DNS) cache, the data nodes become
read-only for up to 30 seconds.

e After aninstance enters the Switching state,
you cannot manage this instance. For example,
you cannot modify the instance configurations
or migrate the instance to another zone.

The instance expires and cannot provide database
services. If you want to continue to use the
instance, you must manually renew the instance.
For more information, see Renew an instance.

The instance is released and cannot provide
database services. The instance is not displayed on
the Instances page. If you want to continue to use
the instance, you can find and restore the instance
from the recycle bin. For more information, see
Manage instances in the recycle bin.

5.3. Lifecycle management

5.3.1. Lifecycle of an ApsaraDB for Redis instance

This topic describes the lifecycle of an ApsaraDB for Redis instance. The lifecycle starts fromthe time
when the instance is created to the time when the instance is released or unsubscribed.

Lifecycle
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If you perform specific operations on an instance, the state of the instance changes.

This affects the instance in different ways. For example, the service may be interrupted for a few
seconds. For more information, see Instance states and impacts.

Operation

Create an ApsaraDB for

Redis instance

Change the
configurations of an
instance

Adjust the number of
shards for an =&
ApsaraDB for Redis
instance

Restart one or more
ApsaraDB for Redis
instances

Upgrade the major
version

Update the minor
version

Release =fiEiTinstances

Description

ApsaraDB for Redis provides two editions: Community Edition and Enhanced
Edition (T air). ApsaraDB for Redis Enhanced Edition (T air) has the following types
of instance: Performance-enhanced instances, Persistent memory-optimized
instances, and Storage-optimized instances. You can choose one based on your
business requirements.

You can change the specifications, architecture, and type of your instance to
meet the performance and compatibility requirements of different scenarios.

A larger number of shards result in higher instance performance. You can adjust
the number of shards for an instance based on your business requirements. For
more information about Community Edition with cloud disks, see Community
Edition with cloud disks.

If the number of connections reaches the upper limit or if performance issues
occur, you can restart the ApsaraDB for Redis instance to close all connections.

You can upgrade the major version of an ApsaraDB for Redis instance, for
example, from Redis 2.8 to Redis 4.0. After the major version of the instance is
upgraded, you can use the features of the new version. For more information
about new major versions, see the following topics:

® New features of ApsaraDB for Redis 7.0
® New features of ApsaraDB for Redis 6.0
® New features of ApsaraDB for Redis 5.0
® Features of ApsaraDB for Redis 4.0

Alibaba Cloud continuously optimizes the kernel of ApsaraDB for Redis to fix
security vulnerabilities and improve service stability. We recommend that you
periodically check and update the minor version of your instances at the earliest
opportunity.

You can release idle pay-as-you-go instances to save resources.

> Document Version: 20220711

38


https://www.alibabacloud.com/help/doc-detail/200740.htm#concept-2036360
https://www.alibabacloud.com/help/doc-detail/26351.htm#concept-kqh-vv5-tdb
https://www.alibabacloud.com/help/doc-detail/126164.htm#concept-1254543
https://www.alibabacloud.com/help/doc-detail/183956.htm#concept-1952913
https://www.alibabacloud.com/help/doc-detail/183957.htm#concept-1952915
https://www.alibabacloud.com/help/doc-detail/26353.htm#concept-mgf-z25-tdb
https://www.alibabacloud.com/help/doc-detail/198082.htm#task-2022112
https://www.alibabacloud.com/help/doc-detail/164477.htm#concept-2490120
https://www.alibabacloud.com/help/doc-detail/102634.htm#task-rpc-4sw-kgb
https://www.alibabacloud.com/help/doc-detail/101764.htm#task-ast-xh3-3gb
https://www.alibabacloud.com/help/doc-detail/432042.htm#task-2218912
https://www.alibabacloud.com/help/doc-detail/164235.htm#concept-2488889
https://www.alibabacloud.com/help/doc-detail/116015.htm#concept-186983
https://www.alibabacloud.com/help/doc-detail/67923.htm#concept-omh-hjg-tdb
https://www.alibabacloud.com/help/doc-detail/56450.htm#concept-itn-f44-tdb
https://www.alibabacloud.com/help/doc-detail/43882.htm#concept-vyy-bgg-vdb

User Guide- Manage instances ApsaraDB for Redis

Operation Description

ApsaraDB for Redis provides a recycle bin to store expired, overdue, and released
ApsaraDB for Redis instances. You can renew, recreate, or permanently delete
instances in the recycle bin.

Manage instances in the
recycle bin

5.3.2. Change the configurations of an instance

ApsaraDB for Redis allows you to change the configurations of instances. You can change the
configurations such as the architecture and specifications of aninstance to meet different
performance and capacity requirements.

Billing
For more information, see Configuration change.

Change process and impacts

Instance Change process and impact

Change process of instances that use local disks

One or two transient
comnection errors of
no more than 30
seconds may occur

Instance immediately
enters Changing
Canfigurations state

v - -

v, <= <=

Ee B ==
Canfiguration change Synchronize data from original Switch business to

order is paid instmce to rew instance now instance
o > Py > Py
L, > . > g

e The cluster architecture imposes requirements on Lua scripts. After you change
an instance to the cluster architecture, the Lua scripts may be lost because
script content does not meet the requirements. You must back up the Lua
scripts in advance. For more information, see Limits on commands supported by

® |nstances that use .
cluster instances.

local disks

e [f you change the configurations of an instance, the instance may experience
one or two transient connections that last for less than 30 seconds. For Lettuce
clients, the instance may be disconnected for 2 to 10 minutes.

e Standard instances
that use cloud
disks

@ Note We recommend that you set the Switching Time parameter
to Switch Within Maintenance Window when you change the
configurations of an instance. In this case, the instance configurations are
changed and transient connections occur in the next maintenance window.

e To synchronize incremental data from the original instance to the new instance
and prevent dual write caused by the Domain Name System (DNS) cache, the
instance becomes read-only for less than 1 minute during the configuration
change. This ensures data consistency between the new and original instances.

e To ensure higher performance and stability, the system updates the minor
version of an instance to the latest version during the configuration change.
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Instance

® (luster instances
that use cloud
disks

Change process and impact

During the configuration change, ApsaraDB for Redis migrates slots to the newly
added data shards. This can help achieve imperceptible scaling. During this
process, the latency remains under 100 milliseconds.

@ Note Formore information about instances that use local disks and those that use cloud
disks, see Comparison between ApsaraDB for Redis instances that use local disks and those that use

cloud disks.

Limits

Instance

Instances that use
local disks

Cluster instances
that use cloud disks

Limits

Before you change a non-cluster instance into a cluster instance, you must
evaluate how the command limits of cluster instances affect your workloads. For
more information, see Limits on commands supported by cluster instances.

If you change the architecture of an instance (such as from standard to cluster),
the existing alert settings become invalid and the data flashback feature is
disabled.

o To continue using alerts, you must reconfigure alert settings. For more
information, see Alert settings.

o To continue using data flashback, you must re-enable the feature. For more
information, see Use data flashback to restore data by point in time.

If a private endpoint is allocated to an ApsaraDB for Redis cluster instance and you
want to change the number of shards for the instance, you can only double the
current number of shards. For more information about private endpoints, see
Enable the direct connection mode. For example, if the original instance has two
shards, you can scale the instance only to four shards. You cannot directly scale
the instance to eight shards. If you want to scale the instance from two shards to
eight shards, use one of the following methods:

o Scale the instance from two shards to four shards. Then, scale the instance
from four shards to eight shards.

o Release the private endpoint. Then, directly scale the instance to eight shards.
For more information, see Release a private endpoint for an ApsaraDB for Redis
instance.

You can change the quantity but not the specifications of data shards.

An instance can contain 2 to 256 shards. You can add or reduce up to 64 shards
each time.

The specifications of the shards that you want to add are the same as those of
existing shards and cannot be modified.

For more information, see Adjust the number of shards for an =#ApsarabDB for Redis
instance.
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Instance Limits

® You cannot change the architecture of a child instance (such as from cluster to
standard).

e To change the configurations of a child instance in a distributed instance, you
must change the configurations of all the other child instances in the distributed
instance in the same way. Otherwise, performance or capacity issues may occur.

® You can only double the current number of shards for a child instance. For
example, if the original instance has two shards, you can scale the instance only to
four shards. You cannot directly scale the instance to eight shards.

Child instance in a
distributed instance

@ Note If youwant to scale the instance from two shards to eight
shards, you can scale the instance from two shards to four shards and then
scale the instance from four shards to eight shards.

When you downgrade the configurations of an instance, note that 90% of the memory capacity of the
new instance is greater than the amount of occupied memory of the original instance. Otherwise, the
instance cannot be downgraded. For example, assume that you have a performance-enhanced master-
replica instance with 8 GB of memory and that 3 GB of the instance memory is occupied. You can
change the instance into a performance-enhanced master-replica instance that has 4 GB of memory.

Manually change the configurations of an instance
1.

2. Performthe corresponding operations described in the following table based on the billing
method of your instance.

Billing method Procedure

i. Inthe upper-right corner of the page, click Change Configurations .

Pay-as-you-go ii. Onthe Upgrade/Downgrade page, make required configuration changes
and click Buy Now.

i. Inthe upper-right corner of the page, click Upgrade.

Subscription ii. Onthe Upgrade/Downgrade page, make required configuration changes
and click Buy Now.
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@ Note

o If youwant to change a non-cluster instance into a cluster instance, or change a cluster
instance into another cluster instance, take note of the following items:

® You must read and confirmthe related limits of cluster instances. For more
information about these limits, see Limits on commands supported by cluster
instances.

m If the original instance contains Lua scripts, back up the Lua scripts in advance.
Then, select Force Upgrade during the configuration change to delete the Lua
scripts of the original instance.

o We recommend that you set the Switching Time parameterto Switch Within
Maintenance Window when you change the configurations of an instance. In this
case, the instance configurations are changed in the next maintenance window.

3. Payforthe order.
Related API operations

Operation Description

Changes the configurations of an ApsaraDB for Redis

ModifylnstanceSpec .
instance.

Related information

e Lifecycle of an ApsaraDB for Redis instance

5.3.3. Adjust the number of shards for an
ApsaraDB for Redis instance

ApsaraDB for Redis instances with cloud disks are based on the new-generation control architecture of
ApsaraDB for Redis. These instances allow you to adjust the number of shards and perform smooth
scaling. In smooth scaling, transient connections do not occur and instances do not enter the read-only
state. You can use these features to flexibly handle reads and writes on hot data and data skews.

Prerequisites

The instance is a persistent memory-optimized cluster instance. For more information about persistent
memory-optimized instances and cluster instances, see Persistent memory-optimized instances and Cluster
master-replica instances.

Precautions

e Aninstance can contain 1to 32 shards.

e The operation cannot be scheduled to be performed in a maintenance window. After you adjust the
number of shards, the instance immediately enters the Changing Configuration state and evenly
distributes data on the shards.
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e The duration of a configuration change is based on multiple factors such as the network conditions,
task queue size, and data volume. A configuration change may cause a latency fluctuation. We
recommend that you change configurations during off-peak hours. Make sure that your applications
can automatically reconnect to instances.

Billing
For more information, see Configuration change.

Procedure
1.

2. Inthe Shard Information section, performthe following operations based on your business
requirements.

Adjust the number of shards

| shard Information Enter a shard ID Search  Refresh  Add Shard  Delete Shard

Maximum Cache Maximum Bandwidth Maximum Number of Concurrent

N .
Shard ID Instance Type B MBjs) s Replicas Actions

8 GB - 32 GB (Persistent

rug 40 Memory)

32768 26 10000 2 Delete

8 GB - 32 GB (Persistent

r-1ue -db-1 Memory)

32768 96 10000 2 Delete

8 GB - 32 GB (Persistent

r1u db-2
r-u db-2 Memory)

32768 96 10000 2 Delete

—

o Add shards
a. ClickAdd Shard.

b. Inthe panelthat appears, specify the number of shards that you want to add to the
instance.

@ Note The specifications of the shards to be added are the same as those of
existing shards and cannot be modified.

. ClickPay and complete the payment.
o Delete shards

a. ClickDelete Shard.

@ Note Youcan also clickDelete inthe Actions column corresponding to the shard
that you want to delete.

b. Inthe dialog box that appears, select the shards that you want to delete fromthe drop-
down list. You can also click Delete All Shards and clear the shard that you want to retain
to delete all the other shards.

c. Click OK.
Related API operations
Operation Description

Adds one or more shards to an ApsaraDB for Redis
AddShardingNode . P
cluster instance.
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Operation Description

Deletes one or more shards from an ApsaraDB for

DeleteShardingNode . .
Redis cluster instance.

5.3.4. Restart one or more ApsaraDB for Redis

instances

This topic describes how to restart an ApsaraDB for Redis instance to release all connections when the
number of connections reaches the upper limit or when performance issues occur.

Impacts

During the restart, an instance may be disconnected wit hin seconds. We recommend that you restart
the instance during off-peak hours. Before you restart the instance, make sure that your applications
can reconnect to the instance.
Procedure

1.

2. Find the instance that you want to restart and clickrestart in the Actions column.

3. Inthe panel that appears, configure the parameters.

Update Version A new minar version is detected, check to upgrade the minor versicn

during restart.

Restart mode @ Restart Now

Restart Within Maintenance Window (Scheduled At 04:00-05:00)

Parameter Description

If the system detects a new minor version, this parameter is displayed. If you
select the check box, the system upgrades the instance to the latest minor
version during the restart. If you do not need to upgrade the minor version,
clear the check box.

Update Version

o Restart Now: immediately restarts the instance.

o Restart Within Maintenance Window: restarts the instance within the
specified maintenance window. For more information, see Set a
maintenance window.

Restart mode

4. Click OK.
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5.3.5. Change the billing method to subscription

After you purchase a pay-as-you-go instance, you can change its billing method to subscription.

Prerequisites

e The billing method of the instance is pay-as-you-go and the instance is in the Running state.

@ Note Before you pay for an order for changing the billing method of a pay-as-you-go
instance to subscription, if the state of this instance changes (for example, to Locked), your
payment may fail. You can continue to pay for the order only after the state of the instance
changes back to Running.

e You have no unpaid orders in your account for the instance for which you want to change the billing
method.

Precautions

e Unexpired subscription instances cannot be released.

e Aninstance startsto be billed on a subscription basis immediately after the billing method of the
instance is changed from pay-as-you-go to subscription.

e When you change the billing method of a pay-as-you-go instance to subscription, the system
generates an order. The new billing method takes effect only after you pay for this order. If you have
unpaid or pending orders,these orders are displayed on the Orders page. In this case, you cannot

purchase a new instance or change the billing method of another instance until you pay these orders.

@ Note

o If you have an unpaid order for changing the billing method of a pay-as-you-go instance
to subscription and you have scaled up the instance, the order amount is insufficient for
the billing method change due to changed instance configurations. The order cannot be
paid. You must cancel this unpaid order and change the billing method of the instance
again.

o If youwant to cancelthe order, you can cancelthe order on the Orders page in the Billing
Management console.

Procedure

1.

Log onto the ApsaraDB for Redis console and go to the Instances page. In the top navigation bar,
select the region in which the instance is deployed.

Find the instance for which you want to change the billing method. In the Actions column, choose
.> Switch to Subscription.

-
=

. Select a period for Subscription Duration.

Read and select ApsaraDB for Redis (Subscription) Terms of Service. Click Buy Now and pay forthe
order.

Related API operations

45
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Operation Description

Changes the billing method of an ApsaraDB for Redis instance from pay-as-you-

TransformToPrePaid .
go to subscription.

5.3.6. Change the billing method to pay-as-you-
go

You can change the billing method of an ApsaraDB for Redis instance from subscription to pay-as-you-
go based on your business requirements.

Prerequisites

The billing method of the ApsaraDB for Redis instance is subscription.
Billing

After you change the billing method of an ApsaraDB for Redis instance to pay-as-you-go, a refund is
returned by using the method used to pay for the instance. Coupons and vouchers cannot be refunded.

The refund is calculated by using the following formula: Refund = Fee actually paid - Fee for consumed
resources.

e The fee actually paid is the money that you paid and does not include the amount covered by
coupons or vouchers.

e The fee for consumed resources is calculated based on the following formula: Fee for consumed
resources = Daily fee x Consumed subscription duration x Discount for the consumed subscription
duration. The daily fee is equal to the order-specific fee divided by 30.

@ Note The consumed subscription duration is accurate to the day. The part that is less than
one day is counted as one day.

Precautions

e When you change the billing method of an ApsaraDB for Redis instance to pay-as-you-go, the
workloads on the instance are not interrupted.

) Notice Each pay-as-you-go ApsaraDB for Redis instance is billed and paid by hour. To
prevent overdue payments that may cause downtime, make sure that your account balance is
sufficient.

e The subscription billing method is more cost-effective than the pay-as-you-go billing method, and
you are offered higher discounts for longer subscription periods. For long-term use, we recommend
that you select the subscription billing method.

Procedure
1.

2. Onthe Instances page, find the instance for which you want to change the billing method. Inthe
Actions column, choose (., > Switch to Pay-as-you-go Billing.

=
-
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3. Onthe page that appears, read the notes and check the total configuration cost in the lower part
of the page.

(@ Note Formore information about the refund, see the Billing section of this topic.

4. Read and select ApsaraDB for Redis (Pay-As-You-Go) Terms of Service.
5. ClickBuy Now.

Related API operations

Operation Description
TransforminstanceChargeT Changes the billing method of an ApsaraDB for Redis instance from
ype subscription to pay-as-you-go.

5.3.7. Renew an instance

After an ApsaraDB for Redis subscription instance expires, you must renew the instance within 15 days.
We recommend that you manually renew an instance or enable auto-renewal before the instance
expires. This avoids service interruptions caused by expired subscriptions.

Prerequisites

The billing method of the instance is subscription.

Impacts of expiration

For more information about instance expiration, overdue payments, and renewal rules, see Expiration,
overdue payments, and renewal.

Enable auto-renewal for an instance
1.
2. Clickthe » icon next to Auto-Renew.

Enable auto-renewal

| Basic Information

nstance ID r-by - if Instance Name  Iilslllest #° Status @ Running

Zone Hangzhou Zone H Network VPC Maintenance Window 02:00-06:00 ~

VPCID  ypc-b Id £ VSwitch  ysw-b T £ Version  Redis 5.0 Enterprise Edition

Minor Version  redis-5.0-enterprise_1.7.8 Proxy Version  6.6.11 Instance Type 2 GB Enhanced Cluster Edition
(2 Nodes)

Maximum Concurrent Connections 60,000 Maximum Internal Bandwidth 192 MB/s & Bandwidth Auto Scaling @ m £

Auto-renewal m Resource Group i FIFEENE

3. Inthe Auto-Renew panel, turn on Auto-Renew, read the prompt, and then select a duration.
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@ Note Afteryou enable auto-renewal, the system automatically renews the instance
based on the renewal duration that you specify. For example, if you set the renewal duration
to three months, you are charged for a subscription of three months each time the instance is
automatically renewed.

4. Click Auto Renew.

Manually renew an instance
1.

2. Find the instance that you want to renew and click Renew in the Actions column.

@ Note To renew multiple instances at a time, you can choose Expenses > Renewal
Management inthe upper part of the page. Onthe Renewal page, select multiple instances
and clickBatch Renew.

3. Onthe Renew page, select a renewal duration.

4. Read and select ApsaraDB for Redis (Subscription) Terms of Service and then click Pay.

5. Pay forthe order.
Related API operations

Operation Description

Enables or disables auto-renewal for an ApsaraDB

ModifylnstanceAutoRenewalAttribute .
for Redis instance.

Queries the auto-renewal status of an ApsaraDB for

DescribelnstanceAutoRenewalAttribute L
Redis instance.

5.3.8. Upgrade the major version

This topic describes how to upgrade the major version of an ApsaraDB for Redis instance in the
ApsaraDB for Redis console to use the features of the new major version. For example, you can upgrade
the major version from Redis 2.8 to Redis 4.0.

Workflow

The upgrade workflow varies based on the architecture of the instance. For more information, see the
following table.

Architecture Workflow
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Architecture

Cluster

Read/write
splitting

Standard

Impacts

Workflow

1. Apply for resources that are required to create an instance of a new major

version. These resources include proxy node resources.

. Synchronize full data and incremental data from the original instance to the new

instance.

. Switch your workloads over from the original instance to the new instance. When

datais synchronized to completion, the original instance is put into the read-only
state and remains in the state for up to 60 seconds until all data is synchronized.
After data synchronization is complete, ApsaraDB for Redis disassociates the
virtual IP addresses (VIPs) from the original instance and associates the VIPs with
the new instance.

@ Note If youselect Update During Maintenance, ApsaraDB for Redis
performs the switchover within the specified maintenance window.

. Check that the upgrade is complete. Then, release the original instance and

change the state of the new instance to Running.

. Upgrade the original replica node. In this step, the system stops the original

replica node and creates a replica node of a new major version.

. Synchronize data from the original master node to the new replica node.

. Switch your workloads over from the original master node to the new replica

node. When data is synchronized to completion, the instance is put into the read-
only state and remains in the state for up to 60 seconds until all data is
synchronized. After data synchronization is complete, ApsaraDB for Redis
disassociates the VIPs from the original master node and associates the VIPs with
the new replica node. In addition, ApsaraDB for Redis switches your workloads
over from the original master node to the new replica node and promotes the
new replica node to the new master node. The original master node is demoted
to the new replica node.

@ Note If you select Update During Maintenance, ApsaraDB for Redis
performs the switchover within the specified maintenance window.

. Upgrade the new replica node (original master node). ApsaraDB for Redis repeats

Step 1 and Step 2 to perform the upgrade and synchronize data.

. Check that the upgrade is complete. If the instance is in the Running state, the

upgrade is successful.

When you apply for resources, upgrade the replica node, or synchronize data, your ApsaraDB for
Redis service remains available.

When you swit ch your workloads over fromthe original instance to a new instance or fromthe master
node to the replica node in the original instance, you may experience transient connections that last
for a few seconds. The original instance stays in the read-only state for up to 60 seconds until all
data is synchronized. We recommend that you upgrade the original instance during off-peak hours
and make sure that your application is configured to automatically re-establish a connection.
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e [f the original instance runs Redis 4.0, Bloom filter-related APl operations such as BF.ADD are no
longer supported after you upgrade the major version of the original instance to a version later than

Redis 4.0.

P Notice Bloomfilter-related API operations on existing instances of ApsaraDB for Redis 4.0
are only forinternal use. In addition, new instances that run Redis 4.0 or later no longer support
Bloomfilter-related APl operations. Therefore, if you call Bloomfilter-related APl operations the
new instances, you cannot perform cache analytics and unknown errors may occur. We
recommend that you change the original instance into a performance-enhanced instance of the
ApsaraDB for Redis Enhanced Edition (T air) to support optimized Bloom filters. For more
information about performance-enhanced instances, see Performance-enhanced instances.

Precautions

e If a private endpoint is allocated to an ApsaraDB for Redis instance or if a Data Transmission Service
(DTS) taskis created for the instance, a major version upgrade cannot be performed. You can release
the private endpoint or close the DTS task before a major version upgrade. For more information
about how to release a private endpoint for an instance, see Release a private endpoint for an

ApsaraDB for Redis instance.

e Major version upgrades are not needed for ApsaraDB for Redis Enhanced Edition (T air) instances.

Procedure
1.

2. Inthe Basic information section, click Major Update.

Upgrade the major version

| Basic Information

Instance ID  r-by
Zone Hzangzhou Zone B
VPCID wpc-bp p

Instance Type 1 GB cluster adition (2 nodes)

Maximum Internal Bandwidth 48 MB/s

Mzjor Update @ | Minor Version Upgrade @ Upagrade Proxy

- =7 Status @ Running
Maintenance Window 02:00-06:00 V| @

ra Version Redis 2.8 (Compatible with Redis 3.0 Features)

Maximum Concurrent Connections 20,000 Instance Release Protection:  On Set

@ Note If the Major Update button does not exist, you are using the latest major version.

3. Inthe panel that appears, specify the new major version and the time when you want to perform

the upgrade.

) Notice When you switch your workloads over fromthe original instance to a new
instance or fromthe master node to the replica node in the original instance, you may
experience transient connections that last for a few seconds. The original instance stays in the
read-only state for up to 60 seconds until all data is synchronized. We recommend that you
select Update During Maintenance. This way, ApsaraDB for Redis performs the switchover
wit hin the specified maintenance window to minimize impacts on your workloads. For more
information about how to modify the maintenance window, see Set a maintenance window.

4. Click OK.
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Related API operations

Operation Description

Upgrades the major version of an ApsaraDB for

ModifylnstanceMajorVersion .
Redis instance.

FAQ

e Q: Why does the state of aninstance change to Upgrading Major Version after | select Update
During Maintenance to upgrade the major version?

A: The state of aninstance changes to Upgrading Major Version because the systemis preparing for
the upgrade. During the preparation, the instance service remains available. When the system
prepares for upgrades, such as applying for resources and synchronizing data, instances or master
and replica nodes are not switched over and services provided are not affected.

@ Note The instance experiences transient connections for a few seconds and then remains
in the read-only state for up to 60 seconds only during instance switchovers or master/replica
switchovers.

e Q: Why does a major version upgrade of an instance fail?

A: If yourinstance is of a phrased-out instance type, its major version cannot be upgraded.In this
case, you must change the instance type. You can select a valid instance type for the new instance
that has the same specifications as the original instance. Then, you can upgrade the major version of
the instance. For more information, see .

Related information

o New features of ApsaraDB for Redis 5.0

e Features of ApsaraDB for Redis 4.0

5.3.9. Update the minor version

Alibaba Cloud continuously optimizes the kernel of ApsaraDB for Redis to provide more features or fix
known issues and enhance service stability. You can update the kernel version (minor version) of an
ApsaraDB for Redis instance with a few clicks in the ApsaraDB for Redis console.

Workflow

Object Architecture Workflow
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ApsaraDB for Redis
Object Architecture
Cluster
Read/write
splitting
Instance

minor version

Standard

Workflow

. Apply for resources that are required to create an instance of a new

major version. These resources include proxy node resources.

. Synchronize full data and incremental data from the original

instance to the new instance.

. Switch your workloads over from the original instance to the new

instance. When data is synchronized to completion, the original
instance is put into the read-only state and remains in the state for
up to 60 seconds until all data is synchronized. After data
synchronization is complete, ApsaraDB for Redis disassociates the
virtual IP addresses (VIPs) from the original instance and associates
the VIPs with the new instance.

@ Note If youselect Update During Maintenance,
ApsaraDB for Redis performs the switchover within the
specified maintenance window.

. Check that the upgrade is complete. Then, release the original

instance and change the state of the new instance to Running.

. Upgrade the original replica node. In this step, the system stops the

original replica node and creates a replica node of a new major
version.

. Synchronize data from the original master node to the new replica

node.

. Switch your workloads over from the original master node to the

new replica node. When data is synchronized to completion, the
instance is put into the read-only state and remains in the state for
up to 60 seconds until all data is synchronized. After data
synchronization is complete, ApsaraDB for Redis disassociates the
VIPs from the original master node and associates the VIPs with the
new replica node. In addition, ApsaraDB for Redis switches your
workloads over from the original master node to the new replica
node and promotes the new replica node to the new master node.
The original master node is demoted to the new replica node.

@ Note If you select Update During Maintenance,
ApsaraDB for Redis performs the switchover within the
specified maintenance window.

. Upgrade the new replica node (original master node). ApsaraDB for

Redis repeats Step 1 and Step 2 to perform the upgrade and
synchronize data.

. Check that the upgrade is complete. If the instance is in the

Running state, the upgrade is successful.
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Object Architecture Workflow
Cluster Proxy nodes support hot updates. A proxy node of a new version can
Proxy minor _ restore a connection based on the client connection information of the
version Regd{wrlte proxy node of the earlier version. This ensures uninterrupted connections.
splitting However, a millisecond-level latency jitter may occur during the update.
Impacts
Object Impact

Instance minor
version

Proxy minor
version

Precautions

e When you apply for resources, upgrade the replica node, or synchronize data, your

ApsaraDB for Redis service remains available.

e When you switch your workloads over from the original instance to a new instance

or from the master node to the replica node in the original instance, you may
experience transient connections that last for a few seconds. The original instance
stays in the read-only state for up to 60 seconds until all data is synchronized. We
recommend that you upgrade the original instance during off-peak hours and make
sure that your application is configured to automatically re-establish a connection.

e |[f the original instance runs Redis 4.0, Bloom filter-related APl operations such as

BF.ADD are no longer supported after you upgrade the major version of the
original instance to a version later than Redis 4.0.

Q) Notice Bloom filter-related APl operations on existing instances of
ApsaraDB for Redis 4.0 are only for internal use. In addition, new instances that
run Redis 4.0 or later no longer support Bloom filter-related APl operations.
Therefore, if you call Bloom filter-related APl operations the new instances,
you cannot perform cache analytics and unknown errors may occur. We
recommend that you change the original instance into a performance-
enhanced instance of the ApsaraDB for Redis Enhanced Edition (T air) to support
optimized Bloom filters. For more information about performance-enhanced
instances, see Performance-enhanced instances.

Proxy nodes support hot upgrades. Proxy nodes of the new version can restore a
connection based on the client connection information of proxy nodes of the earlier
version. This ensures that upgrades do not interrupt services. However, a
millisecond-level latency jitter may occur during the upgrades.

The hot upgrades are valid only for normal connections. The execution of the block,
transaction, Pub, and Sub commands is interrupted during hot upgrades. Make sure
that these commands support the reconnection mechanism.

If a Redis client uses a private endpoint to connect to the ApsaraDB for Redis
instance, no commands are affected by a proxy upgrade.

@ Note For more information about proxy endpoints and private endpoints,
see Proxy mode and Direct connection mode.
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Grayscale releases of later instance minor versions may be implemented only in specific regions. The
system checks the minor version of your instance. If your instance is of the latest minor version, the
Minor Version Upgrade orUpgrade Proxy button in the ApsaraDB for Redis console cannot be
found or clicked.

Procedure
1.

2. Inthe Basic information section, move the pointer over the icon on the right of Minor Version
Upgrade orUpgrade Proxy to view the minor version of the current instance, the minor version to
which you can update, and the release notes of minor versions.

View release notes of minor versions

| Basic Information Minor Version Upgrade| .I
Upgrade minor version 1.7.2, please refer minor |
Instance ID r-bp Instance Name % ' I 7 Statue Lyersion unarade.
This upgrade includes all updates for the above
Zone Hangzhou Zone H Network VPC Maint YEreOn-
VPCID wpc-bp £z VSwitch  vsw-bp ] s Version  Redis 5.0 Enterprise Edition

I Minor Version redis-5.0-enterprise_1.6.15 I Instance Type 4G performance-enhanced(master-replica) Maximum Concurrent Connections 30,000

Maximum Internal Bandwidth 96 MB/s #

The icon changes colors based on the minor version update level. The update level is displayed in
green, yellow, or red to represent the regular, recommended, or critical update.

Updat
pdate Color Description
level
LOW Green Regular update. This level includes routine feature updates, such

as adding a feature.

Recommended update. This level includes optimization of
MEDIUM Yellow features and modules. LOW-level updates are also included in
MEDIUM-level updates.

Critical update. This level includes major updates that ensure
stability or security, such as fixing a vulnerability or defect. LOW-
level and MEDIUM-level updates are also included in HIGH-level
updates.

HIGH Red

@ Note Forthe complete release notes of minor versions, see ApsaraDB for Redis Enhanced
Edition (T air), ApsaraDB for Redis Community Edition, and ApsaraDB for Redis proxy nodes.

3. Afteryou view the release notes of minor versions, click Minor Version Upgrade orUpgrade
Proxy.

4. Inthe panel that appears, select the time when you want to performthe update.
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@ Note The instance experiences transient connections for a few seconds and stays in the
read-only state for up to 60 seconds during instance switchovers or master/replica
switchovers. We recommend that you click Update During Maintenance to configure
switchovers to be performed during the maintenance window of the instance. This way, the
impacts of switchovers are minimized for the instance. For more information about how to
modify the maintenance window, see Set a maintenance window.

5. Click OK.

FAQ

Q: Why does an instance change to the Upgrading Minor Version state after | select Update During
Maintenance to update the minor version?

A: When the system prepares for updates, such as applying for resources and synchronizing data,
instances or master and replica nodes are not switched over. This way, instances that provide services
are not affected.

@ Note The instance experiences transient connections for a few seconds and then remains in
the read-only state for up to 60 seconds only during instance switchovers or master/replica
switchovers.

Related API operations

Operation Description

Queries the major version and minor version of an ApsaraDB for Redis instance

DescribeEngineVersion . .
and the release notes of minor versions.

ModifylnstanceMinorVer

<ion Updates the minor version of an ApsaraDB for Redis instance.

Related information

e Upgrade proxy nodes

5.3.10. Release instances

You can release idle pay-as-you-go instances to save resources.

Prerequisites

The billing method of the instances that you want to release is pay-as-you-go.

Precautions

e Only instances in the Running state can be released.

e Afteran instance is released, it cannot be restored. Proceed with caution. We recommend that you
create a backup forthe instance and download the backup before you release the instance. For
more information, see Backup and restoration solutions.

e (hild instances that belong to one or more distributed instances must be released on the Global
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Distributed Cache tab of the Global Distributed Cache page in the ApsaraDB for Redis console. For
more information, see Release a distributed instance.

e ApsaraDB for Redis moves a released instance to the recycle bin if the instance meets specific
requirements. For more information, see Manage instances in the recycle bin.

Procedure
1.

2. Find the instance that you want to release and choose (.| > Release inthe Actions column.

-

3. Inthe Release Instance panel, click OK.
Related API operations
Operation Description

Releases a pay-as-you-go ApsaraDB for Redis

instance.
Deletelnstance @ Note You cannot release a subscription
ApsaraDB for Redis instance by calling an API
operation.

5.3.11. Manage instances in the recycle bin

ApsaraDB for Redis provides a recycle bin to store ApsaraDB for Redis instances that have expired, have
overdue payments, or are released. You can unlock, recreate, or permanently delete instances in the
recycle bin.

Precautions

e When an ApsaraDB for Redis instance expires or has overdue payments, the instance is handled based
on the amount of time elapsed since the expiration date and the billing method of the instance. For
more information, see Expiration, overdue payments, and renewal.

warning When the grace period of the instance expires, the system permanently deletes
the instance.

e Pay-as-you-go instances that are manually released are retained in the recycle bin for 38 days and
then are permanently deleted.

Procedure

1. Log onto the ApsaraDB for Redis console. In the left-side navigation pane, click Recycle. Inthe
upper-left part of the page, select the region where the instance that you want to manage
resides.

2. Onthe Recycle page, find the instance that you want to manage and click a buttoninthe
Actions column based on your business requirements to perform an operation.
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Pay-As-You-Go Rebuild
E N Hangzhou Redis 5.0 . Classic .
r-bp! Released Zone £ Community Edition 256 MB Master-replica Network g;l;;s};[;gﬂ[lle.2021-03- I
" Subscripti Unlock
r-bp Locked ?;;gz:ou E;ﬁ:;:'u ENCerPEe 4 6B Enhanced Cluster Edition (2 Nodes) VPC E:pﬁ-gtlz;o:me:1.]21..33. e
23 Destroy
Operation Description
Unlock Renews the instance. After the instance is renewed, it enters the Running
state and continues to provide services.
Restores all data and specific configurations of the instance to a new instance.
The following configurations can be restored:
o IP address whitelists.
@ Note The security group settings in the whitelists of the instance
cannot be restored. You must reconfigure the whitelists for security
groups. For more information, see Add security groups.
Rebuild o The password of the account.
On the buy page, set Set Password to Later.
o The name of the instance.
On the buy page, leave the Instance Name field empty.
© The port number.
o Parameter settings.
o Backup settings, such as the backup cycle and backup time.
Deletes the instance and its data backup permanently.
Destroy Warning After you delete the instance, data in the instance is

permanently deleted and can no longer be restored. Proceed with caution.

5.4. Manage bandwidth
5.4.1. Adjust the bandwidth of an ApsaraDB for

Redis instance

This topic describes how to adjust the bandwidth of an ApsaraDB for Redis instance. If the bandwidth
of aninstance is insufficient to handle unexpected or scheduled traffic spikes during activities such as
flash sales, you can increase the bandwidth for the instance so that you can focus on business
improvements.

Prerequisites
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The instance is an instance of the ApsaraDB for Redis Community Edition or a performance-enhanced or

hybrid-storage instance of the ApsaraDB for Redis Enhanced Edition (T air). For more information about

performance-enhanced instances and hybrid-storage instances, see Performance-enhanced instances and
Hybrid-storage instances (phased out).

Scenarios

The bandwidth of an instance varies based on the instance type. If the traffic of aninstance reaches
the allocated bandwidth, network congestion may occur and instance perf ormance may deteriorate. In
the following scenarios, you can adjust the bandwidth of aninstance to prevent network congestion
and performance deterioration. A bandwidth adjustment helps you increase bandwidth at a lower cost
than an instance specification change and can prevent transient connections.

@ Note We recommend that you use the bandwidth auto scaling feature. When the bandwidth

usage of an instance reaches a specified threshold, the bandwidth is automatically increased or
decreased. This feature reduces costs and facilitates O&M. For more information, see FF/5 & 55 g4

1845,

Scenario

Handle traffic spikes

Mitigate impacts on your
business

Deal with skewed
requests at low costs

Increase the bandwidth
of a standard instance

Limits

e The bandwidth of aninstance can be increased to up to three times the bandwidth that is provided

Description

You can adjust the bandwidth of the instance to handle traffic spikes during
promotional events such as a flash sale. After these events end, you can
decrease the bandwidth of the instance to reduce costs.

If a large number of read and write operations are performed on large keys
within a short period of time, you must temporarily increase the bandwidth of
the instance to mitigate impacts on your business and to reserve time to
process these operations.

If the instance is a cluster or read/write splitting instance, some data shards or
read replicas of the instance are frequently accessed. As a result, the
bandwidth usages of these data shards or read replicas frequently reach the
allocated bandwidths. However, the bandwidth usages of other data shards or
read replicas are low. In this case, you can increase the bandwidths only of
specific data shards or read replicas instead of increasing the bandwidth or

changing the specifications for the instance. For more information about cluster

and read/write splitting instances, see Cluster master-replica instances and
Read/write splitting instances.

If the instance is a standard instance of the highest specifications and the
bandwidth of the instance does not meet your business requirements, you can
increase the bandwidth of the instance without the need to upgrade the
instance to a cluster instance. This allows you to focus on business
improvements. For more information about standard instances, see Standard
master-replica instances.

forthe instance type. If you require higher bandwidth for an instance, you can change the
specifications of the instance or upgrade the instance froma standard instance to a cluster instance.
Then, you can increase the bandwidth of the instance. If the increased bandwidth is still insufficient,

submit a ticket.
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@ Note For more information about the bandwidths that are supported by different
instance types, see Overview.

e [f you performthe following operations on an instance, the extra bandwidth that you purchased
becomes invalid and you receive a refund. You must re-adjust the instance bandwidth based on your
business requirements. By default, the adjusted bandwidth inherits the expiration time of the
previously purchased extra bandwidth.

Operation
Upgrade the major version

Change the configurations
of aninstance

Migrate an instance across
zones

Billing

Exception
None

If the instance is a standard instance, the bandwidth settings remain valid
after you change the specifications of the instance.

If the instance is a standard instance, the bandwidth settings remain valid.

You are charged per day based on the amount and usage duration of the extra bandwidth that you
purchase. The fees vary based on the region that you select. For more information, see Billable items and

prices.

@ Note You are not charged for the default bandwidth that is provided for the instance type.
You are charged only for the extra bandwidth that you purchase.

Procedure
1.

2. Inthe Basic Information section, clickthe # icon next to Maximum Internal Bandwidth.

® Note

o Inthe Basic Information section, you can view the maximum internal bandwidth of the
instance. If the instance is a cluster instance or a read/write splitting instance, the
bandwidth is the sum of the bandwidths that are allocated to all data nodes within the

instance.

o During off-peak hours, you can reduce the bandwidth of the instance to save resources
and reduce costs. For more information about how to view the traffic usage of an
instance, see View monitoring data.

3. Inthe panel that appears, specify the amount and subscription duration of the extra bandwidth

that you want to purchase.

Adjust the bandwidth of an instance
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Bandwidth Adjustment X
Type Cluster Edition
Bandwidth () Total Shard Bandwidth @ Selected Shard Bandwidth
+
VG -db-0 —_ &0 ME
ia =T 48 144
T-VEy el e gy db-1 = 50 ME
t i 48 144 +
11
Auto-renewal () Note: This feature automatically extends the subscription duration by one month.
Duration 1 u B L im iF hd
Use Coupon Do Mot Use Coupon e
Bandwidth Details Instance ID Original Bandwidth Increased Bandwidth Actions
-~ - -db-
'D"G I-db 48 MB + 12MB Delete
r-vo Ry - db-
. 48 MB +2MB Delete [= )
Total Configuration Cost:52 . 07 Pay Canc@
Parameter Description
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Parameter Description

Select the maximum extra bandwidth that you want to purchase. The bandwidth
of an instance can be increased to up to three times the bandwidth that is
provided for the instance type. For more information about the bandwidths that
are provided for various instance types, see Overview. The maximum extra
bandwidth that you can select varies based on the instance type.

o If the instance is a standard instance, adjust the bandwidth of the instance.

o If the instance is a cluster instance or a read/write splitting instance, select one
of the following options:

® Total Shard Bandwidth: allows you to adjust the bandwidths of all data
shards or data nodes within the instance at the same time. For example, if
you want to handle traffic spikes during activities such as flash sales, you can
select this option to increase bandwidths, instead of changing the
Bandwidth specifications of the instance.

m Selected Shard Bandwidth: allows you to adjust the bandwidths of one
or more specific data shards or data nodes. For example, if you want to
process skewed requests, you can select this option to adjust the
bandwidths of the selected data nodes based on how requests are skewed.

@ Note You can use the diagnostic report feature to analyze
whether an instance receives skewed requests. For more information,
see Create a diagnostic report.

Specify whether to enable auto-renewal. If auto-renewal is enabled, the renewal
Auto-Renew oL
cycle is fixed to one month.

Select a subscription period. The maximum subscription period spans five years.

@ Note If the previously purchased extra bandwidth has not expired, the
subscription period of the previously purchased extra bandwidth is inherited
and this option is not displayed.

Duration

4. ClickPay and complete the payment.
After you complete the payment, wait for about 1 minute. Then, the maximum internal bandwidth
of the instance is updated to the sum of the existing bandwidth and the purchased extra
bandwidth, and the expiration time of the extra bandwidth is displayed.

Updated bandwidth after a bandwidth adjust ment

| Basic Information Minor Version Upgrade @ Upgrade Proxy
Instance ID  r-bp a Instance Name 7z Status e Running
Zone  Hangzhou Zone E + Hangzhou Zone H Network VPC Maintenance Window  02:0006:00 v @
VPCID  vpc bparsisrummpi i /. VSwitch  ysw-bp z Version  Redis 5.0 Community Edition
Instance Type 2 GB dluster edition (2 nodes) Maximum Concurrent Connections 20,000 Maximum Internal Bandwidth [110 ME/s | »~

Expires At: Jul 14,2021,00:00:00 1§
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@ Note Youcanclickthe vg icon next to the expiration time of the extra bandwidthto
w24

increase the subscription period.

FAQ

e Q: Canladjust the bandwidth of a specific data shard or data node within a master-replica cluster
instance or a read/write splitting instance?

A: Yes, you can adjust the bandwidth of a specific data shard or data node within a master-replica
cluster instance or a read/write splitting instance based on your business requirements. T his way, you
can handle skewed requests with more flexibility.

e Q: Does a bandwidth adjustment cause transient connections?
A: No, a bandwidth adjustment immediately takes effect and does not cause transient connections.

e Q: If I purchase a specific amount of extra bandwidth at 15:00 on March 1, 2021 and select a one-day
subscription period, when does the extra bandwidth that | purchase expire?

A: The extra bandwidth that you purchase expires at 00:00 on March 3, 2021. You are not charged
forthe usage of the extra bandwidth on March 1, 2021.

e Q: How do lunsubscribe fromthe extra bandwidth that | purchase for my instance?

A: Move the bandwidth adjustment slider to the leftmost position to decrease the bandwidth of
your instance to the value provided for the instance type. Then, check the refund to your Alibaba
Cloud account and complete the payment.

@ Note Youcan go to the Orders page to view the progress of the order.

e Q: My subscription instance has expired and | do not plan to renew the instance. If the extra
bandwidth that | purchased does not expire until next month, can I receive a refund?

A: Yes, afteryour instance is locked, you will receive a refund based on the remaining subscription
period of the extra bandwidth that you purchased. If the extra bandwidth that you purchased
expires before the instance, Alibaba Cloud sends you a notification. This helps prevent the impacts of
bandwidth changes on your business.

e Q: How do I check whether auto-renewal is enabled for the extra bandwidth that | purchased for my
instance?

A: Go to the Renewal page. Then, enter the ID of yourinstance and the -bwsuffix in the Instance ID
field. Example: r-bpizxszhcgatnx****-bw.

e Q: If Ichange the specifications of my instance after | purchase a specific amount of extra
bandwidth, am | still charged for the extra bandwidth?

A: If you change the specifications of your instance after you purchase a specific amount of extra
bandwidth, the extra bandwidth remains valid and you are charged for the extra bandwidth. The
bandwidth of your instance is the sum of the bandwidth that is provided for the new instance type
and the extra bandwidth that you purchase. These rules apply only to standard instances. For other
instance architectures, the extra bandwidth that you purchase becomes invalid and you receive a
refund after you change the specifications of your instance. In this case, you must adjust the
bandwidth of the instance again if needs arise.
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@ Note For more information about the bandwidths that are supported by different
instance types, see Overview.

Related API operations
Operation Description

Adjusts the bandwidth of an ApsaraDB for Redis

EnableAdditionalBandwidth .
instance.

5.5. Network connection management
5.5.1. Change the VPC or vSwitch of an ApsaraDB

for Redis instance

You can change the virtual private cloud (VPC) or vSwitch of an ApsaraDB for Redis instance. For
example, you can change the VPC of an ApsaraDB for Redis instance to the VPC to which an Elastic
Compute Service (ECS) instance belongs. This way, the ApsaraDB for Redis instance can communicate
with the ECS instance over the internal network.

Prerequisites

e The instance is deployed in a VPC.

@ Note You can view the network type of aninstance onthe Instance Information page. If
the network type is classic network, you can change the network type from classic network to
VPC. For more information, see Change the network type from classic network to VPC.

e The instance does not have a private endpoint. If the direct connection mode is enabled for the
instance, you can release the private endpoint, change the VPC of instance, and then re-enable the
direct connection mode. For more information about private endpoints and the direct connection
mode, see Enable the direct connection mode.

e The password-free access feature is disabled for the instance. No Data Transmission Service (DTS)
data migration tasks or synchronization tasks that involve the instance are running. Otherwise, an
error is reported. For more information about password-free access and DTS, see Enable password-
free access and What is DTS?

Scenarios

Operation Scenario

Clients are unable to communicate with an ApsaraDB for Redis instance because the
clients and the ApsaraDB for Redis instance belong to different VPCs.
Change the VPC of
an ApsaraDB for
Redis instance

For example, the ECS instance on which your workloads are running is deployed in
VPC A and the ApsaraDB for Redis instance is deployed in VPC B. To connect the
ApsaraDB for Redis instance to the ECS instance, you can change the VPC of the
ApsaraDB for Redis instance to VPC A.
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Operation Scenario

To centrally manage cloud resources and IP address whitelists, you can group the
cloud resources based on workloads and then allocate IP addresses.
Change the vSwitch
of an ApsaraDB for
Redis instance

For example, you can connect cloud resources that are related to database
services, such as ECS instances and ApsaraDB for Redis instances, to the same
vSwitch. Then, these cloud resources are assigned IP addresses that belong to the
same CIDR block.

Impacts

e [f you change the VPC or vSwitch of aninstance, the instance experiences transient connections for
30 seconds. Make sure that you change the VPC or vSwitch during of f-peak hours and your
applications can automatically reconnect to the instance.

e [f you change the VPC or vSwitch of aninstance, the virtual IP address (VIP) of the instance is
changed. If your applications are connected to the VIP of the instance, the connections are closed
afterthe VIP is changed.

@ Note After you change the VPC or vSwitch of an ApsaraDB for an instance, the endpoint
of the instance, such as r-hp3bpn39cslvu**** redis.hangzhou.rds.aliyuncs.com , remains
unchanged. We recommend that you connect your applications to instances by using endpoints.

e A VIP change interrupts Data Management (DMS) services for a short period of time. For more
information about DMS, see Overview. Afterthe VIP is changed, the connections are resumed.

e Afteryou change the VPC or vSwitch of aninstance, clear the cache on clients. Otherwise, clients may
be unable to write data to the instance and can only read data fromthe instance.

Procedure
1.

2. Inthe Basic Information section, clickthe » iconnext to the VPCID.

Change the VPC of an instance

| Basic Information Minor Version Upgrade @ Upgrade Proxy
Instance ID  r-bp Instance Name L = 7 Status @ Running
Zone Hangzhou Zone B Network VPC Maintenance Window 00:00-01:00 v @
VPCID vpc-bp . VSwitch  vsw-bp £ Version Redis 5.0 Enterprise Edition
Instance Type 8 GB Enhanced Cluster Edition (4 Nodes)  Maximum Concurrent Connections 40,000 Maximum Internal Bandwidth 384 MB/s #

@ Note I you want to change only the vSwitch, you can clickthe . icon next to the

vSwitch ID.

3. Inthe panel that appears, select the VPC and the vSwitch that you want to use.
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@ Note If no VPCorvSwitch is available in the drop-down list, create a VPC and a vSwit ch.
The vSwitch and the instance must belong to the same zone. For more information, see Create
and manage a VPC and Work with vSwitches.

4. Click OK.

warning If you change the VPC or vSwitch of an instance, the instance experiences
transient connections for 30 seconds. Make sure that you change the VPC or vSwitch during
off-peak hours and your applications can automatically reconnect to the instance.

5. Inthe message that appears, read the content and click OK.
Related API operations
Operation Description

Changes the VPC or vSwitch of an ApsaraDB for Redis instance. If the instance is
SwitchNetwork deployed in the classic network, the network type of the instance changes from
classic network to VPC.

5.5.2. Change the network type from classic
network to VPC

You can switch the network type of an ApsaraDB for Redis instance from classic network to virtual
private cloud (VPC). Then, clients in the same VPC can communicate with the ApsaraDB for Redis
instance at higher security levels and lower network latency.

Prerequisites

The instance runs in the classic network.

@ Note You can view the network type in the Basic information section of the instance.

Impacts

e Afteryou switch the network type of aninstance from classic network to VPC, you cannot switch
backto classic network.

e The instance may experience a transient connection of a few seconds. We recommend that you
performthis operation during of f-peak hours and make sure that your applications can automatically
reconnect to the instance.

e When you switch the network type, you can specify whether to retain the classic network endpoint
of the instance. If you do not retain the classic network endpoint, the endpoint is released afterthe
network type is switched. Then, clients cannot connect to the instance by using the classic network
endpoint. In this case, you must change the database endpoint on your client at the earliest
opportunity.

Network types of ApsaraDB for Redis instances
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Network type Description

A VPCis a private network dedicated to your Alibaba Cloud account. VPCs are logically
isolated from each other at Layer 2 to provide higher security and performance. If a
client is deployed on an Elastic Compute Service (ECS) instance, you can connect the
client to an ApsaraDB for Redis instance over a VPC for higher security and lower
network latency. For more information about ECS instances, see What is ECS?

VPC
(recommended)

Cloud services on the classic network are not isolated. Unauthorized access can be

Classic network blocked only by using security groups or whitelists.

@ Note If aclientis deployed in a VPC and an ApsaraDB for Redis instance is deployed in the
classic network, the client cannot connect to the instance. To connect the client to the instance,
switch the network of the instance to the client VPC.

Procedure
1.

2. Onthe right side of the Connection Information section, click Switch to VPC.
3. Inthe panel that appears on the right side of the page, set the parameters.
Switch to VPC Network X

After switching to VPC network, this Redis instance cannot be accessed by ECS in the classic

network.
VPC Network: nduster-vpc e
Vswitch: switch_H_2 hd
You can access the VPC console to crezte and manage private
networks,
Retain the connection @ Yes () No

address of the classic

network:
If you retain the endpoint of the dassic network, both the VPC netw E
endpoint and the classic network endpoint can be used. Connection.
are not interrupted during the switch. The dassic network endpoint
becomes invalid after the retention time period expires.

Retention Days: @ 14Days () 30Days ( 60Days (| 120 Days
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Parameter Description

VPC Select the VPC and vSwitch that you want to use.

@ Note If no VPC or vSwitch is available in the drop-down list,
create a VPC and a vSwitch. The vSwitch and the instance must belong

VSwitch to the same zone. For more information, see Create and manage a VPC
and Work with vSwitches.

Specify whether to retain the classic network endpoint of the ApsaraDB for
Redis instance:

o Yes: allows the instance to use both the classic network and VPC
endpoints within a specified period of time. Clients can connect to the
instance by using both endpoints. However, you must change the
database endpoint on your client to the VPC endpoint before the classic
network endpoint becomes invalid.

Retain the
connection address
of the classic
network

o No: releases the classic network endpoint. Clients cannot connect to the
instance by using the classic network endpoint.

Specify the retention period of the classic network endpoint. Unit: day. You
can also modify the retention period after you switch the network type. For
more information, see Modify the expiration date of a classic network
endpoint.

Retention Days

4. Click OK.

Related API operations

Operation Description

Switches the network type of an ApsaraDB for Redis instance from classic

SwitchNetwork
network to VPC.

Related information

e Troubleshooting for connection issues in ApsaraDB for Redis

e Change the VPC or vSwitch of an ApsaraDB for Redis instance
5.5.3. Change the endpoint or port number of an
ApsaraDB for Redis instance

ApsaraDB for Redis allows you to change the endpoints or port numbers of ApsaraDB for Redis
instances. You can change the port number of an instance to improve security. You can also change the
endpoint of a new instance to the endpoint of the original instance without the need to reconfigure
your application.

Prerequisites

The instance that you want to manage is in the Running state.
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Impacts

After you change the endpoint or port number of an instance, you must update the connection
information on your client. This way, the client can connect to the instance by using the new endpoint
or port number.

Procedure
1.

2. Inthe Connection Information section, find the connection type that you want to manage and
clickModify Public Endpoint inthe Actions column.

3. Inthe panel that appears, enter a new endpoint and port number.

Specify a new endpoint and port number

Modify Public Endpoint X
Connection Type: VPC Metwork: [=]
Endpoint: testconn Jredis.rds.aliyuncs.com @
Port Number: 6379
“ Cancel

Parameter Description

© You can modify only the prefix of the endpoint. By default, the prefix is the

instance ID.
Endpoint
© The prefix must be 8 to 64 characters in length and can contain lowercase
letters and digits. It must start with a lowercase letter.
Port When you modify the endpoint, you can also modify the port number. Valid
values for the port number: 1024 to 65535.
4. Click OK.

Related API operations
Operation Description

Changes the endpoint and port number of an

ModifyDBInstanceConnectionString ApsaraDB for Redis instance

5.5.4. Apply for a public endpoint for an
ApsaraDB for Redis instance
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By default, ApsaraDB for Redis provides internal endpoints. To access an ApsaraDB for Redis instance
over the Internet, you must apply for a public endpoint forthe instance first.

Precautions

e Public endpoints are not supported by cloud disk-based cluster instances for which the direct
connection mode is enabled.

e Forsecurity concerns, if password-free access over a virtual private cloud (VPC) is enabled for an
instance and you use a public endpoint to connect to the instance, you still need to entera
password.

@ Note ffa public endpoint cannot be allocated to an instance, you can update the instance
to the latest minor version. For more information, see Update the minor version.

Network types of endpoints

Network type Description

e AVPCis a private network dedicated to you on Alibaba Cloud. VPCs are logically
isolated from each other to provide higher security and performance. For more

information about VPCs, see What is a VPC?
VPC
e By default, an ApsaraDB for Redis instance provides a VPC endpoint. You can

connect to an ApsaraDB for Redis instance over a VPC to achieve higher security
and performance.

Cloud services on the classic network are not isolated. Unauthorized access can be
blocked only by using security groups or whitelists. If your cloud services are

Classic network deployed in the classic network, we recommend that you change the network type
to VPC. For more information, see Change the network type from classic network to
VPC.
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Network type Description

Security risks exist when you connect to an ApsaraDB for Redis instance over the
Internet. For this reason, ApsaraDB for Redis does not provide public endpoints by
default. To connect to an ApsaraDB for Redis instance over the Internet, you can
apply for a public endpoint for the instance in the following scenarios:

e The device on which the client is installed, such as an Elastic Compute Service (ECS)
instance, and the ApsaraDB for Redis instance are not deployed in the same VPC.
For more information about ECS instances, see What is ECS?

e The device on which the client is installed and the ApsaraDB for Redis instance are
not deployed in the same region.

® The client is installed on a device outside of Alibaba Cloud, such as an on-
premises device.

Public @ Note

® You are not charged for applying for public endpoints. You are also not
charged for the traffic that is generated after you use public endpoints
to connect to your instances.

e [f you use public endpoints, data security is compromised. Proceed with
caution.

® To accelerate and secure data transmission, we recommend that you
migrate your applications to an ECS instance that is deployed in the
same region and has the same network type as the ApsaraDB for Redis
instance. This allows you to connect to the ApsaraDB for Redis instance
by using an internal endpoint.

Procedure
1.

2. Inthe Connection Information section, click Apply for Endpoint to the right of Public Access.

3. (Optional) In the panel that appears, enter an endpoint and a port number.

Parameter Description

© You can modify only the prefix of the endpoint. By default, the prefix is the

instance ID.
Endpoint
o The prefix must be 8 to 64 characters in length and can contain lowercase
letters and digits. It must start with a lowercase letter.
Port When you modify the endpoint, you can also modify the port number. Valid
values for the port number: 1024 to 65535.
4. Click OK.

Afterthe application is submitted, the public endpoint is displayed in the Connection
Information section.

Related API operations
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Operation Description

Applies for a public endpoint for an ApsaraDB for

AllocatelnstancePublicConnection o
Redis instance.

What's next

Use a public endpoint to connect to an ApsaraDB for Redis instance

5.5.5. Release a public endpoint for an ApsaraDB
for Redis instance

You can release the public endpoints that are no longer required for ApsaraDB for Redis instances.

Prerequisites

A public endpoint is allocated to an instance. For more information, see Apply for a public endpoint for
an ApsaraDB for Redis instance.

Precautions

e Afterthe public endpoint of an instance is released, you cannot use the public endpoint to connect
to the instance.

e Afterthe public endpoint is released, we recommend that you delete the corresponding public IP
address fromthe whitelist to ensure data security. For more information, see Step 2: Configure
whitelists.

Procedure
1.

2. Inthe Connection Information section, clickRelease Endpoint next to Public Access.

3. Inthe panel that appears, click OK.

Related API operations

Operation Description

Releases a public endpoint for an ApsarabDB for

ReleaselnstancePublicConnection o
Redis instance.

5.5.6. Enable the direct connection mode

By default, ApsaraDB for Redis local disk-based cluster instances provide proxy connection. You can
also enable the direct connection mode for a local disk-based cluster instance to obtain a private
endpoint. Then, clients can use the endpoint to bypass proxy nodes and connect to the instance inthe
same manner as they connect to a native Redis cluster.

Prerequisites

e The instance is a local disk-based cluster instance.
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@ Note The direct connection mode is not supported by cloud disk-based cluster instances
that have the proxy mode enabled.

The instance is deployed in a virtual private cloud (VPC). If the instance is deployed in the classic
netwaork, you can change the network type to VPC. For more information, see Change the network
type from classic networkto VPC.

SSL encryption is disabled for the instance. For more information, see Configure SSL encryption.

The vSwitch to which the instance is connected has sufficient IP addresses that can be allocated. For
more information, see Obtain the number of available IP addresses in the vSwitch to which an
ApsaraDB for Redis instance is connected.

@ Note For example, an ApsaraDB for Redis instance contains eight shards and you want to
apply for a private endpoint for the instance. An IP address is allocated to the master node of
each shard in the instance, and an additional IP address is allocated to the private endpoint.
Therefore, the vSwitch must provide at least nine IP addresses. Otherwise, you cannot enable the
direct connection mode forthe instance.

Comparison of connection modes

Proxy mode: By default, a cluster instance that has the proxy mode enabled provides a proxy
endpoint. You can use the endpoint to connect to the cluster instance in the same manner as you
connect to a standard instance. For more information, see Features of proxy nodes.

Direct connection mode: Aninstance for which the direct connection mode is enabled provides a
private endpoint. Clients can use the endpoint to bypass proxy nodes and access backend data
nodes in the instance in the same manner as they access a native Redis cluster.

Precautions

Connectivity performance degrades because the proxy nodes are bypassed. For cluster instances of
the ApsaraDB for Redis Community Edition, the maximum number of connections for a single shard is
10,000 and the number of new connections per second is 2,000. For cluster instances of the

ApsaraDB for Redis Enhanced Edition (T air), the maximum number of connections for a single shard is
30,000 and the number of new connections per second is 2,000. For more information, see Overview.

Data skew may take place for ApsaraDB for Redis cluster instances. Data skew occurs when one data
shard in an instance receives a large number of requests while other data shards in the instance
remain idle. During data skew, the maximum number of connections to a data shard may be reached
and new connections to the shard may be rejected. In this case, the overall performance of the
instance is affected.

@ Note Inmost cases, data skew is caused by hotkeys or large keys. For more information
about how to troubleshoot hotkeys and large keys, see Use the real-time key statistics feature
and Offline key analysis.

If you cannot performthe following operations, you must release the private endpoint first. For more
information, see Release a private endpoint for an ApsaraDB for Redis instance.

o Change the configurations of aninstance
o Upgrade the major version

o Migrate an instance across zones
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Procedure

1.
2. Inthe Connection Type section, click Apply for Endpoint to the right of Private Endpoint.

3. (Optional) In the panel that appears, enter an endpoint and a port number.

Parameter Description

©o You can modify only the prefix of the endpoint. By default, the prefix is the

instance ID.
Endpoint
o The prefix must be 8 to 64 characters in length and can contain lowercase
letters and digits. It must start with a lowercase letter.
Port When you modify the endpoint, you can also modify the port number. Valid
values for the port number: 1024 to 65535.
4. Click OK.

FAQ

e Q: My instance meets the requirements of the prerequisites. What do I do if lamunable to find Apply
for Endpoint to the right of Private Endpoint?

A: You can update your instance to the latest minor version. For more information, see Update the

minor version.
e Q:Isthe ApsaraDB for Redis service interrupted when I enable the direct connection mode?
A: No, the service is not interrupted when you enable the direct connection mode.

e Q: Canlenable both the direct connection mode and the proxy mode for an ApsaraDB for Redis
instance at the same time?

A: Yes, you can enable the two modes for an instance at the same time. If your instance is a local
disk-based cluster instance, you can enable the two modes for the instance at the same time. If your
instance is a cloud disk-based cluster instance, you can enable only a single mode for the instance.

References

e Use a private endpoint to connect to an ApsaraDB for Redis instance
e Release a public endpoint for an ApsaraDB for Redis instance

AllocateDirect Connection

® ReleaseDirectConnection

5.5.7. Release a private endpoint for an
ApsaraDB for Redis instance

If you no longer need a private endpoint or want to perform operations that are not supported in
direct connection mode, you can release the private endpoint to disable the direct connection mode.
For example, you can release the private endpoint to disable the direct connection mode before you
change configurations or upgrade a major version.
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Prerequisites

e The instance has been allocated a private endpoint. For more information, see Enable the direct
connection mode.

e The private endpoint configured in the application is changed to another available endpoint, such as
the internal endpoint in proxy mode. For more information, see View endpoints.

warning Aftera private endpoint is released, the client cannot use it to connect to the
instance. We recommend that you change the connection configuration in your application
before you release the private endpoint.

Procedure
1.

2. Inthe Connection Information section, clickRelease Endpoint next to Direct Connection.

3. Inthe panel that appears, click OK.

5.5.8. Obtain the number of available IP
addresses in the vSwitch to which an ApsaraDB
for Redis instance is connected

When you apply for a private endpoint, make sure that the vSwitch to which the instance is connected
has sufficient IP addresses that can be allocated. T his topic describes how to obtain the number of
these IP addresses in the vSwitch.

Context

When you apply for a private endpoint, an IP address is allocated to the master node of each shard and
another IP address is allocated to the private endpoint. If the vSwitch cannot provide sufficient IP
addresses, the private endpoint cannot be enabled. For more information, see Enable the direct
connection mode.

Procedure
1.

2. Inthe Basic Information section, copy the vSwitch ID and click t he virtual private cloud (VPC) ID.
You are directed to the VPC console.

3. Onthe details page of the VPC, click the Resources tab and then click the number corresponding
to the vSwitch field.

4. Inthe upper-right corner of the page, select Instance ID, paste the vSwitch ID that you previously
obtained, and then search for the vSwitch.
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nstance 1D~ |-.rsw-bp |
Instance Mame

R Ainstance ID oGUTEE Group Acti

VECID

ans

5. Afteryou find the vSwitch, you can view the number of available IP addresses that can be
allocated by the vSwitch.

Create VSwitch Filter by Tag Refresh Customize Columns nstance ID -~ vsw-bp19vi00t9lgfoSrekoew Q

MNumber of IPv6 CIDR

Instance ID/Name VPC Tags Status IPv4 CIDR Elock = Available Block Default VSwitch
Private IPs
® Available  172.16.0.0/24 245 Enable

IPvG CIDR

(@ Note If the number of IP addresses that can be allocated does not meet your
requirements, submit a ticket for technical support.

5.5.9. Modify the expiration date of a classic
network endpoint

Afteryou retain a classic network endpoint, you can extend its retention period by changing its
expiration date in the ApsaraDB for Redis console.

Prerequisites

A classic network endpoint is retained after an ApsaraDB for Redis instance switches the network type
from classic network to virtual private cloud (VPC). For more information, see Change the network type
from classic networkto VPC.

Precautions

During the period in which your instance can be connected over the classic network or a VPC, you can
specify an expiration date for the classic network endpoint based on your business requirements. The
new expiration date immediately takes effect. For example, if the classic network endpoint is due to
expire on August 18,2017 and you modify the expiration date to 14 days later on August 15, 2017, the
classic network endpoint is released on August 29, 2017.

@ Note Youcan modify the expiration date multiple times.

Procedure
1.

2. Onthe right side of the Connection Information section, click Change Expiration Date next to
Retained Connection Address of the Classic Network.

3. Inthe panel that appears, set a new expiration date and click OK.
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Related API operations

Operation Description

Modifies the expiration date of a classic network

ModifylnstanceNetExpireTime )
endpoint.

5.5.10. Release a classic network endpoint

This topic describes how to release a classic network endpoint that is retained when you switch the
network type of an ApsaraDB for Redis instance from classic network to virtual private cloud (VPC).
Before you migrate an ApsaraDB for Redis instance to another zone, you must release the classic
network endpoint of the instance.

Prerequisites

A classic network endpoint is retained after an ApsaraDB for Redis instance switches the network type
from classic network to virtual private cloud (VPC). For more information, see Change the network type
from classic networkto VPC.

Procedure
1.
2. Inthe left-side navigation pane, click Connection.
3. ClickChange Expiration Date next to Classic Network.
4

. Inthe dialog box that appears, select Release Now.

warning A classic network endpoint immediately becomes unavailable after it is
released. Before you release a classic network endpoint, change the classic network endpoint
configured on your application to a VPC endpoint to ensure service availability.

5. Click OK.

5.6. System Parameters

5.6.1. Modify parameters of an instance

ApsaraDB for Redis allows you to modify specific instance parameters. The instance parameters that
can be modified vary based on engine versions and architectures. This topic describes how to modify
instance parameters.

Precautions

Some parameters are not supported in earlier instance minor versions. If your instance is in an earlier
minor version, the following error message may appear when you set the parameters. You must update
your instance to the latest minor version. For more information, see Update the minor version.

Outdated minor version alert
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Code : ParamNotSupportedForCurrentVersion
Message : Parameter is not supported for current version.

Request ID :

Procedure

2. Inthe left-side navigation pane, click System Parameters.
3. Onthe System Parameters page, find the parameter that you want to modify and click Modify in
the Actions column.

4. Inthe dialog box that appears, modify the parameter value and click OK. For more information
about the parameters and their valid values, see Supported parameters.

warning Afteryou submit a modification to a specific instance parameter, the instance
is restarted. The instance may experience transient connections for a few seconds during the
restart. Modify instance parameters with caution. Before you modify an instance parameter,
checkthe Restart and Take Effect column of the parameter to make sure that the instance
does not need a restart forthe modification to take effect.

5. Click OK.

Related API operations

Operation Description

Queries the configuration and operational

DescribeParameters .
parameters of an ApsaraDB for Redis instance.

Modifies parameters of an ApsaraDB for Redis

ModifylnstanceConfig instance

Related information

e Common parameter adjust ment cases

5.6.2. Supported parameters

ApsaraDB for Redis allows you to modify specific instance parameters. T his topic describes the
parameters that are supported in different engine versions and architectures.

Precautions

e Specific parameters are not supported in earlier minor versions. If your instance is of an earlier minor
version, an error may occur when you attempt to configure these parameters. For more information
about how to update the minor version, see Update the minor version.

e Afteryou submit the modifications for specific parameters, your instance is automatically restarted.
The instance experiences transient connections that last for a few seconds during the restart. On the
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page for modifying parameters in the ApsaraDB for Redis console, the Restart and Take Effect
column indicates whether the instance must be restarted for the modification to take effect. For
more information, see Modify parameters of aninstance.

Supported parameters and descriptions

The following items describe the comments that are used in the tables of this topic:

e The v symbol indicates that the major version or instance architecture supports the parameter.

e The 0 symbol indicates that the major version or instance architecture does not support the
parameter.

@ Note

e To ensure the stability of ApsaraDB for Redis instances, only specific parameters can be set.
The parameters that are not described in this topic cannot be set.

e For more information about instance architectures, see Standard master-replica instances,
Cluster master-replica instances, and Read/write splitting instances.

Major version and instance architecture

Parameter Description

:?Od's Redis 5.0 Redis 4.0 Redis 2.8
Specifies whether to enable read
request audit. After you enable this
feature, you can view information
about read requests in the audit
logs.Enable the new audit log
feature Default value: no. Valid Standard O Standard O
410 100s values: OStandard
L Cluster ve Cluster ve
e_audit- . Lo . 0 veCluster
read- yes: enables read request audit. Read/write Read/write
enabled e no: disables read request audit. v ©Read/wr splitting splitting
ite splitting Ve Ve

@ Note ApsaraDB for
Redis instances that use cloud
disks do not support this
parameter.
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Major version and instance architecture

Parameter Description )
Redis

6.0 Redis 5.0 Redis 4.0 Redis 2.8
Specifies whether to check that a
client IP address is included in a
whitelist of an ApsaraDB for Redis
instance if password-free access
over a virtual private cloud (VPC) is
enabled. If you set this parameter
to yes, the whitelist still takes
effect for password-free access
over a VPC. Default value: no. Valid
values:
Standard Standard
e yes: checks whether a client IP Vo e
#no_loos address is included in the
e_check- whitelist. 0 Cluster ve Cluster ve 0
whitelist- ® no: does not check whether a Read/write Read/write
always client IP address is included in the splitting splitting
whitelist. Ve Ve

@ Note ApsaraDBfor
Redis instances that use cloud
disks do not support this
parameter.
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Parameter

#no_loos
e_disable
d-
command
s

#no_loos
e_sentinel
-enabled

#no_loos
e_ssl-
enabled

Major version and instance architecture

Description
P Redis

6.0

Specifies to disable the commands
that may have high risks or high
time complexity based on your
business requirements, such as
FLUSHALL, FLUSHDB, KEYS,
HGETALL, EVAL, EVALSHA, and
SCRIPT.

@ Note

e Specify commands in
lowercase letters and
separate the Cluster
commands with Ve
commas (,).

Standar
dve

e Even if you disable the
FLUSHALL command,
the Clear Data feature
in the ApsaraDB for
Redis console can still
be used.

Specifies whether to enable the
Sentinel-compatible mode. Default

value: no. Valid values: Standar

dve
® yes: enables the Sentinel-

compatible mode. Cluster

Ve
e no: disables the Sentinel-

compatible mode.

Specifies whether to enable SSL
encryption. Default value: no. Valid
values:

® yes: enables SSL encryption.

® no: disables SSL encryption.

@ Note ApsaraDB for
Redis instances that use cloud
disks do not support this
parameter.

Redis 5.0

Standard
v ©

Cluster v®

Read/write
splitting
v

Standard
e

Cluster v

Read/write
splitting
v &

Standard 0
Cluster v

Read/write
splitting
e

Standard 0

Redis 4.0

Standard
v

Cluster ve

Read/write
splitting

Standard

Cluster ve
Read/write

splitting
Ve

Standard 0
Cluster ve

Read/write
splitting
Ve

Standard O

Redis 2.8

Standard

Cluster ve

Read/write
splitting

Standard 0
Cluster ve

Read/write
splitting

Standard 0
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#n0o_loos
e_statistic

ééméter

#no_loos
e_statistic
s-ip-
enable

Description

This parameter is related to the
observability of ApsaraDB for Redis.
After you specify this parameter for
an instance, you must also enable
the audit log feature for the
instance. Audit logs must be
collected at an interval of 5
seconds. For more information
about the observability of
ApsaraDB for Redis and audit logs,
see Observability of ApsaraDB for
Redis and Enable the new audit log
feature.

e #no_loose statistics-cmds:
specifies the commands whose
statistics you want to collect.
The source IP addresses from
which the commands are issued
and the frequencies at which the
commands are run are collected.
This parameter is empty by
default, which indicates that no
statistics are collected. Separate
the commands with commas (,).

® #no_loose_statistics-ip-enable:
specifies whether to enable
collection of statistics about IP
addresses or whether to record
IP addresses of established
connections. Default value: no.
Valid values: yes and no.

® #no_loose_statistics-keys:
specifies the keys whose
statistics you want to collect.
The source IP addresses from
which and the frequencies at
which these keys are queried or
updated are collected. T his
parameter is empty by default,
which indicates that no statistics
are collected. Separate the keys
with commas (,).

. . Cluste]
Najor version and in

Redis
6.0

er v e
Read/write

splittin
nglis 590

Standard 0
Cluster ve

Read/write
splitting
v E

Cluster ve Cluster ve

S
stance architecture

Read/write Read/write
splittin splittin
o (.JO E is 2(.;8

Standard O Standard 0

Cluster ve Cluster ve

Read/write Read/write
splitting splitting
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@ Note Major versiomaidyifiei ance S6eBRESIHE  Standard O
Ba@msder  Descripwiomo prevent Redis Cluster ve  Cluster ve Cluster ve
e statistic performance B Redis 5.0 Redis 4.0 Redis 2.8
- . -0 Read/write Read/write Read/write
s-keys degradation, we - - .
recommend that you ip' N9 ip' ng ipﬁ' ing

do not specify an
excessive number of
commands for the
#no_loose_statistics-
cmds parameter and
an excessive number of
keys for the
#no_loose_statistics-
keys parameter. In
addition, make sure
that these parameters
are enabled only when
you want to
troubleshoot issues or
perform O&M tasks.

® You can download
audit logs in the Log
Service console and use
keywords described in
the following section
to find the logs that
you want to view. For
more information
about how to
download audit logs,
see Enable the new
audit log feature.

o Atype value of
7: indicates the
queries per
second (QPS)
of IP addresses.

o Atype value of
8: indicates the
connection
statistics of IP
addresses.

o Atype value of
9: indicates the
statistics of
keys.

o Atype value of
10: indicates
the statistics of
commands.
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Major version and instance architecture

Parameter Description .
Redis . . .
6.0 Redis 5.0 Redis 4.0 Redis 2.8
Specifies the earliest Transport
Layer Security (TLS) version Standard O Standard O Standard O
supported by the instance. Default . )
#no_loos . Cluster ve Cluster ve Cluster ve
tlo-min value: TLSv1. Valid values: 0
e ; Read/write Read/write Read/write
version e TLSv] o o o
splitting splitting splitting
e Tlsvi.T 7o ve ve
e T[Svl.2
Specifies whether to enable
support for the syntax of native Standard O Standard O Standard O
Redis clusters. Default value: 1.
cluster_co valid values: Cluster ve Cluster ve Cluster ve
mpat_en 0
blza -€na e (0: disables support for the Read/write Read/write Read/write
syntax of native Redis clusters. splitting splitting splitting
e 7: enables support for the Ve Ve e
syntax of native Redis clusters.
Specifies the maximum number of
pending requests that are allowed
per connection. If a proxy node
forwards requests from a cllen.t to Standard O Standard O Standard O
a data node but does not receive a
max_sessi response from the data node, Cluster ve Cluster ve Cluster ve
o.n_proces these requgsts are per.1d|.ng. This f Read/write Read/write Read/write
sing parameter is used to limit the L L L
. splitting splitting splitting
number of pending requests that ve ve ve
are caused by capability differences - )
between the frontend and backend
of proxy nodes. This prevents an
increase in memory usage.
Specifies whether to pass through
cllent'IP addresses to data nodes Standard O Standard O
by using proxy nodes. Default
value: 0. Valid values: Cluster ve Cluster ve
ptod_ena 0
bled e (0: does not pass through client Read/write  Read/write
IP addresses to data nodes. splitting splitting
e 7: passes through client IP Ve Ve
addresses to data nodes.
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Parameter Description

Specifies whether to enable the
proxy query cache feature. For
more information, see Use proxy
query cache to address issues
caused by hotkeys. Default value:
0. Valid values:

e (: disables the proxy query cache

feature.

e 7: enables the proxy query cache
feature.

2 Notice

® Only performance-
enhanced instances of
the ApsaraDB for Redis
Enhanced Edition (T air)
support this
parameter. You must

query_cac
he enable update these instances
d and proxy nodes in

these instances to the
latest minor version
before you can use this
parameter. For more
information, see
Performance-enhanced
instances.

® The key-value pair
information of the
hotkeys that is cached
on proxy nodes is not
updated within the
validity period.
Therefore, make sure
that your business
supports eventual
consistency

Redis 5.0

Standard 0
Cluster v

Read/write
splitting O

Major version and instance architecture

Redis 4.0 Redis 2.8
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Major version and instance architecture

Parameter Description

Redis
6.0

Specifies the validity period of
cached data. Unit: milliseconds.
Default value: 7000. Valid values:
700to 60000.

e |f the cached data is modified
within the validity period, the
modified data is not
synchronized to the cache. In this
case, dirty data is returned for
identical read requests until the
cache expires.

® You must evaluate the value of
this parameter based on your
business requirements and
tolerance for dirty data. If the
value is less than required, the
cache hit rate is reduced. If the
value is greater than required,
the client reads dirty data for an
extended period of time.

query_cac
he_expire

@ Note Only performance-
enhanced instances of the
ApsaraDB for Redis Enhanced
Edition (T air) support this
parameter. You must update
these instances and proxy
nodes in these instances to the
latest minor version before you
can use this parameter. For
more information, see
Performance-enhanced
instances.

Redis 5.0

Standard 0
Cluster ve

Read/write
splitting O

Redis 4.0 Redis 2.8
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Parameter Description

Specifies the proxy query cache
mode. Default value: 0. Valid

values:

® (. caches data of only the

hotkeys pushed by data shards.

e 7: caches data of all keys. The

cached keys are evicted based on
the Least Recently Used (LRU)
algorithm.

) Notice

query_cac
he_mode

e Only performance-

enhanced instances of
the ApsaraDB for Redis
Enhanced Edition (T air)
support this
parameter. You must
update these instances
and proxy nodes in
these instances to the
latest minor version
before you can use this
parameter. For more
information, see
Performance-enhanced
instances.

The maximum cache
capacity of each proxy
node is 100 MB per
thread. Therefore, if
this parameter is set to
7, the proxy nodes
evict keys based on the
LRU algorithm. T his
may reduce the cache
hit rate and degrade
the overall
performance.

Redis 5.0

Standard 0
Cluster ve

Read/write
splitting O

Major version and instance architecture

Redis 4.0 Redis 2.8
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Parameter

readonly_l
ua_route_
ronode_e
nable

read_requ
est_only r
onode_w
henrwspli
t_enable

Description

Specifies whether to enable Lua
scripting on read replicas. Default
value: 0. Valid values:

® (: disables Lua scripting. Lua
scripts are processed by master
nodes instead of read replicas.

e 7: enables Lua scripting. Lua
scripts that include only read
requests are forwarded to read
replicas.

Specifies whether to enable
unidirectional forwarding for
requests from accounts that have
read-only permissions. Default
value: 0. Valid values:

e (: disables unidirectional
forwarding. Requests from
accounts that have read-only
permissions are forwarded
based on weights to all nodes
including master nodes.

e 7: enables unidirectional
forwarding. Requests from
accounts that have read-only
permissions are forwarded only
to read replicas.

Major version and instance architecture

Redis

6.0 Redis 5.0

Standard O
Cluster 0@

Read/write
splitting
e

Standard 0
Cluster 0®
Read/write
splitting

v ©

Redis 4.0 Redis 2.8

Standard O
Cluster Oe
Read/write
splitting
4]

Standard 0 Standard 0
Cluster Oe Cluster O0®

Read/write Read/write
splitting splitting
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Major version and instance architecture

Parameter Description

Redis .
6.0 Redis 5.0
Specifies the threshold of slow
logs for a proxy node. Unit:
milliseconds. If the proxy node
processes a request for a period of
time longer than the specified
threshold, the request is recorded
in aslow log. Standard [0
Cluster ve
1t thresho @ Note This period of )
ld ms time starts when the proxy o Ree.qd(wrlte
- node sends a request to a data splitting
node and ends when the proxy ve
node receives the response.
Specifies whether to check that the
keys used in Lua scripts are mapped
to the same slot. Default value: 1. Standard O
. Valid values: Cluster v
script_che
ck_enable e (: does not check whether the 0 Read/write
keys are mapped to the same splitting
slot. o

e 7: checks whether the keys are
mapped to the same slot.

Redis 4.0

Standard O
Cluster ve

Read/write
splitting
Ve

Standard O
Cluster ve

Read/write
splitting
4]

Redis 2.8

Standard 0
Cluster ve

Read/write
splitting
e

Standard 0
Cluster ve

Read/write
splitting
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Parameter

transfer_s
ubscrible_
to_psubsc
rible_enab
le

appendon
ly

Major version and instance architecture

Description .
Redis . .
Redis 5.0 Redis 4.0
6.0
Specifies whether to enable the
feature of converting SUBSCRIBE
to PSUBSCRIBE. Default value: 0.
Valid values:
e (: disables this feature. Proxy
nodes do not convert SUBSCRIBE
to PSUBSCRIBE. Standard O Standard O
e 7: enables this feature. Proxy
nodes convert SUBSCRIBE to Cluster v Cluster v®
PSUBSCRIBE. . Read/write  Read/write
splitting splitting
@ Note If you use ve ve
Pub/Sub commands in Lua
scripts and the channel to
which you have subscribed
cannot receive messages,
you can enable this feature
to fix this issue.
Specifies whether to enable Standard Standard
append-only file (AOF) persistence Standar Ve Ve
for master nodes. Default: yes. dve Cluster ve Cluster v
Valid values:
® yes: enables AOF persistence Sll:Ster Read/write Read/write
: : = splitting splitting
e no: disables AOF persistence. e Ve

Redis 2.8

Standard

Cluster ve

Read/write
splitting

89
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Major version and instance architecture
Parameter Description .
Redis

6.0 Redis 5.0 Redis 4.0 Redis 2.8

Specifies the output buffer limits of
publisher and subscriber clients.
The clients are disconnected when
the specified limits are reached.
Specify a value for this parameter in
the following format: <hard
limit> <soft limit> <soft
seconds> . Default value:
33554432 8388608 60.

® <hard limit> : the hard

limit. A client is disconnected if Standard Standard Standard
client- the output buffer of the client is Standar Vo ve ve
output- larger than or equal to the hard dve ) ’
buffer- limit value. The hard limit value is Cluster v© Cluster ve Cluster ve
measured in bytes. Cluster

Read/write Read/write Read/write

splitting splitting splitting
<soft seconds> :the Ve Ve Ve

maximum number of seconds

that the soft limit is reached or

exceeded. A client is

disconnected if its output buffer

remains larger than or equal to

the soft limit value for a period

of time that is longer than or

equal to the soft seconds value.

The soft limit value is measured

in bytes. The soft seconds value

is measured in seconds.

limit
pubsub ® <soft limit> : the soft limit.

Specifies whether to enable a Standard
. Standar N
dynamic hz value. Default value: dve Ve
dynamic- yes. Valid values: Cluster 0 0
hz . ) bl q i h ! Cluster
yes: enables a dynamic hz value. vo Read/write

® no: disables a dynamic hz value. splitting O
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Parameter

hash-
max-
ziplist-
entries

hash-
max-
ziplist-
value

Description

Specifies the maximum size of the
keys and values of key-value pairs

stored in a hash. Ziplist encoding is
used only if both of the following

conditions are met:

® The keys and values of key-value
pairs stored in the hash are all
smaller than the value of the
hash-max-ziplist-value
parameter. The keys and values
are measured in bytes.

e The number of key-value pairs
stored in the hash is smaller than
the value of the hash-max-
ziplist-entries parameter.

Specifies the maximum size of the
keys and values of key-value pairs

stored in a hash. Ziplist encoding is
used only if both of the following

conditions are met:

e The keys and values of key-value
pairs stored in the hash are all
smaller than the value of the
hash-max-ziplist-value
parameter. The keys and values
are measured in bytes.

® The number of key-value pairs
stored in the hash is smaller than
the value of the hash-max-
ziplist-entries parameter.

Major version and instance architecture

Redis
6.0

Standar
dve

Cluster
Ve

Standar
dve

Cluster

Redis 5.0

Standard
v

Cluster ve

Read/write
splitting
v ©

Standard
v E

Cluster ve
Read/write
splitting
e

Redis 4.0 Redis 2.8
Standard Standard
Cluster ve Cluster ve
Read/write Read/write
splitting splitting
4= v E
Standard Standard
Ve e

Cluster ve Cluster ve
Read/write Read/write
splitting splitting
4] v
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Parameter

hz

lazyfree-
lazy-
eviction

lazyfree-
lazy-
expire

Description

Specifies how frequently tasks are
performed in the background. For
example, you can specify how
frequently expired keys are evicted.
Valid values: 1 to 500. The default
value is 10, which specifies that
each task is performed 10 times per
second.

@ Note A greater value
results in higher CPU
consumption but allows the
system to delete expired keys
and close timeout connections
more frequently. We
recommend that you specify a
value smaller than or equal to
100.

Specifies whether to enable the
eviction feature based on the
lazyfree mechanism. Default value:
no. Valid values:

® yes: enables the eviction feature.

® no: disables the eviction feature.

Specifies whether to delete expired
keys based on the lazy free
mechanism. Default value: yes.
Valid values:

® yes: deletes expired keys.

® no: does not delete expired
keys.

Major version and instance architecture

Redis

6.0 Redis 5.0 Redis 4.0
Standard Standard
Standar )
v Ve
dve
Cluster ve Cluster ve
Cluster
Ve Read/write Read/write
splitting splitting
Ve 4]
Standard Standard
Standar Y ve
dve Cluster ve Cluster ve
Cluster Read/write  Read/write
Ve splitting splitting
Ve Ve
Standard Standard
Standar Y ve
dve Cluster v& Cluster ve
Cluster Read/write  Read/write
g splitting splitting
Ve Ve

Redis 2.8

Standard
Ve

Cluster ve

Read/write
splitting
e
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Parameter

lazyfree-
lazy-
server-del

lazyfree-
lazy-user-
del

list-
compress
-depth

list-max-
ziplist-
entries

Description

Specifies whether to
asynchronously delete data based
on the lazy free mechanism for an
implicit DEL operation. Default
value: yes. Valid values:

® yes: asynchronously deletes
data.

® no: does not asynchronously
delete data.

Specifies whether to
asynchronously delete data based
on the lazyfree mechanism when a
user runs the DEL command.
Default value: yes. Valid values:

® yes: asynchronously deletes
data.

® no: does not asynchronously
delete data.

Specifies the number of nodes that
are not compressed at both ends
of a list. Default value: 0. Valid
values: 0 to 65535.

® (. does not compress list nodes.

e Avalue inthe range of 7to 6553
5: does not compress the
specified number of nodes at
both ends of a list but
compresses in-between nodes.

Specifies the maximum size of the
elements stored in a list. Ziplist
encoding is used only if both of the
following conditions are met:

e The elements stored in the list
are all smaller than the value of
the list-max-ziplist-value
parameter. The elements are
measured in bytes.

® The number of elements stored
in the list is smaller than the
value of the list-max-ziplist-
entries parameter.

Major version and instance architecture

Redis

60 Redis 5.0
Standard
Standar Y©
dve Cluster ve
Cluster Read/write
Ve splitting
e
Standar
d v
Cluster 0
Standard
Standar Y©
dve Cluster ve
Cluster Read/write
ve splitting
Ve
0 0

Redis 4.0 Redis 2.8

Standard

Ve

Cluster ve

Read/write

splitting

4]

1] 0

Standard

Ve

Cluster 0

Read/write

splitting

Ve
Standard
Cluster ve

0 uster
Read/write
splitting
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Major version and instance architecture

Parameter Description

:eodls Redis 5.0 Redis 4.0 Redis 2.8
Specifies the maximum size of the
elements stored in a list. Ziplist
encoding is used only if both of the
following conditions are met:
® The elements stored in the list dard
are all smaller than the value of standar
. the list-max-ziplist-value
list-max- ‘
st parameter. The elements are 0 . 0 Cluster ve
ZIpts measured in bytes. .
value Read/write
e The number of elements stored splitting
in the list is smaller than the ve

value of the list-max-ziplist-
entries parameter.

> Document Version: 20220711 94



User Guide- Manage instances

ApsaraDB for Redis

Parameter

list-max-
ziplist-
size

Description

® Specifies the maximum size of
each ziplist in a quicklist. A
positive number indicates the
maximum number of elements in
each ziplist of a quicklist. For
example, if you set this
parameter to 5, each ziplist of a
quicklist can contain a maximum
of five elements.

e A negative value indicates the
maximum number of bytes in
each ziplist of a quicklist. Default
value: -2. Valid values:

[e]

-5: indicates that each ziplist
of a quicklist cannot exceed 64
KB.

-4: indicates that each ziplist
of a quicklist cannot exceed 32
KB.

-3: indicates that each ziplist
of a quicklist cannot exceed 16
KB.

-2: indicates that each ziplist
of a quicklist cannot exceed 8
KB.

-7: indicates that each ziplist
of a quicklist cannot exceed 4
KB.

Major version and instance architecture

Redis
6.0

Standar
dve

Cluster
4]

Redis 5.0

Standard
v ©

Cluster ve
Read/write
splitting
v

Redis 4.0 Redis 2.8

Standard
Ve

Cluster ve
Read/write
splitting
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Major version and instance architecture
Parameter Description .
Redis . . .
6.0 Redis 5.0 Redis 4.0 Redis 2.8
Specifies the policy used to evict
keys if memory is exhausted. LRU
indicates least recently used. LFU
indicates least frequently used.
LRU, LFU, and time-to-live (TTL)
policies are implemented by using
approximation and randomized
algorithms. Valid values:
® yolatile-lru: evicts the LRU keys
among keys with a TTL.
® allkeys-lru: evicts the LRU keys Standard Standard Standard
among all keys. Standar Ve Ve Ve
maxmem  ® Volatile-lfu: evicts LFU keys dve Cluster ve  Clusterve  Cluster ve
_poli among keys with a TTL.
ory-policy o slkevetfur o ) Cluster Read/write  Read/write  Read/write
allkeys-Ifu. evicts LFU keys ve splitting splitting splitting
among all keys. 7o e V)

® volatile-random: randomly evicts
keys among keys with a TTL.

® allkeys-random: randomly evicts
keys among all keys.

® yolatile-ttl: evicts the key that
has the shortest TTL among keys
witha TTL.

® noeviction: does not evict keys,
but returns error messages for
write operations.
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Parameter Description

Specifies the event types of which

the server can notify clients. The
value of this parameteris a
combination of the following
characters:

® K: keyspace events. All events
are published with a

ce@<db>  prefix.

e £ keyevent events. All events are

published with a
db>  prefix.

® (. generic events that are not
related to specific commands,
such as DEL, EXPIRE, and
RENAME.

e 4§ events of string commands.

. e [ events of list commands.
notify-

keyspace-
events ® h: events of hash commands.

e s: events of set commands.

e 7: events of sorted set
commands.

® x. expiration events. An
expiration event is triggered

when an expired key is deleted.

® ¢ eviction events. An eviction

event is triggered when a key is

evicted based on maxmemory
policies.

e A: the alias for the g$lshzxe
parameter.

@ Note

The specified

value must include at least Kor

E. Otherwise, no events are
triggered.

__keyspa

___keyevent@<

Redis

6.0

Standar
dve

Cluster

Redis 5.0

Standard
Ve

Cluster v®
Read/write
splitting
e

Major version and instance architecture

Redis 4.0 Redis 2.8
Standard Standard
4] v

Cluster ve Cluster ve
Read/write Read/write
splitting splitting

v © Ve
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Major version and instance architecture

Parameter Description .
Redis

6.0 Redis 5.0 Redis 4.0 Redis 2.8
Specifies the maximum number of
data entries for which a set
supports intset encoding. A set Standard Standard Standard
uses intset encoding when the Standar Ve Ve Ve
set-max- i iti .
intset- following conditions are met: dve Cluster ve Cluster ve Cluster ve
entries ¢ All'data entries in the set are Cluster Read/write ~ Read/write ~ Read/write
strings. ve splitting splitting splitting
® The set contains only radix-10 e Ve Ve
integers in the range of 64-bit
signed integers.
Specifies the threshold to log slow Standard Standard Standard
slowlog- queries. When an operation is Standar Ve Ve ve
executed for a period of time that dve ) ‘
log- . Cluster ve Cluster ve Cluster ve
<lower- exceeds the specified threshold,
than the operation is logged. Unit: Cluster Read/write Read/write Read/write
microseconds. Valid values: 70000 ve splitting splitting splitting
to 70000000. Default value: 20000. Ve Ve Ve
Standard Standard Standard
v Ve Ve
Specifies the maximum number of Standar
slowlog- entries that can be stored in the dve Cluster ve Cluster ve Cluster ve
max-len slow log. Valid values: 700to Cluster . . )
Read t Read t Read/writ
70000. Default value: 7024. e ea, {W” € ea. (er € ea. {Wn €
splitting splitting splitting
v 4= v
Specifies the maximum amount of
memory that each macro node in a Standard
stream- stream can consume. Valid values: Standar Ve
- 0to 999999999999999. Unit: bytes. dve
node n Cluster 0 1| 0
max- Cluster .
bytes @ Note Avalue of 0 Ve Re?d{wrlée
indicates no limit. splitting
Specifies the maximum number of
entries stored on each macro node Standard
stream- in a stream. Valid values: 0to Standar Ve
node- 999999999999999. dve
Cluster 0 0 0
max- Cluster .
entries @) e AvEliE e 6 ve Reéd{wrlte
indicates no limit. splitting 0
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Major version and instance architecture

Parameter Description

Zeodls Redis 5.0 Redis 4.0 Redis 2.8
Specifies a timeout period. The
system closes a connection to a
client if the connection remains idle
for.the specified period of tlme. Standard Standard
Valid values: 0to 700000. Unit: N
seconds. Standar  Y© -
. dve Cluster ve Cluster ve
timeout 0
@ Note Avalue of 0 Cluster Read/write  Read/write
indicates that no timeout Ve splitting splitting
periods are specified. Ve Ve
;s;ts-trr_wax- Specify the maximum number of
. key-value pairs stored in a sorted
entries ) .
set and the maximum size of the
keys and values of key-value pairs
stored in the sorted set. Ziplist
encoding is used only if the
following conditions are met: Standard Standard Standard
e The keys and values of key-value ~ >t@ndar v i e
pairs stored in the sorted set are dve Cluster ve Cluster ve Cluster ve
zset-max- all smaller t_ha.n the value of the Cluster Read/write Read/write Read/write
ziplist- zset-max-ziplist-value ve splitting splitting splitting
parameter. The keys and values : )
value Ve e Ve

are measured in bytes.

e The number of key-value pairs
stored in the sorted set is
smaller than the value of the
zset-max-ziplist-entries
parameter.

5.6.3. Common Parameter Adjustment Cases

5.6.3.1. Disable AOF persistence

By default, append-only file (AOF) persistence is enabled for ApsaraDB for Redis. This topic describes
how to set the appendonly parameterto enable or disable AOF persistence.

Overview
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ApsaraDB for Redis provides two data persistence options: AOF persistence and Redis Database (RDB)
persistence. AOF persistence logs every write operation received by the server, such as SET. When you
restart an ApsaraDB for Redis instance, the service reruns the commands in the AOF files to restore data.
If AOF files are larger than required, open source Redis runs an AOF rewrite task to recreate AOF files
and minimize the size of AOF files.

You can specify the AOF_FSYNC_EVERYSEC policy to enable AOF persistence in ApsaraDB for Redis. After
you specify this policy, the systemrecords all write commands in an AOF file every second and saves the
AOF file to disks. The policy has a negligible impact on the performance and can minimize data loss
caused by accidental operations. ApsaraDB for Redis allows you to archive incremental backups based
on AOF files and ensures service performance when the system runs the AOF rewrite task.

AOF persistence may affect write performance. If an ApsaraDB for Redis instance is used in a cache-only
scenario, you can performthe operations described in this topic to set the appendonly parameter to
disable AOF persistence for the instance.

Status and impacts of AOF persistence

e By default, AOF is enabled for an ApsaraDB for Redis instance.

e [f you set the appendonly parameterto no, the following impacts exist:
o The systemdisables AOF persistence without the need to restart the instance.
o After AOF persistence is disabled, AOF files cannot be used to restore data.
o The existing AOF logs remain unaffected.

o Forastandard instance, AOF persistence is disabled for the master node and the replica node is
not affected.

o Fora clusterinstance, AOF persistence is disabled for the master nodes of all data shards and the
replica nodes are not affected.

o For aread/write splitting instance, AOF persistence is disabled for the master node and all read
replicas and the replica node is not affected.

e [f you change the appendonly value to yes, the system enables AOF persistence without the need to
restart the instance.

Disable AOF persistence in the ApsaraDB for Redis console
1.

2. Inthe left-side navigation pane, click System Parameters.

3. Onthe System Parameters page, click Modify in the Actions column corresponding to the
appendonly parameter.

4. Inthe dialog box that appears, performthe following steps:

warning Afteryou disable AOF persistence, you can no longer use AOF files to restore
data. You can only use RDB files to restore data. Proceed with caution. For more information
about RDB files, see Backup and restoration solutions.

i. Set the appendonly parameter.
Valid values:
m yes: enables AOF persistence.

m no: disables AOF persistence.
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ii. Click OK.

appendonly Policy X

s
(®) yes no

Related API operations

Operation Description

Queries the configuration and operational

DescribeParameters .
parameters of an ApsaraDB for Redis instance.

Modifies parameters of an ApsaraDB for Redis

ModifylnstanceConfig instance

5.6.3.2. Limit the size of output buffers for Pub/Sub

clients

ApsaraDB for Redis provides the client-out put-buffer-limit pubsub parameter for you to specify a size
limit for output buffers of Pub/Sub clients. If the data to be buffered for a Pub/Sub client exceeds the
size limit, ApsaraDB for Redis closes the connection to the client. This prevents the buffered data from
consuming an excessive amount of memory and ensures the performance of ApsaraDB for Redis.

Limits on output buffers in ApsaraDB for Redis

ApsaraDB for Redis allocates an out put buffer in the memory to each client. After ApsaraDB for Redis
processes the commands from clients, ApsaraDB for Redis temporarily stores command output data in
output buffers and then sends the data to the clients. If you do not limit the data size in out put
buffers, a large amount of data may accumulate in output buffers. The data may eventually use up all
the available memory and result in a service failure. T his issue may occur in the following scenarios:

e A large amount of data needs to be returned for commands from clients.
e Message publishing outpaces message consumption.

You can set the client-output-buffer-limit pubsub parameterto a proper value to prevent the output
buffers of Pub/Sub clients from consuming an excessive amount of memory.

Options

The client-output-buffer-limit pubsub parameter includes the following options: hard limit , soft

limit ,and soft seconds

® hard limit specifies afixed limit. Unit: bytes. If the output buffer of a Pub/Sub client reaches or
exceedsthe nard 1imit value, the client is immediately disconnected.

® soft limit specifies a limit that depends onthe time. Unit: bytes. soft seconds specifies the

101 > Document Version: 20220711


https://www.alibabacloud.com/help/doc-detail/93078.htm#doc-api-R-kvstore-DescribeParameters
https://www.alibabacloud.com/help/doc-detail/61113.htm#doc-api-R-kvstore-ModifyInstanceConfig

ApsaraDB for Redis User Guide- Manage instances

amount of time to continuously trigger a soft limit. Unit: seconds. If the output buffer of a Pub/Sub
client reaches orexceedsthe soft 1imit value fora period of time in seconds that is specified by

the soft seconds parameter,the client is disconnected.

In ApsaraDB for Redis, the default value of the hard 1imit parameteris 33554432 bytes (or 32 MB),
the default value of the soft 1limit parameteris 8388608 bytes (or 8 MB), and the default value of
the soft seconds parameteris 60 seconds. You can customize the values based on your business
requirements and client capacities.

Specify the parameter in the ApsaraDB for Redis console
1.

2. Inthe left-side navigation pane, click System Parameters.

3. Onthe page that appears, find the client-output-buffer-limit pubsub parameter and click Modify
inthe Actions column.

4. Inthe dialog box that appears, performthe following steps:

i. Specify the client-output-buffer-limit pubsub parameter based on the descriptioninthe
Options section of this topic.

ii. Click OK.
client-output-buffer-limit pubsub Policy X

client-output-buffer-limit pubsub

33554432 8388608 60

@ Note After you complete the settings, you can view these settings in the ApsaraDB for
Redis console. You can also use redis-clito connect to the ApsaraDB for Redis instance and run
the CONFIG GET client-output-buffer-limit command to view the settings. For more
information about redis-cli, see Use redis-clito connect to an ApsaraDB for Redis instance.

Related API operations

Operation Description

Queries the configuration and operational

DescribeParameters L.
parameters of an ApsaraDB for Redis instance.

Modifies parameters of an ApsaraDB for Redis

ModifylnstanceConfig instance

5.6.3.3. Change the frequency of background tasks

You can modify the hz parameter to change the frequency at which ApsaraDB for Redis runs
background tasks to delete expired keys and close client connections that have timed out.
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Relationship between background tasks and the hz parameter

To periodically check the status of resources and services and take actions based on specified policies,
ApsaraDB for Redis calls an internal function to run background tasks. The following section lists some
background tasks:

e C(Calculate the least recently used (LRU) information and delete expired keys.

e (lose client connections that have timed out.

e Manage hash tables.

e Perform Redis Database (RDB) or Append Only File (AOF) persistence operations.
e Update statistics.

ApsaraDB for Redis runs background tasks to ensure service availability. ApsaraDB for Redis uses the hz
parameterto control the frequency at which background tasks are executed. The default value of this
parameter is 10, which indicates that ApsaraDB for Redis runs background tasks 10 times per second.

Scenarios

ApsaraDB for Redis runs background tasks to delete expired keys. The following section describes this
process:

1. ApsaraDB for Redis randomly selects 20 keys whose time to live (TTL) is specified and checks
whet her these keys are expired.

2. ApsaraDB for Redis identifies expired keys and deletes them.

3. If more than 25% of the selected keys are expired, ApsaraDB for Redis runs the background task
again.

If alarge number of expired keys or a sharp increase in expired keys exists and ApsaraDB for Redis does
not frequently delete expired keys, the remaining expired keys occupy a large amount of memory and
may affect the performance of ApsaraDB for Redis. To resolve this issue, you can increase the value of
the hz parameter to allow background tasks to be executed more frequently.

Valid values and suggested settings for the hz parameter

Valid values of the hz parameter are 1 to 500. If you increase the value of the hz parameter,
background tasks are executed more frequently but the CPU utilization of ApsaraDB for Redis also
increases. You can use the default value 10 in most cases. If you want to run specific background tasks
more frequently, set a value between 10 and 100. We recommend that you do not set the hz
parameterto a value greater than 100, because this may cause a sharp increase in CPU utilization.

Modify parameters in the ApsaraDB for Redis console
1.
2. Inthe left-side navigation pane, click System Parameters.
3. Onthe page that appears, find the hz parameter and click Modify in the Action column.
4. Inthe dialog box that appears, performthe following steps:
i. Change the value of the hz parameter based on your business requirements.

ii. Click OK.
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hz Policy X

“hz

Related API operations

Operation Description

Queries the configuration and operational

DescribeParameters L
parameters of an ApsaraDB for Redis instance.

Modifies parameters of an ApsaraDB for Redis

ModifylnstanceConfig instance

5.6.3.4. Enable dynamic frequency control for

background tasks

The dynamic-hz parameter is a new parameter added to Redis 5.0. You can set this parameterto
enable or disable dynamic frequency control for background tasks. After dynamic frequency controlis
enabled, ApsaraDB for Redis can automatically change the frequency of background tasks based on
the number of client connections.

Prerequisites

e The engine version of the ApsaraDB for Redis instance is Redis 5.0 or later.
e The ApsaraDB for Redis instance uses the standard master-replica architecture.

Relationship between the hz and dynamic-hz parameters

ApsaraDB for Redis supports various background tasks, such as closing client connections that have
timed out and evicting expired keys. The hz parameter specifies the frequency at which background
tasks are performed in ApsaraDB for Redis. For more information, see Change the frequency of background
tasks. However, a fixed frequency may cause the following issues:

e [f the frequency is lower than required, resources cannot be timely recycled when a large number of
client connections have timed out or when a large number of expired keys exist. This may lead to
poor performance or even crashes of ApsaraDB for Redis.

o If the frequency is higher than required, background tasks consume a large amount of CPU resources.
The performance of ApsaraDB for Redis may also deteriorate.

To balance CPU utilization and task efficiency, Redis 5.0 provides the dynamic-hz parameterto enable
or disable dynamic frequency control for background tasks. In addition, Redis 5.0 adds the
configured_hz parameter to indicate the frequency that you set and uses the original hz parameterto
indicate the actual frequency.
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@ Note You can runthe INFO command to query the values of the hz and configured_hz
parameters.

I_bp]_ crediz.rds. al ij,ﬂ_llllZ!Ef. COm

Valid values of the dynamic-hz parameterare yes and no .A value of yes enables dynamic
frequency control and a value of no disables dynamic frequency control. The default value is  yes
After dynamic frequency control is enabled, the value that you specify for the hz parameter is assigned

to the configured_hz parameter as the baseline frequency. ApsaraDB for Redis changes the hz value
based on the number of client connections. The hz value increases with the number of client
connections. Accordingly, background tasks are performed more frequently.
Modify parameters in the ApsaraDB for Redis console
1.
2. Inthe left-side navigation pane, click System Parameters.
3. Onthe page that appears, find the dynamic-hz parameter and click Modify in the Actions column.
4. Inthe dialog box that appears, performthe following steps:
i. Specify the dynamic-hz parameter.
ii. Click OK.

dynamic-hz Policy

* dynamic-hz

® yes no

=

Related API operations
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Operation Description

Queries the configuration and operational

DescribeParameters .
parameters of an ApsaraDB for Redis instance.

Modifies parameters of an ApsaraDB for Redis

ModifylnstanceConfig instance

5.6.3.5. Customize the size of macro nodes in streams

You can modify the stream-node-max-bytes parameter to specify the maximum amount of memory
that can be used by each macro node in streams. You can also modify the stream-node-max-entries
parameter to specify the maximum number of stream entries that can be stored on each macro node.

Prerequisites

e The engine version of the ApsaraDB for Redis instance is Redis 5.0 or later.

e The ApsaraDB for Redis instance uses the standard master-replica architecture.

Relationship between Redis streams and macro nodes

Streamis a new data type introduced in Redis 5.0. A Redis stream stores data on delta-compressed
macro nodes that are connected in a radix tree. Each macro node stores multiple stream entries. You
can use this data structure to access random elements, obtain elements wit hin a specified range, and
create capped streams wit h high efficiency. This data structure also significantly optimizes memory
usage.

You can specify the stream-node-max-entries parameter to limit the maximum number of stream
entries supported by each macro node. You can specify the stream-node-max-bytes parameter to limit
the maximum amount of memory that can be consumed by each macro node.

e stream-node-max-entries: The default value is 100, which indicates that each macro node can store
up to 100 stream entries. Valid values: 0 to 999,999,999,999,999. A value of 0 indicates that no limit
exists. If the number of stream entries stored in a macro node reaches the upper limit, new stream
entries are stored on a new macro node.

e stream-node-max-bytes: Unit: bytes. The default value is 4096, which indicates that each macro
node can consume up to 4,096 bytes of memory. Valid values: 0 to 999,999,999,999,999. A value of 0
indicates that no limit exists.

Scenarios

You can specify the stream-node-max-entries parameter to adjust the length deviation of a fixed-
length message queue.

If your application does not need to permanently store messages, you can use the MAXLEN parameter
to specify the maximum number of messages that can be stored in a stream when you run the XADD
command to add a message to the stream. Example:

XADD cappedstream MAXLEN 5000 * field value5001 //Add a value of value5001 to fieldl of cap

pedstream and set the maximum number of messages to 5,000.
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When the number of messages in a stream reaches the upper limit, the earliest message is deleted each
time a new message is added. This way, the maximum length of the stream remains unchanged
regardless of how many messages are added to the stream. In addition, the memory consumed by
deleted messages is released.

@ Note When you delete a message from a macro node, the message is marked as deleted but
the memory consumed by the message is not immediately released. ApsaraDB for Redis deletes a
macro node and releases the consumed memory only when all messages on the macro node are
marked as deleted.

If you set the maximum queue length to an exact value such as 5,000 messages, performance is
significantly degraded. To optimize memory usage, a Redis stream stores data on delta-compressed
macro nodes that are connected in a radix tree. Each time ApsaraDB for Redis deletes a message, it
must search the macro node for the message and mark the message as deleted. This mechanism is not
optimal for high-throughput ApsaraDB for Redis services where messages are frequently added and
deleted. The performance of ApsaraDB for Redis degrades if it frequently deletes messages. Therefore,
we recommend that you add a tilde (~) in the XADD command to specify an approximate maximum
length. Example:

XADD cappedstream MAXLEN ~ 5000 * field valuel //Add a value of value5001 to fieldl of capp

edstream and set the maximum number of messages to approximately 5,000.

This way, the actual length of the stream can be an approximate value greater than or equal to the
specified value. For example, the stream may contain 5000, 5050, or 5060 messages. The deviation from
5000 depends on the number of macro nodes in the stream and the maximum number of messages that
can be stored on each macro node. ApsaraDB for Redis calculates the approximate value based on the
stream-node-max-entries parameter. This parameter specifies the maximum number of messages that
can be stored on each macro node. If the number of messages stored in the stream exceeds this
approximate value, ApsaraDB for Redis deletes the macro node that stores the earliest messages,
instead of deleting specific messages.

The value of the stream-node-max-entries parameter determines the length deviation of a fixed-
length message queue. To reduce the deviation, you can set the parameter to a proper smaller value.

Procedure
1.

2. Inthe left-side navigation pane, click System Parameters.

3. Onthe page that appears, find the stream-node-max-bytes parameter and click Modify in the
Actions column.

4. Inthe dialog box that appears, performthe following steps:

i. Change the value of the stream-node-max-bytes parameter based on your business
requirements.

ii. Click OK.
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stream-node-max-bytes Policy X

* stream-node-max-bytes

4008

Related API operations

Operation Description

Queries the configuration and operational

DescribeParameters L
parameters of an ApsaraDB for Redis instance.

Modifies parameters of an ApsaraDB for Redis

ModifylnstanceConfig instance

5.6.3.6. Specify a timeout period for client connections

You can set the timeout parameter to specify a timeout period for client connections. Then, ApsaraDB
for Redis can close client connections that have timed out to recycle resources.

Prerequisites

An ApsaraDB for Redis instance of the standard architecture is used, and the engine version of the
instance is Redis 4.0 or later.

@ Note You cannot modify the timeout parameter for ApsaraDB for Redis instances of the
cluster architecture or read/write splitting architecture.

Manage client connections in ApsaraDB for Redis

In common scenarios, you can use clients to manage connections. For example, you can use clients to
allocate connections, monitor the status of connections, and recycle resources in the connection pool.
By default, ApsaraDB for Redis does not close a client connection even if the client has beenidle fora
long period of time. However, we recommend that you specify the timeout parameterin core
applications to allow ApsaraDB for Redis to recycle resources. If resources are not recycled in a timely
manner after exceptions occur on clients, the connection pool may be filled with idle client
connections. This may result in a service crash. Such an issue in core applications may cause serious
impact on your business.

The timeout parameter is measured in seconds and the valid values of this parameteris 0 to 100000.
The default value is 0, which specifies that client connections never time out. To improve performance,
ApsaraDB for Redis does not immediately close a client connection when the client connection reaches
the timeout value. For example, if the timeout parameter is set to 10 seconds, a client connection may
remain idle for more than 10 seconds and be closed when many client connections have been
established on the server. To reduce the latency, you can specify a larger value for the hz parameterto
increase the frequency of the background task that closes idle connections.
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Specify a timeout period
1.
2. Inthe left-side navigation pane, click System Parameters.

3. Onthe System Parameters page, find the timeout parameter and click Modify in the Actions
column.

4. Inthe dialog box that appears, change the value of the timeout parameter.

timeout Policy X

* timeout

10

5. Click OK.
Related API operations
Operation Description

Queries the configuration and operational

DescribeParameters .
parameters of an ApsaraDB for Redis instance.

Modifies parameters of an ApsaraDB for Redis

ModifylnstanceConfig instance

5.6.3.7. Enable the Sentinel-compatible mode

Redis Sentinel provides high availability (HA) services for open source Redis. ApsaraDB for Redis is
compatible with Redis Sentinel to support services that run Sentinel. T his topic describes how to enable
the Sentinel-compatible mode in the ApsaraDB for Redis console.

Prerequisites

Overview of Redis Sentinel

Redis Sentinel provides open source Redis with features such as master and replica monitoring, fault
alerting, and automatic failover. Redis Sentinel is suitable for many business scenarios that use self-
managed Redis databases and require high reliability. To facilitate the migration of these self-managed
Redis databases to the cloud, Alibaba Cloud provides the Sentinel-compatible mode.

@ Note ApsaraDB for Redis uses the HA component developed by Alibaba Cloud without the
need to use Redis Sentinel. For more information about the HA component, see Feature.
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Afteryou enable the Sentinel-compatible mode, you can run the Sentinel commands described in the
following table.

Command Description

Queries Sentinel instances of a specified master and the status of
these Sentinel instances. The following syntax is used:

SENTINEL sentinels SENTINEL sentinels <Name of a master>

Queries the IP address and port number of a specified master. The

following syntax is used:
SENTINEL get-master-addr-by-

name SENTINEL get-master-addr-by-name <Name of a master>

Procedure

2. Inthe left-side navigation pane, click System Parameters.

3. Onthe System Parameters page, find the #no_loose_sentinel-enabled parameter and click Modify
inthe Actions column.

(@ Note If aRedis 4.0 instance does not support this parameter, update the minor version
of the instance. For more information about, see Update the minor version.

4. Inthe dialog box that appears, select yes and click OK.

For more information about the parameters, see Modify the parameters of an ApsaraDB for Redis
instance.

Related API operations

Operation Description

Queries the configuration and operational

DescribeParameters .
parameters of an ApsaraDB for Redis instance.

Modifies parameters of an ApsaraDB for Redis

ModifylnstanceConfig instance

Related information

e Use the Sentinel-compatible mode to connect to an ApsaraDB for Redis instance

5.6.3.8. Disable high-risk commands

You can set the #no_loose_disabled-commands parameter in the ApsaraDB for Redis console to disable
specific commands that may degrade service performance and cause data loss.

Background information

> Document Version: 20220711 110


https://www.alibabacloud.com/help/doc-detail/56450.htm#concept-itn-f44-tdb
https://www.alibabacloud.com/help/doc-detail/43885.htm#concept-q1w-kxn-tdb
https://www.alibabacloud.com/help/doc-detail/93078.htm#doc-api-R-kvstore-DescribeParameters
https://www.alibabacloud.com/help/doc-detail/61113.htm#doc-api-R-kvstore-ModifyInstanceConfig
https://www.alibabacloud.com/help/doc-detail/178911.htm#task-1937025

User Guide- Manage instances ApsaraDB for Redis

In some scenarios, unlimited use of commands may cause some issues. Some Redis commands can
delete a large volume of data or all data from a database, such as flushall and flushdb. Improper
uses of some commands such as keys and hget all may cause blocking in the single-threading Redis
model and degrade service performance.

To ensure stable and efficient management, you can disable specific commands to minimize risks for
your workloads.
Procedure

1.

2. Inthe left-side navigation pane, click System Parameters.

3. Onthe System Parameters page, find the #no_loose_disabled-commands parameter and click
Modify inthe Actions column.

4. Inthe dialog box that appears, specify the commands that you want to disable.

#no_loose_disabled-commands Policy X
#no_loose_adisabled-commands
keys, flushall

@ Note The commands that you specify can contain only lowercase letters. Separate
multiple commands with commas (,). Example: keys,flushall.

5. Click OK.

Results

If you use redis-clito connect to an instance and run the disabled FLUSHALL command, ApsaraDB for
Redis returns the following error:  (error) ERR command 'FLUSHALL' not support for normal user

r-bp I .redis.rds.aliyuncs.com:6379> flushall

(error) ERR command 'FLUSHALL' not support for normal user

Related API operations
Operation Description

. Queries the configuration and operational
DescribeParameters .
parameters of an ApsaraDB for Redis instance.
Modifies parameters of an ApsaraDB for Redis

ModifylnstanceConfig instance

5.6.3.9. Use a whitelist in password-free access mode
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This topic describes how to modify the value of the #no_loose_check-whitelist -always parameter to
use a whitelist even when the password-free access feature is enabled.
Background information

After password-free access is enabled for an instance, ApsaraDB for Redis does not restrict access to
the instance from other services in the same virtual private cloud (VPC) based on a whitelist. For more
information, see Enable password-free access. If password-free access is enabled for an instance but you
want to allow only specific resources, such as a specific Elastic Compute Service (ECS) or ApsaraDB for
RDS instance, to access the instance, you must modify the value of the #no_loose_check-whitelist -
always parameter.

Procedure

1.
2. Inthe left-side navigation pane, click System Parameters.

3. Onthe System Parameters page, find the #no_loose_check-whitelist-always parameter and click
Modify inthe Actions column.

4. Inthe dialog box that appears, select yes and click OK.

#no_loose_check-whitelist-always Policy X

* #no_loose_check-whitelist-always

P
(@) yes no

@ Note To disable the forcible whitelist authentication, set this parameterto no.

Related API operations

Operation Description

Queries the configuration and operational

DescribeParameters .
parameters of an ApsaraDB for Redis instance.

Modifies parameters of an ApsaraDB for Redis

ModifylnstanceConfig instance

5.7. High availability

5.7.1. Causes and impacts of master-replica

switchovers
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ApsaraDB for Redis can monitor the health states of nodes. If a master node in an instance fails,
ApsaraDB for Redis automatically triggers a master-replica switchover. For example, the roles of master
and replica nodes are switched over to ensure the high availability (HA) of the instance. ApsaraDB for
Redis allows a master-replica switchover to be manually triggered. T his feature can be applied to
disaster recovery drills and access to nearby nodes that are deployed in different zones.

Causes
e Manual switchover

A master-replica switchover is manually performed by you or an authorized Alibaba Cloud technical
expert. For more information, see Manually switch workloads from a master node to a replica node.

e Risk mitigation

Alibaba Cloud detects vulnerabilities in an ApsaraDB for Redis instance. These vulnerabilities may
cause the ApsaraDB for Redis instance to run not as expected. In this case, ApsaraDB for Redis fixes
the vulnerabilities and performs a master-replica switchover during the specified maintenance
window. High-risk vulnerability fixes are automatically performed at the earliest opportunities and
master-replica switchovers are triggered.

You can find the events that were triggered under the preceding conditions in history events. For
more information, see Query history events. You can also manage pending events of master-replica
switchovers. For more information, see Query and manage pending events.

e Instance failure

Alibaba Cloud detects failures in an ApsaraDB for Redis instance. These failures cause the ApsaraDB
for Redis instance to run not as expected. In this case, ApsaraDB for Redis performs a master-replica
switchover to switch your workloads over to replica nodes. This minimizes the impacts of the failures.

You are notified of such events with internal messages in the following format:

[Alibaba Cloud] Dear ******: Your ApsaraDB for Redis instance r-bp1zxszhcgat nx**** (name: ****) has
an error. A switchover is triggered to ensure that your instance runs as expected. We recommend that
you check whet her your application is still connected to your instance and configure your application
to automatically reconnect to the instance.

Im pa cts
Cause Impact Related suggestion
Manual
switchover
e The data nodes on which the switchover is performed
are disconnected for a few seconds. A switchover has
potential data loss risks. For example, the data may
become inconsistent between the master and replica
nodes due to synchronization latency. To prevent Make sure that your
potential data loss risks caused by the switchover and applications are configured
Risk data doublewrite caused by the Domain Name System to automatically reconnect
mitigation (DNS) cache, the data nodes become read-only forupto  tO theinstance or handle

exceptions. Otherwise, one
of the following error
messages may be returned
during a switchover:
READONLY You can't

30 seconds.

e After aninstance enters the Switching state, you
cannot manage this instance. For example, you cannot
modify the instance configurations or migrate the

instance to another zone. . .
write against a read

o ~nA
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OIlly dlIistdlice alu
Cause Impact Rebatedsnggest iom ' t

write or read against a

® The data nodes on which the switchover is performed disable instance
are disconnected for a few seconds.
Instance e After aninstance enters the Switching state, you
failure cannot manage this instance. For example, you cannot

modify the instance configurations or migrate the
instance to another zone.

@ Note Afterthe master-replica switchover is complete, the state of the instance becomes
Running.

FAQ

e Q: What is the principle behind the master-replica switchover triggered by an instance failure?
A: The HA systemrelies on its detection mechanismto detect failures. The following table describes
the HA mechanism.

Event Description

Health check The HA system checks whether master and replica nodes are healthy.

i. When a master node is determined to be unavailable, a replica node acts as the
Master node master node. At the same time, the virtual IP address (VIP) of the master node
failure is switched to the replica node.

i. Another replica node is created to ensure data synchronization.

When a replica node is determined to be unavailable, another replica node is created
to ensure data synchronization and maintain the data persistence of the master-
replica architecture.

Replica node
failure

@ Note Some datathat was recent ly written to a master node may be lost because the
synchronization between the master and replica nodes is asynchronously implemented.

e Q: Does a master-replica switchover affect the use of read replicas in read/write splitting instances?
For more information about read/write splitting instances, see Read/write splitting instances.

A: A master-replica switchover does not affect the use of read replicas in read/write splitting
instances.

e Q: Does a master-replica switchover triggered for a specific data shard in an instance affect the
instance as a whole if the instance is a cluster master-replica instance? For more information about
cluster master-replica instances, see Cluster master-replica instances.

A: The instance as a whole is not affected. Only the data shard is affected. For more information, see
Impacts.
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5.7.2. Manually switch workloads from a master
node to a replica node

T his topic describes how to switch workloads from a master node to a replica node. In addition to
automatic switchovers, ApsaraDB for Redis allows you to manually switch workloads from a master
node to a replica node. Manual switchovers can help you perform disaster recovery drills and verify the
error processing capabilities of clients. If your ApsaraDB for Redis instance is deployed in multiple zones,
you can also perform a manual switchover to allow applications to connect to the nearest node.

Prerequisites

The instance is an ApsaraDB for Redis Community Edition instance or a performance-enhanced or
hybrid-storage instance of ApsaraDB for Redis Enhanced Edition (T air). For more information, see
Performance-enhanced instances and Hybrid-storage instances (phased out).

Impacts

e The data nodes on which the switchover is performed are disconnected for a few seconds. A
switchover has potential data loss risks. For example, the data may become inconsistent between
the master and replica nodes due to synchronization latency. To prevent potential data loss risks
caused by the switchover and data doublewrite caused by the Domain Name System (DNS) cache,
the data nodes become read-only for up to 30 seconds.

e Afteraninstance enters the Switching state, you cannot manage this instance. For example, you
cannot modify the instance configurations or migrate the instance to another zone.

Scenarios

In the following example, the Elastic Compute Service (ECS) instance on which your applications are
deployed resides in Zone B, and the master node of the ApsaraDB for Redis instance resides in Zone A.
The connection between the ECS instance and the master node of the ApsaraDB for Redis instance
spans different zones. This increases network latency. This also affects the performance of the
ApsaraDB for Redis instance and your business.

Zone A
Y i
< _> Zone B
=
Master > Sl Deprecated
ster ave -
[ ]
Zone B
@ ECS Instance
N>

Connected in the
same zone

Slave > Master
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To optimize the deployment architecture of cloud resources, you can switch your workloads fromthe
master node to the replica node to minimize network latency. After the manual switchover, the original
replica node is promoted to become the new master node. The manual swit chover does not cause
changes to the zones and IDs of the master node and replica node.

Procedure
1.
2. Inthe left-side navigation pane, click Service Availability.

3. Inthe Zone Distribution section, select the data shard for which you want to performa
switchover, and click Switchover.

| Zone Distribution Switchover

= NodelD Role Zone

V] -] -db-0
235 master cn-hangzhou-b

237 slave cn-hangzhou-b

@ Note If the ApsaraDB for Redis instance is a cluster instance, you can view the
information about the zones to which the master node and replica node of each data shard
belong. For more information, see Master-replica cluster instances.

4. Inthe panel that appears, select the time when you want to performthe switchover.
o Immediate: performs the switchover immediately.

o Maintenance Window: performs the switchover wit hin the specified maintenance window. For
more information about how to view and modify the maintenance window of an ApsaraDB for
Redis instance, see Set a maintenance window.

5. Click OK.

Related API operations

Operation Description

Manually switches workloads from a master node to
a replica node. This operation can be used for
disaster recovery drills. This operation can also be
used for nearby connections between your
applications and an ApsaraDB for Redis instance if
the instance is deployed in multiple zones.

SwitchinstanceHA

References

ApsaraDB for Redis can monitor the health status of nodes. If a master node in an instance fails,
ApsaraDB for Redis automatically triggers a master-replica switchover. For example, the roles of master
and replica nodes are switched over to ensure the high availability (HA) of the instance. For more
information, see Causes and impacts of master-replica switchovers.
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5.7.3. Restart or rebuild a proxy node

ApsaraDB for Redis allows you to restart or rebuild a proxy node. This way, you can perform real-time
disaster recovery drills. You can also perform O&M tasks when the service is unavailable or experiences a
high latency.

Prerequisites

The ApsaraDB for Redis instance to which the proxy node belong must meet the following
requirements:

e A clusterinstance or a read/write splitting instance is used. For more information, see Cluster master-
replica instances or Read/write splitting instances.

e The instance is an ApsaraDB for Redis Community Edition instance or a performance-enhanced or
hybrid-storage instance of ApsaraDB for Redis Enhanced Edition (T air). For more information, see
Performance-enhanced instances and Hybrid-storage instances (phased out).

Impacts

Proxy restart and rebuild may result in transient connections, which affect existing connections. Make
sure that your applications can automatically reconnect to the proxy node. We recommend that you
restart or rebuild a proxy node during off-peak hours.

Procedure
1.

2. Inthe left-side navigation pane, click Service Availability.

3. Inthe Proxy Servers section, select the proxy node that you want to manage and click Restart.

1 Prony Servers Upsrace Py

RT Inbound Data Rate Outbound Data Rate

]
o

4. Inthe panelthat appears, select Restart Mode.
o In-place Restart: restarts the proxy node.

o Rebuild Proxy: rebuilds the proxy node. If anissue cannot be fixed afterthe restart, select this
mode.

5. Click OK.

5.7.4. Upgrade proxy nodes

ApsaraDB for Redis supports manual hot upgrades of proxy nodes. After you upgrade proxy nodes, you
can use the latest features. For example, you can view the audit logs of proxy nodes. T his topic
describes how to upgrade proxy nodes.

Prerequisites

The ApsaraDB for Redis instance to which the proxy nodes belong must meet the following
requirements:

e A chisterinstance nr a read/write snlittina inst ance is 1ised Far mnre infarmatinn cee (Cliister master-
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replica instances or Read/write splitting instances.

e The instance is an ApsaraDB for Redis Community Edition instance or a performance-enhanced or
hybrid-storage instance of ApsaraDB for Redis Enhanced Edition (T air). For more information, see
Performance-enhanced instances and Hybrid-storage instances (phased out).

View the minor version of proxy nodes

You can view the minor version of proxy nodes in the ApsaraDB for Redis console. For more information,
see Update the minor version.

View the minor version of proxy nodes

| Basic Information Cross-zone Migration @ Minor Version Upgrade @  Upgrade Proxy £
Instance ID  r-bp Instance Name . 1 ) Status @ Running
Zone Hangzhou Zone B Network VPC Maintenance Window 00:00-01:00 v e
VPCID wpc-bp 1 £ VSwitch  vsw-bp pa Version Redis 5.0 Enterprise Edition
Minor Version  redis-5.0-enterprise_1.7.4 Instance Type 8 GB Enhanced Cluster Edition (4 Nodes)
Maximum Concurrent Connections 40,000 Maximum Internal Bandwidth 384 MB/s ~ Bandwidth Auto Scaling @ m pa

@ Note Formore information about the detailed release notes of minor versions, see ApsaraDB
for Redis proxy nodes.

Impacts

e Proxy nodes support hot upgrades. Proxy nodes of the new version can restore a connection based
on the client connection information of proxy nodes of the earlier version. This ensures that upgrades
do not interrupt services. However, a millisecond-level latency jitter may occur during the upgrades.

e The hot upgrades are valid only for normal connections. The execution of the block, transaction, Pub,
and Sub commands is interrupted during hot upgrades. Make sure that these commands support the
reconnection mechanism.

e [f a Redis client uses a private endpoint to connect to the ApsaraDB for Redis instance, no commands
are affected by a proxy upgrade.

(@ Note Formore information about proxy endpoints and private endpoints, see Proxy mode
and Direct connection mode.

Procedure
1.

2. Inthe left-side navigation pane, click Service Availability.

3. Inthe Proxy Servers section, click Upgrade Proxy.

| Proxy servers

1} Connections
rbpt
rbpt

rbpt

o o o o gz

rbpt

) ©
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@ Note Al proxy nodes are upgraded at the same time. You cannot separately upgrade
specified proxy nodes.

4. Inthe panel that appears, select the time when you want the upgrade to take effect.
o Immediate: immediately upgrades proxy nodes.

o Maintenance Window: upgrades proxy nodes within the specified maintenance window. For
more information about how to modify the maintenance window of an instance, see Set a
maintenance window.

5. Click OK.

5.8. Tag management
5.8.1. Create tags

If you have a large number of instances, you can create and add multiple tags to classify and filter
instances by tag.
Precautions

e A tag consists of a key-value pair. Each key must be unique for an Alibaba Cloud account in a region.
This constraint does not apply to key values.

@ Note A key can have zero to multiple values.

e You can edit tags for a maximum of 50 instances at a time.
e Youcan add up to 20 tags to each instance.
e You can add orremove up to 20 tags at a time.

Procedure
1.
2. Performone of the following steps to create atag for one or more instances:
o Create tags forasingle instance

Find the instance for which you want to add tags. In the Tag column corresponding to the
instance, click Edit Tags.

o Create tags for multiple instances
Select the instances and click Edit Tags below the instance list.

3. Inthe dialog box that appears, click Create.

@ Note If you have created tags, click Available Tags to add the tags to one or more
instances.

4. Set the key and value of atag and then click Confirm.

5. Repeat Step 4 and Step 5 to create all the tags. Then click OK in the lower-right corner of the
dialog box.
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@ Note Afteryou create tags for aninstance, you can add the tags to otherinstances.

Related API operations
Operation Description

Adds tags to one or more ApsaraDB for Redis

TagResources .
instances.

What's next

e Filter ApsaraDB for Redis instances by tag

e View the tags that are added to an ApsaraDB for Redis instance

5.8.2. Filter ApsaraDB for Redis instances by tag

Afteryou add tags to ApsaraDB for Redis instances, you can filter these instances by tag in the
instance list to manage instances of a specific category.

Procedure
1.

2. OntheInstances page, select the tag key and tag value, and click Search.

@ Note

o Afteryou create atag or update an existing tag, you must refresh the page to view the
updated the tag list.

o To clearafilter condition, click the o icon next to the selected tag.

Related API operations

Operation Description
Queries the ApsaraDB for Redis instances to which

ListTagResources specified tags are added or the tags added to
specified ApsaraDB for Redis instances.

5.8.3. View the tags that are added to an
ApsaraDB for Redis instance

You can view the tags that are added to an ApsaraDB for Redis instance on the Instances page.

Procedure
1.

2. OntheInstances page, find the instance and view its tags in the Tag column of the instance.
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Related API operations

Operation Description

Queries the ApsaraDB for Redis instances to which
ListTagResources specified tags are added or the tags added to
specified ApsaraDB for Redis instances.

5.8.4. Remove or delete tags

When a tag is no longer needed by an ApsaraDB for Redis instance, you can remove the tag fromthe
instance. If the tag is not added to aninstance, it is deleted.

Precautions

e You canremove up to 20 tags at atime.
e [f youremove atag fromall instances, the tag is automatically deleted.

e [f youremove atag fromaninstance, the normal operation of the instance is not affect. After all
tags of aninstance are removed, the instance cannot be filtered by tag.

Procedure

1.
2. Inthe Tag column corresponding to the instance for which you want to remove tag, choose >

Edit .

3. Inthe dialog box that appears, clickthe @ icon next to the tag that you want to remove.

@ Note Todeletea tag, remove the tag from all instances.

4. Click OK.

Related API operations

Operation Description

UntagResources Removes tags from an ApsaraDB for Redis instance.

5.9. Set a maintenance window

You can maintain an ApsarabDB for Redis instance during of f-peak hours by modifying the default
maintenance window.

Context

e Alibaba Cloud maintains ApsaraDB for Redis instances and servers to ensure that they run stably.
Maintenance for instances and servers occurs at irregular intervals. To ensure that the maintenance is
successful, instances enter the Maintaining Instance state before the maintenance window runs on
the day of maintenance. When an instance is in this state, you can still access data in the database.
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You are temporarily not allowed to make instance changes in the ApsaraDB for Redis console. For
example, you cannot change the configurations of the instance. However, you can perf orm queries.
For example, you can query performance monitoring data.

@ Note Before the maintenance window runs, ApsaraDB for Redis sends SMS messages and
emails to the contacts that are associated with your Alibaba Cloud account.

e Instances may be temporarily disconnected when you make changes to the instances. For example,
an instance is disconnected when you change the configurations of the instance. To minimize the
impacts on your business, we recommend that you perform these operations during the maintenance
window.

£} Notice Afterthe maintenance window runs, the instance is temporarily disconnected. We
recommend that you set the maintenance window to a time period that is during of f-peak hours.

Procedure
1.
2. Inthe Basic Information section, select a time range fromthe Maintenance Window drop-down
list.
| Basic Information Cross-zone Migration @ Minor Version Upgrade @
Instance ID:  r-1u Instance Name: £ Status: @ Running
Zone: -hangzhou-b Metwork: VPC Maintenance Window:
VPCID: wpc-bp ra VSwitch:  vsw-bp: ra Version: Redis 5.0 Enterprise Edition
Instance Type: 1G performance-enhanced{master-replica) Maximum Concurrent Connections: 30,000 Maximum Internal Bandwidth: 95 MB/s

3. Select a proper time range.
Related API operations

Operation Description

Modifies the maintenance window of an ApsaraDB for Redis instance. Alibaba
Cloud maintains ApsaraDB for Redis instances during the specified
maintenance window.

ModifylnstanceMaintainTim
e

5.10. Migrate an instance across
zones

If the current zone in which your instance is deployed has insufficient resources for a specification
upgrade or you want to improve the disaster recovery capability, you can migrate the instance to
another zone.

Prerequisites

The ApsaraDB for Redis instance has a classic network endpoint or a virtual private cloud (VPC)
endpoint, and does not have the following endpoints:
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) Notice If the instance has the endpoints that are listed in the following table, release the
endpoints before you migrate the instance. Otherwise, the Cross-zone Migration button is
dimmed and the operation cannot be performed.

Endpoint Method

Classic network endpoint that is retained when the . .
. Release a classic network endpoint
network type is changed to VPC
. . Release a public endpoint for an ApsaraDB for Redis
Public endpoint . . . .
instance
Release a private endpoint for an ApsaraDB for Redis

Private endpoint .
instance

Precautions

When you migrate an instance across zones, the instance may experience transient connections for a
few seconds. Make sure that your application is configured with a reconnection mechanism.

The time that is required for the migration varies based on factors such as the network conditions,
task queue status, and data volume. We recommend that you migrate the instance during of f-peak
hours.

If you migrate an instance across zones, the virtual IP address (VIP) of the instance such as
172.16.88.60 is changed. However, the endpoint of the instance remains unchanged. We recommend
that you connect to the instance by using the endpoint. If you use a VIP to connect to the instance,
the connection fails.

If aninstance is deployed in a VPC, you cannot change the VPC when you migrate the instance across
zones.

To ensure better performance and stability, if the minor version of an instance is outdated, the
system updates the minor version of the instance to the latest version during the migration.

Supported migration types and scenarios

Type Scenario

Migrate an instance from

one zone to another zone The ApsaraDB for Redis instance is migrated to the zone where an Elastic
Compute Service (ECS) instance is deployed. Then, the ECS instance can

Migrate an instance from connect to the ApsaraDB for Redis instance over the internal network with

multiple zones to lower network latency.

multiple different zones

You want to implement disaster recovery across data centers for the

. . ApsaraDB for Redis instance.
Migrate an instance from

one zone to multiple An ApsaraDB for Redis instance that is deployed in a single zone can tolerate
zones server- and rack-level faults. An ApsaraDB for Redis instance that is deployed
in multiple zones can tolerate data center-level faults.
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Type Scenario

Migrate an instance from
multiple zones to one
zone

You want to migrate the ApsaraDB for Redis instance based on your business
requirements.

Procedure
1.

2. Inthe Basic Information section, click Cross-zone Migration.

| Basic Information Cross-zone Migration @ | Minor Version Upgrade @  Upgrade Proxy

Instance ID  r-bp Instance Name " EE. S Status @ Running

Zone Hangzhou Zone B Network VPC Maintenance Window 00:00-01:00 v 8
VPCID vpc-bp ra vswitch  vsw-bp £ Version Redis 5.0 Enterprise Edition

Instance Type & GB Enhanced Cluster Edition (4 Nodes) Maximum Concurrent Connections 40,000 Maximum Internal Bandwidth 384 MB/s

3. Inthe panel that appears, set the following parameters.

Instance ID: r-bp
Instance Name: - .
Primary Zone: Hangzhou Zone B
Destination Primary East China 1 MZonel10 H+1 v
Zone:
VPC: vpc-bp
VSwitch: SW- “  How to create a VSwitch.
Exec Time @ update Now
Update During Maintenance (Scheduled At 00:00-01:00) E‘

4 I have read and understood the following information: The migration will change the oo
oo

of the instance and interrupt your service for up to 60 seconds. We recommend that you usé

endpoints {domain names) to access the instance. Make sure that the DNS cache can be

refreshed in time after the migration, and the application supports reconnection.

Parameter Description

Destination

. Select the destination zone.
Primary Zone
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Parameter Description

Select the destination vSwitch. If no vSwitch exists in the destination zone, you
must create one. For more information, see Work with vSwitches.

VSwitch
@ Note This parameter appears only when the instance runs in a VPC.
o Update Now: After you click OK, the migration immediately starts. When the
instance status changes to Running, the instance is migrated.
o Update During Maintenance: After you click OK, the system immediately
Exec Time performs tasks to prepare for the migration and changes the instance to the

Migrating to Another Zone state. The instance will not be migrated to
another zone until the specified maintenance window starts. For more
information about how to modify the maintenance window, see Set a
maintenance window.

4. Select the check box for the dialog box and click OK.

Related API operations

Operation Description

Migrates an ApsaraDB for Redis instance across

MigrateToOtherZone . .
zones in the same region.

5.11. Export the instance list

You can export the instance list fromthe ApsaraDB for Redis console to manage the instances offline.

Procedure
1.

2. OntheInstances page, clickthe 4, icon.

—_

Data Import Pending Events m Database Expert Service Auto-Renew
nstances
| Instance ID/MName hd ch by instance ID/nar W Create Instance c
Memory Quota and Amount _ . .
Instance ID/Name Status Used & Zone M Version Actions
SE
. ay Py - - . Restart
r-b I 3.61% 591.96MB/16.00GE Redis 5.0 Enterpris
° - " Running N - Hangzhou Zone H . I iErpnss Change Configurations
1 Ol . Edition :
e ar r - — - Restart
r-b 3e2 361% 591.95ME/16.00GB Redis 5.0 Enterpris . .
ree © " Running Hangzhou Zone H . I ierpnss Change Configurations
=T . Edition :
r-bp 397 0.45% 37.2TME/8.00GE Redis 5.0 C ity
P 9 ' Running ! Hangzhou Zone H ! OMMUNY pectart | Renew

| Edition
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3. Inthe dialog box that appears, select required parameters.

4. Click OK.
The instance information is exported to a CSV file that is automatically downloaded. You can use a

text editorto view this file.
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6.Security management

6.1. Create and manage database
accounts

ApsaraDB for Redis allows you to create multiple database accounts for an instance. You can grant
these accounts different permissions, such as the read-only, read/write, and replication permissions.
This helps you flexibly manage instances and minimize user errors for data security.

Prerequisites
The database engine version of the instance is Redis 4.0 or later.

@ Note If the engine version of an instance does not meet this requirement, you can upgrade
the version. For more information, see Upgrade the major version.

Limits
You can create a maximum of 20 accounts for an ApsaraDB for Redis instance.

Procedure
1.

2. Inthe left-side navigation pane, click Account Management.

@ Note If your instance runs Redis 4.0 or later and does not support the Account
Management feature, you can update the minor version of the instance. For more
information, see Update the minor version.

3. Click Create inthe upper-right corner of the page.

| Account Management @ Refresh Change Password

Account Type Status Privileges Description Actions

r-bp Standard Account @ Availzble Read/Write Reset Password | Edit Description

4. Inthe panel that appears, configure the parameters that are described in the following table.
Parameter Description

The account name. It must meet the following requirements:

o The name can contain lowercase letters, digits, and hyphens (-) and must start
with a lowercase letter.

Account .
o The name can be up to 35 characters in length.

o The name cannot be one of the reserved words in the Reserved words for
account names section.
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Parameter Description

The permissions that are granted to the account. Valid values:

o Read-only: The account has only permissions to read data and is not allowed to
modify data.

o Read/Write: The account has permissions to read and write data.

Privilege o Copy: The account has permissions to read data, write data, and run the SYNC
and PSYNC commands.

@ Note Only standard instances allow you to create accounts that have
the Copy permissions.

The password of the account. It must meet the following requirements:

o The password must contain at least three of the following character types:
uppercase letters, lowercase letters, digits, and special characters. Special

Password .
) characters include
Settings
1@# $%"&*()+-=_
o The password must be 8 to 32 characters in length.
confirm Enter the password again
Password P gain.
The description of the account. It must meet the following requirements:
Description o The description must start with a letter and cannot start with http:// or https://.
(optional) o The description can contain letters, digits, underscores (_), and hyphens (-).
o The description must be 2 to 256 characters in length.
5. Click OK.

The new account is in the Creating state. After about 1 minute, the state of the account changes
to Available.

6. (Optional) Performthe following operations based on your business requirements to manage the

account:
| Account Management @ Refrash Change Password
Account Type Status Privileges Description Actions
T . e Reset Password ~ Modify Privilege
redistest Standard Account ® Available Read/Write Edit Description
r-bp Standard Account ® Available Read/Write Reset Password Delete

o Reset the password

Find the account and click Reset Password inthe Actions column. In the panel that appears,
reset the password and click OK.

o Modify permissions

Find the account and click Modify Privilege inthe Actions column. In the panel that appears,
select the required permissions and click OK.
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o Modify the description

Find the account and click Edit Description inthe Actions column. In the panel that appears,
modify the description and click OK.

o Delete an account

Find the account and choose [, > Delete inthe Actions column. In the panel that appears, click

-

OK.

FAQ

Q: Why does an account already exist after aninstance is created?

A: A default account whose name is the instance ID is automatically created after an instance is
created to ensure data security. The password of this account has been specified when you create the
instance. The password can be reset if you forget it.

Reserved words for account names

When you create an account, the account name cannot be one of the following reserved words. The
reserved words are separated by commas (,) in the following table.

Initial Reserved word

add,admin,all,alter,analyze,and,as,asc,asensitive,aurora,before,between,bigint,binary,blob,b
oth,by,call,cascade,case,change,char,character,check,collate,column,condition,connection,co
nstraint,continue,convert,create,cross,current_date,current_time,current_timestamp,current_
user,cursor

a~Cc

database,databases,day_hour,day_microsecond,day_minute,day_second,dec,decimal,declare
,default,delayed,delete,desc,describe,deterministic,distinct,distinctrow,div,double,drc_rds,dr
op,dual,each,eagleye,else,elseif ,enclosed,escaped,exists,exit,explain,false,fetch,float,float4,
float8,for,force,foreign,from,fulltext

d~f

goto,grant,group,guest,having,high_priority,hour_microsecond,hour_minute,hour_second,if,ig
nore,in,index,infile,information_schema,inner,inout,insensitive,insert,int,int1,int2,int 3,int4,int8,i
nteger,interval,into,is,iterate,join,key, keys kill,label,leading,leave,left, like,limit,linear,lines,load
,localtime,localtimestamp,lock,long,longblob,longtext,loop,low_priority

match,mediumblob,mediumint,mediumtext,middleint,minute_microsecond,minute_second,m
od,modifies,mysql,natural,no_write_to_binlog,not,null,numeric,on,optimize,option,optionally

m-~r ,or,order,out,outer,outfile,precision,primary,procedure,purge,raid0,range,read,reads,real,refer
ences,regexp,release,rename,repeat,replace,replicator,require,restrict,return,revoke,right,rlike
,root

schema,schemas,second_microsecond,select,sensitive,separator,set,show,smallint,spatial,sp
ecific,sql,sql_big_result,sqgl_calc_found_rows,sgl_small_result,sglexception,sqlstate,sqglwarni
ng,ssl,starting,straight_join,table,terminated,test,then,tinyblob,tinyint,tinytext,to,trailing,trig
ger,true,undo,union,unique,unlock,unsigned,update,usage,use,using,utc_date,utc_time,utc_ti
mestamp,values,varbinary,varchar,varcharacter,varying,when,where,while,with,write,x509,xor,
xtrabak,year_month,zerofill

Related API operations
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Operation Description

Creates an account that has the specified
permissions for an ApsaraDB for Redis instance.

CreateAccount

- Modifies the permissions of an account for an
GrantAccountPrivilege .
ApsaraDB for Redis instance.

. L. Modifies the description of an account for an
ModifyAccountDescription . p
ApsaraDB for Redis instance.

. Changes the password of a specified account for an
ModifyAccountPassword o
ApsaraDB for Redis instance.

Deletes a specified account for an ApsaraDB for
Redis instance.

DeleteAccount

Related information

e Use redis-clito connect to an ApsaraDB for Redis instance
e CreateAccount

e DescribeAccounts

e ModifyAccountDescription

e Reset a password

e GrantAccountPrivilege

e DeleteAccount

6.2. Change or reset the password

If you forget your password, want to change your password, or have not set a password for an
ApsaraDB for Redis instance, you can set a new password for the instance.

Precautions

If your instance runs Redis 4.0 or later and does not support the Account Management feature, you
must update the minor version of the instance. For more information, see Update the minor version.

Procedure
1.

2. Inthe left-side navigation pane, click Account Management.

3. Inthe upper-right corner, click Change Password.

@ Note If you forget the current password, you can also find the account and click Reset
Password inthe Actions column to reset your password.

4. Inthe dialog box that appears, select the account for which you want to change the password
and enter the current password and a new password.
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@ Note
o The password must be 8 to 32 characters in length.

o The password must contain at least three of the following charactertypes: uppercase
letters, lowercase letters, digits, and special characters. Special characters include ! e

#S$ %N e* () +-=

5. Click OK.
Related API operations
Operation Description

Resets the password of an account for an ApsaraDB

ResetAccountPassword L
for Redis instance.

What's next

Afteryou reset the password, you must replace the password in the Redis client with the new
password.

6.3. Configure whitelists

By default, ApsaraDB for Redis instances block access from all IP addresses to ensure the security and
stability of databases. Before you use an ApsaraDB for Redis instance, you must add IP addresses or
CIDR blocks that are used to access the ApsaraDB for Redis instance to a whitelist of the instance.
Whitelists can be used to improve the access security of ApsaraDB for Redis instances. We recommend
that you maintain whitelists on a regular basis.

Prerequisites
The ApsaraDB for Redis instance is updated to the latest minor version. For more information about

how to update the minor version, see Update the minor version.

@ Note If the Minor Version Update button onthe Instance Information page is dimmed or
if a message indicating that the current version is the latest version appears after you click this
button, yourinstance is of the latest minor version.

Preparations

Before you configure a whitelist for an ApsaraDB for Redis instance, you must obtain the IP addresses
of clients based on the client installation locations.

Client

Network
installation t ;N How to obtain the IP address of a client
location yp
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(I Network
installation S How to obtain the IP address of a client
location yp

How do | query the IP addresses of ECS instances?

@ Note

® Make sure that the ECS instance and the ApsaraDB for Redis
instance are deployed in the same VPC. The basic
information sections of the instances must display the same
VPC ID. If the instances are deployed in different VPCs, you
can change the VPC to which the ECS instance belongs. For

) more information, see Change the VPC of an ECS instance.
ECS instance

(recommended) VPC ® The network types of the ECS instance and the ApsaraDB for
Redis instance may be different. For example, the ECS
instance belongs to the classic network and the ApsaraDB
for Redis instance belongs to a VPC. For more information
about how to connect to an ApsaraDB for Redis instance
from an ECS instance when the instances are deployed in
different types of networks, see Connect an ECS instance to
an ApsaraDB for Redis instance in different types of
networks.

Select one of the following methods based on the operating system of
the on-premises device:

® |inux operating system: Run the curl ipinfo.io grep ip command on
the on-premises device to obtain the public IP address. The following
On-premises figure shows the sample result.

device or third- Internet
% Received Xferd age d im Tim Time Current
party cloud d 0 S Left Speed

100 249 0 1270

'
me™: "hitps://ipinfo.io/missingauth”

® Windows operating system: Visit ipinfo to obtain the public IP
address of the on-premises device.

Methods of configuring a whitelist

Method Description
Method 1: Manually add a Manually add the IP address of a client to a whitelist of the ApsaraDB
whitelist for Redis instance to allow the client to access the instance.
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Method Description

A security group is a virtual firewall that is used to control the inbound
and outbound traffic of ECS instances in the security group. For more
information, see Overview. To authorize multiple ECS instances to
access an ApsaraDB for Redis instance, you can associate the ApsaraDB
for Redis instance with the security group of these ECS instances. This
method is more convenient than manually adding the IP addresses of

Method 2: Add ECS security these ECS instances to an instance whitelist.

groups as whitelists

@ Note The engine version of the ApsaraDB for Redis instance
must be Redis 4.0 or later. For more information about how to
upgrade the engine version, see Upgrade the major version.

@ Note Youcan set IP address whitelists and specify ECS security groups as whitelists for an
ApsaraDB for Redis instance. Both IP addresses in the IP address whitelists and ECS instances in the
security groups are allowed to access the instance.

Method 1: Manually add a whitelist

1.
2. Inthe left-side navigation pane, click Whitelist Settings.
3. Find the default whitelist and click Modify.

@ Note Youcan also clickAdd Whitelist to create a whitelist. The name of a whitelist
must be 2 to 32 characters in length and can contain lowercase letters, digits, and underscores
(). It must start with a lowercase letter and end with a lowercase letter or digit.

4. Inthe dialog box that appears, perform one of the following operations:
o Manually add IP addresses or CIDR blocks to the whitelist.
Manually modify the whitelist

Modify Whitelist X
* Whitelist Name
* Add way @ Add Manually () Load ECS Internal Network IP
* Whitelist 172,168 Rl ] ] 1 1 ] "
QK Cancel
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@ Note

m Separate multiple IP addresses with commas (,). A maximum of 1,000 unique IP
addresses can be added. You can enter specific IP addresses and CIDR blocks
described in the following section:

m Specific IP addresses. Example: 10.23.12.24.

m CIDR blocks. Example: 10.23.12.0/24. /24 indicates the length of the IP address
prefix. An IP address prefix can be 1 to 32 bits in length. 10.23.12.0/24
indicates an IP address range from 10.23.12.0 to 10.23.12.255. For more
information about CIDR blocks, see FAQ about CIDR blocks.

m If you enter CIDR blocks that have a prefix length of 0 such as 0.0.0.0/0 and
127.0.0.1/0, all IP addresses are allowed to access the instance. This poses a high
security risk. Proceed with caution.

o Add private IP addresses of ECS instances to the whitelist.
a. ClickLoad ECS Internal Network IP.

The private IP addresses of ECS instances that are deployed in the same region as the
ApsaraDB for Redis instance are displayed.

b. Select IP addresses based on your business requirements.

Select private IP addresses of ECS instances

Maodify Whitelist X
* Whitelist Name
= Add way () Add Manually (@ Load ECS Internal Network [P
* Whitelist
el Ente Q Enter Q
- -
10 VPC 172 m.= VPC
17 VPC 192 VRC
10 VPC 172 VPC
17, /PC 172 /PC
10 vPC 1028 | veC) |-
= 1/30 ttems B Items
”n
oK Cancel

@ Note To find the ECS instance that is assigned a specific IP address, you can move
the pointer over the IP address. Then, the system displays the ID and name of the ECS
instance to which the IP address is assigned.

5. Click OK.

6. (Optional) To delete all IP addresses of a whitelist, click Delete in the Actions column
corresponding to the whitelist.
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Default whitelists generated by the system cannot be deleted, such as def ault and
hdm_security _ips.

Method 2: Add ECS security groups as whitelists

You can add ECS security groups as whitelists for the ApsaraDB for Redis instance. Then, the ECS
instances in the security groups can access the ApsaraDB for Redis instance over an internal network or
the Internet. The ApsaraDB for Redis instance must have a public endpoint if you want to access the
instance over the Internet. For more information, see Use a public endpoint to connect to an ApsaraDB for
Redis instance.

@ Note

e Before you add a security group as a whitelist, make sure that the network types of the
ApsaraDB for Redis instance and the ECS instances in the security group are the same. If the
network types of the ApsaraDB for Redis instance and ECS instances are VPC, make sure that
they are deployed in the same VPC.

e You cannot add ECS security groups as whitelists for ApsaraDB for Redis instances deployed
in the following regions: China (Heyuan), China (Guangzhou), China (Nanjing), and China
(Ulangab).

In the left-side navigation pane, click Whitelist Settings.
Click Security Groups.
Onthe Security Groups tab, click Add Security Group.

ok wnN

In the dialog box that appears, select the security groups that you want to add as whitelists.

You can use a security group name or security group ID to performfuzzy search.

Add security groups

Add Security Group X

@ Unless specified otherwise, all attributes support fuzzy search and batch search. To perform a batch search, enter multiple

keywords and separate them with commas ().

Security Group Name DE Q

1% sg- sg-

egion China (Hangzhou) Region China {(Hangzhou)

Security Group Name: Mong | | ]

Region China (Hangzhou)

B 1/6 ltems 11 1 ltem

n Ca e El
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@ Note You canadd up to 10 security groups as whitelists for each ApsaraDB for Redis
instance.

6. Click OK.

7. (Optional) To remove all security groups, click Delete.

References

e Use a public endpoint to connect to an ApsaraDB for Redis instance

e Connect an ECS instance to an ApsaraDB for Redis instance in different types of networks
Related API operations

API Description

. . Queries the IP address whitelists of an ApsaraDB for
DescribeSecuritylps L
Redis instance.
. . Modifies the IP address whitelists of an ApsaraDB
ModifySecuritylps .
for Redis instance.

ueries the security groups that are added as

DescribeSecurityGroupConfiguration Q o y group o
whitelists to an ApsaraDB for Redis instance.

Modifies the security groups that are added as

ModifySecurityGroupConfiguration
4 4 P B whitelists to an ApsaraDB for Redis instance.

FAQ

e Q: Why are whitelists automatically created for an ApsaraDB for Redis instance? Can | delete these
whitelists?

A: Afteryou create an ApsaraDB for Redis instance, a default whitelist is automatically created. After
you perform specific operations on the instance, more whitelists are automatically created, as
described in the following table.

Whitelist name Source
default The default whitelist that cannot be deleted.

This whitelist is automatically created by Data Management (DMS) when you log on
to an ApsaraDB for Redis instance from DMS. For more information, see Log on to an

ali_dms_group ApsaraDB for Redis instance by using DMS. Do not delete or modify this whitelist.
Otherwise, you may be unable to log on to the ApsaraDB for Redis instance from
DMS.

This whitelist is automatically created by Database Autonomy Service (DAS) when
you use CloudDBA-related features such as cache analysis. For more information,
see Offline key analysis. Do not delete or modify this whitelist. Otherwise, the
CloudDBA-related features may become unavailable.

hdm_security_ips

e Q: A whitelist contains IP address 127.0.0.1 in addition to client IP addresses. In this case, can these
clients connect to the ApsaraDB for Redis instance?
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A: Yes, these clients can connect to the ApsaraDB for Redis instance. If only 127.0.0.1 exists in the
whitelist, all IP addresses are not allowed to connect to the ApsaraDB for Redis instance.

Q: Why doesthe (error) ERR illegal address Mmessage appear afterluse the redis-clitoolto
connect to an ApsaraDB for Redis instance?

A: The IP address of the client where you use the redis-clitool is not added to a whitelist of the
ApsaraDB for Redis instance. You must check the whitelists of the ApsaraDB for Redis instance.

Q: If the IP address of my client is not added to a whitelist of an ApsaraDB for Redis instance, can |
check port connectivity by running the telnet command?

A: Yes, you can run the telnet command to check port connectivity. The following out put is returned
afteryou run the telnet command:

Escape character is '"]'.

Connection closed by foreign host.

6.4. Configure SSL encryption

This topic describes how to enable SSL encryption for an ApsaraDB for MongoDB instance to enhance
link security. After you enable SSL encryption, you must install SSL certificates that are issued by
certificate authorities (CAs) on your application. SSL encryption can encrypt connections at the
transport layer to increase data security and ensure data integrity.

Prerequisites

The major version of the instance is Redis 4.0 or 5.0. The instance is a cluster master-replica instance.
For more information, see Cluster master-replica instances.

Precautions

An SSL certificate remains valid for one year. Before the used SSL certificate expires, you must update
its validity period. In addition, you must download the required SSL certificate file and configure the
certificate again. Otherwise, clients cannot connect to your instance over an encrypted connection.

SSL encryption may increase the network latency of instances. We recommend that you enable this
feature only when encryption needs arise. For example, you can enable SSL encryption if you connect
to an ApsaraDB for Redis instance over the Internet.

The instance restarts after you enable SSL encryption or update the certificate validity period. The
instance may experience a transient connection of a few seconds. We recommend that you perform
this operation during of f-peak hours and make sure that your application can automatically
reconnect to the instance.

Afteryou enable SSL encryption for an instance, both SSL and non-SSL connections are supported.

Procedure

1.
2. Inthe left-side navigation pane, click SSL Settings.
3. Performone of the following operations.

Configure SSL encryption
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| SSL Settings @
SSL Certificate M)
Protected Address r-1u Bl iteiailall redis. rds. aliyuncs.com

SSL Certificate Validity
SSL Certificate Status

Minimum TLS version

Operation

Enable or disable
SSL encryption

Modify the earliest
TLS version
supported by the
instance

Update the CA
certificate

Download the CA
certificate

FAQ

Jul 22,2022,17:44:23
Valid

S5L

Procedure
Turn on or off SSL Certificate.

Click SSL next to Minimum TLS version, select a TLS version from the drop-
down list, and then click Save. The default value is TLSv1.

@ Note

o |If the Minimum TLS version drop-down list is unavailable, you
must update your instance to the latest minor version. For more
information, see Update the minor version.

o This operation is not supported if you use a standard master-replica
instance that runs Redis 2.8. For more information, see Standard
master-replica instances.

Click Update Validity in the upper-right corner of the page and then click OK.

The CA certificate remains valid for one year. You can click Update Validity and
then download and configure the CA certificate again. After the CA certificate is
updated, it is valid for another year.

In the upper-right corner, click Download SSL Certificate.

e Q: What do Ido if the error message "version not supported" appears?

A: You must update your instance to the latest minor version. For more information, see Update the

minor version.

e Q: What files are included in the downloaded CA certificate?

A: The downloaded CA certificate is a compressed package that consists of the following files:

o ApsarabDB-CA-Chain.p7b: imports the CA certificate into the Windows operating system.
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o ApsarabDB-CA-Chain.pem: imports the CA certificate into other operating systems such as Linux or
applications.

o ApsaraDB-CA-Chain.jks: stores truststore certificates in Java and imports the CA certificate chain
into Java applications.

SSL connection methods

e Use redis-clito connect to an ApsaraDB for Redis instance

e Use aclient to connect to an ApsaraDB for Redis instance that has SSL encryption enabled
Related API operations

Operation Description

Modifies SSL encryption configurations for an

ModifylnstanceSSL T
ApsaraDB for Redis instance.

6.5. Enable TDE

ApsaraDB for Redis provides Transparent Data Encryption (T DE), which can be used to encrypt and
decrypt Redis Database (RDB) files. You can enable TDE in the ApsaraDB for Redis console to allow the
systemto encrypt and decrypt RDB files. T his improves data security and compliance.

Prerequisites
e The instance is a performance-enhanced instance of the ApsaraDB for Redis Enhanced Edition (T air).
For more information about perf ormance-enhanced instances, see Performance-enhanced instances.

e The minor version of the instance is 1.7.1 or later. For more information about how to view and
update the minor version, see Update the minor version.

Context

TDE encrypts RDB files before they are written to disks and decrypts RDB files when they are read to the
memory from disks. TDE does not increase the sizes of RDB files. When you use TDE, you do not need to
modify your client.

Impacts

You cannot disable TDE after it is enabled. You must evaluate the impacts on your business before you
enable TDE. T ake note of the following impacts:

e AfterTDE s enabled for an instance, the instance cannot be migrated across zones. For more
information, see Migrate an instance across zones.

e After TDE is enabled for an instance, the offline key analysis feature is not supported forthe
instance. For more information, see Offline key analysis.

e After TDE is enabled for an instance, the instance cannot be converted into a child instance of a
distributed instance. For more information, see Create a distributed instance.

e After TDEis enabled for an instance, instance data cannot be migrated or synchronized by using
Data Transmission Service (DTS) or redis-shake. For more information about redis-shake and DTS, see
RedisShake and What is DTS?

Precautions
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e TDE can be enabled for aninstance but not for a key or a database.
e TDE encrypts RDB files that are written to disks, such as dump.rdb.

e Key Management Service (KMS) generates and manages the keys used by TDE. For more information

about KMS, see What is Key Management Service? ApsaraDB for Redis does not provide keys or
certificates required for encryption.

Procedure
1.
2. Inthe left-side navigation pane, click TDE Settings.
3. Turnonthe switch next to TDE Status to enable TDE.

® Note If an earlier minor version is used, the switch is dimmed. For more information about
how to view and update the minor version, see Update the minor version.

4. Inthe dialog box that appears, select Use Automatically Generated Key orUse Custom Key
and then click OK.

Select key type for enabling TDE

Enable TDE b 4

Use Automatically Generated Key (® Use Custom Key

30e ] W G

To use a customer key, first click here to create it

® Note

o The first time you enable TDE for an instance within your Alibaba Cloud
account, follow the instructions on the page to authorize the
AliyunRdsInstanceEncryptionDef aultRole role. KMS can be used only
after the authorization is complete.

o Formore information about how to create a custom key, see Create a CMK.
When the instance state changes fromModifying TDE to Running, the configurations are
complete.
Related API operations
Operation Description

. Enables TDE for an ApsaraDB for Redis instance. You can use automatically
ModifylnstanceT DE .

generated keys or existing custom keys.

DescribelnstanceT DESta

e Queries whether TDE is enabled for an ApsaraDB for Redis instance.
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Operation Description
DescribeEncryptionKeyLi Queries the custom keys that are available for an ApsaraDB for Redis instance to
st use TDE.

Queries the details of a custom key for an ApsaraDB for Redis instance to use

D ibeE tionkK
escribeEncryptionKey TDE.

CheckCloudResourceAut

horized Queries whether an ApsaraDB for Redis instance has the permissions to use KMS.

FAQ
e Q: How do I decrypt an encrypted RDB file?

A: RDB files cannot be decrypted. You can restore the file to a new instance. After the restoration is
complete, the data is automatically decrypted.

e Q: Why is the data read by clients still displayed in plaintext?

A: Only RDB files written to disks are encrypted. The data read by clients is read from memory and is
not encrypted. That is why it is displayed in plaintext.

6.6. Enable password-free access

ApsaraDB for Redis allows you to enable password-free access for instances that are deployed in a
virtual private cloud (VPC). This feature provides a secure and convenient method to connect to an
instance. After password-free access is enabled for an instance located in a VPC, clients within the
same VPC can access the instance without using a password. Meanwhile, you can still use a username
and a password to connect to the instance.

Prerequisites

The instance is deployed in a VPC.

@ Note If the network type of the instance is classic network, you must change the network
type to VPC. For more information, see Change the network type from classic networkto VPC.

Precautions

e Afteryou enable password-free access for aninstance, the default account is used to connect to
the instance. The username of the default account is the same as the instance ID, such as r-
bp1zxszhcgatnx****. The default account has read and write permissions on the instance.

e After password-free access is enabled for an instance, the systemstill prompts for a password when
you connect to the instance by using a public endpoint to enhance security.

@ Note you cannot connect to an instance by using a public endpoint, update the instance
to the latest minor version. For more information, see Update the minor version.

e By default, the #no_loose_check-whitelist-always parameter of aninstance is set to ro. T his way,
after password-free access is enabled, clients within the same VPC can directly connect to the
instance without the need to add the IP addresses of the clients to a whitelist of the instance. For
more information, see Modify parameters of aninstance.
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@ Note

o Ifthe (error) ERR illegal address error message is returned when you run commands

on an instance that has password-free access enabled, the IP address of the client that
you are using is not added to a whitelist of the instance.

You can add the IP address to a whitelist of the instance. Alternatively, you can set
#no_loose_check-whitelist-always to no. This way, the system does not check whether IP
addresses are included in instance whitelists.

o The #no_loose_check-whitelist-always parameter cannot be specified for instances that
use cloud disks. For more information, see Supported parameters.

Procedure
1.

2. Inthe upper-right corner of the Connection Information section, clickEnable Password-free
Access.

Enable password-free access

| Connection Information@ Account Management [ Enable Password-free Access @ ]

Connection Type Endpoint Port Number: Actions
Direct Connection g Apply for Endpoint
WPC Network r-bp. redis.rds.aliyuncs.com 6379 Modify Public Endpoint

Public Access Apply for Endpaint

3. Inthe panel that appears, read the prompt and click OK.

Afteryou refresh the page, the Enable Password-free Access button changes to Disable
Password-free Access. You can click t his button to disable password-free access.

@ Note I password-free access is disabled for an instance, clients that use password-free
access to connect to the instance can no longer access the instance. To allow these clients to
connect to the instance after password-free access is disabled, you must configure the clients
to use a username and a password for authentication.

Connection example
The following code shows how to connect to an instance that has password-free access enabled:

@ Note Forinformation about how to obtain the endpoint and account password of an
ApsaraDB for Redis instance, see View endpoints.

¢ redis-cli password-free logon ¢ Jedis password-free logon

redis-cli -h host -p port

// Example: redis -h r-bplOnoxlhcoim2****_ redis.rds.aliyuncs.com -p 6379
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JedisPoolConfig config = new JedisPoolConfig() ;
// Maximum number of idle connections allowed. You can set this parameter based on your
needs. Make sure that the specified value does not exceed the maximum number of connections
that the instance supports.
config.setMaxIdle (100) ;
// Maximum number of connections allowed. You can set this parameter based on your needs.
Make sure that the specified value does not exceed the maximum number of connections that
the instance supports.
config.setMaxTotal (200) ;
config.setTestOnBorrow (false) ;
config.setTestOnReturn (false);
// Replace the values of the host and port parameters with the endpoint and port number of
the instance respectively. The password parameter is not required.
String host = "r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com";
int port = 6379;
JedisPool pool = new JedisPool (config, host, port);
Jedis jedis = null;
try
{

jedis = pool.getResource () ;

/// ... do stuff here ... for example

jedis.set ("foo", "bar");

System.out.println (jedis.get ("foo")) ;

jedis.zadd("sose", 0, "car");

jedis.zadd("sose", 0, "bike");

System.out.println(jedis.zrange ("sose™, 0, -1));
}
finally
{

if (jedis != null)

{

// Close connections after each API operation is complete. To close a connection,

release the connection to the connection pool instead of destroying the connection.

jedis.close();

}
// Call only once when you exit.

pool.destroy () ;

Related API operations

Operation Description

Enables or disables password-free access for an
ModifylnstanceVpcAuthMode ApsaraDB for Redis instance that is deployed in a
VPC.

FAQ

e Q: Why doesthe WRONGPASS invalid username-password pair €rror message appear after|
enabled password-free access for an instance deployed in a VPC?
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A: This error is returned because you use a Community Edition instance that runs Redis 6.0. If you use
the instance and enter a wrong account password, the system returns this error. Enter the correct
account password or left the account password field empty.

@ Note The following section describes the password format:

o If you use the default account whose username is the same as the instance ID, you can
enter only the password.

o If you use a custom account, the account password follows the <user>:<password>
format. Example: testaccount:Rp829dlwa

6.7. Enable the release protection
feature

To prevent an instance from being released by accident, ApsaraDB for Redis provides the release
protection feature. This topic describes how to enable the feature in the ApsaraDB for Redis console.

Prerequisites

The billing method of the instance for which you want to enable the feature is pay-as-you-go.

Procedure
1.

2. Inthe Basic information section, clickSettings to the right of Instance Release Protection.

Instance Information

Basic Information Cross-zone Migration@ Major Update@ v
Instance ID: r-| Copy Instance Name: | # Status: Running
Zone: M ATAEB Metwork: VPC vpc- Maintenance Window: 02:00-06:00 Settings E|
R . S . Maximum Internal Bandwidth: 10 MBfs Temporarily

stance Type: 1 GB Master-replica VSwitch ID: vsw Adjust Bandwidth @ @

ersion: Redis 2.8 (Compatible with Redis 3.0 . - - N _ .

aximum Concurrent Connections: 10,000 Instance Release Protectio i

Features) Community Edition ! " Offf 5=t

3. Inthe Set Release Protection panel, turn on Release Protection.

4. Click OK.

@ Note Afteryou enable release protection for an instance, you cannot release the
instance in the console or by calling an APl operation. To release the instance, you must disable
the instance release protection feature first.
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7.Connection management
7.1. View endpoints

This topic describes how to view the endpoints of an ApsaraDB for Redis instance in the ApsaraDB for
Redis console. The virtual IP address (VIP) of an ApsaraDB for Redis instance may change due to
upgrades or maintenance. We recommend that you connect to an ApsaraDB for Redis instance by using
an endpoint to ensure service availability. You can view different types of endpoints in the ApsaraDB
for Redis console.

Procedure
1.

2. Inthe Connection Information section, view different types of endpoints and port numbers.

View endpoints

Connection Information @ Account Management  Enable Password-free Access @
Network Connection Type Endpoint :ﬁ:;w Actions
Retained Connection Address of the Classic NetworkExpires in 119 Days r-bp saliyuncs.com Copy 6379 Change Expiration Date
Private Endpoint @ r-bp ‘ds.aliyuncs.com Copy 6379 Release Endpoint | Modify Public Endpoint
VPC
Proxy Endpoint r-bp 6379 Modify Public Endpaint
Public Access Proxy Endpoint r-bp rdsaliyuncscom Copy 6379 Release Endpoint | Modify Public Endpoint
Note: The VIP may change during service maintenance. We recommend that you use the specified connection
strings to connect to the target instance.
Endpoint . .
P Condition Description
type
For an ApsaraDB for Redis instance that uses the cluster
architecture, you can apply for a private endpoint. You
can use the endpoint to directly access backend data
shards. This connection method is similar to the method
that is used to connect to a native Redis cluster.
Compared with the the direct connection mode reduces
] ) the response time of ApsaraDB for Redis because
Private If your instance is a cluster requests do not need to pass through proxy servers. For
instan . . .
endpoint ance,youcanapplyfora o0 information about how to enable the direct

private endpoint. connection mode, see Enable the direct connection mode.

@ Note The virtual private cloud (VPC) endpoints
of clusterinstances and read/write splitting
instances are used for the. proxy mode

proxy mode
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Endpoint - .
P Condition Description
type
AVPC is a private network dedicated to your Alibaba
Cloud account. VPCs are logically isolated from each
other at Layer 2 to provide higher security and
VPC N/A performance. When redis-cli is deployed on an Elastic
endpoint Compute Service (ECS) instance, you can connect to an

Classic
network
endpoint

Public
endpoint

When you create an
ApsaraDB for Redis instance,
you select the classic
network.

You must apply for the
endpoint.

Related information

e Connect to an ApsaraDB for Redis instance

ApsaraDB for Redis instance over a VPC to gain higher
security and reduce network latency. For more
information, see What is ECS?

Cloud services on the classic network are not isolated.
Unauthorized access can be blocked only by using
security groups or whitelists. We recommend that you
use a VPC to improve security. For more information
about how to change the network type of an ApsaraDB
for Redis instance, see Change the network type from
classic network to VPC.

If you want to connect an on-premises host to an
ApsaraDB for Redis instance over the Internet, you must
apply for a public endpoint. For more information, see
Apply for a public endpoint for an ApsaraDB for Redis
instance.

@ Note You are not charged for traffic
generated when you connect to the ApsaraDB for
Redis instance over the Internet. However, the
connection may be exposed to security risks. We
recommend that you use a VPC to improve security.

7.2. Log on to an ApsaraDB for Redis
instance by using DMS

You can connect to an ApsaraDB for Redis instance by using Data Management (DMS) without the need
to install clients. DMS allows you to visually manage ApsaraDB for Redis instances.

Context

DMS is an all-in-one data management service that supports multiple relational databases and NoSQL
databases. The service offers features such as data management, schema management, user
authorization, security audit, data trend analysis, and data tracking. For more information about DMS,

see Overview. You can use DMS to manage databases with ease. T his enhances data security, improves
management efficiency, and maximizes data value.

Limits
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DMS has limits on Redis commands. For more information, see SQL Console for Redis.
Procedure

1.

2. Inthe upper-right corner of the page, clickLog into Database.

3. Inthe DMS console to which you are redirected, configure the logon mode.

Configure the DMS logon mode

Login instance ho4
* Database type Redis W
* Instance Area China (Hangzhou) b
* Instance 1D r-bp i
* Access mode Account + password login i
* Database testaccount (]
account
* Database [ — o
password

Remember password g)

Test connection

Access mode Description

147

> Document Version: 20220711


file:///home/admin/dita-files/output/11702202/task19019028/~~163743~~

User Guide- Connection managemen

ApsaraDB for Redis ;
Access mode Description
Enter the database account and password. For more information about how to
create a database account, see Create and manage database accounts.
@ Note
o By default, an ApsaraDB for Redis instance contains a database account
Account + named after the instance ID. Example: r-bp10noxlhcoim2****. You can use
password this account for logon. The account password is set when you create the
login instance.
(recommende o |f you forget your password, you can reset it. For more information, see
d) Change or reset the password.
noSecret If you enable the password-free access for the ApsaraDB for Redis instance, you can
login log on to the instance without using passwords. For more information, see Enable
9 password-free access.

Use the password that is specified when your instance is created to log onto the
password ApsaraDB for Redis instance. The password is created for the database account that
login is named after the instance ID. If you forget the password, you can reset it. For more

information, see Change or reset the password.

4. ClickLogin.

@ Note If you do not add the IP address of the DMS server to a whitelist of the ApsaraDB
for Redis instance, a dialog box appears and prompts you to clickSet IP address whitelists.
The system creates a whitelist named ali_dms_group and adds the IP address of the DMS
server to this whitelist.

Complete logon inthe example
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@ DMS Home  DataAssets  SQLConsole  Database Development DTS  Security and Specificaions  Solution ~ OZM Enter a keyword and search al resources
= Shortcuts SQL Console Normal Data Modify Schema Design
AddInstance / Batch Entry + [y J— >
cles R G @) © Product [ DBO@r-bp  redis.rds aliyuncs.com:6379 [ 4 Samasom] v Flexible | Accol
> Logon-free Instances (23) |
Enter keyword, e QU & SaLConsole

> Instances Gonnected (1) _
= |EE=EEY  common Execution Commands v Settings  Cross-database Query
> Instances Disconnected (419)

Type  Key

3@
string  key:0000000.

string  key:0000000.
string  key:0000000.
string  key:0000000.
string  key:0000000.
string  key:0000000.
string  key:0000000.
! string  key:0000000.
sting  key:0000000.
string  key:0000000.
string  key:0000000.
string  key:0000000. © Execution History
string  key:0000000. Search for an evecution command. Percentsigns | Search || StartAt End Time =]
string  key:0000000. Start Time Database/Schema Execute Statement(Double-cick the Execute Statement to paste the Execute Statement to the field  Status Rows

string  key:0000000.
No results have been found.

string  key:0000000.

string  key:0000000.

5. Afteryourlogon, you can run Redis commands on the SQLConsole page. For example, you can run
the DBSIZE command to query the number of keys in the current database.

For more information about Redis commands supported by ApsaraDB for Redis, see Overview. For
more information about all Redis commands and their usage, visit the Redis of ficial website.

What's next
Manage ApsaraDB for Redis instances by using DMS

Related information

e Use redis-clito connect to an ApsaraDB for Redis instance

e Use aclient to connect to an ApsaraDB for Redis instance

7.3. Use redis-cli to connect to an
ApsaraDB for Redis instance

redis-cliis a built-in command line interface (CLl) that is native to Redis. You can use redis-clito connect
to an ApsaraDB for Redis instance from an Elastic Compute Service (ECS) instance or on-premises device
and manage data.

Type of network used to connect to an ApsaraDB for Redis instance
Network type Description

A virtual private cloud (VPC) is a private network dedicated to your Alibaba Cloud
account. VPCs are logically isolated from each other to provide higher security and
performance. When redis-cli is deployed on an ECS instance, you can connect redis-cli
to an ApsaraDB for Redis instance over a VPC to gain higher security and reduce
network latency. For more information, see What is ECS?

VPC
(recommended)
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Network type Description
If you want to test or manage an ApsaraDB for Redis instance from an on-premises
device, you can deploy redis-cli on the device and then connect to the ApsaraDB for
Redis instance over the Internet.
Internet )
@ Note Although you are not charged to connect to the ApsaraDB for Redis
instance over the Internet, the connection may not be secure and incur other risks.
We recommend that you use a VPC to ensure better security.
redis-cli

e redis-cliis a built-in CLI that is native to Redis. You can deploy the tool on an ECS instance or an on-
premises device by installing Redis.

@ Note Inadditionto redis-cli, you can also use Data Management (DMS) to connect to

ApsaraDB for Redis databases without the need to install a client. DMS provides a graphic user
interface for database management. For more information about DMS, see Overview. For more
information about the procedure, see Log on to an ApsaraDB for Redis instance by using DMS.

e The redis-cli version can be different from the major version of the ApsaraDB for Redis instance.

Use redis-cli in Linux

1. Install redis-cli. Skip this step if it is already installed.

i. Log onto the device on which you want to install redis-cli, such as an ECS instance or an on-
premises device.

ii. Runthe following command to download the Redis source code package:

wget https://download.redis.io/releases/redis-6.0.9.tar.gz

@ Note Redis6.0.9 is used as an example to demonstrate the operations. You can also
install other versions. For more information, visit Download.

ii. Runthe following command to decompress the Redis source code package:

tar xzf redis-6.0.9.tar.gz

=

. Runthe following command to go to the directory to which the Redis source code package is
decompressed. Then, compile and install Redis.

cd redis-6.0.9&&make

@ Note It takes two orthree minutes to compile and install Redis.

2. Performthe corresponding operations based on the redis-cliinstallation location.
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redis-cli
installation Operation
location
i. Make sure that the ECS instance and the ApsaraDB for Redis instance are
deployed in the same VPC. In this case, the same VPC ID is displayed in the Basic
Information section of the instances.
@ Note
® |f the instances are deployed in different VPCs, you can change the
VPC to which the ECS instance belongs. For more information, see
Change the VPC of an ECS instance.
® The network types of the ECS instance and the ApsaraDB for Redis
ECS instance instance may be different. For example, the ECS instance belongs
(recommended to the classic network and the ApsaraDB for Redis instance belongs
) to a VPC. For information about how to connect to an ApsaraDB for

Redis instance from an ECS instance when the instances are
deployed in different types of networks, see Connect an ECS
instance to an ApsaraDB for Redis instance in different types of
networks.

ii. Obtainthe internal IP address of the ECS instance. For more information, see
Network FAQ.

ii. Add the internal IP address of the ECS instance to a whitelist of the ApsaraDB
for Redis instance. For more information, see Configure whitelists.

i. By default, only internal endpoints are available for ApsaraDB for Redis
instances. If you want to connect to an ApsaraDB for Redis instance over the
Internet, you must apply for a public endpoint. For more information, see Apply
for a public endpoint for an ApsaraDB for Redis instance.

i. Runthe curl ipinfo.io |grep ip command on the on-premises device to obtain

On-premises its public IP address. The following figure shows a sample result.
device r GE :~# curl ipinfo.io |grep ip
% Received % Xferd Average Speed Time Time Time Current
D1l Upload Total Spent Left Speed
100 249 [¢] 0] 1272 [ R R 1270

'
" "hittps://ipinfo.io/missingauth”

ii. Add the public IP address of the on-premises device to a whitelist of the
ApsaraDB for Redis instance. For more information, see Configure whitelists.

3. Obtain the connection information and run the following command to connect to the ApsaraDB
for Redis instance:

src/redis-cli -h <hostname> -p <port> [-c]
Parameter description

Parameter Description Method to obtain the parameter value

151 > Document Version: 20220711


https://www.alibabacloud.com/help/doc-detail/25367.htm#EcsWelcome
https://www.alibabacloud.com/help/doc-detail/170670.htm#task-2526213
https://www.alibabacloud.com/help/doc-detail/196129.htm#task-2013087
https://www.alibabacloud.com/help/doc-detail/40637.htm#concept-40637-zh/section-vpl-qbg-qgb
https://www.alibabacloud.com/help/doc-detail/56464.htm#concept-lmv-qhf-vdb
https://www.alibabacloud.com/help/doc-detail/124920.htm#concept-1096127
https://www.alibabacloud.com/help/doc-detail/56464.htm#concept-lmv-qhf-vdb

User Guide- Connection managemen

ApsaraDB for Redis ;
Parameter Description Method to obtain the parameter value
o |f you connect an ECS instance to the ApsaraDB for Redis instance
over a VPC, obtain the endpoint of the ApsaraDB for Redis
The endpoint of instance in the VPC.
<hostname ]Ehe Apds.araDB o If you connect an on-premises device to the ApsaraDB for Redis
> .or Redis instance over the Internet, obtain the public endpoint of the
instance. ApsaraDB for Redis instance.
For more information, see View endpoints.
The port .
P Use the default port number 6379 or specify a custom port
number of the . ) .
<port> number. For more information, see Change the endpoint or port

ApsaraDB for
Redis instance.

Enable the
cluster mode

number of an ApsaraDB for Redis instance.

Add -c only when you connect to an ApsaraDB for Redis cluster
instance by using a private endpoint. For more information, see
Cluster master-replica instances and Enable the direct connection
mode.

The following sample command is suitable for scenarios where ApsaraDB for Redis instances are
connected by using default endpoints, such as endpoints of standard instances and proxy
endpoints of cluster instances:

src/redis-cli -h r-bplzxszhcgatnx**** redis.rds.aliyuncs.com -p 6379

The following sample command is suitable for scenarios where ApsaraDB for Redis instances are
connected by using private endpoints:

src/redis-cli -h r-bplzxszhcgatnx****.redis.rds.aliyuncs.com -p 6379 -c

4. Runthe following command to verify the password:

AUTH <password>

@ Note

If password-free access is enabled for an ApsaraDB for Redis instance, you can run

Redis commands without performing this step when you connect to the instance over a VPC.
For more information, see Enable password-free access.

<password>: the password of a specific account. The password format varies based on the
selected account. If you forget your password, you can reset it. For more information, see Change or
reset the password.

o If you use the default account whose username is the same as the instance ID, enter only the

password.

o If you use a custom account, the format of the password must be <user>:<password> .A
password in this format can also be used for default account logon. For example, if the
username of the customaccount is testaccount and the passwordis Rps29diwa , you must

enter testaccount:Rp829dlwa

Example:

as the database password.
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AUTH testaccount:Rp829dlwa

If the password succeeds, the following result is returned:

OK

@ Note Formore information about what to do if an error occurs, see Common connection
errors.

5. Afterthe verification is complete, run Redis commands. For example, run the DBSIZE command to
query the number of keys in the current database.

For more information about Redis commands supported by ApsaraDB for Redis, see Overview. For
more information about all Redis commands and their usage, visit the Redis official website.

Use redis-cli in Windows

@ Note Only 64-bit Windows operating systems are supported.

1. Install redis-cli. Skip this step if it is already installed.

i. Log onto the device on which you want to install redis-cli, such as an ECS instance or an on-
premises device.

ii. Download the Redis-x64-3.2.100.zip package.

@ Note Redis 3.2 (the latest version) is used in this example to demonstrate the
operations. You can also install other versions. For more information, visit Microsoft Archive-
Redis.

ii. Decompress the Redis-x64-3.2.100.zjp package to the directory where you want to install
Redis. The D:\Redis-x64-3.2.100 directory is used in this example.

2. Performthe corresponding operations based on the redis-cli installation location.

redis-cli
installation Operation
location

i. Make sure that the ECS instance and the ApsaraDB for Redis instance are
deployed in the same VPC. In this case, the same VPC ID is displayed in the Basic
Information section of the instances.

@ Note If the instances are deployed in different VPCs, you can
change the VPC to which the ECS instance belongs. For more information,
see Change the VPC of an ECS instance.

ECS instance
(recommended

)

ii. Obtainthe internal IP address of the ECS instance. For more information, see
Network FAQ.

ii. Add the internal IP address of the ECS instance to a whitelist of the ApsaraDB
for Redis instance. For more information, see Configure whitelists.
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redis-cli
installation Operation
location

i. By default, only internal endpoints are available for ApsaraDB for Redis
instances. If you want to connect to an ApsaraDB for Redis instance over the
Internet, you must apply for a public endpoint. For more information, see Apply

. for a public endpoint for an ApsaraDB for Redis instance.
On-premises

device i. Onthe on-premises device, visit ipinfo to obtain the public IP address of the
on-premises device.
ii. Add the public IP address of the on-premises device to a whitelist of the
ApsaraDB for Redis instance. For more information, see Configure whitelists.

3. Onthe ECS instance or on-premises device where redis-cliis installed, press Win+R to open the Run
dialog box. In the Run dialog box, enter cmd, and then click OK.
The Windows CLl is opened.

Windows CLI

4. Runthe following command to access the directory where redis-cliis installed:

cd /d <path>

<path>: the full path of the directory to which the Redlis-x64-3.2.700.zip package is
decompressed. D:\Redis-x64-3.2.100is used in this example.

Example:
cd /d D:\Redis-x64-3.2.100

5. Obtain the connection information and run the following command to connect to the ApsaraDB
for Redis instance:

redis-cli -h <hostname> -p <port> [-c]

@ Note If redis-cliis installed on PowerShell, run the following command to use redis-cli:

.\redis-cli -h <hostname> -p <port> [-c]

Parameter description

Parameter Description Method to obtain the parameter value
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Parameter

<hostname
>

<port>

Description

The endpoint of
the ApsaraDB
for Redis
instance.

The port
number of the
ApsaraDB for
Redis instance.

Enable the
cluster mode

Method to obtain the parameter value

o |f you connect an ECS instance to the ApsaraDB for Redis instance

over a VPC, obtain the endpoint of the ApsaraDB for Redis
instance in the VPC.

o If you connect an on-premises device to the ApsaraDB for Redis

instance over the Internet, obtain the public endpoint of the
ApsaraDB for Redis instance.

For more information, see View endpoints.

Use the default port number 6379 or specify a custom port
number. For more information, see Change the endpoint or port
number of an ApsaraDB for Redis instance.

Add -c only when you connect to an ApsaraDB for Redis cluster
instance by using a private endpoint. For more information, see
Cluster master-replica instances and Enable the direct connection
mode.

The following sample command is suitable for scenarios where ApsaraDB for Redis instances are
connected by using default endpoints, such as endpoints of standard instances and proxy
endpoints of cluster instances:

redis-cli -h r-bplzxszhcgatnx**** . redis.rds.aliyuncs.com -p 6379

The following sample command is suitable for scenarios where ApsaraDB for Redis instances are
connected by using private endpoints:

redis-cli -h r-bplzxszhcgatnx****.redis.rds.aliyuncs.com -p 6379 -c

AUTH <password>

@ Note

. Runthe following command to verify the password:

If password-free access is enabled for an ApsaraDB for Redis instance, you can run

Redis commands without performing this step when you connect to the instance over a VPC.
For more information, see Enable password-free access.

<password>: the password of a specific account. The password format varies based on the
selected account. If you forget your password, you can reset it. For more information, see Change or
reset the password.

o If you use the default account whose username is the same as the instance ID, enter only the

password.

o If you use a custom account, the format of the password must be <user>:<password> .For
example, if the username of the customaccount is testaccount and the passwordis Rp829d

lwa ,you must enter

Example:

testaccount:Rp829dlwa as the database password.

155

> Document Version: 20220711


https://www.alibabacloud.com/help/doc-detail/107717.htm#concept-apt-fkl-5gb
https://www.alibabacloud.com/help/doc-detail/85683.htm#concept-yyt-svt-j2b
https://www.alibabacloud.com/help/doc-detail/52228.htm#concept-tds-4mm-tdb
https://www.alibabacloud.com/help/doc-detail/146901.htm#task-2362225
https://www.alibabacloud.com/help/doc-detail/52226.htm#concept-qf3-kjh-tdb
https://www.alibabacloud.com/help/doc-detail/52228.htm#concept-tds-4mm-tdb
https://www.alibabacloud.com/help/doc-detail/146901.htm#task-2362225
https://www.alibabacloud.com/help/doc-detail/85168.htm#concept-ttq-dst-j2b
https://www.alibabacloud.com/help/doc-detail/43874.htm#concept-xqd-p2z-5db

User Guide- Connection managemen

ApsaraDB for Redis ;

AUTH testaccount:Rp829dlwa

If the password succeeds, the following result is returned:

OK

@ Note Formore information about what to do if an error occurs, see Common connection
errors.

7. Afterthe verification is complete, run Redis commands. For example, run the DBSIZE command to
query the number of keys in the current database.

For more information about Redis commands supported by ApsaraDB for Redis, see Overview. For
more information about all Redis commands and their usage, visit the Redis official website.

Common connection errors

@ Note If the minor version of your instance is outdated, the returned error message may be
misleading. We recommend that you update your instance to the latest minor version. For more
information, see Update the minor version.

Error message Cause and solution

(error) ERR illegal

address L . X . . X
A whitelist is not configured as required. For more information, see Step 2 in

i i Use redis-cli in Linux or Use redis-cli in Windows.
(error) ERR client ip

is not in whitelist

The password is invalid. Make sure that you use the correct password in a
valid format. The password format varies based on the selected account.

® |f you use the default account whose username is the same as the
instance ID, you can enter only the password.

e [f you use a custom account, the format of the password must be <use
r>:<password> .For example, if the username of the custom account is

gl (Ge) il Sk testaccount and the password is Rp829dlwa ,you must enter t
password estaccount:Rp829dlwa as the database password.

L] (error) WRONGPASS i
nvalid username-passw (:) Note
ord pair

® [f you use a management tool such as Redis Desktop Manager
(RDM) to connect to the ApsaraDB for Redis instance, enter a
password in the format of <user>:<password>

e |f you forget your password, you can reset it. For more
information, see Change or reset the password.
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7.4. Use a client to connect to an
ApsaraDB for Redis instance

ApsaraDB for Redis is fully compatible with open source Redis. You can connect to an ApsaraDB for
Redis instance in the same way as you connect to open source Redis. Therefore, you can use a client
that is compatible with the Redis protocol to connect to an ApsaraDB for Redis instance. You can
connect to an ApsaraDB for Redis instance by using clients of different programming languages.

Prerequisites

The operations listed in the following table are performed based on the type of host on which the
client is deployed.

Host Operation

1. Make sure that the Elastic Compute Service (ECS) instance and the ApsaraDB for
Redis instance belong to the same virtual private cloud (VPC). If the VPC IDs of
these two instances are the same, the instances belong to the same VPC.

@ Note

o |If the instances are deployed in different VPCs, you can change the VPC
to which the ECS instance belongs. For more information, see Change
the VPC of an ECS instance.

o The network types of the ECS instance and the ApsaraDB for Redis
ECS instance instance may be different. For example, the ECS instance belongs to
(recommended) the classic network and the ApsaraDB for Redis instance belongs to a
VPC. For information about how to connect to an ApsaraDB for Redis
instance from an ECS instance when the instances are deployed in
different network types, see Connect an ECS instance to an ApsaraDB
for Redis instance in different types of networks.

2. Obtain the internal IP address of the ECS instance. For more information, see
Network FAQ.

3. Add the internal IP address of the ECS instance to a whitelist of the ApsaraDB for
Redis instance. For more information, see Configure whitelists.
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Host Operation

1. By default, only internal endpoints are available for ApsaraDB for Redis instances. If
you want to connect to an ApsaraDB for Redis instance over the Internet, you must
apply for a public endpoint. For more information, see Apply for a public endpoint
for an ApsaraDB for Redis instance.

2. Runthe curl ipinfo.io |grep ip command on your on-premises device to obtain its
public IP address. The following figure shows a sample command output.

root@: :~# curl ipinfo.io |grep ip
. % Total % Received % Xferd Average Speed Time Time Time Current
On-premises Dload Upload Total Spent Left Sp
device I g 249 0 0] 1272 O --r--1-- --ro-ro- ooro-r--

'
"readme”: "hitps://ipinfo.io/missingauth”

@ Note If your on-premises device runs a Windows operating system, visit
ipinfo to obtain the public IP address.

3. Add the public IP address of your on-premises device to a whitelist of the ApsaraDB
for Redis instance. For more information, see Configure whitelists.

Precautions

By default, cluster or read/write splitting instances run in proxy mode. In this mode, you can access an
ApsaraDB for Redis instance by using the endpoint of a proxy node in the instance in the same way as
you access an ApsaraDB for Redis standard instance. For more information about cluster and
read/write splitting instances, see Cluster master-replica instances or Read/write splitting instances.

@ Note If you use a private endpoint to connect to an ApsaraDB for Redis instance, you can
connect to the instance in the same way as you connect to an open source Redis cluster. For
more information about private endpoints, see Enable the direct connection mode.

If password-free access is enabled for an ApsaraDB for Redis instance deployed in a VPC, a client in
the same VPC as the instance can connect to the instance without using passwords. For more
information, see Enable password-free access.

Obtain connection information

When you use a client to connect to an ApsaraDB for Redis instance, you must obtain the connection
information described in the following table and specify the information in the code.

ltem Description

ApsaraDB for Redis instances support multiple endpoint types. We recommend that
Instance endpoint you use VPCs for higher security and lower network latency. For more information,
see View endpoints.

The default port number is 6379. You can also use a custom port number. For more
Port number information, see Change the endpoint or port number of an ApsaraDB for Redis
instance.
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ltem Description
Instance account By default, an ApsaraDB for Redis instance has a database account that is named
(this information is after the instance ID. Example: r-bp10noxlhcoim2****. You can create another
optional for specific database account and grant the required permissions to the account. For more
clients) information, see Create and manage database accounts.

The password format varies with the selected account:

® [f you use the default account whose username is the same as the instance ID,
enter only the password.

e [f you use a custom account, enter a password inthe <user>:<password>
format. For example, if the username of the custom account is testaccount
and the password is Rp829dlwa ,you must enter testaccount:Rp829dlwa
as the database password.

Password

@ Note

e [f you use a management tool such as Redis Desktop Manager (RDM) to
connect to the ApsaraDB for Redis instance, enter a password in the
format of <user>:<password>

e |f you forget your password, you can reset it. For more information, see
Change or reset the password.

Common types of clients

For information about all types of clients supported by Redis, see Clients.
e Jedis client

e Tairjedis (for ApsaraDB for Redis Enhanced Edition (T air))
e PhpRedis client

e redis-py client

e CorC++ client

e .NET client

e node-redis client

e (# client StackExchange.Redis

e go-redis client

e |ettuce client (not recommended)

Jedis client

@ Note We recommend that you select the TairJedis client if you use a perf ormance-enhanced
instance of the ApsaraDB for Redis Enhanced Edition (T air). For more information about
performance-enhanced instances, see Performance-enhanced instances.

1. Download and install the Jedis client. For more information, visit Getting started.

2. Select a connection method based on your business requirements.

159 > Document Version: 20220711


https://www.alibabacloud.com/help/doc-detail/92665.htm#task-kth-pr4-hfb
https://www.alibabacloud.com/help/doc-detail/43874.htm#concept-xqd-p2z-5db
http://redis.io/clients
https://www.alibabacloud.com/help/doc-detail/145957.htm#concept-2352921
https://www.alibabacloud.com/help/doc-detail/126164.htm#concept-1254543
https://github.com/redis/jedis/wiki/Getting-started

User Guide- Connection managemen

ApsaraDB for Redis ;

i. Start the Eclipse client, create a project, and then add the following dependency to the pom
file:

<dependency>
<groupld>redis.clients</groupId>
<artifactId>jedis</artifactId>
<version>Latest non-RC version</version>
<type>jar</type>
<scope>compile</scope>

</dependency>

@ Note Forinformation about the latest version of the Jedis client, go to the Releases
page.

ii. Enterthe following code inthe project based on the Jedis client version and modify the code
based on the comments.

@ Note Forinformation about how to obtain the endpoint of the ApsaraDB for Redis
instance and the password of the instance account, see Obtain connection information.

¢ Jedis client of the latest version ¢ Jedis 2.4.0 and earlier ¢ A single connection to ApsaraDB
for Redis from Jedis (not recommended because the connection cannot be restored if it times
out)
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JedisPoolConfig config = new JedisPoolConfig() ;
// Specify the maximum number of idle connections based on your business needs. The
value cannot exceed the maximum number of connections supported by the ApsaraDB for
Redis instance.
config.setMaxIdle (200) ;
// Specify the maximum number of connections based on your business needs. The
value cannot exceed the maximum number of connections supported by the ApsaraDB for
Redis instance.
config.setMaxTotal (300) ;
config.setTestOnBorrow (false) ;
config.setTestOnReturn (false) ;
// Replace the values of the host and password parameters with the endpoint of the
ApsaraDB for Redis instance and the password of the instance account.
String host = "r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com";
String password = "testaccount:Rp829dlwa";
JedisPool pool = new JedisPool (config, host, 6379, 3000, password);
Jedis jedis = null;
try
{
jedis = pool.getResource () ;
/// ... do stuff here ... for example
jedis.set ("foo", "bar");
System.out.println (jedis.get ("foo")) ;
jedis.zadd("sose", 0, "car");
jedis.zadd ("sose", 0, "bike");
System.out.println (jedis.zrange ("sose", 0, -1));
}
finally
{
if (jedis != null)
{

jedis.close() ;

}
/// ... when closing your application:

pool.destroy() ;
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JedisPoolConfig config = new JedisPoolConfig() ;
// Specify the maximum number of idle connections based on your business needs. The
value cannot exceed the maximum number of connections supported by the ApsaraDB for
Redis instance.
config.setMaxIdle (200) ;
// Specify the maximum number of connections based on your business needs. The
value cannot exceed the maximum number of connections supported by the ApsaraDB for
Redis instance.
config.setMaxTotal (300) ;
config.setTestOnBorrow (false) ;
config.setTestOnReturn (false) ;
// Replace the values of the host and password parameters with the endpoint of the
ApsaraDB for Redis instance and the password of the instance account.
String host = "r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com";
String password = "testaccount:Rp829dlwa";
JedisPool pool = new JedisPool (config, host, 6379, 3000, password);
Jedis jedis = null;
boolean broken = false;
try
{
jedis = pool.getResource () ;
/// ... do stuff here ... for example
jedis.set ("foo", "bar");
String foobar = jedis.get ("foo");
jedis.zadd ("sose", 0, "car");
jedis.zadd("sose", 0, "bike");
Set < String > sose = jedis.zrange ("sose", 0, -1);
}
catch (Exception e)
{
broken = true;
}
finally
{
if (broken)
{
pool.returnBrokenResource (jedis) ;
}
else if(jedis != null)
{

pool.returnResource (jedis) ;
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import redis.clients.jedis.Jedis;
public class jedistest {
public static void main(String[] args) {
try {
String host = "r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com";// Specify the
endpoint of the ApsaraDB for Redis instance.
int port = 6379;
Jedis jedis = new Jedis (host, port);
//Specify the authentication information.
jedis.auth ("password") ; //password
String key = "redis";
String value = "aliyun-redis";
//Select a database. Default value: 0.
jedis.select (1) ;
//Specify a key.
jedis.set (key, value);
System.out.println("Set Key " + key + " Value: " + value);
//Obtain the configured key and value.
String getvalue = jedis.get (key) ;
System.out.println("Get Key " + key + " ReturnValue: " + getvalue);

}

jedis.quit () ;
jedis.close();

catch (Exception e) {

}
}

3. Runthe project. Eclipse may return the following result. The result indicates that the client is

e.printStackTrace () ;

connected to the ApsaraDB for Redis instance.

bar
[bike, car]
warning If specific invalid parameters are set or some features are not properly used, errors

may occur. For more information about how to troubleshoot errors, see Common Jedis exceptions in

ApsaraDB for Redis.

TairJedis client

TairJedis is an ApsaraDB for Redis client that is developed by Alibaba Cloud based on the Jedis client.
TairJedis supports the features of Jedis and ApsaraDB for Redis Enhanced Edition (T air). For example,
TairJedis supports the Tair commands of Tair data structures. For more information, see Extended data
structures of ApsaraDB for Redis Enhanced Edition (T air) and Commands supported by extended data structures

of ApsaraDB for Redis Enhanced Edition (T air).

@ Note

For information about how to obtain the endpoint of the ApsaraDB for Redis instance

and the password of the instance account, see Obtain connection information.

For more information, visit alibabacloud-tairjedis-sdk.
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PhpRedis client

1. Download and install the PhpRedis client. For more information, visit phpredis.

2. Enterthe following code in a PHP editor and modify the code based on the comments:

® Note

o Forinformation about how to obtain the endpoint of the ApsaraDB for Redis instance
and the password of the instance account, see Obtain connection information.

o If you use a performance-enhanced instance of the ApsaraDB for Redis Enhanced
Edition (T air), you can click the preceding Code for ApsaraDB for Redis Enhanced
Edition (T air) instances tab to view the example on how to use the TairString data
structure. For more information about performance-enhanced instances, see
Performance-enhanced instances. For more information about the data structures, see
Commands supported by extended data structures of ApsaraDB for Redis Enhanced
Edition (T air).

¢ Code forregular ApsaraDB for Redis instances ¢ Code for ApsaraDB for Redis Enhanced Edition
(T air) instances

<?php
/* Replace the values of the host and port parameters with the endpoint and port
number of the ApsaraDB for Redis instance. */
Shost = "r-bplOnoxlhcoim2**** . redis.rds.aliyuncs.com";
Sport = 6379;
/* Replace the values of the user and pwd parameters with the username and password of
the instance account. */
Suser = "testaccount";
$pwd = "Rp829dlwa";
Sredis = new Redis();
if ($redis->connect ($host, $port) == false) {
die ($redis->getLastError()) ;
}
if ($redis->auth ($pwd) == false) {
die ($redis->getLastError()) ;
}
/* You can perform operations on the instance after the connection is established.
For example, you can run the following code to call the set and get methods. */
if (Sredis->set ("foo", "bar") == false) {
die (Sredis->getLastError());
}
Svalue = Sredis->get ("foo");
echo $value;
?>
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<?php
/* Replace the values of the host and port parameters with the endpoint and port
number of the ApsaraDB for Redis instance. */
Shost = "r-bplOnoxlhcoim2**** . redis.rds.aliyuncs.com";
Sport = 6379;
/* Replace the values of the user and pwd parameters with the username and password of
the instance account. */
Suser = "test username";
Spwd = "password";
Sredis = new Redis();
if ($redis->connect (S$host, $port) == false) {
die ($redis->getLastError()) ;
}
if ($redis->auth ($pwd) == false) {
die ($redis->getLastError()) ;
}
/* You can perform operations on the instance after the connection is established.
For example, you can run the following code to use the TairString data structure. */
if (Sredis->set ("foo", "bar") == false) {
die (Sredis->getLastError());
}
/* Returns: 1 */
Sredis->rawCommand ("CAS", "foo", "bar", "bzz");
/* Returns: 1 */
Sredis->rawCommand ("CAD", "foo", "bzz");
/* Returns: OK */
Sredis->rawCommand ("EXSET", "foo", "200", "VER", "1");
/* ERR update version is stale */
$redis->rawCommand ("EXSET", "foo", "300", "VER", "10");

/* Returns : ["OK", " ", VERSION] */
Sredis->rawCommand ("EXCAS", "foo", "300", "1");
2>

3. Runthe preceding code to connect to the ApsaraDB for Redis instance.

For more information, visit phpredis.

(@ Note Formore information about how to troubleshoot the cannot assign requested
address error when this error is returned to the client, see The "Cannot assign requested address"
error occurs when short-lived connections are used to access ApsaraDB for Redis.

redis-py client

1. Download and install the redis-py client. For more information, visit redis-py.

2. Enterthe following code in Python 2 and modify the code based on the comments:
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@ Note

o Forinformation about how to obtain the endpoint of the ApsaraDB for Redis instance
and the password of the instance account, see Obtain connection information.

o If you use a performance-enhanced instance of the ApsaraDB for Redis Enhanced
Edition (T air), you can click the preceding Code for ApsaraDB for Redis Enhanced
Edition (T air) instances tab to view the example on how to use the TairString data
structure. For more information about performance-enhanced instances, see
Performance-enhanced instances. For more information about the data structures, see
Commands supported by extended data structures of ApsaraDB for Redis Enhanced
Edition (T air).

¢ Code forregular ApsaraDB for Redis instances ¢ Code for ApsaraDB for Redis Enhanced Edition
(T air) instances

#!/usr/bin/env python

#-*- coding: utf-8 -*-

import redis

# Replace the values of the host and port parameters with the endpoint and port number
of the ApsaraDB for Redis instance.

host = '"r-bplOnoxlhcoim2**** . redis.rds.aliyuncs.com'

port = 6379

# Replace the value of the pwd parameter with the password of the instance account.
pwd = 'testaccount:Rp829dlwa’

r = redis.StrictRedis (host=host, port=port, password=pwd)

# You can perform operations on the instance after the connection is established. For
example, you can run the following code to call the set and get methods.

r.set('foo', 'bar');

print r.get('foo')

#!/usr/bin/env python
ii=%= gocimgs WEE=H =%=
import redis
# Replace the values of the host and port parameters with the endpoint and port number
of the ApsaraDB for Redis instance.
host = 'r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com'
port = 6379
# Replace the value of the pwd parameter with the password of the instance account.
pwd = 'testaccount:Rp829dlwa'
r = redis.StrictRedis (host=host, port=port, password=pwd)
# You can perform operations on the instance after the connection is established. For
example, you can run the following code to use the TairString data structure.
print (r.execute command ('CAS foo bar bzz'))
print (r.execute command('CAD foo bzz'))
print (r.execute command ('EXSET foo 200 VER 1'))
try:
r.execute command ('EXSET foo 300 VER 10'")
except:
print ("The attached version is different from the server version, the operation
will fail. ")
print (r.execute command ('EXCAS foo 300 1'"))
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3. Runthe preceding code to connect to the ApsaraDB for Redis instance.

Spring Data Redis client

1. Download and install the Spring Data Redis client

2. Enterthe following code in a Spring Data Redis editor and modify the code based on the
comments:

® Note

o Forinformation about how to obtain the endpoint of the ApsaraDB for Redis instance
and the password of the instance account, see Obtain connection information.

o By default, Spring Data Redis 2.0 and later use Lettuce as the driver. If you want to
switch over to Jedis, you must exclude the Lettuce dependency and add the Jedis
dependency. Example:

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-data-redis</artifactId>
<exclusions>
<exclusion>
<artifactId>lettuce-core</artifactId>
<groupId>io.lettuce</groupId>
</exclusion>
</exclusions>
</dependency>
<dependency>
<groupId>redis.clients</groupId>
<artifactId>jedis</artifactId>
<version>Latest non-RC version</version>

</dependency>

¢ Spring Data Redis With Jedis (recommended) ¢ Spring Data Redis With Lettuce (not
recommended)
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@Bean
JedisConnectionFactory redisConnectionFactory () {
RedisStandaloneConfiguration config = new RedisStandaloneConfiguration ("host",
port) ;

JedisPoolConfig jedisPoolConfig = new JedisPoolConfig() ;

// Specify the maximum number of connections based on your business needs. The
value cannot exceed the maximum number of connections supported by the ApsaraDB for
Redis instance.

jedisPoolConfig.setMaxTotal (30) ;

//Specify the maximum number of idle connections based on your business needs.
The value cannot exceed the maximum number of connections supported by the ApsaraDB for
Redis instance.

jedisPoolConfig.setMaxIdle (20) ;

// Close testOn[Borrow|Return] to prevent additional PING commands from being
generated.

jedisPoolConfig.setTestOnBorrow (false) ;

jedisPoolConfig.setTestOnReturn (false) ;

JedisClientConfiguration jedisClientConfiguration =
JedisClientConfiguration.builder () .usePooling () .poolConfig(
jedisPoolConfig) .build() ;

return new JedisConnectionFactory(config, jedisClientConfiguration);

@Bean
LettuceConnectionFactory redisConnectionFactory () {
RedisStandaloneConfiguration config = new RedisStandaloneConfiguration ("host",
6379) ;

return new LettuceConnectionFactory (config);

3. Runthe preceding code to connect to the ApsaraDB for Redis instance.

For more information, visit Spring Data Redis.

C or C++ client

1. Runthe following commands to download, compile, and install the C client:

git clone https://github.com/redis/hiredis.git
cd hiredis
make

sudo make install

2. Enterthe following code in a Cor C ++ editor and modify the code based on the comments:
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@ Note

o Forinformation about how to obtain the endpoint of the ApsaraDB for Redis instance
and the password of the instance account, see Obtain connection information.

o If you use a performance-enhanced instance of the ApsaraDB for Redis Enhanced
Edition (T air), you can click the preceding Code for ApsaraDB for Redis Enhanced
Edition (T air) instances tab to view the example on how to use the TairString data
structure. For more information about performance-enhanced instances, see
Performance-enhanced instances. For more information about the data structures, see
Commands supported by extended data structures of ApsaraDB for Redis Enhanced
Edition (T air).

¢ Code forregular ApsaraDB for Redis instances ¢ Code for ApsaraDB for Redis Enhanced Edition
(T air) instances

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <hiredis.h>
int main(int argc, char **argv) {
unsigned int j;
redisContext *c;
redisReply *reply;
if (argc < 4) {
printf ("Usage: example r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com 6379
instance id password\n");
exit (0) ;
}
const char *hostname = argv[l];
const int port = atoi(argv([2]);
const char *instance id = argv[3];
const char *password = argv[4];
struct timeval timeout = { 1, 500000 }; // 1.5 seconds
c = redisConnectWithTimeout (hostname, port, timeout);
if (¢ == NULL || c->err) {
if (c) |
printf ("Connection error: %s\n", c->errstr);
redisFree (c) ;
} else {
printf ("Connection error: can't allocate redis context\n");
}
exit (1) ;
}
/* RAUTH */
reply = redisCommand(c, "AUTH %s", password);
printf ("AUTH: %s\n", reply->str);
freeReplyObject (reply) ;
/* PING server */
reply = redisCommand (c, "PING") ;
printf ("PING: %$s\n", reply->str);
freeReplyObject (reply) ;
/* Set a key */
reply = redisCommand (c,"SET %$s %s", "foo", "hello world");
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printf ("SET: %$s\n", reply->str);
freeReplyObject (reply) ;
/* Set a key using binary safe API */
reply = redisCommand(c,"SET %b %b", "bar", (size t) 3, "hello", (size t) 5);
printf ("SET (binary API): %$s\n", reply->str);
freeReplyObject (reply) ;
/* Try a GET and two INCR */
reply = redisCommand (c, "GET foo");
printf ("GET foo: %s\n", reply->str);
freeReplyObject (reply) ;
reply = redisCommand (c, "INCR counter");
printf ("INCR counter: $11d\n", reply->integer);
freeReplyObject (reply) ;
/* again ... */
reply = redisCommand (c, "INCR counter");
printf ("INCR counter: %11d\n", reply->integer) ;
freeReplyObject (reply) ;
/* Create a list of numbers, from 0 to 9 */
reply = redisCommand (c,"DEL mylist");
freeReplyObject (reply) ;
for (j = 0; j < 10; j++) {
char buf[64];
snprintf (buf, 64,"%d",Jj);
reply = redisCommand (c,"LPUSH mylist element-%s", buf);
freeReplyObject (reply) ;
}
/* Let's check what we have inside the list */
reply = redisCommand (c, "LRANGE mylist 0 -1");
if (reply->type == REDIS REPLY ARRAY) ({
for (j = 0; j < reply->elements; j++) {
printf ("$u) %$s\n", j, reply->element[j]->str);
}
}
freeReplyObject (reply) ;
/* Disconnects and frees the context */
redisFree (c) ;

return 0;

#include <iostream>

#include <string>

#include <string.h>

#include <hiredis/hiredis.h>

using namespace std;

int main(int argc, char **argv) {
unsigned int j;
redisContext *c;
redisReply *reply;
if (argc < 3) {
printf ("Usage: example r-bplOnoxlhcoim2**** . redis.rds.aliyuncs.com 6379
password\n") ;
exit (0);
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const char *hostname = argv[l];
const int port = atoi (argv[2]);
const char *password = argv[3];
struct timeval timeout = { 1, 500000 }; // 1.5 seconds
c = redisConnectWithTimeout (hostname, port, timeout);
if (¢ == NULL || c->err) {
if (c) |
printf ("Connection error: %s\n", c->errstr);

redisFree (c) ;

} else {
printf ("Connection error: can't allocate redis context\n");
}
exit (1) ;
}
/* AUTH */
reply = (redisReply *)redisCommand(c, "AUTH %s", password);

printf ("AUTH: %s\n", reply->str);
freeReplyObject (reply) ;

/* PING server */

reply = (redisReply *)redisCommand (c, "PING") ;
printf ("PING: %$s\n", reply->str);
freeReplyObject (reply) ;

/* The following code provides an example on how to use the TairString data

structure. */

reply = (redisReply *)redisCommand(c,"SET foo bar");
printf ("SET: %s\n", reply->str);
freeReplyObject (reply) ;

reply = (redisReply *)redisCommand(c,"CAS foo bar bzz");
printf ("CAS: %11d\n", reply->integer);
freeReplyObject (reply) ;

reply = (redisReply *)redisCommand(c,"CAD foo bzz");
printf ("CAD: %$11d\n", reply->integer);
freeReplyObject (reply) ;

/* TairString exstrtype */

reply = (redisReply *)redisCommand (c,"EXSET foo 200 VER 1");
printf ("EXSET: %s\n", reply->str);

freeReplyObject (reply) ;

/* The attached version is different from the server version, the operation will

fail */

reply = (redisReply *)redisCommand (c,"EXSET foo 300 VER 10");
printf ("EXSET: %s\n", reply->str);
freeReplyObject (reply) ;

/* Compare the specified version to update the value, and the update is successful
when the version in the engine is the same as the specified one */

reply = (redisReply *)redisCommand (c,"EXCAS foo 300 1");

if (reply->type == REDIS REPLY ARRAY) {

/* ["OK", "", version], The middle value is an empty string, meaningless when
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successful */
for (j = 0; j < reply->elements; j++) {
printf ("$u) %$s\n", j, reply->element[j]->str);

}
freeReplyObject (reply) ;

/* Disconnects and frees the context */
redisFree (c);
return 0;

}

3. Compile the code.

gcc -o example -g example.c -I /usr/local/include/hiredis -lhiredis

4. Performatest run and connect to the ApsaraDB for Redis instance.

example r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com 6379 instance id password

.NET client

warning If you need to switch overto orselect a database from multiple databases in a
cluster instance or read/write splitting instance, you must set the cluster_compat_enable
parameterto 0to disable the support forthe cluster syntax of open source Redis, and restart the
client. Otherwise, the following error message is returned: Multiple databases are not supported
on this server; cannot switch to database .FOrmore information, see Modify parameters of an
instance.

1. Runthe following command to download the .NET client:

git clone https://github.com/ServiceStack/ServiceStack.Redis

2. Create a .NET project inthe .NET client.

3. Add areference. The referenced file is stored in the library file directory
ServiceStack.Redis/lib/tests.

4. Enterthe following code in the .NET project and modify the code based on the comments. For
more information, visit ServiceSt ack.Redis.

@ Note

o Forinformation about how to obtain the endpoint of the ApsaraDB for Redis instance
and the password of the instance account, see Obtain connection information.

o If you use a performance-enhanced instance of the ApsaraDB for Redis Enhanced
Edition (T air), you can click the preceding Code for ApsaraDB for Redis Enhanced
Edition (T air) instances tab to view the example on how to use the TairString data
structure. For more information about performance-enhanced instances, see
Performance-enhanced instances. For more information about the data structures, see
Commands supported by extended data structures of ApsaraDB for Redis Enhanced
Edition (T air).

¢ Code forregular ApsaraDB for Redis instances ¢ Code for ApsaraDB for Redis Enhanced Edition
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(T air) instances

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using System.Threading.Tasks;

using ServiceStack.Redis;

namespace ServiceStack.Redis.Tests
{
class Program
{
public static void RedisClientTest ()
{
// Replace the value of the host parameter with the endpoint of the ApsaraDB
for Redis instance.
string host = "r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com";
// Replace the value of the password parameter with the password of the
instance account.
string password = "testaccount:Rp829dlwa";
RedisClient redisClient = new RedisClient (host, 6379, password);
string key = "test-aliyun";
string value = "test-aliyun-value";
redisClient.Set (key, value);
string listKey = "test-aliyun-list";
System.Console.WriteLine ("set key " + key + " value " + value);
string getValue =
System.Text.Encoding.Default.GetString (redisClient.Get (key)) ;
System.Console.WriteLine ("get key " + getValue);
System.Console.Read() ;
}
public static void RedisPoolClientTest ()
{
string[] testReadWriteHosts = new[] {
"redis://password@127.0.0.1:6379"/*redis:// Specify a password in the format
of Password@Endpoint:Port number */
bi
RedisConfig.VerifyMasterConnections = false;// This parameter is required.
PooledRedisClientManager redisPoolManager = new PooledRedisClientManager (10/*Number of
connection pools*/, 10/*Timeout period of connection pools*/, testReadWriteHosts);
for (int 1 = 0; 1 < 100; i++){
IRedisClient redisClient = redisPoolManager.GetClient();// Create a client
object.
RedisNativeClient redisNativeClient = (RedisNativeClient)redisClient;
redisNativeClient.Client = null;// ApsaraDB for Redis does not support the
CLIENT SETNAME command. Set the client object to null.
try
{
string key = "test-aliyunllll";
string value = "test-aliyun-valuellll";
redisClient.Set (key, value);
string listKey = "test-aliyun-list";
redisClient.AddItemToList (listKey, value) ;
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System.console.writeLlne ("Set Key " + Key + " value " + value);
string getValue = redisClient.GetValue (key) ;
System.Console.WriteLine ("get key " + getValue);
redisClient.Dispose();//

}catch (Exception e)

{

System.Console.WritelLine (e.Message) ;

System.Console.Read() ;

}

static void Main(string[] args)

{
// Use the single-connection mode.
RedisClientTest () ;
// Use the connection pool mode.
RedisPoolClientTest () ;
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using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using System.Threading.Tasks;

using ServiceStack.Redis;

namespace NetTestRedis {
class Program {
public static void RedisClientTest () {
// Replace the value of the host parameter with the endpoint of the ApsaraDB
for Redis instance.
string host = "r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com";
// Replace the value of the password parameter with the password of the
instance account.
string password = "testaccount:Rp829dlwa";
RedisClient redisClient = new RedisClient (host, 6379, password);

// The following code provides an example on how to use the TairString data structure.

System.Console.WriteLine ("set : " + redisClient.Custom("set", "foo",
"bal") .Text) ;

System.Console.WriteLine ("CAS : " + redisClient.Custom("CAS", "foo", "bal",
"bzz") .Text) ;

System.Console.WriteLine ("CAD : " + redisClient.Custom("CAD", "foo",
"bzz") .Text) ;

System.Console.WriteLine ("EXSET : " + redisClient.Custom ("EXSET", "foo", "200",
"VER", "1").Text);

try {

System.Console.WriteLine ("EXSET : " + redisClient.Custom ("EXSET", "foo",

"300", "VER", "10").Text);
} catch (Exception ex) {
Console.WriteLine ("ERR : " + ex.ToString());
}
var ret = redisClient.Custom ("EXCAS", "foo", "300", "1");
Console.Write ("EXCAS : [");
var values = ret.GetResults();
// ["OK", "", version], The middle value is an empty string, meaningless when
successful.
foreach (string item in values) {
Console.Write(item + " ");
}
Console.Write ("]");
}
static void Main(string[] args) {
// Use the single-connection mode.
RedisClientTest () ;

node-redis client

1.

Download and install the node-redis client.

175

> Document Version: 20220711

ApsaraDB for Redis



User Guide- Connection managemen

ApsaraDB for Redis ;

npm install hiredis redis

2. Enterthe following code in the node-redis client and modify the code based on the comments:

® Note

o Forinformation about how to obtain the endpoint of the ApsaraDB for Redis instance
and the password of the instance account, see Obtain connection information.

o If you use a performance-enhanced instance of the ApsaraDB for Redis Enhanced
Edition (T air), you can click the preceding Code for ApsaraDB for Redis Enhanced
Edition (T air) instances tab to view the example on how to use the TairString data
structure. For more information about performance-enhanced instances, see
Performance-enhanced instances. For more information about the data structures, see
Commands supported by extended data structures of ApsaraDB for Redis Enhanced
Edition (T air).

¢ Code forregular ApsaraDB for Redis instances ¢ Code for ApsaraDB for Redis Enhanced Edition
(T air) instances

var redis = require ("redis"),

// Specify the port number and endpoint of the ApsaraDB for Redis instance.
client = redis.createClient (6379, "r-bplOnoxlhcoim2**** . redis.rds.aliyuncs.com",
{detect buffers: true});

// Specify the password of the instance account.

client.auth ("testaccount:Rp829dlwa", redis.print)

// Write data to the instance.

client.set ("key", "OK");

// Query data from the ApsaraDB for Redis instance. The returned data is of the STRING
type.

client.get ("key", function (err, reply) {

console.log(reply.toString()); // print "OK®

}):

// If the input parameter is a buffer, the returned value is also a buffer.
client.get (new Buffer ("key"), function (err, reply) {
console.log(reply.toString()); // print “<Buffer 4f 4b>"

1)

client.quit();

var redis = require ("redis");

// Replace the values of the host and port parameters with the endpoint and port number
of the ApsaraDB for Redis instance.

var client = redis.createClient ({host : 'r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com',
port : 6379});

// Specify the password of the instance account.

client.auth ("testaccount:Rp829dlwa", redis.print)

client.set ("foo", "bar");
client.get ("foo", function (err, reply) {
if (err) {
console.log(err);
} else {
console.log(reply.toString()); // print “OK"
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}) i
// If the input parameter is a buffer, the returned value is also a buffer.
client.get (new Buffer ("foo"), function (err, reply) {
if (err) {
console.log (err) ;
} else {

console.log(reply.toString()); // print "<Buffer 4f 4b>"

});

// The following code provides an example on how to use the TairString data structure.
client.sendCommand ('CAS', ['foo', 'bar', 'bzz'], function (err, reply) {
if (err) {
console.log (err) ;
} else {

console.log ('CAS : %s', reply.toString()):

});

client.sendCommand ('CAD', ['foo', 'bzz'], function (err, reply) {
if (err) {
console.log (err);
} else {
console.log ('CAD : %s', reply.toString()):

1) ;

client.sendCommand ('EXSET', ['foo', '200', 'VER', 'l'], function (err, reply) {
if (err) {
console.log (err) ;
} else {

console.log ('EXSET : %s', reply.toString()):;

});

client.sendCommand ('EXSET', ['foo', '300', 'VER', '10'], function (err, reply) {
if (err) {
console.log (err) ;
} else {

console.log ("EXSET : %s', reply.toString()):

});

client.sendCommand ('EXCAS', ['foo', '300', 'l'], function (err, reply) {
if (err) {
console.log (err);
} else {
console.log ('EXCAS : %s', reply.toString()); // print ‘<Buffer 4f 4b>"

1) i
client.quit();

3. Runthe preceding code to connect to the ApsaraDB for Redis instance.
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C# client StackExchange.Redis

n warning If you need to switch or select a database from multiple databases in a cluster
instance or read/write splitting instance, you must set the cluster compat_enable parameterto 0
to disable the support forthe cluster syntax of open source Redis, and then restart the client.
Otherwise, the following error message is returned: RedisCommandException: Multiple databases
are not supported on this server; cannot switch to database: 1 .Forrnoreinfornuﬂion,see
Modify parameters of an instance.

1. Download and install the StackExchange.Redis client.

2. Enterthe following code in the client and modify the code based on the comments:

® Note

o Forinformation about how to obtain the endpoint of the ApsaraDB for Redis instance
and the password of the instance account, see Obtain connection information.

o If you use a performance-enhanced instance of the ApsaraDB for Redis Enhanced
Edition (T air), you can click the preceding Code for ApsaraDB for Redis Enhanced
Edition (T air) instances tab to view the example on how to use the TairString data
structure. For more information about performance-enhanced instances, see
Performance-enhanced instances. For more information about the data structures, see
Commands supported by extended data structures of ApsaraDB for Redis Enhanced
Edition (T air).

o ConfigurationOptions is a core object of the StackExchange.Redis client.
ConfigurationOptions is shared and reused by the client. The singleton pattern is
recommended. For more information about parameter settings, see Configuration
Options.

o GetDatabase() returns a lightweight object. You can obtain this object fromthe
ConnectionMultiplexer object.

redisConn = getRedisConn () ;

var db = redisConn.GetDatabase () ;

¢ Code forregular ApsaraDB for Redis instances ¢ Code for ApsaraDB for Redis Enhanced Edition
(T air) instances
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using StackExchange.Redis;

// Specify the endpoint, port number, and password of the ApsaraDB for Redis instance.
private static ConfigurationOptions configurationOptions =
ConfigurationOptions.Parse ("r-

bplOnoxlhcoim2**** redis.rds.aliyuncs.com:6379,password=testaccount:Rp829dlwa, connectTime

//the lock for singleton
private static readonly object Locker = new object();
//singleton
private static ConnectionMultiplexer redisConn;
//singleton
public static ConnectionMultiplexer getRedisConn ()
{
if (redisConn == null)
{
lock (Locker)
{
if (redisConn == null || !redisConn.IsConnected)

{

redisConn = ConnectionMultiplexer.Connect (configurationOptions) ;

}

return redisConn;

using System;

using StackExchange.Redis;

namespace CSharpTestRedis
{
class Program
{

// Specify the endpoint, port number, and password of the ApsaraDB for Redis

instance.
private static ConfigurationOptions connDCS = ConfigurationOptions.Parse ("r-—

bplOnoxlhcoim2**** redis.rds.aliyuncs.com:6379,password=testaccount:Rp829dlwa") ;

//the lock for singleton

private static readonly object Locker = new object();

//singleton

private static ConnectionMultiplexer redisConn;

//singleton

public static ConnectionMultiplexer getRedisConn ()

{

if (redisConn == null)
{
lock (Locker)
{
if (redisConn == null || !redisConn.IsConnected)
{

redisConn = ConnectionMultiplexer.Connect (connDCS) ;
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return redisConn;
}
static void Main (string[] args)
{

redisConn = getRedisConn () ;

var db = redisConn.GetDatabase () ;

var ret = db.Execute("set", "foo", "bal");
Console.WriteLine("set " + ret);

ret = db.Execute ("CAS", "foo", "bal", "bzz");
Console.WriteLine ("CAS " + ret);

ret = db.Execute ("CAD", "foo", "bzz");
Console.WriteLine ("CAD " + ret);

ret = db.Execute ("EXSET", "foo", "200", "VER", "1");
Console.WriteLine ("EXSET " + ret);

try {
ret = db.Execute ("EXSET", "foo", "300", "VER", "10");
Console.WriteLine ("EXSET " + ret);

} catch (Exception ex) {
Console.WriteLine ("ERR : " + ex.ToString());

}

// ["OK", "", version], The middle value is an empty string, meaningless

when successful.
db.Execute ("EXCAS", "foo", "300", "1");
Console.WriteLine ("END") ;

3. Use one of the following common data structures to perform operations. These data structures
are slightly different fromthose of native Redis APIs.

¢ String © Hash ¢ List ¢ Set ¢ Sorted Set

> Document Version: 20220711 180



User Guide- Connection managemen

) ApsaraDB for Redis
//set get
string strKey = "hello";
string strValue = "world";
bool setResult = db.StringSet (strKey, strValue);
Console.WriteLine ("set " + strKey + " " + strValue + ", result is " + setResult);
//incr
string counterKey = "counter";

long counterValue = db.StringIncrement (counterKey) ;

Console.WriteLine ("incr " + counterKey + ", result is " + counterValue);

//expire

db.KeyExpire (strKey, new TimeSpan (0, 0, 5));

Thread.Sleep (5 * 1000);

Console.WritelLine ("expire " + strKey + ", after 5 seconds, value is " +

db.StringGet (strKey)) ;

//mset mget

KeyValuePair<RedisKey, RedisValue> kvl = new KeyValuePair<RedisKey, RedisValue> ("keyl",
"valuel") ;

KeyValuePair<RedisKey, RedisValue> kv2 = new KeyValuePair<RedisKey, RedisValue> ("key2",
"value2") ;

db.StringSet (new KeyValuePair<RedisKey, RedisValue>[] {kvl,kv2});

RedisValue[] values = db.StringGet (new RedisKey[] {kvl.Key, kv2.Key});
Console.WriteLine ("mget " + kvl.Key.ToString() + " " + kv2.Key.ToString() + ", result

is " + values[0] + "&&" + values[l]);

string hashKey = "myhash";
//hset
db.HashSet (hashKey, "£1", "v1") ;
db.HashSet (hashKey, "£f2", "v2");
HashEntry[] values = db.HashGetAll (hashKey) ;
//hgetall
Console.Write ("hgetall " + hashKey + ", result is");
for (int i = 0; i < values.Length;i++)
{
HashEntry hashEntry = values[i];
Console.Write (" " + hashEntry.Name.ToString() + " " + hashEntry.Value.ToString());
}

Console.WriteLine () ;

//list key
string listKey = "myList";
//rpush
db.ListRightPush (listKey, "a"):;
db.ListRightPush (listKey, "b");
db.ListRightPush (listKey, "c");
//lrange
RedisValue[] values = db.ListRange(listKey, 0, -1);
Console.Write ("lrange " + listKey + " 0 -1, result is ");
for (int i = 0; i < values.Length; i++)
{
Console.Write(values[i] + " ");
}

Console.WriteLine () ;
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//set key

string setKey = "mySet";

//sadd

db.SetAdd (setKey, "a");

db.SetAdd (setKey, "b");

db.SetAdd (setKey, "c");

//sismember

bool isContains = db.SetContains (setKey, "a");

Console.WriteLine ("set " + setKey + " contains a is " + isContains );

string sortedSetKey = "myZset";
//sadd
db.SortedSetAdd (sortedSetKey, "xiaoming", 85);
db.SortedSetAdd (sortedSetKey, "xiaohong", 100) ;
db.SortedSetAdd (sortedSetKey, "xiaofei", 62);
db.SortedSetAdd (sortedSetKey, "xiaotang", 73);
//zrevrangebyscore
RedisValue[] names = db.SortedSetRangeByRank (sortedSetKey, 0, 2, Order.Ascending);
Console.Write ("zrevrangebyscore " + sortedSetKey + " 0 2, result is ");
for (int i = 0; i < names.Length; i++)
{
Console.Write (names[i] + " ");
}

Console.WriteLine () ;
go-redis client

@ Note

e Forinformation about how to obtain the endpoint of the ApsaraDB for Redis instance and
the password of the instance account, see Obtain connection information.

e [f you use a performance-enhanced instance of the ApsaraDB for Redis Enhanced Edition
(T air), you can clickthe preceding Code for ApsaraDB for Redis Enhanced Edition (T air)
instances tab to view the example on how to use the TairString data structure. For more
information about performance-enhanced instances, see Performance-enhanced instances.
For more information about the data structures, see Commands supported by extended
data structures of ApsaraDB for Redis Enhanced Edition (T air).

¢ Code forregular ApsaraDB for Redis instances ¢ Code for ApsaraDB for Redis Enhanced Edition (T air)
instances
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package main

import (
"github.com/go-redis/redis"
n fmt "

func ExampleClient () {
client := redis.NewClient (&redis.Options{
// Specify the endpoint and port number of the ApsaraDB for Redis instance.
Addr: "r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com:6379",
// Specify the password of the instance account.
Password: "testaccount:Rp829dlwa",
DB: 0, // use default DB
})
// The following code provides an example on how to call the set and get methods.
err := client.Set("foo", "bar", 0).Err()
if err !'= nil {
panic(err)

}

val, err := client.Get ("foo") .Result ()
if err !'= nil {

panic (err)

}

fmt.Println("set : foo -> ", wval)

func main () {
ExampleClient ()
}
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package main

import (
"github.com/go-redis/redis"
n fmt "

func ExampleClient () {
client := redis.NewClient (&redis.Options{
// Specify the endpoint and port number of the ApsaraDB for Redis instance.
Addr: "r-bplOnoxlhcoim2**** redis.rds.aliyuncs.com:6379",
// Specify the password of the instance account.

Password: "testaccount:Rp829dlwa", // no password set

DB: 0, // use default DB

})
err := client.Set ("foo", "bar", 0).Err()
if err !'= nil {

panic(err)

}

val, err := client.Get ("foo") .Result()
if err !'= nil {

panic (err)

}

fmt.Println("set : foo -&gt; ", wval)

// The following code provides an example on how to use the TairString data structure.
res, err := client.Do("CAS", "foo", "bar", "bzz").Result ()

fmt.Println("CAS : ", res)

res, err = client.Do("CAD", "foo", "bzz").Result()

fmt.Println ("CAD : ", res)

res, err = client.Do ("EXSET", "foo", "200", "VER", "1").Result ()
fmt.Println ("EXSET : ", res)

res, err = client.Do ("EXSET", "foo", "300", "VER", "10").Result()
if err != nil {
fmt.Println (err)

}
fmt.Println ("EXSET : ", res)

res, err = client.Do ("EXCAS", "foo", "300", "1").Result ()

fmt.Println ("EXCAS : ", res)

func main () {
ExampleClient ()
}

Lettuce client
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The Lettuce client supports synchronous and asynchronous communication based on comprehensive
Redis APIs. The Lettuce client does not automatically reconnect to aninstance after multiple requests
time out. If failures occurin ApsaraDB for Redis and cause failovers for proxy nodes or data nodes, a
connection timeout may occur. This may result in the failure to reconnect to ApsaraDB for Redis. To
prevent such risks, we recommend that you use a Jedis client to connect to ApsaraDB for Redis
instances. For more information, see Jedis client.

@ Note Forinformation about how to obtain the endpoint of the ApsaraDB for Redis instance
and the password of the instance account, see Obtain connection information.

For more information, visit lettuce-core.

Related information

e Troubleshooting for connection issues in ApsaraDB for Redis
e Retry mechanisms for Redis clients
e Alert settings

e View monitoring data

7.5. Use a client to connect to an
ApsaraDB for Redis instance that has
SSL encryption enabled

When you connect to an ApsaraDB for Redis instance by using a client, you can enable the SSL
encryption feature to enhance data security and ensure data integrity. You can connect to an
ApsaraDB for Redis instance by using clients of different programming languages that are compatible
with the Redis protocol. This topic describes sample code of common programming languages.

Prerequisites

SSL encryption is enabled for an ApsaraDB for Redis instance. For more information, see Configure SSL
encryption.

Precautions

e By default, cluster or read/write splitting instances run in proxy mode. In this mode, you can access an
ApsaraDB for Redis instance by using the endpoint of a proxy node in the instance in the same way as
you access an ApsaraDB for Redis standard instance. For more information about cluster and
read/write splitting instances, see Cluster master-replica instances or Read/write splitting instances.

@ Note I you use a private endpoint to connect to an ApsaraDB for Redis instance, you can
connect to the instance in the same way as you connect to an open source Redis cluster. For
more information about private endpoints, see Enable the direct connection mode.

e [If password-free access is enabled for an ApsaraDB for Redis instance deployed in a VPC, a client in
the same VPC as the instance can connect to the instance without using passwords. For more
information, see Enable password-free access.

Preparations
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1. Performthe following operations based on the type of host on which a client is deployed.

Host Operation

i. Make sure that the Elastic Compute Service (ECS) instance and the ApsaraDB for
Redis instance belong to the same virtual private cloud (VPC). If the VPC IDs of
these two instances are the same, the instances belong to the same VPC.

@ Note

® |f the instances are deployed in different VPCs, you can change the
VPC to which the ECS instance belongs. For more information, see
Change the VPC of an ECS instance.

® The network types of the ECS instance and the ApsaraDB for Redis
instance may be different. For example, the ECS instance belongs
to the classic network and the ApsaraDB for Redis instance belongs
to a VPC. For information about how to connect to an ApsaraDB for
Redis instance from an ECS instance when the instances are
deployed in different network types, see Connect an ECS instance
to an ApsaraDB for Redis instance in different types of networks.

ECS instance
(recommended

)

ii. Obtainthe internal IP address of the ECS instance. For more information, see
Network FAQ.

ii. Add the internal IP address of the ECS instance to a whitelist of the ApsaraDB
for Redis instance. For more information, see Configure whitelists.

i. By default, only internal endpoints are available for ApsaraDB for Redis
instances. If you want to connect to an ApsaraDB for Redis instance over the
Internet, you must apply for a public endpoint. For more information, see Apply
for a public endpoint for an ApsaraDB for Redis instance.

ii. Runthe curl ipinfo.io |grep ip command on your on-premises device to
obtain its public IP address. The following figure shows a sample command
output.

' io |grep ip )
On-premises % Received % Xferd ) 3 Time Time Time Current
Total Spent Left Speed

device 100 249 @ 1270

'
T 'hittps://ipinfo.io/missingauth

@ Note If your on-premises device runs a Windows operating system,
visit ipinfo to obtain the public IP address.

ii. Add the public IP address of your on-premises device to a whitelist of the
ApsaraDB for Redis instance. For more information, see Configure whitelists.

2. Obtain the following information and use the information in client code of different programming
languages.

ltem Description
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ltem Description

ApsaraDB for Redis instances support multiple endpoint types. We recommend
Instance endpoint that you use VPCs for higher security and lower network latency. For more
information, see View endpoints.

The default port number is 6379. You can also use a custom port number. For
Port number more information, see Change the endpoint or port number of an ApsaraDB for
Redis instance.

Instance account By default, an ApsaraDB for Redis instance has a database account that is
(this information is named after the instance ID. Example: r-bp10noxlhcoim2****. You can create
optional for specific another database account and grant the required permissions to the account.
clients) For more information, see Create and manage database accounts.

The password format varies with the selected account:

o If you use the default account whose username is the same as the instance
ID, enter only the password.
o If you use a custom account, enter a password inthe <user>:<password>
format. For example, if the username of the custom account is testaccoun
t andthe passwordis Rp829dlwa ,you must enter testaccount:Rp82
9dlwa as the database password.
Password

@ Note

o If you use a management tool such as Redis Desktop Manager
(RDM) to connect to the ApsaraDB for Redis instance, enter a
password in the format of <user>:<password>

o If you forget your password, you can reset it. For more information,
see Change or reset the password.

3. Download the certificate authority (CA) certificate. For more information, see Configure SSL
encryption.

Java

The following sample code uses the Jedis 3.6.0 client. We recommend that you use the latest version of
the client. For more information, visit Jedis.

@ Note You must modify your code based on comments. For information about how to obtain
the endpoint, port number, and password of an ApsaraDB for Redis instance, see Step 2 of the
Preparations section.
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import java.io.FileInputStream;
import java.io.InputStream;
import java.security.KeyStore;
import java.security.SecureRandom;
import javax.net.ssl.SSLContext;
import javax.net.ssl.SSLSocketFactory;
import javax.net.ssl.TrustManager;
import javax.net.ssl.TrustManagerFactory;
import org.apache.commons.pool2.impl.GenericObjectPoolConfig;
import redis.clients.jedis.Jedis;
import redis.clients.jedis.JedisPool;
public class JedisSSLTest {
private static SSLSocketFactory createTrustStoreSSLSocketFactory(String jksFile) throws
Exception {
KeyStore trustStore = KeyStore.getInstance ("jks");
InputStream inputStream = null;
try {
inputStream = new FileInputStream(jksFile);
trustStore.load (inputStream, null);
} finally {
inputStream.close() ;
}
TrustManagerFactory trustManagerFactory = TrustManagerFactory.getInstance ("PKIX");
trustManagerFactory.init (trustStore) ;
TrustManager|[] trustManagers = trustManagerFactory.getTrustManagers () ;
SSLContext sslContext = SSLContext.getInstance ("TLS");
sslContext.init (null, trustManagers, new SecureRandom());
return sslContext.getSocketFactory();
}
public static void main(String[] args) throws Exception ({
// RApsaraDB-CA-Chain.jks is the name of the CA certificate file.
final SSLSocketFactory sslSocketFactory = createTrustStoreSSLSocketFactory ("ApsaraD
B-CA-Chain.jks");
// The endpoint, port number, timeout period, and password of the instance are incl
uded in the configurations of a connection pool.
JedisPool pool = new JedisPool (new GenericObjectPoolConfig (), "r-bplzxszhcgatnx****
.redis.rds.aliyuncs.com",
6379, 2000, "redistest:Testl1234", 0, true, sslSocketFactory, null, null);
try (Jedis jedis = pool.getResource()) {
jedis.set ("key", "value");
System.out.println (jedis.get ("key")) ;

Python

The following sample code uses the redis-py client. We recommend that you use the latest version of
the client. For more information, visit redis-py.
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@ Note You must modify your code based on comments. For information about how to obtain
the endpoint, port number, and password of an ApsaraDB for Redis instance, see Step 2 of the
Preparations section.

& Regular connection © Pool connection

#!/bin/python

import redis

# Specify connection information. Replace the values of host, port, and password with the

endpoint, port number, and password of the instance, respectively.

# ApsaraDB-CA-Chain.pem is the name of the CA certificate file.

client = redis.Redis (host="r-bplzxszhcgatnx****.redis.rds.aliyuncs.com", port=6379,
password="redistest:Test1234", ssl=True,

ssl cert regs="required", ssl ca certs="ApsaraDB-CA-Chain.pem")

client.set ("hello", "world")

print client.get ("hello")

#!/bin/python

import redis

# Specify a connection pool. Replace the values of host, port, and password with the
endpoint, port number, and password of the instance, respectively.
# ApsaraDB-CA-Chain.pem is the name of the CA certificate file.
pool = redis.ConnectionPool (connection class=redis.connection.SSLConnection,
max connections=100,

host="r-bplzxszhcgatnx****.redis.rds.aliyuncs.com", port=6379,
password="redistest:Test1234",

ssl cert regs=True, ssl ca certs="ApsaraDB-CA-Chain.pem")
client = redis.Redis (connection pool=pool)
client.set ("hi", "redis")
print client.get ("hi")

PHP

The following sample code uses the Predis client. We recommend that you use the latest version of the
client. For more information, visit Predis. If you use the PhpRedis client, you can reference SSL/TLS with
certification file to connect to aninstance. For more information about PhpRedis, visit PhpRedis.

@ Note You must modify your code based on comments. For information about how to obtain
the endpoint, port number, and password of an ApsaraDB for Redis instance, see Step 2 of the
Preparations section.
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<?php
require DIR .'/predis/autoload.php';
/* Specify connection information. Replace the values of host, port, and password with the
endpoint, port number, and password of the instance, respectively.
ApsaraDB-CA-Chain.pem is the name of the CA certificate file. */
Sclient = new Predis\Client ([
'scheme' => 'tls',
'host' => 'r-bplzxszhcgatnx**** redis.rds.aliyuncs.com',
'port' => 6379,
'password' => 'redistest:Testl234',
'ssl' => ['cafile' => 'ApsaraDB-CA-Chain.pem', 'verify peer' => true],
1):
/* Replace the endpoint and the port number in the following sample code. */
//$client = new Predis\Client ('tls://r-bplzxszhcgatnx****.redis.rds.aliyuncs.com:6379?ssl[c
afile]=ApsaraDB-CA-Chain.pemé&ssl [verify peer]=1"');
Sclient->set ("hello", "world");
print S$client->get ("hello")."\n";
2>

C#

The following sample code uses the StackExchange.Redis client. We recommend that you use the latest
version of the client. For more information, visit St ackexchange.Redis.

@ Note You must modify your code based on comments. For information about how to obtain
the endpoint, port number, and password of an ApsaraDB for Redis instance, see Step 2 of the
Preparations section.
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using System.Net.Security;
using System.Security.Cryptography.X509Certificates;
using StackExchange.Redis;
namespace SSLTest
{
class Program

{

private static bool CheckServerCertificate (object sender, X509Certificate certifica

te,
X509Chain chain, SslPolicyErrors sslPolicyErrors)

var ca = new X509Certificate?2 (
"/your path/ApsaraDB-CA-Chain/ApsaraDB-CA-Chain.pem") ;
return chain.ChainElements
.Cast<X509ChainElement> ()
.Any (x => x.Certificate.Thumbprint == ca.Thumbprint) ;
}
static void Main(string[] args)

{

// Specify connection information. Replace the values of host, port, and password
with the endpoint, port number, and password of the instance, respectively.
// ApsaraDB-CA-Chain.pem is the name of the CA certificate file.

ConfigurationOptions config = new ConfigurationOptions ()

{
EndPoints = {"r-bpl0g23zyfriodu*****_ redis.rds.aliyuncs.com:6379"},

Password = "redistest:Testl1234",
Ssl = true,
}i

config.CertificatevValidation += CheckServerCertificate;

using (var conn = ConnectionMultiplexer.Connect (config))

{

Console.WriteLine ("connected") ;

var db = conn.GetDatabase () ;

db.StringSet ("hello", "world"):;
Console.WriteLine (db.StringGet ("hello")) ;

Related information

e Use aclient to connect to an ApsaraDB for Redis instance

e Retry mechanisms for Redis clients
e Use redis-clito connect to an ApsaraDB for Redis instance

e Logonto an ApsaraDB for Redis instance by using DMS

7.6. Use a private endpoint to connect
to an ApsaraDB for Redis instance
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After you obtain a private endpoint, you can bypass proxy nodes and use the private endpoint to
connect to an ApsaraDB for Redis cluster instance. T his reduces the response time of ApsaraDB for
Redis. This topic describes the precautions and method of using a private endpoint to connect to an
ApsaraDB for Redis cluster instance. The Jedis and PhpRedis clients are used in this topic.

Prerequisites

e The direct connection mode is enabled for the cluster instance. For more information, see Enable the
direct connection mode.

e The client IP address is added to a whitelist of the ApsaraDB for Redis cluster instance. For more
information, see Step 2: Configure whitelists.

e A client that supports Redis Cluster is used, such as Jedis and PhpRedis.

® Note

o If you use a client that does not support Redis Cluster, you may fail to obtain data
because the client cannot redirect your request to the correct shard.

o Jedis uses the JedisCluster class to support Redis Cluster. For more information, see Class
JedisCluster.

o You can obtain a list of clients that support Redis Cluster fromthe Clients page onthe
Redis official website.

e The Elastic Compute Service (ECS) instance on which the Redis client is deployed and the ApsaraDB
for Redis cluster instance are within the same virtual private cloud (VPC).

Context

When you enable the direct connection mode, ApsaraDB for Redis allocates a virtual IP (VIP) address to
the master node of each data shard in the ApsaraDB for Redis cluster instance. Before a client sends
the first request to a private endpoint, the client uses a domain name server (DNS) to resolve the
private endpoint. The resolution result is the VIP address of a random data shard in the cluster instance.
The client can use this VIP address to manage the data of the ApsaraDB for Redis cluster instance over
the Redis Cluster protocol. The following figure shows the service architecture of an ApsaraDB for Redis
cluster instance in the direct connection mode.

Architecture of a clusterinstance in direct connection mode
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Precautions

e ApsaraDB for Redis instances of different architectures provide different support for native Redis
commands. For example, the cluster architecture does not support the SWAPDB command, and has
restrictions on Lua scripts. For more information,see Limits on commands supported by cluster
instances.

e Indirect connection mode, when you change the configurations of an instance, slot migration is
performed during the process. In this case, the client may prompt error messages such as  MoveD
and TRYaGAIN when the client accesses the slots being migrated. For more information about how
to change the configurations of aninstance, see Change the configurations of aninstance.To
ensure the successful execution of the request, configure a retry mechanismfor the client. For more
information, see Retry mechanisms for Redis clients.

e Indirect connection mode, you can use the SELECT command to switch databases. However, specific
Redis Cluster clients do not support the SELECT command, such as StackExchange.redis. If you use
StackExchange.redis, you can only use database 0.

e Private endpoints can be used to access ApsaraDB for Redis cluster instances only over the Alibaba
Cloud internal network. When you use the private endpoint of a cluster instance to access the
instance, password-free access and account and password authentication are supported.

Sample code for connecting Jedis to a cluster instance

(@ Note Formore information about how to use Jedis, visit GitHub.

¢ Use the default connection pool © Use a custom connection pool
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import redis.clients.jedis.HostAndPort;
import redis.clients.jedis.JedisCluster;

import redis.clients.jedis.JedisPoolConfig;

import java.util.HashSet;

import java.util.Set;
public class DirectTest {
private static final int DEFAULT TIMEOUT = 2000;
private static final int DEFAULT REDIRECTIONS = 5;
private static final JedisPoolConfig DEFAULT CONFIG = new JedisPoolConfig();

public static void main(String args([]) {

// Specify the private endpoint that you applied for the cluster instance.

String host = "r-bplxxxxxxxxxxxx.redis.rds.aliyuncs.com";
int port = 6379;
String password = "xxxx";

Set<HostAndPort> jedisClusterNode = new HashSet<HostAndPort> () ;
jedisClusterNode.add (new HostAndPort (host, port));

JedisCluster jc = new JedisCluster (jedisClusterNode, DEFAULT TIMEOUT,
DEFAULT TIMEOUT,

DEFAULT REDIRECTIONS,password, "clientName", DEFAULT CONFIG);

jc.set ("key", "value") ;

jc.get ("key") ;

jc.close();
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import redis.clients.jedis.*;

import java.util.HashSet;
import java.util.Set;
public class main {
private static final int DEFAULT TIMEOUT = 2000;
private static final int DEFAULT REDIRECTIONS = 5;
private static final JedisPoolConfig DEFAULT CONFIG = new JedisPoolConfig();

public static void main(String args([]) {

JedisPoolConfig config = new JedisPoolConfig() ;

// Specify the maximum number of idle connections. In direct connection mode, the
client directly connects to a shard of a cluster instance. Therefore, the following
requirement must be met: Number of clients x Value of MaxTotal < Maximum number of
connections to a single shard.

// Set the maximum number of connections to a shard of an ApsaraDB for Redis
Community Edition instance to 10000 and set the maximum number of connections to a shard of
an ApsaraDB for Redis Enhanced Edition (Tair) instance to 30000.

config.setMaxTotal (30) ;

// Specify the maximum number of idle connections based on your business needs.

config.setMaxIdle (20) ;

config.setTestOnBorrow (false) ;

config.setTestOnReturn (false) ;

// Specify the private endpoint that you applied for the cluster instance.
String host = "r-bplxxxxxxxxxxxx.redis.rds.aliyuncs.com";

int port = 6379;

// Specify the password of the instance.

String password = "xxxxx";

Set<HostAndPort> jedisClusterNode = new HashSet<HostAndPort> () ;
jedisClusterNode.add (new HostAndPort (host, port)):;

JedisCluster jc = new JedisCluster (jedisClusterNode, DEFAULT TIMEOUT,

DEFAULT TIMEOUT,
DEFAULT REDIRECTIONS,password, "clientName", config);

Sample code for connecting PhpRedis to a cluster instance

@ Note For more information about how to use PhpRedis, visit GitHub.

cSample code for connecting PhpRedis to the cluster instance
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<?php
// Specify the private endpoint and the port number to connect to the cluster instance.
Sarray = ['r-bplxxxxxxxxxxxx.redis.rds.aliyuncs.com:6379'];
// Specify the password for the connection.

Spwd = "xxxx";

// Use the password to connect to the cluster instance.

Sobj cluster = new RedisCluster (NULL, S$Sarray, 1.5, 1.5, true, $pwd);

// Display the result of the connection.

var dump (Sobj cluster);

if ($obj cluster->set ("foo", "bar") == false) {
die ($obj cluster->getlLastError());

}

$value = $obj cluster->get ("foo");

echo $value;

?>

Sample code for connecting Spring Data Redis to a cluster instance

@ Note Formore information about how to use Spring Data Redis, visit Spring.

¢ Spring Data Redis With Jedis ¢ Spring Data Redis With Lettuce (Not recommended)

@Bean
JedisConnectionFactory redisConnectionFactory () {
List<String> clusterNodes = Arrays.asList ("hostl:portl", "host2:port2",
"host3:port3") ;
RedisClusterConfiguration redisClusterConfiguration = new
RedisClusterConfiguration (clusterNodes) ;

redisClusterConfiguration.setPassword ("xxx") ;

JedisPoolConfig jedisPoolConfig = new JedisPoolConfig() ;

// Specify the maximum number of idle connections. In direct connection mode, the
client directly connects to a shard of a cluster instance. Therefore, the following
requirement must be met: Number of clients x Value of MaxTotal < Maximum number of
connections to a single shard.

// Set the maximum number of connections to a shard of an ApsaraDB for Redis
Community Edition instance to 10000 and set the maximum number of connections to a shard of
an ApsaraDB for Redis Enhanced Edition (Tair) instance to 30000.

jedisPoolConfig.setMaxTotal (30) ;

// Specify the maximum number of idle connections based on your business needs.

jedisPoolConfig.setMaxIdle (20) ;

// Disable testOn[Borrow|Return] to prevent generating additional ping commands.

jedisPoolConfig.setTestOnBorrow (false) ;

jedisPoolConfig.setTestOnReturn (false) ;

return new JedisConnectionFactory (redisClusterConfiguration, jedisPoolConfig) ;
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@Bean
public LettuceConnectionFactory redisConnectionFactory() {
List<String> clusterNodes = Arrays.asList ("hostl:portl", "host2:port2",
"host3:port3") ;
RedisClusterConfiguration redisClusterConfiguration = new
RedisClusterConfiguration (clusterNodes) ;

redisClusterConfiguration.setPassword ("xxx") ;

ClusterTopologyRefreshOptions topologyRefreshOptions =
ClusterTopologyRefreshOptions.builder ()

.enablePeriodicRefresh (Duration.ofSeconds (15)) // Specify
the interval at which the topology of the cluster instance is refreshed. We recommend that
you set the interval to 15 seconds. If you set it to a smaller value, a large number of
calls are made to the nodes of the cluster instance. This degrades the cluster instance
performance.

.dynamicRefreshSources (false) // Specify
whether to use the IP addresses of the nodes obtained from the topology as nodes to be
called to refresh the topology of the cluster instance. If you connect to an ApsaraDB for
Redis instance, you must set the parameter to false.

.enableAllAdaptiveRefreshTriggers () // Enable
all triggers to adaptively refresh the topology. After adaptive refresh is enabled, the
topology of the cluster instance is automatically refreshed each time a runtime event such
as a MOVED redirection occurs on the cluster instance.

.adaptiveRefreshTriggersTimeout (Duration.ofSeconds (15)) .build() ; // Specify
the time period during which the topology of the cluster instance can be refreshed only

once. This prevents the topology from being frequently refreshed.

LettuceClientConfiguration lettuceClientConfiguration =
LettuceClientConfiguration.builder () .
clientOptions (ClusterClientOptions.builder ()
.validateClusterNodeMembership (false)
.topologyRefreshOptions (topologyRefreshOptions) .build()) .build() ;

return new LettuceConnectionFactory (redisClusterConfiguration,
lettuceClientConfiguration) ;

}

Sample code for connecting Lettuce to a cluster instance

The Lettuce client supports synchronous and asynchronous communication by using Redis APIs. The
Lettuce client does not automatically reconnect to an instance after multiple requests time out. If
failures occur in ApsaraDB for Redis and cause failovers for proxy nodes or data nodes, a connection
timeout may occur. This may result in the failure to reconnect to ApsaraDB for Redis. To prevent this
issue, we recommend that you use other clients.

® Note Formore information about how to use Lettuce, visit GitHub.

¢ Code for connecting Lettuce to an cluster instance
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public class ClusterDemo {

public static void main(String[] args) throws Exception {

String host = "r-bplxxxxxxxxxxxx.redis.rds.aliyuncs.com";
int port = 30001;
String password = "xxxx";

RedisURI redisURI = RedisURI.Builder.redis (host)
.withPort (port)
.withPassword (password)
Lbuild() ;

ClusterTopologyRefreshOptions refreshOptions =
ClusterTopologyRefreshOptions.builder ()

.enablePeriodicRefresh (Duration.ofSeconds (15)) // Specify
the interval at which the topology of the cluster instance is refreshed. We recommend that
you set the interval to 15 seconds. If you set it to a smaller value, a large number of
calls are made to the nodes of the cluster instance. This degrades the cluster instance
performance.

.dynamicRefreshSources (false) // Specify
whether to use the IP addresses of the nodes obtained from the topology as nodes to be
called to refresh the topology of the cluster instance. If you connect to an ApsaraDB for
Redis instance, you must set the parameter to false.

.enableAllAdaptiveRefreshTriggers () // Enable
all triggers to adaptively refresh the topology. After adaptive refresh is enabled, the
topology of the cluster instance is automatically refreshed each time a runtime event such
as a MOVED redirection occurs on the cluster instance.

.adaptiveRefreshTriggersTimeout (Duration.ofSeconds (15)) .build() ; // Specify
the time period during which the topology of the cluster instance can be refreshed only

once. This prevents the topology from being frequently refreshed.

RedisClusterClient redisClient = RedisClusterClient.create (redisURI) ;
redisClient.setOptions (ClusterClientOptions.builder ()
.socketOptions (SocketOptions.builder ()
.keepAlive (true) // Set the keepAlive parameter to true.
.build())
.validateClusterNodeMembership (false)
.topologyRefreshOptions (refreshOptions) .build()) ;

StatefulRedisClusterConnection<String, String> connection = redisClient.connect () ;

connection.sync () .set ("key", "value");

FAQ

e Q:What doldoif the connection to xxx not allowed. This partition is not known in the clus
ter view. erroroccurs when | use Lettuce to connect to an ApsaraDB for Redis cluster instance?

A: Specify the refreshOptions parameter. For more information, see Sample code for connecting Lettuce
to a cluster instance.
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7.7. Use the Sentinel-compatible
mode to connect to an ApsaraDB for
Redis instance

ApsaraDB for Redis provides the Sentinel-compatible mode to increase compatibility and reduce code
modifications. After you enable this mode, clients can connect to an ApsaraDB for Redis instance in the
same manner as they would connect to the native Redis Sentinel.

ApsaraDB for Redis uses the high-availability (HA) component developed by Alibaba Cloud instead of
Redis Sentinel. For more information, see Features.

Overview of Redis Sentinel

Redis Sentinel provides open source Redis with features such as master and replica monitoring, fault
alerting, and automatic failover. Redis Sentinel is used in many business scenarios that involve self -
managed Redis databases and require high reliability. To facilitate the migration of Redis databases to
the cloud in such scenarios, Alibaba Cloud provides the Sentinel-compatible mode.

Afteryou enable the Sentinel-compatible mode, you can run the Sentinel commands described in the
following table.

Command Description

Queries Sentinel instances for a specified master node and the status
of these Sentinel instances. Command syntax:

SENTINEL sentinels SENTINEL sentinels <Master node name>

Queries the IP address and port number of the specified master node.

Command syntax:
SENTINEL get-master-addr-by-

hame SENTINEL get-master-addr-by-name <Master node name>

@ Note Formore information about Sentinel commands that are supported by different engine
versions, see Sentinel command group.

Prerequisites

e The engine version of your ApsaraDB for Redis instance is 4.0 or 5.0.

e The ApsaraDB for Redis instance is deployed in a virtual private cloud (VPC).

@ Note |If the ApsaraDB for Redis instance runs in the classic network, switch the network
type to VPC. For more information, see Change the network type from classic networkto VPC.

e The internal IP address of your Elastic Compute Service (ECS) instance or the public IP address of your
on-premises host is added to an IP address whitelist of the ApsaraDB for Redis instance. For more
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information, see Configure whitelists.

Procedure
1.

2. Inthe left-side navigation pane of the instance details page, click System Parameters.

3. Onthe System Parameters page, find the #no_loose_sentinel-enabled parameter and click Modify
inthe Actions column.

4. Inthe dialog box that appears, set the parameterto yesand click OK.

@ Note Avalueof no indicatesthat the Sentinel-compatible mode is disabled. This is
the default value. A value of ves indicates that the Sentinel-compatible mode is enabled.
For more information about the supported parameters, see Supported parameters.

Connect to an ApsaraDB for Redis instance in Sentinel-compatible
mode

Afterthe Sentinel-compatible mode is enabled, you can use one of the following methods to connect
to the ApsaraDB for Redis instance:

If password-free access is enabled for the ApsaraDB for Redis instance, you can connect to the
instance in Sentinel-compatible mode. Otherwise, you must configure authentication information when
you connect to the instance.

e Connect to an ApsaraDB for Redis instance in Sentinel-compatible mode without using
passwords

@ Note Formore information about how to enable password-free access, see Enable
password-free access.

The following sample code shows how to connect to an ApsaraDB for Redis instance by using Spring
Data Redis:

@Bean
public JedisConnectionFactory connectionFactory() {
RedisSentinelConfiguration sentinelConfig = new RedisSentinelConfiguration ()
.master ("original-master-name")
.sentinel (original-sentinel-1-host, original-sentinel-1-port)
.sentinel (original-sentinel-2-host, original-sentinel-2-port);

JedisPoolConfig poolConfig = new JedisPoolConfig() ;

JedisConnectionFactory connectionFactory = new JedisConnectionFactory (sentinelCon
fig, poolConfig);

return connectionFactory;

The following section describes the parameters:

o master-name: the name of the master node. You can specify a custom name. Example: testmaster.
o sentinel-host: the VPC endpoint that is used to connect to the ApsaraDB for Redis instance.

o sentinel-port: the port numberthat is used to connect to the ApsaraDB for Redis instance. The
default port number is 6379.
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The following sample code shows how to connect to an ApsaraDB for Redis instance in Sentinel-
compatible mode without using passwords:

@Bean
public JedisConnectionFactory connectionFactory() {
RedisSentinelConfiguration sentinelConfig = new RedisSentinelConfiguration ()

.master ("any-name")
.sentinel ("r—******** redis.rds.aliyuncs.com", 6379);

JedisPoolConfig poolConfig = new JedisPoolConfig() ;

JedisConnectionFactory connectionFactory = new JedisConnectionFactory(sentinelCon

fig, poolConfig);
return connectionFactory;

e Connect to an ApsaraDB for Redis instance in Sentinel-compatible mode by using
passwords

A Java client of the earliest version is used in this example. The client must meet the following
requirements:

o Jedis 3.6.0 or later is used.
o Lettuce 5.3.0.RELEASE or later is used.

o Spring Data Redis 2.5.1 or later is used. T he spring.redis.sentinel.password parameter is specified
forthe Spring Data Redis client.

@ Note We recommend that you upgrade the clients to the latest stable versions. For more
information about the latest versions, visit What's New in Maven.

The following sample code shows how to connect to an ApsaraDB for Redis instance by using
passwords:

String masterName = "original-master-name";
Set<String> sentinels = new HashSet<>();
sentinels.add ("original-sentinel-1-host:original-sentinel-1-port");
sentinels.add ("original-sentinel-2-host:original-sentinel-2-port");
GenericObjectPoolConfig poolConfig = new GenericObjectPoolConfig() ;
String dbPassword = "original-db-password";
String sentinelPassword = "original-sentinel-password";
JedisSentinelPool jedisSentinelPool =
new JedisSentinelPool (masterName, sentinels, poolConfig,
2000, 2000, dbPassword,
0, null, 2000, 2000,

sentinelPassword, null);

The following section describes the parameters:
o masterName: the name of the master node. You can specify a custom name. Example: testmaster.

o sentinels.add: the VPC endpoint and port number that are used to connect to the ApsaraDB for
Redis instance. Format: r—***x*x** redis.rds.aliyuncs.com:6379
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o dbPassword/sentinelPassword: the password of the account that is used to connect to the
ApsaraDB for Redis instance. The password format varies based on the account that you select. If
you forget your password, you can reset it. For more information about how to reset a password,
see Change or reset the password.

@ Note

m [f you use the default account whose username is the same as the instance ID, you can
enter only the password.

m [f you use a custom account, the format of the password must be <user>:<password>
. For example, if the username of the customaccount is testaccount and the
password is Rp829dilwa ,YyOU mMust enter testaccount:Rp829diwa asthe database
password.

The following sample code shows how to connect to an ApsaraDB for Redis instance in Sentinel-
compatible mode by using passwords:

String masterName = "any-name";
Set<String> sentinels = new HashSet<>();
sentinels.add ("r-******** redis.rds.aliyuncs.com:6379") ;
GenericObjectPoolConfig poolConfig = new GenericObjectPoolConfig() ;
String dbPassword = "testaccount:Rp829dlwa";
String sentinelPassword = "testaccount:Rp829dlwa";
JedisSentinelPool jedisSentinelPool =
new JedisSentinelPool (masterName, sentinels, poolConfig,
2000, 2000, dbPassword,
0, null, 2000, 2000,

sentinelPassword, null);

FAQ

e Q: What doldoif the NOAUTH Authentication required error message appears when | switch from
the native Redis Sentinel mode to the Sentinel-compatible mode provided by ApsaraDB for Redis?

A: You can upgrade your client, modify some code to add a password for Sentinel authentication,
and then try again. For more information, see the Connect to an ApsaraDB for Redis instance in
Sentinel-compatible mode by using passwords section of this topic.

7.8. Use a public endpoint to connect
to an ApsaraDB for Redis instance

If you want to test or manage an ApsaraDB for Redis instance that is deployed on an on-premises
machine, you can apply for a public endpoint for the instance and connect to the instance over the
Internet.

Precautions

No traffic fees are charged when you connect to an ApsaraDB for Redis instance over the Internet.
However, this increases network latency, compromises the performance of the ApsaraDB for Redis
service, and results in security risks. We recommend that you connect to ApsaraDB for Redis instances
though vpec for lower network latency and higher security.

> Document Version: 20220711 202


https://www.alibabacloud.com/help/doc-detail/43874.htm#concept-xqd-p2z-5db
https://www.alibabacloud.com/help/doc-detail/34217.htm#concept-kbk-cpz-ndb

User Guide- ApsaraDB for Redis

Procedure

1. Select the following methods to obtain the public IP address of the on-premises machine based on
the operating system:

o Linux operating system

Run the curl ipinfo.io |grep ip command on the on-premises machine to obtain the public IP
address. The returned result is shown in the following figure.

root@: :~# curl ipinfo.io |grep ip
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 249 100 24 0 0] 1272 0 --:--1-- --i--r-- --z--1-- 1270

"ip": K
"readme”: "htitps://ipinfo.io/missingauth"

o Windows operating system

On the on-premises machine, visit to obtain the public IP address of the on-premises
machine.

2. Add the public IP address of the on-premises machine to the whitelist of the ApsaraDB for Redis
instance. For more information, see

3. Apply for a public endpoint for the ApsaraDB for Redis instance. For more information, see

4. Use the redis-clitool or a Redis client programto connect to the ApsaraDB for Redis instance based
on the obtained public endpoint.

o

o

Related information

7.9. Connect an ECS instance to an
ApsaraDB for Redis instance in
different types of networks

This topic describes methods to connect an Elastic Compute Service (ECS) instance to an ApsaraDB for
Redis instance when they are deployed in different types of networks. For example, when an ECS
instance is configured in the classic network and an ApsaraDB for Redis instance resides in a virt ual
private cloud (VPC), you can connect them by using the methods described in this topic.

Prerequisites

The ECS instance and the ApsaraDB for Redis instance are deployed in the same region. For more
information about ECS instances, see

Network types
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Network type Description
A VPCis a private network dedicated to your Alibaba Cloud account. VPCs are logically
VPC isolated from each other at Layer 2 to provide higher security and performance. If a
(recommended) Redis client is deployed on an ECS instance, you can connect the client to an ApsaraDB

for Redis instance over a VPC for higher security and lower network latency.

Cloud services on the classic network are not isolated. Unauthorized access can be

Classic network blocked only by using security groups or whitelists.

For more information about internal network types, see Network types.

@ Note Inadditionto connections over an internal network, ApsaraDB for Redis instances also
support connections over the Internet. For more information, see Use a public endpoint to connect
to an ApsaraDB for Redis instance.

Connect an ECS instance located in a VPC to an ApsaraDB for Redis
instance located in the classic network

1.

2.

3.

4. Onthe Instances page, clickthe ID of the ECS instance that you want to use.

5. Inthe Netwaork Information section, obtain the ID of the VPC to which the ECS instance belongs.
Obtain the VPCID of the ECS instance

MNetwork Information

MNetwork Type RDMA IP

VPC

ENls EIPID

eni-bp

VPC VSwitch

vpe-bp vsw-bp

Primary Private IP Address Secondary Private IP Address
172.16.

Pv Address

6. Switch the ApsaraDB for Redis instance to the VPC to which the ECS instance belongs. For more
information, see Change the network type from classic network to VPC.

@ Note The network type can be switched from classic network to VPC but not from VPC
to classic network.

Connect an ECS instance located in the classic network to an
ApsaraDB for Redis instance located in a VPC
1.

2. Inthe Basic Information section, obtain the ID of the VPC to which the ApsaraDB for Redis
instance belongs.
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3. Select one of the following methods to achieve network interconnection based on your business
requirements:

o Migrate Switch the ECS instance to the VPC to which the ApsaraDB for Redis instance belongs.
We recommend that you use this method. For more information, see Migrate an ECS instance
from a classic networkto a VPC.

o Use ClassicLinkto connect the ECS instance to the VPC to which the ApsaraDB for Redis instance
belongs. For more information about ClassicLink, see Overview. For more information about the
method procedure, see Connect a classic networkto a VPC.

@ Note

m When you configure security group rules of ClassicLink, you must set the protocolto C
ustom TCP. The port range is 6379/6379.

m The ClassicLink-based interconnection is a temporary solution. To achieve high-speed
connection in the production environment, we recommend that you migrate the ECS
and ApsaraDB for Redis instances to the same VPC.

What's next
Select one of the following connection methods based on your business requirements:

e Use redis-clito connect to an ApsaraDB for Redis instance

e Use aclient to connect to an ApsaraDB for Redis instance
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8.Data management

8.1. Manage ApsaraDB for Redis
instances by using DMS

Data Management (DMS) provides multiple extended features and allows you to manage ApsaraDB for
Redis instances by using commands or interfaces.

Context

DMS is an all-in-one data management service that supports multiple relational databases and NoSQL
databases. The service offers features such as data management, schema management, user
authorization, security audit, data trend analysis, and data tracking. For more information about DMS,

see Overview. You can use DMS to manage databases with ease. This enhances data security, improves
management efficiency, and maximizes data value.

Procedure

1. Log onto the ApsaraDB for Redis console by using DMS. For more information, see Log on to an
ApsaraDB for Redis instance by using DMS.

2. Perform section-specific operations based on your business requirements.

DMS interface

Home  DataAssets

= Shortcuts SQL Console Normal Data Modify

Add Instance / Batch Entry + ¢ Home P SQL DBO X

SQL Console

Database Developmer DTS Security and Specificatior  Solution  O&M Q E] (€3]

Schema Design

ST LD (e ) (o] )T (W DBO@r-bp1jp... 6379 [ME iom] v i Flexible | Account: Log Off/ Switeh &2 SR = B R
4
> Logon-iree Instances (23) -
Enter keyword, er Q % SQLConsole =
 Instances Cennected (1) Accurate
| new [NEEES seatC = IETRNEO0  Common Execution Commands Settings  Cross-dalabase Query
v @ - forn tips:Right mouse button for m 1 DBSIZE Tl
= DBO Type Key
LT string  key:0000000
string key:0000000
sting  key:0000000
string  key:0000000
string  key:0000000 <) Execution History @ Execution .. X =
€03 CEEOI Row Details Please enter Fiter Q
string  key:0000000 Ne. | BB Rosul
string  key:0000000
1 62436
string  key:0000000 e
sting  key:0000000
string  key:0000000
Soen z
» 1100 v Keys: 6243 Vessage: Executed successfully. Currently Returned Rows: 0. Elapsed Time 0 ms. , undefinedIf you want to export more data records. submit a [] ticket
No. Section Description
Database
©) selection Double-click database names to switch ApsaraDB for Redis databases.
section
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No. Section Description

Manage keys in ApsaraDB for Redis databases:

o Add keys: Click New. On the right-side tab, specify the key name, data
type, time to live (TTL) or timeout period, and key value, and then click
Submit.

o Delete keys: In the key list, select the keys that you want to delete, and
then click Delete. You can hold down the Shift key and click to select

multiple keys at a time.
Visual

@ operation o Search for keys: Enter the key name in the search box and click the | ¢,

section .
icon.

o Modify keys: In the key list, double-click the key that you want to modify,
enter a key value and TTL on the right-side tab, click Submit, and then
click Execute.

@ Note You cannot modify key names and data types.

In this section, shortcuts to extended features are provided. You can use
these features by clicking the following icons:

o (DAS shortcut): provides real-time performance and instance

sessions. The feature allows you to obtain performance information
about ApsaraDB for Redis databases in real time. For more information,
see View real-time performance metrics and View sessions of an

Extended ApsaraDB for Redis instance.

® feature

section © i  (operation audit): stores all data queries and change records.

The feature allows you to query information about performed
operations, such as the user that performed the operation, and the time
when the operation was performed.

© . (sharing): allows you to share the console and database commands

with relevant staff. For more information, see Share the SQLConsole tab
or a ticket.

Enter the command that you want to run such as DBSIZE, and then click
Execute to view the output and history information about the execution.

® CLI section . o )
(D Notice DMS has limits on Redis commands. For more

information, see SQL Console for Redis.

8.2. Delete data

You can delete all data or expired data of an ApsaraDB for Redis instance in the ApsaraDB for Redis
console.
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@ Note Evenif you disable the FLUSHALL command on the Parameter Settings page, the
Clear Data feature can still be used.

Procedure
1.

2. OnthelInstance Information page, click Clear Data in the upper-right corner.

3. Inthe dialog box that appears, select the data that you want to delete.
Delete data

Clear Data X

All Data | Expired Data

This operation can delete all data of this instance. The removed data cannot be restored.

o All Data: runs the FLUSHALL command to delete all data of the instance. Deleted data cannot
be restored.

o Expired Data: runs the SCAN command to batch delete all expired data of the instance.

Deleted data cannot be restored. You can select Update Now or Update During Maintenance.

Wwarning Data deletion immediately takes effect and deleted data cannot be restored.
This may affect your business. Proceed with caution. We recommend that you back up the data

of an ApsaraDB for Redis instance before you delete data. For more information, see
Automatic or manual backup.

4. Click OK.

@ Note

If you select All Data, you can specify whether to back up the data after you click
OK.

Related API operations
Operation Description
Flushinstance Deletes all data of an ApsaraDB for Redis instance.

FlushExpireKeys Deletes expired keys of an ApsaraDB for Redis instance.
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9.Performance monitoring
9.1. Monitoring metrics

9.1.1. View monitoring data

ApsaraDB for Redis supports a variety of performance metrics. You can query the monitoring data of an
ApsaraDB for Redis instance during a specified period of time in the previous month. This help you gain
insights into the status of the ApsaraDB for Redis instance and troubleshoot issues.

Metric granularity

To avoid adversely affecting the operation of the instance and ensure the effect of trend charts,
metrics are collected at different frequencies and wit hin different time ranges.

Supported time range Data collection interval
10 minutes or less 5 seconds

More than 10 minutes and less than or equal to one

T minut
day minute
More than one day and less than or equal to seven 1 hour
days
@ Note

e ApsaraDB for Redis allows you to query the monitoring data of the previous month. The
maximum time range that you can specify for a query is seven days. For example, if the
current day is March 10, 2021, you can query the monitoring data from February 10 to March
10. If you set the start time to February 10, the latest end time is February 17.

e If aclusterorread/write splitting instance has 32 or more data nodes, the time range that
you can specify for all data nodes on the All tab cannot exceed 1 hour. The monitoring
datais collected at intervals of 1 minute.

Procedure

1.
2. Inthe left-side navigation pane, click Performance Monitor.

3. Performthe following operations based on the architecture of the ApsarabDB for Redis instance.

@ Note Youcan query the monitoring data of the previous month. The maximum time
range that you can specify for a query is seven days. For example, if the current day is March 10,
2021, you can query the monitoring data from February 10 to March 10. If you set the start time
to February 10, the latest end time is February 17.
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Architecture Procedure

Specify a time range.

View the monitoring data of a standard instance

QueryTime  IHow Vv Apro,2021 132545 Apr9, 2021 14:25:45 a Switch to Oid Version == |8 00 000

CPU Utilization
CPU Utilization (%) Used M M Us
lemory, Memory Usage

Standard Requess
Outbound/[r;bound Traffic, Trgafﬁ( Usage
. Latency
o Key Statistics
Hit Ratio
Keys Monitoring Group
Strings Monitoring Group
Hashes Monitoring Group
Select a node type and specify a time range. Click one of the following tabs:
o All: displays the average values of metrics for all data nodes or proxy nodes.
The following figure shows the average CPU utilization of all data nodes.
o Data Node or Proxy Node: displays the trend chart of a specified node.
View the monitoring data of a cluster instance or read/write
splitting instance
Cluster
Al DataNode  Proxy Node
Read/write Node Type ProyNode | QuenyTime | LMo v | Aprs, 2021132453 woro, 21 w5 @
splitting St Ot verson
#= [0 00000

CPU utilization (%) Used M M Us
lemory, Memory Usage

Requests

Connections, Connection Usage
o Outbound/Inbound Traffic, Traffic Usage
Latency

Key Statistics

Hit Ratio

Data Storage

4. To view the trend of a metric within a specified time period, you can performthe following
operations on the current page.

Trend chart of a metric

Query Time Select v Apr 9, 2021 13:45:57 Apr 9, 2021 14:00:55 =] Switch to Old Version #E8 % 0o |0oa

CPU utilization
CPU Utilization (%)
Used Memory, Memory Usage
Requests
Connections, Connection Usage
Qutbound/Inbound Traffic, Traffic Usage
Latency
20 Key Statistics
Hit Ratio
Keys Monitoring Group
Strings Monitoring Group
Hashes Monitoring Group
Lists Monitoring Group
Set Monitoring Group
13:57 Zset Monitoring Group

A, CPU Utilization Hyperlog Monitoring Group

P .

@ Note Formore information about met rics, see Metrics.
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Related API operations

Operation

DescribeHistoryMonitorValues

9.1.2. Metrics

This topic describes the metrics that are collected in real time to monitor the status of ApsaraDB for
Redis instances and the limits of these metrics in use.

Description

Queries the monitoring data of an ApsaraDB for Redis instance.

@ Note

Query monitoring data

For more information, see View monitoring data.

Metric groups for data nodes

When you call this operation, you must use the
MonitorKeys parameter to specify the metrics that you want to
monitor and then retrieve the corresponding monitoring data. For
more information about the MonitorKeys parameter, see
MonitorKeys.

Metrics in basic metric groups and commands-related metric groups are collected for data nodes of an
ApsaraDB for Redis instance. For cluster instances and read/write splitting instances, some metrics are
displayed in theFor example, if the CPU utilization data of all data nodes is aggregated, the average
CPU utilization of data nodes in the current instance is displayed. aggregate views

@ Note

Basic metric groups

The metrics for read replicas of read/write splitting instances are not aggregated.

Suppor
t
Metric New metric Original . o .
. foragg Unit Description and limit
group name metric name
regate
views
CPU CPU
CpuUsage Ve % N/A
Utilization  Utilization putisag ° /
The engine version of the
ApsaraDB for Redis instance
Memory memoryUsa /e % must be Redis 4.0 or later. For
Usage ge - ’ more information about how
to upgrade the engine version,
see Upgrade the major version.
The amount of used memory,
Used UsedMemor R L v
) Bytes which includes the memory
Used Memory Y nsumed by data and cach
Memory, consumed by data and cache.
Memory
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Usage

Metric New metric

group name
Memory
Usage of
Lua Scripts
Total QPS
Read QPS
Write QPS

Requests

Suppor
. t
Original
. foragg
metric name
regate
views
UsedMemor 0
yLua
TotalQps Ve
GetQps Ve
PutQps Ve

Unit

Bytes

Counts/s

Counts/s

Counts/s

Description and limit

N/A

The total number of requests
per second, which includes
read and write requests.

Indicates the number of reads
per second and the number of
writes per second.

@ Note The engine
version of the ApsaraDB
for Redis instance must be
Redis 4.0 or later and the
latest minor version must
be used. For more
information about how to
upgrade the minor version,
see Upgrade the major
version and Update the
minor version.
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Metric New metric Original

group name metric name
Connection Connection
Usage Usage

Suppor

t

foragg Unit
regate

views

v %

Description and limit

Connection usage = Number of
used connections/Number of
supported connections. For
more information about
connections that are supported
by an ApsaraDB for Redis
instance, see Overview.
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Metric New metric
group name
Connectio

ns,

Connectio

n Usage

Used
Connections

Original
metric name

ConnCount
(UsedConne
ction)

Suppor
foragg

regate
views

Ve

Unit

Counts

@ nNote
Descripfiofl SHATirmONNect

to a cluster
instance in direct
connect mode, you
must pay attention
to this metric.

If clients connect
to a cluster
instance or
read/write
splitting instance
through a proxy
node, you can
ignore this metric.
In this case, pay
attention to
metrics for the
proxy node. For
more information,
see Metric groups
for proxy nodes.
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Metric
group

Outbound
/Inbound
Traffic
Rate

Outbound
/Inbound
Traffic
Usage

Network
latency

Key
Statistics

New metric
name

Inbound
Traffic Rate

Outbound
Traffic Rate

Inbound
Traffic
Usage

Outbound
Traffic
Usage

Average
Latency

Total Keys

Total Keys
with TTLs

Total
Purged Keys

Total
Evicted
Keys

Purged Keys
Per Second

Evicted
Keys Per
Second

Original
metric name

Intranetin

IntranetOut

IntranetinRa
tio

IntranetOut
Ratio

AvgRt

Keys

Expires

ExpiredKeys

EvictedKeys

ExpiredKeys
PerSecond

EvictedKeys
PerSecond

Suppor
t
foragg
regate
views

Unit

KBps

KBps

%

%

us

Counts

Counts

Counts

Counts

Counts/s

Counts/s

Description and limit

N/A

N/A

The average response time of
all commands. This is the
average time that is measured
from the time when a data
node receives a command
request to the time when the
data node returns the
response.

The total number of primary
keys that are stored in the
instance.

This metric indicates the
instantaneous value of the
total number of keys when the
datais collected.

N/A
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Metric
group

Hit Ratio

Hits and
Misses

Disk

Informatio

n

New metric
name

Hit Ratio

Hits Per
Second

Misses Per
Second

Total Disk
Usage

Disk Usage
of Data
Files

Original
metric name

hit_rate

hit
miss (Miss

Count)

ins_size

DataSize

Suppor

t

foragg Unit
regate

views

v © %

e Counts
Ve Counts
v MB

v MB

Description and limit

The hit ratio of keys. Hit ratio =
Total key hits/(Total key hits +

Total key misses).

@ Note If you use
ApsaraDB for Redis 2.8, the
metric is not collected.
You must upgrade the
minor version of the
instance. For more
information, see Update
the minor version.

N/A

Only ApsaraDB for Redis
instances of Enterprise Edition
(Hybrid-storage instances
(phased out)) support this
metric.

The size of datafiles onthe
persistent disk, which includes
append-only files (AOF) and
Redis Database (RDB) files.

@ Note Only ApsaraDB
for Redis instances of
Enterprise Edition
(Performance-enhanced
instances) and (Hybrid-
storage instances (phased
out)) support this metric.
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Metric New metric
group name
Disk Usage
of Log Files
Keys on
Statistics _y
Disk
of Keys on
Disk and in K i
Memory €ys In
Memory

Original
metric name

LogSize

swapped_k
ey

inmem_keys

Commands-related metric groups

Metric group

Key Monitoring
Group

String
Monitoring
Group

Hash Monitoring
Group

List Monitoring
Group

Set Monitoring
Group

Zset Monitoring
Group

Support
foraggre
gate
views

Unit

Counts/s

Counts/s

Counts/s

Counts/s

Counts/s

Counts/s

Suppor

t

foragg Unit
regate

views

Description and limit

The size of log files on the
persistent disk, which includes
the operational logs of
ApsaraDB for Redis instances.

@ Note Only ApsaraDB
for Redis instances of
Enterprise Edition
(Performance-enhanced
instances) and (Hybrid-
storage instances (phased
out)) support this metric.

Only ApsaraDB for Redis
instances of Enterprise Edition
(Hybrid-storage instances
(phased out)) support this
metric.

e Counts

4 Counts

Description and limit

Information about key-value commands, such as the
number of times DEL and EXITS are executed.

Information about string commands, such as the number
of times APPEND and MGET are executed.

Information about hash-related commands, such as the
number of times HGET and HDEL are executed.

Information about list commands, such as the number of
times BLPOP and BRPOP are executed.

Information about set commands, such as the number of
times SADD and SCARD are executed.

Information about zset commands, such as the number
of times ZADD and ZCARD are executed.
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Metric group

HyperLog
Monitoring
Group

Pub/Sub
Monitoring
Group

Transaction
Monitoring
Group

Lua Script
Monitoring
Group

Tairdoc
Monitoring
Group

TairHash
Monitoring
Group

TairString
Monitoring
Group

Support
foraggre
gate
views

Unit

Counts/s

Counts/s

Counts/s

Counts/s

Counts/s

Counts/s

Counts/s

Description and limit

Information about HyperLogLog commands, such as the
number of times PFADD and PFCOUNT are executed.

Information about publication and subscription
commands, such as the number of times PUBLISH and
SUBSCRIBE are executed.

Information about transaction commands, such as the
number of times WATCH, MULTI, and EXEC are executed.

Information about commands for Lua scripts, such as the
number of times EVAL and SCRIPT are executed.

Information about TairDoc commands, such as the
number of times JSON.SET and JSON.GET are executed.

@ Note Only ApsaraDB for Redis instances of
Enterprise Edition (Performance-enhanced instances)
and (Hybrid-storage instances (phased out)) support
this metric.

Information about TairHash commands, such as the
number of times EXHSET and EXHMSET are executed.

@ Note Only ApsaraDB for Redis instances of
Enterprise Edition (Performance-enhanced instances)
and (Hybrid-storage instances (phased out)) support
this metric.

Information about TairString commands, such as the
number of times EXSET and EXGET are executed.

@ Note Only ApsaraDB for Redis instances of
Enterprise Edition (Performance-enhanced instances)
and (Hybrid-storage instances (phased out)) support
this metric.
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Support
. foraggre .
Metric group 99 Unit
gate
views
T airGis
Monitoring 0 Counts/s
Group
TairBloom
Monitoring 0 Counts/s
Group

Metric groups for proxy nodes

Description and limit

Information about TairGis commands, such as the
number of times GIS.ADD, GIS.GET, and GIS.DEL are

executed.

@ Note Only ApsaraDB for Redis instances of
Enterprise Edition (T air) (Performance-enhanced
instances) and (Hybrid-storage instances (phased
out)) support this metric.

Information about TairBloom commands, such as the
number of times BF.RESERVE and BF.ADD are executed.

@ Note Only ApsaraDB for Redis instances of
Enterprise Edition (Performance-enhanced instances)
and (Hybrid-storage instances (phased out)) support

this metric.

Metrics for proxy nodes of cluster and read/write splitting instances are collected. Some metrics are
displayed in theFor example, if the CPU utilization data of all proxy nodes is aggregated, the average
CPU utilization of proxy nodes in the current instance is displayed. aggregate views

Metric New metric Original

group name metric name
CPU

CPU . . CpuUsage
Utilization p 9
Total QPS TotalQps

Suppor
t
foragg Unit

regate

views

"4C) %

e Counts/s

Description and limit

N/A

The total number of requests
per second, which includes
read and write requests.
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Riegnirest s New metric

group name
Read QPS
Write QPS

Connections

Usage
Used
Connections
Connectio
ns

Original
metric name

GetQps

PutQps

Connection
Usage

UsedConnec

tion

Suppor
t
foragg
regate
views

e

Unit Description and limit

Counts/s Indicates the number of reads
per second and the number of
writes per second.

@ Note To collect this
metric, you must upgrade
the minor version of the

Counts/s ApsaraDB for Redis
instance to the latest
version. For more
information, see Update
the minor version.

%

Connection usage = Number of
used connections/Number of
supported connections. For
more information about
connections that are supported
by an ApsaraDB for Redis
instance, see Overview.

Counts
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Metric
group

Outbound
/Inbound
Traffic

Size of
Requests
and
Responses

Latency

New metric
name

Inbound
Traffic Rate

Outbound
Traffic Rate

Average
Bytes Per
Request

Average
Bytes Per
Response

Maximum
Bytes Per
Request

Maximum
Bytes Per
Response

Average
Latency

Original
metric name

Intranetin

IntranetOut

AvgRequest
Size

AvgRespons
eSize

MaxRequest
Size

MaxRespons
eSize

AvgRt

Suppor
t
foragg
regate
views

Unit

KBps

KBps

Byte

Byte

Byte

Byte

us

@ nNote
Descripfiofl SHATirmONNect

N/A

N/A

to a cluster
instance or
read/write
splitting instance
through a proxy
node, you must
pay attention to
this metric.

If clients connect
to a cluster
instance of
ApsaraDB for Redis
in direct connect
mode, you can
ignore this metric.
In this case, pay
attention to the
metrics for data
nodes. For more
information, see
Metric groups for
data nodes.

The average response time of

all commands. This is the
average time that is measured

from the time when the proxy

node receives a command to

the time when the proxy node

returns the response.

9.1.3. Customize metrics (previous version)

This topic describes how to select the metrics to be displayed on the Performance Monitor page inthe
ApsaraDB for Redis console.

Context

) Notice

The Performance Monitor page has been upgraded to improve user experience. On
the new Performance Monitor page, you are not allowed to select the metrics to be displayed and
all metrics are by default displayed on the new page. For more information, see Announcement:
performance monitoring upgraded.

ApsaraDB for Redis supports more than 10 monitoring groups. By default, the Performance Monitor page
displays the metrics of the basic monitoring group. You can click Customize Metrics to select other
monitoring groups that can be displayed on the page. For more information about monitoring groups,

see Metrics.
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Procedure
1.
2. Inthe left-side navigation pane, click Performance Monitor.
3. Performthe following operations based on the architecture of the instance:

o Standard master-replica instances: In the upper-right corner of the page, click Customize
Metrics.

| Historical Monitoring Data Meonitoring Frequency Refresh Monitoring Indicators
Data Index: Cpulsage UsedMemory memoryUsage TotalQps GetQps PutOps ConnCount

ConnectionUsage Intranetin IntranetinRatic IntranetCut IntranetOutRatio AvgRt
MaxRt Keys Expires ExpiredKeys EvictedKeys ExpiredKeysPerSecond
EvictedKeysPerSecond hit_rate hit miss evicted_keys_per_sec

Query Time: Aug 11,2020 14:24:12 Aug 11, 2020 15:24:12 =)

Unit:Percent Unit:Bytes nit:Percent ‘

o Clusterinstances or read/write splitting instances: Click the tab of the node type to be displayed
and click Customize Metrics in the upper-right corner of the page.

| Historical Monitoring Data Monitoring Frequency Refresh Monitoring Indicators
Data Index: Cpullsage UsedMemory memoryUsage TotalQps UsedConnection ConnectionUsage + Customize Metrics

Intranetin IntranetInRatio IntranetOut IntranetOutRatio AvgRt MaxRt Keys °
Expires Expiredkeys EvictedKeys ExpiredKeysPerSecond EvictedKeysPerSecond swapped_keys
hit_rate hit miss evicted_keys_per_sec

Query Time: Nov 12, 2020 14:41:01 Nov 12, 2020 15:41:01

Data Node Aggregation Proxy Node Aggregation Data Node Proxy o

Unit: Percent Unit:Bytes Unit:Percent
,I‘".‘.\I‘.I_I‘_,_.'I Ii‘_—. [ Vad? _,_ -“-_;""“-,.‘“"r\'ﬁ“w
4. Inthe dialog box that appears, select a monitoring group.
5. Click OK.
@ Note

o For more information about monitoring groups, see Metrics.

o If the node type for a clusterinstance or read/write splitting instance is Data Node or
Proxy, you can select a node fromthe Screening Node drop-down list.
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9.1.4. Modify the data collection interval

(previous version)

You can specify the interval at which monitoring data is collected in the ApsaraDB for Redis console.

Context

C) Notice The Performance Monitor page has been upgraded to improve user experience. On
the new Performance Monitor page, you cannot specify the interval at which monitoring data is
collected and all monitoring data is by default collected at intervals of seconds. For more
information, see Announcement: performance monitoring upgraded.

You can set the data collectionintervalto 5 Seconds or60 Seconds. The default data collection
interval is 60 Seconds. In most cases, the default settings are sufficient. If you want to collect some
metrics at a higher frequency with low latency, you can performthe following operations to change
the data collection intervalinto 5 Seconds. Monitoring data does not occupy storage of aninstance
and the instance is not affected when monitoring data is collected.

For more information about the relationship between the data collection interval and monitoring data,
see the methods that are used to collect metrics in Metrics.

Precautions

If the data collection intervalis set to 5 Seconds, the time range of a query cannot exceed 10 minutes.

Procedure
1.

2. Inthe left-side navigation pane, click Perf ormance Monitor.

3. Inthe upper-right corner of the page, click Monitoring Interval.

Performance Monitor page

| Historical Monitoring Data Monitoring Frequency Refresh Monitoring Indicators
Data Index: Cpulsags UsedMemory memoryUsage TotalQps UsedConnaction ConnectionUsage + Customize Metrics

IntranetIn IntranetInRatio IntranetQut IntranetOutRatio AvaRt MaxRt Keys
Expires Expiredkeys EvictedKeys ExpiredKeysPerSecond EvictedKeysPerSecond swapped_keys
hit_rate hit miss evicted_keys_per_sec

Query Time: Nov 12, 2020 14:41:01 Mov 12, 2020 15:41:01 =]

4. Inthe dialog box that appears, select an interval and click OK.

Specify the data collection interval

Monitoring Frequency X

® 5 seconds/time 60 seconds/time
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9.2. Performance of queries
9.2.1. Latency insight

CloudDBA provides the latency insight feature to collect millisecond-level latency statistics of all
commands that are run and custom events that are executed on ApsaraDB for Redis databases.
Latency insight enables you to troubleshoot anomalies and performance issues of ApsaraDB for Redis
databases.

Features

Redis 2.8.13 introduced a new feature called latency monitoring to help users identify and troubleshoot
possible latency issues. The latency monitoring feature allows you to collect data generated only
within the last 160 seconds and access only events that have the highest latency within each second.

As such, ApsaraDB for Redis provides the advanced latency insight feature. With latency insight, up to
27 events and execution durations of all commands can be recorded, and all latency statistics within
the last three days can be saved. For more information about the events, see the "Common events"
section of this topic. Latency insight provides the following benefits:

e Persistent: supports data persistence and latency spike tracing.

e High-precision: allows full events to be monitored wit hin milliseconds.

e High-performance: supports asynchronous implementations with minimal impact on performance.
e Real-time: supports real-time data queries and aggregation operations.

e Multidimensional: provides comprehensive latency data that allows you to analyze aninstance based
on events, time, and latency.

Prerequisites

The ApsaraDB for Redis instance uses one of the following minor versions. For information about how
to update a minor version, see Update the minor version.

e Minor version 1.6.9 or later if the instance is a performance-enhanced instance of the ApsaraDB for
Redis Enhanced Edition (T air). For more information about perf ormance-enhanced instances, see
Performance-enhanced instances. If you want to collect statistics about Tair module commands,
update the minor version to 1.7.28 or later.

e Minor version 5.1.4 or later if the instance is a Community Edition instance that uses the 5.0 major
version.

e Minor version 0.1.15 or later if the instance is a Community Edition instance that uses the 6.0 major
version.

Procedure
1.

2. Inthe left-side navigation pane, choose CloudDBA > Latency Insight.

3. Onthe page that appears, specify the time range to query and then click Search. The default time
range is the last 5 minutes.

@ Note Only data of the last three days can be queried, and the time range to query must
span within one hour.
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4. Clickthe name of an event or a number corresponding to an event in the table. Then, a chart
appears and shows the trend of the event-matched metric.

You can also specify the metrics that you want to view on the chart by selecting the metric names
fromthe drop-down list above the chart.

@ Note
run or execute are recorded and displayed.

Events

ExpireCycle @
role

EventLoop @

Commands @
repicont

config

Total

3000

451

39009

3356

300

1330

Only commands or events that take longer than the specified amount of time to

<IMs

Average Maximum

Latency (us Latency (us)

9 3

7 16

aggregation <2ms <4ms <gms <16ms <32ms <65ms <131ms <262ms <524ms <15 <25 <ds <85

3000 0 0 [ 0 0 0 0 0 0 [ 0 0 0

451 0 0 [ 0 0 0 0 0 0 [ 0 0 0

21 a 39909 0 0 [ [ [) 0 0 0 0 [ [ [ 0

20 388

1 3

10 50

3356 0 0 [ 0 0 0 0 0 0 [ 0 0 0

1330 [ [ [ [ [) [ [ [ [ [ [ [ 0

EventLoop
600

500

WMaximum Latency (us) X Average Latency (us) XV e

0
Jan 14,2022 15:1107

Jan 14,2022 15:11:57

Jan 14, 2022 15:1247 Jan 14, 2022 15:13:37 Jan 14,2022 151427 Jan 14,2022 151517

Metric

Event

Total

Average Latency (ps)

Maximum Latency (ps)

Aggregation of

Instances (Latency <

Tms)

Description

The name of the event. Example values: ExpireCycle, EventLoop, Ping, Scan,
Commands, and Info. For more information, see the "Common events"
section of this topic.

The total number of occurrences of the event.
The average latency of the event. Unit: ps.
The maximum latency of the event. Unit: ps.

The number of occurrences of the event whose latency is lower than 1T ms.

You can click the =z icon to view finer-grained statistics, including the

number of occurrences of the event whose latency is lower than 1 ps, 2 ps, 4
us, 8 us, 16 ys, 32 us, 64 s, 128 ps, 256 ps, and 512 ps.

@ Note Counting method: The number of occurrences of the event
whose latency is from 0 ps to 1 ps is counted and presented under the
<T1ps category, and the number of occurrences of the event whose
latency is from 1 ps to 2 ps is counted and presented under the <2pus
category. Other categories follow the same pattern.
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Metric

<2ms

<4ms

>33s

Description

The number of occurrences of the event whose latency is greater than or
equalto 1 ms.

Common events

@ Note Counting method: The number of occurrences of the event
whose latency is from 1 ms to 2 ms is counted and presented under the
<2ms category, and the number of occurrences of the event whose
latency is higher than 33s is counted and presented under the >33s
category. Other categories follow the same pattern.

Category Name Threshold Description
EvictionDel 30ms The amount of time it takes to evict a key.
Memory EvictionLazyFr 30ms The amount of time it takes to evict a key by using
eviction ee the Lazyfree feature.
EvictionCycle 30ms The amount of time it takes to perform an eviction.
Memor
y . ActiveDefragC The amount of time it takes to defragment
defragmentati 100ms
ycle memaory.
on
Rehash Rehash 100ms The amount of time it takes to perform a rehash.
ZipListConvert 30ms The amount of time it takes to convert a ziplist to a
Hash dictionary by means of hash encoding.
Data structure IntsetConvertS 30ms The amount of time it takes to convert an intset to
upgrade et a set by means of set encoding.
ZipListConvert 30ms The amount of time it takes to convert a ziplist to a
Zset skiplist by means of ziplist encoding.
AofWriteAlone 30ms The uptime during an AOF write
The amount of time it takes to perform each AOF
AofWrite 30ms write. An AOF write can be of the AofWriteAlone,
AofWriteActiveChild, or AofWritePendingFsync type.
The amount of time it takes to perform a fsync
AofFsyncAlwa . P Y .
< 30ms operation on an AOF when the appendfsync option
y is setto 1.
The amount of time it takes to obtain status
AofFstat 30ms ) )
information about an AOF.
Append-only AofRename 30ms The amount of time it takes to rename an AOF.
file (AOF)
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Category

Redis
database
(RDB) file

Others

9.2.2. Performance trends

Name

AofReWriteDif f
Write

AofWriteActive
Child

AofWritePendi
ngFsync

RdbUnlinkTem
pFile

Commands

FastCommand

EventLoop

Fork

Transaction

PipeLine

ExpireCycle

SlotRdbsUnlink
TempFile

LoadSlotRdb

SlotreplTarget
cron

Threshold

30ms

30ms

30ms

50ms

30ms

30ms

50ms

100ms

50ms

50ms

30ms

30ms

100ms

50ms

Description

The amount of time consumed by an incremental
AOF write performed by a parent process after its
child process rewrites an AOF.

The amount of time it takes to perform an AOF
write when other child processes are in progress.

The amount of time it takes to perform an AOF
write when a fsync operation is in progress.

The amount of time it takes to delete a temporary
RDB file after a bgsave child process is terminated.

The amount of time it takes to run a command that
is not tagged with fast.

The amount of time it takes to run a command that
is tagged with fast, such as GET or EXISTS.

The amount of time it takes to have a main event
loop running.

The amount of time recorded in a parent process
after the parent process is forked.

The actual amount of time consumed by a
transaction.

The amount of time consumed by a multi-threaded
pipeline.

The amount of time consumed by a regular deletion
of an expired key.

The amount of time it takes to delete a temporary
RDB file from a slot after a bgsave child process is
terminated.

The amount of time it takes to load an RDB file from
a slot.

The amount of time it takes to load an RDB file from
a slot to atemporary database and then migrate
the file to a destination database by using a child
process.
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CloudDBA provides the performance trends feature that allows you to monitor the basic performance
metrics and corresponding performance trends of an ApsaraDB for Redis instance within a specified
period of time. The performance trends include the CPU utilization, memory usage, queries per second
(QPS), total number of connections, response time, network traffic, and key hit ratio.

Procedure
1.

2. Inthe left-side navigation pane, choose CloudDBA > Performance Trends.

3. Use the following methods to view performance trends:

Performance Trends Performance Trend Comparison Custom Chart Autonomy Service Setfings
More Metrics Last1Hour | Oci28 2021152524 ~ Oct28 2021 16:25:24 S| m Chart Layout: 3 ~ | coretation - ()

Associate Diagnostics: Select a ims period on a frend chart and click Diagnose

CPU(%) @ Details Used Memory(MB) @ Details QPs(count's) @ Details

76.09

L _JE

rwl imﬂﬂuﬁmﬂum f

|r ., H*‘ Jll "“‘l mm i

76.04

o Performance Trends

Onthe Performance Trends tab, specify a time range, select more metrics, and then click
Search.

@ Note
m You can select a specific node for a read/write splitting or cluster instance.

m By default, Correlation is enabled. If you move the pointer over the CPU chart to
view the CPU metric of the instance at 09:00, other charts also display other metrics
of the instance at 09:00.

m Clickrinthe upper-left corner of each metric chart to view the definition of the

]

metric and click Det ails in the upper-right corner of each metric chart to obtain a
larger view of the metric chart.

o Performance Trend Comparison

To compare the performance trends within two periods of time, click the Perf ormance Trend
Comparison tab, specify two periods of time, select more metrics, and then click Search.

o Custom Chart

The preceding two methods display the basic performance metrics of an ApsaraDB for Redis
instance. If you want to display only some basic metrics, you can configure custom performance
trend charts. For more information, see Add a custom performance trend chart.

9.2.3. Add a custom performance trend chart
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The default performance trends tab displays the basic performance metrics of an ApsaraDB for Redis
instance. You can add a custom chart that contains only specific basic performance metrics to analyze
the performance trends of the instance. This topic describes how to add a custom performance trend
chart to a dashboard for an ApsaraDB for Redis instance.

Procedure
1.

2. Inthe left-side navigation pane, choose CloudDBA > Performance Trends.
3. Clickthe Custom Chart tab.
4

. Choose Operate Dashboard > Create Monitoring Dashboard. Enter a name for the dashboard
and click OK.

@ Note If no dashboards have been created for the instance, click Add Monitoring
Dashboard.

(92}

. ClickAdd Node and Metrics orAdd Monitoring Chart.

o)}

. Select the nodes that you want to view and move themto the Selected Nodes section, select
the metrics that you want to view and move themto the Selected Metrics section, and then click
OK.

Select Metrics

Metrics to Be Selected Selected Metrics
Q  Enter a metric name Q Enter a metric name
B4 (Redis Basic Metrics) redis.get_gps (Redis Basic Metrics) redis.cpu_usage
B4 (Redis Basic Metrics) redis.put_gps (Redis Basic Metrics) redis.instantaneous_ops_per_sec
(Redis Basic Metrics) redis.connected_clients (Redis Basic Metrics) redis.used_memory
(Redis Basic Metrics) redis.avg_rt

(Redis Basic Metrics) redis. max_rt
(Redis Backend Traffic) redis.inflow
(Redis Backend Traffic) redis.outflow
(Redis Keys) redis.evicted_keys

(Redis Keys) redis.expired_keys_per_second

= 2/15 tems 3 ltems

7. (Optional) Manage the dashboard.
o View the dashboard

Select the monitoring dashboard that you want to view, specify a time range, and then click
Search.

o Modify the dashboard

Click one of the icons as shown in the following figure to modify or delete the dashboard.
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Chart 1 @ |

40
35

30

) e

13:43 13:51 13:59 14:07 1415 1423 1431 14:30

o Delete the dashboard

Choose Operate Dashboard > Delete Monitoring Dashboard.

9.2.4. View performance metrics in real time

CloudDBA allows you to view the performance metrics of an ApsaraDB for Redis instance in real time.
The performance metrics include CPU utilization, memory usage, queries per second (QPS), network
traffic, servers, keys, clients, and connections and more.

Procedure
1.
2. Inthe left-side navigation pane, choose CloudDBA > Real-time Performance.
3. You canview Global Real-time Node Performance and Real-time Performance.
o Global Real-time Node Performance

The Global Real-time Node Performance tab displays metrics such as CPU utilization, memory
usage, QPS, network traffic, and keys of each node in the instance in real time.

@ Note Only read/write splitting instances and cluster instances support this feature.
o Real-time Performance

@ Note

m For aread/write splitting instance or cluster instance, you can select a specific node
that you want to view.

m To allow you to view performance changes in real time, the metrics are automatically
refreshed every 5 seconds. The available refreshes are displayed in the upper-right
corner. To stop updating the performance metrics, you can click Pause.

In the upper part of the page, performance metrics are displayed in real time. The metrics include
servers, keys, memory usage, clients, and connections.
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Real-time Monitoring SelectNode | r-Tus (Total) Available Refreshes: 994 m

Server Information version/PortUptime Key Information TotalExpiration Configured/Expired/Evicted | Memory Information max rusedrsystem Memory/Fragmentation Rate | Connection Information Established/Rejected

5.0.5/6379/17 Days 23 Hours 21 Minutes 1/0/0/0 200GB/77T70MB/--/0.25 14100061/ 0

Detailed performance metrics are displayed in Real-time Charts and Real-time Tables.

Pattern Description

Displays the real-time performance metrics of the instance in curve charts, such
as keys, key hit information, key hit ratio, CPU utilization, memory usage, QPS,
and network traffic.

Real-time Charts Real-time Tables
Key Information (Total/Expiration Key Hit Information (hit/miss)
Real-time Configured/Expired/Evicted)
Charts ‘
Displays the instance performance metrics in tables, including key hit
information, key hit ratio, QPS, memory usage, CPU utilization, network traffic,
clients, and connections. The table can display up to 999 records. A new record
is added to the table every 5 seconds.
Real-time Charts Real-time Tables
Real-time

Real-time Monitoring -1 redis.rds.aliyuncs.com:6379

T a b le S ~ Connections
51 0 L] 0

100.00% 77.70MB 0.25 2 0

100.00% 77 5| o 2! 2 KB 19.04 KB

10 .25 .35 KB 17.85 KB

100.00% 346 77 25 1620 KB

100.00% 5 7.70MB 25 25% 19.07 KB

9.2.5.Instance sessions

Instance sessions allow you to view the statistics about sessions between an ApsaraDB for Redis
instance and clients in real time. The statistics include clients, commands that are run, and connection
durations. You can also close abnormal sessions based on your business requirements.

Procedure
1.

2. Inthe left-side navigation pane, choose CloudDBA > Instance Sessions.

3. You can view or close the Instance Sessions for the instance and view the Session Statistics of
the instance.
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Instance Sessions  (Data Update Time: Mar 22, 2021, 09:34:29)

Auto Refresh h You can seleci muiliple sessions by holding Shift Kl Al
iddl addr name I cmd{l age I idie I doll flagsdl  fddl sub IRy muftidl  gbu Ei:— obl oll e Fes
991627 Sl 17e PR ag149 PING 248 25 1] N 22 0 0 -1 0 0 0 0 0
Session Statistics

Summary Statistics by Source (1
Statistics Result Source Total Sessions
Total Clients 1 T8 FH 1B

Active Clients

o View sessions

By default, the details of all sessions are displayed. You can move the pointer over a specific
parameter name to view its description.

@ Note
m You can enter keywords in the search box to filter sessions.

m To refresh instance sessions, click Refresh in the upper-left corner or enable Auto
Refresh to automatically refresh the page every 30 seconds.

o Close sessions

To close a specific session, press the Shift key, select the session, and then clickKill Selected in
the upper-right corner. To close all sessions, click Kill All in the upper-right corner.

warning To prevent unexpected consequences, we recommend that you do not close
system-level sessions.

o View session statistics

Session statistics record the total number of clients, the number of active clients, and source IP
addresses (also called IP addresses of clients) of instance sessions.

@ Note Inthe Statistics by Source table, click the icon on the right of a source IP address
to modify its alias. In the Total Sessions column, click a value to view the details about a
source IP address.

9.2.6. Slow queries

Slow queries decrease the stability of ApsaraDB for Redis instances. To monitor and analyze slow
queries, you can view the details about slow query logs in CloudDBA.
Procedure

1.

2. Inthe left-side navigation pane, choose CloudDBA > Slow Queries.

3. Onthe slow queries page, view Slow Log Trend and Slow Log Det ails.
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o Slow Log Trend

Inthe Slow Log Trend section, you can view the number of slow query logs and CPU
utilization for the instance in a specified period. You can click a specific point in time to view the
slog query log details.

@ Note For master-replica cluster and read/write splitting instances, the following
information is displayed: the slow query log details fordata nodes and proxy nodes and
the number of slow queries of each node.

o Slow Log Details

By default, the details of all slow queries are displayed in the following columns: Query Started
At,Database Name, Slow Query Statement, Elapsed, and Host Address. You can click Set
to filter the columns.

@ Note

m You can clickExport Slow Log inthe upper-right corner to export slow query logs to
a local storage for analysis.

m By default, the Host Address parameter for master-replica cluster instances and
read/write splitting instances displays the IP address of proxy nodes. To obtain the IP
address of a specific client, set ptod_enabledto 1 inSystem Parameters. For
more information, see Modify parameters of an instance.

9.3. Diagnose instances

9.3.1. Create a diagnostic report

ApsaraDB for Redis integrates the diagnostics feature of Database Autonomy Service (DAS). ApsaraDB
for Redis allows you to create a diagnostic report to evaluate the status of an ApsaraDB for Redis
instance within a specified period of time. Diagnostic reports collect metrics such as performance level,
skewed request distribution, and slow logs to help you identify exceptions in the instance.

Procedure

1.

2. Inthe left-side navigation pane, choose CloudDBA > Diagnostic reports.
3. Click Create Reports.
4

. Inthe dialog box that appears, specify a time range for which you want to create a diagnostic
report and click OK.

@ Note The time range cannot exceed one day. If you specify a shorter time range for
diagnostics, more detailed statistics are collected in the diagnostic report.

Create a diagnostic report
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Create Reports

Time: Nearly 10 minutes = Near 30 fen zhong [EEICEN'REIGITTE Nearly 3 hours = Nearly 6 hours Mar 10, 2021 13:54:42 Mar 10, 2021 14:54:42 Q

Suggestion: Select a diagnostic range less than one hour according fo actual business needs. The smaller the time range, the finer the metric granularity

n cance!

5. You can view the progress of the diagnostics task by refreshing the Diagnostic Report page. After
the diagnostic report is created, click View Report inthe Actions column.

@ Note Formore information about how to interpret a diagnostic report, see Analyze a
diagnostic report.

9.3.2. Analyze a diagnostic report

Diagnostic reports help you evaluate the operational conditions of an ApsaraDB for Redis instance and
identify anomalies on the instance based on statistics such as performance level, skewed request
distribution, and slow logs.

Prerequisites

Create a diagnostic report

Components of a diagnostic report
e Basic instance information: displays basic information of an instance such as the instance ID, instance
type, engine version, and the zone in which the instance is deployed.

e Summary: displays the score of the instance health status and describes the reasons why points are
deducted.

e Performance level: displays the statistics and states of key performance metrics related to the
instance.

e TOP 10 nodes that receive the greatest number of slow queries: displays the top 10 data nodes that
receive the greatest number of slow queries and provides information about the slow queries.

Basic instance information
This section displays the instance ID, instance type, engine version, and the region in which the instance
is deployed.

Basic instance information

Diagnostic Report Details

(Mar 10, 2021, 14:59:42 ~ Mar 10, 2021, 15:09:42)
Instance Basic Information
r-bp- (1 ) & GB Cluster Edition(4 node)
Redis 5.0 China (Hangzhou)

Summary

This section displays the diagnostic results and the score of the instance health status. The highest
score is 100. If your instance achieves a score lower than 100, you can check the diagnostic items and
details.
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Summary

Summary

Health Score

Diagnostic ltem

Details

Performance level

Top Nodes Egﬁ#ﬁded
-1 -db-1

! -10

-1 -db-0

This section displays the statistics and states of key performance metrics related to the instance. You
must pay attention to performance metrics that are in the Hazard state.

@ Note If your instance runs in a cluster architecture or a read/write splitting architecture, you
must check whether the performance metrics are skewed and check for skewed data nodes. For
more information about the cluster and read/write splitting architecture, see Cluster master-replica
instances and Read/write splitting instances. In addition, we recommend that you focus on the
data nodes with higher loads based on the curve charts of each performance metricinthe Top 5

Nodes section.

Performance level

I Performance level

@ Cluster performance level

State

cpulsage Normal

connectionUsage (2) Normal

memoryUsage Hazard
inFlow Hazard
outFlow Hazard

® TOP 5 nodes({By node maximum)

cpuUsage

100%
75%
50%
25%

0%

15:34 15:36

= r-lug

Performance Thres
metric hold

Maximum value

37 50%

0.02%

100.00%

100.00%

100.00%

15:38 15:40 1542

-db-1 — r-

Impact

Tu

Minimum value

0

0.01%

3.78%

0.01%

Average Whether skew occurs Tilt node
4.48% No skew occurred No
0.01% No skew occurred No
46.55% No skew occurred. No
4256% No skew occurred No
3.38% No skew occurred. No

connectionUsage

100%
T5%
50%
25%

0%
15:24 1536 15:38 15:40 15342

= r-lu -db-1 = r-Tumy -db-0

Possible cause and
troubleshooting method
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Performance
metric

CPU
Utilization

Memory
Usage

Connection
s Usage of
data nodes

Thres
hold

60%

80%

80%

Impact

When an ApsaraDB for Redis instance has high
CPU utilization, the throughput of the instance
and the response time to clients are affected.
In some cases, the clients may be unable to
respond.

When the memory usage of an ApsaraDB for
Redis instance continuously increases, response
time increases, queries per second (QPS)
becomes unstable, and keys may be frequently
evicted. This affects your business.

When the number of connections to a data
node reaches the upper limit, connection
requests may time out or fail.

@ Note

® This metric is collected when
clients connect to an ApsaraDB for
Redis cluster instance in direct
connection mode. For more
information about the direct
connection mode, see Enable the
direct connection mode.

® This metric is not collected when
clients connect to an ApsarabDB for
Redis cluster instance or
read/write splitting instance by
using proxy nodes. In this case, you
must monitor the number of
connections on the proxy nodes.
For more information, see View
monitoring data.

Possible cause and
troubleshooting method

Possible causes:

® The instance runs
commands that require
high time complexity.

® Hotkeys exist.

e (Connections are frequently
established.

For more information about
how to troubleshoot these
issues, see Troubleshoot high
CPU utilization on an
ApsaraDB for Redis instance.

Possible causes:
® The memory is exhausted.

® A great number of large
keys exist.

For more information about
how to troubleshoot these
issues, see Troubleshoot the
high memory usage of an
ApsaraDB for Redis instance.

Possible causes:

e User traffic spikes.

e |dle connections are not
released for an extended
period of time.

For more information about
how to troubleshoot these
issues, see Instance sessions.
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Performance Thres Impact Possible cause and
metric hold P troubleshooting method
Inbound
u. 80% Possible causes:
Traffic
e Workloads spike.
® Large keys are frequently
. . read or written.
When the inbound or outbound traffic exceeds
the maximum bandwidth provided by the For more information about
Outbound instance type, the performance of clients is troubleshoot these issues,
. 80% affected. see Troubleshoot high traffic
Traffic
usage on an ApsaraDB for

Redis instance.

If your instance runs in the cluster architecture or read/write splitting architecture, the system measures the
overall access performance of the instance based on the preceding performance metrics and displays
the result in the diagnostic report. The following table describes the criteria used to determine skewed
requests, possible causes of skewed requests, and troubleshooting methods.

@ Note If the diagnostic report indicates that the instance has skewed requests for a specific
performance metric, you must check the nodes to which the skewed requests are directed.
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Criteria Possible cause Troubleshooting method

The following conditions are met:

e Peak values of performance metrics for
all data nodes of an ApsaraDB for Redis

instance are greater than the following e Adatanode has
thresholds: excessive large keys.
o CPU utilization: 10%. e A data node has hotkeys.
o Memory usage: 20%. ® The hashtags are
o Inbound and outbound traffic: 5 improperly configured.
Mbit/s.
o Connection usage: 5%. @ Note  If keys
are configured with e Offline key analysis
e The balance score is greater than 1.3, the same hash tag, )
which is calculated by using the following the keys are stored e Use .th.e real-time key
formula: max{average performance on the same data statistics feature
values of all data nodes}/median node. If a large
performance value of all data nodes. number of keys are

configured with the

For example, an ApsaraDB for Redis
same hash tag, the

instance contains four data nodes and

the average CPU utilization of the four node '; it
nodes is 10%, 30%, 50%, and 60%. Then, i) oy
these keys.

the median value is 40% and the result is
1.5 from 60%/40%. T he calculated value
1.5 is greater than 1.3. Therefore, the
system considers the CPU utilization of
the instance skewed.

TOP 10 nodes that receive the greatest number of slow queries

This section displays the top 10 data nodes that receive the greatest number of slow queries and
statistics about the slow queries. The statistics include the following slow logs:

e The slow logs of data nodes that are stored in the system audit logs. These slow logs are retained
only forfour days.

e The slow logs that are stored on the data node. Only the most recent 1,024 log entries are retained.
You can use redis-clito connect to the instance and run the SLOWLOG GET command to view these
slow logs.

Slow query analysis
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TOP 10 slow requests
TOP 10 slew request command statistics
Number of
one slow requests Maximum Average
Slow request Number execution  execution
time (ms) time (ms)
keys * 86.92 86.92
keys key:0000001* 6270 G62.70
del key:000000119174 key:0000001798289 key:000000166739 key:000000121062 key:0000001... 1594 18.94
-bp
-db-0 6
del key:000000106401 key-000000195278 key:000000115857 key:000000114756 key:0000001.. 16.34 16.34
del key:000000119630 key-000000120548 key 000000124523 key:000000174784 key 0000001 13.75 13.75
del key:000000152226 key:000000196584 key:000000107262 key-000000199328 key:000000... 12.66 12.66
keys * 86.03 86.03
keys key:0000001* 50.86 5086
del key:000000145308 key 000000174570 key:000000191120 key:000000169724 key 0000001 1822 18.22
1-bp
db-1 6
del key:000000126429 key:000000134166 key:000000170445 key-000000140379 key:000000... 15.428 15.48

You can analyze the slow queries and determine whether improper commands exist. This way, you can
find the solutions to different issues.

Cause Solution
Evaluate and disable commands that cause a high
risk and consume a large amount of CPU resources,

such as FLUSHALL, KEYS, and HGETALL. For more
information, see Disable high-risk commands.

Commands that have a time complexity of O(N) or
consume a large amount of CPU resources, such as
keys *.

Analyze and evaluate the large keys. For more
information, see Offline key analysis. Then, split
these large keys based on your business
requirements.

Large keys that are frequently read from and
written to the data nodes.

9.4. Alert settings

ApsaraDB for Redis has been integrated with CloudMonitor. T his topic describes how to configure alert
rules for important metrics of an ApsaraDB for Redis instance in the CloudMonitor console. T his way, you
can handle exceptions of metrics orinstances at the earliest opportunity.

Background information

CloudMonitor is a service that can be used to monitor Alibaba Cloud resources and Internet
applications. The service is an all-in-one enterprise-grade monitoring service that works out-of -the-
box. For more information, see What is CloudMonitor? You can create alert rules and specify the metrics
based on which alerts are set. When the alert rules of a specified metric are triggered, alerts are
generated and sent to alert contacts in an alert contact group.
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@ Note CloudMonitor sends alerts to alert contacts in alert contact groups. Before you add an
alert contact to an alert contact group, you must create the alert contact or alert contact group.
For more information, see Create an alert contact or alert contact group.

Procedure

1. Log onto the ApsaraDB for Redis console and go to the Instances page. In the top navigation bar,
select the region in which the instance is deployed. Then, find the instance and click the instance ID.

2. Inthe left-side navigation pane, click Alarm Settings.

3. Onthe Alarm Settings page, view monitoring metrics of the current instance. You can also click
Alert Settings inthe upper-right comerto go to the CloudMonitor console to add or manage

alert rules.
| Alarm Settings Alarm Settings @

Statistica Al

Metric Alarm Rules a_l e Status Enabled ;:arm
Pericd Contact

Instance

Cpu Usage Continuously 1 Count Average »= 75 % SMinutes MNormal On redistest

Users

Average

Response Continuously 1 Count Average >= 50000 us 5Minutes Mormal On redistest

Time

The following table describes the alert types that are supported by CloudMonitor.

Aler
) L Referenc
Instance type Metric Description
typ es
e
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Aler

typ
e

Thr
esh
old-
trig
ger
ed
aler
ts

Instance type

When you create an
threshold-triggered alert,
you must specify the
instance type to be
associated with the alert.
The following instance
types are supported:

° Related Resource

— f—

o ApsaraDB for Redis
(standard architecture)

o ApsaraDB for Redis
(cluster architecture)

o ApsaraDB for Redis
(read/write splitting
architecture)

o ApsaraDB for Redis
Enhanced Edition (T air)
storage-optimized
master-replica instances

o ApsaraDB for Redis
Enhanced Edition (T air)
persistent memory-
optimized standard
instances

o ApsaraDB for Redis
Enhanced Edition (T air)
persistent memory-
optimized cluster
instances

Metric

Metrics vary based on
instance types. Cluster
instances and
read/write splitting
instances separately
support metrics for
data nodes and proxy
nodes. For more
information, see
ApsaraDB for Redis
(standard
architecture),
ApsaraDB for Redis
(cluster architecture),
and ApsaraDB for
Redis (read/write
splitting architecture).

Description

When the value of a
metric exceeds the
specified threshold,
the system sends an
alert. For example, if
the CPU utilization of
an ApsaraDB for Redis
instance exceeds the
90% threshold, the
system sends an alert.
These alerts enable
you to understand and
respond to exceptions
in a timely manner.

In most cases,
workloads are
sensitive to
fluctuations in the CPU
utilization, memory
usage, and network
traffic of an ApsaraDB
for Redis instance. We
recommend that you
specify alert
thresholds for the
main metrics. The
following metrics and
thresholds are
provided for your
reference:

o CPU utilization:
greater than 60%.

o Memory usage:
greater than 80%.

o Inbound bandwidth
usage and
outbound
bandwidth usage:
greater than 80%.

o Disk usage: greater
than 80%. T his
threshold applies
only to ApsaraDB
for Redis Enhanced
Edition (T air)
storage-optimized
master-replica
instances.

Referenc
es

Create a
threshol
d-

triggered
alert rule

241
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Aler
) . Referenc
Instance type Metric Description

typ es
e

If an ApsaraDB for

Redis instance fails,
Eve o InstanceMaintenanc performs a master-
nt- e (proactive O&M replica failover, or runs Subscrib
trig events) a proactive O&M task eto
ger N/A o Exceptions such as an instance event
ed migration, the system notificati
aler © Maintenance sends an alert. This ons
ts allows you to resolve

issues at the earliest

opportunity.

Related information

e Query and manage pending events

e (Causes and impacts of master-replica switchovers
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10.Log management
10.1. Audit logs (new version)

10.1.1. Enable the new audit log feature

ApsaraDB for Redis provides the new version of the audit log feature. The new version is integrated
with Log Service and allows you to query, analyze online, and export log data. This helps you gain
insights into the security and performance of ApsaraDB for Redis instances.

Prerequisites

e The instance is an ApsaraDB for Redis Community Edition instance or a performance-enhanced
instance of the ApsaraDB for Redis Enhanced Edition (T air). For more information about performance-
enhanced instances, see Performance-enhanced instances.

e The engine version of the instance is Redis 4.0 or later, and the latest minor version is used. For more
information about how to update the minor version and upgrade the engine version of aninstance,
see Upgrade the major version and Update the minor version.

e The AliyunLogFullAccess permission is granted to the Resource Access Management (RAM) user
that is used to enable the new audit log feature. This requirement must be met if you want to enable
the feature by using the credentials of a RAM user. For more information, see Grant permissions to a
RAM user.

e The AliyunLogFullAccess or AliyunLogReadOnlyAccess permission is granted to a RAM user. T his
requirement must be met if you want to use the RAM user to access audit logs. For more information,
see Grant permissions to a RAM user.

All permissions or read-only permissions on Log Service are granted to the RAM user. T his requirement
must be met if you want to create Logstore-level custom policies. For more information, see Create a
custom policy. The following code displays policy content.

o All permissions:

{

"Version": "1",
"Statement": [
{
"Action": "log:*",
"Resource": "acs:log:*:*:project/nosgl-*",

"Effect": "Allow"
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o Read-only permissions:

{
"Version": "1",
"Statement": [
{
"Action": [
"log:Get*",
"log:List*"
1,
"Resource": "acs:log:*:*:project/nosqgl-*",
"Effect": "Allow"

Scenarios

ApsaraDB for Redis integrates the features of Log Service to provide an audit log feature that is stable,
flexible, simple, and efficient. This feature can be used in the scenarios described in the table. For more
information about Log Service, see What is Log Service?

Scenario Description

Helps security auditors check information such as operator identity or data
Operation audit modification time to identify internal risks such as permission abuse and execution of
invalid commands.

Security

. Assists business systems in meeting the audit requirements in security compliance.
compliance

Precautions

e Afteryou enable the audit log feature for an instance, ApsaraDB for Redis audits the write
operations that were performed on the instance and logs the audit information. During the process,
the instance may encounter a performance degrade of 5% to 15% and a specific amount of latency
jitter. The performance decrease and the latency jitter vary based on the amount of datathat is
written or audited.

2P Notice

o Your application may write a large amount of data to an instance. For example, your
application frequently runs the INCR command to count. To prevent a performance
decrease in such a scenario, we recommend that you enable the audit log feature only for
troubleshooting issues or auditing instance security.

o The number of read operations is often large. If the audit information of a large number
of read operations is recorded, the instance performance may deteriorate. To prevent this
issue, ApsaraDB for Redis records audit information only for write operations.

e The specified log retention period for an instance is applicable to the instance and all the other
instances that reside in the same region as the instance. Other settings of the instance are applied
only to the instance. For example, if you enable the audit log feature for an instance, the audit log
feature takes effect only on the instance.
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Billing

You are charged for the audit log feature based on storage usage and log retention period. The price
varies based on regions that you select. For more information, see Billable items and prices.

(@ Note The free trial version of the audit log feature has been phased out on June 11, 2021.
For more information, see [Notice] Official version of the audit log feature for ApsaraDB for Redis
released.

Procedure
1.

2. Inthe left-side navigation pane, choose Logs > Audit Log.

3. Specify a log retention period.

@ Note This configuration is applicable to the instance and all instances that reside in the
same region as the instance. Audit logs are billed based on storage usage and log retention
period. Valid values for the log retention period are 1 to 365. Unit: days.

4. ClickEstimate Fees and Enable Audit Logs.
5. Inthe dialog box that appears, estimate log fees, read the prompt, and then clickEnable.

@ Note The audit log feature depends on Log Service. If Log Service is not activated for
your Alibaba Cloud account, you are prompted for activating Log Service. For more
information, see What is Log Service?

Related API operations

Operation Description

. . . Enables or disables the audit log feature and
ModifyAuditLogConf ) . . .
odifyAudittegtonig specifies a retention period for audit logs.
Queries the audit log configurations of an ApsaraDB
for Redis instance. The configurations include
whether the audit log feature is enabled and the
retention period of audit logs.

DescribeAuditLogConfig

Queries the audit logs of an ApsaraDB for Redis

DescribeAuditRecords .
instance.

FAQ
e How do I disable the audit log feature for an instance?

Log onto the ApsaraDB for Redis console and go to the Audit Log page of the instance. In the
upper-right corner of the page, click Service Settings. Then, you can disable the audit log feature.

e How do Idownload all audit logs?

For more information, see T2 H7. To download all audit logs, take note of the following items:
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o To download all audit logs, you must specify the redis_audit_log _standard Logstore and
specify the project name in the following format: nosql-{/D of your Alibaba Cloud account}-{ Region
} . Example: nosql-17649847257****-cn-hangzhou.

o To download all audit logs, you must select Download All Logs with Cloud Shell orDownload
All Logs Using Command Line Tool. If you select Download Log in Current Page, you can
download only the audit logs that are displayed on the current page.

e Why does the audit log feature support write operations but not read operations?

In most scenarios, the number of read operations is larger than the number of write operations. The
auditing for read operations can cause a serious performance degrade. In addition, a large number of
audit logs need to be generated and stored for read operations. As such, ApsaraDB for Redis may
discard specific audit logs to ensure service stability. Due to these issues, the audit log feature does
not support read operations.

e If I specify different log retention periods for two instances in the same region that have the new
audit log feature enabled, which log retention period is applied to all the instances in the region?

The last log retention period that you specify is applied.

e Why do Ifind audit logs whose client IP addresses are not the IP address of the client on which my
application runs?

The audit logs record write operations of the control class. You can filter out this type of
information.

Related information

View audit logs

Download audit logs

Subscribe to audit log reports

e Overview of real-time consumption

10.1.2. View audit logs

You can view audit logs within a specific period of time and filter audit logs that match specific
conditions.

Prerequisites

The new version of the audit log feature is enabled. For more information, see Enable the new audit log
feature.

Background information

Audit logs provide a detailed insight into the status of your ApsaraDB for Redis instance. You can use
audit logs to view request records so that you can check records of modify and delete operations and
find the cause of sudden increases in database resource consumption.
View audit logs

1.

2. Inthe left-side navigation pane, choose Logs > Audit Log.

3. Onthe Audit Log page, checkthe audit log details of the instance.
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Filter the audit logs of an instance

ApsaraDB for Redis allows you to view the audit logs that meet specified filter conditions.
1.
2. Inthe left-side navigation pane, choose Logs > Audit Log.
3. Onthe Audit Log page, you can specify conditions to filter audit logs.

Audit Log Reference for Audit Logs

-]
[CLEER R WA=l Ssubscribe @ Alerts ORefresh @ Title Configuration  Reset Time

@ Redis Audit Center

Fiter: | instanceid:r-bp X | | _topic_ redis_pro»

Keyword:  instanceid:r-bp'T X Type: | redis_proxy_audit_log x

Filter conditions

Filter

Description
condition P
The keywords that are included in the audit logs you want to view. A keyword can be
a client IP address, a command, a username, or other extended information.
@ Note
o The Keyword field supports exact match. You must enter complete
information in the Keyword field. Examples:
= |f you want to specify an IP address as a keyword, you must enter
Keyword a complete IP address such as 192.168.1.1, not a partial IP
address such as 192.168 or 1.1.
= |f you want to specify a command as a keyword, you must enter a
complete command such as AUTH or auth, not a partial command
such as au.
o |f a keyword contains a colon (:), you must enclose the keyword in a pair
of double quotation marks (""). Example: "userid: 1"
The type of audit logs. Valid values:
Type o redis_audit_log: the audit logs of data shards.
o redis_proxy_audit_log: the audit logs of proxy nodes.
The account used to connect to the instance. Default value: null. For more
Account . .
information about accounts, see Create and manage database accounts.
Client IP The client IP address used to connect to the instance.
DB The database of which you want to query the audit logs.

View the audit logs of an instance over a specified time range

You can use the time picker to specify a time range to query.

1.

247 > Document Version: 20220711


https://www.alibabacloud.com/help/doc-detail/92665.htm#task-kth-pr4-hfb

ApsaraDB for Redis User Guide-Log management

2. Inthe left-side navigation pane, choose Logs > Audit Log.
3. Onthe Audit Log page, clickPlease Select.

| Audit Log Reference for Audit Logs

| (==
(8 Redis Audit Center ‘ (© Please Select ¥ ‘ [ Subscribe @ Alerts ) Refresh 8 Title Configuration Reset Time

Fiter: | instanceicr-bp’

Keyword: _ instanceidir-bp] X Type:| redis_proxy_audit log X

4. Inthe Time panel, specify a time range to query audit logs.

Time X

Apr 27, 2020, 17:19:13 ~Apr 27, 2020, 17:34:13

> Relative
1 Minute 3 Minutes 15 Minutes
1 Hour 4 Hours 1 Day Today
1 Week 30 Days This Manth
Custom

»  Time Frame

1 Minute 15 Minutes 1 Hour
4 Hours 1 Day 1 Week 30 Days
Teday Yesterday
The Day before Yesterday This Week
Previous Week This Month +B
This Quarter This Year Custom
?  Custom

Apr 27, 2020, 17:19~Apr 27, 2020, 17:34

The current query time range is accurate to the minute, To use a @

query time range that is accurate to the second, set the

timestamps in your 5QL statement. Example: * | select * from lag
where _time__>1558013658 and __time__< 1558013660
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Time picker description
Section No. Section name Description

When you move the pointer over a time option in the Relative
@ Time details section or Time Frame section, the time details section displays the
time range that matches the selected time option.

Select a time range relative to the current point in time. When you
move the pointer over a time option in this section, the time details
section displays the time range that matches the selected time
option.

@) Relative

Select a time range that is accurate to the minute, hour, week, or

day. When you move the pointer over a time option in this section,
the time details section displays the time range that matches the

selected time option.

® Time Frame

Specify a custom time range. After you click OK, the custom time

@ Custom ' .
range is applied.

Related API operations

Operation Description

ModifyAuditLogConfig Enables or disables the audit log feature and
specifies a retention period for audit logs.

Queries the audit log configurations of an ApsaraDB

for Redis instance. The configurations include

whether the audit log feature is enabled and the

retention period of audit logs.

DescribeAuditLogConfig

Queries the audit logs of an ApsaraDB for Redis

DescribeAuditRecords .
instance.

FAQ

e (Canlview more than 2,000 audit log entries?

The Audit Log page inthe ApsaraDB for Redis console displays a maximum of 2,000 audit log entries.
To view more audit log entries, log on to the Log Service console. For more information, see Query and
analyze logs.

10.1.3. Query historical hotkeys

In an ApsaraDB for Redis instance, the keys that are frequently accessed are called hotkeys. Improper
management of hotkeys may cause congestion and degrade service performance. You can use the
audit log feature to query and analyze the historical hotkeys. This allows you to further optimize your
instance.

Prerequisites
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The audit log feature is enabled for the ApsaraDB for Redis instance. For more information about audit
logs, see Enable the new audit log feature.
Context

ApsaraDB for Redis uses efficient sorting and statistical algorithms based on the Least Frequently Used
(LFU) cache to identify hotkeys in an instance.

@ Note If the number of queries per second (QPS) of a key is greater than 3,000, the key is
considered to be a hotkey.

Procedure
1.
2. Inthe left-side navigation pane, choose Logs > Audit Log.

3. Onthe Audit Log page, clickPlease Select inthe upper-right corner. In the Time panel, specify a
time range that you want to query. In this example, 1 Week is selected, which indicates the last

week.
| Audit Log @
Time b
Aug 12, 2020, 12:2457 ~Aug 19, 2020, 12:24:57
> Relative
1 Minute 5 Minutes 15 Minutes
1 Hour 4 Hours 1 Day Today
This Week 30 Days
This Month Custom
> Time Frame
1 Minute 15 Minutes 1 Hour @
4 Hours 1 Day 1 Week 30 Days
Today Yesterday
The Day before Yesterday This Week

4. Clearthe default filter conditions in the Keyword field. Enter type:7and press the Enter key. The
type:7 filter condition is used to query hotkeys.

| Audit Log @

e
GD Redis Audit Center @ 1 WeekiRelative) ¥ [ Subscribe @ Alerts CJ Refresh @ Title Configuration Reset Time

Filter: | _topic_: redis_audit_log x type?7 | X

Keywordy] type:7 X | ] Type:  redis_audit_log x

5. Inthe Audit log detail, view the details of the historical hotkeys.
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Audit log detail

Log type Execution time DB Clientip Account Command Extended Info

Master node hot key log 2020-08-18 16:47:36.000 -1 127.0.0.1 (nul) [{"dbid":0,"type":"string"”,"If | sqld:r-
u":241,"qps":"4500-500 C redis
0","key":"key-0000000000 | 0:7966:13

017}

Master node hot key log 2020-08-18 16:47:37.000 -1 127.0.0.1 (num) [{"dbid":0,"type":"string™,"If | sqld:r-bp
u":241,"qps":"4500-500 i redis
0"ke! 00000 | 0:7966:13

087}, {"dbid".0, strin
g","Ifu":244," '4500-50
007,"key™"key:000000000
001"} Hide =<

@ Note The Client ip column displays 127.0.0.1, which is the IP address of the local host of
the ApsaraDB for Redis instance.

In the Command column, view the details of the hotkeys. The following table describes the fields
in the hotkey details.

Field Example Description
dbid "dbid":0 The database in which the hotkey resides.
type "type":"string" The type of data structure that the hotkey uses.
1fu "1fu":241 The LFU value of the hotkey.

The QPS of the hotkey. The value is displayed as a
range.

@ Note If the QPS of a key reaches
6,000, the system stops calculating the
accurate QPS of the key. In this case, >=6000
is displayed for such a hotkey.

aps "gps":"4500-5000"

"key":"key:000000000008"
key The hotkey.

10.1.4. Download audit logs

T his topic describes how to download the audit logs of an ApsaraDB for Redis instance to your
computer. You can archive, filter, and analyze the downloaded audit logs.

Prerequisites

The audit log feature is enabled for the ApsaraDB for Redis instance. For more information about audit
logs, see Enable the new audit log feature.

Procedure
1.

2. Inthe left-side navigation pane, choose Logs > Audit Log.
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3. Inthe log chart section, choose . > Download Log in the upper-right corner of the specified

chart.

@ Note Youcanfilter logs by using the following methods. Then, you can download the
content that meets your requirements.

o Filterlog data by keyword, type, account, or client IP address. For more information, see
Filter the audit logs of an instance.

o Filterthe log entries of a chart based on the time when the log entries were generated.
ClickSelect Time Range above the Download Log buttonto select atime range.

Unique access user count E] Unique access ip count E] Audit log count E] Avg RT E] Avg QPS E]

1 2 102 0.0 ms 0.12

TOP 5 users [l  1opsectients [£]  7ops commanas

e _
- ) ’
1o _

40 60 80 100 20 0 10 20 30 20 50 60

Select Time Range
Download Log
Download Chart
&H ©®

Afteryou clickDownload Log, the log entries that meet the specified criteria are downloaded in
the web browser and saved as a .csvfile to your computer. You can view the file by using tools
such as Excel.

A , B , C

1 |command pv

2 |select O 586

3 |PING 572

4 |INFO ALL 571

5 |AUTH #xxxs 148

6 |FLUSHDB 4

7

10.1.5. Subscribe to audit log reports

T his topic describes how to subscribe to audit log reports of ApsaraDB for Redis by using emails or
DingT alk ChatBots. This allows you to periodically check the status of an ApsaraDB for Redis instance.

Prerequisites

The audit log feature is enabled for the ApsaraDB for Redis instance. For more information about audit
logs, see Enable the new audit log feature.

Procedure
1.

2. Inthe left-side navigation pane, choose Logs > Audit Log.

3. Onthe Audit Log page, click Subscribe in the upper-right corner.
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Please Select ¥ [ Subscribe | Alerts () Refresh 8 Title Configuration Reset Time

4. Onthe Create Subscription panel, complete the settings and click Next in the lower part of the
page.
The following table describes the parameters listed on the page.

Parameter Description
Subscription Name The description of the subscription. You can customize the description.
Frequency The frequency at which ApsaraDB for Redis delivers the reports.

Specifies whether to enable the watermark feature. After you enable the
watermark feature, ApsaraDB for Redis adds watermarks to the images in
the audit log reports that are pushed to you. The watermarks can be email
addresses or webhook URLs.

Add Watermark

5. Inthe Notifications step, click the drop-down list on the right and select a notification method.

Create Subscription X
Notifications Add a notification method ~
Email

No notification configurations are available. Select 4 WebHook-DingTalk Bot

corner to add o

The available notification methods are Email and WebHook-DingT alk Bot. You can select one or
both of them.

@ Note Formore information about how to obtain the WebHook request URL, see DingT alk
chatbot webhooks.

6. Specify the Recipients of the Email orthe Request URL of the WebHook-DingT alk Bot, and
then click Submit.

10.2. View slow logs

T his topic describes how to view slow logs collected during a specified period of time in the ApsaraDB
for Redis console. You can view slow logs to resolve performance issues and optimize requests.

Prerequisites

An ApsaraDB for Redis instance of one of the following versions is created:
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e Performance-enhanced instances
e :40,50,0r6.0

Context

Slow logs record requests that take longer to execute than a specified threshold. Slow logs are
classified into slow logs from data nodes and slow logs from proxy nodes.

@ Note Only the slow logs from data nodes are collected for standard instances.

Slow log type Description Parameter

® slowlog-log-slower-than: specifies the
threshold of command execution time
for slow logs from data nodes. If a
command runs for a period of time that

e The command execution time collected exceeds this threshold, the command is

in slow logs that were generated on a
data node includes only the amount of
time required to actually run a

recorded in a slow log. Default value:
20000. Unit: ps. 20000 ps is equal to 20
ms.

command on the data node. The

amount of time required for the data @ Note In most cases, the
Slow logs node to communicate with a proxy node actual latency is higher than the
from data or client and the execution latency of specified value of this parameter
nodes

the command in the single-threaded
queue are not included.

because this value does not include
the amount of time required to
transmit and process data among
clients, proxies, and data nodes.

® |n most cases, the number of slow logs
from data nodes is small due to the
high-performance capabilities of

ApsaraDB for Redis. ® slowlog-max-len: specifies the

maximum number of slow log entries
that can be stored. Default value: 1024.

For more information, see Modify
parameters of an instance.
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Slow log type Description

® The command execution time collected
in slow logs from proxy nodes starts
from the time when a proxy node sends
a request to a data node and ends at
the time when the proxy node receives
the response from the data node. This
includes the command execution time
on the data node, the data transmission
time over the network, and the queuing

Slow logs latency of the command.

from proxy

® Slow logs from proxy nodes are
nodes 9 proxy

retained for 72 hours. The number of
slow logs from proxy nodes allowed to
be stored is unlimited.

® |n most cases, the latency value
recorded in a slow log from proxy
nodes is closer to the actual latency of
the application. As such, we recommend
that you check the accuracy of this value
when you troubleshoot timeout issues.

Procedure
1.

Parameter

rt_threshold_ms: specifies the threshold
of command execution time for slow logs
from proxy nodes. Default value: 500.

Unit: ms. We recommend that you set the
threshold to a value close to the client
timeout value, which is from 200 ms to 500
ms.

For more information, see Modify
parameters of an instance.

2. Inthe left-side navigation pane, choose Logs > Slow Logs.

3. Specify filter conditions to filter results based on your business requirements.

| slow Logso o

Vl Query Time: I Apr 24, 2021 16:51

fll Please el‘zﬁte\l m

Apr 25, 2021 16:51 |

Data nodes Proxy Node: ’ Al

Instance ID Query Started At 8 Database Name

r-bp +-db-1 Apr 25,2021,11:20:52 0

No. Description

@ The node type and node ID.

@ Note

Slow Query Statement

Elapsed(us) I Host Address

20000 127.0.0.1

For standard instances, only the slow logs from Data

Node are collected. If you use standard instances, skip this step.

The time range to query. By default, slow logs collected during the last hour
are displayed.

A keyword that is specified to filter slow logs. Example: bgsave.

255
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@ Note

By default, the Host Address parameter for master-replica cluster instances and read/write
splitting instances displays the IP address of proxy nodes. To obtain the IP address of a specific
client, set ptod_enabledto 1 inSystem Parameters. For more information, see Modify

parameters of an instance.

Related API operations
API Description

Queries slow logs of an ApsaraDB for Redis instance

DescribeSlowLogRecords . . . .
in a specified time period.

References

Use slow logs to troubleshoot timeout issues

10.3. View active logs

This topic describes how to view active logs of an ApsaraDB for Redis instance. In the Logs module of
the ApsaraDB for Redis console, you can checkthe active logs that were generated in the last 72 hours
to troubleshoot O&M issues.

Prerequisites

Your instance is of one of the following editions:

e Performance-enhanced instances

e instances that run Redis 4.0 or later.

Procedure

1. Log onto the ApsaraDB for Redis console and go to the Instances page. In the upper-left part,
select the region in which the instance is deployed. Then, find the instance and click the instance ID.

2. Inthe left-side navigation pane, choose Logs > Active Logs.

3. Onthe Active Logs page, clickthe & icon to specify a time range.

@ Note If you use a cluster instance of ApsaraDB for Redis, you can select the required
node in the Node drop-down list next to Query Time.

4. ClickSearch.
Related API operations
API Description

Queries active logs of an ApsaraDB for Redis

DescribeRunningLogRecords .
instance.
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10.4. Use slow logs to troubleshoot
timeout issues

A common issue that affects the service performance is connection timeouts caused by slow requests.
The slow log feature of ApsaraDB for Redis allows you to find the IP address of the client that sends
these requests and troubleshoot issues based on the details of slow logs.

Prerequisites

An ApsaraDB for Redis instance of one of the following versions is created:

e Performance-enhanced instances
e :40,5.00r6.0

Context

Slow logs record requests that take longer to execute than a specified threshold. Slow logs are
classified into slow logs from data nodes and slow logs from proxy nodes.

@ Note Only the slow logs from data nodes are collected for standard instances.

Slow log type Description Parameter

® slowlog-log-slower-than: specifies the
threshold of command execution time
for slow logs from data nodes. If a
command runs for a period of time that
exceeds this threshold, the command is

e The command execution time collected recorded in a slow log. Default value:
in slow logs that were generated on a 20000. Unit: ps. 20000 ps is equal to 20
data node includes only the amount of ms.
time required to actually run a
command on the data node. The @) R R
amount of time required for the data o ’
Slow logs ) ) actual latency is higher than the
node to communicate with a proxy node . .
from data ) . specified value of this parameter
or client and the execution latency of . .
nodes because this value does not include

the command in the single-threaded

. the amount of time required to
queue are not included.

transmit and process data among
® |nmost cases, the number of slow logs clients, proxies, and data nodes.

from data nodes is small due to the
high-performance capabilities of

) ® slowlog-max-len: specifies the
ApsaraDB for Redis.

maximum number of slow log entries
that can be stored. Default value: 1024.

For more information, see Modify
parameters of an instance.
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Slow log type

Slow logs
from proxy
nodes

Description

® The command execution time collected

in slow logs from proxy nodes starts
from the time when a proxy node sends
a request to a data node and ends at
the time when the proxy node receives
the response from the data node. This
includes the command execution time
on the data node, the data transmission
time over the network, and the queuing
latency of the command.

Slow logs from proxy nodes are
retained for 72 hours. The number of
slow logs from proxy nodes allowed to
be stored is unlimited.

In most cases, the latency value
recorded in a slow log from proxy
nodes is closer to the actual latency of
the application. As such, we recommend
that you check the accuracy of this value
when you troubleshoot timeout issues.

Methods used to query slow logs

Slow log type

Slow logs from data

nodes

Slow logs from proxy

servers

Procedure

Method

Parameter

rt_threshold_ms: specifies the threshold

of command execution time for slow logs

from proxy nodes. Default value: 500.

Unit: ms. We recommend that you set the

threshold to a value close to the client

timeout value, which is from 200 ms to 500

ms.

For more information, see Modify
parameters of an instance.

e Connect to the ApsaraDB for Redis instance from a client and run the
SLOWLOG GET command. For more information, see SLOWLOG subcommand

[argument].

® Log onto the ApsaraDB for Redis console or call an APl operation:

o View slow logs

o DescribeSlowlLogRecords

Log on to the ApsaraDB for Redis console or call an APl operation:

e View slow logs

® DescribeSlowlLogRecords

In most cases, service timeouts may be caused by slow requests. We recommend that you performthe
following steps to troubleshoot the timeout issues:

1. If a service timeout issue occurs, first check the slow logs generated on proxy servers. For more
information, see view slow logs.
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@ Note

o Forstandard instances, go to Step 3 and analyze slow logs from data nodes.

o If no slow logs from proxy servers exist, you can check the network between the client

and the ApsaraDB for Redis instance.

2. Find the command recorded by the earliest slow log from proxy servers.

@ Note

If slow requests occur on data nodes and cause command accumulation, these

requests are recorded in slow logs from proxy servers.

In this example, the earliest recorded slow log is caused by the KEYS command. The IP address on
the right of the log entry is the IP address of the client that sends the command.

Slow Logs @
Deta nodes Query Time: | 2020-07-13 09:21 — 2020-07-13 10:21 B Please enter a filter Filter

Query Started At # Database Name Slow Query Statement Elapsed{us) # Host Address
2020-07-13 10:14:45 KEYS 888651 79
2020-07-13 10:14:45 SET 83693 Nl
2020-07-13 10:14:45 SET 83566 79
2020-07-13 10:14:45 SET 87968 179
2020-07-1310:14:45 SET 64048 .79

3. Checkthe slow logs from data nodes to find the slow logs from proxy servers that cause the

timeout issue.

@ Note

Typically, the command that first generates slow logs in slow logs from proxy

servers can also generate slow logs on data nodes. The number of slow logs from a data node
is usually less than that of a proxy server. This is due to the different definitions of the
execution time and different thresholds of slow logs.

In this example, after you view slow logs from proxy servers, you can see that the slow log caused
by the KEYS command also exists in slow logs from data nodes. No other slow logs that are
displayed on the Proxy tab exist on the Data nodes tab. This shows that the KEYS command

causes the timeout.

Slow Logs @

Proxy Query Time: 2020-07-13 09:21
Query Started At# Database Name

2020-07-13 10:14:45 0

2020-07-13 10:14:45 0

— 2020-07-1310:21 =] Please enter a filter Filter

Slow Query Statement Elapsed(us) # Host Address
keys * 55703 {2
keys * 56793 .12

4. Inslow logs from proxy servers, you can search for the client IP address based on the command

found in Step 2.
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11.Backup and recovery

11.1. Backup and restoration
solutions

ApsaraDB for Redis of fers high performance, high security, high availability, and diverse architectures. An
increasing number of applications run ApsaraDB for Redis as their database engine for persistent
storage. ApsaraDB for Redis provides a variety of solutions that allow you to back up or restore datain
different scenarios.

Persistence solutions

ApsaraDB for Redis supports the following persistence solutions:

e RDB persistence

ApsaraDB for Redis creates snapshots on a regular basis for the data stored in the engine storage,
generates Redis database (RDB) files, and then saves the files to disks. This process is called RDB
persistence. RDB files are small in size and easy to migrate. You can use RDB files to back up or
migrate ApsaraDB for Redis data at a specified point in time.

By default, ApsaraDB for Redis generates RDB snapshots on a daily basis and retains the snapshots
for seven days.

e AOF persistence

ApsaraDB for Redis records all commands that write data, such as SET in logs. This process is called
append-only file (AOF) persistence. When you restart an ApsaraDB for Redis instance, the system
reruns the commands in the AOFs to restore data. If AOFs are larger than required, open source Redis
runs an AOF rewrite task to recreate the AOFs at a reduced file size.

You can specify the AOF_FSYNC_EVERYSEC policy to enable AOF persistence for ApsaraDB for Redis
instances. After you specify this policy, the system records all write commands in an AOF every
second and saves the AOF to disks. The policy has a negligible impact on the performance and can
minimize data loss caused by accidental operations.

e AOF persistence for performance-enhanced instances of the
ApsaraDB for Redis Enhanced Edition (Tair)

ApsaraDB for Redis Enhanced Edition (T air) supports data backup and restoration based on RDB
snapshots and optimizes AOF persistence. After optimization, AOFs can be archived incrementally to
prevent performance degradation caused by AOF rewrite. Incremental archive also allows datain an
instance or a key to be restored to a point in time accurate to the second as this method saves each
write operation and its timestamp. For more information, see

Backup and restoration solutions

Category Solution implementation Description
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Category

Data
backup

Data
restorati
on

Solution implementation

Automatic or manual backup

Download a backup file

Use the redis-shake tool to
back up data

Restore data from a backup
set to a new instance

Use data flashback to
restore data by point in time

Use redis-shake to restore
data

Description

You can use ApsaraDB for Redis to persist data. Backups are
automatically created based on the default backup policy.
You can modify the automatic backup policy or manually
create a temporary backup. RDB

Backup files of ApsaraDB for Redis are retained free of charge
for seven days. If you want to retain backup files for more
than seven days, you can download the backup files to your
computer. For example, you may want to retain data for more
than seven days due to regulatory or security requirements.

You can use redis-shake in dump mode to back up the data of
an ApsaraDB for Redis instance in an RDB file and store the RDB
file in your computer.

ApsaraDB for Redis allows you to create an instance from a
specified backup set. The data in the new instance is the same
as that in the backup set. This feature is suitable for scenarios
such as data restoration, quick workload deployment, and
data verification.

After you enable the data flashback feature, you can restore
data of an ApsaraDB for Redis instance to a specified point in
time accurate to the second. This feature minimizes data loss
caused by accidental operations and is suitable for scenarios
in which data is frequently restored.

@ Note This feature is supported only by
performance-enhanced instances of the ApsaraDB for
Redis Enhanced Edition (T air). For more information about
performance-enhanced instances, see Performance-
enhanced instances.

AOF

You can use redis-shake in restore mode to restore data from
an RDB file to an ApsaraDB for Redis instance.

11.2. Automatic or manual backup

ApsaraDB for Redis supports data persistence. Backups are created based on the default backup policy.
You can modify the policy as your needs change. You can also manually create temporary backups.

Context

By default, ApsaraDB for Redis uses Redis database (RDB) snapshots to persist data. Data stored in
memory is persisted to disks at points in time. Data retrieval is not affected when ApsaraDB for Redis
creates backups.
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@ Note ApsaraDB for Redis optimizes data persistence based on Append Only Files (AOFs).
ApsaraDB for Redis archives incremental data so that data can be restored wit hin seconds and O&M
efficiency can be improved. For more information, see Use data flashbackto restore data by point
in time. AOF

Precautions

When an instance backup is being created, another backup cannot be created. We recommend that you
create another backup after the first backup is generated.

Procedure
1.

2. Inthe left-side navigation pane, clickBackup and Recovery.

3. Performthe operations that are described in the following table based on your business
requirements.

Operation Procedure

i. Inthe upper-right corner, click Backup Settings.
ii. Inthe panel that appears, specify Backup Cycle and Backup Time.
Configure an automatic backup policy

Retention Days

Backup Cycle:

% Monday B4 Tuesday [ Wednesday B Thursday

B Friday B Saturday B4 Sunday

Backup Time:

16:00-17:00 hd

oo
Cancel oo

® Retention Days: The number of days for which to retain backups.
This parameter is automatically set to 7 and cannot be changed.

® Backup Cycle: The backup cycle. You can select one or more days of
a week on which to back up data. By default, one backup is created

per day.
= Backup Time: The period of time to back up data. You can specify
Modify the automatic one or more hours of a day during which to back up data. we
backup policy recommend that you back up data during off-peak hours.
iii. Click OK.
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Operation Procedure

Manually create a i. Click Create Backup inthe upper-right corner.

temporary backup ii. Inthe message that appears, click OK.

Related API operations

Operation Description

Manually creates a database backup for an

CreateBacku
P ApsaraDB for Redis instance.

Queries the backup policy of an ApsaraDB for Redis
DescribeBackupPolicy instance. The backup policy includes the backup
cycle and backup time.

Modifies the backup policy of an ApsaraDB for Redis

ModifyBackupPolicy instance

Related information

e Restore datafroma backup set to a new instance
e Use data flashbackto restore data by point in time

e Download a backup file

11.3. Download a backup file
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Backup files of ApsaraDB for Redis are retained for seven days free of charge. If you want to retain
backup files for more than seven days due to regulatory or security requirements, you can download
the backup files to your computer. You can also restore downloaded backup files to a self-managed
database. This way, you can perform data analytics or run tests by using the restored backup files in
the self-managed database.

Prerequisites

The instance is an instance of the ApsaraDB for Redis Community Edition or a performance-enhanced or
persistent memory-optimized instance of the ApsaraDB for Redis Enhanced Edition (T air). For more
information about performance-enhanced instances and persistent memory-optimized instances, see
Performance-enhanced instances and Persistent memory-optimized instances.

Procedure
1.

2. Inthe left-side navigation pane, clickBackup and Recovery.

3. Find the backup file that you want to download and click Download Backups inthe Action
column.

Download a backup file

Backups Select Time Range:  Mar 24, 2021 11:01 Mar 31, 2021 11:01 =]

Backup Set Backup Backup Backup
ackup Start/ e tanc A
Backup Start/End Tim InstancelD Version o Tt — srare Adtion

Mar 30,2021,22:22:18 / r-bp -db-2 Redis 5.0 Enterprise Edition 080 Full Backup 24.14M Backup

Mar 30,2021,22:24:38 Completed Download Backups

Mar 30,2001, 22:22:13 | r-bp -db-1 Redis 5.0 Enterprise Edition 501 Full Backup 24.1M padey

Download Backup
Mar 30,2021,22:24:43 Completed onn chums

Mar 30,2021,22:22:19 / r-bp -db-3 Redis 5.0 Enterprise Edition 480 Full Backup 24.14M Backup Download Backups

Mar 30,2021,22:24:43 Completed

Mar 30,2021,22:22:23 | r-bp “db-0 Redis 5.0 Enterprise Edition 458 Full Backup 24.08M Backup

Mar 30,2021,22:24:41 Completed Download Backups

@ Note If the instance is a cluster instance or read/write splitting instance, you must
download a backup file of each data node in the instance to ensure data consistency. For
more information about cluster instances and read/write splitting instances, see Cluster
master-replica instances and Read/write splitting instances.

4. Inthe dialog box that appears, perform one of the operations that are described in the following
table.

Operation Procedure

i. Click Get URL for Internet.
Download the backup

file over the Internet ii. Paste the URL into the address bar of a browser and press the Enter

key. The browser downloads the backup file.
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Operation Procedure

i. Click Get URL for Intranet.

i. Select a download method based on the operating system of your
computer.

= Windows: Paste the URL into the address bar of a browser and
press the Enter key. The browser downloads the backup file.

® |inux: Run the command in the following format:

Download the backup wget —-c '<URL that is used to download the backup file
file over an internal over the internal network>' -O <Name of the downloaded
network. For example, backup file>.<Suffix of the downloaded backup file>
download the backup

file on an Elastic Example:

Compute Service (ECS)

instance. wget —-c 'http://rds****_ oss—-cn-hangzhou-

internal.aliyuncs.com/custins416****/hinsl**** rdb?...

' -0 backupfile.rdb

@ Note If youdownload the backup file on an ECS instance, the
ECS instance and the ApsaraDB for Redis instance can be deployed in
networks of different types.

What to do next

Afterthe backup file is downloaded, you can restore the downloaded backup file to a self-managed
database. T his way, you can perform data analytics or run tests by using the restored backup files in
the self-managed database. For more information, see Use redis-shake to restore data.

Related API operations

Operation Description

Queries the information and URL of a backup file of

DescribeBackups -
P an ApsaraDB for Redis instance.

11.4. Restore data from a backup set
to a new instance

If you restore data from a backup set to a source ApsaraDB for Redis instance, the data in the source
instance is overwritten and cannot be restored. As a result, data loss may occur. ApsaraDB for Redis
allows you to create an instance from a specified backup set. The data in the new instance is the same
as that in the backup set. This feature can be applied in scenarios such as data recovery, quick workload
deployment, and data verification.

Billing
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When you performthe operations described in this topic, an ApsaraDB for Redis instance is created, and
you are charged for the ApsaraDB for Redis instance. For more information, see Billable items and prices.

Procedure
1.

2. Inthe left-side navigation pane, clickBackup and Recovery.
3. Restore backup sets.

o Standard master-replica instances: Find the backup set that you want to manage and click
Recovery inthe Action column.

Restore a standard instance

Backups Select Time Range:  Nov 18, 2020 16:54 Mov 25, 2020 16:54 =)

Action

Backup Start/End Time InstancelD Version ?éd‘”: st Eakw LR SR

Type Capacity Status

Nov 24,2020,17:48:21 f r-bp Redis 4.0 Community Edition 7984 Full Backup 234.43M Backu Recovery | Download Backups

Nov 24,2020,17:50:37 Completed

Nov 23,2020,17:48:17 f r-bp Redis 4.0 Community Edition 7976 Full Backup 234.43M Backup Recovery | Download Backups

Nov 23,2020,17:50:39 Completed

o Cluster master-replica instances and read/write splitting instances: Select all the backup sets of
a specific point in time and click Recovery.

@ Note You can also filter backup sets by time range.

4. Inthe message that appears, read the content and click OK.

5. Onthe Clone Instance page, configure the parameters described in the following table.
Parameter Description
Source Type Set the value to Backup Set.

Clone Backu )
Set P Select the backup set that you want to manage from the drop-down list.
. The region where the source ApsaraDB for Redis instance is deployed is
Region .
automatically selected and cannot be changed.
The zone in which you want to create the instance. Each region has multiple isolated
locations known as zones. Each zone has its own independent power supply and
network. To minimize the network latency between an Elastic Compute Service (ECS)
instance and an ApsaraDB for Redis instance that are deployed in the same zone,

Zone connect them over an internal network.

@ Note To implement zone-disaster recovery, you can deploy the ApsaraDB
for Redis instance across multiple zones in the same region.
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Parameter

Network
Type

VPC

VSwitch

Edition

Series

Version

Description

o VPC (recommended): A virtual private cloud (VPC) is an isolated network with
higher security and better performance than the classic network. We recommend
that you select the VPC network type.

o Classic Network: Cloud services in the classic network are not isolated.
Unauthorized access to a cloud service is blocked only by using security groups or
whitelists.

) Notice

o The ApsaraDB for Redis instance must be of the same network type as
the ECS instance that you want to connect. Otherwise, these instances
cannot communicate over an internal network.

o If the network type for both the ECS instance and the ApsaraDB for Redis
instance is VPC, these instances must be deployed in the same VPC.
Otherwise, they cannot communicate with each other over the internal
network.

o You can switch the network type of an ApsaraDB for Redis instance from
the classic network to VPC. However, you cannot switch the network
type of an ApsaraDB for Redis instance from VPC to classic network. For
more information, see Change the network type from classic network to
VPC.

The VPC in which you want to create the instance. If you do not have a VPC, create
one first. For more information, see Create and manage a VPC.

The vSwitch that you want to connect to the instance in the VPC. If no vSwitches are
available in the VPC in the current zone, create a vSwitch. For more information, see
Work with vSwitches.

o Community Edition: This edition is compatible with the Redis protocol and
provides database solutions that use both memory and disks.

o Enhanced Edition (Tair): This edition is developed based on the ApsaraDB for
Redis Community Edition and is optimized in performance, storage, and data
structures. For more information, see Overview.

Performance-enhanced: uses a multi-threading model. This parameter is
available only if Edition is set to Enhanced Edition (T air). The performance of this
series type is three times that of a Community Edition instance of the same
specifications. This series type also provides multiple data structure modules to
simplify development. For more information, see Performance-enhanced instances.

The major version of the ApsaraDB for Redis database engine.

@ Note The instances that run Redis 2.8 will soon be phased out. We
recommend that you create an instance that uses the latest engine version for
more features and more stable performance.
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Parameter Description

o Cluster: eliminates the performance bottleneck that is caused by the single-
threading model. You can use the high-performance cluster instance to process
large-capacity workloads.

o Standard: runs in a master-replica architecture, provides high-performance
Architecture caching services, and ensures high data reliability.

Type o Read/Write Splitting: ensures high availability (HA) and high performance and

supports multiple specifications. The read/write splitting architecture allows a
large number of concurrent reads of hot data from read replicas. This reduces the
loads on the master node and minimizes O&M costs.

For more information, see Overview.

The number of data shards for the cluster instance. Data is distributed across the
data shards in the cluster instance.

Shards
@ Note This parameter is available only if the Architecture Type
parameter is set to Cluster.

o If you set the Architecture Type parameter to Cluster or Standard, you must
set the Node Type parameter to Master-Replica. This creates a dual-node hot-
Node Type standby architecture that provides HA.

o If you set the Architecture Type parameter to Read-Write Splitting, you can
select the node type based on the number of read replicas.

Each instance type contains a group of specifications. An instance type includes the
memory capacity, maximum number of concurrent connections, and maximum
bandwidth items. For more information, see Overview.

Instance @ Note Database metadata is generated when an ApsaraDB for Redis

Class instance is created. The size of the metadata on each shard of a cluster
instance ranges from 30 MB to 50 MB. The total size of the metadata for a
cluster instance equals the total size of metadata on all shards of the cluster
instance.

o Later: Set a password after the instance is created. For more information, see
Change or reset the password.

o Now: Specify a password for the instance.

®m The password must be 8 to 32 characters in length.
Set Password
= The password must contain at least three of the following character types:

uppercase letters, lowercase letters, digits, and special characters.

® Special charactersinclude ! @ # s 3 ~ & * () t - =

Instance

Name The name of the instance, which is used to identify and manage the instance.
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Parameter Description

The subscription duration for the instance. You can select one to nine months for a
monthly subscription or select one to three years for an annual subscription.

Duration
@ Note This parameter is available only to subscription instances.

6. Read and select ApsaraDB for Redis (Subscription) Agreement of Service.

7. Click Buy Now.
Afterthe payment is complete, wait for 1 to 5 minutes. Then, you can find the new ApsaraDB for
Redis instance in the ApsaraDB for Redis console.

What to do next

After the new instance is created, you can connect to the new instance to verify data. If the instance
passes the verification, you can use the new instance to restore your workloads. If you no longer need
the source instance, you can release the instance to save resources. For more information, see Release =

iBiTinstances.
Related API operations

Operation Description

Creates an instance and restores data from a

Createlnstance . .
specified backup set to the instance.

11.5. Use data flashback to restore
data by point in time

Afterthe data flashback feature is enabled, you can restore the data of aninstance or a specified key
to a point in time that is accurate to seconds from an unexpired backup file. You can restore datato a
new instance or the original instance. Such a refined data restoration capability can protect business
data and prevent data loss that is caused by accidental operations to the greatest extent.

Prerequisites
e The instance is a performance-enhanced instance of the ApsaraDB for Redis Enhanced Edition (T air).
For more information about perf ormance-enhanced instances, see Performance-enhanced instances.

e The instance uses the standard architecture or the cluster architecture. For more information about
standard instances and cluster instances, see Standard master-replica instances and Cluster master-
replica instances.

e The minor version of the instance is the latest. For more information, see Update the minor version.

@ Note If the Upgrade Minor Version button is dimmed, the minor version is the latest.

Data flashback introduction
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To protect your business data in the cloud, ApsaraDB for Redis Enhanced Edition (T air) provides the
data flashback feature in addition to the data backup and restoration features based on Redis
Database (RDB) snapshots. ApsaraDB for Redis Enhanced Edition (T air) optimizes the persistence
mechanism based on append-only-files (AOFs) and incrementally archives AOFs so that data can be
restored to a point in time accurate to seconds. This facilitates 0&M and allows you to use ApsaraDB
for Redis Enhanced Edition (T air) for persistent storage.

Afterthe data flashback feature is enabled, you can restore the data of aninstance or a specified key
to a point in time that is accurate to seconds from an unexpired backup file. The maximum retention
period of backup files is seven days. You can restore data to a new instance or the original instance.
Such a refined data restoration capability can protect business data and prevent data loss that is
caused by accidental operations to the greatest extent.

@ Note If you restore data to the original instance, the key that you want to restore is written
backto the original instance, which may increase the queries per second (QPS) or latency of the
original instance. We recommend that you restore data during off-peak hours.

Two modes of data flashback

e Eey 111
Q..} ey 222
v Eey 333
To New Instance
] — You can restore all
- > keys or only Eey 333
Eey 222 v to a new instance.
v‘hﬂ Restore Eey 333
to 16:00:49.
Current
Key 333 was accidentally Instance
deleted at 16:00:50. Eey 222
Eey 333
To Current You can restore only Eey 333
Instance

to the current instance.
This ensures business
continuity without affecting
other keys.

Limits
e You can restore data only to a specific point in time that is in the time range fromwhen data
flashback is enabled to the current time. T his period can be up to seven days.

e Afterthe data flashback feature is enabled, the point in time for data backup may be changed due
to configuration changes, cross-zone migrations, or minor version upgrades. For example, if you
change the configurations of aninstance, the point in time that you can restore data to starts from
the time when the configuration change is complete.

@ Note I you change the architecture of aninstance (such as fromstandard to cluster), date
flashback is disabled for the instance. To use data flashback, you must re-enable the feature.

e Afteryouenable the data flashback feature, it requires about 10 minutes for the systemto upload
data and logs.

Billing
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During the trial period of the data flashback feature, you can restore data to a point in time within the
last seven days free of charge. After the official release, this feature is charged based on points in time
of restoration. For more information, see this topic or the announcement on the Alibaba Cloud website.

@ Note ff you use the data flashback feature to restore data to a new instance, the system
creates an instance and restores data to the instance. You must pay forthe new instance. You can
set the billing method of the new instance to pay-as-you-go and release the instance afterit is no
longer needed. For more information, see Billable items and prices.

Enable the data flashback feature
1.
. Inthe left-side navigation pane, clickBackup and Recovery.

2
3. Onthe Backup and Recovery page, clickthe Data Flashback tab.
4. ClickEnable Now.

@ Note If the appendonly parameter is set to no, AOF persistence is disabled. In the dialog
box that appears, you are prompted to enable the AOF feature. For more information about
how to enable the AOF feature, see Modify parameters of an instance.

Perform data flashback

2. Inthe left-side navigation pane, click Backup and Recovery.
3. Onthe Backup and Recovery page, clickthe Data Flashback tab.
4

. ClickStart Flashbacking. Inthe dialog box that appears, set the flashback parameters.
Perform data flashback

Start Flashbacking X

Tips for use:

1. The recoverable time range is from the current time point to the time point when data flashback is enabled (the maximum is 7 days).

2. When the recovery mode is selected as the new instance, the architecture of the new instance must be Standard Edition or Cluster
Edition, and the capacity of the instance type must be greater than or equal to the original instance.

For more information, see data flashback help document .

Flashback data () Fulldata @ Specify Key @

key:00000007196™
key:00000007120%

Recovery Mew instance (the new instance contains only the specified Key data)

mode @ The original instance (specify the Key for data recovery, and the rest of the data remains unchanged)

Flashback Time Point (@) The earliest time allowed for flashback is Jul 8, 2021, 11:32:02

Jul 15, 2021 11:31:04 &

“ Can (el
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Parameter De

o

o

Flashback data

Restoration
mode

scription

Full data: All data on the instance is restored.

Specify Key: Specify one or more keys whose data you want to restore. Each
key name occupies a line. You can specify regular expressions based on the
following rules:

® Period (.): matches a single character except '\r\n'

m Asterisk (*): matches zero or more occurrences of a preceding
subexpression. For example, h.*1lo matches hllo or heeeello

® Question mark (?): matches zero or one occurrence of a preceding
subexpression. For example, h.?11o matches hllo or hello

® Character set [Characters]: matches a character included in the brackets ([ ]).

For example, hlaelllo matches hallo or hello

® Negative character set [*Characters]: does not match a character in the
brackets ([ ]). For example, h[“ae]llo matches hcllo or hdllo ,

but not hallo or hello

®  Character range [Character1-Character2]: matches a character in the range
of Characterl to Character2 .Forexample, h[a-b]llo matches

hallo and hbllo

@ Note To ensure the efficiency of data restoration, we recommend
that you specify no more than 10 keys or specify no more than three
regular expressions.

New instance: restores data to a new instance.

The original instance: restores data to the current instance. If you set the
Flashback data parameter to Specify Key, only the data of the specified
keys can be restored to the specified point in time and other keys are not
affected.

The point in time to which you want to restore data.

Flashback Time
Point

5. Click OK.

@ Note If you set the Recovery mode parameter to The original
instance, you must specify this parameter. If you set the Recovery mode
parameter to New instance, the Clone Instance page appears. You must
specify the point in time to which you want to restore data on this page.

o If you set the Recovery mode parameterto The original instance, the current instance enters
the Restoring state. Wait until the instance state changes to Running.

o If you set the Recovery mode parameterto New instance, the Clone Instance page appears.
You must specify the point in time to which you want to restore data and the configurations of
the new instance on this page.
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@ Note The architecture of the new instance must be standard or cluster, and the
capacity of the new instance must be greater than or equal to that of the original instance.
For more information about instance parameters, see Create RedisZsitl £ 5L an ApsaraDB
for Redis Community Edition instance or a performance-enhanced instance of the ApsaraDB
for Redis Enhanced Edition (T air).

Related API operations

Operation Description

Restores the data of an ApsaraDB for Redis instance from a backup file to the
instance. If you use this operation together with the data flashback feature, you can
restore data of a specified key to a specified point in time that is accurate to
seconds.

Restorelnstance

11.6. Use redis-port to restore data

This topic describes how to use redis-port to restore data. You can restore the data of an ApsaraDB for
Redis instance in the ApsaraDB for Redis console. You can run the script that is provided in this topic to
download a backup of the instance. The script uses redis-port to restore data fromthe backup.

Prerequisites

e The engine version of the source ApsaraDB for Redis instance is Redis 2.8 or 4.0.
e The engine version of the destination ApsaraDB for Redis instance is 2.8, 4.0, or 5.0.

Context

redis-port is an open source toolthat can be used to migrate data between Redis databases. The tool
can run multiple data migration tasks at the same time. In this example, redis-port is used in restore
mode to restore the data of an ApsaraDB for Redis instance to a specified ApsaraDB for Redis instance.

Prerequisites

) Notice The script provided in this example requires you to provide an AccessKey pair to
complete the authentication before you can obtain the backup file of the instance. To avoid
disclosing the AccessKey pair of your Alibaba Cloud account, we recommend that you create a
Resource Access Management (RAM) user, authorize the RAM user, and create an AccessKey pair for
the RAM user.

1. Create a RAMuser and grant the AliyunKvstoreFullAccess permission to the RAM user. This
permission allows the RAM user to manage ApsaraDB for Redis instances.

i. Logontothe RAM console.
ii. Create a RAM user.

iii. Inthe left-side navigation pane, choose Identities > Users.
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iv. Onthe Users page, find the RAM user to which you want to grant permissions and click Add
Permissions inthe Actions column.

Add permissions

Users
@  ARAM user is an identity entity. It represents a user or application in your organization that needs to access cloud resources.
You can manage users in the following steps:

1. Creste a RAM user, and set a password for this user to log on to the console or create an AccessKey for the application to call APls.

2. Add the user to a group. To perform this operation, you must have created a group and granted permissions to it.
User Lagon Narme/Display Name Nate Last Login Date I} Actions
redistest@ R Add to Group | Add Permissions
redistest

Delete

3

v. Inthe dialog box that appears, enter AliyunKkvstoreFullAccessin the search box and click the
policy name to add the policy to the Selected section.

Grant the AliyunKvstoreFullAccess permission
* Authorized Scope

(@ Alibaba Cloud Account

() Specific Resource Group

* Principal

redistest@a X

* Select Policy

Custom Policy + Create Palicy Selected (1) Clear E‘
‘ [A\iyunK‘wsto'&Fu Access ] o ‘ S AliyunKvstoreFullAccess X @

Authorization Policy Name Description

I AliyunKvstoreFullAccess Provides full access to ApsaraDB for Redis vi... ] o

n Cancel

vi. Click OK.

vii. ClickComplete.

2. Create an AccessKey pair for the RAM user. For more information, see Create an AccessKey pair.

Procedure

1. Performthe following operations based on the location where redis-port is installed:

) Notice

o The ApsaraDB for Redis instances that are mentioned in the following table referto the
source and destination ApsaraDB for Redis instances. Performthe following operations
on the source and destination ApsaraDB for Redis instances.

o We recommend that you install redis-port on Elastic Compute Service (ECS) instances.
You can connect to the source and destination ApsaraDB for Redis instances through a
virtual private cloud (VPC) to achieve lower network latency and higher security.

> Document Version: 20220711 274


https://www.alibabacloud.com/help/doc-detail/53045.htm#2604852

User Guide-Backup and recovery

Location
where
redis-port is
installed

ECS
instances

On-
premises
machine

Operation

Make sure that the ECS instance and the ApsaraDB for Redis instance are deployed
in the same VPC. In this case, the same VPC ID is displayed in the Basic Information
section of the instances.

@ Note

® [f the instances are deployed in different VPCs, you can change the VPC
to which the ECS instance belongs. For more information, see Change
the VPC of an ECS instance.

® The network types of the ECS instance and the ApsaraDB for Redis
instance may be different. For example, the ECS instance belongs to
the classic network and the ApsaraDB for Redis instance belongs to a
VPC. For information about how to connect to an ApsaraDB for Redis
instance from an ECS instance when the instances are deployed in
different types of networks, see Connect an ECS instance to an
ApsaraDB for Redis instance in different types of netwaorks.

ii. Obtainthe internal IP address of the ECS instance. For more information, see

Network FAQ.

Add the internal IP address of the ECS instance to a whitelist of the ApsaraDB for
Redis instance. For more information, see Configure whitelists.

By default, only internal endpoints are available for ApsaraDB for Redis instances. If
you want to connect to an ApsaraDB for Redis instance over the Internet, you must
apply for a public endpoint. For more information, see Apply for a public endpoint

for an ApsaraDB for Redis instance.

i. Runthe curl ipinfo.io [grep ip command on the on-premises device to obtain its

public IP address. The following figure shows a sample result.

root@:
% Total

:~# curl ipinfo.io |grep ip
% Received % Xferd Average Speed Time Time Time
Dload Upload Total Spent Left
249 0] 4] 1272 B --r--r-- oo oo

Current
Speed
1

: ,
"readme™: "hittps://ipinfo.io/missingauth”

Add the public IP address of the on-premises device to a whitelist of the ApsaraDB
for Redis instance. For more information, see Configure whitelists.

2. Log onto the device where redis-port is installed. The device may be an ECS instance or an on-

premises machine.

@ Note
used.

In this example, an ECS instance that runs the Ubuntu 16.04.6 operating system is

3. Runthe following command to install the core library of OpenAPI Explorer:
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apt-get update

apt install python-pip -y

pip install --upgrade "pip < 21.0"
pip install aliyun-python-sdk-core

4. Run the following command to download the script package:

wget 'https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/120287/cn zh/161
8924922413 /redis-rdb-auto-restore.tar"

@ Note The script package contains the script rdb_restore.py, redis-port, and other files.
Afteryou can run the script, the script automatically downloads the specified instance backup
file and runs redis-port to restore the backup to the specified ApsaraDB for Redis instance.

5. Runthe following command to decompress the script package:

tar -xvf redis-rdb-auto-restore.tar

6. Runthe following command to switch to the directory of the decompressed script package and
modify the configuration file:

cd redis-rdb-auto-restore

vim config.json

@ Note Afteryou run the preceding command, the system opens an editor. Enter ato use
the editing mode.

Parameters

Parameter Description Example

acesskeylD LT AISt BHRFK q*****¥kdksk
Specify the AccessKey ID and AccessKey secret of the RAM

acesskeyse user. For more information, see Prerequisites. SOAOhZtZJ7Lszgy7aL****

Cret *kkkkkkk
The ID of the region where the source ApsaraDB for Redis

L instance is deployed. For more information about the
regionid cn-hangzhou

mappings between region IDs and region names, see
Regions and zones.

7. To save the configuration file and exit the editor, press Esc, enter ;wg, and press Enter.

8. Runthe following command to launch redis-port to migrate data:

python rdb restore.py -c r-bplg4xidgiygpg**** -d 2021-04-19 -t r-bplgdxidgiygpg****.red
is.rds.aliyuncs.com -p 6379 -a redistest:Pawdl23456 -b 9382****2,9382****3 -t r-bplky7j
6gc7umk**** redis.rds.aliyuncs.com -p 6379 -a Pawdl23456

Parameters in rdb_restore.py
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ApsaraDB for Redis

Para
met
er

Requ
ired

Yes

Yes

Yes

Yes

Yes

No

Description

The ID of the source ApsaraDB for Redis
instance.

The timestamp of the backup that you want to
download. The timestamp is in the yyyy-MM-dd
format.

The endpoint that is used to connect to the
destination ApsaraDB for Redis instance. For
more information, see View endpoints.

o If the ECS instance is connected to the
ApsaraDB for Redis instance through a VPC,
you must obtain the internal endpoint of the
ApsaraDB for Redis instance.

o If you connect an on-premises machine to
the ApsaraDB for Redis instance over the
Internet, you must obtain the public
endpoint of the ApsaraDB for Redis instance.

The port of the destination ApsaraDB for Redis
instance. The default port is 6379.

The account that has the read and write
permissions and the password of the
destination ApsaraDB for Redis instance.
Separate the account and password with a
colon (:). For more information about how to
create an account, see Create and manage
database accounts.

The directory where the downloaded backup
of the source instance is saved. The default
directory is /root/.

Example

SOAQNZtZ)7Lszgy7al*** ¥ *kikiix

2021-04-19

r_
bp1g4xidqiygpqg****.redis.rds.aliyu
ncs.com

6379

redistest:Pawd123456

/root/
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Para
met Requ Description Example
ired
er
The ID of the backup of the source instance. If
multiple backups are created, you can use this
parameter to specify the backup that you want
to download.
@ Note
© You can check the Backup and
Recovery page in the console or
call the operation
to query the backup ID.
o |f the source instance uses a
or
, you must
download the backup of each
-b No shard by specifying this parameter. 938261111,938262222
Separate multiple backup IDs with
commas (,).
-h No Queries help information about a command. None

Afteryou run the program, the operational log is printed. If the datais restored, restore:

ne appears.

The output that is returned by redis-port

2021/04/20 21:00:56 [INFO] set ncpu = 2, parallel = 2 filterdb = 0 targetdb = -1
0:56 [INFO] restore from '/root/r-bp ke-db-1.rdb" to 'r-bp
uncs .com:6379"
[INFO] total = 9
INFO] total -
INFO] total - 90837

2021/04/20 [

2021/04/20 [

2021/04/20 2 [INFO] total - 97728
[

2021/04/20 21:00:59 [INFO] restore: rdb done

rdb do

11.7. Use the redis-shake tool to back

up data
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You can use the dump mode of the redis-shake tool to back up the data of an ApsaraDB for Redis
instance to an RDB file.

Prerequisites

e A database account that has the Replicate permission is created for an ApsaraDB for Redis instance.
For more information about how to create a database account, see Create and manage database
accounts.

e The architecture of the ApsaraDB for Redis instance is the standard edition or single-node read/write
splitting edition.

e The version of the ApsaraDB for Redis instance is Redis 4.0.
e AnElastic Compute Service (ECS) instance is created for running the redis-shake tool.

o The IP address of the ECS instance is added to the whitelist of the source ApsaraDB for Redis
instance.

o The ECS instance is running the Linux operating system.

o The remaining disk space in the ECS instance is larger than the space required by the RDB file to be
generated.

Background

The redis-shake tool is an open-source tool developed by Alibaba Cloud. You can use it to parse
(decode mode), recover (restore mode), back up (dump mode), and synchronize (sync/rump mode)
Redis data. In dump mode, the redis-shake tool can back up the data of a Redis database to an RDB
file, which can be used to recover or migrate data. This topic describes how to use the dump mode of
the redis-shake tool to back up the data of an ApsaraDB for Redis instance to an RDB file.

® Note

e The redis-shake tool can use an RDB file to recover or migrate data. For more information,
see Use redis-shake to migrate the data of a self-managed Redis database from a backup
file to an ApsaraDB for Redis instance.

e For more information about the redis-shake tool, see redis-shake on GitHub or FAQ.

Procedure

1. Log onto the ECS instance that can access the source ApsaraDB for Redis instance.

2. Download the redis-shake tool in the ECS instance.
@ Note We recommend that you download the latest version.
3. Runthe following command to decompress the downloaded redis-shake.tar.gz package:

tar -xvf redis-shake.tar.gz

@ Note Inthe decompressed folder, the redis-shake file is a binary file that can be runin
the 64-bit Linux operating system. T he redis-shake.conf file is the configuration file of the
redis-shake tool. You need to modify this configuration file in the next step.

4. Modify the redis-shake.conf file. The following table describes the parameters for the dump mode
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of the redis-shake tool. Parameters for the dump mode of the redis-shake tool
Parameter Description Example

The connection address and

XXXXXXXXXXXX.redis.rds.aliyuncs.c

source.address service port of the source
- om:6379
ApsaraDB for Redis instance.
The password of the source

. account:password
ApsaraDB for Redis instance. P

source.password_raw

The name of the RDB file to be
rdb.output local_dump
generated.

5. Runthe following command to back up data:

./redis-shake -type=dump -conf=redis-shake.conf

@ Note Youmust runthis command inthe same directory as the redis-shake and redis-
shake.conf files. Otherwise, you need to specify the correct file path in the command.
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@ Note

o When execute runner[*run.CmdDump] finished! appears inredis-shake logs, the
datais backed up to the RDB file.

o The name of the RDBfileis 1ocal dump. 0 by default. Youcanrunthe cat 1ocal d
ump. 0 command to check whether Redis data is backed up.

(Optional) Next step

Use the RDB file to recover data to the destination ApsaraDB for Redis instance. For more information,
see Use redis-shake to migrate the data of a self-managed Redis database from a backup file to an ApsaraDB
for Redis instance.

11.8. Use redis-shake to restore data

You can use the restore mode of redis-shake to restore data from an RDB file to an ApsaraDB for Redis
instance.

You can use redis-shake to restore data from an RDB file to an ApsaraDB for Redis instance. For more
information, see Use redis-shake to migrate the data of a self-managed Redis database from a backup file to
an ApsaraDB for Redis instance.

(@ Note Formore information about how to use redis-shake to back up datato an RDBfile, see
Use the redis-shake toolto back up data.
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12.FAQ
12.1. Product features
12.1.1. Which version of Redis is ApsaraDB for

Redis compatible with?

ApsaraDB for Redis is compatible with multiple Redis versions. T his provides you with a wide range of

choices.

e Performance-enhanced instances of the ApsaraDB for Redis Enhanced Edition (T air): The instances
are compatible with Redis 5.0, 4.0, 3.2, and 2.8.

e Persistent memory-optimized instances of the ApsaraDB for Redis Enhanced Edition (T air): The
instances are compatible with Redis 6.0, 5.0, 4.0, 3.2, and 2.8.

e Storage-optimized instances of the ApsaraDB for Redis Enhanced Edition (Tair): The instances are
compatible with Redis 4.0, 3.2, and 2.8.

e Hybrid-storage instances (phased out) of the ApsaraDB for Redis Enhanced Edition (T air): The
instances are compatible with Redis 4.0, 3.2, and 2.8.

e ApsaraDB for Redis Community Edition instances: The instances are compatible with Redis 7.0, 6.0,
5.0,4.0,3.2,and 2.8.

(@ Note Formore information about the Redis commands that are supported by different
ApsaraDB for Redis editions and series, see Overview.

12.1.2. What is the relationship between
ApsaraDB for Redis and open source Redis?

ApsaraDB for Redis is a cloud-native, high-performance, and in-memory database service that is fully
compatible with open source Redis.

You can use Redis-compatible clients to perform operations such as establishing connections to and
storing data in ApsaraDB for Redis instances.

12.1.3. What commands and operations of
ApsaraDB for Redis are compatible with Redis?

ApsaraDB for Redis is compatible with most open source Redis commands and operations, and disables
only a few commands.

For more information, see Supported Redis commands.
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12.1.4. Does ApsaraDB for Redis support

distributed cluster instances?

Yes, ApsaraDB for Redis supports distributed cluster instances. Cluster instances provide a larger
storage capacity and higher processing performance.

For more information about Redis commands that ApsaraDB for Redis cluster instances support, see

12.1.5. Can multiple replica nodes be configured
for an ApsaraDB for Redis instance?

Yes, multiple replica nodes can be configured for an ApsaraDB for Redis instance. ApsaraDB for Redis
read/write splitting instances support different specifications that include one, three, or five read-only
nodes. For more information, see

ApsaraDB for Redis standard mater-replica instances and cluster mater-replica instances are configured
with one master node and one replica node. For these instances, the number of read replicas cannot be
changed.

12.1.6. Does an ApsaraDB for Redis instance have
limits on CPU processing capability, data
transmission bandwidth, and the number of

connections?

Yes, all ApsaraDB for Redis instances have limits on CPU processing capability, data transmission
bandwidth, and the number of connections.

The performance parameters vary based on different types of instances. For more information, see
. You can also view the information on the buy page.

12.1.7. How many databases does a single
ApsaraDB for Redis instance support?

By default, a single ApsaraDB for Redis instance can support up to 256 databases.

@ Note A single ApsaraDB for Redis cluster instance can also support up to 256 databases by
default. For more information about cluster instances, see

12.1.8. Do all ApsaraDB for Redis instances have

master and replica nodes?
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All Redis instances including cluster instances configured with a master-replica architecture have master
and replica nodes.

For more information about the master-replica instances, see Standard master-replica instances and
Cluster master-replica instances.

12.1.9. Does ApsaraDB for Redis support read-
only replica nodes?

An ApsaraDB for Redis instance runs in a master-replica architect ure. However, no replica node works as
aread-only node.

If you require a read-only node, use a read /write splitting instance. For more information, see
Read/write splitting instances.

12.1.10. Does ApsaraDB for Redis support

failovers between master and replica nodes?

Yes, ApsaraDB for Redis supports automatic failovers between master and replica nodes.

ApsaraDB for Redis automatically manages the synchronization and failover operations between the
master and replica nodes.

12.1.11. Redis CSRF vulnerability analysis and
security measures available for ApsaraDB for
Redis

This topic describes how the Redis CSRF vulnerability occurs and the security measures available for
ApsaraDB for Redis.

CSRF introduction

Cross-site request forgery (CSRF), also known as One Click Attack or Session Riding, is abbreviated as
CSRF or XSRF and is a malicious use of websites.

Website A

1. User A visits malicious website B.

Website B

2. Website B requests User A to
visit Website A.
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The preceding figure shows a simplified model of a CSRF attack: You visit a malicious website B. The
HTTP information returned by malicious website B requires you to visit website A. However, due to a
possible trust relationship between you and website A, this request is executed like what you actually
sent.

Redis CSRF attack model

Website A

B .
\)aet ?\e‘é\cl
[~

1. User A visits malicious website B.

Website B

-4

2. Website B requests User A to
visit Website A.

Based on the preceding model of CSRF, a malicious website can require you to send an HTTP request to
a Redis instance. Redis supports the text-based protocol. If Redis parses an illegal protocol, it will not
disconnect fromthe connection. At this time, the attacker is able to send Redis commands carried by a
valid HTTP request and execute them on Redis. If no password verification is required between you and
the Redis instance, the Redis commands can be executed and the data is encrypted for ransom. This is
similar to the MongoDB ransomware attack event.

Kernel repair

The Redis author fixed this issue in version 3.2.7. The solution is to log statement execution with
keywords rpost and Host: and disconnect fromthe connectionto avoid executing subsequent

Redis legal requests.

Redis security risk

In earlier versions, Redis exposed a security vulnerability. Hackers can obtain the root privileges of the
Redis service under specific conditions. The main reason for this security vulnerability is that users do not
know much about the security mechanism of Redis and are inexperienced in Redis operations and
maintenance. At the same time, Redis does not provide robust security protection mechanisms.
ApsaraDB for Redis provides more secure Redis services. We recommend that you use ApsaraDB for Redis
as your Redis services in the cloud.

Security policies of ApsaraDB for Redis

Support internal access instead of access fromthe Internet

ApsaraDB for Redis provides trusted internal access. You cannot directly access ApsaraDB for Redis from
the Internet if you do not apply for a public endpoint.

Physical network isolation

The network where ApsaraDB for Redis instances are deployed are physically isolated fromthe network
from which you want to access ApsaraDB for Redis instances. You cannot directly access the network of
backend servers.
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Support VPC for network isolation

If you are an Alibaba Cloud user and deploy a virtual private cloud (VPC) to connect your services, only
the services in the same VPC can access each other.

Support whitelists

ApsaraDB for Redis supports whitelist settings. You can configure a whitelist of IP addresses that can
be used to access ApsaraDB for Redis instances in the ApsaraDB for Redis console.

Password authentication

ApsaraDB for Redis forcibly enables password authentication for instances deployed in a classic
network. You can set a complex password to avoid password cracking.

Permission isolation

ApsaraDB for Redis isolates each instance at the backend based on permission settings and file
directories. Each instance can access only its own path. This avoids mutual effects among instances.

Disable Risky commands

ApsaraDB for Redis disables some risky system management commands such as config and save. To
modify parameters, you must performtwo-factor authentication in the ApsaraDB for Redis console.
This also avoids direct operations on the backend configuration files and management commands.

Security monitoring

ApsaraDB for Redis features comprehensive security monitoring for physical machines, regular scanning
and updated security monitoring policies, and can detect security risks in early stages.

Password authentication for cluster instances of ApsaraDB for Redis

The cluster version of Redis 3.0 does not support password authentication. Cluster instances of
ApsaraDB for Redis support password authentication. This improves security performance.

12.2. Database connections

12.2.1. How can | connect to an ApsaraDB for

Redis instance by using redis-cli?

You can use redis-clito connect to an ApsaraDB for Redis instance.

For more information, see

12.2.2. What do | do if the "WRONGPASS invalid
username-password pair" error message is
returned when | attempt to connect to an

ApsaraDB for Redis instance?

If you attempt to use an incorrect or invalid password to connect to an ApsaraDB for Redis Community
Edition instance that uses a major version of 6.0 or a major version of 5.0 and a minor version of 5.0.8 or
later, the "WRONGPASS invalid username-password pair' error message appears.
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You must enter the correct password in one of the following formats:

e [f you use the default account whose username is the same as the instance ID, you can enter only the
password.

e |f you use a custom account, the format of the password must be <user>:<password> . For
example, if the username of the customaccount is testaccount and the password is
Rp829dlwa ,YOU Must enter testaccount:Rp829dlwa asthe database password.

® Note

e [f you use a management tool such as Redis Desktop Manager (RDM) to connect to the
instance, enter a password inthe format of <user>:<password>

e [f youforget your password, you can reset it. For more information, see Change or reset the
password.

e [f you attempt to use an incorrect password to connect to an ApsaraDB for Redis
Community Edition instance that runs the 6.0 major version after password-free access has
been enabled for the instance, the "WRONGPASS invalid username-password pair" error is
still returned. You must enter the correct password or left the password field empty.

12.2.3. Do I need a password to connect to an
ApsaraDB for Redis instance?

You must pass the password authentication when you connect to an ApsaraDB for Redis instance.

You can customize a password when you create an ApsaraDB for Redis instance. You can also set or
modify the password of an instance in the ApsaraDB for Redis console after you create the instance.
For more information, see Change or reset the password.

If an ApsaraDB for Redis instance with local disks that resides within a virtual private cloud (VPC) is an
instance of Community Edition or a performance-enhanced instance of Enhanced Edition (T air), or if an
instance resides within a VPC is a persistent memory-optimized instance of Enhanced Edition (T air), you
can enable password-free access for the instance to allow the instance to be connected without using
passwords. For more information, see Enable password-free access.

12.2.4. Do | need to install Redis on an ECS
instance to use ApsaraDB for Redis?

No. You can use a Redis client to connect to ApsaraDB for Redis instances from an ECS instance.

For more information, see Connect to an ApsaraDB for Redis instance.

12.2.5. Does ApsaraDB for Redis support Redis
clients such as Jedis?

Yes. All clients that are compatible with the Redis protocol support connections to ApsaraDB for Redis.
You can use any of these clients that are suitable for your applications.
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For more information about how to connect to an ApsaraDB for Redis instance by using a Redis client,
see Use a client to connect to an ApsaraDB for Redis instance.

12.2.6. Can |l upgrade or downgrade a

subscription instance?

You can upgrade or downgrade an ApsaraDB for Redis instance that has enabled the subscription
billing method.

) Notice During the scaling process, the instance may be disconnected for several seconds. We
recommend that you upgrade or downgrade the instance during of f-peak hours.

For more information, see Change the configurations of an instance.

12.2.7. Why are clients still able to access an
instance even when an instance whitelist does
not include the client IP addresses?

The clients are able to access the instance because the #no_loose_check-whitelist -always parameter
of the instance is set to no and the instance has password-free access over a virtual private cloud (VPC)
enabled.

By default, the #no_loose_check-whitelist -always parameter of an instance is set to no. This way,
after password-free access over a VPCis enabled for the instance, clients wit hin the same VPC can
directly connect to the instance without adding their IP addresses to an instance whitelist. For more
information about password-free access, see Enable password-free access.

If you do not want to allow clients to access an instance when their IP addresses are not included in an
instance whitelist, set the #no_loose_check-whitelist-always parameterto yes onthe Parameter
Settings page. For more information, see Modify parameters of an instance.

12.3. Using the database
12.3.1. Does ApsaraDB for Redis support Bloom

filters?

Yes, ApsaraDB for Redis supports Bloomfilters. A Bloomfilteris used to determine whether an element
exists in a data set. Bloomfilters are suitable for scenarios such as cache penetration prevention and
the use of web interceptors.
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Bloomfilters are supported by performance-enhanced instances of the ApsaraDB for Redis Enhanced
Edition (T air). For more information about performance-enhanced instances, see Performance-enhanced
instances. For more information about Bloomfilters supported by performance-enhanced instances, see
TairBloom commands. Performance-enhanced instances also integrate multiple Redis modules
developed by Alibaba Cloud. These modules include T airString (including CAS and CAD commands),
TairHash, TairGIS, TairBloom, TairDoc, TairTs, TairCpc, TairZset, TairRoaring, and TairSearch. These modules
facilitate development in sophisticated scenarios and allow you to focus on business innovation.

warning Bloomfilter-related APl operations such as BF.ADD supported by existing instances
of ApsaraDB for Redis 4.0 are only for internal use. These operations are no longer supported by
instances of major versions later than 4.0 and newly purchased instances of ApsaraDB for Redis 4.0.
As such, if you call the operations on these instances, unknown errors such as failed cache analytics
may take place. We recommend that you change your instance into a performance-enhanced
instance of the ApsaraDB for Redis Enhanced Edition (T air) that supports optimized Bloom filters.
For more information about performance-enhanced instances, see Perf ormance-enhanced
instances.

12.3.2. What is the size of each database on an
ApsaraDB for Redis instance, and how can |
choose databases?

This topic describes the database features of ApsaraDB for Redis, such as the supported number of
databases, memory usage limit, and switching methods.

Each ApsaraDB for Redis instance has 256 databases named from DBO to DB255. The size of each
database is not restricted. But the available database space is limited by the overall space of the
ApsaraDB for Redis instance.

You can run the SELECT command to switch among different databases. For example, to switch to
DB10, you can run the following command:

SELECT 10

12.3.3. How can | import sample data to
ApsaraDB for Redis?

You can use multiple methods to import data from on-premises Redis instances or Redis instances
deployed in other cloud services to ApsaraDB for Redis instances. For more information, see Overview.

12.3.4. Why do | receive an SMS message or email
indicating that a failover is triggered?
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If an exception is detected on a master node of an ApsaraDB for Redis instance, the high availability
(HA) module triggers a failover. T he replica node corresponding to the master node takes over services,
and the original master node becomes a replica node. Then, the HA module reconstructs the new
replica node. If an exception is detected on a replica node of an ApsaraDB for Redis instance, the HA
module reconstructs the replica node.

Content of the SMS message or email

A failover is triggered for your ApsaraDB for Redis instance r-bpTXXXXXxxXxxxxxx (name: xxxxxx). Check
whether your applications still connect to the ApsaraDB for Redis instance. We recommend that you
enable automatic reconnection in your applications so that they can reconnect to the ApsaraDB for
Redis instance after a failover.

Failover modes and impacts

Trigger Failover mode Impact on business

During the failover, the ApsaraDB for
Redis instance may be disconnected
within seconds. Reconstructing the
replica node does not affect your

A failover is triggered to switch services business.
A master node to the corresponding replica node. The
fails. original master node becomes a replica @ Note Make sure that your
node and is reconstructed. applications support automatic
reconnection so that they can
reconnect to the ApsaraDB for Redis
instance after a failover.
A replica node No failover is triggered. The replica node None.
fails. is reconstructed.

12.3.5. Can | restore the deleted data of an
ApsaraDB for Redis instance?

The ApsaraDB for Redis instance is deleted due to misoperation, and you have no backup files on your
on-premises machine. In this case, you can attempt to restore data in the ApsaraDB for Redis console by
using the automatically saved backup files. You cannot restore data without backup files.

By default, ApsaraDB for Redis automatically backs up data of an ApsaraDB for Redis instance once a
day and retains backup files for seven days. You can restore data fromthe backup files to an ApsarabDB
for Redis instance in the console. For more information, see Backup and restoration solutions.

warning Use caution with commands, features, and APl operations that can clear data.
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12.3.6. How can | monitor an ApsaraDB for Redis
instance? Does the system automatically
generate alerts when the capacity is reached?

ApsaraDB for Redis provides multiple sets of monitoring metrics. You can set alert rules based on your
business requirements.

For more information, see

You can set alert rules for the specific monitoring metrics based on your business requirements. For
example, you can set an alert when the memory utilization of aninstance reaches a specified threshold.
For more information, see

12.3.7. Why is the memory usage of a new
ApsaraDB for Redis instance not equal to 0?

ApsaraDB for Redis shows the same service behavior as Redis. After you create an instance, the instance
generates database metadata that occupies a small amount of storage on the instance. You can view
the occupied space in the ApsaraDB for Redis console.

Memory occupied by metadata information:

e The metadata size for standard instances is 30 MB to 50 MB.

e The metadata size on each shard of clusterinstances is 30 MB to 50 MB. The total size of metadata
for a cluster equals the sum of the metadata size on each shard of the cluster.

12.3.8. Can data be automatically and evenly
distributed to data shards after |l upgrade an
ApsaraDB for Redis standard instance to an
ApsaraDB for Redis cluster instance or change
the number of data shards of an ApsaraDB for

Redis cluster instance?

If you upgrade an ApsaraDB for Redis standard instance to an ApsaraDB for Redis cluster instance or
change the number of data shards of an ApsaraDB for Redis cluster instance, proxy nodes evenly
distribute data to data shards. You do not need to perform additional operations.

@ Note Proxy nodes can enable architecture changes, manage the traffic to read replicas,
cache hotkey data, and support multiple databases for cluster instances. For more information, see

Document Version: 20220711 292


https://www.alibabacloud.com/help/doc-detail/43887.htm#concept-zyy-zgv-tdb
https://www.alibabacloud.com/help/doc-detail/43884.htm#concept-sj5-m2z-5db
https://www.alibabacloud.com/help/doc-detail/142959.htm#concept-2334147

User Guide-FAQ ApsaraDB for Redis

12.3.9. Why am | unable to switch between the
proxy mode and the direct connection mode
when | use cloud disk-based cluster instances?

Connection method and code vary with instance mode. You can connect to cloud disk-based cluster
instances in proxy mode in the same manner as you connect to standard instances and connect to
cloud disk-based cluster instances in direct connection mode in the same manner as you connect to
native Redis clusters. If you use a cloud disk-based cluster instance, you cannot enable both the proxy
and direct connection modes for the instance at the same time or switch between the two modes.

To switch between the two modes, you can use the instance restoration feature on the Backup and
Recovery page to restore backup data in an existing cloud disk-based cluster instance to a new
instance. Then, on the Clone Instance page that appears, set Connection Mode to Proxy or Direct
Connection. For more information, see Restore data from a backup set to a new instance.

warning Afterthe new cloud disk-based cluster instance is created with a new mode, you
must modify the connection code accordingly to connect to the instance. Proceed with caution.

12.3.10. Do | need to modify the code after |
upgrade an ApsaraDB for Redis standard
instance to an ApsaraDB for Redis cluster

instance?

If you upgrade an ApsaraDB for Redis standard instance to an ApsaraDB for Redis cluster instance that
uses local disks, you do not need to modify the code. This is because proxy nodes enable architecture
changes and allow you to use a cluster instance in the same way as you use a standard instance.

if your business requirements outgrow the capabilities of a standard instance, you can migrate the data
of the standard instance to a cluster instance that has proxy nodes without having to modify the code.
This significantly reduces your costs.

® Note

e Proxy nodes can balance loads, route commands, manage the traffic to read replicas, cache
hotkey data, and support multiple databases for cluster instances. For more information,
see Features of proxy nodes.

e [f you upgrade an ApsaraDB for Redis standard instance to an ApsaraDB for Redis cluster
instance that uses cloud disks, you must modify the code based on the SDK that you use.

12.4. Data persistence
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12.4.1. Does ApsaraDB for Redis support data

persistence?

Yes, ApsaraDB for Redis supports data persistence. This topic describes the data persistence mechanism
of ApsaraDB for Redis.

ApsaraDB for Redis Community Edition provides a hybrid of memory and hard disks for storage and
backs up data in RDB and append-only file (AOF) files to meet data persistence requirements. You can
in the ApsaraDB for Redis console.

12.5. Set parameters

12.5.1. Does ApsaraDB for Redis support
changing configuration parameters?

To ensure instance security and stability, ApsaraDB for Redis allows you to modify only some parameter
configurations.

For more information, see

12.5.2. Can | modify the REDIS_SHARED INTEGERS
parameter in ApsaraDB for Redis?

In ApsaraDB for Redis, the REDIS_SHARED_INT EGERS parameter cannot be modified. Its default value
iS 10000 .

@ Note Formore information about the instance parameters that can be customized, see

12.5.3. How do | configure semi-synchronous
replication for persistent memory-optimized
instances of the ApsaraDB for Redis Enhanced
Edition (Tair)?

Semi-synchronous replication cannot be manually enabled for persistent memory-optimized instances.
By default, semi-synchronous replication is disabled. To enable semi-synchronous replication,

If semi-synchronous replication is enabled, logs are transmitted from a master node to a replica node

afterthe data update that the client initiates is complete on the master node. After the replica node
receives all logs, the master node returns the log transmission information to the client. This minimizes
data loss while maintaining high availability.

Document Version: 20220711 294


https://www.alibabacloud.com/help/doc-detail/43886.htm#task-1715457
https://www.alibabacloud.com/help/doc-detail/43885.htm#concept-q1w-kxn-tdb
https://www.alibabacloud.com/help/doc-detail/43885.htm#concept-q1w-kxn-tdb
https://workorder-intl.console.aliyun.com/?#/ticket/createIndex

User Guide-FAQ ApsaraDB for Redis

@ Note ffa replica node is unavailable or the communication between a master node and a
replica node is abnormal, semi-synchronous replication degrades into asynchronous replication.

12.6. Expiration policy

12.6.1. How does ApsaraDB for Redis evict data
by default?

This topic describes the eviction policies of ApsaraDB for Redis.

By default, an ApsaraDB for Redis instance evicts data by using the volatile-lru policy. To modify the
eviction policy for an instance, log on to the ApsaraDB for Redis console, click the instance ID on the
Instances page to go to the Instance Information page, and then click System Parameters in the left-
side navigation pane. For more information, see Modify parameters of an instance.

e volatile-lru

The system evicts only data that has time to live (TTL) configured based on the least recently used
(LRU) algorithm.

e volatile-ttl

The system evicts only data that has TTL configured, and the data is evicted in ascending order of
TTL.

o allkeys-lru
The system evicts data based on the LRU algorithm.
e volatile-random
The system only randomly evicts data that has TTL configured.
e allkeys-random
The systemrandomly evicts data.
e noeviction

No data is evicted, and an error message is returned if new data is written when the memory is full
(except DEL and some other commands).

e volatile-lfu

The system evicts only the least frequently used keys that have TTL configured based on the Least
Frequently Used (LFU) algorithm.

o allkeys-Ifu

The system evicts the least frequently used keys based on the LFU algorithm.
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