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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Security Center provides various features to protect  your cloud assets and on-premises servers. These
features include alert  notificat ions, antivirus, webshell detect ion, client  protect ion, and container image
scan. This topic describes how to configure these features.

ContextContext
The following sect ions are arranged based on the read habits of users.

After you act ivate Security Center, we recommend that you enable the following features in sequence:

Alert  notificat ions

Proactive defense, webshell detect ion, and client  protect ion

Container image scan

Configuration assessment

Security group check

Defense rules against  brute-force attacks

Web tamper proofing

Anti-ransomware

Alert notificationsAlert notifications
If  Security Center detects exceptions in your assets, it  sends alerts based on the severity levels,
notificat ion periods, and notificat ion methods that you specify. This allows you to monitor the security
of your assets in real t ime. The notificat ion methods include text  messages, emails, internal messages,
and DingTalk chatbots. For more information, see Use the notification feature.

1. Log on to the Security Center console.

2. In the left-side navigation pane, click Set t ingsSet t ings. On the page that appears, click the Not if icat ionsNot if icat ions
tab. Then, select  the notificat ion periods, notificat ion methods, and severity levels for the
notificat ion items on which Security Center sends alerts.

1.Configure common features1.Configure common features
(simplified)(simplified)
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Notificat ion items refer to the threat events and security risks that Security Center detects in your
assets. By default , Security Center provides the following notificat ion items: Vulnerabilit iesVulnerabilit ies,
Baseline RisksBaseline Risks, Alert sAlert s, AccessKey leakage inf oAccessKey leakage inf o, Conf ig AssessmentConf ig Assessment , Emergency VulEmergency Vul
Int elligenceInt elligence, and Ant i-T ampering of  web pagesAnt i-T ampering of  web pages.

Proactive defense, webshell detection, and client protectionProactive defense, webshell detection, and client protection
If  you want to enable the proactive defense, webshell detect ion, or client  protect ion feature, go to
the Sett ings page and select  the servers for which you want to enable the features.

Not e Not e If  you do not turn on the switches in the Proactive Defense sect ion, Security Center
only detects related threats but does not automatically process detected common viruses or
malicious network behavior.

1. Log on to the Security Center console.

2. In the left-side navigation pane, click Set t ingsSet t ings. On the page that appears, turn on or turn off the
switches in the Proactive Defense sect ion.

Click ManageManage for Ant i-VirusAnt i-Virus, Ant i-ransomware (Bait  Capt ure)Ant i-ransomware (Bait  Capt ure), Webshell Prot ect ionWebshell Prot ect ion, and
Behavior prevent ionBehavior prevent ion to select  the servers for which you want to turn on the switches.

After you enable the proactive defense feature, Security Center automatically quarantines the
common viruses or abnormal connections that it  detects. If  you want to view the quarantined
viruses and connections, you can go to the Alert sAlert s page and filter security events by using the
Precise Def ensePrecise Def ense type.

3. Enable the webshell detect ion feature.

In the Webshell Det ect ionWebshell Det ect ion sect ion, click ManageManage to select  the servers for which you want to
enable the webshell detect ion feature.

4. Enable the client  protect ion feature.

In the Client  Prot ect ionClient  Prot ect ion sect ion, turn on Def ense ModeDef ense Mode and click ManageManage to select  the servers
for which you want to enable the client  protect ion feature.

Not e Not e For more information, see Overview.

Container image scanContainer image scan
The container image scan feature is in public preview. Only the Enterprise and Ult imate edit ions of
Security Center support  this feature. If  you do not use these edit ions, you must upgrade Security Center
to the Enterprise or Ult imate edit ion before you can use this feature. For more information about how
to purchase and upgrade Security Center, see Purchase Security Center and Upgrade and downgrade Security
Center. For more information about the features that each edit ion supports, see 功能特性.

1. Log on to the Security Center console.
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2. In the left-side navigation pane, choose Precaut ionPrecaut ion >  > Image Securit yImage Securit y.

3. (Optional)Click Aut horize Immediat elyAut horize Immediat ely.

If  this is your first  t ime to use the container image scan feature, you must obtain the required
permissions.

4. On the Image Securit yImage Securit y page, click Scan NowScan Now.

Security Center takes about one minute to perform the scan. After the scan is complete, you can
refresh the page to view the scan results.

5. Open the Image Syst em VulImage Syst em Vul, Image Applicat ion VulImage Applicat ion Vul, or Mirror Malicious SampleMirror Malicious Sample tab to view
the detected vulnerabilit ies or malicious samples.

You can perform the following operations:

Search f or specif ic vulnerabilit ies or malicious samplesSearch f or specif ic vulnerabilit ies or malicious samples

Select  a vulnerability severity (high, medium, or low) or a malicious sample severity (urgent,
warning, or notice). Alternatively, enter an instance ID, repository name, namespace, or digest  to
search for a specific vulnerability or malicious sample.

View t he det ails of  a vulnerabilit y or a malicious sampleView t he det ails of  a vulnerabilit y or a malicious sample

Click the name of a vulnerability or a malicious sample to view its details. On the vulnerability
details page, you can view the vulnerability ID, impact score, and vulnerability announcement. On
the malicious sample details page, you can view the priority, MD5 value, last  scan t ime, and first
scan t ime. On these details pages, you can also view a list  of affected images.

View t he det ails of  af f ect ed imagesView t he det ails of  af f ect ed images

Click the name of a vulnerability or a malicious sample. On the vulnerability or malicious sample
details page, find the image whose details you want to view and click Det ailsDet ails in the Operation
column. Then, you can view the details of the detected vulnerability or malicious sample.

Configuration assessmentConfiguration assessment
The configuration assessment feature allows you to check for security risks in the configurations of
cloud services. Security Center supports both manual and automated checks.

Manual checksManual checks: On the Cloud Plat f orm Conf igurat ion AssessmentCloud Plat f orm Conf igurat ion Assessment  page, click Check NowCheck Now to
detect  security risks in the configurations of your cloud services.

Aut omat ic checksAut omat ic checks: By default , Security Center automatically runs configuration checks during  00:
00:00 - 06:00:00  every two days. You can also customize a detect ion cycle to periodically check
for security risks in the configurations of your cloud services. This helps you detect  and handle
configuration risks at  the earliest  opportunity.

Manual checkManual check

1. Log on to the Security Center console.

2. On the Cloud Plat f orm Conf igurat ion AssessmentCloud Plat f orm Conf igurat ion Assessment  page, click Check NowCheck Now to detect  security
risks in the configurations of your cloud services. After you run a check, the number of affected
assets appears on this page.

Not e Not e Do not perform other operations until the check is complete.

After the check is complete, the results are listed in descending order based on the severity of risks
detected.
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Aut omat ed checkAut omat ed check

1. Log on to the Security Center console.

2. In the upper-right corner of the Cloud Plat f orm Conf igurat ion AssessmentCloud Plat f orm Conf igurat ion Assessment  page, click
Set t ingsSet t ings.

3. In the Set t ingsSet t ings dialog box, specify Det ect ion CycleDet ect ion Cycle and Det ect ion T imeDet ect ion T ime.

Det ect ion CycleDet ect ion Cycle: Monday to Sunday. You can select  mult iple values.

Det ect ion T imeDet ect ion T ime:  24:00 - 06:00 ,  06:00 - 12:00 ,  12:00 -18:00 , and  18:00 - 24:00 .
You can select  one value.

4. Click OKOK.
During the selected period, Security Center automatically runs checks on all check items.

We recommend that you handle the detected security risks in a t imely manner. For more information,
see View the check results of configuration assessment for your cloud services and handle the detected risks.

Security group checkSecurity group check
The security group check feature detects high-risk rules in Elast ic Compute Service (ECS) security groups
and provides suggestions for fixing. This helps protect  your network.

1. Log on to the Security Center console.

2. In the left-side navigation pane, choose Applicat ion marketApplicat ion market  >  > Securit y group checkSecurit y group check.

3. (Optional)On the Securit y CheckSecurit y Check page, click Obt ain Lat est  Check Result sObt ain Lat est  Check Result s.

The check requires 1 to 5 minutes.

Not e Not e The latest  check results are obtained based on the stat ic analysis of security group
rules and may not cover all port  risks. You can view complete check results about port  exposure
on the Internet Access page. For more information, see Internet access.

4. Find the required check item and click View Det ailsView Det ails in the Act ions column. The Det ailsDet ails page
provides suggestions for fixing.
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5. Manage weak security group rules.

i. Find the rule that you want to manage and click View Det ailsView Det ails in the Act ions column.

Alternatively, click the number in the Risky Securit y Groups/ServersRisky Securit y Groups/Servers column to go to the
Det ailsDet ails page.

ii. On the Det ailsDet ails page, find the security group for which you want to fix an issue and click FixFix
IssueIssue in the Act ions column.

Improper security group configurations may lead to security incidents. The Det ailsDet ails page
provides a Suggest ionSuggest ion to manage the security group risk. You can manage the risk based on
the Suggest ionSuggest ion.

If  you are using Cloud Firewall Premium, Enterprise, or Ult imate edit ion, you are redirected to
the Securit y GroupsSecurit y Groups page. You must manage security group risks based on the Suggest ionSuggest ion.
For more information, see Modify security group rules. If  you are using the Cloud Firewall Basic
edit ion, you must perform substep c.

iii. (Optional)In the Cloud Firewall Premium Edit ionCloud Firewall Premium Edit ion dialog box, click Upgrade NowUpgrade Now or FixFix
IssueIssue.

You can use one of the following methods to manage security group risks:

Upgrade NowUpgrade Now: You can purchase the Cloud Firewall Premium edit ion and use the securit ysecurit y
group checkgroup check function. This function is provided by Cloud Firewall to manage security group
risks. We recommend that you select  this method. You can use Cloud Firewall to centrally
manage security groups and access control policies of public IP addresses. This reduces
assets exposure and improves efficiency of security management.

Fix IssueFix Issue: You can go to the Securit y GroupsSecurit y Groups page to manually manage the risk. For more
information, see Modify security group rules.

Defense rules against brute-force attacksDefense rules against brute-force attacks
Security Center allows you to configure defense rules to protect  your assets against  brute-force
attacks.

1. Log on to the Security Center console.

2. In the left-side navigation pane, choose Det ect ionDet ect ion >  > Alert sAlert s.

3. Click Set t ingsSet t ings in the upper-right corner.

4. In the Set t ingsSet t ings panel, click the Ant i-brut e Force CrackingAnt i-brut e Force Cracking tab.

5. (Optional)Complete authorization.

i. In the Ant i-brut e Force CrackingAnt i-brut e Force Cracking sect ion, move the pointer over ManagementManagement  and click
Aut horizeAut horize.
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ii. Click Conf irm Aut horizat ion PolicyConf irm Aut horizat ion Policy.

Not e Not e If  this is your first  t ime to configure a defense rule against  brute-force attacks, you
must obtain the required permissions. If  you have obtained permissions, skip this step.

6. Click ManagementManagement  to the right of Ant i-brut e Force CrackingAnt i-brut e Force Cracking.

7. In the AddAdd panel, configure a defense rule.

Quick St art ··Configure common feat
ures (simplified)

Securit y Cent er

10 > Document  Version: 20211231



Security Center provides the default  defense rule Alibaba Cloud best  pract ices against  brut e-Alibaba Cloud best  pract ices against  brut e-
f orce at t acksf orce at t acks. The default  rule defines that if  the number of failed logon attempts exceeds 80
within 10 minutes, the IP address is blocked for six hours. You can use the default  rule and select
servers to which the default  rule applies. You can also configure a custom defense rule. The
following table describes the parameters.

Parameter Description

Def ense Rule NameDef ense Rule Name The name of the defense rule.

Def ense RuleDef ense Rule

Specifies the defense rule conditions, including the maximum number of
failed logon attempts from a specific IP address and the time period during
which requests from the IP address are blocked. The maximum number of
failed logon attempts can be 2, 3, 4, 5, 10, 50, 80, or 100. The time period
during which failed logon attempts are counted can be 1, 2, 5, 10, or 15 minu
tes. The time period for blocking the IP address can be 5 minutes, 15 minutes
, 30 minutes, 1 hour, 2 hours, 6 hours, 12 hours, 24 hours, or 7 days. If you
select Permanent, Security Center does not block the IP address.

For example, you can configure a custom rule that has the following
conditions: If the number of failed logon attempts exceeds three within one 
minute, the specific IP address is blocked for 30 minutes.

Select  Server(s)Select  Server(s)
The servers to which the defense rule applies. You can select servers from
the server list, or filter servers by server name or server IP address.

Set  As Def aultSet  As Def ault
PolicyPolicy

Specifies whether to set the defense rule as the default rule. By default,
servers that have no defense rule attached use the default defense rule.

Not e Not e If you select Set  As Def ault  PolicySet  As Def ault  Policy, the defense rule takes
effect on all the servers that have no defense rule attached, regardless
of whether you select the servers in the Select  Server(s)Select  Server(s)  section.

8. Click OKOK.

Not e Not e You can configure only one defense rule for each server.

If  a server has an exist ing defense rule, the Conf irm ChangesConf irm Changes dialog box appears. Click OKOK.
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If  a server has no defense rule, the configuration of the current defense rule succeeds.

9. In the IP Policy LibraryIP Policy Library panel, view the IP blocking rules that Security Center automatically
generates.

After you configure a defense rule on the Ant i-brut e Force CrackingAnt i-brut e Force Cracking tab of the Set t ingsSet t ings panel,
the rule triggers IP blocking, and Security Center generates an IP blocking rule. To view the IP
blocking rules, perform the following steps:

i. On the Alert sAlert s page, click the number below IP blocking / AllIP blocking / All.

If  you click the number under IP blockingIP blocking, you are redirected to the page that contains
enabled system policies. If  you click the number under AllAll, you are redirected to the page that
contains both enabled and disabled system rules.

ii. On the Syst em RulesSyst em Rules tab of the IP Policy LibraryIP Policy Library panel, view the IP blocking rules that
Security Center automatically generates.

For more information about IP blocking rules, see Configure blocking policies based on IP
addresses.

Web tamper proofingWeb tamper proofing
The web tamper proofing feature allows you to monitor web directories in real t ime. This feature also
allows you to restore files or directories that have been tampered with based on the backup files. This
protects important website information from being tampered with. Before you can use this feature,
you must purchase a specific quota. This quota allows you to enable web tamper proofing for specific
servers. For more information, see Enable web tamper proofing.

1. Log on to the Security Center console.

2. In the left-side navigation pane, choose Def enseDef ense >  > T amper Prot ect ionT amper Prot ect ion.

3. On the T amper Prot ect ionT amper Prot ect ion page, click the ManagementManagement  tab.

4. On the ManagementManagement  tab, click Add ServerAdd Server to enable the web tamper proofing feature for a
server.
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5. In the Add Servers step of the Add Servers f or Prot ect ionAdd Servers f or Prot ect ion wizard, select  a server that you want
to protect.

Not eNot e

6. Click NextNext  to go to the Add Direct oryAdd Direct ory step.

7. In the Add Direct oryAdd Direct ory step, configure the parameters.
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Select  a protect ion mode. You can select  Whit elist  ModeWhit elist  Mode or Blacklist  ModeBlacklist  Mode. In whitelist  mode,
this feature is enabled for the specified directory and file formats. In blacklist  mode, this feature is
enabled for the subdirectories, f ile formats, and files that are not excluded. By default , the
whitelist  mode is used.

Whitelist  mode

Parameter Description

Protected Directory

Enter the path of the directory that you want to protect.

Not e Not e Servers that run Linux and Windows operating systems
use different path formats. Enter the correct directory path based on
your operating system.

Protected File
Formats

Select file formats that you want to protect from the drop-down list, such
as js, html, xml, and jpg.
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Local Backup Directory

The default path where the backup files of the protected directory are
stored.

By default, Security Center assigns /usr/local/aegis/bak as the backup path
for servers that run Linux operating systems and C:\Program Files (x86)\Ali
baba\Aegis\bak for servers that run Windows operating systems. You can
modify the default path as needed.

Parameter Description

Blacklist  mode

Parameter Description

Protected Directory Enter the path of the directory that you want to protect.

Excluded Sub-
Directories

Enter the path of the subdirectory for which you do not need to enable this
feature.

You can click Add Sub-Direct oryAdd Sub-Direct ory to add multiple subdirectories.

The files under the excluded subdirectories are not protected by Security
Center.

Excluded File Formats

Select the formats of files for which you do not need to enable this
feature.

Valid values: loglog, t xtt xt , and ldbldb.

The files of the specified formats are not protected by Security Center.

Excluded Files

Enter the path of the file for which you do not need to enable this feature.

You can click Add FileAdd File to add multiple paths.

The files in the specified paths are not protected by Security Center.

Local Backup Directory

The default path where the backup files of the protected directory are
stored.

By default, Security Center assigns /usr/local/aegis/bak as the backup path
for servers that run Linux operating systems and C:\Program Files (x86)\Ali
baba\Aegis\bak for servers that run Windows operating systems. You can
modify the default path as needed.

8. Click Enable Prot ect ionEnable Prot ect ion.
After you enable this feature for a server, the server is displayed in the server list  on the
Management tab of the T amper Prot ect ionT amper Prot ect ion page.

Not e Not e By default , Prot ect ionProt ect ion is turned off for the new server. To use the web tamper
proofing feature, you must turn on Prot ect ionProt ect ion of the server on the Management tab of the
T amper Prot ect ionT amper Prot ect ion page.
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9. In the server list , turn on Prot ect ionProt ect ion to enable this feature for the new server.

Not e Not e By default , Prot ect ionProt ect ion is turned off for the new server. To use the web tamper
proofing feature, you must turn on Protect ion of the server on the Management tab of the
T amper Prot ect ionT amper Prot ect ion page.

If  this is the first  t ime you enable this feature for a server, the status of the server is Init ializ ingInit ializ ing,
and a progress bar appears. It  requires a few seconds to enable this feature. After this feature is
enabled, the status changes to RunningRunning.

If  the status of a server is Except ionExcept ion, move the pointer over Except ionExcept ion in the Status column. A
message that indicates the causes appears. Click Ret ryRet ry in the message. For more information, see .

Anti-ransomwareAnti-ransomware
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Security Center provides protect ion, alert ing, and data backup capabilit ies that prevent ransomware
from compromising your servers. Before you can use this feature, you must purchase a specific quota.
This quota allows you to enable anti-ransomware for specific servers. For more information, see 开通服
务.

1. Log on to the Security Center console.

2. In the left-side navigation pane, choose Def enseDef ense >  > Ant i-ransomwareAnt i-ransomware.

3. On the General Ant i-ransomware Solut ionsGeneral Ant i-ransomware Solut ions page, click Aut horize NowAut horize Now.

4. On the General Ant i-ransomware Solut ionsGeneral Ant i-ransomware Solut ions page, click Creat e PoliciesCreat e Policies.

You can also click the number below Unprot ect ed Server(s)Unprot ect ed Server(s) to go to the Creat e PoliciesCreat e Policies panel.

5. In the Creat e PoliciesCreat e Policies panel, configure the parameters.
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The following table describes the parameters.

Parameter Description

Policy NamePolicy Name The name of the protection policy.
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Select  Asset sSelect  Asset s

The assets that you want to protect. You can select an asset, an asset
group, or multiple assets from asset groups. To select the assets to
which you want to apply the protection policy, perform the following
operations as needed:

In the Asset  GroupAsset  Group section, select an asset group. The system
automatically selects all assets in the group. You can clear assets that
no longer require protection in the Asset sAsset s  section.

In the Asset sAsset s  section, enter an asset name in the search box to search
for the specific asset. Fuzzy match is supported.

Not eNot e

The anti-ransomware data backup feature is available in the
following regions: China (Chengdu), China East 2 Finance,
China North 2 Ali Gov, China (Shanghai), China (Hangzhou),
China (Beijing), China (Shenzhen), China (Zhangjiakou), China
(Hohhot), China (Qingdao), China (Hong Kong), Singapore
(Singapore), Indonesia (Jakarta), Australia (Sydney), US
(Silicon Valley), US (Virginia), Germany (Frankfurt), Japan
(Tokyo), and India (Mumbai). This feature is not supported in
other regions. You can select only ECS instances that reside
in the supported regions.

Prot ect ion PoliciesProt ect ion Policies

Valid values:

Recommendat ion PolicyRecommendat ion Policy

If you select Recommendat ion PolicyRecommendat ion Policy, the following parameter
settings are used by default:

Protected Directories: All Directories (excluding system directories)

Protected File Types: All File Types

Start T ime: a point in t ime within the range of 00:00:00 to 03:00:00

Backup policy execution interval: One Day

Backup data retention period: Seven Days

Backup Network Bandwidth Limit(MByte/s): 5MB

Cust om policyCust om policy

If you select Cust om policyCust om policy, you must configure the following
parameters: Protected Directories, Protected File Types, Start T ime,
Backup policy execution interval, Backup data retention period, and
Backup Network Bandwidth Limit(MByte/s).

Parameter Description
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Prot ect ed Direct oriesProt ect ed Direct ories

The directories that you want to protect. Valid values:

Specif ied direct orySpecif ied direct ory: Only specified directories of the specific assets
are protected. Enter the addresses of the specified directories in the
Direct ory addressDirect ory address  field.

All direct oriesAll direct ories : All directories of the specific assets are protected.
You must set Whet her t o exclude syst em direct oriesWhet her t o exclude syst em direct ories .

Not e Not e If you select All direct oriesAll direct ories , we recommend that
you select ExcludedExcluded for Whet her t o exclude syst emWhet her t o exclude syst em
direct oriesdirect ories . This prevents system conflicts.

Parameter Description
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Whet her t o excludeWhet her t o exclude
syst em direct oriessyst em direct ories

Valid values: ExcludedExcluded and Not  ExcludedNot  Excluded. If you select ExcludedExcluded, the
following directories in Windows and Linux operating systems are
excluded:

WindowsWindows :

Windows\

python27\

Program Files (x86)\

Program Files\

ProgramData\

Boot\

$RECYCLE.BIN\

System Volume Information\

Users\Administrator\NTUSER.DAT

pagefile.sys

LinuxLinux:

/bin/

/usr/bin/

/sbin/

/boot/

/proc/

/sys/

/srv/

/lib/

/selinux/

/usr/sbin/

/run/

/lib32/

/lib64/

/lost+found/

/var/lib/kubelet/

Parameter Description
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Direct ory addressDirect ory address

The address of the directory that you want to protect. If you want to
protect more than one directory, click AddAdd to add more directory
addresses. If you want to delete a directory address, click Delet eDelet e.

Not eNot e

You must set this parameter only when you select
Specif ied direct orySpecif ied direct ory for Prot ect ed Direct oriesProt ect ed Direct ories .

Prot ect ed File T ypesProt ect ed File T ypes

The file types that you want to protect. Valid values:

Specif y f ile t ypeSpecif y f ile t ype: Only the files of the specified types are protected.
You must select a file type from the Select  f ile t ypeSelect  f ile t ype drop-down list.

All File T ypesAll File T ypes : All files are protected.

Select  f ile t ypeSelect  f ile t ype

Valid values:

DocumentDocument

Pict urePict ure

CompressedCompressed

Dat abaseDat abase

Audio and videoAudio and video

Script  codeScript  code

Not eNot e

You must set this parameter only when you select Specif ySpecif y
f ile t ypef ile t ype for Prot ect ed File T ypesProt ect ed File T ypes .

You can select multiple file types. Security Center protects
only the files of the selected file types.

St art  T imeSt art  T ime

The time at which you want to start a data backup task. Data backup
may consume a small number of CPU and memory resources. We
recommend that you set this parameter to a point in t ime during off-
peak hours, such as 00:00:00.

Not eNot e

Parameter Description
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Backup policyBackup policy
execut ion int ervalexecut ion int erval

The time interval between two data backup tasks. Default value: One
Day. Valid values:

Half  a dayHalf  a day

One DayOne Day

T hree daysT hree days

Seven DaysSeven Days

Backup dat a ret ent ionBackup dat a ret ent ion
periodperiod

The retention period of backup data. Default value: 7 Days. Valid values:

7 Days7 Days

30 Days30 Days

Half  a yearHalf  a year

One yearOne year

PermanentPermanent

Backup Net workBackup Net work
Bandwidt hBandwidt h
Limit (MByt e/s)Limit (MByt e/s)

The maximum bandwidth that can be consumed by a data backup task.
Valid values: 1 Mbit/s to unlimited.

Not e Not e We recommend that you configure an appropriate
bandwidth threshold based on the bandwidth of your server. This
prevents the backup tasks from using an excessive amount of
bandwidth and ensures business stability.

Parameter Description

6. Click OKOK.

After you create and enable a protect ion policy, Security Center installs the anti-ransomware client
on your ECS instance. Then, Security Center backs up data in the protected directories of your ECS
instance based on the backup sett ings that you specified in the protect ion policy.

7. Enable a protect ion policy in the policy list .

After you create a protect ion policy, you must enable it  in the policy list . Then, Security Center
backs up server files based on the file directories that you specify in the policy.
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If  you have act ivated the 7-day free trial of Security Center Ult imate, you can configure the best
pract ices tasks free of charge. This way, you can increase the security score of your assets. After you
activate the free trial, we recommend that you immediately configure the best  pract ices tasks to make
full use of the free resources. This way, Security Center can comprehensively detect  risks on your assets
and handle the detected risks.

PrerequisitesPrerequisites
The free trial of the Ult imate edit ion is act ivated. For more information about how to act ivate the free
trial of the Ult imate edit ion, see Apply for a free trial of Security Center Ult imate.

ProcedureProcedure
1. Log on to the Security Center console.

2. In the lower-right corner, click the  icon.

3. On the page that appears, configure the tasks in sequence.

After you configure the tasks, you are offered rewards. For example, you can extend the duration
of the free trial of the Ult imate edit ion or receive coupons to purchase Alibaba Cloud services.

Not e Not e After you configure the tasks, the security score of your assets increases. We
recommend that you configure tasks at  the earliest  opportunity. For more information, see
Security score.

2.Configure best practices tasks2.Configure best practices tasks
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