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// BINEKHimgtcFE, HEZEM.
const mgtt = require('aliyun-iot-mgtt');
/! BEEH
var options = {
productKey: "i&&ProductKey",
deviceName: "i&&&DeviceName" 7
deviceSecret: "i&&DeviceSecret",
regionId: "cn-shanghai”
bi
// 1. EIER,
const client = mgtt.getAliyunIotMgttClient (options);
// 2 IREERWREIRE S EIE,
client.on ('message', function(topic, message) {
console.log("topic " + topic)
console.log("message " + message)
})
// 3. ®EITRIESH Topice
client.subscribe (' /${options.productKey}/${options.deviceName}/user/cmd/down ")
/7 4. ENEE EIRMUE (RiGRX)
setInterval (function () {
client.publish (' /${options.productKey}/${options.deviceName}/user/data/up’, getPostData
(), {gos:1});
}, 1000) ;
// BELEEREFRET
function getPostData () {
let payload = "DEO02,"+Math.floor ((Math.random() * 20) + 10)
+","+Math.floor ( (Math.random() * 20) + 10)
+",011101010,am024,1d478£";
console.log ("payload=[ " + payload+" ")
return JSON.stringify (payload) ;

1.1.4. RS wHF L

NRFmFTWSFLR, SPEBREHBANTREGIES . XX avallAR A, BREVOREHIBENT
E?ﬁifﬁ']itavg

W55 AR 55 SR R R & B

REJ|EBIAMOPEFIRERER, SEREAMOPEFIHIEANYBENTS, BIFKEER, B&RAVQPES
IR . Java SDKIENRHA o

BT #HDemoxfl,

VHERSSETAEFES

REESIFABPULEOTAIZEHIES, B8 ava sSOKERHE, PubBEONXE,
OB T:
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YIEXF &

PubRequest request = new PubRequest();

request.setIotInstanceId("${iotInstanceId}");

request.setProductKey

("${productKey}") ;

request.setMessageContent (Base64.encodeBase64String ("hello world".getBytes()));

request.setTopicFullName ("/${productKey}/${deviceName} /user/get") ;

request.setQos (0); //B#ixFQos0FQoS1s

try
{

PubResponse response = client.getAcsResponse (request) ;

System.out.println (response.getSuccess()) ;

System.out.println (response.getCode()) ;

System.out.println (response.getErrorMessage()) ;

}

catch (ServerException e)

{

e.printStackTrace () ;

}

catch (ClientException e)

{

System.out.println ("ErrCode:" + e.getErrCode());

System.out.println ("ErrMsg:" + e.getErrMsg());

e.printStackTrace () ;

SLR
BRBBIEST

1.1.5. BEABIAIEZETT

STRIRERMRFZ RV SHEE F‘EJJHE%Q%EF SYMEMFELREILE
iR, Tﬂﬁ%iﬁ“ﬁﬂﬁﬁPub&DTﬁh%M‘é‘%, TR

R&Em LIREIRECR

R&w

REIRITEN SR, MTEFAR.

¥

payload=][ DE02 28,
payload=[ DEO02, 24,
payload=[ DE@2,27
payload=[ DE©2,18,
payload=[ DE@2,29,
payload=[ DE©2,15,
payload=[ DE02,29,
payload=[ DEO2,14,
payload=[ DE@2, 25,
payload=[ DE©2,10,
payload=[ DE02,10,

PR 55 i

i$ node mqtt2IoT.js

15, 011101010 am024,1d478f
16,011101010, am024,1d478f

,24,011101010,am024,1d478f

11,011101010, am024,1d478f
13,011101010, am024,1d478f
13,011101010, am024,1d478f
25,011101010,am@24,1d478f
12,011101010, am024,1d478f
18,011101010, am024,1d478f
26,011101010,am0@24,1d478f
10,011101010, am024,1d478f

1TO

]
]
]
]
1
1
1
]
]
1
1

%, REBHMIREREMMA LR

REIGLETITEDMIBE M L SR NBEGERHIE, BRXTER LEAFHNEERERNEEANS, NTEFR
HTO
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m, AMQPClient

13:46;44,167 INFO [ImsSession [ID:bf2ba729-3ec3-42ef-89c6-41aldff2df19:1:1] delivery dispatcher] AMQPClient:76 - receive message, topic = /albbmzF9JRE/x20200
messageld = 1214060710519202304, content = {"payload":"\"DE@2,24,16,011101010,am024,1d478f\"","deviceName" : "x202001dA29189334" , "timestamp" : 1578289604192}

13:46:45,167 INFO [ImsSession [ID:bf2ba729-3ec3-42ef-89c6-41aldff2df19:1:1] delivery dispatcher] AMQPClient:76 - receive message, topic = /albbmzF9JRE/x20200
messageIld = 1214060714675751937, content = {"payload":"\"DE@2,27,24,011101010,am024,1d478f\"" i :""x202001dA29189334" , "timestamp" : 1578289605190}

13:46:46,155 INFO [ImsSession [ID:bf2ba729-3ec3-42ef-89ch-41a1dff2df19:1:11 delivery dispatcherl AMOPClient:76 - receive message, topic = /albbmzF9IRE/x20200
messageld = 1214060718832306688, content =|{"payload":"\''DE@2,18,11,011101010,am024,1d478f\ "deviceNam X202001dA29189334" , "timestamp" : 1578289606180}

13:46:47,160 INFO [ImsSession [ID:bf2ba729-3ec3-42ef-89c6-41aldff2df19:1:1] delivery dispatc AMQPClient:76 - receive message, topic = /albbmzF9JRE/x20200
messageld = 1214060723047591936, content = {"payload":"\"DE@2,29,13,011101010,am024,1d478f\ "deviceName" : "x202001dA29189334", " timestamp" : 1578289607185}

13:46:48,158 INFO [ImsSession [ID:bf2ba729-3ec3-42ef-89c6-41aldff2df19:1:1] delivery dispatc AMQPClient:76 - receive messa topic = /albbmzF9JRE/x20200
messageld = 1214060727258666496, content = {"payload":"\"DE@2,15,13,011101010,am024,1d478f\ "deviceNam Xx202001dA29189334","timestamp": 1578289608192}

13:46:49,155 INFO [ImsSession [ID:bf2ba729-3ec3-42ef-89c6-41aldff2df19:1:1] delivery dispatcher] AMQPClient:76 - receive message, topic = /albbmzF9JRE/x20200
messageld = 1214060731444588544, content = {"payload" E02,29,25,011101010,am024, 1d478f\ "deviceNam: x202001dA29189334", "timestamp" : 1578289609190}

13:46:50,164 INFO [ImsSession [ID:bf2ba729-3ec3-42ef-89c6-41aldff2df19:1:1] delivery dispatcher] AMQPClient:76 - receive message, topic = /albbmzF9JRE/x20200
messageld = 1214060735676610560, content = {"payload":"\"DE@2,14,12,011101010,am024,1d478f\"","deviceName":"x202001dA29189334" ,"timestamp":1578289610198}

13:46:51,186 INFO [ImsSession [ID:bf2ba729-3ec3-42ef-89c6-41aldff2df19:1:1] delivery dispatcher] AMQPClient:76 - receive message, topic = /albbmzF9JRE/x20200
messageld = 1214060739891911169, content = {"payload":"\"DE@2,25,18,011101010,am024,1d478f\"","deviceName":"x202001dA29189334" , "timestamp":1578289611203}

P
BRUVBMTEEIE, SANNOEH, ERERE%E > BERS > zhETAEE.
JUERWS BN RETHNAE, ERIRELE (online) | IRETE (offline) , WTEFR.

REFEAT

[ T Q Q Q
RERRE v 1 i v
HE =X
TracelD ’: 'T_ \...' DeviceName 1) 7 I- ] R RS
2020/05/07 . - Ny "Content":"offline,
16:36:32.845 311952d1a99 lastActiveTime=15888...
2020/05/07 bigqn s ) . {"Content":"online,
- hz9527 RETA 200
16:35:51.098 46209d1a99 clientlp=42.120.75.139"}
\ NF- 3 /= s s s, == . = P oy s, {=1 =] —_
RO AEE LTHRIERFRE, B TopiciiPayload, RER LTHERNRESRE, NTEAR.
MEXRF & EIEY
= HR
HEMRSS
[l ke v
TIMETAS REAMA R
hz9527 Qe o1, Lt aET Q © Q
ZEVRE v 1/0NEY v
BR E
fiF 18] TracelD HERE DeviceName WEER(=H) ¥ BE AE RE
o , - i — h29527 - AMQP {"Content":"receive ack 200
= z Uil
16:26:16.996 471292d3001 » from...
-’ 4 = 2 "Content":" h
(3) ’ BE FiEHE hz9527 RS IHITHD AMQP {CeniEht S pus 200
16:26:16.987 471292d3001 message to...
o 5 . e o {"Content":"Transmit to
(2] BE hz9527 IS amap 200
16:26:16.980 471292d3001 target...
= b K - P L . - /alkRd /hz {"Content":"Publish
(1] BE hz9527 BEHEHE 200
16:26:16.960 471292d3001 9527/user/data message to...

D BB R ERERCIRE, KRN

18 > MHRRA: 20220526


http://iot.console.aliyun.com/

MENFES RESLE- ZEEA

1. RELBER (BRFO) .

2. HEMIN S ZREZAMQP (BRFQ) .
3. AMQPHEXE R EIR SR (BRFR) .

4. REIHMAERAK (BRP@) .

EEANSIE > RSRITH > HRASEXR, REERANNNES, #ANERAFRBR, REFIHERL
HERZ HRE. RE—FESLENE, URESE (BTEPNE P K) BER.

MBRMEE  HNGIE  RSHITE HEREIFE

« REESHIECE

JEZRAE ID r4NvLg6IDnTvekE7sIxU000100 il BIEAT(E) 2020/01/06 13:14:05

HBARS T

EXER

THEHBRRE 48 &9 %h HEHRE 0% RIEH BR8] 2020/01/06 13:46:51
ELEFIRTIFR

EFi ID EF I IP/Port /o L&ATE

ecs_ 1578289485392 i ™ =r):48583 2020/01/06 13:44:46

IR 55 im T AR HIE<S
55 i
ERSHATPULEDAA, HRETREHNES, WTEMRR.

PubClient

{"requestId":"33D520DD-07BB-4D@A-AEFD-BD854AC8D282"," success" : true, "messageld":"1214070152740565504" }

Process finished with exit code @

$ node mgtt2IoT.js

topic /albbmzF9JRE/x202001dA29189334/user/cmd/down
message CMD,82923,ad322

Vi
BRVBENFEEHE, #ANNNIS, SRERE4 > AERS > cRisfTAE.
TUERREQHERENTELR, WTEFAT.

M

2
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WERATE et ]
HEARSS
A
P e v
TGIRIETHR g HE
DeviceNar Q 4 M Trace Q 0 Q
EHRET v 1T v
ke 5N
LRI TracelD HEAB DeviceMame b&sR(2ER) T HfE mE R
2020/05/07 - - e - : {"Content":"pubAck from
y w SIhE@EEE 200
16:36:25.218 3 TS Ex nz9827 EEEER " device, :
2020/05/07 - " o, o - & L {"Content™:"Publish
’ = hz8527 Foga i a=gi=1- oo
asamaer @  arzessetsen e FEaEN Lo pmepgm message to.. :
2020/05/07 55 P Tl T " = {"Params":"

o HE hz9527 APHAR Pub 200
16:36:25.187 o 322685ef9al [productKey=alkRdXD.. ‘
2020/05/07 1 "Content™;"online,

OSf hz2527 RETN online { . 200
16:35:51.098 46208d1a99 clientip=42.120.76.139"}

B oy AR ENERCIRE, KRA:

1. RBiHERATTAPI (ARG @) .

2. TiHEIRSHIAPIERERE, HXHERIIEER (BRTO) .
3. REWAXIINPub ACKEI = (BRPO) .

WITER

Elt, NERELTZMUSHEIRT, TR TEWFEREIHL LZNIHE, AEUIFERREHRTRE
HEARE.

1.2. {FHPahoEAMEMES
1.2.1. #EiR

MR FPaho iR A EX W T & B X IRAR o
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1.2.2. Paho-MQTT CiEATH

AN BUa{ERPahoi2 BV AXCGESMQTTHRELRE, KiREBEANEZYMEMNES, HHETERK
EO

BREH

BEVEMFEEGHE, SNEFT, IRFRIEE, FREMQTTEASEZIESEIRER
(ProductKey. DeviceName#IDeviceSerect) , B{fi&/E, 5L

o EELMHIRIFTR,

o SIEm,
e BIRIRE.

EEFLERE
AREIERUbUNtU 16.04-LTSYEAF AR, HITUATHSHWEFARIE,

sudo apt-get update
sudo apt-get install build-essential git sed cmake

> MA4RRA: 20220526
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XN E S

THCESPaho MQTTEE
WITU TGS, BREGESRANPaho MQTTE,

git clone https://github.com/eclipse/paho.mgtt.embedded-c.git

@ B  HEADemoRfIEt, EHmasterd s, commit

idA  29ab2aa29c5e4779428437647£8386cfd54c3eed o

PahoBR AR CIRRHM TUT=4NFIE:

o MQTTPacket: IRMMQTTHIEBNFINKERFIIK, AR REEIRE,

o MQTTClient: 1% MQTTPacket£BHSRAC++EFPIHRER,

o MQTTClient-C. $1%&MQTTPacket £SR3 CEFIHER,
MQTTClient-Ch 1A :

F—— CMakeLists.txt

F—— samples

| F—— CMakeLists.txt
— FreeRTOS

—
-
=)
o
™

)
[n]
Q

CMakeLists.txt
FreeRTOS
QTTClient.c
QTTClient.h

2 =R

Q
Q
w
N
o
o

[TTTTT

—
b
=)
o
b

|
|
-
|
|
|
|
|
L

F—— CMakeLists.txt

o samplesB RiZ M FreeRT OSFA Linux@NMBIF2, 7353235 FreeRT OSHILINUXR A .

o srIcBFRIBEMOTT ClienttILE3LIEES, AR B T#ESFreeRT0OS. cc3200F0Linuxd M4 IKE],

THEPaho MQTTHIE ZAPIERTS, TJLAEFE MQTT Client.h,

BAYBKMES

1. BEfTHaiot_matt_sign.c, EFIERRHNTEMQTTERSHFAIFIIRE, REMEREARM

B aiot_matt_sign.cxXif,
aiot_maqtt_sign.cSXEE X T BR#aiotMattSign(), BREHBIT :

o [REL:

int aiotMgttSign (const char *productKey, const char *deviceName, const char *deviceSe

cret,

char clientId[150], char username[65], char password[65]);

o IJgE:

BFiHERSEBEAYENFEESHMQTTEES#username., passwordfclientid,

24
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YIEXF &

o WMASH:

W

#

productKey

deviceName

deviceSecret

o WS

W

5
username
password

clientld

o R[EIEIER:
R [E5
0

-1

2. FIMEIREENDERESNRFEXXM,

it

const char *

const char *

const char *

char *

char *

char *

WiEA

®EFEF@EIProductkey, ZIRREVERMNES LHNSMIES
EIEZ_Q

REBWR, ZREEVEMFES LNSMEBERZ—,

REBH, RREEVERMFE LNSMEBERZ—.

g3
MOTTEEFRENRAFE,
MQTTIEZEFHHNES,

MQTTZEFi%ID,

i8R
BRI

KW

RERSREFEEaot_mqtt_sign.cBiaiotMgttSign()RFEATEMQTTEE S, TMEANYHERES

M@=,

FRIRBRRAIABIT
o iEMaiotMgttSign(3EO, £MEEMQTTRS KM =NEESHCclientld, usernameFpassword,
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#define EXAMPLE PRODUCT KEY MallxSTHk***"
#define EXAMPLE DEVICE NAME "paho *xxKM
#define EXAMPLE DEVICE SECRET "Y877Bgo8X50wd31cB5WWD ryNPOB* * * * ™

extern int aiotMgttSign (const char *productKey, const char *deviceName, const char *d

eviceSecret,

char clientId[150], char username[65], char password[65]);

/* invoke aiotMgttSign to generate mgtt connect parameters */

char clientId[150] = {0};
char username[65] = {0};
char password[65] = {0};

if ((rc = aiotMgttSign (EXAMPLE PRODUCT KEY, EXAMPLE DEVICE NAME, EXAMPLE DEVICE SECRE

T, clientId, username, password) < 0)) {
printf ("aiotMgttSign -%0x4x\n", -rc);
return -1;

}
printf ("clientid: %s\n", clientId);
printf ("username: %$s\n", username) ;

printf ("password: %s\n", password) ;

o MAMEMIS,
FREUTRSA:
= iF A Networkinit F1NetworkConnect 337 T CPiEE,
= JFAMQTTClientInit F1 38 MQTT & i,
n BEMQTTEESHEMIAMQTTPacket_connectData,

N

/* network init and establish network to aliyun IoT platform */
NetworkInit (&n);

rc = NetworkConnect (&n, host, port);

printf ("NetworkConnect %d\n", rc);

/* init mgtt client */

MQOTTClientInit (&c, &n, 1000, buf, sizeof (buf), readbuf, sizeof (readbuf));

/* set the default message handler */

c.defaultMessageHandler = messageArrived;

/* set mgtt connect parameter */

MQTTPacket connectData data = MQTTPacket connectData initializer;
data.willFlag = 0;

data.MQTTVersion = 3;

data.clientID.cstring = clientId;

data.username.cstring = username;

data.password.cstring = password;

data.keepAliveInterval = 60;

data.cleansession = 1;

printf ("Connecting to %s %d\n", host, port);

rc = MQTTConnect (&c, &data);

printf ("MQTTConnect %$d, Connect aliyun IoT Cloud Success!\n", rc);

o KFHEE.,
EAMQTTPublish(EO, MIEEMNBEXTopickHBEXKEAHEE.

BISTopicNE, BEBRMHAETopic,

26
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MENFES SEN RSN

char *pubTopic = "/"EXAMPLE PRODUCT KEY"/"EXAMPLE DEVICE NAME"/user/update";
int cnt = 0;
unsigned int msgid = 0;
while (!toStop)
{
MQTTYield (&c, 1000);

if (++cnt $ 5 == 0) {
MQTTMessage msg = {
Q0s1,
0,
0,
0,

"Hello world",
strlen("Hello world"),
}i
msg.id = ++msgid;
rc = MQTTPublish(&c, pubTopic, &msg);
printf ("MQTTPublish %d, msgid %d\n", rc, msgid);

}
o iTHATopic, KB=HETLIVER.

void messageArrived (MessageData* md)

{
MQTTMessage* message = md->message;
printf ("%$.*s\t", md->topicName->lenstring.len, md->topicName->lenstring.data);
printf ("$.*s\n", (int)message->payloadlen, (char*)message->payload);

}
char *subTopic = "/"EXAMPLE PRODUCT KEY"/"EXAMPLE DEVICE NAME"/user/get";

printf ("Subscribing to %$s\n", subTopic);
rc = MQTTSubscribe (&c, subTopic, 1, messageArrived) ;
printf ("MQTTSubscribe %d\n", rc);

XTRE. REFNDENESHNEEHANE, BSLacEs1601,

3. BE—FTHMNaiot_mqtt_sign.cHHE Z S REHXMHRE../ paho.mqtt.embedded-c/MQTT Clien
t-C/samples/linuxtt, AEHFLRE,

~BIRE
fEHDemo N BREFEANMEMTS,
1. T#Demot), HEESE,
RE%E, RBEEEFUTRINXE:

Xt A

ZXHPRRBATFERMQTTEESH ., aot_c demo.dsfThY, RFRAIZMHH

i tt _sign. .
alot_mqtt_sign.c E X HaiotMqattSign() iR, HHEHEESHusername, passwordclientld,

aiot_c_demo.c ZXHEEEESYBMESEENBEFNZERS,

2. #aiot_c_demo.ch, BREFBEZXNENRESR,
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RESLE- HEEAN MW E S

o E#AT L83 hEXAMPLE_PRODUCT _KEY, EXAMPLE_DEVICE_NAMEFIEXAMPLE_DEVICE_SECRET /5 HJ
BEANENREFIERER.

#define EXAMPLE PRODUCT KEY "= RProductKey"
#define EXAMPLE DEVICE NAME "& & B FfDeviceName"
#define EXAMPLE DEVICE SECRET " & EfADeviceSecret”

o ﬂ%EﬁfﬁES char *host = EXAMPLE PRODUCT KEY".iot-as-mgtt.cn-shanghai.aliyuncs.com" 4ﬂﬂﬂﬂ§
PAPSIVE::- PN =N
n TR AHLLFMBIARSES):  char *host = "s{LFIFMOTHENESZ " .
WOIBRYE N T EEFE, EXAMERE, REHFRENNIE, BEAXHFEERE, 2F
ALANEEFRBEERR, BHMRE, BEREE0%HER,

n XFFIHARA LA : char *host = EXAMPLE PRODUCT KEY".iot-as-mqgtt.cn-shanghai.aliyuncs

"

A (cn-shanghai) B ANEHYMEXNFQREMAEMELE, MEALBHNRATE, B3
I H5H0th i,

3. ¥aiot_magtt_sign.cK1BE X8 aiot_c_demo.cXX4- 1 EIPaho T2t B &../paho.mqgtt.embedded-c/M
QT T Client -C/samples/linuxs ,

4. JiEIE, HETER.
BRI ETGRIZEL THTHER:
o {EMAHCMake,

a. 7t /paho.mqtt.embedded-c/MQTT Client -C/samples/linuxB & Tt CMakeLists.txt> b, 12
Maiot ¢ demo.cilaiot_maqtt_sign.c,

1B XS 8I CMakeLists.txt SR BT,

add executable (
stdoutsubc
stdoutsub.c
)
add_executable (
aiot c demo
aiot c demo.c
aiot mgtt sign.c
)
target link libraries (stdoutsubc paho-embed-mgtt3cc paho-embed-mgtt3c)

target include directories (stdoutsubc PRIVATE "../../src" "../../src/linux")
target compile definitions (stdoutsubc PRIVATE MQTTCLIENT PLATFORM HEADER=MQTTLinu
x.h)

target link libraries(aiot c demo paho-embed-mgtt3cc paho-embed-mgtt3c)
target include directories(aiot ¢ demo PRIVATE "../../src" "../../src/linux")
target compile definitions(aiot ¢ demo PRIVATE MQTTCLIENT PLATFORM HEADER=MQTTLin

ux.h)

28 > MA4RRA: 20220526
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MERMIES RIELE-REEAN
b. E%/paho.mgtt.embedded-cBR, HITUTHE, BTREZ.
mkdir build.paho
cd build.paho
cmake ..
make
c. WERBE, £/ paho.mgtt.embedded-c/build.pahoB R THITUTHS, BTEE.
./MQTTClient-C/samples/linux/aiot c_demo
o {#Mbuild.sh,
a. ¥IFF/paho.mgtt.embedded-c/MQT T Client -C/samples/linuxB & T8 build.sh3X 14 ,
b. H%buﬂd.shqﬂﬂ’\] stdoutsub.c EHiA alot mgtt sign.c aiot c demo.c , e
stdoutsub *E*?ﬁj‘] -0 aiot c demo , %}Eﬁéﬁbu/[d.sha
c. BREMG, & /paho.mgtt.embedded-c/MQTTCClient-C/samples/linuxB & T, HiTHS ./

build.sh , THRHEmIF
SRRIERE, £Maiot c demotliTHE,
d. fiTm< ./aiot c demo , BTERF.

BT, EAMBRRESHNAMBENT:

clientid: paho mgtt&allxsrW****|timestamp=2524608000000, v=sdk-c-1.0.0,securemode=3,sig

nmethod=hmacsha256, lan=C|

username: paho mgtt&allxsrW****

password: 36E955DC3D9D012EF62C80657A29328B1CFAE6186C611A17DCT7939FAB637****

NetworkConnect 0

Connecting to allxsrW****_ jot-as-mgtt.cn-shanghai.aliyuncs.com 443

MQTTConnect 0, Connect aliyun IoT Cloud Success!
Subscribing to /allxsrW****/paho mgtt/user/get
MQTTSubscribe 0

MQTTPublish 0, msgid 1

MQTTPublish 0, msgid 2
MQTTPublish 0, msgid 3
MQTTPublish 0, msgid 4
MQTTPublish 0, msgid 5

BRVBEMTEEIE, AYNIAT, JEERERSHAERE.
o ERRFERE > IRE, UBIZREVWRTETAEL.

o ERIKIRIZY > EIL.\HE% fEE=IWIETH :L.\ﬂ]lﬁ%ZlSﬂEElu_.\ HE., FHRE

THE. KERMEE,
HIRG

MRREFBEIMQTTIMUEAM BN FE SR, BRFERBHERDR, RSIHERDHE,

Eg

1.2.3. Paho-MQTT Java#EZ A=

AN BUaERJavaiE = B9Paho MQTTE, AR ZYMERES

7

, FAHITYREERE

I

.

ILEEiRHE
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RESLE- HEEAN MW E S

B SH
EEVENEAESD, SIRTFRMNRE, AEFRNIEEXRTET, EX—LlghtswitchEk,
BENEES. S RRENSNFIEE,

HEEFEAKE

AROERNFLARENT:

o BEZS: Windows 10

o DKERAN: JDK8

o ERFALRIFE: Intell] IDEAH XAR
T#JavaiESsHPaho MQTTE
RIFEFEBIMOTTHMIURA, EMavenTi2 RN TS :
e MQTT 3.1#013.1.14R A

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>
</dependency>

</dependencies>

e MQTT 5.08R A&

<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.mgttv5.client</artifactId>

<version>1.2.5</version>

</dependency>

BAYBENES
1. BEFTFMattSignjava, TEHRE =IZHEIRBMQT TEE ST B IR,
MqttSignjavaX & X T MattSign, i7BAINT :
o JREL:
class MgttSign
o IfigE:
BFiEREBEAYEN TS HMMQTTEE S username, passwordfclientid,
o BRE:

KEEN T3EHER
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MENFES RESLE- XFEE

KEEX T3EHER

calculate (String productKey, String deviceName, String device

Secret)
public void RIEIRE W productKey, deviceNameFldeviceSecretit&E HMQTTikE#ES
#username, password#clientid,
getUsername ()
public String ——
BFREBMQTTZiES#username,
getPassword()
public String ———
BAFREMQTTZES % password,
getClientid ()
public String

BTFHFEMQTTEES# clientid,

2. ¥TFintellj IDEA, BIZIRE.
3. ¥ MgttSignjavaS NTREH,
4. EHE T, FMIIREEANYEMFENERXXH,
BRHRERZFIEAMgttSignjavat IMqttSignZit BMQTTIEESE, LHIREEANYEMEETE

il

o

FF&RGEBEF RGBT :
o EAMqttSignitEMQTTIEES I,

String productKey = "alX2bEn****";

String deviceName = "examplel";

String deviceSecret = "ga7XA6KdlEeiPXQPpRDLAJOZXWG8y****";
// HEVOTTERS K,

MgttSign sign = new MgttSign();

sign.calculate (productKey, deviceName, deviceSecret

)
System.out.println ("username: " + sign.getUsername()) ;
System.out.println ("password: " + sign.getPassword());
System.out.println("clientid: " + sign.getClientid());

o iFHPaho MQTTEFImERMEKNES,
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String port = "443";

String broker = "ssl://" + productKey + ".iot-as-mgtt.cn-shanghai.aliyuncs.com" + ":"

+ port;

// Paho MQTTEF i,

MgttClient sampleClient = new MgttClient (broker, sign.getClientid(), persistence) ;

// Paho MQTTEESB,

MgttConnectOptions connOpts = new MgttConnectOptions();

connOpts.setCleanSession (true) ;

connOpts.setKeepAliveInterval (180) ;

connOpts.setUserName (sign.getUsername ()) ;

connOpts.setPassword (sign.getPassword () .toCharArray());

sampleClient.connect (connOpts) ;

System.out.println ("Broker: " + broker + " Connected");

D=

u Xﬂ‘?%ﬁﬁ&/&%gﬂﬁﬁﬂﬂéﬂﬁ&iw String broker = "ssl://" + "${NARSEHIFMOoTTHE
NFEZ )" + "+ port;
Hop, PWRSEAITMOTTEAES, tJERMENFEEEGS, T*@Hﬁ%m’f 1, HEIF
BEXNNEE, HASLHFBERE, Eﬂi’éﬁﬁ?ﬁﬁﬂaé’%ﬁlo BIAEE, B2 NEELH
BIHT R,
m FIHRAESEA:  string broker = "ssl://" + productKey + ".iot-as-mgtt.cn-s
hanghai.aliyuncs.com" + ":" + port; o
Hor, #5488 (cn-shanghai) B AKEMELNF SRS AEMISAE, MiAEa
% A%, BERMEMTRK,
o RIHB.,
PATRGIAHE EIRAE R B M Light Switch,

// Paho MQTTEREHS.

String topic = "/sys/" + productKey + "/" + deviceName + "/thing/event/property/post"

String content = "{\"id\":\"1\",\"version\":\"1.0\", \"params\": {\"LightSwitch\":1}}";

MgttMessage message = new MgttMessage (content.getBytes());

message.setQos (0) ;

sampleClient.publish (topic, message);

MREFEAMQTT 5.000EE, TTARMUATRERE, tRERFETEEXEY.
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//MOTT 5.08FE—RFBEXEY

MgttProperties properties = new MgttProperties() ;

List<UserProperty> userPropertys = new ArrayList<>();

userPropertys.add (new UserProperty("keyl","valuel"));
properties.setUserProperties (userPropertys) ;

//MQTT 5. OFTHFIE—IER /IaFAE T

properties.setCorrelationData ("requestIdl2345".getBytes());
properties.setResponseTopic ("/" + productKey + "/" + deviceName + "/user/get");

message.setProperties (properties) ;
//ZHMOTT 5.08Paho SDKERIASEM TopichlR
sampleClient.publish (topic, message);
MRBBEHIEER, B sERE. 54 KBS
MREEFERABEXTopiGBE, BERMHAETopic,
o iJFTopic, REAZH TAESR.
PUTREIS, ITRNRLERERER, MEMIFEEIRE NEHSHNTopic,

class MgttPostPropertyMessagelistener implements IMgttMessagelistener {
QOverride
public void messageArrived(String varl, MgttMessage var2) throws Exception {
System.out.println("reply topic : " + varl);
System.out.println ("reply payload: " + var2.toString()):;

// Paho MOTT:HEIT,

String topicReply = "/sys/" + productKey + "/" + deviceName + "/thing/event/property/
post reply";

sampleClient.subscribe (topicReply, new MgttPostPropertyMessageListener());

XTFIRE . RESF[NVENFESNEEHANE, BSLEEsL

5. ##Build project;cfe%ﬂ., RIETRE.

~BIEE
fERDemo X BREFEANMEMTS,
1. F#EDemoftiEE, HEEYE.
2. #TFIntellj IDEA, S ADemof & 897l T2 aiot -java-demo.,
3. TEsrc/main/java/com.aliyun.iot ™ Appsi Mgtt 5AppX it , BEIREERABHNESER,

@ B MQTT 3.1F03.1.11MNER, ERApoHE, MQTT 5.00EB(ES, EHMgtt5App3T
%,

o &Bi#r— T8t productKey,. deviceNameFldeviceSecret lI{E ARG FIEBER.

String productKey = "${ProductKey}";
String deviceName = "${DeviceName}";

String deviceSecret = "${DeviceSecret}";
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o {%Eﬁz{%ﬁij String broker = "ssl://" + productKey + ".iot-as-mgtt.cn-shanghai.aliyuncs.com

"o+ ovit o+ oport; HEPERAESZ. HERE, BERLEX "BAVEKNES" PSR4,

4. BITAPPE Mgttt 5ApPRE .
ETRIBEN TEFR.

BRVBEMTFEEHE, EYNIAT, JEEFRERSHER.
o BFRFERE > RE, URIZRENNRSETHEE.

o EREREZSE > BERS, UETEZHETHENREAMBERDE., FBEBEER=HETH
/|_‘,\\ 'l«XEEIZ'gﬂEEllL,\o

WMRERAMgttsAppXH, TJEAEFEHERE LROBEXEK.

BEFE X

fsys/ hing/event/property/post

Q
[l

el

BEE MOTT HH¥ 5.0 EEFPRAFEENEE

il
i

[{"Value™"valuel" "Key" "key1"}]

BZE | Text (UTF-8) W Mid™™ 1" "version™:"1.0","params":{" }

i

=5
MR RFBEMQTTIMUEAMBE M E SR, BRFHRBAEDR, RSFERDEE, BB RE 20

[

1.2.4. Paho-MQTT Go¥E A4
AN BUNEAHEGoIESHPaho MQTTE, BISZEANREZYENES, HF#THEKREK,

AR &M

BEVBEMIEEEGE, WNIAT, @RS, HFREMQTTEABEMREIERER
(ProductKey. DeviceName#]DeviceSerect) , B E/E, 5L

o EEXLPIARIFTTR,

o}

o BIE~m,
o BIEIRE,
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HEEFERKIE

ZRGOIESHE.,

o FRAMBERGS:
brew install go

o UbuntulBfNLEHS:

sudo apt-get install golang-go

e WindowsEBIEMGolangEM THRER L,

@ 38 EPERMIER, GolangE MEEVPNIRE Ti5E,

T#HGoiESPaho MQTTE
BB Eclipse Paho DownloadsT fgPaholi BRI F LES iElE .
FERAUTH S THGOES MRAHIPaho MQTT EEFIH8 X K #i B4 2 -

go get github.com/eclipse/paho.mgtt.golang
go get github.com/gorilla/websocket
go get golang.org/x/net/proxy

BAYBMES

1. B2E4TFMattSign.go, EHIERRHANTTEMQTTEESHFATIIERSE, ARMBERENRME Myt
tSign.goX 44,

MqttSign.goXHEX T AFHEREZAMEMESHMOTTEESHBIRE, BHRKNREREAN
MENFESRFTHAZRE, RHRBMT:

o [RE:

type AuthInfo struct ({
password, username, mgttClientId string;

}

func calculate sign(clientId, productKey, deviceName, deviceSecret, timeStamp string)

AuthInfo;
o Ifge:

BAFHERSFEAYENEEHNMQTTEE S #Husername, passwordfImattClientid,
o MIANSH:

2 Eit] gz

) REFREF RProductKey, ZiIREEWEBEMES LHWSMHER
productKey String EEr—
deviceName String BELZBWR, ZREEVENTEES LNESMERERZ—.
deviceSecret String BEZH, ZRBFEVEMFEE LHNESMEBEREZ—.
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¥
¥
%5
Bt
i
>

XN E S

2.

B E it 5288

clientld Strin REIKID, TJLURBERNAZRURNZER R, EBIGEE N LIRIZ
¢ &HISNBHMACHESE .

timeStamp String EETNEENEL LR A

o WHBH:
ZRHHPREMEA authinfo MK, BRUTSH:

2 Eic) 1788

username String MQTTEERENRFE,
password String MQTTEZFr B2,
mqttClientld String MQTT&Fi%ID,

AR E RN FEENR R .

RERERFAAMttSgn.got EMQTTEESH, SMEANYERESNBEE.

FREBHMRBRET:
o RERERER.

// set the device info, include product key, device name, and device secret

var productKey string = "alZd7n5***"
var deviceName string = "testdevice"
var deviceSecret string = "UrwclDV33NaFSmkOJaBxXNTqgSrJW* ***"

// set timestamp, clientid, subscribe topic and publish topic
var timeStamp string = "1528018257135"
var clientId string = "192.168.****"

var subTopic string = "/" + productKey + "/" + deviceName + "/user/get";

var pubTopic string = "/" + productKey + "/" + deviceName + "/user/update";

o REMQTTERER.

B MgttSign.got E X Hcalculate_sign® ¥, RIFEABSHclientld,
productKey. deviceName. deviceSecret#ltimeStampit&
Husername. passwordfimattClientld, FH¥&iXL(zBEE SEoptsH,

36
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// set the login broker url

var raw_broker bytes.Buffer

raw_broker.WriteString("tls://")

raw_broker.WriteString (productKey)
raw_broker.WriteString(".iot-as-mgtt.cn-shanghai.aliyuncs.com:1883")
opts := MQTT.NewClientOptions () .AddBroker (raw broker.String());

// calculate the login auth info, and set it into the connection options
auth := calculate sign(clientId, productKey, deviceName, deviceSecret, timeStamp)
opts.SetClientID (auth.mgttClientId)

opts.SetUsername (auth.username)

opts.SetPassword (auth.password)

opts.SetKeepAlive (60 * 2 * time.Second)

opts.SetDefaultPublishHandler (f)

L Xq%F|EH&Q};§§E@U, iz raw_broker.WriteString(".iot-as-mgtt.cn-shanghai.aliyu
ncs.com:1883") PHIHIIELES (cn-shanghai) , HIREAEHMEENFSI&F LM
AW, MwEHABRRALE, BERtEMTRAKX,

u XTﬂ:¥ﬁmi’\it=&@U$DIEﬂ£H&§EﬁU, T%ﬁg opts := MQTT.NewClientOptions () .AddBroker (
raw_broker.String()); ma]y] raw_broker.String () EIGEAN MOTTIENME: 1833

ﬁuuﬂ, opts := MQTT.NewClientOptions () .AddBroker ("iot-***.mgtt.iothub.aliyunc
s.com:1883") ;

OB RYEMFE LG e, ELAMER, RBHREXIMEH, HEASLFFERE
REAMQTTHRAMAE, BAREME, B AESELHLHT A,

SEGIBNFAIREE, BERNLpmA.

o FHAMQTTHConnect \REIEANMEBERMES .

// create and start a client using the above ClientOptions

c := MQTT.NewClient (opts)

if token := c.Connect(); token.Wait() && token.Error() != nil {
panic (token.Error())

}

fmt.Print ("Connect aliyun IoT Cloud Success\n");

o JAMAPUblshiEOXMEHE ., HiEEAMHEEMBHRT opickliE S payload,

// publish 5 messages to pubTopic ("/alZd7n5****/deng/user/update")
for i := 0; i < 5; i++ {

fmt.Println ("publish msg:", i)

text := fmt.Sprintf ("ABC #%d", 1)

token := c.Publish(pubTopic, 0, false, text)

fmt.Println ("publish msg: ", text)

token.Wait ()

time.Sleep (2 * time.Second)

BIETopIcNE, BS R H4ZETopic,

o JASubscribeiEOiTHATopic, EWZHE TANHER.,
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// subscribe to subTopic ("/alZd7n5***/deng/user/get") and request messages to be

delivered

if token := c.Subscribe (subTopic, 0, nil); token.Wait() && token.Error() != nil {

fmt.Println (token.Error ())
os.Exit (1)
}

fmt.Print ("Subscribe topic " + subTopic + " success\n");

XFig%E. REBANYBENFENBEARNE, BSLEEH 04,
3. fwIEWMAE,
~EIAE
{ERDemofBREFEANMEBEMES,
1. FEROMCEE, FHREOUE,
aiot-go-demoh &8 & AT 345 :
X AR

ZXHEEUMOTT AN ENDERR FEANEESHTENE. of.goETl, S
Bzt E X fcalculate_sign®#, HEHEES

MqttSign.go
#username, passwordfImqttClientid,

iot.go ZXHEESRESVERESEENBENZEAE.

X509 MEMFEESHRIED, 2IREBEANYEBEMNFEENNUIHER,

2. friot.goh, ERREERAEHRERER,

o] {§ ALinux vis T BB K iot.go>X 4

o ¥productKey. deviceNameFldeviceSecret & A ERMIREIEHBIER.,

o (Tik) BEitimeStampilclientld, client dd¥{E o] A AR SEIRIRZ HISNGEAIMACHAL ,
EENTSHEABREEENYENFES, EXMERN, BNEBRAIGER.

o m WFIRIRALSES, BEAW raw broker.WriteString(".iot-as-mqgtt.cn-shanghai.aliyuncs.

com:1883") TEIHIIAEE (cn-shanghai) AREIYIEL W &% & FrfE gL,

u N??ﬁﬁ&’z}%iﬁﬂ*ﬂﬂéﬂkﬁﬁ;‘wu, {%Eﬁl{%ﬁ% opts := MQTT.NewClientOptions () .AddBroker (raw_

broker.String()); raw_broker.String () A MOTTIENMEE: 1833 FERFEH,

HHIRE, BRI LEXXENDEN TSNS R,
3. EWIITRERUT®HLET/0t.g0:
go run iot.go MgttSign.go

BITARY, BAMBRRESHNAMBENT:
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clientId192.168.****deviceNametestdeviceproductKeyalZd/n5****timestampl528018257135
1b865320£c183cc747041c9faffc9055fca5****

Connect aliyun IoT Cloud Sucess

Subscribe topic /alzZd7n5****/testdevice/user/get success
publish msg: O

publish msg: ABC #0

publish msg: 1

publish msg: ABC #1

publish msg: 2

publish msg: ABC #2

publish msg: 3

publish msg: ABC #3

publish msg: 4

publish msg: ABC #4

publish msg: 5

publish msg: ABC #5

BRUVBEMTEEIE, AYNIAT, JEERERSHER.
o ERRFERE > RE, UBIZREVWNRTETAHEL.

o ERISIRIZH > EIL:\HE% N EERIRIETT :ux*ﬂ]ﬁ%zﬁﬂﬂﬂu o ﬁfﬂw\]é, BB =R
TEE. ®EAMBE,

(i

Bz
MRREFBEIMQTTIMUEAMEKME SR, BRIBEERDGAHEDE, RSWERGRE, HSRE =0

1.2.5. Paho-MQTT CHEANRH

AN BUNEERGHES BPaho MQTTEERARNEZYENFES, H#iTYERLIRERS.

AR
EEMBEMFaS, SIRTFRMIRE, AEF@ONEENTTET, EX—TLghtSwitchEE.,
BENEFR. 2 RREME NRMYER,

BRER

PahoifRtBIMQTT CHHFRAB®, EBAVisual StudiofBRARTRE, TRTNENHBH N REH.NET
&, TTEMXNEIE,

A, EIRPHE-—TEHENARE, EAPahoWMQTT R EFEEZMERMEKNTE.

HEEFARE
ATBUEANRERENARIA:

o B{EZ%: Windows10
o ERFEIFE: Visual Studio 2019

REFRRE
1. T&Visual Studio 2019 X b, FHRESE.
2. fTF Visual Studio Installer, #£Z.NETEE AL, BHLE,
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T#PahoXEfis

T#EPaho MOTT for C#EAES, HepE R Visual Studiof@ i 755 T2 34 M2MMqtt.sin, 1ETIERZIREX
HAKECHRER, RERE, BN TIXENENFE,

& olifiaeclipse Paho, BEEPahoBERBHNESEREA,

BB ANRFIDemolY, {EAmasters?sx, commit idA b2e64bc4485721a0bd5ae805d9£4917e8d040e81

BAMBENES

1. BEHRITAMattSign.cs, THFERRHNTEMQTTERSH M FENIRS,
MqttSign.csXE®, BXT wMgttsign 2%, FEiZBWT:
o JRE:

class MgttSign

o IfRE:
BFiEREBEAYEN TS HMMQTTEES Husername, passwordfclientid,
o FNR:
ERFEX BiEER
calculate (String productKey, String deviceName, String device
Secret)
public bool N . ) . .
RIEIRE W productKey, deviceNameFldeviceSecretitE HMQTTiE#ES
#username, password#clientid,
getUsername ()
public String e
FFIREMQTT#ES#{username,
getPassword ()
public String - e
FAFIREMQTTZES#password,
getClientid ()
public String

BAFHEBRMQTTZiES#cclientid,

2. ¥TFVisual Studio, & APahoiEXHEEEYVisual Studiof@ R A X EM2Mgtt.sln, FHEIZE—DNAIR
E o

3. BE—HPTHBMgttSign.csSTHEENTINBARB S,

4. ENAEYT, RNMIBREFENYERTESNERXX M,
REREEFARMgttSign.csPBIMgttSignZE i+ EMQTTIEER S, THEAYBENFEEFER.
FRIFBFRAHROIIN T :

o HEMQTTEESH,
B MgttSign.cshIMqttSignit EMQTTIEES L,
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String productKey = "alX2bEn****";

String deviceName = "examplel";

String deviceSecret = "ga7XA6KdlEeiPXQPpRLAJOZXWG8y****";
// HEMOTTEES .

MgttSign sign = new MgttSign();

sign.calculate (productKey, deviceName, deviceSecret

’

)
Console.WriteLine ("username: " + sign.getUsername());
Console.WriteLine ("password: " + sign.getPassword());
Console.WriteLine ("clientid: " + sign.getClientid());

o JFAPaho MQTTE F iR EERYMBEMES .,

// fERPahciE M E =Y F &,

int port = 443;

String broker = productKey + ".iot-as-mgtt.cn-shanghai.aliyuncs.com";

MgttClient mgttClient = new MgttClient (broker, port, true, MgttSslProtocols.TLSvl 2,
null, null);

mgttClient.Connect (sign.getClientid (), sign.getUsername (), sign.getPassword());

Console.WritelLine ("Broker: " + broker + " Connected");

@ 388
B S FERALELFIFIENWIRSES):  String broker = "S{{EIWAREFITFENEZ " .

AT B RMEMFE G E, EXLAMBR, KEHEEINES, EALFFERE
. BRRE, BEAEELALETA.

L] Xq%F|ER&Q};¥§E@UI String broker = productKey + ".iot-as-mgtt.cn-shanghai.ali

yuncs.com"; o

Hep, A58 (cn-shanghai) Z#AENYERNFESIREMEMEAE, HAEEH
?,é KTk, BERXHNE,

o RELMHBRIMEHKMIES
UTRAIREE LiRMEEE M Light Switch,

// Paho MQTTiHE %7,
String topic = "/sys/" + productKey + "/" + deviceName + "/thing/event/property/post"

étring message = "{\"id\":\"I1\",\"version\":\"1.0\", \"params\": {\"LightSwitch\":0}}";
mgttClient.Publish (topic, Encoding.UTFS8.GetBytes (message)) ;
YIRELEE B, BB N eeR . 54 1S
MREEFEREEXTopicBlE, BERT4=2Topic,
o iTHTopic, FEWMENFETLEEIE.
UTRBID, ITRNE LIREMER, WEEMFERERMEHERHMTopic,
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// Paho MOTTHEiTi#,

String topicReply = "/sys/" + productKey + "/" + deviceName + "/thing/event/property/
post reply";

mgttClient.MgttMsgPublishReceived += MgttPostProperty MgttMsgPublishReceived;
mgttClient.Subscribe (new string[] { topicReply }, new byte[] { MgttMsgBase.QO0S LEVEL
AT MOST ONCE });

private static void MgttPostProperty MgttMsgPublishReceived (object sender, uPLibrary.
Networking.M2Mgtt.Messages.MgttMsgPublishEventArgs e)

{
Console.WritelLine ("reply topic :" + e.Topic);
Console.WriteLine ("reply payload:" + e.Message.ToString()):;

XTIRE. RE[BNYBEMESHNEBEEARINE, BSRESHITAR,
5. wiFWB.
A¥HlDemo
{EADemo B REFEANYERMES,

1. TEDemoftistl, RBRRIERISME aiot-csharp-demo,

X A4 aiot -cshanp-demo \paho.mgtt.m2maqtt-master\aiot-csharp-demod , B8 7T REFEANYIER
FE, HERVELEENTERR.

Xt 83

2 RIREOMOTTRESHERBER ., Program.csizfTh, RFAEXMGPE

MqttSign.cs X HIMqttSign( %Y, iHE W EESHusername, passwordflclientld,
Program.cs ZXHEEREEVMHMEREE, HLREEHENZERSE,

2. $TFFVisual Studio 20194 KR , IEFITHMB HMRH R, $TH aiot-cshamp-demo\paho.mqtt.m2m
gtt-master\M2Magtt.slmT 14,

Visual Studio B1 8] § \ aiot -csharp-demoli B X4,
3. EProgram.cs, BBIRERERAEBNREER.
o &i#— T8t productKey. deviceNameFldeviceSecret B ARG FIEBER,
String productKey = "${ProductKey}";

String deviceName = "${DeviceName}";

String deviceSecret = "${DeviceSecret}";

o B String broker = productKey + ".iot-as-mgtt.cn-shanghai.aliyuncs.com"; 4399i§)\
e, FARE, FERLEX "BAYERENES" DSR4,
4. ¥ aiot-cshamp-demoi& RIEEHTRE , AFIETT, BIREFANVERTS,
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YIEXF &

BANING, AETRPESERMY. HELRADATEAERRDOARE

broker: alX2bEn****.iot-as-mgtt.cn-shanghai.aliyuncs.com Connected
publish: {"id":"1","version":"1.0","params":{"LightSwitch":0}}

subscribe: /sys/alX2bEn****/examplel/thing/event/property/post reply

[

R , EYNEAT, JEFRERSHNEE,

o EBREHRER > 8%, TRIZERFNRSETIEEZ.
o ERISIRIZH > EIL;\HE% oEERWIEITH :L.\ﬂ]]ﬁ%ZKﬂEEIM BE. 1¥£EP\]§, BER

o

i

MRREFBEIMOTTIMUEAMEME SR, BRIBERDGAHEDE, RSWHRGRE, HEN

o

1.2.6. Paho-MQTT Android#E AR

ARX AR N{aEAPaho Android Service NI EZMENMT S, FHETHIERA .

IR R

2% , WNSEFT, I mIRE, #ﬁﬂlMQTTE%)\EE%*DiQ%iIE%E%
(ProductKey. DeviceName#IDeviceSerect) , B{fE/E, 52

L4 °

o o

o o

BRER
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Paho Android Service2— M E FJavaiE S BPaho MQTTEHF AHIMQTTEFPiBRSE.,

EEFEAKIE
ARBI{ERBIANdroid Studiohk &K% 3.5.1, gradlefRA43.5.1,
BEifEAndroid StudioE W F&kAndroid Studio, AndroidFF&#EX%FE, EEEAndroid Studio BB X4,

ZZPaho Android Client

1. SIB— 1 #FEAndroid T2,

2. fEgradleX 441, #HANPaho Android Client{&k#i, AREIER1.1.1 kA PahoAndroidClient, 7N
PAT K51 -

o ‘IR buidgradlet, FHAlPahoBEMNE, A REI{EHreleasefE,

repositories {
maven {

url "https://repo.eclipse.org/content/repositories/paho-releases/"

}

o EN A build.gradlet, #hNPaho Android Service, ZARFId, {EH1.1.1 releaseRABIPaho RS,
EEEFpaho.client.mgttv3-1.1.0M A,

dependencies {
implementation 'org.eclipse.paho:org.eclipse.paho.client.mgttv3:1.1.0"'
implementation 'org.eclipse.paho:org.eclipse.paho.android.service:1.1.1"'

}

3. AT{EAppBEE S EEIPaho Android Service, FBE7EAndroidManifest xmip FIMVATER:
o BEBUTHRS:

<!-- Mgtt Service -->
<service android:name="org.eclipse.paho.android.service.MgttService">

</service>

o ¥&NPaho MQTT ServiceFr E IR .

<uses-permission android:name="android.permission.WAKE LOCK" />
<uses-permission android:name="android.permission.ACCESS NETWORK STATE" />
<uses-permission android:name="android.permission.INTERNET" />

<uses-permission android:name="android.permission.READ PHONE STATE" />

BEAYVBMES
1. BEHEITHFALIMgttOptionjava, THMERBENTEMQTTEESH AR NIRE,
AiotMgttOption.javaX % EX T AiotMgttOption()2, BB :
o JREY:
class AiotMgttOption
o IfNgE:

BFiHERSEBEAYENFESHNMQTTEE S username, passwordfclientid,
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MENFES SEN RSN

KEEYX T3EHER

getMgttOption (String productKey, String deviceName, String de
viceSecret)

ublic AiotMgttOption
P qarep RIEIRE W productKey, deviceNameFldeviceSecretit&E HMQTTiE#ES

#username, password#clientid,

getUsername ()
public String " s
AFIREMQTT&iEZS#username,
getPassword ()
public String " ———
BAFREMQTT&ZiES % password,
getClientid ()
public String

BAFEBRMQTTZiES ¥ cclientid,

2. ¥ AiotMqgttOption.javas NAndroidIi B ,
3. EANdroidIRE 4, HFINTIIRFEAMELN T & 952 P 3

RERSRERBA0tMgttOption.javab B AiotMgttOption() &+ EMQTTIEESE, SLIEANYEN
EEMERE.

FRGEAAMRAIRBANT

o HEMQTTEESHclientld. usernameFIpassword, FHi&GusernameFlpasswordi& &
F|MgttConnectOptionsit& o,

final private String PRODUCTKEY = "allxsrW****";
final private String DEVICENAME = "paho android";
final private String DEVICESECRET = "tLMTIQWD36U2SArglGqcHCDKOrK9****";
/* FREQMOTTIEIE(S BclientId. username. passwordo */
AiotMgttOption aiotMgttOption = new AiotMgttOption () .getMgttOption (PRODUCTKEY, DEVICE
NAME, DEVICESECRET) ;
if (aiotMgttOption == null) {

Log.e (TAG, "device info error");
} else {

clientId = aiotMgttOption.getClientId() ;

userName = aiotMgttOption.getUsername () ;

passWord = aiotMgttOption.getPassword() ;
}
/* BIEMgttConnectOptionsMWR, HELBusernameMpasswords */
MgttConnectOptions mgttConnectOptions = new MgttConnectOptions () ;
mgttConnectOptions.setUserName (userName) ;

mgttConnectOptions.setPassword (passWord.toCharArray()) ;

o BAMIEMIES,

SIE— MgttAndroidClientX¥ %, REEFEO, AKFEHAmMgttConnectOptionsiEfHconnect 73
%, BNOIEILERE,
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/* BEMgttAndroidClientM&R, FHIRBELEEO, */
mgttAndroidClient = new MgttAndroidClient (getApplicationContext (), host, clientId);
mgttAndroidClient.setCallback (new MgttCallback () {

@Override

public void connectionLost (Throwable cause) {

Log.i (TAG, "connection lost");

}
@Override

public void messageArrived (String

topic, MgttMessage message) throws Exception {

Log.i(TAG, "topic: " + topic + ", msg: " + new String(message.getPayload()));

}

@Override

public void deliveryComplete (IMgttDeliveryToken token) {

Log.i (TAG, "msg delivered");

}):
/* BIIMOTTIEE, */
try {

mgttAndroidClient.connect (mgttConnectOptions, null, new IMgttActionListener () ({

@QOverride

public void onSuccess (IMgttToken asyncActionToken) {

Log.i(TAG, "connect succeed");

subscribeTopic (SUB_TOPIC) ;
}

@Override

public void onFailure (IMgttToken asyncActionToken, Throwable exception) {
Log.i (TAG, "connect failed");

});
} catch (MgttException e) {
e.printStackTrace () ;

o RFEE, H%¥publshAik, BFMETopic
EpayloadtiE &,

/${prodcutKey}/${deviceName} /user/update Zi?ﬁ?ﬁ

46
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public void publishMessage (String payload) {

try {

if (mgttAndroidClient.isConnected() == false) {
mgttAndroidClient.connect () ;

}
MgttMessage message = new MgttMessage();
message.setPayload(payload.getBytes());
message.setQos (0) ;
mgttAndroidClient.publish (PUB TOPIC, message,null, new IMgttActionListener ()

@Override

public void onSuccess (IMgttToken asyncActionToken) {
Log.i(TAG, "publish succeed!");

}

@Override
public void onFailure (IMgttToken asyncActionToken, Throwable exception) {

Log.i (TAG, "publish failed!");

P i

} catch (MgttException e) {
Log.e (TAG, e.toString()):
e.printStackTrace () ;

BIETopIcNB, BB H4ETopic,
o FFsubscribeF ik, AFLIITRIEETopic, RB=H TEREER.

public void subscribeTopic (String topic) {

try {
mgttAndroidClient.subscribe (topic, 0, null, new IMgttActionListener() {

@QOverride
public void onSuccess (IMgttToken asyncActionToken) {
Log.i (TAG, "subscribed succeed");

}

@Override
public void onFailure (IMgttToken asyncActionToken, Throwable exception) {

Log.i (TAG, "subscribed failed");

}) s
} catch (MgttException e) {
e.printStackTrace () ;

XTIRE. REB[BNYBEMESNEBEARNE, BSRESHITA,
4. wiEME,
A¥lDemo

{EFADemo R IBREFEAYEMES,
1. TEEDemot, HBESS,
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2. B aiot-android-demoS N\ Android Studio,

3. TEapp/src/main/java/com.linkkit.aiot_android_demo T8 MainActivitySXiEth , BiiREESEAEH
-LX 53] EI%\ o

o E#:PRODUCTKEY. DEVICENAMEFIDEVICESECRET B AEHNIEFIEPER.

o ﬂ%ﬂifﬁﬁg final String host = "tcp://" + PRODUCTKEY + ".iot-as-mgtt.cn-shanghai.aliyuncs

.com:443"; PEYEANMAENES

n NTFEHRALELFIFAENWHRSEH|:  final String host = "tcp://" + "${AAREFI TMOTTIENR
AN

WAIBERV T EETE, EXLAMER, KBHBETNEM, #ALFFERE, 6
FRNEEFREERR, BRERE, BEREEL04ET A,

m XS TFIHARAFESEH:

B 4G (cn-shanghai) NERMIEXNFSIREMEMEHAE ., WEHABNRIATE,
580t ,

4. MENA, HiBfT.
BfTMIM/E, tlfElogcathEFAM AR,

2019-12-04 19:44:01.824 5952-5987/com.linkkit.aiot android demo W/OpenGLRenderer: Faile
d to choose config with EGL SWAP BEHAVIOR PRESERVED, retrying without...

2019-12-04 19:44:01.829 5952-5987/com.linkkit.aiot android demo D/EGL emulation: eglCre
ateContext: 0xec073240: maj 3 min 0 rcv 3

2019-12-04 19:44:01.830 5952-5987/com.linkkit.aiot android demo D/EGL emulation: eglMak
eCurrent: Oxec073240: ver 3 0 (tinfo 0xec09b470)

2019-12-04 19:44:01.852 5952-5987/com.linkkit.aiot android demo W/Gralloc3: mapper 3.x

is not supported

2019-12-04 19:44:01.854 5952-5987/com.linkkit.aiot android demo D/HostConnection: creat

eUnique: call

2019-12-04 19:44:01.860 5952-5987/com.linkkit.aiot android demo D/eglCodecCommon: alloc
ate: Ask for block of size 0x1000

2019-12-04 19:44:01.861 5952-5987/com.linkkit.aiot android demo D/eglCodecCommon: alloc
ate: ioctl allocate returned offset 0x3f£f706000 size 0x2000

2019-12-04 19:44:01.897 5952-5987/com.linkkit.aiot android demo D/EGL emulation: eglMak
eCurrent: 0xec073240: ver 3 0 (tinfo 0Oxec09b470)

2019-12-04 19:44:02.245 5952-6023/com.linkkit.aiot android demo D/AlarmPingSender: Regi
ster alarmreceiver to MgttServiceMgttService.pingSender.allxsrW**** paho android|timest
amp=1575459841629, v=sdk-android-1.0.0, securemode=2, signmethod=hmacsha256 |

2019-12-04 19:44:02.256 5952-6023/com.linkkit.aiot android demo D/AlarmPingSender: Sche
dule next alarm at 1575459902256

2019-12-04 19:44:02.256 5952-6023/com.linkkit.aiot android demo D/AlarmPingSender: Alar
m scheule using setExactAndAllowWhileIdle, next: 60000

2019-12-04 19:44:02.272 5952-5952/com.linkkit.aiot android demo I/AiotMgtt: connect suc
ceed

2019-12-04 19:44:02.301 5952-5952/com.linkkit.aiot android demo I/AiotMgtt: subscribed

succeed

BRUOBMTEEIE, AYNIET, TEERERSHEE,
o BEFREFEE > RE, UBIZRENWNTETNEL.
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1.2.7. B1zHE

MRRER

EMQTTHMIBAMIBEME A LM, &
B ZYBERNTESERNEMENMQTTIMY, THRMQTTIMY, 551

HAIMQTT 5.04RE MY,

BRS5imIR BB BRI T .

e MQTT 3.1%03.1.1

1R [B] 83

e MQTT 5.0

1R[] 83

128
129
130
132

136

REER
0x00 Connection Accepted

0x01 Connection Refused, unacceptable
protocol version

0x02 Connection Refused, identifier
rejected

0x03 Connection Refused, Server
unavailable

0x04 Connection Refused, bad user
name or password

0x05 Connection Refused, not
authorized

REER

0x00 Success

0x80 Unspecified error

0x81 Malformed Packet

0x82 Protocol Error

0x84 Unsupported Protocol Version

0x88 Server unavailable

HHREAMEEE

RIFHRGHEEDZR. RS

H. BEARE, B z=imz

IHEIRIGREE, BE NS

RIFHEIRDAER-R

k25 7]

IMQTT 3.133.1. 147 MY

RE
BRI,

BRS5 28 A SR Ein 1B REIMQT T HHMYAR
¥

clientldZ#1EER, FASMEMES
MENEL, AINMSHEBRKERS . ¥
REHBABRSE,

MEEEZRCEIMY, EMQTTRRS AT
R

usernameszipasswordi& ™ 1% .

REREEN,

RE

BRI .
RIEEHER,
B3RS o
MXERIR .
REFFRIBIRA.

BRESERATHA.
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REH REER REH

137 0x89 Server busy BRSSERERIC,

138 Ox8A Banned ZtipiaE,

140 0x8C Bad authentication method HIRWIEG X,

141 0x8D Keep Alive timeout RIEHEE,

144 0x90 Topic Name invalid TopicB L.

147 0x93 Receive Maximum exceeded BHERREXE,
148 0x94 Topic Alias invalid Topichl & XK.
149 0x95 Packet too large BRI EBHIRS,
150 0x96 Message rate too high HERRREXS,
151 0x97 Quota exceeded B HPRER,

152 0x98 Administrative action BFEITA,

153 0x99 Payload format invalid Payloadt& =X T2
154 0X9A Retain not supported AXFFEHBRE.
155 0x9B QoS not supported RZFFHIQoS,

156 0x9C Use another server ERR—AaRSEE.
157 0x9D Server moved RS B/EBIR,

158 OX9E Shared Subscription not supported AEZENHEZEITI,
159 Ox9F Connection rate exceeded B EERE,

1.3. MCU+BEEEREA KT L=

AN BIMAREFBECGES LNk SDK, BHEHEMCU+ESEANREENTEZMERES,
%%%l@\

TEEEEMINRE, IMEMCU+ESERAR, MCUBTZATIESERFIESEA, REMNOIIIER, BI%

HEE =B S12 M4 A9C Link SDK, & ZENTISEHRE L=,

AN UAEEEAMCU+ S RANIRE NG, NBEMCUF LR EBELNK SDKAIETE, BIRFEANYEL R
8, XWMBENFEERSHITRE.
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SDKEMCU_EIEAT

FARHES

#1T7Link SDK#StERT, &BE

o TEft:

BEf R

MCUFF &R

BEIEER

SIMk

e ARTIHR:
TEEZR
STM32CubeMX

MDK-Arm

BORRAIR

e CLinkSDK:

HEFLUTHHR,

WA

o ZHR: STM32 NucleotR

o EIS: STM32L476RG

o Z#H: FreeRTOS

o BENHY: NUCLEO-L476RG

o ZIR: BHAIr724UG
o BEXH: FafEN. ERERE

o EMOAS: Micro

o {£5: 4G

ki

BAFERMCUIMEIIR U RBNALTER, RAR6.1.2,

ERFEAFAEMHLABHALIR, RAH5.26.2.0,

BFEEMBIRENTIR, EROKERA115200,

EYEEM T &E & SDKESI A E, $FESDK,

BINRE, BB RESDK,

IEX M5
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HHBEFES  ELEE EEBEEREOSIH MCUFF &R B O 5| #
@ e U1_TXD PA10

@ %6 UT_RXD PA9

® B GND GND

iii. BRI, BMCUFRIRIUARTIEOSHATANSEOMEE. H3IHAINMMT:
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@ PC4
) PC5
® GND
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RXD
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GND

REIPMCUF RIRSI MBI REBIERE, B2 RSTM32 Nucleo-64 boardsg 35T #Figure24,
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iv. {EAMicro USBEOAFMMIR LBE, KIRBEEHREFN .
LEE, PWRELYT, NETEYTIAKR, LTESIELT.,

2. TiE%HE,
i. FTFFCubeMX, BIBHEMEM T EABES.,

XFEHACUbeMXF AT ENERAX, B8 CubeMXEN,
FEREENEOMEANRENT:

@ B TE, UART1H9E4S=HFREERT OSHEA/NMENIEEE, BRI S ST
REREITEE .,

BORESR 8

= Rt RS

= RHEER: 230400
UART 1

= DMA: 5

= BT B

B BE
UART 3

m SRR 115200
FREERT OS ATER/N: 81920
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{EFMDK-Arm, ITHIREXH, HEBIKREBC LNk SDKEATIE.

CLink SDKX #th, BRT./LinkSDK/demoX f2th 89X 4, EXX#4Xhyy .« M .n XHIHFT
SAIRE., FAMDK-AMSNBERBATRNSE, BN ANE 2 TE,

EIRYT, REAE, RERREEKH,

%ﬁfé%ﬁ%ﬂ@{&%ﬁ%ﬂ&ﬁﬁ% aiot sysdep portfile t g aiot sysdep portfile EF', %ﬁ}i%\zﬁ
EBKRBZEAONEER, BE2ER, BELEZENH,

WO LATE R 52, BERERRIRBEKRBEENREISUE./Linkkit /portfiles/aiot_port/freertos tcp
__modem port.c,

v. EMBIRY, KERD, RERNESERA,

n EERATSHS: $TFF./Linkkit/portfiles/aiot_port/aiot_at_apicXir, 1EXERATHSFIE,
m EEEO:

m AMaiot_at_setopt, NATHEIRIRE R OKIEKEED,

n SHBMRWELERT, BBaiot_at_uart_recviEBATIE MR,

£, BUEKHE, BESEEERXERNEAD,

O] Ti2, BEERNESEAR & I/REI . /Linkkt /port files/aiot_port /linkkit_wrapp
erc,

. TR ./linkkit_mcu_cellular project /LinkKit/portfiles/aiot_port/mqtt_at_basic_demo.c, EBEIR

ZINEER,
EERENSHUT:
BH A L
BEWMEAGE. AROIERER2 (155) HESNIERA
S,
. " EEAARSH, BT cn-shanghai BECHER
url lot-as-matt.cn- SEENBED, BEVBRELRLAL LR, SR
shanghai.aliyuncs.com FRSSFITE M, MIIDRERE, A M A TR X,
v BRI IR A SR, REESL B R
B, BEEERARE, SEMOTTIREEANGE,
product_k JOTRpR—
ey
. BENEER, FEESN, HMERNREES.
device_na stm32l4 mbedtls cat1
me - - b T B N A RS SRS E RS MATEA,

device_sec uwMT mVAMNnGGHaAkgme
ret DY 6CHXXB******

3. BRET.

BEH @, BRIZFFNDemoa T T EHEMCUF LR,
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i. BF g, EMCUL, Z17Demotl#iTX M,

BITER
o EWOILATEIRER, BFIREHE.
o L)\TE/u\lﬁﬂﬂlﬁﬁ'E %#@HXM\/E

linkkit init[2.222] [LK-0313] MQTT user calls aiot mgtt connect api, connect
[2.266] [LK-0317] stm3214 mbedtls catl&al8wP*****x*

[2.277] [LK-0318] B4C45425D73E24B2935D73C1E98B6079A630FBEO3F61E2A2031CEET7867******
unknown option, 2

unknown option, 5
[2.377] [LK-1000] establish mbedtls connection with server (host='al8wP****** jot-as-mgtt

.cn-shanghai.aliyuncs.com', port=[443])
[7.311] [LK-1000] success to establish mbedtls connection, (cost 18686 bytes in total, ma

x used 21294 bytes)
[7.500] [LK-0313] MQTT connect success in 5286 ms

o UTHEANRENHERLSINGE, ELER, BESLNTPES,

AT OT_MQTTEVT_CONNECT
[7.544] [LK-0309] pub: /ext/ntp/al8wP******/stm3214 mbedtls catl/request

[LK-030A] > 7B 22 64 65 76 69 63 65 53 65 6E 64 54 69 6D 65 | {"deviceSendTime

[LK-030A] > 22 3A 22 37 35 33 39 22 7D [ ":"7539"}
[7.688] [LK-0309] pub: /ext/ntp/al8wP******/stm3214 mbedtls catl/response

local time: 1620915828805, 2021/05/13-22:23:48:805

heartbeat response

o LITHRENMERLE, BLER, BERNMTLAEMEE,
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[1620915829.788] [LK-0309] pub: /sys/al8wP******/stm3214 mbedtls catl/thing/config/log/g

et

[LK-030A] > 7B 22 69 64 22 3A 22 31 22 2C 22 76 65 72 73 69 | {"id":"1","versi
[LK-030A] > 6F 6E 22 3A 22 31 2E 30 22 2C 22 70 61 72 61 6D | on":"1.0","param
[LK-030A] > 73 22 3A 7B 22 67 65 74 54 79 70 65 22 3A 22 63 | s":{"getType":"c
[LK-030A] > 6F 6E 74 65 6E 74 22 2C 22 63 6F 6E 66 69 67 53 | ontent","configS
[LK-030A] > 63 6F 70 65 22 3A 22 64 65 76 69 63 65 22 7D 7D | cope":"device"}}
[

1620915830.011] [LK-0309] pub: /sys/al8wP******/stm3214 mbedtls catl/thing/config/log/g
et reply

[1620915830.033] [LK-1507] LOGPOST user log config arrived
log switch state is: 1

1620915835.066] [LK-0309] pub: /sys/al8wP******/stm3214 mbedtls catl/thing/log/post

[

[LK-030A] > 7B 22 69 64 22 3A 22 32 22 2C 22 76 65 72 73 69 | {"id":"2","versi
[LK-030A] > 6F 6E 22 3A 22 31 2E 30 22 2C 22 70 61 72 61 6D | on":"1.0","param
[LK-030A] > 73 22 3A 5B 7B 22 75 74 63 54 69 6D 65 22 3A 22 | s":[{"utcTime":"
[LK-030A] > 32 30 32 31 2F 35 2F 31 33 20 32 32 3A 32 33 3A | 2021/5/13 22:23:
[LK-030A] > 35 35 22 2C 22 6C 6F 67 4C 65 76 65 6C 22 3A 22 | 55","logLevel™”:"
[LK-030A] > 44 45 42 55 47 22 2C 22 6D oF 64 75 6C 65 22 3A | DEBUG", "module":
[LK-030A] > 22 41 50 50 22 2C 22 63 ©6F 64 65 22 3A 22 32 30 | "APP","code":"20
[LK-030A] > 30 22 2C 22 74 72 61 63 65 43 6F oE 74 65 78 74 | 0", "traceContext
[LK-030A] > 22 3A 22 30 22 2C 22 6C ©6F 67 43 6F 6E 74 65 6E | ":"0","logConten
[LK-030A] > 74 22 3A 22 6C 6F 67 20 69 6E 20 77 68 69 6C 65 | t":"log in while
[LK-030A] > 28 31 29 22 7D 5D 7D [ (1)"}]1}
[1620915836.855] [LK-0309] pub: /sys/al8wP******/stm3214 mbedtls catl/thing/event/proper
ty/post

[LK-030A] > 7B 22 69 64 22 3A 22 33 22 2C 22 76 65 72 73 69 | {"id":"3","versi
[LK-030A] > 6F 6E 22 3A 22 31 2E 30 22 2C 22 70 61 72 61 6D | on":"1.0","param
[LK-030A] > 73 22 3A 7B 22 4C 69 67 68 74 53 77 69 74 63 68 | s":{"LightSwitch
[LK-030A] > 22 3A 20 30 7D 2C 22 73 79 73 22 3A 7B 22 61 63 | ": 0},"sys":{"ac
[LK-030A] > 6B 22 3A 31 7D 7D | k":1}}

[

1620915837.099] [LK-0309] pub: /sys/al8wP******/stm3214 mbedtls catl/thing/event/Error/
post
[1620915837.122] [LK-0309] pub: /sys/al8wP******/stm3214 mbedtls catl/thing/event/proper
ty/post reply
[1620915837.177] [LK-0A08] DM recv generic reply
demo dm recv_handler, type = 0
msg_id = 3, code = 200, data = {}, message = success
[1620915837.311] [LK-0309] pub: /sys/al8wP******/stm3214 mbedtls catl/thing/event/Error/
post reply
[1620915837.344] [LK-0A08] DM recv generic reply
demo dm recv _handler, type = 0
msg_id = 4, code = 200, data = {}, message = success

o MOV EN TS, BEREREWRSNETARE,
o AMEMAE, BFREERE > RE, HIRE, EFRENRS, REXSETHELZ, WRTIRES
IEX T & B I IR

gErE  HREE IR

FmRE =7 DeviceName v &I\ DeviceName Q EEFRRERE v

DeviceName/&iE &R REFME & TR WE/ERRE Y B/5 LA I

»E 2021/04/30 15:42:50.631 =E  #E
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o EEMSME, EEFEREHE > AERS, EFFRE, EFRENAEER.

stm3214_mbedtls_cat1 Qe R Traceld Q RMAAERHF. Messageld Q 2ERE v 1N v
BR BF

B ) TracelD HEAE DeviceName WHRR(LH) ¥ B nE RS
2021/05/13 22:40:34.142 023030c51620916834 &5 stm3214_mbedtls_c... EE Jsys/algwe it nnay).. - 200
2021/05/13 22:40:34.398 0a3030c51620916834 i - stm3214_mbedtls_c. MR Check {"Params":{"Lig 200
2021/05/13 22:40:34.394 0a3030c51620916834 =E stm3214_mbedtls_c. MIREGES Isys/al8w o... - 200
2021/05/13 22:40:34.642 0a3030¢51620916834 ] =< stm3214_mbedtls_c. THIREHL [sys/a18w ... {"Content":"Pu... 200
2021/05/13 22:40:34.624 0a3030c51620916834% [l =E stm3214_mbedtls_c. BEITHE [sys/a18w . {"Content":"Pu. 200
2021/05/13 22:40:34.131 0a3030c516209168341 =< stm3214_mbedtls_c.. BEITHE [sys/a18w ... {"Content":"Pu... 200
2021/05/13 22:40:34.638 0a3030c51620916834 ] =E stm3214_mbedls_c. MEELEE Jsys[a18w /. - 200
2021/05/13 22:40:34.638 0a3030c51620916834 - stm3214_mbedtls_c... WER Check {"Params"{"Err.. 200
2021/05/13 22:40:34.399 0a3030c51620916834 =& stm3214_mbedtls_c. RENGEHE [sys/a18w /. {"Content":"Pu. 200
2021/05/13 22:40:34.389 0a3030c51620916834/ Lot EE stm3214_mbeditls_c... BEITHE [sys/a18w o... {"Content":"Pu... 200

1.4. COAPE P im X FR BN G

RIAR IR 18T COAPHMIR NMIEX W S 5 B R BIAED

=I:'E{-.-II_J\

COAP’rj}iS{LFH?’fiﬁﬁﬁﬁﬂ’\]{&m%iﬁ%, TLEZENB-oTHIEE, BEEIREIE L COAPTMYSYIEEM T & iEE
HEEHIREE, BB oAPEEREE,

@ 38 BEMRER2 (08) . %42 (ER) . £81 GRYI) HETigEE T COAPBEZEAY
BKMES,

B BIRZE I COAPIMIBEAMIBE N AN, TEESHANNSE, HERERESE, FBRAER. AT
EFEREBEXRE, AURMETCalforniumiEZRIIEARANRE, ARfid, HMRERERS, £
FRANEZ,

FERE

A3 {EFH)avaF & FiE

o BEZR%: Windows10
o JDKARA: JDK8
o ERFALRFE: Intell] IDEAK X AR

pom.xmlit &

EpomxmBdh, FHMATRE, 3IACaliforniumARIESE. Apache commons T E &I E =fastjson
@:o
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MEMTES REXK- REEAN
<dependency>
<groupld>org.eclipse.californium</groupId>
<artifactId>californium-core</artifactId>
<version>2.0.0-M17</version>
</dependency>
<dependency>
<groupId>org.apache.commons</groupld>
<artifactId>commons-lang3</artifactId>
<version>3.5</version>
</dependency>
<dependency>
<groupId>commons-codec</groupld>
<artifactId>commons-codec</artifactId>
<version>1.13</version>
</dependency>
<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.61</version>
</dependency>
A
D E®  ACHERLRIHTREWEATACE, FEACURIHRFIRALLHTRE, &
KL D AICoAPIE ATt serverURI, {B5  "s(coapiE AL} 5682
140 : private static String serverURI = "iot-***.coap.iothub.aliyuncs.com:5682"; ,
FRE s{conPdgENME) B5VE, BESNEELARET S,
/*
* Copyright © 2019 Alibaba. All rights reserved.
2y
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
import java.util.Set;
import java.util.SortedMap;
import java.util.TreeMap;
import javax.crypto.Cipher;
import javax.crypto.Mac;
import javax.crypto.spec.IvParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import org.apache.commons.codec.DecoderException;
import org.apache.commons.codec.binary.Hex;
import org.apache.commons.lang3.RandomUtils;
import org.eclipse.californium.core.CoapClient;
import org.eclipse.californium.core.CoapResponse;
import org.eclipse.californium.core.Utils;
import org.eclipse.californium.core.coap.CoAP;
import org.eclipse.californium.core.coap.CoAP.Code;
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import org.eclipse.californium.core.coap.CoAP.Type;

import org.eclipse.californium.core.coap.MediaTypeRegistry;

import org.eclipse.californium.core.coap.Option;

import org.eclipse.californium.core.coap.OptionNumberRegistry;

import org.eclipse.californium.core.coap.OptionSet;

import org.eclipse.californium.core.coap.Request;

import org.eclipse.californium.elements.exception.ConnectorException;

import com.alibaba.fastjson.JSONObject;

/ * %
* CoAPEPImEEMBEEYIEXMF S, BT eclipse californiumF&o
* BEBAFARERSHIETS, E8N (CorrE@ERE) MNEAMMNEREENET,

public class IotCoapClientWithAes {

// SERAFEENSH, k.
// #igID, MER2 (L&) Al
private static String regionId = "cn-shanghai";

// FEfproductKeyo
private static String productKey = "#&Bi&&productkey";
// BERBMdeviceName,

private static String deviceName = "#&Bi&&deviceName";

// BEZdeviceSecreto

private static String deviceSecret = "f&BYI&&deviceSecret";
// SERAFEENSH, &R

// EXMERR, MVACEERNELU TFE .. HnmacMD5. HmacSHAL, ES5signmethod—Ho

private static final String HMAC ALGORITHM = "hmacshal";

// ConP¥EANMiE, MHRIMEHOSE5682,

private static String serverURI = "coap://" + productKey + ".coap." + regionId + ".link

.aliyuncs.com:5682";

// RZEHEBANTopic, REARRIGBEEN  Topic, RERIFNIRTERNRH .

private static String updateTopic = "/" + productKey + "/" + deviceName + "/user/update

// token option
private static final int COAP2 OPTION TOKEN = 2088;
// seq option
private static final int COAP2 OPTION SEQ = 2089;
// MEBREsha2560
private static final String SHA 256 = "SHA-256";
private static final int DIGITAL 16 = 16;
private static final int DIGITAL 48 = 48;
// CoAPEFifo.
private CoapClient coapClient = new CoapClient () ;
// tokenBEMHATR, KRMEFZEMIKIL
private String token = null;
private String random = null;
@SuppressWarnings ("unused")
private long seqOffset = 0;
J**
* #IIaHKConrE F i
*
* @param productKey, Frfmkeyo
* @param deviceName, i&&& &M,
* @param deviceSecret , iﬁﬁ@iﬂo
=

public void connect (String productKey, String deviceName, String deviceSecret) {

62
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try {
// 3NiEuri, /authe
String uri = serverURI + "/auth";
// RAZFFPOSTHE.
Request request = new Request (Code.POST, Type.CON) ;
// & Boptions
OptionSet optionSet = new OptionSet () ;
optionSet.addOption (new Option (OptionNumberRegistry.CONTENT FORMAT, MediaTypeRe
gistry.APPLICATION_JSON));
optionSet.addOption (new Option (OptionNumberRegistry.ACCEPT, MediaTypeRegistry.A
PPLICATION JSON)) ;
request.setOptions (optionSet) ;
// ’EBINFurio
request.setURI (uri) ;
// REBINEEKpayloads
request.setPayload (authBody (productKey, deviceName, deviceSecret));
// RIFINEERK,
CoapResponse response = coapClient.advanced (request) ;
System.out.println (Utils.prettyPrint (response)) ;
System.out.println() ;
// FEATERIBRL,
JSONObject json = JSONObject.parseObject (response.getResponseText ()) ;
token = json.getString("token");
random = json.getString ("random") ;
seqOffset = json.getLongValue ("segqOffset");
} catch (ConnectorException e) {
e.printStackTrace () ;
} catch (IOException e) {

e.printStackTrace () ;

}
/**
* RIXHE.
*
* @param topic, KIZHEMTopice
* @param payload, HEHNR.
2
public void publish(String topic, byte[] payload) {
try {
// EBXRfuri, /topic/${topicle
String uri = serverURI + "/topic" + topic;
// BESHN#seq, segq=RandomUtils.nextInt ()o
String shaKey = encod(deviceSecret + "," + random);
byte[] keys = Hex.decodeHex (shaKey.substring (DIGITAL 16, DIGITAL 48));
byte[] segBytes = encrypt (String.valueOf (RandomUtils.nextInt ()) .getBytes (Standa
rdCharsets.UTF 8), keys);
// RAZFFPOSTH .
Request request = new Request (CoAP.Code.POST, CoAP.Type.CON) ;
// 1&Boptione
OptionSet optionSet = new OptionSet () ;
optionSet.addOption (new Option (OptionNumberRegistry.CONTENT FORMAT, MediaTypeRe
gistry.APPLICATION JSON));
optionSet.addOption (new Option (OptionNumberRegistry.ACCEPT, MediaTypeRegistry.A
PPLICATION JSON)) ;

ANt i AnQat aAANNtET An (nanwr Omt 1 An (CADND2 ADTTAN TAKTEN +Aalan) ) -
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} ca

} ca

} ca

/**

*

UM LLULIUT L e QUM L ULL VLIS W U CLULL \VCVUAL £ UL L LULY LUy LURSLL) ) g

optionSet.addOption (new Option (COAP2 OPTION SEQ, segBytes));
request.setOptions (optionSet) ;
// BEHBRMurio
request.setURI (uri) ;
// 1&EBiHBpayloads
request.setPayload (encrypt (payload, keys)):;
/] RIFHB.
CoapResponse response = coapClient.advanced (request) ;
System.out.println (Utils.prettyPrint (response)) ;
// FRITHBRIEER,
String result = null;
if (response.getPayload() != null) {
result = new String(decrypt (response.getPayload(), keys));
}
System.out.println ("payload: " + result);
System.out.println() ;
tch (ConnectorException e) {
e.printStackTrace () ;
tch (IOException e) {
e.printStackTrace () ;
tch (DecoderException e) {

e.printStackTrace () ;

ERIMEERAR,

* @param productKey, Fzﬁﬁkeyo
* @param deviceName, &&EHEFo
* @param deviceSecret, I&&EHH.

* @retu
W

private

rn JAIEER,

String authBody (String productKey, String deviceName, String deviceSecret) {

// MBINEER,

JSON!

body.
body.
body.
body.
body.
body.
body.

Syst
Syst

retu

Object body = new JSONObject () ;

put ("productKey", productKey) ;

put ("deviceName", deviceName) ;

put ("clientId", productKey + "." + deviceName) ;

put ("timestamp", String.valueOf (System.currentTimeMillis()));

(

(

(
put ("signmethod", HMAC ALGORITHM) ;

put ("seq", DIGITAL 16);

put ("sign", sign(body, deviceSecret));
em.out.println("----- auth body ----- V) g
em.out.println (body.toJSONString()) ;

rn body.toJSONString() ;

* IREHE R

* (@param params, B2,

* (@para
* Qretu
=y

private

m deviceSecret, IZEHZHH,
rn FEZTRHHIFRHR,

String sian (JSONObiject params, String deviceSecret) {

64
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// EREHIEFRIRFHEF.
Set<String> keys = getSortedKeys (params) ;
// sign. signmethod. version. resourcesPRIho
keys.remove ("sign") ;
keys.remove ("signmethod") ;
keys.remove ("version") ;
keys.remove ("resources") ;
// AERFREAX,
StringBuffer content = new StringBuffer();
for (String key : keys) {
content.append (key) ;
content.append (params.getString (key)) ;
}
// HEER,
String sign = encrypt (content.toString(), deviceSecret);
System.out.println ("sign content=" + content);
System.out.println("sign result=" + sign);

return sign;

/ * %
* FRENIsSONM R G keyERE Ao
*
* @Qparam json, mEHIFEISONITR,
* @return HEFEEHkeyER,
2
private Set<String> getSortedKeys (JSONObject json) {
SortedMap<String, String> map = new TreeMap<String, String>();
for (String key : json.keySet()) {
String vlaue = json.getString (key) ;
map.put (key, vlaue);
}
return map.keySet ();
}
/ * %
* {ERIHMAC ALGORITHMINZEE,

* @param content, BA3
* @param secret, o
* @return B,
*/
private String encrypt (String content, String secret) {
try {
byte[] text = content.getBytes (StandardCharsets.UTF 8);
byte[] key = secret.getBytes (StandardCharsets.UTF 8);
SecretKeySpec secretKey = new SecretKeySpec (key, HMAC ALGORITHM) ;
Mac mac = Mac.getInstance (secretKey.getAlgorithm()) ;
mac.init (secretKey) ;
return Hex.encodeHexString (mac.doFinal (text));
} catch (Exception e) {
e.printStackTrace () ;

return null;

}
/**
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*

* @param str, FFINZEHIIRSC.

*/

private String encod (String str) {

MessageDigest messageDigest;

String encdeStr = "";

try {

messageDigest = MessageDigest.getInstance (SHA 256);
byte[] hash = messageDigest.digest (str.getBytes (StandardCharsets.UTF 8));
encdeStr = Hex.encodeHexString (hash) ;

} catch (NoSuchAlgorithmException e) {

}

System.out.println (String. format ("Exception@encod: str=%s;", str));
e.printStackTrace () ;

return null;

return encdeStr;

}

// RBESHEZEHE,

private static final String IV = "543yhjy97ae7fyfg";

private static final String TRANSFORM = "AES/CBC/PKCS5Padding";
private static final String ALGORITHM = "AES";

/**

* key length = 16 bits

*/

private byte[] encrypt (byte[] content, byte[] key) {

return encrypt (content, key, IV);

}
/**

* key length = 16 bits

*/

private byte[] decrypt (byte[] content, bytel[] key) {

return decrypt (content, key, IV);

}
/‘k‘k

* aes 128 cbc key length = 16 bits

*/

private byte[] encrypt (byte[] content, byte[] key, String ivContent) {

try {

F 8));

SecretKeySpec keySpec = new SecretKeySpec (key, ALGORITHM) ;
Cipher cipher = Cipher.getInstance (TRANSFORM) ;
IvParameterSpec iv = new IvParameterSpec (ivContent.getBytes (StandardCharsets.UT

cipher.init (Cipher.ENCRYPT MODE, keySpec, 1iv);

return cipher.doFinal (content) ;

} catch (Exception ex) {

System.out.println (

String.format ("AES encrypt error, %s, %s, %s", content, Hex.encodeHex (k

ey), ex.getMessage()));

}
/‘k‘k

return null;

* aes 128 cbc key length = 16 bits

66
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*/
private byte[] decrypt (byte[] content, byte[] key, String ivContent) {
try {
SecretKeySpec keySpec = new SecretKeySpec (key, ALGORITHM) ;
Cipher cipher = Cipher.getInstance (TRANSFORM) ;

IvParameterSpec iv = new IvParameterSpec (ivContent.getBytes (StandardCharsets.UT

F 8));
cipher.init (Cipher.DECRYPT MODE, keySpec, 1iv);
return cipher.doFinal (content) ;
} catch (Exception ex) {
System.out.println (String.format ("AES decrypt error, %s, %s, $%s", Hex.encodeHex
(content),

Hex.encodeHex (key), ex.getMessage()));

return null;

}

public static void main(String[] args) throws InterruptedException {
IotCoapClientWithAes client = new IotCoapClientWithAes() ;
client.connect (productKey, deviceName, deviceSecret);
client.publish (updateTopic, "hello coap".getBytes (StandardCharsets.UTF 8));
client.publish (updateTopic, new byte[] { 0x01, 0x02, 0x03, 0x05 });

1.5. HTTPE FPixiE N6

AR IR EEITHT T PHMIUE N MBS W S & B9 R BIAHS.
MEXNF S FFIREBEHTTPIMUEAN . BXECERE, BSRHTTPSEEERE,

AR E Flava HTTPEENRBIRES, NMEBNAREREEIHTTPIMUEAMBENEEIERSE, it
BRERELF,

@ #e  BERER2 (£8) . 44b2 (E5R)  #£81 GRYI) MRZFHTTPEA.

pom.xmlE &
EpomxmbBlEs, RIMATRE, SIARIEfastjsontl,

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.68</version>

</dependency>

B

AT AR SR HT T PSR N BRI S & FE BB E B AR BRE) .
/*
* Copyright © 2019 Alibaba. All rights reserved.

*/

package com.aliyun.iot.demo;
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import java.io.BufferedOutputStream;
import java.io.BufferedReader;
import java.io.InputStreamReader;
import java.io.PrintWriter;
import java.net.URL;
import java.nio.charset.StandardCharsets;
import java.util.Set;
import java.util.SortedMap;
import java.util.TreeMap;
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import com.alibaba.fastjson.JSONObject;
/**
* REERARTTPIMUEN ECZYEXF TS,
* ISERAA, ESR (HTTRIhGIED .
* BB, ESR (HTTREEERE) .
*/
public class IotHttpClient {
// #iHID, LUER2 (LiE) Al
private static String regionId = "cn-shanghai";
// EXMFZAIN, MACEERLELUTHE % HnacMD5. HmacSHAL, FE#lsignmethod—H,
private static final String HMAC ALGORITHM = "hmacshal";
// tokenBHHATR, KMEREEMIKI.
private String token = null;
J**
* YA KET TP P i,
*
* @param productKey, Frfmkeyo
* @param deviceName, I&&& &M
* (@param deviceSecret, iﬁﬁ'%%ﬂo
=y

public void conenct (String productKey, String deviceName, String deviceSecret) {

try {
// ERstiE,

URL url = new URL ("https://iot-as-http." + regionId + ".aliyuncs.com/auth");

HttpsURLConnection conn = (HttpsURLConnection) url.openConnection
conn.setRequestMethod ("POST") ;

conn.setRequestProperty ("Content-type", "application/json");
conn.setDoOutput (true) ;

conn.setDoInput (true);

// 3RBYURLConnect ion¥f &R 3Rz B4t 7o

PrintWriter out = new PrintWriter (conn.getOutputStream()) ;
/] RIFEREH

out.print (authBody (productKey, deviceName, deviceSecret));
// flushigith AR,

out.flush();

// 3REXURLConnectionT &R 3 Bz B4 o

BufferedReader in = new BufferedReader (new InputStreamReader (conn

// IRERURLAYIAIR,
String result = "";
String line = "";

while ((line = in.readLine()) != null) {

0

.getInputStrea
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result += line;
}
System.out.println ("-—---—- auth result --———- W) g
System.out.println (result) ;
// RARNI R
in.close();
out.close();
conn.disconnect () ;
// KB tokeno
JSONObject json = JSONObject.parseObject (result) ;
if (Json.getIntValue ("code") == 0) {
token = json.getJSONObject ("info") .getString ("token") ;
}
} catch (Exception e) {

e.printStackTrace () ;

}
/**
* RIFHE,
*
* @param topic, KIXHEMTopice
* @param payload, HEHNR.
=
public void publish(String topic, byte[] payload) {
try {
// sERftE,

URL url = new URL("https://iot-as-http." + regionId + ".aliyuncs.com/topic" + t

opic) ;
HttpsURLConnection conn = (HttpsURLConnection) url.openConnection () ;
conn.setRequestMethod ("POST") ;
conn.setRequestProperty ("Content-type", "application/octet-stream");
conn.setRequestProperty ("password", token);
conn.setDoOutput (true) ;
conn.setDoInput (true);
// 3RBRURLConnection¥F R ¥ A% 7,
BufferedOutputStream out = new BufferedOutputStream(conn.getOutputStream());
out.write (payload) ;
out.flush();
// 3RBYURLConnection¥ &R I RAYEHN 7o
BufferedReader in = new BufferedReader (new InputStreamReader (conn.getInputStrea
m()));

// IRERURLAYIEIRT,

String result = "";

String line = "";

while ((line = in.readLine()) != null) {
result += line;

}

System.out.println ("-—--—- publish result ----—- ")

System.out.println (result);

// RABNIELH R

in.close();

out.close();

conn.disconnect () ;

} catch (Exception e) {
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}
/‘k‘k

e.printStackTrace() ;

* ERINEERAS.

*

* @param params, IAEEEL
* @return JAIEIEREEE,

*/

private String authBody (String productKey, String deviceName, String deviceSecret)

}
/‘k‘k

// MEIAEER,

JSONObject body = new JSONObject () ;

body.put ("productKey", productKey) ;

body.put ("deviceName", deviceName) ;

body.put ("clientId", productKey + "." + deviceName) ;
body.put ("timestamp", String.valueOf (System.currentTimeMillis()));
body.put ("signmethod", HMAC ALGORITHM) ;

body.put ("version", "default");

body.put ("sign", sign(body, deviceSecret));

System.out.println ("----- auth body ----- W) g

System.out.println (body.toJSONString()) ;

return body.toJSONString() ;

* IREHER.

*
*
*

*

4

@param params, RS,
@param deviceSecret, REFEH,
@return EZ+NHFIFRFR,

private String sign (JSONObject params, String deviceSecret) {

}
/**

*
*
*
*

* /

// EREHIEFRIAFHEF.
Set<String> keys = getSortedKeys (params) ;
// sign. signmethod#lversionf&sho
keys.remove ("sign") ;
keys.remove ("signmethod") ;
keys.remove ("version") ;
// HFRERAX,
StringBuffer content = new StringBuffer();
for (String key : keys) {
content.append (key) ;
content.append (params.getString (key)) ;
}
// HREESZ,
String sign = encrypt (content.toString(), deviceSecret);
System.out.println ("sign content=" + content);
System.out.println ("sign result=" + sign);

return sign;

RENTsONM R HEF G keyEE S

@param json, BEHFHIISONITR,
@return HIFEHkevES,

{

70
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/
private Set<String> getSortedKeys (JSONObject json) {
SortedMap<String, String> map = new TreeMap<String, String>();
for (String key : json.keySet()) {
String vlaue = json.getString(key) ;
map.put (key, vlaue);
}
return map.keySet();
}
/ * *
* fERHVAC ALGORITHMANZE,

* @param content, BA3o
* @param secret, o
* @return X,
K/
private String encrypt (String content, String secret) {
try {
byte[] text = content.getBytes (StandardCharsets.UTF 8);
byte[] key = secret.getBytes (StandardCharsets.UTF 8);
SecretKeySpec secretKey = new SecretKeySpec (key, HMAC ALGORITHM) ;
Mac mac = Mac.getInstance (secretKey.getAlgorithm()) ;
mac.init (secretKey) ;
return byte2hex (mac.doFinal (text)) ;
} catch (Exception e) {
e.printStackTrace () ;

return null;

* TR EIF R R

* @param b, —#HIERH,
* @return +7NIHHIFR R,
*/
private String byte2hex (byte[] b) {
StringBuffer sb = new StringBuffer();
for (int n = 0; b != null && n < b.length; n++) {
String stmp = Integer.toHexString(b[n] & OXFF);
if (stmp.length() == 1) {
sb.append ('0") ;
}
sb.append (stmp) ;
}
return sb.toString() .toUpperCase () ;
}

public static void main(String[] args) {

String productKey = "{&MIproductKey";
String deviceName = "#&MdeviceName";
String deviceSecret = "f&MdeviceSecret";

IotHttpClient client = new IotHttpClient();

client.conenct (productKey, deviceName, deviceSecret);

// RFXHEBMTopic, AITEEHEGRAEN, ®EBRHNR,

String updateTopic = "/" + productKey + "/" + deviceName + "/user/update";
client.oublish (uodateToric. "hello htto".getBvtes (StandardCharsets.UTF 8)):
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JE

client.publish (updateTopic, new byte[] { 0x01, 0x02, 0x03 });

1.6. MQTT-WebSocketiAIEE A RHI

AR MHNode jSIESHI/RAMEH, NMBNEEFEIREEIIMQTT-WebSocket BEEANMEMES,
ER2ER

fE A WebSocket A IENIGFZ LMK, iESAMOTT-WebSocket E#EE,

Node jstR iR T igFinLink SDKNEE B SER, BES M nEEksnE M SiEE,
AXVABRAHLEF TIRE NG, ERYEMNTESRMENIZREHLNKSDK, EIUREEAFM L TTERET

=,

@ 3B BEBLNKSDKERBTLSMS, KEELTRE.,

BRIEPER

1. EWindowsER A LinuxZ St T 2 %22 Node js, A LAWindows 10 (64 ) RFE ARG, THZRESR
node-v14.15.1-x64.msi,

2. RERAME, FTACMDER, BELATHLEENOdeRA,

node --version
ERUNTRAS, RRRERD.
v14.15.1

3. EARMIENBIZE—"avaScript XX (fltliot_devicejs) , FRFEMNode jsi<fHE,
Node js7RfI4CAB I T
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const iot = require('alibabacloud-iot-device-sdk');

// REIEBER.

const productKey = 'alWx**';
const deviceName = 'device2';
const deviceSecret = 'ff0le59dla***"';

// FRRAHEGIMEWARES, BFES LMD, [BRAEFILEEES.
const instanceld = '';
// HEFE AR &R 1D,
const region = 'cn-shanghai';
const brokerUrl = instanceld
? ‘wss://${instanceld}.mgtt.iothub.aliyuncs.com:443"
‘wss://${productKey}.iot-as-mgtt.${region}.aliyuncs.com:443";
const device = iot.device ({
productKey: " S${productKey} ",
deviceName: ${deviceName} ",
deviceSecret: °${deviceSecret},
brokerUrl,
tls: true,
1) i
// ¥FconnectZEfF: BIMOTTIEE, ITHRBEENX Topic, BiEBENX TopicAYIEMEE kiXHEHE.
device.on('connect', () => {
device.subscribe (" /${productKey}/${deviceName}/user/get ") ;
console.log ('connect successfully!');
device.publish (' /${productKey}/${deviceName}/user/update’, 'hello world!');
1)
// MMfmessageEf,
device.on ('message', (topic, payload) => {
console.log (topic, payload.toString()):;
1) i
// SWrerrorEft,
device.on ('error', (error) => {
console.error (error) ;
}) 7
// MRERLETRFA SN FESRERE, AIURRT—TEENS, ERend SN &r&ERE
°

//device.end() ;

BEERTER, BRINSHNENLFEHRPRENER.

¥ 7~ iR

productKey aTw***

deviceName device2

deviceSecret ff01e59d1a***
EBARMEERE, RENMEEERER, BERRKILE
FiEE,
R o] ERE A iR Edevice2 NRFEB RIEE
&,
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24 ANl W88

SEBIID, EREIFEMIELR A E S NS A S RE,
EE AL,

o HHIDE, LAENZIDE.

instanceld ! o EXIDE, EANZ{E, Bl iotInstanceId = "'
SCAIBTEMIREE, B RLOIELA,
region cn-shanahai IEYIEE N &R & FrE g 9L, M ABmERIRA
9 d %, BERSSNNE,

4. FTACMDEO, FEHcdm<LE ot device sSXEFRERR, AZBETERpMHS THMEZ=IOTH
Link SDKEE, TEHENEX4HNTEFR.

npm install alibabacloud-iot-device-sdk —--save

node modules 2020/11/17 15:05 =
iot_device 2020/11/18 15:15 JavaScript 204 2 KB
| | package-lock,json 2020/11/17 15:05 JSON & 26 KB
5. ECMDEOMAM TS, &1T/ot_device s, BigE.
node iot device.js
BREWMTMER, ZBRREEANNI, HFRNAHER.
I node iot_device. ]
foonnect successfully!
BEETHENNL &S
1. BRVEMESEH G,
2. BEFIBELY, EEVENEAREE, AEEXASERE, BEEBRIH.
3. EEMEME, EFREER > 8%,
FIREFIIRRTE, JEFIREdevice2 RKEANEL.
11551
= ” 302 50 T
nmam | o v a v

4. BHiREdevice2 BFENEER, AREFFFRE, REAEKRS, RAEREMEES.
AEnmEfTAERE, EERATER.
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device2 QO FEA Taceld Q EENASFET. Messageld Q  2EmRE v 1081 v

== =5

H7E TracelD BERE WSR2 T BE RE wE
2021711423 1035:38.771 O3 - - device2 TR fsysla Vo CContent'subs.. 200
2021/11/23 103538775 033 - device2 T foys/al 7 [Content™'subs. 200
2021711423 10:35:38.748 Qa3 = - device2 BEiTH anline {Content*"onlin.. 200
2021/11/23 1035:38.773 Oa3mpm n - device2 TR - - “orftent’:"subs. 200

/a1 I/device2/user/get
2021/11/23 1035:38.780 023, - deviced TR /2t =i.. [Corftent®'subs. 200

5. EARSIR, HERFIZER, BEEF, EERELRIVENFEEHNER.

EEFE X

Topic fal\ Y/device2/user/update
BiE] 2021/11/23 10:35:38.766
BE | Tet(UTF-8) Vv helle world! =35

=i

6. MIXTTIRIE: NIBRESMREREHER.
L REREEE > RENE, AREJNEXRE, BHiREdevice2BEENESR .,

i. FIRFHSBIE, BETopicdl RRE, KACITHBTopic:  /alw***/device2/user/get ,
BEERHER.

ii. WNHERE, BEHIA

PLichi=t X

@ == NNz Topic FERER, BEESE, UHDRER. 22
TSR SRES TR,

Topic
/o W s st [ device2/user/get

KERE

4£1000
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connect su

,."' a B

It
i |
T
=)
3
—¢
I
et

BB ERERKIE T HERE,

BEFBEE B

—_ \SZ

1.7. —BI—2 33 (MQTTEE)
AXA—E—ZHEM B JavaftiB A%, NEEFMQTTESIMYENEE, WM HIREURAYEEK
FEAINEEE R DeviceSecret
IR s

Bl A -2 bR AT SR

1. BIEF &,
. FEsIEEM.
HINRE.
FrRIRR,

BRER
PBENFAZIBFSHRERSNESR, BEMAMESR, BEEREE%2INL,
YIBMF A X HFETMOTTEE N — B — MM ETEMALE. HXREBMNSHRE, EERETV0TT
EE BRSNS
BESE
. TFIntellj IDEA, gliE—/MavenI 2. FIIIMQTTHIAEAM .

2. EIEPHpomxmiXEd, HMMavenik#i, A58 FHLoad Maven ChangesBEltR, TREKBET
£

oW

<dependency>
<groupId>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.1</version>

</dependency>

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.61</version>

</dependency>

3. EIEMQTTIIARTMNEER /src/mainjavat, tlEEavazé, flalDynamicRegisterByMqtt, AL
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TR,

@ g

o REBERBUEN, tIHTSIREAEM, RSB DeviceSecret ARE—IR A, BHIEE LD
& & BDeviceSecret BT,

o RFBLCHCEN, BREIFAResetThing APIEE ZIFIRFIRSARETE, FREBXNSTEMZ

RE.
/*
* Copyright © 2019 Alibaba. All rights reserved.
Y

package com.aliyun.iot.demo;
import java.nio.charset.StandardCharsets;
import java.util.Random;
import java.util.Set;
import java.util.SortedMap;
import java.util.TreeMap;
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;
import org.eclipse.paho.client.mgttv3.IMgttDeliveryToken;
import org.eclipse.paho.client.mgttv3.MgttCallback;
import org.eclipse.paho.client.mgttv3.MgttClient;
import org.eclipse.paho.client.mgttv3.MgttConnectOptions;
import org.eclipse.paho.client.mgttv3.MgttException;
import org.eclipse.paho.client.mgttv3.MgttMessage;
import org.eclipse.paho.client.mgttv3.persist.MemoryPersistence;
import com.alibaba.fastjson.JSONObject;
/**
* IRETAEM.
*/
public class DynamicRegisterByMgtt {
// ##1D, EMEEAYFBFRTERIIE 1D,
private static String regionId = "cn-shanghai";
// EXMZEAR. AIEMACEE: HmacMD5. HmacSHALl. HmacSHA256, BilsignmethodBUE—H,
private static final String HMAC ALGORITHM = "hmacshal";
// BN TEE TRIGEIEBMNTopico THREIE, THITH, HiEER,
private static final String REGISTER TOPIC = "/ext/register";
Jx*
* EhESER.
*
* @param productKey F=fmB¥ProductKey
* @param productSecret FEm%Zi
* @param deviceName IRER
* @throws Exception
Y
public void register (String productKey, String productSecret, String deviceName) th

rows Exception ({

/] ENEE, REEEATLS,

String broker = "ssl://" + productKey + ".iot-as-mgtt." + regionId + ".aliyuncs
.com:1883";

// RINBFURID, BIERIREMNMACHItEisNEE, 64F R,

String clientId = productKey + "." + deviceName;

> MA4RRA: 20220526

77


https://help.aliyun.com/document_detail/155680.html#doc-api-Iot-ResetThing

B REEA MW E S

// IRENBBHIE,

Random r = new Random() ;

int random = r.nextInt (1000000) ;

// securemode REEA2RTREEMRATLS; signmethodfSEERHE.

String clientOpts = "|securemode=2, authType=register, signmethod=" + HMAC ALGORI
THM + ", random=" + random + "|";

// MOTTHENZE FIHID,

String mgttClientId = clientId + clientOpts;

// MOTTHENRAF o

String mgttUsername = deviceName + "&" + productKey;

// MOTTHENTS, BIER,

JSONObject params = new JSONObject () ;

params.put ("productKey", productKey);

params.put ("deviceName", deviceName) ;

params.put ("random", random) ;

String mgttPassword = sign (params, productSecret) ;

// BEIMOTT connectIRIGHITEIAEM.

connect (broker, mgttClientId, mgttUsername, mgttPassword) ;

* JBIEMOTT connectiRX KRIXNZSEMIE Do

* @param serverURL BHZSEMEEMHE
* @param clientId ZFURID
* @param username MOTTHHF®&
* @param password MOTTZEHEY
*/
@SuppressWarnings ("resource")
private void connect (String serverURL, String clientId, String username, String pas
sword) {
try {
MemoryPersistence persistence = new MemoryPersistence () ;
MgttClient sampleClient = new MgttClient (serverURL, clientId, persistence);
MgttConnectOptions connOpts = new MgttConnectOptions() ;
connOpts.setMgttVersion (4);// MQTT 3.1.1
connOpts.setUserName (username) ; // AP
connOpts.setPassword (password.toCharArray());// &5
connOpts.setAutomaticReconnect (false); // MOTTENZEMHMSGRE ABXF BEhEE

System.out.println ("-—---—- register params ----- ")
System.out.print ("server=" + serverURL + ",clientId=" + clientId);
System.out.println (",username=" + username + ",password=" + password) ;
sampleClient.setCallback (new MgttCallback() {
@Override
public void messageArrived (String topic, MgttMessage message) throws Ex
ception {
// AR ERNFEEMIRELE S
if (REGISTER TOPIC.equals (topic)) {
String payload = new String(message.getPayload(), StandardChars
ets.UTF 8);
System.out.println ("----- register result ----- ")
System.out.println (payload) ;

sampleClient.disconnect () ;

78
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}
@QOverride
public void deliveryComplete (IMgttDeliveryToken token) {
}
@Override
public void connectionLost (Throwable cause) {
}
1)
sampleClient.connect (connOpts) ;
} catch (MgttException e) {
System.out.print ("register failed: clientId=" + clientId);
System.out.println (", username=" + username + ",password=" + password) ;
System.out.println ("reason " + e.getReasonCode()) ;

System.out.println("msg " + e.getMessage());

System.out.println ("cause + e.getCause());

("
(
(
System.out.println("loc " + e.getLocalizedMessage());
(
System.out.println ("excep " + e);

e.printStackTrace () ;

}
/**
- EABER.
*
* @param params &EZEE
* @param productSecret F=anZH
* @return R +NEHIFRTR
*/
private String sign (JSONObject params, String productSecret) {
/ ERSHIRFHIRFHF .
Set<String> keys = getSortedKeys (params) ;
// sign. signMethodFf%ho
keys.remove ("sign") ;
keys.remove ("signMethod") ;
// HREZEX,
StringBuffer content = new StringBuffer():;
for (String key : keys) {
content.append (key) ;
content.append (params.getString (key)) ;
}
// HEEZ,
String sign = encrypt (content.toString(), productSecret) ;
System.out.println ("sign content=" + content);
System.out.println("sign result=" + sign);
return sign;
}
/**
* IREXISONM G HF B key R &,
*
* @param json mmEHIFRIISONMR
* @return HIFEMkeyER
Y
private Set<String> getSortedKeys (JSONObject json) {
SortedMap<String, String> map = new TreeMap<String, String>();
for (String key : json.keySet()) {
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String vliaue = json.getstring(key);
map.put (key, vlaue);
}
return map.keySet ();
}
/ * %
* fERHVAC ALGORTTHMANE
*
* @param content BAX
* @param secret %A
* @return X
*/
private String encrypt (String content, String secret) {
try {
byte[] text = content.getBytes (StandardCharsets.UTF 8);
byte[] key = secret.getBytes (StandardCharsets.UTF 8);

SecretKeySpec secretKey = new SecretKeySpec (key, HMAC ALGORITHM) ;

Mac mac = Mac.getInstance (secretKey.getAlgorithm()) ;
mac.init (secretKey) ;
return byte2hex (mac.doFinal (text)) ;
} catch (Exception e) {
e.printStackTrace () ;

return null;

}
/**
* DB ORBIF R SR
*
* @param b ZHHIELH
* @return +7NHFHIFERTHR
Y
private String byte2hex (byte[] b) {
StringBuffer sb = new StringBuffer();
for (int n = 0; b != null && n < b.length; nt+) {
String stmp = Integer.toHexString(b[n] & OXFF);
if (stmp.length() == 1) {
sb.append ('0") ;
}
sb.append (stmp) ;
}
return sb.toString() .toUpperCase() ;
}
public static void main(String[] args) throws Exception {

String productKey = "alIoK***x*xx";
String productSecret = "6VEUS5QLj5S**xxAxNy
String deviceName = "OvenDeviceOl";

// BT EM.
DynamicRegisterByMgtt client = new DynamicRegisterByMgtt () ;
client.register (productKey, productSecret, deviceName) ;

// BhA&SEMERTN, BEEDMEbdeviceSecrets

80
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¥ Al iEA
regionld cn-shanahai REIBX N & RS FrEMIID, Mg BERESE, SRt
d d MIAK,
roductKe JTRY— ERRERENTEProductkey, TIERYMEBENFES, E-mif
P Y BREE.
e 33 Z5 042 rh = O 2% 3 ol 37 45 =]
productSecret 6VEUSQL5S****** ;Ei;gf.E’]FuuProductSecret, TERUBRTS, HE
/u\lﬂﬁﬂﬁ%ﬂo
deviceName OvenDevice01 BEBENSRKDeviceName, BIEEBATIUEEMNEED
1*EX§JE'JID, MREWMACHIE . IMEIEISNBS, /ER
DeviceNamef&F
"ssl://" + BRENSEREAS. BXAWMT ssl://" + "${Yourinstan
productKey + ceDomainf* + ":" +1883 |,
"iot-as-mqtt." + L \
broker regionid + EP${Y0ur/n5tanceDoma/njj]MQTT?:«)\UZ%o RO BRI
" aliyuncs.com: 18 iéﬁl &, ELMmER, ?*ZEU#EEE}}I;&W PN fES
83" BREE. BMEE, BEREE LG R,

4. izf7DynamicRegisterByMatt javaX ff, {#i&#&# 7 DeviceNamefFT/&E F= mBIProductKey.
ProductSecret [6] = i & #EEIAMEE K

WITERNBEFR, MEBENTEREELE, §EHEKE =iE T &HDeviceSecret (  8d1f0cdab49dd22

9cf3b75*****~k~k*~k* ) °

BEFZ R

REFSEERHRAENIRSZIEPD (ProductKey, DeviceNamefDeviceSecret) f5, HBEFERAMQTITE
i, BIRSEANMBENTES, #HITHIEERE.

BRIRIE, BB paho-MOTT JavaiZ AR,

1.8. —BI—Z &M (HTTPSEE)

AXA—B—ZFER B Javaf i3 A, NEBETFHTTPSESMNIIRSE, WA EMFHKEUEANEE W
SEAINEFR EfIDeviceSecret

IE 335

BRM A2 PN TESER:

1. glEF~m,

2. AR EM.

3. HINRE.
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4. FTHRIRS.,

=BE{-.-Il_a\

YMBEMEEZHFSHREZDINESR, BEMANERR, MREREINE,
YVBEMEESZFETHTTPSIEE L —& —Z N FUEMIAIE, HBXTopick1SE55RE, MEEZEN

HTTPSENAEM o

BESR
1. #TFFIntell] IDEA, E—MavenT 2, FIHTTPSEIZSEA .
2. IR PHpomxmiX#d, FHMMaventk#, A58 THLoad Maven ChangesElfR, THRMKEIELT
ﬁO
<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>

<version>1.2.61</version>

</dependency>

3. EIEHTTPSEIAEMBIER /src/mainsjavaT, €liEJavaZk, #Ia0DynamicRegisterByHttps, %iALA
—Ffﬁﬁgo

@ 8

o RERBUEN, tETSXREAEM, ®REBDeviceSecret ARfE—IR A, BHRE LD
&% BDeviceSecret A &3,

o RFEMEN, EFAAResetThing APEEZIFIRERSAREE, FeeBRITEMZ

-LREEO
/*
* Copyright © 2019 Alibaba. All rights reserved.
*/

package com.aliyun.iot.demo;
import java.io.BufferedReader;
import java.io.InputStreamReader;
import java.io.PrintWriter;
import java.net.URL;
import java.nio.charset.StandardCharsets;
import java.util.Random;
import java.util.Set;
import java.util.SortedMap;
import java.util.TreeMap;
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import com.alibaba.fastjson.JSONObject;
/**

* BEENA A

w2y
public class DynamicRegisterByHttps {

// #H1D, HEEAYF=RFRTERIR 1D,

private static String regionId = "cn-shanghai";
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// EXMEZEAN. AIEMACEE: HmacMDS. HmacSHALl. HmacSHA256, Bilsignmethod—Ho
private static final String HMAC ALGORITHM = "hmacshal";
/**
* ENRSTEM
*
* @param productKey Frgmkey
* (@param productSecret ~aEH
* @param deviceName I&&RBM
* @throws Exception
*/
public void register (String productKey, String productSecret, String deviceName) th
rows Exception {
// ER M,
URL url = new URL("https://iot-auth." + regionId + ".aliyuncs.com/auth/register
/device") ;
HttpsURLConnection conn = (HttpsURLConnection) url.openConnection();
conn.setRequestMethod ("POST") ;
conn.setRequestProperty ("Content-type", "application/x-www-form-urlencoded") ;
conn.setDoOutput (true) ;
conn.setDoInput (true);
// 3RBRURLConnection¥ R ¥ FZAY%EIH 7,
PrintWriter out = new PrintWriter (conn.getOutputStream()) ;
/] RIFEREK
out.print (registerdBody (productKey, productSecret, deviceName)) ;
// flushifithFRHIZE A,
out.flush();
// 3REXURLConnection¥F &R 3 7 BY%IN Fio

BufferedReader in = new BufferedReader (new InputStreamReader (conn.getInputStrea

// FRBXURLEIMARL,

String result = "";

String line = "";

while ((line = in.readLine()) != null) {
result += line;

}

System.out.println ("-—-—- register result ----- ")

System.out.println (result) ;

// RABNIEH R

in.close();

out.close();

conn.disconnect () ;

/**

*

ERESERERAR

* @param productKey FIEEProductKey
* (@param productSecret ~aEH
* @param deviceName &R
* @return EIEEMpayload
*/
private String registerdBody (String productKey, String productSecret, String device
Name) {

// IRERFEHE,

Random r = new Random() ;
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int random = r.nextInt (1000000) ;
// EIESERS
JSONObject params = new JSONObject () ;
params.put ("productKey", productKey) ;
params.put ("deviceName", deviceName) ;
params.put ("random", random) ;
params.put ("signMethod", HMAC ALGORITHM) ;
params.put ("sign", sign(params, productSecret));
// ¥Epayloads
StringBuffer payload = new StringBuffer();
for (String key : params.keySet()) {
payload.append (key) ;
payload.append("=");
payload.append (params.getString (key)) ;
payload.append("&") ;
}
payload.deleteCharAt (payload.length() - 1);
System.out.println ("-—--—- register payload ----- ")
System.out.println (payload) ;
return payload.toString();

* @param params HRESE
* @param productSecret FaaZiA
* @return FRZHNHHIFERTH

*/

private String sign (JSONObject params, String productSecret) {

}

/‘k‘k

// EREBIEFHIRFHF.
Set<String> keys = getSortedKeys (params) ;
// sign. signMethodf&4h
keys.remove ("sign") ;
keys.remove ("signMethod") ;
// HAEREZHAX,
StringBuffer content = new StringBuffer();
for (String key : keys) {
content.append (key) ;
content.append (params.getString (key)) ;
}
// HREESZ.
String sign = encrypt (content.toString(), productSecret);
System.out.println("sign content=" + content);
System.out.println ("sign result=" + sign);

return sign;

* FRENTSONMZRHF G keyESo

*

* @param json EEHFHISONTTR
* @return HIFENkeyES

*/

private Set<String> getSortedKeys (JSONObject json) {

SortedMap<String, String> map = new TreeMap<String, String>();

O Y S B Rt g GO SO - Py S/ X W N
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LOL (DLLLIY Key @ JsSoll.Kkeydell)) {
String vlaue = json.getString (key) ;
map.put (key, vlaue);
}
return map.keySet();
}
/**
* fEFHVAC ALGORITHMANZE,
*
* @param content BAX
* @param secret %A
* @return X
Y
private String encrypt (String content, String secret) {
try {
byte[] text = content.getBytes (StandardCharsets.UTF 8);
byte[] key = secret.getBytes (StandardCharsets.UTF 8);
SecretKeySpec secretKey = new SecretKeySpec (key, HMAC ALGORITHM) ;
Mac mac = Mac.getInstance (secretKey.getAlgorithm()) ;
mac.init (secretKey) ;
return byte2hex (mac.doFinal (text)) ;
} catch (Exception e) {
e.printStackTrace () ;

return null;

}
/**
* B ORBIF R R
*
* @param b I
* @return +7RHHIFRFHR
*/
private String byte2hex (byte[] b) {
StringBuffer sb = new StringBuffer();
for (int n = 0; b != null && n < b.length; n++) {
String stmp = Integer.toHexString(b[n] & OXFF);
if (stmp.length() == 1) {
sb.append ('0") ;
}
sb.append (stmp) ;
}
return sb.toString() .toUpperCase () ;
}
public static void main(String[] args) throws Exception {
String productKey = "alIoK***x*xx";
String productSecret = "6VEUSQLlj5S*k*AxAKN
String deviceName = "OvenDeviceOl";
// BITEEEM.
DynamicRegisterByHttps client = new DynamicRegisterByHttps () ;

client.register (productKey, productSecret, deviceName) ;

// EhASEMBRINGE, FEEHdevicesecrets
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¥ Al gL
. ) REIBX N & RS FrEMIID, Mg BERESE, SRt
regionlid cn-shanghai
MoAKX,
Sroductke - ERFRERENFEGAPoductkey, TBRYMBRATLE, =R
Y BREE,
. BRREIRSNTRProductSecret, TIERMBEMES, EF M
roductSecret 6VEU5QIj5S****** .
P ol HEREE,
IR EHER,
. . ER &GRSR DeviceName, BIVEEATTDEEZEMNEED
deviceName OvenDevice01

FEEFGIID, IMIRFHIMACHEIE, IMEIEESNEBZE, /A
DeviceName{EF,

4. J517DynamicRegisterByHttps.javaXf, {#i&#&# 5 DeviceNameHFfr /& F= s ProductKey,
ProductSecret @ mif K IANEE R, HATERWNEFR, VMENFEEREEDE, REZRIZHT
& B9DeviceSecret ( 6b14088£a377e8£852d82£T7Fx**xxksx )

BESR

RERBEERHIENIZEIES (Productkey, DeviceNameflDeviceSecret) J5, HBEERAMQTTEF
i, BIRSEANMBENEES, #HITHIREERE.
BAEME, 58 WPaho-MOTT Javaiz A4l

1.9. FEAX.509EHIAEENRH

ASBIR G ZIBEEMQTT MY, #EEX 509 F BT AEE BN E A 8R40,
%%El@\

BHRMRER2 (L8) s FEX509EHIAIE,

ARG YN EX N E & MA BIX.509E R,

R BEERjavalEE RS .

tlIBrrmiig®

1. BRVEMESEH S,
2. LGB RE, HEIXMAISLA, BESLAFHASLHFERE.

D & BEiRER2 (%) . %42 (ER) « €& GRYI) EFE T U ARSTHIR
5. Hftbithisl, BHREUFE,
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4. FREIERNE, RERMEE THRIERM, IRRE.
RECRMAING, TEREFIFBER, EFZREHXS09EE,
ERER
RS 509 Productiey als - = Ei = N S
Eef el w=E DeviceMame x509 E=H HS9EH 40bam ey TEE
BEEER o Pttt [EhRTE
5. BEXS5090 N TE, THRIED.
ERFRIEERE, FSANEBXMH.
pom.xml B &
FEpomxmBEd, RMATRE
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<dependency>
<groupIld>org.eclipse.paho</groupIld>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.1</version>

</dependency>

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.61</version>

</dependency>

<dependency>
<groupId>commons-codec</groupld>
<artifactId>commons-codec</artifactId>
<version>1.13</version>

</dependency>

ENIEB
ffJava mavenT @8 resourceBER T, SNIEEE,

o BMIRFIEE THIX S0P EABES, KEUERXXE *.ceAl *key, HIEXTHENXHERE S resourceB
=T,

@ 8 YERTAEREIEBESPKCS# 1K, mjavalR £ R BE{E FHPKCS#84& =, Tl LA
fEAOpenSSLE 1 TiE, HOWMT:

openssl pkcs8 -topk8 -in devicex509.key -nocrypt -out devicex509 pkcs8.key

o FHTLSHI (securemode=2) BiXFEAYVERNTE, SERAYBENEESRILE.,
BTRHIFIED, RAEBRIEBRES resourceBRET .

BT

/*
* Copyright © 2019 Alibaba. All rights reserved.
*/

package com.aliyun.iot.demo;

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.nio.charset.StandardCharsets;

import java.security.KeyFactory;

import java.security.KeyStore;

import java.security.PrivateKey;

import java.security.cert.Certificate;

import java.security.cert.CertificateFactory;

import java.security.spec.PKCS8EncodedKeySpec;

import javax.net.ssl.KeyManagerFactory;

import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSocketFactory;

import javax.net.ssl.TrustManagerFactory;

import org.apache.commons.codec.binary.Base64;
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MEXMFEE RIELE-REEAN
import org.eclipse.paho.client.mgttv3.IMgttDeliveryToken;
import org.eclipse.paho.client.mgttv3.MgttCallback;
import org.eclipse.paho.client.mgttv3.MgttClient;
import org.eclipse.paho.client.mgttv3.MgttConnectOptions;
import org.eclipse.paho.client.mgttv3.MgttException;
import org.eclipse.paho.client.mgttv3.MgttMessage;
import org.eclipse.paho.client.mgttv3.persist.MemoryPersistence;
import com.alibaba.fastjson.JSONObject;
/**
* MOTTEPIHBEEREZYBEMES, BEFEclipse PahoHf ko
* BFx.509IAEENME: https://help.aliyun.com/document detail/140588.html
=y
public class IotMgttClientWithAuthByX509 {
// #F1D
private static String regionId = "cn-shanghai"; // B#R&EFR2 (Li8) ZiFx.509\iik,
// REUEH
private String certPath = "";
// BEIUEBTAE
private String privateKeyPath = "";
// BREEEARTE
private String privateKeyPassword = "";
// X.509INERES B8 Topice THRANE, THRITH, HIEFER.
private static final String AUTH TOPIC = "/ext/auth/identity/response";
// &&productkey, FATFIZEBMEMFES FEMWproductkey, TTHIES,
private static String productKey = "";
// &&&deviceName, FATFEBMEMES FLMNdeviceName, THIEES,
private static String deviceName = "";

// MQTTZ i

pri

/**
*
*
*
*
*
*/

pub

}
/‘k‘k

*

vate MgttClient sampleClient = null;
BIarMoTTIERE

@param certPath JEBIKEF
@param privateKeyPath FAFARRTE
@param privateKeyPassword FAfA%ES, BRIEIEAZT

lic void connect (String certPath, String privateKeyPath, String privateKeyPassword)

this.certPath = certPath;

this.privateKeyPath = privateKeyPath;
this.privateKeyPassword = privateKeyPassword;

// BENEE

String broker = "ssl://x509.itls." + regionId + ".aliyuncs.com:1883";
// RRBEFURID, BIERIGEMIMACHINIESNE, 64F R,

String clientId = ".";

// RXFFsecuremode=2, RRFEHATLS,

String clientOpts = "|securemode=2|";

// MOTTHENZEFIRID

String mgttClientId = clientId + clientOpts;

// BBIIMOTTIEHE. ERX.509MEBINE, FAUARFEEusernamefllpasswordo

connect (broker, mgttClientId, "", "");

EIIMOTTIEE
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*

*

*/

@param serverURL ZEIZPRSS23bht
@param clientId MQTTIEANZEFIHID
@param username MOTTHENFF &
@param password MQOTTIENZHS

protected void connect (String serverURL, String clientId, String username, String passw

ord) {

try {
MemoryPersistence persistence = new MemoryPersistence () ;
sampleClient = new MgttClient (serverURL, clientId, persistence);
MgttConnectOptions connOpts = new MgttConnectOptions() ;
connOpts.setMgttVersion (4);// MQTT 3.1.1
connOpts.setUserName (username) ; // BPRP3&
connOpts . setPassword (password.toCharArray () ;// %5
connOpts.setSocketFactory (createSSLSocket ()); // ﬁEFﬁTLS, ggggjtﬁﬁﬂiﬁfqaroot.crt,

& EB securemode=2,

connOpts.setCleanSession (false); // FEBBEHE, qos=10HE, FIRRBXEERRTEF

Erlh.
connOpts.setAutomaticReconnect (false); // ZdemoXFBNEE, BIIBNEFFEFEE
BEiE,
connOpts.setKeepAliveInterval (300); // &BEMEE, N300,
// FEREEIE, INRZBFconnect, FIREBEMEIE, WaESSBUEBIANERZE G ESF, XIFEHR
AIRERER,
sampleClient.setCallback (new MgttCallback() {
@Override
public void messageArrived (String topic, MgttMessage message) throws Except
ion {

// REx.509IMEREE R
if (AUTH TOPIC.equals (topic)) {
JSONObject json = JSONObject
.parseObject (new String(message.getPayload(), StandardChars

ets.UTF 8));

productKey = json.getString ("productKey") ;
deviceName = json.getString("deviceName") ;

} else {

// REBEMTTHEE, BUENSREENE, UREIRAEE,

}

@Override

public void deliveryComplete (IMgttDeliveryToken token) {

}

@QOverride

public void connectionLost (Throwable cause) {

}
1)
System.out.println ("Connecting to broker: " + serverURL);
sampleClient.connect (connOpts) ;
System.out.print ("Connected: clientId=" + clientId);
System.out.println (", username=" + username + ",password=" + password) ;

} catch (MgttException e) {

System.out.print ("connect failed: clientId=" + clientId);
System.out.println(",username=" + username + ",password=" + password) ;
System.out.println ("reason " + e.getReasonCode()) ;

Svatem Aant nrintIn("maa " 4+ & adetMeccaca ()) -
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System.out.println("loc " + e.getLocalizedMessage());

System.out.println ("cause " e.getCause());

+ + 0

System.out.println ("excep " e);
e.printStackTrace () ;

} catch (Exception e) {
System.out.print ("connect exception: clientId=" + clientId);
System.out.println (",username=" + username + ",password=" + password) ;
System.out.println ("msg " + e.getMessage());

e.printStackTrace () ;

/**
* RTHR, Bikgos=0
*
* @param topic X¥HEMTopic
* @param payload RFHGHERZA
*/
public void publish(String topic, String payload) {
byte[] content = payload.getBytes (StandardCharsets.UTF 8);
publish (topic, 0, content);
}
/**
» RIGHE

* @param topic K¥HEMTopic
* @param qos HEER, FHEZRFqos=0Mqgos=1, FEZ#Fqos=2,
* @param payload RTEVEHERZA
*/
public void publish(String topic, int gos, byte[] payload) {
MgttMessage message = new MgttMessage (payload) ;
message.setQos (gos) ;
try {
sampleClient.publish (topic, message) ;
System.out.println ("Message published: topic=" + topic + ",gos=" + gos);
} catch (MgttException e) {
System.out.println ("publish failed: topic=" + topic + ",qgos=" + gos);
System.out.println("reason " + e.getReasonCode());
System.out.println("msg " + e.getMessage());
System.out.println("loc " + e.getLocalizedMessage());
System.out.println ("cause " + e.getCause());
System.out.println ("excep " + e);

e.printStackTrace () ;

}
protected SSLSocketFactory createSSLSocket () throws Exception {
// YIBERTESIRIES, AIUMERMMER FEinttps: //help.aliyun. com/document detail/73742.h
tml
// ’EX.509IEH, AJUMNEFISREEEPTH,
// CA certificate is used to authenticate server
InputStream in = IotMgttClientWithAuthByX509.class.getResourceAsStream("/root.crt")

CertificateFactory cf = CertificateFactory.getInstance ("X.509");
Certificate ca = cf.generateCertificate (in);

in.close();
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KeyStore keyStore = KeyStore.getInstance (KeyStore.getDefaultType());

keyStore.load(null, null);

keyStore.setCertificateEntry("ca", ca);

TrustManagerFactory tmf = TrustManagerFactory.getInstance (TrustManagerFactory.getDe
faultAlgorithm()) ;

tmf.init (keyStore) ;

// client key and certificates are sent to server so it can authenticate us

InputStream certIn = IotMgttClientWithAuthByX509.class.getResourceAsStream (certPath

CertificateFactory certCf = CertificateFactory.getInstance ("X.509");
Certificate certCa = certCf.generateCertificate (certlIn);
certIn.close();
KeyStore ks = KeyStore.getInstance (KeyStore.getDefaultType())
ks.load(null, null);
ks.setCertificateEntry ("certificate", certCa);
PrivateKey privateKey = getPrivateKey (privateKeyPath) ;
ks.setKeyEntry ("private-key", privateKey, privateKeyPassword.toCharArray(), new Cer
tificate[] { certCa });
KeyManagerFactory kmf = KeyManagerFactory.getInstance (KeyManagerFactory.getDefaultA
lgorithm()) ;
kmf.init (ks, privateKeyPassword.toCharArray()):;
SSLContext context = SSLContext.getInstance ("TLSV1.2");
context.init (kmf.getKeyManagers (), tmf.getTrustManagers(), null);
SSLSocketFactory socketFactory = context.getSocketFactory();
return socketFactory;
}
private PrivateKey getPrivateKey (String path) throws Exception {
byte[] buffer = Baseb64.decodeBasebt4 (getPem(path)) ;
PKCS8EncodedKeySpec keySpec = new PKCS8EncodedKeySpec (buffer) ;
KeyFactory keyFactory = KeyFactory.getInstance ("RSA");
return keyFactory.generatePrivate (keySpec) ;
}
private String getPem(String path) throws Exception ({
InputStream in = IotMgttClientWithAuthByX509.class.getResourceAsStream(path) ;
BufferedReader br = new BufferedReader (new InputStreamReader (in));
String readLine = null;

StringBuilder sb = new StringBuilder();

while ((readLine = br.readLine()) != null) {
if (readLine.charAt(0) == '-") {
continue;
} else {

sb.append (readLine) ;

sb.append ('"\r'") ;

}
in.close() ;
return sb.toString();
}
/**
* EEMING, MEBEMFESS T AproductkeyMlldeviceNamefS B2l /ext/auth/identity/response, AT
¢ Topi i ITHEK R,
*
* @param args

*/
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public static void main(String[] args) {
IotMgttClientWithAuthByX509 client = new IotMgttClientWithAuthByX509 () ;
// EBREIEBREZEES
client.connect ("fEHNGFIEBIE", "ERERBMARE", "),
EERINZE, REEFMTD, ﬁf%ﬁﬂﬁuﬁ_'“u-FZ'ZE'JproductKey*l]dev1ceName, RARBERWE Topichlp
roductKeyﬂldev1ceName—?—E§__|'HE79fﬁo
try {
Thread.sleep (2000);
} catch (InterruptedException e) {
e.printStackTrace () ;
}
// RIEHR, WIEEEREHKI,
String updateTopic = "/" + productKey + "/" + deviceName + "/user/update";
client.publish (updateTopic, "hello mgtt with X.509 auth");

1.10. FAMQTT.IXIEAYBNES

MQTT.fx2—5k & FEclipse Paho, 1§H3Java1.=. =SHENMQTTE %, X¥windows. MacHlLinuxig{EZR
%, THTFRIIRERTUSYBEMESIETEEE, HESTopiciT I’ﬂ*ﬂﬁ*ﬁiﬁ%o A PAWindowsRZ AT
MQTT.fxAH, NAELIEFUAMQTTIMUIEAM BN FEEHNTE,

AR

EEYMERMFEEEFS, XTL“L;&@JT IEFEMRE, AEERSFEERHE, KERFIEBHIMQTT &R
SHNER. /JZIS? 5, BER

o B m,

o BIEIRE,

o FEIMQTTEZSHE.

AXVABRAHSEIF FIRERG, REEPMMOTTERSHUNTE, SEFMIRE, BHSRVOTT-TCPEE

Bi5.

e (=l
ProductKey alx*x*
DeviceName devicel
DeviceSecret f35***d9e

al*** devicel | securemode=2, signmethod=hmacsha256, timestamp=252

clientid 4608000000 |

username devicel&al***

passwd 86761***21d

mqgttHostUrl al***.iot-as-mgtt.cn-shanghai.aliyuncs.com
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24 =1

port 1883

D FE  MOTTAERINELRRE, RISEBEHAEES. NEIIBEERE

IR & B SDKHHT IR .

IR
EAMQTT fx, BRUIRERAMENFENBMENT.

BEEMQTT.fxIEA
1. FTEHMQTT.fx Version 1.7.1 for WindowsiR A4k, BT,
MQTT.fXEZER, BFREMOTT . IXER,
2. ITAMQTT .fxEE, BEEBEZdiExtras, E#FEit Connection Profiles,
@ MQTT.fx-1.7.1 - O X

Y oo N )

m \mport " br Status Log
. »

3. £Edit Connection ProfilesTi@E, RUTESHNIEE,
i. REEAEGE,

New Profile
test Profile Name | iot connection

pofienype MQTTBroker - wMOTE
MQTT Broker Profile Settings

Broker Address | 1| Ligt-as-matt.cn-shanghai.aliyuncs.cc
Broker Port | 1383

Client ID | a1u 50 150 devicelsecuremode=2 signmethoc | Generate

User Credentials  SSL/TLS  Proxy LWT

Connection Timeout | 30
Keep Alive Interval | 60
Clean Session v/
Auto Reconnect
Max inflight | 10
MQTT Version /| Use Default

5, WOlLMERE
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24

Profile Name

Profile Type

488
BMNEBN B ENXZFRiot connection,

MQTT BR$SE81EH, %EIEMQTT Broker,

MQTT Broker Profile Settings

Broker
Address

Broker Port

Client ID

General

MQTTIEAEIE, R ATEEADERREIMgttHostUrE: a7***.jot-as-mqtt.cn-sha
nghai.aliyuncs.com,

B g7 KRB @B ProductKey,
" cn-shanghaid &K= FRfE i
MRS, THETRAOS,

REN 1883,

MQTT BIHMYFEER .

BEEN:  ${Clientld} securemode=${Mode}, signmethod=${SignMethod}| t imes
tamp=4$ftimestamp}| .

BN FIESE AR BB A clientld&: a7***.devicel[securemode=_2,signmethod=hm
acsha256,timestamp=2524608000000),

SHRE:
» ${Clientid}: i&%&. AppEiWebZEiFE T HIClient DEE.

D s@ ZETEEN, REEANTHUN. ERRENDER, BiE
BEIREIMACHIEEISNGG, HERIRSI RAARE RS

® $/Mode); RetE, THEEB2 (TLSEERR, EERESSL/TLSER)
M3 (TCPEE®E, EFRESSL/TLSER) .

w §{SignMethod). E3kZER, Z¥Fhmacsha256. hmacmd58 hmacshal,
" $ftimestamp): FTREBNEZEMME, tTLAREIEtImestamp,

BRI S IR IEIZE S E T $/ClientIdBRINA  ${ProductKey} + '.' + ${DeviceNa
me} HEMNZFERE, $ModeBRiNR2, ${SignMethodfBRN hmacsha256, #RTIHg
BEREBK,

D sem

= MQTT.fx§9Client IDFNREH ${Clientid}, MRE.
REBRSHZBREENEE () .
RESHE, BHRESHETHISHENIERERE,
#AClient IDERE, B EEGenerate,

ARBIERRIME, BRI UREIRERERRE.
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i. E2dUser Credentials, i®EUser Name#f]Password,

Profile Name | iot connection

Profile Type  MQTT Broker - ﬁ m
MQTT Broker Profile Settings

Broker Address | a1 J.iot-as-mqtt.cn-shanghai.aliyuncs.cc
Broker Port | 1883

ClientID | a1¥ .devicel|securemode=2 signmethoc Generate
General BUESREENCNEEN SSL/TLS  Proxy  LWT

User Name | devicel&all

Password

24 SHIRHA

Hig%&ZDeviceName, and (&) = @ProductKeyEry, BERRA $DeviceNamejs$
{ProductKey}

User N FIESR A BRI usernamefd: devicel&al***,
Name N .
B devicel HNIEFHIDeviceName,

B alxxx RIREABIProductKey,

BITIERNNZE %, PLURZFBDeviceSecret HE24H, BESHASEERHIER, MBER
Password,

W FTESE BRI passwdlE: 867671***21d,

D wx

" HRRERNMOTT.fXARA, 7EEEIEPasswordERERERNZHE, REK
Password MENBNENRIEEZE TGS, WRTRMUMI, E2EEH,

 EIRSHMESHEREZRNANS,

n ERigEClient IDBY, BT ERBUES B ${Clientid}. ${SignMethodii&
B, DHUREMBSHHESClient IDDXNMSHE—X, EHitEE
Password, #HXS#IRESHERZ%, B2 EAMITETEMNER
Node jsiBEHIAITE,
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YIEXF &

i. TLSEHEE (Blsecuremode=2
EProtocolATLSvV1.2,

D sEE  TCPEEMAR (AP
i

o

Profile Name | iot connection

Profile Type MQTT Broker

MOQTT Broker Profile Settings

Broker Address | a1
Broker Port | 1333

Client ID | a1

General  User Credentials FEEEATES P

Ca signed server certificate

CA certificate file

CA certificate keystore

Self signed certificates

Self signed certificates in keystores

4. RERNE, BEETANOK,
5. B&FConnect,
AMERLT, RREERIN,

@ MQTT A - 171

[ s

) T, BEHSSL/TLS, EfEnable SSL/TLS, i&

securemode=3 ) _F, %%iﬁ%SSL/TLS1§§\, E%ﬂ)\_]:_

0

- &

Liot-as-mgqtt cn-shanghai aliyuncs cc

J,dev'\celignmethm Generate

rony LWT

Protocol | TLSv1.2 hd

al

AV NP EEHE, AENNSLAT, ERREEE > ’RE, BEFm, EEZRERS, 18

BRENELRS.

AEATE | GEEE | o=
1554
=T v %

i=EFIE HRER | ERER

o

— e

HEEN DeviceMame v A DeviceName Q EEEIEREE Vv

DeviceName/SEiZZ#

devicel

TOEENIR B E X Topicl = T4T&(E,

BIEMQTT IxSMEM TS EZRZ BN . ENXERRGER

A, RRBEEREY, BERELATER, #ITEE,

Wik TTERE

1. BT S SN NEA T~ RIEERE, BETopickdE > BEXTopic, #E—1T8

BITRAREHNBEXTopic,
ARBERTopIc:  /al***/${devi

icel o

BEZER, BB EEYTopic,

ceName} /user/get , /;@}:ﬁ'ﬁﬁ%ﬁ ${deviceName} j\]iﬁ%%% dev

> MA4RRA: 20220526

97


https://iot.console.aliyun.com
https://iot.console.aliyun.com
https://help.aliyun.com/document_detail/85539.html#concept-ppk-rz4-k2b

RESLE- ZEEA

XN E S

2. EMQTT.fx LB &Subscribe, #ESubscribe X AESD, WA L—F B Topic, BEESubscribe,
ITHERING, ZTopickERESED,

@ MaTT - 1.7

- [m] x
0l Extrss  Help
B Disconnect a®
Publish Scripts  Broker Status  Log
/a1 d : @D«

a1 b )/ device fuser/get
Dump Messages  Mute

3. BEMIBXMER, HAZRENREFERE, ETopic|XRTET, REEITHTopic NBAHH
2,

HERTs / 28EE B8 / 2EFE

« devicel ==

] BEAT- =5

D t )
ProductKay a1k, =5
BEER Topic FIZE AMEREGE BEHT EEE B&FERS fe==300 Eex:] =
BT Topic 7l
BE T #fE
1 devicel fuser/get

4. MNHERSE, BEHIA,

EfiEE X
@ == B Topic EERER, SEERE, UHEARE. 288

RS EHIRE ST,

Topic
Jal J/devicel/user/get
EERE

This is a test.

15/1000
Qos
® 0 1

5. EEMQTT.fxE, EFEBERIINER.
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@ MQTTA-17.1

15l Extras Help

‘ Disconnect ﬂ °
Publish m Scripts  Broker Status  Log
/a] pO,’devicelﬁusen’geﬂ [ Autoscroll I
Ja1k fdevice1/user/get & | /o )/device1/user/get 1
Dump Messages Ll Unsubscribe ] QoS0
Topics Collector (0) Scan i
Jfall )/devicel/user/get
1
18-10-2021 19:09:30.68970744 Qo5 0
This is a test.
Payload decoded by Plain Text Decoder

6. MEMEMNFEE, AREFHENE, EHASKS IENIEES, £ASKSH, EEZHRE
HR,

=EE5IFE X
et/ deviced fuser/get
3] 2021/10418 19:08:35.367

V This is & test, Eil

ESEd]

s EfTiEE
1. BB F SR EX LG T~ RiFERE, £ETopickslE > BEXTopic, ®E— 1A
BRHNRNEEXTopic,

A RBI{EBTopic:
%W devicel ,

EZER, BELEaETopic,

2. EMQTT.fx Lk, B#HPublish, ZPublishX&iED, WA L—FWTopic, EXARFERE, HAELR
EHEERE, REEEPublish,

/al***/${deviceName}/user/update/error |, /@}%ﬁﬁgﬁ S {deviceName} y‘]iﬁﬁ'
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@ MaTT.fc- 171 - a X

Extras  Help

[ 5 Disconnect a0®

m Subscribe  Scripts  Broker Status  Log

Qos1 Qes2 Retained %~

3. AMBNTEE, AREFERH, RHEASKSAENAEES, tAEKRFRE, EFREFI=
HR,

devicel/user/update/error
2021/10/16 19112222415

iUt v | Thssapubintet

EHABE
EMQTT fx L, BFHLogBEERIFHEMERIERARE.

@ MQTT- 1.7 - u} 3

.- [
- Disconnect a®

Publish  Subscribe  Scripts  Broker Status

INFO MgttFX ClientModel B a ived() witl E or/4 0/devicel

INFO

INF(

INFO s ic

INFO qtt li L lis 0 ic /a icel/user/y
INF( h

INFO

dd PublishT
o topic /2 ice1/user/i

: e,
MqrTFX Uu-mumm MgrtClient with ID a1 evicellsecuremode g od-hmacsha
TFX Clien : session present: false
Subscrit trolle subscribe

MqTTRX CLi

d to top. /u
sageArrived() with © /alKuc /1 vicel/user/get
i 3/device1/usery

1.11. Android ThingsiZEAYIEMES

AXHEUZERZSKVIRE A, NBNENESIKAndroid Things¥BEXMIEHEANRIE BN FE S,

EHiRE
ME & &5I%
TRPAZHZSRNFRNEHRE:
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RE

NXP Pico i.MX7D
F&ER

DHT 12

BIRE R R

ZE08-CH20
BRI (L k2R

o RERLATEA

REBR

EFAndroid things&%
1.0,

MEBELHEY, SR
NXP Pico i.MX7D I/OE
MIEONY: FAEE
™,

@ wm  wEs
T SRR,
BENERBHNE
EREE.

FRRHIEBES.

FERUARTHUIREE A
=,
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GPIO PWM

ZE08-CH20

o WRIBEMERSE (DHT12) MBS S 45| HISCLAN AR 5| ISDAZ 31 5 FF & R B912C5 4 89SCLFISDA
SIHIMRR,

o WBEEMWEMSE (ZE08-CH20) MK BHIRSIMTXDS R IRAEUSIRSI MIRXDIE; ZE08-
CH2OBY IR 3| MIRXDS T & AR A0 K % 80 3| IT XDARSE .

HEMEZYEM S~ RlRE

NBLERFBARZYBEAFARS, BETR. FBIENTA,

1. BRAZZYEAFARHAE,

2. QIR
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i SRR TE, HENMASEA), BESLAIFEANSEHFEETE .
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BETRER2 (L) . 4462 (ER)

5. Hftbithiel, BREUFE,

a CIRE= & Ia w2 (HE) v

BRI S

SEBIEE

PR

BERS

prsallll=nts]

i §

i. FEMSHE, BEREER, EE"m
i. @R, BHAEFREATRUERE, FHERERE, BSL0E~ R,

3. EXMEE,

i At RE, REAEEXYERE,
i. AFRFEERNDRENTET, REREER > FMEEXNEE,

iii. FRAMATEME,

BRI

EERE

TRIRFF HiEER
temperature float
humidity float
ch2o double

v. BERM L& RTYRE,

4. BIRIRE.

EET GRYI) et @ T Ml bR SE6) AR

W=V SLfFI

R RIS EEERIIEE,

REEE

-50~100

0~100

BT N
AR =
BEN
2

EFAEERE, EER0 LA B

T3

Bt

DHT12iR R R RS RENRE
iR,

DHT 1 2083 B f R 8 R ARV
HiR.

ZEOSEAES 10 M & R 28 SR EE MY R B8
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ERERE, REHAMIgE, Erm FEIRE, HBRERE, BERa i 0@iksE,

H A& Android thingsi& &
1. {EAANdroid Studiof|&Android things T2, HRIMMENIR,

<uses-permission android:name="android.permission.INTERNET" />

2. fEgradled i eclipse.paho.mgtt o

implementation 'org.eclipse.paho:org.eclipse.paho.client.mgttv3:1.2.0'

3. BEEBNRGEENREEARESDHT 12008E .,

private void readDataFromI2C () {
try {
byte[] data = new byte[5];
i2cDevice.readRegBuffer (0x00, data, data.length);
// check data
if ((data[0] + data[l] + data[2] + data[3]) % 256 != data[4]) {
humidity = temperature = 0;
return;
}
// humidity data
humidity = Double.valueOf (String.valueOf (data[0]) + "." + String.valueOf (da
talll));
Log.d(TAG, "humidity: " + humidity);
// temperature data
if (data[3] < 128) {

temperature = Double.valueOf (String.valueOf (data[2]) + "." + String.val
ueOf (data[3]));
} else {
temperature = Double.valueOf ("-" + String.valueOf (data[2]) + "." + Stri

ng.valueOf (data[3] - 128));

}
Log.d(TAG, "temperature: " + temperature);

} catch (IOException e) {
Log.e (TAG, "readDataFromI2C error " + e.getMessage(), e);

4. B B3 UART ZREX EH ER 16 1% Rk 28 Ze08-CH2 OBV #4E ,
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try {
// data buffer
byte[] buffer = new byte[9];
while (uartDevice.read (buffer, buffer.length) > 0) {
if (checkSum(buffer)) {
ppbCh20 = buffer[4] * 256 + buffer[5];
ch2o0 = ppbCh20 / 66.64 * 0.08;
} else {
ch2o0 = ppbCh20 = 0;
}
Log.d(TAG, "ch2o: " + ch2o0);
}
} catch (IOException e) {
Log.e (TAG, "ZeOB8CH20 read data error " + e.getMessage(), e);

}
5. QIR EZYMENEE SREHRER, LRYUE.

/*
payloadfg={
{
"id": 123243,
"params": {
"temperature": 25.6,
"humidity": 60.3,
"ch2o": 0.048

}l
"method": "thing.event.property.post"

}
*/
MgttMessage message = new MgttMessage (payload.getBytes ("utf-8"));

message.setQos (1) ;
String pubTopYourPc = "/sys/${YourProductKey}/${YourDeviceName}/thing/event/property/po

st";
mgttClient.publish (pubTopic, message) ;
BIFEGTHUDEIE =0T , THEENRG TREAHE,
EELHEHRE
REBME, BRVENTEEMHE, EXYNIAT, RBREFER, AETRSRET, EEHERES

AT SEEY /R 4R

RN i i

0.03mg/m’ 10°C 27%

1.12. Ruff F & IRIBENVECNM LS
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AT LMERRUIfFFRIRFARMENNAE, FRANIEZMENES, @EolEEmEZYER TS ERREHE
E’]Rufff"ﬁﬁﬂﬁ%a% AXHEUFAR—I=SRERENARG, NEBRUffHERSSFEANYENESIIE

BidiE,
AR

R RHIRIERATIR R

o HEREZMEKWELRS
o FERE R RRFHERS
o HEBRUFfFFRIR.

%%EI@\

MEZMEMFEEZFSHARRRS[EN, U NARSSHOTRES, NARSZEREHIEE
ADERERE, RIS ZENMERENERRELNEREZEMIFNRMER RS DHTEE. 2
. HESLE, NTEMR.

FifF>0.08
PM2.5=>60

R =

Pz

R

(mme | (=Em| [ =

AXHED, INBHLRIFINARSSR, FEERVMBENTES, EURNTES L, REFEREANERS
EROREHIFEREZREFMH.

TET, HtREREBESNL:
e Android Thingsi#E A¥IBNES
o HIRRAERHIUTHE

o IRBUIRRIETETBENZEA

e DataVEETI{LL

BIES R
1 BRUBNTAE S, AENRFRMRENIHT, RFRRE.
L BlRER. WEEE, EBNE5,
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i. EFF@RIFBRMTopicEIER, BEEXTopick, AGEEXN—NESRELENRERATEH

HIEEITopick,
ITopicRERMT:
Topic BRAERIR 5288
AFgE EREIE.
/${productKey}/${deviceName}/user/pm25data b Tl L& Epayloadi: — (

pm25":23, "pml10": 63}

i. BPHEAMEMASIEFRE, HARFEERR, AEFR TEERE,
2. EEBFEETG, CIEIAIMEE,

i. ELHIFIERT, BEEIRSLH, SIZ—DLA.

il R AR R LAY Xt A B B BB R

i. ESLPFEBR, BEALACBREIRXRIEE, HEBE—MEUEER, HEFRME N RERE:
deviceld (FR{EAIEEEIR) FMtime (XR{ERIGEHIELLIREE) .

FIEFRERER, BELEBEFEE,
3. AMEMESEFI G NI TR ZEd, SIR—DRREMFEREDRBFHEBMAN
i BERNSIZENZFRRAER, BREEAN, SIZ—P M,
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i. FZMNNZFmREFBR, EEH5S0L, REATLAEZSRENNIRE LIREIEHNSOL,
RRBIHPSQLIAT :

SELECT deviceName () as deviceName , timestamp ('yyyy-MM-dd HH:mm:ss') as time, pm25
FROM "/aljhoQa****/+/user/pm25data"

EEP, l%l%ﬁl deviceName () 'f‘%%iﬁ%%fﬁ{, timestamp ('yyyy-MM-dd HH:mm:ss') 'f‘%%%ﬂ:ﬂ%i
?EE"]HTJ'I\EH; %ﬂE;Ei}E?\JTopic /aljhoQa****/+/user/pm25data , BiZF m TR E R E BT XD

Topic LIRATER .
WSSOL X
SELECT dewiceMarmne() as deviceMarme , timestamp(yyyy-MMh -dd &
HH:rnmiss" as time, pm25
FROM  "/al S+ fuser/pm25data”
WHERE
* ¥

deviceMame() as deviceMame |, timestamp{"yyy-MM-dd HHimmss' as t

® Topic
BEY hd
testl216 hd
R E() hd
user/pmz5data A4
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iii. BEELHENNERMEE, REBRELERRIRBEREERD,

AR
TFHEEI =GRS (Table Store) N

* Hhdgk
iR 2 '

* 24

rulesengine ~

el el

T HdEE
dataforwarding ~

BREEHHES

==
HeviceMarne}

==
Hpmz5}

* i
Htimel

1)
AlipunlOTAccessingOTSRale V|

iv. REFUFIFRDT, BEZINIS NS s REZ N,
HIEREANREHESE, RELRONUHBEESEREIRENKREEFEEURERP.
4. AFRIREIHSDK,

T RAIZFELNUXR S _HI21E,

i. {EFAmkdir apsarasCampusAir i<, 8I#— & NapsarasCampusAirdy3Z#E,

i. {#Fcd apsarasCampusAirss<, H#NZXHE,

i. fEfrap initéns, SIEIRE,

iv. {£Frap device add air (SDS011)&<, HMEHIKE,
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V. TEpackage jsonfIBINYEXMFEESSDKE  aliyun-iot-device-mgtt

{
"name": "apsarascampusair",
"version": "0.1.0",
"description”: "",
"author": "",
"main": "src/index.js",
"ruff": {

"dependencies": {
"aliyun-iot-device-mgtt": "~0.0.5",
"sds011": "~1.1.0"

by

"version": 1

}

o

Vi. fEF Srap install @Y, ZERMEBZMEEMFESIZEIHSDK, WEBEMFEASDKTEH L, 55

T #H I8 & SDK,
Vii. {8 index.is FEF,
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// BlAaliyun-iot-sdk

var MQTT = require('aliyun-iot-device-mgtt');

// IREER

var options = {
productKey: "", //ERAEHF@EBIProductkey
deviceName: "", //BAEHNIEEZFDeviceName
deviceSecret: "', //BIRAEHIIETEDeviceSecret
regionId: ", //EIRNEHFmISEFRTEMIE

bi

var pm25Data 0;

var pmlOData = 0O;

// &E/VTE topic

var pubTopic = "/" + options.productKey + "/" + options.deviceName + "/user/pm25dat

a";
// BBILEE
var client = MQTT.createAliyunIotMgttClient (options) ;
$.ready (function (error) {
if (error) {
console.log (error);
return;
}
//10s EIR—R
setInterval (publishData, 15 * 1000);
/I ESRE
$('"#air') .on('agi', function(error, pm25, pml0) {
if (error) {
console.log(error) ;
return;
}
pm25Data = pm25;

pmlOData pml0;
}) 7
});
// EIRRITE
function publishData () {
var data = {
"pm25": pm25Data,
"oml0": pmlOData
}i
console.log (JSON.stringify (data))
client.publish (pubTopic, JSON.stringify(data)):;

STEISOKX M4 B REMINTE AR,
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ApsarasCampusAir
.rap

ruff_modules

aliyun-iot-device-mqtt
ruff-mbd-v1
sds011

SIc

/* index.js

test

[ .rapignore

/* app.json

/* package.json
<> README.md

5. {£ Ssrap deploy -s %, ¥BSDKEMEIRUFfFRIR.
RUff FRMEM /5, BNl B & KX HIE,

1.13. RTOSIEFBEITCPEA =
1.13.1. &

AIEZRFANBERAMEMESRENCGES IRERSDK, BEHIRMERSE (RTOS) HAUREIRT
(MCU) BIREERANTEZMHN TS,

FAENIVAEDLRE. FERERE. IHEFHIRE. REFEANEERIHEMERSR (RTOS) 8964
FEHET (MCU) , EXLRREHTYRMBOESR, JUERRMEZYMEBERESRMNCGESIREHRSDK,
BURRERAMEKN TS,

BARZE

RBMCUSEERARE, M(USBERABBIATESHTERNER. ABEFERAL, FROEERER
SDKSEHL S BX W T & B EEFELE .

MCU+RTOS B{SHEA

112 > MHRRA: 20220526



MENFES RESLE- ZEEA

EEREL
ARG, FRTUWTMCU, BERAFAIRFTIREGFLHFE:
o MCUARSTATIAEFMSTMI2F103, EF AR ANUCLEO-F103RB,

o BEEHANSIMComAT (BHBLLRRBIRAT) £7HSIMB00C, BEFRIRASIMB00C mini V2.0,
o FEMHEANIAR Embedded Workbench for ARM,

T E
Sl BAIRE
RSB IT R

FRIRE R

1.13.2. SI& = mfikE

B, EYBRMESERFHAUIEFTRMKRE, REURFIERER (Productkey, DeviceNamefll
DeviceSecret) , REIEPERBREZIZFIHSDKD, HIRFBFREEYHEMFEAEN, MEMEESRE
BEIEREEHTRESHRIE,
BRESER

1. BRYBEMEEEZEFA,

2. BIE~&A,
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i. Z&FF@mR, BHAEM R, BEAFRER, REREHIA.

-

* FrERsin
MCUF=SR
© BrEEEE

RERE @ SmuEE

= Fints

r
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HE
bk
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A
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i

L=

< gmEtEst

|CA FFEEEERES, (Alink JSON) '
* ERERRE
Sk Eik
~ g

* LAIERR

EEEE A

3. IR TRNRE,
i EEMSHE, ERREER > ’F.
i. FIRER, RERMRE, ERFEUENTR, WMAREDeviceName, RFREEHIA.,

PITER

RECEMNE, AREORMTHNIEE, REEEEN—REHRSED, KNRELES., &b
PHERER, BERENNNES, #FAREFBEREERFILERES.

1.13.3. BEERFWTAKE

BMOUS B EEAFAREE, BEREFAKE, CIBIEIEB, SASDK, T SDKEE,
%%%I@\

AR ERTENMALRREENT,

o FA&#RNUCLEO-F103RB
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ARBIFFE TEARSTM32CubeMX, FREFBIESMSTM32Cube Ecosystem,
1. FTFFSTM32CubeMX, HiEFRIHEE.,

\
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AT
SIMBfﬁ File WWindows Help (s n [ » ] , »k "l

CubeMX

Existing Projects New Project Manage software installations

Check for STM32Cubeid

CHECK FOR UPDATES

Install or remove embedd.

INSTALL / REMOVE

Open Existing Projects E‘f

| need to :

ACCESS TO BOARD SELECTOR

art o . for Industrial and loT applications

ACCESS TO CROSS SELECTOR

Lys
2. #Board Selectordi, #ZNUCLEO-F103RB, 38 EHSTM32F103RBTX,
Wl Hew Project from a Board x|
Board Filters
[@ E, o Features Large Picture Docs & Resources Datasheet Buy Start Project
Ql Q
Part Mumber Search ~
ew multicore STM32MP1 Serie
Q [MUCLEO-F102RS - for Industrial and loT applications
Wendot >
Type ? &ys
STM32MP1
MCUMPLU Series »
Other hd
Price =10.32
L
Oscillatar Freq. =0 (WHz) Boards List: 1 item ¢ Export
- Marksting Status Unit Price (US$) Mourted Devics
NUCLEO-F103REB Mucleobd Auctive 1032 ETMI2F1 03RETx
Perigheral hd
@

3. BEA EAStart Project,
4. EAEMConnectivity 8, AEHEOUSART 1{EAMCUSHABENIKO, HHTUTRE.
o ®EModeAAsynchronous,
o fEConfigurationt:, TRUTIRE.
m 7EGPIO Settings™, #IAPInAPA9FIPATO,
m 7ENVIC Settings™, ¥USART1 global interruptiZE SEnabled,
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GENERATE CODE

USART1 Mode and Configuration

@ Pinout view System view

- .

System Core Mode Asynchronous

Hardware Flow Control (RS232) |Disable

Analog

Timers

Connectivity
‘
CAN
12¢1
12zcz
@ sPin
SPI2
SA|

STMIZF10IRETE

USARTS
Use

FFLEEFFERT]

Computing

Middleware

File Window Help “ oy - G;

HVIEUIrs

Additional Softwares

Oiptions FREERTOS Mode and Configuration 4 Pinout view System view
 Catagorias |57 | |
— |
System Core Inferface CMSIS_V1
Analog
Timers
Connecihity
Computing ¥
Middieware ® Coefig parameters
Configare the following parameters: -
I L]
| USE_COUNTING_SEMAPHORES Enabled |

CHEUE_REGISTRY_SIZE B

USE_APPLICATION_TASK_TAG Desabled

ENABLE_BACKWARD_COMPATIBILITY Erabled

USE_TICKLESS_IDLE Disabled

USE_TASK_MOTIFICATIONS Enabled

Memory Mandgement seltings
Memary Alacabon Dynanse
[ ToTAL_HEAR SiZE 0x1800 Bytes |
Memary Managemnent scheme heap 4

6. fEProject Managersi® T, M Projectif&.,
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GENERATE CODE

Project Manager

J

Project

Project Location

© Wsers manmy niCeskio [ 5o |
w Structure _

Basic ~ | [[] Do not generate the main()

Tookhain Folder Location

C:\Wsers'sagng ht\D: ) 321103 _ P
Tooichain / IDE

EWARM V8 ~ | [[]Generate Under Root
Linker

Minimum Heap Size  [0x400 |
Minimum Stack Sze  0x800

Mcu and Firmware Package
Mcu Reference
STM32F103RBTx |

_Fimwm Package Name and Version
[M32Cube FW F1V1.7.0 ]

7. B FAGENERATE CODE, 4B IE.

1.13.4. FRIEFiR

RN GES Link SDKE BB AEAMEMEL,
& SDKE &

1. FEHCOEFLNk SDK 3.0.1k7,
2. ANTHBPRISDKTH . AXRALNUXRFERIE A,

i. iZ{Tmake menuconfig.,
i. ®HATM Configurations, B#Select,
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i. AT HAL Configurations, #FSelect,

iv. EEWNTHAE,

FEATURE PLATFORM HAS STDINT=y
FEATURE PLATFORM HAS OS=y
FEATURE_INFRA STRING=y
FEATURE INFRA NET=y

FEATURE INFRA LIST-y

FEATURE INFRA LOG=y

FEATURE INFRA LOG ALL MUTED=y
FEATURE INFRA LOG MUTE FLil=y
FEATURE INFRA 1LOG MUTE_ DBG=y
FEATURE INFRA LOG MUTE INF=y
FEATURE INFRA 1LOG MUTE WRN=y
FEATURE INFRA LOG MUTE ERR=y
FEATURE INFRA LOG MUTE CRT=y
FEATURE INFRA TIMER=y
FEATURE INFRA SHA256=y
FEATURE INFRA REPORT=y
FEATURE INFRA COMPAT=y
FEATURE DEV_SIGN=y
FEATURE MQTT COMM ENABLED=y
FEATURE MQTT DEFAULT IMPL=y
FEATURE_MQTT DIRECT=y

FEATURE DEVICE MODEL CLASSIC=y
FEATURE_ATM ENABLED=y
FEATURE AT TCP ENABLED=y
FEATURE AT PARSER ENABLED=y
FEATURE AT TCP HAL SIM800=y
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v. BBERME, 1B17./extract.shizBHEHE,
hubangfrlbef8087 : ~/c-8dk$ ./extract.sh
. Download request sent, waiting respond ...
. Respond generating, wait longer
. Retried 1/20
% Total % Received % Xferd Average Speed Time Time Time Current

100 107k 100 107k 0 0 408k L e L

Please pick up extracted source files in [/diskl/huteng/c-sdk/output]

Dload Upload Total Spent Left Speed

408k

ERNRBATF output /engB & .

[Mesmeagd e 1 3e0%E%T : ~/c-sdk/output/eng$ ls
atm dev_sign infra mgtt sdk_include.h wrappers

Ho, EFEARMHIEINRBUATE,

BR RBAS

atm ATIES R IER
dev_sign RESMINEELR
infra R ERSEIAR IR
mqtt MQTT MY AR R
wrappers HALRS 5 1

vi. TEwrappersBE R, MM wrappers.c, ZX4P B EIIATHALRE,
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int32 t HAL AT Uart Deinit (uart dev t *uart)
int32_t HAL AT Uart Init (uart _dev_t *uart)
int32 t HAL AT Uart Recv(uart dev_t *uart, void *data, uint32 t expect size, uint32
_t *recv size, uint32 t timeout)
int32 t HAL AT Uart Send(uart dev_t *uart, const void *data, uint32 t size, uint32
t timeout)
int HAL GetDeviceName (char device name[IOTX DEVICE NAME LEN])
int HAL GetDeviceSecret (char device secret[IOTX DEVICE SECRET LEN])
int HAL GetFirmwareVersion (char *version)
int HAL GetProductKey (char product key[IOTX PRODUCT KEY LEN])
void *HAL Malloc (uint32 t size)
void HAL Free (void *ptr)
void *HAL MutexCreate (void)
void HAL MutexDestroy (void *mutex)
void HAL MutexLock (void *mutex)
void HAL MutexUnlock (void *mutex)
void *HAL SemaphoreCreate (void)
void HAL SemaphoreDestroy (void *sem)
void HAL SemaphorePost (void *sem)
int HAL SemaphoreWait (void *sem, uint32 t timeout ms)
int HAL ThreadCreate (void **thread handle,
void *(*work routine) (void *),
void *arg,
hal os thread param t *hal os thread param,
int *stack used)
void HAL SleepMs (uint32 t ms)
void HAL Printf (const char *fmt, ...)
int HAL Snprintf (char *str, const int len, const char *fmt, ...)
uint64 t HAL UptimeMs (void)

& wrappers.cXX #8985 Demo,
ERBDemot, BMEEZEPERATNEEIERES.

s
* NOTE:
*

* HAL TCP_xxx API reference implementation: wrappers/os/ubuntu/HAL TCP_linux. ¢
*

*/

#include <stdlib. h:
#include <string. h*
#include <stdars. h
#include “stm3Zflxx_hal. h”
#include “cmsis_os. h

Minclude “infra_types. h”
#include "infra_defs. h
Binclude “wrappers_defs. h”
#include “at_srapper b

b de fine EXANFLE_PRODIET_KEY
fi de Fine EXANFLE_PRODUCT_SECRET
b de fine EXANFLE_DEVICE_NANE
fi de fine EXANFLE_DEVICE_SECRET

[Bdefine EXANPLE_FIRNHARE_VERSION "app-1. 0. 0-201 %0118, 10007
#define RING_BUFFER_SIZE (128)

#define HAL_SEN_MAXK COUNT (10}
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@ %8 WMEERZMEANUCLEO-FI03RBBEEATF AR, BERBN, RE reature AT
_TCP HAL SIM800=n , Hwrappers.cX iRt E LI A THALRE,

int HAL AT CONN Close (int fd, int32 t remote port)
int HAL AT CONN Deinit (void)
int HAL AT CONN DomainToIp (char *domain, char ip[16])
int HAL AT CONN Init (void)
int HAL AT CONN Send(int fd, uint8 t *data, uint32 t len, char remote ip[16], i
nt32 t remote port, int32 t timeout)
int HAL AT CONN Start(at conn t *conn)
int32 t HAL AT Uart Deinit (uart dev t *uart)
int32 t HAL AT Uart Init (uart dev t *uart)
int32 t HAL AT Uart Recv(uart dev t *uart, void *data, uint32 t expect size, ui
nt32 t *recv_size, uint32 t timeout)
int32 t HAL AT Uart Send(uart dev t *uart, const void *data, uint32 t size, uin
t£32 t timeout)
int HAL GetDeviceName (char device name[IOTX DEVICE NAME LEN])
int HAL GetDeviceSecret (char device secret[IOTX DEVICE SECRET LEN])
int HAL GetFirmwareVersion (char *version)
int HAL GetProductKey (char product key[IOTX PRODUCT KEY LEN])
void *HAL Malloc(uint32 t size)
void HAL Free (void *ptr)
void *HAL MutexCreate (void)
void HAL MutexDestroy(void *mutex)
void HAL MutexLock (void *mutex)
void HAL MutexUnlock (void *mutex)
void *HAL SemaphoreCreate (void)
void HAL SemaphoreDestroy (void *sem)
void HAL SemaphorePost (void *sem)
int HAL SemaphoreWait (void *sem, uint32 t timeout ms)
int HAL ThreadCreate (void **thread handle,
void * (*work routine) (void *),
void *arg,
hal os thread param t *hal os thread param,
int *stack used)
void HAL SleepMs (uint32 t ms)
void HAL Printf (const char *fmt, ...)
int HAL Snprintf (char *str, const int len, const char *fmt, ...)
uint64 t HAL UptimeMs (void)

3. ¥BSDKESZE|IARTES,
MTEMRR,
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v

Ielerence lmg

X% API

= examples
| & & infra
| - mqrt
| & w1appars

B0t map

stm32f103_sim800icp

.
"a

. N
"app-

juarc_ring_buffer_t:

extern UART HandleTypeDef huartl;

statioc uint8_t g_

typedet
void

s/os/ubuntu/MAL_TICP linux.c

yWog2E™
E 2R
-201901 000

4. 1Bf7SDK, #ATMI,
BTG, R
Low Power Timer Stort
signal guality is
+050: 22,0
o

netmork registrotion is
SCREG: @,1

eheck
+CEATT: 1

Arrived:
Topic
Payload: hel

BRVEMLEEGE, EXYNEF TR

==
10N o

it B T E R,

'y port=[1883])

Z% > BERS P, hUEERELREEIZKNA

1.14. TBERGIRFEITCPEA L=

1.14.1. #R

ALBERFINBERVEMFESRENCGESIRERSDK, BLTRERAZMZH RET (MCU) BigE, B

MQTTIHSUE N2 ZMBRFE S,
BATGE
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BMCUSBERARE, M(USBERABBIATESHTERNERS. ABERAL, FROESRER
SDKSEIHL S ¥ Bx W & B IERFEE .

MQTT

ol

MCU+RTOS H{EEE

EFWREY

AR, EATWMTMCU, BEEAFRIRMNRGFLTE:

o MCUASTASI&EFHISTM32F103, HEFKRANUCLEO-FI103RB,

o BERANSMComaa (DNBELRELBRAE) £FHISIMB00C, HFRMRASIMBO0C mini V2.0,
o FAIIERNIAR Embedded Workbench for ARM,

FAIRE
Sl BARE
ERISE R R

FRIRE IR

1.14.2. BIE~ RfiRE

B, EPENESEHatIZraiRE, KERFIEDES (Productkey, DeviceNamefll
DeviceSecret) , RFIEBELSFEETREFHSDKD, JiRFBREEVMENELN, MEMTEERE
REEBERHTRESNRIE.

BRESPR
1. BRUBRATAEHA.
2. B,
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https://www.st.com/content/st_com/en/products/microcontrollers-microprocessors/stm32-32-bit-arm-cortex-mcus/stm32-mainstream-mcus/stm32f1-series/stm32f103/stm32f103rb.html
https://www.st.com/en/evaluation-tools/nucleo-f103rb.html
https://simcom.ee/modules/gsm-gprs/sim800c
https://item.taobao.com/item.htm?spm=a1z10.5-c.w4002-6466605198.37.1c5063caZLVeD3&id=552488996692
https://www.iar.com/iar-embedded-workbench/#!?architecture=Arm
https://help.aliyun.com/document_detail/146230.html#task-2339606
https://help.aliyun.com/document_detail/146228.html#task-2339610
https://help.aliyun.com/document_detail/146227.html#task-2357185
http://iot.console.aliyun.com/

MW E S

i LR TIE, HENMAEA), BESLAIFEANSEH S TE .

D EE  BEMRER2 (08) . %42 (ER) . £@ GRYI) HEFHE T AR EIR
5. Hftbithsl, BREUFE,

a (@ LESS & THs #52 (b)) v

MBS A

= BT 4
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el
PR [
et v
SERS
u FE &=
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® izTH
=

WaSE i\l kR SEA
TUREPIEEEEENE, EPaEEE, 550 oA BiE,

REMN]

i. E#EMSME, EFREEE > m.
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MENFES SEN RSN

i. &R, BHAES R, BEAFRER, RARREHIA.

-

* FrERsin
MCUF=SR
© BrEEEE

RERE @ SmuEE

= Fints

r

-
1)
HE
bk
m

=
&
A
N
i

L=

< gmEtEst

|CA FFEEEERES, (Alink JSON) '
* ERERRE
Sk Eik
~ g

* LAIERR

EEEE A

3. EFOIENSRTHRINREE,
i EEMSHE, ERREEE > RE.
i. FIRER, BERIMNRE, EEFEENTR, BAI&&DeviceName, AR,

PITER

RECEMNE, AREORMTHNIEE, REEEEN—REHRSFED, KNRELES., &t
PHERER, BERENNNES, #FAREFBEREERFILERES.

1.14.3. FEZF R A EARKIE

BMOUSBEEAFAREE, BEREFARKE, CIBZIEIB, SASDK, A SDKEE,
%%%I@\

AR ERTENMALRREENT,

o FA&#RNUCLEO-F103RB
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'HM'-!-\.OHI st 2nucie

SIMTREENT,

MNUCLEO-F103RE

33qERIREg5e4RERE

i

e SIM800C miniv2.0

esn.n_irﬂlﬂ‘i—- @m
JH-M5D .ﬂi

SIMREEMTBNT.

nn.qg.
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PWR TSI, ZRINA BT,
STA RS 5D
GND BB RIEM S| R .
RXD EWENOSIM,
TXD KXBOSIH,
EN EBR{ERES| R,
VIN 5~T8VEEJRHIAN .
EEE Y

BRI FAEAROBRNAZESEOEE, (FAATIEQRBE, NMTEFATR.
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0 — B AT
Yo ) - el =
- P
= - e <7k e e e .
S o S

BRALKKE

ARBIFFE TEARSTM32CubeMX, FREFBIESMSTM32Cube Ecosystem,
1. FTFFSTM32CubeMX, HiEFRIHEE.,

\

132 > MHRRA: 20220526


https://www.st.com/stm32cube

MBS & REIEK- EEEAN

AT
SIMBfﬁ File WWindows Help (s n [ » ] , »k "l

CubeMX
Existing Projects New Project Manage software installations
Open Existing Projects Check for STM32Cubehd
P arrel E‘f | need to :

CHECK FOR UPDATES

Install or remove embedd.

INSTALL / REMOVE

ACCESS TO BOARD SELECTOR

art o . for Industrial and loT applications

ACCESS TO CROSS SELECTOR

197
2. 1EBoard Selectordi, #ZNUCLEO-F103RB, F#H®HSTM32F103RBTX,
Wi Hew Project from a Board x|
Board Filters
[@ E, o Features Large Picture Docs & Resources Datasheet Buy Start Project
Ql Q
Part Mumber Search ~
ew multicore STM32MP1 Serie
Q [MUCLEO-F103RS ~ for Industrial and loT applications
Wendot >
Type ? &ys
STM32MP1
MCUMPU Series >
Other hd
Price =10.32
L
Oscillatar Freq. =0 (WHz) Boards List: 1 item ¢ Export
- Marksting Status Unit Price (US$) Mourted Devics
NUCLEO-F103RE Mucleobd Auctive 1032 ETM32F103RETx
Perigheral hd
@

3. BEA EAStart Project,
4. EAEMConnectivity 8, AEHEOUSART 1{EAMCUSHABENKO, HHTUTRS.
o ®EModeAAsynchronous,
o fEConfigurationt:, TRUTIRE.
m 7EGPIO Settings™, #IAPInAPA9FIPATO,
m 7ENVIC Settings™, ¥USART1 global interruptiZE SEnabled,
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USART1 Mode and Configuration

Mode Asynchronous

@ Pinout view System view

System Core

Hardware Flow Control (RS232) |Disable
Analog
Timers

Connestiity
‘
CAN

12C1
I12c2 =
@ sPi NVIC Interrupt Table  [Enable
SPI2 RT1 global interrupt 0 0

USART

USARTS
Use

Computing

Middleware

5. fEProject Managerm®E T, TR Projecti®E.
o Toolchain/IDEi&##AEWARM V8,
o Heap/Stacksize#zEZE#HTERE,

-
b |
L. |
b |
b |
e
-
b |
b |

STMIZF10IRETE

Project Settings
Project Name
T T

Project Location

C\Usersstemy ht\Desktop\Referencel
Application Structure

Basic [[] Do not generate the main()

Toolchain Folder Location
C\Users'sstgag hi\Desktop\Reference'stm321103_simB800tcp’

Code Generator

Teoichain / IDE
EWARM V&

Linker Settings
Minimum Heap Size 0x400

Minimum Stack Size  0x800

Mcu and Firmware Package
Mcu Reference
STM32F103RBTx

Firmware Package Name and Version
STM32Cube FW F1V1.7.0

Project Manager

6. BA FAGENERATE CODE, £{BIRE.

1.14.4. FRIZ&E R

fEAMCE S Link SOKISE R BABRANBERES,
BRELR

1. THCGESLink SDK 3.0.Tf,

134
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https://code.aliyun.com/linkkit/c-sdk/repository/archive.zip?ref=v3.0.1
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2. NTHEPIRESDKRE ., AXLALNUXRFRZENH,
i. iB8fTmake menuconfig,
ii. ¥EBPATM Configurations, BE&Select,

i. ¥%$PAT HAL Configurations, ##ESelect,

> MHRRA: 20220526 135



RESLE- ZEEA MW E S

v. EEEMTINE,

FEATURE_PLATFORM HAS STDINT=y
FEATURE INFRA STRING=y
FEATURE_INFRA NET=y
FEATURE INFRA LIST=y

FEATURE INFRA LOG=y

FEATURE INFRA LOG ALL MUTED=y
FEATURE INFRA LOG MUTE FLil=y
FEATURE INFRA LOG MUTE DBG=y
FEATURE INFRA LOG MUTE INF=y
FEATURE INFRA LOG MUTE WRN=y
FEATURE INFRA LOG MUTE ERR=y
FEATURE_INFRA LOG MUTE CRT=y
FEATURE INFRA TIMER=y
FEATURE INFRA SHA256=y
FEATURE INFRA REPORT=y
FEATURE INFRA COMPAT=y
FEATURE DEV_SIGN=y
FEATURE MQTT COMM ENABLED=y
FEATURE MQTT DEFAULT IMPL=y
FEATURE MQTT DIRECT=y
FEATURE_DEVICE MODEL CLASSIC=y
FEATURE ATM ENABLED=y
FEATURE AT TCP ENABLED=y
FEATURE AT PARSER ENABLED=y
FEATURE AT TCP HAL SIM800=y
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v. BEBERMGE, 1&f7./extract.shi2B{LHE,

hubenglrlEebYLHT : ~/c-sdk$ ./extract.sh
. Download request sent, waiting respond ...
. Respond generating, wait longer
. Retried 1/20
% Total % Received % Xferd Average Speed Time Time Time
Dload Upload Total Spent Left

100 107k 100 107k 0 0 408k [ e e L e

Please pick up extracted source files in [/diskl/huteng/c-sdk/output]

Current
Speed
408k

ERNKBATF output /engB & .

[f =S v 1 304087 : ~/c-sdk/output/eng$ 1s
atm dev_sign infra mgtt sdk include.h wrappers

Ho, EFEARMHIEINRBUTE,

B& RBAS

atm ATIES R IER
dev_sign RESMINEELR
infra M ERSEIRAE IR
mqtt MQT T My AR R

wrappers HALRS AR 51

3. EwrappersBERT, WEXMH wrappers.c, iz EAHE T I THALR 2,

int32_t HAL AT Uart Deinit (uart dev_t *uart)

int32 t HAL AT Uart Init (uart dev_t *uart)

int32_t HAL AT Uart Recv(uart dev t *uart, void *data, uint32 t expect size,
uint32 t *recv _size, uint32 t timeout)

int32 t HAL AT Uart Send(uart dev t *uart, const void *data, uint32 t size,
uint32 t timeout)

int HAL GetFirmwareVersion (char *version)

int HAL GetDeviceName (char device name[IOTX DEVICE NAME LEN])

int HAL GetDeviceSecret (char device secret[IOTX DEVICE SECRET LEN])

int HAL GetProductKey (char product key[IOTX PRODUCT KEY LEN])

void *HAL Malloc (uint32 t size)

void HAL Free (void *ptr)

void *HAL MutexCreate (void)

void HAL MutexDestroy(void *mutex)

void HAL MutexLock (void *mutex)

void HAL MutexUnlock (void *mutex)

void HAL Printf (const char *fmt, ...)

void HAL SleepMs (uint32 t ms)

int HAL Snprintf (char *str, const int len, const char *fmt, ...)

uint64 t HAL UptimeMs (void)

T & wrappers.cX 1S Demo,
ERBDemoth, BRIRRIEBEENEMNERIIBER.,
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RESLE- ZEEA XN E S

#* NOTE:
¥

= HAL_TCP_xxx API reference implementation: wrappers/os/ubuntu/HAL_TCP_linux. c
*

*f

Binclude <stdlib.h>
Hinclude <string. h>»
Binclude <stdarg. h>
Binclude “stm32flxx_hal.h”
Winclude "infra_types.h”
Binclude “infra_defs. h”
Binclude “wrappers_defs.h”
Hinclude "at_wrapper.h”

b define EXANPLE_PRODUCT_KEY " al [ gekirk I

Fdefine EXANPLE_PRODUCT _SECRET "4RAEFE TNz 2E”

Edefine EXANPLE_DEVICE_NAME “example”

b define EXANPLE DEVICE_SECRET "NRO ) ¥SeS 1 452 [P ed g ] | w0005

Fdefine EXANPLE_FIENWARE_VERSION “app-1. 0. 0-20190118. 1000
Wdefine RING_BUFFER_SIZE (128)
typedef struct

uint®_t data[RING_BUFFER_SIZE]:

uintlé_t tail;

uintl6_t head;
luart_ring_buffer_t;

@ 3B MREESEANEMEA, WEE reaTurRE AT TCP HAL SIMS00-n , BESLHIAIHAL
REHIRMT PR

int HAL AT CONN Close (int fd, int32 t remote port)

int HAL AT CONN Deinit (void)

int HAL AT CONN DomainToIp (char *domain, char ip[16])

int HAL AT CONN Init (void)

int HAL AT CONN Send(int fd, uint8 t *data, uint32 t len, char remote ip[16], int32
_t remote port, int32 t timeout)

int HAL AT CONN Start (at conn t *conn)

int32 t HAL AT Uart Deinit (uart dev t *uart)

int32 t HAL AT Uart Init (uart dev t *uart)

int32 t HAL AT Uart Recv(uart dev t *uart, void *data, uint32 t expect size, uint32
_t *recv size, uint32 t timeout)

int32 t HAL AT Uart Send(uart dev t *uart, const void *data, uint32 t size, uint32
t timeout)

int HAL GetDeviceName (char device name[IOTX DEVICE NAME LEN + 1])

int HAL GetDeviceSecret (char device secret[IOTX DEVICE SECRET LEN + 1])

int HAL GetFirmwareVersion (char *version)

int HAL GetProductKey (char product key[IOTX PRODUCT KEY LEN + 1])

void *HAL Malloc (uint32 t size)

void HAL Free (void *ptr)

void *HAL MutexCreate (void)

void HAL MutexDestroy(void *mutex)

void HAL MutexLock (void *mutex)

void HAL MutexUnlock (void *mutex)

void HAL Printf(const char *fmt, ...)

void HAL SleepMs (uint32 t ms)

int HAL Snprintf (char *str, const int len, const char *fmt, ...)

uint64 t HAL UptimeMs (void)

4. ¥SDKESEIARTRED,
MTERR.
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=l @ stm321103_simB00tcp - stm321103_simB00tcp v

XX API reference lmplementation: w.

s/08/ubuntu/HAL _ICP_linux.o

= examples

| & & infra

| - mqrt

| & w1appars .

L5 & ouput

juarc_ring_buffer_t:

extern UART HandleTypeDef huaztl;

#d & MEM DE|
typedef struct {
void

[ stms2f103_sim3001cp <
5. IZF7SDK, HATIE,
BITRME, WERAMBENTERR,

Low Power Timer Stort
signal guality is
+050: 22,0

o
netmork registrotion is

+(REG: @,1

eheck
+CEATT: 1

'y port=[1883])

Arrived:
Topic
Payload: hel

BRVBMTEEIE, AN THEREYE > AERS P, LUEFRE LREEZZKOE

—-+=
10N o

1.15. LORaAIZFENIERES
1.15.1. #R

REBRGINEBLORAIRFEANMEN T A NRIERE.

Ehin =

BMIEFARRNEERNRERT, ERREEZNRRNAENRTS, B BESTX R Mm%
FMNAESHIFEREEE,
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FREINEEEREMEGLRP, BNREERRRE, EHALREERAK, BERAMEXRENERE. 8
E. Z8MBRE. ERENY . BB, XRRBE. PMSFHIRER. LORAKFEERBREEANYENTE
8, BRRHELRYERFEE, RF, BEoERYEMEE M SIZHIRRENE, KiRE LROR
BHEREEEMAERRS D, UHZHNAER.

0]

ETLoRaB AN AN ME R BAZRME N T

t////,/’ LoRaEtih UnkVW&N BjﬁﬂzﬂoT

SIBY Y

IHLoORAREFENMEME S, TRMUTERE:

1. EYBEMEERTE L, TELoRaX, EEVBEMAEHIMERS.
2. EYBERMES £, EHRAEE L0RaEE,

3. REBANYBENES.

1.15.2. BE&ELoRaMx

fEFLORAIREZHT, REMHNKZEEF S LA ELoRANX, EEMEXMATHENMERS.

IE 35
T LY X AN AR R BT,
TS EiE g Link WANIAER =& (W ELink WANZR4R) |, TliflabA @ :
o [ EYIEXK
o [EZIOTTEHIE
BRELR
1. BRMBEMEZEREEEFSE,

2. AR,

i EEMEME, EEMNEEE > WXEE,
i. EMXERRAMXFIRAET, BHERMMX,
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YIEXF &

i. EABHMEEREENNERSR, BEHHIA,
PIN Codefl#iER 58, EELHMXIEENRS LEE,

) 3 B GWEUI,

fli s

BEER
it E3T
s I LoRa® % T
ke = PN Code:
0
ARFE BEE
BauE 2RI
WiEEHe Gw
A il
o
prom— CN4TO B8
*1“*‘ IEFE LoRamE L]
fird yif- )
BT / M W IR
S i PIN Code
BT RN L e Gw EUI
3. RMAREIE,
i. EEMSHE, EEANMFE,
i. EAMABER, BEERMEAEIE.
i. BAEIER, B2EHHIA,
in% AT X
N
ZEJoinEU
JoinEUI
da
* EiFEFr
T ELoRaF
CN4T0 R8T
* Class
A
* H:'_L‘,IE"..:I'f
1s
= JRT

4. BREIE,

i AAMFER, HBRSZNEIE, BERIENNMOEIERN.
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i. WEFNLEBECS, BEHIN.

EEER X

O Fi) SR TSN, BlsEE | ETEEL S R TR SRR
E . IFEEEETIS .,

* LA
® BsEC e

BAMEIEREREBEC (HFERNOERKS) 5, EoERR—KSERMEMES, CIEER
ZAEIE A LoRaF T AR .

REZR
EMANE B LoRaIR %

1.15.3. MM E ELoRAIRH

EEELoRaMXfE, BHEELIZLORFTMMIRE, EXWEE, KEMIRZLORAREFNLIBHENHA.

BB mMiRE

MW &M LoRaF BANIRE.

1. BRUBENESEHE.

2. ELPIERTE, HEIMASZA, BEHEDOENLHIFERE.

D EE BERER2 (B%) . %42 (kR) . £/ GRYI) HEFFE T o ARSE6IR
%, Hfptthis, BHREMPE,
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MEBEMNFE BESR-EEEA
a CREE | aIrs 40 ws -
YIRS fr |l ide=nd ] ” =T b 4
3
ST ES
FrERsotE [0
SERER w
BERS
u. AE E=
ani- e | T
® iziTh
i
- 2
WLV SE ()
PV RSFIIEEEFEANEE, EiFaEuERs, 5o SLA &E,
HEM]
3. EEMEMmE, EFRTEE > &M,

4. EFmm, BR6IERF &, fIE—MEMA R ALoRaWANBI = M@,

FaER
24
AR
=R

PRxy

EM

AREIE

#iER

HEA

BEXF@mER.

EEEEXRE.

BEEERE.

%E##LoRaWAN,

@ 38 ERUBEMTHLORAWANKT R, BREIAER, B

XM RinREENEEEFS.

EREEMRKMEFEAPEIZHERNHIAMEIE,

EEAEE/IAENX.

5. EEMSHE, EFREEHR > ®REF.
6. AIRER, RHERMIRE, ERCIZN~RTHRMEE.
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@ B3 iRZHYDeVEURIPIN Code, BEEHNRENES LEE,

EXMER
ARG, BEXUTEE: BE. BE. ZENBRE. ELENY. BB, HRRENPM2S5,

1. EYMENEEEF SN THEMNSME, ERETER > @,

2. EF @R, KEZHCIENLORIT R, BENNNES.

3. AFMIEBRNMEENRET, ERREBER > AINMBEXIREE.

4. BEVANMTEFNEN. FIRRE, BEkm L%, KOMER,
WMEEER AT (SRS FRT iEsR HIEEY
it ax (B=v temperature float (EAFAET T HR{E/EE: -20 ~ 70
it nE humidity inta2 (B AREEA: 0 - 100
Eit —afke (BEY co2 int32 (BEENAY HREEE: 0 ~ 10000
it watany (E=x voc float (EAFAET T HR{E/SE: 0~ 1000
Bt s heho float (£45E7.57) BR{ESE: 0~ 5
Ett pmzs (EmEy pm2s int32 (BEyA) EUEEA: 0 ~ 10000
it IR lightLux float (S4BT AR BUEEA: 0~ 10000

SRR

AR thLloRalRE LIRMIHIER Z IR, B‘JE—Z%H*IMZF“E’]ﬁ/&%ﬂ%’f“‘tﬂjAlinkJSON*‘z‘t N3
BRERTHFBIBEETUSLAIE, i, MENESRESEFTNE, BoUKEREHIERINYE
B, REREETHNE, RXEMENFES, BTRITHE,

1. EYMBENFEEEH XM L, LoRaFFRINF”RIFER, ERHEHBTRE,

2. EHIEBFTRET, BEHAES, RAEERERNATNEANED, BABERTEA.,
HEBFTHAREIES, BIHEL0RaWANIZ &= LUIERT,
RRBIEIRBTH AT :

var PROPERTY REPORT METHOD = 'thing.event.property.post';

/*
5 EdE
NS
AA1FC800003710FF000503690B0018013500FFFFFFFFFFFFFFFFFFFFFFFFFEF6C
RHZER
{
"method": "thing.event.property.post",
"id": 1526870753,
"params": {
"temperature": 10,
"humidity": 88
3o
"version": "1.0"
}
*/
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YIEXF &

// BT8R, BEXZT#HEIFEALink JSONAET.
function rawDataToProtocol (bytes) {
var uint8Array = new Uint8Array (bytes.length);
for (var i = 0; i < bytes.length; i++) {
uint8Array[i] = bytes[i] & O0xff;

var dataView = new DataView (uint8Array.buffer, 0);
var jsonMap = new Object();

/ /B4 ERmethod,

jsonMap|[ 'method'] = PROPERTY REPORT METHOD;

/ /N RRES S B E F o

jsonMap|['version'] = '1.0';

/ /FRRIZRIER IDE,

jsonMap['id'] = new Date () .getTime () ;

var params = {};

//12« 133N GmiEMERPM2. 50

params|['pm25'] = (dataView.getUint8 (13)*256+dataView.getUint8(12));

//14 153~ mBME A temperature,

params [ 'temperature'] = (dataView.getUint8(15)*256+dataView.getUint8 (14))/10;

//16¢ 1TRM =GB MR hunidity.

params|['humidity'] = (dataView.getUint8(17)*256+dataView.getUint8(16));

//18v 193N =B R o2,

params['co2'] = (dataView.getUint8 (19)*256+datavView.getUint8(18))

//22¢ 233FRIF B MR BB hcho.

params['hcho'] = (dataView.getUint8 (23)*256+dataView.getUint8(22))/100;

//26+ 2TR NP REEFEREE N voc,

//params['voc'] = (dataView.getUint8 (27)*256+dataView.getUint8 (26))/100;

//28. 293N mmEMEARFEHR1ightLux,

params|['lightLux'] = (dataView.getUint8 (29)*256+dataView.getUint8(28));

jsonMap|['params'] = params;
return jsonMap;
}
//FITH<, Alink JSONMRTUMIEBL SRS — A o
function protocolToRawData (json) {
var payloadArray = [];
// IBHNLoRa FATMISLER,
payloadArray = payloadArray.concat (0x5d) ;
payloadArray = payloadArray.concat (0x0a);//I ieEEdEixC,
payloadArray = payloadArray.concat (0x00) ;
// BILoraERE.

return payloadArray;

3. MM,
I GEERMRENIRE LIREUE.

i. EEPBATHEAED, MA—MELEIE, FlW: Aa1FC800003710FF000503690B0018013500

FFFFFFFFFFFFFFFFFFFFFFFFEFFOC o
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ii. BERTT,
BTG, STEEBTEREBIUTRITG

{
"method": "thing.event.property.post",

"id": 1577359668030,

"params": {
"hcho": 655.35,
"pm25": 11,

"lightLux": 65535,
"co2": 65535,
"temperature": 28,
"humidity": 53

by

"version": "1.0"

}

4. WINNARBERBITEIES, RERR, BHARRIVEREERSR,

@ e YBERNEATERRSRRSHMA, RECIRRNMAR L S8R RBTEE.

RS R
REEAMBEATA

1.15.4. XFEEANYEMNES

LoRaIR &iE 1 LoORaM XK IENMEXME &, H LRIFEHIE.

LoRaig& L%
1. ¥loRAREZES, REBIEMALORIMXEAMERMFEA,
2. BRUEMTAEHE, ENNNSIAT, SRREEE > BRE.

EREIETEERERS. THNREETAEL, WETRLORIRECEAYEMTS.
BREBENYBNTEAE, EIRERVER HRFELIE. MERTARBGEXNSIERTHAR TR
iR, $GIRE HIRM T EISURMAT A AlNK JSONKE 2,

FEERE LIRVKEHIE

RELRAEHE, FELIERFTMANRNBITEES, AXEESRTENBENIESEH G L, BEUHE
EHAEEERE LIRNESE.

1. BRVBEMTEEETE, EMNNEFT, ERREERE > RE, RHREYTENES.
2. EREFFER, ERPRBEHE > SRS, EFRELROBELUE.

RERTTAEY B ME S EEEEMN S ZHIRREMN, BRELBRNVEIEREIEM R RS PHITEE
MU ELE, BEEHIEREANEE R, B2 ESEREN,

1.16. HEXTopicigFHNF L
1.16.1. #ER
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AEZBRROINBEET ORY) MBERAFALURSEH PREFLNRIERE.
BRIESR

1.
2.

6.

oW iRsEg: EYEMESBIAWIRSES, AFiRSEANVSSE,

tlEainesE: EYRNEEEH GRS, RBUKEFIEBER (Productkey. DeviceName
FDeviceSecret)

L BEENA LR FRBURSIEH (ProductKey. DeviceNameF]DeviceSecret) 5, Bloli@dMQT T

BORIREFEANEI A SEH,

CUssER R s s RN SIBHUIRRENE, BEREARIEEA.
CEEETREEEE . REERVENELSE, JEERLREVENES, 4 LOKETER

AMQPEIE R ELIARSE S,
miETEES: ARYMBENTES=IHAP, MRETAIES,

1.16.2. gl &N iR SCHI

MM E TR MLEWRSES, BT RERAMISZERE,

1.
2.
3.

ERVEMESESS.

ALHMETENBEEWIRES KA, BEMELA,
FELFIMESETE, RFENWSZHERIEFIOANE, HTHBE.
AEGEFIE NERT GRYI) |, XEARME, HSHEEX.

SEBIMEELTSE, RREBRINDE—DEGZIR, Z0]ATESEFIHE 5 T B3 By SER), B ESEBI#ASE
PIFRBR, EFEINLMNMESH, MOTTIREEANER, AMOPRSHITHER, ZHAPHERER

&
~Fo

EZ2ER, BElssLnLiEt A,
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EEER -

EEEST

USEIE 2021/06/22 240000

Q wEEs TREZ

EEER. fl. FESSHTE, 2SR SEANEEE
B FRES FEREonEAR SIS T A TR,

RS 3

RESR
R BAIR &

1.16.3. I mMigH

@ =piasn

BRI 5

FI0.05 % (XFIEN 10000)

@ zmEstT

HMRETERERR 211

L]
[

BA8276% (2£7604)

BESFERSABEE 0 % (3 1068)

HE

10000

FE

760

(O] =2
/-\ Bnezenn
§ 185725 K
SRR
—
Y
L{TEF ELENEE * SRR 0
BRE o
0
@ 102 aE=siiEES HE &) Lk WAN B =5
Link WAN 5
LicenseRE 0
REHEH (SH)
0
AR 0% (27 ALicense 1000 1)
FREE X
AMEEHET S (Endpoint)
mart CoAP HTTP AMQP Z=i% API =12 D?
MOTT EERA
iot-c Juncs.com =3
EEP: FEE 0 BE
VPC REEHT R (Endpoint)
[einy AMQP =i AP
MQTT EEEA
fot-cn alyuncs.com =5

ERAVBEMEENE—SRERREE RN AIEE, KREUREIES (ProductKey, DeviceName#(]
DeviceSecret)

BHESR

1

2
3.
4. EFEFmIE, FRUTEERER, BE#HIA.

. BRVBENELES S,
C ELHIME R, REERNEWARSES, BHLFHAIEIFER,

EEMSME, BFREER >~ m, RHeIE~m.
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MRS RAESEE- REEA

" FERER
HEEEIEEREE
T RTERE

mERE O SEWEE

ot msos N mirios B2 mxes
ERMSHIE
<R

Wi-Fi o
< grEEs

ICA FRESEERET (Alink JSON) hd
- grErERE
@ Brk =2
~ 5
AEST

aETa v
el AR
@B WMAREZRIEIRSE.
FrBmzE EEEEXmE,
TTRER EEREERE.
ER 5T HESEWI-Fi,
HIEER EFICARRESERE R (Alink JSON)
e HEEBRE.
INER T EFREER.

5. EFMIIED, BEFMRER, HAFRIERR, BHETopickIEXRE, EAENXTopicAELE
AT &EE8Topic,

WTEER, EXTopicd, BMERE, ESLEE X Topic,
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<—quL '-FA ElFz

e 0 EEEE - N
FRER | TopicXRE | MREEY | BOREMN | BSEIE eEis
ERtES Topic | YMEELE(S Topic
EE Topic SR =t -1
57/SidevicsNsme)fuser/confia iTE LIFEEEETS =E B
7/5{deviceName)/user/avent/post e SESEEE =5 WE
e T SideviceName) user/dats/post e SR HE s BE

6. EFFmAIRD, BEFREBWR, HAFGRFERR, AFmENXIIEE.

ARflh, FAREEHERRTREN—MEERM (Humidity) . —MNEERBM (Temperature)
M—NEREREM (Speed) .

L EEmEBR, REMEEN > REER > FMEEXNEE,
i. ERMBEXEEEED, EEHEXBNEM, RMMEREM.
BB, BB FRELDER,

= o ] B &t
=3 Spesd double (RAANEAEY) EREEE: 0 -~ 10000 =z
= Humidity double (UEETSEY) BEEE: 0~ 100 ==
=3 Temperature double (HEEESE) BiEEE: 60~ 20 ==

7. BEENSAREZ, REEHE > /T,

8. MIRFIERLA, EBFERAHERHIERE, BHAMEE, ERLEET, AANRRER, BTH
N BIB—DEIIEE (Hli0tracker0001) .
BIREME, BEE t2esE,

« tracker0001 ===

] ReEmEss 55 DeviceSeaet 55

¥

REER Topic JIEE VSRS REFT HEE BEERS RS S8

il
Al
i
]
i
i
i
m
i
i
i
=
i
bz
#
¥

BE DeviceName tracker0001 =8 A EEEE

=5 -1
a7 020/12/05 1352 S
E s FuE SEER s AEFBET.LR B

9. RFBRBIEMIE, BEMREETHRGFIUEBNEE, BuIIEE. EFRFIEBER. RELEPHIE
#ZHProductkKey. DeviceName#1DeviceSecret?H5, RREFSYEMNFSBHTEESNEZSMIAIL,
BIVERERE,

24 88

ProductKey REFEFmEIProductkey, BI¥MIEBEMEE AT @mMA N 2B E—FRRFT,
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MENFES RESLE- ZEEA

2% A
DeviceName REEERRBE—HRRSF, DeviceName5i8&EMEEREIProductkeyES, 1
ARERIR, ARSYERESHTERANENBE,
DeviceSecret MEBNTEERREMRNREEH, BFIMEME, F5DeviceName I {EM.
BREFLR
REEAN LIREE

1.16.4. IEFEANM _LIREIE

REUEEIEPR (ProductKey, DeviceName#lDeviceSecret) f&, BIali@idMQT TR EENE] L ST
B,

BRELR

1. EWindowsE A LinuxZ& % T 2225 Node js, A LAWIndows 10 (644 ) RFEAFI, THZRESR
node-v14.15.1-x64.msi,

2. EAMITENBIZE—NavaScript 34 (flfNiot_devicejs) , ARFMNode. jsiRfEIHEE,
Node js/rBICEB N T AT/ :
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const mgtt = require('aliyun-iot-mgtt');
// 1. BRESHER
var options = {
productKey: "gO0d***",
deviceName: "tracker0001",
deviceSecret: "o6b9fb***",
host: "iothub-unit-***.mgtt.iothub.aliyuncs.com"
}i
// 2. BBIERE
const client = mgtt.getAliyunIotMgttClient (options) ;
// 3. BRTIHES
client.subscribe (' /${options.productKey}/${options.deviceName}/user/config")
client.on ('message', function (topic, message) {
console.log ("topic " + topic)
console.log("message " + message)
b
setInterval (function () {
// 4. EIRFERREE
client.publish (" /sys/${options.productKey}/${options.deviceName}/thing/event/proper
ty/post’, getPostData(), { gos: 0 });
}, 5 * 1000);
function getPostData () {
const payloadJdson = {
id: Date.now (),
version: "1.0",
params: {
Temperature: Math.floor ((Math.random() * 20) + 10),
Humidity: Math.floor ((Math.random() * 20) + 10),
Speed: Math.floor ((Math.random() * 20) + 30)
}y
method: "thing.event.property.post"
}
console.log ("payloaddson " + JSON.stringify (payloadJdson))
return JSON.stringify (payloaddson) ;

2% g2

productKey

deviceName REFIER, UBERVEWFEEGE, EXYMIHNREH#E TUREL,
deviceSecret

MOTT A, ITEVIE: T 4 ) & 5 BB T a0SC B i B
host BUKIBIE, BEMEE Dl s,

3. THCMDEO, #A cd W& Fliot device sHFRERRIR, HEZBRATER mon HLTHREES
OTEIMQTTE, THEHMQTTEX M4 FTEFATR.

npm install aliyun-iot-mgtt -S
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MERMIES RAELE- REIEA
node_modules 2020/11/17 15:05 =
iot_device 2020/11/18 15:15 JavaScript 2045 2 KB
| | package-lockjson 2020/11/17 15:05 JSON T4 26 KB

4. MQTTETHRTEME, ACMDEOBWAM TGRS, BT

ot_devicejsftt3, BEIgE.

node iot device.js
BREMTER, BRREEAMYN, FLLREE.

payloaddson {"id":161848***,6 "yersion":"1.0", "params": {"temperature”:16,"humidity":21},"
method" :"thing.event.property.post"}

topic /sys/gl8l***/Devicel/thing/event/property/post reply

message {"code":200,"data":{},"id":"16184848***",K "message":"success", "method":"thing.ev

ent.property.post","version":"1.0"}

5. iot_device jsftiBIEITRINE
M LERBIBME,

« tracker0001 ==

e =
SHEE =

FI= SR

BEER Topic ZIF BEHT MHEE BERS
e s

EEANEEEHREAT Q

B == EE

2 2 % 3 6 m/s

6. EEMEME=, RERITES > AERS, BARRIE

BREE, B8Rl zkzTAE.

BEES

FE: sssmesmE v

E= o r=ho BEFEE BEsthE

tracker001 QO EEATack qQ s
- ==

2/08 20:31:12487

2/0:

18 2031:12.480

i}
ol

2020/12/08 2031:07.559

RES R
WS IR T R A

1.16.5. WEHIEBRETH

IS

, RERSERANEL, EREFER

TELERL

tracker0001

tracker0001

tracker0001

mITFEERA, ARERREFENUSEHE. EAZFTRRENEE, BIEETopichiIHE

, IEFYRB RIS E &

SE

=EIE =g sEmE
26°c
ZfTASERE, EFERELRYVENES.

I%\ \;ﬁ ig

EAMQPRR S imiTFHZR A, BN = im N A o @i i ITE 2R A IREUE R .

EERS miTE RS
1. BRUBENTLEHA,
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2. ELBIME R, KEXSNAIRIWARSLH), BEHSLHIHANSLHFEDR,

3. EEMSHE, EFMANSIE > RSHITHE, BHHERANERE.

4. BhROIBERA.

5. HERIEEBEANEED, MALLZ (fl: LHEMERSE LREIE) , BEHEIA.
BESSIRITIR

RE R AN

. BRUBERTAEHNE,

2. HENRNEUSAS, EEMSHE, EFANIIE > ZFRRE.
3. ARFRAKTE, BHENEAN.

—_

D k& HYFHRESRFIRNEE, £eEa AKE IR, HABFHERET, BRI
M,

4. HESHE, BE#IA.
REGMNZIRAERBIBREZWSZECS, HI|HXASON, HthBSHEEN, BESER, HEAE
BHIEREAN,

5 MWEEKINGE, BEMEMUEHNES, RERREIHBEREANR, EFERELEHREEN
SQL, REHER LB,

« FREEEREEIILSSECS

HEEtEst JSON
SMEEE

AMEERER):

SELECT timestamp('yyyy-MM-dd HH:mm:ss') as timestamp,deviceName() as deviceName, Temperature, Humidity,Speed FROM "/g "/+/user/data/post”

ERIAMOPRERINERE: ~HEEESkRE LRE
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MM E S RESLE- ZEEA

. BEHSSQL, EREIHEED, MASELECTHZE, HEFAENXNTopic, BHMIA,
WTFR, BEERELFEERESSQL, ARFIZESQUEGINT:

SELECT timestamp ('yyyy-MM-dd HH:mm:ss') as timestamp,deviceName () as deviceName, T
emperature, Humidity,Speed FROM "/YourProductKey/+/user/data/post"

SQUEB 3%, iE8MsoLExt MmEslE,

/5 saL X

ANZEER: EHhiEh

SELECT timestamp('yyyy-MM-dd HH:mm:ss') as timestamp,devi

ceMame() as deviceName, Temperature, Humidity, Spee

d
FROM “/g 37/ +/user/data/post”
WHERE
* FE

timestamp('yyyy-MM-dd HH:mm:ss') as timestamp, deviceName() as dev

® Topic
=EM b
ISHHEEIERE v
ZEEE (+) hd
user/data/post b
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RESLE- ZEEA MW E S

i. BEERBIE—EHNRNEE, REMERABNBACURNEREA (RzmERS LR
#) . BRRIE, B2 AR L2 FEG,
2 INERAE X
0 EEET, ERESNANTTRINSSERSIERAN, MEA
_“AHF1E 36, 10 BT 3 MER (BRSNS | 3
BRSNS LEER
m;@aéajﬁrﬁxmﬁﬁ AL FEE R, B
HELEBTEREMREINTTTRT, SREEEAREANER
SIRTER.
PRI

EFREIAMOPERERITEESRE W

EEE:

IEEEIEREE HRIE hd
BlEEEE

Tag

=t TN |

6. BERFRAKR, LEMUNMNENEA, BHAN,
RESR

RBIHITIRIEEER

1.16.6. RSB iwITAIZEEE

REERVENTESE, #REELLREVENFTEG, 8 LAHIETLLUEZTAMOPEEREZENRS
B ANABNBBEREAMOPIRSGSHITE], LMW RS [RBIHEANAMOPEFin, EHUUSHIZHIE R
%L?E&?}EE’]EEUIL*EO

BEEAMQPRRFim 1T I

1. BRYBERMESEF A,

2. LI TE, WEIMAEA, BEIHENTHFEERE.

D EE BERER2 (B%) . £d2 (bR) . £m1 GRYI) HEFHE T o ARSSEIR
5. Hftithisl, BHREMPE,
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MRS RAESEE- REEA

a CREE & Irs 2= ws v

PERATE DAV BT ¢
3

BT

PR
o h

ISR

m 7E ==

;
i
=

o B

MR RR ST
BRSPS, EFNCERE, E50 SLA 8.

3. AEMSHE, EEMANSIZE > RSHITHE.
4. ERSHITAR, BEEIEITH.
5. FERIZITRAXENED, STHECE, REHIA.,

24 A
Jadr ERSHEHERSS.
LESA EEAAMQP,

SEEFERERAMNFEATANREERA, MEEREA (FlU: LESHERSE

-
et HIRHIE) . EBAREXY, BERE A,
ek B BERETHNNEALD, ARASERE CREE.

Java SDK#EARHI
1. $TFFIntellj IDEA, S A\ Demofl 974 T amgp-demo,

2. EIRPHpomxm3Ed, HMMavenik®i, #A/58 HLoad Maven ChangesBEl#R, ERKIRE T
#H,

> MA4RRA: 20220526 157


https://help.aliyun.com/document_detail/149716.html#task-2384141

e

SR E

N

XN E S

3. &R Amgp\src\main\java T, tliZJavaz (HlaAmgpjavaClientDemo) , ¥

<!-— amgp 1.0 gpid client -->

<dependency>

<groupld>org.apache.qgpid</groupId>
<artifactId>gpid-jms—-client</artifactId>

<version>0.47.0</version>

</dependency>
<!-- util for base64-->

<dependency>

<groupId>commons-codec</groupld>
<artifactId>commons-codec</artifactId>

<version>1.10</version>

</dependency>

<dependency>

<groupld>org.slf4j</groupId>
<artifactId>slf4j-simple</artifactId>
<version>1.7.25</version>

<scope>compile</scope>

</dependency>

AmgpJavaClientDemo javaX RIS EB AU TRE,
UTRBREI T REOSHRE, 52 RAVOPE P isiENRE,

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

public

java.net.URI;

java.util.Hashtable;

java.util.concurrent.ExecutorService;

java.util.concurrent.LinkedBlockingQueue;

java.util.concurrent.ThreadPoolExecutor;

java.util.concurrent.TimeUnit;

javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.jms.Connection;

javax.jms.ConnectionFactory;

javax.jms.Destination;

javax.jms.Message;

javax.jms.MessageConsumer;

javax.jms.MessagelListener;

javax.jms.MessageProducer;

javax.jms.Session;

javax.naming.Context;

javax.naming.InitialContext;

org

org.
org.
org.

org.

org

.apache.commons.codec.binary.Base64;

apache.gpid. jms.JmsConnection;

apache.gpid. jms.JmsConnectionListener;
apache.gpid. jms.message.JmsInboundMessageDispatch;
slf4j.Logger;

.slf4]j.LoggerFactory;

class AmgpJdavaClientDemo {

private final static Logger logger = LoggerFactory.getLogger (AmgpJavaClientDemo.cla

ss) ;

/A SSRIBR B IEH, SIBMSHALREENISHRRR, HECHITUARMSTSAHLEZWE

HIH R

private final static ExecutorService executorService = new ThreadPoolExecutor (

Riintima aatRimtime () availahlePraceacanral)
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YIEXF &

AAAAAAAAAAA s G ] e Y S ek U\ g
Runtime.getRuntime () .availableProcessors() * 2, 60, TimeUnit.SECONDS,
new LinkedBlockingQueue<>(50000)) ;

public static void main(String[] args) throws Exception {

OO) "

//BEHER, S RAMOPE F inHE N i BASAY,
String accessKey = "${YourAccessKey}";
String accessSecret = "${YourAccessSecret}";
String consumerGroupld = "${YourConsumerGroupId}";
//iotInstanceId: SEffl1D,
String iotInstanceId = "${YourIotInstanceId}";
long timeStamp = System.currentTimeMillis();
/ /&R % EFhmacnd5. hmacshalMlhmacsha256o
String signMethod = "hmacshal";
/ /ER B RS HIT I EBARENE PR ID—IZR ERclient IdE#,
//BNERMEuUID. Mackilt, TPEM—ARIRFEF AclientId. BFEXFIRFNFEMNEF ik,
String clientId = "${YourClientId}";
//userNamefl3E757%, 155 WAMOPE FiniE Nif B 1,
String userName = clientId + "|authMode=aksign"
+ ",signMethod=" + signMethod

+ ", timestamp=" + timeStamp
+ ",authId=" + accessKey
+ ",iotInstancelId=" + iotInstanceld
+ ",consumerGroupld=" + consumerGroupld
+
//HEER, passworddERFiE, 1BEMAMOpPE P iniE NN,
String signContent = "authId=" + accessKey + "&timestamp=" + timeStamp;

String password = doSign (signContent,accessSecret, signMethod) ;
//BNEE, 155 R AMOPE ki N i BA A,

String connectionUrl = "failover: (amgps://${YourHost}:5671?amgp.idleTimeout=800

+ "?failover.reconnectDelay=30";
Hashtable<String, String> hashtable = new Hashtable<>();
hashtable.put ("connectionfactory.SBCF", connectionUrl) ;
hashtable.put ("queue.QUEUE", "default");
hashtable.put (Context.INITIAL CONTEXT FACTORY, "org.apache.gpid.jms.jndi.JmsIni

tialContextFactory") ;

}

Context context = new InitialContext (hashtable);

ConnectionFactory cf = (ConnectionFactory)context.lookup ("SBCE") ;
Destination queue = (Destination)context.lookup ("QUEUE") ;

// BIEEE,

Connection connection = cf.createConnection (userName, password) ;

( (JmsConnection) connection).addConnectionListener (myJmsConnectionListener);
// BIERIE,

// Session.CLIENT ACKNOWLEDGE: WEIPEEE, BEFmhiAMnessage.acknowledge ()o
// Session.AUTO ACKNOWLEDGE: SDKEIEIACK () o

Session session = connection.createSession(false, Session.AUTO ACKNOWLEDGE) ;
connection.start () ;

// BliEReceiveri®i%,

MessageConsumer consumer = session.createConsumer (queue) ;

consumer.setMessagelistener (messagelistener) ;

private static Messagelistener messagelistener = new MessageListener() {

@Override
public void onMessage (Message message) {

try {
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}i
/**

//1 . WELER ZE—EEACK,
// WML BlEsessioni®ESession.AUTO ACKNOWLEDGE, XEB&HEGHACK,

// HiE: BliE#sessioniiEsession.CLIENT ACKNOWLEDGE, XB—EEfnessage
.acknowledge () Facke

// message.acknowledge () ;

/72 BNRSRIBREIFEE, #fRonMessageBGEHRNEIE,

// MRS RIRFERE IR KIBEFLEAZ, AJRESRMsoxKENE S EHERE DR,

executorService.submit ( () -> processMessage (message)) ;
} catch (Exception e) {

logger.error ("submit task occurs exception ", e);

* EXEREEWEESENAFISEZIE,

*/

private static void processMessage (Message message) {

}

try {

byte[] body = message.getBody (bytel[].class);

String content = new String (body) ;

String topic = message.getStringProperty ("topic");

String messageld = message.getStringProperty ("messageId") ;
String tag = message.getStringProperty ("tag");

logger.info ("receive message"

+ ",\n topic = " + topic

+ ",\n messageld = " + messageld
+ ",\n tag = " + tag

+ ",\n content = " + content)
+"\n") ;

System.out.println() ;
/ /MR BIESessioniEEMRBSession. CLIENT ACKNOWLEDGE, XEBEEFIIACK,
message.acknowledge () ;

//SNRERMULEIRE SMFERAE, BRPLE, BRXEFEFHENEZE,

} catch (Exception e) {

logger.error ("processMessage occurs error ", e);

private static JmsConnectionListener myJmsConnectionListener = new JmsConnectionLis

tener ()

{
/**

*/

* BRI I,

@Override

}

public void onConnectionEstablished (URI remoteURI) {

logger.info ("onConnectionEstablished, remoteUri:{}", remoteURI) ;

/ * %
* SRERAEARBZE, REEZELK,
wy

@Override

/**

public void onConnectionFailure (Throwable error) ({

logger.error ("onConnectionFailure, {}", error.getMessage()):;
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* EEREb,
Y
@Override
public void onConnectionInterrupted (URI remoteURI) {
logger.info ("onConnectionInterrupted, remoteUri:{}", remoteURI) ;
}
/**
* EEPIREX BohE&E L,
Y
@Override
public void onConnectionRestored (URI remoteURI) {
logger.info ("onConnectionRestored, remoteUri:{}", remoteURI) ;
}
@Override
public void onInboundMessage (JmsInboundMessageDispatch envelope) {}
@Override
public void onSessionClosed (Session session, Throwable cause) {}
@Override
public void onConsumerClosed (MessageConsumer consumer, Throwable cause) {}
@Override
public void onProducerClosed (MessageProducer producer, Throwable cause) {}
bi
/**

* IHEER, passworddE 7%, BEE WAMOPE P it N ik BE Y,

*/

private static String doSign (String toSignString, String secret, String signMethod)

throws Exception {

SecretKeySpec signingKey = new SecretKeySpec (secret.getBytes (), signMethod) ;
Mac mac = Mac.getInstance (signMethod) ;

mac.init (signingKey) ;

byte[] rawHmac = mac.doFinal (toSignString.getBytes()):;

return Base64.encodeBase64String (rawHmac) ;

4. BfTAmgplavaClientDemo.javaX 4, HITERMTE,

5. RBETMINGE, BOUUERSHITHG, EEHE

2
B
3
4
=
b
M
i
et

BIRRIE, BERemssd,
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MM 1D Uyl 1y, e ri e e 110 8B UL 2
HRART TR

xR
HENmEE 5 &/ 1B 6& AT

ELEP W%
B0 E Pl Ip/Port

ecs_ 19 sie W33

S 128113024

EEHE

L T A

R 5 A e )

2020/3

B g e

2020/0 S 0 W

FrARERRE, ERVENTEEGS, ARUVEFTHRZESE > BERS D, NFRJIRIERLHE
EHERE, JEZBKETASRET, EERENATER.

HEARSS

& ABiEWmers W

oiRETES

2020/06/23
e

Ff g s Td

2020/06/23

ey 1=

2020/06/23
i R

2020/06/23
i e

2020/06/23
17:26:25.190

Fs

®@ ©® O

BESER

=i PRIEL

REFHEES

TracelD

0a20034e159200439
R I Ry

0a20034€159280439
e
0a20034e159200439
Sy
0a20034159280439

" N

0a20034e159290438
51427857d3732

Q B4 Traceld Q R4 A MassagelD Q
Q 2BRT w 1 48 v
MessagelD DeviceName s B2 E § HR1E ME wE
127535058 “Content":"Transmit
= tracker0001 bl amap L 200
L 1o target...
127535058 - R ot o T “Content”:"Publish
: tracker0001 BEBNEHE A ¢ e 200
Ly, racker0001us... mMessage to..
127535958 "Content";"recely
g tracker0001 R AMQP RO receve 200
o, ack from...
127535058 “Content™;"push
’_ tracker0001 EHIEITE AMOP ("Content™"push 200
TR Rl message to..
. - . {"Content":"online,
tracker0001 BT I 200
doced 2 e clientlp=42.120.75.1...
HR
KRELRBIWESR,

HIRE R BAMQPRRSIHIT B8 4A

TIREFE EHHIEEEAMOPEE R ERHRS .
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MENFES SEN RSN

1.16.7. =g F RIS

REMN ERERE, BUURHAMIERMESN TG TRIELEIRE K.

Bl iR A
ERNREHMHEREE, RERME, ESREE A LRLE,

1. #ZIntellj DEARBIAMgp T2 B pomxmlX4Eth, FHANMavenIn B 4K,
o EIARIOT Java SDKEIMavenik i A4 4% :

<!-- https://mvnrepository.com/artifact/com.aliyun/aliyun-java-sdk-iot -->
<dependency>
<groupld>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-iot</artifactId>
<version>7.38.0</version>

</dependency>

o [IE =java SDKA I E Mavenik ifi 44 4R :

<dependency>
<groupld>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>4.5.6</version>

</dependency>

o EFEHIMavenikii:

<dependency>
<groupld>com.google.code.gson</groupIld>
<artifactId>gson</artifactId>
<version>2.1</version>

</dependency>

2. EAMgp LREHIEERAMgp\src\main\java T, €l@&Javaz, fliNinstancePubClient, BWAL TR,
Pub AP REEE R BN TR:
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import com.aliyuncs.DefaultAcsClient;

import com.aliyuncs.exceptions.ClientException;
import com.aliyuncs.iot.model.v20180120.PubRequest;
import com.aliyuncs.iot.model.v20180120.PubResponse;
import com.aliyuncs.profile.DefaultProfile;

import com.aliyuncs.profile.IClientProfile;

import com.google.gson.Gson;

import org.apache.commons.codec.binary.Base64;

public class InstancePubClient {

private static String accessKey = "LTAI***"; //#EFIBRMKSEACcessKeyo
private static String accessKeySecret = "iMSg8***"; //fEMIBLMKEMAccessKey Secreto

private static String iotInstanceId = "iothub-unit-***"; //f&{IARSEFIEISERIID.
public static void main(String[] args) {
IClientProfile profile = DefaultProfile.getProfile ("cn-shenzhen", accessKey, ac
cessKeySecret) ; //cn-shenzhenZASRGIFREMISR, FEBNELFIAIFRE IR,
DefaultAcsClient client = new DefaultAcsClient (profile);
PubRequest request = new PubRequest () ;
request.setSysEndpoint ("iot.cn-shenzhen.aliyuncs.com"); //#ESEHIFREHMIEAIAPIARSS
Stk
request . setTopicFullName ("/g0d***/tracker0001/user/config"); //&#HEMNTopice
request.setMessageContent (Base64.encodeBase64String ("CMD, 82923, ad322" .getBytes (
)));/ /BRI : cMD, 82923, ad322.
request.setProductKey ("g0***") ; //FEfmMYProductKeyo
request.setIotInstanceld(iotInstanceld) ;
request.setQos (1) ;
try {
PubResponse response = client.getAcsResponse (request) ;
System.out.println (new Gson () .toJson (response)) ;
} catch (ClientException e) {
System.out.println ("ErrCode:" + e.getErrCode()) ;
System.out.println ("ErrMsg:" + e.getErrMsg());
System.out.println ("RequestId:" + e.getRequestId()):;

2 N i8R
accessKey LT AI*** RIPTE =K S HAccessKey D,

ERVENTIREHE, BEGBEEKSLGE L, A
JaBEHAccessKeyE T, 3KEVAccessKey IDF]
AccessKey Secret,

accesskeySec | o @ #B WREARAVAS, BEEETZRAM

ret FL P BB N T A BIAUR
(AliyunlOTFullAccess) , BUEEZEIW, &
WA EES NIERRAMAE F B B M ES .

iotInstanceld iothub-unit-*** BB ARSEFIBISEAID, ES L EE B ARLA),
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MENFES SEN RSN

24 ] ki

Endpoint 2 2 = RS BIAPIBR 53 im ik, Endpoint

th, HIRFESYBENES RS ARE—. NR6)
SysEndpoint iot.cn-shenzhen.aliyuncs.com th, AR (shenzhen) , EndpointAPIfRSS ik

HikA:  https://iot.cn-shenzhen.aliyuncs.

com o

TopicFullNam /g0d***/tracker0001/user/confi ERMERNBEENTopic, BEROIE”ZIAEEH
e g FES5,

BRIEHEBRER,

MessageCont Base64.encodeBase645tring("C REERERFE R I FIEE, FHitiTBase64
ent MD,82923,ad322".getBytes()) L, NMEMERER, AREERERXN: oM
,82923,ad322

RE&EFTE ™ mProductkey, BESLEIE RIS
z

ProductKe 0***
A SR,

N

3. iBfTInstancePubClienti2F, M\=if T AIESENIEER.

RITERMTERR.

nstancePubClient

{"requestId":"4@3

4. EEMREVCMDEN, ERERINZRIES.

5. AEMEME, RERIRESE > BERS, #AZRETAERE, EFREAPIEANBE.

== [eE=4
HEARSS
& HIIE R
IE1TH T rEAE
Q Q 1276350 £ 50 48 Qe
Q ST 113
ik |
el
2020/06/23 0a20034e159290356 127535611 Jtme o gl "Content™:*PubAck
ke et e wackerooo1 () EmuEme A ekt
LR LA A . [} LN ) racker0001/us. from device,
2020/06/23 0Obe5ab11159290356 127535611 R A @ SR E LMt {"Content™:*Publish
e . e i tracker0001 FHE&ENE
Nl af¥y s s el R | racker0001/us.. message to...
2020/06/23 0Obc5ab11158290356 12753561 . {"Params":"
i 5 o T tracker0001 o APIE R Pub
IR T | AL el L R | [productKey=g0=3
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RESLE- HEEAN MW E S

Fs R

O] ARYBMEETIHAP, EIZEETRES,
@ MM FEEIREREES.

® RERDIMMIENFEEHES.

1.17. BB IDTUBEAYBEMNES
1.17.1. LR

MBEREEXFEASEOEENRE, EAKERENEOEBNMNIERT, BIDTURAMEKNES.

ESVB7

AT, Rl B, #h. #F. BXFSHHERP, FEEAENBIEOSHRBENRE, XLk
REHTUEMBEN, FATEERXREAFNBEOEEBMN, REEZHBTHERFTIE. ATRE
FEHRREEANNERRNEZYENTES, WEKSEHSEMNE, £REX T ILIBI EREERNo#
APDER R & HER HIEDTUIRE.

AR ABNEREFIRE NG, NENEMEIFEREEYENFESEANMABHIOTUIRE, RESZH
BORHRERANEZYERNES,

SCIE R IR

BYBEMEEMANRSEPEEZZDTUD, HDTUREIRESYBMESHTHIFEE., REEMXEOS
DTUMEE, DTUEIZ2G, 3G, 4G, 5GEiEthemnet ME SR E =YEEMFS1E, DT UL E =¥ M F
BHIEATNY,

HIEREN T BN,

'- MQTT

[ Modbus

Tew

feaE DTU

S g

1. BEF&RRE.
2. BREDTURE.
3. MiEIRE R,

1.17.2. BEF milgEF
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MBS & REIEK- EEEAN

REBEDTUBRBAYIBEMFEART, BREEMBEMES HKRTRATRE: SIZHEEXABE/BEX
M@, SIIRE. REURBFIEHER. EXYER, REFREIFIBERITHA,

S mARE

EYBEMESE~RARE, FEIREEBEE (Productkey, DeviceName#DeviceSecret) ,

1. ERVEMESEHS.
2. LGB NE, WEIXMEISLA, BESIEHASLEFERE.,

D Er BERER2 (B%) . £d2 (ER) . @1 GRYI) HEFHE T e ARSIEIR
5. HftthsEl, SRS R,

a CRE:s | a Irs e (E v

MERTE (AR BT >
3 3
SEHIEE
FEaRsE
2EEF b
EERES
m var-
o e R 7
@ =T
EEE
C 2

W=t iR SEI
BURTPREETENE, EFNMEEE, 550 SIA fE.

3. AEMSHE, ERREEE > M, BRGUE A, SI— 1M BHZHM,

FmiER
B i8R
FRER BEXFREIR. FIMENER,
IEERES EREEXmE,
TRER EREERE
EME #EREE (2G/3G/4G/5G) .
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24 W88
HiERE EEBE/BEN,
WIEA R ERREESA.

4. EEMSHAE, EFRE, BREEFMRE, ALIZNENZH~RT, FMRE.
REUEMNE, BEITMAERER, EERETNNES, #AREFBEREEFRFILERER. %
BERIEPEEEEZDTURER, BEERRE.

EXEE
AXUBNERLE NG, BOIRBNKR, SRMREHR= VW, PERAXERRD, BSR4

EMEE,

1. BEYEMFEEFH NI THNEMNSME, ZREEER > @,

2. BEFmNE, BEENEMTENNNES.

3. AF MR RENIEREXNAET, EFREER > AMEEXEE.

4. REBTRENHNEY, ARRERHGLE, BYERLAHANELIR.
INpEXE INBEBTR FRIRFRF HimEn BEEE FK B EEER
B IR speed int32 0 ~ 3000 1 r/min HiE
B B current int32 0 ~ 300 1 A HiE
B RERIR setspeed int32 0 ~ 3000 1 r/min 5

WS M iEBTHA

Fo] £ =D BX R & S BOAR SRR L M ALINK JSONIE 0, TR YR IAEURIE I DT UIRE B EI M BX N 7
8, MENFESFEERLGELELIE.

MIEX N SRR ITNEE, oI L1780 B XAR VAR AALNKJSONFETU; B TTEIERT NIRE
HBEEXHEERI. BFEVENFEEEFHE L, RILEBITHMAHMEMFESRER. MEETHNAER
BiRE LIREENMENFEE TABERTRS.

1. AENZBHF RN REBIE, EERERTE,

2. EBIEBTRE TNREMAHANES, EEMAES)avaScript (ECMAScript 5) , REBAE
BRERHA,

HEBTHARSIES, BSREUERITIAR,

KRUNREREZYEEM T ENEIER16HFIEN, ELREATIE 638 HI1E X SR # A Alink JSONAE
X, HEMEMFEES TEBALlNK SONE K HIEEIE 16 FIR R,

ARG IR AT

var ALINK ID = "12345";
var ALINK VERSION = "1.1";

var ALINK PROP POST METHOD = 'thing.event.property.post';
// var ALINK EVENT TEMPERR METHOD = 'thing.event.TempError.post';
// var ALINK EVENT HUMIERR METHOD = 'thing.event.HumiError.post';

var ALINK PROP_SET METHOD = 'thing.service.property.set';
// var ALINK SERVICE THSET METHOD = 'thing.service.SetTempHumiThreshold';
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MENFES R fESLE- 1R E A

/******

* HIREUE >
* 0102 // H2AFH » BIRER —
* {"method":"thing.event.TempError.post","id":"12345", "params": {"Temperature": 2}, "vers
ion":"1.1"}
* EIREUE >
* 0202 // H2ANFTH » BIRER >
* {"method":"thing.event.HumiError.post","id":"12345", "params" : {"Humidity":2}, "version
"eM1.1M}
*/
/* MR EUFIS & FIRMIBIEIRAALink TSONMIIERIEIR, ~/
function rawDataToProtocol (bytes) {
/* g & EIRMFIEHIREIR N EE. HPbytesHRAPFEEIRE LIRRIGEIE, +/
var uint8Array = new Uint8Array (bytes.length);
for (var i = 0; i < bytes.length; i++) {

uint8Array[i] = bytes[i] & Oxff;
}
var params = {}; // EXBEEBRMNR.
var jsonMap = {}; // EMIEBAL i nkEIRIRM R,
/BB AL nkBIBIRIMN L ER 530 */
jsonMap|['version'] = ALINK VERSION; // Alink HMYARZASS,
jsonMap['id'] = ALINK ID; // JBEID.
jsonMap['method'] = ALINK PROP POST METHOD; // & LITHUEAE: &&EM LR,
/*EBALinkIBIREMET 5. */
params['speed'] = uint8Array[0]; // BREINE—NFNRIEARERE,
params['current'] = uint8Array[1l]; // BRFINE AN FREIRA BT
jsonMap| 'params'] = params; // BEEITEEIEBENP,
return jsonMap; // BREIERERIFEEYIBEMTS,
}
/ /AT 2385 HBh iR $o

function buffer uint8 (value)
{
var uint8Array = new Uint8Array(l);
var dv = new DataView (uint8Array.buffer, 0);
dv.setUint8 (0, wvalue);
return [].slice.call (uint8Array) ;
}
function buffer intl6 (value)
{
var uint8Array = new Uint8Array(2);
var dv = new DataView (uint8Array.buffer, 0);
dv.setIntle (0, value);
return [].slice.call (uint8Array) ;
}
function buffer int32 (value)
{
var uint8Array = new Uint8Array (4);
var dv = new DataView (uint8Array.buffer, 0);
dv.setInt32 (0, value);
return [].slice.call (uint8Array);
}
function buffer float32 (value)
{

var uint8Array = new Uint8Array(4);
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var dv = new DataView (uint8Array.buffer, 0);
dv.setFloat32 (0, value);
return [].slice.call (uint8Array);
}
/*BEERERSE I Y BX R T & T R SR IR IS EEEIRAIAT L o HIE, ~
function protocolToRawData (json)
{
var method = json['method'];
var id = json['id'];
var version = json|['version'];
var payloadArray = [];
if (method == ALINK PROP SET METHOD) // EWCREYIBRMT S EEIGEES HNHS.
{
var send params = json['params'];
var prop cur = send params|'setspeed']; // & EREAEHRENH R,
//¥RBEEXIMAERBHE rawdatao
payloadArray = payloadArray.concat (buffer uint8(0x55)); // B—FTEIEXL, tRRLHK
EhEER P EE X,
payloadArray = payloadArray.concat (buffer uint8(prop cur)); // FFTH, BAFeNg
B,
}
return payloadArray; // REIE, EHELEEIZE K.
}
function transformPayload (topic, rawData) {
var jsonObj = {};
return jsonObj;

}

3. MK,

o MiXMEITIRE _ LREIE.

ERRIMUERNRE LIREE.
b. EEMBMA THEANED, MA—MEMEE.

ARBIHAEHZERN: IENE—NFZTARRE, F_NETHEFRE. HlNEA6410, F—
DNEFH64FREEENT00 r/min, ”*:ﬁ%“anmﬁm%iﬁ%m A,

170
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c. BERTT.
BAEREETERTERNTE,

EilEA ETER
ERIEEE: SE FEIE

"method”: "thing.event.property.post”,
"ig": "12345",
"params": {
"current": 16,
"spesd™”: 184
}'J
"yersion™: "1.1"

¥

» HAT m FE 16:22 BEEMEFRED

o MIXMEXM T & T TR,
a. EEAEMRE AR FRBEE.
b. EEMBATHBANED, MA—MEUEIE, TIHERGONT:

{
"method": "thing.service.property.set",
"id": "12345",
"version": "1.0",
"params": {
"setspeed": 123
}
}
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BTEREETHBTEROTE,
sEEAN  ETER

ERIEE. FEENIE

"@x557b"

4. WINHARERBITEES, RERR, BHARIIMBERESREA.

@ 38 YHERTAREERAERRASOMA, REERRMMAA S8 RRTE.

BEFZ R

REDTUIRE
1.17.3. BEDTURE

AMNAFEADTURETR, BEEDTUROMIREIERESR (Productkey, DeviceName#]
DeviceSecret) , SLIDTUREBIREFEAMEMES,

=1 —
552ER

ARBERF2x16 DTUIRE, HERBMEMDTUIREInETHARE ., BITUSBRE E DK BN SDTUIREIE
%,

@ 8 $EHREDT UTTIAEREEIntemet ,

BREFR

1. EEDTUIRE S BARUSBIEO,
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MBS & REIEK- EEEAN

2. ZEfXN L, FTADTURET R, ARFEAFXI6EETR,
3. EEIEMANENS, REFRNE, HITHEA,
M F2z16BETHE V1.6.6_Aliyun_¥1.0

& N =
H PHIRUSBRE NS BB s
BO2: [onis .o FHFE: 115200 v e 1ﬁ§}ﬁ¢"tt$

B pm - TH o IFE0

ENiEE

Hib
S pX hd AR
HERE

BOxH

4. BREE (WEQ) , FOTURAEERE, RHENEE (WEQ) , REIMADTUNEE.,
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HBOE: o [=]

fikd: aWl |z|

xil

it
R [~
HERES

=as hex! U

=az backup funection:0

Show Fhone HD:D

Encode Hex SMS:0

DItu No Receive Time:D

Grpz disconnet To Trigger Mode: O
Bind Server’s Fort:0

25 password: 123456

25 ID: abedefge

Enable UDF Log: O

net mode: 0

Clear Serial Buf: O

Dew SH:

Miyun Dynamic Regizte: O

Aliyun Device Type 1

Mliyun Server Region - 0

Aliyun Custum Server

Aliyun Custum Fort ©1Eas
Aliyun Froduct Key D allmres
Aliyun Product Secret

Aliyun Deviee Name : Mxlo b Tl i
Aliyun Device Secret | Lifjmpm = aus wll B NP
Aliyun Send Topic

#liyun Received Topic ©

Aliyun METT QOS 1

Deviece Type: FZxlB

R

0K

o =

Trtlsl | LR

FEEBGER
T{ethig: FRoT [=]
BEI: [TeesTae |
mEsmEy: B =
MiEeE
wEAE: B -
HitEe
witEE: =il [~
Hitt
FISROEN Eil -

it}

FHE\:

B0 /oA AUIHE 2E28 REEE L) € 9

135 Haa®,

I_o B TEERE am&g SAEE BEEl

B SHARE B TS W .

5 AAMEERE T, BEHE0, BETAMSEORE.,

@ #e  WERIEHNAport.

REERUTHE,

M F2z16BETH V1.6.6_Aliyun ¥1.0
&0

BO2: s = BIE: [ E
tas: - £id

Rl

E: R R ER
BEiEs

sas hex: U

=as backup function:O
Show Fhone W0:0

Encode Hex SMS:0

Detu Ho Receive Time:O
Grps disconnet To Trigger Wode: O
Bind Server s Fort:0

215 password: 123458

IS5 ID: abedefge

Enable UDF Log: O

net mode: 0

Clear Serial Buf: 0

Dew SH:

Aliyun Dynemic Regizte: 0
Aliyun Device Type i1
Aliyun Server Region @ 0
Aliyun Custom Server

Aliyun Custom Port ©olgas

Aiyun Preduct Key | ol BmE=

Aliyun Product Secrat |

Mliyun Device Hame D Ml o g TR

Mliyun Dewice Secret @ LiF e e wem P

Miyun Send Topic !
Aliyun Received Topie
Aliyun MOTT QUS :
Device Type: F2xlB

0K

EEE
IfefEs RUBRS 20 | VER XS zEE
=-m}]
EEE: 11200 -
Flg: B |~
diEgpE: FERL |-
Oz
EHFE: 115200 -
fig: Bt [z
miEdpE: AL -
RS485
EHE: 15200 |-
Hilg: pm -
BiEgE: e v
i B TEERE ENEE

s epnE i ErEeleeBol st Bell un

wEEE

SMEE

Iotd} & -

[ilaen=yla]
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6. BEHIOTIEARE, EAMNIEKNFESRRIRSIEREBMME.

M F2x16MBE IR VI.6.6 Aliyun V1.0

[} [kl

&0 vomf  EEEES sBE SeER | odEs
FIEY

&

R Iﬂ

s [=] % Torh b g
Frodust Kay | i i | Dawics Hama: |

MEEaislE Ew -

nnnnn u

ns ncl.L‘.‘m f.'m.ctmn ]

Ghaw Fhane BO-0

Encode Hex SIRS b

[tu ¥o Heceiwe Tipe'0)

Grps discennet To Trigger Mods:! O
Eind Server' s Pari:D

25 passacrd: 23458

ZE 1D abedefge

Enuble UDF Log: O

met mode! O

Clusr Ssrsal Buf: O

Dew EX

Alayan Dynanic Begiate: O

Aliyan Device Type

Aligan Server Hegiom : 0

Alipem Custun Seywer |

Alagan Caxtun Pord : 1883
Aliyan Ereduct ey o om e
Aliyan Froduct Seerst

Aligun Devics Hana o I Y ]
Aliyan Device Secret ! P 0 A T
Alipan Jend Topic

Aliyem Heeeived Topic

Alsgam WETT QO3 H |

Dewice Type! Flulf

14 v B ERE T RERE mmE

Dewice Secrat. | Qa0 ol | AT ek -

SAns MIE &

7. BETATREE, FEREEN.

MREETAKY, FEEREERIZE avew | ARENEE.

8. TMEER, FRELTRIUERIZE atven , FREEDTUHRANER TFEL,

9. ¥DTUMTER, BEHM LB, DTULonlineXTR, BIERREEZELYENES
BETTUENHENEEEHE L, EEREHRE,

HMERTs [ BEEEE O FE /) EEFTE

&« mymotor

m THNFE EE DeviceSecret
Productey al o Bl

diiien PSR

RESR
Wit HIRESRE

1.17.4. WXEBIREE

R BETNEDT UK EIRE LIREUR BB T S AWM & TR 04E.

Wi _EIR &R
1. I SOER TR, ARFlPEEmMsscom 424,

@ $t8g  7EAHER A 15 A BB O TRAARIREUIRRT, ESUREDTURETRES XA,
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XN E S

2. RESOPRIANEXSY, HTHE0, ARRTRIE.

RIBMEMFEE LB REN, BUAXRERNERAA NSRRI =R, BREZEAN150, HRA10R
B, WEREOIED, REFINFIES6 0ATK N 1653H] 41,

|k sscomd. ZMTkE S =TT Emd il bl s S =
FIFIHE [ [F2RFE EEVH | Bt | #FE0 |HEE0 | HE | —| TR
BOS(cms | Zingn W LT | Frie——e i T

:‘Eﬁgnsznnv Mlﬁwmmﬁﬁ 1;- ol rram Ll

dgfaly  -| [ DTRIC RIS s 7

i1z = e il e — =

Basflyone - Sl il

& 12 |More d

www.dada.cor |52 R:0 COM1AEHTFT 115200bps B 1 ZTleke TiNEE | CTS=0 DSR=0 RLSL

3. ERER, FRREREZERIF.

i BRYBMTEETES, EYNIATHENSHE, ERREEE > RE.
i. BERENNNES.

ii. FRFHFBAEANEBEYEREASNETRERET, TASHREFFX,
MEMITUER LENBEMHIE.,

Wit Z W= Iw T A HIE

EAMEMESAELBRINE, TRIREREES, WHDTURKZIR TAHIE.

1. BRVEMTFEEG, EMNEFATHNAMNSHE, BRREE% > £LER.

2. EEERHANRE,

3. AR MRREIE, EEMENEEXNERRERYE, HA—TUHE, BHRE.

4. ELRERNE, EDTUEMRXTRNEWIEDR, EFRKIINEUE.
RRBIREIRED, S5RHUEL, HIRENG4 (BI+H#HIEI100)
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YIEXF &

B 55com4, 2RO TH S I T = TR ] ] e [R5 = TR
55 &4 || .

TR IR &R BRI R ER LR, HAREMRI .

1.18. BB EFEIRFUHTTPSF R £=

MBEMEEEER2 (£E) . £dt2 (LR) . £m@1 GRYl) #isZEFEEERHTTPSIMUEAN ., BES5Y
BN A HT TPSHMGHITIEIEEE(UE A T R4 NS HREIEG S, BRkALREZIFPOST, BiRE
LIRBUIEARBIZ128 KB,

%%EI@\
ALBROLURBERER A, NBIREBIHTTPSIMUEEMEBEMNFEEH LIRBUBNEEMF RS X,

HTTPS

falE = loT

eI mMiRE

EYMENEERF SR RMIEE, KRBUKEIERER (Prodcutkey, DeviceNameFIDeviceSecret)
HEXER,

1. BRYBEMEEEHE,

2. EXHMEBRE, RENELH, BEIFHRAIFFEERE,

D & BERER2 (£%) . %42 (ER) . £F1 GRYI) EFE T U ARSTAIR
5. Hftithisl, BHREUPE,
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a CREE & Irs 2= ws v

PERATE DAV BT ¢
3

BT

PR
o h

ISR

m FE S

© i
. 2
WISV RR SR
PUFEREEEENNE, BTIERE, 556 SLA fE,
FRIEAT]
3. EEMEME, EREEEE > m, BETHE &, I—1 ™A,
o HEA
Flﬁ'ﬂ% N EEXF%%WO
R EREENSEE,
TR EREERE.
EMAE HEARWI-Fi,
HIEER EFICAIREZHIERE X (Alink JSON)
INEA EREEER.
4. FReIERNE, REaEEXXMER,
5. EF@ERBINIREXNAET, ERREER > AMEEXEE, FMUTEMN.
Arfh, REEXERSIHREEMEE, AEEANZFREXNNARDEMLE.
IhEEER NEEEHR FRIRFF G BEBE BN EERR
R B teemperat”r int32 -10~50 1 Qi
B RE humidity int32 1~100 1 HiE
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i3Sl IRERTR FRIRFF HiRxR REERE FK EEXRE

6. MERRETME, EERHLE, BYERLAHHERIR.

7. EEMSME, EBRE, REHAMEE, ERCEN~S THRMRE.
REVERING, KEGERFIEBER (ProductKey, DeviceName#DeviceSecret) ,

FRi1& &R

FRIGFRHLIMIREBIHTTPSIMUEEMBENF S, H LREZERMEHIE.

1. BEIRESMAIL,

REBFREMEMESRILERN, MEMESSHTRESMAL. INEBZE, TAiR&token,
REtokenBERE LIRBIBENER.

RESMNEBE RSN TE,

2% L

method BERAE. RARIEEAPOST,

uri I8N https://iot-as-http.cn-shanghai.aliyuncs.com/auth,

productKey REFEF mEIKey, T AIEXR T & BIRE &% R SE6) T 89I% & 715 TUIRER,

deviceName REBIR. NYER TS BIRE AX ML T HIR & #18 WRE,

clientid EPIiHID, KEAAFRHA, tIERIRENMMACHIEEISNG, ARplt, EHR
#random() 4 FEHLEL .

timestamp BB . AR o {sE A R A now () 3R B = Ail B /B & .

signmethod H3%EER FTHhmacmdsfhmacshal,
2, itE B password, passwordit&EAERAINT,

sign

password = signHmacShal (params, deviceConfig.deviceSecret)

RESMNMERAIABAT,
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var rp = require ('request-promise');
const crypto = require('crypto');
const deviceConfig = {
productKey: "<yourProductKey>",
deviceName: "<yourDeviceName>",
deviceSecret: "<yourDeviceSecret>"
}
/ /3REXE 3 tokeno
rp (getAuthOptions (deviceConfiqg))
.then (function (parsedBody) {
console.log ('Auth Info :',parsedBody)
b
.catch (function (err) {
console.log ('Auth err :'+JSON.stringify(err))
1)
/ /AUt hIAERI 25,
function getAuthOptions (deviceConfig) {
const params = {
productKey: deviceConfig.productKey,
deviceName: deviceConfig.deviceName,
timestamp: Date.now(),
clientId: Math.random() .toString(36) .substr(2),
}
/ /%M clientId. usernameflpasswordo
var password = signHmacShal (params, deviceConfig.deviceSecret) ;
var options = {
method: 'POST',
uri: 'https://iot-as-http.cn-shanghai.aliyuncs.com/auth',
body: {
"version": "default",
"clientId": params.clientId,
"signmethod": "hmacshal",
"sign": password,
"productKey": deviceConfig.productKey,
"deviceName": deviceConfig.deviceName,
"timestamp": params.timestamp
s
json: true
}i
return options;
}
//HmacShal sign
function signHmacShal (params, deviceSecret) {
let keys = Object.keys (params) .sort () ;
// BFHREHF,
keys = keys.sort();
const list = [];
keys.map ( (key) => {
list.push( ${key}${params|keyl} );
}) 7
const contentStr = list.join('');

return crypto.createHmac ('shal', deviceSecret) .update (contentStr)

.digest ('hex"') ;

180
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EExME, TTETULERFAE, #TREAMENE., NEMRL, WiRGtoken,

! g 1 $ node device-https.js
Auth Info : { code: O,

info: { token: '3bf8d66abaf =l ' b40139 ' },

D #& BEAMDEENtoken2E—ERMEEY (BfitokenEBHE7X) , BERZNERE
tokenk RIS HAYLIE

2. BEERE LIRHEE.
BB, 8%3KStokens, EoIfEAtokentE A LIREIE R password,
RELIRBUENIBERSHUTE.
e i 8A
method BKAE. BAFIEENPOST,

endpointitt it F1TopicZApkuri:  https://iot-as-http.cn-shanghai.aliyuncs.c

om/topic + topic o

FE—"MtopicREENIKRE LIREMERIT opic:

uri
/sys/${deviceConfig.productKey}/${deviceConfig.deviceName}/thing/e
vent/property/post

body ®kETREOEREANS,

password IBERNIZREINIER L Htoken,

Content-Type %% EIREIEN RIS, BFINEZEF: application/octet-stream,

RELREIEROMCBUT,
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const topic = ‘/sys/${deviceConfig.productKey}/${deviceConfig.deviceName}/thing/event/p
roperty/post’;
/ / EIREHE,
pubData (topic, token, getPostDataf())
function pubData (topic, token, data) {
const options = {

method: 'POST',

uri: 'https://iot-as-http.cn-shanghai.aliyuncs.com/topic' + topic,

body: data,

headers: {

password: token,

'Content-Type': 'application/octet-stream'

}
rp (options)
.then (function (parsedBody) {
console.log ('publish success :' + parsedBody)
})
.catch (function (err) {
console.log ('publish err ' + JSON.stringify(err))
}) 7
}
/ /SR B SR
function getPostData () {
var payloadJson = {
id: Date.now (),
params: {
humidity: Math.floor ((Math.random() * 20) + 60),
temperature: Math.floor ((Math.random() * 20) + 10)
s
method: "thing.event.property.post"
}
console.log ("===postData\n topic=" + topic)
console.log (payloadJdson)

return JSON.stringify (payloadJdson) ;

EExME, TTETULABER, #TRELREENR. BTEFE, JEAMETPERET

device-httg

ifdlced' },

vent/property

EMENFEaEFEe L, EYNIAT, ZRENREFFRESTRSRET, TEFRELKRNE
EERMHE. RPRSKSEIHTTPSIMUANEANMBERNES, HLERTHIE.,

ERHTTPSEZIBENESIRIE, BSMHTTPSEEEES,
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1.19. LinuxiEFEAYEMES

fo] BB =R B8 B i OB = SDKO] A B E5E T FLUNUXR S, HBEIMQTTHMUEAYBERES , AXUATE
Ubuntu x86_64Z& % L HiFI&ZIHCGESSDKAG, NEIRE L ZHNREBENALITRE,

BERER
BRREHCESSDGEARER, HBLHL,
I mMiRE

1. BRVMEMESEHS.
2. LGB NE, HEIXMEISLA, BESIFHASIHFERE.

D ' BERER2 (B%) . £42 (kR) . £m1 GRYI) HEFFE T o ARSS6IR
5. HitthsE, SRS R,

a CRE: | o Irs w2 ws) v

AR piea| Ay ] BT
3 3
SEHIEEES
[ A E =
2EEEF A
IEERS
m TR &=
Ry n— T
@ =
aE
D 2

WLV SAF]
CURSERISEEEENE, EFOMEREE, 55 5A 5

3. AEMEME, ERREEE > m, BREIUE R, SI— T m.

2H R
AR BEXF@ER.
RS EEEHEXRE.
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24 HiEA

TR EREERE.

EMFT EFEWI-Fi,

R ERICAtRERIEE X (Alink JSON)
IEA R ERRERH.

4. EEMSHME, ERRE, BEETHRMIEE, ERCENSRTRIMRESE.
BRECZRING, HFEEUEFIEBER (ProductKey, DeviceNameF]DeviceSecret) .

EXFmipEs
MBI FSiRMEI8EFIHC SDK DemoBld, BE— 1M RENWZRSONH, ARFlt, SAZPER
., ERFTRIIER,
1. REMER X,

i. & CSDKDemo,

ii. fi#EDemotlja, ¥TH src/dev_model/examplesB R T W model for examples.jsoms 4.

iii. }EHERSON AP B product KeyfI{EZ R AR EYEME S L O N ™ &Productkey, REHF
wXH,

“schema™:"https://iotx-tsl.oss-ap- as cs.com/schema.json”™,
“profile”:{
“productKey”™: gl

"outputData”™:[

1.
"identifier™:"set",
"inputData™:[

I
L
"identifier™:"Po
“dataType”:{
"specs”

1
T
" type —gt
1

I

"name" : " FRIEH "

"required
"callType
"desc":"g

o

2. EYMBERMESEHEN NN @R, KA ZAEN~R, REYNNES.
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MENFES R fESLE- 1R E A

3. AFrmEBIMAEENRET, BHREER > RESA,
4. FERHAMEESD, BESAYPER, CEE—PREFNPEERSON Y, BEHEE.

S RE X

9 I AR e B SRR IE.

E a0 SadimiEy

¥ A
SELE

fiBE L

SARINE, ZXHEXNRENERERESEXNEESIRD,
5 BERfm LA, BURELRHANIENIR.

B ESDK
$$C SDK DemoX S NEMF XA, FHEREEXHPIERAENREER.

1. #£SDK Demot wrappers/os/ubuntuB & T HAL OS_linux.cXXth, BEGREEBERABNREED
%I%\ o

#define PLATFORM WAIT_ INFINITE 8

tifdef DYNAMIC REGISTER
_product_key[IOTX_PRODUCT KEY LEN + 1]
_product_secret[IOTX_PRODUCT_SECRET_LEN + 1]
_device name[IOTX DEVICE MNAME LEN 1]
_device secret[IOTX DEVICE SECRET_LEN + 1]

def DEVICE MODEL_ENABLED
_product_key[IOTX_PRODUCT_KEY LEN + 1]
_product_secret[IOTX PRODUCT_SECRET_LEN 1]
_device name[IOTX_DEVICE_NAME_LEN + 1]
_device secret[IOTX DEVICE SECRET LEN + 1]

_product_key[IOTX_PRODUCT_KEY LEN + 1]
_product_secret[IOTX PRODUCT_SECRET_LEN 1]
_device name[IOTX_DEVICE_NAME_LEN + 1]
_device secret[IOTX DEVICE SECRET LEN + 1]

_firmware_version[ IOTX_FIRMWARE_VER_LEN]
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2. 4Ri¥SDK, TESDKIRE R, #iTmake reconfig, FHi&iE3, #AEmake,

i~nfc-sdk-v3.8.1# make reconfig
SELECT A CONFIGURATION:

1) config.alios.esp8266

2) config.alios.mk3880@
3) config.ubuntu.x86
#2 3(]

3. MXIE1TSDK,
ESDKIEE RS, $47./output/release/bin/linkkit-example-solo, HITERUNTE.

rootf infc-sdk-v3.0.1# ./output/release/bin/linkkit-example-solao
establish tcp connection with serwver(host="al( I.iot-as-mqtt.cn-shanghai.aliyuncs.com’, port=[1883])
success to establish tcp, fd=3

]

"id": 17,
“"wersion”™: "1.8%,
"params”: [
{
"attrKey”: "SYS_LP_SDK_VERSION",
"attrvalue™: "3.8.17,
“domain™: "SYSTEM"

"attrKey": "SY5_SDK_LANGUAGE",
"attrvalue™: "C",
“domain™: "SYSTEM"

": "thing.deviceinfo.update™

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>

SDKEfTARINGE, TIEMBEMEEEHEN NS T, REMNIREFER, EFERENRSMREL
REVIRBLEIRE,

1.20. EFHRAMAB FENIZE
1.20.1. #iR

AEBRRGNBUAERAIEZRAMAF, BEARSIMENTEEHERERHIRENRE.

ERm=R

REBAVEMEEHNSRS, BOVERRE B (UTEHRRER) ATEEREFLKEAYH, 2FFEE
BAFRERNE=ZTHLTEREME (UTEHRARE) #TREFK.

EHE=ARUREFERSNERT, BNTEHEE, TIRMiESEAYBNES N IE:
@ W WEAED, BNEEEETRAMERETESHE, HENESIYMERNTS,

o REFRTHERBHAR
HRECEABCHRNEZKSERFRMIRE. EXYRE, ARRE. FRzHNAS, FRTEHE
HEBESERHRERAIRER,

REBEAACHNERKS, RESREFREX, BRUEFRMIRE, BHREMNRESEBNRE
B REIELRERNE, HERREHECHR B‘JEE&K%AccessKey, ERRIHNARFSYEKMNFE

PAN
Ao
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o BIRAMAF#ITIREF K
BREBEBCHNIEZKRS T, AAREEIE—RAMAF, £HRAMA FHAccessKey SHIEEN & i
MEE, REFRERRE, TTERAMAFPRIRKE,

BARE
1. BIERAMA P HER

Bl mAIRE

FRIZRESIREEN

EERHNARERF

X FARAMA P

1.20.2. BIZRAMA P HEN

REFUAEBCHNEERKS T, AHEECIZERAMAR, £AEEIEZESE (Accesskey) , BHRARH
ZinNATEEMBERMES, #TREFANER. AXNREBHEN BT RN RNRAMAF

tIERAMA
. ERMERKSERRAMIZGI S,
 EEMSHE, SRS HEHE > AP,
. ERPRE, BEUERAP.
- BABERBRANBRER,
BEREVMANRHUEANERKS, ERBMTRENTRBZR, HlN "HTEREA
CERRAARET, EFEH S EOpen APHFAEE .,

o EHlGME: EATHRBEIEHSETRERDL. RESEFERME, NIERERETHNER
ZENERRE,

vk wWwN

A W N -

w

@ 88 BEXERZBEN, ZSHATHEEZEBEZRENMN, XFUEZEZHBESREMNN,
BEEMIEERAMBF ZERE.,

o Open APIARAE : EANFAFRENZIHNARFEZIVBENFEHTREEE, NithEiE
&, BaiAiZRAMBEF 4L (AccessKey) ,

6. BEHE, EIMERKSERFNRIEHERLE, EIZZMRAMAF,

D H& XHRRERELEBEEACcessKey IDFlAccessKey SecretS 8., Eit, B—EEH
TEHIHTHRCSVY, RERAMA P S BT A i,
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RESLE- ZEEA MW E S

RAM i7iElEs) / R

< BEEAR

EFBERRIANE, BREEE AccessKey (58, REXAEETERRREE.

ARER
TNEE CSV 3z
FARERER e AccessKey ID AccessKey Secret BE
liy ® fith a =
IEE

7. BHREIRF AP TE, RINCENRAMBF, BEFHRAMAFERZR,
8. FAFPER¥ERERE, FHMRAMAFZ. UDEERHREIIAMEZA,

RAM i31EliE5l / BBF /

& o Em e e “.onaliyun.com

HAPREXEE REESER

mra .onaliyun.com (] E#| | uID

FERR Bl 20205128198 11:55:56
T FH=13

BR4E

FEIRRAMA

CIZERAMAF T, EEHITEMNISME, ERAMABRFILUARIBNNMERRIR, B21FE, B2 Lm0
(RAM) X#4,

1. EEMSHE, EESHEE > AP,

2. EFRAPE, B BRRAMAEFPR2EFISFHR MR .

3. BRHEIEENB THNRARE, NEMNRRIEERIEZT, REFEEFRAMAFHNREKE.
AXUEEMEMES (1oT) BIRXFRAlyuniOTFullAccess gl ,

@ H EANREE, GEERERASEx, THEZER.,
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MM E S RESLE- ZEEA

A IR X

EEERAEN SRR R R RSO ERE, SRR aRANERS. RIESS]
ErENEETE S S5%, ISHEEESE, SrsmgT.

* EEE

® ZIEHS

EESRE
B
=~ gun.com X
* EHERIR
e — - -
oT S AliyunlOTFullAccess X
BRSEEERR =it
AliyunlOTFullAccess SRR T A (loT)AER -
AliyunDyiotFullAccess EEAEN-ERSHTRE
AliyunDyiotReadOnlyfAccess DER R ER-EaItiE
AliyunlOTIDFullAccess EEoTEESHAEIOTID)AER
AliyunlOTIDReadOnlyAccess BEAE o TiEEEoAE(IOTID)EIEIR
AliyunlOTIDVerifyAccess FHR TS ESHSAIE(IOTID) A EIR
AliyunFSSFullAccess EETEE=2EM (FSS) s9ifR
AliyunFSSReadOnlyAccess DiEgialloTEZ2M (FSS) 89EIR
AliyunlSOCReadOnlyfccess DT 2iEEhOaTER

4. BEHE,
5 BETM.

BESR

BRAMAFHAFPEREZT. B, UD. AccessKey IDFIAccessKey Secret& {5, 1BMAHREHTIRE
ﬁﬁo

@ B BEALEIELERE, SWERAMELRIE, BAERE, BSNZHERAMER,

1.20.3. Bl miRE

REBDUEAECHNERKS, AMEMFESEIE~RMIRE, oS EEERARAMAFEIZ &

’&.

I~ m
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RESLR- EEEN XN E S

FRERENES, TUREFAHESEERE.
1. BRUBEMESEHE,
o REBMEEBAANEZKRSHNEBER,
o FEBAERNELTRAMAFER, BARAMAFBNZBER,

B HeEEs @ KeEZEES
FIOES HEER >
=%

EeEsrd Q O 0 @ 0 RAMAFZ2
¥

2. LGB A, WEIXMNAISLH, BESLAHASLHFERE.
D EE  BaMRER2 (08) . %42 (ER) . £81 GRYI) HEFHE T AR IR
%5, Hitthls, BRSPS R,
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a RS o Irs 2 0s -

MR VAR EOME] = iETH ¥
3 3

TH

PRS2
SEREA v

=ERs

ul FE S

MR RR ST
BRSPS, EFNCERE, E50 SLA 8.

3. AEMEHE, BFRREEE > Fm, RHtIE~m,
4. TEELTHREIZ M@,
o RIFXIRFEREZKEIE M@,
EMEraRE, RRIERTESER, REREHIA.
SHRPBES W ol R 240008,
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" FaRERE
EEEEEE

* FriEmas

O Rk @ SEuRs

.

EMSHIE
* RS

Wi-Fi v
* HEtETC

ICA tREFEEETL (Alink JSON) v
* HEREEE
® Bk O =5k
~ WD
v AIEA

§

B
v FERRiEE
o BEIFAIOTIEE PO IAEIRFBIALT hingsCodetiiF 6l Z %t M & .
BEMNREPOFEF RIS, RBRUARTESER, RAEREHIA.

2

i

i

OFY::

» MARTIREDOHESm, TRMAIOTEHSEKEANTINE, BoJREMERIOTIA
EREE , RIBERERTTAINE.

n PEREEEANNREDOHZNRMEX T NEEER, &Kol AEZ™ M @i
BRMBEEXRET, RiE. K. MEHRE.

24 P

AFmwE. FRARERSHEFE—M, G, TMEENFRES, XiF
FEERBR PX. BXFE, AX. #F, THL (O) 8% (-) | at (@) MEXEE
S, KERS4~30DFF, —PhXHEBAXH2DFER,

INEIRZBIALT hingsCode,

AllThingsCode IRETRTAEAIOT 184 B L ERINEIRE, REUZIZE AT hingsCode.
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MBS & RAESLRE- 1 EEN

5. (O]ik) #TFmAL.
EEMSME, BFREER > ™m, greflXP, BErFraduNEEs, #EAFGRFEER. 2E
Egﬁ% EEFRER. Topicksx, IREBENTopic, WEEEN (MEE) | BERTHMA. RSHT
BIERE
FrmtlEzRE, EzTa TeIRRE. SUMENEE, tholftEelE.
1. EEMSHE, EFREER > RE.
2. FRBIIXRRET, IERE,

3. REGIBE=ME, RFEREILED.
REIEBHIEEHProductKey, DeviceNameflDeviceSecretBRY, HEBIENIRE, BINEZER
go
o BANGIEMNRE, TEZRENRFFFEIEHREGEERET, EFRFIERER.

o HELENRE, TARENAMKXREERET, BHFBRTHCGY, REMERENIERE
.

BESR

REVEBRAME, RERSERKRBE, BEAALeE5882) \RE, FRIRERSDK, REENER
Fa, BERE.

1.20.4. FREZS5IRFEAN
FEBARKESN, EERIBEYENTEENIESHAMESENRERE,
AR

o EFeMOIET AR ERE,
o HEBERMREIES,

BESE
1. WIANERATMIEEANES LITREHTINE, HERELEHTEXALRY. BEANIAREXER, B2
MRELR2INIE,

2. ERMENESRENSEMNTIREHRSOKA LIRS .
3. NIRERRVENEEMAMRELER ., RERFEBAXESE, BEReERmEEIIE,
4. RESYBERMEGHTERS. BABREIR, BELERER,

1.20.5. EE=imMNHAER

AN EEHR T I MN AR FERRAMA P AccessKey S ¥IBE M & 72 \HEENRE,

RIS

o FEBHALKNEHNAREPAccessKey IDFAccessKey Secret lXHNNE, EEETESBRNREETN
AccessKey IDF1AccessKey Secret, B MEWNFF AT RN, &M —MECEXH B AccessKey IDF]
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AccessKey Secret,

o BANYBMESAHSIAN, SEBIREEANEE, HEPASMERKSID (UD) F8, AIREEE
ERHBUDERAHER.

@ %8B RAMBPEEBEMEZKSD,

ﬁw—lmTkEﬁlélu\
1. migNARFEITAMOPRSHITH, HEBNEERANER ., FHER, BSNEHAMOPES T
o

@ HE  AREEFLISEDERRAME P AccessKeyF &8 .

2. AIHNARFRELRERNE, FHREEHNACCessKeylER, EERERIHNASYERENFES,

—lmkli Ib\iu‘i&%

1. ZIENAEFEIYEBEMFEENSIHSDK, KEHEIVMEMTES, MBENFEFEBBERRERKARE
RIESDKEEX RS, BES N EinsDksz,

@ mB  AREEFLSEDERRAME P AccessKeyF &8 .

2. ZHEARFRELEEHSE, BRRETNAcessKeySE, EERHUASYBENTL, KEHS
iR,

RinN AR T4

FEBNREEN . IENARFRAXMBRERAETE, THEESRBEERNER. IKH, &E

B T A EFRAMA P 8 5 AL

UTEBRERRHENARFERIIREERE, ELBREEELEFAEERN, STRENERHRZRT
RENRRXEFHTRREMNTE.

1. REBEANEZKSMNEBERVHEMNFEE2H5

2. LGB NE, HEIXIMEISLA, BESIEHASLEFERE.,

D EE BERER2 (B%) . £d2 (dER) . £mE1 CRYI) HEFHE T oW ARSIEIR
5. HftthsEl, SRS R,
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MENFES RESLE- ZEEA

a CIRAEE o Ire o0 ws -

BT | e ] =T
3 3
SIS
FEARSIE
2EEEA b
BERS
m TE ==
e E—r
@ iEiTH

MR RR ST
BRSPS, EFNCERE, E50 SLA 8.

3. EEMSHE, BEMMWSIE > RFRITH, BEHHEANERRE.
4. BHAIEERA, EOREEBANEED, AAESZ, BRETHIA.

HBAZMIFPX, BXFEH, BX. #FNTUE (O) , KEEBEN4~30MFF, — M PXHE
X2 FH.

5. BEMSHE, EEANSIE > ZF@RRE.
6. AR MR UE, BEEIEMN,

D & ZUNRES TR, S£RHELAREIRK, #ABRNERE, BREIR
M,

7. ERIZMN P EFERENVGIR, EEHUERIE, BHERIN. FEOSERE, BSLA0Z4050
B

8. BIEMNE, REFEREAN, RELEEREENSQL, REMER LB LEEIZIEE
H, FHEE, BEReEEREANRRPERE,

9. HTERENBEREFEERALERERENER.

1.20.6. ZHRAMAF

HATRBEMREFRHERIRRE, REFULMERRAMAFERIRE, WEERFHRENRERFIEN
PRAE R =im M 2 Fr E B IRE HINR .

BRUESLR
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XN E S

UTHBRERZEARAMAF R, REFHLIUEEMRRAMAFR , BARMBREME, BSDMHBRAVAF,

1. EFAMERKSERRAMEZRIS,
2. EEMSHE, ERBHEE > AP,
3. BEHEBARRAMAF B, HARAMAFFRERTE, EAEHSERMNRMAccessKey,

o ZEREHIEERNR
a. HNEERRET, RHENERRE.

RAM imEERl  HF

< [y BeCeeil HOSHH LHAE L prdywn.com

AREFREE gsEssEs

FRER nm | om 3 Sl
BrER nE

==

)

INIEEE hnABYE WIREE

ehauRen | sxeves| seaven

b. #ERERREERTNEFHSMHE TEPER, ERBHOURERIME.
c. BEWE, RERE.

o ZFAccessKey
a. HANEEBRRETHAPAccessKey X 15, B dAccessKey IDXSRMIRIES THIZMA .,

b. BEHaE, ZAZRAMAF KAccessKey,
1.20.7. F W [o) @&
ANTEHRTRBARN R NARFEEEDENFESNEREA,
TimMARREEMERNTS KK

EHEMIRRE: AccessKey ID . AccessKey Secret=ifiIE=MKSID (UD) RIEH,
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MENFES SEN RSN

BRA%: B EAccessKey ID . AccessKey Secret, UIDEY{E, MIAIETREE,

ZimNAERFAGEAYENESRRENAPI

ERHNEAKER: REBARNRAMAFHTEN, RENAEREAYVERNESHNAP, KREIERBX
MHER.

fRRTTE: XRAMAFPHTIRR, FHIRME, BSRENRAVER,
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2 HBIE(E
2.1. EHBENXTopicH{TIE G

WO AEMBENES LBENXTopic, REBERRXEBENXTopich, REiHEITAMQP SDKIREUE &
LRER,; REHEESFARYEMFESZEOPUbEIREAMIES. BEXTopICEEAERYEE, HENH
BEMBHBEEN ..

%%EI@\

KRB, BFRETEHERS[HITHENRE, EREENESCEER. BETARSH LTRES
RIERE,; RES[EABEUH TTREBERERS.

BELT

HEEF AR

ARG, EEHENZIKIIFEHRavalBEHISDK, FEERavaFARE, &BoJMava EHWIETE, H&R
¥javaiR i FF KR,

BB mMiIRE
1. BRUBATAEHA.
2. LGN TE, HEMASZA, BESDAHNLHIFETE.

D & BERER2 (£%) .« %42 (ER) « £F1 GRYI) EFE T U ARSIHIR
5. Hftbithisl, BHREUFE,
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a CIRAEE o Ire o0 ws -

YELRTE {ElVRREC{ iEfTHR
3 3
SIS
FEARSIE
2EEEA v
1BERS
e E—r
@ iEiTH

MR RR ST
BRSPS, EFNCERE, E50 SLA 8.

3. EEMSHE, BHREEE > Fm.,
4. BREIZSm, CIEEBEE ™M, KB productKey, 81 aluzcHo****
FHRERS, BERE R,
5. Fmel@iIE, BERradNNEE.,
6. AFmFBERNTopicEIERRTET, BHAEXTopic, BMBEXTopic,
HHBREES, BELEETopic,
ARfld, EXTLATRANTopic:
o REEKMHEETopic: /aluzcHo****/${deviceName}/user/devmsg, XEALKH.
o REZITFIERTopic: /aluzcHo****/${deviceName}/user/cloudmsg, RRAITH.
7. ERFHITRAET, BHEIEITHR, REAMQPREIHITH, iTHRE LIRESEBRINESRA.,
RELIREDESEEXNTopICEEMYREER . FHBIEMIZE, BESRNEEAMOPIRSHITH,

8. EEMSMEE, BHRE, ARENQZNEEWAT, RMMikEdevicel, KEUREIE
+ProductKey. DeviceName#DeviceSecret,

FARFES, LR 02EE,

REREHBRARS R

REE:

> MA4RRA: 20220526 199


https://help.aliyun.com/document_detail/73728.html#task-lxd-pnl-vdb
https://help.aliyun.com/document_detail/85539.html#concept-ppk-rz4-k2b
https://help.aliyun.com/document_detail/142376.html#task-2331705
https://help.aliyun.com/document_detail/73729.html#task-yk1-rnl-vdb

MW E S

BRI YEAFIEE BRs5EE

—LiERHHT R

2. 15—

2 2515 HE—

— 3. RS ENEiEE

EENRED:

o RFJ|BUAMOPEFIHEKHEER, TEEAMOPEFHEANMENTES, KINREHER, BIEAEE, &

£ M Java SDKIEN TR,
D sEE  AMQPTENEHEESA, MRS EEERRNYBERESIAT.

o HRERFHWSDKEAMERES, HRXHER.
o BERFBINERES.

final String productKey = "aluzcHO****";
final String deviceName = "devicel";

final String deviceSecret = "uwMTmVAMnxB***";
final String region = "cn-shanghai";

200
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MENFES B fESLE- H SR

o REVMKAERSY, BEMOTTEEEE. REGENVRMEEENE, TXABRIZBREEAN
BRI & IHARAFESEH.

LinkKitInitParams params = new LinkKitInitParams () ;

//LinkKitIRBEMOTTIMY, REBEMOTTHEIE.

IoTMgttClientConfig config = new IoTMgttClientConfig() ;

config.productKey = productKey;

config.deviceName = deviceName;

config.deviceSecret = deviceSecret;

config.channelHost = productKey + ".iot-as-mgtt." + region + ".aliyuncs.com:1883";
/ EEHIER.

DeviceInfo deviceInfo = new DeviceInfo();

deviceInfo.productKey = productKey;

deviceInfo.deviceName = deviceName;

deviceInfo.deviceSecret = deviceSecret;

/ 1 RERIGE NIRRT,

Map<String, ValueWrapper> propertyValues = new HashMap<String, ValueWrapper>();
params.mgttClientConfig = config;

params.deviceInfo = devicelInfo;

params.propertyValues = propertyValues;

o Wik,
/ /ERRFIR BRI LA TS B9[S R .

LinkKit.getInstance () .init (params, new ILinkKitConnectListener () {

@Override

public void onError (AError aError) {
System.out.println("Init error:" + aError);

}

/ /WAL R T A IR Y ELEL

@override

public void onInitDone (InitResult initResult) ({
System.out.println("Init done:" + initResult);
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o

BERXER,
BEHEEYENESR, DU LEXHTopickIZER ., EonnitDoneRHASTERAUTAHAS

@override
public void onInitDone (InitResult initResult) {
/ /1R BPubiHBMITopi cHIRNA,
MgttPublishRequest request = new MgttPublishRequest () ;
request.topic = "/" + productKey + "/" + deviceName + "/user/devmsg";
request.gos = 0;
request.payloadObj = "{\"temperature\":35.0, \"time\":\"sometime\"}";
/1 RIEHBFHIE RN UEHEE,
LinkKit.getInstance () .publish (request, new IConnectSendListener () {
@Ooverride
public void onResponse (ARequest aRequest, AResponse aResponse) {
System.out.println ("onResponse:" + aResponse.getDatal());
}
@Ooverride
public void onFailure (ARequest aRequest, AError akError) {

System.out.println ("onFailure:" + aError.getCode() + aError.getMsg()) ;

RS F[ULEERWT:

Message

{payload={"temperature":35.0, "time":"sometime"},
topic='/aluzcHO****/devicel/user/devmsg’,
messageld='1131755639450642944",

gos=0,

generateTime=1558666546105}

LR SHRT, BFERUTSHIE.

2% AN HiEA
productKey aluzcHO****

deviceNam

devicel . . R
e eviee RENEER, BENUEFSNEE TSRS,
deviceSecre -
t uwMT mVAMNxB
region cn-shanghai WA BX N 2R E rEIE A, MIFABRIAGE, 55
iAo AKX,
RERBAMLL, FHMIRE, EEREE L LET R,
hannelH lot-
:anne s o*** . mqtt.iothub.aliyuncs.c < AR BAHERRAETHROS1883, RAMKE
om:1883 As,
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MENFES RESLE-HEES

W

# N ki

"/" + productKey + "/" +
deviceName + BEERHRIRIBE X Topic,
"/user/devmsg"

request.top
ic

request.pay "\"temperature\":35.0,

loadObj \"time\":\"sometime\"}" BEXBIHBRE.
RS|/REXHBARE
wRER:
it EBPIES S
1. 158EE—
—— 1. 28T SR —
2 1R E—
2. 2R
3. BEHE—

o B EI&EIHSDKITIFETopic,

EERSNEER. REVIIBUEERSH. MRMER, BEREE L EEERS 2 PEENRGL
EHO

BEEZEVRS[AXNER, EBITHHEETopic,
B EIREIRITIITopicRBIIT :
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/ /IR S I ENA,
@Override
public void onInitDone (InitResult initResult) {
//IZEITRB Topico
MgttSubscribeRequest request = new MgttSubscribeRequest () ;
request.topic = "/" + productKey + "/" + deviceName + "/user/cloudmsg";
request.isSubscribe = true;
// R BITEIERFIL BT B ThEEE 5K A ] R &
LinkKit.getInstance () .subscribe (request, new IConnectSubscribelistener () {
QOverride
public void onSuccess () {
System.out.println("");
}
@Override
public void onFailure (AError aError) {
}
}) i
/M BEITFRBTTH S I RAYAYENE R #Ro
IConnectNotifylListener notifyListener = new IConnectNotifylListener() {
//BESbTE XU EI T 1TIH B LA RY Bl R 28
QOverride
public void onNotify (String connectId, String topic, AMessage aMessage) {
System.out.println (
"received message from " + topic + ":" + new String((byte[])aMessage.getD
ata()));
}
@Override
public boolean shouldHandle (String s, String sl) {

return false;

}
@Override
public void onConnectStateChange (String s, ConnectState connectState) {

}

}i
LinkKit.getInstance() .registerOnNotifylistener (notifyListener) ;

Hop, request.topic EREBRAEGITRNRNEENXTopic,

o REZRIHSDKIAAMEKNFELEZEOPULLHIEE . SHRHA, EERPub, &M, BSMava SDKEH
i, TXRBROIZEIEMES IBRALEF TRELMER,

o REZMINEER.

String regionId = "x**x";
String accessKey = "***";
String accessSecret = "x**x";

final String productKey = "***";
o REEESH.

/ /& B clientlIBE,
DefaultProfile profile = DefaultProfile.getProfile (regionId, accessKey, accessSecret);

IAcsClient client = new DefaultAcsClient (profile) ;
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MENFES B fESLE- HEEE

o REERAMSH.

PubRequest request = new PubRequest () ;

request.setQos (0) ;

/ /1B REEMTopice

request.setTopicFullName ("/" + productKey + "/" + deviceName + "/user/cloudmsg");

request.setProductKey (productKey) ;
/EEHBHNNE, —EEMBasec4fmi5, BMELB,

request.setMessageContent (Base64.encode ("{\"accuracy\":0.001,\"time\":now}")) ;
o RiXER.

try {
PubResponse response = client.getAcsResponse (request) ;
System.out.println ("pub success?:" + response.getSuccess());
} catch (Exception e) {
System.out.println (e);

}
REWRBREOERNT:

msg = [{"accuracy":0.001,"time" :now}]
R : KBRG
@ #8 ZRUSHED, BRELIUHR, BRABPEXSHIME.

T Pub/Sub demo, BEARHIEY Z ik SDKFN 1% % ik SDKEE E X 8 Demo,
AMQPE FinEANMERMEERE, ESL:

e Java SDKIENRPHI

NET SDK#E A RH

e Node.js SDKIE A=l

e Python 2.7 SDKIE AR

e Python3 SDK& AR

e PHP SDK#E AR

e GO SDK¥ENRH)

2.2. EEHNSIRRS S

FERMERYBENFETIUAANEE, NELAMPHNERRSSEETIEREH . AXUIHEFHNE
KBRS BRIERRIEHRAM), NBNAMFENIMRRE, FHREFLCHRM.,

%‘%EI@\
BRNEELDARECEBHEREZ—TRSR, BTRT-EHRNES, NEHEMHE, FBETHX
#E, B2, MEMERRELNP, EAELAITHARENBERT, BMEEEHZRSH. WREHAEM

ANZFETR, bSFEHMMEANER. ARRLERE, BRoILMERRIEZMERFEERRRRC (BFIT
BEREA) NEEESSchERIINMEIRRS /AT RES
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RESLE-HEES MW E S

@ 38  AXUBRARIHTESNRENF, NBTREHNSRRSBOFRIEA,
SHRIEEEHNRE

1.5 BERRPC SSHIE S

I 2 BEmarTh e EES I

H 3 i fTssHigs

I s B Errrcli I4. BimarTihiEEER I

BB R & IR E N SRR S R RE:

. TR LI RYE M E & RRPCE [ RIESSHIES .

2. MIBEMEAERIIELSE, EEMQTTHMUESSHIES TR ANERIRS S,

3. RS EITSSHIES,

4, RSB BESSHIESHITE R EMRRPCIAAL, BIMQTTHMY LIRFMIERNES ,
5. BRI T2 & 4 RRPCIH N[0 5 45 EE AN .

—

@ 88 RRPOBAMBHEHASH, REBVDAXKIIREESE, SRERBNEIR, MBEHKE
HESRERNREK, TRRZEHERER.

T#HSDK#IDemo

SMMEBEMESZREFHMNEIR, K% KHTRSHSDKAIZFiHSDKFF X .

o TEEN EREMEBEMFER IZ5515SDK, oI LMERFESS in)ava SDK DemosR# TR IHH K .

o EWMEBIRLREMEMFR EZE1HSDK, WOJLMER %% ava SDK DemoRETIREIHR .
UTETS, BNBIRSE K SDKH & &ix SDKEYF & 7R~

@ M AT DR ANAENEE— LB MLNuxSS, Muname. touch, mv&, Rt
RESEFNIES, EELZBTILIU,

REWHSDKF R
T, REIRBIHSDKA THSDK Demofs, &5 ARANTR B MKIRAIIE LA T lavasX 44,
HEITUS ERARBENE IR LET.

1. FTEpomxmbB s, IR .
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MENFES RESLE-HEES

<!-- IEUHSDK -—>

<dependency>
<groupId>com.aliyun.alink.linksdk</groupId>
<artifactId>iot-linkkit-java</artifactId>
<version>1.1.0</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupId>com.google.code.gson</groupld>
<artifactId>gson</artifactId>
<version>2.8.1</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.40</version>

<scope>compile</scope>

</dependency>

<!-- SSHEPUR -->

<!-- https://mvnrepository.com/artifact/com.jcraft/jsch —-->
<dependency>

<groupld>com.jcraft</groupld>
<artifactId>jsch</artifactId>
<version>0.1.55</version>

</dependency>

2. 1B SSHShelljavaX s, RTAITSSHIES .
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public class SSHShell {

private String host;

private String username;

private String password;

private int port;

private Vector<String> stdout;

public SSHShell (final String ipAddress, final String username, final String passwor

d, final int port)
this.host =

ipAddress;

this.username = username;

this.password = password;

this.port =
this.stdout
}

port;
= new Vector<String>();

public int execute (final String command) {

System.out.println ("ssh command: " + command) ;

int returnCode = 0;

JSch jsch =
SSHUserInfo
try {

Session

session.
session.

session.

Channel

new JSch();

userInfo = new SSHUserInfo();

session = jsch.getSession (username, host, port);
setPassword (password) ;

setUserInfo (userInfo) ;

connect () ;

channel = session.openChannel ("exec") ;

( (ChannelExec) channel) .setCommand (command) ;

channel.

setInputStream(null) ;

BufferedReader input = new BufferedReader (new InputStreamReader (channel.get

InputStream()));

channel.

connect () ;

String line = null;

while ((line = input.readLine()) != null) ({
stdout.add(line) ;

}

input.close();
if (channel.isClosed()) {

returnCode = channel.getExitStatus() ;

}

channel.

session.

disconnect () ;

disconnect () ;

} catch (JSchException e) {

e.printStackTrace () ;

} catch (Exception e) {

e.printStackTrace () ;

}

return returnCode;

}

public Vector<String> getStdout () {

return stdout;

3. I SSHUsernnfo javaX 4, FFIEIESSHIK S 253,

208
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public class SSHUserInfo implements UserInfo {
@Override
public String getPassphrase () {
return null;
}
@Override
public String getPassword() {
return null;
}
@Override
public boolean promptPassphrase (final String arg0) {
return false;
}
@override
public boolean promptPassword(final String arg0) ({
return false;
}
@override
public boolean promptYesNo (final String arg0) {
if (arg0.contains("The authenticity of host")) {
return true;
}
return false;
}
@override
public void showMessage (final String arg0) {
}

4. BN Device javax fy, AFEIEMQTTiESE,

public class Device {

/**

- RIS

*

* @param productKey Frgmkey

* @param deviceName &R

* @param deviceSecret IREFHH

* @throws InterruptedException

Y

public static void connect (String productKey, String deviceName, String deviceSecre

t) throws InterruptedException {

/] RS
LinkKitInitParams params = new LinkKitInitParams () ;
// 8B vatt WIS
IoTMgttClientConfig config = new IoTMgttClientConfig() ;
config.productKey = productKey;
config.deviceName = deviceName;
config.deviceSecret = deviceSecret;
params.mgttClientConfig = config;
// REMBREREIEBER, AN
DeviceInfo deviceInfo = new DevicelInfo();
deviceInfo.productKey = productKey;

devicelInfo.deviceName = deviceName;

> MAYRRA: 20220526 209



REXK- HEREE MM E
deviceInfo.deviceSecret = deviceSecret;
params.deviceInfo = devicelInfo;
// ¥¥ak
LinkKit.getInstance () .init (params, new ILinkKitConnectListener () {
public void onError (AError aError) {
System.out.println("init failed !! code=" + aError.getCode() + ",msg="

+ aError.getMsg() + ",subCode="

+ aError.getSubCode () + ",subMsg=" + aError.getSubMsg());

}
public void onInitDone (InitResult initResult) {

System.out.println("init success !!");

});

// WBEREURINEA RITRENDS B, BJLARIESEFREIE KX R AVEERT

Thread.sleep (2000) ;

}
/‘k*

*

AKTHHE

*

* @param topic ﬁiﬁfﬁ%ﬂ'\]topic

* @param payload RIZFHVHERZA

wY
public static void publish (String topic, String payload) {
MgttPublishRequest request = new MgttPublishRequest () ;
request.topic = topic;
request.payloadObj = payload;

request.gos = 0;

LinkKit.getInstance () .getMgttClient () .publish (request, new IConnectSendListener

@Override

public void onResponse (ARequest aRequest, AResponse aResponse) {

}

@Override

public void onFailure (ARequest aRequest, AError akError) {

J**
* STEHE
*
* @param topic ITFIHEMtopic
Y
public static void subscribe (String topic) {
MgttSubscribeRequest request = new MgttSubscribeRequest ()
request.topic = topic;
request.isSubscribe = true;
LinkKit.getInstance () .getMgttClient () .subscribe (request,
istener () {
@QOverride
public void onSuccess () {
}
@Override
public void onFailure (AError aError) {

}

’

new IConnectSubscribel

210
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1)
}
/**
* BUHITH
*
* @param topic BUHITEIHERtopic
Y
public static void unsubscribe (String topic) {
MgttSubscribeRequest request = new MgttSubscribeRequest () ;
request.topic = topic;
request.isSubscribe = false;
LinkKit.getInstance () .getMgttClient () .unsubscribe (request, new IConnectUnscribe

Listener () {

@Override

public void onSuccess () {
}

@0Override

public void onFailure (AError aError) {

wY
public static void disconnect () {

// R¥EK

LinkKit.getInstance () .deinit();

5. 81N SSHDevice javaX ., SSHDevicejavaB&mainfik, BTFEWRRPCIES, B ssushell AT
SSHIE<, IR[EIRRPCIIRL, SSHDevicejavaxXihrd, BEEBIRFIEHER (ProductKey,
DeviceNamef[IDeviceSecret ) F1SSHIK S 555,

public class SSHDevice ({

// SEESHNSHAR
// FEfmproductKey

private static String productKey
//

private static String deviceName =
// 1&&#F$deviceSecret

private static String deviceSecret =
// HBBEMtopic, THREVEMEN, EEFERENT

private static String rrpcTopic = "/sys/" + productKey + "/" + deviceName + "/rrpc/

— nn.
’

wn .,
’

wn .,
’

request/+";

// ssh EifRAEZEIP
private static String host = "127.0.0.1";
// ssh FAFP#&

private static String username =
// ssh %5

private static String password =
// ssh AT

private static int port = 22;

// FEEENSHER

public static void main(String[] args) throws InterruptedException {
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// TATERIESER
registerNotifyListener();
// BEILEHE
Device.connect (productKey, deviceName, deviceSecret);
// TiRtopic
Device.subscribe (rrpcTopic) ;
}
public static void registerNotifyListener () {
LinkKit.getInstance () .registerOnNotifylListener (new IConnectNotifyListener() {
@Override
public boolean shouldHandle (String connectId, String topic) {
// RRIBYE topiclHE
if (topic.contains ("/rrpc/request/")) {
return true;
} else {

return false;

}

@Override
public void onNotify (String connectId, String topic, AMessage aMessage) {
// W rrpciERHEIE rrpclffz
try {
// BATIERRAG S
String payload = new String((byte[]) aMessage.getData(), "UTF-8");
SSHShell sshExecutor = new SSHShell (host, username, password, port)

sshExecutor.execute (payload) ;
// RRGLEE
StringBuffer sb = new StringBuffer();
Vector<String> stdout = sshExecutor.getStdout () ;
for (String str : stdout) {
sb.append (str) ;
sb.append ("\n") ;
}
// EIEEE RS i
String response = topic.replace("/request/", "/response/");
Device.publish (response, sb.toString()):;
} catch (UnsupportedEncodingException e) {

e.printStackTrace () ;

}
@Override
public void onConnectStateChange (String connectId, ConnectState connectStat

BR 55 % SDKFF &
T . RERSIHSDKF TEHSDK Demofs, BERMNB B MKEFNIE M AT JavasX 4.
1. TEpomxmB s, FRIKRE
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PR35 i SDKXY N BT hRAR AR, 152 M Java SDKE A5 EA,

) k& 2

<!-- BRZBUHsSDK -->

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-iot</artifactId>

<version>7.38.0</version>

</dependency>

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>

<version>4.5.6</version>

</dependency>
<!-- commons-codec -->

<dependency>
<groupId>commons-codec</groupld>

<artifactId>commons-codec</artifactId>

<version>1.8</version>

</dependency>

2. 1810 OpenApiClient javaxX ¥, BT EABYENESFRED,

= null;

public class OpenApiClient {
private static DefaultAcsClient client
public static DefaultAcsClient getClient (String accessKeyID, String accessKeySecret

) |
(client != null) {

if
return client;

}
"iot.cn-sha

try {
IClientProfile profile DefaultProfile.getProfile ("cn-shanghai", accessKey

"Tot",

"cn-shanghai",

ID, accessKeySecret);
DefaultProfile.addEndpoint ("cn-shanghai",

nghai.aliyuncs.com") ;
new DefaultAcsClient (profile);

client
} catch (Exception e) {
System.out.println ("create OpenAPI Client failed !! exception:" + e.getMess

age());
}
return client;

3. #A0SSHCommandSenderjavaXff, SSHCommandSenderjavat&mainf s, AT RIXSSHIESTE
IS AccesskeylE R . REFIERBER

IR
78N

WSSHIES MR, SSHCommandSenderjavah, EEES
(ProductKey#DeviceName) . PARSSHIES .

213
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public class SSHCommandSender {

// HEEEMS R
// BPWSAccessKey

private static String accessKeyID = "";

// FBAPMSAccesseKeySecret

private static String accessKeySecret = "";
// EHIID

private static String instanceld =

wun .
’

// FEfmKey

private static String productKey = "";
// 1&&EBMdeviceName

private static String deviceName = "";
// HEEEMNSRE

public static void main(String[] args) throws ServerException, ClientException, Uns

upportedEncodingException {

// Linux ZIZEHL

String payload = "uname -a";

// FIERRPCIER

RRpcRequest request = new RRpcRequest () ;
request.setlotInstanceld(instanceld);

request.setProductKey (productKey) ;

request.setDeviceName (deviceName) ;

request.setRequestBaseb4Byte (Base64.encodeBase64String (payload.getBytes())) ;
request.setTimeout (5000) ;

// IREVARSSURIERE P i

DefaultAcsClient client = OpenApiClient.getClient (accessKeyID, accessKeySecret)

// BHEERRPCIES

RRpcResponse response = (RRpcResponse) client.getAcsResponse (request) ;

// RRPCURZALER

// response.getSuccess () {NFRBERRPCIERZEMIN, FRFRIGEIFWREIHFIMERETH

// BERIERrpcCode RAIE, BFXMhttps://help.aliyun.com/document detail/69797.h

tml

if (response != null && "SUCCESS".equals (response.getRrpcCode())) {
// ER

System.out.println (new String(Base64.decodeBaseb4 (response.getPayloadBase64

Byte()), "UTF-8"));

} else {
// BIRKK, $TErrpc code
System.out.println (response.getRrpcCode () ) ;

2.3. PEBEF

RES

ZIFETAINKMGH TR BEEERE, 8FRELREEABHEEIRR, NZRTRRERY

HAARSHERIRE. AXLERFIIRM)ava Demo, NMEYMBEEHIEBENABES.

AR

o EFEVELN TSRS .
o ERKJavaFkHiE,

214
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MRS RESLE-HEES

IR MRS

B, RUBRFRAMRE, HERENNE (DNER) .

1. BRMBERESEHE.

2. LGN TE, HEIRASZA, PEHDOENLHIFERE.

D EA&E  BERER2 (£8) . &4t2 (ER) . €& GRYI) MSFE T W ARAIR
$. Hfeithisl, BREMPE,

a CFEEE | o Irs 400 v

BRI VAR 7 BT S
3
IR
FERRIIE
ST v
=ERSE
m 7E ==
] l._h f
® =T
=EE
- 2

WLV kRS 4F]
CURSERISEEEEME, EFOmERE, 55 oA

3. EEMSME, EHREEHE > &,
4, iﬁﬁﬂ@?‘&ﬁ, BEXFRER, EEAEXRE, HUSHERRINME, AEREHIN, SRR
Mo
FMRERS, BEBLOET R,
5. EFREBNSBENAET, EXWIER,
ARG PEVERNBAER S, FMUTEYE. RSMNEH,
ASRM T RBINEETSL, MAIESN, BERM S FNDER,
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XN E S

6.

R 1

Cffline_alarm

modify | EEX ModifyVehicleInfo

Ei= = (EE MicSwitch bool (

El
i

EEMSHE, BHRE, SIBRRE.

ARGICBPIRMEREREBENMEBRRERS, AURTED

BEERMECEIRE,

T#H. £%Demo SDK

AR EEISDK DemoF & & 7 BR %% SDK Demo# 1% & % SDK Demo,

1.
2.
3.

BHETHiotx-api-demo, HRESS,
THjavaF & TE, SARESHFH otx-api-demoX 3£,

hue int32 (SR

BEEE: 0~ 254

IERMRE. FHRRFES,

EpomxmbBZEsh, HRIMLATMavenik#i, SR = =ifSDKFIIR FimSDK,

<!-- https://mvnrepository.com/artifact/com.aliyun/aliyun-java-sdk-iot -->

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-iot</artifactId>
<version>7.33.0</version>
</dependency>
<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>3.5.1</version>
</dependency>
<dependency>
<groupId>com.aliyun.alink.linksdk</groupId>
<artifactId>iot-linkkit-java</artifactId>
<version>1.2.0</version>
<scope>compile</scope>

</dependency>

4. fEjava/src/main/resources/B R T W confighlEth, BEAIBKER.

user.accessKeyID = <your accessKey ID>
user.accessKeySecret = <your accessKey Secret>
iot.regionId = <regionId>

iot.productCode = Iot

iot.domain = iot.<regionId>.aliyuncs.com
iot.version = 2018-01-20

2H i8R
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MBRES RELE-HEIEE
e L8R
IR 2 =K S BACcessKey D,
accessKeylD BRREMEENIKS LR £, EZEAccessKeyEE, EARLFEREER, T
Bl EELAYACCcessKey.,
accessKeySecret REI I E =K S B9ACcessKey Secret, BE /574 E _EAccessKey D,
regionid REVYIEE IR F FrE iR ID, MFIDMFRIXF %, ESNHAaTHX,

REWSDK EIRBEHMEBH
REIRFHSDKERMEMES, LREMNSHER.
Demoth, java/src/main/com.aliyun.iot.api.common.deviceApi8 & T 8 ThingTemplat X 2i& &% 1R

B RS 4 Demo,
o REEERER.

B8 P product Key
AEEREGE, B8

deviceName. deviceSecretFlurlZ M ARINRZIEREERMMQTTIEAEEZ, &
REELpLEs 5, BARBRRIETIKA1883,

public static void main(String[] args) {

Vass
* BERIEBER.

*/
String productKey = "your productKey";
String deviceName = "your deviceName";
String deviceSecret = "your deviceSecret";

/* TODO: ERAEHIERT & LHIRENMAE ~/

String wurl

/**

= "iot-6d***gl.mgtt.iothub.aliyuncs.com:1883";

* mat tIEEE R,

*/

ThingTemplate manager = new ThingTemplate() ;

DeviceInfo

deviceInfo.
deviceInfo.

devicelInfo.

/**

deviceInfo = new DeviceInfo();
productKey = productKey;
deviceName = deviceName;

deviceSecret = deviceSecret;

* RSB BIHNTava HTTPEFPIREATSLVL . 20

*/

System.setProperty ("https.protocols", "TLSv2");

manager.init (deviceInfo, url);

}

o MIAfLiER,
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public void init (final DeviceInfo devicelInfo, String url) ({

LinkKitInitParams params = new LinkKitInitParams () ;
/ * %

* FBnqt t¥IB S

=/

IoTMgttClientConfig config = new IoTMgttClientConfig();
config.productKey = deviceInfo.productKey;
config.deviceName = devicelnfo.deviceName;
config.deviceSecret = deviceInfo.deviceSecret;
config.channelHost = url;

/ * %

* ERERBLER.

* JWmgttBcleanSessionFE],

=/

config.receiveOfflineMsg = false;
params.mgttClientConfig = config;
ALog.setLevel (LEVEL DEBUG) ;

ALog.i (TAG, "mgtt connetcion info=" + params);

/ * %
* IRERK, FANREIEBES.
*/

params.deviceInfo = devicelInfo;
/BRI, *+/
LinkKit.getInstance() .init (params, new ILinkKitConnectListener () {
public void onError (AError aError) ({
Alog.e (TAG, "Init Error error=" + aError);
}
public void onInitDone (InitResult initResult) {
ALog.1i (TAG, "onInitDone result=" + initResult);
List<Property> properties = LinkKit.getInstance () .getDeviceThing () .getP
roperties();
ALog.1i (TAG, "IREEMFIER" + JSON.toJSONString (properties));
List<Event> getEvents = LinkKit.getInstance () .getDeviceThing () .getEven
ts ()
ALog.i (TAG, "IREHBMFIER" + JSON.toJSONString (getEvents)) ;
/*BHE LR, Topo: FHHRFAIRMEYE, HbiIMicSwitch, BFEREMIERMN—IS. TN
SIREFEIR */
handlePropertySet ("MicSwitch", new ValueWrapper.IntValueWrapper (1)) ;
/* BHER. Topo: HHMRATIRMEM, Lbiloffline alarm, EFEmAVYIERKN—ERS .
BUIREHFIR *~/
Map<String,ValueWrapper> values = new HashMap<>();
values.put ("eventValue",new ValueWrapper.IntValueWrapper (0)) ;
OutputParams outputParams = new OutputParams (values) ;

handleEventSet ("Offline alarm",outputParams) ;

@ e  RBPHEMNBERRFESYEE P EXRRF .

o RERER LIRBM,
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/**
* Alink JSONAIIE&EiH LIRE .
* @param identifier: EBMEMFIRT.
* @param value: EIREBME,
* @return
*/
private void handlePropertySet (String identifier, ValueWrapper value ) {
ALog.i(TAG, " L3R BMidentity=" + identifier);
Map<String, ValueWrapper> reportData = new HashMap<>();
reportData.put (identifier, wvalue);
LinkKit.getInstance () .getDeviceThing () .thingPropertyPost (reportData, new IPublish
Resourcelistener () {
public void onSuccess (String s, Object o) {
// BRI,
ALog.1i (TAG, v FRAYTH onSuccess () called with: s = [" + s + "], o= [" + 0O
+ "1
}
public void onError (String s, AError aError) {
// B ERE K.
ALog.i (TAG, " LEIR&KMonError() called with: s = [" + s + "], aError = [" +
JSON.toJSONString (aErroxr) + "1");
t
}) i

o RERSR LIREM.

/**
* Alink JSONAHi&&Him LIRS
* @param identifyID: HEEFIRIAR,
* @param params:. B EIRE.
* @return
74
private void handleEventSet (String identifyID, OutputParams params ) {
Alog.i(TAG, "LIREMH identifyID=" + identifyID + " params=" + JSON.toJSONString (
params) ) ;
LinkKit.getInstance () .getDeviceThing () .thingEventPost ( identifyID, params, new I
PublishResourcelListener () {
public void onSuccess (String s, Object o) {
// Bt LRI,
ALog.1i (TAG, v FRARIH onSuccess () called with: s = [" + s + "], o= ["+ 0
+ ")
t
public void onError (String s, AError aError) {
// Bt ERE K
ALog.1i (TAG, "_t?ﬁgiﬂionError() called with: s = [" + s + "], aError = [" +
JSON. toJSONString (aError) + "1");
}
}) i

ZimSDK P RIREBMMBAAKRSES

o WIA4LSDKE i,
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Demoth, java/src/main/com.aliyun.iot.clientE &= T lot Client {42 SDKZ P ix #1184k Demo,

public class IotClient {
private static String accessKeyID;
private static String accessKeySecret;
private static String regionId;
private static String domain;
private static String version;
public static DefaultAcsClient getClient () {
DefaultAcsClient client = null;
Properties prop = new Properties();
try {
prop.load(Object.class.getResourceAsStream("/config.properties"));
accessKeyID = prop.getProperty ("user.accessKeyID");
accessKeySecret = prop.getProperty ("user.accessKeySecret");
regionId = prop.getProperty("iot.regionId") ;
domain = prop.getProperty ("iot.domain") ;
version = prop.getProperty("iot.version");
IClientProfile profile = DefaultProfile.getProfile (regionId, accessKeyID, accessKey
Secret) ;
DefaultProfile.addEndpoint (regionId, regionId, prop.getProperty("iot.productCode"),
prop.getProperty ("iot.domain")) ;
// #¥aclient,
client = new DefaultAcsClient (profile);
} catch (Exception e) {
LogUtil.print ("#liAfbclientkM! exception:" + e.getMessage());
}

return client;

public static String getRegionId() ({
return regionId;

}

public static void setRegionId(String regionId) {
TotClient.regionId = regionId;

}

public static String getDomain () {
return domain;

}

public static void setDomain (String domain) {
IotClient.domain = domain;

}

public static String getVersion () {
return version;

}

public static void setVersion (String version) {

IotClient.version = version;

o WAkt 2 CommonRequest AT,

Demoth, java/src/main/com.aliyun.iot.apicommon.openApiB & T B AbstractManagersl {231 =
% APIB CommonRequest A1t # I Demo.,
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public class AbstractManager ({

private static DefaultAcsClient client;

static {

client = IotClient.getClient();

}
/**

*  IEIERMYE, action: EORFR.

*  domain: £ Lihht,
* version: EORRZS,
7

public static CommonRequest executeTests (String action) {

CommonRequest request = new CommonRequest () ;

request.setDomain (IotClient.getDomain () ) ;
request.setMethod (MethodType.POST) ;

request.setVersion (IotClient.getVersion());

request.setAction (action) ;

return request;

o RERIKSDKARMEKMES=IHAP, TRIRERMMBAARSHNES.

Java/src/main/com.aliyun.iot.api.common.openApiE & T W ThingManagerForPopSDk2 Z i SDKIfE B
APIR B & B MHE AR & AR5 BDemo X 14,

o AHESetDevicePropertyig Big & M(E.

public static void SetDeviceProperty (String Instanceld, String IotId, String ProductKey

, String DeviceName , String Items)

{

SetDevicePropertyResponse response =null;

SetDevicePropertyRequest request=new SetDevicePropertyRequest () ;

request.setDeviceName (DeviceName) ;

request.setIotId(IotId);
request.setItems (Items) ;

request.setProductKey (ProductKey) ;

request.setIotInstanceld(Instanceld) ;

try {

response = client.getAcsResponse (request) ;

if (response.getSuccess() != null && response.getSuccess()) {
LogUtil.print ("IREIREBMMII") ;
LogUtil.print (JSON.toJSONString (response)) ;

} else {

LogUtil.print ("EEIZEBMERM") ;

LogUtil.error (JSON.toJSONString (response)) ;

}

} catch (ClientException e)

e.printStackTrace () ;

{

LogUtil.error ("iﬁﬁiﬁ%ﬁﬁ*ﬂi! " + JSON.toJSONString (response)) ;

> MA4RRA: 20220526
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o JFASetDevicesPropert it BiRBIREBIMHE.,

/**

*

HEREIREREM.

* @param ProductKey: BIRERBMMIZERENZMKeyo
* @param DeviceNames: EBIFBERBMHIRERIRTIR,
* @param Items: BREMNEMESR, AMiHkey:value, FIEHRIANISON String, BHEN.
*
* @Des: IRk,
*/
public static void SetDevicesProperty(String InstanceId, String ProductKey, List<St
ring> DeviceNames, String Items) {
SetDevicesPropertyResponse response = new SetDevicesPropertyResponse () ;
SetDevicesPropertyRequest request = new SetDevicesPropertyRequest () ;
request.setDeviceNames (DeviceNames) ;
request.setlItems (Items);
request.setProductKey (ProductKey) ;
request.setIotInstanceld(Instanceld);
try {
response = client.getAcsResponse (request) ;
if (response.getSuccess() != null && response.getSuccess()) {
LogUtil.print ("MEIRBIRFEMEKII") ;
LogUtil.print (JSON.toJSONString (response)) ;
} else {
LogUtil.print ("HEIZBIRFEERY") ;
LogUtil.error (JSON.toJSONString (response)) ;
}
} catch (ClientException e) {
e.printStackTrace () ;
LogUtil.error ("MEIREIREFEMERM! " + JSON.toJSONString (response)) ;

o @M InvokeThingServicel@ARE RS .
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MRS RELE-HE

/**

* @param Identifier: BRSZMIIdentifier, WZMfENo
* @param Args: BEEARSMAESEE, BHEN,

wy

public static InvokeThingServiceResponse.Data InvokeThingService (String Instanceld,

String IotId, String ProductKey, String DeviceName,

String Identifier,

String Args) {
InvokeThingServiceResponse response =null;
InvokeThingServiceRequest request = new InvokeThingServiceRequest () ;
request.setArgs (Args) ;
request.setDeviceName (DeviceName) ;
request.setIotId(IotId);
request.setIdentifier (Identifier);
request.setProductKey (ProductKey) ;
request.setIotInstanceld(Instanceld);
try {
response = client.getAcsResponse (request) ;
if (response.getSuccess () != null && response.getSuccess()) {
LogUtil.print ("ARSHITERIN") ;
LogUtil.print (JSON.toJSONString (response)) ;
} else {
LogUtil.print ("ARSBHITEK") ;
LogUtil.error (JSON.toJSONString (response)) ;
}
return response.getData () ;
} catch (ClientException e) {
e.printStackTrace () ;
LogUtil.error("ﬂE??#ﬁ?gEmQ! " + JSON.toJSONString (response)) ;
}

return null;

@ 3 NREERRSERRS, SEEXVERN, ERSNERARIAS; FLE

HinlY, FRELERLSEARSHRS,
BERSBERRATE, BSARLSRSER.
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o FAInvokeThingsServiceitt S B AR E RS,

/**
* @param Identifier: BRSZMIIdentifier, WZMfENo
* @param Args: BEEARSMASEE, BHEN,
*/
public static void InvokeThingsService (String InstancelId, String IotId, String Prod
uctKey, List<String> DeviceNames,
String Identifier, String Args) {
InvokeThingsServiceResponse response =null;
InvokeThingsServiceRequest request = new InvokeThingsServiceRequest () ;
request.setArgs (Args) ;
request.setIdentifier (Identifier);
request.setDeviceNames (DeviceNames) ;
request.setProductKey (ProductKey) ;
request.setlotInstanceld(Instanceld);
try {
response = client.getAcsResponse (request) ;
if (response.getSuccess () != null && response.getSuccess()) {
LogUtil.print ("#EREAIGHRSHIN") ;
LogUtil.print (JSON.toJSONString (response)) ;
} else {
LogUtil.print ("MEREMBIRFRSEM") ;
LogUtil.error (JSON.toJSONString (response)) ;
}
} catch (ClientException e) {
e.printStackTrace () ;
LogUtil.error ("HE2IRAMIZEIRSZSEKM! " + JSON.toISONString (response)) ;

RERMNEARSEERRHE:
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public static void main (String[] args) {

/** EERIG RIS & B MHFRE = MEYProductkeyo */

String deviceName = "2pxuAQB2I7wGPmgg***";

String deviceProductkey = "alQbjI2***";

/I FEAARSEFIFFTRE AL, & B InstanceIdMEKLFIIDE, EaI/EYIBERT SIEH & B
YWOTE, EEYFIEFIEIID,

I FIBRRAHEIEG, € E InstanceIdATE"",

Y

String Instanceld = "iot-***tl02";

//1 REBERENREME.

SetDeviceProperty (Instanceld,

//2 MEREIGEREMY,

List<String> deviceNames = new ArrayList<>();

deviceNames.add (deviceName) ;
SetDevicesProperty (Instanceld, deviceProductkey,

null, deviceProductkey, deviceName,"{\"hue\":0}");

deviceNames, "{\"hue\":0}");

//3 VARIR&ERIARSS.

InvokeThingService (InstancelId, null, deviceProductkey, deviceName, "ModifyVehiclelIn
fo", "{}");

//4 HEFBIRENRS.

List<String> deviceNamesService = new ArrayList<>();

deviceNamesService.add (deviceName) ;

null, deviceProductkey, deviceNamesService, "Modify

InvokeThingsService (Instanceld,

VehicleInfo", "{}");
}

E1TRER
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il

2.4. M2Mig & aI&EE
2.4.1. M2Mig&KaIE S

M2M (BlMachine-to-Machine) R —finxinBERAK, ARV BTN FNAppEZE A, HAERM
NS ZEHRREMTopicH REEARIMMMIREEER, TENANTETFVENFELEEE—IPM2MEE
PRSI

BRI SFNAppHERNEFBERBIEAMENFEEAE, BRAELSHAGRTHNREBEFRAME
R, BABEBIAEMSZB[EATXLEER, ERAFEINEHCHUSRRMNT,

BEARTYERE, BSRLATIE:
o ETHNSIZHM2MEZEIEE
o HFTopicHREHIMMIEEEIEE

2.4.2. ETFHN 5[ ZEHM2MIZFEEE

RXLAERETMFHNAppEZ A, BETYENESOMNSIEHERENGE, HE—IM2MREEERER
M,

:%b % % I%\
R FAAppEHIE ST AR

1rpp EMER . BSREEEGEEER

| 2 FEHEITEE  BERERTE&FAdevicatame
[ 24 | | WERTEL i - APEEE
l HTTPS :Topl'c:' ; 2 i
5 EEEHIES /al987654321/ControlApp/user . - RPER
App i"é{_rthf;ﬁ‘ BiF & B \feommand i |
eyicelMame : : : iﬁﬁ-%}%
%HT : !
| j
| w8 L BEBR
| E pe—
[ e | i ! - HEEE
. O MQTT | o Aehtisers i |
= = ' Topic: fal1234567859/i userf sefe— i i >
— s EEEERES i g ! : L
T i emememamae !
BESE

1. EVENFEEGE, PERITREUEFRINIRE, EXNES, BIEEE, BBL0Era, itael
BiRE. BOHRMYER,

AP, EEEXTHIProductKey#al123456789; DeviceNameAlight,
2. FRERETIR &,
ARBld, RESYBRNESEBEEMUIMQTT,
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REWSDKARFE, BS W15 0Lk SDKH,
3. EMENES, AFHAppEM~mAIRE,
AR, FHAppHIProductKeyHal987654321; DeviceNameControlApp,

HAFNAppHPEMERE, BHRS[ZBAPPIIREERKELFHApPp, IEFHNAppal MEA—D
REERIMHEN TS,

4. FRFHAPP,
KRB, FHAppSYEMFE S BEIEETMUAHTTPS,
FHAppREBE BEXT IR HIIE L payload BUIEE I T :
{
"TargetDevice": "light",
"Switch": "off",
"Timestamp": 1557750407000
}
5. ARERENTIRE R, TMERIREEEVENES, BEFHTESEIEE.,
6. IREHN S| ZHIEREMU, BFHAppAMIIES AT EEEXTHTopict,
i BRUBMNTEEGE, ENNIAT, EFANSIE > aFRRE.
i. REAIZMN, ERENEES, MAMNEZIR, BEHIA.
iil. 7ESRHAVBIR RN BRI XHEE, REAIERE.
v. AREREANGNE, RELEHETHNHRSSOL,

v. ERESQLYIEE, RELBERAERASHNSOL, BEHHIN. ZSQUEMNFHApPIRERITopicH
B, HEEEREAEETNEEFR.

ARfcr, SQUEHIEEHE DI EIREEHBFRT arget Device, JHEBTE
#HTimestampFlSwitch=PMFZEKRHE,
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WSSOl
MR ET - =rallise
SELECT TargetDevice,Switch, Timestarmp
FROM  "fal /Control&ppfuserfcommand"”
W/HERE
® T
TargetDevice, Switch, Timestamp
® Topic
BE hd
apptest Ay
Control&pp hd
userfcomrmand hd
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il

vi. EREREANTIE, BERALAEE TORMEE. AREMEED, REEKESENM. ¥
BRI IREEBITANRNTopic/E AERFHLAppiIE LB Topic,

@ e
» EFEAMES— 1 Topich,
n IEEREN, BEAENS s(rargetpevice) BEFBERERNT. WARAD 5¢
TargetDevice} RN MEREITIREZR 1ignt .

RIERE X
PR
EFEISE— Topic W
*To
EEY hd
HaEetT123 W
HTargetDevice} W
uzerfset W

7. FHAppRFPESHRBEAPpS BHREXTEE .,
YAppEEN RSB F[/AEPERIRSNIBERG, BHRS[EIREILERINNE BEATIRE BN
deviceName, ARflth, BeEXTiREZFRAlght,
8. FHAppBFEITAppRIXERFIES,
i. FHAppAEXMFEEDMNTopickXIES, WARGIDH, Appit B &REIESLTopic:  /a1987654
321/ControlApp/user/command o
i. MEMEEBRESEXNHEIEREAN, BiESEEAEXAEETNTopic, MARGISENH

Topic: /all23456789/light/user/set ,

iil. WEEATEWBIEQRE, PUTHREME,
@ % FHApptANAENRS BREMRENER, BBE, LFNAPPEABEHIZ
=4
- N 4 A » \ —
2.4.3. EFTopic EREAHBNM2MIZF EEE

AXLAERENTMFHNAppEZE A, BEFMENEENTopiCERIBARS, ME—TM2MZEEERER
MO

%%EI@\
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HEETRFIRENTA:

1 Aop EMER . BEEERERERER
‘ 2 FBWEITRE, BEEEEITIHEREdeviceName

--------------------------------------------

PEERITS : - APREE
.. HTTPS T ' : ;
3. REFHES ' /al987654321/ControlApp/user ! ; HPFEE
App ze’f'iqrff"‘“*ﬁ i Jupdate !
| WEERE
B |
cmmkss B | - APEUR
H#FTopic B ;
HERE
AAY MaTT - _ i :
Q W:Topn::Ial123456?89ﬂ|ght/user/set*— ! : RS |
T O [ i
BREZPR

1. BT EEHE, NERITREEEFAMIRE, EXNES, BIARE, B2Rama, el
BiRE. BDH 7][]47/]*%}*”

ARBth, BHEETHIProductKeyHal123456789; DeviceNameAlight,
2. FRERETRER,
ARfs, RESVERTEREOBEHAMOTT,
REWWSDKFRIFRE, BB ILE LNk SDKZHE,
3. EMEKMES, AFNAppEM@RMIRE.
LFERHID, FEHAppHIProductKeyHalo87654321; DeviceNameIControlApp.,

HAFNAppAPEMERE, RE[EAPPREERKELFIAPP. FHAppT LMEA—MREEE
BN TES,

4. FEARSR, WATKEEOCeateTopicRouteTable, BIEApp Topics & AEXT TopicZ BIEIH 2B X
=,

o BABSrcTopicig ENAppIToOpic:  /al987654321/ControlApp/user/update o
o ¥ABDstTopicsiEE N EEEXTHMITopIC:  /al123456789/1light /user/set o
5. FRFHLAPP.
KRBT, FHAppSHERR & E B EMNXAHTTPS,
FHAppRENE REATIZHIIE < payload IEE N T :

{
"TargetDevice": "light",
"Switch": "off",
"Timestamp": 1557750407000
}

6. FHAppBFESREE, BAppSEEENTLE.,
HAppRI RS [/AEDEIRENIERE, RS BERESEMINHE LT IREZFRdeviceName, AR
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Bith, EEEXTIREBMR Alight,
7. BEAppRIEEFHIES.
i. FHApp&RIEIESEITopic: /al987654321/ControlApp/user/update o, T8 AJSONIE T BIEL
7.
i. MEMEARBEEEXNTopiclEAXER, KI5 EREHEIEEITIRENTopic:  /a1123456789

/light/user/set o

. BEATREEREIESRE, RITHERIE.

@ 38 TREBFNAPPERSBRIEMIIER, MEBSBABRHE
[ DeleteTopicRouteTable, MREREHXR. BHXEMIRE, ZFINAppRHABEHIZERE
xT.

2.5. 18 & EHRiEidRocketMQ R T PRS2
PIBX N &K1 & L IR IR R ZH B AFIRocket MQEI Topicth, #AJ5, RocketMQES IR MR L
RESEE. AXNBHBEBRENEESE.
Ik 3G
o EEMIERIKS,
o EFBEMERMEMEERS,
WMARFE, BERVEMTEmu, REMEIFE, REERT, FERS.
o EFi&EHEFBAFIRocket MQARSS .
WMARFE, BEERHEIIRocket MO 7T H, FRERS.
o HEEFERKE. AnpIfER)ava SOKFRBIFEMNT:
o B{EZR%: windows 10 641

o JDKERA: JDKS
o EMFLRALE: Intell] DEALE X AR

BRER

HiERERER:

MQTT | l. MBI jvasoki 1=
= = L m
8& A2 EMBRTE HEPATY ArSSHRsSEE

LERMRS:

o REMAMOTTIMUEANMER TS, MIREHEESTONES, RELEAKER. MOTTIHMRE,
BSRMQTTHMYALE.

o BT HRMTIRocket MQHEIIEIES, EMER, BERSHBEAFZVRASREHRNES.

BRELR
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jillls

1. BRVEMEZES S, SIEFailiRE.
i FESEHIMEAETUE, HEINMASEA), BESEAIEANSEH RS TE .

D & BERER2 (£%) . %42 (ER) . £F1 GRYI) HEFE T U ARSTHIR
5. Hftbitbsl, BREUFE,

a CIREZ | aIne wrws v

BT {Ek AR =T
3 3
SFIEE
[ T A =
SRR V
ISERS
m TE ==
= e Em—r ¢
@ =T
EE
D 2

WaSE i\l kR SEA
CURSPIREEEENE, EPAEEE, B8 A BE,

i. EEMSMERFREER > ™ m, RHeIEFm, BESH, 2EHIA.

KRB, FREBWAMQ test, FIERENBEXME, TREBENEERE, HitSHER
BANE,

ii. PEEEFEFMIFER, EF@RFERE, 2ETopickdIE > BEXTopic, RAERHFHENX
Topic¥, EX—THTRE LREIENTopic,

ARBI, EXETopic¥: /{YourProductKey}/${YourDeviceName} /user/data o
v. EEMSHERFRFER > RE, BEARMKE, AF-mMQ_testBlZIRE.,
Arfis, IBT—1EBIRAMQdevicetNiRE .
2. FEIHEBAFIRocketMQIZHIA, I TopicFliEZEE ,
i. BRESBFIRocketMQIRHIA,
i. BEAIEIA, SIE—MRERSIA, MEEFEER2 (£8) .
i. BHOIE Group, M TEMR.

* Group ID: GID_iot 7/64
EEIRRR 7 ~ 64 1 FF, HEEagEy. 8F. EEE () DEREE O .
* @i loTEEEEITH 9/128
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iv. BEelETopic, HEXBEEREEHER.
= &t iot_to_mg
EERSS 3 ~ 64 P, HESEasy, 87 St () LETEE O .

* fik: BE RSt RS 12/128

EERE: FEEE || AREEEE | 2RIEFEE || ER/EREEE

O SELEEATERARGEE. fIHEs. AFRS. AAESEncacheRE LIRS
ESRSIRE. S=ESEEE8T,
v. BlIEEEEHEE, AEERocketMQERFIEEE HBENRS, HEERSLTELRS, ITRAXE
_&O
A VAERATCPIMYBISDK A, #HITWAHEE ., SDIREFERNEARNS, 52 WEHTCPIMY
BYSDKIR & ZiBTH R .
JavaiE = BSDKACRLRABI N T :

@ o8
» W{IEZFAccessKeyFlSecretKey, &2 I EEAccessKey,
m RocketMQIFHIRIEIES, 55 M IERRAFIRocket MO,
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import
import
import
import
import
import
import
import

public

com.aliyun.openservices.ons.api.Action;
com.aliyun.openservices.ons.api.ConsumeContext;
com.aliyun.openservices.ons.api.Consumer;
com.aliyun.openservices.ons.api.Message;
com.aliyun.openservices.ons.api.MessageListener;
com.aliyun.openservices.ons.api.ONSFactory;
com.aliyun.openservices.ons.api.PropertyKeyConst;
java.util.Properties;

class ConsumerTest {

public static void main (String[] args) {

ING) ;

STING) ;

Properties properties = new Properties();
// BEEFISRIEMN Group ID
properties.put (PropertyKeyConst.GROUP ID, "XXX");
// BccessKey MIERBMIEIE, EMERRSBEEITHGCIE
properties.put (PropertyKeyConst.AccessKey, "S${AccessKey}");
// secretkey FIRRHMHIGIE, EMERRSREEITHGEIE
properties.put (PropertyKeyConst.SecretKey, "${SecretKey}");
// &E TCP EANEE, HEHANEFESEERPES
properties.put (PropertyKeyConst.NAMESRV ADDR,

"XXX") ;
// EEBTABR RN

// properties.put (PropertyKeyConst.MessageModel, PropertyValueConst.CLUSTER

/) THTRAAR

// properties.put (PropertyKeyConst.MessageModel, PropertyValueConst.BROADCA

Consumer consumer = ONSFactory.createConsumer (properties) ;
consumer.subscribe ("iot to mg", "*", new MessageListener() { //ITHZA Tag
public Action consume (Message message, ConsumeContext context) {
System.out.println ("Receive: " + message);

return Action.CommitMessage;

})i
consumer.start () ;

System.out.println ("Consumer Started");

3. BRVBMTEETE, ANNEST, REMUBEREAN, BRELRNBEELZHERNG

(RocketMQ)

o

i. BERMNSIE > ZFmifik, RARRGERAN, IR —REEREANMORE, HIERIE

$#4JSON

o

234
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i. BEmSSQL, REHELIESQL, MTEMR.
HSsaL X

AME=EER: EriED

SELECT deviceMame() as deviceName
FROM WM Odevice/user/data”

WHERE

® B2

devicelMame() as deviceMame

® Topic
Sh=ivy A
WO _test b
MQdevice e
userfdata W

- AT d riElE
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iii. BERMBMERELUERLENM.
s 0IAE X

0 ziEREs, EEENENTTRIRSSERSIRES, bﬁ"E@

FESHEE 15, 35, 108#F 3 RS (ElswTneEs
AERSREEESREE.
NRETTRSAREERLET, TUREDEREE, SREm
EESEBTERSERAISETTRET, BREERARSENER
SETER.

mEaE

EFEEEESMEENE] (RocketMQ) W

" g

g 2 v

* Soff)
iotTest hd

BlEEH

* Topic
iot_to_mg hd

81 Topic

Tag
messagetomq
o

AlyunlOTAccessingMCRole il

v. FFERERHE, REZEZFRAERE, REMOREMNI LGSR,
MUBHE, MENEESEANSOLP EXNIRE LRESZLEHRNT (RocketMQ) Y
TopicH,

4. {#Hjava SDK&EMIRE, ERER.
i. T#ava SDK Demo, AREHRE,
i. ZEIntellj IDEAS, £ ADemofl 4 §;R% T #2JavaLinkKitDemo,
iii. £ device_id.jsond i AMQdeviceBJiR FIE RIS

B productKey, deviceName#deviceSecret,

iv. 1E344% src\main\java\com.aliyun.alink.devicesdk.demo \MgttSample java$f & EMQTT TopichiX
& EIRBUEIT opic, ARfcr, FERET OpiC% /{YourProductKey}/${YourDeviceName} /user/d

ata o

V. B&17src\main\java\com.aliyun.alink.devicesdk.demo \ HellowWorld javaX 1%, Bihi&%.
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YIEXF &

BROBMTEETS, EMNNEGT, ERERE4E > SRS, EFZRENATER, &N

WEHIRRINE K ERocketMQ,
BERS

R MQtest ™

BETnAE

5. 7£RocketMQEEHI &S EE B E.,
i. EAMIEITITIRE R ATIRocket MQEIREVALED,

main() Listener » consume()

__BORNHOST=,

BEEATHE, KRTopicsi&EMessage DEFHE, Rl P&k

i. £ :ﬁ,h\B)\EURocketMQT%U.:., b:
Z=H R MFIRocket MQIEHE R
£ Topic =g v v BiF1 T =] =i

Message ID

SR 153122 £F 153122

HERBWMT:

{"deviceName" :"MQdevice"}

2.6. 55 wmiT5H (MNS)

RRGINBMARBERSHITH, B THRERSEAESEXZERRS (MNS) I, RSR[E

T U IFMNSEATE IR ER ST HHER .

AR M
o FERERFE:
o MBMTA
T RARSS

o javaFr &K FEEclipse,
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BRER

HIERERENTERR.

w1

BERERISE

w2

&3

Bic & AR 55 im 1T 15D

B SETEMB P A A IRMNSIR ST, EREITRNMNRRR,
1. BRUBERTAEHNE,

2 EEPIMBRE, REIMMEOLA, LHEIABANLHIFERE.

D FE  BEMRER2 (8) . %42 (ER) . £/ GRYI) HEFFE T AR IR
5. Hftbitht, BHELLS R,
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a CIRAEE o Irs @0 us v

B VAR =T
3 3
S
AR
i) e
I2{ERS
m AR =
= e E—r
@ i&iTth

)
(S

MR iR ST
BRSPS, EFNCERE, E50 SLA 8.

3. AEMEHE, ERREEE > Fm, BREGUR m, I SEENMT A,
4. EEFIRE > BIMRE, ENIZNSEEN R TERIRE.
RELEBERE BT RERSDKAKEE.

5. EAMEMmE, EFEAMNSIZE > RSHITH, BRETOIEITE, QIEMNSIRSZIHITIR, FHIRER
&, BB EAVNSIRSHITI,

@ B EREEHEIIMNSEH, TRTERDOBA, HEARAMEESA R EERTIH
MNS,

AR, ERTRERSEHEH, DZFa TRERENRSELER, BMIEHEEE MNSEASY
&,

WTFRINGE, MENEESREMNST, BXtIE—MEKENESERHMG, RFIEFRELN: 2
liyun-iot-${yourProductKey} . RIEECEMNS SDKMIFEHER, BENZNMTIZIR,

FEITHSERDR, BEMNSAMBIENR, TTEEMNSPAGIEZIR,

BEETE fatiiE e =i hd

rEmERR Productiey BAF ¢ aliyun-iot-atog s BEEmIA Bl
tz5t1118 MNSD 2019712410 13:57:44 FoE | Mk
test111d AMOP 2019/12/02 17:44:28 wE O

B ERSHMNS SDKIZEBGER
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745148 FHMNS Java SDK Demo,,
1. IHIEIMNS Java SDKTE;, T sampletl aliyun-sdk-mns-samplesi.1.8, FH#EEYE,
2. $THEclipse, EESAIRE, S Aaliun-sdk-mns-samplesX 43,
3. EHENNAN B R C\Users\ ${YourComputerUserNamef T, 71— NPROPERT IESX & .aliyun-mns,
HEXHPHAMNSIHESHIAEER, BT

mns.accountendpoint=http://$your accountId.mns.S$your regionId.aliyuncs.com
mns.accesskeyid=$your accesskeyid

mns.accesskeysecret=$your accesskeysecret

W

# i EA

) REIMNSARSSEndpoint . BEHEARSEIS, EFATI AT RS HIRE
accountendpoint .
Endpoint&%&,

Bk S H9AccessKey ID,

accesskeyid BHAREMEEH RS L8 £, EiRaccesskeys, HALZLEREER, tJo&
HEEMEMAccessKey,

accesskeysecret BRIk S HACccessKey Secret, & J5i%R LAccessKey ID,

4. fEsrc\main\java\com.aliyun.mns.sample.QueueB & T B ComsumerDemoX &, BEEMBEM TS
IR 8HE SRS AT EIR,

public static void main(String[] args) {
CloudAccount account = new CloudAccount (
ServiceSettings.getMNSAccessKeyId(),
ServiceSettings.getMNSAccessKeySecret (),
ServiceSettings.getMNSAccountEndpoint ()) ;
MNSClient client = account.getMNSClient () ; //client#l¥&1
// REVHR
try{
CloudQueue queue = client.getQueueRef ("aliyun-iot-aleN7La****");// BihY
EXMIF & B Eh8IEAIRAT!
for (int i = 0; 1 < 10; i++)
{
Message popMsg = queue.popMessage () ; //KIIHERFHT(E)
if (popMsg != null) {
System.out.println ("message handle: " + popMsg.getReceiptHandle())
System.out.println("message body: " + popMsg.getMessageBodyAsString
0); //RBURIRER
System.out.println("message id: " + popMsg.getMessageId());

System.out.println ("message dequeue count:" + popMsg.getDequeueCoun

//<<to add your special logic.>>
// MBATIHRIIERE S
queue.deleteMessage (popMsg.getReceiptHandle () ) ;

System.out.println ("delete message successfully.\n");
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MENFES B fESLE- HEEE

5. @f7ComsumerDemo,
BB 1R FImSDK
1. FEFEEEEsDK, HER)ava SDK,
f)ava SDK TR2ECE XY JKES, B T#java SDKDemo, REMELE.

HFlavaF kTR, SANTIRE, &EFES ANjavalinkKit DemoX143£ .
Edevice_id>xX4d, EABRBILERER.

L

"productKey”™: "ali
"deviceName"
"deviceSecret”: "u
"subDevice™: [

{
"product

"deviceN

5. fEsrc\devicesdk\demoBE R T BIMgttSampleXft, ENIREER, RKpublishid M AIT opickc B 4%
B1& & T opic,

MgttSample(String a

(adPLEcF=h, &

d publish() {
Mg blishRequest request = new MgttPublishRequest();

request.topic = "/ ™ + productKey + "/" + deviceName + "/t

6. IZ1TIRZFEEDemo: MgttSample,

ZRWIE

REWSDKETT/E, RE L&ERBERSIHITHAZEERRSZNIIP ., HERSS SDKMAZ th R IKGH
R, FEEERKENERMAT PRER,

TERRE SRS SOKEIHMERE S .
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N-l0®-2it-0-@-Q-HG- OO &P 4w Ry
[# Package Explover 53 | [J] ComsumerDemo. .. B2 ) HtipEndpoint... CloudPullTop. . . b = B8 [ Task List &2 = B8
B s ‘ - 1 am.aliyun.mns.sample.Queus; = = v‘ - | o |

W g 2 S
B4 aliyun-sdicnns-samples . .

- 3® 1. alivun.mns.client. CloudAccount;

Ei® srefmain java 10 ¥ il BN = | 4

=4 eom. aliyun nns. sample 11 1ss ComsumerDemo | =~

1] HttpEndpoint, java
[l 1J] JavaSDEF erfTest. java
B [J] QueneSanple. java
(1] Sample. java

m TopicSample. java

©: static woid main(string[] args) { IFmEl A P ML P ke
_oudAccount account = new CloudAccount(
servicesettings. getMsAccesseyIdi),
servicesettings. getMisAccessreysecret(),

com. al)yun - smpla Queus ServiceSettings. getMSAccountEndpoint()

i 1

o I5Client client = account.getMNSClient(); //this client need only initi: |

m Createfuenellemo. java

- [J] Deletelueualeno. java " Demo for receive message code 0% Outline 52 = B8
-[] ListQueueDemo. java

-[J] FroducerDemo. java CloudQueue queue = client.getQueueRef("aliyun-fot-a M m ot ;// re BEEw e w |
0] TramsactioMezsagalems. j5 ?’" (nt 1= 2; 1 <18; i)

- [J] TransactionMessagelemal. |

Message popMsg = queus.popMessage();

= com. aliyun. nns. sample. Topic if (pophsg '= null}{ =
: - [J] ClendPullTepiclamo. java System.out. println{“message handle: " + poplsg.getReceiptHanc HE com. aliyun. mns. sanplel
@ REATME. md system.out. println(“message body: ™ + pophsg. getMessagebodyf: E---@b ComsumerDema

g, Maven Dependencies system.out.println{“message id: * + pophsg. getMessageld()); oo @ % nain(String[]1)

[#-m), JRE Syztem Library [JavaSE-1.8]
<[ sreftestfjava

system.out. println(“message dequeus count:™ + popMsg. getDequs
fiecto add your special logic.s»

BUMNP ®W0 S 5N WD RS0 s MR

Bz ]
&= sre Sffremember to delete message when consume message successfu
(= target _'I | 5 4 5
4] aliyun-sdi-mas-samples. inl —
-J-@ pom. zml Problems @ Javadoo [E) Declaration ) Comsele 52 | X % | B BE E e =R
-, .

[y JavalinlditDemo <terminated? Comsumerllems [Tava Application] C:%Progran Files\Javatjrel 8.0_211bin'javaw_exe [ZDIBEETHSE To4E8:30:35)
message handle: 8-8zujB@eyRzZzezclz@za8MmzcyiQaxs7FLY =
message body: {“payload™:"eyIsYXNOWE1tZ5I6T INMTTMDCEMDIEMT K AM] AGMZ AUMZASTInidXR] TGFzdFRpbWUIOT Ty MDESLT)R:
message id: AFCF1EBDD9@S7FIL7CSDAMCDARCFTLE
message dequeue count:l |
delete message successfully.

-

a I 3T I v [

2.7. ZinBMTIREEEEIR

EYBEMISZED, BRIRIBREREINLESE, NESEHEBIS)SONSESYEMFEAERE, i8R
REEREEIMEMTEES., MBENTESBARGRINBBEBEIHA, BEE LTHREBETAVEBENEEE
N HFRAERR (Alink)JSON) , BT SIE,

=13
SES5ER

;&*Eﬁ*ﬁ'l)lb*i Ill] TEIR.

R E =loT
-[ _MOTT _ ol 5_, TR Ef ﬁﬁﬁ
FRY R BARSE  Husmms Py

AR RHIERERENG), NENBEBERTEBRIESER,

BRHEBEANVENES
1. BRYEMNEESEFE,
2. EXLHIEEETUE, KBNS, BETHHEASLHIESBTA,

D E' BERER2 (B%) . %42 (bR) . £ GRYI) HEFHE T oW ARSIHIR
Hitbithis, SRR,
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a O RES

WIERRF&
SEHilELER
FaRsE O

BERS

3. AEMEME, ERREEE > Fm, RHtIEr M, -1 m: FRE

6 s 52 (b9 -

|l

3

N\

=EEA v

€

i £=

MR RR ST
BRSPS, EFNCERE, E50 SLA 8.

HREEAEREE/BEX, HtbERRINRE.

* FmER
FEEIEEE
FriEamss

EMSHIE
" RS

Wi-Fi

" ZEETERL
EE/EEN

v B
v NEAT

N mxzes | @F mess
e
e

HEA]

W& B&ER o
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4. F@REIEMRNE, REREEXYER, FNMEE, REAM LA,
AMXRETREBDIERTSLAS, BOIRESN, BERUEFNDEL,

Tngesem MRt (27 7 R el smEEY

=3 B temperature float (SEIEEETAE) ER{EER: -10 ~ 50
=3 == humidity int32 (AR ENEER: 0~ 100
mie =S o2 int32 (SEME) ENEER: 0~ 10000
B = heho flost (EREESE) EVEER: 0~ 10
= PM25 PM25 int32 (2 ER{EEE: 0~ 1000
B #EEE lightLux float (ZFEEESR) EUEER: 0~ 10000

5 AEMESME, BFRE, BERMNRE, EXREENERSITm TRIMIRE: Esensor,
il =y X

@ FHIRA: DeviceName RILUAEE, SH=ERt, FREE@Em
ME—tFSFHESA DeviceName.

Fm
FEEIEEE hd

DeviceMame

Esensor
EEER
BENEIER

BECZERING, HFELUEFIEBER (ProductKey, DeviceNameF]DeviceSecret) .
6. ARI&RFR, FWLIET,
ARBIERYE R FE SR M HINode js SDKFF &R 18%E, FiRBEIRFIHEI LIRICAIREMEREIR, Wid
BITIREWRSDK, FRTE, BENEEEN LIRAE,
REWRARKEZSERIEWE, 5SS A Link SDKIZHE,
SDKFF &R BIACEBIT :
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MENFES B fESLE- HEEE

const mgtt = require('aliyun-iot-mgtt');
// 1. BESHRER
var options = {
productKey: "g4yfrx*",
deviceName: "Esensor",
deviceSecret: "eldf81***",
host: "iot-***.mgtt.iothub.aliyuncs.com"
}i
// 1. BIERE
const client = mgtt.getAliyunIotMgttClient (options) ;
// 2. BRTIEES
client.subscribe (' /${options.productKey}/${options.deviceName}/user/get")
client.on ('message', function (topic, message) {
console.log ("topic " + topic)
console.log("message " + message)
b
setInterval (function () {
// 3. EIRIFIREE
client.publish (" /sys/${options.productKey}/${options.deviceName}/thing/event/proper
ty/post’, getPostData(), { gos: 0 });
}, 5 * 1000);
function getPostData () {
const payloadJdson = {
id: Date.now (),
version: "1.0",
params: {
PM25: Math.floor ((Math.random() * 1000)),
temperature: Math.floor ((Math.random() * 60) - 10),
humidity: Math.floor ((Math.random() * 100)),
co2: Math.floor ((Math.random() * 10000)),
hcho: Math.floor ((Math.random() * 5)),
lightLux: Math.floor ((Math.random() * 10000))
}r
method: "thing.event.property.post"
}
console.log ("payloaddson " + JSON.stringify (payloadJdson))
return JSON.stringify (payloadJson) ;

REWRINENYERESE, EPVENELSEH NI TIRER, ZIRERSERNEL.
g5

eFR v

® LFER
== 2 2 2

BESE  HoREE

o/ EEER

S HEATE

Esensor el 2021/02/04 18:38:20.630 =T e

BHREEsensorRBFENEER, RTYREHE. WTEAR, BFrafEslinEgf/BEX, &
W EROIREM R B HIEAREBTREREER.
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BEES Topic 7= HDEREE BEYT XHER |Shieg TR - G2

BITHRE SHER BEssVER

B B Q B E‘ E|?
[ L] sBuE PM25 =muE AR sauE

- ppm --ug/m® == Lux

274 == BE =EHE BE =EuE

--mg/m’ ==°C

EERE% > AERS > ZHETHESP, EUZRENREFIZTHR, EFRSERMNLIROIRE
MIEBHIE, SNHHeERVERAS

ArBld, HextEEERNBN:  0xaalfc800003710££0005d76b15001c013400ad04£EEE0400£EEE18003
000ff2e o

WS HIRBATRA

EMBRMEaEHa, RiE. RMEA, FRUEUERER,

. EVENFESEH AN NI THENSHE, SFREEER > M.,
EFmR, BEradunNES.

ErFrmEBR, BEEERIRE.

EHRREBTIETORERNAKBNED, WALUBBTHEA,
RIFRFHENUABTREBTEA., R0 PHREHIEESEEHNM TR

_|

Eal

Byte 3459 &

12 PM2 SERFT EE: PM2.5E, BUEEE
5 3

13 PM2.5EE T 0~999ug/m=,

14 BEETVEED N -

EEOEFE B REE, RESE-
L 10°C~50°C,

15 BEE"10EET

16 BEERSS
E: BEE, BUETEO0~99%,

17 EEESET

18 —EMEEREFD —EHBaE, NETHE
N 3

. A 0~9999mg/m3,

22 /\E*'I —TF =

PEAE0RFT EE: PEAE, WAL
= e 0~9.99,

23 BRE8*1005FD

28 BEARED
B: BEME, $flux.

29 REESTS

THPHRERERERGHIELRDE, BURFTERS LTHURFET R rawDataToProtocol, £

ESL P protocolToRawData,
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RRGIEIRBTH AT :

var PROPERTY REPORT METHOD = 'thing.event.property.post';
ETEIE, BEMEHEIEE ssoNRE o
function rawDataToProtocol (bytes) {
var uint8Array = new Uint8Array (bytes.length);
for (var i = 0; i < bytes.length; i++) {
uint8Array[i] = bytes[i] & O0xff;

var dataView = new DataView (uint8Array.buffer, 0);

var jsonMap = new Object();

/ /B4 E3Rmethods

jsonMap [ 'method'] = PROPERTY REPORT METHOD;
//HWRRE S, EIEFE, BUEL. 0o
jsonMap|['version'] = '1.0"';

/ /RINIZRIERIID,

jsonMap['id'] = new Date () .getTime () ;

var params = {};

//12« 133RFESmiEERPM2 . 50

params|['PM25'] = (dataView.getUint8(13)*256+dataView.getUint8(12));
//14s 153 mEM A temperature,

params [ 'temperature'] = (dataView.getUint8 (15)*256+dataView.getUint8 (14)
//16¢ 173 M= mEMRhunidityo

params [ 'humidity'] = (dataView.getUint8(17)*256+dataView.getUint8(16));
/718y 19 mEMEH o2,

params|['co2'] = (dataView.getUint8 (19)*256+dataView.getUint8(18))
//22¢ 233 GBI A EEhchoo

params['hcho'] = (dataView.getUint8 (23)*256+dataView.getUint8(22))/100;
/728« 29X R mEMHRFER1ight Lux.

params['lightLux'] = (dataView.getUint8 (29)*256+dataView.getUint8(28));

jsonMap|[ 'params'] = params;
return jsonMap;
}
// 7182, WIER ssoNntg N B EXE .
function protocolToRawData (json) {
var payloadArray = [1];//IiIRERE _LIREIEINEE, TEIBREIHIES,
return payloadArray;
}
/ /18 & B E X Topi cEUIBHEIR A ssoNE TN EE.
function transformPayload (topic, rawData) {
var jsonObj = {}
return jsonObj;

ML LR o
EEEMLBNRE LIREIE.
i. EEMBATHBANED, MA—MEMELE,

BNFEIERANRETRERE, FAERS R, EFINRER LREFENHeEXARE

m: 0xaalfc800003710££0005d76b15001c013400ad04££££0400££££18003000££2e

o

)/10;

o Bl
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i. BERT
ANETEREETENERUTEAR.

w|ilEN  ETER

EREE: FEEIE

"method™: "thing.event.property.post”,
"id": 1612437267725,
"params": {
"hcho™: @.84,
"pm25": 21,
"lightlLux": 48,
"co2™: 1197,
"temperature": 28.4,
"humidity™: 52
}'J

"yersion": "1.8"

m &FF

6. WIAMARERBFIEER, BERE, BHARRIMEMFES.

\——

BT

MARRE, o

REWRSDKH AR INIE. REWBEAMEKN TS LREEN, MENEESBABEAK

BITHERNT. BTENAERERERENNREFBERNYRBEERE > BTRSTET,

« Esensor ==

BEER Topic FIFE VSRR BEHT HEE BERS EEEA por:l k===
SHERE Es=EA
Q Q
EUE=E SRR == PM25
9423 Lux 558 ug/m®
It e sE0E |

8964 mg/m* 47 %

B : MAEEITSL

"schema": "https://iotx-tsl.oss-ap-southeast-1.aliyuncs

"profile": {

"version": "1.0",
"productKey": "g4*x*x"
s
"properties": [
{

"identifier": "lightLux",

"FCIRIRE ",

"name" :

"accessMode": "rw",

"required": false,
"dataType": {

"type": "float",

SR [:]5 ?
sEns PR sens
=EHE BE =EE

T

.com/schema.json",
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"specs": {
"min": "O",
"max": "10000",
"unit": "Lux",
"unitName": "HBE",
"step": "0.1"

"identifier": "PM25",

"name": "PM25",

"accessMode": "rw",
"required": false,
"dataType": {
lltypell s "int" ,
"specs": {
llminl' : l'Ol',
"maX": "1000"’
"unit": llug/ma ",
"unitName": "f{FREEILSK",

"Step" s

"identifier": "hcho",
"name": "EAEE",
"accessMode": "rw",
"desc": "HCHOValue",
"required": false,
"dataType": {
"type": "float",
"specs": {
"min": "0O",
"max": "10",
"unit": "ppm",
"unitName": "BHAHE",
"step": "0.1"

"identifier": "co2",
"name": "Z&{bEK",
"accessMode": "rw",
"required": false,
"dataType": {
"type": "int",
"specs": {
"min": "O",
"max": "10000",
"unit": "mg/m3",
"unitName": "EBREILFK",
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"step" s omqn

"identifier": "humidity",
"name": "ZE",
"accessMode": "rw",
"required": false,
"dataType": {
"type": "int",
"specs": {
"min": "O",
"max": "100",
"unit": "&",
"unitName": "BEEE",
"step": "1"

"identifier": "temperature",
N=]
"name": "RE",

"accessMode": "rw",
"desc": "EBHI{ERE",
"required": false,
"dataType": {
"type": "float",
"specs": {
"min": "-10",
"max": "50",
TgmieTs THCT,

"Step": "o 1"

}
}
}
1,
"events": [
{

"identifier": "post",
"name": "post",
"type": "info",
"required": true,
"desc": "BHLEIR",
"method": "thing.event.property.post",
"outputData": [
{
"identifier": "lightLux",
"name": "YCHRIRE",
"dataType": {
"type": "float",
"specs": {
"min": "O",
"max": "10000",
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"unit": "Lux",
"unitName": "BREE",
"step": "0.1"

"identifier": "PM25",
"name": "PM25",
"dataType": {
"type": "int",
"specs": {
"min": "O",
"max": "1000",
"unit": "pg/m3",
"unitName": "fHREEILFHK",

"step" s omqn

"identifier": "hcho",
"name": "FREE",
"dataType": {
"type": "float",
"specs": {
"min": "0",
"max": "10",
"unit": "ppm",
"unitName": "BRAHE",
"step": "0.1"

"identifier": "co2",
"name": "Z&{bER",
"dataType": {
"type" : "int"’
"specs": {
"min": HO",
"max": "10000",
"unitH: l'mg/m3 ",
"unitName":

"Step" comqn

"identifier": "humidity",
"name": "XZE",
"dataType": {

"type": "int",

"specs": {

"ERGUHK",
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"min": "0"1
"max": "100",
"unit": u%u,

"unitName": "BHSEE",

"step":

wqn

"identifier": "temperature",

ng

"name": "RRE",

"dataType": {

"type":

"specs":

"float",

{

"min": "-10",
"max": "50",
Tl Ty TACT,
"step": "0.1"
}
}
}
]
}
1,
"services": [
{
"identifier": "set",

"name": "set",

"required": true,
"callType": "async",

"desc": "BHIZE",

"method": "thing.service.property.set",

"inputData": [
{
"identifier": "lightLux",
"name": "JEERIRE",
"dataType": {
"type": "float",

"specs": {

"min": "Q" ,

"max":

"10000",

"unit": "Lux",
"unitName": "EBREE",

"Step": "oL1"

"identifier": "PM25",
"name": "PM25",

"dataType": {

"type" - " intll
. ’
"specs": {
"minll 3 HOH,
MWon~ <11 o AL aVaVaull
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naxs .« FRVAVAVER
"unitll: llug/ma "’
"unitName": "f{REILSK",
"stepll: "1"

"identifier": "hcho",
"name": "EAEE",
"dataType": {
"type": "float",
"specs": {
"min": "O",
"max": "10",
"unit": "ppm",
"unitName": "BHHE",
"step": "0.1"

"identifier": "co2",
"name": "Z&{bhR",
"dataType": {
"type" : "int"’
"specs": {
"min": "0"’
"max": "10000",
"unit": lvmg/ma ",
"unitName": "ERSEILFAK",

"step" comqn

"identifier": "humidity",
"name": ";ZFE",
"dataType": {
"type": "int",
"specs": {
"min": "O",
"max": "100",
"unit": "&",
"unitName": "BEE",
"step": "1"

"identifier": "temperature",
"name" : ll;nEn.Ell,
"dataType": {

"type": "float",

"soecs": |
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min": "-10",
"max" 2 "50" o

. [
unit": " C",

"step": "o.1"

1,
"outputData™: []

o

{
"identifier": "get",
"name": "get",
"required": true,
"callType": "async",

"desc": "BIMEIREX",

"method": "thing.service.property.get",

"inputData": [
"lightLux",
"PM25",
"hChO",
"CO2",
"humidity",
"temperature"
]l
"outputData": [
{
"identifier": "lightLux",
"name" : "%,Hﬁaig",
"dataType": {
"type": "float",
"specs": {
"min" : l'Ol' 7
max": "10000",
"unitll: l'LuX",
"unitName": "HBE",

"step": "o.1"

"identifier": "PM25",
"name": "PM25",
"dataType": {
"type": "int",
"specs": {
"min": "0",
"max": "1000",
"unit": "pg/m3",
"unitName": "fEEILFHK",

"step" comqn

254
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"identifier": "hcho",
"name": "EAEE",
"dataType": {
"type": "float",
"specs": {
"min": "0",
"max": "10",
"unit": "ppm",
"unitName": "BHHAHDE",
"step": "0.1"

"identifier": "co2",
"name": "ZE&{bER",
"dataType": {
"type": "int",
"specs": {
"min": "0",
"max": "10000",
"unit": "mg/m3",
"unitName": "EBREILFK",

"Step" s oM

"identifier": "humidity",
"name" : Hiﬂ,’gu,
"dataType": {
"type" B llintll,
"specs": {
"minll : HOH 7
"max" : "100"’
llunitll: l'%ll,

"unitName": "BHEE",
"Step": lllll

"identifier": "temperature",
"name": "RBE",
"dataType": {
"type": "float",
"specs": {
"min": "-10",
"max": "50",
TgmieTg #HCT,

"Step": "oL1"
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W
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Lamp

ETER
EEAETER

RERMBING, KEGEREIEBEE (ProductKey, DeviceName#DeviceSecret) ,

BOIEIREIIR, BHlamp NNEEHAREHFRER, EFETRES, RERHENHEELEE
A=, BWEHPEREERKAO,

HEMTE / REEE / BE / mErE
Lamp ===

= m e =8
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EEASRER Q p Sl 13 = Q
FEE
== L
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o
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DefaultProfile profile = DefaultProfile.getProfile (
"<RegionId>", // HHID
"<accessKey>", / /PR SHIACcessKey ID
"<accessSecret>"); MIEBMSAccessKey Secret
IAcsClient client = new DefaultAcsClient (profile);
// BIEBAPTIERHIRE S
SetDeviceDesiredPropertyRequest request = new SetDeviceDesiredPropertyRequest () ;
request.setIotInstanceId("iot-060***") ;
request.setDeviceName ("Lamp") ;
request.setProductKey ("g4r***") ;
// FHRBENEM identifier SHIEEME
request.setItems ("{\"LightStatus\": 1}");
request.setVersions ("{\"LightStatus\": 0}");
// BREBERHLENEHZE
try {
SetDeviceDesiredPropertyResponse response = client.getAcsResponse (request) ;
System.out.println (new Gson () .toJson (response)) ;
} catch (ServerException e) {
e.printStackTrace () ;
} catch (ClientException e) {
System.out.println ("ErrCode:" + e.getErrCode());
System.out.println ("ErrMsg:" + e.getErrMsg());
System.out.println ("RequestId:" + e.getRequestId()):;

e AR QueryDeviceDesiredProperty, BEIZEZNHAEEMEE.

DefaultProfile profile = DefaultProfile.getProfile (
"<RegionId>", // H®ID
"<accessKey>", /IR EMS B AccessKey ID
"<accessSecret>") ; I =S Access Key Secret
IAcsClient client = new DefaultAcsClient (profile);
// BIEAPTIERHIGEEH
QueryDeviceDesiredPropertyRequest request = new QueryDeviceDesiredPropertyRequest () ;
request.setIotInstanceId("iot-060a02fq") ;
request.setProductKey ("g4rmjb5gq400") ;
request.setDeviceName ("Lamp") ;
// FEINEMidentifierdIR, WRBENEBFREEYE (RIZEHRIN) HWEHEEMRE,
List<String> identifierList = new ArrayList<String>();
identifierList.add("LightStatus");
request.setIdentifiers (identifierList) ;
// BREBERHLENEHZE
try {
QueryDeviceDesiredPropertyResponse response = client.getAcsResponse (request) ;
System.out.println (new Gson () .toJson (response)) ;
} catch (ServerException e) {
e.printStackTrace () ;
} catch (ClientException e) {
System.out.println ("ErrCode:" + e.getErrCode());
System.out.println ("ErrMsg:" + e.getErrMsg());
System.out.println ("RequestId:" + e.getRequestId()):;

BRIMNRERBPSH, BESW)ava SOKER T,
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EEAERETR Q ey T 6517 iy a0 Q
BEE
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REBEmWmALR

RERNRLEEMRE, ARAHR:

o ITAEM AN, THRRHEFNHERMLE.

o ITHAELAT LARES, TNBERTHEXNHEREME.
BEREARESER, BEBA THEERSDK,

AKX LAava sk, RET TEHNIREwRDemoRg, ESRT XN %!

1. BEARFBIEBNEES.

/ * %

* IGEFIEBES

*/

private static String productKey = "**x*x%m;
private static String deviceName = "**x&xkxin,

private static String deviceSecret = "FFxAFaddkkddkoxkn
/ * *

* MOTTERE(ER

=y

private static String regionId = "**x*xxu;

@ 8
o REERER, BN LXOEFRIRE,

1% & im Demoftis,

o regionld ARMBRSS FrE ML RS R B Region ID, BEMBKMNFEERFIELE LA, EEERS

FRERIMEL, RATTE, BERMEMTBAKX,

2. BIATAE, BTREXLRTENEY, AERMRER, EHRERLRIEMELED.

> MA4RRA: 20220526

261


https://help.aliyun.com/document_detail/42648.html#concept-jlk-mjl-vdb
https://help.aliyun.com/document_detail/97331.html
https://help.aliyun.com/document_detail/109292.html#section-izi-82q-p0n
https://help.aliyun.com/document_detail/40654.html#concept-2459516

RIEESLE- REEE MW E S

/**

* ALEEVIEEMTERN, EUTHENMITEWIAR:

* gl IREBEMEEHRINEMNEEREE (HigEkE, iER)

* R0, REBEEANIZWEIZlRproperty. setHEXNEMIEE (ATSRAR, HE)
* @param identifier [BHEMRIART

* @param value HAZEEME

* @param needReport E&REIdproperty.postRIFRE LR,

&3 FEHRoMAIBR P EERE Y EIREES, ﬁ'qg.’rneedReportiﬁﬁy\Jfalse

* @return

4

private boolean handlePropertySet (String identifier, ValueWrapper value, boolean needRe
port) {

ALog.d (TAG, "HILGELIEENT = [" + identifier + "], value = [" + value + "]");

// APIRELRERAMRES ﬁﬁﬁﬁlij :ZEIEH RE R [EI TN
boolean success = true;
if (needReport) ({
reportProperty (identifier, wvalue);
}
return success;
}
private void reportProperty(String identifier, ValueWrapper value) {
if (StringUtils.isEmptyString(identifier) || value == null) {
return;
}
ALog.d (TAG, v FiR Eiﬂfidentity=" + identifier);
Map<String, ValueWrapper> reportData = new HashMap<>();
reportData.put (identifier, value);
LinkKit.getInstance () .getDeviceThing () .thingPropertyPost (reportData, new IPublishRe
sourcelistener () {
public void onSuccess (String s, Object o) {
// BRI
ALog.d (TAG, v FIRARTH onSuccess () called with: s = [" + s + "], o= [" + 0 +
"1t
}
public void onError (String s, AError aError) ({
// B ERERY
ALog.d (TAG, "_t?EgEmﬁonError() called with: s = [" + s + "], aError = [" + J
SON.toJSONString (aError) + "]1");
}
}) i
}

3. AL, IRFZHRETITENPERME, ZEBFKHEEXIIRER, TELEER, XTEMER
&

!ZEI'FWTJE}EP, 4%11}%]}% connectNotifyListener Liﬂ ,L,\, $E?éAl|nk’r7}1){, 1ﬁ/ IXEEJ:?E}:T

uﬁﬁu%i—ﬁ?ﬁ'ﬂ’\]ﬁ?&ra—, mCommonHandler %ﬁﬂﬁﬁﬁ, ﬁﬁﬁﬂ%]ﬁﬁ handlePropertySet E%ﬁiﬁ%ﬂ(ﬂ%fi
E’EO

/**

* EMRS AR (MREWHRE) B9mER K.
* nRARIRENRETIRS R, REHEEMNIZRSHEIS,
*/

public void connectNotifyListener () {
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List<Service> servicelist = LinkKit.getInstance () .getDeviceThing() .getServices/()
for (int 1 = 0; servicelist != null && i1 < servicelList.size(); i++) {
Service service = servicelist.get (i)
LinkKit.getInstance () .getDeviceThing () .setServiceHandler (service.getIdentifier (
) , mCommonHandler) ;
}
}
private ITResRequestHandler mCommonHandler = new ITResRequestHandler () {
public void onProcess (String serviceldentifier, Object result, ITResResponseCallbac
k itResResponseCallback) {

ALog.d (TAG, "onProcess() called with: s = [" + serviceIdentifier + "]," +
"o = [" + result + "], itResResponseCallback = [" + itResResponseCallb
ack + "1");
ALog.d (TAG, "WEImHRLIRSZBIAA " + serviceldentifier);
try {

if (SERVICE SET.equals (serviceldentifier)) {
Map<String, ValueWrapper> data = (Map<String, ValueWrapper>) ( (InputPara
ms) result) .getDatal();
Alog.d(TAG, "WEIRFTITHIE " + data);
// RBEFRENEYE, AR LRIGETHNELE
boolean isSetPropertySuccess =
handlePropertySet ("LightStatus", data.get ("LightStatus"), false

if (isSetPropertySuccess) {
if (result instanceof InputParams) ({
// MR FEREIE AT

itResResponseCallback.onComplete (serviceldentifier, null, null)

} else {

itResResponseCallback.onComplete (serviceldentifier, null, null)

}
} else {
AError error = new AError();
error.setCode (100) ;
error.setMsg ("setPropertyFailed.") ;
itResResponseCallback.onComplete (serviceldentifier, new ErrorInfo (e
rror), null);
}
} else if (SERVICE GET.equals (serviceldentifier)) {
} else {
// TRERRNRSHAENLIE, BAFHRSEXRA
ALog.d(TAG, "RIBELMRSZREIRSHIE, ESBsetRflm)
OutputParams outputParams = new OutputParams () ;
// outputParams.put ("op", new ValueWrapper.IntValueWrapper (20)) ;

itResResponseCallback.onComplete (serviceldentifier, null, outputParams)

}
} catch (Exception e) {

e.printStackTrace () ;

Alog.d(TAG, "mimEEIHEEIXZE")

}

public void onSuccess (Object o, OutputParams outputParams) {
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ALog.d (TAG, "onSuccess () called with: o = [" + o + "], outputParams = [" + outp
utParams + "1");
Alog.d(TAG, "EMBRSATN");
}
public void onFail (Object o, ErrorInfo errorInfo) ({
ALog.d(TAG, "onFail() called with: o = [" + o + "], errorInfo = [" + errorInfo
+ ")
Alog.d(TAG, "FMARSEM") ;

}i

4. STEAB%E, NRETIKRETINWHEREE, ZEBEEREESR.
TEL%E, SERBRREEMRE, ABEA handlePropertyset BHEFMRFHNEM.,

LinkKit.getInstance() .init (params, new ILinkKitConnectListener() {
public void onError (AError aError) {
ALog.e (TAG, "Init Error error=" + aError);
}
public void onInitDone (InitResult initResult) ({
ALog.i (TAG, "onInitDone result=" + initResult);
connectNotifyListener();
// RBomRMAEEEE
getDesiredProperty (deviceInfo, Arrays.asList ("LightStatus"), new IConnectSendLi
stener () {
public void onResponse (ARequest aRequest, AResponse aResponse) {
if (aRequest instanceof MgttPublishRequest && aResponse.data != null) {
JSONObject jsonObject = JSONObject.parseObject (aResponse.data.toStr
ing());
ALog.i (TAG, "onResponse result=" + jsonObject);
JSONObject dataObj = jsonObject.getJSONObject ("data");
if (dataObj != null) {

if (dataObj.getJSONObject ("LightStatus") == null) {
/! RGEHAEE
} else {

Integer value = dataObj.getJSONObject ("LightStatus") .getInt
eger ("value") ;

handlePropertySet ("LightStatus", new ValueWrapper.IntValueW
rapper (value), true);

}
public void onFailure (ARequest aRequest, AError akError) {
ALog.d(TAG, "onFailure() called with: aRequest = [" + aRequest + "], aE
rror = [" + aError + "]1");
}
}) i

1) i
private void getDesiredProperty (BaseInfo info, List<String> properties, IConnectSendLis
tener listener) {

ALog.d (TAG, "getDesiredProperty() called with: info = [" + info + "], listener = ["
+ listener + "1");

if (info != null && !StringUtils.isEmptyString(info.productKey) && !StringUtils.isEm
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ptyString (info.deviceName)) {

MgttPublishRequest request = new MgttPublishRequest () ;

request.topic = DESIRED PROPERTY GET.replace ("{productKey}", info.productKey).r
eplace ("{deviceName}", info.deviceName) ;

request.replyTopic = DESIRED PROPERTY GET REPLY.replace ("{productKey}", info.pr
oductKey) .replace (" {deviceName}", info.deviceName) ;

request.isRPC = true;

RequestModel<List<String>> model = new RequestModel<> () ;

model.id = String.valueOf (IDGeneraterUtils.getId());

model.method = METHOD GET DESIRED PROPERTY;

model .params = properties;

model.version = "1.0";

request.payloadObj = model.toString() ;

ALog.d(TAG, "getDesiredProperty: payloadObj=" + request.payloadObj) ;

ConnectSDK.getInstance () .send(request, listener);

} else {
ALog.w (TAG, "getDesiredProperty failed, baseInfo Empty.");
if (listener != null) {
AError error = new AError();
error.setMsg ("BaseInfoEmpty.") ;

listener.onFailure (null, error);

WIEER
RFLUTHRETHAE, RWIETEEL. BERS, JEzhETRENEEME, HNERRERLE.
o REALN, ZIWESUDEFXRES, BTN IEMRSEL,
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]

=
< Lamp =
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O

FilEsE EEIE
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BiR: ®FiwDemofLi

package com.aliyun.alink.devicesdk.demo;

import com.alibaba.fastjson.JSON;

import com.alibaba.fastjson.JSONObject;

import com.aliyun.alink.apiclient.utils.StringUtils;
import com.aliyun.alink.dm.api.BaseInfo;

import com.aliyun.alink.dm.api.DeviceInfo;

import com.alivun.alink.dm.api.InitResult;

TEERE at:

EEIEE
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import com.aliyun.alink.dm.model.RequestModel;
import com.aliyun.alink.dm.utils.IDGeneraterUtils;
import com.aliyun.alink.linkkit.api.ILinkKitConnectListener;
import com.aliyun.alink.linkkit.api.IoTMgttClientConfig;
import com.aliyun.alink.linkkit.api.LinkKit;
import com.aliyun.alink.linkkit.api.LinkKitInitParams;
import com.aliyun.alink.linksdk.cmp.api.ConnectSDK;
import com.aliyun.alink.linksdk.cmp.connect.channel.MgttPublishRequest;
import com.aliyun.alink.linksdk.cmp.core.base.ARequest;
import com.aliyun.alink.linksdk.cmp.core.base.AResponse;
import com.aliyun.alink.linksdk.cmp.core.listener.IConnectSendListener;
import com.aliyun.alink.linksdk.tmp.api.InputParams;
import com.aliyun.alink.linksdk.tmp.api.OutputParams;
import com.aliyun.alink.linksdk.tmp.device.payload.ValueWrapper;
import com.aliyun.alink.linksdk.tmp.devicemodel.Service;
import com.aliyun.alink.linksdk.tmp.listener.IPublishResourcelListener;
import com.aliyun.alink.linksdk.tmp.listener.ITResRequestHandler;
import com.aliyun.alink.linksdk.tmp.listener.ITResResponseCallback;
import com.aliyun.alink.linksdk.tmp.utils.ErrorInfo;
import com.aliyun.alink.linksdk.tools.AError;
import com.aliyun.alink.linksdk.tools.ALog;
import java.util.Arrays;
import java.util.HashMap;
import java.util.List;
import java.util.Map;
public class LampDemo {
private static final String TAG = "LampDemo";
private final static String SERVICE SET = "set";
private final static String SERVICE GET = "get";
public static String DESIRED PROPERTY GET = "/sys/{productKey}/{deviceName}/thing/prope
rty/desired/get";
public static String DESIRED PROPERTY GET REPLY = "/sys/{productKey}/{deviceName}/thing
/property/desired/get reply";
public static String METHOD GET DESIRED PROPERTY = "thing.property.desired.get";
public static void main(String[] args) {
/**
* IREFIEPRER
*/
String productKey = "***x*7;
String deviceName = "Lamp";
String deviceSecret = "XFx&v;
/**
& mqttii?g%-%
*/
String regionId = "cn-shanghai";
LampDemo manager = new LampDemo () ;
DeviceInfo deviceInfo = new DeviceInfo();
deviceInfo.productKey = productKey;
deviceInfo.deviceName = deviceName;
deviceInfo.deviceSecret = deviceSecret;
manager.init (deviceInfo, regionId);
}
public void init (final DeviceInfo deviceInfo, String region)
LinkKitInitParams params = new LinkKitInitParams () ;
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/**
* 8B Mgtt WIRLSEK
=Y

IoTMgttClientConfig config = new IoTMgttClientConfig() ;
config.productKey = deviceInfo.productKey;
config.deviceName = deviceInfo.deviceName;
config.deviceSecret = deviceInfo.deviceSecret;
config.channelHost = deviceInfo.productKey + ".iot-as-mgtt." + region + ".aliyuncs.
com:1883";

J**

* BERERESER

* W matt B9 cleanSession FE&

*/
config.receiveOfflineMsg = false;

params.mgttClientConfig = config;

/**
* IREMEK, FNRESIEBER
*/

params.deviceInfo = devicelInfo;
LinkKit.getInstance() .init (params, new ILinkKitConnectListener() {
public void onError (AError aError) {
ALog.e (TAG, "Init Error error=" + aError);
}
public void onInitDone (InitResult initResult) {
ALog.i (TAG, "onInitDone result=" + initResult);
connectNotifyListener();
// RRGGRHEAEELE
getDesiredProperty (deviceInfo, Arrays.asList ("LightStatus"), new IConnectSe
ndListener () {
public void onResponse (ARequest aRequest, AResponse aResponse) {

if (aRequest instanceof MgttPublishRequest && aResponse.data != null

JSONObject jsonObject = JSONObject.parseObject (aResponse.data.t
oString());

ALog.i (TAG, "onResponse result=" + jsonObject);

JSONObject dataObj = jsonObject.getJSONObject ("data") ;

if (dataObj != null) {

if (dataObj.getJSONObject ("LightStatus") == null) ({
// RGEHREE
} else {

Integer value = dataObj.getJSONObject ("LightStatus") .ge
tInteger ("value");
handlePropertySet ("LightStatus", new ValueWrapper.IntVa

lueWrapper (value), true);

}
public void onFailure (ARequest aRequest, AError akError) {
ALog.d(TAG, "onFailure() called with: aRequest = [" + aRequest + "]
, aError = [" + aError + "]1");
}
}) i
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}
/**
~ ALGENIEENTE, BIMIRTaWER:
* g1, IREPEMEEHRNEMNEEREE (HigEkE, iER)
* R, RBELMEREIRiRproperty. setiiX (HRIRRE, HIER)
* @param identifier [BHEIRIART

* @param value HAZEEME

* @param needReport REHKIEproperty.postk& LR,

* LGS oM BREPEEREE LIREES, ﬁ'ﬁ’rneedReportiﬁE?\Jfalse

* @return

*/
private boolean handlePropertySet (String identifier, ValueWrapper value, boolean needRe

port) {
ALog.d(TAG, "BERIZFFNEEMTE = (" + identifier + "], value = [" + value + "]");

// APIRELFRERAMBEEEDTIREMT XENXEERERT)
boolean success = true;
if (needReport) {
reportProperty (identifier, value);
}
return success;
}
private void reportProperty(String identifier, ValueWrapper value) {
if (StringUtils.isEmptyString(identifier) || value == null) {
return;
}
ALog.d (TAG, v FiR Eiﬂtidentity=" + identifier);
Map<String, ValueWrapper> reportData = new HashMap<>();
reportData.put (identifier, value);
LinkKit.getInstance () .getDeviceThing () .thingPropertyPost (reportData, new IPublishRe
sourcelListener () {
public void onSuccess (String s, Object o) {
// BRI
ALog.d (TAG, v FIRARTH onSuccess () called with: s = [" + s + "], o= [" + 0 +
"1
}
public void onError (String s, AError aError) ({
// B EREY
ALog.d (TAG, "_t?EgEmﬁonError() called with: s = [" + s + "], aError = [" + J
SON.toJSONString (aError) + "1");

= EMRS AR (UREBMISE) RIMmRERE,
* niRFRAIRENEDRSNENE, R&HREMNIZRSHEE,
2
public void connectNotifyListener() {
List<Service> servicelList = LinkKit.getInstance () .getDeviceThing () .getServices/()
for (int i = 0; servicelList != null && i < servicelList.size(); i++) {
Service service = servicelist.get(i);
LinkKit.getInstance () .getDeviceThing () .setServiceHandler (service.getIdentifier (
) , mCommonHandler) ;

}
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private ITResRequestHandler mCommonHandler = new ITResRequestHandler () {
public void onProcess (String serviceldentifier, Object result, ITResResponseCallbac
k itResResponseCallback) {

ALog.d (TAG, "onProcess() called with: s = [" + serviceldentifier + "]," +
" o = [" + result + "], itResResponseCallback = [" + itResResponseCallb
ack + "1");
ALog.d(TAG, "WRIZRHELRSZIFA " + serviceldentifier);
try {

if (SERVICE SET.equals (serviceldentifier)) ({
Map<String, ValueWrapper> data = (Map<String, ValueWrapper>) ((InputPara
ms) result) .getDatal();
Alog.d(TAG, "WEIRLTITEIE " + data);
// REAXRGENEY, ARLRGETHRNELE
boolean isSetPropertySuccess =
handlePropertySet ("LightStatus", data.get ("LightStatus™), false

if (isSetPropertySuccess) {
if (result instanceof InputParams) {
// MR RN

itResResponseCallback.onComplete (serviceldentifier, null, null)

} else {

itResResponseCallback.onComplete (serviceldentifier, null, null)

}
} else {
AError error = new AError();
error.setCode (100) ;
error.setMsg ("setPropertyFailed.") ;
itResResponseCallback.onComplete (serviceldentifier, new ErrorInfo (e
rror), null);
}
} else if (SERVICE GET.equals (serviceIdentifier)) {
} else {
// TERRMRSHAENLE, RAKHRSEXR
Alog.d(TAG, "FAFRIBEXHNRSEERSHIE, ESBsetnfil") ;
OutputParams outputParams = new OutputParams();
// outputParams.put ("op", new ValueWrapper.IntValueWrapper (20));

itResResponseCallback.onComplete (serviceldentifier, null, outputParams)

}
} catch (Exception e) {

e.printStackTrace () ;
Alog.d (TAG, "HImMEREIIEEIRE")

}
public void onSuccess (Object o, OutputParams outputParams) {
ALog.d(TAG, "onSuccess () called with: o = [" + o + "], outputParams = [" + outp
utParams + "1");
Alog.d(TAG, ":EMARSHIN");
}
public void onFail (Object o, ErrorInfo errorInfo) {
ALog.d (TAG, "onFail() called with: o = [" + o + "], errorInfo = [" + errorInfo

I L I LR W
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ALog.d (TAG, "EMARSZEM") ;

}i
private void getDesiredProperty (BaseInfo info, List<String> properties, IConnectSendLis
tener listener) {
ALog.d (TAG, "getDesiredProperty() called with: info = [" + info + "], listener = ["
+ listener + "]1");
if (info != null && !StringUtils.isEmptyString(info.productKey) && !StringUtils.isEm
ptyString (info.deviceName)) {
MgttPublishRequest request = new MgttPublishRequest();
request.topic = DESIRED PROPERTY GET.replace (" {productKey}", info.productKey).r
eplace ("{deviceName}", info.deviceName) ;
request.replyTopic = DESIRED PROPERTY GET REPLY.replace ("{productKey}", info.pr
oductKey) .replace (" {deviceName}", info.deviceName) ;
request.isRPC = true;
RequestModel<List<String>> model = new RequestModel<> () ;
model.id = String.valueOf (IDGeneraterUtils.getId());
model.method = METHOD GET DESIRED PROPERTY;
model.params = properties;
model.version = "1.0";
request.payloadObj = model.toString() ;
ALog.d (TAG, "getDesiredProperty: payloadObj=" + request.payloadObj) ;
ConnectSDK.getInstance () .send(request, listener);
} else {
ALog.w (TAG, "getDesiredProperty failed, baseInfo Empty.");
if (listener != null) {
AError error = new AError();
error.setMsg ("BaseInfoEmpty.") ;

listener.onFailure (null, error);

3.2. AZRFZ A

HTBELHARENGR, WERNTAREFSRSNED . AXULNESHITFRMRENH, NED
IR SRS,
CIE St

BRI RIIRE, HIKBGKSEIER (ProductKey, DeviceNameFlDeviceSecret) , BREME, &
ErraftlELs.

BRER
FAEESARERFRESBARYERNTANTHAP, EXVHERTA FLBSERIEEH, BEHE

—ENEATARESZENNTHERLERIMEMNEENERE. AFPFRESB[BEIFAFRSEFNLE, FHIK
BEKFROLER, YMEBEMTENE SRS EAESRRPCELY, FMER, BERNEERSHE,

15t FH 15 B
o REREBHELE, THARRSRS.
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1. $#APOM (project object model) K.

<dependency>

<groupId>com.aliyun.alink.linksdk</groupId>
<artifactId>iot-linkkit-java</artifactId>

<version>1.2.0.1</version>

<scope>compile</scope>

</dependency>

<dependency>

<groupId>com.google.code.gson</groupld>
<artifactId>gson</artifactId>

<version>2.8.1</version>

<scope>compile</scope>

</dependency>

<dependency>

<groupId>com.alibaba</groupId>

<artifactId>fastjson</artifactId>

<version>1.2.40</version>

<scope>compile</scope>

</dependency>

<dependency>

<groupId>com.google.guava</groupld>

<artifactId>guava</artifactId>

<version>23.0</version>

</dependency>

Eg%1§\ 7
2. #Efnjavazt, 1B Config. XS

/*

* Copyright © 2019 Alibaba.

*/

package com.

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

java.util.

java.util.

java.util.

java.util.

com.alibaba.fastjson.

com

com.

com.

com.

com.

com.

com.

com

com

com

com

com.

com.

com.

.aliyun

aliyun

.aliyun.
.aliyun.
.aliyun.

.aliyun.

aliyun.
aliyun.
aliyun.
aliyun.

aliyun.

aliyun.
aliyun.

aliyun.

EEMniEnsE,

aliyun.iot.demo.
concurrent.
concurrent
concurrent.

concurrent

.alink

.alink

alink

alink

alink

alink

alink.

alink.

alink.

alink.

alink.

alink.

alink.

alink.

alink;

BHRERER.

All rights reserved.

ExecutorService;
.LinkedBlockingQueue;
ThreadPoolExecutor;
.TimeUnit;
JSONObject;

.dm.api.DeviceInfo;
.dm.api.InitResult;

linkkit.
.linkkit.
linkkit.
.linkkit
linksdk.
.linksdk.
linksdk.
.linksdk
linksdk.
linksdk
linksdk.
linksdk.

api.
api.
api.
.api.
cmp .
cmp.
cmp .
. cmp
cmp .
. cmp

cmp .

ILinkKitConnectListener;
ToTMgttClientConfig;

LinkKit;

LinkKitInitParams;
connect.channel.MgttPublishRequest;
core.base.AMessage;

core.base.ARequest;

.core.base.AResponse;

core.base.ConnectState;

.core.listener.IConnectNotifyListener;

core.listener.IConnectSendListener;

tools.AError;
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YIEXF &

1mport com.google.common.util.concurrent.l'hreadbtactoryBullder;

/**

* RAFIRS AR <br>

*/

public class SyncServiceProcessor {

/
/
/

/ FREAFEENSH, AR
/ &M Config. *NEHNEHELFFMER
/ Bhmid, RIESERRIERIREX R id

private static String regionId = "cn-shanghai";

/

/ FEfaproductKey, IRFIEPEEZ—

private static String productKey = "Config.productKey";

// i&&BMdeviceName, IRFIEPEEZ—

private static String deviceName = "Config.deviceName";

// EEFHdeviceSecret, IEFIEPEEZ—

private static String deviceSecret = "Config.deviceSecret";
// SERAFEENSH, &%

private static ExecutorService executorService = new ThreadPoolExecutor (Runtime.getRu

ntime () .availableProcessors(),

Runtime.getRuntime () .availableProcessors() * 2, 60, TimeUnit.SECONDS, new LinkedB

lockingQueue<>(100),

dll)

new ThreadFactoryBuilder () .setDaemon (true) .setNameFormat ("http2-downlink-handle-%
.build(),
new ThreadPoolExecutor.AbortPolicy());

/**

* 1, BEIRNEFEDNISSEES <or>

* 2. BBEJInvokeSyncService XiCARSZEA <br>
*

* @Qparam args

* @throws InterruptedException

*/

public static void main(String[] args) throws InterruptedException {

}

// TFATEIE T
registerNotifyListener () ;
/] IREEN

connect (productKey, deviceName, deviceSecret);

/*k*k

- BRI

*

* @param productKey Frfmkey

* @param deviceName IR&ERZMN

* @param deviceSecret REHHIA
* @throws InterruptedException

*/

private static void connect (String productKey, String deviceName, String deviceSecret

) throws InterruptedException {

// ¥REEE

LinkKitInitParams params = new LinkKitInitParams () ;

// BB Mqtt ¥IAKEEK

IoTMgttClientConfig config = new IoTMgttClientConfig() ;

config.channelHost = productKey + ".iot-as-mgtt." + regionId + ".aliyuncs.com:1883"

config.productKey = productKey;

config.deviceName = deviceName;

~rAanfi~r Aasri raQanvatr = Aawri raQanvaoat -
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params.mgttClientConfig = config;
// REVREIGEFIERER, BFREA
DeviceInfo deviceInfo = new DeviceInfo();
deviceInfo.productKey = productKey;
deviceInfo.deviceName = deviceName;
deviceInfo.deviceSecret = deviceSecret;
params.deviceInfo = devicelInfo;
// Ak
LinkKit.getInstance () .init (params, new ILinkKitConnectListener () {
public void onError (AError aError) {
System.out.println("init failed !! code=" + aError.getCode() + ",msg=" + aError
.getMsg () + ",subCode="
+ aError.getSubCode () + ",subMsg=" + aError.getSubMsg())
}
public void onInitDone (InitResult initResult) {
System.out.println("init success !!");
}
1)
// BRVIRCEIEABITEENSE, FTLARIESLFRE RIS S T KX B AER
Thread.sleep (2000) ;
}
/**
* RIHR
*
* @param topic KiXHEMtopic
* @param payload RZFHVHERZA
*/
private static void publish(String topic, String payload) {
MgttPublishRequest request = new MgttPublishRequest () ;
request.topic = topic;
request.payloadObj = payload;
request.qgos = 0;
LinkKit.getInstance () .getMgttClient () .publish (request, new IConnectSendListener() {
@override
public void onResponse (ARequest aRequest, AResponse aResponse) {
}
@Override
public void onFailure (ARequest aRequest, AError akError) ({
}
1)
}
/**
* WEIRTRATEIE
*/
private static void registerNotifyListener () {
LinkKit.getInstance() .registerOnNotifylListener (new IConnectNotifyListener() {
@override
public boolean shouldHandle (String connectId, String topic) {
return true;
}
@Override
public void onNotify (String connectId, String topic, AMessage aMessage) {
// EWRREPRS AR, FHumm
// XRBHERLIE, BREEEE
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executorService.submit ( () -> doService (topic, aMessage)) ;
}
@override
public void onConnectStateChange (String connectId, ConnectState connectState) {
}
1)
}
/**

*

W IRE L ARSS A A

*

* @param topic PRSBIEAMIESHtopic

* @param aMessage IRFZIABIESHARA

=Y
private static void doService (String topic, AMessage aMessage) {
String content = new String((byte[]) aMessage.getData()):;
System.out.println ("BR$ZIEKTopic: " + topic);
System.out.println ("BRFEIESL: " + content);

/**

* PRSZIER aMessage HEMEHNAEZE—1json

* {

* "id": "123"’

& "version": "1.0",

* "params": // BRZBE, HARTFRSENX

* {

% "input": 50

* } ’

* "method": "thing.service.{tsl.service.identifier}"
* }

=Y

JSONObject request = JSONObject.parseObject (content) ;
JSONObject params = request.getJSONObject ("params") ;
if (!params.containsKey ("input")) { // HEANE

return;
}
Integer input = params.getInteger ("input"); // FREXIAZ
/ * %

* IRSIMMAETH B IANBR— 1 json

* {

* midv: "123", // ELERSIERMid

* "code": 200, // 200%RTHIH

* "data": {} // BRBRE], BURFIRSENX
* }

=Y

JSONObject response = new JSONObject () ;

JSONObject data = new JSONObject () ;

data.put ("output", input + 1);

response.put ("id", request.get ("id"));

response.put ("code", 200);

response.put ("data", data);

// BRS3MARZ

String respTopic = topic.replace ("/request/", "/response/");
publish (respTopic, response.toString()):;
System.out.println ("BREZMM Topic: " + respTopic) ;
System.out.println("HE?%"WEEP§2§I " + response.toString());
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XFi&EBEAcodeRE, BEEREEHERMode,

SR=: FREKRSmSDK
1. #2AIPOMKH .

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-iot</artifactId>
<version>7.0.0</version>

</dependency>

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>3.5.1</version>

</dependency>

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.40</version>

</dependency>

BZER, B5 M) ava sDKERRE,
2. #®iNjavaz, BX Config. X PHNSHAENIRMER .

/*
* Copyright © 2019 Alibaba. All rights reserved.
Y
package com.aliyun.iot.demo.alink;
import com.alibaba.fastjson.JSONObject;
import com.aliyuncs.DefaultAcsClient;
import com.aliyuncs.exceptions.ClientException;
import com.aliyuncs.exceptions.ServerException;
import com.aliyuncs.iot.model.v20180120.InvokeThingServiceRequest;
import com.aliyuncs.iot.model.v20180120.InvokeThingServiceResponse;
import com.aliyuncs.profile.DefaultProfile;

import com.aliyuncs.profile.IClientProfile;

/**
* EFIRSEAA<or>
*/
public class InvokeSyncService {
// SERFESNS RS

// BB config. *NEBRANENLRER
// MWimid, IRIEIEFRGRIRENRL1d

private static String regionId = "cn-shanghai";

// BAPMSAccessKey

private static String accessKeyID = "Config.accessKey";

// PSS AccesseKeySecret

private static String accessKeySecret = "Config.accessKeySecret";
// F=@productKey, HITIRSBANGHFIEBERZ—

private static String productKey = "Config.productKey";

// TR ZEdeviceName. HIFTIREZMCHRITHER Y —
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private static String deviceName = "Config.deviceName";
// REAFEENSHS
/**

ISP E'uﬁJSyncServiceProcessortﬁ?ﬂiﬁﬁﬁ?& <br>
* 2. BEIAREFRRERSAR <or>
*
* @param args
* @throws ServerException
* @throws ClientException
Y
public static void main(String[] args) throws ServerException, ClientException {
// IRENBRSSURIERE P i
DefaultAcsClient client = null;
try {
IClientProfile profile = DefaultProfile.getProfile (regionId, accessKeyID, accesskK
eySecret) ;
DefaultProfile.addEndpoint (regionId, regionId, "Iot", "iot." + regionId + ".aliyu
ncs.com") ;
client = new DefaultAcsClient (profile);
} catch (Exception e) {

System.out.println ("create OpenAPI Client failed !! exception:" + e.getMessage())

}

// EFERSFERHSEHR

InvokeThingServiceRequest request = new InvokeThingServiceRequest () ;
request .setProductKey (productKey) ; // &HFIEPZproductKey
request.setDeviceName (deviceName); // G TP Z deviceName
request.setIdentifier ("MySyncService"); // BiFARBRSIFERT, BURFIREEX
JSONObject json = new JSONObject (); // MIHERRSANE, BRBANSR—1ISON String
json.put ("input", 50); // BURFIRSBENX, BEEN SRS EXHERENSHME
request.setArgs (json.toString()) ;

// FR1SARSS 1A MY

InvokeThingServiceResponse response = client.getAcsResponse (request) ;

if (response == null) {
System.out.println ("ARAREZRE");
return;

}
System.out.println ("requestId:" + response.getRequestId());
System.out.println("code:" + response.getCode()) :;
System.out.println("success:" + response.getSuccess());
System.out.println ("error message:" + response.getErrorMessage());
if (response != null && response.getSuccess()) { // IRZBIBAAKIL, NARKEZRSIESHIRR
I, AARRITIRSEEBEAHT
System.out.println ("BRZIARAMINI") ;
System.out.println("5ﬁE§idZ " + response.getData () .getMessageId());
System.out.println("ﬂE%ﬁ@?ﬁ . " + response.getData () .getResult()); // NRF RS
Bresult
} else {
System.out.println ("BRSBIARAEM") ;
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Ho, @FRFFANESELR, 155 WinvokeThingService,

3.3. FIRREANVENMES
3.3.1. #iR

FREFAEREERVENTES, MEEIMIXBEANDENEES, ARGNMBUFZRFIREED R XENY
BMFa.

B, TEMBEMTES LEIBMXMFIRE, RE, AAMXIRERSDK, SMMXEEMEKNFES; BH
WX EMEXMFE S ERMX S FIRENHAINXR, BIMX ERFREFER (—N—BHX) AEFRED
SEMINESR, PEREEREFRENSNHAZFRESMXNABINXR. AEREEY, 72EM
FIREFZEBEE, HHEENXYEEEL, IWFREEIMX, SYBRNFELEELEER, HHTER.

e ToT Hub

KROURNBFREBEIMXBEANMENES, AERPERYEEEFESERE. IRENFIRESWE
MEGZE, BHTVEBELIRERS, BEREENXABRFRESTURELEEE. BEDE, BEAIVE

BiEfE,

@ 38 WXOTSFREFTHRGE, ENXTEETIN, MERFMRELERE,

X EE
ARBIEBBISDKA B Demo: iotx-api-demo,
ST AR

1. IR XM FIRE
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MRS RESLE- REEE

2. ¥1IAHSDK
3. MXBBAYIBEMFES
4. FIREBNVEMES

3.3.2. BIEMXHFIER

B%, EYMEMEEEHNE, SAEZMXTRNRE. FREFBESRNFIRE.

BRIES R
1. BRMBERFEEHA.
2. EXPIMBRE, KEXMOSTH, LETHNTHIEERE.

D oEAR  BERER2 (%) |« &4b2 (ER) . £F1 GRYI) MEFE T W ARSAIR
5. HftthsE, BHREHLSR,

a CREs & Ites E52 (BE) v

ERATES e[l - BT b
3

IS

FERRSLE
=Ea v

BERS

u FE ==

il

]
Mok

3

W=t ARSEAF)
CUFRTRPREETENE, EFOIEEE, 555 S fB,

3. EEMSHE, BHREEE > " m.
4. BEBIEF R, IR TR, SRRMXF RN FIRE @,
o BIEMXFm, BB RIEBSLOIE @,

@ HEPE METEROTALREERINLRE.

o BIEFIREF M, BABRMEESNLIE @,
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RELK- KEEE MW E S

@ 3B PEEREEEIRLFRE.

5 AEMSHE, BHRE. ARER, AAEMXTRNFRETRT, IEZMXRENFIRE, BE
BIFBESLoERE,

BESR
HISEALSDK
EESING) o RS
FREEADHERTE

3.3.3. #1844 SDK

ARG, BUREMIESZN Java SDK Demo, BEEEJavaFF AH1E, T2 SDKDemo, S ANIRBEMVIE
1£SDK,

Bl R M
BRMEMFRE

BESR
1. BETHiotx-api-demo, HEREYSE,
SDK Demotf 83 & 7 AR &5 i SDK Demo#1& % i SDK Demo
2. T javaF R I E, SABELEFNiotx-api-demoX 43X,
3. EpomxmiXfEh, FMLATKE, SAREZRRiHSDKA R & iHmSDK,

<!-- https://mvnrepository.com/artifact/com.aliyun/aliyun-java-sdk-iot -->
<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-iot</artifactId>
<version>6.5.0</version>
</dependency>
<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>3.5.1</version>
</dependency>
<dependency>
<groupId>com.aliyun.alink.linksdk</groupId>
<artifactId>iot-linkkit-java</artifactId>
<version>1.2.0.1</version>
<scope>compile</scope>

</dependency>

4. fEjava/src/main/resources/B R T W confighlEt, EAVBKER.
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MENFES RELK- KEEE

user.accessKeyID = <your accessKey ID>
user.accessKeySecret = <your accessKey Secret>
iot.regionId = <regionId>

iot.productCode = Iot

iot.domain = iot.<regionId>.aliyuncs.com
iot.version = 2018-01-20

e i8R

R 2 =K S BACcessKey D,

accesskeylD BHATEMEBNKS LG L, ®iRAccessKeyEBH , HALTLEREHER, T
Bl EEEHIAccessKey,

accessKeySecret BB E =K S B9ACcessKey Secret, &E /5% E _EAccessKey D,
regionid IRNMIBX IR PR E D, MIKIDHFRIXTFE, BSRNMIEMaTH X,

BEFZR
W% EAMBR T
FREZNURRTA

3.3.4. MXIBEAVEMES

B EIRERSOKE, oJATHMXIREEEMENES,

BIiR R
EE R TR
o UBRAXMTIRE
o HIIAHSDK

fic & M X 1% & imSDK

ARBIDemoth, java/src/main/java/comy/alivun/iot/api/common/deviceApiE R T
89 DeviceTopoManagersl 4 6,8 W X E AN EX M 5 8988 RH.

1. REMXERER.
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private static String regionId = "cn-shanghai";

private static final String TAG = "TOPO";

A ESS -1

private static String GWproductKey = "alBxptK***";

private static String GWdeviceName = "XMtrv3yvitEHAzrTfX1U";

private static String GWdeviceSecret = "19xJINybifnmgcK057vYhazYK4b64****";
public static void main(String[] args) {
/**
* mat tiEEER.
wY
DeviceTopoManager manager = new DeviceTopoManager () ;
/**
* RSB E3HMjava httpBPMEEATSIVL. 2
=y

System.setProperty ("https.protocols", "TLSv2");

manager.init () ;
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public void init () {
LinkKitInitParams params = new LinkKitInitParams () ;
/ * %
* BBngt B LS,
=y
IoTMgttClientConfig config = new IoTMgttClientConfig();
config.productKey = GWproductKey;
config.deviceName = GWdeviceName;
config.deviceSecret = GWdeviceSecret;
config.channelHost = GWproductKey + ".iot-as-mgtt." + regionId + ".aliyuncs.com
:1883";
/ * *
* BEEERELER.
* I mgttBcleanSessionF o
*/
config.receiveOfflineMsg = false;
params.mgttClientConfig = config;
ALog.setLevel (LEVEL DEBUG) ;
ALog.i (TAG, "mgtt connetcion info=" + params) ;
/ * %
* IRBYEK, ENRFIEBER.
*/
DeviceInfo deviceInfo = new DeviceInfol();
deviceInfo.productKey = GWproductKey;
deviceInfo.deviceName = GWdeviceName;
deviceInfo.deviceSecret = GWdeviceSecret;
params.deviceInfo = devicelInfo;
/R ENE, *x/
LinkKit.getInstance () .init (params, new ILinkKitConnectListener () {
public void onError (AError aError) {
ALog.e (TAG, "Init Error error=" + aError);
}
public void onInitDone (InitResult initResult) {
ALog.i (TAG, "onInitDone result=" + initResult);
//IREMIK FtopoXk R, BHMXEFIEERETELEFEEtopoXRo
//ARBEFE, WEE EEZFI8E.
getGWDeviceTopo () ;
// FIgENEEMIRENE E deviceSecret, MRIZRHFBIGHFIEBUNRIRRLY , HIFERMN:
opok o
//FEMSEEY, AILUERIEEHIMAcHE S sNFTI S FENDeviceName,
gatewaySubDevicRegister () ;
/ /RN R RN FIREER.

gatewayAddSubDevice () ;

12

HEIREIRSDKY, BEERMXIREERE, MIXSDKEEBREEEMENES.
1. i&17DeviceTopoManager,
2. EVEMFERFENNIFATHNENEMED, ERREEE > ’8&.
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RELK- KEEE

XN E S

3. AIREFIERD, WAINXRE, EFERS, MRRSETHEL, RPARNXRECEEMEMES,

RS R
FREBEAVHERTE

3.3.5. FIRBFEANYEKMNIES

FREFEERERVENTES, FEEIMXEMBEMTEEEE, FREEEMXT, NXEBSHATFIR
FENHEIXR, BFREVE/LRVENTES, RABEFREEANVERES,

CIE St
EERMATERLE:

o URAXMTFIRE
o HIIAHSDK

o MXENMBERNFE

ER2ER

e ARFIRE
HF FREREHEEMENES
BmETHA.

e A/RffiDemo

, FUAEB N FREZKMEMESIREWSDK, FIRENIREHRA

Java/src/main/java/comy/aliyun/iot /api/common/deviceApiE & T B DeviceTopoManagers i &8 &
MXEBFINER, KNFREFEBNFEELELNABE,
TE—: MXEBHAIXR

MEXIBEANMBENELE, BREIXRASENENFES, TRAEBEFRESVEMESRRE, HUEE
EEFIAESR. RINAINKR, WIIRMERRGCETME—E,

o AWM FEETENMNESTES. RMNXEFRENEINKER,
L EEMSHE, BRREER > ®E, EIRPHIINXRE.

i. BEMXIRES NN FIRE,

BAFREEERE, EEMNXTR THFREER.

ii. BERMFIRE, BOEMNAAFEESBRPNFREFMBMKT,
o BEMTRAKBES. HFMAIXER,
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o BEHINKREK:

/**
* FREMMX Ftopok &, BMMXE FIREREELFE topoX Ko
*/

private void getGWDeviceTopo () {
LinkKit.getInstance () .getGateway () .gatewayGetSubDevices (new IConnectSendListene

r() {
@Override
public void onResponse (ARequest request, AResponse aResponse) {
ALog.i (TAG, "JREXMXMtopoXxZALI : " + JSONObject.toJSONString (aRespon
se));

/] RRFIRETIRER,

try {
ResponseModel<List<DeviceInfo>> response = JSONObject.parseObject (a

Response.data.toString (), new TypeReference<ResponseModel<List<DeviceInfo>>>() {
}.getType());
// TODO, IRIELFREIAZHRLIE,
} catch (Exception e) {

e.printStackTrace () ;

}

@Override
public void onFailure (ARequest request, AError error) {
ALog.1i (TAG, "gfﬁiw*ﬂgtopo*%*)”& : " + JSONObject.toJSONString (error))

o RMNEIPKE:

@ 8
n FREFBEENENSEESLT—5.
» MBENEARARANFEENMENAINERE, FREETU LS, SAMXNYERES
WIBE R & B

/ * *
* FFRIRHRANFIRERER.
*/

private void gatewayAddSubDevice () {
BaseInfo baseInfol = new BaseInfo();
baseInfol.productKey = "alj7SyR***x";
baseInfol.deviceName = "safa***";
String deviceSecret = "71zCJIJIWHMGFpZpDKbJdVucDHUzZG6C****";
LinkKit.getInstance () .getGateway () .gatewayAddSubDevice (baseInfol, new ISubDevic

eConnectListener () {
@Override
public String getSignMethod () {
// ERNERFE,
return "hmacshal";

}

AMNcravviAa
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cuverLiiuc
public String getSignValue () {
// RBREZ, AP ERdevicesecret RIFERLER,
Map<String, String> signMap = new HashMap<>();
signMap.put ("productKey", baselInfol.productKey) ;
signMap.put ("deviceName", baseInfol.deviceName) ;
//signMap.put ("timestamp", String.valueOf (System.currentTimeMillis()));
signMap.put ("clientId", getClientId());
return SignUtils.hmacSign (signMap, deviceSecret) ;
}
@QOverride
public String getClientId() {
// clientIdR] AEEE,
return "id";
}
@Override
public Map<String, Object> getSignExtraData () {
return null;
}
@Override
public void onConnectResult (boolean isSuccess, ISubDeviceChannel iSubDevice
Channel, AError aError) {
// FRINES
if (isSuccess) {

/) FIREHRMAI, ETRAUBFIgE LLEE

ALog.i (TAG, "topoXZRRMIRLIN : " + JSONObject.toJSONString (iSubDevi
ceChannel)) ;
/1 F&E LS
gatewaySubDevicelLogin () ;
} else {
ALog.1i (TAG, "topoXZAARMAKM : " + JSONObject.toJSONString (aError))
}
}
@Override

public void onDataPush (String s, AMessage aMessage) {

R RRFIRFILED
FREVIBAING, YHNFEESMRIZFIER. MXTEBEUATAZE, RERFREFIEBER.
o FER—M—BHINESRR.
EREVEAING, EEFE808EFIETE, FBProductkey. DeviceName#lDeviceSecret,
o EMXEFIREZBEXIMY, TWMXKMFRE, REFRENRIEFIED, ZMAEANX E5F
REBEITEX.
o MXAoUEMX HEREMNEEAR, MEFRENIERER., ZMEHMX @BRITIH.
o FERFRENSEMRNIAR,

M X BB & IR Fi& & B9Product KeyFlDeviceNamei# T3t it . WBEMEERB FIRE
ProductKey#1DeviceNamei&id f7, & T & Fi&&EBIDeviceSecret,
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i. BIEFIEHFE, LUSFBISNIBEMACHUE/E N DeviceName, ®EOIEKING, FRERENSEMR

ab
IngE,
& GhEtsnfE RS HEEE / Fm / TEEE
] « mglgdting ---
o it ==
B
THREZEN, SERRAT ERSSiRITIE RBEFAE
g
= misE 2 BE
CAFEH FRER TR EEaE
AEI= = EEvEE PR, ICA FREEHERE (Alink JSON)
SIS
TR aEEg | FESER grz @© |
EEYIE
R Ni-Fi ot

EgRsytT

i. FARMXE, SHMMXBEIEMMERIFIEE, RRFRENES (model) FE—FRIR (SNEBIE
MACHEHE) ; HIMFIREFEES (model) SIE =B M FE & ProductKeyBIBRET ,

iii. BITYEER S NATEMINEE, MEER TS IREF & B DeviceSecret
KRB :

/ * *
* FIRHRMNAEMIRENIE FdeviceSecreto
* EYBMTE S LRAISIEFIREN, WUERAFIREMNMACHtE sNFFISFENIDeviceName,
*/
private void gatewaySubDevicRegister () {
List<BaseInfo> subDevices = new ArrayList<>();
BaseInfo baseInfol = new BaselInfo();
baseInfol.productKey = "alj7SyR***";
baseInfol.deviceName = "safasdf";

subDevices.add (baseInfol) ;

LinkKit.getInstance () .getGateway () .gatewaySubDevicRegister (subDevices, new IConne
ctSendListener () {

@Override
public void onResponse (ARequest request, AResponse response) {

ALog.i (TAG, "FIREFMALIN : " + JSONObject.toJSONString (response)) ;
}

@Override
public void onFailure (ARequest request, AError error) {

ALog.i (TAG, "Fig&EFMAKRM : " + JSONObject.toJSONString (error));

XFREBHNSTIMOEMIRE, BN FREDS M.

TPBR=: FIRBLE

> MAYRRA: 20220526 289


https://help.aliyun.com/document_detail/42649.html#concept-fqy-pjl-vdb

BESTR-
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XN E S

/**

* FARFIER EEIZEOZE, BHEABRBILtopoXxFR. MEXEMFIGTFEEZE,

58

*

*/

Figg EAZ ERIMBUTFREIITH. RHFERE

public void gatewaySubDeviceLogin () {

BaseInfo baseInfol = new BaseInfo();
Wl 5 TSR W o

"safasdf";

baseInfol.productKey =

baseInfol.deviceName =

LinkKit.getInstance () .getGateway () .gatewaySubDeviceLogin (baseInfol,

ctionListener () {

@Override

public void onSuccess () {

/7 REFiIgE LM,

/) LEZBFTE. ZWES, HAUBBRMEAFIRE.

// subDevDisable (null) ;
// subDevDelete (null) ;

FESHYEREMTEFigE L

new ISubDeviceA

}

@Override

public void onFailed (AError aError) {

ALog.d (TAG,

"onFailed()

called with: aError =

[" + aError + "]1");

ff%: B Demo

HRXEAH LR FIREER,

MELSHTEERAIRBNT:

package com.aliyun.iot.api.common.deviceApi;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

oo

com.alibaba.fastjson.JSONObject;
com.alibaba.fastjson.TypeReference;

com.aliyun.alink.dm.api.BaseInfo;

BAFRESYENFEONEZEEE, RFREEAMXYEEEEANDE

com.

com.

com.

com.

com.

com.

com.

com.

com

com

com

com

com

com.

com.

com.

com.

com.

aliyun

aliyun.

aliyun.

aliyun.

aliyun.

aliyun.

aliyun.

aliyun.

.aliyun.
.aliyun.
.aliyun.
.aliyun.

.aliyun.

aliyun.

aliyun.

aliyun.

aliyun

aliyun

o)

alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.

alink.

+ -

dm.
dm.
dm.
dm.

linkkit.
linkkit.
linkkit.
linkkit.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.

api.DeviceInfo;
api.InitResult;
api.SignUtils;

model .ResponseModel;

api.ILinkKitConnectListener;
api.IoTMgttClientConfig;
api.LinkKit;
api.LinkKitInitParams;
channel.gateway.api.subdevice.
channel.gateway.api.subdevice.
channel.gateway.api.subdevice.
channel.gateway.api.subdevice.
cmp.core.base.AMessage;
cmp.core.base.ARequest;
cmp.core.base.AResponse;
cmp.core.listener.IConnectSendListener;
tools.AError;

tools.ALog;

ISubDeviceActionListener;
ISubDeviceChannel;
ISubDeviceConnectListener;

ISubDeviceRemovelListener;
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liporce jdvd.uctlli. "y
import static com.aliyun.alink.linksdk.tools.ALog.LEVEL DEBUG;

public class DeviceTopoManager {

private static String regionId = "cn-shanghai";

private static final String TAG = "TOPO";

/ /RRIZE

private static String GWproductKey = "alBxp***x*xkxim;

private static String GWdeviceName = "XMtrv3y***xxxkxkxkxin,

private static String GWdeviceSecret = "19xJINybifnmgc*****x&x&xxrxm,

public static void main(String[] args) {

/ * %

* mqttﬁ%ﬁ%

=Y
DeviceTopoManager manager = new DeviceTopoManager () ;
/ * %

* IREBBIFHYjava httpBFPERERTSLVL. 2

=Y

System.setProperty ("https.protocols", "TLSv2");
manager.init () ;
}
public void init () {

LinkKitInitParams params = new LinkKitInitParams () ;
/ * %

* RBmat tiIB S

*/

IoTMgttClientConfig config = new IoTMgttClientConfig() ;
config.productKey = GWproductKey;
config.deviceName = GWdeviceName;
config.deviceSecret = GWdeviceSecret;
config.channelHost = GWproductKey + ".iot-as-mgtt." + regionId + ".aliyuncs.com:188

3";

/ * %

* BRESBELER.

* It mgttBIcleanSessionFE],

=y

config.receiveOfflineMsg = false;
params.mgttClientConfig = config;
ALog.setLevel (LEVEL DEBUG) ;

ALog.i (TAG, "mgtt connetcion info=" + params) ;

/ * *
* IRBEMRK, FANRXEREIERES.
*/

DeviceInfo deviceInfo = new DeviceInfo();
deviceInfo.productKey = GWproductKey;
deviceInfo.deviceName = GWdeviceName;
deviceInfo.deviceSecret = GWdeviceSecret;
params.deviceInfo = devicelInfo;
/< FBITIERE <~/
LinkKit.getInstance() .init (params, new ILinkKitConnectListener() {
public void onError (AError aError) {
ALog.e (TAG, "Init Error error=" + aError);
}
public void onInitDone (InitResult initResult) {
ALog.i(TAG, "onInitDone result=" + initResult);
/BN XE FHRIbER . BN XEFICZETALKEFHRINVER.
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//&D%Ef"ﬁ?‘i, MEE F&TFi8E,

getGWDeviceTopo () ;

// FIRENSEMIRENDeviceSecret, MRIFFEHZFIEBNRIRILE , BEEFMAINKR,
//TEMEEMF S LiRFISIZIREN, WLUERIREMNMACHINtEsNFSS FFHDeviceName,

gatewaySubDevicRegister () ;

/ /FERIRH R RN FIREE R,

gatewayAddSubDevice () ;
}
}) i
}
/**
* REMXTHIPRR, BEEIRNXEFRERTELFETHINER.
*/

private void getGWDeviceTopo () {
LinkKit.getInstance () .getGateway () .gatewayGetSubDevices (new IConnectSendListener ()

@Override

public void onResponse (ARequest request, AResponse aResponse) {
ALog.1i (TAG, "JRENMIXHEItopoXZHERIN : " + JSONObject.toJSONString (aResponse))
// RERFIRETIRE
try {

ResponseModel<List<DeviceInfo>> response = JSONObject.parseObject (aResp
onse.data.toString (), new TypeReference<ResponseModel<List<DeviceInfo>>>() {
}.getType () ;
// TopO IRIBLFREIFATRIE,
} catch (Exception e) {

e.printStackTrace () ;

}

@Override
public void onFailure (ARequest request, AError error) {
ALog.1i (TAG, "THYW*E?topoéé??E%z " + JSONObject.toJSONString (error)) ;

/**
* FIRETHESEMIRENG T deviceSecret, MNRMXBREFIERFIEBNZIZLLY
* EYENTE S ERAISIEISER, FILUERIRERIMACHLEESNF IS FEIDeviceNamne,
*/
private void gatewaySubDevicRegister () {
List<BaseInfo> subDevices = new ArrayList<>();
BaseInfo baseInfol = new BaselInfo():;
baseInfol.productKey = "alj7SyR*x***kxxkxxuy
baseInfol.deviceName = "testl23****kxxkxn;
subDevices.add (baseInfol);

LinkKit.getInstance () .getGateway () .gatewaySubDevicRegister (subDevices, new IConnect

SendListener () {

@Override
public void onResponse (ARequest request, AResponse response) {
ALog.1i (TAG, "¥i§§iiﬂﬂﬁ‘2171 : " + JSONObject.toJSONString (response)) ;
}
@Override

public void onFailure (ARequest request, AError error) {
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/**

ALog.i (TAG, "FIEEMEM : " + JSONObject.toJSONString (error));

* FFRIRHRANFIREER.

*/

private void gatewayAddSubDevice () {

BaseInfo baseInfol = new BaseInfo();

baseInfol.productKey = "alj7Sy****xxxkxkxsxn,
baseInfol.deviceName = "safasd****x*x*m;
String deviceSecret = "71zCJITWHMGE* % * %% k% k% k %k x K1,

LinkKit.getInstance () .getGateway () .gatewayAddSubDevice (baseInfol, new ISubDeviceCon

nectListener () {

//

@Override

public String getSignMethod () {
// ERNERFE
return "hmacshal";

}

@Override

public String getSignValue () {
// REVER, AP {ERADevicesecret IRIBERLER,
Map<String, String> signMap = new HashMap<> () ;
signMap.put ("productKey", baselInfol.productKey) ;
signMap.put ("deviceName", baseInfol.deviceName) ;

signMap.put ("timestamp", String.valueOf (System.currentTimeMillis()));

signMap.put ("clientId", getClientId());
return SignUtils.hmacSign (signMap, deviceSecret) ;

}

@Override

public String getClientId() {
// clientIdA] AEEE.
return "id";

}

@Override

public Map<String, Object> getSignExtraData () {
return null;

}

@Override

public void onConnectResult (boolean isSuccess, ISubDeviceChannel iSubDeviceChan

nel, AError aError) {

nnel));

// FRHINEESR
if (isSuccess) {

/) FIREHRMAIN, #ETRAUBFIgE LLEE,

ALog.1i (TAG, "topoXZAMAELN : " + JSONObject.toJSONString (iSubDeviceCha
//Fig&EEL
gatewaySubDeviceLogin () ;
} else {
ALog.i (TAG, "topoXZHRMKM : " + JSONObject.toJSONString (aError)) ;
}
}
@Override

public void onDataPush (String s, AMessage aMessage) {
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}

public void gatewayDeleteSubDevice () {
BaseInfo baseInfol = new BaseInfo();
baseInfol.productKey = "alj7S****xxkxkxkxkxn,
baseInfol.deviceName = "saf***xxkxxin;

LinkKit.getInstance () .getGateway () .gatewayDeleteSubDevice (baseInfol, new ISubDevice

RemovelListener () {
@Override
public void onSuceess () {
// BIhFRFIRE. MIPRZETR] M TR,
}
@override

public void onFailed (AError aError) {

/7 BERFIRERK,

/**
* FRFIRELEZE, BRECEURINKR, MXRNFREEER, FESNYENTESFIRE L,
* FigE EERZ FRRIMRMITFIRERITR. XMmFRF.
=
public void gatewaySubDeviceLogin () {
BaseInfo baseInfol = new BaseInfo();
baseInfol.productKey = "aljT7SyR***xkxkxkxim,
baseInfol.deviceName = "safa*****xxxixn;
LinkKit.getInstance () .getGateway () .gatewaySubDeviceLogin (baseInfol, new ISubDeviceA
ctionListener () {
@Override
public void onSuccess () {
// REFIRE LM,
// E&ZETITR. KEHS, FOURRMERFgE.
// subDevDisable (null) ;
// subDevDelete (null) ;
}
@Override
public void onFailed (AError aError) {
ALog.d(TAG, "onFailed() called with: aError = [" + aError + "]");

3.4. RENBEXESTH

MM TEEREREEISNEENEERRS . RENBEXESZSFTEEREFEIMTR, BITEXESANF
REROIIEE, FURHRGIASE, EEFHBAGS, BRIURELRAENESKS, NENEBEE
XESETERE.

RXPAEZR2 (L) ARSI TRENF, BRRENAEXESZRE.
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MENFES RfESLE- 1R EEE

HEETE

RS A TR 1E:

1. IEFERERAIESEERER "M, MEREXNEBEXRENTR, BESHE, HtSHERRIA
8B, BRI, BERAE" R,

2. AFBRHM3IMNMEE, S5l ADevicel, Device2, Device3, EABIE, BBMNit=0lERE,
WERMEING, AREE3MEENRFIEREEE (ProductKey, DeviceName#[DeviceSecret)

3. BEXJSONIEREMES NS, AN X E A AESHITHL json, RBWMT,

{
"fileName":"jobTest",
"fileVersion":"1",
"fileDescription": "{EEZERERMER"

I B EXES

1. BRUBATFARHA.

ELPIMBTE, LHEALI,
EEMNSHE, BEREEE > £5.
EESERRE, LEURES.
EORESRE, RAMTRE, B T—5.

oA wN

EsEs
EEER

TEET

ETERE

It
nl
]

" BfFpEE, M@,

i

=
(+T:] hd

]

e

1497 m e

* AR E RIS T

EiFtE  FEiER
@ I=HTE0json (101 B) ®
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XN E S

A

BiriRE, m,

TRAEREWESHITMR
Ty

HiEA
WA EFE T

EEEEXES.

EETmOESERER.

RN EEHTH json,

6. RESHEHELHITHE (50-1000)450, BHEEE (H8) A5,
7. BERE, BEESIE, BEZESHNEES, ARRTFIHERE, EEESRKES,
MTERR, ESETHPIBK, FHRBE.

EHEE RS

3 o 3 0
FRERE * FEE ®CEE o HiTm

HENEEER Q

el ID BEER TR
3858707216548 cab, Devicel =2
129300c10d754124. Devicel EEEERT
9caf0894c63f463c87... Device3 EE8EET

BITEHEXES

R BERNFRFRRENT:
o R{FZRS: Windows 10

o DKERA: JDKS

o EMFFRIE: Intell] DEAK

THRBZFNHLERTE,

D & ®e.

we XEHFFR
-h
-t

get

HEBARIE

2021/05/25 14:04:28.706
2021/05/25 14:04:28.706

2021/05/25 14:04:28.706

XhR

fEREA
get -h

get -t taskld: REVES#B.

EFEE

2021/05/25 14:04:28.962

2021/05/25 14:04:28.963

2021/05/25 14:04:28.970

e B E
o CEE =E | fUTHE
o CEE BE | UTHE
L= =& | TS

FRNFRENZHEZE, LAERBENZEDR, BSHEPAELIZE.

. KEget L HMEHMER.

taskioB =R EVES I :
o ESTEMEID: FREMEWIDI MAESHIFAER.
o dnext: FB—NUHITESHER.

o S$list: RENOJITHESFIER, BINRZIRET0T,

296
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MRS RELK- KEEE

sp
A

XFFR R

update -t taskld -s status -p progress -d detail : BH#i
FESTELRRE.
o taskid: £ TELEIID,
o status: EFTELHRTS.
aTEEI T :
o SUCCEEDED: A
P © FAILED: %K
o s o IN_PROGRESS: #1T

o REJECTED: BiE#
update

e 4 o progress: ESTEWHITHENE S,
o detail: ®%& LIRNFMER . AENJSONEX, BEREEER
%,

@ -d RABEXESHRTHERE, NOTEFR,
BOUEMENFEEFHENREER > £5 > ESHBERE
BE,

-h update -h : 3REXupdatefmmSHIEBHER.

BXHEXMESHITRERETopiciA, BN REESHR,
AIMERAIMEE, PHIELIRSESPOUREANRLRS: EBN . KMARI .
1. piaF T Halibabacloud-iot-java-demo, BEXMH., SAE3TFIntellj IDEA, S ADemofl IR~ %HI T
=lp.

2. fEsrc/main/java/com.aliyun.iotx.lp.demo/jobE R T8 CustomjobSample javax ko, B8 T%k, &
BREER.
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28 R~ EEA
productKey alf3**= BAMEERE, RENEFIERER. ARAHMR
£ZDevicelHEA.,
iceN Devicel
deviceName evice Rt TR ) & iR EDevice 1 BB E I RES
deviceSecret b5c96d*** =

R BRSS BRFESb X R B9 Region ID, EEYIBMES
region cn-shanghai BHAELLR, SEERSFAENMIE., Region DB
BE, B&RtEMTHAKX,

3. i@fTCustomjobSamplefs F30 14,
REBANYBEMTEES, HITRIRSESIEXTopic,

4. AUTHS, KRRENESIIRER,

get -t $list

5. MALT®HS, REEEIMESHFR.

get -t 1a9300c10d7b41248cb657ca7191048d

298 > MA4RRA: 20220526


https://help.aliyun.com/document_detail/40654.html#concept-2459516

MENFES RfESLE- 1R EEE

:MqttDe

6. FIRIATESH LIRHEE., BAMUTHS, REHEN26%,

update -t 1a9300c10d7b41248cb657ca7191048d -s IN PROGRESS -p 26

null[Hgtts
null[Hgtts

nutl [n qttD

BELREMBRMEAEH SNESERS > FUBRERE, EFEESKTTHE.

=ER TRl

BENEELR c
@ HE MEEHESRDE, starusBUERRE, FRRSEEIHEM,
AEHE FRHE, BHEISESNBNEE, FESaEXRSEFICEN,

7. BE55, BRIREFERNIREDevie2NER, RBRRRIES~FBSRBIREES, KEWAUT®
L, BESKSERAKK, AETERBNRTER.

update -t d3858707af6548cabedec2d6878e8639 -s FAILED -p 10 -d {"errorCode":"500", "message
":"SystemException"}

- null[MgttSendExecutor.javal - asyncSend(129):MgttSendExecutor:publish: [topic: /sys/a IM/Device2/thing/job/update ]
- nuti[Mqttsend ! yncse! HqttSendExecutor:publish: [payload: [ {"id":"123","parans":{"progress":18,"statusDetails":{"errorCode”: "588", "message" : "SystenException"}, "taskId": {d38587]

HqttDefautcalls
9 = I - message :HgttDe v by e = e 1/Device2/thing/job/update_reply] , msg = [{"code":268, "datal':{"taskIa": "a3
7T Persistenteventispatoner :broadcastiessage

2021/05/25 14:0428.706 2021/05/25 15:46:45.885. 10% . =i =E | miTsE

BERTHE, TEERKNERRTER.
PATFIS X

28 HEITREEE

1 |{"errorCode”:"588", "message”:"SystemException™}

8. 3E 512, BRIREFERNIREDevie3WER, RARRRBIEES~FZBHORBHANITES, REBAMUT
W<, EMESKRESAMIY .,

update -t 3b888b9f892b4d3eadbe2e34£f0ccd3c2 —-s SUCCEEDED -p 100
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REMEKMFESEFISHESHRE > FUBERE, TEFAESKREARY.

felk 1D aEER EEAE #EaTE EHEIE = 1

30888b989204d3ea..  Deviced EEEEET 2021/05/25 16:04:21.640 2021/05/25 16:0542822 100% B BB | RiTEE

3.5. FAHFEFZFSEERKXKRIE
3.5.1. iR

ANAERCBHFEER, BOLAENRIMNAREEANFEET R, MEREERITIOWSER, 8
HRERERAEBMUENKREE,

HFTENENNE, BERuz24,
EREN
() =xtesn
£ »ax
0] =xess
:JEE IIM$
:]mmﬁa
¢ AL
() ==remn:
o TATARELRR. RELRR2, RELRSE3. RELARSEL, WA LAKNINMEELRKSFZ
B, ANEZETFAREMEREMEERE, LHRBIEERRIMIE LIRNEESUE.
o FEFRHMAKT, HARK2PEEVERBMEIERE, WNARXRRNIRE LREENFIFE,

BELR

1. REREXZEE: BESIRFER. FNEETR. BEEFEDR. DMHSIAEERRR, REQE
o XZEAE AR SSAREY

2. AINEIERRE . BIREEARISRIRE LIREE, REIERFEFANFETR L,

3. EERIXHIBRENZ T ERREENSE, RINRE LAH LIREE, BINFFEEERRARE
NERNFFRELRT .

3.5.2. EBERKXZE4K

AXNBWRERKEEER, REWVSERFHEERE,
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I ZELER

1. BRVEMESEH S,
2. AEHIMENE, HEXINOEP, RELOAFALHFERE.

& BaMER2 (08) . %dt2 (ER) . @GR EFHE T AR HIR

$. Hfetthisl, BHREMPE,

a (@ IESS & Ifes w52 (BE) v

MBS bR o BT x
3
EHIERE
AR [
2EEEF v
EERS
m AE ==
e R | 17T
@ i=iTH
e
- 2
LR SE47)
EUERSIREEEEAING, EFMNERE, B2 SLA FE
HEM]
3. EENSHE, BEREEE > TS, STARKTELEE,
HERTE / 2EEE BFEE
HFZTE
EENEFTERER Q c

HETEER BETEED

4. HUIRBMFFERNEE, WARFZFFERSRAXNERER, WTEAR, REREHE.
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BIESFIFERE X

BEFEAEn
=l
BEFEmEL

EEDOEEE

RHFFERRNE, TEEEABRZFFERFERE.
AMBEFETR
1. BHZFEFRFRNE, PEREFER, FTHREES.

BX

o Q WOEESFFETFE

2. BEMNHFFET [RIERIDEEGNEETRL, AZEETRFMFHR, RERETHREK
HRAEW, WTEMRR.

E EeEE
E S O E v B PRI
E =T

EEFETR

1. EEfAYD, BEFETRBREEGRR, RAEERFEETRER, RTREVRE,

2. ERHNFETR/RYERER, RERMME, BEBUESH, BEHRIA.
ARIRMLAT B :

o B (temperature) ,
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2 IOTOEE X
- TgEERR

B
"

temperature

double

-20 50

2/100

o #£KERE (fTemperature) ,
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= 0ThEE X

* DIEEERR

LEEEE

" iFRE

flemperature

double hd

-10000 - 10000

HEERE
57100

3. AZA T RBERRB[INMFEEER, REREFEAN.
4. EFERNER, RERMEERN, BEESSAN, BREFRNERERE, WTEAR.
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RhnZESm
* =R
ZEaEE

EE: AEREN S RS

* EiEs AR
=ESAm

TEAED

FIER

temp

Ete=iE
EEEEE

Bt

temperature

FEET

+nII2ER

CONDITION  VALUE

1.8%temp+32

CONTAINS  JOIN @ POW EFEE[3

Tl atb+abs(b), E abs BB, a { b ATEER.

* L] :UEE

flemperature

5. BRULESE, AFETRREEGRRB2EEARNBEMNMN, WTEFAR.

o [Bik:

o H:

FETRIER x

e ERTSL
TEEER TEEE R wEE EER HEEEY B

eamEE double (B WUEEE: 100
S fempeorre 0 e a2 | e

double (W REEE: -20
= temperature T B

= Brm) 50

wE e
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LRI

i oS HEEMN

HNEFR BEsIREd

HERE =5H

SASN F=E EiHEE B

temp 1.8"temp+32 flempera... = | e

6. EEMYP, BHEFETAAMAKT, RAREHFEETRER, REREVER, FN—TEEEY

BE (avg_fTemperature) , W TEFR,
ERININEE
* IEEERR
FIEEE
* TR
avg_flemperature

double

EEER

-1000 1000

® == [OF =
ik
ETEERTRNE, TEDLENTIHERERE

X

237100

7. BEFERRDPARTNBFZFERR, BEHEEFERY, FMXFAN, EXFHREE.,

306
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- S R

ftam s AL hd

TEAED +iRII#ET

SER ]

templ

EEETE v

il
it

temperature hdl

SHER o

temp2

EEEEE g

il
fif

temperature hdl

=T

Rl

CONDITION VALUE CONTAINS JOIN POW =5EE[2

((1.8*templ+32)+(1.8%temp2+32))/2

R INFH 5| A ZEEARER

ATREMEZEXADIETEMDARALSER, REMRODRXRIVWSERFHER, REERE
RREMEFET R,

1. EEfmS, RERENSHtRE, EHRREH, EEFETRARRKIREFHR,
2. ARBEEPHNTR, ERENIBEPREEFENER, WARIREWRoom. 5 Z15R#, BHHE .
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FhiEtR

—A SRR EA S 10T EFEETS.

" EiRER

room EEEEE

3. AEEMERT, ERERrOoMBEEEARBIEADHTRAMRE, ESANERIIEE, &3
B, BEHE.

SALRNT, ARGERIALSIA.

BNER

TEAEE

® Bl
EEERENEESEACEE RS

- B
T EEERENASEEEES I NINE

4. RESIAFMNT R, BEHRER, WTEAR.
FEVRDPAR2, BREERBINEELRB[ICSEEBENAN,

BFEEDR
HFFETEER
plte 1
EEaEE ’
= ¢ (25 e =20
00 =8
= 5D
. =8
u BHE FS: DS le)
s c
BE (temperature) [i ]
EEEEE (flemperature) o
== ¢ L8
z==uER
FEE c
SRR o
e

5 AEMmYP, NABREFETRREGRS. BEARRR2. RELRSR3. BERRRI, THFF

308 > MA4RRA: 20220526



MENFES RfESLE- 1R EEE

Y PTREEHEFEDRIDE, BTEEHIRME.

BREFE

IS INEIE R 55

3.5.3. ZRINEAE M5

HEIEZERDIEZET S SYBITEZREMBEXER, BB SHUEEILRSINEE, BYIEIEE HIRNRBEGEI

WP ZEERPESER D, EIFMTHRWSHSEER, AXNBUMEEEERRE LIROHE, HE
IERXRTEETRNYERES L, IMEXBESRIT.
AR &M
e EXMELETARE, HENEETAID, BARE, BENEE R XEER,
o BERIEFRMRE., AXRAIFUEFREELRSE, HML

#&Devicel. Device2. Device3. Deviced, EFig{E, BEESREIE~BML=01EEE,
BELR

1. EREZEAERIE, 2EHERN RS, ARBRTHRMBERE .

2. ERMBIEMS ER, BESH, RERTHE.

ASGRAILEE B E X Topic LIREIE A, $i&&EDevicel. Device2. Device3. Device4 FiREE
Etemperature#iiz, NHMFETETRRERRS1. BEERSR2. RELRR3. BEAR
A EMEEtemperature £,

* HHEIRET =R
SRR EE
*To
EEW e
A W
2ERE (+ ~
+{userfupdate A
Bl

EFE  FERESER
transformScript.ixt
" i

EFLE TEmOER

destConfig.json
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2% [

ERTHREARSI TEMRENBENTopic /S {productkey}/${deviceName} /u

ser/update

LRBEEMT:
Topic (
"temperature":32
}
THBIARX M transformScript.txt, BERANBERAUTHE, REFEELE, BAXRER
FEIREN LIREIE.
/ /REEE EIREGHE RS,
var payload = payload("json");
//EXMapPEBIEIE, FIEREN IR,
var data = {};
/ /EREU B FRo
var deviceName = topic(2);
/ /ERENS & _EIRAYE EEUR.
var t = payload.temperature;
/ / FERREIE EIREVEUR,
if (deviceName == "Devicel") {
data["templ"] = t;
}if (deviceName == "Device2") {
data["temp2"] = t;
}if (deviceName == "Device3") {
A data["temp3"] = t;
}if (deviceName == "Deviced") {

data["temp4d"] = t;
}

return data;
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24

L

&

TEHB W X destConfigjson, BRRABZHRAUTHE, REELE, ZMBRTEH
REVBLEY.

D %8 ABPMotd, BERNEIIRETEMNZEETAD,

/ /key(BXM M dataBIBHHFEL,
"key": "templ",
//iot IMEMMZEETI M ID,
"iotId": "hX***9r00",
//EET R TR MEARIRT, RE ey FEEMRME, BITS
B hx***9r00” FEM tenperature(EE#H Hdata ["templ " ] BB,
"identifier": "temperature"
s
{
"key": "temp2",
"iotId": "bY***9r00",
"identifier": "temperature"
oA
"key": "temp3",
"iotId": "FH***9r00",
"identifier": "temperature"
b A
"key": "temp4",
"iotId": "ff***9r00",

"identifier": "temperature"
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RSVNETBFTRR, FREHERS AR .
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BEEEXKERENSIT
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3.5.4. BEEXKELSENSIT
A ROHERIREEMDE, BHURE L& HF HREUE, NBUNNEEEXRARMNERERENSITEUE.
RS H

ERREETANSUEMFEE., BEARE, B2 AINEUERST,
BESE

1. BERYBENESZEHE,

2. AP TIE, REXMAOSEE, BELAHEALHFERA,

QD k& BERER2 (%) . £4b2 (b5 . £/ CGRIYI) s FFE T W ARSEHIR
5. HftthsE, SRS R,

a COREs & Tres wED () v

PEEFTEA | et BT
3 3
ZHigLEs
FEaRSE
2EERF hd
EERES
m TR ==
= e
@ =it
EE
D 2

I M\ R SEAF)

3. EEMSHE, BEEZREHE > REEMS, BINRE LREE, BIEKERS.
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BrrR/anEE RS, 88 ADevicel, BHEMITFEMNSR, WTEFRR, LIREENXTopic
%SUEO BINBE, BB asEnss,

IREIRIES
R EEEESE g Devicel W

HresiEE TMTESEER

BEM Topic Bl R EHHE 1

/e /Devicelfuser/update b

* Payload 2G5

[
"temperature":32
¥

Oos

P
@ a

—

HE R

i. 2B E—$184E, FikEDevice2. Device3. Device4# 5l FiEEtemperaturei33. 34,
35,

4. EEMSHE, EFRREERE > HFF
5. ERFFEIE, BEERMNEREMEIINES, EABFFEEAFERA.
6. HEfTRERNE, BHFETR, AVREHEER, EEFTROBMHIE.
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7. BEHFTFE EFE$H$,EE$EHMWE A&, TEMR.
H Ib\%ﬁlﬁﬂﬁ 1 Eé@ TH & °

HERFS REEE / EFTE | STTEGHE
« BX =
BFFER L S BEFFEEER EENAREE
Q 2EHRE v IE
& FEBid BEEH L] w58 O wsE
2021/08/12 1359:39.608 5. by 100 EFFEmE {ResultData""[I" 200 success
Dzf 50100 EFFEmE "ResultData""[I"} 200 success
FERURT *Params"{‘input. success
2021/08/12 135030477 2 bY 00 FEANER "Params"{input success
e “Barams"{'temp. “ResultData" 1) 200 success

3.6. LPIFEHRESE

MEXNFE SR LA INEE, BB IRMRALSIAI T M. REMMN 5| ZLHIE TR B RSF) o E
. AMUERHZRSEW ARG, NEBLATBHUSXEMEIBAR
E '? I%\

ARBTNAFPHAZERSFE, XARNEZMBENRHNREEERRN, RESEREK. EERESHRREM
AQ&Km\H$m\EFﬁ%%$%%Q

B e R B AREAIRS, SIHRAHLAIRSEL, NEEFE. ¥ RIUEEF. HEERTE, &
BERAPHLSER, Eﬁﬂﬂﬂ‘ttﬁéﬁhﬁ-ﬁﬂﬂ, EEMAHLH 5B RELHIXS .

FEARERNPWIRSES, IXRAARBFPRMNEZRSFEEARE, INERRE, FHEZRSFEE
%E,ﬁwﬁﬁﬁﬁﬁﬁ&$omﬂmﬁﬁ*QMﬁﬂﬁ%,m TRl B S/ 265 BE

HTMBENTEEREIBRAHLAZFRENEWIRIFRS, FERESEEIBRLAAXIHTETN. NE
FheE. REENRBRAER, tPRREEXEIENAHIOAEBE B REF PER.

WEHRNA
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Topic: /ota/device/upgrade/${YourProductKey}/${YourDeviceName}
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"code":"1000",

"data":{
"size":11472299,
"sign":"83254ac96eld4laffb8aad2cbfecOr***",
"version":"2.0.0",

3 "url":"https://iotx-ota.oss-cn-
shanghai.aliyuncs.com/ota/dbab6£742ae389b40db88£c2500b* ***/ck0
g51yav00003i7hezxe**** zip?
Expires=1568951190&0SSAccessKeyId=cS8uRRy54Rsz****§Signature=n
kOsogaxtyp7dYvKZnjNQ%2BZ8Q9o****",

"signMethod":"Md5",
"md5":"83254ac96eldlaffbB8aad2cbfecorFrEx"
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"id":1568864790381,
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i. ERAEELS, ERYBEMEEFREREE, AEEIHAMERE, BEHIM.
i. ZEMSMEREXHETR, ARRIREEANSDKKEHLInk SDKT, BEHESDKEH .
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MM E S

V. EERENT, BEOTA, HMSHERRINEKE, ARREHRER, KSOKNZIPXHREFE

At
SDK i
vdx

* g8 0%

Linux

« EEELEE
® =EEs

* R T AN

MOTT | 3.4 N
HTTPS

* SRS

@ TLs-ca

TL5-PSK
FohmeEs

* REMEAR

EEEE

R

=il

o e wt

v smsw g

‘
|2 am== S

2. BRIEARMBCGESSDKSX, 18I /LinkSDK/demos/fota_posix_demo.cXHEhHREENER.,

WAME M HI&ESDevice 1THIE R,

FiREEE

vl s

EER

char *product key = Wl @ o

char *device name = "SDevicel";

char *device secret

char

Bl

"cefbebf00***";

*url = "iot—***.mgtt.iothub.aliyuncs.com";

WA
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24 Gl A

RENENES.

o RWARSEGIFIFTIRA LA : FELBIF B RENF R E

BEER, EFBEANES,

iot-
url *** mqtt.othub.aliyjuncs.co ~ © [BARAHEG: EANEBEKXKN  FvourProductKey). iot
m -as-mqtt.§YourRegionld}.aliyuncs.com
IR AFELAFEIWIRES . URBAGZNESER, B
BREELHLFET A,
product_ke g1g*
y
device na EE'lr)\lE{;:%\o Eg{;:%\/ m&ﬁiiﬁ%ﬁ\ﬂ:%%o
- SDevicel
me AEBHBMINERLA—N—,
:tewce_secr cefbebf00***

fota_posix_demo.cXXfh ERMIREHTOTAFRIINLRAI, OTAFREIRE LIREIRAS A 1.0
0 o EERRISS, 1@%}‘AIXEEE’]EEEE&HX%BTEI']H&ZK?I HHITRERD., EZER, BERT

BB,
cur version = "1.0.0";
res = aiot ota report version(ota handle, cur version);

if (res < STATE SUCCESS) {
printf ("aiot ota report version failed: -0x%04X\r\n",

}

-res) ;

3. BRUNUXEMN, HTUTHS, REMBTRHY,
sudo apt-get install -y build-essential make gcc
4. BrE2RHNEB KT MMILINKSDKI S, EEZELNuXEMTLNFFLRE,
5. fESDKIR B R /LinkSDKT, #hiTmakein &, STAFHIREFHHRE
make clean
make
4 R EBIRR F fota-posix-demotz IE . /output B R T .
6. ITUUT @S, BITHARER.
./output/fota-posix-demo
7. EFRFEBITASIRE.
o RFEEEFERMLILRRASHEMT,
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https://help.aliyun.com/document_detail/147356.html#task-1545804
https://help.aliyun.com/document_detail/262091.html#task-2078482
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WRRTA BB s ink

[ | = [ 7: fopt/LinkSDK# ./output/fota-posix-demo
[1638993481.977][LK-8313] MQTT user calls aiot_mqtt_connect api, connect
[16308993401.977][LK-0317] SDevicel&gls

[1630993401.977][LK-8318] 348 = e

=

core_sysdep_network_establish host iot- -mqtt.iothub.aliyuncs.com port 443, type @

establish tcp connection with server(host="iot-« K -mqtt.iothub.aliyuncs.com’, port-[443])

success to establish tcp, fd=3

local port: 32776

[1638993401.988][LK-100@] establish mbedtls connection with server(host="iot- m. mqtt.iothub.aliyuncs.com”, port=[443])
[1638993481.999][LK-180@] success to establish mbedtls connection, (cost 45247 bytes in total, max used 47983 bytes)

[1638993481.999][LK-0319] 4 _.SDevicel|timestamp=2524608000008, ss=1, v=sdk-c-4.1.8,securemode=2,signmethod=hmacsha256,ext=3, conn=tls_11|
[1638993402.0866][LK-8313]| MQTT connect success in 86 ms

ATOT_MQTTEVT_CONNECT

[1630993402.066][LK-03@9]| pub: /fota/device/inform/gi8 [/SDevicel

[LK-838A] > 7B 22 69 64 22 3A 31 2C 2@ 22 7@ 61 72 61 6D 73 | {"id":1, "params
[LK-838A] > 22 3A 7B 22 76 65 72 73 69 6F 6E 22 3A 22 31 2E | ~:
[LK-83@A] > 3@ 2E 3@ 22 7D 7D | 8.0

o REMEMIELEFENNILL T, AENSHEERREERE > RE, HIBRRE, EFRE
K. RERSEFRNELZ, WRRRESWEKN TG RINEE,

HAERTE / REEE

R

i

DeviceName b

SDevicel eI EE

8. BRI HE, FAiZ&ESDevice2, HROTAERRAS2.0.0,
i. ZRLE, KESDKRZIPX 44,

i. BBEZIPSXY:, TE/LinkSDK/demos/fota_posix_demo.cX ittt , &M SDevice2 B#ENSEFOTA
BRIRAS

RBBREIINT:

char *product key = "gl8*xx*";
char *device name = "SDevice2";
char *device secret = "8b2adaf%al0***";
char *url = "iot-***.mgtt.iothub.aliyuncs.com";
cur version = "2.0.0";
res = alot ota report version(ota handle, cur version);

if (res < STATE SUCCESS) {

printf ("aiot ota report version failed: -0x%04X\r\n", -res);

i. ZRFB~FTR, EFIRESDevice2 i LIRBRAS,

- L = ~/LinkSDK# ./output/fota-posix-demo
[1631265544.799][LK-8313] MQTT user calls aiot mgtt_connect api, connect
[1631265544_799] [LK-8317] SDevice2&
[1631265544.799] [LK-8318] EA71AAZ 517
core_sysdep_network_establish host iet-cn- uncs.com port 443, type @
establish tcp connection with server(host="iot-« mqtt.iothub.aliyuncs.com’, port-[443])
success to establish tcp, fd=3
local port: 47346
[1631265544.880] [LK-180@] establish mbedtls connection with server(host="iot- .mqtt.iothub.aliyuncs.com®, port=[443])
[1631265544.811][LK-18e@] success to establish mbedtls connection, (cost 45247 bytes in total, max used 47983 bytes)
[1631265544.811][LK-8319] § .SDevice2 |timestamp=2524663000800,_ ss=1,_v=sdk-c-4.1.8,securemode=2, signmethod=hmacsha256,ext=3,_conn=tls_f|
[1631265544.877][LK-8313] MQTT connect success in 75 ms
AIOT_MQTTEVT_CONNECT
[1631265544 877 [LK-8389] pub:| /ota/device/inform/g I/SDevice?

[LK-83eA] > 7B 22 69 64 22 3A 31 2C 20 22 78 61 72 61 6D 73| | {"id":1, "params
[LK-83@A] > 22 3A 7B 22 76 65 72 73 69 6F 6E 22 3A 22 32 2f |
[LK-@3eA] > 3@ 2E 3@ 22 7D 7D | e.

> MAYRRA: 20220526 335


https://help.aliyun.com/document_detail/141435.html#step-np1-p6d-iyb

RELEK- Limnk XN E S

il

SLR
HEOTAF BB SR MBERAFATROTARRESEIRE, ELRERMFARESR, HTOTARR,

4.2.3. #HIXOTAA KRB IEF R

AN BMEAENENFESEH G LHXOTARREEIRER, RESEFMARE. RIEARBMLEHR
EFR.

BIIREH

BETENIMBENTS, HHRNAEAS, BARE, BENEEEEH0TATA,
BELE

1. BRYBENTAZEE,

2. ESHMEMTIE, HREIXIRBOSIAI, &Sl STHIENS .

D EE BERER2 (B%) . £d2 (ER) . @1 CRYI) HEFHE T e ARSIEIR
5. HftthsEl, SRS R,

a CREE & Iks s v

YRR = D=t iEfTHR
3 3
ZHIEE
[ TR =
Bt v
I={ERS
[l FE S
= e E—r
@ EiTth
BEE
- 2

VARl e |
BURTPREETENE, EFNMEEE, 550 SIA fE.

3. AEMSHE, BERERE%E > OTARE,

4. HOTARARE, REARBINXRRTE, BHFEMARE .

5. BREAREER, LEREGXHEAFRE, RHHIA.
BAEBMT R, EWSHEE, BBLANFERE,
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http://iot.console.aliyun.com/
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MENFES RESLRE- HE

2 BLE
FHREIER 32}
FHRE R default
FHREMRAS 2.0.0
EHREE MD5
FAREREFEFERIE =

6. EARBIERD, BEAREXNNEIE, EAMNKREHTARLRIE, BAERE, BSLNIEHE
.
WL REARRNE, RIEEY, #EARREAERATARS.

7. BEHEAER, #TNTEE, ORSEEAREM, SHRE, BBLLEARMAIES,
o FEEEEE:

« SDOTA

O soeEEs 2 FHREREE 3| sk

o FERREEEE:
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XN E S

O nsEeEs

iBETHRRERTEdE (53Hh)
A ERTETE (735)
* EEESREIDSTHREE
®z =
= ® 5
* APPELATHE
= ® 5

EEAREHRE

FERk

MEXNFESHEIX0TAFRER G, BT RERATEFREFWOTATRER, BRIKMENEE . LEH

B, THROTAFREXMH., HITARNLRAREENBE.

o RERWWINFRBAESR

338
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[1630084617.566][LK-83689] pub:

[LK-838A]
[LK-830A]
[LK-838A]
[LK-830A]
[LK-838A]
[LK-838A]
[LK-830A]
[LK-838A]
[LK-830A]
[LK-838A]
[LK-830A]
[LK-838A]
[LK-830A]
[LK-838A]
[LK-830A]
[LK-838A]
[LK-830A]
[LK-838A]
[LK-838A]
[LK-830A]
[LK-838A]
[LK-830A]
[LK-838A]
[LK-830A]
[LK-838A]
[LK-830A]
[LK-838A]

7B
64
3a
36
3a
65
22
35
2F
6E
6E
31
32
39
69
65
53
49
48

22
61
32
34
64

63 6F
74 61
35 2C
33 36
T
72 73 69
73 69 67
22 2C 22
2F 69 6F
2D 73 68
63 73 2E
34 32 35
35 61 64
68 34 79
6E 61 6F
73 3D 31
41 63 63
34 47 31
66 4C 33
49 25 32 46
45 76 47 52
22 2C 22 6D
36 61 63 37
61 36 31 64
3A 31 36 33
6D 65 73 73
73 22 7D

64
22
22
61
36
6F
6E
75
74
61
E]
39
38
67
79
36
65
54
65
4E
77
64
38
62
3a
61

65
3A
73
E]
31
6E
4D
72
78
6E
6F
34
32
6D
39
EE]
FE]
75
26
4F
38
35
61
66
39
67

MM A A A A A A A A A A A A A A A A A A A A A A A A A

fota/devicefupgrade/g]

22
7B
69
37
64
22
65
6C
2D
67
6D
64
32
38
2E
31
FE]
57
53
32
35
22
39
35
38
65

3A
22
67
38
62
3A
74
22
6F
68
2F
38
35
38
62
38
4B
77
69
4F
64
3A
31
31
34
22

22
FE]
6E
61
66
22
68
3A
74
61
6F
31
35
38
69
37
65
53
67
6E
47
22
32
E]
36
3A

31
69
22
39
35
32
6F
22
61
69
74
38
34
38
6E
31
79
69
6E
54
4E
39
GE]
22
31
22

o REVIRAER, EZOTAFRE THMBUE,

[OTA target firmware version: 2.0.8, size: 15025 Bytes

starting download thread in 2 seconds
core_sysdep_network_establish host iotx-
establish tcp connection with server(host="iotx-
success to establish tcp, fd=4

local port: 58968

[1638984619.566] [LK-18@@] |establish mbedtls connection with server(host="io

[1638984619.622][LK-1868] |success to establish mbedtls connection,
[1638984619.622] [LK-848B] |> GET /ota/b
[1630984619.622] [LK-@40B] |> Host: iotx-
> Accept: text/html, application/xhtml+xml, application/xml;q-0.9, */*;gq-0.8
> Range: bytes=0-
> Content-Length: @
[1630984619.622] [ LK-@408] ‘>

o THEH, FLRHE,

38
7A
3A
31
31
2E
64
68
2E
2E
61
EE]
64
EE]
3F
38
49

38
65
22
32
GE]
38
22
74
6F
61
2F
61
34
62
45
31
64
6E
74
66
6F
61

38
22
39
E]
22
2E
3A
74
FE]
6C
62
31
2F
38
78
37
E)]

-aliyuncs.com port 443, type @
.aliyuncs.com’, port=[443])

aliyuncs.com

22

3A
65
32

2C 2;
38 2;

22
78

73

69
E]
36
E]
66
78
26
4Cc
41
72
6D
25
36
38
69

EE]

63

[/SDevicel

1liyuncs.com®,

{"code”:"1600","
data™:{"size":15
825,"sign™:"9%eab
| -
edfaéldbfsic™, v
ersion™:"2.8.8",
"signMethod”™ : "Md
5%, url”:"https:
ffiotx-ota.oss-c
- T

m
14
2
g
i
e
S
1.
H.
I!
E1 |
", "md5™ : "9ea5643

E D> W X0, E

(=Y |

a61dbf51c™},"id"
:1638984617553,"
message”: "succes

<" }

port=[443])

(cost 47168 bytes in total, max used 49856 bytes)
9_binYExpires=16

7805SAccessKeyId=LT,
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[1638984619.

[LK-838A] >
[LK-830A] >
[LK-838A] >

[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.

622][LK-8389] pub: |fota/device/progress/pa’

7B 22 69 64 22 3A 32 2C
22 3A 7B 22 73 74 65 78
65 73 63 22 3A 22 22 7D

644][LK-846D]
644][LK-848D]
644][LK-04eD]
644][LK-846D]
644][LK-04eD]
644][LK-846D]
644][LK-04eD]
644][LK-846D]
644][LK-04eD]
644][LK-846D]
644][LK-04eD]
644][LK-846D]
644][LK-04eD]
644][LK-846D]
644][LK-846D]
644][LK-04eD]
644][LK-846D]

<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<

T 1/SDevicel

20 22 78 61 72 61 6D 73 || {"id":2, “params
22 3A 22 3@ 22 2C 22 64 || ":{"step™:"@","d
7D || esc™:""}}

HTTP/1.1
Server: Aliyun0ss

Date: Tue, 87 Sep 2821 83:16:59 GMT
Content-Type: applicationfoctet-stream
Content-Length: 15825

Connection: keep-alive

X-o0ss-request-id: 6136D9AB3731FB36345F2350
Content-Range: bytes 8-15824/15825
Accept-Ranges: bytes

ETag: “9EASE i
Last-Modified: Tue, 87 Sep 2821 82:47: GZ GMT
X-o0s55-object-type: Normal
x-oss-hash-crc64ecma: 1317
x-o0ss-storage-class: Standard

Content-MD5: rweE 1
X-0ss-server-time:

286 Partial Content

16

download @854% done, +8192
[1638984619.644] [LK-8389]

bytes

[LK-@38A] > 7B 22 69 64 22 3A 33 2C

[LK-838A] > 22 3A 7B 22 73 74 65
[LK-838A] > 64 65 73 63 22 3A 22

22 7D 7D

pub:| fota/device/progress/gl

209 22 78 61 72 61 6D 73 ||
78 22 3A 22 35 34 22 2C 22 ||

[/SDevicel

{"id":3, "params
" {"step™:"54" "
| desc™:""}}

[1630984619.644][LK-@981] digest
download 1@8% done, +6833 bytes
[1638984619.644][LK-8389] pub:

matched

fota/device/progress/g m I/SDevicel
[LK-838A] > 7B 22 69 64 22 3A
[LK-@38A] > 22 3A 7B 22 73 74
[LK-838A] > 22 64 65 73 63 22

34 2C 28 22 78 61 72
65 78 22 3A 22 31 3@
3A 22 22 7D 7D

61 6D 73|| {"id":4, "params
3@ 22 2C|| ":{"step™:"1e@",

I |ldesc|l:|l|l}-}-
download completed

o REFRTH, LIRIMBRES,

[1631267018.622][LK-03@9] pub:

fota/device/intorm/g mTI/SDevicel

[LK-838A] > 7B 22 69 64 22 3A 31 2C 2@ 22 78 61 72

72 73 69 6F 6E 22 3A

61 6D 73 || {"id":1, "params
22 32 2e|| ":{"version™:"2.
| 8.8"}}

[LK-@38A] > 22 3A 7B 22 76 65
[LK-838A] > 38 2E 38 22 7D 7D

EEMBKMNFEEERE
EOENBENT SR ATERENAIRS . ARLEENAREES,

0Eﬂ&ﬂﬁ%ﬁﬁ,EE%&Mmmuﬂﬂﬂ&ﬁoﬂw Z1E,
o EMERIEYE > AERFNE, EBE~m/E,

k2 7]

BEREEFRE
BERBELHETOTAFRE, SYBKNFEANBEREES.
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MENFES B fESLR- 1 iin s

BERES

& EET

BAMENREETZE2NEEXRZETRENEZRE, BXEFENNERHEIRE LORSH., VKW
FERERERERET MmN, BBRINOZLMNEFEE, KR T ZEEREINXNRENITRN
8, ERZHMNEESIE.
BRiER
VBN T ENRERENENATZRERREPEARSNH R, FHIINRERARN LAVREZHTE
JRERERERSNIZRERDEIINREHTRIZH,
ZeBENERHSNERRBNESNAR, BERcapEmns,
A AUNUXRRIREAH), NENBEIREREINZRFDREN TR,
ARfPNZeREEIEFERNAFHEE, BUUSEANREPREBEINAR, BFLHFRISEHE
X, RitFLRBECREPAMARSHITEZ T RIINEE,
REIRTA
&I
o REUREINLERER .

KRBIA—N—ZINER R AE, KEERWT:

{

"ProductKey": "alWvA**x",
"DeviceName": "device2",
"DeviceSecret": "ff01e59d***ba2ca2bl7"

}

® FRENC Link SDK,

EHISDKEY, ASDKEF NHNSRENKE, EhERER, ENESRLBEINRINIRERSDK,
o HEEFRKE,

ARIRBIERLNRREFRIRE, BRKaERROS7E5189EchofRSS# 2 Xinetd,
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RIESLE- 1iIa 4 MW E S

D &
ARBIhiRE 55 D SURE S TR BiIXinet dIRS, EIHSFH=RMXinted RE RSB HE,

BiR&EiRHIR=E
1. BREIRENAISDKELZEE, 7£C Link SDKFAIDemoX 4 LinksDK./demos/remote access basic demo.c
h MU TREHRE. RFZHC LNk SDKFLEZRE, ESMC Link SDKEA,
o BRFIEBERBLRNERNINLREMERER.
o BRFEEANMqtt_hostEEBRAYANIREMBEWARIAIBIMQTTEA ML,
o MRS IIRDIBMECHORSHIEE, R_SSHARSS A OIMIER.
EEERMTEMR.

product_key
device name
device_secret

mgtt_host

dep portfile t g aiot sysdep portfile;

ali ca cert;
d t g ra process_thread;
t g_mgtt_process_thread;
t g mgtt_recv_thread;
g mgtt_process_thread_running = 8;
t g mgtt_recv_thread_running = 8;

vice_t services[] = {

.type
)
.port

.type
)
.port

2. BRUNuXEMN, B E—FBPEMB KT MEILNKSDK M4, EEZELnuxEBNBIFLHFER,
3. fESDKIRBR/LNKSDKT, 1T make @<, TRHEFIREFNRIZFE, REBTHONMH.

./output/remote-access-basic-demo
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MENFES B fESLR- 1 iin s

4. EFETER, ETRNMTER, FRREERELZBEREBESDKEEREH.

[1646291696.533][LK-1@08] establish mbedtls connection with server(host="1i -mgtt.iothub.aliyuncs.com’, port=[443])
[1646291696.588][LK-1000 | succass_to astablish mbadtls _cannection, (cost 45247 b\tes in total, max used 47983 bytes)

[1646291696.677][LK-8313] MQTT connect success in 153 ms
AIOT_MQTTEVT_CONNECT

[1646291696.677 ] [LK-@389] | sub: /sys/g L fdevice2/secure_tunnel/notify
[1646291696.677 ] [LK-1Ce0] | remote proxy thread start!

5. BRVEBEMTEETE, BARWRIARE, AEMNSMHEEEREER > ®E, HIBRRE,
WINREREANEL .

DeviceName/&iEEH ZEFTE R TsEE R R
device2 BEHT -test e o TE ('

IR ERE

BRRUTERIE, EYBENTEEFHAFNBEMEENZ2BRE., St BRYEEMFE S =IHAPI
CreateDeviceTunne B2 LEME, {FHIKE, B =iHsDK,

1. BRVMEMESEH S,

2. EXLPIMRRE, BREBREWRSEA, HALHFERE
EEMNSHEEREREE4>RLRE.

4. ERERERH, RHURRERE

. ERERBRENIEE, REUTSH, BEHRE.

w

Ul

tlEkEE X

Q ==BEIESE NS ST MNIERSEIEEAESE

A BiatFFEakaas e E A E T,
FER

BERT -test W
fEE

device hd
SN ENEENEE

N = =

=3 HiE M 5=
b=

==l
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RESLRE- HE MW E S

6. EREXNIEES, BE—REH, RERXEBED., HiaisTokenfURLER,
tEEeEE X

BEREEFLEEtckenSul, AEXARELTEREIEREEE.

® aiErih
=LEEIDE 1f

EEREEEEFEE FEEEurliFETWebSocketiE] EWehSocket
E"-’d’ FERHttpAIRequest HeaderiBE{Ttokent iE, EiEsE
ER.
iHalimtoken f32d9 2aba2 =3l
w55/ /o1
ThiaEliwurl sh.aliyur FO7- S

4345-30

—EH =S

ZEWENERING, REHKSBDEZIEEN, REBENSDKSFERIZEEBTNPHEESYBENE
BEIIWebSocketiEE, HEWNT:

[1644310848.466] [LK-1C08] _switch_topic_handler payload:{"schema”:"wss","path”:"/tunnel/186a 34f/dest™, "token_expire”:86399, "tunnel_

ra_event_cb ATOT RA_EVT_OPEN_WEBSOCKET 186a5 1af

[164431@048.522][LK-1C@8] start to create cloud channel

[1644310048.522] [LK-1C00] connect remote service host iot-secure-tunnel-cn-sh.aliyuncs.com, port 443establish tcp connection with server(host-'iot-secure-tumnel-cn-sh.aliyuncs.com”, port-[
443])

success to establish tcp, fd=4

local port: 59542

[1644310048.522] [LK-1600] establish mbedtls conmection with server(host-'iot-secure-tunnel-cn-sh.aliyuncs.com’, port-[443])
[1644310040.577][LK-1808] success to establish mbedtls connection, (cost 55968 bytes in total, max used 58648 bytes)
[1644310046.599] [LK-0F18] open_cloud_proxy_channel success

[1644310040.599][LK-1C08] websocket 186a5ce b53e334f opened
ra_event_cb ATOT_RA_EVT_CONNECT 186a5 & ] 334f
[1644310060.633] [LK-1C88] websocket 180w TEAC o . 4f ping
[1644310060.633][LK-1C08] websocket 18wl .. _ af pong
TARHANKRESE>RERE DRELHECITH, REHEER

MM E SR SR >SZEE H, ERZERECITH, REHE o
BRI FE ST EEEe ZEE
=] 3
Z2RE

R EE HEEE v 2FTR v EEER v =FEE v

8¢ 334 BT test device2 * B

8w 7 A
HETHE

o TEHIRFBECHORSZ KA DR REIMREE., FHANS, ESMalbabacloud-iot-java-demo,
EEFERRER, AXERjavaAF &R, BAENT:
BAEZ S Windows 10 6441
o JDKERZA: JDKS (ZFHFEFIRA)
o EMFAIRE: Intell] IDEAH Xk

Ja &7 il i 41 72
1. RES THRALTGE,

=ER 2022/02/08 16:47:20 =E | mAEE
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2. TFIntellj IDEA, SEABEGHRETE.

3. fEcom.aliyun.iotx.lp.demo.secure.tunnel.echo T EchoServiceDemoTunnelSourceTest javaX &4,
BEERTFHNZEBIEID. AE)inTokenfURLE.

).getPath())

4. 1Zf7EchoServiceDemoTunnelSourceTest javarmBlftts, BipRinNEREFGE, ZEFSERRE
Bip R E SR ESYEMEASEII WebSocket iE#, BIBECHOXRHESIE (Session) , zfTA®RM
TH.

D k&

ARGILET, HMTEREFNMLE ( Thread.sleep(20 * 1000); ) , BIEFEHMMY, &

T20RE 4R, LRHRP, BuUREFTEBTREEBTNE.

SessionBIEZpLIN/E, BIOJ#4TIREFECHORRSSBIMI,

4.4. EFZ2FENEFIniEihn A E

BAMEKMREETRENEBHAEMBETAEREAL, SREEINERNTRE LRSS, WKW
FARMREREBET R, WERINOZLNBEERE, SUETZEFRRINNRENEZRD
8, EREZHMNEESINE.
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%

BEIMBERMEENREBENLE, BOURETHRRCENREA MRS HTIZRE, FIGISSHER. RDP
TEREEEEE, HRFECSHENEMEKRS.

ZERENERERMNERRPNESNA, BEN L Emt,
AXLALNUXRRIREAB, RENBETHEHAEIMNIRER MRS HENHE,
AP ZEBERIEFHEREFHOE, BUUSEARGADHRHEAESR, BITFRHEN
MEZMEMEENRHAP, RItNARFEDBERIEZEZERE.
J[RIR 35 B8

ARIRBI P RR T I IELNUXRFIREHISSHIRSS . BARRBUTEMR:

—  TCP

———+  WebSocket

B | ‘ ) o0& |

e pEmEembe | AN

SoREHESDK %

>
- 1 5. HSITSSHEAMIRE
WET R

st FH 5 B
REEDSERANT:

TR WA

BERTXRERALMUEZ2RE, BEFENRER, SIRREBE. IERERE

123 B, RIS I R E A B A SR T T A MRS
BENFXSIEAERSFE (Java) HFAEAEREFE (Go) , REHBDBTEA

4 B, EHSABREE, RESNZSHESNENSHEETNERTANRSE,
BEN T A A AIEEES RS, BERTSSHESEREHIRAE, KBRS

5.6. 7. 8.09. SHITEIE (Session) BIERE.

10 Session@lE K INfE, SSHEFiHHIHIEFIR&EiHSSHDHHIESE L2 RERZSessionth{g

B, SEEETHTRENIZRENG.
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RERITA

AT

o REUREINLERER .
AFFIU—N—ZNER A, REIEENT:

{

"ProductKey": "alWvAx**",
"DeviceName": "device2",
"DeviceSecret": "ff01e59d***ba2ca2bl7"

}

e FRENC Link SDK,

EFISDKEY, ESDKEHNENSRENXE, EPERER, ERESRLBENENIZEIHSDK,
o HEEFRIE,

AIRGHERLNUXRAF R IR, REROS22851SSHIRS #HZSSHD,

D =
AR i 8 T AR 118 A5 AT BB S BRMISSHDIR S, E A= SSHOR S B B H B .

Big&FixfI=E
1. fREIREXAISDKESEE, 7£C Link SDKFAIDemoX M LinksDK./demos/remote access basic demo.c
bR TREHFE. REHCLUNKSDKFLAESHE, BB MC Link SDKiL,
o BIRFIEBEREBLNERNANV K RENERER.
o KIZEBAKIMQtt_host EEBA LAREFTE S W AR AIBIMQTTHEA AL,
o ERREFIFZRDPIZIMCUSTOM_SSHIRESHIELE, J&_SSHERS A oIl iR .
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EEERMTERTR.

product_|
device name

device_secret

mgtt host
port = 443,

t g aiot sysdep portfile;

ali ca_cert;
g _ra_process_thread;
g mqtt_process thread;
g mgtt_recv_thread;
t g mgtt process thread running = 8;
_t g_mgtt_recv_thread_running = 8;

services[]

.type
.ip
.port

.type
.ip
.port

2. BRUNUXEMH, B L—FBRPEMBRTMBILNKSDKI M, EEZELnuXEMNNALFE.
3. ESDKRER/LnkSDKT, 4T make @<, TRHEGIRENRIFE, REBTHEGIXMH.

./output/remote-access-basic-demo

4. EFETEE, ETRNMTER, FRREEFELZBREBESDKEEREH.

root@ime r LA Z:/opt/LinkSDKRDP# ./output/remote-access-basic-demo

[1646882104.155][LK-@313] MQTT user calls aiot_mgtt_connect api, connect

[1646882104.155][LK-832A] mgqtt host: B mgqtt.iothub.aliyuncs.com

[1646882104.155][LK-@317] user name: device2§

[1646882104.155][LK-@318] password: co_. L L L L S L e L cwwen v ol

establish tcp connection with server(host=": mo.mgtt.iothub.aliyuncs.com", port=[443])

success to establish tcp, fd=3

local port: 51894

[1646882104.166][LK-18@@] establish mbedtls connection with server(host="1i¢ r.mqtt.iothub.aliyuncs.com", port=[443])
[1646882104.233][LK-18@@] success to establish mbedtls connection, (cost 45247 bytes in total, max used 47983 bytes)
[1646882104.288][LK-8313] MQTT connect success in 123 ms

ATOT_MQTTEVT_CONNECT

[1646882184.288][LK-8389] sub: /sys) fdevice2/secure_tunnel/notify

[16468821084.288][LK-8389] sub: /sys/ fdevice2/secure_tunnel/proxy/request_reply

[16468821084.288][LK-8389] pub: /sysj fdevice2/secure_tunnel/proxy/request

[LK-@3eA] > 7B 22 69 64 22 3A 31 38 30 3@ 2C 22 7@ 61 72 61 | {"id™:18ee,"para
[Lk-83eA] > 6D 73 22 3A 7B 7D 7D 1}

[1646882104.288][LK-1C8@] | remote proxy thread start!
heartbeat response
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5. BRVBEMTEETE, BARWRIARE, AEMNSHEEEREER > ®E, KEBERRE,
WINRERSHES .

DeviceName/&iEE R BEAETR T WE/BRkE 0 ¥ =5 LR

device? gaT BE ez @D 2022/03/10 11:15:04.271

IR ERE

REBUTERE, EVBENESEFHAFRNERMIENRERE, BB FRYEMNES =IHAPI
CreateDeviceTunnel BB L 2B, ERIREE, BEREHSDK,

. BRYBERTEEEFE,

2. EXPIMBERE, REBREWRSES, HASLHFERE.
3. AEMSHMEEEEREH>RLRE.

4. ERERERNH, REUIRRERE.

5. AEIZBEXIEE, REUTSH, REHE.

—_

BERHE X

Q =:=BEIEEE\ 4TSN, B2 aEREEIEEEAERE
@ Bt A BER T,

* FRriEFm

ErET W
iR
device? hd
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XN E S

6. EHHIXNEFESD, BE—RES, RERLMEID. KT okenFIURLER
tIiEZekE X

EhEEFAEEckenSwl, MEXASELERAFRIZEE.

@ anzri
E=2EEID:
FEHOEEEEE TEREENurliFETWebSocketiZiE, BEWebSocket
EEFERHttpiIRequest HeaderiE{TtokeniAiE, EEERRESE
RS

HiFtoken =4
wss:/ flot-secure-tunnel-cn-
alEsurl - =3
—EEH i

REWENERING, REKSWIEIEEN, REBENSDKSFERIZEEBHNDPHEESYBEMNE
BEIWebSocketiEE, BEWNT:

/dest”, "token_expir 9, t

60@] establish mbedtls connection with server(host-"iot-secure-tunnel-cn-sh.aliy
e8] succe to_establish mbedtls connection, (cost 5596@ bytes in total, max used
ud_proxy_channel success
: opened
CURNECT D653
] websocket 5 ping

Z2REE

S REE HERE v E=C v BEER

iy
[
mf
o

e

iR ERSFA (Java)
HEETE
o THIFEHAERSHRGILE, FHANS, 5 Ralbabacloud-iot-java-demo,
o EBEHAWE., AXfEMavafF kIR, BAENT:
o BERS: Windows 10 6441
o JDKERAS: JDK8 (ZIFEZMA)
o ERFLKIFE: Intelli IDEA X AR

2 s 1) i G ER ) 72
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1. BEETHNRAKLBE,
2. fTFIntellj IDEA, EANBERIREITE.

3. fEcom.aliyun.iotx.lp.demo.secure.tunnel.source.proxy FSourceProxyStarterjavaX o, BLEEREF
LR LBEEID, iainTokenfURLE .,

Eif RS IE R SourceProxyStarterdéth, BUIAE B BServiceType s CUSTOM_SSH, 3 R A it 4% 12 2k
INBIFOR6422, KXRFERAZNEE, LIS HEd, BB oREHEESourceProxyStarterdét
HITEK,

4. izf7SourceProxyStarterjavarrfIRTE, BRIFREAEBNEREFR, ZEFSEREENIHDREE
EREMBMFEEEIWebSocket B, HESRSHRIRNEESEK, BITHEUTE,

hiEwEEESFA (Go)

HEETLE

o THIWRERERSNRARE. FANS, BB,
o REGOFRHE, EIFECOE MIREL,

@ 88
GOBERUIBINRZEITEETERMGCC, BEAMARFZLZEGCC,

B iR A

1. REESTHORAKBE,

2. BRERENESARRERFEETmangoX N, BHRERR.

3. BHRERFANE, ERENRERHED, A REHRENREREKERER.
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https://golang.org/doc/install/source?spm=a2c4g.11186623.2.11.4c1dc4862n20n9
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ERERMED, BARENServiceType JCUSTOM_SSH, XfRLocalProxyPort 2RI\ 76422, ARl
FERANRE, IMRUSHED, SR IRESEHTER.

ServiceType EERFEIRFTIHSDKMNE LA E, LocalProxyPort FEE J K ith R4 5 A 895

access info for the source end of secure tunnel

{"token":"! 1", "url":"wss://iot-secure-tunnel-cn-sh.a
ServiceType CUSTOM_S5H v
LocalProxyPort 6422 v

proxy started
start

close

4. ERERUFAE B Sstart, BRNEHEABNEREE, ZEFSERBRENTDHEESEESYE
MEaZEIWebSocketiEHE, HEFRSHRIHNEZEER, BITESNTE.

—tunnel -cn-sh. aliyund

SOUrcCe proxy

@ 88

BOIKBGOIES T e, ERAMARERANUETER, HERLERINKEHEMBIE
H.

oA AT E TR &
WEEREREEIRNE, TEIUTAR, SNRENEREE,

PAwindows 10 6441 24t FSSHELNUXR AR E ARG : ITHAMCMDGESEO, BA
ssh root@localhost -p 6422 nrjv, ?SIE‘E%L BN o] B R % Ekﬂl]—r
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YIEXF &

o CMDEOER:

1 DEBUG

1 DEBUG

o REHIMNAE:

[1652842219.233][LK-1C88] new session session_id: » type CuU 6M_SSH
local 127.@.8.1, 22

establish tcp connection with server(host="127.6.8.1", port=[22])
success to establish tcp, fd=6

local port: 49678
[1652842219.233][LK-1C88] response payload:{"code™:@,"msg"

new session response”}
[1652842219.233][LK-1C8@] response header:{"frame_type™:1,"frame_id™:

, session_id™:

> MAYRRA: 20220526 353



RESLE- 175 VA MW E S

5.5 5N
5.1. B AHBEELAREBERFREXRE

AXN BN EDERMFEEMA BRI ABIEFE, UIIREHIEST. Kit. HEMNTRUIFER.

ARG

o FiE. MIMEXNEBRTRILFAMHERR., FHAMER KEIETELEMENFESREEXEE, &
SNMEBERER, B SHIEERDS MySQLER. DataHub, SLEFHHEFE. DataV. YMEMELLE,

o TRPRFRNEEERSENEESN,
BRER

o EFHR: EDataVIIMW KR L, LHEBRYEEMTEEE” S THIREHEXHIRE,
o XIIiE:
i WIEXI A REREFHIE.
i. BIEMNGIZE, YEMFEEE— PR THREHIRRRERLIELIEF &DataHUbS,

i. DataHULIRIEHAXEE, BREMEAZELMNIHELAHBTHELIEE, B5 ARDS MySQLIREIE
FEd, (EXEHELENEEE, th@dDataConnectorEEiEEEMDataHub 4 BB =HURE
RDS MySQLIREBRES ., )

iv. DataVARIEECE, DAMySQUEEERFENLEIREIR, SLHBTEXIREHIE .

MR Rt B A ot i

! APP/Client | i 4. |
OpenAPI --------------------
{ ______________________ { Tablestore |

"
i @
-
?
©
¥
g
|

BESR
1. BIE— N =HIBERDSIEMYSQLEIRE, BT EFHIZEEHUE.
THROBIEERDSIR, HE W = 400EERDSH A,
ERTHIRERDSIRIEFHIA .
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https://www.aliyun.com/product/rds/mysql
https://datahub.console.aliyun.com/datahub
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https://www.aliyun.com/product/iot/iot_instc_public_cn
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EEE- =N A

1]
Rl
b

YIEXF &

i. ERHEEEER, RHAIESH, IR TMySQLEENEIEESLA.

@ 83  RDS for MySQLEHRE EESE A 6 0 40 5 I Bk 1 4 18 45 05U Dat aHUbTHR B #4543
F—E.

iii. ERNBIEESAITIERD, BEZIOANNNER,

v. EEMSHES, BEKSER, IBEIEERFIKS.

v. BEMSHES, REHRBEEER, IRBEUEE.

Vi BEEMSHED, BERERSY, FNEEEERE. BELeEras s XEPHIRETE,
vi. EEMSHES, BERABFR, EEZBEENER.

EESED, ZHMIEEESEERER DataHub, DataVR [T E Lt ERF AT ST, BTFRASH
;EO

vii. EZBAERRILESSMED, BHERBEE, DAGRERYERE.
ix. BIEHIEESR, W, Fmytable EHWNFEK:

mytable
FRE E3id) i85
d_data varchar(32) B8,
device_num int TERRIREHE.

2. tlEDataHUbITR B 1T opic,

TRRREIELEFE A DataHub, 2 M DataHub 4,

i. FRDataHubizHIA& .

i. TREHEENH, EEHMERAB, ¢IEME.,

i. FMBEZERP, EEHMERENENEE.

v. I BEERR, BEEFHETopic, SIETopic,

TopicZDataHub BFME BT, EUUBIBETHE.
v. TopicBI@mInG, ETopicklEd, BHEZTopicHIEE X, TETopiciEls.

vi. (oJi&) BLEDataConnectorTopicIERIFEEIEERT . FETopiclERR, BEELA+E
H %4, %EIERDS & Mysql, A5, EFHEConnector@miRd, WAL LE—HOIENIMYSQLEIRE
FEERHEFREREXMMNERE,

QFY: fEF ConnectorR EiEETopic kA S R IEER, R FEXTDataHUbth B £
TitE, BBUHEEREANSIREE, B2 LE3H, BEELNIHETSA,

HIREGER, 2 UEERDSIETIEH, MNHREENEAERRIES.
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https://help.aliyun.com/document_detail/96118.html#concept-rpj-hs4-ydb
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FEEConnector X

Host s.aliyuncs.com

Port 3308
Databaze
Table
User
Password
SAE IGNORE v
SATFE ddata X temp X  humidity X b
=R CLASSIC W
sl 20224235298 14:16:40
Timestarmp Unit MICROSECOND W
= aE
HUREMRX SR
28 WiAA
Host HUR ER I R Ak,
Port HIEENANIHO, —#&793306,
Database HIRENZR,
Table HURERNZR,
User HIEEKRS, BEFE.
Password HIRENZERZN,

3. (En&) A ESLii S TRNAIR T LR,
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MENFES RESLE- 175 VA

MEBRIEFRIREHNE, FREDataHUbZIEIFIREWABRIERITEE—NMER, BBEER=EH
8, KEASERNRENE. IMEREIXINITE, RAESEABEEP.

TRINHERATE, BSR4 2ME ST EFINKT,
i. BRAEBLMNHERFALEEREFHA,
i. BEHERB, tIERE.

@ B GEEEBISHTESE, ATMNRKRE.

i. MECIZMING, RBEMBER, #AMBERER. RE, BEHHFA > WEFY, IZ—ME
W,

RESHHTEER iottest

Bmayc O

Ctrl-
Ctri+Alt+ 1 /1

iv. BIEFHME > DataHUbBUEFfE > + EM S ML . MAZKDataHub Endpoint ittt (& ithis
Endpointithtlt, {E& R DataHubiE 515 ) , Projecti& & A DataHub Project BFR, REBEEFE
ﬂﬁc

SRR SR

BOEFIEST:  DataHub EHEEHE

EndPoint: http://dh-cn-shanghai.aliyun-inc.com

Project:

v. BEHIEGFM > ROSHIEFM > +EMEME, BAACLIRNEEERER, REREEM.
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https://help.aliyun.com/document_detail/110778.html#concept-l1l-s5x-bhb
https://stream.console.aliyun.com
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vi. ZEHIEFEM T, WEDataHUbHIEFM EHIEFMAIDataHULINE B R, WEMEZIR, KB
WEHETopicEiR, BREFTETEANERIBMAERSI A, LHIHEEBHEFTopickSchema, HE
RIS R AISQL,

BEERHETR TS

HRSmE B FEEL

BEREE NKEEE : biink-16.4 SNBSS

FiEES

devices (BIGINTY time (TIMESTAMP)

vii. ERIEFE D, BEBEERS, NGRS, RAEREFEAERERSIA. IHHEREHNBT
HiEER, FENFMYRESQL,

viii. ZEEWVRIEE, HEWSEBENSOL, MitEEKIRELHEHSOURA:

REPLACE INTO activity device

SELECT

from unixtime (FLOOR (dm.msgtime/1000), 'yyyy-MM-dd') as d data,
count (DISTINCT dm.devicename) as device num

FROM device message dm

group by from unixtime (FLOOR (dm.msgtime/1000), 'yyyy-MM-dd');

ix. BEEE, EEHUEXHHTEIRNSQL, BENERBHIEMH -, R/RSQLEH,
x. fEVALRFRATRE, B L%, AERRETHR LLERE,

@ 38 EAEBERSENELRXBREEE S, BFREERHIET, SERME
WV, BHESHRERE,
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4. EMBEMEEEHNEG, IEFRIIRE, HFEEMNSIZE,
i. ERVEMFEEESS.
i. LM RE, WEIXSNAISES, BEEFHASLHFERE.

D FE  BEMRER2 (8) . %42 (ER) . £/ GRYI) HEFHE T AR HIAR
5. Hftbitbsl, BREUFE,

a EES oaInrs 200w v

YERFES prsallll=nts] ” ETH x>
3

SEBIEE

FERSAE
SE=A v

BERS

m FE &=

i

Pk

i

WaSE i\l kR SEA
CURSPIREEEENE, EPAEEE, B8 A BE,

ii. FEMSHEP, RPHRSEER > m, REUEFR. MFELY, B2Roz~q,

v. FRIZRINGE, #FAZFRNFRFRER, RECHUSTE, AFmiEEETopick, EX
FERIEE (EXMER) F,

v. EEMSHES, BHREEE > ®’E, REimes.
vii BEEMSMiED, RERNSIZE > = miiiE, SIR—FAn.
vii. EMNFIERD, BERUNOES R,
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viii. EHBREMUE, RELBEIBELNESSQURA, AZEMN 5 SELEs0L, HIEIXSQLE
.

=5 sql X

AN=TED: =8

il ]

=1}

SELECT items.temperature.value as temperature, items.humidit
y.value as humidity, deviceName() as deviceName timest

amp() as time
FROM "/ t/Devicel fthing/event/property/post”

WHERE

e FE

items.temperature.value as temperature, items.humidity.value as humidi

® Topic
EREEE FR A
FEIEEE A
Devicel hdl
Bk iEth e 7

ix. B kMBS NARMIREIRE, HREMNNEBIRSEHIEE XK EDataHubiTopict, N
EEE, BERRELRREAN,

x. MUEETKRE, EFmRERNOANGIRSD, BHEZAVNYNNEHIEE, B,

MNEsE, EFREMEEAZER, RRREAENEEREHIIREEDataHubt, TJAEIRSE
NEERESREEREHE, EDataHUbiZHI&X M Topick, FEFShardshHIEENEL, HiEL
HUEHEINEE, TUEREARNEERS,

5. FRIERIG, ERRESYHEMES.,
AfILAava Link SDKABIF &8 : T #java SDK Demo, ARFAE, BERLERE,

REWSDKFF R T, FHRSOKEREVMIRRED ., RELBKME, EIUSYRRMFELZENEE,
EO SR FEETHERE, FEEIMNGIEE L EDataHubd, BEILHITELER, A
HIRED.

6. fEDataviz#la, B&EDatav,

i. ZRDataVizsls,
i. EmEDataVHIER, REEIEEE > FMEBE. WAEHIRDS MySQLEUEEEER, BHHE.
il. BEFATML > FETAL.,

V. EREZMEFARRR, AEREFEHEREPEOEEERKE, REHE.

DataVigft 7 —&EXFERELER, BHIERTARR, AERBECHBTREEXKREE
AMME,
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v. REBENEREEE AL,
DataVECETNH N4 :
n FH—HERREHEER . FMEAEE,
n FEXRFAXREEREFEN. REEPHOAGRR, oIxZREETREAEESE.

» ZMREEEENAG, REAY, TEANNZAGHTRREE. RiraRESHYE, F
BAMERUE, S84, IMREH,

n FANEEAHER.
&R, B2 MDataVviiis,

[": s EEaEsessr— Moas
EeERLai ) 1
1,246
MaxComputedE3s S8 . g
s 246. 665.2

vi. EEEAHHE.
AAMBREAN, RE{/1MERERE, ERMEREENRIEE, EREHHURERNENEE
E&, REHESQL,

IR w02

v PRk & e

Bk

B =

7. Wik, BRERMZE, ERARNKREER, AREER, XERTOERREHNSIHKE.
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5.2. BIYTSDBEL I FE IR N5
AREUFRERBEMERB[BEGENG, NBRBEIEEAZENFEIEE (TSDB) NEIEREMNIZE .

AR R M
ERHA0RERETRMES, HEESEEAMERTS, EAESTIAT,

@ B ARAKREREYEER, EEHEENXTopic HBEIE.

dbgrlﬁ\

ENo-TKENRMEED (W, FIFIF2E) , SEAM2MERBRICRZEENERE. EE. PM2.5,
HEBEASESHREER.

RRBEESWRE—RARHEH LREVENFS, MENTREDREFOHEREANEIREHIRRE
A ZE|TSDB, u\EIl«)\*UFHTSDBEI’] S B R A MRS 7]5"*’&;&&?5(?&%#'5 .

FiR# R 8

o MU LIREAEK: 1)R/5s,

° %&?EJ:?EQTTE)‘(TODK: /${productKey}/${deviceName}/user/data

e payloadt&=;:

{"temperature":25, "humidity":24, "pm25":11, "hcho":0.02}

BCE
REAN I EHREREAN, BiRE CROLIRERETS0B,

1. BERVEMESEHS.
2. LGB NE, HEIXMELA, BESIFHASIHFERE.,

QD k& BERER2 (%) . £462 (b5 . £/ GRYI) HishFFE T W ARSEHIR
5. HftthsE, SRS LSR,
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MM E S

a RS | alIre 0w -

PERES = Z ETH S
3 3

G

e
S5 v

ISEmRS

u 7E &=

@® =T

i

(NS

#a
=

MR iR ST
BRSPS, EFNCERE, E50 SLA 8.

IEEMNEIE > ZF@RE, BRECERMAN, SIZJSONKEEIA,
CEBREEGEREIN, RELEHIEHSOL, ARG FEISQLINT :

SELECT deviceName () as deviceName, timestamp() as time, attribute('floor') as floor, at
tribute ('building') as building, temperature, humidity, pm25, hcho FROM "/${productKey}
/+/user/data"

. BERERBRE-EORMEE, REZUERABNM.
RESH, BHIEEAE— 1 VPCLH THITSDB,

> MA4RRA: 20220526

RESLE- 175 VA

363


https://help.aliyun.com/document_detail/42733.html#task-tmt-m5m-vdb

RESLE- 175 VA MW E S

IR

FREERIFEUEE (TS0B) v

* b

= TSDESS{

ts- A
s
= metric HEESER

® #HER FHE=
= timestamp
Sitime}
* tag EFF
deviceMame
" tag =]
SldeviceMame}
i

* tag £

floor

“tag B
Sifloor}

il =2

* tag 2

building

" tag =]

${building}

= if) b 34
TN F & KX E TSDBAVEE .
1. BRTSDBR4IA,
2. EXHIFFR PRI FREUBOVPCELS), HRETANER,
3. EEMSMEREN FHRIBEE > BT HAEK, SWYBNESRIXEIMA PR, BMERIE, 18

SRIETWHE,
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5.3. HXIgE LIRBUIBRIETET 8

AXLAAHIH TRBEERBDREN, NBBEIHRREAN, KiRE LRMFEEXD T EORES
$lé0

=it
EDAENTRNOBREERRRE LREBRHTIBNBEA,
HERERER

QT mrms <G> it

FRmS g JSEIAR

© DingTalk

BT (R ME=FEE ETETIEEA

SB—: HIRFTSNEE
1. ERVENEEERFE,

2. EXLFIMBENE, REAHIH, REEELNSHE, EFREER > Tm, B TEEREXE
B EARE RS,

SHIRBEERERARNE. BIMRIE, BEROE" 5,
3. RERAENYRE, ANRENRE, REREER, ARERINER, NFERHFMNEEXINEE.
AXRGIAFRFINEETEERDNEYE, BERETHRINELE,

BRIAERR
TeeEE R 1 HiEEE HiEEN
Eis humidity int32 (EEETE) EEER: 0~ 100
=3 temperature double (B REEE: 20~ 60

4. EEMSHE, EFREEE > ®’E, AREEEARSFETRT, IE—NRMANIRE: TH sensor, &
SR BENIRIRE,

BIBIEETMAE, ERENRMTHIEE, RHEEES, REUESIEPS (ProductKey.
DeviceName#DeviceSecret) , I¥FIEPRBIREFEESVBENFEFERRNEERIE, BEERE.

5. AREFHIXRTE, BERETH sensorfIEE, #ARFFBNH. EREEREN, BEHE, #
RERMIRE

RIGRBIBRMAM TR MRS, HERGE.

Key Value iR
tag YY/NEXSHFE00XS REMREME
devicelSN T20180102X BERFSS
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TR BRERFITERS
BEITE, B— 1 SHEINLEEHERS, BaixHHNiES/ava. Nodejs. PythonFiEE, BES
Ran{al s A R ET E
1. BEEfTEIHLE A, KElWebhoolitstlt
i. BRBMARETE .

i, ERETETRA R B ONBIRERE &, EEEEBMTF,

ii. BERMAF[A, RERERMZRE + .

v. EEREEX, BEHEHRN.

v. RENBAZBFNRERE, EPRERABEHBR (BEXNBARSIREZZR) , BE%
B,

vi. BEEH, REWebhookit ik A,
2. RERHIHEMA,

AXANode sIEfTHRIE GRS REEA, NIEMFEERIEEMNE. BEHFS. IHEE. 8X
BEM EREEEIE, RBIIESEARE, FEHAHTTPSIMUEPOST HURHEX R ETEI Vs AL
WebhookiZO.,

TREEE, BHRAXMGE RN ndexs, HEGRER index.zipX4i#iTR7TF. TERBREANT:
R E ¥ accessT oken& i A Webhooldts ik fraccess_tokenfd{E,
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const https = require('https');

const accessToken = '¥EaccessToken, BIfT§]#28 AebhookBJaccess tokenfH';
module.exports.handler = function (event, context, callback) {
var eventJson = JSON.parse (event.toString());

//ETETH BT

const postData = JSON.stringify ({

"msgtype": "markdown",

"markdown": {

"title": “RIBERREREE",

"text": "#### RIBEEREE LR \n" +

"> IGEIE: " + eventJson.tag + "\n\n" +

"> I/ S: " + eventJson.isn+ "\n\n" +

"> SCAFBE: " + eventJson.temperature + "°C\n\n" +

v> FHIMEE: " + eventJson.humidity + "%\n\n" +

"> #4444 " + eventJson.time + " KT by MEXMESE] (https://www.aliyun.com/product/iot)
\n"

s

"at": {

"isAtAll": false

}

}) i

const options = {

hostname: 'oapi.dingtalk.com',

port: 443,

path: '/robot/send?access token=' + accessToken,
method: 'POST',

headers: {

'Content-Type': 'application/json',
'Content-Length': Buffer.byteLength (postData)
}

}i

const req = https.request (options, (res) => {
res.setEncoding ('utf8');

res.on('data', (chunk) => {});

res.on('end', () => {

callback(null, 'success'):;

1)

1) i

// BEiRE|

reqg.on('error', (e) => {

callback(e) ;

}):

/7 BNEUE

req.write (postData) ;

reqg.end() ;

}i
3. BIERSFRE.
i. FHERERRBIERS, BEERS,
il BREAOTEZS S, EENSREERRS KRR,
ii. BEMIBIRS, RERSEIRAOT_Service, ARRETFRK.
iv. EIR$EFIE%EDIOT _Service, AEBHHIBRE.
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v. BEAMEHENIEM4RBXE, REEERE.
vii EERHMOEMER, WTERAR, EUSHERKANRE, RERENE.

ESEH
B ]
* AR loT Service (-]
* BEER pushData2DingTalk LIFETTs, Aagsr. F8 (O1S8E) | FMEATIE EEITeATR
* THTERE Node.Js 6x v
LiEHRE @ #Ears indexzip (929.00B) X

TEERE

0SS HiF

ERTRAS
* Egan index.handler
SHER HiEA
BRELE TR B\ pushData2Ding T alk,
ST i#£3%Node.)S 6.x, FERABAIKBE L, REANEERE, LESER2

th{RE M index.zipX .

PR=: EEHEREIRHTESP

B TH sensor ERAVEEFEESHIERAZRHUTENE HpushDat a2DingT alkd,

1. BREE MG E, EARIFNANSME, EEANSIE > ZFERRE, 2HEEAN, &
AR EIR: BEEHETE, BEHRIN.

2. ERIEAREANTE, BEEHESQL, FELEHIEHNSOL,
ARG, EXENERFRES:
o KEFEEPIIREFZIR (deviceName) , BEXEHFHIRE (tag) FFFIS (devicelSN)
o BIBERRS LIREIEER payloaddh HEEE (temperature) FEEE (humidity) .
BE{RSQUEGIIT:

SELECT

deviceName () as deviceName,

attribute('tag') as tag, attribute('deviceISN') as isn,
items.temperature.value as temperature, items.humidity.value as humidity,

timestamp ('yyyy-MM-dd HH:mm:ss') as time
FROM

"/g5j30***/TH sensorthing/event/property/post"
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/5 saL X

SELECT deviceName() as deviceName, attribute('tag’) as tag, att
ribute('devicelSN') as isn, items.temperaturevalue as te
mperature, items.humidity.value as humidity, timestam

pl'yyyy-MM-dd HH:mmiss') as time
FROM "/ /TH_sensor/thing/event/property/post”

WHERE

® FE2

deviceMame() as deviceMame, attribute('tag’) as tag, attribute( devicelSh

® Topic
TERENE HE A
WOEmiEsEs v
TH_sensar v

v

thing/event/property/post

3. A IEREAMNNE, BERMERE, BHEERLAIRHTE (FO) .
AIRAIERE I ARS 10T _ServiceM ¥ ¥ pushData2DingTalk, B2 L40EE L2 RS,
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e IEAE X

O zeEwas!, EREENTERIRNSENSISESN, MR
FaoARE 8. 31, 108557 3 A (ERsTEeRE | 2
FETSEMEEESREE.

MBETEE TR EERRTS, IR, S5
EESEUERER RN TR, SRR
SEAER.
HEEE(
SEEENEME (FC) v

-

TERE

loT_Service L
HERSE
T B

pushData2DingTalk A

HESL

s E

AliyunlOTAccessingFCRole hd

SIERAMER

4. EHIEREANSEZS, BEANREEHERESNNEBE, BREIZAN,

FEN: EARSENLREEELRE

{ERIREIEP (ProductKey, DeviceNameF1DeviceSecret) , @EIEMQTTHMUEREENYBERES, #F
Bl FIRIREEHIE.

1. EWindowsZ A LinuxZR 4 T4+ %2 2ENode js, AX AwindowsZE % R,

node --version

2. EARMITENEIE—NavaScript X4 (#liniot_devicejs) , BEEMNode jseBlAE,
AXLAAHSIF TIREEANAF, Node jsmBIRBIMTFER:

b

@ B CWARSAREENTS, B2 DIESEANN LIRSIE.

\
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const mgtt = require('aliyun-iot-mgtt');
// 1. BERHER
var options = {
productKey: "al***",
deviceName: "TH sensor",
deviceSecret: "9JtvE***",
regionId: 'cn-shanghai'
}i
// 1. BIiERE
const client = mgtt.getAliyunIotMgttClient (options) ;
// 2. BRTIEES
client.subscribe (' /${options.productKey}/${options.deviceName}/user/get")
client.on('message', function(topic, message) {
console.log ("topic " + topic)
console.log("message " + message)
b
setInterval (function () {
// 3. EIREE
client.publish (" /sys/${options.productKey}/${options.deviceName}/thing/event/proper
ty/post’, getPostData(), { gos: 0 });
}, 6 * 1000);
function getPostData () {
const payloadJdson = {
id: Date.now (),
version: "1.0",
params: {
Temperature: Math.floor ((Math.random() * 20) + 10),
Humidity: Math.floor ((Math.random() * 20) + 10)
3y
method: "thing.event.property.post"
}
console.log ("payloaddson " + JSON.stringify (payloadJdson))
return JSON.stringify (payloadJdson) ;

2 1l i 8A
- REFEF@ProductKey, TIERHSIREFERE
productKey al
&,
deviceName TH_sensor REEWR, TERHAREFEREE,
deviceSecret 9JtVvE*** REZH, IEBRFSREFEREE.
) . MQTTIR & i (L85, WERKBRIXGE, &S
regionlid cn-shanghai

NI AX,

3. yTHCMDEO, FA cd @< Eliot_device sXERERR, EZEARTHEEANPMGS THMNES
loTEIMQT T,

npm install aliyun-iot-mgtt -S
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TREHNMQTT EX4 N TE .

node_modules 2020/11/17 15:05 g ==y
i devi A q{5.4E Tarm © e et i 2 KRB
2| iot_device 813:13 JavaScript 304 2 KB
| package-lockjson 2020/11/17 15:05 JSON T4 26 KB

4. ECMDEOWMAM T &<, iEfTiot_device sttil, BaNikE, HLRHIE.
node iot device.js

RITER

REEANMRETERUT.

v 115}, “method” : “thing. event. prop

AT e T

ify

5.4, ERABHIERERRIL R
5.4.1. §LiR

AETUWEBENG RS, U FELARERIRENLEEIMELNEHE T LHWS RS, WFELR
B, REBTHER#ITINEEMTNMELR , TS MEZMEKMES, BUMQTTIMIIT NEH,
BN IREMRIE KM T, REMTER, BRIEELHPAR.

VZE 3475
BB RE ERRRT RN TEMR.
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MRS REEK- 7 5V H

il

DB

WEElOT T
Mo | amoe ﬁ§ﬁ<_>D

BARX LTELL 3 At
im AR WSS RSE
{"temperature":46.8} M5 EEHE g
R
5| ESQLALIE S
HARBER N

1. WERBYMEESEENMFER, ARMEMLEE, BEXTLMEZEE, RAMQTTIMURARE
ZOBENTES,

2. MENESIMN S| EERS RIGEIRHITIIR, . B, SHBHIWSRS:E.
3. WSRB[EBHIEFHIMIEE, BRRAECGRARF.

BRESER

. EYBERNESEFNEEET . RE. BETopicHIEREAR, BERZHLEEF L,
- RBRFTUSHE, BBREEHT L,

- MRS HTUSHL, STERBRFMIENTAERES, BBLESHT L,
. BERFSIRER, SYBRNFEEMIER, #ITBAKRFIET L%

5.4.2. ninEREH K

BTERRSEERER, CREAVENFEaEFakEERS"0n. RE. BETopicHERENR.

THUFHAIMRE T ABIHITER,

%%%l@\

o FREYT—XRENES, B—FR THREAFHEBNINGE, BULREFAMEERRE, MWEX
MIREL BEXTopic.

o BHEBNLFREFTHN—MIENTEERE. BUBKMFEMANIREIES (ProductKey,

DeviceName#[DeviceSecret ) W%REIREFE L, AT IREEEYENFEENEMNIIE, B2 ERIUL
FIEP X,

AN BEMBERE S NETOEN MO RRE, FRRRESEBNEESR,
BRIESR
1. BRUBAFARHA.

A W N =
d
i
L\
b=
ﬁ/
R
\=k
E
}_T_
s
o
%
Il
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2. ESEPIMR A, HEIXMNAISLH, BESLAFASLHFERE.

D FE  BaMRER2 (08) . %42 (EFR) . £@1 GRYI) EFHE T AR IR
5. Hftithisl, BHREUFE,

a (S LS & Ttess E52 (bE) v

MR TEAVRRSCA] ~ iEfTH ¥
3
SEilEe
PR
e h
EBERS

m FE &=

@ Ea®
b 2
WL VR SCA)
PUREFSEEEENE, BTOERE, ol slA FE
EXING
3. BIBEFFAIMERITTR.
i.
i.
i. MESH.
Hoh, HEERRIRANEERE, BIREIERNICALR EHIERET (Alink/SON) , EthSH TS
Rez-afTiRE,
iv.

4. EXE{STopic,
. EFERYIED, BRZFENESRE, #AFMERBR, EFTopicEslx > BEXTopic,
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i. BEEXTopick, BMATFHEEHENTopic, MTEMR,

MEEMTE BEEE =i

« FHIIMFRTT

all L] ProductSecret seesener g
1 BEER
BB TopicEFIIF IHHEE X HHERANT BRSSRIT I

EREE Topic | WEESES Topic

TE X Topic#

fal /${deviceName)}/user/data £ 1R SE LR

5. RIMRE.
i EEREER, PEREHENIMEEHE,
i. EIRER, RHEFMIKE . MAIREER (DeviceName) , RBIREETE, BEHIA.
ii. FIRETIR, RPHERENNNES, BAREFER, REHREFERENEE, ARERER

§ o
HEIRE X
IR SR
120.148915:30.171718 v | BE
e
area R R
province L il =3
city AU HHIER
district BT R
+ BB

6. SIEAMQPERSZIHITFHZRA .,

REEEVEMNFELE, JESEELREVENTS, EIHEREAR, T4 LNKETMED
AMQPBERZZERNRS R, X—Fh, RIBEEAMQPRSIHITHIERA, TSP PERESR™
i Fe AR B AR

i EEMSHME, EBEANSIE > RSHITH, EFERATE,
i. REGIRERA, MANBBRABNRN FHRE I HELFEZA, BE@N,
7. BRETF@RIREAN,
AN 5| ERERIBFIRE LIROBERUSLEE, REFVSRSBOERA,
i EEMSHME, BERANSIE > TF=miRE.
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XN E S

i. ERFmRER, RHAIEMAN,
ii. BESH,
Hop, HERIEEZEA/SON,

jellizvavag ezl

O = SREEEAENETL RS HRASEIRITRSAE, FEak
BERNEIERERE B Topi B =7/, SISONFI_HHIFRh
FiEmat.

* HIM-EFR
FEFRITHE
HEETL
@ JSON i
HIMER

B AR

N HiE

v. BEW@IN, BHREIANFBR.

376
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v. EMNIFER, BERESQL, HTEATHITEE. EHHIA.

Hip, FRIEUTHRIABE:

SELECT

temperature,deviceName () as deviceName,
timestamp ('yyyy-MM-dd HH:mm:ss') as time,
attribute ('province') as province,

attribute

(
('city') as city,
(
(

attribute ('district') as district,
attribute ('area') as area
FROM

"/alxxkxkkkkx /4 /user/data”

mEsaL

® FE

SELECT temperature,deviceName() as deviceName, timestamp('yyyy-Mp

® Topic
EEY
FEIAMARLT
250RE (+)

user/data

o FiF (EH)
AL MEFEHNIS [Z2EREY, fHN: deviceName()=mydevice

UGS
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vi. EMUFRER, BERMBEE, RNEEZRLZEFIELIRNAMOPRSHITIREEHA. BEH
.

A NERAE X

O domthl, ERENENE - RHTISEERSHTEEA, B
FLSERE. 20, 10PMBHTIRER, (SHEREAEE) | 3N
NSRS NES, NRETEAAREERET, AL
RIS, e S B R RS H 0
th, BRI AT AT TE,

R

EEAMQPIRS HITiDiEEE A v

*EEE:
FiEFiRtaEESa
BlEEEEE

Tag

BiNtaglE

ERERHMNSIZERE, TENMVNEEN TEFATR.

WERATE LB G RiRE :
« FHFRITR%
e

p— —

F0TN 36 TR 5)

SELECT temperature deviceName() as deviceName timestamp('yyyy-MM-dd HH:mm:ss') as time, attribute('province') as province, attribute('city’) as city,

attribute('district’) as district, attribute('area’) as area FROM “/al | +juser/data”

FREUR

i =[alil it

ATBHAMOPRSRITHHRRER

vii. BEZFRARER, RN NS IRE, BN,
BRELE
REBFHEHFE
5.4.3. &FiEH A

THYMENFEAEFHaNEETFE, BREHTREHWSHFHEL, TEHEZEMac_ EHENode jsEIAZELIR
FWETH, SMEYMQTTERE, HIELR,

BT
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// BINEKHimgtcFE, HEZEM.
const mgtt = require('aliyun-iot-mgtt');
/! BEEH.
var options = {
productKey: "i&&ProductKey",
deviceName: "i&&&DeviceName" 7
deviceSecret: "i&&DeviceSecret",
regionId: "cn-shanghai”
bi
// 1. BIEE
const client = mgtt.getAliyunIotMgttClient (options);
// 2 IRERBEIRESEIE,
client.on ('message', function (topic, message) {
console.log("topic " + topic)
console.log("message " + message)
b
// 3. ENgE EIREUE (RIAIRX)
setInterval (function () {
client.publish (' /${options.productKey}/${options.deviceName}/user/data’, getPostData(),
{gos:1});
}, 1000);
// EEhgEREFRE,
function getPostData () {
let payload = {
temperature:Math.floor ((Math.random() * 20) + 10)
}i
console.log ("payload=[ " + payload+" 1")
return JSON.stringify (payload) ;

-

RELR
SWFLR

5.4.4. RFimHA K

%ﬁiiﬁ%‘“ﬁﬁn, BRENRSHETHL, KEDENFEEMREHE. A JavalilR A6, ER
IR RBOREHENRE.

Wb 35 BR 55 2R R WUR B BUIR

RESF|ETAMOPEFIHIZBIES, REBEAMOPEFHEANMEKNFE, KITREHER, BENAV0P=/
BEABES ., Java SDKEARA,

BFHTHDemorRfl,

BELR
B &Zim _ FIREURE

5.4.5. 1% &im _EIREHE

THRIRERMBRFZHWSHLE, EHRSHER, SYBKRNTERILER, REEMNREHRMUPA, &
W EREIE.
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XN E S

R&m HE LR

MEEREEXMFE S ERNSHRE

o HETopic:

e HERE:

=i ER %

BRYBEMESESE, ENNEFT, ZRYEE% > BERS > zsHizfTALR, TTUESE LT
FE RS, EiETopicilPayload, RER_E1

{"temperature":24}

Jal**xxxx%*x*x /h79527 /user/data

/ﬁ 2 E'] /)ll.i'g \T*E , ill] TEFA= °

HE

MEMTE RS HEARS
AR S5
HiGARSS
I H o v
iE1TH BEAMEE
hz9527
RS v 1/0NEF
8% BE
i) TracelD
o 16:26:16.996 471292d3001
3] 16:26:16.987 471292d3001
2] 16:26:16.980 471292d3001
o 16:26:16.960 471292d3001

BE HEHER

DeviceName

hz9527

hz9527

hz9527

hz9527

WEER(2E) ¥

AR5 IHIT I

BRSSIRITIR

M35

REFTHEE

AMQP

AMQP

amap

/alkRd /hz
9527/user/data

ES RE

{"Content":"receive ack

200
from...
"Content":"push
{ P 200
message to...
{"Content":"Transmit to

200
target...
{"Content":"Publish

200

message to...

1. RELBER (BRFO) .
HEMAN S| ZEREZTAMOP (BRDQ) .

2
3. AMQPH#Ei%TH BB RS i%
4

BRS5 IR IR H BACK (BR3®) .

HE%‘“‘ \\ﬁ E ll_'\

BRUOBEMTEETE, EXNIATHHEBAFBR,
LIEEYE (TENRIEHEZENE)

(BR$0O) .

ERIHRLERER, HRHRE, &
URBRSSI (TEPHNELS K

) EER,
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MERFE BRSSIHITI THBAEE

« FHRRITBIEERA

M58

HERA ID CG0Z43ZqB7bmkgljbjzI000100 £l BIERME)
EXER

HRH R 13 &/53% HEMARE 0%
EEEFRIIR

&P 1D EF i IP/Port

ecs_ 1588839959989

2.0 3.0 177*7

2020/02/03 10:36:48

i

THERATE)

&

q

&

R[5 L4ATE

2020/07 5

2020-04 & 515

M:00

5.5. {@loT Studio¥i#ES
5.5.1. #fiR

Lapl) s

ALERHPFEALORSRENRELENSRER, LIREE. BE. XKSE. RE. SEFHE, HEH

loT StudioE&

2R
RREIPZREEWT.

ﬂ o
* LoRaXis i;
LinkWAN R ZIoT

GE 3547

IR

1. BEEESKRIGHILORAME

2. BEELoORaSKRBEMIREENYERES,
3. #loT StudioFF B EZUIEXRE,

MR ES
WISZLoRaM 3 F1LoRaS R MM IR TR,

SRERAR, RRSKBENRERT CROKENHLEIRERLAE,

loT Studio
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T L E B Lnk WANIAIERI = i (RELnk WANZE$R) |, o]ifia)) S B 2 =0T et iE,

5.5.2. EtELoRaMx

fEFLORAIREZ AT, BEAMKNEEETE LR ELoRaMX, EEYIENTFEIIMERS.

AR R
EFEYERESETS

BRIESR

1. BRYUBMEAERTABHA

2. AEMSHA, EFRENIT,

3. BERRESAEMENUNFAER.

I:I CIEEs wEr LM W nw " BN esEs B O W O® & masz B

REREEE T % BN
AT
AR lla_. F-':-‘h. - 1L L_J
Pty
‘- .y
BaRE
UEERE EiS s RRE EMERE SR
A ARG ERER RS, PREENETEER R S ATk
T L Liri WA G
~ass

4. BEFBRARE,
5. FMMX, BEAZHNXENMEENNEERE, BT —%.
M XHBIGWEUI, PIN CodefSiRRIER, BELBMEXRENIFS LTS,

MTE =R,

EUTEY E BT e RYSERG
s HRSHFRE/ B—0: TREX =)
[T
Eoat iR, SAXEELE. FRENMEHUTRRXEe:

EAEEENMR, TRE RS AR
LT ]
UEENE RAK_ Lo X
1]
RN | 7 B
AnRe » R At

I a8 a8

| CHNETO BE

- EEOE

His
=

6. WMXEER., EM,
MERZIZE, MXRSERAEL, NRRMKEN ELRI,
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R

R R
EELUAT A AR R R S

& RAK_LoRald %

ERIE o TEE B

7. BRIMAREIE, BEHT—H,

FRSSERE/ m-: fmRE m=e

ERAARAE, BTRELSFRDLN RSN RRHE
- REER

BEFRIE
]

CH4TO R

<
8. BELENAAE, BExMH.

HRESSEME / W=5: SRR (RS

BIORRIES, (e IERTE AR R A
i
(FF: WORALRAGTARMAERERSR LHETER

RUER: FEHRES

+ BEe

O, Lo 1= RN eR~

RITER
BREEREECHE, ENBERNTE LERZEEURENH NLORAWANKF S,
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5.5.3. L ELORAFIEAYEMNES

EEELoRaMXfE, BHBEAMEKMES LEIZLoRaTBMIRE, EXWRE, KE. RRXLoRAIREFNHKE
AR

BT mMiIRE
1. BRUBATAEHE.
2. ELGIERTE, KB MAZH, BETHHNLHIEERE.

QD k& BERER2 (%) . £462 (b5 « £/ GRIYI) s FFE T oW ARSEHIR
5. HftthsEl, SRS R,

a COREs & Iea w52 (HE) v

BT | =gt =T ~
3 3
EEIERE
T =
2EEF b
BERSS
m E ==
= e
@ =T
=Ea
C 2

W=t iR SEI
CUFRTPREETENE, EFONEEE, 555 S £E

3. EEMEME, EREREHE > M,
4. EFmR, BHAIEF®R, SIBE—MEMA X ALoRaWANRIF &,

24 ki

AR BEXF@ER.
RS EEAAEX@E,
PRxy EEEERE.
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2 8A

EME %32 ALoRaWAN,

AR EIE EREEVENZEEPEIZHEERNWAREIE,
HIERR ERANBER/IBEN.

IWER R ERNREEHR.

5. FmEAIEBRING, BHEFMREETHORERM, HN—NMRE.
% &HBIDevEURNPIN Code, BEMMEEIRE LTS,

6. MK IR EEEMEENFE .
RIBIRE LORR, MIREERXE. GPSKEL. Bt BIR,

RELBLA2HHE, EYBERESEHEN NI THRERPREINERP, ZREVRESET
NEZ.
EXMER
MEE R IES B POIEETHFE, AESHERZIERNERERE., AURKNTEED, EXPRE
MEXFmIEE (BEEME. 4. RS) . TRWEENE, RARENERZTRHMER, KRE)
h, SKREMNRELREE. BE. SE. HEVELFSER. Alt, EEVERES L, IXEERE
XEEEE, EXSNBENE.
1. EYBENESEFH AN NI THENSHE, EFREEE > m .
2. EFmR, REZACIRNT R, RENNNES.
3. AEF MBI EX RET, BEREER > RIMBEXE, FMUTEEXIRE.

BE FRIRFF il BEEE EiZN ==F{y] EERR
B :eemperat“ double -99~100 0.01 °C =]
B Humidity double 1~100 0.01 % %5
ASE :tmOSpher float 550 ~1060  0.01 hPa o]
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BE PRIRFF B3] BUEEE BN ==K{y] EERR

7ZE Longitude double -180~180 0.01 ° ®EE

H$E Latitude double -90~90 0.01 ° 25

Bk Altitude float 0~9999 0.01 m x5
Acceleratio -
N -
XIERE n X float 1000~1000 0.01 mg =B
Acceleratio -
Y SRR f .01 %5
IRE ny loat 1000~1000 0.0 mg EB
Acceleratio -
RE . HEE
ZINRE nz float 1000~1000 0.01 mg ®E5
e e -10000 .
EITRE Speed float 10000 0.01 Km/h EB
Battery vol

B 3t £ y- float 0~100000  0.01 v =
tage
G ist -10000

SRS BIEBEE T foat 0.01 % =]
nce ~10000

MIEMRBEEFRRMERE, BN HEmEE,
4. BERMH L RBMER KB ANIELIR,

WS BIRERT A

ARF, LoRaIZEE LIRMEUER Z#H &I, W 01880537a510905200846C , Hob 1. 2 FHAHIEIR
IR 01 88 ; 3. 4. SETHEIREIE altitude:33om ; 6. 7. SETALHEH
& latitude:34.1925 ; 9, 10, 1MFETALEHIE longitude:108.8858 ,

b B DB S & BOAR SRS U AN )SONE R, REEE KRR Z#HBIMEHTI SR, FEMEXKN
FATROHFELZAINKSONZR . BRERFELANRELERINEX YRR, RELIERTHEAE,
RRXIMENES, DAYIEC R SE k@ ETT80E,

1. BRYBEMTEETE, EYNIANFRFERR, EREUERTRE,

2. ERBEHNEBNED, MABITHA,
@ 38 WAKRBDEMORORLAS & XS R E XM,

FHNEIEENTHARERS, 52 M LoRaWANIESLHIEMREN,
ARG SRR AT :

// var COMMAND REPORT = 02;

// var COMMAND SET = 01;

var ALINK PROP_REPORT METHOD = 'thing.event.property.post'; //ARAEALink JSON#ETTopic, i&
& L ERMRIERI .

var ALINK PROP SET METHOD = 'thing.service.property.set';

var ALINK VERSION = "1.1";
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function rawDataToProtocol (bytes) {

var

for

}
var

var

uint8Array = new Uint8Array (bytes.length) ;
(var i = 0; i < bytes.length; i++) {
uint8Array[i] = bytes[i] & Oxff;

dataView = new DataView (uint8Array.buffer, 0);

jsonMap = {};

// var fHead = uint8Array([0]; // $B0PBYTEA LMY, // if (fHead == COMMAND REPORT)

{

jsonMap|['method'] = ALINK PROP REPORT METHOD; //ALink JSONI&T - B4 LiR.
jsonMap['version'] = ALINK VERSION; //ALink JSONAEZL - tMMERZASSEIEFER.
jsonMap['id'] = '' + 12345; //ALink JSONMER - #HRRIZRIEKRiME,

var params = {};

switch (dataView.getIntl6(0)) {
case 0x0267:

params [ 'Temperature'] = Math.floor (dataView.getIntl6(2) * 0.1 * 10) / 10;//
REMAL)E

params [ 'Humidity'] = Math.floor (100 * dataView.getUint8(6) * 0.01 / 2 * 10)
/ 10;

params [ 'Atmosphere'] = Math.floor (datavView.getIntl6(9) * 0.1 * 10) / 10;

break;

10000;

case 0x0188:

var buffer = new Uint8Array(4);

buffer[0] = 0;
buffer[l] = uint8Array([2];
buffer([2] = uint8Array([3];

buffer[3] = uint8Array[4];

var latitude = new DataView (buffer.buffer, 0);

params['Latitude'] = Math.floor (latitude.getInt32(0) * 0.0001 * 10000) / 10
buffer[0] = 0;

buffer[1l] = uint8Array[5];

buffer([2] = uint8Arrayl[6];

buffer[3] = uint8Array([7];

var longitude = new DataView (buffer.buffer, 0);

params [ 'Longitude'] = Math.floor (longitude.getInt32(0) * 0.0001 * 10000) /
buffer[0] = 0;

buffer[l] = uint8Array[8];

buffer([2] = uint8Arrayl[9];

buffer([3] = uint8Array[10];
var altitude = new DataView (buffer.buffer, 0);
params['Altitude'] = Math.floor (altitude.getInt32(0) * 0.01 * 100) / 100;
break;
case 0x0371:

params ['Acceleration X'] = dataView.getIntl6 (2);
params ['Acceleration Y'] = dataView.getIntl6 (4);
params [ 'Acceleration Z'] = dataView.getIntlé6 (6);
break;
case 0x0702:
params [ 'Battery voltage'] = dataView.getIntl6(2)/10;
params['Speed'] = Math.floor (dataView.getIntl6(6) * 0.01 * 100) / 100;
break;

case 0x0902:
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params|'Gas_resistance'] = dataView.getIntlo6 (2);
break;
}
jsonMap|['params'] = params; //ALink JSON I - params tEFER )

return jsonMap;

}
function protocolToRawData (bytes) {

var method = json['method'];
var id = json['id'];

var version = json['version'];
var payloadArray = [];

return payloadArray;

3. MLAA,
i EEERIERNIRE EREUE.
ii. FEBBMATHBANESD, MA—MEREIE:  01880537A5109D5800846C
iii. BEMIT
BTEREREBITERED,

=LA T TER

TEIEER | EEEaEdE

i
"method": “"thing.event.property.post”,

"id": "12345",

"params": A
"Latitude": N
"Longitude”: N
"Altitude":

}J

"wersion": "1.1"

¥

» T B T

4. WINHARERBITEESE, RERR, BHARIIMEMFEE RS,
@ 38 VEMTATEERESRRBNMNA, REEIRRNMAL SRR IR,

lxeaJ:ﬁE’le'&%UE ZHARNEN G, BUEZRENREFBEIEEHE > BTRERE
T, EERELROBMLIE,

5.5.4. {EfloT StudioF LK BB XR

IoT StudioE4, BIMMIBEMA LTS, WO LUERIT StudiobfWeb AR ERTEZVEAR, BFE
n‘:iﬁ%ﬂ&ﬂ’\]w&o

BRELR
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1. BRYBEMLAFLESSENSHERTREER, CREERTEME— ML ERE, BfiE
€, BERLERE,
BIEMIN, BMENZINE,

2. ERBAEMEME, &FFFm, BRETXBEYBEMIET R, BERNSKRUEN~™REZIE X
B, BNRME, BERAErRELETRE,

3. A BAMEME, BFRE, BREETXRKYKNTEARE, BELERHENRRRESZIMEX
BX, BAERMAE, B2 pns=5E0E,

4. FRBEMSME, EEFEER, BHEWebM A > &, HE—TWebA, BMEREE, BER02
Webi A,

5. EWeb N AfRiESE T, BEINSKREUBERER,
L ERAEXNHER, RERAGENERFECSARTEAETER. EENSHLES, EFO4A
#, FTHAHTIER,

i. NEHFIRD, ER—PEVAGEIESR L, AREAGFN, BINRE, BSAEY,

i. ANEHIIERD, ER—INFEAHESETERANH L, BREXFHHNHERASKENIREN
mERMY, BRI, B30,

RETHE, ZXFAMBERSKRENRE LREEE.

v. NEAHFIERSD, - IXFAREETERAK L, XFRBTRENELE (°C) , FAREER
HABIIRRE,

v. EPREEFN=1E%4, REEFARE, EEMEA, BX=1"HAEERANRAE.

28

=t
=

Ctrl X
Cirl C
Delete

i |
a

F

fi

=

> MAYRRA: 20220526 389


https://studio.iot.aliyun.com/
https://help.aliyun.com/document_detail/110481.html#concept-opg-hpk-bhb/section-xsl-h5j-dhb
https://help.aliyun.com/document_detail/147796.html#task-2368887/section-2c5-feq-uqj
https://help.aliyun.com/document_detail/147797.html#task-2368887/section-2c5-feq-uqj
https://help.aliyun.com/document_detail/124738.html#concept-1062496
https://help.aliyun.com/document_detail/154676.html#concept-2383698
https://help.aliyun.com/document_detail/154672.html#concept-2383692

RESLE- 175 VA MW E S

vi. RBERTNEMHE, SFS14AH.
SHIAMAN, SEHNETRREENLIEREERNEET.

23 23 23 23
28 23 23 23
23 23 23 23

vi. WEFINAHARTRINVGE, EEREA.
SHNAMHARERENAER, FARRE, FTHENEEAAERERSER.

viil. DR FERIRERN ZFRNEMEYE, HREXNNEERIRM BN,
WAEFRE, AuERE LEMEMEAY, MERERE, FSREMAERLN,
EHERMRSEZEAT.

o em Hith
@ 0) @ @
375 31 999.8 79
0 0 0 112
120.0803 30.1321 415 7247

x. FEA#RERME, BETRELATNORE, PSR NARE,

6. EWebNARmERP, FEZARE, EEBMHEMLRTE,
B EIR E R R & E N6,

L EEMSHE, $ESRE, BREFE/S+, HIE=AREA.

i. FEMSHE, ERQAH, ER— " IHMAEHTER L, HEREINMEAFNEERA
SRENREORERY, BAERME, BERNswms (8)
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iii. BOE ML ENERER.
FEMELEA/N, 215, REZREERNEERSR, RERVBRNELES.

@ 38 WREPNEERBINELE, ERHEE T RNEERE. NAKHE, o
PURERE, EEXMNEERINEELRE.

v. RERRE, 2ERELSNORY, REMVRLARE.
7. RERELSN qRAE, RERA,

EaLE

MAEHE, EENSHEPEEQNARE, TUFENATokenWiE, NUASEEECHEES.

EZWebNATTMATFKRIEES, BERweb o ML 714,
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6. MIEREANMES LR
6.1. iR

MEZMEMESERERNZ L, RETYEREEN., MEEREBMESHPNIAYFL, AERRK
MEZEANMIERE, ERYERENYERES, FBATENRENREGFER, BB
RENT R

%%EI@\

EMEMNENDENER, BRPEEARG B, RE—ARFLRESE, YYEMESNTRILREE, &K
RAEEXMY ER, RAEMBERESREERRMBERLN. MOTTER. HRRESRONEE,

GIGICIC

v ¥ ¥ Y

- - - -

HAEHER

BEEMBENOAMAR, BPAMUNKEREER, WABXEIERRETENBRLTE, MENIAF T
ABEE—NAE, RTEMG &, LEENE. RERUE. REALESFEANEKM, i, NAEE
BIERES, EXEEWS,

FUMER, MENEEEEERENZ LIRHE TYREEEN.

WEREEL
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MEXNLR B —ERE T REXEHEWREWS, SMBFWSL, BUMENFESEEEENMYRE
BEhzE, #—SRHUTIREGEESE, HEM. TTiK. BEFESSNERS, BEHRFBY
(Things) HFHEFERENIFZMHE.
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il et b | m E
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-

| TRELS ﬂ TSRS &AL,
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THEH IR
APIRIEIZIR EIHRE S

5.EX T47Topic (URI)
6.EX T{7Payload  TopicTEik ki LKA &

PEEBAERER
WEETNRRERREER, ILRGTREETPARENIREAPRTR, LBAFREET R4
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v | EEWEE

ERSHIE
" =R

Wi-Fi

* #EEEE
ICA FRENEERET. (Alink JSON)

v IANIERT,

BEEZEE

v PeRniEit

2H R

AFmeE. FRIARERSAEFE—E, fim, TMESIFRES, XD
@B X, BEXFE, HF. THE (L)  EES (1) | @QFSHEXEES, KERH
A~30NFR, —NHRSUXFIUHA2DER

B BY TR, ARfPEERERETHNEYRZ/H=HERS /T EH.
TRER P TRENEE, WL EREERE.
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2H R

BE L TTHEERN,

o ICATREHIEET (Alink JSON) : RYMBMEAAFLERENIRES ZiHEIE
RN, RA)SONE .

o BE/BEXN: MREFEEAAENNBEOHERN, JUEEABE/BE
R X

BRERGQRRUBEMTHIA, B LTHE BB BRI A Alnk JSON
B, B TITHALNK JSONEREURBRM A IREFEEEXEN, REFESTRE
iTIEfE,

ARG PIEFICATRESIEE X (Alink JSON)

EXMER

MREIERMIEZ B PHIEMNFE, HESREZZIERNLERE, MREBIEE. 4. RF=ZE
ZHERTREMAEENESN, XM TRESZHRE. RESEFHRSHROEEFMNBIREL.
MREGEXNYEREBERNEN, MEZMEKENEEMEE, BZWERIENICATUARERTHE .

EMENEaD, EXMEENENTRNE. TRNEEXE, RAKENERZTRIPIEER, KRG
b, AEUEFRFEFNEYHE/AZHERS /R EERRER L, KEBMYRE, FHIRERE

BERmEE,

CEEMSHE, ERREEE>TMm.
CEFGRERIIEP, BEREHESRNNEEETNES.
CHEFREBR, RENREXNTE, BRETREER.
CIEFRRMEEXEE, FRASHRBES L 2 FNmiEL,

o BHEXEM: AxRflt, RUTEHRERBESH.

—

A W N
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TREEE N8R X

* TIRESTR
i HEEEESNEE

* BREEE

acOutMeterlty

int32 b

0 - 200

0/100

o BEXMRS: Axflt, HUTERERSZSH.
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s IhEEEE
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* THEESTR
HE7E
* FREET
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* ERAT
@ S5 O BEF

HIAEBEL
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+IEN0EET

0/100

BRUTEMAR, RERSHNBASH.
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B X
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* WRERF

charm

e

int32 hd

= lNETHE

1 - 100

BB

LRSS v

RINTERAR, RERSOEESH.
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* BEEER

realcharm

* IRERF

realcharm

]

int32

100

E=-1iv]

SRR

o BEXEH: ARflt, BUTEHRESHSH.

X
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A INEE N ThEE X

* ThEesss

Ett | &S | S

* ThEEETR
ErmEEEsl
* FREET
startChaResEvt
- SR
® == sz (e

b Tima
+IENIEEL

fEE

R AES

0/100

RINTEAR, RESHNEBHSH.
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© 2EEER
FEREES

* IR

gunMum

]

int32

0 ~ 100
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Rt

5. RfTRE,
WS | GEEE [ PR/ PRER / Y

« YRIEETR

FERRESTR FTRIE

PROELIEE PRINERESEE RESA ATER TSL JE e

O cEEmanEsh, Srants, MERTaEtsd

aeem REEAR (25) U R
f) iR getinventory
f) e addinventory
F B listinventory

e i deliverCommadity
EiE R acOutMeterlty

Er

Be T startChaResSenvice
£ B stanChaRestvt

jEIE

ProductKey

spmen

int32 (B

=5

EiEEY

ERA:

ERA:

BRI

BRI

BUETEHE:

ERA:
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KOMBRERNE, TaNEEXRERTHMER TSL, EEMERTEAE,

R

SRR

B HER

SR

0~ 200

SHER
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i

=5

=
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ERIEE X

ISR AEC AR RR, SEAENEE. RS0, RN TaETE L
AT EEARYIHER, #RE% TSL (B Thing Specification Language) , S2F JSON &=, @]
LSS TSL 9 DIRASATEEE, SALISH=sne®, BT R, SorlRSuE
EEE, EAnREm SDK TAET A

“schema®: “https://iotx-tsl.oss-ap-southeast-1.aliyuncs. com/schema. jsor

"profile”:
"productkey”: "

3

SthERnTt

IR &
IR mE, FEARSCESN, BOIUEIREMRE, HoltECIRRE.
RIRENIFMRIE, BSRMTXHE:
o IitlEEE: REMENI2TE, TENEIRRE, BEENRMRERRS.
o tEtlERE: RENERSH, UTMECIRRE, BEAEFNRER.
ARflh, AREHES @ TRIRTMNMRE, RRRELEBER.

1. ERERFROT@IFERER, REEER.

YRRESs / BEElE / TR/ FREE

« FTHIR

ProductKey =l

EE 0 | RiHESE

2. EIRER, BEHARMIRE.
3. ERIMRENEED, AARERS, BH#HIA,
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AR E X

© =558 deviceName AILLASE, i=sht, MEZSMETEE—
HRBFHESR deviceName,

DeviceName

device-1

EFS]R

RECERING, BUUEFBRFIER. RFIEBHIREHProductkey, DeviceName#lDeviceSecret
ARk, RIREEMBENFEHTEENEESHIANE BNEBZERE,

Elt, BFERMEHEE,

6.3. IRFH K
6.3.1. {EHSDKH &

YIBE S SRR RIS RIHESDK, T RERASDKFRIESE.
LEAFAD, BFREAAXMEANIES. 4, EASENREIRSDK, ESER, BSN FaiREHDK,
A Rf{ER)ava SDKFEI18E .
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XN E S

HEETIHE
o HEEFARWE, BMRIE, BB TERE,
o FklavalBE=WER, BRI, BERWELT A,

B

RERBIM TR, BRERIE SR8 vour ProductKey. your DeviceName. your DeviceSecretZ#RiRH

CHNERIEBER, BRBFIZE (device-1) MIERIER, HRABIUEEET.

@ 308

AT ERTIAL T F KEAINKMY P RATopicHREMEREFFH, FERMHTRITHAES, BIYEKN

T AEBIRZHITTopiciTiE, TopiclBXHEE, BSMHAETopic,

public class Demo {

public static void main(String[] args) throws Exception ({

String pk = "
your ProductKey

"w.
’

String dn = "

your DeviceName

"w.
’

String ds = "

your DeviceSecret

",
’

/‘k‘k
* EE ¢ INIE
w

LinkKitInitParams params = new LinkKitInitParams () ;

// &8 Matt WIBHEE
IoTMgttClientConfig config = new IoTMgttClientConfig();

config.productKey = pk;
config.deviceName = dn;
config.deviceSecret = ds;

config.receiveOfflineMsg = false;

params.mgttClientConfig = config;

// RBEMRMIEEIEBESR, APEA
DeviceInfo deviceInfo = new DeviceInfo();
deviceInfo.productKey = pk;
dn;

deviceInfo.deviceSecret = ds;

deviceInfo.deviceName =

params.deviceInfo = devicelInfo;

LinkKit.getInstance () .init (params, new ILinkKitConnectListener ()

public void onError (AError aError) {

System.out.println (" FAILURE

406
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ALog.e (TAG, "Init Error error=" + aError);

System.out.println (" FAILURE "

public void onInitDone (InitResult initResult) {

System.out.println (" SUCCESS oW
ALog.i (TAG, "onInitDone result=" + initResult);
System.out.println (" SUCCESS ",

});

/ /Mt sleep 55, BF EEinitBRELRIZ
Thread.sleep (5000) ;

/ * Kk
* WIERIAR
Y

/**
* HIREM
*/
Map<String, ValueWrapper> properties = new HashMap<>();

// keyAYIERI R EEIRIAR "acoutMeterIty”, valueBEBERBEENE: intER, BETBETE~2

00Zil;
properties.put ("acOutMeterIty", new ValueWrapper (10));

LinkKit.getInstance () .getDeviceThing () .thingPropertyPost (properties, new IPublishRe

sourcelListener () {

@Override

public void onSuccess (String s, Object o) {
System.out.println ("=====thingPropertyPost success=======");
System.out.println(s);
System.out.println (JSON.toJSONString (o)) ;

@Override
public void onError (String s, AError aError) ({

System.out.println ("=====thingPropertyPost failure=======");

});

// EREMZE, cESREMEER, LB ETRmEONEEreply

LinkKit.getInstance() .registerOnNotifylListener (new IConnectNotifyListener () {

@Override
public void onNotify (String s, String sl, AMessage aMessage) {
System.out.println ("===PROPERTY REPLY===");

System.out.println ("TOPIC: " + sl);
System.out.println ("Payload: " + JSON.toJSONString (aMessage)) ;
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woverriae
public boolean shouldHandle (String s, String sl) {

return false;

@Override
public void onConnectStateChange (String s, ConnectState connectState) {

}
});

/ * %
* FiIREMG
wY
HashMap<String, ValueWrapper> eventMap = new HashMap<>();

// keyAYIERREGSEIIRART "gunNun", value AEHSHREZTESF/MENE: intHE, BETE
Elo~1002Zi8];

eventMap.put ("gunNum", new ValueWrapper.IntValueWrapper (50)) ;
OutputParams eventOutput = new OutputParams (eventMap) ;

// B¥identity"startChaResEvt" B FIMEREHIFIRFT.
LinkKit.getInstance () .getDeviceThing () .thingEventPost ("startChaResEvt", eventOutput
new IPublishResourcelListener() {
public void onSuccess (String resId, Object o) {
System.out.println ("=====thingEventPost success=======");

’

System.out.println (resId) ;
System.out.println (JSON.toJSONString (o)) ;

public void onError (String resId, AError aError) {

System.out.println ("=====thingEventPost failure=======");
}
}) i
/ * %
* WEIRHHRITFITIRS
wy

// RENRE SRR RS

LinkKit.getInstance () .getDeviceThing () .getServices|() ;

// R EISURIBSEIR S S & © B A AR S 19 M5 58

List<Service> srvicelList = LinkKit.getInstance () .getDeviceThing () .getServices();

for (int i = 0; srvicelist != null && 1 < srvicelist.size(); i++) {

Service service = srvicelist.get(i);

LinkKit.getInstance () .getDeviceThing () .setServiceHandler (service.getIdentifier (

), new ITResRequestHandler () {

public void onProcess (String identify, Object result, ITResResponseCallback

itResResponseCallback) {

System.out.println ("onProcess () called with: s = [" + identify + "], o

= " 4+ vreanlt + "I itReaReannnaaCallhacrk = " 4+ itReaReannneaCallhack + "1M) -
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L PR—— . 17w civeavew I PN ORI L 0w vaveoaveo [t e . o

System.out.println ("WEIRIHRLIRSEA " + identify);
try {
/**
* IREBM (property) BEL
*/
// "set"RIRBRBMERIARIARIRRT
if ("set".equals (identify)) {
// Top0 APREREAELRENEML
/**
* AnHEESIREFNESE
“Y
Map<String, ValueWrapper> desiredProperty = (Map<String, ValueW

rapper>) ((InputParams) result).getData();

LinkKit.getInstance () .getDeviceThing () .thingPropertyPost (desire

dProperty, new IPublishResourcelistener () {

@QOverride
public void onSuccess (String s, Object o) {
if (result instanceof InputParams) {
Map<String, ValueWrapper> data = (Map<String, Value
Wrapper>) ((InputParams) result) .getData();
// data.get ()
Alog.d(TAG, "WEIRLTITEE " + data);
// MR SEWERRI
itResResponseCallback.onComplete (identify, null, nu
11);
} else {
itResResponseCallback.onComplete (identify, null, nu

11);

@Override

public void onError (String s, AError aError) {
AError error = new AError();
error.setCode (100) ;
error.setMsg ("setPropertyFailed.") ;

itResResponseCallback.onComplete (identify, new ErrorInf

o(error), null);

/**
* BRSE (service) BRI
=)
// "startChaResService"AIRSZHIIRIART
} else if ("startChaResService".equals (identify)) {

Map<String, ValueWrapper> inputParams = (Map<String, ValueWrapp

er>) ((InputParams) result).getDataf();
// TODO IR¥EERSZ AN B inputParamsHITIREIZLE, LLANBEIFEE
// FEBERE, MEimRERHSH

OutputParams outputParams = new OutputParams () ;
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// iqey?\J"charm"'g?:%ﬁ’ﬂq“"startChaR_esService"ﬂﬁ%ﬂjgﬁiﬂﬁ, valu
cHESEBR/EGEMTE: intZBR, IBEEE1L~1002Z(8];

outputParams.put ("charm", new ValueWrapper.IntValueWrapper (20))

itResResponseCallback.onComplete (identify, null, outputParams) ;

} else {
// WRIERRINRSHAERLE, REAGHRSEXR
OutputParams outputParams = new OutputParams();
// TBRERS, BRIBRSMERERSHIHES,
itResResponseCallback.onComplete (identify, null, outputParams);
}

} catch (Exception e) {

e.printStackTrace () ;

—

Alog.d(TAG, "ZmimEREIFIEERXZE")

}
public void onSuccess (Object o, OutputParams outputParams) {
ALog.d(TAG, "onSuccess () called with: o = [" + o + "], outputParams = [
" + outputParams + "]");
Alog.d(TAG, "EMARSHIN") ;
}
public void onFail (Object o, ErrorInfo errorInfo) ({
ALlog.d(TAG, "onFail() called with: o = [" + o + "], errorInfo = [" + er
rorInfo + "1");

Alog.d (TAG, "FMARSZSEM") ;

RBIEITRINGE:
o LIREMMYI, miHREIMN TREPLYER, RRNRESWEMNFELKINHTRRS,

-==PROPERTY REPLY===
TOPIC: /sys/alnhbEVCP37/7mBP6Dd6IT27RtqY317e/thing/event/startChaResEvt/post_reply
Payload: {"data":"ey]jb2R1IjoyMDAsIMRhdGEiONt9LCIPZCI6I jUONTCWNZKyMCISIm11c3NhZ2U101]2dWNjZXNZI iwibWV@aGokjoidGhpbmcuzXZ1bnQuc3RhenRDaGFSZXNFANQucG9zdCISInZ1cnNp

o REWBREREES, ENERE LENEURRE, BIERFRIERS LREISH,
RES R

RERR

6.3.2. EFAlinkIMYXF &

YIEE & 235 BITHRAlINKMYEIE, B IRESYBEMTENERS.
AlinkiMY 2 5 3T Y0 BE W FF & I8 R T B — R SRR BRAE, EB1E S LAY,
Ho, YIEBREXMUESREEEE. =4, BS,

&I
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o RI|ENIIFBER, EESENMQTTE s, AnFEREclipse PahofE AMQTTEF i,
<dependency>

<groupld>org.eclipse.paho</groupId>

<artifactId>org.eclipse.paho.client.mgttv3</artifactId>

<version>1.1.1</version>//RILUEIREEEMN RS

</dependency>
o FRlavailBEEE, BMEEREIER A,
RO

TERBN TR, BRBIKBEPE your ProductKey, your DeviceName. your DeviceSecretZ# A iRE
CHRFIHER, RXBMHIRE (device-1) HHRSIEE, EARBUEEET,

@ 308

o ATEBYBAINITIASAINKIMNY S RATopicH REVHREFF S, FAEMTRITIHAEND, B
YEEM S FHIREHTTopiciTiA, TopictEXiRBBES L4 ZTopic,

o FIAEHITIN TITTopicAI SEMEMES KT, MEREXHN TTTopicEEGAERM LR
Reply. BHETTIREMNRS TTE4,
o FIREM
BEIREEEN, EEITHNTopicHAlNKIFNYFRET opic:

/sys/${productKey}/${deviceName}/thing/service/property/set , BINARE ARREILR,
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String productKey = "
your ProductKey

.
’

String deviceName
your DeviceName

.
’

String deviceSecret = "
your DeviceSecret

".
’

// MOTTIEHE
MgttTestClient client;

client = new MgttTestClient (productKey, deviceName, deviceSecret);
client.connect () ;

String setTopic = "/thing/event/property/post";
String setTopicReply = "/thing/event/property/post reply";

// LIREY, mHRREREPLY, #ITITiE. (AT HHIRNITHRAFHE, AIAFFERITIR)
// HeSbclient#TTHE, EIRIEE S SHHITEHEAR, WAIUEEMFEAMOTT Client subscribe
client.sysTopic (setTopicReply) .subscribe () ;

// EEALinkIMURFBE

Map<String, Object> payload = new HashMap<String, Object>();
Map<String, Object> params = new HashMap<String, Object>();
payload.put ("id", 11);//idBERIEI&&Eim—ERE BRI ME—
payload.put ("params", params);

payload.put ("method", "thing.event.property.post");

// HEREMpayload

String propKey = "acOutMeterIty";

int statusValue = 30;

Map<String, Object> proValue = new HashMap<>();
proValue.put ("value", statusValue);

proValue.put ("time", System.currentTimeMillis());

params.put (propKey, proValue);

// EIR (clientB{TTHE, BIREQSHNSHITIERNT, WAIMERERAMOTT Client publishiHE)
client.sysTopic (setTopic) .publish (JSON.toJSONString (payload)) ;

// FTENEEHREIMReply (clientBTT %, BIRIEE S SHITEHEERR], WAIMIEEMERAMOTT Client
BIRITEES)
client.sysTopic (setTopicReply) .readTopic (10000) ;

client.disconnect () ;

BITRBMRINGE, BEITEIREIERA G T E AR,

/thing/event/property/post, payload:{"method":"thing.event.property.post","id":11,"params":{"acOutMeterIty":{"time":1596424345705,"value":30}}}

/thing/event/property/post_reply, payload:{"code":200,"data":{},"id":"11","message":"success","method":"thing.event.property.post","version":"1.0"}

o LREMH

412 > MHRRA: 20220526
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String productKey = "
your ProductKey

"w.
’

String deviceName =
your DeviceName

.
’

String deviceSecret = "
your DeviceSecret

",
’

// MOTTEEHE
MgttTestClient client;

client = new MgttTestClient (productKey, deviceName, deviceSecret);

client.connect () ;

// topicH}I"startChaResEvt" B F4IER EHIRIRR,
String setTopic = "/thing/event/startChaResEvt/post";
String setTopicReply = "/thing/event/startChaResEvt/post reply";

// REH, TIHSREIREPLY, #ITITH. (AT HEBMITEAFFHE, ATUFESRITI)
client.sysTopic (setTopicReply) .subscribe () ;

// HEALinkIMURSASEK

Map<String, Object> payload = new HashMap<String, Object>();
Map<String, Object> params = new HashMap<String, Object>();
payload.put ("id", 11);//idBERIEIR&im—ERET e R HE—
payload.put ("params", params) ;

payload.put ("method", "thing.event.startChaResEvt.post");

// tHEEREMpayload

Map<String, Object> dataValue = new HashMap<>();

// keyﬁ%*ﬁiqﬁ?ﬁ:ﬁﬁmﬁl fk"gunNum", value D EHSHETEEBRIES
0Zigl;

dataValue.put ("gunNum", 59);

: intZRE, BYESEE0~10

=
cat

params.put ("value", dataValue);

params.put ("time", System.currentTimeMillis());

// EIR (clientB{TTHE, BIREQSHNLSHITEERNT, WAIUEZERAVMOTT Client publishiHE)
client.sysTopic (setTopic) .publish (JSON.toJSONString (payload)) ;

// FTENGEHREIMReply (client#TT i, GIRIER DA SHITIIEAF, WAILIEREEMBMOTT Client
EIRITENER)
client.sysTopic (setTopicReply) .readTopic (10000) ;

client.disconnect () ;

o BRARS
s A—ERRHE, JUAEMQTTEER, Bidcallbackiilfr=in TRAIZEFIESHIER.
BARSE, ASRSARNRRTFYER Psenviceflt ERIEAERR
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o REEBHARITIHHITopicHAlNKIMYARAET opic:

/sys/S${productKey}/S${deviceName}/thing/service/${tsl.service.identifier}

o REBAFEAXITIFINITopicEEZERRPC TopiciEt,

6.

mgttClient = new MgttClient (url, clientId, persistence);
final MgttConnectOptions connOpts = new MgttConnectOptions();
connOpts.setMgttVersion (4) ;
connOpts.setAutomaticReconnect (true) ;
connOpts.setCleanSession (false) ;

connOpts.setUserName (mgttUsername) ;

connOpts.setPassword (mgttPassword. toCharArray());
connOpts.setKeepAliveInterval (65) ;

LogUtil.log (clientId + "#{Ti%#E, BEML: " + url);

// WATHEZR T RRGER
mgttClient.setCallback (new MgttCallback() {
@Override
public void connectionLost (Throwable cause) {
LogUtil.log ("connection lost, cause:" + cause);

cause.printStackTrace () ;

QOverride
public void messageArrived (String topic, MgttMessage message) throws Exception {
TopicChannel topicChannel = getTopic (topic);
LogUtil.log ("receive message, channel:" + topicChannel
+ ",topic:" + topic
+ ", payload:" + new String(message.getPayload(), "UTF-8") + "");

topicChannel.put (message) ;

@QOverride
public void deliveryComplete (IMgttDeliveryToken token) {
/ /3R Rqos 0B token.resp&ZBMOERN
LogUtil.log("sent, " + ((token == null || token.getResponse() == null) ? "null"
token.getResponse () .getKey ()));

});

mgttClient.connect (connOpts) ;

4. 1Z&FEAR

REWH ARG, BoUERMEKNFEENELREXNE, NEFHETRESHRER, #HITHNENK,
MEXNFESRERFPAT . sLpat, weEsls, BREENIFERERRRAGT .
AXERELRENELFL, NENBEXEREESR.

414
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MRS RESLE- VELEANNES SR

fEL A
BORIITER & T AERIEUERO T

i

BEBF
SEFARS
ELLRR

'_r

RE 1 4> o
'_r
7.1

ESEiRE BliaE
(HEbl52)

LR

1. BRYBEMTEETE, #ANNES, EENSHE, SRERE4 >HELBE,
2. AELEARIE, BEARHKNEREIRE (device-1)

3. AR AE THAE, ERFIAER,

4. IRIBTEMFR, #ITRSBEA, TREE.

WEBRAT & WA |

fEiE &8

WA E: R v v
N LA EE @ i (HRieE) paess @ C
= ey AE
EETIRE: B FETEstartChaResSenice) d
000","name":" .. " "praductKey":"
1=l . P37 "rbacTenantld":" Por
thoismc- egion":"cn-shanghai","status":0,"statusLast":0,"thingType":"DEVI
CE"},scriptData=null,useTime=59,rrpc="false traceld=0be3e0b21
59619604449359
s L REE 2020-07-3119:47:24.682, 208782738178439AA22821 1
s B7, upstream - bizTyue=OTHER,MESSAGE,params=(“a|iyunPk" |
2020/0713119:47:24 code":200,"data"{"charm':20),"id"* 75766
6490" "iotld": ""method":"thing.
servlce startChaResService"," DrovaDulerMelhDd “"thing.service.
invoke.reply",“topic":"[sys/ [ ] ! -

e/thing/service/startChaResService_reply","uniMsgld":"12891657
65345538561"} result=code:6304, message !sl parse: params no
t exist -> charm,topic=/sys/ =
7efthing/service/startChaResService_| reply respcnse-[ code":63
04 "id":"767666490" "message":"tsl parse: params not exist -> ¢
harm .device={" a\lvunCDmmwd\lyCude “iothub_senior","devicek
ey": " "deviceSecret":"***" “firmwareVer
sion":"1.0"," gmlcreate 159615359900(] gthndmed 11596189
SGQDO X d" 783003173,"instanceld":"i —oxssharezZOO “iot|
- "name” -
qY317e "productKey":"alnhbEVCP37", acTEnamId":“ "
8178439AA22821F13D1C04B7" "region":"cn-shanghai","status":
0 “statusl ast*:0 "thinaTvne™ “NFVICF} serintNata=0 useTime=9

R TREEE, THEREHEFAXATEETH, DLHAKESREXEIRER
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RESL

B-MEEEAMES LK MW E S

5.

6.

onProcess 1+ 3 ¥ Y, Match Case Words Regex 2 matches
£020-0/-31 0/:52:11.50Z - NULLLPErS1STENTEVENTUISPATCNer.Javal - GONOTITY(ZL3):COM.allyun.allnK. LINKSAK. Cnanne L. core. persistent. event. Fers1sTentEVentu1spatcner:call onLommana
2020-07-31 07:52:11.862 - null[PersistentEventDispatcher.javal - doNotify(206):com.aliyun.alink. Linksdk.channel.core.persistent.event.PersistentEventDispatcher:enter doNotify
2020-07-31 07:52:11.862 - nulllPersistentEventDispatcher.javal - doNotify(213):com.aliyun.alink. linksdk.channel.core.persistent.event.PersistentEventDispatcher:call onCommand
2020-07-31 07:52:11.864 — null[MgttDefaulCallback. ]ava] - handleRrpcRequest(112) :MgttDefaulCallback:handleRrpcRequest()
)—€atted-with—s—=IstarthaResServicel, o = [com.aliyun.alink. linksdk.tmp.api.InputParams@72ecf534], itResResponseCallback = [com.aliyun.alink.linksdk.tmp.resource.TResRes
5 RSEA startChaReSServlce

e
2020 B7—31 07:52:11.879 - null[MgttDefaulCallback.javal — onRrpcResponse(167) :MgttDefaulCallback:onRrpcResponse(), repLy Topic = nutt
- null[MgttSendExecutor.javal - asyncSend(129):MqttSendExecutor:publish: [topic: [ /sys/ thing/service/startChaResService_reply
- null[MgttSendExecutor. javal - asyncSend(130) :MgttSendExecutor:publish: payload: [ {"code 758050718 {"charm":20}} 1
null[MgttDefaulCallback.javal - deliveryComplete(107):MgttDefaulCallback:deliveryComplete! null
null[MgttDefaulCallback.javal - onSuccess(181):MgttDefaulCallback:onRrpcKesponset), puplLish succ
null[MgttDefaulCallback.javal - messageArrived(74):MqttDefaulCallback:messageArrived,topic = [/sys/ /thing/service/property/s
2020-07-31 07 . null[PersistentEventDispatcher.javal — broadcastMessage(150): com.aliyun.alink. linksdk.channel.core.persistent.event.PersistentEventDispatcher:broadcastMessa

RIETEFAR, #TEEEL.
mERTL | Gt

ELF

HkRRE TEEHE v v
ER B sxew @ C
B s v s
000" name":", " “productKey":"
=RERDEE(acOutMeterlty) P37","rbacTenantld":", Pr
egion":"cn-shanghai","status":0,"statusLast":0,"thing Type":"DEVI
10 CE"},scriptData=null,useTime=59,rrpc=false,traceld=0be3e0b21
59619604449359
P g L IREUE 2020-07-3119:47:24.682,
; R7 uinstream - hizType=OTHER_MESSAGE,params={"aliyunPk":"1
— 2020/07/3119:47:24 “rcode":200,"data":{"charm":20) "id":" 75766
S 6490" "iotld":" 00000"*method":"thing.
service.startChaResService" "proxyRouterMethod":"thing.service.

invoke.reply" "topic":"[sys/:
e/thing/service/startChaResService_reply","uniMsgld":"12891657
65345538561"}, result=code:6304, message:tsl parse: params no
t exist -> charm,topic=/sys|, I
7e[thing/service/startChaResService_reply,response={("code":63
04,"id";"757666490","message":"ts| parse: params not exist -> ¢
harm"}.device={"alivunCommaodityCode":"iothub_senior","deviceK
ey":" ""deviceSecret":"***","firmwareVer
sion":"1.0","gmtCreate": 1596188599000, "gmtModified":1596189
569000."id":783003173 "instanceld":"iotx-oxssharez200" "iot|
" 00000""name":",

qY317e" "productKey":" “rbacTenantld":"
8178439AA22821F13D1C04B7","region":"cn-shanghai',"status":

IR ERBIT,

28 i

IREX MigE ERREIE B HAE.

a= NZHETRIRE (set) BHENESHIRE., REWIESE, RERME, 8

EMEMELRA T,

NEmTRIREMEEBRENESHARE. MRTRIESHRERESL, REK
REHEE HigS, EMzBEME, HEHBRELRTR, NRTRESHRERESL, F
REEF LANENREHEBUEER, AREHBMHEH LR,

Sin TRHER, TEREHEFHEXEERSITH, DUIHMESEERXERER, WTEMR, R
BWEsetiELE, RETRSNMNES, REN@AZELRT &HEME.

.aliyun.alink. linksdk. tmp.device.

/thing/event/proper

EEMSEME, BHigE, BEEBEIREE (device-1) FHEE.

416
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7. EREFFFIVERYE >FHERRET, EERELBRNEN. SHNRSBHLUE, HKRE
REEWREzRES, AREREREBNESR.

o RELWBIIHAIBEMEENT,

« device-1 ==

[} FEMRE =5 DeviceSecret W =2
ProductKey ¢
BEES Topic FIF= VSRR BEHT MHEE BERsS EEFR TR =£=
=HEE R=REA
EHEAERER Q EEANEEERERRT Q
=53 dn | FREHEEREENEE EEME
2020/08/12 22:57:16.534
o REBMHUT,
EEER Topic 7l kUi st o] BENT wiHEE BEES e pap | ==
BITIRE BHEE BRS5BA
l ERiAE v EEERE A startChaR.. V SEHER v 1/\83 v
B8] PR BHER PR BB
2020/08/12
s startChaResEvt BREBEERSBMH info {"gunNum":50}
19:51:53.289
2020/08/12
05/ startChaResEvt BRXBEREMY info {"gunNum":50}
19:41:37.797
adagi0ie startChaResEvt B BERE MG info {"gunNum":50}
19:40:00 748

o REMSFAAT,

BEER TopicFIF= PHEREGE BEFT HEE BERS TEEL TE ==
ETRE e =
e v e v
atiel A e e SHBN
l 2020/08/12 22:57:16.194 set set {acOutMeterity10} messag

A&

REAETERD, THSHA—LERE. AIIEREK. INELK. KE LROMBEAFSWERENE
F, BOYLLEE AL RSEENHENE,

Blan, ERRENZREPEENBHSH qunun BEUESEEN0~100, HELRE HRMERTIZE
By, BERS=RRZERFR.
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RELE-MEREANMES LR

XN E S

HashMap<String, ValueWrapper> eventMap =

eventMap. put(

OutputParams eventOutput =

ValueWrapper. IntValueWrapper(

OutputParams (eventMap)

LinkKit.getInstance().getDeviceThing().thingEventPost(

onSuccess(String resId, Object o) {

System.
System.
System.

.printin(
.println(resId)
.print1n(JSON. toJSONString (o))

onError(String resId, AError aError) {

System.

EMENEANNES TEMSHE, EREREE > AERS, EFASER.

.printin(

WHMTEE | EEEs ) HERS
:t:ﬂ 2
E 1CA DRSS
| FeEtE v
SIMETEE REFHBET [=Fotai
Qe 154 Traceld
BFRARBXRET Q K v T/NES
BR BE
B8] TracelD MessagelD DeviceName
2020/07/31 1289183839
20:59:14.8 998169089
2020/07/31
20:59:14.8
2020/07/31 1289183726
20:58:47.29 810677760
2020/07/31
20:58:47.29

HashMap<>()

eventOutput

Q &4\ MessagelD

v

WEKE(2ER) W

IARE FIR

IIRE FIR

IARE FIR

WREL FIR

HBR{E

Isys/
7]

Check

Isys/:
7l

Check

IPublishResourcelL

Q

AE K&
{"Reason":"ts| parse:

. o 6306
int value is bigger tha...
"Reason":"ts| parse:

F o s 6306
int value is bigger tha...
{"Reason":"ts| parse:

. o 6306
int value is bigger tha...
"Reason":"tsl parse:

{ s 6306

int value is bigger tha...

BREEITUASESHRENE, BESASRKREE—SEFRERE, GRRELTERY. RELLPX

Eofm., REHERE., REHEEETopdik. MEEERSM.

ABEMEEXIRE, B2RaTEE,

PERTE | EREE | CeEE

BEIRSS

nstanc

i&E FFERE

BESER

BRSSIHFFA

88 HEIPIEREES

= UmAPI

— il

EIRDME S HEIEIR.

gl

BEESEFE

e
O FHE (EHiE) v [afa i) [s)-" 1 E=TE

418
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6.5. RFimHA A&
6.5.1. lRFZwmiEABAPIF A

REERIMENTIEE, REYESFRFEVENEENN FHEESD. A UEIMENESRENT
IHAPBREVIREHE, tLoILUEERSIHITHRHERMNSIZEN X, BEERERRS K.

HEEIE
® TH=IFHSDK,

o TRMERFEREXAP,

EHHEAPIF A
T LA R SetDevicePropertyiE A A, I8ERFIREIGR, Eu LB ETERRINE R,

@ 308

o BERERAIMCEB R E Your AccessKey IDF] Your AccessKey SecrettiS#ES#ANME N[ E
=k S AccessKey IDF1AccessKey Secret ,,

BAREMIENKS LR L, EFAccessKeyEE, #ALLEREER, OB EER
B9AccessKey,

o R cn-shanghaf&i A IEIEXMIR & FrE L IEID, M IDIREEES it g A K,
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String accessKey = "Your AccessKey ID";
String accessSecret = "Your AccessKey Secret";
try {

DefaultProfile.addEndpoint ("cn-shanghai”, "cn-shanghai", "Iot", "iot.cn-shanghai.aliyun
cs.com") ;
} catch (Exception e) {

System.out.println ("DefaultProfile exception");

IClientProfile profile = DefaultProfile.getProfile ("cn-shanghai", accessKey, accessSecret);
DefaultAcsClient defaultAcsClient = new DefaultAcsClient (profile);

SetDevicePropertyRequest setDevicePropertyRequest = new SetDevicePropertyRequest () ;
// BREWAREFIHIRATLLG, TIRBPENELEGIID, AGHRIEFS.
//createProductRequest.setlotInstanceld ("iothub-test-xxx") ;
setDevicePropertyRequest.setProductKey (pk) ;

setDevicePropertyRequest.setDeviceName (dn) ;

Map<String, Integer> properties = new HashMap<>();

// keyAYIERREEIRIAR "acoutMeterIty”, value EEEFEBEEEMTE: intRE, BYETEETE0~2002Z[8,
properties.put ("acOutMeterIty", 98);

setDevicePropertyRequest.setItems (JSON.toJSONString (properties)) ;

SetDevicePropertyResponse response = null;
try {

response = defaultAcsClient.getAcsResponse (setDevicePropertyRequest) ;
} catch (Exception e) {

Log.error("#ﬁngmii e:" + e.getMessage());

System.out.println ("===============") ;

System.out.println ("setDeviceProperty request : " + JSON.toJSONString (setDevicePropertyRequ
est));

System.out.println ("setDeviceProperty response : " + JSON.toJSONString (response.getData()))
System.out.println ("setDeviceProperty requestId : " + response.getRequestId());
System.out.println ("s==============");

0 N 5H 240 T PR

lsetDeviceProperty request : : ’ : P yP P

"headers": {"x-sdk-invoke-type":"normal" Accept apphcatmn/xml "x-sdk-client" Java/z 0.0"}," 1tems H AN acDutMeterIty\ :98}", locatmanduct "iot" method $"POST",
"product”:"Iot","productKey":" ,"protocol":"HTTP" queryParametPr< =l Arrmn 5etDev1ceProperty "ServiceCode":"iot","Format" :"XML" Versmn '2018- 01 20",
"Items":"{\"acOUtMeterIty\":98}","ProductKey":" '\ jceName & \’ L S :"cn-shanghai”, responseclass“:"com.aliyuncs.mt.model.vzalselze

LresponseEE-‘F’E‘

.SetDevicePropertyResponse","url":"

(55 SRR TEhE BT ","version":"2018-01-20"}
setDeviceProperty response : {"messageId":"970890207"} AR 63
setDeviceProperty requestId : 7CAD55AB-3426-4064-B1CB-8BEB11CC985D

X
ER
@1
5

6.5.2. HiE A%

6.5.2.1. REZ 1T IiH
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REHTUEETAES TREXENEE, BRERSHITHE, YERTALKTR THERSNEITH
KB B L ERHRS

D &

B— AR AN EE T SRENRESE TARMTHER, BeBsaTFik,

e & AR 55 U 1T 59

1. EEMNSHE, EEANSIE > RSHITH.

2. ERSWITAR, LHEITH.

3. ERIRITAMEET, RRNTERER, ARLEHE.

BT

@ 08
BEHRIEERAXNE, BENMELLDHRSEME LR, B4 FRMBETTIESLEEN
‘Féc

BWRSmITRER
AZFIER)ava SDKIEWRFZIHITRER, FHSEBIES W) ava SDKEN R,
PATDemod i RIS HIREE, B2 WAMOPE it E A,

/ * %
* AMOPBARSS IR iTiH
*/
//BERGER, ES R aMopE P iniE NI A,
String accessKey = "***";
String accessSecret = "x**x";
String consumerGroupId = "***";
//iotInstanceId: SEfID,
String iotInstanceId = "";
long timeStamp = System.currentTimeMillis();
//ER % ZFhmacmdS. hmacshal#llhmacsha256.
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String signMethod = "hmacshal";

/ /EFIBRSHITHPEHBARSNEFHID— 128 ERclientIdS#,

//EWERMERvuID, Mackilt, TPEFEM—IRIRFFNclientld, BFEXSIRFNFRNEF o
String clientId = "TESTClientID";

//userNamefH#E A%, 155 WAMOPE FiniE N i B 14,
String userName = clientId + "|authMode=aksign"
+ ",signMethod=" + signMethod
+ ", timestamp=" + timeStamp
+ ",authId=" + accessKey
+ ",iotInstanceld=" + iotInstanceld

+ ",consumerGroupld=" + consumerGroupld

+ " | " ;
//HBER, passwordBE7FE, HESRNAMOPE FIRIENGEANE,
String signContent = "authId=" + accessKey + "&timestamp=" + timeStamp;

String password = doSign (signContent, accessSecret, signMethod) ;

//BNER, 155 WaMopE P i N i A,

String connectionUrl = "amgps://${uid}.iot-amgp.${regionId}.aliyuncs.com:5671?amgp.idleTime
out=80000";

Hashtable<String, String> hashtable = new Hashtable<>();

hashtable.put ("connectionfactory.SBCF", connectionUrl) ;

hashtable.put ("queue.QUEUE", "default"):;

hashtable.put (Context.INITIAL CONTEXT FACTORY, "org.apache.gpid.jms.jndi.JmsInitialContextF
actory") ;

Context context = new InitialContext (hashtable);

ConnectionFactory cf = (ConnectionFactory)context.lookup ("SBCE") ;
Destination queue = (Destination)context.lookup ("QUEUE") ;

// Create Connection

Connection connection = cf.createConnection (userName, password) ;

( (JmsConnection) connection) .addConnectionListener (myJmsConnectionListener) ;
// Create Session

// Session.CLIENT ACKNOWLEDGE : WEERE, %E?ﬁ]ﬂﬁﬁﬁmessage.acknowledge()o
// Session.AUTO ACKNOWLEDGE: SDKEIEIACK (HEFE) o

Session session = connection.createSession(false, Session.AUTO ACKNOWLEDGE) ;
connection.start () ;

// Create Receiver Link

MessageConsumer consumer = session.createConsumer (queue) ;
consumer.setMessagelistener (messagelistener) ;

}

private static Messagelistener messagelistener = new MessageListener () {
@Override
public void onMessage (Message message) {
try {
//1 WEERZE—EEACK,
// HEFEME: Bl#Sessioni® ESession. AUTO ACKNOWLEDGE, XERHEEIACK,
// BfthiiE: Bl sessioni®Esession. CLIENT ACKNOWLEDGE, XEB—EEf@mnessage.acknowl
edge () RACKo
// message.acknowledge () ;
/72 BNSSRIBRIIRGER, HffRonMessageRMERBFHIZIE,
// RIS IBFRTIZT KAZEELIZ, RIS MMsoxNENE SR EZEE,
executorService.submit ( () —-> processMessage (message)) ;

} catch (Exception e) {
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logger.error ("submit task occurs exception ", e);

};

/ * %
* FEXEREENEESENAFISZE,
*/

private static void processMessage (Message message) {
try {
byte[] body = message.getBody (byte[].class);
String content = new String (body) ;
String topic = message.getStringProperty ("topic");
String messageld = message.getStringProperty ("messageId") ;

System.out.println ("AMQP receive message"

+ ", topic = " + topic
+ ", messageld = " + messageld
+ ", content = " + content);

} catch (Exception e) {

logger.error ("processMessage occurs error ", e);

private static JmsConnectionListener myJdmsConnectionListener = new JmsConnectionListener ()
{
/**
* ERERRThEIL,
R/
@Override
public void onConnectionEstablished (URI remoteURI) ({

logger.info ("onConnectionEstablished, remoteUri:{}", remoteURI) ;

Jx*
* ERERAERRAMZE, REEZEEY.
/)

@Override

public void onConnectionFailure (Throwable error) {

logger.error ("onConnectionFailure, {}", error.getMessage()):;

/**
= JERERET,
*/
@override
public void onConnectionInterrupted (URI remoteURI) ({

logger.info ("onConnectionInterrupted, remoteUri:{}", remoteURI) ;

/**
* EEPIREX BhE&E L,
w2y

@Override

public void onConnectionRestored (URI remoteURI) ({
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logger.info ("onConnectionRestored, remoteUri:{}", remoteURI):;

@Override

public void onInboundMessage (JmsInboundMessageDispatch envelope) {}

@Override

public void onSessionClosed(Session session, Throwable cause) {}

@Override

public void onConsumerClosed (MessageConsumer consumer, Throwable cause) {}

@Override
public void onProducerClosed (MessageProducer producer, Throwable cause) {}

};

/ * *
* HHEER, passwordBEFGE, ESRaMOPE P IHIEN R AX I,
*/

private static String doSign (String toSignString, String secret, String signMethod) throws
Exception {

SecretKeySpec signingKey = new SecretKeySpec (secret.getBytes(), signMethod) ;

Mac mac = Mac.getInstance (signMethod) ;

mac.init (signingKey) ;

byte[] rawHmac = mac.doFinal (toSignString.getBytes())

return Base64.encodeBase64String (rawHmac) ;

/L:\$TE|]|I:|:I|QD—F-LT|§'J /I.:\l %ﬂ_'\ﬁﬁ ﬁ#‘ﬁi]’lﬁ.]l n_.\ﬁY,Ij]

AMQP receive message, topic = / /thmg/event/property/post messageld = 1290179133317580289, content = {"deviceType":"Charging pile",

"iotId": ", "requestId":"810649017","productKey": ,"gmtCreate":1596437650406, "deviceName"
"items":{"acOutMeterIty":{"value":10,"time":1596437650408}}}

D k&
TIE4INEANRS RS, BEEDTHSERERISSRELE, iTHTopich

/sys/${productKey}/S${deviceName}/thing/downlink/reply/message , EERIE requestId XEX

i%**ﬂﬂrﬂ]ﬁ_‘io requestId y‘jlﬁjiﬁ*uiﬁﬁfii 1|:| E-J-E’]'fn/u\lD

6.5.2.2. MRtk

EFRYERN T &M 5| ZHEIEREINE, TETopich BEUIRERERZEMT opicsl Al B == MRiEfT
FHEHLE,

D &
B—A%IRE AN FE S SRENRSH TARMITHER, BeEaTHR.

BCESQL
1. BRVBMTFEEHE, REIFBR, EXNEFTHEMSHE, EFEANSIZE >ZF-aRk.
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2. AR mIRER, BEAIEMAN.
3. RRUNTEMTRESSHE, BH#HIA.

Bl mimsEA N X

O EnessRrE A LA HBAOSIRTIESINE, FHSINE
[ERIEEEREERIED Topic SE=r-m, 35 ISON 1 2HIradE
fEfETt.

* AR
FoREiEE
HaEtEl
(® JSON L sl
AR

SRR

0/100

4. BERERE, RELEREAN,

5 EHEREMNVITEERSSQL, FELEERFRHNSOL,
SQURE %, tZRsolmaSfMmss=,
REFPZNMTEATRESSOL, RFREHIA.

H5saL

FNEERD:

SELECT productK

FROM “/al4Ruil

WHERE

® S

produ

® Topic

IMERLEGE HR

FEEBiE

EIFEE (+)

thing/downlink/reply/message

o =i (5E)

HsQL
1. HESQUE, £HSQLFR.
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2. ESQUAEXHEENFARSHRET, AR TRRLE, AEREEHAR.
ERIET opic EIRAVEIEET, WMAEIX A EPayloadiiz. HIEENIHEA:
o ETopichBEENXTopic, BMALPayload#iBH R ESTopic HIRIEIBE R —3,
o BTopicARSKTopic, HBEMizE THELER,
ARZEH PR TEFRR, BidSOL

sqQL i, X

B2H | EEaE

" g
*EE
device-1 hd
2SR
+ SIS
Topic
/ /+/thing/downlink/reply/message
* Payload £05
1-{
2 "gmtCreate”:1510202730881,
3 "productKey™:" ",
4 "deviceNama":"device-1",
5 "requestId”:1234,
6 "code":288,
7 "message”:"success”,
3 "topic":"/sys/ fdevice-1/thing/service/prop
9w "data":{
18
11 }
12
L] 2

oo

BFRARE, UEFRHER.
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sQL iEis;

1~

2 "code": 280,

3 "data": {},

4 "requestId": 1234,

5 "productKey™: "

6 "message”: "success”,

7 "deviceName": "dewice-1"
g 1}

eS|

BREE

RO LME AN S /R &R T MBEMFE S
BIR & HREIAMQPRR S IRIT IR 2, FELTAMOPE P HEEHER.

HE, EMNSQLLER, JRRKEZSIMETFmP. AR

1. BERABE-EORMEE, REMERLBHNMANAMOPRSIHITIIEERA, REREHIA.

TRINIELE X

© zaEwE, A | IR
SFESERRID, 3. 10BBHTREL (SRR . 30

oh, ERH RS TR T R,

IEEEE

EARZEIAMQPIRS I TN

=1

Er]
e
Tag

A taglE

2. REARFmfikRE, PHRBEREREEGNNE.

PEBMTES [ HESIE /| =R
——e
P T i
jeJ= i) EEAHEIR
HIMEHR

FRRERER e

HRiE FER el=3a)
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o ERREIRIE R Your AccessKey IDR Your AccessKey SecretBS#{EE AR E C B 2
= K5 AccessKey IDF]AccessKey Secret,

BAREMBEHNRS LB L, ERAccessKeyBRE, HARLEREER, tIBEEER
BJAccessKey,
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String accessKey = "Your AccessKey ID";
String accessSecret = "Your AccessKey Secret";
try {

DefaultProfile.addEndpoint ("cn-shanghai”, "cn-shanghai", "Iot", "iot.cn-shanghai.aliyun
cs.com") ;
} catch (Exception e) {

System.out.println ("DefaultProfile exception");

IClientProfile profile = DefaultProfile.getProfile ("cn-shanghai", accessKey, accessSecret);
DefaultAcsClient defaultAcsClient = new DefaultAcsClient (profile);

SetDevicePropertyRequest setDevicePropertyRequest = new SetDevicePropertyRequest () ;
// BREVWAREFISIRAFEIS, FTIABPENESEESIID, AERHRERERS,
//createProductRequest.setlotInstanceld ("iothub-test-xxx") ;
setDevicePropertyRequest.setProductKey (pk) ;

setDevicePropertyRequest.setDeviceName (dn) ;

Map<String, Integer> properties = new HashMap<>();

// keyAYIER R EMEIRIAR "acoutMeterIty”, value B EEFEBEMEMTE: intRE, BYETEETE0~2002Z[E,
properties.put ("acOutMeterIty", 98);

setDevicePropertyRequest.setItems (JSON.toJSONString (properties)) ;

SetDevicePropertyResponse response = null;
try {

response = defaultAcsClient.getAcsResponse (setDevicePropertyRequest) ;
} catch (Exception e) {

Log.error("#ﬁigEmil e:" + e.getMessage());

System.out.println ("s==============");

System.out.println ("setDeviceProperty request : " + JSON.toJSONString (setDevicePropertyRequ
est));

System.out.println ("setDeviceProperty response : " + JSON.toJSONString (response.getData()))
System.out.println ("setDeviceProperty requestId : " + response.getRequestId());
System.out.println ("=s==============");

BERFmRERNEIEE, KRBNEEN TR,

AMQP receive message, topic = /| /thing/downlink/reply/message, messageld = 1290202526167327744, content = {"code":200,"requestId":"973839349",7
"

S"productKey":" ", "deviceName":"
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