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- Java BRRIESH

public static void main(String[] args) throws Exception {
String tenant= "tenant";
String group = "group";
String timeStamp = String.valueOf(System.currentTimeMillis());
String abc = HmacSHAlEncrypt(tenant+ "+" + group + "+" +
timeStamp , "1234");
System.out.println(abc);

}
public static String HmacSHAlEncrypt(String encryptText, String
encryptKey) throws Exception {
byte[] data = encryptKey.getBytes("UTF-8");
/1 BHREEMFWEAE—ANED, B SBIE AN BHRIENAR
SecretKey secretKey = new SecretKeySpec(data, "HmacSHA1");
/] ER—AEE Mac ¥k [ Mac W4
Mac mac = Mac.getInstance("HmacSHA1");
/] MEREBIAIL Mac MR
mac.init(secretKey);
byte[] text = encryptText.getBytes("UTF-8");
byte[] textFinal = mac.doFinal(text);
/] 5ERk Mac P, base64gih, FrbyteBEHEH TR
return new String(Base64.encodeBase64(textFinal));

}
- Shell 4%

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"

signStr=$namespace+S$group+S$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $sk -shal -binary
| base64’

echo $signContent
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2. M SRS R AT, RS T A AT

Signature=HMAC-SHA1 (QueryParam)

Bi:
MNFAFRMER, QueryParam AN,
3. $&1 RFC2104 € X, M _E—PHiEiH FEA0 2/ R R4 HMAC fi.

LR
HEB AN Key U2 EF AN AccessKeySecret (ASCII:38) , IR EILR
SHAI1,

4. ¥ Base64 St nls B8 HMAC {G%SmR s, sl (Signature
) o

5. ¥ LSRRI AN Signature SEERMETRS D, MISEROTHRINZE S G0,
IR
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#!/bin/bash

## config param

dataId="com.alibaba.nacos.example.properties"

group="DEFAULT_GROUP"
namespace="04754ad1-4f67-4d67-b2bf-1f73a04axxxx"
accessKey="8c5cbb849ae04682ad9f455a96aaxxxx"
secretKey="1wO5T7vfPJu27FclPa+/CyIG*x*x*"

endpoint="acm.aliyun.com"

## config param end

## get serverIp from address server

serverIp="curl $endpoint:8080/diamond-server/diamond -s | awk '{a[NR]=
$O}IEND{srand () ;i=int(rand()*NR+1) ;print a[i]}'"

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"
signStr=$namespace+$group+$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $secretKey -shal -
binary | base64’

## request to get a config

curl -H "Spas-AccessKey:"$SaccessKey -H "timeStamp:"S$timestamp -H "
Spas-Signature:"$signContent "http://"$serverIp":8080/diamond-server/
config.co?datald="$datald"&group="$group"&tenant="$namespace -v
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ERERE
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GET
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BERSH
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group String 2 ACE e
Header &%
S8 Ry REHELH finid
Spas- String P 1E ACM #ilil & Lo 44 22 MIPER A IS HE Pl 4R
AccessKey Kt AccessKey,
timeStamp String 3 PLZEFY M S i) T SR I
Spas- String 2 1] SecretKey X “Tenant
Signature +TimeStamp” 4 (SpasSigner.sign(
tenant+ timeStamp, secretKey)) , %%
#5150 HmacSHAL, TimeStamp 254411
Ve R B LB BOGd: . /AT 60 5.
Spas- String % SecurityToken ;M\ STS Il $EEP 4R
SecurityToken K, STS M $EUE B CBdE URL 3k
W, TENS%:
T RAM S (i i) Bl 25
*jEd ECS ) RAM £y i) ACM
U EIESS 5
S8 S ik
- String HCEMNE



https://help.aliyun.com/document_detail/54579.html
https://help.aliyun.com/document_detail/72013.html

iR

HAY HMEE ik
400 Bad Request | &/ iR AR
403 Forbidden B BUR
404 Not Found B, AR,
500 Internal Server | Jit55 8 PiBHT I
Error
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- WRoREl (Shell)

#!/bin/bash

## config param

dataId="com.alibaba.nacos.example.properties"

group="DEFAULT_GROUP"
namespace="04754ad1-4f67-4d67-b2bf-1f73a04a*xxxx"
accessKey="8c5cbb849ae04682ad9f455a96aax*xx"
secretKey="1wO5T7vfPJu27FclPa+/CyIG*xxx*"

endpoint="acm.aliyun.com"

## config param end

## get serverIp from address server

serverIp="curl $endpoint:8080/diamond-server/diamond -s | awk '{a[NR
1=$0}END{srand () ;i=int(rand()*NR+1) ;print a[i]}""

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"
signStr=$namespace+S$group+$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $secretKey -shal
-binary | base64’

## request to get a config

curl -H "Spas-AccessKey:"$SaccessKey -H "timeStamp:"S$timestamp -H "
Spas-Signature:"$signContent "http://"$serverIp":8080/diamond-server
/config.co?datald="$datald"&group="$group"&tenant="$namespace -v

B
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connectTimeoutInMills=3000
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-+ R (Shell)

#!/bin/bash

## config param

namespace="04754ad1-4f67-4d67-b2bf-1f73a04axxxx"
accessKey="8c5cbbh849ae04682ad9f455a96aax*xx"
secretKey="1wO5T7vfPJu27FclPa+/CyIG*x*x*"

endpoint="acm.aliyun.com"

## config param end

## get serverIp from address server

serverIp="curl $endpoint:8080/diamond-server/diamond -s | awk '{a[NR
1=$0}END{srand () ;i=int(rand () *NR+1) ;print a[i]}"'"

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"
signStr=$namespace+$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $secretKey -shal
-binary | base64’

## request to get configs in a namespace

curl -H "Spas-AccessKey:"$SaccessKey -H "timeStamp:"S$timestamp -H "
Spas-Signature:"$signContent "http://"$serverIp":8080/diamond-server
/basestone.do?method=getAllConfigByTenant&tenant="$namespace"&pageNo

="1"&pageSize="10 -v

Bl
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{

API g

"totalCount":4,
"pageNumber":1,
"pagesAvailable":1,
"pageItems": [

"appName":HH,
"dataId":"com.alibaba.nacos.example@l.properties",
"group" :"DEFAULT_GROUP"

I

{
"appName":HH,
"dataId":"com.alibaba.nacos.example@2.properties",
"group" :"DEFAULT_GROUP"

I

{
"appName":HH,
"dataIld":"com.alibaba.nacos.example@3.properties",
"group" :"DEFAULT_GROUP"

Ty

{
"appName":HH’
"dataIld":"com.alibaba.nacos.example@4.properties",
"group":"DEFAULT_GROUP"

}
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#!/bin/bash

## config param

datald="com.alibaba.nacos.example.properties"

group="DEFAULT_GROUP"
namespace="04754ad1-4f67-4d67-b2bf-1f73a04a*xx*xx"
accessKey="8c5cbbh849ae04682ad9f455a96aax*x*"
secretKey="1wO5T7vfPJu27FclPa+/CyIG*xxx*"

endpoint="acm.aliyun.com"

## config param end

## get serverIp from address server

serverIp="curl $endpoint:8080/diamond-server/diamond -s | awk '{a[NR
1=$0}END{srand () ;i=int(rand()*NR+1) ;print a[i]}"'"

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"
signStr=$namespace+S$group+S$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $secretKey -shal
-binary | base64’

echo "Listening..."

curl -X POST -H "Spas-AccessKey:"$accessKey -H "timeStamp:"$
timestamp -H "Spas-Signature:"$signContent -H "longPullingTimeout:
30000" "http://"S$serverIp":8080/diamond-server/config.co" -d "Probe
-Modify-Request=com.alibaba.nacos.example.properties%02DEFAULT_
GROUP%02f4da32aa4289aa8619741f949b639x*x*x%0204754ad1-4f67-4d67-b2bf-
1f73a04a*xx*xx%01" -v

B
H ¥ shell WATE Windows R4t FaEHZF R MISHITA, HITE Linux REEHEFiE shell i
AE, PR IEBARES RS S,

- BMRB (Shell)

# LA ,
com.alibaba.nacos.example.properties%02DEFAULT_GROUP%02f4da32aa

4289228619741f949b639*x**%0204754ad1-4f67-4d67-b2bf-1f73a04a**xx*x%01

# WERACECEE, WKW %
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Error

v RN

- WRRH (ShelD)

#!/bin/bash

## config param

datald="com.alibaba.nacos.example.properties2"

group="DEFAULT_GROUP"

namespace="04754ad1-4f67-4d67-b2bf-1f73a04a*xx*xx"

accessKey="8c5cbbh849ae04682ad9f455a96aax*x*"

secretKey="1wO5T7vfPJu27FclPa+/CyIG*xxx*"

endpoint="acm.aliyun.com"

## config param end

## get serverIp from address server

serverIp="curl $endpoint:8080/diamond-server/diamond -s | awk '{a[NR
1=$0}END{srand () ;i=int(rand()*NR+1) ;print a[i]}"'"

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"
signStr=$namespace+S$group+S$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $secretKey -shal
-binary | base64’

## request to publish a config

curl -X POST -H "Spas-AccessKey:"$accessKey -H "timeStamp:"$

timestamp -H "Spas-Signature:"$signContent "http://"$SserverIp":8080
/diamond-server/basestone.do?method=syncUpdateAll" -d "dataId="$

dataId"&group="$group"&tenant="$namespace"&content="keyl=valuel -v

BE:
HT shell WATE Windows R4 P2 5 hibdHi %, BIAE Linux RS shell I
AP, P BEBA AR S,
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il deleteAllDatums $EMER ACM HLHE,

ERERE

POST

X URL
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datald String 3 ALER ID
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500 Internal Server | 55 2 PiBEsin

Error
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* WRBI (Shell)

#!/bin/bash

## config param

datald="com.alibaba.nacos.example.properties2"

group="DEFAULT_GROUP"

namespace="04754ad1-4f67-4d67-b2bf-1f73a04axxxx"

accessKey="8c5cbb849ae04682ad9f455a96aaxxxx"

secretKey="1wO5T7vfPJu27FclPa+/CyIG*x*x*"

endpoint="acm.aliyun.com"

## config param end

## get serverIp from address server

serverIp="curl $endpoint:8080/diamond-server/diamond -s | awk '{a[NR
1=$0}END{srand () ;i=int(rand()*NR+1) ;print a[i]}"'"

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"

signStr=$group+$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $secretKey -shal
-binary | base64’

## request to delete a config

curl -X POST -H "Spas-AccessKey:"$accessKey -H "timeStamp:"$

timestamp -H "Spas-Signature:"S$signContent "http://"$serverIp'":8080
/diamond-server/datum.do?method=deleteAllDatums" -d "dataId="S$datald
"&group="S$group -v

Bl
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True
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