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ZIEFRAEMN: TCP

X B O A FEERT?

WX E BIPRESZIF50MNE O A, B0 RONBERNTIBIIZS M USHE (BPLS505%%
2. WS THREPERAMNUER) KHEFK,

MRABRRNAMX, aTLABRRFRERMNSASDKIEN, HBZ4EROEARBELSHER, (XFE
A TEFFEMRKRLE)

TR EN A ZFHTTP/HTTPSHRMY ?
BEEATCPHMYEE R EHTTP, HTTPSHMUER.,

BREARERSEXFSITG?
BEERAVTUSH0MELE, BASRIBEENEBARRIENF RIS,

6 > XRYBRA: 20211105



XA

3. ARHTTPIEEHTTPS M NIENE XK
JEIEHOSTA DL jo] /&

o] 5 4 ik

SR B T HT TPEHT TPSIMMUEABIIEIR T, MRS URLDHHOSTR B HIENEZERNRELEPE, HFAR
BEEEZMEEIPEEHTIER, XMERT, RSHEERINEZER[ARSEP, HEBEREXAE

P HostE 2 AIP, M FXFER, REFENIDELERERTFRESHENEFES:
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HostnameVerifier hnv = new HostnameVerifier() {
@Override

public boolean verify(String hostname, SSLSession session) {
i)

if("yourhostname".equals(hostname)){

return true;

}else{

HostnameVerifier hv =
HttpsURLConnection.getDefaultHostnameVerifier();
return hv.verify(hostname, session);

}

}

k

HttpsURLConnection.setDefaultHostnameVerifier(hnv);
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o SNI (Server Name Indicator) [a] &

BT AETEEMBEI PEEHTER, XHBERT, RSWRNINEHZERARSRP, EiLiE
KIBXABPHHoSHER AP, MARSHEE TSNS, SBEEERERES.

—RER, REHMIRBEENIED, RIFLRIFEANBENXSSLSocketFactory, SSLSocketFactory2 B3k
BlIEESSLSocket B T/, SSLSocketZSocket MY BIHEE, BEBSSUBFINGE, HRGIZMHAMAASNIDE
BISLINESSLCertificateSocketFactory, EIL, FIFZA EMIASNIGER,

Javaft B R4l

conn.setSSLSocketFactory(new SSLSocketFactory(){

@Override

public Socket createSocket(Socket s, String host, int port,boolean autoClose) throws IOException{
SSLCertificateSocketFactory sslSocketFactory = (SSLCertificateSocketFactory)SSLCertificateSocketFa
ctory.getDefault(0);

SSLSocket sslSocket = (SSLSocket)sslSocketFactory.createSocket(s, realHost,port,autoClose);
sslSocket.setEnableProtocols(sslSocket.getSupportedProtocols());
sslSocketFactory.setHostname(sslSocket, realHost);

return sslSocket;

}

H
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o IEHHOST# L ja] &

TE NSURLSession HJIFHERI{LIE 5% URLSession:didReceiveChallenge:completionHandler o2 0l
BB, BRFRIEN domain HEARNRSZ[|IPHRIEAENNNIESE, AEBHTEELE,

Objective-CHRA T RHI
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- (void)URLSession:(NSURLSession *)session

didReceiveChallenge:(NSURLAuthenticationChallenge *)challenge

completionHandler:(void (*)(NSURLSessionAuthChallengeDisposition disposition, NSURLCredential *c
redential))completionHandler

{

NSURLSessionAuthChallengeDisposition disposition = NSURLSessionAuthChallengePerformDefaultHa
ndling;

NSURLCredential *credential = nil;

[/ EBIIERT & R,

NSString *domain = challenge.protectionSpace.host; // FKEXZiAiiER K host (HBAHE IP) , {RIZLLESH
: 192.0.XX.XXo

NSString *testHostIP = self.tempDNS[self.testHost];

/[ LB AR SZSImREIREBEMNCNFE (BBEBMANIEZ) 5 EiRhostalgEFR—5K,

/| BA LERhostERIFEKRFIERWEIRAIP, FIUARBIEBRSAIFEZAR—BMEEED, SBUFREBUH.
[ ERA, REERBSIEBFH#ITERLE,

if ((domain isEqualToString:testHostIP]) {

domain =self.testHost; // & A3 F3%E : www.aliyundoc.com,

}

/| L FiB3E5AFNetworking -> AFURLSessionManager. m 2B —3,

if ([challenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthenticationMethodSe
rverTrust]) {

if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDomain:domain]) {

/| EiRevaluateServerTrust:forDomainZ iz AFIRIESSLIEF S EHREZ IHREINIEPEREAEE,

[ ARIERBIURLHEHE S5IE B EEANCNFEEE—H.

credential = [NSURLCredential credentialForTrust:challenge.protectionSpace.serverTrust];

if (credential) {

disposition = NSURLSessionAuthChallengeUseCredential;

}else{

disposition = NSURLSessionAuthChallengePerformDefaultHandling;

}

}else{

disposition = NSURLSessionAuthChallengeCancelAuthenticationChallenge;

}

}else {

disposition = NSURLSessionAuthChallengePerformDefaultHandling;

}

if (completionHandler) {

completionHandler(disposition, credential);

}

}

Hrh, %XF evaluateServerTrust:forDomain FiEMENX, TJ&E
AFNetworking @ AFSecurityPolicy #8945, Objective-CHAEBBREIIN TFIR,
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- (BOOL)evaluateServerTrust:(SecTrustRef)serverTrust forDomain:(NSString *)domain {

[/ BIBIEBRIE L,

NSMutableArray *policies = [NSMutableArray array];

if (domain) {

/| BERIEERNIEE SIEBPEBPRCNFEREEE—H.

[policies addObject:(__bridge_transfer id)SecPolicyCreateSSL(true, (__bridge CFStringRef)domain)];
}else {

[policies addObject:(__bridge_transfer id)SecPolicyCreateBasicX509()];

}

/| BERI R FNIRSS IR EIRYIES (serverTrust) o

SecTrustSetPolicies(serverTrust, (__bridge CFArrayRef)policies);

/| EYFTserverTrust2 S Al 1E,

/| RIBERE A Xhttps://developer.apple.com/library/ios/technotes/tn2232/_index.html,

/] HresultfskSecTrustResultUnspecifiedskkSecTrustResultProceedfIiE R T, serverTrusta] LALEIEE
.

SecTrustResultType result;

SecTrustEvaluate(serverTrust, &result);

return (result == kSecTrustResultUnspecified || result == kSecTrustResultProceed);

}

o SNIja) &
BEFEAREFREXFRESNFRNEKRENE (libcurl) , #RSNIEE,
Objective-Cft 3 =4l
[AHTTPSig }:443:{IPHthiit}
NSString *curlHost =...;

_hosts_list = curl_slist_append(_hosts_list, curlHost.UTF8String);
curl_easy_setopt(_curl, CURLOPT_RESOLVE, _hosts_list);

Hrh, curlHost (%0 {HTTPSI®&}:443:(IPihtt}, hosts_list ) 2LEMIEFEE! hosts list , TIRESZD
IP5Host 152 B BB ET X 2R, ®ITTE curl_easy_setopt FikdfE N CURLOPT_RESOLVE , #5iZe4ti%
BEIHTTPSIER S, BITHAZZESNIKIEH,
X ERRTE
FEEXEBSNG, MERRHE—FEIFNRRSE:
1. 545315 M ih B9 DNS 15 & R4 2)127.0.0.1,

@ Bl EXDNSIHZRBTEEMAZEZEEEEAL LIS,
2. HTTP, HTTPSIEKRES, A #E: B0 NEISR/ELEN 127.0.0.1: £FF#EO FAAREIHEWeb

RS2, HPWMRIEBI OB getProxyTcpByDomain iR EIRER .,

B _EIRRE, BOTLASSEMRSSUNIE, BIPSHTTPSIRSHFFOE, FAXMAER, THEXHNE, B
BIFRIPIRIGARSS 2R .
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B8, MRHEZ/EETRERSHP, REEREZHERERS[EBRETRE, MXARRERRT
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