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HostnameVerifier hnv = new HostnameVerifier() {



@Override

pub}itj: boolean verify(String hostname, SSLSession session) {
/17

if("yourhostname".equals(hostname)){

return true;

} else {

HostnameVerifier hv =
HttpsURLConnection.getDefaultHostnameVerifier();
return hv.verify(hostname, session);

}

}

Y

HttpsURLConnection.setDefaultHostnameVerifier(hnv);
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conn.setSSLSocketFactory(new SSLSocketFactory(){

@Override

public Socket createSocket(Socket s, String host, int port,boolean autoClose) throws
IOException{

SSlCertificateSocketFactory sslSocketFactory = (SSLCertificateSocketFactory)
SSLCertificateSocketFactory.getDefault(0);

SSLSocket sslSocket = (SSLSocket)sslSocketFactory.createSocket(s, realHost,port,
autoClose);

sslSocket.setEnableProtocols(sslSocket.getSupportedProtocols());
sslSocketFactory.setHostname(sslSocket, realHost);

return sslSocket;

}
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FENSURLSession#EH®IEAIE /75 URLSession:didReceiveChallenge:completion
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- (void)URLSession:(NSURLSession *)session
didReceiveChallenge:(NSURLAuthenticationChallenge *)challenge
completionHandler:(void (*)(NSURLSessionAuthChallengeDisposition disposition,
NSURLCredential *credential))completionHandler

{



NSURLSessionAuthChallengeDisposition disposition = NSURLSessionAuthChal
lengePerformDefaultHandling;
NSURLCredential *credential = nil;

/I EPRIERTELNIE,

NSString *domain = challenge.protectionSpace.host; // 3RER#1E KA host (fE&Z 5
ZIP) , BiglkEA: 1.2.3.4,

NSString *testHostIP = self.tempDNS[self.testHost];

/1 BB AR S ImIR B ANE B EHCNFER (BMEBMARES) 5 EiRhostT]gER—E,

/] BAEiRhostiE KIERETEZXHEBRAIP, FIUKRIEPNSAIEZE A —RME L&
3, SEEREIUE,
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if ((domain isEqualToString:testHostIP]) {

domain = self.testHost; // B#AXMNiE&: a.b.com,

}

/1 AT B8 5AFNetworking -> AFURLSessionManager.m 284 EB—3,

if ([challenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthe
nticationMethodServerTrust]) {

if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDomain:
domain]) {

/I EiRevaluateServerTrust:forDomainf A B FRIESSLIEF IR P RS HREMERZE
BOEE,

/1 URIERBURLE IR EZ SIEBEFBENCNERRET .

credential = [NSURLCredential credentialForTrust:challenge.protectionSpace.
serverTrust];

if (credential) {

disposition = NSURLSessionAuthChallengeUseCredential;

} else {

disposition = NSURLSessionAuthChallengePerformDefaultHandling;

} else {
disposition = NSURLSessionAuthChallengeCancelAuthenticationChallenge;

} else {
disposition = NSURLSessionAuthChallengePerformDefaultHandling;

if (completionHandler) {
completionHandler(disposition, credential);
}

}

Hoh, *FevaluateServerTrust:forDomainAERENX, aJ&#% AFNetworkings
AFSecurityPolicy#REIHE, Objective-CRABERAIM TR,

- (BOOL)evaluateServerTrust:(SecTrustRef)serverTrust forDomain:(NSString *)
domain {

/] BIBIE BRI REE,

NSMutableArray *policies = [NSMutableArray array];

if (domain) {

/I BEWIBERNEEZ SIERTERNCNFREE .

[policies addObject:(__bridge_transfer id)SecPolicyCreateSSL(true, (__bridge
CFStringRef)domain)];

} else {

[policies addObject:(__bridge_transfer id)SecPolicyCreateBasicX509()];

}

/| BERKRIER RS IFREIBIER (serverTrust) .
SecTrustSetPolicies(serverTrust, (__bridge CFArrayRef)policies);
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/] RIEERE X Hhttps://developer.apple.com/library/ios/technotes/tn2232/
index.html,

/1 HresultmkSecTrustResultUnspecifiedaikSecTrustResultProceed 15 R T,

serverTrusto] A% ASIEENY

SecTrustResultType result;

SecTrustEvaluate(serverTrust, &result);

return (result == kSecTrustResultUnspecified || result == kSecTrustResultProceed);
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/I{HTTPS1H&}:443:{IPihiit}

NSString *curlHost = ...;

_hosts_list = curl_slist_append(_hosts_list, curlHost.UTF85tring);
curl_easy setopt(_curl, CURLOPT RESOLVE, hosts_list);
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