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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Migrate Express Connect peering
connections to CEN

1.1. Migration overview

This topic describes how to migrate virtual private clouds (VPCs) and virtual border routers (VBRs) that
use Express Connect peer connections to a Cloud Enterprise Network (CEN) instance. You can use CEN to
establish private connections between VPCs, and between VPCs and data centers. CEN uses automatic
route learning and distribution to accelerate network convergence and improve the quality of cross-
network communication. This way, all networkinstances attached to CEN can communicate with each
other.

Procedure

Afteryou prepare a CEN instance, you can attach VPCs and VBRs that use peer connections to the CEN
instance, and then configure routes.

The CEN instance automatically learns and distributes the routes of the attached netwaork instances.
After a VPC or VBR that uses a peer connection is attached to a CEN instance, the static route of the
peer connection has a higher priority than the dynamic route of the CEN instance. If a route fromthe
CEN instance is more specific than or the same as the static route of the peer connection, the route
cannot be learnt. To ensure a successful migration, we recommend that you split a route that points to
a large CIDR block into multiple child routes. After the CEN instance learns the child routes, you can
delete them. For more information about how to migrate VPCs and VBRs to a CEN instance, see Migrate a
VPC from a peering connection to a CEN instance and Migrate a VBR from a peering connection to a CEN instance.

Differences between connections of CEN and peer connections of
Express Connect

You can establish private connections between VPCs that are attached to a CEN instance, and between
VPCs and data centers. CEN is developed with more flexible and simplified configurations than peer
connections of Express Connect. In addition, connections that are established through CEN are more
stable. The following table describes the differences in det ail.

ltem CEN Express Connect

Network-wide interconnection

All networks (VPCs and Virtual Border Single point interconnection
Routers) associated with a CEN
instance are interconnected with each
other. A secure, reliable, and high-
speed intranet communication connected through Express Connect
channel can be established between can only communicate with the peer
any two networks. VPCs.

Express Connect connections cannot
be extended. Specifically, the VPCs or

Network connection on-premises data centers that are
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ltem CEN Express Connect

Dynamic learning

Based on the Fullmesh link, CEN

dynamically learns and distributes
Route management routes, which improves the Express Connect requires end-to-end

convergence of routes, and the manual route configuration.

quality and security of network

communication.

Manual configuration

Cross-region shared bandwidth

package Point-to-point purchase

CEN provides bandwidth packages The bandwidth of an Express Connect

which are sold by region to facilitate connection must be specified when
Bandwidth cross-region bandwidth adjustments. you create the connection. You can
management Bandwidth packages also help adjust the bandwidth value after you

optimize resource allocation and save create an Express Connect connection,

costs. but you cannot change the connected

regions.

1.2. Migrate a VPC from a peering
connection to a CEN instance

This topic describes how to migrate a virtual private cloud (VPC) from a peering connection in Express
Connect to a Cloud Enterprise Network (CEN) instance. CEN allows you to establish private network
connections between VPCs or between a VPC and a data center. CEN can automatically advertise and
learn routes to accelerate network convergence and improve network quality in inter-network
communication scenarios. This enables networks to communicate with each other.

warning Before you suspend or delete the router interfaces of a peering connection, make
sure that the routes for both the virtual border router (VBR) and the connected VPC fromthe
peering connection are migrated.

Prerequisites

Overlapping routing is enabled for the CEN instance that you want to use, as shown in the following
figure. For more information, see Enable overlapping routing.
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| CEN

Basic Settings

D cer ty Status Ready

Name test Il Edit Overlapping Routing  Disabled Enable

Description - Edit Function

Networks | Bandwidth Packages | Region Connections | Routes | PrivateZone

PUEIE  Refresh

Instance ID/Name Region Network Type Account ID Attach Time Status Actions

e
VE
I
6

5 China (Hangzhou) vee § 8 02/18/2019, 13:56:00 @ Attached Detach

Procedure

1.

3.

If you do not have a CEN instance, create one and attach the VPC that you want to migrate to the
CEN instance. For more information, see Create a CEN instance.

Attach the VPCs that you want to migrate to the CEN instance. For more information, see Attach a
network instance.

Attach Network ® X

Your Account Different Account

(1) Note: You cannot attach networks that are already attached to the CEN instance.

Network Type

VPC ~
Region

China (Hangzhou) N
Networks

-/vpe- N

Cance'

If you want to enable inter-region network communication, purchase a bandwidth plan and
allocate bandwidth to inter-region connections. For more information, see Purchase a bandwidth
plan and Configure bandwidth for cross-region connections.

. If you have added routes that point to Elastic Compute Service (ECS) instances, virtual private

network (VPN) gateways, or high-availability virtual IP addresses (HAVIPs), you must advertise these
routes to the CEN instance in the CEN console. For more information, see Advertise routes to CEN.

. Checkthe routes of the VPC.

The static routes of a peering connection have higher priorities than the dynamic routes of the CEN
instance. If static routes of the peering connection are retained on the CEN instance, the CEN
instance cannot learn duplicate static routes or routes that are longer than the static routes. The
system prompts you if overlapped routes are detected.
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Afteryou attach the VPCto the CEN instance, you can log onto the CEN console, clickthe ID of the

CEN instance on the Instances page, and then click the Routes tab to check whether routes of
the VPC are overlapped.

If routes are overlapped, you can migrate the VPC by using the following methods:
o Delete the routes

Delete the routes of the peering connection in the VPC console. The CEN instance then
automatically learns and advertises routes. The deletion of the routes causes transient
connections. For more information, see Add and delete route entries.

) Notice The duration of the transient connection varies based on the number of CEN
routes. For important business scenarios, we recommend that you use the following method
to smoothly migrate the VPC.

o Split the routes

Split the routes of the peering connection into several routes. After the CEN instance learns the
routes of the peering connection, delete the routes that are split fromthe original routes. This
method ensures smooth migration.

. Migrate the overlapped routes.

The following figure shows how to migrate overlapped routes. After you attach the VPCto the
CEN instance, the VPC retains the route that points to 172.16.0.0/16. However, the route of the
peering connection that pointsto 172.16.1.0/24 cannot be learned because the route is longer
than the one that pointsto 172.16.0.0/16. The routes are overlapped.

Networks Bandwidth Packages Region Connections Routes AnyTunnel PrivateZone

Networks China (Shanghaiyvpe-u i(VPC) W Refresh

Destination CIDR Block Publish Status Type Status Next Hop

{value, select, Published {Published NonPublished
{NonPublished} other {}}

10.0.0.0/8 CEN Active China (Beijing)

{value, select, Published {Published NonPublished
{NonPublished} other {-}}

100.64.0.0/10 System Active =5

{value, select, Published {Published NonPublished
{NonPublished} other {-} }

172.16.0.0/16 Custom Active ExpressCGonnect

i {value, select, Published {Published NonPublish
172.16.1.0/24 {value, select, Published {Published NonPublished Rejecteq China (Qingdao)
{NonPublished) other ()

In this case, you must split the route that pointsto 172.16.0.0/16 into longer routes that point to
the following CIDR blocks: 172.16.1.0/25 and 172.16.1.128/25.

i. Logontothe VPC console.
ii. Inthetop navigation bar, select the region where the VPCis deployed.

iii. Inthe left-side navigation pane, clickRoute Tables. Onthe Route Tables page, clickthe ID
of the route table that you want to manage.
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iv. Onthe Custom Route tab, click Add Route Entry to add two routes whose destination CIDR
blocks are 172.16.1.0/25 and 172.16.1.128/25. The next hops are the router interface of the
peering connection.

Route Entry List

Add Route Entry Refresh Export

Route Status

Destination CIDR Block Status Next Hop Type Description —— Actions
172.16.1.0/25 ® Available i W W System
route22 /2
172.16.1.128/25 ® Available o o BQ System
test2 2
® Available - System

v. Afteryou add the preceding two routes, delete the route that pointsto 172.16.0.0/16.

Route Entry List

Add Route Entry Refresh Export

I
Destination CIDR Block Status Next Hop Type Description Route Status

in CEN Actions

R . Published
valable . ystem Withdraw

Published
Availabl -

® Available System Withdraw

Avaitabk $ Published

® Available - ystem Withdrew

® Available - System Created by system.

Published
172.16.0.0/16 ® Available ] Custom - £ Withdram Delete

vi. Refresh the CEN route list to check whether the route that pointsto 172.16.1.0/24 is learned.

Route Entry List

Add Route Entry Refresh Export
Route Status

Destination CIDR Black Status Next Hop Type Description inCEN Actions

NonPublished
® Available ] Custom £ ) Delete

Cloud Enterprise

® Available 1 Network

Cloud Enterprise

172.16.1.0/24 ® Available | Network

vii. Afterthe routes inthe CEN instance take effect, delete the routes that point to 172.16.1.0/25
and 172.16.1.128/25. The VPC is smoothly migrated to the CEN instance.

1.3. Migrate a VBR from a peering
connection to a CEN instance

This topic describes how to migrate a virtual border router (VBR) from a peering connection in Express
Connect to a Cloud Enterprise Network (CEN) instance. CEN allows you to enable communication
between VPCs and between VPCs and on-premises data centers by using internal network connections.
CEN automatically learns and distributes routes to quickly adapt to network changes. This improves the
quality of cross-network communication.

warning Before you freeze or delete the router interfaces of the peering connection, make
sure that the routes for both the VBR and the connected VPC in the peering connection are
migrated.

Preparations
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If you want to migrate the VBR to an existing CEN instance, make sure that the overlapping routing
function is enabled for the CEN instance.

@ Note If the overlapping routing function is not enabled, enable it first.

| CEN

Basic Settings

ID  cen-bl bz3189n Status Ready
Name S mullif Edit Overlapping Routing
Description - Edit Function

Procedure

To migrate a VBR from a peering connection to a CEN instance, performthe following steps:

@ Note Beforethe migration, make sure that you complete the preparations.

1. If you have configured health checks for the VBR, delete the health check settings in the Express
Connect console.

2. Logontothe CEN console.
3. Onthelnstances page, find the required CEN instance and clickits ID.

4. Onthe Networks tab, click Attach Network to attach the VBR that you want to migrate and the
VPC that is connected to the VBR. For more information, see Attach a network instance.

5. If you want to communicate across regions, purchase a bandwidth plan and configure bandwidth
forthe communication.

For more information, see Manage bandwidth for cross-region connections.

6. If you have added routes that point to high-availability virtual IP addresses (HAVIPs) or IP addresses
of ECS instances and VPN gateways, go to the VPC console and advertise these routes to the CEN
instance based on your connection requirements.

Route Entry List

Add Route Entry Refresh Export
Route Status

Destination CIDR Block Status Next Hop Type Description ot

Availabl 5 " hy Published
® Available - stem Created with by System.
v v Withdraw

Published
® Available - System Created with V W system Withddr

@ Availabl §) [of d with i Publisned
vailable - ystem reated with V 2y system.
v e Withdraw

® Available - Gustam Created by system.

10. PR ar ~ Instance 1D:i-b, st ot 2 T
wailable
rou 1 Publish
Instance Typg ECS Instance] 7T

10 ® Available vp o ;\‘;‘:V“'o:k ““““““ Propagated from CEN

7. If your on-premises data center needs to access Alibaba Cloud services, such as Object Storage
Service (0SS) and PrivateZone, configure the connections in the CEN console.

For more information, see Access PrivateZone.
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8. Logontothe CEN console and click the ID of the required CEN instance. Then, click the Routes tab
to view the route information. Make sure that the routes do not conflict after you attach the VBR
and VPCto the CEN instance.

The static routes configured in the peering connection have higher priorities than the dynamic
routes of the CEN instance. Specifically, if a static route is configured in the peering connection,
CEN does not learn routes that are more specific than the static route and have the same
destination as the static route. We recommend that you split static routes in the peering
connection and delete them after CEN learns the routes. This ensures smooth migration.

In the following figure, the route to 192.168.1.0/24 in the CEN instance is more specific than the
route to 192.168.0.0/16 in the peering connection. Therefore, the two routes are in conflict.

Metworks  ~~  China (Hangzhou) kY Refrash

Destination CIDR Block Publish Status Type Routemap Route Property Status Next Hop
CEN - details Active
Unpublished Publish Custom - details Active I
Unpublished System details Active
192 168 0.0/116 Custom - details Active

[192.168.1.0/24 2 @ S details W——

o If you cantolerate atransient network interruption during the migration, delete the route to
192.168.0.0/16. Then, the route in the CEN instance automatically takes effect.

The duration of the network interruption varies based on the number of CEN routes. For
important business scenarios, we recommend that you use the following method to smoothly
migrate the VBR.

o If youwant to smoothly migrate the VBR, split the route in the peering connection into routes
more specific than the route to 192.168.1.0/24 in the CEN instance. For example, split the route
t0 192.168.0.0/16 in the peering connection into routes to 192.168.1.0/25 and 192.168.1.128/25.

a. Inthe Express Connect console, click Virtual Border Routers (VBRS). Find the required VBR, click
its ID, and clickthe Routes tab.
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b. ClickAdd Route to add two routes in which the destination CIDR blocks are 192.168.1.0/25
and 192.168.1.128/25 and the next hops are the VPC to which the VBR is connected.

- I
< vbr-2i= MR TR RS
Basic Information Create Peering Connection Refresh
VBR  vbr-2 w Name
Access Point  Beijing-Daxing-A Created At Mar 6, 2018, 19:16:34
Status @ Active CEN  cen- U Unbind
Physical Connection Interfaces Routes Advertised BGP Subnets BGP Groups BGP Peers CEN Authorization Peering Connections
Add Route Refresh
. CEN
Destination Route
Route Table ID Status Next Hop Instance Next Hop Type Publishment Actions
Subnet Type
Status
vib-
; 192.168.1.128/25 ® Available vpc-m VPC Custom - Delete
vib-
3 192.168.1.0/25 ® Available vpc-m VPC Custom - Delete

c. If BGP is used, advertise the routesto 192.168.1.0/25 and 192.168.1.128/25.

< VDr-2de F e wi g e P

Basic Information Create Peering Connection Join CEN Refresh

VBR  vbr-2 o Name
Access Point  Beijing-Daxing-A Created At Mar 6, 2018, 19:16:34
Status ® Active CEN  cen-7 Unbind

Physical Connection Interfaces Routes Advertised BGP Subnets BGP Groups BGP Peers CEN Authorization Peering Connections

Advertise BGP Subnet Refresh

Advertised Subnet Actions
192.168.1.0/25 Delete
192.168.1.128/25 Delete

d. Delete the route to 192.168.0.0/16 in the peering connection.

< vbr-2 Biaw
Basic Information Create Peering Connection Refresh
VBR vbr-2 Name
Access Point  Beijing-Daxing-A Created At Mar 6, 2018, 19:16:34
Status ® Active CEN  cen-3 Unbind

Physical Connection Interfaces Routes Advertised BGP Subnets BGP Groups BGP Peers CEN Authorization Peering Connections

Add Route Refresh

Route Table ID Destination Subnet Status Next Hop Instance Next Hop Type Route Type CEN Publishment Status Actions
vtb- 9 192.168.1.128/25 ® Available vpc-m5, < VPC Custom - Delete
vib-; 9 192.168.1.0/25 ® Available vpe-mé VPC Custom - Delete
vtb-Z 9 192.1680.0/16 ® Available vpc-m VPC Custom - Delete
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e. ClickRefresh to check whether the routes in the CEN instance take effect.
< vbr-2

Basic Information Refresh

VBR  vbr-2 Name
Access Point  Beijing-Daxing-A Created At Mar 6, 2018, 19:16:34

Status

CEN  cen-;

Physical Connection Interfaces Routes Advertised BGP Subnets BGP Groups BGP Peers CEN Authorization Peering Connections

Add Route Refrash

Route Table ID Destination Subnet Status Next Hop Instance Next Hop Type Route Type CEN Publishment Status Actions

vib- B 192.168.1.128/25 ® Available vpe-m5 c VPC Custom - Delete
vib-; 9 192.168.1.0/25 ® Available vpe-mé VPC Custom - Delete
vib-i B 100.0.0/24 ® Available vpe-m VPC Custom - Delete

vtb-2 ) 100.0.0/8 ® Available pc-2 Physical Cannection Interface Custom - Delete

| vib-2 ] 192.168.1.0/24 ® Available vpe- VPC CEN |

f. Delete the routesto 192.168.1.0/25 and 192.168.1.128/25 in the VBR route table and the
advertised BGP routes.

g. Inthe CEN console, configure health checks forthe VBR. For more information, see Configure
health checks.

1.4. Roll back the migration

This topic describes how to roll back your migration by modifying the routes.

Rollback solutions depend on the migration methods you have adopted. The available rollback
solutions are as follows:

e Migration with intermittent disconnections: Re-add the deleted static route of the peering
connection. All the routes that are more detailed than or equals the re-added peering connection
route are automatically deleted.

e Smooth migration: Re-add the deleted detailed routes directly.

@ Note If the migrated Virtual Border Router (VBR) is configured with BGP routes, you need to
re-advertise the related CIDR blocks.
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2.Best practices for route maps

2.1. Stop the communication between a
VPC and other networks attached to a CEN
instance

This topic describes how to use route maps to stop the communication between a Virtual Private Cloud
(VPC) and other networks that are attached to the same Cloud Enterprise Network (CEN) instance.

Prerequisites

A CEN instance is created and the required netwaorks are attached to the CEN instance. For more
information, see Create a CEN instance and Attach a networkinstance.

Context

VPCs can communicate with VPCs, Virtual Border Routers (VBRs), and Cloud Connect Networks (CCNs)
that are attached to the same CEN instance by default. However, you may need to blockthe
communication between two VPCs, or between a VPC and a VBR or CCN. In this topic, two VPCs are used
as an example to show you how to stop the communication between two VPCs by using route maps.

ECS1
172.16.0.1

) - ECS2
10001 | e . 19216801

As shown in the preceding figure, VPC1, VPC2, and VPC3 are attached to CEN. By default, VPC1, VPC2,
and VPC3 are all connected and can communicate with each other. By using route maps, you can block
the communication between VPC1 and VPC2 while VPC1 and VPC2 can still communicate with VPC3.

Step 1: Set a route map to deny access from VPC1 to VPC2

To set aroute map to deny access fromVPC1 to VPC2, follow these steps:
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1. Log onto the CEN console.

. Inthe left-side navigation pane, click Instances.

. Onthe Instances page, find the target CEN instance and click Manage in the Actions column.

2
3
4. Onthe CEN page, clickthe Route Maps tab and then click Add Route Map.
5

. Onthe Add Route Map page, configure the route map according to the following information
and then click OK.

o

Route Map Priority: Enter the priority of the route map. A smaller number represents a higher
priority. In this example, enter 20.

Region: Select the region to which the route map is applied. In this example, select China
(Hangzhou).

Transmit Direction: Select the direction in which the route map is applied. In this example,
select Export from Regional Gateway.

Match Conditions: Set the match conditions of the route map. In this example, add a match
condition and set the source instance ID to the ID of VPC2 and the destination instance IDto the
ID of VPC1.

Action Policy: Select the action that is performed to a route if the route meets all the match
conditions. In this example, select Deny.
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* Route Map Priority @

20

Description @

* Region @

China {Hangzhou) W

* Transmit Direction

Export from Regional Gateway hd

Match Conditions

Source Instance 1Ds A @ Exclude Specified IDs B
WpC- b4 ~
AND
Destination Instance 1Ds A @ Exclude Specified IDs B
vpt x| v

Add Match Condition

* Action Policy @

() Permit (@) Deny

Afteryou add the route map, you can view the route that denies access fromVPC1 to VPC2 on the
Routes tab.

Networks =~ Bandwidth Packages = Region Connections = Routes ~ PrivateZone Route Maps

Networks /| China (Hangzhou)vpe v | Refresh
Destination CIDR Block Publish Status. Type Routemap Route Property Status Next Hop

10.0.0.0124 N CEN details details Active China (Hangzhou)
192.168.0.024 - CEN details details Prohibited | China (Hangznou)

Step 2: Set a route map to deny access from VPC2 to VPC1

To set aroute map to deny access fromVPC2 to VPC1, follow these steps:
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1. Inthe left-side navigation pane, clickInstances.

A W N

. OntheInstances page, find the target CEN instance and click Manage in the Actions column.
. Onthe CEN page, clickthe Route Maps tab and then click Add Route Map.

. Onthe Add Route Map page, configure the route map according to the following information

and then click OK.

o

Route Map Priority: Enter the priority of the route map. A smaller number represents a higher
priority. In this example, enter 50.

Region: Select the region to which the route map is applied. In this example, select China
(Hangzhou).

Transmit Direction: Select the direction in which the route map is applied. In this example,
select Export from Regional Gateway.

Match Conditions: Set the match conditions of the route map. In this example, add a match
condition and set the source instance ID to the ID of VPC1 and the destination instance ID to the
ID of VPC2.

Action Policy: Select the action that is performed to a route if the route meets all the match
conditions. In this example, select Deny.
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* Route Map Priority @

50

Description &

* Region @

China {Hangzhou)

* Transmit Direction

Export from Regional Gateway

Match Conditions

Source Instance 1Ds hd
vpL X
AMD
Destination Instance 1Ds hd
V- x

Add Match Condition

* Action Policy @

() Permit (@) Deny

Exclude Specified IDs

Exclude Specified IDs

E}

E}

Afteryou add the route map, you can view the route that denies access fromVPC2 to VPC1 on the

Routes tab.

Networks =~ Bandwidth Packages = Region Connections =~ Routes

PrivateZone Route Maps

Networks /| China (Hangzhou)vpe v
Destination CIDR Block Publish Status. Routemap Route Property Status Next Hop
100.0.024 details details Active China (Hangzhou)

I 172.16.0.024 details details Prohibited | China (Hangzhou)

Step 3: Test the network connectivity

To test the network connectivity between VPC1 and VPC2, follow these steps:

18
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1. Log onto the ECS instance ECS1 in VPCT.
2. Use the ping command to ping the IP address of the ECS instance ECS2 in VPC2.

The output shows that ECS1 cannot access ECS2, which means VPC1 cannot access VPC2.

3. Logonto ECS2 in VPC2.
4. Use the ping command to ping the IP address of ECS1 in VPC1.

The output shows that ECS2 cannot access ECS1, which means VPC2 cannot access VPC1.

5000ms

To test the network connectivity between VPC1 and VPC3, follow these steps:

1. Log onto ECS1 in VPC1.
2. Use the ping command to ping the IP address of ECS3 in VPC3.
The output shows that ECS1 can access ECS3, which means VPC1 can access VPC3.

10.9.0.1

ing 10.8.0.1 with 32 bytes of data:
from 10.0.8.1: byte time<1ims
from 10.6.06.1: bytes=32 time<ims
from 8.8.8.1: y time<1ims

time<1ims

3. Logonto ECS3in VPC3.
4. Use the ping command to ping the IP address of ECS1 in VPC1.
The output shows that ECS3 can access ECS1, which means VPC3 can access VPCI.
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from 172.16.0.1: by 32 time<ims TTL=128
from 172.16.0.1: by ) ime<ims TTL=128
from 172.16.0.1: by 32 time<ims TTL=128

from 172.16.0.1: by 3 ime<ims TTL=128

To test the network connectivity between VPC2 and VPC3, follow these steps:
1. Log onto ECS2 in VPC2.
2. Use the ping command to ping the IP address of ECS3 in VPC3.

The output shows that ECS2 can access ECS3, which means VPC2 can access VPC3.

0.0.1 with
from 10.0.0.1:
from 16.06.06.1 :
from 10.0.0.1:
from 10.0.0.1:

for 16.0.0.1:
4, Recei

3. Logonto ECS3 in VPC3.
4. Use the ping command to ping the IP address of ECS2 in VPC2.

The output shows that ECS3 can access ECS2, which means VPC3 can access VPC2.
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192.168.0.1

rom 192.168.
from 192.168.
from 192.168.

from

192.168.0.1

<lms TTL=128
<lms TTL=128

2.2. Stop the communication between a
VPC and a CIDR block in CEN

The topic describes how to use route maps to stop the communication between a VPC and a CIDR block

in Cloud Enterprise Network (CEN).

Prerequisites

Before you add a route map, make sure that the following conditions are met:

e The on-premises data centeris connected to Alibaba Cloud through a leased line. For more

information, see

e A CENinstance is created and the required networks are attached to the CEN instance. For more

information, see

Context

VPCs can communicate with the CIDR blocks of VPCs, Virtual Border Routers (VBRs), and Cloud Connect
Networks (CCNs) that are attached to the same CEN instance by default. However, you may need to
stop a VPC from communicating with a certain CIDR block of a VPC, VBR, or CCN.

5 3 | o

CEN - Hangzhou gateway

X

i [ Route map

| ECS ﬁ'

{Route of CIDR block 1}

192.168.0.0/24 |
/ CIDR block 1 |
: Local gateway 192.168.0.0/24
i N . CIDR block 2 |

L . lOn-premisesl0.00.0/24 |
Route of CIDR block 2, data center "
10.0.0.0/24 |
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As shown in the preceding figure, a VPC and a VBR are attached to CEN. The VBR learns the routes
pointing to CIDR block 1 and CIDR block 2 of the on-premises data center through BGP. By default, the
VPC can communicate with CIDR block 1 and CIDR block 2 of the on-premises data center, too. If you
want to stop the VPC from communicating with CIDR block 1, you can use route maps. By using route
maps, you can stop the VPC from communicating with CIDR block 1 while the VPC can still communicate
with CIDR block 2.

Step 1: Set a route map to deny the route of CIDR block 1

To set aroute map to deny the route of CIDR block 1, follow these steps:

1.

u b~ W N

Log onto the CEN console.

. Inthe left-side navigation pane, clickInstances.
. OntheInstances page, find the target CEN instance and click Manage inthe Actions column.
. Onthe CEN page, clickthe Route Maps tab and then click Add Route Map.

. Onthe Add Route Map page, configure the route map according to the following information

and then click OK.

o

Route Map Priority: Enter the priority of the route map. A smaller number represents a higher
priority. In this example, enter 20.

Region: Select the region to which the route map is applied. In this example, select China
(Hangzhou).

Transmit Direction: Select the direction in which the route map is applied. In this example,
select Import to Regional Gateway.

Match Conditions: Set the match conditions of the route map. In this example, add two match
conditions:

m Source Instance IDs: Enterthe instance ID of the VBR.
m Route Prefix: Enter 192.168.0.0/24. Select Exact Match as the matching method.

Action Policy: Select the action that is performed to a route if the route matches all the
mat ching conditions. In this example, select Deny.

22
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* Route Map Priority @

20

Description &

* Region @

China {Hangzhou) A4

* Transmit Direction @

Import to Regional Gateway hd

Match Conditions

) ) 7]
Source Instance 1Ds had Exclude Specified IDs
vbr- b4 ~
AMD
7]
Route Prefix i Exact Match ™
192166800/, X ~

Add Match Condition

* Action Policy @

() Permit (@) Deny

Afteryou add the route map, you can see that the route pointing to CIDR block 1, 192.168.0.0/24,
is deleted fromthe VPC on the Routes tab.
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Before the route map is added

Netw a g Priv Route |
Network: Ch Hangzt by C) Refrest

Destination CIDR Block Publish Status Type Routemap R rhy Statt Next H
1000024 . CEN details details Active China (Hangzhou!
172.16.0.0/24 Published Withdraw System Acti —
192.168.0.0124 N CEN details Active China (Hangzhou!
After the route map is added

Networks =~ Bandwidth Packages = Region Connections PrivateZone ~ Route Maps

Networks China (Hangzhou).vpc-bp! (VPC) Refresh

Destination CIDR Block Publish Status Type Routemap Route Property Status Next Hop
1000024 . CEN details details Active China (Hangzhou!

172.16.0.0124 Published Withdraw System Acti —

Step 2: Test the network connectivity

To test the network connectivity between the VPC and CIDR block 1 of the on-premises data center,
follow these steps:
1. Log onto an ECS instance in the VPC.
2. Use the ping command to ping the IP address of CIDR block 1.
The output shows that the ECS instance in the VPC cannot access the IP address of CIDR block 1.

To test the network connectivity between the VPC and CIDR block 2 of the on-premises data center,
follow these steps:

1. Log onto the ECS instance in the VPC.
2. Use the ping command to ping the IP address of CIDR block 2.
The output shows that the ECS instance in the VPC can access the IP address of CIDR block 2.
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g 10.9.0.1

.0.0.1 with
160.06.0.1:
160.06.0.1:
10.0.0.1:
10.90.0.1:

2.3. Connect data centers through CEN

This topic describes how to connect data centers by using route maps of Cloud Enterprise Network
(CEN).

Prerequisites

Before you configure route maps, make sure that the following requirements are met:

e The data centers are connected to Alibaba Cloud through leased lines. For more information, see

e A CEN instance is created and network instances that you want to connect are attached to the CEN
instance. For more information, see and

e A bandwidth plan is purchased and the bandwidth for cross-region communication is allocated. For
more information, see and

Context

Afteryou create a CEN instance, the system automatically creates a route map for the regional
gateways of the CEN instance. The priority of the route map is 5000 and the action policy of the route
map is Deny. The route map forbids virtual border routers (VBRs) and Cloud Connect Network (CCN)
instances to communicate with other VBRs and CCN instances that are attached to the CEN instance. In
some scenarios, you may need to allow the VBRs and CCN instances to communicate with other VBRs
and CCN instances that are attached to the CEN instance.

) Notice ff you delete the default route map, routing loops may occur. Proceed with caution.
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Data center 1 is located in the China (Beijing) region and connected to Alibaba Cloud through VBR 1.
Data center 2 is located in the China (Hangzhou) region and connected to Alibaba Cloud through VBR 2,
as shown in the preceding figure. VBR 1 and VBR 2 are attached to a CEN instance. By default, Data
center 1 and Data center 2 cannot communicate with each other. To enable intercommunication
between Data center 1 and Data center 2, you must configure route maps for the VBRs by performing
the following operations:

Step 1: Add a route map that allows Date center 1 to access Data
center 2

1. Logonto the CEN console.
2. Inthe left-side navigation pane, click Instances.

3. OntheInstances page, find the CEN instance that you want to manage, and click Manage inthe
Actions column.

4. Onthe CEN page, clickthe Route Maps tab, and then click Add Route Map.
5. Onthe Add Route Map page, set the following parameters and click OK:

o Route Map Priority: Enter a priority value for the route map. A lower value indicates a higher
priority. In this example, 20 is entered.

o Description: Enter a description for the route map. This parameter is optional.

o Region: Select the region to which the route map is applied. In this example, China (Beijing) is
entered.

o Transmit Direction: Select the direction of the route map. In this example, Import to
Regional Gateway is selected.

o Match Conditions: Set match conditions for routes. In this example, the following conditions
are set:

m Source Instance IDs: Select the ID of VBR 2.
m Destination Instance IDs: Select the ID of VBR 1.

o Action Policy: Select the action that you want to performto a route when the route meets all
match conditions. In this example, Permit is selected.
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* Transmit Direction @

Export from Regional Gateway hd

Match Conditions

Source Instance IDs b @ Exclude Specified IDs B
vbr- > ~
AND
Destination Instance IDs b @ Exclude Specified IDs B
v » K4

Add Match Condition

* Action Policy @
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Afteryou add the route map, you can view the route that allows Data center 1 to access Data
center2 onthe Routes tab.

Networks =~ Bandwidth Packages Region Connections ~ Routes | PrivateZone = Route Maps

Networks | China (Beijing):vbr- ~ | Refresh

Destination CIDR Block Publish Status. Type Routemap Route Property Status Next Hop
172.16.00/24 . CEN details details Active China (Hangzhou)
10.00.024 Published Custom - details Active IC

Step 2: Add a route map that allows Data center 2 to access Data
center 1
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1. Inthe left-side navigation pane, clickInstances.

2. Onthe Instances page, find the CEN instance that you want to manage. In the Actions column,
clickManage.

(e]

. Onthe CEN page, clickthe Route Maps tab, and then click Add Route Map.
. Inthe Add Route Map panel, set the following parameters and then click OK:

Route Map Priority: Enter a priority value for the route map. A lower value indicates a higher
priority. In this example, 20 is entered.

Description: Enter a description for the route map. This parameter is optional.

Region: Select the region to which the route map is applied. In this example, China (Hangzhou)
is entered.

Transmit Direction: Select the direction of the route map. In this example, Import to
Regional Gateway is selected.

Match Conditions: Set match conditions for routes. In this example, the following conditions
are set:

m Source Instance IDs: Select the ID of VBR 1.
m Destination Instance IDs: Select the ID of VBR 2.

Action Policy: Select the action that you want to performto a route if the route meets all
match conditions. In this example, Permit is selected.

28
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Afteryou add the route map, you can view the route that allows Data center 2 to access Data

center 1 onthe Routes tab.

Networks Bandwidth Packages Region Connections Routes PrivateZone Route Maps

Networks | China (Hangzhou):vbr- ~ | Refresh
Destination CIDR Block Pubiish Status. Type Routemap Route Property Status Next Hop
172160024 Sublished Custom details Active Ipc
I 192.168.0.0/24 . CEN details details Active China (Beijing)

Step 3: Test the connectivity between Data
2

center 1 and Data center
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1. Openthe command prompt on a PC in Data center 1.
2. Runthe ping command to ping the IP address of a PC in Data center 2 to test the connectivity.

The test result shows that the PC in Data center 1 can access the PC in Data center 2.

TTL=128

Fw ]

from 1 16.0.1: by =32 time<1ims TTL=128

from 172.16.0.1: bytes=32 time<ims TTL=128

3. Openthe command prompt on a PC in Data center 2.
4. Runthe ping command to ping the IP address of a PCin Data center 1 to test the connectivity.

The test result shows that the PC in Data center 2 can access the PC in Data center 1.

\Administrator>ping 192.168.0.1

1902.168.08.1 with
from 192.168.6.1 : ]
from 192.168.0.1 : J ims TTL=128
from 192.168.0.1 : by ) i 1ms TTL=128

from 192.168.0.1 : byt ; ime<ims TTL=128

2.4. Connect branches to a data center
through CEN

This topic describes how to use route maps of Cloud Enterprise Network (CEN) to connect the branches
of acompany to its data center.

Prerequisites

Before you configure route maps, make sure that the following requirements are met:

e A Cloud Connect Network (CCN) instance is created. Smart Access Gateway (SAG) instances that are
created forthe branches are attached to the CCN instance. For more information, see
and
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e A CEN instance is created. Network instances to be connected are attached to the CEN instance. For
more information, see Create a CEN instance and Attach a network instance.

e A bandwidth plan is purchased and the bandwidth for cross-region communication is allocated. For
more information, see Use a bandwidth plan and Manage bandwidth for cross-region connections.

Context

The system automatically adds a default route map to the regional gateway of a CEN instance. The
priority value of the default route map is 5000 and the action policy is deny. This route map forbids
virtual border routers (VBRs) and CCN instances that are attached to the CEN instance to communicate
with each other. However, in some scenarios, you may need to allow the VBRs and CCN instances that
are attached to the CEN instance to communicate with each other.

) Notice If you delete the default route map, routing loops may occur. Proceed with caution.

A% i
PR - ) . X .
i \ , \ - -
I ' ' | -7 Branch 1!
I
I

- 1
% &@—EA (V) rowm 11721600/24

-———— e ——

CEN-Beijing gateway CCN . "
] -
data center __ _, Y\ Route map J x -_ :
192.168.0.0/24 ' K SAG2 Branch 2,
. 11000024
,
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The data center of a company is deployed in the China (Beijing) region as shown in the preceding figure.
The data centeris connected to Alibaba Cloud through a VBR. A branch of the company (Branch 1) is
located in the China (Shanghai) region. Another branch of the company (Branch 2) is located in the
China (Hangzhou) region. Branch 1 is connected to a CCN instance through an SAG instance (SAG 1).
Branch 2 is connected to the same CCN instance through another SAG instance (SAG 2). By default, the
data center cannot communicate with Branch 1 and Branch 2. You can configure a route map to allow
the data center and Branch 1 to communicate with each other.

Step 1: Configure a route map to allow the data center to access
Branch 1

Performthe following operations to configure a route map to allow the data centerto access Branch
1:

1. Log onto the CEN console.
2. Inthe left-side navigation pane, click Instances.

3. Onthelnstances page, find the CEN instance that you want to manage and click Manage inthe
Actions column.

4. Onthe CEN page, clickthe Route Maps tab and then click Add Route Map.

5. Inthe Add Route Map panel, set the following parameters and click OK to create a route map:
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o Route Map Priority: Enter a priority value for the route map. A lower value indicates a higher
priority. In this example, 20 is entered.

o Region: Select the region to which the route map is applied. In this example, China (Beijing) is
selected.

o Transmit Direction: Select the direction of the route map. In this example, Export from
Regional Gateway is selected.

o Match Conditions: Set the match conditions of routes. The following conditions are set in this
example:

m Source Instance IDs: Select the ID of SAG 1.
m Target Instance IDs: Select the ID of the VBR.
m Route Prefix: Enter 172.16.0.0/24.

o Action Policy: Select the action that you want to performto a route if the route meets all
mat ch conditions. In this example, Permit is selected.
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Afteryou configure the route map, you can view the route that allows the data centerto access
Branch 1 onthe Routes tab.

Networks =~ Bandwidth Packages Region Connections ~ Routes | PrivateZone = Route Maps

Networks | China (Beiing)vor- ~ Refresn

Destination CIDR Block Publish Status Type Routemap Route Property Status Next Hop
172.16.0024 ) CEN details details Active Mainland China (CCN)
10.000/24 Sublished Custom - details Active IDC

> Document Version: 20220401 33



Best Practices-Best practices forro _
p =AM
ute maps

Step 2: Configure a route map to allow the CCN instance to access
the data center

Performthe following operations to configure a route map to allow the CCN instance to access the
data center:

1. Log onto the CEN console.

2. Inthe left-side navigation pane, click Instances.

3. OnthelInstances page, find the CEN instance that you want to manage and clickManage inthe
Actions column.

4. Onthe CEN page, clickthe Route Maps tab and then click Add Route Map.
5. Inthe Add Route Map panel, set the following parameters and click OK to create a route map:

o Route Map Priority: Enter a priority value for the route map. A lower value indicates a higher
priority. In this example, 20 is entered.

o Region: Select the region to which the route map is applied. In this example, Mainland China
CCN is selected.

o Transmit Direction: Select the direction of the route map. In this example, Export from
Regional Gateway is selected.

o Match Conditions: Set the match conditions of routes. The following match conditions are set:
m Source Instance IDs: Select the ID of VBR.
m Target Instance IDs: Select the ID of the CCN instance.
m Route Prefix: Enter 192.168.0.0/24.

o Action Policy: Select the action that you want to performto a route if the route meets all
match conditions. In this example, Permit is selected.
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After you add the route map, you can view the route that allows the CCN instance to access the
data centeronthe Routes tab.
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Networks =~ Bandwidth Packages = Region Connections PrivateZone Route Maps

Networks China (Befjing):vbr- Refresh
Destination CIDR Block Publish Status Type Routemap Route Property Status Next Hop
172.16.0.0/24 - CEN details details Active Mainland China (CCN
10.00.024 Published Custom - details Active DG

Step 3: Test the connectivity

Performthe following operations to test the connectivity between the data center and Branch 1:
1. Openthe command prompt on a PCinthe data center.
2. Runthe ping command to ping the IP address of a PC in Branch 1.

The result shows that the data center can access Branch 1.

L
= -+

e
2
2
2
2

+

=
m

~+
fiin s s i D
=

=
m

3. Openthe command prompt on a PCin Branch 1.
4. Runthe ping command to ping the IP address of a PCin the data center.

The result shows that Branch 1 can access the data center.

Administrator)

192.168.0.1 with
\ ims TTL=128
from 192.168.0.1: b) 2 timecims TTL=-128
192.168.0.1 : 5=32 time<ims TTL=128

192.168.0.1: ftes=3 ime<ims TTL=128

Performthe following operations to test the connectivity between the data center and Branch 2:

1. Openthe command prompt on a PC inthe data center.
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2. Runthe ping command to ping the IP address of a PC in Branch 2.

The result shows that the data center cannot access Branch 2.
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timed out.
timed out.
timed out.

timed out.
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2.5. Configure active/standby static routes
for VBRs in the same region by using route
maps

This topic describes how to configure active/standby static routes for virtual border routers (VBRSs) in
the same region by using route maps of Cloud Enterprise Network (CEN).

Prerequisites

Before you configure route maps, make sure that the following requirements are met:

e The data centeris connected to Alibaba Cloud through leased lines. For more information, see

e A CEN instance is created and network instances to be connected are attached to the CEN instance.
For more information, see and

Context

Route maps permit or deny routes based on match conditions. You can set match conditions to specify
the attributes of routes that you want to permit.
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A company has a data center located in the China (Hangzhou) region. The company connects the data
center to Alibaba Cloud by using two leased lines fromtwo ISPs, as shown in the preceding figure. The
port of Leased line 1 is 10 Gbit/s, whereas the port of Leased line 2 is 1 Gbit/s. VBR 1, VBR 2, and the
virtual private cloud (VPC) are attached to the CEN instance. The company uses the leased lines to
connect the data centerto Alibaba Cloud through load balancing. However, the company needs to use
Leased line 2 as a standby connection because the port of Leased line 2 is slower than that of Leased
line 1. When Leased line 1 is down, network traffic is automatically transmitted through Leased line 2.

You can add a route map with a higher priority for VBR 1 that is connected to Leased line 1, and then
add a route map with a lower priority for VBR 2 that is connected to Leased line 2. This way, Leased line
1 functions as the active connection and Leased line 2 functions as the standby connection.

Step 1: Set Leased line 1 that is connected to VBR 1 as the active
connection

Performthe following operations to set Leased line 1 as the active connection:

1. Log onto the CEN console.
2. Inthe left-side navigation pane, click Instances.

3. OnthelInstances page, find the CEN instance that you want to manage, and clickManage in the
Actions column.

4. Onthe CEN page, clickthe Route Maps tab, and click Add Route Map.
5. Inthe Add Route Map panel, set the following parameters and click OK:

o Route Map Priority: Enter a priority value for the route map. A lower value indicates a higher
priority. In this example, 20 is entered.

o Region: Select the region to which the route map is applied. In this example, China (Hangzhou)
is entered.

o Transmit Direction: Select the direction of the route map. In this example, Import to
Regional Gateway is selected.

o Match Condition: Set the matching conditions for routes. In this example, Source Instance
IDs is selected and the ID of VBR 1 is entered.

o Action Policy: Select the action that you want to performto aroute if the route meets all
match conditions. In this example, Permit is selected.

o Add Policy Entry: Select Preference and then set the priorities of the routes that are
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permitted. In this example, the priority value is set to 10.

@ Note By default, the priorities of the permitted routes are 50. You can set a value
from1 to 100. A lower value indicates a higher priority.

Add Route Map (7]

* Route Map Priority @

20

Description &

* Region @

China {Hangzhou) W

* Transmit Direction @

Import to Regional Gateway hd

Match Conditions

5
=]

Source Instance IDs b Exclude Specified IDs

vbr b4 e

Add Match Condition

* Action Policy @

(@ Permit () Deny

Route Preference hd

Add Policy Entry

Associated Pricrity @

Step 2: Set Leased line 2 that is connected to VBR 2 as the standby
connection

Performthe following operations to set Leased line 2 as the standby connection:
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1. Inthe left-side navigation pane, clickInstances.

2. OntheInstances page, find the CEN instance that you want to manage and click Manage in the
Actions column.

o

. Onthe CEN page, clickthe Route Maps tab and then click Add Route Map.
. Onthe Add Route Map page, set the following parameters and click OK:

Route Map Priority: Enter a priority value for the route map. A lower value indicates a higher
priority. In this example, 30 is entered.

Region: Select the region to which the route map is applied. In this example, China (Hangzhou)
is entered.

Transmit Direction: Select the direction of the route map. In this example, Import to
Regional Gateway is selected.

Match Condition: Set the match conditions for routes. In this example, Source Instance IDs is
selected and the ID of VBR 2 is entered.

Action Policy: Select the action that you want to performto a route if the route meets all
mat ching conditions. In this example, Permit is selected.

Add Policy Entry: Select Preference and then set the priorities of the routes that are
permitted. In this example, the priority value is set to 20.

@ Note By default, the priorities of the permitted routes are 50. You can set a value
from 1 to 100. A lower value indicates a higher priority.
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Add Route Map 0 X

* Route Map Priority @

30

Description @

* Region @

China {Hangzhou) W

* Transmit Direction

Import to Regional Gateway W

Match Conditicns

. [T}
Source Instance 1Ds A Exclude Specified IDs
wvbr- b4 ~
Add Match Condition
* Action Policy @
@ Permit : Derny
0]
Route Preferance hd @ :
20

Add Policy Entry

Associated Priority @

Afteryou add the route maps, you can find two routes that point to 10.0.0.0/24 on the Routes
tab. One of the routes is used as the standby route.

Networks =~ Bandwidth Packages Region Connections  Routes = PrivateZone = Route Maps

Region | China (Hangzhou) v~ | Refresh
Destination GIDR Block Type Routemap Route Property Status Next Hop To other region route map To other region status

[ 10000124 CEN details details Active China (Hangzhou) ] - Active

I 10.0.0.0124 CEN details details Standby China (Hangzhou) l - Active
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2.6. Use route maps to allow specified
VPCs to communicate with each other

This topic describes how to configure route maps to allow specified virtual private clouds (VPCs) that
are attached to a Cloud Enterprise Network (CEN) instance to communicate with each other. This
improves the network security. We recommend that you use this method to manage routes in CEN
instances.

Prerequisites

Before you configure route maps, make sure that the following conditions are met:
e A CENinstance is created. For more information, see Create a CEN instance.

e Network instances that need to communicate with each other are attached to the same CEN
instance. For more information, see Attach a network instance.

e A bandwidth plan is purchased and the bandwidth for cross-region connections is allocated. For
more information, see Use a bandwidth plan and Manage bandwidth for cross-region connections.

Context

By default, VPCs that are attached to a CEN instance can communicate with other network instances
that are attached to the same CEN instance. These netwaork instances are VPCs, virtual border routers
(VBRs), and Cloud Connect Network (CCN) instances. If you have a large number of VPCs, VBRs, and CCN
instances attached to a CEN instance, it is difficult to manage the connections. In this case, we
recommend that you configure low-priority route maps to forbid all the attached network instances to
communicate with each other. Then, configure high-priority route maps to allow only specified network
instances to communicate with each other.

Q‘ VPC3: FLKF-anmin
‘J

R,
PN
/ S
/ h
. Route map
/
- e
// - - - ___{:EN - \\\-
\\
VPC1: HK-anmin ;'-:‘ VPC2: HK2-anmin
R
aaD T /A Route map 4 4 =
— - . - I
— ; -
Ee— Ees2 o '
10.0.1.95/24 10.0.2.120/24 172.16.1.80/24
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The VPCs in the preceding figure are attached to a CEN instance. VPC 1 and VPC 2 are deployed in the
China (Hong Kong) region, and VPC 3 is deployed in the Germany (Frankf urt) region. By default, VPC 1,
VPC 2, and VPC 3 can communicate with each other. To facilitate network management and
maintenance in case you want to expand the network, you can use route maps to allow specified VPCs
to communicate with each other. To performthis task, you can configure low-priority route maps to
block routes fromthe China (Hong Kong) regional gateways and the Germany (Frankfurt) regional
gateway. This forbids VPC 1, VPC 2, and VPC 3 to communicate with each other. Then, configure high-
priority route maps to allow VPC 1 and VPC 3 to communicate with each other.

CIDR blocks

The following table describes the CIDR blocks of VPC 1, VPC 2, and VPC 3.

Network instance CIDR block ECS instance IP address

VPC 1: 10.0.0.0/8
ECS 1: 10.0.1.95
VPC1 VSwitch 1: 10.0.1.0/24
ECS 2: 10.0.2.120
VSwitch 2: 10.0.2.0/24

VPC 2: 172.16.0.0/12
VPC2 ECS: 172.16.1.80
VSwitch: 172.16.1.0/24

VPC 3: 192.168.0.0/16
VPC3 ECS: 192.168.1.151
VSwitch: 192.168.1.0/24

Step 1: Configure route maps to block routes from the regional
gateways to all network instances

Performthe following operations to configure route maps to block routes fromthe regional gateways
deployed in the China (Hong Kong) and Germany (Frankfurt) regions to VPC 1, VPC 2, and VPC 3:

1. Log onto the CEN console.
2. Inthe left-side navigation pane, click Instances.

3. OnthelInstances page, find the CEN instance that you want to manage and clickManage inthe
Actions column.

4. Onthe CEN page, clickthe Route Maps tab and then click Add Route Map.

5. Inthe Add Route Map panel, set the following parameters and click OK to add a route map for
the regional gateway deployed in the Germany (Frankf urt) region:

o Route Map Priority: Enter a priority value for the route map. A lower value indicates a higher
priority. In this example, 100 is entered.

o Description: Enter a description for the route map. This parameter is optional. In this example, A
Il VPCs in the Germany (Frankfurt) region deny routes from the regional gateway is entered.

o Region: Select the region to which the route map is applied. In this example, Germany
(Frankfurt) is selected.

o Transmit Direction: Select the direction of the route map. In this example, Import to
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Regional Gateway is selected.

o Match Conditions: Set the match conditions of routes. In this example, VPC is specified as
Destination Instance Type.

o Action Policy: Select the action that you want to performto a route if the route meets all
mat ch conditions. In this example, Deny is selected.

Add Route Map @ X

* Route Map Pricrity @

100

Description @

all VPC instances in Germany Frankfurt deny routes from the CEN gateways

* Regicn @

Germany (Frankfurt) hd
* Transmit Direction @

Export from Regional Gateway hd
Match Conditions

Destination Instance Type v @
VPC X b

Add Match Condition

* Action Policy @

[=]

6. Onthe Add Route Map page, set the following parameters and click OK to add a route map for
the regional gateway in the China (Hong Kong) region:

. P
Permit (@) Deny

o Route Map Priority: Enter a priority value for the route map. A lower value indicates a higher
priority. In this example, 100 is entered.

o Description: Enter a description for the route map. This parameter is optional. In this example, A
ll VPCs in the China (Hong Kong) region deny routes from the regional gateway is entered.

o Region: Select the region to which the route map is applied. In this example, China (Hong
Kong) is selected.

o Transmit Direction: Select the direction of the route map. In this example, Import to
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Regional Gateway is selected.

o Match Conditions: Set the match conditions of routes. In this example, VPC is specified as
Destination Instance Type.

o Action Policy: Select the action that you want to performto a route if the route meets all
mat ch conditions. In this example, Deny is selected.

Add Route Map @ X

* Route Map Pricrity @

100

Description @

All VPC instances in China Hong Kang deny routes from the CEN gateway

* Region @

China (Hong Kong) il

* Transmit Direction @

Expaort from Regional Gateway "
Match Conditions
Destination Instance Type e

VPC X e

Add Match Condition
* Action Policy @

Permit (@ Deny =

Afteryou add the route maps, navigate to the Routes tab. You can find that VPC 1, VPC 2, and
VPC 3 have denied routes fromthe regional gateways. The following figure shows that VPC 1 has
denied routes fromthe regional gateways.
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Networks Banawidth Plans Region Connections Routes AnyTunne! Private Zone Route Maps

Networks | China (Hong Kong):vpc-j6=" (VPG v | Wik oo~ | Refresn

Destination CIDR Block Publish Status Type Route map Route Property Status Mext Hop

100 10 Unpublished System - details

2 2 . CEN details details Prohibited  Hong Kong, China (CCN)

2 120 Published Withdrau System - detalls

72.16.1.024 - CEN details details Fronibited |  China (Hong Kong;

102.168.1.0124 - CEN details details Prohibited | Germany (Frankiur

Step 2: Configure a route map that allows VPC 1 to permit routes
from VPC 3

Performthe following operations to allow VPC 1 to permit routes fromVPC 3:
1. Inthe left-side navigation pane, click Instances.

2. OntheInstances page, find the CEN instance that you want to manage and click Manage inthe
Actions column.

3. Onthe CEN page, clickthe Route Maps tab, and then click Add Route Map.
4. Inthe Add Route Map panel, set the following parameters and click OK to create a route map:

o Route Map Priority: Enter a priority value for the route map. A lower value indicates a higher
priority. In this example, 50 is entered.

o Description: Enter a description for the route map. This parameter is optional. In this example, A
llow VPC 1 to permit routes from VPC 3 is entered.

o Region: Select the region to which the route map is applied. In this example, China (Hong
Kong) is selected.

o Transmit Direction: Select the direction of the route map. In this example, Import to
Regional Gateway is selected.

o Match Condition: Set the match conditions of routes. In this example, the following match
conditions are set:

m Source Region: Germany (Frankfurt) is selected.
m Source Instance IDs: The ID of VPC 3 is selected.
m Target Instance IDs: The ID of VPC 1 is selected.

o Action Policy: Select the action that you want to performto a route if the route meets all
mat ch conditions. In this example, Permit is selected.
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Add Route Map
Description @

Allow VPC1 to accept routes from VPC3

* Region @

China (Hong Kong) W

* Transmit Direction @

Export from Regional Gateway A

Match Conditions

Source Region v @ o
Germany (Frankfurt) > A
AND
Source Instance IDs v @ Exclude Specified IDs |
vpc-gwé 0 ¥ W
AND
Destination Instan... v @ Exclude Specified IDs o]
vpc-jb 104g X b

B Add Match Condition
* Action Policy @

® Permit Deny

Afteryou add the route map, navigate to the Routes tab. You can check whether VPC 1 has

permitted routes from VPC 3.

Networks Bandwidth Plans Region Connections Routes | AnyTumnel | Private Zone Route Maps

Networks | China (Hong Kong):vpc-e 1q(VPC) | vib-fbe wer . /[ Refresh |

Destination CIDR Block Pubish Status Tyre Route map Route Property Saus  Next Hop

100.6a0/10 Unpubiished System detals Adve  —

7247 024 . = detais detais PIONBE iong Kong, China (CCH)

1723 B.020 Published Withdraw System details Acive —

2 dons : cen s - e —
detais Adive  Germany (Frankfurt

Step 3: Configure a route map that allows VPC 3 to permit routes

from VPC 1
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Performthe following operations to allow VPC 3 to permit routes fromVPC 1:

1. Inthe left-side navigation pane, clickInstances.

2. Onthe Instances page, find the CEN instance that you want to manage and click Manage in the
Actions column.

3. Onthe CEN page, clickthe Route Maps tab and then click Add Route Map.
4. Onthe Add Route Map page, set the following parameters and click OK to create a route map:

o Route Map Priority: Enter a priority value for the route map. A lower value indicates a higher
priority. In this example, 50 is entered.

o Description: Enter a description for the route map. This parameter is optional. In this example, A
llow VPC 3 to permit routes from VPC 1 is entered.

o Region: Select the region to which the route map is applied. In this example, Germany
(Frankfurt) is selected.

o Transmit Direction: Select the direction of the route map. In this example, Import to
Regional Gateway is selected.

o Match Conditions: Set the match conditions of routes.
m Source Region: China (Hong Kong) is selected.
m Source Instance IDs: The ID of VPC 1 is selected.
m Target Instance IDs: The ID of VPC 3 is selected.

o Action Policy: Select the action that you want to performto aroute if the route meets all
match conditions. In this example, Permit is selected.
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Add Route Map @
Description i@

Allow VPC3 to accept routes from VPC1

* Region @
Germany (Frankfurt) b
* Transmit Direction @
Export from Regional Gateway W
Match Conditions
Source Region v @ o]
China (Hong Kong) X ~
AND
Source Instance IDs v @ Exclude Specified IDs o]
vpC-jbcs 0dg X AV
AND
Destination Instan... v @ Exclude Specified IDs o]
vpC-gw S0 X A

Ei Add Match Condition
* Action Policy @
® Permit O Deny

Afteryou add the route map, navigate to the Routes tab. You can check whether VPC 3 has
permitted routes fromVPC 1.

Networks | BandwidtnPlans | Region Connections | Routes | AnyTunnel | FPrivateZone | Route Maps
Networks /| Germany (Frankiurtyvpc-gy 9I(VPC) | vib-gud fu | Refresh |
Destination GIDR Block Publsh Status Type Route map Route Property Status  NextHop
100 w24 - CcEN - details Active Hong Kong, China (CCN)
100 W24 - CcEN - details Active Hong Kong, China (CCN)
0= 0110 Unpublished System - details Actie —
100.1.024 - cEN detais details Active  China (Hong Kong
1002024 - CEN - details Active  China (Hong Kong
102 24 Published Withdraw System - detalls Active —

Step 4: Test the connectivity
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Performthe following operations to test the connectivity between the VPCs:

1.

Logonto ECS1inVPC1.

2. Runthe ping command to ping the IP address of the ECS instance in VPC 3 to test the

connectivity.

The result shows that VPC 1 can access the ECS instance in VPC 3. This indicates that VPC 1 and VPC
3 can communicate with each ot her.

>_ 1. root@izby = lzhz-~ X

Last login: Thu Aug 27 18:43:13 2020 from 180.104.86.37
Welcome to Alibaba Cloud Elastic Compute Service !

[root@izbpl® ¥ a0 D eglzhz ~]# ping 192.168.81
PING 192.168.= § (192.168.% i) 56(84) bytes of data.

64 bytes from 192.168. : icmp_seqg=1 ttl=64 time=©.046
64 bytes from 192.168. : icmp_seq=2 ttl=64 time=0.054
64 bytes from 192.168. : icmp_seqg=3 ttl=64 time=0.862
64 bytes from 192.168. : icmp_seq=4 ttl=64 time=8.055
64 bytes from 192.168. : icmp_seq=5 ttl=64 time=©.061
nNZ

[1]+ Stopped ping 192.168./® B
[root@izbpm® =’ 1§ hz ~]# []

. Log onto the ECS instance in VPC 2.
. Runthe ping command to ping the IP address of ECS 1 in VPC 1 to test the connectivity.

The result shows that VPC 2 fails to access VPC 1. This indicates that VPC 1 and VPC 2 cannot
communicate with each other.

[root@izt = " ~]# ping 1©.0.1.
PING 16.0.1.1 (16.0.1.;) 56(84) bytes of data.

AC
--- 18.0.1.| ping statistics ---
30 packets transmitted, © received, 100% packet loss, time 28999ms

[root@iz ~1# []

. Log onto the ECS instance in VPC 3.
. Runthe ping command to ping the IP address of the ECS instance in VPC 2 to test the

connectivity.

The result shows that VPC 3 fails to access VPC 2. This indicates that VPC 2 and VPC 3 cannot
communicate with each other.

50
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[root@iz’ = Jg ~]# ping 172.16.1.
PING 172.16.1.1 (172.16.1.L) 56(84) bytes of data.

AC
--- 172.16.1. 1 ping statistics ---
14 packets transmitted, © received, 180% packet loss, time 12999ms

[root@izbg = ~]# D
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3.Best practices for hybrid cloud

3.1. Build an enterprise-class hybrid cloud
by combining multiple connection services

Cloud Enterprise Network (CEN) helps you build a high-quality network environment. CEN provides a
simplified networking method to build a hybrid cloud with a scale and communication capability at the
enterprise level. This topic describes how to build a hybrid cloud by combining leased lines, VPN
gateways, and Smart Access Gateway (SAG) instances.

Network topology
The following network topology is used in this example:

e A company has deployed data centers in the China (Beijing), China (Shanghai), China (Hangzhou), and
China (Guangzhou) regions.

e |n addition, the company has created virtual private clouds (VPCs) in the China (Beijing), China
(Shanghai), China (Hangzhou), and China (Shenzhen) regions.

e The data centers in China (Beijing) and China (Shanghai) are connected to Alibaba Cloud through
leased lines. The virtual border routers (VBRs) of the leased lines are attached to a CEN instance.

e The data centerin China (Hangzhou) is connected to the VPC in China (Hangzhou) through a VPN
gateway.

e The data centerin China (Guangzhou) is connected to Alibaba Cloud through an SAG instance. The
Cloud Connect Network (CCN) instance to which the SAG instance belongs is attached to the CEN
instance.

e The VPCs of the company in China (Beijing), China (Shanghai), China (Shenzhen), and China (Hangzhou)
are attached to the CEN instance.

) Beijing VPC1
CPE Physical
ection/BGP 192.168.1.0/24
1.3, Beijing access
10.1.3.0/24 paint - VPC S
Customer - |
IDC-Beijing LN |
o <7 VBR1M | CEN
E | BGP AS 45104 . 192.168.2.0/24

Hangzhou VPC1

[Psec-VEN VPC
v__—_' g)— T — — Shenzhen
VPN GW | VFl'Cl
10.1.1.0/24 v ~ |
192.168.4.0/24 -
Customer IDC- .

Hangzhou . . . {
e - ‘ D @ (N
e CCN 10.1.2.0/24

Customer IDC-
Guangzhou

Physical VBR2 T gwpe s

connection/|

Shanghai access Shanghai VPC1

t
P Fom 192.168.3.0/24

i

10.1.4.0/24

Customer IDC-
Shangha

Subnetting

To build a hybrid cloud, make sure that the CIDR blocks to be connected do not overlap with each
other. The following table describes the CIDR blocks in this example.
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Network CIDR block
Data center in China (Hangzhou) 10.1.1.0/24
Data center in China (Guangzhou) 10.1.2.0/24
Data center in China (Beijing) 10.1.3.0/24
Data center in China (Shanghai) 10.1.4.0/24
VPC in China (Beijing) 192.168.1.0/24
VPC in China (Shenzhen) 192.168.2.0/24
VPC in China (Shanghai) 192.168.3.0/24
VPC in China (Hangzhou) 192.168.4.0/24

Services for connecting data centers to Alibaba Cloud
The data centers are connected to Alibaba Cloud in the following ways:

e Connect the data centers in China (Beijing) and China (Shanghai) to Alibaba Cloud through leased lines
e Connect the data center in China (Hangzhou) to Alibaba Cloud through a VPN gateway

e Connect the data centerin China (Guangzhou) to Alibaba Cloud through an SAG instance

Connect the data centers in China (Beijing) and China (Shanghai) to
Alibaba Cloud through leased lines

-1 Physical Beijing VPC1
i ion/BGP 192.168.1.0/24

Beijing access
10.1.3.0/24 g oNees
Customer " |
IDC-Beijing |
- VBR1 III c EN .
. | .
I \ - 192.168.2.0/24
Hangzhot VPC1 | BGP AS 45104 ;
. ——— 1 VPC
=] IPsec-VPN 1 — :

= (3 4 |, \| — Shenzhen

. N

VPN GW ) VFI’CI
10.1.1.0/24 . T~ K
c e 192.168.4.0/24 | — s
ustomer - . e ——
“ . =] =]
| D - Gl
cen

. — e 10.1.2.0/24
Physical R2 v WPC. -
connectiol nghai access Shanghai VPC1 Customer IDC-
=] point Guangzhou
B 192.168.3.0/24
10.1.4.0/24
Customer IDC-
Shanghai

Procedure

1. Connect the data centers in China (Beijing) and China (Shanghai) to VBRs through leased lines. Then,

configure the data centers and the connected VBRs as BGP peers. For more information, see
Configure BGP.

2. Use the customer-premises equipment (CPE) of the data centers in China (Beijing) and China
(Shanghai) to advertise the CIDR blocks of the data centers to the CEN instance through BGP. The
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following table describes the configurations of the CPE in China (Beijing) and China (Shanghai).

Configuration CPE in China (Beijing) CPE in China (Shanghai)
Local BGP ASN A B

Peer BGP ASN 45104 45104

Network 10.1.3.0/24 10.1.4.0/24

Afterthe data centers and the VBRs are configured as BGP peers, the data centers and the VBRs
can learn routes from each other.

Connect the data center in China (Hangzhou) to Alibaba Cloud
through a VPN gateway

CPE Physical Beijing VPC1
¥ ction/BGP 192.168.1.0/24

.1.3. Beijing access
10.1.3.0/24 o
Customer o '\I -
IDC-Beijing l
VBRI CEN \
s | N
J | . 192.168.2.0/24
Hangzhou VPC1 | BGP AS 45104 s
- ——— VPC
=] IPsec-VPN ' — ’
T :—‘.— 1 ‘B Shenzhen
: u VRN GW |, . N

77 VPC1
10.1.1.0/24 !

192.168.4.0/24 l ~——
Customer IDC- *,

10.1.2.0/24

Physical VBR2 - MPE S - -
connection/BaF cponohai access Shanghai VPC1 Customer IDC-
= point Guangzhou
] 192.168.3.0/24
10.1.4.0/24
Customer IDC-
Shanghai

Procedure:

1. Create an IPsec-VPN connection to connect the data center in China (Hangzhou) to the VPCin
China (Hangzhou). For more information, see Connect a data center to a VPC.
2. Configure a specific route or default route that points to Alibaba Cloud.

Configure a specific route.

Destination CIDR block Next hop

10.1.2.0/24 VPN gateway
10.1.3.0/24 VPN gateway
10.1.4.0/24 VPN gateway
192.168.1.0/24 VPN gateway
192.168.2.0/24 VPN gateway
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Next hop
192.168.3.0/24 VPN gateway
192.168.4.0/24 VPN gateway
Configure the default route
Destination CIDR block Next hop
0.0.0.0/0

VPN gateway

3. To allow the data centerto communicate with the network instances that are attached to the CEN

instance, you must add a route to the VPC that is associated with the VPN gateway and advertise
the route to the CEN instance. The route must point to the data center.

e

Physical

Beljing VPC1
ion/BGP 192.168.1.0/24
10.1.3.0/24 E'Bﬁi:!;iﬁims Svec s
Customer "I -‘
IDC-Beijing ""VBRI |
.‘ CEN
;. | .
K l . 192.168.2.0/24
Hangzhog VPCL | BGP AS 45104 :
pe—— —— ¥PC
=) IPsec-VPN : — >
ey - _.— 1 . |, \| —_— Shenzhen
d U(_._._.wm aw v~/ & VPC1
Y _ !
10.1.1.0/24 . — .
192.168:4.0/24 | — S
Customer IDC- - | e,
B = =
@« Bl
Physical R . T CCN 10.1.2.0/24
shanghai access Shanghai VPC1 Customer IDC-
= p point Guangzhou
] 192.168.3.0/24
10.1.4.0/24
Customer IDC-
Shanghai

Configure the route based on the following information:

i. Add aroute to the route table of the VPCin China (Hangzhou). The destination CIDR block is
set to 10.1.1.0/24 and the next hop is set to the VPN gateway that is created forthe VPC.
Add Route Entry

ot
= Name

route1

6128
= Destination CIDR Block
10 . 1 . 1 [24
= Next Hop Type

VPN Gateway

» VPN Gateway
vpr
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ii. Advertise the route fromthe VPC in China (Hangzhou)to the CEN instance.
| Route Table
Route Table Details
Route Table ID vib- VPCID vpc-
Name zxtest Edit Route Table Type System
Created At Mar 15, 2020, 19:58:11 Description - Edit
Route Entry List
Destination CIDR Block Status Next Hop Type Description :‘n"g;&a'”s

Published
® Available System Created with VSwitch(vsw-bp1j985yy31shuxqe58k2) by system. —

Published
] ® Available System Created with VSwitch(vsw-bp1x3b4jzpe6ft501p0nw) by system. Withdraw

il . .. . Published
n ® Available System Created with VSwitch(vsw-bp1msx8nijjedy60ysgugp) by system. Withdraw

® Available System Created by system.
10.1.1.0/24 . NonPublished
routel £ ® Available -

Afteryou advertise the route to the CEN instance, the networkinstances that are attached to the
CEN instance can learn the route. This way, the data center in China (Hangzhou) can communicate

with all attached network instances.

Connect the data center in China (Guangzhou) to Alibaba Cloud
through an SAG instance

%‘ CPE Physical

10.1.3.0/24

Beijing VPC1
192.168.1.0/24

Beijing access

point - VPC

Customer | Teel
IDC-Beijing '|
< |
VBR1 '| CEN ‘
o | .
{ ", 192.168.2.0/24
|-|ﬂngzhc,,u VPCl \ BGP AS 45104 ;
——— ¥PC
Psec-VPN — .
? u ._'._ [ I, \I —- Shenzhen
yewew ) v~/ VPC1
10.1.1.0/24 —.
192.15&4.0;24 | —
Customer [DC- . l
o \ ED « R ﬁ
i ) 10.1.2.0/24
Physical VBR2 oveC - i
hanghai i ustomer IDC-
E Shanghai access Shanghai VPC1 )CGuangZhou
H 192.168.3.0/24
10.1.4.0/24
Customer IDC-
Shanghai
Procedure:

1. Log onto the SAG console, select an SAG instance to connect to the data center in China
(Guangzhou), and then configure a route for the connection.
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SmartAG / Manage Instances / sag

€ sag-Ornriagl Ewicdbigls

Basic Info Device Management Network Configuration Health Check Configure High Availability Monitoring

@ Static Routing (7]
On-premises Route Backup

Dynamic Routing @

| Method to Synchronize with On-premises Routes |

H Add Static Routs
Network Instance Details

2. Attachthe CCNinstance that is associated with the SAG instance to the CEN instance. T his way,
the data center in China (Guangzhou) can communicate with the network instances attached in the
CEN instance.

Bind CEN Instance @ X

MName/1D

* Bind CEN Instance @

do 1l hd

Connect the data centers in all regions

Repeat the preceding procedures to connect all data centers through CEN.

e The data centers in China (Beijing) and China (Shanghai) are connected to Alibaba Cloud through BGP
leased lines. Therefore, attach the VBRs to the CEN instance.

e The data centerin China (Hangzhou) is connected to Alibaba Cloud through a VPN gateway.
Therefore, attach the VPC for which the VPN gateway is created to the CEN instance.

e The data centerin China (Guangzhou) is connected to Alibaba Cloud through an SAG instance.
Therefore, attach the CCN instance that is associated with the SAG instance to the CEN instance.
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The CEN instance dynamically advertises the routes fromthe attached network instances to avoid route
overlapping. This builds a hybrid cloud through which the data centers and the attached network
instances can communicate with each other.

1 Physical Beijing VPC1
; ion/BGP 192.168.1.0/24

10.1.3.0/24 Beijing access

Customer
IDC-Beijing

CEN

. 102.168.2.0/24
Hangzhc,u VPCI 2

VPC
:.‘j'. IPsec-VPN . 1 Shereh
. - —_ enghen
| € icw LT — VPm
10.1.1.0/24
192 168:fl 0/24
Customer IDC- »
Hangzhou l@ (([-)))
. o ; 10.1.2.0/24
VBR2 1
nghai access Shanghai VPC1 Customer IDC-
=] point Guangzhou
. 102.168.3.0/24
10.1.4.0/24
Customer IDC-
Shanghai

For example, the following tables describe the route tables of the CPE in China (Beijing), the VBR in China
(Beijing), and the VPC in China (Shenzhen).

CPE in China (Beijing)

Destination CIDR block Next hop Route type
10.1.1.0/24 BGP peer: VBR in China (Beijing) BGP route
10.1.2.0/24 BGP peer: VBR in China (Beijing) BGP route
10.1.4.0/24 BGP peer: VBR in China (Beijing) BGP route
192.168.1.0/24 BGP peer: VBR in China (Beijing) BGP route
192.168.2.0/24 BGP peer: VBR in China (Beijing) BGP route
192.168.3.0/24 BGP peer: VBR in China (Beijing) BGP route
192.168.4.0/24 BGP peer: VBR in China (Beijing) BGP route

VBR in China (Beijing)

Destination CIDR block Next hop Route type
10.1.3.0/24 BGP peer: CPE in China (Beijing) BGP route
10.1.1.0/24 VPC in China (Hangzhou) CEN route
10.1.2.0/24 CCN CEN route
10.1.4.0/24 VBR in China (Shanghai) CEN route
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Destination CIDR block Next hop Route type
192.168.1.0/24 VPC in China (Beijing) CEN route
192.168.2.0/24 VPC in China (Shenzhen) CEN route
192.168.3.0/24 VPC in China (Shanghai) CEN route
192.168.4.0/24 VPC in China (Hangzhou) CEN route
VPC in China (Shenzhen)
Destination CIDR block Next hop Route type
10.1.1.0/24 VPC in China (Hangzhou) CEN route
10.1.2.0/24 CCN CEN route
10.1.3.0/24 VBR in China (Beijing) CEN route
10.1.4.0/24 VBR in China (Shanghai) CEN route
192.168.1.0/24 VPC in China (Beijing) CEN route
192.168.3.0/24 VPC in China (Shanghai) CEN route
192.168.4.0/24 VPC in China (Hangzhou) CEN route
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