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2. EREHLAACHNREZKSHED, HEEER.
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HIEFIE.
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1. BRERERSHE,
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3. AREAHARNAAL, BEMRBORR, HEHRARER.
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3.7 .!lﬁ}:":ﬁﬁjava 1@%
3.1. i@id)aeger LiRJavapi &R

EEAEREREHAERNANEEEELZH, SEEIEZFIHESNASEIREMEER., AXNEM
{Ti#:3)aegerEZ ik L RJavaRi B EUE.

BiRRRH
KEEARER
HRIER
B—HARSHNEREAYS, #A0penTracing API, HE . HXENHEERE

RESNRMALKNINKREE. BaiopenTracingtt REGIFSAG TS T)avatEs:, Fim:

EiEd)aegerflavaN AR LIREWIREREHE, BAREXMERIE. BUUFHESR, HoTLIF
HSRERGEIMERNEN. AXNEUT=MERTE.

o FHEm
o j&idSpring Cloud B2 R
o EidgRPCHAMIESR
iR EiRAY?
ANlava A FHNER
Ei@idjaeger§lavafl BHE LIREEKERZHE, BAFTERKERIE. ARGIAFNER,
1. T , #AmanualDemoHR, HiZRReadmeliRHETER.
2. fTFpomxml, N )aegerE F i Bk .
<dependency>
<groupld>io.jaegertracing</groupld>
<artifactld>jaeger-client</artifactid>

<version>0.31.0</version>

</dependency>

3. BEEVIRKESHHCIETraceriig,
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https://tracing.console.aliyun.com/
https://www.jaegertracing.io/
https://www.cncf.io/blog/2017/09/13/cncf-hosts-jaeger/
https://github.com/opentracing-contrib/java-apache-httpclient
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https://arms-apm.oss-cn-hangzhou.aliyuncs.com/demo/jaegerTracingDemo.zip

HESIE - FFIaME Java M FERRIE B

TracerX RoJ LI AR Spany RLUUMEICR A HNIRIENE. @EFExtract/Inject FiEEN R BEE
. HiREHAISpan, TracerRIFEE T LIREIBNIMXHbtt, ANIPHLE, REER, RSEEH
B, BoUES AERERRR LA L IRBIBIERNTE.

@ B i <endpoint> BiRRERERSHAERIZETE, https://yuque.antfin-
inc.com/aliwareid/wiki/itb0o9 N E Pl KNEASR. FEEARGERNAGZE, BESR
AREHPHREEARER.

// ¥$manualDemo% & AR R B TR.

io.jaegertracing.Configuration config = new io.jaegertracing.Configuration("manualDemo");
io.jaegertracing.Configuration.SenderConfiguration sender = new io.jaegertracing.Configuration.S
enderConfiguration();

/1 % <endpoint> B AEH G ETE LANEFiNERNEAR.
sender.withEndpoint("<endpoint>");

config.withSampler(new io.jaegertracing.Configuration.SamplerConfiguration().withType("const").
withParam(1));

config.withReporter(new io.jaegertracing.Configuration.ReporterConfiguration().withSender(send
er).withMaxQueueSize(10000));

GlobalTracer.register(config.getTracer());

4. iCRIEREUE,

5.

Tracer tracer = GlobalTracer.get();

/1 eI&Span,

Span span = tracer.buildSpan("parentSpan").withTag("myTag", "spanFirst").start();
tracer.scopeManager().activate(span, false);
tracer.activeSpan().setTag("methodName", "testTracing");

/1 W 553848 secondBiz();

span.finish();

(IiE) E—HATFIERBERNREE, NRFELRERNL—SNT—SRE, WREEALT
X

Tracer tracer = GlobalTracer.get();
Span parentspan = tracer.activeSpan();
Tracer.SpanBuilder spanBuilder = tracer.buildSpan("childSpan").withTag("myTag", "spanSecond");
if (parentspan !=null) {
spanBuilder.asChildOf(parentspan).start();
}
Span childSpan = spanBuilder.start();
tracer.scopeManager().activate(childSpan, false);
/1 Y5385 childSpan.finish();

tracer.activeSpan().setTag("methodName", "testCall");

10
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6. (OIiE) ATHEHEERE, BUUARMCRAMN—LEBEEXGFE (Tag) , HIMCREERESE
R, BERORLOES.

tracer.activeSpan().setTag("methodName", "testCall");

7. ERHRELRPRIERPCIERISHE FTracing#ig, B3ETraceld. ParentSpanlid,. Spanid,
SampledZs, RO AEHTTPiS Roh{EHExtract/Inject/55A7EHTTP Request Headers EiE{EHIE.
BERENT:

Client Span Server Span

[

—

| | | |

| TraceContext | Http Request Headers | TraceContext |

I | —
|

| | Traceld | | X-B3-Traceld | | | Traceld |

(I | | | ] (I

| | ParentSpanid | | Inject | X-B3-ParentSpanld | Extract | | ParentSpanid | |

(I — > | I > | I

| | Spanid | | X-B3-Spanid | | | Spanid |

[ | | | I [

| | sampled || | X-B3-Sampled | | | sampled | |

| L | | L L
'

| |

| |

J—
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i. EEPiwARInject/FiEEAContext{E 2,

private void attachTracelnfo(Tracer tracer, Span span, final Request request) {
tracer.inject(span.context(), Format.Builtin.TEXT_MAP, new TextMap() {
@Override
public void put(String key, String value) {
request.setHeader(key, value);
}
@Override
public Ilterator<Map.Entry<String, String>> iterator() {
throw new UnsupportedOperationException("TextMaplnjectAdapter should only be
used with Tracer.inject()");
}
D
}

ii. ERSZiHIFHAEXtractEBrContextER,

protected Span extractTracelnfo(Request request, Tracer tracer) {
Tracer.SpanBuilder spanBuilder = tracer.buildSpan("/api/xtrace/test03");

try {
SpanContext spanContext = tracer.extract(Format.Builtin.TEXT_MAP, new TextMapExtrac

tAdapter(request.getAttachments()));
if (spanContext != null) {
spanBuilder.asChildOf(spanContext);
}

} catch (Exception e) {

spanBuilder.withTag("Error", "extract fromrequest fail, error msg:" + e.getMessage());

}

return spanBuilder.start();

i#idSpring CloudA#-A)avai B =
EiEd)aegerGlava AHE LIREMBEREZEF S, BEATERMIERLE. ARHflHiELSpring Cloud
AR E, Spring Cloudig it 7 FHBAHAIIES.,

@Async, @Scheduled, Executors

Feign, HystrixFeign

Hystrix
e JDBC
e JMS
e Mongo
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RabbitMQ

Redis

RxJava

Spring Messaging - §£i& 5 RiE 3§ RBE AKX

Spring Web (RestControllers, RestTemplates, WebAsyncT ask)
Standard Logging - BE#FMELFiSpan

WebSocket STOMP

Zuul

BIRBLAT S BiEESpring CloudAH#18 .

@ B ETHDemoIiE, #AspringMvcDemo/webmvcd-boot B R, HikRReadmelyifiipiE
TERF.

1. fTRFpom.xml, FhNjarEiKkE ,

<dependency>
<groupld>io.opentracing.contrib</groupld>
<artifactld>opentracing-spring-cloud-starter</artifactid>
<version>0.2.0</version>

</dependency>

<dependency>
<groupld>io.jaegertracing</groupld>
<artifactld>jaeger-client</artifactid>
<version>0.31.0</version>

</dependency>

2. #&hNOpenTracing Tracer Bean,

@ 88 5% <endpoint> BRSNS EHBERE, https://yuque.antfin-
inc.com/aliwareid/wiki/itb009 E M ZE P i IEA R, KEUBEARGERENAX, E20
AR HREUEARGER.,
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https://arms-apm.oss-cn-hangzhou.aliyuncs.com/demo/jaegerTracingDemo.zip
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@Bean
public io.opentracing.Tracer tracer() {

io.jaegertracing.Configuration config = new io.jaegertracing.Configuration("springFrontend");

io.jaegertracing.Configuration.SenderConfiguration sender = new io.jaegertracing.Configuratio
n.SenderConfiguration();

sender.withEndpoint("<endpoint>");

config.withSampler(new io.jaegertracing.Configuration.SamplerConfiguration().withType("const
").withParam(1));

config.withReporter(new io.jaegertracing.Configuration.ReporterConfiguration().withSender(se
nder).withMaxQueueSize(10000));

return config.getTracer();

BidgRPCAHMA)ava B =
EifET)Jaegeri§lavai A#E LIRERBEREFE, BEASERKERATIE. ARGIAETIRPCAKLE

BERBUTSEBETgRPCAKES.
@ #88 B THDemoI R, HAgrpcDemoE R, HikBReadmelHBETERE.

1. $TFpom.xml, FHhNjar@KHE.,

<dependency>
<groupld>io.opentracing.contrib</groupld>
<artifactld>opentracing-grpc</artifactld>
<version>0.0.7</version>

</dependency>

2. ERSiwEEKTracingdd R, tliEServerTracinginterceptor, FHiRimMxIServertyi=#;,
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https://arms-apm.oss-cn-hangzhou.aliyuncs.com/demo/jaegerTracingDemo.zip
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import io.opentracing.Tracer;

public class YourServer {

private int port;
private Server server;

private final Tracer tracer;

private void start() throws I0Exception {

ServerTracinginterceptor tracinginterceptor = new ServerTracinginterceptor(this.tracer);

// If GlobalTracer is used:

// ServerTracinglInterceptor tracinginterceptor = new ServerTracinglnterceptor();

server = ServerBuilder.forPort(port)
.addService(tracinginterceptor.intercept(someServiceDef))
.build()

start();

}

3. EEPIHEYEKTracing® R, l&EClientTracinginterceptor, F#iFiN*tClient Channelf9#Za,
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import io.opentracing.Tracer;
public class YourClient {

private final ManagedChannel channel;
private final GreeterGrpc.GreeterBlockingStub blockingStub;

private final Tracer tracer;
public YourClient(String host, int port) {

channel = ManagedChannelBuilder.forAddress(host, port)
.usePlaintext(true)

build();

ClientTracinginterceptor tracinginterceptor = new ClientTracinginterceptor(this.tracer);

// If GlobalTracer is used:

// ClientTracinginterceptor tracinginterceptor = new ClientTracinginterceptor();

blockingStub = GreeterGrpc.newBlockingStub(tracinginterceptor.intercept(channel));

= i)
: DemoRRFHMITRY, NHARHE LRE LIRMIE?

% #ifid Fi&io.jaegertracing.thrift.internal.senders.HttpSender.send(Process process,

= -

List<Span> spans), #&E& LRHFFHIREE. MNERL035EIR, WRBEASBRERILER, BENEH
By,

EEER

OFREERINAY? BFSTELERL—i.
XX

[ ]

[ ]

[ ]

[ ]

3.2. i#@i3zipkin_LiR)avaii B IR
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https://help.aliyun.com/document_detail/95862.html#task-95862
https://www.jaegertracing.io/
https://github.com/jaegertracing/jaeger-client-java
https://github.com/opentracing-contrib
https://github.com/opentracing-contrib/java-spring-cloud

HEIRIE IR HEFTE - FFIR IS Java A

ZipkinE— S EN SN THSIBEIRRS (Distributed Tracking System) , BTwitterATHA LR

. HEFENHERSXEIZIIRERAANIHNEEEE. £iKERTracing Analysisth, &oJ LIS
Zipkin_EiRJava i FA#4E .

AR SR
REEARER)
BERER
ZipkinEEA R SE, YEMERNIFHRFTE, Ll Tlavaizse,
e Apache HttpClient
e Dubbo
e gRPC
e JAX-RS 2.X
e Jersey Server
e JMS (Java Message Service)
o Kafka
e MySQL
e Netty
e OkHttp
e Servlet
e Spark
e Spring Boot
e Spring MVC

E@EYZipkinglavaN IR FIREWIREIREHE, BAREXMERIE. BUUFHESR, HoTLIF

AEHEREGINESNEN.
HER MM ERA? )

FaiER
MPHFFNER, CARELTHRSAB.

@ #88 MEFEDemo, HREHETHED, HAmanualDemoBR, HiRiEReadmeiziTiER.

1. RNk arel .

<dependency>

<groupld>io.zipkin.brave</groupld>
<artifactld>brave</artifactid>
<version>5.4.2</version>

</dependency>

<dependency>
<groupld>io.zipkin.reporter2</groupld>
<artifactld>zipkin-sender-okhttp3</artifactld>

<version>2.7.9</version>

PR P D P .

> MA4RRA: 20200911

17


https://tracing.console.aliyun.com/
https://github.com/openzipkin/brave/tree/master/instrumentation
https://arms-apm.oss-cn-hangzhou.aliyuncs.com/demo/zipkinTracingDemo.zip

EEIE- HERRIE IR
</uepeEnuerncy>

2. Bl&ZETracer,

@ e
private static final String zipkinEndPoint = "<endpoint>";

/] HEBIRRENR.
OkHttpSender sender = OkHttpSender.newBuilder().endpoint(zipkinEndPoint).build();

/1 BEHIE LIRE R,

Reporter<Span> reporter = AsyncReporter.builder(sender).build();

tracing = Tracing.newBuilder().localServiceName(localServiceName).spanReporter(reporter).buil

d();
3. #ESpanfChild Span,

private void firstBiz() {
// €&rootspan,
tracing.tracer().startScopedSpan("parentSpan");
Span span = tracing.tracer().currentSpan();
span.tag("key", "firstBiz");
secondBiz();

span.finish();

private void secondBiz() {
tracing.tracer().startScopedSpanwithParent("childSpan", tracing.tracer().currentSpan().conte
xt());
Span chindSpan = tracing.tracer().currentSpan();
chindSpan.tag("key", "secondBiz");
chindSpan.finish();
System.out.println("end tracing,id:" + chindSpan.context().traceldString());

}

4. (TE) ATHREHERR, BUTUAENMCRBN—LEEEXGRE, HIMCREEREER. BERE
ROEE,

tracer.activeSpan().setTag("http.status_code", "500");

5. EDHRRADAIERPCIE RIS FTracing®#E, &#ETraceld, ParentSpanid, Spanid,
Sampled%, #RTJLATEHTTPIERh{EHExtract/Inject 535 HTTP Request Headers_EiEE 4R,
SRRENT:
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Client Span Server Span

—

| | | |

| TraceContext | Http Request Headers | TraceContext |

(I 1 —
|

| | Traceld | | X-B3-Traceld | | | Traceld |

|| | | | || ||

| | ParentSpanid | | Inject | X-B3-ParentSpanld | Extract | | ParentSpanid | |

|| — > | I > | ||

| | Spanid | | X-B3-Spanid | | | Spanid |

|| | | | || ||

| | sampled | | X-B3-Sampled | | | Sampled |

| L | | L L
o

| |

L |

1

i. EEFRIARAInject/3iEEAContext{E R,

// start a new span representing a client request
oneWaySend = tracer.nextSpan().name(service + "/" + method).kind(CLIENT);

--snip--

// Add the trace context to the request, so it can bepropagated in-band
tracing.propagation().injector(Request::addHeader)

.inject(onewaySend.context(), request);

// fire off the request asynchronously, totally dropping any response

request.execute();

// start the client side and flush instead of finish

onewWaySend.start().flush();
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ii. ERSBiHIFHAEXtractEZBrContextER,

// pull the context out of the incoming request

extractor = tracing.propagation().extractor(Request::getHeader);

// convert that context to a span which you can name and add tags to
oneWayReceive = nextSpan(tracer, extractor.extract(request))
.name("process-request")
.kind(SERVER)

... add tags etc.

// start the server side and flush instead of finish

oneWayReceive.start().flush();

// you should not modify this span anymore as it is complete. However,
// you can create children to represent follow-up work.

next = tracer.newSpan(oneWayReceive.context()).name("step2").start();

iEidSpring 2.5 MVCESpring 3.0 MVCIE#IE R
#ROT AR EiE Spring 2.5 MVCE;Spring 3.0 MVCiE4# T8 ,

@ B WEKEDemo, EHFE THIEH, # AspringMvcDemo\webmvc3|lwebmvc2sE R, 3
RiEReadmeiZ(TIEE.

1. #applicationContext. xmlpEEETracing?i R .

@ g

<bean class="zipkin2.reporter.beans.OkHttpSenderFactoryBean">
<property name="endpoint" value="<endpoint>"/>

</bean>

<!-- allows us to read the service name from spring config -->

<context:property-placeholder/>

<bean class="brave.spring.beans.TracingFactoryBean">
<property name="localServiceName" value="brave-webmvc3-example"/>
<property name="spanReporter">
<bean class="zipkin2.reporter.beans.AsyncReporterFactoryBean">
<property name="encoder" value="JSON_V2"/>
<property name="sender" ref="sender"/>

<!-- wait up to half a second for any in-flight spans on close -->

enrnnartv nama="rlncaTimaniit" valua="8nN" /s
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</bean>
</property>
<property name="propagationFactory">
<bean class="brave.propagation.ExtraFieldPropagation" factory-method="newFactory">
<constructor-arg index="0">
<util:constant static-field="brave.propagation.B3Propagation.FACTORY"/>
</constructor-arg>
<constructor-arg index="1">
<list>
<value>user-name</value>
</list>
</constructor-arg>
</bean>
</property>
<property name="currentTraceContext">
<bean class="brave.spring.beans.CurrentTraceContextFactoryBean">
<property name="scopeDecorators">
<bean class="brave.context.log4j12.MDCScopeDecorator" factory-method="create"/>
</property>
</bean>
</property>

</bean>

<bean class="brave.spring.beans.HttpTracingFactoryBean">
<property name="tracing" ref="tracing"/>

</bean>

2. & hNinterceptorsit&K,

SAYRRAS: 20200911
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<bean class="brave.httpclient.TracingHttpClientBuilder"
factory-method="create">
<constructor-arg type="brave.http.HttpTracing" ref="httpTracing"/>

</bean>
<bean factory-bean="httpClientBuilder" factory-method="build"/>

<bean class="org.springframework.web.servlet.mvc.annotation.DefaultAnnotationHandlerMappi
ng">
<property name="interceptors">
<list>
<bean class="brave.spring.webmvc.SpanCustomizingHandlerInterceptor"/>
</list>
</property>

</bean>

<!-- Loads the controller -->

<context:component-scan base-package="brave.webmvc"/>

3. HhNFiltersds.,

<!-- Add the delegate to the standard tracing filter and map it to all paths -->
<filter>
<filter-name>tracingFilter</filter-name>
<filter-class>brave.spring.webmvc.DelegatingTracingFilter</filter-class>
</filter>
<filter-mapping>
<filter-name>tracingFilter</filter-name>
<url-pattern>/*</url-pattern>

</filter-mapping>

i&iZSpring 4.0 MVCELSpring BootiEH4E R
#ROT A% R @2 Spring 4.0 MVCE;Spring Boot i {Ei# 1TI8 s,

@ i#EE WMEKEDemo, EHF TEIEH, # AspringMvcDemo\webmvcad-bootjwebmvaE %,
HiRiEReadmeiZ T2,

1. BeE&TracingfFilter,

@ g

/** Configuration for how to send spans to Zipkin */

@Bean Sender sender() {
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return OkHttpSender.create("<endpoint>");

}

/** Configuration for how to buffer spans into messages for Zipkin */
@Bean AsyncReporter<Span> spanReporter() {

return AsyncReporter.create(sender());

}

/** Controls aspects of tracing such as the name that shows up in the Ul */
@Bean Tracing tracing(@Value("${s pring.application.name}") String serviceName) {
return Tracing.newBuilder()
.localServiceName(serviceName)
.propagationFactory(ExtraFieldPropagation.newFactory(B3Propagation.FACTORY, "user-name
")
.currentTraceContext(ThreadLocalCurrentTraceContext.newBuilder()
.addScopeDecorator(MDCScopeDecorator.create()) // puts trace IDs into logs
.build()

)
.spanReporter(spanReporter()).build();

/** decides how to name and tag spans. By default they are named the same as the http method.
*/
@Bean HttpTracing httpTracing(Tracing tracing) {
return HttpTracing.create(tracing);

}

/** Creates client spans for http requests */
// We are using a BPP as the Frontend supplies a RestTemplate bean prior to this configuration
@Bean BeanPostProcessor connectionFactoryDecorator(final BeanFactory beanFactory) {

return new BeanPostProcessor() {

@Override public Object postProcessBeforelnitialization(Object bean, String beanName) {

return bean;

}

@Override public Object postProcessAfterlnitialization(Object bean, String beanName) {

if (!(bean instanceof RestTemplate)) return bean;

RestTemplate restTemplate = (RestTemplate) bean;

List<ClientHttpRequestinterceptor> interceptors =
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new ArrayList<>(restTemplate.getinterceptors());
interceptors.add(0, getTracinginterceptor());
restTemplate.setinterceptors(interceptors);

return bean;

}

// Lazy lookup so that the BPP doesn't end up needing to proxy anything.
ClientHttpRequestinterceptor getTracinginterceptor() {

return TracingClientHttpRequestinterceptor.create(beanFactory.getBean(HttpTracing.class))

/** Creates server spans for http requests */
@Bean Filter tracingFilter(HttpTracing httpTracing) {

return TracingFilter.create(httpTracing);

}

@Autowired SpanCustomizingAsyncHandlerIinterceptor webMvcTracingCustomizer;

/** Decorates server spans with application-defined web tags */
@Override public void addinterceptors(InterceptorRegistry registry) {

registry.addinterceptor(webMvcTracingCustomizer);

}
2. BcE&autoconfigure (spring.factories),

org.springframework.boot.autoconfigure.EnableAutoConfiguration=\

brave.webmvc.TracingConfiguration

i@iZDubboif 1B S
RO LA R @i Dubboifit i TR S

@ 88 MEEEDemo, EHBFH THIED, #AdubboDemBE R, HiRiEReadmeiETERE.

1. RN Eare .
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<dependency>
<groupld>io.zipkin.brave</groupld>
<artifactld>brave-instrumentation-dubbo-rpc</artifactid>
<version>5.4.2</version>

</dependency>

<dependency>
<groupld>io.zipkin.brave</groupld>
<artifactld>brave-spring-beans</artifactld>
<version>5.4.2</version>

</dependency>

<dependency>
<groupld>io.zipkin.brave</groupld>
<artifactld>brave-context-slf4j</artifactid>
<version>5.4.2</version>

</dependency>

<dependency>
<groupld>io.zipkin.reporter2</groupld>
<artifactld>zipkin-sender-okhttp3</artifactld>
<version>2.7.9</version>

</dependency>

<dependency>
<groupld>io.zipkin.brave</groupld>
<artifactld>brave</artifactid>
<version>5.4.2</version>

</dependency>

<dependency>
<groupld>io.zipkin.reporter2</groupld>
<artifactld>zipkin-sender-okhttp3</artifactld>
<version>2.7.9</version>

</dependency>

2. & Tracingi R,

@ g
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<bean class="zipkin2.reporter.beans.OkHttpSenderFactoryBean">
<property name="endpoint" value="<endpoint>"/>

</bean>

<bean class="brave.spring.beans.TracingFactoryBean">
<property name="localServiceName" value="double-provider"/>
<property name="spanReporter">
<bean class="zipkin2.reporter.beans.AsyncReporterFactoryBean">
<property name="sender" ref="sender"/>
<!-- wait up to half a second for any in-flight spans on close -->
<property name="closeTimeout" value="500"/>
</bean>
</property>
<property name="currentTraceContext">
<bean class="brave.spring.beans.CurrentTraceContextFactoryBean">
<property name="scopeDecorators">
<bean class="brave.context.slf4j.MDCScopeDecorator" factory-method="create"/>
</property>
</bean>
</property>

</bean>
3. &h0Filterft &,

/] BRSBIREEE.

<dubbo:provider filter="tracing" />

/] BFIRERE.

<dubbo:consumer filter="tracing" />

i#i3Spring Sleuthifi {418
R T] AR @ Spring Sleuthifdt {7185,

@ %8 MEREDemo, ERFTHIED, #AsleuthbemoBR, HiRiEReadmeEZITERE.

1. RN Bare .
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<dependency>
<groupld>io.zipkin.brave</groupld>
<artifactld>brave</artifactid>
<version>5.4.2</version>

</dependency>

<dependency>
<groupld>io.zipkin.reporter2</groupld>
<artifactld>zipkin-sender-okhttp3</artifactid>
<version>2.7.9</version>

</dependency>

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-web</artifactld>
<version>2.0.1.RELEASE</version>

</dependency>

<dependency>
<groupld>org.springframework.cloud</groupld>
<artifactld>spring-cloud-sleuth-core</artifactid>
<version>2.0.1.RELEASE</version>

</dependency>

<dependency>
<groupld>org.springframework.cloud</groupld>
<artifactld>spring-cloud-sleuth-zipkin</artifactld>
<version>2.0.1.RELEASE</version>

</dependency>

2. BcEapplication.yml,

@ HEA % <endpoint_short> BIRAEHAMMTAE HAAM MBS ( “AREA
B: " FmE3 “api/v2/spans” ZRINAZE) .
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spring:
application:
# This ends up as the service name in zipkin
name: sleuthDemo
zipkin:
# Uncomment to send to zipkin, replacing 192.168.99.100 with your zipkin IP address

baseUrl: <endpoint_short>

sleuth:
sampler:

probability: 1.0

sample:
zipkin:
# When enabled=false, traces log to the console. Comment to send to zipkin

enabled: true

# W o) &
ia): DemofEFHITAIN, BRATABHRIMIE ETEIE?
% EksiE zipkin2.reporter.okhttp3.HttpCalld fparseResponse /5%, EE FRFIERIRE/E,

MRRA03EIR, AP BEREREH, FEKREendpointiEE.

BE£ER
OFRELERMNMY? BIRBTEXER—.
XX

e brave-webmvc-example
e brave-instrumentation

e spring-cloud-zipkin-sleuth-tutorial

3.3. iBidskyWalking EiR)ava i B &1

EEAERERRFHSERNANEREEZH, SEEIEPIHENASE LIREHKER., AXNEM
{13833 SkywalkingZ P _FiRJava il FHEIE .

AR R4
o FTFsSkywalking FE 7@, T#HSkywalking 6.X.X, 7.XXZH8XXkA (L THskywalking
8.0.1) , HEBERNAgentX LM E)javaiZFHRRRNER.

o HHIMER /pluging BRD. EEHMBEHNEGB#ZER, NUSEFER. BEGNZER
MR, BNOJSHEXR. B, BEXHEKELE /logs BRP.

& HBHE. BONREXHEHEAgent XHED, BEAERENHEE

KERANRHERSE)
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BERER

Skywalking2—F/ Z¥OH E=APM (Application Performance Monitoring, [ aEKIE) M@,
FEHIIMIRS . Cloud Nativef1E 284 (Docker, Kubernetes, Mesos) ZEMB R, SkywWalkinghd
BOR— "I HREBRAL, BaiEApacheZ2ESHNTRRTE.

i@ skywalkingi§lavali HEE L IREHRERIZEHE, BT EXHIERIIE. SkywalkingliZ#58
Z1iR§t (Dubbo, gRPC, JDBC. OkHttp, Spring, Tomcat, Struts, Jedis%) , UBIFFHIES
(OpenTracing) . AXNEEMEBRAZE.

HER M@ LRE? )

Hskywalking1Javari B E 18 =
1. $TFF config/agent.config , BEEEARTISHE,

) & 5% <endpoint> F <auth-token> $>BIEHA S AH M ZE FSkyWalkingZ P i
EEMMIFEOEASRTNERSE ., XTRIRGE, E2LaRFA M4 P RIRESkyWalking#E A Sl
NS,

collector.backend_service=<endpoint>

agent.authentication=<auth-token>

2. XRAUTHZ®)Z2—BEMBESBIR (Service Name) ,

b & 5% <serviceName> BHRAEHNAER, NERNEAUTHGAE, WRE "/
FiE (ERHSHLITHHRMEEH) £,

o ¥TF config/agent.config , BN AZR.

agent.service_name=<ServiceName>

o ENAEFENBHHSThAEM-Dskywalking.agent.service_nameZ&#{,

java -javaagent:<skywalking-agent-path> -Dskywalking.agent.service_name=<ServiceName> -j

ar yourApp.jar

3. RBMARETIRG, EREBEMET EREESkyWalking Agentf93842.,

@ e BEUTROIRBPR <skywalking-agent-path> i AAgent iy
skywalking-agent.jarf94 338812 .

o Linux Tomcat 7 / Tomcat 8
£ tomcat/bin/catalina.sh E—{THMUTHREA:

CATALINA_OPTS="$CATALINA_OPTS -javaagent:<skywalking-agent-path>"; export CATALINA_O
PTS

o Windows Tomcat 7 / Tomcat 8
£ tomcat/bin/catalina.bat E—{THRMUATHEA:
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set "CATALINA_OPTS=-javaagent:<skywalking-agent-path>"

o JAR Fileg;Spring Boot

ENREFNENSSTRAM-javaagent2#,

D #& -javaagentBE—EEBE-jars B2,

java -javaagent:<skywalking-agent-path> -jar yourApp.jar

Jetty
£ {JETTY_HOME}/start.ini BEXHDHFMUTHRS:

--exec # XEFIHNHSEEER.

-javaagent:<skywalking-agent-path>

4. ENBTMNA.

# D0 i) 2
ial: SkywWalkinglE & EZERSiRE, TECIZKA?
Z: THEERTHREENEERLR, SEEXLEETEHRKERNEIE LR, TTLLESE (skywalking

agent path}/logs/skywalking-apilogRs ., NEEHE LR, WERMTERT,

: ServiceAndEndpointRegisterClient running, status:CONNECTED.

BEE

DEBUG 2020-03-09 17:18:16:356 SkywalkingAgent-5-ServiceAndEndpointRegisterClient-@ ServiceAndEndpointRegisterClient

DEBUG 2020-03-09 17:18:21:301|DataCarrier.DEFAULT.Consumser.@.Thread TraceSegmentServiceClient :

DEBUG 2020-03-09 17:18:22:353 Skywh{kingAgenthfGﬁPCChannwelMdnuée}'f&] GRPC’ChanneWunuger‘”: Selected collector grpc service running, reconnect: false.

DEBUG 2020-03-09 17:18:22:357 SkywalkingAgent-5-ServiceAndEndpointRegisterClient-@ ServiceAndEndpointRegisterClient

HERRIE IR

DEBUG 2020-03-09 17:18:19:357 SkywalkingAgent-5-ServiceAndEndpointRegisterClient-@ ServiceAndEndpointRegisterClient : ServiceAndEndpointRegisterClient running, status:CONNECTED.
1 trace segments have been sent to collector.

: ServiceAndEndpointRegisterClient running, status:CONNECTED.
: ServiceAndEndpointRegisterClient running, status:CONNECTED.

DEBUG 2020-03-09 17:18:25:356 SkywalkingAgent-5-ServiceAndEndpointRegisterClient-@ ServiceAndEndpointRegisterClient :

MBRFTFEHE LR, WORERER: FEXRE#. RETIBIRMA ERERERNIEK.

EEER
OFREERINA? BFSTELERL—.

HXXHE

30
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4. Fig54=E PHP
4.1. i@i3 Zzipkin LIRPHP B A &R

Zipkin2 —RX A RN HA X LN HIBERRZS (Distributed Tracking System) , HTwitterAEHF LR
B, HEENRHERSRES T RERRANIMBEHRE, E#KIERTracing Analysisth, ZoJLlEE
Zipkin L3RPHPR A #4R ,

CIE S s
REEAAER
BERIER
BIER M LRE?

RBES
BiEZipkini§PHPR AR LIREHBEREHE, BARERREATHE.

1. REZipkinBIPHPIEH:,

composer require openzipkin/zipkin

2. Bl&Tracer, TracerxyRTTLAAREIESpanydR (ICRHAHNEENE) . TracerIRERET LR
HUREIM KAl AP, RESRFHIE, BUUETAERERRFOE LIREBETENFH.

function create_tracing($endpointName, $ipv4)
{
$endpoint = Endpoint::create($endpointName, $ipv4, null, 2555);
/* Do not copy this logger into production.
* Read https://github.com/Seldaek/monolog/blob/master/doc/01-usage.md#log-levels
*/
$logger = new \Monolog\Logger('log');
$logger->pushHandler(new \Monolog\Handler\ErrorLogHandler());
$reporter = new Zipkin\Reporters\Http(\Zipkin\Reporters\Http\CurlFactory::create());
$sampler = BinarySampler::createAsAlwaysSample();
$tracing = TracingBuilder::create()
->havingLocalEndpoint($endpoint)
->havingSampler($sampler)
->havingReporter($reporter)
->build();
return $tracing;

}
3. iIBRIFEKRYIE.
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$rootSpan = $tracer->newTrace();
$rootSpan->setName('encode’)

$rootSpan->start();

try {
doSomethingExpensive();

} finally {
$rootSpan->finish();

}

@ g
U ERBETFERERNOIBERE, NRSELEREKRNLE—SNT—HEE, WEEEALTX.
4

$span = $tracer->newcChild($parentSpan->getContext());
$span->setName('encode’);
$span->start();
try {
doSomethingExpensive();
} finally {
$span->finish();
}

4. (TE) ATHREHERDE, BTUARNMCRFM—EEEXFRE, HIMCREEREER. HRE
REES.

$span->tag('http.status_code', $resultCode);

5. (%) BEREMREXZHREEREN, —REUETracerI RIS ERERE, ER2EEBTTLL
TR TR, Fn:
private function newTrace(Request $request) {
$flags = SamplingFlags::createAsEmpty();
if (strpos($request->getUri(), '/experimental’) === 0) {
$flags = DefaultSamplingFlags::createAsSampled();
}else if (strpos($request->getUri(), '/static') === 0) {
$flags = DefaultSamplingFlags::createAsSampled();
}
return $tracer->newTrace($flags);

}

6. ENHRERADKERPCERNSH FTracing##E, B1ETraceld, ParentSpanld, Spanlid,
SampledZ, &ROIPAFEHTTPIE K h{E A Extract/Inject 5357EHTTP Request Headers L iE{EEIE.
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BAHRRENT:
Client Span Server Span
—
| | | |
| TraceContext | Http Request Headers | TraceContext |
| | ——
|
| | Traceld | | X-B3-Traceld | | | Traceld |
|| | | | (I (I
| | ParentSpanid | | Inject | X-B3-ParentSpanid | Extract | | ParentSpanid | |
|| 4 > | I > | |
| | Spanid | | X-B3-Spanid | | | Spanid |
|| | | | I (I
| | sampled | | X-B3-Sampled | | | Sampled |
‘ L | | L I
'
| |
L |
_

i. EEFRIARAInject/3iEE AContextE R,

// configure a function that injects a trace context into a request

$injector = $tracing->getPropagation()->getinjector(new RequestHeaders);

// before a request is sent, add the current span's context to it

$injector->inject($span->getContext(), $request);
ii. Extract/5iE#rContext(ZR.

// configure a function that extracts the trace context from a request

$extracted = $tracing->getPropagation()->extractor(new RequestHeaders);

$span = $tracer->newChild($extracted)

$span->setKind(Kind\SERVER);

BRIEA
# TR BAZipkin 8 75 7R 6B R MT3E:T Zipkin 1R PHP R A 4R .

-ll ?ﬁ o

2. fEfunctions.phpX &l EIREGEEIM X #iht, 4§ $reporter = new Zipkin\Reporters\Http(\Zipkin
\Reporters\Http\CurlFactory::create()); ZEAUTHRE:
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D #& 5% <endpoint> EIRALHERIEEREH S MR RE LA P RS SR BB S
XTFREEARGRNGE, BELARFGEPHRIEARESR.

reporter = new Zipkin\Reporters\Http(\Zipkin\Reporters\Http\CurlFactory::create(),
['endpoint_url' => '<endpoint>

1);
3. BEKHIE,

// As of zipkin php is still in 1.0.0-betaX

rm composer.lock && composer install

4. BHIRSE.

# 1P HiTcomposer run-frontend

# E&IF2h M Tcomposer run-backend
5. N AR E LIREHE, HESRERET SER LIROEIE.
curl http://localhost:8081

= L ia) =
: At ARRGEA NS REERE HREIE?

%: E&Eendpoint_urllNEEEBIEH.

ESER

OFRRBERNY? BAMRRFEXERL—,
XX

e ZipkinE M

e Zipkin-phpiEz3
e zipkin-php-example
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5.-|!E§H§j§ECHDAEEFﬁ
5.1. i#@id)aeger LIRGo M FHEE

EEARERRHSERNANEREEZH, SEEIEPIHFENASE LIRERKER. AXNEN
@83 )aegerE i LR Go i FAEIE .,

CIE S s
REEAAER )
BRIER
BELWALRE? )

BRIE FF 8

1. BITUATHS, EGOPATH/srcBRTF#HDemof,

wget http://arms-apm.oss-cn-hangzhou.aliyuncs.com/tools/tracingtest.zip && unzip tracingtest.z

ip

2. BYEE.

) #& % <endpoint> HRMEREEEHAMERE HENEPHIEMHIENS.
XTRBEARBRNAGE, F2RNREGPHREBARER.

sender := transport.NewHTTPTransport(
/IGERX, WXEtEmS.
"<endpoint>",

)
3. BITUAT @< EREUR.

go run main.go
http done

grpc done

@ e
MRBMLATHEIR, REAFIMNZBAER, BEEHSER.,
go run main.go
http done
2018/09/17 21:11:54 ERROR: error when flushing the buffer: error from collector: 403
2018/09/17 21:11:54 ERROR: error when flushing the buffer: error from collector: 403

4. BRERERENEG, AT LE—PREER30D, MUEE LROMIE.
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Hiz LIR&IE

1. 8l Ajaeger-client-go.
o Gi&1#&: github.com/uber/jaeger-client-go
o [RAS: >=2.11.0
Hglide A, BEEEglide.yamlbiIATEE:

package: github.com/uber/jaeger-client-go
version: 72.11.0
subpackages:

transport

2. tlETraced &,

D #& % <endpoint> HRMEREEEHAMERE HENEPHIEMHIENS.
XTRBEARBRNAE, F2RREGPHREBARER.

func NewJjaegerTracer(service string) (opentracing.Tracer, io.Closer) {

sender := transport.NewHTTPTransport(
[EERX, MXEMIETS.
"<endpoint>",

)

tracer, closer:= jaeger.NewTracer(service,
jaeger.NewConstSampler(true),
jaeger.NewRemoteReporter(sender))

return tracer, closer

}

3. BlEspanLfilxt RMEBIEEE.
o NRgHparentSpan

// B#&Span,

span := tracer.StartSpan("myspan")
// i&&Tag,
clientSpan.SetTag("mytag", "123")
/1 Ef&traceld,

tracer.Inject(span.Context(), opentracing.HTTPHeaders, opentracing.HTTPHeadersCarrier(req.H

eader))

defer span.Finish()

o WMEHparentSpan
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// MHTTP/RPC3} & fi##fr tHspanCtx,
spanCtx, _ := tracer.Extract(opentracing.HTTPHeaders, opentracing.HTTPHeadersCarrier(r.Head

er))
span := tracer.StartSpan("myspan", opentracing.ChildOf(spanCtx))

defer span.Finish()

iBitAgent LiR&iE

1. 8l Ajaeger-client-go,
o fi&{E: github.com/uber/jaeger-client-go
o [RAS: >=2.11.0
HglideAafl, BEEEglide.yamlbiIALTEE:

package: github.com/uber/jaeger-client-go
version: 72.11.0
subpackages:

transport

2. BlETraced &,

func NewJjaegerTracer(serviceName string) (opentracing.Tracer, io.Closer) {
sender, _:= jaeger.NewUDPTransport("",0)
tracer, closer:= jaeger.NewTracer(serviceName,
jaeger.NewConstSampler(true),
jaeger.NewRemoteReporter(sender))

return tracer, closer

}

3. T#[E4&Jaeger Agent jacger-agent, FAUTS#HE5Agent, EHIE LR EKERTracing
Analysis,

D #F& % <endpoint> é?ﬁﬁi%&ﬂ%i&i%?*%ﬂ“iﬂih)\ﬁtﬁf“%)ﬂ o A R 3 B IR R
XTRBBARGRENGZE, FERARFMPHNRIEARER.

// reporter.grpc.host-port I FigEM X, MXEMEmE. Fln:

$ nohup ./jaeger-agent --reporter.grpc.host-port=tracing-analysis-dc-sz.aliyuncs.com: 1883 --jaeg

er.tags=<endpoint>

BE2ER
OFRELERINMY? BIRBTEXER—.

5.2. @3 zipkin iR Go R &R

> MA4RRA: 20200911
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Zipkin2— R F RN/ AN LHHIEERES (Distributed Tracking System) , HTwitterAFF LR
. HEFENHERSXEZIIREEAANIN EEEE., £iKERTracing Analysisth, &oJ LIS
Zipkin bR Go M FHEUE .

CIE S
REEAAER
BER{ER
BIER M LiRE?

RBER
BiEZipkini§GoM MR LIREMMEREHE, BARERRERTHE.

1. ARINAMKE.

[[constraint]]

name = "github.com/openzipkin/zipkin-go

version = "0.1.1"

[[constraint]]
name = "github.com/gorilla/mux"

version = "1.6.2"

2. B Tracer, Tracerid RO LI AXRBESpan R (iCRHDHRNIRMENE) . TracerRERET LR
FIROOR KA, AYIP, REAXRSHE, SULIET AERERFELOE LIREIETENTFHE.

func getTracer(serviceName string, ip string) *zipkin.Tracer {
// create a reporter to be used by the tracer
reporter := httpreporter.NewReporter("http://tracing-analysis-dc-hz.aliyuncs.com/adapt_aokcd
gnxyz@123456ff_abcdef123@abcdef123/api/v2/spans")
// set-up the local endpoint for our service
endpoint, _:= zipkin.NewEndpoint(serviceName, ip)
// set-up our sampling strategy
sampler := zipkin.NewModuloSampler(1)
// initialize the tracer
tracer, _ := zipkin.NewTracer(
reporter,
zipkin.WithLocalEndpoint(endpoint),
zipkin.withSampler(sampler),
)

return tracer;

}
3. iaiiﬁ *&;Eo
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// tracer can now be used to create spans.
span := tracer.StartSpan("some_operation")
// ...do some work ...

span.Finish()

// Output:

@ e

U ERBAFIERERNREE, NEFTEERERNLE—SNT—HEE, WFEEALTX.
A

childSpan := tracer.StartSpan("some_operation2", zipkin.Parent(span.Context()))
// ...do some work ...

childSpan.Finish()

4. (i) ATREHERD, BTUAEMCREM—LEEEXRE, HIMCREEREER. FRE
ROESE,

childSpan.Tag("http.status_code", statusCode)

5. ESHRERAPRERPCERNSH FTracing##E, Bi#ETraceld, ParentSpanid, Spanid,
Sampled%, #TTATEHTTPiERch{EAExtract/Inject /535 EHTTP Request Headers EiE &R,

BERENT:
Client Span Server Span
—
| | | |
| TraceContext | Http Request Headers | TraceContext |
| [ 1 | I
1 |
| | Traceld | | X-B3-Traceld | | | Traceld ||
(I | | | (I (I
| | ParentSpanid | | Inject | X-B3-ParentSpanld | Extract | | ParentSpanid | |
(I — > | I > | |
| | Spanid | | X-B3-Spanid | | | Spanid |
(I | | | (I (I
| | Ssampled | | X-B3-Sampled | | | Sampled |
| B —
o
| |
L |
1
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@ % BFizipkinBEEA#ZEUHTTP, gRPCXFMRPCHHMUEEContextSA,

i. EZPFPimiARInjectFEE A Context{E2.

req, _ := http.NewRequest("GET", "/", nil)
// configure a function that injects a trace context into a reques
injector := b3.InjectHTTP(req)

injector(sp.Context())
ii. 7RSS HIEBEXtractiEEfContext{E R,

req, _ := http.NewRequest("GET", "/", nil)
b3.InjectHTTP(req)(sp.Context())

b.ResetTimer()
_ = b3.ExtractHTTP(copyRequest(req))

BRIEA
BT RU—NREIE R ANENED Zipkin LR Go R B ##7 .
1. FEROISE,
2. #utils.goXH B LREWEAIM XMt (endpointURL) .

D & B% <endpoint> HRMERIEREHAMEAE LERE P HIERRIENR.
XTFREEARGERNGE, BELARFGPHRIEARESR.

3. RERKHIE,

dep ensure
4. BITMRER.

go run main.go
5. FEHEBEREG S EBE LIRBEUE.

= o)
A R ARBREAINS BRRIERE LRKIE?
%: BRESTIEPEEGRT, HRTendpoint_ullWRESEER. AN, i failed the request

with status code 403 XA EHZBAIER.

ESER

OFRE2BERNXY? BARRZEXER—K.
X

e ZipkinEM

e Zipkin-goiEt3
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HEIRIE IR HEETE-

6.7 8 451= Python R
6.1. i@id)aeger LiRPythoni &2

AEERARRERENSERNANSREEZN, FEEIEPRENAKE LREERER. AXNEN

{Ti#3)aegerEZ Pix LR Pythoni BEUE.
BiRRRH
KEEARER
HEER
BUER MM ERAY?
BRIESE

1. BITATHE& R &Kjaeger-client,
pip install jaeger-client

2. BlETracerit®, HiEdTracertReIESpankiBizl Sz,

SAYRRAS: 20200911
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import logging
import time
from jaeger_client import Config
if _name__=="_main__":
log_level = logging.DEBUG
logging.getLogger(").handlers =[]

logging.basicConfig(format='%(asctime)s %(message)s’, level=log_level)

config = Config(
config={ # usually read from some yaml config
'sampler': {
'type': 'const’,
'param': 1,
b
'logging': True,
b
service_name='your-app-name',
)
# this call also sets opentracing.tracer

tracer = config.initialize_tracer()

with tracer.start_span('TestSpan') as span:

span.log_kv({'event': 'test message’, 'life': 42})

with tracer.start_span('ChildSpan', child_of=span) as child_span:

span.log_kv({'event': 'down below'})

time.sleep(2) # yield to I0Loop to flush the spans - https://github.com/jaegertracing/jaeger-cl
ient-python/issues/50

tracer.close() # flush any buffered spans

3. T#HIF%Jaeger Agent jaeger-agent, #BALATE#/EAgent, LUEEE LR E$IZIERRTracing
Analysis,

D #&® % <endpoint> HRMERBEEHAMERE HENEPHIEMHIENS.
XTRBEARBRNAE, FE2ANREGPHREBARER.

// reporter.grpc.host-port - FiREM%, MXEMEMmE. Fl:
$ nohup ./jaeger-agent --reporter.grpc.host-port=tracing-analysis-dc-sz.aliyuncs.com: 1883 --jaeg

er.tags=<endpoint>
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HEIRIE IR EETIE - FlamE

Python [ Ff

Jaeger{EA A&
o BIETrace

from jaeger_client import Config

def init_jaeger_tracer(service_name='your-app-name’'):
config = Config(config={}, service_name=service_name)

return config.initialize_tracer()
o BIEMLERSpan

/] F¥FParenthSpan,
tracer.start_span('TestSpan')

// FEParentSpan,
tracer.start_span('ChildSpan’, child_of=span)
// #&£%ESpan,

span.finish()

e E{ESpanContext

// ¥&spanContextiEEZ T—1\Spant (F3lK) .
tracer.inject(
span_context=span.context, format=Format.TEXT_MAP, carrier=carrier
)
/1 BimEE S EMspanContxt (RFEFIL) .

span_ctx = tracer.extract(format=Format.TEXT_MAP, carrier={})

EZER

ORRBERNNY? BMABFEXERL—,
X HE

e OpenTracingfs&

e jaeger-client-python

> MA4RRA: 20200911
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HERTE - FIA%HE Node.js N

HERRIE IR

7. FF 184542 Node.js i
7.1. #EANode.jsiH

AXNET WM& Node js M N B KIE IR .

B
fENode T i2fPackageh B EXfJaeger Client 94K i,

"dependencies": {

"jaeger-client": "~3.12.0"

}

REEAARMER )
BERER
BELWALRE? )

BREPE
1. IR EE.

D #EB® B9 <endpoint> HRMERBEEHAMEAE ERE P HIERRIENR.

XTFREEARGRNGE, BELARFGPHRIEARESR.

const initTracer = require("jaeger-client").initTracer;

const config = {
serviceName: 'node-service',
sampler: {
type: "const",
param: 1
b
reporter: {

collectorEndpoint: "<endpoint>"

b
2. BlE&TracersLfixd s,

const tracer = initTracer(config);

3. flESpanHiN K,

44
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ERTE - A% Node.js [

const span = tracer.startSpan("say-hello");

/1 RERE (T, ZRHBEN)
span.setTag("tagKey-01", "tagValue-01");

/1 RESMH (g, ZRHBEN) .
span.log({event: "timestamp", value: Date.now()});
// txicSpang®span.finish();
4. EREREFREHEHEE R,
HFExpressf) &6

> XH4RRA: 20200911
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const express = require("express");
const initTracer = require("jaeger-client").initTracer;

const app = express();

const config = {
serviceName: 'node-service',
sampler: {
type: "const",
param: 1
b
reporter: {

collectorEndpoint: "<endpoint>"

b

const tracer = initTracer(config);

app.all("*, function (req, res, next) {
req.span = tracer.startSpan("say-hello");
next();

»;

app.get("/api", function (req, res) {
const span = req.span;
span.log({event: "timestamp", value: Date.now()});
req.span.finish();
res.send({code: 200, msg: "success"});

»;

app.listen(3000, '127.0.0.1', function () {

console.log('start');

»;

EZER

ORRBERNNY? BMABFEXERL—,
X XHE

e jaeger-client-node

e opentracing-javascript

46 > MHERA: 20200911
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HEIRIE IR HEETE-

8. FFig i .NET N
8.1. i@ Zipkin_E3R .NET R &R

Zipkin2—SFEN S AN THHIEEBIR RS (Distributed Tracking System) , HTwitterATHFEME
. HXENERRAREZIREARNINKERE. £HKIERTracing Analysisth, EoLLEE
Zipkin L% .NETRI ¥R (WA ZRAHERTERHESARNER) .

CIE S s
REEAAER
BRIER
BIER M LRE?

iBidASP.NET Core A4 BB S
BEREBUUTHEIEIIASP.NET CoreA{HIE S,

@ B TH , HiRRReadmeiHBETERE.

1. &K NuGetfl,

/] HMEAT A%,
// zipkindnet.middleware.aspnetcore (aspnetcoredjg{§)

// zipkindnet (iBIR38)

dotnet add package zipkin4net.middleware.aspnetcore

dotnet add package zipkin4nete

2. FMHAEEZipkin,

lifetime.ApplicationStarted.Register(() => {
TraceManager.SamplingRate = 1.0f;
var logger = new TracingLogger(loggerFactory, "zipkind4net");
// TE5ERRIE BRIRH & IKEXZipkin Endpoint, jEEEndpointf REE “/api/v2/spans” .
var httpSender = new HttpZipkinSender("http://tracing-analysis-dc-hz.aliyuncs.com/adapt_you

r_token", "application/json");
var tracer = new ZipkinTracer(httpSender, new JSONSpanSerializer());

TraceManager.RegisterTracer(tracer);

TraceManager.Start(logger);

D;
lifetime.ApplicationStopped.Register(() => TraceManager.Stop());

app.UseTracing(applicationName);

3. ERiXGet/Posti5EkMHttpClientdiFMMtracinghandler (GEIRLEE) .
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public override void ConfigureServices(IServiceCollection services)

{
services.AddHttpClient("Tracer").AddHttpMessageHandler(provider =>

TracingHandler.WithoutinnerHandler(provider.GetService<lConfiguration>()["applicationNam
e");
}

BEZowinAH4BmiER
BREBUTSBEIOWNAEMGIES.,

@ 88 THDemoEHB, HiZFEReadmeliHiEiETRER.

1. £ZNuGetfl,

/] HMUATEE,
// zipkin4net.middleware.aspnetcore (aspnetcoredijgf)

// zipkindnet (JBiZ28)

dotnet add package zipkin4net.middleware.aspnetcore

dotnet add package zipkind4nete

2. FMMEEZipkin,
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HEIRIE IR HEETE-

// i%&&Tracing,

TraceManager.SamplingRate = 1.0f;

var logger = new ConsoleLogger();

/1 ESERRIE IR %I & 3K EXZipkin Endpoint, ;£ ZEEndpointthf RS “/api/v2/spans” , var httpSender = n

ew HttpzZipkinSender("http://tracing-analysis-dc-hz.aliyuncs.com/adapt_your_token", "applicatio

n/json");

var tracer = new ZipkinTracer(httpSender, new JSONSpanSerializer());
TraceManager.RegisterTracer(tracer);

TraceManager.Start(logger);

//Stop TraceManager on app dispose
var properties = new AppProperties(appBuilder.Properties);

var token = properties.OnAppDisposing;

if (token != CancellationToken.None)

{

token.Register(() =>

{

TraceManager.Stop();
hE

}
/1

// Setup Owin Middleware
appBuilder.UseZipkinTracer(System.Configuration.ConfigurationManager.AppSettings["applicatio
nName"]);

//

3. £RiXGet/PostiERkEHttpClientthFfltracinghandler (EIRLIEE) .

using (var httpClient = new HttpClient(new TracingHandler(applicationName)))

{

var response = await httpClient.GetAsync(callServiceUrl);

var content = await response.Content.ReadAsStringAsync();

await context.Response.WriteAsync(content);

FHER

SAYRRAS: 20200911
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E@EUZipkinfglavaN IR FIREWIREREHE, RTANASHAGHEGINERNEN, LIFH
B,

@ B THDemolRiS, FHikBReadmeliBIETER,

1. £&NuGetfl,

// %hNzipkindnet GEEEE) .

dotnet add package zipkin4nete
2. EM#MEEZipkin,

TraceManager.SamplingRate = 1.0f;

var logger = new ConsoleLogger();

/] TEEERKIE BRI I & K EXZipkin Endpoint, ;£ REndpointth A& “/api/v2/spans” ,

var httpSender = new HttpZipkinSender("http://tracing-analysis-dc-hz.aliyuncs.com/adapt_your_

token", "application/json");

var tracer = new ZipkinTracer(httpSender, new JSONSpanSerializer());
TraceManager.RegisterTracer(tracer);

TraceManager.Start(logger);
3. ERIERYUE.

var trace = Trace.Create();

Trace.Current = trace;

trace.Record(Annotations.ClientSend());

trace.Record(Annotations.Rpc("client"));
trace.Record(Annotations.Tag("mytag", "spanFrist"));
trace.Record(Annotations.ServiceName("dotnetManual"));
// ...do something

testCall();

trace.Record(Annotations.ClientRecv());
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OF'1:
N ERBATFEREROREE, NREBLRERYL—SMNT—HRIE, WESBAChidOf
Hik. Bl

var trace = Trace.Current.Child();

Trace.Current = trace;

trace.Record(Annotations.ServerRecv());

trace.Record(Annotations.Rpc("server"));

trace.Record(Annotations.Tag("mytag", "spanSecond"));
trace.Record(Annotations.ServiceName("dotnetManual"));
// ...do something

trace.Record(Annotations.ServerSend());

4. (i) ATREHERD, BTUAEMCREM—LEEEXRE, HIMCRESREER. HRE
ROEE,

tracer.activeSpan().setTag("http.status_code", "200");

5. EPHREAPRIERPCIE RIS FTracing##E, B3#ETraceld. ParentSpanid, Spanid,
Sampled%, #ZTILATEHTTPiER s FExtract/Inject 5347EHTTP Request Headers EiEE IR,
BRENT:

Client Span Server Span

[ 1

—

| | | |

| TraceContext | Http Request Headers | TraceContext |

| [ 1 | I
1 |

| | Traceld | | X-B3-Traceld | | | Traceld ||

[ | | | (I (I

| | ParentSpanid | | Inject | X-B3-ParentSpanld | Extract | | ParentSpanid | |

[ — > | I > | I

| | Spanid | | X-B3-Spanid | | | Spanid |

[ | | | (I (I

| | sampled | | X-B3-Sampled | | | Sampled |

| e —
'

| |

L |

1
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i. EEPiwARInject/FiEEAContext{E_,

_injector.Inject(clientTrace.Trace.CurrentSpan, request.Headers);

ii. ERSBiHIFHAEXtractFEBirContextER,

Ivar traceContext = traceExtractor.Extract(context.Request.Headers);

var trace = traceContext == null ? Trace.Create() : Trace.CreateFromid(traceContext);

W ia) =
: DemoRRFHMITRI, NHARHE LRE LIRMIE?

%: B BEsenderConfigurationfii B hHEndpoint 2EFESIEH.

// TE§ERRIE IR IR H & FKEXZipkin Endpoint, jEEEndpointh RS “/api/v2/spans” .
var httpSender = new HttpZipkinSender("http://tracing-analysis-dc-hz.aliyuncs.com/adapt_your_toke

n", "application/json");

EBER

OAREBERNNE? BREFEXRBER—i.
HXXHE

e ZipkinE M

e ZipkinfidotnetEFix

8.2. i#i¥Jaeger LIk .NETR FHEIE

EEAEREREHAERNANEEEEZH, SEEIEFIHRENARE IREHKER. AXNEM
{Ti&idJaegerZFix ER NETREEIE (A ZRBERFEACHESHARNEA) .
BRSRH

FREARER)
BERER
Jaeger2Uberit BN —HFELHRNIBIRR %, S 0penTracing API, EfEUberA#liEER, BEM
ACNCFHREL, BEXENHERAREBZS I REEAZNIN BEHIE.

B#iOpenTracingtt KE B ¥ S AW ZIFET .NETHESE, filtn:
ASP.NET Core

Entity Framework Core
.NET Core BCL types (HttpClient)
gRPC

HIER M@ LR? )

i#iZnetcoreAEBEEIER
BRBUTSEE InetcoreAHHiES,

@ i#E T#HDemoiE#, i AwebapidotnetcoreBR, EIEReadmelikBHIEITRE.
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FER%IE I BRI - FFiakE NET A

1. £&NuGetfl,

/1 BIMLAT A,

// OpenTracing.Contrib.NetCore (aspnetcoredijg{)
// Jaeger (OpenTracingfJsEIA %)

// Microsoft.Extensions.Logging.Console (H7EAH)

dotnet add package OpenTracing.Contrib.NetCore
dotnet add package Jaeger

dotnet add package Microsoft.Extensions.Logging.Console

2. B EdStartup.cs E@mB Configure /5 i& M ial .

// FM0openTracing/A 418,

services.AddOpenTracing();

/1 iZiEhttpclient RE P H)aegerifiE ERIEK.

var httpOption = new HttpHandlerDiagnosticOptions();

httpOption.IgnorePatterns.Add(req => req.RequestUri.AbsolutePath.Contains("/api/traces"));
services.AddSingleton(Options.Create(httpOption));

3. MtadcFiEM)aeger,
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// #&hNjaeger Tracer,

services.AddSingleton<ITracer>(serviceProvider =>

{

string serviceName = serviceProvider.GetRequiredService<lHostingEnvironment>().ApplicationN
ame;

ILoggerFactory loggerFactory = serviceProvider.GetRequiredService<IlLoggerFactory>();

Configuration.SenderConfiguration senderConfiguration = new Configuration.SenderConfigura
tion(loggerFactory)

/] EHERIBREFI & 3K Eaeger Endpoint,

.WithEndpoint("http://tracing-analysis-dc-sz.aliyuncs.com/adapt_your_token/api/traces");

// This will log to a default localhost installation of Jaeger.
var tracer = new Tracer.Builder(serviceName)
.WithSampler(new ConstSampler(true))
.WithReporter(new RemoteReporter.Builder().WithSender(senderConfiguration.GetSender())
.Build())
.Build();

// Allows code that can't use DI to also access the tracer.

GlobalTracer.Register(tracer);

return tracer;

»;

BZgRPCHEBEMIBR
BREUTSBEIgRPCAMIER.

@ | TH , HiBReadme i IBE TR,

1. £3&NuGetfl,

/1 FBIMCAT A4,

// OpenTracing.Contrib.Grpc (gRPCHjEl{4)

// Jaeger (OpenTracingBySLILAH)

// Microsoft.Extensions.Logging.Console ( H&A#)

dotnet add package OpenTracing.Contrib.grpc
dotnet add package Jaeger

2. Ylka4iTracerst &,
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HEIRIE IR HEETE-

public static Tracer InitTracer(string serviceName, ILoggerFactory loggerFactory)
{
Configuration.SamplerConfiguration samplerConfiguration = new Configuration.SamplerCo
nfiguration(loggerFactory)
.WithType(ConstSampler.Type)
.withParam(1);
Configuration.SenderConfiguration senderConfiguration = new Configuration.SenderConfig
uration(loggerFactory)
/] EHERIBIREFI & 3K Eaeger Endpoint,
.WithEndpoint("http://tracing-analysis-dc-sz.aliyuncs.com/adapt_your_token/api/trace
5");
Configuration.ReporterConfiguration reporterConfiguration = new Configuration.ReporterC
onfiguration(loggerFactory)

.withSender(senderConfiguration);

return (Tracer)new Configuration(serviceName, loggerFactory)
.withSampler(samplerConfiguration)
.WithReporter(reporterConfiguration)

.GetTracer();

3. ERBiHES, HEBFIESMServerTracingInterceptorid R, H¥ServerTracinginterceptor4}
ERRS L,

ILoggerFactory loggerFactory = new LoggerFactory().AddConsole();
ITracer tracer = TracingHelper.InitTracer("dotnetGrpcServer", loggerFactory);
ServerTracinginterceptor tracinginterceptor = new ServerTracinginterceptor(tracer);
Server server = new Server
{

Services = { Greeter.BindService(new Greeterlmpl()).Intercept(tracinginterceptor) },

Ports = { new ServerPort("localhost", Port, ServerCredentials.Insecure) }

b

4. EEFIRES, HEBTFIESNClientTracingInterceptorid®, FHi§ClientTracinginterceptor4fE
FJChannel L,

ILoggerFactory loggerFactory = new LoggerFactory().AddConsole();
ITracer tracer = TracingHelper.InitTracer("dotnetGrpcClient", loggerFactory);
ClientTracinginterceptor tracinginterceptor = new ClientTracinginterceptor(tracer);

Channel channel = new Channel("127.0.0.1:50051", ChannelCredentials.Insecure);

var client = new Greeter.GreeterClient(channel.Intercept(tracinginterceptor));
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FMES
Eifid)aegeri§ NETHALE HRERBEREHE, RTHNASHASHEEIIZANEN, HTUF
A,

@ #B T#HDemolER, Hi#EAManualDemoE S, REBReadmelUiBETIERE.

1. £ENuGetfl,

// Jaeger (OpenTracingfILIRA 4 )
// Microsoft.Extensions.Logging.Console (BH&A#)

dotnet add package Microsoft.Extensions.Logging.Console

dotnet add package Jaeger

2. #ZITracerd K., ITracerEO0penTracingEX MR, Hf1H)aegerRBEIZNR (BEEMX. R
£E) .,

public static ITracer InitTracer(string serviceName, ILoggerFactory loggerFactory)
{
Configuration.SamplerConfiguration samplerConfiguration = new Configuration.SamplerConfigu
ration(loggerFactory)
.WithType(ConstSampler.Type)
.withParam(1);
Configuration.SenderConfiguration senderConfiguration = new Configuration.SenderConfigurat
ion(loggerFactory)
// TEEERIE BRIEH & K EYaeger Endpoint,

.WithEndpoint("http://tracing-analysis-dc-sz.aliyuncs.com/adapt_your_token/api/traces");

Configuration.ReporterConfiguration reporterConfiguration = new Configuration.ReporterConfig
uration(loggerFactory)

.withSender(senderConfiguration);

return (Tracer)new Configuration(serviceName, loggerFactory)
.withSampler(samplerConfiguration)
.WithReporter(reporterConfiguration)

.GetTracer();

}
3. ¥ITreacersifitZ|GlobalTracert, S{EFHAAE,

GlobalTracer.Register(InitTracer("dotnetManualDemo", loggerFactory));

4. iCRIBEREE,
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FER%IE I BRI - FFiakE NET A

ITracer tracer = GlobalTracer.Instance;
ISpan span = tracer.BuildSpan("parentSpan").WithTag("mytag","parentSapn").Start();
tracer.ScopeManager.Activate(span, false);

// ...do something

span.Finish();

@ #B WUERBAFEREROREE, NRBSERERNLE—SNT—S8BE, VEER
FAsChildofA ik,

=l

ITracer tracer = GlobalTracer.Instance;

ISpan parentSpan = tracer.ActiveSpan;

ISpan childSpan =tracer.BuildSpan("childSpan").AsChildOf(parentSpan).WithTag("mytag", "spanSe
cond").Start();

tracer.ScopeManager.Activate(childSpan, false);

// ...do something, . . childSpan.Finish();

5. (TNE) ATREHED-E, BOULUARMERBM—LEBEEXRE, FINCREERERIR. BFRH
REMESE,

tracer.activeSpan().setTag("http.status_code", "200");

6. ENHRERLDKERPCERNSH ETracing#ig, B1ETraceld, ParentSpanld, Spanlid,
SampledZ, &TILAFEHTTPIE K h{EHExtract/Inject 5357EHTTP Request Headers L iEE#IE.
BARENT:
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Client Span Server Span

—

\ | | |

| TraceContext | Http Request Headers | TraceContext |

| 1 —
|

| | Traceld | | X-B3-Traceld | | | Traceld |

|| | | | || ||

| | ParentSpanid | | Inject | X-B3-ParentSpanid | Extract | | ParentSpanid | |

|| — > | I > | ||

| | Spanid | | X-B3-Spanid | | | Spanid |

| | | || ||

| | sampled | | X-B3-Sampled | | | Sampled |

‘ L | | L L
b

\ |

L |

_

i. EEFRIARAInject/ZiEEAContextE R,

Tracer.Ilnject(span.Context, BuiltinFormats.HttpHeaders, new HttpHeadersInjectAdapter(requ

est.Headers));

ii. RS FAEXtractFEBTContextER,

ISpanContext extractedSpanContext = _tracer.Extract(BuiltinFormats.HttpHeaders, new Requ
estHeadersExtractAdapter(request.Headers));

ISpan childSpan = _tracer.BuildSpan(operationName).As ChildOf(extractedSpanContext);

" I 0] &
ia): Demof2FHITRII, AHAEHELEE LIREIE?
%: B EsenderConfigurationfi 2P HEndpoint 2B EEIEH.

Configuration.SenderConfiguration senderConfiguration = new Configuration.SenderConfiguration(log
gerFactory)
/] TEEEERIB IR 124 & K EWaeger Endpoint,

.WithEndpoint("http://tracing-analysis-dc-sz.aliyuncs.com/adapt_your_token/api/traces");

BE£ER
OFREERNXM? BFRTERER I,
XX
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e JaegerEN

e jaeger-client-csharp

e Jaeger¥fasp.net core/BH4FE
e JaegerxfgRPCIE S A
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https://github.com/opentracing-contrib/csharp-netcore
https://github.com/opentracing-contrib/csharp-grpc
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9.3 | !lﬁ}:":ﬁﬁ C++ F_‘ZFH
9.1. i#id)aeger IR C++ B FHEUE

EERAEREREHAERNANEEEELZH, SEEIZFIHEENAREIREMKER., AXNEM
{ai@id)aegerE P ik FIRC++ MAEIE,

CIE S
REEAAER)
BRIER
BELWALRE? )

BiE LIREUE
1. BITATH<S, NEAMiGIKREjaeger-client-cpp,

wget https://github.com/jaegertracing/jaeger-client-cpp/archive/master.zip && unzip master.zip
2. BITLAT®<, %HiFjaeger-client-cpp,

@ B HiFKHCMake, geckRARIETF4.9.2,

mkdir build
cd build
cmake ..

make

3. THIF%Jaeger Agent jaeger-agent, #BALATE#/E5Agent, LUEEE LR E S IZIERRTracing
Analysis,

D #® % <endpoint> HRMERBEEHSMERE HENEPHIEMIHIENS.
XTRBEARBRNAE, F2ANREGPHREBARER.

// reporter.grpc.host-port - FiREMXx, MXEMEMmE. Fl:
$ nohup ./jaeger-agent --reporter.grpc.host-port=tracing-analysis-dc-sz.aliyuncs.com: 1883 --jaeg
er.tags=<endpoint>
4. i# \jaeger-client-cpptiiexample B &, BTl BHI,
./app ../examples/config.yml

5 BREBEREGS, BELROBE.

i#idAgent LR &IE
1. &¥Jaeger Client (/5 FEit)
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HEIRIE IR HEETHE-

2. Bl&ETrace,
Fan, BAITURIBYAMLEEE £ M TraceX &R,

void setUpTracer(const char* configFilePath)
{
auto configY AML = YAML::LoadFile(configFilePath);
/1 WYAMLXXHh S NEE.,
auto config = jaegertracing::Config::parse(configf AML);
/1 & B TraceiserviceNamef A&,
auto tracer = jaegertracing::Tracer::make(
"example-service", config, jaegertracing::logging::consoleLogger());
/1% TracergBEALBEE.
opentracing::Tracer::InitGlobal(
std::static_pointer_cast<opentracing::Tracer>(tracer));

}
YAMLELE &%

disabled: false
reporter:
logSpans: true
sampler:
type: const

param: 1
3. Bl Span,

// BparentSpanfyis R Fel&Span,

void tracedSubroutine(const std::unique_ptr<opentracing::Span>& parentSpan)

{
auto span = opentracing::Tracer::Global()->StartSpan(

"tracedSubroutine”, { opentracing::ChildOf(&parentSpan->context()) });

// TparentSpaniitE iR FElESpan,

void tracedFunction()

{
auto span = opentracing::Tracer::Global()->StartSpan("tracedFunction");
tracedSubroutine(span);
}
4. T#H[R%)aeger Agent , HAUTEHEAgent, LUSHIE LR EHIKIE KR Tracing
Analysis,
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) %8 5% <endpoint> B EHIEBES A MK RE EERS P HANEREIENS.
XTFREEARGRNGE, BELARFGEPHRIEARESR.

// reporter.grpc.host-port B FigEMX, MXEMEMSE., F:
$ nohup ./jaeger-agent --reporter.grpc.host-port=tracing-analysis-dc-sz.aliyuncs.com: 1883 --jaeg

er.tags=<endpoint>

BE£ER
OFRELERMNMY? BIRBTEXER—.
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