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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this
legal disclaimer before you read or use this document. If you have read or used this document, it

shall be deemed as your total acceptance of this legal disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only.
The content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminat
ed by any organization, company, or individual in any form or by any means without the prior
written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades, adjustment
s, or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and the updated versions of this document will be occasionally released through
Alibaba Cloud-authorized channels. You shall pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud products and
services. Alibaba Cloud provides the document in the context that Alibaba Cloud products and
services are provided on an "as is", "with all faults" and "as available" basis. Alibaba Cloud
makes every effort to provide relevant operational guidance based on existing technologies
. However, Alibaba Cloud hereby makes a clear statement that it in no way guarantees the
accuracy, integrity, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial losses incurred
by any organizations, companies, or individuals arising from their download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, bear responsibility for any
indirect, consequential, exemplary, incidental, special, or punitive damages, including lost
profits arising from the use or trust in this document, even if Alibaba Cloud has been notified of
the possibility of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to works, products
, images, archives, information, materials, website architecture, website graphic layout, and
webpage design, are intellectual property of Alibaba Cloud and/or its affiliates. This intellectu

al property includes, but is not limited to, trademark rights, patent rights, copyrights, and trade



secrets. No part of the Alibaba Cloud website, product programs, or content shall be used,
modified, reproduced, publicly transmitted, changed, disseminated, distributed, or published
without the prior written consent of Alibaba Cloud and/or its affiliates. The names owned by
Alibaba Cloud shall not be used, published, or reproduced for marketing, advertising, promotion
, or other purposes without the prior written consent of Alibaba Cloud. The names owned by
Alibaba Cloud include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other
brands of Alibaba Cloud and/or its affiliates, which appear separately or in combination, as well
as the auxiliary signs and patterns of the preceding brands, or anything similar to the company
names, trade names, trademarks, product or service names, domain names, patterns, logos

, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information indicates a
situation that will cause major system Danger:
changes, faults, physical injuries, and Resetting will result in the loss of user
other adverse results. configuration data.
This warning information indicates a
''''' situation that may cause major system | &% Warning:
changes, faults, physical injuries, and | Restarting will cause business
other adverse results. interruption. About 10 minutes are
required to restore business.
This indicates warning information,
supplementary instructions, and other Note:
content that the user must understand. | Take the necessary precautions to
save exported data containing sensitive
information.
This indicates supplemental instructio
ns, best practices, tips, and other Note:
content that is good to know for the You can use Ctrl + A to select all files.
user.
> Multi-level menu cascade. Settings > Network > Set network type
Bold It is used for buttons, menus, page Click OK.
names, and other Ul elements.
Couri er It is used for commands. Runthecd /d C./w ndows command
f ont to enter the Windows system folder.
Italics |[Itisused for parameters and variables. |bae 1 og list --instanceid
I nstance_I D
[] or [a]b] It indicates that it is a optional value, i pconfig[-all]|-t]
and only one item can be selected.
{} or{alb} |Itindicates that it is a required value, swich{stand | slave}
and only one item can be selected.
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1 Introduction

This topic provides the API reference of Alibaba Cloud Elastic Compute Service (ECS). If you
are familiar with Web service and one or more programming languages, we recommend that you
use APIs to manage your ECS resources or develop applications. For more information, see API

overview.

Limits
We set limits on the number and specification for the ECS instance, disk, security group,
snapshot, and network bandwidth that you can create. For more information, see Limits.
Whenever the API description, optional parameter values, and available specifications conflict

with the resource or specification limits described in the Limits, the Cite LeftLimitsCite Right topic

always takes the precedence.
Methods

We allow HTTP or HTTPS requests, and so are the methods GET or POST. You can make a

request by using the following approaches:

» (Recommended) Programming language-specific ECS SDK

Alibaba Cloud CLI

Alibaba Cloud API Explorer

API URL request

In particular, you can skip the authentication process by using the SDK, CLI, and API Explorer. It
is easier for you to get started by using the language-specific SDK instead of making a request

over HTTP or HTTPS.

Note:
When you call API in the Alibaba Cloud CLI and SDK, remove the period (.) from the request
parameters. For example, use Syst enDi skCat egor y instead of Syst enDi sk. Cat egory.

However, you must complete the authentication process for every request if you make an API
URL request over the HTTP or HTTPS protocol. For more information, see Digital signature and

Create an AccessKey.


https://github.com/aliyun
https://www.alibabacloud.com/help/doc-detail/66653.htm
https://api.aliyun.com/

Glossary

Item

Abbreviation

Meaning

Region

Region

A specific data center established by Alibaba Cloud in which
you can run your business. To decrease network latency, we
have linked the regions all over the world. However, the region
cannot be changed once an ECS resource is create in it.

Availability
Zone

Zone

Zone for short. An area with independent power grids and
networks in a specified region. Each region has one or more
zones. The network latency for ECS resources within a specific
zone is reduced.

Instance

Instance

A virtual computing environment that includes CPU, memory,
operating system, bandwidth, disks, and other basic computing
components. An ECS instance is an independent virtual
machine, and is the core element of ECS. For more information,
see Instance type families.

Image

Image

A running environment template for an instance. It includes an
operating system and preinstalled software. You can use an
image either to create an instance or change the system disk of
an instance.

Disk

Disk

The storage device of instances.

Security group

Security group

An instance-related security group. An instance must belong to
at least one security group. The security policies of a security
group apply to all instances in the group.

Snapshot

Snapshot

A restore point created for a disk. It contains the disk data at a
specified time and can be used to restore disk data or create
custom images.

Tag

Tag

Consists of a key-value pair. You can assign tags to ECS
resources for fast listing and filtering.

IP address

IP address

The Internet or intranet IP address of an instance.




2 APl overview

See the following tables for the ECS APIs that are available to use.

For more information, see the APl Explorer.

Instances
Action Description
Runinstances Creates a specified number of instances.
Createlnstance Creates an instance.
Startinstance Starts a specified instance.
Stoplnstance Stops a specified instance.
Rebootinstance Restarts an instance.
Deletelnstance Releases an instance.

AttachinstanceRamRole

Attaches an instance RAM role to your
Instance.

DetachInstanceRamRole

Detaches a RAM role from an instance.

DescribelnstanceStatus

Obtains the list of all your instances in batches
with status information.

Describelnstances

Describes details of your instances.

DescribelnstanceVncUrl

Describes the management terminal URL
before connecting to an instance.

DescribeUserdata

Describes the user-defined data of an Instance.

DescribelnstanceAutoRenewAfttribute

Queries the automatic renewal status of an
instance.

DescribelnstanceRamRole

Describes information related to the instance
RAM role.

Describe SpotPriceHistory

Describes the price history of the preemptible
instances. You can query the price records
within 30 days at most.

Describelnstance TypeFamilies

Describes the resources list of instance type
families provided by Alibaba Cloud ECS.

Describelnstance Types

Describes the resources list of instance types
provided by Alibaba Cloud ECS.



https://api.aliyun.com/

Action

Description

ModifylnstanceVpcAttribute

Modifies the attributes of a VPC to which a
specified instance is connected.

ModifylnstanceAttribute

Modifies the information of an Instance, such
as the name, password, host name, and
description of an instance.

ModifylnstanceVncPasswd

Changes the password of management
terminal used to connect a specified Instance.

ModifylnstanceAutoRelease Time

Sets the automatic release time for a specified
instance.

ModifylnstanceAutoRenewAttribute

Modifies the information of an Instance, such
as the name, password, host name, and
description of an instance.

ModifylnstanceSpec

Changes the instance type or modifies the
Internet bandwidth of a Pay-As-You-Go
instance.

Launch templates

Action

Description

CreateLaunchTemplate

Creates an instance launch template, or
launch template for short. An instance launch
template saves you the trouble of entering a
large number of configuration parameters each
time you create an instance.

CreateLaunchTemplateVersion

Creates a version based on the specified
instance launch template.

DeleteLaunchTemplate

Deletes an instance launch template.

DeleteLaunchTemplateVersion

Deletes a specified instance launch template
version. However, if the instance launch
template version you intend to delete

is the default version, you must use the

Del et eLaunchTenpl at e API to delete the
entire instance launch template.

DescribelLaunchTemplates

Queries available instance launch templates.

DescribelLaunchTemplateVersions

Queries instance launch template versions.

ModifyLaunch TemplateDefaultVersion

Sets a specified version of this template as the
default version. If you do not specify a template




Action

Description

version number when creating an instance
(Runl nst ances), default version is used.

Disks
Action Description
CreateDisk Creates a portable data disk.
DeleteDisk Releases an independent cloud disk when it is

no longer in use.

DescribeDisks

Describes your available cloud disks.

AttachDisk Attaches a data disk to your Instance.

DetachDisk Detaches a cloud disk from a specified
instance.

ModifyDiskAttribute Modifies the attribute of your cloud disk.

ReplaceSystemDisk Replaces the system disk or the operating
system of an Instance.

RelnitDisk Initializes a cloud disk to the initial state.

ResetDisk Rolls back a disk to a specified disk state by
using one of its history disk snapshots.

ResizeDisk Extends the size of a cloud disk.

Images

Action Description

Createlmage Creates a custom image.

Importimage Imports on-premises image files to the Alibaba
Cloud ECS.

Exportimage Exports a custom image to an OSS bucket in
the same region as the custom image.

Copylmage Copies a custom image from one region to
other regions.

CancelCopylmage Cancels a pending image copy (Copyl mage)
operation.

Describelmages Describes your available image.

Deletelmage Deletes a specified custom image.




Action

Description

Describelmage SharePermission

Describes all the authorized users to whom one
of your custom image is shared.

ModifylmageAfttribute

Modifies the name and description of a custom
image.

ModifylmageSharePermission

Shares a custom image to other Alibaba Cloud
users.

Snapshots
Actions Description
CreateSnapshot Creates a snapshot for a specified disk device.

CreateAutoSnapshotPolicy

Creates an automatic snapshot policy.

ApplyAutoSnapshotPolicy

Applies automatic snapshot policies to one or
more disks.

DeleteSnapshot

Deletes a specified snapshot.

CancelAutoSnapshotPolicy

Cancels the automatic snapshot policy for one
or more disks.

DeleteAutoSnapshotPolicy

Creates an automatic snapshot policy.

DescribeAutoSnapshotPolicyEx

Describes your available automatic snapshot
policies.

DescribeSnapshots Describes one or more of your available
shapshots.
DescribeSnapshotLinks Describes the snapshot chains of one or more

disks.

ModifyAutoSnapshotPolicyEx

Creates an automatic snapshot policy.

Network

Action

Description

AllocatePubliclpAddress

Assigns an Internet IP address to an instance.

ConvertNatPubliclpToEip

Changes the public IP (NatPubliclp) of a VPC-
Connected instance to an Elastic IP (EIP).

AttachClassicLinkVpc

Links a classic network instance to a VPC,
which allows the classic network instance




Action

Description

communicating with the resources that are in
the intranet of a VPC.

DetachClassicLinkVpc

Unlinks a classic network-connected instance
from the VPC.

DescribeBandwidthLimitation

Describes a list of bandwidth resources.

DescribeClassicLinklnstances

Describes one or more of your classic network
-connected instances that have established
ClassicLink with a VPC.

ModifylnstanceNetworkSpec

Modifies the bandwidth configuration of your
ECS instance.

For more information about the APIs for Virtual Private Cloud (VPC), see VPC API References.

Security groups

Action

Description

CreateSecurityGroup

Creates a security group.

AuthorizeSecurityGroup

Adds an inbound rule for a security group.

AuthorizeSecurityGroupEgress

Adds an outbound rule for a security group.

RevokeSecurityGroup

Deletes an inbound rule from a security group.

RevokeSecurityGroupEgress

Deletes an outbound rule from a security group

JoinSecurityGroup Adds an instance to a specified security group.

LeaveSecurityGroup Removes an instance from a specified security
group.

DeleteSecurityGroup Deletes a security group.

DescribeSecurityGroupAttribute

Describes your security groups.

DescribeSecurityGroups

Describes the basic information about your
security groups, such as the security group ID
and description.

DescribeSecurityGroupReferences

Describes whether a specified security group
has been authorized by other security group or
not.




SSH

ENI

Action

Description

ModifySecurityGroupAttribute

Modifies the properties of the specified security
group, including the security group name and
description.

ModifySecurityGroupPolicy

Modifies the intranet communication policy of a
security group.

ModifySecurityGroupRule

Modifies the description of a security group
inbound rule.

key pair

Action Description

CreateKeyPair Creates an SSH key pair.

ImportKeyPair Imports the public key of an SSH key pair that
you create with other key pair generators into
one of the Alibaba Cloud regions.

AttachKeyPair Attaches an SSH key pair to one or more of
your Linux instances.

DetachKeyPair Detaches an SSH key pair from one or more of
your Linux instances.

DeleteKeyPairs Deletes one or more of your SSH key pairs.

DescribeKeyPairs

Describes one or more of your SSH key pairs.

Action

Description

CreateNetworkInterface

Creates an ENI (Elastic Network Interface).

AttachNetworkinterface

Attaches an ENI to a VPC-connected instance.

DetachNetworklInterface

Detaches an ENI from your Instance.

DeleteNetworkinterface

Deletes an ENI.

DescribeNetworklInterfaces

Describes the list of your ENls.

ModifyNetworkinterfaceAttribute

Modifies the attribute of an ENI.




Monitoring

Action

Description

DescribeDisksFullStatus

Describes the lifecycle status and health status
information of a disk.

DescribeDiskMonitorData

Queries the monitoring data of a specified disk.

DescribelnstancesFullStatus

Describes the full status information of the
specified Instance.

DescribelnstanceHistoryEvents

Describes the history events of a specified
Instance.

DescribelnstanceMonitorData

Describes all the instance-related monitoring
data.

Tags

Action Description

AddTags Adds or overwrites one or more tags to your
ECS resource.

RemoveTags Removes one or more tags from the specified
ECS resource, such as instances, disks,
shapshots, images, and security groups.

DescribeTags Describes one or more of your available tags.

Cloud assistant

Action Description

CreateCommand Creates a cloud assistant command.

InvokeCommand Performs a specified command on the target
Instances.

Stoplnvocation Stops cloud assistant command processes
that are in Runni ng status for one or more
instances.

DeleteCommand Deletes a created cloud assistant command.

DescribeCommands Describes the cloud assistant commands that
you have created.

Describelnvocations Describes the cloud assistant command
invocation list and status on your Instances.
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Action

Description

DescribelnvocationResults

Describes the invocation result of a cloud
assistant command. The actual output
information of a specified instance is returned.

Others

ModifyCommand Modifies the parameters and content of a cloud
assistant command.

Action Description

CancelTask Cancels a specified active task.

Describe Tasks Describes the progress of a specified
asynchronous request.

Describe TaskAttribute Describes the details about one or more tasks.

Currently, the tasks that can be queried are the
importing image action Importimage and the
exporting image action Exportimage.

Regions and zones

Action Description

DescribeRegions Describes the latest Alibaba Cloud regions that
are available to you.

DescribeZones Describes the zones that are available to you in

a specified region.

DescribeAvailableResource

Describes a list of the resources available in a
certain zone.

DescribeResourcesModification

Describes a list of the resources available in a
certain zone.




3 Getting started

3.1 How to make a request

This section is applicable for users who make a GET request over HTTP or HTTPS protocol by

sending a URL. If you prefer using SDK, Alibaba Cloud CL/, or API Explorer, skip this section.

The GET request URL, which can be directly used in a browser, has a formulated request
structure. The URL consists of several parameters, such as the common request parameters,
your signature, and some API-specific parameters. We provide URL request example for every
API. However, these URL examples are not encoded to make them easy to read. Thus, you
must encode the URL before making a request. After the authentication process is complete, we
return the results to you. The response parameters are displayed if it is a success response, and
the error message is displayed if it is an error response. You can fix the error according to the

common error codes and API-specific error codes.

Note:
We recommend that you use SDK to manage your ECS resources or develop applications. It is
easier for you to get started by using the language-specific SDK instead of making a request over

HTTP or HTTPS. For more information, see Developer Resources.

3.2 Request structure
GET requests by sending a URL over the HTTP or HTTPS protocol are allowed. The request

parameters must be included in the request URL.

See the following unencoded URL of Cr eat eSnapshot as a request example.

htt ps://ecs. aliyuncs. conl ?Act i on=Cr eat eSnapshot
&Di skl d=1033- 60053321
&<Comon Request Paraneters>

* htt ps specifies the communication protocol.

* ecs. al i yuncs. comis one of the ECS service endpoints.

+ Action=Cr eat eSnapshot specifies the target API, and Di skl d=1033- 60053321 is one of
the Cr eat eSnapshot parameters.

+ <Conmon Request Par amet er s> are the headers, common parameters, and authentication

parameters.
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Communication protocol

Request over HTTP or HTTPS is supported. We recommend that you send requests over HTTPS

to enhance security.

Especially, when you invoke the SSH key pairs APIs, or password exists in your request, such as

the parameter Passwor d in the Cr eat el nst ance operation, we recommend that you choose

the HTTPS protocol.

Service endpoints

See the following table for the API service access endpoints of ECS.

Region (Location)

Endpoint

Default

ecs.aliyuncs.com

China North 3 (Zhangjiakou)

ecs.cn-zhangjiakou.aliyuncs.com

China North 5 (Hohhot)

ecs.cn-huhehaote.aliyuncs.com

Asia Pacific NE 1 (Tokyo)

ecs.ap-northeast-1.aliyuncs.com

Asia Pacific SE 2 (Sydney)

ecs.ap-southeast-2.aliyuncs.com

Asia Pacific SE 3 (Kuala Lumpur)

ecs.ap-southeast-3.aliyuncs.com

Asia Pacific SE 5 (Jakarta)

ecs.ap-southeast-5.aliyuncs.com

Asia Pacific SOU 1 (Mumbai)

ecs.ap-south-1.aliyuncs.com

Middle East 1 (Dubai)

ecs.me-east-1.aliyuncs.com

Germany 1 (Frankfurt)

ecs.eu-central-1.aliyuncs.com

Specifically, if you are from international regions, we recommend that you use the following central

endpoints to avoid latency.

Region (Location)

Endpoint

Default (US West 1 Silicon Valley)

ecs.us-west-1.aliyuncs.com

Default (US East 1 Virginia)

ecs.us-east-1.aliyuncs.com

Default (Hong Kong)

ecs.cn-hongkong.aliyuncs.com

Default (Asia Pacific SE 1 Singapore)

ecs.ap-southeast-1.aliyuncs.com




Request Parameters

You must specify the target API for each request by passing in the Act i on parameter. For
example, Act i on=St art | nst ance. Each URL must contain the common request parameters

and the specific request parameters of the target operation.
Character encoding

Request parameters and response results are encoded by using theUTF- 8 character set.

3.3 Common parameters

Both request and response have common parameters, they appear in every round of API action..
Common request parameters

The following table describes the common parameters that comprise of a URL for a GET request

over HTTP or HTTPS protocol.

Name Type Required Description

Action String [ Yes The target API. For more information about the
optional values, see API overview.

AccessKeyld String [ Yes Equivalent to a logon password. However, an
AccessKey is used to call APIs, while logon
password is used to log on to the ECS console .
For more information, see Create an AccessKey.

Signature String [ Yes Your signature. For more information, see
Signature.

SignatureMethod |[String | Yes Signature method. Value: HMAC-SHAA1.

SignatureVersion [String |Yes Signature algorithm version. Value: 1.0.

SignatureNonce |String |Yes Unique random number, which is used to prevent

network replay attacks. Different random numbers
must be used for different requests.

Timestamp String [ Yes Request time stamp. The time format follows the
ISO8601 standard, and the UTC time is used. The
format is yyyy-MM-ddTHH:mm:ssZ. For example,
2018-01-01T12:00:00Z indicates 20:00:00, Jan 01,
2018, Beijing time (UTC+8).

Version String [ Yes The API version to use. Value: 2014-05-26.

Format String [No Type of the response parameters. Optional values:
json | xml. Default value: xml.
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Request example

htt ps://ecs. aliyuncs. conl ?Act i on=XXXXXX
&For mat =xni

&Ver si on=2014- 05- 26

&Si gnat ur e=Pc5WB8gok VnOxf eu¥2FZV92Bi NMLdgl ¥3D

&Si gnat ur eMet hod=HVAC- SHA1

&Si gnat ur eNonce=15215528852396

&Si gnat ur eVersi on=1. 0
&AccessKeyl d=key-t est

&Ti mest anp=2018-01- 01T12: 00: 00Z

Common response parameters

Name

Type

Description

Requestld String

Request ID. We return a unique Requestld for every API
request, whether the request is successful or not.

3.4 Digital signature

We perform the sender authentication for each request. Therefore, a signature information must

be included in the request, irrespective of the use of HTTP or HTTPS protocol. By using the

AccessKeyID and AccessKeySecret, we perform symmetric encryption to authenticate the sender

request.

The AccessKey is equivalent to a logon password. However, an AccessKey is used to call APls,

while the logon password is used to log on to the ECS console. Where an AccessKeylID is the

visitor identity, an AccessKeySecret is the secret key to encrypt the signature string and to verify

the signature string sent to our server. You must keep your AccessKey confidential to prevent

possible data breach event.

Note:

We provide SDKs and third-party SDKs for multiple programming languages to help you skip the

authentication process. For more information, see SDK.

Step 1. Compose a standardized request URL

1. Sort the request parameters in a lexicographical order. The request parameters include the

API-specific parameters and common parameters except for the Si gnat ur e parameter.

Note:
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For example, if you make a request by using the GET method, these parameters are in the
section of the URL followed by a question mark ? and connected by ampersands &.
2. Encode the request parameters by using the UTF-8 character set and according to the

RFC3986 rules.

* Do not encode the A~Z and a~z characters, numbers (0~9), hyphens -, underscores _,
periods . , and tildes ~ .

» Encode other characters in the %XY format, with XY representing the hexadecimal ASCII
value of the characters. For example, the half-width double quotes (") are encoded as %22.

» Encode the extended UTF-8 characters in %XY%ZA.. format.

* Encode the whitespaces () to %20 instead of the plus signs (+).

Alternatively, you can use libraries that support the appl i cati on/ x- ww\« f or m

ur | encoded MIME-type URL encoding,

for example the j ava. net . URLEncoder of Java language. If so, use the per cent Encode
Java method, in the encoded strings, replace the plus signs (+) with %20, the asterisks (*)

with 9%2A, and %E to the tildes (~). See the following example:

private static final String ENCODI NG = "UTF-8";

private static String percent Encode(String val ue) throws

Unsupport edEncodi ngExcepti on {

return value ! = null ? URLEncoder. encode(val ue, ENCODI NG . repl ace
"+ "9R0").replace("*", "9RA").replace("%WE"', "~") : null;

}

3. Connect the encoded parameters and their values with the equal signs (=).

4. Concatenate the encoded parameters with ampersands (&).

Now, you get a canonicalized query string, and its structure must be the same as described in

request structure.
Step 2. Construct a signature string

1. Create a variable St ri ngToSi gn by using the canonicalized query string. You can use
the aforementioned per cent Encode to handle the standardization request string that was

constructed by the previous steps, with the following rules:

StringToSi gn=

HTTPMet hod + "&" + //HTTPMet hod: HTTP net hod used for making
request, for exanple GET.

percent Encode("/") + "&" + //percentEncode("/"): Encode backsl ash
(/) to 9%RF.
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per cent Encode( Canoni cal i zedQueryString) //Encode the canonicalized
query string created in the Step 1.

2. Create a variable Signature by calculating the HMAC-SHA1 value of the St ri ngToSi gn

according to the RFC2104 rules. Here we use the Java Base64 encoding method.

Si gnature = Base64( HMAC- SHA1( AccessSecret, UTF-8-Encodi ng- O (
StringToSign) ) )

Note:
RFC2104 when calculating signatures AccessKeySecr et followed by the ampersand (&),
and the hexadecimal ASCII value of an ampersand is 38.
3. Encode the value of Si gnat ur e according to the RFC3986 rules to the canonicalized query

string URL.
Sample 1. Parameter Concatenation Method

Take calling Descr i beRegi ons as an example. You have the AccessKeylD=testid and

AccessKeySecret=testsecret created in the console.
1. Create a canonicalized query string.

http://ecs.aliyuncs. com ?Ti nest anp=2016- 02- 23T12: 46: 24Z&For mat =XM_&

AccessKeyl d=t est i d&Act i on=Descr i beRegi ons&Si gnat ur eMet hod=HVAC- SHA1&
Si gnat ur eNonce=3ee8c1b8- 83d3- 44af - a94f - 4e0ad82f d6cf &Ver si on=2014- 05-
26&Si gnat ur eVer si on=1. 0

2. Create a variable St ri ngToSi gn to be calculated by using the canonicalized query string.

CET&IR2F&AccessKeyl d¥BDt est i d¥26Act i on¥8DDescr i beRegi ons%26For mat %
3DXML9%26Si gnat ur eMet hod¥8DHMAC- SHA1%26Si gnat ur eNonce%3D3ee8c1b8- 83d3
- 44af - a94f - 4e0ad82f d6cf ¥26Si gnat ur eVer si on¥3D1. 0%26Ti nest anp¥3D2016-
02- 23T129%253A46%253A2429%26Ver si on¥8D2014- 05- 26

3. Calculate the HMAC-SHA1 value. Because you have the AccessKeySecret=testsecret, the
Key used in the RFC2104 rules is t est secr et &, and the HMAC-SHA1 value is OLeai dS1Jv
XuM/ny HOmuJ+uX5qY=. Here we use the Java Base64 encoding method.

Si gnhature = Base64( HMAC- SHAL( AccessSecret, UTF-8-Encodi ng- O (
StringToSign) ) )

4. Encode the value of Signature according to the RFC3986 rules and add Si gnhat ur e=
OLeai dS1JvxuM/ny HOMmuJ%2BuX5qY¥3D to the URL in Step 1.
http://ecs. aliyuncs. com ?Si gnat ur eVer si on=1. 0&Act i on=Descr i beRegi ons

&For mat =XML&Si ghat ur eNonce=3ee8c1b8- 83d3- 44af - a94f - 4e0ad82f d6¢f &
Ver si on=2014- 05- 26&AccessKeyl d=t est i d&Si gnat ur e=COLeai dS1JvxuM/ nyHOw
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JY2BuX5qY¥BD&Si gnat ur eMet hod=HVAC- SHA1&Ti mest anp=2016- 02- 23T12%
253A469253A247

Now you can use a Web browser, curl, wget or other tools to send HTTP request for calling

Descri beRegi ons and view the Alibaba Cloud region list.
Sample 2. Programming Language Method

Assume that you are calling the Descr i beRegi ons to describe the Alibaba Cloud region list. You
have the AccessKeylD=testid and AccessKeySecret=testsecret created in the console, and all

request parameters are stored in a Java Map<Stri ng, Stri ng> object.

1. Predefined encoding methods.

private static final String ENCODI NG = "UTF-8";
private static String percent Encode(String value) throws Unsupporte
dEncodi ngException {

return value ! = null ? URLEncoder.encode(val ue, ENCODI NG . repl ace
("+", "9R0").replace("*", "9%A").replace("%E"', "~") : null;
}

2. Predefine the format of the parameter Ti nest anp. The parameter Ti mest anp must conform

to the 1ISO8601, and use the offset from Coordinated Universal Time (UTC) for the date time.

private static final String |S08601 DATE FORMAT = "yyyy- Mt dd' T' HH:
mm ss' Z'";
private static String formatl so8601Dat e(Date date) {
Si mpl eDat eFormat df = new Si npl eDat eFor mat (| SC8601_DATE_FORNVAT) ;
df . set Ti neZone(new Si npl eTi neZone(0, "GVI));
return df.format(date);

}

3. Construct a request string.

final String HTTP_METHOD = "GET";
Map paraneters = new HashMap();
/1 Add request paraneters

paraneters. put ("Action", "DescribeRegions");
par anet ers. put (" Versi on", "2014-05-26");
par anet ers. put ("AccessKeyl d", "testid");

paranet ers. put (" Ti mest anp”, formatlso8601Date(new Date()));
par anet ers. put (" Si gnat ur eMet hod", " HVAC SHA1");

par anet er s. put (" Si gnat ureVersi on", "1.0");
par anet er s. put (" Si gnat ur eNonce", UU D. randomJUl D().toString());
paraneters. put ("Format", "XM.");

/Il Sort the paraneters

String[] sortedKeys = paraneters. keySet().toArray(new String[]{});
Arrays. sort (sort edKeys);

final String SEPARATOR = "&';

/1l Create the variable stringToSign

StringBuil der stringToSign = new StringBuilder();

stringToSi gn. append( HTTP_METHOD) . append( SEPARATOR) ;

stringToSi gn. append( per cent Encode("/")) . append( SEPARATCR) ;
StringBuil der canoni calizedQueryString = new StringBuil der();
for(String key : sortedKeys) {

/1 Encode the key and its val ue



canoni cal i zedQueryStri ng. append("&")
. append( per cent Encode(key)) . append("=")
. append( per cent Encode( par anet ers. get (key)));

/'l Encode the variabl e canonicalizedQueryString
stringToSi gn. append( per cent Encode(
canoni cal i zedQueryString.toString().substring(1)));

4. Sign and encode the signature. Because you have the AccessKeySecret=testsecret, the
Key for computing HMAC is t est secr et & and the value of signature after calculation is

OLeai dS1JvxuM/ny HOMJ%2BuX5qY¥3D.

/1 A sanple code for calculating the signature

final String ALGORI THM = " HmacSHA1";

final String ENCODI NG = "UTF-8";

key = "testsecret&";

Mac mac = Mac. getl nstance( ALGORI THV) ;

mac. i ni t (new Secr et KeySpec(key. get Byt es( ENCODI NG, ALGORI THV) ) ;
byte[] signData = nac. doFi nal (stringToSi gn. get Byt es( ENCODI NG ) ;
String signature = new String(Base64. encodeBase64(si gnData));

After adding the Signature parameter, the request URL encoded according to RFC3986 rules is

ready to use.

http://ecs. aliyuncs. com ?Si gnat ur eVer si on=1. 0&Act i on=Descri beRegi ons
&For mat =XML&Si ghat ur eNonce=3ee8c1b8- 83d3- 44af - a94f - 4e0ad82f d6¢f &
Ver si on=2014- 05- 26&AccessKeyl d=t est i d&Si gnat ur e=CLeai dS1JvxuM/ny HOw
JY2BuX5qY¥BD&Si gnat ur eMet hod=HVAC- SHA1&Ti mest anp=2016- 02- 23T12%
253A46%253A247Z

5. Use a Web browser, curl, wget or other tools to send HTTP Request.

<Descri beRegi onsResponse>
<Regi ons>
<Regi on>
<Local Name>Q ngdao</ Local Nane>
<Regi onl d>cn- qi ngdao</ Regi onl d>
</ Regi on>
<Regi on>
<Local Nanme>Hangzhou</ Local Name>
<Regi onl d>cn- hangzhou</ Regi onl d>
</ Regi on>
</ Regi ons>
<Request | d>833C6B2C- E309- 45D4- A5C3- 03A7A7A48ACF</ Request | d>
</ Descri beRegi onsResponse>

By parsing this XML schema output, you can obtain the region and region ID list of Alibaba Cloud.
If you set the For mat =J SON, the response results are in JSON format. For more information, see

response results.

3.5 Response results

We return the results in either XML or JSON format, but XML is the default choice. You can switch

to XML schema by specifying the request parameter For mat . For more information, see common
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parameters. Response examples in our APl documents have line breaks and indention to make

them easy to read. The actual response results are not formatted.
Success response example

Every successful response has a request ID in the Requestld element and other API-specific

response parameters. The HTTP status code for a success response is 2XX.

« XML format

<?xm version="1.0" encodi ng="UTF-8"?> <! --Result root node-->
<Acti onResponse> <! --Response request tag-->
<Request | d>4C467B38- 3910- 447D- 87BC- AC049166F216</ Request | d> <!
--Response result data-->
</ Acti onResponse>

+ JSON format

{
"Request|d": "4C467B38-3910-447D 87BC- AC049166F216" /* Response
result data */

}

Error response example

Every error response consists of a request ID in the Requestld element and access endpoint in
the Hostld element, the error code, and the error message. The HTTP status code for an error

response is 4xx or 5xx.

You can fix the exception according to the API-specific error codes, common error codes, or AP/
Error Center and try the request again. Alternatively, you can open a ticket and provide additional

inputs such as the Host | d and Request | d to get technical support from ECS.

« XML format

<?xm version="1.0" encodi ng="UTF-8"?><! --Result root node-->
<Error>
<Request | d>540CFF28- 407A- 40B5- B6A5- 74BxXxxXXXXxX</ Request | d> <!
--Request ID->

<Host | d>ecs. al i yuncs. conk/ Host 1 d> <! --Endpoint-->

<Code>M ssi ngPar anet er . Conmandl d</ Code> <! --Error code-->

<Message>The i nput paraneter “Conmandld” that is mandatory
for processing this request is not supplied.</Mssage> <! --Error
nessage- - >
</ Error>

» JSON format

{

"Request | d": "540CFF28-407A- 40B5- B6A5- 74BXXXXXXXXX", [* Request
I D */

"Hostld": "ecs.aliyuncs.com', /* Endpoint */
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" Code":
"Message":

"M ssi ngPar anet er. Conmandl d*, /* Error code */

"The input paraneter “Commandl d” that is nandatory

for processing this request is not supplied.” /* Error message */

}

Common error codes

Error code HTTP status Error code
code

Idempotent 400 The request is retried with updated parameters.

ParameterM

ismatch

lllegalTimestamp |400 The input parameter Ti nest anp that is required for
processing this request is not supplied.

Incomplete 400 The request signature does not conform to Aliyun

Signature standards.

Insufficie 400 Your account does not have enough balance.

ntBalance

InvalidAcc 400 The specified AccessKey ID does not exist.

essKeyld.

NotFound

InvalidOwner 400 Ownerld and OwnerAccount can’t be used at one API
access.

InvalidOwn 400 The specified OwnerAccount is not valid.

erAccount

InvalidOwnerld 400 The specified Ownerld is not valid.

InvalidParamater |400 The specified parameter Si gnat ur eMet hod is not valid.

InvalidParamater |400 The specified parameter Si gnat ur eVer si on is not
valid.

InvalidParameter |400 The specified parameter is not valid

InvalidParameter |400 The specified parameter Acti on or Versi on is not
valid.

InvalidParameter |400 The required parameter must be not null.

IsNull

MissingPar 400 The input parameter Act i on that is mandatory for

ameter processing this request is not supplied

MissingPar 400 The input parameter AccessKey! d that is mandatory for

ameter processing this request is not supplied




Error code HTTP status Error code
code

MissingPar 400 The input parameter Si gnat ur e that is mandatory for

ameter processing the request is not supplied.

MissingPar 400 The input parameter Ti meSt anp that is mandatory for

ameter processing this request is not supplied

MissingPar 400 The input parameter Ver si on that is mandatory for

ameter processing this request is not supplied

SignatureN 400 The request signature nonce has been used.

onceUsed

Throttling 400 You have made too many requests within a short time;
your request is denied due to request throttling.

Unsupporte 400 The parameters is unsupported.

dParameter

UnknownError 400 The request processing has failed due to some unknown
error.

ChargeType 403 The operation is not permitted due to charge type of the

Violation instance.

Forbidden. 403 The AccessKey is disabled.

AccessKeyD

isabled

Forbidden. 403 This action does not support accessed by RAM mode.

NotSupportRAM

Forbidden.RAM {403 User not authorized to operate on the specified resource
, or this API doesn’t support RAM.

Forbidden. 403 This operation is forbidden by Aliyun RiskControl system.

RiskControl

Forbidden. 403 The specified action is not available for you.

SubUser

Forbidden. 403 User not authorized to operate on the specified resource.

Unauthorized

InvalidAccount. 403 The specified Account does not exist.

NotFound

InvalidAction 403 Specified action is not valid.




Error code HTTP status Error code

code
Invalidide 403 The specified parameters are different from before.
mpotencePa

rameter.Mismatch

InvalidParameter. | 403 OwnerAccount is Invalid.

OwnerAccount

InvalidParameter |403 ResourceOwnerAccount is Invalid.

.ResourceOw

nerAccount

LastTokenP 403 The last token request is processing.

rocessing

MissingPar 403 The input parameter Ownerld,OwnerAccount that is

ameter mandatory for processing this request is not supplied.

RealNameAu 403 Your account has not passed the real-name authentica

thenticationError tion yet.

Unsupporte 403 This HTTP method is not supported.

dHTTPMethod

InvalidDiskld. 404 The specified Diskld does not exist.

NotFound

Invalidimageld. 404 The specified Imageld does not exist.

NotFound

Invalidinstanceld. | 404 The specified Instanceld does not exist.

NotFound

InvalidRegionld. |404 The specified Regionld does not exist.

NotFound

InvalidSec 404 The specified SecurityGroupld does not exist.

urityGroupld.

NotFound

InvalidSnapshotld | 404 The specified Snapshotld does not exist.

.NotFound

OperationConflict | 409 Request was denied due to conflict with a previous
request.

InternalError 500 The request processing has failed due to some unknown

error, exception or failure.




Error code HTTP status Error code

code
ServiceUna 503 The request has failed due to a temporary failure of the
vailable server.
ServiceUna 503 System maintenance is in progress on the selected
vailable. region, please wait a few minutes before trying again.
RegionMain

taining




4 Authorization rules

By default, all operation permissions are granted, and you can use all the ECS APIs to operate
on your resources. If a RAM user is unauthorized, however, then they cannot operate on the
resources of an Alibaba Cloud account. In this case, you can authorize a RAM user by granting
them permission to operate on the resources. Skip this section if you do not need to grant a RAM
user access to the ECS instance resources of an Alibaba Cloud Account. Skipping this section

does not affect your understanding and usage of the ECS API.

Make sure that you have read the RAM documentation and API reference carefully before you use

RAM to authorize access to ECS instances.

When a RAM user requests access to ECS resources owned by an Alibaba Cloud user by using
ECS APIs, ECS sends a request to the RAM service to check access permission and make
sure that the resource owner allows the caller to access the resources. Each ECS API requires
different authentication rules for the requested resources. The required rules depend on the

resources specification and the definition of the API. See the following table for specific authentica

tion rules.
Action Authorization rule
AddTags acs:ecs:$regionid:$accountid:$resourceType/$
resourceld
AllocatePubliclpAddress acs:ecs:$regionid:$accountid:instance/$
instanceld
ApplyAutoSnapshotPolicy acs:ecs:*:$accountid:snapshot/*
AttachClassicLinkVpc acs:ecs:$regionid:$accountid:instance/$
instanceld
AttachDisk + acs:ecs:$regionid:$accountid:instance/$
instanceld
 acs:ecs:$regionid:$accountid:instance/$
diskld
AttachKeyPair « acs:ecs:$regionid:$accountid:instance/$
instanceld
 acs:ecs:$regionid:$accountid:keypair/$
keypairName
AuthorizeSecurityGroup acs:ecs:$regionid:$accountid:securitygroup/$
groupNo




Action

Authorization rule

AuthorizeSecurityGroupEgress

acs:ecs:$regionid:$accountid:securitygroup/$
groupNo

CancelAutoSnapshotPolicy

acs:ecs:*:$accountid:snapshot/*

CancelCopylmage

acs:ecs:$regionid:$accountid:image/$imageNo

Copylmage

+ acs:ecs:$fromRegionid:$accountid:image/$
imageNo

+ acs:ecs:$toRegionid:$accountid:image/*

ConvertNatPubliclpToEip

acs:ecs:$regionid:$accountid:instance/$
instanceld

CreateAutoSnapshotPolicy

acs:ecs:*:$accountid:snapshot/*

CreateDisk

 acs:ecs:$regionid:$accountid:disk/*
+ acs:ecs:$regionid:$accountid:snapshot/$
snapshotld

Createlmage

+ acs:ecs:$regionid:$accountid:image/*
+ acs:ecs:$regionid:$accountid:snapshot/$
snapshotld

 acs:ecs:$regionid:$accountid:instance/$
instanceld

Createlnstance

 acs:ecs:$regionid:$accountid:instance/*

 acs:ecs:$regionid:$accountid:image/$
imageNo

 acs:ecs:$regionid:$accountid:securitygroup/
$groupNo

« acs:ecs:$regionid:$accountid:snapshot/$
snapshotld

+ (Optional) acs:ecs:$regionid:$accountid:
keypair/$keyPairName

 acs:vpc:$regionid:$accountid:vswitch/$
vswitchld

 acs:vpc:$regionid:$accountid:vpc/$vpcld

CreateKeyPair acs:ecs:$regionid:$accountid:keypair/*
CreateSecurityGroup acs:ecs:$regionid:$accountid:securitygroup/*
CreateSnapshot « acs:ecs:$regionid:$accountid:snapshot/*

 acs:ecs:$regionid:$accountid:disk/$diskld




Action

Authorization rule

 acs:ecs:$regionid:$accountid:volume/$
volumeld

DeleteAutoSnapshotPolicy

acs:ecs:*:$accountid:snapshot/*

DeleteDisk

acs:ecs:$regionid:$accountid:disk/$diskld

Deletelmage

acs:ecs:$regionid:$accountid:image/$imageNo

Deletelnstance

acs:ecs:$regionid:$accountid:instance/$
instanceld

DeleteKeyPairs

acs:ecs:$regionid:$accountid:keypair/$
keyPairName

DeleteSecurityGroup acs:ecs:$regionid:$accountid:securitygroup/$
groupNo
DeleteSnapshot acs:ecs:$regionid:$accountid:snapshot/$

snapshotld

DescribeClassicLinkinstances

acs:ecs:$regionid:$accountid:instance/*

DescribeDiskMonitorData

acs:ecs:$regionid:$accountid:disk/$diskld

DescribeDisks

+ acs:ecs:$regionid:$accountid:disk/$diskld
 acs:ecs:$regionid:$accountid:disk/*

Describelmages

 acs:ecs:$regionid:$accountid:image/$
imageNo
 acs:ecs:$regionid:$accountid:image/*

DescribelnstanceMonitorData

acs:ecs:$regionid:$accountid:instance/$
instanceld

Describelnstances

» acs:ecs:$regionid:$accountid:instance/$
instanceld

 acs:ecs:$regionid:$accountid:instance/*

DescribelnstanceStatus

acs:ecs:$regionid:$accountid:instance/*

DescribelnstanceVncPasswd

acs:ecs:$regionid:$accountid:instance/$
instanceld

DescribelnstanceVncUrl

acs:ecs:$regionid:$accountid:instance/$
instanceld

DescribeKeyPairs

 acs:ecs:$regionid:$accountid:keypair/$
keyPairName




Action

Authorization rule

 acs:ecs:$regionid:$accountid:keypair/*

DescribePrice

acs:ecs:*:$accountid:*

DescribeRenewalPrice

acs:ecs:$regionid:$accountid:instance/$
instanceld

DescribeSecurityGroupAttribute

acs:ecs:$regionid:$accountid:securitygroup/$
groupNo

DescribeSecurityGroups

 acs:ecs:$regionid:$accountid:securitygroup/
$groupNo

 acs:ecs:$regionid:$accountid:securitygroup
/*

DescribeSnapshotAttribute

acs:ecs:$regionid:$accountid:snapshot/$
snapshotld

DescribeSnapshotLinks

« acs:ecs:$regionid:$accountid:disk/$diskld
 acs:ecs:$regionid:$accountid:disk/*

DescribeSnapshotMonitorData

acs:ecs:*:$accountid:snapshot/*

DescribeSnapshots

 acs:ecs:$regionid:$accountid:snapshot/$
snapshotld

 acs:ecs:$regionid:$accountid:snapshot/*

DescribeTags

acs:ecs:$regionid:$accountid:$resourceType/$
resourceld

DetachClassicLinkVpc

acs:ecs:$regionid:$accountid:instance/$
instanceld

DetachDisk

 acs:ecs:$regionid:$accountid:instance/$
instanceld

 acs:ecs:$regionid:$accountid:instance/$
diskld

DetachKeyPair

+ acs:ecs:$regionid:$accountid:instance/$
instanceld

 acs:ecs:$regionid:$accountid:keypair/$
keypairName

Exportimage

acs:ecs:$regionid:$accountid:image/$imageNo

Importimage

acs:ecs:$regionid:$accountid:image/*

ImportKeyPair

acs:ecs:$regionid:$accountid:keypair/*




Action

Authorization rule

JoinSecurityGroup « acs:ecs:$regionid:$accountid:instance/$
instanceld
+ acs:ecs:$regionid:$accountid:securitygroup/
$groupNo
LeaveSecurityGroup + acs:ecs:$regionid:$accountid:instance/$

instanceld

» acs:ecs:$regionid:$accountid:securitygroup/
$groupNo

ModifyAutoSnapshotPolicy

acs:ecs:*:$accountid:snapshot/*

ModifyDiskAttribute

acs:ecs:$regionid:$accountid:disk/$diskld

ModifylmageAttribute

acs:ecs:$regionid:$accountid:image/$imageNo

ModifylnstanceAttribute

acs:ecs:$regionid:$accountid:instance/$
instanceld

ModifylnstanceAutoReleaseTime

acs:ecs:$regionid:$accountid:instance/$
instanceld

ModifylnstanceChargeType

acs:ecs:$regionid:$accountid:instance/$
instanceld

ModifylnstanceNetworkSpec

acs:ecs:$regionid:$accountid:instance/$
instanceld

ModifylnstanceVncPasswd

acs:ecs:$regionid:$accountid:instance/$
instanceld

ModifylnstanceVpcAttribute

 acs:ecs:$regionid:$accountid:instance/$
instanceld

+ acs:ecs:$regionid:$accountid:vswitch/$
vSwitchld

ModifySecurityGroupAttribute

acs:ecs:$regionid:$accountid:securitygroup/$
groupNo

ModifySecurityGroupEgressRule

acs:ecs:$regionid:$accountid:securitygroup/$
groupNo

ModifySecurityGroupRule

acs:ecs:$regionid:$accountid:securitygroup/$
groupNo

ModifyPrepaylnstanceSpec

acs:ecs:$regionid:$accountid:

ModifySnapshotAttribute

acs:ecs:$regionid:$accountid:snapshot/$
snapshotld




Action

Authorization rule

Rebootlnstance

acs:ecs:$regionid:$accountid:instance/$
instanceld

RelnitDisk

acs:ecs:$regionid:$accountid:disk/$diskld

ReleasePubliclpAddress

acs:ecs:$regionid:$accountid:instance/$
instanceld

RemoveTags acs:ecs:$regionid:$accountid:$resourceType/$
resourceld
ReplaceSystemDisk « acs:ecs:$regionid:$accountid:instance/$
instanceld
+ acs:ecs:$regionid:$accountid:image/$
imageNo
ResetDisk acs:ecs:$regionid:$accountid:disk/$diskld
ResizeDisk acs:ecs:$regionid:$accountid:disk/$diskld
RevokeSecurityGroup acs:ecs:$regionid:$accountid:securitygroup/$

groupNo

RevokeSecurityGroupEgress

acs:ecs:$regionid:$accountid:securitygroup/$
groupNo

Runlnstances

» acs:ecs:$regionid:$accountid:instance/*

+ acs:ecs:$regionid:$accountid:image/$
imageNo

 acs:ecs:$regionid:$accountid:securitygroup/
$groupNo

+ acs:ecs:$regionid:$accountid:snapshot/$
snapshotld

 acs:ecs:$regionid:$accountid:keypair/$
keyPairName

Startlnstance

acs:ecs:$regionid:$accountid:instance/$
instanceld

Stoplnstance

acs:ecs:$regionid:$accountid:instance/$
instanceld




5 Instances

5.1 Runinstances

Creates a specified number of Pay-As-You-Go instances.
Description

You can call Descri beAvai | abl eResour ce to view the available resources in a specified

region.

We recommend that you maintain a sufficient balance in the linked credit card or PayPal account

to complete the payment or preauthorization. For more information, see Pricing overview.
When you use this operation, consider the following:

* You can create a maximum number of 100 instances each time.

* You can set the release time for the instances by specifying the parameter Aut oRel easeTi ne
in your request.

* You can call Descri bel nst ances to check the status of your instance.

» Make sure you have created a security group. For more information, see
Creat eSecurityG oup.

+ After a successful request, the instances that are created by you start automatically. An
instance is ready to use when it is in the Runni ng status.

» Before creating a VPC-Connected instance, you must Create a VPC. We can create a default
VPC and VSwitch for you if needed.

* Unlike Cr eat el nst ance, instances created by calling the Runl nst ances method have
Internet IPs allocated if you set the value of | nt er net MaxBandwi dt hQut greater than 0.

» If invalid parameters or stock shortage happens, the Runinstances action fails. For troublesho

oting, see error codes.
Best practices

You can use Runl nst ances to create instances in batch. For easy management and querying,
we recommend that you specify tags (Tag. n. Key and Tag. n. Val ue) for each batch of
instances, and add sequential suffixes (UniqueSuffix) to host names (Host Nare) and instance

names (I nst anceNane).

An instance launch template eliminates the need to enter a number of configuration parameters

each time you create an instance. After creating an instance launch template, you can use



the template by specifying LaunchTenpl at el d and LaunchTenpl at eVer si on in the

Runlnstances request.

When creating an instance in the ECS console, you can obtain the best practice suggestions for

Runl nst ances. On the page of the Preview step, you can click View Open API to open the

Open API Best Practice window. In that window, the left part is the APl Workflow area that

lists the APIs related to Runl nst ances, and the right part is the SDK area that shows the SDK

examples for programming languages (Java and Python examples are available for now).

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this interface. Value: Runinstances.

Regionld

String

Yes

The region ID. For more information, call
Descri beRegi ons to obtain the latest region list.

Zoneld

String

No

The zone ID that is available in the specified region.
You can call Descr i beZones to obtain the latest
zone list.

Default value: null.

Null indicates it is randomly chosen by Alibaba
Cloud ECS.

Imageld

String

No

The image ID. You can call Descr i bel nages
Describes your available image.

| magel d is necessary and required when neither
LaunchTenpl at el d nor LaunchTenpl at eName
are specified.

InstanceType

String

No

Instance type. For more information about
available value, see Instance type families or call
Descri bel nst anceTypes to query the latest
instance type list.

When neither LaunchTenpl at el d nor
LaunchTenpl at eNane are specified to choose a
launch template, the | nst anceType is required.

CreditSpec
ification

String

No

Modifies the running mode of an unlimited credit
enabled t5 instance. Optional values:

+ Standard: The standard running mode. For more
information, see t5 standard instances.

* Unlimited: The unlimited running mode. For more
information, see t5 unlimited instances.



https://ecs.console.aliyun.com/

Name

Type

Required

Description

Default value: null.

SecurityGroupld

String

No

The security group to which the instances belongs.
Mutual access is allowed between instances in the
same security group in the intranet. The maximum
number of instances in one security group is 1,000.

, .
=] Note:

Secur it yG oupl d determines the network
type of the instance. For example, if the security
group is VPC-Connected, your instances are
VPC-Connected also, consequently, VSwi t ch is
required.

When neither LaunchTenpl at el d nor
LaunchTenpl at eNane are specified to choose
a launch template, the Securi t yGroupl d is
required.

LaunchTemp
lateld

String

No

The launch template ID. For more information,
call Descri beLaunchTenpl at es. Either the
LaunchTenpl at el d or LaunchTenpl at eNane
must be specified to choose a launch template.

LaunchTemp
lateName

String

No

The launch template name. Either the LaunchTenp
| at el d or LaunchTenpl at eNane must be
specified to determine the template.

LaunchTemp
lateVersion

String

No

The launch template version. If you specify
LaunchTenpl at el d or LaunchTenpl at eNane
but no template version number is specified, default
version is used.

InternetCh
argeType

String

No

The billing method of the network bandwidth.
Optional values:

+ PayByTraffic: You are billed based on the traffic
usage.

Default value: PayByTraffic

loOptimized

String

No

Whether it is an 1/0-optimized instance or not.
Options:

* none

+ optimized




Name Type Required Description
If you set | nst anceType as one of the Phased-out
instance types, the default value is none.
Otherwise, the default value is opti m zed.
SystemDisk. String [ No The category of the system disk. Optional values:
Category * Cloud: Basic cloud disk.
+ cloud_efficiency: Ultra cloud disk.
* cloud_ssd: Cloud SSD.
» ephemeral_ssd: Ephemeral SSD.
If you set | nst anceType as one of the phased out
instance types and set the | oOpt i ni zed to none,
the default value is cloud.
Otherwise, the default value is cloud_efficiency.
SystemDisk.Size |[String |No The size of the system disk, in GiB. Value range:
[20, 500].
It must be equal to or greater than the max{20, the
size of the specified image}. Default value: max{40,
the size of the specified image}.
SystemDisk. String  [No System disk name.
DiskName * The instance name is a string of 2 to 128 English
letters and special characters. It can contain
digits, underscores (_), colons (:), or hyphens
(-)- It must begin with an English or a Chinese
character.
* Itcannotbeginwithhttp:// orhttps://.
SystemDisk. String [No Description of a system disk.
Description » It can be [2, 256] characters in length.
* It cannot begin withhttp:// orhttps://.
DataDisk.n. String  [No Category of the data disk n. The valid range of n is
Category [1, 16]. Optional values:
» Cloud: Basic cloud disk.
+ cloud_efficiency: Ultra cloud disk.
* cloud_ssd: Cloud SSD.
* ephemeral_ssd: Ephemeral SSD.
Default value: cloud.
DataDisk.n.Size |Integer |No The capacity size of the N data disk in GiB and the

value range of n is [1, 16]. Value range:
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https://www.alibabacloud.com/help/faq-detail/55263.htm

Name Type Required Description
+ cloud: [5, 2000]
» cloud_efficiency: [20, 32768]
+ cloud_ssd: [20, 32768]
» ephemeral_ssd: [5, 800]
When Snapshot | d is specified, the value must be
equal to or greater than the specific snapshot.
DataDisk.n. String [No Snapshot is used to create the data disk. The
Snapshotld valid range of n is [1, 16]. After the Dat aDi sk. n.
Snapshot | d is specified, Dat aDi sk. n. Si ze is
ignored, and the size of the new disk is the size of
the specified snapshot. If the snapshot was created
on or before July 15, 2013, your request is denied,
and an error InvalidSnapshot.TooOld is returned.
DataDisk.n. String  [No Whether the data disk is encrypted or not. The valid
Encrypted range of n is [1, 16]. Options:
+ true: Encrypted.
+ false: Not encrypted.
Default value: false.
DataDisk.n. String  [No The data disk name. The valid range of n is [1, 16].
DiskName * It can be [2, 128] characters in length. It must
begin with an English letter or Chinese character
and can contain digits, colons (;), underscores (_
), or hyphens (-).
* It cannot start with "http://" or "https://".
DataDisk.n. String  [No Description of a data disk. The valid range of n is [1,
Description 16].
» It can be [2, 256] characters in length.
It cannot start with "http://" or "https://".
DataDisk.n Boolean [ No Whether a data disk is released along with the
.DeleteWith instance or not. The valid range of n is [1, 16].
Instance Options:

« true: The disk is released with the instance.
» false: The disk is not released with the instance.

Default value: true. This parameter is valid only
when and the value of parameter Dat aDi sk. n.




Name

Type

Required

Description

Cat egory is cl oud, cl oud_effi ci ency, or
cl oud_ssd. Otherwise, an error is returned.

HpcClusterld

String

No

The cluster ID to which the instance belongs.

VSwitchld

String

No

VSwitch ID. It must be specified when you create
VPC-Connected instances.

PrivatelpAddress

String

No

Private |P address of an ECS instance.
PrivatelpAddress depends on VSwi t chl d and
cannot be specified separately.

InternetMa
xBandwidthin

Integer

No

The maximum inbound bandwidth from Internet
network, measured in Mbit/s. Value range: [1, 200].
Default value: 200.

InternetMa
xBandwidthOut

Integer

No

Maximum outbound bandwidth to the Internet in
Mbit/s. Value range:

[0, 100].

Default value: 0.

InstanceName

String

No

The instance name.

The instance name is a string of 2 to 128 English
letters and special characters. It must begin with
an English or a Chinese character. It can contain
digits, periods (.), colons (:), underscores (_), and
hyphens (-)

but cannot begin with http:// or https://.

If this parameter is not specified, the default value is
the Instanceld of the instance. The default value is
the | nst ancel d of the instance.

HostName

String

No

Host name of the ECS instance.

It cannot start or end with a period (.) or a hyphen
(-) and it cannot have two or more consecutive
periods (.) or hyphens (-).

For Windows: The host name can be [2, 15]
characters in length. It can contain uppercase or
lowercase letters, digits, periods (.), and hyphens
(). It cannot be only digits.

For other OSs, such as Linux: The host name
can be [2, 128] characters in length. It can be
segments separated by periods (.). Uppercase




Name

Type

Required

Description

or lowercase letters, digits, and hyphens (-) are
allowed.

UniqueSuffix

Boolean

No

Whether or not add sequential suffix for Host Nane
and | nst anceNane. The identify starts from 001
but cannot exceed 999. For example: Local Host 0
01, Local Host 002 and Myl nst ance001,

Myl nst ance002. Default value: false.

Description

String

No

Description of an ECS instance.

* It can be [2, 256] characters in length.
+ It cannot begin with "http://" or "https://".

Password

String

No

Password of the ECS instance. The password can
be [8, 30] characters in length. It must contain
uppercase letters, lowercase letters, and numbers
. The following special characters are allowed:

()" ~! @#$%"&amp;*-+=|{}[]:;'&lt;>,.? /. A slash (/)
cannot be the first character of Windows instances
administrative password.

=] Note:

If you specify a value for parameter Passwor d,
use HTTPS to call the API to avoid data breach.

PasswordInherit

Boolean

No

Whether to use the password pre-configured in the
image you select or not. When PasswordInherit is
specified, the Passwor d must be null. For a secure
access, make sure that the selected image has
password configured.

Amount

String

No

The specified number of instances you want to
create. Value range: [1, 100]. Default value: 1.

AutoReleaseTime

String

No

The automatic release time for the specified
instances. The time is presented using the /ISO8601
standard and in UTC time. The format is YYYY-MM-
DDTHH:mm:ssZ.

+ If the seconds (ss) place is not 00, it is
automatically set to start from the current minute
(mm).

* It must be at least half an hour later than the
current time.




Name

Type

Required

Description

* It must be less than three years from the current
time.

UserData

String

No

The user data of an instance. It must be encoded in
Base64 format. The maximum size of the user data
is 16 KB.

KeyPairName

String

No

The name of the key pair.

* For Windows instances, ignore this parameter.
Default value: null. The Passwor d is still
effective even the KeyPairName is used.

* The username and password authentication
method is disabled if a value is set for parameter
KeyPairName for a Linux instance.

RamRoleName

String

No

Instance RAM role name. The name is provided
and maintained by RAM and can be queried using
ListRoles. For more information, see Cr eat eRol e
and ListRoles.

SecurityEn
hancementS
trategy

String

No

Whether or not to enable security enhancement.
Options:

» Active: Enables the security enhancement
feature and installs a free network security
software. Only applicable to the Alibaba Cloud
official images.

+ Deactive: Disables the security enhancement
feature. No network security software is installed
. Applicable to all kinds of images.

Tag.n.Key

String

No

The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
supports up to 64 characters. It cannot start with "
aliyun", "acs:", "http://", or "https://".

Tag.n.Value

String

No

The value of a tag of which n is from 1 to 20. It can
be a null string. It can be up to 128 characters in
length. It cannot begin with "aliyun", "http://", acs:, or
"https://".

SpotStrategy

String

No

Sets an expected spot price if you are creating
preemptible instances. It takes effect only when
parameter | nst anceChar geType is Post Pai d.
Options:




Name

Type Required

Description

» NoSpot: A normal Pay-As-You-Go instance.

» SpotWithPriceLimit: Sets the price threshold for a
preemptible instance.

» SpotAsPriceGo: A price that is based on the
highest Pay-As-You-Go instance.

Default value: NoSpot.

SpotPriceLimit

Float No

The hourly price threshold for a preemptible
instance, and it takes effect only when parameter
Spot Str at egy is Spot Wt hPri ceLi mi t. Three
decimal places are allowed at most.

ClientToken

String [ No

Guarantees the idempotence of the request. The
value is generated by a client and must be globally
unique. Only ASCII characters are allowed. It can
contain a maximum of 64 ASCII characters. For
more information, see How to ensure idempotence.

Response parameters

Name

Type

Description

InstanceldSets

InstanceldSet

The list of instance IDs.

InstanceldSet

Name Type Description
Instanceld String ID of the ECS instance. It is a unique identifier of the
ECS instance.
Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Runl nst ances
&Regi onl d=cn- hangzhou

&l nst anceType=ecs. cmi. 6xl ar ge
&SecurityG oupl d=sg-securitygroupid

&Anount =3

&<Comon Request Paraneters>

Response example

XML format

<Runl nst ancesResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>




<| nst ancel dSet s>
<l nst ancel dSet >
<| nst ancel d>i -i nst ancei d1</ | nst ancel d>
<| nst ancel d>i -i nst ancei d2</ | nst ancel d>
<l nst ancel d>i -i nst ancei d3</ | nst ancel d>
</ | nst ancel dSet >
</ | nst ancel dSet s>
</ Runl nst ancesResponse>

JSON format

{
"I nstancel dSets": {
"I nstancel dSet ": [
"i-instancei d1",
"i -instancei d2",
"i-instancei d3"
: ]
"Request|d": "04F0F334-1335-436C- A1D7- 6C044FE73368"
}

Error codes

Error codes specific to this interface are as follows.

Error code Error message HTTP status | Description

code
Account. Your account has an outstanding 400 Your account has an
Arrearage payment. overdue payment.
EncryptedOption. | Encryption value of disk and 400 Both the specified data
Conflict snapshot conflict. disk and the specified

snapshot must be
encrypted or not at the

same time.
IncorrectV The current status of virtual switch 400 The status of the
SwitchStatus does not support this operation. specified VSwitch
does not support the
operation.
InstanceDi The specified DataDisk.n.Size 400 The specified
skCategory beyond the permitted range, or DataDisk.n.Size
LimitExceed the capacity of snapshot exceeds exceeds the maximum
the size limit of the specified disk size of the specified
category. disk category.
InstanceDi The total number of specified disk in | 400 The number of data
skNumber. an instance exceeds. disks attached to one

LimitExceed ECS exceeds 16.




Error code Error message HTTP status | Description
code
InvalidAut The specified autoRenewPeriod is 400 The specified
oRenewPeriod not valid. Aut oRenewPeri od is
.ValueNotSu invalid.
pported
InvalidDat The specified DataDisk.n.Size 400 The specified
aDiskSize. beyond the permitted range, or Dat abDi sk. n. Si ze
ValueNotSu the capacity of snapshot exceeds is invalid or exceeds
pported the size limit of the specified disk the maximum size
category. of the specified disk
category.
InvalidDescription | The specified parameter Description |400 The specified
.Malformed is not valid. Description is invalid.
InvalidDis The specified parameter DiskCatego |[400 The specified
kCategory. ry is not valid. DiskCategory is invalid
ValueNotSu
pported
InvalidDis The specified parameter SystemDisk [400 Either the specified
kDescription. .DiskDescription or DataDisk.n. Syst enDi sk.
Malformed Description is not valid. Di skDescri ption
or Dat aDi sk. n.
Descriptionis
invalid.
InvalidDiskName. | The specified parameter SystemDisk | 400 The specified
Malformed .DiskName or DataDisk.n.DiskName Syst enDi sk.
is not valid. Di skNare or
Dat aDi sk. n.
Di skNane is invalid.
InvalidHostName. | The specified parameter HostName | 400 The specified
Malformed is not valid. Host Nane is invalid.
Invalidins The specified parameter InstanceNa | 400 The specified
tanceName. me is not valid. | nst anceNan® is
Malformed invalid.
Invalidins The specified InstanceType beyond |400 The specified
tanceType. the permitted range. | nst anceType is
ValueNotSu invalid or does not

pported

exist.




Error code Error message HTTP status | Description
code
Invalidins The specified InstanceType is not 400 The specified
tanceType. authorized. | nst anceType is
ValueUnaut unauthorized.
horized
Invalidint The specified InternetChargeType is [ 400 The specified
ernetChargeType [not valid. I nt er net Ch
.ValueNotSu ar geType does not
pported exist.
InvalidloO loOptimized value not supported. 400 The specified
ptimizedValue | oOptimi zed is
.ValueNotSu invalid or does not
pported exist.
InvalidNet Specified parameter InternetMa 400 Either the specified
workType. xBandwidthin or InternetMa I nt er net Ma
Mismatch xBandwidthOut conflict with instance xBandwi dt hl n
network type. orl nt ernet Ma
xBandwi dt hQut
does not match the
network type of the
instance.
InvalidNet Specified parameter InternetCh 400 The specified
workType. argeType conflict with instance I nt er net Ch
Mismatch network type. ar geType is invalid
for the network type of
the instance.
InvalidParameter | The specified parameter InternetMa [ 400 The specified
xBandwidthOut is not valid. I nt er net Ma
xBandwi dt hQut is
invalid.
InvalidParameter | The specified instance bandwidth is 400 The specified instance
not valid. bandwidth is invalid.
InvalidParameter | The specified parameter Amount is 400 The specified Amount
not valid. is invalid.
InvalidParameter. | The specified parameter Bandwidth is | 400 The specified instance
Bandwidth not valid. bandwidth is invalid.
InvalidParameter. | The specified image does not support | 400 You cannot use the

Conflict

the specified instance type.

specified image




Error code Error message HTTP status | Description
code

to create an ECS

instance of the

specified instance type
InvalidParameter | The encrypted disk need enable KMS | 400 You have not enabled
.Encrypted. the Key Management
KmsNotEnabled Service (KMS) service.
InvalidParameter. | The value of parameter Encrypted is | 400 The specified
Encryptedlllegal |illegal. Dat aDi sk. n.

Encr ypt ed is invalid.
InvalidParameter | Encrypted disk is not support in this | 400 You cannot encrypt
.EncryptedN region. the data disk in the
otSupported specified region.
InvalidParameter | Corresponding data disk category 400 You cannot encrypt
.EncryptedN does not support encryption. the specified DataDisk
otSupported .n.Category.
InvalidParameter. | Specified security group and virtual 400 Both the specified
Mismatch switch are not in the same VPC. security group and

the specified VSwitch

must be in the same

VPC.
InvalidParameter. | Specified virtual switch is not in the 400 The specified VSwitch
Mismatch specified zone. is not in the specified

zone.
InvalidPassword. | The specified parameter Password is | 400 The specified
Malformed not valid. Passwor d is invalid.
InvalidPas The input password should be null 400 When Passwor dl n
swordParam. when passwdInherit is true. heri t is specified, the
Mismatch Passwor d must be

null.
InvalidSnapshotld | The specified snapshot is created 400 The specified

.BasedSnaps
hotTooOld

before 2013-07-15.

DataDisk.n.
Snapshotld must be
created after July 15,
2013.




Error code Error message HTTP status | Description
code
InvalidSpotAliUid | The specified UID is not authorized to | 400 You are not authorized
use SPOT instance. to create preemptible

instances.

InvalidSpo The specified Spot param is 400 Your account is not

tAuthorized unauthorized. authorized to use
preemptible instances.

InvalidSpo The specified Spot type is not support [ 400 Only Pay-As-You-

tPrepaid PrePay Instance. Go billing method is
allowed for preemptibl
e instances.

InvalidSpo The specified SpotPriceLimitis not 400 The parameter

tPriceLimit valid. Spot PriceLinit is
invalid.

InvalidSpo The specified parameter spotPriceL 400 The specified

tPriceLimit. imit can’t be lower than current public Spot PriceLimt

LowerThanP price. must be equal to or

ublicPrice greater than the official
price of the specified
instance.

InvalidSpo The specified SpotStrategy is not 400 The parameter

tStrategy valid. Spot Strat egy is
invalid.

InvalidSys The specified parameter SystemDisk. [ 400 The specified

temDiskCategory | Category is not valid. Syst enDi sk.

.ValueNotSu Cat egory is invalid.

pported

InvalidUserData. | The specified parameter UserData 400 You can only specify

NotSupported only support the vpc and loOptimized User Dat a for I/

Instance. O optimized VPC-

Connected instances.

InvalidUserData. | The specified parameter UserData 400 The size of the

SizeExceeded

exceeds the size.

User Dat a before
the Base64 encoding

cannot exceeded 16
KB.




Error code Error message HTTP status | Description
code
InvalidHpc The specified HpcClusterld is not 400 The specified
Clusterld. found. Hpcd ust er | d does
NotFound not exist.
InvalidHpc The specified HpcClusterld is 400 The specified
Clusterld. creating. HpcCl usterldis
Creating being created. Please
try again later.
InvalidHpc The specified HpcClusterld is 400 You can specify the
Clusterld. unnecessary. Clusterld only for
Unnecessary some | nst anceType.
InvalidVSwitchld. | The HpcClusterld is necessary. 400 To choose cluster
Necessary for the specified
| nst anceType, you
must specify the
Hpcd usterl d.
MissingPar The input parameter VSwitchld that 400 The VSwi t chl d
ameter is mandatory for processing this parameter is required.
request is not supplied.
QuotaExceed. The maximum number of Pay-As-You | 400 You have exceeded
Afterpaylnstance |-Go instances is exceeded. the maximum number
of Pay-As-You-Go
instances. For more
information, see
Limits.
QuotaExceeded |Living instances quota exceeded in 400 The number of
this VPC. instances in the
specified VPC has
reached the upper limit
ResourceNo Resource you requested is not 400 The resource
tAvailable available in this region or zone. you requested is

unavailable in the
specified Regionld or
Zoneld. Please try
again in other regions
or zones.




Error code Error message HTTP status | Description
code
CategoryNo The specified zone does not offer the 403 You cannot create a
tSupported specified disk category. disk of the specified
disk category in the
specified zone
DeleteWith The specified disk is not a portable 403 You cannot specify
Instance.Conflict |disk and cannot be set to DeleteWith Del eteWth
Instance attribute. | nst ance to true for
the specified disk.
Dependency The instance creating is window, 403 Parameter
Violation. cannot use ssh key pair to login. KeyPairName is
Windowslnstance valid only for Linux
instances.
Forbidden User not authorized to operate on the | 403 You are not authorized
specified resource. to create the specified
resource.
ImageNotSu The specified image has not be 403 The specified image is
bscribed subscribed. from the marketplace
. Please subscribe it in
advance.
ImageNotSu The specified image don’t support the [ 403 The specified image
pportinsta InstanceType instance. does not support the
nceType instance type.
ImageRemov The specified market image is not 403 The specified image
edInMarket available, or the specified custom on the marketplace is
image includes product code unavailable. Or the
because it is based on an image pr oduct - code in
subscribed from marketplace, and the marketplace of
that image in marketplace including the specified custom
exact the same product code has image has been
been removed. removed.
InstanceDi The total size of specified disk 403 The specified disk
skCategory category in an instance exceeds. category exceeds the
LimitExceed maximum capacity of
a single instance.
InstanceDi The number of specified disk in an 403 The number of data
skNumLimit instance exceeds. disks attached to one

Exceed




Error code Error message HTTP status | Description
code

ECS instance must be

less than 16.
InvalidDis The specified disk categories 403 The combination
kCategory. combination is not supported. of specified disk
Mismatch categories is not

supported.
InvalidDis The specified disk category is not 403 The specified disk
kCategory. support the specified instance type. category is not
NotSupported supported by the

specified instance type
InvalidDiskSize. | Specified disk size is less than the 403 The capacity of the
TooSmall size of snapshot. specified disk must

be equal to or greater

than the size of the

specified snapshot.
Invalidins The specified zone does not support | 403 The specified
tanceType. this InstanceType. InstanceType cannot
ZoneNotSup be created in the
ported specified zone.
InvalidNet Ram role cannot be attached to 403 RAM roles cannot be
workType. instances of Classic network type. attached to classic
MismatchRa network instances.
mRole
InvalidPayMethod | The specified billing method is not 403 The specified billing

valid. method does not exist.

InvalidRes This resource type is not supported; |[403 The specified
ourceType. please try other resource types. InstanceType is
NotSupported unavailable. Please try

other instance types.
InnerServi The request processing has failed 403 An internal server
ceFailed due to some inner service error. error.
InvalidSnapshotld | The specified snapshot is system 403 A data disk cannot

.NotDataDis
kSnapshot

disk snapshot.

be created from the
system disk snapshot.




Error code Error message HTTP status | Description
code
InvalidSnapshotld | The specified snapshot has not 403 The snapshot has not
.NotReady completed yet. been completed yet.
InvalidSys The disk category is not authorized. 403 You are not authorized
temDiskCategory to create a disk of the
.ValueUnaut specified category.
horized
InvalidUser. The RAM user does not have the 403 A RAM user must be
PassRoleFo privilege to pass a role. granted with a pass
rbidden role permission before
he or she specify
RamRoleName for
new ECS instances.
InvalidUserData. |User not authorized to input the 403 You are not authorized
Forbidden parameter UserData, please apply for to configure the user
permission UserData. data.
InvalidVSwitchld. | The VSwitchld provided does not 403 The specified
NotFound exist in our records. VSwi t chl d does not
exist.
loOptimized. The specified image is not support 403 The specified image
NotSupported loOptimized Instance. does not support the I/
O optimized instances.
loOptimized. Vpc is not support loOptimized 403 I/O optimized
NotSupported instance. instances are not
supported in VPC.
OperationDenied | The specified snapshot is not allowed | 403 The snapshot of the
to create disk. specified disk is not
allowed to create a
disk, or the snapshot
is not allowed to
create a disk.
OperationDenied | The creation of Instance to the 403 An instance cannot

specified Zone is not allowed.

be created in the
specified zone. Or the
specified zone is not in
the specified region.




Error code Error message HTTP status | Description
code
OperationDenied | The specified Image is disabled oris |403 The specified image is
deleted. unavailable or does
not exist.
OperationDenied | Sales of this resource are temporaril |403 The specified resource
y suspended in the specified region; is out of stock. Please
please try again later. try other regions and
zones.
OperationDenied | The capacity of snapshot exceeds 403 The specified
the size limit of the specified disk Dat aDi sk. n. Si ze
category or the specified category is is invalid. Or the
not authorized. maximum capacity
of the specified
DataDisk.n.Size has
exceeded. Or you are
not allowed to create
a disk of the specified
category.
OperationDenied | The type of the disk does not support | 403 The specified disk type
the operation. does not support this
operation.
OperationDenied. | Sales of this resource are temporaril |403 The specified instance
NoStock y suspended in the specified region; type is out of stock
please try again later. . Please try other
instance types in the
region or try other
regions and zones.
QuotaExceed. The specified image is from the 403 The specified image is
Buylmage image market, You have not bought it from the marketplace.
or your quota has been exceeded. You must purchase
it in advance. Or the
image is out of stock
in the specified region.
For more information,
see Limits.
QuotaExcee The quota of portable cloud disk 403 The number of disks
d.PortableCI exceeds. that can be attached
oudDisk to an instance has

exceeded 16.




Error code Error message HTTP status | Description
code
RegionUnau There is no authority to create 403 You are not authorized
thorized instance in the specified region. to use the specified
region.
SecurityGr The maximum number of instances in | 403 The maximum number
ouplnstanc a security group is exceeded. of instances in the
eLimitExceed specified security
group has exceeded.
Zone.NotOnSale [ The specified zone is not available for | 403 The specified zone
purchase. is unavailable for
creating instance.
You can try again in
other regions or zones
. Alternatively, the
VSwitch you choose
cannot be used in the
specified zone.
Zone.NotOpen The specified zone is not granted to | 403 You are not authorized
you to buy resources yet. to create instances in
the specified zone.
Zoneld.NotFound | The specified zone does not exists. 403 The specified Zoneld
does not exist.
Dependency The specified InstanceType must be |[404 Only 1/O optimized
Violation. loOptimized instance. instances are allowed
loOptimized for the specified
instance type.
HOSTNAME_| hostname is not valid. 404 The specified
LLEGAL Host Nane is invalid.
InvalidDat The specified parameter DataDisk.n. |404 The specified
aDiskSnapshotld. | Snapshotld is not valid. Dat aDi sk. n.
NotFound Snapshot | d does not
exist.
Invalidimageld. The specified Imageld does not exist. | 404 The specified Imageld
NotFound does not exist.
Invalidins The InstanceChargeType does not 404 The specified
tanceChargeType | exist in our records. | nst anceCh
.NotFound ar geType does not

exist.




Error code Error message HTTP status | Description
code
InvalidKey The specified KeyPairName does not | 404 The specified
PairName. exist in our records. KeyPai r Nane does
NotFound not exist.
InvalidRamRole. | The specified RamRoleName does 404 The specified
NotFound not exist. RanRol eNare does
not exist.
InvalidRegionld. | The specified Regionld does not exist | 404 The specified
NotFound Regionld does not
exist.
InvalidSec The specified SecurityGroupld is 404 The specified
urityGroupld invalid or does not exist. SecurityGoupld
does not exist. Or
you are not authorized
to use the specified
SecurityGroupld.
InvalidSys The specified parameter SystemDisk |404 The specified
temDiskSize .Size is invalid. Syst enDi sk. Si ze is
invalid.
InvalidSys The specified parameter SystemDisk. | 404 The value of specified
temDiskSize Size is less than the image size. SystenDi sk. Si ze
.LessThanim must be greater than
ageSize the image size.
InvalidSys The specified parameter SystemDisk. [ 404 The value of specified
temDiskSize. Size is less than the min size. Syst enDi sk. Si ze
LessThanMinSize must be less than the
minimum capacity of
the system disk.
InvalidSys The specified parameter SystemDisk. | 404 The value of specified
temDiskSize. Size is more than the max size. SystenDi sk. Si ze
MoreThanMa exceeds the maximum
xSize capacity of the system
disk.
InvalidVSwitchld. | Specified virtual switch does not exist | 404 The specified VSwitch
NotFound does not exist.
InvalidZoneld. The specified Zoneld does not exist. |404 The specified Zoneld

NotFound

does not exist.




Error code Error message HTTP status | Description
code
loOptimized. The specified InstanceType is not 404 The instances of the
NotSupported support loOptimized instance. specified instance type
are not 1/O optimized.
OperationDenied [ Another Instance is being created. 404 Another instance is
being created. Please
try again later.
PaymentMet No billing method has been 404 No payment method
hodNotFound registered on the account. is registered for your
account.
InternalError The request processing has failed 500 Internal error. Please
due to some unknown error,exception try again later.
or failure.

5.2 Createlnstance

Create an ECS instance.
Description

Before creating an instance, you can call Descri beAvai | abl eResour ce to view the available

resources in a specified region.

You are billed when you launch ECS services, so make sure that you understand the billing
methods of ECS instances (I nst anceChar geType). And, you must maintain a sufficient balance
in your linked credit card or PayPal account to complete the payment or preauthorization. For
more information, see Subscription (Pr ePai d) and Pay-As-You-Go (Post Pai d). For a

subscribed (Pr ePai d) instance, your available coupons are the first payment options by default.
When you call this interface, consider the following:
Instance type

* When you create an instance, you can choose an I/O optimized instance.
+ Once an instance is created with ephemeral SSDs, the instance type cannot be changed after
the instance is created.

Image

When you create an ECS instance, you must select an image for the system disk configuration.

After an instance is created, the instance system disk becomes a clone of that image.



+ If the instance memory is 512 MB, Windows OS is not supported.

» If the instance memory is 4 GB or larger, a 32-bit OS is not supported.
Network

» To create an instance for a VPC network, you must specify the VPC network and a VSwitch
when creating the instance. One instance can only belong to one VSwitch.

» IfaVSwi t chl d is specified for creating an instance, Securi t yG oupl d and VSwi t chl d
must belong to one VPC.

« IfVSwitchldandPrivat el pAddr ess are specified at the same time, Pri vat el pAddr ess
must be within the CidrBlock of the VSwitch.

* Privat el pAddr ess depends on VSwi t chl d and you must specify the VSwitch when you
modify the Pri vat el pAddr ess of your instance.

* Youcan call Al | ocat ePubl i cl pAddr ess to assign a public IP address.

* When you create an instance, | nt er net Char geType and | nt er net MaxBandw dt hQut
determine the bandwidth costs. | nt er net MaxBandwi dt hl n is not related to billing, and the
inbound data traffic for the instance is free.

» The relationship between | nt er net Char geType and | nt er net MaxBandwi dt hQut is

shown in the following table.

Parameter InternetChargeType InternetMaxBandwidthOut

Values PayByTraffic You are billed according to
actual traffic usage.

Security groups

» The security group must be created in advance by using the Cr eat eSecuri t yG oup
interface.

* You can specify the security group when creating the instance and change the instance
security group by using the Modi f yl nst anceAt t ri but e interface.

» Mutual access is allowed between instances in the same security group in the intranet. By
default, firewalls are deployed between security groups, and mutual access between security
groups is disabled. However, security group firewall permissions can be set through security
group authorization (by using the interface for granting security group permissions). For more
information, see Aut hori zeSecurityG oup and Aut hori zeSecurityG oupEgr ess.

» The maximum number of instances in one security group is 1,000. If the security group

exceeds this limit, an error message is displayed.



Block Storage
+ The maximum capacity of cloud disks varies according to disk categories:

= A single basic cloud disk (cl oud) cannot exceed 2,000 GB.

= A single ultra cloud disk (cl oud_ef fi ci ency) cannot exceed 32 TB (32,768 GiB).
= A single SSD cloud disk (cl oud_ssd) cannot exceed 32 TB (32,768 GiB).

= A single ephemeral SSD (ephener al _ssd) cannot exceed 800 GB.

+ ECS allocates a system disk of an appropriate size for the instance based on the the size of
the specified image}. The available disk categories for system disk are basic cloud disk (cl oud
), ultra cloud disk (cl oud_ef fi ci ency), SSD cloud disk (cl oud_ssd), and ephemeral SSD
disk (ephener al _ssd).

* You must be authorized to create ephemeral SSD disk (ephemeral_ssd). By default, new users
are not authorized.

*  When an I/O optimized instance is selected, the system disk can choose only ultra cloud disk (
cl oud_effici ency)or SSD cloud disk (cl oud_ssd).

+ A maximum of 16 data disks can be added to one instance. By default, device names of data
disks are allocated in order, starting from /dev/xvdb to /dev/xvdz. If you choose ephemeral
SSD (ephener al _ssd) as the data disks of an instance, the system disk must be ephemeral
SSD also. The total ephemeral SSD capacity of an instance, excluding the system disk, cannot
exceed 1 TiB (1,024 GiB).

+ ECS does not allow users to separately create or add an ephemeral SSD. Therefore, the
ephemeral SSD must be specified during instance creation. For more information of disk

category and size limits, see Instance type families.
User data

User data is provided by ECS for you to customize the startup behaviors of an ECS instance
and to pass data into an ECS instance. UserData is encoded in Base64 format. User data
transmission is not encrypted. We recommend that you do not contain confidential information,
such as passwords or private keys, in plaintext.

Others

When you call APl in the Alibaba Cloud CLI and SDK, remove the period (.) from the request
parameters that contain periods (.), such as Syst enDi sk. Cat egory, Syst enDi sk. Si ze
, Syst enDi sk. Descri ption, Dat aDi sk. n. Si ze, Dat abi sk. n. Cat egory, Dat abi sk



. n. Snapshot | d, Dat abi sk. n. Di skNane, Dat abi sk. n. Descri pti on, Dat aDi sk. n.

Del et eW t hl nst ance.

For example, CLI and SDK, use Syst enDi skCat egory instead of Syst enDi sk. Cat egory.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this interface. Value: Createlnstance.

Regionld

String

Yes

Region ID of an instance. For more information, call
Descri beRegi ons to obtain the latest region list.

Imageld

String

Yes

ID of an image file. An image is a running
environment template for ECS instances. If you
want to select image from the Alibaba Cloud
marketplace, you can view the Imageld on the
related image details page.

InstanceType

String

Yes

Instance type. For more information, see Instance
Type Family, or call Descri bel nst anceTypes to
view the latest instance type list.

CreditSpec
ification

String

No

Modifies the running mode of an unlimited credit
enabled t5 instance. Optional values:

» Standard: The standard running mode. For more
information, see t5 standard instances.

* Unlimited: The unlimited running mode. For more
information, see t5 unlimited instances.

Default value: null.

SecurityGroupld

String

Yes

ID of the security group to which an ECS instance
belongs. A security group is a firewall group that
manages instances in the same region with the
same security requirements and mutual trust.

Zoneld

String

No

ID of a zone to which an instance belongs. If it is null
, a zone is selected by the system. Default value:
null.

InstanceName

String

No

Name of an ECS instance.

* It can contain [2, 128] characters in length, must
begin with an English or Chinese character,
and can contain digits, periods (.), colons (:),
underscores (_), and hyphens (-).



https://www.alibabacloud.com/help/doc-detail/29993.htm
https://github.com/aliyun

Name

Type

Required

Description

* The instance name is displayed in the ECS
console.

» If this parameter is not specified, the default
value is the Instanceld of the instance.

» It cannot begin with "http://" or "https://".

Description

String

No

Description of an ECS instance.

* It can be [2, 256] characters in length.

» The description is displayed in the ECS console.
» Default value: null.

» It cannot begin with "http://" or "https://".

InternetCh
argeType

String

No

Internet billing method. Optional value:

+ PayByTraffic: You are billed based on the traffic
usage.

Default: PayByTraffic.

InternetMa
xBandwidthin

String

No

Maximum inbound bandwidth from the Internet, its
unit of measurement is Mbit/s. Value range:

* [1, 200].
Default value: 200.

InternetMa
xBandwidthOut

String

No

Maximum outbound bandwidth to the Internet, its
unit of measurement is Mbit/s. If this parameter is
not specified, an error is returned. If necessary,
you can open a ticket to request to change the
bandwidth range to [1, 200] Mbit/s. Value range:

» PayByTraffic: [0,100]

Default value: 0.

HostName

String

No

* It cannot start or end with a period (.) or a hyphen
(-) and it cannot have two or more consecutive
periods (.) or hyphens (-).

* For Windows: The host name can be [2, 15]
characters in length. It can contain A-Z, a-z,
numbers, periods (.), and hyphens (-). It cannot
only contain numbers.

* For other operating systems: The host name
can be [2, 64] characters in length. It can be




Name

Type

Required

Description

segments separated by periods (.). It can contain
A-Z, a-z, numbers, and hyphens (-).

Password

String

No

Password of the ECS instance. The password can

be [8, 30] characters in length. It must contain

uppercase letters, lowercase letters, and numbers
. The following special characters are allowed:

() ~! @#$%"&amp;*-+=|{}[]:;'&lt;>,.? /. A slash (/)
cannot be the first character of Windows instances
administrative password.

-

Note:

If you specify a value for parameter Passwor d,
use HTTPS to call the API to avoid data breach.

PasswordInherit

Boolean

No

Whether to use the password pre-configured in the
image you select or not. When PasswordInherit is
specified, the Passwor d must be null. For a secure
access, make sure that the selected image has
password configured.

loOptimized

String

No

Whether it is an 1/O-optimized instance or not.
Optional values:

none

optimized

For phased-out instance types, the default value is

none.
For other instance types, the default value is
optimized.

SystemDisk.
Category

String

No

The category of the system disk. Optional values:

Cloud: Basic cloud disk.
cloud_efficiency: Ultra cloud disk.
cloud_ssd: Cloud SSD.
ephemeral_ssd: Ephemeral SSD.

For phased-out instance types and non-1/O
optimized instances, the default value is cloud.
Otherwise, the default value is cloud_efficiency.

SystemDisk.Size

Integer

No

Size of the system disk, measured in GiB. Value
range: [20, 500]. The specified value must be equal
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Name Type Required Description
to or greater than max{20, Imagesize}. Default value
: max{40, ImageSize}.

SystemDisk. String  [No Name of the system disk.

DiskName * It can be [2, 128] characters in length, must begin
with an English letter or Chinese character, and
can contain digits, colons (:), underscores (_), or
hyphens (-).

» The name is displayed in the ECS console.
» It cannot begin with http:// or https://.
+ Default value: null.
SystemDisk. String  [No Description of a system disk.
Description * It can be [2, 256] characters in length.
» The description is displayed in the ECS console.
» It cannot begin with http:// or https://.
+ Default value: null.
DataDisk.n.Size |Integer [No Size of the n data disk in GBs, n starts from 1.
Optional values:
» cloud: [5, 2000]
+ cloud_efficiency: [20, 32768]
» cloud_ssd: [20, 32768]
» ephemeral_ssd: [5, 800]
The value must be equal to or greater than the
specific snapshot (Snapshot | d).
DataDisk.n. String No Category of the data disk n, the valid range of n is
Category [1, 16]. Optional values:
+ cloud: Basic cloud disk.
» cloud_efficiency: Ultra cloud disk.
* cloud_ssd: Cloud SSD.
» ephemeral_ssd: Ephemeral SSD.
Default value: cloud.
DataDisk.n. Boolean [ No Whether the data disk n is encrypted or not.
Encrypted Optional values:

+ true: Encrypted.
» false: Not encrypted.

Default value: false.




Name

Type

Required

Description

DataDisk.n.
Snapshotld

String

No

Snapshot is used to create the data disk. After the
parameter Dat aDi sk. n. Snapshot | d is specified,
parameter Dat aDi sk. n. Si ze is ignored, and

the size of a new disk is the size of the specified
snapshot. If the specified snapshot was created on
or before July 15, 2013, this invocation is denied,
and an error | nval i dSnapshot . Tood d is
returned.

DataDisk.n.
DiskName

String

No

Name of a data disk.

* It can be [2, 128] characters in length. Must begin
with an English letter or Chinese character. It
can contain digits, colons (:), underscores (_), or
hyphens (-).

» The data disk name is displayed in the ECS
console.

« Cannot begin with "http://" or "https://".

» Default value: null.

DataDisk.n.
Description

String

No

Description of a data disk.

* It can be [2, 256] characters in length.

* The disk description is displayed in the console.
+ It cannot begin with http:// or https://.

+ Default value: null.

DataDisk.n
.DeleteWith
Instance

Boolean

No

Whether a data disk is released along with the
instance or not. Optional values:

« true: The disk is released with the instance.
« false: The disk is not released with the instance.

Default value: true. This parameter is only valid
for an independent cloud disk, whose value of
parameter Dat aDi sk. n. Cat egory is cl oud
,cloud_efficiency,orcloud_ssd. If you
specify a value to DataDisk.n.DeleteWithinstance
for ephemeral_ssd, an error is returned.

HpcClusterld

String

No

The cluster ID to which the instance belongs.

VSwitchld

String

No

The VSwitch ID must be specified when you create
a VPC-connected instance.




Name

Type

Required

Description

PrivatelpAddress

String

No

Private |P address of an ECS instance.
PrivatelpAddress depends on VSwi t chl d and
cannot be specified separately.

InstanceCh
argeType

String

No

Billing methods. Optional values:

* PrePaid: Monthly, or annual subscription. Make
sure that your registered credit card is invalid
or you have insufficient balance in your PayPal
account. Otherwise, | nval i dPayMet hod error
may occur.

+ PostPaid: Pay-As-You-Go.

Default value: PostPaid.

SpotStrategy

String

No

The spot price you are willing to accept for a
preemptible instance. It takes effect only when
parameter | nst anceChar geType is Post Pai d.
Optional values:

* NoSpot: A normal Pay-As-You-Go instance.
» SpotWithPriceLimit: Sets the price threshold for a
preemptible instance.

» SpotAsPriceGo: A price that is based on the
highest Pay-As-You-Go instance.

Default value: NoSpot.

SpotPriceLimit

Float

No

The hourly price threshold for a preemptible
instance, and it takes effect only when parameter
Spot Str at egy is Spot Wt hPri ceLi mt. Three
decimal places are allowed at most.

Period

Integer

No

Unit: month. This parameter is valid and mandatory
only when | nst anceChar geType is set to
Pr ePai d. Optional values:

. 19
. 12
. 24
. 36
. 48
. 60

Periodunit

String

No

Value: Optional values: week | month. When
Peri odUni t is ek,




Name

Type

Required

Description

» Period can be one of {*1”, “2”, “3”, “4"}

* AutoRenewPeriod can be one of {17, “2”, “3"}
When Peri odUni t is Mont h,

« Period can be one of { “17, “2”, “3”, “4”, “5”, “6”, “7
”, 8", "9”, 127, “24”, “36”,748”,"60"}

» AutoRenewPeriod can be one of {*1”, “2”, “3”, “6”,
“12%

Default value: Month.

AutoRenew

String

No

Whether to set AutoRenew. Whether to set
AutoRenew. This parameter is valid when

| nst anceChar geType is Pr ePai d. Optional
values:

e True: Enable automatic renewal.
« False: Disable automatic renewal.

Default value: false.

AutoRenewP
eriod

Integer

No

When Aut oRenew s set to Tr ue, this parameter is
required. Optional values:

= OO W N =

2

UserData

String

No

The user data for an instance must be encoded
in Base64 format. The maximum size of the user-
defined data is 16 KB.

ClientToken

String

No

Guarantees the idempotence of the request. The
value is generated by a client and must be globally
unique. Only ASCII characters are allowed. It can
contain a maximum of 64 ASCII characters. For
more information, see How to ensure idempotence.

KeyPairName

String

No

The name of the key pair.

» This parameter is valid only for a Linux instance.
For a Windows ECS instance, if a value is set
for parameter KeyPairName, the password still
takes effect. Default value: null. If a value is set




Name

Type

Required

Description

for parameter KeyPairName, the Passwor d still
takes effect.

* The user name and password authentication
method is disabled if a value is set for parameter
KeyPairName for a Linux instance.

DeploymentSetid

String

No

Deployment Set ID. If you do not enter the value, 1
is used.

RamRoleName

String

No

The RAM role name of the instance. The name

is provided and maintained by RAM and can be
queried using ListRoles. For more information, see
Cr eat eRol e and ListRoles.

SecurityEn
hancementS
trategy

String

No

Whether or not to enable security enhancement.
Optional values:

* Active: Enables the security enhancement
feature and installs a free network security
software. Only applicable to the Alibaba Cloud
official images.

+ Deactive: Disables the security enhancement
feature. No network security software is installed
. Applicable to all kinds of images.

Tag.n.Key

String

No

The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin

with "aliyun", "acs:", "http://", or "https://".

Tag.n.Value

String

No

The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It
cannot begin with "aliyun”, "acs:", "http://", or "https
"

Response parameters

Name

Type

Description

Instanceld

String

ID of the ECS instance. It is a unique identifier of the
ECS instance.




Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Cr eat el nst ance
&Regi onl d=cn- hangzhou
&l magel d=_32_23c472_20120822172155_al i guest . vhd
&SecurityG oupl d=sg- c0003e8b9
&Host Nanme=Bct est 01

&l nst anceType=ecs.t 1. snal |
&<Comon Response Paranet er s>

XML format

<Cr eat el nst anceResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<l nst ancel d>i -i nst ancel</ | nst ancel d>
</ Cr eat el nst anceResponse>

JSON format

"Request | d":
"] nst ancel d":

}

Error codes

i -instancel”

"04FOF334- 1335- 436C- A1D7- 6CO44FE73368" ,

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status | Description
code
Account. Your account has an outstanding 400 Your account has an
Arrearage payment. overdue payment.
IncorrectV The current status of virtual switch 400 The status of the
SwitchStatus does not support this operation. specified VSwitch
does not support the
operation.
InstanceDi The specified DataDisk.n.Size 400 The specified
skCategory beyond the permitted range, or DataDisk.n.Size
LimitExceed the capacity of snapshot exceeds exceeds the maximum
the size limit of the specified disk size of the specified
category. disk category.
InstanceDi The total number of specified disk in 400 The number of data
skNumber. an instance exceeds. disks attached to one
LimitExceed ECS exceeds 16.
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Error code Error message HTTP status | Description
code
InvalidAut The specified autoRenewPeriod is 400 The specified
oRenewPeriod not valid. Aut oRenewPeri od is
.ValueNotSu invalid.
pported
InvalidDat The specified parameter DataDisk.n. [400 The specified
aDiskCategory Category is not valid. Dat aDi sk. n.
.ValueNotSu Cat egory is invalid.
pported
InvalidDat The specified parameter DataDisk.n. |400 The specified
aDiskCategory Category is not valid. Dat aDi sk. n.
.ValueNotSu Cat egory is invalid.
pported
InvalidDat The specified DataDisk.n.Size 400 The specified
aDiskSize. beyond the permitted range, or Dat abDi sk. n. Si ze
ValueNotSu the capacity of snapshot exceeds is invalid or exceeds
pported the size limit of the specified disk the maximum size
category. of the specified disk
category.
InvalidDescription | The specified parameter Description | 400 The specified
.Malformed is not valid. Descriptionis
invalid.
InvalidDis The specified disk categories’ 400 The combination
kCategory. combination is not supported. of specified disk
Mismatch categories is not
supported.
InvalidDis The specified parameter DiskCatego |[400 The specified
kCategory. ry is not valid. Di skCat egory is
ValueNotSu invalid.
pported
InvalidDis The specified parameter SystemDisk |400 The specified
kDescription. .DiskDescription or DataDisk.n. Syst enDi sk.
Malformed Description is not valid. Di skDescri ption

or Dat aDi sk. n.
Descriptionis
invalid.




Error code Error message HTTP status | Description
code
InvalidDis The specified parameter SystemDisk [400 The specified
kDescription. .DiskDescription or DataDisk.n. Syst enDi sk.
Malformed Description is not valid. Di skDescri ption
or Dat aDi sk. n.
Descriptionis
invalid.
InvalidDiskName. | The specified parameter SystemDisk | 400 The specified
Malformed .DiskName or DataDisk.n.DiskName Syst enDi sk.
is not valid. Di skNane or
Dat aDi sk. n.
Di skNane is invalid.
InvalidHostName. | The specified parameter HostName 400 The specified
Malformed is not valid. Host Nane is invalid.
InvalidHpc The specified HpcClusterld is not 400 The specified
Clusterld. found. Hpcd ust er | d does
NotFound not exist.
InvalidHpc The specified HpcClusterld is 400 The specified
Clusterld. creating. HpcC usterldis
Creating being created. Please
try again later.
InvalidHpc The specified HpcClusterld is 400 You can specify
Clusterld. unnecessary. the only for certain
Unnecessary | nst anceType.
InvalidVSwitchld. | The HpcClusterld is necessary. 400 For the specified
Necessary I nst anceType, you
must specify the
Hpcd usterl d.
Invalidins The specified parameter InstanceNa | 400 The specified
tanceName. me is not valid. | nst anceNane is
Malformed invalid.
Invalidins The specified InstanceType beyond | 400 The specified
tanceType. the permitted range. | nst anceType is
ValueNotSu invalid or does not
pported exist.
Invalidins The specified InstanceType is not 400 The specified
tanceType. authorized. I nst anceType is

unauthorized.




Error code Error message HTTP status | Description
code
ValueUnaut
horized
Invalidint The specified InternetChargeType is [ 400 The specified
ernetChargeType [not valid. I nt er net Ch
.ValueNotSu ar geType does not
pported exist.
InvalidloO loOptimized value not supported. 400 The specified
ptimizedValue | oOpti mi zed is
.ValueNotSu invalid or does not
pported exist.
InvalidIPAddress. | The specified IPAddress is already 400 The specified
AlreadyUsed used by other resource. PrivatelpAddress
already exists.
InvalidNet Specified parameter InternetMa 400 The specified
workType. xBandwidthIn or InternetMa I nt er net Ma
Mismatch xBandwidthOut conflict with instance xBandwi dt hl n
network type. orlnternet Va
xBandwi dt hQut
does not match the
network type of the
instance.
InvalidSpo The specified SpotStrategy is not 400 The parameter
tStrategy valid. Spot Strat egy is
invalid.
InvalidSpo The specified SpotPriceLimitis not 400 The parameter
tPriceLimit valid. Spot PriceLinit is
invalid.
InvalidSpo The specified Spot param is 400 You cannot create a
tAuthorized unauthorized. preemptible instance.
InvalidSpo The specified Spot type is not support [ 400 The billing method
tPrepaid PrePay Instance. Subscription is
not applicable for
preemptible instance.
InvalidSpo The specified parameter spotPriceL [ 400 The specified
tPriceLimit. imit can’t be lower than current public SpotPriceLimit must
LowerThanP price. be equal to or greater
ublicPrice than the official price




Error code Error message HTTP status | Description
code

of the specified

instance.
InvalidNet Specified parameter InternetCh 400 The specified
workType. argeType conflict with instance I nt er net Ch
Mismatch network type. ar geType is invalid

for the network type of

the instance.
InvalidNod The specified parameter NodeContro 400 The specified
eControllerld. llerld is not valid. NodeControl lerld
Malformed is invalid.
InvalidParameter | The specified parameter InternetMa | 400 The specified

xBandwidthOut is not valid. | nt er net Va

xBandw dt hQut is

invalid or exceeds the

maximum rate.
InvalidParameter | The specified instance bandwidth is | 400 The specified range of

not valid. bandwidth is invalid.

InvalidParameter. | The specified parameter Bandwidth is | 400 The specified instance
Bandwidth not valid. bandwidth is not valid.
EncryptedOption. | Encryption value of disk and 400 Both the specified data
Conflict snapshot conflict. disk and the specified

snapshot must be

encrypted or not at the

same time.
InvalidParameter. | The specified image does not support | 400 You cannot use
Conflict the specified instance type. the specified

image to create

an ECS instance

of the specified

| nst anceType.
InvalidParameter | The encrypted disk need enable KMS | 400 You have not enabled
.Encrypted. the Key Management
KmsNotEnabled Service (KMS) service.
InvalidParameter. | The value of parameter Encrypted is | 400 The specified

Encryptedlllegal

illegal.

Dat aDi sk. n.
Encr ypt ed is invalid.




Error code Error message HTTP status | Description
code
InvalidParameter | Encrypted disk is not support in this | 400 You cannot encrypt
.EncryptedN region. the data disk in the
otSupported specified region.
InvalidParameter | Corresponding data disk category 400 You cannot encrypt
.EncryptedN does not support encryption. the data disk of the
otSupported specified DataDisk.n.
Category.
InvalidParameter. | Specified security group and virtual 400 Both the specified
Mismatch switch are not in the same VPC. security group and
the specified VSwitch
must be in the same
VPC.
InvalidParameter. | Specified virtual switch is not in the 400 The specified VSwitch
Mismatch specified zone. is not in the specified
zone.
InvalidPassword. | The specified parameter Password is | 400 The specified
Malformed not valid. Passwor d is invalid.
InvalidPri Specified private IP address is notin [400 You must specify the
vatelpAddress the CIDR block of virtual switch. PrivatelpAddress in
the form of a Classless
Inter-Domain Routing
(CIDR) block of the
specified VSwitch.
InvalidPri Specified private IP address is 400 The specified
vatelpAddress. duplicated. Pri vat el pAddr ess
Duplicated already exists.
InvalidPri Specified private IP address is 400 The specified
vatelpAddress. malformed. PrivatelpAddress is
Malformed invalid.
InvalidPas The input password should be null 400 When Passwdl nhe
swordParam. when passwdInherit is true. rit is specified, the
Mismatch Passwor d must be
null.
InvalidSnapshotld | The specified snapshot is created 400 The specified

.BasedSnaps
hotTooOld

before 2013-07-15.

DataDisk.n.
Snapshotld was




Error code Error message HTTP status | Description
code
created before July 15
, 2013.
InvalidSpotAliUid | The specified UID is not authorized to | 400 You are not authorized
use SPOT instance. to purchase a
preemptible instance.
InvalidSys The specified parameter SystemDisk. [ 400 The specified
temDiskCategory | Category is not valid. Syst enDi sk.
.ValueNotSu Cat egory is invalid.
pported
InvalidUserData. | The specified parameter UserData 400 You can only specify
NotSupported only support the vpc and loOptimized UserData for 1/0
Instance. optimized VPC-
connected instances.
InvalidUserData. | The specified parameter UserData 400 The size of the
SizeExceeded exceeds the size. UserData has
exceeded 16 KB.
MissingPar The input parameter VSwitchld that | 400 The VSwi t chl d
ameter is mandatory for processing this parameter is required.
request is not supplied.
MissingParamter | The specified parameter Period is not | 400 The Peri od
null. parameter is required.
QuotaExceed. The maximum number of Pay-As-You | 400 The maximum number
Afterpaylnstance |-Go instances is exceeded. of Pay-As-You-Go
instances is exceeded.
QuotaExceeded [Living instances quota exceeded in 400 The number of
this VPC. instances in the
specified VPC has
reached the upper limit
QuotaExceeded. |Don’t have enough private IPs in this | 400 Insufficient number of
PrivatelpAddress | switch. PrivatelpAddress in
the specified VSwitch.
ResourceNo Resource you requested is not 400 The resource
tAvailable available in this region or zone. you requested is

unavailable in the
specified Regionld




Error code Error message HTTP status | Description
code
or Zoneld. Please
try again in another
regions or zones.
CategoryNo The specified zone does not offer the 403 You cannot create a
tSupported specified disk category. disk of the specified
disk category in the
specified zone.
DeleteWith The specified disk is not a portable 403 You cannot specify
Instance.Conflict |disk and cannot be set to DeleteWith DeleteWithinstance to
Instance attribute. true for the specified
disk.
Dependency The instance creating is window, 403 Parameter
Violation. cannot use ssh key pair to login. KeyPairName is
Windowslnstance valid only for a Linux
instance.
DeploymentSet. | There is no room for more instance | 403 No more instances
NoRoom creation in the specified Deployment can be created
Set. in the specified
Depl oynent Set | d.
Forbbiden User not authorized to operate on the | 403 You are not allowed to
specified resource. operate the specified
resource.
ImageNotSu The specified image has not be 403 The specified image
bscribed subscribed. on the marketplace is
not subscribed.
ImageNotSu The specified image don’t support the | 403 The specified image
pportinsta InstanceType instance. does not support the
nceType instance type.
ImageRemov The specified market image is not 403 The specified image
edInMarket available, or the specified custom on the marketplac

image includes product code
because it is based on an image
subscribed from marketplace, and
that image in marketplace including
exact the same product code has
been removed.

e is unavailable,

or the image on
the marketplace
corresponding to
the product code is
unavailable.




Error code Error message HTTP status | Description
code
InstanceDi The total size of specified disk 403 The specified disk
skCategory category in an instance exceeds. category exceeds the
LimitExceed maximum capacity of
a single instance.
InstanceDi The number of specified disk in an 403 The number of data
skNumLimit instance exceeds. disks attached to one
Exceed ECS must be less than
16.
InvalidDis The specified disk categories 403 The combination
kCategory. combination is not supported. of specified disk
Mismatch categories is not
supported.
InvalidDis The specified disk category is not 403 The specified disk
kCategory. support the specified instance type. category is not
NotSupported supported by the
specified instance type
InvalidDiskSize. |Specified disk size is less than the 403 The capacity of the
TooSmall size of snapshot. specified disk must
be equal to or greater
than the size of the
specified snapshot.
Invalidins The specified zone does not support |403 The specified
tanceType. this InstanceType. InstanceType cannot
ZoneNotSup be created in the
ported specified zone.
InvalidNet Ram role cannot be attached to 403 RAM roles cannot be
workType. instances of Classic network type. attached to classic
MismatchRa network instances.
mRole
InvalidParameter | ResourceOwnerAccount is Invalid. 403 The specified
.ResourceOw Resour ceOw
nerAccount ner Account is
invalid.
InvalidPayMethod | The specified billing method is not 403 The specified billing

valid.

method does not exist.




Error code Error message HTTP status | Description
code
InvalidRes This resource type is not supported; |[403 The specified
ourceType. please try other resource types. InstanceType is
NotSupported unavailable. Please try
other instance types.
InvalidSnapshotld | The specified snapshot is system 403 A data disk cannot
.NotDataDis disk snapshot. be created from the
kSnapshot system disk snapshot.
InvalidSnapshotld | The specified snapshot has not 403 The snapshot has not
.NotReady completed yet. been completed yet.
InvalidSys The disk category is not authorized. [ 403 You are not allowed
temDiskCategory to create a disk of the
.ValueUnaut specified category.
horized
InvalidUser. The RAM user does not have the 403 A RAM user must be
PassRoleFo privilege to pass a role. granted with a pass
rbidden role permission before
he or she specify
RamRoleName for a
new ECS instance.
InvalidVSwitchld. | The VSwitchld provided does not 403 The specified
NotFound exist in our records. VSwi t chl d does not
exist.
loOptimized. The specified image is not support 403 The instances of the
NotSupported loOptimized Instance. specified instance type
are not I/O optimized.
loOptimized. Vpc is not support loOptimized 403 I/O optimized
NotSupported instance. instances are not
supported in VPC.
OperationDenied | The specified snapshot is not allowed | 403 The snapshot of the
to create disk. specified disk is not
allowed to create a
disk, or the snapshot
is not allowed to
create a disk.
OperationDenied | The creation of Instance to the 403 The specified Zonel d

specified Zone is not allowed.

is not in the specified
Regi onl d. Or an




Error code Error message HTTP status | Description
code
instance cannot
be created for the
specified zone
OperationDenied | The specified Image is disabled oris |403 The specified image
deleted. does not exist.
OperationDenied | Sales of this resource are temporaril |403 The specified zone
y suspended in the specified region; is unavailable for
please try again later. creating Pay-As-You-
Go instances.
OperationDenied | The capacity of snapshot exceeds 403 The specified
the size limit of the specified disk DataDisk.n.Size
category or the specified category is is invalid. Or the
not authorized. maximum capacity of
the specified DataDisk
.n.Size is exceeded.
Or you are not allowed
to create a disk of the
specified category.
OperationDenied | The type of the disk does not support | 403 The specified disk type
the operation. does not support this
operation.
OperationDenied. | Sales of this resource are temporaril |403 The specified instance
NoStock y suspended in the specified region; type is out of stock
please try again later. . Please try other
instance types in the
region or try other
regions and zones.
QuotaExceed. The specified image is from the 403 The specified image
Buylmage image market, You have not bought it is from the marketplac
or your quota has been exceeded. e. You must purchase
it in advance or the
image is out of stock in
the specified region.
QuotaExcee The quota of portable cloud disk 403 The number of
d.PortableCl exceeds. cloud disks that
oudDisk can be attached to

an instance has
exceeded 16.




Error code Error message HTTP status | Description
code
RegionUnau There is no authority to create 403 You are not authorized
thorized instance in the specified region. to use the specified
region.
SecurityGr The maximum number of instances in [ 403 The maximum number
ouplnstanc a security group is exceeded. of instances in the
eLimitExceed specified security
group is exceeded.
Zone.NotOnSale [ The specified zone is not available for | 403 The specified zone
purchase. is unavailable for
creating instance. You
can try again in other
regions or zones.
Zone.NotOpen The specified zone is not granted to [ 403 You are not allowed
you to buy resources yet. to create instances in
the specified zone.
Zoneld.NotFound | The specified zone does not exists. 403 The specified Zoneld
does not exist.
Dependency The specified InstanceType must be |404 Only I/O optimized
Violation. loOptimized instance. instances are allowed
loOptimized for the specified
instance type.
HOSTNAME | hostname is not valid. 404 The specified
LLEGAL Host Nane is invalid.
InvalidDat The specified parameter DataDisk.n. |404 The specified
aDiskSnapshotld. | Snapshotld is not valid. Dat aDi sk. n.
NotFound Snapshot | d does not
exist.
InvalidDat The specified parameter DataDisk.n. |404 The specified
aDiskSnapshotld. | Snapshotld is not valid. Dat abi sk. n.
NotFound Snapshot | d does not
exist.
InvalidDep The specified DeploymentSetld does |404 The specified
loymentSetld. not exist. Depl oynent Set | d
NotFound does not exist.
Invalidimageld. The specified Imageld does not exist. | 404 The specified Imageld

NotFound

does not exist.




Error code Error message HTTP status | Description
code
Invalidins The InstanceChargeType does not 404 The specified
tanceChargeType | exist in our records. I nst anceCh
.NotFound ar geType does not
exist.
InvalidKey The specified KeyPairName does not | 404 The specified
PairName. exist in our records. KeyPai r Nanme does
NotFound not exist.
InvalidRamRole. | The specified RamRoleName does 404 The specified
NotFound not exist. RarRol eNarre does
not exist.
InvalidRegionld. | The specified Regionld does not exist | 404 The specified
NotFound Regi onl d does not
exist.
InvalidSec The specified SecurityGroupld does | 404 The specified
urityGroupld. not exist. SecurityG oupld
NotFound does not exist. Or
you are not authorized
to use the specified
SecurityGroupld.
InvalidSys The specified parameter SystemDisk |404 The specified
temDiskSize .Size is invalid. Syst enDi sk. Si ze is
invalid.
InvalidSys The specified parameter SystemDisk. [ 404 The value of specified
temDiskSize Size is less than the image size. Syst enDi sk. Si ze
.LessThanlm must be greater than
ageSize the image size.
InvalidSys The specified parameter SystemDisk. | 404 The value of specified
temDiskSize. Size is less than the min size. Syst enDi sk. Si ze
LessThanMinSize must be less than the
minimum capacity of
the system disk.
InvalidSys The specified parameter SystemDisk. | 404 The value of specified
temDiskSize. Size is more than the max size. Syst enDi sk. Si ze
MoreThanMa exceeds the maximum
xSize capacity of the system

disk.




Error code Error message HTTP status | Description
code
InvalidVSwitchld. | Specified virtual switch does not exist | 404 The specified VSwitch
NotFound . does not exist.
InvalidZoneld. The specified Zoneld does not exist. |404 The specified Zoneld
NotFound does not exist.
loOptimized. The specified InstanceType is not 404 The instances of the
NotSupported support loOptimized instance. specified instance type
are not 1/O optimized.
OperationDenied | Another Instance is being created. 404 Another Instance is
being created.
PaymentMet No billing method has been 404 No payment method
hodNotFound registered on the account. is registered for your
account.
InternalError The request processing has failed 500 Internal error. Please
due to some unknown error,exception try again later.
or failure.

5.3 Startinstance

Start a specified instance.
Description

* You can only run this interface when the instance is in Stopped (St opped) status.

+ After you run this interface successfully, the specified instance is in Starting (St art i ng)
status.

+ If the specified instance is locked, and the Oper at i onLocks of the instance indicates

LockReason: "security", you cannot start the instance.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value:
Startlnstance.

Instanceld String Yes ID of the instance.

InitLocalDisk Boolean No Applicable to instance
types of D1, I1, and




Name Type Required Description

12 instance type
family. Recover to the
previous normal status
of your local disk when
exceptions occurs.
Optional values:

» true: Recover
the local disk
to the previous
normal status. The
accumulated data
starting from the
previous normal
status is overwritte
n.

» false: Skip the
recovery, and
keep the status
of the local disk
unchanged.

Response parameters

All parameters are common response parameters. For more information, see Common

parameters.

Examples

Request example

https://ecs. aliyuncs.conf ?Acti on=Start| nstance
&l nst ancel d=i -i nst ancel
&<Comon Request Paraneters>

Response example

XML format

<StartlnstanceResponse>
<Request | d>CO003E8B- B930- 4F59- ADCO- OE20xxxxxxxX</ Request | d>
</ Startl nstanceResponse>

JSON format

"Request|d": "CO003E8B-B930-4F59- ADCO- OE20XXXXXXXX"



}

Error codes

Error codes specific to this interface are as follows. For more error codes, see API Error Center.

Error code Error message HTTP status code Meaning
DiskError Incorrect Disk Status [403 Your disk is in an
abnormal status.
IncorrectinstanceSta The current status of 403 The current state of
tus the resource does not the instance does not
support this operation. support this operation.
InstanceExpired PrePaid instances has 403 The Subscription
been expired. instance has expired.
The Pay-As-You-Go
instance has been in
outstanding payment.
InstancelLo The specified 403 Operation is denied
ckedForSecurity operation is denied as because the resource
your instance is locked is locked for security
for security reasons. reasons.
InsufficientBalance Your account does not {403 The instance cannot
have enough balance. be started because
the account does not
have enough balance.
Invalidinstanceld. The specified 404 The specified
NotFound Instanceld does not Instanceld does not
exist. exist.
InstanceNotReady The specified instance | 500 The specified instance
is not ready for use is being created.
InternalError The request 500 Internal error, please

processing has failed
due to some unknown
error.

try again later.

5.4 Stoplnstance

Stops an ECS instance.

Description

* You can only stop an instance in Running(Runni ng) status.
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» The instance becomes Stopping (St oppi ng) after a successful API request, and the instance
becomes Stopped (St opped) after it is stopped successfully.

* You can force an instance to stop, and the force stop operation is same as the power failure.
The temporary files and data in the instance may be lost.

+ If the specified instance is locked, and the Oper at i onLocks of the instance indicates
LockReason: security, you cannot stop the instance.

+ If a local disk is configured in an instance from the /1 type family, the request parameter
Confi r n5t op is required. The interface can only be called successfully when the parameter
ConfirmStop is set to Tr ue.

» For an instance from the 11 type family that has a local disk configured, after it is stopped, the
data of the local disk is cleared. We recommend that you implement data redundancy at the
application layer to guarantee the data availability.

» This API automatically ignores the parameter Conf i r n5t op for all of the instance types
except the instance of |1 type family.

» After you enable the feature of No fees for stopped instances for a VPC instance, you can
set St oppedMbde=KeepChar gi ng to disable the feature, you are billed after the instance is

stopped, and its resource and Internet IP address are reserved.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value:
Stoplnstance.

Instanceld String Yes The specified instance
ID.
ForceStop String No Whether to force

shutdown upon device
restart. Value range:

+ true: Force the
instance to shut
down.

+ false: The instance
shuts down
normally.

Default value: false.




Name

Type

Required

Description

ConfirmStop

Boolean

No

Whether to stop an

I1 ECS instance

or not. A required
parameter for |1 type
family instance, it only
takes effect when

the instance is of I1
type family. Optional
values:

e true
» false

Default value: false.

StoppedMode

String

No

Whether a VPC ECS
instance is billed
after it is stopped or
not. Optional value:
KeepCharging.

After you enable

the feature of No
fees for stopped
instances for a VPC
instance, you can
set St oppedMbde=
KeepChar gi ng to
disable the feature,
the ECS instance

will be billed after

it is stopped, and

its resource and
Internet IP address are
reserved.

Response parameters

All parameters are common response parameters. For more information, see Common

parameters.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=St opl nst ance




&l nst ancel d=i -i nst ancel
&<Common Request Paraneters>

Response example

XML format

<St opl nst anceResponse>
<Request | d>1C488B66- B819- 4D14- 8711- CAEAAAL3ACO1</ Request | d>
</ St opl nst anceResponse>

JSON format

{
}

"Request | d":

Error codes

"1CA88B66- B819- 4D14- 8711- CAEAAAL3ACOL"

Error codes specific to this interface are as follows. For more information, see API Error Center.

NotFound

Instanceld does not
exist.

Error code Error message HTTP status code Meaning
DiskError IncorrectDiskStatus 403 The specified
ForceStop is invalid,
the parameter is not in
the enumerated range
InstancelLo The specified 403 The resource is
ckedForSecurity operation is denied as currently locked down
your instance is locked and the operation is
for security reasons. denied.
IncorrectinstanceSta | The current status of | 403 The current status of
tus the resource does not the resource does not
support this operation. support the operation.
InstanceType. The input parameter | 403 The instance is locked
ParameterMismatch ConfirmStop must be for security reasons.
true when an instance
have localstorage.
Invalidinstanceld. The specified 404 The specified

Instanceld does not
exist.
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5.5 Rebootinstance

Restarts an ECS instance.
Description

* You can only restart an ECS instance that is in the Running (Runni ng) status.

After an ECS instance is restarted, its intermediate status is Starting (St art i ng).

* Aninstance can be forcefully stopped. Forcing an instance to stop (For ceSt op) is same as a

power failure. The temporary data and files in the instance may be lost.

+ If the specified instance is locked, and the Oper at i onLocks of the instance indicates "

LockReason" : "security", you cannot restart the instance.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value:
Rebootlnstance.

Instanceld String Yes The specified instance
ID.
ForceStop String No Whether to force

shutting down the
instance before it
restarts. Optional
values:

+ true: Forces
shutting down the
instance before it
restarts.

+ false: Shuts down
the instance
normally before it
restarts.

Default value: false.

Response parameters

All are common response parameters. For more information, see Common parameters.



Examples

Request example

htt ps://ecs. aliyuncs. conl ?Act i on=Reboot | nst ance
&l nst ancel d=i -i nst ancel
&<Comon Request Paraneters>

Response example
XML format

<Reboot | nst anceResponse>
<Request | d>F2E2C40D- AB09- 45A1- B5C5- EBOIF5CAE4E4A</ Request | d>
</ Reboot | nst anceResponse>

JSON format

{
}

"Request | d": "F2E2C40D- AB09- 45A1- B5C5- EB9F5CAE4E4A"

Error codes

Error codes specific to this interface are as follows. For more information, see APl Error Center.

Error code Error message HTTP status code Meaning
DiskError IncorrectDiskStatus. 403 Abnormal disk status.
IncorrectinstanceSta | The current status of | 403 You can only restart
tus the resource does not an ECS instance that
support this operation. is in Running status.
InstancelLo The specified 403 Your instance is
ckedForSecurity operation is denied as locked for security
your instance is locked reasons.
for security reasons.
Invalidinstanceld. The specified 404 The specified
NotFound Instanceld does not | nst ancel d does not
exist. exist.
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5.6 AttachinstanceRamRole

Attaches an instance RAM role to your ECS instance. You can only assign one RAM role to an
instance at any time. If the instance already has a RAM role, an error code returns when you

attach another RAM role to the same instance.

Request parameters

Name Type Required Description

Action String Yes The name of
this interface.
Value: Attachinst
anceRamRole.

Regionld String Yes Region ID.

You can call

Descri beRegi ons to
obtain the latest region
list.

Instancelds Array Yes Instance ID set

. A maximum of

100 instances are
supported, in the
format of ["instanceld

1", "instanceld2",
instanceld3"...].

RamRoleName String Yes Instance RAM role
name. The name

is provided and
maintained by RAM.
You can call ListRoles
to view the ram

role list. For more
information, see API
Cr eat eRol e and
ListRoles.

Response parameters

All are common response parameters. For more information, see Common parameters.



Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Att achl nst anceRanRol e

&Regi onl d=cn- hangzhou

&RanRol eNane=RanRol eTest

&l nstancel ds=["i -i nst ancel"]
&<Common Request Paranet ers>

Response example

XML format

<At t achl nst anceRanRol eResponse>

<Request | d>E6352369- 5C2B- 41CD- AB50- 471550C8F674</ Request | d>

<At t achl nst anceRanRol eResul t s>

<At t achl nst anceRanRol eResul t >
<l nst ancel d>i -i nst ancel</ | nst ancel d>

<Code>200</ Code>

<Message>success</ Message>
</ At t achl nst anceRanRol eResul t >

</ At t achl nst anceRanRol eResul t s>

<Tot al Count >1</ Tot al Count >
<Fai | Count >0</ Fai | Count >

<RanRol eName>RanRol eTest </ RanRol eNane>

</ Att achl nst anceRanRol eResponse>

JSON format

{
"Request | d": "D9553E4C- 6C3A- 4D66- AE79- 9835AF705639",
"Attachl nst anceRanRol eResul t s": {
"Attachl nst anceRanRol eResul t": [
{
"Message": "success",
"l nstanceld": "i-instancel",
" Code": "200"
}
]
I
"Tot al Count": 1,
"Fai |l Count": O,
"RanRol eNane": "RanRol eTest"
}

Error codes

Error codes specific to this interface are as follows. For more information, see APl Error Center.

Error code Error message

HTTP status code

Meaning

InvalidInstancelds.
Malformed

The specified
Instancelds is not valid

400

The specified
Instancelds is invalid.
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Error code

Error message

HTTP status code

Meaning

MissingParameter. The input parameter 400 The required
Instancelds Instancelds that Instancelds parameter
is mandatory for is missing.
processing this
request is missing.
MissingParameter. The input parameter | 400 The required
RamRoleName RamRoleName RamRoleName
that is mandatory parameter is missing.
for processing this
request is missing.
MissingParameter. The input parameter 400 The required Regionld
Regionld Regionld that is parameter is missing.
mandatory for
processing this
request is missing.
InvalidNetworkType. Ram role cannot be 403 RAM roles cannot be
MismatchRamRole attached to instances attached to instances
of Classic network of classic network type
type.
InvalidUser. The RAM user does 403 The RAM user does
PassRoleForbidden not have the privilege not have the privilege
to pass a role. to pass a role.
Invalidinstanceld. The specified 404 The specified
NotFound Instanceld does not Instanceld does not
exist. exist.
InvalidRamRole. The specified 404 The specified
NotFound RamRoleName does RamRoleName does
not exist. not exist.
5.7 DetachinstanceRamRole
Detaches a RAM role from an instance.
Request Parameters
Name Type Required Description
Action String Yes The name of

this interface.




Name

Type

Required

Description

Value: Detachlnst
anceRamRole.

Regionld

String

Yes

Region ID.
You can call
Descri beRegi ons.

Instancelds

String

Yes

Instance ID set

. A maximum of

100 instances are
supported, in the
format of ["instanceld
1", "instanceld2", "
instanceld3"...].

RamRoleName

String

No

Instance RAM role
name. The name

is provided and
maintained by RAM
and can be queried
using ListRoles. For
more information,
see the relevant APIs
Cr eat eRol e and

eResults

ListRoles.
Response parameters

Name Type Description

TotalCount Integer The number of ECS instances
from which the instance RAM
role is going to be detached.

FailCount Integer The number of ECS instances
from which the instance RAM
role failed to be detached.

RamRoleName String The name of instance RAM
role.

DetachlnstanceRamRol Array A set composed of

action details about

detaching instance

RAM role from an ECS
instance(DetachinstanceRamR(

leResult).



DetachinstanceRamRoleResult

Name Type

Description

Instanceld String

The ECS instance from which
the instance RAM role is going
to be detached.

Code Integer

It indicates whether you have
successfully detached the
instance RAM role from the
ECS instance or not. If Code
=200 returns, the action is
successful, and if the other
value returns, the action

is unsuccessful. For more
information on how to fix the
errors, see Error codes.

Message String

Indicates whether you have
successfully detached the
instance RAM role from the
ECS instance or not. If
Message=Success returns,
the action is successful, and
if the other value returns, the
action is unsuccessful. For
more information on how to fix
the errors, see Error codes.

Examples

Request example

htt ps://ecs. al i yuncs. conl ?Acti on=Det achl nst anceRanRol e

&Regi onl d=cn- hangzhou

&RamRol eName=RanRol eTest

&l nstancel ds=["i -i nstancel"]
&<Comon Request Paraneters>

Response example

XML format

<Det achl nst anceRanRol eResponse>

<Request | d>E6352369- 5C2B- 41CD- AB50- 471550C8F674</ Request | d>

<Det achl nst anceRanRol eResul t s>
<Det achl nst anceRanRol eResul t >

<l nst ancel d>i -i nst ancel</ | nst ancel d>

<Code>200</ Code>




<Message>success</ Message>
</ Det achl nst anceRanRol eResul t >

</ Det achl nst anceRanRol eResul t s>

<Tot al Count >1</ Tot al Count >

<Fai | Count >0</ Fai | Count >

<RanRol eNane>RanRol eTest </ RanRol eNane>
</ Det achl nst anceRanRol eResponse>

JSON format

"Request | d":

" Det achl nst anceRanRol eResul t s":
"Det achl nst anceRanRol eResul t": [

"Tot al Count " :
"Fai | Count":
" RanmRol eNanme" :

Error codes

{

"Message": "success",
"l nstanceld": "i-instancel",
"Code": "200"
1!
0!
"RanmRol eTest "

"E6352369- 5C2B- 41CD- AB50- 471550C8F674" ,

The following error codes are specific to this interface. For more error codes, visit the AP/ error

center.
Error code Error message HTTP status code Meaning
MissingParameter. The input parameter 400 The required
Instancelds Instancelds that Instancelds parameter
is mandatory for is missing.
processing this
request is missing.
MissingParameter. The input parameter 400 The required Regionld
Regionld Regionld that is parameter is missing.
mandatory for
processing this
request is missing.
Invalidinstancelds. The specified 400 The specified
Malformed Instancelds is not valid Instancelds is invalid.
InvalidNetworkType. Ram role cannot be 403 RAM roles cannot be

MismatchRamRole

attached to instances
of Classic network

type.

attached to instances
of Classic network

type.
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Error code Error message

HTTP status code

Meaning

NotFound RamRoleName does

not exist.

InvalidUser. The RAM user does 403 Your RAM user
PassRoleForbidden not have the privilege account does not have
to pass a RAM role. PassRole permission.
For more information,
see Aftach policies to
a RAM user.
Invalidinstanceld. The specified 404 The specified
NotFound Instanceld does not Instancelds does not
exist. exist.
InvalidRamRole. The specified 404 The specified

RamRoleName does
not exist.

5.8 Describelnstances

Describes the details of one or more instances.

Description

The request parameters are filters used for describing a specific list of results. The filters use the

(AND) logic, which matches a set of resources by specific criteria, such as IDs, billing methods, or

tags. A parameter with null value does not play the role of a filter. However, if the | nst ancel d

s parameter is a null JSON array | nst ancel ds=[ ], it is regarded as a valid filter and the

responded value is null.

Request parameters

Name Type Required Description

Action String | Yes The name of this interface. Value: Description
instances.

Regionld String  [No Regional ID. For more information, call
Descri beRegi ons to obtain the latest region list.

Vpcld String [No VPC ID.

VSwitchld String  [No VSwitch ID.

Zoneld String  [No The default value is blank, which indicates a query
of disks in all zones.

Instancelds String No Instance ID. The value can contain an array of
up to 100 instance IDs. The IDs are displayed in




Name

Type

Required

Description

the format of ["i-xxxxxxxxx", "i-yyyyyyyyy", ... "i-
zzzzzzz77"] and are separated by commas (, ).

InstanceType

String

No

Instance type.

Credi t Spec
i fication

String

No

The running mode of an unlimited credit enabled t5
instance. Optional values:

+ Standard: The standard running mode. For more
information, see t5 standard instances.

* Unlimited: The unlimited running mode. For more
information, see t5 unlimited instances,

Default value: null.

InstanceTy
peFamily

String

No

Instance type family.

InstanceNe
tworkType

String

No

Network type of the instance. Optional values:

« classic: Classic network.

» vpc: Private network.

PrivatelpA
ddresses

String

No

List of private IP addresses of VPC-Connected
instances. This parameter is effective when

I nst anceNet wor kType=vpc. The value can
contain an array of up to 100 IP addresses.

The IP addresses are displayed in the format of
["172.16.1.1","172.16.2.1", ... "172.16.10.1"] and
are separated by commas (, ).

InnerlpAddresses

String

No

List of private IP addresses of classic network-
connected instances. This parameter is effective
when | nst anceNet wor kType=cl assi c.

The value can contain an array of up to 100 IP
addresses. The IP addresses are displayed in the
format of ["10.16.1.1", "10.16.2.1", ... "10.16.10.1"]
and are separated by commas (, ).

PubliclpAd
dresses

String

No

List of public IP addresses of classic network-
connected instances. The PubliclpAddresses is
valid when | nst anceNet wor kType=cl assi c

. The value can contain an array of up to 100 IP
addresses. The IP addresses are displayed in the
format of ["42.1.1.1", "42.1.2.1", ... "42.1.10.1"] and
are separated by commas (| ).

SecurityGroupld

String

No

Security group to which the instances belong.




Name

Type

Required

Description

InstanceCh
argeType

String

No

Billing method of the instances. Optional values:

* PrePaid: Subscribed instances.
» PostPaid: Pay-As-You-Go instances.

SpotStrategy

String

No

The spot price you are willing to accept for
preemptible instances. This parameter is effective
for | nst anceChar geType=Post Pai d. Optional
values:

* NoSpot: A normal Pay-As-You-Go instance.

*  SpotWithPriceLimit: Sets the maximum price for
a spot instance.

» SpotAsPriceGo: A price that is based on the
highest Pay-As-You-Go instance.

Default value: NoSpot.

InternetCh
argeType

String

No

Billing method of the instance bandwidth. Optional
values:

« PayByTraffic: You are billed based on the traffic.

InstanceName

String

No

The name of the instance. You can use wildcard (*)
for fuzzy search.

Imageld

String

No

Image ID.

DeploymentSetid

String

No

Deployment Set ID.

Status

String

No

Status of the instances. Optional values:

* Running
» Starting

+ Stopping
+ Stopped

loOptimized

String

No

Whether an instance is I/O optimized. Optional
values:

e true
« false

Tag.n.Key

String

No

The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin
with "aliyun", "acs:", "http://", or "https://".




Name Type Required Description

Tag.n.Value String  [No The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It

cannot begin with "aliyun", "acs:", "http://", or "https
A"

PageNumber Integer |No Displays the instances on several pages. Start
value: 1.
Default: 1.

PageSize Integer | No The number of rows per page. Maximum value: 100
Default: 10.

Response parameters

Name Type Description

TotalCount Integer Total number of instances.

PageNumber Integer Page number of the instance list.

PageSize Integer Number of lines per page set during input.

Instances InstanceAttributes Tyweay format composed of InstanceAttributesType, which
returns instance information.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Descri bel nst ances
&Regi onl d=cn- hangzhou
&<Common Response Par anet er s>

Response example

XML format

<Descri bel nst ancesResponse>
<PageNumnber >1</ PageNunber >
<Tot al Count >6</ Tot al Count >
<PageSi ze>10</ PageSi ze>
<Request | d>8EF01A45- FFFA- 497B- B5C3- 1DE1B74DB32D</ Request | d>
<l nst ances>
<l nst ance>
<l nner | pAddr ess/ >
<I magel d>ubuntu_16 0402 64 20G al i base 20170818. vhd</ | magel d>
<l nst anceTypeFam | y>ecs. g5</ | nst anceTypeFani | y>
<Vl anl d/ >
<Net wor kIl nt er f aces>
<Net wor kI nt er f ace>
<MacAddr ess>00: 16: 3e: 32: b4: dc</ MacAddr ess>



<Primaryl pAddress>172. 17. XX. XXX</ Pri maryl pAddr ess>
<Net wor kI nt er f acel d>eni - 2zeh9at cl duxvf 1zcyal </ Net wor kI nt
erfacel d>
</ Net wor kIl nt er f ace>
</ Net wor kI nt er f aces>
<l nst ancel d>XXXXXXXXXXX</ | nst ancel d>
<Ei pAddr ess>
<| pAddr ess/ >
<Al | ocati onl d/ >
<I nt er net Char geType/ >
</ Ei pAddr ess>
<I nt er net MaxBandwi dt hl n>1000</ | nt er net MaxBandwi dt hl n>
<Zonel d>cn- bei j i ng- e</ Zonel d>
<I nt er net Char geType>PayByBandwi dt h</ | nt er net Char geType>
<Spot St r at egy>NoSpot </ Spot St r at egy>
<St oppedMbde>Not - appl i cabl e</ St oppedivbde>
<Seri al Nunmber >d9bdlcdc- 624d- 4736- 9da5- 2ba2f 741a304</ Seri al Nunber

<l oOpti m zed>true</1 oOptin zed>
<Menor y>8192</ Menor y>
<Cpu>2</ Cpu>
<VpcAttri but es>
<Nat | pAddr ess/ >
<Pri vat el pAddr ess>
<| pAddress>172. 17. XX. XXX</ | pAddr ess>
</ Pri vat el pAddr ess>
<VSwi t chl d>vsw 2zehOr 1pabwt géwcssgca</ VSwi t chl d>
<Vpcl d>vpc- 2zeuphj 08t t 793br db36x</ Vpcl d>
</ VpcAttribut es>
<l nt er net MaxBandwi dt hQut >1</ | nt er net MaxBandwi dt hCut >
<Devi ceAvai | abl e>t rue</ Devi ceAvai | abl e>
<SecurityG oupl ds>
<SecurityG oupl d>sg-2ze21r 9gb638hvt r vsus</ Securi t yG oupl d>
</ SecurityG oupl ds>
<Spot Pri ceLi m t >0. 0</ Spot Pri ceLim t>
<Sal eCycl e>Week</ Sal eCycl e>
<Aut oRel easeTi ne/ >
<l nst anceNanme>ECS- BUY- 2017- 57- 10</ | nst anceNanme>
<Descri ption/ >
<Resour ceG oupl d/ >
<OSType>l i nux</ CSType>
<OSNane>Ubuntu 16. 04 64</ OSNane>
<l nst anceNet wor kType>vpc</ | nst anceNet wor kType>
<Publ i cl pAddr ess>
<I| pAddress>47.94. XX. XX</| pAddr ess>
</ Publ i cl pAddr ess>
<Host Nanme>i Z2zeh9at cl duxvf 1zxuyl Z</ Host Name>
<l nst anceType>ecs. g5. | arge</ | nst anceType>
<CreationTi me>2017- 12- 10T04: 04Z</ Cr eat i onTi me>
<Tags>
<Tag>
<TagVal ue>f gwf ew</ TagVal ue>
<TagKey>f ef qe</ TagKey>
</ Tag>
<Tag>
<TagVal ue>weqf wg</ TagVal ue>
<TagKey>f gewf wgewf </ TagKey>
</ Tag>
<Tag>
<TagVal ue>ewgf f eqw</ TagVal ue>
<TagKey>f gf wewf quw</ TagKey>
</ Tag>



</ Tags>
<St at us>Runni ng</ St at us>
<Cl usterld/ >
<Recycl abl e>f al se</ Recycl abl e>
<Regi onl d>cn- bei j i ng</ Regi onl d>
<GPUSpec/ >
<Qper at i onLocks/ >
<GPUAnount >0</ GPUAnpunt >
<I nst anceChar geType>Pr ePai d</ | nst anceChar geType>
<Expi redTi me>2017-12- 17T16: 00Z</ Expi r edTi me>
</l nst ance>
</l nstances>
</ Descri bel nst ancesResponse>

JSON format

{

"I nstances": {
"I nstance": |

"CreationTime": "2015-07-27T07: 082",
"Devi ceAvail able": "true",
"Ei pAddress": {},
"ExpiredTi me": "2011-09-08T16: 002",
"Host Nanme": "i Z94t 3s0j xkzZ",
"I magel d": "centos6u5 64 20G aliaegis 20150130. vhd",
"I nner| pAddress”: {

"| pAddress”: |

"10.170. XX XXX"

]

)

"I nst anceChar geType": "Post Pai d",

"I nstancel d": " XXXXXXXXX",

"] nst anceNane": "dd\u6027\ u80f d\ uéd4b\ u8bds",
"1 nst anceNet wor kType": "classic",

"I nstanceType": "ecs.s2.large",

"I nt er net Char geType": "PayByTraffic",

"| nt er net MaxBandwi dt hl n": "-1",

"I nt er net MaxBandwi dt hQut ": "1",

"l oOptimzed": "fal se",

"OperationLocks": {
"LockReason": []

} H
"Publicl pAddress": {
"| pAddress": |
"120.25. XX XXX"

]

egi onl d": "cn-shenzhen",
"SecurityGouplds": {

"SecurityGoupld": [

"sg- 94kdOcyg0"

; ]
"Serial Nunber": "51d1353b-22bf-4567-al76- 8b3e12e43135",
"Status": "Running",
"VpcAttributes": {

"Privat el pAddress": {
"1 pAddress": []

}

}

}H



"Zonel d":

}
]
} b
"PageNumber": "1",
"PageSi ze": 10,
"Request | d": "14A07460- EBE7- 47CA- 9757- 12CCA761D47A",
"Total Count™": "1"

}

Error codes

"cn- shenzhen-a"

Error codes specific to this interface are as follows. For more information, see API Error Center.

NotFound

Error code Error messages HTTP status | Description
code

InvalidTag. The specified Tag.n.Key and Tag.n. |400 The specified Tag.

Mismatch Value are not match. n. Key and Tag. n.
Val ue must be key-
value matched.

InvalidTagCount | The specified tags are beyond the 400 You can add up to five

permitted range. tags to the specified

ECS resource in this
query request.

Invalidins The InstanceChargeType does not 404 The specified

tanceChargeType | exist in our records. | nst anceCh

.NotFound ar geType does not
exist.

Invalidint The specified InternetChargeType is | 404 The specified

ernetChargeType | not valid I nt er net Ch

.ValueNotSu ar geType is invalid.

pported

InvalidNet The specified InstanceNetworkType |404 The specified

workType. is not found I nst anceNe

NotFound t wor kType does not
exist.

InvalidStatus. The specified Status is not found 404 The specifiedSt at us

does not exist.
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5.9 DescribelnstanceAutoRenewAttribute

Queries the auto renewal status of an instance.
Description

* Queries the auto renewal status of your instance to view if your instance is set to auto renewal.
» Supports Subscription ECS instances only. If you use this APl on a Pay-As-You-Go instance,

an error is returned.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value:
DescribelnstanceAuto
RenewAttribute.

Regionld String Yes Region ID of an
instance. For more
information, call
Descri beRegi ons to
obtain the latest region
list.

Instanceld String Yes Instance ID set. A
maximum of 100
Subscription instances
are supported, in the
format of ["instanceld
1", "instanceld2", "
instanceld3"...].

Response parameters

Name Type Description

Instanceld String ID of the instance, which is
generated by the system

and is globally unique. The
unique identity to accesses an
instance.

Duration Integer Auto renewal duration.

AutoRenewEnabled Boolean Auto renewal or not.




Name Type Description

* true: Auto renewal is
enabled.

+ false: Auto renewal is
disabled.

RenewalStatus String Returns whether to renew an
ECS instance automatically or
not.

* AutoRenewal: Auto renewal

is enabled.

* Normal: Auto renewal is
disabled. However, you can

renew your ECS instance
manually.

* NotRenewal: No renewal
any longer. If this value is
returned, Alibaba Cloud
ceases to send notification
of instance expiry, and
only gives a brief reminder
on the third day before
the instance expiry. In
this case, if you want to
renew your instance, you
can change the renewal
status of your instance to
RenewalStatus=Normal (
Nor amal ) before a manual
renewal or setting it to auto
renewal.

Example
Request example
https://ecs. aliyuncs. conl ?Acti on=Descri bel nst anceAut oRenewAt t ri but e
&Regi onl d=cn- hangzhou

&l nst ancel d=i -i nst ancel, i -i nst ance2
&<Comon Request Paraneters>

Response example



XML format

<Descri bel nst anceAut oRenewAt t r i but eResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<l nst anceRenewAt t ri but es>
<| nst anceRenewAt t ri but e>
<| nst ance>
<l nst ancel d>i -i nst ancel</ | nst ancel d>
<Dur at i on>0</ Dur at i on>
<Aut oRenewEnal bed>f al se</ Aut oRenewEnal bed>
<Renewal St at us>Nor nal </ Renewal St at us>
</ | nst ance>
<l nst ance>
<| nst ancel d>i -i nst ance2</ | nst ancel d>
<Dur at i on>1</ Dur ati on>
<Aut oRenewEnal bed>t r ue</ Aut oRenewknal bed>
<Renewal St at us>Aut oRenewal </ Renewal St at us>
</ | nst ance>
</ I nst anceRenewAt t ri but e>
</ | nst anceRenewAt t ri but es>
</ Descri bel nst anceAut oRenewAt t ri but eResponse>

JSON format

"I nstanceRenewAttri butes": {
"I nstanceRenewAttribute": |

{
"Duration": O,
"l nstanceld": "i-instancel",
" Aut oRenewEnabl ed": fal se
"Renewal Status": "Normal"
b,
{ .
"Duration": 1,
"l nstanceld": "i-instance2",
" Aut oRenewkEnabl ed": true
"Renewal St atus": " Aut oRenewal "
}

} ]
o] equest | d": "04FOF334- 1335-436C- A1D7- 6C044FE73368"

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

instances do not

support this operation.

Error code Error message HTTP status code Meaning
Abs.MissingParamter. |Instanceld should not [403 Instanceld is required.
Instanceld be null.

ChargeTypeViolation [Pay-As-You-Go 403 Pay-As-You-Go

instances do not
support this operation.
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Error code

Error message

HTTP status code

Meaning

IncorrectinstanceSta | The current status of |403 This operation is not
tus the resource does not supported because the
support this operation. instance has expired.
InvalidParameter. The specified 403 The specified
Invalidinstanceld instanceld is not valid. | nst ancel dis
invalid.
InvalidParameter. No more than 100 403 The number of

ToManylnstancelds Instancelds can be the specified
specified. | nst ancel d cannot
exceed 100.
5.10 DescribelnstanceRamRole
Queries information related to the instance RAM role.
Request parameters
Name Type Required Description
Action String Yes The name of
this interface.
Value: Describeln
stanceRamRole
Instancelds String Yes Instance ID set
. A maximum of
100 instances are
supported, in the
format of ["instanceld
1", "instanceld2", "
instanceld3"...].
RamRoleName String No Queries all the ECS

instances to which the
specified RAM role is
attached. You can use
RAM API ListRoles to
query your available
instance RAM roles.




Return parameters

Name Type Description

InstanceRamRoleSets Array Information set of
Instance RAM role
(InstanceRamRoleSetType)

Example

Request example

htt ps://ecs. al i yuncs. conf ?Acti on=Descri bel nst anceRanRol e
&Regi onl d=cn- hangzhou

&l nstancel ds=["i -i nstancel"]

&<Common Request Paraneters>

Response sample

XML format

<Descri bel nst anceRanRol eResponse>
<Request | d>8F4CAE3F- 7892- 4662- 83A5- 2C2FFD639553</ Request | d>
<| nst anceRanRol eSet s>
<l nst anceRanRol eSet >
<l nst ancel d>i -i nst ancel</ | nst ancel d>
<RanRol eNane>RanRol eTest </ RanRol eNane>
</ | nst anceRanRol eSet >
</ | nst anceRanRol eSet s>
<Tot al Count >1</ Tot al Count >
</ Descri bel nst anceRanRol eResponse>

JSON format

{
"Request | d": "8F4CAE3F-7892-4662- 83A5- 2C2FFD639553",
"I nst anceRanRol eSet s": {
"I nst anceRanRol eSet ": [
"l nstanceld": "i-instancel",
"RanRol eNane": "RanRol eTest"
}
]
}!
"Total Count": 1
}

Error codes

Error codes specific to this interface are as follows. For more error codes, see API Error Center.
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Error code Error message HTTP status code Note

Invalidinstancelds. The specified 400 The specified
Malformed Instancelds is not valid | nst ancel ds are not
valid.
InvalidNetworkType. The Ram role cannot | 403 RAM roles cannot
MismatchRamRole be attached to be attached to
instances of Classic | nst ancel ds of
network type. Classic network type.

Ram role cannot be
attached to instances
of Classic network.

Invalidinstanceld. The specified 404 The specified

NotFound Instanceld does not Instancelds does not
exist. exist.

InvalidRamRole. The specified 404 The specified

NotFound RamRoleName does RanRol eNane does
not exist. not exist.

5.11 ModifylnstanceVpcAttribute

Modifies the attributes of a Virtual Private Cloud (VPC).
Description

+ The ECS instance must be in the St opped status before the VSwitch can be changed.

* A new instance must have been started and stopped before you call this interface.

* An ECS instance that has successfully modified the VPC properties must have been started
and stopped before you call this interface again.

* When VPC attributes are modified for a specified VSwi t chl d, the VSwi t chl d must belong to
the same VPC.

+ When VSwi t chl d is specified and Pri vat el pAddr ess is not specified, the system
automatically allocates a private IP address for your ECS instance.

* The current VSwi t chl d and new VSwitch of the specified instance must belong to the same
zone.

» The current VSwitch and new VSwi t chl d of the specified instance must belong to the same
VPC.

* When both VSwi t chl d and Pri vat el pAddr ess are specified, the specified

PrivatelpAddress must be in the network segment of the specified VSwitch. The value of



Pri vat el pAddr ess depends on VSwi t chl d. You must specify the VSwitchld when you

modify the Pri vat el pAddr ess of your instance.

« For more information about the APIs for VPC, see API Reference of VPC.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
modifyinstancevpcatt
ribute.

Instanceld

String

Yes.

Instance Id.

VSwitchld

String

Yes.

New VSwitch Id. Only
VSwi t chl d in the
same zone of the
previous VSwitch can
be selected.

Privateipaddress

String

No

New private IP
addresses of your
instance. The value of
Pri vat el pAddr ess
depends on the

VSwi t chl d. You must
specify the VSwitch
when you modify the
Pri vat el pAddr ess
of your instance.

Response parameters

All parameters are common response parameters. For more information, see Common

parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Modi fyl nstanceVpcAttri bute

&l nst ancel d=35F20777- ODFF- C152- 41FA- BCEOEAOB2FD7

&VSwi t chl d=[ vswi t chi d]

&<Comon Request Paraneters>

Response example




XML format

<Mbdi fyl nst anceAt tri but eResponse>
<Request | d>473469C7- AA6F- 4DC5- B3DB- A3DCODE3CB3E</ Request | d>

</ Modi fyl nst anceAttri but eResponse>

JSON format

"Request | d":

Error codes

"473469C7- AAGF- 4DC5- B3DB- ASDCODE3C83E"

The following error codes are specific to this interface. For more error codes, visit the AP/ error

center.
Error code Error message HTTP status code Description
Incorrectinstancesta The current status of 400 Only an instance
tus instance does not in St opped status
support this operation. supports this
operation.
InvalidPrivatelp. Previous action is not 400 The private IP address
Changing finished yet. cannot be modified
because the previous
modification is not
finished yet.
InvalidPrivatelp. Specified private IP 400 The private IP address
Changing address is not in the is being modified
CIDR block of virtual by the instance (the
switch. private IP address
can be modified only
when the instance is
stopped).
InvalidPrivatelpAddr Specified private IP 400 The specified private
ess.Duplicated address is duplicate. IP address is already
in use.
InvalidPrivatelpAddr Specified private IP 400 The specified private
ess.Malformed address is malformed. IP address is invalid.
InvalidPrivatelpAddr Specified private IP 400 The specified private

ess.Mismatch

address is not in the
CIDR block of virtual
switch.

IP address is not in the
network segment of
the specified VSwitch.
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Error code

Error message

HTTP status code

Description

Mismatch

InvalidVSwitchld.

Specified instance and
virtual switch are not
in the same zone.

400

The specified instance
and VSwi t chl d are
not in the same zone.

OperationDenied

Specified operation
is denied as your
instance is not in VPC.

400

The network type for
the specified instance
must be VPC.

NotFound

Invalidinstanceld.

The specified
Instanceld does not
exist.

404

The specified ECS
instance does not exist

NotFound

InvalidVSwitchld.

Specified virtual switch
does not exist.

404

The specified VSwitch
ID does not exist.

NotFound

InvalidVSwitchld.

Specified virtual switch
is not found in current
VPC.

404

The specified VSwitch
of the instance cannot
be modified because
it is not found in the
current VPC.

5.12 ModifylnstanceAttribute

Modifies the information such as the name, password, host name, and description of an instance.

Description

When you call this interface, consider the following:

* You cannot reset the password for an instance when it is in the St art i ng status.

+ If the specified instance is locked, and the Oper at i onLocks of the instance indicates "

LockReason"

"security", you cannot reset its password.

+ The new password takes effect only after the instance is restarted in the console or by calling

the interface Reboot | nst ance.

* When an instance is in the Stopped status and is not limited to pass a user data script, you

can modify its user data.

Request parameters

Name Type Required Description

Action String | Yes The name of this interface. Value: Modifylnst
anceAttribute.

I nst ancel d String [ Yes The specified instance ID.




Name

Type

Required

Description

I nst anceNane

String

No

The name of the instance.The name is a string of
2 to 128 characters. It must begin with an English
or a Chinese character. It can contain A-Z, a-z,
Chinese characters, numbers, periods (.), colons
(:), underscores (_), and hyphens (-).

Descri ption

String

No

The description of the instance is null by default. It
cannot begin with http:// or https://.

Passwor d

String

No

Resets the administrative password of the instance.
The password can be [8, 30] characters in length. It
must contain uppercase letters, lowercase letters,
and numbers. The following special characters are
allowed: ()'~! @#$%"&amp;*-+=|{}[];;'&lt;>,.? /. A
slash (/) cannot be the first character of Windows

instances administrative password.

Host Nane

String

No

Host name of the instance.

* It cannot start or end with a period (.) or a hyphen
(-) and it cannot have two or more consecutive
periods (.) or hyphens (-).

* For Windows: The host name can be [2, 15]
characters in length. It can contain A-Z, a-z,
numbers, periods (.), and hyphens (-). It cannot
only contain numbers.

* For other operating systems: The host name
can be [2, 64] characters in length. It can be
segments separated by periods (.). It can contain
A-Z, a-z, numbers, and hyphens (-).

User Dat a

String

No

The user-defined data of your ECS instance. The
size of your UserData must be less than 16 KB
before the Base64 encodement. Refrain from
entering confidential information, such as SSH key
pair and AccessKey, in your request. If you do so,
make sure the confidential information is encrypted
before Base64 encoding. Also, do not forget to
decrypt the information after it passes into your ECS
instance.

Credi t Spec
ification

String

No

Modifies the running mode of an unlimited credit
enabled t5 instance. Optional values:

» Standard: The standard running mode. For more
information, see t5 standard instances.




Name Type Required Description

* Unlimited: The unlimited running mode. For more
information, see t5 unlimited instances.

Default value: null.

Response parameters
All are common response parameters. For more information, see Common parameters.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Modi fyl nstanceAttri bute
&l nst ancel d=i -i nst ancel

&Passwor d=pwd

&<Conmon Request Par anet er s>

Response example
XML format

<Modi fyl nst anceAttri but eResponse>
<Request | d>473469C7- AA6F- 4DC5- B3DB- A3DCODE3CB3E</ Request | d>
</ Modi fyl nst anceAttri but eResponse>

JSON format

{
}

"Request | d": "473469C7- AA6F- 4DC5- B3DB- A3DCODE3C83E"

Error codes

All are common error codes. For more information, see API Error Center.

Error code Error message HTTP status | Meaning
code
InvalidDescription | The specified parameter “Description 400 The specified
.Malformed ” is not valid. Descriptionis
invalid.
InvalidDescription | The specified destination image 400 The specified
.Malformed description is wrongly formed. Descriptionis
invalid.
InvalidHos The specified parameter “Password” | 400 The specified
tPassword. is not valid. Passwor d is invalid.
Malformed
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Error code Error message HTTP status | Meaning

code

Invalidins The specified parameter “InstanceNa [ 400 The specified

tanceName. me” is not valid. | nst anceNane is

Malformed invalid.

InvalidHostName. | The specified parameter “HostName” 400 The specified

Malformed is not valid. Host Nane is invalid.

InvalidPassword. | The specified parameter “Password” | 400 The specified

Malformed is not valid. Passwor d is invalid.

InvalidUserData. | The specified parameter “UserData” |400 The size of your

SizeExceeded exceeds the size. User Dat a must be

less than 16 KB.

InvalidUserData. | The specified parameter “UserData” |400 You can only specify

NotSupported only support the vpc and loOptimized User Dat a for a VPC
Instance. instance or an 1/O

optimized instance.

Incorrectl The current status of the resource 403 You cannot reset

nstanceStatus does not support this operation. the password for an

instance when it is in
Deleted or Starting
status.

InstancelLo The specified operation is denied as [ 403 Your instance has

ckedForSecurity your instance is locked for security been locked.
reasons.

OperationDenied | The Specified operation is denied as | 403 Your instance has
your instance is locked for security been locked.
reasons.

OperationDenied | The current status of the resource 403 You cannot reset
does not support this operation. the password for an

instance when it is in
Deleted or Starting
status.

HOSTNAME | hostname is not valid. 404 The specified

LLEGAL Host Nane is invalid.

Invalidinstanceld. | The specified Instanceld does not 404 The specified

NotFound

exist.

| nst ancel d does not
exist.




Error code Error message HTTP status | Meaning

code
InvalidSec The specified SecurityGroupld does | 404 The specified
urityGroupld. not exist. SecurityGoupld
NotFound does not exist.

5.13 ModifylnstanceChargeType

Changes the billing method for one or more instances. You can use this interface to change the
billing method between Pay-As-You-Go and Subscription. Additionally, you can change all Pay-

As-You-Go cloud disks that are mounted to an instance to Subscription ones.
Description
When you call this interface, consider the following:

* You can change the billing method only when the target instance is in the Running (indicated
by Runni ng) or Stopped (indicated by St opped) state and the balance of your payment
method is sufficient.

+ By default, the system uses the latest billing method to automatically charge fees. Make
sure that your account balance is sufficient. Otherwise, the system regards your order as
an exception, and you have to cancel this order. If your account balance is insufficient, set
Aut oPay to f al se. The system then generates a normal unpaid order for the outstanding

payment. You can log on to the ECS console to pay for this order.
From Subscription to Pay-As-You-Go

+ Alibaba Cloud users who reach a certain credit level can change the billing method from
Subscription to Pay-As-You-Go.

» After you change the billing method from Subscription to Pay-As-You-Go, the new billing
method will be effective throughout the whole instance life cycle, and you will receive a refund
of the instance price difference. The refund will be returned to your original payment channel,
but the used vouchers will not be returned.

* Refund rule: You can only freely use a certain amount of refund within a month, and the refund
that is not used within the current month will not be accumulated to the next month. After you
have used up the refund amount for this month, you can only change the billing method when
the next month arrives. The refund amount consumed for a billing method change is calculated
by either of the following formulas: Number of vCPUs x (Number of remaining days within

the instance's life cycle excluding the day when the billing method is changed x 24 +
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Number of remaining hours on the day when the billing method is changed) or Number
of vCPUs x (Number of remaining days within the instance's life cycle including the day
when the billing method is changed x 24 - Number of elapsed hours on the day when

the billing method is changed). The following figure illustrates the refund consuming rule by

taking the network-enhanced instance type ecs.sn1ne.xlarge (with 4 vCPUs) for example.

Jan 1, 00:00  em— Mar 5, 01:00  com— Jun 30, 00:00
|

\J
[Z - 4%(117°24-1) |

= 4*(116*24+23)

From Pay-As-You-Go to Subscription

* You can change all Pay-As-You-Go data disks that are mounted to an instance to Subscription

ones.

» This interface cannot be called if the release time has been set for a Pay-As-You-Go instance.

Request parameters

Name Type Required Description

Action String | Yes Name of this interface. Value: Modifylnst
anceChargeType

Regionld String [ Yes ID of the region where the instance is located.For

more information, call Descri beRegi ons to obtain
the latest region list.

Instancelds String [ Yes Instance ID. The parameter value is a JSON array
composed of multiple instance IDs in the ["s-

XXXXXXXXX", "S-YYYYYYyyyy", ... "s-zzzzzzzz7"] format.
A maximum of 20 IDs are allowed, and the IDs must

be separated by commas (, ).

Period Integer [No Instance life cycle

PeriodUnit String  [No Unit of the instance life cycle. Value range: year,
month, week, and day

Currently, only Year , Week, and Mont h are
supported.




Name

Type

Required

Description

IncludeDataDisks

Boolean

No

Whether to change all Pay-As-You-Go data disks
that are mounted to the instance to Subscription
ones. The default value is true.

InstanceCh
argeType

String

No

Target billing method. Value range:

* PrePaid (default value): Subscription, indicating
the billing method change from Pay-As-You-Go
to Subscription

+ PostPaid: Pay-As-You-Go, indicating the billing
method change from Subscription to Pay-As-You
-Go

AutoPay

Boolean

No

Whether to allow automatic payment. Value range:

+ true (default value): Automatic payment is
allowed. Make sure that the balance of your
payment method is sufficient. If the balance is
insufficient, an abnormal order will be generated,
which can only be voided.

+ false: An order is generated with no fee charged.
If the balance of your payment method is
insufficient, a normal unpaid order will be
generated. In this case, you can log on to the
ECS console to pay for the order.

DryRun

Boolean

No

Whether the system performs a permission check
only.

+ true: Sends a permission check request, without
performing actual API action. An enabled DryRun
checks whether your AccessKey is valid, the
authorization status of a RAM user, and whether
the required parameters are set. If you do
not have the required permissions, a related
error response is returned. Otherwise, it is
Dr yRunQOper at i on.

* False: Sends a normal request, returns the 2XX

HTTP status code after the check and queries
the resource status directly.

Default value: false.

ClientToken

String

No

Guarantees the idempotence of the request. The
value is generated by a client and must be globally
unique. Only ASCII characters are allowed. It can
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Name Type Required Description

contain a maximum of 64 ASCII characters. For
more information, see How to ensure idempotence.

Response parameters

Name Type Description
Orderld Long ID of a generated order
Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Modi fyl nst anceChar geType
&Regi onl d=cn- hangzhou

&l nstancel ds=[ "i - xXxXxXx1", " i - XxxXXxx2"]

&Peri od=1

&Peri odUni t =Mont h

&Aut oPay=f al se

&l ncl udeAl | Di sks=true

&Cl i ent ToOken=XXXXXXXXXXXXXX

&<Comon Request Par anet er s>

Response example

XML format

<Modi f yl nst anceConf i gur ati onResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FExxxxx</ Request | d>
<Order1d>10111111111xxxxx</ Or der|d>

</ Modi f yl nst anceConfi gur at i onResponse>

JSON format

"Request | d": "04FO0F334-1335-436C A1D7- 6C044FEXXxxX",
"Orderld": 1011111111111111,

}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status | Description
code
Expiredinstance | Expired instances exist in your 400 An overdue instance
request list. exists in the instance
list.
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Error code Error message HTTP status | Description

code

Instancesl| The maximum number of Instances is [ 400 A maximum of 20

dQuotaExceed exceeded. instances can be

specified at a time.

Invalidinstance. The specified instance has unpaid 400 There are still unpaid

UnpaidOrder order. orders under this

instance.

InvalidCli The ClientToken provided is invalid. [400 The value of

entToken. dient Tokenis

ValueNotSu invalid. Only ASCII

pported characters are

allowed.

InvalidParameter. | The specified Instancelds are invalid. | 400 The specified

Instancelds | nst ancel ds is

invalid.

InvalidStatus The instance cannot be modified in 400 The instance must be

.ValueNotSu the specified status. running (indicated by

pported Runni ng) or stopped

(indicated by St opped
).

ReleaseTim The specified instance has been set |400 Your request involves

eHaveBeenSet released time. an instance whose

release time has been
set.

Throttling You have made too many requests 400 Your operations are
within a short time; your request is too frequent. Please
denied due to request throttling. try again later.

InvalidPeriod Instance expired date can't exceed 400 The instance life cycle

.ExceededDe dedicated host expired date. cannot be longer than

didactedHost the dedicated host life

cycle.

InvalidAcc Your account does not have enough |403 The balance of your

ountStatus. balance. payment method is

NotEnoughB insufficient

alance

Invalidinstanceld. | The specified Instanceld does not 404 The specified instance

NotFound

exist.

does not exist.




due to some unknown error,
exception or failure.

Error code Error message HTTP status | Description
code
InternalError The request processing has failed 500 There is an internal

error.

5.14 ModifylnstanceSpec

Changes the instance type or modifies the Internet bandwidth of a Pay-As-You-Go () instance.

Description

When you call this interface, consider the following:

» The instance cannot have overdue payment.

* You can only modify the Internet bandwidth when the ECS instance is Running (Runni ng) or

Stopped (St opped).

» Before upgrading or lowering the instance specification, you can use

Descri beResour cesModi fi cati on to query the current instance for instance specifications

that support variant matches.

* You can only change the instance type when the ECS instance is Stopped (St opped).

* You can only either change the instance type or modify the Internet bandwidth each time.

* ninstance that was successfully modified once cannot be modified again within 5 minutes.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value:
ModifylnstanceSpec

Instanceld String Yes The specified instance
ID.

InstanceType String No Instance type. For

more information,
see Instance
generations and
type families, or call
Descri bel nst anceTy
to obtain the latest
type list.

pes



Name

Type

Required

Description

InternetMaxBandwidth
Out

Integer

No

Maximum value

of public network
outbound bandwidth;
unit: Mbps (Megabit
per second). Optional
values:

+ PayByTraffic: [0,
100]

InternetMaxBandwidth
In

Integer

No

Maximum value of
inbound Internet
bandwidth, in Mbps
(Megabit per second).
Value range:

+ Pay-By-Traffic: [1,
200]

ClientToken

String

No

Used to guarantee
the idempotence

of the request. The
value is generated

by a client. It must

be unique among all
requests and contains
a maximum of 64
ASCII characters.
For more information,
see How to ensure

idempotence.
Return parameters
Name Type Description
Requestid String The Request ID.

Example

Request example

https://ecs. aliyuncs. conl ?Acti on=Modi fyl nst anceSpec
&l nst ancel d=i - xxxxx1
&l nst anceType=ecs. sl. | ar ge

&l nt er net MaxBandwi dt hQut =10
&l nt er net MaxBandwi dt hl n=100




& i ent Token=xxXXXXXXXX

&<common request

Response sample

XML format

par anet er s>

<Modi f yl nst anceSpecResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
</ Modi f yl nst anceSpecResponse>

JSON format

"Request | d":
}

Error codes

"04FO0F334- 1335-436C- A1D7- 6C044FE73368",

Error codes specific to this interface are as follows. For more error codes, see API Error Center.

ValueNotSupported

InstanceType is not
supported.

Error code Error message HTTP status code Note
Account.Arrearage Your account has an 400 Your account has an
outstanding payment. overdue payment.
DependencyViolation. | The current 400 You cannot change
InstanceType InstanceType cannot the instance type to
be changed to the the specified instance
specified InstanceTy type.
pe.
Idempotenc Request uses a client 400 The request
eParamNotMatch token in a previous parameters for the
request but is not same C i ent Token
identical to that do not match.
request.
InvalidClientToken. The ClientToken 400 The value of
ValueNotSupported provided is invalid. d i ent Token is
invalid. Only ASCII
characters are valid.
Invalidinstance. The specified instance [400 The current instance
UnpaidOrder has unpaid order. has unpaid orders.
InvalidinstanceType. | The specified 400 The specified

InstanceType is invalid
or does not exist.
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Error code

Error message

HTTP status code

Note

InvalidinstanceType. | The specified 400 The specified
ValueUnauthorized instancetype is not | nst anceType is not
authorized. authorized for use.
InvalidinternetCharg The specified 400 The specified
eType.ValueNotSu InternetChargeType is I nt er net Ch
pported not valid. argeType does not
exist.
InvalidParameter The specified 400 The specified
parameter InternetMa | nt er net Ma
xBandwidthOut is not xBandwi dt hQut
valid. is invalid (it is not a
number or a number
out of value range).
InvalidParameter. The specified 400 The specified
Bandwidth parameter Bandwidth bandwidth value is
is not valid. invalid.
InvalidParameter. The specified image 400 The image is not
Conflict does not support the allowed to be used
specified instance type on an instance
of the specified
| nst anceType.
InvalidParameter. Too many parameters | 400 Request parameters
Mismatch in one request. are excessive.
InvalidStatus. The current status of 400 The status of the
ValueNotSupported the resource does not instance does not
support this operation. support this operation.
InvalidStatus. The instance cannot 400 The current instance
ValueNotSupported be modified in the status does not
specified status. support this operation.
OperationDenied The specified instance | 400 The network type of
is in VPC. the instance is VPC.
Price.PricePlanR The internetMa 400 The specified

esultNotFound

xBandwidthin or
internetMaxBandwidth
Out provided is invalid.

parameter

I nt er net Ma
xBandwi dt hl n

or I nternet Ma
xBandwi dt hQut is
invalid.




Error code

Error message

HTTP status code

Note

Throttling You have made too 400 Too many requests
many requests within were sent.
a short time; your
request is denied due
to request throttling.
InvalidinstanceStatus. | The specified Instance | 400 The instance is not in
NotStopped status is not stopped. the Stopped status.
CategoryViolation The specified instance | 403 The network type of
does not support this the current instance
operation because of does not support this
its disk category. operation.
ChargeTypeViolation | The operation is not 403 The billing method of
permitted due to the instance does not
charge type of the support this operation.
instance.
Imagenotsupportinsta | pecified image does 403 The instance type is
ncetype not support the not supported for the
specified InstanceTy specified mirror.
pe.
Instancelo The input parameter 403 The instance is
ckedForSecurity Instanceld that currently locked down
is mandatory for and the operation is
processing this denied.
security reasons.
InvalidAccountStatus. | Your account does not | 403 Your registered credit
NotEnoughBalance have enough balance. card is invalid or
you have insufficie
nt balance in your
PayPal account.
LastTokenProcessing | The last token request | 403 The last request is still
is processing. in process.
OperationDenied The instance is out of [403 The specified instance
usage. type has insufficient
inventory.
Invalidinstanceld. The specified 404 The specified

NotFound

Instanceld does not
exist.

| nst ancel d does not
exist.




Error code Error message HTTP status code

Note

InternalError The request 500
processing has failed
due to some unknown
error, exception or

Internal error.

failure.
InvalidAction The specified action is | 500 The current operation
not valid. is invalid.

5.15 ModifyPrepaylnstanceSpec

Changes the instance type of Subscription instances.
Description
When using this operation, consider the following:

* The specified instance must be in the Stopped (St opped) status.
* The specified instance cannot have outstanding payment.

» Before changing the subscribed instance type, you can use the

Descri beResour cesModi fi cati on API to query the instance types you can change to.

+ After downgrading the instance type, the new instance type applies to the entire lifecycle of

the instance. After an instance is downgraded, you are refunded the price difference for the

instance to the payment method you used. If you used coupons, they are not refunded.

* Aninstance that was successfully operated upon once cannot be operated upon again within

five minutes.

* Aninstance cannot be downgraded more than three times.

Request parameters

Name Type Required Description

Action String | Yes The operation that you want to perform. Value:
ModifyPrepaylnstanceSpec.

Instanceld String [ Yes Instance ID.

Regionld String [ Yes The region ID.For more information, call
Descri beRegi ons to obtain the latest region list.

InstanceType String | Yes The instance type to change to. For more
information, see Instance Type Family, or call




Name

Type

Required

Description

Descri bel nst anceTypes to obtain the latest type
list.

OperatorType

String

No

Operation type. Optional values:

+ upgrade: Upgrades the instance type.
+ downgrade: Downgrades the instance type.

Default: Upgrade.

Make sure that your registered credit card is valid or
enough balance in your PayPal account when you
set Qper at or Type to upgr ade.

AutoPay

Boolean

No

Whether or not automatic payment is enabled.
Optional values:

+ true: Automatic payment. Make sure that your
registered credit card is valid or enough balance
in your PayPal account. If the balance is not
sufficient, an exception order is generated, which
can only be voided.

» false: Generates orders, but does not deduct
the funds. If your registered credit card is invalid
or has credit limit set, a normal unpaid order is
generated. You can log on to the ECS console to
settle this order.By default, the system uses the
latest billing method to automatically charge fees.
Make sure that your account balance is sufficient.
Otherwise, the system regards your order as an
exception, and you have to cancel this order. If
your account balance is insufficient, set Aut oPay
to f al se. The system then generates a normal
unpaid order for the outstanding payment. You
can log on to the ECS console to pay for this
order.

Default: true.
When the parameter Oper at or Type is set to
downgr ade, the Aut oPay parameter is ignored.

SystemDisk.
Category

String

No

The new category of system disk. This parameter is
only used for upgrades from Phased-out instance
types, to instance type families available for sale
and from non-1/O optimized instance types to I/O
optimized instance types. Optional values:

» cloud_efficiency: Ultra cloud disk.



https://ecs.console.aliyun.com/
https://www.alibabacloud.com/help/faq-detail/55263.htm
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Name

Type

Required

Description

* cloud_ssd: SSD cloud disk.

MigrateAcr
ossZone

Boolean

No

Specifies whether to upgrade the instance among
different clusters or not.

Default: false.

When the M gr at eAcr ossZone is set to Tr ue
and you change the instance type according to the
returned information, you must make sure that:

» For classic network-connected instances:

— If you upgrade the Phased-out instance types
, hon-l/O optimized instances to 1/0 optimized
instances, the instance-related intranet IP
address, disk device names and license
key of the instance may change. For Linux
instances, Basic Cloud Disks (cl oud) will
be recognized as xvda or xvdb, while Ultra
Cloud Disks (cl oud_ef fi ci ency)and SSD
Cloud Disks (cl oud_ssd) as vda or vdb.

— |f your classic network instances are available
in the instance type families, the private IP of
the instances may change.

* For VPC-Connected instances:

If you upgrade the Phased-out instance types

, hon-1/O optimized instances to 1/0 optimized
instances, the disk device names and license key
of the ECS may change. For Linux instances,
Basic Cloud Disks (cl oud) will be recognized

as xvda or xvdb, while Ultra Cloud Disks (

cl oud_efficiency)and SSD Cloud Disks (

cl oud_ssd) as vda or vdb.

ClientToken

String

No

Guarantees the idempotence of the request. The
value is generated by a client and must be globally
unique. Only ASCII characters are allowed. It can
contain a maximum of 64 ASCII characters. For
more information, see How to ensure idempotence.
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Response parameters

Name Type Description
Orderld Long Order ID.
Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Modi f yPrepayl nst anceSpec
&Regi onl d=cn- hangzhou

&l nst ancel d=i - xxxxx1

&l nst anceType=ecs. sl.| arge

&Aut oPay=t r ue

&Oper at or Type=upgr ade

&Cl i ent TOKen=XXXXXXXXXXXXXX

&<Comon Request Paraneters>

Response example

XML format

<Modi f yPr epayl nst anceSpecResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<Order1d>10111111121111111</ Orderl d>

</ Modi f yPr epayl nst anceSpecResponse>

JSON format

"Request | d": "04FO0F334-1335-436C- A1D7- 6C044FE73368",
"Orderld": 1011111111111111,

}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status | Description
code

Account. Your account has an outstanding 400 Overdue payment
Arrearage payment. exists in your account.
Idempotenc Request uses a client token in a 400 The parameters of the
eParamNotMatch | previous request but is not identical requests that use the

to that request. same Cl i ent Token

do not match.



https://error-center.alibabacloud.com/status/product/Ecs

Error code Error message HTTP status | Description
code
InvalidBil The operation is not permitted due 400 The instance billing
lingMethod. to an invalid billing method of the method is invalid.
ValueNotSu instance.
pported
InvalidCli The ClientToken provided is invalid. 400 The value of
entToken. Cli ent Token is
ValueNotSu invalid. Only ASCII
pported characters are
allowed.
Invalidinstance. The specified Instance has unpaid 400 The current instance
UnpaidOrder order. has outstanding orders
Invalidinstanceld. | The specified Instanceld does not 400 The specified instance
NotFound exist. ID does not exist.
Invalidinstanceld. | The specified Instance has been 400 The specified instance
Released released. has been released.
Invalidins The specified InstanceType is not 400 The specified
tanceType. supported. | nst anceType is
ValueNotSu invalid or does not
pported exist.
Invalidins The specified InstanceType is not 400 The specified
tanceType. authorized. | nst anceType is
ValueUnaut unauthorized.
horized
MissingPar The Instanceld should not be null. 400 The | nst ancel d is
ameter.Instanceld required.
NotSupported
MissingPar The Regionld should not be null. 400 The Regi onl d is
ameter.Regionld required.
OrderCreat Order creation failed, please check 400 Failed to create the
ionFailed your params and try it again later. order because of the
parameters setting.
Throttling You have made too many requests 400 You have made

within a short time; your request is
denied due to request throttling.

too many frequent
requests in a short
time.




Error code Error message HTTP status | Description
code

ImageNotSu The specified image does not support [ 403 The specified image

pportinsta the specified InstanceType. does not support this

nceType instance type.

InvalidAcc Your account does not have enough |403 Your registered credit

ountStatus. balance. card is invalid or has

NotEnoughB credit limit set.

alance

InvalidBil The specified billing method is invalid [ 403 The specified billing

lingMethod method does not exist.

InvalidUser. The RAM user does not have 403 Your RAM user

PassRoleFo privilege to pass a role. does not have the

rbidden PassRol e permission.
Contact the owner of
the primary account
to grant the PassRole
permission.

BillingMet The account has not chosen any 404 No payment method

hodNotFound billing method. was selected for your
account.

InvalidRegionld. | The specified Regionld does not exist | 404 The specified

NotFound Regi onl d does not
exist.

InternalError The request processing has failed 500 Internal error.

due to some unknown error,
exception or failure.

5.16 Renewlnstance

Renews a subscription instance.
Description
When you call this interface, consider the following:

» This interface supports only Subscription ECS instances.

+ By default, coupons available under your account will be preferentially used during payment if

you are not using a free account.

* Your account must support credit payment. Otherwise, your request will be denied.




Request parameters

Name

Type

Required

Description

Action

String

Yes

Name of this interface. Value: Renewlnstance.

Instanceld

String

Yes

ID of the instance to be renewed.

Period

Integer

Yes

Renewal period of a Subscription instance. This
parameter is valid and mandatory only when

| nst anceChar geType is set to Pr ePai d.
Once Dedi cat edHost | d is specified, the value
range of the Period parameter must be within the
subscription period of the dedicated host. Value
range:

o {"17,%2”,“3”, “4”} when Peri odUni t is set to
week.

o {"17,727,43",“4”, “5”, “6”, “7”, “8”, “9”, “12”, “24”,
“36”,"48”,"60"} when Per i odUni t is setto
nont h

PeriodUnit

String

No

Unit of Per i od. Value range:

+ Week
* Month (Default value)

ClientToken

String

No

Guarantees the idempotence of the request. The
value is generated by a client and must be globally
unique. Only ASCII characters are allowed. It can
contain a maximum of 64 ASCII characters. For
more information, see How to ensure idempotence.

Response parameters

All are common response parameters. See Common response parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Act i on=Renew nst ance
&anp; | nst ancel d=i -i nstancel

&anp; Peri od=1

&<Comon Request Paraneters>

Response example

XML format

<Modi f yl nst anceSpecResponse>




<Request | d>473469C7- AA6F- 4DC5- B3DB- A3DCODE3CB3E</ Request | d>
</ Modi fyl nst anceSpecResponse>

JSON format

{
}

"Request | d":

Error codes

"473469C7- AAGF- 4DC5- B3DB- A3SDCODE3C83E"

Error codes specific to this interface are as follows. For more information, see APl Error Center.

Error code Error message HTTP status | Meaning
code
Idempotenc Request uses a client token in a 400 The parameter does
eParamNotMatch | previous request but is not identical not match the request
to that request. parameter using the

same ClientToken.

InvalidCli The ClientToken provided is invalid. |400 The ClientToken value

entToken. is invalid. Only ASCII

ValueNotSu characters are allowed

pported

InvalidPeriod The specified period is not valid. 400 The specified Period
is invalid (not a digit
or beyond the value
range).

ChargeType The operation is not permitted due to | 403 The payment method

Violation charge type of the instance. does not support this
operation.

Incorrectl The current status of the resource 403 The current state of

nstanceStatus does not support this operation. the resource does not
support this operation.

Instance. The specified instance has unpaid 403 There are still unpaid

UnPaidOrder order. orders under this
instance.

InstancelLo The specified operation is denied as | 403 This operation is

ckedForSecurity | your instance is locked for security denied because the

reasons. instance is locked for

security reasons.

LastTokenP The last token request is processing. [403 The last request is still

rocessing in progress.
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Error code

Error message

HTTP status | Meaning

code

InvalidInstanceld.
NotFound

The specified Instanceld does not 404 The specified

exist.

Instanceld does not
exist.

5.17 Reactivatelnstances

Reactivates a Pay-As-You-Go ECS instance that is suspended because of overdue payments and

in the Stopped status.

Description

When you call this interface, consider the following:

* The instance must be in the Expired (St opped) or Overdue and Being Recycled (St opped)

status.

* You must pay the bills and reactivate the instance within 15 days after the instance is

suspended because of overdue payments. Otherwise, the instance is released and the data

cannot be restored. If you cannot reactivate a VPC-connected instance, try again later or open

a ticket to contact Alibaba Cloud.

» For more information about the service restrictions, see Reactivate instances in the User Guide

manual.

+ If the operation is successful, the status of the instance becomes Starting (St arti ng).

+ The Oper ati onLocks of the locked instance cannot be " LockReason" : "security".

Request parameters

Name Type Required Description

Action String | Yes The name of this interface. Value: Reactivate
Instances.

Instanceld String [ Yes The ID of the instance that you want to reactivate.

Response parameters

All are common response parameters. See Common response parameters.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=React i vat el nst ances
&l nst ancel d=i -i nst ancel



https://workorder-intl.console.aliyun.com/#/ticket/createIndex
https://workorder-intl.console.aliyun.com/#/ticket/createIndex

&<Common Request Paranet er s>

Response examples

XML format

<React i vat el nst ancesResponse>
<Request | d>51AB7717- 6EL1A- 4D1D- A44D- 54CBxxxxxxxx</ Request | d>
</ React i vat el nst ancesResponse>

JSON format

"Request | d":
}

Error codes

"51AB7717- 6EL1A- 4D1D- AA4D- S54CBXXXXXXXX"

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status | Description
code
Incorrectl The current status of the resource 403 The operation is not
nstanceStatus does not support this operation. supported when
the instance is in its
current status.
Instancelo The specified operation is denied as | 403 The request is denied
ckedForSecurity your instance is locked for security because this resource
reasons. is locked for safety
concerns.
Insufficie Your account does not have enough |[403 Your account has
ntBalance balance. unpaid bills. Pay all
the bills and try again.
Reactivate Instance status is not Expired, 403 The Pay-As-You-Go
Instances. ImageExpired or EcsAndimag instance is not in the
InstanceSt eExpired. Expired or Overdue
atusNotValid and Being Recycled
status.
Invalidinstanceld. | The specified Instanceld does not 404 The specified
NotFound exist. | nst ancel d does not
exist.
InvalidPayType. | The specified pre pay instance not 404 This operation is
NotSupport support. supported only for Pay
-As-You-Go instances.



https://error-center.alibabacloud.com/status/product/Ecs

Error code Error message HTTP status | Description
code
InternalError The request processing has failed 500 The error message

due to some unknown error.

returned when an
internal error occurs.
Please try again later.




6 Launch templates

6.1 CreateLaunchTemplate

Creates an instance launch template, or launch template for short. An instance launch template

saves you the trouble of entering a large number of configuration parameters each time you create

an instance.

Description

Instance launch templates contain configurations used to create instances, such as the instance

region, image ID, instance type, security group ID, and internet bandwidth settings. If you do

not specify a certain instance configuration in the template, you must specify this configuration

when creating an instance. When creating templates (Cr eat eLaunchTenpl at e), the template

version numbers start from 1. After creating one template, you can create multiple versions

based on this template (Cr eat eLaunchTenpl at eVer si on). Version numbers start from 1 and
increase sequentially. If you do not specify a template version number when creating an instance

(Runl nst ances), default version is used.

When you call this interface, consider the following:

* You can create up to 30 instance launch templates per region. Each template can have up to

30 versions.

* Most instance launch template parameters are optional. When you create a template, ECS

does not verify the existence or validity of its parameter values. The validity of parameter

values is only verified when you create instances.

» If you set a certain configuration in an instance launch template, you cannot filter out

this configuration when creating an instance (Runl nst ances). For example, if you set

Host Name=Local Host in the template and in Runl nst ances the value of Host Nane is

null, the Local Host still takes effect. If you want to overwrite the Host Name=Local Host

configuration, set Host Nanme=MyHost in Runl nst ances or other parameter values if you

want.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this interface. Value: CreateLaun
chTemplate.




Name Type Required Description

Regionld String [ Yes Region ID of an instance. For more information, call
Descri beRegi ons to obtain the latest region list.

LaunchTemp String | Yes Instance launch template name. Can contain [2, 128

lateName ] characters in length. It must start with an English
letter (uppercase or lowercase) and can contain
numbers, periods (.), colons (), underscores (_),
and hyphens (-). It cannot start with "http://" or "https
A"

VersionDes String No Description of instance launch template version 1. It

cription can be [2, 256] characters in length. It cannot start
with "http://" or "https://". The default value is null.

Imageld String [ No Image ID.

InstanceType String  [No Instance type. For more information, call
Descri bel nst anceTypes to obtain the latest
instance type list.

SecurityGroupld | String | No The security group ID.

NetworkType String  [No Network type of the instance. Value options: Classic
| VPC.

VSwitchld String  [No When creating a VPC-Connected instance, you
must specify its VSwitch ID.

InstanceName String [No The name of the instance. The name is a string of
2 to 128 characters. It must begin with an English
or a Chinese character. It can contain A-Z, a-z,
Chinese characters, numbers, periods (.), colons
(:), underscores (_), and hyphens (-).

Description String [ No Instance description.

InternetMa String  [No The maximum inbound bandwidth from the internet

xBandwidthin network, measured in Mbit/s. Value range: [1, 200].

InternetMa String No Maximum outbound bandwidth from the Internet, its

xBandwidthOut unit of measurement is Mbit/s. Value range: [0, 100].

HostName String [No Instance host name.

» It cannot start or end with a period (.) or a hyphen
(-) and it cannot have two or more consecutive
periods (.) or hyphens (-).

* For Windows: The host name can be [2, 15]
characters in length. It can contain A-Z, a-z,




Name

Type

Required

Description

numbers, periods (.), and hyphens (-). It cannot
only contain numbers.

* For other operating systems: The host name
can be [2, 64] characters in length. It can be
segments separated by periods (.). It can contain
A-Z, a-z, numbers, and hyphens (-).

Zoneld

String

No

The zone ID of the instance.

SystemDisk.
Category

String

No

The category of the system disk. System disk type.
Optional values:

» Cloud: Basic cloud disk.
» cloud_efficiency: Ultra cloud disk.

* cloud_ssd: SSD Cloud Disks.

» ephemeral_ssd: Ephemeral SSD.

SystemDisk.Size

Integer

No

Size of the system disk, measured in GB. Value
range: [20, 500].

SystemDisk.
DiskName

String

No

System disk name. The name is a string of 2 to
128 characters. It must begin with an English

or a Chinese character. It can contain A-Z, a-z,
Chinese characters, numbers, periods (.), colons
(:), underscores (_), and hyphens (-).

SystemDisk.
Description

String

No

System disk description. It cannot begin with http:/
or https://.

DataDisk.n.
Category

String

No

The data disk type. Value range of n: [1, 16].
Optional values

» Cloud: Basic cloud disk.

» cloud_efficiency: Ultra cloud disk.
* cloud_ssd: SSD Cloud Disks.

» ephemeral_ssd: Ephemeral SSD.

DataDisk.n.Size

Integer

No

The data disk capacity. Value range of n: [1, 16].
Value range:

+ cloud: [5, 2000]

+ cloud_efficiency: [20, 32768]
+ cloud_ssd: [20, 32768]

» ephemeral_ssd: [5, 800]




Name Type Required Description
DataDisk.n. String  [No The snapshot used to create the data disk. Value
Snapshotld range of n: [1, 16].
DataDisk.n. Boolean [ No The data disk capacity. Value range of n: [1, 16].
Encrypted
DataDisk.n. String No The data disk name. Value range of n: [1, 16].
DiskName
DataDisk.n. String  [No Description of a data disk. The valid range of n is [1,
Description 16].
DataDisk.n String No Whether the data disk is released with its instance.
.DeleteWith Value range of n: [1, 16].
Instance
loOptimized String [No Whether it is an 1/0-optimized instance or not.
Optional values:
* none
* optimized
Networkinterface |String |No The primary private IP address of the ENI.
.1.PrimarylpA
ddress
Networklinterface. | String No The VSwitch ID for ENI. The instance must be in the
1.VSwitchld same zone of the same VPC network as the ENI,
but they may belong to different VSwitches.
Networkinterface |String |No The security group ID must be one in the same VPC
.1.SecurityGr
oupld
Networkinterface |String |No ENI name.
.1.NetworklInt
erfaceName
Networkinterface. | String No The ENI description.
1.Description
InternetCh String  [No Internet bandwidth billing method. Optional values:
argeType PayByTraffic
UserData String No User data of the instance, which is Base64-encoded
. Size of the raw data cannot exceed 16 KB.
KeyPairName String  [No The name of the key pair.




Name

Type

Required

Description

» Ignore this parameter for Windows instances. It is
null by default. Even if you enter this parameter,
only the Passwor d content is used.

» The password logon method for Linux instances
is set to forbidden upon initialization.

RamRoleName

String

No

The RAM role name of the instance. You can use
the RAM API Li st Rol es to query instance RAM
role names.

AutoReleaseTime

String

No

Instance auto release time. The time is presented
using the /ISO8601 standard and in UTC time. The
formatis YYYY-MM-DDTHH:MM:SSZ.

SpotStrategy

String

No

The spot strategy for a Pay-As-You-Go instance.
This parameter is valid and mandatory only when

| nst anceChar geType is set to Post Pai d. Value
range:

* NoSpot: Normal Pay-As-You-Go instance.

» SpotWithPriceLimit: Sets the maximum price for
a spot instance.

* SpotAsPriceGo: The system automatically
calculates the price. The maximum value is the
Pay-As-You-Go price.

SpotPriceLimit

Float

No

Sets the maximum hourly instance price. Supports
up to three decimal places.

SecurityEn
hancementS
trategy

String

No

Whether or not to activate the security enhancement
feature and install network security software free of
charge. Optional values: Active | Deactive.

Tag.n.Key

String

No

This tag applies to instance, disk, security group, or
image. The key of a tag of which n is from 1 to 20

. Once you use this parameter, it cannot be a null
string. It can be up to 64 characters in length. It

cannot begin with "aliyun”, "acs:", "http://", or "https
A"

Tag.n.Value

String

No

This tag applies to instance, disk, security group, or
image. The value of a tag of which n is a number
from 1 to 20. Once you use this parameter, it can be
a null string. It can be up to 128 characters in length
. It cannot begin with "aliyun”, "acs:", "http://", or "
https://".




Name Type Required

Description

Key

TemplateTag.n. [String |No

This tag applies to launch template. The key of a
tag of which n is from 1 to 20. Once you use this
parameter, it cannot be a null string. It can be up to
64 characters in length. It cannot begin with "aliyun",
"acs:", "http://", or "https://".

Value

TemplateTag.n. [String |No

This tag applies to launch template. The value of a
tag of which n is a number from 1 to 20. Once you
use this parameter, it can be a null string. It can be
up to 128 characters in length. It cannot begin with "
aliyun”, "acs:", "http://", or "https://".

Response parameters

Name Type Description
LaunchTemplateld String The launch instance template
ID.
Examples

Request example

https://ecs. aliyuncs. conf ?Acti on=Cr eat eLaunchTenpl at e

&Regi onl d=cn- hangzhou

&L aunchTenpl at eNane=l t - nanel

&l nst anceType=ecs. cmi. 6x| ar ge
&SecurityG oupl d=sg-securitygroupid
&<Common Response Par anet er s>

Response example
XML format

<Cr eat eLaunchTenpl at eResponse>

<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FExxxxx</ Request | d>
<LaunchTenpl at el d>I t - nbei aupmvmop9dxxxxx</ LaunchTenpl at el d>

</ Cr eat eLaunchTenpl at eResponse>

JSON format

"Request | d": "04FO0F334-1335-436C- A1D7- 6C044FExXxxxx",
"LaunchTenpl atel d": "It-nbei aupm/m2op9dxxxxx"




}

Error codes

The following error codes are specific to this interface. For more error codes, visit the AP/ error

center.
Error code Error messages HTTP status code Description
MissingParameter The input parameter 400 A required parameter
that is mandatory is missing.
for processing this
request is not supplied
InvalidParameter the parameter(s) 400 The specified
provided is(are) invalid parameter is invalid.
InvalidLaunchTemplat | The specified 400 The specified
eName.Malformed parameter LaunchTenp
LaunchTemplateName | at eNane is invalid.
is not valid.
InvalidDescription. The specified 400 The specified
Malformed parameter “ Ver si onDes
VersionDescription” is cri ption isinvalid.
not valid.
InvalidUserData. The specified 400 The raw User Dat a
SizeExceeded parameter UserData exceeds 16 KB.
exceeds the size.
InvalidUserData. The specified 400 User Dat a must be
Base64Formatinvalid | parameter UserData Baseb64-encoded.
must be base64
encoded.
LaunchTemp The maximum number [403 You can create up to
lateLimitExceed of templates is 30 instance launch
exceeded. templates per region.
LaunchTemplateName | The specified 403 The specified
.Duplicated LaunchTemplateName LaunchTenp
“{0}" already exist. | at eNane already
exists.
InnerServiceFailed call inner service failed [ 403 An internal server
error.
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6.2 CreateLaunchTemplateVersion

Creates a version based on the specified instance launch template.
Description

You can create up to 30 versions of each instance launch template. Instead of a template
modification API, we provide a version iteration API (Cr eat eLaunchTenpl at eVer si on)
that allows you to modify the parameters in a template by creating a new version. For more

information, see Cr eat eLaunchTenpl at e.

Request parameters

Name Type Required Description

Action String | Yes The name of this interface. Value: CreateLaun
chTemplateVersion.

Regionld String [ Yes Region ID of an instance. For more information, call
Descri beRegi ons to obtain the latest region list.

LaunchTemp String Yes Instance launch template ID. For more information,
lateld call Descri beLaunchTenpl at es. Either

the LaunchTenpl at el d or the LaunchTenp

| at eNanme must be specified to choose a template.

LaunchTemp String [ Yes Instance launch template name.

lateName

VersionDes String No Description of instance launch template version. It
cription cannot begin with http:// or https://.

Imageld String  [No Image ID.

InstanceType String [ No Instance type. For more information, call Instance

type families to obtain the latest instance type list.

SecurityGroupld | String | No The security group ID.

NetworkType String  [No Network type of the instance. Optional values:
Classic | VPC.

VSwitchld String  [No When creating a VPC-Connected instance, you

must specify its VSwitch ID.

InstanceName String  [No The name of the instance. The name is a string of
2 to 128 characters. It must begin with an English
or a Chinese character. It can contain A-Z, a-z,
Chinese characters, numbers, periods (.), colons
(:), underscores (_), and hyphens (-).




Name Type Required Description
Description String No Instance description.
InternetMa String | No The maximum inbound bandwidth from the internet
xBandwidthin network, measured in Mbit/s. Value range: [1, 200].
InternetMa String  [No The maximum outbound bandwidth to the internet
xBandwidthOut network, measured in Mbit/s. Value range: [0, 100].
HostName String No Instance host name.
* It cannot start or end with a period (.) or a hyphen
(-) and it cannot have two or more consecutive
periods (.) or hyphens (-).
* For Windows: The host name can be [2, 15]
characters in length. It can contain A-Z, a-z,
numbers, periods (.), and hyphens (-). It cannot
only contain numbers.
* For other operating systems: The host name
can be [2, 64] characters in length. It can be
segments separated by periods (.). It can contain
A-Z, a-z, numbers, and hyphens (-).
Zoneld String | No The zone ID of the instance.
SystemDisk. String [No The category of the system disk. Optional values:
Category * Cloud: Basic cloud disk.
» cloud_efficiency: Ultra cloud disk.
* cloud_ssd: SSD Cloud Disks.
* ephemeral_ssd: Ephemeral SSD.
SystemDisk.Size [Integer |No The system disk size, in GiB. Value range: [20, 500].
SystemDisk. String [No System Disk name. It is a string of 2 to 128 English
DiskName letters and special characters. It must start with
an English letter. It can contain numbers, colons
(:), periods (.), underscores (_), and hyphens (-). It
cannot start with "http://" or "https://".
SystemDisk. String No System Disk description. Length: [2, 256] characters
Description . It cannot start with "http://" or "https://".
DataDisk.n. String  [No The data disk type. Value range of n: [1, 16].
Category Optional values:

» Cloud: Basic cloud disk.
» cloud_efficiency: Ultra cloud disk.
» cloud_ssd: SSD Cloud Disks.




Name Type Required Description
+ ephemeral_ssd: Ephemeral SSD.
DataDisk.n.Size |Integer [No The data disk capacity. Value range of n: [1, 16].
Value range:
+ cloud: [5, 2000]
» cloud_efficiency: [20, 32768]
+ cloud_ssd: [20, 32768]
» ephemeral_ssd: [5, 800]
DataDisk.n. String | No The snapshot used to create the data disk. Value
Snapshotld range of n: [1, 16].
DataDisk.n. Boolean [ No Whether the data disk is encrypted. Value range of
Encrypted n: [1, 16].
DataDisk.n. String No The data disk name. Value range of n: [1, 16].
DiskName
DataDisk.n. String No The data disk description. Value range of n: [1, 16].
Description
DataDisk.n String No Whether the data disk is released with its instance.
.DeleteWith Value range of n: [1, 16].
Instance
loOptimized String [No Whether it is an 1/O-optimized instance or not.
Optional values:
* none
+ optimized
Networkinterface |String [No The primary private IP address of ENI.
.1.PrimarylpA
ddress
Networkinterface. | String | No The VSwitch ID for ENI. The instance must be in the
1.VSwitchld same zone of the same VPC network as the ENI,
but they may belong to different VSwitches.
NetworklInterface | String No The security group ID of ENI. You must specify a
.1.SecurityGr security group in the same VPC network.
oupld
Networkinterface |[String |No The name of ENI. The name is a string of 2 to

.1.NetworkInt
erfaceName

128 characters. It must begin with an English
or a Chinese character. It can contain A-Z, a-z,




Name

Type

Required

Description

Chinese characters, numbers, periods (.), colons
(:), underscores (_), and hyphens (-).

NetworklInterface.
1.Description

String

No

The description of ENI. It cannot begin with http:// or
https://.

InternetCh
argeType

String

No

Internet bandwidth billing method. Value options:
PayByTraffic

UserData

String

No

User data of the instance, which is Base64-encoded
. Size of the raw data cannot exceed 16 KB.

KeyPairName

String

No

The name of the key pair.

* This parameter is valid only for a Linux instance.
It is null by default. If a value is set for parameter
KeyPairName, the Passwor d still takes effect.

* The user name and password authentication
method is disabled if a value is set for parameter
KeyPairName for a Linux instance.

RamRoleName

String

No

The RAM role name of the instance. You can use
the RAM API Li st Rol es to query instance RAM
role names.

AutoReleaseTime

String

No

Instance auto release time. The time format follows
the ISO8601 standard, and the UTC time is used.
The format is yyyy-MM-ddTHH:mm:ssZ.

SpotStrategy

String

No

The preemption strategy for Pay-As-You-Go
(PostPaid) instances. This parameter is valid and
mandatory only when | nst anceChar geType is set
to Post Pai d. Optional values:

* NoSpot: Normal Pay-As-You-Go instance.

» SpotWithPriceLimit: Sets the maximum price for
a spot instance.

* SpotAsPriceGo: The system automatically
calculates the price. The maximum value is the
Pay-As-You-Go price.

SpotPriceLimit

Float

No

Sets the maximum hourly instance price. Supports
up to three decimal places.

SecurityEn
hancementS
trategy

String

No

Whether or not to activate the security enhancement
feature and install network security software free of
charge. Optional values: Active | Deactive.




Name Type Required Description

Tag.n.Key String  [No This tag applies to instance, disk, security group, or
image. The key of a tag of which n is from 1 to 20
. Once you use this parameter, it cannot be a null
string. It can be up to 64 characters in length. It
cannot begin with "aliyun”, "acs:", "http://", or "https
"

Tag.n.Value String  [No This tag applies to instance, disk, security group, or
image. The value of a tag of which n is a number
from 1 to 20. Once you use this parameter, it can be
a null string. It can be up to 128 characters in length
. It cannot begin with "aliyun", "acs:", "http://", or "
https://".

Response parameters

Name Type Description

LaunchTemp Long The launch instance template version number.

lateVersio

nNumber

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Cr eat eLaunchTenpl at eVer si on

&Regi onl d=cn- hangzhou

&LaunchTenpl at eNane=l t - nanel

&l nst anceType=ecs. cmi. 6xl ar ge
&SecurityG oupl d=sg-securitygroupid
&<Comon Request Par anet er s>

Response example

XML format

<Cr eat eLaunchTenpl at eVer si onResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FExxxxx</ Request | d>
<LaunchTenpl at eVer si onNunber >2</ LaunchTenpl at eVer si onNunber >
</ Creat eLaunchTenpl at eVer si onResponse>

JSON format

"Request | d": "04FO0F334-1335-436C- A1D7- 6C044FExxxxx",
"LaunchTenpl at eVer si onNunber": 2




}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

ceFailed

Error code Error messages HTTP status | Description
code

InvalidLau The specified LaunchTemplateld “{0 | 400 The specified
nchTemplate. }' LaunchTemplateName “{1}" is not LaunchTenpl at el d
NotFound found. or LaunchTenp

| at eNane is not

found.
MissingPar The input parameter “{0}’ that is 400 A required parameter
ameter mandatory for processing this request is missing.

is not supplied.
InvalidParameter |the parameter(s) “{0}" provided is(are | 400 The specified
) invalid. parameter is invalid.

InvalidDescription | The specified parameter “VersionDes | 400 The specified
.Malformed cription” is not valid. Ver si onDes

cri ptionisinvalid.
InvalidUserData. | The specified parameter UserData 400 The raw User Dat a
SizeExceeded exceeds the size. exceeds 16 KB.
InvalidUserData | The specified parameter UserData 400 User Dat a must be
.Base64Form must be base64 encoded. Base64-encoded.
atinvalid
LaunchTemp The maximum number of template’s | 403 You can create up
lateVersio versions is exceeded. to 30 versions of
nLimitExceed each instance launch

template.
InnerServi call inner service failed 403 An internal server

error.



https://error-center.alibabacloud.com/status/product/Ecs

6.3 DeleteLaunchTemplate

Deletes an instance launch template.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value
: DeleteLaun
chTemplate.

Regionld

String

Yes

Region ID of an
instance launch
template. To view the
latest list of Alibaba
Cloud regions, call
Descri beRegi ons.

LaunchTemplateld

String

No

Instance launch
template ID. For

more information, call
Descri beLaunchTent
Either the
LaunchTenpl at el d
or the LaunchTenp

| at eNanme must be
specified to determine
the template.

LaunchTemplateName

String

No

Instance launch
template name.

Response parameters

All are common response parameters. See Common parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Del et eLaunchTenpl at e

&Regi onl d=cn- hangzhou

&L aunchTenpl at eNane=l t - nanel
&<Common Request Paranet ers>

Response example

| at es.



XML format

<Del et eLaunchTenpl at eResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6 C044FExxxxx</ Request | d>
</ Del et eLaunchTenpl at eResponse>

JSON format

"Request | d":

Error codes

"04FOF334- 1335- 436C- A1D7- 6CO44FEXXxxX" ,

The following error codes are specific to this interface. For more error codes, visit the AP/ error

center.

Error code

Error message

HTTP status code

Description

MissingParameter

The input parameter “{
0}’ that is mandatory
for processing this
request is not supplied

400

A required parameter
is missing.

InvalidParameter

the parameter(s) “{0}”
provided is(are) invalid

400

The specified
parameter is invalid.

InnerServiceFailed

call inner service failed

403

Internal server error.

6.4 DeleteLaunchTemplateVersion

Deletes a specified instance launch template version. However, if the instance launch template

version you intend to delete is the default version, you must use the Del et eLaunchTenpl at e

API to delete the entire instance launch template.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of

this interface.
Value: DeleteLaun
chTemplateVersion.

Regionld

String

Yes

Region ID of the
template. For more
information, call
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Name Type Required Description

Descri beRegi ons
to view the latest
list of Alibaba Cloud
regions.

DeleteVersion.n Long Yes Template version
number. Value range
of 'n": [1, 29]. For
more information, call

to query the template
version list.

Descri beLaunchTeny

LaunchTemplateld String No Template ID. Either
the LaunchTenp

| at el d or the
LaunchTenp

| at eNanme must be
specified to determine
the template.

LaunchTemplateName | String No Template name.

Response parameters
All are common response parameters. See Common parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Del et eLaunchTenpl at eVer si on
&Regi onl d=cn- hangzhou

&LaunchTenpl at eNane=l t - nanel

&Del et eVer si on. 1=1

&<Comon Request Paraneters>

Response example
XML format

<Del et eLaunchTenpl at eVer si onResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6 C044FExxxxx</ Request | d>
</ Del et eLaunchTenpl at eVer si onResponse>

JSON format

"Request | d": "04FO0F334-1335-436C- A1D7- 6C044FEXxxxx",

| at eVer si



}

Error codes

The following error codes are specific to this interface. For more error codes, visit the AP/ error

center.
Error code Error message HTTP status code Description
MissingParameter The input parameter “{ [400 A required parameter
0}’ that is mandatory is missing.
for processing this
request is not supplied
InvalidParameter the parameter(s) “{0}" 400 The specified
provided is(are) invalid parameter is invalid.
InnerServiceFailed call inner service failed | 403 Internal server error.
InvalidOperation. Delete default version [403 You cannot delete
DeleteDefaultVersion | from template is not the default template
allowed. version directly.

6.5 DescribeLaunchTemplates

Queries one or more available instance launch templates.

Request parameters

Name Type Required Description

Action String [ Yes The name of this interface Value: DescribelLa
unchTemplates.

Regionld String [ Yes Region ID of an instance launch template. For more
information, call Descr i beRegi ons to obtain the
latest region list.

LaunchTemp List No One or more instance launch template ID, 100 IDs

lateld can be specified at most. You must specify the
LaunchTenpl at el d or LaunchTenpl at eNane
to determine the template.

LaunchTemp List No One or more instance launch template name, 100

lateName names can be specified at most.

Tag.n.Key String No This tag applies to instance, disk, security group, or
image. The key of a tag of which n is from 1 to 20
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Name Type Required Description
. Once you use this parameter, it cannot be a null
string. It can be up to 64 characters in length. It
cannot begin with "aliyun”, "acs:", "http://", or "https
A"

Tag.n.Value String [ No This tag applies to instance, disk, security group, or
image. The value of a tag of which n is a number
from 1 to 20. Once you use this parameter, it can be
a null string. It can be up to 128 characters in length
. It cannot begin with "aliyun”, "acs:", "http://", or "
https://".

TemplateTag.n. [String |No This tag applies to launch template. The key of a

Key tag of which n is from 1 to 20. Once you use this
parameter, it cannot be a null string. It can be up to
64 characters in length. It cannot begin with "aliyun”,
"acs:", "http://", or "https://".

TemplateTag.n. String No This tag applies to launch template. The value of a

Value tag of which n is a number from 1 to 20. Once you
use this parameter, it can be a null string. It can be
up to 128 characters in length. It cannot begin with "
aliyun", "acs:", "http://", or "https://".

PageNumber Integer |No Page number of the instance launch template list.
Start value: 1.

Default value: 1.

PageSize Integer |No Number of rows per page when querying by page.
Maximum Value: 50.

Default value: 10.
Response parameters

Name Type Description

TotalCount Integer Total number of instance launch templates.

PageNumber Integer Current page number.

PageSize Integer Number of rows per page when querying by page.

LaunchTemp LaunchTemplateS¢f he instance launch template information set.

lateSet

LaunchTemplateSet




Name Type Description

CreateTime String The creation time of an instance launch template.
ModifiedTime String Time of last modification.
LaunchTemp String Template ID.

lateld

LaunchTemp String Template name.

lateName

DefaultVer Long The default template version number.
sionNumber

LatestVers Long The latest template version number.
ionNumber

CreatedBy String Creator of the template.template.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri beLaunchTenpl at es

&Regi onl d=cn- hangzhou
&<Comon Request Paraneters>

Response example

XML format

<Descri beLaunchTenpl at esResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FExxxxx</ Request | d>

<Tot al Count >1</ Tot al Count >
<PageNunber >1</ PageNunber >
<PageSi ze>10</ PageSi ze>
<LaunchTenpl at eSet s>
<LaunchTenpl at eSet >

<Cr eat eTi ne>2018- 05- 14T14: 18: 00Z</ Cr eat eTi ne>

<Mbdi fi edTi ne>2018- 05- 14T14: 18: 00Z</ Modi fi edTi me>
<LaunchTenpl at ei d>I t - nbe3of j r 1znlaw7xxxx</ LaunchTenpl at ei d>
<LaunchTenpl at eName>wd- 1526307480xxx</ LaunchTenpl at eNanme>
<Def aul t Ver si onNunber >1</ Def aul t Ver si onNunber >

<Lat est Ver si onNunber >1</ Lat est Ver si onNunber >

<Cr eat edBy>1942111349714xxx</ Cr eat edBy>

</ LaunchTenpl at eSet >
</ LaunchTenpl at eSet s>

</ Descri beLaunchTenpl at esResponse>

JSON format

"Request | d":

"Tot al Count ": 1,
" PageNunber": 1,

"04FOF334- 1335- 436C- A1D7- 6CO44FEXXXXX",




"PageSi ze": 10,
"LaunchTenpl at eSet s": {
"LaunchTenpl at eSet ": [{
"LaunchTenpl at eNane": "wd- 1526307480xxx",

"CreatedBy":"1942111349714xxx",

"Modi fiedTi me":"2018-05-14T14: 18: 002",
"Lat est Ver si onNunmber " : 1,
"CreateTinme":"2018-05-14T14: 18: 00Z",

"LaunchTenpl atel d": "I t-nmbe3ofjrlznlaw7qdxxx",
"Def aul t Ver si onNunber": 1

}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

is not supplied.

Error code Error message HTTP status | Description

code
MissingPar The input parameter “{0}” that is 400 A required parameter
ameter mandatory for processing this request is missing.

InvalidParameter

the parameter(s) “{0}’ provided is(are |400

The specified

) invalid. parameter is invalid.
InnerServi call inner service failed 403 Internal server error.
ceFailed
6.6 DescribeLaunchTemplateVersions
Queries instance launch template versions.
Request Parameters
Parameter Type Required Description
Action String Yes The name of this
interface. Value
: DescribelLa
unchTempla
teVersions.
Regionld String Yes. Region ID of an

instance launch
template. You can all
Descri beRegi ons
to view the latest list of
Alibaba Cloud regions,



https://error-center.alibabacloud.com/status/product/Ecs

Parameter

Type

Required

Description

LaunchTemplateld

String

No

Instance launch
template ID. Either the
LaunchTenpl at el d
or LaunchTenp

| at eNanme must be
specified to determine
the template.

LaunchTemplateName

String

No

Instance launch
template name.

LaunchTemp
lateVersion.N

Long

No

One or more instance
launch template
versions.

MinVersion

Long

No

The minimum version
number when a range
is used to specify the
template.

MaxVersion

Long

No

The maximum version
number when a range
is used to specify the

template.

DefaultVersion

Boolean

No

Whether to query the
default version.

PageNumber

Integer

No

Page number of
the instance launch
template list. Start
value: 1.

Default value: 1.

PageSize

Integer

No

Number of rows per
page when querying
by page. Maximum
Value: 50.

Default value: 10.

Response parameters

Parameter

Type

Description

TotalCount

Integer

Total number of instance
launch templates.




Parameter Type Description
Pagenumber Integer Current page number.
Pagesize Integer Number of rows per page

when querying by page.

LaunchTemplateVersionSet

LaunchTemplateVersionSet

Information about the template
version.

LaunchTemplateVersionSet

Parameter Type Description

CreateTime String Template creation time.

ModifiedTime String Time of last template modificati
on.

LaunchTemplateld String Template ID.

LaunchTemplateName String Template name.

DefaultVersion Boolean Default template version.

VersionNumber Long Template version number.

VersionDescription Long Template version description.

CreatedBy String Creator of the template.

LaunchTemplateData LaunchTemplateData The specific template
configuration.

Data type: LaunchTemplateData

Parameter Type Description

Imageld String Image ID.

InstanceType String Instance type.

SecurityGroupld String Security group ID.

VSwitchld String VSwitch ID.

InstanceName String Instance name.

Description String Instance description.

InternetMaxBandwidthIn String Maximum inbound public

bandwidth.




Parameter Type Description
InternetMaxBandwidthOut String Maximum outbound public
bandwidth.
HostName String Instance host name.
Zoneld String Instance zone ID.
Systemdisk.Category String System disk type.
SystemDisk.Size Integer System disk size, in GiB.
SystemDisk.DiskName String System disk name.
SystemDisk.Description String System disk description.
DataDisk.n.Size Integer Data disk size.
DataDisk.n.Snapshotld String Snapshot ID used for the data
disk.
DataDisk.n.Category String Data disk type.
DataDisk.n.Encrypted Boolean Whether the data disk is
encrypted.
DataDisk.n.DiskName String System disk name
DataDisk.n.Description String System disk description.
DataDisk.n.DeleteWithinstance | String Whether the data disk is
released with its instance.
loOptimized String Whether this is an 1/0
optimized instance.
NetworkInterface.n.PrimarylpA | String Primary private IP address of
ddress the ENI.
Networklnterface.n.VSwitchld | String The ID of the ENI's VSwitch.
NetworkInterface.n.SecurityGr | String The security group ID, which
oupld must be in the same VPC as
the ENIL.
NetworkInterface.n.Networklint | String ENI name.
erfaceName
NetworkInterface.n.Description | String ENI description.
Period Integer Duration of purchased

resource.




Parameter Type Description

InternetChargeType String Public bandwidth billing
method.

NetworkType String Network type.

UserData String User data of the instance,

which is Base64-encoded.

KeyPairName String Key pair name.
RamRoleName String Instance's RAM role name.
AutoReleaseTime String Automatic release time.
SpotStrategy String Spot strategy for Pay-As-You-

Go instances.

SpotPriceLimit Float Sets the maximum hourly price
for instances.

SecurityEnhancementStrategy | String Whether Security Reinforcem
ent is enabled.

Tag.n.Key String Instance tag key.
Tag.n.Value Float Instance tag value.
Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Descri beLaunchTenpl at eVer si ons
&Regi oni d = cn- Hangzhou

&LaunchTenpl at eNane=| t - nanel

&<Common request paraneters>

Response example
XML format

<Descri beLaunchTenpl at eVer si onsResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FExxxxx</ Request | d>
<Tot al Count >1</ Tot al Count >
<PageNunber >1</ PageNunber >
<PageSi ze>10</ PageSi ze>
<LaunchTenpl at eVer si onSet s>
<LaunchTenpl at eVer si onSet >
<Creat eTi ne>2018- 05- 14T14: 18: 00Z</ Cr eat eTi ne>
<Modi fi edTi me>2018- 05- 14T14: 18: 00Z</ Modi fi edTi me>
<LaunchTenpl at el d>I t - mbe3of j r 1znlaw7xxxx</ LaunchTenpl at el d>
<LaunchTenpl at eName>wd- 1526307480xxx</ LaunchTenpl at eNane>
<Def aul t Ver si on>t r ue</ Def aul t Ver si on>
<Ver si onNunber >1</ Ver si onNunber >
<Cr eat edBy>1942111349714xxx</ Cr eat edBy>



<Ver si onDescri pti on>www</ Ver si onDescri pti on>
<l auncht enpl at edat a>
<i mageowner al i as>l nageOaner Al i asl1</i mageowner al i as>
<descri pti on>Descri pti onl</description>
<r esour cegr oupi d>Resour ceG oupl d1</resour cegr oupi d>
<dat adi sks>
<dat adi sk>
<snapshot i d>Snapshot | d1</ snapshot i d>
<descri pti on>Descri pti onl</description>
<cat egor y>cl oud_ef fi ci ency</ cat egory>
<encr ypt ed>f al se</ encrypt ed>
<si ze>44</ si ze>
<del et ewi t hi nst ance>t rue</ del et ewi t hi nst ance>
<di sknanme>Dat aDi skNanel</ di skname>
</ dat adi sk>
</ dat adi sks>
<user dat a>User Dat al</ user dat a>
<syst endi sk. di sknane>Syst enDi skDi skNanel</syst endi sk. di sknane>
<syst endi sk. si ze>44</ syst endi sk. si ze>
<r anr ol enane>RanRol eNanel</r anr ol enane>
<net wor kt ype>Net wor kTypel</ net wor kt ype>
<net wor ki nt er f aces>
<net wor ki nt er f ace>
<descri pti on>Descri pti onl</description>
<securitygroupi d>SecurityG oupl dl</securitygroupi d>
<vswi t chi d>VSwi t chl d1</vswi t chi d>
<net wor ki nt er f acenanme>Net wor kI nt er f aceNanel</ net wor ki nt
er f acenane>
<pri maryi paddr ess>Pri maryl pAddr ess1</pri maryi paddr ess>
</ net wor ki nt er f ace>
</ net wor ki nt er f aces>
<i magei d>wi ndows2008. vhd</i magei d>
<spotpricelimt>1</spotpricelint>
<syst endi sk. cat egory>cl oud_effi ci ency</syst endi sk. cat egory>
<i nst ancet ype>ecs. xn4. smal | </ i nst ancet ype>
<spot strat egy>Spot Wt hPri ceLi m t</spot strategy>
<host name>Host Nanel</ host nane>
<t ags>
<i nst ancet ag>
<val ue>bb</ val ue>
<key>ss</ key>
</i nst ancet ag>
</tags>
<keypai r nane>KeyPai r Nanel</ keypai r nane>
<syst endi sk. i ops>22</syst endi sk. i ops>
<i oopti m zed>true</i ooptin zed>
<zonei d>Zonel d1</ zonei d>
<syst endi sk. descri pti on>Syst enDi skDescri pti onl</syst endi sk
descri ption>
<securitygroupi d>sg-tiantt1234</securitygroupi d>
<vswi t chi d>vsw xxxxxx</vswi t chi d>
<peri od>1</ peri od>
<i nt er net char get ype>PayByBandwi dt h</i nt er net char get ype>
<i nst ancenane>| nst anceNanel</i nst ancenane>
<i nt er net maxbandwi dt hout >20</ i nt er net maxbandw dt hout >
<i nt er net maxbandw dt hi n>1</i nt er net maxbandw dt hi n>
<securityenhancenent strat egy>Acti ve</securityenhancenent strat egy

<aut or el easeti mre>2019- 10- 21T00: 00: 00Z</ aut or el easet i ne>
</l auncht enpl at edat a>

</ LaunchTenpl at eVer si onSet >

</ LaunchTenpl at eVer si onSet s>



</ Descri beLaunchTenpl at eVer si onsResponse>

JSON format

"Request | d": "04F0F334-1335-436C- A1D7- 6C044FEXXxxX",
"Tot al Count ": 1,
" PageNunber": 1,
" PageSi ze": 10,
"LaunchTenpl at eVer si onSet s": {
"LaunchTenpl at eVer si onSet ": [ {

"LaunchTenpl at eDat a": {
"Description":"Descriptionl",
"Resour ceG oupl d": " Resour ceG oupl d1",

"Dat abDi sks": {
"Dat abi sk": [
{

"Snapshot | d": " Snapshot | d1",
"Description":"Descriptionl",
"Cat egory":"cloud_efficiency",
"Encrypted":fal se,

"Si ze": 44,

"Del et eWt hl nst ance": true,

"Di skNane": " Dat aDi skNanel1"

}
]
1,
"User Dat a": " User Dat al",
" Syst enDi sk. Di skNane": " Syst enDi skDi skNanel",
"Syst enDi sk. Si ze": 44,
"RanRol eNanme" : " RanRol eNanel",
"Net wor kType": " Net wor kTypel",
"Net wor kl nterfaces":{
"Net wor kIl nt erface": [
{
"Description":"Descriptionl",
"SecurityGoupld":"SecurityG oupldl”,
"VSwi tchld":"VSwi tchldl",
"Net wor kI nt er f aceNane": " Net wor kl nt er f aceNanel1",
"Primaryl pAddress”: "Pri maryl pAddr ess1”
}
]

magel d": " wi ndows2008. vhd",
"SpotPriceLimt":1,
" Syst enDi sk. Cat egory": "cl oud_effici ency",
"I nstanceType": "ecs. xn4.snal | ",
"Spot Strategy":"SpotWthPriceLimt",
"Host Nane": " Host Nanel",
"Tags": {
"I nstanceTag": [

}

"Val ue": "bb",
"Key":"ss"
}
]

I

"KeyPai r Nane": " KeyPai r Nanel",
" Syst enDi sk. | ops": 22,

"l oOptim zed": "true",



"Zonel d": " Zonel d1",

"Syst enDi sk. Description":"SystenDi skDescri ptionl",
"SecurityGoupld":"sg-tiantt1234",

"VSwi t chl d": " vsw XXXXXX",

"Period": 1,
"I nt er net Char geType": " PayByBandwi dt h",
"I nstanceNane": "1l nst anceNanel",

"1 nt er net MaxBandw dt hQut " : 20,

"1 nt er net MaxBandwi dt hl n": 1,
"SecurityEnhancenent Strategy": "Active",
" Aut oRel easeTi ne": "2019-10- 21T00: 00: 00Z"

} L]

"LaunchTenpl at eNane": "wd- 1526308145065",
"Creat edBy":"1942111349714263",

"Ver si onDescri ption":"wwdesc",

"Modi fi edTi ne":"2018- 05-14T14: 29: 052",
"CreateTine":"2018- 05- 14T14: 29: 05Z",

" Def aul t Ver si on": true,

"LaunchTenpl atel d": "It - nbef sOxpur 7pey3y9yt 7",
"Ver si onNunber": 1

}
}
}
}

Error codes

The following error codes are specific to this interface. For more error codes, see API error center.

Error code Error message HTTP status code Meaning

InvalidLaunchTemplat | The specified 400 The specified

e.NotFound LaunchTemplateld LaunchTenpl atel d
“{0}" LaunchTemp or LaunchTenp
lateName “{1}" is not | at eNane is not
found. found.

MissingParameter The input parameter “{ | 400 A required parameter
0}’ that is mandatory is missing.

for processing this
Request is not

supplied.
InvalidParameter the parameter(s) “{0}" |400 The specified
provided is(are) invalid parameter is invalid.
Innerservicefailed Call inner service 403 Internal server error.

failed
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6.7 ModifyLaunchTemplateDefaultVersion

Sets a specified version of this template as the default version. If you do not specify a template

version number when creating an instance (Runl nst ances), default version is used.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value

: ModifyLaun
chTemplateDefaultVer
sion.

Regionld String Yes Region ID of the
template. To view the
latest list of Alibaba
Cloud regions, call
Descri beRegi ons.

DefaultVersionNumber | Long Yes Sets the default
version number for
the instance launch
template.

LaunchTemplateld String No Instance launch
template ID. Either the
LaunchTenpl at el d
or LaunchTenp

| at eNanme must be
specified to determine
the template.

LaunchTemplateName | String No Instance launch
template name. You
must specify the
LaunchTenpl at el d
or LaunchTenp

| at eNane to
determine the
template.

Response parameters

All are common response parameters. See Common parameters.



Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Modi f yLaunchTenpl at eDef aul t Ver si on
&Regi onl d=cn- hangzhou

&LaunchTenpl at eNane=| t - nanel

&Def aul t Ver si onNuber =2

&<Common Request Paranet ers>

Response example
XML format

<Modi f yLaunchTenpl at eDef aul t Ver si onResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6 C044FExxxxx</ Request | d>
</ Modi f yLaunchTenpl at eDef aul t Ver si onResponse>

JSON format

{
}

"Request|d": "04FO0F334-1335-436C A1D7- 6C044FEXXXxX",

Error codes

The following error codes are specific to this interface. For more error codes, visit the AP/ error

center.
Error code Error message HTTP status code Description
InvalidLaunchTemplat | The specified 400 The specified
e.NotFound LaunchTemplateld LaunchTenpl at el d
“{0}" LaunchTemp or LaunchTenp
lateName “{1}” is not | at eNane does not
found. exist.
InvalidLaunchTemplat | The specified 400 The specified
eVersion.NotFound LaunchTemplateld “{0 Def aul t Ver
}’ Version “{1}" is not si onNunber does not
found. exist.
MissingParameter The input parameter “{ | 400 A required parameter
0}’ that is mandatory is missing.
for processing this
request is not supplied
InvalidParameter the parameter(s) “{0}" 400 The specified
provided is(are) invalid parameter is invalid.
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Error code

Error message

HTTP status code

Description

InnerServiceFailed

call inner service failed

403

Internal server error.




7 Disks

7.1 CreateDisk

Creates a portable data disk. The disk category contains basic cloud disk, efficiency cloud disk,

and cloud SSD disk.
Description

» Creating a disk involves resource billing. Know the billing methods of ECS in advance. For
more information, see Pay-As-You-Go (Post Pai d).

» The Del et eAut oSnapshot attribute of the created disk is t r ue, and automatic snapshots
are deleted by default when you delete the data disk. You can use Modi f yDi skAttri but e to
modify this attribute.

» By default, the Por t abl e attribute of the created data disk is t r ue, and the billing method is
Pay-As-You-Go.

* You must specify either the request parameter Si ze or Snapshot | d. The Si ze specifies the
volume capacity of the data disk, and the Snapshot | d specifies a snapshot to create the data

disk.

Request Parameters

Name Type Required Description
Action String [ Yes The name of this interface. Value: CreateDisk.
Regionld String [ Yes The ID of the region to which an instance belongs.

For more information, call Descri beRegi ons to
obtain the latest region list.

Zoneld String [ Yes ID of the zone.

DiskName String  [No Indicates the disk name.

* The disk name can be 2 to 128 characters in
length. It must begin with an uppercase or
lowercase English letter, or Chinese character
. It can contain digits, periods (.), colons (:),
underscores (_), and hyphens (-).

* The disk name is displayed in the console.

* It cannot begin with http:// or https://.

+ By default, the value of the disk name is null.

Description String No Indicates the disk description.




Name Type Required Description

* It can be 2 to 256 characters in length.

* The disk description is displayed in the console.

* It cannot begin with http:// or https://.

+ By default, the value of the disk description is null

Encrypted Boolean [ No Whether the disk is encrypted or not. Optional
values:

* true
» false
By default, the value of the encryption is false.

DiskCategory String  [No Indicates the category of the data disk. Optional

values:

+ cloud: Basic cloud disk.

» cloud_efficiency: Efficiency cloud disk.
* cloud_ssd: Cloud SSD.

By default, the value is cloud.

Size Integer | No Indicates the size of the system disk (GiB). The
value must be equal to or greater than the size of
the specific Snapshotld. Optional values:

» cloud: [5, 2000].
+ cloud_efficiency: [20, 32768].
» cloud_ssd: [20, 32768].

Snapshotld String [No Indicates the snapshot ID. Snapshots are used
to create the data disk. After this parameter is
specified, Si ze is ignored. The actual size of the
created disk is the size of the specified snapshot.
Snapshots generated on or before July 15, 2013
cannot be used to create a disk.

Tag.n.Key String [ Yes The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin

with "aliyun", "acs:", "http://", or "https://".

Tag.n.Value String [ Yes The value of a tag of which n is a number from 1 to

20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It




Name Type Required Description

cannot begin with "aliyun”, "acs:", "http://", or "https
"

ClientToken String No Guarantees the idempotence of the request. The
value is generated by a client and must be globally
unique. Only ASCII characters are allowed. It can
contain a maximum of 64 ASCII characters. For
more information, see How to ensure idempotence.

Response parameters

Name Type Description
Diskld String ID of the disk
Examples

Request example

htt ps://ecs. al i yuncs. conf ?Acti on=Cr eat eDi sk
&Regi onl d=cn- gi ngdao

&Zonel d=cn- gi ngdao- b

&Si ze=200

&Di skName=Thi sl sDi skNane

&Descri pti on=Thi sl sDescri ption

&<Comon Request Paraneters>

Response example
XML format

<Cr eat eDi skResponse>
<Request | d>473469C7- AA6F- 4DC5- B3DB- A3DCODE3CB3E</ Request | d>
<Di skl d>d- bp131n0g38u3adzi XXXXX</ Di skl d>

</ Cr eat eDi skResponse>

JSON format

"Request | d": "473469C7- AAG6F- 4DC5- B3DB- A3SDCODE3C83E",
"Di skl d": "d-bpl31n0g38u3adzi XXXXX"

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.
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Error code Error message HTTP status | Meaning
code
Account. Your account has an outstanding 400 Your account balance
Arrearage payment. is insufficient. Update
your account status
and try again.
InvalidDescription | The specified description is wrongly | 400 The specified
.Malformed formed. Descri pti onName
format is invalid.
InvalidDis The specified disk category is not 400 The specified disk
kCategory. support. category is not
NotSupported supported.
InvalidDis The specified parameter DiskCatego |[400 The specified
kCategory. ry is not valid. Di skCat egory is
ValueNotSu invalid.
pported
InvalidDiskName. | The specified disk name is wrongly 400 The specified
Malformed formed. Di skNane format is
invalid.
EncryptedOption. | Encryption value of disk conflicts with | 400 The encryption value
Conflict that of snapshot. of disk and snapshot
must be the same.
InvalidParameter | The encrypted disk need enable KMS | 400 No KMS service is
.Encrypted. available in your
KmsNotEnabled account, please
enable the KMS
service by yourself.
InvalidParameter. | The value of parameter encrypted is | 400 The specified
Encryptedlllegal |illegal. parameter
Encr ypt ed is invalid.
InvalidParameter | Encrypted disk is not support in this | 400 The specified region
.EncryptedN region. does not support
otSupported encryption.
InvalidParameter | Corresponding data disk category 400 The corresponding

.EncryptedN
otSupported

does not support encryption.

disk category does not
support encryption.




Error code Error message HTTP status | Meaning
code
InvalidSize. The specified parameter Size is not 400 The specified Si ze is
ValueNotSu valid. not invalid.
pported
MissingPar The input parameter either 400 The Snapshot | d or
ameter Snapshotld or Size should be Si ze parameter is not
specified. specified.
InstanceDi The total size of specified disk 403 The specified disk
skCategory category in an instance exceeds. category exceeds the
LimitExceed maximum capacity of
a single instance.
InvalidAcc Your account does not have enough |403 The account balance
ountStatus. balance. is insufficient.
NotEnoughB
alance
InvalidAcc Snapshot service has not been 403 The Snapshot service
ountStatus. opened yet. is not activated.
SnapshotSe
rviceUnavailable
InvalidDat Specified disk category is not 403 The specified disk
aDiskCategory. supported. category is not
NotSupported supported.
InvalidDat diskCategory is CLOUD_SSD, but 403 The specified disk
aDiskCategory. the supported DiskCategory is [io1, category is not
NotSupported io4, io3]. supported.
InvalidDis The disk category is not authorized. [ 403 The specified disk
kCategory. category is unauthoriz
ValueUnaut ed.
horized
InvalidDiskSize. |disk size is not supported. 403 The specified disk size
NotSupported is not supported.
InvalidDiskSize. | Specified disk size is less than the 403 The size of the

TooSmall

size of snapshot.

specified disk is
smaller than the
specified snapshot.




Error code Error message HTTP status | Meaning
code
InvalidSnapshot. | The specified snapshot creation is 403 The specified
NotReady not completed yet. snapshot is not yet
complete.
InvalidSnapshot. | The capacity of snapshot emissions |403 The size of the
ToolLarge 2000 GB. specified snapshot
exceeds the maximum
value of the disk type.
InvalidSnapshot. | This operation is forbidden because |403 The specified
TooOld the specified snapshot is created snapshot was created
before 2013-07-15. on or before July 15
, 2013, so the disk
cannot be created.
InvalidSnapshotld | The specified snapshot has not 403 The specified
.NotReady completed yet. snapshot is not yet
complete.
OperationDenied | The specified snapshot is not allowed | 403 The specified
to create disk. snapshot is not
permitted to create a
disk.
OperationDenied | The type of the disk does not support | 403 The specified disk type
the operation. does not support this
operation.
QuotaExcee The quota of portable cloud disk 403 The portable general
d.PortableCI exceeds. cloud disk quota has
oudDisk exceeded.
InvalidRegionld. | The specified Regionld does not exist | 404 The specified
NotFound Regi onl d does not
exist.
InvalidRegionld. | The specified Regionld does not exist | 404 The specified
NotFound Regi onl d does not
exist.
InvalidSnapshotld | The specified Snapshotld does not 404 The specified
.NotFound exist. Snapshotld does not
exist.
InvalidZoneld. The specified zone does not exist. 404 The specified Zonel d

NotFound

does not exist.




7.2 DescribeDisks

Queries your available cloud disks.

Description

* You can specify request parameters to separate the possible response results. Request

parameters, such as Regi onl d, Zonel d, Di skl ds, and | nst ancel d act as a filter, and

parameters are passed in the logical relation of AND (AND).

* The value of parameter Di skl ds is a JSON array in the format of [“Diskld1”, “Diskld2”,

“Diskld3”, ...], you can specify at most 100 Diskld each time. If Di skl ds is not passed (that is,

[ 1), all your cloud disks are queried.

Request parameters

Name Type Required Description

Action String | Yes The name of this interface. Value: DescribeDisks.

Regionld String | Yes The Region ID of the disk. For more information, call
Descri beRegi ons to obtain the latest region list.

Encrypted Boolean [ No Filter an encrypted disk. Optional values:

+ true: Only query encrypted disks.

» false: Have no restriction on the encryption
attribute.

Default value: false.

Zoneld String  [No The default value is null, which indicates a query of
disks in all zones.

Disklds String  [No ID of the disk. ID of the disk. A formatted JSON
Array: [“d-xxxxxxxxx”, “d-yyyyyyyyy’, ... “d-
zzzzzzzzZ7"]. A maximum of 10 IDs separated by
single-byte commas.

Instanceld String  [No ID of an instance.

DiskType String | No The type of disk. Optional values:
 all: Queries the system disk and data disks at the

same time.
» system: Queries the system disk only.
» data: Queries the data disk only.
The default value: all.
Category String [No The disk category. Optional values:




Name

Type

Required

Description

 all: All kinds of disks.

* cloud: Basic cloud disk.

+ cloud_efficiency: Ultra cloud disk.
* cloud_ssd: Cloud SSD.

* ephemeral: Ephemeral disk.

* local_hdd_pro: Local SATA HDD.
* local_ssd_pro: Local NVMe SSD.
» ephemeral_ssd: Ephemeral SSD.

Default value: all.

Status

String

No

Disk status. See Basic Cloud Disk Status for more
information. Optional values:

* In_use

+ Available
+ Attaching
* Detaching
+ Creating

* Relniting
« Al

The default value: All.

Snapshotld

String

No

The snapshot used to create the disk.

DiskName

String

No

The name of queried disk.

Portable

String

No

Whether or not the disk can be detached. Optional
values:

» True: Disks can be freely attached and detached
in a zone.

» False: Disks are created and deleted along with
instances.

If you attach or detach the specified disk, query
disks with a property value of true. However, disk
categories as follows have Portable=False by
default.

* Local disks. For ephemeral disks,
+ Ephemeral SSD.

+ System disk that use basic cloud disk, cloud
efficiency disk, and cloud SSD.




Name

Type

Required

Description

» Subscribed disk that use basic cloud disk, cloud
efficiency disk, and cloud SSD.

f al se indicates you cannot attach or detach the
preceding disks independently.

DeleteWith
Instance

String

No

Whether or not the disk is released along with the
instance. Optional values:

« true: When the instance is released, this disk is
released with it.

« false: When the instance is released, this disk is
retained.

Default value: false.

DeleteAuto
Snapshot

String

No

Whether or not auto snapshots are deleted when
the disk is deleted. Optional values:

+ true: The auto snapshots are deleted with the
disk.

+ false: The auto snapshots are retained.

Default value: false.

EnableAuto
Snapshot

String

No

Whether the queried cloud disks have been applied
automatic snapshot policies. Optional values:

» true: The queried cloud disks have been applied
automatic snapshot policies.

+ false: The queried cloud disks have no automatic
snapshot policies applied.

Default value: false.

Tag.n.Key

String

Yes

The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin
with "aliyun", "acs:", "http://", or "https://".

Tag.n.Value

String

Yes

The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It

cannot begin with "aliyun", "acs:", "http://", or "https
A

PageNumber

Integer

No

The current page of the disk status list. The start
value: 1.
Default value: 1.




Name

Type Required Description

PageSize

Integer |No The number of lines per page set for paging query.
The maximum value: 100.
Default value: 10.

Response parameters

Name Type Description
Encrypted Boolean Whether it is an encrypted disk.
TotalCount Integer The total number of instances.
PageNumber Integer The page number of the instance list.
PageSize Integer The number of lines per page set during input.
Disks DiskltemType A collection composed of disk information, such as
DiskltemType.
Examples

Request example

https://
&Regi onl

ecs. al i yuncs. coni ?act i on=Descri beDi sks
d=cn- gi ngdao

&PageNunber =1

&Zonel d=

cn- qi ngdao-b

&<Comon Request Paraneters>

Response example

XML format

<Descri beD sksResponse>

<Di s

ks>
<Di sk>
<Del et eAut oSnapshot >t r ue</ Del et eAut oSnapshot >
<Del et eW t hl nst ance>f al se</ Del et eWt hl nst ance>
<Enabl eAut oSnapshot >f al se</ Enabl eAut oSnapshot >
<Cat egor y>cl oud</ Cat egor y>
<Descri pti on></ Descri pti on>
<Di skNane></ Di skName>
<Si ze>5</ Si ze>
<Type>dat a</ Type>
<l nst ancel d></ | nst ancel d>
<CreationTi me>2014- 07- 23T02: 44: 07Z</ Creat i onTi me>
<l magel d></ | magel d>
<Zonel d>cn- gi ngdao- b</ Zonel d>
<At t achedTi me>2014- 07- 23T07: 47: 35Z</ At t achedTi me>
<Det achedTi me>2014- 07- 23T08: 28: 48Z</ Det achedTi me>
<Devi ce></ Devi ce>
<Oper at i onLocks></ Qper ati onLocks>
<Port abl e>t rue</ Port abl e>
<Pr oduct Code></ Pr oduct Code>




<Regi onl d>cn- gi nhgdao</ Regi onl d>
<Di skl d>d- 28nbzbua0O</ Di skl d>
<Sour ceSnapshot | d></ Sour ceSnapshot | d>
<St at us>Avai | abl e</ St at us>
</ D sk>
<Di sk>
<Del et eAut oSnapshot >t r ue</ Del et eAut oSnapshot >
<Del et eWt hl nst ance>f al se</ Del et eW t hl nst ance>
<Enabl eAut oSnapshot >f al se</ Enabl eAut oSnapshot >
<Cat egor y>cl oud</ Cat egor y>
<Descri pti on></ Descri pti on>
<Di skName></ Di skNane>
<Si ze>5</ Si ze>
<Type>dat a</ Type>
<I nst ancel d></| nst ancel d>
<CreationTi me>2014- 07- 23T02: 44: 06Z</ Cr eat i onTi me>
<l magel d></ | magel d>
<Zonel d>cn- qi ngdao- b</ Zonel d>
<At t achedTi me></ Att achedTi nme>
<Det achedTi me></ Det achedTi me>
<Devi ce></ Devi ce>
<Oper at i onLocks></ Qper ati onLocks>
<Port abl e>t rue</ Port abl e>
<Pr oduct Code></ Pr oduct Code>
<Regi onl d>cn- gi nhgdao</ Regi onl d>
<Di skl d>d-28zf rnp13</ Di skl d>
<Sour ceSnapshot | d></ Sour ceSnapshot | d>
<St at us>Avai | abl e</ St at us>
</ D sk>
</ Di sks>
<PageNunber >1</ PageNunber >
<PageSi ze>2</ PageSi ze>
<Tot al Count >9</ Tot al Count >
<Request | d>ED5CF6DD- 71CA- 462C- 9C94- A61A78A01479</ Request | d>
</ Descri beDi sksResponse>

JSON format

"Di sks": {
"Di sk": [

"AttachedTi me": "2014-07-23T07:47: 357",
"Cat egory": "cloud",
"CreationTinme": "2014-07-23T02: 44: 072",
"Del et eAut oSnapshot": true,
"Del eteWthlnstance": false,
"Enabl eAut oSnapshot": fal se
"Description": "",
"Det achedTi ne": "2014-07-23T08: 28: 487",
"Device": "",
"Di skl d": "d-28nbzbua0",
"Di skNanme": "",
"I magel d": "",
"I nstanceld": "",
"OperationLocks": {
"QOperationLock": []
}!
"Portable": true,
"Product Code": "",
"Regi onl d": "cn-qi ngdao",



"Size": 5,

" Sour ceSnapshot | d": ,
"Status": "Avail abl e",
"Type": "data",

"Zonel d": "cn-qgi ngdao-b"

"AttachedTi me": "",

"Cat egory": "cloud",
"CreationTinme": "2014-07-23T02: 44
"Del et eAut oSnapshot": true,
"Del et eWt hl nstance": fal se,
"Enabl eAut oSnapshot": fal se
"Description": "",

"Det achedTi ne": "",
"Device": "",

"Di skl d": "d-28zfrnpl3",

"Di skNanme": "",

"I magel d": ,
"l nstanceld": "",
"OperationLocks": {

}

"QOperationLock": []

ortabl e": true,

"Pr oduct Code": "",

"Regi onl d": "cn-qi ngdao",
"Size": b5,

" Sour ceSnapshot I d": "",
"Status": "Avail abl e",
"Type": "data",

"Zonel d": "cn-gi ngdao-b"

}
]

}
"PageNunber": 1,

"PageSi ze"
"Request | d":

T2,

"Total Count": 9

}

Error codes

: 062",

" ACDOBBBO0- A9D1- 46D7- 9630- B7A69889E110",

Error codes specific to this interface are as follows. For more information, see AP/ Error Center.

.ValueNotSu
pported

supported.

Error code Error message HTTP status | Description
code
InvalidCategory | The specified disk category is not 400 The specified

Category is not
supported. Otherwise,
you are not authorized
to use the specified
DiskType.
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Error code Error message HTTP status | Description
code
InvalidDiskType | The specified disk type is not 400 The specified
.ValueNotSu supported. DiskType is not
pported supported.
InvalidRegion. The specified parameter Regionld is |400 The specified
NotFound not valid. Regi onl d does not
exist.
InvalidStatus The specified disk status is not 400 The specified Status is
.ValueNotSu supported. not supported.
pported
InvalidTag. The specified Tag.n.Key and Tag.n. 400 The specified Tag
Mismatch Value are not match. . n. Key and Tag.
n. Val ue must be
matched.
InvalidTagCount | The specified tags are beyond the 400 A maximum of 5 Tag.n
permitted range. .Key can be specified.
InvalidZoneld. The Zoneld provided does not exist. 400 The specified Zonel d
NotFound does not exist.
InvalidDisklds. The amount of specified disk Ids 403 The maximum
Malformed exceeds the limit. number of Di skl d is
exceeded.
InvalidDis The DiskChargeType does not exist. [404 The specified
kChargeType. Di skChar geType
NotFound does not exist.
InvalidLoc The specified LockReason is not 404 The specified
kReason. found. LockReason does not
NotFound exist.
7.3 AttachDisk

Attaches a data disk to an instance.

Description

When you call this interface, consider the following:

» The target instance must be in the Running (Runni ng) or Stopped (St opped).

* The target cloud disk must be in the Available (Avai | abl e) status.

+ The Oper ati onLocks of the locked instance cannot be " LockReason™

"security".




» Even if you set the Del et eW t hl nst ance to f al se when attaching the cloud disk, once the
instance is locked and the Qper at i onLocks of the instance indicates " LockReason”: *
security", when you release the instance, the Del et eW t hl nst ance attribute of the cloud

disk is ignored and the disk is released along with the instance.

Request parameters

Name Type Required Description

Action String | Yes The name of this interface. Value: AttachDisk.

Instanceld String | Yes The ID of the target instance.

Diskld String [ Yes Indicates the cloud disk ID. The cloud disk (Di skl d
) and instance (I nst ancel d) must be in the same
zone.

DeleteWith Boolean | No When the instance is released, whether the cloud

Instance disk is released along with the instance or retained.
Default value: False.

Response parameters
All are common response parameters. See Common response parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=AttachDi sk
&l nst ancel d=i - 23j ggx34b

&Di skl d=d- 23j bf 2v5m

&<Comon Request Paraneters>

Response example
XML format

<At t achDi skResponse>
<Request | d>473469C7- AA6F- 4DC5- B3DB- A3DCODE3CB3E</ Request | d>
</ Att achDi skResponse>

JSON format

"Request | d": "473469C7- AAGF- 4DC5- B3DB- A3DCODE3C83E"

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.
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Error code Error message HTTP status | Meaning
code
Incorrectl The current status of the resource 400 The target instance
nstanceStatus does not support this operation. must be in the
Running (Runni ng)
or Stopped (St opped
) status.
InvalidParameter | The input parameter is mandatory for | 400 The specified
processing thisrequest is empty. DeleteWithinstance is
invalid.
DiskError IncorrectDiskStatus. 403 The target disk must
be in the Available (
Avai | abl e) status.
Diskld. The specified parameter diskid is not |403 The specified Diskld is
ValueNotSu supported. not supported.
pported
DiskInArrears The specified operation is denied as | 403 The specified instance
your disk owing fee. has an outstanding
payment.
DiskNotPortable | The specified disk is not a portable 403 The specified disk
disk. cannot be detached.
IncorrectD The operation is not supported in this 403 The target disk must
iskStatus status. be in the Available (
Avai | abl e) status.
InstanceEx The specified operation is denied 403 The specified instance
piredOrInArrears | as your prepay instance is expired ( has an outstanding
prepay mode) or in arrears (afterpay payment.
mode).
InstancelLo The instance is locked due to security [ 403 The instance is locked
ckedForSecurity for security reasons.
InvalidDevice. The specified device has been 403 The specified disk has
InUse occupied. already been attached
to another instance.
ResourcesN The specified instance and disk are [ 403 The specified disk and
otiInSameZone not in the samezone. instance are not in the
same zone.
InvalidDiskld. The specified disk does not exist. 404 The specified cloud

NotFound

disk does not exist.




Error code Error message HTTP status | Meaning

code

Invalidinstanceld. | The specified Instanceld does not 404 The specified instance
NotFound exist. does not exist.

7.4 DetachDisk

Detaches a cloud disk from a specified instance. The disk category can be basic cloud disk,

efficiency cloud disk, and cloud SSD disk.
Description
When you call this interface, consider the following:

* The Por t abl e attribute of the cloud disk must be Tr ue.
* The status of the specified cloud disk must be In Use (I n_Use).
» The status of the specified instance must be Running (Runni ng) or Stopped (St opped).

+ If the specified instance is locked, Qper at i onLocks of the instance cannot be " LockReason
£ "security".

» After a cloud disk is detached, the Del et eW t hl nst ance attribute of the target cloud disk is
automatically setto f al se.

* The actions are asynchronous tasks, you may wait for a few minutes before the action is

completed, and the duration is about one minutes.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value:
DetachDisk.

Instanceld String Yes The ID of the target
ECS instance.

Diskld String Yes The ID of the disk.

Response parameters

All are common response parameters. For more information, see common parameters.



Examples

Request example

htt ps://ecs. aliyuncs. conl ?Act i on=Det achDi sk
&l nst ancel d=i - 23j ggx34b

&Di skl d=d- 23j bf 2vbm

&<Common Request Paranet er s>

Response example
XML format

<Det achDi skResponse>
<Request | d>473469C7- AA6F- 4DC5- B3DB- A3SDCODE3C83E</ Request | d>
</ Det achDi skResponse>

JSON format

{
}

"Request | d": "473469C7- AA6F- 4DC5- B3DB- A3DCODE3C83E"

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Code

Center.

Error code Error message HTTP status code Meaning

You must specify a
Instanceld.

The input parameter | 400
Instanceld that
is mandatory for
processing this
request is not

MissingParameter

a system disk and
cannot support the
operation.

supplied.
DependencyViolation | The specified disk has |403 The specified disk is
not been attached on not attached to the
the specified instance. specified instance.
DiskNotPortable The specified disk is 403 The specified disk
not a portable disk. cannot be detached.
DiskTypeViolation The specified disk is 403 You cannot detach a

system disk from your
instance.
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Error code

Error message

HTTP status code

Meaning

IncorrectDiskStatus The current disk status | 403 The status of the
does not support this specified cloud disk
operation. must be In Use (
I n_Use).
IncorrectinstanceSta | The current status of | 403 The status of the
tus the resource does not specified instance
support this operation. must be Running (
Runni ng) or Stopped
(St opped).
InstancelLo The instance is locked [403 The specified instance
ckedForSecurity due to security. is locked for the sake
of security.
InvalidDiskld.Released | The specified disk has |403 The specified disk has
been released. been released.
InvalidDiskld. The specified Diskld 404 The specified disk
NotFound does not exist. does not exist.
Invalidinstanceld. The specified 404 The specified disk

NotFound

Instanceld does not
exist.

does not exist.

7.5 ModifyDiskChargeType

Modifies the billing method for up to 16 disks that are attached to an instance.

Description

When calling this operation, consider the following:

» Changing the billing method from Subscription to Pay-As-You-Go is suitable for subscribed

disks that are attached to a subscribed instance.

» Changing the billing method from Pay-As-You-Go to Subscription is suitable for Pay-As-You-

Go data disks that are attached to a subscribed or Pay-As-You-Go instance.

» This instance cannot be suspended and have overdue payment.

+ Billing method that was successfully modified cannot be changed again within 5 minutes.

+ By default, the system uses the latest billing method to automatically charge fees. Make sure

that your account balance is sufficient. If your account has insufficient funds, the system

regards your order as an exception, and you have to cancel this order. If your account balance




is insufficient, set Aut oPay to f al se. The system then generates a normal unpaid order for

the outstanding payment. You can log on to the ECS console to pay for this order.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The operation that
you want to perform
. Value: ModifyDisk
ChargeType.

Disklds

String

Yes

The list of disk
identifiers. This is a
JSON formatted array
[“d-xxxxxxxxx”, “d
-YYyyyyyyy’, ... “d-
2z7777777”], including
up to 16 identifiers

. These identifiers

are separated with
commas (,).

Instanceld

String

Yes

The identifier of an
instance that disks are
attached to.

Regionld

String

Yes

The region identifier
of an instance.

You can call

Descri beRegi ons
to view the list of latest
regions of Alibaba
Cloud.

DiskChargeType

String

No

The billing method for
disks. Optional values:

* PrePaid: Changes
the billing method
from Pay-As-You-
Go to Subscription.

+ PostPaid: Changes
the billing method
from Subscription
to Pay-As-You-Go.
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Name

Type

Required

Description

Default value:
PrePaid.

DryRun

Boolean

No

Whether the system
performs a dry run
only. When DryRun
is t rue, the system
performs a dry run
only, but does not
change the actual
billing method.
Optional values:

e true
» false

Default value: false.

AutoPay

Boolean

No

Whether automatic
payment is enabled.
Optional values:

* true: Automatic
payment is enabled
. Make sure that
you maintain a
sufficient balance
in the linked
credit card or
PayPal account
to complete
the payment.
Otherwise, ECS
regards your order
as an exception,
and you have to
cancel this order.

+ false: Generates
the order, but
does not charge
fees. If your
PayPal balance is
insufficient or the
linked credit card
reaches the credit




Name

Type

Required

Description

limit, the system
generates a normal
unpaid order for
the outstanding
payment. You

can log on to the
ECS console

to complete the
payment.

Default value: true.

ClientToken

String

No

Guarantees the
idempotence of the
request. The value

is generated by a
client and must be
unique. It can contain
a maximum of 64
ASCII characters.
For more information,
see How to ensure

idempotence.
Response parameters
Name Type Description
Orderld Long The generated order identifier.
Examples

Request example

htt ps://ecs. al i yuncs. conf ?Act i on=Modi f yDi skChar geType
&Regi onl d=cn- hangzhou
&Di skl ds=["d- xxxxx1", " d-xxxxx2"]
&l nst ancel d=i - xxxxx1

&Aut oPay=f al se

&C i ent Token=xXXXXXXXXXXXXX
&<Comon Request Paraneters>

Response example

XML format

<Mbodi f yDi skChar geType>

<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>




<Order>1011111111111111</ Order >
</ Modi f yDi skChar geType>

JSON format

"Request | d":

"Order":
}

Error codes

"04FOF334-1335-436C- A1D7- 6CO44FE73368" ,
10111111121111111,

Error codes specific to this interface are as follows. For more information, see API Error Center.

permitted due to
charge type of the
instance.

Error code Error message HTTP status code Description
Account.Arrearage Your account has an 400 Your account has an
outstanding payment. outstanding payment.
Idempotenc Request uses a client 400 The parameters of the
eParamNotMatch token in a previous requests that use the
request but is not same Cl i ent Token
identical to that do not match.
request.
InvalidClientToken. The ClientToken 400 The d i ent Toke
ValueNotSupported provided is invalid. n value is invalid.
It should be ASCII
characters only.
Invalidinstance. The specified instance [400 The specified instance
UnpaidOrder has unpaid order. has an unpaid order.
Invalidinstanceld. The specified instance | 400 The specified instance
Released has been released. has been released.
OrderCreationFailed Order creation failed 400 Order creation has
, please check your failed.
params and try it again
later.
Throttling You have made too 400 You've made too many
many requests within attempts. Please try
a short time; your again later.
request is denied due
to request throttling.
ChargeTypeViolation | The operation is not 403 The billing method of

the specified instance
does not support this
operation.
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Error code

Error message

HTTP status code

Description

processing has failed
due to some unknown
error, exception or
failure.

InvalidAccountStatus. | Your account does not | 403 The account balance
NotEnoughBalance have enough balance. is insufficient.
InvalidPayMethod The specified billing 403 The specified billing
method is invalid. method does not exist.
InvalidUser. The RAM user does 403 Your RAM user does
PassRoleForbidden not have privilege to not have the PassRole
pass a role. permission. Contact
the owner of the
primary account to
grant the PassRole
permission.
InvalidDisklds. Some of the specified [404 The disk identifier
NotFound data disks do not exist. does not exist.
InvalidDisklds. The specified Diskld is | 404 The specified
NotPortable not portable. undetachable disk
does not support
changing the billing
method.
InvalidRegionld. The Regionld provided | 404 The specified
NotFound does not exist. Regi onl d does not
exist.
PaymentMet No billing method has |[404 You have not selected
hodNotFound been registered on the any billing method.
account.
InternalError The request 500 Internal error.

7.6 ModifyDiskAttribute

Modifies the attribute of a cloud disk.

Description

In this interface, when the DeleteWithIinstance (Del et eW't hl nst ance=f al se) attribute is set

to false, once the ECS instance on which the disk is attached is locked and the Oper at i onLocks




of instance indicates " LockReason"

disk is ignored and the disk is released along with the instance.

Request parameters

"security",the Del et eWt hl nst ance attribute of

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
ModifyDiskAttribute.

Diskld

String

Yes

ID of the target disk.

DiskName

String

No

The disk name.

* It can contain [2,
128] English letters
an must begin with
an uppercase or
lowercase letter.
Can contain digits
, colons (:), periods
(.), underscores (_
), and hyphens (-).

* It cannot begin with
http:// or https://.

+ Ifitis left empty,
the original value is
used. The default
value is null.

Description

String

No

The description of a
disk.

* It can contain [2,
256] letters and
must begin with
an uppercase or
lowercase letter.
Can contain digits
, colons (:), periods

(), underscores (_
), and hyphens (-).

« Cannot begin with
http:// or https://.

+ Ifitis left empty,
the original value is




Name

Type

Required

Description

used. The default
value is null.

DeleteWithlnstance

String

No

Whether the disk is
released along with
the instance or not.
Optional values:

* True: If the instance
is released,
this disk is also
released.

+ False: If the
instance is released
, this disk is
retained.

Default value: None.
In the following
conditions, when you
setDel eteWth

| nst ance tof al se,
an error is returned.

*  When the Category
(cat egory)
attribute of disk
is ephemeral (
epheneral ).

*  When the Category
(cat egory)
attribute of disk
is cloud (cl oud)
and the Portable (
Port abl e=f al se)
attribute is false.

DeleteAutoSnapshot

String

No

Whether the automatic
snapshots of a cloud
disk are deleted or

not when the disk

is deleted. Optional
values:




Name

Type

Required

Description

* True: If the disk
is released,
its automatic
snhapshots are also
released.

* False: If the
disk is released
, its automatic
snapshots are
retained.

Default value: None.

EnableAutoSnapshot

String

No

If you have created an
automatic snapshot
policy, you can decide
whether an automatic
snhapshot policy is
applied to the disk or
not. Optional values:

* True: The disk
runs an automatic
snapshot policy.

* False: The disk
does not run an
automatic snapshot

policy.

Default value: None.

Response parameters

All are common return parameters. For more information, see Common parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Modi fyDi skAttri bute

&Di skl d=d- 23j bf 2v5m
&Di skNanme=MyDi skNane

&<Comon Request Paraneters>

Response example




XML format

<Modi f yDi skAttri but eResponse>
<Request | d>473469C7- AA6F- 4DC5- B3DB- A3DCODE3CB3E</ Request | d>
</ Modi fyDi skAttri but eResponse>

JSON format

"Request | d":

Error codes

"473469C7- AAGF- 4DC5- B3DB- ASDCODE3C83E"

Error codes specific to this interface are as follows. For more information, see AP/ Error Center.

NotFound

does not exist.

Error code Error message HTTP status code Meaning
InvalidDiskName. The specified disk 400 The format of the
Malformed name is wrongly specified DiskName is
formed. incorrect.
NoAttribute ToModify No attribute to be 400 Duplicate requests.
modified in this
request.
DiskNotPortable The specified disk is 403 When you set
not a portable disk. the Del eteW't h
I nst ance=f al se
attribute, you cannot
set the attribute
Por t abl e of the
specified cloud disk to
fal se.
IncorrectDiskStatus The operation is not 403 The status of the cloud
supported in this disk is incorrect. For
status. more information,
see Basic cloud disk
status.
InvalidDescription. The specified 404 The format of specified
Malformed description is wrongly Description is
formed. incorrect.
InvalidDiskld. The specified disk 404 The specified Diskld

does not exist.
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7.7 ReplaceSystemDisk

Replaces the system disk or changes the operating system of an ECS instance.

Description

When you call this interface, consider the following:

* You cannot change the category of the system disk for your ECS instance.

» The billing method of the system disk remains unchanged. However, the disk ID of the system

disk for your ECS instance is replaced. The original system disk is released once the action is

completed.

+ The instance must be in the Stopped (St opped) status. If your VPC-Connected instance has

the No fees for stopped instances (VPC-Connected) feature enabled, we recommend that you

disable the feature when you stop the instance to guarantee a successful restart attempt. For

more information, see St opl nst ance.

+ If the specified instance is locked, the Oper at i onLocks of the instance cannot be "

LockReason":

"security".

» The ECS instance cannot have an unpaid order.

* You can specify the size of the new system disk by specifying the parameter Syst enDi sk

. Si ze. The SystemDisk.Size must be equal to or greater than max{20, [size of the current

system disk]}. Extra fees are charged for the size that exceeds max{20, [the volume of current

system disk]}.

Request parameters

Name Type Required Description

Action String [ Yes The name of this interface. Value: ReplaceSys
temDisk.

Instanceld String [ Yes The ID of the specified instance.

Imageld String [ Yes The ID of the image used when you replace the
system disk.

Password String [ No Password of your ECS instance. The password

can be [8, 30] characters in length. It must contain
uppercase letters, lowercase letters, and numbers
. The following special characters are allowed:

()" ~! @#$%"&amp;*-+=|{}[]:;'&lt;>,.? /. A slash (/)
cannot be the first character of Windows instances
administrative password.




Name

Type

Required

Description

-
=] Note:

If you specify the Passwor d parameter, use
HTTPS to call the API to avoid password breach.

PasswordInherit

Boolean

No

Whether or not to use the password pre-configured
in the image you select. PasswordInherit is
specified, the Passwor d must be null. For a
secured access, make sure that the selected image
has password configured.

KeyPairName

String

No

Key pair name.

* For a Windows instance, ignore this parameter,
and the default value is null. If a value is set for
the KeyPairName parameter, the parameter
Passwor d is still effective.

» For a Linux instance, the password of username
is disabled if a value is set for the KeyPairName
parameter.

SystemDisk.Size

Integer

No

Size of the new system disk, measured in GiB. Valid
range: [Max{20, [the size of the specified image
file]}, 500].

Default value: Max{40, [the size of the specified
image file]}.

ClientToken

String

No

Guarantees the idempotence of the request. The
value is generated by a client and must be globally
unique. Only ASCII characters are allowed. It can
contain a maximum of 64 ASCII characters. For
more information, see How to ensure idempotence.

SecurityEn
hancementS
trategy

String

No

Whether or not to activate the security enhancement
feature and install network security software free of
charge. Optional values:

* Active: Enables the security enhancement
feature and install network security software free
of charge. Only applicable to the ECS official
images.

+ Deactive: Disables the security enhancement
feature and no network security software installati
on. Applicable to all kinds of images.




Response parameters

Name Type Description
Diskld String Indicates the disk ID of the new system disk.
Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Repl aceSyst enDi sk
&l nst ancel d=i - 23j ggx34b

&l magel d=m nyi magell
&<Common Request Par anet er s>

Response example

XML format

<Repl aceSyst enDi skResponse>
<Di skl d>d- 23j bf 2v5nx/ Di skl d>
<Request | d>F3CD6886- D8DO- 4FEE- B93E- 1B73239673DE</ Request | d>
</ Repl aceSyst enDi skResponse>

JSON format

" Request | d": " 337568C5- 64F3- 4B76- 8CDD- D3DBC57B5BSC"
"Di skl d": " d-j 6canmz21u4ks3dj 6f | b"

}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Conflict

the specified instance type.

Error code Error message HTTP status | Meaning
code
InvalidParameter. | The specified image does not support | 400 The specified image

cannot run in the
specified instance type

InvalidPassword. | The specified parameter “Password” | 400 The specified
Malformed is not valid. Passwor d is invalid.
InvalidPas The input password should be null 400 When Passwdl nhe
swordParam. when passwdInherit is true. rit is specified, the
Mismatch Passwor d must be

null.
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Error code Error message HTTP status | Meaning
code
InvalidSys The specified parameter SystemDisk [400 The specified
temDiskSize .Size is invalid. Syst enDi sk. Si ze is
invalid.
InvalidSys The specified image does not support | 400 You cannot specify the
temDiskSize. resize. SystemDisk.Size for
ImageNotSu the specified Imageld.
pportResize
InvalidSys The specified parameter SystemDisk [400 The specified
temDiskSize .Size is invalid. SystemDisk.Size is
.ValueNotSu invalid.
pported
OperationDenied | The specified image contains the 400 You cannot change
snapshot of the data disk,does not the system disk of
support this operation. the specified instance
when the specified
image is created by
using a snapshot that
contains data of data
disks.
ChargeType The operation is not permitted due to |403 You cannot change
Violation charge type of the instance. the system disk for
the specified instance
because of its billing
method.
DiskCreati The operation is denied due to a 403 A snapshot is being
ngSnapshot snapshot of the specified disk is not created for the
completed yet. specified disk, please
try again later.
ImageNotSu The specified image has not be 403 You must subscribe
bscribed subscribed. the specified image
before the action.
ImageNotSu The specified image don not support [403 The specified image
pportinsta the InstanceType instance. cannot run in the
nceType specified category of

the instance.




Error code Error message HTTP status | Meaning
code
ImageRemov The specified market image is not 403 The specified Imageld
edIinMarket available, Or the specified user is no longer available
defined image includes product code in the cloud market.
because it is based on an image
subscribed from marketplace, and
that image in marketplace includeing
exact the same product code has
been removed.
Incorrectl The current status of the resource 403 The status of the ECS
nstanceStatus does not support this operation. instance must be
Stopped.
INST_HAS_U The instance has unpaid order. 403 An unpaid order exists
NPAID ORDER for the specified
instance.
Instanceex The specified operation is denied 403 The specified instance
piredorinarrears | as your prepay instance is expired ( has an overdue
prepay mode) or in arrears (afterpay payment.
mode).
InstancelLo The instance is locked due to security [ 403 The specified instance
ckedForSecurity is locked for security
reasons.
loOptimized. The specified image is not support 403 The specified Imageld
NotSupported loOptimized Instance. must be able to run
in an 1/O optimized
instance.
QuotaExceed. The specified image is from the 403 You must purchase
Buylmage image market. You have not bought it the specified Imageld
or your quota has been exceeded. before the action.
You have reached the
maximum number
of available images
purchased by you.
Invalidimageld. The specified Imageld does not exist. | 404 The specified Imageld
NotFound does not exist.
Invalidinstanceld. | The specified Instanceld does not 404 The specified

NotFound

exist.

Instanceld does not
exist.




Error code Error message HTTP status | Meaning
code
InvalidSys The specified parameter SystemDisk. [ 404 The specified
temDiskSize Size is less than the image size. SystenDi sk. Si ze
.LessThanim cannot be smaller
ageSize than the size of the
| magel d system
disk.
InvalidSys The specified parameter SystemDisk. | 404 The specified
temDiskSize. Size is less than the min size. SystemDisk.Size
LessThanMinSize cannot be smaller than
40 GiB.
InvalidSys The specified SystemDisk.Size 404 The specified
temDiskSize. parameter exceeds the maximum Syst enDi sk. Si ze
MoreThanMa size. cannot exceed 500
xSize GiB.
NoSuchResource | The specified resource is not found. |404 The specified resource
does not exist.
OperationDenied | Internal Error. 500 Internal error, please
try again later.

7.8 ResetDisk

Rolls back a disk to a specified disk state by using one of its disk snapshots.
Description
When you call this interface, consider the following:

» The status of the disk must be In Use (I n_Use).

» The status of the ECS instance to which the specified disk is attached must be Stopped (
St opped).

» The specified Snapshot | d must be one of the disk (Di skl d) history snapshots.

+ If the specified instance is locked, the Oper at i onLocks of the instance cannot be "

LockReason": "security".



Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
ResetDisk.

Diskld

String

Yes

ID of the specified disk
device.

Snapshotid

String

Yes

The snapshot ID of
the disk that is to be
rolled back.

Response parameters

All are common response parameters. For more information, see common parameters.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Reset Di sk
&Di skl d=d- 23j bf 2v5m

&Snapshot | d=s- snapshot 1
&<Common Request

Response example

XML format

Par anet er s>

<Reset Di skResponse>
<Request | d>F3CD6886- D8D0- 4FEE- BO3E- 1B73239673DE</ Request | d>
</ Reset Di skResponse>

JSON format

{

"Request | d": " F3CD6886- DSDO- 4FEE- B93E- 1B73239673DE"

}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Code

Center.
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Error code

Error message

HTTP status code

Meaning

DiskCategory. The operation is not | 400 The category of the

OperationNotSupporte | supported to the specified disk does not

d specified disk due to support rolling back.
its disk category.

IncorrectDiskStatus The current disk 403 The status of the
status does not disk must be In Use (
support this operation. I n_Use).

IncorrectinstanceSta | The current status of |403 The status of the ECS

tus the resource does not instance to which the
support this operation. specified is attached

must be Stopped (
St opped).

InstanceExpiredOrIinA | The specified 403 Your subscription

rrears operation is denied as instance has expired
your prepay instance . Or your Pay-As-You
is expired (prepay -Go instance has an
mode) or in arrears ( overdue payment.
afterpay mode).

InstancelLo The instance is locked | 403 Your instance has

ckedForSecurity due to security. been locked for

security reasons.

InvalidAccountStatus. | Your account does not | 403 You registered credit

NotEnoughBalance have enough balance. card is invalid. Or

insufficient balance in
your PayPal account.

InvalidAccountStatus | Snapshot service has |403 You have not signed

.SnapshotSe not been opened yet. up for the snapshot

rviceUnavailable service yet. Please

visit the ECS console
to sign up and activate
your account.

InvalidParameter. The specified 403 The specified

Mismatch snapshot is not Snapshotld must be
created from the one of the disk history
specified disk. snapshots.

InvalidSnapshot. The snapshotld is 403 The specified

TooOld

created before 2013
-07-15, it cannot be

snapshot was created
on or before July 15,
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Error code Error message HTTP status code Meaning
restored since the first 2013, and it cannot be
time the disk detached used to roll back a disk
InvalidSnapshotid. The specified 403 The specified
NotReady snapshot has not snapshot is being
completed yet. created, please try
again later.
OperationDenied The specified 403 The specified
snapshot does not snapshot cannot be
support ResetDisk. used to roll back the
disk.
InvalidDiskld. The specified Diskld 404 The specified disk
NotFound does not exist. does not exist.
InvalidSnapshotid. The specified 404 The specified disk
NotFound Snapshotld does not does not exist.
exist.

7.9 ResizeDisk

Extends the size of a cloud disk.
Description
When you call this interface, consider the following:

* You can only extend the size of a data disk instead of a system disk.

* You can only extend the size of a basic cloud disk (Cl oud), an ultra cloud disk (Cl oud_ef f i
ci ency), or an SSD cloud disk (Cl oud_ssd).

* You cannot extend the size of a disk when it is used to create a snapshot.

« [f a data disk has been attached to an ECS instance:

= The instance must be in the Running (Runni ng) or Stopped (St opped) status.
=— The instance must be restarted in the ECS console or by calling the APl Reboot | nst ance
after the size extension.
» This action only extends the capacity of a data disk, and the partitions and the file system are

not modified. After the operation, you must manually allocate the storage space.



Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
ResizeDisk.

Diskld

String

Yes

The ID of a disk.

NewSize

Integer

Yes

Extends the size of
a disk to a specified
value. The unit of
measurement is GiB.
Value range:

* For a Basic cloud
disk (Cloud): [5,
2000]

* For an Ultra cloud
disk (Cloud_effi
ciency): [5, 2000]

» Foran SSD cloud
disk (Cloud_ssd): [5
, 2000]

The value of NewSize
must be greater than
the former size of your
disk. A disk that is
smaller than 2,000 GiB
cannot be extended to
a size more than 2,000
GiB.

ClientToken

String

No

Guarantees the
idempotence of the
request. The value is
generated by a client.
The client token must
be unique among

all requests and can
only contain up to

64 ASCII characters.
For more information,
see how to ensure
idempotence.




Response parameters

All parameters are common response parameters. For more information, see common

parameters.

Examples

Request example

htt ps://ecs. al i yuncs. conl ?Acti on=Resi zeDi sk
&Di skl d=xxx

&NewSi ze=1024

&<Comon Request Paraneters>

Response example
XML format

<Resi zeDi skResponse>
<Request | d>F3CD6886- D8DO- 4FEE- B93E- 1B73239673DE</ Request | d>
</ Resi zeDi skResponse>

JSON format
"Request | d": "F3CD6886- D8D0- 4FEE- B93E- 1B73239673DE"

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status code Description

DiskCreatingSnapshot | The operation is 403 A snapshot is being
denied due to a created for the
snapshot of the specified disk, please
specified disk is not try again later.
completed yet.

DiskError IncorrectDiskStatus 403 Abnormal disk status.

DiskInArrears The specified 403 Overdue payment on

operation is denied as
your disk owing fee.

the specified disk.

IncorrectinstanceSta
tus

The current status of
the resource does not

support this operation.

403

The instance to
which the data disk
is attached must be
in the Running (
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Error code

Error message

HTTP status code

Description

Runni ng) or Stopped
(St opped) status.

InstanceExpiredOrInA | The specified 403 The instance to which
rrears operation is denied as the data disk is
your prepay instance attached has been out
is expired (prepay of service.
mode) or in arrears (
afterpay mode).
InvalidDiskSize. Specified new disk 403 The maximum size of
Toolarge size is beyond the the specified disk is
permitted range. exceeded.
InvalidDiskSize. Specified new disk 403 The value of NewSize
TooSmall size is less than the must be greater than
original disk size. the former size of your
disk.
OperationDenied The status of the disk 403 You can only extend
or the instance that the the size of a data
disk is attaching with disk. Or the instance
does not support the to which the data
operation. disk is attached must
be in the Running (
Runni ng) or Stopped
(St opped) status.
OperationDenied The type of the disk 403 You can only extend
does not support the the size of a Basic
operation. cloud disk, an Ultra
cloud disk or an SSD
cloud disk.
InvalidDiskld. The specified disk 404 The specified Diskld
NotFound does not exist. does not exist.
Invalidinstanceld. The specified 404 The specified

NotFound

Instanceld does not
exist.

Instanceld does not
exist.




8 Images

8.1 Createlmage

Creates a custom image. You can use a custom image to create instances (Runl nst ances) or

change the system disk for an existing instance (Repl aceSyst enDi sk).
Description
When you call this interface, consider the following:

* You can use a custom image only after its status becomes Available (Avai | abl e).

+ If the specified instance is locked, and the Qper at i onLocks of the instance indicates

LockReason: "security".
Approaches
Three approaches of creating a custom image are as follows:

Approach 1. If you want to create a custom image based on the system disk of your ECS
instance, you can specify one of the system disk snapshots (Snapshot | d) to create a custom

image. However, the specified snapshot cannot be created on or earlier than July 15, 2013.

Approach 2. If you want to create a template for a whole ECS instance, you can specify the (
I nst ancel d) to create a custom image. You must make sure that the status of the specified
instance is Running or Stopped. Running (Runni ng) or Stopped (St opped). After a successful

invocation, each disk of the specified instance has a new snapshot created.

Approach 3. If you want to combine multiple snapshots to make an image template, you can
specify Di skDevi ceMappi ng to create a custom image. When you specify DiskDeviceMapping,

consider the following:

* You can only specify one system disk snapshot. The device name of the system disk must be /

dev/xvda.

* You can specify multiple data disk snapshots. The device names of the data disks are allocated

sequentially from /dev/xvdb to /dev/xvdz, without duplicates.

* Snapshot | d is not required, if you do not specify the Snapshotld, a disk with empty size is

created.

* However, the specified Snapshotld cannot be created on or earlier than July 15, 2013.



Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this interface. Value: Createlmage.

Regionld

String

Yes

The region ID of the image. For more information,
call Descri beRegi ons to obtain the latest region
list.

Snapshotld

String

No

The snapshot ID. A custom image is created from
the specified snapshot.

Instanceld

String

No

Instance ID.

DiskDevice
Mapping.N.Size

String

No

The size of a disk. The unit of measurement is GiB.
Value range: [5, 2000] GiB.

* The default value is the value of snapshot size (
Di skDevi ceMappi ng. N. Snapshot | d) if you
do not specify this parameter.

 If you do not specify the snapshot ID (

Di skDevi ceMappi ng. N. Snapshot | d), the
default size is 5 GiB.

» The size value cannot be less than the size
of the snapshot (Di skDevi ceMappi ng. N.
Snapshot | d).

The value range of nin Di skDevi ceMappi ng. n is:
[1, 17].

» n =1: Indicates the specified disk is a system

disk.

e n=2,3, ...... 17: Indicates the specified disk is a
data disk.

DiskDevice
Mapping.N.
Snapshotld

String

No

The snapshot ID of the disk Di skDevi ceMappi ng
.N..

ImageName

String

No

Image name.

+ Can contain [2, 128] characters in length. Must
begin with an English letter or Chinese character
. Can contain digits, colons (:), underscores (_),
or hyphens (-).

+ Cannot begin with http:// or https://.

ImageVersion

String

No

The version number of the image, with a length limit
of [1, 40] English characters.




Name Type Required Description

Description String  [No The description of the image.
* It can be [0, 256] letters in length.
* It cannot begin with http:// or https://.
» Default value: null.

Tag.n.Key String [ Yes The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin
with "aliyun”, "acs:", "http://", or "https://".

Tag.n.Value String [ Yes The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It
cannot begin with "aliyun”, "acs:", "http://", or "https
A"

ClientToken String No Guarantees the idempotence of the request. The
value is generated by a client and must be globally
unique. Only ASCII characters are allowed. It can
contain a maximum of 64 ASCII characters. For
more information, see How to ensure idempotence.

Response parameters
Name Type Description
Imageld String Image ID
Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Cr eat el nage

&Regi onl d=cn- hangzhou

&Snapshot | d=s- snapshot 1

&l mageNane=deno_i nage
&<Common Request

Response example

XML format

<Cr eat el mageResponse>

Par anet er s>

<Request | d>C8B26B44- 0189- 443E- 9816- D951F59623A9</ Request | d>
<l magel d>m 63DFD5FB2</ | magel d>




</ Cr eat el mageResponse>

JSON format

"Request | d":
"I magel d":

}

Error codes

"m 63DFD5FB2"

" C8B26B44- 0189- 443E- 9816- D951F59623A9" ,

Error codes specific to this interface are as follows. For more information, see APl Error Center.

NotFound

exist.

Error code Error message HTTP status | Description
code
Incorrectl The current status of the instance 400 The status of the
nstanceStatus does not support this operation. specified instance
must be Running or
Stopped.
InstancelLo The input parameter Instanceld that [ 400 The specified instance
ckedForSecurity is mandatory for processing this has been locked for
security reasons. the sake of security.
InvalidDescription | The specified description is wrongly 400 The specified
.Malformed formed. Descriptionis
invalid.
Invalidima The specified Image name has 400 The value of the
geName. already been used. specified | rageNane
Duplicated already exists.
Invalidima The specified Image name is wrongly | 400 The format of the
geName. formed. specified | rageNane
Malformed is incorrect.
Invalidima The specified ImageVersion is 400 The format of
geVersion. wrongly formed. the specified
Malformed | mageVer si on is
incorrect. Or you are
not authorized to
access the specified
| mageVer si on.
Invalidinstanceld. | The specified Instanceld does not 400 The specified

Instanceld does not
exist.
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Error code Error message HTTP status | Description
code
Invalidinstanceld | The specified Instanceld is not 400 The specified
.ValueNotSu allowed to create image. Instanceld cannot be
pported used to create custom
images.
InvalidSize. The specified parameter DiskDevice 400 The maximum size
ValueNotSu Mapping.n.Size beyond the permitted of the specified
pported range. Di skDevi ceMappi ng
. Nn. Si ze value is
exceeded.
MissingPar The input parameter Snapshotld or 400 You must specify the
ameter Instanceld or DiskDeviceMapping required Snapshot | d
that is mandatory for processing this , I nstancel d, or
request is not supplied. Di skDevi ceMappi ng
OperationDenied | The specified parameter DiskDevice |400 One system disk
Mapping.n.Snapshotld does not snapshot must be
contain system disk snapshot. contained in the list of
Di skDevi ceMappi ng
. n. Snapshot | d.
OperationDenied | The specified parameter DiskDevice 400 Parameter Only
Mapping.n.Snapshotld contains two one system disk
or more system disk snapshots. snapshot can be
contained in the list of
Di skDevi ceMappi ng
. n. Snapshot | d.
Invalidaccountant | Your account does not have enough | 403 Your registered credit
status. balance. card is invalid or
you have insufficie
nt balance in your
PayPal account.
InvalidAcc Snapshot service has not been 403 You have not signed
ountStatus. opened yet. up for the snapshot
SnapshotSe service yet. Please

rviceUnavailable

visit ECS console to
sign up and activate
your account.




Error code Error message HTTP status | Description
code
InvalidParamter. | The specified same token is trying 403 The specified
Conflict to make requests with different dient Tokenis
parameters. uniformed with the
parameters.
InvalidSnapshot. | This operation is denied because the |403 The specifed snapshot
TooOld specified snapshot by DiskDevice cannot be created on
Mapping.n.Snapshotld or Snapshotid or earlier than July 15
is created before 2013-07-15. , 2013.
InvalidSnapshotld | The current status of the DiskDevice |403 The status of specified
.NotReady Mapping.n.Snapshotld or Snapshotid snapshot is incorrect.
does not support this operation.
OperationDenied | The specified snapshot is not allowed | 403 The snapshot of the
to create image. specified disk cannot
be used to create
images.
OperationDenied | The specified snapshot is not from 403 Only a system disk
system disk. snapshot can be used
to create custom
images.
QuotaExceed. The Image Quota exceeds. 403 The maximum
Image number of your
custom images have
exceeded.
InvalidRegionld. | The specified Regionld does not exist | 404 The specified
NotFound Regi onl d does not
exist.
InvalidSnapshotld | The specified Snapshotld does not 404 The specified
.NotFound exist. Snapshotld does not
exist.
InvalidSnapshotld | The specified Snapshotld does not 404 The specified

.NotFound

exist.

Snapshotld does not
exist.




8.2 Importimage

Imports an on-premises image to Alibaba Cloud ECS.
Description

You can use the imported image to create instances (Runl nst ances) or replace the system disk

of an instance (Repl aceSyst enDi sk). When you call this interface, consider the following:

* You must upload the image file to OSS beforehand.

* You can only import an image file to a region from OSS in the same region. The image and
OSS must belong to one account.

« Thenin D skDevi ceMappi ng. n indicates the disk type. When n is set to 1, it represents a
system disk. When n is set to [2, 17], it represents a data disk.

* You cannot delete an image that is being imported. However, you can cancel the image import
task (Cancel Task).

+ To use RAM to allow ECS to access OSS for your Alibaba Cloud account, follow these steps:

1. Create a role with a name Al i yunECSI nagel npor t Def aul t Rol e (image import fails if

a different name is used), and see the following code snippet to set its role policy.

"Statenent": [

"Action": "sts:AssuneRol e",
"Effect": "All ow',
"Principal": {
"Service": [
"ecs. al i yuncs. cont

]

}
2. Attach the default permission policy Al i yunECSI magel nport Rol ePol i cy to

ersion": "1"

AliyunECSImagelmportDefaultRole. You can also create a custom policy with the following

permissions:

{

"Version": "1",
"Statement": [

"Action": |
"o0ss: CGet Obj ect”,
"0ss: Get Bucket Locat i on"

!

Resour ce": e
"Effect": "Al ow



}
]
}

Request parameters

Name Type Required Description
Action String [ Yes The name of this interface. Value: Importimage.
Regionld String [ Yes The region ID. You can call Descri beRegi ons to
obtain the latest region list.
ImageName String | No The image name.
+ Can be [2, 128] characters in length. Must start
with an uppercase or lowercase English letter, or
a Chinese character. Can contain digits, colons
(:), underscores (_), or hyphen (-).
+ The image name is displayed in the ECS console
+ Cannot start with http:// or https://.
Description String No The image description.
+ Can be null, but the image description is optional
and but must not exceed 256 characters.
» Cannot start with http:// or https://.
Architecture String No The system architecture. Optional values:
+ 386
+ x86_64
Default value: x86_64.
OSType String [No The type of operating system platform. Optional
values:
+  Windows
* Linux
Default value: Linux.
Platform String [No The operating system release edition. Optional

values:

+ CentOS

+ Ubuntu

+ SUSE

* OpenSUSE
* Debian




Name Type Required Description

* CoreOS

* Aliyun

*  Windows Server 2003
*  Windows Server 2008
*  Windows Server 2012
+ Others Linux

e Customized Linux

Default value: Others Linux.

DiskDevice String No The image format. Optional values:
ll\:/lappng.n. . RAW
orma . VHD
* gcow?2

After an image is imported, the image format is
automatically checked and scanned. The result
obtained from this process is used as the default
value of this parameter.

DiskDevice String | Yes The OSS bucket where an image file is stored.
Mapping.n.

OSSBucket

DiskDevice String [ Yes The name (key) of the OSS object with an image file
Mapping.n.

OSSObject

DiskDevice String [No The size of a custom image. The space of the disk
Mapping.n. must be larger than or equal to the actual used
DisklmageSize space of disks. Value range:

* When nis set to 1: [5, 500] GiB.
« When nis set to [2, 16]: [5, 1000] GiB.

When you import an image, the system auto scans
and checks the size of the image, and the checking
result is used as a default value of this parameter.

Response parameters

Name Type Description

Regionld String The region ID.

Imageld String The image ID.




Name Type Description
ImportTaskld String The ID of an image import task.
Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Il nport| mage
&Regi onl d=cn- hangzhou

&Di skDevi ceMappi ng. 1. OSSBucket =ecsi nmageos
&Di skDevi ceMappi ng. 1. OSSObj ect =Cent OS_5.4_32.raw
&<Common Request Paraneters>

Response example

XML format

<l nport | mageResponse>
<Request | d>C8B26B44- 0189- 443E- 9816- D951F59623A9</ Request | d>
<I magel d>l ng- 231234567</ | magel d>
<I nport Taskl d>123- 345- 2332- 22323</ | npor t Taskl d>
</l nport | mageResponse>

JSON format

"Request | d'

"I magel d":

': "(C8B26B44-0189- 443E-9816- D951F59623A9",

"1 ng-231234567" |

"l mport Taskl d": " 123- 345- 2332-22323"

}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status | Meaning
code
Forbbiden User not authorized to operate on the | 400 You cannot import the
specified resource image now.
Open a ticket to
enable the image
import feature.
Incorrectl The specified image is not available. |400 The status of the
mageStatus specified image is
incorrect.
InvalidArc The specified Architecture is wrongly [400 The specified
hitecture. formed. Architectureis
Malformed invalid.
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Error code Error message HTTP status | Meaning
code
InvalidDescription | The specified destination image 400 The specified target
.Malformed description is wrongly formed. image Descri pti on
is invalid.
InvalidFormat. The specified Image format is 400 The specified image
Malformed wrongly formed. file format is invalid.
Invalidima The destination image is exist. 400 The value of the
geName. specified ImageName
Duplicated already exists.
Invalidima The specified destination Image 400 The specified
geName. name is wrongly formed. | mageNane is invalid.
Malformed
InvalidimageSize | The specified “DiskDeviceMapping.n | 400 The value of
.DisklmageSize” should be not less the specified
than system device size. Di skDevi ceMappi ng
. n. Di skl mageSi ze
must be larger than
or equal to the actual
used space of disks.
InvalidOSType. The specified OSType is wrongly 400 The specified OSType
Malformed formed. is invalid.
InvalidPlatform. The specified Platform is wrongly 400 The specified
Malformed formed. Pl at f or mis invalid.
MissingPar An input parameter “Regionld” that is | 400 You must specify the
ameter mandatory for processing the request parameter Regi onl d.
is not supplied.
MissingPar An input parameter “DiskDevice 400 You must specify
ameter Mapping.n.OSSBucket” that is the parameter
mandatory for processing the request OSSBucket .
is not supplied.
MissingPar An input parameter “DiskDevice 400 You must specify
ameter Mapping.n.OSSObject” that is the parameter
mandatory for processing the request OSShj ect .
is not supplied.
Regionld. The specified region is not found. 400 The Regi onl d of the
NotFound specified image does

not exist.




Error code Error message HTTP status | Meaning
code
Imagelsimporting | The specified Image is importing. 403 The specified image is
being copied. Please
try again later.
InvalidRegion. The specified region does not support | 403 The specified region
NotSupport image import or export. currently does not
support image import.
QuotaExceed. The Image Quota exceeds. 403 You have exceeded
Image the custom images
import limit. No
more images can be
imported.
QuotaExceed. The maximum number of snapshots |[403 You have exceeded
Snapshot is exceeded. the snapshot import
limit. No more images
can be imported.
8.3 Copylmage

Copies a custom image from one region to other regions. You can use the destination image to

create instances (Runl nst ances) or replace system disks (Repl aceSyst enDi sk).

Description

When you call this interface, consider the following:

* You can only copy the custom image when it is in the Avai | abl e status.

* You can only copy the image within your Alibaba Cloud account. Coping an image cross

accounts is not allowed.

* You cannot delete an image (Del et el mage) when copying is in progress. However, you can

cancel the copying process (Cancel Copyl mage).

Request parameters

Name Type Required Description
Action String [ Yes The name of this interface. Value: Copylmage.
Regionld String [ Yes ID of the region to which the source custom

image belongs. For more information, call
Descri beRegi ons to obtain the latest region list.




Name Type Required Description
Imageld String [ Yes ID of the source custom image.
Destinatio String | Yes ID of the region to where the destination custom
nRegionld image belongs.
Destinatio String  [No Name of the destination custom image.The name is
nimageName a string of 2 to 128 characters. It must begin with an
English or a Chinese character. It can contain A-Z, a
-z, Chinese characters, numbers, periods (.), colons
(:), underscores (_), and hyphens (-). Default value:
null.
Destinatio String  [No The description of the destination custom image.lt
nDescription cannot begin with http:// or https://. Default value:
null.
Response parameters
Name Type Description
Imageld String ID of the destination custom image.
Examples

Request example

https://ecs. aliyuncs. conl ?Act i on=Copyl nage
&Dest i nat i onRegi onl d=cn- hangzhou

&l magel d=m 281234567
&Regi onl d=cn- gi hgdao

&<Comon request paraneters>

Response example

XML format

<Copy| nageResponse>

<Request | d>C8B26B44- 0189- 443E- 9816- D951F59623A9</ Request | d>
<I magel d>l ng- 231234567</ | nagel d>

</ Copyl mageResponse>

JSON format

"Request | d":

"I magel d":

" C8B26B44- 0189- 443E- 9816- D951F59623A9" ,

"1 ng-231234567"




}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status | Note
code
Destinatio The destination region not found 400 The Destinati o
nRegion. nRegi onl d does not
NotFound exist.
Incorrectl The image not available. 400 The status of the
mageStatus specified source
custom image (
| magel d) must be
Avai | abl e.
InvalidDescription | The specified description is wrongly | 400 The description
.Malformed formed. of the specified
destination custom
image (Desti nati o
nDescri ption)is
invalid.
Invalidimageld. The specified Imageld does not exist. [ 400 The specified source
NotFound custom image (
| magel d) does not
exist.
Invalidima The destination image does not exist. [ 400 The name of the
geName. destination custom
Duplicated image (Desti nati o
nl mageNane) is
already in use.
Invalidima The specified destination Image 400 The name of the
geName. name is wrongly formed. specified destination
Malformed custom image (
Destinatio
nl mageNane) is
invalid.
Invalidima The specified Image name is wrongly | 400 The format of
geName. formed. Destinatio
Malformed nl mageNane is

incorrect.
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Error code Error message HTTP status | Note
code
SourceRegion. The source region not found 400 The Regi onl d of
NotFound the specified source
custom image does
not exist.
Forbidden User not authorized to operate on the | 403 You don't have
specified resource. permissions for
copying images.
IncorrectD The destination region is not equal 403 The source region
estinationRegion |the target region. for copying images
(Regi onl d) must
be different from
the destination
region (Desti nati o
nRegi onl d).
InvalidSnapshot. | This operation is denied because the [403 The specified Imageld
TooOld specified snapshot is created before (I magel d) is created
2013-07-15. on or before July 15,
2013. Please try other
images instead.
OperationDeined | The image contains encrypted 403 The source custom
.EncryptedS snapshots, which do not support image (I magel d)
napshot copying. contains encrypted
snapshots, which do
not support copying.
OperationDenied. | The specified image is being copied. |403 The specified source
ImageCopying custom image (
| magel d) is being
copied. Please try
again later.
QuotaExceed. The Image Quota exceeds. 403 No more images will
Image be copied because
you have exceeded
your custom image
quota.
QuotaExceed. The maximum number of snapshots |403 No more images will
Snapshot is exceeded. be copied because




Error code Error message HTTP status | Note

code
you have exceeded
your snapshot quota.
RegionNotS The region not support copy. 403 The specified region
upportCopy of the destination

image (Desti nati o
nRegi onl d) does
not support image

copying.

8.4 Describelmages

Queries your available images.
Description
When you call this interface, consider the following:

* The displayed image resource list contains your custom images, official images provided by
Alibaba Cloud, available images from the marketplace, and shared images from the other
Alibaba Cloud users.

* You can query images by pages. The result consists of the total number of available image
resources and all the image resources on the current page. By default, 10 images are

displayed on one page.

Request parameters

Name Type Required Description
Action String [ Yes The name of this interface. Value: Describelmages.
Regionid String | Yes ID of the region to which an instance belongs. For

more information, call Descri beRegi ons to obtain
the latest region list.

Imageld String No The image ID. You can specify multiple image IDs
and separate these IDs with commas (| ).

Status String  [No The image status. Optional values:

+ Creating: The image is being created.
+ Available: Available images.
* UnAvailable: Unavailable images.

» CreateFailed: Failed images.




Name

Type

Required

Description

Default value: Available supports obtaining multiple
values. These values are separated with commas

().

Snapshotld

String

No

The ID of the snapshot used to create the image.

ImageName

String

No

The name of the image.

ImageOwnerAlias

String

No

The alias of the image owner. Optional value:

+ system: Public images provided by Alibaba Cloud

» self: Your custom images.

» others: Your images that are shared from other
Alibaba Cloud users.

+ marketplace: Images provided by marketplac
e vendorsmarketplace vendors. You need to
pay attention to the charging details of the cloud
market image.

Default value: null. Null indicates that results of
system sel f and ot her s are returned.

Usage

String

No

Queries whether the specified image is running on
ECS instance or not. Optional values:

* instance: The image is running in an ECS
instance.

* none: The image is not in use.

Tag.n.Key

String

No

The key of a tag. The value range of n is [1, 5]. If
you query the images according to tags, the value of
Tag.n.Key cannot be a null string.

Tag.n.Key

String

Yes

The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin
with "aliyun", "acs:", "http://", or "https://".

Tag.n.Value

String

Yes

The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It
cannot begin with "aliyun", "acs:", "http://", or "https
A

PageSize

Integer

No

Sets the number of lines per page for queries per
page. Maximum value: 100.
Default value: 10.
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Name Type Required Description
PageNumber Integer |& The current page of the of image list.

Default value: 1.

DryRun Boolean | No Whether the system performs a permission check
only.

» true: Sends a permission check request, without
performing actual API action. An enabled DryRun
checks whether your AccessKey is valid, the
authorization status of a RAM user, and whether
the required parameters are set. If you do
not have the required permissions, a related
error response is returned. Otherwise, it is
Dr yRunQOper at i on.

* False: Sends a normal request, returns the 2XX
HTTP status code after the check and queries
the resource status directly.

Default value: false.

Response parameters

Name Type Description

Regionld String The region ID of the image.

TotalCount Integer The number of items on the list.

PageNumber Integer The current page.

PageSize Integer The number of items on the current page.

Images Array A collection composed of image information ImageType.
Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri bel nages

&Regi onl d=cn- hangzhou
&<Common Request

Response example

XML format

Par anet er s>

<Descri bel magesResponse>

<I mages>

<l mage>
<Archi t ect ur e>i 386</ Archi t ect ure>




<Creati onTi me>2014- 07- 22T09: 53: 44Z</ Creat i onTi me>
<Descri pti on></ Descri pti on>
<Di skDevi ceMappi ngs>
<Di skDevi ceMappi ng>
<Devi ce>/ dev/ xvda</ Devi ce>
<Si ze>20</ Si ze>
<Snapshot | d></ Snapshot | d>
</ Di skDevi ceMappi ng>
</ Di skDevi ceMappi ngs>
<l magel d>susellsp3 64 20G al i aegi s_20150428. vhd</ | magel d>

<l mmgeNane>susellsp3 64 20G al i aegi s_20150428. vhd</
| mageNane>
<l mageOnner Al i as>syst enx/ | mageOaner Al i as>
<I mageVer si on>1. 0</ | nageVer si on>
<I sCopi ed>f al se</ | sCopi ed>
<l sSubscri bed>f al se</ | sSubscri bed>
<OSName>SUSE Li nux Enterprise Server 11 SP3 644{i</ OSNane>
<Pr oduct Code></ Pr oduct Code>
<OSType>l i nux</ CSType>
<Pl at f or n>SUSE</ PI at f or >
<Pr ogr ess>100</ Pr ogr ess>
<Si ze>20</ Si ze>
<St at us>Avai | abl e</ St at us>
<Usage>i nst ance</ Usage>
</ 1 mage>
</ | mges>
<PageNunber >1</ PageNunber >
<PageSi ze>2</ PageSi ze>
<Regi onl d>cn- hangzhou</ Regi onl d>
<Tot al Count >24</ Tot al Count >
<Request | d>7871BB26- 3002- 4950- B2E6- 98D333077EA5</ Request | d>
</ Descri bel magesResponse>

JSON format

"l mages": {
"I mage": [

"Architecture": "x86 64"
"CreationTime": "2015-05-06T09: 01: 327",
"Di skDevi ceMappi ngs": {

"Di skDevi ceMappi ng": [

"Device": "/dev/xvda",
"Size": "20"
}

; ]
"l magel d": "susellsp3 64 20G aliaegis 20150428. vhd"
"I mgeNane": "susellsp3 64 20G aliaegis_20150428. vhd",
"I mmgeOmner Al i as": "systent,
"l mageVersi on": "1",
"1 sCopi ed": false,
"I sSubscri bed": fal se,
"OSNane": "SUSE Linux Enterprise Server 11 SP3 641y",
"OSType": "linux",
"Platform': "SUSE",
"Progress": "100%,
"Size": 20,



"Status":
"Usage":

}
]

"Avai | abl e",
"i nstance"

}
"PageNunber": 1,

"PageSi ze":
"Regi onl d":
"Request | d"

il

"cn- hangzhou",
" 49CBCED4- C9B9- 4851- BEB5- 8FB5E5169E30",

"Tot al Count": 24

}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status | Meaning
code
Invalidima The specified ImageOwnerAlias 400 Invalid | mageOaner
geowneralias value is not supported. Al i as value.
. valuenotsu
pported
Invalidtag. The specified Tag.n.Key and Tag.n. [400 The key (Tag. n. Key
Mismatch Value are not match. ) and value (Tag. n
. Val ue) of the tag
must be key-value
matched.
InvalidTagCount | The specified tags are beyond the 400 You can specify a
permitted range. maximum of five tags.
InvalidUsage The specifed Usage is not valid 404 The specified Usage

parameter is invalid.
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9 Snapshots

9.1 CreateSnapshot

Creates a snapshot for a specified disk device.
Description
When you call this interface, consider the following:

* The maximum number of snapshots you can create for a disk is 64.

+ The ECS instance to which the specified disk is attached must be in the Stopped (St opped)
or Running (Runni ng) status.

* The disk must be attached to an instance.

+ If a new instance to which the specified disk is attached has never been started, you cannot
create a snapshot.

+ If the specified instance is locked, and the Oper at i onLocks of the instance indicates
LockReason: "security", asnapshot cannot be created.

»  When you are creating ECS instances (Runl nst ances), replacing the system disk
(Repl aceSyst enDi sk) or creating data disks (Cr eat eDi sk), snapshots cannot be created
because the data initialization has not yet been completed. After creating instances or replacing
the system disk, you can create a snapshot one hour later. The time it takes to create a
snapshot for a new disk depends on the size of the disk data.

+ If the CreateSnapshot task is not completed, you cannot create another snapshot of the same
disk.

+ If the CreateSnapshot task is not completed, this snapshot cannot be used to create a custom

image (Cr eat el nage).

Request parameters

Name Type Required Description
Action String [ Yes The name of this interface. Value: CreateSnapshot.
Diskld String | Yes Disk ID.
SnapshotName String No The name of a snapshot.
* Length: [2, 128] English letters or Chinese
characters.




Name Type Required Description

* Must begin with an uppercase or lowercase
English letter. Can contain digits, underscores (_
), colons (:), or hyphens (-).

» Cannot begin with aufo , because snapshot
names starting with aut o are recognized as
automatic snapshots.

» Cannot begin with http:// or https://.

Description String [ No Description of the snapshot.

+ Can contain [2, 256] characters in length.
* You cannot start with http:// and https://.

Default: empty

ClientToken String [No Guarantees the idempotence of the request. The
value is generated by a client. It must be unique
among all requests and contain a maximum of 64
ASCII characters. For more information, see How to
ensure idempotence.

Tag.n.Key String [ Yes The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin
with "aliyun", "acs:", "http://", or "https://".

Tag.n.Value String [ Yes The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It
cannot begin with "aliyun”, "acs:", "http://", or "https

"
Return parameters
Name Type Description
Snapshotld String The snapshot ID.

Example

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Cr eat eSnapshot
&Di skl d=1033- 60053321
&<Comon request paraneter>

Response sample



XML format

<Cr eat eSnapshot Response>
<Request | d>C8B26B44- 0189- 443E- 9816- D951F59623A9</ Request | d>
<Snapshot | d>s- 923FE2BF0</ Snapshot | d>
</ Cr eat eSnapshot Response>

JSON format

"Request | d":
" Snapshot | d":

}

Error codes

"s- 923FE2BFO"

" C8B26B44- 0189- 443E- 9816- D951F59623A9" ,

Error codes specific to this interface are as follows. For more information, see APl Error Center.

Error code Error message HTTP status | Description
code

DiskCategory The operation is not supported to the [400 You cannot create

.OperationN specified disk due to its disk Category a snapshot for the

otSupported specified disk because
of its category.

Incorrectl The current status of the resource 400 The instance of disk

nstanceStatus does not support this operation. Mount must be in
Stopped (St opped),
or Running (Runni ng
) status.

InvalidSna The specified SnapshotName is 400 The specified

pshotName. wrongly formed. Snapshot Nane is

Malformed invalid.

CreateSnapshot. | The process of creating snapshot 403 Snapshot creation has

Failed failed. failed.

Diskld. The specified parameter diskid is not 403 You cannot create

ValueNotSu supported. snapshots for the

pported specified Di skl d.

DiskInArrears The specified operation is denied as [ 403 The disk has an

your disk has expired. overdue payment. Try

again after your clear
your overdue payment
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Error code Error message HTTP status | Description
code
IncorrectD The current disk status does not 403 The specified disk
iskStatus support this operation. must be in the In_use
(I n_use) status.
IncorrectD A previous snapshot creation is in 403 A snapshot for the
iskStatus. process. specified disk is being
CreatingSnapshot created. Please try
again later.
IncorrectD The specified disk has never been 403 The disk must have
iskStatus. attached to any instance. been attached to an
NeverAttached instance.
IncorrectD The specified disk has never been 403 The disk has not been
iskStatus. used after creating. used and the snapshot
NeverUsed cannot be created.
InstancelLo The disk attached instance is locked |[403 The specified instance
ckedForSecurity [ due to security. has been locked for
security.
InvalidAcc Your account does not have enough |403 You registered credit
ountStatus. balance. card is invalid. Or
NotEnoughB insufficient balance in
alance your PayPal account..
InvalidAcc Snapshot service has not been 403 You have not activated
ountStatus. opened yet. the service. Please
SnapshotSe open a ticket to
rviceUnavailable activate it.
QuotaExceed. The maximum number of snapshots |403 You have exceeded
Snapshot is exceeded. the snapshot creation
limit. The maximum
number of snapshots
you can create for a
disk is 64.
InvalidDescription | The specified description is wrongly | 404 The specified target
.Malformed formed. image Descri pti on
is invalid.
InvalidDiskld. The specified Diskld does not exist. [ 404 The specified disk

NotFound

does not exist.
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9.2 ApplyAutoSnapshotPolicy

Applies automatic snapshot policies to one or more disks. If an automatic snapshot policy has
been applied to a disk, Appl yAut oSnapshot Pol i cy can change the automatic snapshot policy
for the specified disks.

Description
When you call this interface, consider the following:

* One disk can be applied to only one automatic snapshot policy.

* You can apply an automatic snapshot policy to multiple disks.

+ A short queuing waiting time exists if many automatic snapshot tasks at a certain time point
exist. Consequently, the automatic snapshot tasks scheduled at the same time cannot be

carried out simultaneously.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value
: ApplyAutoS

napshotPolicy.

Regionid String Yes The region ID of the
automatic snapshot
policy and the

disks. For more
information, call
Descri beRegi ons to
obtain the latest region
list.

Autosnapshotpolicyid | String Yes The ID of the
automatic snapshot
policy. You can

call DescribeAu
toSnapshotPolicyEx
to obtain all of your
automatic snapshot
policy IDs.

Disklds String Yes The disk ID. When
you want to apply the
automatic snapshot




Name

Type

Required

Description

policy to multiple
disks, you can set the
Disklds to an array.
The format is a JSON
array of ["d-XXXXXXXXX
", td-yyyyyyyyy", ... "d
-zzzzzzzz7"] and the
IDs are separated by
commas (,).

Response parameters
All are common response parameters. For more information, see Common parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Appl yAut oSnapshot Pol i cy
&Regi onl d=cn- hangzhou

&Aut oSnapshot Pol i cyl d=p- 233e6yl vO

&Di skl ds=[ "d- 233e6yl v0", "d-23vbpbi 03",
&<Common Request Paranet er s>

"d-23vasz3ds"]

Response example
XML format

<Appl yAut oSnapshot Pol i cyResponse>
<Request | d>F3CD6886- D8D0- 4FEE- BO3E- 1B73239673DE</ Request | d>
</ Appl yAut oSnapshot Pol i cyResponse>

JSON format

{
}

"Request | d": " F3CD6886- D8DO- 4FEE- B93E- 1B73239673DE"

Error codes

The following error codes are specific to this interface. For more error codes, visit the AP/ Error

Center.

Error code Error message HTTP status code Description
DiskCategory. The type of the 400 You cannot apply
OperationNotSupporte | specified disk does automatic policy to a
d local disk. For more
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Error code Error message HTTP status code Description
not support creating a information, see Local
snapshot. disks.
DiskCategory. The types of some 400 IDs of local disks exist
OperationNotSupporte | disks in the disk list do in the Di skl ds.
d not support creating
snhapshots.
Parameterinvalid The specified 404 The specified
automatic snapshot Aut oSnapsh
policy does not exist. ot Pol i cyl d does not
exist.
Parameterinvalid The specified 404 The specified
automatic snapshot Aut oSnapsh
policy does not exist in ot Pol i cyl d does not
the region. exist in the specified
region.
Parameterinvalid The specified 404 The specified
AutoSnapshotPolicyld Aut oSnapsh
parameter is invalid. ot Policyldis
invalid.
Parameterinvalid The specified Disklds |404 The specified
are invalid. Di skl ds are invalid.
Parameterinvalid The specified 404 The specified
Regionld parameter is Regi onl d is invalid.
invalid.

9.3 DescribeSnapshots

Queries one or more of your available snapshots. | nst ancel d, Di skl d, and Snapshot | ds are

not required. However, they act as a filter. Logically, they are in an And relation.

Request parameters

Name Type Required Description

Action String [ Yes The name of this interface. Value: DescribeSn
apshots.

Regionld String | Yes The Region ID of snapshot.

Instanceld String [ No The specified instance ID.

Diskld String  [No The specified instance ID.




Name

Type

Required

Description

Encrypted

Boolean

No

Queries the encrypted snapshots. Optional values:

+ true: Encrypted snapshots.
+ false: No encryption attribute limit.

Default value: false.

Snapshotlds

String

No

The Snapshot ID. The value can contain arrays of
up to 10 snapshot IDs. The IDs are displayed in
the format of ["s-xxxxxxxxx", "s-yyyyyyyyy", ... "s-

zzzzzzzz7"] and separated by commas (, ).

SnapshotName

String

No

The snapshot name.

Status

String

No

The snapshot status. Optional values:

+ progressing: The snapshots are being created.
» accomplished: The snapshots are ready to use.
+ failed: The snapshot creation failed.

+ all: All status.

Default value: all.

SnapshotType

String

No

The snapshot category. Optional values:

* auto: Auto snapshots.
* user: Manual snapshots.
+ all: Auto and manual snapshots.

Default value: all.

SourceDiskType

String

No

Whether the snapshots are created for system disks
or data disks. Optional values:

» System: The snapshots are created for system
disks.

+ Data: The snapshots are created for data disks.

Usage

String

No

Whether the snapshots are used to create
resources or not. Optional values:

* image: The snapshots are used to cr eat e
custom i mages.

» disk: The snapshots are used to Cr eat eDi sk.

* mage_disk: The snapshots are used to create
custom images and data disks.

* none: The snapshots are not used yet.




Name Type Required Description

Tag.n.Key String [ Yes The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin
with "aliyun", "acs:", "http://", or "https://".

Tag.n.Value String [ Yes The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It
cannot begin with "aliyun”, "acs:", "http://", or "https
/A

PageNumber Integer |No Displays the snapshots on several pages. Start
value: 1.
Default value: 1.

PageSize Integer |No The maximum entries on a page. Maximum value:
100.
Default value: 10.

Response parameters

Name Type Description

TotalCount Integer The total number.

PageNumber Integer The page number of the list.

PageSize Integer The number of lines per page set during input.

Snapshots SnapshotType A collection composed of snapshot details SnapshotType

Examples

Request example

https://ecs. aliyuncs. conf ?Acti on=Descri beSnapshot s
&Regi onl d=cn- hangzhou
&<Common Request Paranet er s>

Response example

XML format

<Descri beSnapshot sResponse>
<Snapshot s>
<Snapshot >
<CreationTi me>2014-07- 24T13: 00: 52Z</ Creati onTi me>
<Descri pti on></ Descri pti on>
<Sour ceDi skl d>d- 23x0r 79qy</ Sour ceDi skl d>




<Sour ceDi skType>DATA</ Sour ceDi skType>
<Pr oduct Code></ Pr oduct Code>
<Snapshot Name>aut 0_20140724_2</ Snapshot Nanme>
<Pr ogr ess>100%</ Pr ogr ess>
<Sour ceDi skSi ze>50</ Sour ceDi skSi ze>
<St at us>acconpl i shed</ St at us>
<Snapshot | d>s- 23f 2i 9s4t </ Snapshot | d>
<Usage>none</ Usage>
</ Snapshot >
<Snapshot >
<CreationTi me>2014-07- 24T13: 00: 42Z</ Cr eati onTi me>
<Descri pti on></ Descri pti on>
<Sour ceDi skl d>101- 70105379</ Sour ceDi skl d>
<Sour ceDi skType>DATA</ Sour ceDi skType>
<Pr oduct Code></ Pr oduct Code>
<Snapshot Name>aut 0_20140724_2</ Snapshot Name>
<Pr ogr ess>100%/ Pr ogr ess>
<Sour ceDi skSi ze>5</ Sour ceDi skSi ze>
<St at us>acconpl i shed</ St at us>
<Snapshot | d>s- 23i zt o5gnx/ Snapshot | d>
<Usage>none</ Usage>
</ Snapshot >
</ Snapshot s>
<PageNunber >1</ PageNunber >
<PageSi ze>2</ PageSi ze>
<Tot al Count >36</ Tot al Count >
<Request | d>2F409D67- 329A- 4405- B924- 2FC28566B366</ Request | d>
</ Descri beSnapshot sResponse>

JSON format

"PageNunber": 1,
"PageSi ze": 2,
"Request | d": "659F91C6- 1949- 43B0- 90C4- B6342CA757D5" ,
"Snapshot s": {
"Snapshot": [

"CreationTime": "2015-07-30T05: 00: 147",
"Progress": "100%,

"Snapshot 1 d": "s-943ypfgic",

" Snapshot Nane": "auto_ 20150730_3",
"Sour ceDi skl d": "d-944qyqjfa",

" Sour ceDi skSi ze": 20,

"Sour ceDi skType": "systent,

"Status": "acconplished”,
"Usage": "none"
%l
"CreationTinme": "2015-07-30T05: 00: 14Z",
"Progress": "100%,
"Snapshot 1 d": "s-940sg320e",
" Snapshot Nane": "auto 20150730_3",
" Sour ceDi skl d": "d-94j355jsq"”,
" Sour ceDi skSi ze": 20,
"Sour ceDi skType": "systent,
"Status": "acconplished”,
"Usage": "none"
}

]
}



"Tot al Count": 36

}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status | Meaning

code
InvalidTag. The specified Tag.n.Key and Tag.n. [400 The specified Tag.
Mismatch Value are not match. n. Key and Tag. n

. Val ue must be a
matched key-value.

InvalidTagCount | The specified tags are beyond the 400 The maximum number
permitted range. of the Tag.n.Key and

Tag.n.Value is 5.

InvalidSna The amount of specified specified 403 The value of

pshotlds. snapshot Ids exceeds the limit. the specified

Malformed Snapshot | ds is
incorrect.

InvalidSna The specfied SnapshotType is not 404 The specified

pshotType. found. Snapshot Type does

NotFound not exist.

InvalidSou The specifed SourceDiskType is not |404 The specified

rceDiskType valid. Sour ceDi skType is
invalid.

InvalidStatus. The specified Status is not found. 404 The specified St at us

NotFound is invalid.

InvalidUsage The specifed Usage is not valid. 404 The specified Usage

is invalid.

9.4 DescribeSnapshotLinks

Describes the snapshot chains of one or more disks. A snapshot chain is a chain of all the

snapshots of a disk, and a disk corresponds to a chain of snapshots, so the snapshot chain ID is

the disk ID.

Description

When you call this interface, consider the following:
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* Request parameters, such as Regi onl d, Di skl ds and | nst ancel d, act as a filter. A logical

AND relation exists among parameters.

» If no parameter is specified, the filter does not take effect. When Di skl ds and Snapshot Li

nkl ds are empty array ([ ] ), the filter still takes effect, but a null result is returned.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
DescribeSnapshotLink
S.

Regionld

String

Yes

Region ID of the
instance. For more
information, call
Descri beRegi ons to
obtain the latest region
list.

Instanceld

String

No

The instance ID.

Diskids

String

No

Disk ID. The disk ID.
You can specify a
maximum of 100 disk
IDs each time. The
value of Di skl ds is a
JSON array of which
the format is displayed
as ["d-xxxxxxxxx",
"d-yyyyyyyyy", ... "d-
zzzzzzz77"), IDs are
separated by commas

(,)-

SnapshotLinklds

String

No

The snapshot chain
ID. The snapshot
chain ID. You can
specify a maximum of
100 snapshot chain
IDs each time. The
value of Snapshot Li
nkl ds is a JSON
array of which the
format is displayed




Name Type Required Description
as ["p-XXXXXXXXX",
"P-Yyyyyyyyy", ... "p-
zz7777777"], IDs are
separated by a half-
angle comma.
PageNumber Integer No Page number of a disk
status list. Initial value:
1.
Default value: 1.
PageSize Integer No The maximum entries
on a page. Value
range: [1, 50].
Default value: 10.
Return parameters
Name Type Description
Regionld String Region ID of the snapshot
chain.
TotalCount Integer Total number of snapshot
chains.
PageNumber Integer Page number of the snapshot
chain list.
PageSize Integer Number of lines per page set
during input.
SnapshotLinks SnapshotLinkType A set that consists of snapshot
chain information.
Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri beSnapshot Li nks
&Regi onl d=cn- bei j i ng
&Zonel d=cn- bei j i ng- bt c-a01

&PageNunber =1
&<Conmon par anet er

Response example

request >




XML format

<Descri beSnapshot Li nksResponse>
<Snapshot Li nks>
<Snapshot Li nk>
<Snapshot Li nkl d>d- 250kbh2pj </ Snapshot Li nkl d >
<Sour ceDi skl d>d- 250kbh2pj </ Sour ceDi skl d>
<Sour ceDi skType>dat a</ Sour ceDi skType>
<Sour ceDi skSi ze>20</ Sour ceDi skSi ze>
<Regi onl d> cn-bei j i ng- bt c- a01</ Regi onl d>
<Tot al Count >1</ Tot al Count >
<Tot al Si ze>2097152</ Tot al Si ze>
</ Snapshot Li nk>
<Snapshot Li nk>
<Snapshot Li nkl d>d- 2zeOy1j wzpblgeqxkr og</ Snapshot Li nkl d >
<Sour ceDi skl d>d- 2zeOy1j wzpblgeqgxkr og</ Sour ceDi skl d>
<Sour ceDi skType>syst enx/ Sour ceDi skType>
<Sour cebDi skSi ze>40</ Sour ceDi skSi ze>
<Regi onl d> cn-bei j i ng- bt c- a01</ Regi onl d>
<Tot al Count >1</ Tot al Count >
<Tot al Si ze>2097152</ Tot al Si ze>
</ Snapshot Li nk>
</ Snapshot Li nks>
<PageNunber >1</ PageNunber >
<PageSi ze>2</ PageSi ze>
<Tot al Count >9</ Tot al Count >
<Request | d>ED5CF6DD- 71CA- 462C- 9C94- A61A78A01479</ Request | d>
</ Descri beSnapshot Li nksResponse>

JSON format

"Snapshot Li nks": {
"Snapshot Li nk": [

{
" Sour ceDi skSi ze": 20,
"Total Si ze": 2097152,
"Sour ceDi skType": "data",
"Regi onld": "cn-beijing-btc-a0l",
"Snapshot Li nkl d": "d-250kbh2pj ",
" Sour ceDi skl d": "d-250kbh2pj",
"Total Count": 1

}1

{ N
"Sour ceDi skSi ze": 40,
"Total Si ze": 2097152,
"Sour ceDi skType": "data",
"Regi onld": "cn-beijing-btc-a0l",
"Snapshot Li nkl d": "d-2zeOylj wzpblgeqgxkroq",
"Sour ceDi skl d": "d-2zeOyljwzpblgeqgxkroq",
Total count: 1

}

]

i

" PageNunber": 1,

"PageSi ze": 2,

"Request | d": "ACDIBBBO- A9D1- 46D7- 9630- B7A69889E110",
"Total Count": 9



}

Error codes

Error codes specific to this interface are as follows. For more error codes, see API Error Center.

Error code Error message HTTP status code Note
InvalidDisklds The specified disklds 400 The specified
is invalid. Di skl ds is invalid.
InvalidRegionld The specified regionld [400 The specified
is invalid. Regi onl d parameter
is invalid.
InvalidSnapshotLinkl | The specified 400 The specified
ds snapshotLinklds is Snapshot Li nkl ds is
invalid. invalid.
InternalError The request 500 Internal error.

processing has failed
due to some unknown
error.

9.5 ModifyAutoSnapshotPolicyEx

Creates an automatic snapshot policy. After you modify an automatic snapshot policy, the new

policy takes effect immediately on the disks that have previously applied the policy.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of
this interface.
Value: ModifyAuto
SnapshotPolicyEx.

Regionld

String

Yes

The region ID. For
more information, call
Descri beRegi ons to
obtain the latest region
list.

AutoSnapshotPolicyld

String

Yes

The ID of the

automatic snapshot
policy. You can call
Descri beAut oSnapst
to view all your

ot Pol i cy
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Name

Type

Required

Description

automatic snapshot
policies.

AutoSnapsh
otPolicyName

String

No

The name of the
automatic snapshot
policy. Default value:
null.

TimePoints

String

No

The automatic
snapshot creation
time, and the unit of
measurement is hour.
Value range: [0, 23],
which represents from
00:00 to 24:00, for
example 1 indicates
01:00. When you want
to schedule multiple
automatic snapshot
tasks for a disk in

a day, you can set
the TimePoints to an
array.

* A maximum of 24
time points can be
selected.

* The format is
similar to ["0", "1",
..."23" JSON
array and the
time points are
separated by
commas (, ).

RepeatWeekdays

String

No

The automatic
snapshot repetition
dates. The unit of
measurement is a
day and the repeating
cycle is a week. Value
range: [1, 7], for
example 1 indicates
Monday. When you




Name

Type

Required

Description

want to schedule
multiple automatic
snapshot tasks for

a disk in a week,
you can set the
RepeatWeekdays to
an array.

* A maximum of
seven time points
can be selected.

* The format is
["1", 2", .. "7
JSON array and
the time points
are separated by
commas (, ).

RetentionDays

Integer

No

The snapshot
retention time, and the
unit of measurement is
day. Optional values:

* -1: Permanent
saved.

* [1,65536]: The
number of days
retained.

Default: -1.

ClientToken

String

No

Guarantees the
idempotence of the
request. The value

is generated by a
client. It must be
unique among all
requests and contains
a maximum of 64
ASCII characters.
For more information,
see How to ensure
idempotence.




Response parameters
All are common parameters. For more information, see Common parameters.

Examples

Request example

htt ps://ecs. al i yuncs. conl ?Act i on=Modi f yAut oSnapshot Pol i cyEx
&Regi onl d=cn- hangzhou

&Aut oSnapshot Pol i cyl d=p- 233e6yl vO

&Set ti ngTi mePoi nts=[“0”, “11", “21"]

&Set t i ngRepeat Weekdays=[“ 1", “2", “4", “7"]

&Ret ent i onDays=30

&<Common Request Paranet ers>

Response example
XML format

<Modi f yAut oSnapshot Pol i cyResponse>
<Request | d>F3CD6886- DBD0- 4FEE- BO3E- 1B73239673DE</ Request | d>
</ Modi f yAut oSnapshot Pol i cyResponse>

JSON format

{
}

"Request | d": " F3CD6886- D3D0- 4FEE- B93E- 1B73239673DE"

Error codes

Error codes specific to this interface are as follows. For more error codes, see API Error Center.

Error code Error message HTTP status code Note
Parameterinvalid The specified 404 The specified
automatic snapshot Aut oSnapsh
policy does not exist. ot Pol i cyl d does not
exist.
Parameterinvalid The specified 404 The specified
automatic snapshot Aut oSnapsh
policy does not exist in ot Pol i cyl d does not
the region. exist in the specified
region.
Parameterinvalid The specified 404 The specified
AutoSnapshotPolicyld Aut oSnapsh
is invalid. ot Pol i cyl d is not
legal.
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Error code Error message

HTTP status code

Note

Parameterinvalid The specified

invalid.

Regionld parameter is

404

The specified
Regi onl d is not valid.

9.6 DescribeSnapshotsUsage

Queries the number of snapshots stored in a region and the total size of the snapshots. If you

want to view the snapshot usage information on each disk in the current region, we recommend

that you call the DescribeSnapshotLinks operation to query snapshot chain information.

Request parameters

Parameter Type Required Description

Action String | Yes The name of this interface. Value: DescribeSn
apshotsUsage.

Regionld String [ Yes The ID of the region where the snapshot
is stored.For more information, call
Descri beRegi ons to obtain the latest region list.

Response parameters
Parameter Type Description
SnapshotCount Integer The number of snapshots stored in the current region.

SnapshotSize Long

The size of snapshots stored in the current region. Unit:
Bytes.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri beSnapshot sUsage

&Regi onl d=cn- hangzhou
&<Comon Request Paraneters>

Response examples
XML format

<Descri beSnapshot sUsageResponse>
<Snapshot Count >5</ Snapshot Count >
<Snapshot Si ze>122</ Snapshot Si ze>

<Request | d>ED5CF6DD- 71CA- 462C- 9C94- A61A78A01479</ Request | d>




</ Descri beSnapshot sUsageResponse>

JSON format

" Snapshot Count": "5",
"Snapshot Si ze": "122",
"Request | d": "ACDIBBBO- A9D1- 46D7- 9630- B7A69889E110"

}
Error codes

All are common error codes. For more information, see API Error Center.

9.7 DescribeSnapshotPackage

Queries your purchased OSS storage plans in your specified Alibaba Cloud region. These storage

plans can be used for snapshot storage.

Request parameters

Parameter Type Required Description

Action String [ Yes The name of this interface. Value: DescribeSn
apshotPackage.

Regionld String | Yes The ID of the region where the snapshot

is stored.For more information, call
Descri beRegi ons to obtain the latest region list.

PageNumber Integer |No The page number of the OSS storage plans list.
Initial value: 1.
Default value: 1.

PageSize Integer |No The maximum number of entries on a page.
Maximum value: 100.
Default value: 10.

Response parameters

Parameter Type Description

TotalCount Integer The total number of OSS storage plans.
PageNumber Integer The page number of the OSS storage plans list.
PageSize Integer The maximum number of entries on a page.
SnapshotPa Array of An array of OSS storage plan parameters.
ckages SnapshotPackage
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Parameter Type Description

StartTime String The time when the OSS storage plan was purchased.The
time format follows the /ISO8601 standard, and the UTC
time is used. The format is yyyy-MM-ddTHH:mm:ssZ.

EndTime String The time when the OSS storage plan expires.The time
format follows the /ISO8601 standard, and the UTC time
is used. The format is yyyy-MM-ddTHH:mm:ssZ.

InitCapacity Long The storage space offered by the OSS storage plan.

DisplayName String The name of the OSS storage plan.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri beSnapshot Package
&Regi onl d=cn- hangzhou
&<Common Request Paranet er s>

Response examples

XML format

<Descri beSnapshot PackageResponse>
<Tot al Count >1</ Tot al Count >
<PageNunber >1</ PageNunber >
<PageSi ze>5</ PageSi ze>
<Snapshot Packages>
<Snapshot Package>
<StartTi me>2017- 11- 30T06: 32: 31Z</ Start Ti me>
<EndTi ne>2018-11- 30T06: 32: 31Z</ EndTi ne>
<l ni t Capaci t y>500</ | ni t Capaci ty>
<Di spl ayNane>sp- snapshot packagel</ D spl ayNane>
</ Snapshot Package>
</ Snapshot Packages>
<Request | d>ACDIBBB0- A9D1- 46D7- 9630- B7A69889E110</ Request | d>
</ Descri beSnapshot PackageResponse>

JSON format

"Tot al Count™: "1",

"PageNunber": "1",

"PageSi ze": "5",

" Snapshot Packages": {

" Snapshot Package": |

“"StartTime": "2017-11-30T06: 32: 317",
"EndTi me": "2018-11-30T06: 32: 312",
"I nitCapacity": "500",
"Di spl ayNane": "sp-snapshot packagel”

} ’
"Request | d": "ACD9BBBO- A9D1-46D7-9630- B7A69889E110"



Error codes

All are common error codes. For more information, see API Error Center.
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10 Security groups

10.1 CreateSecurityGroup

Creates a security group. For a new security group, only the access permission for instances

within the security group is allowed by default, and access permission to other instances outside

the group is restricted. If you want to accept requests from the Internet or requests of instances

from other security groups, you can call Aut hori zeSecuri t yG oup to allow the requests.

Description

When you call this interface, consider the following:

* You can create 100 security groups at most.

* Vpcl d must be specified if you are creating a VPC-Connected security group.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this interface. Value: CreateSecu
rityGroup.

Regionld

String

Yes

The region ID to which the security group belongs.
For more information, call Descr i beRegi ons to
obtain the latest region list.

SecurityGr
oupName

String

No

The security group name.

+ Can contain [2, 128] characters in length. Must
begin with an uppercase or lowercase English
letter, or a Chinese character. Can contain digits
, periods (.), colons (:), underscores (_), and
hyphens (-).

» Cannot begin with http:// or https://.

Default: empty.

Description

String

No

The description of the security group.

+ Can contain [2, 256] characters in length.
* You cannot start with http: // and https://.

Default: null.

Vpcld

String

No

The VPC ID to which the security group belongs.

Tag.n.Key

String

Yes

The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It




Name Type Required

Description

can be up to 64 characters in length. It cannot begin
with "aliyun”, "acs:", "http://", or "https://".

Tag.n.Value String [ Yes The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It
cannot begin with "aliyun”, "acs:", "http://", or "https
/A

ClientToken String  [No Guarantees the idempotence of the request. The

value is generated by a client. It must be unique
among all requests and contains a maximum of 64
ASCII characters. For more information, see How to
ensure idempotence.

Response parameters

Name Type Description
SecurityGroupld | String The ID of the security group.
Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Creat eSecurityG oup

&Regi onl d=cn- hangzhou
&Descri ption=for_deno
&<Comon Request Paraneters>

Response example

XML format

<Creat eSecurityG oupResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
<SecurityG oupl d>sg- F876FF7BA</ SecurityG oupl d>

</ Creat eSecurityG oupResponse>

JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984" ,
"SecurityGoupld":"sg- F876FF7BA"

}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.
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Error code Error message HTTP status | Meaning
code
IncorrectV Current VPC status does not support |400 The specified VPC is
pcStatus this operation. either being created
, edited, or deleted.
Please try again later.
InvalidDescription | The specified parameter “Description | 400 The specified
.Malformed " is not valid. Descriptionis
invalid.
InvalidSec Specified security group description [ 400 The specified
urityGroup is not valid. Descriptionis
Discription. invalid.
Malformed
InvalidSec Specified security group name is not 400 The specified
urityGroupName. | valid. SecurityG oupNane
Malformed is invalid.
InvalidVpcld. vpc id must not empty when only 403 The Vpcl d must
NotFound support vpc vm. be specified if you
are creating a VPC-
Connected security
group.
QuotaExceed. The maximum number of security 403 You can create 100
SecurityGroup groups is reached. security groups at
most.
InvalidRegionld. | The specified Regionld does not exist | 404 The specified
NotFound Regi onl d does not
exist.
InvalidVpcld. Specified VPC does not exist. 404 The specified VPC
NotFound does not belong to you




10.2 DescribeSecurityGroups

Describes the basic information about your security groups, such as the security group ID and
description. We return and display your security groups in a descending order by the security

group ID.

Request parameters

Name Type Required Description

Action String [ Yes The name of this interface. Value: DescribeSe
curityGroups.

Regionld String | Yes Regional ID. For more information, call

Descri beRegi ons to obtain the latest region list.

Vpcld String  [No The ID of the VPC to which the security groups
belong.

SecurityGrouplds | Array No Security group ID set. A maximum of 100 ID are
supported, in the format of ["sg-Id1", "sg-1d2", "sg-
Id3"...].

Tag.n.Key String No The key of a tag of which n is from 1 to 20. Once

you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin
with "aliyun", "acs:", "http://", or "https://".

Tag.n.Value String  [No The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It
cannot begin with "aliyun", "acs:", "http://", or "https
A"

PageNumber Integer |No Displays the security groups on several pages.
Initial value: 1.
Default value: 1.

PageSize Integer |No The maximum entries on a page. Maximum value:
50.
Default value: 10.

Response parameters

Name Type Description

TotalCount Integer The total number of security groups.

PageNumber Integer Current page number.




Name Type Description

PageSize Integer The number of entries on each page.

Regionld String The region ID.

SecurityGroupltemType collection.

SecurityGroups SecurityGroupltem|Tipe security group information, composed by a

Examples

Request example

htt ps://ecs. al i yuncs. conl ?Acti on=Descri beSecurityG oups
&Regi onl d=cn- hangzhou
&<Comon Request Paraneters>

Return example

XML format

<Descri beSecurit yG oupsResponse>

<Request | d>94D38899- 626D 434A- 891F- 7TE1LF77A81525</ Request | d>

<Tot al Count >4</ Tot al Count >
<PageNunber >1</ PageNunber >
<PageSi ze>10</ PageSi ze>
<Regi onl d>cn- hangzhou</ Regi onl d>
<SecurityG oups>
<SecurityG oup>
<SecurityG oupl d>sg- F876FF7BA</ Securi t yG oupl d>
<Descri pti on>Test </ Descri pti on>
</ SecurityG oup>
<SecurityG oup>
<SecurityG oupl d>sg- 086FFC27A</ SecurityG oupl d>
<Descri ption>t est 00212</ Descri pti on>
</ SecurityG oup>
<SecurityG oup>
<SecurityG oupl d>sg- BAAB7975B</ Securi t yG oupl d>
<Descri pti on>cn-hangzhou t est group</Description>
</ SecurityG oup>
<SecurityG oup>
<SecurityG oupl d>sg- 35F20777C</ Securi t yG oupl d>
<Descri pti on>cn-hangzhou test group</Description>
</ SecurityG oup>
</ SecurityG oups>
</ Descri beSecurityG oupsResponse>

JSON format

"Request | d": "94D38899- 626D 434A-891F- 7TE1F77A81525",
"Tot al Count": 4,
"PageSi ze": "10",
"Regi onl d": "cn-hangzhou",
" PageNunber": "1",
"SecurityGoups": {
"SecurityGoup": [{



}H
}

Error codes

"SecurityGoupld": "sg-F876FF7BA",
"Description": "TestByXcf"

"SecurityG oupld": "sg-086FFC27A",
"Description": "test00212"

"SecurityGoupld": "sg-BA4B7975B",
"Description": "cn-hangzhou test group”

"SecurityGoupld": "sg-35F20777C',
"Description": "cn-hangzhou test group”

All are common response parameters. See Common response parameters.

10.3 DescribeSecurityGroupReferences

Queries whether a specified security group has access permission to other security group or not.

Description

When you call this interface, consider the following:

» To authorize a security group includes the inbound rules authorization and the outbound rules

authorization.

* A maximum 100 entries of authorization record can be queried per invocation.

»  When you fail to delete one security group (Del et eSecur it yG oup), you can call this

interface to make sure whether a specified security group has been authorized by other

security group or not. If the security group to be deleted is authorized by another security

groups, you must withdraw the authorization before the deletion action.

Request parameters

Name

Type Required Description

Action

The name of this
interface. Value:
DescribeSecurityGrou
pReferences.

String Yes

SecurityGroupld.n

String Yes The ID of a security
group. The value

range of nis [1, 10].




Name

Type

Required

Description

Regionld

String

Yes

The region to where
the security group
belongs. You can call
Descri beRegi ons to
obtain the latest region
list.

Response parameters

Name

Type

Description

SecurityGroupReferences

SecurityGroupReference

Information of the security
group authorization.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri beSecurityG oupRef erences

&Regi onl d=cn- hangzhou

&SecurityG oupl d. 1=sg- 1133aa
&<Comon Request Paraneters>

Response example

XML format

<Descri beSecurit yG oupRef er encesResponse>
<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
<SecurityG oupRef er ences>
<SecurityG oupRef erence>
<SecurityG oupl d>sg- 1133aa</ Securi t yG oupl d>
<Ref er enci ngSecuri tyG oups>
<Ref er enci ngSecurityG oup>
<SecurityG oupl d>sg- 2255cc</ Securi t yG oupl d>
<Al'i Ui d>123</ Al'i Ui d>
</ Ref er enci ngSecurityG oup>
<Ref er enci ngSecuri tyG oup>
<SecurityG oupl d>sg- 2255dd</ Securi t yG oupl d>
<Al'i Ui d>123</ Al'i Ui d>
</ Ref er enci ngSecurityG oup>
</ Ref er enci ngSecurityG oups>
</ SecurityG oupRef erence>
</ SecurityG oupRef erences>
</ Descri beSecurityG oupRef erencesResponse>

JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"
"SecurityG oupReferences":|




"SecurityGoupld":"sg-1133aa",
"SecurityReferenci ngG oups": |

}

Error codes

A

"Ali U d": 123,

"SecurityG oupld":"sg-2255cc"

"Ali U d": 123,

"SecurityGoupld":"sg-2255dd"

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status code Meaning
Abs.GroupNos. The specified 400 You must specify the
Malformed parameter SecurityGr Securi tyG oupl d.
oupld is essential and n parameter. Or the
size should less than ninthe SecurityG
10. oupl d. n cannot
exceed 10.
InvalidSecurityGroupld | The specified 400 The specified security
.NotFound SecurityGroupld does group ID does not
not exist. exist.
InvalidRegionld. The specified 404 The specified

NotFound

Regionld does not
exist.

Regi onl d does not
exist.

10.4 ModifySecurityGroupPolicy

Modifies the intranet communication policy of a security group.

Description

When you call this interface, consider the following:

+ Ifthe |l nner AccessPol i cy property of a security group is set to Accept , all the instances

in the security group can always communicate with each other. The Accept policy has a high

priority and other manual modification is ignored.

« Ifthe |l nner AccessPol i cy property of a security group is set to Dr op, all the instances in

the security group is blocked from communication. However, you can add rules by calling the

Aut hori zeSecuri t yG oup to enable the intranet communication among several instances.
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* You can query the intranet communication status of a security group by calling the

Descri beSecurityG oupAttri bute.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
ModifySecurityGroupP
olicy.

SecurityGroupld

String

Yes

ID of a security group.

Regionld

String

Yes

ID of the region to
where a specified
security group
belongs. For more
information, call
Descri beRegi ons to
obtain the latest region
list.

InnerAccessPolicy

String

Yes

The intranet
communication status
of a security group.
Optional values:

* Accept: All the
instances in
the specified
security group can
communicate with
each other.

* Drop: The intranet
communication
in the specified
security group is
blocked.

The values are case
insensitive.

Response parameters

All are common response parameters. For more information, see Common parameters.




Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Modi fySecurityG oupPolicy
&Regi onl d=cn- hangzhou

&SecurityG oupl d=sg- 1133aa

&l nner AccessPol i cy=Drop

&<Common Request Paranet ers>

Response example
XML format

<Modi f ySecurityG oupPol i cyResponse>
<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876xxxxxxxx</ Request | d>
</ Modi f ySecurityG oupPol i cyResponse>

JSON format

{
}

"Request | d": "CEF72CEB-54B6- 4AE8- B225- F876FF7BA984"

Error codes

The following error codes are restricted to this interface. For more error codes, see API Error

Center.
Error code Error message HTTP status code Meaning
InvalidPolicy. The InnerAcces 400 You must specify the
Malformed sPolicy is invalid. Only | nner AccessPol i cy
Accept and Drop are . Or the specified
supported. parameter is invalid.
InvalidSecurityGroupld | The SecurityGroupld | 400 You must specify the
.Malformed is invalid. Only SecurityG oupld
letters, numbers . Or the specified
and underscore parameter is invalid.
s are supported.
Maximum length is
100 characters.
InvalidRegionld. The Regionld provided 404 The specified
NotFound does not exist. Regi onl d does not
exist.
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10.5 ModifySecurityGroupRule

Modify the inbound rules of the security group. You can only modify the description information
of the security group rules. If you have not added a security group rule, you can call

Aut hori zeSecurityG oup.
Description

Any of the following sets of parameters can determine a Security Group Entry direction rule,

specifying only one parameter cannot determine a security group rule.

» Authorize assignment of IP Access to address segments: | pPr ot ocol , Port Range
, (optional) Sour cePor t Range, Ni cType, Pol i cy, Dest Ci der | p and (optional)
SourceCG drlp
» Authorize access to other security groups: | pPr ot ocol , Por t Range, (optional) Sour cePor t
Range, Ni cType, Pol i cy, (optional)Dest C der | p, Dest G oupOaner Account and
Dest G oupl d

Request parameters

Name Type Required Description

Action String Yes Required parameter
. Value: ModifySecu
rityGroupRule

Regionld String Yes. Region ID of the

destination security
group. See Regions
and zones or

Descri beRegi ons
to query the Regionld

list.

SecurityGroupld String Yes. Source security group
ID.

Description String Yes. Either the SourceGrou

pld or SourceCidrlp
must be specified. If
both SourceGroupld
and SourceCidrlp
are set, SourceCidrlp
is authenticated by
default.




Name

Type

Required

Description

IpProtocol

String

Yes.

IP protocol. Not case
sensitive. Optional
values:

* icmp

* gre

* tcp

* udp

+ all: Support four

protocols at the
same time

Portrange

String

Yes.

Range of the port
numbers of a specific
IP protocol. value:

+ TCP/UDP: 1/65535
. Use the slash

(/) to separate the
starting and ending
ports. For example,
1/ 200 indicates
that the range of
the port numbers
is [1, 200], and an
error returns if you
specify TCP/UDP
to 200/ 1.

* ICMP: -1/-1

*+ GRE: -1/-1

o All: -1/-1

SourcePortRange

String

No

Port ranges
associated with

the transport layer
protocol that the
source security group
is open. Scope of
value:

+ TCP/UDP protocol:
range of values [1,
65535] . Use the
slash (/) to separate




Name

Type

Required

Description

the starting and
ending ports.
Demonstration:
1/ 200; error
Demonstration: 200
/1.

* |CMP protocol:-1/-
1.

* GRE Protocol:-1/-1.

o All:-1/-1.

Nictype

String

No

Network type. value:

* internet
* intranet

In mutual security
group authorization,
when Dest Groupl
d is specified and
Dest G dr | pis not
specified, you must
set Ni cType to
intranet. i ntranet .
Default value: internet

Policy

String

No

Authorization policy.
Optional values:

* accept: access
accepted

» drop: access
denied

Default value: accept

DestCidrlp

String

No

Destination IP address
range. Supports

IP address ranges

in CIDR and IPv4
formats. Default: 0.0.0
.0/0

SourceCidrlp

String

No

Source IP address
range. The IP range
must be specified in




Name

Type

Required

Description

CIDR format. Default
value: 0.0.0.0/0

SourceGroupld

String

No

Source security

group ID. Either

the Sour ceG ou

pl dSettings or

Sour ceCi dr | p must
be specified. If this
parameter is specified
but Sour ceG ou

pl d is not specified
Sour ceCi dr | p, you
can only set Ni cType
toi ntranet . If both
Sour ceG oupl d and
SourceCi drl p are
set, Sour ceCi drl p
is authenticated by
default.

SourceGrou
pOwnerAccount

String

No

Alibaba Cloud account
ID of the source
security group.

This parameter is
applicable in cross-
user security group
authorization.

+ If neither this
parameter nor
Sour ceG ou
pOmer Account
Sour ceG ou
pOnner | Dare
set, authorization
is performed for
security groups of
the same account.

* If SourceCi dr
| p is specified.
Sour ceG ou




Name

Type

Required

Description

pOmer Account
is invalid.

SourceGroupOwnerld

String

No

Alibaba Cloud account
ID of the source
security group.

This parameter is
applicable in cross-
user security group
revocation.

* If neither this
parameter nor
Sour ceG ou
pOmer Account
Sour ceG ou
pOmer Acco
unt are set,
authorization is
performed for
security groups of
the same account.

* If SourceC dr
| p is specified.
Sour ceG ou
pOaner Account is
invalid.

Priority

String

No

Authorization policy
priority. Value range: [
1, 100].

Response parameters

All are common response parameters. For more information, see Common Request Parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Modi f ySecurityG oupRul e

&SecurityG oupl d=sg- F876FF7BA
&Sour ce& oupl d=sg- 1651FBB64

&Sour ceG oupOaner Account =t est @l i yun. com

&l pPr ot ocol =t cp
&Por t Range=80/ 80
&Pol i cy=al | ow




&Description=This is a new security group rule.
&<Common Request Paraneters>

Response example
XML format

<Modi f ySecurit yG oupRul eResponse>
<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ Modi f ySecurityG oupRul eResponse>

JSON format

{
}

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"

Error codes

The following error codes are specific to this interface. For more error codes, visit the APl API

error center.
Error code Error information HTTP status code Description
InvalidipProtocol. The specified 400 The specified
Malformed parameter “IpProtocol | pPr ot ocol is not
” is not valid. valid.
InvalidNicType. Specified nic type 400 The specified network
Mismatch conflicts with the typeNi cTypedoes
authorization record. not match the security
group rule.
InvalidNicType. The specified NicType |400 The specified
ValueNotSupported does notexist. Ni cType does not
exist.
InvalidPolicy. The specified 400 The specified
Malformed parameter “Policy” is Parameter Pol i cy is
not valid. invalid.
InvalidPriority. The specified 400 The specified
Malformed parameter “Priority” is Priority isinvalid.
not valid.
InvalidPriority. The specified Priority [400 The specified
ValueNotSupported isinvalid. Priority isinvalid.
InvalidSecurityGroup | The specified security |400 The description
Discription.Malformed | group rule description Description of
is not valid.
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Error code

Error information

HTTP status code

Description

Descriptionis
invalid.

InvalidSourceCidrlp. The specified 400 The specified
Malformed parameter “SourceCidr SourceCidrlp is
Ip” is not valid. invalid.
InvalidSourceGroup. The specified 400 The specified
NotFound SourceGroupld does Sour ceG oupl d
not exist. does not exist.
InvalidSourceGroupld. | Specified security 400 The specified security
Mismatch group and source group and source
group are not in the security group do not
same VPC. belong to the same
VPC.
OperationDenied The specified 400 The specified
IpProtocol does not | pPr ot ocol does
exist or IpProtocol not exist. or the IP
and PortRange do not protocol does not
match. match the port.
InvalidNetworkType. The specified 403 The network types
Mismatch SecurityGroup network of the two security
type should be same groups must be the
with SourceGroup same..
network type (vpc or
classic).
InvalidParamter. The specified 403 SecurityGoupld
Conflict SecurityGroupld Sour ceG oupl d
should be different cannot have the same
from the SourceGrou value.
pld.
InvalidSourceGroupld. | NicType is required 403 Ni cType needs to
Mismatch or NicType expects be defined. Ni cType
intranet. must be i nt ranet .
MissingParameter The input parameter | 403 Sour ceG oupl d or

“SourceGroupld” or *
SourceCidrlp” cannot
be both blank.

Sour ceCi dr | p must
be specified.




Error code Error information HTTP status code Description
InvalidRegionld. The specified 404 The specified
NotFound Regionld does not Regi onl d does not
exist. exist.
InvalidSecurityGroupld | The specified 404 The specified
.NotFound SecurityGroupld does SecurityGoupld
not exist. does not exist.
InvalidSourceGroupld. | The SourceGroupld 404 The specified

NotFound

provided does not
exist in our records.

Sour ceGr oupl d
does not exist.




11 SSH key pairs

11.1 CreateKeyPair
Creates an SSH key pair. We keep the public key and return the unencrypted PEM encoded PKCS

#8 private key for you to save. For more information, see SSH key pairs.
Description

Apart from calling the Cr eat eKeyPai r, you can create your key pair by using other key pair

generators and upload it (I npor t KeyPai r ) to one of the Alibaba Cloud regions.
You can create up to 500 key pairs in each Alibaba Cloud region.

Request parameters

Name Type Required Description
Action String | Yes The name of this interface. Value: createkeypair
Regionld String [ Yes The ID of the region to which the key pair belongs.

For more information, call Descri beRegi ons to
obtain the latest region list.

KeyPairName String [ Yes The name of the key pair. The name must be
unique.

» Can be [2, 128] characters in length.

* Must begin with an uppercase or lowercase
English letter. Can contain digits, underscores (_
), colons (:), or hyphens (-).

» Supports all character set encoding formats.

» Cannot begin with http:// or https://.

Tag.n.Key String [ Yes The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin
with "aliyun”, "acs:", "http://", or "https://".

Tag.n.Value String [ Yes The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It
cannot begin with "aliyun”, "acs:", "http://", or "https
/A




Return parameters

Name Type Description

KeyPairName String Key pair name.

KeyPairFin String Fingerprint of the key pair. The public key fingerprint

gerPrint format is defined in RFC4716 and uses the MD5
message digest algorithm. For more information, see
RFC4716.

PrivateKeyBody | String The private key of a key pair. Content of the RSA private
key is in the format of unencrypted PEM encoded
PKCS#8. For more information, see OpenSSL PKCS#8.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Cr eat eKeyPai r
&Regi onl d=cn- gi ngdao

&KeyPai r Name=t est

&<Comon Request Paraneters>

Response example

XML format

<Cr eat eKeyPai r Response>

<Request | d>473469C7- AA6F- 4DC5- B3DB- A3SDCODE3C83E</ Request | d>

<KeyPai r Nanme>t est </ KeyPai r Nane>

<KeyPai r Fi nger Pri nt >89: f 0: ba: 62: ac: b8: aa: el: 61: 5e: fd: 81: 69: 86: 6d:
6b: f 0: c0: 5a: d7</ KeyPai r Fi nger Pri nt >

<Pri vat eKeyBody>XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX</ Pri vat eKeyBody>
</ Cr eat eKeyPai r Response>

JSON format

"Request|d": "473469C7- AAGF- 4DC5- B3DB- A3DCODE3C83E"

"KeyPai r Name": "test"

"KeyPai rFingerPrint": "89:f0: ba: 62: ac: b8: aa: el: 61: 5e: f d: 81: 69: 86:
6d: 6b: f 0: cO: 5a: d7"

"Privat eKeyBody": "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX"
}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.
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NotFound

Error code Error message HTTP status | NOTE
code
MissingPar The input parameter “Regionld” that [ 400 You must specify the
ameter is mandatory for processing this Regi onl d parameter.
request is not supplied.
InvalidKey Specified Key Pair name is not valid. 400 The specified
PairName. KeyPai r Nane is
Malformed invalid or already
exists.
QuotaExceed. The key pair quota exceeds. 403 The number of your
KeyPair key pairs cannot
exceed 500 in each
region.
InvalidRegionld. | The specified Regionld does not exist | 404 The specified

Regi onl d does not
exist.

11.2 ImportKeyPair

Imports the public key of an SSH key pair that you create with other key pair generators into one

of the Alibaba Cloud regions. Once the public key is imported we secure it. However, you must

save the private key by yourself.

Description

When you call this interface, consider the following:

* You can create up to 500 key pairs in each Alibaba Cloud region.

» The encryption method of your SSH key pair must be any of the following:

- rsa
- dsa

= ssh-rsa
— ssh-dss

- ecdsa

= ssh-rsa-cert-vOO@openssh.com

= ssh-dss-cert-vO0@openssh.com

— ssh-rsa-cert-vO1@openssh.com

= ssh-dss-cert-v01@openssh.com




— ecdsa-sha2-nistp256-cert-v01@openssh.com

— ecdsa-sha2-nistp384-cert-v01@openssh.com

= ecdsa-shaz2-nistp521-cert-v01@openssh.com

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
ImportKeyPair.

Regionld

String

Yes

Regional ID. For

more information, call
Descri beRegi ons to
obtain the latest region
list.

PublickeyBody

String

Yes

The public key of the
SSH key pair.

KeyPairName

String

Yes

The name of the key
pair. The name must
be unique.

+ Canbe[2, 128]
characters in length

* Must begin with
an uppercase or
lowercase English
letter. Can contain
digits, underscore
s (), colons (:), or
hyphens (-).

+ Supports all
character set
encoding formats.

» Cannot begin with

http:// or https://.
Return parameters
Name Type Description
KeyPairName String Key pair name.




Name Type Description

KeyPairFingerPrint String Fingerprint of the key pair.
The public key fingerprint
format is defined in RFC4716
and uses the MD5 message
digest algorithm. For more
information, see RFC4716.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=I nport KeyPai r
&Regi onl d=cn- gi ngdao

&Publ i cKeyBody =XXXXXXXXXXXXXX

&KeyPai r Nane=t est

&<Common Request Paraneter>

Response example
XML format

<I npor t KeyPai r Response>
<Request | d>473469C7- AA6F- 4DC5- B3DB- A3DCODE3C83E</ Request | d>
<KeyPai r Nanme>t est </ KeyPai r Nane>
<KeyPai r Fi nger Pri nt >89: f 0: ba: 62: ac: b8: aa: el: 61: 5e: f d: 81: 69: 86: 6d:
6b: f 0: c0: 5a: d7</ KeyPai r Fi nger Pri nt >
</ | nport KeyPai r Response>

JSON format

"Request | d": "473469C7- AA6F- 4DC5- B3DB- A3SDCODE3C83E"

"KeyPai r Name": "test"

"KeyPai rFingerPrint": "89:f0: ba: 62: ac: b8: aa: el: 61: 5e: fd: 81: 69: 86:
6d: 6b: f 0: c0O: 5a: d7"
}

Error codes

Error codes specific to this interface are as follows. For more error codes, see API Error Center.

Error code Error message HTTP status code Meaning
MissingParameter The input parameter | 400 You must specify the
“Regionld” that Regi onl d parameter.

is mandatory for
processing this
request is not supplied
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Error code Error message HTTP status code Meaning
InvalidPublicKeyBody. | The PublicKeyB 400 The format of
Malformed ody format is not the specified
supported. Publ i cKeyBody is
incorrect.
InvalidKeyPairName. | Specified Key Pair 400 The specified
Malformed name is not valid. KeyPai r Nane is
invalid or already
exists.
InvalidRegionld. The specified 404 The specified
NotFound Regionld does not Regi onl d does not
exist. exist.
11.3 AttachKeyPair

Attaches an SSH key pair to one or more of your Linux instances.
Description
When you call this interface, consider the following:

* SSH key pairs are not supported for Windows instances.

» Once the SSH key pair is used, the authentication method by using the user name and
password is disabled, by default.

» If the instance is in Running (Runni ng) status, restart the instance (Reboot | nst ance) to
make the operation take effect.

+ If the instance is in Stopped (St opped) status, the SSH key pair takes effect immediately once
the instance starts (St ar t | nst ance).

+ If an instance already has an attached SSH key pair, the new SSH key pair replaces the former

one automatically.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value:
AttachKeyPair.

Regionld String Yes The ID of the region
to which the SSH
key pair belongs. For




Name Type Required Description

more information, call
Descri beRegi ons to
obtain the latest region

list.

KeyPairName String Yes The name of the SSH
key pair.

Instancelds String Yes The instance ID. The

value can contain
arrays of up to 50
instance IDs. The IDs
are displayed in the
format of ["i-xxxXxxxxxx

,EYYYYYYYYY” -
"i-zzzzzzzzz"| and

separated by commas

(,)-

Response parameters
All are common response parameters. For more information, see Common parameters.

Examples

Request example

https://ecs. aliyuncs. conf ?Acti on=Att achKeyPai r
&Regi onl d=cn- gi ngdao

&KeyPai r Nane=t est

&l nstancel ds=["i - XXXXX"]

&<Comon Request Paraneters>

Response example
XML format

<At t achKeyPai r Response>
<Request | d>473469C7- AA6F- 4DC5- B3DB- A3DCODE3CB3E</ Request | d>
</ Att achKeyPai r Response>

JSON format

"Request | d": "473469C7- AAGF- 4DC5- B3DB- A3DCODE3C83E"



}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status code Description

MissingParameter The input parameter (400 You must specify the
Regionld that parameter Regi onl d
is required for . Or you are not
processing this authorized to use
request is not supplied the resource in the

specified region.

DependencyViolation. | The instance creating |403 You cannot attach

Windowslnstance this window, cannot SSH key pair to
use ssh key pair to Windows instances.
login.

InvalidKeyPairName. | The specified 404 The specified

NotFound KeyPairName does KeyPai r Namre does
not exist in our records not exist.

InvalidRegionld. The specified 404 The specified

NotFound Regionld does not Regi onl d does not
exist. exist.

11.4 DetachKeyPair

Detaches an SSH key pair from one or more of your Linux instances.
Description
When you call this interface, consider the following:

» After you detach an SSH key pair, restart the instance (Reboot | nst ance) for the operation to
take effect.
» After the key pair is detached, the user name and password authentication method is used by

default.
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Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
DetachKeyPair

Regionld

String

Yes

The ID of the region

to which your SSH

key pair belongs. For
more information, call
Descri beRegi ons to
obtain the latest region
list.

KeyPairName

String

Yes

The names of key
pairs.

Instancelds

String

No

The instance ID. The
instance ID. The
value can contain
arrays of up to 50
instance IDs. The IDs
are displayed in the
format of ["i-xxxxxxxxx

EYYYYYYYYY” ..
"i-zzzzzzzzz"] and

separated by commas

(.)-

Response parameters

All are common parameters. See Common parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Act i on=Det achKeyPai r

&Regi onl d=cn- gi ngdao

&l nstancel ds=[ "i - XXXXXXX",
&KeyPai r Nane=t est
&<Comon Request Paraneters>

Response example

XML format

<Det achKeyPai r Response>

"i-yyyyyyy"'l




<Request | d>473469C7- AA6F- 4DC5- B3DB- A3DCODE3CB3E</ Request | d>
</ Det achKeyPai r Response>

JSON format

{
}

"Request | d": "473469C7- AAGF- 4DC5- B3DB- A3DCODE3C83E"

Error codes

Error codes specific to this interface are as follows. For more error codes, see the AP/ error center

Error code Error message HTTP status code Note

MissingParameter The input parameter 400 You must specify the
“Regionld” that parameter Regi onl d
is mandatory for . Or you are not
processing this authorized to use
request is not supplied the resource in the

specified region.

DependencyViolation. | The instance creating |403 SSH key pairs are

Windowslnstance is windows, cannot not supported for
use ssh key pair to Windows instances.
login.

InvalidKeyPairName. | The specified 404 The specified

NotFound KeyPairName does KeyPai r Nane does
not exist. not exist.

InvalidRegionld. The specified 404 The specified

NotFound Regionld does not Regi onl d does not
exist. exist.

11.5 DeleteKeyPairs

Deletes one or more of your SSH key pairs. Once an SSH key pair is deleted, we remove the
related entry of the public key from our database. However, the instances that have the SSH
key pair attached, can use it normally, and you can still view the instance key pair name in the

instance details list.
Description
When you call this interface, consider the following:

» The SSH key pair cannot be described (Descri beKeyPai r s) any more.
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*  When you obtain the information about the instances (Descr i bel nst ances), the key pair

name (KeyPai r Names) is still returned, but without any information about the SSH key pair.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
DeleteKeyPairs.

Regionld

String

Yes

The ID of the region

to which the SSH

key pair belongs. For
more information, call
Descri beRegi ons to
obtain the latest region
list.

KeyPairNames

String

Yes

The names of key
pairs. The value can
contain arrays of

up to 100 SSH key
pairs. The key pair
name are displayed
in the format of ["key
-XXXXXXXXX", "key-
yyyyyyyyy", ... "key
-zzzzzzzz7"] and
separated by commas

(,)-

Return parameters

All are common parameters. See Common parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Del et eKeyPai rs

&Regi onl d=cn- gi ngdao

&KeyPai r Nanmes=t est
&<Comon Request Paraneters>

Response example




XML format

<Del et eKeyPai r sResponse>
<Request | d>473469C7- AA6F- 4DC5- B3DB- A3DCODE3CB3E</ Request | d>
</ Del et eKeyPai r sResponse>

JSON format

"Request | d":

Error codes

"473469C7- AAGF- 4DC5- B3DB- ASDCODE3C83E"

Error codes specific to this interface are as follows. For more error codes, see API Error Center.

Error code Error message HTTP status code Meaning

MissingParameter The input parameter | 400 You must specify the
Regionld that is parameter Regi onl d
mandatory for . Or you are not
processing this authorized to use
request is not supplied the resource in the

specified region.

MissingParameter The input parameter 400 You must specify
KeyPairName that the KeyPai r Narre
is mandatory for parameter.
processing this
request is not supplied

InvalidRegionld. The specified 404 The specified

NotFound Regionld does not Regi onl d does not
exist. exist.

11.6 DescribeKeyPairs
Describes one or more of your SSH key pairs.
Request parameters

Name Type Required Description

Action String | Yes The name of this interface. Value: DescribeKeyPairs

Regionld String [ Yes The ID of the region to which your SSH

key pairs belong. For more information, call
Descri beRegi ons to obtain the latest region list.
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Name

Type

Required

Description

KeyPairFin
gerPrint

String

No

The fingerprint of the key pair. The public key
fingerprint format is defined in RFC4716 and uses
the MD5 message digest algorithm. For more
information, see RFC4716.

KeyPairName

String

No

The key pair name. You can use the regular
expression and the symbol * for fuzzy string search
of a key pair name. Sample patterns:

+ *SshKey: Matches the string set ending with
SshKey, including SshKey.

+ SshKey*: Matches the string set beginning with
SshKey, including SshKey.

* *SshKey*: Matches the string set with SshKey
within, including SshKey.

+ SshKey: Matches the string set SshKey.

PageNumber

Integer

No

Displays the SSH key pairs on several pages. Start
value: 1.
Default value: 1.

PageSize

Integer

No

The maximum entries on a page. Maximum value:
50.
Default value: 10.

Tag.n.Key

String

Yes

The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin

with "aliyun", "acs:", "http://", or "https://".

Tag.n.Value

String

Yes

The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It
cannot begin with "aliyun”, "acs:", "http://", or "https
"

Response parameters

Name

Type

Description

TotalCount

Integer

The total number of key pairs.

PageNumber

Integer

The current page.

PageSize

Integer

The maximum entries on a page.

Regionld

String

The region of the key pair.
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Name Type Description

KeyPairs KeyPairltemType | Information about key pairs, a set composed by
KeyPairltemType.

Examples

Request example

https://ecs.aliyuncs. coml ?Acti on=Descri beKeyPai rs
&Regi onl d=cn- gi ngdao

&KeyPai r Fi nger Pri nt =xXXXXXXXXX

&KeyPai r Nane=t est

&PageNunber =1

&PageSi ze=20

&<Comon Request Paraneters>

Response example
XML format

<Descri beKeyPai r sResponse>
<PageNunber >1</ PageNunber >
<PageSi ze>2</ PageSi ze>
<Tot al Count >1</ Tot al Count >
<KeyPai r s>
<KeyPai r >
<KeyPai r Nane>t est </ KeyPai r Nane >
<KeyPai r Fi nger Pri nt >xxxxxxxxxx</ KeyPai r Fi nger Pri nt >
</ KeyPai r >
</ KeyPai r s>
<Request | d>473469C7- AA6F- 4DC5- B3DB- A3DCODE3CB3E</ Request | d>
</ Descri beKeyPai r sResponse>

JSON format

"PageNunber": 1,
"PageSi ze": 50,
"Request | d": "B04B8CF3-4489-432D- 83BA- 6F128E4F2295",
"Tags": {
"Tag": |

"TagKey": "test",
"TagVal ue": "api"
}
]

},
"Tot al Count": 1
}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.
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Error code Error message HTTP status | Meaning
code
MissingPar The input parameter “Regionld” that [ 400 The Regi onl d
ameter is mandatory for processing this parameter must be
request is not supplied. specified.
InvalidParameter | The specified parameter “ 400 The specified
PageNumber” is not valid. PageNunber
parameter is invalid.
InvalidParameter | The specified parameter “PageSize” |400 The specified

is not valid.

PageSi ze parameter
is invalid.




12 Networks

12.1 AllocatePubliclpAddress

Assigns an Internet IP address to an instance.
Description
When you call this interface, consider the following:

» Before assigning an Internet IP address, the instance must be in the Runni ng or St opped
status.

» If a VPC-Connected instance has an EIP allocated, you cannot assign an Internet IP address to
it

* You can assign only one Internet IP address to the instance. If the instance has an Internet IP
address, an error Al | ocat edAl r eady is returned.

+ After you restart the instance (Reboot | nst ance) or start the instance (St art | nst ance), the
assigned Internet IP address becomes effective.

+ If the specified instance is locked, and the Oper at i onLocks of the instance indicates "

LockReason" : "security", yourrequestis denied.

To assign an Internet IP address to a VPC-Connected instance, you can also allocate an Elastic

IP (EIP) to the instance. For more information, see Associ at eEi pAddr ess.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value:
AllocatePubliclpAddr
ess.

Instanceld String Yes An instance ID that
requires an Internet
IP address to be
assigned.




Response parameters

Name Type Description
IpAddress String The assigned Internet IP
address.
Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Al | ocat ePubl i cl pAddr ess

&l nst ancel d=i -i nst ancel
&<Common Request Paraneters>

Response example

XML format

<Al | ocat ePubl i cl pAddr essResponse>

<Request | d>F2EF6A3B- E345- 46B9- 931E- 0EA094818567</ Request | d>

<| pAddr ess>10. 1. 149. 159</ | pAddr ess>
</ Al | ocat ePubl i cl pAddr essResponse>

JSON format

"Request | d": "F2EF6A3B- E345- 46B9- 931E- 0EA094818567",

"l pAddress": "10.1.149. 159"

Error codes

The following error codes are restricted to this interface. For more error codes, see API Error

Center.

Error code Error message HTTP status code Meaning

InsufficientPubliclp Ip address not found 400 No available Internet
IP address, please try
again later.

OperationDenied Specified operation 400 The specified VPC-

is denied as your
instance is in VPC.

Connected instance
has an EIP allocated
and cannot be
assigned an Internet
IP.
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Error code

Error message

HTTP status code

Meaning

NotFound

Instanceld does not
exist.

AllocatedAlready There is an IpAddress | 403 The instance has an
allocated already for Internet IP address
the specified instance. assigned.
IncorrectinstanceSta | The current status of | 403 Before assigning an
tus the resource does not Internet IP address,
support this operation. the instance must be
in the Runni ng or
St opped status.
InstanceExpiredOrInA | The specified 403 The specified
rrears operation is denied as Subscription instance
your prepay instance has expired or the
is expired (prepay specified Pay-As-You-
mode) or in arrears ( Go instance has an
afterpay mode). overdue payment.
InstancelLo The specified 403 The specified instance
ckedForSecurity operation is denied as is locked for security
your instance is locked reason, and your
for security reasons. request is denied.
Invalidinstanceld. The specified 404 The specified

| nst ancel d does not
exist.

12.2 ConvertNatPubliclpToEip

ConvertNatPubliclpToEip changes the public IP (NatPubliclp) of a Virtual Private Cloud (VPC)

connected instance to an Elastic IP (EIP).

Description

When using this operation, consider the following:

» The network type of the specified instance must be VPC.

» The status of the specified instance must be Stopped (St opped) or Running (Runni ng).

* The outbound bandwidth of an ECS instance must be greater than 0 Mbps, in case the ECS

instance does not have a public IP Nat Publ i cl p.

» This action fails if you have already bound an EIP to the specified instance.

» This action fails if ongoing configuration changes exist for the specified ECS instance.

» This action fails if the specified instance expires in the next 24 hours.




» Once the public IP Nat Publ i cl p is changed to an EIP, you are billed for using the EIP

service. For more information, see EIP document Pay-As-You-Go billing.

Request parameters

Name Type Required Description

Action String [ Yes The operation that you want to perform. Value:
ConvertNatPubliclpToEip.

Regionid String Yes The region ID. For more information, use the
DescribeRegions API to obtain the latest region list.

Instanceld String [ Yes Identifier of the target ECS instance.

Response parameters

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Convert Nat Publ i cl pToEi p

&Regi onl d=cn- hangzhou

&l nst ancel d=i -t est
&<Common Request Paraneters>

Response example

XML format

<Convert Nat Publ i cl pToEi pResponse>
<Request | d>B154D309- F3E1- 4AB7- BA94- FEFCA8B89001</ Request | d>
</ Convert Nat Publ i cl pToEi pResponse>

JSON format

"Request | d": " B154D309- F3E1- 4AB7- BA94- FEFCA8B89001"

}

Error codes

Error codes specific to this interface are as follows.

Malformed

Error code Error message HTTP status | Description
code
InvalidRegionld. | The specified Regionld is invalid. 400 The specified

Regi onl d does not
exist, or you are not




instance is not VPC.

Error code Error message HTTP status | Description
code
authorized to access
the specified region.
InvalidEndTime. | The specified instance expires in the |403 The specified instance
Malformed next 24 hours. expires in the next 24
hours.
Invalidinstanceld. | The instance has incomplete 403 Ongoing configurat
PlanedChange changes. ion changes exist for
the specified ECS
instance.
Invalidins The specified instance has been 403 The specified instance
tanceStatus. released. has been released.
Released
Incorrectl The instance status does not support |404 The specified instance
nstanceStatus this operation. The instance may be must be in the
expired, upgrading, starting, or locked Stopped (St opped)
or Running (Runni ng
) status.
InstanceTy The specified instance is a subscripti 404 The specified instance
peNotSupported |on instance with a specified is a subscription
bandwidth. instance with a
specified bandwidth.
Invalidinstance. The public network bandwidth for the |404 The outbound
ZeroBandwidth specified instance is zero. That is, bandwidth of an ECS
this instance does not have a public instance must be
IP. greater than 0 Mbps.
Invalidinstanceld. | The specified instance does not exist | 404 The specified instance
NotFound , or does not belong to you. does not exist or does
not belong to you.
OperationDenied | The network type of the specified 404 The specified instance

must be VPC-
Connected.

12.3 AttachClassicLinkVpc

Links a classic network instance to the Virtual Private Cloud (VPC), which allows the classic

network instance communicating with the resources that are in the intranet of a VPC. For more

information, see VPC topic ClassicLink overview.




Description

When you call this interface, consider the following:

* The instance must be in the Running (Runni ng) or Stopped (St opped) status.

+ The ClassiscLink service must be enabled for the specified VPC. For more information, see

VPC topic Build ClassicLink connection.

* The classic network instance and the VPC must be in the same Alibaba Cloud region.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
AttachClassicLinkVpc.

Regionld

String

Yes.

Region ID of the
instance. For more
information, see
Descri beRegi ons
to obtain the latest
region list.

Instanceld

String

Yes.

ID of the classic
network instance.

You can call
Descri bel nst ances
obtain all of your
instance IDs.

o

Vpcld

String

Yes.

ID of the ClassicLink
enabled VPC. You
can call DescribeVpcs
to obtain all of your
VPC IDs.

Response parameters

All are common response parameters. For more information, see Common parameter.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Attachd assi cLi nkVpc

&Regi onl d=cn- hangzhou

&l nst ancel d=i -t est
&Vpcl d=vpc-t est



&<Common Request

Response example

XML format

Par anet er s>

<At t achd assi cLi nkVpcResponse>
<Request | d>CO003E8B- B930- 4F59- ADCO- 0E209A9012A8</ Request | d>
</ Att achd assi cLi nkVpcResponse>

JSON format

"Request | d":

Error codes

" CO003E8B- B930- 4F59- ADCO- 0OE209A9012A8"

The following error codes are specific to this interface. For more error codes, visit the API error

center.
Error code Error information HTTP status code Description
Abs.Invalidinstanceld. | The specified instance |400 The specified instance
MalFormed has already been is already linked to
linked to another VPC. another VPC.
Invalidinstanceld. The specified instance | 400 The network type of
MalFormed is not a classic the specified instance
network type instance. is not a classic
network.
InvalidRegionld. The specified 400 The specified
Malformed Regionld is invalid. Regi onl d does not
exist or you are not
authorized to access
the specified region.
InvalidVpcld. The specified Vpcld is [400 The specified Vpcl d
Malformed invalid. is invalid.
Invalidinstanceld. The user does not own | 403 The specified instance
NotBelong the specified instance. does not belong to
you.
InvalidStatus. The specified 403 The specified instance

InstanceLocked

instance is in another
processing list.

is processing another
task.




NotFound Instanceld does not

exist.

Error code Error information HTTP status code Description
InvalidStatus. Only the Running or 403 The specified instance
InstanceStatus Stopped InstanceSt must be in the
atus is allowed. Running (Runni ng)
or Stopped (St opped
) status.
OperationDenied The specified VPC 403 The specified VPC
are unable to attach cannot enable
ClassicLink. ClassicLink.
QuotaExceeded The maximum 403 The number of
number of links in available links for
the specified VPC the current VPC has
exceeds. reached the upper
limit, up to 1000
classic network type
instances are allowed
to connect to the same
VPC.
Invalidinstanceld. The specified 404 The specified

| nst ancel d does not
exist.

12.4 DetachClassicLinkVpc

Unlinks a classic network-connected instance from the VPC. For more information, see VPC topic

ClassicLink overview. After the ClassicLink is disabled, the classic network-connected instance

cannot access the VPC.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value:
DetachClassicLinkVpc

Regionld String Yes Region ID of the

instance. For more
information, call
Descri beRegi ons to
obtain the latest region
list.




Name Type Required Description

Instanceld String Yes ID of the classic
network-connected
instance.

Vpcld String Yes The ID of a VPC to
which the instance is
linked.

Response parameters
All are common response parameters. For more information, see Common parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Det achd assi cLi nkVpc
&Regi onl d=cn- hangzhou

&Vpcl d=vpc-t est

&l nst ancel d=i -t est

&<Comon Request Paraneters>

Response example
XML format

<Det achd assi cLi nkVpcResponse>
<Request | d>CO003E8B- B930- 4F59- ADCO- 0E209A9012A8</ Request | d>
</ Det achd assi cLi nkVpcResponse>

JSON format

{
}

"Request | d": "COO03E8B- B930- 4F59- ADCO- 0E209A9012A8"

Error codes

Error codes specific to this interface are as follows. For more error codes, visit the AP/ Error

Center.

Error code Error message HTTP status code Meaning

Invalidinstanceld. The specified instance [400 The specified instance

MalFormed is not a classic is not of the classic
network type instance. network type.

InvalidRegionld. The specified 400 The specified

Malformed Regionld is invalid. Regi onl d does not
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Error code

Error message

HTTP status code

Meaning

exist. Or you are not
authorized to access
the specified region.

InvalidVpcld. The specified Vpcld is [400 The specified Vpcl d
Malformed invalid. is invalid.
Invalidinstanceld. The user does not own [ 403 The specified instance
NotBelong the specified instance. does not belong to
you.
InvalidStatus. The specified instance [403 The specified instance
InstanceLocked is in another process is processing other
list. procedures.
InvalidStatus. Only the Running or 403 The specified instance
InstanceStatus Stopped InstanceSt must be Running (
atus is allowed. Runni ng) or Stopped
(St opped).
Invalidinstanceld. The specified 404 The specified

NotFound Instanceld does not I nst ancel d does not
exist. exist.
12.5 DescribeBandwidthLimitation
Describes a list of bandwidth resources.
Request parameters
Name Type Required Description
Action String Yes The name of this
interface. Value
: DescribeBa
ndwidthLimitation.
Regionld String Yes ID of the target
region. For more
information, call
Descri beRegi ons to
obtain the latest region
list.
InstanceType String Yes Instance type. For
more information,
see Instance type




Name

Type

Required

Description

families, or call

Descri bel nst anceTy
to obtain the latest

type list.

InstanceChargeType

String

No

Billing method of

the instances. For
more information,
see Pricing overview.
Optional values:

* PrePaid: Subscripti
on.

+ PostPaid: Pay-As-
You-Go.

Default value:
PostPaid.

SpotStrategy

String

No

Specifies whether

a Pay-As-You-

Go instance is a
preemptible instance
or not. Value range:

* NoSpot: The
instance is a
Pay-As-You-Go
preemptible
instance.

» SpotWithPriceLimit
: The instance is
a preemptible
instance and its
price is a spot price

» SpotAsPriceGo
: The instance is
a preemptible
instance and its
price is the market
price.

Default: NoSpot.

Only if | nst anceCh

pes



Name

Type

Required

Description

ar geType is set

to Post Pai d,

Spot St r at egy can
be valid.

OperationType

String

No

Specifies operation
limits of the
bandwidth. Optional
values:

+ Upgrade: Upgrade
bandwidth.

* Downgrade:
Downgrade
bandwidth.

* Create: Create
bandwidth.

Default: Create.

Resourceld

String

No

Resource ID. If you
set Oper ati onT
ype to Upgrade
or Downgr ade, you
must specify the
Resourceld.

Response parameters

Name

Type

Description

Bandwidths

Array of Bandwi dt hType

A collection of bandwidth types

BandwidthType

Name

Type

Description

InternetChargeType

String

Network billing method.
Possible values:

+ Paybytraffic: The bandwidth
fees is charged on an
hourly basis according to
actual traffic usage.




Name Type Description

Min Integer Minimum limit of the bandwidth
. No value is returned if the
parameter is null.

Max Integer Maximum limit of the
bandwidth. No value is
returned if the parameter is null

Unit Integer Resource type unit. No value
is returned if the parameter is
null.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri beBandwi dt hLi m tati on
&Regi onl d=cn- hangzhou
&<Comon Request Paraneters>

Response example

XML format

<Descri beBandwi dt hLi nmi t at i onResponse>
<Bandwi dt hs>

<Bandwi dt h>
<l nt er net Char geType>PayByTr af fi c</ | nt er net Char geType>
<Max>100</ Max>
<M n>0</ M n>
<Uni t >Mops</ Uni t >
</ Bandwi dt h>
<Bandwi dt h>
<I nt er net Char geType>PayByTr af fi c</ | nt er net Char geType>
<Max>100</ Max>
<M n>0</ M n>
<Uni t >Mops</ Uni t >
</ Bandwi dt h>

</ Bandwi dt hs>

<Request | d>675B6D89- A3EB- 4987- BAF3- 610591E0D019</ Request | d>
</ Descri beBandw dt hLi mi t at i onResponse>

JSON format

Bandwi dt hs": {
" Bandwi dt h": [

"I nt ernet ChargeType": "PayByTraffic",
"Max": 100,

"Mn": O,

"Unit": "Mops"




{
"I nt er net ChargeType": "PayByTraffic",
"Max": 100,
"Mn": O,
"Unit": "Mops"
H

} ’
"Request | d": "675B6D89- ABEB- 4987- BAF3-610591E0D019",

}

Error codes

Error codes specific to this interface are as follows. For more error codes, see API Error Center.

Error code Error message HTTP status code Description
Invalid.InstanceCh The specified 400 The specified
argeType InstanceChargeType | nst anceCh
is not valid. ar geType does not
exist.
InvalidRegionld. The specified 404 The specified
NotFound Regionld does not Regi onl d does not
exist. exist.
Unavailable.Regions | The available regions |404 The specified
does not exists. Regi onl d does not
have permission.

12.6 DescribeClassicLinklinstances

Describes one or more of your classic network-connected instances that have established

ClassicLink with a VPC.
Description
When you call this interface, consider the following:

» Only applicable to the classic network-connected instances.
* You can query at most 100 instances each time.

» Either the parameter Vpcl d or | nst ancel d must be specified.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value:



https://error-center.alibabacloud.com/status/product/Ecs

Name

Type

Required

Description

DescribeClassicLinkl
nstances.

Regionld

String

Yes

The region ID of the
instance. You can call
Descri beRegi ons to
obtain the latest region
list.

Instanceld

String

No

The instance ID.

It must be classic
network-connected
instances that are
linked to a VPC by
using ClassicLink. At
most 100 instance
IDs can be specified.
IDs are separated by
commas (,). Sample:
I nst ancel d=i - XXX
y = XXK - XXX
- XXX,

Vpcld

String

No

VPC ID. The
ClassicLink service
must be enabled for
the specified VPC.

PageNumber

Integer

No

Displays the
information of the
classic network-
connected instances
on several pages.
Start value: 1.
Default value: 1.

PageSize

Integer

No

The number of the
classic network-
connected instances
on each page. Value
range: [1, 100].
Default value: 10.




Response parameters

Name Type Description
TotalCount Integer Total number of ClassicLinks
PageNumber Integer Page number of the

connection list

PageSize Integer Number of lines per page set
during input
Links Link An information set consists of

VPC ID and classic network-
connected instance ID.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Descri bed assi cLi nkl nst ances
&Regi onl d=cn- hangzhou

&Vpcl d=vpc-t est

&l nstanceld=i -test, i-testl

&<Common Request Paranet er s>

Response example

XML format

<Descri bed assi cLi nkl nst ancesResponse>
<Request | d>B154D309- F3E1- 4AB7- BA94- FEFCA8B89001</ Request | d>
<Tot al Count >2</ Tot al Count >
<PageNunber >1</ PageNunber >
<PageSi ze>10</ PageSi ze>
<Li nks>
<Li nk>
<I nstancel d>i -t est </ | nst ancel d>
<Vpcl d>vpc-t est </ Vpcl d>
</ Li nk>
<Li nk>
<I nst ancel d>i -t est 1</ | nst ancel d>
<Vpcl d>vpc-t est </ Vpcl d>
</ Li nk>
</ Li nks>
</ Descri bed assi cLi nkl nst ancesResponse>

JSON format

" PageNurber ": 1,
"Li nks": {
"Link":[{
"I nstanceld":"i-test",
"Vpcld":"vpc-test"



"l nstancel d":
"Vpcl d":

"i-testl",
"vpc-test"

"Tot al Count ": 2,

"PageSi ze": 10,
"Request | d": " B154D309- F3E1- 4AB7- BA94- FEFCA8B89001"

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

NotFound

Instanceld does not
exist.

Error code Error message HTTP status code Meaning
InvalidRegionld. The specified 400 The specified
Malformed Regionld is invalid. Regi onl d does
not exist. Or you
are unauthorized to
access the specified
region.
Invalidinstanceld. The user does not own [ 403 The specified instance
NotBelong the specified instance. does not belong to
you.
InvalidParameter. Either Instanceld 403 Either | nst ancel d
InvalidinstanceldAnd | or Vpcld must be or Vpcl d must be
Vpcld specified. specified.
InvalidParameter. The maximum 403 The number of
ToManylnstancelds number of specified | nst ancel d must be
Instancelds is less than 100.
exceeded.
InvalidVpc.NotBelong | The user do notown |403 The specified VPC
the specified VPC. does not belong to you
Invalidinstanceld. The specified 404 The specified

| nst ancel d does not
exist.



https://error-center.alibabacloud.com/status/product/Ecs

12.7 ModifylnstanceNetworkSpec

Modifies the bandwidth configuration of your Instance. If the network specification of your ECS
instance is not suitable for your business scale, you can change the bandwidth configuration

accordingly.
Description
When you call this interface, consider the following:

*  When you change the bandwidth configuration of a Subscription (Pr ePai d) instance,

consider the following:

= The configuration of bandwidth that is PayByTraffic(Pay By Traf fi c)can be upgraded
or downgraded.
= The instance has an Internet IP allocated when the InternetMaxBandwidthOut (
I nt er net MaxBandwi dt hQut ) is upgraded from 0 Mbps.
*  When you change the bandwidth configuration of a Pay-As-You-Go (Pay- As- You- Go)

instance, consider the following:

— The bandwidth configuration can be upgraded or downgraded.
= The instance has no Internet IP allocated when the InternetMaxBandwidthOut (
I nt er net MaxBandw dt hCQut ) is upgraded from zero Mbps. However, you can call
Al'l ocat ePubl i cl pAddr ess to allocate Internet IP address for the instance.
» For classic type instances, when InternetMaxBandwidthOut(l nt er net MaxBandwi dt hQut )
is upgraded from 0 Mbps, the instance must be in the Stopped (St opped) status.
+ Before going ahead with an upgrade, you must make sure that you have registered a valid
credit card, once you upgrade the bandwidth configuration, auto-payment is initiated. If the

payment is unsuccessful, an abnormal order is returned and can only be nullified.

If your account balance is insufficient, you can set the parameter Aut oPay to f al se to cancel
the automatic payment. Thus, an unpaid order is returned and you can complete the order by

making the payment in the ECS console.
» The bandwidth cannot be changed again within five minutes after the action is performed.

* The bandwidth of a Subscription instance can only be downgraded three times.


https://ecs.console.aliyun.com/

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
ModifylnstanceNetwor
kSpec.

Instanceld

String

Yes

ID of the instance.

InternetMaxBandwidth
Out

Integer

No

Maximum value

of public network
outbound bandwidth
; unit: Mbps (Megabit
per second). Value
range: [1, 100].

InternetMaxBandwidth
In

Integer

No

The maximum inbound
bandwidth from the
Internet, measured in
Mbps. Value range: [1
, 100].

NetworkChargeType

String

No

The billing method
of the bandwidth.
Optional values:

+ PayByTraffic: The
bandwidth is billed
by the sum of
network traffic.

Autopay

Boolean

No

Whether or not
automatic payment
is enabled. Optional
values:

+ true: The payment
goes through
automatically
after you upgrade
the bandwidth
configuration.
However, before
that, you must
make sure that
your registered




Name

Type

Required

Description

credit card is valid
and does not
have credit limit
set. Moreover,

if you choose
PayPal, you must
maintain sufficient
balance in your
account. If the auto
payment attempt
is unsuccessful,
an abnormal order
returns and can
only be nullified.
However, before
you set Aut opay
to Tr ue you must
make sure that
your registered
credit card is valid
and does not have
credit limit set.
Moreover, if you
choose PayPal,
you must maintain
sufficient balance in
your account.
false: The
payment does

not go through
automatically,
once you upgrade
the bandwidth
configuration.
When your
registered credit
card is invalid

or you have
insufficient balance
in your PayPal
account, you can
set the Aut oPay




Name

Type

Required

Description

parameter to

f al se to cancel
the auto-payment
option. This results
into an unpaid
order and you can
complete the order
ECS console .

Default value: True.

ClientToken

String

No

Guarantees the
idempotence of the
request. The value

is generated by a
client. It must be
unique among all
requests and contains
a maximum of 64
ASCII characters.
For more information,
see How to ensure

idempotence.
Response parameters
Name Type Description
Requestld String The ID of the request.
Orderid Long Order ID.
Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Modi f yl nst anceNet wor kSpec
&Regi onl d=cn- hangzhou
&l nst ancel d=i - xxxxx1

&l nt er net MaxBandw dt hQut =10
&C i ent Token=xXXXXXXXXXXXXX

&<Common Request

Response sample

XML format

<Modi f yl nst anceNet wor kSpecResponse>

Par anet er s>
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https://ecs.console.aliyun.com/

<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
</ Modi f yl nst anceNet wor kSpecResponse>

JSON format

{
}

"Request | d":

Error codes

"04FOF334- 1335- 436C- A1D7- 6C044FE73368"

Error codes specific to this interface are as follows. For more error codes, visit API Error Center.

“Instanceld” that

is mandatory for
processing this
request is not supplied

Error code Error message HTTP status code Description
Account.Arrearage Your accounthas an 400 Your account has an
outstanding payment. overdue payment.
DecreasedB A higher bandwidth 400 The new bandwidth
andWidthNotAllowed |than the current one is cannot be less than
required. the existing bandwidth.
Invalidinstance. The specified instance [400 The current instance
UnpaidOrder has unpaid order. has unpaid orders.
InvalidinstanceStatus. | The specified Instance | 400 The instance is not in
NotStopped status is not Stopped. a Stopped status.
InvalidinternetCharg The specified 400 The specified
eType.ValueNotSu InternetChargeType is | nt er net Ch
pported invalid. ar geType does not
exist.
InvalidinternetMaxBa | The specified 400 The value range
ndwidthin.ValueNotSu | InternetMaxBandwidth of | nt er net Ma
pported In is beyond the xBandwi dt hl nis [1,
permitted range. 200].
InvalidinternetMaxBa | The specified 400 The value range
ndwidthOut. InternetMaxBandwidth of | nt er net Ma
ValueNotSupported Out is beyond the xBandwi dt hQut is [0,
permitted range. 100].
MissingParameter The input parameter 400 You must specify the

| nst ancel d.
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Error code

Error message

HTTP status code

Description

OperationDenied Specified instance is in | 400 A VPC instance does
VPC. not support this
operation.
ChargeTypeViolation | The operation is not 403 The billing method of
permitted due to the instance does not
billing method of the support this operation.
instance.
IncorrectinstanceSta | The current status of |403 The status of the
tus the instance does not instance does not
support this operation. support this operation.
InstanceExpiredOrInA | The specified 403 Your subscription ECS
rrears operation is denied as instance has expired
your prepay instance . Or your Pay-As-You
is expired (prepay -Go instance has an
mode) or in arrears ( overdue payment.
afterpay mode).
InstancelLo The specified 403 The instance is locked
ckedForSecurity operation is denied as for security reasons.
your instance is locked
for security reasons.
InvalidAccountStatus. | Your account does not | 403 Your registered credit
NotEnoughBalance have enough balance. card is invalid or
you have insufficie
nt balance in your
PayPal account.
OperationDenied The operation is 403 The operation is
denied due to the denied for a Subscripti
instance is PrePaid. on instance.
Invalidinstanceld. The specified 404 The specified
NotFound Instanceld does not Instancelds does not
exist. exist.
InternalError The request 500 Internal error. Try

processing has failed
due to some unknown
error, exception or
failure.

again later.




13 Elastic network interfaces

13.1 CreateNetworkinterface

Creates an Elastic Network Interface (ENI).

Description

* The default status of a new ENI is Available (Avai | abl e).

» An ENI can be only attached to the VPC-Connected instance that is in the same zone of the

ENI.

» Because an ENI can be only attached to one instance, you must detach the ENI from the

instance before you attach it to another instance.

» The properties of the ENI are not changed whatever instance the ENI is attached. Moreover

, hetwork traffic is redirected to the new instance if the instance to which the ENI is attached

changes.

» By default, one account can own up to 100 ENIs in one region. For a higher quota, open a

ticket.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this interface. Value: CreateNetw
orkinterface

Regionld

String

Yes

ID of the region of the instance. ID of the region in
which the instance is located. For more information,
call Descri beRegi ons to obtain the latest region
list.

VSwitchld

String

Yes

VSwitch ID of the specified VPC. Specifies the
switch ID for the VPC.

SecurityGroupld

String

Yes

The ID of the security group that the ENI joins. The
security group and the ENI must be in a same VPC.

PrimarylpAddress

String

No

The primary private IP address of the ENI. The
specified IP address must have the same Host ID
as the VSwitch. If no IP addresses are specified, a
random network ID is assigned for the ENI.

Networkint
erfaceName

String

No

Name of your ENI.
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Name

Type

Required

Description

» ltis a string of [2, 128] Chinese or English
characters. It must begin with a letter and can
contain numbers, underscores (_), colons (:), or
hyphens (-).

+ The ENI name is displayed in the console.

* It cannot begin with http:// or https://.

» If this parameter is not specified, its name is null
by default.

Description

String

No

Description of your ENI.

* ltis a string of [2, 256] English or Chinese
characters.

» It cannot begin with http:// or https://.

« If this parameter is not specified, it is null by
default.

Tag.n.Key

String

Yes

The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin
with "aliyun", "acs:", "http://", or "https://".

Tag.n.Value

String

Yes

The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It
cannot begin with "aliyun", "acs:", "http://", or "https
A"

ClientToken

String

No

Guarantees the idempotence of the request. The
value is generated by the client. It must be unique
among all requests and can contains a maximum
of 64 ASCII characters. For more information,
see How to ensure idempotence.

Response parameters

Name

Type

Description

NetworklInt
erfaceld

String

ID of your Network Interface.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Cr eat eNet wor kl nt er f ace




&Regi onl d=cn- hangzhou

&VSwi t chl d=[ vswi t chi d]
&SecurityG oupl d=sg- c0003exxxxx
&<Common Request Par anet er s>

Response example
XML format

<Cr eat eNet wor kIl nt er f aceResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FExxxxx</ Request | d>
<Net wor kI nt er f acel d>eni - eni | xxxxx</ Net wor kl nt er f acel d>

</ Cr eat eNet wor kI nt er f aceResponse>

JSON format

"Request|d": "04F0F334-1335-436C- A1D7- 6C044FEXXxxxx",
"Net wor kl nterfacel d": "eni-eni xxxxx"

}

Error codes

Error codes specific to this interface are as follows. For more information, see APl Error Center.

Error code Error message HTTP status | Meaning

code
MissingPar The input parameter that is 400 You must specify the
ameter mandatory for processing this request required parameter.

is not supplied.

Unsupporte The parameters is unsupported. 400 The specified
dParameter parameter does not
exist. Alternatively, the
specified parameter is

not supported.
Abs.InvalidAcc The Account is not found or AK is 403 The specified Alibaba
ount.NotFound expired. Cloud account does

not exist. Alternativ
ely, your AccessKey

expired.
Forbidden. This action does not support 403 A RAM User is limited
NotSupportRAM | accessed by RAM mode. to access the resource
Forbidden. The specified action is not available |403 A RAM User is limited

SubUser for you. to access the resource



https://error-center.alibabacloud.com/status/product/Ecs

NotFound

Error code Error message HTTP status | Meaning
code
InvalidOpe The VPC VSwitch of the specified 403 The specified
ration. availabili ENI and ECS instance are not in the VSwitchld, ENI, and
tyzonemismatch [same availability zone. Instanceld are not in
the same zone.
InvalidOperation. | The VPC of the specified ENI and 403 The specified ENI and
VpcMismatch security group are not in the same SecurityGroupld are
VPC. not in the same VPC.
InvalidSec The specified securitygroupid notin [ 403 The specified
urityGroupld. VPC. SecurityGroupld is not
NotVpc ina VPC.
MaxEniCoun The number of ENI exceeds the limit [ 403 The maximum number
tExceeded per region. of ENI in the specified
region is exceeded.
SecurityGr The maximum number of instances in [ 403 The maximum number
ouplnstanc a security group is exceeded. of instance in the
eLimitExceed specified SecurityGr
oupld is exceeded.
InvalidEcsld. The specified Ecsld is not found. 404 The specified
NotFound Instanceld does not
exist.
InvalidSec The specified SecurityGroupld is not |404 The specified
urityGroupld. found. SecurityGroupld does
NotFound not exist.
InvalidVSwitchld. | The specified VSwitchld is not found. | 404 The specified

VSwitchld does not
exist.

13.2 AssignPrivatelpAddresses

Allocates one or more secondary private IP addresses to an ENI. Particularly, you can specify

the CIDR private IP addresses that are available in the VSwitch. Alternatively, set the number of

private IP addresses you want to allocate, and ECS automatically allocates the IP addresses for

you.

Description

» This operation only supports ENIs in the AvailableAvai | abl e or InUsel nUse status.




* When operating on a primary ENI, the attached instance must be in the RunningRunni ng or
StoppedSt opped status.

* When the ENI is AvailableAvai | abl e, you can allocate up to 10 secondary private IP
addresses to the ENI. However, once the ENI is used and attached an instance, the maximum
number of private IP addresses is subject to the instance type limits. For more information, see

instance type families.

Request parameters

Name Type Required Description

Action String [ Yes The operation that you want to perform. Value:
AssignPrivatelpAddresses.

NetworklInt String [ Yes ENI ID.

erfaceld

PrivatelpAddress | Array No Select one or more secondary private IP addresses

.N from the CIDR block of the VSwitch. Value range of
N:

* When ENl is in the AvailableAvai | abl e status:
[1, 10].

* When ENl is in the InUsel nUse status:
Subject to instance type restrictions. For more
information, see instance type families.

You cannot specify the parameters Pri vat el pA
ddress. Nand Secondar yPri vat el pAd
dr essCount at the same time.

SecondaryP Integer |No ECS can automatically create IP addresses for
rivatelpAd you. You must specify the number of private IP
dressCount addresses you want to create.

Response parameters

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Assi gnPri vat el pAddr esses
&Net wor kI nt er f acel d=eni - mtbe709mlyt x c4wx 7wWxXXX

&Pri vat el pAddress. 1=192.168.0.1

&Pri vat el pAddress. 2=192. 168. 10. 1

&<Common Request Paraneters>

Response example



XML format

<Assi gnPri vat el pAddr essesResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE70008</ Request | d>
</ Assi gnPri vat el pAddr essesResponse>

JSON format

"Request | d":

Error codes

Error codes specific to this interface are as follows.

"04FOF334-1335-436C- A1D7- 6C044FE70008"

) invalid.

Error code Error message HTTP status | Description
code
InValidParameter |the parameter(s) “{0}" provided is(are | 400 The specified

parameter is invalid.

MissingPar The input parameter “{0}’ that is 400 You must specify this
ameter mandatory for processing this request required parameters.
is not supplied.
InvalidOperation. | The operation is not allowed in the 400 This operation only
InvalidEniState current ENI state. Expecting status is supports ENls in the
“{0}” while current status is “{1}". Avai | abl e or | nUse

status.

Invalidlp. The specified IP “{0}” is not assigned [403 The specified

IpUnassigned on this ENI. secondary private
IP address was not
assigned to this ENI.

InvalidVSwitchld. | The specified IpAddress “{0}" is not  [403 You must select

IpInvalid valid in VSwitch CIDR block “{1}". secondary IP
addresses from the
VSwitch's CIDR block.

Operation.Conflict [ ecs task is conflicted. 403 The specified ENI is
processing another
task. Please try again
later.

InvalidEnild. The specified Enild “{0}" is not found. |404 The specified

NotFound Net wor kI nt

er f acel d does not
exist.




Error code Error message HTTP status | Description

code

InvalidVSwitchld. | The specified VSwitchld “{0}” is not 404 The specified VSwitch
NotFound found. does not exist.

13.3 UnassignPrivatelpAddresses

Deletes one or more secondary private |IP addresses from an ENI.
Description

» This operation only supports ENIs in the Avai | abl e or | nUse status.
»  When operating on a primary ENI, the attached instance must be in the Runni ng or St opped

status.

Request parameters

Name Type Required Description

Action String [ Yes The operation that you want to perform. Value:
UnassignPrivatelpAddresses.

NetworklInt String [ Yes ENI ID.

erfaceld

PrivatelpAddress | Array Yes One or more secondary private IP addresses to
.N delete from an ENI. Value range of N:

* ENIlisinthe Avai | abl e status: [1, 10].

* ENIlisinthe | nUse status: Subject to instance
type restrictions.

Response parameters

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Unassi gnPri vat el pAddr esses
&Net wor kI nt er f acel d=eni - mtbe709mlyt x c4wx 7wWxXXX

&Pri vat el pAddress. 1=192.168.0.1

&Pri vat el pAddress. 2=192. 168. 10. 1

&<Common Request Paraneters>

Response example
XML format

<Unassi gnPri vat el pAddr essesResponse>



<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE70008</ Request | d>
</ Unassi gnPri vat el pAddr essesResponse>

JSON format

{
}

"Request | d":

Error codes

Error codes specific to this interface are as follows.

"04FOF334-1335-436C- A1D7- 6C044FE70008"

NotFound

found.

Error code Error message HTTP status | Description
code
InValidParameter |the parameter(s) “{0}" provided is(are | 400 The specified
) invalid. parameter is invalid.
MissingPar The input parameter “{0}’ that is 400 You must specify this
ameter mandatory for processing this request required parameters.
is not supplied.
InvalidOperation. | The operation is not allowed in the 400 This operation only
InvalidEniState current ENI state. Expecting status is supports ENIs in the
“{0}” while current status is “{1}". Avai | abl e or | nUse
status.
Invalidlp. The specified IP “{0}” is not assigned |[403 The specified
IpUnassigned on this ENI. secondary private
IP address was not
assigned to this ENI.
InvalidVSwitchld. | The specified IpAddress “{0}" is not [ 403 You must select
IpInvalid valid in VSwitch CIDR block “{1}". secondary IP
addresses from the
VSwitch's CIDR block.
Operation.Conflict [ ecs task is conflicted. 403 The specified ENI is
processing another
task. Please try again
later.
InvalidEnild. The specified Enild “{0}" is not found. |404 The specified
NotFound Net wor kI nt
er f acel d does not
exist.
InvalidVSwitchld. | The specified VSwitchld “{0}” is not 404 The specified VSwitch

does not exist.




13.4 DetachNetworkinterface

Detaches an ENI from your instance.
Description

* You cannot detach the primary network interface of an instance.
* The ENI must be in the Detaching (Det achi ng) or In Use (I nUse) status.

» The instance must be in Running (Runni ng) or Stopped (St opped) status.

Request parameters

Name Type Required Description

Action String [ Yes The name of this interface. Value: DetachNetw
orkinterface

Regionld String [ Yes ID of the region of the ECS instance. For more
information, call Descr i beRegi ons to obtain the
latest region list.

NetworklInt String [ Yes ENI ID.
erfaceld
Instanceld String | Yes Instance ID.

Response parameters
All are common response parameters. See Common response parameters.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Det achNet wor kl nt er f ace
&Regi onl d=cn- hangzhou

&Net wor kI nt er f acel d=[ net wor kI nt er f acel d]

&l nst ancel d=AY121018033933eaxXxXxxx

&<Common Request Paranet ers>

Response example
XML format

<Det achNet wor kI nt er f aceResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FExxxxx</ Request | d>
</ Det achNet wor kI nt er f aceResponse>

JSON format

"Request|d": "04FO0F334-1335-436C A1D7- 6C044FEXXXXX",



}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

InvalidEniType

current ENI type.

Error code Error message HTTP status | Description
code

Unsupporte The parameters is unsupported. 400 The specified

dParameter parameter does not
exist. Alternatively, the
specified parameter is
not supported.

InvalidOperation. | The operation is not allowed in the 400 The specified action

InvalidEcsState | current ECS state. failed due to the status
of the instance.

InvalidOperation | Detaching primary ENI from ECS 400 You cannot detach

.DetachPrim instance is not allowed. the primary network

aryEniNotAllowed interface from an ECS
instance.

MissingPar The input parameter that is 400 You must specify the

ameter mandatory for processing this request required parameter.

is not supplied.

Forbidden. The specified action is not available |403 Ram users are not

SubUser for you. allowed to perform this
operation.

Abs.InvalidAcc The Account is not found or AK is 403 The specified Alibaba

ount.NotFound expired. Cloud account does
not exist. Alternativ
ely, your AccessKey
expires.

Forbidden. This action does not support 403 Ram users are not

NotSupportRAM | accessed by RAM mode. allowed to perform this
operation.

EniPerlnst The number of ENI exceeds the limit [ 403 The maximum number

anceLimitE for the type of instance you are trying of ENI in the specified

xceeded to launch. region is exceeded.

InvalidOperation. | The operation is not allowed in the 403 The specified action

failed due to the type
of the ENI.
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Error code Error message HTTP status | Description

code

InvalidEcsld. The specified Ecsld is not found. 404 The specified instance
NotFound Id does not exist.

13.5 DescribeNetworkinterfaces

Describes the list of elastic network interfaces (ENI).
Description

* You can filter the results by specifying the parameters.
» If no parameter is specified, a list containing all ENlIs is returned.

* You can view a maximum of 100 ENIs at a time.

Request parameters

Name Type Required Description

Action String [ Yes The name of this interface. Value: DescribeNe
tworkInterfaces

Regionid String Yes Region ID. For more information, call
Descri beRegi ons to obtain the latest region list.

VSwitchld String  [No Virtual Switch ID for the VPC.
PrimarylpAddress | String No The primary private IP address of the ENI.
SecurityGroupld [ String | No Security group ID.
NetworklInt String No ENI name.
erfaceName
Type String | No ENI type. Value range:

* Primary

» Secondary

Instanceld String  [No ID of the instance currently associated with the ENI.
NetworkInt String [ No ENI ID. You can view a maximum of 100 ENIs at a
erfaceld.N time.

PageNumber Integer |No Page number of the query result. The value is a

positive integer.
Default value: 1.

PageSize Integer |No Page size of the query result. Value range: [1, 100].
Default value: 10.




Name Type Required Description

Tag.n.Key String [ Yes The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin

with "aliyun", "acs:", "http://", or "https://".

Tag.n.Value String [ Yes The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It
cannot begin with "aliyun”, "acs:", "http://", or "https
"

Response parameters

Name Type Description

Networkint Networkinterface Senformation about a network interface

erfaceSet

TotalCount Integer Total number of instances

PageNumber Integer Page number of the instance list

PageSize Integer Number of lines per page set during input
Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Descri beNet workl nterfaces
&Regi onl d=cn- hangzhou
&<Comon Request Paraneters>

Response example

XML format

<Descri beNet wor kI nt er f acesResponse>
<Net wor kI nt er f aceSet s>
<Net wor kI nt er f aceSet >
<Associ at edPubliclp />
<CreationTi me>2017- 11- 24T06: 14: 22Z</ Creat i onTi me>
<l nst ancel d>AY121018033933eaxxxxx</ | nst ancel d>
<MacAddr ess>00: 16: 3e: Of : XX: XX</ MacAddr ess>
<Net wor kI nt er f acel d>eni - bp1l7pdi j f czaxZZZZxxxxx</ Net wor kI nt
erfacel d>
XXX XXX XX. XX
<Privat el pSet s>
<Pri vat el pSet >
<Associ at edPubliclp />
<Pri mary>true</ Pri mary>
<Pri vat el pAddr ess>XXX. XXX. XX. XX</ Pri vat el pAddr ess>
</ Pri vat el pSet >



</ Pr

i vat el pSet s>

<SecurityG oupl ds>

oupl d>

<SecurityG oupl d>sg- bpl44yr 32sx6ndwxxxxx</ SecurityG

</ SecurityG oupl ds>

<St at us>Avai | abl e</ St at us>

<Type>Secondar y</ Type>

<Vpcl d>vpc- bplj 7w3gclcexj gdxxxxx</ Vpcl d>

<VSwi t chl d>vsw bpl6usj 2p27ht r 03xxxxx</ VSwi t chl d>
<Zonel d>cn- hangzhou- e</ Zonel d>

</ Net wor
</ Net wor kI nt

kl nt er f aceSet >
erfaceSet s>

<PageNunber >1</ PageNunber >

<PageSi ze>100</ PageSi ze>

<Request | d>CEE5C347- 0B64- 4535- A061- 95BE95AXxxxx</ Request | d>
<Tot al Count >1</ Tot al Count >

</ Descri beNet wor

JSON format

kl nt er f acesResponse>

"Net wor kl nterfaceSets": {
"Net wor kl nterfaceSet": [

{

]
}

"PageSi ze":
"Request | d":
" Tot al Count "

: ageNumber " :

"Associ at edPubliclp": {
}!
"CreationTinme": "2017-11-24T06: 14: 227",
"I nstanceld": "AY121018033933eaxxxxx",
"MacAddress": "00: 16: 3e: Of : XX: XX,
"Networ kl nterfacel d': "eni-bpl7pdijfczaxZZZZxxxxx",
"Privat el pAddress”: " XXX, XXX. XX. XX",
"Privatel pSets": {

"Privatel pSet": [

{

"Associ at edPubliclp": {

}l

"Primary": true,

"Privat el pAddress”: " XXX XXX. XX. XX"
}

]

Securi tyGouplds": {
"SecurityGoupld": [
"sg- bpl44yr 32sx6ndwxxxxx"
]

tatus": "Avail abl e",
"Type": "Secondary",
"Vpcld": "vpc-bplj 7w3gclcexj gdxxxxx",
"VSwi tchld": "vsw bpl6usj2p27ht ro3xxxxx",

}

}

"Zonel d": "cn-hangzhou-e"
1!
100,
" CEE5C347- 0B64- 4535- A061- 95BE9S5AXXXXX" ,
o1



}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

urityGroupld.
NotVpc

VPC.

Error code Error message HTTP status | Description
code
Abs.InvalidAcc The Account is not found or AK is 403 The specified Alibaba
ount.NotFound expired. Cloud account does
not exist. Alternativ
ely, your AccessKey
expired.
Unsupporte The parameters is unsupported. 400 The specified
dParameter parameter does not
exist. Alternatively, the
specified parameter is
not supported.
MissingPar The input parameter that is 400 You must specify the
ameter mandatory for processing this request required parameter.
is not supplied.
InvalidEcsld. The specified Ecsld is not found. 404 The specified instance
NotFound ID does not exist.
InvalidVSwitchld. | The specified VSwitchld is not found. | 404 The specified VSwitch
NotFound ID does not exist.
InvalidSec The specified SecurityGroupld is not |404 The specified security
urityGroupld. found. group ID does not
NotFound exist.
InvalidOpe The VPC VSwitch of the specified 403 The specified VPC
ration.Availabili ENI and ECS instance are not in the VSwitch ID, ENI and
tyZoneMismatch |[same availability zone. instance ID are not in
the same availability
zone.
InvalidOperation. | The VPC of the specified ENI and 403 The specified ENI and
VpcMismatch security group are not in the same security group ID are
VPC. not in the same VPC.
InvalidSec The specified SecurityGroupld notin [403 The specified security

group ID is not of Type
VPC.
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14 System event

14.1 DescribelnstancesFullStatus

Describes the full status information of the specified instance. The full status information includes
the instance status and the instance event status, while the instance status is the life cycle status
of the instance and the instance event is the health status of the maintenance event. For more

details, see instance life cycle, and instance system events.
Description

After you call the interface, information including the status of the scheduled events (Scheduled)

and the status of the specified instance is returned.
If a period is specified, all the events in the period are queried.

Request parameters

Name Type Required Description

Action String [ Yes The name of this interface. Value: Describeln
stancesFullStatus.

Regionld String | Yes ID of the region where the instance belongs. For
more information, see Regions and zones, or call
Descri beRegi ons to obtain the latest region list.

Instanceld.N String No Instance ID. Value range of N: [1, 100]. For
example, | nst ancel d. 1="i-instancel", 2
="i-instance2"......

Eventld.N String No Event ID. Value range of N: [1, 100]. For example,

Eventl d. 1="e-xhskHunl256xxxx", Eventld
2="e- xhskHun1257xxxx" ......

Status String [No Lifecycle status of the instance. Optional values:
» Starting
* Running
» Stopped

HealthStatus String  [No Health status of the instance. Optional values:

» Impaired: The instance performance is damaged.

» Warning: The performance of instance may be
degraded because of maintenance or technical
issues.




Name

Type

Required

Description

+ Maintaining: The instance is in maintenance.

» Initializing: The instance is in initialization.

+ InsufficientData: The event details cannot be
determined because of insufficient data.

* NotApplicable: Not applicable.

InstanceEv
entType.N

String

No

One or more instance event types. Value range
of N: [1, 30], the events must be displayed in the
similar format of InstanceEventType.1="Reboot",
InstanceEventType.2="SystemFailure.Reboot"...
Optional values: SystemMaintenance.Reboot:
The instance restarts because of maintenance.
SystemFailure.Reboot: The instance restarts
due to a system failure. InstanceFailure.Reboot:
The instance restarts due to instance failure.

I nst anceeventtype. 1="Reboot",

| nst anceEvent Type. 2="Systenfail ure.
Reboot " ...... Scope of value:

+ SystemMaintenance.Reboot: Reboot due to
system maintenance instance.

» SystemFailure.Reboot: Restart due to system
error instance.

* InstanceFailure.Reboot: Restart due to instance
error.

» InstanceExpiration.Stop: Subscription instances
stop due to expiration.

* InstanceExpiration.Delete: Subscription
instances are released after several days of
expiration.

* AccountUnbalanced.Stop: Pay-As-You-Go
instances stop due to expiration.

» AccountUnbalanced.Delete: Pay-As-You-Go
instances are released after several days of
expiration.

EventType

String

No

Instance event type. Event Type is effective only
when the InstanceEventType.N is not specified.
Optional values:

+ SystemMaintenance.Reboot: Reboot due to
system maintenance instance.




Name

Type

Required

Description

» SystemFailure.Reboot: Restart due to system
error instance.

* InstanceFailure.Reboot: Restart due to instance
error.

» InstanceExpiration.Stop: Subscription instances
stop due to expiration.

* InstanceExpiration.Delete: Subscription
instances are released after several days of
expiration.

* AccountUnbalanced.Stop: Pay-As-You-Go
instances stop due to expiration.

* AccountUnbalanced.Delete: Pay-As-You-Go
instances are released after several days of
expiration.

NotBefore.Start

String

No

Queries the start time of the scheduled event
execution time. The time format follows the /ISO8601
standard, and the UTC time is used. The format is
yyyy-MM-ddTHH:mm:ssZ.

NotBefore.End

String

No

Queries the end time of the scheduled event
execution time. The time format follows the /ISO8601
standard, and the UTC time is used. The format is
yyyy-MM-ddTHH:mm:ssZ.

EventPubli
shTime.Start

String

No

Queries the start time of the event release time.
The time format follows the ISO8601 standard,
and the UTC time is used. The format is yyyy-MM-
ddTHH:mm:ssZ.

EventPubli
shTime.End

String

No

Queries the end time of the event release time.
The time format follows the ISO86017 standard,
and the UTC time is used. The format is yyyy-MM-
ddTHH:mm:ssZ.

PageNumber

Integer

No

Page number of the query result. The value must be
a positive integer.
Default value: 1.

PageSize

Integer

No

Page size of the query result. Value range: [1, 100].
Default value: 10.




Response parameters

Name Type Description
TotalCount Integer Total number of the status of the instance.
Pagenumber Integer Page number of the status list of the instance.
Pagesize Integer Size of each page.
Instancefu Array of Array of full instance status.
lIstatusset I nst anceFu

Il StatusType

InstanceFullStatusType

Name Type Description
Instanceld String Instance ID.
Scheduleds Array of Array of scheduled events.
ystemeventset Schedul edS
yst enEvent
Type
Status. Code Integer Code of the instance lifecycle status.
Status. Name String Name of the instance lifecycle status.
Healthstatus. Integer Code of the health status.
Code
Healthstatus. String Name of the health status.
Name

ScheduledSystemEventType

Name Type Description

Eventld String Instance event ID.
EventCycleStatus | Integer Code of event status.
.Code

EventCycleStatus | String Name of event status.
.Name

EventType.Code |Integer Code of event type.
EventType.Name | String Code of event type.




Name Type Description

Eventpublishtime | String Event release time. The time format follows the /ISO8601
standard, and the UTC time is used. The format is yyyy-
MM-ddTHH:mm:ssZ.

NotBefore String Scheduled time of event execution. The time format
follows the /ISO8601 standard, and the UTC time is used.
The format is yyyy-MM-ddTHH:mm:ssZ.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri bel nst ancesFul | St at us
&Regi onl d=cn- hangzhou
&<Comon Request Paraneters>

Success response example
XML format

<Descri bel nst ancesFul | St at usResponse>
<? xm version="1.0" encodi ng="UTF-8" ? >
<I nst anceFul | St at usSet >
<I nst anceFul | St at usType>
<l nst ancel d>i -i nst ancel</ | nst ancel d>
<St at us>
<Code>1</ Code>
<Nanme>Runni ng</ Nane>
</ St at us>
<Heal t hSt at us>
<Code>0</ Code>
<Nanme>Mai nt ai ni ng</ Nanme>
</ Heal t hSt at us>
<Schedul edSyst enEvent Set >
<Schedul edSyst enEvent Type>
<Event | d>e- event 1</ Event | d>
<Event Cycl eSt at us>
<Code>24</ Code>
<Nanme>Schedul ed</ Nanme>
</ Event Cycl eSt at us>
<Event Type>
<Code>1</ Code>
<Nanme>Syst enmVai nt enance. Reboot </ Nane>
</ Event Type>
<Event Publ i shTi ne>2017- 11- 30T06: 32: 31Z</ Event Publ i
shTi me>
<Not Bef or e>2017-12- 01T06: 32: 31Z</ Not Bef or e>
</ Schedul edSyst enEvent Type>
<Schedul edSyst enEvent Type>
<Event | d>e- event 2</ Event | d>
<Event Cycl eSt at us>
<Code>24</ Code>
<Nanme>Schedul ed</ Nanme>
</ Event Cycl eSt at us>
<Event Type>



<Code>34</ Code>
<Nanme>| nst anceExpi r ati on. St op</ Nane>
</ Event Type>
<Event Publ i shTi ne>2017- 11- 30T00: 00: 00Z</ Event Publ
shTi me>
<Not Bef or e>2017- 12- 07T00: 00: 00Z</ Not Bef or e>
</ Schedul edSyst enEvent Type>
</ Schedul edSyst enEvent Set >
</ I nst anceFul | St at usType>
<l nst anceFul | St at usType>
<l nst ancel d>i -i nst ance2</ | nst ancel d>
<St at us>
<Code>1</ Code>
<Nanme>Runni ng</ Nane>
</ St at us>
<Heal t hSt at us>
<Code>64</ Code>
<Nanme>War ni ng</ Nanme>
</ Heal t hSt at us>
<Schedul edSyst enEvent Set >
<Schedul edSyst enEvent Type>
<Event | d>e- event 3</ Event | d>
<Event Cycl eSt at us>
<Code>24</ Code>
<Nanme>Schedul ed</ Nanme>
</ Event Cycl eSt at us>
<Event Type>
<Code>65</ Code>
<Name>Syst entai | ur e. Reboot </ Narme>
</ Event Type>
<Event Publ i shTi ne>2017- 11- 30T06: 32: 31Z</ Event Publ
shTi me>
<Not Bef or e>2017- 12- 01T06: 32: 31Z</ Not Bef or e>
</ Schedul edSyst enEvent Type>
</ Schedul edSyst enEvent Set >
</ | nst anceFul | St at usType>
</ I nst anceFul | St at usSet >
<PageSi ze>10</ PageSi ze>
<PageNunber >1</ PageNunber >
<Tot al Count >2</ Tot al Count >
<Request | d>AAC49D3E- ED6F- 4F00- XXXX- 377C551B1DD4</ Request | d>
</ Descri bel nst ancesFul | St at usResponse>

JSON format

{

"I nstanceFul | StatusSet": {
"I nstanceFul | StatusType": |

"l nstanceld": "i-instancel",
"Status": {
"Code": 1,

“Nanme": "Runni ng"

} 1

"Heal t hStatus": {
"Code": O,
"Nanme": " Mintaining”

},
"Schedul edSyst entEvent Set ": {
" Schedul edSyst enEvent Type": [
{



"Eventld": "e-eventl",
"Event Cycl eStatus": {

"Code": 24,

"Nanme": "Schedul ed"
Iy
"Event Type": {

"Code": 1,

"Nanme": "SystemMvai nt enance. Reboot "

h
"Event Publ i shTi ne": "2017-11-30T06: 32: 312",
" Not Before": "2017-12-01T06: 32: 312"

}!
{
"Bventld": "e-event2",
"Event Cycl eStatus": {
"Code": 24,
"Name": "Schedul ed"
}5
"Event Type": {
"Code": 34,
"Name": "IlnstanceExpiration. Stop"
},
"Event Publ i shTi ne": "2017-11-30T00: 00: 00Z",
"“Not Before": "2017-12-07T00: 00: 002"
}
]
}
}l
{
"I nstanceld": "i-instance2",
"Status": {
"Code": 1,

“Narme": "Running"

e

"Heal thStatus": {
"Code": 64,
"Name": "Warning"

} 1
"Schedul edSyst enEvent Set": {
" Schedul edSyst enEvent Type": [

{
"Eventld": "e-event3",
"Event Cycl eSt atus": {
"Code": 24,
"Nanme": "Schedul ed"
}!
"Event Type": {
"Code": 65,
"Nanme": "Systenfail ure. Reboot"
},
"Event Publ i shTi ne": "2017-11-30T06: 32; 312"
"Not Before": "2017-12-01T06: 32: 312"
}

]
}
}
]
ho
"PageSi ze": 10,
"PageNunber": 1,

"Tot al Count": 2,
"Request | d": "AAC49D3E- ED6F- 4F00- XXXX- 377C551B1DD4"



}

Error response example

XML format

<Error>
<Request | d>C38E0D94- C18B- 44F3- 8C05- 6E35BE334088</ Request | d>
<Host | d>ecs. al i yuncs. conk/ Host | d>
<Code>l nst ancel dLi ni t Exceeded</ Code>
<Message>The anount of Instanceld specified exceeds limt 100. </
Message>
</ Error>

JSON format

{

"Request | d": "1A8B4B27- 8B2D- XXXX- XXXX- 0F64DBE4C213",

"Hostld": "ecs.aliyuncs. cont

"Code": "lnstancel dLi m t Exceeded"

"Message": "The anpbunt of |nstanceld specified exceeds Iimt 100."
}

Error codes

Error codes specific to this interface are as follows. For more information, see APl Error Center.

Error code Error message HTTP status | Description
code
InvalidParameter | The Parameter provided is not valid. |403 The specified

parameter is invalid.

EventldLim The amount of Eventld specified 403 The number of the
itExceeded exceeds limit 100. specified Event | d
cannot be greater
than 100.
Instanceld The amount of Instanceld specified 403 The number of
LimitExceeded exceeds limit 100. the specified

| nst ancel d cannot
be greater than 100.

MissingPar The input parameter that is 403 You must specify the
ameter mandatory for processing this request required parameter.
is not supplied.

InternalError The request processing has failed 500 Internal error, please
due to some unknown error,exception try again later.
or failure.
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14.2 DescribelnstanceHistoryEvents

Describes the history events of a specified instance. You can query the system events history

within the last week.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this interface. Value: Describeln
stanceHistoryEvents.

Regionld

String

Yes

ID of the region where the instance is located. For
more information, call Descri beRegi ons to obtain
the latest region list.

Instanceld

String

No

Instance ID. If you do not specify an instance ID,
you will obtain event information for all instances in
the specified region.

Eventld.N

String

No

One or more event ID. Value range of N: [1, 100],

the IDs must be displayed in the similar format of

Eventld. 1="e-xhskHunl1256xxxx", Eventld
2="e- xhskHun1257xxxx" ...

InstanceEv
entCycleStatus.N

String

No

Lifecycle status of one or more events. Value range

of N: [1, 100], the status must be displayed in the

similar format of | nst anceEvent Cycl eSt at us.

1="Schedul ed", | nst anceEvent Cycl eSt at us
2="Cancel ed" ... Optional values:

» Scheduled: The event is waiting for processing.

* Avoided: You have fixed the event before it is
complete.

+ Executing: The event is in processing.

+ Executed: Event progress is complete.

» Canceled: The event is canceled.

» Failed: Event progress failed.

EventCycleStatus

String

No

Lifecycle status of an event. Event Cycl eSt at us is
effective only when the | nst anceEvent Cycl eSt
at us. Nis not specified. Optional values:

* Scheduled
+ Avoided

» Executing
* Executed
» Canceled




Name

Type

Required

Description

« Failed

InstanceEv
entType.N

String

No

One or more instance event types. Value range
of N: [1, 30], the events must be displayed in
the similar format of | nst anceEvent Type.
1="Reboot ", | nst anceEvent Type. 2="
Syst enfai | ur e. Reboot " ... Optional values:

+ SystemMaintenance.Reboot: Reboot due to
system maintenance instance.

+ SystemFailure.Reboot: Restart due to system
error instance.

* InstanceFailure.Reboot: Restart due to instance
error.

» InstanceExpiration.Stop: Subscription instances
stop due to expiration.

» InstanceExpiration.Delete: Subscription
instances are released after several days of
expiration.

* AccountUnbalanced.Stop: Pay-As-You-Go
instances stop due to expiration.

* AccountUnbalanced.Delete: Pay-As-You-Go
instances are released after several days of
expiration.

EventType

String

No

Instance event type. Event Type is effective only
when the | nst anceEvent Type. Nis not specified.
Optional values:

+ SystemMaintenance.Reboot: Reboot due to
system maintenance instance.

» SystemFailure.Reboot: Restart due to system
error instance.

* InstanceFailure.Reboot: Restart due to instance
error.

» InstanceExpiration.Stop: Subscription instances
stop due to expiration.

» InstanceExpiration.Delete: Subscription
instances are released after several days of
expiration.

* AccountUnbalanced.Stop: Pay-As-You-Go
instances stop due to expiration.




Name Type Required Description

* AccountUnbalanced.Delete: Pay-As-You-Go
instances are released after several days of
expiration.

NotBefore.Start | String [No Queries the start time of the scheduled event
execution time. The time format follows the /ISO8601
standard, and the UTC time is used. The format
is YYYY-MM-DDTHH:mm:ssZ.

NotBefore.End String  [No Queries the end time of the scheduled event
execution time. The time format follows the ISO8601
standard, and the UTC time is used. The format is
YYYY-MM-DDTHH:mm:ssZ.

EventPubli String [No Queries the start time of the event release time. The

shTime.Start time format follows the ISO8601 standard, and the
UTC time is used. The format is YYYY-MM-DDTHH
:mm:ssZ.

EventPubli String  [No The end time of the query event release time. The

shTime.End time format follows the ISO8601 standard, and the
UTC time is used. The format is YYYY-MM-DDTHH
:mm:ssZ.

PageNumber Integer |No Page number of the query result. The value must be
a positive integer.

Default value: 1.

PageSize Integer |No Page size of the query result. Value range: [1, 100].
Default value: 10.

Response parameters

Name Type Description

TotalCount Integer Total number of the status of the instance.

PageNumber Integer Page number of the instance list.

PageSize Integer Number of entries per page set during input.

InstanceSy Array of Array of the history events of the instance.

stemEventSet Instance SystemEventType

InstanceSystemEventType




Name Type Description

Instanceld String Instance ID.

Eventld String Event ID.

EventType.Code |Integer Event type code.

EventType.Name | String Event type name.

EventCycleStatus | Integer Event status code.

.Code

EventCycleStatus | String Event status name.

.Name

EventPubli String Event release time. The time format follows the 1SO8601

shTime standard, and the UTC time is used. The formatis YYYY
-MM-DDTHH:mm:ssZ.

NotBefore String Scheduled time of event execution. The time format
follows the 1ISO8601 standard, and the UTC time is used
. The format is YYYY-MM-DDTHH:mm:ssZ.

EventFinishTime | String Event execution time. The time format follows the

1ISO8601 standard, and the UTC time is used. The format
is YYYY-MM-DDTHH:mm:ssZ.

Examples

Request examples

https://ecs. aliyuncs. conl ?Acti on=Descri bel nst anceHi st or yEvent s

&Regi onl d=cn- hangzhou

&l nst ancel d=i - 2ze3t phugvc93ci xxxx3

&<Common Request Paranet er s>

Success response example

XML format

<Descri bel nst anceHi st or yEvent sResponse>

<l nst anceSyst enEvent Set >

<l nst anceSyst enEvent Type>
<l nst ancel d>i - 2ze3t phugvc93ci xxxx3</ | nst ancel d>
<Event | d>e- 2ze9yxxxxwt qcvai 68rl| </ Event | d>

<Event Type>

</ Event Type>

<Code>1</ Code>
<Nanme>Syst enmVai nt enance. Reboot </ Nane>

<Event Cycl eSt at us>

<Code>0</ Code>

<Name>Execut ed</ Name>

</ Event Cycl eSt at us>

<Event Publ i shTi me>2017- 11- 30T06: 32: 31Z</ Event Publ i shTi me>




<Not Bef or e>2017- 12- 01T06: 32: 31Z</ Not Bef or e>
<Event Fi ni shTi me>2017- 12- 01T06: 35: 31Z</ Event Fi ni shTi ne>
</l nst anceSyst enEvent Type>
<l nst anceSyst enEvent Type>
<I nst ancel d>i - 2ze3t phuqvc93ci xxxx3</ | nst ancel d>
<Event | d>e- 2ze9yxxxxwt qcvai 68r 3</ Event | d>
<Event Type>
<Code>34</ Code>
<Nanme>| nst anceExpi r ati on. St op</ Nane>
</ Event Type>
<Event Cycl eSt at us>
<Code>8</ Code>
<Nanme>Avoi ded</ Nane>
</ Event Cycl eSt at us>
<Event Publ i shTi ne>2017- 11- 29T06: 32: 31Z</ Event Publ i shTi me>
<Not Bef or e>2017- 12- 06 T00: 00: 00Z</ Not Bef or e>
<Event Fi ni shTi me>2017- 12- 05T12: 35: 31Z</ Event Fi ni shTi ne>
</ | nst anceSyst enEvent Type>
</ | nst anceSyst enEvent Set >
<PageSi ze>10</ PageSi ze>
<PageNunber >1</ PageNunber >
<Tot al Count >2</ Tot al Count >
<Request | d>02EA76D3- 5A2A- 44EB- XXXX- 8901881D8707</ Request | d>
</ Descri bel nst anceHi st or yEvent sResponse>

JSON format

{

"l nst anceSyst enEvent Set ": {
"I nst anceSyst enEvent Type": [

{

"I nstancel d": "i-2ze3t phugvc93ci xxxx3",
"Bventld": "e-2ze9yxxxxwtqcvai 68rl",
"Event Type": {

"Code": 1,

"Nanme": "SystenmMai nt enance. Reboot "
}!
"Event Cycl eStatus": {

"Code": O,

"Name": "Executed"
e
"Event Publ i shTi ne": "2017-11-30T06: 32: 317",
"Not Before": "2017-12-01T06: 32: 317",
"Event Fi ni shTime": "2017-12-01T06: 35: 312"

%l

"I nstancel d": "i-2ze3tphugvc93ci xxxx3",
"Eventld": "e-2ze9yxxxxwtgcvai 68r3",
"Event Type": {

"Code": 34,

"Nanme": "lnstanceExpiration. Stop"
}

"'ventcycIeStatus": {
" Code": 8,
"Name": "Avoided"

s

"Event Publ i shTi ne": "2017-11-29T06: 32: 317",
"Not Before": "2017-12-06T00: 00: 00Z",
"Event Fi ni shTi ne": "2017-12-05T12: 35: 312"



} 3
"PageSi ze": 10,

"PageNunber": 1,

"Tot al Count": 2,

"Request | d": "02EA76D3- 5A2A- 44EB- XXXX- 8901881D8707"

}

Error response example

XML format

<Error>

<Request | d>C38E0D94- C18B- 44F3- 8C05- 6E35BE334087</ Request | d>

<Host | d>ecs. al i yuncs. conk/ Host | d>

<Code> i nval i dpar anet er </ code>

<Message>The Paraneter "EventCycleStatus" provided is not valid. </
Message>
</ Error>

JSON format

{

"Request | d": "1A8B4B27-8B2D- XXXX- XXXX- OF64DBE4C212" ,

"Hostld": "ecs.aliyuncs. cont

"Code": "lnvalidParaneter"

"Message": "The Paraneter "EventCycleStatus" provided is not valid
}

Error codes

All are common error codes. For more information, see API Error Center.

Error code Error message HTTP status | Meaning
code
InvalidParameter | The Parameter provided is not valid. |403 The specified

parameter is invalid.

EventldLim The amount of Eventld specified 403 The number of
itExceeded exceeds limit 100. Event | d cannot
exceed 100.
MissingPar The input parameter that is 403 You must specify the
ameter mandatory for processing this request required parameter.

is not supplied.

InternalError The request processing has failed 500 Internal error. Please
due to some unknown error, try again later.
exception or failure.
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14.3 CancelSimulatedSystemEvents

Cancels one or more simulated system events that are in the Schedul ed or Execut i ng status.

After you cancel a simulated system event, the simulated event is in the Cancel ed status.

Request parameters

Name Type Required Description

Action String [ Yes The operation that you want to perform. Value:
CancelSimulatedSystemEvents.

Regionld String [ Yes The ID of the region.For more information, call
Descri beRegi ons to obtain the latest region list.

Eventld.N String | Yes The IDs of the events. Value range of N: [1, 100].
The event IDs must be displayed in a repeated list
format.

Response parameters
All are common response parameters. See Common response parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Cancel Si nul at edSyst enEvent s
&Regi onl d=cn- hangzhou

Eventld. 1="e-xhskHun1256xxxx"

Eventl d. 2="e-xhskHun1257xxxx"

&<Comon Request Paraneters>

Response example

XML format

<Cancel Si mul at edSyst enEvent sResponse>
<Request | d>E69EF3CC- 94CD- 42E7- 8926- F133B86387C0</ Request | d>
</ Cancel Si mul at edSyst enEvent sResponse>

JSON format

"Request | d": " E69EF3CC- 94CD- 42E7- 8926- F133B86387C0"

Error codes

Error codes specific to this interface are as follows. For more information, see APl Error Center.
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Error code Error message HTTP status | Description
code

EventldLim The amount of Eventld specified 400 The number of

itExceeded exceeds limit. specified simulated
event IDs cannot
exceed 100 at a time.

InvalidEventld. Cannot find Eventld. 403 The specified value

NotFound for the Event I d. N
parameter does not
exist.

CannotCanc Cannot cancel system event 403 The error message

elSystemEvent. | generated by system. returned when

NotSimulated you cancel a non-
simulated system
event.

MissingPar The input parameter that is 404 The value for a

ameter mandatory for processing this request required parameter is

is not supplied. not specified.

14.4 CreateSimulatedSystemEvents

Schedules simulated system events for one or more Elastic Compute Service (ECS) instances.
The system events that are simulated do not occur in the real system and the simulation does not

affect ECS instances.
Description

* You can view the scheduled system events in the ECS console, ECS AP, or cloud monitoring
service.

» The following table describes the life cycle of a simulated system event.

Name Descrip{ Status

n

Schedul ed The The status for the simulated system event is automatically
simulatefichanged to Schedul ed after the schedule.

system
event
has
been




Name

Descrip{ Status

n
schedulgd

Execut ed The The status for the simulated system event is automatically
simulatefichanged to Execut ed at the scheduled time specified by the
system | NotBefore parameter if no manual intervention is involved.
event
has
been
executeq

Cancel ed The The status for the simulated system event is changed
simulatefito Cancel ed if you cancel the event by making a
system | Cancel Si nul at edSyst enEvent s request.
event
has
been
canceled

Avoi ded The The status for the simulated system event of maintenance-

simulategitriggered instance restart can be changed to Avoi ded if you
system | restart the instance before the scheduled time of the simulated

event |system event. The maintenance-triggered instance restart is
has indicated by the SystemMaintenance.Reboot value.
been
avoided
Request parameters
Name Type Required Description
Action String [ Yes The operation that you want to perform. Value:
CreateSimulatedSystemEvents.
Regionld String [ Yes The ID of the region.For more information, call
Descri beRegi ons to obtain the latest region list.
Instanceld.N String | Yes The IDs of one or more ECS instances. Value range
of N: [1, 100]. The ECS IDs must be displayed in a
repeated list format.
EventType String [ Yes The type of a system event. Optional values:




Name Type Required Description

+ SystemMaintenance.Reboot: The instance
restarts because of maintenance.

+ SystemFailure.Reboot: The instance restarts due
to a system failure.

* InstanceFailure.Reboot: The instance restarts
due to an instance failure.

NotBefore String | Yes The start time of the scheduled event execution
time.The time format follows the ISO8601 standard,
and the UTC time is used. The format is yyyy-MM-
ddTHH:mm:ssZ.

Response parameters

Name Type Description
EventldSet List of event IDs ( | The list of simulated event IDs.
Event | d)
Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Cr eat eSi nul at edSyst enEvent s
&Regi onl d=cn- hangzhou

&l nstanceld. 1=i-instancel

&l nstancel d. 2=i-instancel

&Event Type=Syst enmVhai nt enance. Reboot

&Not Bef or e=2018- 12- 01T06: 32: 31Z

&<Common Request Paranet er s>

Response example
XML format

<Cr eat eSi mul at edSyst enEvent sResponse>
<Event | dSet >
<Event | d>e- xhskHun1256xxxx</ Event | d>
<BEvent | d>e- xhskHun1257xxxx</ Event | d>
</ Event | dSet >
<Request | d>E69EF3CC- 94CD- 42E7- 8926- F133B86387C0</ Request | d>
</ Cr eat eSi mul at edSyst entEvent sResponse>

JSON format

"Request | d": " EG9EF3CC- 94CD- 42E7- 8926- F133B86387C0",
"Event |l dSet ": {
"BEventl d": "e-xhskHunl1256xxxx",
"Eventl d": "e-xhskHunl257xxxx"



}
}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Passed

passed.

Error code Error message HTTP status | Description
code
InvalidNotBefore. | The NotBefore of system event has | 400 The specified value

for the NotBefore
parameter is later than
the current time.

is not supplied.

Invalidinstanceld. | Cannot find Instanceld. 400 The specified instance
NotFound ID does not exist.
SimulatedE The amount of active simulated 400 The amount of active
ventLimitE system event exceeds limit. simulated system
xceeded events has exceeded
the limit in the region.
Instanceld The amount of Instanceld specified 400 The number of
LimitExceeded exceeds limit. specified instance IDs
cannot exceed 100 at
a time.
MissingPar The input parameter that is 404 The value for a
ameter mandatory for processing this request required parameter is

not specified.

14.5 DescribeDisksFullStatus

Describes the full status information of a disk.

Description

» The full status information of a disk includes the disk life cycle status (St at us), disk health

status (Heal t hSt at us), and disk event type (Event Type).

» Because the disk-related event release time, scheduled event execution time, and actual

event execution time are the same, if you specify a period [Event Ti me. Start, Event Ti nme

. End], the system queries all history events that have occurred during the period. Currently,

you can query the system events history within the last week.
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Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this interface. Value: DescribeDi
sksFullStatus.

Regionld

String

Yes

ID of the region where the specified
disk belongs. For more information, call
Descri beRegi ons to obtain the latest region list.

Diskld.N

String

No

Disk ID. Value range of N: [1, 100].

Eventld.N

String

No

Event ID. Value range of N: [1, 100].

Status

String

No

Life cycle status of the disk. For more information,
see Cloud disk status table. Optional values:

* InUse

+ Available

+ Attaching
* Detaching
+ Creating

* Resilience

HealthStatus

String

No

Health status of the disk. Optional values:

* Impaired: The disk is damaged.

* Warning: The performance of disk may be
degraded because of maintenance or technical
issues.

+ Initializing: The disk is in reinitialization process.

+ InsufficientData: The event details cannot be
determined because of insufficient data.

* NotApplicable: Not applicable.

EventType

String

No

Disk event type. Optional values:

+ Degraded: The disk performance is downgraded.

+ SeverelyDegraded: The disk performance is
seriously downgraded.

+ Stalled: The disk may be stalled with I/O
suspended.

EventTime.Start

String

No

Queries the start time of the event occurrence time.
The time format follows the /ISO8601 standard,

and the UTC time is used. The format is yyyy-MM-
ddTHH:mm:ssZ.




Name Type Required Description

EventTime.End String  [No Queries the end time of the event occurrence
time. The time format follows the /ISO8601 standard,
and the UTC time is used. The format is yyyy-MM-
ddTHH:mm:ssZ.

PageNumber Integer | No Page number of the query result. The value must be
a positive integer.
Default value: 1.

PageSize Integer |No Page size of the query result. Value range: [1, 100].
Default value: 10.

Response parameters

Name Type Description

TotalCount Integer Total number of the status of the disks.

Page number of |Integer ECS instance list page number.

the status list of

the disks

Pagesize Integer Size of each page.

DiskFullStatusSet | Array of Array of full disk status information.

DiskFullStatusType

DiskFullStatusType

Name Type Description
Diskld String Disk ID.
Instanceld String Instance ID.
Device String Device information of the related instance, such as /dev/
xvdb. It is null unless the St at us is In Use (I n_use).
Diskeventset Array of Array of disk events.
DiskEventType
Status.Code Integer Code of the disk life cycle status.
Status.Name String Name of the disk life cycle status.
HealthStatus. Integer Code of the disk health status.
Code
HealthStatus. String Name of the disk health status.

Name




DiskEventType

Name Type Description

Eventld String Disk event ID.

EventType.Code |Integer Event type code.

EventType.Name [ String Event type name.

EventTime String Event occurrence time. The time format follows the

1ISO8601 standard, and the UTC time is used. The format
is yyyy-MM-ddTHH:mm:ssZ.

EventEndTime String Event terminal time. The time format follows the ISO8601
standard, and the UTC time is used. The format is yyyy-
MM-ddTHH:mm:ssZ.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri beDi sksFul | St at us
&Regi onl d=cn- hangzhou
&<Common Request Paraneters>

Success response example

XML format

<Descri beDi sksFul | St at usResponse>
<Di skFul | St at usSet >
<Di skFul | St at usType>
<Di skEvent Set >
<Di skEvent Type>
<Event | d>e- event 1</ Event | d>
<Event Type>
<Code>7</ Code>
<Name>St al | ed</ Nanme>
</ Event Type>
<Event Ti me>2018- 05- 08T02: 43: 10Z</ Event Ti ne>
</ D skEvent Type>
</ Di skEvent Set >
<Di skl d>d- di sk1</ Di skl d>
<l nst ancel d>i -i nst ancel</ | nst ancel d>
<Heal t hSt at us>
<Code>128</ Code>
<Nanme>| npai r ed</ Name>
</ Heal t hSt at us>
<St at us>
<Code>129</ Code>
<Nane>Avai | abl e</ Nane>
</ St at us>
</ Di skFul | St at usType>
<Di skFul | St at usType>
<Di skEvent Set >
<Di skEvent Type>



<Event | d>e- event 2</ Event | d>
<Event Type>
<Code>1</ Code>
<Nanme>Degr aded</ Nanme>
</ Event Type>
<Event Ti me>2018- 05- 06T02: 43: 10Z</ Event Ti nme>
<Event EndTi ne>2018- 05- 06T02: 48: 527</ Event EndTi ne>
</ Di skEvent Type>
</ Di skEvent Set >
<Di skl d>d- di sk2</ Di skl d>
<| nst ancel d>i -i nst ance2</ | nst ancel d>
<Heal t hSt at us>
<Code>64</ Code>
<Nanme>War ni ng</ Nane>
</ Heal t hSt at us>
<St at us>
<Code>0</ Code>
<Name>Ck</ Nane>
</ St at us>
</ Di skFul | St at usType>
</ Di skFul | St at usSet >
<PageNunber >1</ PageNunber >
<PageSi ze>10</ PageSi ze>
<Request | d>1A8B4B27- 8B2D- XXXX- XXXX- 0OF64DBE4C211</ Request | d>
<Tot al Count >2</ Tot al Count >
</ Descri beDi sksFul | St at usResponse>

JSON format

"Di skFul | StatusSet": {
"Di skFul | StatusType": [

"Di skEvent Set": {
"Di skEvent Type": [

"Eventld": "e-eventl",
"Event Type": {
"Code": "7",
"Name": "Stall ed"
b,
"Event Ti ne": "2018-05-08T02: 43;: 102"
}
]
I _
"Di skld": "d-disk1l",
"l nstanceld": "i-instancel",
"Heal t hStatus": {
"Code": 128,
“Nanme": "I npaired"
I
"Status": {
"Code": 129,
"Nanme": "Avail abl e"
}

"Di skEvent Set": {
"Di skEvent Type": [

"Eventl d": "e-event2",



"Event Type": {
n Codell : n 1" ,
"Nanme": "Degraded"
b
"Event Ti ne": "2018-05-06T02: 43: 102",
"Event EndTi me": "2018-05-06T02: 48: 522"

}
]
3o .
"Di skl d": "d-disk2",
"l nstanceld": "i-instance2",
"Heal t hStatus": {
"Code": O,
"Name": "Ok"
}!
"Status": {
"Code": 129,
"Name": "Avail abl e"
}

]
)
"PageNunber": 1,
"PageSi ze": 10,
"Request | d": "1A8B4B27- 8B2D- XXXX- XXXX- 0F64DBE4C211",

"Tot al Count": 2
}

Error response example

XML format

<Error>
<Request | d>C38E0D94- C18B- 44F3- 8C05- 6E35BE334086</ Request | d>

<Host | d>ecs. al i yuncs. conk/ Host | d>

<Code>M ssi ngPar anet er </ Code>
<Message>The i nput paranmeter that is mandatory for processing this

request is not supplied. </ Message>
</ Error>

JSON format

{

"Request | d": "1A8B4B27-8B2D- XXXX- XXXX- OF64DBE4C211",

"Hostld": "ecs.aliyuncs. cont

"Code": "M ssingParanet er"

"Message": "The input parameter that is nmandatory for processing
this request is not supplied."”
}

Error codes

Error codes specific to this interface are as follows. For more information, see AP/ Error Center.


https://error-center.alibabacloud.com/status/product/Ecs

Error code Error information HTTP status | Description
code
InvalidParameter | The Parameter provided is not valid. |403 The parameter is
invalid.
InvalidParameter. | The Parameter provided exceeds 403 The value range of N
LengthExceeded |maximum length. in Event | d. N must
be [1, 100].
InvalidParameter. | The disklds provided is out of bounds | 403 The specified
TooManyDiskld [1,100]. parameter value is out
of the valid range.
InvalidParameter | The event time end should be after 403 The specified event
.TimeEndBef event time start. time filter condition is
oreStart not legal and the end
time must be later than
the start time.
MissingPar The input parameter that is 403 You must specify the
ameter mandatory for processing this request required parameter.
is not supplied.
InternalError The request processing has failed 500 Internal error, please

due to some unknown error,
exception or failure.

try again later.




15 Monitoring

15.1 DescribeEniMonitorData

Queries data connection information about a secondary ENI over a specific period.
Description

The queriable traffic data on the secondary ENI traffic data includes intranet inbound and
outbound traffic, the number of packets sent and received by the secondary ENI, and the number
of packets discarded by the secondary ENI. If some content in the returned information is missing,
it is possible that the system did not obtain the corresponding information. For example, the traffic
data on the secondary ENI cannot be queried if the instance is in the Stopped status (St opped

). Data also cannot be queried if the secondary ENI is not mounted to an instance and in the

Available status(Avai | abl e). When you use this operation, consider the following:

» Each query can return up to 400 entries of monitoring data. If (EndTi me - St art Ti me)/

Peri od > 400, an error is returned.

* You can use a single query to search for monitoring data in the last 30 days. If the value of the

StartTime parameter is more than 30 days, an error is returned.

Request parameters

Name Type Required Description

Acti on String [ Yes The operation that you want to perform. Value:
Descri beEni Moni t or Dat a.

I nst ancel d String | Yes Instance ID that is bound to the secondary ENI.

Enild String [ No Secondary ENI ID. All secondary ENIs that are
bound to the instance are queried by default.

StartTime String | Required The start time of the monitoring data to be retrieved.
The time format follows the ISO8601 standard,

and the UTC time is used. The format is yyyy-MM-
ddTHH:mm:ssZ. If the specified number of seconds
(ss) is not 00, the time will be automatically rounded
up to the next minute.

EndTi me String | Yes The end time of the monitoring data. The time
format follows the ISO8601 standard, and the

UTC time is used. The format is yyyy-MM-
ddTHH:mm:ssZ. If the specified number of seconds




Name Type Required Description

(ss) is not 00, the time will be automatically rounded
up to the next minute.

Peri od Integer | Optional Period of the retrieved monitoring data. Unit:
second. Value range: 60 | 600 | 3600
Default value: 60.

Response parameters

Name Type Description
Moni t or Dat a EniMonitor The set of monitoring data Eni Moni t or Dat aTypefor a
DataType secondary ENI.

Data type of EniMonitorDataType

Name Type Description
Enild String Secondary ENI ID.
Ti meSt anmp String Traffic query timestamp.The time format follows the

1ISO8601 standard, and the UTC time is used. The format
is yyyy-MM-ddTHH:mm:ssZ.

Packet TX String Number of intranet data packets sent by the secondary
ENI.
Packet RX String Number of intranet data packets received by the

secondary ENI.

I ntranet TX String Intranet data traffic sent by the secondary ENI, in kbits.

I ntranet RX String Intranet data traffic received by the secondary ENI, in
kbits.

Dr opPacket TX |[String Number of discarded intranet data packets sent by the

secondary ENI.

Dr opPacket RX | String Number of discarded intranet data packets received by
the secondary ENI.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri beEni Moni t or Dat a
&anp; Eni | d=eni - nyENI

&anp; | nst ancel d=nyl nst ance

&anp; St art Ti ne=2018- 05-21T12: 19: 00Z

&anp; EndTi me=2018- 05- 21T12: 22: 00Z


https://lark.alipay.com/docs/share/983c4182-3f3f-48d5-9615-6a214f9568e2
https://lark.alipay.com/docs/share/983c4182-3f3f-48d5-9615-6a214f9568e2

&anp; & t; Common Request Par anet er s>

Response examples

XML format

&l t; Descri beEni Moni t or Dat aResponse>
&l t; Request | d>5A03C2BA- 3BCE- 4A87- 8076- 7DC1629&I t ; / Request | d>
& t; Tot al Count >4&l t;/ Tot al Count >
&l t; Moni t or Dat a>
&l t ; Eni Mbni t or Dat a>
&l t; Packet Tx>08&l t; / Packet Tx>
&l t; Ti meSt anp>2018- 05-21T03: 22: 00Z&l t; / Ti meSt anp>
& t; I ntranet Qut>0&It; /I ntranet Qut >
&l t; DropPacket Rx>0&l t ; / Dr opPacket Rx>
& t;Intranetln>0&t;/Intranetln>
& t; Enild>eni-nyENI & t;/Enild>
&l t; DropPacket Tx>0&l t ; / Dr opPacket Tx>
&l t ; Packet Rx>08&lI t ; / Packet Rx>
&l t;/ Eni Moni t or Dat a>
&l t; Eni Moni t or Dat a>
&l t ; Packet Tx>08&lI t; / Packet Tx>
&l t; Ti meSt anp>2018- 05-21T03: 21: 00Z&l t; / Ti meSt anp>
& t; I ntranet Qut>0& t; /I ntranet Qut>
&l t; DropPacket Rx>0&I t ; / Dr opPacket Rx>
& t;lntranetln>0& t;/Intranetln>
& t; Enild>eni-nyENI & t;/Enild>
&l t; DropPacket Tx>0&l t ; / Dr opPacket Tx>
& t; Packet Rx>08&l t ; / Packet Rx>
&l t; / Eni Moni t or Dat a>
&l t; Eni Mbni t or Dat a>
&l t; Packet Tx>52240&l t; / Packet Tx>
&l t; Ti meSt anp>2018- 05-21T03: 19: 00Z&l t; / Ti meSt anp>
& t; I ntranet Qut >73344&It; /| ntranet Qut >
&l t; DropPacket Rx>0&I t ; / Dr opPacket Rx>
& t;lntranetl n>467& t;/Intranetln>
& t; Enild>eni-nmyENI & t;/Enild>
&l t; DropPacket Tx>0&I t ; / Dr opPacket Tx>
&l t; Packet Rx>6603&l t ; / Packet Rx>
& t;/ Eni Moni t or Dat a>
&l t; Eni Moni t or Dat a>
&l t; Packet Tx>349258&l t ; / Packet Tx>
&l t; Ti meSt anp>2018- 05-21T03: 20: 00Z&l t ; / Ti meSt anp>
& t; I ntranet Qut >48871&It; /I ntranet Qut >
&l t; DropPacket Rx>08&l t ; / Dr opPacket Rx>
& t;Intranetl n>350& t;/Intranetln>
& t; Enild>eni-nyENI & t;/Enild>
&l t; DropPacket Tx>08&I t ; / Dr opPacket Tx>
&l t; Packet Rx>4888&l t ; / Packet Rx>
&l t; / Eni Moni t or Dat a>
&l t;/ Moni t or Dat a>
&l t;/ Descri beEni Monit or Dat aResponse>

JSON format

"Request | d": "5A03C2BA- 3BCE- 4A87- 8076- 7DC1629",
"Moni torData":{
"Eni Moni t or Dat a": [

{



"Packet Tx": 0,

"Ti meSt anp": "2018- 05-21T03: 22: 00Z",
"I ntranet Qut": O,

"Dr opPacket Rx": 0,

"Intranetln":O0,

"Eni 1 d":"eni-myENI ",

"Dr opPacket Tx": 0,

"Packet Rx": 0

"Packet Tx": O,

"Ti meSt anp": "2018- 05-21T03: 21: 00Z",
"IntranetQut": 0,

" Dr opPacket Rx": 0,

"Intranetin":O0,

"Eni 1 d":"eni-myENI ",

"Dr opPacket Tx": 0,

"Packet Rx": 0

"Packet Tx": 52240,

"Ti meSt anp”: "2018- 05-21T03: 19: 00Z",
"I ntranet Qut": 73344,

" Dr opPacket Rx": 0,

"Intranetln": 467,

"Eni 1 d":"eni-nyENI",

" Dr opPacket Tx": 0,

"Packet Rx": 6603

—

"Packet Tx": 34925,

"Ti meSt anp”: "2018- 05-21T03: 20: 002",
"I ntranet Qut": 48871,

" Dr opPacket Rx": 0,

"I ntranetln": 350,

"Eni 1 d":"eni-myENI ",

"DropPacket Tx": 0,

"Packet Rx": 4888

}
}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status | Description
code

Invalidinstanceld. | The specified Instanceld does not 404 The specified
NotFound exist. I nst ancel d does not

exist.
InvalidStartTime. | The specified parameter “StartTime” |400 The specified
Malformed is not valid. parameter

St art Ti e is invalid.



https://error-center.alibabacloud.com/status/product/Ecs

within a short time; your request is
denied due to request throttling.

Error code Error message HTTP status | Description
code
InvalidEndTime. | The specified parameter “EndTime” is | 400 The specified
Malformed not valid. parameter EndTi ne is
invalid.
InvalidPeriod The specified parameter “Period” is | 400 The specified
.ValueNotSu not valid. parameter Peri od is
pported invalid.
InvalidStartTime. | The specified parameter “StartTime” [400 The specified
TooEarly is too early. St art Ti me must be
within 30 days of the
current day.
InvalidParameter | Too many data queried. 400 Attempted to query too
.TooManyDat much data. You can
aQueried only query up to 400
entries of monitored
data at a time.
Throttling You have made too many requests 400 Your request is

denied due to request
throttling. Try again
later.

15.2 DescribeDiskMonitorData

Queries the monitoring data of a specified disk. The monitoring data includes the operational

behaviors such as the measured read IOPS, write IOPS, read bandwidth (Bps), write bandwidth

(Bps), read latency (ms), and write latency (ms) of a disk. Because we cannot obtain the data if

the disk is not in the In_Use status, some data may be missing from the returned result.

Description

When you call this interface, consider the following:

* You can only query monitoring information for the disks that are in the In_use status. For more

information, see Basic cloud disk status.

* Returns at most 400 at a time. Up to 400 monitoring entries can be returned for one request. If

the specified (EndTime-StartTime)/Period is greater than 400, an error is returned.




Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
DescribeDiskMonitorD
ata.

Diskld

String

Yes

The disk ID.

StartTime

String

Yes

The start time. In

UTC format. Itis
represented according
to 1SO8601, for
example YYYY-MM-
DDThh:mm:ssZ. If the
seconds (ss) is not 00
, it is set to start from
the next minute.

EndTime

String

Yes

The end time, in

UTC format. Itis
represented according
to 1ISO8601, for
example YYYY-MM-
DDThh:mm:ssZ. If the
seconds (ss) is not 00
, it is set to end with
the next minute.

Period

Integer

No

The granularity

of the retrieved
monitoring data. Unit
of measurement:
second. Optional
values:

* 60
* 600
» 3600

Default value: 60.




Response parameters

Name Type Description

TotalCount Integer The total number of disk
monitoring data entries.

MonitorData DiskMonitorDataType A collection composed of disk
monitoring data DiskMonito
rDataType.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri beDi skMoni t or Dat a
&Di skl d=d- nydi sk001

&St art Ti ne=2014-07-23T12: 07: 00Z

&EndTi me=2014- 07- 23T12: 09: 00Z

&<Common Request Paraneters>

Response example
XML format

<Descri beDi skibni t or Dat aResponse>
<Moni t or Dat a>
<Di skMoni t or Dat a>
<BPSRead>0</ BPSRead>
<BPSTot al >0</ BPSTot al >
<BPSW it e>0</ BPSW i t e>
<Di skl d>d- 23b3p4r 8b</ Di skl d>
<| OPSRead>0</ | OPSRead>
<| OPSTot al >0</ | OPSTot al >
<| OPSWite>0</| OPSWite>
<Ti meSt anp>2014- 07- 23T12: 07: 00Z</ Ti me St anp>
</ Di skioni t or Dat a>
<Di skMoni t or Dat a>
<BPSRead>0</ BPSRead>
<BPSTot al >204</ BPSTot al >
<BPSW it e>204</ BPSWi t e>
<Di skl d>d- 23b3p4r 8b</ Di skl d>
<| OPSRead>0</ | OPSRead>
<| OPSTot al >0</ | OPSTot al >
<| OPSWite>0</| OPSWite>
<Ti meSt anp>2014- 07- 23T12: 08: 00Z</ Ti meSt anp>
</ Di skioni t or Dat a>
<Di skMoni t or Dat a>
<BPSRead>0</ BPSRead>
<BPSTot al >819</ BPSTot al >
<BPSW it e>819</ BPSWit e>
<Di skl d>d- 23b3p4r 8b</ Di skl d>
<| OPSRead>0</ | OPSRead>
<| OPSTot al >0</ | OPSTot al >
<| OPSWite>0</| OPSWite>
<Ti meSt anp>2014-07- 23T12: 09: 00Z</ Ti neSt anp>
</ Di skibni t or Dat a>



</ Moni t or Dat a>
<Request | d>BF666447- B171- 4076- BCBA- 48437C18FD76</ Request | d>
<Tot al Count >3</ Tot al Count >

</ Descri beDi skMoni t or Dat aResponse>

JSON format

"MonitorData": {
"Di skMonitorData": |

"BPSRead": O,

"BPSTotal ": O,

"BPSWite": O,

"Di skl d": "d-23b3p4r8b",

"] OPSRead": O,

"] OPSTotal ": O,

"] OPSWite": 0,

"Ti meStanp": "2014-07-23T12: 07: 002"
1
{

"BPSRead": O,

"BPSTot al ": 204,

"BPSWite": 204,

"Di skl d": "d-23b3p4r8b",

"] OPSRead": O,

"] OPSTotal ": O,

"] OPSWite": O,

"Ti meStanp": "2014-07-23T12: 08: 00Z"
}s
{

"BPSRead": O,

"BPSTot al ": 819,

"BPSWite": 819,

"Di skl d": "d-23b3p4r8b",

"] OPSRead": O,

"] OPSTotal ": O,

"] OPSWite": 0,

"Ti meSt anp”: "2014-07-23T12: 09: 00Z"
}

]
},
"Request | d": "A48A0A77- 34F5-4C33-9066- 9ESD2DAODBE2"
“Tot al Count": 3

}

Error codes

The following error codes are specific to this interface. For more error codes, visit the AP/ error

center.
Error code Error information HTTP status code Description
InvalidEndTime. The specified 400 The specified
Malformed parameter “ EndTi e is invalid.
SignatureMethod” is
not valid.



https://error-center.alibabacloud.com/status/product/Ecs
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Error code

Error information

HTTP status code

Description

many requests within
a short time; your
request is denied due
to request throttling.

InvalidParameter. Too many data 400 At most 400 data
TooManyDataQueried | queried. can be returned at a
time, the specified (
EndTi me-St art Ti ne
YPer oi d needs to be
less than equal 400.
InvalidPeriod. The specified 400 The specified Per i od
ValueNotSupported parameter “ is not invalid.
SignatureMethod” is
not valid.
InvalidStartTime. The specified 400 The specified
TooEarly parameter “StartTime” Start Ti me is too
is too early. early.
InvalidStartTime. The specified 400 The specified
Malformed parameter “ Start Ti me is not
SignatureMethod” is legal.
not valid.
InvalidDiskld. The Diskld provided 404 The specified Di skl d
NotFound does not exist. does not exist.
Throttling You have made too 400 During system

streaming, please try
again later.

15.3 GetinstanceScreenshot

Obtains screenshot information of an instance for troubleshooting and diagnosis.

Description

We return you the instance screenshot in JPG format, encoded in Base64. However, you can

decode the screenshot yourself. We recommend that you use this operation for troubleshooting

and diagnosis, and consider the following:

* The instance must be in the Running (Runni ng) status.

* Phased-out instance types cannot obtain screenshot information.



https://www.alibabacloud.com/help/faq-detail/55263.htm

Request parameters

Name Type Required Description

Action String [ Yes The name of this interface. Value: Getlnstanc
eScreenshot.

Regionld String | Yes ID of the region where the ECS instance is located.

For more information, use Descri beRegi ons to
obtain the latest region list.

Instanceld String | Yes Instance ID.

Wakeup Boolean | No Whether to wake up instances in sleep mode or not.
Default value: false.

Response parameters

Name Type Description

Instanceld String Instance ID.

screenshot String The JPG format instance screenshot encoded in Base64.
Examples

Request example

htt p:// ecs-cn- hangzhou. exanpl e. coml ?Act i on=Cet | nst anceScr eenshot
&Regi onl d=cn- shenzhen

&l nst ancel d=i -j 5e42sbbt hl okkalleci

&Nakeup=Fal se

&<Common Request Paranet ers>

Success response example

XML format

<Cet | nst anceScr eenshot Response>
<Request | d>22A1933F- ADO2- 4560- AG6A7- 53CF2231D942</ Request | d>
<I nst ancel d>i -j 5e42sbbt hl okkallech</ | nst ancel d>
<Scr eenshot >i VBORWOKGgoA. . . AAABIJRUSEr kJggg==</ Scr eenshot >
</ Get | nst anceScr eenshot Response>

JSON format

{
"Request | d": "22A1933F- AD02- 4560- AGBA7- 53CF2231D942",
"Instanceld": "i-j5e42sbbt hl okkallech",
"Screenshot”: "i VBORWMOKGgOA. .. AAABJRUSEr kJggg=="

}

Error response example



XML format

<Error>
<Request | d>C38E0D94- C18B- 44F3- 8C05- 6E35BE334088</ Request | d>
<Host | d>ecs. al i yuncs. conk/ Host | d>
<Code>Not Support ed</ Code>

<Message>The operation is not supported for "i-j5e42sbbth
| okkaXXXXX". </ Message>
</ Error>

JSON format

{
"Request | d": "C38E0D94- C18B- 44F3-8C05- 6E35BE334088",
"Hostld": "ecs.aliyuncs. cont,
"Code": "Not Supported",
"Message": "The operation is not supported for "i-j5e42sbbth
I okkaXXXXX" . "
}

Error codes

Error codes specific to this interface are as follows.

Error code Error message HTTP status | Description
code

MissingPar The input parameter “instanceld” 400 | nstancel dis

ameter that is mandatory for processing this required.

request is not supplied.

InvalidParameter | The “instanceld” provided is not valid. | 404 The specified
| nst ancel d does not
exist.
Incorrectl The instance status “{status}’ is not [405 The instance must
nstanceStatus applicable be in the Running (

Runni ng) status.

NotSupported The operation is not supported for “{ [405 Phased-out instance
instanceld}” types cannot
obtain screenshot
information.
Throttling Request was denied due to request | 400 You have made
throttling. too many frequent

requests in a short
time.
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15.4 GetlnstanceConsoleOutput

Obtains the console output of an instance. The returned command line output is encoded in

Base64 format.

Description

ECS instances are virtualized cloud-based services that cannot be connected to display devices

or make mobile snapshots. However, the instance console output for the last start, restart, or

shutdown of the instance is cached. You can call the Get | nst anceConsol eQut put to monitor

and analyze the instance exceptions.

Currently, the phased-out instance types cannot obtain the console output.

Moreover, Windows instances cannot obtain console output as well.

Request parameters

Name Type Required Description

Action String [ Yes The name of this interface. Value: Getlnstanc

eConsoleOutput.

Regionld String | Yes ID of the region where the ECS instance is located.

For more information, use Descri beRegi ons to
obtain the latest region list.

Instanceld String | Yes Instance ID.

Response parameters

Name Type Description

Instanceld String ID of the instance.

ConsoleOutput String The instance console output of the instance, in Base64
encoding.

LastUpdateTime | String The time the instance was last started, restarted, or shut
down. The value of this parameter uses the offset UTC
+0 and is expressed according to the /ISO8601 standard.
Format: YYYY-MM-DDTHH:mm:ssZ.

Examples

Request example

htt p://ecs-cn-hangzhou. al i yuncs. com ?Act i on=CGet | nst anceConsol eCQut put
&Regi onl d=cn- shenzhen-fi nance-1
&l nst ancel d=i -j 5e42sbbt hl okkalleci
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&<Common Request Paranet er s>

Success response example

XML format

<CGet | nst anceConsol eCut put Response>

<Request | d>22A1933F- AD02- 4560- A6A7- 53CF2231D942</ Request | d>

<I nst ancel d>i - j 5e42sbbt hl okkallech</| nst ancel d>

<Last Updat eTi ne>2018- 03- 22 10: 04: 57</ Last Updat eTi me>

<Consol eCQut put >V2Vs Y29t ZSBObyBDZWs0T1MyCgpDaGVj a2l uZyBmaWkl c31 zdG
Vt cwpDaGVj a2l uZyBhbGagZm sZSBzeXNOZWLzLgpbL3Ni aWlvZnN ay5l eHQI Cgx KSAt
LSAvXSBnt 2Nr LnivAdDQILWEGL2RI di 92ZCGEX| AovZGV2L3ZkYTEGI GNsZWFULCAzM AxNi
8y N | XxNDQM GZpbGVz LCAONDc 5Nz Qv MTAOOCDULMDQy Yk v Y2t zCgpFbnRl cm uZyBub24t
aWb0ZXJhY3RpdniJgc3RhcnR1cApDYWksaWbnl HRoZSBz e XNOZW)g YWNOaXZpdHkgZGF0YS
Bj b2xsZWNOb31 gKHNhZGVpLi 4ul AoK@nJpbndpbntgdXAgaWs0ZXJImyYWNl | GV0aDA61 CAK
RGV0ZXJt aWbpbnt gSVAgaWbnb3Jt YXRpb24gZnmBy| GV0aDAuULi 49gZ&uZS4KCnFsaXl 1bi
1zZXJ2aWNl | HNOYXJOL3J1bnbpbnts| HByb2N c3MgMIrczMypnmaWspc2hl ZAoKQ2VUDE9ST
| HIl bGvhc2UgNi 441 ChGaWbhbCkKS2Vybnsl DI uNi 4zM 020TYuMy4yLnVsNi 5pN g21 G
9ul GFul Gk20DYKCm avnpl ZDk2ZTQ@MrF5¢j Bxemn2czhal GxvZ2l uQg==</ Consol eQut
put >
</ Get | nst anceConsol eCut put Response>

JSON format

"Request | d": "22A1933F- AD02- 4560- A6A7- 53CF2231D942",

"I nstancel d": "i-j5e42shbbt hl okkallech",

"Last Updat eTi me": "2018-03-22 10: 04: 57",

"Consol eQut put": "V2VsY29t ZSBObyBDZWSOT1MyCgpDaGVj a2l uZyBm
aWl c3l zdGvt cwpDaGVj a2l uZyBhbGagZm sZSBzeXNOZWLzLgpbL3Ni aWlvzZnN ay5Il eH
Q01 CgxKSAt LSAvXSBrt2Nr Lnmiv4dDQILWEGL2RI di 92ZGEX| AovZGV2L3ZKYTEGI GNsZWFu
LCAzM AxNi 8y N | xNDQM GZpbGvz LCAONDc 5Nz Qv MTAOOCDULMDQ Y v Y2t zCgpFbnRl cm
| uZzyBub24t aWs0ZXJhY3RpdniJgc3RhcnR1cApDYWksaWbnl HRoZSBz e XNOZW)g YWNOaXZp
dHkgZGF0YSBj b2xsZWNOb31 gKHNhZGWpLi 4ul AoKnJd pbndpbntgdXAgaWs0ZXJImyWNl | G
V0aDA6I CAKRGV0ZXJt aWbpbrmcgSVAgaWbnmh3Jt YXRpb24gZnBy| GV0aDAuLi 49ZGRuZS4K
CnsaXl 1bi 1zZXJ2aWNl | HNOYXJOL3J1bnbpbntsl HByb2N c3MgMIcz MyprmaWbpc2hl ZA
OKQ@VUdE9QTI HII bGvhc2UgNi 441 ChGaWshbCkKS2Vybns| DI uNi 4zM 020TYuMy4yLns
Ni 5pN g21 Qul GFul Gk20DYKCm avnpl ZDk2ZTQ@MrF5¢c) Bxemn2czhal GxvZ2] uOg=="
}

Error response example

XML format

<Error>
<Request | d>C38E0D94- C18B- 44F3- 8C05- 6E35BE334088</ Request | d>
<Host | d>ecs. al i yuncs. conk/ Host | d>
<Code>Not Support ed</ Code>
<Message>The operation is not supported for "i-j5e42sbbth
| okkaXXXXX". </ Message>
</ Error>

JSON format

"Request | d": "C38E0D94- C18B- 44F3-8C05- 6E35BE334088",
"Hostld": "ecs.aliyuncs. cont,



"Code": " Not Supported”,
"The operation is not supported for "i-j5e42sbbth

"Message":
I okkaXXXXX". "
}

Error codes

Error codes specific to this interface are as follows.

Error code Error message HTTP status | Description
code
MissingPar The input parameter “instanceld” 400 I nst ancel d is
ameter that is mandatory for processing this required.
request is not supplied.
InvalidParameter | The “instanceld” provided is not valid. | 404 The specified

| nst ancel d does not
exist.

instanceld}”

Incorrectl The instance status “{status}’ is not [405 The specified instance

nstanceStatus applicable has been released or
stopped.

NotSupported The operation is not supported for “{ [405 Phased-out instance

types cannot obtain
console output.



https://www.alibabacloud.com/help/faq-detail/55263.htm
https://www.alibabacloud.com/help/faq-detail/55263.htm

16 Cloud assistants

16.1 CreateCommand

Creates a command. You can perform the command by using cloud assistant.
Description
* You can only create commands of the following types:

— Bat scripts for Windows instances (RunBat Scr i pt ).
— PowerShell scripts for Windows instances (RunPower Shel | Scri pt).
= Shell scripts for Linux instances (RunShel | Scri pt ).

* You can specify the Ti neQut parameter to set the maximum timeout value for command
invocation on ECS instances. When the command invocation times out, the client forces the

command process to stop.

= For one-time invocation, after an invocation timeout, the command invocation status (
| nvokeRecor dSt at us) for the specified ECS instance becomes Fai | ed.

== For periodical invocation:

m The timeout value of periodical invocation is effective for every invocation record.
m After one invocation operation times out, the status for the invocation record (
| nvokeRecor dSt at us) becomes Fai | ed.
m The timeout status of last invocation does not affect the next invocation.
* You can specify the Wor ki ngDi r parameter to specify the invocation path of the command.
For Linux instances, commands are performed in the / r oot directory by default. For Windows
instances, commands are performed in the directory where the cloud assistant client process is

located, such as C: \ Progr anDat a\ al i yun\ assi st\ $(version).

Request parameters

Name Type Required Description
Action String | Yes The name of this interface. Value: CreateCommand.
Regionld String [ Yes The region ID. For more information, call

Descri beRegi ons to obtain the latest region list.

Name String [ Yes Command name. Supporting all the character
encoding sets.




Name

Type

Required

Description

Type

String

Yes

Command type. RunBatScript: Creates a Bat script
for Windows instances. RunPowerShellScript:
Creates a PowerShell script for Windows instances.
RunShellScript: Creates a Shell script for Linux
instances. Optional values:

* RunBatScript: Creates a Bat script for Windows
instances.

* RunPowerShellScript: Creates a PowerShell
script for Windows instances.

* RunShellScript: Creates a Shell script for Linux
instances.

Description

String

No

Command description. Supporting all the character
encoding sets.

CommandCon
tent

String

No

The Base64-encoded content of the command.
You must pass in this parameter at the same time
when you pass in the Type request parameter.
The parameter value must be Base64-encoded for
transmission and the script content size before the
Base64 encoding cannot exceed 16 KB.

WorkingDir

String

No

The directory where your created command runs on
the ECS instances. Default value:

* For Linux instances, commands are performed in
the / r oot directory.

* For Windows instances, commands are
performed in the directory where the cloud
assistant client process is located, such as C: \
ProgranDat a\ al i yun\ assi st\ $(version).

TimeOut

Integer

No

The invocation timeout value of the command. The
unit is seconds. When the command fails to run for
some reason, the invocation may time out, after
which the cloud assistant client forces the command
process to stop by canceling the command PID. The
parameter value must be greater than or equal to 60
. If the value is smaller than 60, the timeout value is
60 seconds by default.

Default value: 3600.




Response parameters

Name Type Description
Commandid String Command ID.
Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Cr eat eConmand
&Regi onl d=cn- hangzhou

&Nanme=Test

&Type=RunShel | Scri pt

&CommandCont ent =ZWNoby AxM M=

&<Comon Request Paraneters>

Success response example
XML format

<Cr eat eCommandResponse>
<Request | d>540CFF28- 407A- 40B5- B6A5- 73BxXXXXXXxX</ Request | d>
<Commandl d>c- €996287206324975b5f beldxxxxxxxxx</ Conmand| d>
</ Cr eat eCommandResponse>

JSON format

"Request | d": "540CFF28- 407A- 40B5- B6A5- 73BXXXXXXXXX" ,
"Commandl d": " c-e996287206324975b5f beldxXXXXXXXX"

}

Error response example

XML format

<Error>
<Request | d>540CFF28- 407A- 40B5- B6A5- 74BxXxxxxxxxx</ Request | d>
<Host | d>ecs. al i yuncs. conk/ Host | d>
<Code>M ssi ngPar anet er . Nane</ Code>
<Message>The i nput paranmeter “Nanme” that is mandatory for
processing this request is not supplied. </ Message>
</ Error>

JSON format

"Request|d": "540CFF28-407A- 40B5- B6A5- 74BXXXXXXXXX",
"Hostld": "ecs.aliyuncs. cont
"Code": "M ssingPar anet er. Nane"



"Message":
processi ng this request

Error codes

"The input paraneter “Nanme” that

is not supplied."

is mandatory for

Error codes specific to this interface are as follows. For more information, see API Error Center.

Dispatch

dispath the request

Error code Error message HTTP status | Meaning
code
Invalid. The specified CommandContent is 400 The specified
CommandCon not valid or exceed max CommandCont ent
tent parameter is invalid.
Or the ConmandCon
t ent value exceeds
16 KB.
MissingPar The input parameter “Name” that is 400 You must specify the
ameter.Name mandatory for processing this request required parameter
is not supplied. Nane.
MissingPar The input parameter “Regionld” that [ 400 You must specify the
ameter.Regionld | is mandatory for processing this required parameter
request is not supplied. Regi onl d. Or you
cannot use the
resources in the
specified region.
MissingPar The input parameter “Type” that is 400 You must specify the
ameter.Type mandatory for processing this request required parameter
is not supplied. Type.
InvalidCmdType. | The specified command type does 404 The specified Type
NotFound not exist parameter does not
exist.
InvalidRegionld. | The Regionld provided does not exist | 404 The specified
NotFound in our items. Regi onl d does not
exist.
InternalError. An internal error occurred when 500 Internal error. Please

try again later.



https://error-center.alibabacloud.com/status/product/Ecs

16.2 InstallCloudAssistant

Installs the cloud assistant client on one or more instances. After you call

I nstal |l d oudAssi st ant and Reboot | nst ance, the cloud assistant client takes effect.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The operation that you want to perform. Value:
InstallCloudAssistant.

Regionld

String

Yes

The ID of the region where the ECS instance is
located. You can call Descr i beRegi ons to view
the latest region list.

Instancelds

Array

Yes

The list of instance IDs. For example, if Python
SDK is used, you can set the value to [InstancelD
1, InstancelD2, InstancelD3...]. A single request
supports up to 100 instances.

Response parameters

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=I nstal | C oudAssi st ant

&Regi onl d=cn- hangzhou

&l nstancel ds=["i - bp11lf 7t rr 4hbi Ixxxxxx", "i-bpli udwa5blt gaxxxxxx"]
&<Comon Request Paraneters>

Response examples

XML format

<Del et el nst anceResponse>
<Request | d>928E2273- 5715- 46B9- A730- 238DC996A533</ Request | d>
</ Del et el nst anceResponse>

JSON format

{
}

"Request | d":

Error codes

"928E2273-5715- 46B9- A730- 238DC996A533"

Error codes specific to this interface are as follows.




NotFound

in our items.

Error code Error message HTTP status | Description
code
MissingPar The input parameter "Regionld" that [400 The error message
ameter.Regionld | is mandatory for processing this returned when
request is not supplied. Regi onl d is required,
or you cannot use
resources in that
region.
MissingPar The input parameter "Instancelds" 400 The error message
ameter.Instanceld | that is mandatory for processing this returned when
s request is not supplied. | nst ancel ds is
required.
Invalidinstance. | The specified instances do not exist. | 404 The error message
NotFound returned when
the specified
I nst ancel d does not
exist.
InvalidRegionld. | The Regionld provided does not exist | 404 The error message

returned when the
specified Regi onl d
does not exist.

16.3 InvokeCommand

Performs a specified command on one or more ECS instances.

Description

When you call this interface, consider the following:

* The network type of the specified instances must be VPC.

* The target ECS instance must be in the Running (Runni ng) status.

+ The target ECS instance must have the cloud assistant client installed in advance.

» To perform a PowerShell command, make sure that the target Windows ECS instance has

been configured with the PowerShell module.

» For one-time invocation (Ti ned=Fal se), the command is performed only once.

* For periodical invocation (Ti med=Tr ue), the first invocation task starts at the time specified

in the Fr equency parameter. Subsequent invocations follow the frequency specified in the

Fr equency parameter. The result of last invocation does not affect the next invocation.




» The scheduled time for periodical invocation is in UTC +08:00, and based on the system time

of ECS instances. Make sure that the time on your ECS instances are consistent with your

expectation.

* You can specify multiple ECS instances in the Instancelds. When one of these instances does

not comply with the invocation conditions, you can try again by specifying other instances.

+ Command invocation may fail because of target instance status exception, network exception

or cloud assistant client exception. No invocation information is generated for invocation

failures.

Request parameters

Name Type Required Description

Action String | Yes The name of this interface. Value: InvokeCommand.

Regionld String [ Yes The region ID. For more information, call
Descri beRegi ons to obtain the latest region list.

Instancelds Array Yes List of instances for command invocation. The
parameter value is a formatted JSON array in the
format of [ nst ancel d1, i nst ancel d2, ...].
You can specify a maximum of 100 instance IDs
separated by commas (,).

Commandid String | Yes. Command ID. You can call the
Descri beCommands API to check all the available
Commandl d.

Timed Boolean [ No Whether the command is periodically performed or
not. Optional values:
* True: Periodical invocation.
» False: Non-periodical invocation.
Default value: False

Frequency String No The invocation period of a periodical task. When the
Ti med parameter value is Tr ue, the Fr equency
parameter is required.
The parameter value observes the Cron expression.
For more information, see Cron expressions.

Response parameters
Name Type Description
Invokeld String Command invocation ID.



https://www.alibabacloud.com/help/faq-detail/64769.htm

Examples

Request example

https://ecs. aliyuncs. conl ?Act i on=l nvokeConmand
&Regi onl d=cn- hangzhou

&l nst ancel ds=i - bp185dy20306NXXXXXXX

&Commandl d=c- €996287206324975b5f beldXxXxXXXXXXX
&Ti med=t rue

&Frequency=0 0-5 14 * * ?

&<Common Request Par anet er s>

Success response example
XML format

<l nvokeCommandResponse>
<Request | d>540CFF28- 407A- 40B5- B6A5- 73BxXxXxxxxxx</ Request | d>
<I nvokel d>t - 1f ad2a8876de47068cc734d5xxxxxxxxx</ | nvokel d>

</ I nvokeCommandResponse>

JSON format

"Request|d": "540CFF28- 407A- 40B5- B6A5- 73BXXXXXXXXX" ,
"I nvokel d":"t-1f ad2a8876de47068cc734d5XXXXXXXXX"

Error response example
XML format

<Error>
<Request | d>540CFF28- 407A- 40B5- B6A5- 74Bxxxxxxxxx</ Request | d>
<Host | d>ecs. al i yuncs. conk/ Host | d>
<Code>M ssi ngPar anet er . Command| d</ Code>
<Message>The i nput parameter “Commandl d” that is mandatory for
processing this request is not supplied. </ Message>
</ Error>

JSON format

{

"Request | d": "540CFF28-407A- 40B5- B6A5- 74BXXXXXXXXX",

"Host1d": "ecs. aliyuncs. cont

"Code": "M ssingPar anet er. Cormand| d"

"Message": "The input paranmeter “Commandld” that is mandatory for
processing this request is not supplied.™
}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.


https://error-center.alibabacloud.com/status/product/Ecs

Error code Error message HTTP status | Meaning
code
Invalidinstance. | The specified instances have no 400 The target ECS
NoClient cloud assistant client installed. instance must have
the cloud assistant
client installed in
advance. For more
information, see Cloud
assistant client.
Invalidinstance. | The specified instances must be VPC | 400 The network type
NotVpc instances. of the specified
I nst ancel ds must
be VPC.
Invalidins The specified instance’s status can 400 The specified instance
tanceStatus not execute this operation must be in the
Running status. Or
the specified instance
has abnormal network
connection.
MissingPar The input parameter “CommandId” 400 You must specify the
ameter. that is mandatory for processing this required parameter
Commandid request is not supplied. Commandl d.
MissingPar The input parameter “Instancelds” 400 You must specify the
ameter.Instanceld | that is mandatory for processing this required parameter
s request is not supplied. | nst ancel ds.
MissingPar The input parameter “Regionld” that [ 400 You must specify the
ameter.Regionld | is mandatory for processing this required parameter
request is not supplied. Regi onl d. Or you
cannot use the
resources in the
specified Regi onl d.
MissingPar The frequency parameter must exist |400 When the Ti ned
ameter. when create a timed Invocation. parameter value is
Frequency Tr ue, the Fr equency
parameter is required.
InvalidCmdld. The specified commandld does not 404 The specified
NotFound exist. Commandl d does not

exist.




Error code Error message HTTP status | Meaning
code
Invalidinstance. | The specified instances does not 404 The specified
NotFound exist. I nst ancel d does not
exist.
InvalidRegionld. | The Regionld provided does not exist | 404 The specified
NotFound in our items. Regi onl d does not
exist.
InternalError. An internal error occurred when 500 Internal error. Please
Dispatch dispatching your request. try again later.

16.4 Stoplnvocation

Stops cloud assistant command processes that are in Running (Runni ng) status on ECS

instances. When you call this interface, consider the following:
Description

» After you stop a command process on one-time invocation, the invocation operations that have
been started on instances proceed, and those that have not been started cease.

+ After you stop a command process on periodical invocation, the invocation operations that
have been started on instances proceed, but the invocation does not proceed to the next

period.

Request parameters

Name Type Required Description
Action String [ Yes The name of this interface. Value: Stoplnvocation.
Regionld String | Yes The region ID. For more information, call

Descri beRegi ons to obtain the latest region list.

Invokeld String [ Yes Invocation ID of a command process. You can
call Descri bel nvocat i ons to obtain the latest
| nvokel d.
Instancelds Array No List of instances for stopping command invocation.

The parameter value is a formatted JSON array in
the format of [| nst ancel d1, | nst ancel d2, ...].
You can specify a maximum of 100 instance IDs
separated by commas (,).




Response parameters
All are common response parameters. See Common response parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=St opl nvocati on
&Regi onl d=cn- hangzhou

&l nvokel d=t - 1f ad2a8876de47068cc734d57703aa76
&<Common Request Paraneters>

Success response example
XML format

<St opl nvocat i onResponse>
<Request | d>540CFF28- 407A- 40B5- B6A5- 73BxXxxxxxxxx</ Request | d>
</ St opl nvocat i onResponse>

JSON format

{
}

"Request | d": "540CFF28- 407A- 40B5- B6A5- 73BXXXXXXXXX" ,

Error response example

XML format

<Error>
<Request | d>540CFF28- 407A- 40B5- B6A5- 74BxXxXXxXXxX</ Request | d>
<Host | d>ecs. al i yuncs. conk/ Host | d>
<Code>l nval i dl nst ance. Nod i ent </ Code>
<Message>The specified i nstances have no cl oud assistant client
i nstal | ed. </ Message>
</ Error>

JSON format

{
"Request | d": "540CFF28-407A- 40B5- B6A5- 74BXXXXXXXXX",
"Hostld": "ecs.aliyuncs. cont,
"Code": "lnvalidlnstance. Nodient",
"Message": "The specified instances have no cl oud assistant client
installed."
}

Error codes

Error codes specific to this interface are as follows. For more information, see APl Error Center.


https://error-center.alibabacloud.com/status/product/Ecs

Error code Error message HTTP status | Description
code
Invalidinvokeld. | The specified Imageld does not exist. | 400 The specified
NotFound I nvokel d does not
exist.
MissingPar The input parameter “Instancelds” 400 You must specify the
ameter.Instanceld | that is mandatory for processing this required parameter of
request is not supplied. Instancelds.
MissingPar The input parameter “Regionld” that [ 400 You must specify the
ameter.Regionld | is mandatory for processing this required parameter
request is not supplied. of Regi onl d. Or
you cannot use the
resources in the
specified region.
MissingPar The input parameter “Invokeld” that [ 400 You must specify the
ameter.Invokeld is mandatory for processing this required parameter
request is not supplied. | nvokel d.
InvalidRegionld. | The Regionld provided does not exist | 404 The specified
NotFound in our items. Regi onl d does not
exist.
InternalError. An internal error occurred when 500 Internal error, please
Dispatch dispath the request try later.

16.5 DeleteCommand

Deletes a created cloud assistant command. The log of the original invocation is retained after a

command is deleted.

Request parameters

Name Type Required Description
Action String [ Yes The name of this interface. Value: DeleteCommand.
Regionld String [ Yes Regional ID. For more information, call

Descri beRegi ons to obtain the latest region list.

Commandid String | Yes Command ID. You can query all the available
Commandld by calling the Descr i beComrands.

Response parameters

All are common response parameters. See Common response parameters.



Examples

Request example

htt ps://ecs. aliyuncs. conl ?Act i on=Del et eConmmand
&Regi onl d=cn- hangzhou

&l nvokel d=c-f0902c0972984e31aaf 2129f d48a9c6d
&<Common Request Paranet er s>

Success response example
XML format

<Del et eCommandResponse>
<Request | d>540CFF28- 407A- 40B5- B6A5- 73Bxxxxxxxxx</ Request | d>
</ Del et eCommandResponse>

JSON format

{
}

"Request | d": "540CFF28- 407A- 40B5- B6A5- 73BXXXXXXXXX" ,

Error response example
XML format

<Error>
<Request | d>540CFF28- 407A- 40B5- B6A5- 74BxXxXxxxxxX</ Request | d>
<Host | d>ecs. al i yuncs. conk/ Host | d>
<Code>l nval i dl nst ance. Nod i ent </ Code>
<Message>The specified i nstances have no cl oud assistant client
i nstall ed. </ Message>
</ Error>

JSON format

{
"Request | d": "540CFF28-407A- 40B5- B6A5- 74BXXXXXXXXX",
"Hostld": "ecs.aliyuncs. cont
"Code": "lnvalidlnstance. NoClient"
"Message": "The specified instances have no cl oud assistant client
installed. "
}

Error codes

Error codes specific to this interface are as follows. For more information, see APl Error Center.


https://error-center.alibabacloud.com/status/product/Ecs

Error code Error message HTTP status | Description
code
InvalidCmdld. The specified Imageld does not exist. | 404 The specified
NotFound Commandld does not
exist.
InvalidRegionld. | The Regionld provided does not exist | 404 The specified
NotFound in our items. Regionld does not
exist.
Internalerror. An internal error occurred when 500 Internal error. Please
Dispatch dispath the request try again later.

16.6 DescribeCloudAssistantStatus

Checks whether the cloud assistant client is installed or not on one or more instances.

Request parameters

Name Type Required Description

Action String [ Yes The operation that you want to perform. Value:
DescribeCloudAssistantStatus.

Regionld String [ Yes The ID of the region where the ECS instance is
located. You can call Descr i beRegi ons to view
the latest region list.

Instanceld.N Array Yes The list of instance IDs. A single request supports
up to 20 instances, therefore, the N can be set to [1
, 20].

Response parameters

Name Type Description

InstanceCl InstanceCloudAssiténs8tatfigtxallation statuses of the cloud assistant in the

oudAssitan instance.

tStatus

InstanceCloudAssitantStatusSet

Name

Type

Description

Instanceld

String

A set of installation statuses of the cloud assistant in the
instance.




Name Type Description

CloudAssit Boolean Indicates whether the cloud assistant is installed on the
antStatus instance.
Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri bed oudAssi st ant St at us
&Regi onl d=cn- hangzhou

&l nstancel d. N="i - bp11f 7t rr 4hbi 1xxxxxXx"

&l nstancel d. N="i - bpli udwa5blt gaxxxxxx"

&<Common Request Paranet er s>

Response examples
XML format

<Descri bed oudAssi st ant St at usResponse>
<l nst anced oudAssi t ant St at us>
<l nst anceC oudAssi t ant St at usSet >
<I nst ancel d>i - bp1l1f 7t rr 4hbi 1xxxxxx</ | nst ancel d>
<Cl oudAssi t ant St at us>Tr ue</ Cl oudAssi t ant St at us>
</l nst anceC oudAssi t ant St at usSet >
<| nst anceC oudAssi t ant St at usSet >
<l nst ancel d>i - bpli udwa5b1t gaxxxxxx</ | nst ancel d>
<Cl oudAssi t ant St at us>Tr ue</ d oudAssi t ant St at us>
</ I nst anceC oudAssi t ant St at usSet >
</ 1 nst anceC oudAssi t ant St at us>
</ Descri bed oudAssi st ant St at usResponse>

JSON format

"I nstanced oudAssitant Status": {
"I nstanceC oudAssitant StatusSet": [

"I nstancel d": "i-bpllf 7trr4hbi Ixxxxxx",
"Cl oudAssi tant Status": "True"

%,
"I nstancel d": "i-bpli udwa5blt gaxxxxxx",
"Cl oudAssi tant Status": "True"

}

]
}
}

Error codes

Error codes specific to this interface are as follows.



Error code Error message HTTP status | Description
code
MissingPar The input parameter "Instancelds"” 400 The error message
ameter.Instanceld | that is mandatory for processing this returned when
s request is not supplied. | nst ancel ds is
required.
MissingPar The input parameter "Regionld" that [ 400 The error message
ameter.Regionld | is mandatory for processing this returned when
request is not supplied. Regi onl d is required,
or you cannot use
resources in that
region.
Invalidinstance. | The specified instances do not exist. | 404 The error message
NotFound returned when
the specified
I nst ancel d does not
exist.
InvalidRegionld. | The Regionld provided does not exist | 404 The error message
NotFound in our items. returned when the
specified Regi onl d
does not exist.

16.7 DescribeCommands

Queries the cloud assistant commands that you have created. If you only specify the Act i on and
Regi onl d parameters, Alibaba Cloud ECS queries all your available commands (Comrmand| d) by

default.

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value:
DescribeCommands.

Regionid String Yes The region ID.

You can call

Descri beRegi ons to
obtain the latest region
list.

Commandid String No Command ID.




Name

Type

Required

Description

Type

String

No

Command type.
Optional values:

* RunBatScript: The

command process
is a Bat script for
Windows instances.

* RunPowerSh
ellScript: The
command process

is a PowerShell
script for Windows
instances.

* RunShellScript:
The command
process is a Shell
script for Linux
instances.

Name

String

No

Command name
, fuzzy search
temporarily not
supported.

Description

String

No

Command descriptio
n, fuzzy search
temporarily not
supported.

PageNumber

Integer

No

Current page number.
Start value: 1.
Default value: 1.

PageSize

Integer

No

The number of
rows per page for
multi-page display.
Maximum value: 50.
Default value: 10.

Response parameters

Name

Type

Description

TotalCount

Integer

Total number of commands.




Name Type Description

Pagenumber Integer Command list page number.

Pagesize Integer The number of rows per page.

Commands Array Type of command data set (
CommandSet Type).

CommandSetType

Name Type Description

Command Array Command type (CommandTyp
e).

CommandType

Name Type Description

Commandid String Command ID.

Name String Command name.

Description String Command description.

Type String Command type.

Commandcontent String Command content, transmitted
in the Base64-encoded format

WorkingDir String Invocation path.

TimeOut Integer Timeout.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Descri beCommands

&Regi onl d=cn- hangzhou
&<Comon Request Paraneters>

Success response example

XML format

<Descri beCommandsResponse>
<Tot al Count >5</ Tot al Count >
<Commands>
<Command>
<Nane>Test </ Nanme>
<Wor ki ngDi r ></ Wor ki ngDi r >




Commandl d>

<CommandCont ent >ZWNoby AxM M=</ CommandCont ent >
<Ti meout >3600</ Ti meout >

<Type>RunShel | Scri pt </ Type>

<Commandl d>c- 05946950bc63441dab0a72b8xxxxxxxx</

<Descri pti on>t est </ Descri pti on>

</ Command>
<Conmmand>

Commandl d>

<Name>Test 1</ Nane>

<Wor ki ngDi r ></ Wor ki ngDi r >

<CommandCont ent >Y2QyL3Jvb3Q=</ CommandCont ent >
<Ti meout >3600</ Ti meout >

<Type>RunShel | Scri pt </ Type>

<Commandl d>c-53253cb556d74cb7b7f 7309f dXXXXXXXX</

<Descri pti on>t est 1</ Descri pti on>

</ Conmand>
<Conmand>

Command| d>

<Nane>Test 2</ Nane>

<Wbr ki ngDi r ></ Wor ki ngDi r >

<CommandCont ent >eXVt | HVWWZGF0ZQ==</ ConmrandCont ent >
<Ti meout >3600</ Ti neout >

<Type>RunShel | Scri pt </ Type>

<Commandl d>c- 57881b01e5ec4403916f 8685XXXXXXXX</

<Descri pti on>t est 2</ Descri pti on>

</ Conmand>
<Conmmand>

CommandCont ent >

Command| d>

<Nanme>Test 3</ Nane>
<Wbr ki ngDi r ></ Wor ki ngDi r >
<CommandCont ent >c2Vydm j ZSBuZ2| ueCBy ZWkv YWQ=</

<Ti meout >3600</ Ti neout >
<Type>RunShel | Scri pt </ Type>
<Command| d>c- 742eea007af 14043b07¢c4978XXXXXXXX</

<Descri pti on>t est 3</ Descri pti on>

</ Conmand>
<Conmand>

Command| d>

<Nane>Test 4</ Name>

<Wbr ki ngDi r ></ Wr ki ngDi r >

<CommandCont ent >bHME</ CommandCont ent >

<Ti meout >120</ Ti neout >

<Type>RunShel | Scri pt </ Type>

<Command! d>c- cec3ded3bc434c22aabcf eaax XX xXxxxx</

<Descri pti on>t est 4</ Descri pti on>

</ Command>
<PageNunber >1</ PageNunber >
<Request | d>36443468- 4AE5- 44DB- AGFE- A528xxxxxxxx</ Request | d>
<PageSi ze>10</ PageSi ze>
</ Descri beCommandsResponse>

JSON format

"Tot al Count": 5,

" Conmmands" ;

{

"Command": |

{

"Nanme": "Test",



"WorkingDir": "",

"CommandCont ent": "ZWNobyAxM M=",

"Ti meout": 3600,

"Type": "RunShel | Script",

"Commandl d": "c-05946950bc63441dab0a72b8XXXXXXXX",

"Description': "test"
}!
{
"Nanme": "Testl",
"WorkingDir": "",
"CommandContent": "Y2QyL3Jvb3Q=",
"Ti meout": 3600,
"Type": "RunShel | Script",
"Commandl d": "c-53253cb556d74ch7b7f 7309f XXXXXXXX",
"Description": "testl"
Iz
{
"Name": "Test2",
"WorkingDir": "",
"CommandCont ent ": "eXVt | HWZGF0ZQ==" ,
"Timeout": 3600,
"Type": "RunShel | Script",
"Commandl d": "c-57881b01e5ec4403916f 8685XXXXXXXX",
"Description": "test2"
}1
{
"Nanme": "Test3",
"WorkingDir": "",
"CommandContent”: "c2Vydm j ZSBuZ2| ueCBy ZWv YWQ=",
"Ti meout": 3600,
"Type": "RunShel | Scri pt",
"Commandl d": "c-742eeal007af 14043b07c4978XXXXXXXX" ,
"Description": "test3"
}1
{
"Nane": "Test4",
"WorkingDir": """,
"CommandCont ent ": "bHME",
"Ti meout": 3600,
"Type": "RunShel | Script",
"Commandl d": "c-cec3ded3bc434c22aabcf eaaxxxxxxxx",
"Description": "test4"
[E

]

},

"PageNunber": 1,
"Request | d": "36443468-4AE5- 44DB- AGFE- A528XXXXXXXX",
"PageSi ze": 10

}

Error response example

XML format

<Error>
<Request | d>540CFF28- 407A- 40B5- B6A5- 74BxXxXxxXXxX</ Request | d>
<Host | d>ecs. al i yuncs. conk/ Host | d>
<Code>M ssi ngPar anet er . Regi onl d</ Code>
<Message>The i nput paraneter “Regionld” that is nmandatory for
processing this request is not supplied. </ Message>



</ Error>

JSON format

{

"Request|d": "540CFF28-407A- 40B5- B6A5- 74BXXXXXXXXX",

"Hostld": "ecs.aliyuncs. cont

"Code": "M ssingParanet er. Regi onl d"

"Message": "The input paranmeter “Regionld” that is mandatory for
processing this request is not supplied. "
}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status code Meaning

MissingParameter. The input parameter | 400 You must specify the

Regionld “Regionld” that required parameter
is mandatory for Regi onl d, or you
processing this cannot use the
request is not supplied resources in the

specified region.

InvalidRegionld. The Regionld provided 404 The specified

NotFound does not exist in our Regi onl d parameter
items. does not exist.

InternalError.Dispatch | An internal error 500 Internal error. Please
occurred when dispath try again later.

the request

16.8 Describelnvocations

Queries the cloud assistant command invocation list and status on your ECS instances.
Description

When the | nvokeSt at us value is Fi ni shed, it indicates that the command process is Finished,
but not necessarily is as effective as expected. You can check the specific invocation result by

calling Descri bel nvocat i onResul t s.

Request parameters

Name Type Required Description

Action String | Yes The name of this interface. Value: Describeln
vocations.



https://error-center.alibabacloud.com/status/product/Ecs

Name Type Required Description
Regionld String [ Yes The region ID. For more information, call
Descri beRegi ons to obtain the latest region list.
Invokeld String [No Invocation ID of a command process.
Commandid String  [No Command ID. You can query all the available
Conmmandl d by calling the Descr i beComrands.
CommandName |String |No Name of the command.
Type String [No Type of the command. Optional values:
* RunBatScript: A Bat script for Windows instances
* RunPowerShellScript: A PowerShell script for
Windows instances.
* RunShellScript: A Shell script for Linux instances.
Timed Boolean | No Whether the command is periodically performed or
not. Optional values:
* True: Periodical invocation.
+ False: Not periodical invocation.
Default value: False.
InvokeStatus String [ No Specifies the overall invocation status of a

command. The overall invocation status is depends
on the invocation status of command processes on
all target instances. Optional values:

* Running: The command process is running.

— Periodical invocation: Before you manually
stop a command on periodical invocation, the
command process is always in the Running (
Runni ng) status.

— One-time invocation: The overall invocation
status is Running (Runni ng), as long as
the command process is in the Running (
Runni ng) status on any target instance.

» Finished: The invocation of the command
process is completed.

— Periodical invocation: The command
process can never be in the Finished (
Fi ni shed) status.




Name

Type

Required

Description

= One-time invocation: When invocation
of command processes on all the target
instances managed by the specified command
is completed, the overall invocation status is

Finished (Fi ni shed).

Or when you manually stop the invocation
of command processes on some target
instances (St opped) and the invocation
on other target instances is completed,
the overall invocation status is Finished (
Fi ni shed).
» Failed: The command process invocation failed,

the command process timed out, or encountered
other exceptions.

— Periodical invocation: The command
process can never be in the Failed (Fai | ed)
status.

— One-time invocation: When invocation
of command processes on all the target
instances managed by the specified command
fails, the overall invocation status is Failed (
Fai | ed).

+ PartialFailed: Part of the invocation of command
processes failed.

— Periodical invocation: The command
process can never be in the PartialFailed (
Parti al Fai | ed) status.

— One-time invocation: The overall invocation
status is PartialFailed (Parti al Fai | ed)
when any command process is in the Failed
(Fai | ed) status on any target instance
managed by the specified command.

+ Stopped: The command process is manually
stopped.

Instanceld

String

No

Instance ID. When you pass in the parameter, the
system queries the invocation-record status of all
commands on the instance.




Name Type Required Description

PageNumber Integer |No Current page number. Start value: 1.
Default value: 1.

PageSize Integer |No The number of rows per page for multi-page display.
Maximum value: 50.
Default value: 10.

Response parameters

Name Type Description

TotalCount Integer Total number of commands.

PageNumber Integer Page number of the query result.

PageSize Integer The number of rows per page.

Invocations Array of Type of the command invocation record set.
| nvocati on
Set Type

Type of the command invocation record set (InvocationSetType)

Name Type Description

Invocation Array of Command invocation type.
| nvocati on
Type

Command invocation type (InvocationType)

Name Type Description

Invokeld String Command invocation ID.

Commandid String Command ID.

CommandName | String Command name.

InvokeStatus String Specifies the overall invocation status of a

command. The overall invocation status is dependent on
the invocation status of command processes on all the
target instances. | nst ancel nvokeSt at us. Optional
values:

* Running: The command process is running.

— Periodical invocation: Before you manually stop
a command on periodical invocation, the command




Name

Type

Description

process is always in the Running (Runni ng)
status.

— One-time invocation: The overall invocation
status is Running (Runni ng), as long as the
command process is in the Running (Runni ng)
status on any target instance.

Finished: The invocation of the command process is

completed.

— Periodical invocation: The command process can
never be in the Finished (Fi ni shed) status.

= One-time invocation: When invocation of
command processes on all the target instances
managed by the specified command is completed,
the overall invocation status is Finished (

Fi ni shed).

Or when you manually stop the invocation of
command processes on some target instances
Stopped (St opped), and the invocation on
other target instances is completed, the overall
invocation status is Finished (Fi ni shed).

Failed: The command process invocation failed, the
command process timed out, or encountered other
exceptions.

— Periodical invocation: The command process can
never be in the Failed (Fai | ed) status.

= One-time invocation: When invocation of
command processes on all the target instances
managed by the specified command fails, the
overall invocation status is Failed (Fai | ed).

PartialFailed: Part of the invocation of command

processes failed.

— Periodical invocation: The command process can
never be in the PartialFailed (Parti al Fai | ed)
status.

= One-time invocation: The overall invocation
status is PartialFailed (Parti al Fai | ed ) when
any command process is in the Failed (Fai | ed




anceSet Type

Name Type Description
) status on any target instance managed by the
specified command.
+ Stopped: The command process is manually stopped.
CommandType String Command type
Timed Boolean Whether the command is periodically performed or not.
Frequency String The interval of a periodical task.
For more information about the value specifications, see
Cron expression.
Invokelnstances | Array of Type of the target instance set for invocation.
I nvokel nst

Type of the target instance set for invocation (InvokelnstanceSetType)

Name Type Description

Invokelnstance Array of Invocation status type of the target instance.
| nvokel nst
anceType

Invocation status type of the target instance (InvokelnstanceType)

Name Type Description

Instanceld String Instance ID.

Instanceln String The command process status of the specified instance.
vokeStatus

* Running: The command process is running.

— Periodical invocation: Before you manually stop
a command on periodical invocation, the command
process is always in the Running (Runni ng )
status.

— One-time invocation: The command process
status on the specified instance is Running (
Runni ng).

* Finished: The invocation of the command process is
completed.

— Periodical invocation: The command process can
never be in the Finished (Fi ni shed) status.



https://www.alibabacloud.com/help/faq-detail/64769.htm
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Name

Type

Description

— One-time invocation: The command process
status on the specified instance is Finished (
Fi ni shed).
» Failed: The command process invocation failed, the
command process timed out, or encountered other
exceptions.

— Periodical invocation: The command process can
never be in the Failed (Fai | ed) status.

— One-time invocation: The command process
status on the specified instance is Failed (Fai | ed
)-

» Stopped: The command process is manually stopped.

Examples

Request example

https://ecs. aliyuncs. conf ?Acti on=Descri bel nvocati ons

&Regi onl d=cn- hangzhou
&<Common Request Paranet er s>

Success response example

XML format

<Descri bel nvocat i onsResponse>
<Tot al Count >5</ Tot al Count >
<PageNunber >1</ PageNunber >

<PageSi ze>10</ PageSi ze>

<] nvocati ons>

<l nvocati on>

>

vokeSt at us>

>

vokeSt at us>

<l nvokeSt at us>Runni ng</ | nvokesSt at us>
<l nvokel d>t - a8935b93739442e59ed621abxxxxxxxx</ | nvokel d

<CommandNanme>Test 1</ ConmandNane>
<CommandType>RunShel | Scri pt </ CommandType>
<Frequency>0 */20 * * * *</Frequency>

<l nvokel nst ances>

<| nvokel nst ance>
<| nst ancel d>i - uf 614f hehhznxxxxxxxx</ | nst ancel d

<| nst ancel nvokeSt at us>fi ni shed</ | nst ancel n

</ I nvokel nst ance>

<| nvokel nst ance>
<| nst ancel d>i - uf 64i sakb713xxxxxxxx</ | nst ancel d
<l nst ancel nvokeSt at us>r unni ng</ | nst ancel n

</ | nvokel nst ance>

</ | nvokel nst ances>




Commandl d>

<Ti med>Tr ue</ Ti med>
<Command| d>c- e67505b2be3e477dae94cO0f OXXXXXXXX</

</l nvocati on>
<l nvocati on>

vokeSt at us>

>

vokeSt at us>

Commandl d>

<l nvokeSt at us>Runni ng</ | nvokesSt at us>
<l nvokel d>t - 001937b74e2a4242891f c789xxxxxxxx</ | nvokel d

<CommandName>Test 2</ ConmandNane>
<CommandType>RunShel | Scri pt </ CommandType>
<Frequency>0 */15 * * * *</Frequency>
<l nvokel nst ances>
<l nvokel nst ance>
<l nst ancel d>i - nbhsi ukj 851xxxxj k</ | nst ancel d>
<l nst ancel nvokeSt at us>fi ni shed</ | nst ancel n

</ | nvokel nst ance>
<| nvokel nst ance>
<| nst ancel d>i - uf 64i sakb713xxxxxxxx</ | nst ancel d

<l nst ancel nvokeSt at us>Runni ng</ | nst ancel n

</ I nvokel nst ance>
</ | nvokel nst ances>
<Ti med>Tr ue</ Ti med>
<Commandl d>c- 6b0f b9d72adc42labab462abxxxxxxxx</

</l nvocati on>
<l nvocati on>

>

vokeSt at us>

>

vokeSt at us>

Command| d>

<| nvokeSt at us>success</ | nvokeSt at us>
<] nvokel d>t - bd09beef 975b4e50883e5df 1xxxxxxxx</ | nvokel d

<ConmmandNane>Test 3</ CommandNanme>
<CommandType>RunShel | Scri pt </ CommandType>
<Frequency> </ Frequency>
<| nvokel nst ances>
<l nvokel nst ance>
<| nst ancel d>i - uf 614f hehhznxxxxxxxx</ | nst ancel d

<l nst ancel nvokeSt at us>fi ni shed</ | nst ancel n

</ | nvokel nst ance>
sa<l nvokel nst ance>
<| nst ancel d>i - uf 64i sakb713xxxxxxxx</ | nst ancel d

<| nst ancel nvokeSt at us>fi ni shed</ | nst ancel n

</ I nvokel nst ance>
</ | nvokel nst ances>
<Ti med>f al se</ Ti ned>
<Command| d>c- 6b0f b9d72adc421abab462abxxxxxxxx</

</l nvocati on>
<| nvocati on>

<l nvokeSt at us>Success</ | nvokeSt at us>
<| nvokel d>t - c7499df df db44e8aalacceb5bxxxxxxxx</ | nvokel d

<CommandNane>t est </ CommandNane>
<CommandType>RunShel | Scri pt </ CommandType>
<Fr equency> </ Frequency>
<l nvokel nst ances>

<l nvokel nst ance>



<| nst ancel d>i - uf 614f hehhznxxxxxxxx</ | nst ancel d
>
<| nst ancel nvokeSt at us>fi ni shed</ | nst ancel n
vokeSt at us>
</ | nvokel nst ance>
</ | nvokel nst ances>
<Ti med>f al se</ Ti ned>
<Command| d>c- d2a8ccf 6440641ec8635f 194X XXXXXXX </
Commuand| d>
</l nvocati on>
<| nst ancel d>l nventi on>
<l nvokeSt at us>Runni ng</ | nvokesSt at us>
<l nvokel d>t - e733d4172f ee452c98106f 58xxxxxxxx</ | nvokel d

<CommandName>Test 4</ ConmandNanme>
<CommandType>RunBat Scri pt </ ConmandType>
<Frequency> </ Frequency>
<l nvokel nst ances>
<| nvokel nst ance>
<| nst ancel d>i - uf 614f hehhznmkxxxxxxx</ | nst ancel d
>
<l nst ancei nvokest at us> runni ng </instancein
vokest at us>
</ | nvokel nst ance>
</ | nvokel nst ances>
<Ti med>f al se</ Ti ned>
<Command| d>c- 3f 0e5ed4a21c045af a197e036XXXXXXXX</
Command| d>
</l nvocati on>
</l nvocati ons>
<Request | d>12E7974A- 5AA5- 4933- AA4C- AL6Cxxxxxxxx</ Request | d>
</ Descri bel nvocati onsResponse>

JSON format

"Tot al Count": 5,
"PageNunber": 1,
"PageSi ze": 10,
"I nvocations": {

"I nvocation": |

"I nvokeStatus": "Runni ng",
"I nvokel d": "t-a8935b93739442e59ed621abXXXXXXXX",
"CommuandName": "Test1",
"CommandType": "RunShell Scri pt",
"Frequency": "0 */20 * * * *",
"I nvokel nst ances": ({
"I nvokel nstance": [

"I nstancel d": "i-uf614f hehhzmxxxxxxxx",
"] nst ancel nvokeSt atus": "fini shed"

} 1

{ . .
"l nstancel d": "i-uf64i sakb713XXXXXXXX",
"I nst ancel nvokeSt at us": "runni ng"

}

]

,inedﬁ true,
"Commandl d": "c-e67505b2be3e477dae94cOf OXXXXXXXX"

}



"I nvokeSt atus": "Runni ng",
"I nvokel d": "t-001937b74e2a4242891f C789XXXXXXXX",
" CommandNane": "Test2",
"CommandType": "RunShell Script",
"Frequency": "0 */15 * * * *",
"I nvokel nstances": {
"I nvokel nstance": [

"I nstancel d": "i-uf614f hehhzmxxxxxxxx",
"l nst ancel nvokeSt atus": "fini shed"

1,

{ . .
"l nstancel d": "i-uf 64i sakb713xxxxxxxx",
"I nst ancel nvokeSt at us”: "runni ng"

}

]

'inedH true,
"Commandl d": "c-6b0f b9d72adc42labab462abxxxxxxxx"

}

"l nvokeSt atus": "success",
"l nvokel d": "t-bd09beef 975b4e50883e5df IXxXXXXXXX",
"CommandNane": " Test 3",
"CommandType": "RunShell Script",
"Frequency": "",
"I nvokel nstances": {
"I nvokel nstance": [

"I nstancel d": "i-uf614f hehhzmxxxxxxxx",
"] nst ancel nvokeSt atus": "fini shed"

} 1

{ . .
"I nstancel d": "i-uf64i sakb713XXXXXXXX",
"] nst ancel nvokeStatus": "fini shed"

}

]

'ined": fal se,
"Commandl d": "c-6b0f b9d72adc42labab462abxxxxxxxx"

}

"I nvokeSt atus": "success",
"I nvokel d": "t-c7499df df db44e8aalacce5bxxxxxxxx",
"CommandNanme": "test",
"CommandType": "RunShell Script",
"Frequency": "",
"I nvokel nst ances": ({
"I nvokel nstance": [

{

"I nstancel d": "i-uf614f hehhzmxxxxxxxx",
"] nst ancel nvokeSt atus": "fini shed"

]

,ined": fal se,
"Commandl d": "c-d2a8ccf6440641ec8635f 194XXXXXXXX"

}

"I nvokeSt atus": "Runni ng",



"l nvokel d": "t-e733d4172f ee452¢c98106f 58XXXXXXXX",
"CommandNane": "Test4",
"CommandType": "RunBat Scri pt",
"Frequency": "",
"I nvokel nstances": {
"I nvokel nstance": [

"I nstancel d": "i-uf614f hehhzmxxxxxxxx",
"I nst ancel nvokeSt at us": "runni ng"

]

: i med": fal se,
"Commandl d": "c-3f 0e5ed4a2lc045af al97e036XXXXXXXX"

}

} ]
"Request | d": " 12E7974A- 5AA5- 4933- A44C- A16CKXXXXXXX"
}

Error response example

XML format

<Error>
<Request | d>540CFF28- 407A- 40B5- B6A5- 74BxXxXxxXXxX</ Request | d>
<Host | d>ecs. al i yuncs. conk/ Host | d>
<Code>M ssi ngPar anet er . Regi onl d</ Code>
<Message>The i nput paraneter “Regionld” that is nmandatory for
processing this request is not supplied. </ Message>
</ Error>

JSON format

{
"Request | d": "540CFF28-407A- 40B5- B6A5- 74BXXXXXXXXX",
"Hostld": "ecs.aliyuncs. cont
"Code": "M ssingPar anet er. Regi onl d"
"Message": "The input parameter “Regionld” that is mandatory for

processing this request is not supplied. "

Error codes

Error codes specific to this interface are as follows. For more information, see AP/ Error Center.

Error code Error message HTTP Meaning

status code

MissingPar The input parameter “Regionld” that [ 400 You must specify the
ameter.Regionld [ is mandatory for processing this required parameter
request is not supplied. of Regi onl d, or

you cannot use the
resources in the
specified Regi onl d.



https://error-center.alibabacloud.com/status/product/Ecs

Error code Error message HTTP Meaning

status code

InvalidRegionld. | The Regionld provided does not exist | 404 The specified

NotFound in our items. Regi onl d does not
exist.

InternalError. An internal error occurred when 500 Internal error. Please

Dispatch dispath the request try again later.

16.9 DescribelnvocationResults

Queries the invocation result of a cloud assistant command, that is, the actual Qut put information

of a specified ECS instance.
Description

After you use the Descri bel nvocat i ons interface to check the command invocation status and
the returned | nvokeSt at us is Fi ni shed, it indicates that the command process is Finished,
but not necessarily is as effective as expected. You need to check the Qut put parameter in
Descri bel nvocat i onResul t s to get the specific invocation result. The actual output result is

the valid version.

Request parameters

Name Type Required Description

Action String | Yes The name of this interface. Value: Describeln
vocationResults.

Regionld String [ Yes The regional ID. For more information, see
Descri beRegi ons.

Commandld String No Command ID. For more information, call
Descri beRegi ons to obtain the latest region list.

Instanceld String  [No Instance ID.

Invokeld String | No Invocation ID of a command process. You can use
the Descri bel nvocat i ons API to check all the
| nvokel d.

InvokeReco String | No The status of the command process you want to

rdStatus query. Optional values:

* Running: The command process is running.




Name Type Required Description
» Failed: The command process invocation failed,
the command process timed out, or encountered
exceptions.
» Finished: The invocation of the command
process is completed.
+ Stopped: The command process is manually
stopped.
PageNumber Integer |No Current page number.
Start value: 1.
PageSize Default [No The number of rows per page for multi-page display.
value: Maximum value: 50.
1. Default value: 10.
Response parameters
Name Type Description
TotalCount Integer Total number of commands.
Pagenumber Integer Page number of the query result.
Pagesize Integer The number of rows per page.
InvocationResults | Array Command invocation result set (I nvocat i on

Resul t Set Type).

InvocationResultSetType

Name

Type

Description

Invocationresult

Array

Invocation result type on the instance (I nvocat i on
Resul t Type). Only one entry of result are returned for
one-time invocation.

InvocationResultType

Name Type Description

Commandid String Command ID.

Invokeld String Invocation ID.

Instanceld String Instance ID.

FinishedTime String Time of command process completion. If a command
process times out, the time of completion for the




Name Type Description

command process is based on Cr eat eConmrand

Ti medQut .
Invokereco String Invocation status of the command process. Optional
rdstatus values:

* Running: The command process is running.

* Failed: The command process invocation failed,
the command process timed out, or encountered
exceptions.

* Finished: The invocation of the command process is
completed.

+ Stopped: The command process is manually stopped.

Output String The actual result after the command process completion.
The output content is transmitted in the Base64-encoded
format.

Exitcode Integer The exit code of the command process:

» The exit code is the Shell process exit code for Linux
instances.

* The exit code is the Bat or PowerShell process exit
code for Windows instances.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Descri bel nvocati onResul ts
&Regi onl d=cn- hangzhou
&<Comon Request Paraneters>

Success response example
XML format

<Descri bel nvocat i onResul t sResponse>

<Tot al Count >5</ Tot al Count >

<PageNunber >1</ PageNunber >

<PageSi ze>5</ PageSi ze>

<| nvocati onresul t s>

<l nvocati onresul t>
<Fi ni shedTi ne>2018- 01- 05 15: 45: 02</ Fi ni shedTi me>
<l nvoker ecordstatus> fini shed </invokerecordst at us>
<| nst ancel d>i - uf 614f hehhznkxxxxxxx</ | nst ancel d>
<| nvokel d>t - 001937b74e2a4242891f c789xxxxxxxx</ | nvokel d>
<Qut put >MTIUs NDU6 MDEK</ Qut put >
<Command| d>c- 6b0f b9d72adc421labab462abxxxxxxxx</ Command| d>
<EXi t Code>0</ Exi t Code>

</l nvocati onResul t >



<| nvocati onResul t >
<Fi ni shedTi nre>2018- 01- 05 15: 40: 02</ Fi ni shedTi ne>
<| nvokeRecor dSt at us>f i ni shed</ | nvokeRecor dSt at us>
<| nst ancel d>i - uf 614f hehhznxxxxxxxx</ | nst ancel d>
<l nvokel d>t - a8935b93739442e59ed621abxxxxxxxx</ | nvokel d>
<Cut put > </ Qut put >
<Commandl d>c- e67505b2be3e477dae94c0f Oxxxxxxxx</ Conmand| d>
<EXi t Code>0</ Exi t Code>

</l nvocati onResul t >

<l nvocati onResul t >
<Fi ni shedTi ne>2018- 01- 05 15: 30: 02</ Fi ni shedTi me>
<| nvokeRecor dSt at us>f i ni shed</ | nvokeRecor dSt at us>
<| nst ancel d>i - uf 614f hehhznkxxxxxxx</ | nst ancel d>
<| nvokel d>t - 001937b74e2a4242891f c78xxxxxxxx</ | nvokel d>
<Qut put >MTrue Mz A6 MDEK</ Qut put >
<Command| d>c- 6b0f b9d72adc421abab462abxxxxxxxx</ Comrand| d>
<EXi t Code>0</ Exi t Code>

</l nvocati onResul t >

<| nvocati onResul t >
<Fi ni shedTi ne>2018- 01- 05 15: 20: 02</ Fi ni shedTi ne>
<l nvokeRecor dSt at us>f i ni shed</ | nvokeRecor dSt at us>
<| nst ancel d>i - uf 614f hehhznkxxxxxxx</ | nst ancel d>
<] nvokel d>t - a8935b93739442e59ed621ab6xxxxxxxx</ | nvokel d>
<Qut put > </ Qut put >
<Conmmand| d>c- e67505b2be3e477dae94c0f Oxxxxxxxx</ Conmmand| d>
<Exi tcode> 0 </exitcode>

</l nvocati onResul t >

<| nvocati onResul t >
<Fi ni shedTi ne>2018-01-05 15: 15: 02</ Fi ni shedTi ne>
<| nvokeRecor dSt at us>f i ni shed</ | nvokeRecor dSt at us>
<| nst ancel d>i - uf 614f hehhznkxxxxxxxx</ 1 nst ancel d>
<l nvokel d>t - 001937b74e2a4242891f c789xxxxxxxx</ | nvokel d>
<Qut put >MTuUs MTU6 MDEK</ Qut put >
<Commandl| d>c- 6b0f b9d72adc42labab462abxxxxxxxx</ Conmand| d>
<EXi t Code>0</ Exi t Code>

</l nvocati onResul t >

</l nvocati onResul t s>

<Request | d>567FA138- 6026- 47C6- A299- 5D50xxxxxxxXx</ Request | d>
</ Descri bel nvocati onResul t sResponse>

JSON format

"I nvocation": {
"Tot al Count": 5,
"PageNunber": 1,
"I nvocati onResul ts": {
"I nvocationResult": [

{
"Fi ni shedTi ne": "2018-01-05 15: 45: 02",
"l nvokeRecordStatus": "finished",
"I nstancel d": "i-uf614f hehhzmkxxxxxxxx",
"l nvokel d": "t-001937b74e2a4242891f c789XXXXXXXX",
"Qut put": " MrU6NDUGMDEK",
"Commandl d": "c-6b0f b9d72adc42labab462abxxXxxXxxxxxx",
"Exit Code": O
I
{

"Fi ni shedTi ne": "2018-01-05 15: 40: 02",
"]l nvokeRecordSt atus": "fini shed",
"I nstancel d": "i-uf614f hehhzmxxxxxxxx",



"I nvokel d": "t-a8935b93739442e59ed621abXXXXXXXX",

"Qutput": "",
"Commandl d": "c-e67505b2be3e477dae94cOf OXXXXXXXX",
"ExitCode": O

%,
"Fi ni shedTi ne": "2018-01-05 15: 30: 02",
"]l nvokeRecordSt atus": "fini shed",
"l nstancel d": "i-uf 614f hehhzmkxxxxxxxx",
"I nvokel d": "t-001937b74e€2a4242891f c78XXXXXXXX",
"Qut put": "MrueMz A6 VDEK",
"Commandl d": "c-6b0f b9d72adc42labab462abxxxxxxxx",
"Exit Code": O

%,
"Fi ni shedTi ne": "2018-01-05 15: 20: 02",
"l nvokeRecordSt atus": "fini shed",
"I nstancel d": "i-uf614f hehhznd3zj 4k74",
"I nvokel d": "t-aB8935b93739442e59ed621abXXXXXXXX",
"Qutput": "",
"Commandl d": "c-e67505b2be3e477dae94cOf OXXXXXXXX",
"ExitCode": O

%!
"Fi ni shedTi ne": "2018-01-05 15:; 15: 02",
"l nvokeRecordStatus": "fini shed",
"I nstancel d": "i-uf614f hehhznd3zj 4k74",
"I nvokel d": "t-001937b74e2a4242891f C789XXXXXXXX",
"Qut put": "MrusMrusvDEK",
"Commandl d": "c-6b0f b9d72adc42labab462abxxxxxxxx",
"Exit Code": O

}

]
T
"PageSi ze": 5

1,
"Request|d": "567FA138-6026-47C6- A299- 5D50XXXXXXXX"

}

Error response example

XML format

<Error>
<Request | d>540CFF28- 407A- 40B5- B6A5- 74BxXxXXXXXxX</ Request | d>
<Host | d>ecs. al i yuncs. conk/ Host | d>
<Code>M ssi ngPar anet er . Regi onl d</ Code>
<Message>The i nput paraneter “Regionld” that is mandatory for
processing this request is not supplied. </ Message>
</ Error>

JSON format

{
"Request |1 d": "540CFF28-407A- 40B5- B6A5- 74BXXXXXXXXX" ,
"Hostld": "ecs.aliyuncs. cont
"Code": "M ssingParanet er. Regi onl d"
"Message": "The input paranmeter “Regionld” that is mandatory for

processing this request is not supplied. "



}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

ameter.Regionld

is mandatory for processing this

request is not supplied.

Error code Error message HTTP status | Meaning
code
MissingPar The input parameter “Regionld” that [ 400 You must specify the

required parameter
Regi onl d, or you
cannot use the
resources in the

Dispatch

dispatch the request.

Regi onl d.
InvalidRegionld. | The Regionld provided does not exist | 404 The specified
NotFound in our items. Regi onl d does not
exist.
InternalError. An internal error occurred when 500 Internal error. Please

try again later.

16.10 ModifyCommand

Modifies the parameters and content of a cloud assistant command.

Description

* You can modify a command during its invocation. After the modification, the new command

content applies to subsequent invocations.

* You cannot modify the command type. For example, you cannot change a Shell command (

RunShel | Scri pt ) to a Bat command (RunBat Scri pt).

Request parameters

Name Type Required Description

Action String Yes The name of this
interface. Value:
ModifyCommand.

Regionld String Yes The region ID. For

more information, call
Descri beRegi ons to
obtain the latest region
list.



https://error-center.alibabacloud.com/status/product/Ecs

Name

Type

Required

Description

Commandld

String

Yes

Command ID. You
can check all the
available CommandlI d
by calling the
Descri beConmmands
API.

Name

String

No

Command name.
Supporting all the
character encoding
sets.

Description

String

No

Command descriptio
n. Supporting all the
character encoding

sets.

WorkingDir

String

No

The path where
the command is
performed. Default
value:

* For Linux
instances,
commands are
performed in the /
r oot directory.

*  For Windows
instances,
commands are
performed in the
directory where
the cloud assistant
client process is
located, such as C
:\ Progr anDat a\
al i yun\ assi st\
$(version).

TimeOut

Integer

No

The invocation
timeout value of a
command on ECS
instances. The unit

is seconds. When
your command fails to




Name Type Required Description

run for some reason,
the invocation may
time out, after which
the cloud assistant
client forces the
command process
to stop by canceling
the command PID.
The parameter value
must be greater than
or equal to 60. If the
value is smaller than
60, the timeout value
is 60 seconds by
default.

Default value: 3600.

Response parameters

All parameters are common response parameters. For more information, see Common

parameters.

Examples

Request parameters

https://ecs. aliyuncs. conl ?Act i on=Modi f yCommand
&Regi onl d=cn- hangzhou

&Commrandl d=c- €996287206324975b5f beldxxXXxXxXXXx
&Nanel d=Test

&Ti meCut =120

<Common Request Paraneters>

Success response example
XML format

<Modi f yCommandResponse>
<Request | d>540CFF28- 407A- 40B5- B6A5- 73Bxxxxxxxxx</ Request | d>
</ Modi f yCommandResponse>

JSON format

{
}

"Request | d": "540CFF28- 407A- 40B5- B6A5- 73BXXXXXXXXX" ,

Error response example



XML format

<Error>
<Request | d>540CFF28- 407A- 40B5- B6A5- 74BxXxXXXXxX</ Request | d>
<Host | d>ecs. al i yuncs. conk/ Host | d>
<Code>l nval i dl nst ance. Nod i ent </ Code>
<Message>The specified i nstances have no cl oud assistant client
i nstall ed. </ Message>
</ Error>

JSON format

{
"Request | d": "540CFF28-407A- 40B5- B6A5- 74BXXXXXXXXX",
"Hostld": "ecs.aliyuncs. cont
"Code": "lnvalidlnstance. Nodient"
"Message": "The specified instances have no cl oud assi st ant
client installed."
}

Error codes

Error codes specific to this interface are as follows. For more information, see common

parameters.
Error code Error message HTTP status code Meaning
MissingParameter. The input parameter 400 You must specify the
Commandid “‘Commandld” that required parameter of
is mandatory for Commandl d.
processing this
request is not supplied
MissingParameter. The input parameter 400 You must specify the
Regionld “Regionld” that required parameter
is mandatory for of Regi onl d, or
processing this you cannot use the
request is not supplied resources in the
specified region (
Regi onl d).
InvalidCmdld. The specified 404 The specified
NotFound CommandId does not Commandl d does not
exist. exist.
InvalidRegionld. The Regionld provided | 404 The specified
NotFound does not exist in our Regi onl d does not
items. exist.
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Error code

Error message

HTTP status code

Meaning

InternalError.Dispatch

An internal error
occurred when dispath
the request.

500

Internal error. Please
try again later.




17 Regions

17.1 DescribeZones

Describes the zones that are available to you in a specified region. For more information, see

Regions and zones.

Request parameters

Name Type Required Description

Action String | Yes The name of this interface. Value: Description zones

Regionld String [ Yes The region ID. For more information, call
Descri beRegi ons to obtain the latest region list.

InstanceCh String  [No Billing methods of the instance. For more

argeType information, see Pricing overview. Optional values:
* PrePaid (Default): Subscription.

* PostPaid: Pay-As-You-Go.

SpotStrategy String No Sets your expected spot price for preemptible
instances. This parameter takes effect when you set
| nst anceChar geType to Post Pai d. For more
information, see Preemptible instance. Optional
values:

* NoSpot (Default): Bids as a normal Pay-As-You-
Go instance.
+ SpotWithPriceLimit: Sets a bidding price
threshold for the spot instance.
» SpotAsPriceGo: Sets a highest Pay-As-You-Go
price by the bidding system automatically.
Response parameters
Name Type Description
Zones ZoneType A collection that contains ZoneType information.
Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Descri beZones
&Regi onl d=cn- hangzhou
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&<Common Request Paranet er s>

Response example

XML format

<Descri beZonesResponse>
<Zones>
<Zone>
<Avai | abl eResour ceCreati on>
<Resour ceTypes>I nst ance</ Resour ceTypes>
<Resour ceTypes>Di sk</ Resour ceTypes>
</ Avai | abl eResour ceCreati on>
<Local Nane></ Local Nane>
<Zonel d>cn- hangzhou- d</ Zonel d>
<Avai | abl eDi skCat egori es>
<Di skCat egori es>cl oud</ Di skCat egori es>
</ Avai | abl eDi skCat egori es>
</ Zone>
<Zone>
<Avai | abl eResour ceCreati on>
<Resour ceTypes>I nst ance</ Resour ceTypes>
<Resour ceTypes>Di sk</ Resour ceTypes>
</ Avai | abl eResour ceCreati on>
<Local Nane></ Local Nane>
<Zonel d>cn- hangzhou- b</ Zonel d>
<Avai | abl eDi skCat egori es>
<Di skCat egori es>cl oud</ Di skCat egori es>
</ Avai | abl eDi skCat egori es>
</ Zone>
</ Zones>
<Request | d>6DB97BCC- 92BA- 424D- A7C8- 3F6486612BAE</ Request | d>
</ Descri beZonesResponse>

JSON format

{
"Request | d": " A347EFOE- BBCC- 4EFA- BD79- 27AA3ACFD1BF"
"Zones": {
"Zone": |

"Avai | abl eDi skCat egori es": {
"Di skCat egories": [
"cl oud"

]

vai | abl eResour ceCreation": {
"ResourceTypes": |

"l nst ance",

n D’ Sk“
]

’ocalhhne": "
"Zonel d": "cn-hangzhou-d"

}

}

}s
{

"Avai | abl eDi skCat egories": {
"Di skCat egories”: [
"cl oud"

]



}

"ResourceTypes": |
"l nst ance",
n D‘ Sk"

]

, ocal Nane": ,
"Zonel d": "cn-hangzhou-b"

}

vai | abl eResourceCreation": {

}
]
}
}

Error codes

All are common error codes. For more information, see API Error Center.

17.2 DescribeResourcesModification

Retrieves a list of the resources available in a certain zone. You can use this method before you

upgrade or downgrade the instance specifications or the system disk capacity.

Request parameters

Name Type Required Description
Action String [ Yes The name of this interface. Value: DescribeRe
sourcesModification.
Regionld String [ Yes ID of the target region. For more information, call
Descri beRegi ons to obtain the latest region list.
Resourceld String | Yes Resource ID. For example, if the retrieved resources
are instances, this parameter can be interpreted as
Instanceld.
Destinatio String [ Yes Target resource type. Optional values:
nResource * InstanceType: Instance type.
+ SystemDisk: System disk of an instance.
MigrateAcr Boolean [ No Specifies whether to upgrade the instance among
ossZone different clusters or not.
Default: False.
When the M gr at eAcr ossZone is set to Tr ue and
you change the instance configuration according to
the returned information, you must make sure that:
* For a classic network type instance:
— |If you upgrade the Phased-out instance types
, hon-l/O optimized instances to 1/0 optimized
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Name

Type Required

Description

instances, the instance-related intranet IP
addresses, disk device names and license
key of the instance may change. For a Linux
instance, the system recognizes basic cloud
disk (cl oud) as xvda or xvdb, ultra cloud
disk (cl oud_ef fi ci ency) and SSD disk (
cl oud_ssd) as vda or vdb.

= |f your classic network instances are available
in the instance type families, the private IP of
the instances may change.

* For a VPC-Connected instance:

If you upgrade the Phased-out instance types

, hon-1/O optimized instances to I/O optimized
instances, the disk device names and license key
of the ECS may change. For a Linux instance,
the system recognizes basic cloud disk (cl oud)
as xvda or xvdb, ultra cloud disk (cl oud_ef fi

ci ency) and SSD disk (cl oud_ssd) as vda or

vdb.
OperationType String No Whether to upgrade or downgrade your resources.
Optional values:
+ Upgrade: Upgrade resources.
+ Downgrade: Downgrade resources.
Default: Upgrade.
InstanceType String No Type of an instance. For more information,
see Instance Type Family, or call
Descri bel nst anceTypes to obtain the latest
type list. If you set Dest i nati onResour ce to
Syst enDi sk, you must specify | nst anceType.
Response parameters
Name Type Description
AvailableZones Array of A collection of zone types.
Avai | abl ez
ones



https://www.alibabacloud.com/help/faq-detail/55263.htm
https://www.alibabacloud.com/help/faq-detail/55263.htm

AvailableZoneType

esour cesType

Name Type Description
Regionld String Region ID.
Zoneld String Zone ID.
Status String Resource status. Optional values:
» Available: Resources are available.
» SoldOut: Resources are unavailable.
AvailableR Array of A collection of available resource types.
esources Avai | abl eR

AvailableResourcesType

Name

Type

Description

Type

String

Resource type. Optional values:

e Zone: Zone.

* loOptimized: Whether the instance is I/O optimized or
not.

* InstanceType: Instance type.
» SystemDisk: System disk.
+ DataDisk: Data disk.

» Network: Network type of an instance.

SupportedR
esources

Array of
Support edR
esour cesType

A collection of supported available resource types.

SupportedResourcesType

Name Type Description
Value String Name of the Resource.
Status String Resource status. Optional values:
» Available: Resources are available.
» SoldOut: Resources are unavailable.
Min Integer Minimum limit of the resource. No value is returned if the

parameter is null.




Name Type Description

parameter is null.

Max Integer Maximum limit of the resource. No value is returned if the

is null.

Unit Integer Resource type unit. No value is returned if the parameter

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri beResour cesMdi fication
&Regi onl d=cn- hangzhou
&<Comon Request Paraneters>

htt ps://ecs. exanpl e. com ?Acti on=Descri beResourcesModi fi cation
&Regi onl d=cn- hangzhou
&<Common Request Par anet er s>

Response example
XML format

<Descri beResour cesModi fi cati onResponse>
<Avai | abl eZones>
<Avai | abl eZone>
<Zonel d>cn- hangzhou- d</ Zonel d>
<Regi onl d>cn- hangzhou</ Regi onl d>
<St at us>Avai | abl e</ St at us>
<Avai | abl eResour ces>
<Avai | abl eResour ce>
<Type>i nst anceType</ Type>
<Support edResour ces>
<Support edResour ce>
<Val ue>ecs. dlne. x| ar ge</ Val ue>
<St at us>Avai | abl e</ St at us>
</ Suppor t edResour ce>
<Support edResour ce>
<Val ue>ecs. dlne. 2xl arge</ Val ue>
<St at us>Avai | abl e</ St at us>
</ Suppor t edResour ce>
</ Suppor t edResour ces>
</ Avai | abl eResour ce>
</ Avai | abl eResour ces>
</ Avai | abl eZzone>
<Avai | abl eZone>
<Zonel d>cn- hangzhou- e</ Zonel d>
<Regi onl d>cn- hangzhou</ Regi onl d>
<St at us>Avai | abl e</ St at us>
<Avai | abl eResour ces>
<Avai | abl eResour ce>
<Type>i nst anceType</ Type>
<Support edResour ces>
<Support edResour ce>
<Val ue>ecs. dlne. x| ar ge</ Val ue>
<St at us>Avai | abl e</ St at us>



</ Suppor t edResour ce>
<Support edResour ce>
<Val ue>ecs. dlne. 2xl arge</ Val ue>
<St at us>Avai | abl e</ St at us>
</ Support edResour ce>
</ Suppor t edResour ces>
</ Avai | abl eResour ce>
</ Avai | abl eResour ces>
</ Avai | abl eZone>
</ Avai | abl eZones>
<Request | d>6DB97BCC- 92BA- 424D- A7C8- 3F6486612BAE</ Request | d>
</ Descri beResour cesMdi fi cati onResponse>

JSON format

{
"Request | d": "D0233A65- 7F00- 4B50- 8023- 101427229D4F"
"Avai | abl eZones": {
"Avai | abl eZone": [
"Status": "avail able",
"Regi onl d": "cn-hangzhou",
"Avai | abl eResources": {
"Avai | abl eResource": |
{
"Type": "instanceType",
"Support edResources": {
" SupportedResource": |
{
"Status": "avail abl e",
"Val ue": "ecs.snlne. x| arge"
}1
{ .
"Status": "avail abl e",
"Val ue": "ecs.sn2ne. x| ar ge"
}
]
}
}
]
e
"Zonel d": "cn-hangzhou-e",
}
]
}
}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status | Description
code
Invalid.Param The input parameter Destinatio 400 You must specify
nResource that is mandatory for the parameter
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Error code Error message HTTP status | Description
code
processing this request is not Destinatio
supplied. nResource.
Unavailable. The available regions does not exists. | 404 The specified
Regions Regi onl d is
unavailable.
InvalidRegionld. | The specified Regionld does not exist | 404 The specified
NotFound . Regi onl d does not
exist.

17.3 DescribeAvailableResource

Describes a list of the resources available in a certain zone. For example, you can retrieve the

resource list in a zone before creating an ECS instance (Runl nst ances) in the zone.
Description
When you call this interface, consider the following:

» If you do not specify the Zondl d parameter, the system returns resources that match the
other criteria in all zones in the (Regi onl d) region.

* You can specify the Dest i nat i onResour ce parameter to retrieve different types of resource
lists, and specify other parameters to refine your search. Options for the DestinationResource
Desti nat i onResour ce parameter have dependencies. When you select an option, the

options to the left of the option in the chain are also required.

= Sequence: (Zone) > | oOpti m zed > | nst anceType > Syst enDi sk > Dat adi sk

— Samples of parameter values in the sequence:

m Ifyou set Desti nati onResource to Syst enDi sk, you must specify the | oOpti ni ze
d and | nst anceType.

m Ifyou set Desti nati onResource to | nst anceType, you must specify the
| oOpti m zed.

m If you set Desti nati onResour ce to Dat abi sk, you must specify the | oOpt i i zed,

| nst anceType, and Syst enDi skCat egory.



Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this interface. Value: DescribeAv
ailableResource.

Regionld

String

Yes

ID of the target region. You can call
Descri beRegi ons to obtain the latest region list.

Destinatio
nResource

String

Yes

Resource type to query. Optional values:

+ Zone: Zone.

* loOptimized: Whether the instance is I/O
optimized or not.

+ InstanceType: Instance type.

+ SystemDisk: System disk of an instance.

» DataDisk: Data disk of an instance.

+ Network: Network type of an instance.

Zoneld

String

No

Zone ID. If you do not specify Zonel d, the system
returns resources that match the other criteria in all
zones throughout the current region.

InstanceCh
argeType

String

No

Billing method of resources. For more information,
see pricing overview. Optional values:

* PrePaid: Subscription.
» PostPaid: Pay-As-You-Go.

Default value: PostPaid.

SpotStrategy

String

No

Sets your expected spot price for preemptible
instances. Optional values:

* NoSpot: Bids as a normal Pay-As-You-Go
instance.

» SpotWithPriceLimit: Sets a bidding price
threshold for the preemptible instance.

+ SpotAsPriceGo: Sets a highest Pay-As-You-Go
price by the bidding system automatically.

Default: NoSpot. The | nst anceChar geType must
be set to Post Pai d to make Spot St r at egy valid.

loOptimized

String

No

Whether it is an I/O-optimized instance or not.
Optional values:

» none: Non-1/O optimized instance.

+ optimized: I/0O optimized instance.




Name

Type Required

Description

If you set Dest i nati onResour ce to
I nst anceType, Syst enDi sk or Dat abi sk, you
must specify | oOpt i m zed as well.

InstanceType

String [ No

Instance type. For more information, see instance
Type Family, or call Descri bel nst anceTypes to
obtain the latest type list. If you set Desti nati o
nResour ce to Syst enDi sk or Dat abi sk, you
must specify the | nst anceType.

Systemdisk
category

String | No

System disk category. Optional values:

» Cloud: Basic cloud disk.
» cloud_efficiency: Ultra cloud disk.
* cloud_ssd: Cloud SSD.

» ephemeral_ssd: Ephemeral SSD

Datadiskcategory

String [ No

Data disk category. Optional values:

* Cloud: Basic cloud disk.
» cloud_efficiency: Ultra cloud disk.
* cloud_ssd: Cloud SSD.
» ephemeral_ssd: Ephemeral SSD

NetworkCategory

String  [No

Network type of an ECS instance. Optional values:

* Vpc: Virtual Private Cloud.
» Classic: Classic network.

Response parameters

Name

Type

Description

AvailableZones

Array of
AvailableZoneTypd

A collection of zone types

AvailableZoneType

Name Type Description
Regionld String Region ID.
Zoneld String Zone ID.
Status String Resource status. Possible values:
+ Available: Resources are available.




Name Type Description
» SoldOut: Resources are unavailable.
AvailableR Array of A collection of available resource types.
esources AvailableResourcels Type
AvailableResourcesType
Name Type Description
Type String The type of the ECS resource. Possible values:
+ Zone: Zone.
* loOptimized: Whether the instance is I/O optimized or
not.
* InstanceType: Instance type.
+ SystemDisk: System disk.
» DataDisk: Data disk of an instance.
» Network: Network type of an instance.
SupportedR Array of A collection of supported available resource types.
esources SupportedResourcesType

SupportedResourcesType

Name Type Description

Value String Name of the Resource.

Status String Resource status. Possible values:
+ Available: Resources are available.
» SoldOut: Resources are unavailable.

Min Integer Minimum limit of a resource type. No value is returned if
the parameter is null.

Max Integer Maximum limit of a resource type. No value is returned if
the parameter is null.

Unit Integer Resource type unit. No value is returned if the parameter
is null.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri beAvai | abl eResour ce
&Regi onl d=cn- hangzhou




&<Common Request Paranet er s>

Response example

XML format

<Descri beAvai | abl eResour ceResponse>
<Avai | abl eZones>
<Avai | abl eZone>
<Zonel d>cn- hangzhou- d</ Zonel d>
<Regi onl d>cn- hangzhou</ Regi onl d>
<St at us>Avai | abl e</ St at us>
<Avai | abl eResour ces>
<Avai | abl eResour ce>
<Type>i nst anceType</ Type>
<Support edResour ces>
<Support edResour ce>
<Val ue>ecs. dlne. x| ar ge</ Val ue>
<St at us>Avai | abl e</ St at us>
</ Suppor t edResour ce>
<Support edResour ce>
<Val ue>ecs. dlne. 2xl| arge</ Val ue>
<St at us>Avai | abl e</ St at us>
</ Suppor t edResour ce>
</ Suppor t edResour ces>
</ Avai | abl eResour ce>
</ Avai | abl eResour ces>
</ Avai | abl eZzone>
<Avai | abl eZone>
<Zonel d>cn- hangzhou- e</ Zonel d>
<Regi onl d>cn- hangzhou</ Regi onl d>
<St at us>Avai | abl e</ St at us>
<Avai | abl eResour ces>
<Avai | abl eResour ce>
<Type>i nst anceType</ Type>
<Support edResour ces>
<Support edResour ce>
<Val ue>ecs. dlne. x| ar ge</ Val ue>
<St at us>Avai | abl e</ St at us>
</ Suppor t edResour ce>
<Support edResour ce>
<Val ue>ecs. dlne. 2xl arge</Val ue>
<St at us>Avai | abl e</ St at us>
</ Suppor t edResour ce>
</ Suppor t edResour ces>
</ Avai | abl eResour ce>
</ Avai | abl eResour ces>
</ Avai | abl eZone>
</ Avai | abl eZones>
<Request | d>6DB97BCC- 92BA- 424D- A7C8- 3F6486612BAE</ Request | d>
</ Descri beAvai | abl eResour ceResponse>

JSON format

"Request | d": "D0233A65- 7F00- 4B50- 8023- 101427229DAF"
"Avai | abl eZones": {
"Avai | abl eZone": |

"Status": "avail abl e",



"Regi onl d": "cn-hangzhou",
"Avai | abl eResources": {
"Avai | abl eResource": |

{
"Type": "instanceType",
" Support edResources": {
"Support edResource": |
"Status": "avail abl e",
"Val ue": "ecs.snlne. x| ar ge"
e
{ _
"Status": "avail abl e",
"Val ue": "ecs.sn2ne. x| ar ge"
}
]
}
}
]
}!
"Zonel d": "cn-hangzhou-e",

}

Error codes

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error messages HTTP status | Meaning
code
Invalid.Param The input parameter Destinatio 400 You must specify
nResource that is mandatory for the Desti nati o
processing this request is not nResour ce.
supplied.
Invalid. The specified InstanceChargeType is | 400 The specified
InstanceCh not valid. I nst anceCh
argeType ar geType does not
exist.
Invalid.loOptimize | The specified loOptimized is not valid | 404 The specified
d . parameter
| oOptimi zed is
invalid.
Invalid. The specified NetworkCategory is not | 404 The specified
NetworkCategory | valid. NetworkCategory is
invalid.
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Error code Error messages HTTP status | Meaning
code
InvalidRegionld. | The specified Regionld does not exist | 404 The specified
NotFound Regi onl d does not
exist.
Unavailable. The available regions does not exists. | 404 You are not allowed to
Regions access the specified

Regi onl d.




18 Tags

18.1 AddTags

Adds or overwrites one or more tags to your ECS resource. You can add tags to ECS resources

such as instances, disks, snapshots, images, and security groups for easier and customizable

operation and management.

Description

When you call this interface, consider the following:

+ Up to 20 tags can be added to each ECS resource.

+ The key (Tag. n. Key) and value (Tag. n. Val ue) of the tag must be key-value matched.

+ Ifthe key (Tag. n. Key) is already added for the specified resource, the former value (Tag. n.

Val ue) is overwritten with the new one.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this interface. Value: AddTags.

Regionld

String

Yes

The ID of the region to which the ECS
resource belongs. For more information, call
Descri beRegi ons to obtain the latest region list.

ResourceType

String

Yes

The type of the ECS resource. Optional values:
+ disk

* instance

* image

* securitygroup

+ snapshot

All values must be lowercase.

Resourceld

String

Yes

The resource ID. For example, if you set the
Resour ceType to i nst ance, the Resourceld can
be interpreted as Instanceld.

Tag.n.Key

String

Yes

The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin
with "aliyun", "acs:", "http://", or "https://".




Name

Type Required

Description

Tag.n.Value

String [ Yes

The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It

cannot begin with "aliyun", "acs:", "http://", or "https

N/

Response parameters

All are common parameters. See Common parameters.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=AddTags
&Resour cel d=s- 946nt x4wr
&Resour ceType=snapshot
&Regi onl d=cn- shenzhen

&Tag. 1.
&Tag.

Key=t est
1. Val ue=api

&<Comon Request Paraneters>

Response example

XML format

<AddTagsResponse>
<Request | d>CA6FF5A8- C5F0- 4024- 8262- B16B639225A0</ Request | d>

</ AddTagsResponse>

JSON format

{

"Request | d":

Error codes

" CA6FF5A8- C5F0- 4024- 8262- B16B639225A0"

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error codes

Error message

HTTP status

code

Description

InvalidTag.
Mismatch

The specified Tag.n.Key and Tag.n. [400

Value are not match.

The key (Tag. n.
Key) and value (Tag
. n. Val ue) of the
tag must match key
values.
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Error codes Error message HTTP status | Description
code
InvalidTagCount | The specified tags are beyond the 400 You can specify a
permitted range. maximum of five tags.
InvalidTagKey. The specified Tag.n.Key is not valid. |400 The specified Tag. n.
Malformed Key is invalid.
InvalidTagValue. | The specified Tag.n.Value is not valid | 400 The specified Tag. n.
Malformed Val ue is invalid.
OperationDenied. | The quota of tags on resource is 400 Up to 20 tags can be
QuotaExceed beyond permitted range. added to each ECS
resource.
InvalidResourceld | The specified Resourceld does not 403 You cannot add tags
.NotSupported support tagging. to the specified ECS
resource.
InvalidRegionld. | The Regionld provided does not exist | 404 The specified
NotFound in our records. Regi onl d does not
exist.
InvalidResourceld | The specified Resourceld is not 404 The specified
.NotFound found in our records. Resour cel d does not
exist.
InvalidRes The ResourceType provided does not [ 404 The specified
ourceType. exist in our records. Resour ceType does
NotFound not exist.

18.2 RemoveTags

Removes one or more tags from the specified ECS resource, such as instances, disks, snapshots,

images, and security groups.

Request parameters

Name Type Required Description
Action String [ Yes The name of this interface. Value: RemoveTags.
Regionld String [ Yes The ID of the region to which the ECS
resource belongs. For more information, call
Descri beRegi ons to obtain the latest region list.
ResourceType String [ Yes Indicates the type of resource when you bind a tag
to it. Optional values:




Name Type Required Description

« disk
e instance
* image

* securitygroup
* snapshot

All values are in lowercase.

Resourceld String [ Yes Resource ID. For example, if you set the
Resour ceType to i nst ance, the resource ID can
be interpreted as the instance ID.

Tag.n.Key String | Yes The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin
with "aliyun", "acs:", "http://", or "https://".

Tag.n.Value String [ Yes The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It

cannot begin with "aliyun", "acs:", "http://", or "https
A

Response parameters
For more information about all the common response parameters, see Common parameters.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=RenpbveTags
&Resour cel d=s- 946nt x4wr

&Resour ceType=snapshot

&Regi onl d=cn- shenzhen

&Tag. 1. Key=t est

&Tag. 1. Val ue=api

&<Common Request Par anet er s>

Response example
XML format

<RenmpbveTagsResponse>
<Request | d>6A2C8AB5- E15D- 478C- B56A- CF3DAF060028</ Request | d>



</ RenoveTagsResponse>

JSON format

"Request | d":
}

Error codes

" 6A2CB8AB5- E15D- 478C- B56A- CF3DAF060028"

Error codes specific to this interface are as follows. For more information, see API Error Center.

Error code Error message HTTP status | Meaning
code
InvalidTagCount | The specified tags are beyond the 400 You can remove
permitted range. up to five tags from

specified ECS
resource in this query
request.

InvalidResourceld | The specified Resourceld does not 403 You cannot remove

.NotSupported support tagging. tags from the specified
ECS resource.

InvalidResourceld | The specified Resourceld is not 404 The specified

.NotFound found in our records. Resour cel d does not
exist.

InvalidRegionld. | The Regionld provided does not exist | 404 The specified

NotFound in our records. Regi onl d does not
exist.

InvalidRes The ResourceType provided does not [ 404 The specified

ourceType. exist in our records. Resour ceType does

NotFound not exist.

18.3 DescribeTags

Describes one or more of your available tags. You can set criteria to match tags, such as by

specifying the ECS resource types, resource IDs, tag keys, or tag values. We use the AND (&&)

operator for your conditions and return a specific list of results from your operation.

Description

In particular, if a tag key (Tag. n. Key) is specified, but no tag value (Tag. n. Val ue) is specified,

all tags related to the tag-key are queried. If the tag key-value is specified, tag that exactly

matches the queried key-value.



https://error-center.alibabacloud.com/status/product/Ecs

Request parameters

Name Type Required Description
Action String [ Yes The name of this interface. Value: DescribeTags.
Regionld String [ Yes Regional ID. For more information, call

Descri beRegi ons to obtain the latest region list.

ResourceType String | Yes The type of the ECS resource. Optional values:
+ disk

+ instance

* image

* securitygroup

* snapshot

Values are case-sensitive.

Resourceld String [No The resource ID. For example, if you set the
Resour ceType to i nst ance, the Resourceld the
Resourceld can be interpreted as Instanceld.

Tag.n.Key String [ Yes The key of a tag of which n is from 1 to 20. Once
you use this parameter, it cannot be a null string. It
can be up to 64 characters in length. It cannot begin
with "aliyun", "acs:", "http://", or "https://".

Tag.n.Value String [ Yes The value of a tag of which n is a number from 1 to
20. Once you use this parameter, it can be a null
string. It can be up to 128 characters in length. It
cannot begin with "aliyun", "acs:", "http://", or "https
A"

PageNumber Integer | No Displays the tags on several pages.
Initial value: 1.
Default value: 1.

PageSize Integer |No The maximum entries on a page.
Maximum: 100.
Default: 50.

Response parameters

Name Type Description
Tags TagSetltem Returns a specific list of tags.
TotalCount Integer The total number of tags.

PageSize Integer The maximum entries on a page.




Name Type Description

PageNumber Integer Displays the tags on several pages.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Descri beTags
&Resour ceType=snapshot

&Resour cel d=s- 946nt x4wr

&Regi onl d=cn- hangzhou

&Tag. 1. Key=test

&Tag. 1. Val ue=api

&<Common Request Par anet er s>

Response example
XML format

<Descri beTagsResponse>
<Request | d>B04B8CF3- 4489- 432D- 83BA- 6F128E4F2295</ Request | d>
<PageNunber >1</ PageNunber >
<PageSi ze>50</ PageSi ze>
<Tags>
<Tag>
<TagKey>t est </ TagKey>
<TagVal ue>api </ TagVal ue>
</ Tag>
</ Tags>
<Tot al Count >1</ Tot al Count >
</ Descri beTagsResponse>

JSON format

{
"PageNunber": 1,
"PageSi ze": 50,
"Request | d": "B04B8CF3-4489-432D- 83BA- 6F128E4F2295",
"Tags": {
"Tag": |
{
"TagKey": "test",
"TagVal ue": "api"
}
]
} L]
"Total Count": 1
}

Error codes

Error codes specific to this interface are as follows. For more information, see APl Error Center.
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Error code Error message HTTP status | Meaning

code
invalidTagKey. The parameter Tag.n.Key is illegal. 400 The specified Tag. n.
Malformed Key is invalid.
InvalidTagValue. |The parameter Tag.n.Value is illegal. [400 The specified Tag. n.
Malformed Val ue is invalid.
InvalidRegionld. | The Regionld provided does not exist | 404 The specified
NotFound in our records. Regi onl d does not

exist.

InvalidRes The ResourceType provided does not [ 404 The specified
ourceType. exist in our records. Resour ceType does
NotFound not exist.




19 Others

19.1 DescribeTasks

Queries the progress of a specified asynchronous task.

Request parameters

Name

Type

Required

Description

Action

String

Yes

The name of this
interface. Value:
DescribeTasks.

Regionld

String

Yes

Region ID. For more
information, call
Descri beRegi ons to
obtain the latest region
list.

TaskAction

String

Yes

The specified action to
be queried. Optional
values:

* Importimage:
Query the task of
(I mrpor t | mage).

+ Exportimage:
Query the task of
(Export | mage).

Tasklds

String

No

Task ID. Up to

100 task IDs are
supported, and they
are separated by
comma (, ).

TaskStatus

String

No

Task status. Optional
values:

* Finished

* Processing

+  Waiting

* Deleted

* Paused

Default value: null.




Name

Type

Required

Description

Currently, you can
query the task in

the Fi ni shed and

Pr ocessi ng status,
and other value is
ignored in the request.

StartTime

String

No

Query by creation
time, start time of the
creation time period.
The time is displayed
in the format specified
in the ISO8601
standard, and the UTC
time is used. Format

: YYYY-MM-DDThh:
mmZ.

EndTime

String

No

Query by creation
time, start time of the
creation time period.
The time is displayed
in the format specified
in the 1ISO8601
standard, and the UTC
time is used. Itis in
the format of YYYY-
MM-DDThh:mmZ.

PageNumber

Integer

No

Page number of the
query result. Initial
value: 1, default value
1.

PageSize

Integer

No

Number of lines on
each page, set for
pagination query.
Maximum value: 100,
default value: 10.

Response parameters

Name

Type

Description

TaskSet

TaskType

TaskSet




Name Type Description

Regionld String Regional ID.

TotalCount Integer Number of items in the list.
PageNumber Integer Current page number.
PageSize Integer Number of items included in

the current page.

Examples

Request example

https://ecs. aliyuncs. conf ?Acti on=Descri beTasks
&Regi onl d=cn- hangzhou
&<Common Request Paranet ers>

Response example

XML format

<Descri beTasksResponse>
<PageNunber >1</ PageNunber >
<Tot al Count >2</ Tot al Count >
<PageSi ze>2</ PageSi ze>
<Regi onl d>cn- hangzhou</ Regi onl d>
<Request | d>E5C82807- 5588- 4661- 9A96- 350B206A7623</ Request | d>
<TaskSet >
<Task>
<CreationTi me>2015- 11- 24T12: 50Z</ Cr eat i onTi me>
<Fi ni shedTi me>2015- 11- 24T12: 50Z</ Fi ni shedTi nme>
<Support Cancel >t r ue</ Support Cancel >
<TaskActi on>l MPORT_| MAGE</ TaskAct i on>
<TaskSt at us>Fi ni shed</ TaskSt at us>
<Taskl d>t - 23np8zf 9w</ Taskl d>
</ Task>
<Task>
<CreationTi me>2015- 11- 23T15: 10Z</ Cr eati onTi me>
<Fi ni shedTi me>2015- 11- 23T15: 16Z</ Fi ni shedTi nme>
<Support Cancel >t r ue</ Support Cancel >
<TaskActi on>l MPORT_| MAGE</ TaskAct i on>
<TaskSt at us>Fi ni shed</ TaskSt at us>
<Taskl d>t - 23sgu0Odyj </ Taskl d>
</ Task>
</ TaskSet >
</ Descri beTasksResponse>

JSON format

"PageNunber": 1,

"Tot al Count": 2,

"PageSi ze": 2,

"Regi onl d": "cn-hangzhou"



"Request | d": "F746C690- D9EA- 4F87- AF31- 8E1910FAB541" |
"TaskSet": {
"Task": [
{
"CreationTinme": "2015-11-24T12:50Z",
"Fi ni shedTi me": "2015-11-24T12: 502",
"Support Cancel ": true,
"TaskAction": "Inportlmge",
"TaskSt atus": "Fini shed",
"Taskl d": "t-23np8zf 9w
% :
"CreationTinme": "2015-11-23T15: 102",
"Fi ni shedTi me": "2015-11-23T15: 16Z",
"Support Cancel ": true,
"TaskAction": "Inportlmge",
"TaskSt atus": "Fini shed",
"Taskl d": "t-23sguOdyj"
}
]
}

}

Error codes

Error codes specific to this interface are as follows. For more error codes, see API Error Center.

Error code

Error message

HTTP status code Meaning

NotFound

not found.

MissingParameter An input parameter 400 The required
“Regionld” that parameter Regi onl d
is mandatory for is missing.
processing the request
is not supplied.

InvalidRegionld. The specified region 400 The specified

Regi onl d does not
exist.

19.2 DescribeTaskAttribute

Describes the details about one or more tasks. Currently, the tasks that can be queried are the

importing image action and the exporting image action.

Request parameters

Name Type Required Description

Action String [ Yes The name of this interface. Value: DescribeTa
skAttribute.

Regionld String | Yes The region ID. Call Descr i beRegi ons to obtain
the latest region list.
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Name Type Required Description
Taskld String  [No Task ID. You can call Descri beTasks to obtain
the list of task IDs.
Response parameters

Name Type Description

askld String The task ID.

TaskAction String The specified action.

Regionld String The region ID.

TaskStatus String The task status.

Progress String The task progress.

SupportCancel Boolean Whether the task can be canceled (Cancel Task) or
not. Possible values:

* True
+ False

SuccessCount Integer The number of tasks that were completed.

FailedCount Integer The number of failed tasks.

CreationTime String Task creation time. The time is displayed in the format
specified in the ISO8601 standard, and the UTC time is
used. Format: YYYY-MM-DDThh:mm:ssZ.

FinishedTime String Task completion time. The time is displayed in the format
specified in the ISO8601 standard, and the UTC time is
used. Format: YYYY-MM-DDThh:mm:ssZ.

Examples

Request example

https://ecs. aliyuncs. conl ?Acti on=Descri beTaskAttri bute

&Regi onl d=cn- hangzhou

&Taskl d=t - 23ynbnvr o
&<Common Request Paranet er s>

Response example

XML format

<Descri beTaskAttri but eResponse>
2018- 03- 06T07: 33: 51Z
<Qper at i onPr ogr essSet >
<QOper at i onPr ogr ess>




<Rel at edl t enSet >
<Rel at edl t en»
<Nanme>C0SSBucket </ Nanme>
<Val ue>i mage-t enp</ Val ue>
</ Rel at edl t en>
<Rel at edl t enP
<Nanme>0SShj ect </ Nanme>
<Val ue>MYCSSPRE_m 23f 8t cp8y_t - 23yn6nvr o. vhd</ Val ue>
</ Rel at edl t en»
<Rel at edl t en»
<Nane>| mageFor mat </ Name>
<Val ue>vhd</ Val ue>
</ Rel at edl t en>
</ Rel at edl t enet >
<Error Msg/ >
<Er r or Code/ >
<Qper ati onSt at us>Success</ Oper ati onSt at us>
</ Qper ati onPr ogr ess>
</ Qper ati onPr ogr essSet >
<Fi ni shedTi mne>2015-11- 23T02: 19Z</ Fi ni shedTi ne>
<Fai | edCount >0</ Fai | edCount >
<Support Cancel >t r ue</ Support Cancel >
<Tot al Count >1</ Tot al Count >
<SuccessCount >1</ SuccessCount >
<Request | d>EF0C5969- 279B- 49C8- AD83- BACCC74DD38C</ Request | d>
<Regi onl d>cn- hangzhou</ Regi onl d>
<TaskActi on>Export | mage</ TaskActi on>
<TaskSt at us>Fi ni shed</ TaskSt at us>
<TaskPr ocess>100%/ TaskPr ocess>
<Taskl d>t - 23yn6nvr o</ Taskl d>
</ Descri beTaskAttri but eResponse>

JSON format

{
"CreationTinme": "2015-11-23T02: 132",
"OperationProgressSet": {
"OperationProgress": |
"Rel atedltenSet": {
"Rel atedl tent: [
{
"Name": "OSSBucket ",
"Val ue": "inmage-tenp"
}!
{ .
"Nanme": "0OSSObject",
"Val ue": "MYOSSPRE m 23f 8t cp8y_t-23ynbnvro
. vhd"
}!
{
“Nanme": "Il mgeFormat",
"Val ue": "vhd"
}
]
}1
"ErrorMsg": "",
"ErrorCode": "",
"QperationStatus": "Success"



},
"Fi ni shedTi me": "2015-11-23T02: 197",

"Fai | edCount": O,

"Support Cancel ": true,

"Tot al Count": 1,

"SuccessCount": 1,

"Request | d": "4BE2C7FE- C7A4- 4675- A153- 174E032AABFB" ,
"Regi onl d": "cn-hangzhou",

"TaskAction": "Exportlmge",

"TaskStatus": "Fini shed",

"TaskProcess": "100% ,

"Taskl d": "t-23ynmbnvro"

}

Error codes

All are common error codes. For more information, see common error codes.

19.3 DescribeAccountAttributes

Queries the maximum number of ECS resources that you can create in a region. Specifically,
you can use this interface to query the numbers of security groups, elastic network interfaces
(ENIs), Pay-As-You-Go vCPU cores, preemptible instance vCPU cores, and dedicated hosts, local

network type, and whether your account has been authenticated by real name.
Description

After registering with an Alibaba Cloud account, you can create a certain number of ECS
resources in different regions. For more information, see Limitations. To expand the resource

capacity, you can open a ticket as needed.

Request parameters

Name Type Required Description

Action String [ Yes Name of this interface. Value: DescribeAccountAttri
butes.

Regionld String | Yes Region ID. You can call Descr i beRegi ons to

query the latest region list.

Zoneld String [ No Zone ID.
AttributeName.N |String [No Resource usage limit. Nranges from 1 to 8. Value
range:

* instance-network-type: Available network types in
the current region.

* max-security-groups: The number of security
groups.
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Name

Type Required

Description

* max-elastic-network-interfaces: Number of ENIs
in the current region.

* max-postpaid-instance-vcpu-count: Number of
Pay-As-You-Go instance vCPU cores in the
current region.

* max-spot-instance-vcpu-count: Number of
preemptible instance vCPU cores in the current
region.

* max-delicated-hosts: Number of dedicated hosts
in the current region.

+ supported-postpaid-instance-types: Pay-As-You-
Go /0 optimization instance types in the current
region.

» real-name-authentication: Whether your account
has been authenticated by real name.

Default value: null.

Response parameters

Name

Type

Description

AccountAtt
ributeltem

Array of

A collection of information about account privileges in a
AccountAttributeltgrapecified region.

AccountAttributeltems

Name

Type

Description

AttributeName

String

Resource usage limit. Value range:

instance-network-type: Available network types in the
current region.

max-security-groups: Number of security groups.
max-elastic-network-interfaces: Number of ENIs in the
current region.

max-postpaid-instance-vcpu-count: Number of Pay-As
-You-Go instance vCPU cores in the current region.
max-spot-instance-vcpu-count: Number of preemptibl
e instance vCPU cores in the current region.
max-delicated-hosts: Number of dedicated hosts in
the current region.

supported-postpay-instance-types: Pay-As-You-Go |/
O optimization instance types in the current region.




Name Type Description

* real-name-authentication: Whether your account has
been authenticated by real name.

AttributeValues Valueltem Resource usage limit.

Valueltem

Name Type Description

Value String Resource usage limit in the current region or all regions.
Value range:

* The value of 0 or a positive integer is returned
when the value is max- securi t y- gr oups, max-
el asti c-networ k-i nt erfaces, max- post pai d-
i nst ance- vcpu- count , max- del i cat ed- host s,
or max- spot - i nst ance- vcpu- count .

+ A possible value of instance types is returned when
the value is support ed- post pay-i nst ance-
t ypes For more information, see Instance type
families.

* The value of yes, none, or unnecessary is returned
when the value is r eal - nanme- aut henti cati ons.

» The value of vpc or classic is returned when the value
isi nstance-net wor k-t ype.

Examples

Request example

htt ps://ecs. aliyuncs. conl ?Acti on=Descri beAccount Attri butes
&Regi onl d=cn- hangzhou&
&<Comon Request Paraneters>

Response example

XML format

<Descri beAccount Attri but esResponse>
<Account Attri buteltens>
<Account Attri buteltenp
<Attri but eName>max-security-groups</Attribut eName>
<Attri but eval ues>
<Val uel t e
<Val ue>800</ Val ue>
<Val uel t enp
</ Attri buteVal ues>
</ Account Attri buteltenmr
<Account Attri buteltenp



<At tri but eNanme>i nst ance- net wor k-t ype</ At tri but eNanme>
<Attri buteval ues>
<Val uel tenv
<Val ue>vpc</ Val ue>
<Val ue>cl assi c</ Val ue>
<Val uel t en»
</ Attribut eVal ues>
</ Account Attributeltenp
</ Account Attributeltenms>
<Request | d>675B6D89- A3EB- 4987- BAF3- 610591E0D019</ Request | d>
</ Descri beAccount Attri but esResponse>

JSON format

"Account Attributeltens": {
"Account Attributeltent: [

"AttributeVal ues": {
"Val uelten: [

"Val ue": "100"

}
]
oo _
"AttributeNane": "max-security-groups"”
}1
{ |
"AttributeVal ues": {
"Val uelteni: [
n Val ue" : n 2"
}
]
b ,
"AttributeNane": "nmax-dedicated-hosts”
)i
{ |
"AttributeVval ues": {
"Val uelteni: [
"Val ue": "1000"
}
]
b o
"AttributeNanme": "max-postpaid-instance-vcpu-count”
}l
{ |
"Attributeval ues": {
"Val ueltenm': [
"Val ue": "1000"
}
]
oo _
"AttributeNane": "nmax-spot-instance-vcpu-count"
}l
{

"AttributeVal ues": {
"Val uelten': [

{



"Val ue": "5000"

}
]
b _ _
"AttributeNanme": "max-el astic-network-interfaces”
}l
{ |
"Attributeval ues": {
"Val ueltem': [
"Val ue": "yes"
}
]
b _—
"AttributeNane": "real-nane-authentication"
}l
{ |
"AttributeVval ues": {
"Val ueltenm': [
"Val ue": "vpc"
}
]
b _
"AttributeNane": "instance-network-type"
b
{ |
"AttributeVval ues": {
"Val ueltent': [
"Val ue": "ecs.f3-cl6f1. 4xl arge"
}l
{
"Val ue": "ecs.g5.2xl arge"
}
]
b o
"AttributeNanme": "supported-postpaid-instance-types"
}

]
} s
"Request | d": "8CE45CD5- 31FB- 47C2- 959D CA8144CE9F42"
}

Error codes

Error codes specific to this interface are as follows.

Error code Error message HTTP status | Meaning
code
InvalidRegionld. | The specified Regionld does not exist | 404 The specified
NotFound . Regi onl d does not
exist.




20 Data types

20.1 AccessPointType

Type of access point (AP) information.

Node

Depends on the methods.

Subnode
Name Type Description
AccessPointld String AP ID.
Type String Type of a physical connection AP. Possible values:
+ VPC: VPC AP, which can be connected to a physical
connection accessing a VPC network.
Status String Status of a physical connection AP. Possible values:
+ Recommended: The status is good, and connection is
recommended.
» Hot: The status is normal, and the number of
connected users is large.
» Full: The number of connected users reaches the
upper limit, and no more users can be connected.
Name String Name of a physical connection AP.
Description String Description of a physical connection AP.
AttachedRegionld | String Physical region ID of an AP. If this region ID is empty, the
AP does not belong to any region physically.
Location String Physical location of a physical connection AP.
HostOperator String Data center carrier of a physical connection AP.

20.2 DiskMonitorDataType

Type of disk monitoring data.

Node Name

DiskMonitorData




Subnode

Name Type Description

Diskld String ID of the disk.

Bpsread Integer Disk read bandwidth,
measured in Byte/s.

Bpswrite Integer Disk write bandwidth,
measured in Byte/s.

BPSTotal Integer Total disk read and write
bandwidth, measured in Byte/
S.

IOPSRead Integer Disk 10 reads, measured in /s.

IOPSWrite Integer Disk 10 writes, measured in /s.

IOPSTotal Integer Total disk 10 read and write
operations, measured in /s.

Latencyread Integer Read latency of a disk,
measured in Byte/s.

Write latency of a disk, Integer Write latency of a disk,

measured in Byte/s. measured in Byte/s.

TimeStamp String Time stamp of the query,
which is presented according
to ISO8601, and UTC time is
used. The format is yyyy-MM-
ddThh:mmZ.

20.3 EipAddressAssociateType

Describes the EIP binding information.
Node

Depends on the methods.

Subnodes
Name Type Description
Allocationld String Instance ID with an EIP

address.

IpAddress String

EIP address.




Name Type Description

BandWidth Integer Peak Internet bandwidth
speed of the EIP. The unit of
measurement is Mbps.

Default: 5.
InternetChargeType String Billing method of the EIP.
IsSupportUnassociate Boolean Whether the EIP can be
unbound from the instance or
not.
20.4 InstanceAttributesType
Lists the ECS instance attributes.
Node
Depends on the interface.
Subnodes
Name Type Description
Instanceld String Instance ID.
InstanceName String Instance name.
Description String Instance description.
Imageld String ID of the image that is running in the instance.
Regionld String ID of the region where the instance belongs.
Zoneld String Zone ID of the zone where the ENS instance is located.
Cpu Integer Number of vCPU.
GPUSpec String GPU processor type of the instance.
GPUAmMount Integer GPU processor number of the instance.
Memory Float Memory size in GiB.
InstanceType String Instance type.
InstanceTy String Instance type family
peFamily
HostName String Instance host name.
SerialNumber String Instance serial number.
Status String Instance status.




Name Type Description

SecurityGrouplds | SecurityGroupldSdt$gparity groups that manage the specified instance.

PubliclpAddress | IpAddressSetType| Public IP address of the instance.

InternetMa Integer Maximum incoming bandwidth from the internet network.

xBandwidthin

InternetMa Integer Maximum outgoing bandwidth to the internet network.

xBandwidthOut

InternetCh String The billing method of the network bandwidth. Possible

argeType values:

+ PayByTraffic: You are billed based on the traffic.

CreationTime String Instance creation time. The time format follows the
1ISO8601 standard, and the UTC time is used. The format
is yyyy-MM-ddTHH:mm:ssZ.

InstanceNe String Network type of the instance. Possible values: Classic |

tworkType Vpc

VpcAttributes VpcAttributesType | VPC related attributes of an ECS instance.

EipAddress EipAddressAssocigtelB/pading information.

InnerlpAddress IpAddressSetType| Intranet IP address.

OperationLocks | OperationLocksTyp&eason why an instance is locked.

InstanceCh String Instance billing method. Possible values:

argeType * PrePaid: Subscription.

» PostPaid: Pay-As-You-Go.

SaleCycle String The billing cycle selected for a Subscription instance.
Optional values: week | month | year.

SpotPriceLimit Float The hourly price threshold for a preemptible instance,
and it takes effect only when parameter Spot St r at e
gy=Spot Wt hPri ceLi m t. Three decimal places are
allowed at most.

SpotStrategy String The spot price you are willing to accept for preemptible

instances. Possible values:

* NoSpot: A normal Pay-As-You-Go instance.

» SpotWithPriceLimit: Sets the maximum price for a
spot instance.

» SpotAsPriceGo: A price that is based on the highest
Pay-As-You-Go instance.




Name Type Description
Default value: NoSpot.
DeviceAvailable |Boolean Whether a new disk can attach to the instance or not.
StoppedMode String Whether a VPC-Connected ECS instance is charged
after it is stopped or not. Possible values:
» KeepCharging: You are billed after the ECS instance
is stopped, and its resource and Internet IP address
are reserved.
» StopCharging: You are not billed after the ECS
instance is stopped, and its resource and Internet
IP address are not reserved. You may be unable to
restart the instance.
» Not-applicable: The instance is not applicable for
using the StoppedMode parameter.
DeploymentSetld | String Deployment set ID.
NetworklInt Networkinterface Typbe ENI related information.
erfaces
loOptimized Boolean Whether an instance is 1/0 optimized or not.
ExpiredTime String Time of expiration. The time format follows the /ISO8601
standard, and the UTC time is used. The format is yyyy-
MM-ddTHH:mm:ssZ.
KeyPairName String SSH key pair name.

20.5 InstanceRamRoleSetType

A data type of ECS instance RAM role information.

Node

InstanceRamRoleSet

Subnodes
Name Type Description
Instanceld String Instance ID.
RamRoleName String The instance RAM role names

list.




20.6 KeyPairltemType

Type of the SSH key pair.

Node
KeyPairs

Subnode
Name Type Description
KeyPairName String Name of the key pair.
KeyPairFingerPrint String Fingerprint of the key pair.

20.7 KeyPairSetType

Type of the SSH key pair combination.
Node Name

Depends on the methods.

Subnode
Name Type Description
KeyPair KeyPairltemType The KeyPai r | t emType of the
key pair.

20.8 SnapshotLinkType

A set that consists of snapshot link information.

Node
SnapshotLinks
Subnode
Name Type Description
SnapshotLinkld String The snapshot chain ID.
Regionld String The region to where a
snapshot chain belongs.
SourceDiskld String The ID of the disk that
maintains all the snapshots
of a snapshot chain. If the




Name

Type

Description

specified disk has been
released, the SourceDiskld is
still returned.

SourceDiskSize

Integer

The size of a disk, measured in
GiB.

TotalSize

Integer

The size of all the snapshots in
a snapshot chain, measured
in Byte.

TotalCount

Integer

The number of snapshots in a
snhapshot chain.

CreationTime

String

The moment when the
snapshot is created.

20.9 VpcAttributesType

The VPC related attributes of an ECS instance.

Node

Depends on the methods.

Subnodes
Name Type Description
Vpcld String ID of the VPC.
VSwitchld String ID of the VSwitch.
PrivatelpAddress IpAddressSetType Collection of private IP
addresses.
NatlpAddress String IP address of the Alibaba

Cloud product to facilitate
interwork between products.

20.10 AssociatedPubliclp

This data type is used when you call related APIs of the ENI.

Node

Determined by the methods.




Subnodes

Name Type Description
PubliclpAddress String Internet IP of an ENI.
Allocationld String EIP (Elastic IP) ID of an ENI.

20.11 Link

The VPC link information about a classic network instance.

Node
Links
Subnodes
Name Type Description
Instanceld String The ID of a classic network instance.
Vpcld String The ID of a VPC to which the classic network instance is
linked.

20.12 PricelnfoType

The information of latest ECS price, which consists of price and promotion details.

Node
Pricelnfo
Subnode
Name Type Description
Price PriceType Price of the specified resource.
Rules RulesType Promotion details.

20.13 PriceType

The price information of a specified resource.

Node Name

Price




Subnode

Name Type Description

Currency String The unit of currency.
OriginalPrice Double The original price.
DiscountPrice Double The trade discount.
TradePrice Double The trading price, equal to the

value of OriginalPrice minus
the value of DiscountPrice.

20.14 PrivatelpSet

This data type is used when the private IP of an ENI is queried.

Node

Depends on the methods.

Subnode
Name Type Description
PrivatelpAddress String Private IP of an ENI.
Primary Boolean Whether the private IP of an
ENI is the primary private IP or
not.
AssociatedPubliclp AssociatedPubliclp Public IP of an ENI.

20.15 ReferencingSecurityGroup

The authorization information about a security group.

Node

ReferencingGroups

Subnode
Name Type Description
SecurityGroupld String The ID of an authorized
security group.




Name

Type

Description

AliUid

Long

The ID of an Alibaba Cloud
user to whom the security
group belongs.

20.16 RulesType

Description

The information of the ECS product promotion details.

Node
Rule.
Subnode
Name Type Description
Ruleld Long The ID of the promotion.
Description String The description of the
promotion.
20.17 SecurityGroupReference
Information of the security group authorization.
Node
GroupReferences
Subnode
Name Type Description
SecurityGroupld String The ID of a security group.

ReferencingSecurityGroups

ReferencingSecurityGroup

Other authorization information
of the security group.




21 Appendix

21.1 Why only ten entries are returned for query request by
using APIs or SDK
For some APIs query request, where returns a large amount of information, the returned data is
usually displayed in pages for readability. Take the Describelmages as an example, if 39 entries
are returned, the result is displayed on four pages by default, with 10 entries on each page. Thus,

the returned data looks incomplete.

Cause analysis

For example, when you query the available official public images in the region of Asia Pacific SE
1 (Singapore) by Descr i bel nmages, if 39 entries of data is returned, the result in Tot al Count is
split into four pages by default. You can add the parameter PageSi ze in your request, and set it
to a value greater than 39. If Java SDK is used, PageSi ze can be set to a value greater than 39
by the set PageSi ze method in the Request object. Then the data about 39 images is returned

once.

To display more data, you can add the PageSi ze and PageNunber parameters in your query

request according to the following table.

Parameter Type Required Description

PageNunber Integer | No Page number of the resource status list. Initial value:
1.
Default value: 1.

PageSi ze Integer |No Number of query entries on each page, configured
during pagination query. Maximum value: 100.
Default value: 10.

Default display setting sample in Java SDK

By default, the value of PageSi ze is 10. If the value of PageSi ze is not added in a request, null

is returned by get PageSi ze. The API server sets PageSi ze to 10 by default.
See the following Java SDK snippet for example:

Descri bel magesRequest descri be = new Descri bel magesRequest () ;
/I descri be. set PageSi ze();//By default value of PageSize is 10.
descri be. set Regi onl d("cn- hangzhou") ;
descri be. set | nageOaner Al i as("systent);
System out. println("PageSi ze of the current request:"+describe

. get PageSi ze() ) ;



Descri bel magesResponse response
= client.get AcsResponse(descri be);

Systemout. println("Total nunber of inages:"+response.
get Tot al Count () ) ;

System out. println("Nunmber of images in the returned response
="+r esponse. get | mages(). si ze());

Customize the display setting in Java SDK

In this sample, we use the set PageSi ze() method in Java SDK to PageSi ze to 50. Then, all

images are returned at a time.

See the following Java SDK snippet for example:

Descri bel magesRequest descri be = new Descri bel mmgesRequest () ;

descri be. set PageSi ze(50);//Here in the Request, the val ue of
PageSi ze is set to 50 by the setPageSi ze() nethod.

descri be. set Regi onl d(" cn- hangzhou") ;

descri be. set | nrageOamner Al i as("systent);

System out. println("PageSi ze of the current request:"+describe
. get PageSi ze());

try {
Descri bel magesResponse response

= client.get AcsResponse(descri be);

Systemout. println("Total nunber of inages:"+response.
get Tot al Count () ) ;

System out . println("Nunmber of images in the returned
response="+r esponse. get | mages() . si ze());

Note:
The maximum value of PageSi ze is 100. If the query result includes more than 100 entries
of data, the data on the last few pages must be obtained by PageNunber , namely, multiple
requests are submitted to obtain all the returned data, with PageNunber setting to 1, 2, 3...
respectively. You can also specify the value of PageNunber in your request by set PageNunber

0).

21.2 API behavior for accounts with overdue payment

When payment is overdue, the Oper at i onLocks in the outgoing parameters returned by the

Descri bel nst ances or Descri beDi sks will include LockReason: fi nanci al .
API request consequence with overdue payment

In the following tables, "Normal Logic" indicates that the interface is executed and result returned

based on the normal logic of the interface.



Table 21-1: Instance with overdue payment

Actions Disk Payment Overdue Disk Normal
AllocatePubliclpAddress Error Error
AttachDisk Error Normal logic
AuthorizeSecurityGroup Normal logic Normal logic
CreateDisk Error Normal logic
Createlmage Normal logic Normal logic
Createlnstance Error Error
CreateSecurityGroup Normal logic Normal logic
CreateSnapshot Normal logic Normal logic
DeleteDisk Normal logic Normal logic
Deletelmage Normal logic Normal logic
Deletelnstance Normal logic Normal logic
DeleteSecurityGroup Normal logic Normal logic
DeleteSnapshot Normal logic Normal logic
DescribeAutoSnapshotPolicy | Normal logic Normal logic
DescribeDisks Normal logic Normal logic
Describelmages Normal logic Normal logic
DescribelnstanceStatus Normal logic Normal logic
DescribelnstanceTypes Normal logic Normal logic
DescribelnstanceMonitorData | Normal logic Normal logic
DescribeRegions Normal logic Normal logic
DescribeSecurityGrou Normal logic Normal logic
pAttribute

DescribeSecurityGroups Normal logic Normal logic
DescribeSnapshotAttribute Normal logic Normal logic
DescribeSnapshots Normal logic Normal logic
DescribeZones Normal logic Normal logic
DetachDisk Normal logic Normal logic
JoinSecurityGroup Normal logic Normal logic




Actions Disk Payment Overdue Disk Normal
LeaveSecurityGroup Normal logic Normal logic
ModifyAutoSnapshotPolicy Normal logic Normal logic
ModifyDiskAttribute Normal logic Normal logic
ModifylnstanceAttribute Normal logic Normal logic
Rebootlnstance - -

RelnitDisk Error Error
ReplaceSystemDisk Error Error
ResetDisk Error Error
RevokeSecurityGroup Normal logic Normal logic
StartInstance Error Error

Stoplnstance

Table 21-2: Disk with overdue payment

Actions Instance Payment Overdue |Instance Normal
AllocatePubliclpAddress Error Normal logic
AttachDisk Error Error
AuthorizeSecurityGroup Normal logic Normal logic
CreateDisk Error Error
Createlmage Normal logic Normal logic
Createlnstance Error Normal logic
CreateSecurityGroup Normal logic Normal logic
CreateSnapshot Normal logic Normal logic
DeleteDisk Normal logic Normal logic
Deletelmage Normal logic Normal logic
Deletelnstance Normal logic Normal logic
DeleteSecurityGroup Normal logic Normal logic
DeleteSnapshot Normal logic Normal logic
DescribeAutoSnapshotPolicy | Normal logic Normal logic
DescribeDisks Normal logic Normal logic




Actions

Instance Payment Overdue

Instance Normal

Describelmages Normal logic Normal logic
DescribelnstanceStatus Normal logic Normal logic
DescribelnstanceMonitorData | Normal logic Normal logic
DescribeRegions Normal logic Normal logic
DescribeSecurityGrou Normal logic Normal logic
pAttribute

DescribeSecurityGroups Normal logic Normal logic
DescribeSnapshotAttribute Normal logic Normal logic
DescribeSnapshots Normal logic Normal logic
DescribeZones Normal logic Normal logic
DetachDisk Normal logic Normal logic
JoinSecurityGroup Normal logic Normal logic
LeaveSecurityGroup Normal logic Normal logic
ModifyAutoSnapshotPolicy Normal logic Normal logic
ModifyDiskAttribute Normal logic Normal logic
ModifylnstanceAttribute Error Normal logic
ModifylnstanceSpec Error Normal logic
RebootInstance - -

RelnitDisk Error Normal logic
ReplaceSystemDisk Error Normal logic
ResetDisk Error Error
RevokeSecurityGroup Normal logic Normal logic
Startinstance Error Normal logic

Stoplnstance




21.3 API behavior when an instance is locked for security
reasons

This topic provides the API request consequence when your resource is frozen due to security

concerns.
API request consequence

When a security lock is indicated, the Oper at i onLocks in the outgoing parameters returned by

the Descri bel nst ances will include LockReason: security.

Note:
Disk-related activities in the | n_use status reference the instance Qper at i onLocks.

Otherwise, the instance Oper ati onLocks may be ignored.

In the following table, "Normal Logic" indicates that the interface is executed and result returned

based on the normal logic of the interface.

Interface Behavior
AllocatePubliclpAddress Error
AttachDisk Error
AuthorizeSecurityGroup Normal logic
CreateDisk Normal logic
Createlmage Normal logic
Createlnstance Normal logic
CreateSecurityGroup Normal logic
CreateSnapshot Error (Only for disks attached on this instance
in the In_use status)
DeleteDisk Normal logic
Deletelmage Normal logic
Deletelnstance Normal logic
DeleteSecurityGroup Normal logic
DeleteSnapshot Normal logic
DescribeAutoSnapshotPolicy Normal logic
DescribeDisks Normal logic
Describelmages Normal logic




Interface Behavior
DescribelnstanceStatus Normal logic
DescribelnstanceTypes Normal logic
DescribelnstanceMonitorData Normal logic
DescribeRegions Normal logic
DescribeSecurityGroupAttribute Normal logic
DescribeSecurityGroups Normal logic
DescribeSnapshotAttribute Normal logic
DescribeSnapshots Normal logic
DescribeZones Normal logic
DetachDisk Error
JoinSecurityGroup Error
LeaveSecurityGroup Error
ModifyAutoSnapshotPolicy Normal logic
ModifyDiskAttribute Normal logic
ModifylnstanceAttribute Error
RebootInstance Error

RelnitDisk « When the disk is in the | n_use:
*  When the disk is in the other status: Normal
Logic

ReplaceSystemDisk Normal logic

ResetDisk Error

RevokeSecurityGroup Normal logic

Startinstance Error

Stoplnstance Error

21.4 Update history

APl version: May 26, 2014

Last update: April 25, 2017




Release date

Update

Description

April 25, 2017

Added SSH key pair APlIs.

* Added the CreateKeyPair
API to create an SSH key
pair.

* Added the DeleteKeyPairs
API to delete SSH key pairs

* Added the DescribeKe
yPairs API to query SSH
key pairs.

* Added the ImportKeyPair

API to import an SSH key
pair.

* Added the AttachKeyPair

API to bind an SSH key pair
to an ECS instance.

* Added the DetachKeyPair

API to unbind an SSH key
pair from an ECS instance.

April 1, 2016

Added the snapshot APlIs.

« Added the CreateAuto

SnapshotPolicy API to
create an automatic
snapshot policy.

* Added the DeleteAuto

SnapshotPolicy API to
release an automatic
snapshot policy.

* Added the ModifyAuto

SnapshotPolicyEx API
to modify an automatic
snapshot policy.

* Added the DescribeAu

toSnapshotPolicyEx API
to query an automatic
shapshot policy.

* Added the ApplyAutoS

napshotPolicy API to
execute an automatic
snapshot policy.

« Added the CancelAuto

SnapshotPolicy API to




Release date

Update

Description

cancel an automatic
snapshot policy.

December 22, 2015

Added the image import and
task management APls.

* Added the Importimage API
to import custom images of
users.

* Added the DescribeTasks

API to query a task list.

* Added the DescribeTa
skAttribute API to query
details of a task.

* Added the CancelTask API
to cancel a task.

December 9, 2015

Modified the tag APls.

* Deprecated the DescribeRe
sourceByTags API.

+ Set Resourceld to
mandatory in the
RemoveTags API.

» Set Describelnstances to
support filtering based on
the instance type families.

November 19, 2015

Launched the new instance
series.

* Added the Describeln
stanceTypeFamilies API to
query information about the
instance type families.

+ Set Describelnstances to
support filtering based on
the instance type families.

* Added Availablel
nstanceTypes to ZoneType
, which indicates all
instance types that can be
created in the zone.

* Added the instance types
of series Il to the returned
results.

October 10, 2015

Launched HaVip.

Supported HaVip-related APls.




Release date

Update

Description

September 4, 2015

Launched the ultra cloud disk.

Supported creation of the ultra
cloud disk by setting cloud_effi
ciency.

August 20, 2015

Launched the Tag function.

You can group resources by
tags.

August 4, 2015

Launched the VPC function.

Supported creation of VPC
instances.

* Added the VPC-related
APls.

¢ Added the VRouter-related
APIs.

* Added the VSwitch-related
APls.

¢ Added the ElIP-related APlIs

« Added the RouteTable-
related APlIs.

May 15, 2015 Launched the shared image. | Added the shared image API.
May 14, 2015 Modified RAM authorization « Added the requirement
mode from four-step authorizat that accountid should be
ion to five-step authorization. specified for the RAM
authorization mode.

* The original four-step
authorization mode is still
compatible, but the new
five-step authorization is
recommended.

April 21, 2015 Added the disk resizing . Added the ResizeDisk API.

function.

* Modified error codes for
some APIs.

March 1, 2015

Added the Chinese descriptio
n of error codes.

* Added the Chinese
description of error codes
related to APIs.

* Added the missing
parameters for security
group APIs.




Release date

Update

Description

Added the security group
API ModifySecurityGroupA
ttribute.

February 6, 2015

Converted into online files,
and added VPC APlIs, bug
fix information, and small

adjustments.

Added VPC APIs.
Added new instance types.
Added the input parameter
of EnableAutoSnapshot
for the ModifyDiskAttribute
API, and added the
output parameter of
EnableAutoSnapshot for
the DescribeDisks API.
Corrected the measuremen
t units of InternetTX,
InternetRX, IntranetTX, and
IntranetRX for Describeln
stanceMonitorData.

July 23, 2014

Added support for zones,
independent basic cloud disks
, and automatic snapshots.

Added the input parameter
of Zoneld (zone) for some
APls.

Modified output parameters
of some query APls.

Added error codes and
detailed error code
scenarios of each API.
Updated a large number of
sample codes.

Added one topic to describe
the API actions when an
account is in arrears or is
locked for security reasons.
Added the status chart and
status table of independent
basic cloud disks.

April 3, 2014

Made some modifications for
global availability.

Added and deleted some
APIs.

Added some error codes.




Release date

Update

Description

* Described in detail the
possible error codes of
each API.

* Modified the optional values
of some parameters.

» Improved API descriptions.

* Used same Requestld for
the same API.

* Added the limitations on
Createlmage/AddDisk when
shapshots were created
before and on July 15, 2013

* Added the limitation for
Createlnstance: If the
instance memory is 512M,
Windows operating system
is not supported.

* If the instance memory
is 4G or above, a 32-bit
operating system is not
supported.

* Adjusted the Describeln
stanceMonitorData code
example and added the
Instanceld and Time

parameters.
May 22, 2013 Supplemented descriptions Supplemented descriptions
of some instance, disk, and of some instance, disk, and

snapshot APls. snapshot APIs.

including resetting instances
, displaying snapshot names
, and querying specified
instances.

API.

* Added the SnapshotName
attribute for snapshots.

* Added Instanceld for
GetMonitorData to query
monitoring information of
the specified instance.

*  Supplemented API
descriptions.




Release date

Update

Description

January 24, 2013

Completed the first release of
version on May 26, 2014.

Provided operation APls
related to instances, disks,
images, snapshots, security
groups, public IP addresses,
regions, and monitoring.
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