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{ "IpProtocol" : "tcp", "FromPort" : "8080", "ToPort" : "8080", "
SourceCidrIp" : "0.0.0.0/0", "Policy": "accept"} ,
{ "IpProtocol" : "tcp", "FromPort" : "443", "ToPort" : "443", "
SourceCidrIp" : "0.0.0.0/0", "Policy": "accept"} ,

KA TERINRFN

AR EH AR E L5 7 0.0.0.0/0, LT EHFH A AR FEON Sh2 FE 50
FIRSS. WOREIE AR L ELEOM SMRBEIRSS, REnl DU —FB4anmiml, bein, Q2R
55 as B2 v MySQL BUlFENRSS, BRIMEOL FEARIZR 3306 Ul 1# &2 2M, LEi, 2]
DA — SR, SRR, PR BEN100, BIESEE AR,

{ "IpProtocol" : "tcp", "FromPort" : "3306", "ToPort" : "3306", "
SourceCidrIp" : "0.0.0.0/0", "Policy": "drop", Priority: 100} ,

LHRRE S SBORA R EARE VIR 3306 S, A WRESFHLILEIERADESS TR, 1
I, ] DUBI B 5 Sb—A & A I B T A B 5 )

BB =T REHNRFI

AR AU M WO L NI, 6T AN RIS 3 IR LI S AR 2 24, A
[v )2 2 2H A A LR HY N RO,

B, RN, BRXARNLEH, B2, FRNZAREMSAE, WA
W% BN TP 8% CIDR MIBL, i ELiEsz U Sh— A& 4241 ID WP B IRAR n] DUEHE i



W, bean, RIS Web, Database 43l v AR 4241: sg-web fil sg-database, 7
sg-database H1, R DA BN, ZBUFAE) sg-web 2GRV MR 3306 il

{ "IpProtocol" : "tcp", "FromPort" : "3306", "ToPort" : "3306", "
SourceGroupId" : "sg-web", "Policy": "accept", Priority: 2} ,

1BANS 5h— CIDR AT\ FIIAIA
cedpgrh, MBI, HEBUEHET 2 24 1D A2 A RIH,

VPC Mg, #nDLE CERAFR VSwitch BEEARFIY 1P 3%, MR IP Huhk, FibA, 7€ VPC
Mgeh, KSR DABRIMBZSFA VM, FHZE A CRE A PIERMEiR, BHdE T DURIEI

CIDR MEL,

{ "IpProtocol" : "dicmp", "FromPort" : "-1", "ToPort" : "-1", "
SourceCidrIp" : "10.0.0.0/24", Priority: 2} ,

{ "IpProtocol" : "tcp", "FromPort" : "@", "ToPort" : "65535", "
SourceCidrIp" : "10.0.0.0/24", Priority: 2} ,

{ "IpProtocol" : "udp", "FromPort" : "@", "ToPort" : "65535", "
SourceCidrIp" : "10.0.0.0/24", Priority: 2} ,

TERSAMNSEMGEA

25 v 2 AN AT RE SRS SIS (S O 7 PRUE 2 B IS E E A Z5E 0, RSN
APA I ABAT RSB, T & AR

BEHA:
PUTWCE A E G, MOWE—BTR), BALSs N SRR E T e SRR,

- WAL, BREREYI MBI 2, ER TR R,

- WU A, TR L@ i ) PO S SRR ) 2 AL 1D RN RON
2

- WEREBAD Mk BT, DR TR ELE Y R RSB TP BRI RN R

HAKRIERRS 162 WL £ 2 P S5 Em BB 712

1.2 ECSEELHATE (2)
A S S G2 Rt A FILAN %
gl M gy R AR,
Mz B g el
BRI 27850 R SBuFIZR RI VPC, BTN A SR AR IR s e



1B S 23 LU G 4 7 9 A b 1 B 1 AN 1 N N L AN | N v
Ifl,
- GNSUR VPC Pigs, RERTBARE: AJ5 I T,

RARMBANE
ASOVIRZ A0, SERRTE DU LA 4241 P P s AR :

- BIAAE R A2 2411 ECS Seln] AMZE B, BEERFE —4KP R ECS 96, 4R 7E
Al e, NP RRAER, XN TLmmg VPC LRGN, Fbl, Supgin
ECS St j2 P 2 21

- WEREEA MG ECS L, AMER—AZedl, BRRefNMALE, Bk LEranmh
W, B2, BHREEERHZZHNMBNBEE, GERNMEPAAE PR, R
H

- SEVFATA SR
- BN %M CIDR MEE (SourceCidrlp): 0.0.0.0/0 ¥ 10.0.0.0/8 KRN, %R
gegzg, LIRS E R NI R B e i,

AR ARSI AS ) A RO IR M) R EE, AN 2 A g SR, I

i), SENEAIR L A, MiASE CIDR MEBHZHL
ZEMNEE S
LR ZUR R AR T AR, Rs R E

- Policy: #ZBUKNE, SBUENLUR accept (H32) B drop (HE#1) .

- Priority: fRJEgk, MR ARNIR a1 MIFEPHEEPCAL, BN een] EREE D 1-100
, BIMER 1, BERSRes. Bk, IREIALIL,

- NicType: MZZH, QIR AHEE T SourceGroupld mi%A+HE SourceCidrlp, FoRi@id
G AN, 1N, NicType ®igEN intranet,



- RN :

IpProtocol: TP pi, HWUH: tcp. udp. icmp. gre B all, all FZRFrATIENL,
PortRange: IP BpBSUHSEHNR T SVEH :

W IpProtocol BN tcp BR udp M, HRITSHUETERE 1~65535, e “&
YENRITS /2B IS | W “1/200” FoRERITSTEREN1~200, A ME
9 “200/17 , $RITVARRHRES,
B IpProtocol BN icmp. gre B all B, MRITEIEEIED -1/-1, FoRARESNGI,
- WhEE 2, MifEE SourceGroupld, BRURL 411D, BEE, HRIERE KSR
B, ] LUERRVEE R 24BN S SourceGroupOwnerAccount
- W@ CIDR 28, Mf§xE SourceCidrlp, B IP ik, #5206 CIDR %X,

RAN—F AR RN
fERE S eRE T APT QU — 28I, ABTIERIN deny all, BIERIMEOL METEARTH A
PR, IXFFAIER T ACA RSO, it DURSEEIE b e B R A YRR,
kean, QREETEIFR AWK 80 sl MMt HTTP Ik55, BIuwRAMyib, AR AMILAIHE
Z Vi, FrUME IP ME EANMERE], wJAEN 0.0.0.0/0, BIFREMASH D TMEE, H
i, FESICRERIG S, {55 W8 OpenAPI 25, MEMHFEBAMIX .

- PREE (NicType) : M (internet) . @ VPC R HTFREIAY intranet, JEid
EIP SEBRZ MY Ml

- ZBURIE (Policy) : #t¥F (accept) .

- B (NicType) @ AP,

- P (IpProtocol) : TCP (tcp) o

- SIOYGER (PortRange) : 80/80.

- B4 (SourceCidrIp) : 0.0.0.0/0,

- ¥k (Priority) : 1.

-

= Wim:
RO APIAR, NMERARIEH CIDR WEL, 5% 2 mizs it i w22 2]

AR CIDR s IP 52k
RIE—ANRERFL

SRR R, TR E — A RALRNS, FFRC R RN, IXFE, HATRER, £
n] DARC B R S e R BN s X S B, e, AREmT BUR A DA B B A 6379 Y I Vil



- PFFEA (NicType) : PIM (intranet) .
- FIBURMS (Policy) : #H# (drop) .

- BWZi (NicType) @ AP,

- PR (IpProtocol) : TCP (tcp) .

- WOJEE (PortRange) : 6379/6379,

- B4 (SourceCidrIp) : 0.0.0.0/0,

- 5%k (Priority): 100,

LHMENANZ2EHVFZMER CIDR & IP #Z1X
X MMER ) ECS S, BB ZBRAASIF IS AL IR, PR — 2 B

BeHH:
NTREHE, AEVOFEMIET CIDR MBI
MNP PETFEOR B, P TP &5k, %A, XA 1P MIMBUR e A, FRbA, X
g8, s i 2 AN R 5 Tl
fln, e sg-redis EWE T —4 redis MERE, T RAavrkeerdlas (W sg-web) i
WX redis WIMRSS Bsdmel, BEATEACE(TM CIDR, WEERM—FAMW : f5efm 4
¢l ID Hpn],

- PREE (NicType) : WM (intranet) .

- FEBUEME (Policy) : ftlF (accept) .
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- W (IpProtocol) : TCP (tcp) o
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- B4 (SourceGroupld) : sg-web,
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def join_sg(sg_id, instance_id):
request = JoinSecurityGroupRequest()
request.set_Instanceld(instance_id)
request.set_SecurityGroupId(sg_id)
response = _send_request(request)
return response
# send open api request
def _send_request(request):
request.set_accept_format('json')
try:
response_str = clt.do_action(request)
logging.info(response_str)
response_detail = json.loads(response_str)
return response_detail
except Exception as e:
logging.error(e)
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i Python JBHIR,

def leave_sg(sg_id, instance_id):
request = LeaveSecurityGroupRequest()
request.set_Instanceld(instance_-id)
request.set_SecurityGroupId(sg_-id)
response = _send_request(request)
return response
# send open api request
def _send_request(request):
request.set_accept_format('json')
try:
response_str = clt.do_action(request)
logging.info(response_str)
response_detail = json.loads(response_str)
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return response_detail
except Exception as e:
logging.error(e)
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netsh advfirewall export c:\adv.pol
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netsh advfirewall import c:\adv.pol
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Netsh advfirewall reset
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netsh advfirewall set allprofiles state off
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netsh advfirewall set allprofiles state on
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netsh advfirewall set allprofiles firewallpolicy blockinbound,
allowoutbound
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netsh advfirewall firewall delete rule name=ftp
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netsh advfirewall firewall delete rule name=all protocol=tcp
localport=80

9. WIS AR FE PSR 113389,

netsh advfirewall firewall add rule name=jZfigifH (TCP-In-3389)
protocol=TCP dir=in localport=3389 action=allow
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Y, SMABREREICPIRRR, RN, 902N IXEERES), Bk 3279 b
I, ECSTETRIZHUEHE,



3 PEME

3.1

=M S FE N e ik & 2hiE

AR 1 E L CentOS7TIR(ER GBI, Sraal i FiHR TRExtundelete PRigE VRS #i BRI
ﬁﬁo

2 HH AERI rp A I e 2 HBREBIR BRI TS D, AEIX DI POk, A 350K 52 2k
We? fERlH = R ERBA 2 M, Hlan:

o IR R S S R A e, s g R R R
- WLZGECS, JINSEgarym, =,
- P x5 1215 0SS#Object Storage Service#, A# A TUAIGHRLFE . AUASS S,

fiLinux R, EETIFRNEBHREHE TRARZ, ¥R debugfs. R-Linux, ext3grep,
extundelete?:, FbistH AN ext3grepflextundelete, XM T HWKEFRMIEA—FE, Hi2
extundeleteJIHEE K,

Extundelete/2 3 Flinux i HRBARIRZ I AF. eI 220055 a5, WEREA/ OB
PREE, JIF HLinuxR&Githid i S Windows ARG R RIBGRINTIRE, el PGP Lt T
E\‘O

Extundeletefiti#l/Hlinodefs 845 & HaE R & W ZinodefifEIblockhi B, PAUCRARAIKE
PR B, SRS NN — Rl Siffext3/ext4 g XWREE, HETRAHEETR S YhRE
BMER,

FERARERMMERIS, 58— o o) SRS 2 AR BRI Pl A A S B B o 1X . PRSP
Ja, PUURR A inodes i mirP I RIXTREHE S, ShaX PR IfEEL b, ORI E DS B
AHE, XEECPRE SRR ] RERHRERGTENT AL R, X BRI R 2
wiha, REBIRMENER T, METREBPIER, Bl PO ] DUS SRR
PRI P B SR RS, DA R PR R BRI LA,

BiH:
TESPRgk ERE RS, UiZf$extundelete ZZ S SIRS BRI SAFARFERERE, IXPERA — JLAHE
TR E R BatRE &, VNCER iR,



ERAXMR
- BEESCPFRAMBREIR Y, HARX WS TIE 5 AR
- PR EsDh, D ECS LRI
fER7*

TR SRA . e2fsprogs-devel e2fsprogs gee-c++ make (4hii%ds
%) Extundelete-0.2.4,

BEHH:
extundeletedi Zlibext2fshii A 1.398H S A Kiatr, HRXMN Fextd 2§, MR
He2fsprogsifiAl. 418 EH A (W RUEIaITmE “dumpe2fs” FidtHAHIRA) .

DA ERRAS 25 SRS IR PE R A . 8 S 3R A nTRE S5 BEAS IR

- HhEextundelete T_H

wget http://zy-res.oss-cn-hangzhou.aliyuncs.com/server/extundelete-
0.2.4.tar.bz2

yum -y install bzip2 e2fsprogs-devel e2fsprogs gcc-c++ make
HL AR &
tar -xvjf extundelete-0.2.4.tar.bz2
cd extundelete-0.2.4 #HHEANERHF
i HU NIRRT

./configure

extundelete-0.2.4/src/Makefile.am
extundelete-8. onfigure.ac
extundelete-0.2.4/depcomp
extundelete Makefile.1in
extundele efile.am

[root@LZys3e 2Z ~]# cd extundelete-9.2.4
[root@iZy93ewmhyutc2Z xtundelete 0.2.4]# ./configure
Configuring

Writing geneered files tn disk
[root@iZy93owmhyutc2Z extundelete-0.2.41# ]

make && make 1install

RABHES I MsrcH, T Nextundeleten] ST S LURAHMER TR, R, HIZERIA
S Eusr/local /bin M, PHEREEEusr/local/binH3% R,



- fifflextundelete, BHLIEHEAMERR G A IS

1. KAEECSHAMBEA X, Jixt/dev/vdbi#ii5rIX, KL, HEARTEARRTIX
e R, WERA S ] DU SRS BB RAE T s s e s it

fdisk -1

Disk identifier: Ox0000efd2

Device Boot Start End Blocks Id System
Jdev/wdal * 879 41942016 83 Linux

2. H XGRS /zhuyun H3 R, R 1E/zhuyun FHEFTENIA S Fhello, 5
Atest,

mkdir /zhuyun #rdtzhuyun g 5%

mount /dev/vdbl /zhuyun #¥ i zhuyun H 3%
*

echo test > hello #5 NS

3. WRPFMDS5ME, mdSsumiii & H T AEREMERETAIK RS A S md S,

md5sum hello

[root@iZbpl3micdgsi2364ummBaZ zhuyunl# mdSsum hello

d8e8fca2dcofl96Td7cb4ch®b31ba249 hello
4. BitlFrhellos¢ ¥,

rm -rf hello
cd ~



fuser -k /zhuyun HESABE R S XA RER (BIASH
BRI ARG, T DAk e )

5. HEBIEE

umount /dev/vdbl HEMIN SRS TR, fEEH6, 3
SRR 50 DX EIARBREE B S, B I R 4 s 65 1

6. fifExtundelete T. Bk 5 2k,

extundelete --inode 2 /dev/vdbl AR Y PN, 2005
WP IXER, WUREREGEAHRMR, ROUEiE HRIV R, X 2n] DA 2
BRIGSLAF 4RI inode

yirect blocks: 127754, 4, B, 6, 1, 9252, 0, B, 6, 8, 0, 0
[[ndirect block: @

Jouble indirect block: @

riple indirect block: @

ile name | Inode number | Deleted status
2

. 2

s iFround 1T

ello 12 Deleted

/usr/local/bin/extundelete --restore-inode 12 /dev/vdbl #RE
THIBRER LA

BRABHRESEHIT 2 RIS H 5% FIHMRECOVERED_FILESH %, &HERERE.

[root@iZbpl3micdgsi2364ummBaZ /l# 11 RECOVERED_FILES/

total 4
- 1 root root 5 Mar 8 14:20 hello

WA mdSHER, RS, —FERIIRE R

--restore-inode 12 # —--restore-inode ¥HREMINI &
/353
-—extundelete --restore-all # —-restore-all R E

3.2 Linuxs:flhEdEmE
FEALPRRE TN, STAE X SIRMERSE D BRI X BN, A A4 T Linux s
TR IR B TR B B BB %, TR T BT 25 0 ML DR
B, AT RENIBARE SR

TEBE RN, BN X BRNBIEE AT, fEORede R m2IRBE, GIRAER
HidfErp B, ] DUEE PR R BR SE R EUE E 2 IR,

Al

TEMSE Ban, BBt X ZRMBHRE IR, EIRReIERIGHZIAEE, RIS
SRR B, Rn] DO PR IR ek Bl R R S R Z R IR A,



THHA
fELinuxSEBI L, Roa] DUESE L ME—Fh T RS SRS 70 XTI 2 8 :

- fdisk: LinuxRGBRINZEER 57X T H,
- testdisk: FEHMRELinuxRFEMRER 7 XEEHE, LinuxRABRIMN LY, BREATTR
FERAHAE, e, 7ECentOSHRSGEH, Zn[LUSTT yum install -y testdisk fELR%E%,

- partprobe: LinuxRGEINENTH, FEAHTFAEBRSEN iEkernel il X,
LinuxRE THIER 7 X BXRMEEIRE LIBHE
fELinuxpl, EHEBRAE, REX BB X BRBE B BRMME, XnIGEREN
BERAE etc/Fstab XHFHBE HENHES, B, ZTDUCTEHEEBEIRE X, WIRTF-EhHEEIN
WX RER, OB T =RIMNEZAEATEBE : gt fdiskii 531X j@ittestdiski’a 43
X B it testdisk Lk T8
- JEfdiskRE 71X

MR IKI, 5 X R R X MM IRIARGI, 7 ART DASE A ELb ) felisk i
SKHATIE. BUBERIE, 5% Linux st LA BN At

[root@Aliyun ~]#|Tdisk /dev/xvdb |
welcome to fdisk TutiT=-TTnux 2.23.2).

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Command (m for help): n
Partition type:
p primary (0 primary, 0 extended, 4 free)
Q extended
select (default p): p
partition number (1-4, default 1): 1
First sector (2048-10485759, default 2048):
Using default value 2048
Last sector, +sectors or +size{k,™m,G} (2048-10485759, default 10485759):
USing default value 10485759
Partition 1 of type Linux and of size 5 GiE i5 set

command (m for help): w
The partition table has been altered!

calling ioct1() to re-read partition table.

syncing disks.

[root@Aliyun ~]# mount /dev/xvd

*xvda *xvdal xvdb ®*vdbl

[root@aliyun ~]# mount /dev/xvdb

xvdb xvdbl

[root@aliyun ~]# mount /dev/xvdbl /mnt/

[root@Aliyun ~]# 1s /mnt/

123.sh configclient data diamond -install_edsd.sh install.sh 1ip.gz

QSR EiA PR TR, RERTBAREA] testdisk THRZIRBE,



- j@id testdisk PRE 7 IX
BB ABESSHN /dev/xvdb, ¥EPL R BE testdisk #RE 571X :

1. J817 testdisk /dev/xvdb (HRIZLPRIGHEHBERS) , %R Proceed (BRIMA) 5
14 [ KX 08

Testhisk 7.0, Data Recovery Utility, April 2015
Christophe GRENIER <grenier@cgsecurity.org>
http://www.cgsecurity.org

TestDisk is free software, and
comes with ABSOLUTELY NO WARRANTY.

select a media (use Arrow keys, then press Enter):
>D1sK /dev/xvdb - 5368 MB / 5120 M1B

[ quit ]

Note: Disk_capacity must be correctly detected for a successful recovery.
If a disk listed above has incorrect size, check HD Eumper settings, BIOS
detection, and install the latest 0s patches and disk drivers.

2. EEP RIS : —OERE Intel (BRIN) o WERERIBAEESRHIGPT X, ek
EFI GPT,

TestDisk 7.0, Data Recovery Utility, April 2015
christophe GRENIER <grenier@cgsecurity.org>
http://www. cgsecurity.org

Disk /dev/xvdb - 5368 mMB / 5120 MiB

ect the partition table type, press Enter when done.
Intel/PC partition
"EFI GPT partition map (Mac 1386, some x86_64...)

[Humax ] Humax partition table
[Mac ] Apple partition map
[None ] Non partitioned media
[sun ] Sun Solaris partition
[xBOX ] XBox partition

[Return ] Return to disk selection

Note: Do NOT select 'None’' for media with only a single partition. It's very
rare for a disk to be "Non-partitioned'.

3. % Analyse Jat&ml 45,



Disk /dev/xvdb - 5368 MB / 5120 MiB
CHS 652 255 63 - sector size=512

m”ﬁﬂyse current partition structure and search for lost partitions
Filesystem utils

[ ] change disk geometry

L 1 Modify options

[ MBR Code ] Write TestDisk MBR code to first sector
[ Delete ] Delete all data in the partition table
[ quit ] rReturn to disk selection

Note: Correct disk geometry is required for a successful recovery. "Analyse’
process may give some warnings if it thinks the logical geometry is mismatched.

4. MPEEEBIEEEMTXER, % Quick Search Jat&mERPGER,

Disk /dev/xvdb - 5368 MB / 5120 MiB - CHS 652 255 63

Current partition structure:
Partition start End Size in sectors

No partition is bootable

W?e P=Primary L=Logical E=Extended D=Deleted
Trv to locate partitionB

fEBMER P 2R IXER, ATFEFR,

pisk /dev/xvdb - 5368 MB / 5120 MiB - CHS 652 255 63
P ition i n_sectors
10483712

= d e
- LAnuX 0 32 33 652 180 40

Structure: Ok. Use UEiDown Arrow keys to select partition.

Use Left/Right Arrow keys to CHANGE partition characteristics:

*=primary bootable P=Primary L=Logical E=Extended D=Deleted

Keys A: add partition, L: load backup, T: change type, P: list files,
Enter: to continuel]

5. X, fEmEgE,
6. EFE write BRIFETIX,

@ BE:



R RIEBTEER X, nPLER: Deeper Search &,

Disk /dev/xvdb - 5368 MB / 5120 MiB - CHS 652 255 63

Partition Start End size in sectors

1 * L inux 0 32 33 652 180 40 10483712

[ quit ] [Deeper search]
Write ‘ructure to disk

7. 1% v MM X

TestDisk 7.0, Data Recovery Utility, April 2015
Christophe GRENIER <grenier@cgsecurity.org>
http://www.cgsecurity.org

Write partition table, confirm 7| (Y/N)

8. 1817 partprobe /dev/xvdb (RIESEFRIGOUEHELEH) TahkilHi X%,
9. EHHBOIX, ERBIEETENBIERREDL

[FOE)t@-A‘hyI._"_'I home]# mount /dev/xvdbl /mnt/
[root@ATiyun home]# 15 /mnt/

123.sh configcliemt data diamond install_edsd.sh install.sh ip.gz Tlogs lost+found TtTest



-l testdisk B TR E 5k

FERLEEOL R, DAl testdiskMilithl i or X, HR IR X, DU, Bl DAz E i
WRESCHF, FARTRIES B R R

1. % jmittestdiskypsg sy % B 18 2B AL HIAIRZNGT X
2. 1% P BEFIHSLIF, IBEIESRITEL,

* Linux 0 32 33 652 180 40 10483712
Directory /

drwxr-xr-x 0 0 4096 21-Feb-2017 11:57 .
drwxr-xr-x 0 0 4096 21-Feb-2017 11:57 ..
drwx------ 0 0 16384 21-Feb-2017 11:56 lost+found
—IW-F--r--= 0 0 1701 21-Feb-2017 11:57 install_edsd.sh
—rW-r——r—— 0 0 5848 21-Feb-2017 11:57 install.sh

i 0 0 3/ 1p.gz
-rw-r--r-- 0 0 0 21-Feb-2017 11:57 test
drwxr-xr-x 0 0 4096 21-Feb-2017 11:57 123.sh
drwxr-xr-x 0 0 4096 21-Feb-2017 11:57 configclient
drwxr-xr-x 0 0 4096 21-Feb-2017 11:57 data
drwxr-xr-x 0 0 4096 21-Feb-2017 11:57 diamond
drwxr-xr-x 0 0 4096 21-Feb-2017 11:57 Togs

Next
Use Right to change directory, h to hide deleted files .
q to quit, : to select the current file, a to select all files
C to copv the selected files. ¢ to coov the current file

3. EHEIKE RSP, A% C B
4. EREHPRHS ARBIHIRE ] /home il

Please select a destination where /ip.gz will be copied.
Keys: Arrow kEﬁS to select another directory
C when the destination is correct
Q to quit
Directory /
drwxr-xr-x
drwxr-xr-x
dr-xr-xr-x
drwxr-xr-x
drwxr_—xr-x
>OArwxr—-xr-x

4096 11-Jan-2017 09:32

4096 11-Jan-2017 09:32 ..
4096 25-3Jul-2016 16:23 boot
2940 21-Feb-2017 12:30 dev
4096 21-Feh-2017 12:12 etc

16384 1/-May-201b 19:58 lost+found
4096 12-Aug-2015 22:22 media
4096 21-Feb-2017 11:57 mnt
4096 12-Aug-2015 22:22 opt

0 16-Feb-2017 21:35 proc

21-Feb-2017 11:57 root
560 21-Feb-2017 12:12 run

4096 12-Aug-2015 22:22 srv

0 16-Feb-2017 21:35 sys

4096 21-Feb-2017 12:34 tmp

4096 16-Feb-2017 11:48 usr

4096 16-Feb-2017 21:35 var

7 3-May-2016 13:48 bin

7 3-May-2016 13:48 1ib

9 3-mMay-2016 13:48 1ib64

8 3-Mmay-2016 13:48 sbin

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr -xr-xr-x
dr-xr-x---
drwxr-xr-x
drwxr-xr-x
dr -xr-xr-x
drwxrwxrwt
drwxr-xr-x
drwxr-xr-x
Trwxrwxrwx
Trwxrwxrwx
Trwxrwxrwx
Trwxrwxrwx

COQCOOOOOOOCOOoOOOOCEEDOoOOO0
CO0O0OO0OOOOOOOOOOOOE=EDOoOOO0O
=
=]
]
o



WIRAEHBS] Copy done! 1 ok, 0 failed BWHHERIRY, W REFR,

* Linux
Direcrory /

Copy done! 1 ok, O fa11ed|

drwxr-xr-x
drwxr-xr-x

-rw-r-—-r--
—rW-r—-r--

-rw-r--r--
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

[root@A 1yun

RIRX 5 ERE

OOGOOGDOGQOO

=lslslslsle Oflslelelsls

0

4096
4096

16384

1701
5E48

32 33

21-Feb-2017
21-Feb-2017
21-Feb-2017
21-Feb-2017
21-Feb-2017

12136 21-

0
4096
4096
4096
4096
4096

5. VIiE| /home HRER. WREHER BT,

21-Feb-2017
21-Feb-2017
21-Feb-2017
21-Feb-2017
21-Feb-2017
21-Feb-2017

652 180

11:
11:
11:
11:
157

VLSRRI

1# 1s /home/
1#

40

10483712

57 .

57
56
57

157
157
157
157
157
157

ﬁ65t+found

install_edsd. sh

install. sh

test

123.sh
configclient
data

diamond

1ogs

B P 0E™, 1RZAPEECS AN, HEEIREMYSQL/MongoDB/Redis).

BIEEK 24
- WX

A P DS540 R EOR IR, 0 2 AR 280 42 42 7 i 9 8 DL X R B AR S i

P AMRBAET =fA&, BIEAEERAPONSERENBIR A TR BRME, Lhr b
IRV, R =R RO B S PRy, 2, GERRSGPIREN =82
B, bednrhE, DUMBIE. XFRGEHIAERNDL, ERAREHIBIEER, L,

ZE PRI,

St O RSB B R PR UL Y 22 22 Pk



- B

B S Sr DXVRE DA SR A BRASIE 2% ) Je F)—JB R, HR 46— RERS 1K B 2R
ST BUESH W MRS, BN Byserdthig (BahsiTah) DEERSENTTR, BAR
JEHBPRUER R 2 221

- R AR

WEsEhiLSs, MR, BN ANDE, 1E, /EERASE. LHZGERT3)
R AL, BBl PRIE AT RE X WRE L

KA DMEECSTEHI & il ki it im 1t et HshRIERERETR . A SRAROR B E ZhiR
W, BT Eh Ritizig .

HIRIES%E : ECS AR s pahbmrAQoe
- QT
e T H RS R RERT, ST NS I DR, Bian:

B RGETHRN
W BT
W SRR

FEPR S REELIN, — B R QI DRI, DRI S R SR PR R
- 0SS, &', Stssin

RN OSS, &R, S5 )y s\ e by B 2B,

3.3 Windows:ffishEkiEE
FERLTRRE SR I, nTRE SRR ER G PR S X BRI, A A2
TWindowsRgE T WIIBHR S5 X 0 R USRI o, IR T 6 2 3
VX DU SR, e nTRERY B T2 AR

GIE s

TEMSE Ban, BB BK o XSRS IR, EIRReIEERGHZ2AEE, WRIEE
R BB, RnT DO DR R B S I 2 A 2 RIS,

TRiHA
fEWindowsSEBI L, RERT PAERE DL ME— R TRV Bam i 80 :
- BERER: WindowsRGEHW LH, FEHTHXELBIERS,


https://www.alibabacloud.com/help/zh/faq-detail/40552.htm

- BARIREEE: ORI PE, BT DURHRE I R, R RS R IR
B,
HEETH I, BEETHK
fEWindows#&giHh, 84 MEEPLES rhE IS Boroh MK, AR IXNOL, A ERR

BEIT, $%BL R 7 VAR :
1€ S8 W SR, AR dAAN A AL, R SASMIREE, MR .

Y K& o

ZI7S

=R (). ..
s e (T ..
riEmfEs R).

T DS )

ta VU RMIS ZMH...
%?Eu- E2IERE M.

L)
Bl gppEsmec oL

s=difAty GPT RCeFE (5

Shap

HEETA ‘B , TEERSK

fEWindows#&giHh, 4 MEEBLES vHE 2IE Soroh Pl T BA R X0, S ER

BEI, % BUT 75 VAR :



£ bl witae, Auspdigii iR (0 EErPE 8D IR AKX, SRR, R Bk
Pl, PR B

@ B

B=¥: 8

30,00 GB =

i, i Ett @)

ROELEFF, TEETHK

fEWindows#&&iH, R1E WEEPLE PREBFIBURRNER, HEBIRSIR AN, WRE
o

XHE) BEw BEWV BB
A IR

& HHNEE G R T EER T E BRI

2§l RAIA S €) WS B WIS GGRE Gek B, S0, AN, THK) 000G 2055 G [y -

& (O it hIER s HE BE W HERE EHE S.00GE 4.95 GB

= ] BHEES BERE »

® ) AEVLEE

CF F Y

= () e

& hEEes

e 55 ik

= R

# Fy A
0| | l]
L R o
BEE ©:)
40,00 40.00 GB WTFS
Bl HHRE (R B, Eih AREE THE)
L g
Ef i
5.00 6B 500 GE NTFS
Bl BHRE (EHE
(ES -] E=0 |

1310 4D Y i

ARSI EEPORE BED MEX, fEsHRrh, JERE WIS A SR, JHY
PORSERIRIE



I )
SRR E)
4| SO o
Lo @mo I
B = yES ﬁ"'
40.00 GB 40.00 GB NTFS Eﬁ*
Bl UISEE GRéR BEh IEE G
WRE @), .
Ld R Bt @)
Bk
5.00 GB #ith o0
B

THEERRTEEENER, IRE “WEEHEIHRELE

fEWindows&ZiHh, K1E WEEPS HAAEREIE. REHERMHE “BEAA IR T
W, WrEFR,

@ Bil:

BERFANRARR, MENAFRATGER “BeEBBIRME .

(%) TEVCTERERNA , HHl— P aS P

ﬁﬁﬁﬁﬁﬁi%ﬂ’l\ I

R ER
R 0 (_Ej - (FI - v
BEE BE e
WA R, BESEAEE: B R AEEE RS ER. BRN2EE
BT REE e, BESRBE LS Er RO R R T Er. BRTizE
et R PR SnELE: B RO ASERE R e, BRTizE
. W s, EEElESRNE ERETasRReREEas. 28
2 WA e, EHETERSRENE P ssRisRTETanE. 58
Z e il BRSNS SRR TSR EENEF. ST
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1. B3hWindows PowerShell,
2. IBATW% winrm quickconfig MHMTIBE, YW LW “BUTixsesmgidy/n]2” I, A

y BAAT,

FHE: Windows PowerShell

B mea A
_I . o 2 - H -
i
] S =E EuEg Hat =it w48 = z S FEH il =W
| & > ; @
BIEE TR RAWER

TR RGO, e RBIWindows PR ARAWHE A,
B B MRAWRE 2R B Windows TEik BN LRSI RGE. — B2 BB Id s U RGEREY
AN EG B BRBEHIL, Hllipartition tables{#boot sector, PARFIH 7 2 kb H W

IR :



« MBI R A X ) 2 R D A Safely remove hardware IG5,

- RO L S B A )

- RS S B XER B,

- RS RS IRAEM A, Bl R diskprobe T HEERT DA B BB BRI R4S,
- WP,

0] ISR 7518 Dskprobe Overview SURSBE %,

AN, Windows N K &2 % 3% sl i LB E VR 52 B0 Pl B TR BR800, B, #En] L2
fifiDisk Genius THHH, RZIAMKE MM,

® IRX MaRfESRE

B P 085™, R2Z AP EECS LMY, EEEIREMYSQL/MongoDB/Redis).
AERHBIEIRER, KGH PSS HRE RIS, a0 TR AE8IR 4 2277 B WA X AR
(578

- WX

PR AR FAEEET = g4k, RIEELEH P OAERERGENBIER AT BRAR, 9k b
IRV, R =R BRI RY, 2, UERRGIPIREEN 2825
EHRBERE, tednrhEr, DUMEIE, XFRSGHAERDL, ERREHBEBIERR, i, &%
THE PRI, S O S BOR B R PRI N 2 2 1


https://technet.microsoft.com/en-us/library/cc736327(v=ws.10).aspx

- B

B S Sr DXVRE DA SR A BRASIE 2% ) Je F)—JB R, HR 46— RERS 1K B 2R
ST BUESH W MRS, BN Byserdthig (BahsiTah) DEERSENTTR, BAR
JEHBPRUER R 2 221

- R AR

WEsEhiLSs, MR, BN ANDE, 1E, /EERASE. LHZGERT3)
R AL, BBl PRIE AT RE X WRE L

KA DMEECSTEHI & il ki it im 1t et HshRIERERETR . A SRAROR B E ZhiR
W, BT Eh Ritizig .

HIRIES%E : ECS AR s pahbmrAQoe
- QT
e T H RS R RERT, ST NS I DR, Bian:

B RGETHRN
W BT
W SRR

FEPR S REELIN, — B R QI DRI, DRI S R SR PR R
- 0SS, &', Stssin

RN OSS, &R, S5 )y s\ e by B 2B,


https://www.alibabacloud.com/help/zh/faq-detail/40552.htm

4 LECE

4.1 ECSEFIERERmBEIA R
EfE R EE RN AR, MRS ST RMS S e IR RSO, SUHEHN R ZRBE
RRWMER, Fitt, HEEERASHIE Y. SHHER T X&EAF, &R &8 RS
e TR, £ T/EheRESIS-EOBRCR, WA, . I TR, Mt s
%, Wik, MEfHEmTRMEBEmAE, Hla: NC, FTP. SCP, NFS, SAMBA. RSYNC/
SERVERSYNCH4, il NaA H ORI R, A SO E R A — RS A R
G, A4 Unix/Linux, Windows V& _E#FSUEEHTR, IFEHS S5 AR
REAT PR,  TRDE R SO 75 U PLR PR R, AT GBS MR AR [ ¥ 7 B B S G I SO
LYW

XL RIRE

PG HRE RN —MIER, EREBIREMBING 2 MRS EIRAE R, WhRserrE
BfE. PERGHUS IR SN b (7, PRSI H M, IR S 7 —4

gt, XPFARGIER—RE, SHUEXNMRBEBAIIEH)T, AREwE, RATHRGE
A TEE — DRI, RARTRERN M — & EHEBEIH M, e
—AFENER, AR RE Y, Wik, QUREERERE PRSP, Hbsgish A=
HIEHIHISIF, 55b, WSR2 2, W2, IXESPRIGNT 7 ieH, weRbmp

Wi, WIIEFEERRSIPEREmARM, B, ZuiCEEer ey (IR SR
o, B2, AMEREAINHF, ERGEMN D) .

WmHEEMNAESIN NC. FTP, SCP, NFS %55, #i2n] DIRDRIGH BRI TR, Pidkirkeit
A A B G TR AR R P TE,

NETCAT

EMg TR “Bat %17 W38, BRI, fEnmg TRINER, S~EHIFIRE A

/ML

WHSE

28 Bim

-g <WR> BEAB M SSREEMER, RZATBESY
-G <fiRmaE H> BEEDRIG tn gy, HBUE 45

i <SEIRPYE> BRI MR, DUEEIE LS B 5




28 Bim

-1 FEREWTEN, B AIIBERE

-0 <ftiSefr> TR AR, TRESRAE ERREE LUL6HE R v i b B sRIZ SR 17

-p <HE@fE% > BEEA b ML 38 {55 11

T T A b 5 v AL A5 56

-u {5 FHUDP{&4ii Y

-v ERRITIIRE

-w <> BEE SRR ]

-z FERO%IA /B, U 5 LN

-n EARMERITPHIAE, MA@ A RS 45
FEEA)

1. 143#1§21-24(PATP192.168.2. 34 ).

nc -v -w 2 192.168.2.34 -z 21-24

IR :

nc: connect to 192.168.2.34 port 21 (tcp) failed: Connection refused
Connection to 192.168.2.34 22 port [tcp/ssh] succeeded!

nc: connect to 192.168.2.34 port 23 (tcp) failed: Connection refused
nc: connect to 192.168.2.34 port 24 (tcp) failed: Connection refused

2. )\192.168.2.33#5 WS¢ f131192.168.2.34,

- 1£192.168.2.34 F: nc-1 1234 > test.txt

- 1£192.168.2.33 F: nc192.168.2.34 < test.txt

3 HnciiZ#fEmemcached,

- {HEEE: printf “set key 0 10 6rnresultrn” |nc 192.168.2.34 11211
- PFHEE: printf “get keyrn” |nc 192.168.2.34 11211

- MEREE: printf “delete keyrn” |nc 192.168.2.34 11211

- BHHEIRE: printf “statsrn” |nc 192.168.2.34 11211

- Biltop@Mi L AFIRE: watch “echo stats” |nc 192.168.2.34 11211



- THBRATE
printf “flush_allrn” |nc 192.168.2.34 11211 HIEIERIE, T8
MR T
SCP Z£#E 1
SCP (Secure Copy) i HIHEAI RCP 2k NIEH R, XAk SCP 3t E & 2Lk,
SCP {ET A TRIEN SRR BRI 2, —RHERER SCP &%, K MELL RCP B %
4. SCP @&l SSH Ri&HEWE, JMAYS SSH MFIIAEEIR, HRtFFEN 22k, SSH
R EBTET SR, PR X TE AR S5 TRt B, R SSH M AT AR
ILEFRE A R (S Bl ), SCP REET SSH WIRAL, Fi LU TEIRIE ML iz
¥ SSH IR%5.
R

SCP KL T RCP, EREFSIR B —AMRiE XIFRGE LRSI, HERSOR B SCIF IR Pl T i I i
HITH*,

SCPE R B S PHEimfrwtE, SULRIN;, A+ H ORI SCPFE ity o 226 S im FL2 A 21
SSH i) —Sef B I, JXLEAREMELEE RIS (EPE, MTFHRERRIAP, IR EIERNEH T
E\‘o

(N

i SCP i %, TEREMAEN, WRAMERAMA, nTPOBACE SSH, XAEM GBS RS
DU AFIS AN R OCRR SR AN P 2 T

Bk RSA KR -




iR A K RSA RN, EPOR B AR RA RS, ] DLE R 208 BRI B 12
Mz, XFE, ERINAEPIRTE .ssh/id_rsa.pub, FAHEPRIELE /ssh/id_rsa, R)5
XA ERT P A B H N AR EIE G PLES LY /ssh/authorized_keys XfFH, X
B, FXEVIRIEVLIEN, SAHBANENL T,

1EM & Linux B PN E S -

2 HEAKE A

scp [n[iEZ=%] file_source file_target

MAHEE 2R (G SPeRs0

scp local_file remote_username@remote_-qip:remote_folder
scp local_file remote_username@remote_ip:remote_file
scp local_file remote_ip:remote_folder

scp local_file remote_ip:remote_file

BeHA:
BL2MEE THIP 4, 2 PUTETREEMAEN, FINMUsE T ESk, A T7A
A HAMER T XU 4.
W[, ANEEREH P4, fPPUTRREMANPANEN, B3MUEE TiERNESR, X4
P, PANEE T X4

PNIZERE Ll 210 A Sl -

scp root@www.cumt.edu.cn:/home/root/others/music /home/space/music/1i.
mp3
scp —-r www.cumt.edu.cn:/home/root/others/ /home/space/music/

BeHA:
MIZFEE FIZIAH, S I ASHI A Bl B R a2 105 24 S 50 S By

Rsync

Rsync2linux/Unix X R AEIE T H, HFEFReep—ATH, rsyncn] BLi#iidrshaksshifi
A, tfigPldaemontixXNZia s, fEbldaemony/iigfilirsync serverXHF—4-873%iI1, HfF
BPmLER, ERENrsync server2 KA 22 SHHAF, fHdid 28, Wnf LLOEd 7 Sk
&4, B—UEETERN, SO SR —R, UGN T T R a0

LTI

BEm:



DA RATIRAR AR 23S B PR &3,

sudo apt-get dinstall rsync #frdebian, ubuntu %T%%%fi{ﬁ
slackpkg dnstall rsync #Slackware B{H-fufrgkicss

yum install rsync #Fedora, Redhat %%éﬁ‘f{%‘ﬁ{i&
VARSI L0 % -

wget http://rsync.samba.org/ftp/rsync/src/rsync-3.0.9.tar.gz
tar xf rsync-3.0.9.tar.gz

cd rsync-3.0.9

./configure && make && make install

SR

28 B

v [ER i SRR T

-a BRI, FORDUBIH T UL kisert, IR A B, A T

M7 HEZ8-rlptgoD

r X H sk B I U B

-1 PR B

-p CRFF SRR

-t PRAFSCPEIR Tl E R

-g REFF IR ALE R

-0 REF B AR

-D PRGBS E R

-H R W R RESY

-S XGRS AT R R AL BE AT T DS T 22 ]
-z X O S TEAR SN A T e Ak B

rsync7 AR AR



- $EUUAHZE, $/home/coremail Ha% RRSLAF# 3] /cmbak H% R,
rsync -avSH /home/coremail/ /cmbak/
- VA HBHLES I A BIZREPLAS.
rsync -av /home/coremail/ 192.168.11.12:/home/coremail/
- FBULZREHLE I A BIA DL AR
rsync -av 192.168.11.11:/home/coremail/ /home/coremail/
- HBlEfErsyncliit55 et (daemoniERigfirsync) WISCERIARIAL,
rsync -av root@l72.16.78.192::www /databack

- P UURHIHLES P RiE R rsynclit 558 (daemonfENidfTrsyne) W, YDSTH#ZE (G B
B2 17 RRRTIN Eahi%a,

rsync —-av /databack root@l172.16.78.192: :www
- SRIEREPIR SRR, XM T rsyncléiin, Aid HELEm 2P AR UE SRR,

rsync -v rsync://192.168.11.11/data

rsynchit & B

cat/etc/rsyncd.conf #NEUR

port = 873 #3014

uid = nobody HIEE SR P EREUID

gid = nobody #HRE Y BE i SR S 4PEREGID

use chroot = no #flif chroot B R GErhir) Hskrp

max connections = 10 #E K IFRIEFEEL

strict modes = yes IR R A 12 LRI BUR

pid file = /usr/local/rsyncd/rsyncd.pid #IeePIDZ

lock file = /usr/local/rsyncd/rsyncd.lock #5E ZHmax connectionff]

Wisetk, BilM/var/run/rsyncd.lock

motd file = /Jusr/local/rsyncd/rsyncd.motd #HENIRSGBEEN, HCT
rsyncd.motd Z{FHNE

log file = /usr/local/rsyncd/rsync.log #rsync REBIHE
log format = %t %a %m %f %b

syslog facility = local3

timeout = 300

[conf] #H e B

path = /usr/local/nginx/conf # SR &1 H =%

comment = Nginx conf

ignore errors #A] PLZANG—LETORE I

r:.e'id only = no #Eno, B umnf PGS, yesi
~EE

write only = no #no R Pl AR EE, yesARE FEL
hosts allow = 192.168.2.0/24 #n] DB IP

hosts deny = * #ER LR IP

list = false 2PV RINE,  fEAELRSIR

uid = root

gid = root

auth users = backup HEER P4, MUInuxRgGTH P Ak

ES



secrets file = /etc/rsyncd.pass #IGIEEE RS S A

4.2 @8I IRE B ERAKIEELEEE
RS, AR ORI RS B BRAEI, LSS RGEERE SRR, b TR
TR RYERERE, (ALHT PRSP DOBIT RS 7 BRI T BRI U A ST E20
RGIRA G 5y BB

MARSRIAZE

W2 B AE RIS SEBE, fEdEAService Z fiil, HHAOPKRMHI AN, 4% HIE 2 bk
VE, BT DUARPE T IR, i PAquery., find, get3FHSKMBLERE, HALRES
’io

1. ZBARIRVIBTTE, By,

2, ATEGIAPEE

3. BHiE BRI,

1. HEFRER, 848254030,

2, AREMEBIEhARMBHETR
REEEMAZE

Fik—: 81 DRDS 531335 4y 85

ik R RIFMySQL-proxy St

AZFE FIMySQL-proxy SIS 47 B,
MySQL-proxy

MySQL Proxy2—4 - FClientiHIMySQL serverdii Z BRI F AR, ©nf LUK, sk
BENEE. BFERRN, AR, &SRR @, S Eilao, &l
B ESE,

MySQL-proxy/iif


https://www.alibabacloud.com/help/doc-detail/29681.htm

Transaction Splitting

WRITE + TRX e
client
READ/WRITE
Connection Poal Replication
READWRITE READ
client
READ
slave slave

MySQL Proxy2—/AHRZ{RBE, FBiPAmB, MySQL Proxystie —Aidfih, Hstliia i
WIERETERE R GG GNEBANE, I Higd i ualiiA, nf ASCBIEAIEZR I DE, M
JIEE Sy BRI AT, M FRMARSE, MySQL Proxysgse 4@, KM N T EiE ik
MySQL Proxy Wi I THIN], 42, iXFEproxyblasnl RERR R, H5eav] UER 24
proxyHLasBON TR, 1ENHIRSS as iR ithie B PR E 31 2 4 proxy RE R 2 Bl

fLmi:

- VRRER AT BT T n] DAL o1 B
- BhEEIBIRIRA T EEE R

3=

© R PRE, S9BUHEREE  RE
- WP RPEE R EREE,  PERER T FRE

BRESRE
2L

- EPEIP: 121.40.18.26
- MJEIP: 101.37.36.20
- MySQL-proxyf{tBEIP: 116.62.101.76

AT HERS

- 1. HE3HRECS, HF&LFEmysql,
- 2, BEFMN, BEGE NEEERE

I



1. BESmysqlEcE ek,

vim /etc/my.cnf

[mysqld]
server-id=202 #BEENRSS mME—id, BN
log-bin=mysql-bin # | R HE
MIREE
[mysqld]

server-id=203

2. Hi i EMIRSS 2 My SQLIR 55 .

/etc/init.d/mysqld restart

3. TE R NS5 a Lk Pz slave,

mysql -uroot -p95c7586783

grant replication slave on *.*x to 'syncms'@'lHEslave-IP' identified by
'123456';

flush privileges;

4. R TEBIREIRE,

mysql> show master status;

1 row in set (0.00 sec)

5. LB BRI

change master to master_host="#iEmaster-IP', master_user='syncms',
master_password='123456"', master_log_file="mysql-bin.000005",
master_log_pos=602;

6. Jaghslavelil bl EB IR,

start slave;



show slave status\G

: Waiting for master to s
116.62.1081.35

Master Port:
Connect_Retry:
Master Log File: mysql-bin.o@o0e7
Read Master Log Pos: 154
Relay Log File: iZbpl7p8llul3oj2nztb4kZ-relay-bin.oo

Relay_Log_Pos: 367
Relay Master Log File: ql-bin.0E0EOT

2lave 1U Running:

Slave SOL Running: °
Replicate Do DB:
Replicate Ignore DB:
Replicate Do Table:
Replicate Ignore Table:
Replicate Wild Do_Table:
Replicate Wild Ignore Table:

Last_Errno:
Last_Error:
7. Bk F MR
T L

mysql> create database testproxy;

mysql> create table testproxy.testl(ID int primary key,name char(10)
not null);

mysql> insert into testproxy.testl values(1l,'one');

mysql> insert into testproxy.testl values(2,'two');

mysql> select * from testproxy.testl;

» create database testproxy:
fTuery 0K, 1 row affected (0.01 3

my3qgl> create table testproxv.testl({ID int primary key,name char(l0) not null):
ftuery OK, 0 rows affected (0.07 sec)

fTuery 0K, 1 row affected (0.02 3

» ingert into testproXy.t

i3 in set (0.01 sec)




MEERE
MEEh#E Hitestproxy.testLRINEIE, S5FEE—B, EMFEZRY

select * from testproxy.testl;

3 in set (0.00 3zec)

BESBERE
1.Z%#MySQL-Proxy,

wget https://cdn.mysql.com/archives/mysql-proxy/mysql-proxy-0.8.5-
linux-glibc2.3-x86-64bit.tar.gz

mkdir /alidata

tar xvf mysql-proxy-0.8.5-linux-glibc2.3-x86-64bit.tar.gz

mv mysql-proxy-0.8.5-1linux-glibc2.3-x86-64bit/ /alidata/mysql-proxy-0
.8.5

2RI,

vim /etc/profile #IMA LA FNZE
PATH=$PATH: /alidata/mysql-proxy-0.8.5/b1in

export S$PATH

source /etc/profile # AR BT BIAE R
mysql-proxy -V

[root@iZbplajvilhtlreyxafudxi ~]# mysgl-proxy -V
C

myagl-

g 2: 2.16.6
libevent: 2.0.21-3table

LUA: Lua 5.1.4

3.BE B,

cd /alidata/mysql-proxy-0.8.5/share/doc/mysql-proxy/

vim rw-splitting.lua
MySQL Proxy 2l g P, i3 Bidmin_idle_connections P HI, A7k
G BEOAB A (KR8 BA LIS PmEEA 2I3NEE 508, SO/ MNAER2A, T
PR IR, A sEh, ] DU SC R v L T %



ig.rwsplit then
J.rwaplit =
min_idle connections

max_idle connections =

ia_debug =

r.global.config.rwsplit then
proxy.global.co rw3plit =
min_idle connections
max_idle connections

is_debug =

4. ¥lua’BPHIA (admin.lua) HEF5 73 BIWA (rw-splitting.lua) e H 3%

cp /alidata/mysql-proxy-0.8.5/1lib/mysql-proxy/lua/admin.lua /alidata/
mysql-proxy-0.8.5/share/doc/mysql-proxy/

=N
LSRR, IR, ER 2T,

mysql -uroot -p95c7586783

grant all on *.* to 'mysql-proxy'@'#HEHMySQL Proxy IP' identified by '
123456"';

flush privileges;

2. JFFMySQL-Proxy,

mysql-proxy --daemon --log-level=debug --log-file=/var/log/mysql-

proxy.log —--plugins=proxy -b iHmaster-IP:3306 -r JiFslave-IP:3306
—-—proxy-lua-script="/alidata/mysql-proxy-0.8.5/share/doc/mysql-proxy
/rw-splitting.lua" --plugins=admin —--admin-username="admin" --admin-



password="admin" --admin-lua-script="/alidata/mysql-proxy-0.8.5/share/
doc/mysql-proxy/admin.lua"

3.J38IMySQL-Proxy 25, #BNRITAEHERE,

netstat -tpln

Proto Rec 33 yreign Address State

tcp 122 : LISTEN

tcp ; : LISTEN

tcp :404: :d LISTEN 2. 1/my3gl-proxy

grep mysgl
0 falidata/s

rname=gdmin ——admin-pa
xy/admin. lua

0 11:02 ptas0 00:00:00 grep —-—-color=auto

MR 5E
LKA NS
stop slave;
2.MySQL-Proxy L€, E3xmysql-proxylaaEil.

mysql -u admin -padmin -P 4041 -h MySQL-Proxy-IP
select * from backends; HEHIRE

gelect * from backen

type | uuid | connected clienta |

unknown | rw | WHOLL |
unknown | ro | WHOLL |

Bk, RERIIEF L,

mysql -umysql-proxy -pl23456 -h 116.62.101.76 -P 4040



HHT — AR

insert into testproxy.testl values(3, 'three');

B, TN, 00 7, LR PR L, (MR

6.62.101.76 -P 4040

~]# mysgl —umysgl-proxy -pl23456 -h 11

[root@iZbplajyijlhtlreyxsfudx?
Command=s end with ; or \g.

Welcome to the MariaDB monitor.
Your MyS0L connection id is 6
5.7.17-1log MyS0L Community Server (GPL)

Server version: 5.

2000, 2016, Oracle, MariaDB Corporation Ab and others.

Copyright (c)

Type 'help:' or '"\h' for help. Type '‘c¢' to clear the current input statement.

ZI TN ERETINA, M testproxy. test1RINEHE W R 2 WEREIER, 325 5 BRI,

mysql -umysql-proxy -pl23456 -h 116.62.101.76 -P 4040
select * from testproxy.testl;

| MySQL [({none)]> insert into testproxy.testl values (3, "nine')

fuery OE, 1 row d (0.02 =ec)

from testproxy.testl




4.3 3% BWindows3E i BB S RiF
A A LB P Windows Server 20165 BRIEER S B, MWindowsH Hi FEAETE
VR, NN EEEES WA, QU AR B B A e R, En] DS
F2% B SCEHS T ZE Q AE E B  2 51

HB = e
H B Fld%\

Hiid, Pl ZECSIUREE SRS R Windows Server B4, WURZAEH HIES
A, WPIHAATE. HEBREE, o DHEIRA SR ENITRE ECS 91,
PRI R
1. %5 Windows szl
2. $T9F PowerShell Bk,
3. BT A2 BAGINESH WSUS,

Set-ItemProperty -Path 'HKLM:\SOFTWARE\Policies\Microsoft\Windows\
WindowsUpdate\AU' -Name UseWUServer -Value 0
Restart-Service -Name wuauserv

4. $REEHImEMR, i Clock, Language, and Region > Language > Add a language.



5. fEAdd languagestifHErh, EHF—MiES, BldiDeutsch (German) > Deutsch
(Deutschland), #AJG#diAdd,

“—

€= Add languages - O
v A ﬁé‘ « Clock, Language, and Region » Language » Add languages w @ | Search languages
Add a language
Use the search box to find more languages,
Group languages by: | Language name ~
A
3 A
galego Jafo=yemo Deutsch
Galician Georgian German
EAAnvikd kalaallisut ?L"chﬂ.
Greek Greenlandic Gujarati
H ~
Hausa ‘ ‘ Hawai'i ‘ ‘ NNy h

Privacy statement

Add Cancel

6. EFEIES, Bl Deutsch (Deutschland), #AJ5#diMove up AEBOE S LR,

7. YshiFn&TE S A0 ptions ATEERK A 1 & W,

ﬁ$‘ Language

&«

v A ﬁé‘ » Control Panel » Clock, Language, and Region * Language v

Control Panel Home

Advanced settings

Change date, time, or number

formats

Search Control Panel

Change your language preferences

You can type in any language you add to the list. Windows, apps and websites will appear in the first
language in the list that they support.

Add alanguage  Remove

English (United
States)

Deutsch
(Deutschland)

Move down

Windows display language: Enabled
Keyboard layout: US
Date, time, and number formatting

Options

Windows display language: Available for download
Options

Keyboard layout: German



8. LHIRETHTFIFRE 3 0ph, EH M TG, WidiDownload and install language
pack, REFRFLETER,

€ Language options - O X

< v ﬁg: « language » Language options v O Search Control Panel 2

German (Germany)
Windows display language

A language pack for German (Germany) is available for download

Y Download and insta E“::,&::@:fi

Input method

German Preview | Remowve

Add an input method
Text services

Spellchecking preferences:
Use post-reform rules

Save Cancel

4 Download and Install Updates X

@ The updates are being downloaded and installed

Installation status:

Downloading German LanguagePack - Windows Server 2016 for AMDG4-based Systems -
(KE3193497) [de-DE_LF] (update 1 of 1)... done!

Initializing installation. .. done!

Installing German LanguagePack - Windows Server 2016 for AMDE4-based Systems -
(KB3193497) [de-DE_LP] {(update 1 of 1)...

Installing:

Cancel



9. FmEFIE, WoRIEE S PRERIEY,
10X ji4p50 Windows szpslo ‘B & BN EIE,

1147JF PowerShell ISE Biblt, SR)5ia17 LA R < ®EFr{TIF WSUS,

Set-ItemProperty -Path 'HKLM:\SOFTWARE\Policies\Microsoft\Windows\

WindowsUpdate\AU' -Name UseWUServer -Value 1
Restart-Service -Name wuauserv

1247FWindows Update, fa&&eWiH, HEFira i Bin S BE 2 ai S e R 4 28

o
JGSARAE
S FHAH IR & B B % 92k :
1. BFECSiEsH| &0
2. HHEZEWindows Bl s f 5 s %o
3. @i B LB QIR BRI S

Images Public Images Share Image Image Markst

Note: Currently, the image fealy

service, your images will in

Image Name ¥ m W:Tag

m-bp17xobnxpléeh1ibiué @ , Custom Windows Server 20 August 2018,
1

64Bit Available
GarmanyDisplay bl Images 2016 3.23 o =

100%

Copy Image

c 1o use. You have already created 4 custom images. You can still create 796 custom images. Images are created from snapshots. Because the snapshot service is a paid

Maodify Description

Related Instances
Share Image


https://ecs.console.aliyun.com/

5.1 (AR EEISFECSSEH]
AP PRI 2 LSS INEHRARE S, BB PRI ME R LSS T IRRS0L
SISO, FEREMNERATRDIRIE, W0 rTAE S BUIRL S50CRE, IS, 5 SehLIRE LA
BRI — IR DU, SRR, ARSI 5

AR RA— AP RRG, ST ic B 2 . ARG, i TECS, RDS. OSSHIfi#
LTS

Q
040
R FAF
1
MySQL  SeEW3FEs ZRBWECS =RBEWECS IR W T4 0ss

Zmiz

CIf - gaa
TEITFUATE B = ke, BT ek PL R EE:
- KAEECSIEMSITIEN, iR B IER KB, URLERINTFETIRE, Es%
P L A el
- BRI R iR, BBEESEP2 AN LR, HOMAwE, DA R IR0 R
s, MPAENINBOE, BTS04 000 R R i o



- Mz DashboardifE, HENLSRANZRIRE N ERERERE, TR ER
M55 RGEGTIRIIBE IR,

MY B RB R RRCR, IXHASECSHCPU, WAE, WA dl
a5 FFRDSHIYBTER 7 LR

ZRFHMECS_$51(%) ZRFECS_S5R1(%)

TRERAROSRE_S51(%) RIS S5 (%)

& I T Fool - How
100G T — R — N =g =D —Fa—Nag

IREREHEEMRERN

FEBUSARIE IR 55 1 S5 B WU PR b S BE, BERIE SIS R IS, sk ss
PR BIMEARE, R BRELG 5 A R 0% 14 Pt B B ol R g A PR 5

PACPURERIZR MBI, PRDha 4NN 55 a5 1l B i oo A BR PR RECRIENR 55 o I 353217,  PBAE IS CPU
HEBIERENT70%, ES=U0EE BIEE IR,

SR
SHEECTEEEHEE EETE
HE=F: puiEE
g+ (Agent) Host.cpu.totalUsed (3E5) - || 555k~ || Fi5E || == - |70 %
+E IR
EEREATE: 1075 -~ (@
e ]
BE=E= ° ®

SEEgETE: 00:00 * | E|23:59 -



QSRR TR B B H A BT PRI AN, Al AR SR, SRR E P S SR S LA
EWAIN,

BERDSH#E

UL RDSIICPUBH SR SR B 0700, Medh = DR IR TFA IR, sl DRI RRA
UL R ALETE, TOPSHEAISR, MEHERUS HA weprsio

isi=2issnin]|
EHEECIEEE T BT
HM=FE: RDS cpu=E
A=A IOPS{EREE || 558 v || FEE v | == + | 70 %
TiEIEEZN
EEREE 10954 -
= 3 -
RE=E
SaEa): 00:00 ~ | = 23:59 -
BEE R

N7 EAHERRESIRRN 2 WSS, BHREITR BRI E, R w70
YofE R BRIMH, W FEFTR,



SR

=7z i
At s TR ~ || 5&h v || FEE v || == - |7 Mbits/s
=0 TEEOW
HE R ecsiERLER R
HM EBLEERSEECSEAE || 3o v | BEs—R v || == -1 O
=0 EEEOe
+ENHEEAL
EEREE 10554 -
EEmge
sE=Ez v
ST E): 00:00 v | E|23:59 -

REHRRGE
T W web N, VOB jepamiy, ADOTRUSEN bR RIS TR0, e A B THES AR
ks, FEEJavalFFE R R Gl. BRAABREESE imimr .

java-CPU RS %) java-PIPRSFEE %) sava-§TFT e

13.04 7.68 320,00

RE RS

fE MR S5 AR MEMEREIRSS, Sl B TR P b oL, SRl 55l it A
B HER A B,

e SR¥  mmms.mEnE =ERE

hxtest https://www.alibabacloud.com HTTP 173%h BEmE gxmE Bl i =R

AR DA L B PO R RET SRSl 25 WPk, T DA 52 0 e



6 GBI T 3L RAM A& ipiR EME ™~ m

PATETRBAE ECS S ity B FH R 3 G SR 5 0 o) ol B 2 LAt 2™ i, A0 3 T A
BiAccessKeylID fll AccessKeySecret (FZFR AK) KBl AK 2EEViRIF = API %
P, RAMMIKSH7ERRR, 7 5 ERHFFN AK (BB, Bl H T2 AK RAAE R R
JP AL B SO ek DA 75 S UORAFTE ECS SEBilh, IXE— &R LNy AK ERE R, I
HEHE T AK FfREE. B2, MRETEIHZHIR—BRE, AK SRERIGIAENEHE
QUERYSBY BN R, IXAMEOL S, METEES AK I, TR 6w PR kS 9 mmes
%

BEBI T ECS 926 RAM fita, #50] PLKG RAM g ¢ A ECS S2BISGIRELR, S0 PR A4 L FH R
nfBUERE STS IEE SEUEYi A 2577 o Horp STS IR SEUEh RSt E 2L g, BT
PAERIHRER sz ¢85 URL ZREL STS IRINAEIUE, TERFHNERL, FINMEBT RAM, @i
ERHZBURIS I E B, 0] DU R LB AR 227 Sh sl R 2™ S B 2 B VBRI H ),

ASCPARREAE ECS £ Li) Python Vi) OSS 98, VEHST41 1 inifih ECS 5l RAM ffi
,  FESBIPITRE R ATRE R ol DUEERT ST'S I FEIE Vi ) HoAth 255 o

BEHA:
N Y TBIEREA SCRERIOENTY, RSB $REILE OpenAPI Explorer 5Ef%. OpenAPI
Explorer J@jd 85 15 BARBUY Rk SR AK, XYEikS Rtk ERiRfe, 5k
&, QIASBIRrES =T, Esenin il B R sz,

RIEPR

D378 ECS 896 RAM fafe, 92 Python wRAER] STS I $EIEIM] OSS, TEsE
JREA R B

SPE 1. QI RAM M ) Fid B2 BUR G
AP 2. f5E RAM M ta i@ iF i E ECS SLhl
SR 3. ETBIPERYI MBI CREE URL JRHX STS Il FElk
LB 4. TR SEUE, 8/ Python SDK il OSS
SR 1. 81 RAM A B HECE IR
RPN ERAIE RAM M () F AL EIZPUR I


https://www.alibabacloud.com/help/doc-detail/28649.htm?spm=a2c63.p38356.b99.242.266a64123yY8qA#top
https://api.aliyun.com/?spm=a2c4g.11186623.2.16.21a418efIOhoV6

1. @& RAM fifa, %] OpenAPI Explorer RAM 7= | CreateRole API, Hr:

- RoleName: ¥EMONARR, RIEACHNTFEHSE, ARHIHN EcsRamRoleTest,

- AssumeRolePolicyDocument: HFURNZE, FoREMEOI—PIRSfME, ZEa0R
% (A5l ECS) nf BA¥ %M,

{
"Statement": [
{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {

"Service": [

"ecs.aliyuncs.com"

1,
"Version": "1"
OpenAPI Explorer
Wi RAM CreateRole |fapfsye m RS
RoleName
EcsRamRoleTest | _
CreateRole Nooe.
Description
ime 'olicy ment
“Statement™: [ Actior

2. BIEIZBURRE, 2% OpenAPI Explorer RAM 7= Ri CreatePolicy API, Hrh:

- PolicyName: BEEZPURISIAFR, ARBIH 2l EcsRamRolePolicyTest,

- PolicyDocument: HiASZBURBENE . ARBIHIETM TN, FonigmtAfi 0SS H
PR,

{
"Statement": [

{

"Action": [
"oss:Get*",
"oss:Listx"

1,

"Effect": "Allow",

"Resource": "x"

}
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llver-s-ionllo Hlll

FritaR
WiEHEY RAM CreatePolicy il Hiim WiBE m S

PolicyName

S
EcsRamRolePolicyTest ——

Description

PalieyDocument

{ “Statement™: [ | "Action”: [

N
3. s tabfinizil, %51 OpenAPI Explorer RAM y=# F AttachPolicyToRole API,

)
E

- PolicyType: 5 Custom,
- PolicyName: HEH 2 B AIEIIRIEAPR, WARBIHR) EcsRamRolePolicyTest,
- RoleName: 5 1 B QI EQAIE, WARBIPE EcsRamRoleTest,

OpenAPI Explorer

iEHEe| RAM AttachPolicy ToRole | i iy s I m

PolicyType
Custom
AttachPolicy ToRole - .

PolicyName

EcsRamRolePolicyTest

ReoleMName

| EcsRamRoleTest

SR 2. S ECS EHHEE RAM
fnl PO PUME—#175 508 ECS SLHlHRE RAM fita:

- FEBI RAM fa it ingl— A2 VPC REIECSS:Hl |
- HE RAM (I B ECS %4



2Bl RAM f it insl— A2 A i VPC JBIECSS:Hl |

] AR ECS 19 AttachInstanceRamRole API sl RAM faa2Ie A1 VPC 28 ECS
SHHAIM), BEERWR:
- Regionld: JSBIFFERHIR ID,
- RamRoleName: RAM fI4 55, AxBlHl EcsRamRoleTest,
- Instancelds: FFEFHMIH RAM fifaf) VPC 2% ECS 9261l ID, Al ["i-
bXXXXXXXX"],
fi€ RAM fi (a8 F 8 B ECS
%P RV SR E RAM (a3 E ECS 926,
1. QE9fl, $%3] OpenAPI Explorer ECS i FY CreateInstance API, HEIpnldOLHE
HRSH., DA NS
- Regionld: SEHIfifeiis, ARBIH cn-hangzhou,
- Imageld: FHINBIHE, ARBIHH centos_7_03_64_40G_alibase_20170503.vhd.
- InstanceType: SEBIRRUR. ARBIFN ecs.xnd.small,

- VSwitchld: SHIFR{ER VPC JBRIZZHML, KA ECS 9261 RAM i i H i LS VPC R
I ECS 926, FibA VSwitchld J2 231,
- RamRoleName: RAM fitafy485, An@lly EcsRamRoleTest,

OpenAPI Explorer

TRSE® ECS

= ecn-hangzhou

centos_7_03_64_40G_alibase_201705;

AR R AR TR S Al RAM M) ECS 26, IR 7Sk 7 #i4 fd ECS 9l
PR 28, ETHZRIM PassRole AR, FirBA, ST EAIE— DU FARm B & SHZPURIEIF
s ks b, w2 adE ECS 2fl, [ECS RAM Action] nJPAJ2 ecs:CreateInstance



, B n] DURIE SRR NS a2 BRI Ik S5 P ECS BERUR, [ECS
RAM Action] PN ecs: *,

{

"Statement": [

{

"Action": "[ECS RAM Action]",
"Resource": "x",

"Effect": "Allow"

s

{

"Action": "ram:PassRole",
"Resource": "x",

"Effect": "Allow"
],

"Version": "1"
h
2. BEEEMITIENTH,
3. i API sifEREHl S E ECS SERIREV [l 22D,
F B 3. FELHINERIH I G TEHE URL 3REX STS IIGBYEIE

TR DA BRI B STS IH SEk,

BEIA:
STS I SEUES AT/ A BT STS RIS SEIE, FEIXF/DITP, HilH STS I SEUEL ] f

qu

1. e Lml,

2. Viln http://100.100.100.200/latest/meta-data/ram/security-credentials/
EcsRamRoleTest RHX STS I SEiE, BifmE —iBsr 2 RAM ftasafs, NN E K
@l RAM fi 2485,

BeHH:
ASRBIHER curl a2 Vii 1A URL, WAREMEARE Windows ECS 26, S W g4
JeEdE-
Rl R,

[root@local ~]# curl http://100.100.100.200/latest/meta-data/ram/
security-credentials/EcsRamRoleTest

{

"AccessKeyId" : "STS.J8XXXXXXXXXX4'",
"AccessKeySecret" : "9PjfXXXXXXXXXBf2XAW",
"Expiration" : "2017-06-09T09:17:19Z",
"SecurityToken" : "CAIXXXXXXXXXXXwmBkleCTkyI+",
"LastUpdated" : "2017-06-09T03:17:18Z",

"Code" : "Success"

}cess"



}

$B 4. BFIGETEIE, H Python SDK ifia] 0SS

A flh, BATBET STS G FEUERE A Python SDK 28l i e SR A OSS 1Sl (
Bucket) H[¥ 10 42k,

it
BoLiEfiiEs] ECS 9:41,
151 ECS SLpleg &3t 7 Python, MR Z Linux ECS 24, #4143 pip.

AE B AE R 22 012 7 7522 (Bucket) , FIE£3KH Bucket (4 F5A Endpoint,
A, Bucket #4530 ramroletest, Endpoint J oss-cn-hangzhou.aliyuncs.com

o

(T
%A R BEH Python SDK il OSS,
1. 874 pip install oss2, &% 0SS Python SDK,
2. PUT NIRRT, Hrp:
- 0ss2.StsAuth i) 3 MSEGT DN N T 1R URL R

AccessKeyld, AccessKeySecret fil SecurityToken,
© 0ss2.Bucket H)a 2 22 Bucket K4 F5HI Endpoint,

import oss2
from itertools import dislice
auth = o0ss2.StsAuth(<AccessKeyId>, <AccessKeySecret>, <SecurityToken
>)
bucket = oss2.Bucket(auth, <[ Endpoint>, <&M Bucket 4£#i>)
for b in dislice(oss2.0bjectIterator(bucket), 10):
print(b.key) .key)

ABIEHEERT,

[root@local ~]# python
Python 2.7.5 (default, Nov 6 2016, 00:28:07)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-11)] on linux2
Type "help", "copyright", "credits" or "license" for more informatio
n.
>>> dmport oss2
>>> from ditertools -import -dislice
>>> auth = 0ss2.StsAuth("STS.JI8XXXXXXXXXX4", "9PjfXXXXXXXXXBF2XAW",
CAIXXXXXXXXXXXwmBk1eCTkyI+")
>>> bucket = oss2.Bucket(auth, "oss-cn-hangzhou.aliyuncs.com", "
ramroletest")
>>> for b in dislice(oss2.0bjectIterator(bucket), 10):
print(b.key)

ramroletest.txt



=% A ECS ISR /6 B TSB RAM St 4 ) Hifth 22 5

test.shh
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7 FaaS Sl &z {E3E %

7.1 A1 RTL
AR UL RTL (Register Transfer Level) ,

BEHA:

© ASPIR A SRR S e IR — K S AE ] — sk B T

- PRSI RAMM P ##1EFaaSSehl, b 1Bk MRS, BHREIERAMM P {IHIT L%
WA, FERIEFPGABHS I NN, BN ZMIEEOSS Bucket FHRIEDCP LA, Fi
DU FaaSEBIIK SR~ M, JHE PRI, iEFaaSEBKSJiRfEERO0SS
Bucket, YRTEXMIPINE, ©5i#%Z PRAMA P KMSHRAER, R EBABREE, #5
2P EB P BIRIBUR,

GIE ks

- QUEEF1SEH, BRORSEBIREVIFI AW, I BB A ELTEmmRiTSSH (22) S
il

Bil:
f19:) L RERE R B35 1 A FaaS FLIERESE R HRAER, S W ayaf gz
- BBEBAE 25 mECSiE sk TLIBIRITRTG B ERHSHIID,
- ERHEIFBOSSIRSS, I gs—40SS Bucket FIF EAERENISLIE, Bucket'5 {19558 1
[l — ANk TR — i
- WCRTEEMENRSS, ROEHER P s PR s #KMS#o
- [EHRAMM S HRIEFPGA, 52 A 1 :

- QIERAMYR P IF 24
- BIERAMS (@ T AL
- 3kHtAccessKey IDflIAccessKey Secret,

RESR
AP Bl RTL,
%15 miR&EEf15)

SRRl InUX o


https://ecs.console.aliyun.com/#/home

£ 25 iREEMIFIR
1817 DA NI Bl B AL AR B

source /opt/dcpl_1/script/fl_env_set.sh

E3L. HRERIIE
BITPA P4

cd /opt/dcpl_1/hw/samples/dma_afu

afu_synth_setup --source hw/rtl/filelist.txt build_synth
cd build_synth/

run.sh

BeHA:
HENRREK, WEODERE,

%49 BIFRE
R RS

1. B2 HliEk faascmd,

HOURTE, BOINEAEE 22 i s TR

export PATH=$PATH: /opt/dcpl_1/script/

chmod +x /opt/dcpl_1/script/faascmd

# YgherelsYourSecretId#ihfEjAccessKey ID, herelsYourSecretKey# il
BfJAccessKey Secret

faascmd config --id=herelsYourSecretld --key=herelIsYourSecretKey

# JherelsYourBucketi AL 1 HHOSS Bucket4£4#5

faascmd auth --bucket=hereIsYourBucket
2. WiiME/opt/dcpl_1/hw/samples/dma_afuH3'F, B17A R4 ki&gbs ik,
faascmd upload_object --object=dma_afu.gbs --file=dma_afu.gbs
3. 1817 A P an 2 HIESHS,
# JherelsYourImageNamePH RS54

faascmd create_image --object=dma_afu.gbs --fpgatype=intel --name=
hereIsYourImageName —--tags=herelsYourImageTag —--encrypted=false --
shell=V1l.1

B5%. THIER
LA B NSRS 15 :



1. AEBGRETHERY: 8174 faascmd list_images,

REIZEEH, R State" :"success", FRBIGHITERY), EICFIR MRS ERE
FpgalmageUUID, fifa<Aizl,

[root@icup:- - -]# faascmd list_images
{"Fpgalmages": {'fpga[mage"[{'Hame"'[mage 1_dma_afu","Tags":"ImageTag_1_dma_afu". ‘Shal]UUID Va.ll".“Des

cription":"None", "FpgalmageUUID" "inteld98dbld1-923 B" "State":"success", "CreateTime
":"Fri Jan 26 2618 10:15:59 GMT+GBBB (CST)","Encrypted”:"false", "UpdateTime":"Fri Jan 26 2018 18:17:68 GMT

2. BT KIEFPGA ID,

# JhereIsYourInstanceId®sHEHyT 1524 ID
faascmd list_instances --instanceld=hereIsYourInstanceld

PARMIEmEE R, iEid5tFpgaUUID,

3. 131762 NRFPGABHSRIf 1541,

# YghereIsYourInstanceIDEH HNINIEERLZMID; ¥hereIsFpgaUUIDEHhy |—
ZmZ2Hid PFpgalUID; ¥ herelsImageUUIDE ik k—id FFpgalmageUUID
faascmd download_image --instanceId=hereIsYourInstanceID --fpgauuid

=herelsFpgalUUID --fpgatype=intel --imageuuid=hereIsImageUUID --
imagetype=afu --shell=V0.11

4. BT R KA RS NI,

# YghereIsYourInstanceIDEH HNINIRERIEZMID; $¥hereIsFpgaUUIDE ik |—
Fan 2 hid FIYFpgaulID;

faascmd fpga_status --instanceId=hereIsYourInstanceID --fpgauuid=
hereIsFpgaUUID

MR ML R PP TaskStatus" : "operating"if, HFpgalmageUUIDFI FEBIGHT
[ FpgalmageUUID—5X, BiH FEMRI,

# faascmd fpga_status --instanceld=i. % s --fpgauuid=0xée

{*shellUUID":*V@.11"*, *FpgalmageUUID*:*inteld98db1l 8", "FpgaUUID":"@x

Instanceld®:"i-bpliteéwvjlcsjaildeés”,"CreateTime":"Fri Jan 26 2018 10:40:41 GMT+0800 (CST)","TaskS
*:"operating®,"Encrypted”:"false"}
0.29Y1(s) elapsed

cd /opt/dcpl_1/hw/samples/dma_afu/sw

make

sudo LD_LIBRARY_PATH=/opt/dcpl_1/hw/samples/dma_afu/sw:$LD_LIBRARY
_PATH ./fpga_dma_test 0

AIREBFMEFORIEHETSR, BIASE K,



[root@iZ s Thwm e 7 swl# ./fpga_dma_test use_ase=0
Running test in HW mode

Buffer Verification Success!

Buffer Verification Success!

Running DDR sweep test

Allocated test buffer

Fill test buffer

DDR Sweep Host to FPGA

Measured bandwidth = 5726.623061 Megabytes/sec
Clear buffer

DDR Sweep FPGA to Host

Measured bandwidth = 4473.924267 Megabytes/sec
Verifying buffer..

Buffer Verification Success!

E] Bi:

WA I Huge pages, 217 PA M%) i Huge pages.

sudo bash -c "echo 20 > /sys/kernel/mm/hugepages/hugepages-2048kB/
nr_hugepages"

7.2 f132fl0penCLA R BR{E3LEE
A LEf 1526 ) OpenCL (Open Computing Language) #il{EBiGct:, s
FFPGARFHh,

E] BibA:

© ASPIR A SRR S0 e IR — K-S AE TR — sk B T

- PRSI RAMM P i1 FaaSfl. b T Bk EoMEME, BHREERAMM P XPITLE
MIRAE. FERIEFPGABHUS I NN, ROMETZMIEE 0SS Bucket MRIEDCP LA, Fi
DU M FaaSEBIIK S A~ M, JHEPIRIAIR, 1EFaaSEBKSJiRfEERO0SS
Bucket, YRTEXIPINGE, ©5i#%Z PRAMA P KMSHRAER, WRTGEEBABREE, #5

P EB P BIRIBUR,
GIE ks
- QUEEF1ISEH, BIASEBIREVIFI AW, I HIBIFfE L A ELTNMNRITSSH (22) S
il

E] Bi:



f1eBI L BEfE R 55 % Faas FIIERIBHE., RAMER, WS W a1 524

- OB 25 mECSiE sk TLIBIRIPEN 5L EIRISEHIID,

- BRBBFIFBOSSIRS, I fg—A~0SS Bucket FI T HAEZEHISLIE, Bucket5f135:Bl25)E T
[ s =N g a0 18

- ASREREME S, JHAEHERMRS (KMS)

- AEHRAMAIFHREFPGA, 25 DA TR :

- EERAMp P I St
- QERAMSy g IF S
- 3KHtAccessKey IDfilAccessKey Secret,

IRMEP R

F% A T BLEC1 926 EERI OpenCL Examplelilf BB, IS FIFPGAL .,
£ 15, imiEEELA

T RRiE L inuxsizfio
%825 RREMIFIR

1817 PP IA LR

source /opt/dcpl_1/script/fl_env_set.sh

B 3%. THEARIOpenCL Example

&L NP IR FEE /7 OpenCL Example,

1. SIS /opt /tmp H R,

mkdir -p /opt/tmp
cd /Jopt/tmp

B, $&1E/opt/tmpHFE T,

[root@i! W Z tmpl# pwd

/opt/tmp
2. RUHITEL R FEDHRIEExamples .

wget https://www.altera.com/content/dam/altera-www/global/en_US/
others/support/examples/download/exm_opencl_matrix_mult_x64_linux.
tgz


https://ecs.console.aliyun.com/#/home

tar -zxvf exm_opencl_matrix_mult_x64_linux.tgz
fiRHe 5 i) H s R EFRR,
[root@iz : 'Z tmp]# tree -L 1

common

exm_opencl_matrix_mult_x64_linux.tgz
matrix_mult

2 directories, 1 file

3. Amatrix_multH®F, HITHIEH2.

cd matrix_mult
aoc -v -g —--report ./device/matrix_mult.cl

G RN RES RSB/, T DI — 4206, B8R top M@ MR RGLE M, e Hiik
W&

Ea4¥. LERBEXH
LU 9% F AR E S,
1. BT P2 ¥ldhifkfaascmd,

# GRTRE, BRI R SIS TR

export PATH=$PATH:/opt/dcpl_1/script/

chmod +x /opt/dcpl_1/script/faascmd

# YghereIsYourSecretIdifihfffjAccessKey ID, hereIsYourSecretKey ki
[fJAccessKey Secret

faascmd config --id=herelIsYourSecretId --key=hereIsYourSecretKey

# Y¥herelsYourBucketfii AEZR10SSH)Bucket 445

faascmd auth --bucket=herelIsYourBucket

2. Amatrix_mult/output_files, Ff&HicE X,

cd matrix_mult/output_files # PEIENIZLE/opt/tmp/matrix_mult/
matrix_mult/output_files
faascmd upload_object --object=afu_fit.gbs --file=afu_fit.gbs

3. MigbsHIfkFPGABIfL.

# YthereIsYourImageNamelEN5i% 44, KherelsYourImageTagisii MBI Hil%
3



faascmd create_image --object=dma_afu.gbs —--fpgatype=intel --name=
hereIsYourImageName --tags=herelsYourImageTag --encrypted=false --
shell=V1l.1

4, BERBBREWERY): 18174 faascmd list_images, JRMIGHHEH, WHRER "State
"insuccess", FoRBHRHIIERY, WHiLRIBEILS R RN FpgalmageUUID, RG&M
5,

- - -]# faascmd list_images
":{"fpgalmage":[{"Name":"Image_1_dma_afu","Tags":"ImageTag_1_dma_afu"."ShellUUID":"V@.11", "Des

')
cription®:"None", "FpgalmageUUID":"inteld98db1d1-823 "State":"success", "CreateTime
":"Fri Jan 26 2018 10:15:59 GMT+@80@0 (CST)","Encrypted":"false",6 "UpdateTime":"Fri Jan 26 2018 10:17:88 GMT

%55 THIRGAI1LH
ZEL N B 5HE DRI 941,
1. ia17a 4RI FPGA 1D,

# Y¥herelsYourInstanceId®H BN FPGASZHIID
faascmd list_instances --instanceld=hereIsYourInstanceld

AT iR ISR lﬁlﬂfﬁFpgaUUID

2. s Tan NBHERI19:01,

# ¥ herelsYourInstanceIDEH HMINHEERIEZHID; ¥hereIsFpgaUUIDE ik |-—

FmZHid FFpgalUID; ¥hereIsImageUUIDE#h E—%id FYFpgaImageUUID
faascmd download_image --instanceld=hereIlsYourInstanceID --fpgauuid

=hereIsFpgaUUID --fpgatype=intel --imageuuid=hereIsImageUUID --
imagetype=afu --shell=V0.11

3. BT KA RS NI,

# ¥ herelsYourInstanceIDEH HMINHREERISZHID; ¥rhereIsFpgaUUIDE#h |—

Fan2rhid FIFpgaUUID; _ _
faascmd fpga_status --fpgauuid=herelsFpgalUUID --instanceld=

hereIsYourInstancelD

QSRR M S R "TaskStatus":"operating"”, i FERI,

# faascmd fpga_status --instanceld={ .} s --fpgauuid=0xé&s

":"Ve.11","FpgalmageUUID":"inteld98dbl B","FpgaUUID":"@x
"."Instanceld":"i-bplitebwvjlcsjai3eés","CreateTime":"Fri Jan 26 2018 10:40:41 GMT+0800 (CST)","TaskS
":"pperating”,"Encrypted”:"false"}

0.291(s) elapsed

% 6 . FFPGARBIRREIFPGAT H
L NS BRI FPGA RS HEXBIFPGAR A,
L DB BN L. GURERMA, BEFHITH2P 84,



2. BT ELEOpenCLIIZ TR,

sh /opt/dcpl_1/opencl/opencl_bsp/linux64/1libexec/setup_permissions.
sh

3. &l L H %,

cd ../.. # WINEELE/opt/tmp/matrix_mult
4. PUTHIER L

make

# EH AN E

export CL_CONTEXT_COMPILER_MODE_ALTERA=3
cp matrix_mult.aocx ./bin/matrix_mult.aocx
cd bin

host matrix_mult.aocx

SEERI T EHE, HARESER, WER, R —1T@8hVerification: PASS,

[root@iZbpXXXXXZ bin]# ./host matrix_mult.aocx
Matrix sizes:
A: 2048 x 1024
B: 1024 x 1024
C: 2048 x 1024
Initializing OpenCL
Platform: Intel(R) FPGA SDK for OpenCL(TM)
Using 1 device(s)
skx_fpga_dcp_ddr : SKX DCP FPGA OpenCL BSP (acl@)
Using AOCX: matrix_mult.aocx
Generating input matrices
Launching for device 0 (global size: 1024, 2048)
Time: 40.415 ms
Kernel time (device 0): 40.355 ms
Throughput: 106.27 GFLOPS
Computing reference output
Verifying
Verification: PASS

7.3 f352f5|OpenCLA R RIEL
AL g fE£39:5) L OpenCL (Open Computing Language) Hl{EBS X, IH4E
FIFPGAGH

BeHA:

© ARSCPIR AR $RAERR 275 H R — AN K-S 12 R — s B T,
- BUUEEFHRAMAI F${EFaaSzfl, BHE NFaaSEHEHIKSal@— MM, JHRZFImER
PR, ikFaaSERIKSHEVIMHEEROSS Bucket,



Al

© B35z

- (3B RERE RN A B
- BUESEBIN R HCAPIIP, WARSCBIRE I M) 2 P,
- SEBIFRAE R AP CLTMANBATSSH (22) ¥m 1EI Vi,
- EAEECSTERI G 3B TEN I L, FREUEHIID,
- AR —ANIK S BE Y S E39:HI{E R — R OSS Bucket, 4IRS WIHFIEOSSHRSS il gij4
— 0SS Bucket,
- REERRAMM P EEFPGA, Wi C& 58k b FERfE:

QUEERAMR 1 IF 24
BIEERAM S (T2
- 3kHtAccessKey IDflIAccessKey Secret,

BRIET R
T2 DL NP BRAEL3 S EEF OpenCLIITESR G SUE, IS FIFPGAS /.
S 1. i EIfE
e S (Y MY A TR N
L. smfeiessl3sem.
il
= Wim:
Ja T P R g LR RES RS BUMN, #IUEfEH screensiF nohub% 75 A5, B
1ksshi@hf iR i,



. IBITPA M2 L ¥ Screen,
yum install screen -y
. IB1TPA P2 AScreen,
screen -S f3opencl
. IBTTPA a2 EL B,
source /root/xbinst_oem/f3_env_setup.sh xocl #GfJHF N LRIHE S
PUTIZM L —IX
B

- BCEINE T EUR L ExocliRg), ¥EvivadolfEE R, K#vivado license, Kl
aliyun-f3 sdaccel’F-f5, 2018.2 runtimefit & fllfaascmdiiR Ak M,

- IR E Tsdaccel (I E, WEia1T A LA SHCE A, B EE ML B vivadoiYFR
KA B ],

. HERERE I Makefile /i U0 2,



T 2. i I
- l— : vadd
T B DA R B P vad d — 3RS PE
1. Hillexample H3%,
cp -rf Jopt/Xilinx/SDx/2018.2/examples ./

2. iiif/)N»\/ add Egi gi%:o

cd examples/vadd/

3. iBfTMi%cat sdaccel.mk | grep "XDEVICE=" #ABXDEVICEMMH, MPAHAECEN
XDEVICE=xilinx_aliyun-f3_dynamic_5_0,

4. &L N BB common . mk XX,

a. BfFvim ../common/common .mki & ¥I %L1t
b. 7658 61 17{WUYS (ZBOTRETE 60-62 17, PIERIZHFMiE) WRRBRMAGIESEL —-xp
param:compiler.acceleratorBinaryContent=dcp, BXEHRACHSN:
CLCC_OPT += $(CLCC_OPT_LEVEL) ${DEVICE_REPO_OPT} --platform ${

XDEVICE} -o ${XCLBIN} ${KERNEL_DEFS} ${KERNEL_INCS} --xp param:
compiler.acceleratorBinaryContent=dcp

BLIA:
RS A i R MIR 55 AR 2EDCP U, Pt AR E IR M--xp param:compiler
.acceleratorBinaryContent=dcpf4ii¥ZS#, #%$Xilinx® OpenCL™
Compiler (xocc) HiFAER—MiRfiLIGIDCPXXF, MiARbitF,
5. BITPA PR AT,

make —-f sdaccel.mk xbin_hw

GURAETHE 2N S5, PP RS C LT AR, MR R T RESTFSA /M, AR
(IS

[=oot@1 = vadd]# make -f sdaccel.mk xbin_hw

make SDA_FLOW=hw xbin -f sdaccel.mk

make[1]: Entering directory °/root/xilinx_example/examples/vadd

focc -c -t hw  --platform xilinx_aliyun-F3_dynamic_5.@ | --xp param:compiler,acceleratorBinaryContent=dcp -s --kernel krnl_vadd krnl_vadd.cl -o bin_vadd_hw.xo

xocc v2018.2 (64-bit)
**xx SW Build 2258646 on Thu Jun 14 20:02:38 MDT 2018
** Copyright 1986-2018 Xilinx, Inc. All Rights Reserved

Attempting to get a license: ap_opencl
Feature available: ap_opencl

INFO: [XOCC 6@-585] Compiling for hardware target

Running SDx Rule Check Server on port:39076
: [XOCC 60-895] Target platform: /opt/Xilinx/SDx/2018.2/platforms/xilinx_aliyun-f3_dynamic_5_0/xilinx_aliyun-f3_dynamic_5_0.xpfm
: [XOCC 60-423] Target device: xilinx_aliyun-f3_dynamic_5_0




- ~l—: kernel_global_bandwidth
T E L R BEkernel _global _bandwidth — 3l e :

1. %if# xilinx 2018.2 example,

git clone https://github.com/Xilinx/SDAccel_Examples.git
cd SDAccel_Examples/
git checkout 2018.2

BeHH:
gitsy S BHN2018. 2045,

A

i&8ficd getting_started/kernel_to_gmem/kernel_global_bandwidth/fm& A
H,
%LU R BB Make file X

N

a. i&f7vim Makefilemi®FI ik,

b. % EDEVICES=x1ilinx_aliyun-f3_dynamic_5_0,

c. B33P RIS --xp param:compiler.acceleratorBinaryCon
tent=dcp, BXRGEIICHSN:
CLFLAGS +=--xp "param:compiler.acceleratorBinaryContent=dcp" --
xp "param:compiler.preserveHlsOutput=1" --xp "param:compiler

.generateExtraRunData=true" --max_memory_ports bandwidth -
DNDDR_BANKS=$ (ddr_banks)

4. 217 A P S HERE T
make TARGET=hw

GERIEEZNZSm, YW ERSPEMECEITHG. ik LR RESFFSBUNY, T O
T

1# make TARGET=hw
ir -p ./xclbin —_—
opt/Xilinx/SDx/2018.2/bin/xcpp -1 /opt/Xilinx/SDx/2018.2/runtime/include/1_2/ -1//opt/Xilinx/SDx/2018.2/Vivado_HLS/include/ -00 -g -Wall -fmessage-length=0 -std=c++14 -DNDDR_BANKS=4 -I../.
./..//1ibs/xc12 src/kernel_global_bandwidth.cpp ../../..//libs/xcl2/xcl2.cpp -o 'kernel_global' -10penCL -lpthread -lrt -lstdcs+ -L/opt/Xilinx/SDx/2018.2/runtime/1ib/x86_64

krc/kernel_global_bandwidth.cpp: In function ‘int main(int, char®*)’:

fsrc/kernel_global_bandwidth.cpp: :89: warning: value computed is not used [-Wunused-value]

ent.getProfilingInfo<CL_PROFILING_COMMAND_END>(&err)) - OCL_CHECK(err, event.getProfilingInfo<CL_PROFILING_COMMAND_START>(&err));
A

PP
nsduration = OCL_CHECK(err,

kdir -p ./xclbin

opt/Xilinx/SDx/2018.2/bin/xocc -t hw --platform xilinx_aliyun-f3_dynamic_5_0 --save-temps --xp "param:compiler.acceleratorBinaryContent=dcp" --xp "param:compiler.preserveHlsOutput=1" --xp
"param: compiler.generateExtraRunData=true" --max_memory_ports bandwidth -DNDDR_BANKS=4 -c -k bandwidth -I'src' -o'xclbin/bandwidth.hw.xilinx_aliyun-f3_dynamic_5_0.xo' '"src/kernel.cl’

#xsx% xocc v2018.2 (64-bit)

*#%* SW Build 2258646 on Thu Jun 14 20:02:38 MDT 2018
** Copyright 1986-2018 Xilinx, Inc. All Rights Reserved.




SR 3. 1T TEMZ
ETEIAAT A R SR A R S A1,
file /root/xbinst_oem/sdaccel_package.sh
AIRIRDIES R cannot open (No such file or directory), BEBAARTF{EIZY
Pk, BHEEST R LT FRITRIA,

wget http://fpga-tools.oss-cn-shanghai.aliyuncs.com/sdaccel_package.sh

S& 4. FIEREK
T B G DU P BRI R A5 ST
1217 PA R o 2L OSSHA B,
faascmd config -—id=hereIsYourSecretId --key=hereIsYourSecretKey #1%

hereIsYourSecretIdfilherelsYourSecretKeyEH HIERIKRAMA FAKE R
faascmd auth --bucket=hereIsYourBucket # ¥fhereIsYourBucket®Hi ki)

0SS Bucket44§i
2. i817ls, RBUGHN . xclbinStfF 4.

[ rootd repesveomseneiomeesesl wadd Ht 1s
|bin_vadd_hw.xc1bin Krnl_vadd.cl vadd.cpp
description.json README . md vadd.h

Export_Compliance_Notice.md sdaccel.mk _xocc_krnl_vadd_bin_vadd_hw.dir

3. FTH RS,

/root/xbinst_oem/sdaccel_package.sh -xclbin=/opt/Xilinx/SDx/2017.4.
op/examples/vadd/bin_vadd_hw.xclbin

TG, R —HR MR TERAFHSF, W EFR,

[root@)i =y vaddRt 1s
17_10_28-021904-primary.bit krnl_vadd.cl

[27__ M -an s _SDAccel_Kernel.tar.gz| README.md

17 10_ ~28-021904-xclbin. xml sdaccel.mk

bin_vadd_hw.xclbin to_aliyun

description.json vadd.cpp
Export_Compliance_Notice.md vadd.h

header.bin _xocc_krnl_vadd_bin_vadd_hw.dir

SRS, THHRRK
Rn] DUR AL ol B IR R R FER B PRSP, IF FEIFPGABEHE,



- AR DUSH TRCE SR EFPGA-RIE3I4,
1. 817 PA M EAGFFERBHE ST

sh /root/xbinst_oem/tool/faas_upload_and_create_image.sh <bit.tar.

gz B LG RGeS F 4>

[ sote g f0 17 window_array_2d_c]# [sh ~/xbinst_oem/tool/faas_upload_and_create_image.sh window_array_2d.tar.gz
shell verison 30010

uploading: window_array_2d.tar.gz

Instance Id: i-uf6bscnibkrbgld3féhi

0.065(s) elapsed

window_array_2d.tar.gz

2019-01-04 16:05:37,973 oss2.api [INFO] 14@5182043@7264 : Init oss bucket, endpoint: https://oss-cn-shanghai-internal.aliyuncs.com, isCname: Fa
d_crc: True

window_array_2d.tar.gz

window_array_2d.tar.gz

2019-01-04 16:05:37,975 oss2.api [INFO] 14@5182043@7264 : Start to put object, bucket: fpga-image-test-sh, key: window_array_2d.tar.gz, headers

2. NEBUELF,

sh /root/xbinst_oem/tool/faas_download_image.sh <bit.tar.gzE45EH
4> <0/1> # RJRIEE<0/ 1> sefvh fpgait)y s

0 MFaaSEFIP S —AFPGA, HEBHEMFES—HN0, MR/, Hladssh iy
5H0, 1, 2, 3.

UERFEN ZAFPGA MR85, I DMEM LIRS, B, Mash
FPGA IR — BB a2 0 :

sh /root/xbinst_oem/tool/faas_download_image.sh <bit.tar.gzE45EH

PS> 0 , ,
sh /root/xbinst_oem/tool/faas_download_image.sh <bit.tar.gzE45ER

s> 1 , ,
sh /root/xbinst_oem/tool/faas_download_-image.sh <bit.tar.gzE45H1

4> 2
sh /root/xbinst_oem/tool/faas_download_image.sh <bit.tar.gzE4ifH
4> 3
- WUPIRVERRE . g faasemd 1 LIEITERAE,
1. BT, gt EE 314 NOSS Bucket, FAAEZEN N OSS BucketH?
F1gbs_L{&5IFaaSE R ILIOSS BucketH,

faascmd upload_object --object=bit.tar.gz --file=bit.tar.gz



faascmd create_image --object=bit.tar.gz -—-fpgatype=xilinx --name=
hereIsFPGAImageName --tags=hereIsFPGAImageTag --encrypted=false --
shell=hereIsShellVersionOfFPGA

. BT R ARFPGABHS R BT 0l FEIRAES,

faascmd list_images

ERMIEES Y, statelcompiling, FORFPGABGETHBEIRE, BT Tgk
%5, WMState MNsuccess, FIRFPGABUFCLW LI FEL, BFHZHFIFFIC
stFpgalmageUUID,

[rootE ~1# foascmd list_images
-
"FpgaImages": {
"fpgalmage": [
 §
"CreateTime": "Fri Jan @4 2019 16:05:43 GMT+@80@ (CST)",
"Description"; "None",
"Encrypted": "false",
"FpgaImageUUID": "xilinx8858a3cl-
"Name": "window_array_2d.tar.gz",
"ShellUUID": "f3p010",
"State": "compiling”,
"Tags": "herelsFPGAImageTag",

"UpdateTime": "Fri Jan 04 2019 16:85:44 GMT+@80@ (CST)"

"CreateTime": "Thu Jan @3 2019 15:58:58 GMT+@8@@ (CST)",
"Description”: "None",

"Encrypted": "false",

"FpgalmageUUID": "xilinx6cbd48cl-BNI0 D0 io0ie sy ey,
"Mame":; "wvadd.tar.gz",

"ShellUUID": "f30@10",

"State": "ENIEER",

"Tags": "herelsFPGAImageTag",

"UpdateTime": "Thu Jan @3 2019 16:32:32 GMT+@8@@ (CST)H"

BT R RS, fERAIBEESRE, BRERIFE:FpgaUUID,

faascmd list_instances --instanceld=herelIsYourInstanceld # ¥%
hereIsYourInstanceId®&#ikf39z4|ID

. IBITEL A ? PRFPGABEHE,



faascmd download_image —--instanceld=herelIsYourInstanceId --
fpgauuid=hereIsFpgalUUID --fpgatype=xilinx --imageuuid=hereIlsImag
eUUID --imagetype=afu —--shell=hereIsShellVersionOfFpga

# herelIsYourInstanceId# il f39H|ID, herelsFpgaUUID3s k3R
FpgaUUID, hereIsImageUUID*’*#ﬁ;jqﬁ’%}éHyﬂ’]FpgaImageUUID

5. IBTTRA PR R B NI,

faascmd fpga_status --fpgauuid=hereIsFpgalUUID --instanceld=
hereIsYourInstanceld # herelsFpgaUUID¥ i liREFpgalUID,
hereIsYourInstanceId®#ihf3szID,

LR IR mIEE SR, Wik B R FpgalmageUUID 5 3K FpgalmageUUID—5, Jf
HR "TaskStatus": "valid", BiEHBHE RERRI,

$ % 6. iB1THostiZEF
BT Y RIZ T HostFE
1. IB17 A RS BL BN,

source /root/xbinst_oem/f3_env_setup.sh xocl #fJHF N RIE I EE
PUT RS —IR
2. fitEsdaccel.inix¢ .

fEHost MRS PERifE H R R, 18fivim sdaccel. inifi%tlisdaccel.ini SPEIFHIA FFI
W%

[Debug]

profile=true

[Runtime]

runtime_log = "run.log"

hal_log = hal.log

ert=false
kds=false

3. iaf7host,
- vaddiafim¥N:

make -f sdaccel.mk host



./vadd bin_vadd_hw.xclbin
- kernel_global_bandwidth &f7&i4h:

./kernel_global

mugLgmgE Rrp M Test Passed, BHHMAMEIT,

H iR
IXHAE FPGA SR 55 5 IR
155 wme
BRI make -f ./sdaccel.mk help
BRI E make -f ./sdaccel.mk run_cpu_em
WEPEAT E make -f ./sdaccel.mk run_hw_em
H%4i% host 1XY make -f ./sdaccel.mk host
G ko] DA 8 e make -f sdaccel.mk xbin_hw
HBLLAEH % make -f sdaccel.mk clean
WAEER AR H 2% make -f sdaccel.mk cleanall

BEA:

- PiEB R REERXilinxbrfE R e, ARZEACET3_env_setupifili,
- SDAccel runtimefISDAccel T & -6 CEM L A3 E /i BiGrhieat, & thnf DUk &5 e
He EL 3% F#iSDAccel runtimeMISDAccel31 % 3E &0

7.4 f32HIRTLA R Ex{E5C 8%
AR IE T3 HIMRTL (Register Transfer Level) & ifife,

BeHA:

« ARSLAIR A $RE 50 ] — AN K-S AE R — AN s 7

- GRIUEBEME I RAMM PR EFPGASER,  JEF i/ MZAUR, A ZNRAMA] Fid
2R, R TPRAMA PG e AR, i FaaSiiss, #EERNFaaSiiss
W5 ViR EOSS bucket, FiPAETEAAERAMERHI G 81— /MRS fi fafaasRole, Jf
%P aasPolicyAUR, WIRET B KMSIRS X IPHE TN, wsifEfaasPolicy % ¥
KM SHIEHIBLRR,


https://faas-ref-design.oss-cn-hangzhou.aliyuncs.com/FaaS_F3/xbinst_oem.tar.gz
https://faas-ref-design.oss-cn-hangzhou.aliyuncs.com/FaaS_F3/platforms.tar.gz

RS
- DL gl fsep, LOIREVIRIAM, FFHIBIFiER 4P TAFMMSSH (22) SIyik
AT,
- R SRS RECSEmpn g, TEL3EBIRTERGL E, FKHSEHIID,
- TEHEIR2 gijgie—4~0SS Bucket, %[ FFaaSHi%s.

BiHH:
X4 BucketZ W FaaSE K SIF@E G AR, KIHARBUELZ G S FaaSTER NS
- PR RAMAI P RIEFPGA, 75k B Rk :

QUEERAM) 1 I f24L-
UEERAM g i IF f524-
- 3kHtAccessKey IDflIAccessKey Secret,

RESR

L. syl inuxszfo.

BEHH:
i TR 2 ~ 3/, EBUEE AInohups# VNCHER B, DL ZANEH,
2. FHEOHRIE RTLs: 2951}
3. BLEIAH,
- RN xdma, TEEIBIT A a2 RECE A,
source /root/xbinst_oem/F3_env_setup.sh xdma ##3§]H— L OFLETE
PETIZM T —IR
- WK xocl, WMITREIBIT A M2 RACE A,

source /root/xbinst_oem/F3_env_setup.sh xocl #§IH— 1R O
PTZm L IR

BEH:
Al BB T Bk xdmaikdsixocldkal, BEEvivadoiim, fK#vivado
license, Killaliyun-f3 sdaccel'F-f, 2018.2 runtimefit EfilfaascmdhiRAKM .
4. e 0SStz M,

faascmd config --id=herelIsYourSecretId --key=hereIsYourSecretKey #}4
hereIsYourSecretIdfilherelsYourSecretKey&# R RAME FAKIEE


https://ecs.console.aliyun.com/#/home
https://faas-ref-design.oss-cn-hangzhou.aliyuncs.com/FaaS_F3/f3_hdk.tar.gz

faascmd auth --bucket=hereIsYourBucket # ¥4herelIsYourBucket®EHi i)
0SS Bucket44#i

5. IBTTBA a2 4 RTLLEE,
cd <BEZHifEHmIERTE>/hw/ # HEARHEIGIIhwigiE

sh compiling.sh

BeHA:
Gk LRETRE2 ~ 3/,
6. EAEMIF SR, FE RERFPGABHS, 0] LR HIA L AR ok P B R R se % 38

- AR DUEH TRCE SR EFPGA-RIE3IH,
a. 1317 AR an % AR IR R BEHE T

sh /root/xbinst_oem/tool/faas_upload_and_create_image.sh <bit.

tar. gz@ B LR R B F 4>

[ oot@ u 2012 window_array_2d_c]# [sh ~/xbinst_oem/tool/faas_upload_and_create_image.sh window_array_2d.tar.gz
shell verison 30010

uploading: window_array_2d.tar.gz

Instance Id: i-uf6bscnibkrégld3féhi

0.065(s) elapsed

window_array_2d.tar.gz

2019-01-04 16:05:37,973 oss2.api [INFO] 140518204307264 : Init oss bucket, endpoint: https://oss-cn-shanghai-internal.aliyuncs.com, isCname: Fa
d_crc: True

window_array_2d.tar.gz

window_array_2d.tar.gz

2019-01-04 16:05:37,975 oss2.api [INFO] 140518204307264 : Start to put object, bucket: fpga-image-test-sh, key: window_array_2d.tar.qz, headers

b. TG,

sh /root/xbinst_oem/tool/faas_download_image.sh <bit.tar.gzJE44
WS> <0/1> # BIGHEIF<0/1> b fogaly)Fs

0FaaSELBIPIE —AFPGA, HSBHEFIFS—EM0, XNZEHHEH, Flmashr
FER0,1,2,3,

AERTEXM ZAFPGA PRI —AMBif%, wBMEMmLIREBRMANITS, flm, 48
FFPGA MR —8HQIa 20 -

sh /root/xbinst_oem/tool/faas_download_image.sh <bit.tar.gzJE44

W E4> 0
sh /root/xbinst_oem/tool/faas_download_image.sh <bit.tar.gzE4;

4> 1 _ _
sh /root/xbinst_oem/tool/faas_download_image.sh <bit.tar.gzF4s
WS> 2

sh /root/xbinst_oem/tool/faas_download_image.sh <bit.tar.gzJE44
W E4> 3
- WOPIRVERRE . ifaascmd 1 g EATERIE,
a. BITRAR@Z, BEga LEEIEA AMOSS Bucket, FRIETEAEZEA N OSS Bucket
Higbs Lf£F|FaaSE R HITAIOSS BucketH?,

faascmd upload_object --object=bit.tar.gz --file=bit.tar.gz



b.

faascmd create_image --object=bit.tar.gz --fpgatype=xilinx --
name=hereIsFPGAImageName --tags=herelsFPGAImageTag —-encrypted=
false —-shell=herelIsShellVersionOfFPGA

BT L A FPGABHRR BT vl FEARE,

[

faascmd list_images

TEIREEE R, WRstatey compiling, FoRFPGABURME THIFINZ, TR E4k
55 %, WA State N success, FORFPGABHZELA DA TE, BHRZEHIIFL
skFpgalmageUUID,

[rooté ~]# faascmd list_images
{
"FpgaImages": {
"fpgalmage": [
i
"CreateTime": "Fri Jan 94 2019 16:05:43 GMT+@80@ (CST)H",
"Description": "None",
"Encrypted": "false",
"FpgalmageUUID": "xilinx8858a3cl-
"Name": "window_array_2d.tar.gz",
"ShellUUID": "f30@1@",
"State": "compiling”,
"Tags": "herelsFPGAImageTag",

"UpdateTime": "Fri Jan 94 2019 16:085:44 GMT+@8@0 (CST)"

"CreateTime": "Thu Jan @3 2019 15:58:58 OMT+080@ (CST)",
"Description”: "None",

"Encrypted": "false",

"FpgalmageUUID": "xilinx6cbd48cl-PNEE DR e praseemmen",
"Name" : "wadd.tar.gz",

"ShellUUID": "f30018",

"State": "ENEIER",

"Tags": "herelsFPGAImageTag"”,

"UpdateTime": "Thu Jan @3 2019 16:32:32 CMT+@8@@ (CST)"

L IBITRAUR R, MBS, BHEHEDFLRFpgaUUID,

faascmd list_instances —--instanceld=herelIsYourInstanceld # ¥%
hereIsYourInstanceId##ilf35:44]ID

. JBITRA R a2 MFPGABEE.

faascmd download_image -—--instanceld=herelIsYourInstanceld
--fpgauuid=hereIsFpgalUUID --fpgatype=xilinx --imageuuid=



FAQ

hereIsImageUUID --imagetype=afu --shell=hereIsShellVersionOf
Fpga

# hereIsYourInstanceId##ilf3fsH|ID, herelsFpgaUUIDRs kyE3REL)
FpgaUUID, herelsImageUUIDH# l3RHENIFpgalmageUUID

e. IBITTRA TR ERHLRE FHIRI,

faascmd fpga_status --fpgauuid=herelsFpgalUUID --instanceld=
hereIsYourInstanceld # herelsFpgaUUID®EHi IEIREUTIFpgaUUID,
hereIsYourInstanceId#®#ihf354ID,

LR MRS SR A, i R FpgalmageUUID 5 83K FpgalmageUUID—
M, JHHER "TaskStatus":"valid", BB FEEII,

FAGBHRI B, B R TEE?

SRR TRAE BB R B, Blas LIRSS deiitiss, fRal OB LR
PIRRTT R ER R TR

- #iffaas_compiling.log, il Lf&iAfaas_upload_and_create_image.shitf, 4I§4:ii%
RWe2x A8l REDFTENfaas_compiling.logFlterminal*,

- PohPUTH R AR mIElog X sh /root/xbinst_oem/tool/faas_checklog.sh <
bit.tar.gz 2 i HERESE X144 >

Qvul SR S ?
R[S DU BRE N BHS: :
1. HEIRH,

- WIRIELEAE T xdma WKEN, TREAELHIHPIBIT sudo rmmod xdmadi A EIEIKA),
- USRI AL T xoc1 AN, WITREALELHITIBTT sudo rmmod xocl @i EIEIRE),



2. PEBIHG. oI LUEH A RHM Rz —:
- fEHIEIAS :

sh faas_download_image.sh bit.tar.gz <0/1> #&)JGHIES I FPGAR)
lEas

- ffiffifaascmd:

faascmd download_image —-instanceld=hereIsYourInstanceId --
fpgauuid=hereIsFpgalUUID --fpgatype=xilinx --imageuuid=herelIsImag
eUUID --imagetype=afu --shell=hereIsShellVersionOfFpga

3. TN,
- ARETRE R xdma B, BITRA R,

sudo depmod
sudo modprobe xdma

- UUREETR AL xocl IR, MIHEIBITRA T2,

sudo depmod
sudo modprobe xocl

7.5 faascmd T A

7.5.1 faascmd TA#HR
faascmd 2P ZFPGA =554y (FaaS) #REM—A 247 TH, 2T python SDKIFRITI
AXO

el Pl faascmd T. B :
- B TRAAU A e
- ERAIREFPGABIS

- HHM Lffobjects
- FRIFPGASLEHIE B



7.5.2 &i&faascmd
ANl P ZEfaasemd T H,

HETF
- BREAEB Tfassemd B ESE R EL R s LA,

1. K& Pythonhii AR, H#HH2.7.x,

python -V

2. 817 A R 2 2 3Epython Bk,

pip —q install oss2

pip -q install aliyun-python-sdk-core
pip —q install aliyun-python-sdk-faas
pip -q install aliyun-python-sdk-ram

3. B R K#aliyun-python-sdk-corelIfiA S, FRH2.11.088EL LA,

cat /usr/lib/python2.7/site-packages/aliyunsdkcore/__init__.py

BB
WA S F2.11.0, 3817 pip install --upgrade aliyun-python-sdk-core
R BT

* JHRAM) prfjAccessKey IDffIAccessKey Secret

BIET B
1. BEpG, Bnl PA7E Y a1 H et & H 3 Fidftwget http://fpga-tools.oss-cn-

shanghai.aliyuncs.com/faascmdiii% F#faascmd,

BEHA:
1E g faasemd I, BHEfaascmdfife H 40 B2 5 ME PATH R &b,



2. BT A a2 Hfaasemd Zsm] $AT R,

chmod +x faascmd

7.5.3 fidE&faascmd
feffififaascmd zhij, #FHEACEMHICHIEZRARAMM P AccessKey,

(T
1. GREWLHG, 1817 FaSECEPATHIAGE & &
export PATH=S$PATH:<faascmd T ER{ERKIR>
2. 317 FHlm 4L E AccessKey IDFIAccessKey Secret,

faascmd config --id=<yourAccessKeyID> --key=<yourAccessKeySecret>

script]# faascmd cor

red into

7.5.4 fEAfaascmd
] DUE A 8 1 ftfaasemd i 21T,

R M
fififaascmd THZ R, &I mrgfaasemd .
iBEEA
- faasemd THEBERIFTA @ LS BE T IX 0 KN
- faasemd@ @WHE SR “=" HIRARER LR,

=
faascmd auth M2 T faas admin¥i M IOSS bucket,

R PRI

1. MFaaSHidt—40SSbucket, FT _H&FEIGHRIFHIDCP L,
2. fti%FaaS0OSSbucketth, #Hidt—/A4compiling_logsiy XK,

(IR Fa
faascmd auth --bucket=<yourFaas0SSBucketName>

ZN/ Y 2]



BEIA:
EREI— R A A TIRE, BIF KPR 4 0SS bucket, DAk 1B B0 1%
BURME,
BEERNER
faascmd list_policy Mm% HRERTEEIIOSS bucket/2 & CEMENH R KIEZHUR
% (faasPolicy) H.,

(IR i Fae

faascmd list_policy

B

BEW:
HXEAIIO0SS BucketflOSS Bucket/compiling_logs i 7 HHEAES H FSR IG5 B,

A BRI AR SR B

faascmd delete_policy i@ TMIBREZHERNE (faasPolicy) .
g
faascmd delete_policy

ABIEY



BiHA:
WERNE—EHP FEZA TP, BUUEERAMESHIS8E, DU R RGRI,

ZEEOSS Bucket FErERobjects
faascmd list_objects ¥ T&ABH 0SS Bucket Fiififfobjects.

=

TR i FaN

faascmd list_objects

B
#n] DABE & grepin 2 ik i AU B SCfF, BIAN: faascmd list_objects | grep "xxx" o

FERmIFEXH
faascmd upload_object & H T A MG BRI IR 4G HF EAEFIH P HiE 0SS bucketHr,
(TROZ I Fa

faascmd upload_object --object=<newFileNameinOSSBucket> --file= <
your_file_path>/fileNameYouWantToUpload

B

BeHA:



- WERTE BENSUEESRTH SR, WJCHRR AL 12,
- intel fpgalfA MG R RIS .gbshgN; xilinx fpgalfA g5 46 S A PRI 75
Fitarfd,

T# 0SS Bucket®ffobject
faascmd get_object MK FEOSS BucketfiEobject,
(RO 5

faascmd get_object --obejct=<yourObjectName> --file=<your_local_path>/
<yourFileName>

B

BEH:
UURBEA GRS, MIBRIA PEEIY i AF K,
HEfpgafitk
faascmd create_imagefii @ HRRASHIE pgati G iIif R, R, BFfpga
imageuuid,
[IECd \i N

faascmd create_image --object=<yourObjectName>
--fpgatype=<intel/xilinx> --encrypted=<true/false>
-—kmskey=<key/{ifffencryptedytrue, W%i; HNIn]ix>
--shell=<Shell Version/pj%> -—-name=<name/nJi%k>
--description=<description/nJj%> --tags=<tags/nJi%>

B

E&fpgatEik
faascmd list_imagestn & H T &EBH P HITERITA fpgatilgiifs B,

=

R
faascmd list_images

B



BeHA:
A TP B2 R R 104 fpgaBif.

ks fpgatiik
faascmd delete_imageii & HTMIBRfpgatiltf,
[IESd Vi N
faascmd delete_image --imageuuid=<yourImageuuid>

ABIEY

T#ifpgafifg

faascmd download_imagen @ THE28 FEkfpgaBiLif R,

=g

TEITEN

faascmd download_image --instanceld=<yourInstanceId>
--fpgauuid=<yourfpgauuid> --fpgatype=<intel/xilinx>
--imageuuid=<yourImageuuid> --imagetype=<afu>



--shell=<yourImageShellVersion>

ZN /AN D]

faascmd download_image —-instanceId=XXXXX --fpgauuid=XXXX --fpgatype=
intel —-imageuuid=XXXX

EEfpgaG G TH RS
faascmd fpga_statusii@H T AR Ynifpgath FIRERfpgaiRiy FEGER,
[T i FaN
faascmd fpga_status --fpgauuid=<fpgauuid> --instanceld=<instanceld>

B

12 —-—-fpgaunid=

%k ffpgatEik
faascmd publish_image i HIREER K ffpgaBilfivibR,
(IR i FaN
faascmd publish_image --imageuuid=<yourImageuuid> --imageid=<
yourFPGAImageid>
BEW:
- dimageuuid REERMBIATANEGId, EaJLUEE faascmd list_images P& B,
- imageid fpgaBiffid, &nlDUEECSHHRIGRSLHIEN AR,
EEfpgadifItvE 2

faascmd list_instancesti @M TIRMIpgasiBIMEARER, WRELHlid. fpgath FEE
*I]Shellﬂﬁzigo

(IR i FaN

faascmd list_instances --instanceld=<yourInstanceld>

B



7.5.5 faascmd T EFAQ
ST faascrnd T EUN 35 DL 8 SRR

A
- Name Error:global name'ID' is not defined.
JGIA: faascmd A REEIER AccessKeyl D AccessKeySecretfs B
fERIpi%i: iTfaascmd configii®, WaLHITh, WA
fJAccessKeyIDfIAccessKeySecretfs B RfA1E XM /root/ . faascredentials Hi,
- HTTP Status:403 Error:RoleAccessError. You have no right to assume this role.

JEH: faascmdifikEEroleArnfs R, s#roleArnfs 5 4ni
ffJAccessKeyIDFIAccessKeySecretfs S4B T [F— 4K,

fRdpil: K& /root/.faascredentials X REES A MR,

[FaaSCredentials]

accessid=XXXXXXXXXX
accesskey=xxXXXXXXXXXXXXXXXXXXXXXX

[Role]

role=acs:ram: :1234567890123456:role/XXXXXX
[0SS]

bucket=xxxx

BimA:

- R EREEAEE, WhiihiZrolefs B 5 AccessKeylD/AccessKeySecretif AID2 S —
8
- R ERERAGAE, T faasemd auth bucket=xxxx &AL



- HTTP Status: 404 Error: EntityNotExist. Role Error. The specified Role not exists .

JRE : R A0 Fifaasrolefil (AL,

fEodrik: GRERAMPER & EF faasrolefi i 7 1E,

- WP faasroleAtEAAE, BHTHEPIT faascmd config fll faascmd auth a2 0lE %M
I I HEZRL

- W faasroletfEfE, HHER TR,

- SDK.InvalidRegionld. Can not find endpoint to access.

JREE: KEUAFfaashiissendpointibhit,

oIk R BB IG AR A i DA PECEL

BfTpython -Vii&Ki#Epython AR E }2.7.x,

- Bfiwhich pythonfii &K & pythonMBIN LR R G N /usr/bin/python,

B

Bil:
nkaliyunsdkcorefi A S5KT2.11.0, #FEIZ Tpip install --upgrade aliyun
-python-sdk-corefiZTHREHHNIRA,
- RIRBEHGIHE ] HTTP Status:404 Error:SHELL NOT MATCH. The image Shell is not
match with fpga Shell!Request ID:D7D1AB1E-8682-4091-8129-C17D54FD10D4

JRH . B EfpgalmagefiifiEfpga Ei¥shelliRAAPLAL,
fiRIpidi: BETRENE YD BRI A

- J&fifaascmd list_instances --instance=xxxai &K Ynifpgaiishellfii4 5,

by

- J&fifaascmd list_imagesti @A fiERIfpgalmagefshellifi A5,

BiHA:

B 4RPL EPiAshelliiA S AR, EHREEGHIE—4S5pgaiishelliii A4 SR
fpgalmage, )5 FEL,
B 4UREERAshelliiA—8, R TH,



- FEBHZINIRHTTP Status:503 Error:ANOTHER TASK RUNNING . Another task is
running,user is allowed to take this task half an hour Request ID: 5FCB6F75-8572-

4840-9BDC-87C57174F26D

JRIRl: R BRI S 8E R R R N G B fpga IR A B fEoperating IR A,
PRI BBUESFRF10208h, EHE PEIESSAIETHR, R RiEs FEBUEIER,

BimA:

UERFESIHB AR, TR LR,

- jBf7faascmd list_imagesai 2, KB GIRE R ailed,

YT IR T DB DUR 75 ARG 1 H,  BUENHIRHE R

faascmd list_objects|grep vivado
faascmd get_object --obejct=<yourObjectName> --file=<your_local_path

>/vivado.log #pgf&iEIH, BRI\ PEBILRILIL,

B IEIRG
faascmd |API&AF HAME R B IA AN
me
WEHFE | WSHBTEAPI PARAMETER WMASBAER, 400
(14 INVALIDATE
WEHE | ISHAAPI InternalError [ RHEGR, #3100, 500
m
auth auth NoPermisson | %A VillX 4 openAPIRIFLER, 403
create_imaCreateFpga IMAGE BGHIRAGERIT 101554, MER | 401
ge Image NUMBER AT B BEGEIT
EXCEED
FREQUENCY H b2 Bi%iE Rt mimiEah - | 503
ERROR 30min—iX,
SHELL NOT WARIshellRAAH, iHRE (404
SUPPORT shelliRA 2 15 1E
EntityNotExist. | P IKF 6 filidtfaasRole, 404
RoleError
RoleAccess HPEiAroleArn =2, k& 403
Error roleArnfg & 5 AccessKey ID/

AccessKey Secret )@ T A —4
akE,




faascmd |API& ¥ HME R TR AN
me
InvalidAcc AccessKey ID/AccessKey 401
essKeyldError |Secretf&ik,
Forbidden. PRAZFEEMKMS key, &8k | 503
KeyNotFoun KM Sl G R A keyld 2 &
dError 1#1E,
AccessDeni faas admin MK 36 Vil 4 §i
edError bucketfItKR,
0SS OBJECT fEEMoss bucket/objectAf7 404
NOT FOUND £, BE ARV,
delete_imaDeleteFpga IMAGE NOT e fpgalmagek A3, 400
ge Image FOUND
list_insta | DescribeFp NOT feEinstance METEE AR T | 401
nces galnstances AUTHORIZED | Y4FiI=IKF,
RoleAccess P ANFroleArn %, &#& | 403
Error roleArnfs & 5 AccessKey ID/
AccessKey Secret A g FFl—4
Ak,
INSTANCE fEEminstance N @ T fpgas 404
INVALIDATE Bl WRwhE R fpgasdifl, 1EHR
TR,
fpga_statu| DescribeLo NOT A ZREWinstanceld, K | 401
s adTaskStatus |AUTHORIZED |#iASEL
FPGA NOT PEAS G pgauuid, EKEH |404
FOUND NS
download|i.oadFpgalmage | ANOTHER ZHiHZER NG 551 1E 503
mage TASK RUNNING | operatingik#s,
IMAGE ACCESS |#5&image A8 T 4nizMkr, 401
ERROR
YOU HAVENO | fi&instance A8 T 4 20k | 401
ACCESS TO .
THIS INSTANCE
IMAGENOT  |#sififpgalmagetiAisi, 404
FOUND
FPGA NOT feerIfpgatk A3, 404

FOUND




faascmd | API&Y HIRER HIRA BHIRRY
me
SHELL NOT BigMshelliRA MR E N fpga k. (404
MATCH iyshellir A A~ PLBL,
RoleAccess P ABroleArn =3, &# 403
Error roleArnfg & 5AccessKey ID/
AccessKey SecretA)g ¥ i —4
=kS,
Image not in faEimagefEsuccessik 404
success state A, RIREAsuccessimage
A AR 8
publish_imPublishFpg FPGA IMAGE  |#E&MimagefidsuccessikE, |404
age almage STATE ERROR
FPGA IMAGE  |f§&MimagetG1k3IkE BT [404
NOT FOUND MR




8 R A

HT B aR558F ECS AR BH SRS Ai7, WREEHEAANTR, @ g
ZiFZA TR BRHK,

TR TRV HIZER N T FERE AP 2 BRI Ss 5, R 2n] DURI AR

B, SHESBL AR ECS BRI

TR THA] YRR ECS SR E—0r B2 XBig, EREd R i e iR

M, PUSFIGAREN, BR7HERNREYR T ECS 2Hl25t, BMGARIT XM RN TR
{5 P 7 TR R B e — B EERERUNERDN GO EERIMER) ECS 2B, Zunyifd, e
HLATEAIL,

i, XA TR, KelEEA ECS SRR EIELEZN, Blan, Bl ID (Instanceld
) AW TP, QISREERILBN o g #VPCH KB, PTBAKE J g Pht s Jgmapk 23 /P PAPR B IZ A
W IP, [XItE, SEBUEN sz IP#EIP# BN 23 W TP AREIFEERAR T P EE %75 A%

- SR Linux SN, SHEEREAELBIN IR BERD T rsync,

- CentOS %f: 217 yum [dinstall rsync -y
- Ubuntu 5fjl: i&17 apt-get dinstall rsync -y
- Debian 9:fll: i&47 apt-get install rsync -y
- HAWEATIR: S RATIRE PR R S
- RETHREWSAHEHE g AccessKey, FITFHith B & A user_config.json W,

-

= B
HT AccessKey BRI R, Jbiikdsitss, B gl RAM ks, FHEH RAM H
F¥IKS g AccessKeys

- HAE Z iR A FRBEISE, WS 6T 2 T T RIRSS R S S
IRIES R

1. EHEBLR /root IS ipnsss BHM ECS 5261,
2. Rig PR RIERTH ZIP R4,
3. IR TR, FHEEANPIRERS AR Z P S H 4R E T user_config.json

o


http://p2v-tools.oss-cn-hangzhou.aliyuncs.com/Alibaba_Cloud_Migration_Tool.zip?spm=5176.7765564.2.3.6SzsdG&file=Alibaba_Cloud_Migration_Tool.zip

4. ZRBE% #unique_90/unique_90_Connect_42_section_p5x_xzz_jfb 5¢pRACE.

ZACE S Linux Shell BR30R41 R EFR.

"data_disks": [],
"bandwidth limit": @

ERE AN RD, BREEIOCENSEE:

- system_disk_size: RSN ENMERGRWPINEE, WA GB, ZEARE M
RGER Bl 22 MK

- data_disks: ZSEOILENEABIERNPUIEUE, N8 GB, ZEARE/NTFEEEELS:
B 22 ) K/

BiHH:
-+ Y Linux 2@ HHPBIREN, BIERAE EMA LR, WREAESH data_disks
, BEZR THERANS BRI ETEEE WRI RS/,
- X4 Windows SEfll B A 8B AN, WIRBEA S BIERNTE R, WPARESE
data_disks.

5. $UTR R ERET go2aliyun_client.exe:

- Windows 52l: £iii go2aliyun_client.exe, #%¥¢ DUEBLR B7iE1T,

- Linux $24:
a. i817 chmod +x go2aliyun_client W% F i n] i THUR,
b. 17 ./ go2aliyun_client i&f7% i,

6. FIHBITEIR

- ZihB Goto Aliyun Finished! $iss, Rtk ECS i & iigip i v AL A RN
HE B, R AR BHR AR, Rn] DUREBIR SR, SRR RN B2 B iz
ECS gzpm, QUESERUG, WEREHAE TIECEMK,

- 4P Goto Aliyun Not Finished! H&Ri, K[ —HRT Logs SXFR RFHHES
TF Heasipps o IBERE)G, BEHSTIER LRIMWESA TE, Ea LRI E—KT
R PaRSIE R, EHRELIFLG.


https://ecs.console.aliyun.com/#/image/region/cn-hangzhou/imageList

SEHER

- RTIEZTRNABAG, WSH (2 208 £1T 2 T Ho
- RTIEZTRIRERY, W2H 5T 2 T TR RS0 o



9 Terraform

9.1 t4ETerraform

e

Terraformy2 —FJFR TR, HTLermnon s i I masi.

HashiCorp Terraform J&2 —ANTTIEEZAY BafbgaHE T B, nf UK REBIZED 1T B8

P, Terraforma 2174211 (CLI) $RAE—FpRr L, Fl 100 8 S8 S A el AT &
XA L, R TRRAE I,

BT 1R 2RI ENYECE SRR SEREESH, BIAUEIL. gk PRI gz,
Terraform Wa247H00 (CLD HEE—FpRmispplfl, FH R B S8 310 B el AT ] H =2
R A I H AT A £

Terraform/g — A EENY R TH, @i Provider R FHiIFEREZEM, 0] CUEH
Terraformzkeld. Bk, MFRECS. VPC. RDS. SLBZZZEH,

- ISR BRI A =

TerraformiEHl T2 205 RK, FHIREIILREEHIFRE B 2=, Hofth =42 {150 ol E A b2
by TFA N BIRES A RH 1) 9 R B IC B S A ) RS BRLAS [R) A (i A BT

- BaMLEBILREE

TerraformAEHS BIEACE ORI, BARTEE., ARy sUE . FlcABC B ECSHY
I, BRI NRIR SEERRENERED. Y2 IIRER B, SIEMHEIRITL, MR
ErEERBE,

- JEREZERENCES (Infrastructure as Code)

W DU R BAEP B, VPRI RLREBEIR, M AERSRERS BN Rt (JEREBEREINR
W) AR E, 5 H A NI A

BT R A

RGBT QIR RSB A BORERA . It H, R DHERGTESZ Al TPEA.

M RHF

Terraformf M iz =iES Terraformi¥4 vio


https://www.terraform.io/
https://www.alibabacloud.com/solutions/devops/terraform

fEATerraform
TerraformfREFSIEREAERI = ERIREER] i oppibnin 2 RE X WRAREE =Lma. BAT
HTerraform{EECSH Fpc BT IR 5 B 3% :

1. % Terraform,

2. fit&Terraform,

3. i Terraform @ — &2 GECSH,
BEZHR

- Terraform Alibaba provider-y j

- Terrafrom Alibaba github

- Terraform Registry Alibaba Modules

9.2 KEMEIE Terraform

e Terraform P RIMABNRIE S & . FYERITEE 2 JEmtas i, et mnd
B Terraform,

Bl 5

1. HifE Terraformey NG T RERHRIER ST AL,

2. ¥R ez /usr/local /bin,
QUERRE T HAT S R RS F 5, $R DU RO HoE U R 12
- Linux: W fpLinuxg&g55 L4 Rk 2o
- Windows: S M :Windows 555 Y 42 )Rk %o
© Mac: 2R fpMacggisi L 4 )mis i

3. i2fiterraformi R AACE.,
s Bornf i TerraformiEizI%, FOUNTHOR, FoRLEEsEs.

username: ~$ terraform


https://www.terraform.io/docs/configuration/syntax.html
https://www.terraform.io/docs/providers/alicloud/index.html
https://github.com/alibaba/terraform-provider
https://registry.terraform.io/browse?provider=alicloud
https://www.terraform.io/downloads.html
https://stackoverflow.com/questions/14637979/how-to-permanently-set-path-on-linux-unix
https://stackoverflow.com/questions/1618280/where-can-i-set-path-to-make-exe-on-windows
https://stackoverflow.com/questions/14637979/how-to-permanently-set-path-on-linux-unix

Usage: terraform [-version] [-help] <command> [args]
4. MRENRGE BN RIGHEMZ 2, BUUEAIERAMA P, FHERL

a. B3k RAMpSH| &0
b. BlE¥ ATerraform®RAMM P, FHMZM P AliEAccessKey, BAALERS W gijRAM g
Flo
c. ARAMH P, TEARBIN, BHP Terraformi&FAliyunECSFullAccessHl
AliyunVPCFullAccesstlfR, BAELEES U 3RAME] Prighlo
5. BIEEREIR R, H TS OHAER R,

export ALICLOUD_ACCESS_KEY="LTAIUrZCw3****xxx*"
export ALICLOUD_SECRET_KEY="zfwwWAMWIAT00]14GQ2*xx****kkx****"
export ALICLOUD_REGION="cn-beijing"

9.3 gllEE—&ECS3El
A LA gufi il Terraform & — & ECS L2,

P B
1. QUEVPCPIZERIZZRHL

a. Qi terraform. t XMk, MALLTINE, FFRMAELRTRIIT H 3k,

resource "alicloud_vpc" "vpc" {
name "tf_test_foo"
cidr_block "172.16.0.0/12"
+

resource "alicloud_vswitch" "vsw" {
vpc_id "${alicloud_vpc.vpc.id}"
cidr_block "172.16.0.0/21"
availability_zone "cn-beijing-b"

(-

b. i&fiterraform applyJFeEaIEE,
c. iB8frterraform show#& A EAIEMVPCHIVSwitch,

L thn] DA SR VP CHERI 5 &R VPCHIVSwitch g TE,
2. e ed, HRLEAENT L2l veCrh,

a. fiterraform. t FXXEFHMPL RN,

resource "alicloud_security_group" "default" {
name = "default"
vpc_id = "${alicloud_vpc.vpc.id}"

+

resource "alicloud_security_group_rule" "allow_all_tcp" {


https://ram.console.aliyun.com/#/overview

type
ip_protocol
nic_type
policy
port_range
priority

security_group_id

cidr_dip

}

"ingress"

"th"

"intranet"

"accept"

"1/65535"

1
"${alicloud_security_group.default.id}"
"9.0.0.0/0"

b. i&fiterraform applyJFe&alE,
c. i&fTterraform show# G O 2 4RI 2 N,

R thon] DAGESRECSHEHI 5 58 2% 41 Z 24T,

3. BIFEECSSH,

a. fiterraform. t FXHFHEML RN,

resource "alicloud_instance" "instance" {

# cn-beijing
availability_zone
security_groups =

# series III

instance_type
system_disk_category

= "cn-beijing-b"
["${alicloud_security_group.default.*.id}"]

"ecs.n2.small"
"cloud_efficiency"

image_-id "ubuntu_140405_64_40G_cloudinit_20161115.
vhd"
instance_name = "test_foo"

vswitch_id =

"s{alicloud_vswitch.vsw.id}"

internet_max_bandwidth_out = 10
password = "<replace_with_your_password>"

BeHA:

- 1E ERRBIh, $85E T internet_max_bandwidth_out = 10, KtZH&IREH

AL AMIIP,

- RIS BURRE S W ) g1 2= 28083 0l

iBfiterraform apply i,
b. izfiterraform show#f ERIEMECSIH,

C. i8fTssh root@<publicip>, FFHiAFEIKViMECSIH,

provider "alicloud" {}

resource "alicloud_vpc" "vpc" {

name =
cidr_block =
}

"tf_test_foo"
"172.16.0.0/12"

resource "alicloud_vswitch" "vsw" {


https://www.terraform.io/docs/providers/alicloud/r/instance.html

vpc_id
cidr_block
availability_zone

}

"${alicloud_vpc.vpc.id}"
"172.16.0.0/21"
"cn-beijing-b"

resource "alicloud_security_group" "default" {
name = "default"
vpc_id = "${alicloud_vpc.vpc.id}"

L

resource "alicloud_tinstance" "instance" {
# cn-beijing
availability_zone = "cn-beijing-b"
security_groups = ["${alicloud_security_group.default.x*.1id

"]

# series III
instance_type
system_disk_category

"ecs.n2.small"
"cloud_efficiency"

image_-id "ubuntu_140405_64_40G_cloudinit
_20161115.vhd"

instance_name = "test_foo"

vswitch_id = "${alicloud_vswitch.vsw.id}"

internet_max_bandwidth_out = 10

}

resource "alicloud_security_group_rule" "allow_all_tcp" {

type = "ingress"

ip_protocol = "tcp"

nic_type = "dintranet"

policy = "accept"

port_range = "1/65535"

priority =1

security_group_id = "${alicloud_security_group.default.id
}ll

cidr_ip = "0.0.0.0/0"
+

9.4 82 % 5 ECSSEH
A TR Terraform B I Q1 B ECS S,

1. BIEVPCHZEMZZHNL

a. il terraform. tF3XfF, WAPATRAZ, PRAAESHETNIGT HSH,

resource "alicloud_vpc" "vpc" {
name "tf_test_foo"
cidr_block "172.16.0.0/12"
}

resource "alicloud_vswitch" "vsw" {
vpc_id "${alicloud_vpc.vpc.id}"
cidr_block "172.16.0.0/21"



}

availability_zone = "cn-beijing-b"

b. idfTterraform applyJFaeizE,

c. iBfiterraform show#sE BRI VPCHMIVSwitch,

Lt n] DA SR VP CHERI 5 &R VPCHIVSwitch g T,
e, R T LBl vPCH,

a. f£

terraform. t F3XAFHREMEPL FAZ

resource "alicloud_security_group" "default" {

}

name = "default"
vpc_id = "s{alicloud_vpc.vpc.id}"
resource "alicloud_security_group_rule" "allow_all_tcp" {
type = "dingress"
ip_protocol = "tcp"
nic_type = "dinternet"
policy = "accept"
port_range = "1/65535"
priority =1
security_group_id = "${alicloud_security_group.default.id}"
cidr_dip = "9.0.0.0/0"

[

b. idfTterraform applyJFaeizE,
c. i&fTterraform show#E COIEM L 42 N,

PRt n] AR ECSHE I G2 & 2 S 4 B,
. fEifiModulefil# 2 SECSEHI, fEARBIh, AIE3HEECSELH,

a. feterraform. t F3XHFPHEMEA FHE.

module "tf-instances" {

source = "alibaba/ecs-instance/alicloud"

vswitch_id = "${alicloud_vswitch.vsw.id}"

group_ids = ["${alicloud_security_group.default.*.id}"]
availability_zone = "cn-beijing-b"

disk_category = "cloud_ssd"

disk_name = "my_module_disk"

disk_size = "50"

number_of_disks = 7

instance_name = "my_module_instances_"
host_name = "sample"
internet_charge_type = "PayByTraffic"
number_of_instances = "3"

password="User@123"

BEHA:



- AE LiRRBlh, $8E T internet_max_bandwith_out = 10, [KitZEs IS HE

—A2RMIP,

- RIS BURBIEZ W 50000

Nty

. i8fiterraform applyJFUafIEE,

fiterraform show# B CRIEIECSIH,

Tssh root@<publicip>, FFHIAZEMKYIFECSSLH,

provider "alicloud" {}

resource "alicloud_vpc" "vpc" {

}

"tf_test_foo"
"172.16.0.0/12"

name
cidr_block

resource "alicloud_vswitch" "vsw" {

}

vpc_id
cidr_block
availability_zone

"${alicloud_vpc.vpc.id}"
"172.16.0.0/21"
"cn-beijing-b"

resource "alicloud_security_group" "default" {

}

name = "default"
vpc_id = "s${alicloud_vpc.vpc.id}"

resource "alicloud_security_group_rule" "allow_all_tcp" {

}ll
}

type = "ingress"

ip_protocol = "tcp"

nic_type = "dintranet"

policy = "accept"

port_range = "1/65535"

priority =1

security_group_id = "${alicloud_security_group.default.id
cidr_ip = "0.0.0.0/0"

module "tf-instances" {

source = "alibaba/ecs-instance/alicloud"

vswitch_id = "s{alicloud_vswitch.vsw.id}"

group_ids = ["${alicloud_security_group.default.*.id}"]
availability_zone = "cn-beijing-b"

disk_category = "cloud_ssd"

disk_name = "my_module_disk"

disk_size = "50"

number_of_disks = 7

instance_name = "my_module_instances_"
host_name = "sample"
internet_charge_type = "PayByTraffic"
number_of_instances = "3"

password="User@123"


https://registry.terraform.io/modules/alibaba/ecs-instance/alicloud/1.2.2?tab=inputs

9.5 ZEfEWeb&E

BB — AP E APIN I, TS — RV, FERE G gt sis SR ISk B

AigE, SLBMZEA YIS BCE R, A Sergdanfalfd il TerraformiiBE Web 1,
HRfER

TEARHI, BANABEBE AN HX, 3 HH2ERE£8080%: Hihello world My,
PRI R

1. QEVPCMZE IS L,

a. i terraform. t 34, WIALPATRNZ, FHOELE A1 T B3P,

resource "alicloud_vpc" "vpc" {
name "tf_test_foo"
cidr_block "172.16.0.0/12"

}

resource "alicloud_vswitch" "vsw" {

vpc_id = "${alicloud_vpc.vpc.id}"
cidr_block = "172.16.0.0/21"
availability_zone = "cn-beijing-b"

}
b. i&fterraform applyJFheizE,
c. iBfiterraform show#®E EAIEKVPCHIVSwitch,

Lt n] AR VP CHEHR 5 EF VPCHIVSwitch g T,
2. g ed, LT E—SeIdrvVPCrh,

a. fiterraform. t FXHFHEMEL FHNE,

resource "alicloud_security_group" "default" {

name = "default"
vpc_id = "s{alicloud_vpc.vpc.id}"
+
resource "alicloud_security_group_rule" "allow_all_tcp" {
type = "ingress"
ip_protocol = "tcp"
nic_type = "dinternet"
policy = "accept"
port_range = "1/65535"
priority =1
security_group_id = "${alicloud_security_group.default.id}"
cidr_ip = 10.0.0.0/0"



}

b. i&fiterraform applyJFeGaIEE,
c. i&fTterraform show#E COIHM 2 4RI 2 2N,

PR R PAXESR ECS T 5 &8 & g2 24 B,
3. QUEERBIIMLH], WHFRCAMIP, FEASRBID, SRZsiscHIieE 1 M aisn8 s I 25
5i8080% IIIMLet, JHiih 2 WP TR 82,

a. Blds1b. tFXAF, FHHIMELTNA.

resource "alicloud_s1b" "s1b" {

}

name = "test-slb-tf"
vswitch_id = "${alicloud_vswitch.vsw.id}"
internet = true

resource "alicloud_slb_listener" "http" {

}

load_balancer_id = "${alicloud_slb.slb.id}"
backend_port = 8080

frontend_port = 80

bandwidth = 10

protocol = "http"

sticky_session = "on"
sticky_session_type = "dinsert"
cookie = "testslblistenercookie"

cookie_timeout = 86400
health_check="on"
health_check_type = "http"
health_check_connect_port = 8080

output "slb_public_ip"{

}

value = "${alicloud_slb.slb.address}"

b. idfTterraform applyJFaei%E,
c. iBfifterraform show?if CAIEN Ty,

Prttn] PAEE S SLBEH 15 2 B ) B i L1,



4. QUL
TEATRBI, Kl DU B

- AhgEdl: fEBRRPREE MgiN N2, BRN10, FRIE Rl S Hrdt i R B SIgE. |
TG AL B 2R SLB A AH AL B MW 2%, BBl depends_onj@PE45E 1
B

- EHACE . TERURPIREECSIBI BARCE, eI LA E (user-data) W EmK—
Hello WorldfM 5, FTE8080MH IR EENRSS. MTILIRIE, A RBlrh S Bl AC A
MIP, HH¥E force_delete=true T REMERFSE,

- ARGEREN s e SCELIR IR,
a. flidtess. t XM, FHWMPA %A

resource "alicloud_ess_scaling_group" "scaling" {
min_size = 2
max_size = 10
scaling_group_name = "tf-scaling"
vswitch_ids=["S${alicloud_vswitch.vsw.*.id}"]
loadbalancer_ids = ["${alicloud_slb.slb.*.id}"]
removal_policies = ["OldestInstance", "NewestInstance"]
depends_on = ["alicloud_slb_Tlistener.http"]

}

resource "alicloud_ess_scaling_configuration" "config" {
scaling_group_id = "${alicloud_ess_scaling_group.scaling.id}"
image_id = "ubuntu_140405_64_40G_cloudinit_20161115.vhd"
instance_type = "ecs.n2.small"
security_group_id = "${alicloud_security_group.default.id}"
active=true
enable=true
user_data = "#!/bin/bash\necho \"Hello, World\" > 1dindex.html\
nnohup busybox httpd -f -p 8080&"
internet_max_bandwidth_in=10
internet_max_bandwidth_out= 10
internet_charge_type = "PayByTraffic"
force_delete= true

}

resource "alicloud_ess_scaling_rule" "rule" {
scaling_group_id = "${alicloud_ess_scaling_group.scaling.id}"
adjustment_type "TotalCapacity"
adjustment_value 2
cooldown = 60



}

b. i&fiterraform applyJFeGaIEE,

BIERIG, SEHSLBRIAMIP,
c. PRI b, PEPEMhARTE A ShBIEEECSSEH,
d. AL curl http://<slb public 1p>#ITRIE,
MR BFIHello, World, Fpsldhidiid Bty M ECSIBIFR LRI bL,
. Bfiterraform destroyMERMIAEL, SMiMNG, BB PIMER,
fiH Terraformnf EAEFEMERFI S HERE — A ABE, WS EN TS, Bfrterraform
appLlyHinf,



10 DevOps for small and medium web apps

10.1 General introduction

The intended audience of this document are independent development teams that
need to develop and maintain a small/medium web application on Alibaba Cloud. The
goal is to keep things simpl. Necessary technologies and best practices are introduced

step by step.
Introduction

More complex tooling is mentioned near the middle of this tutorial, for example

infrastructure as code tools are explained in Continuous delivery.

The sample web application that comes with this tutorial is composed of two parts:

- A backend written in Java with Spring Boot.

- A frontend written in Javascript with React.
This document addresses the following points:

- How to automate compilation, testing, code analysis and packaging with a CI
pipeline.
- How to extend this pipeline to deploy the application automatically.

- How to setup a highly-available architecture on Alibaba Cloud.

- How to backup periodically (and restore!) the database and the version control system

- How to upgrade the application and the database.

- How to centralize logs and monitor your cluster.
Prerequisites
To follow this tutorial:

- Familiarize yourself with Git and install it on your computer.
- Make sure you have an Alibaba Cloud account.

- Download the related resources before moving to the next part.


https://en.wikipedia.org/wiki/Infrastructure_as_Code
https://en.wikipedia.org/wiki/Infrastructure_as_Code
https://spring.io/projects/spring-boot
https://reactjs.org/
https://en.wikipedia.org/wiki/Continuous_integration
https://en.wikipedia.org/wiki/Continuous_integration
https://en.wikipedia.org/wiki/Continuous_delivery
https://en.wikipedia.org/wiki/Version_control
https://en.wikipedia.org/wiki/Version_control
https://git-scm.com/
https://github.com/alibabacloud-howto/devops/tree/master/tutorials/devops_for_small_to_medium_web_applications

10.2 GitLab installation and configuration

Introduction

GitLab CE edition is a free open-source tool that will help us to host Git repositories and

run our CI/CD pipeline.

To keep it simple, we will install GitLab on an ECS instance with a direct access to
internet. Although the servers will be protected via encryption and restrictive security
group rules, you might also want to isolate your virtual machines from internet by

using a VPN Gateway.

The following diagram illustrates the architecture we will put in place for GitLab:
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Cloud resources creation

The first step is to buy a domain name. This is necessary if you want to enable

security on your servers:

1. Log on to the Domain console.

2. Click Purchase.

3. Choose a domain, such as my-sample-domain.xyz and follow the instructions to
buy it.

4. Return to the console and refresh the page in order to see your new domain.


https://about.gitlab.com/
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://dc.console.aliyun.com/

BibA:
Due to a limitation in Direct Mail, choose a domain name with less than 28

characters.
The second step is to create ECS instances and related resources:

1. Log on to the VPC console.

2. Select the region where you want to create the VPC on top of the page, for example,
Singapore.

3. Click Create VPC.

4. Fill in the new form with the following information:

- VPC name = devops-simple-app-vpc

- VPC destination CIDR Block = “192.168.0.0/16”

- VSwitch name = devops-simple-app-vswitch

- VSwitch zone = first zone of the list

- VSwitch destination CIDR Block = “192.168.0.0/24”
Click OK the create the VPC and the VSwitch.
In the VPC list, click the VPC you have just created.
Scroll down and click 0 at the right of Security Group.

In the new page, click Create Security Group.

© ® N oo

Fill in the new form with the following information:

- Template = Web Server Linux

- Security Group Name = devops-simple-app-security-group

- Network Type = VPC

- VPC = select the VPC you just created (with the name devops-simple-app-vpc)
10Click OK to create the security group and the rules from the template. Note that the

rules open the ports for SSH, HTTP, HTTPS and ICMP to any computer on Internet.

111Log on to the ECS console.
12 Click Create Instance.

131If needed, select Advanced Purchase (also named Custom).


https://vpc.console.aliyun.com/
https://en.wikipedia.org/wiki/Secure_Shell
https://en.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://en.wikipedia.org/wiki/HTTPS
https://en.wikipedia.org/wiki/Internet_Control_Message_Protocol
https://ecs.console.aliyun.com/

14 Fill in the wizard with the following information:

- Billing Method = Pay-As-You-Go
- Region = the same as your VPC and the same availability zone as the VSwitch

- Instance Type = filter by vCPU = 2, Memory = 4 GiB, Current Generation tab, and

select a remaining type such as ecs.n4.large
- Image = Ubuntu 18.04 64bit
- System Disk = Ultra Disk 40 GiB
- Network = VPC, select the VPC and VSwitch you have just created
- Do NOT assign a public IP (we will create an EIP instead, which is more flexible)
- Security Group = select the group you have just created
- Log on Credentials = select Password and choose one
- Instance Name = devops-simple-app-gitlab
- Host = devops-simple-app-gitlab
- Read and accept the terms of service
15 Finish the instance creation by clicking Create Instance.

16.Go back to the console, click Instances from the left-side navigation pane, and

select a region. Now you can see your new instance.
17 Click EIP from the left-side navigation pane.
18.0n the new page, click Create EIP.

19 Fill in the wizard with the following information:

- Region = the region where you have created your ECS

- Max Bandwidth = 1 Mbps

- Quantity =1
20 Click Buy Now, check the agreement of service, and click Activate.
21.Go back to the console and check your new EIP.
22 Next to you new EIP, click Bind.

23In the new form, select:

- Instance Type = ECS Instance
- ECS Instance = devops-simple-app-gitlab/i-generatedstring
- Click OK to bind the EIP to your ECS instance.

24 Copy the IP address of your EIP (for example, 47.88.155.70).

The ECS instance is ready for GitLab. Now register a sub-domain for this machine:



1. Log on to the Domain console.

2. On the row corresponding to your domain (for example, my-sample-domain.xyz),
click Resolve.

3. Click Add Record.

4. Fill in the new form with the following information:

- Type = A- IPV4 address
- Host = gitlab
- ISP Line = Outside mainland China
- Value = The EIP IP Address (for example, 47.88.155.70)
- TTL = 10 minute(s)
5. Click OK to add the record.

GitLab installation
We can now finally install GitLab! Open a terminal on your computer and type:

# Connect to the ECS instance
ssh root@gitlab.my-sample-domain.xyz # Use the password you set when
you have created the ECS -tinstance

# Update the machine

apt-get update

apt-get upgrade

# Add the GitLab repository for apt-get

cd /tmp

curl -LO https://packages.gitlab.com/install/repositories/gitlab/

gitlab-ce/script.deb.sh
bash /tmp/script.deb.sh

# Install GitLab
apt-get install gitlab-ce

# Open GitLab configuration
nano /etc/gitlab/gitlab.rb

BiH:
If you use MAC OSX, you must first disable the setting Set locale environment

variables on startup in Preferences > Profiles > Advanced.

In the GitLab configuration file, replace the value of external_url by http://gitlab
.my-sample-domain.xyz (the domain you have just purchased and configured), and

then save and quit by pressing Ctrl + X.


https://dc.console.aliyun.com/

Now start GitLab and try it. In your terminal, run the following command:

gitlab-ctl reconfigure

Open your web browser on http://gitlab.my-sample-domain.xyz. You can see the

following screen:
GitLab Com munity Edition Change your password
Open source software to collaborate on code New password

Manage Git repositories with fine-grained access controls that keep your
code secure. Perform code reviews and enhance collaboration with

. . . Confirm new password
merge requests. Each project can also have an issue tracker and a wiki. i

Change your password

Didn't receive a confirmation email? Request a new one

Already have login and password? Sign in

Congratulation if you get a similar screen! In case it does not work, first make sure

you did not miss a step, and then raise an issue if the problem persists.

Do not enter your new password yet because you are using an unencrypted

connection. Now fix this problem.
HTTPS configuration
Open your terminal and enter the following commands:

# Connect to the ECS instance
ssh root@gitlab.my-sample-domain.xyz # Use the password you set when
you have created the ECS -instance

# Install dependencies

apt-get install ca-certificates openssh-server

apt-get install postfix # During the installation, select "Internet
Site" and set your domain (for example, gitlab.my-sample-domain.xyz)

# Open GitLab configuration
nano /etc/gitlab/gitlab.rb

The last command allows you to edit GitLab configuration:

1. Modify the value of external_url by adding an s to http:// into https:// (for
eample, https://gitlab.my-sample-domain.xyz).


https://github.com/alibabacloud-howto/devops/issues

2.

Scroll to Let’ s Encrypt integration and insert the following lines:

letsencrypt['enable'] = true

letsencrypt['contact_emails'] = ["john.doe@your-company.com"] # Your
email address

letsencrypt['auto_renew'] = true

letsencrypt['auto_renew_hour'] = 11

letsencrypt['auto_renew_minute'] = 42
letsencrypt['auto_renew_day_of_month'] = "x/14"

Quit and save the file by pressing Ctrl + X, and then apply the configuration change
and restart GitLab with:

gitlab-ctl reconfigure

Check it worked by opening your web browser to https://gitlab.my-sample-
domain.xyz (with the s in https).

You can now enter your new password and sign in with the username root and your

new password. You can now access to the GitLab dashboard.

Before going further we still need to configure two things:

- An email server so that GitLab can send emails.

- Automatic backup in order to avoid loosing data.

Mail server configuration

BiH:

Direct Mail is not available in all regions, but you can configure it in a different one

from where you have created your ECS. At the time of writing, Direct Mail is available

in China (Hangzhou), Singapore and Australia (Sydney). Contact us if you need it in

another region.

Go back to the Alibaba Cloud web console and execute the following instructions:

A S A

Log on to the Direct Mail console.

Select the region on top of the page.

Click Email Domains from the left-side navigation pane.

Click New Domain.

In the new form, set the domain as mail.my-sample-domain.xyz (the domain you
chose earlier with the prefix mail).

The page must be refreshed with your new email domain. Click Configure link on

its right side.


https://dm.console.aliyun.com/

7. The new page explains you how to configure your domain. Keep this web browser
tab opened, open a new one and go to the Domain console.

8. Click Resolve link next to your domain.

9. Click Add Record.

10Fill the new form with the following information:

- Type = TXT- Text

- Host = the Host record column under 1,0wnership verification in the Direct Mail
tab (for example, aliyundm.mail)

- ISP Line = Outside mainland China

- Value = the Record value column under 1,0wnership verification in the Direct
Mail tab (for example, 3cdb41a3351449c2af6f)

- TTL = 10 minute(s)
11Click OK and click Add Record again.

12 Fill the new form with the following information:

- Type = TXT- Text

- Host = the Host record column under 2,SPF verification in the Direct Mail tab
(for example, mail)

- ISP Line = OQutside mainland China

- Value = the Record value column under 2,SPF verification in the Direct Mail tab
(for example, v=spfl include:spfdm-ap-southeast-1.aliyun.com -all)

- TTL = 10 minute(s)

13 Click OK and click Add Record again.

14 Fill the new form with the following information:

- Type = MX- Mail exchange

- Host = the Host record column under 3,MX Record Verification in the Direct Mail
tab (for example, mail)

- ISP Line = OQutside mainland China

- Value = the Record value column under 3,MX Record Verification in the Direct
Mail tab (for example, mxdm-ap-southeast-1.aliyun.com)

- MX Priority = 10

- TTL = 10 minute(s)

- Synchronize the Default Line = checked

15Click OK and click Add Record again.


https://dc.console.aliyun.com/

16 Fill the new form with the following information:

Type = CNAME- Canonical name

Host = the Host record column under 4,CNAME Record Verification in the Direct
Mail tab (for example, dmtrace.mail)
ISP Line = Outside mainland China
Value = the Record value column under 4,CNAME Record Verification in the
Direct Mail tab (for example, tracedm-ap-southeast-1.aliyuncs.com)
TTL = 10 minute(s)

17 Click OK.

You should probably have a domain configuration that looks like that:
| DNS Settings my-sample-domain.xyz

@ DNS Server:ns7.alidns.com, ns8.alidns.com

Type + Host = Line(ISP) = Value MX Priority  TTL Status  Actions

MX mail Default mxdm-ap-southeast-1.aliyun.com 10 10 minute(s) Mormal Edit Disable Delete = Remark
MX mail QOutside mainland China  mxdm-ap-southeast-1.aliyun.com 10 10 minute(s) Mormal Edit Disable Delete Remark
CNAME  dmtrace.mail  Default tracedm-ap-southeast-1.aliyuncs.com -- 10 minute(s) MNormal Edit | Disable Delete | Remark
CNAME dmtrace.mail QOutside mainland China  tracedm-ap-southeast-1.aliyuncs.com = 10 minute(s) Mormal Edit Disable Delete Remark

v=spf1 include:spfdm-ap-southeast-1.aliyun.com -a

T mail Default o nelasspitaprsos Y - 10minute(s) MNormal Edit | Dissble = Delete = Remark
TXT mail QOutside mainland China rﬁpﬁ Tl e e < = 10 minute(s) Mormal Edit Disable Delete Remark
TXT aliyundm.mail  Default 3cdb41a3351449¢2ai6f - 10 minute(s) MNormal Edit = Disable

TXT aliyundm.mail  Outside mainland China  3cdb41a3351448c2af6f - 10 minute(s) Mormal Edit Disable

A gitlab Default 47! 70 -- 10 minute(s) MNormal Edit Disable Delete = Remark
A gitlab Qutside mainland China 47, 0 -- 10 minute(s) MNormal Edit | Disable Delete = Remark

Total 10 - 10/ page

Continue the email server configuration:

1. Go back to the Direct Mail console (the web browser tab you kept opened).
2. Click Cancel to go back to the email domain list.
3. Click Verify next to your new domain, and confirm when the prompt appears.

4. Refresh the page after 20 sec. If the status of your domain is still To Be Verified,
click Configure and check which step is still in the To Be Verified status, fix

your domain configuration and re-do the previous step (Verify). Sometime the



verification step is a bit slow and you need to retry several times. When the email
domain status is Verification successful, you can continue to the next step.

5. Click Sender Addresses from the left-side navigation pane.

6. Click Create Sender Address.

7. Fill the new form with the following information:

- Email Domains = mail.my-sample-domain.xyz (the email domain you just
configured)
- Account = gitlab
- Reply-To Address = your email address (for example, john.doe@your-company.
com)
- Mail Type = Triggered Emails
8. Click OK to close the form.
9. Your new sender address should be added to the list. click Set SMTP password next
to it.
10Set the SMTP password and click OK.
11 Click Verify the reply-to address next to your new sender address, and confirm
when the prompt appears.
12 Check your mailbox corresponding to the address you set in the Reply-To Address
field, you should have received an email from directmail.
13 Click on the link in this email in order to see a confirmation message.
14.Go back to the sender addresses page and save the SMTP address and port at the
end of the description, it should be something like SMTP service address: smtpdm-

ap-southeast-1.aliyun.com . SMTP service ports: 25, 80 or 465(SSL encryption).

Now that the email server is ready, let’ s configure GitLab to use it. Open a terminal

on your computer and enter the following commands:

# Connect to the ECS instance
ssh root@gitlab.my-sample-domain.xyz # Use the password you set when
you have created the ECS -instance

# Open GitlLab configuration
nano /etc/gitlab/gitlab.rb

Scroll down to ### Email Settings and insert the following lines:

gitlab_rails['gitlab_email_enabled'] = true
gitlab_rails['gitlab_email_from'] = 'gitlab@mail.my-sample-domain.xyz'
# The sender address you have just created
gitlab_rails['gitlab_email_display_name'] = 'GitLab'



gitlab_rails['gitlab_email_reply_to'] = 'gitlab@mail.my-sample-domain.
xyz'

Scroll down to ### GitLab email server settings and insert the following lines:

gitlab_rails['smtp_enable'] = true

gitlab_rails['smtp_address'] = "smtpdm-ap-southeast-1.aliyun.com" #
SMTP address written in the Direct Mail console
gitlab_rails['smtp_port'] = 465 #
SMTP port written in the Direct Mail console
gitlab_rails['smtp_user_name'] = "gitlab@mail.my-sample-domain.xyz" #
Sender address

gitlab_rails['smtp_password'] = "HangzhouMail2018" #
SMTP password for the sender address

gitlab_rails['smtp_domain'] = "mail.my-sample-domain.xyz" #
Your email domain

gitlab_rails['smtp_authentication'] = "login"

gitlab_rails['smtp_enable_starttls_auto'] = false
gitlab_rails['smtp_tls'] = true

Apply the configuration change and restart GitLab:

gitlab-ctl reconfigure

You can test the configuration like this:

Go to GitLab and sign in as root: https://gitlab.my-sample-domain.xyz/
Click Admin area in the top menu (the wrench icon).

Click Users from the left-side navigation pane.

Click Administrator user.

Click Edit.

Change the Email field to your personal email address.

Click Save changes.
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Sign out by clicking on your profile picture on the top-right of the page and by

selecting Sign out.
9. Click the Forgot your password? link.
10Set your personal email address and click Reset password.

11.Check in your personal mailbox and verify you have received an email (it may be in

the spam folder).
Automatic backup configuration

Backups are important because they prevent data loss in case of accident and allow

you to migrate to another ECS instance if you need.

In order to run backups automatically, please open a terminal and run the following

commands:



BLIH:

The GitLab documentation requires tar version to be equals to or later than 1.30.
Let’ s now create an OSS bucket where we will store our backups:

1. Log on to the 0SS console.
2. Click Create Bucket.

3. Fill the new form with the following information:

- Bucket Name = gitlab-my-sample-domain-xyz (you can set the name you want,
but it must be unique)
- Region = the same as your ECS instance (for example, Asia Pacific SE 1 (
Singapore))
- Storage Class = Standard
- Access Control List (ACL) = Private
4. Click OK.
5. The page must show the bucket you have just created. Save the last Endpoint for
VPC Network Access (something like oss-ap-southeast-1-internal.aliyuncs.

com). It contains your bucket name and the region ID, for example, ap-southeast-1.

You will also need an access key id and secret:

1. Log on to the user management center by clicking on your user on the top-right of the
page and by selecting AccessKey.

2. Click Create Access Key.

3. Note the AccessKeyID and the AccessKeySecret and click Save AccessKey

Information.
In your terminal, mount your OSS bucket as a folder:

# Save your bucket name, access key 1id and access key secret in the
file /etc/passwd-ossfs

# The format is my-bucket:my-access-key-id:my-access-key-secret

echo gitlab-my-sample-domain-xyz:LTAIsP66uJ8zujwZ:rcl5yggaCX08AiYKe2BG
nX49wNUGpk > /etc/passwd-ossfs

chmod 640 /etc/passwd-ossfs

# Create a folder where we will mount the 0SS bucket
mkdir /mnt/gitlab-bucket

# Mount the 0SS bucket

# The -ourl come from the last "Endpoint" for VPC Network Access

ossfs gitlab-my-sample-domain-xyz /mnt/gitlab-bucket -ourl=http://oss-
ap-southeast-1-internal.aliyuncs.com


https://docs.gitlab.com/ee/raketasks/backup_restore.html#tar
https://oss.console.aliyun.com/
https://usercenter.console.aliyun.com/

# Check it works
echo "It works" > /mnt/gitlab-bucket/test.txt

# Unmount the 0SS bucket
umount /mnt/gitlab-bucket

Check that the test file is present in your bucket:

1. Log on to the 0SS console.

2. Click your bucket name from the left-side navigation pane.

3. Click Files from the top menu.

4. The file test.txt should be present and should contain It works.
5. Delete this file.

Configure the OSS bucket so that it is automatically mounted when the ECS machine

starts. Create the following file:
Adapt and copy the following content:

Make sure you set the right bucket name and endpoint. Quit and save by pressing

CTRL + X. Configure Systemd to run this script at startup:

Log on to the 0SS console, and check that the test2.txt file is present in your bucket and
delete it.

Let’ s now configure GitLab to put its backup files in the mounted folder. Open the

terminal and run:

# Open GitLab configuration
nano /etc/gitlab/gitlab.rb

Scroll to ### Backup Settings and insert the following line:

gitlab_rails['backup_path'] = "/mnt/gitlab-bucket/backup/"

Quit and save by pressing CTRL + X, and then check if it works:

# Apply GitLab configuration
gitlab-ctl reconfigure

# Manually launch a first backup
gitlab-rake gitlab:backup:create

The last command should have created a backup. Log on to the OSS console and

check you have a file with a path like backup/1540288854_2018_10_23_11. 3.

6_gitlab_backup. tar.


https://oss.console.aliyun.com/
https://oss.console.aliyun.com/

Let’ s now configure automatic backup to be executed automatically every night. For

that we will create two types of cron jobs: one to execute the backup command above,

one to save the GitLab configuration files.
Open your terminal and execute:

# Edit the CRON configuration file. Select nano as the editor.
crontab -e

Enter the following lines into this file:

0 2 x x x /opt/gitlab/bin/gitlab-rake gitlab:backup:create CRON=1

® 2 * x x /bin/cp /etc/gitlab/gitlab.rb "/mnt/gitlab-bucket/backup/$(/
bin/date '+\%s_\%Y_\%m_\%d')_gitlab.rb"

0 2 x x x /bin/cp /etc/gitlab/gitlab-secrets.json "/mnt/gitlab-bucket/
backup/$(/bin/date '"+\%s_\%Y_\%m_\%d')_gitlab-secrets.json"

Save and quit by pressing CTRL + X.

You now have configured automatic backup every night at 2AM. If you want to test
this configuration you can replace 0 2 * * * by the current time + 2 min. for example if
the current time is 14:24, then set 26 14 * * *. after that you need to wait about 2 min

and check whether new files have been created in your OSS bucket.

The restoration process is well described in the official documentation (section Restore
for Omnibus installations). Note that it is considered as a best practice to test your

backups from time to time.
GitLab runner installation and configuration

It is a best practice to run CI/CD jobs (code compilation, unit tests execution,

application packing, and so on) on a different machine from the one that run GitLab.

Thus, we need to setup one runner on a new ECS instance. Please execute the following

instructions:

. Log on to the VPC console.

. Select the region of the GitLab ECS instance (on top of the screen).

1
2
3. Click the VPC devops-simple-app-vpc.
4. Click 1 next to Security Group.

5

. Click Create Security Group.


https://en.wikipedia.org/wiki/Cron
https://docs.gitlab.com/ee/raketasks/backup_restore.html#restore-for-omnibus-installations
https://www.theregister.co.uk/2017/02/01/gitlab_data_loss/
https://docs.gitlab.com/ce/install/requirements.html#gitlab-runner
https://docs.gitlab.com/ce/ci/runners/
https://vpc.console.aliyun.com/

6. Fill the new form with the following information:

- Template = Customize
- Security Group Name = devops-simple-app-security-group-runner
- Network Type = VPC
- VPC = select the VPC devops-simple-app-vpc
7. Click OK to create the group. We will not add any rule in order to be as restrictive
as possible (to improve security).
8. Log on to the ECS console.
9. Click Create Instance.
10If needed, select Advanced Purchase (also named Custom).

11 Fill the wizard with the following information:

- Billing Method = Pay-As-You-Go
- Region = the same as the ECS instance where you have installed GitLab

- Instance Type = filter by vCPU = 2, Memory = 4 GiB, Current Generation tab, and
select a remaining type such as ecs.n4.large
- Image = Ubuntu 18.04 64bit
- System Disk = Ultra Disk 40 GiB
- Network = VPC, select the VPC and VSwitch of the GitLab ECS instance
- Assign a public IP (no need of an EIP this time)
- Security Group = select devops-simple-app-security-group-runner
- Log on Credentials = select Password and choose one
- Instance Name = devops-simple-app-gitlab-runner
- Host = devops-simple-app-gitlab-runner
- Read and accept the terms of service
12 Finish the instance creation by clicking Create Instance.
13.Go back to the ECS console, select Instances from the left-side navigation pane and
choose your region on top the screen. you should be able to see your new instance
devops-simple-app-gitlab-runner.
14 Click Connect on the right of your ECS instance, copy the VNC Password
(something like 667078) and enter it immediately after.

15.You should see a terminal in your web browser inviting you to login. Authenticate

as root with the password you have just created.


https://ecs.console.aliyun.com/

Execute the following commands in this web-terminal:

# Update the machine
apt-get update
apt-get upgrade

# Add a new repository for apt-get for GitLab Runner
curl -L https://packages.gitlab.com/install/repositories/runner/gitlab
-runner/script.deb.sh | sudo bash

# Add a new repository for apt-get for Docker
apt-get install software-properties-common
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key
add -
add-apt-repository \
"deb [arch=amd64] https://download.docker.com/Llinux/ubuntu \

S(lsb_release -cs) \
stable"

# Update the machine
apt-get update

# Install GitLab runner
apt-get 1install gitlab-runner

# Install dependencies for Docker
apt-get install apt-transport-https ca-certificates curl software-
properties-common

# Install Docker
apt-get install docker-ce

As you can see we setup two applications: GitLab Runner and Docker. We will keep things
very simple with Docker: it is a very powerful tool, but for the moment we will just use
it as a super installer, for example we will not setup any tool, compiler or SDK on this
machine. instead we will be lazy and let Docker to download the right images for us.
Things will become more clear later in this tutorial when we will configure our CI/CD
pipeline.

Now we need to connect the runner with GitLab:

1. Open GitLab in another web browser tab (the URL must be like https://gitlab.my-
sample-domain.xyz/).

2. Sign in if necessary.

3. Click Admin area from the top (the wrench icon).

4. Click Runners from the left.

The bottom of the page contains an URL and a token:


https://docs.gitlab.com/ce/ci/runners/
https://www.docker.com/
https://docs.docker.com/engine/swarm/key-concepts/
https://kubernetes.io/
https://docs.docker.com/get-started/

Setup a shared Runner manually

1. Install GitLab Runner

2. Specify the following URL during the Runner setup: https://gitlab.my-sample-domain.xyz/ @
3. Use the following registration token during setup: gXppot v @

4. Start the Runner!

Go back to the web-terminal connected to the runner machine, and type:

gitlab-runner register

This tool needs several information to register the runner. Enter the following

responses:

1. Enter the gitlab-ci coordinator URL (for example, https://gitlab.com): copy the URL
from the GitLab page above (for example, https://gitlab.my-sample-domain.xyz/)

2. Enter the gitlab-ci token for this runner: copy the token from the GitLab page
above (for example, gXppo8ZyDgqdFb1vPG-w)

3. Enter the gitlab-ci description for this runner: devops-simple-app-gitlab-runner

4. Enter the gitlab-ci tags for this runner (comma separated): (keep it empty)

5. Enter the executor: docker
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. Enter the default Docker image (for example, ruby:2.1): alpine:latest

After the tool gives you back the hand, you should be able to see this runner in the

GitLab web browser tab. Refresh the page and check at the bottom, you should see

something like this:
Runner description or token Search Runners currently online: 1
Ri — - . Last
Type unner Description Version IP Address Projects Jobs Tags as
token contact
devops-simple-app- M
d12e17e8 1.4.0 47, 172 nfa 0 minutes PR | n

locked security-group-runner
y-group ago

Our GitLab is now ready to be used! But there are few more points to consider before
creating our first project:
User management

As administrator, there are few steps you need to follow in order to improve your

GitLab account:



1. Open GitLab in your web browser (the URL must be like https://gitlab.my-sample-
domain.xyz/).

Click your avatar on the top-right of the page and select Settings.

Correctly set the Full name and Email fields and click Edit profile settings.

Click Account from the left.

AR S

Change your username and click Update username, and then confirm it again
when the prompt appears (this step improves security as attackers would have to

guess your username in addition to your password).

You may also want to control who can register on your GitLab server (the default

configuration allows anyone on internet to register):

Click Admin area from the top (the wrench icon).
Click Settings from the left.
Expand the Sign-up restrictions section.

Uncheck the Sign-up enabled field.

AR o I

Click Save changes.

Now only administrators can create new users. This can be done by navigating to the

Overview > Users in the Admin area.
Maintenance

Linux servers need to be upgraded from time to time: security patches must be
installed as soon as possible and applications should be updated to their latest

versions.

On Ubuntu instances, the following commands allow you to safely update your server

apt-get update
apt-get upgrade

Other commands such as apt-get dist-upgrade or do-release-upgrade are less

safe, especially the last one since it can update Ubuntu to a newer LTS version that is

not yet supported by Alibaba Cloud.
For more complex upgrade it may be more practical to replace the ECS instance:

1. Create a backup of the existing GitLab data.


https://alibabacloud-howto.github.io/devops/tutorials/devops_for_small_to_medium_web_applications/part_01_gitlab_installation_and_configuration.html#automatic-backup-configuration

2. Create a new ECS instance and install GitLab.

Bil:
The GitLab version on the new ECS instance must be the same as the old one, if not
the backup-restore process fails.
3. Restore the backups into the new machine.
4. Check the new instance works.
5. Unbind the EIP from the old ECS instance and bind it to the new one.
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. Release the old ECS instance.

Security updates can be automatically installed thanks to unattended-upgrades. For
each ECS instance (GitLab and its runner), open a terminal (using SSH or the web-

terminal console) and enter the following commands:

# Install unattended-upgrades
apt-get install unattended-upgrades

# Check the default configuration is fine for you. Press CTRL+X to
quit.
nano /etc/apt/apt.conf.d/50unattended-upgrades

# Enable automatic upgrades
dpkg-reconfigure --priority=low unattended-upgrades

# Edit the related configuration
nano /etc/apt/apt.conf.d/20auto-upgrades

The last configuration file can be modified in order to look like this:

APT: :Periodic::Update-Package-Lists "1";

APT: :Periodic::Unattended-Upgrade "1";

APT: :Periodic: :Download-Upgradeable-Packages "1";
APT::Periodic::AutocleanInterval "7";

Save and quit by pressing CTRL + X. You can launch unattended-upgrades manually

for testing:

unattended-upgrade -d
The logs of unattended-upgrades are printed in /var/log/unattended-upgrades.
More information about automatic update can be found here.

Upgrade

The described architecture for GitLab is fine as long as the number of users is not too

large. However, there are several solutions when things start to get slow:


https://help.ubuntu.com/18.04/serverguide/automatic-updates.html.en

- When pipeline jobs take too much time to run, maybe adding more runners or

using ECS instances with higher specs can help.

- When GitLab itself become slow, the simplest solution is to migrate it to a stronger

ECS instance type.

When a single GitLab instance become unacceptable, maybe because of performance
issues or because high-availability is required, the architecture can evolve into a

distributed system involving the following cloud resources:

- Additional ECS instances.
- A server load balancer to distribute the load across ECS instances.
- A NAS to let multiple ECS instances to share a common file storage system.

- An external database.

As you can see the complexity can quickly increase. Tools such as Packer (virtual
machine image builder), Terraform (infrastructure as code software) or Chef / Puppet
/ Ansible / SaltStack(configuration management) can greatly help managing it: they

require an initial investment but allow organizations to better manage their systems.

Another solution is to let other companies to manage this complexity for you.

There are many SaaS vendors such as GitLab.com or GitHub. Alibaba Cloud offers

Codepipeline, but it is currently only available in Chinese.

10.3 Continuous integration

Introduction

This topic introduces a simple Continuous Integration pipeline based on GitLab CI/CD.

Although we keep it simple now, this pipeline will be extended in the next topic.
Simple application

This topic is based on a simple web application written on top of Spring Boot (for the

backend) and React (for the frontend).

The application consists in a todo list where a user can add or remove items. The

goal is to have a simple 3-tier architecture with enough features that allow us to explore

important concepts:

- The file organization shows a way to combine backend and frontend code into a

single module (to keep it simple).


https://en.wikipedia.org/wiki/High_availability
https://www.packer.io/
https://www.terraform.io/
https://www.chef.io/
https://puppet.com/
https://puppet.com/
https://www.ansible.com/
https://www.saltstack.com/
https://en.wikipedia.org/wiki/Software_as_a_service
https://about.gitlab.com/pricing/#gitlab-com
https://github.com/business
https://docs.gitlab.com/ee/ci/
https://spring.io/projects/spring-boot
https://reactjs.org/
https://en.wikipedia.org/wiki/Multitier_architecture#Three-tier_architecture

- The backend is stateless, which means that it does not store any data (for example,

no shared variable in the code). Instead, the data is saved in a database. This

architecture is particularly useful for horizontal scaling.

- Because a relational database is involved, this project demonstrates how to use Flyway

to help to upgrade the schema when the application evolves.

- The build process involves Npm, Babel, Webpack and Maven to compile and package

the application for production.

- Code quality is achieved thanks to SonarQube, a tool that can detect bugs in the code

and help us to maintain the project over time.

GitLab project creation

Let’ s start by creating a project on GitLab:

1.

2.
3.

Open GitLab in your web browser (the URL must be like https://gitlab.my-sample-
domain.xyz/);
Click New-- from the top (with a + icon) and select New project.

Fill the new form with the following information:

- Project name = todolist
- Project slug = todolist
- Visibility Level = Private

4. Click Create project.

We now have a project but we cannot download it on our computer yet, for that we

need to generate and register a SSH key:

1.

In your GitLab web browser tab, click your avatar (top-right of the page) and select

Settings.

. Click SSH Keys from the left.

. Open a terminal and type the following commands:

# Generate a SSH certificate (set the email address you set in your
GitLab profile)
ssh-keygen -0 -t rsa -C "john.doe@your-company.com" -b 4096

# Display the public key
cat ~/.ssh/id_rsa.pub

. Copy the result of the cat command and paste in the Key field (in the GitLab web

browser tab).


https://nordicapis.com/defining-stateful-vs-stateless-web-services/
https://en.wikipedia.org/wiki/Scalability#Horizontal_and_vertical_scaling
https://en.wikipedia.org/wiki/Relational_database_management_system
https://flywaydb.org/
https://flywaydb.org/
https://www.npmjs.com/
https://babeljs.io/
https://webpack.js.org/
https://maven.apache.org/
https://www.sonarqube.org/

5. The Title field should be automatically filled with your email address. The page
looks like this:

SSH Keys Add an SSH key

SSH keys allow you to establish a secure To add an SSH key you need to generate one or use an existing key.

connection between your computer and
GitLab.

Key
Paste your public SSH key, which is usually contained in the file '~/.ssh/id_rsa.pub' and begins

with 'ssh-rsa'. Don't use your private SSH key.

ssh-rsa

Title
john.doe@your-company.com

MName your individual key via a title
6. Click Add key to register your SSH key.

You can now configure git and clone the project on your computer. Enter the following

commands in your terminal:

# Set your real name
git config --global user.name "John Doe"

# Set the same email address as the one you set 1in your GitlLab profile
git config --global user.email "john.doe@your-company.com"

# Create a directory for your projects
mkdir ~/projects
cd ~/projects
# Clone the empty project on your computer (set your GitLab domain
name and username)
git clone git@gitlab.my-sample-domain.xyz:johndoe/todolist.git
# Change directory and check the ".git" folder is present
cd todolist
1ls -1la
Copy all the files from the folder sample-app/version1/* of this tutorial into ~/projects/

todolist. You should have a directory with the following top files:

.git: Folder containing information for git.
.gitignore: List of files to ignore for Git.

.gitlab-ci.yml: GitLab CI pipeline configuration (more information about this file

later).


https://git-scm.com/docs/git-clone
https://github.com/alibabacloud-howto/devops/tree/master/tutorials/devops_for_small_to_medium_web_applications/sample-app/version1

- package.json: Npm configuration for the frontend: it declares dependencies such as
React, Babel and Webpack.

- webpack.config.js: Webpack configuration for the frontend: it contains information
about how to transpile the JSX code into standard JavaScript supported by all
modern web browsers. It also describes how to package the frontend code and
place it into a folder where Spring Boot can pick it and serves it via HTTP.

- pom.xml: Maven configuration for the backend: it declares dependencies, how

to compile the code, how to run the tests, and how to package the complete

application.

- src: Source code of the application.
The src folder is organized like this:

- src/main/java: Backend code in Java. The entry-point is com/alibaba/int1l/
todolist/Application.java.
- src/main/js: Frontend code. The entry-point is app.js.

- src/main/resources/application.properties: Backend configuration (for example,
database url).

- src¢/main/resources/static: Frontend code (HTML, CSS and JavaScript). The built
folder is generated by Webpack.

- src¢/main/resources/db/migration: Database scripts for Flyway (more on this later).

- src/test/java: Backend tests.

- src/test/resources: Backend tests configuration.
Run the application locally

Install the JDK 8 and Maven on your computer, and build your application with the

following command:

mvn clean package

This command should end with a BUILD SUCCESS message: it compiles and runs the

tests and packages the application.

BiHA:

- The application source code organization is based on this tutorial. You can read this

document if you are interested in HATEOAS, WebSockets and Spring Security.


https://www.npmjs.com/
https://reactjs.org/
https://babeljs.io/
https://webpack.js.org/
https://webpack.js.org/
https://scotch.io/tutorials/javascript-transpilers-what-they-are-why-we-need-them
https://reactjs.org/docs/introducing-jsx.html
https://spring.io/projects/spring-boot
https://maven.apache.org/
https://flywaydb.org/
https://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
https://maven.apache.org/
https://spring.io/guides/tutorials/react-and-spring-data-rest/
https://en.wikipedia.org/wiki/HATEOAS
https://en.wikipedia.org/wiki/WebSocket
https://spring.io/projects/spring-security

- Although the application needs a database, the tests pass because they use H2, an

in-memory database.
The next step is to setup a database locally:

1. Download and install MySQL Community Server v5.7. Note that it will normally give
you a temporary root password.

2. MySQL should have installed the MySQL Command-Line Tool. You may need to
configure your PATH environment variable if the mysql command is not available

on your terminal. On Mac OSX you can do the following:

# Add the MySQL tools into the PATH variable
echo 'export PATH=/usr/local/mysql/bin:$PATH' >> ~/.bash_profile

# Reload .bash_profile
. ~/.bash_profile

3. Launch MySQL on your computer and connect to it with your terminal:

# Connect to the database (use the password you received during the
installation)
mysql -u root -p

4. The command above should display a prompt. You can now configure your

database:

-- Change the root password if you never did it before on this
database
ALTER USER 'root'@'localhost' IDENTIFIED BY 'YouNewRootPassword';

-- Create a database for our project
CREATE DATABASE todolist;

-- Create a user for our project and grant him the rights
CREATE USER 'todolist'@'localhost' IDENTIFIED BY 'P@sswOrd';
GRANT ALL PRIVILEGES ON todolist.* TO 'todolist'@'localhost';

-- Exit

QUIT;
Now that we have a database up and running, we need to configure the applicatio
n. Have a look at the backend configuration file “src/main/resources/application.

properties” and check that the DB configuration corresponds to your installation:
spring.datasource.url=jdbc:mysql://localhost:3306/todolist?useSSL=
false

spring.datasource.username=todolist
spring.datasource.password=P@sswOrd

BiH:


http://www.h2database.com/
https://dev.mysql.com/downloads/mysql/5.7.html#downloads
https://dev.mysql.com/doc/refman/8.0/en/mysql.html

- The spring.datasource.url property is in the format jdbc:mysql://HOSTNAME :
PORT/DATABASE_NAME?useSSL=false.

- If you modified this file you need to re-run mvn clean package.

You can now launch the application locally with the following command:

mvn spring-boot:run

If everything went well, the application should print several lines of logs in the

console. Look at the two last lines:

2018-11-02 13:56:18.139 INFO 87329 --- [main] o.s.b.w.embedded.tomcat
.TomcatWebServer : Tomcat started on port(s): 8080 (http) with
context path ''

2018-11-02 13:56:18.145 1INFO 87329 --- [main] com.alibaba.intl.
todolist.Application : Started Application in 5.305 seconds (JVM
running for 17.412)

Open a new tab in your web browser and open the URL http://localhost:8080. You

should normally get something like this:

< C | @ localhost:8080 ¥ Q0

TO‘D o " st Hostname: Marcs-MacBook-Pro-2.local

Instance Id: unknown

Tasks

Add a new task

Description: m

Existing tasks

Description

Write a new tutorial

Buy a battery for the car



B
You can add new tasks by filling a description and by clicking Add.
Congratulation if you managed to get the application up and running! The source
code has been written with the IntelliJ IDEA IDE (the ultimate edition is necessary for
frontend development, you can evaluate it for free for 30 days).
Before we move on and create our first CI pipeline, there is still an important point to

talk about: we didn’ t create any table in the database, so how does the application

work? Let’ s have a look at our database with a terminal:

# Connect to the database (use your new root password)
mysql -u root -p

The command above opens a prompt; please enter the following instructions:

-- Use our database
USE todolist;

-— Display the tables
SHOW TABLES;

The last command should display something like this:

B e +
| Tables_in_todolist |
e +
| flyway_schema_history |
| task |
o +

2 rows in set (0.00 sec)

Now we can understand why the application works: because the database schema
has been created. The task table corresponds to the Java class src/main/java/com/

alibaba/intl/todolist/model/Task.java.Lef sstudy'flyway_schema_history:

-- Look at the content of the flyway_schema_history table
SELECT * FROM flyway_schema_history;

The result should look like this:

o o ——— T d—————
o Fomm - Fom e
o Fomm o +
| installed_rank | version | description | type | script

| checksum | installed_by | installed_on |
execution_time | success |
F——————_———— t—————— o ——————— +—————
Fom Fomm pom -


https://www.jetbrains.com/idea/
https://en.wikipedia.org/wiki/Integrated_development_environment
https://en.wikipedia.org/wiki/Database_schema
https://en.wikipedia.org/wiki/Database_schema

| 1| oeo1 | Create task table | SQL | VOO1l__Crea

te_task_table.sql | -947603613 | todolist | 2018-10-31 17:57:51 |
24 | 1|

o o ——— e t—————

Fm Fomm o

o Fom - o= +

1 row in set (0.00 sec)

The flyway_schema_history table has been created by Flyway, a tool that allows us to
create and update our database schema. As you can see, the table contains the names

of the scripts from src/main/resources/db/migration that have been successfully

executed.
Working with Flyway requires us to follow this procedure:

1. During the development of the application, when we want to upgrade our database
schema, we need to add a new script in the src/main/resources/db/migration
folder with a higher prefix number (we cannot modify existing scripts).

2. When Flyway starts, it checks what are the scripts that have been already executed

(thanks to the flyway_schema_history table), and run the new ones.

Flyway is automatically started when the applications starts, if you check the
application logs, you can see that Spring calls Flyway during its initialization. For

more information about this integration, please read the official documentation.

Commit and first Cl pipeline

It is now time to save the project in the git repository. Please enter the following

command in your terminal:

# Go to the project folder
cd ~/projects/todolist

# Check files to commit
git status

The last command should print something like this:

On branch master
No commits yet

Untracked files:
(use "git add <file>..." to include in what will be committed)

.gitignore
.gitlab-ci.yml
package.json
pom.xml

src/


https://flywaydb.org/
https://docs.spring.io/spring-boot/docs/current/reference/html/howto-database-initialization.html#howto-execute-flyway-database-migrations-on-startup

webpack.config.js

Add all these files and commit them;

# Add the files
git add .gitignore .gitlab-ci.yml package.json pom.xml src/ webpack.
config.js

# Commit the files and write a comment
git commit -m "Initial commit."

# Push the commit to the GitLab server
git push origin master

Pushing your code to GitLab triggers something interesting:

1. Open GitLab in your web browser (the URL must be like https://gitlab.my-sample-

domain.xyz/);
2. Click Projects from the top and select Your projects.
3. Click the todolist project to see your files.
4. Click CI / CD from the left and select Pipelines.

You should see something like this:

m| #1 by Ymaster -o- 3bd99311 2 00:01:28 o -
(2 passed ] Initial commit. — 8 6 minutes ago :

Clicking Artifacts on the left allows you to download the generated .jar file containing

your ready-for-production application.

Clicking the icon in the Stages column and then selecting build allows you to see the

commands and logs used to compile and package the application.

This pipeline is triggered when somebody pushes code to the server. It is configured

by the .gitlab-ci.yml file:

image: maven:3.6.0-jdk-8

variables:
MAVEN_OPTS: "-Dmaven.repo.local=./.m2/repository"

cache:
paths:
- ./.m2/repository

stages:
- build

build:
stage: build
script: "mvn package"
artifacts:



paths:
- target/*x.jar
The first line image: maven:3.6.0-jdk-8 defines the Docker image used to execute
the build command (as you can see, using Docker relieves us to setup the JDK 8 and

Maven on the GitLab runner manually).

The MAVEN_OPTS variable and the cache block are an optimization: because Maven
takes a lot of time to download dependencies, these definitions allow us to re-use

these dependencies among pipelines.

The stages block defines only one stage build, we will add new ones later in this

tutorial.

The build block is the most important one: it instructs the GitLab runner to execute
mvn package in order to compile and run the tests and package the application. The

artifacts block instructs GitLab to save the generated . jar file.

BEW:
Even if this pipeline is simple, it is already quite useful for a team since it can
immediately inform the team that somebody committed something bad (for example
he missed a file, or some test fail unexpectedly). GitLab automatically sends an email
to the person who made the mistake: this rapid feedback can save us a lot of time

because the error cause has a great chance to be located in the code that we just
modified.
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