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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this
legal disclaimer before you read or use this document. If you have read or used this document, it

shall be deemed as your total acceptance of this legal disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only.
The content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminat
ed by any organization, company, or individual in any form or by any means without the prior
written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades, adjustment
s, or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and the updated versions of this document will be occasionally released through
Alibaba Cloud-authorized channels. You shall pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud products and
services. Alibaba Cloud provides the document in the context that Alibaba Cloud products and
services are provided on an "as is", "with all faults" and "as available" basis. Alibaba Cloud
makes every effort to provide relevant operational guidance based on existing technologies
. However, Alibaba Cloud hereby makes a clear statement that it in no way guarantees the
accuracy, integrity, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial losses incurred
by any organizations, companies, or individuals arising from their download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, bear responsibility for any
indirect, consequential, exemplary, incidental, special, or punitive damages, including lost
profits arising from the use or trust in this document, even if Alibaba Cloud has been notified of
the possibility of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to works, products
, images, archives, information, materials, website architecture, website graphic layout, and
webpage design, are intellectual property of Alibaba Cloud and/or its affiliates. This intellectu

al property includes, but is not limited to, trademark rights, patent rights, copyrights, and trade



secrets. No part of the Alibaba Cloud website, product programs, or content shall be used,
modified, reproduced, publicly transmitted, changed, disseminated, distributed, or published
without the prior written consent of Alibaba Cloud and/or its affiliates. The names owned by
Alibaba Cloud shall not be used, published, or reproduced for marketing, advertising, promotion
, or other purposes without the prior written consent of Alibaba Cloud. The names owned by
Alibaba Cloud include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other
brands of Alibaba Cloud and/or its affiliates, which appear separately or in combination, as well
as the auxiliary signs and patterns of the preceding brands, or anything similar to the company
names, trade names, trademarks, product or service names, domain names, patterns, logos

, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information indicates a
situation that will cause major system Danger:
changes, faults, physical injuries, and Resetting will result in the loss of user
other adverse results. configuration data.
This warning information indicates a
''''' situation that may cause major system | &% Warning:
changes, faults, physical injuries, and | Restarting will cause business
other adverse results. interruption. About 10 minutes are
required to restore business.
This indicates warning information,
supplementary instructions, and other Note:
content that the user must understand. | Take the necessary precautions to
save exported data containing sensitive
information.
This indicates supplemental instructio
ns, best practices, tips, and other Note:
content that is good to know for the You can use Ctrl + A to select all files.
user.
> Multi-level menu cascade. Settings > Network > Set network type
Bold It is used for buttons, menus, page Click OK.
names, and other Ul elements.
Couri er It is used for commands. Runthecd /d C./w ndows command
f ont to enter the Windows system folder.
Italics |[Itisused for parameters and variables. |bae 1 og list --instanceid
I nstance_I D
[] or [a]b] It indicates that it is a optional value, i pconfig[-all]|-t]
and only one item can be selected.
{} or{alb} |Itindicates that it is a required value, swich{stand | slave}
and only one item can be selected.
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1 Use API to run ECS

1.1 Create an instance

In addition to the ECS Console or Buy Page, you can also use API code to elastically create and

manage ECS instances. This topic describes how to create an ECS instance using Python.
When creating an ECS instance, focus on the following APls:

» Create an ECS instance
* Query an instance list
» Start an ECS instance

» Allocate a public IP address
Create a Pay-As-You-Go ECS instance
* Required attributes

= SecurityGroupld: Security group ID. A security group is used to implement the configurat
ions of a group of instances based on firewall rules to protect the network access requests
of the instances. We recommend that only necessary access rules, rather than all access
rules, be enabled when you configure security group access rules. You can create a
security group in the ECS console.

= InstanceType: Instance type. See the ECS Buy Page. The option “one-core 2GB n1.small”
indicates that the input parameter is “ecs.n1.small”.

— Imageld: Image ID. See the image list in the ECS console. You can filter public images or

custom images.

For more parameter settings, see create an ECS instance.

* Create an ECS instance

The following code shows creating an 1/0O optimized classic-network ECS instance with SSD as

system disk and “cloud_ssd” as disk parameter.

# create one after pay ecs instance.
def create_after_pay_instance(i mage_id, instance_type, security_g
roup_id):

request = Createl nstanceRequest ();

request . set | magel d(i mage_i d)

request.set_SecurityG oupld(security group_id)

request . set | nstanceType(i nstance_type)

request.set | oOptinized(' optim zed')

request . set _SystenDi skCat egory(' cl oud_ssd')

response = _send_request (request)


https://ecs-buy.aliyun.com/?spm=5176.100239.blogcont69142.22.kjorRF#/postpay
https://ecs.console.aliyun.com/?spm=5176.100239.blogcont69142.23.v8HSGG#/image/region/cn-beijing

i nstance_id = response. get (' I nstanceld')
| oggi ng.info("instance % created task submt successfully.",
i nstance_i d)
return instance_id;
An instance ID is returned after the ECS instance is created successfully. If creation fails, an
error code is returned. Since there are many parameters, you can make adjustments by visiting
the ECS Buy Page.

{"I'nstancel d":"i-***" "Request|d":"006C1303- BAC5- 48E5- BCDF-
7FD5C2E6395D" }

+ ECS lifecycle

For more information about the operations in different ECS status, see ECS ECS instance life

cycle.

Only when an instance is in the Stopped status, can the Start operation be performed and
only when it is in the Running status, can the St op operation be performed. To query

the ECS status, you can filter the instance list by inputting the parameter Instance ID.

When you call Descri bel nst ancesRequest , input a JSON array of strings to query the
resource status. When you query the status of a single instance, we recommend that you use
Descri bel nst ances rather than Descri bel nst anceAttri but e, because the former API

returns more attributes and content than the latter.

The following code is used to check the instance status. The system returns instance details

only when the instance status conforms to the input parameters.

# output the instance owned in current region.
def get _instance detail by id(instance id, status='Stopped'):
| oggi ng.info("Check instance % status is %", instance_id,
st at us)
request = Descri bel nst ancesRequest ()
request . set | nstancel ds(j son. dunps([instance_id]))
response = _send_request (request)
i nstance_detail = None
if response is not None:
instance |ist = response. get('lnstances').get('Ilnstance')
for itemin instance |ist:

if itemget('Status') == status:
instance_detail = item
br eak;

return instance _detail;

« Start an ECS instance

After an ECS instance is created successfully, the default instance status is Stopped. To

change to the Running status, send the Start command.

def start_instance(instance_id):


https://ecs-buy.aliyun.com/?spm=5176.100239.blogcont69142.22.kjorRF#/postpay

request = StartlnstanceRequest ()
request . set | nstancel d(instance_id)
_send_request (request)

+ Stop an ECS instance
To stop an ECS instance, use the input instance ID.

def stop_instance(instance_id):
request = StoplnstanceRequest ()
request . set | nstanceld(instance_id)
_send_request (request)

+ Enable “ECS automatic startup” when creating an ECS instance

The ECS Start and Stop operations are asynchronous. You can perform the operation when

the script is creating an ECS instance and detecting if it is in an appropriate status.

After you obtain the ID of a successfully created ECS instance, check whether the instance is
in the Stopped status. If it is in the Stopped status, send the St art ECS command and wait

until the ECS status changes to Running.

def check_instance_runni ng(instance_id):

detail = get _instance detail by id(instance_id=instance_id,
st at us=I NSTANCE_RUNNI NG)
index = 0
while detail is None and index & t; 60:
detail = get_instance_detail by id(instance_id=instance_id);
time. sl eep(10)
if detail and detail.get('Status') == " Stopped' :

| oggi ng.info("instance % is stopped now ")
start i nstance(instance_i d=i nstance_i d)
| oggi ng.info("start instance % job submt.")
detail = get _instance detail by id(instance_id=instance_id,
st at us=I NSTANCE_RUNNI NG)
while detail is None and index &t; 60:
detail = get _instance detail by id(instance_id=instance_id,
st at us=I NSTANCE_RUNNI NG) ;
time. sl eep(10)
| oggi ng.info("instance % is running now. ", instance_id)
return instance id;

* Allocate a public IP address
If you specify the public network bandwidth when creating an ECS instance, you need to call

an API to allocate a public IP address to the instance for public network access. For more

information, see allocate a public IP address..
Create an ECS instance in the Subscription mode

API also supports creating ECS instances in the Subscription mode, in addition to Pay-As-You-Go
ECS instances. The process for creating an ECS instance in the Subscription mode is different

from that on Alibaba Cloud’s website. Fees are automatically deducted for an ECS instance



created in the Subscription mode. Before you create an ECS instance, make sure that you have
sufficient account balance or credit amount, so that the fees can be deducted directly during

creation.

When creating an ECS instance in Subscription mode, you only need to specify the payment

option and duration. In the following code, the duration is set to one month.
request.set Period(1) request . set | nstanceChargeType(‘ PrePaid’)
The complete code for creating an ECS instance in the Subscription mode is as follows:

# create one prepay ecs instance.
def create_prepay_instance(inmage_id, instance_type, security_group_id
) :
request = Createl nstanceRequest ();
request.set | magel d(i mage_i d)
request.set _SecurityG oupld(security_group_id)
request. set _|I nstanceType(i nstance_type)
request.set | oOptinized(' optim zed')
request . set _SystenDi skCat egory(' cl oud_ssd')
request.set_Period(1)
request . set | nstanceChar geType(' PrePai d')
response = _send_request (request)
i nstance_id = response. get (' I nstanceld')
| oggi ng.info("instance % created task submt successfully.",
i nstance_i d)
return instance_id;

Complete code
See the complete code as follows. You can use your resource parameters for configuration.

# coding=utf-8
# if the python sdk is not install using 'sudo pip install aliyun-
pyt hon- sdk- ecs'
# if the python sdk is install using 'sudo pip install --upgrade
al i yun- pyt hon- sdk- ecs'
# make sure the sdk version is 2.1.2, you can use conmand 'pip show
al i yun- pyt hon-sdk-ecs' to check
i mport json
i mport | oggi ng
i mport tine
from al i yunsdkcore inmport client
from aliyunsdkecs. request.v20140526. Creat el nstanceRequest i nport
Cr eat el nst anceRequest
from al i yunsdkecs. request.v20140526. Descri bel nst ancesRequest i nport
Descri bel nst ancesRequest
from al i yunsdkecs. request.v20140526. StartlnstanceRequest i nport
Start | nst anceRequest
# configuration the | og output formatter, if you want to save the
output to file,
# append ", fil enane='ecs_i nvoke.log'" after datefnt.
| oggi ng. basi cConfi g(I evel =l oggi ng. | NFO
format =" Y asctine)s % fil enane)s[line: %l ineno)d]
% | evel nane) s % nessage)s',
datefnm ="%, % % % %t %M %&')



clt = client. AcsCient('Your Access Key Id , 'Your Access Key Secrect
", 'cn-beijing)
I MAGE | D = 'ubuntul404 64 40G cl oudinit 20160727.raw
| NSTANCE TYPE = 'ecs.s2.large' # 2c4g generation 1
SECURI TY_GROUP_I D = ' sg-****!
I NSTANCE_RUNNI NG = ' Runni ng
def create_instance_action():

instance_id = create_after_pay_instance(i mage_i d=I MAGE_I D,
i nstance_t ype=I NSTANCE TYPE

security_group_id=

SECURI TY_GROUP_I D)

check_instance_runni ng(i nstance_i d=i nstance_i d)
def create prepay_instance_action():

i nstance_id = create_prepay_i nstance(i mage_i d=I MAGE | D, i nstance_t
ype=I NSTANCE_TYPE

security_group_i d=SECURI TY_G

ROUP_I D)

check_instance_runni ng(i nstance_i d=i nstance_i d)
# create one after pay ecs instance.
def create after pay_instance(i mage_id, instance type, security g
roup_id):

request = Createl nstanceRequest ();

request . set _| nagel d(i mage_i d)

request.set_SecurityG oupld(security_group_id)

request . set | nstanceType(i nstance_type)

request.set | oQOptinized(' optim zed')

request . set _SystenDi skCat egory(' cl oud_ssd')

response = _send_request (request)

instance id = response. get('Instanceld')

| oggi ng.info("instance % created task subnmit successfully.",
i nstance_i d)

return instance_id;
# create one prepay ecs instance.
def create prepay_instance(inmge_id, instance type, security group_ id
) :

request = Createl nstanceRequest ();

request . set | magel d(i mage_i d)

request.set_SecurityG oupld(security_group_id)

request . set I nstanceType(i nstance_type)

request.set | oOptimnm zed(' optim zed')

request . set SystenDi skCat egory(' cl oud_ssd')

request.set Period(1)

request . set | nstanceChar geType(' PrePai d')

response = _send_request (request)

instance id = response. get('Instanceld')

| oggi ng.info("instance % created task subnmit successfully.",
i nstance_i d)

return instance_id;
def check_instance_runni ng(instance_id):

detail = get _instance detail by id(instance_ id=instance id, status
=| NSTANCE_RUNNI NG)
index = 0
while detail is None and index & t; 60:
detail = get_instance_detail by id(instance_id=instance_id);
time. sl eep(10)
if detail and detail.get('Status') == "'Stopped

| oggi ng.info("instance % is stopped now ")
start i nstance(i nstance_i d=i nstance_i d)
| oggi ng.info("start instance % job submt.")
detail = get _instance detail by id(instance_id=instance_ id, status
=I NSTANCE_RUNNI NG)
while detail is None and index &t; 60:



detail = get _instance_detail by id(instance_id=instance_id,
st at us=I NSTANCE_RUNNI NG) ;
time. sl eep(10)
| oggi ng.info("instance % is running now. ", instance_id)
return instance_id;
def start_instance(instance_id):
request = StartlnstanceRequest ()
request . set _|I nstancel d(i nstance_i d)
_send_request (request)
# output the instance owned in current region.
def get _instance_detail by id(instance_id, status=' Stopped'):
| oggi ng.info("Check instance % status is %", instance_ id, status
)

request = Descri bel nstancesRequest ()

request . set I nstancel ds(j son. dunps([instance_id]))

response = _send_request (request)

i nstance_detail = None

if response is not None:
i nstance_|ist = response. get('Instances').get('Instance')
for itemin instance |ist:

if itemget(' Status') == status:
i nstance detail = item
br eak;

return instance _detail;
# send open api request
def _send request(request):
request.set _accept _format('json')
try:
response_str = clt.do_action(request)
| oggi ng. i nfo(response_str)
response_detail = json.|oads(response_str)
return response_det ai
except Exception as e:
| oggi ng. error(e)
if name_ =="'_ min_':
| oggi ng.info("Create ECS by OpenApi!")
create_i nstance_action()
# create_prepay_instance_action()

1.2 Create multiple instances at a time

Runlinstances can create multiple ECS instances at a time. It helps you fast develop and deploy

application.
Compared with Createlnstance, Runinstances has the following benefits:

* Runlinstances contains Amount to create and automatically run up to 100 instances or
preemptible instances for one request.

* When an instance is created, the instance status automatically becomes Starting and then
Running. You do not need to call the Startinstance operation.

» Instances have Internet IPs allocated if you set the value of | nt er net MaxBandwi dt hQut
greater than 0.

* You can also create 100 preemptable instances at a time to fully meet your requirements.



* Release plan can be scheduled by setting Aut oRel easeTi ne, and the number of created
parameters can be set by configuring Anount . The error codes and available parameters of
Runlinstances are completely compatible with Createlnstance.

» Status polling of the created instances is allowed since | nst ancel dSet s lists all the

I nst ancel ds after the request.
Prerequisites

Make sure you have created an AccessKey.

Note:
Do not use the AccessKey of the primary account. If it is disclosed, your resources may be

unsafe. Use the AccessKey of an RAM user account to reduce the risk of AccessKey disclosure.
Install ECS Python SDK

Make sure that you have runtime for Python. In this document, we take a version later than Python

2.7

as an example and the SDK version is 4.4.3.
pip install aliyun-python-sdk-ecs

If you get any message indicating that you have no operation permission, switch to sudo.
sudo pip install aliyun-python-sdk-ecs

The version of the SDK used in this article is 4.4.3. If you are using an older version of the SDK,

update it.
Create instances
Create RuninstancesRequest object and then enter the related parameters:

In this example, we create two instances and specify to automatically check the instance status

every 10 seconds. The creation procedure ends when the instance status turns into Running.

# your access key Id

ak_id = "YOU ACCESS KEY_| D'

# your access key secret
ak_secret = "YOU ACCESS SECRET"
region_id = "cn-beijing"

# your expected instance type

i nstance_type = "ecs.n4.snall"
# The sel ected vswitchld
vswitch id = "vws- Xxxxxx"

# The selected i mage info
imge id = "centos_7 03 64 20G al i base 20170818. vhd"


https://www.alibabacloud.com/help/doc-detail/53045.htm
https://develop.aliyun.com/tools/sdk?#/python

# The sel ected security group of VPC network
security group_id = "sg- xxxxx"
# instance number to |aunch, support 1-100, default value is 100
anobunt = 2;
# The auto release tine is in accordance with | SC8601 and nmust be UTC
The format is ~yyyy-MMddTHH. nm ssZ°. The rel ease ti ne nust be at
| east 30 minutes later than the current tine and | ess than 3 years
fromthe current tinme.
auto_release tine = "2017-12-05T22: 40: 002"
clt =client.AcsClient(ak_id, ak_secret, 'cn-beijing')
# create instance automatic running
def batch _create_ instance():
request = build _request()
request . set _Anount (anount)
_execut e_request (request)
def _execute_request(request):
response = _send_request (request)
if response.get(' Code') is None:
i nstance_i ds = response.get('InstanceldSets').get('Instanceld
Set ')
runni ng_anount = 0
whi | e runni ng_anmount < anount:
time. sl eep(10)
runni ng_anount = check_i nstance_runni ng(i nstance_i ds)
print("ecs instance % is running", instance_ids)
def check_i nstance_runni ng(i nstance_i ds):
request = Descri bel nstancesRequest ()
request . set | nstancel ds(j son. dunps(i nstance_i ds))
response = _send_request (request)
if response.get(' Code') is None:
i nstances_|list = response.get('lnstances').get('lnstance')
runni ng_count =0
for instance _detail in instances |ist:
if instance detail.get('Status') == "Runni ng":
runni ng_count += 1
return runni ng_count
def build_request():
request = Runl nst ancesRequest ()
request . set | nagel d(i mage_i d)
request.set_VSwitchl d(vswi tch_i d)
request.set _SecurityG oupld(security group_id)
request . set | nstanceName("| nstancel2-04")
request. set | nstanceType(i nstance_type)
return request
# send open api request
def _send_request (request):
request.set _accept format('json')
try:
response_str = clt.do_action(request)
| oggi ng. i nfo(response_str)
response_detail = json.|oads(response_str)
return response_det ai
except Exception as e:



| oggi ng. error(e)
Create instances with Internet IP

Create instances and add a line of attribute to specify Internet bandwidth. In this example, we

assign 1 Mbit/s bandwidth for each instance.

# create instance with public ip.

def batch_create_instance with_public_ip():
request = build_request()
request . set _Anount (anount)
request . set _| nt er net MaxBandwi dt hQut (1)
_execut e_request (request)

Create instances with auto release time

Create instances and add a line of attribute to specify auto release time for instances. The auto
release time is in accordance with ISO8601 and must be UTC. The format is YYYY- M DDTHH:
mm ssZ. The release time cannot be 30 minutes earlier than the current time or more than 3 years

from the current time.

# create instance with auto rel ease tine.

def batch create instance with auto rel ease tinme():
request = buil d_request()
request . set _Anount (anount)
request . set _Aut oRel easeTi ne(aut o_rel ease_tinme)
_execut e_request (request)

Complete example code
The complete example code is as follows.

# coding=utf-8
# if the python sdk is not install using 'sudo pip install aliyun-
pyt hon- sdk- ecs'
# if the python sdk is install using 'sudo pip install --upgrade
al i yun- pyt hon-sdk- ecs'
# make sure the sdk version is 4.4.3, you can use comrand 'pip show
al i yun- pyt hon-sdk-ecs' to check
i mport json
i mport | oggi ng
i mport tine
from al i yunsdkcore inmport client
from al i yunsdkecs. request.v20140526. Descri bel nst ancesRequest i nport
Descri bel nst ancesRequest
from al i yunsdkecs. request.v20140526. Runl nst ancesRequest i nport
Runl nst ancesRequest
| oggi ng. basi cConfi g(l evel =l oggi ng. | NFO
format =" Y4 asctine)s % fil enane)s[line: %l ineno)d]
% | evel name) s % message)s',
datefnt ="' %, % % %W %t 9YM %8 )
# your access key Id
ak_id = "YOU ACCESS KEY_| D"
# your access key secret
ak_secret = "YOU ACCESS SECRET"



region_id = "cn-beijing"
# your expected instance type

i nstance_type = "ecs.n4.snal "
# The sel ected vswitchld.
vswitch_id = "vws- xxxxx"

# The selected i mage info
imge id = "centos_7 03 64 20G al i base 20170818. vhd"
# The sel ected security group of VPC network
security group_id = "sg- xxXxxx"
# instance nunber to |aunch, support 1-100, default value is 100
amount = 2;
# The auto release tine is in accordance with | S8601 and nust be UTC
The format is "~ YYYY-MV DDTHH. mm ssZ°. The rel ease ti ne nust be at
| east 30 minutes later than the current tine and | ess than 3 years
fromthe current tine.
auto release tine = "2017-12-05T22: 40: 002"
clt = client.AcsCient(ak_id, ak_secret, 'cn-beijing')
# create instance automatic running
def batch_create_instance():
request = build_request()
request . set _Anpunt (anount)
_execut e_request (request)
# create instance with public ip.
def batch_create_instance with_public_ip():
request = build_request()
request . set _Anount (anount)
request . set _| nt er net MaxBandwi dt hQut (1)
_execut e_request (request)
# create instance with auto rel ease tine.
def batch_create_instance with _auto_rel ease_tinme():
request = build request()
request . set _Anount (anount)
request . set _Aut oRel easeTi ne(aut o_rel ease_ti nme)
_execut e_request (request)
def _execute_request(request):
response = _send_request (request)
i f response.get (' Code') is None:
i nstance_i ds = response.get('InstanceldSets').get('Instanceld
Set ')
runni ng_anount = 0
whi | e runni ng_anmount < anount:
time. sl eep(10)
runni ng_anount = check_i nstance_runni ng(i nstance_i ds)
print("ecs instance % is running", instance_ids)
def check_i nstance_runni ng(i nstance_i ds):
request = Descri bel nstancesRequest ()
request . set | nstancel ds(j son. dunps(i nstance_i ds))
response = _send_request (request)
if response.get(' Code') is None:
i nstances_|list = response.get('lnstances').get('lnstance')
runni ng_count =0
for instance detail in instances |ist:
if instance detail.get('Status') == "Runni ng":
runni ng_count += 1
return runni ng_count
def build_request():
request = Runl nst ancesRequest ()
request . set | nagel d(i nage_i d)
request.set _VSwitchl d(vswi tch_id)
request.set _SecurityG oupld(security group_id)
request . set I nstanceName( "I nstancel2-04")
request . set | nstanceType(i nstance_type)



return request
# send open api request
def _send_request (request):
request.set _accept format('json')
try:
response_str = clt.do_action(request)
| oggi ng. i nfo(response_str)
response_detail = json.|oads(response_str)
return response_det ai
except Exception as e:
| oggi ng. error(e)
if name_ =="'_min_"':
print "hello ecs batch create instance”
# batch_create_instance()
# batch_create_instance_with_public_ip()
# batch_create_instance_wth_auto_rel ease_tine()

1.3 Manage instances

In addition to using the ECS console for resource creation and daily management, you can also
use API to manage and customize resources. API allows you to manage and configure ECS
instances with greater flexibility. Alibaba Cloud encapsulates API in an SDK to integrate ECS
instance management into existing systems. This topic describes how to manage ECS instances
through API based on Python development. You can develop ECS instances easily even if you do

not have Python development experience.
Get the AccessKey for a RAM user

An AccessKey (AccessKey ID and AccessKey Secret) is required when you want to use API to
manage ECS instances. To keep your cloud service secure, you have to create a RAM user and
generate an AccessKey for it, and authorize the RAM user to manage ECS resources only. Then,

you can use the RAM user and its AccessKey to manage ECS resources by using API.
Follow these steps to get the AccessKey for a RAM user:

1. Create a RAM user and get the AccessKey.

2. Grant permissions to the RAM user directly. To manage ECS resources, you have to grant

AliyunECSFullAccess to the RAM user.



Install the ECS Python SDK
Make sure that the Python runtime environment has been installed. This article uses Python 2.7+.
pip install aliyun-python-sdk-ecs
If you do not have the permission, switch to sudo to continue.
sudo pip install aliyun-python-sdk-ecs
The SDK version is 2.1.2.

Hello Alibaba Cloud

Create the file hel | o_ecs_api . py. To use SDK, you have to use the AccessKey of the RAM

user to instantialize an AcsClient object.

Note:

The AccessKey allows the RAM user to access Alibaba Cloud APls and give you full access to

the user. Keep them safe.

from al i yunsdkcore inmport client

from ali yunsdkecs. request.v20140526. Descri bel nst ancesRequest i nport
Descri bel nst ancesRequest

from al i yunsdkecs. request.v20140526. Descri beRegi onsRequest i nport
Descri beRegi onsRequest

clt = client. AcsCient('Your Access Key Id', 'Your Access Key Secrect
', 'cn-beijing)

You can develop your first application after the AcsClient object is instantiated. Query the list of

regions that your account supports. For more information, see query the list of available regions.

def hello_aliyun_regions():
request = Descri beRegi onsRequest ()
response = _send_request (request)
region_|ist = response. get (' Regions').get('Region')
assert response is not None
assert region_list is not None
result = map(_print_region_id, region_list)
| ogging.info("region list: %", result)
def _print region_id(item:
region_id = itemget("Regionld")
return region_id
def _send request(request):
request.set _accept _format('json')
try:
response_str = clt.do_action(request)
| oggi ng. i nfo(response_str)
response_detail = json.|oads(response_str)
return response_det ai
except Exception as e:
| oggi ng. error(e)



hell o_al i yun_regions()

In the command line, run pyt hon hel | o_ecs_api . py to obtain a list of supported regions. The

output is similar to the following.

[u' cn-shenzhen', u'ap-southeast-1', u'cn-qingdao’, u' cn-beijing , u cn
-shanghai', u'us-east-1', u'cn-hongkong', u me-east-1', u'ap-southeast
-2', u'cn-hangzhou', u'eu-central-1', u' ap-northeast-1', u'us-west-1']

Query the list of ECS instances in the current region

The process for querying the instance list is similar to the region list. You only need to replace the
input parameter DescribeRegionsRequest with Descr i bel nst ancesRequest . For a full list of

query parameters, see query an instance list.

def list_instances():
request = Descri bel nstancesRequest ()
response = _send_request (request)
if response is not None:
instance |ist = response. get('Instances').get('Ilnstance')
result = map(_print_instance_id, instance_list)
| oggi ng.info("current region include instance %", result)
def _print_instance_id(item):
instance_id = itemget('lInstanceld');
return instance_id

The output is as follows.
current region include instance [u'i-****'"  uy'j-****""]

For a full list of APIs, see ECS API overview. If you want to query a list of disks, replace

DescribelnstancesRequest with Descri beDi sksRequest .
Complete code
The following is the complete code of the operations described in this document.

# coding=utf-8

# if the python sdk is not install using 'sudo pip install aliyun-
pyt hon- sdk- ecs'

# if the python sdk is install using 'sudo pip install --upgrade

al i yun- pyt hon- sdk- ecs'’

# make sure the sdk version is 2.1.2, you can use conmand 'pip show
al i yun- pyt hon-sdk-ecs' to check

i mport json

i mport | oggi ng

from al i yunsdkcore inmport client

from aliyunsdkecs. request.v20140526. Descri bel nst ancesRequest i nport
Descri bel nst ancesRequest

from al i yunsdkecs. request.v20140526. Descri beRegi onsRequest i nport
Descri beRegi onsRequest

# configuration the | og output formatter, if you want to save the
output to file,

# append ", fil enane='ecs_invoke.log'" after datefnt



| oggi ng. basi cConfi g(l evel =l oggi ng. | NFQ,
format ="' Y% asctinme)s % fil enane)s[line: %Il ineno)d]
% | evel name) s % message)s',
datefnt="%, % % % %1t %V &8 )
clt = client.AcsCient(' Your Access Key Id', 'Your Access Key Secrect
", 'cn-beijing)
# sanple api to list aliyun open api.
def hello_aliyun_regions():
request = Descri beRegi onsRequest ()
response = _send_request (request)
if response is not None:
region_|list = response. get (' Regions').get('Region')
assert response is not None
assert region_list is not None
result = map(_print_region_id, region_list)
| ogging.info("region list: %", result)
# output the instance owned in current region.
def list_instances():
request = Descri bel nstancesRequest ()
response = _send_request (request)
if response i s not None:
i nstance_|ist = response. get('Instances').get('Instance')
result = map(_print_instance_id, instance_list)
| oggi ng.info("current region include instance %", result)
def _print_instance_ id(item:
instance id = itemget('lInstanceld');
return instance id
def _print _region_id(item:
region_id = itemget("Regionld")
return region_id
# send open api request
def _send_request(request):
request.set _accept _format('json')
try:
response_str = clt.do_action(request)
| oggi ng. i nfo(response_str)
response_detail = json.|oads(response_str)
return response_det ai
except Exception as e:
| oggi ng. error(e)
if name_ =="'_min__":
| ogging.info("Hello Aliyun QOpenApi!")
hel l o_al i yun_regi ons()
list _instances()

If you want to learn other API operations in ECS, see ECS API operation.

1.4 Release an instance

One important feature of ECS is on-demand resource creation. You can create custom resources
elastically on demand during peak service hours, and then release those resources after service
computing is completed. This document describes how to easily release ECS instances and

achieve elasticity.
This topic covers the following APls:

» Deletelnstance



* ModifylnstanceAutoReleaseTime
» Stoplnstance

* Instance list query API

After an ECS instance is released, the physical resources used by the instance are recycled,
including disks and snapshots. The data of the instance is completely lost and can never be
recovered. If you want to retain the data, we recommend that you create snapshots of disks before

releasing the ECS instance. The snapshots can be directly used to create a new ECS instance.

To release an ECS instance, you must stop it first. If any application is affected after the ECS

instance is stopped, restart the instance.
Stop an ECS instance

Use the Stoplnstance interface to stop an ECS instance, regardless of the billing method of the
instance. The stop command is as follows. When the ForceStop parameter is set to true, the ECS
instance is stopped directly but data is not necessarily written to a disk, similar to power failure.

Therefore, if you want to release an instance, set ForceStop to true.

def stop_instance(instance id, force_stop=Fal se):

st op one ecs instance.

:paraminstance_id: instance id of the ecs instance, like "i-***",

:param force_stop: if force stop is true, it will force stop the
server and not ensure the data

wite to disk correctly.

ireturn:

request = StoplnstanceRequest ()

request . set | nstancel d(instance_id)

request . set _ForceSt op(force_stop)

| ogging.info("Stop % comand subnit successfully.", instance_id)

_send_request (request)
Release an ECS instance
If you release an ECS instance when it is not in the Stopped status, an error occurs:

{" Request | d": " 3C6DEAB4- 7207- 411F- 9A31- 6 ADE54C268BE" , "Host | d": " ecs- cn-
hangzhou. al i yuncs. conmt', " Code": "I ncorrect | nstanceSt at us", "Message": "The
current status of the resource does not support this operation."}

When the ECS instance is in the Stopped status, you can release it. The API has only two

request parameters:

* Instanceld: Instance ID



Force: If this parameter is set to “true”, the ECS instance is released forcibly even when it is

not in the Stopped status. Use caution when setting this parameter. Release by mistake may

affect your services.
The request to release an ECS instance is as follows.

def release_instance(instance_id, force=False):

del ete instance according instance id, only support after pay
i nst ance.

:paraminstance_id: instance id of the ecs instance, like "i-***",
: param force:

if force is false, you need to make the ecs instance stopped, you

can

execute the delete action.

If force is true, you can del ete the instance even the instance is
runni ng.

return:

request = Del et el nstanceRequest () ;
request.set | nstancel d(instance_id)
request . set Force(force)
_send_request (request)

The following response is returned when an ECS instance is released successfully:
{"Request | d": "689E5813- D150- 4664- AF6F- 2A27BB4986A3" }
Set the automatic release time for an ECS instance

You can set the automatic release time for an ECS instance to simplify instance management.
When the set time is reached, Alibaba Cloud releases your ECS instance automatically. Use the

ModifylnstanceAutoReleaseTime to set the automatic release time for an ECS instance.

Note:

The automatic release time follows the ISO8601 standard in UTC time. The format is yyyy-MM-
ddTHH:mm:ssZ. If the seconds place is not 00, it is automatically set to start from the current
minute. The automatic release time must be at least half an hour later than the current time, and

must not be more than 3 years since the current time.

def set _instance auto release tinme(instance id, tine _to rel ease = None

): )

setting instance auto delete tine
:paraminstance_id: instance id of the ecs instance, like "i-***",

:paramtine_to release: if the property is setting, such as '2017-
01- 30T00: 00: 00Z

it means setting the instance to be release at that tinme.

if the property is None, it means cancel the auto delete tine.
sreturn:



request = Modi fyl nstanceAut oRel easeTi neRequest ()
request.set | nstancel d(instance_id)
if time_to release is not None:

request . set Aut oRel easeTine(tine_to_rel ease)
_send_request (request)

Run the command set _i nst ance_auto_rel ease_tinme('i-1111", '2017-01-30T00: 00
:00Z') to set the time.

Then you can use the Descri bel nst ances to query the automatic release time.

def describe_instance_detail (instance_id):
descri be instance detai
:paraminstance_id: instance id of the ecs instance, like "i-***",
ireturn:
request = Descri bel nstancesRequest ()
request . set I nstancel ds(j son. dunps([instance_id]))
response = _send_request (request)
if response is not None:
instance |ist = response. get('Instances').get('Ilnstance')
if len(instance_list) > O:
return instance |ist[O]
def check auto rel ease tine _ready(instance_id):
detail = describe_instance_detail (instance_id=i nstance_id)
if detail is not None:
rel ease_tinme = detail.get(' Aut oRel easeTi ne')
return rel ease_tine

Cancel the automatic release

If you want to cancel the automatic release due to service changes, run the following command to

set the automatic release time to null.
set _instance auto release time('i-1111")

Complete example code

Note:

Proceed with caution when releasing ECS instances.

# coding=utf-8

# if the python sdk is not install using 'sudo pip install aliyun-
pyt hon- sdk- ecs'

# if the python sdk is install using 'sudo pip install --upgrade
al i yun- pyt hon- sdk- ecs'

# make sure the sdk version is 2.1.2, you can use conmand 'pip show
al i yun- pyt hon- sdk-ecs' to check

i mport json

i mport | oggi ng

from aliyunsdkcore inmport client

from aliyunsdkecs. request.v20140526. Del et el nst anceRequest i nport
Del et el nst anceRequest



from aliyunsdkecs. request.v20140526. Descri bel nst ancesRequest i nport
Descri bel nst ancesRequest
from al i yunsdkecs. request.v20140526. Mbodi fyl nst anceAut oRel easeTi meR
equest inport \

Modi f yl nst anceAut oRel easeTi neRequest
from aliyunsdkecs. request.v20140526. Stopl nstanceRequest i nmport
St opl nst anceRequest
# configuration the | og output formatter, if you want to save the
output to file,
# append ", fil enane=' ecs_i nvoke. | og after datefnt.
| oggi ng. basi cConfi g(l evel =l oggi ng. | NFQ,

format =' Y asctine)s % fil enane)s[line: %l i neno)d]
% | evel nane) s % nessage)s',
datefm="%, % % %’ %t YM %' )

clt = client.AcsCient('Your Access Key Id', 'Your Access Key Secrect
", 'cn-beijing)
def stop_instance(instance_id, force_stop=False):

stop one ecs instance.

:paraminstance_id: instance id of the ecs instance, like "i-***",

:param force_stop: if force stop is true, it will force stop the
server and not ensure the data

wite to disk correctly.

‘return:

request = Stopl nstanceRequest ()
request . set | nstancel d(i nstance_i d)
request . set ForceStop(force_stop)
| ogging.info("Stop % comuand submit successfully.”, instance_id)
_send_request (request)
def describe_instance_detail (i nstance_id):
descri be i nstance det ai
:paraminstance_id: instance id of the ecs instance, like "i-***",
ireturn:
request = Descri bel nst ancesRequest ()
request . set | nstancel ds(j son. dunps([instance_id]))
response = _send_request (request)
if response is not None:
i nstance_|ist = response. get('Instances').get('Instance')
if len(instance |list) &gt; O:
return instance_list[O]
def check _auto _rel ease tinme_ready(instance_id):
detail = describe_instance _detail (instance_id=instance id)
if detail is not None:
rel ease tinme = detail.get('Aut oRel easeTi ne')
return rel ease tine
def release_instance(instance_id, force=False):
del ete instance according instance id, only support after pay
i nstance.
:paraminstance_id: instance id of the ecs instance, like "i-***",
:param force
if force is false, you need to make the ecs instance stopped, you
can
execute the delete action.
If force is true, you can del ete the instance even the instance is
runni ng.
ireturn:

request = Del et el nst anceRequest () ;



request.set | nstancel d(instance_id)
request.set Force(force)
_send_request (request)
def set _instance auto rel ease tinme(instance id, tine_to rel ease = None

) :

setting instance auto delete tine

:paraminstance_id: instance id of the ecs instance, like "i-***",

:paramtine_to release: if the property is setting, such as '2017-
01- 30T00: 00: 00Z

it means setting the instance to be release at that time.

if the property is None, it nmeans cancel the auto delete tine.

sreturn:

request = Modi fyl nst anceAut oRel easeTi meRequest ()

request . set _I nstancel d(i nstance_i d)

if time_to_release is not None:

request . set _Aut oRel easeTine(tine_to_rel ease)

_send_request (request)

rel ease tinme = check _auto_rel ease tinme_ready(instance_id)

| oggi ng.info("Check instance % auto release tinme setting is %.
", instance_id, release_tine)
def _send request(request):

send open api request

> param r equest :

ireturn:

request.set _accept format('json')
try:
response_str = clt.do_action(request)
| oggi ng. i nfo(response_str)
response_detail = json.|oads(response_str)
return response_det ai
except Exception as e:
| oggi ng. error(e)
if _name__ =="'__min__
| oggi ng. i nfo("Rel ease ecs instance by Al iyun OpenApi!")
set _instance auto release tinme('i-1111', '2017-01-28T06: 00: 00Z")
# set_instance_auto_release_tinme('i-1111")
# stop_instance('i-1111")
# rel ease_instance('i-1111")
# rel ease_instance('i-1111', True)

If you want to learn other API operations in ECS, see ECS API operation.

1.5 Renew an instance

Lifecycle is important to ECS instances of the Subscription billing method. In addition to the ECS
console or the ECS purchase page, Alibaba Cloud provides you with APlIs to view the resource

expiration time and renew your instance.
This topic involves the following key functions:

* Query ECS instances by expiration time.

 Renew instances.



* Query the automatic renewal time of an ECS instance.

+ Set the automatic renewal time of an ECS instance.

Lifecycle is important to ECS instances in the Subscription mode. If you fail to renew your ECS
instance on time, the instance may be locked or even released, thus affecting your service

continuity. You can use APIs to view the resource expiration time and renew your instance.
This article covers the following APls:

» Describelnstances

* ModifylnstanceAutoRenewAttribute
Query the instances that will expire within the specified time range

Use the Describelnstances interface to query the instances that will expire within the specified
time range by setting the filter parameters Expi r edSt ar t Ti me and Expi r edEndTi ne. The time
parameters follow the ISO8601 standard in UTC time, using the format yyyy-MM-ddTHH:mmZ.
The system returns a list of instances that will expire within the specified time range. If you want to

filter by security group, add the security group ID.

| NSTANCE_EXPI RED_START_TI ME_I N_UTC_STRI NG = ' 2017- 01- 22T00: 00Z
| NSTANCE_EXPI RE_END _TI ME_I N_UTC_STRI NG = ' 2017-01- 28T00: 00Z
def describe _need renew. i nstance(page_si ze=100, page_ nunber =1,
i nst ance_i d=None,
check _need_renew=True, security g
roup_i d=None) :
request = Descri bel nstancesRequest ()
i f check_need_renew is True:
request.set_Filter3Key("ExpiredStartTi nme")
request.set Filter3Val ue(l NSTANCE _EXPlI RED_START TIME I N
_UTC_STRI NG
request.set Filter4Key(" ExpiredEndTi ne")
request.set Filter4Val ue(l NSTANCE EXPI RE END TI ME_I N UT
C_STRI NG
if instance_id is not None:
request . set _I nstancel ds(j son. dunps([instance_id]))
if security_group_id:
request.set_SecurityG oupld(security _group_id)
request . set _PageNunber ( page_nunber)
request . set _PageSi ze(page_si ze)
return _send_request (request)

Renew ECS instances

Only ECS instances in the Subscription mode can be renewed. Pay-As-You-Go instances cannot
be renewed. Renewals must be paid by account balance or credit. Fee deduction and order
creation are in sync with API execution. Make sure that there is sufficient balance in your account.

def _renew_i nstance_action(instance_id, period="1"):
request = Renew nst anceRequest ()



request . set Peri od(peri od)
request.set | nstancel d(instance_id)

response = _send_request (request)
| oggi ng.info('renew % ready, output is % ', instance_id,
response)

Fees are automatically deducted when the instance is renewed. After the renewal is completed,
you can query the resource expiration time of the instance based on | nst ancel d. Because the

APl is executed asynchronously, the expiration time is updated in 10 seconds.
Enable automatic ECS instance renewal

Alibaba Cloud provides the automatic renewal function for ECS instances in the Subscription
mode to help you reduce the cost of expired resource maintenance. Fee deduction for automatic
renewal starts at 08:00:00 nine days before the expiration date. If fee deduction fails on the first
day, the deduction process repeats on the following days in sequence until fees are deducted
successfully or resources are locked after the nine-day period. Make sure that you have sufficient

balance or credit amount in your account.
* Query automatic renewal setting

You can use OpenAPI to query and set automatic renewal. The API supports only ECS
instances in the Subscription mode. If you use the API on a Pay-As-You-Go instance, an error
is returned. You can query the automatic renewal status of up to 100 ECS instances of the

Subscription billing method at a time. Use commas to separate multiple instance IDs.
The input parameter of DescribelnstanceAutoRenewAttribut is the instance ID.

Instanceld: You can query up to 100 ECS instances in the Subscription mode at a time. Use

commas to separate multiple instance IDs.

# check the instances is renew or not

def describe_auto_renew(instance_i ds, expected_auto_renew=True):
descri be_request = Descri bel nstanceAut oRenewAtt ri but eRequest ()
descri be_request.set | nstancel d(i nstance_i ds)

response _detail = _send _request (request=descri be_request)
failed instance ids = "'
if response_detail is not None:

attributes = response _detail.get('lnstanceRenewAttributes').
get (' I nstanceRenewAt tri bute')
if attributes:
for itemin attributes:
auto_renew status = item get (' Aut oRenewEnabl ed')
if auto_renew status ! = expected_auto_renew
failed_ instance_ids += itemget('Instanceld' ) +



describe_auto_renew('i-1111,i-2222")
The following content is returned:

{"InstanceRenewAt tributes":{"l nstanceRenewAttribute":[{"Duration
":0,"Instanceld":"i-1111", " Aut oRenewkEnabl ed": fal se}, {"Durati on":
0, "I nstancel d": "i-2222", " Aut oRenewEnabl ed": fal se}]}, "Requestld":"
71FBB7A5- C793- 4A0D- B17E- D6B426EA746A" }

If automatic renewal is set, the returned attribute Aut oRenewEnabl ed is true. If automatic
renewal is not set, the attribute is false.

+ Enable and cancel automatic renewal for ECS instances
To enable automatic renwal for ECS instances, three input parameters are required:

= Instanceld: You can set automatic renewal for up to 100 ECS instances of the Subscription
billing method at a time. Use commas to separate multiple instance IDs.

== Duration: Setto 1, 2, 3, 6, or 12, in unit of Month.

— AutoRenew: Set to true to enable automatic renewal. Set to false to disable automatic

renewal.

def setting instance auto renew(instance_ids, auto renew = True):
| oggi ng.info(' execute enabl e auto renew ' + instance_ids)
request = Modifyl nstanceAut oRenewAt t ri but eRequest () ;
request.set_Duration(1);
request . set _Aut oRenew( aut o_renew) ;
request.set | nstanceld(instance_ids)
_send_request (request)

When the operation is successful, the following response is returned:
{" Request | d": " 7DAC9984- AAB4- 43EF- 8FC7- 7D74C57BE46D" }

You can perform a query after successful renewal. The system returns the renewal duration

and the status of automatic renewal (true/false).

{"I nstanceRenewAt tri butes": {"I nstanceRenewAttri bute":[{"Duration
":1,"Instanceld":"i-1111", " Aut oRenewkEnabl ed": true}, {"Durati on":
1, "I nstancel d":"i-2222", " Aut oRenewEnabl ed": true}]}, "Requestid":"
7F4D14B0- DOD2- 48C7- B310- BLDF713D4331" }

Complete example code

# coding=utf-8
# if the python sdk is not install using 'sudo pip install aliyun-

pyt hon- sdk- ecs'

# if the python sdk is install using 'sudo pip install --upgrade

al i yun- pyt hon-sdk- ecs'

# make sure the sdk version is 2.1.2, you can use conmand 'pip show
al i yun- pyt hon-sdk-ecs' to check

i mport json



i mport | oggi ng
from ali yunsdkcore inmport client
from ali yunsdkecs. request.v20140526. Descri bel nst anceAut oRenewAt tri
but eRequest i nport \
Descri bel nst anceAut oRenewAt t ri but eRequest
from aliyunsdkecs. request.v20140526. Descri bel nst ancesRequest i nport
Descri bel nst ancesRequest
from aliyunsdkecs. request.v20140526. Mbodi fyl nstanceAut oRenewAttri bu
t eRequest inmport \
Modi fyl nst anceAut oRenewAt t ri but eRequest
from ali yunsdkecs. request.v20140526. Renew nst anceRequest i nport
Renewl nst anceRequest
| oggi ng. basi cConfi g(l evel =l oggi ng. | NFQ,
format ="' Y{asctine)s % fil enane)s[line: %l i neno)d]
% | evel nane) s % nessage)s',
datefm="%, % % %’ %t YM %&')
clt = client. AcsCient('Your Access Key Id' , 'Your Access Key Secrect
", 'cn-beijing)
# data format in UTC, only support passed the value for mnute,
seconds i s not support.
I NSTANCE_EXPI RED_START_TI ME_I N_UTC_STRI NG = ' 2017- 01- 22T00: 00Z
| NSTANCE_EXPI RE_END TI ME_I N UTC_STRI NG = ' 2017-01- 28T00: 00Z'
def renew j ob(page_si ze=100, page_nunber=1, check need renew=Tr ue,
security_group_i d=None):
response = describe_need_renew_ i nst ance( page_si ze=page_si ze,
page_nunber =page_nunber,
check _need renew=
check _need_renew,
security_group_id=
security_group_id)
response |ist = response. get('Instances').get('Ilnstance')
| ogging.info("% instances need to renew', str(response.get ("
Total Count')))
if response_list > O:
instance ids ="'
for itemin response |ist:
instance id = itemget('Instanceld')
instance ids += instance id + ','
renew_i nst ance(i nstance_i d=i nst ance_i d)
| oggi ng.info("% execute renew action ready", instance_ids)
def describe_need _renew. i nst ance( page_si ze=100, page_nunber =1,
i nstance_i d=None,
check_need_renew=True, security_ g
roup_i d=None) :
request = Descri bel nst ancesRequest ()
if check need renew is True
request.set Filter3Key("ExpiredStartTi me")
request.set _Filter3Val ue(l NSTANCE_EXPI RED_START_TI ME_I N
_UTC_STRI NG
request.set Filter4Key(" ExpiredEndTi ne")
request.set Filter4Val ue(l NSTANCE _EXPI RE_END TI ME_I N_UT
C_STRI NG
if instance_id is not None:
request . set | nstancel ds(j son. dunps([instance_id]))
if security_group_id:
request.set_SecurityG oupld(security_group_id)
request . set _PageNunber ( page_nunber)
request . set _PageSi ze( page_si ze)
return _send_request (request)
# check the instances is renew or not
def describe_instance auto_renew setting(instance ids, expected a
ut o_renew=True):



descri be_request = Descri bel nstanceAut oRenewAtt ri but eRequest ()
descri be_request.set | nstancel d(instance_ids)

response_detail = _send_request (request=descri be_request)
failed instance ids ="'
if response_detail is not None:

attributes = response_detail.get('|nstanceRenewAttributes').
get (' I nstanceRenewAttri bute')
if attributes:
for itemin attributes:
auto_renew status = item get (' Aut oRenewEnabl ed')
if auto_renew status ! = expected_auto_renew
failed instance ids += itemget('Instanceld' ) +

if len(failed_instance_ids) > O:
| oggi ng. error("instance % auto renew not match expect %.",
failed instance_ids,
expect ed_aut o_renew)
def setting instance auto _renewi nstance_ ids, auto_renew=True):
| oggi ng.info(' execute enabl e auto renew ' + instance_ids)
request = Modi fyl nstanceAut oRenewAtt ri but eRequest () ;
request.set_Duration(l);
request . set _Aut oRenew( aut o_r enew) ;
request.set | nstanceld(instance_ids)
_send_request (request)
descri be_i nstance_auto_renew setting(instance_ids, auto_renew)
# if using the instance id can be found nmeans the instance is not
renew successful ly.
def check_instance _need renew(i nstance_id):
response = describe_need _renew_ i nstance(instance_i d=i nstance_id)
if response is not None:
return response.get (' Total Count') ==
return Fal se
# Renew an instance for a nonth
def renew_i nstance(instance_id, period='"1"):
need_renew = check_i nstance_need_renew(i nst ance_i d)
if need_renew
_renew_i nstance_action(i nstance_i d=i nstance_i d, period=peri od)
# descri be_need_renew_ i nstance(i nstance_i d=i nstance_i d,
check _need_r enew=Fal se)
def _renew_i nstance_action(instance_id, period="1"):
request = Renew nst anceRequest ()
request . set _Period(peri od)
request . set | nstancel d(i nstance_i d)

response = _send_request (request)
| ogging.info('renew % ready, output is % ', instance_ id,
response)

def _send request(request):
request.set _accept _format('json')
try:
response_str = clt.do_action(request)
| oggi ng. i nfo(response_str)
response_detail = json.|oads(response_str)
return response_det ai
except Exception as e:
| oggi ng. error(e)
if _name_ =="'_ min__
| oggi ng. i nfo("Renew ECS | nstance by OpenApi!")
# Query whether there is any instance that needs to be renewed
within the specified tinme range
descri be _need _renew i nstance()
# Renew an i nstance by direct fee deduction
renew_i nstance('i-1111")



# Query the status of automatic renewal

# descri be_instance auto _renew setting('i-1111,i-2222")
# Set automatic instance renewal

# setting instance _auto renew('i-1111,i-2222")

If you want to learn other API operations in ECS, see ECS API operation.

1.6 Use APIs to manage preemptible instances

This topic describes how to use Alibaba Cloud ECS SDKs to quickly create and manage

preemptible instances.
Preparation
Before you begin, make sure that:

* You know which instance types and regions meet your business requirements.

* You have a basic understanding of Alibaba Cloud ECS SDKs and calling methods. For more
information, see SDK documentation.

+ The ECS SDK version for preemptible instances is 4.2.0 and later. Here is an example of how

to change the pom dependency.

<dependency>
<gr oupl d>com al i yun</ gr oupl d>
<artifactld>aliyun-java-sdk-core</artifactld>
<versi on>3. 2. 8</ver si on>

</ dependency>

<dependency>
<gr oupl d>com al i yun</ gr oupl d>
<artifactld>aliyun-java-sdk-ecs</artifactld>
<versi on>4. 2. 0</ ver si on>

</ dependency>

Query regions and available instance types

Use the DescribeZones interface to query the regions where you can create preemptible instances

and the available instance types. The sample code is as follows:
» OpenApiCaller.java

public class OpenApi Cal l er {
IClientProfile profile;
| AcsClient client;
public OpenApi Caller() {
profile = DefaultProfile.getProfile("cn-hangzhou", AKSUtil.
accessKeyld, AKSUt il .accessKeySecret);
client = new DefaultAcsCient(profile);

public <T extends AcsResponse> T doActi on( AcsRequest <T> varl) {
try {
return client.get AcsResponse(varl);
} catch (Throwable e) {



e.printStackTrace();
return null;

}
}

» DescribeZonesSample.java

public class DescribeZonesSampl e {
public static void main(String[] args) {
OpenApi Cal l er caller = new OpenApi Cal l er();
Descri beZonesRequest request = new Descri beZonesRequest ();
request . set Regi onl d("cn-zhangj i akou");//You can use Descri beRe
gi onsRequest to get the Regionld of each region
request . set Spot Strat egy("SpotWthPriceLimt");//This field
must be entered to query the availability of instance types
request . set | nst anceChar geType(" Post Pai d"); // Post - pai d node,
preenpti bl e i nstances nmust be post-paid
Descri beZonesResponse response = cal |l er. doAction(request);
System out. printl n(JSON. t oJSONSt ri ng(response));

}
}

In the following output result, you can see the instance types, disk types, and network types

available in each region.

"request|d": "388D6321-E587-470C 8CFA- 8985E2963DAE" ,
"zones": |

"l ocal Name": "China North 3 Zone A"

"zoneld": "cn-zhangji akou-a"
"avai | abl eDi skCat egories": |
"cl oud_ssd",

"cl oud_efficiency"

]

vai | abl el nst anceTypes": [
"ecs.e4. | arge",
"ecs. n4. 4xl ar ge",
"ecs. sn2. nedi unt',
"ecs.i l.2xl arge",
"ecs. sel. 2xl arge",
"ecs. n4. x|l arge",
"ecs. selne. 2xl arge",
"ecs.sel.l arge",
"ecs.sn2. x| arge",
"ecs. selne. x|l arge"”,
"ecs. xn4.smal | "
"ecs.sn2ne. 4xl arge",
"ecs.selne. 4xl arge",
"ecs. snl. nedi uni,
"ecs. n4. 8xl ar ge",
"ecs.m4. | arge",
"ecs. e4. 2xl arge",
"ecs. m4. 2xl ar ge",
"ecs. m4. 8xl ar ge",
"ecs. n4. 2xl arge",
"ecs. e4. x|l arge",
"ecs.sn2ne. | arge",
"ecs. sn2ne. x| ar ge",



"ecs.snlne. |l arge",
"ecs.n4. | arge",
"ecs.snl. 3xl arge",
"ecs. e4. 4xl arge",
"ecs.snlne. 2xl arge",
"ecs.e4.smal |l ",
"ecs.i l. 4xl arge",
"ecs. sel. 4xl arge",
"ecs.sn2ne. 2xl arge",
"ecs.sn2. 3xl arge",
"ecs.il.xlarge",
"ecs.n4.smal | ",
"ecs.snlne. 4xl arge",
"ecs. Mm4. 4xl ar ge",
"ecs. snlne. x|l arge",
"ecs. selne. | arge”,
"ecs.sn2.large",
"ecs.i 1l-c5dl. 4xl arge",
"ecs.snl. x|l arge",
"ecs.snl.l arge",
"ecs.mMm4.smal | ",
"ecs. m4. x|l arge",
"ecs. sel. x|l arge"

"avai |l abl eResourceCreation": |
"VSwi tch",
"l oOptim zed",
"l nstance",
"Di sk"
]

vai | abl eResources": |

"dat aDi skCat egori es": |
"cl oud_ssd",
"cloud_efficiency"

]

i nstanceCenerations": |
n eCS' 3" ,
n eCS— 2|I

"instanceTypeFam lies": |
"ecs. Mm4",
"ecs.snl",
"ecs.sn2",
"ecs. snlne",
"ecs. xn4",
"ecs.i 1",
"ecs. sel",
"ecs. e4d",
"ecs. n4",
"ecs. selne",
"ecs. sn2ne"

"instanceTypes": |
"ecs. n4. 4xl ar ge",
"ecs. sn2. nedi unt',
"ecs.i l.2xl arge",
"ecs. sel. 2xl arge",
"ecs. n4. x| arge",
"ecs.selne. 2xlarge",
"ecs.sel.large",
"ecs.sn2. x|l arge",



"ecs. selne. x|l arge",
"ecs.xn4.smal | ",
"ecs.sn2ne. 4xl arge",
"ecs.selne. 4xl arge",
"ecs. snl. nedi uni,
"ecs. n4. 8xl arge",
"ecs.m4. | arge",
"ecs. m4. 2xI ar ge",
"ecs. Mm4. 8xl ar ge",
"ecs. n4. 2xl arge",
"ecs.sn2ne. | arge",
"ecs. sn2ne. x|l arge",
"ecs.snlne. |l arge",
"ecs.n4. | arge",
"ecs.snl. 3xl arge",
"ecs.snlne. 2xl arge",
"ecs.e4.smal | ",
"ecs.i l. 4xl arge",
"ecs. sel. 4xl arge",
"ecs.sn2ne. 2xl arge",
"ecs. sn2. 3xl arge",
"ecs.il.xlarge",
"ecs.n4.snmal |l ",
"ecs.snlne. 4xl arge",
"ecs. Mm4. 4xl ar ge",
"ecs. snlne. x|l arge",
"ecs.selne. | arge",
"ecs.sn2.large",
"ecs.i 1l-chdl. 4xl arge",
"ecs.snl. x|l arge",
"ecs.snl.l arge",
"ecs.mMm4.smal | ",
"ecs. m4. x|l arge",
"ecs. sel. x|l arge"

]

i oOptim zed": true,
"net wor kTypes": |
"vpc”
1,
"syst enDi skCat egories": |
"cl oud_ssd",
"cl oud_efficiency"

}

’vaiIabIeVqunecategories": [
"san_ssd",
"san_efficiency"

]



}

Query preemptible instance price history

Use the DescribeSpotPriceHistory interface to query the price changes of a preemptible instance
type over the last 30 days, so you can find the most cost efficient regions and instance types. The

sample code (DescribeSpotPriceHistorySample.java) is as follows.

public class DescribeSpotPriceH storySanpl e {
public static void main(String[] args) {
OpenApi Cal l er caller = new OpenApi Cal l er();
Li st <Descri beSpot Pri ceH st or yResponse. Spot Pri ceType> result =
new ArraylLi st <Descri beSpot Pri ceHi st or yResponse. Spot Pri ceType>();
int offset = 0;
while (true) {
Descri beSpot Pri ceH st oryRequest request = new Descri beSp
ot Pri ceHi st oryRequest () ;
request . set Regi onl d("cn- hangzhou");//You can use
Descri beRegi onsRequest to get the Regionld of each regi on where
preenpti bl e i nstances are avail abl e
request . set Zonel d( " cn- hangzhou-b");//You nust enter the
zone
request . setl nstanceType("ecs. sn2. medi un');// See t he
i nstance types returned by DescribeZones, this field is mandatory
request . set Net wor kType("vpc");// See the network types
returned by DescribeZones, this field is nandatory
Il request.setl oOptinized("optimzed");//Determnes if the
instance is I/O optimzed, see |loOptim zed returned by DescribeZones,
this field is optional

Il request.set StartTi me("2017-09-20T08: 45: 08Z2");// The price
start tine, optional, default value: within 3 days
/1 request . set EndTi ne("2017- 09- 28T08: 45: 082") ;//Pri ce end

time, optional

request.set O fset (of fset);

Descri beSpot Pri ceH st oryResponse response = call er.
doAction(request);

if (response ! = null && response.getSpotPrices() ! = null
) A
resul t.addAl | (response. get Spot Prices());
if (response.getNextOfset() == null || response.
getNext O fset () == 0) {
br eak;
} else {

of fset = response. get Next O fset ();
}

}
if (! result.isEmpty()) {
for (DescribeSpotPriceH storyResponse. Spot PriceType
spot PriceType : result) {
System out . println(spotPriceType. getTi mestanp() + "---
>spot Price:" + spotPriceType.getSpotPrice() + "---->originPrice:" +
spot Pri ceType. getOrigi nPrice());
}

Systemout. println(result.size());
} else {



}

Returned results sample.

2017- 09- 26T06: 28: 55Z- - - >spot Price: 0. 24---->origi nPrice: 1.2
2017- 09- 26T14: 00: 00Z- - - >spot Price: 0. 36---->origi nPrice: 1.2
2017-09- 26T15: 00: 00Z- - - >spot Pri ce: 0.24---->originPrice: 1.2
2017-09- 27T14: 00: 00Z- - - >spot Price: 0. 36---->origi nPrice: 1.2
2017-09-27T15: 00: 00Z- - - >spot Pri ce: 0.24---->originPrice: 1.2
2017-09- 28T14: 00: 00Z- - - >spot Price: 0. 36---->originPrice: 1.2
2017-09- 28T15: 00: 00Z- - - >spot Pri ce: 0. 24---->originPrice: 1.2
2017-09- 29T06: 28: 55Z- - - >spot Pri ce: 0. 24---->originPrice: 1.2

Repeat this process to find the price trends and recent prices of the instance type in each zones.

Note:
You can use average price or maximum price to determine if you can afford this preemptible
instance. You can also use more rational data models to analyze historical price data and adjust

your instance types and zones at will for maximum cost effectiveness.
Create a preemptible instance
You must complete the following work before creating a preemptible instance:

* To use a custom image to create a preemptible instance, you must have already Createlmage.

» Create a security group in the console or use the CreateSecurityGroup to create a security

group. Then, retrieve the security group ID (SecurityGroupld).

* In the console, create a VPC and VSwitch, or use the CreateVpc and CreateVSwitch interfaces

to do so. Then, retrieve the VSwitch ID (VSwitchld).

Use the Createlnstance to create a preemptible instance. The sample code

(CreatelnstaneSample.java) is as follows.

public class Createl nstaneSanpl e {
public static void main(String[] args) {
OpenApi Cal l er caller = new OpenApi Caller();
Creat el nst anceRequest request = new Creat el nst anceRequest () ;
request . set Regi onl d("cn- hangzhou");// The region ID
request . set Zonel d( " cn- hangzhou-b"); //The zone |ID
request . set SecurityG oupl d("sg-bpllnhf94i vkdxwb2gd4");//The I D
security group
request . setl magel d("centos 7 03 64 20G al i base 20170818. vhd
");//We recormend that you sel ect a customimage you have prepared in
this region
request . set VSwi t chl d(" vsw bpl64cyont hf udn9kj 5br");// For VPC,
the VSwitch ID is required
request . setl nstanceType("ecs. sn2. medi um') ;
i nstance type you want to purchase
request.setloOptin zed("optim zed");//See the paraneters
returned by DescirbeZones

of the

[/ Enter the



request . set Syst enDi skCat egory("cl oud_ssd");// See the
paraneters returned by DescirbeZones, select one: cloud_ssd,
cloud_efficiency, or cloud

request . set Syst enDi skSi ze(40) ;

request . set | nst anceChar geType( " Post Pai d");//Post-paid is
required for preenptible instances

request . set Spot Strat egy(" SpotWthPriceLimt");//SpotWthPr
iceLimt: bid node, SpotAsPriceCGo: no bids, the maxi mum Pay- As- You- Go
price

request . set SpotPriceLimt(0.25F);//This applies only to
SpotWthPriceLimt. Set the maxi numprice you are willing to pay,
units: USD/hour. An instance is created when this price is higher than

the current market price
Creat el nst anceResponse response = cal | er. doActi on(request);
System out . printl n(response. getlnstancel d());

}

Recover a preemptible instance

Mandatory recovery can be imposed on preemptible instances due to changes in price or supply
and demand. At such a time, the operation of the preemptible instance is suspended. Before

being released, the preemptible instance enters the locked status and a prompt notifies you that
the instance will be automatically recovered. You can design a withdrawal logic to automatically

process instances in the recovery status.

Now, you can use the following methods to determine the suspension and lock statuses of

preemptible instances:

» Obtain this information from the instance metadata. Run the following command.

curl "http://100.100.100. 200/ | at est/ net a- dat a/i nst ance/ spot/

term nation-ti nme'
If the returned result is blank, this indicates the instance can continue to be used. If no result is
returned, it indicates the instance can continue to be used. If the returned result contains UTC
time stamp information in the format of YYYY-MM-DDTHH:mm:ssZ (for example 2015- 01-

05T18: 02: 002), it indicates the instance will be released at the specified time.

* You can use the Oper at i onLocks information returned by the Describelnstances
to see if an instance is in the Awai ti ng Recovery status. The sample code

(DescribelnstancesSample.java) is as follows.

public class Descri bel nstancesSanpl e {
public static void main(String[] args) throws InterruptedException
{
OpenApi Cal l er caller = new OpenApi Cal ler();
JSONArray alllnstances = new JSONArray();
al I I nst ances. addAl | (Arrays. asLi st ("i - bpl18hgf ai 8ekogqwoOy2n",
- bplecbyds24ij 63wl46c"));
while (! alllnstances.isEmpty()) {



Descri bel nst ancesRequest request = new Descri beln
st ancesRequest () ;
request . set Regi onl d( " cn- hangzhou");
request . setlnstancelds(alllnstances.toJSONString());//
Specify the instance I D, maximum efficiency
Descri bel nst ancesResponse response = cal |l er. doActi on(
request);
Li st <Descri bel nst ancesResponse. | nst ance> i nstanceLi st =
response. get | nst ances() ;
if (instanceList ! = null && ! instanceList.isEmty()) {
for (Describel nstancesResponse. | nstance i nstance :
i nstancelList) {
Systemout.printin("result:instance:" + instance.
getlnstanceld() + ",az:" + instance.getZoneld());

if (instance.getOperationLocks() ! = null) {
for (Describel nstancesResponse. | nst ance.
LockReason | ockReason : instance. get OperationLocks()) {
Systemout.println("instance:" + instance.

getlnstanceld() + "-->lockReason:" + | ockReason. get LockReason() + ",
vt atus: " + instance.getStatus());
if ("Recycling".equal s(l ockReason.

get LockReason())) {

//do your action

Systemout. println("spot instance will

be recycled i mediately, instance id:" + instance.getlnstanceld());

al | I nst ances. renove(i nst ance.

getlnstancel d());

}
: }
Systemout.print("try describel nstances again | ater
")
Thread. sl eep(2 * 60 * 1000);
} else {
br eak;
}
}

}
}

The output result when recovery is triggered is as follows.

i nstance: i -bplecbyds24ij63wl46c- - >l ockReason: Recycl i ng, vntt at us:

St opped

spot instance will be recycled i medi ately, instance id:i-bplechyds2
4i j 63wl46¢C

Other operations

You can start, stop, and release preemptible instances. These operations are the same as Pay-As

-You-Go instances. For more information, see:

» Start an instance: Startinstance
» Stop an instance: StopInstance

* Release an instance: Deletelnstance
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