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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and
conditions of this legal disclaimer before you read or use this document. If you have
read or used this document, it shall be deemed as your total acceptance of this legal

disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website
or other Alibaba Cloud-authorized channels, and use this document for your
own legal business activities only. The content of this document is considered
confidential information of Alibaba Cloud. You shall strictly abide by the

confidentiality obligations. No part of this document shall be disclosed or provided
to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted,
or disseminated by any organization, company, or individual in any form or by any
means without the prior written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades
, adjustments, or other reasons. Alibaba Cloud reserves the right to modify
the content of this document without notice and the updated versions of this

document will be occasionally released through Alibaba Cloud-authorized
channels. You shall pay attention to the version changes of this document as they
occur and download and obtain the most up-to-date version of this document from
Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud
products and services. Alibaba Cloud provides the document in the context that
Alibaba Cloud products and services are provided on an "as is", "with all faults
" and "as available" basis. Alibaba Cloud makes every effort to provide relevant
operational guidance based on existing technologies. However, Alibaba Cloud
hereby makes a clear statement that it in no way guarantees the accuracy, integrity
, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial
losses incurred by any organizations, companies, or individuals arising from
their download, use, or trust in this document. Alibaba Cloud shall not, under any
circumstances, bear responsibility for any indirect, consequential, exemplary,

incidental, special, or punitive damages, including lost profits arising from the use



or trust in this document, even if Alibaba Cloud has been notified of the possibility
of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to
works, products, images, archives, information, materials, website architecture,
website graphic layout, and webpage design, are intellectual property of Alibaba

Cloud and/or its affiliates. This intellectual property includes, but is not limited
to, trademark rights, patent rights, copyrights, and trade secrets. No part of the
Alibaba Cloud website, product programs, or content shall be used, modified

, reproduced, publicly transmitted, changed, disseminated, distributed, or
published without the prior written consent of Alibaba Cloud and/or its affiliates

. The names owned by Alibaba Cloud shall not be used, published, or reproduced
for marketing, advertising, promotion, or other purposes without the prior written
consent of Alibaba Cloud. The names owned by Alibaba Cloud include, but are
not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other brands of Alibaba
Cloud and/or its affiliates, which appear separately or in combination, as well as
the auxiliary signs and patterns of the preceding brands, or anything similar to
the company names, trade names, trademarks, product or service names, domain
names, patterns, logos, marks, signs, or special descriptions that third parties

identify as Alibaba Cloud and/or its affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information
indicates a situation that will Danger:
cause major system changes, Resetting will result in the loss of
faults, physical injuries, and other | user configuration data.
adverse results.
This warning information
indicates a situation that may . Warning:
cause major system changes, Restarting will cause business
faults, physical injuries, and other | interruption. About 10 minutes are
adverse results. required to restore business.
This indicates warning informatio
n, supplementary instructions, Notice:
and other content that the user Take the necessary precautions
must understand. to save exported data containing

sensitive information.

This indicates supplemental
instructions, best practices, tips, Note:
and other content that is good to | You can use Ctrl + A to select all
know for the user. files.

> Multi-level menu cascade. Settings > Network > Set network

type

Bold It is used for buttons, menus Click OK.
, page names, and other Ul
elements.

Courier |Itis used for commands. Runthe cd / d C :/ windows
font command to enter the Windows
system folder.

Italics |Itisused for parameters and bae log list --
variables. instanceid Instance_ID

[] or [a|b] |Itindicates that it is a optional ipconfig [-all|-t]
value, and only one item can be
selected.




Style

Description

Example

{} or {a|b}

It indicates that it is a required
value, and only one item can be
selected.

swich {stand | slave}
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1 What is block storage?

Overview

Block storage is a high-performance, low latency block storage service for Alibaba
Cloud ECS. Similar to a hard disk, you can format block storage and create a file

system on it to easily meet the data storage needs of your business.

Alibaba Cloud provides a variety of block-level storage products based on a distribute
d storage architecture and local disks located on the physical servers where ECS

instances are hosted. Specifically, the storage products are as follows:

- Cloud Disk, which is a block-level data storage product provided by Alibaba
Cloud for ECS, uses a multiple distributed system, and features low latency, high
performance, persistence, high reliability, and more. Cloud disks can be created,
resized, and released at any time.

- Shared block storage is a block-level data storage device that supports
simultaneous read and write access to multiple ECS instances. Similar to the cloud
disk, shared block storage uses a multiple distributed system. It supports simultaneous
access to multiple instances, and features low latency, high performance, and
high reliability. Shared Block Storage applies to shared access scenarios for block
storage devices under a shared everything architecture.

- Local disks are the disks attached to the physical servers (host machines) on which

ECS instances are hosted. They are designed for business scenarios requiring
high storage I/O performance and massive storage cost performance. Local disks
provide local storage and access for instances, and features low latency, high

random IOPS, high throughput, and cost-effective performance.

For more information about the performance of block-level storage products, see

Block storage performance.

Block storage, OSS and NAS

Currently, Alibaba Cloud provides three types of data storage products: block storage
, Object Storage Service (0SS), and Network Attached Storage (NAS).

the following three types of data storage products:

- Block storage: A high-performance and low-latency block-level storage device for

ECS. It supports random reads and writes. You can format block storage and create



a file system on it as you would with a hard disk. , thereby enabling block storage to
meet the data needs of numerous business scenarios.

- 0SS: A huge storage space designed for storing massive amounts of unstructur

ed data on the Internet, including images, audio, and video. You can access the
data stored in OSS anytime, anywhere, by using APIs. Generally, OSS is applicable
to business scenarios as website construction, separation of dynamic and static
resources, and CDN acceleration.

- NAS: A storage space designed to store massive amounts of unstructured data that
can be accessed by using standard file access protocols , such as the Network File
System (NFS) protocol for Linux, and the Common Internet File System (CIFS)
protocol for Windows. You can set permissions to allow different clients to access
the same file at the same time. NAS is suitable for business scenarios such as file
sharing across departments, non-linear file editing, high-performance computing,

and containerization (such as with Docker).



2 Storage parameters and performance test

This document describes the performance index of block storage, performance

testing methods, and how to interpret the testing results.
Performance index of block storage

The main index for measuring storage performance include IOPS, throughput, and

latency.
- IOPS

IOPS stands for Input/Output Operations per Second, which means the number of
write or read operations that can be performed each second. Transaction-intensive

applications, such as database applications, are sensitive to IOPS.

The following table lists common performance characteristics that are measured.

IOPS performance Description

characteristics

Total IOPS The total number of I/O operations per second

Random read IOPS The average number Random access to
of random read 1/0 locations on storage
operations per second devices

Random write IOPS The average number

of random write I/O
operations per second

Sequential read IOPS The average number Sequential access to
of sequential read I/O locations on storage
operations per second devices

Sequential write IOPS The average number

of sequential write I/O
operations per second

- Throughput
Throughput measures the data size successfully transferred per second.

Applications that require mass read or write operations (such as Hadoop offline

computing applications) are sensitive to throughput.



- Latency

Latency is the period that is needed to complete an I/O request.

For latency-sensitive applications (such as databases) in which high latency may

lead to performance reduction or error reports in applications, we recommend

that you use SSD disks, SSD Shared Block Storage, or local SSD disks.

For throughput-sensitive applications (such as Hadoop offline computing) that are
less sensitive to latency, we recommend that you use ECS instances with local HDD

disks, such as instances of the d1 or d1ne instance type family.

Performance

This section describes the performance of various block storage products.

Block Storage capacity is measured in binary units, such as kibibyte (KiB), mebibyte
(MiB), gibibyte (GiB), or Tebibyte (TiB).

Note:

1 KiB is 1,024 bytes. 1MiB is 1,024 KiB. 1GiB is 1,024 MiB. 1TiB is 1,024 GiB.

- Cloud disks

The following table lists the features and typical scenarios of different types of

cloud disks.
Parameter ESSD Cloud SSD Cloud Disk | Ultra Cloud Basic Cloud
Disk Disk Disk

Capacity ofa 32,768 GiB 32,768 GiB 32,768 GiB 2,000 GiB

single disk

Max. IOPS 1,000,000 25,000* 5,000 Several
hundreds

Max. 4,000 MBps 300 MBps* 140 MBps 30-40 MBps

throughput




Parameter ESSD Cloud SSD Cloud Disk | Ultra Cloud Basic Cloud
Disk Disk Disk
Formulas to IOPS = min{ IOPS = min{ IOPS = min N/A
calculate 1800 + 50 x 1800 + 30 x {1800 + 8 x
performance |capacity, 1,000 |capacity, 25, capacity, 5,000
of a single disk |,000} 000} }
*%
Throughput= | Throughput= |Throughput= |N/A
min {120 + 0.5 |min{120+ 0.5 x |min{100 + 0.15
X capacity, 4, | capacity, 300} |[x capacity, 140
000} MBps MBps } MBps
Data reliability [99.9999999% [99.9999999%  [99.9999999%  [99.9999999%
API name cloud_essd cloud_ssd cloud_effi cloud

ciency




Parameter ESSD Cloud SSD Cloud Disk | Ultra Cloud Basic Cloud
Disk Disk Disk
Scenarios - OLTP - Largeand |- Smallor - Applicatio

databases medium medium ns with
: relational -sized -sized infrequent
databases relational relational access or
such as databases databases low I/O
MySQL, , such as ,such as load. If
PostgreSQL, MySQL, MySQL, SQL higher I/0
Oracle, and SQL Server, Server, and performanc
SQL Server PostgreSQL, PostgreSQL e is needed

- NoSQL and Oracle (- Largeor , we
databases |- Largeor medium recommend
: non- medium -sized that you use
relational -sized developmen | SSD disks.
databases developmen tor testing |- Applicatio
such as t or testing applications ns that
MongoDB, applications that require require low
HBase, and that require high data costs and
Cassandra high data reliabilit random

- ElasticSea reliability y and read and
rch medium write I/O
distribute performanc operations
d logs: e
Elasticsea
rch,
Logstash
and Kibana
(ELK) log
analysis

* The performance of an SSD Cloud Disk varies with the data block size. Smaller

data blocks result in lower throughput and higher IOPS, as shown in the following

table. An SSD Cloud Disk can achieve the expected performance only when it is

attached to an I/0-optimized instance. In other words, an SSD Cloud Disk cannot

achieve the expected performance if it is not attached to an I/O-optimized instance.

Data block size Maximum IOPS Throughput

4 KiB About 25,000 Far smaller than 300
MBps

16 KiB About 17,200 Close to 300 MBps




Data block size Maximum IOPS Throughput
32 KiB About 9,600
64 KiB About 4,800

** An SSD Cloud Disk is taken as an example to describe the performance of a

single disk:

- The maximum IOPS: The baseline is 1,800 IOPS. It increases by 30 IOPS per GiB

of storage. The maximum IOPS is 25,000.

- The maximum throughput: The baseline is 120 MBps. It increases by 0.5 MBps

per GiB of storage. The maximum throughput is 300 MBps.

The random write latency varies with the disk categories as follows:

- ESSD disks: 0.1-0.2 ms
- SSD disks: 0.5-2 ms

- Ultra Cloud Disks: 1-3 ms

- Basic Cloud Disks: 5-10 ms

- Shared Block Storage

The following table lists the features and typical scenarios of different types of

Shared Block Storage.

Parameter SSD Shared Bock Storage | Ultra Shared Block
Storage

Capacity - Singe disk: 32,768 GiB |- Singe disk: 32,768 GiB

- Single instance: 128 TiB

- Single instance: 128 TiB

/write throughput*

Maximum random read/ |30,000 5,000
write IOPS*
Maximum sequential read | 512 MBps 160 MBps

Formulas to calculate
performance of a single
disk**

IOPS = min{1600 + 40 x
capacity, 30,000}

IOPS = min{1000 + 6 x
capacity, 5,000}

Throughput = min{100 + 0
.5 X capacity, 512} MBps

Throughput = min{50 + 0.
15 x capacity, 160} MBps




- Failover cluster
- High-availability
architecture of servers

Parameter SSD Shared Bock Storage | Ultra Shared Block
Storage
Scenarios - Oracle RAC High-availability
- SQL Server architecture of servers

High-availability
architecture of

development and
testing databases

* The maximum IOPS and throughput listed in the preceding table are the

maximum performance of a bare shared block storage device that is attached to

two or more instances at the same time during stress tests.

** An SSD Shared Block Storage is used as an example to describe the performance

of a single disk:

- The maximum IOPS: The baseline is 1,600 IOPS. It increases by 40 IOPS per GiB
of storage. The maximum IOPS is 30,000.

- The maximum throughput: The baseline is 100 MBps. It increases by 0.5 MBps

per GiB of storage. The maximum throughput is 512 MBps.

The latency varies with the shared block storage categories as follows:

- SSD Shared Block Storage: 0.5-2 ms

- Ultra Shared Block Storage: 1-3 ms

- Local disks

For the performance of local disks, see Local disks.

Test disk performance

fio in recommended to test disk performance.

Note:

The disk benchmark tested by different tools varies with different operating systems.

The performance parameters in this article are the results tested by fio with a Linux

instance, and are used as the index reference of block storage product performance.

This section describes how to test disk performance, taking the fio tool used with a

Linux instance as an example. Before you test the disk, verify that the disk is 4 KiB

aligned.




. Warning:
You can test bare disks to obtain more accurate performance data, but the structure
of the file system will be damaged. Make sure that you back up your data before
testing. We recommend that you use a new ECS instance without data to test the

disks to avoid data loss.

- Test random write IOPS:

fio - direct = 1 - dodepth = 128 - rw = randwrite - joengine
= libaio - bs = 4k - size = 1G - numjobs = 1 - runtime = 1000
- group_repo rting - filename = iotest - name = Rand_Write
_Testing
- Test random read I0PS:
fio - direct = 1 - iodepth = 128 - rw = randread - dioengine
= libaio - bs = 4k - size = 1G - numjobs = 1 - runtime = 1000
- group_repo rting - filename = iotest - name = Rand_Read_
Testing
- Test write throughput:
fio - direct =1 - diodepth = 64 - rw = write - dioengine =
libaio - bs = 1024k - size = 1G - numjobs = 1 - runtime = 1000
- group_repo rting - filename = +dotest - name = Write_PPS_
Testing
- Test read throughput:
fio - direct = 1 - dodepth = 64 - rw read - ioengine = libaio

- bs = 1024k - size = 1G - numjobs =
group_repo rting - filename = qdotest

- runtime = 1000 -
name = Read_PPS_T esting

=l

The command for testing random read IOPS is used as an example to describe the

meaning of the parameters of a fio command, as shown in the following table.

Parameter Meaning

-direct=1 Ignore I/0O buffer when testing. Data is
written directly.

-iodepth=128 Indicates that when you use AIO, the
maximum number of I/0 issues at the
same time is 128.




Parameter

Meaning

-rw=randwrite

Indicates that the read and write policy is
random write. Other options include:

- randread (random read)

- read (sequential read)

- write (sequential write)

- randrw (random read and write)

-ioengine=libaio

Use libaio as the testing method (Linux
AIO, Asynchronous I/0). Usually there
are two ways for an application to use I/
O:

- Synchronous

Synchronous I/0 only sends out one I
/O request at a time, and returns only
after the kernel is completed. In this
case, the iodepth is always less than
1 for a single job, but can be resolved
by multiple concurrent jobs. Usually
16—32 concurrent jobs can fill up the

iodepth.

- Asynchronous

The asynchronous method uses libaio
to submit a batch of I/O requests
each time, thus reducing interaction
times and making interactions more

effective.




Parameter

Meaning

-bs=4k

Indicates the size of each block for one
I/0 is 4 KiB. If not specified, the default

value 4 KiB is used.

When IOPS is tested, we recommend
that you set bs toasmall value, for
example, such as 4k in this example

command.

When throughput is tested, we
recommend that you set bs toalarge
value, such as 1024k in this example

command.

-size=1G

Indicates the size of the testing fileis 1
GiB.

-numjobs=1

The number of testing jobs is 1.

-runtime=1000

Testing time is 1,000 seconds. If not
specified, the test will write data of the
file whose size is specified by - size
block by block, with the data block size
specified by - bs .

-group_reporting

The display mode for showing the testing
results. Group_reporting means the
statistics of each job are summed up,
instead of all statistics of each job being
shown.

-filename=iotest

The output path and name of the test
files, for example, iotest. You can test
bare disks to obtain more accurate
performance data, but the test causes
damage to the structure of the file system
. Make sure that you back up your data
before testing.

-name=Rand_Write_Testing

The name of the testing task.




3 Block storage

3.1 Cloud disks and Shared Block Storage

Cloud disks and Shared Block Storage are block-level data storage products provided
by Alibaba Cloud for ECS that features low latency, high performance, persistence,
and high reliability. They use a triplicate distributed system to provide 99.9999999% data
reliability for ECS instances. Cloud disks and Shared Block Storage can automatically
copy your data within the target zone to help you prevent unexpected hardware faults
from causing data unavailability or service disruption. Just like what you do with a
hard disk, you can partition and format the cloud disks and Shared Block Storage

attached to an ECS instance, create a file system, and store data on them.

You can expand the cloud disks and Shared Block Storage as needed at any time. For
more information, see Linux - Resize a data disk and increase system disk size. You can also
create snapshots to back up data for the cloud disks and Shared Block Storage. For

more information about snapshots, see what are ECS snapshots.

Cloud disks and Shared Block Storage differ in whether they can be simultaneously
attached to multiple ECS instances and perform read and write operations. Details are

as follows:

- Cloud disks can be attached to only one ECS instance in the same zone of the same
region.
- Shared Block Storage devices can be mounted to a maximum of eight ECS instances

in the same zone of the same region.

Note:
Shared Block Storage is currently in public beta phase. You can open a ticket to

submit your application for beta testing.
Cloud disks
- Performance-based category

- ESSD cloud disks: ESSD is an ultra-high-performance cloud product based on
the next generation distributed block storage architecture. ESSD combines

25 GE networks with RDMA technology, offering the capability of up to 1



million random read/write operations and a shorter single-link latency. ESSD is
currently in public beta phase. For more information, see FAQ about ESSD cloud
disks.

- SSD cloud disks: high-performance disks with stable and high random I/0
performance and high data reliability

- Ultra cloud disks: with high cost performance, medium random I/O performanc
e, and high data reliability

- Basic cloud disks: with high data reliability and general random 1/0 performanc
e

- Function-based category

- System disks: have the same life cycle as the ECS instance to which it is mounted.
A system disk is created and released at the same time as the instance. Shared
access is not allowed. The available size range of a single system disk varies

according to the image, as follows:

B Linux (excluding CoreOS) and FreeBSD: 20-500 GiB
B CoreOS: 30-500 GiB
B Windows: 40-500 GiB
- Data disks: can be created separately or at the same time as ECS instances. If the

release with instance attribute is set to a data disk, it has the same life cycle as
the instance to which it is attached, and is released along with the instance. Data
disks created separately can be released independently or at the same time as the
corresponding ECS instances. Shared access is not allowed. The performance

of data disks depends on the cloud disk type. For more information, see storage

parameters and performance test.
When used as data disks, up to 16 cloud disks can be attached to one ECS instance.
Shared Block Storage

Shared Block Storage is a block-level data storage service with strong concurrency,
high performance, and high reliability. It supports concurrent reads from and writes
to multiple ECS instances, and provides data reliability of up to 99.9999999%. Shared

Block Storage can be mounted to a maximum of 8 ECS instances.


https://partners-intl.aliyun.com/help/faq-detail/64950.htm
https://partners-intl.aliyun.com/help/faq-detail/64950.htm

Shared Block Storage can only be used as data disks and can only be created
separately. Shared access is allowed. You can set the Shared Block Storage device to

be released when the ECS instances are released.
Shared Block Storage can be divided into:

- SSD Shared Block Storage, which uses SSD as the storage medium to provide stable
and high-performance storage with enhanced random I/0 and data reliability.
- Ultra Shared Block Storage, which uses the hybrid media of SSD and HDD as the

storage media.

When used as data disks, Shared Block Storage allows up to 16 data disks to be

attached to each ECS instance.
For more information, see FAQ about Shared Block Storage.
Billing
Shared Block Storage is currently in public beta phase free of charge.
The billing method of a cloud disk depends on how it is created:

- Cloud disks created with Subscription instances are billed before the service is

ready for use. For more information, see Subscription.

- Cloud disks created at the same time as Pay-As-You-Go instances, or created

separately, are billed on a Pay-As-You-Go basis. For more information, see Pay-As-

You-Go.

You can change the billing method of the cloud disk, as shown in the following table.

Conversion of Feature Effective time Suitable for

billing methods

Subscription -> Pay- | Renew for Effective from the |Subscription cloud

As-You-Go configuration next billing cycle disks mounted

downgrade to Subscription

instances. The
billing method of
the system disk
cannot be changed.



https://partners-intl.aliyun.com/help/doc-detail/53820.htm

Conversion of

billing methods

Feature

Effective time

Suitable for

Pay-As-You-Go ->
Subscription

Upgrade configurations

Effective
immediately

Pay-As-You-Go data
disks mounted

to Subscription
instances. The
billing method of
the system disk
cannot be changed.

Switch from Pay-As- System disks and
data disks mounted
to Pay-As-You-Go

instances.

You-Go to Subscription
billing

Related operations

You can perform the following operations on cloud disks:

- If a cloud disk or Shared Block Storage device is created separately from a data disk, you
must attach a cloud disk in the ECS console, and then connect to the ECS instance to
partition and format the data disk.

- If you want to encrypt the data on a cloud disk, encrypt the disk.

- If your system disk capacity is insufficient, you can increase system disk size.

- If you want to expand the data disk capacity, you can resize the data disk.

- If you want to change the OS, you can change the system disk.

- If you want to back up the data of a cloud disk or Shared Block Storage device,
you can manually create snapshots for the cloud disk or Shared Block Storage or apply an
automatic snapshot policy to it to automatically create snapshots on schedule.

- If you want to use the OS and data environment information of one instance on
another instance, you can create a customized image using the system disk snapshots of
the latter instance.

- If you want to restore a cloud disk or Shared Block Storage device to the status
when the snapshot is created, you can roll back a cloud disk using its snapshot.

- If you want to restore a cloud disk to its status at the time of creation, you can
reinitialize a cloud disk.

- If you do not need a cloud disk or Shared Block Storage device, you can detach a

cloud disk and release a cloud disk.




- If you no longer need a Subscription billed cloud disk, you can convert the billing

methods of cloud disks, and then detach a cloud disk and release a cloud disk.

For more information about operations on cloud disks, see cloud disks in User Guide .

3.2 Triplicate technology

The Alibaba Cloud Distributed File System provides stable and efficient data access
and reliability for ECS. Triplicate technology, that is, the process of making and
distributing three copies of data, is the principle concept implemented in the Alibaba
Cloud Distributed File System.

When you perform read and write operations on cloud disks, the operations are
translated into the corresponding processes on the files stored in Alibaba Cloud data
storage system. The Distributed File System of Alibaba Cloud uses a flat design in
which a linear address space is divided into slices, also called chunks. Each chunk has

three copies stored on different server nodes on different racks. This guarantees data

reliability.
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Triplicate technology involves three key components: Master, Chunk Server, and

How triplicate technology works

Client. To demonstrate how triplicate technology works, in this example, the write
operation of an ECS user undergoes several conversions before being executed by the

Client. The process is as follows:

1. The Client determines the location of a chunk corresponding to a write operation.



2. The Client sends a request to the Master to query the storage locations (that is, the
Chunk Servers) of the three copies of the chunk.

3. The Client sends write requests to the corresponding three Chunk Servers
according to the results returned from the Master.

4. The Client returns a message that indicates whether the operation was successful.

This strategy guarantees that all the copies of a chunk are distributed on different
Chunk Servers on different racks, effectively reducing the potential of total data loss

caused by failure of a Chunk Server or a rack.
Data protection

If a system failure occurs because of a corrupted node or hard drive failure, some
chunks may lose one or more of the three valid chunk copies associated with them. If
this occurs and triplicate technology is enabled, the Master replicates data between

Chunk Servers to replace the missing chunk copies across different nodes.
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To summarize, all your operations (additions, modifications, or deletions) on cloud
disk data are synchronized to the three chunk copies at the bottom layer. This mode

ensures the reliability and consistency of your data.

Furthermore, we recommend you implement appropriate backup strategies,
snapshots, and other precautionary actions to restore and protect your data and
guarantee its availability against other types of failures, such as viruses, human
error, or malicious activity on your account. No single technology can solve all the
problems, so you must choose appropriate data protection measures to establish a

solid defense line for your valuable business data.



3.3 ECS disk encryption

ECS disks in this article refer to cloud disks and Shared Block Storage devices. They

are referred to as ECS disks in the following contents, unless otherwise specified.
What is ECS disk encryption?

The ECS disk encryption feature allows you to encrypt new ECS disks so that you

can meet encryption needs for scenarios such as certification requirements and
business security. The ECS disk encryption feature means you do not have to create

, maintain, or protect your own key management infrastructure, nor change any of
your existing applications or maintenance processes. In addition, no extra encryption
or decryption operations are required, making ECS disk encryption operations

invisible to your applications or other operations.

Encryption and decryption processes hardly degrade ECS disk performance. For

information on the performance testing method, see storage parameters and performance

test.

After an encrypted ECS disk is created and attached to an ECS instance, you can

encrypt data that is:

- Stored directly on the ECS disk.

- Transmitted between the ECS disk and the instance. However, data in the instance
operating system is not encrypted.

- Created from the encrypted ECS disk, such as snapshots. These snapshots are

called encrypted snapshots.

Encryption and decryption are performed on the host that runs the ECS instance, so

the data transmitted from the ECS instance to the cloud disk is encrypted.

ECS disk encryption supports all available cloud disks (Basic Cloud Disks, Ultra Cloud
Disks, SSD Cloud Disks, and ESSDs) and shared block storage (Ultra Shared Block
Storage and SSD Shared Block Storage).

ECS disk encryption supports all available instance types and is supported in all

regions.



ECS disk encryption dependencies

ECS disk encryption is dependent on the Key Management Service (KMS), which
must be in the same region. However, you do not need to perform any additional

operations in the KMS console to activate ECS disk encryption.

The first time you use the ECS disk encryption function (such as when you are
creating ECS instances or ECS disks), you must first authorize and activate KMS.

Otherwise, you cannot create encrypted ECS disks or instances with encrypted disks.

If you use an API or the CLI to use the ECS disk encryption function, such as

Createlnstance or CreateDisk, you must first activate KMS on the Alibaba Cloud console.

The first time you encrypt a disk in a target region, Alibaba Cloud automatically
creates a Customer Master Key (CMK) in the KMS region, exclusively for ECS. The
CMK cannot be deleted. You can query the CMK in the KMS console.

Key management for ECS disk encryption

ECS disk encryption handles key management for you. Each new ECS disk is
encrypted by using a unique 256-bit key (derived from the CMK). This key is

also associated with all snapshots created from this ECS disk and any ECS disks
subsequently created from these snapshots. These keys are protected by the key
management infrastructure of Alibaba Cloud provided by KMS. This approach
implements strong logical and physical security controls to prevent unauthoriz
ed access. Your data and the associated keys are encrypted based on the industry
standard AES-256 algorithm.

You cannot change the CMK associated with encrypted ECS disks and snapshots.

The key management infrastructure of Alibaba Cloud conforms to the recommenda
tions in (NIST) 800-57 and uses cryptographic algorithms that comply with the (FIPS)
140-2 standard.

Each Alibaba Cloud account has a unique CMK in each region. This key is separate
from the data and is stored in a system protected by strict physical and logical
security controls. Each encrypted disk and its snapshots use an encryption key that

is unique to the specific disk. The encryption key is created from and encrypted by
the CMK for the current user in the current region. The disk encryption key is only
used in the memory of the host that runs your ECS instance. The key is never stored in

plaintext in any permanent storage media (such as an ECS disk).



Fees
The ECS disk encryption features incur no additional fees.

The CMK that ECS creates for you in each region is a service key. It does not consume

your master key quota in a given region, meaning no additional fees are incurred.

Note:
No additional fees are charged for any read/write operations on a disk, such as
mounting/umounting, partitioning, and formatting. However, if you perform
operations on a disk in the ECS console or by using APIs, KMS APIs are called and

such calls consume the KMS API quota in the current region.
These operations include:

- Creating encrypted disks by calling Createlnstance or CreateDisk.

- Attaching an encrypted disk to an instance by calling AttachDisk.

- Detaching an encrypted disk from an instance by calling DetachDisk.
- Creating a snapshot by calling CreateSnapshot.

- Restoring a disk by calling ResetDisk.

- Re-initializing a disk by calling RelnitDisk.
Create an encrypted ECS disk

Currently, only cloud disks can be encrypted. You can create an encrypted cloud disk

in the following ways:
- Create a cloud disk as a data disk when creating an ECS instance or :

- Check Encrypted to create a encrypted blank cloud disk.
- Select an encrypted screenshot to create a cloud disk.

- When using APIs or the CLI:

- Set the parameter DataDisk . n . Encrypted (Createlnstance)or Encrypted
(CreateDisk) to true .

- Specify the SnapshotId parameter of the encrypted snapshotin
Createlnstance or CreateDisk.

Convert unencrypted data to encrypted data

You cannot directly convert an unencrypted disk to an encrypted disk, or perform the

converse operation.



You cannot convert a snapshot created from an unencrypted disk to an encrypted

snapshot, or perform the converse operation.

Therefore, if you must switch the existing data from status unencrypted to encrypted

, we recommend that you use the rsync command in a Linux instance or the
robocopy command in a Windows instance to copy data from an unencrypted disk

to a (new) encrypted disk.

Therefore, if you must switch the existing data from status encrypted to unencrypte

d, we recommend that you use the rsync command in a Linux instance or the
robocopy command in a Windows instance to copy data from an encrypted disk to

a (new) unencrypted disk .
Limits
ECS disk encryption has the following limits:

- You can only encrypt ECS disks, not local disks or ephemeral disks.

- You can only encrypt data disks, not system disks.

- You cannot directly convert existing unencrypted disks into encrypted disks.

- You cannot convert encrypted disks into unencrypted disks.

- You cannot convert unencrypted snapshots to encrypted snapshots.

- You cannot convert encrypted snapshots to unencrypted snapshots.

- You cannot share images created from encrypted snapshots.

- You cannot copy images created from encrypted snapshots across regions.

- You cannot export images created from encrypted snapshots.

- You cannot define CMKs for each region. They are generated by the system.

- The ECS system creates CMKs for each region. You cannot delete these keys, and
you do not incur fees from them.

- After a cloud disk is encrypted, you cannot change the CMK used for encryption

and decryption.



3.4 Create a cloud disk
3.4.1 Create a cloud disk

You can create a cloud disk to work as a data disk in the ECS console or by using the

API. This article introduces how to create a new empty cloud disk in the ECS console.
Notes
Before you create a cloud disk, consider the following:

- Only Pay-As-You-Go cloud disks can be created in this way, and they can be used as

data disks only.

Note:
You can create cloud disks as data disks when creating an ECS instance. Those

disks have the same billing method of the instance.
- You can create a new empty cloud disk or create a cloud disk from a snapshot.
- The quota of the Pay-As-You-Go cloud disks that are used as data disks of each
account in all regions is five times than that of the Pay-As-You-Go instances. For

more information, see limits.

- Currently, you cannot merge multiple cloud disks. After cloud disks are created
, they are independent from each other, and you cannot merge their space by
formatting. We recommend that you determine the number of disks and disk sizes
required for your business before you create cloud disks.

- Because you can create a snapshot for a single cloud disk, we do not recommend
that you create LVM (Logical Volume Manager) volumes as the volumes may result

in data loss if you use the snapshot to roll back the cloud disk.

- You can convert a Pay-As-You-Go billed cloud disk to Subscription as follows:

- Upgrade configurations of Subscription instances.
- Switch from Pay-As-You-Go to subscription.

- If a cloud disk is created in this way, and its billing method is retained as Pay-As-

You-Go, you can detach a cloud disk and release a cloud disk at any time.

Prerequisites

If you want to attach a cloud disk to an instance, make sure they are in the same region

and zone.



Procedure

6.
7.

. Log on to the ECS console.

. In the left-side navigation pane, select Block Storage > Disks.

. In the upper-right corner of the Diskslist page, click Create Disk to go to the Create

page.

. Select the target region and zone.

Note:
If you want to attach the cloud disk to an ECS instance, they must be in the same

zone and the same region.

. Select a cloud disk category and specify the disk size and the quantity. You can also

selectcreate a cloud disk from a snapshot.
Confirm the configuration and the Total cost.

Click Preview, confirm you order, and click Create.

After you complete the payment, return to the Disks page and refresh it. The new

diskis displayed and its status isAvailable.

Additional operations

Attach a cloud disk.

Related APIs

To create a disk after creating an instance, see #unique_35.

To create a cloud disk when creating an instance, see #unique_45 or #unique_34.

3.4.2 Create a Subscription cloud disk

To increase the storage space for a Subscription instance, you can create a

Subscription cloud disk for that instance in the ECS console. This topic describes how

to create a Subscription cloud disk for a Subscription instance in the ECS console.

Precautions

Before you create a cloud disk, note the following:


https://partners-intl.console.aliyun.com/#/ecs

- If you create a Subscription cloud disk for a Subscription instance on the Instances
page in the ECS console, that cloud disk is billed in the Subscription method and can
only work as a data disk.

il
[:] Note:
You can create a cloud disk as a data disk when creating a Subscription instance.
Cloud disks created in this way have the same billing method as the corresponding
instance.

- You can create a new empty cloud disk or create a cloud disk from a snapshot.

- Currently, ECS does not allow you to merge multiple cloud disks. Each cloud disk
is an independent entity. You cannot merge the disks by formatting them. We
recommend that you determine the number and size of cloud disks before you

create them.

- For multiple cloud disks that were previously created, we do not recommend that
you create logical volumes such as Logical Volume Manager (LVM) volumes. This is
because a snapshot is created only for an independent cloud disk. If LVM is used,
data loss will occur when you use a snapshot to restore a cloud disk.

- For cloud disks created in this way, you cannot detach a cloud disk. Such cloud disks
expire at the same time as the corresponding instances.

)
[:] Note:
To release a Subscription cloud disk, convert its billing method to Pay-As-You-Go,

detach it, and then release it.
Procedure

1. Log on to the ECS console.

2. In the left-side navigation pane, click Instances.

Elastic Compute ...

Overview
DOH
Launch Templates

Auto Scaling



https://partners-intl.console.aliyun.com/#/ecs

3. On the Instances page, find the target Subscription instance, and then click More in

the Actions column.

2 vCPU 8 GE (I/O Optimized) SLtg:_nptlor . Manage | Connect | Change Configuration
7 Feoroary 2019, 00,00 _
ecs.05.large 1Mbps Expire Renew
2 =

4. Click Configuration Change > Add Subscription Cloud Disk.

Buy 5ame Type
Subscription Manage ) B
1 March 2019, 00.00 1= | Instance Status
Expire Instance Settings
?;Yr; Switch to Pay-As-You-Go Password/Key Pair
11.5 |Add Subscription Cloud Disk| | [Configuration Change ]
Pay-As-You-Go Disk and Imags
8 November 2018, 13.57
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Operations and Troubleshooting
5. In the Disk area of the displayed page, complete the following configurations:

- Cloud disk type: Select a cloud disk type in the drop-down box.

- Cloud disk capacity: Enter a cloud disk capacity in the text box. The disk
capacity ranges from 20 GiB to 32,768 GiB.

- Cloud disk encryption: If ECS disk encryption is needed, select the Encrypted check
box.

- Quantity: Enter the number of cloud disks to add in the text box.

rCh
= | Note:




You can create up to 16 data disks (including cloud disks and shared block
storage devices) for a single instance.

- Disk Name: Optional. You can enter a disk name in the text box. A disk name
can contain 2 to 128 English letters or Chinese characters in length. It can also
contain numbers, periods (.), colons (:), underscores (_), and hyphens (-).

- Description: Optional. You can enter a disk description in the text box. The

description information can contain 2 to 256 English letters or Chinese
characters. It cannot start with http:// or https://.

- If you need to create a cloud disk from a snapshot, click Create from snapshot.

& Disk
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6. Select the ECS Service Level Agreement check box.

7. Click Preview.
8. Click Create Order.
9. Select a payment method and click Confirm to Pay to complete the creation.

10Click ECS console to return to the Instances page. In the instance list, click the

instance for which the Subscription cloud disk has just been added.

11 Click Disks to view the newly added Subscription cloud disk.
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Instance Details

Disks

Subscription No Qingdao Zone C  DataDisk  Unencrypted
) Ultrs Disk . N
° vz Disk In Use Subscription No Qingdao Zone C DataDisk  Unencrypted

Subscription No Qingdao Zone C  System Disk  Unencrypted

3.4.3 Create a cloud disk by using a snapshot
This topic describes how to create a cloud disk by using a snapshot of a system disk

or data disk in the ECS console. After you create a cloud disk, you can attach it to any



ECS instance in the same zone of the same region. Note that a cloud disk created by a

snapshot can only be used as a data disk.

Scenarios

We recommend that you create a cloud disk by using a snapshot in the following

scenarios:

- If you need to obtain data from a snapshot, but you do not want to roll back a cloud

disk.

- If your instance encounters a system disk failure, you can use an existing system

Limits

disk snapshot to create a cloud disk. Then, you can attach the cloud disk as a data
disk to a healthy ECS instance so that you can continue to read the data of the

system disk.

- By default, a cloud disk created by using a snapshot uses the Pay-As-You-Go billing

method, and can only be used as a data disk. However, you can change the billing

method of the cloud disk. For more information, see What to do next.

- When you access a cloud disk created by a snapshot the first time, the performance

is reduced because it takes some time for ECS to read data from OSS and write data
to the cloud disk. Therefore, we recommend that you do not use the cloud disk

until it has read from all data blocks. For more information, see What is 0SS?

- Across all regions, the number of Pay-As-You-Go data disks that you can create

cannot be more than five times the number of Pay-As-You-Go instances under your

account. For more information, see Limits.

- You cannot merge multiple cloud disks by formatting them because they are

independent of each