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ASSrd ACM API IRREMERE, 5 APISIKR, SRHUIRSS 45 TP (9753, JdEHHL. RITIE,

PSR BRREE,

FoE E1E API
API fifiid
getConfig FREL ACM BB HN%
getAllConfigByTenant RMEE R AZE RN ACM ALEE R,
addListener W ACM BRI,
syncUpdateAll KA ACM BLH,
deleteAllDatums ER ACM BLH,

FRENARSS 28 IP FlR
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A

acm.aliyun.com

R 1 (B

addr-hz-internal.edas.aliyun.com

el G5E)

addr-qd-internal.edas.aliyun.com

IR 2 (L)

addr-sh-internal.edas.aliyun.com

2 (dexd)

addr-bj-internal.edas.aliyun.com

A1 (RN

addr-sz-internal.edas.aliyun.com

itk

addr-hk-internal.edas.aliyuncs.com

W

addr-singapore-internal.edas.aliyun.com

PRANE G&JE)

addr-ap-southeast-2-internal.edas.aliyun.com

FE (RER)

addr-us-west-1-internal.acm.aliyun.com

ESENC TN Y

addr-us-east-1-internal.acm.aliyun.com

K2 (L) &Rz

addr-cn-shanghai-finance-1-internal.edas.aliyun.com




(A EZN/E

curl http://acm.aliyun.com:8080/diamond-server/diamond
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139.196.135.144

BIE Y

XHHdE HTTP #1716 RIE 5,

BERFGE

3§ HTTP GET = POST J5ik&i%iR, GET i\ FiifsRSBFHEMSTEN R URL .,

AERSEK

FAWOREHEEEEANEN, SRR BRAEIREFTR A GRS

nHBHK

7N

JH ACM API WEEZHEI Header 28U FRR,

S8 et prxel fifiid
Spas- String y s 1t ACM il & R4 23 W PR TR HE
AccessKey PIMI3REL AccessKey,
timeStamp String ys PAZEFD g AL R SR IS ).,
Spas- String P f#H SecretKey X “Tenant+Group
Signature +TimeStamp” %4 (SpasSigner.
sign(tenant+ group+ timeStamp
, secretKey)) , BHRHIEN
HmacSHA1, TimeStamp %54 19/EH] 2
Bij Ik g G, %A 60 #,
Spas- String B SecurityToken 7 M STS Il EUEH X
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ERNF

ACM RSS2 XT A VMG RS T S5 uE, 5 HTTP FEAEERPEEES (Signature
) 58, ACM @i AccessKey il SecretKey HEf BRI PR IUET RV & 1% H &
Bro

AccessKey fil SecretKey H ACM i R4 Vi, H AccessKey HFHriRimI#& 517,
SecretKey 2 H FIMEZE A CAFB RS SRR IES A 2B NEH, HTFREBE, 5L
R,

TEREE
4% HmacSHA1 Bk,
- Java ZXRRESH

public static void main(String[] args) throws Exception {
String tenant= "tenant";
String group = "group";
String timeStamp = String.valueOf(System.currentTimeMillis());
String abc = HmacSHAlEncrypt(tenant+ "+" + group + "+" +
timeStamp , "1234");
System.out.println(abc);

}
public static String HmacSHAlEncrypt(String encryptText, String
encryptKey) throws Exception {
byte[] data = encryptKey.getBytes("UTF-8");
/] WIBEAENEEHMNE N, B S8 E N FHREERN AR
SecretKey secretKey = new SecretKeySpec(data, "HmacSHA1");
/] A EE Mac Bk By Mac R
Mac mac = Mac.getInstance("HmacSHA1");
/] WgEEREL Mac X4
mac.init(secretKey);
byte[] text = encryptText.getBytes("UTF-8");
byte[] textFinal = mac.doFinal(text);
/] 58k Mac $fE, base64%ild, Kby teBEAHEW M FITH
return new String(Base64.encodeBase64(textFinal));

}
- Shell 451

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"

signStr=$namespace+S$group+S$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $sk -shal -binary
| base64’

echo $signContent

EZRESE
1. RS BAEMEN TR TR (QueryParam) ,



2. MM E— BSR4, ISR DU IS A T AR AT

Signature=HMAC-SHA1 (QueryParam)

BEHA:
MFARPIER, QueryParam £ AN,
3. ¥ RFC2104 W& X, A E—S a4 0757 ok THRE4 HMAC 1A,

BEW:
HHZLANHHT Key #2811 AccessKeySecret (ASCIT:38) , ISR IR
SHAI1,
4. 1518 Base64 G RNNE E— 5 K HMAC {65717 H:, WSS 416 (Signature

) o
5. ¥ LSRN B AN Signature ZEEMENFRSE0D, BISEON HRIZE A LR,

TS
PURRBHRIE R 7 i BA Shell #4358 ACM 3K

#!/bin/bash

## config param

dataId="com.alibaba.nacos.example.properties"

group="DEFAULT_GROUP"
namespace="04754ad1-4f67-4d67-b2bf-1f73a04axxxx"
accessKey="8c5cbb849ae04682ad9f455a96aaxxxx"
secretKey="1wO5T7vfPJu27FclPa+/CyIG*x*x*"

endpoint="acm.aliyun.com"

## config param end

## get serverIp from address server

serverIp="curl $endpoint:8080/diamond-server/diamond -s | awk '{a[NR]=
$O}IEND{srand () ;i=int(rand()*NR+1) ;print a[i]}'"

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"
signStr=$namespace+$group+$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $secretKey -shal -
binary | base64’

## request to get a config

curl -H "Spas-AccessKey:"$SaccessKey -H "timeStamp:"S$timestamp -H "
Spas-Signature:"$signContent "http://"$serverIp":8080/diamond-server/
config.co?datald="$datald"&group="$group"&tenant="$namespace -v
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{8 getConfig #I13KHL ACM Bl HE.,
ERHEE

GET
&R URL

/diamond-server/config.co

BERESH

28 I Rm T 30

tenant String = PR, SR ACM M 2Em 1D,

datald String ys BLER ID

group String b AR

Header &%k

28 R BT 130

Spas- String P 1E ACM 2l & _Ean 4472 M PR TS HE P 3R

AccessKey Ht AccessKey,

timeStamp String = PAZEFD 1y L FR I SR IN ),

Spas- String P i/l SecretKey % “Tenant+Group

Signature +TimeStamp” %44 (SpasSigner.sign(
tenant+ group+ timeStamp, secretKey
), BARIEHN HmacSHAL, TimeStamp
BN PG LB, SR E RN
60 b,

Spas- String R SecurityToken #M STS IGIEIEH 3R

SecurityToken WX, STS I UL MBI EdE URL ik
B, TEMS%:

- BTSRRI RAM € ) HoAth 257 i
- @ ECS 905l RAM fiijiln] ACM
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- String ACENES
fEIRED

IR WRMEE iR

400 Bad Request 2 o SR PR IR IR IR

403 Forbidden e Z SR K

404 Not Found BT, ARE,

500 Internal Server |JR5523PIiREGI%

Error

I ERRY

- KRB (Shell)

#!/bin/bash

## config param

datald="com.alibaba.nacos.example.properties"

group="DEFAULT_GROUP"
namespace="04754ad1-4f67-4d67-b2bf-1f73a04a*xx*xx"
accessKey="8c5cbbh849ae04682ad9f455a96aax*x*"
secretKey="1wO5T7vfPJu27FclPa+/CyIG*xxx*"

endpoint="acm.aliyun.com"

## config param end

## get serverIp from address server

serverIp="curl $endpoint:8080/diamond-server/diamond -s | awk '{a[NR
1=$0}END{srand () ;i=int(rand()*NR+1) ;print a[i]}"'"

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"
signStr=$namespace+S$group+S$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $secretKey -shal
-binary | base64’

## request to get a config

curl -H "Spas-AccessKey:"$SaccessKey -H "timeStamp:"$timestamp -H "
Spas-Signature:"$signContent "http://"$serverIp":8080/diamond-server
/config.co?datald="$datald"&group="$group"&tenant="$namespace -v

- R IR
connectTimeoutInMills=3000
EZER

API #E%
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il getAllConfigByTenant EIIKEEE 4422 RN ACM ALE(E R,

ERER
GET

#EK URL

/diamond-server/basestone.

do?method=getAllConfigByTenant

BERESH
28 I Rm T 30
tenant String = PR, SR ACM M 2Em 1D,
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pageSize Integer s 53 BRI
Header &%k
28 R BT 130
Spas- String P 1E ACM 2l & _Ean 4472 M PR TS HE P 3R
AccessKey Ht AccessKey,
timeStamp String = PAZEFD 1y L FR I SR IN ),
Spas- String P i/l SecretKey % “Tenant+Group
Signature +TimeStamp” %44 (SpasSigner.sign(
tenant+ group+ timeStamp, secretKey
), BARIEHN HmacSHAL, TimeStamp
BN PG LB, SR E RN
60 b,
Spas- String R SecurityToken #M STS IGIEIEH 3R
SecurityToken WX, STS I UL MBI EdE URL ik
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S8 R ik
totalCount Integer S E R
pageNumber Integer v IR
pagesAvailable Integer C1): K ik
pageltems Array ACEMER
LappName String ) B 4 P
LdataId String AL ID
Lgroup String ACE e
§EIRED
B HHMEE ik
400 Bad Request & P i SR TR TR R IR
403 Forbidden BAHBR
404 Not Found BPnE, ARERE,
500 Internal Server |55 % T I%
Error
RED T

- R (Shell)

#!/bin/bash

## config param

namespace="04754ad1-4f67-4d67-b2bf-1f73a04axx*xx"
accessKey="8c5cbbh849ae04682ad9f455a96aax*xx"
secretKey="1wO5T7vfPJu27FclPa+/CyIG*xxx*"

endpoint="acm.aliyun.com"

## config param end

## get serverIp from address server

serverIp="curl $endpoint:8080/diamond-server/diamond -s | awk '{a[NR
1=$0}END{srand () ;i=int(rand()*NR+1) ;print a[i]}"'"

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"
signStr=$namespace+S$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $secretKey -shal
-binary | base64’

## request to get configs in a namespace

curl -H "Spas-AccessKey:"$SaccessKey -H "timeStamp:"$timestamp -H "

Spas-Signature:"$signContent "http://"$serverIp":8080/diamond-server



/basestone.do?method=getAllConfigByTenant&tenant="$namespace"&pageNo

="1"&pageSize="10 -v

- JBRREI (JSON)

{
"totalCount":4,
"pageNumber":1,
"pagesAvailable":1,
"pageltems": [

{ llappNamell:llll’
"dataId":"com.alibaba.nacos.
"group" :"DEFAULT_GROUP"

I

{
llappNamell : mnn 5
"dataId":"com.alibaba.nacos.
"group" :"DEFAULT_GROUP"

s

{
llappNamell : mnn 5
"dataId":"com.alibaba.nacos
"group" :"DEFAULT_GROUP"

s

{
llappNamell : mnn 5
"dataId":"com.alibaba.nacos.
"group" :"DEFAULT_GROUP"

}

]
}

BEZER
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exampleO@l.properties",

example02.properties",

.example0®3.properties",

example@4.properties",



5 addListener

fiiffl addListener ZIEWT ACM BCETZH,
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- R (Shell)

#!/bin/bash

## config param

datald="com.alibaba.nacos.example.properties"

group="DEFAULT_GROUP"

namespace="04754ad1-4f67-4d67-b2bf-1f73a04a*xx*xx"

accessKey="8c5cbbh849ae04682ad9f455a96aax*x*"

secretKey="1wO5T7vfPJu27FclPa+/CyIG*xxx*"

endpoint="acm.aliyun.com"

## config param end

## get serverIp from address server

serverIp="curl $endpoint:8080/diamond-server/diamond -s | awk '{a[NR
1=$0}END{srand () ;i=int(rand()*NR+1) ;print a[i]}"'"

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"
signStr=$namespace+S$group+S$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $secretKey -shal
-binary | base64’

echo "Listening..."

curl -X POST -H "Spas-AccessKey:"$accessKey -H "timeStamp:"$
timestamp -H "Spas-Signature:"$signContent -H "longPullingTimeout:
30000" "http://"S$serverIp":8080/diamond-server/config.co" -d "Probe
-Modify-Request=com.alibaba.nacos.example.properties%02DEFAULT_
GROUP%02f4da32aa4289aa8619741f949b639x*x*x%0204754ad1-4f67-4d67-b2bf-
1f73a04a*xx*xx%01" -v

- JBMEREI (Shell)

4 UURRLEA A E '
com.alibaba.nacos.example.properties%02DEFAULT_GROUP%02f4da32aa
42892a8619741949b639x*x*x*x%0204754ad1-4f67-4d67-b2bf-1f73a04ax*xx*x%01

# WRACE O E, WR0] 4

API HE%
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group String b AR

content String = ALERNE

Header &%k

28 R p Y s ik

Spas- String P 1E ACM 2l & LR an 4422 W PER X TS HE P AT 3R

AccessKey H AccessKey,

timeStamp String b PAZEFD g B 35 SR IS ),

Spas- String ys i/l SecretKey % “Tenant+Group

Signature +TimeStamp” B4 (SpasS'igner.S'ign(
tenant+ group+ timeStamp, secretKey
) , BARIEHMN HmacSHAL, TimeStamp
BAANER 2P EERGE, RER AR
60 b,

Spas- String e SecurityToken 73 M\ STS Il FEUEH 3R

SecurityToken K, STS I FEUERE MBI URL H3k
W, TEMHES%:

- fHEB TS RAM A s ) HAth 7™
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IR WRMEE ik

400 Bad Request 2 o SR PR IR IR IR

403 Forbidden e Z SR K

404 Not Found BT, ARE,

500 Internal Server |JR5523PIiREGI%

Error

I ERRY

- KRB (Shell)

#!/bin/bash

## config param

datald="com.alibaba.nacos.example.properties2"
group="DEFAULT_GROUP"
namespace="04754ad1-4f67-4d67-b2bf-1f73a04a*xx*xx"
accessKey="8c5cbbh849ae04682ad9f455a96aax*x*"
secretKey="1wO5T7vfPJu27FclPa+/CyIG*xxx*"

endpoint="acm.aliyun.com"

## config param end

## get serverIp from address server

serverIp="curl $endpoint:8080/diamond-server/diamond -s | awk '{a[NR
1=$0}END{srand () ;i=int(rand()*NR+1) ;print a[i]}"'"

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"
signStr=$namespace+S$group+S$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $secretKey -shal
-binary | base64’

## request to publish a config

curl -X POST -H "Spas-AccessKey:"$accessKey -H "timeStamp:"$

timestamp -H "Spas-Signature:"$signContent "http://"$SserverIp":8080
/diamond-server/basestone.do?method=syncUpdateAll" -d "dataId="$

dataId"&group="$group"&tenant="$namespace"&content="keyl=valuel -v

A C N
True
BEZER

API HE%E
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il deleteAllDatums #ZIMER ACM BLHE.

ERER
POST

#EK URL

/diamond-server/datum.do

BERESH
28 p L RRLHR filiik
tenant String = PR, SR ACM M 2Em 1D,
datald String ys BLER ID
group String = ACE e
Header &%k
RES
Spas- String pos 1E ACM #il & b1 an 4422 B PRI M TEHE P T 4%
AccessKey H AccessKey,
timeStamp String = PAZERD SR SR IR [R]
Spas- String v i SecretKey ¥ “Tenant+Group
Signature +TimeStamp” %44 (SpasSigner.sign(
tenant+ group+ timeStamp, secretKey
) , 4% HmacSHAL, TimeStamp
AN R2PIE R, RSB AERNN
60 b,
FHIRE
BN R ER filiik
400 Bad Request &P i R PR TR B R
403 Forbidden BAHBUR
404 Not Found BT, ARERE,




BTG HIRER Tk

500 Internal Server |55 2SPIEREHE IR

Error

RESRHG
- WRRHI (Shell)

#!/bin/bash

## config param

datald="com.alibaba.nacos.example.properties2"

group="DEFAULT_GROUP"

namespace="04754ad1-4f67-4d67-b2bf-1f73a04axxxx"

accessKey="8c5cbb849ae04682ad9f455a96aaxxxx"

secretKey="1wO5T7vfPJu27FclPa+/CyIG*x*x*"

endpoint="acm.aliyun.com"

## config param end

## get serverIp from address server

serverIp="curl $endpoint:8080/diamond-server/diamond -s | awk '{a[NR
1=$0}END{srand () ;i=int(rand()*NR+1) ;print a[i]}"'"

## config sign

timestamp="echo $[$(date +%s%N)/1000000]"

signStr=$group+$timestamp

signContent="echo -n $signStr | openssl dgst -hmac $secretKey -shal
-binary | base64’

## request to delete a config

curl -X POST -H "Spas-AccessKey:"$accessKey -H "timeStamp:"$

timestamp -H "Spas-Signature:"S$signContent "http://"$serverIp'":8080
/diamond-server/datum.do?method=deleteAllDatums" -d "dataId="S$datald
"&group="S$group -v

- IR IR
True
BEER

API #%E%
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