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AccountId}:*

Action GEIRIR
actiontrail:CreateTrail acs:actiontrail:${region}:${
AccountId}:*
actiontrail:DescribeTrails acs:actiontrail:${region}:${
AccountId}:*
actiontrail:GetTrailStatus acs:actiontrail:${region}:${
AccountId}:*
actiontrail:StartLogging acs:actiontrail:${region}:${
AccountId}:*
actiontrail:StopLogging acs:actiontrail:${region}:${
AccountId}:*
actiontrail:UpdateTrail acs:actiontrail:${region}:${
AccountId}:*
actiontrail:DeleteTrail acs:actiontrail:${region}:${
AccountId}:*
actiontrail:LookupEvents acs:actiontrail:${region}:${
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http://actiontrail.cn-hangzhou.aliyuncs.com/actiontrail
?SignatureVersion=1.0

&0ssBucketName=yuanch#*#***

&Name=CreateTest
&Format=JSON

&Timestamp=2015-12-01TO7%3A04%3 % *x *




&SHignature=iyEsSE7vgGUWop7Term5HM48wzJ* x * x
&AccessKeyId=QzW2*x*xx*xx*C21M
&SignatureMethod=HMAC-SHA1

&Version=2017-12-04
&RoleName=aliyunactiontraildefaultrole
&Action=CreateTrail
&SignatureNonce=c69b30de-97f9-11e5-afb0-7831clc8x**x*
&0ssKeyPrefix=
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MPREREDRER, WEREHRY), SIBRIPITER, HW&iBMIRequestId, RIS
JSON #%=X,
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{
"Name": "CreateTest",
"OssBucketName": "yuanch*xx*x",
"OssKeyPrefix": "",
"RoleName": "aldiyunactiontraildefaultrole"
}
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{
"Name": "CreateTest",
"OssBucketName": "yuanchuang",
"OssKeyPrefix": "",
"RoleName": "aldiyunactiontraildefaultrole"
}
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http://actiontrail.cn-hangzhou.aliyuncs.com/actiontrail?SignatureV
ersion=1.0

&0ssBucketName=yuanchx**x
&Name=CreateTest

&Format=JSON
&Timestamp=2015-12-01TO8%3A23%3x*x**
&AccessKeyId=testid
&SignatureMethod=HMAC-SHA1l
&Version=2015-09-28
&RoleName=aliyunactiontraildefaultrole
&Action=CreateTrail

&0ssKeyPrefix=

M RIStringToSignig:

GET&%2F&AccessKeyId%3Dtestid&Action%3DCreateTrail&Format%3DJISON&Name
%3DCreateTest&0ssBucketName%3Dyuanchuang&0ssKeyPrefix%3D&RoleName%
3Daliyunactiontraildefaultrole&SignatureMethod%3DHMAC-SHA1&SignatureN
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http://actiontrail.cn-hangzhou.aliyuncs.com/actiontrail?SignatureV
ersion=1.0

&0ssBucketName=yuanchxx*x
&Name=CreateTest

&Format=JSON
&Timestamp=2015-12-01T0O8%3A23%3***x*
&SHignature=vAeYfUeJUctqeqQGUKFITGNFAe***x
&AccessKeyId=testid
&SignatureMethod=HMAC-SHA1l
&Version=2015-09-28
&RoleName=aliyunactiontraildefaultrole



&Action=CreateTrail
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&0ssKeyPrefix=
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bucket,
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http://actiontrail.cn-hangzhou.aliyuncs.com/?

Action=CreateTrail
&RegionId=cn-hangzhou
&Name=trail-test

&0ssBucketName=yuanchuang
&RoleName=aliyunactiontraildefaultrole
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{

"Name": "trail-test",
"HomeRegion": "cn-hangzhou",
"OssBucketName": "yuanchuang",
"OssKeyPrefix": "at-product-account-audit-B",
"RoleName": "aldiyunactiontraildefaultrole",

"SlsProjectArn":"acs:log:cn-shanghai::project/*x*",

"SlsWriteRoleArn":"acs:ram::xx*x:role/aliyunactiontraildefaultrole"

}
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http://actiontrail.cn-hangzhou.aliyuncs.com/?
Action=DescribeTrails
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IR B
JSON-RA
{
"TrailList": [
{
"Name": "default",
"OssBucketName": "secloud",
"OssBucketLocation": "cn-hangzhou",
"OssKeyPrefix": "traill",
"RoleName": "aliyunactiontraildefaultrole",
"SlsProjectArn'":"acs:log:cn-shanghai::project/*x*",
"SlsWriteRoleArn":"acs:ram::xx*x:role/aliyunactiontraildef
aultrole"
+
]
}
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http://actiontrail.cn-hangzhou.aliyuncs.com/?
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&RegionId=cn-hangzhou

&Name=trail-test
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{

"IsLogging": true,

"StartLoggingTime": "Wed Dec 02 15:41:06 CST 2015"

NS,

}
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InvalidTrailNameExce fae AR AR, 400
ption
TrailNotFoundException | HiAZFFEERERER, 404
4.4 StartLogging
Ja HERER
EREH
e R pay Y| ~BIHE fiiik
Action String yis StartLogging |#fEREO%4, RSt
eS8, WE:
StartLogging
Regionld String v cn-hangzhou | SEf5lffjE iyt
W ID, HER
et B B
WA, W
% : DescribeRegio
Name String 2 trail-test 28 R 44
FRo




R[OEE

NS,

R L ~BIE fifiik
Requestld String 145318BE-DEE1 WHKID,
-4C57-AA7C-
SBE7D34A6AEQ
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Action=StartLogging
&RegionId=cn-hangzhou
&Name=trail-test
&<AIETRS >
HiRIG
BRI ik HTTP R
InvalidBucketNameExc e bucket£4 55, 400
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InvalidBucketNameExc JEIEM bucket 485 400
eption
TrailNotFoundException | BEAFIEREATETE, 404
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BT PUES N HERSSlogstoresi# OSS bucket, Z%#fEL 400 B Home Region ¥
API JlR55 85,
EREH
e AL S NG (<L ik
Action String 2 UpdateTrail BERNA, RS
eS8, WE:
UpdateTrail,
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aultrole i) RAM fii

e

OssKeyPrefix |String B at-product- H5 A 0SS
account-audit- | bucket X4
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OssBucketName String yuanchuang 0SS bucket ##%.
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ARN) .
SlsWriteRoleArn String acs:ram::***:role/ | H MRS M ERIRTH =
aliyunactiontraildef | fi—HR4F ( Aliyun
aultrole Resource Name,
ARN)
RequestId String 145318BE-DEE1 WHRID,
-4C57-AA7C-
SBE7D34A6AE0
ANt
LR &N]

http://actiontrail.cn-hangzhou.aliyuncs.com/?
Action=UpdateTrail
&RegionId=cn-hangzhou

&Name=trail-test
&0ssBucketName=yuanchuang

&RoleName=aliyunactiontraildefaultrole

&0ssKeyPrefix=

&<RIETRS >

AL NG

JISON77

{
"Name": "trail-test",
"HomeRegion": "cn-hangzhou",
"OssBucketName":
"OssKeyPrefix": "",
"RoleName":

"yuanchuang",

"aliyunactiontraildefaultrole",

"SlsProjectArn":"acs:log:cn-shanghai::project/*x*",
"SlsWriteRoleArn":"acs:ram: :*x*x:role/aliyunactiontraildefaultrole"




}

r'SO

fRIRG
AR Tk HTTP K&
InvalidBucketNameExc JEIE bucket 55, 400
eption
InvalidPrefixException LIRS 400
InvalidTrailNameExce LR BRER A TR 400
ption
InsufficientBucketPo BRI ER 0SS 403
licyException bucket,
BucketDoesNotExistEx 2N bucket A7ETE, 404
ception
TrailNotFoundException | #§&MREAAELE, 404
4.7 DeleteTrail
THIBRERER
BERBH
% gAY yxe by A iR
Action String ps DeleteTrail e 4, &5
MESE. BUE:
DeleteTrail,
Regionld String v cn-hangzhou | SEf5Iff e it
WID, HER
BB L =
WHR, WS
% : DescribeRegio
Name String pis my-test SRR R 44
Mo
REIS#
B R NIz ik
Requestld String 145318BE-DEE1 WHRID,
-4C57-AA7C-
SBE7D34A6AEQ




Nl
Rl

http://actiontrail.cn-hangzhou.aliyuncs.com/?
Action=DeleteTrail

&RegionId=cn-hangzhou

&Name=my-test

&<RILTFHRS >
FHIREG
BRI fifiid HTTP K35
InvalidTrailNameExce LR ER S PR 400
ption
TrailNotFoundException | fRERREATELE, 404




5 EgfEX#E

5.1 DescribeRegions
5 T DA R L 2

W, ESB ys 50f X

BERSH
FR I ol A A BIHE ik
Action String 2 DescribeRe RGRESEL, W
gions {fi: DescribeRe
gions
Regionld String v cn-hangzhou | SEf5IffE it
ID,
A EIES 5
e R N EE ik
RegionId String cn-shanghai Hibk 1D
RequestId String 145318BE-DEE1 HRID,
-4C57-AA7C-
SBE7D34A6AE0
ANt
AR

https://ecs.cn-hangzhou.aliyuncs.com/?
Action=DescribeRegions
&RegionId=cn-hangzhou

&N RS>
AT AR
XML

<DescribeRegionsResponse>

<RequestId>38EC7366-F5A9-46B1-BDB1-0FDC2E296397</RequestId>

<Regions>

<Region>

</Region>
<Region>

<RegionId>cn-shanghai</RegionId>



https://help.aliyun.com/document_detail/40654.html

<RegionId>cn-qingdao</RegionId>
</Region>
</Regions>
</DescribeRegionsResponse>

JSON F&X

{
"RequestId":"38EC7366-F5A9-46B1-BDB1-OFDC2E296397",
"Regions": {

"Region": [
; "RegionId":"cn-shanghai",
J
{
; "RegionId":"cn-qgingdao",
1
}
}
HiRED
Jc.

5.2 LookupEvents

NSo

KR,
BEREH
AR PR oYLyl N fiiik
Action String P LookupEvents |#/fE#I4, Rt
eS8, WE:
LookupEvents
Regionld String yis cn-hangzhou | SEf5lffi e it
W ID, HEK
et R B
WA, WS
% : DescribeRegio
Event String B AD9CD9DA- ZRRN T ID
EC2D-4EB7- 0
A817-C0442A94
Kkkk




AR B BB ~HIHE ik
Request String B AD9CD9DA- PR INIE R ID
EC2D-4EB7- 0
A817-C0442A94
Kkkk
EventType String B ConsoleSignin | ERRIHHE:
R Bl
ApiCall,
ServiceName | String % AsaSub BRR =55
%, Bll: Ecs,
EventName String & ConsoleSignin | KR FF
%, Hlan:
CreatelInst
ance,
User String S yanjie.wyj BRRIVHE
%, RAM WkE,
ResourceType |String B Instance SRR B
FA
Database,
ResourceName |String B i-bp14664y88 | TR MITEIH
udkt45xrsh 4, Bldn: RDS
I rdsxxxxxxo
EventRW String B Write R Y
R, ZRUEN
Read, Write,
All =#h, BRIME
) Write,
NextToken String D 20 TR R — bk
KGR, HRSH
WARLRUERA LRI
R—
MaxResults Integer ES 20 FEVFIR Il B K&k

REH, BUETERE
1£ 0 5 50 Z [,




€

ZN Tk

StartTime

String

o

2014-05-26T12: | KiRFLFHIFUGIN
00:00Z [

- ZHEREZENE
ik 7 K
k.

- BRMER 7
Ko

- HiEIE
HHIS08601
WilER, I
f#iH UTC
i, #:Xh
YYYY-MM-
DDThh:mm:

ssZ,

EndTime

String

o

2019-01-18Y06: | KiRFLFHIGTHIN
51:13Z [

- XFERERER
il 7 KIS
i

- BiMER 7
Ko

- HiEIE
HHIS08601
WilER, I
f#iH UTC I
), #Xh
YYYY-MM-
DDThh:mm:

ssZ,

RO 255

iR

BN

ZN/ I

fifiid

Events

BRI IR,

NextToken

String

BB RES
o KEBEIRMAR
Il bty B




AR R ~BIE filiik

StartTime String 2016-01-05T09:11: | KrRBNHELEIIIF LA
367 [E]]8

EndTime String 2016-01-12T09:11: | KeRFIFHEIILE SN
06Z [ET]8

RequestId String FD79665A-CESB WHRID,
-49D4-82E6-
SEE2EOE791DD

Nl

R

http://actiontrail.cn-hangzhou.aliyuncs.com/?

Action=LookupEvents

&RegionId=cn-hangzhou

&<RILTRS

Bl

JISON7

{

"EndTime": "2016-01-12T09:11:06Z",

"Events": [],

"StartTime": "2016-01-05T09:11:36Z"

+

HiRIG

RS filiid HTTP K&

InvalidTimeRangeExce KRGORIN B TGN, | 400

ption

InvalidParameterValue SEIER 400
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