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SHE PR, Z¥http_realip_modulef$ibk:

wget http://nginx.org/download/nginx-1.12.2.tar.gz

tar zxvf nginx-1.12.2.tar.gz

cd nginx-1.12.2

./configure --user=www —--group=www --prefix=/alidata/server/nginx --
with-http_stub_status_module --without-http-cache --with-http_ssl_m
odule —--with-http_realip_module

make

make install

kill -USR2 “cat /alidata/server/nginx/logs/nginx.pid’

kill -QUIT “cat /alidata/server/nginx/logs/ nginx.pid.oldbin’
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BiHH:
Hrp, dip_rangel 2, ..., xfiAnti-BotfIJHIPHEAE, TR 255 HIEN,

set_real_ip_from ip_rangel;
set_real_ip_from ip_range2;

set_real_ip_from ip_rangex;
real_ip_header X-Forwarded-For;
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log_format—fEnginx. confRLE X ThttpAt Bk 7. fElog_formatH, #hix-
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log_format main 'Shttp_x_forwarded_for - S$remote_user [$time_local
1 "$request" ' 'Sstatus $body_bytes_sent "Shttp_referer" ' '"$
http_user_agent" ';
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AnonymousAuthenticati onModul e Wwindir$\System3Z\inetsrviauthanon. dll Z EANEeh
AnonymousIdentification System. Web. Securi ty. AnonymousTdenti £i cationModule $
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CustomErrorModule Wwindir¥\System3Z\inetsrvicusterr, dl1 Z
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Defaul tDocumentModule ¥windir¥iSystem32iinetsrvidefdoc. d11 Z
Digesthuthenticationfodule Hwindir¥\System32\inetsrvianthmds. d11 Z
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1. fEApachefextrafit B XfiJ (conf/extra/) i, WHikhttpd-remoteip.conffit & fF,

Bil:
MY HEhttpd.conflit B SUAFRIREL, R EERE A SEDLSS 75, @iyl
Aremoteip.conflit & X FH 7T 2UMBHHGHCE.
2. {fehttpd-remoteip.conflit B S, B9PA R Vj )& B SZTPRIZREURI,

#M#Emod_remoteip. sofith
LoadModule remoteip_module modules/mod_remoteip.so

#iZ BHRemoteIPHeader L
RemoteIPHeader X-Forwarded-For

# B EMIJHIPE
RemoteIPInternalProxy 112.124.159.0/24 118.178.15.0/24 120.27.173.0
/24 203.107.20.0/24 203.107.21.0/24 203.107.22.0/24 203.107.23.0/24

47.97.128.0/24 47.97.129.0/24 47.97.130.0/24 47.97.131.0/24

3. BMconf/httpd. confRLE XM, ffiAhttpd-remoteip.conflit® Xft,

Include conf/extra/httpd-remoteip.conf
4. fehttpd.conflic B X, BSHER

LogFormat "%a %L %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}
i\"" combined
LogFormat "%a %L %u %t \"%r\" %>s %b" common

5. HijiApacheflR%5, fERCEAERL

Linux{#fE RSt

&l Pl 23 Apachelfmod _rpafs = 5Bk, JRHLI & ESLIPHuE,

1. PATRA @42, ZiEmod_rpaffidh,

wget http://stderr.net/apache/rpaf/download/mod_rpaf-0.6.tar.gz

tar zxvf mod_rpaf-0.6.tar.gz

cd mod_rpaf-0.6

/alidata/server/httpd/bin/apxs -i -c¢ -n mod_rpaf-2.0.so0 mod_rpaf-2.0
.C

2. Bt Apachelit & /alidata/server/httpd/conf/httpd. conf, TEXXHFRIGHMELT

W%

BEHH:
Hrp, RPAFproxy_ips 1pHiit ARSI RENAMIP, BIFIPnZ% ApacheH
&, WEHESAMNATPHNL,
LoadModule rpaf_module modules/mod_rpaf-2.0.so
RPAFenable On

RPAFsethostname On
RPAFproxy_ips 1phHuhk


http://stderr.net/apache/rpaf/

RPAFheader X-Forwarded-For
3. wmsekaE, PUTRA a2 E S Apacheflliss, MHRCE AR,

/alidata/server/httpd/bin/apachectl restart

mod_rpaffigfic B Rl

LoadModule rpaf_module modules/mod_rpaf-2.0.so0
RPAFenable On

RPAFsethostname On

RPAFproxy_ips 10.242.230.65 10.242.230.131
RPAFheader X-Forwarded-For

TomcatfeBEA R
il E H TomcatfX-Forwarded-ForVhfig, FREUVi ¥ EIIPHAL,
¥ tomcat/conf/server. xm BLE X, #FAccessLogValve H& st IGER B PA TN
7
<¥a1ve”c1assName="org.apache.catalina.valves.AccessLogValve” directory
;rlggi-"localhost access_log." suffix=".txt"

pattern="%{X-FORWARDED-FOR}i %1 %u %t %r %s %b %D %q %{User-Agent}i %T
" resolveHosts="false"/>
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SecurityGuardSDK framework

%

=8 CoreFoundation.framework

[ CoreLocation.framework

libz.1.2.8.tbd

{2 AdSupport.framework

E CoreTelephony.framework

fid CoreMotion framework

{54 SystemConfiguration.framework

+

TeE "

Resource Tags Info

_y TINRGRHBE

Drag to reorder frameworks

Build Settings Build Phases

®

Status
Required §
Required
Required %
Required J
Required
Required

Required $

Build Phases Build Rules

O~ other link

)1 3viAll

Build Settings Build Phases

@

Required
Required
Required
Required
Required J
Required
Required 3
Required g
Required
Required £

Required

SCRSRRAS : 20190813



4. 5INBCE . FSDKAFyw_1222_0335_mwua. jpght B X% mainbunle H3%,

B = 8 A © =D &5

v |3 clienttOSAVMPDemo
¥  clientiOSAVMPDemo
o clel W s oom cleE W

1 s s ol w0 "

| securityData

= yw_1222_0335_mwua.jpg

__ =uppor
¥  clientlOSAVMPDemoTests

Ing Files

= Info.plist

@ BiHH:
TEN B Z AN targetMIEOL T, WiMEyw_1222_0335_mwua. jpght B SEMAZIIER)
i Target MembershipH,
KBRS
1. ¥I4HILSDK,
- HEIEX: + (BOOL) initialize;
B LR
- YiRE: WIHILSDK,
- B8 K
- JBE{E: BOOLKRL, HIGEILIIREIYES, KBHGREINO,
- VW7 3N [JAQAVMPSignature initialize];
SRV TZRE
static BOOL avmpInit = NO;

- (BOOL) 1nitAVMP{
@synchronized(self) { // just initialize once



if(avmpInit == YES){
return YES;

+
avmpInit = [JAQAVMPSignature 1initialize];
return avmpInit;
}
+

2. AR,

- HITEX: + (NSDatax) avmpSign: (NSInteger) signType input: (NSDatax)
input;

- BROA:

- hRE: EMavmpE AN input BT A B, FFR IR H,

AR T
WA G RIB DL S R P m b RIEME R 7228 52— B SURERE R ikh
FRERIgR R, B, R RSB 58, AWK SBEARUER
e,

- BH: TR

& HH REBH | B

signType NSInteger = BAMHNRTE. B REEE, WY
3o

input NSData* RS FBEANEE, —BRBAIER

& (request body) .

Bil:
WMRERAE N (HINPOSTIE
Ritibody h=*. ##% GETiE
R, WG R nullel =z 747 H
i Bytesfi,

- JRM{E: NSData*H, Rm%Z4H,
- W [JAQAVMPSignature avmpSign: 3 input: request_body];
- AR

Bim:
& PR S5 2o & R BRI, TR avmpS gniZ A body BB iEf 7 %4 b8, Pt
eI A B wToken,

# define VMP_SIGN_WITH_GENERAL_WUA2 (3)
- (NSString*) avmpSign{



@synchronized(self) {
NSString* request_body = @"i am the request body, encrypted or
not!";
if(![self initAVMP]){
[self toast:@"Error: 1init failed"];
return nil;
+
NSStringx wToken = nil;
NSDatax data = [request_body dataUsingEncoding:NSUTF8Stri
ngEncoding];
NSDatax sign = [JAQAVMPSignature avmpSign: VMP_SIGN_W
ITH_GENERAL_WUA2 -input:data];
if(sign == nil || sign.length <= 0){
return nil;
}else{
wToken = [[NSString alloc] initWithData:sign encoding:
NSUTF8StringEncoding];
return wToken;

}
}
}
B
R RN, PR avmpSigniZ 14 kwToken, 3 NS BEBEENSER
ﬂo

NSData* sign = [JAQAVMPSignature avmpSign: VMP_SIGN_WITH_GENERA
L_WUA2 Hdnput:nil];

3. ¥BwTokenjfGHHML K,
AN

#define VMP_SIGN_WITH_GENERAL_WUA2 (3)
-(void) setHeader
{ NSString* request_body = @"i am the request body, encrypted or not
L
L
NSDatax body_data = [request_body dataUsingEncoding:NSUTF8Stri
ngEncoding];

NSStringx wToken = nil;

NSDatax sign = [JAQAVMPSignature avmpSign: VMP_SIGN_WITH_GENERA
L_WUA2 1dnput:body_data];

wToken = [[NSString alloc] initWithData:sign encoding: NSUTF8Stri
ngEncoding];

NSString *strUrl = [NSString stringWithFormat:@"http://www.xxx.com
/login"];

NSURL *url = [NSURL URLWithString:strUrl];

NSMutableURLRequest *request =

[[NSMutableURLRequest alloc]initWithURL:url cachePolicy:

NSURLRequestReloadIgnoringCacheData timeoutInterval:20];

[request setHTTPMethod:@"POST"];

// set request body info

[request setHTTPBody:body_data];

// set wToken info to header

[request setValue:wToken forHTTPHeaderField:@"wToken"];

NSURLConnection *mConn = [[NSURLConnection alloc]initWithRequest:
request delegate:self startImmediately:true];

[mConn start];

//



}

4. RiFBIREMRSS o RN Bk B8R RZiX E|Anti-Bot, i@l i rwTokeniAT MUK
Al PECBEIR, RSB RE K MIIR,

IR

EidinitializeflavmpSign#Z R e el RIS 5. SRR B ik
W, fEconsolet i8R E5SG Errorfl RIS IRISE R,

MBS B35 L

Y ¥

1901 SBONIER, WRERANSE,

1902 B R SCAFRTE, wIRER T BundleIDAPLAL S5,

1903 PR SRR A

1904 WETEHIRAE R . AVMPB ARG vSEI A .

1905 TCEEIRENE Fr et iR IE A seffyw_1222_0335_mwua.jpg
S IEEITE LR,

1906 B iy AVMPZE 24 6 by teCode, iEREHNER 2%
1EH,

1907 PIGILAVMPRIK, THHEIA,

1910 JEiERavmplInstanceSifil, RIGEHI T PARIRFISEL:
- AVMPInstance#destroy/q, JHInvokeAVMP,
- B JbyteCodehfi A 5 SDKALAL,

1911 g B ifbyteCode e AR S H IR 5K

1912 AVMPHIR, IR,

1913 AVMPInstanceffidestroy)a, #HInvokeAVMPIN PR,

1915 AVMPHHMFAR, HHIA,

1999 ARAEEER, WHHIL,

3.3 Android SDKEEREIERT
2% L FSDKE R B Android App# Kk Anti-Bot SDK,

Android SDK3 {435 ER

IR R E Hhe XURS: PR R S N GLARION I SDK L, fift s A b,

fesdk-Android {2k, LA FAndroid SDKA¥:




s B
SecurityGuardSDK-xxx.aar FHEESDK
AVMPSDK-xxx.aar MERLDLS 1S i T
SecurityBodySDK-xxx.aar ML
yw_1222_0335_mwua.jpg LG | e A

B TiEECE
SEUTPHE, 5ORIH TRACE :

v Caapp v
v Bapp

}
» Elbuild compileSdkVersion 2
v Elibs buildToolsVersion
B AVMPSDK-external-release-5.3.2534418.aar defaultConfig {
. SecurityBodySDK-external-release-5.3.44.aar minSdkVersion 16
R SecurityGuardSDK-external-release-5.3.83.aar targetSdkVersion
v Bsrc/main
» [java
v [Ezres }
» [ldrawable buildTypes {
B layout debug {

B3 mipmap-hdpi .DConfig

\
}
B3 mipmap-mdpi N

}
B3 mipmap-xhdpi }

B3 mipmap-xxhdpi .

repositories{
flatDir {

Evalues dirs

I values-w820dp }
Andr0|dl\4amfest.xm\
D .gitignore
[ app.iml Lall {
(& build.gradle .cacheChangingModulesFor 0,
R debug.keystore ¥

B3 mipmap-xxxhdpi

D proguard-rules.pro

dependencies {
R release keystore compile fileTree(
» [ clientAndorid AVMPDemo compile
compile
compile
compile

1. f£Android Studio*'3 A Anti-Bot SDKiJaar>¢(ff, #¥sdk-AndroidfFRHfiifiaar X5
fil#| Android App LW H¥1ibs Hatd,

[% BibA:

QRN ET LR H P A E Libs Ha, fEARERE P LA bs XK,
2. THZEModulefbuild.gradleseft, HEAMPA AL EREE.

K libs HA AN A TRARBI T

repositories{
flatDir {
dirs 'libs'

}



}

o IR
BLIA:

aarSCPFRA SaTREA PR, DU BRI SIS0 PR3 e,

dependencies {
compile fileTree(include: ['x.jar'], dir: 'libs"')
compile ('com.android.support:appcompat-v7:23.0.0")
compile (name:'AVMPSDK-external-release-xxx', ext:'aar')
compile (name:'SecurityBodySDK-external-release-xxx', ext:'aar')
compile (name:'SecurityGuardSDK-external-release-xxx', ext:'aar
1
)
+

3. ¥ Anti-Bot SDKIVjpght B XS NdrawableH3%, #sdk-Android (fF3%H
yw_1222_0335_mwua.jpght B X IF|Android App TF5i Hid rawable H3kH,

BeHA:
IR Y TREWEH P A EEdrawable H, fEIREREE FF LA drawableSXF¥,
4. JIIEABI (MERZR22HIS0O) . Anti-Bot SDKH#i{{ZFfarmeabi, armeabi-v7a, armé64-
v8aZIISO, Kk, T EN IR SIMIMABIEI I, S0, nIHESAppiiik.

a. fEAndroid App LEMlibH ¢, MERBRarmeabi. armeabi-v7a. arm64-v8as(fi¥
AMTE HARCPUZRI SCIF Y, 1H5x86. x86_64. mips. mips64s, N armeabi
. armeabi-v7a, arm64-v8ax({J¥,

b. 2F MU RB, fEApp LRWbuild.gradlefit B S g I8N, PeabiFiltersts
SE AR S WAL S FEAPK R,

BiHH:
A RBIH S E TarmeabiZEty, 0] DR SRR SiFE € 83k armeabi-
v7a. arm64-v8aZfy,

defaultConfig{
applicationId "com.xx.yy"
minSdkVersion xx
targetSdkVersion xx
versionCode xx
versionName "x.x.x"
ndk {
abiFilters "armeabi"
// abiFilters "armeabi-v7a"
// abiFilters "arm64-v8a"
}



BeHA:
HtHarmeabiZHWIKSO, ASHIHAppHIARATE, TRERIEE/ AP AR
. WIMAppAUR,

- W2 Android StudioBiH, 3 HifiHaar/i VTR, HTfEaarh 2 ik 7R
B, BRIEAS TR A0 H rhaisd B,
- WMRREEclipseliH, &#EEAndroidMenifest.xmISZFHEINPA FARECE :

<uses-permission android:name="android.permission.INTERNET" />
<uses—-permission android:name="android.permission.ACCESS_NET
WORK_STATE" />

<uses—permission android:name="android.permission.READ_PHONE_STATE
n />

<uses-permission android:name="android.permission.ACCESS_WIF
I_STATE" />

<uses-permission android:name="android.permission.WRITE_EXTE
RNAL_STORAGE" />

<uses-permission android:name="android.permission.ACCESS_COA
RSE_LOCATION" />

<uses-permission android:name="android.permission.ACCESS_FIN
E_LOCATION" />

<uses-permission android:name="android.permission.WRITE_SETTINGS

n / >
. BIProGuardfic &,

BibA:
WIEREEER ¥ Proguard #EfTiRIE, WITRZEHMProGuarditE. ProGuardifit BARYEE K /i
RIARR, 5 MEclipsefllAndroid StudioBifiE .,

- Android Studio

4nfebuild.gradlerp Bt E 1 proguardFiles, 3 HJFK 7 minifyEnabled, Wi
¥ proguard-rules.profit B S 1 TR

buildTypes {

release {
minifyEnabled true
proguardFiles getDefaultProguardFile('proguard-android.txt'), 'proguard-rules.pro’
}
}
- Eclipse

M fEproject.properties$i55E ¥ proguardfic®, flU{Eproject.propertiessP1EfE
proguard.config=proguard.cfgifify, WM T proguardififrikif.

BeHA:



TRIBACE fEproguard.cfg StfF,

buildTypes {

relea

se {

minifyEnabled true
proguardFiles getDefaultProguardFile('proguard-android.txt'), 'proguard-rules.pro’

}

#imkeepAti

N7 RUE— SRR RAHRE, HEA/Epr