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4. PdiERRn, BAZB2IERED, WA ZRLHNH AR

®_® 39.108.193.189

@ Bil:

UEREBLGUE A 7R R, R RS D MIEHE, AT BRI 6 R
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E5hl JPHER (V2RA) /3 iagefi T

5. Rl RE NGO BB . RURERE SRR ™, s BN RIS R EHUE B,

00 39.108.193.189

FiE | P | WAE
i E Biflwindowsthi_f#lL01.37.15.206 root
E2ilwindowssii_71B101.37.15.206 administrator
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6. il Z JEBIn]HEA HAR LWL T IS dE A

L ey 39.108.193.189

ol | % B CLE

14:12
% P? E (b 20171’7}'24-

XL aind
Brumimtgedl, FERECST Niadk
PISecureFX T.H Ml :

1. ¥ SecureFXT.H,
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22l Wt (V2iRA) [ 3 iadifi i Tt

2. WrdtiEr, WARB2IUP, %il160022, MKFEE.

oo @ : . £ SecureFX
5 '?d % LB o & ﬂ E CEnter host <#R> )
SecureCRT

v Al
Local (wuyandeMac.local)

Dl H Options Tools Use PGP

|_star5;‘m.|yan,’Deskmp | |Fi|ter <¥BF> ~ |

v B/ Mame Size Type
['d .DocumentRevis... @ . Directory
g fseventsd & wuyan.png e e ﬁ(:unnect :gz: Portable Network Graphics image
. ight- ) R text
B8 Spotiot- 100 - EEREL 83 @ 4 2B X 58 o>
[ wol
» [ Applications
[ bin 3l Sessions
[ cores
 dev
» [ etc
& home
b [ Library Show dialog on startup

& net | Close | Connect
[ Network

[ shin
» [30 System
» 9 tmp
v [& Users
[ Shared
v & wuyan
[ .bash_ses...
» [ .config
[ .putty
[ .ssh

1x) Transfer Queue

Filename Destination Size of File Bytes Transferred % Progress :lapsed Time Time Left Speed Status Start Time Finish Time
/Applications/.localiz... /.localized 0 bytes 0 0% 00:00:01 N/A 0.00 KBfs Finished 2017/09/04 23:01 2017/09/04 23:01
[Users/wuyan/Deskt... [ERHE.xt 11KB 11KB 100%  00:00:01 N/A 0.00 KB/s Finished 2017/09/04 23:01 2017/08/04 23:01
MERTTE txt JApplications/{EA7... 11KB 1.1KB 100% 00:00:00 N/A 0.00 KB/s Finished 2017/09/04 23:01 2017/08/04 23:01

|Fi|ter by session name < 81> .l

[ X X ) £ SecureFX

! L) % ; 'E o 'ﬁ ﬂ E (Enter host <%R> )

v g v v
Connect ©  Reconnect  Disconnect Synchronize  Options  Taols | Use PGP SecureCRT

@ B Local (wuyandeMac.local)
|IApplicati ~| [Fiter <®F> -
vl Name size Type Date Modified
'8 DocumentRevisio... . Direstory 2017/09/04 23:01
g fseventsd @ App Store.app Directory 2015/06/17 12:31
'3 Spotlight-v100 & Automator.app Directory 2016/05/08 11:39
I3 Trashes T Calculator.app Directory 2016/08/22 19:30
[ vol 2 Calendar.app Directory 2015/08/22 21:48
» | Applications & Chess.app 208 Session Ontions - 1662458231 2015/08/22 21:56
B bin B Contacts.app il Seesion, Opionsicille 5255, 2015/06/19 15:57
[ cores. @ Dashboard.app Category: 2015/08/22 17:45
> dev Dicti y.8pp v C i Hosts . 116.62.158.231 2015/08/22 21114
> B eic DVD Playerapp “ﬂz:]“:mn“s oatname: [ 116, 2015/08/22 19:15
@ home K FaceTme.app port 2015/08/22 21158
» [#m Library E Font Book.app SFTP Session Firewall: | None 2015/05/08 11:01
& net % Game Center.app oo 2015/05/04 17:05
[ Network . iBooks.app v Port ing Username: ‘ 2015/09/1918:34
» [ private u Image Capture.app Remote/X11 2015/08/2219:23
[ sbin @ iTunes.app + Terminal 2015/08/13 01:26
» [ System ‘@ Launchpad.app v Emulation v Password - Ccrertea 2015/08/22 17:45
» [ tmp ® Mail.app Modes VI PublicKey B 2015/10/09 22:26
» [ Users 7 Maps.app Eracs @ Keyboard Interactive - 2015/08/03 23:18
> [ usr € Messages.app Mapped Keys - G:ysm 2012/05/07 14:21
» [ var B Mission Control.app Advanced o 2015/08/2217:45
» [ Volumes _ Notes.app . 2015/08/04 00:11
‘& Photo Booth.app ANSI Color 2015/08/22 21:54
& Photos.app Window Eresn 2015/10/08 20:00
=4 Preview.app Lo File 2015/08/03 23:21
@ QuickTime Player.app prining 7 ecdh-sha2-nistp521 l - 2015/10/02 22:33
) Reminders.app XIYJZmodem 7 ecdh-sha2-nistp384 2015/05/08 15:06
s Remote Deskiop Connedl | | o Tromsfor @ oodh-sha2-nistn256 - 2017/09/03 22:26
g% :SJ’:C":TEW FTP/SFTP 7/ diffie-hellman-group14 :g:gf;’;f”ﬂs
- Adh d v diffie- - - -
& Sererhomn vance 71" diffie-hellman-group-exchange-sha256 S0t 2102 10101
) Stickies.app - R 2048 2015/08/2218:48
|@ System Preferences.app Minimum group exchange prime size: EEN < 2015/08/22 19:18
/ TextEditapp 2015/08/22 18:46
@ Time Machine.app | cancel | (ICIHNN 2015/08/22 17:45
37 Transmit.app 2014/09/29 02:56
£ Utites e — 2017108125 0054

[x] Transter Queue
Filename Destination Size of File Bytes Transferred % Progress Japsed Time  Time Left Speed Status Start Time. Finish Time
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3. MliEHG, HERRMAR2IIEN,
® @ lEnter Secure Shell Password

116.62.158.231 requires a password. Please m-
enter a password now.

Username: Cancel

Password: |essssssss | |

Save password Skip

@ BibA:

GSREPEGE I TN 78k, R 2T T MIEHE, A RSTHL LI 6 R

O | Two-Step Vertification required Authentication
Two-Step Vertification required prompt for m-
% 1@116.62.158.231.
Please enter the verification code sent to your mobile Cancel
phone
aAREEE ‘| .
Skip

Save password

@ BibA:

ZA TS FIMFARET IR BIE,
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FIP I (V2RA) [ 3 iBHk T

4. Rli<GR> RSO ERLA T, WNAHERESHR (BRREEE) , AAARIERR
Wi, AT,

2 =2 =

v
Comnect © feconnect

Local (wuyandeMac.local)

Disconnect

5 ©® & f &=

v v
Synchronize ' Options  Tools ' Use PGP SecuraCRT

£ securerx

(Enter host <#R>

JApplications Filter <3F> / Filter <38F>
v m/ Name CA=T] Nama Sizo Type D.
- ] B Directory 2
@ App Store.app > [ root@ Directory 2
['g -Spotlight-V100 & Automator.app r Directory 2
[ Trashes T Caleulator.app
[ ol 2l Calendar.app
» [ Appli 4 Chess.app
[ bin B Contacts.app
[ cores @ Dashboard.app
b dev @ Dictionary.app
» [ etc {J DVD Player.app
& home L FaceTime.app
» [ Library |& Font Book.app
& net & Game Center.app
[ Network © iBooks.app
» [ private i@ Image Capture.app
[ sbin (@ iTunes.app
» [ System # Launchpad.app
» fmtmp ®, Mail.app
» [ Users 7 Maps.app
> B uer € Messages.app
> [ ver & Mission Control.app
» [ Volumes . Notes.app [ SEnD ¢ nEmEYS
& Photo Booth.app 1 Changing state From STATE_READY_FOR_NEW_KEYS o STATE_EXPECT_NEWKEYS
% Photos.app § RECV : NEWKEYS
Preview., i Changing state from STATE_EXPECT_NEWKEYS to STATE_CONNECTION
Pview.app i SEND: SERVICE_REQUEST[ssh-userauth]
‘@ QuickTime Player.app i RECV: SERVICE_ACCEPT[ssh-userauth] -- OK
) Reminders.app i SENT : USERAUTH_REQUEST [none]
%4 Remote Desktop Connection.app 1 RECY : USERAUTH_FAILURE, continuations [publickey,passnord]
i § SENT : USERAUTH_REQUEST [passnard]
@ safariapp A .
I SecureCRT.app i Server Sfto Version: 3
) SecureFX.app 1 Fs-muLtiple-roots-supported request(0n]
i i vendor-ic request
Stickles.app 1 fs-multiple-roots-supported reply: 3
@ System Preferences.app L Stot .
| TextEdit.app 1 SEND : RealPath, buse-.
@ Time Machine.app 1 Resolved RealPath: /
: s < dewxrowr-x 4096 — Q4- 9-2017 23:26:50 now_gb18232, next_UTF-8 (5)
3 Transmit.app
39 Utilities: < demxroxr-x 4096 — @4- 9-2017 23:26:50 root@oen_test_192.168.51.146:22 (5)
39 entries (plus 2 hidden entries) 3 entries £)
o Transter Queue
Filename Destination Size of File Bytes Transferred % Progress Zlapsed Time  Time Left Speed Status Start Time Finish Time
‘e0e@ # secureFx
2 = % 8 &L /= )
g 5} Lo 0 . Lt 5 (Enter host <3R> )
Gonnect | Aecornect  Disconnect Synchronize © Options  Tools | Use PGP SecureGRT

Local (wuyandeMac.local) 116.62158.231

/Applications l Change directory operation failed with ! I . Filter <3®F>
now_gb18030,next_UTF-8" I
v B/ Name. | size Type D:
['8 .DocumentRevisio... - Directory
['g fseventsd @ App Store.app
'8 Spotiight-v100 & Automator.2pp
[ Trashes T Calculator.app m T
) Calendar.app
S 2 Chess.app
¥ Contacts.app
& Dashboard.app
S @ Dictionary.app
> & DVD Player.app
I FaceTime app
> & Font Book.app
@ Game Center.app
© iBooks.app
> & Image Capture.app
@ iTunes.app
> & Launchpad.app
> & Mailapp
» 7. Maps.app
> & Messages.app
> B3 Mission Control.app
» [ Volumes [ Notes.app | Changing skote from STATE_EXPECT_KEWKEYS o STATE_COWECTION
& Photo Booth.app i SEND: SERVICE_REQUEST[ssh-userauth]
& Photos.app i RECV: SERVICE_ACCEPT[ssh-userauth] -- OK
=4 Preview.al L SENT : USERAUTH_REQUEST [none]
=view.app i © USERAUTH_FATLURE, continuotions [publickey,password]
@ QuickTime Player.app © SENT : USERAUTH_REQUEST [possword]
) Reminders.app T RECY : AUTH_SUCCESS
% Remote Desktop Connection.app i Server $ftp Version: 3
& Saforiapn 4 SEND : Fs-multiple-roots-supported request[0n]
. © SEND : vendor-id request
/m SecureCRT.app © RECY : fs-multiple-roots-supported regly: 3
# SecureFX.app i Stat .
vl 1 SEND : RealPath, base=.
Stickies.app i Resolved RealPath: /
(@ System Preferences.app < drwxrexr-x 4096 — @4~ 9-2017 23 Irow_gi18032,next_UTF-8 ()
| TextEdit.app
' i < drwcroxex 4096 — B4- 92017 73:26:50 rootEcen_ test 197.168.51.146:22 (5)
@ Time Machine.app
: § SEND : Stat /lnow_gb18030, next_UTF-§
S Transmit.app i SEND : RealPath, base-/lnon_gb18030, next_UTF-8
B Utilities i RealPoth failed (@xelll®091): charactor is changed plesse refresh director
39 entries (plus 2 hidden entries) 3entries )
(<] Transtor Queue
Filename Destination Sizoof File Bytos Transforred % Progress flapsed Time  Time Laft Specd Status Start Time Finish Time
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FIP I (V2RA) [ 3 iBHk T

2 =

Local (wuyandeMac.local)

o @

v v v
Conneet ' fcconnect  Disconnect Synchronize ©  Options  Tools Use PGE

£ SecureFX

(Enter host <8R> )

/Applications Filter <3F> Bl B [Fiter <szr> B
v a/ Name v = Name size Type D.
.DocumentRevisi - Directory 2
['d fseventsd @ App Store.app » [ root@ 192.168.51.141 Directory 2
['g -Spotlight-v100 & Automator.app > I Inow_gb18030,next UTF-8 Directory 2
[ Trashes T Calculator.app
4 wol Calendar.app
» [l App! -2 Chess.app
[ bin B Contacts.app GoTo >
[ cores @ Dashboard.app
b dev B Dictionary.app Open Bookmark >
» et & OVD Playerapp Add Bookmark %8
& home & FaceTime.app Manage Bookmarks... ¢#O
» [ Library & Font Book.app
@ net @ Game Center.app Paste
- iBooks.al
I Network S PP Refresh
» [ private i@ Image Capture.app
[ sbin @ iTunes.app New >
» [ System @ Launchpad.app
» [ tmp ®, Mail.app Properties
» [ Users 7. Maps.app
> [ usr & Messages.app
> [ var B Mission Control.app
» [ Volumes . Notes.app i Changing state from STATE_EXPECT_NEWKEYS to STATE_CONNECTION
# Photo Booth.app § SEND: SERVICE_REQUESTLssh-userauth]
& Photos.app © RECV: SERVICEACCEPT[ssh-userauth] -- OK
- 1 SERAUTH_REQUEST [none]
Previewapp i USERAUTH_FAILLRE, continuations [publickey,passworc]
@ QuickTime Player.app i USERAUTH_REQUEST [password]
) Reminders.app 1 AUTH_SUCCESS.
% Remote Deskiop Connection.app X Server Sftp Version: 3
> i Fs-multiple-roots-supported request[0n]
@ Safari.app 3  vendor-id request
I SecureCRT.app § RECV : fs-multiple-roots-supported reply: 3
#] SecureFX.app © SERD © Stat .
i 1 SEND : RealPath, base=.
Stickies.app 1 Resolved RealPath: /
@ System Preferences.app < drwx 4096 — 04- 9-2017 23:26:50 Inow_gb1803@,next_UTF-8 (S)
| TextEdit.app
@ Time Machine.app < Grwxrexr-x G096 — 04~ 9-2017 23:26:50 rootBoen_test_192.168.51.1¢6:22 (S)
. T SEND : Stat /Inon_gh13830, next UTF-§
S Transmit.app i SEND : RealPath, base!now_gh18230, next_UTF-8
[ utilities i ReglPath failed (9xe1112001): charactor is changed plesse refresh director
39 entries (plus 2 hidden entries) 3 entries £
&l Transter Queue
Fllename Destination Size of File Bytes Transferred % Progress Zlapsed Time  Time Left Speed Status Start Time Finish Time
Refresh folder inform
5. BRSO AR ERIER,
oo e 6 secureFx
. & o
g y ﬁ e 0 . '&d (Enter host <®R> )
Connect  feconnect  Disconnect Synchronize  Options  Tools
Local (wuyandeMac.local)
/Applications Filter <38F> / Filter <3F>
v B/ Name Y=/ Name Size Type 0.
_DocumentRevisi - ] [0 root@  EEAUlinux3EL 101.37.15.1.., Directory 2
['8 fseventsd @ App Store.app > B [ root@« 192.168,51.146:22 Directory 2
['& Spotlight-v100 & Automator.app > M. B Inow_ UTF-B,next, gb18030 2
[ Trashes T Caleulator.app
wol 2 Calendar.app
» [ Applications - Chess.app
[ bin ® Contacts.app
[ cores @ Dashboard.app
3 dev @ Dictionary.app
> P et [ DVD Player.app |
& home [ FaceTime.app
» [ Library & Font Book.app
B net @ Game Center.app
[ Network © iBooks.app
» [ private 1@ Image Capture.app
[ sbin (@ iTunes.app
» [ System ‘4 Launchpad.app
» [ tmp & Mail.app
» [ Users . Maps.app
> [ usr © Messages.app
> [ var [ Mission Control.app =
» [ Volumes U Notes.app i SEND : vendor-id reguest
# Photo Booth.app T RECY ¢ fs-multiple-roots-supported resly: 3
& Photos.app - stat .
oo B e
@ QuickTime Player.app < drmsr- 4096 — 04~ 9-2017 23:2¢:00 Inow_gb18938, next UTF-8 (5)
) Reminders.app
4 Remote Desktop Connection.app < Grmroxr-x 4095 — 04- 9-2017 23:24:00 rooteoen_test_192,168.51.146:22 (5)
i 1 SEND © Stat /!non_go18630, next_UTF-8
@ satariapp i st RealPath, bases/!non_gb18030,next_UTF -8
m SecureCRT.app i RealPoth failed (9xell10001): choroctor is chonged plesse refresh director
] SecureFX.app 1 SEND : Stat /1non_go18830, next_UTF-8
stickies.app 1 SEND : RealPath, base-/!now_gb18030,next _UTF-3
- i Realpath failed (9x@B260002): No such file or directory
|@ System Preferences.app i SEND : Stat /1now_gb13230,next_UTF-8
| TextEdit.app i SEND : RealPath, base-/!now_gb13030, next_UTF-8
@ Time Machine.app i RealPath failed (8x28200002): No such File or director
Tramm < drmsroar-x 4096 — 04- 9-2017 23:24:00 Irow_UTF-8,next_gb18830 (5)
& Transmit.app < drmroar-x 4096 — 04- 9-2017 23:24:00 rootd  ESHLinuxdf 101.37.15.190:22 (5)
39 Utilities < drmroxr-x 4095 — 04 9-2017 23:24:00 rooté _192.188.51.146:22 (5)
39 entries (plus 2 hidden entries) 3 entries £
Transter Queve
Filename Destination Size of File Bytes Transferred % Progress dlapsed Time  Time Left Speed Status Start Time Finish Time
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6. EFFHREIWAIENG, TECBEAMRES, PARERREG, EALI, W72

(8

ece
L2 2 9

v
Connect  Reconne:

Disconnect

Local (wuyandeMac local)

[Applications

5,0 & §i =

= G
Synchronize  Options  Tools  Usc PGP SecurGRT.

Filter <3¢F>

£ SecureFX

((Enter host <$2R>

©1192.168.51.146:22

B rote

4
H
3

v B/

['g .DocumentRevisio...
'8 fseventsd

'8 Spotlight-v100
[ Trashes

[ ol

|41 Applications

[ bin

v

v
[
o
&

v

[ Library
& net

[ Network
[ private

v

B
§
ALBEOECEBICEBOBE DHYE]

v
[
g

» [ Volumes

=]
a

&

Hexce

” |

Fee B

App Store.app
Automator.app
Calculator.app
Calendar.app
Chess.app
Contacts.app
Dashboard.app
Dictionary.app

DVD Player.app
FaceTime.app

Font Book.app
Game Center.app
iBooks.app

Image Capture.app
iTunes.app
Launchpad.app
Mail.app

Maps.app
Messages.app
Mission Control.app
Notes.app

Photo Booth.app
Photos.app
Preview.app
QuickTime Player.app
Reminders.app
Remote Desktop Connection.app
Safari.app
SecureCRT.app
SecureFX.app
Stickies.app

System Preferences.app
TextEdit.app

Time Machine.app
Transmit.app
Utilities

(]

(i

> M

B [Filter <seF>

e Type
Directory

D4

RealPath foiled (8xel118001): charactor is
Grwxrexrex 4096 — @t~ 9-2017 73

drwxrex-x 4096 — @i 9-2017 73
drwxrexr-x  4B96 — @i~ 9-2017 73:26:
END : Stat /rootoem_test_192.168.51.14

SEND

Resolved RealPath: /root
Openes cirectory: /root
- %p% = 2- 3-2017 03

4096 = 2- 8-2017 18:25:44
225 — p4- 9-2017 19:18:21

changed please refresh director

50 Inow_UTF-8,next_gb18030 (5)
50 rootst

2
RealPath, bose-/rooteoem_test 192.168.51.146:22

.ssh ()
_eshre ()
_bash_Logout
_pycistutils.cfg (S)
_cache (5)

L ®

_bash_profile (5)
.bashre (5)

-teshre (5)

wpip (5)

s)
.bash_history (5)

101.37.15.190:22 (5)
£.192.168.51.146:22 (5)

39 entries (plus 2 hidden entries)

0 entries (plus 10 hidden entries)

Transter Queve.

Filename Destination

Size of File Bytes Transferred % Progress Zlapsed Time  Time Left

Speed Status Start Time

Finish Time

2 2 =

v
Comnect ' fcconnoct  Disconnect

5, 0 @ 6]

v v
Synchronize ' Options  Teels | Lisc PGP SecureCRT

Local (wuyandeMac.local)

#8 SecureFX

116.62.158.231

(Enter host <®R>

JApplications Filter <38F> Bl Filter <38F> B
v Name Name Size Type E
'8 .DocumentRevi - [0 root@ . ELAllinuxsEAL 01.3715.1... Directory 2
[g fseventsd @ App Store.app [ root@ £102.168.61.146:22 Directory 2
[ -Spotiight-Vi00 & Automator.sop I Inow UTF-B,next_gb18030 Directory 2
[ Trashes T Caleulator.app
[ ol @ Calendar.app
» [ Applications 4 Chess.app
[ bin B Contacts.app
[ cores @ Dashboard.app GoTo .
> dev ® Dictionary.app
> et & OVD Player.app ] Open Bookmark >
& home [ FaceTime.app Add Bookmark B
» [ Library & Font Book.app Manage Bookmarks... 4%0
@ et @ Game Center.app
[ Network © iBooks.app Paste
» [ private i@ Image Capture app
[ sbin @ iTunes.app Refresh
» o System # Launchpad.app oo N
> [ tmp ® Mailapp
» [ Users I Maps.app Properties
> B usr © Messages.app
» 0 var B Mission Control.app -
> Bm Volumes © Notes.app i SEND : Stat /rootBoen test_192.168.51.146:22
 Photo Booth.app i SEND : RealPath, base=/root®: _192.166.51.146:22
& Photos.app i Resolved RealPath: /root
= Provi § Gpened directory: /root
& Preview.anp < drwx----- 809 = 02- 82017 03 Lssh ()
@ QuickTime Player.app N . e
) Reminders.app < re- .bash_logout (5)
% Remote Deskiop Connection.app < -rw-r--r-- -pydistutils.cfg (5)
; < drwxenanen “cache (5)
@ starianp £ armaesroe “t
’m SecureCRT.app < -rwereoro- “bash_profile (5)
1 SecureFX.app < bashre (5
Stickies.app : ';f;";;)ls)
@ System Preferences.app N NS
/ TextEdit.app < w225 bash_history (5)
. i © SEND : Stat /
® e vecnmscss EE.
! Transmit.app i Resolved RealPath: /
[ Utilities: i Opened directory: /
39 entries (plus 2 hidden entries) 3 eniries £l
Transfer Queve
Filename Destination Size of File Bytes Transferred % Progress flapsed Time  Time Loft Speed Status Start Time Finish Time
Refresh folder information




JAPHER (V2RA) /3 Gkt

2 =2 =

v
Comnect | facornect

Local (wuyandeMac.local)

Disconnect

&5 0

v
Synchronize | Options

& &

v
Tools © Uso pee

‘=

SecuraCRT

£ SecureFX

(Enter host <3R> )

/Applications Filter <38F> Bl Filter <%F> B
v B/ Name v =/ lame Size Type
['g DocumentRevisio... - . > | [ tmp Directory
['g fseventsd @ App Store.app [ B sys Directory
'8 .Spotlight-v100 & Automator.app [ ] B srv Directory
[ Trashes T Calculator.app (] [ selinux Directory
[ vol (i Calendar.app > [ shin Directory
» [ Applications 4 Chess.app [ ] [ run Directory
[ bin ® Contacts.app >l [ root Directery
[ cores @ Dashboard.app >l [ proc Directory
> dev @ Dictionary.app [ ] [ opt Directory
» [ ete { DVD Playerapp r [ mnt Directory
& home [ FaceTime.app » | media Directory
» [im Library & Font Book.app > [ lost+found Directory
& net @ Came Center.app [ ] [ libe4 Directory
[ Network O iBooks.app r [ lib Directory
» [ private & Image Capture.app » B [ home Directory
[ sbin (@ iTunes.app [ ] 9 et Directory
» [ System @ Launchpad.app r [ dev Directory
> [ tmp =, Mail.app >l [ boot Directory
» [ Users 7. Maps.app [ ] [ bin Directory
» [ usr  Messages.app >l
> [ var E Mission Control.app . B
» [ Volumes . Notes.app
# Photo Booth.app
& Photos.app
3 Previewapp
@ QuickTime Player.app
) Reminders.app
s Remote Desktop Connection.app
@ Safari.app
I SecureCRT.app
#%] SecureFX.app
Stickies.app
8 System Preferences.app
| Texteditapp
@ Time Machine.app °
S Transmit.app i SEND : Stat froots _192.168.51. 14622
[ Utilities i RealPath failed (8x00982202): No such file or directory
39 entries (plus 2 hidden entries) 21 entries (plus 2 hidden entries} 3
(<] Transer Queve
Filename Destination Size of File Bytes Transferred % Progress Hapsed Time  Time Left Speed Status Start Time Finish Time
7. WLERELT L& N EHRE
. 17 o
eoe # SecureFXx
. .
g , O g w o @ v 'E"-i (Enter host <3R> )
© Connect Aeconnect  Disconnect Synchronize Options Tools. Use PGP SecureCRT
/Users/wuyan/Desktop Fiter <3F> B oot B [Fitter <sF>
v R/ Name v/ Name. size Type D
'8 .DocumentRevisio... . > B 1053 text 21
['g feeventsd = wuyan.png r B - Directory
['& -Spotlight-v100 [ emmHE [
[ Trashes >
9 wol >
» [ Applications >
[ bin > B
[ cores » B
> dev >
> [ etc [ | A
& home > B
» [ Library >
@ net ]
[ Network. > B
» [ private >
[ sbin >
» [ System >
» [ tmp >
v [ Users »
[ Shared [ |
v @ wuyan » B =
[ .bash_sessi... 02- 8-2017 03:31:29 .ssh ()
» [ config < 22- 9-2004 20:59:52 .cshrc (5)
[ putty < 20- 5-2009 03:45:02 .bosh_logout (S)
< 64 B 09- 7-2017 21:3:23 .pydistutils.cfg ()
-ssh < B @3- 7-2017 :22 .cache (S)
» [ Trash < 1053 @ 31- 8-2017 122 ATE. txt (S)
|21 Desktop < 0% B 13- 8-2017 L ()
> 1 oo : 22 imcue doreo
» [5] Downloads < F 03-12-200¢ 13:22:06 .teshre (S)
» Library < B 03- 7-2017 21:34:23 .pip (S)
Movies < — @4~ 9-2017 23:32:18 . ()
B Music < — 04- 9-2017 19:18:21 .bash_history (5
i © SEND : Stat /root/BRIZE. txt
[ Pictures i ‘ARE Xt for doanload as A Xt (ASCID)
» [ Public i : /root /IR txt, mode Oxl
> Bus " 116 Sroorred un 0.00 secords.
> [ var i SUMMARY: Atterpted to transfer 1 files.
» [ Volumes i Tronsfer(22580002): SMMARY: Transferred 1 files successfully.
2 entries (plus 2 hidden entries) 1 entries (plus 10 hidden entries) a
Transfer Queve
JUsers/wuyan/Deskt... froot/ R/ txt 11K8 11KB 100%  00:00:01 NfA 000KB/s Finished 2017/09/04 23:32 2017/09/04 23:32
Jroot/{RE At JUsers /wuyan/Deskt... 11K8 11K8 100%  00:00:03 NfA 000 KB/s Finished 2017/09/04 23:32 2017/09/04 23:32

SSHMX%+ilezillaEiEECS /5 iz 4k

L. FIFa 2 1T45HAPP,

SCRERRA : 20190530



2. Hiihssh -T -N -D 127.0.0.1:1080 -oport=60022 Ff144RLHIIP, t4Enteri,

O [ ] ) wuyan — -bash — 120x34

3. WADEE2PILEN, HEnterfiEEE2Y, ATRAIXE,

BeHA:
WEREP SR 7R FHAESES, ESPOREANAE 7102, A ST EREI e L
Yo




wuyan — ssh -T -N -D 127.0.0.1:1080 -oport=60022 152 $@120.27.14.103 — 111=34

S QU D ¥l

AliR
ZF S MFAE T — I IE,
4. ¥1Jfilezilla%s F o, AN EE A,

& [ETETN xF) @s|E) BEV) ERT) BSBE) BEE) ° EWEES N

[ ] FileZilla
L e 3 g 2 L
E#UE  Services [ 10 B3 WO(P): | REEEQ) g
Hide Filezilla #H
Hide Others X #H
Show All
Quit Filezilla #Q
AHER: | /Users/wuyan/Documents/
Downloads
Library
Movies =
Music Il
Pigtures
Publie
Volumes
bin
X#8 A SR SRR BIESH
FileZilla 2.app =E 2017/08/14 08.
FileZilla 3.app EES 2017/08/14 08.
FileZilla.app EES 2017/08/14 08...
RDC Connec... EES 2017/09/03 22...
.Ds_Store 6,148 i 2017/10/3019...
Jocalized 0 i 2017/08/28 01..
1) Filezilla_3.27.. 10,349,741 bzip2 compr... 2017/08/28 02..
atsingleapp-. 0 etk 2017/11/0104.

test 12 i 2017/11/01 028d....



5. Sdi@AICRE, &£ SOCKSS, BEMAMENL: 127.0.0.1, %ill: 1080, HAdiE,

® BE
HETEP): B
v oEE ﬂti&ﬂ&%%ﬁﬁﬂ;
¥ FTP F(N)
it IHTTP/1.4 {#/ CONNECT A
R 1 SOCKS 4
FTP LEBRE S8 ©socks 5
SFTP
v (&4 fEEEOP): 1080
S fFm =R
HEIETE SRR
o] AR AR EE AR EIET FTP iR,
HEA/adE4E
SRR
b= IE
iES
v R
s
2K
A%
HHE
HUE(C)

6. FIFFHiRUEBIES, A TEEROAERINSS AP, BEENGI: 22; BRI EH; WARS
i TRE N AT

@ BER:



22l Wt (V2iRA) [ 3 iadifi i Tt

ARREBE  EHIER ST, WIJCTRm A E.

e o ks
EFEIN(S):
iol =i EEinE 0 O FRE
MERRE - 40 S~
I EAHLH): 101.37.15.190 OP): -
L s YT SFTP - S5H File Transfer Protocol .
BRER): EF
2 (S |roc:t |
BH(W): ||
FERE(M):
Fhis=(N) WS (F)
MEEEM) | FHHAR)
HRER(D) =L
HHE(C) B|E(0) iV

7. Wb, P IEREE.

o RN AR
HES BN RS RN, TSR0 S AN
SiHEL,
THERETE

F4.: 101.37.15.190:22
$858%: ssh-rsa 2048 1b:b6:9¢c:34:02:b1:3:16:0b:ae:45:81:01:12:ef:47

EERENHREEE?
| BRIEEEEN, FHEBANNEFRA)

VH HAE

SRS RRAS : 20190530

61



8. MNIZFEMRSS G, RIS emiade, B2l ERdAit,

ece ECS - sftp://root@101.37.15.190 - FileZilla
4 : al PR e
EHUH): RFEA): 3w fO(e): hd
S XAREART, ®97 9T (AN B)
35: FHE R4 froot/coshi
5 W oot B RFIK. ..
4#75: Listing directory froot
= => localit
£ XAERAL, 9T 9T (BB
4052 | /Users/wuyan/Documents/ B s /oot B
» v @
» 1 Downloads >
> Library
Movies
asie xR A TR XERE  BESH #E FEEE
Pictures °
- .cache a8 2017/06/24 ... drwx------ root root
» Volumes .pip =E3 2017/06/24 ... drwxr-xr-x  root root
on sssh EY 2017/08/05 ... drwx------ root root
.bash_history 3816wt 2017/11/01 2... -rw root root
2R A SEA XPERE BIEHR .bash_logout 8 2009/05/20 . root root
- .bash_profile 76 St 2009/05/20 . root root
FileZilla 2.app 82 2017/08/14 09. _bashre 176 ik 2004/09/22 . root root
FileZilla 3.app 82 2017/08/14 08. Leshre 100 T 2004/09/22 . root root
FileZilla.app 82 2017/08/14 08. Jocalized [-2"3 2015/08/22 . root root
RDC Connec... 8% 2017/09/03 22.. pydistutils.cfg 64 cfg-XfF  2017/06/24 ... root root
DS _Store 6148 it 2017/10/3018... teshre 129 Xk 2004/12/03 . root root
Jocalized 0w 2017/08/28 01. viminfo 3,479 it 2017/10/31 .. root root
! FileZilla_3.27.. 10,349,741 bzip2 compr... 2017/08/28 02.. 9 Wit 2017/11/01 2. ot
ceshi 9w 2017/11/02 00.. 2w 2017/11/01 2. -rW-T—--— oot root
atsingleapp-... 0 2017/11/01 04
test 12 i 2017/11/01 028
ERT 11, KR 2 FH ERT 1 ARH. AAER 9 EH
/A BR RN PO )
L sftp://root@101.37.1
/Users/wuyan/Docw..  —>>  [root/test 12 E%  2017/11/02 00Rd34...
4 sftp://root@101.37.15...
fvarffolders/14/jpOyz.. <<-- [root/ceshi o0& 2017/11/02 0B 36.
fvarffolders/14/jpdyz.. -->> froot/ceshi ° & 2017/11/02 00RH 36...
/Usersfwuyan/Docu...  <<--  froot/ceshi o E#  2017/11/02 00R{36...
PUARIRAE | fElAskIg | FLIDAVISEE (4)
Wil = e

3.5 AP EtE
ASrhiEdeEmTRI R S 2P P, P ERREN 2P P e e, A
SRS BOICTR IS U 55 45 3 0% 55 B HL 200K 55 .

SSH hiliz4 A\ S ECR =S

JEHEN B 5% SSHp iy e IO B O 2 RARUR, M7 L FE IS

1. xRz fGE2UR, 2% FAAmN B,

NUM
a1

SSH

USER COMMENT
root

administrator

root

administrator

root

administrator

2. MRIETORROCEA SRTR 0, HrEnd, EEHEN, JF% Enter B,

BLIA:

i : passwdm 2 F& Enter 8,




mEBEHENED) W, HABESFUUMNBFA: RS 7R 598 B, 7R
5 e, # $5% .

3. GBI EIHELR,
RDP thiliz 4 A\ S {ECRE RS
IB4EN IESH ROP a4 PR B R 28 2 0UG, AT MRIEET TR e

1. TRz RENUG, HAdiEAr: RTRBSRA N EM.
2. FESHHEDNERHED, RIS HTH R, e, B, iR E

E] BiH:

mEBEHENED) W, HABUESUUINBIFA: RS 7R G998 B, IE7RT
5 Wa, # $3% .
3. BIEBZHUH P EHELRI,

3.6 BSiz4

BSia gt i ilia i il ' ARAM 7K 5 B0 8 SR B2 2 DL 5 7 3 N Webia i i, T i A H gz
Ui, PAREESRECSIaZE, Ziadk )i DGR RAMFIKS P, 7 AfEWindowsFIMACH i
M,

TEEATBSIGHERT, WINURARUEELFRAM POk RO, 80T DUREF 0 2 5 pa RAM- g
s, DRIEMINRAM PUKSHER, BUORT PIKS R, RS, B Tk
HENTEBIBII, 2RI,

FRIB NIRAERES

FIERRIEETR ESS BRI EIR ESi

224 Q

AliyunYundunBastionHostFullAcc... =5



https://ram.console.aliyun.com/#/user/list
https://ram.console.aliyun.com/#/user/list

RAMFIKSER
SMPLU P, EHRAMFIKS B34k v :

1. BERAM IR SR, TR GEeilitE.
2. RPN, i, A WebiagkF i,

@ BiH:

RAMPIKSHELT A BRI, SWIIREIIAERadLHl , SATITES W pesp.

=lE « E2HUEHE

ez LD R X (2EP) ~ SUARdIE] WSEE) ~ 1Pt B
FHSER

;‘an;giz e IR 2017-12-22 00:00:00 B

gﬁh‘; e IR 1 2017-12-22 00:00:00 B

3. i PR 2IISHEI T, TEURIHIT R,

@ BEM:

fEHIBSIagEshRERT, WfrEE2Ia4EBT I

(] EEEHE
=/ o B21 B4

4 RERNEIEHEET | B TRELNSEMETHEE. NREEERE , ERIREHIFEEEM.

0 REERTIFARMNCR

4. LESERG, WIFDaginm, AEERARRINEE 2 PE4E T

5. piiiadiBh FECE, A IS4EBTFECE B,

6. DN TR MEHIISSHZ . RDPZ& i, SFTP& i hc e, PASFTP R, 3k
T:

SSHEFImZE RDPEFIHIZE SFTPEFImRZE

P FileZilla v | 1, JEEEE P i
P 2. R

C:\Program Files\FileZilla FTP Clientfilezilla.exe fri =

REFER | 2. RAFBLE

RIFRFERFREE




BSIG4EIR(E
SERAM UK SR 2 G B 2YLIa4En )5, W PAB 2NZIKS Al BV MRS a5 2.

@ BibA:

BB RAM 7 IR S EBUH B IRS5a8,  SRDICIES 2RSS av 5 2.

(&) RS wytest|
ZIE o BEH it
=23 NS B ST/ PRI EEBFEE
pEser Pl +
iZm7sv951yad0kZ & administrator 11 RDPE
Uit_test_linux A root 2 SSHER | SFTPER




- RDPja4k:

1. EREREERIIRSS 8, HAdiAMRDPESR, Aalifmstsc? ) i,
2. fEH S, e

N iRESE >
A mEssumEEERE, AR

LR T R RIMRRI A ERTE T B, BRAMRRIE L E R LA S ERT R | BNER
TER,

| mwE SKAIRAE
5 xm AR
IR & 47.96.175.202

L FEigiamkEdiE st it &11(0)

» BRFMRER(D) EHE(N) EGHE(C)

3. A, i, RIEERIRS .



& (iR R i X

A FEeEUEEENSS, RENEEE

BTFZ2IERFEER , it ENTEBRSSHIIE. RERMErIsErR
£
BFRAIED

A ERETART
47.96.175.202

o RETETEYEEBFRRETR:
BAOLELI

IEPBEIR
TR S ANEBRHBEI FFER:

A IEB ARG ERAEIR.

A IERRENMESEANEBIEIEA,

(RIS TR R E T R ERIX EAE P iRiIRID?

[ AEmiaE R BIERERITE(D)

BEUEB(V).. =(Y) &(N)

[% Bil:

MACHS FRDPE PURA IR s AIRSSE, EAEWHRDPE i)h, #REAN L&
HerIR S5y, SRIERGEIRIERGEA




- SSHiz4k

1. ERTREGRRSA, YhGNSSHE R, HahVHHFRCERISSHE il
2. HEWGENMNSS 3, WEATISHERIE,

& JE_test_linux - 15.190 - root@iZbp1f4z10f2bfb5w17yxsZ:~ - Xshell 5 (Free ... — [m} X
Xf4H(F) GREE(E) BE(V) TET) HEI+(B) BOW) #EiH)

G-« - Q@ - 3-9-A- P EEBBH -7
RE

1L test li... |
Xshell 5 (Build 0964)
Copyright (c) 2002-2016 NetSarang Computer, Inc. All rights reserved.

Type “help' to learn how to use Xshell prompt.
[c:\~1$

Connecting to 47.96.175.202:60022...

Connection established.

To escape to local shell, press 'Ctrl+Alt+]'.

Last login: Tue Dec 19 17:39:41 2017 from 47.94.229.208
Welcome to Alibaba Cloud Elastic Compute Service !

[root@iZbplf4zlof2bfb5wl7yxsZ ~1# I

ssh://wytest@47.96.175.202:60022 ©SSH2  xterm r 84x17 21535 1475

- SFTPj&4k

1. EREREE ARS8, MiGMSFTPESR, HahJHHI e B IISFTPZ F ik,
2. HEWGEANNSSE, WATIBHERLE,

E [h,_test linux - 15.190] - sftp://wytest@47.96.175.202:60022 - FileZi.. — [m] X
SH(F) YRIB(E) EE(V) (E5(T) BRSSEE(S) BE(B) #BEH(H)

iV | E _'ié-f’il‘iﬁfxf/ T8

FEHH): AP&EO)| | mEw):| | 5Oy || tomEQ

RZS: IEFEIESE 47.96.175.202:60022...
Connected to 47.96.175.202

EMERIE v
g :‘Z:\Users\wuyan\Pictures\Camera Roll\ v |i7f2ifs:|/root v
Camera Roll =Ry ~
< > +- 1 root v
XHE X . BAREM XHE o
| deskt.. 190 EZ&E.. 2017/6/.. .cache
pip
.ssh
123
openssh-4.1p1
& "AiAGivaZ-.png v
< >
1A, RINSEE 190 715 19 X0 5 NER. K/VEit: 4,960,652 F15
IRSSES/AM.. oM TRENAE K . TS

FUBMISZ {4 {EERY RRINAIEE

2O B3l =
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