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4, (a[ig) E£EZMERT, BEBaaMERZ /DR ZiMEdE.

Bzhiikx

BSxiie v Exnfiig 100 | F EIRE
v SeEsEAIR=EERE 15 | cB FHEREENFEE
EiME1SGE. EnEEENtE

feiEm M ORREOENEE

72 SCRSIRAS : 20190830



5. (&) EFANMERT, BRI HIYIMMERA 2%
jﬁo tz-:_: [l
e HEaSREIIECE S
prim=dm i It H Bl A EaE s
i3S L] &feBE
L] =me=E
L 2& [ RRREEEnsEs
AE&H

ZIPL PR H S0 :

L. ARG > (HfER > HG& L,
2. IEFEF VG, SR, IFNERFRESHNNE GRENE. ZEHE)

FisEE
wEEe  SeEs

=]
Eix
Az ¥ #feHE ¥ 2EEE
BEHEEG
R =it

2018-08-21 10:57:24 bak 530B

3. Fdi P F S by B a] 2R R S A

4.
5.

(ng) fEss A PR F PREAER,
(I3E) FER IS S iR LR 25 D S PFIER

prL ol

1BE

=

e



1.9.4 ##1EAE
P HARAE A P 3, BCE 2GRNSO E R H A, 2] DUE 26 18 229l Web & B i i
HRMAHREE, 82 IER AR E K HSId S,

(2
1. ARG > EHER,
2. B RGO, R SR HE,

BMERE

RIERE

ai]

EBE 23

L z[0) HE%E HERR AP *igP R

ES

1.9.5 ZAsH14E4R
EERIDEAIE PR BRI, R, RARURIBER. WAL TR, DAY
wfIB\‘O

RREE
BRG] DMERGUE BB BRG],
SIS RIETIE :
1. ARG > AHHEY" > RGUEBLGL



2. fERGINTMIT, VEBRMARSS S, JFE/M BRI YRE, REnl B[R] 2R 55 de i ) skl 25
DUV YEAS R T L4 )25 1 Tl 8

@ 12:36:25
s 2016-10-08 EE7~
AElRREER WV SRS

EFiREEEEE B

@i

A&
SN R R Sis 0 :
1. EARGE > AHHEY" > RGEE 00



2. HRT EAT DA T A
- ERGETEEMN T, MESEER, 25 AGOIE RGN E & 0y BT L & Oy 5y
Wi s B

=T

| |
- AERGEGT HAEO B, RIREBERIE, JHES bR E b8, seln saditr
1758

s = v
FBER 2| x HaE1-60
FEESHI 60| BxE1-180, SEFEHEEENHRSIEENHREFE
T EE 2018-08-23 00:00:56
ik waEl 2018-08-21 00:00:56
- AERIPIRT, BRI R0, AR, W NEE DS E A,
BlE | & | 1/1 ® | X
Bl BEA =523 AN B

2018-08-21 00:00:56 [system] 32.15KB AE | FE | B
2018-08-19 00:00:34 [system] 32.12kB HE T i =3
2018-08-17 00:00:20 [system] 30.65KB HE T i =3

- AEFOFIFRT, IEREGRERNED, RADER, SRR E RS,
- AEFDAIRT, RS0, AR, s S NRGEHIER.
- AERGRCEICIE T, i LERGIACEXIF, I RGACHE & OISR IR 2R G0,



RAGEEEEX

THRARGHC ARG, RYHEIRBE FHER R H AR s R A RS RSACE. KRB
#WIPZJG, TR AE HbnB s RS A ORI S A B s HER Y.

SIS BT R RSN EHER :

1. ARG > AHLHED > R EHEE T,
2. JFRHEIRIIRE, FFUEEHEX A AR E Y.

M,

het

[tk

Ty

s 2= Iv|

HEEEE 120]| &m

HEETS  esescssesssssssssssscsscssesssse B EE

EEeIERTE 2016-01-21 15:30:38

Ej BLIA:

i BN EER B EHNRE Y, R R BRSO E N T BRI HER E Y.
3. BRIHEE EAR, PN

S b

i

=R

BimlP

Webiz[]

=B



4. BTMsERRG, 1EHEE HbSIRP ] SR AHEE E bR, ] DARETFhHERAC BAIHERHES H
o

& BizIP Websi0 _HRIEREE EEER

RREEEW
SN P RAE RYUNC RS R .
1. 7Eflis sy LA R A EY] (AR LIRENEDD |, FHIP BB RER RO kX B

HEEHI R SR .
P v v
FasEs ==

2. fEFME SR i vl 7 2 _E R, SPRAFE R

iFZEIP

biriRlATiE

ZIEU P BRI H A



L. BEAZRSGE > AHLEED > I H ST,

FARE | SWHEE
2016-10-08 14:33:58.974536 [9403] [D1] SSH: new channel-1
2016-10-08 14:33:58.974546 [9403] [D1] SSH: move PEER from channel-0 to channel-1
2016-10-08 14:33:58.975170 [9403] [D1] 55H: connect "gate-diagnose’ ok
2016-10-08 14:33:58.975401 [9403] [D1] RIO: open rio "db8264c257f893560000000003000005" ok
2016-10-08 14:33:58.975495 [9403] [D1] SSH: free channel-0 °, p/c/g/t/b 0f0/0/0/0
2016-10-08 14:33:58.975937 [6760] [D1] SDB: open sdb{do8254c257f893560000000003000005)
2016-10-08 14:33:59.150135 [6760] [D1] SDB: open sdb{db8264c257f893560000000003000005)
2016-10-08 14:37:18.554880 [9403] [D1] SSH: GATE 'gate-diagnose’ exit-status ‘close’
2016-10-08 14:37:18.554912 [9403] [D1] SSH: 'gate-dizgnose’ channel-1 request CLOSE
2016-10-08 14:37:18.555762 [9403] [D1] 55H: Peer channel-1 'exec’ request CLOSE
2016-10-08 14:37:18.555839 [9403] [D1] RIO: close rio 'dbB264c257f893560000000003000005" ok
2016-10-08 14:37:18.555906 [9403] [D1] SSH: free channel-1 'db8264c257f893560000000003000005, p/c/g/t/b 0/0/0/0/0
2016-10-08 14:37:18.555942 [9403] [D1] SSH: [USM] Peer 192.168.50.129:59991 socket closed
2016-10-08 14:37:18.555967 [9403] [D1] SSH: session 192.168.50.129:58991@ closed
2016-10-08 14:37:18.556114 [2403] [D1] Proxy: 192.168.50.129:59991[00:25:90:76:66:67]1@192.168.50.122@9403 EXIT, rusage 0/0/3420/0/0/0/703/0/0/0/40/0/0/0/188/0

2. Bl R AR T B A PRI H A ST
3. i HERHIA RS SHAR.

RS
FEF PSS W LR AT DU HLIP, TCPUil, UDPUmIR &M, Mibddalik,
SIEU NP BRI TS5 :

L. ARG > RGHED > LB HL,
2. fEIEETERINT, RIS, FEHA LA,

eSSl PING [v]

Esihichls 10.11.200.10

PING 18.11.208.10 (19.11.280.1@) 56(34) bytes of data.
64 bytes from 10.11.208.10: icmp_seg=1 tt1l=63 time=08.499 ms

64 bytes from 10.11.208.10: icmp_seg=2 ttl=63 time=08.435 ms
64 bytes from 10.11.208.10: icmp_seg=3 ttl=63 time=08.429 ms
64 bytes from 10.11.208.10: icmp_seg=4 ttl=63 time=0.449 ms

--- 18.11.2088.18 ping statistics ---
4 packets transmitted, 4 received, 8% packet loss, time 3888ms
rtt min/avg/max/mdev = @.429/8.453/8.499/0.027 ms

@ BEM:

SCRHGIN AR PR L2 i, BH2dalis, TCPY&IH, UDPHGEL.,
3. BT IR RI Al B SR L pR2 S iEE,



2%

HPEm (V3RRA) /1 5SMRTM

RGZHn

SN BT RS W :

1. ARG > A > REBH TR
2. ARG VLHE BT R,

FREriohn

Ei AN
AR
AEEE &
M-EEE
BEESMART
HEoE
BESERAID

B
BEEEE
#HIETOP10

nr_free_pages 549523
nr_inactive_anon 78
nr_active_anon 182924
nr_inactive_file 122714
nr_active file 136189

Personalities :
unused devices: <none:

No bonding infomations.

BT HE

80

SCRSRRAS : 20190830



2 iIZ4EE A F A

2.1 SSHIMNIE4E
ASCZ ARG iadE TR0, ZGRLYERR. AP HEAKSHERR,
B4 T R AR 2 P LRGSR AIGE 2, HYiM B bR SS 8 B T 4R e,

E] Bi:

WHRNMEA M FHLC 23528 SSH iz T H, 4 Xshell, SecureCRT. PuTTY %T.H,
Xshell

X PAXshell TEMHI, Sraiiaditestiif:
1. f19FXshell TR, fEiEEREPHAZEELYIPAISSHRIS (SSHRHSERIAN

60022) ,
Py 7 X
#8(0):
.. _ E
BN TT o
L EFETH _
B ehe:  [ZERR 3
a S;SH§ o e 55H - L
TEUEE: wHSO): gon2z =
-~ RLOGIN iHPAD):
- SERIAL
- {1
- PRAFEEIAT
- B
et Oispmss i ahEfisn
Ei Blfgv): o - -D | -
| s AW 0 13 RO o < ok
e
-2 TCPikIF
CRE s ] #eNage EE W
o SrpEE
i XYMODEM
‘.. ZMODEM
fEE A




2. R Bk B B i 2 )G 22 IR P A AT,

FESEEKE 7 w
#AC):
HEESNRIEAENET S -
SR P ER AR T BRI E MR A - MREETe MRS
RIAER SR s IR -
M) Password w By
--RLOGIN P& |18 |
- GERIAL =) |oooooooo |
B
Eé%iﬂﬁfﬁ <A FilE3ED...
- 2

3 A 5PKeyboard Interactive{RIESSH/SFTPHRM BRI -

E] BibA:

WEREBRAE G ELYIPACE ¥ P28, WA e DB AR EPIN IR, Fk
A&, AP SRR ED, %EFEPublic Key, MiAZBERB2IAF 4, ERMPIA
.

B ? X
FAHNC):
-l £ > A S 6 R

S )15 GG R

TR
A SE R IR R T BRI E R A U . IR A b R R AR
i55H BB

WL B OHIGIL B

TELNET (M) Public Key v YE(S)..
RLOGIN . 15268
SERTAL HEA()E ‘
e >

(REFEEIRE
S P EH(K): id_rsa_wy v A%(B)...

EM(A): \

g JEFR: A 4F#IKeyboard Interactive{s 7 SSH/SFTPH frmf il

X/YMODEM
ZMODEM

3. e, EEEE2L.



4. (afiE) WOEREPLGEM 7R FIAES K,

ehi g7

BeHH:
Z PR SR P I MFABEST —IRIIE,

Two-Step Vertification required X
T Please enter the verification code sent to your mobile
¥/ @) phone:
O iz rsmR)

5. Rk nIEREG, AR EM
55 a1 ML

T 25O ¥ 42X IEHE,

AR THL RS

P, B e ER B, PEOEREAREGE TSR

& EEES - UsMShell - Xshell 5 (Free for Home/School)
MR #E(E) =&V 1RO EHFE)
G- B Q,

&

[+

NIJM NAME PROTO  USER

sOW)  ZEH)
-9 A €@ U

8lé&a -

COMMENT

ISl host129 192 168.50.129 S5H admin host129

i =l

1D -] M 2

sshi//183 = 60022

SIEEEE]

& 55H2 xterm I 110x26 0. 854

BHEET SEsES

128 MUM




6. % Enter SEHIa] %% HARIRSS &8 EHUEATIB LRI

& =EES - root@12%:~ - Xshell 5 (Free for Home/School) — O >
R #wEE EENV) IR EmEE) s0MW)  #EEH)

il — R G- O E-i-9-4- €@ I/ [ - O] -
& <

1=ExEE%E =

Last login: Tue Apr 18 15:40:08 2017 from

D Em M 7 SEENE  BNEET i
schi//183 @ 60022 & 55H2 xterm ™ 110x26 in. 212 1255 MUM
Usmshell{E /A% 8

SRS BIF I Usmshel @ 24775 K

1. ARYE > RGACE > IS4ECE 0,



2. 1ESSHE R ELih )ik Usmshel i I i 21575 1Ko

A
v fd

FEAER REEENER
]

EETER
= MRS
TI= SRR
]
EeEz REEEEAE
o R s EERSSSH 1

.
IIIIIIIIIIIIIIIII
SSHERR d

EERHEIRS SRS wh | ATERETTERS

3. FIJFSSHEHNE i, FEHICSiadh ) A RE2H. MiAhelpEFHusmshellff A,
8 022 USMShell - Xshell 5 - o I EER

ZHF REE ZEV 1AM EREE) SOW =M
G- & B O & -B-9-4- €@ I8 50 .
El -

pe ‘help' to learn how to use usmshell prompt.
ellls help

Internal Commands:

clear: Clear the terminal screen

set:

1 Show the authori

open: Open Num and po y connect to a host
Login on the remote machine
User interface to the TELMET protocol

rlogin Starts a terminal on on a remote host host
reload: Reload the autho d h

passwd: Update user's authentication tokens

connect: Initiate a connectlon on a socket

traceroute: Print the route packets trace to network ho

ping: Sen MP ) REQU packets to network hosts
exit: Logout from shell, the same CTRL-D or EOF command

ype "help [command]® to find out more about the function ‘name’.
help ping




clear Hb

set BEE Ynishel BRBL,

Is HIHH AR B 5K

open TR SIEH IS HEH R PG
ssh HEHEsship ™,

telnet HEftelneth il ¥,

rlogin R rloginWHYBE™

reload Hi%,

passwd B P&,

connect HERE AR,
traceroute T s S R R TENE 3241,
ping KAEmE,

exit B,

=]

iAhelp [command]?A HiIEAUIRIEEHHBY,

PAls. open. ssh. passwdi & I/ AR 77k,




- Is
Isin 2 ZFrdid . P44, FHAREPIPI IS = IFF =, HIZRFBIMIPCECIIRE,
- HiAls, FIHPFA a4,

shellls| s
NAME PO PROTO USER  COMMENT
test_group 5.11.1.16:513 rlogin  usmt
test_group 5.11.1.10:: telnet  root
test_group 9.11.1.10: user
i usmt
55 root
telnet  root
rlogin  usmt
. ssh root
centos 0.88.42.46:2: telnet  root
test_group .147.32.: 3 rlogin  usmt
root
us

0 s O LA s ) R e

5 root
centos . . root
default_network .168.50.112:5 i usmt
default_network .168.50.1132: root
default_network . .112:23 telnet  root

S 47.96.254.51:513 rlogin  usmt
: telnet  root

user

rlogin  usmt

telnet  root

ssh user

- HiAls [protocol], FIHIEPMGSIRIGHIE™, SEHRAEMIPLAC,

[usms % [1s 55
NUM K :PO ITO USER  COMMENT
3 5 . ; user
5 _tes : : root
a8 E root
12 st_group .147.32.56:; user
14 centos . ) ) root
17 default_network . ). root
test : .254.51: user
24 linux

- HiAls [user], FIHEE M ARIEGIIBI™, SCRBRIVLAL,

hellls|1s us
NAME :PO PROTO USER | COMMENT
test_group 9.11.1. 3 rlogin |us
1
rlogin |usmt
root
: telnet |root
5 6:513 rlogin
test_group 147, rlogin
test_group .147. ssh
centos .168.50.110:5 rlogin
default_network .168.50.112: rlogin
test 47 . 4.51: rlogin
1
rlogin
ssh

et I I ) I - TR

1
1
1
1
1
3

Pd
B B DO LD R

(%]

- HiAls [ip], FIHEE EHUPEIBEHIT™, SCRABUIPLAC,



mshellls 1s 47
NAME FROTO USER.  COMMENT
_group : . ' rlogin
;t_group .14 L telnet
= . 1
rlogin
telnet

rlogin
telnet

hellls [1s test

MAME IP:PORT PROTO USER  COMMENT

test group 10.11.1.18:513 rlogin  usmt

test_group 10.11.1.18:2 telnet  root

test group 10.11.1. 2. h user

5 5 18 ' 313 rlogin  usmt

10.11.: ssh root

B 10.11.3.56:23 telnet  root

test group 2.147.32.56:513 rlogin  usmt

test_group 7.32. telnet root

h user

rlogin  usmt

telnet  root

user

Fod et

s L T S R

- open

i Hopentin % n] PAF&G S I 5 R P RIBE™, S Alson SIRMBT™ 54, Pid
idopendi ZIERE™,

PROTO USER  COMMENT
root
usmt
telnet  root
h
hellls [open 4
connecting Tinux_IE
) can't be
(null) key fingerprint 1s 7d:4b

Are you sure you want to continue connecting (y
Warning: Permanently added ‘linux_1
Last login: Fri Sep 14 11:45:1

241-1inu . i EEEESroot B R T EIREADME. T

rtual machine 1s the DASUSM-linux test server. For details, please refer to the README.txt file in the
root directory.
P
[rootey ~1# i




- ssh

i sshPp iR BE™, ARG~ Msshilk ' E

[ugma
ssh -
cnnnectlng 11 . .
Last login: Fri Sep 14 1 g f p.11. .

A2, -1inux 4 1 EEEroot HF T AIREADME . txt 4

tual machine 1s the DASUSM-linux test server. For details, please refer to the README.ixt file in the
root directory.
FEEEEE
[rootayxs ~1# I

- passwd

it passwdan 2 ERIE B P &N, BREB2IUGE, HiApasswdin 2 I EEnterid, WG
FORMRREAN SR P&, BiEng,. BEHN%N, I Enter #,

[u- hell] pass

(current) user password:

New passwo
Retype New password: [J

2.2 RDPhiYiE
A : S TRIN, AR, FHRIE SIS AR,
HERRR

IB4EN b BE A P i TR SR 22N, Fi ARS8 YR TIa R e, T
PA Windows R4 A i@fisd i TH (Mstsc) NBlagEg ki :

PRI R
1. fEAH Windows &4t EHIPFT s miERE T H (Mstsc)



2. MARJEE2PLK IP fl RDP 4l 1S (RDP Ul 15EkIA 0 63389) : < IP >:63389, H
il %,

kN mRamEmEE - X

&( fiiﬁ

HEHIO): |116_' 163389 ~

AFa: FiEE

HiREERERERaEER,

(v) BTEIR(Q) EEE(N) FEE(H)

3. R GRIEIIZRER? XIGHED, Mdikik,

kN mRamEmEE

(7 Ea{ahtimiEEEE?
=

IR EEES RIMRR SRR B, ERRIREEE T siSREET S,

A = RS
3¢
R e 116.

L A EameSEE 3kt Ew(0)

(r) ETEEEED) E=E(N) BEUH(C)



4. fERERIERIER BN B0, REVVEER? MIGHED, At
N TESEEE [t S|

'@ FAEE A i EARIS - ETREERE?
Hﬁzg%‘%gﬁﬁiﬂ%ﬁ, EHmAE B AR S E - 444538
TERT T @

BRI
N ERRNEEEEL:

S EETE i EY AR RIS
BAOLEITT

iEHER
IERIE i EHANEREhER T 3R

A R ERIRRSEEER -

A PR TEFATERRIENAG -
R R R T PRI PR
[T Emiaik 2 SEsEI T B, 0

EEHEHW. .. | [ 2w [ &w |

5. fEnJEREHERE D, A ZEE2ZIH T HREN,

25 |

|i:I=k=H

13¢

=S
a2 |
B |

6. Mditix, TRzEEENL.

E] BEHH:

CUSREBLEE A TR FIAIEEESE, RSO OMEHE, AT BRI 6
By



Please enter the verification code sent t
o your mobile phone:

WA

@ BiHH:
IR S MFAR T —IRIIIE,
7. ISR AZEREYG, AT S, SRS R N CRPUIRSS # EHEF T,

IERLENL |
Fil= IP | i e
z=xtest 120 administrator
Zxtest 120, administrator

8. HEA HAnIR S5 48 B EES S, FA LI A,

@ BibA:



A CAERBYIPEMSER, HIZEREmENZ Fszpdlrb, WeH A YUK Sl |
REFIHL

9. HZEnterf Min] T 5RR55 ax LA TIB4ERRA T,

2.3 SFTPIhiN T
SEHE TR, ZERRHAEEE. R 0k B AR,

HRER
iB4E bR AN O TR 2EE 2, HYiR L

@ BLIA:

TR AL A 0247 LR SFTPHFNIa4E T B, W: Xftp, WinSCP, FlashFXP3¥,
XX Stp s alia e ik :
P B



1. $FXftp LR, fEEREIPMARIEREIIP, %il1560022, HF 4. %G,

mEE2Y B ? X

B %m

FTP dhs

LFRN): ‘EEEEM ‘

EHUH): ‘120.27.14.1 03 ‘

i(R): il v BE(S)..

WOS(0): 60022

RIEIRS2E(X): <F=> v HIS(W)...

iHBA(D):

BF
BESER(A)
L {ERSHIIEREG)

F5E(M): Password e igE(S)...
FEF&U):
E(P):

FBFEAK): HEE(B)...

FH(E):

@ Bi:

WEREPLRAE DG L2 PPECE P AT, WA ] OB ARAVEPINR7 ER, TF
A&, EHP BRI ED, %EFEPublic Key, MIAZGB2HHF 4, R
Bl



SEELH B ? X
A Em

FTP s

EZHRN): ‘EE@%*H. ‘

SERH): ’120.27.14_103 ‘

HisR): EAL S BHE(S)..

HOSO): 60022

RIBIRER(X): F> > SUEOW)..

18A(D):

BR

ESBRA)

[ (ERSHRITRIE(G)

FEM): Public Key b BE(S)...

FAFEU) 152

=P

FIFEZ$A(K): id_rsa_wy v R (B)...

R E): \ \

i ]

2. Huli B, ERREEEL

@ Bi:

UREPLGE A 7 O 7, R TN 7 X EHE, AT BRI 67,

Two-Step Vertification required X

Please enter the verification code sent to your mobile

O izt=Eer)

@ BEHH:

AT IKS KPR MFART —IRBIE,




3. R nIE NG, FE4 ] DA B CRZBUIR S5 8% B PSR,

- o x

# BEERIL - Xhn S (Free for Home/School)
SHHF) S ERV) S9(C) TAMD BOM) B#H)

=4 R - i = G-eP L@
EHER
=+ CAUserswuyan\Documents ~
B : ESE= ) EIE SO
TfE. 2017711/
XE. 200711

b5 2017/674, ..
Tkt 2017/6/27

St 138 0Bste

B2

M ilida ZHROEIIR S5 A%, ENZARSS S O H %,  BInlEA TSP it

Eﬁ B:

SFTPIa4E AR STIRE MBI BAZANAL, & WIJCikEEAECS,

 EEEGHL - Xfip 5 (Free for Homeyschool - o x
THHF) S ERN) SS(C) TAM BOW) HEH
BE- B e G-89 Q@
A
) 12 CAUserswuyan\Dacuments D oot &0
B . Huh T YRR -~ | & ) Ko HE EUENE
4t
bt 20174674, . test . b 200771
bt 201776727 FEMAZH ot 22.. %% 2T
bt 2017/8738.
1178, .
28 1 e
4KB PN... 2017/7711
& HE A Hame <. mEEE BE EiRR. 2.
Eig 1202714103002, Site 2ne T3

E] BEHH:

EHFIRPE A HSRN 7R, QIR EDFIRGS A M, D A H R fa T
UZNELI TN

2.4 MacR Ao
ASCZAAE: B TR, 2RSSR, FERE A SRR, & T MacHui

W AR P T RERZERLEN, FVib BiREPIS4E TR,
SSHmY iz 4
PAMACH 21745 APP R :

1. a2 1745RAPP,



2. WAL R@2: ssh RFRLHAPHRFRLHIP -p60022

o 73y wuyan — -bash — BOx24
Last login: Mon Jul 24 14:05:54 on [0}
wuyandeMac:~ wuyanf ssh 1° M3 8,193,159 -paEE22

3. FA =B PLE,

. @ wuyan — ssh TLBL F_ PR @ 35.108.193.189 -ps0022 — 80x24
Last login: Mon Jul 24 1<

BeHH:
WHEBLGURH 7O 785k, GammERE O ANIEHE, A BT LR 6 8.



25 09:18:07 on L

wuyahdeMa

code sent to your mobile phl:lr'leﬂ

4. DIEEHEABERS N, W L ER SRS,
® O ®  wuyan — USMShell —ssh m m_ ma _3@39.108.193.189 -p60022 — 80x24




5. PIZEGHEANBRENLS T, HITB4ER1E,
. O wuyan — root@iZbplfdz1of2bfbSwi7yxsZ:~ — ssh v mkikiy™ 3@39.108.193.18...

Last login: Mon Jul 24 14:@85:26 2017 from 39.105.193.159

Welcome to Alibaba Cloud Elastic Compute Serwice !

[Foot@i Zbplfdzlof2bfbowliyxussd ~ % I

RDPHE4E
DUz i EHZ APP R :

1. I T&IRAPP,
2. WABZEL2YMIP: 63389

[
L ERTF e

it##l: | 39.108.193.189:63389 Lig
(Tl : MyPC, name.microsoft.com, 182.168.2.8)

3. PliERn, LR Sy EERILTHRL?

IE+ ARSI R IR EHR,
ELHEERLTR?

L

Zf
i



el JPHER (VIRA) / 2 agefi T

4. PdiERRn, BAZB2IERED, WA ZRLHNH AR

®_® 39.108.193.189

@ Bil:

UEREBLGUE A 7R R, R RS D MIEHE, AT BRI 6 R

100 CRShRAS : 20190830



E5hl JPHER (VIRA) / 2 agefi T

0@ 39.108.193.189
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E5hl JPHER (VIRA) / 2 agefi T

5. Rl RE NGO BB . RURERE SRR ™, s BN RIS R EHUE B,

00 39.108.193.189

FiE | P | WAE
i E Biflwindowsthi_f#lL01.37.15.206 root
E2ilwindowssii_71B101.37.15.206 administrator

102 CRShRAS : 20190830



E5hl JPHER (VIRA) / 2 agefi T

6. il Z JEBIn]HEA HAR LWL T IS dE A

L ey 39.108.193.189

ol | % B CLE

14:12
% P? E (b 20171’7}'24-

XL aind
Brumimtgedl, FERECST Niadk
PISecureFX T.H Ml :

1. ¥ SecureFXT.H,

CA%IRA . 20190830 103



22l Wt (VIRA) [ 2 iadifE i Tt

2. WrdtiEr, WARB2IUP, %il160022, MKFEE.

oo @ : . £ SecureFX
5 '?d % LB o & ﬂ E CEnter host <#R> )
SecureCRT

v Al
Local (wuyandeMac.local)

Dl H Options Tools Use PGP

|_star5;‘m.|yan,’Deskmp | |Fi|ter <¥BF> ~ |

v B/ Mame Size Type
['d .DocumentRevis... @ . Directory
g fseventsd & wuyan.png e e ﬁ(:unnect :gz: Portable Network Graphics image
. ight- ) R text
B8 Spotiot- 100 - EEREL 83 @ 4 2B X 58 o>
[ wol
» [ Applications
[ bin 3l Sessions
[ cores
 dev
» [ etc
& home
b [ Library Show dialog on startup

& net | Close | Connect
[ Network

[ shin
» [30 System
» 9 tmp
v [& Users
[ Shared
v & wuyan
[ .bash_ses...
» [ .config
[ .putty
[ .ssh

1x) Transfer Queue

Filename Destination Size of File Bytes Transferred % Progress :lapsed Time Time Left Speed Status Start Time Finish Time
/Applications/.localiz... /.localized 0 bytes 0 0% 00:00:01 N/A 0.00 KBfs Finished 2017/09/04 23:01 2017/09/04 23:01
[Users/wuyan/Deskt... [ERHE.xt 11KB 11KB 100%  00:00:01 N/A 0.00 KB/s Finished 2017/09/04 23:01 2017/08/04 23:01
MERTTE txt JApplications/{EA7... 11KB 1.1KB 100% 00:00:00 N/A 0.00 KB/s Finished 2017/09/04 23:01 2017/08/04 23:01

|Fi|ter by session name < 81> .l

[ X X ) £ SecureFX

! L) % ; 'E o 'ﬁ ﬂ E (Enter host <%R> )

v g v v
Connect ©  Reconnect  Disconnect Synchronize  Options  Taols | Use PGP SecureCRT

@ B Local (wuyandeMac.local)
|IApplicati ~| [Fiter <®F> -
vl Name size Type Date Modified
'8 DocumentRevisio... . Direstory 2017/09/04 23:01
g fseventsd @ App Store.app Directory 2015/06/17 12:31
'3 Spotlight-v100 & Automator.app Directory 2016/05/08 11:39
I3 Trashes T Calculator.app Directory 2016/08/22 19:30
[ vol 2 Calendar.app Directory 2015/08/22 21:48
» | Applications & Chess.app 208 Session Ontions - 1662458231 2015/08/22 21:56
B bin B Contacts.app il Seesion, Opionsicille 5255, 2015/06/19 15:57
[ cores. @ Dashboard.app Category: 2015/08/22 17:45
> dev Dicti y.8pp v C i Hosts . 116.62.158.231 2015/08/22 21114
> B eic DVD Playerapp “ﬂz:]“:mn“s oatname: [ 116, 2015/08/22 19:15
@ home K FaceTme.app port 2015/08/22 21158
» [#m Library E Font Book.app SFTP Session Firewall: | None 2015/05/08 11:01
& net % Game Center.app oo 2015/05/04 17:05
[ Network . iBooks.app v Port ing Username: ‘ 2015/09/1918:34
» [ private u Image Capture.app Remote/X11 2015/08/2219:23
[ sbin @ iTunes.app + Terminal 2015/08/13 01:26
» [ System ‘@ Launchpad.app v Emulation v Password - Ccrertea 2015/08/22 17:45
» [ tmp ® Mail.app Modes VI PublicKey B 2015/10/09 22:26
» [ Users 7 Maps.app Eracs @ Keyboard Interactive - 2015/08/03 23:18
> [ usr € Messages.app Mapped Keys - G:ysm 2012/05/07 14:21
» [ var B Mission Control.app Advanced o 2015/08/2217:45
» [ Volumes _ Notes.app . 2015/08/04 00:11
‘& Photo Booth.app ANSI Color 2015/08/22 21:54
& Photos.app Window Eresn 2015/10/08 20:00
=4 Preview.app Lo File 2015/08/03 23:21
@ QuickTime Player.app prining 7 ecdh-sha2-nistp521 l - 2015/10/02 22:33
) Reminders.app XIYJZmodem 7 ecdh-sha2-nistp384 2015/05/08 15:06
s Remote Deskiop Connedl | | o Tromsfor @ oodh-sha2-nistn256 - 2017/09/03 22:26
g% :SJ’:C":TEW FTP/SFTP 7/ diffie-hellman-group14 :g:gf;’;f”ﬂs
- Adh d v diffie- - - -
& Sererhomn vance 71" diffie-hellman-group-exchange-sha256 S0t 2102 10101
) Stickies.app - R 2048 2015/08/2218:48
|@ System Preferences.app Minimum group exchange prime size: EEN < 2015/08/22 19:18
/ TextEditapp 2015/08/22 18:46
@ Time Machine.app | cancel | (ICIHNN 2015/08/22 17:45
37 Transmit.app 2014/09/29 02:56
£ Utites e — 2017108125 0054

[x] Transter Queue
Filename Destination Size of File Bytes Transferred % Progress Japsed Time  Time Left Speed Status Start Time. Finish Time
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3. MliEHG, HERRMAR2IIEN,
® @ lEnter Secure Shell Password

116.62.158.231 requires a password. Please m-
enter a password now.

Username: Cancel

Password: |essssssss | |

Save password Skip

@ BibA:

GSREPEGE I TN 78k, R 2T T MIEHE, A RSTHL LI 6 R

O | Two-Step Vertification required Authentication
Two-Step Vertification required prompt for m-
% 1@116.62.158.231.
Please enter the verification code sent to your mobile Cancel
phone
aAREEE ‘| .
Skip

Save password

@ BibA:

ZA TS FIMFARET IR BIE,
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JP (VR | 2 skt

4. Rli<GR> RSO ERLA T, WNAHERESHR (BRREEE) , AAARIERR
Wi, AT,

2 =2 =

v
Comnect © feconnect

Local (wuyandeMac.local)

Disconnect

5 ©® & f &=

v v
Synchronize ' Options  Tools ' Use PGP SecuraCRT

£ securerx

(Enter host <#R>

JApplications Filter <3F> / Filter <38F>
v m/ Name CA=T] Nama Sizo Type D.
- ] B Directory 2
@ App Store.app > [ root@ Directory 2
['g -Spotlight-V100 & Automator.app r Directory 2
[ Trashes T Caleulator.app
[ ol 2l Calendar.app
» [ Appli 4 Chess.app
[ bin B Contacts.app
[ cores @ Dashboard.app
b dev @ Dictionary.app
» [ etc {J DVD Player.app
& home L FaceTime.app
» [ Library |& Font Book.app
& net & Game Center.app
[ Network © iBooks.app
» [ private i@ Image Capture.app
[ sbin (@ iTunes.app
» [ System # Launchpad.app
» fmtmp ®, Mail.app
» [ Users 7 Maps.app
> B uer € Messages.app
> [ ver & Mission Control.app
» [ Volumes . Notes.app [ SEnD ¢ nEmEYS
& Photo Booth.app 1 Changing state From STATE_READY_FOR_NEW_KEYS o STATE_EXPECT_NEWKEYS
% Photos.app § RECV : NEWKEYS
Preview., i Changing state from STATE_EXPECT_NEWKEYS to STATE_CONNECTION
Pview.app i SEND: SERVICE_REQUEST[ssh-userauth]
‘@ QuickTime Player.app i RECV: SERVICE_ACCEPT[ssh-userauth] -- OK
) Reminders.app i SENT : USERAUTH_REQUEST [none]
%4 Remote Desktop Connection.app 1 RECY : USERAUTH_FAILURE, continuations [publickey,passnord]
i § SENT : USERAUTH_REQUEST [passnard]
@ safariapp A .
I SecureCRT.app i Server Sfto Version: 3
) SecureFX.app 1 Fs-muLtiple-roots-supported request(0n]
i i vendor-ic request
Stickles.app 1 fs-multiple-roots-supported reply: 3
@ System Preferences.app L Stot .
| TextEdit.app 1 SEND : RealPath, buse-.
@ Time Machine.app 1 Resolved RealPath: /
: s < dewxrowr-x 4096 — Q4- 9-2017 23:26:50 now_gb18232, next_UTF-8 (5)
3 Transmit.app
39 Utilities: < demxroxr-x 4096 — @4- 9-2017 23:26:50 root@oen_test_192.168.51.146:22 (5)
39 entries (plus 2 hidden entries) 3 entries £)
o Transter Queue
Filename Destination Size of File Bytes Transferred % Progress Zlapsed Time  Time Left Speed Status Start Time Finish Time
‘e0e@ # secureFx
2 = % 8 &L /= )
g 5} Lo 0 . Lt 5 (Enter host <3R> )
Gonnect | Aecornect  Disconnect Synchronize © Options  Tools | Use PGP SecureGRT

Local (wuyandeMac.local) 116.62158.231

/Applications l Change directory operation failed with ! I . Filter <3®F>
now_gb18030,next_UTF-8" I
v B/ Name. | size Type D:
['8 .DocumentRevisio... - Directory
['g fseventsd @ App Store.app
'8 Spotiight-v100 & Automator.2pp
[ Trashes T Calculator.app m T
) Calendar.app
S 2 Chess.app
¥ Contacts.app
& Dashboard.app
S @ Dictionary.app
> & DVD Player.app
I FaceTime app
> & Font Book.app
@ Game Center.app
© iBooks.app
> & Image Capture.app
@ iTunes.app
> & Launchpad.app
> & Mailapp
» 7. Maps.app
> & Messages.app
> B3 Mission Control.app
» [ Volumes [ Notes.app | Changing skote from STATE_EXPECT_KEWKEYS o STATE_COWECTION
& Photo Booth.app i SEND: SERVICE_REQUEST[ssh-userauth]
& Photos.app i RECV: SERVICE_ACCEPT[ssh-userauth] -- OK
=4 Preview.al L SENT : USERAUTH_REQUEST [none]
=view.app i © USERAUTH_FATLURE, continuotions [publickey,password]
@ QuickTime Player.app © SENT : USERAUTH_REQUEST [possword]
) Reminders.app T RECY : AUTH_SUCCESS
% Remote Desktop Connection.app i Server $ftp Version: 3
& Saforiapn 4 SEND : Fs-multiple-roots-supported request[0n]
. © SEND : vendor-id request
/m SecureCRT.app © RECY : fs-multiple-roots-supported regly: 3
# SecureFX.app i Stat .
vl 1 SEND : RealPath, base=.
Stickies.app i Resolved RealPath: /
(@ System Preferences.app < drwxrexr-x 4096 — @4~ 9-2017 23 Irow_gi18032,next_UTF-8 ()
| TextEdit.app
' i < drwcroxex 4096 — B4- 92017 73:26:50 rootEcen_ test 197.168.51.146:22 (5)
@ Time Machine.app
: § SEND : Stat /lnow_gb18030, next_UTF-§
S Transmit.app i SEND : RealPath, base-/lnon_gb18030, next_UTF-8
B Utilities i RealPoth failed (@xelll®091): charactor is changed plesse refresh director
39 entries (plus 2 hidden entries) 3entries )
(<] Transtor Queue
Filename Destination Sizoof File Bytos Transforred % Progress flapsed Time  Time Laft Specd Status Start Time Finish Time
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JP (VR | 2 skt

2 =

Local (wuyandeMac.local)

o @

v v v
Conneet ' fcconnect  Disconnect Synchronize ©  Options  Tools Use PGE

£ SecureFX

(Enter host <8R> )

/Applications Filter <3F> Bl B [Fiter <szr> B
v a/ Name v = Name size Type D.
.DocumentRevisi - Directory 2
['d fseventsd @ App Store.app » [ root@ 192.168.51.141 Directory 2
['g -Spotlight-v100 & Automator.app > I Inow_gb18030,next UTF-8 Directory 2
[ Trashes T Calculator.app
4 wol Calendar.app
» [l App! -2 Chess.app
[ bin B Contacts.app GoTo >
[ cores @ Dashboard.app
b dev B Dictionary.app Open Bookmark >
» et & OVD Playerapp Add Bookmark %8
& home & FaceTime.app Manage Bookmarks... ¢#O
» [ Library & Font Book.app
@ net @ Game Center.app Paste
- iBooks.al
I Network S PP Refresh
» [ private i@ Image Capture.app
[ sbin @ iTunes.app New >
» [ System @ Launchpad.app
» [ tmp ®, Mail.app Properties
» [ Users 7. Maps.app
> [ usr & Messages.app
> [ var B Mission Control.app
» [ Volumes . Notes.app i Changing state from STATE_EXPECT_NEWKEYS to STATE_CONNECTION
# Photo Booth.app § SEND: SERVICE_REQUESTLssh-userauth]
& Photos.app © RECV: SERVICEACCEPT[ssh-userauth] -- OK
- 1 SERAUTH_REQUEST [none]
Previewapp i USERAUTH_FAILLRE, continuations [publickey,passworc]
@ QuickTime Player.app i USERAUTH_REQUEST [password]
) Reminders.app 1 AUTH_SUCCESS.
% Remote Deskiop Connection.app X Server Sftp Version: 3
> i Fs-multiple-roots-supported request[0n]
@ Safari.app 3  vendor-id request
I SecureCRT.app § RECV : fs-multiple-roots-supported reply: 3
#] SecureFX.app © SERD © Stat .
i 1 SEND : RealPath, base=.
Stickies.app 1 Resolved RealPath: /
@ System Preferences.app < drwx 4096 — 04- 9-2017 23:26:50 Inow_gb1803@,next_UTF-8 (S)
| TextEdit.app
@ Time Machine.app < Grwxrexr-x G096 — 04~ 9-2017 23:26:50 rootBoen_test_192.168.51.1¢6:22 (S)
. T SEND : Stat /Inon_gh13830, next UTF-§
S Transmit.app i SEND : RealPath, base!now_gh18230, next_UTF-8
[ utilities i ReglPath failed (9xe1112001): charactor is changed plesse refresh director
39 entries (plus 2 hidden entries) 3 entries £
&l Transter Queue
Fllename Destination Size of File Bytes Transferred % Progress Zlapsed Time  Time Left Speed Status Start Time Finish Time
Refresh folder inform
5. BRSO AR ERIER,
oo e 6 secureFx
. & o
g y ﬁ e 0 . '&d (Enter host <®R> )
Connect  feconnect  Disconnect Synchronize  Options  Tools
Local (wuyandeMac.local)
/Applications Filter <38F> / Filter <3F>
v B/ Name Y=/ Name Size Type 0.
_DocumentRevisi - ] [0 root@  EEAUlinux3EL 101.37.15.1.., Directory 2
['8 fseventsd @ App Store.app > B [ root@« 192.168,51.146:22 Directory 2
['& Spotlight-v100 & Automator.app > M. B Inow_ UTF-B,next, gb18030 2
[ Trashes T Caleulator.app
wol 2 Calendar.app
» [ Applications - Chess.app
[ bin ® Contacts.app
[ cores @ Dashboard.app
3 dev @ Dictionary.app
> P et [ DVD Player.app |
& home [ FaceTime.app
» [ Library & Font Book.app
B net @ Game Center.app
[ Network © iBooks.app
» [ private 1@ Image Capture.app
[ sbin (@ iTunes.app
» [ System ‘4 Launchpad.app
» [ tmp & Mail.app
» [ Users . Maps.app
> [ usr © Messages.app
> [ var [ Mission Control.app =
» [ Volumes U Notes.app i SEND : vendor-id reguest
# Photo Booth.app T RECY ¢ fs-multiple-roots-supported resly: 3
& Photos.app - stat .
oo B e
@ QuickTime Player.app < drmsr- 4096 — 04~ 9-2017 23:2¢:00 Inow_gb18938, next UTF-8 (5)
) Reminders.app
4 Remote Desktop Connection.app < Grmroxr-x 4095 — 04- 9-2017 23:24:00 rooteoen_test_192,168.51.146:22 (5)
i 1 SEND © Stat /!non_go18630, next_UTF-8
@ satariapp i st RealPath, bases/!non_gb18030,next_UTF -8
m SecureCRT.app i RealPoth failed (9xell10001): choroctor is chonged plesse refresh director
] SecureFX.app 1 SEND : Stat /1non_go18830, next_UTF-8
stickies.app 1 SEND : RealPath, base-/!now_gb18030,next _UTF-3
- i Realpath failed (9x@B260002): No such file or directory
|@ System Preferences.app i SEND : Stat /1now_gb13230,next_UTF-8
| TextEdit.app i SEND : RealPath, base-/!now_gb13030, next_UTF-8
@ Time Machine.app i RealPath failed (8x28200002): No such File or director
Tramm < drmsroar-x 4096 — 04- 9-2017 23:24:00 Irow_UTF-8,next_gb18830 (5)
& Transmit.app < drmroar-x 4096 — 04- 9-2017 23:24:00 rootd  ESHLinuxdf 101.37.15.190:22 (5)
39 Utilities < drmroxr-x 4095 — 04 9-2017 23:24:00 rooté _192.188.51.146:22 (5)
39 entries (plus 2 hidden entries) 3 entries £
Transter Queve
Filename Destination Size of File Bytes Transferred % Progress dlapsed Time  Time Left Speed Status Start Time Finish Time

CA%IRA . 20190830

107



6. EFFHREIWAIENG, TECBEAMRES, PARERREG, EALI, W72

(8

ece
L2 2 9

v
Connect  Reconne:

Disconnect

Local (wuyandeMac local)

[Applications

5,0 & §i =

= G
Synchronize  Options  Tools  Usc PGP SecurGRT.

Filter <3¢F>

£ SecureFX

((Enter host <$2R>

©1192.168.51.146:22

B rote

4
H
3

v B/

['g .DocumentRevisio...
'8 fseventsd

'8 Spotlight-v100
[ Trashes

[ ol

|41 Applications

[ bin

v

v
[
o
&

v

[ Library
& net

[ Network
[ private

v

B
§
ALBEOECEBICEBOBE DHYE]

v
[
g

» [ Volumes

=]
a

&

Hexce

” |

Fee B

App Store.app
Automator.app
Calculator.app
Calendar.app
Chess.app
Contacts.app
Dashboard.app
Dictionary.app

DVD Player.app
FaceTime.app

Font Book.app
Game Center.app
iBooks.app

Image Capture.app
iTunes.app
Launchpad.app
Mail.app

Maps.app
Messages.app
Mission Control.app
Notes.app

Photo Booth.app
Photos.app
Preview.app
QuickTime Player.app
Reminders.app
Remote Desktop Connection.app
Safari.app
SecureCRT.app
SecureFX.app
Stickies.app

System Preferences.app
TextEdit.app

Time Machine.app
Transmit.app
Utilities

(]

(i

> M

B [Filter <seF>

e Type
Directory

D4

RealPath foiled (8xel118001): charactor is
Grwxrexrex 4096 — @t~ 9-2017 73

drwxrex-x 4096 — @i 9-2017 73
drwxrexr-x  4B96 — @i~ 9-2017 73:26:
END : Stat /rootoem_test_192.168.51.14

SEND

Resolved RealPath: /root
Openes cirectory: /root
- %p% = 2- 3-2017 03

4096 = 2- 8-2017 18:25:44
225 — p4- 9-2017 19:18:21

changed please refresh director

50 Inow_UTF-8,next_gb18030 (5)
50 rootst

2
RealPath, bose-/rooteoem_test 192.168.51.146:22

.ssh ()
_eshre ()
_bash_Logout
_pycistutils.cfg (S)
_cache (5)

L ®

_bash_profile (5)
.bashre (5)

-teshre (5)

wpip (5)

s)
.bash_history (5)

101.37.15.190:22 (5)
£.192.168.51.146:22 (5)

39 entries (plus 2 hidden entries)

0 entries (plus 10 hidden entries)

Transter Queve.

Filename Destination

Size of File Bytes Transferred % Progress Zlapsed Time  Time Left

Speed Status Start Time

Finish Time

2 2 =

v
Comnect ' fcconnoct  Disconnect

5, 0 @ 6]

v v
Synchronize ' Options  Teels | Lisc PGP SecureCRT

Local (wuyandeMac.local)

#8 SecureFX

116.62.158.231

(Enter host <®R>

JApplications Filter <38F> Bl Filter <38F> B
v Name Name Size Type E
'8 .DocumentRevi - [0 root@ . ELAllinuxsEAL 01.3715.1... Directory 2
[g fseventsd @ App Store.app [ root@ £102.168.61.146:22 Directory 2
[ -Spotiight-Vi00 & Automator.sop I Inow UTF-B,next_gb18030 Directory 2
[ Trashes T Caleulator.app
[ ol @ Calendar.app
» [ Applications 4 Chess.app
[ bin B Contacts.app
[ cores @ Dashboard.app GoTo .
> dev ® Dictionary.app
> et & OVD Player.app ] Open Bookmark >
& home [ FaceTime.app Add Bookmark B
» [ Library & Font Book.app Manage Bookmarks... 4%0
@ et @ Game Center.app
[ Network © iBooks.app Paste
» [ private i@ Image Capture app
[ sbin @ iTunes.app Refresh
» o System # Launchpad.app oo N
> [ tmp ® Mailapp
» [ Users I Maps.app Properties
> B usr © Messages.app
» 0 var B Mission Control.app -
> Bm Volumes © Notes.app i SEND : Stat /rootBoen test_192.168.51.146:22
 Photo Booth.app i SEND : RealPath, base=/root®: _192.166.51.146:22
& Photos.app i Resolved RealPath: /root
= Provi § Gpened directory: /root
& Preview.anp < drwx----- 809 = 02- 82017 03 Lssh ()
@ QuickTime Player.app N . e
) Reminders.app < re- .bash_logout (5)
% Remote Deskiop Connection.app < -rw-r--r-- -pydistutils.cfg (5)
; < drwxenanen “cache (5)
@ starianp £ armaesroe “t
’m SecureCRT.app < -rwereoro- “bash_profile (5)
1 SecureFX.app < bashre (5
Stickies.app : ';f;";;)ls)
@ System Preferences.app N NS
/ TextEdit.app < w225 bash_history (5)
. i © SEND : Stat /
® e vecnmscss EE.
! Transmit.app i Resolved RealPath: /
[ Utilities: i Opened directory: /
39 entries (plus 2 hidden entries) 3 eniries £l
Transfer Queve
Filename Destination Size of File Bytes Transferred % Progress flapsed Time  Time Loft Speed Status Start Time Finish Time
Refresh folder information




JHP I (VRRA) [/ 2 sk Tt

2 =2 =

v
Comnect | facornect

Local (wuyandeMac.local)

Disconnect

&5 0

v
Synchronize | Options

& &

v
Tools © Uso pee

‘=

SecuraCRT

£ SecureFX

(Enter host <3R> )

/Applications Filter <38F> Bl Filter <%F> B
v B/ Name v =/ lame Size Type
['g DocumentRevisio... - . > | [ tmp Directory
['g fseventsd @ App Store.app [ B sys Directory
'8 .Spotlight-v100 & Automator.app [ ] B srv Directory
[ Trashes T Calculator.app (] [ selinux Directory
[ vol (i Calendar.app > [ shin Directory
» [ Applications 4 Chess.app [ ] [ run Directory
[ bin ® Contacts.app >l [ root Directery
[ cores @ Dashboard.app >l [ proc Directory
> dev @ Dictionary.app [ ] [ opt Directory
» [ ete { DVD Playerapp r [ mnt Directory
& home [ FaceTime.app » | media Directory
» [im Library & Font Book.app > [ lost+found Directory
& net @ Came Center.app [ ] [ libe4 Directory
[ Network O iBooks.app r [ lib Directory
» [ private & Image Capture.app » B [ home Directory
[ sbin (@ iTunes.app [ ] 9 et Directory
» [ System @ Launchpad.app r [ dev Directory
> [ tmp =, Mail.app >l [ boot Directory
» [ Users 7. Maps.app [ ] [ bin Directory
» [ usr  Messages.app >l
> [ var E Mission Control.app . B
» [ Volumes . Notes.app
# Photo Booth.app
& Photos.app
3 Previewapp
@ QuickTime Player.app
) Reminders.app
s Remote Desktop Connection.app
@ Safari.app
I SecureCRT.app
#%] SecureFX.app
Stickies.app
8 System Preferences.app
| Texteditapp
@ Time Machine.app °
S Transmit.app i SEND : Stat froots _192.168.51. 14622
[ Utilities i RealPath failed (8x00982202): No such file or directory
39 entries (plus 2 hidden entries) 21 entries (plus 2 hidden entries} 3
(<] Transer Queve
Filename Destination Size of File Bytes Transferred % Progress Hapsed Time  Time Left Speed Status Start Time Finish Time
7. WLERELT L& N EHRE
. 17 o
eoe # SecureFXx
. .
g , O g w o @ v 'E"-i (Enter host <3R> )
© Connect Aeconnect  Disconnect Synchronize Options Tools. Use PGP SecureCRT
/Users/wuyan/Desktop Fiter <3F> B oot B [Fitter <sF>
v R/ Name v/ Name. size Type D
'8 .DocumentRevisio... . > B 1053 text 21
['g feeventsd = wuyan.png r B - Directory
['& -Spotlight-v100 [ emmHE [
[ Trashes >
9 wol >
» [ Applications >
[ bin > B
[ cores » B
> dev >
> [ etc [ | A
& home > B
» [ Library >
@ net ]
[ Network. > B
» [ private >
[ sbin >
» [ System >
» [ tmp >
v [ Users »
[ Shared [ |
v @ wuyan » B =
[ .bash_sessi... 02- 8-2017 03:31:29 .ssh ()
» [ config < 22- 9-2004 20:59:52 .cshrc (5)
[ putty < 20- 5-2009 03:45:02 .bosh_logout (S)
< 64 B 09- 7-2017 21:3:23 .pydistutils.cfg ()
-ssh < B @3- 7-2017 :22 .cache (S)
» [ Trash < 1053 @ 31- 8-2017 122 ATE. txt (S)
|21 Desktop < 0% B 13- 8-2017 L ()
> 1 oo : 22 imcue doreo
» [5] Downloads < F 03-12-200¢ 13:22:06 .teshre (S)
» Library < B 03- 7-2017 21:34:23 .pip (S)
Movies < — @4~ 9-2017 23:32:18 . ()
B Music < — 04- 9-2017 19:18:21 .bash_history (5
i © SEND : Stat /root/BRIZE. txt
[ Pictures i ‘ARE Xt for doanload as A Xt (ASCID)
» [ Public i : /root /IR txt, mode Oxl
> Bus " 116 Sroorred un 0.00 secords.
> [ var i SUMMARY: Atterpted to transfer 1 files.
» [ Volumes i Tronsfer(22580002): SMMARY: Transferred 1 files successfully.
2 entries (plus 2 hidden entries) 1 entries (plus 10 hidden entries) a
Transfer Queve
JUsers/wuyan/Deskt... froot/ R/ txt 11K8 11KB 100%  00:00:01 NfA 000KB/s Finished 2017/09/04 23:32 2017/09/04 23:32
Jroot/{RE At JUsers /wuyan/Deskt... 11K8 11K8 100%  00:00:03 NfA 000 KB/s Finished 2017/09/04 23:32 2017/09/04 23:32
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2. Hiihssh -T -N -D 127.0.0.1:1080 -oport=60022 Ff144RLHIIP, t4Enteri,

O [ ] ) wuyan — -bash — 120x34
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wuyan — ssh -T -N -D 127.0.0.1:1080 -oport=60022 152 $@120.27.14.103 — 111=34

S QU D ¥l

AliR
ZF S MFAE T — I IE,
4. ¥1Jfilezilla%s F o, AN EE A,

& [ETETN xF) @s|E) BEV) ERT) BSBE) BEE) ° EWEES N

[ ] FileZilla
L e 3 g 2 L
E#UE  Services [ 10 B3 WO(P): | REEEQ) g
Hide Filezilla #H
Hide Others X #H
Show All
Quit Filezilla #Q
AHER: | /Users/wuyan/Documents/
Downloads
Library
Movies =
Music Il
Pigtures
Publie
Volumes
bin
X#8 A SR SRR BIESH
FileZilla 2.app =E 2017/08/14 08.
FileZilla 3.app EES 2017/08/14 08.
FileZilla.app EES 2017/08/14 08...
RDC Connec... EES 2017/09/03 22...
.Ds_Store 6,148 i 2017/10/3019...
Jocalized 0 i 2017/08/28 01..
1) Filezilla_3.27.. 10,349,741 bzip2 compr... 2017/08/28 02..
atsingleapp-. 0 etk 2017/11/0104.

test 12 i 2017/11/01 028d....



5. Sdi@AICRE, &£ SOCKSS, BEMAMENL: 127.0.0.1, %ill: 1080, HAdiE,

® BE
HETEP): B
v oEE ﬂti&ﬂ&%%ﬁﬁﬂ;
¥ FTP F(N)
it IHTTP/1.4 {#/ CONNECT A
R 1 SOCKS 4
FTP LEBRE S8 ©socks 5
SFTP
v (&4 fEEEOP): 1080
S fFm =R
HEIETE SRR
o] AR AR EE AR EIET FTP iR,
HEA/adE4E
SRR
b= IE
iES
v R
s
2K
A%
HHE
HUE(C)
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22l Wt (VIRA) [ 2 iadifE i Tt

ARREBE  EHIER ST, WIJCTRm A E.

e @ IR
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£ Ul =i (EEeE FRE
v B =
I EAHLH): 101.37.15.190 OP): -
L s YT SFTP - S5H File Transfer Protocol .
BRER): EF
BFU): |roc:t |
ER(W): Il
M)
Frusm(N) s E(F)
FrEBIEM) HEaAER)
flER(D) g3
=E(C) mE(o) HiE
7. ahiERE, M THERRE .
O FIE AR EEE
ZESHENENBLERAN. FERIDZESSEVEBENAENER
SitEi.
jE 35tk B3
F4.: 101.37.15.190:22
$881: ssh-rsa 2048 1b:b6:9¢c:34:02:b1:e3:16:0b:ae:45:81:01:f2:ef:47
{EEEEN TR
| BREEEEN, FHSEBEANAEEFA)
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8. MNIZFEMRSS G, RIS emiade, B2l ERdAit,

ece - ECS - sftp://root@101.37.15.190 - FileZilla
= 2 )5 8 B & 2 Ei S . )
EHUH): RF&U): 3w fO(e): s hd
RS KRR, R T 0T (919
3K35: FHEFA rootfcesh
IR W root BERTIK. .
4R Listing airectory froot
proe => localit
RE: KEERAY, 6T 0T (1)
4052 | /Users/wuyan/Documents/ B s /oot B
» v @
» 1 Downloads >
» % Library
Movies =
asie xR A TR XERE  BESH #E FEEE
Pictures °
- .cache a8 2017/06/24 ... drwx----- root root
» Volumes .pip =E3 2017/06/24 ... drwxr-xr-x  root root
on sssh EY 2017/08/05 ... drw root root
.bash_history 3816wt 2017/11/01 2... -rw root root
2R A SEA XPERE BIEHR .bash_logout 8 2009/05/20 ... -rw-r- root root
.bash_profile 76 St 2009/05/20 ... -rw root root
82 2017/08/14 09. _bashre 176 ik 2004/09/22 ... -rw-r- root root
82 2017/08/14 08. Leshre 100 T 2004/09/22 ... -rw-r- root root
FileZilla.app 82 2017/08/14 08. Jocalized [-2"3 2015/08/22 ... -rw root root
RDC Connec... 8% 2017/09/03 22.. pydistutils.cfg 64 cfg-XfF  2017/06/24 ... -rw-r- root root
DS _Store 6148 it 2017/10/3018... teshre 129 Xk 2004/12/03 ... -rw root root
Jocalized 0w 2017/08/28 01. viminfo 3,479 it 2017/10/31 ... _-rw root root
! FileZilla_3.27.. 10,349,741 bzip2 compr... 2017/08/28 02.. = 9 Wit 2017/11/01 2. ot
ceshi 9 w# 2017/11/02 00.. test 2w 2017/11/01 2.0 -PW-r--r--  root root
atsingleapp-... 0 2017/11/01 04
test 12 i 2017/11/01 028
ERT 11, KR 2 FH ERT 1 ARH. AAER 9 EH
/A BR RN PO )
L sftp://root@101.37.1
fUsers/wuyan/Docw..  -->>  /rootftest 12 E%  2017/11/02 00Rd34...
4 sftp://root@101.37.15...
fvarffolders/14/jpOyz.. <<-- [root/ceshi o0& 2017/11/02 0B 36.
fvarffolders/14/jpdyz.. -->> froot/ceshi ° & 2017/11/02 00RH 36...
/Usersfwuyan/Docu...  <<--  froot/ceshi o E#  2017/11/02 00R{36...
PUARIRAE | fElAskIg | FLIDAVISEE (4)
e

2.5 AP EER
ASrhiEdeEmTRI R S 2P P, P ERREN 2P P e e, A
SRS BOICTR IS U 55 45 3 0% 55 B HL 200K 55 .

SSH hiliz4 A\ S ECR =S
B84\ RS % SSHIM s 4P IHRIE S B SR DG B2 UG, T LM REET SIS
1. R nMEE2IGE, SEFZAREIIED, A :passwdii@IF% Enter #,

USER COMMENT

administrator

2. HUESORROEA SRR #0S, Hind, BEEHEN, JH% Enter B,

BeHA:
mIEB2YENED)\N, HOSEEA UM : R57R, 598, B BN
5 W, # $%) .




3. BIEBBHUH P EHELR,
RDP ihilliE4f A\ SIECR T
iB4EN 12 % RDPHMSHE RS TG R 2GR 2HUG, AT M REITH ML
1. ZrnERENUG, AR RTRB%RA N EM.
2. FESHHEDNERHED, MRIEIA S ETH R, e, B, iR E

%] B:

miEE2HENED )\, HRBE SRR e : K578, 59a B, EPRT
5 e, # $5% .
3. BIEBZHUH P EIHELR,

2.6 BSia

BSiagifaifimiadi il P ARAM 7K 5 B G sk B2 2 U 6 97 3 A Webia i 5, JHRIA %
i, PARESRECSIaZE, Ziadk)i PG RAMFIKSH P, 7 AfEWindows i M,

fERETBSIa4ERT, IHHIET REEELRAM FIK SR, RnT DUEH K-S B Vi IRAM-H
FUEM, SAHREIBERAM IR SR BBUR P FIKSHURBIR, Navrfiiisge, e ik
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RAMFIKSE R
SN R, SHRAM K-S S akiadh vl :
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https://ram.console.aliyun.com/#/user/list
https://ram.console.aliyun.com/#/user/list
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1. BRGNS 3, MLAMSSHES, HahHH it B AISSHE F ik,
2. HEWGENMNSS 3, WEATISHERIE,

& Miz,_test linux - 15.190 - root@iZbp1f4z1of2bfb5w17yxsZ:~ - Xshell 5 (Free ... — O X
SI(F) 4miE(E) E&(V) TA(T) &I=(B) &EO(W) #BEI(H)

G- E- CE@ -G - A4-€P e @ ~
] -
I

1 Jht_test ...

Xshell 5 (Build 0964)
Copyright (c) 2002-2016 NetSarang Computer, Inc. All rights reserved.

Type "help' to learn how to use Xshell prompt.
[c:\~13%

Connecting to :60022. ..
Connection established.

To escape to local shell, press 'Ctrl+Alt+]'.
Last login: Tue Dec 19 17:39:41 2017 from

Welcome to Alibaba Cloud Elastic Compute Service !

[root@iZbplf4zlof2bfb5wl7yxsZ ~1# ||

ssh://wytest@ 160022 8SSH2 xterm r 84x17 = 1535 14&9%
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[ U6 test linux - 15.190] - sftp://wytest@= = :60022 - FileZi... — O X
AH(F) 4RIE(E) ER(V) E(T) IRSS2R(S) BE(B) #FEEI(H)
“""'"”"‘ﬂ’%O x T8

EHLH): BrgL):)] mmw mOe: | EEEQ

WS [EfEERE S = :60022...
k7 Connected to @ "
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Attbuhea: ‘ A\Users\wuyan\Pictures\Camera Roll\ ~ Li%i.‘j,.ﬁu.‘/root
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