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1 UbuntuZ&%iApache 258 ESSLIEH

ASRNEST ST {EUbuntu RSt LAz Apache2rh 245 pil L ASSLIE S
IMREE

HfEFR%: Ubuntu

Webfilz55#%: Apache 2
AR

- CMSSLIEHB#H & M ApachellR55 8k 4,
- B%%Open SSL,

RIES B
1. iIBf7A R & Eapache2 Ha FllEtss T H 3%,
mkdir /etc/apache2/ssl
2. 1817 A R 28 RERIR R AU SRS s s TH sk,
cp -r YourDomainName_public.crt /etc/apache2/ssl

cp -r YourDomainName_chain.crt /etc/apache2/ssl

cp -r YourDomainName.key /etc/apache2/ssl

3. 1817 A P a2 la I SSLEHE,

sudo a2enmod ssl

SSLE R G #fTls /etc/apache2/sites-available®F HF FEKRKIdefault-
ssl.confXth,
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4.

44355 IR MG, FEAFHTTPSARSS. SSLEHYSE G2 Ha 1443511,
4435 IR Haliftds, nI#iTvi /etc/apache2/ports.confIF@NIListen 443F5hil

o

7L P2 B SSLEC B X kdefault-ss1. confo

-

[

vi /etc/apache2/sites-available/default-ssl.conf

fEdefault-ssl.conf XS L FSEGHTIBSUGE R IFIR HH.

<IfModules mod_ssl.c>

<VirtualHost *:443>

ServerName HEYONIE B i 4awww . YourDomainName . com,

SSLCertificateFile /etc/apache2/ss1l/www.YourDomainName_public.crt
#¥4/etc/apache2/ss1/www.YourDomainName.com_pub'lic.crtBEFHhith X

# AU 44

SSLCertificateKeyFile /etc/ssl/apache2/www.YourDomainName.com.key
#J4/etc/apache2/ssl/www.YourDomainName.com. keyEHu k5 FEEH L2 Ik

B 4.

SSLCertificateChainFile /etc/apache2/ssl/www.YourDomainName.
com_chain.crt #J/etc/apache2/ssl/www.YourDomainName.com_chain.crtf

R SRR 7R+ UE B 8 S0 F 44

/sites-available: ZHFARFRTHMIERIEN; /sites-enabled: ZHFAERIIZ
E& 8 HrERIEL,

BiHH:
default-ssl.confXHFRIRETFIAE /etc/apache2/sites-availablesl/etc/apache?2
/sites-enabled H3%H,



5. BfTA P& iidefault-ssl. confB§t % /etc/apache2 /sites-enabled X Jeh
B, S Z M A BhOCHK,

sudo ln -s /etc/apache2/sites-available/default-ssl.conf /etc/
apache2/sites-enabled/001-ssl.conf

6. BITA M an 2 EFiNEApache 2/ E 1T,

sudo /etc/init.d/apache2 force-reload

7. 7L M2 g Apache 2055
sudo /etc/init.d/apache2 restart

- #

Restarting apache?
- - [ |

Apache 2[R HEFRIIG, EalEMESRPHiANhttps: //www. YourDomainName . com$ ki
PR, WIS A hER sk G/ NBTPR IR B UE 5 2251y

LHEUEFAH R SRS :

- {ETomcatlii55 &% L %3 SSLUE1;

- fEApachellli55 2% L 3ESSLUES
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- {ENginx/Tenginellit %5 a5 L Z35UE 1

- TEIISHRS5 8% 23+

- CentOSH%iTomcat 8.5/9%FESSLIUEH

- JettylR55 4Rl B SSLUE 15
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AR T CentOSESE FTomcat 8.58593 B SSLE 15 AR/ i,
Hig S
PIERSE: CentOS 7.6 644

Webflii55#%: Tomcat 8.58%9

BEA:
Tomcathhi55 o ma BHEai 22 DKIME R B, i Tomcat B MEBHELFZNI DK AL E,
AR
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M) o
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root(d
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3. fIFTomcat/conf/server.xml, {Eserver.xml XXHHIRE| L RS EGHRITIEM,

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

#gﬁﬁlluj:’%ifl RW<i- - W - RONTERIAIHBEONM IS8, WHTTPSERIA NG
<Connector port="80" protocol="HTTP/1.1" #Connector portf&¥ 80

° connectionTimeout="20000"
redirectPort="443" /> #4redirectPortf&MSSLERIN i
1443, (EHTTPSiERE: %3443k,

<Connector port='"8443"
protocol="org.apache.coyote.httpll.HttpliNioProtocol"
maxThreads="150"
SSLEnabled="true">
<SSLHostConfig>
<Certificate certificateKeystoreFile="cert/
keystore.pfx"
certificateKeystorePassword="XXXXXXX"
certificateKeystoreType="PKCS12" />

#HRFIPA LS8, Rfi<i- - M - OHERFIFBYON N RS
<Connector port="443" #fTomcatpERIAJHTTPSYEConnector port
8443{EH H443, 8443 RNIBITIRA FHE I, eGSR E ;4430012
HTTPSHUBR NG, wli@idikf i, RS4RI IS,
protocol="org.apache.coyote.httpll. HttpllN1oProtocol” #

server.xmUffHiConnector portfG szt (NIOFIAPR) | HIEFENIORIX (1
i protocol="org.apache.coyote.httpll. HttpllN1oProtocol")13—<Ej&11ﬁﬂ

maxThreads="150"
SSLEnabled="true">
<SSLHostConfig>
<Certificate certificateKeystoreFile="/usr/local/
tomcat/cert/ﬁE:h;bﬁZ, pfx" #thibcertificateKeystoreFi lefRFIEF LIRS
2, WIS SUF R UE IS4 - pTX, Bln: certificateKeystoreFile

="/usr/local/tomcat/cert/abc.com. pfx"
certificateKeystorePassword="{F4%&"  #thbcertificat
eKeystorePassword jSSLIEHI#MS, W EIEBE X fEpfx-password. txtHiff)s
e, Bl : cert1f1cateKeystorePassword "bMNML1Df"
certificateKeystoreType="PKCS12" /> #IE A R PEXEE
I}, certificateKeystoreTypefB{ JPKCS12,
</SSLHostConfig>
</Connector>

<Connector port="8009" protocol="AJP/1.3" redirectPort="8443" />

#HRBILL ESH, Bf<!i- — fl - >RSSOI RS
<Connector port "8009" protocol="AJP/1.3" redirectPort="443" /> #%

redirectPortf&¥h443, IEHTTPSIERE K F4430m,
4, ([ feserver.xmIXPERIEHEMEL FA%, LHMHTTPHZIBE MHTTPS

<security-constraint>
<web-resource-collection >
<web-resource-name >SSL</web-resource-name>



<url-pattern>/*</url-pattern>
</web-resource-collection>
<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport-
guarantee>
</user-data-constraint>
</security-constraint>

5. f#fEserver. xm I L H,
6. HgTomcatlik%.

a. fETomcat FAbin HF#H$47 . /shutdown. shHTomcatlii55.

5.0.14/bin/
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1.
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- UbuntuFR&iApache 23 SSLiE15
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