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3.1 CDN{EFJAVA SDKRIFT & F 514
ASONIESTA Y CON{EFIJAVA SDKIIHi2E 17,

B HEZCDN AR Y JAVA, Python, PHP, .Net3HZ#ASIISDK, TENIHZ WM H ASDK
il

EHJAVA SDKRHTZAZ R IRES A R,
1. 5IASDK,
fEpom . xmUSCPFHRIRIIBL RIS, HERIISDKIRA S, 1EIIES MR H ZSDKHL,
<! ==FRMMBT L 2 cor efffgifl cdnfkii-—>

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-cdn</artifactId>
<version>3.0.10</version>

</dependency>

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>4.1.0</version>

</dependency>

2. ¥ltkfkClient,
KA, s ibIAcsClientsizl, REIRESAIR:

DefaultProfile profile = DefaultProfile.getProfile("cn-hangzhou", "<
accessKeyId>", "<accessSecret>");
TAcsClient client = new DefaultAcsClient(profile);

3. FITERIHTIE K
SEREIRAICRS T :

import com.aliyuncs.DefaultAcsClient;

import com.aliyuncs.IAcsClient;

import com.aliyuncs.exceptions.ClientException;
import com.aliyuncs.exceptions.ServerException;
import com.aliyuncs.profile.DefaultProfile;
import com.google.gson.Gson;

import java.util.x*;

import com.aliyuncs.cdn.model.v20180510. *;

public class RefreshObjectCaches {
public static void main(String[] args) {
DefaultProfile profile = DefaultProfile.getProfile("cn-
hangzhou", "<accessKeyId>", "<accessSecret>");
IAcsClient client = new DefaultAcsClient(profile);


https://developer.aliyun.com/tools/sdk
https://developer.aliyun.com/tools/sdk
https://developer.aliyun.com/tools/sdk

RefreshObjectCachesRequest request = new RefreshObj
ectCachesRequest();

request.setObjectPath("www.abc.com/abc/1.png");

request.setObjectType("File");

try {

RefreshObjectCachesResponse response = client.getAcsResp
onse(request);
System.out.println(new Gson().toJson(response));

} catch (ServerException e) {
e.printStackTrace();

} catch (ClientException e) {
System.out.println("ErrCode:" + e.getErrCode());
System.out.println("ErrMsg:" + e.getErrMsg());
System.out.println("RequestId:" + e.getRequestId());

QERMEIER MR, TERRBIEERSH,
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x) .
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AU ¥ LORTHSNIAS S 2 x AR 7
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AT VAP, WERTR,

5

IERNEST (b )

EWRHENDEERESRE?
B3 ML A A F P P AR S5, RS2 BGhRINIRAA I A TR FCTATR L
SnfaTREIR?

B ZCDNZM#ERSS, BRARBDIKGRES . RSB THRIG, RS BREA AL HJCi2
A, REml DURTE B B2 S A RS RIEEEAE A 2222k S CDN SR L 2 =B i

R
< W 2RO 5™ SR S B SGE P, PR S CDNER A FHE A IZAR 55 14T
A, TR SRR ARIA, AR 2, R AR R kA R A g
H.
- QRIS F Al INE X SRR & R4, WA DI TR R TCiL i),


https://www.aliyun.com/product/scdn
https://www.aliyun.com/product/yundunall

6 MEAA

6.1 CDNX#¥cors (i51%) EEEMNTRSFEFEFM
Hifi, CONEJFBEHfcorsP VI IR £ RRLEIAE, ASCRONEA SHERST CDNY™ R a1f
T corsRERL B R LRI,

BRIEPR

1. BESCDN#HI G, Hdida B,
2. IEFFREACE corsRERIRAY, AdEPE,

AR

3. MR FACE > HTTPL, BAdiim,

tERER AL


https://cdn.console.aliyun.com

4. BLESH, EHAccess-Control-Allow-OriginZ#{,

HTTPizE

=40 Access-Control-Allow-Origin

o
T
|||||I|

@ BEWI:

Z ¥ Access-Control-Allow-OriginfFBUEAZ R 2 A4
5. BLEZS%, % Access-Control-Allow-MethodsZ#L,

HTTPXiRE

#27  | Access-Control-Allow-Methods

AREM
- HETASZFRHZIEATM, W*.12345.com, {{SCHHEARHPLAL,

- HAi{CFC B — 2 A4 i
- BEEHOSS” MERTRNS, O0SSHCDNF-&FINAELE Cors, CDNALE I 5 0SS,
- BTN HCRIRSAEECS ™ b, BB T8, #ASSCEE R CDNIE, CDN{H

BACEKCorsYifig, PONERSIFER,



6.2 AN{AT L IBRF IR ?
a) e
AP ERRSE IR, B ZCDNAGE AP IER IR & R S AU S5 . Rt = ik
ARG B, BT H ZCDNFHR A (NN S5 . Al b BIOR 5 ol 284 BRI A ?
Bt
VSRR X RSSO 2R (RS PEARE) o BMEXIRAEH TP ERRENE 1
W, BAEREE
AR E R, BIATES WCDN PR R

-

Bim:
FIMEREEE, PEMC. PESENEIN,
1. B3 CDNEEHI A,
2. ARSI, adiipERL
3. WA BB, Ak FARERA N LA E P,
4. fERARE R IX IR, SadisdicE,
5. AEMEEXIBONTEHE, KX iEn 28 (A ShEAR) o
6. Hulifiise.

FiEZ:

BRI 55T P ZCDN, KR CDNRSS, & FRsesdin rEFE AR =
CDNO


https://www.aliyun.com/price/product?spm=5176.11785003.0.0.35fb142fhAj29B#/cdn/detail
https://cdn.console.aliyun.com

7 PSS

7.1 CONE Mg P Rih R R E
iR BRAEAK
- L REHEIX % ping AMECDNII A
JRE . P AL R VRS S s B P A SIS E R v R RS B Y RO
R,
- W2 PN EBCEZ A, HEAMX I P NCDN S £ _EZ RN 2 B e Z i sk,
BRI s WA R A AR R, SIS E R
- W83 AN P CDN A L 20RO s RN
JRIA: ViR AECDNYS i s,
BRAR
)1 : B X H P ping ANl CDNIFINEE 44

1. HEEH PR R SRR R (H i) BAECDN#E R G 19 R H g 44 2 S £ CDND
D o Phycc.pier39.crohfill, BALEvbFih, WHEEH S BARESRR U FER:

= L= 3

.Jgame.cn 5 ==

| ame.cn

IR TCIE R S5 R TR, PRDASAAEping NERITEDE, BRI I REVHR IEAE 52 |
a}o



2. HRIEHRAIPingiklE, EFIFRVIMEIP, BSLIXIPRGRCDNAIP, PAIP:
1.2.3.4, Btzihu-live.pier39.cnohffl, &I X BN 75 TAE R & X IP CDN 1 £,

SR P I RARCDNYIRIP, SR PRSI DL

- AP AR S A BRI (SRR P 2 i) 3 s kA4 R BT S L)

- AP REAIEHostUUE, K& A mHlEN 2] 7 A TP,

- AP AMAZEDNSENFE, XM, IR P AROT RSN, I HEE A s e
DNS MR Y2238 5 UG Y1 14808 HALKIARIDNS, WRBFE 0L ™ ®, JF HIcik
fiEot, WITREE PR N2 IR S5 P B R B R 2R IR DL 5

3. HOAMIBRping W sIP, PARMERAMK TR (lkl7ce.comBENATER) A EFRN
BN RIP, REFENE (MEMR: &AM PR SRR RSRE M, AR
PingiZ VW siAd) , IXAMESZ RAETERER AT REMERR  (S5a PRI A IS A TE
wET)

4. L P AMEftracert (winFpl) sK#FHtraceroute (linuxFEHl) FHZIPHATIRIIFHR (L5
BRI, HURS SRR M B M BERS 8, MTRIEEAIN L HWYAER
FN100%, FHMHEEY SER—ERFEE NGB AN R (PRARER ZERN0%I)
B D |, WS IFE B AR U2 MR AT REPEEOR, PRSP BT DA%
X SLH
W] A A2 EOR R A REf THES . EubImISR R P Ry 75 3% TR P B R M A i
localDNSJyHADNS  (FL4nrafE 114805 P H9223) F HRlH A DN SR 47, fi HLi
FIHAMERT AR, BRIk, MBS GERSIRM,

2 : RO 2 )G, SEAMXK I P CDN i p b ST SIIRa iE de Z wi RS

1. Ik% /13252 ping CONMEISAL R, STRI% P i35 sIP,

2. BTV AR AR CDNIYI S, ST T jig i 11 35 92,

3. HHECDNIIACE, % P IREEICDNYIR, PASXCDNMIIRSS (gp Bl 2o gt A g s
& — P CONy gt oSt B # #0152 P CON e dsk 2% A A5 ok % b B# g Hos i
BIIA#IR 2 TR IF IR IN 57 BACUrIe i # i 4 i g pycur! -H * Host: A™ ™ B” #yyy it st sz Host
SR 2 0% P B CON g 44 9% sz HOS U A4 bt SRk P 1) 5 SE DRI


https://help.aliyun.com/knowledge_detail/40573.html

OIS, JEBEAR — NIRRT E, ARl 1S 2 15 ) g5 SR ] e R A —FE
15 s liAfE Elresponse headert i a2, HWr 2 &M% P BRI X2 A
XHAImR G —B, HEEILAN:

- content-length K/ —

- last-modified(WIHA) : BB RR S —3

- Etag/Content-Md5 (WIAH) R&H—

iR =AM A RA B, RSN S LSRR A BN, Bid=
s, SRRl (BRZIVMEESAERHET) Hrb i = rU2 m R e AR IR0 .

% | Headers | Preview esponse  Timing
P O e T = WS T~ WOWT IR et
¥ Response Headers view source

Accept-Ranges: bytes
Access-Control-Allow-Methods: *
access-control-allow-origin: aliyun.com
access-control-expose-headers: Etag
Cache-Control: no-cache
Connec tion: keep-alive

| Content-Length: 681a9 !

| Content-MD5: u2hwJfb5jQ0ioKtImcFAkQ== |
Content-Type: image/jpeg
Date: Tus, 83 Oct 2817 €8:82:48 GMT

ETa: "BB687825F6F98DE3A2ABABAG09C14891"

‘ Last-Modified: Tue, 83 Oct 2017 88:82:35 GMT |
Server—Tergis
Timing-Allow-Origin: *
Via: cache35.12et15-2[6,288-8,M], cache28.12et15-2[7,8], kunlun5.cn198[15,288-8,M], kunlun7.cnl98[16,8]
X-Cache: MISS TCP_MISS dirn:-2:-2 mlen:-1
x-o0s5-hash-crc6decma: 117981952648139311
x-oss-object-type: Normal
X-os5-request-id: 5003442095B3282E13A4D154A
X-0s5-server-time: 2
x-oss-storage-class: Standard
X-Swift-CacheTime: &
X-Swift-SaveTime: Tue, 83 Oct 2017 68:82:48 GMT

4. ERBEEIAOK, I HinZid 2 E 3 m ESUPFRBAmPEN S A — BN O, MRA=IR
RPRFNIZURL, SFR291050 80 2R R0 (RIHTESIN L 5~105080) |, QIERZ IRRIH
JG B ARG, 5 T,

A X R P i I CDN g4 _E S BIRE S, RO E

1. W P iR IP R & CONI Y RIP, 7555 )i 10 432,
2. HFEE R ECDNY A S RA7 VARR Pl nd BRSO, SRBn] DA 2 R BT, R
X% P CDN L1iX— B e s 75 TAHEE I P fERESS ISR TS UL T, A8 HAE AT e
WHRELR, P3networkbs%: F, DAL VIFURLAG % Vi, networkhs
BF, SEHEPYRRIBAURL, #Elgeneral /request header, F&MH LRIV RI%



i, #Erequest URL. remote ip. requestUrl EEFViMIERZEUhttp: //x. x.x.x/
cache/CDNIJiMURLE#H remote IPIECDN i fiIP, I FEHXRMNEE)#5:

2G 4G, | =
Sl S =

T45:01 W 27¢

@ http://d.y>=pem22,com/lymj.apk

TTR/.1 302 Found

Connection:ct
he/10,2595,293,1 40/cache

Location: hittg

12120

aa/c0ranan/ T/ cOM 0 2/eal04/DI B 4730 3T/ Iym|.apk

TRDRHA S E IR, REREES.

PR

Qv A0 b i RS PR SR S A

CDNYi sIPkESE 5



8 M E I

8.1 ANfaIf# RCDN#ZH & T A MRS R BYIR)ER?
R
GHICDNPHI RIS, LR E AR AR €, FEREATIMER IR
WUk
IERBTTRE PRI TCTR NN, R EGRCONRR, 5 FRIERS, 205 A AR
Wbk

8.2 WNeIfE R ECDNEY, #sE “HNFLSEBARS
BIAccessKey, ETRIRHCNAMESERRSS” BYiRIRR?

fn] Pl il accesskeysfRiRiZ i Mg, A, 2 Wiunique_38.

8.3 UNfEI AR/ REEACDNINESS, TIEHIIZ A IIEAYRI=?
AR EE R CONALE Y MIURLK, R A w0, w POdan SRERoZ M,
1. VilJEk, @RS THEF Content-Length/2 %5 M0, W REiR,

® Zhang/test/downloadpic?url=/weiyuan/2017/25/14981164231589 0.jpg

[k O] FElements Console Sources Network
[

Y | View

Group by frame

Hide data URLs

Al XHR JS CSS Img Media Font Doc WS Manifest Other
20 ms 40ms

Name X | Headers | Preview Response Timing

=] downloadpic?url.. Remote Address: 180
favicon.ico Referrer Policy: no-referrer-when-downgr
¥ Response Headers
Age: 104412
Cache-Control: max-age=259200000
Cennection: keep-alive
Content-Length: o
Content-Type: image/png
Date: Te;—67Hov 2817 01:22:57 GMT
Eagleld: 7ae3a4a715101221895604667¢

2. W Content-Length 0, #Zn] BLFHRIENG, FHNRE&IE M LG Transfer-Encoding:
chunked, HITCDNAZFFZLER, HHEMERERIRT,



CDN W) ) 8 WREAL P

8.4 SNAHIERIS/ZFFIRCONIEBRIE R KA ?
Android¥afifE/MERF ViRICONHTTPSHR, HHBEIEFAR RN, n] DU 5 B THE
7
1. fEAndroid¥at e/ Y i CDON A UE BRSSO 5L, i HEAth A 0 B 25 b iy
RIEWE, HeApRUES R S EERE,
2. BERHIEPHER G, R, BIARUERRENE,
3. HEER AR SNINIE SRHNZIE, IR AndroididsE i b 24 55 .

4. srbnigg PR R RS avin, SRS AR HUE A Certificate Unknown )il
HReset, FFHEBZ A MKISSLIFRMIFASNIEE, WAL RM FE:

8-1: EF IR SRS 2RI HIEBEHREH RKERSTE

1397 34.494722 192 o =, 104 122 88 e, 206 TCP 54 1@
[ 1390 34496324 152 W MLle4 1m e sz 21 Q

8-2: P IRIEHHISNIE R

Extensions Length: 94
» Extension: renegotiation_info (len=1)
v Extension: server_name (len=18)
Type: server_name (0)
Length: 18
v Server Name Indication extension
Server Name list length: 16
Server Name Type: host_name (@)
Server Name length: 13
Server Name: s lu ol f &8

24 SORSRA: 20190918



5. #ACDN T KUk S5 a5l k5 2 A RIS, IR ARSI, CDNIRSS d:mg bl
WEB O :

Frame 285: 1453 bytes on wire (11624 bits), 1453 bytes captured (11624 bits) on interface @
Ethernet II, Src: LiteonTe_05:fe:d9 (ac:b5:7d:05:fe:d9), Dst: dB8:63:75:bd:fe:95 (dB8:63:75:bd:fe:¢
Internet Protocol Version 4, Src: 120 M MN.206, Dst: 192 vemm sml.2
Transmission Control Protocol, Src Port: 443, Dst Port: 42346, Seq: 1453, Ack: 181, Len: 1399
[2 Reassembled TCP Segments (2423 bytes): #284(1371), #285(1052)]
Secure Sockets Layer
v TLSvl.2 Record Layer: Handshake Protocol: Certificate

Content Type: Handshake (22)

Version: TLS 1.2 (@x083e3)

Length: 2418

v Handshake Protocol: Certificate
Handshake Type: Certificate (11)

d vywvwvvwyvw)

6. RPEZNHRIMEA R SBOZME, 10 S P RIS ] PLEERTX S8R0 SR UE S DhRE. Sih
[IE 575 W S E R,

=l am

LT L)

L ‘s nCyRr com

LL[ 8 ENEEEEANEAE.

wiEn: DugiCen Ing

T neEZATE

- | uEEm _
¥ RapiaSsL RSA CA 20%8
¥ @En
BENGRER mx
. LUt

ARSI ERMSE | EEEERE

s s B W S T Coouie f BST & 8 Cooum axe

PO T NN L L] RSN ' im;r”—

TRT
E ]

mEn

WHENE (TS _ECOME_REA WITH_AES 178 0CM_SHAZSS, 128 O@W, TLS L3

TENNANAEENANEEN I HEEYE,

FL o S RN LGEN BT DEDE-F o TR LR SR T P L T

[1.1 8

‘ =10

8.5 MNEAIHIEETURLES s FCDNEFHIER?

fEFICDNJG, #5n] LU ST R A ik, 25 Vib P2 & e CDNEE, HikT
e



1. i Chromesk & KINKYERY, FEXVEAA M, FEF12FT - MYERs At m, RaEEEmL
mNetwork,

# Y { ) = pma HTML css BE Do
we | B & | =8 HTML CS5  JavaScript  XHR
| URL v i Fih | EEIP |

FEEECE S, EEt A a3 ET.

0B



2. Vikl—A ks, HBEWRLERPIIX-Cache 7B
- RMISS, R G PCDNSRAE, MR,

vougalN— 7 i c
(8 wiEEs | ) JanEsEs [ FE L8 [ 404 Not Found || BERIE B =8 (EE=Rs)

# O ¢ ) = m=ma HTML css & DOM | @ v | Cookies
e | Bl BE | 23 HTML CSS JavaScript XHR BF B EE =&
== WF HTML 75 Cookies
= MEEELER
Cache-Control pri
Connection k==p

Content-Length 1254
Content-Type imaze/EWF

te

alive

Date Wed, 23 Dec 2015 07:01:40 GMT
Eagleld d=43B54314508540996932968
Expires Wed, 23 Dec 2013 O7:00:40 GNT
Pragma nccachs
Server Tengine
Timing-Allow-Origin *
Via 00-C, M], cache54. 122t2-1[43 0], kunlund. cn178[45, 200-C, M], kunlun9. en178[45,0]

X-Cache

X-Swift-CacheTime ¢

X-Swift-SaveTime Wed, 23 Dec 2015 0T:01:39 GMT
cache-ctrol no—cachs

[

- WoRHIT, Bl Y CDNGAE,

- LS

e i T e - | B cC
[2h smimms | ) yanssies [ fEEE [ 404 Not Found | | BERIE B =9= (Bg=rEs)

3 suunmannian
T

# O ¢ ) = m=ms HIML css BF DOM | WS v+ | Cookies
e | ERe B4F || 28 HTML CSS  JavaScript XHR BEE BE EE =E
URL = - Hih oz IP FIElES
- GET 19aRasreseee296.jpg SoERE T 52.2KB ZEWRSERIRRNE2?:30
HHERE WE S5
= WEELHER
Accept-Ranges briss

Age 10503

Connection keep~

Content-Length 53420

Content-Type imaze/3

Date Fri.

Eagleld 5a78b30a145085443

Etag "22a=f-d0ac-3231

Last-Modified Wed, 04 Nov 201
Server Tengine

Timing-Allow-Origin  *

52. 12et2-1[18, 0], kunlung. en125[0, 200-0, H], kunluni.cn125[0,0]

X-Swift-SaveTime Sun, 13 Dec 2013 02:44:45 GMT

MBEEARMBDL, R TR,


https://selfservice.console.aliyun.com/ticket/createIndex

8.6 NI IECDNH FIH &R % FEHI403(n) & ?
IR R B 5, Wl AU cur Lan 2B 5
e referip =&

B referiz B, WHE,

jim=padeMacBook-Pro:~ jipspe a0y curl -voa -e "http:// 9 cn" http://
Rebuilt URL to: http:! /
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
0 C] 0 0 0 C] 0] 0 --r--re- m-emten —oro-res
TCP_NODELAY set
Connected to ¢ 4) port 8@ (#0)
GET / HTTP/1.1
Host: i jgmisgmeiaii &n
User-Agent: curl/7.54.0

Accent . X /x*

Referer: http://

0* Trying 1

HTTP/1.1 403 Forbidden

Server: Taugire

Date: Sat, 08 Dec 2018 12:36:17 GMT
Content-Type: text/html
Content-Length: 254

Connection: keep-alive
X-Tengine-Error: denied by RefTerer ACL
Via: cachels . cnl57eT, 4u3uus]
Timing-Allow-0rigin: *

Eagleld: 6525b7a315442725770753781e

*
*
>
>
>
>
>
>
<
<
<
<
<
<
<
<
<
<
<

-~

[254 bytes datal
100 254 100 254 ] °] 2489 0 --1--1-- --:
* Connection #0 to host ¢ cn left intact

HES S BT

1. HIHDHMEE. M LEEHBHrequestifikihttpkiifirefer examplel.cn, 4034
%, BIRHIRME R Mdenied by Referer ACL.
2. HlWirefer examplel.cnShliESexample2 . cnBE BB BE /& & VAL,

3. BRI E.
ERVHRERNIRETE, WSF#unique_43,
gt TR E M Rreferer RILAL F3(4035 14,
fRDLTE « fEDIRRERCE N A4, K llexample2. cnBInl, #{E/7%1E2 Wiunique_43,
FreferifR1&IN

DBrefertzRmBfl, WHE,



&MacBook-Pro:~ ;
Rebuilt URL to: http://ci ¥
% Total % Received % Xferd Average Speed
DIGED BT AEED]

0

o$ [curl -voa

Attp: 7

Time
Spent

Time
Total
0 0 0 -—le-
TCP_NODELAY set
Connected to ¢

GET / HTTP/1.1

Host:

User-Agent: curl/7.54.0
Accept: */*

] 0 0

% *

n (1 8) port 80 (#U)

HTTP/1.1{403 Forbidden

Server: Tengine

Date: Sat, 08 Dec 2018 12:48:50 GMT
Content-Type: text/html
Content-Length: 254

Connection: keep-alive
X-Tengine-Error: denied by Referer
Via: cache5.cnl576[,403003]
Timing-Allow-Origin: *

Eagleld: 6525b79915442733301371586e

ACL

AAAAAAAAAAANVY VYV YV

-~

[254 bytes data]
100 254 100 254 0
* Connection #0 to host ¢

992 0 --:--:
1 left intact

Time Current
Left Speed

——a- 0*

Trying

<« C O TRz in Y 6 0
. [® (] | Elements Console Sources Network Performance  Memory  Application  Security  Audits Pox
403 Forbldden ® O | ®m ¥ Q | View I= = () Groupbyframe Preserve log @@ Disable cache Offine Online v
It Hide data URLs (A1) | XHR JS CSS Img Media Font Doc WS Manifest Other
You don't have permission to access the URL on this server. 20ms 40ms 60 ms 80 ms 100 ms 120 ms 140 ms 160 ms
Powered by Tengine
Name X Headers Preview Response Timing

SN
Server: Tengine

Timing-Allow-Origin: *

Via: cachel8.cn1576[, 403003
X-Tengine-Error: denied by Referer ACL

fRequest Headers . vie

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, im
age/apni+/%; G=0.8

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9

Cache-Control: no-cache

requestdi Frefersk (

1 requests | 535 B transferred | Finish: 155 ms | DOMContentloaded:

HES S BT :

c keep-alive

Host: ct.pier39.cn

Pragma: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_0) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36

1. HHRMEE. M EEEHrequestifisRifhttp ki fireferZE, HM403551%, HAHIRME

& lydenied by Referer ACL,



2. HEME A example2 . cnik BB HER 2% fo Vs id i Y as st kA B 2 i W BT IR URL,

ReferBhass :
Refers 2es A& A
B oExERE ., B-HERESEsRATAN. BesESEs
SHHIA T,
FRLE
SREEEAIES M ReferS B BRI s b com A LIS
a.aliyun.b.comaa.img.b.com3F
BT HE B EREURL
fEITEE Referer=EAMAICONER

giie: TP EA RV referer Vil S 24035 1%,

ROTTIE AR RERCER A b, &3k fo Vil o D SE AR 2 VT I BT IR URL, TR
B, 2 W#unique_44,

@ BiHH:

DLV B AT fEA HE RER U

g =]

8.7 WNfAIHFECDNfIR] 7 & R CONTI Rk Z M45IA) R ?
HITHEECDONFIAR B RCON AT R MAEINE?
MFHEREF 7RI ACDNR, BT, ViSRRI, IS Rk

- #HLocal DNSREEIEH,
Villhttp://tool.alikunlun.com/doc.htm1F3F#&HFLDNSHIA I IPHkE R & IEH .



ko Sy NI [FErg by e B

A hosts SRR AP RUIRIA,, SRR RE A4 L 1 1) 2R
o, MAZEPHEZCDN, WERGXFEE Vi SRNG5S as I oA s, SRR RERIR 55 8 i
WY M,

host x

Copyright (c) 1993-2009 Microsoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
BE localhost

HECDNEAGIEH,
I p i ngERAMINERA R EIE, W pingi@, BEIHCDNYIMIEHR,

Prping

REERMRR, WL T,

8.8 WN{AIHEE CDNAZHrCNAMER A IE & 1A il BY a) @ ?
PR -


https://selfservice.console.aliyun.com/ticket/createIndex

fEHICDN)G, —Zddfitest. comfl —dlAwww. test. comf@bifh, KM —Fddifstest.com
AT, Zgd84Awww. test. comJEiEF T, mgheiiutG, REIREViM,

[root@Enetwork ~]# curl -I -x 1:
HTTP/1.1 280 0K

Date: Mon, I9 OCt 2015 02:31:27 GMT
Server: Apache

Vary: User-Agent, Accept-Encoding
Content-Type: text/himl; charset=utf-8

[root@network ~J# curl -T -x 11 0:80 wn

HTTR/1.1 582 Bad Gateway

Server: Tengine

Content-Length: ©

Connection: keep-alive

Via: ko7 26[0,502-257,M]1, ku ~ 26[66,0,502001]

[root@network ~]# Jj

53 :

W T, AR T R—ACNAMEHL: test.com.w.alikunlun.com, %
ACNAMEX M —/N44, AREMH FIHAKCNAME L,

JROSTTR:
¥ R Awww . test . comJCNAMEH @i M #llwww . test.com.w.alikunlun. comBnJK
EO

[root@ . t]# nslookup www. D20
Server: ‘B BT
Address:

Mon - lethl]Fl'td'tl 2 answer:

Wi cn  canonical name = www. i w.alikunlun.com.
Mame: www . T JW.alikunlun. com

Address:

[root@El <1# |

fEdT, 2 WHunique_47,
MBIEEARMBDE, R T,

8.9 SAIHFE 1 1RI CDNANE FFIR IR ZSE54 038V R E?
HE5H BUBIE L 77 S HE Vi ) CDN I BB IR A 40 306 FLIAJGHIA -

1. i#i3d Chrome % a5 TIFCDNINER — N BIEURLEER:, TP RE LR,


https://selfservice.console.aliyun.com/ticket/createIndex

2. HEEE R HEN, EERIRHX-Tengine-Error:denied by req auth: no url

arg auth_key,

{103 Forbidden |

XD, RUTRRAER. TRAIBN,

® 0O Elements | Network | Sources Timeline Profiles Resources Audits Console
® O WY | Vew = = Preserve log W Disable cache | No throttling v
Hide data URLs [0} XHR J5 CSS Img Media Font Doc WS Othe
1000 ms 2000ms 3000ms 4000 ms 5000ms 600¢
Mame % | Headers | Preview Response Tin

H 0063598... RSIEC

| faviconiico

ge
n/@B635986-d@ef-4583-881le-8d3eb35e7d50%20%281%2

Remote Address: Z

Request URL: http://

9.mpd

Request Method: GET

Status Code: @ 483 Forbidden

¥ Response Headers

Connection: keep-alive
Content-Length: 161

Content-Type: text/html

Date: Thu, 19 Nov 2015 11:41:38 GMT

al -t
Kengine e by:regiauths o wdarg:a Jt'v_ke;l

2 requests | ..

S —T—
Console | Emulation Reﬂ:e‘mg
® ¥ <topfamer ¥ D Preservelog @ Show all messages

3. WISRRANTES, WSROI 7 CCRiIIRE.

H2 WH#unique_49,

The website is under attack, You have requested too frequently

CCRiFBRMIgn T«

B iim 1501k, URLIAER b,

IR i

BorenimIs00ik, ABIEURL, INhREK,
- PiFKRIE Cookie, #r¥HViMI100MK, N,

XAMESR T, AP H CRIPIAIPEI44 L,
4, GRPRE R OSSR, fR#5AccessDenied, ZEnDfERE EAFFY, $R21¥bucket,

L C |0 n/00635986-d0ef-4503-881e-8d3eb35e7d50%20%281%29.mp4 7 o
o @ EE—F, aetE (0 2A Joss (Jedn [Jrds £ Kvstore [ #itisphpilit [ odps [ ecs 218.244.1407... [ B

This XML file does not appear to have any style information associated
with it. The document tree is shown belowm.

v <Erzor>
<CodevAccessbeniedd Code>
<NessagerAscessDeni ed</ Message>
<RequestId>564DBT B8 5CDE4EDCAET MDD/ Request 14>
<Host Id> </HostId>

¢/Exror>

X bucketiZ B 7 FAHIXFIMEDL,
X RbucketA stiFrefer 72 iXpi i,

® O | Eements | Network | Sources Timeline Profiles Resources Audits Console
® 0 =V = = Preserve log W Disable cache | Mo throttling v
Hide data URLs (2 | XHR JS €SS Img Media Font Doc WS Otf
100000 ms 200000 ms 300000ms 400000 ms 500000 ms 600000 ms
Name * Hesdier
|| 0063308.. Status Code: @ 483 Fo
| faviconico | v Response Headers ew source
Access Control-Allow-Methods: get
Access-Control-Allow-Origin: =
Connection: keep-alive
Content-Length: 223
Content-Type: application/xml
Date: Thu, 19 No 815 11:58:49 GMT
Server: Tengine
Timing-Allow-Origin:
Via: ¢ :-1[94,4@3-0,M], L[95,8], 2[232,403-
e,M], ki 2[2 1

2 reguests | ...

X-Cache: MISS TCP_MISS dirn:-2:-2

564D87988C0E4EDCE4ETASDD

X-Swift-CacheTime: 1
X-Swift-SaveTime: Thu, 19 Nov 2015 11:58:43 GMT

TR ERMBAURL, HAGEITHCDNIIEIESEL.

T bucket MBG R HERC B I BTN,



5. fIFFURL#EH AR CDNIR A, HRMH ¥ CDNRER, HifR & dreferfifl, @IRResponsesk
"1 X-Tengine-Error:denied by Referer ACL, Wl#iirefer % EA LM,
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6. ghe iRy, 2mik)y&m403, http responsesk, CDNMILIMIL2Z{FAIA G, BiHHZIR

s g403,
® | Headers | Preview Response Timing
¥ Response Headers IewW source

Accept-Ranges: bytes

Access-Control-Allow-Methods: get
Access-Control-Allow-Origin: *

Cache-Control: no-cache

Connection: keep-alive

Content-Length: 71853p4

Content-Type: video/mpd

Date: Tue, 15 Dec 2815 11:25:26 GMT

ETag: "DF1SAA4FALB6FBOT7CGAAICFREEBABRTE"
Last-Modified: Fri, @6 Nov 2815 11:37:15 GMT
Server: Tengine

Timing-Allow-Origin: *

Via: cz -1[79,208-8,M], c 1[18@5,8]]
[ .9[159,288-8,M], 3[202,8]
X-Cache: MISS TCP MISS5 dirm:-2:-2

XAMEDLE, ol DHEERNR SAME, ghEhostE, MIARGIRM403,
MMEGEARMRDE, R T,

8.10 YNl RCDNE AN HIE T =i 10 T E AV R & ?
] IR -
- W81 ping @ CDNRINEEA

JRIA s RERIASHUNSS S 5 9 PSS S o el s ARSI B2 v v () ey Lt PR Y i
i,
- 2 P ECIEZ I, MCDN s BRIy s wii R S

RARARL; SR AR R s PARHIEE BT
- W3 Pl CDNAEEA S SIS, RSP

JEIA : Vi RIECDNYI £ #EhHs,
RRTTSR
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WRIPRAGAAERNE (B A Y5 P R E A, Al thPing @i
2O, XRMESE RAATE SRR RETER R (Wit RIRAI LA IR

4. feARHflftracert (winFEHl) sk traceroute (linuxFH) FRMFZIPFHHEAE R

R, BRSNS B PSRRI . MTRIE AN % : B EEAR

H100%, FFHMNHY SR — EEEEE — A BN (PRARER R 50%01)

Bl R) , WS — A G R AR AU S AR REPEEER, TR IR, 2
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- BUNEBOUEZ IR, MCDNYI R ERH 2 S Z RS

1. K& FAYIP2 & )3 CDNAY 1 KLIP,
2. HYECDNRIACHE, 4 CDNTIRMITEN, hE TN, HER:

- CDNRyFJiHostALE, BIANCDNMNERAMA, WA NB, FEHostALERNA, Hk
2 cur AT A2 B% curl -H "Host: A" "B", WIHEZEEHostL
1k, IR2PLIZH CONINEIE A S5 HostEI 4% P g iR TP |

- AR E PR OS2I RS R BT REA—RE, iS4 #lresponse headert i 5
B, AWime s R B —8, AW RILA T :
B content-length K/MNE#—3K
B last-modifiediHBHIN ] &5 —5
B EtagfilContent-Md5J2 & —5

X | Headers | Preview Response Timing
e e

¥ Response Headers view gource
Accept-Ranges: bytes
Access-Control-Allow-Methods: *
access-control-allow-origin: aliyun.com

access-control-expose-headers: Etag
Cache-Control: no-cache
Connection: keep-alive
‘ , Content-Length: 68189 !
| Content-MD5: u2hwJTb5jQ0ioKtImcFAkQ== |
Content-Type: image/jpeg
Date: Tue, @3 Oct 2817 ©3:82:48 GMT

ETa:: "BB687825F6FI98DB3A2ABABAO39C140891"

Last-Modified: Tue, @3 Oct 2817 @8:82:35 GMT

< T |
werverTefgin

Timing-Allow-Origin: *

Via: cai -2[6,280-8,M], © -2[7,8], k 2[15,2@8-8,M], | a[16,8]
X-Cache: MISS TCP_MISS dirn:-2:-2 mlen:-1

x-o0ss-hash-crc64ecma: 117981952648139311

x-oss-object-type: Normal

x-oss-request-id: 5903442895B3282E13A4D15A

x-oss-server-time: 2

x-oss-storage-class: Standard

X-Swift-CacheTime: 8

X-Swift-SaveTime: Tue, 83 Oct 2817 68:82:48 GMT

QSR B = AT — A — I DL, B2 nTA IS i ESCPFRIEA 3 W
FHEAAERINEOLT, 3B = s R PRI,
3. QIR B EWIAAROK, g2 i AR ST FI I PR SO A — 2, B RlHt
ZURL, SFRF100 8GR0 (WIHESBIN LI N5~10208) |, QIRZ RKH 2 )5 s
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L. KWV ATP 2 5 M CDNYI RITP,
2. HEECDNYI AR R ERAF ¥ IH P ulind LISCE, T35 ko
3. HEE% PUFICDN LUXBEREH .

a. I Chrome MY R E TH, UliE|Network ek 5i A Vi URL,

b. ViR URL, EHLPAVIFNEGL. Hi¥frequest URL, remote ip. requestUrli:
BEVMERXREUhttp: //x.x.x.x/cache/CDNE#FHremote IPIECDN i 51P, 4l
TEBXRE B -

2G, | 4G, | —>
all al

= T45:01 &P 27

http:// nj.apk

W2, BRERRHAMSE GBI, RERIE.

8.11 dNfAIfE R B EACDNILRIE, #3504 Gateway Time-outhy

)R ?

JEEE s PR RAE Ol T IR R 53, T CONDISHCEIRRINE,  1R PG 7E30s N
B, CDN2$ER504 Gateway Time-outfiii,

MBIEEARMDL, R T,
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THZYE
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k-Pro:~ '$| curl -voa http://
% Total % Received % Xferd “Avera = e Time Current
Dload Upload Spent Left Speed
0 0 0 0 0 0 0 O --l--lem mmlemles melemlas
TCP_NODELAY set
Connected to «© | 1 (1 8) port 80 (#0)
GET / HTTP/1.1
Host:
User-Agent: curl/7.54.0
Accept: */*

0* Trying 1

HTTP/1.1} 503 Service Temporarily Unavailable

Server: Tengine

Content-Length: @

Connection: keep-alive

Via: cachel6.12eu95-1[0,503-274,M], cache42.12eu95-1[101,0], cache6.cn1576[114,503-1281,M], cache6.cn1576[115,114,0]
X-Swift-Error: forward retry timeout

Age: ©

Ali-Swift-Global-Savetime: 1544274482

X-Cache| MISS TCP_MISS dirn:-2:-2
X-Swift-SaveTime: Sat, 08 Dec 2018 13:08:02 GMT
X-Swift-CacheTime- 1

X-Swift-Error: orig response 5xx error
ming-Allow-0Origin: *

Eagleld: 6525b79a15442744823026664e

A AAAAAAAAAAAAAANYYVYV VYV ¥ %

M EERIBABRFIS03MRS5 AT HEIR, RN BB FIx-cache amissEIRIFR, swiftiiiiisxx,

SRE IRUHIP SOMIPEim, WIRBRNViMgHELSE, WBE webiss s fer bR S 80u T, AR
2, BIwebRS M 5o

] i:MacBook-Pro:~ j& o$(CUFT -Voa ntep./

% Total % Received % Xferd “Avereage—Speed
Dload Upload

0] 0] 0] 0 0 0 0 O --i--i-- s-lesies s-le-re- Trying 1
TCP_NODELAY set
Connection failed
Failed to connect to 178 =7
Closing connection @

curl: (7) Failed to connect to ! 2 port 80: Connection refused

*

*

* connect to 108 .IF LH.72 port 80 failed: Connection refused
*

*

¥% T2 port 80: Connection refused

MEL LS RETIE, CDN S03#hEIREDN IR ey 5. (SREBDIRSS avaie, Mhis5as
BCE 1 BATP Y ) R EFRHISE)

RT3 :
Rn] DU A PRS2 15 BRDR IR 55 4902 e S S el @ 4 S BN 50383 1%

8.13 NI R{EACDNIRG, MuLFS:EihIREY(n)=?
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WRBEIPCHE @M FICDN, HFRiz4 PR URLAENSGESE T VM, WRHES
IS CDONIERSGHI ViR, BEiHESthosts X fF, #N12.12.12.12 www.a.comJf{RfF
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