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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and
conditions of this legal disclaimer before you read or use this document. If you have
read or used this document, it shall be deemed as your total acceptance of this legal

disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website
or other Alibaba Cloud-authorized channels, and use this document for your
own legal business activities only. The content of this document is considered
confidential information of Alibaba Cloud. You shall strictly abide by the

confidentiality obligations. No part of this document shall be disclosed or provided
to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted,
or disseminated by any organization, company, or individual in any form or by any
means without the prior written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades
, adjustments, or other reasons. Alibaba Cloud reserves the right to modify
the content of this document without notice and the updated versions of this

document will be occasionally released through Alibaba Cloud-authorized
channels. You shall pay attention to the version changes of this document as they
occur and download and obtain the most up-to-date version of this document from
Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud
products and services. Alibaba Cloud provides the document in the context that
Alibaba Cloud products and services are provided on an "as is", "with all faults
" and "as available" basis. Alibaba Cloud makes every effort to provide relevant
operational guidance based on existing technologies. However, Alibaba Cloud
hereby makes a clear statement that it in no way guarantees the accuracy, integrity
, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial
losses incurred by any organizations, companies, or individuals arising from
their download, use, or trust in this document. Alibaba Cloud shall not, under any
circumstances, bear responsibility for any indirect, consequential, exemplary,

incidental, special, or punitive damages, including lost profits arising from the use



or trust in this document, even if Alibaba Cloud has been notified of the possibility
of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to
works, products, images, archives, information, materials, website architecture,
website graphic layout, and webpage design, are intellectual property of Alibaba

Cloud and/or its affiliates. This intellectual property includes, but is not limited
to, trademark rights, patent rights, copyrights, and trade secrets. No part of the
Alibaba Cloud website, product programs, or content shall be used, modified

, reproduced, publicly transmitted, changed, disseminated, distributed, or
published without the prior written consent of Alibaba Cloud and/or its affiliates

. The names owned by Alibaba Cloud shall not be used, published, or reproduced
for marketing, advertising, promotion, or other purposes without the prior written
consent of Alibaba Cloud. The names owned by Alibaba Cloud include, but are
not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other brands of Alibaba
Cloud and/or its affiliates, which appear separately or in combination, as well as
the auxiliary signs and patterns of the preceding brands, or anything similar to
the company names, trade names, trademarks, product or service names, domain
names, patterns, logos, marks, signs, or special descriptions that third parties

identify as Alibaba Cloud and/or its affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information
indicates a situation that will Danger:
cause major system changes, Resetting will result in the loss of
faults, physical injuries, and other | user configuration data.
adverse results.
This warning information
indicates a situation that may . Warning:
cause major system changes, Restarting will cause business
faults, physical injuries, and other | interruption. About 10 minutes are
adverse results. required to restore business.
This indicates warning informatio
n, supplementary instructions, Notice:
and other content that the user Take the necessary precautions
must understand. to save exported data containing

sensitive information.

This indicates supplemental
instructions, best practices, tips, Note:
and other content that is good to | You can use Ctrl + A to select all
know for the user. files.

> Multi-level menu cascade. Settings > Network > Set network

type

Bold It is used for buttons, menus Click OK.
, page names, and other Ul
elements.

Courier |Itis used for commands. Runthe cd / d C :/ windows
font command to enter the Windows
system folder.

Italics |Itisused for parameters and bae log list --
variables. instanceid Instance_ID

[] or [a|b] |Itindicates that it is a optional ipconfig [-all|-t]
value, and only one item can be
selected.




Style

Description

Example

{} or {a|b}

It indicates that it is a required
value, and only one item can be
selected.

swich {stand | slave}
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1 Workflow

The complete workflow for Container Service is as follows.

Select an image

Create a duster

Grant roles to an Create an .
SR e

Selectan orchestration
template

Step 1: Grant roles to an account.
For more information, see #unique_4.
Step 2: Create a cluster.

You can select the network environment of the cluster, and set the number of nodes

and configurations for the cluster.
Step 3: Create an application by using an image or orchestration template.

Select an existing image or orchestration template, or create a new image or

orchestration template.

If your application is composed of services supported by multiple images, create the

application by using an orchestration template.

Step 4: Check the application status and the information of relevant services and

containers after the deployment.



2 Create an Nginx webserver from an image

Prerequisites
If you have not created a cluster before, create a cluster first. For information about
how to create a cluster, see #unique_6.

Procedure
1. Log on to the Container Service console.

2. Click Applications in the left-side navigation pane, and click Create Application in

the upper-right corner.

Container Service Application List [ Create Appiication
ver

Create an 3pplcation  Change application configurations  Simple route blue-green release policy  Container auto scaling o

| test [®] @ Hide System Applcations O Hide Offine Applications () Hide Onine Applications Mame [

Services

Clusters
Nodes

Data Volumes
Configurations

» Images and Temp...=

Operation Logs

Getting Started

3. Complete the following configurations for the application you are about to create

and then click Create with Image.

- Name: Enter the name of the application. Enter nginx in this example.

- Version: Enter the version of the application. By default, 1.0 is entered.

- Cluster: Select the cluster on which the application is to be deployed.

- Update: The update method of the application. Select Standard Release or

Blue - Green Release .For more information, see #unique_7.

- Description: Enter the information of the application. The entered description
will be displayed on the Application List page.

- Pull Docker Image: With this check box selected, Container Service pulls the
latest Docker image from the repository to deploy the application, even when

the image tag does not change.

To improve efficiency, Container Service caches the image. When deploying

an application, Container Service uses the cached image instead of pulling the
image from the repository if the image tag is the same as that of the local cache.
Therefore, if you modify your codes and image but do not modify the image tag

for the convenience of upper business, Container Service will use the old image


https://cs.console.aliyun.com

cached locally to deploy the application. With this check box selected, Container
Service ignores the cached image and re-pulls the image from the repository
when deploying the application to make sure the latest image and codes are

always used.
4. Click Select image. Select nginx under the Popular tab and click OK.
Container Service uses the latest version of image by default. To use another

version of image, click Select image version. The Image version dialog box appears.

Select the version and click OK.

Imzge Mame: Imzge Version:
Select image Select image version

Image Selection

mysql -
Type: Public Source:DOCKER_HUB %1241
My S0l MySOL is 3 widsly usad, open-source relational

database management system (RDBMS).

nginx
NGIMNX  Type: Public Source:DOCKER_HUB %1168
Official build of Nginx.
php
Type: Public Source:DOCKER_HUB %381

While designed for web development, the PHP scripting
lanauaae also orovides oeneral-ouroose use,

Total: 8 item(s) , Per Page : 8itemi(s) " ¢

Coc I




5. Configure the port mapping of host and container in Port Mapping. To enable
access to the Nginx server in the container by means of Internet, configure the Web
Routing.

a) Click the plus icon next to Port Mapping and add two port mappings by entering
80 and 443 in the Container Port field respectively. The host port is not specified
in this example.

b) Configure the Web Routing.

- Click the plus icon next to Web Routing.

- Enter 80 in the Container Port field, indicating to access port 80 on the Nginx
container.

- Enter nginx in the Domain field. Only the domain name prefix nginx
is entered. If the domain name prefixis XXX , you get the domain name
XXX.Scluster_id.$region_id.alicontainer.com for test. In this example,
you get the test domain name nginx . c9b424ed59 1eb4892a2d

18dd264a6f dfb . cn - hangzhou . alicontain er . com .

Port Mapping: @ Add domain names to services exposed to the public network
> B0 [ TP v @
> |43 [ T v @
The host port cannot be set to9080,2376,3376
Web Routing: € Expose HTTP services through acsrouting
80 | | nginx -}
Mote: All dormain names for 3 port must be entered in one entry.

E] Note:

You can also enter your own domain name. For how to add your own domain
name, see #unique_8. For how to configure the container port used for routing
and the domain name of HTTP services, see routing in #unique_9. For information

about how the routing service forwards requests to the container, see #unique_10.

6. Click Create. Container Service creates the application nginx according to the

preceding settings.




7. A page indicating the application is created appears. Click View Application List or
Back to Application List on the page or click Applications in the left-side navigation

pane. Click the application name nginx to view the application details..

Cluster: | routing-test-online [] # Hide System Applications = Hide Offine Applications © Hide Online Applications Name [

ady: t te alete
@Ready Ready:1 2017-03-31 14:13:11 2017-03-31 14:13:11 Stop Update | Delete

Redeploy | Events

ady: i te elete

wordpress @Ready Ready:4 2017-03-31 13:48:31 2017-03-31 13:40:04 Stop | Updata | Delete
Redeploy Events

8. Click the service name nginx under Services to view the service details.

Services Containers Logs Events Routes

" Running:1 F astart sschedule
nginx nginx @ Running = ngin:latast Stop Restart Reschedul

Update Delete Events

9. Click the access endpoint of the service nginx. The Nginx server default welcome

page is displayed.

I Overview

ngimx nginx nginx:latest 1 @Ready

| http://nginx.

Containers Logs Configurations Events

nginx_nginx_1 nginx:latest 443/tcp

running Normal 80/tcp 172, 172 Delete Stap Monitor Logs Web Terminal

@ Note:

If you cannot access this page, see #unique_11.




3 Create WordPress with an orchestration
template

Prerequisites

If you have not created a cluster before, create a cluster first. For information about

how to create a cluster, see #unique_6.

Procedure

1.
2.

Log on to the Container Service console.

Click Applications in the left-side navigation pane and then click Create

Application in the upper-right corner.

Container Service Application List Refrash

Kubemetes Swarm

¥ Hide System Applications ([ Hide Offiine Applications (=) Hide Online Applications Name ¥

Overview
Cluster: | swarm-test v
Applications

ervices

Service:

Complete the following configurations for the application you are about to create

and then click Create with Orchestration Template.

- Name: Enter the name of the application. Enter wordpress-test in this example.

- Version: Enter the version of the application. The default version is 1.0.

- Cluster: Select the cluster on which the application is to be deployed.

- Update: The update method of the application. Select Standard Release or Blue-
Green Release. For more information, see #unique_7.

- Description: Enter the information of the application. The entered description
will be displayed on the Application List page.

- Pull Docker Image: With this check box selected, Container Service pulls the
latest Docker image from the repository to deploy the application, even when

the image tag does not change.

To improve efficiency, Container Service caches the image. When deploying

an application, Container Service uses the cached image instead of pulling the
image from the repository if the image tag is the same as that of the local cache.
Therefore, if you modify your codes and image but do not modify the image tag
for the convenience of upper business, Container Service will use the old image

cached locally to deploy the application. With this check box selected, Container


https://cs.console.aliyun.com

Container Service Quick Start / 3 Create WordPress with an orchestration
template

Service ignores the cached image and re-pulls the image from the repository
when deploying the application to make sure the latest image and codes are

always used.

Basic Information

Name: ‘ wordpress-test ‘

The name should be 1-64 characters long, and can contain numbers, English letters and hyphens, but cannot start with a hyphen.

Version: 1.0

Cluster: test v
Update: Standard Release v
Description:

@ pull Docker Image @

Create with Image Create with Orchestration Template |

4. Click Use Existing Orchestration Template, and click Select next to the wordpress

template.

Select an Orchestration Template

SVl My Orchestrations

gitlab

Jjenkins Add Service

Jjstorm

Redis-cluster-with-Sentinel

wordpress

wordpress-for-composev3

yunqi-wordpress

yungi-wordpress-view

| Use Existing I o Save Templats Prev

5. Modify the corresponding configurations

by making modifications in the template directly or clicking Edit to edit the

services.

aliyun . routing . port_80 : http :// wordpress indicates thatrequests
from http :// wordpress .$ testDomain are forwarded to port 80 on the

container after the container has run successfully.

6. Click Create and Deploy.
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7. A page indicating the application is created appears. Click View Application List or
Back to Application List on the page or click Applications in the left-side navigation

pane. Click the application name wordpress-test to view the application details.

Application List Refresh Create Application

Help:
Cluster: | test v & Hide System Applications [ Hide Offline Applications ) Hide Online Applications Name T

Running:1 st Updat: slets

nginx @Running e 2017-11-27 10:12:17 2017-11-27 10:12:17 Stop | Update | Delete
Redeploy Events

Running:4 st Updat slete

@Running e 2017-11-27 11:16:46 2017-11-27 11:16:50 Stop Update Delete
Redeploy Events

8. Click the service name web under Services to view the service details.

Services Containers Logs Events Routes
Running:1 B . Stop Restart Reschedule
b wordpress-test nnin 2gistry.zliyuncs.com/acs-sample/mysql:5.
db wordprass-te: @ Running registry.aliyuncs.com/acs-sample/mysal:5.7 Update Delete Evorts
Running:3 B . " estart sschedule
web wordpress-test @ Running - registry.2liyuncs.com/acs-sample/wordpress:4.5 stop Restart Reschedule

Update Delete Events

9. Click the access endpoint, the domain name for access, of the service web.

Sarvice:wordpress-test_web Refresh m

Overview
wab wordpress-test registry.aliyuncs.com/acs-sampla/wordpress 4.5 3 @Running

http://wordpress. .cn-hangzhou.zlicontainer.com

Containers Logs Configurations Events

wordpress-test_w... registry.aliyunc...

running = Normal 172.16.33.48:32772-=80/tcp Delete Stop Monitor Logs Web Terminal
wordpress-test_w... ~ ragistry.aliyunc... D 1E 2% A7 TE .

running | Normal 172.16.33.47:32769->80/tcp Delete | Stop Monitor Logs Web Terminal
wordpress-test_w... o . registry.aliyunc... 1 2% Az " _ )

running | Normal 172.16.33.48:32773-> 80/tcp Delete | Stop | Monitor Logs Web Terminal

E] Note:

- The domain name in this example is only used for test. Bind your own domain

name.

- If you cannot access the endpoint, see #unique_11 to troubleshoot the issue.



4 Connect to a cluster by using Docker tools

Container Service is fully compatible with the Docker Swarm API. You can access and
manage Docker clusters by using common Docker tools, such as Docker client and

Docker Compose.


https://docs.docker.com/swarm/

Install a certificate
1. Obtain the access address.

a. Log on to the Container Service console.
b. Under Swarm, click Clusters in the left-side navigation pane. In the cluster list,

click Manage at the right of a cluster.

Container Service ster List Yo ki Refresh Create Cluster -
-
sOEmEe T O et e S e &
Overview BUIEDEL o e
Applications Name ¥
Services Cluste lode lumber of Docker
Cluster Namef/ID Cluster Type Region (All) - letwork Type Status Status @ lodes Time Created Version Action
Clusters
i VPC Manage | View Logs
Nodes test-sw Alibaba Cloud ~ China East 1 17.06.2-
oc- nning  Healthy /21 :20: 2l
Cluster (Hanazhou) e i @Rumning  Healthy & 1 05/21/2018,10:29:11 [ Delete
Networks Il Monitor | More~

As shown in the following figure, the cluster connection information is

displayed.

Connection Information

To access and manage clusters, certificates granted by Alibaba Cloud are reguired. Each
Revoke Downloaded Certificate

Cluster Access Point:

tcp://masterdgh.cs-cn-hangzhou.aliyun.com: 21883

User Guide:
Configure Environment Variable (Linux or Mac):

export DOCKER_TLS VERIFy="1"
export DOCKER_HOST="tcp://masterdg5.cs-cn-hangzhou.aliyun.com:2
#5et the current path as the storage path for the cluster certif

export DOCKER_CERT_PATH="$PWD"

Hotice:

1. The certificate alows secure access to the contziner cluster. Please keep it sec
to access the cluster.

2. If vour downloaded certificate is accidentally leaked, vou can revoke it and dow


https://cs.console.aliyun.com/?spm=a2c4g.11186623.2.4.AmPWm2#/overview/all

2. Download and save the TLS certificate.

Configure a TLS certificate before you use the preceding access address to access

the Docker cluster.

Click Download Certificate in the cluster details page to download the TLS

certificate. The certFiles . zip fileis downloaded. In the following example,
the downloaded certificate is saved to the ~/. acs / certs / ClusterNam e /
directory. ClusterNam e indicates the name of your cluster. You can save the

certificate to a different directory, but we recommend that you use the ~/. acs /

certs / ClusterNam e /directory for easy management.

mkdir ~/. acs / certs / ClusterNam e / # Replace ClusterNam e
with your cluster name

cd ~/. acs / certs / ClusterNam e /

cp / path / to / certFiles . zip

unzip certFiles . zip

The certFiles.zip file contains ca . pem , cert . pem ,and key . pem files.
Manage clusters
Use Docker client to manage clusters

You can use Docker client to access the container clusters of Container Service. To do

this, you must configure a certificate and an access address by using:

- Command-line parameters

docker -- tlsverify -- tlscacert =~/. acs / certs / ClusterNam
e /[ ca . pem -- tlscert =~/. acs / certs / ClusterNam e / cert .
pem -- tlskey =~/. acs / certs / ClusterNam e / key . pem \

- H = tcp :// master2gl . cs - cn - Qingdao . aliyun . com : 11599
ps # Replace ClusterNam e and tcp :// master2gl . cs - cn -
Qingdao . aliyun . com : 11599 with the actual path and
access address

- Environment variables

export DOCKER_TLS _VERIFY =" 1 "

export DOCKER_HOS T =" tcp :// master2gl . cs - cn - Qingdao
aliyun . com : 11599 " # Replace tcp :// master2gl . cs - c¢cn

- Qingdao . aliyun . com : 11599 with the actual access

address

export DOCKER_CER T_PATH =~/. acs / certs / ClusterNam e #

Replace ClusterNam e with the actual path



docker ps

The preceding two examples show how to run the docker ps command in the
cluster. You can replace ps with any other Docker command. For example, you

can run the docker run command to start a new container.

Use Docker Compose to manage clusters

Docker Compose supports declaring an access address and a certificate by using

environment variables.

export DOCKER_TLS _VERIFY =" 1 "

export DOCKER_HOS T =" tcp :// master2gl . cs - cn - Qingdao .
aliyun . com : 11599 "

export DOCKER_CER T_PATH =~/. acs / certs / ClusterNam e
docker - compose up

Revoke a certificate

If your downloaded certificate is accidentally leaked during usage, revoke the
certificate as soon as possible. Click Revoke Downloaded Certificate in the cluster
details page to revoke the downloaded certificate. Then, you can download a new

certificate.

Note:
Clicking Revoke Downloaded Certificate makes the downloaded certificate

unavailable.
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