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1 Swarm SDK reference

1.1 Cluster SDK
1.1.1 JAVA SDK

You can write codes based on Alibaba Cloud SDK to call an Alibaba Cloud API so as to flexibly

deploy and quickly operate Alibaba Cloud products and services.

Note:
AccessKey is needed in the using process. You can create and manage the AccessKey on the

AccessKey Management page.
Environment preparations

You can query and download the latest SDK at https:/0ss.sonatype.org/#nexus-search;gav~com.

aliyun~aliyun-java-sdk-*~~~.

You can download the source codes from GitHub: https./github.com/aliyun/aliyun-openapi-java-

sdk/
Maven

<repositories>

<repository>
<i d>sonat ype- nexus- st agi ng</i d>
<nanme>Sonat ype Nexus Stagi ng</nane>
<url| >https://oss. sonatype. org/ service/l ocal / st agi ng/ depl oy

/[ maven2/ </ url >
<rel eases>
<enabl ed>t r ue</ enabl ed>
</rel eases>
<snapshot s>
<enabl ed>t r ue</ enabl ed>

</ snapshot s>

</repository>

</repositories>
<dependenci es>

<dependency>
<gr oupl d>com al i yun</ gr oupl d>
<artifactld>aliyun-java-sdk-core</artifactld>
<versi on>2. 3. 3</ ver si on>

</ dependency>

<dependency>
<gr oupl d>com al i yun</ gr oupl d>
<artifactld>aliyun-java-sdk-cs</artifactld>
<versi on>2. 0. 2</ ver si on>

</ dependency>


https://ak-console.aliyun.com/index#/accesskey
https://ak-console.aliyun.com/index#/accesskey
https://oss.sonatype.org/#nexus-search;gav~com.aliyun~aliyun-java-sdk-*~~~
https://oss.sonatype.org/#nexus-search;gav~com.aliyun~aliyun-java-sdk-*~~~
https://github.com/aliyun/aliyun-openapi-java-sdk/
https://github.com/aliyun/aliyun-openapi-java-sdk/

</ dependenci es>

Sample

public static void main(String[] argc) throws Exception {
String accessKeylD = "xx";
String accessKeySecret = "xx";
String regi on="cn-shenzhen"; // or other

Descri beApi Ver si onRequest descri beApi Ver si onRequest = new
Descri beApi Ver si onRequest () ;

ICientProfile profile = DefaultProfile.getProfil e(region,
accessKeyl D, accessKeySecret);

| AcsClient client = new Defaul t AcsClient(profile);

try {
Ht t pResponse httpResponse

= client.doAction(descri beApi Versi onRequest);
System out. println(httpResponse.getUl ());

Systemout. println(new String(httpResponse. getContent()));
} catch (dientException e) {
e.printStackTrace();

1.1.2 PHP SDK

You can write codes based on Alibaba Cloud SDK to call an Alibaba Cloud API so as to flexibly

deploy and quickly operate Alibaba Cloud products and services.

Obtain AccessKey of a RAM user

AccessKey is needed in the using process. To guarantee the security of cloud service, create a
Resource Access Management (RAM) user that can access Container Service resources. Obtain

the AccessKey of this RAM user, and use this RAM user and SDK to manage Container Service.
Follow these steps to obtain the AccessKey of the RAM user:

1. Create a RAM user and create the AccessKey of this user.

2. Grant permissions to this RAM user. Grant the RAM user the permissions to manage Container

Service resources.
Environment preparations
PHP 5.3 or later versions.

Download SDK

Download the source codes of PHP SDK from GitHub: https:/github.com/AliyunContainerService/
aliyun-openapi-php-sdk


https://github.com/AliyunContainerService/aliyun-openapi-php-sdk
https://github.com/AliyunContainerService/aliyun-openapi-php-sdk

Sample

https://github.com/AliyunContainerService/aliyun-openapi-php-sdk/blob/master/aliyun-php-sdk-
demo/CsDemo.php


https://github.com/AliyunContainerService/aliyun-openapi-php-sdk/blob/master/aliyun-php-sdk-demo/CsDemo.php
https://github.com/AliyunContainerService/aliyun-openapi-php-sdk/blob/master/aliyun-php-sdk-demo/CsDemo.php

2 Use Container Service by using CLI

2.1 Overview

Alibaba Cloud Command Line Interface (CLI) is a tool to manage Alibaba Cloud resources. It is
written in Go and built based on Alibaba Cloud APIs. After downloading and configuring this tool,

you can use multiple Alibaba Cloud products by using command lines.

For more information about the introduction and installation of the Alibaba Cloud CLI, see Alibaba

Cloud Command Line Interface.

Container Service APIs are RESTful APIs. Currently, Container Service supports two scheduling

modes: swarm and Kubernetes. The list of APIs that Container Service supports is as follows.

Note:
For more information about the APlIs that Alibaba Cloud Container Service supports, see

Container Service API reference.

API Description Scope

View all clusters View all the clusters you have |Swarm clusters and
created in Container Service, [Kubernetes clusters.
including swarm clusters and
Kubernetes clusters.

View a cluster View the cluster details Swarm clusters and
according to the cluster ID. Kubernetes clusters.
Create a cluster Create a cluster with a Swarm clusters.

specified number of new nodes

Expand a cluster Increase the number of nodes | Swarm clusters.
in the cluster.

Add existing ECS instances to | Add existing Elastic Compute | Swarm clusters and
a cluster Service (ECS) instances toa | Kubernetes clusters.
cluster.

Remove a node from a cluster | Remove a node from a cluster | Swarm clusters.
according to the cluster ID and
node |IP address.



https://www.alibabacloud.com/help/zh/doc-detail/66653.htm
https://www.alibabacloud.com/help/zh/doc-detail/66653.htm

API

Description

Scope

View image list

View the list of supported
images in the currently
supported regions.

Swarm clusters.

Reset a node

Reset a node in the cluster.

Swarm clusters.

Delete a cluster

Delete a cluster according to
the cluster ID and release all
node resources of the cluster.

Swarm clusters and
Kubernetes clusters.

Obtain cluster certificate

Obtain the cluster certificate
according to the cluster ID.

Swarm clusters.

2.2 View all clusters

View all the clusters you have created in Container Service, including swarm clusters and

Kubernetes clusters. For more information about the API description, see Container Service API

reference.

Scope

Swarm clusters and Kubernetes clusters.

API request and response

Request format
aliyun cs GET /clusters

Response results

"agent _version":
"cluster _id":
"created":

"master_url":
"nanme" :
"net wor k_node":
"region_id":

"size":
"state":
"updat ed" :
"vpc_id":
"vswitch_id":

"string",

"string",
"datetinme",

"ext ernal | oadbal ancer i d":
"string",
"string"

"string",

"string",

"string",
"security group_id":
"nunbers”,
"string",
"datetinme",
"string",
"string"

"string",




2.3 View a cluster

View the cluster details according to the cluster ID. For more information about the API

description, see Container Service API reference.
Scope
Swarm clusters and Kubernetes clusters.
APl request and response
Request format
aliyun cs GET /clusters/<cluster_id>

Response results

{
"Agent _version": "string ",
"cluster _id": "string",
"created": "datetine",
"external | oadbal ancer _id": "string",
"master_url": "string",
"name": "string",
"net wor k_node": "string",
"region_id": "string",
"security group_id": "string",
"size": "nunmbers",
"state": "string",
"updated": "datetinme",
"vpc_id": "string",
"vswitch_id": "string"

}

2.4 Create a cluster

Create a cluster with a specified number of new nodes. For more information about the API

description, see Container Service API reference.
Scope

Swarm clusters.
API request and response

Request format

aliyun cs POST /clusters --header "Content-Type=application/json" --
body "$(cat create.json)"

Parameter description:



. Specify Cont ent - Type as appl i cati on/j sonin--header.

. --body is the body to be sent to the server, which can be read from a local file and must be in

the valid JSON format. The cr eat e. j son contents are as follows:

"password”: "password used to log on to the Elastic Conpute
Service (ECS) instance by using SSH',

"region_id": "region |ID',

"instance_type": "ECS instance type",

"nane": "cluster nanme",

"size": "nunmber of nodes”,

"networ k_node": "network type, currently only supports Virtual
Private O oud (VPO ",

"vpc_id": "VPC instance |ID',

"vswitch_id": "VSwitch I D of the VPC instance",

"subnet _cidr": "container Cl assless Inter-Domain Routing (ClDR
) bl ock",
"data_di sk_category": "di sk category",
"dat a_di sk_si ze": "disk size",
"need sl b": "whether or not to create the Server Load Bal ancer
i nstance",

"io_optimzed": "whether or not to be I/O optimzed, which is
yes by default in the VPC environnent",

"ecs_inmage id": "image |D',

"rel ease_eip_flag": "whether or not to release Elastic IP (EIP
) after configuring the cluster”

Response results

"cluster _id": "c6lcf530524474386a7ab5alc192a0d57",
"request _id": "348D4C9C- 9105- 4A1B- AB6E- B58FOF875575",
"task_id": "T-5ad724ab94a2h109e8000004"

2.5 Expand a cluster

Increase the number of nodes in the cluster. For more information about the API description, see

Container Service API reference.
Scope

Swarm clusters.
API request and response

Request format

aliyun cs PUT /clusters/<cluster_id> --header "Content-Type=applicatio
n/json" --body "$(cat scale.json)"

Parameter description:

. Specify Cont ent - Type as appl i cation/jsonin--header.



. --body is the body to be sent to the server, which can be read from a local file and must be in

the valid JSON format. The scal e. j son contents are as follows:

"password": "password used to log on to the Elastic Conpute
Service (ECS) instance by using SSH',

"instance_type": "ECS instance type",

"size": "nunber of nodes after expansion”,

"data_di sk_category": "di sk category"”,

"data_di sk_size": "disk size",

"io_optimzed": "whether or not to be I/O optim zed, which is
yes by default in the VPC environnent",

"ecs_inmage id": "image |D',

"rel ease_eip_flag": "whether or not to release Elastic IP (EIP
) after configuring the cluster”

Response results

"cluster _id": "c6lcf530524474386a7ab5alc192a0d57",
"request _id": "348D4C9C- 9105- 4A1B- AB6E- B58FOF875575",
"task_id": "T-5ad724ab94a2bh109e8000004"

2.6 Add existing ECS instances to a cluster

Add existing Elastic Compute Service (ECS) instances to a cluster. For more information about

the API description, see Container Service API reference.
Scope

Swarm clusters and Kubernetes clusters.
API request and response

Request format

aliyun cs POST /clusters/<cluster_id>/attach --header "Content-Type=
application/json" --body "$(cat attach.json)"

Parameter description:

. Specify Cont ent - Type as appl i cati on/jsonin--header.

. --body is the body to be sent to the server, which can be read from a local file and must be in

the valid JSON format. The at t ach. j son contents are as follows:

"password": "password used to log on to the ECS instance by
usi ng SSH',

"instances": "the ECS instance array to be added",

"ecs_image_id": "image |D',



"rel ease_eip _flag": "whether or not to release Elastic IP (EIP
) after configuring the cluster”

Response results

e ]

"code": "200",

"instanceld": "i-2zee3oi wyoz7kwdo8bt",
"message": "successful"”

"code": "200",

"instanceld": "i-2zeOl gnBy6iyl cbtcypf",
"message": "successful”

"task_id": "T-5a544aff80282e39ea000039"

2.7 Remove a node from a cluster

Remove a node from a cluster according to the cluster ID and node IP address. For more

information about the API description, see Container Service API reference.
Scope

Swarm clusters.
API request and response

Request format

al i yun cs DELETE /clusters/<cluster_id>/ip/<ip>? rel easel nstance=true

Parameter description:

. rel easel nst ance: Whether or not to release the Elastic Compute Service (ECS) instance

when removing the node.
Response results

None.

2.8 View image list

View the list of supported images in the currently supported regions. For more information about

the API description, see Container Service API reference.



API request and response
Request format
aliyun cs GET /i nmages

Response results

"<Regi onl D>": {

"itens": |
"text": "<l mgeNanme>",
"val ue": "<Inagel D>"
"text": "<lnmageNanme>",
"val ue": "<l magel D>"

2.9 Reset a node
Reset a node in the cluster. For more information about the API description, see Container

Service API reference.
Scope
Swarm clusters.
APl request and response
Request format

al i yun cs POST /clusters/<cluster_id>/instances/<instance id>/reset --
header " Content-Type=application/json" --body "$(cat reset.json)"

Parameter description:

. Specify Cont ent - Type as appl i cati on/jsonin--header.
. --body is the body to be sent to the server, which can be read from a local file and must be in

the valid JSON format. The reset . j son contents are as follows:

"password”: "password used to log on to the Elastic Conpute
Service (ECS) instance by using SSH',
"ecs_inmage id": "image |D',



"rel ease_eip _flag": "whether or not to release Elastic IP (EIP
) after configuring the cluster”

Response results

“cluster_id": "c6lcf530524474386a7ab5alc192a0d57",
"request _id": "348D4COC- 9105- 4A1B- AB6E- B58FOF875575",
"task_id": "T-5ad724ab94a2b109e8000004"

2.10 Delete a cluster

Delete a cluster according to the cluster ID and release all node resources of the cluster. For more

information about the API description, see Container Service API reference.
Scope

Swarm clusters and Kubernetes clusters.
API request and response

Request format

al i yun cs DELETE /clusters/<cluster_id>

Response results

None.

2.11 Obtain cluster certificate

Obtain the cluster certificate according to the cluster ID. For more information about the API

description, see Container Service API reference.
Scope

Swarm clusters.
API request and response

Request format

aliyun cs GET /clusters/<cluster_id>/certs

Response results

"ca": "string",
“cert": "string",
"key": "string"



3 Developer tools

3.1 ECS Driver overview

Docker Machine is an application tool that helps developers create Docker operating environmen
t on their local computers or platforms of cloud service providers. Alibaba Cloud Elastic Compute
Service (ECS) Driver is an extension for Docker Machine, which simplifies the deployment of

Docker operating environment under the Alibaba Cloud environment and facilitates developers to

manage distributed Docker hosts.
Docker Machine, in combination with Alibaba Cloud ECS Driver, provides the following features:
« Quick creation

With simple installation configurations, you can automatically create the Docker host
environment or Docker clusters on Alibaba Cloud.

. Unified experience

You can use Docker Machine to manage Docker hosts in local and on the cloud.

. Seamless integration

Docker Machine integrates with Alibaba Cloud container Hub and Container Service
seamlessly, provides complete container development experience, and is necessary in the

process of development and operation & maintenance (O&M).

To customize the modifications of ECS Driver, obtain the source codes from GitHub and compile

the Docker Machine that contains ECS Driver.

Address: https://github.com/denverdino/docker-machine-driver-aliyunecs

3.2 Installation method

Install Docker Machine

The simplest way is to install the Docker Toolbox, which includes Docker Engine, Docker

Machine, and other tools.
To install Docker Machine independently, see Install Docker Machine.
Obtain ECS Driver

You can download the compiled results of Alibaba Cloud ECS Driver directly. The following

versions can be used together with Docker Machine 0.5 or later versions:


https://github.com/denverdino/docker-machine-driver-aliyunecs
https://www.docker.com/docker-toolbox
http://docs.docker.com/machine/install-machine/

. Windows 64 bit: docker-machine-driver-aliyunecs windows-amd64.tgz
. Linux 64 bit: docker-machine-driver-aliyunecs_linux-amd64.tgz

. Mac OSX 64 bit: docker-machine-driver-aliyunecs_darwin-amd64.tgz

Install ECS Driver

Docker Machine requires that the binary file of ECS Driver is in the system path (for Mac OSX, the
path included in $PATH). Change the file name to docker - machi ne-dri ver-al i yunecs and

add the execute permission to the file. Then, Docker Machine can directly access ECS Driver.

The installation command on Mac OSX is to copy the binary file of ECS Driver to the / usr/ | ocal

/ bi n directory. The command on Mac OSX is as follows:

nmkdi r docker - machi ne

# Downl oad and unzip Alibaba C oud ECS Driver

curl -L https://docker-machine-drivers. oss-cn-beijing.aliyuncs.conl
docker - machi ne-dri ver-aliyunecs_darw n-and64.tgz > driver-aliyunecs.
tgz & tar xzvf driver-aliyunecs.tgz -C docker-nmachine & rmdriver-
al i yunecs. tgz

mv docker - machi ne/ bin/* /usr/local /bin

mv /usr/ | ocal / bi n/ docker-machi ne-driver-aliyunecs. darw n-and64 /usr/
| ocal / bi n/ docker - machi ne-dri ver-aliyunecs && chnod +x /usr/|ocal/bin/
docker - machi ne-dri ver-aliyunecs

3.3 Usage

Configure environment variables

To simplify the parameters that are used each time a Docker Machine command is run, configure

the environment variables as follows:

export DEBUG=true

export ECS_ACCESS KEY_I| D=<your _access_key_id>

export ECS ACCESS KEY SECRET=<your _access_key secret>

export ECS REG ON=<your _ecs_regi on>

export ECS _SSH PASSWORD=<your _ssh_passwor d>

export MACHI NE_DOCKER | NSTALL _URL= http://acs-public-mnirror. oss-cn-
hangzhou. al i yuncs. conif docker - engi ne/ i nt er net

# Optional for VPC only

export ECS VPC | D=<your _vpc_id>

export ECS VSW TCH_ | D=<your _vswi t chi d>

Note:

. ECS_REGQ ONindicates the region in which your Elastic Compute Service (ECS) instance
resides, such as cn-beijing, cn-hangzhou, and cn-qgingdao.
« ECS SSH PASSWORD indicates the password you set for logging on to your ECS instance by

means of SSH. The password is 8 — 30 characters long and must contain uppercase letters/


https://docker-machine-drivers.oss-cn-beijing.aliyuncs.com/docker-machine-driver-aliyunecs_windows-amd64.tgz
https://docker-machine-drivers.oss-cn-beijing.aliyuncs.com/docker-machine-driver-aliyunecs_linux-amd64.tgz
https://docker-machine-drivers.oss-cn-beijing.aliyuncs.com/docker-machine-driver-aliyunecs_darwin-amd64.tgz

lowercase letters, numbers, and special characters at the same time. However, the password
does not support backward slash (\) or double quotation mark (“). For more information, see
the ECS instance document Createlnstance.

. Configure the MACHI NE_DOCKER _| NSTALL_URL environment variable to the preceding
Alibaba Cloud image site because the access to the Docker Engine official repository from
China is unstable. Otherwise, errors such as Error Creati ng machi ne: Error
runni ng provisioning: error installing docker may be returned when you
create an ECS instance. You can use http://acs-public-mirror.oss-cn-hangzhou.aliyuncs.
com/docker-engine/intranet as the installation image of Docker Engine in the Alibaba Cloud
intranet.

. Do not configure the ECS_VPC | Dor ECS_VSW TCH _| D environment variables unless you

have VPC configurations. If you have a VPC-related account, make sure that your current

ECS_REGQ ON supports VPC configurations.
Use ECS Driver to create and delete ECS instances

After environment variables are configured, most parameters can be replaced by those

environment variables by default.

You can create an ECS instance that contains the Docker environment by running the following

command.
docker-machi ne create -d aliyunecs devl
The example output is as follows:

$ docker-nmachine create -d aliyunecs devl

Runni ng pre-create checks..

Creati ng machine. .

Waiting for machine to be running, this may take a few mnutes...
Machine is running, waiting for SSH to be avail abl e. .

Det ecting operating system of created instance...

Provi si oni ng created instance..

Copying certs to the | ocal machine directory...

Copying certs to the renpte nachine. ..

Setting Docker configuration on the renote daenon..

To see how to connect Docker to this machine, run: docker-nachi ne env
devl

Run the docker - nrachi ne | s command to view the created ECS instance that contains the

Docker environment.

$ docker-machine |Is
NAME ACTI VE DRI VER STATE URL SWARM


http://acs-public-mirror.oss-cn-hangzhou.aliyuncs.com/docker-engine/intranet
http://acs-public-mirror.oss-cn-hangzhou.aliyuncs.com/docker-engine/intranet

devl - aliyunecs Running tcp://1.2.7.2:9376

Run the docker - machi ne kil |l command to stop the ECS instance and view the instance

status.

$ docker-nmachine kill devl

$ docker-nmachine |Is

NAMVE ACTI VE DRI VER STATE URL SWARM

devl - aliyunecs Stopped tcp://1.2.7.2:9376

Run the docker - machi ne r mcommand to delete the ECS instance and view the instance
information (you can directly run this command without running the docker-machine kill command

first).

$ docker-nmachi ne rm devl
Successfully renmoved devl

$ docker-machine |Is

NAME ACTI VE DRI VER STATE URL SWARM

For more docker - machi ne commands, see Docker Machine command-line reference.

3.4 Supported command parameters

Run the following command to display all possible configuration parameters of Elastic Compute

Service (ECS) Driver.
docker-machi ne create -d aliyunecs

Parts of the command parameters supported by ECS Driver are as follows (for more information,

see docker-machine-driver-aliyunecs.md):

. --aliyunecs-access-key-id: Required. Your AccessKey ID for Alibaba Cloud ECS
API. By default, the Alibaba Cloud AccessKey ID uses ECS_ACCESS_KEY_ID environment

variable.

« --aliyunecs-access-key-secret: Required. Your AccessKey Secret for
Alibaba Cloud ECS API. By default, the Alibaba Cloud AccessKey Secret uses the
ECS _ACCESS_KEY_SECRET environment variable.

« --aliyunecs-di sk-size: The data disk size (in GB) for /var/lib/docker directory.
. --aliyunecs-tag: Tag for the ECS instance.

« --aliyunecs-vpc-id: Required for VPC only. Your VPC ID used to create the ECS
instance.
« --aliyunecs-vswi tch-i d: Required for VPC only. Your VSwitch ID used to create the ECS

instance.


http://docs.docker.com/machine/reference/
https://github.com/denverdino/docker-machine-driver-aliyunecs/blob/master/README.md?spm=a2c4g.11186623.2.3.OjEUrf&file=README.md

. --aliyunecs-zone: The zone used to create the ECS instance.

You must have knowledge about the Alibaba Cloud ECS product APls before configuring the

preceding parameters. For more information, see ECS APl document.



4 Kubernetes API reference

4.1 Cluster API call method

4.1.1 Overview

The call to Container Service API interfaces is performed by sending HTTP requests to the server
address of the Container Service APIs and adding corresponding request parameters to the

requests according to the interface instructions. The system returns the results according to the

processing results of the requests.

1. Request structure

2. Common parameters

3. Return results

4. Signature

4.1.2 Common parameters

Public request headers

Public request parameters are the request parameters that each interface must use.

Parameter

Description

Options

Aut hori zati on

The authentication information
used to verify the validity of a
request. Format: AccessKeyl
d: Si gnat ure.

Required

Cont ent - Length

The content length of an HTTP
request, which is defined in
RFC 2616.

Required

Cont ent - Type

The content type of an HTTP
request, which is defined in
RFC 2616.

Required

Cont ent - MD5

The Base64-encoded results
converted from 128-bit

MD5 hash value of the

HTTP message body. We
recommend that you add this
message to all requests to

Required




Parameter Description Options

prevent requests from being
tampered.

Dat e The construction time of a Required
request. Currently, only the
GMT format is supported. If
the difference between the
construction time and the
MNS server time exceeds 15
minutes, invalid request is

returned.

Host The host access value, for Required
example, di ku. al i yuncs.
com

Accept The return type required by the | Required

client. appl i cati on/j son
and appl i cati on/ xnl are
supported.

X-acs-version The API version. The current Required
version is 2015- 12- 15.

X-acs-region-id A region indicates the physical | Required
location of an Elastic Compute
Service (ECS) instance.

X-acs- si gnat ur e- nonce The unique random number Required
used to prevent network replay
attacks. Different random
numbers must be used for
different requests.

X-acs- si gnat ure-nmet hod |[The method of user signature. | Required
Currently only HVAC- SHAL is
supported.

Examples

GET /clusters HITP/ 1.1

Host: cs. aliyuncs. com

Accept: application/json

User - Agent: cs-sdk-python/0.0.1 (Darw n/15. 2.0/ x86_64; 2. 7. 10)
X-acs-si gnat ure-nonce: f63659d4-10ac-483b-99da- ea8f de6leae3

Aut hori zati on: acs ACSbWi BbyXOPk9N: np/ 6\Wir 18V3qgAc5gbgsgMe/ i BOc
X-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 11:18:47 GMI

X-acs- si gnat ur e- ret hod: HMAC- SHA1



Content - Type: application/json;charset=utf-8
X- Acs- Regi on-1d: cn-beijing
Content-Length: O

Public response headers

Each time you send a request to call an interface, the system returns a unique identifier (

Requestld), no matter the request is successful or not.
Examples
XML example:

<? xm version="1.0" encodi ng="UTF-8"? >

<! —Result Root Node-->
<I nterface name+Response>

| <! —Return request tag-->
| <Request | d>4C467B38- 3910- 447D 87BC- AC049166F216</ Request | d>

| <!—Return result data-->
</l nterface nane+Response>

JSON example:

{
"Request|d": "4C467B38-3910-447D- 87BC- AC049166F216"
/* Response data */

4.1.3 Request structure

Service address
The access address of Alibaba Cloud Container Service APl is cs.aliyuncs.com.
Communication protocol

The system supports request communication by using the HTTP or HTTPS channel. We

recommend that you use the HTTPS channel to send requests for more security.
Request methods

Use HTTP methods such as PUT, POST, GET, and DELETE to send different requests.
Request parameters

Each request must contain the public request parameters and the request parameters unique to

specified operations.
Request encoding

Both requests and returned results are encoded by using the UTF-8 character set.



4.1.4 Return results

After the API service is called, data is returned in a unified format. The returned HTTP status code
2xx indicates that the call is successful. The returned HTTP status code 4xxor 5xx indicates that
the call fails. When the call is successful, data can be returned mainly in two formats: XML and

JSON. When a request is sent, an external system can pass in a parameter to define the format of

the returned data. The default format is XML.

Examples of returned results in this document are formatted for ease of viewing. The actual

results returned are not formatted with line breaks or indentation.

4.1.5 Signature

Introduction

The Access Key ID and Access Key Secret are officially issued to you by Alibaba Cloud (you can
apply for and manage them on the Alibaba Cloud official website). The Access Key ID is used to
identify your identity. The Access Key Secret is the key used to encrypt the signature string and

verify the signature string on the server side. You must keep the Access Key Secret confidential.

Only you and Alibaba Cloud can know it.

Container Service verifies each access request it receives. Therefore, all requests sent to
Container Service must contain signature information. Container Service performs symmetric
encryption by using the Access Key ID and Access Key Secret to verify the identity of request
senders. If the calculated verification code is the same as the one provided, the request is
considered as valid. Otherwise, Container Service rejects the request and returns the HTTP 403

error.

You can add the authorization header in the HTTP request to contain the signature information,

indicating that the message has been authorized.

Container Service requires to contain the signature in the HTTP header in the format of

Aut hori zation: acs [Access Key ID]:[Signature].
The si gnat ur e calculation method is as follows:

Si gnat ure = base64(hmac-shal(VERB + "\n"
+ ACCEPT + "\n" +

+ Content-MD5 + "\n"

+ Content-Type + "\n"

+ Date + "\n"

+

Canoni cal i zedHeaders + "\ n"



+ Canoni cal i zedResour ce))

VERB indicates the HTTP method, for example, PUT.

Accept indicates the return type required by the client, which can be application/json or

application/xml.

Cont ent - MD5 indicates the MD5 value of the requested content.

Cont ent - Type indicates the type of the requested content.

Dat e indicates the operation time, which cannot be empty. For example, Thu, 17 Mar 2012
18: 49: 58 GMI. Currently, only the GMT format is supported. If the difference between the

request time and the CAS server time exceeds 15 minutes, CAS considers the request as

invalid and returns error 400.

Canoni cal i zedHeader s indicates a combination of fields started with x- acs- in the HTTP

request.
Canoni cal i zedResour ce indicates the uniform resource identifier (URI) of the resource in

the HTTP request. For example, / cl ust er s? nanme=mny- cl ust er s&r esour ce=new,

Note:

Conform to the following specifications for Canoni cal i zedHeader s (headers started with x-

acs- ) before signature verification:

1.

Convert the names of all HTTP request headers started with x- acs- to lowercase letters.
For example, convert X- ACS- Met a- Nane: TaoBao to x- acs- net a- nanme: TaoBao. The
names of request headers are case-insensitive according to Alibaba Cloud specifications.
However, we recommend that you use the lowercase letters.

If the value part of a public request header is too long, replace the\t ,\ n,\r,and\f
separators with spaces.

Sort all HTTP request headers that are obtained from the preceding step and compliant with
Alibaba Cloud specifications in the lexicographically ascending order.

Delete any space at either side of a separator between request header and content. For
example, convert x- acs- et a- nane: TaoBao, Al i pay to x- acs- net a- nane: TaoBao,
Al i pay.

Separate all headers and contents with the \ n separator to form the final

CanonicalizedHeaders.

Note:



The format specification for Canoni cal i zedResour ce: Canoni cal i zedResour ce indicates
the standard description of the resource you want to access. Sort sub-resources and query in the
lexicographically ascending order and separate them by using the & separator to generate a sub-

resource string (all parameters after ?).

http://cs.aliyuncs. coni cl usters?nanme=ny-cl ust er s& esour ce=new
The Canoni cal i zedResour ce format is:

/ cl ust ers? name=ny- cl ust er s& esour ce=new

Signature example
Overview
The following example shows the signature process.

In the example, the Access Key ID and Access Key Secret are access_key_i d and
access_key_secr et respectively. We recommend that you use your own API call program to
calculate the signature string in the following example. Then, compare your signature string with

the example result.
The request example is as follows:

PCST http://cs.aliyuncs. conicl usters?paranil=val uel&paranR=val ue2 HTTP/
1.1

Accept - Encodi ng: identity

Content - Lengt h: 210

Cont ent - MD5: 6U4ALMKKS] OPYbe QSHggmA==

X-acs-version: 2015-12-15

Accept: application/json

User - Agent: cs-sdk-python/0.0.1 (Darw n/15. 2.0/ x86_64; 2. 7. 10)
X-acs-si gnature-nonce: fbf6909a-93a5-45d3-8blc-3e03a7916799
X-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 12:20: 18 GMI

X-acs- si gnat ur e- net hod: HVAC- SHAL

Content - Type: application/json;charset=utf-8

X- Acs- Regi on-1d: cn-beijing

Aut hori zation: acs access_key_id:/uA9QF5CHr r 1FK3si BA4x LMI'\EO=

Request construction process
Calculate Cont ent - Lengt h and Cont ent - MD5

Cont ent - Lengt h: The length of the body content.

Note:



No space or line break is at the beginning of the example body.

body: {"password": "Just$test","instance_type": "ecs.nR.nediunt, "
nane": "ny-test-cluster-97082734","size": 1,"network _node": "vpc","
data_di sk _category": "cloud","data_disk _size": 10,"ecs_inmmge id": "m
2531 | ee3l "}

Content - Length: 210

Cont ent - MD5: The MD5 calculation process.

body: {"password": "Just$test","instance type": "ecs.nR. nmediunt,k "
nane": "ny-test-cluster-97082734","size": 1,"network_node": "vpc","
data_di sk_category": "cloud", "data_disk_size": 10,"ecs_inmage_id": "m
2531 | ee3l "}

# Cal cul ate the MD5 val ue of the body.

md5( body) : e€94e002cc90a4a3d0f 61b790487aa098

# Convert the MD5 value to a byte array. Convert every two hexadeci nmal
synbol s of the MD5 value to a byte.

# For exanple, €9 -> 11111112121111122111122111111101001 -> -23

byt es(nmd5(body)): {[-23], [78], [0], [44], [-55], [10], [74], [61], [
15], [97], [-73], [-112], [72], [2122], [-96], [-104]}

# Convert the obtained byte array to a Base64 string.
base64( byt es(nd5(body))): 6UAALMKKSj] OPYbe QSHqgmA==

Cont ent - MD5: 6U4ALNMKKS] OPYbe QSHggmA==

Process Canoni cal i zedHeader s

# List all headers started with 'x-acs-"'.

X-acs-version: 2015-12-15

X-acs- si gnat ure-nonce: ca480402-7689-43ba- acc4-4d2013d9d8d4
X-acs-signature-version: 1.0

X-acs- si gnat ur e- met hod: HMAC- SHA1

X- Acs- Regi on-1d: cn-beijing

# Convert the request nane to |lowercase letters, delete the spaces at
the begi nning and end of each line, and sort in the |exicographical
order. Delete any space at either side of a separator between request
header and content.

# Note: No line break is in the last line.

X-acs-region-id:cn-beijing

X-acs- si gnat ur e- met hod: HVAC- SHAL

X-acs- si gnat ur e- nonce: f bf 6909a- 93a5- 45d3- 8b1lc- 3e03a7916799
X-acs-signature-version: 1.0

X-acs-version: 2015-12- 15

Calculate Canoni cal i zedResour ce

In the example, the length of Canoni cal i zedResour ce is 27.

Note:

An\ n line break is at the end of the first line.
/cl ust ers? paraml=val uel&par ank=val ue2

Calculate Si gnat ure



Assemble Si gnat ur eSt ri ng. In the example, the length of the signature string is 307. An\ n

line break is at the end of all lines except the last line.

POST

application/json

6U4ALMKKS] OPYbe QSHqgmA==
application/json; charset=utf-8

Wed, 16 Dec 2015 12:20:18 GV
X-acs-region-id:cn-beijing

X-acs- si gnat ur e- met hod: HVAC- SHAL
X-acs- si gnat ur e- nonce: f bf 6909a- 93a5- 45d3- 8b1c- 3e03a7916799
X-acs-signature-version: 1.0
X-acs-version: 2015-12- 15

/clusters? paranil=val uel&par an=val ue2

Calculate Si gnat ure

# Use Access Key Secret to encrypt the signature string. In the

exampl e, the Access Key Secret is access_key_secret.

hmac- shal(Si gnatureString): fee03d405e42lebaf514adec881038c4b313584d

# Convert the encrypted string to a byte array, sinilar to the Content

-MD5 cal cul ati on net hod.

# Convert the byte array to a Base64 string to get the final signature
string.

base64( byt es(hmac-shal(SignatureString))): Znvl MDNKNDALZTQy MWi

YWY1IMIRhZGVj ODgx MDMAYz Ri Mz EzNTg0ZA==

Si gnature: ZnVl MDNKNDALZTQy MAVi YWYIMIRhZGV) ODgxVDMAYz Ri Mz EzNTg0ZA==

Finish
After the preceding processing, add some other header information to construct the final HTTP

request as follows:

PCST http://cs.aliyuncs. conicl usters?paranil=val uel&paranR=val ue2 HTTP/
1.1

Accept - Encodi ng: identity

Content - Lengt h: 210

Cont ent - MD5: 6U4ALNMKKS] OPYbe QSHggmA==

X-acs-version: 2015-12-15

Accept: application/json

User - Agent: cs-sdk-python/0.0.1 (Darw n/15. 2.0/ x86_64; 2. 7. 10)
X-acs-si gnat ure-nonce: fbf6909a-93a5-45d3-8blc-3e03a7916799
X-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 12:20: 18 GMI

X-acs- si gnat ur e- net hod: HVAC- SHAL

Content - Type: application/json;charset=utf-8

X- Acs- Regi on-1d: cn-beijing



Aut hori zation: acs access_key id:/uA9QF5CHr r 1FK3si BA4x LMI'VEO=

4.2 Cluster API list

4.2.1 Create a Kubernetes cluster

Create a Kubernetes cluster with a specified number of new nodes.
Request information
Request Line requestline
POST /clusters HITP/ 1.1
Special request header requesthead
None. See Public request headers.

Request body (RequestBody)

"di sabl e _rol | back": "whether or not to roll back if the cluster
fails to be created”,

"Name": "cluster nane ",

"Mai d": cluster creation tinmeout,

"cluster_type": "cluster type, Kubernetes",

"region_id": "region",

"vpcid': "Virtual Private Coud (VPC) |ID',

"zonei d": "zone",

"vswitchid": "VSwitch ID",

"container_cidr": "pod C assless Inter-Domain Routing (CIDR)",

"service_cidr": "service CDR',

"ssh_flags": "whether or not to enable SSH access for Internet",

“cloud _nonitor flags":"whether or not to install the cloud
moni tori ng plug-in",

"l ogi n_password": "password used to log on to the node by using
SSH. Use either this paraneter or the key pair.",

"key pair":"key pair name. Use either this paraneter or |ogin_pass

word. ",
"master _instance_type": "instance type of nmaster nodes",
"mast er _system di sk_category”: "system di sk type of master nodes"”,
"mast er _system di sk_size":"system di sk size of master nodes",
"wor ker _i nstance_type": "instance type of worker nodes",
"wor ker _system di sk_category”: "system di sk type of worker nodes"”,
"wor ker _system di sk_si ze": "system di sk size of worker nodes",

"num of nodes": "nunber of worker nodes",
"snat_entry": "whether or not to configure the SNATEntry",

}

Request body explanation

Name Parameters Required Description

Di sabl e _rol | back [bool No Whether or not to roll
back if the cluster




Name

Parameters

Required

Description

fails to be created.

t r ue indicates to not
roll back and f al se
indicates to roll back.
Resources generated
in the creation process
are released if you
select to roll back. We
do not recommend
that you use f al se.

nane

string

Yes

The cluster name,
which can contain
uppercase English
letters, lowercase
English letters,
Chinese characters,
numbers, and hyphens

()

Ti meout _mins

integer

No

The timeout (in
minutes) for creating
the cluster resource
stack. The default
value is 60.

Region_id

string

Yes

The ID of the region
in which the cluster
resides.

zonei d

string

Yes

The zone of the region
in which the cluster
resides.

vpcid

string

No

The VPC ID, which
can be empty.

If left empty, the
system automatically
creates a VPC.
The CIDR block of
the automatically
created VPC is
192.168.0.0/16.
The vpci d and
vswi t chi d must




Name

Parameters

Required

Description

be empty or have a
certain value at the
same time.

vswi tchid

string

No

The VSwitch 1D,
which can be empty

. If left empty, the
system automatically
creates a VSwitch.
The CIDR block of the
automatically created
VSwitch is 192.168.0.
0/16.

cont ai ner _ci dr

string

No

The pod CIDR block,
which cannot conflict
with the VPC CIDR
block. If you select to
allow the system to
automatically create

a VPC, use the CIDR
block 172.16.0.0/16 by
default.

Service_cidr

string

No

A service segment
cannot conflict with a
VPC segment and a
container segment. If
you select to allow the
system to automatica
lly create a VPC, use
the 172.19.0.0/20
CIDR block by default.

master _ins
tance_type

string

Yes

The Elastic Compute
Service (ECS)
instance type code of
the master nodes. For
more information, see
Instance type families.

Mast er _sys
tem di sk_cat egory

string

Yes

The system disk type
of the master nodes.




Name

Parameters

Required

Description

mast er _sys
tem di sk_si ze

integer

No

The system disk size
of the master nodes.

wor ker _i ns
tance_t ype

string

Yes

The Elastic Compute
Service (ECS)
instance type code of
the worker nodes. For
more details, see.

Wor ker _sys
tem di sk_cat egory

string

Yes

The system disk type
of the worker nodes.

Wor ker _sys
tem di sk_si ze

integer

No

The system disk size
of the worker nodes.

| ogi n_password

string

Yes

The SSH logon
password, which is

8 - 30 characters

long and must contain
uppercase letters/
lowercase letters,
numbers, and special
characters at the same
time. Use either this
parameter or the

key_ pair.

key pair

string

Yes

The key pair name.
Use either this
parameter or

| ogi n_passwor d.

num of nodes

integer

No

The number of worker
nodes. The value
range is [0,300].

sSnat _entry

bool

Yes

Whether or not to
configure the SNAT for
VPC. This parameter
must be set to

t r ue if you select to
allow the system to
automatically create

a VPC. Configure

the parameter value
according to the




Name Parameters Required

Description

outbound capability if
you select to use an
existing VPC to create
the cluster.

ssh_fl ags bool No

Whether or not to
enable SSH access for
Internet.

cl oud_noni bool No
tor_flags

Whether or not to
install the cloud
monitoring plug-in.

Response information
Returns the row responseline
HTTP/ 1.1 202 accepted
Special return head responsehead
None. See Public response headers.

Response body (ResponseBody)

{
"cluster _id":"string",
"request _id":"string",
"task_id":"string"
}
Example

Request example

POST /clusters HITP/ 1.1
<Public request header>

{
"Mai d": True,
"nanme": "my-test-Kubernetes-cluster”,
"Mai d": 60,
"cluster_type": "Kubernetes",
"region_id": "cn-beijing",
"zoneid": "cn-beijing-f",
"vpcidt: ",
"vswitchid": "",

"num of nodes": 1,
"container_cidr": "172.16.0.0/16",
"service cidr": "172.19.0.0/ 20",
"cloud_nonitor flags": true,

"mast er _i nstance_type": "ecs.snlne.large",
"mast er _system di sk_category": "cloud efficiency",




"mast er _system di sk_si ze": 40,

"wor ker _i nstance_type": "ecs.snlne.large",
"wor ker _system di sk_category”: "cloud_efficiency",
"Mai d": 40,

"snat _entry": true,

"ssh_flags": true,

"l ogi n_password": "Hell 01234"
}

Returns an example

HTTP/ 1.1 202 Accepted
<Public response header s>

“cluster_id": "ch95aa626a47740af bf 6aa099b650d7ce",
"request _id": "687C5BAA- D103-4993- 884B- C35E4314A1E1",
"task_id": "T-5a54309c80282e39ea00002f "

4.2.2 Scale out or in a cluster

Add or remove the worker nodes to or from the cluster (this operation only applies to the

resources created by Resource Orchestration Service (ROS)).
Request Information
Request line (RequestLine)

PUT /clusters/{cluster _id} HTTP/ 1.1

Request line parameter (URI Param)

Name Type Required or not Description

cluster _id string Yes. The cluster ID.

Special request header (RequestHead)
None. Refer to Public request headers.

Request body requestbody

{

"di sabl e rol | back": "whether or not to roll back if the cluster
fails to be scaled out or in",

"timeout _mns": "timeout for creating the cluster",

"wor ker _i nstance_type": "instance type of worker nodes",

"wor ker _system di sk_category": "system di sk type of worker nodes",

"wor ker _system di sk_si ze": "system di sk size of worker nodes",

"l ogi n_password": "password used to log on to the node by using
SSH',

"num of nodes": "number of worker nodes"



}

Request body explanation

Name

Type

Required

Description

di sabl e_rol | back

bool

Yes

Whether or not to roll
back if the cluster fails
to be scaled out or in.
t r ue indicates to not
roll back and f al se
indicates to roll back.
Resources generated
in the creation process
are released if you
select to roll back. We
do not recommend
that you use f al se.

ti meout _nins

int

Yes

The timeout (in
minutes) for creating
the cluster resource
stack. The default
value is 60.

wor ker _i ns
tance_t ype

string

Yes

The Elastic Compute
Service (ECS)
instance type code

of the worker nodes.
For more details, see
Instance type families.

wor ker _sys
tem di sk_cat egory

string

Yes

Worker node System
Tray type.

wor ker _sys
tem di sk_si ze

int

Yes

The system disk size
of the worker nodes.

| ogi n_password

string

Yes

The SSH logon
password, which is

8 — 30 characters

long and must contain
uppercase letters/
lowercase letters,
numbers, and special
characters at the same
time. This password
must be the same as




Name Type Required Description
that specified when
you create the cluster.
num of nodes int Yes The number of worker

nodes. The value
range is [0,300]. To
scale out a cluster, this
value must be larger
than the number of
existing worker nodes
in the cluster. To scale
in a cluster, this value
must be smaller than
the number of existing
worker nodes in the
cluster.

Returns Information

Returns the row responseline

HTTP/ 1.1 202 accepted

Special return head responsehead

None. See Public response headers.

Response body (ResponseBody)

{

}

Examples

"cluster _id":"string",
"request _id":"string",

"task_id":"string"

Request example

PUT /cl usters/Cccfd68cd474454665ace07ef ce924f 75f HITP/ 1.1
<Public request headers>

{

"di sabl e _rol | back":
"timeout mns": 60,
"num of nodes": 8,

"wor ker _i nstance_type":

true,

"wor ker _system di sk_cat egory":
"wor ker _system di sk_si ze": 40,

"l ogi n_passwor d":

"Hel | 01234"

"ecs.snlne. | arge",

"cloud_efficiency",



}

Returns an example

HTTP/ 1.1 202 Accepted
<Public response headers>

{
"cluster _id": "Cccfd68c474454665ace07ef ce924f 75f",
"request _id": "687C5BAA- D103-4993- 884B- C35E4314A1E1",
"task _id": "T-5a54309c¢80282e39ea00002f"

}

4.2.3 Create multi-availability kubernetes Cluster
Creates a new high-availability kubernetes cluster instance across the availability area, and

creates a new specified number of nodes.
Request Information
Request Line requestline
POST /clusters HTITP/ 1.1
Special request header requesthead
None. Refer to Public request headers.

Request body (RequestBody)

{
"Mai d": "whether the failure rolls back ",
"Name": "cluster nane ",
“Maid": cluster creation tinmeout,
"Cluster_type": "kubernetes ",
"Region_id": "region"

"Multi _az": True,
"Vpcid": "vpc id ",
“"Maid": "ClIDR container ",

"Service cidr": "service CIDR ",

"Maid": "First available zone switch ID ",

"Mai d": "second usable zone switch ID ",

"Maid": "third usable zone switch ID ",

"Maid": "First avail able Zone master node instance specification

"Mai d": "second avail abl e area master node instance specification
" “Maid": "third available area master node instance speci fication

"Mai d": "master node System Di sk Type ",

"Mai d": "master node System Di sk size ",

"Maid": "First avail able zone worker node instance specification

"Mai d": "second avail abl e area worker node instance specification
" “Maid": "third available area worker node instance speci fication

"Mai d": "worker node System Tray type ",



“"Mai d": "worker node System Di sk size ",

"Mai d: the nunber of worker nodes in the first available area ",
MAI D: the nunber of worker nodes in the second avail able area ",
MAI D: the nunber of worker nodes in the third avail able area ",
"Mai d": "whether or not to open public-network SSH Login ",
"Logi n_password": "SSH Login Password", "maid ": "Wether the

cloud nmonitor plug-in is installed"

}

Request body explanation

Name Parameters Required Description

Di sabl e_rol I back |bool No Whether the failure
is rolled back or

not, true to indicate
that the failure is not
rolled back, false
Failed rollback. If the
selection fails to roll
back, the resources
produced during the
creation are released
, and false is not
recommended

Nane string Yes Cluster name. The
cluster name can be
in case English letters
, Chinese, numbers,
and dashes.

Ti meout _ni ns integer No The cluster resource
stack creation time-
out, in minutes, is the

default of 60.

Region_id string Yes Location ID of the
Cluster

Miulti _az bool Yes Highly Available
Cluster type, fixed to
true

Vpci d string Yes Vpcid

Cont ai ner _ci dr string No Container segment,

cannot conflict with
VPC segment. When
you select a system




Name

Parameters

Required

Description

to automatically create
a VPC, by default,
use the LDO .0.0/16
network segment

Service_cidr

string

No

A service segment
cannot conflict with

a VPC segment and
a container segment
. When you select a
system to automatica
lly create a VPC,

the default is to use
the FIG/20 network
segment

Vswitch_id a

string

Yes

Switch ID of the first
usable Zone

Vswitch id B

string

Yes

Switch ID of the
second usable Zone

Vswitch_id c

string

Yes

Switch ID of the third
usable area

Mast er _i ns
tance_type_a

string

Yes

The first available
Zone master node
ECs specification
Type code. For more
information, see
Instance type families.

Mast er _i ns
tance_type_ B

string

Yes

The second usable
Zone master node
ECs specification
Type code. For more
information, see
Instance type families.

Master _ins
tance_type_c

string

Yes

The third available
Zone master node
ECs specification
Type code. For more
information, see
Instance type families.




Name Parameters Required Description

Mast er _sys string Yes Master node system

tem di sk_cat egory disk type.

Mast er _sys integer No Master node System

tem di sk_si ze Disk size

Wor ker _ins string Yes The first available

tance type_a zone worker node ECs
specification Type
code. For more details
, see.

Wor ker _i ns string Yes The first available

tance type_ B zone worker node ECs
specification Type
code. For more details
, See.

Wor ker _ins string Yes The first available

tance_type_c zone worker node ECs
specification Type
code. For more details
, see.

Wor ker _sys string Yes Worker node System

tem di sk_cat egory Tray type.

Wor ker _sys integer No Worker node System

tem di sk_si ze Disk size

Num of _nodes_a integer No The first number of
free zone worker
nodes. Scope is [1,300
]

Num of _nodes_ B integer No The first number of
free zone worker
nodes. Scope is [1,300
]

Num of _nodes_c integer No The first number of
free zone worker
nodes. Scope is [1,300
1

Logi n_passwor d string Yes SSH Login Password

. Password rule is 8-
30 Two characters,




Name Parameters Required Description

including three (large
, lower-case letters,
numbers, and special
symbols ). Key_pair
Two, one.

Prosupport pair string Yes The keypair name.
And login_password.

Ssh_fl ags bool No Do you want to open
public network SSH
login Login?

d oud_noni bool No Do you want to install

tor_fl ags the cloud monitoring
plug-in?

APl Usage Note

« You first need to include at least 3 switches under the unified VPC, in order to ensure high

availability, it is recommended that three switches be distributed in different available zones.

. The switch to be used by the cluster must have access capability (SNAT rules can be
configured using the NAT Gateway) or use ECs as the network agent. It is recommended that

you configure SNAT rules using a NAT Gateway)
Returns Information
Returns the row responseline

HTTP/ 1.1 202 accepted

Special return head responsehead
None. See Public response headers.

Response body (ResponseBody)

{
"cluster _id":"string",
"request _id":"string",
"task_id":"string"



}
Example
Request example

PCST /clusters HTTP/ 1.1
<Publ i ¢ request header>

“Maid": True,

"Name": "nulit-Az-cluster ",
“Mai d": 60,

"Cluster_type": "kubernetes ",

"Regi on_id": "CN Shanghai ",
"Multi _az": True,

"Maid": "10.4.0.0/16 ",
"service_cidr": "10.3.0.0/20",
"vpcid": "vpc-nmytestvpc”,

"vswitch_id_a": "vswa"

"vswitch id b": "vswb"

"vswitch_id c": "vswc"

"master _instance_type_a": "ecs.cbh.large",

"mast er _i nstance_type_b": "ecs.dl. 2xl arge",
"master _instance_type c": "ecs.c4. x|l arge",

"mast er _system di sk_category”: "cloud_efficiency",
"mast er _system di sk_si ze": 40,

"wor ker instance type a": "ecs.cb5.l|arge",

"wor ker _i nstance_type_b": "ecs.dl.2xl arge",

"wor ker i nstance_type_c": "ecs.c4. x|l arge",

"wor ker _system di sk_category": "cloud efficiency",
“Mai d": 40,

"num of nodes_a": 2,

"num of nodes_b": 2,

"num of nodes_c": 2,

"ssh flags": true,

"l ogi n_password": "Hell 01234",
"“cloud_rnonitor flags": true

}

Returns an example

HTTP/ 1.1 202 Accepted

<Public response headers>

{
"cluster _id": "ch95aa626a47740af bf 6aa099b650d7ce",
"request _id": "687C5BAA- D103-4993- 884B- C35E4314A1E1",
"task_id": "T-5a54309c80282e39ea00002f "



4.2.4 Obtain cluster certificate

Download the certificate used by the current logon user to access the cluster.

Request information
Request line (RequestLine)

GET /clusters/:clusterid/certs
Special request header (RequestHead)
None. See Public request headers.

Response information
Response line (ResponseLine)

HTTP/ 1.1 200 OK
Special response header (ResponseHead)
None. See Public response headers.

Response body (ResponseBody)

"ca": "string",
"cert": "string",
"key": "string"

Response body explanation

Name Type

Description

ca string

The certificate issued by the
Certification Authority (CA),
which is used by the current
logon user to access the
cluster.

cert string

The public key certificate used
by the current logon user to
access the cluster.

key string

The private key certificate used
by the current logon user to
access the cluster.




Example

Request example

GET /cl ust ers/ C5b5e80b0b64a4bf 6939d2d8f bbc5ded7/ certs HITP/ 1.1
<Public request headers>

Response example

HTTP/ 1.1 200 Ok
<Public response header s>

"ca'i "XXXXXXXX",
"cert": "XXXXXXXX",
"key": " XXXXXXXXXX"

4.2.5 Obtain cluster kubeconfig interface

Return the Kubernetes cluster access kubeconfig that contains the identity information of the

current logon user.
Request information
Request line (RequestLine)

GET /k8s/:clusterid/user_config
Special request header (RequestHead)
None. See Public request headers.

Response information
Response line (ResponseLine)

HTTP/ 1.1 200 OK
Special response header (ResponseHead)
None. See Public response headers.

Response body (ResponseBody)

"config": "string"

Response body explanation



Name Type Description

config string The cluster access kubeconfig
of the current logon user.

Example
Request example

GET / k8s/ c5b5e80b0b64a4bf 6939d2d8f bbc5ded7/ user _config HTTP/ 1.1
<Public request headers>

Response example

HTTP/ 1.1 200 Ok
<Public response headers>

"config": "XXXXXXXX"

4.2.6 Add existing ECS instances to a cluster

Add existing Elastic Compute Service (ECS) instances to a cluster.

Note:
The system disk is replaced in the process of adding ECS instances. Therefore, back up the data

in advance.
Request information
Request line (RequestLine)
PCST /clusters/{cluster_id}/attach HTTP/ 1.1

Request line parameter (URI Param)

Name Type Required Description

cluster_id string Yes The cluster ID.

Special request header (RequestHead)
None. See Public request headers.

Request body (RequestBody)

"password": "password of the root account that is used to | og on
to the ECS instance",



"instances":

"the array of

Request body explanation

i nst ances to be added"

Name

Type

Required

Description

password

string

Yes

The password of the
ECS instance, which
is 8 - 30 characters
long and must contain
uppercase letters/
lowercase letters,
numbers, and special
characters at the same
time.

i nst ances

array

Yes

The array of existing
ECS instances.

Response information

Response line (ResponseLine)

HTTP/ 1.1 202

K

Special response header (ResponseHead)

None. See Public response headers.

Response body (ResponseBody)

U= EE

"task_id"
Example

Request example

code": "200",

i nstanceld": "i-2zee30i wcyoz7kwdo8bt ",
nessage": "successful"

code": "200",

i nstancel d": "i-2zeOl gnBy6i yl cbtcypf",
nmessage": "successful"

. "T-5ab544af f 80282e39ea000039"

POST /cl usters/ Cccfd68c474454665ace07ef ce924f 75f/attach HTTP/ 1.1
<Public request headers>




"password": "Hell 01234",
"instances": [

- xxxx",

“-yyyy”

Response example

HTTP/ 1.1 202 Accepted
<Publ i ¢ response headers>

"list": [

"code": "200",
"instancel d": "i-xxxx",
"message”: "successful”
"code": "200",
"instanceld": "i-yyyy",
"message”: "successful”

"task_id": "T-5ab544aff80282e39ea000039"
4.2.7 View a cluster
View the cluster details according to the cluster ID.
Request information
Request line (RequestLine)
GET /clusters/{cluster _id} HTTP/ 1.1

Request line parameter (URI Param)

Name Parameters Required

Description

cluster_id string Yes

Custer ID

Special request header (RequestHead)
None. See Public request headers.
Request body requestbody

None.




Return information
Response line (ResponseLine)
HTTP/ 1.1 200 OK
Special response header (ResponseHead)
None. See Public response headers.

Response body (ResponseBody)

{
"agent _version": "string",
“cluster _id": "string",
"created": "datetine",
"external | oadbal ancer _id": "string",
"master _url": "string",
"name": "string",
"networ k_node": "string",
"region_id": "string",
"security_group_id": "string",
"size": "numbers",
"state": "string",
"updated": "datetinme",
"vpc_id": "string",
"vswitch_id": "string"

}

Response body explanation

Cluster format

Name Type Description
agent _versi on string The Agent version.
cluster _id string The cluster ID, which is the

unique identifier of the cluster.

created string The creation time of the cluster
ext er nal _I oadbal ance string The Server Load Balancer
r_id instance ID of the cluster.

mast er _ur | string The master address of the

cluster, which is used to
connect to the cluster to
perform operations. For more
information, see Connect to a
cluster by using Docker tools.




Name Type Description

nane string The cluster name, which is
specified when you create the
cluster and is unique for each

account.

net wor k_node string The network mode of the
cluster (Virtual Private Cloud (
VPC)).

region_id string The ID of the region where the

cluster is located.

security _group_id string The security group ID.

si ze string The number of nodes.

state string The cluster status. For more
information, see Cluster
lifecycle.

updat ed string The last update time.

vpc_id string The VPC ID.

vswitch_id string The VSwitch ID.

Examples

Request example

GET /cl ust er s/ C5b5e80b0b64a4bf 6939d2d8f bbc5ded7 HTTP/ 1.1
<Public request header>

Response example

HTTP/ 1.1 200 K
<Publ i c response header>
{
"agent version": "0.5-e56dab3",
"cluster _id": "c978ca3eaacd3409a9437db07598f 1f 69",
"created": "2015-12-11T03:52: 402",
"ext ernal _| oadbal ancer _i d": "1518f2b7e4c-cn-beijing-btc-a0l"

"master_url": "https://182.92.245.56: 17589",
"nanme": "my-python-cl uster-039de960",
"net wor k_node": "vpc",

"region_id": "cn-beijing",

"security group_id": "sg-25yqgjuxhz",

"size": b5,

"state": "running",

"updat ed": "2015-12-15T15:01: 582",
"vpc_id": """,

"vswitch_id":



4.2.8 View all clusters

View all the clusters you have created in Container Service, including swarm clusters and

Kubernetes clusters.
Request information
Request line (RequestLine)
GET /clusters HITP/ 1.1
Special request header (RequestHead)
None. See Public request headers.
Request body (RequestBody)
None.
Response information
Response line (ResponselLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)
None. See Public response headers.

Response body (ResponseBody)

"agent _version": "string",
"cluster _id": "string",
"created": "datetine",
"external | oadbal ancer _id": "string",
"master_url": "string",
"name": "string",

"networ k_node": "string",
"region_id": "string",

"security group_id": "string",
"size": "nunmbers",

"state": "string",

"updated": "datetinme",
"vpc_id": "string",
"vswitch_id": "string"

Response body explanation

Cluster format



Name Type Description

agent _version string The Agent version.

cluster_id string The cluster ID, which is the
unique identifier of the cluster.

creat ed string The created time of the cluster.
ext er nal _I oadbal ance string The Server Load Balancer
r_id instance ID of the cluster.

mast er _ur | string The master address of the

cluster, which is used to
connect to the cluster to
perform operations. For more
information, see Connect to a
cluster by using Docker tools.

name string The cluster name, which is
specified when you create the
cluster and is unique for each

account.

net wor k_node string The network mode of the
cluster (Virtual Private Cloud (
VPC)).

region_id string The ID of the region in which

the cluster resides. For more
information, see Regions.

security_group_id string The security group ID.

si ze string The number of nodes.

state string The cluster status. For more
information, see Cluster
lifecycle.

updat ed string Last updated time.

vpc_id string VPC ID.

vswitch_id string VSwitch ID.

Example

Request example

GET /clusters HITP/ 1.1



<Public request headers>
Response example

HTTP/ 1.1 200 K
<Public response headers>

"agent _version": "0.5-e56dab3",

"cluster _id": "c978ca3eaacd3409a9437db07598f 1f 69",

"created": "2015-12-11T03:52: 402",

"external | oadbal ancer _i d": "1518f2b7e4c-cn-beijing-btc-a0l",

"master_url": "https://182.92.245.56:17589",
"name": "my-python-cl uster-039de960",
"net wor k_node": "vpc",

"region_id": "cn-beijing",
"security_group_id": "sg-25yqgj uxhz",

"size": 5,

"state": "running",

"updat ed": "2015-12-15T15: 01: 582",
"vpc_id": "",

"vswitch id": ""

"agent _version": "0.5-e56dab3",

"cluster _id": "cleb19e0093204chb86c3a80334d2129e",

"created": "2015-12-15T14: 26:58Z7",

"external | oadbal ancer _i d": "151a6099del-cn-beijing-btc-a0l",

"master_url": "https://182.92.245.56:11905",
"name": "my-test-cluster-002b3f3d",

"net wor k_node": "vpc",

"region_id": "cn-beijing",
"security_group_id": "sg-25rg2wsof",

"size": 1,

"state": "running",

"updat ed": "2015-12-15T14: 43: 557",

"vpc_id": "",

"vswitch id": ""

4.2.9 Delete a cluster

Delete a cluster according to the cluster ID, and release all node resources of the cluster.
Request information
Request line (RequestLine)

DELETE /clusters/{cluster _id} HTTP/ 1.1

Request line parameter (URI Param)

Name Type Required Description

cluster_id string Yes The cluster ID.

Special request header (RequestHead)



None. See Public request headers.
Request body (RequestBody)
None.

Response information
Response line (ResponselLine)

HTTP/ 1.1 202 Accepted

Special response header (ResponseHead)
None. See Public response headers.
Response body (ResponseBody)
None.

Example

Request example

DELETE /cl usters/ Cccf d68c474454665ace07ef ce924f 75f HITP/ 1.1
<Public request headers>

Response example

HTTP/ 1.1 202 Accepted
<Public response headers>



5 Swarm API reference

5.1 Application API call method
5.1.1 Call methods

The REST API of application management needs to point to the cluster access point address and

interact with the cluster by using the HTTPS request of self-signed certificate.
Obtain access point and certificate of the cluster
Obtain in Container Service console

1. Log on to the Container Service console.
2. Click Clusters in the left-side navigation pane.

3. Click Manage at the right of the cluster.

Applications Name ¥
Services o
cl VPC ) ,
Nodes test Alibaba Cloud China East oo ___ Nonode N 2018-01-08 e e
Cluster (Hangzhou) VPC: @Running s o 2 F, 170628
Networks .

ate
Monitor | More~

4. View the cluster access point and click Download Certificate to download the cluster

certificate.

I Connection Information

Revoke Downloaded Certificate

Cluster Access Point:

tcp: //master3gd. cs-cn-hangzhou. aliyun. com:18174

Con Enwironment Variable (Linux or Mac):

DOCKER_TLS_VERIFY="1"
export DOCKER_HOST="tcp: / /master3g4. cs-cn-hangzhou. aliyun. com: 18174"
#5et the current path as the storage path for the cluster certificate file.

export DOCKER_CERT_PATH="$PWD"

To access and manage clusters, certificates granted by Alibaba Cloud are required. Each cluster has its own certificate. If vou have not yet downloaded the certificate for the current cluster, click IRV L= ko= pr e iy

To use API access, change the tcp in the command of the preceding figure to https.
Obtain by programming
Obtain the following items by using the cluster management API:

1. The mast er _url field value of the cluster. For more information, see View a cluster.

2. The cluster certificate. For more information, see Obtain cluster certificate.

The API returned results:



https://cs.console.aliyun.com/#/overview/all

"ca": "string", ##Certificate issued by the Certification
Aut hority, ca.pem

"cert": "string", ##Your public key certificate, cert.pem

"key": "string" ##Your private key certificate, key.pem

}

We recommend that you save the three strings in the returned results as three files, namely, ca.
pem cert. pem and key. pemin one directory. For most tools or programming frameworks, the

HTTPS certificate is loaded as a file.
Call application management API

Assume that your cluster name is Cl ust er Nan®e, the preceding three certificates are saved to
the ~/ . docker/ al i yun/ C ust er Nane directory, and the obtained mast er _url| address is

https://123.123. 123. 123: 1234.
Application API list
For more information, see View application list.

The following example describes how to view application list interfaces (the cont ext pat his/

proj ects/).

CURL
# Note: You may need to upgrade your CURL to the correct version.
curl --insecure --cert ~/.docker/aliyun/C usterNane/cert.pem --key
~/ . docker/ al i yun/ C ust er Nane/ key. pem https://123.123. 123. 123: 1234/
proj ect s/
PHP
<? php

$ch = curl _init();

curl _setopt ($ch, CURLOPT_URL, "https://123.123.123.123: 1234/
projects/");

curl _setopt ($ch, CURLOPT_SSLKEY, "~/.docker/aliyun/C usterNane/

key. pent) ;

curl setopt($ch, CURLOPT_CAINFO, "~/.docker/aliyun/d usterNane/ca
. pent');

curl setopt($ch, CURLOPT SSLCERT, "~/.docker/aliyun/d usterName/
cert.pem');

$resul t =curl _exec($ch);
echo $result;
curl _cl ose($ch);

Python

i mport requests

res = requests.get('https://123.123.123.123: 1234/ projects/', verify
=' ~/ . docker/al i yun/ d ust er Nane/ ca. pem , cert=('~/.docker/aliyun/
ClusterNane/cert.pem, '~/.docker/aliyun/C usterNane/key.pem))



print res.content

Java
Add Maven dependency

<dependency>

<gr oupl d>or g. apache. htt pconponent s</ gr oupl d>
<artifactld>httpclient</artifactld>
<versi on>4. 5. 1</ versi on>

</ dependency>

<dependency>
<gr oupl d>or g. bouncycast | e</ gr oupl d>
<artifactld>bcpki x-jdkl50on</artifactld>
<versi on>1. 52</ ver si on>

</ dependency>

Code sample:

import java.nio.file.Path;
i mport java. ni o. charset. Charset;
import java.nio.file.Files;
import java.nio.file.Paths;
i mport java.security. KeyFactory;
i mport java.security. KeyStore;
i mport java.security. PrivateKey;
i mport java.security.cert.Certificate;
i mport java.security.cert.CertificateFactory;
i mport java.security.spec. PKCS8EncodedKeySpec;
i mport javax. net.ssl.SSLCont ext;
i nport org. bouncycast| e. openssl . PEMKeyPai r ;
i mport org. bouncycast| e. openssl . PEMPar ser ;
i mport org.apache. http.client. methods. d oseabl eHt t pResponse;
i mport org.apache. http.client. nethods. Ht t pGet ;
i mport org.apache. http. conn. ssl. SSLConnecti onSocket Fact ory;
i mport org.apache. http.inpl.client.d oseabl eHttpdient;
i mport org.apache. http.inpl.client.Htpdients;
i mport org.apache. http. ssl. SSLCont ext s;
i mport org.apache. http.util.EntityUtils;
public class Test {
public static void main(String[] argc) throws Exception {
final char[] KEY_STORE_PASSWORD = "".toCharArray();
//Obtain the certificate address
Pat h caCertPath = Pat hs. get ("~/.docker/aliyun/
Cl ust er Nane/ ca. pent') ;
Path clientCertPath = Paths. get("~/.docker/aliyun/
Cl ust er Nane/ cert . pent');
Pat h client KeyPath = Paths. get("~/.docker/aliyun/
Cl ust er Nane/ key. pent') ;
final CertificateFactory cf = CertificateFactory.
getlnstance("X. 509");
final Certificate caCert = cf.generateCertificate(
Fi | es. new nput St rean(caCert Pat h));
final Certificate clientCert = cf.generateCertificate(
Fil es. new nput Stream(client CertPath));
final PEMKeyPair clientKeyPair = (PEMKeyPair) new
PEMPar ser (
Fi | es. newBuf f er edReader ( cl i ent KeyPat h,
Char set . def aul t Charset ()))
.readQj ect () ;



fi nal PKCS8EncodedKeySpec spec = new PKCS8Encod
edKey Spec(

0));

client KeyPai r. get Privat eKeyl nf o(). get Encoded

final KeyFactory kf = KeyFactory. getlnstance("RSA");
final PrivateKey clientKey = kf.generatePrivate(spec);
//Set the trusted certificate
final KeyStore trustStore = KeyStore. getlnstance(
Key St ore. get Def aul t Type()) ;
trustStore.load(null, null);
trustStore.setEntry("ca", new KeyStore. Trust edCer
tificateEntry(caCert), null);
/'l Set the private key
final KeyStore keyStore = KeyStore. getlnstance(
KeySt ore. get Def aul t Type() ) ;
keyStore.load(null, null);
keyStore.setCertificateEntry("client", clientCert);
keyStore. set KeyEntry("key", clientKey, KEY STORE
PASSWORD, new Certificate[]{clientCert});
SSLCont ext ssl Cont ext = SSLCont exts. cust om()
.l oadTrust Material (trustStore, null)
.l oadKeyMat eri al (keyStore, KEY_STORE PASSWORD)
Lbuild();
SSLConnect i onSocket Factory sslsf = new SSLConnect
i onSocket Fact or y(
ssl Cont ext
SSLConnect i onSocket Fact ory. get Def aul t
Host nanmeVerifier());
//httpclient connection
Cl oseabl eHttpdient httpclient = HtpCients.custom)
. set SSLSocket Fact or y( ssl sf)
Lbuild();
try {
Htt pget = new httpget ("https: // 123.123.123.123
1234/ projects /");
Cl oseabl eHt t pResponse response = httpclient.
execut e(htt pget);

try {
Systemout. println

)
String bodyAsString = EntityUtils.toString(
response. getEntity());
System out . println(bodyAsString);
} finally {
response. cl ose();

}
} finally {
httpclient.close();



5.2 Application API list

5.2.1 View application list

View the list of all your created applications in a container cluster.

Request information

Request line (RequestLine)

GET /projects/ HITP/1.1

Request line parameter (URI Param)

Name Type Required Description

q string No The application name.

services boolean No Whether or not
includes the
application service
information. The
default value is t r ue.

cont ai ners boolean No Whether or not

includes the service
container information.
The default value is
true.

Special request header (RequestHead)

None.

Request body (RequestBody)

None.

Response information

Response line (ResponseLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)

None.




Response body (ResponseBody)

"name": "string",
"description": "string",
“"tenplate": "string",
"version": "string",
"created": "datetime",
"updated": "datetinme",
"desired_state": "string",
“current _state": "string",
"“environnent": {

"key": "val ue",

"services": |

Response body explanation

Project format

Name Type Description

name string The application name.

description string The application description.

tenpl ate string The application Compose
template.

version string The application version.

created datetime The created time of the
application.

updat ed datetime The updated time of the
application.

desired_state string The expected status (if the

current status is the intermedia
te status, the expected status
indicates the final status of the

change).

current _state string The current status.

envi r onment map The environment variable key/
value.

services array The service list.




Example
Request example
CGET /projects HITP/ 1.1
Response example

HTTP/ 1.1 200 K
Cont ent - Type: appl i cati on/j son; char set =UTF- 8

"nane": "test",

"description": "This is a test application",

“"tenplate": "..."

"version": "1.0",

“environnment": {
" COVPCSE_PROJECT_NAME": "test"

"created": "2016-02-02T07:45: 13.113833319Z7",
"updat ed": "2016-02-02T07: 45: 16. 031421547",
"desired_state": "running",

"current_state": "running",

"services": |

5.2.2 Create an application

Create an application.
Request Information
Request line (RequestLine)

PCST /projects/ HITP/ 1.1
Request line parameter (URI Param)
None.

Special request header (RequestHead)

Cont ent - Type: application/json
Request body (RequestBody)

JSON object

"nanme": "string",
"description": "string",
"tenplate": "string",



"version": "string",

"“environnent": {
"key": "val ue",

}

Request body explanation

Name

Type

Required

Description

nane

string

Yes

The application name
, which can be 1-64
characters long and
contain numbers,
English letters, and
hyphens (-), but
cannot start with
hyphens (-).

descri ption

string

No

The application
description.

tenpl ate

string

Yes

The application
Compose yaml
template in the format
of strings, which must
be escaped in the
JSON format.

Ver si on

string

No

The application
version. The default
value is 1.0.

envi ronnent

map

No

key/value used to
replace the variable
parameter in the
Compose template.

| at est _i mage

bool

No

Whether or not to
update the image
before creating an
application.




Response information

Response line (ResponseLine)

HTTP/ 1.1 201 Created

Special response header (ResponseHead)

Locati on /projects/<name>

Example

Request example

PCST /projects HITP/ 1.1

Cont ent - Type:

application/json

"nane": "test",

"description":

"tenpl ate":
"version":

"web:\r\n i mage:
"1.0",

"envi ronnment": {

"USER"': "

abc",

"PWD': "password"

Response example

HTTP/ 1.1 201

Cr eat ed

Location /projects/test

5.2.3 Delete an application

Delete an application according to the application name.

Request information

Request line (RequestLine)

"This is a test application”,

ngi nx",

DELETE / proj ects/{nane}? force={force}&={volunme} HTTP/ 1.1

Request line parameter (URI Param)

Name Type Required Description
nane string Yes The application name.
force string No Whether or not to

force the deletion.
Optional values: t r ue
(1)and fal se (0).




Name Type Required Description
The default value is
fal se.

vol une string No Whether or not to

force the deletion.
Optional values: t r ue
(1)yand fal se (0).
The default value is
fal se.

Special request header (RequestHead)

None.

Request body (RequestBody)

None.

Response information
Response line (ResponseLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)

None.

Response body (ResponseBody)

None.




Example
Request example
DELETE / projects/test HITP/ 1.1
Response example

HTTP/ 1.1 200 OK

5.2.4 View an application

View the application details according to the application name.

Request information
Request line (RequestLine)

GET /projects/{name} HTTP/ 1.1

Request line parameter (URI Param)

Name Type Required

Description

name string Yes

Application name

Special request header (RequestHead)
None.
Request body (RequestBody)
None.
Response information
Response line (ResponseLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)
None.

Response body (ResponseBody)

"name": "string",
"description": "string",
"tenplate": "string",
"version": "string",
"created": "datetinme",




"updated": "datetinme",

"desired_state": "string",
"current_state": "string",
"“environnent": {

"key": "val ue",

"services": |

Response body explanation

Application format

Name Type Description

name string The application name.

description string The application description.

tenpl at e string The application Compose
template.

version string The application version.

created datetime The created time of the
application.

updat ed datetime The updated time of the
application.

desired _state string The expected status (if the
current status is the intermedia
te status, the expected status
indicates the final status of the
change).

current _state string The current status.

envi r onment map The environment variable key/
value.

services array The service list.

Example

Request example
CGET /projects/test HITP/ 1.1
Response example

HTTP/ 1.1 200 Ck




Cont ent - Type: appl i cati on/j son; char set =UTF- 8

"nane": "test",

"description': "This is a test application",

"tenpl ate": .
"version": "1.0",
"envi ronnment ":

" COVPOSE_PRQJECT NAME': "test"

"created": "2016-02-02T07: 45:13.1138333192",
"updated": "2016-02-02TO07: 45: 16. 031421547",

"desired_state": "running",
"current_state": "running",
"services": |

5.2.5 Start an application

Start an application according to the service dependency order.

Request information
Request line (RequestLine)

PCST /projects/{name}/start HITP/ 1.1

Request line parameter (URI Param)

Name Type Required

Description

nane string Yes

Application name

Special request header (RequestHead)
None.
Request body (RequestBody)
None.
Response information
Response line (ResponseLine)
HTTP/ 1.1 200 K
Special response header (ResponseHead)
None.
Response body (ResponseBody)

None.




Example
Request example
PCST /projects/test/start HITP/ 1.1
Response example
HTTP/1.1 200 OK

5.2.6 Terminate an application

Send signals to all the containers in an application in a reverse order of service dependencies.

The default signal terminates all the containers.
Request information
Request line (RequestLine)
Post/ projects/{nanme}/kill? Signal = {signal} HTTP/ 1.1

Request line parameter (URI Param)

Name Type Required or not Description

narme string Yes The application name.

Si gnal String No The default value is
KILL.

Special request header (RequestHead)
N/A
Request body (RequestBody)
None
Response information
Response line (ResponseLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)
None
Response body (ResponseBody)

None



Example
Request example
Post/projects/test/kill HITP/ 1.1
Response example
HTTP/ 1.1 200 K
5.2.7 Stop an application
Stop all the containers in an application in a reverse order of service dependencies.
Request Information
Request line (RequestLine)
PCST / proj ects/{nane}/stop? t={tinmeout} HITP/ 1.1

Request line parameter (URI Param)

Name Type Required Description
nanme string Yes The application name.
ti meout int No The timeout time (in

seconds) for stopping
containers. The default
value is 10.

Special request header (RequestHead)
None.
Request body (RequestBody)
None.
Response information
Response line (ResponselLine)
HTTP/ 1.1 200 OK
Special response header (ResponseHead)
None.

Response body (ResponseBody)



None.
Example
Request example
POST /projects/test/stop HITP/ 1.1
Response example
HTTP/ 1.1 200 K
5.2.8 Redeploy an application
Redeploy an application.
Request information
Request line (RequestLine)
PCST / proj ects/{nanme}/ redepl oy HITP/ 1.1

Request line parameter (URI Param)

Name Type Required

Description

nane string Yes

Application name

Special request header (RequestHead)
None.
Request body (RequestBody)
None.
Response information
Response line (ResponseLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)
None.
Response body (ResponseBody)

None.




Example
Request example

PCST / projects/test/redepl oy HTTP/ 1.1
Response example
HTTP/ 1.1 200 K
5.2.9 Update application configurations
Update the application configurations.
Request information
Request line (RequestLine)
PCST / proj ects/{nanme}/update HTTP/ 1.1

Request line parameter (URI Param)

Name Type Required

Description

name string Yes

Application name

Special request header (RequestHead)
Content - Type: application/json

Request body (RequestBody)

JSON object
"description": "string",
"tenplate": "string",
"version": "string",

"l atest _i mage": true,
“environnent": {
"key": "val ue",

}

Request body explanation

Name Type Required

Description

descri ption string No

The updated applicatio
n description.




Name Type Required

Description

tenpl at e string Yes

The updated Compose
yaml template, which
must be escaped in

the JSON format.

versi on string No

The updated applicatio
n version. The
updated version must
be different from

the original version.
Otherwise, HTTP code
409 is returned.

| at est _i mage bool No

Whether or not to pull
the latest image.

envi ronment map Environment variable

Key/value used

to replace the
environment variable
in the Compose
template.

Response information
Response line (ResponseLine)
HTTP/ 1.1 202 Accepted

Special response header (ResponseHead)
None.
Response body (ResponseBody)
None.
Example
Request example

PCST /projects/test/update HTTP/ 1.1
Content - Type: application/json

"description': "This is a test application”,
"tenplate": "web:\r\n inmage: nginx",
"version": "2.0",
"l atest _i mage": true,
"“envi ronnment": {

"USER': "abc",




"PWD': " newpwd"

Response example

HTTP/ 1.1 202 Accepted

5.2.10 Update an application in blue-green release

Update an application in blue-green release.
Request information
Request line (RequestLine)

PCST / proj ects/{nanme}/update HTTP/ 1.1

Request line parameter (URI Param)

Name Type Required

Description

nane string Yes

Application name

Special request header (RequestHead)
Cont ent - Type: application/json
Request body (RequestBody)

JSON object

"updat e_net hod": "string",
"description": "string",
"tenplate": "string",
"version": "string",
"l atest i mage": true,
"“environnent": {

"key": "val ue",

}

Request body explanation

Name Type Required

Description

updat e_net hod string Yes

The update method of
the application. Use
bl ue- gr een as the
string.




Name

Type

Required

Description

description

string

No

The description of the
updated application.

tenpl at e

string

Yes

The updated Docker
Compose yaml
template, which must
be escaped in the
JSON format.

ver sion

string

Yes

The updated applicatio
n version. The
updated version must
be different from

the original version.
Otherwise, the HTTP
code 409 is returned.

| at est _i mage

bool

No

Set whether to pull the
latest image.

envi r onment

map

Environment variable

Use key/value pairs
to replace the
environment variables
in the Compose
template.

Response information

Response line (ResponseLine)

HTTP/ 1.1 202 Accepted

Special response header (ResponseHead)

None.

Response body (ResponseBody)

None.

Example

Request example

PCST /projects/test 01/update HTTP/ 1.1

Cont ent - Type:

"updat e_net hod":

application/json

"bl ue- green",




"description': "This is a test_01 application”,

"tenplate": "web:\r\n inmage: nginx",
"version": "2.0",
"l atest i mage": true,
"environnent": {
"USER': "abc",
"PWD': "newpwd"

Response example

HTTP/ 1.1 202 Accepted

5.2.11 Confirm the blue-green release

Confirm the blue-green release of an application.
Request information

Request line (RequestLine)

PCST / proj ects/{name}/confirmupdate? force=(true or false) HITP/ 1.1

Request line parameter (URI Param)

Name Type Required Description
name string Yes Application name.
confirmupdate bool Yes With t r ue passed,

the route weights of
the current application
and the old application
are set as 100%

and 0% respectively
when the rollback is
finished. With f al se
passed, the weight
settings are ignored
when the rollback is
finished. The route
weight is subject to the
weight settings of the
customers.

Special request header (RequestHead)

None.




Request body (RequestBody)

None.

Request body explanation

None.

Response information

Response line (ResponseLine)

HTTP/ 1.1 202 Accepted

Special response header (ResponseHead)

None.

Response body (ResponseBody)

None.
Example

Request example

PCOST / projects/test_01/confirmupdate? force=true HITP/ 1.1

Response example

HTTP/ 1.1 202 Accepted

5.2.12 Roll back the blue-green release

Roll back a blue-green release application.

Request information

Request line (RequestLine)

PCST / proj ects/{nane}/rol | back-update? force=(true or

Request line parameter (URI Param)

false) HTTP/ 1.1

Name Type Required Description
name string Yes Application name.
rol | back-update bool Yes Currently passing true

is OK.




Special request header (RequestHead)
None.
Request body (RequestBody)
None.
Request body explanation
None.
Response information
Response line (ResponseLine)
HTTP/ 1.1 202 Accepted
Special response header (ResponseHead)
None.
Response body (ResponseBody)
None.
Example

Request example

PCST /projects/test_01/rol | back-update? force=true HTTP/ 1.1

Response example
HTTP/ 1.1 202 Accepted

5.2.13 View service list

View the list of all your created services in a container cluster.
Request information
Request line (RequestLine)

GET /services/ HITP/ 1.1

Request line parameter (URI Param)

Name Type Required

Description

q string No

The service name.




Name

Type

Required

Description

cont ai ners

boolean

No

Whether or not to
include the service
container information.
The default value is
true.

Special request header (RequestHead)

None.

Request body (RequestBody)

None.

Response information

Response line (ResponselLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)

None.

Response body (ResponseBody)

"id":
"name":
"project”:
"description":
"created":
"updat ed":
"desired_state":
“current state":

"string",
"string",
"string",
"string",
"dateti me",
"dateti me",
"string",
"string",

"definition": {

"key":

"val ue",

"extensions": {

"key":

"val ue",

"contai ners": {

"key":

"val ue",

Response body explanation




Service format

Name Type Description

id string The service ID.

nane string The service name.

proj ect string The application name.

created datetime The created time of the service

updat ed datetime The updated time of the
service.

desired _state string The expected status (if the
current status is the intermedia
te status, the expected status
indicates the final status of the
change).

current _state string The current status.

definition map The service definition key/
value in Compose.

ext ensi ons map The service extension key/
value in the Container Service
Compose.

cont ai ners map The container key (container
ID)/value (attribute) in the
service.

Example

Request example
CGET /services/ HITP/ 1.1
Response example

HTTP/ 1.1 200 Ok
Cont ent - Type: appl i cati on/j son; char set =UTF- 8

"id": "wordpress_db",
"nanme": "db",
"project”: "wordpress",
"definition": {
"envi ronnent ":
" MYSQ._ROOT_PASSWORD=passwor d"




"image": "nysql:5.7",

"restart":

"ext ensi ons":
"scale": 1,
llI OgS": [

"al ways

{

"/var/l og/ mysql"

"created": "2016-04-21T13: 36: 32. 440646459Z2",
"updat ed": "2016-04-21T13: 36: 33. 270308958Z7",
"desired_state":
"current _state":

"cont ai ners":

"runni ng",
"runni ng",

"5616f 05d27516b3502a391f d2ca9d312cabf f aSad431bf 261ea81f 4ceabd

476e": {

"name": "/wordpress_db_1",

"node": "10.246.2.3",
"ip": "10.0.0.2",

"runni ng"

"status":
"heal t h":

true,
"runni ng",
"success"

5.2.14 View a service

View the service details according to the service ID.

Request information

Request line (RequestLine)

GET /services/{service_id} HITP/ 1.1

Request line parameter (URI Param)

Name

Type

Required

Description

service_id

string

Yes

The service ID in the
format of {project_na
me}_{service_name}.

Special request header (RequestHead)

None.

Request body (RequestBody)

None.




Response information
Response line (ResponseLine)
HTTP/ 1.1 200 OK
Special response header (ResponseHead)
None.

Response body (ResponseBody)

"id": "string",
"nane": "string",
"project”: "string",
"description": "string",
"created": "datetine",
"updated": "datetime",
"desired_state": "string",
"current_state": "string",
"definition": {

"key": "val ue",

"extensi ons": {
"key": "val ue",

"contai ners": {
n keyll : n Val uell ,

}

Response body explanation

Service format

Name Type Description

id string The service ID.

nane string The service name.

pr oj ect string The application name.

created datetime The created time of the service

updat ed datetime The updated time of the
service.

desired_state string The expected status (if the
current status is the intermedia
te status, the expected status




Name Type Description

indicates the final status of the

change).
current _state string The current status.
definition map The service definition key/

value in Compose.

ext ensi ons map The service extension key/
value in the Container Service
Compose.
cont ai ners map The container key (container
ID)/value (attribute) in the
service.
Example

Request example
GET /services/wordpress_db HTTP/ 1.1
Response example

HTTP/ 1.1 200 Ok
Cont ent - Type: appl i cati on/j son; char set =UTF- 8

"id": "wordpress_db",
"name": "db",
"project”: "wordpress",
"definition": {
“environnent": [
" MYSQL_ROOT_PASSWORD=passwor d"

"image": "nysqgl:5.7",

"restart”: "always"
"extensions": {

"scal e": 1,

"l ogs": |

“/var/l og/ nysql "

"created": "2016-04-21T13: 36: 32. 440646459Z",
"updat ed": "2016-04-21T13: 36: 33. 2703089582",
"desired_state": "running",
"current_state": "running",
"cont ai ners":
"5616f 05d27516b3502a391f d2ca9d312cabf f abad431bf 261ea81f 4ceabd476e
{
"name": "/wordpress_db_1",
"node": "10.246.2. 3",
"ip": "10.0.0.2",
"“runni ng": true,



"status": "running",
"heal th": "success"

5.2.15 Start a service

Start all the containers in a service.
Request Information
Request line (RequestLine)

POST /services/{service_id}/start HITP/1.1

Request line parameter (URI Param)

Name Type Required

Description

service_ id string Yes

The service ID in the
format of {project_na
me}_{service_name}.

Special request header (RequestHead)
None.
Request body (RequestBody)
None.
Response information
Response line (ResponseLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)
None.
Response body (ResponseBody)

None.




Example
Request example
PCST /servicel/test web/start HTTP/ 1.1
Response example
HTTP/ 1.1 200 OK
5.2.16 Stop a service
Stop all the containers in a service.
Request information
Request line (RequestLine)
PCOST /services/{service_id}/stop? t={tinmeout} HITP/ 1.1

Request line parameter (URI Param)

Name Type Required Description

service_ id string Yes The service ID in the
format of {project_na
me}_{service_name}

ti meout int No The timeout time (in
seconds) for stopping
containers. The default
value is 10.

Special request header (RequestHead)
None.
Request body (RequestBody)
None.
Response information
Response line (ResponseLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)

None.



Response body (ResponseBody)
None.
Example
Request example
PCST /services/test _web/stop HTTP/ 1.1
Response example
HTTP/ 1.1 200 K
5.2.17 Terminate a service
Send signals to all containers in a service. The default signal terminates all the containers.
Request information
Request line (RequestLine)
Post/ services/ {service_id}/kill? signal = {signal} HTTP/1.1

Request line parameter (URI Param)

Name Type Required Description

service_id string Yes The service ID in the
format of {project_na
me}_{service_name}.

si gnal string No The default value is
KILL.

Special request header (RequestHead)
None.
Request body (RequestBody)
None.
Response information
Response line (ResponselLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)



None.
Response body (ResponseBody)
None.
Example
Request example
Post/services/test_web/kill HTTP/ 1.1
Response example
HTTP/ 1.1 200 K
5.2.18 Scale a service
Scale the containers in a service to a specific number.
Request information
Request line (RequestLine)
POST /services/{service_id}/scale HITP/ 1.1

Request line parameter (URI Param)

Name Type Required

Description

service_ id string Yes

The service ID in the
format of {project_na
me}_{service_name}.

Special request header (RequestHead)
None.
Request body (RequestBody)

JSON object

"type": "string",




"val ue": "int"
Response information
Response line (ResponseLine)
HTTP/ 1.1 200 OK
Special response header (ResponseHead)
None.
Response body (ResponseBody)
None.
Example
Request example
Change the number of containers in t est _web service to three.

POST /services/test _web/scale HITP/ 1.1
Content - Type: application/json

"type": "scale_to",
"value": 3

Response example
HTTP/ 1.1 200 K

5.2.19 Create a data volume

Create a data volume in the cluster.
Request information
Request line (RequestLine)

Post/vol umes/create HTTP/ 1.1
Request line parameter (URI Param)
None.

Special request header (RequestHead)

Content - Type: application/json

Request body (RequestBody)



JSON object

"name"; "***"
"driver"; "*x*",
"driverOpts": {
“paral": "val ue",
"para2": "val ue",
}
Request body explanation
Name Type Required Description
nane string Yes The data volume
name, which can
be 1 - 64 characters
long, and contain
numbers, English
letters, and hyphens
(-), but cannot start
with a hyphen (-).
driver string Yes The data volume type
. Currently, Container
Service supports the
ossfs type.
driverOpts DriverOptions Yes For Object Storage
Service (OSS)
data volumes, it is
OSSOpts.
The definitions of OSSOpts data volume are as follows.
OSSOpts:
Name Type Required Description
bucket string Yes The OSS bucket
name, which can be
obtained in the OSS
console.
ak id string Yes The AccessKey ID
ak_secret string Yes The AccessKey Secret
required to access the
OSS resources.




Name Type Required

Description

ur string Yes

The domain name
provided by the OSS
bucket. You can obtain
the domain name in
the OSS console.

no_stat _cache string Yes

File caching. To
synchronize the
changes of a file
among different
machines, disable
caching.

ot her _opts string Yes

The configuration
parameters for
connecting to OSS.

Response information
Response line (ResponseLine)

HTTP/ 1.1 201 Created

Response body (ResponseBody)

JSON object
"Name": "vol une",
"Driver"; "x®*",
"Mountpoint": "/mmt/acs_mt/**/***"
"Label s": null,
"Scope": ""

Response body explanation

Name Type Description

Nane string The data volume name.

Driver string The type of the data volume
driver: ossfs .

Mount poi nt string The mount point of the data
volume on the host: / mt /
acs_mmt/x*/[***,




Name Type Description
Label s Map [String] string The metadata information of
the data volume.
Scope string The data volume management
range. inside the host. gl obal
indicates the cluster level.
| ocal indicates inside the
host.
0SS data volume example
Request example
"name": "ossvol une",
“driver": "ossfs",
"driverOpts":
"bucket": "aliyun-docker",
"ak_id"; tExEET
"ak_secret"; "FxEkxxn
"url": "oss-cn-hangzhou. al i yuncs
"no_stat_cache": "true",

"ot her _opts":

Response example

"-0 allow other -o default_ perm ssi on=666"

"Name": "ossvol une",
"Driver": "ossfs",
"Mount point": "/mt/acs_mt/ossfs/aliyun-docker",

"Label s": nul |,
" Scope":

5.2.20 View a data volume

View the data volume details.

Request information

Request line (RequestLine)

Get /vol unes/{nane} HITP/1.1

Request line parameter (URI Param)

None.

Special request header (RequestHead)

None.




Request body (RequestBody)
None.
Response information
Response line (ResponseLine)
HTTP/ 1.1 200 K
Response body (ResponseBody)

JSON object

"Name": "vol une",

"Driver"; "xx*",

"Mountpoint": "/mt/acs_mmt/**/***"
"Label s": null,

"Scope": "",

lll\bdeu: Il***ll,

"Refs": []

Name Type Description

Nane string The data volume name.

Driver string The type of the data volume
driver: ossfs.

Mount poi nt string The mount point of the data
volume on the host: / mt /
acs_mt/ ** [ x*x

Label s map[string]string The metadata information of
the data volume.

Scope string The data volume management
range. gl obal indicates the
cluster level. | ocal indicates
inside the host.

Node string The host name of the node in
which the data volume resides.

Ref s [[VolumeRef The list of containers that use
this data volume. For more
information, see the definition
of VolumeRef.

VolumeRef data type:



Name Type

Description

Nane string Container name
ID string Container ID
Example

Response example

"Nanme": "vol une",

"Driver": "ossfs",

"Mount point": "/mt/acs_mt/ossfs/bucket",
"Label s": null,

"Scope": "",

"Node": "asd903233s23g- nodel",

"Refs": []

5.2.21 View data volume list

View all the data volumes of the current cluster.
Request information
Request line (RequestLine)
Get /volunes HITP/ 1.1
Request line parameter (URI Param)
None.
Special request header (RequestHead)
None.
Request body (RequestBody)
None.
Response information
Response line (ResponseLine)
HTTP/ 1.1 200 OK
Response body (ResponseBody)

JSON object

"Name": "vol ume",




uD.ivern: Wk x kN

"Mount poi nt ": / mt/acs_mmt/**/***"
"Label s": null,

"Scope": "",

",\bde": Il***ll,

"Refs": []

Name Type Description

Nane string The data volume name.

Driver string The type of the data volume
driver: ossfs.

Mount poi nt string The mount point of the data
volume on the host: / mt /
acs_mt/**[x*x,

Label s map[string]string The metadata information of
the data volume.

Scope string Describes the data volume
management scope. The data
volume management range
. global indicates the cluster
level; local indicates inside the
host.

Node string The host name of the node in
which the data volume resides.

Ref s [[VolumeRef The list of containers that use
this data volume. For more
information, see the definition
of VolumeRef.

VolumeRef data type:

Name Type Description

Nane string Container name

I D string Container ID

Example

Response example

"Vol unmes": |

"Nane": "docker2",




"Driver": "ossfs",

"Mountpoint": "/mt/acs_mt/ ossfs/bucket 2",
"Label s": null,

" Scope": ,

"Node": "b347bcf0e68b",

"Refs": []

“"Nanme": "docker1",

"Driver": "ossfs",

"Mount point": "/mt/acs_mt/ossfs/bucket 1",
"Label s": nul I,

n Scopell : nmn ,

"Node": "b347bcf0e68b",

"Refs": []

5.2.22 Delete a data volume

Delete the specified data volume.
Request information
Request line (RequestLine)

Del ete /vol unes/{nanme} HITP/ 1.1

Request line parameter (URI Param)
None.
Special request header (RequestHead)
None.
Request body (RequestBody)
None.
Response information
Response line (ResponselLine)

HTTP/ 1.1 204 No Cont ent

Response body (ResponseBody)

None.



5.3 Triggers

5.3.4 Triggers

Introduction

A trigger is an API provided by Container Service for simple and fast redeployment and resource

scaling.

The strict authentication is needed because standard APIs must guarantee the security. However

, in scenarios where an API is integrated with a third-party system (for example, Jenkins or

other continuous integration CI/CD system), the required permissions are limited, for example,

messaging only. Therefore, to guarantee the security and convenience, APIs that have partial

authentication policies and can be flexibly called are widely applied in scenarios requiring

continuous integration and delivery.

Currently, Container Service provides redeployment trigger and resource scaling trigger.

Redeployment trigger

You can integrate your APIs with your monitoring system and redeploy your applications when
the system has exceptions. You can also integrate your APls with container Hub, and then the
application can be automatically redeployed by using the latest image after the new image is

constructed.

Resource scaling trigger

You can call the resource scaling trigger to realize container scaling.

Create a trigger

Procedure

-—

I

Log on to the Container Service console.
Click Applications in the left-side navigation pane.
Select the cluster in which the application resides from the Cluster list.

Click the application name. name.

Container Service | Application List Refresh _umi"m'“
Overview 3
Cluster: ystem Applications [ Hide Offline Applications [ Hide Online Applications Name ¥
Services
Clusters Ready:4 Stop Update elete
e @ Ready == 2018-01-09 08:46:33 2018-01-09 08:47:16 Stop | Update | Delet
Redeploy Events

Nodes

Click Create Trigger in the upper right corner.



https://cs.console.aliyun.com/#/overview/all

I Overview
a: test Time Created: 2018-01-09 Time Updated: 2018-01-09 Cluster: test

Name: te:
I Trigger 1. You can only have one of each trigger type.@ Create Trigger ~

Mo trigger is available at the moment. Click "Create Trigger” in the upper-right cornar.

Services Containers Logs Events Routes

6. The Create Trigger dialog box appears. Select Redeploy or Resource Scaling from the

Action list and then click Confirm.

. Redeploy

If you have Write permission to the image used by the application, you can select the
Associated with Image Update check box. Then, the application can be automatically
redeployed by using the latest image after the new image is constructed. Associated with
Image Update check box. Then, the application can be automatically redeployed by using

the latest image after the new image is constructed.

Create Trigger

* Action : Redeploy ¥

Associated with
Image wordpress
Update :

. Resource scaling

Select the service that needs to set the resource scaling trigger from the Service list.

@ Note:

To use the resource scaling trigger, upgrade the cluster Agent to the latest version.




& F&$585 | 5 Swarm API reference

Create Trigger
* Action : Resource Scaling v
* Sarvice 1 db r

1. If your Agent version is not up to date, you must go to the
corresponding cluster and upgrade the Agent before creating a
resource scaling trigger.

2. When calling 2 resource scaling triager, you must manually add the
following parameters into the trioger URL:

=T e e Rl Vah e Cndinne
Parameter Name | Required? | Meaning Value Options
oype Type of scaling
sep (Quantity of scaling | Integer, 1-100

For example: https://cs.console.alivun.com/hook/triggertriggerUrl=your T
riggerUrlfsecret=yourSecrat

Bitype=scale_outRstep=5 indicates that when the trigoer is called, the Co
ntainer Service adds 5 instances into the cluster,

= o

The generated trigger address is the API address.

I Trigger 1. You can only have one of each trigger type.@ Create Trigger =

Trigger Link (move mousa over to copy) Secret (move mouse over to copy) Type Action

hittps:/fundefined/hook/trigger?triggerUrl=YzC1ZGILNGY 1ZmEXNIRJZDC4Z TUDMZMy NjMwZDkaMIViTHRICIRBCNhbGIUZ3wxYTF2djlh - 7666347467376246456048324433306646¢C Resource Scaling Delete Trigaer
aZdubHVnfA==&secret=766634746f376246456c48324433306646cc677d1838914362332004808436b 677d1838314362332004808436b

Subsequent operations
You can call the trigger by using a third-party integration system or a GET or POST request. For
example, you can run the CURL command to call the trigger.

Call the redeployment trigger:

curl '"https://cs.consol e.aliyun.conl hook/trigger?triggerUl =Yzl 4YTKk5Nz
FkZWzk Yz Q2MTJi ONZKNTMLMz Y2ZDULMRNI f GNvbGxl Y3RKLWII brmNobWFya3xy ZWRl ¢ Gxv

92 Issue: 20180905



eXwxOd xbj c1Zz25uMvzf
4f f 5323d2509d546f dc1b33054b0928da8’

Call the resource scaling trigger:

Note:

==&secr et =44586c6b466352395143584¢c397065

When calling the resource scaling trigger, manually add the following parameters to the trigger

URL.

Parameter name Required Meaning Optional value

type Yes The scaling type. Contract: scal e_i n.
Expand: scal e_out .

step Yes The scaling number. Positive integer: 1-100

For example, calling the following trigger will add five containers to the service.

curl '"https://cs.consol e.aliyun.com hook/trigger?triggerUl=Y2lxZjl5Yz
hhYj | wWER M Bi Yj c20GUz YTI nzDgy NDAy f HdvcnRwe mvzcy 10ZXNOf HNj YWk pbnd8MTk z
ZnEy MKFWZXVWVKw=&s ecr et =53374142724e4e4a626f 664a313131556e62c671
6cd0d97d096900b3ad42a9ad&t ype=scal e_out &st ep=5'

5.5 Status table
Status Description
Launching The cluster is applying for corresponding cloud
resources.
Running The cluster is running.
Failed The cluster fails to apply for cloud resources.
Starting The cluster is starting.
Stopping The cluster is being stopped.
Stopped The cluster is stopped.
Restarting The cluster is restarting.
Updating The cluster is upgrading the server.
Scaling Change the number of cluster nodes.
Deleting The cluster is being deleted.
Deleted The cluster is successfully deleted.




5.6 Introduction

You can use the APlIs introduced in this document to perform relevant operations on Container

Service.

Note:
Before using these interfaces, make sure that you fully understand the instructions, use

agreement, and billing method of Container Service.

Terms

Term Chinese Description

Cluster Cluster Your container cluster. Multiple
applications can be deployed
in one cluster.

Node Node One node in your container
cluster. Currently, only Elastic
Compute Service (ECS)
instances are supported.

Project Application A complex application is
composed of multiple services
. A simplest application might
contain only one container.

Service Service A group of containers based
on identical images and
configurations function as a
scalable microservice.

Container Container A runtime instance of Docker
container.

5.7 APl overview
Container Service APIs are mainly divided into three parts:
« Cluster interfaces

. Application interfaces

. Triggers



Cluster interfaces

Container Service provides some interfaces to manage clusters, for example, the interfaces used

to create or delete clusters.

The list of cluster interfaces is as follows.

API Description

GetClusterList View all clusters.

CreateCluster Create clusters.

DeleteCluster Delete clusters.

GetClusterByld View clusters.

GetClusterCerts Obtain the cluster certificate.
UpdateClusterSizeByld Update the number of cluster nodes.

Application interfaces

The application interfaces are compatible with the Docker Remote API. You can operate your

Docker cluster in the same way as operating a single Docker Engine.

The list of application interfaces is as follows.

API Description

List projects View the application list.
Create project Create applications.
Retrieve project View applications.
Start project Start applications.

Stop project Stop applications.

Kill project Terminate applications.
Update project Update applications.
Delete project Delete applications.
List services View the service list.
Retrieve service View services.

Start service Start services.

Stop service Stop services.

Kill service Terminate services.



https://docs.docker.com/engine/reference/api/docker_remote_api/

API

Description

Scale service

Scale services.

Create volume

Create data volumes.

View volume

View data volumes.

List volumes

View the data volume list.

Delete volume

Delete data volumes.

Triggers

A trigger is an API provided by Container Service for simple, fast, and continuous deployment. For

more information, see Triggers.

5.8 Update history

interfaces.

Release date Update Description

2015-12-15 Determined the first version. The basic cluster management
interfaces were provided.

2016-02-04 Added application-related The basic application

management interfaces were
provided.

5.9 Cluster API call mode

5.9.1 Overview

The call to Container Service API interfaces is performed by sending HTTP requests to the server

address of the Container Service APIs and adding corresponding request parameters to the

requests according to the interface instructions. The system returns the results according to the

processing results of the requests.

1. Request structure
2. Public parameters

3. Returned results

4. Signature mechanism

5.9.2 Request Structure

Endpoint

The access address of Alibaba Cloud Container Service APl is cs.aliyuncs.com.




Communication protocol

The system supports request communication by using the HTTP or HTTPS channel. We

recommend that you use the HTTPS channel to send requests for more security.
Request methods

Use HTTP methods such as PUT, POST, GET, and DELETE to send different requests.
Request Parameters

Each request must contain the public request parameters and the request parameters unique to

specified operations.
Request encoding

Both requests and returned results are encoded by using the UTF-8 character set.

5.9.3 Public parameters

Public request headers

Public request parameters are the request parameters that each interface must use.

Parameter name Description Option

Aut hori zation The authentication information | Required
used to verify the validity

of arequest. Format:
AccessKeyl d: Si gnat ur e.

Cont ent - Length The content length of an HTTP [ Required
request, which is defined in
RFC 2616.

Cont ent - Type The content type of an HTTP [ Required
request, which is defined in
RFC 2616.

Cont ent - MD5 The Base64-encoded results Required
converted from 128-bit MD5
We recommend that you add
this message to all requests
to prevent requests from being
tampered. hash value of the
HTTP message body. We
recommend that you add this
message to all requests to




Parameter name Description Option

prevent requests from being
tampered.

Dat e The construction time of a Required
request. Currently, only the
GMT format is supported. If
the difference between the
construction time and the
MNS server time exceeds 15
minutes, invalid request is
returned.

Host The host access value, for Required
example, diku.aliyuncs.com.

Accept The return type required by the | Required
client. appl i cation/j son
and application/xm are
supported.

X-acs-version The API version. The current |Required
version is 2015-12-15.

X-acs-region-id A region indicates the physical | Required
location of an Elastic Compute
Service (ECS) instance. an
Elastic Compute Service (ECS
) instance.

X-acs- si gnat ur e-nonce The unique random number Required
used to prevent network replay
attacks. Different random
numbers must be used for
different requests.

X-acs- si gnat ure-met hod |[The method of user signature. | Required
Currently only HMAC-SHA1 is
supported.

Example

GET /clusters HITP/ 1.1

Host: cs.aliyuncs.com

Accept: application/json

User - Agent: cs-sdk-python/0.0.1 (Darw n/15. 2.0/ x86_64;2.7.10)
X-acs- si gnat ur e- nonce: f63659d4- 10ac-483b- 99da- ea8f de6leae3

Aut hori zati on: acs ACSbW2i Bby XOPk9ON: np/ 6\Wir 18V3qgAc5gbgsgMe/ i BOc
X-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 11:18:47 GMVI



X-acs- si gnat ur e- met hod: HMAC- SHA1

Content - Type: application/json;charset=utf-8
X- Acs- Regi on-1d: cn-beijing

Content-Length: O

Public response headers

Each time you send a request to call an interface, the system returns a unique identifier (

Requestld), no matter the request is successful or not.
Example

XML example:

<? xm version="1.0" encodi ng="UTF-8"? >

<l —Result root node-->
<Interface nane+Response>

| <!'—Return request tag-->
| <Request | d>4C467B38-3910- 447D 87BC- AC049166F216</ Request | d>

| <!'—Return result data-->
</l nterface name+Response>

JSON example:

"Request|d": "4C467B38-3910-447D- 87BC- AC049166F216"
/* Return result data */

5.9.4 Returned results

After the API service is called, data is returned in a unified format. The returned HTTP status
code 2xx indicates that the call is successful. The returned HTTP status code 4xx or 5xx
indicates that the call fails. When the call is successful, data can be returned mainly in two
formats: XML and JSON. When a request is sent, an external system can pass in a parameter to

define the format of the returned data. The default format is XML.

Examples of returned results in this document are formatted for ease of viewing. The actual

results returned are not formatted with line breaks or indentation.

5.9.5 Signature mechanism
Introduction
The Access Key ID and Access Key Secret are officially issued to you by Alibaba Cloud (you can

apply for and manage them on the Alibaba Cloud official website). The Access Key ID is used to

identify your identity. The Access Key Secret is the key used to encrypt the signature string and



verify the signature string on the server side. You must keep the Access Key Secret confidential.

Only you and Alibaba Cloud can know it.

Container Service verifies each access request it receives. Therefore, all requests sent to
Container Service must contain signature information. Container Service performs symmetric
encryption by using the Access Key ID and Access Key Secret to verify the identity of request
senders. If the calculated verification code is the same as the one provided, the request is
considered as valid. Otherwise, Container Service rejects the request and returns the HTTP 403

error.

You can add the authorization header in the HTTP request to contain the signature information,

indicating that the message has been authorized.

Container Service requires to contain the signature in the HTTP header in the format of

Aut hori zation: acs [Access Key ID]:[Signature].
The Si gnat ur e calculation method is as follows:

Si ghat ure ase64( hmac- shal(VERB + "\ n"

=b
+ ACCEPT + "\n" +
+ Content-MD5 + "\n"
+ Content-Type + "\n"
+ Date + "\n"
+ Canoni cal i zedHeaders + "\ n"
+ Canoni cal i zedResour ce))

. VERB indicates the HTTP method, for example, PUT.

. Accept indicates the return type required by the client, which can be application/json or
application/xml.

. Cont ent - MD5 indicates the MD5 value of the requested content.

. Cont ent - Type indicates the type of the requested content.

. Dat e indicates the operation time, which cannot be null. Currently, only the GMT format is
supported. If the difference between the request time and the CAS server time exceeds 15

minutes, CAS considers the request as invalid and returns error 400. For more information, see

the 5th section. For example, Thu, 17 Mar 2012 18: 49:58 GM.

« Canoni cal i zedHeader s indicates a combination of fields started with x- acs- in the HTTP
request.

. Canoni cal i zedResour ce indicates the uniform resource identifier (URI) of the resource in

the HTTP request. For example, / cl ust er s? nanme=mny- cl ust er s& esour ce=new.



Note:
Conform to the following specifications for Canoni cal i zedHeader s (headers started with x-

acs- ) before signature verification:

1. Convert the names of all HTTP request headers started with x- acs- to lowercase letters.
For example, convert X- ACS- Met a- Nane: TaoBao to x- acs- net a- nanme: TaoBao. The
names of request headers are case-insensitive according to Alibaba Cloud specifications.
However, we recommend that you use the lowercase letters.

2. If the value part of a public request header is too long, replace the \'t,\n,\r,and \f
separators with spaces.

3. Sort all HTTP request headers that are obtained from the preceding step and compliant with
Alibaba Cloud specifications in the lexicographic ascending order.

4. Delete any space at either side of a separator between request header and content. For
example, convert x- acs- et a- nane: TaoBao, Al i pay to x- acs- net a- nane: TaoBao,
Al i pay.

5. Separate all headers and contents with the \ n separator to form the final Canoni cal i

zedHeaders.

Note:
The format specification for Canoni cal i zedResour ce: Canoni cal i zedResour ce indicates
the standard description of the resource you want to access. Sort sub-resources and query in the
lexicographically ascending order and separate them by using the & separator to generate a sub-

resource string (all parameters after ?).
http://cs.aliyuncs. conl cl usters?nane=ny-cl ust er s& esour ce=new
The Canoni cal i zedResour ce format is:
/ cl usters? name=ny-cl ust er s&r esour ce=new
Signature example
Overview
The following example shows the signature process.

In the example, the Access Key ID and Access Key Secret are access_key_i d and

access_key_secret respectively. We recommend that you use your own API call program to



calculate the signature string in the following example. Then, compare your signature string with

the example result.
The request example is as follows:

POST http://cs.aliyuncs. com cl ust er s?par anil=val uel&par an=val ue2 HTTP/
1.1

Accept - Encodi ng: identity

Content - Lengt h: 210

Cont ent - MD5: 6U4ALMKKS] OPYbe QSHggmA==

X-acs-version: 2015-12-15

Accept: application/json

User - Agent: cs-sdk-python/0.0.1 (Darw n/15. 2.0/ x86_64; 2. 7. 10)
X-acs- si gnat ure-nonce: fbf6909a-93a5-45d3-8blc-3e03a7916799
X-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 12:20:18 GMVI

X-acs- si gnat ur e- met hod: HMAC- SHA1

Content - Type: application/json;charset=utf-8

X- Acs- Regi on-1d: cn-beijing

Aut hori zation: acs access_key_id:/Zmvl NDNKNDALZTQy MAVi YWY1MITRhZG
Vj ODgxMDWVAYzRi Mz EzNTg0ZA==

Request construction process
Calculate Cont ent - Lengt h and Cont ent - VD5

Cont ent - Lengt h: The length of the body content.

Note:

No space or line break is at the beginning of the example body.

body: {"password": "JustS$test","instance type": "ecs.n2.nmedi unt, "nane
" "my-test-cluster-97082734", "si ze": 1,"network_node": "classic","
data_di sk_category": "cloud","data_di sk _size": 10,"ecs_inmage id": "m
2531 | ee3l "}

Content - Length: 210

Cont ent - MD5: The MD5 calculation process.

body: {"password": "JustS$test","instance type": "ecs.n2.nmedi unt,"nane
" "ny-test-cluster-97082734", "size": 1,"network_node": "classic","
dat a_di sk_category": "cloud", "data_disk_size": 10,"ecs_inmage_id": "m
2531 | ee3l "}

# Cal cul ate the MD5 val ue of the body.

md5( body) : e€94e002cc90a4a3d0f 61b790487aa098

# Convert the MD5 value to a byte array. Convert every two hexadeci ma
synbol s of the MD5 value to a byte.

# For exanple, €9 -> 11111112111112112111121121111101001 -> -23

byt es(nd5(body)): {[-23], [78], [0], [44], [-55], [10], [74], [61], |
15]), [97], [-73], [-112], [72], [122], [-96], [-104]}

# Convert the obtained byte array to a Base64 string.
base64( byt es(nd5(body))): 6UAALMKKS] OPYbe QSHqgmA==



Cont ent - MD5: 6U4ALNMKKS] OPYbe QSHggmA==
Process Canoni cal i zedHeader s

# List all headers started with 'x-acs-"'.

X-acs-version: 2015-12-15

X-acs- si gnat ure-nonce: ca480402-7689-43ba-acc4-4d2013d9d8d4
X-acs-signature-version: 1.0

X-acs- si gnat ur e- mret hod: HMAC- SHA1

X- Acs- Region-1d: cn-beijing

# Convert the request nane to |l owercase |letters, delete the spaces
at the begi nning and end of each line, and sort the headers in the
| exi cographi cally ascendi ng order. Del ete any space at either side of
a separator between request header and content.

# Note: No line break is in the last line.

X-acs-regi on-id:cn-beijing

X-acs- si gnat ur e- met hod: HVAC- SHAL

X-acs- si gnat ur e- nonce: f bf 6909a- 93a5- 45d3- 8b1lc- 3e03a7916799
X-acs-si gnhature-version: 1.0

X-acs-version: 2015-12- 15

Calculate Canoni cal i zedResour ce

In the example, the length of CanonicalizedResource is 27.

Note:

An\ n line break is at the end of the first line.
/cl usters? paranil=val uel&par ank=val ue2

Calculate Si gnature

Assemble Si gnat ureStri ng. In the example, the length of the signature string is 307. An\ n

line break is at the end of all lines except the last line.

POST

application/json

6 UAALMKKS] 0PYbe QSHoqgmA==

appl i cation/json; charset=utf-8

Wed, 16 Dec 2015 12:20:18 GMr
X-acs-region-id:cn-beijing

X-acs- si gnat ur e- met hod: HVAC- SHAL
X-acs- si gnat ur e- nonce: f bf 6909a- 93a5- 45d3- 8b1lc- 3e03a7916799
X-acs-signature-version: 1.0
X-acs-version: 2015-12- 15

/ cl usters? paranil=val uel&par an=val ue2

Calculate Si gnat ure

# Use Access Key Secret to encrypt the signature string. In the

exanpl e, the accessKeySecret is access_key secret.

hrmac- shal(Si gnatureString): fee03d405e42lebaf514adec881038c4b313584d
# Convert the encrypted string to a byte array, sinmilar to the Content
-MD5 cal cul ati on et hod.



# Convert the byte array into a Base64 string to get the final
signature string.

base64( byt es(hmac- shal(SignatureString))): Znvl MDNKNDALZTQy MWi
YWY1MIRhZGV] ODgx MDVAYzRi Mz EzNTgOZA==

Si gnat ure: Zmvl MDNKNDALZTQy MAWI YWY1MIRhZGV] ODgx MDVAYz Ri Mz EzNTg0ZA==

Finish
After the preceding processing, add some other header information to construct the final HTTP

request as follows:

POST http://cs.aliyuncs. coni cl usters?parani=val uel&paran=val ue2 HTTP/
1.1

Accept - Encodi ng: identity

Content - Length: 210

Cont ent - MD5: 6U4ALNMKKS] OPYbe QSHggmA==

X-acs-version: 2015-12-15

Accept: application/json

User- Agent: cs-sdk-python/0.0.1 (Darw n/15.2.0/x86_64;2.7.10)
X-acs- si gnat ure-nonce: fbf6909a-93a5-45d3-8blc-3e03a7916799
X-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 12:20:18 GMI

X-acs- si gnat ur e- ret hod: HMAC- SHA1

Content - Type: application/json;charset=utf-8

X- Acs- Region-1d: cn-beijing

Aut hori zation: acs access_key_id:/Zmvl NDNKNDALZTQy MAVi YWY1MITRhZG
Vj ODgxMDMAYz Ri Mz EzNTg0ZA==

5.10 Cluster API list

5.10.1 Create a cluster instance

Create a cluster with a specified number of new nodes.
Request information
Request line (RequestLine)

POST /clusters HITP/ 1.1

Request line parameter (URI Param)
None.

Special request header (RequestHead)
None. See Public request headers.

Request body (RequestBody)

{

"password”: "password of the root account to log on to the Elastic
Conput e Service (ECS) instance",

"region_id": "RegionlD',

"instance_type": "ECS instance type",



"nanme": "cluster
"size": "numrber
"net wor k_node":
"VPC | D',
"VSwitch I D',
"cont ai ner Cl assless Inter-Domain Routing (ClDR)

"vpc_id":

"vswitch_id":
"subnet cidr":

name",
of nodes",
n VpCII ,

bl ock such as 172.28. 1.0/ 24",
"data_di sk_category": "di sk category"”,

"data_di sk_si ze":
"need_sl b":

the cluster",

"ecs_inmage_ id":
"io_optimzed":

"rel ease_eip_flag":

configuring the cluster"
"rds_i nstances":

}

Request body explanation

"whet her

"di sk size",
"whet her to create Server

"operating system i mge",
I/Oto be optimzed",

Load Bal ancer instance for

"whether to release Elastic IP (EIP) after

"RDS i nstance | D"

Name

Type

Required

Description

namne

string

Yes

The cluster name,
which can contain
uppercase English
letters, lowercase
English letters,
Chinese characters,
numbers, and hyphens

)

si ze

integer

Yes

The number of ECS
instances in the cluster

i nstance_type

string

Yes

The ECS instance
type code. For more
information, see
Instance type families.

net wor k_node

string

Yes

The network mode of
the cluster. Currently,
only VPC is supported.

subnet _ci dr

string

Yes

The CIDR block that
can be used by the
cluster, for example
, 192.168.24.0/22.

This field must be

configured only when
the network mode is

VPC.




Name

Type

Required

Description

vpc_id

string

Yes

The VPC ID. This field
must be configured
only when the network
mode is VPC. For
more information, see
VPC overview.

vswitch_ id

string

Yes.

The VSwitch ID of the
VPC. This field must
be configured only
when the network
mode is VPC.

password

string

Yes

The password of the
root account.

dat a_di sk_
cat egory

string

Yes

The disk category
used by ECS. For
more information, see
Disk category table.

dat a_di sk_si ze

number

Yes

The disk size shared
by nodes.

ecs_imge_id

string

No

The ID of the system
image used by ECS.
For more information,
see View image list .

io_optinzed

string

No

Determined according

to the ECS instance

rule. Optional values:
none or optim zed

. We recommend

that you pass in

opti m zed because

currently only VPC

is supported as the

network mode.

need sl b

bool

No

Whether to create

the default simple
routing Server Load
Balancer instance for
the cluster. The default
value is t r ue.



https://www.alibabacloud.com/help/zh/doc-detail/27708.htm?spm=a2c63.p38356.a3.3.47056dadQQEE5S
https://www.alibabacloud.com/help/zh/doc-detail/27708.htm?spm=a2c63.p38356.a3.3.47056dadQQEE5S
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Name Type Required Description

rel ease_eip_flag |[bool No Whether or not to
release EIP after
configuring the cluster.
The default value is
fal se.

rds_i nst ances array No Whether to add the IP
address of the ECS
instance to the RDS
instance whitelist.

ecs_image_id list

See View image list to obtain the ecs_image_id list. To customize the ECS image ID of the

cluster, make sure the ECS image meets the following requirements:

« Operating system: Ubuntu or CentOS.

. The Linux Kernel is 3.18 version or later, which is used to support overlayfs and overlay
network.

.« The/etc/docker/key. | son file is deleted from the image.
Response information
Response line (ResponseLine)
HTTP/ 1.1 202 Accepted
Special response header (ResponseHead)
None. See Public response headers.

Response body (ResponseBody)

{
"cluster _id":"string",
"request _id":"string",
"task_id":"string"
}
Example

Request example

PCST /clusters HTTP/ 1.1
<Publ i ¢ request headers>

{
"password": "TestPwdl24",



"region_id": "cn-beijing",

"instance type": "ecs.nl.small",
"name": "my-test-cluster”,
"size": 1,

"net wor k_node": "vpc",

"vpc_id":"vpc- Xxxxx",

"vswitch_id":"vsw xxxx",

"subnet _cidr":"172.28.1.0/24",

"data_di sk_category": "cloud_ssd",

"data_di sk_size": 40,

"need sl b":true,

"ecs_inmage id":"centos_7 04 64 20G al i base 201701015",
"io_optimzed":"true",

"rel ease_eip_flag":fal se

}

Response example

HTTP/ 1.1 202 Accepted
<Public response headers>

{
"cluster _id": "cbh95aa626a47740af bf 6aa099b650d7ce",
"request _id": "687C5BAA- D103-4993- 884B- C35E4314A1E1",
"task_id": "T-5a54309c80282e39ea00002f "

}

5.10.2 Delete a cluster

Delete a cluster based on the cluster ID, and release all node resources of the cluster.
Request information
Request line (RequestLine)

DELETE /clusters/{cluster _id} HITTP/ 1.1

Request line parameter (URI Param)

Name Type Required Description

cluster_id string Yes Cluster ID

Special request header (RequestHead)
None. See Public request headers.
Request body (RequestBody)

None.



Response information
Response line (ResponseLine)
HTTP/ 1.1 202 Accepted
Special response header (ResponseHead)
None. See Public response headers.
Response body (ResponseBody)
None.
Example

Request example

DELETE /cl usters/ Cccf d68c474454665ace07ef ce924f 75f HITP/ 1.1

<Public request headers>
Response example

HTTP/ 1.1 202 Accepted
<Public response header s>

5.10.3 View a cluster
View the cluster details according to the cluster ID.
Request Information
Request line (RequestLine)
GET /clusters/{cluster_id} HITP/ 1.1

Request line parameter (URI Param)

Name Parameters Required

Description

cluster_id string Yes.

Custer ID

Special request header (RequestHead)
None. See Public request headers.
Request body requestbody

None.




Returns Information
Response line (ResponseLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)
None. See Public response headers.

Response body (ResponseBody)

{
"agent _version": "string",
"Cluster_id": "string ",
"created": "datetine",
"external | oadbal ancer _id": "string",
"master _url": "string",
"name": "string",
"networ k_node": "string",
"region_id": "string",
"security_group_id": "string",
"size": "numbers",
"state": "string",
"updated": "datetinme",
"vpc_id": "string",
"vswitch_id": "string"

}

Response body explanation

Cluster format

Name Type Description
agent _versi on string The Agent version.
cluster _id String The cluster ID, which is the

unique identifier of the cluster.

created string The creation time of the cluster
ext er nal _I oadbal ance String The Server Load Balancer
r_id instance ID of the cluster.

mast er _ur | string The master address of the

cluster, which is used to
connect to the cluster to
perform operations. For more
information, see Connect to a
cluster by using Docker tools.




Name Type Description

nane string The cluster name, which is
specified when you create the
cluster and is unique for each
account.

net wor k_node String The network mode of the
cluster (Classic or Virtual
Private Cloud (VPC)).

region_id String The ID of the region where the
cluster is located.

security _group_id String The security group ID.

si ze String The number of nodes.

state String The cluster status. For more
information, see Cluster
lifecycle.

updat ed string The last update time.

vpc_id string The VPC ID.

vswitch_id string The VSwitch ID.

Examples

Request example

GET /cl ust er s/ C5b5e80b0b64a4bf 6939d2d8f bbc5ded7 HTTP/ 1.1
<Public request header>

Response example

HTTP/ 1.1 200 K
<Publ i c response headers>
{
"agent version": "0.5-e56dab3",
"cluster _id": "c978ca3eaacd3409a9437db07598f 1f 69",
"created": "2015-12-11T03:52: 402",
"ext ernal _| oadbal ancer _i d": "1518f2b7e4c-cn-beijing-btc-a0l"

"master_url": "https://182.92.245.56: 17589",
"nanme": "my-python-cl uster-039de960",
"net wor k_node": "cl assic",

"region_id": "cn-beijing",

"security group_id": "sg-25yqgjuxhz",

"size": b5,

"state": "running",

"updat ed": "2015-12-15T15:01: 582",
"vpc_id": """,

"vswitch_id":



5.10.4 Expand a cluster

Increase the number of nodes in the cluster.
Request information
Request line (RequestLine)

PUT /clusters/{cluster _id} HITP/ 1.1

Request line parameter (URI Param)

Name Type Required Description

cluster _id string Yes Cluster ID

Special request header (RequestHead)
None. See Public request headers.

Request body (RequestBody)

{
"password": "password of the root account to log on to the Elastic
Conput e Service (ECS) instance",
"instance type": "ECS instance type",
"size": "nunber of nodes after expansion",
"data_di sk_category": "di sk category"”,
"data_di sk_size": "disk size",
"ecs_inmage_id": "operating systemimage",
"io_optimzed": "whether 1/Oto be optimnzed",
"rel ease _eip flag": "whether to release Elastic IP (EIP) after
configuring the cluster"

Request body explanation

Name Type Required Description

password string Yes The password of the
ECS instance.

i nstance_t ype string Yes Code indicating the
ECS instance type.
For more information,
see Instance type
families.

si ze integer Yes The total number of
nodes, which must be




Name Type

Required

Description

larger than the number
of the existing nodes.

data_di sk _ string
cat egory

No

The disk category
used by ECS. For
more information, see
Disk category table.

dat a_di sk_si ze number

No

The disk size shared
by nodes (unit: GB).

ecs_image_id string

Yes

The ID of the system
image used by ECS.

io_optimnzed string

No

Determined according
to the ECS instance

rule. Optional values:
none or optim zed.

rel ease_eip_flag |[bool

No

Whether to release
EIP after configuring
the cluster. The default
value is f al se.

ecs_image_id list

See View image list to obtain the ecs_image_id list. To customize the ECS image ID of the

cluster, make sure the ECS image meets the following requirements:

. Operating system: Ubuntu or CentOS.

« The Linux Kernel is 3.18 version or later, which is used to support overlayfs and overlay

network.

. The/etc/docker/key. | son file is deleted from the image.

Response information
Response line (ResponseLine)
HTTP/ 1.1 200 OK
Special response header (ResponseHead)

None. See Public response headers.
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Response body (ResponseBody)

{
“cluster_id":"string",
"request _id":"string",
"task_id":"string"
}
Example

Request example

PUT /clusters/ Cccfdb68c474454665ace07ef ce924f 75f HITP/ 1.1
<Public request headers>

{
"password": "password",
"instance type": "ecs.s3.large",
"size": 2,
"data_di sk_category": "cloud ssd",
"dat a_di sk_si ze": 500,
"ecs_image_id": "centos_7_2 64 _40G base_20170222. vhd",
"io_optimzed":"optimzed",
"rel ease_eip_flag": false,
}

Response example

HTTP/ 1.1 202 Accepted
<Public response headers>

{
"cluster_id": "ch95aa626a47740af bf 6aa099b650d7ce",
"request _id": "687C5BAA- D103-4993- 884B- C35E4314A1E1",
"task _id": "T-5a54309c¢80282e39ea00002f"

}

5.10.5 Add existing ECS instances to a cluster

Add existing Elastic Compute Service (ECS) instances to a cluster.

Note:
The system disk is replaced in the process of adding ECS instances. Therefore, back up the data

in advance.
Request information
Request line (RequestLine)
PCST /clusters/{cluster_id}/attach HTTP/ 1.1

Request line parameter (URI Param)



Name Type Required Description

cluster_id string Yes Cluster ID

Special request header (RequestHead)
None. See Public request headers.

Request body (RequestBody)

{

"password": "password of the root account to log on to the ECS
i nst ance",

"instances": "the instance array to be added",

"ecs_inmage id": "operating systeminmage",

"rel ease_eip_flag": "whether to release Elastic IP (EIP) after

configuring the cluster"

Request body explanation

Name Type Required Description

password string Yes The password of the
ECS instance.

i nstances array Yes The array of existing
ECS instances.

ecs_image_id string Yes The ID of the system
image used by ECS.

rel ease _eip_flag |[bool No Whether to release
EIP after configuring
the cluster. The default
value is f al se.

ecs_image_id list

See View image list to obtain ecs_image_id list. To customize the ECS image ID of the cluster,

make sure the ECS image meets the following requirements:

« Operating system: Ubuntu or CentOS.

. The Linux Kernel version is equal to or later than 3.18, which is used to support overlayfs and
overlay network.

. The/etc/docker/key. json file is deleted from the image.



Response information
Response line (ResponseLine)

HTTP/ 1.1 202 OK

"list": |

{
"code": "200",
"instanceld": "i-xxx",
"message": "successful”

)i

{
"code": "200",
"instanceld": "i-yyy",
"message": "successful”

}

1.
"task_id": "T-5a544aff80282e39ea000039"

}
Special response header (ResponseHead)
None. See Public response headers.

Response body

{ _
"list": [
{
"code": "200",
"instanceld": "i-2zee3oi wyoz7kwdo8bt",
"message": "successful”
e
{
"code": "200",
"instanceld": "i-2zeOl gnBy6iyl cbtcypf",
"message”: "successful”
: }
"task_id": "T-5ab44aff80282e39ea000039"
}
Example

Sample request

POST /cl usters/ Cccfd68c474454665ace07ef ce924f 75f/attach HITP/ 1.1
<Public request headers>

Response example

HTTP/ 1.1 202 Accepted
<Publ i c response header >
"list": [
{



"code": "200",

"instanceld": "i-2zee3oi wyoz7kwdo8bt",
"message”: "successful”

}!

{
"code": "200",
"instanceld": "i-2zeOl gnBy6iyl cbtcypf",
"message”: "successful”

}

Il
"task_id": "T-5a544aff80282e39ea000039"

5.10.6 Remove nodes from clusters

Remove nodes from container clusters according to the cluster ID and node IP address.
Request information

Request line (RequestLine)

DELETE /clusters/{cluster_id}/ip/{ip}? rel easel nstance=true|fal se HITP
/1.1

Request line parameter (URI Param)

Name Type Required Description
cluster_id string Yes The cluster ID.
ip string Yes The node IP address

. The public IP for

classic network, and
intranet IP for Virtual
Private Cloud (VPC).

rel easel nst ance bool No Remove nodes and
release Elastic
Compute Service (
ECS) instances (only
Pay-As-You-Go ECS
instances can be
released).

Special request header (RequestHead)
None. See Public request headers.
Request body (RequestBody)

None.



Response information
Response line (ResponseLine)

HTTP/ 1.1 202 Accepted

Special response header (ResponseHead)
None. See Public response headers.
Response body (ResponseBody)
None.

Example

Request example

DELETE / cl ust ers/ Cccf d68c474454665ace07ef ce924f 75f /i p/ 10. 1. 0. 123?
rel easel nstance=fal se HTTP/ 1.1
<Public request headers>

Response example

HTTP/ 1.1 202 Accepted
<Public response headers>

5.10.7 View image list

View the list of supported images in the currently supported regions.
Request information
Request line (RequestLine)

CGET /i mges HTITP/ 1.1

Special request header (RequestHead)
None. See Public request headers.
Request body (RequestBody)

None.



Response information
Response line (ResponseLine)
HTTP/ 1.1 200 OK
Special response header (ResponseHead)
None, see Public response headers.

Response body

{
"<Regi onl D>": {
"itens": |
{
"text": "<l mgeName>",
"val ue": "<Inagel D>"
b
{
"text": "<l nageName>",
"val ue": "<l magel D>"
}
]
}
}

Response body explanation

Image format

Name Type Description

t ext string Image name

val ue string Image ID
Example

Request example

GET /imges HTITP/ 1.1
<Public request headers>

Response example

HTTP/ 1.1 200 OK
<Public response headers>
{
"ap-northeast-1": {
"itenms": [
{
"text": "CentOS 7.4 64 bit",
"val ue": "centos_7_04_64 20G al i base_201701015. vhd"

}



"text": "Ubuntu 16.04 64 bit",
"val ue": "ubuntu_ 16 0402 64 20G al i base 20170818. vhd"

]

'p—southeast-l": {
"items": |

{

}

"text": "CentOS 7.4 64 bit",
"value": "centos 7 04 64 20G alibase 201701015. vhd"

}!
{
"text": "Ubuntu 16.04 64 bit",
"val ue": "ubuntu 16 0402 64 20G al i base 20170818. vhd"
}
]
}1
"ap- sout heast-2": {
"items": |
{
"text": "Cent(OS 7.4 64 hit",
"val ue": "centos 7 04 64 20G ali base 201701015. vhd"
Iz
{ _
"text": "Ubuntu 16.04 64 bit",
"val ue": "ubuntu_ 16 0402 64 20G al i base 20170818. vhd"
}
]
J:
"ap- sout heast-3": {
"items": |
{

"text": "Ubuntu 16.04 64 bit",
"val ue": "ubuntu_ 16 0402 64 20G al i base 20170818. vhd"

%,
"text": "Cent(OS 7.4 64 hit",
"val ue": "centos 7 04 64 20G ali base 201701015. vhd"
}
]
oo
"cn-beijing": {
"items": |
{
"text": "Cent(OS 7.4 64 hit",
"val ue": "centos 7 04 64 20G ali base 201701015. vhd"
}l
{ _
"text": "Ubuntu 16.04 64 bit",
"val ue": "ubuntu_ 16 0402 64 20G al i base 20170818. vhd"
}
]
b
"cn-beijing-hpc": {
"items": |
{

"text": "Ubuntu 16.04 64 bit",
"val ue": "ubuntu_ 16 0402 64 20G al i base 20170818. vhd"

"text": "CentCS 7.4 64 bit",



"val ue":
}
]
}!
"cn- hangzhou": {
"items": |
{
"text":
"val ue":
}1
{
"text":
"val ue":
}
]
b,
"cn- hongkong": {
"items": |
{
"text":
"val ue":
I
{
"text":
"val ue":
}
]
}!
"cn- huhehaot e": {
"items": |
{
"text":
"val ue":
}1
{
"text":
"val ue":
}
]
ho
"cn-qi ngdao": {
"items": |
{
"text":
"val ue":
I
{
"text":
"val ue":
}
]
¥ _
"cn-shanghai ": {
"items": |
{
"text":
"val ue":
}1
{
"text":
"val ue":

"centos_7 04 64 20G alibase_201701015. vhd"

"CentOS 7.4 64 bit",
"centos_7 04 64 20G alibase_201701015. vhd"

"Ubuntu 16.04 64 bit",
"ubuntu_16 0402 _64 20G al i base 20170818. vhd"

"CentOS 7.4 64 bit",
"centos 7 04 64 20G alibase 201701015. vhd"

"Ubuntu 16.04 64 bit",
"ubunt u_16_0402_64_20G al i base_20170818. vhd"

"Ubuntu 16.04 64 bit",
"ubunt u_16_0402_64_20G al i base_20170818. vhd"

"CentOS 7.4 64 bit",
"centos 7 04 64 20G alibase 201701015. vhd"

"CentOS 7.4 64 bit",
"centos 7 04 64 20G alibase 201701015. vhd"

"Ubuntu 16.04 64 bit",
"ubunt u_16_0402_64_20G al i base_20170818. vhd"

"CentOS 7.4 64 bit",
"centos_7 04 64 20G alibase_201701015. vhd"

"Ubuntu 16.04 64 bit",
"ubuntu_16 0402 64 20G al i base 20170818. vhd"



]

’n-shenzhen": {
"items": |

{

}

"text": "Cent(OS 7.4 64 hit",
"val ue": "centos 7 04 64 20G ali base 201701015. vhd"

%l
"text": "Ubuntu 16.04 64 bit",
"val ue": "ubuntu_ 16 0402 64 20G al i base 20170818. vhd"
}
]
}, y
"cn-zhangj i akou": {
"items": |
{

"text": "CentOS 7.4 64 bit",
"value": "centos 7 04 64 20G alibase 201701015. vhd"

}!
{
"text": "Ubuntu 16.04 64 bit",
"val ue": "ubuntu 16 0402 64 20G al i base 20170818. vhd"
}
]
}1
"eu-central -1": {
"items": |
{

"text": "Cent(OS 7.4 64 hit",
"val ue": "centos 7 04 64 20G ali base 201701015. vhd"

%l
"text": "Ubuntu 16.04 64 bit",
"val ue": "ubuntu_ 16 0402 64 20G al i base 20170818. vhd"
}
]
}l
"us-east-1": {
"items": |
{

"text": "Cent(CS 7.4 64 bit",
"value": "centos 7 04 64 20G alibase 201701015. vhd"

}!
{
"text": "Ubuntu 16.04 64 bit",
"val ue": "ubuntu 16 0402 64 20G al i base 20170818. vhd"
}
]
}1
"us-west-1": {
"items": |
{

"text": "Cent(OS 7.4 64 hit",
"val ue": "centos 7 04 64 20G ali base 201701015. vhd"

"text": "Ubuntu 16.04 64 bit",
"val ue": "ubuntu_ 16 0402 64 20G al i base 20170818. vhd"



5.10.8 Reset a node

Reset a node in the cluster.

Note:
The system disk is replaced when the node is being reset. Therefore, back up the data in

advance.
Request information
Request line (RequestLine)

PCST /clusters/{cluster_id}/instances/{instance_id}/reset HTTP/ 1.1

Request line parameter (URI Param)

Name Type Required Description
cluster _id string Yes Cluster ID
i nstance_id string Yes Elastic Compute
Service (ECS)
instance ID
Special request header (RequestHead)
None. See Public request headers.
Request body (RequestBody)
{ .
"password”: "password of the root account to log on to the Elastic
Conput e Service (ECS) instance",
"ecs_inage_ id": "operating systeminage",
"rel ease_eip_flag": "whether to release Elastic IP (EIP) after
configuring the cluster"
Request body explanation
Name Type Required Description
password string Yes The password of the
ECS instance.
ecs_imge_id string Yes The ID of the system
image used by ECS.




Name

Type

Required

Description

rel ease_eip_flag |[bool

No

Whether to release
EIP after configuring
the cluster. The default
valueis f al se.

ecs_image_id list

See View image list to obtain the ecs_image_id list. To customize the ECS image ID of the

cluster, make sure the ECS image meets the following requirements:

. Operating system: Ubuntu or CentOS.

« The Linux Kernel version is equal to or later than 3.18, which is used to support overlayfs and

overlay network.

. The/etc/docker/key. | son file is deleted from the image.

Response information

Response line (ResponseLine)

HTTP/ 1.1 202 OK

Special response header (ResponseHead)

None. See Public response headers.

Response body (ResponseBody)

{
"“cluster_id": "string",
"request _id": "string",
"task_id": "string"
}
Example

Request example

POST /cl usters/ Cccfd68c474454665ace07ef ce924f 75f /i nst ances/ i - xx/ reset

HTTP/ 1.1

<Public request headers>

Response example

HTTP/ 1.1 202 Accepted
<Public response header s>

{

"cluster id":
"request _id":

"c2ac959c94acc4eB86acadeb68bdf 7¢1987",
"B145E765- 2800- 40E5-9167- 9E999574ABF8" ,




"task_id": "T-5a544d2b9645f 75f 2e00003d"

5.10.9 Obtain cluster certificate

Obtain the cluster certificate information based on the cluster ID. Use this certificate to access the
cluster when you use Docker client to operate the cluster. For more information, see Connect to a

cluster by using Docker tools.
Request information
Request line (RequestLine)
GET /clusters/{cluster_id}/certs HITP/ 1.1

Request line parameter (URI Param)

Name Type Required Description

cluster _id string Yes Custer ID

Special request header (RequestHead)
None. See Public request headers.
Request body (RequestBody)
None.

Response information
Response line (ResponselLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)
None. See Public response headers.

Response body (ResponseBody)

{
"ca": "string",
“cert": "string",
"key": "string"

}

Response body explanation




Name Type Description

ca string The certificate issued by the
Certification Authority (CA), ca
. pem

cert string Your public key certificate,
cert.pem

key string Your private key certificate,
key. pem

Example

Request example

CGET /clusters/ Cccfd68c474454665ace07ef ce924f 75f/certs HITP/ 1.1
<Public request headers>

Response example

HTTP/ 1.1 200 OK
<Public response header s>

{

"ca": "----- BEGQ NCERTI FI CATE- - - - - ca content----- ENDCERTI FI CATE
_____ \ I,]Il ,

"cert": "----- BEQ NCERTI FI CATE- - - - - cert content----- ENDCERTI FI CATE
----- \n",

"key": "----- BEGQ NRSAPRI VATEKEY- - - - - key content----- ENDRSAPRI V
ATEKEY- - - - - \n"
}

5.10.10 View all the clusters

View all the clusters you have created in Container Service, including swarm clusters and

Kubernetes clusters.

Request Information

Request line (RequestLine)

GET /clusters HITP/ 1.1
Special request header (RequestHead)
None. See Public request headers.
Request body requestbody

None.



Returns Information

Response line (ResponseLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)

None. See Public response headers.

Response body (ResponseBody)

[

{
"agent _version": "string",
"cluster_id": "string",
"created": "datetine",
"external | oadbal ancer _id": "string",
"master_url": "string",
"nane": "string",
"networ k_node": "string",
"region_id": "string",
"security _group_id": "string",
"size": "nunbers",
"state": "string",
"updated": "datetinme",
"vpc_id": "string",
"vswitch_id": "string"
}
]
Response body explanation
Cluster format
Name Type Description
agent _version string The Agent version.
cluster id String The cluster ID, which is the
unique identifier of the cluster.
created string The creation time of the cluster
ext er nal _I oadbal ance String The Server Load Balancer
r_id instance ID of the cluster.
mast er _ur | string The master address of the
cluster, which is used to
connect to the cluster to
perform operations. For more
information, see Connect to a
cluster by using Docker tools.




Name Type Description

nane string The cluster name, which is
specified when you create the
cluster and is unique for each
account.

network_mode String The network mode of the
cluster (Virtual Private Cloud (
VPC)).

region_id String The ID of the region where the
cluster is located.

security _group_id String The security group ID.

si ze String The number of nodes.

state String The cluster status. For more
information, see Cluster
lifecycle.

updat ed string The last update time.

vpc_id string The VPC ID.

vswitch_id string The VSwitch ID.

Examples

Request example

GET /clusters HITP/ 1.1
<Public request header>

Response example

HTTP/ 1.1 200 OK

<Publ i c response header >

[
{

"agent _version":
"cluster_id":

"created":

"ext ernal | oadbal ancer id":
"master_url":

"name" :

"size": b5,
"state":
"updat ed" :
"vpc_id":

"vswitch_id":

"0.5-e56dab3",

"2015-12-11T03: 52: 402",

"VpC",
"cn-beijing",
"sg- 25yqj uxhz",

"runni ng",

"2015-12-15T15: 01: 587",

"c978ca3eaacd3409a9437db07598f 1f 69",

"1518f 2b7e4c-cn-bei jing-btc-a0l",
"https://182.92.245. 56: 17589",

"nmy- pyt hon-cl ust er - 039de960",

"net wor k_node":
"region_id":
"security_group_id":




A

"agent _version": "0.5-e56dab3 ",

"cluster_id":

"c1leb19e0093204cbb86c3a80334d2129e",

"created": "2015-12-15T14: 26: 587",
"external | oadbal ancer _i d": "151a6099del-cn-beijing-btc-a0l",

"master_url": "https://182.92.245.56:11905",
"name": "my-test-cluster-002b3f3d",
"net wor k_node": "vpc",

"region_id": "cn-beijing",
"security_group_id": "sg-25rg2wsof "

"size": 1,

"state": "running",

"updat ed": "2015-12-15T14: 43: 552",

"vpc_id": "",
"vswitch_id":
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