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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this
legal disclaimer before you read or use this document. If you have read or used this document, it

shall be deemed as your total acceptance of this legal disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only.
The content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminat
ed by any organization, company, or individual in any form or by any means without the prior
written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades, adjustment
s, or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and the updated versions of this document will be occasionally released through
Alibaba Cloud-authorized channels. You shall pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud products and
services. Alibaba Cloud provides the document in the context that Alibaba Cloud products and
services are provided on an "as is", "with all faults" and "as available" basis. Alibaba Cloud
makes every effort to provide relevant operational guidance based on existing technologies
. However, Alibaba Cloud hereby makes a clear statement that it in no way guarantees the
accuracy, integrity, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial losses incurred
by any organizations, companies, or individuals arising from their download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, bear responsibility for any
indirect, consequential, exemplary, incidental, special, or punitive damages, including lost
profits arising from the use or trust in this document, even if Alibaba Cloud has been notified of
the possibility of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to works, products
, images, archives, information, materials, website architecture, website graphic layout, and
webpage design, are intellectual property of Alibaba Cloud and/or its affiliates. This intellectu

al property includes, but is not limited to, trademark rights, patent rights, copyrights, and trade



secrets. No part of the Alibaba Cloud website, product programs, or content shall be used,
modified, reproduced, publicly transmitted, changed, disseminated, distributed, or published
without the prior written consent of Alibaba Cloud and/or its affiliates. The names owned by
Alibaba Cloud shall not be used, published, or reproduced for marketing, advertising, promotion
, or other purposes without the prior written consent of Alibaba Cloud. The names owned by
Alibaba Cloud include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other
brands of Alibaba Cloud and/or its affiliates, which appear separately or in combination, as well
as the auxiliary signs and patterns of the preceding brands, or anything similar to the company
names, trade names, trademarks, product or service names, domain names, patterns, logos

, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information indicates a
situation that will cause major system Danger:
changes, faults, physical injuries, and Resetting will result in the loss of user
other adverse results. configuration data.
This warning information indicates a
''''' situation that may cause major system | &% Warning:
changes, faults, physical injuries, and | Restarting will cause business
other adverse results. interruption. About 10 minutes are
required to restore business.
This indicates warning information,
supplementary instructions, and other Note:
content that the user must understand. | Take the necessary precautions to
save exported data containing sensitive
information.
This indicates supplemental instructio
ns, best practices, tips, and other Note:
content that is good to know for the You can use Ctrl + A to select all files.
user.
> Multi-level menu cascade. Settings > Network > Set network type
Bold It is used for buttons, menus, page Click OK.
names, and other Ul elements.
Couri er It is used for commands. Runthecd /d C./w ndows command
f ont to enter the Windows system folder.
Italics |[Itisused for parameters and variables. |bae 1 og list --instanceid
I nstance_I D
[] or [a]b] It indicates that it is a optional value, i pconfig[-all]|-t]
and only one item can be selected.
{} or{alb} |Itindicates that it is a required value, swich{stand | slave}
and only one item can be selected.
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1 Kubernetes APl %

1.1 &8 API AR F X

1.1.1 Overview
The call to Container Service API interfaces is performed by sending HTTP requests to the server
address of the Container Service APIs and adding corresponding request parameters to the
requests according to the interface instructions. The system returns the results according to the

processing results of the requests.

1. #unique 6
2. #unique 7
3. #unique 8
4. #unique 9

NHABFBRSYRESMEORFTEZERINERSH.

SHWEH i BA bl

Aut hori zati on ATRIEEREEMERINE Required
8., XA AccessKeyl d:
Si gnat ur e B,

Cont ent - Lengt h RFC 2616 RE MK HTTP iF | Required
RUNBEKE.

Cont ent - Type RFC 2616 FENXK HTTP i |Required
RUBRE,

Cont ent - MD5 HTTP tHCE B &E) 128-bit Required
MD5 HFI{E ¥ #rBX BASEG4 4
BHER. FTBHLERBEIER
WEW , B EREM

ZER.
Dat e BRWERE , BAIRXEF |Required

GMT #&=. MRS MNS WR
ZErEmEEREN 15 28
R B ARERIEE,




BHE T 3458 &M

Host 5IA Host 18 , #il40 : di ku. Required
al i yuncs. com
Accept EFHREEMNIREEZRRE , X |Required

¥ application/json #
application/xm .

X- acs- versi on API| [REF, BHEIRAEASH Required
2015-12- 15,

X-acs-region-id #h35 ( Region ) ¥ M2 ECS 3£ | Required
BIFFER BB

X-acs-si gnature-nonce |ME—BENZ , ATHLENSZE |Required
BB &, BEFEERAERE

AT ERBESE.
x-acs-signature-nethod |AFEEAFR , BEIRXH Required
HVAC- SHA1,

=l

GET /clusters HITP/ 1.1

Host: cs. aliyuncs.com

Accept: application/json

User - Agent: cs-sdk-python/0.0.1 (Darw n/15. 2.0/ x86_64; 2. 7.10)
X-acs-si gnat ure-nonce: f63659d4-10ac-483b-99da- ea8f de6leae3
Aut hori zati on: acs ACSbWi BbyXOPk9N: np/ 6Wir 18V3qAc5gbgsgMe/ i BOc
X-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 11:18:47 GMI

X-acs- si gnat ur e- net hod: HVAC- SHAL

Content - Type: application/json;charset=utf-8

X- Acs- Regi on-1d: cn-beijing

Content-Length: O

NFHIRE LD
FBRENBREOBRAER , TIeRDESR , REHBLIRE —MHE—IR 515 Requestld,
=l
XML R

<?xm version="1.0" encodi ng="UTF-8"?>

< ZERHBLE K->

<#EOLF+Response>
| <! SREERFE-->
| <Request | d>4C467B38-3910- 447D 87BC- AC049166F216</ Request | d>
| <! =SRE%ER#HE-->



</ #EO & #H+Response>
JSON R :

{
"Request|d": "4C467B38-3910-447D- 87BC- ACO49166F216"

I* BRESRHEE -/

}
1.1.3 HREM
Bt

FIE ARG H Open API #2 Atttk R cs.aliyuncs.com,
BEMIY

XEBEY HTTP X HTTPS BERITIERER. N TREESNREMN | HEEMER HTTPS BE
RIEER,

BERAE

£/ HTTP 8 PUT, POST. GET. DELETE % HTTP Method &% EHiER,
BERSH

BMERBFEZLSLHBERSBANEEREMIENERSH.
HRmIG

BRIEEEEREBER UTF-8 FREHITHRD

1.1.4 REIZ¥
WA APl RS REEBFERALS — KN, BEA HTTP RSB 2xx , KKRFAKD ; REAY
HTTPRZED N 4xx 2 5xx , KRFAARY. ARAKHEENBEERREER XML M JSON H
M, ABKRETUEBERNEASHERGEERDHEERX , BIAR XML X,
NTETHEER  AXEFRE RO THENCLE |, KFRREERBZBAHRIT. BHRELE
E’go

1.1.5 ZZ ¥4l
XA YLHE A

Access Key ID # Access Key Secret HIME=RE A M AL RE ( IUBLMERE A ML RIE
MEE ) , H Access Key ID ATHRIRTARIEN F10 ; Access Key Secret RA T IMEXL & FH/F
RHRSH[HRIIZIEFHBRNTS , KT RRE , AEMEMNAFRE,



BEESENE MM BER#TRIE , SMNOIBRBIFRINER , BEEEERPIEZE (

Signature ) 58, BEEIREEIEA Access Key ID Hl Access Key Secret 31T BRI B8 A 3% K
BIEERNREESH. MRITEHRORIEBNREN —HEIARZBERRERN ; U , FF
RS FHELE L BIXORER |, HIRE HTTP 403 £,

AP AILATE HTTP &R 8 24X ( Authorization ) ) Head REBEZXRELE , RAXMNMEEEH
B

BREBSERFLEEITEE HTTP Header H , #)9 Aut hori zati on: acs [Access Key
Id]:[Signature],

Signature BMitEFENT :

Si gnature aseb64( hmac- shal(VERB + "\ n"

=b
+ ACCEPT + "\n" +
+ Content-MD5 + "\n"
+ Content-Type + "\n"
+ Date + "\ n"
+ Canoni cal i zedHeaders + "\ n"
+ Canoni cal i zedResour ce))

* VERB %&X/R HTTP # Method, LemlRBIHE PUT,

« Accept BEFinHEEMNREERE , X application/json F application/xml.

« Cont ent - MD5 FRRIERABHIER MD5 B,

« Content-Type RRBERNBHRE,

« Date RTURBENEIE , TEERNZE , BAIR XK GMT X, MRERNBEE CAS RS HET
FARZET 15208 , CAS @YEMRBERFEE , FIRE 400 Hix. HXEERERBELE
A4 5 . LWRAFIFH Thu, 17 Mar 2012 18:49:58 GVl

« Canoni cal i zedHeader s &R HTTP H L x- acs- FFHRHFERAS,

« Canoni cal i zedResour ce &7~ HTTP FRERE RN URI (5 —RIFARIRAF). LLIRBIHEY /

cl ust er s?nanme=ny- cl ust er s&r esour ce=new,

YA :
Canoni cal i zedHeader s ( BIEA x- acs- FF3kH) header ) EXEZRIFAIFEERFESUTHE:
1. FATAM x- acs- RATRH HTTP BRANEFHRBRBNEFH., LI X- ACS- Met a- Nane
TaoBao #%#:}1 x- acs- net a- name: TaoBao, FERHTBHERLNEFRA/NETHR

B, B2 BEANE,

2. MR-ANMAHBERINES IR, WEELBEHEPH\t. \n, \r, \f 2RF , FEBGEHIR
S AR,

3. NE—SBEMME HTTP MESHELIRBFHREFHITHEHES,



4, MIBRBERLMAR 282 BT im HIREA 2=, b x- acs- met a- name: TaoBao,
Al i pay $¥#t7 x- acs- net a- nane: TaoBao, Al i pay.
5 FAMEMNLFMARTA \n 2RFDESK&EER CanonicalizedHeaders,

UiEA
Canoni cal i zedResour ce I EXME: Canoni cal i zedResour ce RREZFEEHEIZRHN
HBER | FEFTFREM qurey —RIRBFHE , NNEIKFEFIHIL & R RBHAERFERF
TR (2?2 BHMESH) -

http://cs.aliyuncs. conl cl ust ers?nane=ny-cl ust er s& esour ce=new
Canoni cal i zedResour ce RIiZA :
/ cl ust er s?nane=ny- cl ust er s&r esour ce=new
ZE Bl
IR R
BB ZRAl , TR SER,

TBIfE R accessKeyld M accessKeySecret 351 access_key_i d Ml access_key_secr et
o WELERABECSH OpenAPI BARE , RITETEHXAMNROINMES | BESHMELERNR
BlER,

FRBRHIWT :

POST http://cs.aliyuncs. com cl ust er s?par anil=val uel&par an=val ue2 HTTP/
1.1

Accept - Encodi ng: identity

Content - Length: 210

Cont ent - MD5: 6U4ALNMKKS] OPYbe QSHggmA==

X-acs-version: 2015-12-15

Accept: application/json

User - Agent: cs-sdk-python/0.0.1 (Darw n/15. 2.0/ x86_64; 2. 7. 10)
X-acs- si gnat ure-nonce: fbf6909a-93a5-45d3-8blc-3e03a7916799
X-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 12:20:18 GMVI

X-acs- si gnat ur e- met hod: HMAC- SHA1

Content - Type: application/json;charset=utf-8

X- Acs- Regi on-1d: cn-beijing

Aut hori zation: acs access_key_id:/Zmvl NDNKNDALZTQy MAVi YWY1MITRhZG
Vj ODgxMDWVAYzRi Mz EzNTg0ZA==

{"password": "JustS$test","instance type": "ecs.nR.nmedi unt, "nane": "

my-test-cluster-97082734", "si ze": 1,"network_node": "vpc", "data_disk_

category": "cloud", "data_disk_size": 10,"ecs_image_id": "m 253l1ee3l"}
BEREED R

it# Cont ent - Lengt h %1 Cont ent - MD5



Cont ent - Lengt h: body AR KE,

WA -
5l body B A& B R BRIRITR .

body: {"password": "JustS$test","instance type": "ecs.nR. nmediunt,k "
nane": "ny-test-cluster-97082734","size": 1,"network_node": "vpc","
data_di sk_category": "cloud","data_disk _size": 10,"ecs_inmmge_ id": "m
2531 1 ee3l "}

Content - Length: 210

Cont ent - MD5: MD5 it Ei3 72,

body: {"password": "Just$test","instance type": "ecs.nR. nediunt,k "
nanme": "my-test-cluster-97082734", "size": 1,"network_node": "vpc","
data_di sk_category": "cloud", "data_disk_size": 10,"ecs_inmage_id": "m
2531 | ee3l "}

# iTHE body #y md5 B

md5( body) : e€94e002cc90a4a3d0f 61b790487aa098

# 5 ndd ERCEFHHRA, F mdS ARERN+AHRENEH |, BILA—IDFT,

# fla0 :e9 -> 111121221111222111122111121111101001 -> -23
bytes(nmd5(body)): {[-23], [78], [0], [44], [-55], [10], [74], [61], [
15], [97], [-73], [-112], [72], [122], [-96], [-104]}

# FEINFTHRAM— basebd i

base64( byt es(nd5(body))): 6UAALMKKS] OPYbe QSHqgmA==

Cont ent - MD5: 6U4ALMKKS] OPYbe QSHggmA==

AbEE Canoni cal i zedHeader s

# REATR BUX- acs-FF LI S TR 5 ik

X-acs-version: 2015-12-15

X-acs- si gnat ur e-nonce: ca480402-7689-43ba- acc4-4d2013d9d8d4
X-acs-signature-version: 1.0

X-acs- si gnat ur e- ret hod: HMAC- SHA1

X- Acs- Regi on-1d: cn-beijing

# BBERBEFER/NE | ZEEB—TEERNZER  ARBFAFHTHERF. BRERLNNE 2
(] 45 B8 155 P s b IR Y AR (AT Z2 45

# R BRE-ITRERTH.

X-acs-regi on-id:cn-beijing

X-acs- si gnat ur e- met hod: HVAC- SHAL

X-acs- si gnat ur e- nonce: f bf 6909a- 93a5- 45d3- 8b1lc- 3e03a7916799
X-acs-signature-version: 1.0

X-acs-version: 2015-12- 15

1+& Canoni cal i zedResour ce

~BIEZIH Canoni cal i zedResour ce , KERiZH 27,

BiEA -



F—TITRAE -\ n BRI
/ cl ust er s?par anil=val uel&par anR=val ue2

it& Signature

4% Signat ureString. REIFHMEFFRNKEN 307, REE—1TH , B—1T1TREE—
M nEYIRITRT

POST

application/json

6 UWAALMKKS] 0PYbe QSHqgmA==
application/json; charset=utf-8

Wed, 16 Dec 2015 12:20:18 GMI
X-acs-region-id:cn-beijing

X-acs- si gnat ur e- met hod: HVAC- SHAL
X-acs- si gnat ur e- nonce: f bf 6909a- 93a5- 45d3- 8b1lc- 3e03a7916799
X-acs-signature-version: 1.0
X-acs-version: 2015-12- 15

/ cl ust er s?par anl=val uel&par anP=val ue2

it#& Signature

# fEF accessKeySecret X MZEFFFEIHITMER , HFRGIFERR accessKeySecr et
£ access_key_secret,

hrmac- shal(Si gnatureString): fee03d405e42lebaf514adec881038c4b313584d

# KT Content-MD5 MUHEFER , FEIMNMBEZKFITHRE,

# REINFHRAM— basebd ®ift, BIREHNERH,

base64( byt es(hmac-shal(Si gnatureString))): Znmvl MDNKNDALZTQy MAV

YWY1MTRhZGVj ODgx VDMAYZRi Mz EzNTg0ZA==

Si gnature: ZnVl MDNKNDALZTQy MAVi YWYIMIRhZGV) ODgxMDMAYz Ri Mz EzNTg0ZA==

TR
ST ENLLE | RN EHMLEES , ZREWRE HTTP ERM TR,

PCST http://cs.aliyuncs. conicl usters?paranmil=val uel&parank=val ue2 HTTP/
1.1

Accept - Encodi ng: identity

Cont ent - Lengt h: 210

Cont ent - MD5: 6U4ALMKKS] OPYbe QSHogmA==

X-acs-version: 2015-12-15

Accept: application/json

User - Agent: cs-sdk-python/0.0.1 (Darw n/15. 2.0/ x86_64; 2. 7.10)
X-acs- si gnat ure-nonce: fbf6909a-93a5-45d3-8blc-3e03a7916799
X-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 12:20:18 GV

X-acs- si gnat ur e- ret hod: HMAC- SHA1

Content - Type: application/json;charset=utf-8

X- Acs- Region-1d: cn-beijing

Aut hori zation: acs access_key_id:/zZnvl MDNKNDALZTQyMAI YWYIMIRhZG
V] ODgxMDVAYzRi Mz EzNTg0ZA==



{"password": "Just$test","instance_ type":
my-test-cluster-97082734", "si ze":
category”: "cloud","data_disk_size":

1.2 528 API 5l

1.2.1 Obtain cluster certificate

"ecs. n2. nedi unt', "nanme":
1, "network _node": "vpc","data disk_
10, "ecs_image_id": "m 2531 ee3l "}

Download the certificate used by the current logon user to access the cluster.

Request information

Request line (RequestLine)

GET /clusters/:clusterid/certs

Special request header

None. See #unique 6/unique 6 _Connect 42 section_mr5_If1_wdb.

Return information

Response line (ResponseLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)

None. See #unique 6/unique_6 Connect 42 section _zr5 If1_wdb.

Response body (ResponseBody)

{
"ca": "string",
"cert": "string",
"key": "string"
}
Response body explanation
Name Type Description
ca string The Certification Authority (CA
) which issues the certificate
for the current logon user to
access the cluster.
cert string The certificate used by the
current logon user to access
the cluster.




Name Type Description
key string The private key used by the
current logon user to access
the cluster.
Examples

Request example

GET /cl usters/ C5b5e80b0b64a4bf 6939d2d8f bbc5ded7/certs HITP/ 1.1

<Public request header>
Response example

HTTP/ 1.1 200 OK

<Publ i c response header >

{

1.2.2 Obtain cluster kubeconfig interface

XXXXXXXX",
"XXXXXXXX",
PXXXXXXXXXX"

Return the Kubernetes cluster access kubeconfig that contains the identity information of the

current logon user.
Request information
Request line (RequestLine)

GET /k8s/:clusterid/user_config

Special request header (RequestHead)

None. See #unique _17/unique_17 _Connect 42 section_mr5_If1_wdb.

Response information

Response line (ResponseLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)

None. See #unique_17/unique_17 _Connect 42 section_zr5 If1_wdb.

Response body (ResponseBody)




"config": "string"

Response body explanation

Name Type Description

config string The cluster access kubeconfig
of the current logon user.

Example
Request example

GET / k8s/ c5b5e80b0b64a4bf 6939d2d8f bbc5ded7/ user _config HITP/ 1.1
<Public request headers>

Response example

HTTP/ 1.1 200 Ck
<Publ i ¢ response headers>

"config": "XXXXXXXX"

1.2.3 Add existing ECS instances to a cluster

Add existing Elastic Compute Service (ECS) instances to a cluster.

Note:
The system disk is replaced in the process of adding ECS instances. Therefore, back up the data

in advance.
Request information
Request line (RequestLine)
PCST /clusters/{cluster_id}/attach HTTP/ 1.1

Request line parameter (URI Param)

Name Type Required Description

cluster_id string Yes The cluster ID.

Special request header (RequestHead)

None. See #unique 17/unique_17 _Connect 42 section_mr5_If1_wdb.



Request body (RequestBody)

"password”: "password of the root account that is
to the ECS instance",
"instances": "the array of instances to be added"

Request body explanation

used to |l og on

Name Type Required

Description

password string Yes

The password of the
ECS instance, which
is 8-30 characters
long and must contain
uppercase letters/
lowercase letters,
numbers, and special
characters at the same
time.

i nstances array Yes

The array of existing
ECS instances.

Response information
Response line (ResponseLine)
HTTP/ 1.1 202 K
Special response header (ResponseHead)
None. See #unique _17/unique_17 _Connect 42 section_zr5 If1_wdb.

Response body (ResponseBody)

"list": [

"code": "200",

"instanceld": "i-2zee3oi wyoz7kwdo8bt",
"message": "successful”

"code": "200",

"instanceld": "i-2zeOl gnBy6iyl cbtcypf",

"message": "successful”




"task_id":
Example

Request example

"T-5a544af f 80282e39ea000039"

POST /cl usters/ Cccfd68c474454665ace07ef ce924f 75f/ attach HITP/ 1.
<Public request headers>

"password":

"i nst ances"

"Hel | 01234",

- [

| - XXXX",
“1-yyyy*®

Response example

HTTP/ 1.1 202 Accepted
<Public response headers>

"list": [

"code": "200",
"instancel d": "i-xxxx",
"message": "successful”
"code": "200",
"instanceld": "i-yyyy",
"message": "successful"

"task_id":

" T- 5a544af f 80282e39ea000039"

1.2.4 View a cluster

View the cluster details according to the cluster ID.

Request Information

Request line (RequestLine)

GET /clusters/{cluster_id} HITP/ 1.1

Request line parameter (URI Param)

Name

Type

Required

Description

cluster _id

string

Yes

Custer ID

Special request header (RequestHead)

None. See #unique _6/unique_6_Connect_42_section_mr5_If1_wdb.

Request body requestbody




None.

Return information

Response line (ResponselLine)

HTTP/ 1.1 200 OK

Special response header (ResponseHead)

None. See #unique_6/unique_6_Connect_42_section_zr5 If1_wdb.

Response body (ResponseBody)

{
"agent _version": "string",
"“cluster_id": "string",
"created": "datetine",
"external _| oadbal ancer _id": "string",
"master_url": "string",
"name": "string",
"net wor k_node": "string",
"region_id": "string",
"security_group_id": "string",
"size": "nunbers",
"state": "string",
"updated": "datetime",
"vpc_id": "string",
"vswitch_id": "string"
}
Response body explanation
Cluster format
Name Type Description
agent _version string The Agent version.
cluster_id string The cluster ID, which is the
unique identifier of the cluster.
creat ed string The creation time of the cluster
ext er nal _I oadbal ance string The Server Load Balancer
r id instance ID of the cluster.
mast er _ur | string The master address of the
cluster, which is used to
connect to the cluster to
perform operations. For more




Name Type Description
information, see SSH##
Kubernetes#it.

nane string The cluster name, which is
specified when you create the
cluster and is unique for each
account.

net wor k_node string The network mode of the
cluster (Virtual Private Cloud (
VPC)).

region_id string The ID of the region where the
cluster is located.

security_group_id string The security group ID.

si ze string The number of nodes.

state string The cluster status.

updat ed string The last update time.

vpc_id string The VPC ID.

vswitch_id string The VSwitch ID.

Examples
Request example

GET /cl ust ers/ C5b5e80b0b64a4bf 6939d2d8f bbc5ded7
<Publ i ¢ request header>

Response example

HTTP/ 1.1 200 Ok
<Publ i c response header >

{

"agent _version": "0.5-e56dab3",

"cluster_id":

"created": "2015-12-11T03:52: 402",
"external | oadbal ancer _i d": "1518f2b7e4c-cn-
"master _url": "https://182.92.245. 56: 17589"
"name": "my-python-cl uster-039de960",
"net wor k_node": "vpc",

"region_id": "cn-beijing",
"security_group_id": "sg-25yqgjuxhz",

"size": b5,

"state": "running",

"updat ed": "2015-12-15T15: 01: 582",
“vpc_id": "",

"vswitch id":

HTTP/ 1.1

"c978ca3eaacd3409a9437db07598f 1f 69",

bei jing-btc-a0l",




1.2.5 Scale out or in a cluster
Add or remove worker nodes to or from the cluster (this operation only applies to the resources

created by Resource Orchestration Service (ROS)).
Request information
Request line (RequestLine)

PUT /clusters/{cluster_id} HITP/ 1.1

Request line parameter (URI Param)

Name Type Required Description

cluster _id string Yes The cluster ID.

Special request header (RequestHead)
None. See #unique _6/unique_6_Connect 42 section_mr5_If1_wdb .

Request body (RequestBody)

"di sabl e rol | back": "whether or not to roll back if the cluster
fails to be scaled out or in",

"timeout _mns": "timeout for creating the cluster",

"wor ker _i nstance_type": "instance type of worker nodes",

"l ogi n_password": "password used to log on to the node by using
SSH',

"num of _nodes": "nunber of worker nodes"
}

Request body explanation

Name Type Required Description

di sabl e_rol | back |bool Yes Whether or not to roll
back if the cluster fails
to be scaled out or in.
t r ue indicates to not
roll back and f al se
indicates to roll back.
Resources generated
in the creation process
are released if you
select to roll back. We




Name

Type

Required

Description

do not recommend
that you use f al se.

ti meout _mins

int

Yes

The timeout (in
minutes) for creating
the cluster resource
stack. The default
value is 60.

wor ker _i ns
tance_t ype

string

Yes

The Elastic Compute
Service (ECS)
instance type code of
the worker nodes. For
more information, see
Instance type families.

| ogi n_password

string

Yes

The SSH logon
password, which is
8-30 characters long
and must contain
uppercase letters/
lowercase letters,
numbers, and special
characters at the same
time. This password
must be the same as
that specified when
you create the cluster.
ol
= | Note:
| ogi n_pass
wor d and
num of _nodes are
mutually exclusive.
Regardless of
which of the two
parameters is
configured, it must
be consistent with
the parameter
configured when the
cluster is created.




Name Type Required Description

num of nodes int Yes The number of worker
nodes. The value
range is [0,300]. To
scale out a cluster, this
value must be larger
than the number of
existing worker nodes
in the cluster. To scale
in a cluster, this value
must be smaller than
the number of existing
worker nodes in the
cluster.

, -
=] Note:

| ogi n_pass

wor d and

num of nodes are
mutually exclusive.
Regardless of
which of the two
parameters is
configured, it must
be consistent with
the parameter
configured when the
cluster is created.

Response information
Response line

HTTP/ 1.1 202 Accepted

Special response head
None. See #unique _6/unique_6_Connect_42_section_mr5_If1_wdb.

Response body (ResponseBody)

{
"cluster _id":"string",
"request _id":"string",
"task_id":"string"



}

Examples
Request example

PUT /clusters/ Cccfdb68c474454665ace07ef ce924f 75f HITP/ 1.1
<Publ i ¢ request header>

"di sabl e_rol | back": true,

"tinmeout _mins": 60,

"wor ker _i nstance_type": "ecs.snlne.large",
"l ogi n_password": "Hell01234"

}

Response example

HTTP/ 1.1 202 Accepted
<Public response header >

{
"cluster _id": "Cccfdb68c474454665ace07ef ce924f 75f",
"request _id": "687C5BAA- D103-4993- 884B- C35E4314A1E1",
"task_id": "T-5a54309c80282e39ea00002f "

}

1.2.6 Delete a cluster

Delete a cluster according to the cluster ID, and release all node resources of the cluster.
Request information
Request line (RequestLine)

DELETE /clusters/{cluster _id} HTTP/ 1.1

Request line parameter (URI Param)

Name Type Required Description

cluster _id string Yes The cluster ID.

Special request header (RequestHead)
None. See #unique_17/unique_17_Connect_42_section_mr5_If1_wadb.
Request body (RequestBody)

None.



Response information
Response line (ResponseLine)

HTTP/ 1.1 202 Accepted

Special response header (ResponseHead)
None. See #unique 17/unique 17 _Connect 42 section_zr5 If1_wdb.
Response body (ResponseBody)
None.
Example

Request example

DELETE /cl ust ers/ Cccf d68c474454665ace07ef ce924f 75f HITP/ 1.1
<Public request headers>

Response example

HTTP/ 1.1 202 Accepted
<Public response header s>

1.2.7 Create a Kubernetes cluster

Create a Kubernetes cluster with a specified number of new nodes.
Request information
Request Line requestline

POST /clusters HITP/ 1.1

Special request header requesthead
None. See #unique_17/unique_17_Connect_42 section_mr5_If1_wdb.

Request body (RequestBody)

{

"di sabl e_rol | back": "whether or not to roll back if the cluster
fails to be created”,

"Name": "cluster nane ",

"Mai d": cluster creation tinmeout,

"cluster_type": "cluster type, Kubernetes",

"region_id": "region",

"vpcid': "Virtual Private Coud (VPC) I|ID',

"zonei d": "zone",

"vswitchid": "VSwitch I D',
"container_cidr": "pod C assless Inter-Domain Routing (Cl DR ",



"service_cidr":
"whet her

"ssh_flags":

"cloud_rnonitor flags":"whether or

nonitoring plug-in",

"l ogi n_passwor d":

"key_pair":"key pair

word. ",

"mast er _i nstance_type":

"mast er _system di sk_cat egory":

"service ClDR',

or not to enable SSH access for Internet",

"instance type of naster
"system di sk type of master nodes",

not to install

t he cl oud
"password used to log on to the node by using
SSH. Use either this paraneter or the key pair.",

nane. Use either this parameter or |ogin_pass

nodes",

"mast er _system di sk_size":"system di sk size of master nodes",
"wor ker _i nstance_type":

"wor ker _system di sk_cat egory":
"wor ker _system di sk_si ze":
"num of nodes":

"snat_entry":

Request body explanation

"nunber of worker
"whet her or

"instance type of worker
"system di sk type of worker nodes",
"system di sk size of worker nodes",
nodes",

not to configure the SNATEntry",

nodes",

Name

Parameters

Required

Description

Di sabl e _rol | back

bool

No

Whether or not to roll
back if the cluster
fails to be created.

t r ue indicates to not
roll back and f al se
indicates to roll back.
Resources generated
in the creation process
are released if you
select to roll back. We
do not recommend
that you use f al se.

nane

string

Yes

The cluster name,
which can contain
uppercase English
letters, lowercase
English letters,
Chinese characters,
numbers, and hyphens

)

Ti meout _mi ns

integer

No

The timeout (in
minutes) for creating
the cluster resource
stack. The default
value is 60.




Name

Parameters

Required

Description

Region_id

string

Yes

The ID of the region
in which the cluster
resides.

zonei d

string

Yes

The zone of the region
in which the cluster
resides.

vpci d

string

No

The VPC ID, which
can be empty.

If left empty, the
system automatically
creates a VPC.
The CIDR block of
the automatically
created VPC is
192.168.0.0/16.
The vpci d and
vswi t chi d must
be empty or have a
certain value at the
same time.

vswi tchid

string

No

The VSwitch ID,
which can be empty

. If left empty, the
system automatically
creates a VSwitch.
The CIDR block of the
automatically created
VSwitch is 192.168.0.
0/16.

cont ai ner _ci dr

string

No

The pod CIDR block,
which cannot conflict
with the VPC CIDR
block. If you select to
allow the system to
automatically create

a VPC, use the CIDR
block 172.16.0.0/16 by
default.

Service_cidr

string

No

A service segment
cannot conflict with a




Name

Parameters

Required

Description

VPC segment and a
container segment. If
you select to allow the
system to automatica
lly create a VPC, use
the 172.19.0.0/20
CIDR block by default.

mast er _ins
tance_type

string

Yes

The Elastic Compute
Service (ECS)
instance type code of
the master nodes. For
more information, see
Instance type families.

Mast er _sys
tem di sk_cat egory

string

Yes

The system disk type
of the master nodes.

mast er _sys
tem di sk_si ze

integer

No

The system disk size
of the master nodes.

wor ker _i ns
tance_t ype

string

Yes

The Elastic Compute
Service (ECS)
instance type code of
the worker nodes. For
more details, see.

Wor ker _sys
t em_ di sk_cat egory

string

Yes

The system disk type
of the worker nodes.

Wor ker _sys
tem di sk_si ze

integer

No

The system disk size
of the worker nodes.

| ogi n_password

string

Yes

The SSH logon
password, which is
8-30 characters long
and must contain
uppercase letters/
lowercase letters,
numbers, and special
characters at the same
time. Use either this
parameter or the

key pair.

key_pair

string

Yes

The key pair name.
Use either this




Name

Parameters

Required

Description

parameter or
| ogi n_passwor d.

num of nodes

integer

No

The number of worker
nodes. The value
range is [0,300].

snat _entry

bool

Yes

Whether or not to
configure the SNAT for
VPC. This parameter
must be set to

t r ue if you select to
allow the system to
automatically create

a VPC. Configure

the parameter value
according to the
outbound capability if
you select to use an
existing VPC to create
the cluster.

ssh_fl ags

bool

No

Whether or not to
enable SSH access for
Internet.

cl oud_noni
tor_flags

bool

No

Whether or not to
install the cloud
monitoring plug-in.

Response information

Returns the row responseline

HTTP/ 1.1 202 accepted

Special return head responsehead

None. See #unique 17/unique 17 Connect 42 section _zr5 If1_wdb.

Response body (ResponseBody)

{

“cluster_id":"string",
"request _id":"string",
"task_id":"string"




}
Example
Request example

PCST /clusters HTTP/ 1.1
<Publ i ¢ request header>

“Maid": True,

"nanme": "my-test-Kubernetes-cluster",
“Mai d": 60,

"cluster_type": "Kubernetes",
"region_id": "cn-beijing",

"zoneid": "cn-beijing-f",

"vpcid": "",

"vswitchid": "",

"num of nodes": 1,

"“container _cidr": "172.16.0.0/ 16",
"service cidr": "172.19.0.0/20",
"cloud_rnonitor_ flags": true,

"master _instance_type": "ecs.snlne.large",

"mast er _system di sk_category": "cloud_efficiency",
"mast er _system di sk_si ze": 40,

"wor ker _i nstance_type": "ecs.snlne.large",

"wor ker _system di sk_category": "cloud_efficiency",
"Mai d": 40,

"snat _entry": true,

"ssh_flags": true,

"l ogi n_password": "Hell01234"
}

Returns an example

HTTP/ 1.1 202 Accepted
<Publ i c response header s>

{
"cluster_id": "ch95aa626a47740af bf 6aa099b650d7ce",
"request id": "687C5BAA- D103-4993-884B- C35E4314A1EL",
"task id": "T-5a54309c80282e39ea00002f "

}

1.2.8 Create a multi-availability Kubernetes cluster
Creates a new high-availability Kubernetes cluster instance across the availability area, and

creates a specified number of nodes.
Request information
Request line
POST /clusters HITP/ 1.1
Special request header

None. See #unique 6/unique_6_Connect 42 section_mr5_If1_wdb.



Request body

{
"di sabl e_rol | back”: "whether or not to roll back if the cluster
fails to be scaled out or in",

"name": "cluster nanme",

“timeout _mins": "timeout for creating the cluster",

"cluster_type": "Kubernetes",

"region_id": "region",

"mul ti _az": true,

"vpcid": "VPCID ",

"container_cidr": "pod C assless Inter-Domain Routing (ClDR) ",

"service cidr": "service ClDR',

"vswitch_id a": "switch ID of the first avail able zone"

"vswitch_id b": "switch ID of the second avail abl e zone"

"vswitch id c": "switch ID of the third avail abl e zone"

"master _instance type a": "specification of instance on the master
node in the first avail able zone",

"master _i nstance_type b": "specification of instance on the master
node in the second avail abl e zone",

"master _i nstance_type_c": "specification of instance on the master
node in the third avail able zone",

"mast er _system di sk_category": "master node system di sk type",

"mast er _system di sk_si ze": "master node system di sk size",

"wor ker _i nstance_type_a": "specification of instance on the worker
node in the first avail able zone",

"wor ker i nstance type b": "specification of instance on the worker
node in the second avail abl e zone",

"wor ker _instance type c": "specification of instance on the worker

node in the third avail abl e zone",
"wor ker _system di sk_cat egory":

"system di sk type of worker nodes",

"wor ker _system di sk_si ze": "system di sk size of worker nodes",
"num of _nodes_a": "nunber of worker nodes in the first avail able
zone",
"num_of nodes_b": "nunmber of worker nodes in the second avail abl e
zone",
"num of nodes_c": "nunber of worker nodes in the third avail abl e
zone",
"ssh_flags": "whether or not to enable SSH access for Internet"”,
"l ogi n_password": "SSH | ogi n password", "cl oud_noni
tor_flags":"whether or not to install a cloud nonitor plug-in"
}
Request body explanation
Name Type Required Description
di sabl e_rol | back |bool No Whether or not to roll

back if the cluster fails
to be scaled out or in.
t r ue indicates to not
roll back and f al se

indicates to roll back.
Resources generated
in the creation process




Name

Type

Required

Description

are released if you
select to roll back. We
do not recommend
that you use f al se.

nane

string

Yes

The cluster name,
which can contain
uppercase English
letters, lowercase
English letters,
Chinese characters,
numbers, and hyphens

()

ti meout _nins

int

Yes

The timeout (in
minutes) for creating
the cluster resource
stack. The default
value is 60.

region_id

string

Yes

The ID of the region
in which the cluster
resides.

multi_az

bool

Yes

Highly available
cluster type, which is
fixed att r ue.

vpci d

string

Yes

VPCID

cont ai ner _ci dr

string

No

The pod CIDR block,
which cannot conflict
with the VPC CIDR
block. If you choose
to allow the system to
automatically create a
VPC, the CIDR block
172.16.0.0/16 is used
by default.

service_cidr

string

No

The service CIDR
block, which cannot
conflict with the VPC
CIDR block or the pod
CIDR block. If you
choose to allow the




Name

Type

Required

Description

system to automatica
lly create a VPC, the
172.19.0.0/20 CIDR
block is used by
default.

vswitch id a

string

Yes

Switch ID of the first
available zone

vswitch_id_b

string

Yes

Switch ID of the
second available zone

vswitch_id c

string

Yes

Switch ID of the third
available zone

mast er _ins
tance_type_a

string

Yes

The specification type
code of ECS on the
master node in the first
available zone. For
more information, see
Instance type families.

mast er _ins
tance_type_b

string

Yes

The specification type
code of ECS on the
master node in the
second available zone.
For more information,
see Instance type
families.

mast er _i ns
tance_type_c

string

Yes

The specification type
code of ECS on the
master node in the
third available zone.
For more information,
see Instance type
families.

mast er _sys
t em di sk_cat egory

string

Yes

Master node system
disk type.

mast er _sys
tem di sk_si ze

int

Yes

Master node system
disk size

wor ker _i ns
tance_type_a

string

Yes

The specification type
code of ECS on the
worker node in the first




Name

Type

Required

Description

available zone. For
more information, see
Instance type families.

wor ker _i ns
tance_type_b

string

Yes

The specification type
code of ECS on the
worker node in the
second available zone.
For more information,
see Instance type
families.

wor ker i ns
tance_type_c

string

Yes

The specification type
code of ECS on the
worker node in the
third available zone.
For more information,
see Instance type
families.

wor ker _sys
tem di sk_cat egory

string

Yes

The system disk type
of the worker nodes.

wor ker _sys
tem di sk_si ze

int

Yes

The system disk size
of the worker nodes.

num of _nodes_a

int

Yes

The first number of
free zone worker
nodes. The range is [1
,300].

num of nodes b

int

Yes

The number of worker
nodes in the second
available zone. The
range is [1,300].

num of nodes _c

int

Yes

The number of worker
nodes in the third
available zone. The
range is [1,300].

| ogi n_passwor d

string

Yes

SSH login password.
The password must
be 8-30 characters
long and contain three
types of characters
(uppercase/lowercase




Name

Type

Required

Description

letters, numbers, and
special characters)
This parameter

is exclusive with

key pair .

key pair

string

Yes

The keypair name.
This parameter

is exclusive with

| ogi n_passwor d.

ssh_fl ags

bool

No

Whether or not to
enable SSH access for
Internet

cl oud_noni
tor_flags

bool

No

Whether or not
to install a cloud
monitoring plug-in

API note

* You first need to include at least three switches under a single VPC. To guarantee high

availability, we recommend that you distribute the three switches in different available zones.

» The switches to be used by the cluster must have access capability (you can use the nat

gateway to configure SNAT rules or use the ECS as a network proxy. We recommend that you

use the nat gateway to configure SNAT rules)

Return information

Response line

HTTP/ 1.1 202 Accepted

Special response header

None. See #unique_6/unique_6_Connect_42_section_zr5 If1_wdb.

Response body

{

"cluster _id":"string",
"request _id":"string",

"task_id":"string"




}
Examples
Request example

PCST /clusters HTTP/ 1.1
<Publ i ¢ request header>

"di sabl e_rol | back": true,

"name": "mulit-az-cluster",
"timeout _mns": 60,
"cluster_type": "Kubernetes",
"region_id": "cn-shanghai ",

"multi _az": true,
"container_cidr": "10.4.0.0/16",
"service_cidr": "10.3.0.0/20",
"vpcid": "vpc-nmytestvpc”,

"vswitch_id_a": "vswa"

"vswitch id b": "vswb"

"vswitch_id c": "vswc"

"master _instance_type_a": "ecs.cbh.large",

"mast er _i nstance_type_b": "ecs.dl. 2xl arge",
"master _instance_type c": "ecs.c4. x|l arge",

"mast er _system di sk_category”: "cloud_efficiency",
"mast er _system di sk_si ze": 40,

"wor ker instance type a": "ecs.cb5.l|arge",

"wor ker _i nstance_type_b": "ecs.dl.2xl arge",

"wor ker i nstance_type_c": "ecs.c4. x|l arge",

"wor ker _system di sk_category": "cloud efficiency",

"wor ker _system di sk_si ze": 40,
"num of nodes_a": 2,
"num of nodes_b": 2,
"num of nodes_c": 2,

"ssh flags": true,

"l ogi n_password": "Hell 01234",
"“cloud_rnonitor flags": true

}

Response example

HTTP/ 1.1 202 Accepted

<Publ i c response header >

{
"cluster _id": "ch95aa626a47740af bf 6aa099b650d7ce",
"request _id": "687C5BAA- D103-4993- 884B- C35E4314A1E1",
"task id": "T-5a54309c80282e39ea00002f"
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