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Anti-DDoS Basic | Instance List DDoS Attack Protection Information  (__JI)

ECS SLB EIP (including NAT)
Instance D\ Please ente Q

IPRemark Status 57 Current Protection Threshold Cleaning Trigger Value Operation

® Normal BPS 1000M | PPS 300.00K
Basic:1.200G Elastic:1.200

AVRARYAIPZZ VY2752, BRTHBOD N 74 v 7BXU8Fy Foftiin, %
72, DDOS BUBA RV FHFREINE T,

Instance Details X

IP/Remark: 47. . . Cleaning Trigger Value: BPS 1000M | PPS: 300K
Cleaning Settings

Packets Today IDay(s) TDay(s)

1.0G
800.0M
600.0M
400.0M
200.0M

0
01-14 1517  01-1523:22 01-1707:27 01-18 15:32  01-1923:37 01-21 0742

o Ingress © Basic Blackholing Threshold

Start time End time Event Recently delay time Operation

No Data

s AVARVADFMEA T O TRy 2 ADZ ) —= v FHRER Vv 2 LES, FEHITY
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Anti-DDoS Pro Anti-DDos Basic ¥ —VE R/ 274 v 7 AR — |

Cleaning Settings X

Cleaning threshold: Manual setting

Threshold:BPS 1000M | PPS 300000K

The system dynamically adjusts the cleaning threshold value based on ECS's
traffic load.

5. DDoS W HGEHHZZR L £33, TRIOWEHEZ I RT3 12, £ EBDODDOS BUEREN
HEAICLET,

| Instance List DDoS$ Attack Protection Information (D

DDoS Attack Protection Information

Attack Bandwidth + When the IP suffer DDoS attack bandwidth than cleaning threshold, alibaba will begin to attack the flow of clean as possible and to protect your business
available!
®Normal @ Traffic Scrubbing ‘®Blackholing
+ If the attack bandwidth is below the basic protection threshald, you can clean the attack traffic for free. The Default Basic Protection Threshold varies according
ta the IP address location.

v o T oron Blastle Erptection + When the attack bandwidth is between the basic protection threshold and the elastic protection threshold, the[Protection Traffic ( Avallable Protection Traffic:760

[©B)] that Alibaba Cloud provides for free will be used. Your IP address, traffic consumption, and[Securily Credibilly ( Curent Security Credibiliy
Score7395c0re )| determine the elastic protection threshold. After all of the free-of-charge profection trafiic is used, the elastic protection threshold decreases to
the basic protection threshold.Click here to learn more about rules for adjusting the threshold

+ When you attack bandwidth beyond the elastic protection threshold, Alibaba wil attack IP intd Blacknoling ( Blackholing Disabled At:30Minute(s) )] state. We
recommend that you use Anti-DDoS Pro to enhance attack protection Learn More

- PRI ATREZR PRalai Bl 2 2R

EFY

Document Version20190603



Anti-DDoS Pro

Anti-DDos Basic ¥ —VE R/ 2 74 v 7 AR — b

K 30 HEOMEMPLRARETIRHOFEN 2 2R3 5123, Rtz 7V y 7 L%

ED

Consumed Elastic Protection Flow Details

TDay(s) 30Day(s)

B Increased Elastic Protection Flow

1
0.8
0.6
0.4
0.2
0
11-14 11-17 11-20 11-23
Time Flow (GB)
X2V T4 EHR a7 2R
=y
=] &:

11-26 11-29 12-02 12-05

Available Flow (GB)

No data available.

12-08 12-11

Consumed Elastic Protection Flow
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Security Credit Details

Inspect the data and improve your secu 5
The system updates the following statistics daily only statistics updated by the end of
the previous day are displaye
Aftack Purchase Account Service Security
Histary History Activity Compliance Levels
our DDoS attack history con es to your security cre
Aftack Duration of Last 30 Days:1.00Hour(s
Blackholing Events of Last 30 Days:-Times
See Alibaba Cloud Anti-DDoS Service Best Practices
Security Credit Score Trend for the Latest 30 Days
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Anti-DDoS Pro Anti-DDos Basic ¥—V R / 3 2—¥—H A4 K
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Instance Details X

IP/Remark: 47. %5 ¢ = - #8®8  Cleaning Trigger Value: BPS 1000M | PPS: 300K
Cleaning Settings

Packets Today 3Day(s) TDay(s)

1.0G
800.0M
600.0M
400.0M
200.0M

0 ~ -
01-1415:17  01-1523:22 01-1707:27 01-1815:32 01-1923:37 01-2107:42

o Ingress © Basic Blackholing Threshold

Start time End time Event Recently delay time Operation
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Cleaning Settings

Cleaning threshold: Default Manual setting

Threshold:BPS 1000M | PPS 300000K
The system dynamically adjusts the cleaning threshold value based on ECS's
traffic load.
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Instance Details X

IP/Remark: 47 Cleaning Trigger Value: BPS 61M | PPS: 12K

Cleaning Settings

Packets Today 3Day(s) TDay(s)

1

0
01-14 16:52  01-15 22:37 01-17 04:22  01-18 10:07  01-1915:52  01-20 21:37

o Ingress
. . Recently -
Start time End time Event delay time Operation
®

Jan 21, 2019, . Cancel cleaning
16:19:53 B frafic B Download

Scrubbing
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ISP 77 v 7 R—N2f@kd 2IHEHIRZHR T TOES, 77 v 7 h—AfhskEE—
230 L ET, 7AVY FORED T T v 7 R —NFiHEER 7 AV > b X 2 74
ERMCESVCTHEIMISGRBE I T,
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3. BUED 7' 5 v 7 R — Akt TR I £ 7,

| Instance List

DDoS Attack Protection Information
Attack Bandwidth

Normal Traffic Scrubbing @®Blackholing
I

DDao$ Aftack Protection Information (/

When the IP suffer DDoS attack bandwidth than cleaning thresheld, alibaba will begin to attack the flow of clean as possible and to protect your business
available!

If the attack bandwidth is below the basic protection thresheld, you can clean the attack traffic for free. The D
to the IP address location.

It Basic

hold varies according

When the attack bandwidth is between the basic protection threshold and the elastic protection threshold, the P n c (Available Protection Traffic:760
GB) that Alibaba Cloud provides for free will be used. Your IP address, traffic consumption, and Security Credibility ( Current Security Credibility

Score:739score ) determine the elastic protection threshold. After all of the free-of-charge protection traffic is used, the elastic protection threshold decreases to
the basic protection threshold Click here to learn

= When you attack bandwidth beyond the elastic protection threshold, Alibaba will attack IP \md Blackholing ( Blackholing Disabled At:30Minute(s) )lslate We
recommend that you use Anti-DDoS Pro to enhance attack protection Learn More

3.4tFa V) TrERADFMEHER

Anti-DDoS Basic 2 ¥ Y — )V THEDEF 2V T4 EH A a7 Lt 2R3 2 k. YT

1. Anti-DDoS Basic 2>V —nlica 274 > LE3,

2. Anti-DDoS Basic > £ Y A& Y AR—Y D4 LIODDoS YR FH#EEHRZ AV ICLET,
3. Bt Xx 2V 74 BHRAa7hFRINE T,

| Instance List

DDoS Attack Protection Information
Attack Bandwidth

Normal Traffic Scrubbing @®Blackholing

DDoS Attack Protection Information ()

s When the IP suffer DDoS attack bandwidth than cleaning threshold, alibaba will begin to attack the flow of clean as possible and to protect your business
available!

s If the attack bandwidth is below the basic protection threshold, you can clean the attack traffic for free. The Default Basic
to the IP address location.

old varies according

ction Traffic ( Available Protection Traffic:760
that Alibaba Cloud provides for free will be used. Your IP address, traffic consumption, and Sec edibility ( Current Security Credibility
Score:739score ) |determine the elastic protection threshold. After all of the free-of-charge protection trafic is used, the elastic protection threshold decreases to

the basic protection threshold.Click he: shold.

» When the attack bandwidth is between the basic protection threshold and the elastic protection threshold, the Pro

ut rules for 2.

= When you attack bandwidth beyond the elastic protection threshold, Alibaba will attack IP into Blackholing ( Blackholing Disabled At:30Minute(s) ) state.We
recommend that you use Anti-DDo$S Pro to enhance attack protection.Learn More
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Security Credit Details

Inspect the data and imy 2 your sec =
The em updates the ng stafistics da only statistics ate eend o
e previous day are aisplaye
Atta Purchase Account Sa e Se
History Histo A Compliance Levels

fou story contributes to your se e
Aftac of Last 30 Days Hour(s

Blackhaoling Events of Last Days:-Times

SC& A A _: = e DE F ai Bl e
Sec Credit Score Tre or the Latest 30 Days

¥ 2V T4 BENOIEIIHE ST EF 2V T4 BEHRAa72EHL, X51% <L D DDoS
PGB IR Z R CATINZ L 2R L £ 7,

3.5 DDoS 1RERBME LT
Alibaba Cloud 12l3. DDoS EEHESEEN DD £, TH VY b FOY— "—% DDoS W
BN, b3 724 900V == 0TI 7 R—IBEEED PV A —I =D LA,
AT AL BHAIMEEINE LI ICHETIZIENTEET,

Ayt—=SDREEIR
tF 274 @G E (WX yE—, XA—)b, £1ESMS) Lk ZRET 21X, UToT
[ b= <C WA PR 32

1. Message Center 2>V —Zu 74 Y LET,
2. Ao e—URE RV L., X2V T4 @AIZRELE T

Message Center Product overdue payment, suspension, and imminent release notifications Account Contact Modify
Product release notifications Account Contact Modify
¥ Internal Messages
Product renewal or bill settlement notifications Account Contact Modify v
All Messages

Unread Messages Product or system upgrade and product configuration change notifications Account Contact Modify »
Read Messages New product function launch and function removal notifications Account Contact Modify @
Message Settings Security notice Account Contact Modify v


https://notifications.console.aliyun.com
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E &

WX vy =05k ziBms 2121k, sikzBmz2yy 7L ¥,
Modify Contact

Reminder:You can go to Manage Contacts to add or modify the contacts.
A message will be sent to verify the email address.

Message Type: Product Message - Security notice

L4 Account Contact ali****@service.aliyun.com

+ Add Receiver

*Note:At least 1 receivers are needed.
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