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Request.ServerVariables (“HTTP_X_FORWARDED_FOR”)
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Request.ServerVariables[“HTTP_X_FORWARDED_FOR”]
- PHP
"S_SERVER[“HTTP_X_FORWARDED_FOR”]
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request.getHeader (“HTTP_X_FORWARDED_FOR”)
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1. Wi\ http_realip_module B %%E, Nginx{Fl GBI RELIP R
Hhttp_realip_modulefik,

BibA:
i — LA R MINGInX BRIAA LR IEBIR, n[PAEH # nginx -V | grep
http_realip_module B MBIA JL&EE,

43R http_realip_module BHUR S, T EHEPFENGinxFF I,

wget http://soft.phpwind.me/top/nginx-1.0.12.tar.gz

tar zxvf nginx-1.0.12.tar.gz

cd nginx-1.0.12

./configure --user=www --group=www --prefix=/alidata/server/nginx --
with-http_stub_status_module --without-http-cache --with-http_ssl_m
odule --with-http_realip_module

make

make dinstall

kill -USR2 “cat /alidata/server/nginx/logs/nginx.pid’

kill -QUIT ‘cat /alidata/server/nginx/logs/ nginx.pid.oldbin’

2. B#NginxXf MserverfJlitE, fElocation / {}"&HIMBLTFHA.

set_real_ip_from ip_rangel;
set_real_ip_from ip_range2;

set_real_ip_from ip_rangex;
real_ip_header X-Forwarded-For;

BEW:
XM ip_rangel,2, ... {EZRBIPRIEIIEIPHE, FTEFRMER, WRSHIPGIE
HWAF, CDN, WFHEEEWAF, CDNIWEBYRIPHINE, BRI ES B I sk i — 2L 2B
[HIRIPEL,
3. B HEIER#MER log_format, log_format—ffEnginx.confh i HTTPHLEH

log_format main 'Shttp_x_forwarded_for - $remote_user [$time_local
1 "$Srequest" ' 'Sstatus $body_bytes_sent "Shttp_referer" ' '"$
http_user_agent" ';

whx-forwarded-forsg, HHtiAremote-address,

D |
include /etc/
default_type app

Tog_format main 5 d_for - $remote_user [$time_local] "$request" '
" sent "$http_referer” '
T,

4. HNginx L EER nginx -s reload,
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9. H)FIISHRSS 4%, BB
ApacheRt B/ %
Windowst{E R 5

fEApache 2.4 PA BiRA R Z3trh E Aiffremoteip_module$idi L
# (mod_remoteip.so) , BEn] L@ IZEHARIL) )& H TP,

1. fEApachelextrafit & XE¥ (conf/extra/) W, ¥Hidthttpd-remoteip.conflitE X,

E] BiH:

Dy HiEEhttpd.conflic B SCPFRGIREL, @R IRRAE R A S B L 55 50, @il
Aremoteip.conflit B 75 MBS AL EL
2. {ehttpd-remoteip.conflit B S(AFHh, G300 PA R Vi) ELSETPRIZREGRN,

#hM#mod_remoteip.sofsibh
LoadModule remoteip_module modules/mod_remoteip.so

#i%HRemoteIPHeader L
RemoteIPHeader X-Forwarded-For

H# R E M JRIPEL
RemoteIPInternalProxy 112.124.159.0/24 118.178.15.0/24 120.27.173.0
/24 203.107.20.0/24 203.107.21.0/24 203.107.22.0/24 203.107.23.0/24

47.97.128.0/24 47.97.129.0/24 47.97.130.0/24 47.97.131.0/24

3. 8Mconf/httpd. confBLE X, #iAhttpd-remoteip.conffit &k,

Include conf/extra/httpd-remoteip.conf
4. {fEhttpd.confAit & fFrh, 1B HER,

LogFormat "%a %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}
i\"" combined
LogFormat "%a %1 %u %t \"%r\" %>s %b" common

5. HJjApachellli55, fHECEER,




Linux##fF R4t
o] pUE I %3 Apachefmod_rpafsf =i, Kl # B9 IPHuL,
1. PUTRATRA2, Z¥¥mod_rpaffidk,

wget http://stderr.net/apache/rpaf/download/mod_rpaf-0.6.tar.gz

tar zxvf mod_rpaf-0.6.tar.gz

cd mod_rpaf-0.6

/alidata/server/httpd/bin/apxs -i -c -n mod_rpaf-2.0.s0 mod_rpaf-2.0
.C

2. B Apachefit B X /alidata/server/httpd/conf/httpd.conf, TEXHERIGHMELT

PI%:

BibA:
Hrp, RPAFproxy_ips 1pHiit AR AEIIHHRELNAMIP, FIAIPAI2¥ ApachelH
&, EHIAWATIPHLAL,

LoadModule rpaf_module modules/mod_rpaf-2.0.so
RPAFenable On
RPAFsethostname On

RPAFproxy_ips +pHutk
RPAFheader X-Forwarded-For

3. Wmsepa, MITEA a2 E)HApachelliss, (EACEAERL.

/alidata/server/httpd/bin/apachectl restart

mod_rpafBigtic B

LoadModule rpaf_module modules/mod_rpaf-2.0.so
RPAFenable On

RPAFsethostname On

RPAFproxy_ips 10.242.230.65 10.242.230.131
RPAFheader X-Forwarded-For

Tomcatfit & /5 &
)5 Tomcat i) X-Forwarded-For YfEn]3REL% P ELSEZ TP,

{£ tomcat/conf/server.xml XfFH, (B4 AccessLogValve Hi& Il skIIGE:

<Valve className="org.apache.catalina.valves.AccesslLogValve" directory
:ulogsu
prefix="1localhost_access_log." suffix=".txt"


http://stderr.net/apache/rpaf/

pattern="%{X-FORWARDED-FOR}i %1 %u %t %r %s %b %D %q %{User-Agent}i %T
" resolveHosts="false"/>

5.12 SEFrRuERIA
AT 5 R RBR RIS, WS 5A A RINGR, EHE SR i 7=
N,

BEm:
ACE IR ORY,  FEASRER 134 23 i it B PRl L EEDDoSHGE (BE= K PulifT
HERRIR) o BCE B TRROR L E N R CCHLi AR WebBtli B Bt X, M TRt R
BDDoSBLE IR SUFA K,

BihRIFERET R
- EBHIP > ECS

FEIXRA R, FATESEECSIHYE MR R IPE N HIRIP, M ARREFETECS FACE G ff
o AURECEDENG O, 1 S BORBIIPRE & SIS ECSIF It LT B DRS CR I SRR

© ABHIP > AR R A PR AR S5 8%
FEIXFIZAER R, SR IGSN IR P R IR PRI R B Rl JRIP, A n] DA i e B Rt AR 55
w8 LML (Wiptables. BikB45E) {UBATHERIRIEIIEIP, RINEEIAME K B ARSI
[EIRIP B IPHEAER Vi),  SERIRSG P,

- EBAIP > SLB > ECS

TEXFZRRT, EHAPESSECSHIVE M BAYIPY N FLIRIP, MR AGELEIRSTECS FACE IR

7l
BB LE SR ESBS LB IR B IR PR P RIE, it fESLBEHl#unique_142K R seirmpiml
JRIPVi [ SLBS2H,

- &PHIP > WAF/CDN > ECS

TEIXPZA T, BEIRNECSHI i & TP R WAFEE CDNT M JRIP,
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6 API&ZE

6.1 ARAA
DDoSH PPz Y A /2 MIDDoSE B TP APIFAR 55 vk & XHTTP GETIE R, Il it
WIEFSRPIMAERGE RSB, WHERAZIBNEBGER, #HRIGE PSR H UTF-8 7754
HEFT YA

EREN
DDoSHFIPRAPTZRPCHUS, £ PLEI ZiXHTTP GETifERIAHDDoSEWITIP APL,
HiFREHWMT:

https://Endpoint/?Action=xx&Parameters

Hop:

- Endpoint: DDoSHEBIIP APTIARS5#& AL i ddospro . cn-hangzhou.aliyuncs. com,
- Action: BEHITHRME, WfEMHDescribeInstancePage, #IIEMITpHISLHE R

- Version: BHHMAPIRA, DDoSHBTPHIAPIMIAR2017-07-25,

- Parameters: WWRZSH, BASBZEM “&” 5.

© RSB AR SEMAPIEE XS BAR. AESEPRTAPIRAS. SURIEERE

B, RIS

R —A A DescribelnstancePage I 25 # &R Ip S5 BIRR ) :

BiHA:
WY ETREER, AR RBHRE 7R e BL,

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeInstancePage
&Region=cn
&InstanceId=ddospro-cn-XXXX1
&Format=xml

&Version=2017-07-25
&Signature=xxxx%xxxx2%3D
&SignatureMethod=HMAC-SHA1
&S+ignatureNonce=15215528852396
&SignatureVersion=1.0
&AccessKeyId=key-test
&TimeStamp=2012-06-01T12:00:00Z



API#EHY

N VRIS 2 e, BBUEMEH IR S SR APL, GEREEEEFIRAMIK S A DDoS
HBAIP API, £ SOMIZRAMIKSQIEE, B R HEZ BRI

APIZEZ

DDoSERIPIR S 2AH A APLE RT3, LS HHTTPIE RHTTPSHHUERASIE R, #
TR RPEEEH (Signature) R

DDoSHBHIPi@E i fl AccessKey IDFIAccessKey SecretiEf i BN i 75 ok 5k R ik &
EBEBG, AccessKey2 Wb R AN S MRAMAI P RAGH— R B 08U CGRIBLF R P IS %
) , HirAccessKey IDH FHRIRViIFH G, AccessKey SecretsgH T4 AF Ak
55 BRI UERE A AT R, BATRR IR

RPC APTHRAEUI P ALEIF RPH NS (Signature) -

https://endpoint/?SignatureVersion=1.0&SignatureMethod=HMAC-SHA1&
Signature=CT9XOVtwR86 fNWSnsc6v8YGOjuE%3D&SignatureNonce=3ee8c1b8-83d3-
44af-a94f-4eRad82fd6cf

PADescribelnstancePagehffl, {Eii¥iAccessKey IDJ2 testid, AccessKey Secret/
testsecret, WIREAHIRYIERURLAIT:

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribelInstancePage
&Region=cn

&InstanceId=ddospro-cn-XXXX1

&TimeStamp=2016-02-23T12:46:24Z

&Format=XML

&AccessKeyId=testid

&SignatureMethod=HMAC-SHA1l
&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf
&Version=2017-07-25

&SignatureVersion=1.0

e PRI RS A
1. R RSBOERE A v

GET&%2F&AccessKeyId%3Dtestid&Action%3DDescribeDomainNames&Region
%3Dcn&Instanceld%3Dwaf_elasticity-cn-0x1ldbqtmOO5&Format%3DXML&
SignatureMethod%3DHMAC-SHA1&SignatureNonce%3D3ee8c1b8-83d3-44af-



a94f-4e0ad82fd6cf&SignatureVersion%3D1.0&TimeStamp%3D2016-02-23T12%
253A46%253A247Z&\Version%3D2018-01-17

. RS ARHMACKHIH,

fEAccessKey Secret/Gi@—4~ “&” fENHHHMACHRkey, A5plikeyh

testsecret&,

CTI9XOVtwWR86fNWSNnsc6v8YGOjuE=

. BBEAMBNE RS

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=Describeln
stancePage

&Region=cn

&InstanceId=ddospro-cn-XXXX1
&TimeStamp=2016-02-23T12:46:247Z

&Format=XML

&AccessKeyId=testid

&SignatureMethod=HMAC-SHA1
&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6ecf
&Version=2017-07-25

&S+ignatureVersion=1.0

&Signature=CT9X0OVtwR86fNWSNnsc6v8YGOjuE%3D

REFERSHY

e R BT ik

Region String |2 DDoSEBIPSEHIFER MR, HfE: cn-
hangzhou (FoRHIERHBEX)

Format String | #% B E Rk HUA
- JSON (#iN)
- XML

Version String |} APIRAS, HYYYY-MM-DD H k%X, Huffi:
2017-07-25,

AccessKeyId |[String | VillRS5 i R HID,

Signature String |2 BHHRH,

SignatureM String |2 %47\, BUH: HMAC-SHAL,

ethod




e B prera YAy ik

Timestamp String |2 RN R, RHIBE, I UTCH R
1SO8601#%, 1§ MYYYY-MM-DDThh:mm:ssZ,
flan, JentEFE20134E1H10H20505308), FoR
H2013-01-10T12:00:00Z,

SignatureV String |2 BHBIERA, BUH: 1.

ersion

SignatureN String |7 ME—BEDLEL, HTRiMgg RS, A RE R

once BE A R BEDLEA.

ResourceOw String | #& ARAPLE R Vi MBI IRHHA H K, BIgEsHP

nerAccount o

ZN /|

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeInstancePage
&Region=cn
&InstanceId=ddospro-cn-XXXX1
&Timestamp=2014-05-19T10%3A33%3A56Z
&Format=xml

&AccessKeyId=testid
&SignatureMethod=Hmac-SHA1l
&SignatureNonce=NwDAxvLUG6tFEODVb
&Version=2017-07-25
&SqignatureVersion=1.0
&Signature=Signature

nHREISEK

APTRMERR MG, BM2xx HTTPIRERRRHA R ; 1B l4xxek5xx HTTPIRZERY
ARV R VA H IR Il B A XMLFIJSON PR,  vf PATE A 1A 1 SR I 38 ol ) 28
X, EANXMLAEA,

RO, TeRNEE, RGEAZBN—PHE—B5SRequestId,
-« XMLA#3X

<?xml version="1.0" encoding="utf-8"?7>
<I-HURIMRE R - >
<EAFR+Response>
< RlER bR >
<RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>
<I—JRul25 SRR >
</¥iO%4Pi+Response>

- JSON##

{
"RequestId":"4C467B38-3910-447D-87BC-AC049166F216",



é *JR ISR B /

6.3 fix &

6.3.1 DescribeDdosAttackTypeChart
P DescribeDdosAttackTypeCharti 175 # BB TP H I AL 1 22

Witk [API Explorer] fE£kiiA, API Explorer H{t7eckif APL. #h&4: % SDK Example
RESPERKE R IZ I FRES), RERERRCEEN = APT BAEREE, SmEUHER .
BEREE
e PA Mm% | rBE ik
Action Strlng iEl% DescribeDd gm??ﬂq&{/go EX‘E: DescribeDd
osAttackTy
peChart osAttackTypeChart,

EndTime Long P 1536891600 H LRI R, R

Ip Strlng 3 1.1.1.1 S WY R 2P,

StartTime Long s 1536893404 H T R, p R

pAEIES ¢

e e BIHE b

AttckCount | Integer 6 Bl R B

AttckType String udp-flood Sehik, Bl
- tcp-flood
- udp-flood
- icmp-flood
- finrst-flood

DropCount |Integer 405322 WA, ML NKbps

DropType String udp RGN,



https://api.aliyun.com/#product=DDoSPro&api=DescribeDdosAttackTypeChart

AR L NG fiiik
RequestId String C33EB3D5-AF96 AR RIGID.
-43CA-9C7E-
37A81BCO6A1E
ANl
R
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeDdosAttackTy
peChart
&StartTime=1536891600
&EndTime=1536893404
&Ip=1.1.1.1
&<RILTFHRS >
IEH IR PR BY
XML #%3K
<DescribeDdosAttackTypeChartResponse>
<AttackCount>6</AttackCount>
<AttackType>udp-flood</AttackType>
<DropCount>405322</DropCount>
<DropType>udp</DropType>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</DescribeDdosAttackTypeChartResponse>
JSON #%3X
{
"AttackType":"udp-flood",
"DropType":"udp",
"DropCount":405322,
"AttackCount":6,
"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCO6GALE"
}
FHIRG
HEBAT TS

6.3.2 DescribeDdosPeakFlow
M DescribeDdosPeakFlow# 145 ) s B TP RV il {6,

VGRS
wif: (API Explorer] fE£kiiA, API Explorer $2t7e£ki/H APL. &4 SDK Example
RESHPUERE R ERES), RERERSEEH = APL X%, SmEUHER,


https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DescribeDdosPeakFlow

Nl

s
% R EHBE | A BIE g
Action String % DescribeDd gmfj:m&{/lzo HX{E . DescribeDd
osPeakFlow
osPeakFlow,
Ip String b 1.1.1.1 WA W B2 HIIP,
s
% gyl A iR
RequestId String C33EB3D5-AF96 AIERIGID
-43CA-9C7E-
37A81BCO6A1E
IERZN

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeDdosPeakFlow
&StartTime=1536891600

&EndTime=1536893404

&Ip=1.1.1.1

&R S

1IE# IR R
XML 53K,

<DescribeDdosPeakFlowResponse>
<PeakFlow>8.36</PeakFlow>
<RequestId>C33EB3D5-AF96-43CA-9CT7TE-37A81BCO6A1E</RequestId>
</DescribeDdosPeakFlowResponse>

JSON F&X

{
"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCO6GALE",

"PeakFlow":"8.36"



B DY

6.3.3 DescribeDdosFlowProportionDiagram
PRI DescribeDdosFlowProportionDiagrami% 125 i S B TPI S LB %5

Witk [API Explorer] ek, API Explorer $R{{ELRVAH AP, #hZ&4: K SDK Example
R MPOERRIZERESN), RERERRMH = APL AUAERE, SEHERAEH,

BERSH
e I EHBE | RPIE ik
Action String | % DescribeDd FHITIEEE, BUE: DescribeDd
osFlowProp ) )
ortionDiagram osFlowProportionDiagram,
EndTime Long |k 1536893404 asimemempinm, nfonAERD, N
S ARERIE 30K,
Ip String | & LLL1 EHE BN ERLHIIP,
StartTime  |Long |2 1536891600 | sripyarsams i, B RER
REIS#
e I A BIHE ik
DropBps Integer 27729882 Wl RAD, B HBps.
DropPps Integer 3264010 B AL
Requestld String C33EB3D5-AF96 | joomiswmiTD
-43CA-9C7E-
37A81BCO6A1E
TotalBps Integer 27854138 MR AD, HAIBps
TotalPps Integer 3374169 MR AN



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DescribeDdosFlowProportionDiagram

Nl

Rl

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeDdosFlowProp
ortionDiagram

&StartTime=1536891600

&EndTime=1536893404

&Ip=1.1.1.1

QAL RSEL
IEF IR WRH)
XML 53K,

<DescribeDdosFlowProportionDiagramResponse>
<DropBps>27729882</DropBps>
<DropPps>3264010</DropPps>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6AL1E</RequestId>
<TotalBps>27854138</TotalBps>
<TotalPps>3374169</TotalPps>
</DescribeDdosFlowProportionDiagramResponse>

JSON K%

"DropBps":27729882,

"TotalBps":27854138,
"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCOGALE",
"TotalPps":3374169,

"DropPps":3264010

iR
BB MDY

6.3.4 DescribeDdosAttackEvents
P DescribeDdosAttackEvents$Z 125 s i TP Fi4k,

it
Witk (API Explorer] fE£kiif, API Explorer f2{t7e£kAH APL. 2L, SDK Example
RESDUERRIENFRES), RERFRCMEH = AP MAERE, mINHER LR,


https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DescribeDdosAttackEvents

BREH
% R EHBE | A BIE g
Action String % DescribeDd gﬂﬁ?mﬁ%ﬁfo HX{E: DescribeDd
osAttackEv
ents osAttackEvents,
CurrentPage Integer % 1 %ﬁﬁ% %’J‘{Eﬂgl
EndTime Long % 1536893404 Ei@%ﬂiﬂjrﬁjgﬁ, ${jﬁ%@o H;J.IE]
FEEAGEEIE 30K,
Ip Strlng iEl% 1.1.1.1 %ﬁiﬁﬂ@%%"i%lﬂ
PageS‘i ze Integer iEl% 10 ﬁﬁj{’]‘ %k1ﬁj‘3200
R[ESEH
% gyl A iR
Data WG R, RS E]
E
“AttackType |String syn-flood Kb -
- tcp-flood
- udp-flood
- icmp-flood
- finrst-flood
|_ReSlllt Integer 1 $1¢%% H:X{E .
- 0: T
- 1: {HUERI
- 3. RigR




At

e I NG (EE ik
“TotalCount |Integer 4 P LY
RequestId String C33EB3D5-AF96 | jeomisspiyiD

-43CA-9C7E-
37A81BCO6A1E

RN

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeDdosAttackEv

ents

&StartTime=1536891600
&EndTime=1536893404

&Ip=1.1.1.1
&CurrentPage=1
&PageSize=10
&AIEIRS B

IEF IR IRH)
XML 53K,

<DescribeDdosAttackEventsResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>

<Data>

<TotalCount>4</TotalCount>

<EventList>

<EndTime>1535019587000</EndTime>
<StartTime>1535018684000</StartTime>

<AttackType>syn-flood</AttackType>
<Result>1</Result>

</EventList>
</Data>

</DescribeDdosAttackEventsResponse>

JSON F&X

{
"Data": {
"EventList": [

"Result":1,

"AttackType":"syn-flood",
"EndTime":1535019587000,
"StartTime":1535018684000

}
1,
"TotalCount":4

¥y

"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCO6ALE"

}




B DY

6.3.5 DescribeDdosAttackEventSourcelps
JiHIDescribeDdosAttackEventSourcelps#& 12 i & B TPR i A IR IPHI .

Witk [API Explorer] e8Ik, API Explorer #E{EERIAM APL, #h&4: K SDK Example

(< 4=}

AR AIPOER RIL 15 RE ), RERERRREE = AP AUMERE, smENHERAH,
EREH
B B TR BIE | REIE ik
Action String | DescribeDd FHATIRME. BUli: DescribeDd
osAttackEv
entSourcelps osAttackEventSourcelps.
CurrentPage |Integer | 1 ARRE. EUMENL
EndTime Long % 1536893404 Eiﬁlé’%ﬂiﬂﬂﬁ]ﬁ, ﬁ{jﬁ%ﬂo HE”‘EJ
P EEAREEII30K,
I p String % 1.1.1.1 %Eiﬁﬂ@%l‘)‘i'ﬁ%fﬁ'ﬂ&
PageS'i ze Integel‘ % 10 ﬁﬁkd\ Haijifﬁﬁzoo
StartTime Long % 1536891600 %‘iﬁ]ﬁﬁﬁﬂfﬂ‘ﬂ%ﬁ ﬁﬁ:’:%%ﬂ
R[EBE
e gyl A iR
Data YHIRIPIE R, UGBTI,
“IpList Wt IRIPHIE,
“City String P T E-RE T Yook IR
“InBps Integer 65798144 Wik, WfBps.



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DescribeDdosAttackEventSourceIps

ANt

e I NG (EE ik
“Sourcelp |String 2.2.2.2 Bk JEIP
“TotalCount |Integer 55 SR

RequestId String C33EB3D5-AF96 | jeomisspiyiD

-43CA-9C7E-
37A81BCO6A1E
[CR &N

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeDdosAttackEv
entSourcelps

&StartTime=1536891600

&EndTime=1536893404

&Ip=1.1.1.1

&CurrentPage=1

&PageSize=10

&RIER S

IEF IR IRH)
XML 53K,

<DescribeDdosAttackEventSourcelpsResponse>
<Data>
<IpList>
<element>
<City>HrE-jLE - KiEni</City>
<InBps>65798144</InBps>
<SourceIp>2.2.2.2</Sourcelp>
</element>
</IpList>
<TotalCount>55</TotalCount>
</Data>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</DescribeDdosAttackEventSourceIpsResponse>

JSON F&3X
{

"Data": {
"TotalCount":55,
"IpList":[

{

"City": "l -IE - K
"SourcelIp":"2.2.2.2",
"InBps":65798144
}
}]
)
"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCO6AL1E"




B DY

6.3.6 DescribeCcEvents

M DescribeCcEvents#% 175 i Fsi44 1 CCBGE S,

Witk [API Explorer] fE£kiX, API Explorer Hfit{egkiifl API. #h&4:% SDK Example
RSP R SR ), e ERAKEEH = AP eSS, SmZUHERE
EREBE
B Foil Tm ik [ RBHE ik
Action String | DescribeCc FHUTIHRME, BUlli: DescribeCe
Events
Events,
Domain String | % www.aliyun. | gy e o
com o
EndTime Long | #& 1534921519 | et e iy, PARIoRd, BFHIES
FEARERIT 30K,
PageNo Integer |% 1 SRRE, RMENL,
PageSize Integer |{% 10 STIFN. BEAAEN20,
StartTime Long | #& 1536891600 | ity ypucmigiy, S Jofd
R[EI BN
B ol A HHE iR
EventList Wi,
LAttackFini | Boolean true Wl R AL
shed
L Integer 1041 e W RIS DB
BlockedCou
nt



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DescribeCcEvents

e I NG (EE ik
“Domain String www.aliyun.com 4,
LDuration Integer 3 Kliﬁﬁé’ifﬂifﬁ, N
“EndTime |String 2018-08-2310:29 | yor ot iy

:00
“MaxQps Integer 274 WE{EQPS
“StartTime |String 2018-08-23 10:26 Bt TR ]
:00
Requestld String C33EB3D5-AF96 ARG RIID
-43CA-9C7E-
37A81BCO6A1E
Total Integer 3 Bk R
ANt
RSN
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeCcEvents

&StartTime=1536891600
&EndTime=1534921519
&Domain=www.aliyun.com
&PageNo=1
&PageSize=10
&R S T

IEHIR R

XML kX
<DescribeCcEventsResponse>

<EventList>
<element>

<AttackFinished>true</AttackFinished>
<BlockedCount>1041</BlockedCount>
<Domain>www.aliyun.com</Domain>
<Duration>3</Duration>
<EndTime>2018-08-23 10:29:00</EndTime>
<MaxQps>274</MaxQps>
<StartTime>2018-08-23 10:26:00</StartTime>
</element>
</EventList>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
<Total>3</Total>



</DescribeCcEventsResponse>
JSON F#3k

{
"EventList": [

{
"BlockedCount":1041,
"Domain":"www.aliyun.com",
"Duration":3,
"MaxQps'":274,
"EndTime":"2018-08-23 10:29:00",
"StartTime":"2018-08-23 10:26:00",
"AttackFinished":true
]}
)
"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E",
"Total":3

B DY

6.3.7 DescribeBizFlow
VM DescribeBizFlow$ & #)=BGIP LRSS REREE, RSN R 7 i,
Witk [API Explorer] fE£kiHik, API Explorer $#2H{E£RJAMH AP, 2hZ&4 K SDK Example
RESRPRER R IEOFRE S, BERF RN = APL FXERE, MEHETAREA],

BEREH

e gt Bk | A BIE ik
Action String | DescribeBi A0, BUfi: DescribeBi
zFlow
zFlow,
EndTime Long | 1536498197 | stk bRk, ARTAAD
Ip String |2 L.1.1.1 WP,
StartTime Long b3 1536496397 EHHTFEIEL. ARl



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DescribeBizFlow

2 F Fom R Hik
Data R A LS L,
= B
] DU %85 S T R A,
“InKbps [1,1,1,1,1,1] VA WL R, A SRR N
BERIARR A, A6 Kbps,
= B
B L ERIBR ] 25T DA
TimeScopefs BT,
~OutKbps [1,1,1,1,1,1] IR LS REIE, AR I
PR IOD, BB Kbps.
= B
BN L FRTBR ] 2T DAL
TimeScopefs B TiHHE.
~TimeScope Bl P
“Interval | Integer 60 Pt IR A I I, S
JafD,
LStartTime Long 1536496397 ﬁiﬁjﬁ&ﬁﬂj‘ﬁﬂgﬁ $fﬁ7§}ﬂo
RequestId String C8B26B44-0189 | 4oopisspiip.
-443E-9816-
D951F59623A9

ANt

R

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeBizFlow

&EndTime=1536498197
&Ip=1.1.1.1
&StartTime=1536496397




&< AR SR

IEH IR R

XML F&3X

<DescribeBizFlowResponse>
<Data>
<InKbps>

<element>0</element>
<element>1</element>
<element>1</element>
<element>0</element>
<element>0</element>
<element>1</element>
<element>1</element>
<element>0</element>
<element>1</element>
<element>4</element>
<element>0</element>
<element>1</element>
<element>1</element>
<element>0</element>
<element>1</element>
<element>2</element>
<element>0</element>
<element>1</element>
<element>1</element>
<element>1</element>
<element>0</element>
<element>0</element>
<element>1</element>
<element>0</element>
<element>1</element>
<element>0</element>
<element>1</element>
<element>0</element>
<element>0</element>
<element>2</element>
<element>0</element>

</InKbps>
<OutKbps>

<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>



<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
<element>0</element>
</OutKbps>
<TimeScope>
<Interval>60</Interval>
<StartTime>1536496380</StartTime>
</TimeScope>
</Data>
<requestId>C8B26B44-0189-443E-9816-D951F59623A9</requestId>
</DescribeBizFlowResponse>

JSON F&X

{
"Data":{
"InKbps": [

-

L Y T L - T P ¥ T I Ve VRV

ONVNOOHOHOHOCOHHEFHFONHOHHOPMMNHORFRHOOHKEO®

1,

"TimeScope": {
"Interval":60,
"StartTime":1536496380

1,

"OutKbps": [

0,



[oNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoRoNoNoNoNoNoNOoNO]

]

),
"requestId":"C8B26B44-0189-443E-9816-D951F59623A9"

}

RS

BB MY

6.4 MLLIHEE

6.4.1 DescribeDomainConfigPage
P DescribeDomainConfigPage$ 143 T2 i il P I b C B 51 4%

ERES
Witk (API Explorer] fE£kiif, API Explorer f2t7e£kiH APL. 2L, SDK Example
I APOER R L RE)), RERERRMEH = APL AHERE, SEUHERE,


https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DescribeDomainConfigPage

% R EHBE | A BIE g
Action String |z DescribeDo THTRRIE. BUfi: DescribeDo
mainConfig 1 ConfieP
Page mainConfigPage.
PageNo Integer b 1 ﬁﬁﬁ%, B/ME R,
PageSize Integer 3 5 LTI, AR5,
Domain String | & www.aliyun. T RS S i,
com
R[ESEH
% R A iR
COl’lﬁgLiSt A3 B
“Cname String XXXXXX. E i Cnamedi
alicloudddos.
com
“Domain String www.aliyun.com BB IR
[
Instances 54 B IR S
“Instanceld |String ddosbag-xxxx- EEBSIID
XXXX
“InstanceRe |String [ e SR TPI S 1k
mark
“Rules $E A AU,
“Ip String 1.1.1.1 EELH I TP
“Line String CT SR HR:
- MT: B3
- CT: Hif3
- CUT: HBkd
- BGP: BGP




&% E i AHHE fiid
L ["https”, "htp"] | g gk, muf:
ProxyTypeL
ist  hitp
- https
- websocket
- websockets
I_Realserver ["2.2.2.2", "3.3.3. Wﬁﬁﬁu%@
S 3"]
RequestId String CF33B4C3-196E | jeopisspmyiD
-4015-AADD-
5CADO00057BS80
Total Integer 10 [Tt
Gl
if Rl

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeDomainConfig
Page

&Domain=www.aliyun.com

&PageNo=1

&PageSize=10

&RIERS L

IEH IR BRG]
XML K52

<DescribeDomainConfigPageResponse>
<ConfiglList>
<element>
<Cname>XxXXXXXXXXXXXxxX.alicloudddos.com</Cname>
<Domain>www.aliyun.com</Domain>
<Instances>
<element>
<InstanceIld>ddosBag-cn-XXXXX</InstanceId>
<Rules>
<element>
<Ip>3.3.3.3</Ip>
<Line>CUT</Line>
<ProxyTypelList>
<element>http</element>
<element>https</element>
</ProxyTypelList>
<RealServers>
<element>1.1.1.1</element>
<element>2.2.2.2</element>
</RealServers>
</element>



</Rules>
</element>
</Instances>
</element>
</ConfigList>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
<Total>6</Total>
</DescribeDomainConfigPageResponse>

JISON K=k

{
"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCO6ALE",

"ConfiglList":[

"Cname" : "XXXXXXXXXXXXXX.alicloudddos.com",
"Domain":"www.aliyun.com",
"Instances": [
{
"InstanceId":"ddosBag—cn-XXXXX",
"Rules": [

"Ip":"3.3.3.3",

"ProxyTypeList": [
"http"’
"httpS"

1,
"RealServers": [
03,0 61, 1T
"2.2.2.2"

]

H,ineH:HCUTH

]
}
]
}
1,
"Total":6

B DY

6.4.2 DescribeDomainSecurityConfig
JAHiDescribeDomainSecurityConfigh 2 i P44 2 iyl E .

Witk [API Explorer] fE£kiX, API Explorer Hfitfegkiiffl API. #h&4:K SDK Example
FRRFIPOER R L FRE D), REmBRECEE 2= APT BREEE, PUHER A,


https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DescribeDomainSecurityConfig

BREEH
B ¥l Bmwik e fifiid
Action String | /2 DescribeDo | gy 7ppfk, Huffi: DescribeDo
mainSecuri
tyConfig mainSecurityConfig,
Domain String | #& www.aliyun. | gy e o
com
RE]S K
B Rl A g
BlackList String 1.1.1.1,2.2.2.2 A2 |
Cclnfo CCHiPRtE SR,
- Integer 10 CCEI5E SR AL,
CcCustomRu
leCount
- Boolean |true CCHI5E M HETF 3.
CcCustomRu
leEnable
LCcSwitch | Boolean true CCHHBI hRETT
- String danger COBp i, Hefii:
CcTemplate
- default: E#
- gf_under_attack: BGHER
- gf_sos_verify: ™%
- gf_sos_enhance: JE# ™1
CnameEnabl [Boolean true CnameJf%
e
CnameMode |Integer 1 VAR,
- 0: REFTTR
- 1: SEIHF
RequestId String CF33B4C3-196E | jeomisspmyID
-4015-AADD-
5CADO00057BS80




€ i N Tk

WhiteList String 1.1.1.1,2.2.2.2 E1 4 35|
ANt

RN

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeDomainSecuri
tyConfig

&Domain=www.aliyun.com
&AIIHRS I

IEFE IR R HG)
XML K&

<DescribeDomainSecurityConfigResponse>

<BlackList>1.1.1.1,2.2.2.2</BlackList>

<CcInfo>
<CcCustomRuleCount>10</CcCustomRuleCount>
<CcCustomRuleEnable>true</CcCustomRuleEnable>
<CcSwitch>true</CcSwitch>
<CcTemplate>danger</CcTemplate>

</CcInfo>

<CnameEnable>true</CnameEnable>

<CnameMode>0</CnameMode>

<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>

<WhitelList>1.1.1.1,2.2.2.2</WhitelList>

</DescribeDomainSecurityConfigResponse>

JSON F&X

"CcInfo":{
"CcSwitch":true,
"CcCustomRuleCount":10,
"CcTemplate":"danger",
"CcCustomRuleEnable":true
1,
"CnameMode": 0,
"BlackList":"1.1.1.1,2.2.2.2",
"CnameEnable":true,
"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCOGALE",
"WhitelList":"1.1.1.1,2.2.2.2"



https://error-center.aliyun.com/status/product/DDoSPro

6.4.3 ListCcCustomedRule
JAHListCcCustomedRuledi 14 I i EH & SLCCRENI,
Witk [API Explorer] fE£iX, API Explorer H{%t7E£kiiH AP, #hZ&4: % SDK Example
RFIPOER R IZ I FRES), REmBREICEET 2= AP BAEEE, SEUHER

BERSH

B R Mk | BE fifiid
Action String | ListCcCust WHATFIOEME, BUf: ListCcCust
omedRule dRul
omedRule,
CurrentPage |Integer |[{% 1 SWEE, B/MEMNL.
Domain String | ww.aliyun. A W4
com
PageSize Integer |#& 10 ST, BRIEN10,
R[E|S41
R e it AHHE fifiik
RequestId String CF33B4C3-196E A RiBRIGID
-4015-AADD-
5CAD00057B80
RuleList H & L CCRUMFE,
“BlockingTi |Integer 60 REUSTIER, AR R, BUETERE: 60~86
me
,400,
“BlockingTy | String captcha FHITRR. B :
pe
- captcha: APLIHRI
- close: %%
L
Interval | Integer > KB K, B0, BT 510,
800,



https://api.aliyun.com/#product=DDoSPro&api=ListCcCustomedRule

e I NG (EE ik
- String prefix PERCHUN, UL
MatchingRu
le - prefix: HiZBiX
- match: 524VLfd
“Name String customedCc B2 CCRNIA i
Rulel
BEWI:
o] DA IS i 48 PRERED BRI, Fidk
17, MBRERAE,
“Uri String /a/b/c Wit s
“VisitCount |Integer 200 FEVFIA—TP i M EL, BUEREE: 2~2
,000,
TotalCount |Integer 10 J 5 8
ANl
R
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ListCcCustomedRule
&Domain=www.aliyun.com
&CurrentPage=1
&PageSize=10
&AAER S
IEH IR IR
XML 53X

<ListCcCustomedRuleResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>

<Rulelist>

<Rule>

<element>
<BlockingTime>7380</BlockingTime>
<BlockingType>close</BlockingType>
<Interval>123</Interval>
<MatchingRule>match</MatchingRule>
<Name>testttt</Name>

<Uri>/a/a/a</Uri>
<VisitCount>123</VisitCount>

</element>

</Rule>

</RulelList>
<TotalCount>3</TotalCount>




</ListCcCustomedRuleResponse>

JISON &3k
{
"RuleList":{
"Rule": [
{

"Name" :"testttt",
"BlockingType":"close",
"VisitCount":123,
"Interval":123,
"BlockingTime":7380,
"Ur‘i":”/a/a/a",
"MatchingRule":"match"

}

]

I
"TotalCount":3,

"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCO6AL1E"

A MDY

6.4.4 CreateDomain
P H CreateDomain$% 181 &t P Fijdr-g i,
Witk [API Explorer] e8I, API Explorer $R4{ELRJAH API, #5424 % SDK Example
fCRAPOER R O%6E)), RERFREICHEH = APT IR, sBZUHEFAEA,

BEREBEK

LA E iy ik [ BHE ik
Action String | & CreateDomain WHATIRME. B :
CreateDomain,
Domain String |2 WWW.aliYUR. s g 47
com



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=CreateDomain

A CIES 5

e ¥l em ik [ RBEHE iR
ProxyType.N |RepeatLis$t2 http BEOR T

- http

- https

- websocket

- websockets

= Uim:

AP RIRE

AProxyType.l. ProxyType.2. BroxyType..
RealServer.N |RepeatLisf2 1.1.1.1 e

= B

i 2R, RRI%

ARealServer.1. RealServer.2, RealServer.
Type String 7?3 IP iﬁ*%@”ﬁ;sﬂ, H:X{E:

- IP: [EIJEZIp

- DOMAIN: [nlJE$|%4
CcEnable Boolean | 1% true BT R CCH TR RE,
Ips.N RepeatLi;ﬂ? 1.1.1.1 wﬁﬁgm§um%mlppu%’ %gi

Fr6M 1P,

= Wi

A ZAEIP, itk

Alps.1, Ips.2, Ips.3...
B g yie | AHHE iR
Requestld String C8B26B44-0189 | 4o opisspmyiD

-443E-9816-
D951F59623A9




il

[ERZN ]
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=CreateDomain
&Domain=www.aliyun.com
&Ips=["1.1.1.1","2.2.2.2"]
&RealServer=["1.1.1.1","2.2.2.2"]
&Type=IP

&CcEnable=true
&ProxyType=["http","https"]
&AALIE RS EYL

IEH IR MR

XML &3,

<CreateDomainResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6AL1E</RequestId>
</CreateDomainResponse>

JSON F&X

"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCO6ALE"

B DY

6.4.5 DeleteDomain
i i DeleteDomaindZ 1T BRPAISS R R0,
Witk [API Explorer] fE£kiX, API Explorer Hfitfegkidfl API. #h&4:K SDK Example
RBMPURK R IZ I FRES), RERERRCEEH = AP (AR, SEUHER .,

BERSH

e I ERBE | RPIE Tk
Action String |2 DeleteDomain THATIORRAE. H:
DeleteDomain,
Domain String | & www.aliyun. AT
com



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DeleteDomain

R[OEE

e I ENGIEE ik
RequestId String C8B26B44-0189 A RIHRIID,
-443E-9816-
D951F59623A9
Nl
R
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DeleteDomain
&Domain=www.aliyun.com
&RILIRS
IEH IR IR
XML KX
<DeleteDomainResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7TE-37A81BCO6A1E</RequestId>
</DeleteDomainResponse>
JSON F#k
"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCOGALE"
RS

HEA R

6.4.6 CreateTransmitLine
P CreateTransmitLined# IR B H s K 4804
WAt

Witk (API Explorer] fE£kiik, API Explorer $2t7e£%i/H APL. Zh4&4 K SDK Example
FRAPOER R L FRE)), RER BRI = APL HERE, EUHEREA,


https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=CreateTransmitLine

Nl

RealServer.

R R REWIE | REHE filiik
Action String |72 CreateTran | wyy fingif, Hefii: CreateTran
smitLine .
smitLine,
Domain String |& www.aliyun. | g o p o
com
Ips.N RepeatList§ 1.1.1.1 EA IS
3
= B
HHEBHIER, RkEE
Alps.1, Ips.2, Ips.3...
RealServers. |RepeatLi$th 2.2.2.2 MDA E S
N
3
= B
HHZATR, WRREE
ARealServer.1, RealServer.2, 1
Type String | % P IR HA -
- IP: [EIJEFIp
- DOMAIN: [lJEz54
o
e R ABIE i
RequestId String C8B26B44-0189 A RIBRIGID
-443E-9816-
D951F59623A9
HRRHI

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=CreateTransmitLine

&Domain=www.aliyun.com
&Ips=["1.1.1.1","2.2.2.2"]

&RealServer=["1.1.1.1","2.2.2.2"]

&Type=IP



QNI RSEL
1IEH# IR R
XML F&3X

<CreateTransmitLineResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</CreateTransmitLineResponse>

JSON F&xX

"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCO6ALE"

[

A MDY

6.4.7 ModifyTransmitLine
P ModifyTransmitLine$i MBSk & 2k
Witk [API Explorer] ek, API Explorer $R{{E£RVAM AP, #hZ&4: % SDK Example
RIAIPRR R ERES), RERERREER 2= APT ROXERE, SEEUHERARER],

BERSH

e R RERIE | BHE fiiid
Action String |2 ModifyTran | gy orsefk, Btfii: ModifyTran
smitLine .
smitLine,
Domain String |#& www.aliyun. TRV 4
com
Ips.N RepeatLi3th 1.1.1.1 TP

= Uim:
L 2 A EPIP, RkixfE
Alps.1. Ips.2, Ips.3...



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=ModifyTransmitLine

R[OEE

e I ENGIEE ik

RequestId String CF33B4C3-196E ARIERIIID
-4015-AADD-
SCAD00057B80
Nl

R
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ModifyTransmitLine
&Domain=www.aliyun.com
&Ips=["1.1.1.1","2.2.2.2"]
&R

IEH IR BRI

XML f&
<ModifyTransmitLineResponse>

<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>

</ModifyTransmitLineResponse>

JSON F# =X
{

"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCOGA1E"
}
FHIRE
BB ANHEREY

6.4.8 DeleteTransmitLine
M DeleteTransmitLine$Z 1B P0G B r 5 % 2%t
Witk [API Explorer] e8I, API Explorer $R2{ELRJAM AP, #h&4: % SDK Example
fCRAPuEK R O%6E)), RERFRICHH = APT RS, sBEUHEFAEAL,


https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DeleteTransmitLine

LA ¥l Bmwik e fifiid
Action String |2 DeleteTran | gy 51080k, Hffi: DeleteTran
smitLine
smitLine,
Domain String N www.aliyun. R VE R,
com
Line String | CUT TR,
- BGP: bgp&ki
- CT: Wz
- CUT: Bk
- MT: #3h
R[E]SEH
LA Sy AHHE ik
RequestId String C8B26B44-0189 | joopisspiip
-443E-9816-
D951F59623A9
Gl
iRl

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DeleteTransmitLine
&Domain=www.aliyun.com

&Line=BGP
&AL RSB

IEF IR IR
XML K%

<DeleteTransmitLineResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</DeleteTransmitLineResponse>

JSON %=

{

"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCO6GALE"




B DY

6.4.9 ModifylpCnameStatus
A ModifyIpCnameStatust B RG s B IPRI Cname @ik 2,

i
Witk [API Explorer] e8Ik, API Explorer #E{EERIAM APL, #h&4: K SDK Example
REMPURK R IZ T FRES), RERERHCEEH = APT (AR, SmPUHER .,

BEREH

4485 ¥l em Wik [ RBpHE fifiid
Action String |z ModifyIpCn | gy ipmef, Htfii: ModifyIpCn
ameStatus
ameStatus,
Domain String N www.aliyun. T4
com
Enable Boolean | & true REIFRICnameffhi
Ip String | #% LLLI HRAERIEIBIIP,
IRE] S
255 ol A ik
Requestld String CF33B4C3-196E | jeopippiip
-4015-AADD-
5CADO00057B80
il
iRl

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ModifyIpChameStatus
&Domain=www.aliyun.com

&Ip=1.1.1.1

&Enable=true

&I RSE

IEHIR R


https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=ModifyIpCnameStatus

XML K%

<ModifyIpCnhameStatusResponse>

<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</ModifyIpCnameStatusResponse>

JSON #&X

"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCOGALE"

IR

HERAT MY

6.4.10 ModifyRealServers
P ModifyRealServerst& IS S MRl BL B Lo LA JRSS

Witk [API Explorer] fE£kifiA, API Explorer Hit7eckidM AP, #h&4: K SDK Example
RERPOERRIZEEE D, GERERHIEH A APT B, SHER N,

EREBE
B Byl ik | B iR
Action String |2 ModifyReal | giy imm0k., Bffi: ModifyReal
Servers
Servers,
Domain String N www.aliyun. W4
com
Line String 'Z:'< CcuT %ﬁ%{’ﬁmé&% EY{E:
- BGP: BGPZki%
- CT: Wfs
- CUT: Bd
- MT: %3
RealServers. |RepeatLi$th 1.1.1.1 JEE A F
N _
= BiHA:
HAZATE, KRG
ARealServer.1. RealServer.2, 1}

RealServer.



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=ModifyRealServers

e vl REWIE | REIE iR
Type String | &% IP EIE B :
- IP: [BIJEZIIp
- DOMAIN: [n]j5%]is4

RO
AR S AP 4130
Requestld String CF33B4C3-196E | jeopippirin
-4015-AADD-
5CAD00057B80
Tl
R

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ModifyRealServers
&Domain=www.aliyun.com

&Line=BGP

&Type=IP

&RealServers=["1.1.1.1","2.2.2.2"]

&R S

1EH# IR MR
XML F&3X

<Mod1ifyRealServersResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</Mod1ifyRealServersResponse>

JSON F&X

"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCO6GALE"

[

AR MDY

6.4.11 ConfigSwitchPriority
P4 H ConfigSwitchPriority# B MR S B IPR A FEL e


https://error-center.aliyun.com/status/product/DDoSPro

Witk [API Explorer] e8I, API Explorer $#4{E£RJAH API, #h&4: % SDK Example
R MPOERRIZERESN), RERBERRMH 2 APL AUXERE, MEUHERAEH,

BERSH
AR R ARk | EHE fiiid
Action String | j2 ConfigSwit | gy 51080k, Bfii: ConfigSwit
chPriority chPriority
Domain String | www.aliyun. PRV
com
Config.N.Ip |String |#& 1.1.1.1 ER RSP
BibA:

ZAARIRIE

AConfig.1.Ip. Config.2.Ip. Config.3.Ip ...
Config.N. Integer | 30 R HKD, BUE: 1~999, Huffikk
Priority IMR ek,

Bil:
ZAENR L
AConfig.1.Priority. Config.2.Ptiority. Co
RES
AR WY N ik
RequestId String C8B26B44-0189 | joop i miTD
-443E-9816-
D951F59623A9

Tl
Rl

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ConfigSwitchPriority

&Domain=www.aliyun.com
&Config=[{"ip":"1.1.1.1","priority":50}]

&AIEIRS

IEHIR R


https://api.aliyun.com/#product=DDoSPro&api=ConfigSwitchPriority

XML K%

<ConfigSwitchPriorityResponse>

<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</ConfigSwitchPriorityResponse>

JSON #&X

"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCOGALE"

IR

HERAT MY

6.4.12 ModifyDomainProxy

P HModifyDomainProxy# B MR 195 Z Wil

Witk [API Explorer] fE£kifiA, API Explorer Hit7eckidM AP, #h&4: K SDK Example
RERPOERRIZEEE D, GERERHIEH A APT B, SHER N,

BEREH
B | ek | A BIE fifiid
inProx
Y ModifyDomainProxy,
Domain String |2 www.aliyun. | g prean g 20
com
ProxyType.N |RepeatList2 https

AR BCRA, Hfd:

- http

- https

- websocket
- websockets

= B
HAZANHCRAY, RiktE
AProxyType.l. ProxyType.2. BroxyType..



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=ModifyDomainProxy

R[OEE

e I ENGIEE ik

RequestId String CF33B4C3-196E ARIERIIID
-4015-AADD-
SCAD00057B80
Nl

R
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ModifyDomainProxy
&Domain=www.aliyun.com
&ProxyType=["http","https"]
&R

IEH IR BRI

XML f&
<ModifyDomainProxyResponse>

<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>

</Mod1ifyDomainProxyResponse>

JSON F# =X
{

"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCOGALE"
}
HizED
ERAT Y

6.4.13 ModifyDomainBlackWhiteList
P ModifyDomainBlackWhiteList$ FHE SN 2 2 i B A 4 4,
Witk [API Explorer] e8I, API Explorer $R2{ELRJAM AP, #h&4: % SDK Example
FCRAIPOER R L I FRE D), REmBREICET 2= APT BAEEE, SEUHER


https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=ModifyDomainBlackWhiteList

e e R | REIE 130
Action Strlng % MOdlfyDoma %iﬁﬁﬂ@ﬁéﬁf HX{E:
inBlackWhi . . L
teList ModifyDomainBlackWhiteList
Domain String |2 www.aliyun. | g prean e
com
Black.N RepeatLi 5@? 2222/24 ﬁ?}\ﬂ%ﬁlPEﬁIPﬁQW%‘
BibA:
HIENZHIR, MFRTH
ZRAN, ZIERRRIE
ABlack.1, Black.2, Black.3...
White.N RepeatLi ;F:f 1.]..]_.]_/24 ﬁ%)\El%ﬁIPERIPEﬁWi’%O
Bil:
HEADHIR, MFRH
ZHAN, ZIENERRE
AWhite.1, White.2, White.3 ..
REISEK
e S BHE ik
RequestId String C33EB3D5-AF96 | 4eomisskpiiD
-43CA-9C7E-
37A81BCO6A1E
N
R

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ModifyDomainBlackWhs
telist

&Domain=www.aliyun.com

&Black.1=2.2.2.2/24

&White.1=1.1.1.1/24

&GRS

IEF IR R4



XML K%

<ModifyDomainBlackWhitelListResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</Mod1ifyDomainBlackWhitelListResponse>

JSON #&X

"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCOGALE"

IR

HERAT MY

6.4.14 ModifyCcStatus

P HModifyCcStatus# 15 P BRESH W 22 4 CCULL B Dh e

Witk [API Explorer] fE£kifiA, API Explorer Hit7eckidM AP, #h&4: K SDK Example
RERPOERRIZEEE D, GERERHIEH A APT B, SHER N,

BEREH
R R ek | A BIE fifiid
Action String |2 ModifyCeSt | g 7mppfk, Bffi: ModifyCeSt
atus
atus,
Domain String | & www.aliyun. | g o o
com
Enable Boolean | 72 true BB CCK B XikZs
R[EIS
A% KR ~HHE iR
RequestId String C33EB3D5-AF96 | joomisskiiD
-43CA-9C7E-
37A81BCO6A1E



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=ModifyCcStatus

N
[CR &N
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ModifyCcStatus

&Domain=www.aliyun.com
&Enable=true

&NILIERSEL
NN ATER L)
XML K%

<ModifyCcStatusResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7TE-37A81BCO6A1E</RequestId>
</ModifyCcStatusResponse>

JSON F&X

"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCO6AL1E"

IR

R MR

6.4.15 ModifyCcTemplate
JHModifyCcTemplatet# MBS M, 2 2 it CCRi B,

iR
Witk (API Explorer] fE£kii, API Explorer $2t7e£k)iH APL. &4k SDK Example
RISMPOERRIENFRES), RERFRRICMEH = AP RAERE, mENHER LR,

BEREE

ey I MGk (rpE ik
Action String | & ModifyCcTe | gy sim08fk. Bffi: ModifyCcTe
mplate
mplate,
Domain String | & www.aliyun. | g o i 4
com



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=ModifyCcTemplate

e R RELIE [ REHE filiid
=}
Mode Integer |7 0 WECCHIBIR, W
- 0: IEH
- 1 EEEA
- 20 kG
3: BT
R [EISE
2R R ABIE fiiid
RequestId String C33EB3D5-AF96 AR RIGID.
-43CA-9C7E-
37A81BCO6A1E
ANl
Rl
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ModifyCcTemplate
&Domain=www.aliyun.com
&Mode=0
&ASEHRSHL
IEH IR IR
XML %X
<ModifyCcTemplateResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</Mod1ifyCcTemplateResponse>
JSON #%3X
"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCOGA1E"
}
THIREY
BBRAT Y

6.4.16 ModifyCcCustomStatus
M ModifyCcCustomStatusi ' HEEH MG & 2 Bid CC A =& SR,


https://error-center.aliyun.com/status/product/DDoSPro

Witk [API Explorer] e8I, API Explorer $#4{E£RJAH API, #h&4: % SDK Example

RRIPIRR R ERES), RERERREER 2= APT ROMERE, SEEUHERARER],

BERSH
e I RHpiE | RpIE fiid
Action Strlng 7?3 MOdlfYCCCll gﬂlﬁﬂ(ﬂfﬁ{'ﬁ m{ﬁ:
stomStatus .
ModifyCcCustomStatus,
Domain String | & www.aliyun. R,
com
Enable Boolean % true %ﬁﬁmccaiymmu
R [EISE
e I NG (EE fiid
RequestId String CF33B4C3-196E AERIGID
-4015-AADD-
5CAD00057B80
ANl
[CR &N

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ModifyCcCustomStatus
&Domain=www.aliyun.com
&Enable=true

&AL RSEL
IEF IR BRHG)
XML K%

<ModifyCcCustomStatusResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</Mod1ifyCcCustomStatusResponse>

JSON %=

"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCO6GALE"


https://api.aliyun.com/#product=DDoSPro&api=ModifyCcCustomStatus

B DY

6.4.17 CreateCcCustomedRule
i H CreateCcCustomedRul e 181/t P& 2Bt CC B & LRI,

Witk [API Explorer] e8Ik, API Explorer #E{EERIAM APL, #h&4: K SDK Example
IS AIPGER R EZI55RE ), eI = APT BMERE, mPUHERAEH .
BREBEH
HR E v} ERBE | A ik
Action String |2 CreateCcCu FHAFIEIE. Bfi: CreateCeCu
stomedRule
stomedRule,
Blocki ngT'i me Integer % 60 i’iﬁl‘ﬁﬂﬂfﬂﬂl‘lﬂ, iﬁﬁ?\ﬁ'}', mﬁ—;ﬁ
[H: 60~86,400,
BlockingType |String |2 captcha VeERBELIIR. B :
- captcha: AHLIFG
- close: ¥}t
Domain String % WWW.aliyun. g&{[ﬁmﬁ%
com
Interval Integer | 5 VBRI K, W, B
[: 5~10,800,
Matchi ﬂgRU le String % preﬁX ii*%p_]:.ﬁaﬂm“ HX{E:
- prefix: AjZHN
- match: 522V
Name String |2 customeCcR |y 2
ulel
Uri String P /a/b/C LEisRR,
Ifl: 2"'2,0000



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=CreateCcCustomedRule

RO 255

e E BIHE ik
Requestld String C8B26B44-0189 ARIHRID,
-443E-9816-
D951F59623A9
N
AR
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=CreateCcCustomedRule
&Domain=www.aliyun.com
&Name=testCcRulel
&Uri=/a/b/c
&MatchingRule=prefix
&Interval=100
&BlockingType=captcha
&BlockingTime=100
&VisitCount=100
&RIERS L
IEH IR IR
XML 3%
<CreateCcCustomedRuleResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</CreateCcCustomedRuleResponse>
JSON F# =
"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCOGALE"
FHIRG

R Y

6.4.18 UpdateCcCustomedRule
i UpdateCcCustomedRule$#Z B M & 2Rt CC A & SR,
Witk [API Explorer] fE£%IiX, API Explorer $#{fE£kiAM AP, #h&4: K SDK Example
RIS R S6E ), R BRI A APT RS, SRFUHER M,


https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=UpdateCcCustomedRule

R[EEE

25 ¥l Bmwik e 130
Action String |2 UpdateCeCu | gyp trpymeq, B
stomedRule
UpdateCcCustomedRule,
BlockingTime |Integer | 100 SEHWIN TR, BAAChFP, BUYETE
[H: 60~86,400,
BlockingType |String |& captcha PERRPRHITRAY. i :
- captcha: AHLIFG
- close: B}%t
Domain String = www.aliyun. W4
com
Interval Integer |2 100 VRGN K, SAhFy, B
Fl: 5~10,800,
MatchingRule |[String |& prefix VEEEDURCHAM], HUE
- prefix: FigER
- match: 524 VLfd
Name String = testCcRulel UL E N 4R
Uri String |} /a/b/c BEPI R,
VisitCount Integer | 100 SV TP RS, BUETE
[: 2~2,000,
LA Sy AHHE fiid
RequestId String C33EB3D5-AF96 | jeomisspiyiD
-43CA-9C7E-
37A81BCO6A1E




Nl

Rl

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=UpdateCcCustomedRule
&Domain=www.aliyun.com

&Name=testCcRulel

&Uri=/a/b/c

&MatchingRule=prefix

&Interval=100

&BlockingType=captcha

&BlockingTime=100

&VisitCount=100

&NILIERSEL
IEF IR IRHG)
XML K&

<UpdateCcCustomedRuleResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</UpdateCcCustomedRuleResponse>

JSON K%

"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCO6GALE"

[

A MDY

6.4.19 DeleteCcCustomedRule
i DeleteCcCustomedRulefZ HER M2 2 Ri$CC B & SR,
Witk [API Explorer] fE£%ViX, API Explorer $#4{E£RJAM API, #h&4: % SDK Example
REEMPOERREOERE ), GERE KT = API MEE, smPHEEER

EREBE

B ol ik | RBHE ik
Action String 7?3 DeleteCCCu gm?_j‘m*‘%{/ﬁo EX‘E . De]eteCCCu
stomedRule
stomedRule,



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DeleteCcCustomedRule

e R RELIE [ REHE 130
Domain String | & www.aliyun. TRV
com
Name String | & customedCe | gy iy 4 Bi
Rulel
REISEK
e E BIHE ik
RequestId String C8B26B44-0189 | 4o opispmyID.
-443E-9816-
D951F59623A9
il
R
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DeleteCcCustomedRule
&Domain=www.aliyun.com
&Name=testCcRulel
&AIEHR S
IEH IR MR
XML 53X
<DeleteCcCustomedRuleResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6AL1E</RequestId>
</DeleteCcCustomedRuleResponse>
JSON #%3X
"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCO6GA1E"
IR

B MDY

6.4.20 DescribeBackSourceCidr
P DescribeBackSourceCidriz 125 i B ol 5 0 B ikl


https://error-center.aliyun.com/status/product/DDoSPro

Witk [API Explorer] e8I, API Explorer $#4{E£RJAH API, #h&4: % SDK Example
R MPOERRIZERESN), RERBERRMH 2 APL AUXERE, MEUHERAEH,

EREBH
LA i) RhBE | A EHE ik
Action String |2 DescribeBa | yayyipmefie, Hifli: DescribeBa
ckSourceCidr
ckSourceCidr,
Line String | # bgp TR AR, B -
- unicom: HEPkE
- telecom: WEHLE
- mobile: WEFEz
- bgp: BGPZki%
Region String | #& hangzhou FEWINHIX, HE:
= B
Y Linef& Abgptt &7
- hangzhou: B
- beijing: Jtxt
- shenzhen: #I
IR[E1SE
LA vl A iR
CidrList ["180.97.165.0/24 | pomym g, ssohidll |-
" "180.97.166.0/
24"] - Cidr, ListZ%Y &l g5 p sl
o
RequestId String C8B26B44-0189 | joopismtiTD
-443E-9816-
D951F59623A9
5l

Rl



https://api.aliyun.com/#product=DDoSPro&api=DescribeBackSourceCidr

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeBackSourceCi
dr
&Line=telecom

&< ILE RS>
1IEH# IR R
XML 53X,

<DescribeBackSourceCidrResponse>
<CidrList>
<Cidr>
<element>180.97.165.0/24</element>
<element>180.97.166.0/24</element>
</Cidr>
</CidrList>
<requestId>480AC85F-2B2A-49A4-A2DA-BF98AA96E8D6</requestId>
</DescribeBackSourceCidrResponse>

JSON K&k

{
"requestId":"480AC85F-2B2A-49A4-A2DA-BF98AA96E8D6" ,

"CidrList":{
"Cidr": [
"180.97.165.0/24",
"180.97.166.0/24"

]
}
}

iR

HRAT R

6.5 JEMIuSThAEE

6.5.1 DescribeDdoslpConfig
P DescribeDdosIpConfigH 'l 53 5i 2 iS5 DT PR L .
Witk (API Explorer] fE£kiiA, API Explorer $2t7e£ki/H APL. Zh4&2 K SDK Example
B MPURR R EZ T FRES), RERERRKEEH 2= APT AR, SEUHEREH,


https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DescribeDdosIpConfig

B e it EH ik (BE fifiik
Action String % DescribeDd gﬂﬁ?ﬂgﬁéﬁfo HX{E . DescribeDd
osTpConfig osIpConfig
Index Integer iEl% 0 éiﬁ’%gl }}’\Oﬂzﬁﬁ
PageS‘i ze Integer ZEI% 10 ﬁﬁklj\ H%jﬁﬁjﬂloo
Ips.N RepeatLi Fah 1.1.1.1 AW EIIPHI R, £ 24P
, WEHIRIE ANIps.1. Ips.2, Ips.3
il
= B:
HMENZSE, WHR A L5
HBL &L
R[EIS
B R A BIE filiid
DataList FEDTIPI B,
“Bandwidth |Integer 10000 LR
“CleanStatu |Integer 0 SR ITPIIE TR A, B
S
- 0: IEH
- 1: {HErp
- 2: Bikrp
- 3: MR
y Integer |0 ELHE B2
ConfigDoma
inCount
|—COl'lﬁgPOI't Integer 0 E@ﬁﬁ Ellilmilljwj*}ﬁﬁ
Count
“ElasticBan |Integer 10000 A f
dwidth




Nl

e I NG (EE ik
“Ip String 118.178.214.208 | pisrmip
“LbId String 133bd628-aa9f TIPSR, T R Rk
-11e8-bae4-
2c9d1e2c4716- #. XGRS, DDoSKif S,
cn-hangzhou-dg
-a0l
“Line String bgp EBIpLks, Hufti:
- MT: B3}
- CT: Hif§
- CUT: il
- BGP: BGP
“Status | Integer 1 FEbS PR SRS, T
- 0: @
- 1 IEH
- 2: 2
“TotalDefen |Integer 0 BB R S 2
seCount
Requestld String C33EB3D5-AF96 ARiERIGID
-43CA-9C7E-
37A81BCO6A1E
Total Integer 1 gk Ry
TR

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeDdosIpConfig

&Ips.1=1.1.1
&Index=0
&PageSize=10
&AIEHR S

1EH# IR MR
XML &3,

.1

<DescribeDdosIpConfigResponse>

<DatalList>
<element

>




<Bandwidth>10000</Bandwidth>
<CleanStatus>0</CleanStatus>
<ConfigbomainCount>0</ConfigDomainCount>
<ConfigPortCount>0</ConfigPortCount>
<ElasticBandwidth>10000</ElasticBandwidth>
<Ip>118.178.214.208</Ip>
<LbId>133bd628-aa9f-11e8-bae4-2c9dle2c4716-cn-hangzhou-dg-a01</
LbId>
<Line>BGP</Line>
<Status>1</Status>
<TotalDefenseCount>0</TotalDefenseCount>
</element>
</DatalList>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
<Total>1</Total>
</DescribeDdosIpConfigResponse>

JISON K&k

{
"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCO6ALE",

"DatalList": [
{
"Ip":"118.178.214.208",
"Status":1,
"TotalDefenseCount":0,
"ConfigDomainCount":0,
"CleanStatus":0,
"ConfigPortCount":0,
"ElasticBandwidth":10000,
"LbId":"133bd628-aa9f-11e8-bae4-2c9dle2c4716-cn-hangzhou-dg-a01",
llL-inell : IIBGPII ’
"Bandwidth":10000
}
]

b
"Total":1

AR MDY

6.5.2 DescribePortRulePage
Vi DescribePortRulePage## 155 Ui 25 i it 4% A KA

it
Witk [API Explorer] e8I, API Explorer $R4{EL&JAH API, #5424 % SDK Example
HFIPER R L I FRES), REmBRHCEEN = APT BAEEE, SEUHER .,


https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DescribePortRulePage

R R REWIE | REHE filiik
Action String |z DescribePo THTRERIE. BUfii: DescribePo
rtRulePage rtRulePage
CurrentPage Integer P 1 ATEE. B/MENL
Ip String P 1.1.1.1 WA W B 2P,
PageS‘i ze Integer |7:|< 10 ﬁﬁklj\ ﬁ’ijﬁﬁjﬂloo
R [EISE
e R ABIE fiiid
Count Integer 3 B I R
RequestId String C33EB3D5-AF96 | jeomisspigiD
-43CA-9C7E-
37A81BCO6A1E
RuleList BRI,
“BackPort |Integer 233 ]
“BackProtoc | String tep TR 56 MY
ol
“FrontPort |Integer 233 B
“FrontProto |String tep B U TRE B PMY
col
“Ip String 2.2.2.2 EE S IIP
“Lbld String XOOXNXXN | i PSSR, T T R BEHER:
PO |, 2iwtiss. DDoSHI RN,
i .
LvsType String poll LVSE LM, Hff: poll (il
F V) I
“RealServer |String 1.1.1.1 TP




Nl

Rl

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribePortRulePage
&Ip=1.1.1.1

&CurrentPage=1

&PageSize=10

&FrontPort=233

&AALIE RS EL

IEF IR WRH)
XML 53K,

<DescribePortRulePageResponse>
<Count>3</Count>
<RequestId>C33EB3D5-AF96-43CA-9C7TE-37A81BCO6A1E</RequestId>
<RulelList>
<element>
<BackPort>233</BackPort>
<BackProtocol>tcp</BackProtocol>
<FrontPort>233</FrontPort>
<FrontProtocol>tcp</FrontProtocol>
<Ip>2.2.2.2</Ip>
<LBId>XXXXXXX=XXXX—XXXX—XXXXXXXX</LbId>
<LvsType>poll</LvsType>
<RealServer>1.1.1.1</RealServer>
</element>
</RulelList>
</DescribePortRulePageResponse>

JSON F&X

{

"RulelList":[
{”Ip”:"2.2.2.2",
"FrontPort":233,
"RealServer":"1.1.1.1",
"BackPort":233,
"BackProtocol":"tcp",
"LvsType":"poll",
"LBId™ s "XXXXXXX=XXXX=XXXX=XXXXXXXX"
"FrontProtocol":"tcp"

}
1,
"Count":3,
"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCOGALE"


https://error-center.aliyun.com/status/product/DDoSPro

6.5.3 CreatePortRule

P H CreatePortRulefZ 181 i E WG 5% % A,

Witk [API Explorer] fe£%iX, API Explorer $R4(E£&JAM AP, #h&4: % SDK Example
RFIPOER R IZ I FRES), REmBREICEET 2= AP BAEEE, SEUHER

BERSH
AR R ARk | REHE fiiid
Action String |7 CreatePort | guy f2p9if, HWfl: CreatePort
Rule
Rule,
BackPort Integer |Z:|< 255 i&ﬁmjﬁfjﬁ |
FrontPort Integer |#% 255 LB
Ip String | % 1.LL1 THRERT R R BIIP,
ProxyType String | & tep BEEFERPNY, i :
- tep
- udp
RealServer String |Z:|: 2222,3333 iﬁbﬂﬂﬁﬁﬁﬁﬂi’% L‘Aiﬁ_%ﬁlﬁ?x
List
REISE
B L NG (¢ fiiik
Requestld String C33EB3D5-AF96 | 4eomiskptiiD
-43CA-9C7E-
37A81BCO6A1E
N
LR &N

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=CreatePortRule

&Ip=1.1.1.1

&FrontPort=255
&BackPort=255
&Protocol=tcp



https://api.aliyun.com/#product=DDoSPro&api=CreatePortRule

&RealServerlList=2.2.2.2,3.3.3.3
&AIERS

IEF IR IRH)
XML 53K,

<CreatePortRuleResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</CreatePortRuleResponse>

JSON K&k

{
"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCO6AL1E"

-

BB DY

6.5.4 UpdatePortRule
P UpdatePortRulef I 8 EPIulEE 2 M,

EYWAS

if: [API Explorer] fE£kidiX, API Explorer $#2{e£kH] API, #h#&4: % SDK Example
B APURR R IZ I FRES), RERERRCEEH 2= APT (AR, SPUER .,

BEREH

% gyl R BE | A BIE ik
Action Strlng % UpdatePort %#ﬁ?ﬂgﬁé{,ﬁo HX{E: UpdatePort
Rule
Rule,
FrontPort Integer iEl% 255 iﬁﬁﬁ‘ﬁﬁﬁlﬂ
Ip Strlng iEl% 1.1.1.1 gﬁ{/ﬁm%m%ﬁjlpo
RealServer Strlng 3 2222,3.333 Zﬁﬁhﬂﬁﬁﬁﬁﬁé, PLE 45 b
List



https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=UpdatePortRule

R[OEE

R L A fiiid
RequestId String C33EB3D5-AF96 ARIERIIID
-43CA-9C7E-
37A81BCO6A1E
ANl

(R &R/
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=UpdatePortRule
&Ip=1.1.1.1
&FrontPort=255
&RealServerList=2.2.2.2,3.3.3.3
&AILTE RS

IEHIR PR BY

XML 3R
<UpdatePortRuleResponse>

<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>

</UpdatePortRuleResponse>

JSON F#3X

"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCO6GA1E"
fHIRG
BHEBAT WA

6.5.5 DeletePortRule
Vi DeletePortRuledz LIMHIBRAE PR A K,

I
Witk [API Explorer] fE£kifit, API Explorer Hit7e¢kiiH APL. #hZ&/4: K SDK Example
AR AIPOER R IZ 15 6E ), RERERRREE = AP AUMERE, smEUHERAH,


https://error-center.aliyun.com/status/product/DDoSPro
https://api.aliyun.com/#product=DDoSPro&api=DeletePortRule

e R REWIE | REHE filiik
Action String % DeletePort gmfj:m&{/lzo HX{E: DeletePort
Rule
Rule,
FrontPort Integer iEl% 255 %ﬁé{’ﬁﬂ‘]ﬁﬁfﬁﬂ
Ip String 3 1.1.1.1 SRR R 2P,
R[EISE
R R NG ik
RequestId String C33EB3D5-AF96 AR RIGID.
-43CA-9C7E-
37A81BCO6A1E
ANl
(R &N/
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DeletePortRule
&Ip=1.1.1.1
&FrontPort=255
&R S
IEH IR R
XML %X
<DeletePortRuleResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</DeletePortRuleResponse>
JSON #%3X
{
"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCOGA1E"
}
THIREY



https://error-center.aliyun.com/status/product/DDoSPro

6.5.6 DescribeHealthCheckConfig
Vi DescribeHealthCheckConfigi 125 v I it 4% Az (e FERS A5 J AL B

Witk [API Explorer] fE£kiif, API Explorer $2{{E£kIAM APL. #)&%4: ) SDK Example
BRI PEEA R IEISFRE ), REREFHIMEH = APT RMERE, mEHERAEH,
BEREH
2% R Mk | BE fiiid
Action String |2 DescribeHe |y ipmie. Hufii: DescribeHe
althCheckC
onfig althCheckConfig,
Ip String |} 1.1.1.1 BAIRRBIP,
REIS#
£ F5 HY N iR
Listeners PR A MWL L
[
BackPort |Integer 8080 PEVETE
L
Check filt B A E LA 6
LDomain String www.aliyun.com (XHTTPHHR) 1%
“Down Integer 7 AR
“Interval  |Integer 6 s Mk,
“Port Integer 8080 Geuu
LTimeout Integer 5] Wy 1 7 ) s )
“Type String tep BB,
[
Up Integer 8 fE R,
LUri String /login (IXHTTPHHR) Hadiisiz,



https://api.aliyun.com/#product=DDoSPro&api=DescribeHealthCheckConfig

AR B | HIE ik
“Config DDoSEi# sk
- String oft MR BHEIT .
NoDataConn
“PayloadLen K IE, MinkiyME, Maxhigk
gth fti,
“Max Integer 6000 KR AL,
LMin Integer 0 KB M,
“Persistenc |Integer 900 DRGSR, p D,
eTimeout
~Sla HHrdt, JF LR,
~Cps Integer 125 TRHT I FE RO,
~CpsEnable |Integer 1 DI R RRAOTR, B :
- 0: %M
- 1: §19F
“MaxConn |Integer 1226 VR R
- Integer 1 T RMEHEROEIE R, B
MaxConnEna
ble - 0: %M
- 1: T
-Slimit TFTe, JF R BERNCE,
~Cps Integer 123 TR L,
“CpsEnable |Integer 1 TS OE I, BUA:
- 0: %M
- 1: I
“MaxConn |Integer 124 PRI ME SR




25 gyl AIE filiid
L
Integer 1 TOF RO TT %, BA:
MaxConnEna
ble - 0: KM
- 1: f15F
-SynProxy |String on SHERIF L
L Integer 8080 23 o |
FrontendPort
LProtocol String tep Y
RequestId String C33EB3D5-AF96 | 4eomiskptiID
-43CA-9C7E-
37A81BCO6A1E
ANl
[ER %N

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeHealthCheckC
onfig
&Ip=1.1.1.1

QNI RSEL
1EH# IR MR
XML 53X

<DescribeHealthCheckConfigResponse>
<Listeners>
<element>
<BackPort>8080</BackPort>
<Check>
<Down>7</Down>
<Interval>6</Interval>
<Port>8080</Port>
<Timeout>5</Timeout>
<Type>tcp</Type>
<Up>8</Up>
</Check>
<Config>
<NoDataConn>off</NoDataConn>
<PayloadLength>
<Max>6000</Max>
<Min>0</Min>
</PayloadLength>
<PersistenceTimeout>900</PersistenceTimeout>
<Sla>
<Cps>125</Cps>
<CpsEnable>1</CpsEnable>
<MaxConn>1226</MaxConn>



<MaxConnEnable>1</MaxConnEnable>
</Sla>
<Slimit>
<Cps>123</Cps>
<CpsEnable>1</CpsEnable>
<MaxConn>124</MaxConn>
<MaxConnEnable>1</MaxConnEnable>
</Slimit>
<SynProxy>on</SynProxy>
</Config>
<FrontendPort>8080</FrontendPort>
<Protocol>tcp</Protocol>
</element>
</Listeners>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</DescribeHealthCheckConfigResponse>

JISON F&X
{
"Listeners": [
"Check":{
"Down" :7

J
"Port":8080,
"Timeout":5,
"Interval":6,

IlUp” 0 8,
IlTypell o lltcpll
)
"Config":{
"PayloadLength":{
"Max":6000,
"Min'":0
1,
"SynProxy":"on",
n"sSla": {
"MaxConnEnable":1,
"MaxConn":1226,
"Cps":125,
"CpsEnable":1
1,
"NoDataConn":"off",
"STimit":{
"MaxConnEnable":1,
"MaxConn":124,

"Cps":123,
"CpsEnable":1
1,
"PersistenceTimeout":900
1,

"FrontendPort":8080,
"BackPort":8080,
"Protocol":"tcp"
]}
b
"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E"
}
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6.5.7 ModifyPersistenceTimeOut
P ModifyPersistenceTimeOut$ L B 2T PRI ),

Witk [API Explorer] e8Ik, API Explorer #E{EERIAM APL, #h&4: K SDK Example
RESMPRIERL R IE O FRES), RERERRIEN 2= APT AR, Sm2UHER B,
BRESE
e I EHBE | RPIE fiig
Action String i'% ModifyPers g#ﬁ?ﬂgﬁﬁfo HX{E: ModifyPers
istenceTim . .
eOut 1stenceTimeOut,
ConfigJson String | {"persistenc LB RIRLENS JSONTIF
e_timeout":400 .
} L), BRgifaiidun .
- persistence_timeout
, IntegerXM, Wik, BWHEH=
WEPRFEI TR, SRR, HUATE
F#l: 30-3,600,
= BM:
BRI S BA BN Ik,
FrontPort Integer |2 255 B3]
Ip Strlng 3 1.1.1.1 gﬁ’k(’?ﬂ@%%"imlﬂ
LbId String |& XXXXXXX-XXXX- | ooy ppae et kit
XXXX-XXXXXXXX
RO 255
e R N fiiid
RequestId String C33EB3D5-AF96 | jeomisspmyiD

-43CA-9C7E-
37A81BCO6A1E
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N
[CR &N
https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ModifyPersistenceTim
eOut
&Ip=1.1.1.1
&FrontPort=255

&Configdson={"persistence_timeout":400}
&LBbTId=XXXXXXX=XXXX=XXXX=XXXXXXXX

&NILIERSEL
IEF IR R
XML K%

<ModifyPersistenceTimeOutResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7TE-37A81BCO6A1E</RequestId>
</ModifyPersistenceTimeOutResponse>

JSON F&X

{
"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCO6GALE"

IR

HERAT MY

6.5.8 ModifyHealthCheckConfig
JHModifyHealthCheckConfig B iR AL E

Witk [API Explorer] e8I, API Explorer $#4{E£RAM API, #h&4: K SDK Example
B MPORR R EE 1 FRES), RERERRER = APT AAEEE, SEUHER S,

BEREH
R R ek | A BIE fifiid
Action String iEl% MOdifYHeal gmfi:mﬁ;%{/ﬁo EX{E: MOdlfYHeal
thCheckConfig
thCheckConfig.
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https://api.aliyun.com/#product=DDoSPro&api=ModifyHealthCheckConfig

€

PRl

ZN

Tk

ConfigJson

String

{"check":{"
interval":5,"
port":255,"
timeout":5,"
type" "http""
":3,"down":
"domaln" M
www.aliyun.
com""uri":"/a/

a/a"}}

fREERARCE NS JSONTZIFH

),

HAAGHRAR M T :

- check, ObjectZ, ik, filt
FRENAECE, BAg5md

m:
-
e

Bil:
SRA NG Tk,
interval, Integer¢, a4
i%, KA Rk,
port, IntegerZ, uf
i%, KM,

3

= B
IR tepskudph 434,
timeout, Integerd$%, &
1%, Wi LRI I ),
type, String%!, ik, B
PO B
W tcp
B udp
B http
up, Integerd¥Ml, ik, fi
E e
down, Integer¥%!,
%, AEEEEBIE,
domain, String2%!, nf
%, .

BiP:
BOuhttphf i, ks

Z [y

LS

uri, StringZ¥%, Wik, kK
IR,

[

BiH:
S httpis 3,

FrontPort

Integer

Pl

255

L1y 2 [




€ P RmBIE [ RpIE filiid

Ip String P> 1.1.1.1 R B 92 TP,
LbId String % XXXXXXX-XXXX- | et pors e g b bl

XXXX-XXXXXXXX

REISE
25 R B iz
RequestId String C33EB3D5-AF96 | jeomisspiyiD
-43CA-9C7E-
37A81BCO6A1E
ANt
[CR &N

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ModifyHealthCheckCon

fig

&Ip=1.1.1.1

&FrontPort=255

&LBIAd=XXXXXXX=XXXX=XXXX=XXXXXXXX

&Configdson={"check":{"interval":5,"port":255,"timeout":5,"type" :"http
n n S

" Mup":3,"down":3,"domain":"www.aliyun.com","uri":"/a/a/a"}}
&NIEIRS

IEF IR IR
XML 53K,

<Mod1i fyHealthCheckConfigResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</ModifyHealthCheckConfigResponse>

JSON K&k

"RequestId":"C33EB3D5-AF96-43CA-9C7E-37A81BCOGALE"

-
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6.5.9 ModifyDDoSProtectConfig
JHIModifyDDoSProtectConfigf [ HESDDoSHi it .,


https://error-center.aliyun.com/status/product/DDoSPro

Witk [API Explorer] e8I, API Explorer $#4{E£RJAH API, #h&4: % SDK Example
R MPOERRIZERESN), RERBERRMH 2 APL AUXERE, MEUHERAEH,

BREH
4K 3| ek | A BIE ik
ProtectConfig

ModifyDDoSProtectConfig,
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B gt EhBik | BIE fifiik

Configdson |String |2 Upayload_le | b gpiprmpyzs (JSON1FH:
n":{"min":0 .
"max":6000 F30) , BAEGHRRT:
},"synproxy - check, Object¥%, &
":"on","slimit %, DDoSKitRIgHCE, Hik
":{"pps":0," EERRRARN R -
maxconn_en =
able":1,"bps": Bim:
0,'maxconn™ | jysum g pNE I,

124,"cps":123,"
cps_enable":1
"sla":{"pps":0
,'"maxconn_en
able":1,"
outbps":
536870912
S'eps":125,"
maxconn":
1226,"inbps":0
,'cps_enable":1
},"'nodata_conn
":"off"}

- PayloadLength, Object3
B AREE, ARG
RN

B Min, Integer¢#, a4
%, WRKER/ME,

B Max, IntegerZ%l, #
ik, URERKHE,

- PersistenceTimeout
, Integer®) Wik, =i
PREFR AT, SN,

- NoDataConn, StringZ
ik, BRI,

- SynProxy, String®¥®, &
%, BHEHIFR,

- Sla, Object®, %, H
W, JEhERNcE, R
SRR :

B MaxConnEnable
, Integer!, #j%, H
W SRS %, W
fi:

W 0: XA
W 1: I

B MaxConn, Integer3
B, ik, HRPDFZEER
%,

B CpsEnable, Integer
B, ik, HEGHEEER
HIF, HUi:

W 0: XA
W 1: I

W Cps, IntegerZ¥#i, &
%, HAEHERERE,

- Slimit, ObjectZ%,

b O [Fp v L s ) 21 g 3y




e PRl REBE | RBIE ik

FrontPort Integer | 255 B ]

Ip String P 1.1.1.1 VR B 92 ITP,

LbId String % XXXXXXX-XXXX- | et pors e g b bt
XXXX-XXXXXXXX

REISE
25 L NG (EE iz
RequestId String C33EB3D5-AF96 | jeomisspmyiD
-43CA-9C7E-
37A81BCO6A1E
ANt
[CR &N

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=ModifyHealthCheckCon
fig

&Ip=1.1.1.1

&FrontPort=255

&LBId=XXXXXXX=XXXX=XXXX=XXXXXXXX
&Configdson={"payload_len":{"min":0,"max":6000},"synproxy":"on","
slimit":{"pps":0,"maxconn_enable":1,"bps":0,"maxconn":124,"cps":123,"
cps_enable":1},"sla": {"pps":0,"maxconn_enable":1,"outbps":536870912,"
cps":125,"maxconn":1226,"inbps":0,"cps_enable":1},"nodata_conn":"off"}
&ASEHRSHL

1IEH# IR R
XML F& 3%,

<Mod1i fyHealthCheckConfigResponse>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
</ModifyHealthCheckConfigResponse>

JSON F&X

"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCO6ALE"

B DY
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6.6 SEIAEX

6.6.1 DescribelnstancePage

PRI DescribelnstancePaget#% 175 SR TP S {5 B

Witk [API Explorer] fe£%iX, API Explorer $R4(EL&VAM API, #h&4: % SDK Example
fCRAPuEK R O%6E)), RERFERICHEH = APT RS, sBEUHEFAEAL,
EREBE
eq ol bk | AplE ik
Action Strlng 7?3 DescribeIn gm??m*ﬁ{/po H:X{E: Describeln
stancePage
stancePage,
Cur‘rentPage Integer |Z:|< 1 ﬁﬁﬁ% %’J‘{Eﬂgl
Instanceld String IZ:? ddOSBag-Cn- gﬁiﬁﬂ‘]"‘;@ﬁ'ﬂD ﬁt%é&tt
XXXXX o ’
InstanceldList/&E,
Instanceld RepeatLi ;Ef ddOSBag-Cn- *E*E"ifﬁ'ﬂDéiﬁJ H‘?}\gﬁiﬁ]m%
List.N XXXXX
s BisEBIID, EH S, Bkt
AlInstanceldList.1. Instanceld
List.2, InstanceldList.3 ...
= BimA:
BZSEBANEN, MRS E A
RSB IDHES T2 ),
IpL'l st.N RepeatLi ;’E 1.1.1.1 m%%mlpﬁiﬁ], ﬁ%)\%ﬁiﬁlm%
BilP, 2/ &EPiIP, RRIEAN
IpList.1, IpList.2, IpList.3...
= B
S BUR e g% i InstanceldList
%, #ilnstanceldListh%s, W)
HIEE AN B IPE T &) &
mj ARPEE A InstanceldListif
1T,
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AR R EhBik | BIE fiiid
Line String % CUT TS, WU :
- CUT: Bl
- CT: Hifg
PageSize Integer |& 10 SHHN, BRIER10
REISEK
e p L NG (¢ fiiik
InstanceList Sz B F,
L ; —cn- .
Instanceld |String ddosBag-cn ETHSITD.,
XXXXX
B . v
InstanceRe |String B A EE RS
mark
ot
IpList EBIPIE B,
LBandWidth Integer 10000 {%E%ﬁﬁ’ AR MM,
B .
E?astchan Integer 20000 SMPEME SR, PARAM,
dwidth
B .
Instanceld |String ddosBag-cn- EABHIPHIAE, 0FmARI.
XXXXX
B .
Ip Strlng 1.1.1.1 %I@'ﬁiﬁ]ﬁ‘]lPﬂi"ﬂko
“Line String CUT EBHTPLR, Hufi:
- CUT: il
- CT: Hif5
- MT: #3)
- BGP: BGPZi%
L
Status Integer 1 %mim”ﬁ?&’ ﬁﬂﬁ
- 0: fgrp
- 1: B
- 2: 2




At

e L NG (EE ik
RequestId String C33EB3D5-AF96 | jeomisspmyiD
-43CA-9C7E-
37A81BCO6A1E
Total Integer 1 HWFINL AL
TR

https://ddospro.cn-hangzhou.aliyuncs.com/?Action=DescribeInstancePage
&CurrentPage=1

&PageSize=10

&R

IEF IR BIRHG)
XML K%

<DescribeInstancePageResponse>
<Instancelist>
<element>
<Instanceld>ddosBag-cn-xxxxx</InstanceId>
<InstanceRemark>gEBiilliA</InstanceRemark>
<IpList>
<element>
<BandWidth>10000</BandWidth>
<ElasticBandWidth>20000</ElasticBandWidth>
<InstanceIld>ddosBag-cn-xxxxx</InstanceId>
<Ip>1.1.1.1</Ip>
<Line>CUT</Line>
<Status>1</Status>
</element>
</IpList>
</element>
</InstancelList>
<RequestId>C33EB3D5-AF96-43CA-9C7E-37A81BCO6A1E</RequestId>
<Total>1</Total>
</DescribelInstancePageResponse>

JSON F&X

{
"RequestId":"C33EB3D5-AF96-43CA-9CTE-37A81BCO6ALE",

"ITnstancelList": [

"InstanceRemark" : "ERiMiit" ,
"Instanceld":"ddosBag-cn—xxxxx",
"IpList":[

{

"Ip":"1.1.1.1",
"Status":1,
"BandWidth":10000,
"ElasticBandWidth":20000,




"InstanceId":"ddosBag—cn—-xxxxx",

n L-i nell : "CUT"
}
]
}
1,
"Total":1
}

IR

R R

6.7 API#E S

ASCRHICR 7 ERIPAT A vl R APL, B NS 5SS B SO,

KT HELZAPIGEE, Vil API Explorer,

i EIEES

API

Tl

DescribeBizFlow

AERIIp LRSS RRER, BfIn)s M
OutJj ik,

DescribeDdosAttackTypeChart

A B Tp A J Y P 4

P T RE

DescribeDdosPeakFlow AW SR Ip B I (H,
DescribeDdosFlowProportionDiagram AP Ip AR di LRI %
DescribeDdosAttackEvents A SR Tp B B
DescribeDdosAttackEventSourcelps A W R Ip AT R IRYGRIPEIER,
DescribeCcEvents A PB4 CCBGE ST,
API ik
DescribeBackSourceCidr 25 1) i 7 1 P B stk
DescribeDomainConfigPage 53 G W PRI C B S 4%
DescribeDomainSecurityConfig HH P AN Z 2P E,
ListCcCustomedRule AP E 2 XCCRUN,
CreateDomain G PSR,
DeleteDomain Tk R 3t ) R
CreateTransmitLine RIS R4 S22k
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ModifyTransmitLine TR i B e A2 £kt
DeleteTransmitLine TR PRl B e K 28t o
ModifylpCnameStatus BB &N Ip Cnamef@riks,
ModifyRealServers TR Rt i B P B o L P R
ConfigSwitchPriority BB b = B Tp T AL Se el
ModifyDomainProxy TRt B e A M
ModifyDomainBlackWhiteList B 2 2P I R E 40,

JEM I TN EE

SEHIEX

ModifyCcStatus Bl BB CCIRETF %,
ModifyCcTemplate B4 2P dr CCRifP I,
ModifyCcCustomStatus B st 22 2 BB CC H 2 SURWIFF
CreateCcCustomedRule M2 2P P CC A ORI,
UpdateCcCustomedRule BB L ARt CC A & SR,
DeleteCcCustomedRule TR 2 22 B3 CC A & SR,
API fifiik

DescribeDdosIpConfig Sr A Wb IpRi i &,
DescribePortRulePage 53 VLA J D)t e A R ]
CreatePortRule IR A R,
UpdatePortRule BB P i A R,
DeletePortRule TR PRt S TR
DescribeHealthCheckConfig 2 W R PRI e R R A R IC L
ModifyPersistenceTimeOut AL B X TEPRAFIN ],
ModifyHealthCheckConfig B AL
ModifyDDoSProtectConfig B DDoSHH Bl &,

API fifiidk

DescribelnstancePage AP IpRSLBIfE R,
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Traceroute %17 T.H

Traceroute & Linux FidciMaiit T H, HTHRE Internet HHX (IP) EdREULIESH b
hE S R ER

Traceroute %X BABAFGNEME (Max_TTL) i UDP fKIMEdRA, K500 WX I 44
PIEEABER LY ICMP TIME_EXCEEDED Wiap., WM TTL=1 H4f, TTL{EZEHM, EE
#5] ICMP PORT_UNREACHABLE ii&., ICMP PORT_UNREACHABLE 8 FHRiR Bz
FHEagEs, KimPCLks R riEnmk TTL fE.

BeHA:
Traceroute BRI\ %1% UDP B ibfr st aaml, 2l ARER -1 280kEE &% ICMP st
FHFERM,

ZN/|

[root@centos ~]# traceroute -I 223.5.5.5
traceroute to 223.5.5.5 (223.5.5.5), 30 hops max, 60 byte packets

1 * % %

2 192.168.17.20 (192.168.17.20) 3.965 ms 4.252 ms 4.531 ms

3 111.1.20.41 (111.1.20.41) 6.109 ms 6.574 ms 6.996 ms

4 111.1.34.197 (111.1.34.197) 2.407 ms 2.451 ms 2.533 ms

5 211.138.114.25 (211.138.114.25) 1.321 ms 1.285 ms 1.304 ms

6 211.138.114.70 (211.138.114.70) 2.417 ms 211.138.114.66 (211.138.
114.66) 1.857 ms 211.138.114.70 (211.138.114.70) 2.002 ms



7 42.120.244.194 (42.120.244.194) 2.570 ms 2.536 ms 42.120.244.186
(42.120.244.186) 1.585 ms

8 42.120.244.246 (42.120.244.246) 2.706 ms 2.666 ms 2.437 ms

9 % % *

10 publicl.alidns.com (223.5.5.5) 2.817 ms 2.676 ms 2.401 ms

W2 KT Traceroute {7 LHIEE, EAEBRERIIA T HAMEH A4,

TRACERT #i% 47 T.H

TRACERT (Trace Route) ;& Windows H#FIMZE LW 247 LHER, HTHRE: Internet P
W (IP) Big ik gl H brhk 2233 12

TRACERT j@id 17 H bbbk % 3% ICMP £ (ORI £ H brihk g i, fEix e,
TRACERT fEHIAFM IP “E471H]7 (TTL) {H, BT ZRUVEMES b as 765 R B ARG 52/0 4
¥ TTL BV 1, FEk TTL S EHYS T — A BaHES (hop counter), SHEANERM TTL
IXFIF (0) I, PO RERSAEIFEIUZIE —4 ICMP BN {2,

TRACERT 3—R%&3E TTL M 1 FEBUEW, FERRRGSALHINE TTL X0 1, E20HbrHbhkni
PEEGAE] TTL MR, PRIEEHEIX BRI ICMP BN AP S TR RIE R,

FEf

C:\> tracert -d 223.5.5.5
W% 30 MERAERERF] 223.5.5.5 Ky

1 * * * TR,

2 9 ms 3 ms 12 ms 192.168.17.20

3 4 ms 9 ms 2 ms 111.1.20.41

4 9 ms 2 ms 1l ms 111.1.34.197

5 11 ms * * 211.140.0.57

6 3 ms 2 ms 2 ms 211.138.114.62

7 2 ms 2 ms 1 ms 42.120.244.190

8 32 ms 4 ms 3 ms 42.120.244.238

9 * * * iR,

10 3 ms 2 ms 2 ms 223.5.5.5
HRERTE Ko

BT TRACERT i 21T LHNGR, HEBBERWIA TR gl
TCPing T.H

TCPing TR TCPH A REB MmN, w DU TCPRER B fefdl, T4TCPing T
EO
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- WindowsfliHl 751k

HTCPing . H# U E Windows fH&€ H3t, e iTHidiTteping www.aliyun.com

80,

R

C:\>tcping.exe www.aliyun.com 80

Probing 140.205.62.8:80/tcp Port is open time=19.550ms
Probing 140.205.62.8:80/tcp Port s open time=8.761ms

Probing 140.205.62.8:80/tcp - Port is open - time=10.899ms
Probing 140.205.62.8:80/tcp Port is open time=13.013ms

Ping statistics for 140.205.62.8:80
4 probes sent.
4 successful, 0 failed.
Approximate trip times in milli-seconds:
Minimum = 8.761ms, Maximum = 19.550ms, Average = 13.056ms

- Linuxff 754
BITA e %, Zteping T.H,

tar zxvf tcping-1.3.5.tar.gz
cd tcping-1.3.5
make tcping.linux

ZIEUM R, REEH teping TH,

[root@aliyun tcping-1.3.5]# for ((i=0; i<10; ++i)) ; do ./tcping
www.aliyun.com 80;done
www.aliyun.com port 80 open.
www.aliyun.com port 80 open.
www.aliyun.com port 80 open.
www.aliyun.com port 80 open.
www.aliyun.com port 80 open.
www.aliyun.com port 80 open.
www.aliyun.com port 80 open.
www.aliyun.com port 80 open.
www.aliyun.com port 80 open.
www.aliyun.com port 80 open.
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Rdiifi i o30G, WIEERG 2 A1, 7875C,

DDoSH a5 illE(E CCHrhBAIEE BEIEHPER (X)
WFEIEE<20Gb IHEIEE<60,000QPS =AEER
20Gb <IrElgE=30Gb 60,000QPS <z HIE{E<100,000QPS 1,787
30Gh <IXEIEE=<40Gb 100,000QPS <HHIEE<130,000QPS 3,120
40Gb <IEIEE=50Gb 130,000QPS <IXFiE{E=<160,000QPS 4,453
50Gb <HEI2E=60Gb 160,000QPS <IZHigE< 200,000QPS 5,787
60Gb <HEiIEE=<70Gb 200,000QPS <EHIE{E < 230,000QPS 9,120
70Gb <IEIEE=80Gh 230,000QPS <IxEHiEE=< 260,000QPS 11,120
80Gh «HFEIZE=<100Gb 260,000QPS <IZFIZE=< 300,000QPS 13,120
100Gb <IZHIEE<150Gh 300,000QPS <IHUEF<450,000QP5 16,453
150Gh <IZHIEE<200Gb 450,000QPS <IZFHiIE{E<600,000QPS 19,120

200Gh <INHIEE=<300Gh 600,000QPS <IHIE{E=<1,000,000QPS 24453
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http://www.ttlsa.com/web/multiple-https-host-nginx-with-a-ip-configuration/
http://www.ttlsa.com/apache/multi-https-virtual-host-apache-mod_gnutls/
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A EER S, £ Windows XP R, AEMRAK TE Y% 3SR SN, )

- Konqueror 4.7 A ERiA
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SNT 324 BU R - AL B a5

- Android 3.0 Honeycomb KP4 A
- 10S 4 FPL LA
- Windows Phone 7 KP4 FhiiA

SNI SZHiPA PIRS5 8%

- Apache 2.2.12 }z B EiA

- Apache Traffic Server 3.2.0 }zPA LA
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- HAProxy 1.5 & BA LA

- IIS 8.0 Kz BA LhA

- Lighttpd 1.4.24 K& PA ERA

- LiteSpeed 4.1 Jz P LA

- Nginx 0.5.32 KB ERRA

SNI ZHFPA Fan217:
- cURL 7.18.1 M PA EhRA
- wget 1.14 & PA LA

SNI SZHEPL PR

- GNUTLS

- JSSE (Oracle Java) 7 JePA ERRA (UERZ F o)
- libcurl 7.18.1 }& B4 ERiA

- NSS 3.1.1 JzPA ERRA

- OpenSSL 0.9.8) KL LA

- OpenSSL 0.9.8f J2PA EiA (FRACE flag)

- Qt 4.8 JeBA BhiA
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Bilgn, @ IT LR P openssl ai ZHIRHE certname. pfx IEFH#HUR PEM %3,
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nodes
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P7B &V IEPE%ERA PEM B
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L2518

RS RE
SN, 1 P7B ML 554 PEM 43K,
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outcertificate.cer %% incertificat.p7b WEBXHFEWR outcertificate.
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3. FUEF AR PEM F5aXBIT,



DER f&IVIEH¥#79 PEM 81U
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https://help.aliyun.com/knowledge_detail/42214.html
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https://help.aliyun.com/knowledge_detail/40572.html
https://help.aliyun.com/knowledge_detail/40573.html
https://help.aliyun.com/knowledge_detail/40564.html
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DDoS &R TPAR S5 8 2 TP 3 2R B3 RO TR AR 55 s M HEIR S, A DU A TIX S kS
AR EFEWIP,

M7 AR IR R S5 28 0] BLIE 3 AL BRZ DD oS @B IPARSS ¥ R MIE W55, B IPI A i ot
itk A Bt IR AR 55 A A T 2RI, SEEME R A
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P REIRA, NERITRSIRSS S A2 B AT, A SRALE PR AR 55 2% Vi ) H B R Bk B 3280
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AL © 10.181.0.186
- 10.181.0.187
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am g e RE Re=s=E72 . Hlaaald
W [http and http.request

Ne. d Time Source TTL Destination a Sport Protocal Packet.Length tep.len Infa
7740 0.007000 2018-12-14 21:53:03.219000 140.205.205.6 56} 209028968 470763042 5107 HTTP. 192 138 HEAD /favicon,ico HTTP/1.1
7745  0.005000 2018-12-14 21:53:03.224000 140.205.205.6 56j 116 - 914500125 2845953332 20710 HTTP 199 145 HEAD /favicon.ico HTTP/1.1
7748 ©.006000 2018-12-14 21:53:03.230000 140.205.205.6 56f 116 5 2010797318 18839 HTTP 194 148 HEAD /favicon.ico HTTP/1.1
7775 ©0.058008 2018-12-14 21:53:03.288000 148.205.205.6 564218 - m 907559340 2319669113 54901 HTTP 195 141 HEAD /favicon.ico HTTP/1.1
7784  0.038000 2018-12-14 21:53:03.318000 148.205.205.6 56f 116 209029186 470763266 5107 HTTP 192 138 HEAD /favicon.ico HTTP/1.1
7786  0.008000 2018-12-14 21:53:03.318000 148.205.205.6 56f 218 593442499 969220680 27102 HTTP 189 135 HEAD /favicon,ico HTTP/1.1
7791 0.016000 2018-12-14 21:53:03,334000 140.205.205.6 56f 218 007550481 2319669373 54901 HTTP 199 145 HEAD /favicon,ico HTTP/1.1
7793  0.005000 2018-12-14 21:53:03.339000 140.205.205.6 56j 116 - 2010797548 18839 HTTP. 194 148 HEAD /favicon.ico HTTP/1.1
7795 ©0.007000 2018-12-14 21:53:03.346000 140.205.205.6 56} 352875296 2541580756 53023 HTTP 194 148 HEAD /favicon.ico HTTP/1.1

40808 HTTP. 197 143 HEAD /favicon.ico HTTP/1.1

7816 0.047008 2018-12-14 21:53:03.303000 140.205.205.6 56} 123186313 387241787

17 0.001000 2018-12-14 21 )3.394000 140,20 56( 2 216708990 26 2670 1 HTTP 194 140 [TCP A een seqm
7828 0.019008 2018-12-14 21:53:03.413000 148.205.205.6 56} 689259755 1137862385 47483 HITP 189 135 HEAD /favicon,ico HTTP/1.1
7830 0.005000 2018-12-14 21:53:03.418000 148.205.205.6 56} 811027582 2470092923 7504 HTTP. 195 141 HEAD /favicon.ico HTTP/1.1

|- 7833 0.007000 2018-12-14 21:53:03.425008 140.205.205.6 56} 607561570 48110566 53623 HTTP 197 143 HEAD /favicon.ico HTTP/1.1
7842 0.017000 2018-12-14 21:53:03.442000 140.205.205.6 56} 262558779 1180214899 17252 HTTP. 190 136 HEAD /favicon.ico HTTP/1.1
7844  0.004000 2018-12-14 21:53:03.446000 140.205.205.6 56f 218 593442634 969220936 27162 HTTP 193 139 HEAD /favicon.ico HTTP/1.1
7848 0.005008 2018-12-14 21:53:03.451000 148.205.205.6 56§ 218 541240232 4024327737 56638 HTTP 193 139 HEAD /favicon.ico HTTP/1.1

/favicon.ico HTTP/1.1
/favicon.ico HTTP/1.1

470763490 5107
652924855 8096
—— =

0.003008 2018-12-14 21:53:03.454000 148.205.205.6
0.001008 2018-12-14 21:53:03.455000 148.205.205.6

036230094

4013176290 52407 HTTP. 187 133 HEAD /favicon.

21:53:03.476000 140.205.205.6 55

7861 0.014000 2018-12-14 354162253 HTTP/1.1
7866 0.009000 2018-12-14 21:53:03.485000 140.205.205.6 56 = 554847976 2184777919 37946 HTTP 189 135 HEAD /favicon.ico HTTP/1.1
7872 ©.013000 2018-12-14 21:53:03.498000 140.205.205.6 56§ 180 =  [811027723 2470093149 7504 HTTP 196 142 HEAD /favicon.ico HTTP/1.1
7889 —-0.477000 2018-12-14 21:53:03.021000 140.205.205.6 56§ 183 333723989 2732528207 21770 HTTP 192 138 HEAD /favicon.ico HTTP/1.1
7945 0.212000 2018-12-14 21:53:03.233000 140.205.205.6 56§ 183 e« oms 130385928 3708900772 49277 HTTP 187 133 HEAD /favicon.ico HTTP/1.1
7980 0.122000 2018-12-14 21:53:03.355000 140.205.205.6 56§ 183 728374862 2990691444 50088 HTTP 197 143 HEAD /favicon.ico HTTP/1.1
8031 0.450000 2018-12-14 21:53:03.805000 140.205.205.6 56 R ] 1 3708901096 49277 HTTP 186 132 HEAD /favicon.ico HTTP/1.1
8175 -0.788000 2018-12-14 21:53:03,017000 140.205.205.6 56 066865999 4016743269 46518 HTTP 196 142 HEAD /favicon.ico HTTP/1.1

Frame 7833: 197 bytes on wire (1576 bits), 197 bytes captured (1576
Ethernet IT, Src: ec:38:73:00:e0:7@ (ec:38:73:00:9:70), Dst: Nokia,
Internet Protocol Version 4, Src: 140.205.205.6, Dst: 21€

83:d7:1e)

=
Transmission Control Protocol, Src Port: 53623, Dst Port: 80, Seq: 2687561578, Ack: 48110566, Len: 143
Hypertext Transfer Protocol

» HEAD /favicon.ico HTTP/1.1\r\n

ERAAA

User-Agent: Go-http-client/1.1\r\n

Eagleeye-Traceid: da3c71ab1544795583070gfhttpsla7acT\rin
Ar\n

Full request URT: http://om
[HTTP request 1/1]

[Response in frame: 18261]

loba;

on/favicon.ico
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