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6 APl &%

6.1 API#f %

ASCSILIE ¥ BGPEBHIPH A nlHRAPT,  EARE OE RIS 2 RIS,

KT HEZAPIGYE, Vi API Explorer,

SN
API fifiid
Describelnstances AR,
DescribelnstanceDetails AW SLHITEES R,
DescribelnstanceSpecs AW LHRAESI,
DescribelnstanceStatistics HHEPFETHE R
DescribeFlasticBandwidthSpec A W PE T SR
ModifyElasticBandWidth B B s 9
ModifyInstanceRemark BRI AE R,

ARFRI
API iR
CreateLayer4Rule QIR A,
ConfigLayer4Rule R4,
DeleteLayer4Rule THIRRA 25 A R,

ConfigLayer4RuleAttribute

ACE4RF R NENE (IR HIDDOoSE;
) o

ConfigHealthCheck

HCEAZ/ 7R R,

DescribeLayer4Rules

APYZEE L PNF

DescribeLayer4RuleAttributes

HPEEREMESIR (SiRFFIDD oS
) o

DescribeHealthCheckList

A2/ 7R EHR A,

DescribeHealthCheckStatusList

A AR AR,



https://api.aliyun.com

TEHM

EHES

API fifiik
DescribeDomains 725K RN,
CreateLayer7Rule QU7 R R,
ConfigLayer7Rule DR 7 R,
DeleteLayer7Rule THIBR7 2 A R,
ConfiglLayer7Cert BEEUET,
ConfigLayer7BlackWhiteList RHE7EMREAA R,
DescribleLayer7InstanceRelations 72BN R R
DescribleCertList HUEFHIR,
EnableLayer7CC JaH7)2CCHi
DisableLayer7CC FH7)2CCHiP
EnableLayer7CCRule JH7I2CCRENI,
DisableLayer7CCRule ER72CCRN,
AddLayer7CCRule w72 CCHM,
ConfigLayer7CCRule S 7 ECCRENI,
DescribeLayer7CCRules 7 2CCRNI,
DeleteLayer7CCRule THER7 )2 CCRENI,
ConfigLayer7CCTemplate B 7ZCCHiTr B,
DescribeDomainAccessMode B AEAGN,
ConfigDomainAccessMode BEBARAR,
DescribeBackSourceCidr A [ 5 B

API filiik
ListAsyncTask PSR,
CreateAsyncTask QIR S5
DeleteAsyncTask MRS 2455




API iR
DescribeOpEntities HWEREHE,

6.2 ARAAI
BGPEITPHZ A H 2 M BGP &R IPH APV S5 stk Z X HTTP GETIE R, Fi& IRz TBiH
TEFRP ARG RSB, WHERGIRMAEBES R, 1R FOR R4S R H UTF-8 =7 4 itk
eI

ke
BGPEHiIPIIAPLERPCHES, #0] Uil & I%XHTTP GETi KM BGPEHiIP APL,
SEREE I

https://Endpoint/?Action=xx&Parameters

Hrp:

+ Endpoint: BGPEFHIP APIfWARSsH: Al ddoscoo . cn-hangzhou.aliyuncs. com,
- Action: EHITHIRME, WMEifiDescribeInstances, A LHIFIZE,

- Version: EHHMAPIRA, BGPRBIPRAPIRARE2017-12-28,

- Parameters: RS, BASBZHM “&” 5,

RSB AKIERSEMAPIAE X SHAR, ALSEPRESAPIRAS. SRS

B, RSN ASE

2 DescribeIlnstances% 1% 5 BGP S B TPSE BB Z 7R :

BiHA:
N TBETEER, ARSI R a8,

https://ddoscoo.cn-hangzhou.aliyuncs.com/?Action=DescribeInstances
&Region=cn
&Instanceld=ddoscoo-cn-XXXX1
&Format=xml

&Version=2017-12-28
&SHignature=xxxx%xxxx%3D
&SignatureMethod=HMAC-SHA1l
&SignatureNonce=15215528852396
&S+ignatureVersion=1.0
&AccessKeyId=key-test
&TimeStamp=2012-06-01T12:00:00Z



API#EHY

N YRR S 2 e, BBV IR S S B APL, GEREEEFIRAMIK S A BGPR,
BITP API, REHENIZRAMMKSAUEE, BRI RITEZAURE,

APIZEZ

BGPEBIPARSS 2 A APLE RiEAT B 5k, T HHTTPIE RHTTPSHMRASE R, #iw
FAEW R EE%4 (Signature) fRE.

BGP@EBiIPild i/l AccessKey IDRIAccessKey Secretilb A7 BRI 75 K B E i R 0 &
EBEBG, AccessKey2 Wb R AN S MRAMAI P RAGH— R B 08U CGRIBLF R P IS %
) , HirAccessKey IDH FHRIRViIFH G, AccessKey SecretsgH T4 AF Ak
55 BRI UERE A AT R, BATRR IR

RPC APTHRAEUI P ALEIF RPH NS (Signature) -

https://endpoint/?SignatureVersion=1.0&SignatureMethod=HMAC-SHA1&
Signature=CT9XOVtwR86 fNWSnsc6v8YGOjuE%3D&SignatureNonce=3ee8c1b8-83d3-
44af-a94f-4eRad82fd6cf

P Describelnstancesifill, fii¥éAccessKey IDJ2 testid, AccessKey Secreti2
testsecret, WIREAHIRYIERURLAIT:

https://ddoscoo.cn-hangzhou.aliyuncs.com/?Action=Describelnstances
&Region=cn

&Instanceld=ddoscoo-cn-XXXX1

&TimeStamp=2016-02-23T12:46:24Z

&Format=XML

&AccessKeyId=testid

&SignatureMethod=HMAC-SHA1l
&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf
&Version=2017-12-28

&SignatureVersion=1.0

e PRI RS A
1. R RSBOERE A v

GET&%2F&AccessKeyId%3Dtestid&Action%3DDescribeDomainNames&Region
%3Dcn&Instanceld%3Dwaf_elasticity-cn-0x1ldbqtmOO5&Format%3DXML&
SignatureMethod%3DHMAC-SHA1&SignatureNonce%3D3ee8c1b8-83d3-44af-



a94f-4e0ad82fd6cf&SignatureVersion%3D1.0&TimeStamp%3D2016-02-23T12%
253A46%253A247Z&\Version%3D2018-01-17

. RS ARHMACKHIH,

fEAccessKey Secret/Gi@—4~ “&” fENHHHMACHRkey, A5plikeyh

testsecret&,

CTI9XOVtwWR86fNWSNnsc6v8YGOjuE=

. BBEAMBNE RS

https://ddoscoo.cn-hangzhou.aliyuncs.com/?Action=DescribeInstances
&Region=cn

&InstanceId=ddoscoo-cn-XXXX1

&TimeStamp=2016-02-23T12:46:247Z

&Format=XML

&AccessKeyId=testid

&SignatureMethod=HMAC-SHA1
&S+ignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf
&Version=2017-12-28

&SignatureVersion=1.0

&S+ignature=CT9XOVtwR86fNWSnsc6v8YGOjuE%3D

6.3 nHES

AV FBGPERIIP APTI 22K 234

PR SBR AR AR R R BN RS,

e R Py U filiid

Region String |J2 BGPEBIPSEFIFR/ER N, HUE: cn-hangzhou
(FoRhEIREHX)

Format String |#& AT MERSHINE o2 WA T
- JSON (BRi\)
+ XML

Version String |2 APIRAS, HYYYY-MM-DDH #itgX, Huff:
2017-12-28,

AccessKeyId |String |2 Vil R EHID,

Signature String | (2 i

SignatureM String |2 2477, HUH: HMAC-SHAL,

ethod




B %] pa L fifiik

Timestamp String |2 RN R, RHIBE, I UTCH R
I1SO8601k5, 1z HAYYYY-MM-DDThh:mm:sszZ, #l
a, JExBRI20134E1H10H20505080, FoRkh
2013-01-10T12:00:00Z,

SignatureV String | BAHBRIERA, BUE: 1.

ersion

SignatureN String |2 ME—BELEL, H TR, AR R

once BE A RIRIBELE L

ResourceOw String | ARAPLIE RV MBI BT IRIA K, BIEsH P

nerAccount %o

il

https://ddoscoo.cn-hangzhou.aliyuncs.com/?Action=DescribeInstances
&Region=cn
&InstanceId=ddoscoo-cn-XXXX1
&Timestamp=2014-05-19T10%3A33%3A56Z
&Format=xml

&AccessKeyId=testid
&SignatureMethod=Hmac-SHA1l
&S-ignatureNonce=NwDAxvLU6tFEGDVb
&Version=2017-12-28
&SignatureVersion=1.0
&S+ignature=Signature

NELREISEK

APLRRIZEHR RS 18X, BM2xx HTTPIRSRARER A RY); B Hl4xxs5xx HTTPIR &SR
PRETHIM, P SR [l i Bk XA XMLAIJSONFRN, 1] BUAE %2 3% 18 RN 5 1R [ it B
X, BRIAMXMLAER,

ROGROVM, IERIEE, RIERRIBE—AHE—BUEY RequestId,
-+ XMLA#X

<?xml version="1.0" encoding="utf-8"?>
< -GERAIMRE T R-—>
<EMO4FPR+Response>
<R [EIERARE >
<RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>
<RI R >
</¥E%4Fi+Response>

- JSON##\

{
"RequestId":"4C467B38-3910-447D-87BC-AC049166F216",

/B ESREE /



6.4 S5

6.4.1 Describelnstances

WM Describelnstances’; W i BGP =B s Hilfs B AR,

] PAI{EOpenAPI Explorer W B8 T, REEHHZRANRI, 81785,
OpenAPI Explorern] BAH 204 R SDKAHS =,
EREH
4 e RERE | RIE ik
Action String 7'% Describeln %%iﬂ%’ﬁﬁl EX{E: Describeln
stances

stances,

PageNo String |2 1 YOS, WNLBURGER, B
{21,

Pagesize |String | 10 TN, WHGTLR DAL,
BARAARS0,

Instancelds |String [ ["ddoscoo-cn-

XXXXX"]

A EHIdE LG R, EA
BHEWNLHIAEE JSONFLY
) o SCRPFEIPLAL, Bilgn, \"
ddoscoo-cn-XXXX1", "ddoscoo-
cn-XXXX2",

il
= g
EIENESH, MRS AP

Remark.,



https://api.aliyun.com/#product=ddoscoo&api=DescribeInstances&type=RPC&version=2017-12-28
https://api.aliyun.com/#product=ddoscoo&api=DescribeInstances&type=RPC&version=2017-12-28

AR R RELIE [ REHE fiiid
Ip String | & LL11 ILIBIIpAWIIBIER, AR
WS IpHitk, SCHPRTRPLAC A
i,
O3
= B
HIEANEZSEL, MIEREA
InstanceldsflRemark,
Remark String | & testRemark |y e g A ISOIAL, TN
BB FIER, SRR
i,
il
= BimA:
HIEANZSEL, WIEHEEAN
Instanceldsfllp.
R [El344E
AR R ~HIE fiiid
Instances i@]fﬁﬁﬁ'ﬁ%
ExpireTime |Long 2308402384 SHOIN RIS, MR =56
Instanceld String ddoscoo-cn- SIID
XXXXX
Remark String testRemark LB TEE R, BA5005:5
Status Integer 1 ifﬁﬂ%$1ﬁ?§
- 1 IEW
- 2: 4
- 3 B
RequestId String CF33B4C3-196E ARERIGID
-4015-AADD-
5CADO00057B80




€ i N i3

&

Total Long 10 S BN

ANt

RN

http(s)://ddoscoo.cn-hangzhou.aliyuncs.com/?Action=DescribeInstances
&PageNo=1

&PageSize=10

&< AIIHRBEC

IEFE IR R HG)
XML K&

<DescribeInstancesResponse>
<Instances>
<element>
<ExpireTime>20384032</ExpireTime>
<GmtCreate>2308402384</GmtCreate>
<InstanceId>@bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</
InstanceId>
<Remark>xxx</Remark>
<Status>1</Status>
</element>
</Instances>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
<Total>1</Total>
</DescribelInstancesResponse>

JSON &%

{
"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",

"Instances": [
{
"Status":1,
"ExpireTime":20384032,
"InstanceId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
"GmtCreate":2308402384,
"Remark'" :"xxx"
}
1,
"Total":1
}

iR

ViR RO AR B 2R,


https://error-center.aliyun.com/status/product/ddoscoo

6.4.2 DescribelnstanceDetails
P DescribelnstanceDetails# i & LHRTEN S B

&nlPAfEOpenAPI Explorer P Ei%iafTigdk H, RALIIRBEANHEI, 217G,
OpenAPI Explorern] PAH 0 R SDKAES -1,

BEREH
AR R Rmik | BE fiiid
Action String | & Describeln AAME S, HUli: Describeln
stanceDetails )
stanceDetails,
Instancelds |[String [& [{"Instanceld EHENKZHIDEH JSONFERF
":"ddoscoo-
cn-XXXxXx"" )
Instanceld":"
ddoscoo-cn-
YYYYY"}]
R [E] %542
R e it AIE fiiid
InstanceDe EBITEREIR,
tails
EipInfoList %ISR IEIPT BF%,
Eip String LLL1 EIP{H
Status String normal EIPIRAS. Hufii:
- normal: IE#
- cleaning: H¥kHh
- blackhole: R
Instanceld String ddoscoo-cn- SIID
XXXXX
Line String coop-line-001 | gepsjopire i, coop-line-001.
RequestId String CF33B4C3-196E | joop ik miD
-4015-AADD-
S5CAD00057B80



https://api.aliyun.com/#product=ddoscoo&api=DescribeInstanceDetails&type=RPC&version=2017-12-28
https://api.aliyun.com/#product=ddoscoo&api=DescribeInstanceDetails&type=RPC&version=2017-12-28

Nl

Rl

http(s)://[Endpoint]/?Action=DescribelInstanceDetails
&Instancelds=[{"Instanceld":"ddoscoo-cn-XXXXX","Instanceld":"ddoscoo-

cn-YYYYY"}]
&<RIETTIRSE>
IEH R [ER
XML #%3X
<DescribeInstanceDetailsResponse>
<InstanceDetails>
<element>
<EipInfolList>
<element>
<Eip>1.1.1.1</Eip>
<Status>normal</Status>
</element>
</EipInfolList>

<InstanceId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</
Instanceld>
<Line>coop-1line-001</Line>
</element>

</InstanceDetails>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>

</DescribelnstanceDetailsResponse>

JSON F&X

{

"ITnstanceDetails": [

{
"InstanceId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",

"Line":"coop-line-001",
"EipInfolList":[

"Status":"normal",
"Ejp":"1.1.1.1"

}
]
] }
"ﬁequestId”:"Obcf28g5—d57c—lle7—9bsO—d89d67l7dxbc”
}
BRI

ViR O AR B2 IR,


https://error-center.aliyun.com/status/product/ddoscoo

6.4.3 DescribelnstanceSpecs
PRI DescribelnstanceSpecs? 5 S IR .

&nlPAfEOpenAPI Explorer P Ei%iafTigdk H, RALIIRBEANHEI, 217G,
OpenAPI Explorern] PAH 0 R SDKAES -1,

BERSH
e WY ARk [ EHE ik
Action String | %2 Describeln RFEMES . WH: Describeln
stanceSpecs stanceSpecs
Instancelds |[String [& ["ddoscoo-cn- T WISLPIDEC (JSONFAF
XXXXX"] )
iR B 448
e WY N ik
InstanceSp PR R
ecs
BandwidthM |Integer 20000 e
bps
BaseBandwi |Integer 20 SRS
dth
DefenseCou |Integer 10 Wik
nt
DomainLimit | Integer 50 AR AL
ElasticBan Integer 20 AR SR (i
dwidth
FunctionVe |String default EERA. BUR:
rsion ’
- default: FrifERR
- enhance: H{3#fiR
Instanceld String ddoscoo-cn- SBIID
XXXXX
PortLimit Integer 50 BB ES% K



https://api.aliyun.com/#product=ddoscoo&api=DescribeInstanceSpecs&type=RPC&version=2017-12-28
https://api.aliyun.com/#product=ddoscoo&api=DescribeInstanceSpecs&type=RPC&version=2017-12-28

ANt

25 L NG (EE iz
QpsLimit Integer 1000 QPSHHl
SiteLimit | Integer 10 S AT AP BB
RequestId String CF33B4C3-196E | jeopisspiyID
-4015-AADD-
SCAD00057B80
[CR &N

http(s)://[Endpoint]/?Action=DescribelInstanceSpecs
&Instancelds=["ddoscoo-cn—-XXXXX"]

&N IR SO
IEH IR BRG]
XML K52

<DescribeInstanceSpecsResponse>
<InstanceSpecs>
<element>
<BandwidthMbps>100</BandwidthMbps>
<BaseBandwidth>20</BaseBandwidth>
<DefenseCount>10</DefenseCount>
<DomainLimit>20</DomainLimit>
<ElasticBandwidth>10</ElasticBandwidth>
<FunctionVersion>default</FunctionVersion>
<InstanceId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</
InstanceId>
<PortLimit>10</PortLimit>
<SiteLimit>10</SiteLimit>
<QpsLimit>1000</QpsLimit>
</element>
</InstanceSpecs>
<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</DescribelInstanceSpecsResponse>

JSON F&X

{

"InstanceSpecs": [
{
"QpsLimit":1000,
"DomainLimit":20,
"FunctionVersion":"default",
"SiteLimit":10,
"BandwidthMbps":100,
"PortLimit":10,
"DefenseCount":10,
"InstanceId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
"ElasticBandwidth":10,




"BaseBandwidth":20
}

1
"éequestId":"@bcf28g5—d57c—11e7—9bs®—d89d6717dxbc”

Vilas AL 2 6 25,
6.4.4 DescribelnstanceStatistics
P DescribelnstanceStatistics# 5 LIS HHE B,

&&nlPAfEOpenAPI Explorer P HiZiafTigik H, RALIRBANHEI, 31785,
OpenAPI Explorern] A H a0 R SDKAES R,

BERSH

e R RHBE | RpIE fiiid

Action Strlng 3 Describeln ?%ﬂ%’gﬁl m{ﬁ: Describeln
stanceStat o
- stanceStatistics,
1stics

Instancelds Strlng 3 [{"InstanceId gﬁiﬁlﬂ@i%lD%ﬁéﬂ GSON?ﬁ
":"ddoscoo-
cn-XXXXx"! H
Instanceld":"
ddoscoo-cn-
YYYYY"Y

R [El 354

e I A BIHE ik

InstanceSt SPIRIGELH R,

atistics

DefenseCou |Integer 1 O

ntUsage

DomainUsag |Integer 10 O R 4 F B

e

Instanceld String ddoscoo-cn- SHIID,

XXXXX
PortUsage Integer 20 L8 P P A



https://error-center.aliyun.com/status/product/ddoscoo
https://api.aliyun.com/#product=ddoscoo&api=DescribeInstanceStatistics&type=RPC&version=2017-12-28
https://api.aliyun.com/#product=ddoscoo&api=DescribeInstanceStatistics&type=RPC&version=2017-12-28

& FR Al RIE filiid
SiteUsage Integer 1 @A) || DTS G5
RequestId String CF33B4C3-196E | jeopisspiyID
-4015-AADD-
5CAD00057B80
Nl
i Rl

http(s)://[Endpoint]/?Action=DescribelnstanceStatistics
&InstanceIlds=[{"InstanceId":"ddoscoo-cn-XXXXX","InstanceId":"ddoscoo-
cn-YYYYY"}]

&N RS>
IEF IR BIRHG)
XML K%

<DescribeInstanceStatisticsResponse>
<InstanceStatistics>
<element>
<DomainUsage>10</DomainUsage>
<InstanceId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</
InstanceId>
<PortUsage>20</PortUsage>
</element>
</InstanceStatistics>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</DescribelnstanceStatisticsResponse>

JSON %=

{
"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",

"ITnstanceStatistics": [

{
"DomainUsage":10,
"PortUsage":20,
"InstanceId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"

}

]
}
iR

Vil RO AR B 2R,


https://error-center.aliyun.com/status/product/ddoscoo

6.4.5 DescribeElasticBandwidthSpec
PRI DescribeElasticBandwidthSpec?s i Sl 5 PE 58 Lk

&nlPAfEOpenAPI Explorer P Ei%iafTigdk H, RALIIRBEANHEI, 217G,
OpenAPI Explorern] PAH 0 R SDKAES -1,
BEREE
e PAl e | rBiE ik
Action StI'iIlg ZEI% DescribeFl géﬁmigz& EX{E: DescribeFl
asticBandw ) ]
idthSpec asticBandwidthSpec,
Instanceld String |2 ddoscoo-cn- | gD, MR 5 R
XXXXX N
1A,
IR O E4E
e P BIE ik
ElasticBan [5, 10, 20, 30] S R R
dwidthSpec
RequestId String CF33B4C3-196E | joomis sk miTD
-4015-AADD-
5CAD00057B80
5l
ARG

http(s)://[Endpoint]/?Action=DescribeElasticBandwidthSpec
&Instanceld=ddoscoo—-cn-XXXXX

&< LE RSO
1IEH# IR R
XML F& 3%,

<DescribeElasticBandwidthSpecResponse>
<ElasticBandwidthSpec>
<element>5</element>
<element>10</element>
<element>20</element>
<element>30</element>
</ElasticBandwidthSpec>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
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</DescribeElasticBandwidthSpecResponse>

JSON F&%X

{

"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
"ElasticBandwidthSpec": [

5,
10,
20,
30
]
b

IR

ik O AR H S,

6.4.6 ModifyElasticBandWidth
JiHIModifyElasticBandWid thigeisiz Sy PE R b 5.

0 AfEOpenAPI Explorer W EiiafTigik N, RELIRBANEN, 317G,
OpenAPI Explorern] BAH Zh 4 R SDKACHS =5,
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ANl
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http(s)://[Endpoint]/?Action=ModifyElasticBandWidth

&ElasticBandwidth=30
&InstanceId=ddoscoo-cn—-XXXXX

&N IR SE>
NN ATER L)
XML K%

<ModifyElasticBandWidthResponse>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</ModifyElasticBandWidthResponse>

JSON F&X

"RequestId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
iR
ViR RO AR B 2R,

6.4.7 ModifylnstanceRemark
P ModifylnstanceRemark{&ei & SN #5114 B

BEREH
e & SUTR Pl filiik
Instanceld String |2 BHRERISEHIID, PADIER R SRHBR A B #
EEE.
Remark String |72 o SRR A SIS
REIS#
ey KA | R
RequestId String | AKiEKRAYID,
5l
SRR
{

"InstanceId": "Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
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"Remark": "huadong2"

}

R

"RequestId": "Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"

6.5 UEFEN

6.5.1 CreateLayer4Rule
PRI CreateLayer4Rule il 425 K R0,

Zn[ PAfEOpenAPI Explorer W BiZia1Ti%i& H, RELHRBANE, 131785,
OpenAPI Explorern] A EH 0 R SDKAES R,

KRB
kA B | EHBE | A BIE ik
Action String | & CreateLaye RS, BUf: CreateLaye
r4Rule
r4Rule,
Listeners String | [{"Instanceld

"X XXX X-

XXXXXX-XXXXXX
-xxxxxxx","
Protocol":"tcp
""FrontendPo
rt":80,"
BackendPort":
5,"RealServers
":"1.1.1.1")"2.2.

2.2"]

& N EHE) ListenersifJSONEL
s, FAListenert) ARGEHIHE
RUIR:

- Instanceld, StringZ$%!, &
i%&, SLHIID,

- Protocol, StringZ#l,
i, P,

- FrontendPort, Integer3t
B, ik, AivefE RN, B
{E7EHl: 0-65535,

- BackendPort, Integer3t
B, ik, JaunfERRNRE, B
{H{EH: 0-65535,

- RealServers, Json#gik
B, ik, JRESTPHbAL,
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RO EK4E

R L B fiiid
RequestId String CF33B4C3-196E A RIHRIID,
-4015-AADD-
5CAD00057B80
ANl
(R &R/
http(s)://[Endpoint]/?Action=CreatelLayer4Rule
&Listeners=[{"Instanceld":"XXXXXX—XXXXXX=XXXXXX=XXXXXXX","Protocol":"
tcp","FrontendPort":80,"BackendPort":5,"RealServers":"1.1.1.1","2.2.2.
2 n } :l
&<AILTRS >
IEHIR PR BY
XML 3R
<CreatelLayer4RuleResponse>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</CreatelLayer4RuleResponse>
JSON K&k
"RequestId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
fHIRIG

Vil B rO A R B,
6.5.2 ConfigLayer4Rule
P ConfigLayer4RulegiB 4254 &,
iz
LRI I{EOpenAPI ExplorerV E%ia 7%k 1, RELHABAMER, 181785,
OpenAPI Explorern] PAFH a0 R SDKAES R,
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B e it EH ik (BE fifiik
Action Strlng P ConﬁgLaye AT SEL BU: ConﬁgLaye
r4Rule
r4Rule,
Listeners String |& [{"Instanceld 5 A BREII ListenersifJSON%L
"X XXXXX-
AT
XXXXXX-XXXXXX AL, W Listenerf RS
-Xxxxxxx"}" R,
Protocol™:"tcp | Instanceld, StringZ¢%, &
""FrontendPo %, I
re:80, .. | -+ Protocol, StringZ#l,
BackendPort": . Py
5,"RealServers ’ °
nnq1.1.1". 0 | = FrontendPort, Integer?k
2o R, R, R,
fEYaE : 0-65535,
- BackendPort, Integer3
B ik, v, B
{76 : 0-65535,
- RealServers, JsonZigHk
Y wik, PRNSIPHiL,
R [EI %54
%R R B fifiid
RequestId String 0bcf28g5-d57c¢ ARRIHRID
-11e7-9bs0-
d89d6717dxbc
ANl
[ER N

http(s)://[Endpoint]/?Action=ConfiglLayer4Rule
&Listeners=[{"InstanceId" :"XXXXXX=XXXXXX~XXXXXX=XXXXXXX","Protocol":"
tcp","FrontendPort":80,"BackendPort":5,"RealServers":"1.1.1.1","2.2.2.

2"}]

&<RIWRS B>

IEH IR BRG]
XML K2

<ConfiglLayer4RuleResponse>




<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</ConfiglLayer4RuleResponse>

JSON F&X

{

"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"

tHIR

Vil RO AR E S,

6.5.3 DeleteLayer4Rule
i DeleteLayerd4RuleffifR4)25; &R,

$5AT A{EOpenAPI Explorerf EHSETTIZHEN, BB EAAMIEL,

OpenAPI Explorern] BLH 2 SDKAES B,

BTG,

BREBEH
R e iy} ERBE | BlE ik
Action Strlng % DeleteLaye %?ﬁﬂi%“ﬁlo Hlfﬁi DeleteLaye
r4Rule
r4Rule,
Listeners String |& {"Instanceld":"

0Obcf28g5-d57¢
-11e7-9bs0-
d89d6717dx
bc","Protocol

":"tcp g

FrontendPort":

80}

& NERIEN) ListenersiJSONEL
#H, A Listenerf BRS 4
RUIR:
3
= WiM:
HuiA S RMER, RN Rl
THIBR— XA

- Instanceld, StringZ$%!, &
i%&, SLEHIID,

- Protocol, StringZ#l,
i, PR,

- FrontendPort, Integer3t
B, ik, AivefE R, B
{76 : 0-65535,
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RO EK4E

R L A fiiid
RequestId String CF33B4C3-196E A RIHRIID,
-4015-AADD-
5CAD00057B80
ANl
(R &R/
http(s)://[Endpoint]/?Action=DeletelLayer4Rule
&Listeners={"InstanceId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc","
Protocol":"tcp","FrontendPort":80}
&< L RSB
IEH IR R
XML 3R
<DeletelLayer4RuleResponse>
<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</DeletelLayer4RuleResponse>
JSON #%3X
{
"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
§HIREY

ViR O AR B2 IR,

6.5.4 ConfigLayer4RuleAttribute
JiH ConfigLayer4RuleAttributeliC 42 L MNENE, WS XTELRFFMDD oSk 3%,

0 AfEOpenAPI ExplorerW Eiiafrigik M, RELIIRBANENL, 178G,
OpenAPI Explorern] BAH Zh4: R SDKAHS =,

BEREH
Eq ] RA! rREBE | RBIE fifiid
Action Strlng yss ConﬁgLaye AGE S, BUl: ConﬁgLaye
r4RuleAttr

ibute

r4RuleAttribute,
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,"MaxconnEna
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AlEfEE, & ATcpConfigsk
UdpConfight 4 JSONH:,
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e
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, FRNKIM,

- Synproxy, Stringd#l, &

1%, DDoSKitr RIS e
JH, BUA: off, on,

- NodataConn, StringR®,

1%, DDoSKifrRms =3 i%
%, HUH: off. on,

- Sla, StructZ¥®, ik, HIFR

HIRCE, RALHHIENS]a,

- Slimit, Struct®R, ik, P

PRIIACE. BASHfE R

Slimit,

- PayloadLen, Struct¥%,

%, GLIERCE. RARLiRRA
WPayloadLen,

UdpConfigi AL A T :

- PersistenceTimeout

, IntegerZ¥Ml, W%, TEMFE
eI, apihfd, BiAR0
, BRI,

- Synproxy, String®#l, &

i%, DDoSPKitr R
JH, BUf: off, on,

- NodataConn, StringR%,

i%, DDoSPitrRIgH =%
%, HUf: off. on,

- Sla, Struct¥%, 3%, HMR

HINCE, BiALHHENS]a,

- Slimit, StructF, ik, JA

PRIGIACE., EAASHE W

Slimit,

- PayloadLen, StructZ¥%,

M- Foa > B e B P2 L BH D
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€ PRl RmBIE [ RpIE filiid

ForwardPro String | & TCP EEBUMY. Hfl: TCP. UDP
tocol
FrontendPort |Integer |J& 233 i
Instanceld String |2 ddoscoo-cn- | gags enige D
XXXXX
iR B 48
e I BIHE ik
RequestId String CF33B4C3-196E | jeopisspmyiD
-4015-AADD-
5CAD00057B80
5l
AR

http(s)://[Endpoint]/?Action=ConfiglLayer4RuleAttribute
&Config={"S1limit":{"CpsEnable":1,"MaxconnEnable":1,"Cps":1,"Maxconn":
1},"Sla":{"CpsEnable":1,"MaxconnEnable":1,"Cps":100,"Maxconn":1000},"
PayloadLen":{"Min":0,"Max":6000}}

&ForwardProtocol=TCP

&FrontendPort=233

&InstanceId=ddoscoo-cn-XXXXX

&R RS
IEF IR IR
XML K&

<ConfiglLayer4RuleAttributeResponse>
<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</ConfiglLayer4RuleAttributeResponse>

JSON %=

"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"

IR

ik O AR H S,
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6.5.5 ConfigHealthCheck
P Al ConfigHealthCheckfit B P28k L2 KA,

&nlPAfEOpenAPI Explorer P Ei%iafTigdk H, RALIIRBEANHEI, 217G,
OpenAPI Explorern] PAH 0 R SDKAES -1,

EREBH
e I ehbidE | ~BlE ik
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ForwardPro String | & tep EE UL
tocol
- TCP (N2)
- UDP (42)
- HTTP (LB
FrontendPort |Integer |z 233 iy



https://api.aliyun.com/#product=ddoscoo&api=ConfigHealthCheck&type=RPC&version=2017-12-28
https://api.aliyun.com/#product=ddoscoo&api=ConfigHealthCheck&type=RPC&version=2017-12-28

€

PRl

ZN Tk

HealthCheck

String

U'Type™"tCP | & \ HealthCheck#%JSON
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10,"P01't":80," $, BARGE A :

Interval":10," | . Type, Stringd¥%, %, M
Up"™:10,"Down | 8, Hfii: TCP (U2 .
":403"} HTTP (L) .

- Domain, String2$%!, nf
i%, fRERE /L2 R A/
Ho

- Uri, String2$%4 wik, HEEE
%[ LB HRR A KA B/ L
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JERS: 2 /Y S ARl e 2/ A A
H,
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i%, BERCRE/VYZEERG /K
7 ) B
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O/ DY R B REAG S / B R R,

- Down, Integer%i wJik, fit
JHERS 25/ DY S AR S, 2 AR R
[
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String

&I

ddoscoo-cn- SERRERISZEIID,
XXXXXX
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g

PRl

ZN L E

ik

Requestld

String

CF33B4C3-196E AUIERIGID,
-4015-AADD-
5CADO00057B80

Nl

RN

http(s)://[Endpoint]/?Action=ConfigHealthCheck

&ForwardProtocol=tcp

&FrontendPort=233




&HealthCheck={"Type":"tcp","Timeout":10,"Port":80,"Interval":10,"Up":
10,"Down":401}"}

&InstanceId=ddoscoo-ch—-XXXXXX
&< AL RSB

1IEH# IR R
XML 53X,

<ConfigHealthCheckResponse>
<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</ConfigHealthCheckResponse>

JSON F&X

"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"

tHIR

ik O AR B2 R,

6.5.6 DescribeLayer4Rules
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ik
] AI{EOpenAPI Explorer P BB TI%HE ], SEEBHRABANKR, 217G,
OpenAPI Explorern] BAH 14 K SDKAHS R,
BREH
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Instanceld String |%& ddoscoo-cn- L5 I SIID.,
XXXXX
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FHARGINIE, BB ITS
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WRAENZSE, MMNBOSS
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AR R RELIE [ REHE fiiid
Pagesize |String | >0 SYTUR/D, HMESTARR D L
HBAIESO,
ForwardPro String | & tcp NN, BUE: TCP
tocol
FrontendPort |Integer |7 233 Tt
R [EI%hiE
Eq p L ABE fiiidk
Listeners Listeners$4l,
BackendPort |Integer 233 JEIR RIS, JEME: 0-65535,
FrontendPort | Integer 233 BSHAEFIRS, J6F: 0-65535,
Instanceld String ddoscoo-cn- SHIID
XXXXX
IsAutoCreate | Boolean false REAQIE, QU WARRRVIMERA
B
Protocol String tep e i)
RealServers ["1.1.1.1"] PP HHE
RequestId String CF33B4C3-196E A RiBRIGID
-4015-AADD-
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Total Long 10 L L)
Nl
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http(s)://[Endpoint]/?Action=DescribelLayer4Rules
&InstanceIld=ddoscoo-cn-XXXXX

&0ffset=0

&PageSize=50




&< E RS>
1IEH# IR R
XML F&3X

<Describelayer4RulesResponse>
<Listeners>
<element>
<BackendPort>80</BackendPort>
<FrontendPort>80</FrontendPort>
<InstanceId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</
Instanceld>
<IsAutoCreate>true</IsAutoCreate>
<Protocol>tcp</Protocol>
<RealServers>
<element>1.1.1.1</element>
<element>2.2.2.2</element>
</RealServers>
</element>
</Listeners>
<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
<Total>1</Total>
</Describelayer4RulesResponse>

JSON F&X

"Listeners": [

"RealServers": [
"1.1.1.1",
"2.2.2.2"
1,
"BackendPort":80,
"FrontendPort":80,
"InstanceId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
"IsAutoCreate":true,
"Protocol":"tcp"

]}
"éequestId":"@bcf28g5—d57c—lle7—9bsO—d89d67l7dxbc”,
"Total":1

}

IR
Vil RO AR B SR,

6.5.7 DescribeLayer4RuleAttributes
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eTimeout s
0, ForXKlA,

Sla E[EE

Cps Integer 100 DD oSSl /Tt E R R, B
Fl: 100~100,000,

CpsEnable Integer 0 RARMCps, Huffi:
- 0: FHcps
- 1: JifHcps (BRIN)

Maxconn Integer 1000 DDoSIi 3 /5 F R EH R, BT
[#: 1,000~1,000,000,

ﬁaxconnEna Integer 0 BB A Maxconnection, Huffi:

e

- 0: Hmaxconn
- 1: JB3Mmaxconn (ZKi\)

Slimit TRUHIRL

Cps Integer 100 DDoSIi SR /IHT e H R, B
[l: 100~100,000,

CpsEnable Integer 0 RARMCps, Hufi:
- 0: FHcps
- 1: JFiHcps (BRiM)

CpsMode Integer 2 TR R, E
- 1: Fah
- 2: A3

Maxconn Integer 1000

DDoSPi$r sk /IRIT & ez RE, BUETE
[: 1,000~1,000,000,




AR L NG fiiik
ll;/iaxconnEna Integer 0 BB A Maxconnection, Huffi:
e
- 0: maxconn
- 1: Ji3Hmaxconn (ZRi\)
Synproxy |String on DDoSHi" MK IR, HUE: off,
on,
FrontendPort | Integer 233 B RS, J6F: 0-65535
Instanceld String ddoscoo-cn- SIID
XXXXX
Protocol String tep e
RequestId String CF33B4C3-196E | joopisspmyID
-4015-AADD-
S5CAD00057B80
N
R HI

http(s)://[Endpoint]/?Action=DescribelLayer4RuleAttributes
&Listeners=[{"Instanceld":"ddoscoo-cn-XXXXX","Protocol":"tcp","
FrontendPort":80%}]

Q<R IR S
IEH IR R
XML K&

<Describelayer4RuleAttributesResponse>
<Listeners>
<element>
<Config>

<NodataConn>on</NodataConn>

<PayloadLen>
<Max>2</Max>
<Min>1</Min>

</PayloadLen>

<PersistenceTimeout>80</PersistenceTimeout>

<Sla>
<Cps>10</Cps>
<CpsEnable>1</CpsEnable>
<Maxconn>10</Maxconn>
<MaxconnEnable>1</MaxconnEnable>

</Sla>

<Slimit>
<Cps>10</Cps>



<CpsEnable>1</CpsEnable>
<Maxconn>10</Maxconn>
<MaxconnEnable>1</MaxconnEnable>
</Slimit>
<Synproxy>off</Synproxy>
</Config>
<FrontendPort>80</FrontendPort>
<InstanceId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</
Instanceld>
<Protocol>tcp</Protocol>
</element>
</Listeners>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</Describelayer4RuleAttributesResponse>

JSON F&X

{

"Listeners": [

"Config":{
"Synproxy":"off",
"NodataConn":"on",
"PayloadLen": {

"Max":2,
"Min":1

I

n 'Lall:{
"MaxconnEnable":1,
"Maxconn":10,
"Cps":10,
"CpsEnable":1

1,

"STimit":{
"MaxconnEnable":1,
"Maxconn":10,
"Cps":10,
"CpsEnable":1

1,

"PersistenceTimeout":80

1,

"FrontendPort":80,
"InstanceId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
"Protocol":"tcp"
]}
)
"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
}
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BackendPort Integer | & JavmfE RO, fEE: 0-65535,
RealServers Json¥t | & RS TPHihL,

A
IsAutoCreate |Boolean & 5 HAE, WRE, WA SSVFERAESL,

U EIESS 5

e R fifiid
Total Integer | £ 2 H
HealthCheck |Health(WéBHSEEE. BAL 4 R HealthCheck,

k
RequestId String | ifRID,
% 6-2: HealthCheck
R e it filiik
Type String | WFBCRRY, HUfA:

- TCP (MUR)
- HTTP (L)

Domain String | {#HEKE/ LIEERKE /A
Uri String | f@HER A/ LB E /AR,




£ IR | il
Timeout Integer | fH e/ VU2 R A /W1 IS BN IR ]
Port Integer | @ HER: 7/ VU2 R A/ RS A0
Interval Integer | fHERER A/ VU2 RS 25 /K 2 IR
Up Integer | ek 7/ VU2 R/ I RERIA,
Down Integer | fH R 2/ PR RS A/ A BE R
N
R
! "Listeners": "[{\"InstanceId\":\"®bcf28g5-d57c-11e7-9bs0-d89d6717dx

bc\",\"Protocol\":\"tcp\",\"FrontendPort\":80}]"
}

DR
"Total": 1,
"HealthCheck": [
{

"InstanceId": "Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
"Protocol": "tcp",
"FrontendPort": 80,
"HealthCheck": {
IITypell: Ilthll’
"Timeout": 10,
"Port": 80,
"Interval": 10,
"Up": 10,
"Down": 20
}
] }
)
"RequestId": "Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
}

6.5.9 DescribeHealthCheckStatusList
JiHDescribeHealthCheckStatusList#s i Bk 2 IR A&,

R EIRES IR

Zn[ AfEOpenAPI Explorer W Biia1Ti%t& H, RELURBANEI, 31785,
OpenAPI Explorern] A EHh R SDKAES R,


https://api.aliyun.com/#product=ddoscoo&api=DescribeHealthCheckStatusList&type=RPC&version=2017-12-28
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gl

K&
R R REWIE | REHE filiik
Action Strlng % DescribeHe $éﬁiﬂ%’$§l HX{E: DescribeHe
althCheckS .
tatusList althCheckStatusList,
Listeners Strlng % [{"Instanceld %ﬁi@ﬂ‘]%liiﬂﬂﬂhstenersﬂ?ﬂ (
":"ddoscoo- s
Protocol™:"tcp | &R T :
’ FrontendPo - Instanceld, StringZ$%l, &
rt:80] %, 9D,
- Protocol, StringZ$%!,
i%, P,
- FrontendPort, Integert
R ek, [ismfE R, B
{HTER: 0-65535,
- BackendPort, Integer2
B, gk, JavmfERRuRE, W
{HER : 0-65535,
- RealServers, Json¥gik
B ik, PRuSIPHiE,
- IsAutoCreate, Boolean
B, ok, REHNEE, JR
2, WIASEVFHBRAE .
[E1 %542
B e it ABE fiiid
HealthChec HERER AR A,
kStatusList
FrontendPort | Integer 233 |
Instanceld String ddoscoo-cn- gpld
XXXXX
Protocol String tep e |
RealServer PR ATSONELAL
StatusList
Address String 1.1.1.1 TP




ANt

4R BN B ik
Status String normal KA, BUfi: normal, abnormal,
Status String normal KA, BUfi: normal, abnormal,
RequestId String CF33B4C3-196E | jeopisspiyID

-4015-AADD-

5CADO00057B80
R

http(s)://[Endpoint]/?Action=DescribeHealthCheckStatusList
&Listeners=[{"Instanceld":"ddoscoo-cn-XXXXX","Protocol":"tcp","
FrontendPort":801%}]

&< RSB
IEF IR IR HG)
XML K%

<DescribeHealthCheckStatusListResponse>
<HealthCheckStatusList>
<element>
<FrontendPort>80</FrontendPort>
<InstanceId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</
Instanceld>
<Protocol>tcp</Protocol>
<RealServerStatusList>
<Address>1.1.1.1</Address>
<Status>normal</Status>
</RealServerStatusList>
<Status>normal</Status>
</element>
</HealthCheckStatusList>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</DescribeHealthCheckStatusListResponse>

JSON F&X

{
"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
"HealthCheckStatusList": [

{

"Status":"normal",

"FrontendPort":80,
"InstanceId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
"RealServerStatusList": {

"Status":"normal",

"Address":"1.1.1.1"
T,

"Protocol":"tcp"

}




Vil RO AR B 2R,

6.6 CEFN

6.6.1 DescribeDomains
i DescribeDomains#s i) 725 &N,

&nlPAEOpenAPI Explorer P Ei%iafTigdk 1, RALIRBANHEI, 217G,
OpenAPI Explorern] A H 0 R SDKAES R,

BEREH
e I REBE | REIE ik
Action String | & DescribeDo RGMEZSE. WE: DescribeDo
mains .
mains,
Offset Integer |5 0 TRUARSINE, HINGHILAL I
. BRIAMOTF,
Pagesize |String | 10 STRD, BT RS AR,
BAE10,
Domain String | & www.aliyun. A
com B
QueryDomai String | &% fuzzy HICELER. B
nPattern
- fuzzy: BIER ERIN)
- exact: FEEH
R [E 4542
e BN B ik
RequestId String CF33B4C3-196E | jeopisspiyID

-4015-AADD-
SCADO00057B80



https://error-center.aliyun.com/status/product/ddoscoo
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4 Form b fih
Total Long 10 44 BB
Domains wAasNR
BlackList ["1.1.1.1/1""1.1.1 WA N [P
.2/2"]
CcEnabled Boolean true B e CCR
CcRuleEnab |Boolean true B CCHM
led
CcTemplate |String normal CCHib it
CertName String testCertName WEB 4R,
Domain String www.aliyun.com 4
ProxyTypeL PCRIRIBIEKR,
ist
ProxyPorts 111 ISNE N
ProxyType |String http 7ISNE LY
- http
- https
- websocket
- websockets
RealServers b B
RealServer String 1.1.1.1 Pk ikl
RsType Integer 0 PR, WU :
- 0:IP
-1 B4
WhiteList ["1.1.1.1/1""1.1.1 F14 31 P53

2/2"]




Nl

RN

http(s)://[Endpoint]/?Action=DescribeDomains
&0ffset=0

&PageSize=10

&N RS >

NN ATER L)
XML K%

<DescribeDomainsResponse>
<Domains>
<element>
<BlackList>
<element>1.1.1.1/1</element>
<element>1.1.1.2/2</element>
</BlackList>
<CcEnabled>false</CcEnabled>
<CcRuleEnabled>true</CcRuleEnabled>
<CcTemplate>default</CcTemplate>
<CertName>www_alibaba_com.pem</CertName>
<Domain>www.alibaba.com</Domain>
<ProxyTypelList>
<element>
<ProxyPorts>
<element>80</element>
<element>8080</element>
</ProxyPorts>
<ProxyType>http</ProxyType>
</element>
</ProxyTypeList>
<RealServers>
<element>
<RealServer>1.1.1.1</RealServer>
<RsType>0</RsType>
</element>
<element>
<RealServer>1.1.1.2</RealServer>
<RsType>1</RsType>
</element>
</RealServers>
<WhitelList>
<element>1.1.1.1/1</element>
<element>1.1.1.2/2</element>
</WhitelList>
</element>
<element>
<BlackList>
<element>1.1.1.1/1</element>
<element>1.1.1.2/2</element>
</BlackList>
<CcEnabled>false</CcEnabled>
<CcRuleEnabled>true</CcRuleEnabled>
<CcTemplate>default</CcTemplate>
<CertName>www_alibaba_com.pem</CertName>
<Domain>www.alibaba.com</Domain>
<ProxyTypelList>



<element>
<ProxyPorts>
<element>80</element>
<element>8080</element>
</ProxyPorts>
<ProxyType>http</ProxyType>
</element>
</ProxyTypelList>
<RealServers>
<element>
<RealServer>1.1.1.1</RealServer>
<RsType>0</RsType>
</element>
<element>
<RealServer>1.1.1.2</RealServer>
<RsType>1</RsType>
</element>
</RealServers>
<WhitelList>
<element>1.1.1.1/1</element>
<element>1.1.1.2/2</element>
</WhitelList>
</element>
</Domains>
<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
<Total>2</Total>
</DescribeDomainsResponse>

JSON F&X

{
"RequestId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
"Domains": [

{
"BlackList": [
"1.1.1.1/1",
"1.1.1.2/2"
1,
"Domain":"www.alibaba.com",
"ProxyTypelList": [
{

"ProxyPorts": [
80,
8080

]
"ﬁroxyType":"http”

15

"RealServers'": [

"RealServer":"1.1.1.1",

"RsType'":0
J
{
"RealServer":"1.1.1.2",
"RsType'":1
1,

"CcTemplate":"default",
"CertName":"www_alibaba_com.pem",
"CcRuleEnabled": true,
"WhiteList": [

"1.1.1.1/1",



"1.1.1.2/2"

]
"écEnabled":false

I
{
"BlackList": [

"1,1.1.1/1",
"1.1.1.2/2"

1,
"Domain":"www.alibaba.com",
"ProxyTypelList": [

{

"ProxyPorts": [

"ProxyType":"http"
1,

"RealServers": [

"RealServer":"1.1.1.1",
"RsType'":0

b

"RealServer":"1.1.1.2",
"RsType'":1
+
1,
"CcTemplate":"default",
"CertName":"www_alibaba_com.pem",
"CcRuleEnabled":true,
"WhiteList": [
LTI ST 5
"1.1.1.2/2"

]
”’cEnabled":false
}

1,
"Total":2

}
$HIZHD
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6.6.2 CreateLayer7Rule

JA)JHi CreateLayer7Rule il 7 245 & Hwl,

Lnl AfEOpenAPI Explorer P EiZia1Tigtk H, RALHRBANHI, 317855,

OpenAPI Explorern] PAH 14 K SDKAHS R,
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BREEH
B ¥l Bmwik e fifiid
Action Strlng % CreateLaye %?ﬁﬂ%’éﬁo HX{E: CreateLaye
r7Rule
r7Rule,
Domain String | & www.aliyun. | geerpnone o
com
RsType Integer e 0 PENEIT EU
- 0:IP
-1 B4
Rules Strlng 3 [{"ProxyRules ﬁ%)\ﬂ%ﬂﬂﬂLayeﬂRule%l?ﬁJSON
" [{"ProxyPort
1" Proxy . EALER AL
1443,
RealServers": - ProxyRules, Z&RM,
['1.1.1.1:443 %, BRI G R, RSP
"I}],"ProxyType #:
":"htt " "
p I;S i’{ " - ProxyPort, Integer
FOXYRUIES - R, BRI, HUE:
[{"ProxyPort": 80, 443’ ’
80,"RealServer b °
$":["1.1.1.1:80 - RealServers, String2
":"http"}] l]’ edoelod. o
- ProxyType, StringZl,
ik, WM, HUH: http
. https. websocket.
websockets,
Instancelds. RepeatLi ;?j ddOSCOO-Cn- %ﬁi‘%ﬂgé‘tmlDo %ﬁz}l\i
XXXXX
" i, H&kXt& Anstancelds.1,
Instancelds.2, Instancelds.3, ..
il
= B
BAMENZSEL, WG
4, AHEF)HIEIP,
ResourceGr String N test GIERALID
oupId




RO EK4E

% gt A iR
RequestId String CF33B4C3-196E A RIHRIID,
-4015-AADD-
5CAD00057B80
5l

RN
http(s)://[Endpoint]/?Action=CreatelLayer7Rule
&Domain=www.aliyun.com
&RsType=0
&Rules=[{"ProxyRules":[{"ProxyPort":443,"RealServers":["1.1.1.1:443
"13}]1,"ProxyType":"https"},{"ProxyRules": [{"ProxyPort":80,"RealServers
"o["1.1.1.1:80"]}],"ProxyType":"http"}]
&<NILERSE>

IEH IR MR

XML F%3%
<CreatelLayer7RuleResponse>

<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>

</CreatelLayer7RuleResponse>

JSON f§3X

"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
FHIRED

Vil B IO AR E BB,
6.6.3 ConfigLayer7Rule
P ConfigLayer7Rulegwii 7 254 & H,
i
0] LI{EOpenAPI ExplorerW EZiaf 1%k, RELHRBANEM. BTG,
OpenAPI Explorern] BLH a4 SDKAES R,
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BRBH
R R REWIE | REHE filiik
Action String % ConﬁgLaye %?ﬁﬂ%’éﬁo HX{E . ConﬁgLaye
r7Rule
r7Rule,
Domain String iEl% WWW.aliyun. %jﬁé'f’ﬁmﬁﬁ%
com
RealServers. RepeatLi ;% 1.]_.]_.]_ ‘Uﬁilljlpo %ﬁgll\‘vﬁiﬁlp 1&&{§
N
ARealServers.1, RealServers.2,
RealServers.3, ...
RsType Integer ps 0 PERER BA
- 0:IP
- 1 BiA
Instancelds. RepeatLi ;E? ddoscoo-cn- géﬁg%miwjld }Eﬁgﬁ\iwj ﬁE
N XXXXXX ‘ ’
WAL Nnstancelds.1, Instanceld
s.2, Instancelds.3, ...
3
= B
HAMENZSE, WIRE
%, AHEFEAIP,
ProxyTypelL Strlng |z:|: [{"ProxyPortS W]'i)‘(ﬁl?ﬁo E\‘W%WﬁﬁﬁﬁﬂF .
ist ":[80,80801],"
ProxyType - ProxyType, StringR%¥,
":"http"},{" ;}i’ wiygsgg’ fo{ﬁ: http
ProxyPorts . https. websocket,
":[443]," websockets,
ProxyType - ProxyPorts, Integerd¥%y W
":"https"}] %, P,
rts\":[443],\"
ProxyType\":\"
https\"}]
ResourceGr String | test GIRSIID

oupId




RO EK4E

e I B ik
RequestId String CF33B4C3-196E ARIERIIID
-4015-AADD-
SCAD00057B80
Nl
R
http(s)://[Endpoint]/?Action=ConfiglLayer7Rule
&Domain=www.aliyun.com
&RealServers.1=1.1.1.1
&RsType=0
&<RILFRS >
IEH IR IR
XML 53X
<ConfiglLayer7RuleResponse>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</ConfiglLayer7RuleResponse>
JSON f 3%
"RequestId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
FHIRE

Vil s LA A H 2 R,
6.6.4 DeleteLayer7Rule
A DeleteLayer7RulefifR7)24; &R,
iz
&0l LI{EOpenAPI Explorer W EIZIZ TIZEH, RELHREBEANWI. BTG,
OpenAPI Explorern] PAFH a0 R SDKAES R,
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e e REWIE | REHE filiik
Action Strlng % DeleteLaye %?ﬁﬂi%“ﬁo HX{E: DeleteLaye
r7Rule
r7Rule,
Domain String iEl% WWW.aliyun. %ﬁé{'ﬁﬂ‘]ﬁ%
com
ResourceGr String | & test WD
oupId
R [E1¥kiE
R R ABIE ik
RequestId String CF33B4C3-196E AR RIGID.
-4015-AADD-
5CADO00057B80
ANl
Rl
http(s)://[Endpoint]/?Action=DeleteLayer7Rule
&Domain=www.aliyun.com
&R LTRSS
IEHIR R BY
XML 3%
<DeletelLayer7RuleResponse>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</DeletelLayer7RuleResponse>
JSON F#
"RequestId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
IR

ViR RO AR B 2R,
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6.6.5 ConfigLayer7Cert
P ConfigLayer7Certhfg@ AR B 72 UE .

BCEUEH, HBGPERIRIES HENRECHA ZEUEARSS, BEn] LAV %8 0 IEB IR S5 i
O RLRTUEF EAZZIRBGPERIARSS . MR E R LA —4LE-BRRATHN, BN ERIX4LE
BHRPIEY LRI Z0G eSS, PAERE ] DU S 5 A X UES

0 AfEOpenAPI Explorer W BT M, RELIRBANEIL, 817G,
OpenAPI Explorern] BAH 204 R SDKAHS -5,

BEREH
B R meik | pE fifiid
Action Strlng 7?3 ConﬁgLaye ?‘\‘gﬁﬂﬁéﬁo H:X{E: ConﬁgLaye
r7Cert
r7Cert,
Domain String % WWW.aliyun. %ﬁﬁfﬂ@bﬁ%
com
Cert Strlng IZ:l< XX i 43'} /L\\%H
il
= B
HIEANSE, WS RHE
ACertNamefiiKey, #HfEA
CertName, Cert, Key#l&, W
Tt A\ Certld,
CertId Integer |#% 1234 WEBID
3
= B:
HIEARSEL, MICTHEEA
CertName, Cert. Key,
CertName String |#& testCertName |40 020
3
= B
HEANSE, WBZEIN A
CertfilKey, #ifé ACertName
. Cert. Key#lsy, MEHREAN
Certld,
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e R RELIE [ REHE 130
Bil:
HEARSE, MLHIRHE
ACertNamefilCert, #Hf&A
CertName, Cert, Key#l&, Wl
Jei#tEé ACertld,
ResourceGr String | & XX GIRLLID
oupId
iR B 48
e R A BHE ik
RequestId String 0bcf28g5-d57¢ A RIERIGID.,
-11e7-9bs0-
d89d6717dxbc
N
AR
http(s)://[Endpoint]/?Action=ConfiglLayer7Cert
&Domain=www.aliyun.com
&CertId=1
&< ILFIRS >
IEHIR PR BY
XML 53X
<ConfiglLayer7CertResponse>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</ConfiglLayer7CertResponse>
JSON F#3X
"RequestId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
IR

Vil RO AR B 2R,
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6.6.6 ConfigLayer7BlackWhiteList
PR ConfigLayer7BlackWhiteList$ k44 B B 7 2Rt B A4 ¥,

&nlPAfEOpenAPI Explorer P Ei%iafTigdk H, RALIIRBEANHEI, 217G,
OpenAPI Explorern] PAH 0 R SDKAES -1,

BEREH
AR R ARk [ EHE fiiid
Action String |} Configlaye | zyspmsisom  Wfii: ConfigLaye
r7BlackWhi L
toLi r7BlackWhiteList,
eList
Domain String |2 www.aliyun. | g e
com
BlackList.N RepeatLi Jih 1.1.1.1 WA NEIFR, BB, K
W& ABlackList.1, BlackList.2,
BlackList.3, ...
ResourceGr String |#& test WIEALID
oupId
WhiteList.N RepeatLi 3 1.1.1.1 G143, EE S ME sk, ik
W& A\WhiteList.1, WhiteList.2,
WhiteList.3, ...
R [EI%hiE
4 R ENGIE
Requestld String CF33B4C3-196E | jeopisspmyiD
-4015-AADD-
S5CAD00057B80
N
HRRHI

http(s)://[Endpoint]/?Action=ConfiglLayer7BlackWhiteList

&Domain=www.aliyun.com
&<p RS E>

IEF IR R
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XML K%

<ConfiglLayer7BlackWhiteListResponse>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</ConfiglLayer7BlackWhitelListResponse>

JSON #&X

"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"

$HIRET
Vil LA 2 IR,

6.6.7 DescribleLayer7InstanceRelations
JAHiDescribleLayer7InstanceRelations#5 L2 i S HIFRIEIPIIAT VR &R
0] LI{EOpenAPI Explorer W EiZia 1%k H, RELHRBEANEI. BTG,
OpenAPI Explorern] PAH 20 R SDKAES -,

BERSH
AR R ARk | AEHE ik
Action Strlng 7?3 DescribleL %éﬁmﬁgﬁ H:X{E : Describlel
ayer7Insta
Y . ayer7InstanceRelations,
nceRelations
DomainList.N |RepeatList www.aliyun. | gty o
com o
ResourceGr String | & test GIRLIID
oupId
R [EIEhiE
e B BIHE ik
Layer7Inst LRIBIB RS,
anceRelati
ons
Domain String www.aliyun.com 4,
InstanceDe I RS2,
tails
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€ i N Tk

ElleSt ["203.107.0.0"] éﬁ%mEIPﬁu%@
FunctionVe | String default sheem A, H
rsion ’

- default: PrfEhR
- enhance: HjjhiR

Instanceld String ddoscoo-cn- SBIID
XXXXX
RequestId String CF33B4C3-196E | 4eopipirID
-4015-AADD-
5CAD00057B80
il
R

http(s)://[Endpoint]/?Action=DescribleLayer7InstanceRelations
&DomainList.l=www.aliyun.com

&R IR SE>
IEH IR BRG]
XML K%

<DescriblelLayer7InstanceRelationsResponse>
<Layer7InstanceRelations>
<element>
<Domain>1.aliyun.com</Domain>
<InstanceDetails>
<element>
<EipList>
<element>203.x.x.0</element>
<element>203.x.x.1</element>
</EipList>
<Instanceld>xxxxxx</Instanceld>
</element>
<element>
<EipList>
<element>203.x.x.0</element>
<element>203.x.x.1</element>
</EipList>
<FunctionVersion>default</FunctionVersion>
<Instanceld>xxxxxx</Instanceld>
</element>
</InstanceDetails>
</element>
</Layer7InstanceRelations>



</DescriblelLayer7InstanceRelationsResponse>
JSON F#3k

{

"Layer7InstanceRelations": [

{

"InstanceDetails": [

"FunctionVersion":"default",
"InstanceId":"xxxxxx",
"EjpList":[
"203.x.x.0",
"203.x.x.1"
]
¥,
{
"InstanceId":"xxxxxx",
"EdipList": [
"203.x.x.0",
"203.x.x.1"
]
}
1,

"Domain":"1.aliyun.com"

ViR RO AR B 2R,

6.6.8 DescribleCertList
i DescribleCertList# )i fg Uk F5125,

N LfEOpenAPI Explorer W EHAISITIZR N, RAKHEEANNIL, BTG,

OpenAPI Explorern] PAH 0 R SDKAES R,

ARSH

B | TR Bk | REIE ik
Action Strlng iEI% DescribleC ??ﬁﬂi"ﬁﬁ m{ﬁ. DescribleC
ertList .
ertList,
ResourceGr String | & test A
oupId
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RO EK4E

R L B fifiid
Id Integer 123 WEBID
Name String testCertName B AR
RequestId String CF33B4C3-196E ARIERIIID
-4015-AADD-
5CAD00057B80
ANl
(R &R/
http(s)://[Endpoint]/?Action=DescribleCertList
&<RIETRS >
IEH IR MR
XML 3R
<DescribleCertListResponse>
<RequestId>CF33B4C3-196E-4015-AADD-5CADOOO57B80</RequestId>
</DescribleCertListResponse>
JSON F&3X
"RequestId":"CF33B4C3-196E-4015-AADD-5CADOOO57B8O"
HiRIG
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6.6.9 EnableLayer7CC
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ResourceGr String | & test WD
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£ I B ik
RequestId String CF33B4C3-196E AERIGID
-4015-AADD-
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ANl
R
http(s)://[Endpoint]/?Action=EnableLayer7CC
&Domain=www.aliyun.com
ERIHRB
IEH IR IR
XML 3%
<EnablelLayer7CCResponse>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</EnablelLayer7CCResponse>
JSON F#
"RequestId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
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6.6.10 DisableLayer7CC
i DisableLayer7 CCHfRE A ZEM 7IZCCRiH.

&nlPAfEOpenAPI Explorer P Ei%iafTigdk H, RALIIRBEANHEI, 217G,
OpenAPI Explorern] PAH 0 R SDKAES -1,
BEREE
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ResourceGr String |#& test GIRAIID
oupId
IR B 48
ey Pl ABIE i
Requestld String CF33B4C3-196E | joopisspmyiD
-4015-AADD-
5CAD00057B80
il
ARG

http(s)://[Endpoint]/?Action=DisablelLayer7CC
&Domain=www.aliyun.com
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XML F&3X,

<DisablelLayer7CCResponse>
<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</DisablelLayer7CCResponse>

JSON F&X

{
"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
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6.6.11 EnableLayer7CCRule
i EnableLayer7CCRule 53844 Jei i 7 2CCRENI,
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http(s)://[Endpoint]/?Action=EnableLayer7CCRule
&Domain=www.aliyun.com
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XML K%

<EnablelLayer7CCRuleResponse>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
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</EnablelLayer7CCRuleResponse>

JSON F&%X

"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
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6.6.12 DisableLayer7CCRule
i DisableLayer7CCRule & 55 H 7)2CCRNI,
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&< E RS>
1IEH# IR R
XML F&3X

<DisablelLayer7CCRuleResponse>
<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</DisablelLayer7CCRuleResponse>

JSON F&xX

"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
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6.6.13 AddLayer7CCRule
P AddLayer7CCRule i@ a7 )2 CCRNI,
0 PAfEOpenAPI ExplorerW Eiiafrigik, RELIRBANEN, BTG,
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http(s)://[Endpoint]/?Action=AddLayer7CCRule
&Act=close




&Count=2
&Domain=www.aliyun.com
&Interval=5
&Mode=match
&Name=testCcRulel
&Tt1=60

&Uri=/a/b/c

&< ALHRS B

IEH IR BRI
XML K%

<AddLayer7CCRuleResponse>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</AddLayer7CCRuleResponse>

JSON F&X

"RequestId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
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6.6.14 ConfigLayer7CCRule
P ConfigLayer7CCRulegwii 72 CCRLMI,
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RO EK4E

R L A fiiid

RequestId String CF33B4C3-196E ARIERIIID
-4015-AADD-
5CAD00057B80
ANl

(R &R/
http(s)://[Endpoint]/?Action=ConfiglLayer7CCRule
&Act=close
&Count=2
&Domain=www.aliyun.com
&Interval=5
&Mode=match
&Name=testCcRulel
&Tt1=60
&Uri=/a/b/c
&<RILTRS >

IEHIE PR

XML X
<ConfiglLayer7CCRuleResponse>

<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>

</ConfiglLayer7CCRuleResponse>

JSON F&3X

"RequestId":"0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
}
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6.6.15 DescribeLayer7CCRules
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<Describelayer7CCRulesResponse>

<Layer7CCRules>
<element>




<Act>close</Act>
<Count>11</Count>
<Interval>5</Interval>
<Mode>match</Mode>
<Name>XXXX</Name>
<KTt1>1</Tt1>
<Uri>/a/b/c.htm</Uri>
</element>
<element>
<Act>close</Act>
<Count>11</Count>
<Interval>5</Interval>
<Mode>match</Mode>
<Name>XXXX</Name>
<TtL>1</Tt1L>
<Uri>/a/b/c.htm</Uri>
</element>
</Layer7CCRules>
<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
<Total>10</Total>
</DescribelLayer7CCRulesResponse>

JSON F&X

{
"RequestId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",

"Layer7CCRules": [
{
"Name" : "XXXX",
"Interval":5,

"Count":11,
"Act":"close",
"TEl":1,

"Uri":"/a/b/c.htm",
"Mode" :"match"

I

"Name" : "XXXX",
"Interval":5,
"Count":11,
"Act":"close",
"TEL":1,
"Uri":"/a/b/c.htm",
"Mode" :"match"
}
1,
"Total":10
}
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6.6.16 DeleteLayer7CCRule
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</DeletelLayer7CCRuleResponse>

JSON F&%X

"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
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6.6.17 ConfigLayer7CCTemplate
M ConfigLayer7CCTemplate s 44 % B 7)2 CCRH ik,

&nlPAfEOpenAPI Explorer P HiZiafTigtk 1, RALIHRBANHNI, 31785,
OpenAPI Explorern] BLHZN R SDKIHS -,

BERSH
FR R RHBE | RPIE ik
Action String | ConfigLaye RYHE SR, Wi Configlaye
r7CCTemplate
r7CCTemplate,
Domain String |2 www.aliyun. R,
com
- default: E#
- gf_under_attack: ¥R
- gf_sos_verify: %
- gf_sos_enhance: @™
ResourceGr String | & test VHIESID
oupId
IR O] 48
e I B 30
RequestId String CF33B4C3-196E | jeopiptrID
-4015-AADD-
5SCAD00057B80



https://error-center.aliyun.com/status/product/ddoscoo
https://api.aliyun.com/#product=ddoscoo&api=ConfigLayer7CCTemplate&type=RPC&version=2017-12-28
https://api.aliyun.com/#product=ddoscoo&api=ConfigLayer7CCTemplate&type=RPC&version=2017-12-28

Nl

Rl

http(s)://[Endpoint]/?Action=ConfigLayer7CCTemplate

&Domain=www.aliyun.com
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XML K%

<ConfiglLayer7CCTemplateResponse>

<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>

</ConfiglLayer7CCTemplateResponse>

JSON F&X

"RequestId":"0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
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6.6.18 DescribeDomainAccessMode
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XML K%

<DescribeDomainAccessModeResponse>
<DomainModelist>
<element>
<AccessMode>1</AccessMode>
<Domain>www.alibaba.com</Domain>
</element>
<element>
<AccessMode>2</AccessMode>
<Domain>www.aliyun.com</Domain>
</element>
</DomainModelList>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</DescribeDomainAccessModeResponse>

JSON F&X

{
"RequestId":"0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
"DomainModeList": [

"AccessMode": 1,
"Domain":"www.alibaba.com"




I
{

"AccessMode":2,
"Domain":"www.aliyun.com"
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6.6.19 ConfigDomainAccessMode
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IEF IR BIRHG)
XML K%

<ConfigDomainAccessModeResponse>
<RequestId>0bcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</ConfigDomainAccessModeResponse>

JSON F&X

"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
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6.6.20 DescribeBackSourceCidr
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IEH IR BRG]
XML K2

<DescribeBackSourceCidrResponse>
<CidrList>
<element>47.xx.xx.0/25</element>
<element>47.xx.xx.128/25</element>
</CidrList>
<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</DescribeBackSourceCidrResponse>

JSON F&xX

{
"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
"CidrList": [

"47 .xx.xx.0/25",
"47 . XX .XX.128/25"
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6.7.1 ListAsyncTask
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- 2t 7IEB AL R S AT S5
3 RIGKMERRANCE TS
4: DDoSPHifr g S th 55

TaskStatus Integer | {E55IR3s, HUE:

: {E550IETE
 ALS5AT
: AE55)
2 ARSI

(o]

w N =

StartTime Long |fES5HFARINTIRE, *Ahi: 2,

EndTime Long |{ESS&VRINHIEL, Sbi: 2,

TaskParams TaskPandfG5 TS5, N—AJSONObject KRB 1F e, HIKSE A
W TaskParam,

TaskResult TaskRegdF&SHUTEE R, JSONObjectZAIM 717, HIbgiifiiA
W TaskResult,

& 6-4: TaskParam

iR KRR |k

instanceld String | HBGPHEPigBIID,

domain String | P4,

& 6-5: TaskResult

e IR

instanceld String | HBGPEBiEHFID,

url String | SXHF FEOSSHbML,
Tl

TR

{

"TaskType": 1,
"TaskStatus": 0,
"PageNo":1,



"PageSize":10
}

R

"Total": 2,
"RequestId": "Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc",
"AsyncTasks": [
{
"TaskId": 1,
"TaskType": 1,
"TaskStatus": 2,
"StartTime": 156927362,
"EndTime": 156927362
"TaskParams": "{1}", // PUEfFSS: {"instanceld": "ddoscoo-1234-
qrq2134", LRE{L:%: {"domain": "www.aliyun.com"}

"TaskResult": "{}" // PET55: {"instanceld": "ddoscoo-1234-
gqrq2134", "url": "https://oss.xxx.xxx"}, LRE{5: {"domain": "www.aliyun
.com", "url": "https://oss.xxx.xxx"}, ZiH&EREKEATSS: {"instanceld": "
ddoscoo-1234-qrqg2134", "url": "https://oss.xxx.xxx"}, DDoSEjifRME(T55:
{"instanceld": "ddoscoo-1234-qrq2134", "url": "https://oss.xxx.xxx"}

}
]

}
6.7.2 CreateAsyncTask

P CreateAsyncTask il #2155
BERBHK

% gAY p oy fiiid

TaskType Integer | & E551%, HuA:

1: AZF5NE R S TS5
- 21 7IEP AL R S AT S5
31 FKIEFRAEACE S L5
4: DDoSKi#" g T 55




€ B | RADHR fiiid

TaskParams String | 528, —djsonFrre, HRETaskType Al
Xl

-+ TaskType W1l B ATRESHMFHBGPS
Bisilld, flan, {“instanceId”: “ddoscoo
—cn-XXXXX”}

- TaskType 2, fE AN RZLFHR
af, fln, {3

- TaskTypely3ht, B ANTHES BN BGPE
Bigiid, #lan, {“instanceId”: “ddoscoo
—cn-XXXXX”}

- TaskTypeal}, fEATESHMMFHHBGPH
Bis@illd, #li, {“instanceId”: “ddoscoo

—cn=-XXXXX”}
U EIESS 5
R R filiid
RequestId String | AXIEKID,
N
LR &N

"TaskType": 1,
"TaskParams": "{1}" // PWWE{£5%: {"instanceId": "ddoscoo-woieuroi234
"}, LRSS {§, SWEMEFREITSS: {"instanceId": "xxxxxxxxxx"}, DDoSEjj#riRlg

£5%: {"instanceIld": "xxxxxxxxxx"}

Bl

"RequestId": "Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"

6.7.3 DeleteAsyncTask
i DeleteAsyncTaskilBrfg & i) 555

&n[PAfEOpenAPI Explorer P HiZiafTigikH, RALIIRBEANHEI, 817G,
OpenAPI Explorern] PAEH a0 R SDKAES R,


https://api.aliyun.com/#product=ddoscoo&api=DeleteAsyncTask&type=RPC&version=2017-12-28
https://api.aliyun.com/#product=ddoscoo&api=DeleteAsyncTask&type=RPC&version=2017-12-28

R R REWIE | REHE filiik
Action String % DeleteAsyn %?ﬁﬂ%’éﬁo HX{E: DeleteAsyn
cTask
cTask,
ResourceGr String | & test BEAID
oupId
R [EI%h1E
AR R N fiiid
Requestld String CF33B4C3-196E A RIERIID.,
-4015-AADD-
5CAD00057B80
N
[CR &N
http(s)://[Endpoint]/?Action=DeleteAsyncTask
&TaskId=123
&<RILFRS >
IEH IR R
XML %X
<DeleteAsyncTaskResponse>
<RequestId>0Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc</RequestId>
</DeleteAsyncTaskResponse>
JSON #%3X
{
"RequestId":"Obcf28g5-d57c-11e7-9bs0-d89d6717dxbc"
HiRIG

ik O AR B2 R,

6.8 A&



https://error-center.aliyun.com/status/product/ddoscoo

6.8.1 DescribeOpEntities
P DescribeOpEntities?s fE H &,

&nlPAfEOpenAPI Explorer P Ei%iafTigdk H, RALIIRBEANHEI, 217G,
OpenAPI Explorern] PAH 0 R SDKAES -1,

EREBH
e I ehbidE | ~BlE ik
Action String |%& DescribeOp RYME SR, Wi DescribeOp
Entities Entiti
ntities,
EndTime Long ¥ 1536715558000 s I IR, M ZERD
PageNo Integer 3 1 ﬁ%, B[ M LT UG s,
Pagesize |Integer |k 10 ST, BHGTTLR S DAL,
HAIES0,
StartTime Long % 1534123558000 }Fﬁé‘ﬂﬂ“l‘ﬁ]ﬂ‘ll‘ﬁlﬁﬁ ﬁfﬁ %@
ResourceGr String |#& test GIRAIID
oupId
IR [EIEHE
B B Y| A ik
OpEntities PR E
EntityObject String 2.2.2.2 E’kﬁfﬁ%{ﬂ@ﬁ, Epﬁgﬁgﬂ(ﬂpmmo
Entitylype |Integer 1 BRER RO, I 1 (PARY) |
GmtCreate Long 1536715558000 Qe RN R ah: SR
OpAccount |String 123 A
OpAction |Integer 1 BV, WA 1 CIESerEsse) .



https://api.aliyun.com/#product=ddoscoo&api=DescribeOpEntities&type=RPC&version=2017-12-28
https://api.aliyun.com/#product=ddoscoo&api=DescribeOpEntities&type=RPC&version=2017-12-28

AR L NG fiiik
OpDesc String {"newEntity": WELEN. OpDesclyJSONFAFH, H
{"elasticBan ShHHER )
dwidth":30 AEitaRid T
},"oldEntity": - oldvalue, Struct(%, IH{&, Hik
{"elasticBan SERIRGARU R :
dwidth":200
Wi 3 - elasticBandwidth, Integer3
SRR,
- newValue, StructZ¥, ¥Hifd, A
RESHREIRN T
- elasticBandwidth, Integer3
SRR A,
Requestld String CF33B4C3-196E | jeopippirin
-4015-AADD-
S5CAD00057B80
Total Long 10 R St
N
R

http(s)://[Endpoint]/?Action=DescribeOpEntities
&EnNdTime=1536715558000

&PageNo=1

&PageSize=
&StartTime=1534123558000

10

&R SH>

1EH# IR MR
XML F&3X,

<DescribeOpEntitiesResponse>
<OpEntities>

<element>

<entityObject>1.1.1.1</entityObject>
<gmtCreate>1120384</gmtCreate>
<opAction>2</opAction>

<opDesc>

<newValue>
<elasticBandwidth>30</elasticBandwidth>
</newValue>
<oldValue>

<elasticBandwidth>10</elasticBandwidth>
</oldValue>

</opDesc>

<opResult>1</opResult>

</element>




</OpEntities>
<Total>10</Total>
</DescribeOpEntitiesResponse>

JSON F&X

{
"OpEntities": [

"gmtCreate":1120384,

"entityObject":"1.1.1.1",

"opResult":1,
"opDesc": {
"newValue'": {

"elasticBandwidth":30

I
"oldValue":{

"elasticBandwidth":10

}
1,
"opAction":2
}
1,
"Total":10
+

Vil RO AR B 2R,

6.9 $HixHY

AR ik X
InvalidOrderType Invalid Order Type. TCRURIAT B2,
InvalidBaseBandwidth Invalid Base Bandwidth. | JCR(IEREH 58,
InvalidElasticBandwidth  |Invalid Elastic Bandwidth. | JEsia 3,
InvalidPortLimit Invalid Port Limit. JCRU S 18R,
InvalidDomainLimit Invalid Domain Limit. TR B,
InvalidNormalBandwidth |Invalid Normal Bandwidth. | &3k 554 8.
InvalidInstanceld Invalid Instance Id. FRBHIFHIID,
InvalidAliUid Invalid Ali Uid. JeRalivid,
InstanceldFormatError Instance Id format error. | SBIIDAERE
InvalidPageNo Invalid Page No. TS
InvalidPageSize Invalid Page Size. TCRURI 53 GRS
InvalidLine Invalid Line. TR & E VI,



https://error-center.aliyun.com/status/product/ddoscoo

v ] 130 HX
InvalidStatus Invalid Status. TR,
InvalidExpireTime Invalid Expire Time. TCURIIE SO ],
InvalidProductType Invalid Product Type. TCRURI T R,
InvalidStartTime Invalid Start Time. yy UNPIR RN TS
InvalidEndTime Invalid End Time. TCRUIE I ],
InvalidInstanceldsSize Invalid instancelds size. LHIDA LR K,
InvalidInstanceRemark Invalid instance remark. | JERU S &4,
InternalError Internal Error! PIEREEIR
ddos_coop3000 unknown error ARFNFBE
ddos_coop3001 error request method TR R TT o
ddos_coop3002 http call failed httpiF R iR,
ddos_coop3003 no authority to do request | JLAUH R,
ddos_coop3004 receive unknown action | JCRIHERAES R,
ddos_coop3005 auth failed INHEZRI
ddos_coop3006 query db failed A BRI
ddos_coop3007 remote call selb central P DB TR IRSS R
failed
ddos_coop3008 remote call ddos web VA HIARSS R
failed
ddos_coop3101 encoding json failed IR
ddos_coop3102 decoding json failed [ATYSIS
ddos_coop3103 failed parse string toint | WFFFE BB I,
ddos_coop3201 no enough params in EANZ AR,

request

ddos_coop3202

params out of range

e NS H S VPTG

ddos_coop3203

start time must less then
end time

TR TR) S L 45 S ),

ddos_coop3301

no instance for process in
db

TEBIRPE P AR RS B

ddos_coop3302

reache port limit in spec

B2 AR _ERR,

ddos_coop3303

14 rule port is exist

MM EAEHE,




v ] 130 HX
ddos_coop3304 invalid rs ip address FERUTPHBAL LS B
ddos_coop12001 backend service exception |55 5#.
ddos_coop12003 system exception RIGLH,
ddos_coop12010 illegal sign TRE 4.
ddos_coop12020 illegal timestamp TCRAIN TR
ddos_coop12030 illegal format TCRBAEIR BT 3K
ddos_coop12040 illegal service MR35 A7 AE
ddos_coop12052 illegal aliyun idkp aliUidZ 8% &=,
ddos_coop12302 listener not exists e MW AT,
ddos_coop12610 1b or vs Binot exist fEELBSURWT AL,
ddos_coop13000 db failed G LS A
ddos_coop13001 failed AL E S EEIR,
ddos_coop13010 json err FEE
ddos_coop13020 param not enough [TWE e 24 LS SN
ddos_coop13104 eip is released ip CHIRETL
ddos_coop13105 eip not exist ipAMFLE,
ddos_coop15001 action not exist TREBREAETE,
ddos_coop16020 auth fail B O UE R I
ddos_coop20403 auth failed NIRRT
ddos_coop20404 not found MR35 AR KB
ddos_coop21001 invalid parameter TS
ddos_coop21002 invalid method y 7% YR
ddos_coop21003 invalid product TCR™ o
ddos_coop21004 invalid region FeRIX IR,
ddos_coop21005 no action found JCIEE,
ddos_coop21006 invalid action TCRBERAE
ddos_coop221007 action disabled EEANE e
ddos_coop29999 system error ARG,
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