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- KA i b
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BUGRRA R A i e
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318.vhd (h=zhR)
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318.vhd (FZhR)
- RAnHuIE: A His
- HPFNE: B F£k
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HCMifR
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- win2016_64_dtc_1607_en-us_40G_alibase_20190
318.vhd (F3¢hRR)

- KA P s
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Windows Server 2012 R2 % | . BHRID :

PR . .
- win2012r2_64_dtc_9600_zh-cn_40G_alibase_20190
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V47
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318.vhd ("¢hi)
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318.vhd (¥3¢hR)
- RAnHbIE: PR s
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Windows Server Version - BRID:

1809 EigrhLhi . .
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318.vhd (i)
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Debian 8.11 . BHZID: debian_8.11_64_20G_alibase_20190311.vhd
. PIRIRA: 3.16.0-7-amd64
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Ubuntu 16.04

- BB{2ID: ubuntu_16_04_64_20G_alibase_20190301.
vhd

- PR : 4.4.0-142-generic
- KA i b
- HHING: EHETRGENT

201942825H
BGRA A e HH
Debian 9.8 - B42ID: debian_9_08_64_20G_alibase_20190225.vhd
- PIEMA: 4.9.0-8-amd64
- RAndig: AEde2. fEJE3. AEAES
- HEHNG: EHiRIRGA T
2019428238
BUGRRA A BEHH

Ubuntu 18.04

- B2ID: ubuntu_18_04_64_20G_alibase_20190223.
vhd

- PIRERRAS : 4.15.0-45-generic
- KA i i
- HHING: EHETRGHT
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CentOS 7.6

- BHRID: centos_7_06_64_20G_alibase_20190218.vhd
- PIMRAS : 3.10.0-957.5.1.e17.x86_64

- RATHIIER: i b
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Debian 9.6 . BH%ID: debian_9_06_64_20G_alibase_20190103.vhd
- PIBRRAS: 4.9.0-8-amd64
- RAHuE: A Hbis
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Windows Server Version . BB2ID:
1809 BdwHuiii

- winsvr_64_dtcC_1809_zh-cn_40G_alibase_20181
222.vhd (h3ChR)
- winsvr_64_dtcC_1809_en-us_40G_alibase_20181
222.vhd (FEZfiR)
- KA A HisR
- WP

- HH20184E12H fiirh T KB4483235
- BRACHITSysprepdiit

Windows Server 2008 R2 & | . 3%1D: win2008r2_64_ent_spl_en-us_40G_ali
R base_20181222.vhd (¥53¢hR)
- KA : A R
- HHINE:
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I, Windows% Fiinids FHEREopieh T
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2018%12H20H

CALIITES

JRAS B

Windows Server 2008 R2 1+
kR

- BE%ID: win2008r2_64_ent_spl_zh-cn_40G_ali

base_20181220.vhd (Hzfk)

- RATMIE: A i
- BN

- HH20185:12H Hy & 224 T KB4471318, I RDP%#;
I, Windows% s FHER S olieh T

- .NET Framework F}£4.7.2

- NEITSysprepiii

Windows Server 2012 R2 #{
PR

- BZID:

- win2012r2_64_dtc_9600_zh-cn_40G_alibase_20181
220.vhd ("ZfiR)

- win2012r2_64_dtc_9600_en-us_40G_alibase_20181
220.vhd (i)

- RATHE ;A
- HPNE:
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Windows Server 2016 £z
iR

© HZID:

- win2016_64_dtc_1607_zh-cn_40G_alibase_20181
220.vhd ("hZhR)
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220.vhd (FEZhiR)

- KA P s
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I, Windows% P FHER B HoHiAh T
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CentOS 7.6 - B%ID: centos_7_05_64_20G_alibase_20181212.vhd
- PR 3.10.0-957.1.3.e17.x86_64
- RAHuE: A Hbis
- HEHNG: BRG]

Debian 9.6

- BZID: debian_9_06_64_20G_alibase_20181212.vhd
- WEMA: 4.9.0-8-amd64
- KA A s
- RN
- BRG]
- Hificloud-inithiiAs
- JFEchronyht il [l RS
- BEGRUB_TIMEOUT=1
o CURIBTE: g g i o

Ubuntu 18.04

- BHZLID: ubuntu_18_04_64_20G_alibase_20181212.
vhd

- PIERRAS : 4.15.0-42-generic

- RATHIE: A M

- BN

- BEHRHRGT

- H¥Hicloud-inithitAs

- JFKichrony IR iR 55
- BEGRUB_TIMEOUT=1
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CALIE S

A 15

CentOS 7.5

- BRID: centos_7_05_64_20G_alibase_20181210.vhd
- PIRMAS: 3.10.0-862.3.3.e17.x86_64

- RATHIER: A b

- HFNE:

- BEHERNRGT

- @ficloud-inithigA

- J¥Eichronyht i)l IR SS
- BROASSHERS

- EEGRUB_TIMEOUT=1




2.2 Aliyun Linux 2
Aliyun Linux 225 B & % —fRAliyun Linux{#{E 258, S NECSSRHI LN AR TR
HEE s, R, RVERERNSITIAEL, 0] DA% R E Aliyun Linux 22384 49261,
EREE
- BREGR e, B, A PAfEALiyun Linux 2 FISFTBIRE. BB, WebRi i
J¥, PAREF= R HAD T A 513,
© S, AR RIS 2. SR SEHIREVCPUN 1 vCPU~160 vCPU, M
K/INK0.5 GiB~3840 GiB,

-

= B
Aliyun Linux 24 SZF5E I Xen i 2R F4 S5 DA B A5 FH 22 S 28 9 5231

e
HHAMLinux&FiH L, Aliyun Linux 25845 ML REH:
- BITAMBE R ARG WECSER], RFMSNEPIF HISTTINTEREE LT
- B EHLinux M, PSR TR R E E R IR RS
- FEEPE, BTBER R,
- R, FHREEIR SR,
e
Wiz W
Aliyun Linux 28RMEBFF R BHRAR R A AP, HiRaPEREE 1 LR :

- BT P X RISZR4.19. 24 A il R, BINER T 282 0HRE. SOEPEREIHEE
HUKHRFE

- R ECSEBIESSE FIL KPS A 2 B R S E S

- RAHRERGEHBURIIPEZEENE (Kdump) fE)), EnlRIETRAELITIF e RIAZRE, JC
w R ER YL

- R T TR (Live Patch) fiEds.

/¢ RT)
Aliyun Linux 2B0MEB 5 m = 4447 7. Ho HIFRLEHAIT:

- MRS Mnetwork. servicelliftsystemd-networkd,


https://www.alibabacloud.com/help/product/29991.htm

- MPERFES CentO0S 7.6.1810/AI A, AN P B8N Bi{EAliyun Linux 2
.
- AL 2R (CVE) BEEHEERIE20194E3H I,
PEREMAL
Aliyun Linux 2Rt v IFHUSSIREFFRTE TiafTI R GEMERE, H5:
© EFXYECSSEBIFRBER MR IR ZNid
PN ECSPIRBIIL B R 5%, $RTHRMG LB 2 LR P RE,
- EPNMySQLEHRE A R 2R Ik, SESSDZghils, WERTHERE,
FXEYAliyun Linux 2
Bl R EECSH R 64t 1 Aliyun Linux 233E5i%, #&nli@id R3175 %A Aliyun Linux
2:
- QIEECSIHIN LR AL BGIFEREAllyun Linux 2, PEEIES W 1 S 0@
- COEMECSHIEE Hi A gilt, KA RERSEHAlyun Linux 2, THEES g
BRGMP N ILBHG
fERAliyun Linux 2
HHINRAS
Aliyun Linux 27EBe &S /etc/sysctl. d/50-aliyun. confHBEEi ¥ FHINIZELE S5 :

- kernel.hung_task_timeout_secs = 240: HEKMNEhung task@iFO%L, BRI
Thung_task$R,

- kernel.panic_on_oops = 1: felFNEEAOopsiiiAifilili Kernel Panicy ¥, WIRAL
B ¥ Kdumpn] BRI EE.

- kernel.watchdog_thresh = 50: #EKhrtimer. NMI, Soft LockupPA}Hard
Lockup® FHFRIBIME, % n]GE LB LR

- kernel.hardlockup_panic = 1: faifPAkEHard Lockupfiizint it Kernel
Panic#, WHALE v KdumpWn] AR EEN.

il sysctlim®, nEBHBYAliyun Linux 2ia8fTINIIRGES L
HEHINES
Aliyun Linux 28 ¥ FHIPNESE:

- crashkernel=0M-2G:0M,2G-8G:192M,8G-:256M: AP (Kdump) WIHERIIN
#4310,


https://www.alibabacloud.com/help/faq-detail/64950.htm

- cryptomgr.notests: XKilcryptofE IR AIINE BTN, MMPEahEE,

- cgroup.memory=nokmem: XHAIMemory CgroupfJNIEMNESGEITHIIRE, BRI ERN
BAEE WL,

+ rcupdate.rcu_cpu_stall_timeout=300: #£{RCU CPU Stall DetectorfJi&@h B{i
H300%D, RPN,

i&ficat /proc/cmdlinefi®, RI#FAliyun Linux 2iaf7MNIZIE 125
PIARZRRAR
Aliyun Linux 2BRAE#4.19. 24 A =M% ChiiRA S Nkernel-4.19.24-9.a17) .

BRI DARE T, IV EIA CentOS 7.6.1810MA 3. 1015, 1847 BA R nf R
3. 10MNERA

BeHA:
SRR Rl HE S BOCTEIFILE RS, T R

sudo yum install -y kernel-3.10.0

sudo grub2-set-default "$(grep “menuentry /boot/grub2/grub.cfg | grep
3.10.0 | awk -F\' '{ print $2 }")"

sudo grub2-mkconfig -o /boot/grub2/grub.cfg

#E R

sudo reboot

PZEENE (Kdump) Yhi

Aliyun Linux 282 Y Kdumpfli55. JFR1%MRS5 5l ik PG, 75 8RO R LG A T
L

&nl BLRERT B3I T h sk A Kdumplii 55 -
- IBT LR a2 nHEKdumplli 55

sudo systemctl enable kdump.service
sudo systemctl restart kdump.service

BeW:
s s RIPAE N T B35 T°2GiB,  JeiifE A Kdumphiiss.
- 3BT AR i Kdumplii 55 fil B A L2 DS SR E R S8, FFIIROGAIKdumplii
5o

sudo sh -c 'echo 0 > /sys/kernel/kexec_crash_size'
sudo systemctl disable kdump.service



sudo systemctl stop kdump.service

BiH:
Kdump/ii 55 9 B N 12 bk S MR R E R GG, DR IGRERSA vl IR
JaKdumphi5s.

W B 4%

Aliyun Linux 2BkiM#f systemd-networkdBL B ML, BCEMZN, ERLARHN:
- DHCPERFRASTPHIRCE X AFNL T /etc/systemd/network/H3%,

- BEMIHS Hsudo systemctl restart systemd-networkd,

IR Debuginfotd MY {2

- BT A R @ kHtDebuginfofl,

sudo yum install -y yum-utils
sudo debuginfo-install -y <packageName>

- IB1TRL a2 AR RS

sudo yum install -y yum-utils
sudo yumdownloader --source <sourcePackageName>

I E SRR
ISR PR AR B 2 E 75 AL, (HORE ™ R IA, ACRIERRIR I, Aliyun
Linux 2824 1 RHIP RIS BRI RS PR -
- HiE AT
- Python 3.6
- Golang 1.11fliGolang 1.12
- SCLIFF 77 SRR R e 1
- GCC 7.3.1

- GDB 8.0.1

Binutils 2.28

- Make 4.2.1

LRI IR0 2R



- EE AR R
1. 817 A R 4TI YUM B4 5 H
sudo yum install -y alinux-release-experimentals
2. 11T AP an 2 L,
sudo yum install -y <&{-40R>
* SCLIfF)5 sEZHRH AR 1
1. BT RA P2 Ldéscl-utils,
sudo yum install -y scl-utils
2. 1B1T A a2 FIFYUM G434+
sudo yum install -y alinux-release-experimentals
3. WNYUMIRZEERERXFE, a2 %% T GCC, GDB. BinutilsfiiMakeT H,

sudo yum install -y devtoolset-7-gcc devtoolset-7-gdb devtoolset-7
-binutils devtoolset-7-make

LERNIG, BHEEH ERARGCCRAUH R TH, R~ T:

# HEBEMWGHSCL, TWEIGEHEA
scl -1 devtooiset—?

# BITHRISCLER T

scl enable devtoolset-7 'gcc --version'

B
BT 2 F 75 M Aliyun Linux 2828500 FHEORS R :

- IRAZFEWIBR N 34E, F20224E3 H 31 HE d A ai Rl 10,
- FEYUMPERBEZ 2 EH (Security Updates) , iafTyum updatefiiZ nl EHHEHRRA,

2.3 Aliyun Linux 17.01 451435 E5

Aliyun Linux# g2 2 3L BHRI—F, RRH I ECS Sl E LRI RS, AL
AréiAliyun Linux$% 17.01 (Golden Toad) RRAHIFH:.



- SRR AN 4 4.4 751 Kernel

- 3¢FF swap PR PRIE R 8) 1/0;

- XFAhAR THUR kpatch, FHENBEET BERS%;

- XK@ KMNTF kdump (2% 3TB) ;

- %#¥ Automatic NUMA ;

- FPZ&s vsyscall JEBUN RIEPERESR T 5

- & XHF Docker HiARE;

- X¥§ pv panic, FifEPRBIZ B PP E PR E

- EHBTHICH TCP listener, &7t 2 ~ 3 AN 8RN SYN BGlifg ).
- RN

- HETFIBUCRRAAR VRS, BRSO UL T ),

- OS BHPTH ZEHE3MR55, $FtRahER, fEaI@s]a] e mAHIE 30 FHN,
- XFRGE

Wi X R RY: XFS, Btrfs, AUFS fil OverlayFS.
- AW T HEE

GCC 4.8.x glibc 2.17 GDB 7.6.1,
- RER

- OpenSSH 3Z#f chroot shell £5%, FREHIH 8L — A Z R SUE RGP,
- OpenSSH nJ#5& 2Rk A DU G S st il
- A Cent0S 7.2

2.4 ERin) A

A T AFRIEAT G IR A GG CRRE, SRS R0 PR RO5 T4,
Debian 9.6: MK ACE R

- A : JEIEPingi@ i Debian 92 L EH% 0114 L2 J A 925,

- MR KDebianRGBIASEA 1 systemd-networkd 55, s IRR 9B ICTLE
JDHCP (Dynamic Host Configuration Protocol) s Hzh5BLIP,

- WEI4ID: debian_9_06_64_20G_alibase_20181212.vhd,
- BEAR: BEEET FYImAMRIIZN 8,

systemctl enable systemd-networkd



systemctl start systemd-networkd
CentOS 6.8: #EANFS Clienthy LI 5 Bai5mavia) =

- FIEEIE : B TNFSE P (NFS Client) [CentOS 6.8SHIHHBLE KFMFINE, HAgdid
R SEBIfR g,

- WK 1£2.6.32-696 ~ 2.6.32-696. 10 PIIEARAS_LAERINFSARSSIN, Qi (s iR €
fil (glitch, HLFHkM) , PIBnfsclient= EIMIHFTCPE ;. #iNFSARSSE (Server) Wipy
18, nfsclientZERERRES RIIEFIN_-WAIT2IRE, IEHEN T, FIN_-WAIT2IRER%E
FBIME— e BINIFRL, nfsclientn] DURRHIE, {Hi2, HTIHENBRARTCPSE
PABEE, FIN WAIT2IRERERKIZAZ@N, Kittnfsclientf TCPEROKIZICIE XA, o
BREHIER, SRR FE (hangdt) , KimkikiksE, Nk f R ECSI B T
B,

- WRBRID:
centos_6_08_32_40G_alibase_20170710.vhdfilcentos_6_08_64_20G_alibase_20170824.vhd,

- BEITR: B DARMIEE2.6.32-696.11 K PA LRA,

yum update

BeHH:
PRSI, ETOR A TS EE AT ay e 1 e & DY B

CentOS7: ERRLKGENBAT FEWIENR

- PR B REPECSEHIE, #iksrCentOS 796414 (hostname) F#EKE 7B
BRUNG FRIIER, W HERR,

sEfhostnamerfil BRER R ISR B R NG AL
iZm5elqe*****sxx1ps5zX |izm5elqe™***sxx1psSzx |2
ZZHost zzhost pos
NetworkNode networknode yis




- PRI LT CentOSALHHE, AKLT UM AILBHLBIE A X Bk,

centos_7_2_64_40G_base_20170222.vhd

- centos_7_3_64_40G_base_20170322.vhd

- centos_7_03_64_40G_alibase_20170503.vhd
- centos_7_03_64_40G_alibase_20170523.vhd
- centos_7_03_64_40G_alibase_20170625.vhd
- centos_7_03_64_40G_alibase_20170710.vhd
- centos_7_02_64_20G_alibase_20170818.vhd
- centos_7_03_64_20G_alibase_20170818.vhd
- centos_7_04_64_20G_alibase_201701015.vhd

- ¥ MHostnameZ¥H : MBERM A hostname KNG HUEMSR, BSLHG S5,
SENTHREE S mifiEE 7 ZiIBE DL IR hostname,
hostname¥#l EmRZm | INSZEN | R ARSI
4]
el o APIOIE SNy, hostname |J2 PoRERE |2
GRSl NS HE 5 5, 5l
el S eis i APIRIE SHIINY, hostname | &% AiEH FN
h R Ng i
hostname 5 K5 #hE, BEFRIBIEHIT | & AiER b

&% Y hostname

- BEITFR: WEREREHEHEREERE FRHThostnamelt, w2 BRRAE

1 1@*33 *ﬁ*mjo
2. BEMAEMhostname,

[root@izbpl93*x*x*3i161luynzzx ~]# hostname
izbpl93**x*x371161luynzzx

3. i1 L P2 lEl{thostname,

hostnamectl set-hostname --static iZbpl93x*x**3i161luynzzX

4. BT P A ER BH G hostname,

[root@izbpl93*x**xx3§161luynzzx ~]# hostname
iZbpl93**x*x371161luynzzX

- R REERER EE X, EERicloud-init R {FEREFRAG, FRAIE A E
Bif%, WERAEAIAEIZ NS E € LBG QIEH LHa R E RPN E, B2, 12 Wy

sgcloud-inithil s Fry il ] gt 1452 S %o




Linux: pipig{EESAVEBET a)RR

- MEEIA : pipifRISAEINERBORR

- W% CentOS. Debian. Ubuntu. SUSE. OpenSUSE. Aliyun Linux

- RS BT ARG T PUR=Apiplitehk, Hrp, BRI\
Jimirrors.aliyun.com, VifliZHERSLHITRREVIFI AW, HERISEHIRIBCAMIPH, 2
Bhpipid K mrihE,
- (BN 2M: mirrors.aliyun.com
- HHMLZVPCHM: mirrors.cloud.aliyuncs.com
- ZMMZEMNM: mirrors.aliyuncs.com

- BETIR: BRI P ME— T RO L,
- Jitk—

IRV T B AT, BUMSEHIZRE — A3 A MIP (EIP) |, EEIHS Wypsgz bk m

‘F‘O
TS B I P S 3 TR S S 2 PITP, DRI 2 Wit e it 7o o
- A=

—H W pipMpIER 5L, RER[{EECSSEBIIaTTIIA Fix_pypi.sh, RJafiH
piptfi. RASERMT:

1. JERERB, TEIES W s preg st paLinuxsiziglo
2. 1817 BT i S AREUAIA SLPF

wget http://image-offline.oss-cn-hangzhou.aliyuncs.com/fix/
fix_pypi.sh

3. IBITHIA,
B TEMEVPCEH]: iaf7m<bash fix_pypi.sh "mirrors.cloud.aliyuncs.

com",
W Skl 8fiim4bash fix_pypi.sh "mirrors.aliyuncs.com",

4. HEikpipHfE,
fix_pypi.shIARNEUR:

#!/bin/bash
function config_pip() {

pypi_source=$1

if [[ ! -f ~/.pydistutils.cfg ]]; then
cat > ~/.pydistutils.cfg << EOF
[easy_install]
index-url=http://$pypi_source/pypi/simple/



EOF
else
sed -i “s#index-url.#index-url=http://Spypi_source/pypi/
simple/#%“ ~/.pydistutils.cfg
fi
if [[ ! -f ~/.pip/pip.conf ]]; then
mkdir -p ~/.pip
cat > ~/.pip/pip.conf << EOF
[global]
index-url=http://$pypi_source/pypi/simple/
[install]
trusted-host=$pypi_source
EOF
else
sed -i “s#index-url.#index-url=http://Spypi_source/pypi/
simple/#%“ ~/.pip/pip.conf
sed -i “s#trusted-host.x#trusted-host=$pypi_source#” ~/.
pip/pip.conf
fi
¥
config_pip $1

Aliyun Linux 2: FEMW#ZEBCONFIG_PARAVIRT_SPINLOCK®] &S {4 gk a] &

- SR . R PIEICONFIG_PARAVIRT_SPINLOCK)G, MECSSMIvCPURKZ, HM
M KRB BT EREN, NHPERERZEIBEN (Hlan, Nginx W HREEREPREN) &
PIERIE FRE) , BEnTRE AR g B PERE T RER [F) i,
- WEHS: Aliyun Linux 2
- BEFE: PEIENICONFIG_PARAVIRT_SPINLOCKfEAliyun Linux 2 EERINE T RIAIRE,
QSRAEA T A A BRPIRZ )RS, 5 2))F I CONFIG_PARAVIRT _SPINLOCK,
Aliyun Linux 2: R#Z$FH4EBERAATITHPH X B Ralwaysal g2 S M A AR IR EH ERETFE
- R . R RE RS, B AKHTHP (Transparent Hugepage) JFXEN
always, WRERSIKRGEATIENTERE FREFM)E,
- WEEHE: Aliyun Linux 2
- BEJIF: 1fEAliyun Linux2vh, PERHMEIIAS (Transparent Hugepage, THP)JF
KEHNBE Imadvise, BAMEILREHRGRT, HlAH217 —SPERERAENIAEIFR, JICH
Hmadviself, FXIFRENalway s PERERIIEE, HILRPERERS HENTALA B IIALE R
ARBFHEHSEE, K, BRAFENTHPHBONREARBYRE, 77 RN RS8R H 555
i, EEPUEL R mad vy selRAE,
Aliyun Linux 2: NFS v4.0hRZ&=HZEHE (Delegation) IhEERIBEFFTEIRIR
- AR : NFSZHE (Delegation) YIRETEVA.OfRAHWIREMAIENIE, WENIES WNFS 4t

V4. Op Ao
- WK% Aliyun Linux 2


https://docs.oracle.com/cd/E19253-01/816-4555/rfsrefer-140/index.html
https://docs.oracle.com/cd/E19253-01/816-4555/rfsrefer-140/index.html

- BETE: HHANFS v4.0iRAR, @EAZIFFHDelegationJifE, 175 MRS S G 1%
R, WEMWALX it
Aliyun Linux 2: NFS v4.1/4. 2R AR FERIERI B SR AIEF /AR H

- SRR . [ENFSIv4A. 1Rv4. 284, aiREERP P ERR21/0 (AIO) 7 FERIE
R, HAEFTET/OBEZ AT R SHRRTE, A —@ LRMEES, SEOTRIERILER
e

- WABI%: Aliyun Linux 2

- BEGFE: EECENE4.19.30-10.al 7K DA ERRAHYBE, T8 IR R,
T REI PR TR E e R A THENIE M, MFRBE, EELN Tsudo yum update
kernel -y@i%, FHEERGHEERGHN],

R
- FHRNBIRATRES SBRGTCEIHIE R, EE R,
- TR, THROREC AR RIS A B s B, VRIS W) e i 2 sz 5]
I B X Bif%e
Aliyun Linux 2: Meltdown/SpectrelRiAf8E X MA S ERE

- WA : Aliyun Linux 2P, BRIMTIF 7 EEXEBESIEE S % 22
iMeltdownfliSpectre(EEIIGE, T IIBEIMRERMIMARIERE, HIULAER WAITERERHE
EFAD, TRES MR BIAFRENTERE FRBIR,

- W ABH%: Aliyun Linux 2

- BEJi%: MeltdownflISpectrel@ JeRp/Ris i R BRI M R lisiil, Bl il ix M
TRViRZOMNEE, WmsTBR R PIEURER, Rk, SN EERGP R RS E
IR EIRE, HAREN REMEREA W ER, niafr Pl P an & KA i%IB E JhE :

#iBMMnopti nospectre_v23NEESEH
sudo sed -i 's/\(GRUB_CMDLINE_LINUX=".%*\)"/\1 nopti nospectre_v2

"/' Jetc/default/grub
sudo grub2-mkconfig -o /boot/grub2/grub.cfg

#EJHRYE

sudo reboot


https://docs.oracle.com/cd/E19253-01/816-4555/rfsadmin-965/index.html

3 HEXER

3.1 glEEEENXRE
3.1.1 fEAIRELIZ B E XRE&

B X HGUR ECS LA R SR — I IR DRI, oa] DU PRIR B B BiMg, S DURIRIER
gi. BsibifE Boe BN ESER G, RRMEH A 5532 & BRI ERGEMBIEA
R BB, AEH 7R E SIS,

HE L HEGRECSEHI R GEEH — IR TRIR, [R5 55 S ECS B ic & B n] U
[, WrlBIAF, REEWT,

Lsthn] DAE RSB RREHER, 55 W 9zl onet g s iig.
Doy R BR A B SCBHSERER 2 2, WS W s 25 @ Vs e A i

AEEm
PRI AIE A R 2 0l AR AR S
- SRS GRRSGEMBUIRS DR B1E A SUBHE, (U B S P IRDCIE A A e X
B,
- g PR ANAE g s ] TR0 E R TS
- QRN I E S ARERS S . RRs b B SCBH%, W RIS S Hbaitbs, 8
2N, WS W nsg.
© HE LBEEAX P S i, RS iR SRECS I BN B i SLBiM%, WHTIF
IR TRIMECSHR; R 2K,
- B B SCRGOTBIECS B ATHRCPU, WfE, o8, WS,
- B LBRGITENECSSEBI ] LB MEME RS, BEENW, WS Wamagntbnits
a#. BHARGG, HORKBE LG Aks .
- QIR ECS SR BB RGBT B & SCBHRASZREM, 55 Q8
ECSHItAZZEN, 10 E RN &R ECSIBIRBIMHIEER,
RESR

1. RS BSPsho
2. VB BIFTER M,


https://www.alibabacloud.com/help/zh/faq-detail/54903.htm?spm=a2c63.q38357.a3.3.3a4b61feRLos9d
https://ecs.console.aliyun.com/#/home

3. MRS, BAdipl,

4. REIHbRI), HiRBIID, SRAEERIES, Sk,

5. MG, MAdiARSBIRIE, REIEEETE Ry HAnRIR, E8R(Es, it ae
X Bifg,

6. 1ESHH I BIE B SCBHE X IGHE, SR R ikdE::

- WIMRIRID,

- B HE BB A TR,
(AE) WUREH BAEQIRIBHS P RIN A S BIRRNER, EERMEIRETRIE, JFa
dINERSFARMBE S

-

=1 g

- UERAERERUEEDE, BMRIRID A%, WZBdsi SN2, BINEFRNS GiB,
- WRGERE Y BUREL D, WIS A ROV R A R



ZIR%55 ECS Bil% | 3 He XEi%

- TR R DR P R BUR BRI R < 5 A B X BER,  ERRR L R,
(A3Z) o DATSIIARE BB B L Bif%. BRIV, W2 Wirssibko

BIEEENEE D HESEYEES

EHHREID .
* EEVEEER - test_custom-image
EEARZ-12B1=/ , FeblERmRE=TL Qs " ",
* BEEMREREL : EERELESEVES
KER2-2560F/F , Aaekihttp://Ekhttps: /7T,
A - i .
R .
REEE: £REEID SEE HEEE Sk
(ERE) Jdevixvda 40 | GB
18hn
LERBIDAFIEE=26E  EETEZAS6E , BA5051000GE ;
2IEERRIDIESSEI HRENSS
JEEERENESE
s EEECARSETEAFE - EEECESETEAFE -

fethal DUBIS PRI > RIS, RS PHEDETON RGE AT A BiHR. W REFR,
e HRER D BELRGARELNR BR R

07
— R GEEE | SoEEEme | RESS
T y . HEFRET07EIRRAERAE, TRIAFRTHS, Wt ERE AR ENE CE R EaE. EEmss, DAssEn
e ECSTEREENES, BUASEESTE, ErEEREEsTETm;

o . MESHUAEEEERS, BT ERENS RS, LSS e R,
HESHE v . SUEESEETOMERSRARSABT FARE, ComntEARRISRatTIS, e e R TE.
FHESHE 2 HEEEER v o= Bir= Z =
==

2
et s O sezossEsR = EED mE  wEEE 0 HE #E = =12
Ef =ttt v I 201955 . .
- O Lo = AN *‘f‘f 1005 B LR

—— Rz R B aEEEvEE

SEE v ’

SCRSRAS : 20190612

N
~



T
RN A LBHE G -
- T DMEHZEHG G, BAMREP R, WS Wi b5 s al 9z
- RN DAMERNZEG O IhER R ARG o REREPR, WS RymzguntiEn
LB
3.1.2 ERAEFIEIEREXIRR

Rn] DU T — A BoE XBER, CCPIFP IR R, WRSRSERNBIEERPIBEE, %
HOEE IS e L Bitg .

QI B G R, IZSEBIREDRE SRR B S QU — PRI, XL R SRR — A
X Bi%, WTHEFR,

B tn] DU T OO FE RS, WS Bt i 5 L%
RIEA
- RGP BUREBIRINER 2 5 AU A G, B BE R R,
- QUGS RED, AESERHIRIRE, AEEL, RahEE ERH, e,
- PERAREBAR LN B SR QIR SBIN, BRSBTS OB R eNd BRI G
Bk, WIBRDRIEHEB NG L8 X B A SO S D G S Bl e Bt
- XS IFBEREIN B E LHiHE.
- BHRGHIN, AREREAI B B2 LB,
BRMEP R
1. %3t ECS s pppsil & o
2. AESCHIFI R BT TR, 4 H RSB e R bk
3. A SR 2l
4. {REVTHEMIH], Spdim B AN E2 > BEMBHE > fld A e LHig.
5. FIABHS ARG R,

6. i G,

PRSI PRI R QR GG, BHGA RERE, IHIHLFRF,
[E442(F

IR B X85 )n, nTRERH #unique_40,


https://ecs.console.aliyun.com/

3.1.3 A PackerflZ B E X 7%
Packer )2 sk RUNBIHEE L TR, REWIETTTERMM L RRIER
% (WIWindows. Linuxfimac0S) L. SRIALYIFHINPacker, FHARIEEFE LB,

BEHA:

ASCRIRUEH Tia1TLinuxi@E R SIS 35

1. & Packer

SETTBIMEN Packer ¢ Faiviii, VERE RS BEBRERGOMIIINIA, S HIBL T 5ok Vi)

g2k

Packer 5 752z35 530 %¥éPacker,

1.

BERIFEFRFLinuxk55a%. WREMIRSSENECS Linuxskhl, w2 5SS i i 44 %60
ISTEHERE: Linux sz45)o
. PUT@% cd Jusr/local/bin#A /usr/local/bin H3k,

BEH:

/usr/local/bin HFCNMRERH, #alPAfPacker 8% H 3% T o H A C A

BAERKNHZT,
. PITH% wget https://releases.hashicorp.com/packer/1.1.1/packer_1.
1.1_linux_amd64.zip JKEPackerZ i, ] LAVl Packer Ry SRIILAEAR
APackerZeifl,
PUTHL unzip packer_1.1.1_linux_amd64.zip f@H21.
. PUTWZ packer -v $iEPackerZ$ERaE, #HLinuxfkssaFiR M Packerii A S, FrELiE

WiZe¥Packer, #Linuxfii%5 38R command not found FrRPacker RIEMI 4%,

2. & X Packeri&iR

fEHPacker 8 A& XHHEI, FHEAIE—PJSONMINIBRSIF. TE%BHRrEh, BHEhS
2 B A LB Alicloud Image Builder#zg: i a# M Provisioners#pp g ae#. Packer B Z

BCES, WHTACE A& XBEEMNEERTTR, PN AIN Shell BEE MBI, & X Packert
*’io

fELinuxfli 55 25 h il 44 Malicloud¥json IR EL A%

{
"variables": {
"access_key": "{{env ALICLOUD_ACCESS_KEY }}",
"secret_key": "{{env "ALICLOUD_SECRET_KEY }}"
1,
"pbuilders": [{
"type":"alicloud-ecs",


https://www.packer.io/downloads.html
https://www.packer.io/docs/install/index.html
https://www.packer.io/docs/install/index.html
https://www.packer.io/downloads.html
https://www.packer.io/docs/builders/alicloud-ecs.html
https://www.packer.io/docs/provisioners/index.html
https://www.packer.io/docs/provisioners/shell.html

"access_key":"{{user ‘access_key }1}",
"secret_key":"{{user ‘secret_key }1}",
"region":"cn-beijing",
"image_name" :"packer_basic",
"source_image":"centos_7_02_64_20G_alibase_20170818.vhd",
"ssh_username":"root",
"instance_type":"ecs.nl.tiny",
"internet_charge_type":"PayByTraffic",
"jo_optimized":"true"
3,
"provisioners": [{
lltypell . Ilshellll s
"inline": [
"sleep 30",
"yum install redis.x86_64 -y"
]
]
}

RREEE AT SR,

S8 ik
access_key & AccessKeyID, WEI¥E, S gjgeAccessKey,

BiM:
HFAccessKeyRBRIE K, bk, U qjge RAM mp, FEE
HRAMFIKS pijztAccessKey,

secret_key M AccessKeySecret, HEZIENE, 2B ggrAccessKey,
region Q5 A SCBEAG I AE T I I 5 DR st

image_name B AR AR,

source_image | BERHERARHIAR, B]DAMBTHL R ILEHRSIRART,

instance_type | 8l A& CHARIN AL RIS LB 8%,

internet_c OIS B BRI SR 23 P S 2 08,
harge_type

provisioners | @ B & BRI EIIN Packer pip e 2%,

3. {EAPackerflEBEXRE
e Packer Bl SO AR H € B4 :

1. AL AccessKeyID: J&1T export ALICLOUD_ACCESS_KEY=ff] AccessKeyID,
2. SN AccessKeySecret: j8fT export ALICLOUD_SECRET_KEY=#&f) AccessKeyS
ecret,

3. T4 packer build alicloud.json fil#HE B4,


https://www.packer.io/docs/provisioners/index.html

AHBITEERAT, PAUT RPN AIE S Redish B2 X Bif4:

alicloud-ecs output will be in this color.

==> alicloud-ecs: Prevalidating alicloud image name...

alicloud-ecs: Found image ID: centos_7_02_64_20G_alibase_20170818.vhd
==> alicloud-ecs: Start creating temporary keypair: packer_59e44f40-
c8d6-0ee3-7fd8-blbaB®8ea94b8

==> alicloud-ecs: Start creating alicloud vpc

==> alicloud-ecs: Provisioning with shell script: /var/folders/3q/
w38xx_js6cleksmwkrgqsnw7w0000gn/T/packer-shell257466182
alicloud-ecs: Loaded plugins: fastestmirror

alicloud-ecs: Total 1.3
MB/s | 650 kB 00:00
alicloud-ecs: Running transaction check

==> alicloud-ecs: Deleting temporary keypair...

Build 'alicloud-ecs' finished.

==> Builds finished. The artifacts of successful builds are:
--> alicloud-ecs: Alicloud images were created:

cn-beijing: m-2zel2578beload4ovs6r9

FT—%
#unique_40,
SEHE

- Villp] A GitHub Packer &% packer-provider 3KEUHE 215 K.
© BBy Packergy p5ghy ¥ R % Packer fEHITVEN.

3.1.4 {E Packer gIEH S N\ ARG
Packerf2 R RFMBGE X TR, GBI ER N ERRER
gt (WwWindows, LinuxfllmacOS) L., SRIAX LI EHPacker, #ia0ld HE X%,

HITAIEAM S GIF e 262 M ERBEERNER, ARG 7 Ubuntu 16.04 i
F5 el CentOS 6.9 AHBHEIF EAZZIMH A= 16, WERETEIEHAMRIERSGERRINBE
%, WHHRHRE B L PackerBiti,

Gk ts

- RCL g AccessKey, M THith FINCE ¥ centos.json H,

BEH:
BT AccessKey BBRIEK, Mk B, BUE gz RAM g, FREEH RAM S 70K
5 izt AccessKey,

- BSEER JRmOSSIss, T LIEBIR X PRIATA,


https://github.com/alibaba/packer-provider
https://www.packer.io/docs/index.html

fERRG

1. 817 egrep "(svm|vmx)" /proc/cpuinfo MPRIERITHIRSS SraE B IIPLE & X HF KVM,
iR FEHE R, FaRsiH KVM,

pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx

pdpelgb rdtscp lm constant_tsc art arch_perfmon pebs bts rep_good
nopl xtopology nonstop_tsc aperfmperf tsc_known_freq pni pclmulqdq
dtes64 monitor ds_cpl vmx est tm2 ssse3 sdbg fma cx16 xtpr pdcm
pcid sse4_1 sse4_2 x2apic movbe popcnt tsc_deadline_timer aes xsave

avx fl6c rdrand lahf_1lm abm 3dnowprefetch epb intel_pt tpr_shadow
vnmi flexpriority ept vpid fsgsbase tsc_adjust bmil avx2 smep bmi2
erms +invpcid mpx rdseed adx smap clflushopt xsaveopt xsavec xgetbvl
xsaves dtherm ida arat pln pts hwp hwp_notify hwp_act_window hwp_epp
flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge
mca cmov

2. FREHPRIRSS SR UL R KVM, 1817 A a2 %%% KVM,

sudo apt-get install gemu-kvm gemu virt-manager virt-viewer Tlibvirt

-bin bridge-utils #%g% KVM KAH<EH
sudo virt-manager #JFJg virt-manager,

SR BEx GUI BIEERIL, ForEELmh L KVM,

3. &%t Packer,

RERTRAZ B (i g Packerquadt p 2 L% W53 N &% Packer,
4. BRPATA R a25E X Packer Bifk:

BEW:
PURRBIRIER A S AL T CentOS 6.9 #fERSE, WIRETR LA HAMSRIPRIE RSB
1%, TERTDANUETE 4 v Packer gy BLESUF centos.json,

cd /user/local #{JHefifeH 3,
wget https://raw.githubusercontent.com/alibaba/packer-provider/

master/examples/alicloud/local/centos.json # FEMBAENTEITH
centos.json frE S,

wget https://raw.githubusercontent.com/alibaba/packer-provider/
master/examples/alicloud/local/http/centos-6.9/ks.cfg # FEMBEARET
RATH) ks.cfg BLEAF,

mkdir -p http/centos-6.9 #@|@HZ%,

mv ks.cfg http/centos-6.9/ #Bahff ks.cfg #HF; http/centos-6.9

i,
5. ARXHIT LA P a2 BIEA 315
export ALICLOUD_ACCESS_KEY=#8[X) AccessKeyID #S A\#H) AccessKeyID,

export ALICLOUD_SECRET_KEY=#i) AccessKeySecret #5 A\ AccessKeyS
ecret,



packer build centos.json #@IEAMEG,
ABHBTTEIRANT :

gemu output will be in this color.
==> gemu: Downloading or copying ISO
gemu: Downloading or copying: http://mirrors.aliyun.com/centos/
6.9/1is0s/x86_64/Cent0S-6.9-x86_64-minimal.iso
==> gemu: Running post-processor: alicloud-import
gemu (alicloud-import): Deleting import source https://oss-cn-
beijing.aliyuncs.com/packer/centos_x86_64
Build 'gemu' finished.
==> Builds finished. The artifacts of successful builds are:
-=> gemu: Alicloud images were created:
cn-beijing: XXXXXXXX

6. FRF B lG, FEXNHBERI ECS prpaisigietsv &8 LIEGER, AUrnBiihrEdt—,
R4 1E

fesn] DU 2% A %00 ECS 9, BB 25 #unique_40,
HREX Packer 1R

PAE gz BIVERIAREEISIE T CentOS 6.9 #RERSE, WA ZAIH HA R RURE RSB
%, BnJDHYETREAE X Packer B},

fBan, PATS JSON sef T Packer BitZE ki, H T8I CentOS 6.9 Hif%.

{"variables": {

"box_basename": "centos-6.9",

"build_timestamp": "{{isotime \"20060102150405\"}}",
Ilcpusll: Illll’

"disk_size": "4096",

"git_revision": "__unknown_git_revision__",
"headless": "",

"http_proxy": "{{env "http_proxy }}",
"https_proxy": "{{env "https_proxy }}",
"iso_checksum_type": "md5",

"iso_checksum": "af4al640c0c6f348c6c4l1fleadel92a2",
"iso_name": "Cent0S-6.9-x86_64-minimal.iso",
"ks_path": "centos-6.9/ks.cfg",

"memory": "512",

"metadata": "floppy/dummy_metadata.json",
"mirror": "http://mirrors.aliyun.com/centos",
"mirror_directory": "6.9/isos/x86_64",
"name": "centos-6.9",

"no_proxy": "{{env ‘no_proxy }}",

"template": "centos-6.9-x86_64",

"version": "2.1.TIMESTAMP"

"bu%lders":[

"boot_command": [
"<tab> text ks=http://{{ .HTTPIP }}:{{ .HTTPPort }}/{{user
‘ks_path®}}<enter><wait>"

15

"boot_wait": "10s",


https://ecs.console.aliyun.com/#/image/region/cn-beijing/imageList

"disk_size": "{{user ‘disk_size }}",
"headless": "{{ user "headless® }}",

"http_directory":

n httpll s

"iso_checksum": "{{user “diso_checksum }}",
"iso_checksum_type": "{{user “1diso_checksum_type }}",

"iso_url": "{{user
user “diso_name’}}",

"output_directory":
"shutdown_command":

‘mirror }}/{{user ‘mirror_directory }}/{{

"packer-{{user template’}}-gemu",
"echo 'vagrant'|sudo -S /sbin/halt -h -p

"ssh_password": "vagrant",

"ssh_port": 22,

"ssh_username": "root",
"ssh_wait_timeout": "10000s",

lltypell: llqemull’

"vm_name": "{{ user “template’ }}.raw",

"net_device": "virtio-net",

"disk_interface":
"format": "raw"
}
1,

"provisioners": [{
"type": "shell",
"inline": [

"sleep 30",
"yum install

]
3,

"post-processors": [

"virtio",

cloud-util cloud-init -y"

"type":"alicloud-import",

"oss_bucket_name":

"packer",

"image_name": "packer_import",
"image_os_type'": "linux",
"image_platform": "CentOS",
"image_architecture": "x86_64",
"image_system_size": "40",
"region":"cn-beijing"

}

Packer £ R#s S5 H

[z PERIAE R A QEMU Builder, 4R T AIAERWLEHS, HLHS U R

o
BTEH eal] fiid

iso_checksum |string

PERGN ISO XFRIBEERA, Packer 7R3 T
ISO WEHWLZ R EIZSE ., £/VEE iso_checks
um B# iso_checksum_url S8; MSEBIRE TS
iso_checksumi¥, 2% iso_checksum_url FHEHH
&) 2




Rl

Tk

iso_checks
um_type

string

CAREIHRIERSER 1SO SUPFRIRERMSERL, HUETGH :

- none: ZBEERANIRE., AR IXE
- md5

- shal

- sha256

- sha512

iso_checks
um_url

string

—MMUE T IRIERGE 1SO SRS A SRS B
£ (URL) , #3500 GNU 8% BSD, BREE/VHE
iso_checksum B{# iso_checksum_url S%; 4
1488 ¥ 28 so_checksumlf, 2% iso_checks
um_ur L G A Zh 208,

iso_url

string

—AMER 1SO e &% 3484 URL, X4 URL nJBAZ2
—A> HTTP %%, Ll U2 — i iz

- Y2 HTTP 585, Packer M HTTP ¥ FEHF
IHRAFIBIT,

- AR IMG 3% QCOW2 i R, QEMUBEREALE
PSR EIRAh, SRR TSRS, THE S
disk_image BN true,

headless

boolean

Packer B\l 52 BB AL R WU A H QEMU K
L, Y8834 headless BN True B, WE3—N%HE
RS B L,

HAeESEm 25 Packer QEMU Builder Vi,

Packer B E#y5R 70 S EH

iRz MERRRCE 2 LS T Post-Processor B, iZSITI H AL LIEAREHEE] ECS
ZFEH. Post-Processor BRI ARSI FHiR,

access_key string &1 AccessKeyID, HiF AccessKey RUBRIEK, HJbi
IRERT RS, AR gy RAM gy, FFEEH RAM HIF
TS g AccessKeys

secret_key string &1 AccessKeySecret, 1T AccessKey HBRiE
K, N BaEitss, S grg RAM gy, M
RAM HIF' FIKS gijzg AccessKey,

region string AMEHG AR, WARBIPE en-beijing, ESH

Hudsfn ] J [X A 8 2R .



https://www.packer.io/docs/builders/qemu.html

image_name |string LRI A S BRI AR
- H1[2, 128] P3RS R K
- BBPRNG PR SR IR
- ADLEEBE. PRI Q) BEEER ) .
- AHERL http:// or https:// Ik,
oss_bucket string 519 OSS Bucket #4F%. HEHHRE T — N AEER)
_name Bucket ##%, Packer hHi&Bi%I A ZhE1H—4 T4
Bucket,
image_os_type |string BEGIRMY, HUETEHE:
- linux
- windows
image_plat string BRI, WARHIE) CentOS,
form
image_arch string BRLATIRARIZA -6, BUETEH :
itecture . i386
- x86_64
format string BgIk, HWUATGH :
- RAW
- VHD

HApESEM 25 Packer Alicloud Post-Processor B,
T
] ARG %554 0108 ECS 2B, 259 #unique_40,
SE R
- RER[ LS B Packer 575 sepy ¥ R Packer fEATEN,
- #0[PLilm GitHub Packer €)% packer RENE 25 K.,
- #&8n]BLii) GitHub Alibaba € opstools KB 215 B,
- #&n[LLyilm) GitHub Alibaba&Packer P packer-provider 3RBUHE 245 8.,
- $En[PAZ B Anaconda Kickstart ¥ figlic 8 X ks.cfg I8 245 8.


https://www.packer.io/docs/post-processors/alicloud-import.html
https://www.packer.io/docs/index.html
https://github.com/mitchellh/packer
https://github.com/alibaba/opstools
https://github.com/alibaba/packer-provider
https://fedoraproject.org/wiki/Anaconda/Kickstart/zh-cn

3.2 BRBEREMREER
QIR T I SR, R AR 152 BRI FR R,

RESR

1. B3k ECSippps & o

2. MR, e PRIAIBEHR > Bilg,
3. IEREHIR,

4. REITEpRE EE LB,

5. Jdhi b, HFIHEBHRAR

=)

Wi gREEENE, ERRHR ISR

- EE SR . B ERIA,
(R[3gk) FRos: HPIEEEbRZE,
7. Hudi 7 SERRIB B R RRE R

] DU ECS API ModifyImageAttribute {8 HE X Bil%iE B

3.3 FAEK

3.3.1RENBRNIA
I SN E1 5 SCBEHRT, AR BRI T, FIZDRMLinuxb ik R B2 7515
BRNEIE, ASOBSBRIERH, SRR A 307 B B GATE R T L,

El- A=W
B> E:%\

ECSSZHFEH] € LB BRI H, 2% 8 LBG ] DUR S TR PIRSSa%.  RRIPLERE Hith =
FRMAEVEENEHG, EREREHGRFAECS, AnHHEaEIH, SAREINAE YL
BigE e 2 2R, TENIES g \ Bignis.

NAEFHRTIE R, BATHERAEE T ECSHEAGMERI LR (PRI LR) . Kl LRk
BT LinuxR55 8505 AR A AL B FEbR,  POEE A S IACE, R TXTHIJSONAR KL I
MR INREN, BEERIGE RGN T, J5 B DU R o0 E IR E AT SRR
B,

ASLLACentOS 7.4 64hiR(ERGONHI, Stk i TR B


https://ecs.console.aliyun.com/#/home

EREE

Haik:m T BRI Linux 8%, 5 Ubuntu, CentOS. Debian, RedHat, SLES (
SUSE Linux Enterprise Server) . OpenSUSE, FreeBSD. CoreOSHIH ELinux&ZfiThRA.,

BRIFEPR
1. GRERIRSSa. BRI = TSR 2 L
2. IBTTRA a4 T Eks I T H 20250 H %

wget http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach
/73848 /cn_zh /1557459863884 /image_check

Rhnl o o s RN T A,
3. i Hroot BRI TR IN TR, i8Sl 1 B G B C Ve LV AU RR AL B S A

chmod +x -image_check

sudo <kl L HPR{ERE12>/image_check -p [HARE#?E]

AoRBilrh,  <wuuuussa> WLETHSE, LGRS K PR L0 H, RIS e TR

2N

sudo ./image_check

BEHA:
BolEH-p [ B ] PRI S R 1R, AR E RS BRI G A T 2L e
(N2

4. FRFRI TR AR SNCE,

Begin check your system......

The report is generating.

The infomation you need to input when you import your image to
Alibaba Cloud website:

Current system: CentOS

Architecture: x86_64

System disk size: 42 GB

Check driver [ OK ]
Check shadow file authority [ OK ]
Check security [ OK ]
Check gemu-ga [ OK ]
Check network [ OK ]
Check ssh [ OK ]
Check firewall [ OK ]
Check filesystem [ OK ]
Check device 1id [ OK ]
Check root account [ OK ]
Check password [ OK ]
Check partition table [ OK ]
Check 1ib [ OK ]


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/73848/cn_zh/1557459863884/image_check

Check disk size
Check disk use rate
Check 1inode use rate

16 items are OK.
0 items are failed.
0 items are warning.

OK

OK

The report is generated: /root/image_check_report_2019-05-10_13-28-

21.txt

Please read the report to check the details.

5. BRI,

Kl THiZ a5, SBaRii S fesgiE. Anpivh, K S mfessE 0/ root, K
kX M image_check_report_H#_It) . txtBimage_check_report.json,

o[BI

DRIV 2 LB QI REA ZRIECS LB, Al TR G AR 55 2 b DA R BE B,

Ao AEPE R BRI
driver TEIEIEHR R ECS 324 LHIBIULIRS), S Wgeatvirtiogy
gl
/etc/shadow TCILBUE S, MmCERIER | AR chattri @BE /etc/
& XS AR ECS LB shadow(ff
SElinux FeIBEIEH RS ECS 3245 A B /etc/selinux/
configHASELinux
gemu-ga ECSHri 2k M ss AT, 926 | HlEgemu-ga
IREA 4
network ECSSBI M 48 REAFSE KA MIERNetwork Manager, Jf
FIIF networkflit55
ssh Teik M6 i fise g ECS 52l FIIFSSHIRSS, A%iHE
PermitRootLogin
firewall RGILIE AN A ECSEHEAE | KHAPKhkIptables, Firewalld,
IPFILTER (IPF). IPFIREWALL (
IPFW)kPacketFilter (PF)




5

R AERER AR
file system PLRES e ey - HEREMERIXTS, ext3. ext4SHFF
)
- Bl ext2, ufs, udfXfF&
5
- extd RGN E 64 bitht
P (feature)
= WiM:
64 bititextd X RGMIFE
2 Balffiffiman ext4mi?®
HEHTEA B,
root TCEMEH A P AP ERECS | R rootlks
Sz
passwd ECSS:BITCiEHe P R¥passwdii®, sKEHi L
passwd
SrIX % TEIAIE R RS ECS S92 SEHMBRZX.
/lib Jiik HaML L B ECS S / Libfl/Tibe4iaf EARE N
AoXtise, BeRRER e/ 1ibHl/
11ib64 s B AN 1%
system disk N/A WNRZR AR, RARTRREN
40 GiB%£500 GiB, FES A BGH;
BB ERUS AR/ mAEE 2
BACERGIN AR
disk usage TCIENECSTI 2L IR sAR | PRSI B AR =3 )
55
inode usage TCIEMECSSEH LA BRIk | PR FF R RYinode R

K T B SRR I ISA HHOK. FAILEDEEWARNINGHKIME,S B,

- OK: RIS & HK,

© FAILED: KA G EOR, %A G AIRNECSERIEIXIER 3, B EER
HIG PHRITEBHS, DA SEHIE R,

* WARNING: KiBIATT &R, %A E XBHEAIERMECSKBIn %2 Ha), HECSTLE
NAROSE T RO E, eI DOESZ MBS, thnl DU I 20 )8 e i E Bl




Hith I

R THISTTE G, 2162 TXTHJSON MR IR IR 5

BLIA:
R S B bRt al 5 -p [ Bbiis iR 1160, HAMEE, WIS BRENRN T HPER 1,

- TXTHRIR S A Nimage_check_report_HBI_INE . txt, fREPBMEEIRSS S E SR
PANAG UGS, BLCentOS 7.4 640k 2% M :

The information you need to input when you timport your image to
Alibaba Cloud Website:

Current system 1is: CentOS #IRSSBPVER G
Architecture: x86_64 # R G08
System disk size: 42 GB #HIRSBAGHRER
Check driver #R IR 44 PR
Pass: kvm drive 1is exist #EmEk R

Alibaba Cloud supports kvm virtualization technology
We strongly recommend installing kvm driver.

- JSONKE IR 5 B Mimage_check_report.json, it PNAHEIRSS BAC B 15 B LRSI
i, PACentOS 7.4 640t E R GEMH :

"platform": "CentOS", \\ RSB P1ER G
"os_big_version": "7", \\BERGIRAE (FhL)
"os_small_version": "4",  \\PERGIMAS KN
"architecture": "x86_64", \\R&RSH¥H
"system_disk_size": "42", \\JREZRARAHAR
"version": "1.0.2", \\K& T B A
"time": "2018-05-14_19-18-10", \\@ﬁ!l]ﬂil‘l‘léﬂ
"check_titems": [{

"name": "driver", \ \ G0 1053 44 P
"result": "OK", ANV SRS S
"error_code": "@", \\FH RS
"description": "Pass: kvm driver exists.", \\{iiR
"comment": "Alibaba Cloud supports kvm virtualization
technology. We strongly recommend installing kvm driver."
1]
+
T—%
L. B8 GRG0
2. geALvirtiongyzh
3. (&) g
4. G ABI%
S fliH A5 X B3% BEEI



3.3.2 F NGB
RUE FIE BRI TPERIRT BR S ARCR, Ve SN BHRATB A SRR R L ZECS
5 LBHR R

WindowsiEER A =&
E32 1Y

- ARSI R,

- IHINBBOR R R G

- HRERGRRARZN, WORRAR AT,

- THAHREBUR R RSO AMEH A BACE S ARG, RERARTEE HF40GiB-
500GiB,

- RUIBGKEE, FHRITRDP 338941,

- administratorik S H & R BB HNS-30NFHF, WIS KNG I FRE, B MR
SRR RS WMR() S~ rte# $ % & x - _+= | {}Y[]:;
<>, L2 [, Hl, AREDARIERS () NEEEFY.

ASERFI

© AXFFISOBMG S, EEL R Virtual Box5 T HIEIG, FHURbT A2 ECSX i
Big%ARAW. VHD=Eqcow2%5H S A,

- AXFHEBS P Z ¥ gemu-ga, HWESEECSHiTZLRIERIRSS A H,

- AXFWindows XP, FiRAIEIRWindows 7. Windows 8fllWindows 10,

SRR

- SR KRGL
. SFINTFSSIHERS, XHMBRAX,

. %FFRAW, qeow2RIVHDRREHR., S A RIUBHRAT, W esemmarUn A
- RS IR RGN

- Microsoft Windows Server 2016

- Microsoft Windows Server 2012 R2

- Microsoft Windows Server 2012

- Microsoft Windows Server 2008 R2

- Microsoft Windows Server 2008

- #Service Pack 1 (SP1) [JWindows Server 20038k 5 i A



Linuxi2ER SR G
RGBT
- IEEAN RGN SR
- HIMBBCCRARGE, W/sbin, /binfll/LibxTFHZ%,
HMBK /etc/issuex, BMMECSTIKIERBINRGKITIR, M IERGII.
- WEWB% /boot/grub/menu. st, AMILIEHANECSIH,
- B/ etc/ fstab, HWITEIEMBS:H 77 XM JEIERSECSIH,
- B/ etc/shadow AL, SR SBOCTABBEENXF, MmeIRRGERL,
- 7B/ etc/selinux/configlFASELIinux, H{WRGILILEEHI,
- IHRERGRRRZM, WA
- RAIBG K, FHATSSH 22541,
- JFEDHCP (Dynamic Host Configuration Protocol) Ai%5.
- ZAEXENBREKVMIERULIRE), B2, 162 Wapssvirtiong s
- ggarcloud-init, PADRIERERRIIAL Ehostname, NTPJFEMyumii,
- rootMk SIERENLIRS-30174F, H HENEEZRG NG PR, BARRRT S
=RV RSB () T~ te# $% N &x - _+=| {}[]:; "<

» -« 2 /o

>

A FEW

-« AEFFISOBHGIF, IE1ELR FIBHE Virtual Box 25 T HlWEIG, sk B A ECS3HF1
Big%ARAW. VHDzEqcow2%5 S A,

© AXFEZA MR,

-« REFFIPvoHiL,

- AXFABRGESIX, BRI X,

© AXFHEBS P ¥ qemu-ga, BN SHECSHITRZIIER RS AT AL

B ZEi

- XHRAW, qcow2fIVHDHAEHG, FAHMMEIBEGET, WEssmpmis a8 A,
- XFixfs, ext3fllextd X RGE, XFFMBRITIX,



extd LRGP ARRER SHE (feature) 64bit, JFHFHEprojectMquota AT
P, BAILLB T tune2fs -1 ext4####nns#t | grep featuresmPaHBextd LIRS
rh L SRS,

- XFESANLE MR ERGERA TS :

- Aliyun Linux

- CentOS 5/6/7

- Core0S 681.2.0+

- Debian 6/7

- FreeBSD

- OpenSUSE 13.1

- RedHat

- RHEL (Red Hat Enterprise Linux)
- SUSE Linux 10/11/12

- Ubuntu 10/12/13/14/16/18

JEFRET A Linuxiig

FEFX 5y, GRS ANLInux RAFHUEAEECSIRELM AL THR IR T, ZRERA - 651

AR B 3G, P ARG ROk AERERA -6, HRERGRRIEACE X, RS

FERBERISRSL 7510 B P AR IE T B EORBHE . R BT LG AR G5, WHEESA

BRI IERE L M — R 8585 -

- Others Linux: ECSZE—FBNHMMRSRT, MHE S AOthers Linux PR, ECSASM
QRS BI LA A B, AR EAERIVEB4 RIS Y DHCP, ECSZ s NERCEMLE, Sk
SHIANERG, B ECSHE BN G e RS, MAITECEIP, BHR%mNE,

- Customized Linux: @hlliBif%. S ACustomized LinuxBiff)n, ETZMHEECSHiHER SR
B ARCE LRI MBS, BEUENE, HSWagmlinux g Y%

3.3.3 &%cloud-init
MM Linux R A LBHRN, APRIEBTIZBHRIILHIRERN IR AL E, R BEREA
SCRIRALEDNRSS 88 %3 cloud-init,
f+4Zcloud-init
cloud-init2 z V-G M LinuxR{ERGIRBRWUNR SV LA B RITIRIR ST P rF, Bl
=z, AWS, AzurefilOpenStackF iz -G cloud-init, HEVHHE, 2 Weloud-inityy

i X %o


http://cloudinit.readthedocs.io/
http://cloudinit.readthedocs.io/

Bl = cloud-initRELE SR AN B e R AIGGIL AL E, meEMg:, NTP, B, P MSSHE
PN, RINIEAT 200 52 A User data#IA T
EAMR

B AP AEGER A & cloud-init, WEREELELA T RN B CBHRI, PRI
IHIRE H ANPGRS E, I Linux iS58 2350 B 2k A cloud-init :

- WEFITR L AN, HARZE cloud-initlLinuxi5545.
- B%¥¥cloud-init, HRAMKT0.7. 9B LinuxAik5545.
- CIEMHE AT, HAZEcloud-inithIECSIH,
KRERRA
AHZEB RAFBRA Z B cloud-init i fE LA, HIEFSERAIFECE S8BT
P (datasource) , HPPTH Zcloud-initffiA }0.7.6a, BRI MALiyun,

Z¥cloud-init/a, FIMNTFREIFHLEEZNER, FHINEMRA SRS REBIRHRICEA S, TIRER)R
55t e S Bcloud-initidT R MR AN NEE, BETIRERBNRA, RTHNL R
&0, AMERFIER LIRS & g,

- UK RS % Micloud-init: which cloud-init

Bim:
TR BFoRAR L, R EZER R4 cloud-init,

- KA cloud-inithk A 5% : cloud-init --version

BeHA:
WERFRAMETFAEX0.7.98 A (0.7.6afiRABRAY) , T EZEEN HE AR A cloud-init,

(HEF) REME=hRZscloud-init

1. KA IFZFpython-pipisiE.,
2. R#R g2 A cloud-initFE R B 2 i H % -

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz


http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/ali-cloud-init-latest.tgz

tar -zxvf ali-cloud-init-latest.tgz
3. M Acloud-inititoolsHa%, iTcloud-initZEMAdeploy. sh:

bash ./deploy.sh <issue> <major_version>

- SRR

- dssue: PMERGFEAIB, BUHIGE: centos|redhat|rhel|debian|ubuntu]|
opensuse | sles, SEHUAKIR/NEGHBUIR, Hrps1esFRSUSE/SLES,
- major_version: BMERGFEEEMAS, HlUl, CentOS 6.5 FEZRAE N6,

i R L
- f1E£CentOS 6.5% ¥ cloud-init:

bash ./deploy.sh centos 6

- {EUbuntu 14.04"%%%# cloud-init:

bash ./deploy.sh ubuntu 14

4. WA E BRI Ze3t, FiRll"description": "success", FREHRI,

R B =hRAcloud-init=fl
PA R AAREITEE a2 hlit sS4
- CentOS 6/7

# KA LEpython-pip
if ! python -c 'import setuptools' >& /dev/null; then
yum -y tinstall python-pip
fi
# %UrHMcloud-initHlE
test -d /etc/cloud && mv /etc/cloud /etc/cloud-old
# PEOFREFE ZA cloud-init
wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz
tar -zxvf ./ali-cloud-init-latest.tgz
# Zedtcloud-init
issue_major=$( cat /etc/redhat-release | awk '{printf $3}' | awk -F
.U " {printf $1}')
bash ./cloud-init-*/tools/deploy.sh centos "$issue_major"

- RHEL 6/7

# KL AEpython-pip

if | python -c 'import setuptools' >& /dev/null; then
yum -y install python-pip

fi

# %UrHMcloud-initHlE

test -d /etc/cloud && mv /etc/cloud /etc/cloud-old

# NEGHRIER I RRA c loud-init



wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz

tar -zxvf ./ali-cloud-init-latest.tgz

# Zdtcloud-init

issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')

bash ./cloud-init-*/tools/deploy.sh rhel "$issue_major"

- Ubuntu 14/16/18

# K python-pip
if ! python -c 'import setuptools' >& /dev/null; then
apt-get install python-pip -y
fi
# #BirIHcloud-inithily
test -d /etc/cloud && mv /etc/cloud /etc/cloud-old
# TEIFREP M R A cloud-init
wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz
tar -zxvf ./ali-cloud-init-latest.tgz
# Zdtcloud-init
issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')
bash ./cloud-init-*/tools/deploy.sh ubuntu "$issue_major"

- Debian 8/9

# K python-pip
if ! python -c 'import setuptools' >& /dev/null; then
apt-get -y install python-pip

-
# #1rIHcloud-inithily
test -d /etc/cloud && mv /etc/cloud /etc/cloud-old

# TEIFREP A A cloud-init

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz

tar -zxvf ./ali-cloud-init-latest.tgz

# Zedticloud-init

issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $23}' | awk -F'.' '"{printf $1}')

bash ./cloud-init-*/tools/deploy.sh debian "$issue_major"

- SUSE 11/12

# K ZgdEpython- p1p
if ! python -c 'import setuptools'>& /dev/null; then
zypper -n install python-pip

3
# #21rIHcloud-inithil g

test -d /etc/cloud && mv /etc/cloud/etc/cloud-old

# PEIFWERHE A A cloud-init

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz

tar -zxvf ./ali-cloud-init-latest.tgz

# Zedticloud-init

issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')

bash ./cloud-init-*/tools/deploy.sh sles "$issue_major"

- OpenSUSE 13/42

# KerZetpython-pip



if ! python -c 'import setuptools'>& /dev/null; then
zypper -n install python-pip

3
# #21rIHcloud-inithil g

test -d /etc/cloud && mv /etc/cloud/etc/cloud-old

# PEIFERHE ZRA cloud-init

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz

tar -zxvf ./ali-cloud-init-latest.tgz

# Zedticloud-init

issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')

bash ./cloud-init-*/tools/deploy.sh opensuse"$issue_major"

(ATi%) ZEHXhRcloud-init

Hi &

Z¥cloud-init2 i, WSS A% Egit. python 2. 7fIpython-pipiBike:, PA R
L%

- CentOS/RedHat:

yum -y install git python python-pip

- Ubuntu/Debian:

apt-get -y install git python python-pip
- OpenSUSE/SUSE:

zypper -n install git python python-pip

(R

1. BFIRARS5 3.
2. fiiflgit F#cloud-initififgf, FfikAcloud-initHk:

git clone https://git.launchpad.net/cloud-init



cd ./cloud-init

3. TP RUE -
pip install -r ./requirements.txt
4. ‘#¥cloud-init:
python setup.py install
5. #&8ffvi /etc/cloud/cloud. cfglEkiit B X f:cloud.cfg,
¥ cloud_init_modules: ZHiACEIZSCH A FH%:
# Example datasource config
# The top level settings are used as module
# and system configuration.
# A set of users which may be applied and/or used by various modules
# when a 'default' entry 1is found it will reference the 'default_us
er'
# from the distro configuration specified below
users:
- default
user:
name: root
lock_passwd: False
# If this is set, 'root' will not be able to ssh in and they
# will get a message to login instead as the above S$user
disable_root: false
# This will cause the set+update hostname module to not operate (if
true)
preserve_hostname: false
syslog_fix_perms: root:root
datasource_Tlist: [ AliYun ]
# Example datasource config
datasource:
AliYun:
support_xen: false
timeout: 5 # (defaults to 50 seconds)
max_wait: 60 # (defaults to 120 seconds)
# metadata_urls: [ 'blah.com' ]
# The modules that run in the 'init' stage
cloud_init_modules:
T2
- T EFIER EARLinuxiRS5 a8 B0 DUk gE 2 T TS |35 L%
- MNFELEME A LT Linux A& BRGECSIH . Znl UHEHRGARUESS R, WRRG A
BCHE T B4, KOAEAINTPEACE, MFRCRYILEicloud-init,
HE &=

BimA:



- AFEBHEE P EERREAR, ZER OB pip%d, ZJEfX%Z¥Ecloud-init,
© AERRGEEOAK B (BlQlyum) Fpd p BRI A LRSS A FRRARREUE, AIRERE K
JERRA SR, S cloud-initiaf 5, BEUEHEIREE BILH PERBUE,

it : no setuptools module in python

R {E B Rno setuptools module +in python, FoRETRE L python setuptools, i
AR o

- CentOS/RedHat: yum -y 1install python-pip

- Ubuntu/Debian: apt-get -y install python-pip

- OpenSUSE/SUSE: zypper -n install python-pip

%5 : No module named six

fEHpip&sixFE pip install sixn]PARULEL MRS,

File "/root/cloud-init/cloudinit/log.py", line 19, 1in <module>
import six
ImportError: No module named six )

%5 : No module named oauthlib.oauthl

i pip%&oauthlibfpip install oauthlibn] PARRREA RS,

File "/root/cloud-init/cloudinit/url_helper.py", line 20, in <module>
import oauthlib.oauthl as oauthl
ImportError: No module named oauthlib.oauthl )

B A MRS D AR

WIR LRSI, A IR B DR ERT, 0] URBEcloud-initfrequirements.txts¢
PRI, LA O |

pip install -r requirements.txt
B
cloudhniti y - i 1 25 BRI BEI] SRS
3.3.4 K3 virtiolX5p

MR IRSS 4% HERIWLEE = EHUERERSHE S A B X Bi% )G, BIERECSIBICER
g, BETREAE A BHRATG AR & BRI SS a3 virtioJka),

TERLEvirtiolREHAVIES:

WAL S )\ g e, FIEZS AN S AN B E LG RvirtioKah i HRER A :


http://cloudinit.readthedocs.io/en/latest/topics/datasources/aliyun.html

- Windows Server 2008
- Windows Server 2012
- Windows Server 2016
- CentOS 6/7

- Ubuntu 12/14/16

- Debian 7/8/9

- SUSE 11/12

PLEFIRMN MG, BACZHEvirtioMaN RS, HEERE 128 1521 &5t
BERRvirtioRENHI RS

HAATEML LIIRIRERSE, BHREESABR A, FIRIRSS S L 2virtiolks),
Rk S5 B R 5 S Rfvirtiodlkah

1. i8fT grep -i virtio /boot/config-$(uname -r) KA YFHRIERFENIPZIEE
Fivirtiodkzh,

BibA:

- MBS B TP B RE] VIRTIO_BLK 2 VIRTIO_NET HIfEE, FoRZMRIERSLR
A Evirtiof kM), BHNARRAERSAME AR TG, BHRENERNRSSEmEZ
FevirtiodKka,

- WIS % CONFIG_VIRTIO_BLK 2 CONFIG_VIRTIO_NET BUEN y, FmflsE T virtiodk
o, BAPIBH G\ Bigenis B G\ g g FIRE .

- WIS EL CONFIG_VIRTIO_BLK A2 CONFIG_VIRTIO_NET HUE M m, TREHENE2H,

2. PITW4 Lsinitrd /boot/initramfs-$(uname -r).img | grep virtioffi

Nvirtiof}ah 2 & & SEIRN X fF R Stinitram sk initrdr,

BLIA:
- #EERY, initramfsC& % 7 virtio_blkIkal), DA AR
fiJvirtio.ko. virtio_pci.kofilvirtio_ring.ko, W ASH g )\ w@nis B 5 G5%
st BIH =,
- RGN R Ginitram s A B S virtiodka)), WITREBE N XFR5%.



BEIRIXH RS

IR, LEEIRS S Rivirtiolka)), (HRIGEI X RStinitram s initrd P A 5
virtioJkahiht, FTEBEIEN XERS. PACentOSTH M,

- CentOS/RedHat 5

mkinitrd -f --allow-missing \
--with=xen-vbd --preload=xen-vbd \
--with=xen-platform-pci --preload=xen-platform-pci \
—-—with=virtio_blk --preload=virtio_blk \
--with=virtio_pci --preload=virtio_pci \
--with=virtio_console --preload=virtio_console \

- CentOS/RedHat 6/7

mkinitrd -f --allow-missing \
--with=xen-blkfront --preload=xen-blkfront \
-—with=virtio_blk --preload=virtio_blk \
-—with=virtio_pci --preload=virtio_pci \
--with=virtio_console --preload=virtio_console \
/boot/initramfs-$(uname -r).img $(uname -r)
- Debian/Ubuntu

echo -e 'xen-blkfront\nvirtio_blk\nvirtio_pci\nvirtio_console' >> \
/etc/initramfs-tools/modules
mkinitramfs -o /boot/initrd.img-$(uname -r)"

mIFRRvirtiodXzh
Ak PARedhatiR5585 B, hEEGRIGAHT SR ZHevirtiodRa),
TENE LA
1. 3817 yum install -y ncurses-devel gcc make wget Z3EgwiEPIZIEAFF,
2. 1817 uname -r HHPYFTRGEHMIPERA, WnplHbi4.4.24-2.a17.x86_64,

3. WiIfE: LinuxpykzmFevim DO NERRA RS, Rplrbg4.4.24713%
[Flinux-4.4.24. tar.gzM4k >} https://www.kernel.org/pub/linux/kernel/v4.x/linux-4.4.24.tar.gz

o

4. 817 cd /[usr/src/ VIH,

5. 21T wget https://www.kernel.org/pub/linux/kernel/v4.x/linux-4.4.24.tar
gz PR,

6. 817 tar -xzf linux-4.4.24.tar.gz RIEZLHM,

7. 3317 ln -s linux-4.4.24 linux BNZBERE,


https://www.kernel.org/pub/linux/kernel/
https://www.kernel.org/pub/linux/kernel/v4.x/linux-4.4.24.tar.gz
https://www.kernel.org/pub/linux/kernel/v4.x/linux-4.4.24.tar.gz

8. 81T cd /usr/src/linux Yt H %,
Gn kP
1. fRRIB1T A P2 o,

make mrproper

symvers_path=$(find /usr/src/ -name "Module.symvers")
test -f $symvers_path && cp $symvers_path .

cp /boot/config-$(uname -r) ./.config

make menuconfig

2. IPRCA RS mEN, JFGFTHFvirtioGHLE :

BLOA:
& « BCEFORMIESINE, & m ACBE R RM B,

a. [fiZ kA% Virtualizationi,

AR 2% TKVM (Kernel-based Virtual Machine) %,

Processor type and features --->
[x] Paravirtualized guest support --->
-—- Paravirtualized guest support
(128) Maximum allowed size of a domain in gigabytes
[*] KVM paravirtualized clock
[*] KVM Guest support

Device Drivers --->
[*] Block devices --->
<M> Virtio block driver (EXPERIMENTAL)
-x- Network device support --->

<M> Virtio network driver (EXPERIMENTAL)

b. #% FEscHEIB H AL E RS E SO R AE . config X .
C. fos VirtioMRELE 2 7 C& IEMIACE.
d. FRE R LT ARB EvirtiofALE, 1817 AT a2 Fahdid.configft.

make oldconfig
make prepare
make scripts
make

make install

e. IBfTL R A A virtioRahi G O,

find /lib/modules/"$(uname -r)"/ -name "virtio.*" | grep -E "
virtio.x"



grep -E "virtio.x" < /lib/modules/"$(uname -r)"/modules.builtin

-

= UibA:
WAL —m2Hithvirtio_blk. virtio_pci.virtio_console¥% {5, FHECL LML
3y virtiodKka),
T—%
Kifvirtiolkah)g, nfbL:

 #unique_74,

T RAEREXBiGe

3.3.5 &#ll Linux BENXE®&
o0 B GRE FR G R TERT ET FF I OAT E A I, FRARE%% cloud-init IN, 0 BILES
NEE SN R Customized Linux GERIRREHR) . BilH Z¥ MR Linux B4 ek
R RGN, BUD TR AECS SIS B B R, I S A BT A
S e RGBS P AR A, A8 T HIURNIN LR 92,

PRI

- Customized Linux B4 — 45 X 55n] LS Ao

- Customized Linux B4R —A 5 XRS5 FAT32, EXT2, EXT3. EXT4 8 UFS,

- Customized Linux B4 F)ERHER/DFKRT 5 GiB,

- Customized Linux 886U R &% RK:
- ARETELEnS O A I & A R
- fERIEHIE R e BSEBIN, MSAAERIGERIAERY, BHEE RERINER, BX

B0 Z RIS FEVF I\ SIS T AT HRAE
- ASZFFERIN SSH X, W14 SSH 255 b 275 i ] B = B ALAE AR
(= Wah
1. 7EBRBRE - XERE S P H aliyun_custom_image.

f#Hi% Customized Linux B{L 8RR LHPIR BN, FHEASLE aliyun_cus
tom_image H3tM os.conf SUFHE A B RECEG R WIRATELE os.conf Xk, RGN
Hah g,

2. TEHQP AT —GHRTAA, FICAEHT os.conf SUPFRGACE. 25 b A pr i gim A i
B A IS A



os.conf XM
25 L P 25 S T S5

hostname=1Z23r29djmjZz
password=cXdlcjEyMzQK
ethO_ip_addr=10.171.254.123
ethO®_mac_addr=00:8c:fa:5e:14:23
ethO_netmask=255.255.255.0
ethO_gateway=10.171.254.1
ethO_route="10.0.0.0/8 10.171.254.1;172.16.0.0/12 10.171.254.
ethl_dip_addr=42.120.74.105
ethl_mac_addr=00:8c:fa:5e:14:24
ethl_netmask=255.255.255.0
ethl_gateway=42.120.74.1
ethl_route="0.0.0.0/0 42.120.74.1"
dns_nameserver="7.7.7.7 8.8.8.8"

SR R RR:

SRR SE

hostname FHHSE

password BISEL, Base64 HbdiFirH,
ethO_ip_addr ethO M-k IP Hitik,
ethO0_mac_addr ethO P+ MAC Hulik,
eth0_netmask eth0 PR,

eth0_gateway ethO PJ-RERIAPIE,

ethO_route

ethO WIMEEISIR, BIAHEM 5500,

ethl_ip_addr

ethl R IP ik,

ethl_mac_addr ethl M-k MAC Hiuhk,
ethl_netmask ethl Pk#irg,
ethl_gateway ethl PJ-RERIAPIE,

ethl_route

ethl 2AMEEHFIR, BN S0,

dns_nameserver

DNS Hiht33%, BRIAH 2 7R

LHiMgs VPC R

hostname=iZ23r29djmjZ
password=cXdlcjEyMzQK
ethO_ip_addr=10.171.254.123
eth®_mac_addr=00:8c:fa:5e:14:23
ethO_netmask=255.255.255.0
ethO_gateway=10.171.254.1
ethO_route="0.0.0.0/0 10.171.254.1"



dns_nameserver="7.7.7.7 8.8.8.8"

SR R R

SRR e UL

hostname FHHZSE

password HHSE, Base64 S TIT R,

ethO_ip_addr ethO -k IP Hitik,

eth0_mac_addr ethO P-F MAC ik,

eth0_netmask eth0 P-4,

eth0_gateway ethO P-RERIAPIE,

ethO_route ethO WM HFNER, BRINH-EMA TS 576,

dns_nameserver DNS Hht52, BRIANH 217 bE,
i PN RS E S

IR, RSO IREZ HFSE B E R S AR A XRE SR T
aliyun_custom_image H3tHY os.conf X, ELE Customized Linux B{§ LM E{E GG
QIR SURMIHA, H A os.conf SIPFH S HIRL BAS RIF e BIBC B, BA T @b
T B R 2R AT

- JHHURSN: RTEA TR EBITILE RSN, B, KA AL /etc/init.d/ H
T

- BCEBHRERN . 41 os.conf sppps7p) RIBLEIRATA, VPC 5528 M) 2% 925 it e B R
43 B LG P B RIS A FIEAS L

- BCESPFBEURAE . Customized Linux BRG/ERIEE 1/0 EALSLHISRAE /0 TRALIHIRE, e
— A5 X R B A BN — . T DATERRTIAAS b 4 vl DA uuid B label B —
X, FIP &S0 Base64 ST Hy, B E %R IN T2 MAH G L B,

- Sl VPC sREEIMLE . EHTIA BIBrZ N I, P PAER R G ethl_route s HAt
eth1 HHSCHIBCE LR, 10T HH 225 i S0 ) 268 S84 5 A BN P b AR BEL
- VPC FHISRILE os.conf LI etho_route ZE AL EBRIN AW Hi,
- ML RIIEHIE os.conf XHFI ethl_route SEUPALEERIANAMIH, PIME FHAC B

{£ ethO_route H1,

- BCERIE: os.conf SCPFFPHIRCE LB L a R AT —IREI],  EHTIAA TG
HEBUMER os.conf 2. R EHIIA IR B I os.conf SAFECE, WIAPITIAFHI
ACE.




- B BB HiE Customized Linux GBI SCHIRHRICE B & LBHE, Bghhs
WERADIHUGSEA, B A SAELHHE RIS A os.conf BLE, WA LRI
AL B A A TSGR B

- ABSOHSCAC BN AL : S 9eHlgnc BLAE BB P A AR S sk APT AT, P H 0k
FRERE AR os.conf XFH, MRHTIIASKE BRI T T B AIXEEH KL,

R RS R 151

AT MEA CentOS #AERGENBIRIHTIIASR G, NES%, BT RPN E R G )%
BAPNE, EERAAR, 55ETRPIRRAAR, JFHRUEMEE,

#!/bin/bash

### BEGIN INIT INFO

# Provides: os-conf
Required-Start: Slocal_fs Snetwork Snamed Sremote_fs
Required-Stop:
Should-Stop:

#

#

#

# Default-Start: 5
#

#

#

o b

2

Default-Stop: 0

Short-Description: Th
## END INIT INFO

O~ W

nitial os-conf job, config the system.

-

first_partition_dir="'/boot/’'
os_conf_dir=${first_partition_dir}/aliyun_custom_image
os_conf_file=${os_conf_dir}/os.conf

load_os_conf () {
if [[ -f $os_conf_file ]]; then
. Sos_conf_file
return 0
else
return 1
fi
}

cleanup() {

# ensure $os_conf_file is deleted, to avoid repeating config system
rm $os_conf_file >& /dev/null

# ensure $os_conf_dir is exitst

mkdir -p $os_conf_dir

}

config_password() {

if [[ -n $password ]]; then
password=$(echo $password | base64 -d)
if [[ $? == 0 && -n $password ]]; then

echo "root:$password" | chpasswd

f4

f4

+

config_hostname() {
if [[ -n Shostname ]]; then
sed -i "s/AHOSTNAME=.*/HOSTNAME=$hostname/" /etc/sysconfig/network
hostname S$hostname
fi
h



config_dns() {
if [[ -n $dns_nameserver ]]; then
dns_conf=/etc/resolv.conf
sed -i '/Mnameserver.*x/d' $dns_conf
for i in $dns_nameserver; do
echo "nameserver $i" >> S$dns_conf

done

fi
+
is_classic_network() {
# vpc: etho

# classic: eth0 ethl
grep -q 'ethl' $os_conf_file

config_network() {

/etc/init.d/network stop

config_interface etho ${eth6_ip_addr} ${eth0_netmask} ${ethO_mac_addr
h

config_route eth® ${ethO_route}

if is_classic_network ; then

config_interface ethl ${ethl_ip_addr} ${ethl_netmask} ${ethl_mac_a
ddr}

config_route ethl ${ethl_route}

fi

/etc/init.d/network start
h

config_dinterface() {
local interface=$1
local ip=$2
local netmask=$3
local mac=$4
inteface_cfg="/etc/sysconfig/network-scripts/ifcfg-${interfacel}"
cat << EOF > S$inteface_cfg
DEVICE=$interface
IPADDR=$1p
NETMASK=$Snetmask
HWADDR=$mac
ONBOOT=yes
BOOTPROTO=static
EOF

}

config_default_gateway() {

local gateway=$1

sed -i "s/AGATEWAY=.x/GATEWAY=$gateway/" /etc/sysconfig/network
+

config_route() {
local 1interface=$1
local route=$2
route_conf=/etc/sysconfig/network-scripts/route-${interface}
> $Sroute_conf
echo $route | sed 's/;/\n/' | \
while read line; do
dst=$(echo $line | awk '{print $1}')
gw=$(echo $line | awk '{print $2}')
if | grep -q "S$dst" S$route_conf 2> /dev/null; then
echo "$dst via $gw dev $interface" >> $route_conf
fi
if [[ "$dst" == "0.0.0.0/0" ]]; then



config_default_gateway $gw
f4
done

}

HifHAHHHHAHAHH##AH Ssysvinit service portal #########HESHHHAHEHY

start() {
if load_os_conf ; then
config_password
config_network
config_hostname
config_dns
cleanup
return 0
else
echo "not load $os_conf_file"
return 0
fi
+

RETVAL=0

case "$1" 1n
start)
start
RETVAL=S$?

55
*)
echo "Usage: $0 {start}"
RETVAL=3
55
esac

exit SRETVAL

3.3.6 HIRREHEEN
ECSHZFH 3 ARAW, VHDAlqcow2tgNBHGcl, HAlBi g Lk, HEfgiaGHS
Ao AT HUMTRIH gemu-img T B H B AN GG R VHDERAWHE X, qemu-
imgfEI¥RAW, qcow2. VMDK. VDI, VHD (vpc) . VHDX. qcowlskQEDH=RItEs%5:
R VHDASR, tn] DISCEERAWARIVHDAS U BT,

A IWindowsi2{ER S
Hi A N B qemu-img IR e BiG S A S R
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1. ECSEBIBHERA DX, W FEFiR,
[root@test ~J# fdisk -1

Disk /dev/xvda: 21.5 GB, 21474836480 bytes

255 heads, 63 sectors/track, 2610 cylinders

Units = cvlinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x00078f9c

Device Boot Start End Blocks Id System
/dev/xvdal  * 1 2611 20970496 83 Linux

Disk /dev/xvdb: 10.7 GB, 10737418240 byvtes

255 heads, 63 sectors/track, 1305 cylinders

Units = cvlinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x00000000

2. 8 A& LB AR ECSBIh, RIERM/etc/fstabPBESHBIAH, WTEFR,

[root@test " ]# cat /etc/fstab

#

# /etc/fstab

# Created by anaconda on Thu Aug 14 21:16:42 2014

=

# Accessible filesystems, by reference, are maintained under ’ /dev/disk’

# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info
#

UUID=94e4e384-0ace-437f-bc96-057dd64f42ee / extd defaults, barrier=0 1 1
tmpfs /dev/shm tmpfs defaults 00
devpts /dev/pts devpts gid=5, mode=620 0 0
sysfs /sys sysfs defaults 00
proc /proc proc defaults 00
/dev/xvdbl /alidata extd defaults 00

[root@test |# l

3. LBIEENN, e/ etc/fstab XM HIIBCEHEREEL, HiTEIREAR T X SEEEER
W, wrREpoR.

[root@test ~J# mount —a
mount: special device /dev/xvdbl does not exist
[root@test ~J#
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1. izf7docker registry:

docker run -e 0OSS_BUCKET=-e STORAGE_PATH=/docker/ -e OSS_KEY=-e
OSS_SECRET=-p 5000:5000 -d chrisjin/registry:ali_oss

2. ficBconfig.yml:

" “local: &local

<<: *xcommon

storage: alioss

storage_path: _env:STORAGE_PATH: /devregistry/
oss_bucket: _env:0SS_BUCKET[:default_value]
oss_accessid: _env:0SS_KEY[:your_access_1id]
0ss_accesskey: _env:0SS_SECRET[:your_access_key] "

3. JBahdocker-registry:

DOCKER_REGISTRY_CONFIG= [your_config_path] gunicorn -k gevent -b 0.
0.0.0:5000 -w 1 docker_registry.wi:application
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KA PERE. FITHIDCIRILIRIED R MEs, A7 BERIBER RO IRENSE, R IFAERTA SR AR e
SFFIOALI,

RIS T
WSEIOMRALSEHiny, St BUREEREE LB R bl Bilg, BT IR 55305,
QR R AR R, VIR 2R 5 S A < o

TARHGEHZNOERRNIRAEGEREEK?

B A AR A AR R BB R M R AT S, 1908, 1% s AER S pE I3
1B, XEERRMBHR BN RO R IFED, I B R W 85 R S5 A BeR BEB R Te At fEASL
b, XRBEBREFNPT B,

Fil(d 223715 B S MR MECS LI FEECsE AR ?

P BB S RE S AR A SRR S SE BB ICHE N, i HL A5 5 ECSSEBIIIAS 2 Ja 01 R 5
_Aﬁo

EAM LT ERER? BT LARIRED?
H R RGEASRE S S B 8215


https://selfservice.console.aliyun.com/ticket/createIndex.htm

Rn] DUZSE DL ME— 075 U S 3 Bit% -

- fEQURECSSEBIRY, 37 VEREEEA, FNGEBNIHERSG, HERYE. 0 SEgE
3%

BEW:
TEXFMEOL T, BTN LH SRR, GURSEHIAIERY), FINECLFE N2
TRBISHGRIR, A — I IR LR TS 5,
- WIRIEARE— A O A AR A SRR SRECS S _LAE I Wil PR Bi%,  AnT AR E bR R
GIOIREKHRE R A B O WA S8 (%, BEn, ERGERHRECSSLBIR T S A RS BRI 228
W, BTN, WS Wamagua AN gt

BeHA:
TERXRMEUL T, BREEZAHRGNTEH,

M ERIRGEEAE?
WA SRR M By 28, A5 BR300 5 8 B R AR H sRA% 8 SR ECS Ll PR Fs — 2
BUGARS DA i PR LS B O

P ERREEIHA T MARER TI3? BEAMSRER?
Pt SRR EIG, AIREEH RSSO A RERHEA]

BRSO PR SRRk TE . WIRBARSEN, ] DI NECSSEBIS SRR A Bfe ek, &k
Bn, nIAAREEE R BER.

MEFGERRGE, IRKFEBEAXITHRE, EERBRG?
REIBAX BB BN R UUE ] DATEWE 3K 2 il 5 W BRI R
BREY, BREAERE?
QIRATBAORGR, BHSBEN RIS R ORI S PR A8 AV BB K
P R R IR R AR EN TFREID?
HRGA SR R AT SR, RBERMNSTRGX A ThRE, RN ERER E 2B A S,
M ARESHEREZERERIG? EREFEAEAITRE?
L, ] DU ECSSERE M RS ER BB, BRI A DU URhZERE :

- RHABGNNBHE (NABHE. BE B, EBig) Bk SiBHg: Hiln, RHEKHL
BRI PR ECSSE BRI AT SR T RSP S



- KR BRIV E ISR BHS (M ASEBHR. B XBHR. HEBHR) o RGN fovriR
K, BRI R RS IR ARIT S B A DU

- KA BB (BONBHRA) W) — AP 3 BiS (BOhBHEB) © H#UE, AUREHE A
FEVFIRAK, RHOBHRTT AR, BUEBRHAZBHRIIBT R ECS IR AT 58 T 592 b 3%
Mo

R EEE H EER N TS BE G
T DL 7 2 25 B ECS s g, EBHR > BHGHA AT IR PR S R 5615,
R R E RSN SR RS RRID? S BRERIIIN T aE N H R AR’

SRAE A P S BRI B BRI, JCCR N B CEHR AR, R RS
&, WREHEBS T TR SCERRMERE. B, W e BRI me s siig e i
W1, MR B E BRI I,

AT ABHECSEHITEEFEWindowsIRIERSR?

i Windows #RERGAIEECSIHINS, FTEMLALBINGERTET1 GiB, NFKT1 GiBH
ECSsf (Blgn, 512 MiB) HfEEFLinuxBi%MWindows Server 170984,

ECSKAIERIZERRREMTNG?

KHiR Windows Server A3t 8ifg HHEARIS, ABIRARSIERBEG TN, HAilEZRs3mIX
Hug WO AR GRS B

Windows Server A3HGBINGEZ V21205 (Session) iy, WIREHHNEZRE, §
PR B LI AR T2 (RDIZBD) ARSS, %IIAN T H T 20 E PR,

FrRed HatA2EHi55h, LinuxAEHQAT LSRR
REEE CRERAEARIRERSD?

AR EAT RSN TIS,, ECSSHITE AR H A5 AR ItNs%, BIiLETRmsTg, HRE
A PUBET AR
- BRARGERENEERMERG. BIAREPR, WS Wy iR
- MAHIS A H CBHSE R B SCEGAIRECSI: B, SABGMIRELE, E2 e )\ we
Wige TEH BE RS QIRECSRIRIRMEL TR, S Wi A e Xisi@ o) a9z
- NERERGITRNT
BERGRSEERR@E?

kxWindows ServerAEIEESLHI RIS, WindowsRERS R EHEHIE R, AUl
HWindows Server-PAERGEIMERSE, WS WWindows Serverp4p i5a % 5 94555 Mo


https://ecs.console.aliyun.com

Linux #ERGERMLTIER, Ll DARIRHREZEEIBILS T, 25 WonLinuxsgz )z =Bk
CATIE

SRR IR RS2
B WECS e ARG 8 BEIo

REFEBEFFTP LEIS?
AR, FEEACERE, BIARE, 162 WWindowsyzpisaeF TPy s RILinuxgz g
wtFTPYY o

Pl BB = 2 s LE SUSERR A ?
Hiili, B AAIBHG SR LN SUSEfA :

- SUSE Linux Enterprise Server 12 SP2 644
- SUSE Linux Enterprise Server 11 SP4 644

SUSER{ER SR HMPLEAR S5 2572

Bl Bl 2% 8 RISLES (SUSE Linux Enterprise Server) ##{E&R%i2 5 SUSE S #i IR i
2, S HRTH 2= SLESAILEHZR GURSLH, HIR/E RGN SCFIIRSS oA i 1 ] L ARk 0 52
FERSS T, QSRS SE T SRR SS, W DASRAE T DR ) B 2 KEE B, BT TR AT A
SRS LESERER Gt L& 2E I )8,

ECSEAIZIMARMRE, MBXNLHIZAIFEHIETIRERER, EFaEHMEZRILHIRIERRE?
AJBL, T DA ME— 75 SR S R

- AERZ ARIER SR AR L. RIRP R, 02 Wi f e e e se il
- A Z BIRIVERIBHEON SR RPE R iR, R E, 02 Wama g sttt

@ R

HHARGHEIREATER DL P

- HRTERIRSGRMNEZERER, WENEERIIRE,
- BB BB T R — bk,

HAE—QECSEA, MBX—QECSEFIHERMAERXQECSEFIMRRERE, RMiZINfFERIE?

LR PO Z BT ECSSEBI I Az X ifg, RN EE LB QIR ECSLHIRINT, HikL
B, 02 W szl 1 ez SRR P 1 BB Qo


https://www.alibabacloud.com/help/faq-detail/41227.htm
https://www.alibabacloud.com/help/faq-detail/41227.htm
https://www.alibabacloud.com/help/faq-detail/40651.htm

HESWE THMWECSIRSE, MARENAZHRMEIIXANMECSESREL?
RS T BRI A S5 BRI S, FFHURICRR I DU BT I5Z— T HRAE,
- A CSBHGRIBINIR S B e MR, T DUE SORGE, SRR SR BRI, B
WL, WS WG R gt I A LB o

© LR SRR SS B AE R — s, R I BHRE) E bR,  FEIS S R GEEK
BGHR. BEPR, WS W miene™ e R g A A St g Ao

HHRGEA AL TS :

- RRGIE PR, BBUETE RO RIS DY B,

- ARG R L, FtShlEREss.

- HMARGHSERG, BREEFNIRGERPEIRESTIaTIE, Al RESN R L S5 E R
T T

- BHARGEUR EIOVEN LA ARG, BEIDRME, PP T IR RS AT
HEFEARER] T B R SEAL

LHIEIRIERZ AWindows Server 2008 R212 Mk kR, MTEHWindowsEIAFRBIERREAM?
Rnl DL DU 20 PR «

1. #iEWindows, HIEIES WVPCypyg RECS Windows &%iE 7y o

Bi:
L (P N e S Ei kMNP e
2. RS, SRXECSIHIE.
3. WP SR PE R REE R B IZAR S5 88, DEOF LA T RIS 8. IS Wy
Windowssz i3 5i#The function requested is not supported (F§¥RXE 75 20184E5 H Bt 1 i
EXAHREEF MY (CredSSP) AHEAN TR Or RAEFR T30 o

BEMEREZ21MKS, BIEKSAN—ARSREBIIKSE, HEAKSBUE SRS, BIHR
BRIBIRS2RISITIFE. FRAERENATHIIKSBHRS . EARIE?

LEn] DO RGBT -

1. RS ARHIENE A XEilg. RS, 62 Wik mazmens: ga sk

2. BRI EB, BIAPE, WS Witemig.

3. RSB EHGQIRIH, BRPE, WS Waeim A e LS ie o d g


https://www.alibabacloud.com/help/faq-detail/41056.htm
https://www.alibabacloud.com/help/faq-detail/71931.htm
https://www.alibabacloud.com/help/faq-detail/71931.htm

RS AR FHECSIRS ST SR EE?
P L T DO BB 2 G IR, VRS W g 2 VPC 173 M ik 29
1%VPCH1IVBRH jiio

{14k EECentOS DNSHEHEBET?
JR IR 7 He

FlCentOS 6f1CentOS 7HIDNSEHHLEIEZ), 32017421 22H PLii QI ECS LBl sk A
20174E2 H 22 H L) E 2 X4 A1 CentOS 6f1CentOS 75 nf REHIIEDN SR AT N 17
Ui

RIS TA

TRTE PP PR A S B i

1. F#EMIASix_dns.sh,

2. ¥ FEIIMA I ZE CentOSR SN /tmp H3E T,

3. #fibash /tmp/fix_dns.shi, HATHIA,

T £

HIWTDNSHENT X /etc/resolv. confH i {ifEoptions> single-request-reopenfit
. IS Wresolv.confy i

CentOS 6f1CentOS 7HIDNSHEHTHLE, 5 IR 4% Hocdl &ZiX1PV4 DNSiRFIIPV6
DNSi#ER, M IFHsingle-request-reopenfit®, JFHiZACEG, — B AR
—socket ZIEMIPIXTFERIN, b STERIRS —RiEKRIG K Hsocket, FHIERIEHE ~IRIFKATHT
F#iffisocket, BLERING, JoisdiasBlin] 421,

RAA 2
1. JIW Bz SR 5 M CentOS:

- W AECentOSR&SE (WUbuntufliDebian) : A I T4,
- WURSERFICentOSHRGE: MHIALRS: T4k,


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/59344/cn_zh/1505957231428/fix_dns%20%281%29.sh
http://man7.org/linux/man-pages/man5/resolv.conf.5.html

2. BN /etc/resolv. confHoptionsiht BIE L,
- WRA{FfEoptionshit

ERINME BT ZoptionshitBoptions timeout:2 attempts:3 rotate single-

request-reopen,

- W7 EoptionshitE:

- MMifEsingle-request-reopenfit®, WIfEoptionsAtEHIiBMiZI,

- f#fEsingle-request-reopenfitE, WIHAEILTE, AEHKDNS nameserverfit
.

7.2 Windows Server¥FREHR G SEHIEIE
ECS%FWindows ServerP4ERIBEHIS, A g E iz s 4 a#Windows Serverf:
AR IE I,
BIRET
ECSHIE % FfWindows Server V4R REBG, Al En] EAfEWindows Server2A L Ei
BHFhFEF Version 18095 LREE. Windows Server B4R E BS 2 —#kdliServer
CoreBi:NBTTINRIERS, ARIEEIELH P B, Windows Server V-4 B S5O Wi 2R
WIRTEZ, FHR T ERiiRt L Rafe s, A SUEH T FAl5H4:
- Windows Server Version 1809 LIk
- Windows Server Version 1709 £#HCiR

LHIEBRTREN

Windows Server-P4ERGELHIA AL S EIRERR. k. Windows Explorer. A%
¥ . msc Jifitdlidevmgmt.msc 5, Windows ServerP4ERE I H X F#ifliSconfig. Server
Manager. PowerShellfiilWindows Admin Centers§ T HLE PRI 5535,

H ¥ Windows ServerFAEEELHIfE I Server Coreliz, A SCHER LR hREE hoeE
[KPowerShellfilWindows Admin Center. BZIEN, WHSWMB S g5z Server Core fi

k55 a5


https://docs.microsoft.com/en-us/windows-server/administration/server-core/server-core-manage
https://docs.microsoft.com/en-us/windows-server/administration/server-core/server-core-manage

PowerShel iZi2 &8

PowerShell{f#i T-.NET Framework5:I v 3 KT MR A, v PAMEISSHIIRE—HE
I ERWindowsSfl, FRATMRBEIER LB AMIP}172.16.1XX.183, BEn] PAFZ LA T 355k
MPowerShel iZf 4P,

1.

2.
3.

EREHEWindowsSEBl, TENTHS Wip Atz P |- Windowssiz g
{E/ 217 B APower She 1T FFPowerShell,
ez PowerShellHiaf7 B R4 :

Enable-PSRemoting -Force
Set-NetFirewallRule -Name "WINRM-HTTP-In-TCP-PUBLIC" -RemoteAddress
Any

. TESEBIFTEZ AP EIRNBATHTTP 598545 HIAIHTTPS 5986k, WEHIHES Winmae 4

iR IS

. TER PRI 21T B A\ Power She 1] JFPowerShell,
. fEZ& PiiPowerShellHia17 BA Fais:

Set-Item WSMan:localhost\client\trustedhosts -value 172.16.1XX.183 -
Force

-

Bim:
172.16.1XX. 183fRE L ERMGIH, Rthn] DARE » Fon B2 B/ AL

. fEZ PumPowerShelliaf7Enter-PSSession '172.16.1XX.183' -Credential:’

administrator ' HHEHdast A LB,

BUERERT DR P o AL E PSR Wind ows Sl 1

Windows Admin Center

Windows Admin Center;g2 — TRV EIEER T H, nfPAfEServer Coreiaf T EEHE
fRIRSS B EBAIMMC, FRATMBHE RIS A MIP A 172.16.1XX.183, ZEn] PIE LA ME— 75 2t

Windows Admin Center.,



- ARSI EEWindows Admin Center
1. EREREWindowsEHl, PEETES Wk bz v |t f Windows zflo
2. TEFBIHER ZAPFEMMRATHTTP 59855 TAHTTPS 5986311, WM IES Wik

RN
3. fTEm 21T i APowerShel11¥JFPowerShell,

4. fesifPowerShellHigi7 A R % :

Enable-PSRemoting -Force
Set-NetFirewallRule -Name "WINRM-HTTP-In-TCP-PUBLIC" -RemoteAddr
ess Any

5. 317 A P4 FEWindows Admin Center.

wget -Uri http://download.microsoft.com/download/E/8/A/E8A26016
-25A4-49EE-8200-E4BCBF292C4A/HonoluluTechnicalPreviewl802.msi -
UseBasicParsing -OutFile c:\HonoluluTechnicalPreviewl802.msi
msiexec /i c:\HonoluluTechnicalPreviewl802.msi /qn /L*xv log.txt
SME_PORT=443 SSL_CERTIFICATE_OPTION=generate

6. iBficat log.txtmP&EA FEIHEE, YHEXHHM FER, BBHWindows Admin
Center &)Y &3,

MSI (s) (14:44) [09:48:37:885]: Product: Project 'Honolulu' (AR
Wht) —— Installation completed successfully.

MSI (s) (l4:44) [09:48:37:885]: Windows Installer gZy=%h. 7=t
fi: Project 'Honolulu' (FiARFYWR) . FofuiiAs: 1.1.10326.0, g
1033, #illidGf: Microsoft Corporation, ZedipkihekitiRirRsg: O,

- JEE Y Ry e Windows Admin Center
ARk

W YL AN L Windows Admin CenterfGZAE % Pt R 52K, i C LT
HPowerShelliFIHI, HLIEN, WHZSWPowerShell jifss o

(2

1. R L3EWindows Admin Center,
2. SeRLEIG, $1HFhttps://localhost/,
3. s, eSS TP AL,

Pife, #&nl L@ Microsoft Edgesk# Chromef#iflWindows Admin Centerff)% f it 5
PLE BRI,

w AR

a2 RSz #IWindows ServerEAERE 9245)?


https://docs.microsoft.com/windows-server/manage/windows-admin-center/understand/windows-admin-center
https://localhost/?spm=a2c4g.11186623.2.32.3da666b5wlBkBq

R E R B SRR Pt L |, I B CEACE 7 PowerShel iZf# BBl H L%
#Windows Admin Center,
- JEIIRDP

1. EFEEEWindowsSEBl, HEREES Wi Az s |iisWindows sl

2. fER P RIHENLLE, RIS,

3. fEELHICMDIAE i Anotepad,

4. i > 419, fERFTAONTERRES, RSP EE RN EbRE %, AR EeRss,
- j@idPowerShellizfi

1. Fah B Windows S,

2. fER P uRHHELEFTIFCMD, #i APowerShelli# APowerShell,

3. i@idPowerShel it BB HARLHI, THIHS WPowerShelliz pisz pito

4. fER PRI 2T A R :

$session = New-PSSession -ComputerName 172.16.1XX.183
Copy-Item -ToSession $session -Path C:\1l.txt -Destination c:\2.txt

)
= B
C:\1. txtRE PRI SR, C:\2. txt R EHENFIWindows3: ] H 3,

- J#idWindows Admin Center

1. JR#hHWindows 4,

2. it EWindows Admin Center TH., ¥¥1#iHZ WWindows Admin Center.

3. f1)FWindows Admin Center, sh#EPIIISLH, Mdiseft, G i LiE,
G AN R A 8% i Windows Server AR E I HI?
- J@IIRDPRA

1. EFEEEWindowsSEBl, ERTES Wi Az o |issWindows sl

2. fTECMD i Asconfig, HUETEERE 138 In SLhlsl# 1448 12 %,
- j@iid PowerShell

1. ZFEEEWindowsSEBl, ERRTES Wi Az s |issWindows sl

2. {ECMDHii APowerShe 113 APowerShell,

3. EEIFHRIA LU i 217 H i B 15 1S,

shutdown -r -t 00 ::@%47 {EORYGHM
shutdown -s -t 00 ::@&17 TEOFYGRHL
Stop-Computer -Force # Powershell “7HI&HL



Restart-Computer -Force # Powershell ~/HIH)G
- JdiidPowerShel iZEfeE Bl
1. Ja3h HAx Windows S,
2. £ PR EFTIFCMD, #ii APowerShel1i# APowerShell,
3. i@idPowerShel iZf2 BB HAREB, TS WPowerShelliz fiasg o
4. 1B IR EEREES1T L FPowerShell i 2 :

Enter-PsSession -ComputerName 172.16.1XX.183
Restart-Computer -Force #HJG
Stop-Computer -Force #3Hl
- j#idWindows Admin Center
1. 3B Windows 54,
2. fitEWindows Admin Center T.H, ¥#I§iE2WWindows Admin Center,
3. fIFWindows Admin Center, sl EPRISEH, MblbA, Rl E R g G
Plo
Q2235 T1S HR55?
- JAERDPIH
1. EFEEWindowsSEBl, ERHS Wi Anz s |iisWindows s
2. fECMDH*H#i APowerShellit APowerShell,
3. BITPA a2 ZAEIIS::

Import-Module ServerManager
Add-WindowsFeature Web-Server, Web-CGI, Web-Mgmt-Console

- J@idPowerShel iZfEiE B
1. J3h Bs Windows 94,
2. EF R ESTIFCMD, fii APowerShelli#k A PowerShell,
3. i PowerShel izt B HARLHI, TENETEZS WPowerShelliz fasz o
4. £ P it Ei217 A FPowerShellai % :

Enter-PsSession -ComputerName 172.16.1XX.183
Import-Module ServerManager



Add-WindowsFeature Web-Server, Web-CGI, Web-Mgmt-Console
- J#idWindows Admin Center
1. K3 HFaWindowss:fl,
2. itEWindows Admin Center I.H, #1552 WWindows Admin Center,
3. ¥IFWindows Admin Center, EHERIYLH, phifm@myag, HdiWeb iR5
o, IERETR RN IRE G i,
anfel T LA NOE RDP XTEH 6 7G24T 8 1?
BB RTEPAVNORA T A SATE M, PR R Rl S, JeikiRfE, XN DL
1. B mstsciEEIE N FH4Ctrl + Alt + Enddl &5, HAbE L Ctrl + Alt + Deldl &,
2. B SRR S5 S PLER I I 4,
3. LSS ERE, RO > FraEs5 e, fiAemd)a i
SE R
- BWindows ServerPAEIRIEREA : Windows Server >z 4p i iAo
- 5] A\Windows Server Version 1709: Introducing Windows Server, version 1709
- Windows Admin Center

- P REEREHERS . About Remote Troubleshooting

7.3 LinuxiR&aNfAHF 2 X FHMeltdown5Spectre R £ R4 T
A SCHE T W ZECSUMA BRI Meltdown 5 Spectredid, T DU A SCHliid 7 bl
ZECSIIY 2 2.

BRER
HiiMeltdownSpectre (FPXXAFNKEIIFIEIR) RAAETIRU/R (Intel) MEPREH IR 42

Wi, IR T O R 2 m R BT HEREE, oIS BORIERGINEE BIER. TR
B RANBEBAEE RIS, A% SIHTE CVE MUSIERESR: 2Hh:

- CVE-2017-5753
- CVE-2017-5715
+ CVE-2017-5754
IR 25 F-20 184 1A 20 L R0 T 22 4 i 4 s AT IR TR VER B S,

AR APT A2 PRE ASEBE S (GuestOS) Zafh TREENGS, S fsanfgiiss BN HLhc e
PERGE, BOIAZ RIS T oR:


https://docs.microsoft.com/zh-cn/windows-server/get-started/semi-annual-channel-overview
https://docs.microsoft.com/en-us/windows-server/get-started/get-started-with-1709?spm=a2c4g.11186623.2.54.3da666b5wlBkBq
https://docs.microsoft.com/en-us/windows-server/manage/honolulu/honolulu?spm=a2c4g.11186623.2.55.3da666b5wlBkBq
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_remote_troubleshooting?spm=a2c4g.11186623.2.56.3da666b5wlBkBq&view=powershell-6
http://t.cn/E48m0VZ
http://t.cn/E48mmqP
http://t.cn/E48uvUp
https://www.alibabacloud.com/help/faq-detail/64951.htm

- XtMeltdownigiHERIARHpti on (Page Table IsolationJF)ii) #5iiti, T/ MeltdownZ4:
IR T,

- XfSpectrefwifERi\REnoibrs (No Indirect Branch Restricted Speculation, Z&1k[j$Z
5y ZFRHIHEM) $5iE, £54A Yreptpolinefilibpb (Indirect Branch Prediction Barriers
) IR

WNEFHBERE XHFIMeltdownE &A% T
EfFMeltdown & 2wt T CREUpti ondiffi) B2 IEBIE TS

- Cent0S 7.5/7.6

- Debian 9.6/8.10
- Red Hat 7.5/7.6
- SUSE Linux 15

- Ubuntu 18.04

- Core0S 1911.3.0
- FreeBSD 11.2

+ OpenSUSE 15

DERIIES RS P/ s AN ST 2 e L
RN IF IR PTIN SEBIPEREA RN, BRE R HAhR 8, W DUWE L S BECHIPTI :
1. R,
2. PRS-
- CentOS. Debian, OpenSUSE. Red Hat. SUSE LinuxfllUbuntu: #MPEZSE
nopti,
- CoreOS: i&fivi /usr/share/oem/grub.cfg, fEGRUBHCE XFHIMApti=off,
- FreeBSD: i&ffvi /boot/loader.conf, fEACE XHFHIIAvm.pmap.pti=0,
3. HF,
WMEF B EXHASpectreR /AT
Bl B 25 Hifi S FfibrsflibpbRE i, AdtHigEINE I reptpolineflibpb (Indirect Branch
Prediction Barriers) RIRRIRIEN SpectrelwiilitfrRitr, Fb@EdnoibrsSEEH 1 ibrs,
W R A SRR S -
- Cent0S 7.5/7.6

- Debian 9.6/8.10
- Red Hat 7.5/7.6



- SUSE Linux 1

S

- Ubuntu 18.04

- CoreOS 1911.
- FreeBSD 11.2

3.0

+ OpenSUSE 15

PA_EBZERG Rt HL 2= 23 3L A5 0 S8 i 2 2L 24K

WIS TE RV IR E RGN, 3B A 201 35 BN PR REA S s A A L ft iy it 7 2K A
SpectreZIwilN T, I DU D ERISOH BB -

1. JEREEH I,

2. AR R B B R 1R <

RITEG AHTIRE TR ZBAEE | R EBRERGEEINE | WS HFSpectreliwi
H T
CentOS HMAEZSEnoibrs THER A% S Binoibrs WIS
Red Hat spectre_v2=off
CoreOS BfFvi /usr/oem BRI S Bispectre_v2
/share/grub.cfg =off
£ GRUBRAL & XA asmm
Bz ¥ispectre_v2=off
OpenSUSE | iFMAEES Espectre_v2
=off
Debian E¥iMFEretpolines | EHRB%
Ubuntu ibpbBitr it
SUSE e EiMFEretpolinefid
Linux it
FreeBSD | &IPS hw. TER NS Ehw. M hw.
ibrs_disable ibrs_disable ibrs_disable
BEHA:

PEZEnoibrsitOpenSUSERICoreOSHEER SR, RTEBId B Espectre_v2=off
BBt

3. HEIHI,
P a Rl g =ik

1. R,




2. {EGitHub spectre-meltdown-checker Repo3kHispectre-meltdown-checker.shi: A,
3. {ELHINERIBTT:

chmod +x spectre-meltdown-checker.sh
sudo bash spectre-meltdown-checker.sh

4. RIEMAT R AN 2 & CHF A MeltdownEiSpectrelij#,
PSS

AR PR ERSE, PRSI 1 R 2 VR

* Red Hat

- SUSE Linux

- Ubuntu


https://github.com/speed47/spectre-meltdown-checker
https://access.redhat.com/articles/3311301
https://www.suse.com/support/kb/doc/?id=7022512
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SpectreAndMeltdown/MitigationControls
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