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- win2019_64_dtc_1809_zh-cn_40G_alibase_20190
528.vhd (*hChR)

- win2019_64_dtc_1809_en-us_40G_alibase_20190
528.vhd (J3ChR)

- KA P s
- HHNE: BHSHMRGHT

Windows Server Version

1809 Edirhibi

© HZID:

- winsvr_64_dtcC_1809_zh-cn_40G_alibase_20190
528.vhd ("h¢hi)

- winsvr_64_dtcC_1809_en-us_40G_alibase_20190
528.vhd (FE>Zhi)

- RAnMuIE: P s
- HHNE: BHSHNRGHT




201955H23H

CALIITES JRAS B

Windows Server 2016 B | . %1D:

L
- win2016_64_dtc_1607_zh-cn_40G_alibase_20190

523.vhd (">2hi)
- win2016_64_dtc_1607_en-us_40G_alibase_20190
523.vhd (FEZhR)
- RATHUER: P Hbbg
- HHNE: WHSHMRGHT

Windows Server 2012 R2 %% | . BHAID:

Bttt - win2012r2_64_dtc_9600_zh-cn_40G_alibase_20190
523.vhd (*h>ZhR)
- win2012r2_64_dtc_9600_en-us_40G_alibase_20190
523.vhd (i)
- RAnHLE: A His
- HHNE: EHSHMRGAHT
201945H17H
BZRRA JlAS i

Windows Server 2008 tifE | . g@ID:

filk SP2 ] .
- win2008_32_std_sp2_zh-cn_40G_alibase_20190

517.vhd (*hZhiv)
- AT A
- PN

- WHSHMARGAHT
- BEWindowsizfe s Ik 55 iz ATk (CVE-
2019-0708)




201955H15H

CALIITES

JRAS B

Windows Server 2008 R2 1+
kR

- BZID:

- win2008r2_64_ent_spl_zh-cn_40G_alibase_20190
515.vhd (#32hiR)
- win2008r2_64_ent_spl_en-us_40G_alibase_20190
515.vhd (FEfiR)
- AT PR

- PN
- WHHSHORGH T
- BEWindowsiZfe s il 55 2 A TR (CVE-
2019-0708)
2019%5H13H
BHGRRA FiAS BERH

Ubuntu 16.04

- B4ID: ubuntu_16_04_64_20G_alibase_20190513.
vhd

- PBRA: 4.4.0-146-generic
- RAiHubg: i ks
- NG EHERIRGHT

201955H10H

CALITEN

A B

Debian 9.9

- BHRID: debian_9_09_64_20G_alibase_20190510.vhd
- PERA : 4.9.0-9-amd64

- KA i Hk

- HHNE: BHRNRGHT




20194589H

CALIITES

JRAS B

Ubuntu 18.04

- BE%ID: ubuntu_18_04_64_20G_alibase_20190509.
vhd

- PIRERRAS : 4.15.0-48-generic

- RAnME: R s
- HHNE:
- ®Eficloud-init, MERG)EshHE
- BEHEHRGHT
20195587H
BighRA R A L HH
Aliyun Linux 2 - B%ID: aliyun-2.1903-x64-20G-alibase-20190507.vhd
- PIEMA: 4.19.34-11.al7.x86_64
- RATME: PR s
- HHNE:
- EHRGNEA P SR
- ABSE SN R A 5 N 1A [ 4 2 5 ) R
2019438278
BgRhRA R A L HH
Aliyun Linux 2 - B%ID: aliyun-2.1903-x64-20G-alibase-20190327.vhd
- PIBMA: 4.19.24-9.a17.x86_64
- RATME: R s
- BN Aliyun Linux 2845 L2k
201938198
BRRA JiRAS L

Core0OS 2023.4.0

- B2ID: coreos_2023_4_0_64_30G_alibase_20190319
.vhd

- WERA: 4.19.25-coreos
- BAnHb: PR
- NG WHENRGAT




201943H18H

BGhRA R AS 2 HH
Windows Server 2019 ¥l | . @D
L
IR - win2019_64_dtc_1809_zh-cn_40G_alibase_20190
318.vhd (ki)
- win2019_64_dtc_1809_en-us_40G_alibase_20190
318.vhd (F3ChR)
- RAnHuIE: RS His
- HEHINE: i Bk
Windows Server 2016 ##i | . @D
L
LR - win2016_64_dtc_1607_zh-cn_40G_alibase_20190
318.vhd (ki)
- win2016_64_dtc_1607_en-us_40G_alibase_20190
318.vhd (ki)
- RAnHuIE: RS His
- HEHNE: EHSHRSHT
Windows Server 2012 R2 # | . 5%1D:
PR

- win2012r2_64_dtc_9600_zh-cn_40G_alibase_20190
318.vhd ("h>zhi)

- win2012r2_64_dtc_9600_en-us_40G_alibase_20190
318.vhd (J3¢hRR)

- KA P M
- HHINE: EHSHRGUHT

Windows Server 2008 R2 1+
kR

© HZID:

- win2008r2_64_ent_spl_zh-cn_40G_alibase_20190
318.vhd (hZhiR)

- win2008r2_64_ent_spl_en-us_40G_alibase_20190
318.vhd (JE3hf)

- KA P b
- NG EHSHNRGUHT




BASRA A BERH
Windows Server Version - B2ID:
1809 EHigrLhi . .
- winsvr_64_dtcC_1809_zh-cn_40G_alibase_20190
318.vhd (*h>¢hR)
- winsvr_64_dtcC_1809_en-us_40G_alibase_20190
318.vhd (FEZhR)
- RARHR: A M
- HHNE: WHSHMGRGHT
20195%3H11H
BilgRA JAS BEHH
Debian 8.11 - BHZID: debian_8.11_64_20G_alibase_20190311.vhd
- PERA: 3.16.0-7-amd64
- BAHbBR: i Hug
- BN
- HHERMRGT
- B Debian 8.9hAHraptiiil /B B ICRU i n) i
2019%3H1H
BilgRA JAS BEHH

Ubuntu 16.04

- BB{%ID: ubuntu_16_04_64_20G_alibase_20190301.
vhd

- PIBRRAS: 4.4.0-142-generic
- BAHINE: P
- HEHNG: EHRNRGENT

201952H25H

Bg A

JA L

Debian 9.8

- BZID: debian_9_08_64_20G_alibase_20190225.vhd
- PEMA: 4.9.0-8-amd64

- KA AEJe2, 4EJE3. 4EdES

- HPINE: EHERNRGHT




20195%2H23H

2019

2019

2018

1809 Edirhli

BGhRA R AS 2 HH
Ubuntu 18.04 - BHZID: ubuntu_18_04_64_20G_alibase_20190223.
vhd
- PIRERRAS : 4.15.0-45-generic
- RATHBIS : A s
- HHNE: BN RgGAT
F2H18H
BiGhRA TR A e HH
Cent0S 7.6 . BH%ID: centos_7_06_64_20G_alibase_20190218.vhd
- PIERA: 3.10.0-957.5.1.el7.x86_64
- RATHIE: A Hbis
- HHNG: B RgA T
F1AH3H
BUGRRA A e HH
Debian 9.6 - S{%ID: debian_9_06_64_20G_alibase_20190103.vhd
- PEMA: 4.9.0-8-amd64
- RAHbE: A b
- HHIN%: HFsystemd-networkdfi55
128228
B RA JRAS BEHH
Windows Server Version . BB2ID:

- winsvr_64_dtcC_1809_zh-cn_40G_alibase_20181
222.vhd (*hZhi0)
- winsvr_64_dtcC_1809_en-us_40G_alibase_20181
222.vhd (FEZfiR)
- KAt P s
- WP

- BH20184E12 A fi4h T KB4483235
- BIACHITSysprepEide




CALITES

JRA B

Windows Server 2008 R2 12
|47

- BRID:

- win2008r2_64_ent_spl_en-us_40G_alibase_20181
222.vhd (E3hR)
- RATMER: PR R
- HHINA:
- EP20184E12 3 By kb TKB4471318, {fifIRDPEH;
I, Windows% P FHER B Hofieh T
- .NET Framework F}£4.7.2
- NEIITSysprepEii

2018%12H20H

CALITES

JRAS B

Windows Server 2008 R2 1+
L[4

- BZID:

- win2008r2_64_ent_spl_zh-cn_40G_alibase_20181
220.vhd (h3ZhiR)
- RAnHbN: PR i
- PN
- EPi20184E12 3 Bk TKB4471318, {§ifIRDPEH;
I, Windows% P s FHER B Hopieh T
- .NET Framework F}4%4.7.2
- PNEIITSysprepEii

Windows Server 2012 R2 %%
PEHLRR

- BZID:

- win2012r2_64_dtc_9600_zh-cn_40G_alibase_20181
220.vhd ("ZfiR)
- win2012r2_64_dtc_9600_en-us_40G_alibase_20181
220.vhd (3ChR)
- R : A M
- BTN
- HEH20185:12H Hr & 224 T KB4471320, fEFIRDPi%H;
I, Windows% P s FHER B momieh T
- .NET Framework F}£4.7.2
- NESTSysprepiit




CALITES

JRA B

Windows Server 2016 £i#i2
iR

- BRID:

- win2016_64_dtc_1607_zh-cn_40G_alibase_20181
220.vhd (h3hiR)
- win2016_64_dtc_1607_en-us_40G_alibase_20181
220.vhd (JEXhR)
- RAnHE: R s
- HEFINZ:
- HH20184E12 A hy & 2x4h TKB4471321, fEAIRDPEH:
I, Windows% P FHER B BHA T
NET Framework F7+£514.7.2
- PNEIITSysprepEi

2018%12H12H

CALITEN

A B

CentOS 7.6

- BIRID: centos_7_05_64_20G_alibase_20181212.vhd
- PIRMAS: 3.10.0-957.1.3.e17.x86_64

- RATMIE: PR R

- EHING: BHERNRGT

Debian 9.6

- BHRID: debian_9_06_64_20G_alibase_20181212.vhd
- PBRAS : 4.9.0-8-amd64

- RATMER: A iR

- HHNE:

- WEHERHRGT
- @ficloud-inithig A
- ﬁli'chronyﬂil'ﬁ]lj]il?ﬂﬁ%
ZEGRUB_TIMEOUT=1
- ORISR SR B 2l )




CALITES

JRA B

Ubuntu 18.04

- BZID: ubuntu_18_04_64_20G_alibase_20181212.
vhd

- PIERRAS : 4.15.0-42-generic

- KAnHudg: PG b

- HHINA:

- BEHEHRGHT

- H#icloud-inithiiA

- JFeichronyi [l [l 25 ik 55
- BHEGRUB_TIMEOUT=1

20184128108
BiGRRA R A e e
Cent0S 7.5 . BH&ID: centos_7_05_64_20G_alibase_20181210.vhd

- WERRAS: 3.10.0-862.3.3.e17.x86_64
- RARHE: A
- HHNE:

- HHERMRGT

- @ficloud-inithigA

- JFEchrony iy [l [H)25 ik 55
- BRAESHEM SR

- BEGRUB_TIMEOUT=1

4.3 Aliyun Linux 2

Aliyun Linux 220 HZHF&F#H—fRAliyun Linux#®{ER%, SENECSSLH LRI
e, R, WTERERNSITIEL, &nl LSt Aliyun Linux 2233534 BIE 5,

EREE

- BRAEGERTERE. Hla, EePEAliyun Linux 2 LS 80EE, SR M. Webp A2
13, PARZE =R it HL At T A 5
- BRG], AR BB IR SR SR SEBkEVCPUNL vCPU~160 vCPU, HI{EKR

/WA0.5 GiB~3840 GiB.

BEHA:

Aliyun Linux 24 SZREFIZE M2 S BIAIHEL/ O S,




ne

54k

HHMBLinux &L, Aliyun Linux 284 PUR LS

- BI TN R ARG HRECSER, RGMENEPIF His T TEREE 47

- B EHRLinux W%, FPESERPE R TR R E R R R SR,
- KRR, BRI,

 BERTRBEN, XalRTS R B AR B AR S R

HihR 2 P
Aliyun Linux 2B0NEETF R EFIRA P A RN BiiaPIEREE 7 PR RiHE:
- FETFPIBAEIX KRIPIEH4.19. 24 A€ IR, BINEM T =508t dod s EReHt

B85 KRR

- PPN ECSL B SEE T KPR Sh S BRI R SR E S 8L
- SRR BUR PN (Kdump) GE), EalRIETE LIV KAZRE, JC

wHEAIRERSL

. BRI TTHE (Live Patch) fEJ).
PR

Aliyun Linux 2850 26417 TH,
PR T

- MRS Mnetwork. servicelliftsystemd-networkd,
- P AR5 CentOS 7.6. 1810/A R, A PS8 L] % {EAliyun Linux 2

Mo

- B 2R (CVE) BEfEAlyun Linux 2IRA ZFHHRNSRSE N, G2

MW#unique_46,

TERELIE
Aliyun Linux 2Rt v IFHUSSIEEIFRTE 7iaf TR SEMEGE, 0ig:

N ECSSEBIFA SRR I ahid
N ECSPIEREIL 2 Eft 5%, SRR S 2 Pt RE,
FOMMySQLERE Y AT 2 RER L, SESSDAEACEMEM, RFRTHERE,


https://www.alibabacloud.com/help/product/29991.htm
https://www.alibabacloud.com/help/faq-detail/64950.htm

¥XEYAliyun Linux 2
Bl A T EECSTEHI B H It 1 Aliyun Linux 2238854, 0@l 7 EEBUHE A Aliyun

Linux 2:

- QERECSEBIBHERAILES, JFiERAliyun Linux 209MIBARAS, TEIEIE S WA i S 008
S,

- COIEMECSIMI A ARG, HUMARMERGER NAlyun Linux 2, {EHEiRS
[vE, EFEALBIGIFIERAlyun Linux 200MINARA, EEIES WE BRSNS (AL
)

fEFAliyun Linux 2
HHMRHSEL
Aliyun Linux 276t B X /etc/sysctl.d/50-aliyun. confH @i ¥ FEHINEACE S :

- kernel.hung_task_timeout_secs = 240: HEKPNEhung_taskBINFy%L, &k
FThung_task$iR,
- kernel.panic_on_oops = 1: oMLK OopsiiidiifililiKernel Panicy#, WIRAC
B 7 KdumpWa] E 2R ntiE.
- kernel.watchdog_thresh = 50: #EKhrtimer. NMI. Soft LockupPl}zHard
Lockup FHFMBIME, 8% n]REH PRI AR,
- kernel.hardlockup_panic = 1: fRfM%%k4Hard Lockupffizifiitli Kernel
PanicH#, WHRALE v KdumpWn] B3R EE.
fiflsysct1lmi4, nAEFREMSAlyun Linux 2317 IIRSESEL,
HHINESE
Aliyun Linux 28§ 7 MINESE:
- crashkernel=0M-2G:0M,2G-8G:192M,8G-:256M: JPIZE:E (Kdump) IhREH N
123,
+ cryptomgr.notests: XKilcryptofE SN BRAT R, MRS hEE,
- cgroup.memory=nokmem: X[HIMemory CgroupfINEMNTZGIHIIGE, ERHILEERN

B E M),
- rcupdate.rcu_cpu_stall_timeout=300: #EKRCU CPU Stall Detector i@} H{E

H300FD, R

i&ficat /proc/cmdlinefi®, RI#F Aliyun Linux 2i8f7I IS



PIZRR A
Aliyun Linux 280ME#i4.19.24MAZM (HhikA S Akernel-4.19.24-9.al7)

BT DU E, I E 7 CentOS 7.6.1810/UAII3. 10 R5INE:, 817 A R4 nl iR
F3.10MBMA

BiHA:
S RS RT HE S BOCTE IOV RS, 5 TR

sudo yum install -y kernel-3.10.0

sudo grub2-set-default "$(grep “menuentry /boot/grub2/grub.cfg | grep
3.10.0 | awk -F\' '{ print $2 }")"

sudo grub2-mkconfig -o /boot/grub2/grub.cfg

#EJHRYE

sudo reboot

WENE (Kdump) YifE

Aliyun Linux 282 ¥ Kdumplli55. JFRIZMRSS TR iR R, 5 BEREON AR R 81T
L

REnl PLRERT RAIAR 2 T IR SRR AT Kdumplii 55 -
- IBTRU R a2 nIFE Kdumplli 55

sudo systemctl enable kdump.service
sudo systemctl restart kdump.service

BEm:
P SSBIRASEIPAE /N T BREE T-2GiBI, ik Kdumphliss.
- 3817 PA a4 n i Kdumplik 55 fil B i P A2 Hk 28 YR G 2R a8, IR CHAIKdumplii
%O

sudo sh -c 'echo 0 > /sys/kernel/kexec_crash_size'
sudo systemctl disable kdump.service
sudo systemctl stop kdump.service

BiHH:
Kdumphii 55 9 B S A Ik 23 MR SR E R GG, A ERERERZA AT FXT
JAKdumphks.

e B L
Aliyun Linux 28iMEf systemd-networkdBLELI&S, ALE ML, FHEELLTHA:



- DHCPEGHSIPHIBLE XN T /etc/systemd/network/H3%,

- HBM%IHS Msudo systemctl restart systemd-networkd,
P DebuginfofdflIJEgfu

- BFTRA a2k EtDebuginfofl,

sudo yum install -y yum-utils
sudo debuginfo-install -y <packageName>

- IBITRL a2 R A A,

sudo yum install -y alinux-release-source
sudo yum install -y yum-utils
sudo yumdownloader --source <sourcePackageName>

IARE SRR

B SRR AR R BT 2 5 f i, (R ™ A, ARIEB R, Aliyun
Linux 2824 1 FHIMRRRI AR PR A -

- IR

- Python 3.6

- Golang 1.11fllGolang 1.12
- SCLFF 75 sELHR IR K e 1 1

GCC 7.3.1

GDB 8.0.1

- Binutils 2.28

- Make 4.2.1

LRI D R



- EE AR R
1. 817 A R 4TI YUM B4 5 H
sudo yum install -y alinux-release-experimentals
2. 11T AP an 2 L,
sudo yum install -y <&{-40R>
* SCLIfF)5 sEZHRH AR 1
1. BT RA P2 Ldéscl-utils,
sudo yum install -y scl-utils
2. 1B1T A a2 FIFYUM G434+
sudo yum install -y alinux-release-experimentals
3. WNYUMIRZEERERXFE, a2 %% T GCC, GDB. BinutilsfiiMakeT H,

sudo yum install -y devtoolset-7-gcc devtoolset-7-gdb devtoolset-7
-binutils devtoolset-7-make

LERNIG, BHEEH ERARGCCRAUH R TH, R~ T:

# HEBWAHSCL, WEIGEHES. AP, FE4hdevtoolset-7,
scl -1 devtooiset—?

# BITHRISCLER T

scl enable devtoolset-7 'gcc --version'

B
BT 2 F 75 M Aliyun Linux 2828500 FHEORS R :

- FRASSZFRFIBR M 34E, #20224E3 H 31 HES S RA: a1,
- EYUMPEHMEZ 2 E i (Security Updates) , i&ffyum updatediiZnl B#i EHihA .

4.4 Aliyun Linux 17.01 4¥1%1i5% B8

Aliyun Linux# g2 2 3L BHRI—F, RRH I ECS Sl E LRI RS, AL
AréiAliyun Linux$% 17.01 (Golden Toad) RRAHIFH:.



- SRR AN 4 4.4 751 Kernel

- 3¢FF swap PR PRIE R 8) 1/0;

- XFAhAR THUR kpatch, FHENBEET BERS%;

- XK@ KMNTF kdump (2% 3TB) ;

- %#¥ Automatic NUMA ;

- FPZ&s vsyscall JEBUN RIEPERESR T 5

- & XHF Docker HiARE;

- X¥§ pv panic, FifEPRBIZ B PP E PR E

- EHBTHICH TCP listener, &7t 2 ~ 3 AN 8RN SYN BGlifg ).
- RN

- HETFIBUCRRAAR VRS, BRSO UL T ),

- OS BHPTH ZEHE3MR55, $FtRahER, fEaI@s]a] e mAHIE 30 FHN,
- XFRGE

Wi X R RY: XFS, Btrfs, AUFS fil OverlayFS.
- AW T HEE

GCC 4.8.x glibc 2.17 GDB 7.6.1,
- RER

- OpenSSH 3Z#f chroot shell £5%, FREHIH 8L — A Z R SUE RGP,
- OpenSSH nJ#5& 2Rk A DU G S st il
- A Cent0S 7.2

4.5 BEXin)&k

A T AFRIEAT G IR A GG CRRE, SRS R0 PR RO5 T4,
Debian 9.6: MK ACE R

- A : JEIEPingi@ i Debian 92 L EH% 0114 L2 J A 925,

- MR KDebianRGBIASEA 1 systemd-networkd 55, s IRR 9B ICTLE
JDHCP (Dynamic Host Configuration Protocol) s Hzh5BLIP,

- WEI4ID: debian_9_06_64_20G_alibase_20181212.vhd,
- BEAR: BEEET FYImAMRIIZN 8,

systemctl enable systemd-networkd



systemctl start systemd-networkd

Cent0S 6.8: #FEBNFS ClientHy 3L {55 B SRV )L

- FIEEIE : B TNFSE P (NFS Client) [CentOS 6.8SHIHHBLE KFMFINE, HAgdid
R SEBIfR g,

- WK 1£2.6.32-696 ~ 2.6.32-696. 10 PIIEARAS_LAERINFSARSSIN, Qi (s iR €
fil (glitch, HLFHkM) , PIBnfsclient= EIMIHFTCPE ;. #iNFSARSSE (Server) Wipy
18, nfsclientZERERRES RIIEFIN_-WAIT2IRE, IEHEN T, FIN_-WAIT2IRER%E
FBIME— e BINIFRL, nfsclientn] DURRHIE, {Hi2, HTIHENBRARTCPSE
PABEE, FIN WAIT2IRERERKIZAZ@N, Kittnfsclientf TCPEROKIZICIE XA, o
BREHIER, SRR FE (hangdt) , KimkikiksE, Nk f R ECSI B T
B,

- WRBRID:
centos_6_08_32_40G_alibase_20170710.vhdfilcentos_6_08_64_20G_alibase_20170824.vhd,

- BEITR: B DARMIEE2.6.32-696.11 K PA LRA,

yum update

BeHH:
PRPEIBINY, EFOAE C L iai il 7 PR B,

CentOS 7: ERALKGINBRAT FEWIENR

- R B RERECSEBIE, #iksrCentOS 796414 (hostname) fFERT FEE
BRUNG FRIER, WTHERR,

J:filhostnamersfil B—RERERH IR R G R NG A
iZm5elge****sxx1ps5zX |izmb5elqe****sxx1ps5zx |72
ZZHost zzhost v
NetworkNode networknode v




- PRI LT CentOSALHHE, AKLT UM AILBHLBIE A X Bk,

centos_7_2_64_40G_base_20170222.vhd

- centos_7_3_64_40G_base_20170322.vhd

- centos_7_03_64_40G_alibase_20170503.vhd
- centos_7_03_64_40G_alibase_20170523.vhd
- centos_7_03_64_40G_alibase_20170625.vhd
- centos_7_03_64_40G_alibase_20170710.vhd
- centos_7_02_64_20G_alibase_20170818.vhd
- centos_7_03_64_20G_alibase_20170818.vhd
- centos_7_04_64_20G_alibase_201701015.vhd

- ¥ MHostnameZ¥H : MBERM A hostname KNG HUEMSR, BSLHG S5,
SENTHREE S mifiEE 7 ZiIBE DL IR hostname,
hostname¥#l EmRZm | INSZEN | R ARSI
4]
el o APIOIE SNy, hostname |J2 PoRERE |2
GRSl NS HE 5 5, 5l
el S eis i APIRIE SHIINY, hostname | &% AiEH FN
h R Ng i
hostname 5 K5 #hE, BEFRIBIEHIT | & AiER b

&% Y hostname

- BEITFR: WEREREHEHEREERE FRHThostnamelt, w2 BRRAE

1 1@*33 *ﬁ*mjo
2. BEMAEMhostname,

[root@izbpl93*x*x*3i161luynzzx ~]# hostname
izbpl93**x*x371161luynzzx

3. i1 L P2 lEl{thostname,

hostnamectl set-hostname --static iZbpl93x*x**3i161luynzzX

4. BT P A ER BH G hostname,

[root@izbpl93*x**xx3§161luynzzx ~]# hostname
iZbpl93**x*x371161luynzzX

- R REERER EE X, EERicloud-init R {FEREFRAG, FRAIE A E
Bif%, WERAERIAEIZ NS H € BGOSR Ha R E RPN E, B2, WERL

Fcloud-initRIfE IS BIEE A LBiHR.




Linux: pipig{EESAVEBET a)RR

- MEEIA : pipifRISAEINERBORR

- W% CentOS. Debian. Ubuntu. SUSE. OpenSUSE. Aliyun Linux

- RS BT ARG T PUR=Apiplitehk, Hrp, BRI\
Jimirrors.aliyun.com, VifliZHERSLHITRREVIFI AW, HERISEHIRIBCAMIPH, 2
Bpipii RIS,
- (BN 2M: mirrors.aliyun.com
- HHMLZVPCHM: mirrors.cloud.aliyuncs.com

- ZMMZEMNM: mirrors.aliyuncs.com
- BEITE: R DA ME— TR OOZ R,

- Jitk—
PRI B AT,  BUNSEHIZRE — A3 EAMIP (EIP) , HEEHZS
W#unique_52,
P e L vl A RERCE T LA IR, B Waunique_53,

- ik
— H M pipM R ARG DL, ERITEECSEBIHIaTTINA fix_pypi.sh, RIGHH
ipipfifE, BAESERAT:
1. EFHEELH, ENIES W4unique_54,
2. 1T AR a2 ARBUAIA S IF

wget http://image-offline.oss-cn-hangzhou.aliyuncs.com/fix/
fix_pypi.sh

3. IBITIIAR,
B LHMGVPCIH: i8f7miSbash fix_pypi.sh "mirrors.cloud.aliyuncs.
com",
W Zpsgsepl: Bfimsbash fix_pypi.sh "mirrors.aliyuncs.com",

4, HikpipHfE.
fix_pypi.shBIARNEUR:

#!/bin/bash
function config_pip() {

pypi_source=$1

if [[ ! -f ~/.pydistutils.cfg ]]; then
cat > ~/.pydistutils.cfg << EOF
[easy_install]
index-url=http://$pypi_source/pypi/simple/



EOF
else
sed -i “s#index-url.#index-url=http://Spypi_source/pypi/
simple/#%“ ~/.pydistutils.cfg
fi
if [[ ! -f ~/.pip/pip.conf ]]; then
mkdir -p ~/.pip
cat > ~/.pip/pip.conf << EOF
[global]
index-url=http://$pypi_source/pypi/simple/
[install]
trusted-host=$pypi_source
EOF
else
sed -i “s#index-url.#index-url=http://Spypi_source/pypi/
simple/#%“ ~/.pip/pip.conf
sed -i “s#trusted-host.x#trusted-host=$pypi_source#” ~/.
pip/pip.conf
fi
¥
config_pip $1

Aliyun Linux 2: FEMW#ZEBCONFIG_PARAVIRT_SPINLOCK®] &S {4 gk a] &

- SR . R PIEICONFIG_PARAVIRT_SPINLOCK)G, MECSSMIvCPURKZ, HM
M R RIS R IER, NHTERESSZBNEEN (BIan, Nginx b HIRREEREPIGE ) =
PRI RWE R , AT RE SRR AT PR BITERE TR )78,

- WEHS: Aliyun Linux 2

- BEFE: PEIENICONFIG_PARAVIRT_SPINLOCKfEAliyun Linux 2 EERINE T RIAIRE,
R AT BN, 209 CONFIG_PARAVIRT _SPINLOCK,

Aliyun Linux 2: PIZ$MEBATITHPH X B halwaysAT e SRR AR IR E D HE T

- FIERA : A BIRG D, B ARTHP (Transparent Hugepage) JFXEN
always, WHRERTIRRGEAFSEMPERE PR M,

- WEEHE: Aliyun Linux 2

- BEFFE: fEAliyun Linux2¥, PEFRHEBIH AT (Transparent Hugepage, THP)JF
KEHNBE Imadvise, BAMEILREHRGRT, HlAH217 —SPERERAENIAEIFR, JICH
Hmadviseltt, HMHFXE NalwaysIPERERIERZ, (HILRPERERL NI ML R
AR#FEHSENE. Bk, FRIFESTHPEBRANER, 7 RN REUE R e 5
Wi, HBUELR R madvi selE A,

Aliyun Linux 2: NFS v4.0hRZ&=HZEHE (Delegation) IhEERIBEFFTEIRIR

- A : NFSZHE (Delegation) YIRE{EVA.OMRA MR REMEENIE, TEIGIES MNFSZHLY)
Eva4. O A,
- WABI%: Aliyun Linux 2


https://docs.oracle.com/cd/E19253-01/816-4555/rfsrefer-140/index.html
https://docs.oracle.com/cd/E19253-01/816-4555/rfsrefer-140/index.html

- BETE: HHANFS v4.0iRAR, @EAZIFFHDelegationJifE, 175 MRS S G 1%
fie, WES WX SO,

Aliyun Linux 2: NFS v4.1/4.2hRZAsFRF1EiRPERI R S BN T2 F LA IR

- FEEIA . fENFSHIvA. 1MIvA.2RA T, GURETERTER RPT/0 (ATIO) 75U Rk
R, HAEFAT/ OB H 2 i AN L SCPFRIRRF, A —@ LRk igsl, SEONRIEFEIEIR
il

- WRB%: Aliyun Linux 2

- BETTE: ERBCAENEA4.19.30-10.a17 5 A ERRAPBE ., b BRI, &
RSP R EIE R S A RNRBE NG, MRBE, HELNITsudo yum update
kernel -yfi¥, FEREEBRGM,

HE:
- FHENBRATRES SBRATIEIFVIS R, I IEERIE,

- JHREE, ETOR R C AR IR ER B e X BR s e, VRIS
R#unique_558#unique_56,

Aliyun Linux 2: Meltdown/Spectrei@AEE & MAR S EEE

- WA : Aliyun Linux 2P,  BRIMTIF 7SRRI E S % 22
fiMeltdownfiiSpectrefIEE e, T ILIBEINRESENIRGEVERE, KILAER WAITERES  HE
EFA, nTRES MR BIAFRENTERE FRBIR,

- WK% Aliyun Linux 2

- BEJi%: MeltdownRISpectrel2 JeRp/Ris i R BRI M A R iisiil, Bl il iX M
TRViMZOMNEE, Wmei B R PSURER, Rk, @A ZIER SR R S
IRIAREEIIRE. (BAIRE REVEREA RS ZOR, iafT LR a2 X HIZBE ThhE:

#i8linopti nospectre_v2RNZBIHSEH
sudo sed -i 's/\(GRUB_CMDLINE_LINUX=".%*\)"/\1 nopti nospectre_v2

"/' Jetc/default/grub
sudo grub2-mkconfig -o /boot/grub2/grub.cfg

#E R

sudo reboot


https://docs.oracle.com/cd/E19253-01/816-4555/rfsadmin-965/index.html

5 HEXER

5.1 gl BEENXRE

5.1.1 fEAIRELIEZBE XR&
15 L BHRIRECS RGN AP, 0T DU B QIR P15 SRS, FFHRIBRER
i BORFRBU BN E SERHGD. JUROEN 152 BRI S & FLA IR SR SF
B ELISC, Ak 7B ALRISCH,

HRIEE

YRR IR A 5 BB IRERI 2 2T, 1S WP 2 e R
PRI QIS B BB Z i, IEAFAIB e YT :

- SRR GRSGHEMBUERDUR) Q1 BE B (U B PRI A A E X
Bl

- M HRIRTEE g PR ] T a0 B S

- QIR B LR ARSI . RS B g, e B E) Hbr iR, T
ZiEME, WS WHunique_14,

 HE R X 73 Pl S e o, BRI A 28 ECS S R B s SLBiM%, W TIF
IR RINECSIB; R 2P,

- A B BRI ERECS B AFHERCPU, WAE, 3. B,

- A A REBITERECSSBIn] AR SRE RS, HEIEN, WS WHERRSR EALE
8 . BERGE, FREEE BRI akSE

- QIR ECS SR FSRIBUE, AT DRI QI i SCBHRASZ R, 8RB A
ECSIBHAZZEMN, {H H PRI 2R ECSIBIRBT#EE B,

(2
1. BRECSHEBMENHI&,


https://www.alibabacloud.com/help/zh/faq-detail/54903.htm?spm=a2c63.q38357.a3.3.3a4b61feRLos9d
https://ecs.console.aliyun.com

2. EFELUMER—MUGIE, IREITEAIE A SRR R,
© I

a. fE/EMSHE, JEREIHISBG > Sl

b. IEFEIBIFR LRI IR,

c. HREIEFREP, MdieBlID, SRAEERMES], Mk,

d. fEEMSHE:, MAdALHIRIE, BRI RGERK PRI, RS, MGl
R LB

a. fEAMSHES, JEEAAES TR > PRIK,

b. fERIBFIRER: RN RGO, A0 A XBiE.
R 'IEQ;E\\E\ @uffgERE o

2]

FeEE EECE ERMREES REZS
i t thigsE t R TREEE:

. RE TA3BIERF AN, WAREREFIHGERRaEREZENTEENES. EtEhs. BIsERIcSERE
- = 18

S B, LIBSar-a iRt RimaER

=0 SR E T B EERNREeEIF 2, BAERARESERESIREH TS, WEEIE BN R,

FiESHhE HEEEER v Wiz 2@

STHTEE NAS o .
. _ weEsET BE . & e
G i =hnE - 100% )

=mEssE = 0GB |EE | RIE g g, == I T ———

3. FEFHAAIEE B SCEGOIGHE, SR ELU T At
- WIMRIRID,
- B A SRR PRI,
(M%) GRS BAEQIRIBHE P RIN U SBIRRNGER, EERMEIRERIE, JFa
s INEREIF IR R R

E] Bi:

- UURAEREBUES DR, BMRIRID A%, WZBWER KNS, BINARNS GiB,
- WGNERE ¢ RIERPUR, WA RO RN AR



- TR R DR P R BUR BRI R < 5 A B X BER,  ERRR L R,
(AN3E) Rnl AR B PR B X Bifg. EZEE, W2 WA,

BIEEEVES 0 HESEVEES

ESpREEID -

EEYERER: test_custom-image
EEAZ-1281FF , FELEREERESTL Do asEhsaPe .
SEVEEER EERENESEVES
EER2-256 =5 | AEELIhttp: /(EEhtps: /[T
frarec
RIS -
(BwmE) [devixvda 40 GB
12hn
00GE ;
Tz
R e XSG -

- RN DAERNZ SR AL, BRI ER, 12 WAE B R0 dgpl,
- R DUERNZBHON P E R g (IEAKBHE) . RAKIRED R, WS WERASE (ER
5%

5.1.2 ERAEHILIE B E iR &
SERTBUE TSI — A F5E XS, TSCBIPITHRS, RE R S A, sl
MU 1 UG
IR 15 SRR R, WS SRS 1 S QI — AR, RS SRR AR — 4 )
S, R,



Rt UL T IRIEBIE B2 88, 1§24 #unique_12,
R EIA
- IR BUR B INRR 5 e B X BEG, B RBiR L 2R,
- BIBHERAE R, ARUERIBINIRE, AEEIE, RasE R, R,
- PERAPRBIR R B SCRG QUSRI BOMREBHS QIR QR BIE IR RIS QI ¢
B, WIBRDRIEEEEUN SUAE I BR A BN B DR QS S B A R £
- XS HAFBIREN B L BiHE.
- BRGNS, ARERERIEIRE RN B e X BiHE.
RIEDE

1. B3 ECS EHHIA,

2. AESCHIFI R Ui TR, 4 H RSB e bk,

3. e TR Ll

4. PREIBEEIH], AdiFFREA MK H2 > BEmBig > f1E A e LBHE.
5. ABHRATRATAER.

6. Wili QUL

PRSI IR R OIS, BHRA RERE, VL5,
ARl

PRI 15 BRI, AR #unique_62.
5.1.3 (EAPackerllZ B E X7

Packeri2 —FH% RPN B E X TR, REWSETT1Es AN FiRRER

gt (MWindows, LinuxfllmacOS) L. ZREALEIFEHPacker, SAAGIEHE B4,
3
= Bim:

A SR DUGE I Fi817 Linuxi#fE R GRS 25.

1. & Packer

I LU Packer B PRI, &R PG EEIERGMIRA, S5 LTS e il
Packer B /7 &2 Z¥Packer,

1. RGPS R FILinuxiRF5 8. WIRERIRS 8 MECS Linux3zfl, a5 Sofh £8P 4 %0
AEHER: Linux 9241,


https://ecs.console.aliyun.com/
https://www.packer.io/downloads.html
https://www.packer.io/docs/install/index.html
https://www.packer.io/docs/install/index.html

2. PUTIHIZ cd Jusr/local/bin#EAN /usr/local/bin H3k,

BEHA:
Jusr/local/bin HF AR HR, 0]l PackerZ3i% Hx Fek A B HINzIER
BRAEBRMHRT,

3. tfTii% wget https://releases.hashicorp.com/packer/1.1.1/packer_1.
1.1_Tlinux_amd64.zip 3RKEPackerZ i, #En[LLiii] Packer T#¢vim FREV AR
APackerZ¥ifu,

4. PUTMZ unzip packer_1.1.1_linux_amd64.zip X1,

5. PUTA% packer -v KiFPackerZZEIRE, HiLinuxikssatiEMPackeriiiA s, FornELiE
WiZedPacker, #Linux/ii%5 887 command not found FrRPacker RIEMIZEE,

2. EE X Packert&ii

i Packer B FI5E SCBHAIN, FREAIH — N TSONIXAIBR S, fEiicrfh, &
TR B UBi% 1 Alicloud Image Builder (8% Al Provisioners (fit#

#) o Packer LA ZAMACE RN, WHITRLE HE LBEGHRINAERTR, PARRAF AR Shell At
whl, & XPackerfif,

fELinuxfl 55 25 il 44 Malicloud¥json IR EL R %
{

"variables": {

"access_key": "{{env "ALICLOUD_ACCESS_KEY }}",
"secret_key": "{{env "ALICLOUD_SECRET_KEY }}"
1,

"builders": [{

"type":"alicloud-ecs",
"access_key":"{{user “access_key }}",
"secret_key":"{{user ‘secret_key }1}",
"region":"cn-beijing",
"image_name" :"packer_basic",
"source_image":"centos_7_02_64_20G_alibase_20170818.vhd",
"ssh_username":"root",
"instance_type":"ecs.nl.tiny",
"internet_charge_type":"PayByTraffic",
"jo_optimized":"true"
1
"provisioners": [{

"type": "shell",

"inline": [

"sleep 30",
"yum install redis.x86_64 -y"

]

1]
}

D JER S AV {8


https://www.packer.io/downloads.html
https://www.packer.io/docs/builders/alicloud-ecs.html
https://www.packer.io/docs/provisioners/index.html
https://www.packer.io/docs/provisioners/index.html
https://www.packer.io/docs/provisioners/shell.html

i

access_key &AccessKeyID, HZiElH, ZH fli#AccessKey,
BiHA:
HFAccessKey®BRid K, MPilbaREE, BIUE #unique_67, il
HRAM TS @l AccessKey,
secret_key & AccessKeySecret, WEI¥H, ZH fliEAccessKey,
region G B 5 OB (8 P G S D stk

image_name

i BRI AR,

source_image

FERBHR AR, A AR R A S BHR SRR

instance_type

QI A SCBEAG I A BRI I N SR 2R

internet_c G 52 SSRGS FR 23 P 550 9 Y,
harge_type
provisioners | QI HE XEARN A Packer BLEAT FH,

3. {EAPackertlEBE XRE

T PackerBiH S A R F i B4 :

1. A AccessKeyID: j&17 export ALICLOUD_ACCESS_KEY=#[f] AccessKeyID,

2. S AN AccessKeySecret: j&fT export ALICLOUD_SECRET_KEY=#&[f] AccessKeyS

ecret,

3. YT packer build alicloud.json @il HE LB,

AHBATEERAT, PAT RPN RIS Redish B2 X Bif4:

alicloud-ecs output will be in this color.

==> alicloud-ecs: Prevalidating alicloud image name...

alicloud-ecs: Found image ID: centos_7_02_64_20G_alibase_20170818.vhd
==> alicloud-ecs: Start creating temporary keypair: packer_59e44f40-
c8d6-0ee3-7fd8-blbaB®8ea94b8

==> alicloud-ecs: Start creating alicloud vpc

==> alicloud-ecs: Provisioning with shell script: /var/folders/3q/
w38xx_js6cleksmwkrqsnw7w0000gn/T/packer-shell257466182

alicloud-ecs:

alicloud-ecs:

Loaded plugins: fastestmirror

Total 1.3

MB/s | 650 kB 00:00
alicloud-ecs: Running transaction check

==> alicloud-ecs: Deleting temporary keypair...

Build

'alicloud-ecs'

finished.

==> Builds finished. The artifacts of successful builds are:
--> alicloud-ecs: Alicloud images were created:



https://www.packer.io/docs/provisioners/index.html

cn-beijing: m-2zel2578beloa4ovs6r9
=%

#unique_62,
SEFER

- VilPIHE ZGitHub Packer 2 packer-provider JREUE 25 &,
- BB Packer® 7 (B ¥R H 2 PackerfEHITEN,

5.1.4 {E Packer gIEH S NI MTH S
Packerf2 @R BRMNBHGE X T H, ReBiafr7es H RReER
gt (MWindows, LinuxfllmacOS) L. SRR LI Packer, HAARIEH € B4

HITRIE A GOF e 2T 62 - ERBRERER, ARG 7l Ubuntu 16.04 i
F5aarh @l CentOS 6.9 AHFHEIF LIZZIMM AT, WERETEGIMEHAMRIERGRRN B
1%, WHYETE B XPackerBitl,

Alfe &

- BEZ QI AccessKey, W THithi 2l B centos.json H,

BiHA:
HTF AccessKey BBRIEK, JPiibZiites, @i #unique_67, IFEH RAM HP ik
5 flE AccessKey,

- & #unique_69, T HEBEUFRIA TG,
fERRH

1. 817 egrep "(svm|vmx)" /proc/cpuinfo WPRIERITIRIRSS SreE B IPLE & X HF KVM,
IR RHHE RN, RS KVM,

pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx
pdpelgb rdtscp lm constant_tsc art arch_perfmon pebs bts rep_good
nopl xtopology nonstop_tsc aperfmperf tsc_known_freq pni pclmulqdq
dtes64 monitor ds_cpl vmx est tm2 ssse3 sdbg fma cx16 xtpr pdcm
pcid sse4_1 sse4_2 x2apic movbe popcnt tsc_deadline_timer aes xsave
avx fléc rdrand lahf_1lm abm 3dnowprefetch epb intel_pt tpr_shadow
vnmi flexpriority ept vpid fsgsbase tsc_adjust bmil avx2 smep bmi2
erms invpcid mpx rdseed adx smap clflushopt xsaveopt xsavec xgetbvl
xsaves dtherm ida arat pln pts hwp hwp_notify hwp_act_window hwp_epp
flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge
mca cmov

2. HREHPRIRSS S UL R KVM, 1817 A a2 %%% KVM,

sudo apt-get install gemu-kvm gemu virt-manager virt-viewer libvirt
-bin bridge-utils #%% KVM RAHERE


https://github.com/alibaba/packer-provider
https://www.packer.io/docs/index.html

sudo virt-manager #JFJg virt-manager,

g pEx GUI BIEERIL, ForEELmRh L3 KVM,

3. ‘2% Packer,

] A2 5 #unique_70 #5023 Packer,
4. ARXPITEA P a2 X Packer Bk

Bil:
PURRBIRITER A MBS EE T CentOS 6.9 $ERSE, WA HARIRER SN
1%, ZEnfDARIETRE & X Packer b BLE {4 centos.json,

cd /Juser/local #YJHpntEH,
wget https://raw.githubusercontent.com/alibaba/packer-provider/
master/examples/alicloud/local/centos.json # PFEMBEAETEITH

centos.json frE S,
wget https://raw.githubusercontent.com/alibaba/packer-provider/

master/examples/alicloud/local/http/centos-6.9/ks.cfg #PFHMBEAZEN
BT ks.cfg BEESCHE,

mkdir -p http/centos-6.9 #@|@H>%,

mv ks.cfg http/centos-6.9/ #BEHff ks.cfg FH http/centos-6.9

H,
5. RIRPITEU T a2 B A HbBHE

export ALICLOUD_ACCESS_KEY=#11¥) AccessKeyID #S5 A\#H) AccessKeyID,
export ALICLOUD_SECRET_KEY=#8[¥) AccessKeySecret #5 A AccessKeyS
ecret,

packer build centos.json #@IEAMHEG,
AHLBITERT

gemu output will be in this color.
==> gemu: Downloading or copying ISO
gemu: Downloading or copying: http://mirrors.aliyun.com/centos/
6.9/1is0s/x86_64/Cent0S-6.9-x86_64-minimal.iso
==> gemu: Running post-processor: alicloud-import
gemu (alicloud-import): Deleting import source https://oss-cn-
beijing.aliyuncs.com/packer/centos_x86_64
Build 'gemu' finished.
==> Builds finished. The artifacts of successful builds are:
-=> gemu: Alicloud images were created:
cn-beijing: XXXXXXXX

6. FRF B lG, FEX R ECS Fll GBS TR 1 & BEEER, Wonplhigtee—,

Ranl PAERTIZ A LR A1 ECS S, BAPERZ R #unique_62,


https://ecs.console.aliyun.com/#/image/region/cn-beijing/imageList

B7E X Packer &1k

DAL RG] BIVER ARG T CentOS 6.9 #RERSE, QAR ZAIH HAL SRR E R AN B
%, BnJDHYEREARE X Packer B},

Bilan, BUT JSON (AR E T Packer BZERRIY, HT8I# CentOS 6.9 Bif%,

{"variables": {

"box_basename": "centos-6.9",

"build_timestamp": "{{isotime \"20060102150405\"}}",
"CpUS": Illll’

"disk_size": "4096",

"git_revision": "__unknown_git_revision__",
"headless": "",

"http_proxy": "{{env ‘http_proxy }}",
"https_proxy": "{{env "https_proxy }}",
"iso_checksum_type": "md5",

"iso_checksum": "af4a1640c0c6f348c6c4l1flea9el92a2",
"iso_name": "Cent0S-6.9-x86_64-minimal.iso",
"ks_path": "centos-6.9/ks.cfg",

"memory": "512",

"metadata": "floppy/dummy_metadata.json",

"mirror": "http://mirrors.aliyun.com/centos",
"mirror_directory": "6.9/isos/x86_64",

"name": "centos-6.9",

"no_proxy": "{{env ‘no_proxy }}",

"template": "centos-6.9-x86_64",

"version": "2.1.TIMESTAMP"

"bu%lders":[

"boot_command": [
"<tab> text ks=http://{{ .HTTPIP }}:{{ .HTTPPort }}/{{user

"ks_path® }}<enter><wait>"

1,

"boot_wait": "10s",

"disk_size": "{{user ‘disk_size }}",

"headless": "{{ user "headless" }}",

"http_directory": "http",

"iso_checksum": "{{user “diso_checksum’}}",
"iso_checksum_type": "{{user “1diso_checksum_type }}",
"iso_url": "{{user ‘mirror }}/{{user “mirror_directory }}/{{

user "1dso_name }}",

1,

"output_directory": "packer-{{user "template’}}-gemu",
"shutdown_command": "echo 'vagrant'|sudo -S /sbin/halt -h -p

"ssh_password": "vagrant",

"ssh_port": 22,

"ssh_username": "root",
"ssh_wait_timeout": "10000s",

lltypell: llqemull’

"vm_name": "{{ user “template’ }}.raw",
"net_device": "virtio-net",
"disk_interface": "virtio",

"format": "raw"

}

"provisioners": [{

"type": "shell",
"inline": [
"sleep 30",



"yum install cloud-util cloud-init -y"

]

11,

"post-processors": [

"type":"alicloud-import",

"oss_bucket_name": "packer",
"image_name": "packer_import",
"image_os_type'": "linux",

"image_platform": "Cent0S",

"image_architecture": "x86_64",
"image_system_size": "40",
"region":"cn-beijing"
}
]
}
Packer 2 keS8

FEHRBI P EERIA RS QEMU Builder, #EmREFH T-QIEERIDLBAR . HAHS B R

o

iso_checksum |string

PUERGN ISO SXFRIBERA, Packer TE/R38IHEER T
ISO MWL Z AR EIZSE . B/VEE iso_checks
um B# iso_checksum_url 2%; 4SEHEE TS5
iso_checksumif, 2% iso_checksum_url WIEH#H
) 2

iso_checks string EHE MR ER SN 1SO AR AIREL, BT :
um_type - none: ZMFERANIRE, FHEHRE %L

- md5

- shal

- sha256

- sha512
iso_checks string —MMLE T RIERSE I1SO SR BAS A SR B
um_url # (URL) , ¥ 0 GNU 53 BSD, BHEES/MEE

iso_checksum 3# iso_checksum_url 28; %4
a2 T 28 iso_checksumit, 2% iso_checks
um_ur L INERE B 2h 720,




iso_url string —/AMEA 1SO H S B4 URL, X4 URL nf PA2
—A> HTTP B, tn] AR — AN U2

- WS HTTP 558, Packer M\ HTTP B Rtk
HRAFIBIT,

- R IMG 50 QCOW2 i #Eh:, QEMUBE#AE
RS BB, SRR T SRR, EN SR
disk_image EHM true,

headless boolean Packer ZRiNidid s EIEALERIPLA ik QEMU K&
UL, Y% headless BN True B, ¥RI—1N%A
G BRI,

Hopn[ix2#m] 25 Packer QEMU Builder Bif,
Packer BEE #5280

R dh S B 284S T Post-Processor B, iZEHLSz sk EAE AR BI53] ECS
ZFf. Post-Processor B8 S5 RHR,

access_key string 1) AccessKeyID, HiT AccessKey SBRIEK, Hbi
IEEEI R, @K #unique_67, FEEH RAM H/ 1
k5 Al AccessKey,

secret_key string 1) AccessKeySecret, HIT AccessKey tRid

R, FBiEEdEieE, @S #unique_67, FFHEH
RAM H P 7S @i AccessKey,

region string AEHG LR, WAREHR en-beijing, E2H
M) X A T 2 s R
image_name  |string BRI A SR A TR,

- W1 [2, 128] M sesH L AT AR,

-« IR PARNG F R SR

- ARV EREE. PRIZL (O sEEERF ) .
- AHERA http:// or https:// Ik,

oss_bucket string 519 OSS Bucket Ak, HHEE T — M AEER
_name Bucket ##%, Packer hHi&Bi%I A ZhEIH—4 T4
Bucket,
image_os_type |string BRI BUETEE :
- linux

- windows



https://www.packer.io/docs/builders/qemu.html

image_plat string BHRRATIRA, WARHIHE CentOS,
form
image_arch string B EATIRARE LR, BUETEH:
itecture . 1386

- x86_64
format string BARAIRE R, HURTER :

- RAW

- VHD

Hpn[iks )25 Packer Alicloud Post-Processor B,
=%

] DU BS A1EE ECS 92, 25 #unique_62,
SEGEIZ

- N[ PAZ B Packer ‘B 75K T Packer fEF TR,

- Al PLil) GitHub Packer €)% packer $KBUHE 2158,

- #&R[ Ll GitHub Alibaba ) opstools JREUE 215 &

- #EnIBLYikl GitHub Alibaba&Packer €4 packer-provider JREUHE 245 8.
- 0 PIZ 3] Anaconda Kickstart 7 it 8 X ks.cfg FEZE R,

5.2 BRBEEMREER
QIR T 1 SR, AT DATORTIS L i BRI 2 FRRE

RIEPR

GRECSHEBEHIE,

FELEMI SRS, IEFEIHI S HiHG > Bifg.
FEDARIRESRAE, s,
TREN T LB B L Bi5.

iy, HEHNBHE AR,

AR o R

6. HligfHHniA,
7. AR XBHEMIAIARE S, S BHGIA,
8. HlifR A7 S IB F i B G HIAE R


https://www.packer.io/docs/post-processors/alicloud-import.html
https://www.packer.io/docs/index.html
https://github.com/mitchellh/packer
https://github.com/alibaba/opstools
https://github.com/alibaba/packer-provider
https://fedoraproject.org/wiki/Anaconda/Kickstart/zh-cn
https://ecs.console.aliyun.com

B hn] A ECS APIModi fyImageAttributelBM HE X B4 1E R,

5.3 FANEREK

5.3.1 IREEMEN TR
HER AN B L BHGnT, ERUEERBEERIN TR, AaMLinuxffERGEVCE R B
BYAGFME ASGEN ARG, S8R IR A v 8 B 5 A eR T TR

BRER
ECSSZHFEA] Bl € LG B ehl, % B B ] DURSE TR PIRSSa%.  EIUPLERE Hifth =

FERAEIRNEHE, BREREHEGTAECS, AnEREAIEIH, AR E XL
BifgHme 2R, HERIES USRS,

A BHSHI R, AR E I ECSBAS MR TR (PXRIFREIN TR . K THAE
BT LinuxIR55 a5 Hak 25 AL BT EbR,  PROEENASACE, ZERRTXTHISONAS AL
IR INROEN, HARIRE RGN W], 77 D E RS EIF R E AT SRR
Bifg.

AL LACentOS 7.4 64hiR(ERGONHI, Sraihs i TR B
ERERE

Hai el T BAGZFRMILinux 29U Ei%, f45Ubuntu, CentOS. Debian, RedHat, SLES (
SUSE Linux Enterprise Server) . OpenSUSE. FreeBSD. CoreOSHAIHELinux&fiiA.

BRESRE

1. RIS A UL Hith = B = L.
2. 3BT LU an 4 T 0k L2 2 i H 5%,

wget http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach
/73848 /cn_zh /1557459863884 /image_check

R thon] B A RSN TR,
3. fEfroot BUBIB TRLIN TR, 6k S A I TR IJCik i C 5 B i BB A e B A

chmod +x image_check


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/73848/cn_zh/1557459863884/image_check

sudo <Kl T HFF{ERZ>/image_check -p [HpnEE]

ARG, <wuuuuppps> WARTHSE, SRS EREENRTHSE, Fta1 R THRE G

S22k

sudo ./image_check

BeHH:
ERMEH-p [ Hirpga ] eI S A Res 2, AT E W & BRA A T2 fE
IR&1R,

4. FRRN TR RSN,

Begin check your system......

The report is generating.

The infomation you need to 1input when you import your -image to
Alibaba Cloud website:

Current system: CentOS

Architecture: x86_64

System disk size: 42 GB

Check driver [ OK ]
Check shadow file authority [ OK ]
Check security [ OK ]
Check gemu-ga [ OK ]
Check network [ OK ]
Check ssh [ OK ]
Check firewall [ OK ]
Check filesystem [ OK ]
Check device -1id [ OK ]
Check root account [ OK ]
Check password [ OK ]
Check partition table [ OK ]
Check 1lib [ OK ]
Check disk size [ OK ]
Check disk use rate [ OK ]
Check 1inode use rate [ OK ]

16 items are OK.
0 items are failed.
0 items are warning.

The report is generated: /root/image_check_report_2019-05-10_13-28-
21.txt
Please read the report to check the details.

5. BRI,

Kl T HIaT8R Y, SRR S I e, AnRBir, KRS e iE N /root, AN
5 image_check_report_H_IE . txtBimage_check_report.json,

BT

Do RIEHIER B € SRR AIR I REAR R ECSIZHI, Kl T H 3 ZRE RS b DA R EC B,



G005 AERE R AR
driver TEBIEH RS ECS S5 ZRIBRULIRE), ESWE
1Evirtiodkz)
/etc/shadow TEIEBEW S, EMEEREE | AR chattrm P BiE /etc/
& X BHE A EECS I shadow >
SElinux FeIEIEH RS ECS 245 AEELBES /etc/selinux/
configHFESELinux
gemu-ga ECSPHiRZHik S A, £ | #H#Egemu-ga
IHEAE
network ECSSBI M 48 P REAFSE KA MIERNetwork Manager, JF
19 networkfki 5%
ssh ToE N S IR ECS S5 FIIFSSHIRSS, AERE
PermitRootLogin
firewall RGILIE AN AN ECSEHEAE | KHAP; KhkIptables, Firewalld,
IPFILTER (IPF). IPFIREWALL (
IPFW)8kPacketFilter (PF)
file system TeiEY et - i xfs, ext3. ext4ER
5
- HFliHext2, ufs, udfXHFR
4t
- extdXFRFEAE 64 bithe
1 (feature)
ol
= B
64 bitidextd XHRGNIFEE
2, Bnlffiffiman ext4mi®
BRI B,
root TEiEE R P 2B IEFEEREECS | R rootik s
S5
passwd ECSSEBITEIEH g H P R passwdai¥, sREPLLE
passwd
X JCEIE R R ZECSS:H EHMBRZX.
/lib ik ALl B ECS I /LibRl/Tibe4RFaIN BARE R

Hontpkis, BB/ 1ibRl/
1ib64MFa I B I 12




S5 AE G R AR

system disk N/A WMRGHRER, RGM2REREN
40 GiB%500 GiB, JF1ES AN BZN
RIS ARSI AL P 2

RACERGIE AR
disk usage T NECSI L B IRANBRAR | DREF T2 08 TS = 1)
%
inode usage TCIENECSSE 4 B s sk | DRFF 298 inode B 4
%

Kol T B AR IS 0K, FAILEDEEZWARNINGH:MIES R,
- OK: RIS & EK,
- FAILED: KeMIATF SR, fEHIZ A€ BRI ECSIBIICIEIER R, @SB ER
WG ERIEBIS, PARRSSEHIE SRR,
- WARNING: REMIATFSER, A% E € EGAIEMECSSHIN L4 ihah, HECSICikid
WA T SR SEHIECE, ] DUESERMEE, ] DU 208 ) 8 B RIS
IR

R THITT8 )G, 216 H 25t TXTHITSON MRS AR IR &5 .

BeHA:
Keii 5 bR i2nl il -p [ HiRR1IEE, BATEE, WERIAE REK I T 12,
- TXTHIRE AR image_check_report_HM_INE . txt, RENAEIEIRSSEES R
PAB KGNSS H, PACentOS 7.4 64hit RS M) :

The information you need to 1input when you import your image to
Alibaba Cloud Website:

Current system is: CentOS #IRSS P ERER G
Architecture: x86_64 # RGN
System disk size: 42 GB HIRSBARGRA R
Check driver # RS I 44

Pass: kvm drive is exist HRE &L B
Alibaba Cloud supports kvm virtualization technology
We strongly recommend installing kvm driver.

- JSONKERIR L AR M image_check_report.json, &P MHEIRSS S B B DASS I
5, PACentOS 7.4 64hitfE R gt i :

"platform": "CentOS", \\ IR SHRETER ST
"os_big_version": "7", \\BMERGRAS (B0
"os_small_version": "4", \\IERGRAS (KAL)
"architecture": "x86_64", \\RHZH%EH



"system_disk_size": "42", \\JIREZERAEZHBER
"version": "1.0.2", \N\KEI T B A
"time": "2018-05-14_19-18-10", \\KMij]
"check_items": [{

"name": "driver", \ \ K353 44
"result": "OK", ARG S
"error_code": "Q", \\E5IRS
"description'": "Pass: kvm driver exists.", \\JHiR
"comment": "Alibaba Cloud supports kvm virtualization
technology. We strongly recommend installing kvm driver."
]
+
4
1. HRFABGEEH
2. ‘Lvirtiodka)
3. (i) Fegifgmsst
4. FABG
5. i B LG aIE S

5.3.2 F NGB
HRUE FIE BRI TPERIRT 5SS ARCR, e SN BRI A SR BB ZECS
5 LBHR R

Windowsi#ER A =&
RS

- TEFIA RGN SR

- IHMBYC R RS

- BWRAERGROFIRZN, WRRGMABEYE .

- TEIRIEEHRN R BRSO A A RALE S ANRSGR KD, RGERARIGE S FH40GiB-
500GiB,

- RN KES, FFBATRDP 338911,

- administratorf S & H LA RS-301 71, WAL E KNG RSB, BT AR kT
SRR FRFSTMR( ) " ~te# $% M &x - _+=| {}Y[]:;
<>, L2 [, Holy RRERIRIRE () WEE T

AZHFI

- AEFFISOBEG L, EELR PEIRBEIE VirtualBox % T HBWERG, #3uRk] B =ECS %+
Big%ARAW. VHD=Eqcow2%5H S A,
- AXFEBS P LS gemu-ga, HMSSRECSHFEIIEE RS AT



- AZFWindows XP. VAR Windows 7. Windows 8filWindows 10,
SCRFI

- XRZBHXRGHL

© XFNTFSXFRSE, ZHMBRITIX,

© XFFRAW, qcow2HIVHDRAHHS., S AHMRBHE I, EREE SR UG,
- XFRSRALE MR ERGERANBHE :

- Microsoft Windows Server 2016

- Microsoft Windows Server 2012 R2

- Microsoft Windows Server 2012

- Microsoft Windows Server 2008 R2

- Microsoft Windows Server 2008

#Service Pack 1 (SP1) HJWindows Server 200388 ¥ /i A

Linuxi#F R 4514
AGRRH

- ARSI R
- EMBECRBEFRGENE, W/ sbin, /binfll/Tibx3H%,
MBI /etc/issuex, HMECSTIRIERBIMNRFALITIR, MiitIdRFEKN,
- WEWB% /boot/grub/menu. st, AMILIEHANECSIH,
- B/ etc/ fstab, HWITEIEMBS:H 77 XM JEIERSECSIH,
- B/ etc/shadow AL, WK SBOCTABBEENXF, MmeIERGERL,
- 7B/ etc/selinux/configlFASELinux, H{WRGLIEEHI,
- IHRERGRRRZM, WORRER A
- SRR K, FHATSSH 22541,
- JF/EDHCP (Dynamic Host Configuration Protocol) Aiz55.
- ZAEXENBEKVMIERULIRS), B2, S W2 virtiolka),
- ZHicloud-init, PARIEREIIECEhostname, NTPJFflyumi,
- rootMK SR EM AR S-30M7FF, I HFENEERGTING =, BRI SN
SRV MRS ) T~ e # s %M & x -+ = | {3 ;<

o o 8 /8

>

ASFEIR



© REFFISOBG . WLk PR VirtualBox % THEIWER, ##uRk H ZECSXK RN
B4k :XRAW. VHDEiqcow2 5/ S A,

- AR AMEEE,

© AZFFIPvOL,

- AXFFABRGH X, HAi SRR RX,

- AFHEGHS P ¥ gemu-ga, BN FBECSHIFRERERI RS AR,

SRR

- XFRAW, qcow2fIVHDAERHEG, SAHMENBHEN, SIS EHS A,
- XFixfs, ext3fllext4 XFRGE, XFFMBR57TIX,

-

BEW:
extd X RGP ARRER SHRE (feature) 64bit, JFHFHEprojectMlquotaRRERAHH
B, Bn[PliafTtune2fs -1 ext4###nu#nt#t | grep featurestiREHBextd RS
rh SRS
- XFFSRARE AU MRMERGURA NI BHS |

- Aliyun Linux

- CentOS 5/6/7

- CoreOS 681.2.0+

- Debian 6/7

- FreeBSD

- OpenSUSE 13.1

- RedHat

- RHEL (Red Hat Enterprise Linux)
- SUSE Linux 10/11/12

- Ubuntu 10/12/13/14/16/18

FFREF S LinuxiRK

METFIX 5, GERESARLInuxRSEBREAEECSTREtINI AT BURFIRY, %IRRT G5
PAIERFEEHE EREF-ABRERBAOR AIERIERSUT R, (HRARGOCHIEACE X, RS
SRR BRI 5 1 B T b T- S EOR N BER . WERETR R AR - 588, WEESA
BRI IR DL M — M5 -



- Others Linux: ECS&G—FHMARGIN, WHRF AOthers Linux*E/5i%, ECSAZX
PR S TAT AL B, SRS LERIMEBHE RIS Y DHCP, ECS& HEWERLEMZE, 5emK
SpIaNEE, EBTECSEMH G ICRER SRR, MATECEIP. BHAHLE,

- Customized Linux: EHliRE%. S ACustomized LinuxBi{4)5, EHEIHECSHRER S
B AR E RIS MELS, B2, S ek Linux A€ 5L,

5.3.3 Z#cloud-init
EAE I Linux 288 [ 5 BIGI, EES T8GR LBIRE IR G LECE, SR IEA
HIRTEDRIR S5 8% b 23 cloud-init,

4 Zcloud-init

cloud-initR = F & HLinux$#ER G EIINUR SRR LRL B IR S5 AF, BT
zn AWS, AzureflOpenStackF i A F- 613 Ficloud-init, B, 2 Wcloud-init
U LED
Bl H = cloud-initGEfE S HIE N B S RpIAILECE, miEM4. NTP. . EPIAMSSHE
POAE, WINETLH B s (User data) IIAKIHIT,

EAMR

B R AL BRI N Z 3 cloud-init, WIRELERL R R B BRI, R ORuEeI
LBIRE AL R AL E, @B ALinuxiRS; 8 23 M AR A cloud-init:

- WERFITER L2, R cloud-initlLinuxAR 5545

- B&Z%cloud-init, {HRAKT0.7. 98 LinuxRk55 4%,

- BIEMHAIBIT, HREZHEcloud-initiECSIH,

NERES

ARIAF-E RAFMA 2 Blificloud-init REEHIAIZS, IEIESES B I AL E &1 5
P (datasource) , HfH Zcloud-initffiA }0.7.6a, BIEHEMALiyun,

Z¥cloud-init/a, BIMNTREIFHLEEENE, FHINERA RS REBIRHRICEA S, TIRER )R
55 aaibf I RE S B cloud-initiafT R MR GHENEE, BEILKERENRG. LEATHNG B
w0y, AT LRSS ds A,

- UHKE A R A B % Hicloud-init: which cloud-init

-

= B
TekmthiE RR PR LR, BREZEPH ZMA cloud-init,


http://cloudinit.readthedocs.io/
http://cloudinit.readthedocs.io/

- Ak cloud-inithi AR B4 : cloud-init --version

BEHA:
WA FAEX0.7.98 4 (0.7.6afiiABRAN) , EFE M AR A cloud-init,

(HE) REME=hR7scloud-init

1. KA python-pipfikisiE,
2. NP ZRA cloud-init F RS 24 i H 5%

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz
tar -zxvf ali-cloud-init-latest.tgz

3. M Acloud-initltoolsHx%, iTcloud-initZMAdeploy. sh:

bash ./deploy.sh <issue> <major_version>

- RGN
- dissue: BMERGFEAIM, BUAHIIE: centos|redhat |rhel|debian|ubuntu|
opensuse | sles, ZBHUAIR/NGHIER, HrbslesKRSUSE/SLES,
- major_version: ERGE-EEEMAS. Hla, CentOS 6.5MFEERAS N6,
N L
- f£CentOS 6.5%1%%%cloud-init:
bash ./deploy.sh centos 6
- f£Ubuntu 14.04% %% cloud-init:
bash ./deploy.sh ubuntu 14

4. BNRE R %%, FiBM"description": "success", FREIEMIN,

REM B AR cloud-init
PAR AR RITEERZ2Eai 2 hit sS4
- CentOS 6/7

# KA LEpython-pip

if ! python -c 'import setuptools' >& /dev/null; then
yum -y install python-pip

fii

# #21rIHcloud-inithit®

test -d /etc/cloud && mv /etc/cloud /etc/cloud-old

# NETFRERE ARA cloud-init


http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/ali-cloud-init-latest.tgz

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz

tar -zxvf ./ali-cloud-init-latest.tgz

# Zdtcloud-init

issue_major=$( cat /etc/redhat-release | awk '{printf $3}' | awk -F
.U " {printf $1}')

bash ./cloud-init-*/tools/deploy.sh centos "$issue_major"

- RHEL 6/7

# K python-pip
if ! python -c 'import setuptools' >& /dev/null; then
yum -y install python-pip
fi
# #BirIHcloud-inithily
test -d /etc/cloud && mv /etc/cloud /etc/cloud-old
# TEIFREP M R A cloud-init
wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz
tar -zxvf ./ali-cloud-init-latest.tgz
# Zdtcloud-init
issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')
bash ./cloud-init-*/tools/deploy.sh rhel "$issue_major"

- Ubuntu 14/16/18

# K python-pip
if ! python -c 'import setuptools' >& /dev/null; then
apt-get install python-pip -y

-
# #1rIHcloud-inithily
test -d /etc/cloud && mv /etc/cloud /etc/cloud-old

# TEIFREP A A cloud-init

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz

tar -zxvf ./ali-cloud-init-latest.tgz

# Zedticloud-init

issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $23}' | awk -F'.' '"{printf $1}')

bash ./cloud-init-*/tools/deploy.sh ubuntu "$issue_major"

- Debian 8/9

# K ZgdEpython- p1p
if ! python -c 'import setuptools' >& /dev/null; then
apt-get -y install python-pip
i
# #21rIHcloud-inithil g
test -d /etc/cloud && mv /etc/cloud /etc/cloud-old
# PEIFWERHE A A cloud-init
wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz
tar -zxvf ./ali-cloud-init-latest.tgz
# Zedticloud-init
issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')
bash ./cloud-init-*/tools/deploy.sh debian "$issue_major"

- SUSE 11/12

# KerZetpython-pip



if ! python -c 'import setuptools'>& /dev/null; then
zypper -n install python-pip

3
# #21rIHcloud-inithil g
test -d /etc/cloud && mv /etc/cloud/etc/cloud-old

# PEIFERHE ZRA cloud-init

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz

tar -zxvf ./ali-cloud-init-latest.tgz

# Zedticloud-init

issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')

bash ./cloud-init-*/tools/deploy.sh sles "$issue_major"

- OpenSUSE 13/42

# R Zepython-pip
if ! python -c 'import setuptools'>& /dev/null; then
zypper -n install python-pip
3
# 21 IHcloud-inithity
test -d /etc/cloud && mv /etc/cloud/etc/cloud-old
# NEIFREP R A cloud-init

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz

tar -zxvf ./ali-cloud-init-latest.tgz

# Z¢dicloud-init

issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')

bash ./cloud-init-*/tools/deploy.sh opensuse"$issue_major"

(FTiE) ZEHXhRcloud-init
Hib 1

Z¥cloud-init2 i, WSROI Egit. python 2. 7fIpython-pipfBiRe:, PL R
LS

- CentOS/RedHat:

yum -y install git python python-pip
- Ubuntu/Debian:

apt-get -y dinstall git python python-pip
- OpenSUSE/SUSE:

zypper -n install git python python-pip
Bl PR

1. BFPEMRS5E.
2. fifgit FEcloud-init¥Erg e, JFFiE Acloud-initH%:

git clone https://git.launchpad.net/cloud-init



cd ./cloud-init

3. P O
pip install -r ./requirements.txt
4. #¥cloud-init:
python setup.py install
5. #&8ffvi /etc/cloud/cloud. cfglEkiit B X f:cloud.cfg,
¥ cloud_init_modules: ZHiACEIZSCH A FH%:
# Example datasource config
# The top level settings are used as module
# and system configuration.
# A set of users which may be applied and/or used by various modules
# when a 'default' entry 1is found it will reference the 'default_us
er'
# from the distro configuration specified below
users:
- default
user:
name: root
lock_passwd: False
# If this is set, 'root' will not be able to ssh in and they
# will get a message to login instead as the above S$user
disable_root: false
# This will cause the set+update hostname module to not operate (if
true)
preserve_hostname: false
syslog_fix_perms: root:root
datasource_Tlist: [ AliYun ]
# Example datasource config
datasource:
AliYun:
support_xen: false
timeout: 5 # (defaults to 50 seconds)
max_wait: 60 # (defaults to 120 seconds)
# metadata_urls: [ 'blah.com' ]
# The modules that run in the 'init' stage
cloud_init_modules:
T2
- MTHEFIER LA Linuxii5 8 Ea] PUERNE 2 TRIEBH S B E LHi4.
- NFEEME R LiZf7MLinux HE LBEECSS:H . Znf DLE)E RS UES . WRRGAZ)
BCE Y 04, BAFEMNTPEALE, WERCRYI %% cloud-init,
HE W=

BeHA:
AFIBHGH R REARR, S DUl pipZd, ZEHEREHcloud-init,



© ACRARGURNKAFRERS: (Blalyum) Mpi p BRI A FRRAIRBE, Al RER K
VERRA MR, G cloud-initiaf 5, SRR E BT P ERBUE,

#i25%: no setuptools module in python

RS BB mno setuptools module +in python, FRBEFTELEpython setuptools, i
SUNV YRV 2

- CentOS/RedHat: yum -y dinstall python-pip

- Ubuntu/Debian: apt-get -y install python-pip

- OpenSUSE/SUSE: zypper -n install python-pip

#2#%: No module named six

i pipZe3sixfE pip dinstall sixnf PARPLLL RS,

File "/root/cloud-init/cloudinit/log.py", line 19, 1in <module>
import six
ImportError: No module named six )

{i#%%: No module named oauthlib.oauthl
i pipZ%toauthlib/fpip install oauthlibn] BARDEL R,

File "/root/cloud-init/cloudinit/url_helper.py", line 20, in <module>
import oauthlib.oauthl as oauthl
ImportError: No module named oauthlib.oauthl )

R BT AT WIRER D AR U4

WL LRSI, A TRV D IRLE KBRS, 0] ABEcloud-initifrequirements.txt L
PE RS R, ZRETAREE:

pip install -r requirements.txt
SEHIR
cloud-init'& W - Bif B = E08 IR BEIH SOk
5.3.4 & virtioJXzh

DRIk IRSS 4%, KERIWLERE 2 EHUNEMERGHE S A B X Bi% )R, BIERNECSIBICIER
), REHEAEABRRTR AR & H RAEPRIR S drh 2 3 virtiodlish,

TEREvirtioREIMIE &
MAH#unique_130, FIHEZZHZNES AR HE EGRvirtioRaRER G

- Windows Server 2008


http://cloudinit.readthedocs.io/en/latest/topics/datasources/aliyun.html

- Windows Server 2012
- Windows Server 2016
- CentOS 6/7

- Ubuntu 12/14/16

- Debian 7/8/9

- SUSE 11/12

PLEFIRIEG, BIANCZEvirtioMENRS, TEEREBHEIGN RS,

FERRvirtiolREhAVER

HALAEDA EFIRERAERSE, BREEABR LA, FIRIRS ay & 3virtiodlks),
Rk S5 ds AR 5 S Fivirtiodkah

1. 817 grep -1 virtio /boot/config-$(uname -r) KEMHIRERFNNERE X
Fivirtiogkzl,

BeHA:

- WREE R A RS VIRTIO_BLK B2 VIRTIO_NET B R, FRIZIRERSZE
A Evirtiof k), HINARRERSAM AR T8, ERENERINRSSSmiEE
Hvirtiodkzh,
- RS E CONFIG_VIRTIO_BLK 2 CONFIG_VIRTIO_NET BUH N y, Fmls 1 virtiodlk
#h, #n[PI2B] #unique_78 % #unique_13 FIPTH =,
- WIRSE CONFIG_VIRTIO_BLK Bz CONFIG_VIRTIO_NET BUEN m, THEHEANF2L,
2. PUTH%Z Lsinitrd /boot/initramfs-$(uname -r).img | grep virtio

Nvirtiof’ah 2 & e SEIRN X fF R Stinitramfssk#F initrd+,

BeW:
- #EERY, initramfsC& % 7 virtio_blkIkal), PAR AR
fjvirtio.ko, virtio_pci.kofilvirtio_ring.ko, #nPIZp] #unique_78 EH#%
#unique_13 F|fH =,
- WRIEIN SR R Rinitram s A S virtiodKgl, WITEEB I X IFRSE



BEIRIXH RS

IR, LEEIRS S Rivirtiolka)), (HRIGEI X RStinitram s initrd P A 5
virtioJkahiht, FTEBEIEN XERS. PACentOSTH M,

- CentOS/RedHat 5

mkinitrd -f --allow-missing \
--with=xen-vbd --preload=xen-vbd \
--with=xen-platform-pci --preload=xen-platform-pci \
—-—with=virtio_blk --preload=virtio_blk \
--with=virtio_pci --preload=virtio_pci \
--with=virtio_console --preload=virtio_console \

- CentOS/RedHat 6/7

mkinitrd -f --allow-missing \
--with=xen-blkfront --preload=xen-blkfront \
-—with=virtio_blk --preload=virtio_blk \
-—with=virtio_pci --preload=virtio_pci \
--with=virtio_console --preload=virtio_console \
/boot/initramfs-$(uname -r).img $(uname -r)

- Debian/Ubuntu

echo -e 'xen-blkfront\nvirtio_blk\nvirtio_pci\nvirtio_console' >> \
/etc/initramfs-tools/modules
mkinitramfs -o /boot/initrd.img-$(uname -r)"

YRiFRLEvirtiolRzh

StAkPARedhatliR 5585 MBl, hEGRICHMA i Z 3 evirtioJR’a),

TERMNEZEN

1. 3817 yum install -y ncurses-devel gcc make wget Z3EgwiEPIZIEAFF,

2. 1817 uname -r HHPYFTRGEHMIPERA, WnplHbi4.4.24-2.a17.x86_64,

3. HifE LinuxPUZSNFR G FEN B PZRA IR, AoRBhi4.4.2491 3k
Flinux-4.4.24 . tar.gzIMHk >k https://www.kernel.org/pub/linux/kernel/v4.x/linux-4
4.24.tar.gz,

4. 1817 cd Jusr/src/ UitH%,

5. 1817 wget https://www.kernel.org/pub/linux/kernel/v4.x/linux-4.4.24.tar
gz PEREEEAL,

6. 3317 tar -xzf linux-4.4.24.tar.gz IR,

7. 3817 In -s linux-4.4.24 linux BiEE,


https://www.kernel.org/pub/linux/kernel/
https://www.kernel.org/pub/linux/kernel/v4.x/linux-4.4.24.tar.gz
https://www.kernel.org/pub/linux/kernel/v4.x/linux-4.4.24.tar.gz

8. 81T cd /usr/src/linux Yt H %,
Gn kP
1. fRRIB1T A P2 o,

make mrproper

symvers_path=$(find /usr/src/ -name "Module.symvers")
test -f $symvers_path && cp $symvers_path .

cp /boot/config-$(uname -r) ./.config

make menuconfig

2. IPRCA RS mEN, JFGFTHFvirtioGHLE :

BLOA:
& « BCEFORMIESINE, & m ACBE R RM B,

a. [fiZ kA% Virtualizationi,

AR 2% TKVM (Kernel-based Virtual Machine) %,

Processor type and features --->
[x] Paravirtualized guest support --->
-—- Paravirtualized guest support
(128) Maximum allowed size of a domain in gigabytes
[*] KVM paravirtualized clock
[*] KVM Guest support

Device Drivers --->
[*] Block devices --->
<M> Virtio block driver (EXPERIMENTAL)
-x- Network device support --->

<M> Virtio network driver (EXPERIMENTAL)

b. 1% FEscHiB i PIRAL B 7 i H s A Hd PR 17 . config X fF,
c. Kiff virtiofGECE 2 7 C48 IE Wi &
d. HREERIEAR R EvirtioHRACE, 1817PA Mai 2 Tah%if.config it

make oldconfig
make prepare
make scripts
make

make install

e. IBITLA P BB virtiolRah g v,

find /lib/modules/"$(uname -r)"/ -name "virtio.*" | grep -E "
virtio.x"



grep -E "virtio.x" < /lib/modules/"$(uname -r)"/modules.builtin

-

= UibA:
WAL —m2Hithvirtio_blk. virtio_pci.virtio_console¥% {5, FHECL LML
3y virtiodKka),
T—%
Kifvirtiolkah)g, nfbL:

- #unique_93,
- #unique_13,

5.3.5 E#l Linux BENX R &
o S BGHRE BRSBTS T FR I AT R & I, ARAREZS cloud-init N, #EnIBILES
NI BRI Customized Linux CRMIMREHR) . PIMZA$5HINE Linux BHQ5fE %
IR R GARY, BDMIREHIECS S BIR 2 B bR B 2, s 9 N B R AT R A
SCHR e FINREE G R IARATA, 1T IR SN 11 S LI Bl

PRE&IZ M

- Customized Linux BRI —A 70 X2 0] ABEE A,

- Customized Linux BN — 4~ X HMSHF FAT32, EXT2, EXT3, EXT4 5% UFS,
- Customized Linux SRR/ NBIURT 5 GiB,

- Customized Linux B H U FLEER:

- AREAALE RO LA H N & i il
- RIS B PR I, WIRAERIGERIN GRS, WL E REFHES, B
B Z ATAS eV ST HR 4
- AZFFERIN SSH X, W14f SSH 8550 255 i ] B = B Ak
BEEHE
1. fERBRE A XARE S P H aliyun_custom_image.
/% Customized Linux B4 QIR SZHIPRRIG N, FIHASTE aliyun_cus
tom_image HZIM os.conf XFHE NIHIHICECEG . WRATELE os.conf Xk, RGN
Hah g,

2. fEBHS P RNE— DI RTIA, FICABHT os.conf SXPFNRGIRCE. 25 fRTIIA R S0 M R
BOREIA S 050 2 5 AIA



os.conf XM
25 L P 25 S T S5

hostname=1Z23r29djmjZz
password=cXdlcjEyMzQK
ethO_ip_addr=10.171.254.123
ethO®_mac_addr=00:8c:fa:5e:14:23
ethO_netmask=255.255.255.0
ethO_gateway=10.171.254.1
ethO_route="10.0.0.0/8 10.171.254.1;172.16.0.0/12 10.171.254.
ethl_dip_addr=42.120.74.105
ethl_mac_addr=00:8c:fa:5e:14:24
ethl_netmask=255.255.255.0
ethl_gateway=42.120.74.1
ethl_route="0.0.0.0/0 42.120.74.1"
dns_nameserver="7.7.7.7 8.8.8.8"

SR R RR:

SRR SE

hostname FHHSE

password BISEL, Base64 HbdiFirH,
ethO_ip_addr ethO M-k IP Hitik,
ethO0_mac_addr ethO P+ MAC Hulik,
eth0_netmask eth0 PR,

eth0_gateway ethO PJ-RERIAPIE,

ethO_route

ethO WIMEEISIR, BIAHEM 5500,

ethl_ip_addr

ethl R IP ik,

ethl_mac_addr ethl M-k MAC Hiuhk,
ethl_netmask ethl Pk#irg,
ethl_gateway ethl PJ-RERIAPIE,

ethl_route

ethl 2AMEEHFIR, BN S0,

dns_nameserver

DNS Hiht33%, BRIAH 2 7R

LHiMgs VPC R

hostname=iZ23r29djmjZ
password=cXdlcjEyMzQK
ethO_ip_addr=10.171.254.123
eth®_mac_addr=00:8c:fa:5e:14:23
ethO_netmask=255.255.255.0
ethO_gateway=10.171.254.1
ethO_route="0.0.0.0/0 10.171.254.1"



dns_nameserver="7.7.7.7 8.8.8.8"

SR R R

SRR e UL

hostname FHHZSE

password HHSE, Base64 S TIT R,

ethO_ip_addr ethO -k IP Hitik,

eth0_mac_addr ethO P-F MAC ik,

eth0_netmask eth0 P-4,

eth0_gateway ethO P-RERIAPIE,

ethO_route ethO WM HFNER, BRINH-EMA TS 576,

dns_nameserver DNS Hht52, BRIANH 217 bE,
i PN RS E S

IR, RSO IREZ HFSE B E R S AR A XRE SR T
aliyun_custom_image H3tHY os.conf X, ELE Customized Linux B{§ LM E{E GG
QIR SURMIHA, H A os.conf SIPFH S HIRL BAS RIF e BIBC B, BA T @b
T B R 2R AT

- JHHURSN: RTEA TR EBITILE RSN, B, KA AL /etc/init.d/ H
T

© BEETEERIN : @ os.conf SXHFRHI BB EBIFTA, VPC 54 BmZs 55 it ic B A s AL
J e L T I R 5 ARl

- BCE SR BEURAE . Customized Linux BRQ7ERIEE 1/0 LALSLHIERAE 1/0 RALILHIRE, s
— A X R B s AN — . i DAERATAIA i 4wl DUH uuid B label B —
N XEBEE. FHF %N Base64 SifSi-FrrHy, Ve B % TIN5 SN 5 AL Bl

- Wi VPC sReRuupigs : IRz g IR, nfAER R G L ethl_route BEHAil
ethl HISCHIRCE LR, UMW HS 2 S BN 4 28L5 P E 1 e b A AL PR,
- VPC RBUSBILE os.conf LHFI etho_route ZEPHELEBRIA PR H
- UM IISBILE os.conf XIFI ethl_route SEOPELEBRINAMIFE 1, PIARE Hhific &

£ etho_route 1,

- BCEMAE: os.conf XFHIBCE SRR L av A Wb AT — IR UL, A ST BRI G
HEBUMER os.conf XX, FIREFRIA LRGN os.conf XAFACE, WIAPIT X
HCE,




- B BB HiE Customized Linux GBI SCHIRHRICE B & LBHE, Bghhs
WERADIHUGSEA, B A SAELHHE RIS A os.conf BLE, WA LRI
AL B A A TSGR B

- ABSOHSCAC BN AL : S 9eHlgnc BLAE BB P A AR S sk APT AT, P H 0k
FRERE AR os.conf XFH, MRHTIIASKE BRI T T B AIXEEH KL,

R RS R 151

AT MEA CentOS #AERGENBIRIHTIIASR G, NES%, BT RPN E R G )%
BAPNE, EERAAR, 55ETRPIRRAAR, JFHRUEMEE,

#!/bin/bash

### BEGIN INIT INFO

# Provides: os-conf
Required-Start: Slocal_fs Snetwork Snamed Sremote_fs
Required-Stop:
Should-Stop:

#

#

#

# Default-Start: 5
#

#

#

o b

2

Default-Stop: 0

Short-Description: Th
## END INIT INFO

O~ W

nitial os-conf job, config the system.

-

first_partition_dir="'/boot/’'
os_conf_dir=${first_partition_dir}/aliyun_custom_image
os_conf_file=${os_conf_dir}/os.conf

load_os_conf () {
if [[ -f $os_conf_file ]]; then
. Sos_conf_file
return 0
else
return 1
fi
}

cleanup() {

# ensure $os_conf_file is deleted, to avoid repeating config system
rm $os_conf_file >& /dev/null

# ensure $os_conf_dir is exitst

mkdir -p $os_conf_dir

}

config_password() {

if [[ -n $password ]]; then
password=$(echo $password | base64 -d)
if [[ $? == 0 && -n $password ]]; then

echo "root:$password" | chpasswd

f4

f4

+

config_hostname() {
if [[ -n Shostname ]]; then
sed -i "s/AHOSTNAME=.*/HOSTNAME=$hostname/" /etc/sysconfig/network
hostname S$hostname
fi
h



config_dns() {
if [[ -n $dns_nameserver ]]; then
dns_conf=/etc/resolv.conf
sed -i '/Mnameserver.*x/d' $dns_conf
for i in $dns_nameserver; do
echo "nameserver $i" >> S$dns_conf

done

fi
+
is_classic_network() {
# vpc: etho

# classic: eth0 ethl
grep -q 'ethl' $os_conf_file

config_network() {

/etc/init.d/network stop

config_interface etho ${eth6_ip_addr} ${eth0_netmask} ${ethO_mac_addr
h

config_route eth® ${ethO_route}

if is_classic_network ; then

config_interface ethl ${ethl_ip_addr} ${ethl_netmask} ${ethl_mac_a
ddr}

config_route ethl ${ethl_route}

fi

/etc/init.d/network start
h

config_dinterface() {
local interface=$1
local ip=$2
local netmask=$3
local mac=$4
inteface_cfg="/etc/sysconfig/network-scripts/ifcfg-${interfacel}"
cat << EOF > S$inteface_cfg
DEVICE=$interface
IPADDR=$1p
NETMASK=$Snetmask
HWADDR=$mac
ONBOOT=yes
BOOTPROTO=static
EOF

}

config_default_gateway() {

local gateway=$1

sed -i "s/AGATEWAY=.x/GATEWAY=$gateway/" /etc/sysconfig/network
+

config_route() {
local 1interface=$1
local route=$2
route_conf=/etc/sysconfig/network-scripts/route-${interface}
> $Sroute_conf
echo $route | sed 's/;/\n/' | \
while read line; do
dst=$(echo $line | awk '{print $1}')
gw=$(echo $line | awk '{print $2}')
if | grep -q "S$dst" S$route_conf 2> /dev/null; then
echo "$dst via $gw dev $interface" >> $route_conf
fi
if [[ "$dst" == "0.0.0.0/0" ]]; then



config_default_gateway $gw
f4
done

}

HifHAHHHHAHAHH##AH Ssysvinit service portal #########HESHHHAHEHY

start() {
if load_os_conf ; then
config_password
config_network
config_hostname
config_dns
cleanup
return 0
else
echo "not load $os_conf_file"
return 0
fi
+

RETVAL=0

case "$1" 1n
start)
start
RETVAL=S$?

55
*)
echo "Usage: $0 {start}"
RETVAL=3
55
esac

exit SRETVAL

5.3.6 FHIRREHEEN
ECSHZFH 3 ARAW, VHDAlqcow2tgNBHGcl, HAlBi g Lk, HEfgiaGHS
Ao AT HUMTRIH gemu-img T B H B AN GG R VHDERAWHE X, qemu-
imgfEI¥RAW, qcow2. VMDK. VDI, VHD (vpc) . VHDX. qcowlskQEDH=RItEs%5:
R VHDASR, tn] DISCEERAWARIVHDAS U BT,

A IWindowsi2{ER S
Hi A N B qemu-img IR e BiG S A S R

1. PHigemu-imgIfek&ds, ARHILERIENC: \Program Files\gemus


https://qemu.weilnetz.de/w64/

2. qemu-imght B R :
a. EEITG > HRNL, AadiE.
b. fEAMSHH, HlSRRARE,
c. fERGEMAIHHER, AR, Jpdiisid R,
d. fERBERARHEE, ERGIE RS IFIPath, JFdigit, WRPathBRAEME, #
i,
e. WIMARGL R
- MR RGREARGIE R, (FRRME, BIC:\Program Files\qemu, ARINER{EZ
MECEfMS G) bR,
- MRRPERRGE R, E£EBRALHAPath, TEEBREMHIANC: \Program Files\
gemu,
3. PR S RIELEEE R FIFWindowsfii 28R, BfTqemu-img —-help, WIHRER
IER R R ER B i
4. ERPERTH, ffcd [IRBHGSCHEFIfER H 1 VIS HS, fililicd D:\ConvertIma
geo

5. i8fTgemu-img convert -f qcow2 -0 raw centos.qcow2 centos.rawi k%

SCPERER, e
- — PSS B IR G SRS X
© -0 (BHRKE) MSEUE N ERBHEREN . JREHE SR ARRR RS 4aF,
isela, BRSO BEREHE S E H 3 T,
EHALINUXIRIER S
U B3 qemu-img RGBS S PR R :
1. Z#¥qemu-img, REIUIT:
- WERAH N UbuntuiffERS, i8fiTapt-get install gemu-utils,
- WERAHNCentOSEMERSE, i21Tyum install gemu-img,

2. i&fTgemu-img convert -f qcow2 -0 raw centos.qcow2 centos.rawin 2%

S, e

- - f S BN IREHE SRR
- -0 (BHRKE) MSBUENARBEERA . IRBEESFA IR BRSP4,

HoEn, BRSPS HBEIRBHE SRR ER H3 R,



' Win)
- iqemu-imgilis, HIA TR RV IREAREE, Ea0p?
ol R cloud-initifrequirements.txt S BB RIE, FFi84Tpip install -r
requirements. txtZZEEH HOBUE,
- Ubuntu k%Z%qemu-utilshf, HPUnable to locate package gemu-utilsHii®, &
29p?
BT A P2 Zqemu-img TR :

apt-get update #H |«
apt-get install gemu-utils #Zdtigemu-imgT H

=%
#unique_13

5.3.7 FABEXREK
$EA HUPIBRBHR SO PE S ANECSIEIITAE 2 BS503R, SR EI 5 SUBHR 2 B RS o
TSI GBI, S AR PSR OV ECS AT R St

BiH:
© SN SCEGUR D FERTESS,  Se RIS R T BEESCAFRR /I i S MES5 IR
B, HEEWLDER,
- SARENBEE, REZADER-ORE, ZalLHE PRIESIR RAESIRBER. SABHE
RS AR e, RIBIIRESZ B R E555emn, IREZEHZEHON i, X0 PRI
HRANSANBELEEXERD, 5% BE LGB BRRFER K DEK,

GIE s
TEF NBHGHG, P TR T

- 2 #unique_78. #unique_86 fil #unique_82 T fRBIRBRHIAIEIR .
- #unique_69,

(Afik) QAREMHRRRAM YIRS, MAERR KSR AliyunECSImagelmport
DefaultRole ffi (iR IEIRIFHRIEVF AT,

RIEPR
FERTH 2 BEPER 5 B SN B SCBHRRY D SR T «

1. fEHOSSIVSE =F THE . APIER#EOSS SDK LA&HIfELFIN E & X%, STl kg k
T5 GiBRYSUF, #HZH 0SS #unique_100,


https://ram.console.aliyun.com/#/role/detail/AliyunECSImageImportDefaultRole/info
https://ram.console.aliyun.com/#/role/detail/AliyunECSImageImportDefaultRole/info

o v B oW N

B3k ECSEBHIA,

TEACD SRS, WekE PRIEHG > 3%,

TEBHGRHIER G, il SABHE,

£ SABHG MIEHER, SAhERE R34 1R Mi\itbik,

1t ZR Vi 811, 2% AliyunECSImageImportDefaultRole Ml AliyunECSE
xportDefaultRole, Hidi [N FAXECSHRSS ViR OSS B,

 TEBRHIRGL, PR SABHE.

- AE SABHG M TEHERL, SERRDA R IEHE :

- UG e R BHE SR OSS Bucket iR,
- 0SS Object Hulik: MOSSHEHI A IRIIN G fFObjectiist, H2IEN, §2BJ0SS

#unique_101,

- BHRAR: 1RE HE ERREGSE S NG SRR, KEN2-1280FFF, URNGF

Bk, aMEERYE. 85 O FIZ O | HFAES O AETR O

- PMERGE: RUBRRHIBHEIR P R %R Windows B Linux, QRS AR ERRE

T HE XBERBIR, MiEEE Linux,

- RGEKN: RGEEK/MERIN40 GiB-500 GiB.
- RGN 6ANERERGEIRER x86_64, 320 RGEEEE 1386,
- RGUER: AR EREENETH RS MNEmIDvE, ERHER T ENBGN RS

5
Ho

- Windows: X$ffWindows Server 2003, Windows Server 2008f1Windows
Server 2012,

- Linux: %X
f#CentOS. SUSE, Ubuntu. Debian, FreeBSD. CoreOS. Aliyun. Customized
LinuxfiOthers Linux (i #2583 BiiAR & S4HD)

- MRS E R SRR LinuxIEE TR R, T8 $e28 T BRRIKAT,

- BB PCFRFRAW, qcow2fIVHDAER, HEFAEREHMNE H/hRgcow28# VHD A

E2v8

- BRE: HEBRGINAER, ETRSE,
- WMBEEBER : RN S AR SBIRERN @ BG5S, SHFNBIRER A RICE N5

GiB-2000 GiB,

9. REHINETG, Hdi fie, QIS BE XEERBHRITS.
10. (N3%) fnl AERES AHUSRIBEGFIRP AR SABRE, EES552K00, KAl LUl (155

EEL, HEIZSANEE XBHEHER, BUESABURIES.


https://ecs.console.aliyun.com/
https://workorder-intl.console.aliyun.com/#/ticket/createIndex
https://workorder-intl.console.aliyun.com/#/ticket/createIndex
https://ecs.console.aliyun.com/#/task/region/
https://ecs.console.aliyun.com/#/task/region/
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5.4 EHlRE&

HHIBH5IE M T ps s B L, pslas Oy, 2] DUZHIRE —Hbssrb g B 5 S Bat5 21 L At
WA, FHEEANZEGRAEH N AR QIR ECSIH, WA RIS ECS S BIhia1TIF —Bif5h
Wi, AAAHERI—IKS PRSI B B e LB R IIRE 2R,

B

oif

:%\

Bifgd —FMHUsRPESEIR, B LBHEA)E T H RN, A FSH R T X R oR.

bt B IR ik

PSR S | IS WA R, E RGN, SR AL H bR s R R
SR UG, 1EHsE R — A HEig, WG
HAME—RBHERID,

PSS E I | IS WERIEGAILE | ERBGA G, FEUEBGRES HIKS,

Bil%.

RIS IR SIS WL 2B, RGBS, POICERBEHR

Fihi
AREM

HilBigan, Hrapdil PEEH:
- EHIBGROOEN T HE LR WURETHREHHASRRIBER, netiMEHQaldeel,
Mizgpend Be XBig. Rn, Elizae LEiHg.

- STBEHERN, ZFIRE F RIS O R PR I, RS L H AR s PRI A R A X Bit%.
B, S EARMISER B E iR S HEARN IR AR, BN w DI 2%

M,

- HBERIG, BEE RIS R E R — 0 B2 B, A M G BURIR S5 35U
BaBK, WASWEHORBEERILH] E e s,
- EHIBEERATTRRE, BRTEESRD, ME LSRRI AL S5 HIHEA R



https://www.alibabacloud.com/help/faq-detail/40549.htm
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1. BRECSHEBMENHI A,

2. fELEMISRIRS, IEFLRHISBHE > Bilg.

3. TEIRIRIRSRAAE, kP,

4. EPREEHINBR, BREIULIRAELBHE, ERESID, RlERBIG.
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51 SRR T,
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b. BUSHHGAE H R R i B2 CBHS A FRR B R L BHEE.
c. Bl
6. DI Hbnihik, &B AR BRI, L3RR 100%0, BEHIESS 5.
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= Wim:
W B E1100%, ARSI, el DAREN AEEE R, BUMIESS R, Bt s
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T—%
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P, LEHGRTRTEN, ESWERHTEN.
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- BHGEHE A OB E XS, HH P RGN SRG e R,
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- ZFPPENG. ERRESHH AR S Z MRS, (RIS 00E B e RS
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PRI R

1. BRECSEMYHIS,

2. TE/MSHIES, JEBESEHSEHS > Bilg.

3. ERRIRASRAE, EfEHbI,
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5. R LG, WIKSRGIRD, EaliyunUid, 7ERKS SCARREH AR IESEH PRIk
SID, FFHRadiItEBE,
PR STDRERE T AR 8 b i 20 2B &4 BRI g, fE3iHrksS
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1. ECSEBIBHERA DX, W FEFiR,
[root@test " J# fdisk -1

Disk /dev/xvda: 21.5 GB, 21474836480 bytes

255 heads, 63 sectors/track, 2610 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x00078f9c

Device Boot Start End Blocks Id System
/dev/xvdal ¥ 1 2611 20970496 83 Linux

Disk /dev/xvdb: 10.7 GB, 10737418240 bytes

255 heads, 63 sectors/track, 1305 cylinders

nits = cylinders of 16065 * 512 = 82256280 byvtes
Sector size (logical/physical): 512 bytes / 512 bytes
I1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x00000000

2. i B LBHGAIERMECSIIh, RiFRM/etc/fstabPMREEHEZEH, W FEFIR,
[root@test ~J# cat /etc/fstab

#

# /etc/fstab

# Created by anaconda on Thu Aug 14 21:16:42 2014

23

# Accessible filesystems, by reference, are maintained under ’ /dev/disk’

# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info

#

UUID= i 1 / ext4 defaults, barrier=0 1 1
tmpfs /dev/shm tmpfs defaults 00
devpts /dev/pts devpts gid=5, mode=620 0 0
sysfs /svs sysfs defaults 00
proc /proc proc defaults 00
/dev/xvdbl /alidata extd defaults 00|

[root@test & l

3. LBIEENN, e/ etc/fstab XM HIBCEHEREEL, HiTBIREAR D X SEEEER
W, arrEfoR.

[root@test ~|# mount -a
mount: special device /dev/xvdbl does not exist
[root@test ~ |#
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driver,
1. i&f7docker registry.

docker run -e 0OSS_BUCKET=-e STORAGE_PATH=/docker/ -e OSS_KEY=-e
OSS_SECRET=-p 5000:5000 -d chrisjin/registry:ali_oss

2. litBconfig.yml,

" “local: &local

<<: *common

storage: alioss

storage_path: _env:STORAGE_PATH: /devregistry/
oss_bucket: _env:0SS_BUCKET[:default_value]
oss_accessid: _env:0SS_KEY[:your_access_id]
0ss_accesskey: _env:0SS_SECRET[:your_access_key] "

3. Jadhdocker-registry.

DOCKER_REGISTRY_CONFIG= [your_config_path] gunicorn -k gevent -b 0.
0.0.0:5000 -w 1 docker_registry.wi:application
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KIS IR

- BMARGIR R ENNENLE A AN RER, WERIDSMCE, FiPETIHN RS AIE
IS ARE R T IR H MRS EL,

SLHIAYIRIER F AWindows Server 2008 R21bMlhR, IMTEIRWindowsBIEAREIEMEAT?

AT DL U 20 PR«



1. ¥i%Windows, PEI%ES WVPCHEE FECS WindowsRGEHIE /5%,
il
= B
PR Z 00116 FE 5 A RSS2 B TR K s

2. IEMRBSG, BRECSHHIG.

3. WIS G R REE R RZR S5 8%, PEOFZEA TR 2. TS WG
Windows3:fl#i##;: The function requested is not supported (G E /5 20184E5 H Wi
TR 2 FHRERF Y (CredSSP) MR TRIBHREIEE R 730

BEMEREZIMKS, BIEKSAN—&RSHEBIIKSE, HEAKSBUE—SIRS:E, B
BIBARSS SBTITIFR. FTERENAIHIIWKSBIIARS 28, EARIE?

BRI LOE L RAID PR
L. fEAIKSARSEIBIE B X Bif%. BAAESE, 12 W4unique_56,

2. EBRAKSB, RIAPHE, 25 W#unique_30,
3. kS BREAICESRGRAIEIH, RADE, WS W4unique_134,

f B RECSSEfI Z i iz ?
BT ZECSSEBHIMIERS2D BRA T -

1. NIRECSIBIBIE A L Bif%.
2. HUEIHECSSEHI S HFRECSSERIRIY B SR EIK 5, TR M BA T ILRMTG 5L,

- RSB B BE T RBREK S, nEEEAN T,
- PREBS HnBlE T A RS, 58 H8H5 2 HAn S BIpfe b, TR S WAERITIZ,
- B HRBlE FARIKS, TR Bgs HREpmiks. EMiEs
W#unique_151,
- RIBIS Hneld T A RSRA RIS, FReEFEGE HRbE, mor=a  HRsm
Wks, TEMHESREREGA#unique_151,
3. MERBHRAIEFECSIZHI, SABA HARECSIHHEHS, TENEIHS Waunique_152 5 it
#egs (Big) .
3
= WiM:
A HFRECSSEBIEH BRI, JHBHR P A RE R S B ST,

PLEERSEAGEHIR, #2 W4unique_153,
AT REEEME THECSIRS SRAEDTEMMBEE?

PN IO 3 v DA e S A = RSB, PR IS W#unique_154M1#unique_155,


https://www.alibabacloud.com/help/faq-detail/41056.htm
https://www.alibabacloud.com/help/faq-detail/71931.htm
https://www.alibabacloud.com/help/faq-detail/71931.htm

eI b EECentOS DNSHEMTHBEY?
AEPECentOS DNSHEATE N AYIERGI T«
- BRI

KICentOS 6fliCentOS 7DNSEHHLIIES), 201742 H 22 H LA IERIECS B s fil
F120174E2 H 22 H PARGRY H & LB AR CentOS 6f1CentOS 75| n] HEH DN SfigAfrigs iy
HITE DL

- RURTTIA
TRTE PAD R S B i

1. FEAIASLIx_dns.sh,

2. ¥ PEMEARE CentOSR SN /tmp HFE T,

3. i8ftbash /tmp/fix_dns.shii’, PATHIA,
- HAER

AW DNSHEHT L /etc/resolv. confhig & fEiftoptions>single-request-reopefit
B, ¥ENIEZS Wresolv.conf XA,

CentOS 6f1CentOS 7RIDNSHEAHLE, A8 IR M4 Hocdl &ZiXTPV4 DNSiRAIPV6
DNSi#R, WM IFisingle-request-reopenfit®, WRiZitEG, —HREAHF
—socket ZIRMIPRIG RN, fENmSAERIE S — KRG K Hsocket, FFERIEE ~iRiER
HifT I HiitIsocket, BCERYIIG, Joia@E BRIl 4E3%,


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/59344/cn_zh/1505957231428/fix_dns%20%281%29.sh
http://man7.org/linux/man-pages/man5/resolv.conf.5.html

- AR
1. JIWr Bz SR &5 M CentOS,

- R NIECentOSF S (WUbuntufiDebian) : BAE Ik T4,
- ARSI CentOSRSE: MHIAHES: T 1%,
2. AR /etc/resolv. confHoptionsHIBL B I,

- WMPEAf#EoptionshlHE:

EBIMEH B moptionshtBoptions timeout:2 attempts:3 rotate single-

request-reopen,

- AR f#fEoptionshitE :

B A~f#ifEsingle-request-reopenfit®, WI{fEoptionshlE BN,

B fifEsingle-request-reopenfit®, WIHAEIETIE, A%HMDNS nameserverft]
BlE,

AT AECSERIIN B B RAEIMRTFE Swapiifd?

Swap/r X BRIEMIPNAF X, RERGIVBENE AR, HRGENEE B ROIRE R
WIBAABRIERIPAEURE, G PR A7 BISwap 7 XA SCAErR,  DABR S T PN AEHEE I —FibL
il

12, WRENFERRCLAER S, MmERT/OMREMARRIFIWI T, PR ERIM
RIEBER. P AECSA#EEEH 1 i RGN B IRFFERHIEE, N0 BRaiET v
SO0 EHURHECR UL P Bs 2 2RI, B3R T/ OME, SFRKA b
HIfERBTERET/ OTERE,

gk, MRS RGERBA RN TS BEECS ARSI/ OTERE, FiPAECS WindowsERIABA
JEHERINAE, LinuxBRIARACE Swaps7 X,
WA B = ARG P Ekdump?

B A A B P EOAARI S kdumplli 55, TR EBHEGHLIN, “Emicorestft, FFPAtn
PEBURE, ESWLEEIHRkdumplifiss, ABELLLAIEEHECentOS 7.206, bk
I, 15 CUERIRERGONHE



1. &8 core Xt H R,

a. J8fivim /etc/kdump.confFI Fkdumpfit &1,
b. ¥Epathhcore XL ER. ARBIH, f£/var/crashH3 FERcoreseft, W
pathiEEEUIT,

path /var/crash

c. RIEFFKM /etc/kdump. conf ¥,
2. JFekdumpfiit5s.

PR IRE RGN G S HSCH L, IR Anfid, CentOS 7.2/ 75—
Jkdumphis.

© Ttk RIsTT A a2 I e kdumplii 55,
systemctl enable kdump.service

systemctl start kdump.service
- TR RIETT AR a2 I e kdumpliigs.
chkconfig kdump on

service kdump start
3. a1 A a2 BIE L.
echo ¢ > /proc/sysrq-trigger

-

BimA:
BITEWR )R, EHIZEMERRER, BREEFERL, SeRasaRE.




4. 5y¥icore dump¢f¥,
a. BITRA RS @ Crash i T.H,
yum install crash
b. F#idebug-infoZ¥:fi,
i8fTuname -rii R ERRIERAENZIRA, TEMHPRA K debug-infoti,

+ kernel-debuginfo-common—x86_64—<####>.rpm

* kernel-debuginfo-<####>.rpm
AR, RGEMPEAN3.10.0-514.26.2.e17.x86_64, [HIt FE&HGLN:

wget http://debuginfo.centos.org/7/x86_64/kernel-debuginfo-common-
Xx86_64-3.10.0-514.26.2.e17.x86_64.rpm

wget http://debuginfo.centos.org/7/x86_64/kernel-debuginfo-3.10.0-
514.26.2.el7.x86_64.rpm

c. Xz 1T M2, %idebug-infofl,

rpm -ivh kernel-debuginfo-common-x86_64-3.10.0-514.26.2.e17.x86_64
.rpm

rpm -ivh kernel-debuginfo-3.10.0-514.26.2.el7.x86_64.rpm
d. #xia17 A Fan 2 Crash T A5 Hrcore st
cd <corex(fFiyZERR H%>

crash /usr/lib/debug/lib/modules/<piZrAE>/vmlinux vmcore
Aplh, corexttFMERHR N /var /crash/127.0.0.1-2019-07-08-15:52:25
, WERAS RN3.10.0-514.26.2.e17.x86_64, HIIBITHIMEN:

cd /var/crash/127.0.0.1-2019-07-08-15:52:25

crash /usr/lib/debug/lib/modules/3.10.0-514.26.2.el7.x86_64/
vmlinux vmcore

Linux$E& @Bk AMeltdown5SpectreR £ iRA T2

RN EREE. RN AILEHG AR I R Z 2Rl TR, W2 WLinuxiga
falJF ek X AMeltdown 5 SpectreZZ i T,

MNEEESIEE CentOS THFIFWindows Il PithiitfR 5K ja) e ?

W R SR RTT R, WS WK S5 1BH CentOS 7B Windows S TPHbkE 2K 7],


https://www.alibabacloud.com/help/doc-detail/94181.html

9.2 Windows Server¥F£RiEH G S =FIEE
ECS>¥fWindows Server FAERIEBIHS, A/ 4iansE B iz 54003t Windows Serverf:
AR IE I,
BGENT
ECSHIE. X FfWindows Server FAEREBIG, QIS HINER] EAfEWindows ServerA 3t
145 B FVersion 1809EEHLIM B, Windows ServerAERIE B $ R —#dliServer
CoreBiNiBfTHERERSG, AREEEIEBMCHPREH, Windows Server BAEREBHGON ifEE K
WAV, BRSO IF B FHefe S, A SGEH T A5G :
- Windows Server Version 1809 k0
- Windows Server Version 1709 3Lk

SHIERET AN

Windows ServerP4ERELHIA R SRR E S, flmii. Windows Explorer, £3%
F¥ . msc Jiitlldevmgmt.msc %, Windows Server 4ERE I H X H#ifiSconfig. Server
Manager, PowerShellfllWindows Admin Center?s T HLE MRS 4%.

HFWindows ServerAEEE LA HIServer Corelix, A CHEREEMIhRES hoe®
ff)PowerShellflWindows Admin Center. BHZ¥IE, HS WK U E R Server Core
B 5545

PowerShel iZi2 &8

PowerShell{f&##i F.NET FrameworksSH v s K BT FXT RIAA, w] DUREISSHIYRE—FE
IR EWindowsSEfl, FATMERBEE I AMIP172.16.1XX.183, B0 DIt DL 2P IRsk
MPowerShel G AL,

1. imfEEEWindowsS6l, 12 Wiunique_158,
2. fEMm2 17 B A Power Shel1¥TJFPowerShell,
3. fEBPowerShellH3817 L R4 :

Enable-PSRemoting —-Force
Set-NetFirewallRule -Name "WINRM-HTTP-In-TCP-PUBLIC" -RemoteAddress
Any

4. TEHIFLE L AP EMBNBATHTTP 59854 IAIHTTPS 5986, H#iEiES
W#unique_159,
5. & PR LG 217 B A Power She 11#THFPowerShell,


https://docs.microsoft.com/en-us/windows-server/administration/server-core/server-core-manage
https://docs.microsoft.com/en-us/windows-server/administration/server-core/server-core-manage

6. fEZ PiiiPowerShell T igf7 A R 2 :

Set-Item WSMan:localhost\client\trustedhosts -value 172.16.1XX.183 -
Force

BeHH:
172.16.1XX. 183\ R RIS il, Zthn] CUE « RoniZiE i 80l
7. i P iiPowerShelliaf7Enter-PSSession '172.16.1XX.183' -Credential:'
administrator ' Jihdastn A S H &R,

BERERT DR P i AL E PRSI Wind ows Sl 1

Windows Admin Center

Windows Admin Centerjg2 — TRV EIEEB T H, nfPAfEServer Coreiaf T EEHE
RIRSS 2SS PAIMMC, MBI 2B AMIP}172.16.1XX.183, 0] PAtE A RIE—5 1525

Windows Admin Center,
- JEE AT Windows Admin Center
1. mfEEWindowsHl, H¥1HZS W#unique_158,
2. TR 24P EMBNBETHTTP 598554 OATHTTPS 59863441, iElEiES
W#unique_159,
3. TEm 2T APowerShel 13T PowerShell,
4, fezfiPowerShellHidf7BL R4 :

Enable-PSRemoting —Force
Set-NetFirewallRule -Name "WINRM-HTTP-In-TCP-PUBLIC" -RemoteAddr
ess Any

5. B1TBL P % F#EWindows Admin Center,

wget -Uri http://download.microsoft.com/download/E/8/A/E8A26016
-25A4-49EE-8200-E4BCBF292C4A/HonoluluTechnicalPreviewl802.msi -
UseBasicParsing -OutFile c:\HonoluluTechnicalPreviewl802.msi
msiexec /i c:\HonoluluTechnicalPreviewl802.msi /qn /L*xv log.txt
SME_PORT=443 SSL_CERTIFICATE_OPTION=generate

6. iBfTcat log.txtm &R ME, HHEXFHRTHIGEE, BiWindows Admin

CenterB &k 2e3:,

MSI (s) (l14:44) [09:48:37:885]: Product: Project 'Honolulu' (AR
Wht) —— Installation completed successfully.



MSI (s) (14:44) [09:48:37:885]: Windows Installer BZr=%. r=m#
fi: Project '"Honolulu' (FiARFaYERR) ., FofmiiA: 1.1.10326.0, F=iES:

1033, Hii&Ri: Microsoft Corporation, ZedRuhskitisiikaAs: o.
- B YE R Windows Admin Center
R
EIE R ZHEWindows Admin CenteriGZE% Pt Bk, G CSE- N
HPowerShell'E8if, HLZIEN, #HZSUWPowerShell mfEE L,
(2

1. FHEFFLEWindows Admin Center,
2. SEEEEG, ¥1JFhttps://localhost/,
3. MuhEsm, R EmIE 1P,

Bife, &0 RLEd Microsoft Edgesk# Chromef#iHlWindows Admin Centerff)%% F il 5
PLEBRSB,

B[] =

vl E HISL A #IWindows Server AR B 924 ?
BT EE RN S HE B E Pt ENLE, I HEBELAECE ¥ PowerShel iZfEE M HE B %

HWindows Admin Center,
- JBIERDPMH

1. %R WindowsHl, ¥1HZ WH#unique_158,

2. g Pt EALE, S HbR S,

3. EIBICMDIABEH i Anotepad.

4. SdisefF > 419, EFDIPNREHES, RSP E AR ERH SR, AR TRk,
- jAjidPowerShelljzf:

1. Jash HA#Windows 32,

2. & PR EFTHFCMD, #i APowerShelli#i APowerShell,

3. ilidPowerSheliZfHEBE HARLH, TENIHZS WPowerShel IZf24E PE,
4. 1B PN LIsTTA a2

$session = New-PSSession -ComputerName 172.16.1XX.183
Copy-Item -ToSession $session -Path C:\1l.txt -Destination c:\2.txt

-

= BiA:
C:\1. txtiRE/URHHEN S, C:\ 2. txtREHE N A Windows9:fl H k.


https://docs.microsoft.com/windows-server/manage/windows-admin-center/understand/windows-admin-center
https://localhost/?spm=a2c4g.11186623.2.32.3da666b5wlBkBq

- j@idWindows Admin Center

1. BahHMWindows 924,
2. itEWindows Admin Center LH, ¥#14iE§Z2 W Windows Admin Center,
3. fIFWindows Admin Center, si#EBMSLEH, Adicfy, &btk Bk,

G AR R A 8% % i i Windows Server AR RS HI?
- JEIRDPRA

1. mfEREWindowsSHl, ¥§1HZS WH#unique_158,

2. fECMDHiii Asconfig, MUETEIEREL 38 5 SLHlelH 1445 LB H 4,
- j@ijd PowerShell

1. ZfFEEWindowsg:Hl, ¥1HiES Waunique_158,

2. {ECMDHii APowerShe 113 APowerShell,

3. IR DL R 21T R B 15 1152,

shutdown -r -t 00 ::#{i&1F EFOPGHB
shutdown -s -t 00 ::#&1T {EOFYGE L
Stop-Computer -Force # Powershell ~7HIEHL
Restart-Computer -Force # Powershell Y/ HIEH)R

- j@EiRPowerShellizfaiE M

1. Ja3h HAx Windows Szl

2. tEZ PR EFTHCMD, i APowerShel i APowerShell,

3. i@l PowerShel iZf2 BB HAREB, TEIEIHES WPowerShel ILfiE B,
4. % P oSl RIEEPEI217 BL R PowerShell i % :

Enter-PsSession -ComputerName 172.16.1XX.183
Restart-Computer -Force #HG
Stop-Computer -Force #3§l

- j@idWindows Admin Center
1. B3 HFHWindowssizfil,

2. fitBEWindows Admin Center T.H, %% 2 W Windows Admin Center,

3. ¥I7FWindows Admin Center, mMi#iEBNSER], AHMOA, EEEME AL EBE R
*J‘LO

Qo) 226 11S MR557?



- JBIRDPMH
1. imfEEEWindowsskBl, 1S Wiunique_158,
2. fECMD"¥%i APowerShelli APowerShell,
3. BT PA P a2 &EIIS::

Import-Module ServerManager
Add-WindowsFeature Web-Server, Web-CGI, Web-Mgmt-Console

- j@EiRPowerShel iZfEi Bl

1. Jagh HAx Windows 4,

2. fER P uRHHELEFTIFCMD, #i APowerShelli# A\ PowerShell,

3. i@idPowerSheliZfe BB HFRSEA, H¥IEIHZS WPowerShel iZfeE P,
4. 1% P it 5L 1217 A FPowerShellii % :

Enter-PsSession -ComputerName 172.16.1XX.183
Import-Module ServerManager
Add-WindowsFeature Web-Server, Web-CGI, Web-Mgmt-Console

- j@idWindows Admin Center
1. BEhHFRWindowsszfil,

2. BitEWindows Admin Center I.H, P#{#if£ W Windows Admin Center,

3. {I7FWindows Admin Center, EHP#ERISLER], Adifa@afIhiE, MiiWeb iR5%
N, EREEENYREG R,

el TS AV NOE RDP 266 17 I 2478 12
MBI RTEPA/NORA T A 2ATE L, RN R et B, Tk, XA L

1. i@ mstsciEEMIE I FECtrl + Alt + End4l &%, HAE R Ctrl + Alt + Delgl &,
2. TR A R TS E BT %,
3. TS B, ROCAESF > Bride55 ek, A cend)G dilise.

SE kR

- W Windows ServerBAERIEMIA : Windows Server *FAERERIA,
- 5l AWindows Server Version 1709: Introducing Windows Server, version 1709
- Windows Admin Center

- PRI FEEREHERS . About Remote Troubleshooting


https://docs.microsoft.com/zh-cn/windows-server/get-started/semi-annual-channel-overview
https://docs.microsoft.com/en-us/windows-server/get-started/get-started-with-1709?spm=a2c4g.11186623.2.54.3da666b5wlBkBq
https://docs.microsoft.com/en-us/windows-server/manage/honolulu/honolulu?spm=a2c4g.11186623.2.55.3da666b5wlBkBq
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_remote_troubleshooting?spm=a2c4g.11186623.2.56.3da666b5wlBkBq&view=powershell-6

9.3 A ALinuxfk 5522 L=EGRUB
TR THIEBLinuxfiR5 3N, BHLinuxyiliss S PERAIE (WCentOS 5HiDebian
7) . BRSS9 FGRUB ( GRand Unified Bootloader) fRAMET1.99, HE e
Do Grub Failedl, ZRZEHFGRUBAHE1.99 A LA,

LHGRUB

ASZLAGRUB 1.99A N, SréifELinuxRs5as LZ3ERS5] S GRUBIIRIES B, &
$EGRUB 1.99VA ERRA R0 B 5 b, 3R R e T2 B il REMRRA I GRUBE

e,

N =

#
#
#

. BRLinuxiFi S5 85
. RRIBITYL F2 A B Fgrub, grub-install B} grub-mkconfigft 1% :

which grub
which grub-install
which grub-mkconfig

3. fifmvii 2 MIHRA grub, grub-install BAK grub-mkconfigift4s PA#s i ScfF, #n] DLLE(S
MERTHIEBMSS &G, WERA PR RACE.

#
#
#

HHHFHFHEHEHFENHFHF R

mv /sbin/grub /sbin/grub-old
mv /sbin/grub-install /sbin/grub-install-old
mv /sbin/grub-mkconfig /sbin/grub-mkconfig-old

Tyum [dnstall -y bison gcc makeZ3EGRUB{KHibison. gccblmake T.H,

RIB1TPA a2 3 flex,

AR

test -d /root/tools || mkdir -p /root/tools
cd /root/tools
wget https://github.com/westes/flex/releases/download/v2.6.4/flex-

.6.4.tar.gz

tar xzf flex-2.6.4.tar.gz

cd flex-2.6.4

mkdir -p build

cd build

../configure

make && make -install

1n -s /Jusr/local/bin/flex /usr/bin/flex

6. RIKXIBITEA P a2 L GRUB 1.991kHi,

ST T T T T T T T

test -d /root/tools || mkdir -p /root/tools

cd /root/tools

wget https://alpha.gnu.org/gnu/grub/grub-1.99~rcl.tar.gz
tar xzf grub-1.99~rcl.tar.gz

cd grub-1.99~rcl

mkdir -p build

cd build

../configure

sed -i -e "s/-Werror//" ./grub-core/Makefile

sed -1 -e "s/-Werror//" ./Makefile


https://alpha.gnu.org/gnu/grub/
https://alpha.gnu.org/gnu/grub/

# make && make 1install
# ln -s /usr/local/sbin/grub-install /sbin/grub-install
# ln -s Jusr/local/sbin/grub-mkconfig /sbin/grub-mkconfig

Bil:
At PR I Y -Wer ror i, ER] PUE N EIGgIFRN RIS Emake file, Zf-
Wer ror eI E Hiomi%
7. i8figrub-install --versionii?, KAGRUBRARZE EHHN1.99,

T—%

1. RNEH ARG SEUFGRUBNL.9RAE, 0] BAif#unique_161,
2. (ni&) TG, B1TA R RGRUBYKE MIHMA :

rm /sbin/grub-install

rm /sbin/grub-mkconfig

rm /boot/grub/grub.cfg

mv /sbin/grub-old /sbin/grub

mv /sbin/grub-install-old /sbin/grub-install

ST T T Tt

9.4 Linuxi2 &N B < HMeltdown5Spectre R £ R E4N T
ASCHIA 7 AECSUMTR AR Meltdown 5 Spectredi®, 5l BUREA i 7 Rl
ZECSIUI 2 2 5.

=W
B> E:%\

HiiMeltdownSpectre (FPXXAFONKEMIFIEIR) RAFETHRUR (Intel) MEPEIH %L %2
Wi ZIRTAHERIE TSR 2 m R B HEREE, nI S BORERGINEE BIER, N
M RAENEEBIEE RIS, A% SIHTE CVE MUSIERER: 2Hh:

- CVE-2017-5753

- CVE-2017-5715

- CVE-2017-5754

BT F-20184E 1 H 20 H A 1 4 22 il 23 v 23 m el RURS: PR 17 B oM L

AR T P L 2R A 2L BE S (GuestOS) Zafb TREENGSL, g iiys B RN HLRc E
BRAERGE. BN RGN FHoR:

- MMeltdownigiFHERIARHpti on (Page Table IsolationJF)s) )i, FTHFMeltdownZ4
IR T o


http://t.cn/E48m0VZ
http://t.cn/E48mmqP
http://t.cn/E48uvUp
https://www.alibabacloud.com/help/faq-detail/64951.htm

- XSpectreliERi\REnoibrs (No Indirect Branch Restricted Speculation, %%k [H$%
5y ZFRHIHEM) 6, £54& vreptpolinefilibpb (Indirect Branch Prediction Barriers
) FIFRGIRNS,

MEAAFBHE XFAMeltdownELiFRA* T
EfTHMeltdownZ 2R T CREtpti onfiijiii) MIAILEHL RS

- CentO0S 7.5/7.6

- Debian 9.6/8.10
- Red Hat 7.5/7.6
- SUSE Linux 15

- Ubuntu 18.04

- Core0S 1911.3.0
- FreeBSD 11.2

+ OpenSUSE 15

VMR IE o k1 il S P e R AN D AR ST o s L o
QRSN NI R PTIM SEBIPEREA FEIN, sl A HAR b f5iE, w PARSE BA R BSE AP T :
1. TR,
2. IEFHREEERAE |
- CentOS. Debian. OpenSUSE, Red Hat, SUSE LinuxfilUbuntu: #MAZSE
nopti,
- CoreOS: j&frvi /usr/share/oem/grub.cfg, fEGRUBHELE XHFHIMApti=off,
- FreeBSD: i&fivi /boot/loader.conf, fEACE XHFHIIAvm.pmap.pti=0,
3. EFIH,
MAFEHEXFSpectreRE/AHT
Rl B 25 Hili S FfibrsHlibpbRE i, AdtHigEINEE reptpolineflibpb (Indirect Branch
Prediction Barriers) WIBRIHIRIEX SpectrelgifitfTRiP, FN@idnoibrsSEEEA] T ibrs.,
W) A SRR S
- CentO0S 7.5/7.6
- Debian 9.6/8.10
- Red Hat 7.5/7.6
- SUSE Linux 15
- Ubuntu 18.04



- CoreOS 1911.
- FreeBSD 11.2

3.0

+ OpenSUSE 15

PA_EBZERG iR HL 25 23 3L 545 0 58 i S 2 22K

RIS T R IR E RGN E, 8B A 201 5 BN PEREA s sl s A L ft iy it e 2K A
Spectre’Z R HwilHh T, THEHE DU P BRSO BB -

1. JEFEERIH,

2. AR PRI B BRI IR«

RIT G AHTIRE T ZBONEE | IREBRERZEEINE | WS HSpectreliwil
H T
CentOS HIMNEZEnoibrs BRI S Binoibrs IMAEZSE
Red Hat spectre_v2=off
CoreOS i31Tvi /usr/oem HIBRMNIZZS Bspectre_v2
/share/grub.cfg =off
£ GRUBHAC B XM
¥z ispectre_v2=off
OpenSUSE | iFNEZ#spectre_v2
=off
Debian cEBiMFEretpolines | IEFEN
Ubuntu ibpbBitr it
SUSE cEiMFEretpolinefid
Linux it
FreeBSD | Ehw. MER NS Ehw. MAEEZSEhw.
ibrs_disable ibrs_disable ibrs_disable
BeHA:

P28 noibr sk OpenSUSEM CoreOSHERGITICAN, BREMIIR Espectre_v2=off
M,

3. HH%LH,
NS N RS FF B BAR
1. R,

2. fEGitHub spectre-meltdown-checker RepoikEispectre-meltdown-checker.shis il

jgo



https://github.com/speed47/spectre-meltdown-checker

3. ELBINERIBIT:

chmod +x spectre-meltdown-checker.sh
sudo bash spectre-meltdown-checker.sh

4. HUBIASGRANHZ & CIFHMeltdownsiSpectrelit,
FE X
AL FHRERSE, vl ARGHEE P 1 RS 2 TE -

- Red Hat
- SUSE Linux
- Ubuntu


https://access.redhat.com/articles/3311301
https://www.suse.com/support/kb/doc/?id=7022512
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SpectreAndMeltdown/MitigationControls
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